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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electro
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through

technical
that are
technical

committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of docu :
[EC Diregtives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and [EC draw attention to the possibility that the implementation of this document.may in
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or@pplicabili
claimed patent rights in respect thereof. As of the date of publication of this document;1SO and IE
received [notice of (a) patent(s) which may be required to implement this document:- However, impl

the IS0/

volve the
Lty of any
C had not
bmenters

are cautiponed that this may not represent the latest information, which may bé gbtained from the patent

databasel available at www.iso.org/patents and https://patents.iec.ch. 1SOand IEC shall not
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and
constitutle an endorsement.

be held

does not

For an eyplanation of the voluntary nature of standards, the meahing of ISO specific terms and expressions
related J'? conformity assessment, as well as information.about ISO's adherence to the Woild Trade

Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forew

brd.html.

In the IEC, see www.iec.ch/understanding-standards.

This doqument was prepared by Joint Technical?Committee ISO/IEC JTC 1, Information technology,

Subcommittee SC 37, Biometrics.

Any feedback or questions on this document should be directed to the user’s national s
body. A| complete listing of these ~bodies can be found at www.iso.org/members.h

tandards
'ml and

www.ieclch/national-committees.
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Introduction

Recent improvements in biometric systems, and in particular face recognition, have allowed new usage
for identification systems. Biometric systems using artificial intelligence (AI) techniques are capable
of capturing biometric data in publicly accessible spaces without any deliberate action from the capture
subjects and possibly even without their knowledge.

On 13 March 2024, the European Commission adopted a proposal for a regulation laying down a “uniform
legal framework in particular for the development, marketing and use of artificial intelligence”.l1l This is one
of the first-ever proposed horizontal regulations in the field of Al, aiming at building appropriate standards
for safe and human-centric Al systems.

The regullation includes a risk-based framework with a tiered approach. The framework prohibits+

certain s
requiren
regulatio
health or
to as “rer]
regulatio
complian

ystems posing a particularly high risk to the fundamental rights and safety of individuals
ents for high-risk Al systems and introduces transparency requirements for other Al syst
n defines high-risk systems, which are systems that pose a risk of harm to the fundament
safety of individuals. Biometric identification systems involving passive capture subjects
hote biometric identification systems” in the words of the proposal) are classified as high-1
n risk-based framework. Providers and owners of high-risk systems are éxpected to den|
ce with European Union (EU) regulatory requirements and identify-design/operational

mitigatign measures before they are put on the European market.

With thi
sector wi
privacy g
evaluatid
subjects.

5 development in mind, this document is intended to provide international standardiza
hich requires strong guidelines and harmonized practices infetder to respond to concerns 1
rotection, bias and accurate performance. It establishesrequirements for the design, deve
n, operation and maintenance of biometric identification systems involving passive

Many of tthe examples and use cases found in this documeiit focus on face and face-related biometric|

given thg
Gaitand

t face biometric characteristics are currently‘the more commonly used biometric charg
voice are other examples of usable biometrici¢haracteristics.

he use of
, sets out
ems. The
al rights,
(referred
isk in the
jonstrate
risks and

tion in a
elated to
lopment,
capture

systems,
cteristic.
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Information technology — Design, development, use and
maintenance of biometric identification systems involving
passive capture subjects

1 Sco

De

This dod
maintensa
deploym

While th
identifica
technolo
enrolled

This doc
involving

This docy

2 Nor

The follo
requiren
the latesf

ISO/IEC ]

ISO/IEC
Principle

ISO/IEC
methodol

ISO/IEC
methodol

ISO/IEC
Quantifyi

ISO/IEC’

ument provides recommendations and requirements for the design, developmént;
nce of biometric identification systems involving passive capture subjects, includingpre-
bnt evaluation.

tion systems involving passive capture subjects, regardless of biometric(characteristic o
by. This includes systems involving passive capture of subjects whete some capture
voluntarily.

iment does not apply to biometric verification systems and bidmetric identification syst
capture subjects deliberately taking part in the capture.

hment does not define specific services, platforms or tools.

mative references

ents of this document. For dated referencesgonly the edition cited applies. For undated re
edition of the referenced document (including any amendments) applies.

1382-37, Information technology — Veocabulary — Part 37: Biometrics

19795-1:2021, Information technelogy — Biometric performance testing and reporting -
b and framework

19795-2, Information teChitology — Biometric performance testing and reporting — Part |
ogies for technology and-scenario evaluation

ogies for operdtional evaluation

19795-10; Information technology — Biometric performance testing and reporting -
ng biometric system performance variation across demographic groups

19794-1, Information technology — Biometric sample quality — Part 1: Framework

use and
hnd post-

e emphasis is on surveillance systems, this document is also applicable to other types of biometric

r sensing
subjects

ems only

lving documents are referred to in the text in stich a way that some or all of their content constitutes

ferences,

— Part 1:

: Testing

19795-6, Information technology — Biometric performance testing and reporting — Part ¢: Testing

Part 10:

[SO/IEC 30107-3, Information technology — Biometric presentation attack detection — Part 3: Testing and
reporting

ISO/IEC 29100, Information technology — Security techniques — Privacy framework

[SO/IEC 24745, Information security, cybersecurity and privacy protection — Biometric information protection

ISO/IEC 22989, Information technology — Artificial intelligence — Artificial intelligence concepts and
terminology

[SO/IEC 27001, Information security, cybersecurity and privacy protection — Information security management
systems — Requirements

© ISO/IEC 2025 - All rights reserved
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ISO/IEC 27002, Information security, cybersecurity and privacy protection — Information security controls

ISO/IEC 27005, Information security, cybersecurity and privacy protection — Guidance on managing
information security risks

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 22989 and in ISO/IEC 2382-37
and the following apply.

ISO and I

EC maintain terminology databases for use in standardization at the following addresses:

— ISO(
— IECH

nline browsing platform: available at https://www.iso.org/obp

lectropedia: available at https://www.electropedia.org/

3.1 Roles

3.1.1
biometr
individua

Note 1 to
[SOURCE

3.1.2
biometr
individud

c capture subject
1l who is the subject of a biometric capture process

entry: The individual remains a biometric capture subject only duringthé biometric capture proce

. ISO/IEC 2382-37:2022, 37.07.03]

c system developer
|l or organization that performs development activities (including requirements analysi

testing tlhrough acceptance) during the system or softwate life cycle process

Note 1 to
all requir
biometric

[SOURCE
“biometr]

3.1.3

biometr
natural d
involving
trademai

3.1.4

biometr
person o
biometri

entry: While the biometric system provider (3.1.3) and biometric system developer can be differer
ements defined in this document for the biometric system developer are under the responsibi
system provider.

. ISO/IEC 25000:2014, 4.6, modified — Preferred term has been changed from “deve
ic system developer” and Note.1'to entry has been added.]

c system provider

r legal person, publi€ authority, agency or other body that places a biometric identificatid
passive capture subjects (BISPCS) (3.2.1) on the market or puts it into service under its owr
k, whether for payment or free of charge

c system pwner
- organization with overall accountability for the acquisition, implementation and operat
C syStém

5, design,

t entities,
ity of the

oper” to

n system
name or

on of the

Note 1 to
[SOURCE

3.1.5
experim

. N o . L . IDII A X A L1l
ertry T e biometricsystemmowmer s kmowras the “user i the E AT ATt

: ISO/IEC 2382-37:2022, 37.07.09, modified — Note 1 to entry has been added.]

enter

individual responsible for defining, designing and analysing the test

[SOURCE

: ISO/IEC 19795-1:2021, 3.5]

© ISO/IEC 2025 - All rights reserved
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3.1.6
biometric system operator
person or organization who executes policies and procedures in the administration of a biometric system

Note 1 to entry: In the context of this document, the biometric system operator designates staff from the biometric
system owner (3.1.4) operating the system

[SOURCE: ISO/IEC 2382-37:2022, 37.07.08, modified — Note 1 to entry has been added.]

3.1.7

passive capture subject
individual who is the subject of a biometric capture process where biometric data capture does not require
any deliberate action of hiometric presentation hy the hiometric capture subject (31 1)

Note 1 to pntry: Passive capture subjects are often unaware that their biometric data is being captured and{unable to
prevent cgpture.

3.1.8
test crew member
selected piometric data subject whose use of the operational system is controlled of monitored as pprt of the
evaluatidn

Note 1 tolentry: In an operational evaluation, test subjects can be subjects of theZeperational system or tHey can be
members of a test crew using the system specifically for evaluation purposes.

[SOURCE}; ISO/IEC 19795-6:2012, 4.17]

3.2 Categories of biometric identification system and:use cases

3.21
biometrjc identification system involving passive capture subjects
BISPCS
biometri¢ identification system where biometric.data capture does not require any deliberate fction of
biometri¢ presentation by the biometric capture.subject (3.1.1)

EXAMPLH1 A biometric identification systermicapturing passive capture subjects (3.1.7) walking in a designated
area to crpate biometric probes is a BISPCS.

EXAMPLH2 A biometric system where biometric capture subjects actively and knowingly participgte in the
biometric|data capture process is not@ BISPCS.

EXAMPLH3  An access controlsystem to a secured building where the personnel have voluntarily enrolled in the
biometric|reference database is-not a BISPCS.

Note 1 to pntry: A BISPCS{canrimplement watchlist identification (3.2.2).

3.2.2
watchlist identification
process ¢f seatehing a probe from a biometric capture subject (3.1.1) against a biometric reference |[database
to return biometric reference identifier(s) attributable to a biometric person of interest

EXAMPLE A biometric system searching for a missing child in a publicly accessible space.

Note 1 to entry: In watchlist identification scenarios, most biometric capture subjects are not mated to references in
the watchlist. Therefore, the expected result is that no reference is returned.

3.2.3

video surveillance system

VSS

system consisting of camera equipment, monitoring and associated equipment for transmission and
controlling purposes, which can be necessary for the surveillance of a protected area

[SOURCE: ISO/IEC 30137-1:2024, 3.2.12]

© ISO/IEC 2025 - All rights reserved
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3.3 Miscellaneous

3.3.1

demographic group

category

EXAMPLE

of the human population, defined by specific traits or criteria

Ethnic group, gender, age group, but also people having facial hair/not having facial hair, wearing
make-up/not wearing make-up, wearing accessories/not wearing accessories, etc.

Note 1 to entry: The recognition performance of a biometric identification system can vary across different
demographic groups.

3.3.2

manual
human iny

Note 1 to

3.3.3

monitor
mechani
functioni

4 Abb

For the p

Al

ATM
BISPCS
CAPNIR
CMC
FND
FNIR
FPD
FPIR
FRT

FTAR

review
tervention to achieve a biometric decision

bntry: Human intervention can encompass all aspects of a biometric system policy.

ing mechanism
bm which enables the biometric system owner (3.1.4) to assess whether or not the s
ng as expected

reviated terms

urposes of this document, the following abbreviated terms-apply.

artificial intelligence

automated teller machine

biometric identification systems involvihg passive capture subjects
concealer attack presentation non-identification rate

cumulative match characteristic (as defined in ISO/IEC 19795-1)
false negative differential

false negative idertification rate

false positivedifferential

false positive identification rate

facerécognition technology

failure-to-acquire rate

FTER

failure-to-enrol rate

ML
PAD
VIP
VSS

machine learning
presentation attack detection
very important person

video surveillance system

© ISO/IEC 2025 - All rights reserved
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Requirements of this document can apply to multiple stakeholders. Some requirements are the responsibility
of the biometric system provider. Some requirements are the responsibility of the biometric system owner.
Some requirements are the responsibility of both the biometric system provider and biometric system
owner. A BISPCS is conformant with this document only if the biometric system provider and the biometric
system owner fulfil all their responsibilities.

The biometric system developer can be different from the biometric system provider, but all requirements
assigned to the developer are under the responsibility of the biometric system provider.

The biometric system provider, in coordination with the biometric system developer where appropriate,

shall doc

| £11 H
HITIIU LT TUTTUW I S .

purpose;
oper
type
qual
biom
BISP[CS use cases;
how

The bion
with the

Biometri
Table 1.

the system’s intended purpose;

hting assumptions and limitations;

ty and compatibility requirements;

etric performance characteristics;

Table 1-— Roles and responsibilities

5 of biometric characteristic to be captured and processed;

fitness for purpose for BISPCS use cases is determined.

the rptionale for development of the biometric algorithm to process captured data to achieve its

intended

etric system provider can be the same as the biometric system owner, such as a governmeft agency
resources and skill to train new models using eustom internal algorithms.

c system providers and biometric system owners shall fulfil all the responsibilities summfarized in

system owner

the intended use case

Topic Role Representative respon- |Applicable Clause/subclapse
sibilities
Risk assefssment Biometric Assessment for intended |Clause 7
system pro- |use case of the system
vider and provision of suitable
mitigation measures
Biometric Document assessment for

system owner

utilizes appropriately
configured and main-
tained security controls

Design and development Biometric Appropriate develop- Clauses 8 and 9
system pro- |ment of the BISPCS, and
vider testing and validation
of all required technical
functionalities
Operational |Competence of Biometric Provide training 10.2
practice biometric system system pro-
operators vider
Biometric Ensure competence is
system owner |validated
Operational security |Biometric Ensure that the system 10.3

© ISO/IEC 2025 - All rights reserved
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Table 1 (continued)

Topic Role Representative respon- |Applicable Clause/subclause
sibilities
Privacy measures Biometric Review and implement 10.4
system owner |privacy preserving meas-
ures
Operational moni- Biometric Establish and implement |10.5
toring system owner | monitoring plan
Improvement Biometric sys-| When necessary, take 10.6
tem owner steps to improve the per-
formance of the BISPCS

6 Scenarios and use of biometric systems involving passive capture subjects

6.1 Main characteristics

BISPCS hpve two primary characteristics.

First,a B

[SPCS interacts with passive capture subjects for whom biometric data'capture does not €

deliberatie action of biometric presentation. Capture of biometric data from'passive capture subject

achieved

samples
and cooplerative presentations and a re-capture step for increasing‘this quality is not possible.

captured from passive capture subjects can be lower than #vhat is usually achieved for ¢

EXAMPLH1 Capture subjects are aware while walking down alstreet that a VSS is capturing their

character;

stics, but they are not deliberately taking part in a biometric presentation.

ntail any
s is often

using biometric capture devices deployed in publicly accessible-spaces. The quality of the hiometric

ognizant

biometric

EXAMPLH 2  Systems using face recognition in combinationwith VSS are used in football stadiums for iglentifying

biometric

Second, 4

persons of interest as they enter the stadium.

referenc¢ database to find and return matching reference identifiers. Biometric samples captu
passive dapture subjects can be compared against biometric references captured during enrolmen

referencgs captured by another BISPCS, or against references captured by other biometric systems}

6.2 Us

Example

In

sear

prot

e cases and scenarios
b of use cases and scenarios for BISPCS include:
th for missing persons;

bction of publicier private spaces;

watdhlist idefitification;

invegtigation after a criminal event.

the “

BISPCS performs biometric identification-in which a biometric probe is used to query a iometric

red from
[, against

roll:os o] 3£ 43 2] £l 1 a3 s 3 4 H 11 1 £,
VvdAdlUIITIIOU TUUCTIUITICAUIUIT UsStT Ldoll, LUIIU UIUIIITULIIC DyDLClll UWIICT 1S5 L‘yylball)’ d Idvv CIIll

rcement

authority but can also be a private entity. In this use case, the biometric reference database contains
biometric references of persons of interest together with associated identity or contextual information.

EXAMPLE 1

a specific area are persons of interest enrolled in the watchlist.

A VSS uses face, voice or gait recognition to search a watchlist to determine whether people walking in

The watchlist can include biometric references obtained from mug shots, portraits from identity documents,
or samples from another BISPCS, like videos or voice recordings. The references can be added to and
removed as required while following applicable regulations.

NOTE 1

This type of biometric reference database is referred to as a Type 1 database in A.1.2.

© ISO/IEC 2025 - All rights reserved
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In a typical use case, the BISPCS captures the facial image probes of subjects within range, for example, and
compares them against the watchlist to find and return potential matches.

NOTE 2 In some cases, users register voluntarily for a watchlist (e.g. VIP programmes or gambling addicts list in
casinos). Such users, as well as all passers-by, are still considered passive biometric capture subjects.

In the “investigation after a criminal event” use case, passive capture subjects can be processed and enrolled
in the system to constitute a biometric reference database.

NOTE 3  This type of biometric reference database is referred to as a “Type 2” database in A.1.2.

EXAMPLE 2 A biometric system uses facial recognition to identify whether a suspect was in a specific area at a
specified time. Faces from all bystanders present near a crime scene are encoded to constitute the biometric reference
database.[Abiometric probe from a Known felon or a suspected felon Is then searched against this biometricreference
database fo determine if they were present.

In this ude case, the BISPCS operates at a specific location. The BISPCS can be a VSS which operates poutinely
for law epforcement purposes or it can be private system.

The bionfetric probe can be created in various ways, such as from:

— amulg shot, whether pre-existing or acquired during the investigation;
— an ayailable identity document;

— another passive biometric capture, like video recordings.

Further ¢xamples of use cases and scenarios can be found in Annex 4.
Example$ of use cases and scenarios for systems that do not invelve passive capture subjects includle:

— any piometric systems that verify a biometric claif; such as assessing during border comtrol that
a person is the rightful holder of an identity document by comparing a biometric capture [with the
bionjetric reference stored in that document, be¢ause the system performs a biometric verification and
not 4 biometric identification;

— Dbionjetric systems deployed on personaldevices, e.g. for unlocking smartphones or biometric vialidation
of remote payment, because the captuiesubject is actively involved in the biometric capture process;

— bionletricaccess control systems, where persons try to getaccess to an area by presenting their hiometric
charpcteristics to be verified, because the capture subjects are aware of the system and activelylinvolved
in the biometric capture process.

6.3 Minimizing identifieation errors

The quality of biométric data captured from passive capture subjects can often negatively |nfluence
identificqtion error\rates due to lack of control over capture. As the use cases considered imply that
identificgtion errovs can lead to adverse consequences for the capture subjects, measures shall be taken to
compenspte theiimpact of the false-negative identification rate (FNIR) and the false-positive identification
rate (FPIR)-These shall include at a minimum:

— the involvement of trained biometric system operators to monitor automated identification results and
to adjudicate automated identification decisions;

— a process that utilizes further confirmation that the biometric probe matches a biometric reference
when confidence levels of match decisions are low to confirm the true identity of the person in question,
e.g. identity document checks.

For some use cases, such as prevention of imminent threats, the BISPCS can process biometric data in real
time to raise alerts which are assessed in the field through direct human intervention.

© ISO/IEC 2025 - All rights reserved
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7 Consideration of risk arising from BISPCS

Both the biometric system owner and the biometric system provider shall conduct risk assessment activities.
It is recommended that these activities be based on objective criteria and follow references ISO/IEC 31000,
ISO/IEC 27701, IEC 31010, ISO/IEC 29134, ISO/IEC 23894 and ISO/IEC 42001.

The biometric system provider shall conduct a risk assessment based on the intended use cases of the
system and provide suitable mitigation measures for its operational deployment. The biometric system
provider shall provide clear and understandable information and documentation to the biometric system
owner about the intended use case, capabilities and limitations of the system and any other factors that can
affect risks.

The bion
target en|
The bion
assessme
technical
specific t

Biometri
following

— afal
retu

— afals
is ref

— afalj
retu

— afailure to acquire, where a biometric sample shoutld be captured, but is not.

The bion]

The follo
use case.

EXAMPLH
compulsiy
casino pa

EXAMPLH
children.

EXAMPLH

in individuals exhibiting certain racial and ethnic features. The threshold has been set to achieve the deq

positive 1|
specific r3

NOTE

ironment, including whether BISPCS is the most appropriate technology for the intended
netric system provider should assist the biometric system owner in this use-casesspe
nt. Given the socio-technical nature of risks - in that such risks concern the intetracti
capabilities and limitations of a system, with social, legal, regulatory and environment

0 the context in which a system is deployed - this use-case-specific risk assessment is imp

c system owners shall produce a risk assessment document in whigh the consequenc
kinds of error are discussed:

e negative, where the capture subject is in the reference biometric database but no ic
med;

e positive, where the capture subject is not in the reference biometric database but anothe
urned;

e positive, where the capture subject is in the reference biometric database but another i
‘med;

=qcase and

purpose.
cific risk
bn of the
Wl factors
ortant.

es of the
lentity is

I identity

Hentity is

etric system owner can incorporate developer-provided information into this risk assessment.

lwving examples show potential considerations which can arise in a risk assessment for a th

eoretical

1 In a “compulsive gambler detection” use case, a missed detection or a false negative can allow a

e gambler into the casino, while a false positive can lead to an incorrect inquiry or expulsion of a
ron.

2 The developer’syrecognition algorithm documentation describes elevated false positivd

egitimate

rates in

n the compulsive@ambler detection use case, this is immaterial because policy is not to enrol children.

3  The developer’s recognition algorithm documentation indicates the highest false posi

hte data‘ow/that population, so it is anticipated that the overall false positive rates will be lower]
te.

rive rates
ired false
than that

Risk assessments can be made in conjunction with external stakeholders and special intere

5t groups,

including

but not limited to civil liberties, policy equity, legal advocacy and justice organizations.

For the specific use case of facial recognition used for law enforcement, the World Economic Forum published
a white paper on responsible use.[8] In the absence of local regulation and before deploying a BISPCS, a
biometric system owner can use the proposed self-assessment questionnaire in Reference [8] to ensure that
they have introduced appropriate risk-mitigation processes.
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8 Design and development practice

8.1 Biometric system and algorithm

The biometric system developer shall document the system’s intended purpose, and the rationale for
developing the biometric algorithm to process captured data to achieve this intended purpose. The
biometric system developer shall also document operating assumptions and limitations, types of biometric
characteristic to be captured and processed, quality and compatibility requirements and biometric
performance characteristics. The biometric system developer shall document the BISPCS use cases and how
fitness for purpose for these is determined.

The biometri m loper shoul ri . Organizations can
implement these controls to assure that the BISPCS considers impacts to interested parties, to{dgsign and
develop Al responsibly, and to assure the use of high quality data.

For developing a VSS, see ISO/IEC 30137-1 for further information.

The biorhetric system developer should aim for the biometric algorithm to reachysufficient lﬁiometric
performgnce according to the use case, such as FNIR/FPIR trade-off for the target FPIR operating point.
Biometrif performance measurement during development shall be documentedising relevant testing and
reporting methodologies defined in ISO/IEC 19795-1, ISO/IEC 19795-2 and ISO/IEC 19795-10. Biometric
algorithmh performance shall be based on training, validation and testing) datasets consistent [with the
intended|use case which is provided by the biometric system owner. Thie biometric system provider shall
documerlt compliance with applicable data protection requirements.

The biotpetric system developer shall work to minimize differéential recognition error ratds across
demographic groups comprising the target capture subjects forthe system. The biometric system developer
shall document efforts to reach sufficient biometric performance and to reduce demographic diffefential of
error rates. Such documentation shall include informatien‘en biometric algorithm development gs well as
the trainjng and selection of a machine learning model,

Biometrif performance testing documentation shall state the degree to which biometric glgorithm
performgnce is sufficient and fit for the system’sdntended purpose.

EXAMPLH1 The biometric performance testing report specifies the sample quality and resolution necg¢ssary for
the biometric algorithm to achieve a specified level of performance. This is information that biometric systefn owners
can then yse.

The trainjing and validation dataséts should include data representative of the intended use case, |ncluding
environment and target population. The training and validation datasets may additionally inclide more
diverse data and the balance.between groups may be different than the target population for generalization
purposeq. The use of training and validation data shall be consistent with any licence or user-generated
content restrictions.

As far ag possible, the testing dataset shall be representative of the target population and the |[intended
use casef and theé\test reports shall describe the efforts taken to achieve this objective. This is nlecessary
to predi¢t the,performance of the deployed system, including the projected performance differential
for diffefent\demographic groups. The report should provide data on differential performange across

demographic¢ groups so that stakeholders can determine whether performance is in line with the general
principles of fairness and non-discrimination of all individuals.

Training and testing datasets shall be disjoint sets.

EXAMPLE 2  The report before release of a system can include biometric performance reported on various
demographic groups representative of the target population with empirical validation of a low differential.

The biometric system developer should embed mechanisms to provide explainability of the BISPCS outputs
to the biometric system operator.

NOTE ISO/IEC TS 6254:—1) intends to provide support for development of such mechanisms.

1) Under preparation. Stage at the time of publication: ISO/IEC DTS 6254:2025.
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The BISPCS should be developed so that comparison scores returned are understandable by a biometric
system operator. Preferably, the comparison score should be directly interpretable as an expected FPIR
and this interpretation should be stable throughout the system life cycle (for example, to automatically
compensate for changes such as increase of biometric reference database size or to the environment).

EXAMPLE 3  For a given system, an increase of 10 in comparison score is interpretable as a tenfold decrease in
expected FPIR. Therefore, for example, if a comparison score of 10 corresponds to 1 % FPIR, then a comparison score
of 20 corresponds to 0.1 % FPIR and a comparison score of 30 corresponds to 0.01 % FPIR.

8.2 Impact of capture devices on training and testing

Biometric developers should select training data from relevant capture devices that is representative of
operatiofal use. bvice, the
developef should train machine learning models on data from all relevant variations of the capture device.

If biometfic capture devices have various settings in order to be adapted to various acquisitionienvirpnments,
samples ficquired using these various settings should be included in the training data.

To asses$ the performance of the system, the testing dataset shall include data-from biometri¢ capture
devices fepresentative of the intended use case with settings corresponding to the intended adquisition
environment. For systems that deploy a biometric algorithm which is not specific to a particular capture
device, that algorithm should be capable of performing effectively againstsamples from a broad variety of
biometrif capture devices.

The BISHCS shall implement a method to quantify the quality of the‘biometric samples in accordgnce with
ISO/IEC 29794-1. However, unlike the case of a biometric identification system involving capture subjects
deliberately taking part in the capture, this quality assessment.cannot be used in feedback loops|with the
capture Jubjects to improve a presentation and meet specific.gality requirements. Similarly, depgnding on
the implgmentation, it is typically not possible to initiate a new capture if quality is too low. Implemg¢ntations
with multiple capture devices can have several opportunities to capture a subject, using continuoys quality
assessmént to select the highest-quality sample.

NOTE For a BISPCS implementing speech recognition, Reference [10] can be used as a reference to asse§s quality.

The quality assessment should be used to-define thresholds after which samples are deemed|to be of
insufficignt quality for manual review (andare thus discarded) or to highlight possible defects to bejreported
to the bigmetric examiners so they can choose to consider or reject the candidate.

EXAMPLH1 A face recognition system returns a candidate based on a face portrait with a low inter-eyq distance.
The biom¢tric examiner can choosetodiscard the candidate as the resolution is insufficient for manual revipw.

The bionpetric capture devices’and any supplemental illumination should be selected and configured to
support ¢apturing subjects.in motion in the intended environment.

EXAMPLH 2  For subjeets running, sensor integration time is short to avoid motion blur.

9 Technicalcapabilities of the system

9.1 Pe¥formanee

9.1.1 General

Before releasing a BISPCS, the biometric system provider shall test the system to ensure that it behaves
according to specification, with special attention to error rates.

9.1.2 Biometric recognition

The evaluation of the performance of a BISPCS shall consider the recommendations and conform to the
requirements of ISO/IEC 19795-1 regarding the testing and reporting of identification systems. The
performance metrics reported shall be as defined in ISO/IEC 19795-1:2021, 12.7.
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The evaluation of the performance of the system shall be conducted in an environment which is
representative of the intended operational environment. The test report shall describe the scenario,
including environmental conditions, demographic groups of the test subjects, size of the biometric reference
database, desired setting for FPIR and FNIR, and considerations on a possible trade-off between speed and
performance.

For systems returning a list of candidates, the CMC curve should be plotted as described in ISO/IEC 19795-1.

Special care should be taken to ensure statistical relevance of FPIR evaluation and the Rule of 30 should be
followed as defined in ISO/IEC 19795-1:2021, Annex B.

9.1.3 Demographic differential performance assessment

The bionfetric system provider should assess the performance of the system false negative and fals¢ positive
identificgtion rates across different demographic groups using appropriate established. performance
requirenjents.

When evpluating the demographic differential performance of a BISPCS, an experimenter should|consider
the recommendations and conform to the requirements of ISO/IEC 19795-10. The experimentper of the
system shall use suitable demographic differential metrics in ISO/IEC 19795-1@/based on the prdcise use-
case of the system under evaluation. The choice of demographic differential,metrics should be|properly
justified |n the test report.

9.1.4 Detection of anomalous image quality

particuldr, these mechanisms shall be used to monitor if biometric sample quality statistics as observed in
operational deployment significantly differ from the statisticsuneasured with the datasets used to frain and
test the dystem during development.

The BIS{CS shall implement biometric sample quality evaluationn mechanisms as discussed ip 8.2. In

In order o assess robustness of the system, the biometric system provider shall describe efforts made to have
a test dafaset with biometric sample quality represéntative of those observed in operational deployment.

EXAMPLH For a face biometric characteristic based system, the test dataset includes a proportion of samples for
which thg capture subjects wear medical masks(representative of real deployment to assess the robustnegs to facial
occlusions.

9.1.5 Security evaluation and préesentation attack detection

While bdna fide capture subjects-of a BISPCS do not deliberately take part in the biometric captyre, some
individugls can actively seekte-avoid recognition by concealing their biometric characteristics.

EXAMPLH An attacker can wear glasses or make-up to hide or change their facial biometric characteristic or
parts of iff in order to ayoid'recognition.

Depending on thé security objectives, a biometric identification system involving passive capture subjects
can deplgy concealer presentation attack detection mechanisms.

If presentatipn attack detection mechanisms are implemented by a BISPCS and are relevant for operational
use case, they shall be evaluated by the DIometric system provider following the requirements of
ISO/IEC 30107-3 applicable for testing and reporting of identification systems.

In case of security sensitive applications, a security evaluation can be relevant. In this case, the security
evaluation should be conducted following the principles of ISO/IEC 19792 and the ISO/IEC 19989 series.

9.1.6 Third-party ex-ante performance evaluation

BISPCS performance should be assessed ex ante, i.e. before deployment, by an independent third party in
order to provide assurance of the evaluation.

Ex-ante performance evaluations shall be based on ISO/IEC 19795-1, ISO/IEC 19795-2 and ISO/IEC 19795-10.
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Mechanisms should be in place to generate an evaluation report on the performance of a BISPCS
(including accuracy, throughput and differential performance across demographic groups as defined in
[SO/IEC 19795-10) and to communicate results to an independent auditor for the assessment of the claims of
the biometric system provider.

Where possible, the third party should perform a scenario evaluation of the BISPCS before deployment,
following methodologies defined in ISO/IEC 19795-2.

If presentation attack detection mechanisms are employed by the system, the third party shall evaluate
them in accordance with the requirements of ISO/IEC 30107-3 applicable for testing and reporting of
identification systems.

The biometric cycfnm prnvir‘]nr orthe fhirr‘]-p:\ri’y evaluatar should gnnnrafn an audit rnpnri— thatstates each
piece of information given in Annex B or a paragraph of text explaining why it is absent.
9.2 Security and integrity

The BISP(CS shall be developed and deployed in a secure fashion.

The sectirity objectives depend on the intended use of the biometric idéntification system under
consideration.

When opkrating the biometric system, security controls shall be implemerited to:
— mitigate the risk of unauthorized access, use, modification, deletion and disclosure of biometrif data;

— mitigate the risk of data poisoning, i.e. ensure that training data have not been contaminated yith data
that fan cause undesirable outcomes;

— protect the integrity of system data including log data;

— limifadministrator and biometric system operatokaccess to system data to authorized persohs, based
on the principle of least privilege.

The BISPCS shall implement confidentiality and integrity measures following the principles of ISO/IEC 27001
and ISO/|EC 24745, especially for the biometfic reference database.

The cybdrsecurity of the system shall be €nsured to mitigate the risks of alteration of the functidns of the
system, by using the appropriate controls from ISO/IEC 27002, following the principles of ISO/IHC 27001.
Technical and process controls shall be implemented to mitigate the risk of modification of the iometric
referenc¢ database by an attacker.

The bionjetric system proyvider should implement as many security controls as reasonable given thelintended
use to ensure the systenilis secure by design before being deployed, operated, or both, by the biometric
system owner. The biomeétric system provider should explicitly document what remains to be implemented
by the bipmetric system owner.

The bionjetric.system provider shall conduct a comprehensive risk assessment following ISO/IEC 27005 to
manage fesidual risks and confirm appropriateness of security controls.

To check The Tntegrity and trustworthiness of the remote subsystem such as capture devices, the technology
in ISO/IEC 24761 may be applied (see ISO/IEC 24761:2019, 5.2.3.3).

9.3 Biometric data management

The BISPCS shall be developed and deployed in a way that affords sensitive data protection, as appropriate,
including deletion strategies.

Biometric enrolment data records should be present in the biometric reference database only for a duration
appropriate for the application's intended use. Policies shall be established and maintained that require
biometric system owners to remove identifiers and delete linked biometric references when data retention
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is no longer justified. Automatic notification at regular intervals can be implemented so that the system
administrator can validate if a given identifier needs to be kept in the biometric reference database.

When enrolling a new entry in the system, the BISPCS shall provide feedback regarding the quality of
biometric characteristics to allow biometric system operators to evaluate this new input data, based on
ISO/IEC 29794-1. Systems should offer the possibility to link multiple biometric samples (e.g. multiple
images of the same person's face) to a single identity to reinforce the accuracy of the matching.

During enrolment, a deduplication check should be automatically performed to check if the capture subject
is already in the biometric reference database, and the biometric system operator should have the option
to fuse with an existing identity or create a new one as appropriate. All decisions by the biometric system
operator shall be logged.

The BISHCS should be capable of setting an automatic deletion date when enrolling a new subject into the
watchlist.

9.4 Support for manual review

The BISHCS shall include processes ensuring the automated match/non-match decisions produc¢d by the
system chn be reviewed manually by individuals trained for the task.

EXAMPLH1 In face examination, the individual is specifically trained to not-ever-favour automati¢ decision
(automatipn bias) or to not favour their own belief when interpreting the output of.the system (confirmatior] bias).

The BISPICS workflow should support the following:
— side py side manual review of probe and reference biometric‘'samples;
— ability to categorize the decision:

— ¢onfirmed,

— Tejected,

— lincertain;

— ability to indicate to biometric system-@perators that the probe or reference biometric samples|from the
bionjetric reference database has been’processed (e.g. enhanced, cropped);

— ability for manual review of oyiginal sources (i.e. before any image processing like detection or|cropping
operptions).

Systems [shall provide the €apability for multiple biometric system operators to independently| perform
manual feviews of automated match/non-match decisions in a “double blind” fashion: in this Workflow,
biometri¢ system operators do not know which other biometric system operators are working on the same
decision pr what theiréconclusions are.

EXAMPLH 2 Fer\a/criminal investigation, two face experts independently perform manual reviews of|the same
event without éolaboration before returning their decisions to the investigators. The event is considered ¢onfirmed
only if both.decisions are in agreement.

NOTE A system policy that has been defined and documented by the biometric system owner determines how
the final decision is managed when manual reviewers do not have the same assessment of the comparison. A possible
policy is to have a third opinion if two manual reviews do not agree. Another policy could be to conclude to a no match
as soon as at least one manual review assessment is no match.

Mechanisms shall be in place to reduce external influences on biometric system operator decision-making.
In the case of a criminal investigation, the system should allow for a manual review of the evidence with
limited background information. In particular, the manual reviewer should not be informed of the context of
the investigation.

EXAMPLE 3  In criminal investigation, the manual reviewer is not involved in the case so as not to prejudice the
manual review process or affect the manual reviewer’s objectivity
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The system shall log all human decisions and outcomes. All images from manual reviews shall be stored and
kept as part of the systems audit.

Best practice is to not make any changes to the BISPCS until manual reviews have been completed. If an
enrolment results in an alert requiring manual review, the BISPCS shall record all post-manual review
decision actions, such as unenrolment events.

9.5 Support for human oversight

The BISPCS shall include logging capabilities enabling the recording of relevant events. The BISPCS shall
include audit trails and dashboards to monitor system behaviours and biometric system operator actions.
roaches ensure that BISPCS activities and data are accurately traced over the duration of the life
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EXAMPLE Documentation intended for an evaluation laboratory includes details of any presentati

detection

mechanisms included in the system, to facilitate their testing.

Documentation shall include all information required to:

— identify the system, such as version number or biometric system provider identifier;

— install and operate the system, such as hardware and environment requirement.
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In particular, with regards to the content of this document, documentation shall cover:

10 Operational practice

10.1 Organizational control

information from reports made during development, as described in 8.1, such as description of testing
datasets, performance evaluation as described in 9.1 and intended purpose of the system as described in
Clause 7;

requirements on minimal quality for biometric samples obtained from capture devices as described in 8.2;

details of all implemented features supporting human interaction processes and manual review as
discussed in 9.4;

recommended policy from the biometric system provider regarding machine learning model retraining,
as discussed in 10.6.1;

detalls of all implemented features supporting operational monitoring mechanisms discussed’|n 9.5;

mechanisms supporting operational testing as discussed in 9.6.

The biorpetric system owner should utilize controls described in [SO/IEC 42001. Organizations can
implement these controls to assure that the BISPCS is deployed, operated’and maintained appropriptely.

10.2 Competence of biometric system operators

It is the rlesponsibility of the biometric system owner to ensure that its biometric system operators are able
to effectively operate and act on the output of a system in a way appropriate for risks identified i the risk

assessmgént.

Biometric system owners shall validate that biometric system operators are assessed as having a
comprehensive knowledge of the capacities and’limitations of the biometric systems they operfate. This
process ¢f competence validation should be-tenewed regularly and in particular when the system has a

major update.

The biometric system provider, in_éenjunction with the biometric system owner and other Cﬂ:lalifying
i

entities, §s appropriate, should offertraining services so that biometric system operators from the
system owner are properly trained.

As proposed in Reference [8];this training should include:

iometric

knowledge of and Wpdates of possible mandatory regulations, laws or policies affecting the opg¢ration of
the BISPCS;

awareness.of.the risk of biases (training to understand potential difference performance for|different
demggraphic groups, particularly false positive and false negative identification rates; knowledge of
how [te-calibrate and adjust the threshold of the system; understanding of how to configure the system
in the-wranrerapproprinte-to-thespecHiceirewmstancesandrisksefagivenuseease and-howto set the

length of the candidate lists for manual review);

understanding of the risk of false negative and false positive errors (overestimation of own capability,
risk of over-reliance on technology, blind spots, risk of human bias such as other-race effect bias);

awareness of the risk of false positives from twins, siblings and other related individuals;

awareness of the risk of image manipulation, including data integrity attacks and data morphs, and the
tools to identify them;

ethical awareness (identifying the presence of vulnerable data subjects or areas frequented by vulnerable
data subjects, such as schools, playgrounds, hospitals and places of worship);
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— how to use tools that assist examiners in understanding the reasoning behind systems’ decisions and
recommendations.

10.3 Operational security

The biometric system owner shall ensure that the system as deployed utilizes security controls that are
configured and maintained appropriately.

The biometric system owner shall conduct a comprehensive risk assessment following ISO/IEC 27005 to
manage residual risks and confirm appropriateness of security controls.

10.4 Pr vacy measures

10.4.1 (eneral

The biometric system owner shall review privacy-preserving measures following-the principles of
ISO/IEC 9100 and ISO/IEC 24745, implement such measures as appropriate, and ensuire that thie BISPCS
follows applicable privacy laws and regulations.

10.4.2 RBrivacy principles of ISO/IEC 29100

10.4.2.1| Summary of privacy principles

The privacy principles of ISO/IEC 29100 are summarized in ISO/IEC)29100:2024, Table 3. In the dontext of
this docyment, the following apply:

1) conspent and choice;

2) collection limitation;

3) datajminimization;

4) use, fetention and disclosure limitation;
5) accufacy and quality;

6) opernness, transparency and notice;

7) indiyidual participation and(access;

8) accopntability;

9) inforlmation securitys

10) privacy complianee.

10.4.2.2 | Consent and choice

NOTE ThHe IQﬂI/IF(‘ 29100 privacy prinrip]p “consentand chaoice” is ncnally notmetin BISPCS and strictadherence
is not always possible.

The BISPCS target passive capture of biometric data by design, and so consent is out of scope for this type of
data collection. Public awareness helps mitigate privacy risk; see 10.4.2.7.

When biometric capture subjects are made aware of the capture by a BISPCS, they should be informed of
how and for what purpose their biometric information will be used, as discussed in 10.4.2.7.

Capture subjects are usually not solicited to consent to the use of their biometric information for
identification purposes in a BISPCS and can only avoid having their biometric information captured if they
are aware of the BISPCS and leave the area before their biometric data is captured.

© ISO/IEC 2025 - All rights reserved
16


https://standardsiso.com/api/?name=633e92225af9d39e3ee98482a251fa82

ISO/IEC 9868:2025(en)

10.4.2.3 Collection limitation

Adhering to the collection limitation principle means limiting the collection of personally identifiable
information to that which is within the bounds of applicable law and strictly necessary for the specified
purpose(s). This aspect is particularly important during the enrolment phase when biometric data used for
identification purposes in a BISPCS is collected.

The biometric system owner shall ensure that the data collected by the BISPCS is limited to what is necessary
in relation to the purposes for which it is processed.

10.4.2.4 Data minimization

While in ptoragg,
can include data encryption, access control and renewable biometric references. For further infor'm
ISO/IEC 24745:2022, Clause 8.

ation see

In additign to biometric reference data, the collection and retention of other identity-related attribyites shall
be mininjized. The inclusion of any identifying attributes shall be justified by the context.of use of the system.
When thg identity-related attributes need to be stored, they should be protected ,using de-identification
techniqups following ISO/IEC 20889 and ISO/IEC 27559 to the maximum levekof de-identificatign that is
compatiljle with the context of use.

10.4.2.5| Use, retention and disclosure limitation

The biorIetric system owner shall limit the use of biometric data collected in accordance with [the legal
constraints of the jurisdiction in which the data are collected and\relevant system policy.

Biometrif references shall be deleted when retention is no longer justified. Based on the use case, Eiometric
referencgs deletion can happen as soon as the biometric capture subject is not identified in the biometric
referenc¢ database. Justifications for retention include:

— timeframe for the purpose of its processing hasnot expired;

— legallretention requirements (for some use cases, retaining probe data can be legally required tq improve
the gversight and auditability of the system and confirm that probe transactions were following the
system policy);

— reaspnable practicality issues (e.g: data are kept in the system until the next planned revigw of the
datapet).

The bionjetric system owner (shdll constrain the disclosure of biometric data collected in accordqnce with
the legal|constraints of thejurisdiction in which the data is collected as well as relevant cross-jutisdiction
constrainmts (e.g. domesti® and international). When the biometric reference database is trgnsferred
internatipnally, the biometric system owner should be cognizant of any additional national|or local
requirenjents specifie-to cross-border transfers.

10.4.2.6 | Acctiracy and quality

The biometric system owner shall ensure thatthe idpnrifying biometric and non-biometric data collected for
an individual is accurate and of sufficient quality. The biometric system owner shall ensure the biometric
and non-biometric data is appropriate for its intended use and disclosure (i.e. it is complete, up-to-date).

This principle is particularly important in cases where the BISPCS is used to grant or deny a significant
benefit to an individual or where data lacking accuracy or quality would result in significant harm to an
individual.

10.4.2.7 Openness, transparency and notice

As appropriate, the biometric system owner shall include in notices an open, transparent declaration of the
purpose for which the biometric reference database set will be processed.

© ISO/IEC 2025 - All rights reserved
17


https://standardsiso.com/api/?name=633e92225af9d39e3ee98482a251fa82

ISO/IEC 9868:2025(en)

In accordance with relevant jurisdictional legislation, the biometric system owner shall provide information
in a reasonably accessible manner that informs the public about the system in use. This can include:

— intended function of the system;

— how the system works;

— the biometric modality in use;

— the provider of system;

— the means of individual participation and access.
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Accountability

The biometric system owner should follow the measures described in ISO/IEC 29100:2024, 6.10. When this
is not possible, explanations should be provided in the documentation of the BISPCS.

10.4.2.10 Information security

The biometric system owner should follow the measures described in ISO/IEC 29100:2024, 6.11. When this
is not possible, explanations should be provided in the documentation of the BISPCS.
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10.4.2.11 Privacy compliance

The biometric system owner should follow the measures described in ISO/IEC 29100:2024, 6.12. When this
is not possible, explanations should be provided in the documentation of the BISPCS.

10.4.3 Biometric information protection

The system should implement measures to ensure the protection of integrity and confidentiality of
biometric data and associated identification data stored and processed by the system. See ISO/IEC 24745
and ISO/IEC 30136 or further information.

If applicable for the specific use case of the BISPCS, biometric reference data should be protected to ensure
irreversipility, untinkability and renewability, and the following appiy:

— the biometric system provider should rely on one of the models described in ISO/IEC,247%45:2022,
Clausge 8, to enable the biometric system owner to store renewable biometric references;

— additionally, the level of confidence on the privacy measures applied to biometric-data shall be|assessed
and flocumented. ISO/IEC 30136 metrics and methodology can be used to report to which ektent the
system ensures irreversibility, unlinkability and/or renewability.

10.5 Operational monitoring

10.5.1 Monitoring

A monitgring plan shall be established and implemented by the biometric system owner to assess|whether
the systgm is functioning as expected. The biometric system provider should assist the biometric system
owner infthe creation and execution of the plan. This operational monitoring shall be done by way of audit
logs, repprts and monitoring of biometric system operators, administrators and actions in the system, as
described in 9.5.

This morfitoring plan shall include an internal audityas described in 10.5.2, planned on a regular basis.

If changps occur to operational system hardware (e.g. capture devices) or software (e.g. biometric
recognition algorithms, PAD detection techniques), monitoring and auditing procedures and associpated data
shall be 1leviewed and updated as necessary.

10.5.2 (perational testing and internal audit

As descrjbed in 9.1, the biometric system provider is responsible for appropriate testing to denjonstrate
acceptable projected perforimiance before deployment. Once the system is in operation, the biometrjc system
owner shall perform operational testing to assess whether system is performing in a manner that is fair,
safe and feliable for the'velevant use case, in line with the instructions from the documentation.

The biompetric syStem owner, using mechanisms discussed in 9.6 should assess the performange of the
system dn a regular basis to assure consistency of operation after initial deployment, as planngd in the
monitorihg plan described in 10.5.1.

The bionTetriT SyStenT OWTTET SiTdit TEpOrt to tie DIOMELTIC SYStenT provider any Sertous mceident or risk
identified. The biometric system provider should assist the biometric system owner, or the biometric system
owner can evaluate independently, in line with the instructions from the documentation.

The test plan shall conform to the requirements of ISO/IEC 19795-6 on operational evaluation and shall be
adapted to the use-case evaluated.

The test plan shall define the benchmark values for relevant performance metrics to be achieved by the
system appropriate for the operational need.

Operational testing shall involve the use of a test crew, as defined in ISO/IEC 19795-6. To measure the
FPIR and FNIR during operation, it is necessary to establish the ground truth against which identification
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decisions made by the system can be compared. The process to establish ground truth should follow
ISO/IEC 19795-6.

Where manual adjudication of matching decisions is employed in operational use, FPIR and FNIR can be
based on automated system decisions or on manually-adjudicated decisions. To simulate behaviour of
passive capture subjects, the test crew should be habituated to the collection environment in a fashion
consistent with typical use.

EXAMPLE1 During an operational evaluation of a system using VSS capture devices, the test crew is not informed
of the positioning of the capture devices and instructed not to try to localize them.

EXAMPLE 2  The test crew is emulating daily commuters who follow a regular walking path through a space.

EXAMPLH 3 A VSSis set up in a plaza where the test crew Is emulating tourists standing and looking |n various
direction,

In the cqse of any biometric algorithm update, such as machine learning model retraining; or dhange in
biometri¢ capture device, the biometric system owner shall assess the performance of the'system fo assure
consistenicy or gain in effectiveness of operation in a manner which is logistically and-practically feasible.

As the sife of the operational biometric reference database affects the passive biometric system paccuracy,
the biomptric system owner shall have a defined test plan policy to assess reguilarly that FPIR remains at a
desired value.

In case of a change of the biometric capture device, if operational performance has been adversely|affected,
appropripte changes shall be made to restore the performance to aceeptable levels, as discussed |n 10.6.3.
Retraining can be called for if a regression of performance is obseryved. See 10.6.1 for further information.

The internal audit should produce an evaluation report on a regular basis, including, for example, differential
performgnce, as defined in ISO/IEC 19795-10. This repert should include statistics on identification
transactions, such as number of candidates returned for afime period, which should be properly anfalysed in
order to fletect potential defective functioning.

EXAMPLH4 Anincrease in FNIR in an operational site can indicate a capture device quality issue.

NOTE The internal report can be submitted_to relevant market surveillance authorities, for example on an
annual balsis.

10.5.3 Heedback

The bionpetric system provider Shotld implement mechanisms that allow the biometric system pwner or
public to[provide feedback in @n inclusive manner that prevents discrimination of groups (e.g. feedback can
be provided without needing-access to specific devices or system connections).

In particular, personnél from the biometric system owner operating the system shall be able tq provide
operatiopal experiencé feedback to the biometric system provider and notify any possible defect.

EXAMPL A reporting process allows biometric system operators to report if their experience with the system
suggests fhe existence of some demographic differential with the performance of the system.

10-5-4’ }ll Cb}lu:d luauagcnucut

The threshold value of the comparison score, which indicates a positive match between a capture subject
and a candidate in the biometric reference database, has a significant impact on system performance. As
described in 8.1, comparison scores returned by a BISPCS should be interpretable by the biometric system
owner and this interpretation should be stable throughout the system life cycle. This property makes the
management of the operational threshold easier.

EXAMPLE The biometric system owner determines the threshold corresponding to the desired setting for FPIR
and FNIR by consulting the test report of the system. The biometric system owner can then continue to use the same
threshold throughout the system life cycle unless the desired FPIR changes.

Any change of threshold value shall be recorded.
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10.6 Improvement

10.6.1 Retraining of ML-based biometric systems

ML-based biometric system performance can be improved if production data, as defined in ISO/IEC 22989,
is used to adapt the system to the conditions observed in real deployment.

When using production data for model training, it shall be checked that the use of this production data is
consistent with any licence or user-generated content restrictions.

NOTE Any licence limits on data retention can also apply to models trained on these data, as models are considered
a derivation of the training data.

Training[the system by using only production data can be challenging as the extent of available‘prjoduction
data is rlot necessarily sufficient nor adequately supervised. In such cases, an alternative(strategy is to
train the|machine learning model with the available data before retraining with additional-supervjsed data
coming ffom an operational system.

EXAMPLH Weights of a trained neural network are used as an initialization for a new machine learnjng model
being retifained with additional production data after supervision.

Normally, the biometric system provider is responsible for the performange of the system, while the
productipn data is under the responsibility of the biometric system owner."The process of development can
become hore difficult when the biometric system provider and the biometric system owner are twg distinct
entities.

In order fo enforce developer accountability on model performarice and to avoid loss of control ovgr system
behavioyrs, model retraining should only be performed by thebiometric system provider. Systems should
exclude By default the capacity for biometric system owners'to retrain models without the suppnttrt of the
biometri¢ system provider. Nevertheless, retraining may~be performed by the biometric system owner
under the guidance and based on the instructions of the biometric system provider. In some cases,|the need
for an independent retraining by the biometric system owner is foreseeable and a specific framjework is
developed and proposed by the biometric system provider.

If a biomptric system owner retrains a machiue learning model without support from the biometric system
provider| the biometric system owner shall:be responsible for all aspects of operational performapnce from
that poinjt forward.

If the sygtem is retrained, its performance after the update should be compared with that before the update
as descriped in 10.5.2.

The privhcy measures deseribéd in 10.4 shall be fulfilled during re-training. Specific measures|to allow
and protgct personally identifiable information shall be specified and implemented to mitigate rigk of data
leakage qutside of the production system. Any need of data sharing from the biometric system owier to the
biometri¢ system provider shall be thoroughly justified, with assessment of risks, and such datg sharing
should b¢ avoided'where possible.

10.6.2 (ontinuous learning

Continuous learning, where production data 1s used for the incremental update of the system during
production, shall not be implemented.

10.6.3 Continual improvement

Biometric systems are under continuous development. Upgrades can become available after the deployment
of the system. These updates can be related to hardware, with a change of capture devices or software, or
with a change of machine learning model. Any software or hardware upgrade or update shall be properly
evaluated.

As a result of the performance evaluation, if a regression relative to the performance measured at
deployment is observed, the biometric system owner shall take steps to improve the performance of the
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BISPCS with support from the biometric system provider. This can involve diagnostics to identify the reasons
for regression, for example, the quality of captured biometric characteristics is low or the demographics
of the capture subjects differ from initial specifications. This can take place through adjusting settings of
biometric sensors or retraining models with support from the biometric system provider.

System performance can also be improved by optimizing parameters. The impact on performance shall be
monitored in accordance with 10.5.2.
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Annex A
(informative)

Use case profiles

A.1 Uses cases for law-enforcement investigations using face recognition

A.1.1 (eneral

The World Economic Forum published a white paper on the responsible use of face recognition te

chnology

(FRT) for law enforcement.[8] This annex presents the different use cases describedSnvolving passive

capture qubjects.

The diffefrent examples presented in the following subclauses follow the practices ofithe Netherlan
These prhctices can vary across jurisdictions.

A.1.2 How facial recognition is used for law enforcement investigations

Law enfprcement investigators use FRT for identification and¢yverification purposes. Iden
activity (flso referred to as “one to many”) consists of searching ferthe identity of a person, as of
verificatjon activity (also referred as “one to one”), which consistsof verifying someone’s identity a
identity dlocument (ID). Facial examiners are experts who run facial recognition analysis. In the c3
Netherlahds Police and INTERPOL, for example, the examiners-operate autonomously from the invd
teams, annd do not have knowledge of the prosecution thatr€quires them to run facial recognition a

To ident|{fy an unknown suspect or person of interest, investigators work with biometric pr
biometrif reference databases.

There ar¢ two typologies of biometric referen¢e databases:

— Typd 1: A biometric reference database of known criminals and suspects, composed of biomd
lawfhlly collected and stored by law.enforcement agencies. People in this biometric reference
are gtill suspects or have usually"been convicted of a crime.

— Typd2: Aspecial biometricreference database builtspecifically for aninvestigation. The public pj

provides a warrant to seize the video footage of a crime scene. This biometric reference data3
ilt out of multiple'sources (VSS, social media, electronic devices, etc.). All of the faces are
le footage and(stored on the special biometric reference database. The face of a possiblg

requésted during the judicial procedure.

ds Police.
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tionaksystem and stored so that the fact-finding/archiving/evidence file can be produced in court

Biometrieprobesare imagesthatare part ofthe law enforcementinvestigationand whichare sub
a facial recognition system to be compared to a biometric reference database. Biometric probes ar

mitted to
e usually

the photos or movies/stills of suspects or persons of interest. To collect these images, investigators (or
digital/face experts) either already have an image of the suspect or they extract it from footage of movies/
stills. Law enforcement tries to collect the best quality image to improve the chance of confirming the

identity of the person.

Based on the practices followed by the Netherlands Police, the process for using FRT for law enforcement

investigations is as follows:

— Step #1: A (possible) crime is reported or suspected. An investigative team, under the supervision of the
public prosecutor, is created and requests warrants to collect images relevant to the crime, including
images of the suspect(s). If suspects are detected on the images, the team will try to determine their

© ISO/IEC 2025 - All rights reserved
23


https://standardsiso.com/api/?name=633e92225af9d39e3ee98482a251fa82

ISO/IEC 9868:2025(en)

identity. This can be done by human means (through recognition by people who know the suspects, e.g.
police officers or witnesses) or by using facial recognition software with a biometric reference database
of known people (e.g. suspects and convicts).

— Step #2: If a facial recognition search is required, the investigation team will apply for an FRT
investigation through the specialized FRT team. This facial examination team runs FRT software to
compare the biometric probe against one or multiple biometric reference databases. Before doing so,
the facial examiners will first judge the quality of the biometric probe. If suitable for an FRT search,
they will enter the biometric probe into the FRT system, allow the system to do the pre-search analysis
and may also provide some notable facial landmarks (centre of the eye socket, etc.) to the software. The
examiners then set up the FRT software at a setting that is not too narrow, to avoid false negatives, or too
wide, to avoid false positives, which would result in a list of candidates too large to be of use.

— Step[#3: After the search, the facial examiners analyse the list of candidates provided by thésoftware.
They run this last operation manually, deploying their expertise to check if one of the candidate images
proppsed by the system matches the biometric probe.

— Step|#4: If the facial examiners make a possible match, only the biometric probe,image and the image
of the possible candidate from the biometric reference database are handed to-two facial experts. They
perf¢rm, independently from each other, a full analysis of the biometric probe;and the refererce image
to de¢termine the similarity/dissimilarity between the two faces. This-blind peer manual feview is
syst¢matically performed before any positive result is communicated_to-the requesting investigation
tean]. The facial examiners and experts do not know the exact background to the case, to avold bias as
far ap possible. The end result is the final consensus conclusion and is'reported to the investigation team
as ar investigative lead.

A.1.3 Hxample scenarios

A.1.3.1 |Finding the identity of an ATM fraud criminal

Frauduleptly obtaining bank account data by usurping someone’s identity allows a person to|access a
bank accpunt and withdraw cash from an ATM machine. The video footage from the ATM maching enables
investigdtors to collect a facial image of the offender. The quality of this image will vary depending on the
exposurg and whether the fraudster managed:to hide their face. If the quality of the image is good enough,
the phot¢ collected will be compared against a biometric reference database of known criminals using a
facial reqognition system looking for a.matching candidate. If facial examiners confirm a possible match,
they follqw the standard process described in Step #4 presented in A.1.2.

A.1.3.2 |Uncovering the identity of a person assaulting a police officer

A person|attacks police officers and footage of the incident is collected from VSS cameras. An invgstigation
is launchpd and a warrant-is provided to an investigation team to seize these images. The goal is t¢ identify
the assaillant. To that.eénd, the investigators, with the help of the police’s digital experts, manually review
the VSS/yideo footage of the incident, looking for images of the wanted person. They collect imageq with the
best posgible angle; lighting and exposure to increase the quality of the image(s) and give the best chance

of obtaiqmg matches and identifying the person. If facial examiners make a possible match, they fpllow the

standard process described in Step #4 presented in A.1.2.

A.1.3.3 Looking for the identity of a museum thief

A piece of art has been stolen in a museum. A public prosecutor launches a criminal investigation. The
investigation uncovers the identity of a potential thief and a warrant is given to collect video footage from
the museum. Then, using a facial recognition tool, the investigators collect images of the faces of all visitors
and staff who appear in the footage and build an investigation biometric reference database from it. A list
of candidate images is displayed by the system, manually reviewed and analysed to establish whether a
serious potential match is detected that would confirm the involvement of the suspect. If facial examiners
make a possible match, they follow the standard process described in Step #4 presented in A.1.2.
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