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Foreword

:2014(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

technical committees collaborate in fields of mutual interest. Other international organizations, gov
annd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field™of in
technology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Direttives, Part
The main task of the joint technical committee is to prepare International Standards. Draft Int
Standards adopted by the joint technical committee are circulated to national bodies for voting. Pub
International Standard requires approval by at least 75 % of the national hodies casting a vote.

tention is drawn to the possibility that some of the elements of this docdment may be the subject
rights. 1ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

IJO/IEC 9834-8 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information te
Stibcommittee SC 6, Telecommunications and information.exchange between systems, in collabor]
ITU-T. The identical text is published as Rec. ITU-T X.667%.(10/2012).

This third edition cancels and replaces the second edition (ISO/IEC 9834-8:2008), which has been t
revised.

IJO/IEC 9834 consists of the following parts,.under the general title Information technology — Proc
thie operation of object identifier registration‘authorities:

— Part 1: General procedures andtap arcs of the international object identifier tree
— Part 2: Registration procedures for OSI document types

— Part 3: Registration_of\Object Identifier arcs beneath the top-level arc jointly administered by
ITU-T

— Part 4: Register-of VTE Profiles
— Part 5: Register of VT Control Object Definitions

— Part.6: Registration of application processes and application entities

ISO or IEC participate in the development of International Standards through technical committees
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— Part 7; Joint ISO and ITU-T Reqistration of International Organizations

— Part 8: Generation of universally unique identifiers (UUIDs) and their use in object identifiers

— Part 9: Registration of object identifier arcs for applications and services using tag-based identification
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Introduction
This Recommendation | International Standard standardizes the generation of universally unique identifiers (UUIDs).

UUIDs are an octet string of 16 octets (128 bits). The 16 octets can be interpreted as an unsigned integer encoding, and
the resulting integer value can be used as the primary integer value (defining an integer-valued Unicode label) for an arc
of the International Object Identifier tree under the Joint UUID arc. This enables users to generate object identifier and
OID internationalized resource identifier names without any registration procedure.

UUIDs are also known as globally unique identifiers (GUIDs), but this term is not used in this Recommendation |
International Standard. UUIDs were originaly used in the network computing system (NCS) [7] and later in the Open
Software Foundation's Distributed Computing Environment (DCE) [6]. ISO/IEC 11578 [5] contains a short definition
of some (but not all) of the UUID formats specified in this Recommendation | International Standard. The specification
in thi$ Recommendation [Tnternational Standard is consistent with all these earTier specifications.

UuIDs forming a component of an OID are represented in ASN.1 value notation as the decimal representation of their
integgr value, but for all other display purposesit is more usual to represent them with hexadecimal digitswith a hyyphen
separfting the different fields within the 16-octet UUID. This representation is defined in this Recommendation |
Interrjational Standard.

If generated according to one of the mechanisms defined in this Recommendation | International~Standard, a UUYID is
either guaranteed to be different from all other UUIDs generated before 3603 A.D., or is exttemely likely to be different
(depending on the mechanism chosen).

No céntralized authority is required to administer UUIDs. Centrally generated UUIDs are guaranteed to be different
from |l other UUIDs centrally generated.

A UUID can be used for multiple purposes, from tagging objects with',an” extremely short lifetime, to rdiably
identifying very persistent objects across a network, particularly (but not{necessarily) as part of an object identifier or
OID internationalized resource identifier value, or in a uniform resourcéname (URN).

The PUID generation algorithm specified in this Recommendation | International Standard supports very] high
alocation rates: 10 million per second per machine if necessary; so UUIDs can also be used as transaction 10s. An
informative annex provides a program in the C language. that will generate UUIDs in accordance with this
Recommendation | International Standard.

algorithms are specified for the generation of unique UUIDSs, using different mechanisms to ensure uniqueness.
produce different versions of a UUID.

The flrst (and most common) mechanism produces the so-called time-based version. These UUIDs can be generdted at
the rgte of 10 million per second. For UUIDs generated within a single computer system, a 60-bit time-stamp (used as a
ClocK value) with a granularity of 100, nanoseconds, based on coordinated universal time (UTC) is used to guafantee
ess over a period of approximately 1600 years. For UUIDs generated with the same time-stamp by diffferent
S, uniqueness is obtained by\use of 48-bit media access control (MAC) addresses, specified in ISO/IEC 8802-3
(this |s used as a Node vaue). (Fhese addresses are usualy aready available on most networked systems, bt are
otheryvise obtainable from, the/IEEE Registration Authority for MAC addresses — see [4].) Alternative ways of
generpting Clock and Node.values are specified for the time-based version if UTC time is not available on a syst¢m, or
if thefeisno MAC address’available.

The gecond mechanism produces a single UUID that is a name-based version, where cryptographic hashing is used to
prodyce the 128-bit UUID value from a globally unambiguous (text) name.

The third meehanism uses pseudo-random or truly random number generation to produce most of the bitsin the 128-hit
value

Clause 5 specifies the notation used for octet-order and bit-order naming, and Tor specification of transmission order.

Clause 6 specifies the structure of a UUID and the representation of it in binary, hexadecimal, or as a single integer
value.

Clauses 7 and 8 specify the use of aUUID in an OID or aURN respectively.

Clause 9 specifies rules for comparing UUIDs to test for equality or to provide an ordering relation between
two UUIDs.

Clause 10 discusses the possibility of checking the validity of a UUID. In general, UUIDs have little redundancy, and
thereis little scope for checking their validity.

Rec. ITU-T X.667 (10/2012) v
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Clause 11 describes the historical use of some bits in the UUID to define different variants of the UUID format, and
specifies the value of these bits for UUIDs defined in accordance with this Recommendation | International Standard.

Clause 12 specifies the use of the fields of a UUID in the different versions that are defined (time-based, name-based,
and random-number based versions). It also defines the transmission byte order.

Clause 13 specifies the setting of the fields of atime-based UUID.

Clause 14 specifies the setting of the fields of a name-based UUID.

Clause 15 specifies the setting of the fields of a random-number-based UUID.
All annexes are informative.

Annex A describes various algorithms for the efficient generation of time-based UUIDs.

Anne’et< B discusses the properties that a name-based UUID should have, affecting the selection of name spacesSifpr use
in geperating such UUIDs.

Annex C provides guidance on mechanisms that can be used to generate random numbers in a computersystem.

Annex D contains a complete program in the C programming language that can be used to generate JUIDs.

Vi Rec. ITU-T X.667 (10/2012)


https://standardsiso.com/api/?name=76314406dabebb51fce11b82c1e98492

I SO/ EC 9834-8:2014 (E)

INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

I nformation technology — Proceduresfor the operation of object identifier registration
authorities: Generation of universally unique identifiersand their usein object identifiers

1

This Recommendation | International Standard specifies the format and generation rules that enable users to produce
it identifiers that are either guaranteed to be globally unique, or are globally unique with ahigh probab|l|ty
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Recommendation | International Standard is derived from earlier non-standard specifications of JUIDs ang
ption, and istechnically identical to those earlier specifications.

Recommendation | International Standard also specifies and allows the use of UUIDs asprimary vaues (

i stration procedures.

Recommendation | International Standard also specifies and allows the use of WUIDs to form a uniform res
(URN).

Nor mative refer ences

bllowing Recommendations and International Standards contaif\provisions which, through reference in thi
tute provisions of this Recommendation | International Standard: At the time of publication, the editionsind
valid. All Recommendations and Standards are subject o revision, and parties to agreements based o

n of the Recommendations and Standards listed belov: Members of IEC and 1SO maintain registers of cun
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of cur
TU-T Recommendations.

Identical Recommendations | Mater national Standards

—  Recommendation ITU-T X.660 (2011) | ISO/IEC 9834-1:2012, Information technology — Procedu
the operation of objectVidentifier registration authorities: General procedures and top arcs
international object identifier tree.

— Recommendation 1TU-T X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — A4
Syntax Notation-@One (ASN.1): Specification of basic notation.

Other normative references

— ISOMEC 8802-3:2000, Information technology — Telecommunications and information exc
betveen systems — Local and metropolitan area networks — Specific requirements — Part 3: C
sense multiple access with collision detection (CSMA/CD) access method and physical
specifications.

their

Which
thout

jource

5 text,
cated
n this
recent
rently
rently

es for
bf the

Stract

ISOAEC 10118-3:
Dedicated hash functlons

— ISO/IEC 10646:2012, Information technology — Universal Coded Character Set (UCS).
— |ETFRFC 1321 (1992), The MD5 Message-Digest Algorithm.
— |ETF RFC 2141 (1997), URN Syntax.

— FIPS PUB 180-3:2008, Federal Information Processing Sandards Publication, Secure Hash Sandard

(&HS.
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3 Termsand definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 ASN.1 notation

This Recommendation | International Standard uses the following terms defined in Rec. ITU-T X.680 |
ISO/IEC 8824-1:

a) Coordinated universal time (UTC);
b) object identifier type;
¢) OID internationalized resource identifier type.

32 Registration authorities

This |Recommendation | International Standard uses the following terms defined in Rec. ITUST X.660 |
ISO/IEC 9834-1:

a) International Object Identifier tree;

b) IRI/URI value;

¢) OID internationalized resource identifier;
d) object identifier;

€) registration;?

f)  registration authority;

g) registration procedures;

h) secondary identifier;

i)  Unicode character;

i) Unicodelabel.

3.3 Network terms

This Recommendation | International Standard uses the following term defined in 1SO/IEC 8802-3:
— MAC address.

34 Additional definitions

341 cryptographic-quality random-number: A random number or pseudo-random number generated| by a
mechpnism, which ensures sufficient spread of repeatedly-generated values to be acceptable for use in cryptogfaphic
work j(and is used in such work):

34.2 Joint UUID areAh arc beneath the node of the International Object Identifier tree identified by the ASN.1
object identifier value{joi nt-i so-itu-t(2) uuid(25)} and the ASN.1 OID internationalized resource identifier
valugl"/ UUI D' .

34.3 name-based version: A UUID that is generated using cryptographic hashing of a name space namejand a
namejin that.name space.

344 name space: A system for generating hames of objects that ensures unambiguous identification withiru that
narn\, \*JW\,.

NOTE — Examples of name spaces are the network domain name system, URNS, OIDs, Directory distinguished names (see [1]),
and reserved words in a programming language.

345 random-number-based version: A UUID that is generated using arandom or pseudo-random number.

346 standard UUID variant: The variant of the possible UUID formats that is specified by this Recommendation
| International Standard.
NOTE — Higtorically, there have been other specifications of UUID formats that differ from the variant specified in this
Recommendation | International Standard. UUIDs generated according to all these variant formats are all distinct.

34.7 time-based version: A UUID in which uniqueness is obtained by the use of a MAC address to identify a
system, and a Clock value based on the current UTC time.

2 Rec. ITU-T X.667 (10/2012)
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universally unique identifier (UUID): A 128-hit value generated in accordance with this Recommendation |
International Standard, or in accordance with some historical specifications, and providing unique values between
systems and over time (see also 3.4.6).

Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

ASN.1  Abstract Syntax Notation One
GUID  Globally Unique Identifier
MAC  MediaAccess Control

5
51

and last. Thefirst octet is also called "octet 15" and the last octet "octet 0",

52
octet

5.3
inwh

54
bit-lef
most

55

6

6.1

6.1.1
of the

D5 Vressage DigestargorithnT S

OoID Object Identifier

OID-IRI OID internationalized resource identifier
SHA-1  Secure Hash Algorithm 1

URL Uniform Resource Locator

URN Uniform Resource Name

uTC Coordinated Universal Time

UUID  Universally Unique Identifier

Notation

This Recommendation | International Standard specifies a sequence of octets for a UUID using the term

The bits within a UUID are also numbered as "bit 127;to "bit 0", with bit 127 as the most significant
15 and bit 0 asthe least significant bit of octet O.

ch the left-most octets are transmitted first.

A number of values used in this SpeCification are expressed as the value of an unsigned integer of a
ngth (N say). The bits of the N-bit unisigned integer value are numbered "bit N-1" to "bit 0", with bit N-1
5 gnificant bit and bit O as the least significant bit.

UUID structare and representation

UUID-ield structure

A:UUID is specified as an ordered sequence of six fields. A UUID is specified in terms of the concatel
se YUID fields. The UUID fields are named:

S first

bit of

When figures and tables are used in this Recommendation | International Standard, the most significan{ octet
(and the most significant bit) are displayed on the left-of the page. This corresponds with a transmission order of

octets

given
ps the

These notations are used(solely for the purposes of this Specification. Representations in computer memory
are ngt standardized, and depend ©Onythe system architecture.

hation

n) the"Timel ow" fiel rl;

6.1.2

b) the"TimeMid" field;

¢) the"VersionAndTimeHigh" field;

d) the"VariantAndClockSeqHigh" field;
e) the"ClockSegLow" field;

f) the"Node" field.

The UUID fields are defined to have a significance in the order listed above, with "TimeLow" as the most
significant field (bit 31 of "TimeLow" is bit 127 of the UUID), and "Node" as the least significant field (bit O of "Node"
isbit O of the UUID).

Rec. ITU-T X.667 (10/2012)
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6.1.3 The contents of these UUID fields are specified in terms of a Version, Variant, Time, Clock Sequence, and
Node unsigned integer value (each with a fixed bit-size). The setting of these values is specified in clause 12 and their
mapping to the above UUID fieldsis specified in 12.1.
NOTE — As part of the names of some of the UUID fields (for example, TimeLow, TimeMid, and TimeHigh) imply, the
sequential order of the bitsin a UUID (bit 127 to bit 0) that derive from a particular unsigned integer value (for example, from
bits 59 to 0 of the Time value) is not the same as the sequential order of the bits in that unsigned integer value. This is for
historical reasons.

6.2 Binary representation

6.2.1 A UUID shall be represented in binary as 16 octets formed by the concatenation of the unsigned integer fixed-
length encoding of each of its fields into one or more octets. The number of octets to be used for each field shall be:

a—the“Fimetow'fretd—fouroctets;

b) the"TimeMid" field: two octets;

c) the"VersionAndTimeHigh" field: two octets;

d) the"VariantAndClockSeqHigh" field: one octet;
e) the"ClockSegLow" field: one octet;

f) the"Node" field: six octets.
NQTE —This order of UUID fields is the usua representation within a computer systemiy and in the hexadecim@l text
representation (see 6.4).

6.2.2 The most significant bit of the unsigned integer encoding of each UUID. field shall be the most significant bit
of its|first octet (octet N, the most significant octet), and the least significant bit«of the unsigned integer encoding shall
be the least significant bit of itslast octet (octet 0, the least significant bit).

6.2.3 The UUID fields shall be concatenated in the order of their significance (see 6.1.2) with the most significant
field first and the least significant field last.

6.3 Representation asa single integer value

A UUID can be represented as a single integer value. To obtain the single integer value of the UUID, the 16 ocfets of
the binary representation shall be treated as an unsignedcinteger encoding with the most significant bit of the integer

encoding as the most significant bit (bit 7) of the first of the sixteen octets (octet 15) and the least significant bit jps the
least $ignificant bit (bit 0) of the last of the sixteen octets (octet 0).

NQTE — The single integer value is used when the UUID forms the primary integer value of a Joint UUID arc as specified in
clquse 7.

6.4 Hexadecimal representation

For the hexadecimal format, the octets of the binary format shall be represented by a string of hexadecimal digits,|using
two hexadecimal digits for €ach octet of the binary format, the first being the value of the four high-order hits of
octet [L5, the second being thevalue of the four low-order bits of octet 15, and so on, with the last being the value jof the
low-qgrder hits of octet-0(see 6.5). A HYPHEN-MINUS (45) character (see ISO/IEC 10646) shall be inserted befween
the hexadecimal representations of each pair of adjacent fields, except between the "VariantAndClockSeqHigh'| field
and the "ClockSeqlew" field (see the example in clause 8).

6.5 Formal syntax of the hexadecimal representation

6.5.1 The formal definition of the UUID hexadecimal representation syntax is specified using the extended BNF
notation defined in Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 5, except that there shall be no white-space between the
lexical items.

6.5.2 The "hexdigit" lexical item is used in the BNF specification and is defined as follows:

Name of lexical item — hexdigit

A "hexdigit" shall consist of exactly one of the characters:
ABCDEFabcdef 01234567829

4 Rec. ITU-T X.667 (10/2012)
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The hexadecimal representation of a UUID shall be the production "UUID":

UUID ::=
TimelL ow
"-" TimeMid
"-" VersionAndTimeHigh
"-" VariantAndClockSeqHigh Clock SeqlL ow
"-" Node

TimeLow ::=

HexOctet HexOctet HexOctet HexOctet
TimeMid ::=

HexOctet HexQctet

6.5.4
N

in

7.1
uull
7.2
for th

EXA

8
A UR

VersonAndTimeHigh ::=
HexOctet HexOctet

VariantAndClockSeqHigh ::=
HexOctet

ClockSegLow ::=
HexOctet

Node::=
HexOctet HexOctet HexOctet HexOctet HexOctet HexOctet,

HexOctet ::=
hexdigit hexdigit

Software generating the hexadecimal representation of a UUIDR shall not use upper case letters.

6.5.2.

A UUID can be used as the primary integer value of a Joint UUID arc using the single integer value
specified in 6.3.

The hexadecimal representation of the UUID defined in 6.4 can also be used as a non-integer Unicode
b arc.

MPLE — The following is an_example of the use of aUUID to form an IRI/URI value:
" oid:/UUI D/f81d4fae-7dec-11d0-a765-00a0c91e6bf6"

Use of aJUID toform a URN
RN (see IETRK RFC 2141) formed using a UUID shall be the string "urn:uuid:" followed by the hexade

repregentation-.of*a UUID defined in 6.4.

EXA

M PLE - The following is an example of the string representation of a UUID asa URN:

Use of a UUID asthe primary integer-value and Unicode label of a Joint UUID ar¢

DTE — It is recommended that the hexadecimal representation used inval human-readable formats be restricted to lowér-case
lefters. Software processing this representation is, however, required<te’accept both upper and lower case letters as sp!

bcified

L

Of the

abel

ici mal

Olafl

el fQa ol 4L —Zal 4400 2o AN ana0qd
Ul T, udiu. toLruarac= rucL= L 1uUu~-d 7 Uo~-Uuaul IJ1tuuUTO

NOTE — An aternative URN format (see [2]) is available, but is not recommended for URNs generated using UUIDs. This
dternative format uses the single integer value of the UUID specified in 6.3, and represents the above example as

"u

9

9.1
order

rn:oid:2.25.329800735698586629295641978511506172918".

Rulesfor comparison and ordering of UUIDs

To compare a pair of UUIDs, the values of the corresponding fields (see 6.1) of each UUID are compared, in

of significance (see 6.1.2). Two UUIDs are equd if and only if al the corresponding fields are equal .

NOTE 1—This agorithm for comparing two UUIDs is equivalent to the comparison of the values of the single integer
representations specified in 6.3.
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NOTE 2 —This comparison uses the physical fields specified in 6.1.1 not the values listed in 6.1.3 and specified in clause 12
(Time, Clock Sequence, Variant, Version, and Node).

9.2 A UUID is considered greater than another UUID if it has a larger value for the most significant field in
which they differ.
9.3 In a lexicographical ordering of the hexadecimal representation of UUIDs (see 6.4), a larger UUID shall

follow asmaller UUID.

10 Validation

Apart from determining if the variant bits are set correctly, and that the Time value used in atime-based UUID isin the
future (and therefore not vet assignable), there is no mechanism for determining if aUUID isvalid in any real sense, as
all possible values can otherwise occur.

11 Variant bits

111 The variant bits are the most significant three bits (bits 7, 6, and 5) of octet 7, whichsthe most significant
octet pf the "VariantAndClockSegHigh" field.

11.2 All UUIDs conforming to this Recommendation | International Standard shall have variant bits with bit 7 of

octet |7 set to 1 and hit 6 of octet 7 set to 0. Bit 5 of octet 7 isthe most significant bit of-the Clock Sequence and shjall be
set infaccordance with 12.4.

NOTE — Bit 5islisted here as a variant bit because its value distinguishes historical farmats. Strictly speaking, it is not parf of the
vgiant value for this Recommendation | International Standard, which uses only two(bits for the variant.

11.3 Table 1 lists, for information, the use of other values of the variant)bits.

Table 1 —-Use of the variant bits

Bit 7 Bit 6 Bit 5 Description
0 - - Reserved to provide NCS backward compatibility
1 0 - The variant specified in this Recommendation | International Standard
1 1 0 Reserved to provide Microsoft Corporation backward compatibility
1 1 1 Reservéd for future use by this Recommendation | International Standard

12 Use of UUID fieldsand transmission byte order

12.1 General

12.1.1 Table 2 givesthe position and summarizes the use of the various UUID fieldsin the binary representatiop.

Table 2 — Position and use of UUID fields

Field Octet #in UUID Description

"TimeLow 15-12 TheTow-order bits of the TTme value (32 bitS)

"TimeMid" 11-10 The middle bits of the Time value (16 bits)

"VersionAndTimeHigh" 9-8 The Version (4 bits) followed by the high-order bits of the Time
value (12 bits)

"VariantAndClockSegHigh" 7 The Variant bits (2 bits) followed by the high-order bits of the
Clock Seguence (6 bits)

"ClockSegLow" 6 The low-order bits of the Clock Sequence (8 bits)

"Node" 5-0 The Node (see 12.5) (48 hits)

6 Rec. ITU-T X.667 (10/2012)
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12.1.2  Theposition of the UUID fieldsin the binary representation isillustrated in Figure 1.

Octets 15,11, 7, 3 Octets 14, 10, 6, 2 Octets 13,9,5,1 Octets 12, 8, 4,0
, 7 o | 7 0| 7 0| 7 0
First octet .
(Octet 15) | "TimeLow"
"TimeMid" "VersionAndTimeHigh"
"VariantAndClockSeq "ClockSegLow" "Node" (first two octets)
High" « Last octet
"Node" (last four octets) (Octet 0)
Figure 1 — Position of UUID fieldsin the binary representation
12.1.3 It isrecommended that the binary representation be used for transmission over a communication‘mechanism,

with

(octet| 15) preceding the last octet (octet 0) in the transmission.

N

N
pr
pa

122

he sixteen octets of the binary representation transmitted as a contiguous set of sixteen bits with the first
DTE 1 — The order of the bitswithin an octet is determined by the communication mechanism specification.

btocol specifications may choose alternative means of transferring a UUID, including fragmentation or transmission g
rtions of the UUID (such as the parts that contribute to the Time value).

Version

octet

DTE 2 — The use of sixteen consecutive octets for transmission of a UUID, in the order specified above, is recommended, but

f only

12.21 The three aternative means of generating a UUID (time-based, name-based, and random-number-basef) are

identi

of thg UUID). UUIDs generated using these different mechanisms are called™different UUID versions'.

N

th

12.2.2 Table 3 lists currently defined "UUID versions®; using the first four bits of the "VersionAndTimeHigh'
(bits T to 4 of octet 9 of the UUID). It also assigns an integer "Version" value to each combination of hits.

DTE — A version value of 2 is not used, for compatibility with historical definitions of the UUID. Version values of 0 and 6 to
14 are reserved for future use.

N

nd concept of a traditional "version number* for UUID formats, where new versions may be defined as a revision
Récommendation | International Standard. Any new UUID format nééded in the future would be identified by a different v

ffied and distinguished by the most significant four bits of the "VersenAndTimeHigh" field (bits 7 to 4 of ¢

DTE — Describing this as a"different UUID version” is dightly misleading, but the name is used for historical reasons. T

P variant bits.

Table 3— Currently defined UUID versions

ctet 9

hereis
bf this
bl ue of

field

Bitf | Bit6 | Bit5 | Bit4-| VSO Description
value

0 0 0 1 1 The time-based version specified in this Recommendation | I nternatiorfal
Standard (see clause 13)

0 0 X 0 2 Reserved for DCE Security version, with embedded POSIX UUIDs

0 0 1 1 3 The name-based version specified in this Recommendation | Internatiohal
Standard with MD5 hash (see clause 14)

0 1 0 0 4 The random-number-based version specified in this
Recommendation | International Standard (see clause 15)

0 1 0 1 5 The name-based version specified in this Recommendation | Internatiohal
Standardwith - SHA -1 hash (cnn clause 1/1)

12.3 Time

12.3.1 Time shall be a60-bit value.

NOTE — The name "Time" is appropriate for the time-based version of a UUID (version 1), but is also used for the contents of
the corresponding value in the other versions of a UUID (versions 3 and 4).

12.3.2  For the time-based version of a UUID, Time shall be a count of the 100 nanosecond intervals of coord
universal time (UTC) since the midnight at the start of the 15 October 1582 (the date of the Gregorian reform to the
Christian calendar).

Rec. ITU-T X.667 (10/2012)
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NOTE 1 — Before the establishment of the Bureau International de I'Heure (International Time Bureau), every minute contained
precisely sixty seconds. Since then, leap seconds have occurred when necessary, increasing (or potentially reducing) the number
of seconds per year.

NOTE 2 — Portable systems may have problems determining UTC time, as they are often locked into the local time of their home
base. Provided that they continue using the local time of their home base, or change the Clock Sequence value (see 12.4), the
UUIDsthat they generate will still be unique.

NOTE 3 — For systems that do not have access to broadcast time signals, a system clock recording local time can be used with a
time differential added, provided that no UUIDs are generated in the period when a change from daylight saving time occurs, or a
change in the Clock Sequence value (see 12.4) is made.

12.3.3  For the name-based version of a UUID, this shall be a 60-bit value constructed from a globally unique name
as specified in clause 14.

NOTE — Examples of aglobally unique name are OIDs, URNS, and Directory distinguished names (see [1]).

12.34  For the random-number-based version of a UUID, this shall be a randomly or pseudo-randomly gengerated
60-bif value as specified in clause 15.

124 Clock sequence

12.4.1  For the time-based version of the UUID, the Clock Sequence is used to help avoid duplicates that could arise
when(the value of Timeis set backwards or if the Node value is changed.

NOTE — The name "Clock Sequence” is appropriate for the time-based version of a UUID, but is also used for the contentd of the
carresponding value in the name-based and random-number-based versions of a UUID.

12.4.2 If the Time value is set backwards, or might have been set backwards (for'example, while the systerh was
powered off), then the UUID generator cannot know whether a UUID has alréady been generated with Time yalues
large than the value to which the Time is now set. In such situations, the Clock'Sequence value shall be changed.
NQTE —If the previous value of the Clock Sequence is known, it can bequst*incremented; otherwise it should be sgt to a
cryptographic-quality random or pseudo-random value.

12.4.3 Similarly, if the Node value changes (for example, beCause a network card has been moved between
mach|nes), the Clock Sequence value shall be changed.

12.4.4 The Clock Sequence shall be originally (that is, once-in the lifetime of a system producing UUIDSs) initiglized
to argndom number that is not derived from the Node valde:
NQTE — Thisisin order to minimize the correlation acress systems, providing maximum protection against MAC addresges that
mgy move or switch from system to system rapidly.

12.4.%  For the name-based version of the UWID, the Clock Sequence shall be a 14-hit value constructed from ajname
as specified in clause 14.

12.4.¢ For the random-number-basad version of the UUID, the Clock Sequence shall be a randomly or pgeudo-
randgmly generated 14-bit value asspecified in clause 15.

12.5 Node

125.1 For the time-based version of a UUID, the Node value shall consist of a MAC address (see | SO/IEC 88D2-3),
usually the host address of some network interface.

1252  For systems with multiple MAC addresses, any available address can be used except a multicast address.
Octet|5 of the WUID (the first octet of the "Node") shall be set to the first octet of the MAC address that is transinitted
by an|I SO/IEC-8802-3-conformant system.

NOTFE. I— This octet contains the global/local bit and the unicast/multicast bit. It is required that the unicast/multicast bit bg set to
urlicast in arder to avoid clashes with addresses gmpra’rpr‘l in accardancewith 1253

NOTE 2 — It is possible to obtain a block of MAC addresses from the MAC address registration authority (see [4]).

125.3  For systems with no MAC address, a cryptographic-quality random or pseudo-random number may be used
(see Annex C). The multicast bit shall be set in such addresses.

NOTE — This is to ensure that the generated addresses never conflict with addresses obtained from network cards as specified
in12.5.2.

12.5.4  For a name-based UUID, the Node value shall be a 48-bit value constructed by canonicalization and hashing
from a globally unique name as specified in clause 14.

1255  For arandom-number-based UUID, the Node value shall be a randomly or pseudo-randomly generated 48-hit
value as specified in clause 15.
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Setting the fields of a time-based UUID
Thefields of atime-based UUID shall be set as follows:

Determine the values for the UTC-based Time and the Clock Sequence to be used in the UUID, as
specified in 12.3 and 12.4.

For the purposes of this algorithm, consider Time to be a 60-bit unsigned integer and the Clock Sequence
to be a 14-bit unsigned integer. Sequentially number the bits in each value, with zero for the least
significant bit.

Set the "TimeLow" field equal to the least significant 32 bits (bits 31 through 0) of Time in the same
order of significance.

Set the "TimeMid" field equal to bits 47 through 32 from the Time in the same order of significance.

14

This
proceg
specit
N
hg

141

14.2

Setting the fields of a name-based UUID

Clause specifies the procedures for the production of a name-based UUID. Subclause 14.1 specifies the general
dures for any hash function (see also ISO/IEC 10118-3). Subclause 14.2 specifies the use of MD5, and 14.3
ies the use of SHA-1.

DTE — The use of MD5 s restricted to cases requiring\backward compatibility with existing UUIDs, as SHA-1 proyides a
shing algorithm with a smaller probability that the same hash value will arise from different hashed material (see C.4).

The fields of a name-based UUID shallbe set as follows:

Set the 12 least significant bits (bits 11 through 0) of the "VersionAndTimeHigh" field equal te hits 59
through 48 from Time in the same order of significance.

Set the four most significant bits (bits 15 through 12) of the "VersionAndTimeHigh" fieldto,the fqur-bit
version number specified in 12.2.

Set the "ClockSegLow" field to the eight least significant bits (bits 7 through 0) of the,Clock Sequence in
the same order of significance.

Set the six least significant bits (bits 5 through 0) of the "VariantAndClockSegHigh" field to the si¥ most
significant bits (bits 13 through 8) of the Clock Sequence in the same ordex 6f7significance.

Set the two most significant bits (bits 7 and 6) of the "VariantAndClockSegHigh" clock to one and zero,
respectively.

Set the node field to the 48-bit MAC address in the same ordey, of significance as the address.

Allocate a UUID to use as a*'name space identifier" for all UUIDs generated from names in that|name
space.

NOTE — Subclause D:9¥ecommends UUIDs to use for four commonly used name spaces.

Convert the namertoa canonical sequence of octets (as defined by the standards or conventions|of its
name space).

Compute the-16-octet hash value of the name space identifier concatenated with the name, using the hash
function_specified in 14.2 or 14.3. The numbering of the octets in the hash value is from 0 to 5, as
specified in IETF RFC 1321 (for MD5) and as specified in FIPS PUB 180-3 (for SHA-1).

Set'octets 3 through O of the "TimeLow" field to octets 3 through O of the hash value.
Set octets 1 and 0 of the "TimeMid" field to octets 5 and 4 of the hash value.
Set octets 1 and O of the "VersionAndTimeHigh" field to octets 7 and 6 of the hash value.

four bit version number from TabIe 3of 12 2 for the hash functlon that was used
Set the "VariantAndClockSeqHigh" field to octet 8 of the hash value.

Overwrite the two most significant bits (bits 7 and 6) of the "V ariantAndClockSegHigh" field with 1 and
0, respectively.

Set the "ClockSegLow" field to octet 9 of the hash value.
Set octets 5 through O of the "Node" field to octets 15 through 10 of the hash value.

This subclause specifies a name-based UUID using MD5 as a hash function, but MD5 shall not be used for
newly generated UUIDs (see C.4). For an MD5 hash function, the "hash value" referenced in 14.1 is the 16-octet value
specified by IETF RFC 1321 as octets zero to 15.
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NOTE — This specification of MD5, with the associated version number, is included only for backward compatibility with earlier
specifications.

14.3 This subclause specifies a name-based UUID using SHA-1 as a hash function. For a SHA-1 hash function, the
"hash value" referenced in 14.1 shall be octets zero to 15 of the 20-octet value obtained from the 160-bit Message
Digest value specified by FIPS PUB 180-3. Octets 16 to 19 of the 20-octet value shall be discarded. The 20-octet value
shall be obtained from the 160-bit Message Digest value of FIPS PUB 180-3 by placing the most significant bit of the
160-bit value in the most significant bit of the first octet (octet zero) of the 20-octet value, and the least significant bit in
the last octet (octet 19) of the 20-octet value.

15 Setting the fields of a random-number-based UUID
15.1 i

—  Set the two most significant bits (bits 7 and 6) of the "VariantAndClockSegHigh" field tonX
respectively.

—  Set the four most significant bits (bits 15 through 12) of the "VersionAndTimeHigh" fieldto the fqur-bit

version number specified in 12.2.

—  Set all the other bits of the UUID to randomly (or pseudo-randomly) generated values.

NOTE — Pseudo-random numbers may produce the same value multiple times. The use of cryptographic-quality
random numbers is strongly recommended in order to reduce the probability of repeated values.

15.2 Annex C provides guidance on how to generate random numbers in a system.
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Annex A

Algorithmsfor the efficient generation of time-based UUIDs

(Thisannex does not form an integral part of this Recommendation | International Standard.)

This annex describes an algorithm that can be used to repeatedly generate time-based UUIDs in a computer system.

Al Basic algorithm

A.11  Thefollowing agorithm is simple, correct, but inefficient:

—  Obtain a system-wide global lock.

—  From a system-wide shared stable store (e.g., a file), read the UUID generator state: the values pf the
Time, Clock Sequence, and Node used to generate the last UUID.

—  Get the current time as a 60-bit count of 100-nanosecond intervals since 00:00:00.00, 45 Octobeq 1582
into Time.

—  Get the current Node value.

—  If the state was unavailable (e.g., non-existent or corrupted), or the saved Nodevalue is different than the
current Node value, generate arandom Clock Sequence value.

— If the state was available, but the saved Time value is later than the eufrent Time value, increment the
Clock Sequence value.

—  Savethe state (current Time, Clock Sequence, and Node values) back to the stable store.
— Releasethe global lock.

— Format a UUID from the current Time, Clock Sequence, and Node values according to the st@ps in
clause 13.

A.1.2l  If UUIDs do not need to be frequently generated, the above algorithm may be perfectly adequate. For higher
perfofmance requirements, however, issues with the basic algorithm include:

— Reading the state from stable storage each\fimeisinefficient;

—  Theresolution of the system clock may not be 100 nanoseconds;
—  Writing the state to stable storage gach time is inefficient;

—  Sharing the state across process boundaries may be inefficient.

A.1.3  Each of these issues can be.addressed in a modular fashion by local improvements in the functions that read
and Write the state and read the clock.jThese are addressed in turn in the following subclauses.

A2 Reading stablestorage

A.2.1l  The state only. reeds to be read from stable storage once at boot time, if it is read into a system-wide shared
volatije store (and updated whenever the stable store is updated).

A.2. If an implementation does not have any stable store available, then it can always say that the valueg were
unavailable. Thisis the least desirable implementation, because it will increase the frequency of creation of new [Clock
Sequénce numbers, which increases the probability of duplicates.

A.2. If the Node value can never change (e.g., the net card is inseparable from the system), or if any change aso
reinitializes the Clock Sequence to a random value, then instead of keeping it in stable store, the current Node value
may be returned.

A.3 System clock resolution

A.3.1 TheTime valueis generated from the system time, whose resolution may be less than the resolution required
for Time.

A.3.2 If UUIDs do not need to be frequently generated, Time can simply be the system time multiplied by the
number of 100-nanosecond intervals per system timeinterval.

A.3.3 If asystem overruns the generator by requesting too many UUIDs within a single system time interval, the
UUID service should either return an error, or stall the UUID generator until the system clock catches up.
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A.3.4 A high resolution Time value can be simulated by keeping a count of how many UUIDs have been generated
with the same value of the system time, and using it to construct the low-order bits of the Time value. The count will
range between zero and the number of 100-nanosecond intervals per system time interval.

NOTE — If the processors overrun the UUID generation frequently, additional MAC addresses can be allocated to the system,
which will permit higher speed allocation by making multiple UUIDs potentially available for each Time value.

A4 Writing stable storage

The state does not aways need to be written to stable store every time a UUID is generated. The Time value in the
stable store can be periodically set to avalue larger than any yet used in a UUID. Aslong as the generated UUIDs have
Time values less than that value, and the Clock Sequence and Node value remain unchanged, only the shared volatile
copy of the state needs to be updated. Furthermore, if the Time value in stable store is in the future by less than the

t |C\I timait talkac tha ovctam ta rahaaot 3 crachawawill not eausa a ranitialization-of tha Clock-Seauenca
ypi Cal-tine-H-takes the-system-to-+ ~arerash-wit-net aFeritialization-of-the-Closk-Sequence:

A5 Sharing state acr 0ss processes

If it is too expensive to access shared state each time a UUID is generated, then the system-wide generator dan be
implgmented to allocate a block of Time values each time it is called, and a per-process generator ean’allocate from that
blockjuntil it is exhausted.
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Properties of name-based UUIDs

(Thisannex does not form an integral part of this Recommendation | International Standard.)

B.1 The name-based UUID is meant for generating a UUID from a name that is drawn from, and unique within,
some name space. The concept of name and name space should be broadly construed, and not limited to textual names.
The mechanisms or conventions for alocating names from, and ensuring their uniqueness within, their name spaces are
beyond the scope of this Specification.

NOTE — In order to avoid recursion problems, name-based UUIDs should not be generated from an OID that ends with a UUID

wiNrchT TS Tame-based:

B.2 The properties of name-based UUIDs generated in accordance with clause 14 and with a suitably g

nameppace will be as follows:

The UUIDs generated at different times from the same name in the same namespace will,be equal;
The UUIDs generated from two different names in the same namespace will be different with very

probability;

The UUIDs generated from the same name in two different namespaces wil|\be different with very

probability;

If two name-based UUIDs are equal, then they were generated from the same name in the

namespace with very high probability.

hosen

high
high

same
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Annex C

Generation of random numbersin a system

(Thisannex does not form an integral part of this Recommendation | International Standard.)

If a system does not have the capability to generate cryptographic-quality random-numbers, then in

most

systems there are usually a fairly large number of sources of randomness available from which one can be generated.
Such sources are system specific, but often include:

—  the percent of memory in use;

— the size of main memornin bvtes:
P4 P4 7

C.2
speak
C.3
availg
accun
octets

c4
only

—  theamount of free main memory in bytes;

— thesize of the paging or swap file in bytes;

—  freebytes of paging or swap file;

— thetota size of user virtual address space in bytes;

— thetota available user address space bytes,

— thesizeof boot disk drivein bytes;

— thefreedisk space on boot drivein bytes;

— thecurrent time;

—  theamount of time since the system booted;

— theindividua sizes of filesin various system directories;

— thecreation, last read, and modification times of filesin various system directories;
— theutilization factors of various system resources (heap, etc.);
—  current mouse cursor position;

—  current caret position;

—  current number of running processes, threads,

— handlesor IDs of the desktop window_and the active window;
— thevaue of stack pointer of the caller;

—  the process and thread identifierof caler;

Trandation LookasideBuffer or TLB misses).

In addition, items such-as the computer's name and the name of the operating system, while not S
ng random, will help differentiate the results from those obtained by other systems.

ble and the functions to obtain them are often very system specific. A generic approach, however,
hulate as many‘sources as possible into a buffer, and use a message digest such as SHA-1, take an arbitrg
from theiash value, and set the multicast bit as described above.

eguirement is that the result be suitably random in the sense that the outputs from a set of uniformly distr

inputsa

Other hash functions, such as MD5 and hash functions specified in 1ISO/IEC 10118, can aso be used.

— various processor architecture specific performance counters (instructions executed, cache nfisses,

trictly

The exact agérithm to generate a Node value using these data is system specific, because both the¢ data

is to
Iy Six

The

output bits to change. (The use of MD5, however is not recommended for new UUIDs because recent research has
shown that its output values are not uniformly distributed.)

14
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Annex D

Sample implementation

(Thisannex does not form an integral part of this Recommendation | International Standard.)

D.1 Files provided

This implementation consists of 6 files: copyrt. h, uuid. h, uuid. c, sysdep. h, sysdep.c and utest.c. The
uui d. * files are the system independent implementation of the UUID generation algorithms described in clauses 13, 14
and 15, with all the optimizations described in Annex A (except efficient state sharing across processes) included. The
code assumes 64-bit integer support, which makesit alot clearer.

NOTE — The code has been tested on Linux (Red Hat 4.0) with GCC (2.7.2), and Windows N T 4.0 with VC++ 5.0.

D.2 Thecopyrt. hfile
All the following source files should be considered to have the following copyright notice included:

/*

** Copyright (c) 1990- 1993, 1996 Open Sof tware Foundation, |nc.

** Copyright (c) 1989 by Hew ett-Packard Conpany, Palo Alto, (Cai &
** Digital Equi pnent Corporation, Maynard, Mass.

** Copyright (c) 1998 Mcrosoft.

** To anyone who acknow edges that this file is provided AS | S'

** without any express or inplied warranty: pernission_t/o use, copy,
** nodify, and distribute this file for any purpose%i s* hereby

** granted without fee, provided that the above copyright notices and
** this notice appears in all source code copi eS¢ and that none of
** the names of Qpen Software Foundation, |ncf, )Hew ett- Packard

** Conpany, or Digital Equipnent Corporatiofibe used in advertising
** or publicity pertaining to distributionhMf the software without
** gspecific, witten prior permssion. Neither Open Software

** Foundation, Inc., Hew ett-Packard Conpany, M crosoft, nor Digital
** Equi prent Cor poration nmakes any nrepresentations about the

** suitability

** of this software for any purpese.

*/

D.3 Theuui d. h file

#i ncl ude "copyrt.h"

#undef uuid_t

typedef struct {
unsi gned32. 5t me_| ow;
unsi gned16 ) time_m d;
unsi gned16 tinme_hi _and_version;
unsi@nhed8 cl ock_seq_hi _and_reserved;
unSi-gried8  cl ock_seq_| ow,
byt€ nodel[ 6] ;

} uuid_t;

£* uuid_create -- generate a UU D */
int uuid_create(uuid_t * uuid);

/* uuid_create_fromnane -- create a UJ D using a "nane"
froma "nane space" */
voi d uuid_create_fromnanme(

uuid t *uuid [* resulting UID */
uuid_t nsid, /* UU D of the namespace */
voi d *nane, /* the nane fromwhich to generate a WU D */
int nanel en /* the length of the name */
)
/* uuid_conpare -- Conpare two UUD s "lexically" and return
-1 ul is lexically before u2
0 ul is equal to u2
1 ul is lexically after u2
Note that |exical ordering is not tenporal ordering!
*/

int uuid_conpare(uuid_t *ul, uuid_t *u2);
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Theuui d. c file

#i ncl ude "copyrt.h"

#i ncl ude <string. h>

#i ncl ude <stdio. h>

#i ncl ude <stdlib. h>

#i ncl ude <tine. h>

#i ncl ude "sysdep. h"

#i f ndef _W NDOWS_

#i ncl ude <arpal/inet.h>

#endi f

#i ncl ude "uuid. h"

/* various forward declarations */
static int read_state(unsignedl6 *cl ockseq, uuid_tine_t *tinestanp,
L d_nnr‘la t _*node):

static void wite_state(unsignedl6 clockseq, uuid_tinme_t tinestanp,
uui d_node_t node);

static void fornmat _uuid_vi(uuid_t *uuid, unsignedl6 cl ockseq,
uuid_time_t timestanp, uuid_node_t node);

static void format_uui d_v3(uuid_t *uuid, unsigned char hash[16]);

static void get_current _time(uuid_tinme_t *timestanp);

static unsignedl16 true_randon{void);

/* uuid_create -- generator a UU D */
int uuid_create(uuid_t *uuid)
{
uuid_time_t tinmestanp, |ast_tineg;
unsi gned16 cl ockseq;
uui d_node_t node;
uui d_node_t | ast_node;
int f;

/* acquire systemw de | ock so we're al ohe, */
LOCK;

/* get time, node identifier, save@t'state fromnon-vol atile storage */

get _current _tinme(&inestanp);
get _i eee_node_i denti fi er (&ode)y
f = read_state(&cl ockseq, & ast“tine, & ast_node);

/* if no NV state, or if eldck went backwards, or node identifier
changed (e.g., new network card) change cl ockseq */

if (!'f || mencnp(&node,) & ast_node, sizeof node))
cl ockseq = true(randon();

else if (tinestang £ |ast_tine)
cl ockseq++j

/* save theystate for next tinme */
write_statefcl ockseq, tinmestanp, node);

UNLCOCK;

/*stuff fields into the UUD */
for'mat _uui d_v1(uuid, clockseq, tinmestanp, node);
return 1;

}

7* format_uuid_vl -- nmake a UU D fromthe tinestanp, clockseq,
and node identifier */
void format_uuid_vi(uuid_t* uuid, unsignedl6 cl ock_seq,
uuid_tinme_t tinmestanp, uuid_node_t node)
{

[* Construct a version 1 uuid with the informati on we've gathered

plus a few constants. */
uui d->tinme_l ow = (unsigned | ong) (tinestanp & OxFFFFFFFF);
uuid->tinme_md = (unsigned short) ((tinmestanp >> 32) & OxFFFF);
uui d->tine_hi _and_version =

(unsi gned short) ((tinestanp >> 48) & OxOFFF);

uui d->tinme_hi _and_version |= (1 << 12);
uui d- >cl ock_seq_l ow = cl ock_seq & OxFF;
uui d- >cl ock_seq_hi _and_reserved = (clock_seq & 0x3F00) >> 8;
uui d- >cl ock_seq_hi _and_reserved | = 0x80;
mencpy(&uui d- >node, &node, sizeof uuid->node);

}

/* data type for UU D generator persistent state */
typedef struct {
uuid_time_t ts; /* saved timestanp */

Rec. ITU-T X.667 (10/2012)



https://standardsiso.com/api/?name=76314406dabebb51fce11b82c1e98492

I SO/ EC 9834-8:2014 (E)

uui d_node_t node; /* saved node identifier */
unsi gned16 CS; /* saved d ock Sequence */
} uuid_state;

static uuid_state st;

/* read_state -- read UUI D generator state fromnon-volatile store */
int read_state(unsignedl6 *cl ockseq, uuid_tine_t *tinestanp,

uui d_node_t *node)
{

static int inited = O;
FI LE *fp;

/* only need to read state once per boot */
if (tinited) {
fp = fopen("state", "rb");

T (Tp == NOLL)
return O;
fread(&st, sizeof st, 1, fp);
fclose(fp);
inited = 1;

*cl ockseq = st.cs;
*timestanp = st.ts;
*node = st. node;
return 1;

}

/* wite_state -- save UU D generator state back to non{volatile
storage */
void wite_state(unsignedl6 cl ockseq, uuid_tine_t tinestanp,
uui d_node_t node)
{

static int inited = 0;
static uuid_tine_t next_save;
FI LE* fp;

if (linited) {
next _save = tinmestanp;
inited = 1;

/* always save state to volatile shared state */
st.cs = cl ockseq;
st.ts = tinestanp;
st. node = node;
if (tinmestanp >=‘next _save) {
fp = fopen(tstate", "wh");
fwite(&sts, sizeof st, 1, fp);
fcl osefp);
/* schedul e next save for 10 seconds from now */
next save = timestanp + (10 * 10 * 1000 * 1000);

}

/* @get>current_time -- get time as 60-bit 100ns ticks since UU D epoch.
Conpensate for the fact that real clock resolution is
| ess than 100ns. */
void get_current _time(uuid_time_t *tinmestanp)
{
static int inited = O;
static uuid_tine_t tine_|ast;
static unsignedl6 uuids_this_tick;
uuid_tinme_t time_now,

if (linited) {
get _systemtinme(&ine_now;
uui ds_this_tick = UU DS_PER Tl CK;
inited = 1;

}

for (5 5 ) {
get _systemtinme(&ine_now;

/* if clock reading changed since | ast UU D generated, */

if (time_last !'= tine_now ({
/* reset count of uuids gen'd with this clock reading */
uuids_this_tick = 0;
time_|last = tine_now,
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