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Foreword

ISO (the International Organization for Standardization) 4
International Electrotechnical Commission) fotm-the specia
for worldwide standardization. National bodies that are men
or |EC participate in the development of laitefnational Standd
technical committees established by the respective organiz
with particular fields of technical activity. ISO and IEC teg
mittees collaborate in fields of mutwal interest. Other inte
ganizations, governmental andmon-governmental, in liais
and IEC, also take part in the{work.

In the field of informationtechnology, 1SO and IEC have e
joint technical committee, ISO/IEC JTC 1. Draft internations
adopted by the joint technical committee are circulated to n
ies for voting. Publication as an International Standard 1

proval by at least’75 % of the national bodies casting a votd.

nd [EC (the
ized system
hbers of ISO
rds through
htion to deal
hnical com-
national or-
bn with 1SO

stablished a
| Standards
ational bod-
equires ap-

International¢Btandard ISO/IEC 9805 was prepared by Joipt Technical

CommitteeISO/IEC JTC 1, Information technology.

Annexes A and B form an integral part of this International

Standard.
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Introduct

This Internal
facilitate the
Internationa
tems Intercg
standardizat

on

ional Standard is one of a set of International Standards produced to
interconnection of information processing systems. Itis related to other
Standards in the set as defined by the Reference Model for Open Sys-
nnection (ISO 7498). The Reference Model subdivides the area of
ion for interconnection into a series of layers of specification, each of

‘manageablq size. :
The goal of Dpen Systems Interconnection is to allow, with a minimum of technical
agreement qutside the interconnection standards, the interconnection of information

processing s

— from
— unde
— of dif
— of dif
This Interna

for commitir]
be applicabl

The CCR pr

a) the ép
8824);

b) the ele
tives to th
ing of C(
ceived fr

c) the C(Q

d) the pr|
APDUs.

The CCR p
elements.

L

ystems:

Jifferent manufacturers;

different managements;

rent levels of complexity; and

rent technologies.

ional Standard specifies the protocol for the applicationzservice-element

ent, concurrency, and recovery (CCR). These services are intended to
le to a wide range of application-process communication requirements.

ptocol specification consists of the following main components:
ecification of the CCR APDUs using Abstract Syntax One (ASN.1, ISO
fnents of procedure for issuing GCR service indication and confirm primi-
e CCR service-user when-CCR APDUs are received and for the send-
R APDUs when CCR service request and indication primitives are re-
bm the CCR service-user,

R protocol maghine specified in terms of a state table; and

bsentation(services (ISO 8822) used for sending and receiving CCR

rlotocol shares the presentation-service with other application-service-

The requirement to provide support for CCR together with other application-service-

elements is

satisfied by reference to this International Standard.

Annex A contains the definitions of the structure of the CCR APDUs.
Annex B describes the transfer of CCR APDUs as the values of a special parameter

of another r
element is ¢

vi

eferencing application-service-element. Such an application-service-
alled a co-operating main service.
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Information technology — Open Systems Interconnection —
Protocol specification for the Commitment, Concurrency

and Recovery service element

1 Scope

Thig International Standard is to be applied by reference
from other specifications. This is done within such specifi-
catigns by reference to the CCR services defined in ISO/IEC
9804. A reference to a CCR service invokes the procedures
of this International Standard to cause external effects.

Thig International Standard applies whenever the use of
CCR services does not encompass any communication ac-
tivity which makes direct or indirect use of the session activ-
ity management services defined in ISO 8326. It can be
used inside a session activity, and on a session-connection
whete the session activity functional unit is notin use. Itcan
also| be applied when the S-ACTIVITY service is used
through the mechanisms of annex B.

Thig International Standard specifies the static and dynamic
conformance requirements for systems implementing these
prodedures. It does not contain tests which can be sed to
demonstrate conformance.

2 Normative references

Thelfollowing standards contain provisions which, through
refefence in this text, constitute/provisions of this Interna-
tional Standard. At the time of-publication, the editions indi-
cated were valid. All standards’/are subject to revision, and
partles to agreements based-on this International Standard
are encouraged to investigate the possibility of applying the
most recent editions-ofthe standards listed below. Members
of IHC and ISO maintain registers of currently valid Interna-
tional Standards:

I1SO| 749811984, Information processing systems — Open
Systems-interconnection — Basic Reference Model.

ISO 8326:1987/Add.2:— ), Information proce:s
—~ Open Systems Interconpection — Basi
oriented session service definition — Addendu
user data.

ISO/TR 8509:1987 (Information processing sy
Systems Interconinection — Service Conventig

ISO 8649:1988; Information processing sys|
Systems Interconnection — Service definition f
ation Centrol Service Element.

1SQ.8822:1988, Information processing sys|
Systems Interconnection — Connection orier
tion service definition.

ISO 8824:1990, Information processing sys
Systems Interconnection — Specification. of Al
Notation One (ASN.1).

ISO 8825:1990, /nformation processing sys

sing systems
C connection
n 2: Unlimited

stems - Open
ns.

ems — Open
or the Associ-

ems — Open
fed presenta-

ems — Open
stract Syntax

ems — Open

Systems Interconnection — Specification of Basic Encoding

Rules for Abstract Syntax Notation One (ASN

ISO/IEC 9545:1989, Information technology
tems Interconnection — Application Layer strt

ISO/IEC 9804:1990, Information technology

tems Interconnection — Service definition fo
ment, Concurrency and Recovery service ele

3 Definitions

3.1 Reference model definitions

This International Standard makes use of the fg

1).

— Open Sys-
cture.

— Open Sys-
the Commit-
ment.

defined in 1SQ 7498:

llowing terms

ISO 72498-3:1989, Information processing sysiems — open
Systems Interconnection — Basic Reference Model - Part 3:
Naming and addressing.

ISO 8326:1987, Information processing systems — Open
Systems Interconnection — Basic connection oriented ses-
sion service definition.

1)  To be published.

a) Application Layer;
b) application association; association;

)
)
c) application-process;
d) application-entity;

)

e) presentation-service;
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f) presentation-connection;
g) session-service; and
h) session-connection.

3.2 Naming and addressing definitions

This International Standard makes use of the following terms
defined in ISO 7498-3:

a) application-process title:

b) application-service-element;

c¢) multiple association control function;
d) single association control function; and
e) single association object.

3.7 CCR service definitions

This International Standard makes use of the following terms
defined in ISO/IEC 9804:

b) applig¢ation-entity qualifier;
¢) appli¢ation-entity fitle;

3.3 Service conventions definitions

This International Standard makes use of the following terms
defined in ISO/TR 8509:

a) servige-provider;

b) servige-user;

¢) confilmed service;
d) non-gonfirmed service;
e) primifive;
f) requegt (primitive);
) indication (primitive);
h) respgnse (primitive); and
i) confirm (primitive).

3.4 PresTtation service definitions

This Interngitional Standard makes use of the following terms
defined in ISO 8822:

a) abstrpct syntax;

b) abstract syntax name;

¢) defingd context set;

d) pres¢ntation context; and

e) pres¢ntation data value,

3.5 ACSH service definitions

This International'Standard makes use of the following terms
defined in ISO 8649:

1)
2)

3) atomic action;

acceptor;
application failure;

4) atomic action branch; branch;
5) atomic action branch identifier; branch identifief;
6) atomic action data;

7) atomic action identifier;
8) atomic action tree;

9) atomicity;

10) bound data;

11) CCR service-provider;
12) €CR service-user;

13y commitment of an atomic action branch; cominit-
ment;

14) communication failure;
15) concurrency control;

16) cooperating main service;
17) distributed application;
18) doubt period;

19) durability;

20) final state;
21) heuristic decision;

22) initial state;

23) intermediate CCR service-user; intermediate;
24) intermediate state;

25) interrupted branch;

26) isolation;

27) leaf CCR service-user; leaf;

a) association-initiator; and
b) association-responder.

3.6 Application Layer Structure definitions

This International Standard makes use of the following terms
defined in ISO/IEC 9545:

a) application-entity-invocation;

20} 10Cal COMMIIMENT procediics,
29) local rollback procedures;
30) master CCR service-user; master;

31) offer of commitment of an atomic action branch;
offer of commitment;

32) order of commitment of an atomic action branch;
order of commitment;

33) phase [;
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34) phase II;
35) presumed rollback;

36) recovery control;

37) recovery responsibility for an atomic action branch;
recovery responsibility;

38) referencing specification;

39) requestor;

ISO/IEC 9805 : 1990 (E)

4.3 Other abbreviations

The following abbreviations are used in this
Standard.

S b

3.8

For §
defin

3.8.1
col n

)
)

40) rollback of an atomic action branch; rollback;
)

1) subordinate of an atomic action branch; subordi-
te; and

2l
P) superior of an atomic action branch; superior.
CCR protocol specification definitions

he purpose of this International Standard, the /following
itions apply.

accepting CCR protocol machine: The CCR proto-
hachine whose service-user is the acceptor for a par-

ticular CCR service.

3.8.4
CCH
tiong

3.8.3
col n

CCR protocol machine: the protocol machine of the
application-service-element specified in this Interna-
| Standard.

requesting CCR protocol machine: The CCR proto-
nachine whose service-user is the requestor for a par-

ticular CCR service.

4 S

41
A

4,2

The

tion-
dard
g
g
G
G

ymbols and abbreviations

Data units

PDU application-protocol-data-unit

Types of application-protocol-data-units

ollowing abbreviations-have been given to the applica-
brotocol-data-units defined in this International Stan-

-BEGIN-R!
-BEGIN-RC
-PRERPARE-RI
-READY-RI

C-ROtEBACK-R!

ACSE Association Control Service Ele

AE application-entity

AE! application-entity invocation

AP application-process

A rCeoTT= - -

ASE application-service-element

ASN.1 Abstract Syntax Notation One

CCR Commitment, congutrency, and
application-seryice’element

CCRPM CCR protocol machine

enf confirm Primitive

ind indieation primitive

Osl Opeh Systems Interconnection

req request primitive

rsp response primitive

5.Conventions

5.1 This International Standard employs a tabl
tion of its APDU fields. In clause 7, tables are

each CCR APDU. Each field is summarized

lowing notation:

M presence is mandatory

0O presence is CCRPM option

U presence is CCR service-user g
req source is the related request pri
ind sink is the related indication prirn
rsp source is the related response
enf sink is the related confirm primit
CCRPM  source or sink is the CCRPM

5.2 The structure of each CCR APDU is spec
A using the abstract syntax notation of ASN.1

5.3 CCR allows the concatenation of some of i

International

ment

recovery

lar presenta-
bresented for
ysing the fol-

ption
mitive
hitive
rimitive
ive

fied in annex
(1SO 8824).

s APDUs. In

clause 9 an ASN.1-like notation is used to

LIP.YaY

express the

C-ROLLBACK-RC
C-COMMIT-R!
C-COMMIT-RC
C-RECOVER-R!
C-RECOVER-RC

allowvad-co 1 At
oW e O ConCToTratroroT

6 Overview of the CCR protocol

6.1 Service support

The protocol specified-in this International Standard sup-
ports the services defined in ISO/IEC 9804. These services

are listed in table 1.
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6.2 Constraints on ACSE services

6.2.1 An application-entity invocation (AEI) establishes an
association to exchange CCR APDUs with another AEI by
using the A-ASSOCIATE service of ACSE (ISO 8649).

6.2.2 When establishing the association, the following Pres-
entation and Session Requirements must be specified on
the A-ASSOCIATE service:

presentation kernel functional unit

ASN.1 data type is sent, a corresponding number of presen-
tation data values are included.

6.3.3 If other presentation data values are present on a pres-
entation service primitive, the referencing specification shall
specify sequencing rules. These rules ensure that the CCR
semantics are maintained and comply with the concaten-
ation and mapping rules specified in clauses 9 and 10.

NOTE - The use of presentation-service parameters other than
User Data is specified in clause 9.

session kernel functional unit

session fyped data functional unit
session major synchronize functional unit
session inor synchronize functional unit
session fesynchronize functional unit

6.2.3 When| establishing the association, the following op-
tional parameters of the ACSE A-ASSOCIATE service must
be specified:

a) Calling AP title

b) Calling AE qualifier

c) Respgnding AP title

d) Respanding AE qualifier

6.3 Use of{the presentation service

6.3.1 CCR uses the following presentation (ISO 8822) ser-
vices:

P-DATA
P-TYPED-DATA
P-SYNC-MAJOR
P-SYNGCrMINOR
P-RESYNCHRONIZE(restart)

6.3.2 CCR APDUs are passed in the User Data parameters
of the abovg presentation services as.one’or more presen-
tation data yvalues. The value of the ASN.1 data type for
each CCR APDU is specified in annex A. If more than one

Table 1 - CCR services

6.3.4 It is the responsibility of the CCR service-user ti con-
trol the presentation contexts available in the defined con-
text set of the underlying presentation-connection.

6.4 Relationship to the session-setvice and the
transport-service.

6.4.1 The session functional unitsrequired for the segsion-
connection that supports the-presentation-connectior (that
in turn supports the assqciation) are determined by the A-
ASSOCIATE service requestor and acceptor. They agcom-
plish this using the Session Requirements parameter on the
A-ASSOCIATE primitives. The required session fundtional
units are givendn':2.

6.4.2 The tules of the session-service affect the operajion of
the CCRPM and its service-user. The CCR servicg-user
must be,aware of these constraints. This InternationallStan-
dard\assumes that a local mechanism enforces them. For
example, it is the responsibility of the CCR service-uper to
control the possession of the available session token$.

6.4.3 If the Transport-expedited service is used by the ses-
sion layer, the CCR service-user:

a) shall respond to a C-BEGIN indication with a C-
BEGIN response; and

b) following a C-BEGIN request, shall not issue C-
ROLLBACK request until after receipt of a C-BEGIN
confirmation.

If the Transport-expedited service is not used by the sgssion
layer, these restrictions do not apply.

C-ROLLBACK Confirmed

C-RECOVER Confirmed or
Optionally confirmed

Service Type Requestor
C-BEGIN Optionally confirmed Superior
C-PREPARE Non-contitmea Superior
C-READY Non-confirmed Subordinate
C-COMMIT Confirmed Superior

Superior or subordinate

Superior
Subordinate
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NOTE — The use of the session resynchronize service for C-
ROLLBACK is liable to cause purging of user data outside the
atomic action. If the Transport-expedited service is used by ses-
sion and the above restrictions are not followed, the C-BEGIN
can be purged and user-data preceeding it. It is expected that a
future change to session will prevent this possibility and thus
allow the removal of this requirement.

6.4.4 CCR requires use of session unlimited user data (see
ISO 8326 : 1987/Add.2).

ISO/IEC 9805 : 1990 (E)

tation-connection that supports the association with other
ASEs.

6.5.3 A CCR service primitive is issued by a CCR service-
user within a sequence of application or presentation service
primitives on a single association, as defined in ISO/IEC
9804.

6.5.4 The procedures specified in clause 7 are carried out
as a result of the request and response primitives issued in
conformance with the CCRPM State Table defined in clause

6.5 Operationof the- CERPM

6.5.1 The protocol specification for CCR is presented in this
Intemational Standard as a protocol machine. This protocol
machine is referred to as the CCR protocol machine
(CCRPM).

6.5.2 A CCRPM is used for a protocol exchange sequence
for one atomic action branch on an existing association. A
CCHPM is also used for a sequence of atomic action bran-
cheq in which the completion (commitment or rollback) of
one pverlaps with the beginning of the next one. The proce-
dures of a CCRPM are performed in co-operation with the
overpll CCR service-user. The CCRPM shares the presen-

tives carrying data values in the CCR presgntation context.
The parameters of the CCR service primitives dre structured
according to annex A to produce. CCR APDUs. These
APDUs are transferred using the~preésentation-service ac-
cording to the specification giveénin clauses 7{9, and 10.

8 and as a result of the receipt of presentationFervice primi-

6.5.5 The value of a CCR APDU is transferred as a presen-
tation data value from th& CCR presentation pontext. The
abstract syntax for data\types transferred in th|s context are
defined in annex A-by specifying the completp set of CCR
APDUs using (Abstract Syntax Notation One[(ASN.1, ISO
8824).
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7 Elements of procedures Table 2 — C-BEGIN-RI fields

The CCR protocol consists of the following procedures: Field name Presence| Source Sink
a) begin branch; atomic-action-identifier M req ind
b} prepare subordinate; SLZTJZ?: fix M §23 ;Rg

¢) offer commitment;

d) order commitment; Table 3 — C-BEGIN-RC field

e) rollback;
f) branchresevery; Field-name—-ﬂmsonce——Sou:ee—AiPk
g) order gommitment and begin new branch; and user-data u req ind

h) rolibagk and begin new branch.

The following subclauses describe these procedures. The 7.1.4 Procedure operation

descriptionginclude the specification of presentation service ; e dri ; :

primiti\F/)es normally usedpto carry CCRpAPDUs. However, This procedure is driven by the following events:

for concatehated CCR APDUs, the presentation service a) C-BEGIN request primitivé from the requestor;

mapping spgcified in clause 10 applies. ’
b) C-BEGIN-RI APDU recCeived by the accepting

Figures 1 106 show the ASN.1 structure of the CCR APDUs. CCRPM;

The complete ASN.1 module, containing these definitions

and those o} the supporting datatypes, is in annex A, c) C-BEGIN response primitive from the acceptor; pnd

d) C-BEGIN-RC-APDU received by the requesting

7.1 Begin branch procedure CCRPM.

7.1.1 Purpdse The events'¢) and d) are optional and may occur later.

7.1.4.1C-BEGIN request primitive

This procedre is used to begin a new atomic action branch
between twd CCR-service users. It supports the C-BEGIN The requesting CCRPM forms a C-BEGIN-RI APDY from

service defined in ISO/IEC 9804. parameter values of the C-BEGIN request primitive. If the C-
BEGIN-RI is not concatenated with other CCR APDUE, the

7.1.2 APDUs used CCRPM issues a P-SYNC-MINOR request primitive with the
. . APDU as a data value of the primitive’s User Datd par-
The procedyre uses the following CCR APDUs: ameter. Ifthe CCRPM concatenates the C-BEGIN-RI APDU
C-BEGIN-RI with another CCR APDU, it issues the appropriate prpsen-
C:BEGIN:RC tation service primitive as specified in clause 10, with the C-
BEGIN-RIAPDU as a data value in the user data parameter.
The structurie of these APDUs is shown in figure 1. 7.1.4.2 C-BEGIN-RI APDU
B P o ads are iefed in table 2. The G- The accepting CCRPM receives a C-BEGIN-RI APDU from
S 1l AN A its peer as user data on a P-SYNC-MINOR indication primi-
. . tive, if the APDU is unconcatenated. If the APDU ig con-
7.1.3 Prerequisite requirements catenated with other CCR APDUS, the C-BEGIN-RI APDU
. , will be received as user data on the appropriate predenta-
7.1.3.1 For {he requestor, the use of this procedure requires tion primitive as specified in clause 10. In either casg, the
thgt no othgr atomic action branch is active on the associ- CCRPM issues a C-BEGIN indication primitive with| par-
ation. ameter values derived from the APDU.
7.1.3.2 The fequestor of the C-BEGIN request primitive shall
be the ownéeroftive-session byllbhlUII;LU mimor-token:
C-BEGIN-RI ::= [1] SEQUENCE
{ atomic-action-identifier [0] ATOMIC-ACTION-IDENTIFIER,
branch-suffix [1] BRANCH-SUFFIX,
user-data User-data OPTIONAL
C-BEGIN-RC ::= [2] SEQUENCE
{ user-data User-data OPTIONAL }

Figure 1 — C-BEGIN APDUs
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7.1.4.3 C-BEGIN response primitive

The accepting CCRPM forms a C-BEGIN-RC APDU from
the parameter value of the C-BEGIN response primitive. If
the C-BEGIN-RC is not concatenated with other CCR
APDUs, the CCRPM issues a P-SYNC-MINOR response
primitive with the APDU as a data value of the primitive’s
User Data parameter. If the CCRPM concatenates the C-
BEGIN-RC APDU with another CCR APDU; it issues the ap-
propriate presentation service primitive as specified in
clause 10, with the C-BEGIN-RC APDU as a data value in
theuser data parameter

ISO/IEC 9805 : 1990 (E)

sponding parameter on the C-BEGIN response and confirm

primitives as specified in table 5.

Table 5 —Mapping of C-BEGIN rsp/cnf parameter

APDU field name Parameter hame
user-data User Data
+7Gollisiens

7.1.4.4 C-BEGIN-RC APDU

The requesting CCRPM receives a C-BEGIN-RC APDU
from its peer as user data on a P-SYNC-MINOR confirm
primitive, if the APDU is unconcatenated. If the APDU is con-
catenated with other CCR APDUs, the C-BEGIN-RC APDU
will be received as user data on the appropriate presenta-
tion primitive as specified in clause 10. In either case, the
CQRPM issues a C-BEGIN confirm primitive with the par-
ter value derived from the APDU.

7.1.5 Use of the C-BEGIN-RI APDU fields

For the requesting CCRPM: the fields of the C-BEGIN-RI
APPDU are directly mapped from the corresponding parame-
terg on the C-BEGIN request primitive as specified in table

The C-BEGIN request includes the Branch Identifier - Su-
perior's Name parameter on the request primitive. The par:
ameter value is the requestor’s AE title which was passedjn
the A-ASSOCIATE service used to establish the supporting
asgociation and is not mapped to a field of the C-BEGIN-RI

7.1.6 Use of the . C-BEGIN-RC APDU field

For the accéepting and requesting CCRPM: the C-BEGIN-
RG APDU field is directly mapped to and from the corre-

A collision of a C-BEGIN-R! APDU with-another CCR APDU

cannot occur.

NOTE — Collisions between two\C-BEGIN-R] APDUs cannot

occur because the CCR service-user mustown
minor token when issuing C<BEGIN request

he synchronize-
except when is-

sued with C-ROLLBACK or C-COMMIT). The¢ requirement to

own the token beforé/issuing C-RECOVER
when replying to 2. C-RECOVER indication) m
C-BEGIN-RI APDUs and C-RECOVER-RI AP

7.2 Prepare subordinate procedure
7.2.1 Purpose

The prepare subordinate procedure is used

request (except
kes collisions of
DUs impossible.

by the superior

torequest that the subordinate complete profpessing for the

atomic action branch and use the offer com

nitment proce-

dure (see 7.3) to complete the atomic action branch. If of-
fering commitment is not possible, the suboEliinate uses the

rollback procedure (see 7.5) to force co
atomic action branch. The prepare subordi
supports the C-PREPARE service defined in

7.2.2 APDU used

The procedure uses the following CCR APDU.

C-PREPARE-RI

The structure of this APDU is shown in figur

pletion of the
ate procedure
ISO/IEC 9804.

[

p 2.

The C-PREPARE-RI APDU field is listed in fable 6.

Table 6 — C-PREPARE-RI fie|d
Field name Presence| Source Sink
user-data U red ind

Table 4 — Mapping of C-BEGIN req/ind parameters

APDU field name Parameter name

atomic-action-identifier
{masters-name}
atomic-action-identifier
{atomic-action-suffix} | Atomic Action Identifier - Suffix
— Branch Identifier - Superior's Name
branch-suffix Branch Identifier - Suffix
user-data User Data

Atomic Action Identifier - Master's Name

7.2.3 Prerequisite requirements
None.

7.2.4 Prepare subordinate procedure

This procedure is driven by the following events:

a) C-PREPARE request primitive from th
and

e requestor;
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C-PREPARE-RI ::= [3] SEQUENCE
{ user-data

User-data OPTIONAL }

Figure 2 — C-PREPARE APDU

b) C-PREPARE-RI APDU received by the accepting
CCRPM.

7.2.4.1 C-PREPARE request primitive

The requesting CCRPM forms a C-PREPARE-RI APD
from the pargmeter value of the C-PREPARE request primi-
tive. If the C{PREPARE-RI is not concatenated with other
CCRAPDUs|the CCRPMissuesaP-TYPED-DATA request
primitive with the APDU as a data value of the primitive’s
User Data parameter. If the CCRPM concatenates the C-
PREPARE-R! APDU with another CCR APDU, it issues the
appropriate presentation service primitive as specified in
clause 10, with the C-PREPARE-RI APDU as a data value
in the user data parameter.

7.2.4.2 C-PREPARE-RI APDU

The accepting CCRPM receives a C-PREPARE-RI APDU
from its peerfas user data on a P-TYPED-DATA indication
primitive, if the APDU is unconcatenated. If the APDU is con-
catenated with other CCR APDUs, the C-PREPARE-RI
APDU will befreceived as user data on the appropriate pres-
entation primjtive as specified in clause 10. In either case,
the CCRPM issues a C-PREPARE indication primitive with
the parameter value derived from the APDU.

7.2.5 Use of the C-PREPARE-RI APDU field
For the requesting and accepting CCRPM: the field of the
C-PREPARERI APDU is directly mapped to and from the

correspondinfg parameter on the C-PREPARE request and
indication primitives as specified in table 7.

Table 7 — Mapping of C-PREPARE req/ind-parameter

APDU Fielg Name Parameter.name

user-data User Data

7.2.6 Collisigns

7.2.6.1 The pfepare subordinate procedure and the commit-
ment offer prgcedure May be used simultaneously by the su-
perior and the subordinate, respectively. This results in a
collision of a| CzRREPARE-RI APDU and a C-READY-RI

7.2.6.3 A CCR service-user can initiate the rollback proce-
dure immediately after initiating the prepare procedure. In
this case the rollback can disrupt the prepare procedure.

7.3.1 Purpose
The offer commitment procedure is used by the subordipate
to inform its superior that it is offering commitment. The|pro-
cedure supports the C-READY service defined in ISOIEC
9804.

7.3.2 APDU used

This procedure uses the following CCR-APDU.

C-READY-RI
The structure of this’APDU is shown in figure 3.

The C-READRY-RI APDU field is listed in table 8

Table 8 — C-READY-RI field

Field name Presence| Source Sink

user-data U req ing

7.3.3 Prerequisite requirements

For the requestor, the use of this procedure requires |that
atomic action data for this branch are accessible in stpble
storage.

7.3.4 Offer commitment procedure
This procedure is driven by the foliowing events:

a) C-READY request primitive from the requestor; and

b} C-READY-RI APDU received by the accepting
CCRPM.

7.3.4.1 C-READY request primitive

The requesting CCRPM forms the C-READY-RI APDU from

APDU. Bothlevents are-treated-normally—resulting-in-the
issue of the appropriate indication primitives.

7.2.6.2 The prepare procedure and the rollback procedure
can be used simultaneously by the CCR service-users. The
collision is resolved in favour of the rollback procedure.

C-READY-RI ::= [4] SEQUENCE
{ user-data

the parameter value of the C-READY request primitive. If
the C-READY-RI is not concatenated with other CCR
APDUs, the CCRPM issues a P-TYPED-DATA request
primitive with the APDU as a value of the primitive’s User
Data parameter. If the CCRPM concatenates the C-READY-
R! APDU with another CCR APDU, it issues the appropriate

User-data OPTIONAL }

Figure 3 — C-READY APDU



https://standardsiso.com/api/?name=6042775cf27bf34bb3565478a84ac204

presentation service primitive as specified in clause 10, with
the C-READY-RI APDU as a data value in the user data par-
ameter.

7.3.4.2 C-READY-RI APDU

The accepting CCRPM receives a C-READY-RI APDU from
its peer as user data on a P-TYPED-DATA indication primi-
tive, if the APDU is unconcatenated. If the APDU is con-
catenated with other CCR APDUs, the C-READY-RI APDU
will be received as user data on the appropriate presenta-

tionprimitive-as ¢por~ifiad inclause 10 _In either case the

ISO/IEC 9805 : 1990 (E)

The structure of these APDUs is shown in figure 4

The C-COMMIT-RI APDU and the C-COMMIT-RC APDU
field are listed in table 10 and table 11, respectively.

Table 10 — C-COMMIT-RI field

CCRPM issues a C-READY indication primitive with the
parameter value derived from the APDU.

7.35 Use of the C-READY-RI APDU field
Forlthe requesting and accepting CCRPM: the field of the
C-HEADY-RI APDU is directly mapped to and from the

corfesponding parameter on the C-READY request and in-
dicgtion primitives as specified in table 9.

Tlable 9 — Mapping of C-READY req/ind parameter

APDU Field name Parameter hame

user-data User Data

7.316 Collisions

Thd commitment offer procedure and the prepare subordi-
natg procedure may be used simultaneously by the subar-
dinfte and the superior, respectively. This results ina colli-
siof of a C-READY-RI APDU and a C-PREPARE-RIAPDU.
Both events are treated normally, resulting in the jSsue of the
apdropriate indication primitives.

7.4 Order commitment

7.411 Purpose

The order commitment procedure is used by a supetior to
reqlest its subordinateto release its bound data in their final
stafe. It supports the.C<GOMMIT service defined in ISO/IEC
98Q4.

7.4]2 APDUs used

Thé procedure uses the following CCR APDUs.

C-COMMIT-RI

Field name Presence| Source Sink

user-data U req ind
Table 11 — C-COMMIT-RCfield

Field name Presence’| Sourge Sink

user-data c rsp _cnf

7.4.3 Prerequisite requirements

For the requestofto issue the C-COMMIT request primitive,
it is required that\atomic action data for this granch are ac-
cessible in stable storage. The requestor shpll also be the

owner of thie session major/activity token.

For the acceptor toissue the C-COMMIT resp

bnse primitive,

it iswrequired that no atomic action data for tfyis branch are

accessible in stable storage.

7.4.4 Order commitment procedure

This procedure is driven by the following eve
a) C-COMMIT request primitive from the

and

b) C-COMMIT-RI APDU received by the
CCRPM; and

c) C-COMMIT response primitive from th
and

nts:

equestor;
hcecepting

b acceptor;

d) C-COMMIT-RC APDU received by the requesting

CCRPM.
7.4.4.1 C-COMMIT request primitive

The requesting CCRPM forms a C-COMMIT{RI APDU from
the parameter value of the C-COMMIT requgst primitive. It

issues a P-SYNC-MAJOR request primitive

wvith the APDU

as a data value of the primitive’s User Data garameter.

7.4.4.2 C-COMMIT-RI APDU

C-COMMIT-RC

C-COMMIT-RI ::= [5] SEQUENCE
{ wuser-data

C-COMMIT-RC ::= [6] SEQUENCE
{ user-data

The accepting CCRPM receives a C-CO

IT-RI APDU

from its peer as user data on a P-SYNC-MAJOR indication

User-data OPTIONAL 1}

User-data OPTIONAL }

Figure 4 — C-COMMIT APDUs
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primitive. Itissues a C-COMMIT indication primitive with the
parameter value derived from the APDU.

7.4.4.3 C-COMMIT response primitive

The accepting CCRPM forms a C-COMMIT-RC APDU from
the parameter value of the C-COMMIT response primitive.
It issues a P-SYNC-MAJOR response primitive with the
APDU as a data value of the primitive’s User Data par-
ameter.

7.4.4.4 C-COMMIT-RC APDU

7.5 Rollback

7.5.1 Purpose

The rollback procedure is used to force completion of an
atomic action branch. It supports the C-ROLLBACK service
defined in ISO/LEC 9804.

7.5.2 APDUs used

The procedure uses the following CCR APDUs.

The requestiing CCRPM receives a C-COMMIT-RC APDU
from its pedr as user data on a P-SYNC-MAJOR confirm
primitive. ltlissues a C-COMMIT confirm primitive with the
parameter value derived from the APDU.

7.4.5 Use df the C-COMMIT-RI APDU fields
For the requesting and accepting CCRPM: the C-COM-
MIT-RI APDU field is directly mapped to and from the corre-

sponding parameter on the C-COMMIT request and indica-
tion primitivgs as specified in table 12.

Table 12 <+ Mapping of C-COMMIT req/ind parameter

APDU Field name Parameter name

user-data User Data

7.4.6 Use Ithe C-COMMIT-RC APDU field

For the acgepting and requesting CCRPM: the C-COM-
MIT-RC APDU field is directly mapped to and from the corre*
sponding pgrameter on the C-COMMIT response and con-
firm primitives as specified in table 13.

Table 13 < Mapping of C-COMMIT rsp/cnf parameter

APDU Field Name Parameter nhame
user-data User Pata

7.4.7 Colligion

None.

C-ROLLBACK-RI
C-ROLLBACK-RC

The structure of these APDUs is shown in figure 5.
The C-ROLLBACK-RI APDU field is listed in table 14] The
C-ROLLBACK-RC APDU field is listed-in table 15.

Table 14 — C-ROLLBACK-RI fields

Field name Presence| Source Sihk

user-data U req ind

Table 15 — C-ROLLBACK-RC fields

Field name Presence| Source Sipk

User-data U rsp chf

7.5.3 Prerequisite requirements
For the requestor, the use of this procedure requires gither

a) no atomic action data for this branch are accesgible
in stable storage; or
b) the CCR service-user has been ordered to rollback
by its superior.

7.5.4 Rollback procedure

This procedure is driven by the following events:

a) C-ROLLBACK request primitive from the requegtor;

b) C-ROLLBACK Rl APDU received by the acceptjng
CCRPM,;

c) C-ROLLBACK response primitive from the acceptor;

and
C-ROLLBACK-RI ::= [7] SEQUENCE
{ user-data User-data OPTIONAL }
C-ROLLBACK-RC ::= [8] SEQUENCE
{ user-data User-data OPTIONAL 1}

Figure 5 — C-ROLLBACK APDUs

10
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d) C-ROLLBACK-RC APDU received by the requesting
CCRPM.

7.5.4.1 C-ROLLBACK request primitive

The requesting CCRPM forms a C-ROLLBACK-RI APDU
from the parameter value of the C-ROLLBACK request
primitive. It issues a P-RESYNCHRONIZE(restart) request
primitive with the APDU as a data value of the primitive’s
User Data parameter.

7.5.4.2 C-ROLLBACK-RI APDU

ISO/IEC 9805 : 1990 (E)

Table 17 — Mapping of C-ROLLBACK rsp/cnf
parameter

APDU Field name Parameter name

user-data User Data

C-ROLLBACK-RI from the association-initiator are dis-
carded (by the underlying session service-provider). This
mapping guarantees that roliback takes precedence over all

Th¢ accepting CCRPM receives a C-ROLLBACK-RI APDU
from its peer as user data on a P-RESYNCHRONIZE(rest-
art)|indication primitive. Itissues a C-ROLLBACK indication
prinitive with the parameter value derived from the APDU.

Forlthe acceptor, if atomic action data for this branch are ac-
cegsible in stable storage, then it is required that these data
willlbe forgotten.

7.5{4.3 C-ROLLBACK response primitive

The accepting CCRPM forms a C-ROLLBACK-RC APDU
from the parameter value of the C-ROLLBACK response
primitive. It issues a P-RESYNCHRONIZE(restart) re-
spdnse primitive with the APDU as a data value of the primi-
tive's User Data parameter.

7.5(4.4 C-ROLLBACK-RC APDU

The requesting CCRPM receives a C-ROLLBACK-RC
APDU from its peer as user data on a P-RESYNs
CHRONIZE(restart) confirm primitive. It issues a C-ROLL-
BACK confirm primitive with the parameter value derived
from the APDU.

7.5(5 Use of the C-ROLLBACK-RI APDU fields

For the accepting and requesting CCRPM: the C-ROLL-
BALK-RI APDU field is directly mapped to and from the
corfesponding parameter on the CFROLLBACK request and
indication primitives as specified intable 16.

Table 16 — Mapping of C-ROLLBACK req/ind
parameters

APDU Field name Parameter name

uger-data User Data

7.516 Use of the C-ROL I BACK-RC APDU field

other allowed CCR protocol procedures.
7.5.8 Collision with a C-ROLLBACK<RI‘APDU

If two C-ROLLBACK-R! APDUs cotlide, the ¢-ROLLBACK-
RI APDU from the association-responder is discarded by the
underlying session service-provider. That (s, the associ-
ation-initiator wins. Theréfore, for the assogiation-respon-
der, the delivery of its {ser data to the peerfis not guaran-
teed. : '

7.6 Branch recovery procedure

7.6.1 Purpose

7.6.11 The branch recovery procedure is uged to recover
anatomic action branch after the branch wap disrupted by
an’ application or communication failure. The procedure
supports the C-RECOVER service defined in |[SO/IEC 9804.

7.6.1.2 This procedure either

a) makes a specific, previously disrupted pranch active
on the association; or

b) is used by the superior of a branch tha{ is in the pro-
cess of recovery on the association.

Case b) occurs when the superior uses thg procedure to
send a C-RECOVER-RI(commit) APDU to tfje subordinate

in response to a C-RECOVER-RI(ready) frojn the subordi-
nate.

7.6.2 APDUs used
The procedure uses the following CCR APDUs.

C-RECOVER-RI
C-RECOVER-RC

The structure of these APDUs is shown in figure 6.

For the accepting and requesting CCRPM: the C-ROLL-
BACK-RC APDU field is mapped to and from the corre-
sponding parameter on the C-ROLLBACK response and
confirm primitives as specified in table 17.

7.5.7 Disruptive effects

Because the C-ROLLBACK service is mapped on the P-RE-
SYNCHRONIZE(restart) service, CCR APDUs other than a

The fields of the C-RECOVER-RI APDU are listed in table
18. The fields of the C-RECOVER-RC APDU are listed in
table 19.

7.6.3 Prerequisite requirements
For the requestor, atomic action data for this branch is re-
quired to be accessible in stable storage. If this procedure

is being used to make a specific, previously disrupted branch
active (see 7.6.1), the following is also required:

11
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C-RECOVER-RI ::= [9] SEQUENCE
{ atomic-action-identifier
branch-identifier
recovery-state

{ commit
ready
user-data

}

C-RECOVER-RC ::= [10] SEQUENCE
{ atomic-action-identifier
branch-identifier

[0] ATOMIC-ACTION-IDENTIFIER,
[1] BRANCH-IDENTIFIER,

[2] CHOICE
(11 NULL,
[2] NULL} ,

User-data OPTIONAL

[0] ATOMIC-ACTION-IDENTIFIER,
[17 BRANCH-IDENTIFIER,

recovery-state [21 CHOICE
{ done [1] NULL,
unknown [2] NULL,
retry-later [3] NuLLY ,
user-data User-data OPTIONAL

}

[able 18 — C-RECOVER-RI fields

Figure 6 — C-RECOVER APDUs

Table 19 — C-RECOVER-RC fields

Field name Presence| Source Sink
atomic-actipn-identifier M req ind
branch-identifier M req ind
recovery-stpte M req ind
user-data U req ind

Field name Presence| Source | Sink
atomic-action-identifier M rsp chf
branch-identifies M rsp onf
recovery-state M rsp chf
user-data U rsp cnf

‘a) No otHer atomic action branch is active on this asso-
ciation.

b) The requestor is the owner of the session syn-
chronize{minor token.

NOTE - The branch recovery procedure is mapped on the pres-
entation Pt TYPED-DATA service. This ownership requirement
is made tq avoid a collision of a C-RECOVER-RI APDU withra
C-BEGIN-RI APDU.

7.6.4 Branch recovery procedure
This procedtire is driven by the following events:

a) C-RECOVER request primitive ffom the requestor;

b) C-RECOVER-RI APDU received by the accepting
CCRPM;

¢) C-REGOVER response.pfimitive from the acceptor;
and

d) C-REQCOVER-RCAPDU received by the requesting
CCRPM

If the requegtor’is the superior, all four events occur. If the
requestor is ; €
has two options:

e) it may reply with a C-RECOVER response primitive,
thus continuing this procedure; or

f) it may reply with a C-RECOVER request primitive,
thus ending this procedure and initiating a new branch
recovery procedure (as the requestor).

12

7.6.4.1.C-RECOVER request primitive

The requesting CCRPM forms a C-RECOVER-RI APDU
from parameter values of the C-RECOVER request primi-
tive. The value of the Recovery State parameter is dgrived
by the CCR service-user from the atomic action data)] The
requesting CCRPM issues a P-TYPED-DATA request primi-
tive with the APDU as a data value of the primitive’s|User
Data parameter.

7.6.4.2 C-RECOVER-RI APDU

The accepting CCRPM receives a C-RECOVER-RI APDU
from its peer as user data on a P-TYPED-DATA indigation
primitive. It issues a C-RECOVER indication primitive with
parameter values derived from the APDU.

7.6.4.3 C-RECOVER response primitive

The accepting CCRPM forms a C-RECOVER-RC APDU
from parameter values of the C-RECOVER response primi-
tive. The value of the Recovery State parameter is derived
by the CCR service user from the atomic action data] The
accepting CCRPM issues a P-TYPED-DATA request primi-
j i it User

Data parameter.
7.6.4.4 C-RECOVER-RC APDU

The requesting CCRPM receives a C-RECOVER-RC APDU
from its peer as user data on a P-TYPED-DATA indication
primitive. Itissues a C-RECOVER confirm primitive with the
parameter values derived from the APDU.
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7.6.5 Use of the C-RECOVER-RI APDU fields

For the requesting and accepting CCRPM: the fields of
the C-RECOVER-RI APDU are directly mapped to and from
the corresponding parameters on the C-RECOVER request
and indication primitives as specified in table 20.

Table 20 — Mapping of C-RECOVER req/ind
parameters

ISO/IEC 9805 : 1990 (E)

7.7.4 Procedure operation

This procedure is driven by the following events:

a) C-COMMIT request primitive + C-BEGI
primitive from the requestor;

N request

b) C-COMMIT-RI APDU + C-BEGIN-RI APDU re-

ceived by the accepting CCRPM;

c) C-COMMIT response primitive from the acceptor,;

and

APDUFieldname | Parameter name

Atomic Action Identifier
Branch Identifier
Recovery state

User Data

atpmic-action-identifier
branch-identifier
regovery-state
uger-data

7.6|6 Use of the C-RECOVER-RC APDU fields

Foi the accepting and requesting CCRPM: the fields of
the|C-RECOVER-RC APDU are directly mapped to and from
the| corresponding parameters on the C-RECOVER re-
spdnse and confirm primitives as specified in table 21.

Table 21 — Mapping of C-RECOVER rsp/cnf
parameters

APDU Field name Parameter name

Atomic Action Identifier
Branch ldentifier
Recovery state

User Data

atpmic-action-identifier
brgnch-identifier
refovery-state
uder-data

7.6{7 Collisions

Nope.

7.7 Order commitment and begin branch
procedure

7.741 Purpose

This procedure is used-Bby a superior to request its subordi-
nate to release its bound data in the final state on one atomic
actfon branch, while beginning a new atomic action branch
between the sawa CCR-service users. It supports the C-
COMMIT and.€-BEGIN services defined in ISO/IEC 9804.

7.7.2 APDUs used

d) C-COMMIT-RC APDU received by the
CCRPM.

NOTE — The C-BEGIN response primitive an

Fequesting

i the C-BEGIN-

RC APDU may optionally occur with-c) and d) fespectively.

7.7.4.1 C-COMMIT request primitive + C-BE
primitive

The requesting CCRPM forms a C-COMMIT
a C-BEGIN-RI APDU\from parameter values
MIT request primitive 'and C-BEGIN reques

5IN request

Rl APDU and
pf the C-COM-
primitive, re-

spectively. It isstes a P-SYNC-MAJOR request primitive

with the APDUs as data values of the primiti
parameter.

7.7.42 C*COMMIT-RI APDU + C-BEGIN-RI

The'accepting CCRPM receives a C-COMM
BEGIN-RI APDU from its peer as user data
MAJOR indication primitive. It issues a C-C
tion primtive + a C-BEGIN indication primitive
values derived from the APDUs.

7.7.4.3 C-COMMIT response primitive

The accepting CCRPM forms a C-COMMIT-H
the parameter value of the C-COMMIT resp
It issues a P-SYNC-MAJOR response prin
APDU as a data value of the primitive’s U
ameter.

7.7.4.4 C-COMMIT-RC APDU

The requesting CCRPM receives a C-COMI
from its peer as user data on a P-SYNC-M
primitive. It issues a C-COMMIT confirm pti
parameter value derived from the APDU.

7.7.5 Use of the C-COMMIT-RI APDU and {
APDU fields

The procedures of 7.4.5 are followed for the

e's User Data

APDU

T-Rl and a C-
bn a P-SYNC-
DMMIT indica-
vith parameter

C APDU from
bnse primitive.
hitive with the
ser Data par-

NIT-RC APDU
IAJOR confirm
mitive with the

C-BEGIN-RI

C-COMMIT-RI

APDUs fields and of 7.1.5 for the C-BEGIN-H

| APDU fields.

The procedure uses the CCR APDUS spécified in 7.T.2and
7.4.2.

7.7.3 Prerequisite requirements
The prerequisite requirements for this procedure are the

same as those for the order commitment procedure, speci-
fied in 7.4.3.

7.7.6 Use of the C-COMMIT-RC APDU field

The procedures of 7.4.6 are followed.

7.7.7 Collisions

A collision of a C-COMMIT-RI APDU + C-BEGIN-RI APDU

with another CCR APDU cannot occur.

13
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7.8 Rollback and begin branch procedure
7.8.1 Purpose

This proced” 3 is used by a superior to request its subordi-
nate to rollback one atomic action branch, while beginning a
new atomic action branch between the two CCR-service
users. It supports the C-ROLLBACK and C-BEGIN services

defined in ISO/IEC 9804.

7.8.2 APDUs used

7.8.4.4 C-ROLLBACK-RC APDU

The requesting CCRPM receives a C-ROLLBACK-RC
APDU from its peer as user data on a P-RESYN-
CHRONIZE(restart) confirm primitive. It issues a C-ROLL-
BACK confirm primitive with the parameter value derived
from the APDU.

7.8.5 Use of the C-ROLLBACK-RI APDU and C-BEGIN-
RI APDU fields

The procedures of 7.5.5 are followed for the C-ROLLBACK-

The procedu
7.5.2.

Fe uses the CCR APDUs specified in 7.1.2 and

7.8.3 Prerequisite requirements

The prerequ

site requirements for this procedure are the

same as thole for the rollback procedure, specified in 7.5.3.

7.8.4 Proce
This procedy

a) C-RoOL
primitive f
b) C-RO
ceived by
¢) C-ROL
and

d) C-ROL
CCRPM.

NOTE — 1
RC APDU

7.8.4.1 C-RQ
quest primiti

The request
and a C-BE(
ROLLBACK
tive, respecti
request prim
tive’s User D)

7.8.4.2 C-R(Q

The acceptin
C-BEGIN-RI
SYNCHRON
ROLLBACK
primitive witt]

ure operation
re is driven by the following events:

L BACK request primitive + C-BEGIN request
rom the requestor;

LBACK-RI APDU + C-BEGIN-RI APDU re-
the accepting CCRPM;

| BACK response primitive from the acceptor;
LBACK-RC APDU received by the requesting

'he C-BEGIN response primitive and the C-BEGIN-
nay optionally occur with ¢) and d) respectively.

LLBACK request primitive + C-BEGIN re-
e

ng CCRPM forms a C-ROLLBACK-RIMAPDU
LIN-RI APDU from parameter values of the C-
request primitive and C-BEGIN-request primi-
vely. Itissues a P-RESYNCHRONIZE(restart)
tive with the APDUs as data values of the primi-
ata parameter.

LLBACK-RI APDU+ C-BEGIN-RI APDU

g CCRPM receives a C-ROLLBACK-RI and a
APDU fromnits peer as user data on a P-RE-
IZE(restart)indication primitive. It issues a C-
indication primtive + a C-BEGIN indication
pafameter values derived from the APDUs.

Rl APDUs fields and of 7.1.5 for the C-BEGIN-R}-APDU
fields.

7.8.6 Use of the C-ROLLBACK-RC APDU field
The procedures of 7.5.6 are followed.
7.8.7 Disruptive effects

The rollback and begin branch-procedure has the samg dis-
ruptive effects as the rollback’/ procedure, as describgd in
75.7.

7.8.8 Collisions

7.8.8.1 Collisions“with CCR APDUs other than C-RPLL-
BACK-RI ARDU are resolved in favour of the C-ROLLBACK-
RI APDU%.C-BEGIN-RI APDU.

7.8:8:2'Resolution of the collision of C-ROLLBACK-RI
APDU + C-BEGIN-RI APDU with C-ROLLBACK-RI APDU
[ooth mapped to P-RESYNCHRONIZE (restart)] depen
which side was the association-initiator. Figures 7
show the two cases - in both, CCRPM A's service-usgr in-
itiates the rollback and begin branch procedure.

In figure 7, CCRPM A’s service-user was the associatigdn-in-
itiator. The C-ROLLBACK-Ri APDU from CCRPM B i§ dis-
carded (by the underlying session-service) and is nqt re-
ceived by CCRPM A. The C-ROLLBACK-RI + C-BEGIN-RI
APDU from CCRPM A is received by CCRPM B. Asp re-
sult, the rollback procedure initiated by CCRPM B ig dis-
rupted. The rollback and begin branch procedure init|lated
by CCRPM A is processed normally.

In figure 8, CCRPM B’s service-user was the associatign-in-
itiator. The C-ROLLBACK-R! + C-BEGIN-RI APDU [from
CCRPM A is discarded (by the underlying session-seryice)
and is not received by CCRPM B. The C-ROLLBAGK-RI
APDU is received by CCRPM A. As a result, the rollpack
and begin branch procedure initiated by CCRPM A i dis-
rupted.

7.8.43C-R

[LBACK TeSponse primitive

The accepting CCRPM forms a C-ROLLBACK-RC APDU
from the parameter value of the C-ROLLBACK response
primitive. It issues a P-RESYNCHRONIZE(restart) re-
sponse primitive with the APDU as a data value of the primi-
tive’s User Data parameter.

14

The rollback procedure initiated by CCRPM B is processed
normally with addition that CCRPM A sends a copy of the
discarded C-BEGIN-RI APDU concatenated with the C-
ROLLBACK-RC APDU.
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CCRPM A CCRPMB
(association-initiator) (association-responder
(Discarded)
Figure 7 — CCRPM A is associaton-initiator
CCRPM A CCRPM B
(association-responder) (association-initiator)

(Discarded)

Figure 8 — CCRPM B is associaton-initiator

15
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8 CCRPM State Table

This clause defines a single CCR Protocol Machine
(CCRPM) in "erms of a state table. The CCR State Table

specifies the
CCRPM, the

interrelationship between the current state of a
incoming events that occur, preconditions, en-

ablements, the actions taken, outgoing events, and, finally,

value; or

d) the joint occurrence of two CCR service primitive re-

quests; or

e) the receipt of two CCR APDUs as presentation data

“values on the same presentation primitive.

the resultant state of the CCRPM. 8.2.2 Clause 10 specifies the allowed sequences of con-
catenated CCR APDUs that may be sent in a single presen-
8.1 General tation primitive. The joint occurrence of allowed CCR ser-

vice primitives or_the receipt of allowed concatenated

APDUs not shown as. an incoming event in table-2

B are

8.1.1 A CCHPM usually handies at most one atomic action - C §
branch at any one time. An overlap of two branches occurs .t:]eated :;2 the consecutive occurrence of individual\incom-
only when a|C-BEGIN request primitive is processed:jointly Ing events.
with a C-COMMIT or C-ROLLBACK request primitive.
8.3 Outgoing events
8.1.2 Tableg 22 to 27 define the elements used in the State
Table. The types of outgoing events specified in table 26 are
—Table[22 specifies the abbreviated name and descrip- a) the occurrence of a CCR sérvice primitive indicaion;
tion fdr each state. or
— Table[23 specifies the abbreviated name, source, and b) the occurrence of aaGCR service primitive confirfn; or
description for each incoming event. c) a CCR APDU a$.a presentation data value being
— Table| 24 specifies the identifier and description for sent; or .
each gpecific action. d) the jointioccUrrence of two CCR service primitive in-
—Table| 25 specifies the identifier and description for dications:or
each precondition.
N N ' o e) the'sending of two CCR APDUs as presentation
—Table| 26 specifies the identifier and description for data’values on the same presentation primitive.
each ¢nablement.
— Table| 27 specifies the identifier and description for 8.4 Specific actions
each putgoing event.
L L The specific actions specified in table 24 are performed in-
8.1.3 The gverall CCR State Table is divided into individ- ternally by the CCRPM. They specify the values to b as-
ual tables (tgbles 28 to 31) for convenience and clarity. The signed to the variables specified in 8.7. The actiong also
individual stpte tables utilize the abbreviated names:and state when the atomic action branch is completed.
identifiers of|tables 22 to 27.
——Table|28 specifies the states and events that occur in 8.5 Predicates
a CCRPM that is being used by the suiperior for an i . » . . .
atomit action branch, up to the ‘completion of the Apredicate is a precondition that has either a "true” or flalse
branch or a failure, whichever hiappens first. value. The CCRPM predicates specified in table 25 inglude
" . the following:
——Table|29 specifies the states and events that occur in
a CCHPM thatfls_lbelng used by the subordinate up to a) whether or not atomic action data for a particula
completion or failure, atomic action branch is accessible in stable storage;
— Table|30 specifies the states and events that occur in : : . .
a CCRPM that js used by the superior when recovery b) the possession of the major/activity sync token;
of a branch isvattempted. ¢) the possession of the minor sync tokens;
— Table|31 specifies the states and events that occur in d) whether a CCR request primitive is issued for the
a CCRPM that is used by the subordinate when re- branch that is active on the association.
covery ofabranciris attclllptcd.
. 8.6 Enablements
8.2 Incoming events

8.2.1 The types of incoming events specified in table 23 are:

The enablements permit changes to the accessibility of

atomic action data in stable storage. An enablement

does

not require that changes be made. The enablements for the

CCRPM (defined in table 26) are:

a) the occurrence of a CCR service primitive request; or

b) the occurrence of a CCR service primitive response; a) atomic action data for the branch can be made ac-
or cessible in stable storage; or

¢) the receipt of a CCR APDU as a presentation data

16
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b) atomic action data for the branch can cease to be
accessible in stable storage.

The

accessibility of atomic action data in stable storage con-

trols some of the predicates defined in table 25.

8.7

Variables

Two variables are specified for the CCRPM:

a) Current-Branch; and

ISO/IEC 9805 : 1990 (E)

8.9.3 If the intersection of an incoming event and the column
"Preconditions” is blank, there is no precondition for the
event. If a precondition is shown in the cell, the precondition

applies to the incoming event.

8.9.4 If the intersection of the "Enablements" row and a state
column is blank, no specific enablement exists for that state.

If an enablement is shown, the enablement
CCRPM is in that state.

applies if the

8.10 Actions to be taken by the CCRPM

b

At g
a vd
tion
a b

) Next-Branch.

hy time, each variable contains either a value of "null" or
lue that identifies a particular branch of an atomic ac-

This value consists of an atomic action identifier plus
anch identifier.

In this clause, the branch that is identified by the Current-

Braj

The)
sub

8.8

Thel
bles

8.9

8.9
ing
cell
for {

nch variable is called the current branch.

Next-Branch variable is used to hold a value which can
equently be assigned to the Current-Branch variable.

Notation

following notation is used in the CCR State Table (ta-
2810 31).

— The states specified in table 22 are represented by
the notation "Zn", where Z is an upper-case letter and
n is null or an'integer.

L Incoming events are represented by the names\as-
signed in table 23.

L Specific actions are represented by the notation "[n]",
where n is the action number assignediin’table 24.

L Predicates are represented by the notation "pn” as as-
signed in table 25, where n is an.integer.

L Enablements are representéd by the notation "en" as
assigned in table 26, wherejnis an integer.

L The outgoing events dre répresented by the identifier
assigned for the everbin table 27.

Conventions

1 In the CCR state tables, the intersection of an incom-
vent (row) and a state (column) forms a cell. A blank
represents an event/state combination that is not defined
he-CCRPM (see 8.10.2).

The CCR State Table defines the actionsto-bp taken by the

CCRPM.
8.10.1 General
8.10.1.1 The CCRPM is initialized in the idle s

variables are set to "null."( This occurs when
initially used on the assaCiation.

ate "I" and the
he CCRPM is

8.10.1.2 The state.ofthe CCRPM is only changed as speci-
fied in 8.10.2 and.8.10.3. When the associatipn is normally

or abnormallyreleased, the CCRPM ceases
8.10.21nvalid intersections

Blank cells indicate an invalid intersection o

0 exist.

an incoming

event and state. If such an intersection occyrs, one of the

following actions is taken.

a) If the incoming event corresponds to th
one or more CCR service primitives from

p receipt of
he CCR ser-

vice-user, any action taken by the CCRPN is a local
matter. However, the CCRPM shall not sgnd invalid
protocol (i.e. one or more CCR APDUs) tq its peer.

b) If the incoming event corresponds to re

Ceipt of one

or more CCR APDUs from the peer CCRRM, the ac-
tion, future state and subsequent outgoing events (if
any outgoing events do occur) are not determined by

this International Standard. However, as |
sists, the CCRPM shall not send protocol
more CCR APDUs) to its peer.

8.10.3 Valid intersections

bng as it per-
i.e. one or

Non-blank cells indicate a valid intersection gf an incoming

event and state. If such an intersection occu

a) the predicate expression (if any) under

s and

the Predicate

column for the row corresponding to the ijcoming

event is true and

8.9.
tion

2 A non-blank cell represents an event/state combina-
that is defined for the CCRPM. Such a cell has an entry

which contains the following:

a) a predicate expression (optional);

b) a specific action (optional);

c) an outgoing event; and

d) a resultant state.

b) the predicate expression (If any) in the

the following actions are taken:

cell is true

¢) The CCRPM performs the specific action (if any)

shown in the cell.

d) The specified output event is performed.

e) The state of the CCRPM is changed to
resultant state.

the specified

17
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If one or both of the predicate expressions is false, the
CCRPM follows the procedure for an invalid intersection,

8.11.2 Atomic action data for.a particular branch of an atomic
action remains accessible in stable storage unless:

specified in 8.10.2.
a) a CCRPM is in a state for which the enablement per-

8.11 Changes to atomic action data mits the change; or

b) a CCRPM has performed the specific action in table
8.11.1 Atomic action data for a particular atomic action 24 of determining that the atomic action branch is com-
branch is not made accessible in stable storage unless a pleted.
CCRPMis in a state for which an enablement in table 26 per-
mits the change.

Table 22 - CCRPM States

Abbreviated
name Description

| idle
A1 C-BEGIN reqg received
A2 C-BEGIN-RC APDU received
A3 C-BEGIN req and C-PREPARE req received
A4 C-BEGIN-RC APDU received and C-PREPARE req received
A5 C-READY-RI received
A6 C-COMMIT req received
A7 C-READY-RI APDU not received and C-ROLLBACK req received
A8 C-READY-RI APDU received and C-ROLLBACK req received
A9 C-ROLLBACK-RI APDU received

A10 C-COMMIT req and C-BEGIN reg.received
A1 C-READY-RI APDU not recgived and C-ROLLBACK reg and C-BEGIN req received
A13 C-READY-RI APDU received and C-ROLLBACK req and C-BEGIN req received

B1 C-BEGIN-RI APBU\received

B2 C-BEGIN-RI'APDU and C-BEGIN rsp received

B3 C-BEGIN-RI'APDU and C-PREPARE-RI APDU received

B4 C¢BEGIN rsp and C-PREPARE-RI APDU received

B5 G-READY req received, C-PREPARE-RI APDU not received
B6 C-READY req and C-PREPARE-RI APDU received

B7 C-COMMIT-RI APDU received

B8 C-ROLLBACK-RI APDU received

B9 C-ROLLBACK req received

B10 C-COMMIT-RI and C-BEGIN-RI APDUs received
B11 C-ROLLBACK-R! and C-BEGIN-RI APDUs received

X1 C-RECOVER (commit) req received

X2 C-RECOVER (ready)-R! APDU received
Y1 C-RECOVER (commit)-RI APDU received
Y2 C-RECOVER (READY) req received

18
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Table 23 - Incoming event list

Abbreviated hame Source Name and description
C-BEGIN req CCR-user C-BEGIN request primitive issued by requestor
C-BEGIN-RI CCR-peer C-BEGIN-RI APDU received by accepting CCRPM
C-BEGIN rsp CCR-user C-BEGIN response primitive issued by acceptor
C-BEGIN-RC CCR-peer C-BEGIN-RC APDU received by requesting CCRPM
C-PREPARE req CCR-user C-PREPARE request primitive issued by requestor
C-PREPARE-RI CCR-peer C-PREPARE-R! APDU received by accepting CCRPM
C-READY req CCR-user C-READY request primitive issued by requestor
C-READY-RI CCR-peer C-READY-RI APDU received by accépting CCRPM
C-COMMIT req CCR-u;er C-COMMIT request primitive isstied by requestor
C-COMMIT-RI CCR-peer C-COMMIT-RI APDU received by accepting CCRPM
C-COMMIT rsp CCR-user C-COMMIT response primitive issued by acceptor
C-COMIT-RC CCR-peer C-COMMIT-RC ARDU received by requesting CCRPM
C-ROLLBACK req CCR-user C-ROLLBAEKIrequest primitive issued by requestor
C-ROLLBACK-RI CCR-peer C-RORLBACK-RI APDU received by accepting CCRPM
C-ROLLBACK rsp CCR-user C-ROLLBACK response primitive issued by acceptor
C-ROLLBACK-RC CCR-peer C-ROLLBACK-RC APDU received by requesting CCRPM
C-COMMIT + C-BEGIN req CCR-user C-COMMIT request primitive with a C-BEGIN request primitive
C-COMMIT-RI + C-BEGIN-RI CCR-peer C-COMMIT-RI+ C-BEGIN-RI concatenated APDU recpived by
accepting CCRPM
C-ROLLBACK + C-BEGIN req CER-user C-ROLLBACK request primitive with a C-BEGIN requgst
primitive issued by requestor
C-ROLLBACK-RI + C-BEGIN-RI CCR-peer C-ROLLBACK-RI + C-BEGIN-RI concatenated APDU
received by accepting CCRPM
C-RECOVER(commit) req CCR-user C-RECOVER{commit)request primitive issued by
requestor (Recovery State = "commit")
C-RECOVER-RI(commit) CCR-peer C-RECOVER-RI(commit) APDU received by accepting
CCRPM (recovery-state = "commit")
C-RECOVER(ready) req CCR-user C-RECOVER(ready) request primitive issued by
requestor (Recovery State = "ready")
C-RECOVER-RI(ready) CCR-peer C-RECOVER-RI(ready) APDU received by accepting
CCRPM {(recovery-state = "ready")
C-RECOVER(done) rsp CCR-user C-RE(L)O\I/EI’ER(done)cr?s‘ponig prirp\itive issued by
aceeptor{Reeovery-State="donre"}
C-RECOVER-RC(done) CCR-peer C-RECOVER-RC(done) APDU received by requesting
CCRPM (recovery-state = "done")
C-RECOVER(retry-later) rsp CCR-user C-RECOVER(retry-later) response primitive issued by
acceptor (Recovery State = "retry-later”)
C-RECOVER-RC(retry-later) CCR-peer C-RECOVER-RC(retry-tater) APDU received by requesting

CCRPM (recovery-state = "retry-later")

19
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Table 23 - Incoming event list (concluded)

Abbreviated name

Source Name and description

C-RECOVER(unknown) rsp

C-RECOVER-RC(unknown)

CCR-user C-RECOVER(unknown) response primitive issued by
acceptor (Recovery State = "unknown")

CCR-peer C-RECOVER-RC(unknown) APDU received by requesting
CCRPM (recovery-state = "unknown")

Table 24 — Actions

Action

Description

Current-Branch variable is set to the atomic action branch identified by the Atomic Action
Identifier and Branch Identifier on the C-BEGIN request.

The current branch is completed. Current-Branch variable is set to "ruli".
Next-Branch variable is set to the atomic action branch identified\by the Atomic Action
identifier and Branch Identifier on the C-BEGIN request. Save the parameter values
of the C-BEGIN request.

The current branch is completed. Current-Branch variable is set to the value of
Next-Branch variable. Next-Branch variable is sefde 'null".

Current-Branch variable is set to the atomic action branch identified by the Atomic Action
Identifier and Branch Identifier on the C-BEGIN-RI APDU.

Next-Branch variable is set to the atomiicyaction branch identified by the Atomic
Action Identifier and Branch Identifier.on the C-BEGIN-RI APDU.

Current-Branch variable is set to\the atomic action branch identified by the Atomic Action
Identifier and Branch Identifier-on the C-RECOVER request.

Current-Branch variable is'set to the atomic action branch identified by the Atomic Action
Identifier and Branch Identifier on the C-RECOVER-RI APDU.

Current-Branch-variable is set to "null".
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Table 25— Predicates

Predicate Description

pi Atomic action data for the superior of the current branch is accessible in stable storage.
The major/activity token is in the possession of this requestor.

p2 Either no atomic action data for the superior of the current branch is accessible
in stable storage, or the CCR service-user using this association has been ordered
to rollback by its superior.

p3 Atomic acfion data for the subordinate of the current branch is accessible
in stable storage.

pd No atomic action data for the subordinate of the current branch is accessible
in stable storage.

p5 The atomic action data for the atomic action branch identified by the Atomiic
Action Identifier and Branch Identifier on the C-RECOVER (COMMIT) fequest
is accessible in stable storage; and the minor sync token is in the ppssession of
the requestor.

p6 The Current Branch variable is the atomic action branch identified by the Atomic Action
Identifier and Branch Identifier on C-RECOVER(COMMIT) request; and atomic action data
for the superior of the current branch is accessible in stable-storage.

p7 The minor sync token is in the possession of the requestor.

Table 26 — Enablements

Enablement Description

el Atomic action dataifer the superior of the current branch can be made accessible
in stable storage:

e2 Atomic action'data for the subordinate of the current branch can be made
accessible in stable storage.

e3 Atomic action data for the subordinate of the current branch can cease to be
acgessible in stable storage.
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Table 27 — Outgoing event list

Code

Description

el © el °
o o o Y]

Send C-BEGIN-RI APDU
Send C-BEGIN-RC APDU
Send C-PREPARE-RI APDU
Send C-READY-RI APDU

L)

ha

T T T BT © T ©T T T T © T

ha

sf

shf
si
8
sH

sl

Send C-COMMIT-RI APDU

Send C-COMMIT-RC APDU

Send C-ROLLBACK-R! APDU

Send C-ROLLBACK-RC APDU

Send C-RECOVER(commit)-Rt APDU

Send C-RECOVER(done)-RC APDU

Send C-RECOVER(ready)-R! APDU

Send C-RECOVER(unknown)-RC APDU

Send C-RECOVER(retry-later)-RC APDU

Send C-COMMIT-RI APDU and C-BEGIN-R! APDU on the samé\presentation primitive
Send C-ROLLBACK-RI APDU and C-BEGIN-RI APDU on the same presentation primitive

Send C-ROLLBACK-RC APDU, and resend the discarded'C-BEGIN-RI APDU on the same
presentation primitive

Issue C-BEGIN ind

Issue C-BEGIN cnf

Issue C-PREPARE ind

Issue C-READY ind

Issue C-COMMIT ind

Issue C-COMMIT cnf

Issue C-ROLLBACK-ind

Issue C-ROLEBACK cnf

Issue C<RECOVER(commit) ind
Isstie C-RECOVER(done) cnf
lssue C-RECOVER(ready) ind
Issue C-RECOVER(unknown) cnf

sm
sea

sga

Issue C-RECOVER(retry-later) cnf
Issue C-COMMIT ind and C-BEGIN ind
Issue C-ROLLBACK ind and C-BEGIN ind
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Table 28 — State table for superior: normal

ISO/IEC 9805 : 1990 (E)

Preceding State

Incoming Event Precondition | | A1 |A2 | A3 | Ad | A5| A6 | A7 | A8 | A9 | A10 A11 |A12| A13
C-BEGIN req p7 1
pa
A1
C-BEGIN-RC sb sb
A2 A4
C-PREPARE req pc pc
A3 | A4
C-READY-RI sd |[sd | sd | sd
A5 | A5 | A5 | A5
C-COMMIT req p1 pe
A6
CCOMMIT-RC [2] [4]
sf sf
| Al
C-ROLLBACK req p2 Pg |Pg | PY | P | PY
A7 A7 A7 A7 A8
CJROLLBACK-RC 2] | 2 (4] {4
sh sh sh sh
I 1 Al Al
C{ROLLBACK-RI sg sg sg sg sg sg
A9 | A9 _NA9 | A9 A9 A1l
C{ROLLBACK rsp [2] [4]
ph pha
1 Al
C{COMMIT reg + p1 (3]
C{BEGIN req pea
A10
C{ROLLBACK + p2 B |18 | [81 | 381 | 3]
C{BEGIN req pga | pga | pga| pga | pga
A1l | A11] A11] A11| A13
Enablement el

23


https://standardsiso.com/api/?name=6042775cf27bf34bb3565478a84ac204

ISO/IEC 9805 : 1990 (E)

Table 29— State table for subordinate: normal

Preceding State
Incoming Event  |Precondition | B1| B2| B3| B4 | B5| B6| B7 | B8 | B9 | B10| B11
C-BEGINRI 5] |
sa
B1
C-BEGIN rsp pb pb
B2 B4
C-PREPARE-RI sc | sc SC
B3 | B4 B6
C-READY req p3 pd | pd pd | pd
B5| B5| B6 | B6
C-COMMIT-RI se se
B7 B7
C-COMMIT rsp p4 [2] [4]
pf pf
‘ | B1
C-RPLLBACK-RI sg sg sg sg sg Sg sg
Bs | B8 | B8 | B8 | Bgy\B8 B8
C-RPLLBACK rsp p4 ‘ [2] (4]
ph ph
| B1
C-RPLLBACK req p4 pg | pg pg. |~ pg
B9 | B9 | B9 B9
C-RDLLBACK-RC sh
i
C-COMMIT-RI + p1 (5] | 5]
C-BEGIN-RI sea| sea
B10| B10
C-ROLLBACK-RI + [6] | [6] | [6] | [6] | [6] | 6] [6]
C-BEGIN-RI sga| sga| sga| sga| sga| sga sga
B11| B11] B11| B11| B11| Bi1 B11 .
Enablement e2 e2 e2 e2 e3 e3 e3 e3 e3
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Table 30 - State table for superior: recovery

ISO/IEC 9805 : 1990 (E)

Preceding State
Incoming Event
Precondition | X1, X2
C-RECOVER(commit) req p5 p6
(7] pi
pi X1
X1
C-RECOVER(done)-RC {2}
sj
I
C-RECOVER(retry-later)-RC sm
|
C-RECOVER(ready)-RI [8]
sk
X2
C-RECOVER(retry-later) rsp pm
[
C-RECOVER(unknown) rsp p2 9]
pl
I
Enablement

Table 31 - State table for subordinate: recovery

Preceding state
Incoming event
Precondition | Y1 Y2
C-RECOVER{commit)-R! [8]
si si
Y1 Y1
C-RECOVER(done) rsp [2]
p4 \;)J'
C-RECOVER(retry-tater) rsp pm
I
C-RECOVER(ready) req [7]
p3 & p7 pk
Y2
C‘F‘\ECU‘V’EF‘\(IUtly":dtcl}'HC St
I
C-RECOVER(unknown)-RC [2]
sl
i
Enablement e3
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9 Mapping to the presentation service

Clauses 7 and 8 specify the behaviour of a CCRPM in rela-
tion to CCR input events. Some events result in sending or
receiving one or more (concatenated) CCR APDUs. This
clause specifies how the presentation-service primitives are
used by the CCRPM. Table 32 summarizes the mapping of
CCR primitives and their related APDUs to the presentation
primitives used.

9.1 Begin branch

9.1.1 Use of the P-SYNC-MINOR req/ind parameters

9.1.1.1 Type: This mandatory parameter is set to the value
of "optional.”

9.1.1.2 Synchronization Point Serial Number: The value
is kept by the CCRPM but its use is not otherwise determined
by this International Standard.

9.1.1.3 User data: The User Data parameter is used to carry
the C-BEGIN-RI APDU. User Data (if any) on the C-BEGIN
request primitive is included in the C-BEGIN-RI APDU and

The begin banch procedure uses the P-SYNC-MINOR ser-
vice. For the[C-BEGIN response primitive, the begin branch
procedure cgn also use the P-TYPED-DATA service.

Table 32 - Mapping overview

is expressed using one or more presentation contexts|spe-
cified by the requestor on the C-BEGIN request pfimitiye.

CCR primitive CCR APDU Presentation primitive
C-BEGIN req/ind C-BEGIN-RI P-SYNC-MINOR reg/ind
C-BEGIN rsp/cnf C-BEGIN-RC P-SYNCMINOR rsp/cnf
C-BEGIN rsp/cnf where C-BEGIN-RC P-TYRED-DATA req/ind

C-BEGIN req was given

with C-ROLLBACK req

or C-COMMIT req
C-PREPARE reg/ind C-PREPARE-RI P-TYPED-DATA reg/ind
C-READY req/ind C-READY-RI P-TYPED-DATA req/ind

C-ROLLBACK req/ind

C-ROLLBACK rsp/cnf

C-ROLLBACK reg/ind +
C-BEGIN req/ind

C-ROLLBACK rsp/enf +

C-ROLLBAGK:RI

C-ROWEBACK-RC

C+<ROLLBACK-RI
fallowed by
C-BEGIN-RI

C-ROLLBACK-RC

P-RESYNC(restart) req/ind
P-RESYNC(restart) rsp/cnf
P-RESYNC(restart) reg/ind

P-RESYNC(restart) rsp/cnf
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C-BEGIN rsp/cnf followed by
C-BEGIN-RC
(see 7.8.8.1) C-ROLLBACK-RC P-RESYNC(restart) rsp/cnf
followed by
C-BEGIN-RI
C-COMMIT req/ind C-COMMIT-RI P-SYNC-MAJOR reg/ind
CXCOMMIT rsp/cnf C-COMMIT-RC P-SYNC-MAJOR rsp/cenf
C-COMMIT req/ind + C-COMMIT-RI P-SYNC-MAJOR req/ind
C-BEGIN reqfind followed by
C-BEGIN-RI
C-COMMIT rsp/enf + C-COMMIT-RC P-SYNC-MAJOR rsp/cnf
C-BEGIN rsp/cnf followed by
C-BEGIN-RC
C-RECOVER reg/ind C-RECOVER-RI P-TYPED-DATA req/ind

C-RECOVER rsp/cnf

C-RECOVER-RC

P-TYPED DATA req/ind
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