INTERNATIONAL ISO/IEC
STANDARD 9798-6

Second edition
2010-12-01

Information technology — Security
techniques — Entity authentication —

Part ©:
Mechanisms using manual data transfer

Technologies de l'information — Techniques de sécurité —
Authentification d'entité <

Partie 6: Mécanisnies utilisant un transfert manuel de données

Reference number
ISO/IEC 9798-6:2010(E)

© ISO/IEC 2010



https://standardsiso.com/api/?name=ff582a1ff24162808b2d2d81850c94a3

ISO/IEC 9798-6:2010(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2010

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +4122749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2010 — Al rights reserved



https://standardsiso.com/api/?name=ff582a1ff24162808b2d2d81850c94a3

ISO/IEC 9798-6:2010(E)

Contents Page
L oL =V o o iv
L X0 11 T T o v
1 £ oo o - PSPPSR SRR 1
2 Normative referenCes.........cccciviiiiiccciirrrr e s ssmn e s s s s mmne s e s sathe e snee de e e s s e e 1
3 Terms and definitions ..........ooo i smse e S e e e 1
4 Symbols and abbreviated terms..........ccccciiiiiiinri N T e, 3
5 L A=Y = 1L =T LT =T 4 =T o ) P 4
6 Mechanisms using a short check-value...........cccoiciiiire Gl e s 5
6./ (€71 4 =T o | P 5
6.2 Mechanism 1 — One device with simple input, one device with_ simple output ................J.........cce 5
6.3 Mechanism 2 — Devices with simple input capabilities.......c.. 5 e e 7
7 Mechanisms using a manual transfer of a short digest-value or a short key.........cccceeccc e 8
4 7= o 1= - | P 4 Y S 8
7.2 Mechanism 3 — One device with simple input, one device with simple output ................ e 8
7.3 Mechanism 4 — One device with simple input, one'device with simple output................feeeece.. 10
74 Mechanism 5 — Devices with simple input capabilities ...........ccccovriicnriniicncicc e, 1
7.5 Mechanism 6 — Devices with simple input capabilities ...........cccccvriicniiiiicncicc e, 13
8 Mechanisms using @ MAC .........ccoiiceEi s s e e s 15
8 (€71 4 =T - | 0 Y A 15
8.2 Mechanism 7 — Devices with simple output capabilities...........ccceeeeiermniiiiiiccciicce e 15
8.3 Mechanism 8 — One device with simple input, one device with simple output ................ecccce. 18
Annex A (normative) ASN.T MOAUIES i . .. ueeieieiiiic e sssssrrr e e s s s s ssms s e e e e e s ss s s ssmnnneeeessnssssnnneeenennnnnns 20
Annex B (informative) Using manual authentication protocols for the exchange of secret keys|........... 21
Anhnex C (informative) Using-manual authentication protocols for the exchange of public keys |........... 23
Annex D (informative) On‘mechanism security and choices for parameter lengths.....................le. 25
Anhnex E (informative)”A-method for generating short check-values ............ccccocvvmminiiicnnicicncccc e, 28
Anhnex F (informative) Comparative analysis in security and efficiency of mechanisms 1-8 .....|........... 30
Annex G (informative) Methods for generating short digest-values ..........cccoeriiiisniiniisnnnsscn foninans 33
BIblIOGraphy ......coocciiiiiiii i annn e e e e n s 34

© ISO/IEC 2010 — All rights reserved iii


https://standardsiso.com/api/?name=ff582a1ff24162808b2d2d81850c94a3

ISO/IEC 9798-6:2010(E)

Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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committees collaborate in fields of mutual interest. Other international organizations, governmen

y, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

task of the joint technical committee is to prepare International Standards. Draft Internation
tional Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of pate
D and IEC shall not be held responsible for identifying any or all suchypatent rights.
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nd edition cancels and replaces the first edition (ISQ/IEC 9798-6:2005), to which a new Clause
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D798 consists of the following parts, under the general title Information technology — Secur
s — Entity authentication:

1: General
D: Mechanisms using symmetric encipherment algorithms

B: Mechanisms using-digital signature techniques

b: Mechanisms using zero-knowledge techniques

b Mechanisms using manual data transfer
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Introduction

Within networks of communicating devices it is often necessary for two devices to perform an entity
authentication procedure using a channel which may be subject to both passive and active attacks, where an
active attack can include a malicious third party introducing data into the channel and/or modifying, deleting or

att Hirn v 8 —Othe y—entity-authentication
chanisms applicable when the two devices share a secret key, or where one device has an authenticated
py of a public key for the other device.

Yy cd

- &l

&l

. Instead

In| this part of ISO/IEC 9798, entity authentication mechanisms where there is no such assumpti¥n of pre-
her, or by

or the purposes of this part of ISO/IEC 9798, the meaning of the term entity~authentication is diff¢grent from
meaning applied in other parts of ISO/IEC 9798. Instead of one deviee-verifying that the other device has
laimed identity (and vice versa), both devices in the possession of a‘user verify that they correctly share a
ata string with the other device at the time of execution of the mechanism. Of course, this data stfing could
cgntain identifiers for one or both of the devices.

A$ described in informative Annexes B and C, a manual authentication mechanism can be used as|the basis
for secret key establishment or the reliable exchange of\public keys. A manual authentication mechanism
cquld also be used for the reliable exchange of other secret or public security parameters, including security
pdlicy statements or timestamps.

© ISO/IEC 2010 — All rights reserved \"
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Information technology — Security techniques —
Entity authentication —

Part 6:
MFGWWWW’Wer

1| Scope

This part of ISO/IEC 9798 specifies eight entity authentication mechanisms based on manual dat
bgtween authenticating devices. It indicates how these mechanisms can be-used to support key ma
functions, and provides guidance on secure choices of parameters for the;mechanisms. A compari
lepels of security and efficiency provided by the eight mechanisms is given.

Suich mechanisms can be appropriate in a variety of circumstanees. One such application occurs in
ngtworks, where the owner of two personal devices capablé) of wireless communications wishe
perform an entity authentication procedure as part of the process of preparing them for use in the nef

2| Normative references

The following referenced documents are indispensable for the application of this document. |
refferences, only the edition cited applies{_For undated references, the latest edition of the r
dgcument (including any amendments) applies.

ISO/IEC 9798-1:2010, Information technology — Security techniques — Entity authentication
General

3| Terms and definitions
For the purposes ofthis document, the terms and definitions given in ISO/IEC 9798-1 and the followi

3
check-valte
stfing of bits, computed as the output of a check-value function, sent from the data originator tg
relcipient that enables the recipient of data to check its correctness

8 transfer
nagement
son of the

personal
5 them to
work.

For dated
ferenced

+ Part1:

ng apply.

the data

3.2

check-value function

function fwhich maps a string of bits and a short secret key, i.e. a key that can readily be entered in
from a user device, to a fixed-length string of bits, i.e. a b-bit check-value, satisfying the following pro

— for any key k and any input string d, the function f{d, k) can be computed efficiently;

to or read
perties:

— it is computationally infeasible to find a pair of distinct data strings (d, d') for which the number of keys

which satisfy f(d, k) = f(d', k) is more than a small fraction of the possible set of keys.

NOTE In practice, a short key would typically contain 4—6 digits or alphanumeric characters.

© ISO/IEC 2010 — All rights reserved
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data origin authentication
corroboration that the source of data received is as claimed

[ISO 7498-2]

3.4

digest-value
string of bits, computed as the output of a digest function, sent from the data originator to the data recipient

that enab

35
digest fu

les the recipient of data to check its correctness

hction

function 4 which maps a string of bits and a long secret key to a short and fixed-length string of bits, i.e" a b-

digest-va

ue, that can readily be entered into or read from a user device, satisfying the followingproperties:

— for any key &k and any input string m, the function d(m, k) can be computed efficiently;

— it is gomputationally infeasible to find a pair of distinct data strings (m, m") for which the proportion of ke

whic

satisfy d(m, k) =d(m', k) is greater than (2 + ¢), where b is the bit length/of'a digest-value and ¢is

valug that is negligible relative to 2.

NOTE 1
cryptogra
for univer:

In practice, the second digest function property should be satisfied,/if the key k is of the size of a typi
ic hash value, for example, 160 bits. This requirement derives from theoretical lower bounds on the key lend
| hash-functions, which are a general class of digest functions. Morevdetailed discussions of this issue can

found in Apnex F.

NOTE 2

3.6
hash-fun

See Annexes D, F, and G for further discussions of key anddigest lengths.

ction

function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

— it is gomputationally infeasible to find for a given output an input which maps to this output;

— it is gomputationally infeasible to find for a given input a second input which maps to the same output.

[ISO/IEC

3.7

10118-1]

manual guthentication certificate

combinat

on of a secret/key’and a check-value, generated by one of the two devices engaging in many

authentication, with the property that, when entered into the other device, this pair of values can be used

complete

3.8

the manual‘authentication process at some later time

Message| Authentication Code

MAC

Dit

yS

al
th

al
to

string of bits which is the output of a MAC algorithm

[ISO/IEC

9797-1]

© ISO/IEC 2010 — All rights reserv:
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3.9

Message Authentication Code algorithm
MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits,
satisfying the following properties:

— for any key and any input string the function can be computed efficiently;

:2010(E)

for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the

function value on any new input string, even given knowledge of the set of input strings and

[«

\

[
3.

a
th

3.

simple input interface

in
of
nd

3.

simple output interface

n'JznuaI entity authentication
p

corresponding function values, where the value of the ith inpuf string may have been chd
observing the value of the first i-1 function values.

BO/IEC 9797-1]

10

cess achieving entity authentication between two devices using a combination jof message exch
(potentially insecure) communications channel and the manual transfer of limdited amounts of data
e devices

11

erface for a device that allows the user to indicate to the device‘the successful or unsuccessful ¢
a procedure, e.g. as could be implemented as a pair of buttdohs’or a single button which is either g

t within a certain time interval

12

sen after

anges via
between

pmpletion
ressed or

inferface for a device that allows the device to indicate to the user the successful or unsuccessful cpmpletion

ofla procedure, e.g. as could be implemented by red and green lights or as single light which is lit in different

ways to indicate success or failure

4| Symbols and abbreviated terms

A)B Labels used-or the two devices engaging in a manual entity authentication mechanism

d Digest~function, used in mechanisms 3 and 5, where d(D,k) denotes the digest value
coniputed on data string D using key &

D Data string whose value is established between devices 4 and B as the result of gerforming
a manual entity authentication mechanism

h Hash-function, used in mechanisms 3-6

L Iy Distinguishing identifiers of 4 and B respectively

K (Short) secret key used with a check-value function in mechanisms 1 and 2

k (Long) secret key used in mechanisms 3—6

Ky, K, Kp, Kp; Random MAC keys used in mechanisms 7 and 8

M

©

AC Message Authentication Code
(Short) random bit-string used in mechanisms 4, 6, 7, and 8
ISO/IEC 2010 — All rights reserved
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NOTE Annexes D and F provide guidance on appropriate choices for the lengths of short secrets and MAC keys:

5

The authIntication mechanisms specified in this document have the following requirementsyin addition to the
specific r

a)

f)

As defined in ISO/IEC 9798-1, X]||Y is used to mean the result of the concatenation of data
items X and Y in the order specified. In cases where the result of concatenating two or more
data items is input to a function as part of one of the mechanisms specified in this document,
this result shall be composed so that it can be uniquely resolved into its constituent data
strings, i.e. so that there is no possibility of ambiguity in interpretation. This latter property
could be achieved in a variety of different ways, depending on the application. For example,
it could be guaranteed by (a) fixing the length of each of the substrings throughout the
domain of use of the mechanism, or (b) encoding the sequence of concatenated strings
using a method that guarantees unique decoding, e.g. using the distinguished encoding
rules defined in ISO/IEC 8825-1 [10]

Overall requirements

quirements specified in Clauses 6, 7 and 8.

The [pair of devices performing the manual authentication procedure shall be connected via|a
comrpunications link (e.g. a wireless or Internet link). No security assumptions are made regarding this
link; that is, the mechanisms are designed to operate securely even in ancenvironment where an attacker
can monitor and change data transferred on this link.

The pair of devices performing the manual authentication procedure shall both have a user interfage
capaple of data input and data output.

The pser data input interface for a device shall, at minimium, be capable of indicating successful for
unsufcessful completion of a procedure (e.g. as could be implemented by using either two buttons or a
singl¢ button which is either pressed or not within a-certain time interval); such a means of data input|is
referfed to below as a simple input interface. By contrast, a standard input interface shall provide meaps
for tHe input of a short string of symbols, e.g..aynumeric, hexadecimal, or alphanumeric keypad. Unless
expli¢itly stated otherwise, it is necessary that every device has a standard means of data input.

The Yiser data output interface for a devige shall, at minimum, be capable of indicating either success jor
failurg of an authentication procedure (e.g. as could be implemented by means of red and green lights);
such|a means of data output is referred to below as a simple output interface. By contrast, a standard
output interface shall provide- means for the output of a short string of symbols, e.g. a numerjc,
hexafdecimal or alphanumeric display. Unless explicitly stated otherwise, it is necessary that every devite
has g standard means ofdata output.

For mechanisms 1<@anhd 2, the two devices performing the entity authentication procedure shall haye
agreed on the use\of-a specific check-value function, and shall have the means to implement this functipn.

NOTH 1 Guidance on appropriate choices for check-value functions and lengths for check-values and randgm
keys for usein'mechanisms 1 and 2 is provided in Annex D. A construction for an unconditionally secure check-vallie
functipn.suitable for use with mechanisms 1 and 2 is given in Annex E.

For mechanisms 3-6, the two devices performing the entity authentication procedure shall have agreed
on the use of a specific hash-function 4, and shall have the means to implement this function.

NOTE 2 Guidance on appropriate choices for bit lengths for hash-function inputs and outputs for use in
mechanisms 3-6 is provided in Annex D.

For mechanisms 3 and 5, the two devices performing the entity authentication procedure shall have
agreed on the use of a specific digest function d, and shall have the means to implement this function.

NOTE 3 Guidance on digests lengths for use in mechanisms 3 and 5 is provided in Annex D. Constructions for
digest functions using MAC algorithms and hash-functions, which are suitable for use with mechanisms 3 and 5, are
given in Annex G.

© ISO/IEC 2010 — All rights reserved
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For mechanisms 7 and 8, the two devices performing the entity authentication procedure shall have
agreed on the use of a specific MAC algorithm, and shall have the means to implement this algorithm.

NOTE 4 Guidance on appropriate choices for MAC algorithms and lengths for MACs and random keys for use

in mechanisms 7 and 8 is provided in Annex D.

Prior to invocation of mechanisms 1-8, the two devices performing the mechanism shall have e

xchanged

a data string D (in combination with a hash-value in mechanisms 3—-6). D may be generated by one
device and sent to the other device, or it may consist of the concatenation of data generated by both

devices and sent in both directions across the shared communications link.

6.1

In|t

Alstandard input or output interface can emulate a simple interface, and hence if both devices have
input and output interfaces then either’of the mechanisms may be used.

o
m
p

6.2.

The two mechanisms are appropriate for different types of devices. Specifically,

Both mechanisms operate in(the following general way. A data string D is transferred from one dey

6/2 Mechanism 1 — One device with simple input, one device with simple output

Either a single human user shall be in possession of both devices and shall operate them beth,
devices shall be operated by two users who share a trusted means of communication.

The users of the devices shall be present through the complete running operation-to ensu

br the two

e correct

processing of these mechanisms. There shall not be a significant delay in manual transfgr of data

between the devices during this operation. The devices shall automatically time. out as indica
mechanism specifications to preclude certain attacks.

Mechanisms using a short check-value

General

his clause two manual authentication mechanisms are specified that are based on the use of a ch

the first mechanism (mechanism 1) is appropriate for the case where one device has a sin
interface and the other has a simple output interface, and

the second mechanism (mechanism 2) is*appropriate for the case where both devices have
input interface.

er (or is the concatenation of data transferred in both directions) via the shared communications
nual entity authentication mechanism is then executed. As a result of the mechanism both dsg
vided with assurance that the data string D they possess is the same as the value held by the oth

1\ Specific requirements

ted in the

eck-value.

hple input

a simple

standard

ice to the
link. The
vices are
Br device.

This mechanism has the following specific requirements.

a) The mechanism specified in this subclause is appropriate for the case where one device (device 4) has a

b)

simple input interface and the other (device B) has a simple output interface.

Device 4 shall have the means to generate keys.

© ISO/IEC 2010 — All rights reserved
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6.2.2 Specification of data exchanged
The following data exchanges and operations shall take place (see also Figure 1).

a) Both devices shall output a signal to acknowledge that they have received data D and that they are ready
for the authentication mechanism to commence. On observing that both devices are ready, the user shall
then enter a signal into device 4 to notify 4 that the mechanism can start.

b) Device 4 shall generate a random key K, where K is suitable for use with the check-value function shared
by the two components. Using this key K, device 4 shall compute a check-value as a function of the data
D. THe check-value and the key K shall then be output via the output interface of device 4. The user shall
read fthe check-value and the key K from the output interface.

c) The user shall enter the check-value and the key K output by device 4 to device B using its input.interface.
Devi¢e B shall use the key K to re-compute the check-value as a function of its stored version-of data D] If
the tivo check-values agree, then device B shall output a success signal to the user via,its)simple output
interface. Otherwise it shall give a failure signal.

d) Ther'tser shall enter the result output by device B, i.e. success or failure, into deviee A4 via its simple ingut

interface.
)
e
A B/Y
simple simple
input output
Output: Data D ready Output: Data D ready
User verifies: Both*eomponents ready
User enters: Start
Generate K, compute
check-value, and output
K and check-value
User reads K and ¢heck-value User enters K and check-value
Recompute check-
value and compare
Output Accept or Reject
User reads result
User enters result

Figure 1 — Manual authentication mechanism 1

6.2.3 Manual authentication certificates

Manual authentication mechanism 1 has the property that no authentication information is transmitted over the
insecure channel. Therefore, it does not affect the security of the mechanism if the manual authentication
values K and check-value are transferred from device 4 to device B before the latter has received the actual
data D. Naturally, such an approach is applicable only to situations where device 4 generates the data D.
However, in such a case, mechanism 1 offers a means of authenticating data to be received at some later
time. Such authentication means is called a manual authentication certificate. A protocol for data origin
authentication using a manual authentication certificate is now specified (with the same requirements as
specified in subclause 6.2.1). Note that this protocol does not provide entity authentication.

6 © ISO/IEC 2010 — All rights reserved
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Suppose device 4 has data D that needs to be sent to device B at some later time.

a)

:2010(E)

Device 4 generates a random key K, where K is suitable for use with the check-value function shared by
the two devices. Using this key K, device 4 computes a check-value as a function of the data D. The
check-value and the key K are then output to the user by the output interface of device 4. The user reads

the output check-value and key K.

The user enters the check-value and key K output from device 4 to the input interface of device B. The

key K and the check-value are stored in device B.

The manual authentication certificate consists of K and the check-value computed as,a-function of K

N
et
kg

6

6.

a

6.

a

This mechanism has the following specific requirements.

The following data exchanges and-operations shall take place (see also Figure 2).

VVhen device B at some later ume receives data D, It can verity the authenticity ol the daia
stored values of K and the check-value. Device B uses the key K to recompute the chegk-y
function of the received data D. If the two check-values agree then device B accepts the data ar
a success signal to the user. Otherwise it gives a failure signal.

DTE An example of data that could be included in D are a public key of a device, its identity, the domain

y between two devices.
3 Mechanism 2 — Devices with simple input capabilities

3.1 Specific requirements

The mechanism specified in this subclause is appropriate for the case where both devices (4 an
a simple input interface.

One of the devices (the device labelled 4 below) shall have the means to generate keys.

3.2 Specification of data exchanged

Both devices shall output a signal to acknowledge that they have received data D and that they
for the authentication mechanism to commence. On observing that both devices are ready, the
then enter a signal into device 4 to notify 4 that the mechanism can start.

Device 4 shalkgenerate a random key K, where K is suitable for use with the check-value functi
by the two/Components. Using this key K, device 4 shall compute a check-value as a function g
D. The check-value and the key K shall then be output via the output interface of device 4. Devi
also transmit the key K to device B via the shared communications link.

Device B shall use the key K to compute the check-value as a function of its stored version of dg

using the
alue as a
d outputs
and D.

of service,

C. In Annex B an example is provided of how manual authentication certificates can be’used to establish a shared secret

d B) have

are ready
user shall

bn shared
f the data
ce A shall

ta D, and

shall output the key K and the computed check-value.

d)

©

The user shall compare the two output check-values and the two output keys. If the values agree then the
user enters a signal of acceptance into both devices. If the check-values or the key values are different

then the mechanism has failed and the user shall enter a rejection signal into the devices. Th
shall interpret the absence of an acceptance signal as a failure signal (this will require the imple
of a time-out mechanism).

ISO/IEC 2010 — All rights reserved
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7 Medhanisms using a manual transfer of a short digest-value or a short key

71 Ge

In this cla
short dig
Specifica

— the f
simp

— the s
a sim

A standaild input or output interface can emulate a simple interface, and hence if both devices have standa

input and

All mecha
one deviq
directions
As aresu
the same

9798-6:2010(E)

A B
simple simple
input input
Output: Data D ready Output: Data D ready

User verifies: Both components ready

User enters: Start

Generate K, and
transmit K to second
component

> Receive K
Compute check-value Compute check-value
Output K and check-value Output K and check-value

User compares the key K and the two check-values.
User enters OK or REJECT in both components.

Figure 2 — Manual authentication mechanism 2

heral

pst-value or a short key. The four mechanisms are appropriate for different types of devig
y1

rst two mechanisms (mechanisms 3 @nd 4) are appropriate for the case where one device has
e input interface and the other has™a,;simple output interface, and

bcond two mechanisms (mechanisms 5 and 6) are appropriate for the case where both devices ha
ple input interface.

output interfaces then’either of the mechanisms can be used.

nisms operate-in the following general way. A data string D and a hash-value are transferred frg
e to the other (D may alternatively be made up of the concatenation of data transferred in bo
) via the'shared communications link. The manual entity authentication mechanism is then execute
t of the-mechanisms both devices are provided with assurance that the data string D they possess
as’the value held by the other device.

Lse four manual authentication mechanisms are.specified that involve the manual transfer of eithen a

rd

m

=
=

S

7.2 Me

chanism 3 — One device with simple input, one device with simple output

7.2.1 Specific requirements

This mechanism has the following specific requirements.

a) The mechanism specified in this subclause is appropriate for the case where one device (device 4) has a

simpl

e input interface and the other (device B) has a simple output interface.

b) Device 4 shall have the means to generate (long) random keys.
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7.2.2 Specification of data exchanged

:2010(E)

The following data exchanges and operations shall take place (see also Figure 3). Note that steps a)-b) may
occur in parallel, as may steps d)—e).

a)

b)

Devices 4 and B shall provisionally agree on a data string D. This could, for example, be achieved via an

exchange of unprotected messages sent via the shared communications link.

Device A4 shall generate and keep secret a random key &, where & shall be suitable for use as a key with
the agreed digest function 4. Device 4 shall compute A(k) and then pass this hash-value to device B by

N
tri

DTE 1

some (not necessarlly secure) means, e.g. via the shared communications link.

Both devices shall output a signal via their output interfaces to acknowledge that they-have ¢
steps a)-b), and that they are ready for the authentication mechanism to commence;.On obs
signals, the user shall enter a signal into device 4 via its simple input interface to” notify A
mechanism can start.

Device 4 shall compute a short digest-value d(D, k) and output the digestsvalue via its standa

ompleted
erving the
| that the

rd output

interface. The user shall read the short digest-value from the standard output interface of 4, and enter it

into B using B’s standard input interface.

Device 4 shall transmit the key & to device B via the shared communications link. On receipt of 4]
shall compute i(k) and check whether it equals the value device'B received from 4 in step b). If
values agree then B proceeds to step f). Otherwise B shall~dive a failure signal, and shall im
mechanism whereby it will refuse to start a new instance afthe mechanism for a short time-perig

Device B shall use the key & and its stored version of<data D to re-compute the short digest-val
If this digest-value equals the value device B received in step d) then B shall output a success

device B
the hash-
blement a
d.

e d(D, k).
signal to

the user via its simple output interface. Otherwise it shall give a failure signal, and shall implement a

mechanism whereby it will refuse to start a new'instance of the mechanism for a short time-perig

The user shall enter the result output by-device B, i.e. success or failure, into device 4 via its sir

d.

nple input

interface. 4 shall interpret the absence-of an acceptance signal as a failure signal (this will require the

implementation of a time-out mechanism).

signal in step g).

N
di
hd
Sy

DTE 2 In this mechanism, device B trusts device A since 4 generates the random key k& and so pre-dete
hest-value d(D, k). If B-i§)given the ability to generate random keys then 4 and B do not have to trust each (¢
wever, potentially “makes the mechanism more complex because of the increased network communi
nchronisation requirements. This observation also applies to mechanisms 4—6.

The time delay mechanism, used in steps e) and f) prevents a man-in-the-middle attack in which an attacker
bs to masquerade as device 4 tordevice B immediately after B abandons the run while 4 is still waiting for an 4§

cceptance

rmines the
ther. This,
cation and

© ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=ff582a1ff24162808b2d2d81850c94a3

ISO/IEC 9798-6:2010(E)

A B
simple simple
input output
Generate k
Output: Data D || h(k) ready Output: Data D || h(k) ready

1ser verifies: Both components ready

User enters: Start

Compute a digest-value,
and output it

User reads digest-value User enters digest-value
Transmit k via the =% Receivek
communication link Recompute digest-value and

hash-value, and compare

Output Accept or Reject

User reads result
User enters result

Figure 3 — Manual authentication mechanism 3

7.3 Megchanism 4 — One device with simple input, one device with simple output

7.3.1 Specific requirements
This mechanism has the following specific requirements.

a) The mechanism specified in this, stibclause is appropriate for the case where one device (device 4) hag a
simple input interface and the pther (device B) has a simple output interface.

b) Devige 4 shall have the means to generate (long) random keys and short random bit-streams.

7.3.2 Specification of 'data exchanged

The following data¢exchanges and operations shall take place (see also Figure 4). Note that steps a)-b) may
occur in garallel,=as-may steps d)—e).

a) Deviges+ and B shall provisionally agree on a data string D. This could, for example, be achieved via an
exch mmmmm

b) Device 4 shall generate and keep secret a (long) random key k£ and a (short) random bit-stream R. Device
A shall compute A(D||k||R) and then pass this hash-value to device B by some (not necessarily secure)
means, e.g. via the shared communications link.

c) Both devices shall output a signal via their output interfaces to acknowledge that they have completed
steps a)-b), and that they are ready for the authentication mechanism to commence. On observing the
signals, the user shall enter a signal into device A via its simple input interface to notify 4 that the
mechanism can start.
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d) Device 4 shall output the short random bit-stream R via its standard output interface. The user shall read
the short random bit-stream R from the standard output interface of 4, and enter it into B using B’s

standard input interface.

e) Device 4 shall transmit the key & to device B via the shared communications link.

f)  On receipt of R and k in steps d)—e), device B shall use them to re-compute A(D|k||R) as a function of its
stored version of data D. If this hash-value equals the value device B received from A4 in step b) then B
shall output a success signal to the user via its simple output interface. Otherwise it shall output a failure

signal.

implementation of a time-out mechanism).

A
simple
input
Generate k and R
Output: Data D || #(D||k||R) ready

User enters: Start

Output R

User reads R

communication link

User enters result

e |

)

B| e
simple [, N«

output,

Outpaty Data D || A(D||k||R) ready

User verifies: Both components ready

User enters R

Transmit k via the =3 Receivek

Recompute hash-value,
and compare

Output Accept or Reject

User reads result

Figure 4 — Manual authentication mechanism 4

7i4_"Mechanism 5 — Devices with simple input capabilities

gl The user shall enter the result output by device B, i.e. success or failure, into device 4 via its siixple input
interface. A shall interpret the absence of an acceptance signal as a failure signal (this'will

require the

7.4.1 Specific requirements

This mechanism has the following specific requirements.

a) The mechanism specified in this subclause is appropriate for the case where both devices (4 and B) have

a simple input interface.

b) One of the devices (the device labelled 4 below) shall have the means to generate (long) random keys.

© ISO/IEC 2010 — All rights reserved
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7.4.2 Specification of data exchanged

The following data exchanges and operations shall take place (see also Figure 5). Note that steps a)-b) may
occur in parallel, as may steps d)—e).

a) Devices 4 and B shall provisionally agree on a data string D. This could, for example, be achieved via an
exchange of unprotected messages sent via the shared communications link.

b) Device 4 shall generate and keep secret a random key &, where & shall be suitable for use as a key with
the agreed digest function d. Device 4 shall compute (k) and then pass this hash-value to device B by

someg

c) Both
steps
signg

mech
d) Devi
e) Devi
outpd

f)  On receipt of key & in step d), B shall re-compute the hash-value i(k) and-the short digest-value d(D, k)

a fun|
then
failuri
mech

g) The Uiser shall compare the two short digest-values output via the standard output interfaces of devices

and

devid
rejec
failuri

NOTE
masquera
in step g).

(not necessarily secure) means, €.g. via the shared communications link.

devices shall output a signal via their output interfaces to acknowledge that they have cemplet
a)-b), and that they are ready for the authentication mechanism to commence. On observing t
Is, the user shall enter a signal into device A via its simple input interface to notify 4 that t
anism can start.

e A shall transmit the key & to device B via the shared communications link.

e A shall compute a short digest-value d(D, k) and output the short digest-value via its standa
t interface.

ction of its stored version of D. If this hash-value equals the valu€\device B received from A4 in step
device B shall output the short digest-value via its standard cutput interface. Otherwise B shall give
b signal, and shall implement a mechanism whereby it will refuse to start a new instance of t
anism for a short time-period.

B in steps e)-f). If they are the same then theluser shall enter a signal of acceptance into bg
es via their simple input interfaces. Otherwise.the mechanism has failed and the user shall enter
ion signal into the devices. The devices shall interpret the absence of an acceptance signal as
b signal; this will require the implementation of a time-out mechanism.

The time delay mechanism used in(step f) prevents a man-in-the-middle attack in which an attacker tries
e as device 4 to device B immediately after B abandons the run while 4 is still waiting for an acceptance sigr

bd
he
he

rd

s
b)

a
Ne

to
al
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A B
simple simple
input input
Generate k
Output: Data D || h(k) ready Output: Data D || i(k) ready

1ser verifies- Both components ready

User enters: Start

Transmit & to second —__p Receivek

component via the
communication link Recompute & verify hash-value
If incorrect, output Reject

Else,

Compute & output digest-value Compute & output digest-yalye

User compares the two digest-values.
User enters OK or REJECT in both components§,

Figure 5 — Manual authentication’'mechanism 5

7/5 Mechanism 6 — Devices with simple input capabilities

7.6.1 Specific requirements
This mechanism has the following specific:requirements.

a) The mechanism specified in this subclause is appropriate for the case where both devices (4 and B) have
a simple input interface.

b) One of the devices (the/device labelled 4 below) shall have the means to generate (long) random keys
and short random.bit-streams.

7.6.2 Specification of data exchanged

The following,'data exchanges and operations shall take place (see also Figure 6). Note that steps a)-b) may
ogcur in parallel, as may steps d)—e).

a) cDevices 4 and B shall provisionally agree on a data string D. This could, for example, be achieyed via an

29, P CART-V-I-X 3 tad-pa aac-aaiiais ahbharad-carmniceatiaona-dial
CACTTIagC U OiTPTUTCCTC U T C SSag t S~ STt via thC—STarCU- GO AT o atrfoOTTS TN,

b) Device 4 shall generate and keep secret a (long) random key k and a (short) random bit-stream R. Device
A shall compute A(D||k|R) and then pass this hash-value to device B by some (not necessarily secure)
means, e.g. via the shared communications link.

c) Both devices shall output a signal via their output interfaces to acknowledge that they have completed
steps a)-b), and that they are ready for the authentication mechanism to commence. On observing the
signals, the user shall enter a signal into device 4 via its simple input interface to notify 4 that the
mechanism can start.
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d) Device 4 shall transmit the (long) key k£ and (short) random bit-stream R to device B via the shared
communications link.

e) Device 4 shall output the short random bit-stream R on its standard output interface.

f)  On receipt of £ and R in step c), device B shall re-compute the hash-value A(D|k||R) as a function of its
stored version of data D. If this hash-value equals the value device B received from 4 in step b) then
device B shall output the short random bit-stream R via its standard output interface. Otherwise B shall
give a failure signal, and shall implement a mechanism whereby it will refuse to start a new instance of
the mechanism for a short time-period.

g) The
devid
both
via th
signs

NOTE
masquera
in step g).

Liser shall compare the two short random bit-streams output via the standard output interfaces
es A and B in steps e)-f). If they are the same then the user shall enter a signal of acceptance in
devices. Otherwise the mechanism has failed and the user enters rejection signal into the'devic
eir simple input interfaces. The devices interpret the absence of an acceptance signal-as a failu
I, this will require the implementation of a time-out mechanism.

The time delay mechanism used in steps f) prevents a man-in-the-middle attack in which an attacker tries
e as device A to device B immediately after B abandons the run while A is still waiting/for an acceptance sign

A B
simple simple
input input
Generate k and R
Output: Data D || h(D||k||R) ready Qutput: Data D || h(D||k||R) ready

User verifies: Both components ready

User enters: Start

Transmit k and R to s p ReceivekandR
second component via‘the
communication link Recompute & verify hash-value

If incorrect, output Reject

Output R Else, output R

User compares two short random bit-streams.
User enters OK or REJECT in both components.

Figure 6 — Manual authentication mechanism 6
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Mechanisms using a MAC

1 General

:2010(E)

In this clause two manual authentication mechanisms are specified that are based on the use of a Message
Authentication Code (MAC). The two mechanisms are appropriate for different types of devices. Specifically,

interface, and

the first mechanism (mechanism 7) is appropriate for the case where both devices have a simple output

A
in

B

the second mechanism (mechanism 8) is appropriate for the case where one device has a sirn
interface and the other has a simple output interface

standard input or output interface can emulate a simple interface, and hence if both deviees have
but and output interfaces then either of the mechanisms may be used.

m
p

8

8.
in
us

8.

a

bth mechanisms operate in the following general way. A data string D is transferred from one dey

nual entity authentication mechanism is then executed. As a result of thelmechanism both de
vided with assurance that the data string D they possess is the same as'the value held by the oth

o:Eer (or is the concatenation of data transferred in both directions) via the shared communications

2 Mechanism 7 — Devices with simple output capabilities

2.1 General

This mechanism has two variants (7a and 7b). Mechanism 7a, specified in clause 8.2.3, requi

eractions between the two devices, whereas mechanisn 7b, specified in clause 8.2.4, requires leg
er interaction.

2.2 Specific requirements

This mechanism has the following specific requirements.

The two variants of the mechanism specified in this subclause are appropriate for the case w,
devices (4 and B) have a simple*output interface.
Both devices shall have the*means to generate random MAC keys, and the user shall have the
generate short random bjt-strings.
The devices know-each other's identity before starting the mechanism.
DTE If the User makes poor choices for the random bit-string, e.g. the user always chooses the same
bre is a greatly‘ificreased risk of a successful attack on the mechanism.

2.3 Specification of data exchanged in mechanism 7a

m

e following data exchanges and operations shall take place (see also Figure 7). Note that steps

nple input

standard

ice to the
link. The
vices are
er device.

res fewer
s manual

here both

means to

alue, then

b) and c)

may-occurimparatteasmay-stepsdj=e)jand-f=g)-

a)

b)

Both devices shall output, via their respective simple output interfaces, a signal to acknowledge that they

have received data D and that they are ready for the authentication mechanism to comm
observing that both devices are ready, the user shall generate a short random bit-string R. The

ence. On
user shall

enter the random bit-string R into both devices, and shall then enter a signal into device 4 to notify 4 that

the mechanism can start.

Device 4 shall generate a random key K,, where K, is suitable for use as a key with the MAC function
shared by the two devices. Using K, as the key, device 4 computes a MAC (labelled MAC,) on the data
string made up of the concatenation of I, (an identifier for 4), the data D, and the random bit-string R.

Device 4 shall transmit MAC, to device B via the shared communications link.

© ISO/IEC 2010 — All rights reserved
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c) Device B shall generate a random key K3, where K3 is suitable for use as a key with the MAC function
shared by the two devices. Using K; as the key, device B computes a MAC (labelled MAC;) on the data
string made up of the concatenation of 73 (an identifier for B), the data D, and the bit string R. Device B
shall transmit MAC; to device A4 via the shared communications link.

d) Once device 4 has received MAC; (and not before), device 4 shall send K, to device B.
e) On receipt of K,, device B verifies that MAC, equals a MAC value computed using the stored values of R,

D, 1,, and the received value K, as the key. If verification is successful, device B outputs an indication of
success.

f)  Oncq device B has received MAC, (and not before), device B shall send K to device 4.

g) On receipt of K3, device 4 verifies that MAC; equals a MAC value computed using the stored values of R,
D, Iz)and the received value Kj as the key. If verification is successful, device 4 outputs an.indication |of
success.

h) The user verifies that both devices have given an indication of success, and, if so,(enters a confirmatipn
of success into both devices. If one or both of the devices give a failure indication, then the user shall
entel| a failure indication into both devices. If the user fails to enter a success,notification into a devige
withim a specified time interval, then this shall be interpreted as a failure of the-mechanism.

NOTE Step g) in this mechanism prevents a substitution attack where the attacker tries to masquerade as device 4
to device 3.
A B
simple simple
output output
Output: Data D ready Output: Data D ready

User verifies: Both components ready.
User _generates and enters R in both devices.

User enters: Start

Generate K j.compute MAC, Generate Kz, compute MACy,
and transmittMAC, to B and transmit MACj to 4
< >
Receive MACj, transmit K4 Receive MAC,.
to B
>

Receive K4 and verify MAC .
If correct, output Accept and
transmit Kz to 4

Else, output Reject

%

Receive K and verify MACg.
If correct, output Accept
Else, output Reject

User verifies that both 4 and B accepted, in which case user enters OK in
both 4 and B. Else, user enters REJECT in both 4 and B.

Figure 7 — Manual authentication mechanism 7a
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8.2.4 Specification of data exchanged in mechanism 7b

The following data exchanges and operations shall take place (see also Figure 8).

:2010(E)

a) Both devices shall output a signal to acknowledge that they have received data D and that they are ready
for the authentication mechanism to commence. On observing that both devices are ready, the user shall
generate a short random bit-string R = (r,r,,...,r,), where r; is a bit and » is the number of bits in R. The
user shall enter the value R into both devices, and shall then enter a signal into device 4 to notify 4 that
the mechanism can start.

by For 7 set conseculively 10 1, Z, ..., i, Steps 1)-b) shall be execuied. (Note that steps 1) and_2) may be
executed in parallel).

1) Device 4 shall generate a random key K,;, where K,; is suitable for use as ackey with|the MAC
function shared by the two devices. Using K, as the key, device 4 computes adMAC (labelled MAC,,)
on the data string made up of the concatenation of /, (an identifier for 4), the data D, and tHe random
bit ;. Device 4 shall transmit MAC; to device B via the shared communicatiens link.

2) Device B shall generate a random key Kjz;, where Kp; is suitable for use as a key with{the MAC
function shared by the two devices. Using Kj3; as the key, device B-eamputes a MAC (labellgd MAC3;,)
on the data string made up of the concatenation of I; (an identifier for B), the data D, and tHe random
bit 7. Device B shall transmit MACj; to device 4 via the shared communications link.

3) On receipt of MACy;, device 4 sends K, to device B.

4) On receipt of MAC,; and K,;, device B verifies thatMAC,; equals a MAC value computed |using the
stored values of r;, D, 1, and the received key K;-If verification is successful, device B senhds Kj; to
device 4; otherwise it aborts the protocol.

5) On receipt of Kp;, device 4 verifies that MACy,, as received in step 3, equals a MAC value fomputed
using the stored values of r;, D, Iy and\the received key Kjp,. If verification is unsuccessful] device 4
aborts the protocol.

NOTE In the case i = n, if verification.ij§_successful in steps 4) and 5), devices B and A, respectively, can output an

Hication of success. Whilst this is nat an integral part of the protocol, it may be useful to give the deviq
Jication that the process has completed successfully.

€ user an
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8.3 Megchanism 8 — One device withsimple input, one device with simple output
8.3.1 General
This mechanism has two variants .(8a and 8b). Mechanism 8a requires fewer interactions between the two

devices, whereas mechanismc8b-requires less manual user interaction.

8.3.2 Specific requirements

This mec

a) The

devige'(4) has a simple input interface and the other device (B) has a simple output interface.

b) Both

9798-6:2010(E)

A B
simple simple
output output
Output: Data D ready Output: Data D ready

User verifies: Both components ready.
Ilser generates and enters R in both devices

User enters: Start

Perform the following set of steps » times, where i =1, 2, ..., n on
successive iterations:
Generate K 4;, compute MAC 4, Generate Kp;, compute MACy;,
and transmit MAC,; to B and transmit MACgy; to 4

< »
Receive MACy,, transmit K 4; Receive MAC;.
to B

>

Receive K 4; and verify MAC ;.
If correct, transmit Kgito A
Else, abort the prdtocol

<
Receive Kp; and verify MACp,.
If incorrect, abort the protocol

Figure 8 — Manual authentication mechanism 7b

nanism has)the following specific requirements.

woAvariants of the mechanism specified in this subclause are appropriate for the case where ofe

devices shall have the means to generate random MAC keys.

c) The devices know each other's identity before starting the mechanism.

18
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8.3.3 Specification of data exchanged in mechanism 8a

The data exchanges and operations are precisely the same as those for Mechanism 7a (as specified in clause

8.2.3) with the following exception:

— In step a) device 4 generates the random bit-string and displays it to the user, who copies it into device B.

Thus in this mechanism the user is not required to generate a random bit-string.

This mechanism is shown in Figure 9.

A

simple
input

Output: Data D ready

User enters: Start

Generate K4, compute MAC 4,
and transmit MAC, to B

B

simple
output

Output: Data Dsready

User verifies: Both components ready.
Device 4 generates and outputs R.
User enters R in device B.

GeneraterK 3, compute MACyg,
and transmit MACp to 4

d

[
|t

<
Receive MACp, transmit K 4
to B

Receive MAC,,.

a

>

Receive K, and verify MAC .
If correct, output Accept and
transmit Kz to 4

Else, output Reject

Receive K and verify MACg.
If correct, output Accept
Else, output Reject

Usgtyerifies that both 4 and B accepted, in which case user enters OK in
both 4 and B. Else, user enters REJECT in both 4 and B.

Figure 9 — Manual authentication mechanism 8a

8.B3.4"\ Specification of data exchanged in mechanism 8b

The data exchanges and operations are precisely the same as those for mechanism 7b (as specified in clause

8.2.4) with the following exception:

— In step a) device 4 generates the random bit-string and displays it to the user, who copies it into device B.

Thus in this mechanism the user is not required to generate a random bit-string.
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Annex A
(normative)

ASN.1 modules

A.1 Formal definition

EntityAuthenticationMechanisms-6 {

iso(l) standard(0) e-auth-mechanisms (9798) part6 (6)
snl-module (0) object-identifiers(0) }
DEFINITIONS EXPLICIT TAGS ::= BEGIN

-— EXPORTS All; --
-— IMPORTS None; -—-

OID =| OBJECT IDENTIFIER -- alias

-—- Synopyms --

159798~ OID ::= { iso(l) standard(0) e-auth-mechahisms (9798) part6 (6)
mechanipm OID ::= { 1s9798-6 mechanisms (1) }

-- Mechpnisms using manual transfer of a short key and a short check-value --

mdt-kc—-fiso OID

{mechanism mdt-kc=€iso (1)}

mdt-kc—-fisi OID ::= {mechanism mdt<kt-sisi(2)}

-— Mechpnisms using manual transfer of a short digest-value or a short key --

mdt-c-sfiso-one OID {mechanism mdt-c-sisoone (3)}

mdt-c-sfiso-two OID ::=~{mechanism mdt-c-sisotwo (4) }

mdt-c-sfisi-one OID {mechanism mdt-c-sisione (5)}

mdt-c-sfisi-two, OID

{mechanism mdt-c-sisitwo (6)}

—-— Mechpnismsrusing a MAC --

mac-k-spse@ OID ::= {mechanism mac-k-soso (7)}

}

mac—-k-siso OID {mechanism mac-k-siso(8)}

END -- EntityAuthenticationMechanisms-6 --
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Annex B
(informative)

Using manual authentication protocols for the exchange of secret keys

B.1 General

In[ this annex we describe methods for enabling devices to share a secret key using one of\the manual
authentication mechanisms specified in the body of this part of ISO/IEC 9798.

.2 Authenticated Diffie-Hellman key agreement
The procedure described here is the Diffie-Hellman key agreement mechanism{ which is authenticated using
a |manual authentication mechanism. The key agreement mechanism conforms’to key agreement mechanism
4 pf ISO/IEC 11770-3 (see also Annex B.5 of ISO/IEC 11770-3). The description given below is simplified, and
a full description the reader is referred to ISO/IEC 11770-3.
The Diffie-Hellman key agreement mechanism is described in terms of a general group G (expressed in
multiplicative terminology), and an element g in G, which has~a\sufficiently large order. The stdps of the
cedure are as follows.

a) Device 4 generates randomly and privately an integery; computes g* and sends it to device B.
b) Device B generates randomly and privately an integer y, computes g” and sends it to device 4.

c) Devices 4 and B execute one of the manual authentication protocols for data D = (g* || &’ || tgxt) where
‘text’ is any additional data, e.g., each others’ identifiers, that the devices may want to agree upagn.

d)Y If the result of the manual authentication protocol is successful, then the components can cofpute the
shared Diffie-Hellman key as S = g".

The components can then derive*secret cryptographic keys of the required length and format from the shared
sgcret Diffie-Hellman key S;

B.3 Authenticated Diffie-Hellman key agreement using a manual authentication
certificate

B|3.1 General

he Diffie-

e-procedure described here is the Diffie-Hellman key agreement mechanism, where one of
s = oublic keys | . onticated usi = aLlel—ab icatic . ifi S a is_procedure is
specific to mechanism 1 and the requirements specified in subclause 6.2.1 shall be met). Device B is
authenticated to device 4 using an encrypted version of the check-value key K used in the mechanism. Note
that this mechanism requires the two devices to agree and implement a symmetric encryption mechanism e,
where ¢;(M) denotes the encryption of data M using secret key L. Symmetric encryption techniques are
standardized in ISO/IEC 18033-3 and ISO/IEC 18033-4.

The Diffie-Hellman key agreement mechanism is described in terms of a general group G (expressed in
multiplicative terminology), and an element g in G, which has a sufficiently large order. The procedure has two
stages, Stage 1 and Stage 2.
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In Stage 1, device 4 generates its Diffie-Hellman private key, computes the corresponding public key, and
produces a manual authentication certificate for a data string including this public key. The certificate is
transferred to device B. In Stage 2, device B receives the public key of device 4, verifies it, and generates its
own private and public Diffie-Hellman keys. Further, both devices compute the shared Diffie-Hellman secret,
from which a secret encryption key is derived. Finally, device A4 verifies the encrypted version of the key K it
receives from device B as part of the manual authentication process. As the result, the Diffie-Hellman secret
shared by the two devices has been authenticated.

B.3.2 Stage 1

a)

Devite 4 generates randomly and privately an integer x and computes g*. Device 4 then creates a manu
authentication certificate on the data string D made up of g* and any other data that needs to be.relial]
transferred to device B. The manual authentication certificate (K, check-value) is manually transferred
devide B, and device B stores it. Device A4 stores x and g, and any other data items included within D.

B.3.3 S

b)

c)

d)

The two ¢
Diffie-Hel

NOTE
other appr
could be u

B.4 Mo

Means by
are now @

Devi
B vern

Devi
Hell

auth
devig

Devi
corre

One

The

shargd secret key with each of them.

Then|

re than two components

ge 2 (initiated by either device at some later time)

fies the authenticity of g* based on the stored manual authentication certificate.

an shared secret as S = (¢g") and uses S to encrypt the key K;‘i.e. the key from the mand
e A.

e A computes its copy of the shared secret as S = (¢")%-Then it decrypts es(K) and verifies that K
ct. If so, then device 4 can accept S as authenticated.

evices can then derive cryptographic keys of the-required length and format from the shared seci|
man key S.

ppriate value, e.g., the check-value or some special purpose value, agreed between the parties at Stage
bed instead.

which more than two_devices can agree on a secret key using manual authentication techniqu
escribed.

Hevice acts asa¥master’ device.

master device executes the mechanism described in B.2 with every other device to establish

e A sends g" and possibly some other data to device B via the shared communications link. Devige

e B generates randomly and privately an integer y, and computes g’."Device B computes the Diffie-

ntication certificate. Device B sends the encrypted key eg(K) afd its Diffie-Hellman public key ¢’ [to

ly

to

al

S

et

In the above description the key K from the manual authentication certificate was used in steps c) and d). Ahy

=N

nd

any of the devices can generate the common secret key. which is then distributed encrypted a

possibly also integrity-protected to the remainder of the devices via the master device.

If the number of devices is n, the master device needs to compute n exponentiations in the group G. Each of
the other devices needs to compute two exponentiations. Therefore it is advisable to choose the master
device to have sufficient computing power to perform the task.
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Annex C
(informative)

Using manual authentication protocols for the exchange of public keys

C.1 General

In[ this annex methods are described that enable devices to reliably exchange a public key using gne of the
mianual authentication mechanisms specified in the body of this part of ISO/IEC 9798. The context of the
description is between a Certification Authority (CA) and a client of the CA. The CA needs.to|reliably transfer
it§ public key to the client, and the client needs to reliably transfer its public key to the CA,

Tyo different cases are described, depending on whether the CA client generates its own private keys, or
whether they are generated by a key management facility and then imported to the device.

C.2 Requirements

The CA shall be equipped with a standard output interface, e.g.-a ‘display, and a simple input interface for
giving it commands. The CA client shall possess a standard input\interface and a simple output intefface, e.g.
an audio output, to indicate success or failure of the process.

NOTE It is straightforward to adapt the procedure to the c¢ase where the CA and CA client have different types of
uder interfaces. Only the type of the manual authentication pratocol needs to be changed.

The CA client and the CA share a communicationschannel.

ClL.3 Private key generated in device
The procedure operates as follows.

a) The CA shall be reliablyinformed of the identifier for the CA client. This could, for example, be| achieved
by the user entering thg identifier for the client into the input interface of the CA. However, it could also be
achieved as part of the-protocol itself (see below).

b) The CA sendsiiispublic key Pc, to the CA client, and the CA client sends its public key Py, to the CA. This
transfer is assumed to take place via the (untrusted) communications link. Along with P, the|CA client
can send._any other information it wishes to have included in the public key certificate, whi¢ch will be
generated by the CA. This could, for example, include the identifier for the client.

c) TheCA and the client now perform the manual authentication mechanism specified in subcladise 6.2 to
verify that the exchanged public keys are correct. The CA takes the role of device 4, and the|client the
IU:U Uf UIUV;L;C B T;IU daia D Ubbd VVit;lill ti 1< llldlludi autilw Iﬁbaﬁull IIIUbi Idlliblll CUI Ihihtb Uf PC Ay PM, and
any other data supplied by the client and CA. This additional data may include the unique identifiers of the
CA and the client.

d) If (and only if) the client (device B) emits a success indication, the user instructs the CA (device 4) to
generate an appropriate public key certificate. This certificate can then be sent (possibly unprotected) to
the client via the communications link.

e) The client (device B) now performs two checks before accepting the certificate. Firstly, the client verifies
the signature using the CA’s public key (Pca). Secondly the client verifies that the data fields within the
certificate (including the public key P,, and the client identifier) are all as expected. The procedure is now
complete.
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C.4 Private key generated externally

If the private key of the CA client is generated by the CA or any other trusted key generation service, then the
private key shall be securely transported to the client.

A procedure for transporting a private key from the CA to the client is now described. The steps of the
procedure are as follows:

a)

b)

24

The CA and the client establish a shared secret key as described in Annex B.

Using the secret key established in step a), the CA sends the client private key encrypted and integr

prot
prot

ted to the client, where it is stored securely. The CA also sends its public key (Pca) integr
ted to the client, again using the secret key established in step a). Symmetric encryption techniqu

are sfandardized in ISO/IEC 18033-3 and ISO/IEC 18033-4.

The
prot

lient now sends any information it wants to have included in its certificate tothe CA, integr
ted using the secret key established in step a).

The CA generates the certificate for the client’s public key P,. This certificate canithen be sent (possil
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lient now performs two checks before accepting the certificate. Firstly the client checks the signatu

the CA’s public key (Pca). Secondly the client verifies that the“data fields within the certificg
ding the public key P,, and the identifier for the client) are all*as expected. The procedure is ng
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Annex D
(informative)

On mechanism security and choices for parameter lengths

D.1 General

In| this annex the security of the eight manual authentication mechanisms specified in this‘\standard is
discussed. Guidance is also provided on choices for the lengths of check-values, digest<values, MACs,
rgndom bit-strings, and keys.

D.2 Use of mechanisms 1 and 2
All data to be transferred via the communications link between the two devices(is assumed to be public, even
if jn some cases part of data D may be secret. The security goal of the manual authentication mechanisms is
to| protect the integrity of the data, not its confidentiality. The necessary.integrity protection is performed using
a checking procedure based on the check-value.

Alcheck-value function is a mapping, f, from a data space, D, and-a-key space, K, to a check-value space, C:
f:DxK—>C, ,e=f(dk).
Infmechanisms 1 and 2 check-values are used to protect the integrity of data. Therefore the security of these
mechanisms is based on the unconditional security of the check-value function rather than computational
sgcurity. The unconditional security of check-value functions is based on results developed by|message
alithentication theory, see, for example, Section*4.5 of [28]. Two main types of attack are normally cgnsidered:
o | Impersonation attacks, and

e | Substitution attacks.

Infan impersonation attack, the)attacker tries to convince a receiver that data was sent by a legitimdte sender
without observing any prior.data exchange between the sender and the receiver. In a substitution gttack, the

aftacker first observes'some data d and then replaces it with some other data c;’ # d . The probabilitfes for the
attacker to succeed’in\an impersonation attack and a substitution attack are denoted by P; and P, regpectively,
and they can be éxpressed as

P, = max F(c=f(d,k)),

ceC,deD

P 2 max P(é=f(d.k)|c= f(d.k)).

c,ceC
d,deD,d#d

The security of both Mechanisms depends on the probability of an attacker successfully replacing the

observed data d with some other data d # d . The attacker succeeds if d is accepted by the component as
valid data. Since we assume that the two devices are physically close to each other and we do not accept any
data unless both devices signal that they are ready, the impersonation attack does not apply to the manual
authentication scenario. Furthermore, the normal situation for integrity protection using a MAC is that both the
data and the MAC are transmitted and can be observed by the attacker. This is not the case for Mechanisms
1 and 2, which is why a check-value is used instead of a MAC in these mechanisms. Here only the data is
sent over a public channel, and the attacker does not know the output of the check-value function until after
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the data D has been transferred (in fact, in mechanism 1 the attacker will never have access to the output of
this function). This simplifies the security analysis and the expression for a successful substitution attack.

Hence, th

e probability of successful substitution attack for Mechanisms 1 and 2 can be expressed as

P, = max P(dK%) =f(d .} | dis observed)
d,deD
d=d

Thus, given that the key k is chosen uniformly at random from the key space, K, the probability above can be
expressed as

where |K|
the collisi
functions

Based or
recomme
Annex E.

D.3 Usq

The secu
based. In
mechanis
is recomn

Since the
function is

Since dig
whose ol
algorithm
construct
as sugge

Proofs of

D.4 Usq

P, = max \{keKif(d,k)=f(6?,k)}!,

d,deD,d#d | K|

denotes the cardinality of the set K. It follows from this equation that in order to proyide high secur
bn probability of the check-value function shall be low. This can be guaranteed by using check-val
obtained from error correcting codes, such as the scheme specified in Annex&:

the above analysis, a key length of 16—-20 bits and a check-value length of 16—20 bits a
hded. Tables giving the probabilities of successful attacks for 16 and 20 bit lengths are provided

b of mechanisms 3 and 5

ity of mechanisms 3 and 5 is based on similar pringiples to those on which mechanisms 1 and 2 &
stead of a check-value function, a digest functioniand a hash-function shall be employed with the
ms. Hash-functions are standardized in ISO/IEC, 10118 [11], and a hash-function from this standa
nended for use with Mechanisms 3 and 5.

long random key k is used to ensure:that the second condition (i.e. digest collision) of a dige
satisfied, a key k& of 160 bits is recommended for this case.

bst-values are manually transfetred or compared between devices 4 and B, a short digest functi
tput is of b = 16-20 bits(isyrecommended for this case. A digest function is similar to a MA
except that a digest-value is shorter than the typical length of a MAC. As a result, a possible digg
on involves use of the first 4 bits of either a MAC or a standard cryptographic hash-function outp
sted in [25] and in Annex G.

security for mechanisms 3 and 5 are given in [24].

b of mechanisms 4 and 6

The secu

ty,
e
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ity-of mechanisms 4 and 6 is based on different principles to those on which mechanisms 1 an

2

are based. Instead of a check-value function, a hash-function shall be employed with these mechanisms.
Hash-functions are standardized in ISO/IEC 10118 [11], and a hash-function from this standard is
recommended for use with mechanisms 4 and 6.

As for mechanisms 3 and 5, a key length for k£ of 160 bits is recommended for this case. These mechanisms
involve the manual transfer or comparison of a short bit-stream R between devices 4 and B, and therefore a

bit length

Proofs of
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for R of 16-20 bits is recommended for this case.

security for mechanisms 4 and 6 are given in [24].
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D.5 Use of mechanisms 7 and 8

The security of mechanisms 7 and 8 is based on different principles to those on which mechanisms 1 and 2
are based. Instead of a check-value function, a MAC function shall be employed with these mechanisms.
MAC functions are standardized in ISO/IEC 9797, and a MAC function from this standard is recommended for
use with Mechanisms 7 and 8.

A random bit-string R of 16—20 bits is recommended for this case, but the MAC should be longer. The size of
the output of the MAC function to be used for mechanisms 7 and 8 should be in the range 128-160 bits.
Similarly, the random keys K, and Kg (and K,; and K3;), used as keys for the MAC function, should be of
approximately the same size, i.e. 128—160 bits. Time-out procedures should also be implemented| to detect
possible interruptions to the mechanism.
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