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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechni

cal

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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EC

technicgl committees collaborate in fields of mutual interest. Other international organizations, governmeptal

and norj-governmental, in liaison with ISO and IEC, also take part in the work. In the field of informat
technolggy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,/Part 2.
The main task of the joint technical committee is to prepare International Standards.~Draft Internatiq
Standargs adopted by the joint technical committee are circulated to national bodies/for-voting. Publicatior

an Interpational Standard requires approval by at least 75 % of the national bodies.casting a vote.

Attention is drawn to the possibility that some of the elements of this document‘may be the subject of pa
rights. I$O and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IE(}9798-6 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technold
Subcommittee SC 27, IT Security techniques.

ISO/IEC19798 consists of the following parts, under the general title Information technology — Sect
techniques — Entity authentication:

— Part 1: General

— Part 2: Mechanisms using symmetric encipherment algorithms
— Part 3: Mechanisms using digital signature techniques

— Part 4: Mechanisms using a cryptographic check function

— Part 5: Mechanisms using-zero-knowledge techniques

— Part 6: Mechanisms using manual data transfer

iv © ISO/IEC 2005 — All rights reserv:

ion

nal

as

ent

gy,

rity

ed


https://standardsiso.com/api/?name=5c23fedcba385c7bec82837f0b4648ba

ISO/IEC 9798-6:2005(E)

Introduction

Within networks of communicating devices it is often necessary for two devices to perform an entity
authentication procedure using a channel which may be subject to both passive and active attacks, where
an active attack may include a malicious third party introducing data into the channel and/or modifying, deleting

or
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thentication mechanisms applicable when the two devices share a secret key, or where one dévi
thenticated copy of a public key for the other device.

this part of ISO/IEC 9798, entity authentication mechanisms, referred to as manual auth
bchanisms, are specified where there is no such assumption of pre-establishedykeying rela
stead entity authentication is achieved by manually transferring short data strings\ffom one dev
ner, or by manually comparing short data strings output by the two devices.

r the purposes of this part of ISO/IEC 9798, the meaning of the term entity, atthentication is differ

ibe entity
e has an

entication
fionships.
ce to the

ent to the

baning applied in other parts of ISO/IEC 9798. Instead of one device verifying that the other device has a

claimed identity (and vice versa), both devices in possession of a user verify that they correctly shgre a data

st
cg

Aq
fo
al
st

ntain identifiers for one or both of the devices.

described in informative annexes A and B, a manual authentication mechanism may be used as
[ secret key establishment or reliable exchange of public keys. A manual authentication mechan
50 be used for reliable exchange of other secret orgpublic security parameters, including secu
btements or timestamps.

ing with the other device at the time of execution of the mechanism. Of course, this data stiing could

the basis
sm could

ity policy

©
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Information technology — Security techniques — Entity

a

uthentication —

Part 6:
Mechanisms using manual data transfer

1
-

su
in

between authenticating devices. As described in Annexes A and B, these methanisms may b

Scope
his part of ISO/IEC 9798 specifies four entity authentication mechanisms based.on)manual dat

pport key management functions; guidance on secure choice of parameters for the mechanisms is
Annex C.

S
n
p

2

T
re
dq

iIch mechanisms may be appropriate in a variety of circumstances. Ore such application occurs in
tworks, where the owner of two personal devices capable of wifeless communications wishe
rform an entity authentication procedure as part of the process of preparing them for use in the nef

Normative references
ne following referenced documents are indispensable for the application of this document. |
ferences, only the edition cited applies. For undated references, the latest edition of the r
cument (including any amendments) applies.

O/IEC 9798-1:1997, Information technology~— Security techniques — Entity authentication — Part 1

Terms and definitions

br the purposes of this document, the terms and definitions given in ISO/IEC 9798-1 and the
ply.

Cc

[

eck-value

8 transfer
b used to
provided

personal
5 them to
work.

For dated
eferenced

: General

following

recipient

into or read

— for any key k and any input string d, the function f(d, k) can be computed efficiently;

which satisfy f(d, k) = f(d’, k) is more than a small fraction of the possible set of keys.

NOTE 1 In practice, a short key would typically contain 4-6 digits or alphanumeric characters.

NOTE 2  In practice, security is maximized if the set of possible outputs from the check-value function is the
as the set of possible keys.

©
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corrobora
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in authentication
tion that the source of data received is as claimed

[1SO 7498-2]

3.4

manual authentication certificate
combination of a secret key and a check value generated by one of the two devices engaging in manual
authentication, with the property that, when entered into the other device, these values can be used to

complete

3.5
Message
MAC
string of i

[ISO/IEC

3.6
Message

the manual authentcation process at some later ime

Authentication Code
its which is the output of a MAC algorithm

9797-1]

Authentication Code algorithm

MAC algorithm

algorithm
satisfying

for computing a function which maps strings of bits and a secret key to fixed-length strings of bi
the following properties:

— for any key and any input string the function can be computed éfficiently;

— fora
funct
corre
obse|

[ISO/IEC

3.7

ny fixed key, and given no prior knowledge of the key,4t is computationally infeasible to compute t
on value on any new input string, even given-"'knowledge of the set of input strings a

rving the value of the first i-1 function values.

9797-1]

manual entity authentication

process 3
a (potenti

chieving entity authentication“between two devices using a combination of message exchanges V
plly insecure) communications channel and the manual transfer of limited amounts of data betwes

the devicgs

3.8

simple input interface

interface
completig
pressed d

3.9

for a device‘that shall allow the user to indicate to the device the successful or unsuccess
n of a procedure, e.g. as could be implemented as a pair of buttons or a single button which is eith
r not within’a certain time interval

sponding function values, where the value ofthe ith input string may have been chosen affer

he
nd

ia

simple ot

itpat-interface

interface for a device that shall allow the device to indicate to the user the successful or unsuccessful
completion of a procedure, e.g. as could be implemented by red and green lights or as single light which is lit
in different ways to indicate success or failure

4 Symbols and abbreviated terms

A,B

D

Labels used for the two devices engaging in a manual entity authentication mechanism

Data string whose value is established between devices A and B as the result of performing

a manual entity authentication mechanism

© ISO/IEC 2005 — Al rights reserv
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Iy, I Distinguishing identifiers of A and B respectively.

K

(Short) secret key used with a check-value function in mechanisms 1 and 2

K,, K i, Kp, Kp; Random MAC keys used in mechanisms 3 and 4

MAC Message Authentication Code

R

(Short) random bit-string used in mechanisms 3 and 4

:2005(E)

f)

The authentication mechanisms specified in this part of ISO/IEC 9798 have the following requiremen

Requirements

The pair of devices performing the manual authentication procedure shall be connect
communications link (e.g. a wireless link). No security assumptions are made-regarding this lir
the mechanisms are designed to operate securely even in an environmentwhere an attacker cg
and change data transferred on this link.

The pair of devices performing the manual authentication procedure shall both have a user
capable of data input and data output.

The user data input interface for a device shall, at minimum, be capable of indicating suc
unsuccessful completion of a procedure (e.g. as could .be&limplemented by using either two bu
single button which is either pressed or not within a certain time interval); such a means of da
referred to below as a simple input interface. By contrast, a standard input interface shall provi

for the input of a short string of symbols, e.g. a:mumeric, hexadecimal or alphanumeric keypad.

explicitly stated otherwise, it is necessary that every device has a standard means of data input.

The user data output interface for a device\shall, at minimum, be capable of indicating either s
failure of an authentication procedure(e.g. as could be implemented by means of red and gre
such a means of data output is reférfred to below as a simple output interface. By contrast, g
output interface shall provide ,means for the output of a short string of symbols, e.g. a

[s.

pd via a
k; that is,
n monitor

interface

cessful or
ftons or a
a input is
He means
Unless

Lccess or
en lights);
standard
numeric,

hexadecimal or alphanumeric display. Unless explicitly stated otherwise, it is necessary that every device

has a standard means of data output.

For mechanisms 1 and ,2, the two devices performing the entity authentication procedure s
agreed on the use™of a specific check-value function, and shall have the means to imple
function.

NOTE  Guidance on appropriate choices for check-value functions and lengths for check-values and ra
for use in.méchanisms 1 and 2 is provided in Annex C. A construction for an unconditionally secure ¢
functioprsuitable for use with mechanisms 1 and 2 is given in Annex D.

Foriymechanisms 3 and 4, the two devices performing the entity authentication procedure s
agreed on the use of a specific MAC algorithm, and shall have the means to implement this algoj

hall have
ment this

hdom keys
heck-value

hall have
rithm.

9)

NOTE  Guidance on appropriate choices for MAC algorithms and lengths for MACs and random keys
mechanisms 3 and 4 is provided in Annex C.

Prior to invocation of one of the manual authentication mechanisms, the two devices perfo

for use in

rming the

mechanism shall have exchanged a data string D. This may be generated by one device and sent to the

other device, or it may consist of the concatenation of data generated by both devices and se
directions across the communications link.

nt in both

Either a single human user shall be in possession of both devices and shall operate them both, or the two

devices shall be operated by two users who share a trusted means of communication.

© ISO/IEC 2005 — Al rights reserved
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6 Mechanisms using a short check-value

6.1

General

In this clause two manual authentication mechanisms are specified that are based on the use of a check-
value. The two mechanisms are appropriate for different types of devices. Specifically,

A standaid input or output interface can emulate a simple interface, and hence if both devices have standa
input and

Both meg
other (or
them. T}

devices 4
other dev

6.2 Me

6.2.1
This mec

a) The mechanism specified in this subclause is appropriate for the case where one device (device 4) has

b)

6.2.2 Specification of data exchanged

The follov

a) Both
for th
then

b) Devid
by th
D. T
read

c)

d)

4

the first mechanism (mechanism 1) is appropriate for the case where one device has a simple input
interface and the other has a simple output interface, and

the s
input

simp

Devi

chanism 1 — One device with simple input, one device-with simple output

Reéquirements

econd mechanism (mechanism 2) is appropriate for the case where both devices have a simg
interface.

output interfaces then either of the mechanisms may be used.

hanisms operate in the following general way. A data string D is transferred from-one device to t
is the concatenation of data transferred in both directions) via the commdnications link betwe
e manual entity authentication mechanism is then executed. As a result of the mechanism bqg
re provided with assurance that the data string D they possess is the same as the value held by t
ce.

hanism has the following specific requirements.

e input interface and the other (device B) has.a'simple output interface.

te 4 shall have the means to generate keys.

ying data exchanges and operations shall take place (see also Figure 1).

Hevices shall output alsignal to acknowledge that they have received data D and that they are rea
e authentication mechanism to commence. On observing that both devices are ready, the user sh
enter a signal intodevice 4 to notify it that the mechanism can start.

e A shall generate a random key K, where K is suitable for use with the check-value function shar
e two components. Using this key K, device 4 shall compute a check-value as a function of the dg
he check-value and the key K shall then be output via the output interface of device A. The user sh
the“eheck-value and the key K from the output interface.

le

rd

he
ENn
th
he

y
all

pd
ta
all

The user shall enter the check-value and the key K output by device 4 to device B using its input interface.
Device B shall use the key K to re-compute the check-value as a function of its stored version of data D.
If the two check-values agree, then device B shall output a success signal to the user via its simple output
interface. Otherwise it shall give a failure signal.

The user shall enter the result output by device B, i.e. success or failure, into device 4 via its simple input
interface.

© ISO/IEC 2005 — Al rights reserved
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A B
simple simple
input output
Output: Data D ready Output: Data D ready

Iser verifies: Both components ready

6.
M
in
V@

H
tin

S

S

data D. Naturally, such an approach is applicable only to situations where device 4 generates th

adthentication using a manual authentication certificate is now specified (with the same require

User enters: Start

Generate K, compute
check-value, and output
K and check-value

User reads K and check-value User enters K and check-value
Recompute check-
value and compare
Output Accept or Reject

User reads result
User enters result

Figure 1 — Manual authentication mechanism 1

2.3 Manual authentication certificates

anual authentication mechanism 1 has the property that no authentication information is transmitte
secure channel. Therefore, it does not affect the security of the mechanism if the manual auth
lues K and check-value are transferred fronT-device 4 to device B before the latter has received

pbwever, in such a case, mechanism 1 offers a means of authenticating data to be received at
he. Such authentication means is-called a manual authentication certificate. A protocol for d

ecified in subclause 6.2.1). Note that this protocol does not provide entity authentication.

ippose device 4 has data D that needs to be sent to device B at some later time.
Device 4 generates’a random key K, where K is suitable for use with the check-value function
the two devices. Using this key K, device 4 computes a check-value as a function of the da
check-valueyand the key K are then output to the user by the output interface of device 4. The U

the output,check-value and key K.

The_user enters the check-value and key K output from device 4 to the input interface of devi
key'K and the check-value are stored in device B.

i over the
entication
he actual
e data D.
ome later
ata origin
ments as

shared by
a D. The
ser reads

ce B. The

c)

When device B at some later time receives data D, it can verify the authenticity of the data

using the

stored values of K and check-value. Device B uses the key K to recompute the check-value as a function

of the received data D. If the two check-values agree then device B accepts the data and
success signal to the user. Otherwise it gives a failure signal.

outputs a

The manual authentication certificate consists of K and the check-value computed as a function of K and D.

NOTE An example of data that could be included in D are a public key of a device, its identity, the domain

etc.

secret key between two devices.

©
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6.3 Mechanism 2 — Devices with simple input capabilities

6.3.1 Requirements

This mechanism has the following specific requirements.

a) The mechanism specified in this subclause is appropriate for the case where both devices (4 and B) have

a simple input interface.

b) One of the devices (the device labelled 4 below) shall have the means to generate keys.

6.3.2 Specification of data exchanged

The following data exchanges and operations shall take place (see also Figure 2).

a) Both fevices shall output a signal to acknowledge that they have received data D and thatthey are reagly
for the authentication mechanism to commence. On observing that both devices are-ready, the user shall
then enter a signal into device 4 to notify it that the mechanism can start.

b) Devide 4 shall generate a random key K, where K is suitable for use with the-check-value function shared
by the two components. Using this key K, device 4 shall compute a check-value as a function of the data
D. The check-value and the key K shall then be output via the output interface of device 4. Device 4 shall
also fransmit the key K to device B via the communications link.

c) Devige B shall use the key K to compute the check-value as a function of its stored version of data D, and

shall[output the key K and the computed check-value.

d) The user shall compare the two output check-values<and the two output keys. If the values agre
then [the user enters a signal of acceptance into bothtdevices. If the check-values or the key values are
diffeent then the mechanism has failed and the user shall enter a rejection signal into the devices. The
devides shall interpret the absence of an acceptance signal as a failure signal (this will require the

implgmentation of a time-out mechanism).

o

A

simple
input

Output: Data D ready

User enters: Start

Generate K, and
transmit K to second

comuponent
T

User verifies: Both components ready

B

simple
input

Output: Data D ready

Compute check-value
Output K and check-value

Keceive K

Compute check-value
Output K and check-value

User compares the key K and the two check-values.
User enters OK or REJECT in both components.

Figure 2 — Manual authentication mechanism 2

© ISO/IEC 2005 — Al rights reserved
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Mechanisms using a MAC

1 General

In this clause two manual authentication mechanisms are specified that are based on the use of a Message
Authentication Code (MAC). The two mechanisms are appropriate for different types of devices. Specifically,

interface, and

the first mechanism (mechanism 3) is appropriate for the case where both devices have a simple output

A
in
B
of]
th

of]

7

7.

T
in
u

T

T

devices are provided with assurance that the data string D they possess-is.the same as the value h

2.2 Requirements

.3 Specification of data exchanged in mechanism 3a

the second mechanism (mechanism 4) is appropriate for the case where one device has asir
interface and the other has a simple output interface,

standard input or output interface can emulate a simple interface, and hence if both devices haveg
put and output interfaces then either of the mechanisms may be used.

bth mechanisms operate in the following general way. A data string D is transferred from one dey
her (or is the concatenation of data transferred in both directions) via the’,cemmunications link
em. The manual entity authentication mechanism is then executed. As\a.fesult of the mecha

her device.
2 Mechanism 3 — Devices with simple output capabilities

2.1 General
his mechanism has two variants (3a and 3b). Mechanism 3a, specified in clause 7.2.3, requi

eractions between the two devices, whereas mechanism 3b, specified in clause 7.2.4, requires leg
er interactions.

nis mechanism has the following specific requirements.

The two variants of the mechanism specified in this subclause are appropriate for the case wj
devices (4 and B) have & simple output interface.

Both devices shall have the means to generate random MAC keys, and the user shall have the
generate short random bit-strings.

DTE If the-user makes poor choices for the random bit-string, e.g. the user always chooses the same
bre is a greatly.increased risk of successful attack on the mechanism.

nple input

standard

ice to the

between
hism both
eld by the

res fewer
s manual

here both

means to

alue, then

pefollowing data exchanges and operations shall take place (see also Figure 3). Note that steps

b) and ¢)

m

a)

b)

©

ay occur in parallel, as may steps d)-e) and f)-g).

Both devices shall output, via their respective simple output interfaces, a signal to acknowledge that they
have received data D and that they are ready for the authentication mechanism to commence. On

observing that both devices are ready, the user shall generate a short random bit-string R. The

user shall

enter the random bit-string R into both devices, and shall then enter a signal into device 4 to notify it that

the mechanism can start.

Device 4 shall generate a random key K,, where K, is suitable for use as a key with the MAC function
shared by the two devices. Using K, as the key, device 4 computes a MAC (labelled MAC,) on the data
string made up of the concatenation of I, (an identifier for 4), the data D, and the random bit-string R.

Device 4 shall transmit MAC, to device B via the communications link.
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c) Device B shall generate a random key K3, where Kj; is suitable for use as a key with the MAC function
shared by the two devices. Using K as the key, device B computes a MAC (labelled MAC;) on the data
string made up of the concatenation of I; (an identifier for B), the data D, and the bit string R. Device B
shall transmit MAC; to device 4 via the communications link.

d) Once device 4 has received MAC; (and not before), device 4 shall send K, to device B.
e) On receipt of K,, device B verifies that MAC, equals a MAC value computed using the stored values of R,

D, I,, and the received value K, as the key. If verification is successful, device B outputs an indication of
success.

f)  Onceldevice B has received MAC, (and not before), device B shall send K to device 4.

g) On receipt of K3, device 4 verifies that MAC; equals a MAC value computed using the stored yalues of R,
D, Iz|and the received value K; as the key. If verification is successful, device 4 outputs an_indication [of
success.

h) The yser verifies that both devices have given an indication of success, and, if so, enters a confirmation |of
success into both devices. If one or both of the devices give a failure indication,then the user shall enter
a faillire indication into both devices. If the user fails to enter a success notification into a device within a
specfified time interval, then this shall be interpreted as a failure of the mechanism.

NOTE Step g) in this mechanism prevents a substitution attack where the attacker tries to masquerade as device 4
to device 3.
A B
simple simple
output output
Output: Data D ready Output: Data D ready

User-verities: Both components ready.
User generates and enters R in both devices.

User enters: Start

Generate K, compute MAC,, Generate Kp, compute MACp,
and transmit MAC, to B and transmit MACjp to 4

Reeeitve MACj, transmit K Receive MAC,, transmit K to 4
to B

Receive K4 and verify MAC .
If accept, output OK

Receive Kp and verify MACg.

1e Pt s
T aceept output oI

User verifies that both 4 and B accepted, in which case user enters OK in
both 4 and B. Else, user enters REJECT in both 4 and B.

Figure 3 — Manual authentication mechanism 3a
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7.2.4 Specification of data exchanged in mechanism 3b

The following data exchanges and operations shall take place (see also Figure 4).

a) Both devices shall output a signal to acknowledge that they have received data D and that they are ready
for the authentication mechanism to commence. On observing that both devices are ready, the user shall
generate a short random bit-string R = (r,75,...,,,), where r; is a bit and » is the number of bits in R. The
user shall enter the value R into both devices, and shall then enter a signal into device 4 to notify it that
the mechanism can start.

1)

4)

5)

NOTE

b)Y For i set consecutively to T, 2, ..., n, steps 1)-5) shall be executed. (Note thaf steps T) and 2
executed in parallel).

ingication of success. Whilst this is nOt an integral part of the protocol, it may be useful to give the devi
ingication that the process has completed successfully.

Device 4 shall generate a random key K,;, where K,; is suitable for use as a;key with
function shared by the two devices. Using K,; as the key, device 4 computes’a MAC
MAC,,) on the data string made up of the concatenation of I, (an identifier for-4), the data 1
random bit r,. Device 4 shall transmit MAC ,; to device B via the communications link.

Device B shall generate a random key K3, where K3, is suitable ¥0r use as a key with
function shared by the two devices. Using K3 as the key, device' B computes a MAC
MAC3;;) on the data string made up of the concatenation of I (ah-identifier for B), the data 1
random bit ;. Device B shall transmit MAC;; to device 4 via the communications link.

On receipt of MACpg;, device A sends K, to device B.
On receipt of MACy and &, device B verifies that MAC.;, as received in step 1, equals a M
computed using the stored values of »;, D, 1,, and-the received key K. If verification issu
device B sends Kj; to device 4; otherwise it aborts the protocol.

On receipt of Kjp;, device 4 verifies-that MACy;, as received in step 3, equals a MA
computed using the stored values of z4,"\D, Iz and the received key Kj,. If verification is uns

device 4 aborts the protocol.

In the case i = n, if verification.is_successful in steps 4) and 5), devices B and A, respectively, car

) may be

the MAC
(labelled
, and the

the MAC
(labelled
, and the

AC value

ccessful,

C value
iccessful,

output an
e user an
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A B
simple simple
output output

Output: Data D ready Output: Data D ready

User verifies: Both components ready.
Ilser oenerates and enters R in hoth devices

User enters: Start

Perform the following set of steps n times, where i =1, 2, ..., n on
successive iterations:

Generate K;, compute MAC 4, Generate Kp;, compute MACpy;,
and transmit MAC; to B and transmit MACp; to 4
Receive MACj;, transmit K 4, Receive MAC;.

to B

Receive K4; and verify, MATC 4.
If accept, transmit Kgto A4

Receive Kp; and verify MACp,.

Figure 4 — Manual authentication mechanism 3b

7.3 Mechanism 4 — One device with simple.input, one device with simple output

7.3.1 General

This mec
devices, \

hanism has two variants (4asand 4b). Mechanism 4a requires fewer interactions between the tV
vhereas mechanism 4b requires less manual user interaction.

7.3.2 Requirements

This mec|

a) The't
devid

b) Both

nanism has thedollowing specific requirements.

Wwo variants \of the mechanism specified in this subclause are appropriate for the case where o
e (4) has.a’simple input interface and the other device (B) has a simple output interface.

Hevices shall have the means to generate random MAC keys.

VO

ne

7.3.3 Specification of data exchanged in mechanism 4a

The data exchanges and operations are precisely the same as those for Mechanism 3a (as specified in clause
with the following exception:

— In step a) device 4 generates the random bit-string and displays it to the user, who copies it into device B.

Thus

in this mechanism the user is not required to generate a random bit-string.

This mechanism is shown in Figure 5.

10
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A B
simple simple
input output
Output: Data D ready Output: Data D ready

User verifies: Both components ready.

Device 4 generates and outputs B
= +

User enters R in device B.

User enters: Start

Generate K, compute MAC 4, Generate K, compute MACp,
and transmit MAC, to B and transmit MACp to 4
Receive MACgp, transmit K Receive MAC,.

to B

Receive K, and verify MAC,.

If accept, transmit)K 5 to 4 and
output OK

Receive K and verify MACp.
If accept, output OK.

User verifies that both 4 and B accepted, inwhich case user enters OK in
both 4 and B. Else, user entersSSREFECT in both 4 and B.

Figure 5 — Manual@uthentication mechanism 4a
7.3.4 Specification of data exchanged innmechanism 4b

The data exchanges and operations(are precisely the same as those for mechanism 3b (as specified in clause
[ 2.4] with the following exception:

—t In step a) device 4 generates the random bit-string and displays it to the user, who copies it into]device B.
Thus in this mechanism-the user is not required to generate a random bit-string.
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Annex A
(informative)

Using manual authentication protocols for the exchange of secret keys

A.1 General

In this annex we describe methods for enabling devices to share a secret key using one of thg‘mandal
authentication mechanisms specified in the body of this part of ISO/IEC 9798.

A.2 Authenticated Diffie-Hellman key agreement

The procédure described here is the Diffie-Hellman key agreement mechanism, whigh.is authenticated using
a manuallauthentication mechanism. The key agreement mechanism conforms to(key agreement mechanigm
4 of ISO/|[EC 11770-3 (see also Annex B.5 of ISO/IEC 11770-3). The description given below is simplifie
and for a full description the reader is referred to ISO/IEC 11770-3.

o

The Diffig-Hellman key agreement mechanism is described in terms{of*a general group G (expressed [in
multiplicative terminology), and an element g in G, which has a sufficiently large order. The steps of the
procedurg are as follows.

a) Devige 4 generates randomly and privately an integer x, cothputes g* and sends it to device B.

b) Devide B generates randomly and privately an integery, computes g’ and sends it to device A.

c) Deviges 4 and B execute one of the manual alGthentication protocols for data D = (¢" || g || text) whe
'text' fis any additional data, e.g., each others'identifiers, that the devices may want to agree upon.

==

e

d) If the|result of the manual authentication’ protocol is successful, then the components can compute the
shargd Diffie-Hellman key as S = g™

The components can then derive sécret cryptographic keys of the required length and format from the sharéd
secret Diffie-Hellman key S.

A.3 Authenticated Diffie-Hellman key agreement using a manual authentication
certificate

A.3.1 General

Th <l <l bad o H +la +E£2 PN 1 4 [ H I £ Ll DLEE
e prOCuquG UCOUITUCTU TICTO 10 U1 UITINCTTIeImnTiart T\Uy OHIUUIIIUIIL MMreoriarirtortT, WIToeTre UTTe Ul UTC LJITIT

Hellman public keys is authenticated using a manual authentication certificate (hence this procedure is
specific to mechanism 1 and the requirements specified in subclause 6.2.1 must be met). Device B is
authenticated to device 4 using an encrypted version of the check-value key K used in the mechanism. Note
that this mechanism requires the two devices to agree and implement a symmetric encryption mechanism e,
where ¢;(M) denotes the encryption of data M using secret key L. Symmetric encryption techniques are
standardized in ISO/IEC 18033-3 and ISO/IEC 18033-4.

The Diffie-Hellman key agreement mechanism is described in terms of a general group G (expressed in
multiplicative terminology), and an element g in G, which has a sufficiently large order. The procedure has two
stages, Stage 1 and Stage 2.
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In Stage 1, device 4 generates its Diffie-Hellman private key, computes the corresponding public key, and
produces a manual authentication certificate for a data string including this public key. The certificate is
transferred to device B. In Stage 2, device B receives the public key of device 4, verifies it, and generates its
own private and public Diffie-Hellman keys. Further, both devices compute the shared Diffie-Hellman secret,
from which a secret encryption key is derived. Finally, device 4 verifies the encrypted version of the key K it
receives from device B as part of the manual authentication process. As the result, the Diffie-Hellman secret
shared by the two devices has been authenticated.

A.3.2 Stage 1

a) Device 4 generates randomly and privately an integer x and computes g'. Device 4 then preates a
manual authentication certificate on the data string D made up of g* and any other data thaf'ngeds to be
reliably transferred to device B. The manual authentication certificate (K, check-value) is|manually
transferred to device B, and device B stores it. Device A stores x and g', and anyether data items
included within D.

Al3.3 Stage 2 (initiated by either device at some later time)

b) Device 4 sends g" and possibly some other data to device B via the\Communications link. [Device B
verifies the authenticity of ¢g* based on the stored manual authenticatien_certificate.

c) Device B generates randomly and privately an integer y, and computes g”. Device B computes the Diffie-
Hellman shared secret as S = (g") and uses S to encrypt«ithe key K, i.e. the key from the manual
authentication certificate. Device B sends the encrypted key/eg(K) and its Diffie-Hellman publid key g” to
device 4.

d) Device 4 computes its copy of the shared secret as>$ = (¢")*. Then it decrypts eg(K) and verifie$ that K is
correct. If so, then device 4 can accept S as authenticated.

ne two devices can then derive cryptographic;Keys of the required length and format from the shafed secret
ffie-Hellman key S.

o -

NOTE In the above description the key Kfrom the manual authentication certificate was used in steps c) apd d). Any
other appropriate value, e.g., the check-value or some special purpose value, agreed between the parties gt Stage 1,
cquld be used instead.

Al4 More than two components

Means by which more-than two devices can agree on a secret key using manual authentication t¢chniques
are now described-

a) One device-acts as a 'master' device.

b)) Thesmaster device executes the mechanism described in A.2 with every other device to egtablish a
shared secret key with each of them.

c) Then any of the devices can generate the common secret key, which is then distributed encrypted and
possibly also integrity-protected to the remainder of the devices via the master device.

If the number of devices is n, the master device needs to compute » exponentiations in the group G. Each of

the other devices needs to compute two exponentiations. Therefore it is advisable to choose the master
device to have sufficient computing power to perform the task.

© ISO/IEC 2005 — Al rights reserved 13
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Annex B
(informative)

Using manual authentication protocols for the exchange of public keys

B.1 Geheral

In this annex methods are described that enable devices to reliably exchange a public key using one~of the
manual authentication mechanisms specified in the body of this part of ISO/IEC 9798. The context of the
descriptign is between a Certification Authority (CA) and a client of the CA. The CA needs toreliably transfer
its public key to the client, and the client needs to reliably transfer its public key to the CA.

Two diffefent cases are described, depending on whether the CA client generates jts\own private keys, lor
whether they are generated by a key management facility and then imported to the device.

B.2 Requirements
The CA must be equipped with a standard output interface, e.g. a display, and a simple input interface for
giving it commands. The CA client must possess a standard input intérface and a simple output interface, elg.
an audio putput, to indicate success or failure of the process.

NOTE It is straightforward to adapt the procedure to the case,where the CA and CA client have different types |of
user interfaces. Only the type of the manual authentication protocol'needs to be changed.

The CA client and the CA share a communications channel.

B.3 Priyvate key generated in device

The procgdure operates as follows.

by the user entering the identifier for the client into the input interface of the CA. However, it could also
be aghieved as part of the-protocol itself (see below).

b) The is
transfer is assumed-to take place via the (untrusted) communications link. Along with P,, the CA clignt
can send any.other information it wishes to have included in the public key certificate, which will be

c) The CA-and the cllent now perform the manual authentication mechanlsm specmed in subclause 6.2 [to

role of device B. The data D used W|th|n the manual authentlcatlon mechanism con3|sts of Pca, Py, and
any other data supplied by the client and CA. This additional data may include the unique identifiers of
the CA and the client.

d) If (and only if) the client (device B) emits a success indication, the user instructs the CA (device 4) to
generate an appropriate public key certificate. This certificate can then be sent (possibly unprotected) to
the client via the communications link.

e) The client (device B) now performs two checks before accepting the certificate. Firstly, the client verifies
the signature using the CA’s public key (Pc,). Secondly the client verifies that the data fields within the
certificate (including the public key P,, and the client identifier) are all as expected. The procedure is now
complete.

14 © ISO/IEC 2005 — All rights reserved
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B.4 Private key generated externally

If the private key of the CA client is generated by the CA or any other trusted key generation service, then the
private key must be securely transported to the client.

A procedure for transporting a private key from the CA to the client is now described. The steps of the
procedure are as follows:

a) The CA and the client establish a shared secret key as described in Annex A.

b

Using the secret key established in step a, the CA sends the client private key encrypted an

1 integrity

protected to the client, where it is stored securely. The CA also sends its public key (Rey) integrity
protected to the client, again using the secret key established in step a. Symmetric encryption techniques

are standardized in ISO/IEC 18033-3 and ISO/IEC 18033-4.

The client now sends any information it wants to have included in its certificate to the CA| integrity

protected using the secret key established in step a.

The CA generates the certificate for the client's public key P,. This{_certificate can thern be sent

(possibly unprotected) to the client via the communications link.

The client now performs two checks before accepting the certificate. Firstly the client checks the

signature using the CA’s public key (Pc,). Secondly the client’verifies that the data fields
certificate (including the public key P,, and the identifier for¢he client) are all as expected. The
is now complete.

within the
brocedure
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Annex C
(informative)

On mechanism security and choices for parameter lengths

C.1 Ge

In this a

discussed.

and keys)

C.2 Usq

All data tq
if in somg
to protect
a checkin|

A check-\

In mechs
authentic
computat
message
considers

e Impe
e Subs

In an imp
without o

attacker f
attacker

respectively, and they'can be expressed as

1
1T dl

hnex the security of the four manual authentication mechanisms specified in this standard
Guidance is also provided on choices for the lengths of check-values, MACs, random ‘bit-strin

b of mechanisms 1 and 2

be transferred via the communications link between the two devices is @ssumed to be public, evd
cases part of data D may be secret. The security goal of the manual ‘aGthentication mechanisms
the integrity of the data, not its confidentiality. The necessary integrity protection is performed usi
g procedure based on the check-value.

alue function is a mapping, 7, from a data space, D, and a kéy space, K, to a check-value space, C|
f:DxK —C, c=f(dk).

nisms 1 and 2 check-values are used to protect the integrity of data. Therefore in many
btion the security is based on the unconditienal security of the check-value function rather th
onal security. The unconditional security of check-value functions is based on results developed
authentication theory, see, for example, Section 4.5 of [11]. Two main types of attack are norma
d:

sonation attacks, and
itution attacks.

ersonation attack, the ‘attacker tries to convince a receiver that data was sent by a legitimate send
bserving any prior-data exchange between the sender and the receiver. In a substitution attack, t

rst observes some data d and then replaces it with some other data c? # d . The probabilities for t
fo succeed..in an impersonation attack and a substitution attack are denoted by P, and }

B = max B(c=f(d,h),

ceC,deD

S
DS

s
g

al
hn

by
ly

ne
ne

Sy

2

Pz max R(e=f(dK)|c=f(d.k).

d,deD,d#d

The security of both Mechanisms depends on the probability of an attacker successfully replacing the

observed data d with some other data d # d . The attacker succeeds if d is accepted by the component as
valid data. Since we assume that the two devices are physically close to each other and we do not accept any
data unless both devices signal that they are ready, the impersonation attack does not apply to the manual
authentication scenario. Furthermore, the normal situation for integrity protection using a MAC is that both the
data and the MAC are transmitted and can be observed by the attacker. This is not the case for Mechanisms

16
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