INTERNATIONAL ISO/IEC
STANDARD 9798-5

Second edition
2004-12-01

Information technology — Security
techniques — Entity authentication —

Part 5:
Mechanisms using zero-knowledge
techniques

Technologies de l'infermation — Techniques de sécurité —
Authentification dlentité —

Partie 5: Mécanismes utilisant des techniques a divulgation nujle

Reference number
ISO/IEC 9798-5:2004(E)

© ISO/IEC 2004



https://standardsiso.com/api/?name=f732de021dac4e16a7f77024b2e9dba2

ISO/IEC 9798-5:2004(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 2004

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. +412274901 11

Fax +41 22749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

i © ISO/IEC 2004 — All rights reserved


https://standardsiso.com/api/?name=f732de021dac4e16a7f77024b2e9dba2

ISO/IEC 9798-5:2004(E)

Contents Page
0 T o o iv
L0 oo 11T o o v
1 £ oo o - S SPPUSSRRPP Sl SUSRRRPR 1
2 Normative references ..o e b 1
3 Terms and definitions.........ccccviiii e T 2
4 Symbols and abbreviated terms..........cccccvi i T ahaee e 4
5 Mechanisms based on identities.........cccviiiniiiinn e S b 7
6 Mechanisms based on integer factorization ............ccccovmiimiiin el T db e 12
7 Mechanisms based on discrete logarithms with respect to prime)numbers....................foce.... 15
8 Mechanisms based on discrete logarithms with respect to.composite numbers ...........|.......... 17
9 Mechanisms based on asymmetric encipherment systems ..........cccccoviiiciiiicmnnnccccccscedbeeeene, 20
Anhnex A (normative) Object identifiers........ccccciiiiiiiiiiiccc s M b 23
Anhnex B (informative) Principles of zero-knowledge techniques ........c.cccccocmiiiiicmnnnicicncedb e, 25
Anhnex C (informative) Guidance on parameter choice’and comparison of the mechanisms................. 28
Ahnex D (informative) Numerical eXamples.........i o ioeiirriiiiicsiseceeeresssssssssssesesssssssssssssssssssssssssssssnesahessssssns 38
(=] 10 [T'eTe T - ] 3 )7/ < R 49
© ISO/IEC 2004 — All rights reserved iii


https://standardsiso.com/api/?name=f732de021dac4e16a7f77024b2e9dba2

ISO/IEC 9798-5:2004(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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committees collaborate in fields of mutual interest. Other international organizations, governmen
y, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hal Standards are drafted in accordance with the rules given in the ISO/IEC Directivesy Part 2.
task of the joint technical committee is to prepare International Standards. Draft Internatior
5 adopted by the joint technical committee are circulated to national bodies for 'voting. Publication

tional Standard requires approval by at least 75 % of the national bodies casting a vote.

D798-5 was prepared by Joint Technical Committee ISO/IEC JTC, Information technolog

nd edition cancels and replaces the first edition (ISO/IEC 9798-5:1999), which has been technica

s — Entity authentication:
1: General
D: Mechanisms using symmetric encipherment algorithms

B: Mechanisms using digital signature*techniques

b: Mechanisms using zero=knowledge techniques

b: Mechanisms using manual data transfer
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Introduction

This document specifies authentication mechanisms in the form of exchanges of information between a
claimant and a verifier.

In
A

U9

re
re

<l shlatlo 4 £ 1 | P ‘oot ot o k. allo 4lo | P 4 ol bl
avlurualivo willt Uuirc lypca ur Laibuiatuulio tuiat 1T1IcTU U VT PYTITUITITCU Uy uarc vianriarit ariu uic v

nex C), the mechanisms can be classified into the following four main groups.

O and IEC draw attention to the fact that it is claimed that compliance with this document may in
e of the following patents and their counterparts:itr other countries.

O and IEC take no position concerning the evidence, validity and scope of these patent rights.

he holders of these-patent rights have assured ISO and IEC that they are willing to negotiate licen
asonable and.non-discriminatory terms and conditions with applications throughout the world|
spect, the statements of the holders of these patent rights are registered with ISO and IEC. Inform
be obtained from the companies listed overleaf.

rifier (see

The first group (Clauses 5 and 6) is characterized by the performance of short modular expongntiations.

The challenge size needs to be optimized since it has a proportional impact on workloads.

The second group (Clauses 7 and 8) is characterized by the possibility of a+coupon" strate
claimant. A verifier can authenticate a claimant with very limited computational power. The
size has no practical impact on workloads.

The third group (Clause 9.3) is characterized by the possibility of a”¢oupon” strategy for the \
verifier with very limited computational power can authenticate a claimant. The challenge siz
impact on workloads.

The fourth group (Clause 9.4) has no possibility of a "cougon” strategy.

US 4 748 668 issued 1988-05-31, Inventars: A. Shamir and A. Fiat,

US 4 995 082 issued 1991-02-19, Inventor: C.P. Schnorr,

US 5 140 634 issued 1992-08-18, Inventors: L.C. Guillou and J-J. Quisquater,
EP 0 311 470 issued 1992-12-16, Inventors: L.C. Guillou and J-J. Quisquater,
EP 0 666 664 issued 1995-02-02, Inventor: M. Girault,
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Information technology — Security techniques — Entity
authentication —

Part 5:

T

Scope

Clause 5 specifies mechanisms (already present in the first edition,- ISO/IEC 9798-4:1999)
identities and providing unilateral authentication. They have been_repaired after the with
ISO/IEC 9796:1991.

Clause 6 specifies mechanisms (inserted in this second edition) based on integer factoriz
providing unilateral authentication.

Clauses 7 and 8 specify mechanisms based on discrete logarithms with respect to number:
either prime (see Clause 7, mechanisms already present in the first edition) or composite (see
mechanisms inserted in the second edition), and:providing unilateral authentication.

Clause 9 specifies mechanisms based ory;asymmetric encipherment systems and provid
unilateral (see 9.3, mechanisms already-present in the first edition), or mutual (see 9.4, mg
inserted in the second edition) authentication.

[0

O/IEC 9798.

Annex C compares’the mechanisms and provides guidance on parameter choices.

Annex D provides numerical examples.

To identify each mechanism;Annex A specifies object identifiers in accordance with ISO/IEC 8825-1

These mechanisms are\.constructed using the principles of zero-knowledge techniques, but they
zero-knowledge according to the strict definition sketched in Annex B for every choice of parameters

2

Normative references

nis part of ISO/IEC 9798 specifies entity authentication mechanisms using zerorknowledge techniqies.

based on
drawal of

ation and

5 that are
Clause 8,

ng either
chanisms

The verifier associates the correct verification key with the claimant by any appropriate proce¢dure, for
example, by retrieving it from a ‘certificate. Such procedures are outside the scope of thi

s part of

vill not be

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 8825-1:2002, Information technology — ASN.1 encoding rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ISO/IEC 10118 (all parts), Information technology — Security techniques — Hash-functions

© ISO/IEC 2004 — All rights reserved
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3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

3.1
accreditation exponent
secret number related to the verification exponent and used in the production of private numbers

3.2
adaptation parameter
public nufnber specific o the modulus and used in the definition of public numbers in the GQ2 mechanisms

3.3

asymmefric cryptographic technique
cryptographic technique that uses two related operations: a public operation defined by a public.data item, key
or number, and a private operation defined by a private data item, key or number (the two opetations have the
property that, given the public operation, it is computationally infeasible to derive the private gperation)

3.4

asymmefric encipherment system
system based on asymmetric cryptographic techniques whose public operation ds-used for encipherment and
whose private operation is used for decipherment

3.5
asymmefric pair
two related data items, keys or numbers, where the private datacitem defines a private operation and the
public data item defines a public operation

3.6
challenge
procedurg parameter used in conjunction with secret parameters to produce a response

3.7

claimant
entity whaose identity can be authenticated, including the functions and the private data necessary to engagelin
authentication exchanges on behalf of a principal

3.8
claimant|parameter
public data item, number or bit string, specific to a given claimant within the domain

3.9
decipherment

reversal df a correspending encipherment
[ISO/IEC P798-1]

3.10
domain
collection-of-entities upclaiiug onder—= bingic acbwiiy puiiby, ISR pubtic lr\cy certifrcatescreated Iuy =) bi||g|e
certification authority, or by a collection of certification authorities using the same security policy

3.1
domain parameter
public number, or function, agreed and used by all entities within the domain

3.12

encipherment

reversible operation by a cryptographic algorithm converting data into ciphertext, so as to hide the information
content of the data

2 © ISO/IEC 2004 — All rights reserved
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3.13
entity authentication

corroboration that an entity is the one claimed
[ISO/IEC 9798-1]

3.14
exchange multiplicity parameter
number of exchanges of information involved in one instance of an authentication mechanism

3.15

hash=function

function that maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
for a given output, it is computationally infeasible to find an input that maps to this output;

it is computationally infeasible to find two distinct inputs that map to the same output
[I$O/IEC 10118-1]

316

identification data
set of public data items (e.g., an account number, an expiry date and time, a §erial number, etc.) agsigned to
an entity and used to identify it

317
nlutual authentication
e

tity authentication that provides both entities with assurance of-each other's identity
[I$O/IEC 9798-1]

3./18
ntimber
natural integer, i.e., a non-negative integer

319
pair multiplicity parameter
nymber of asymmetric pairs of numbers jnvolved in one instance of an authentication mechanism

3.20

private key or private number
thiat data item, key or number,<ofian asymmetric pair, that shall be kept secret and should only be used by a
claimant in accordance with-an/appropriate response formula, thereby establishing its identity

3.21

procedure parameter
public data item involved with a transient value in one instance of an authentication mechanism, e.g{, witness,
challenge, respohse

322

public key or public number
tr}t data item, key or number, of an asymmetric pair, that can be made public and shall be used by every
verifier for establishing the claimant's identity

3.23

random number

time variant parameter whose value is unpredictable
[ISO/IEC 9798-1]

3.24

response

procedure parameter produced by the claimant, and processed by the verifier for checking the identity of the
claimant

© ISO/IEC 2004 — All rights reserved 3
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secret parameter
number or bit string that does not appear in the public domain, only used by a claimant, e.g., a private number

3.26
token

message consisting of data fields relevant to a particular communication and which contains information that

has been

3.27
unilatera

entity aut
[ISO/IEC

3.28
verificati

produced using a cryptographic technique

[-authentication
nentication that provides one entity with assurance of the other's identity but not vice versa
0798-1]

bn exponent

public number used as exponent by the claimant and the verifier

3.29
verifier
entity inc
requiring

3.30

witness
procedurd

4 Syn

uding the functions necessary for engaging in authentication exchanges on behalf of an ent
BN entity authentication

b parameter that provides evidence of the claimant's identity.to the verifier

)bols and abbreviated terms

For the plirposes of this document, the following symbaols and abbreviated terms apply.

@@l n

NOTE
is the prod
repeated p

@l p)

NOTE
set equal
on whethe

|Al

NOTE

Jacobi symbol of a positive integer\a-with respect to an odd composite integer n

By definition, the Jacobi symbol of anyjpositive integer a with respect to any odd positive composite intege
Lct of the Legendre symbols of a with respect to each prime factor of n (repeating the Legendre symbols for {|
rime factors). The Jacobi symbael 12 "3l can be efficiently computed without knowledge of the prime factors of

Legendre symbol of a-positive integer a with respect to an odd prime integer p

b a” " mod p. Thissmeans that (a | p) is zero if a is a multiple of p, and either +1 or —1 otherwise, dependi
[ or not a is a square modulo p.

bit sizeyof the number A if A is a number (i.e., the unique integer i so that 27 <A< 2'ifA>0,
0.ifA4=0, e.g., 165537 =2"%+1| = 17), or bit length of the bit string A if A is a bit string

Fhe'binary representation of a number A as a string of |A| bits is straightforward. For representing a numj

A as a stri
LA]
B|C
CRT

d

D

By definition, the Legendre symbol of any positive integer a with respect to any odd positive prime integer pli

or

the greatest integer that is less than or equal to the real number A

bit string resulting from concatenating the two bit strings B and C in that order
Chinese Remainder Theorem

challenge (procedure parameter)

response (procedure parameter)

© ISO/IEC 2004 — All rights reserv:
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f number of prime factors

gcd(a, b) the greatest common divisor of the two integers a and b

G, G public number (domain parameter)

G(A), G{A) public number (claimant parameter)

h hash-function

Ia bit length of the hash-code produced by the hash-function h

H| HH hash-codes

I(A) identification data (claimant parameter)

I(A) part of the identification data (claimant parameter)

jmod n the unique integer i from {0, 1, ... n—1} so that n divides j— i

Jjmod* n the unique integer i from {0, 1, ... (n—1)/2} so that n divides 'either j—ijorj +i

Icm(a, b) the least common multiple of the two integers a and b

m pair multiplicity parameter (domain parameter)

n composite modulus (domain parameter)

n(A) composite modulus (claimant parameter)

P, P2 ... prime factors of the modulus in ascending order, i.e., p; < p, < ... (secret parameters)
Q Q private number (secret parameter)

r fresh random number orfresh string of random bits (secret parameter)

v verification expenent (domain parameter)

W witness (procedure parameter)

XY notation using the hexadecimal digits '0' to '9' and 'A' to 'F', equal to XY to the base 16
a mbdulus size in bits, i.e., 2° " < modulus < 27 also denoted | modulus | (domain parameter)
1) length of fresh strings of random bits for representing challenges (domain parameter)
P length of fresh strings of random bits for representing random numbers (domain parameter)
{3, 5, 6} set of the integers 3, 5 and 6

For the purposes of clause 5 (identity-based mechanisms), the following symbols and abbreviated terms apply.

F

t

u

bit string
exchange multiplicity parameter (domain parameter)

accreditation exponent with respect to the modulus (secret parameter)

© ISO/IEC 2004 — All rights reserved


https://standardsiso.com/api/?name=f732de021dac4e16a7f77024b2e9dba2

ISO/IEC

uj

9798-5:2004(E)

accreditation exponent with respect to the prime factor p; (secret parameter)

For the purposes of clause 6 (integer factorization based mechanisms), the following symbols and abbreviated

terms apply.

b adaptation parameter (specific to the modulus)

D; response component with respect to the prime factor p; (secret parameter)

gi basicumber(domai parameter)

g(A) basic number (claimant parameter)

k security parameter (domain parameter)

Qi private component with respect to the basic number g; and the prime factor p;(secret parameter)
f fresh random number with respect to the prime factor p; (secret parametér)

uj accreditation exponent with respect to the prime factor p; (secret paranieter)

w; witness component with respect to the prime factor p; (secret. parameter)

For the plirposes of clause 7 (mechanisms based on discrete logarithms with respect to prime numbers), the
following pymbols and abbreviated terms apply.

g base of the discrete logarithms (domain parameter)

p modulus (domain parameter)

q prime number (domain parameter)

For the plirposes of clause 8 (mechanisms based on discrete logarithms with respect to composite numbers),
the followjng symbols and abbreviated4erms apply.

g base of the discrete logarithms (domain parameter)

g(A) base of the discrete logarithms (claimant parameter)

o number af/bits for private numbers in the first mode (domain parameter)

For the purposes of clause 9 (mechanisms based on asymmetric encipherment systems), the following

symbols 3

nd abbreviated terms apply.

Pa
Sa

X

public operation, i.e., encipherment (claimant parameter)
private operation, i.e., decipherment (secret parameter)

private RSA exponent (secret parameter)

© ISO/IEC 2004 — All rights reserved


https://standardsiso.com/api/?name=f732de021dac4e16a7f77024b2e9dba2

5

5.1

ISO/IEC 9798-5:2004(E)

Mechanisms based on identities

Security requirements for the environment

These mechanisms enable a verifier to check that a claimant knows private number(s) that are related to
identification data by a verification key.

NOTE These mechanisms implement schemes due either to Fiat and Shamir ¥ and denoted FS, or to Guillou and
Quisquater ® and denoted GQ1.

Withirmma giverrdormair, the fottowing requirermentsshatt-be-satisfied:

1

Domain parameters shall be selected, which will govern the operation of the mechanism. They|include a
hash-function, e.g., one of the functions specified in ISO/IEC 10118-3. The selected paframeters shall be
made known in a reliable manner to all entities within the domain.

Every claimant shall be equipped with a modulus that is either a domain parametenotia claimant parameter.
Each number used as modulus is set equal to the product of two or more distinct prime factors so that
knowledge of its value shall not feasibly enable any entity to deduce its primae)factors, where fegsibility is
defined by the context of use of the mechanism.

— If the modulus is a domain parameter, then it is denoted n. Actrusted authority has selected it and
only this authority can use the corresponding prime factors. The.authority guarantees the identities of
every claimant within the domain.

NOTE For example, a card issuer has a modulus. A delegated)entity signs identification data for issuing smart
cards; it uses the issuer's prime factors. In each card, the delegated entity stores appropriate identification data and
private number(s). During its life, the card uses its private number(s) in accordance with an identity-based mechanism.

— If the modulus is a claimant parameter, then itiis denoted n(A). A principal has selected |t and the
corresponding prime factors are the principal’s long-term secret. For each session, thg principal
creates a claimant. The claimant uses private number(s) as a short-term secret.

NOTE For example, in a local area networky an authority supervises each login operation within the domain and
manages a directory where every verifier can obtain a trusted copy of a modulus for each principal.
— During each login operation, i.e., when a computer opens a session, it uses a principal's prime factors for a
"single-sign-on" of session identification data including identifier, expiry date and time, rights, etc.
— During the session, the computerjcannot use the prime factors because it does not know them any mare. It uses
the private number(s) in accordance with an identity-based mechanism. The private numbers only lagt for a few
hours: their utility disappears after the session.

Every claimant shall be_provided with identification data and with one or more private numberg by some
means. In this context, the identification data is a string of bits, nor all equal, that uniquely and
meaningfully identifies the claimant in accordance with an agreed convention.

NOTE  Thelpnesence of an expiry date and time in the identification data enforces their expiry; the prelsence of a
serial number-simplifies their revocation.

Every-verifier shall obtain a trusted copy of the correct modulus of the claimant.

NOTE The exact means by which the verifier obtains a trusted copy of the correct modulus is beyond ttje scope of
this, 'document. This may, for example, be achieved by the use of public-key certificates or by spme other
environment-dependent means.

5)

5.2

5.2.

Every claimant and every verifier shall have the means to produce random numbers.
Key production

1 Asymmetric key pair

A verification exponent, a pair multiplicity parameter and an exchange multiplicity parameter shall be selected.
Unless otherwise specified, they are domain parameters respectively denoted v, m and t.

Certain values of v, such as the prime numbers 2, 257, 2'%+1, 2%2415, 2%°+2"%+1 and 2*°+15, have some
practical advantages.

© ISO/IEC 2004 — All rights reserved 7
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— The value of m shall be at most eight if v = 2 and set equal to one if v is an odd prime.

— The value of v *! fixes a mechanism security level (see C.1.4). A value from 2%t02is appropriate

form

ost applications.

A number, denoted ¢, fixes the modulus size in bits, i.e., 2%~" < modulus < 2 in accordance with the context
of use of the mechanism (for further details, see C.1.1). Itis a domain parameter.

The authority or the principal shall keep secret two or more distinct large prime factors denoted p4, ps ... in
ascending order, the product of which is the modulus.

o |If
b

e f
fa

If ais a multiple of the number of prime factors, denoted f, then the bit size of each primefactor shall be «

(for furthg
accordan
claimant |

With resp
integer sd

With resp
that u x v|

5.2.2

5.2.21

The iden
numbers

NOTE
PSS (PSS

For conv
computat

1) The s

2) Astri
code

v =2 (the Rabin scheme), there shall be only two prime factors (i.e., f=2), both congruent to 3 mog
Lt not congruent to each other mod 8.

v is an odd prime (the RSA scheme), there may be more than two prime factors. Forseach prin
ctor p;, p;—1 shall be co-prime to v.

r details, see C.1.2). The modulus is set equal to either p; x p, if v = 2, or p;& 4. x ps if v is odd.
ce with the second requirement in 5.1, the modulus is either a domain parameter denoted n, or
parameter denoted n(A).

ect to each prime factor p;, an accreditation exponent, denoted u;, is set equal to the least positi
that u; x v +1 is a multiple of either (p;—1)/2 if v = 2, or p;—1 if v is an’odd prime.

ect to the modulus, an accreditation exponent, denoted u, istset’equal to the least positive integer
+1 is a multiple of either lcm(p,—1, po—1)/2 if v =2, or Icm{py—1, ... p—1) if vis an odd prime.

Asymmetric pair(s) of numbers

Case where v=2

ification data /d(A) shall be converted into m parts by appending sixteen bits representing t
1 to m, namely '0001', '0002", and so.on,in turn to the string /d(A).

Id(A) = Id(A) || '000X'

The mechanism below derives from the first format mechanism specified in ISO/IEC 14888-2 [21], known
reads Probabilistic Signature-Scheme) and due to Bellare and Rogaway "’

erting each part, from-1d,(A) to Id,,(A), into a string of « bits, denoted F; to F,, the followi
onal steps are performed.

tring /d,(A) shall'be hashed to obtain a hash-code denoted H,.
Hy = h(ld(A))

ng of (64+ |h| ) bits is constructed from left to right by concatenating 8 octets set to '00' and the has
Hs. . This string shall be hashed to obtain a hash-code denoted HH,.

47

ne

ne

as

9

HH, = "("00000000 00000000 11 H,;)

3) Named a mask, a string of (¢— |h|- 8) bits is constructed from the hash-code HH,. The procedure makes
use of two variables: a bit string of variable length, denoted String, and a 32-bit counter, denoted Counter.

a) Set String to the empty string.
b) Set Counterto 0.
c) Replace String by String || h(HH, || Counter).

d) Replace Counter by Counter + 1.

e) If | h|x Counter < a—|h|-8, then go to step c.

Mask, equals the leftmost (a — | h

— 8) bits of String where the leftmost bit has been forced to 0.

© ISO/IEC 2004 — All rights reserv:
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4) A string denoted F, is constructed from left to right by concatenating the (« —|h|- 8) bits of the mask
where the rightmost bit has been reversed, the |h| bits of the hash-code HH, and one octet set to 'BC'.

F, = Format(ldy(A)) = (Mask, ® (000 ... 000 || 1)) || HH, || 'BC'

A public number denoted G,(A) is derived from the number represented by the bit string F, (also denoted F,,

th

T

F

arne performed.

—_

nymber denoted Q, is set equal to the u-th modular power of the public number G,(A).

—t For each prime factor p;, a component Z; is set equal to Gx(A) “ mod Dj-
—1 A CRT composition converts the set of components {Z1, Z> ...} into a number Z.

DTE 3  Consequently, any number Gx(A) or Qx may be replaced bythe modulus minus the number.

2.2.2 Case where vis an odd prime

DTE The mechanism below derives from the first format mechanism specified in ISO/IEC 14888-2 1
BS (PSS reads Probabilistic Signature Scheme) and due to'Bellare and Rogaway [,

is number is even, non-zero and less than the modulus), as follows.
— If the Jacobi symbol (F, | n) is +1, then G,(A) = F,.
— If the Jacobi symbol (F, | n) is —1, then G,(A) = F,/ 2.

he authority or the principal shall provide claimant A with m private numbers denoted Q; to Q)T

Q= G(A)" (mod* either n or n(A))

DTE 1 The CRT technique (see C.2.3) may be used for converting each public number into.a private numb

Qx = Z (mod* either n or n(A))

DTE 2 Each asymmetric pair of numbers verifies a relationship governed by.the verification key.
Gx(A) x Q2 = 1 (mod* either n or n(A))

br converting the identification data /d(A) into.astring of « bits, denoted F, the following computatiq

The string Id(A) shall be hashed to.ébtain a hash-code denoted H.
H = h(Id(A))
A string of (64+ |h ) bits is~constructed from left to right by concatenating 8 octets set to '00' and
code H. This string shall beé hashed to obtain a hash-code denoted HH.
HH = h('00000000 00000000' || H)

Named a mask;a string of (a—|h|) bits is constructed from the hash-code HH. The proced(
use of two yariables: a bit string of variable length, denoted String, and a 32-bit counter, denoted

a) Set.Siring to the empty string.
b) Set*Counterto 0.
¢). YReplace String by String || h(HH || Counter).

he private

known as

nal steps

the hash-

re makes
Counter.

d) Replace Counter by Counter + 1.

e) If |h|x Counter < a—|h|, then go to step c.
The mask equals the leftmost (o — |h ) bits of String where the leftmost bit has been forced to 0.

A string denoted F is constructed from left to right by concatenating the (a — |h |) bits of the mask where

the rightmost bit has been reversed and the | h| bits of the hash-code HH.
F = Format(/d(A)) = (Mask @ (000 ... 000 || 1)) || HH

A public number, denoted G(A), is set equal to the number represented by the bit string F (also denoted F, this
number is non-zero and less than the modulus).

©

G(A) = F
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The authority or the principal shall provide claimant A with a private number, denoted Q, set equal to the u-th
modular power of the public number G(A).

Q = G(A)" (mod either n or n(A))

NOTE 1 The CRT technique (see C.2.3) may be used for converting the public number into the private number.
— For each prime factor p;, a component Q; is set equal to G(A) ¥ mod p;.
— A CRT composition converts the set of components {Q1, Q. ...} into the number Q.

NOTE2 The asymmetric pair of numbers (the private number is the modular inverse of the RSA signature, see

ISO/IEC 14888-2 ")) verifies a relationship governed by the verification key.
f‘(A) QY_1 (mr\d either naor n(A))

5.3 Unilateral authentication exchange

The bracketed numbers in Figure 1 correspond to the steps of the mechanism, including the-€xchanges |of
informatign, described in detail below. The claimant is denoted A. The verifier is denoted B:

A (4) Challenge B

(1). 4| |« 3. (7)
(6) TokenAB,

(2) TokenAB;

\ 4

Figure 1 — Identity-based mechanism

In addition to identification data /d(A), a verification exponent v (a prime number), a pair multiplicity parameter
m and an|exchange multiplicity parameter , the claimant shall store a modulus n or n(A) and either

e n private numbers Q;to Q,if v=2, or
e & single private number Q if vis an odd prime.

In addition to identification data Id(A), a verification.exponent v (a prime number), a pair multiplicity parameter
m and an|exchange multiplicity parameter ¢, the verifier shall be provided with a trusted copy of a modulus njor
n(A). If npt already known by B, a copy of Id(A);"v, m and t shall be sent along with TokenAB;; however, suth
a copy ngeds not be trusted.

For each|application of the mechanism, the following procedure shall be performed t times. The verifier(B
shall only|accept the claimant A as‘valid if all ¢ iterations of the procedure complete successfully.

1) For each iteration of the\procedure, a fresh number shall be uniformly selected at random, so that it|is

non-zZero and less than the modulus. Denoted r, it shall be kept secret.

The fresh random*rdumber r shall be converted into a witness, denoted W, as the v-th modular power.
o Witness farmula if v = 2: wW=r? (mod* either n or n(A))

e Witness-formula if v is an odd prime: W = r" (mod either n or n(A))

The number W is represented by a string of « bits, also denoted W.

2) A sends TokenAB, = either witness W or a hash-code of W and Text, one of four hash variants, to B.

The four hash variants are h(W || Text), h(W || h(Text)), h(h(W) || Text), and h(h(W) || h(Text), where his a
hash-function and Text is an optional text field (it may be empty). If the text field is non-empty, then B
shall have the means to recover the value of Text; this may require A to send all or part of the text field at
this point. The text field is available for use in applications outside the scope of this document. Annex A
of ISO/IEC 9798-1 gives information on the use of text fields. The hash variant is a domain parameter.

3) On receipt of TokenAB;, the following computational steps are performed.

mxt

a) If the value of v is less than 2*° and/or if m > 8 when v = 2, and/or if m > 1 when v is an odd prime,
then the procedure fails.

10 © ISO/IEC 2004 — All rights reserved
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b) If the identification data Id(A) is invalid (e.g., expired or revoked), then the procedure fails.
c) A fresh string of §bits shall be uniformly selected at random.
e Ifv=2, then 6= m and the string consists of m bits, denoted d, to d,,.

e If vis an odd prime, then 6= |v|-1 and the string represents a number less than v, possibly zero,
denoted d.

NOTE The total number of possible challenges per iteration of the procedure should be limited to 2 If this
recommendation is not followed, then special care should be taken to prevent the verifier using the claimant as a
signing oracle

4) B sends the fresh string as a challenge to A.

NOTE Optimizations may induce constraints on the Hamming weight of the challenges, with an|impact on
the total number of possible challenges and on the mechanism security level.

5) On receipt of the challenge, the following computational steps are performed.
a) If the challenge is not a string of ¢ bits, then the procedure fails.
b) A response denoted D shall be computed from the random number-+and
o the m private numbers Q,, Q,, ... Qn and the m challenge bits’d,, d,, ... d, if v=2.

Response formula if v = 2: D=rx ﬁQ,-d’ (mod* either n or n(A))
e the single private number Q and the challenge nurlr?;)er dif vis an odd prime.
Response formula if vis an odd prime: D =% Q¢ (mod either n or n(A))
6) A sends TokenAB, =response D to B.

7) On receipt of TokenAB,, the following computational steps are performed.
a) If the response D is zero or equal té.or more than the modulus, then the procedure fails.
b) The identification data Id(A) shall’lbe converted into
e m public numbers (see 5:2.2.1), denoted G4(A), G»(A), ... G(A), if v=2.
e asingle public number (see 5.2.2.2), denoted G(A), if v is an odd prime.
c) Denoted W* a witness shall be computed.

m
o Verificationformula if v = 2: W*= D? x HG,-(A)df (mod* either n or n(|A))
i=1
o Verification formula if v is an odd prime: W*=D"x G(A) d (mod either n or n(A))
d) If either withess W* or a hash-code of W* and Text, one of the four hash variants, is identical to

TokenAB, received in step (2), then the iteration of the procedure is successful. Othdrwise the
procedure fails.

N DT 4 Oila H 4 4 o 4 N I £ oLl o n H Y loiaf, 4 t h |
T T CUTCT TTTOTTITIatoTT 1Tray DT STTTU Wit alTy CACTTIATTyTUT e PTroCtCUtT e DO Tyt OST SUUIT TToUTTTiTat on o ep

compute the value of the optional text field.

NOTE 2 B can compute the public number(s) for A at any stage, i.e., B need not wait until the receipt of response D
before computing them. If B verifies A frequently, then B may cache the public number(s).

NOTE 3  The t iterations of the procedure can be performed in parallel, i.e., in the first step, A may choose t random
numbers ry, rz, ... r, compute t witnesses Wi, Wa, ... W;, send them simultaneously to B, and so on. If this parallel
implementation is adopted, the total number of message exchanges will be equal to three, regardless of the value of t.

NOTE 4  The use of a hash-code instead of withness W in the first exchange of the procedure can achieve efficiency
gains by reducing the number of bits in TokenAB:;.
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6 Mechanisms based on integer factorization

6.1 Security requirements for the environment

These mechanisms enable a verifier to check that a claimant knows a decomposition of a claimed modulus.

NOTE These mechanisms implement schemes due to Guillou and Quisquater ™ and denoted GQ2.

Within a given domain, the following requirements shall be satisfied.

1) Dom: iII pdldlllutclb D;Id” IUU bUiUbtUU‘, VV;IibiI VVi“ YUVCITI ti e UpUIdtiUll Uf tilc Illcbi Idlliblll. Ti 1c DUiUbt 3d
parameters shall be made known in a reliable manner to all entities within the domain.

2) Every claimant shall be equipped with distinct prime factors so that knowledge of their product,ii.e., the
moddlus (a claimant parameter), shall not feasibly enable any entity to deduce them, where feasibilityis
defingd by the context of use of the mechanism.

NOTH When opening a session (see 5.1), a computer may randomly select two prime factors €0,be used during the
sessign (a few hours). Using the principal's long-term secret in a "single-sign-on" of session identification data, the
compuiter signs an "ephemeral" certificate covering an "ephemeral" modulus, product of the *ephemeral” prime factqrs.

3) Every verifier shall obtain a trusted copy of the modulus specific to the claimant:

NOTH The exact means by which the verifier obtains a trusted copy of the modulus specific to the claimant|is
beyond the scope of this document. This may, for example, be achieved by the/use of public-key certificates or py
some fother environment-dependent means.

4) Every claimant and every verifier shall have the means to produce random numbers.

5) If thelmechanism makes use of a hash-function, then all entities within the domain shall agree on a hash-
functipn, e.g., one of the functions specified in ISO/IEC 10118-3.

6.2

X

ey production

A numbet, denoted ¢, fixes the modulus size in*bits, i.e., 2%~ < modulus < 2% in accordance with the contgxt
of use of the mechanism (for further details, see*C.1.1). Itis a domain parameter.

A security parameter and a pair multiplicity parameter, denoted k and m, together fix a mechanism secur|ty
level set {o the value of 27" in acgordance with the needs of the application (see C.1.4). They are domdin
parameters. A value of k x m from(8 1o 40 is appropriate for most applications.

NOTE The total number of peossible challenges should be limited to 2%, If this recommendation is not followed, then
special care should be taken to.prevent the verifier using the claimant as a signing oracle.

Claimant |A shall keep<ecfet two or more distinct large prime factors denoted p4, p, ... in ascending order. | If
« is a multiple of the. nimber of prime factors, denoted f, then the bit size of each prime factor shall be «/ f (for
further details, see €.1.2).

NOTE The number b; is set equal to one if p;= 3 mod 4, and to two or more if pj=1 mod 4.

For the equivalence with a decomposition of the modulus, the first 54 prime numbers, namely {2, 3, 5, 7, 11,
... 251}, i.e., of bit size equal to eight or less, are searched for an appropriate number g.

— The Legendre symbol of a candidate number g is evaluated with respect to each prime factor from p4 to ps.
The candidate number g is appropriate if there are two prime factors p; and p; as follows.

o If b;= b; the Legendre symbols are different, i.e., (g | p)=-(g ! p)).
e If b;> b; the Legendre symbol with respect to p;is -1, i.e., (g | pj) =-1.

NOTE In average, each candidate number has one chance out of 2 = of being appropriate. Consequently the prob-
ability is negligible of not finding an appropriate number g within the first 54 prime numbers.
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The m basic numbers are the number g, completed by as many numbers as needed from the first 54 prime
numbers. They are either domain parameters, denoted g, to g,, in ascending order if they are the first m
prime numbers, or claimant parameters, denoted g4(A) to g,(A) in ascending order otherwise.

NOTE If the m basic numbers are systematically the first m prime numbers without checking the Legendre symbols,
then for f large prime factors randomly generated, the probability that the knowledge of the set of the private numbers
does not imply the knowledge of a decomposition of the modulus is in average less than 27 ™=

An adaptation parameter denoted b is set equal to max(b, to by). It is a claimant parameter. For each basic
number g; or g{(A), a public number denoted G; is set equal to the b-th square of the basic number.

G. = FEijther avzb or av(Aizb

Alverification exponent denoted v is set equal to 2 with respect to each prime factor p;, an acgreditation
exponent, denoted u;, is set equal to the least positive integer so that v x u; +1 is a multiple of(p=1)/4 o

For each basic number g; or g(A) and each prime factor p;, a private component denoted)Q;;is set equal to the
u;|-th modular power of the public number G;.

Q;; =G;" mod p;

The modulus is set equal to the product of the large prime factors, i.e., p; x .5Xpr. It is a claimant parameter
denoted n(A).

NOTE The same modulus may be used for the GQ2 mechanisms and for the”’RSA mechanisms.

6,3 Unilateral authentication exchange

The bracketed numbers in Figure 2 correspond to the steps of the mechanism, including the exchanges of
information, described in detail below. The claimant is denoted A. The verifier is denoted B.

(2) TekenAB;

A | B
(4) Challenge
1.6 |e (3), (7)

(6) TokenAB,

>

Figure 2 — Mechanism based on the factorization of a modulus
In| addition to parameters b, k and m, and m basic numbers g; to g,, or g:(A) to g.,(A), the claimant shall store
either

—1 amodulus n(A) and m‘private numbers Q; to Q;, or
—t fprime factors p;do,py, fxm private components Qq ; to Q,,rand (1) CRT coefficients (see C.2.3).
In| addition to pafameters b, k and m, and m basic numbers g, to g,, or g:(A) to g.(A), the verifief shall be

prlovided with_adrusted copy of the claimant's modulus n(A). If not already known by B, a copy of b{ k, m and
g{(A) to gm(A)'shall be sent along with TokenAB;; however, such a copy needs not be trusted.

For each application of the mechanism, the following procedure shall be performed. The verifier B(shall only
agcept the claimant A as valid if the procedure completes successfully.

1) For each iteration of the procedure, for each prime factor p;, a fresh number shall be uniformly selected at
random, non-zero and less than p;. Denoted r;, it shall be kept secret.

Each fresh random r; number shall be converted into a witness component, denoted W,
Witness component formula: w; = er mod p;

Involving the set of prime factors and CRT coefficient(s), a CRT composition (see C.2.3) shall convert the
set of witness components {W;, W5, ...} into a withess denoted W. The number W is represented by a
string of « bits, also denoted W.

© ISO/IEC 2004 — All rights reserved 13
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2) A sends TokenAB; = either witness W or a hash-code of W and Text, one of four hash variants, to B.

The four hash variants are h(W || Text), h(W || h(Text)), h(h(W) || Text), and h(h(W) || h(Text), where h is a
hash-function and Text is an optional text field (it may be empty). If the text field is non-empty, then B
shall have the means to recover the value of Text; this may require A to send all or part of the text field at
this point. The text field is available for use in applications outside the scope of this document. Annex A
of ISO/IEC 9798-1 gives information on the use of text fields. The hash variant is a domain parameter.

3) On receipt of TokenABjy, the following computational steps are performed.
a) If the product k x m is more than 40, then the procedure fails.
b) If the basic numbers are not distinct prime numbers less than 256, then the procedure fails.
c) Afresh string of k x m bits shall be uniformly selected at random and denoted d; 4 to dp .
4) B ser|ds the fresh string as a challenge to A.

NOTH Optimizations may limit the Hamming weight of the challenges, with an impact on the total.number |of
possihle challenges and on the mechanism security level.

5) On receipt of the challenge, the following computational steps are performed.
a) Iflthe challenge is not a string of k x m bits, then the procedure fails.

b) Fpr each prime factor p;, a component D; shall be computed from the challenge denoted d; 4 to dy,
the m private components Q;to Q,,; and the random number r;.

Starting from a number set equal to one, k sequences of zero to «n”“modular multiplications afe
interleaved with k—1 modular squares. The ii-th sequence is as follows: for i from 1 to m, the bit d;;
indicates whether the current number shall be modularly multiplied by the private component Q;; (bit
set to 1) or not (bit set to 0). A last modular multiplication by the ‘random number r; produces a firjal
npmber, namely a response component denoted D;.

Q

pnsequently, considering that, from bit d;; as the mest S|gn|f|cant bit up to bit dj, as the legst
significant bit, each string of k bits represents a number less than 2k possibly zero, denoted d,, the
rg¢sponse component formula reads as follows.

m
- g;
D;=r;x | |1 Q;; mod p;
I=

nvolving the set of prime factors and the\€RT coefficient(s), a CRT composition (see C.2.3) shall
cpnvert the set of response components{D4, D, ...} into a response denoted D.

6) A serds TokenAB, = response D to B.

7) On receipt of TokenAB,, the following 'computational steps are performed.
a) Iflthe response D is zero or-equal to or more than n(A), then the procedure fails.
b) The response D shall bé converted into a witness denoted W*.
tarting from a number set equal to D, (b + k) modular squares are interleaved with k elementary
pberations. The ii<th/elementary operation occurs between the ii-th and the (ii +1)-th modular squares.

S

o

The ii-th elementary operation is as follows: for i from 1 to m, the bit d;; states whether the currgnt
npmber shalltbe modularly multiplied by the basic number g; (bit set to 1) or not (bit set to 0).

C

pnsequently, considering that, from bit d;; as the most S|gn|f|cant bit up to bit d;, as the legdst
significant bit, each string of k bits represents a number less than 2¥, possibly zero, denoted d;, the
vTr|f|cat|on formula reads as follows.

W*= D' x[[G" mod n(A)
i=1
c) If either witness W* or a hash-code of W* and Text, one of the four hash variants, is identical to
TokenAB; received in step (2), then the procedure is successful. Otherwise the procedure fails.
NOTE 1 Other information may be sent with any exchange of the procedure. B may use such information to help
compute the value of the optional text field. For example, A may send information such as certificates with TokenAB;.
NOTE 2  For computing the witness and the response, the CRT technique (see C.2.3) is optional.

NOTE 3  The use of a hash-code instead of witness W in the first exchange of the procedure can achieve efficiency
gains by reducing the number of bits in TokenAB1. Moreover, this deters fault inductions when using the CRT technique in
portable devices, e.g., in smart cards.
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7 Mechanisms based on discrete logarithms with respect to prime numbers

71 Security requirements for the environment

These mechanisms enable a verifier to check that a claimant knows the discrete logarithm of a claimed public
number with respect to a prime number.

NOTE These mechanisms implement schemes due to Schnorr " and denoted SC.

Within a given domain, the following requirements shall be satisfied.

1) Domain parameters shall be selected, which will govern the operation of the mechanism. _The selected
parameters shall be made known in a reliable manner to all entities within the domain.

2) The number used as the base of discrete logarithms shall be so that, for any arbitrary{number j| non-zero
and less than the modulus, finding a number k (if one exists), so that the k-th modular power of the base
is j, shall be computationally infeasible, where feasibility is defined by the context'of_use of the mechanism.

3) Every claimant shall be equipped with a private number.

4) Every verifier shall obtain a trusted copy of the public number specific to ttie“claimant.

NOTE The exact means by which the verifier obtains a trusted copy of the-public number specific to the claimant
is beyond the scope of this document. This may, for example, be achieved\by the use of public-key certificates or by
some other environment-dependent means.

5) Every claimant and every verifier shall have the means to produce random numbers.

6) If the mechanism makes use of a hash-function, then all:entities within the domain shall agree dn a hash-
function, e.g., one of the functions specified in ISO/IE€10118-3.

7)2 Key production

Three numbers, denoted p, g and g, shall be selected in accordance with the context of use of the miechanism.
—t  The modulus p shall be a prime number: The bit size of the number p is denoted |p| .

— The number|q shall be a prime factor of p—1. Unless otherwise specified, the bit size of the nymber q is
160, i.e., |q|=160.

— The base of the discrete legarithms, denoted g, shall be of order g modulo p, i.e., a number gregter than 1
so that g? mod p = 1. The‘base g is conveniently represented as a string of !p! bits.

NOTE 1 The prime number p can be selected so that a copy of the binary representation of q is embedded within the
bipary representation-of.p° Such an approach for choosing p and g may be useful in situations where storage space
arjd/or communications-bandwidth is at a premium. See an example in D.5.1.

NOTE 2 If there-is an odd factor less than q dividing p—1, then the private number may be compromised by gn attack of
the type described by Lim and Lee M2 To prevent such an attack, p and g should be selected so that (p—1)/(2xq) has no
prime factorJess than g. Ideally, (0—1)/(2xq) should be prime.

Each claimant A shall be provided with a fresh number uniformly selected at random, non-zero and|less than
q,.representing a private number denoted Q It is represented by a string of |n| hits

Denoted G(A), the public number for claimant A is set equal to the Q-th modular power of the base g. It is
represented by a string of |p| bits.

G(A) = gQ mod p

A number, denoted ¢, fixes the number of bits for representing challenges. A value of § from 8 to 40 is
appropriate for most applications. Unless otherwise specified, the value of §is set equal to 40.

NOTE The total number of possible challenges should be limited to 2% |f this recommendation is not followed, then
special care should be taken to prevent the verifier using the claimant as a signing oracle.
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7.3 Unilateral authentication exchange

The bracketed numbers in Figure 3 correspond to the steps of the mechanism, including the exchanges of
information, described in detail below. The claimant is denoted A. The verifier is denoted B.

(2) TokenAB;

A > B
(4) Challenge
(1), (5) | (3, (7)

(6) TokenAB,

>
Figure 3 — Mechanism using a discrete logarithm with respect to a prime number

In addition to prime numbers p and g, a number §and a base g, the claimant shall store a private number Q.

In the case of a coupon strategy, the claimant shall store a private number Q, a number ¢ and,a’set of coupons.
To be uskd only once, each coupon consists of a !q!-bit number (that needs not be Stored if it can pe
reproduced by a pseudo-random function) and an a-bit witness (or preferably, its hash-code).

1%
o

In additiop to prime numbers p and g, a number ¢ and a base g, the verifier shall'be provided with a trust
copy of alclaimed public number G(A).

For each [application of the mechanism, the following procedure shall be performed. The verifier B shall or
accept the claimant A as valid if the procedure completes successfully.

y

1) For epch authentication, a fresh number shall be uniformly selected at random, non-zero and less than
Denoted r, it shall be kept secret. The fresh random numberrshall be converted into a witness, denots
W. The number W is represented by a string of « bits, also@enoted W.

o

Witness formula: W =g modp

2) A serds TokenAB; = either witness W or a hash-codé“of W and Text, one of four hash variants, to B.

The fpur hash variants are h(W || Text), h(W || h(Text)), h(h(W) || Text), and h(h(W) || h(Text), where hid a
hash{function and Text is an optional text field (it may be empty). If the text field is non-empty, then|B
shall have the means to recover the value 0f Text; this may require A to send all or part of the text field |at
this ppint. The text field is available for.use in applications outside the scope of this document. Annex|A
of ISQ/IEC 9798-1 gives informatiomon-the use of text fields. The hash variant is a domain parameter.

3) On receipt of TokenAB;, a fresh-string of ¢ bits shall be uniformly selected at random.
4) B ser|ds the fresh string as a ¢hallenge to A. The fresh string represents a number denoted d.

5) On receipt of the challenge, the following computational steps are performed.

a)
b) A response-D¢shall be computed from the random number r and the private number Q.

flthe challenge“is\not a string of §bits, then the procedure fails.

Response formula: D=r—dxQmodq

6) A serlds TokenAB, =response D to B.

7) On receipt of TokenAB,, the following computational steps are performed.
a) If the response D is zero or equal to or more than q, then the procedure fails.
b) Denoted W*, a witness shall be computed using the public number G(A).
Verification formula: W*= G(A)?x g° mod p
c) If either witness W* or a hash-code of W* and Text, one of the four hash variants, is identical to
TokenAB, received in step (2), then the procedure is successful. Otherwise the procedure fails.

NOTE 1 Other information may be sent with any exchange of the procedure. B may use such information to help
compute the value of the optional text field. For example, A may send information such as certificates with TokenABj.

NOTE2 The use of a hash-code instead of witness W in TokenAB, can achieve efficiency gains by reducing the
number of bits in TokenAB,.
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8 Mechanisms based on discrete logarithms with respect to composite numbers

8.1 Security requirements for the environment
These mechanisms enable a verifier to check that a claimant knows the discrete logarithm of a public number
with respect to a composite number. The public number and / or the composite number are claimed.

NOTE These mechanisms implement schemes due to Girault, Poupard and Stern ' for GPS1, and to Girault and
Pailles © for GPS2.

Within a given domain, the following requirements shall be satisfied.

1) Domain parameters shall be selected, which will govern the operation of the mechanism. _Thege domain
parameters include one of the two modes of use specified hereafter. The selected parameters shall be
made known in a reliable manner to all entities within the domain.

2) Every claimant shall be equipped with a modulus that is either a domain parameter,6ra claimant parameter.
Each number used as modulus shall be so that knowledge of its value shall notfeasibly enable gny entity
to deduce its prime factors, where feasibility is defined by the context of use 6f the mechanism.

3) Each number used as the base of discrete logarithms shall be so that, fer\any arbitrary number j| non-zero
and less than the modulus, finding a number k (if one exists), so that.the k-th modular power of the base
is j, shall be computationally infeasible, where feasibility is defined.by.the context of use of the mechanism.

4) Every claimant shall be equipped with a private number.

5) Every verifier shall obtain a trusted copy of the public number(s) specific to the claimant.

NOTE The exact means by which the verifier obtains a trusted copy of the public number(s) specific to the claimant
is beyond the scope of this document. This may, for example, be achieved by the use of public-key certifigates or by
some other environment-dependent means.

6) Every claimant and every verifier shall have the'means to produce fresh strings of random bits.

7) If the mechanism makes use of a hash-function, then all entities within the domain shall agree dn a hash-
function, e.g., one of the functions specified in ISO/IEC 10118-3.

8)2 Key production

8.2.1 General

Alnumber, denoted «,Afixe’s the modulus size in bits, i.e., 2%~" < modulus < 2% in accordance with the context
ofiuse of the mechanism (for further details, see C.1.1). Itis a domain parameter.

Alnumber, dentted ¢, fixes the number of bits for representing challenges. A value from 8 to 40 is appropriate
for most applications. Unless otherwise specified, the value of Jis set equal to 40. It is a domain pafameter.

NOTE The total number of possible challenges should be limited to 2% |f this recommendation is not follbwed, then
sgecial care should be taken to prevent the verifier using the claimant as a signing oracle.

V\'u' 4l ol H ol £ [ T Il bamlf Al o ol R £
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8.2.2 First mode of use (GPS1)

A number, denoted o, fixes the number of bits for representing private numbers. Unless otherwise specified,
the value of ois set equal to 160. It is a domain parameter.

For claimant A, a fresh string of o bits shall be uniformly selected at random. The string represents the private
number, denoted Q.

Denoted g, the base of the discrete logarithms is a domain parameter. The value g = 2 has some practical
advantages.
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The modulus is either a domain parameter denoted n, or a claimant parameter denoted n(A). In both cases,
the factorization of the modulus, i.e., the large prime factors (for further details, see C.1.2), may be unknown.

Denoted G(A), the public number for claimant A is set equal to the Q-th modular power of the base g. It is
represented by a string of « bits.

GA)=g @ (mod either n or n(A))

8.2.3 Second mode of use (GPS2)
Del"loted7 Re—ve caton—eXPoren S—a—tofmaiti—parameter: S1é e e—ant—greate réat 5. S e
value of Jis set equal to 40, unless otherwise specified, the value of v is set equal to 2**+15 (a prime numbgr).
Claimant |A shall keep secret two or more distinct large prime factors, denoted p+, p» ... in ascending order. | If
a is a multiple of the number of prime factors, denoted f, then the bit size of each prime factor shall be «/ f (for
further details, see C.1.2). For each prime factor p;, p—1 shall be co-prime to v.
The modplus is set equal to the product of the prime factors, i.e., pyx...xpr. It is @ claimant parameter
denoted f(A).
NOTE The verification exponent v and the modulus n(A) together form a public RSA key.
Denoted [, the private number for claimant A is the least positive integer so.that v x Q —1 is a multiple [of
lcm(p1—1,|... p~1). The number Q is represented by a string of « bits.
NOTE The private number Q and the modulus n(A) together form a privaté RSA key.
Denoted G, the public number is a domain parameter. The value!G.= 2 has some practical advantages.
NOTE The number playing the role of the base is the v-th modular power of G, i.e., g(A) = G" mod n(A). It is uspd
neither by the claimant, nor by the verifier.
8.3 Unilateral authentication exchange
The bracketed numbers in Figure 4 correspond‘to the steps of the mechanism, including the exchanges |of
informatign, described in detail below. The g¢laimant is denoted A. The verifier is denoted B.
(2) TokenAB;
A " B
(4) Challenge
1), (5) | |« 3. (7)
(6) TokenAB,
>
KFigure 4 — Mechanism using a discrete logarithm with respect to a composite number
— In the first mode) the claimant shall store a number 6, a base g, a private number Q (as a string of o bifs)
and g modulus n or n(A). Unless otherwise specified, §= 40, g = 2, o= 160.
— In the second mode, the claimant shall store a number 6, a public number G, a verification exponent v|a
priva SEEIvIRg]e t T AN~ ; Iy io o 2,
v=2%+15,

In the case of a coupon strategy, in addition to a number & and a private number Q, the claimant shall only
store a set of coupons. To be used only once, each coupon consists of a p-bit string (that needs not be stored
if it can be reproduced by a pseudo-random function) and an a-bit witness (or preferably, its hash-code).

— In the first mode, in addition to a number &, a base g and a number o, the verifier shall be provided with a
trusted copy of a public number G(A) and a trusted copy of a modulus n or n(A).

In the second mode, in addition to a number &, a public number G and a verification exponent v, the
verifier shall be provided with a trusted copy of a modulus n(A).
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For each application of the mechanism, the following procedure shall be performed. The verifier B shall only
accept the claimant A as valid if the procedure completes successfully.

1) For each authentication, a fresh string of p bits shall be uniformly selected at random. It shall be kept

secret.
In the first mode, p=o+o+80.
In the second mode, p=a+ o+ 80.

NOTE If the fresh string of p bits is selected at random, then the probability that the leftmost 80 bits are all equal
is negligible.

Denoted r, the number represented by the fresh string shall be converted into a witness, denoted W. The
number W is represented by a string of « bits, also denoted W.

Witness formula in the first mode: W =g" (mod either n or n(A))
Witness formula in the second mode: W= G " mod n(A)
NOTE If the prime factors are available, then the witness computation (performed in advance in thg case of a

coupon strategy) may make use of the CRT technique (see C.2.3).

2) A sends TokenAB; = either witness W or a hash-code of W and Text;one of four hash variants, tp B.

The four hash variants are h(W || Text), h(W || h(Text)), h(h(W) )| Fext), and h(h(W) || h(Text), where h is a
hash-function and Text is an optional text field (it may be €mpty). If the text field is non-empty, then B
shall have the means to recover the value of Text; this may require A to send all or part of the tgxt field at
this point. The text field is available for use in applications outside the scope of this document.| Annex A
of ISO/IEC 9798-1 gives information on the use of text\fields. The hash variant is a domain parameter.

3) On receipt of TokenAB;, a fresh string of & bits shall be uniformly selected at random.
4) B sends the fresh string as a challenge to A\*The fresh string represents a number denoted d.

5) On receipt of the challenge, the following computational steps are performed.
a) If the challenge is not a string of ¢ bits, then the procedure fails.
b) A response D shall be camputed from the random number r and the private number Q.

Response formula: D=r—-dxQ
6) A sends TokenAB,.= response D to B.

7) On receipt of FokenAB,, the following computational steps are performed.

a) If theresponse D is not a string of p bits and/or if the leftmost 80 bits of D are all equal| then the
pracedure fails.

b), tBenoted W*, a witness shall be computed.
Verification formula in the first mode: W* = G(A) ™ gD (mod either n or n(A))

Verification formula in the second mode: W*= G?*"*? mod n(A)

c) If either withess W* or a hash-code of W* and Text, one of the four hash variants, is identical to
TokenAB, received in step (2), then the procedure is successful. Otherwise the procedure fails.

NOTE 1 Other information may be sent with any exchange of the procedure. B may use such information to help
compute the value of the optional text field. For example, A may send information such as certificates with TokenAB;.

NOTE2 The use of a hash-code instead of withess W in TokenAB, can achieve efficiency gains by reducing the
number of bits in TokenAB,.
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9 Mechanisms based on asymmetric encipherment systems

9.1 Security requirements for the environment
These mechanisms enable a verifier to check that a claimant knows the decipherment key corresponding to a
claimed encipherment key.

NOTE These mechanisms derive from schemes due to Brandt, Damgard, Landrock and Pedersen %3] The second
mechanism also derives from the key transport mechanism 6 from ISO/IEC 11770-3 [201, and Mitchell and Yeun /"4,

Wlthln ag van-damain—tha foallowvaina racn earaante ol b cotiofind
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1) All entities within the domain shall agree on the use of two cryptographic functions: a hash-function;-e.g.,
one df the functions specified in ISO/IEC 10118-3, and an asymmetric encipherment system, e g., one of
the systems specified in ISO/IEC 18033-2 %!,

2) Every claimant shall be equipped with an asymmetric key pair for use with the asymmetric’enciphermgnt
system.

3) Every verifier shall obtain a trusted copy of the public key specific to the claimant:

NOTH The exact means by which the verifier obtains a trusted copy of the public\key specific to the claimant]is
beyonid the scope of this document. This may, for example, be achieved by the use of public-key certificates or py
some pther environment-dependent means.

4) Every verifier shall have the means to produce fresh strings of randem'bits.

9.2 Kley production
Unless otherwise specified, each asymmetric key pair is an RSAkey pair. Claimant A shall keep secret two or
more dist|nct large prime factors denoted p4, p» ... in ascending order (for further details, see C.1.2).

— The public RSA operation denoted P, is the v-th modular power. Certain values of the public exponent|v,
such|as the prime numbers 3 and 2"%+1 = 65 537, have some practical advantages. Unless otherwise
specfified, the public exponent is a domain parameter. For each prime factor p;, p;—1 shall be co-prime [to
v. Se¢t equal to the product of the prime factors, the modulus is a claimant parameter denoted n(A).

— The private RSA operation denoted S, is'the x-th modular power where the private exponent x is the legst
posit|ve integer so that x x v—1 is a.multiple of lcm(ps—1, ... p~1).

9.3 Unilateral authentication'exchange

The bracketed numbers in-Figdre 5 correspond to the steps of the mechanism, including the exchanges [of
informatign, described indetail below. The claimant is denoted A. The verifier is denoted B.

A B

@) (1), (5)

(/1) TokenAB.

(2) TokenBA

A

Figure 5— Mechanism using an asymmetric key pair for encipherment
The claimant shall store a decipherment key, e.g., a private RSA key, fixing a private operation denoted S,.

The verifier shall be provided with a trusted copy of an encipherment key, e.g., a public RSA key, fixing a
public operation denoted P,.

In the case of a coupon strategy, the verifier shall store a set of coupons. To be used only once, each coupon

is dedicated to a given claimant; it consists of a p-bit string (that needs not be stored if it can be reproduced by
a pseudo-random function) and an o-bit challenge.
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For fixing the bit length of the fresh strings of random bits, a number denoted p shall be selected. The value
of p shall be at least 2 x |h|, but less than |n(A)|—|h|, so that the concatenation of a fresh string with a
hash-code lies within the domain of definition of P,.

For each application of the mechanism, the following procedure shall be performed. The verifier B shall only
accept the claimant A as valid if the procedure completes successfully.

1) The following computational steps are performed.

a) For each authentication, a fresh string of p bits shall be uniformly selected at random. Denoted r, it
Shall be kept secret.

The value of p shall be at least 2 x |hl, but less than |n(A)|— |h
string with a hash-code lies within the domain of definition of P,.

, so that the concatenation|of a fresh

b) Denoted H, a hash-code shall be computed from the fresh string r.
H=h(r)
c) Denoted d, a number shall be computed using P,.
d = Py(r|| H)

2) B sends TokenBA = number d to A.

3) On receipt of TokenBA, the following computational steps are performed.
a) Two strings denoted r* and H* shall be recovered using<Sj.
r* || H* = Su(d)
b) If the string H* and the hash-code h(r*) are different,/then the procedure fails.

4) A sends TokenAB = string r*to B.

5) On receipt of TokenAB, the string r* is compared with the string r. If they are identical, then the procedure
is successful; otherwise the procedure fails.

NOTE 1 If the encipherment system in use,provides the property of non-malleability (see ISO/IEC 18033-2 [23]), then as
the encipherment system includes a hashxfunction, the hash-code may be omitted from TokenBA. In such a|case, step
3.p is replaced by a check that the decipherment process completes correctly. However special care should thgn be taken
to|prevent the verifier using the claimant as a decrypting oracle.

NOTE 2  Other information may be sent with either of the exchanges of the mechanism.

9/4 Mutual authentication exchange

The bracketed numbers in Figure 6 correspond to the steps of the mechanism, including the exchanges of
information, described in detail below. Each entity, A as B, is a claimant and a verifier.

(2) TokenBA;

<
A (4) TokenAB B
@y ) pL1(1), (5)

(6) TokenBA,

<

Figure 6— Mechanism using two asymmetric key pairs for encipherment

Each entity shall store a decipherment key, e.g., a private RSA key, fixing a private operation denoted either
S,4, or Sg and be provided with a trusted copy of an encipherment key, e.g., a public RSA key, fixing a public
operation denoted either Pg, or P,. It shall also be provided with identification data, its own identification data,
denoted either Id(A) or Id(B), and the identification data of the other entity, denoted either /d(B) or Id(A).
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For fixing the bit length of the fresh strings of random bits, a number denoted p shall be selected. The value
of p shall be at least 2x | h|, but less than min(| n(A) | = h|=|1d(B) ], (I n(B)|=|h| =] Id(A)|)12), so that

— the concatenation of Id(B) and a fresh string with a hash-code lies within the domain of definition of P,.

— the concatenation of /d(A) and two fresh strings with a hash-code lies within the domain of definition of Psg.

For each application of the mechanism, the following procedure shall be performed. The two entities A and B
shall only accept each other as valid if the procedure completes successfully.

1) The following computational steps are performed

a) Fpr each authentication, a fresh string of p bits shall be uniformly selected at random. Denoted. rg] it
shall be kept secret.
b) Denoted Hg, a hash-code shall be computed from the identification data /d(B) and the fresh-string r,
Hg = h(ld(B) || )
c) Denoted dg, a number shall be computed using P,.

dg = Pa(ld(B) || rs || Hg)

2) B sends TokenBA; = number dg to A.

3) On receipt of TokenBA,, the following computational steps are performed.
a) Three strings denoted /dg*, rz* and Hg* shall be recovered using S,.
ldg* || rg* || He* = Sa(dg)

b) Iffthe string Hs* and the hash-code h(ldg* || rg*) are different;then the procedure fails.
c) [fithe string Idg* and the identification data /d(B) are different; then the procedure fails.
d) The following computational steps are performed.

For each authentication, a fresh string of p bits'shall be uniformly selected at random. Denoted|r,
it shall be kept secret.

il. Denoted H,, a hash-code shall be computed from the identification data /d(A), the string rz* and
the fresh string r.

Ha= h(Id(A) || r* || a)

iil. Denoted d,, a number shall be eomputed using Pg.

da = Pg(ld(A) || ra* || ra || Ha)
4) A ser|ds TokenAB = number dsto-B.

5) On receipt of TokenAB, thé-following computational steps are performed.
a) Fpur strings denated)ld,*, rg™*, ra* and H,* shall be recovered using Sg.
Ida* || rg™ || ra* || Ha* = Sp(da)
flthe string"H* and the hash-code h(ld,* || r5** || ra*) are different, then the procedure fails.
flthe string' /d,* and the identification data /d(A) are different, then the procedure fails.
d) [fithestring rz** and the string rg produced at step (1) are different, then the procedure fails.

b)
c)

6) B sends TokenBA, =string r,” to A.

7) On receipt of TokenBA,, the string r,* is compared with the string r, produced at step (3). If they are
identical, then the procedure is successful; otherwise the procedure fails.

NOTE 1 If the encipherment system in use provides the property of non-malleability (see ISO/IEC 18033-2 %)), then as
the encipherment system includes a hash-function, the hash-codes may be omitted from TokenBA and TokenAB. In such
a case, steps 3.b and 5.b are replaced by checks that the decipherment process completes correctly. However special
care should then be taken to prevent the verifier using the claimant as a decrypting oracle.

NOTE 2  Other information may be sent with any of the exchanges of the mechanism.
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(normative)

Object identifiers

ISO/IEC 9798-5:2004(E)

[ [ Y i
roOriTiar Ucrinmtiorni

EptityAuthenticationMechanisms-8 {

iso(l) standard(0) e—-auth-mechanisms (9798)
part (5) asnl-module(0) object-identifiers(0)
DEFINITIONS EXPLICIT TAGS ::= BEGIN
-1t EXPORTS All; --
-1+ IMPORTS None; --
OID ::= OBJECT IDENTIFIER -- alias
-1 Synonyms --

1$9798-5 OID ::= { iso(l) standard(0)

m¢chanism OID ::= { 1s9798-5 mechanismsXdy” }

-t Unilateral and mutual entity authéntication mechanisms --

b—identity-based-FS OID ::= { mechanism 1 }

b—identity-based-GQ1l OID ::= \l.mechanism 2 }

h—integer-factorization-GQ23\0ID ::= { mechanism 3
h—discrete-logarithms-prime~number-SC OID ::=
h—discrete-logarithms-cemposite-number-GPS1 OID
h-discrete-logarithms=composite-number-GPS2 OID
b—asymmetric-enciph€rment OID ::= { mechanism 7 }
h—asymmetric-encipherment OID ::= { mechanism 8 }

S cccgocgo oo

EFND -- EntityAuthenticationMechanisms-8 --

Al2 _Use of subsequent object identifiers

e—-authsmechanisms (9798)

{ mechanism 4 }

::= { mechanism 6 }

}

part (5) }

}

{ mechanism 5 }

If @a“mechanism specified in this document uses a hash-function, then just after an object identifier identifying

the mechanism, another object identifier may follow ftor identitying a hash-function (e.g., one of the

hash-functions specified in ISO/IEC 10118-3).

dedicated

For the last two mechanisms, another object identifier may follow for referring to an encipherment system (e.g.,
one of the mechanisms specified in ISO/IEC 18033-2 ®)). In the absence of such a subsequent object

identifier, an RSA permutation is used.
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A.3 Coding examples in accordance with the basic encoding rules of ASN.1

In accordance with ISO/IEC 8825-1, an object identifier consists of one or more series of octets. Each series
codes a number.

An objectlidentifier may refer to any mechanism defined in this document.

For example, the data element '28-CC 46 05 03' reads {iso standard 9798 5 3}, i.e., the third mechanism |n
ISO/IEC 9798-5, i.e., GQ2. The-data element may be conveyed in the following BER-TLV data object (sge

the

brackets inserted for clarity‘are not significant.

24

Bit 8 (the most significant bit) is set equal to zero in the last octet of a series and to one in the previous
octets, if there is more than one octet.

The concatenation of bits 7 to 1 of the octets of a series codes a number. Each number shall be encoded
on the fewest possible octets, that is, the octet '80' is invalid in the first position of a series.

The first number is the number of the standard: the second number. if present, is the part in a multi-part
standard.

For identifying an ISO standard, the first octet is set equal to '28', i.e., 40 in decimal (sge
ISO/IEC 8825-1).

The nlext two octets are set equal to 'CC46'. 9798 is equal to '2646' in hexadecimal, i.60010 0110 0140
0110/ i.e., two blocks of seven bits: 1001100 1000110. After insertion of the appropriate value of bit 8 jn
each joctet, the coding of the series is therefore 11001100 01000110, i.e., 'CC46';

The next octet is set equal to '05' for identifying part 5.
The next octet identifies an authentication mechanism.

— '01' identifies the unilateral authentication mechanism using FS.

— '02' identifies the unilateral authentication mechanism using GQ'1.

— '03' identifies the unilateral authentication mechanism using:the factorization of a modulus, i.e., GQ2

S

4' identifies the unilateral authentication mechanism-using a discrete logarithm with respect to|a
pfime number, i.e., SC.

5' identifies the unilateral authentication mechahism using a discrete logarithm with respect to|a
bmposite number in the first mode of use, i.e.,;GPS1.

— '06' identifies the unilateral authentication.mMechanism using a discrete logarithm with respect to|a
composite number in the second mode of use, i.e., GPS2.

|
Q S

— 'Q7' identifies the unilateral authentication mechanism using an asymmetric encipherment system.

— '08' identifies the mutual authentication mechanism using an asymmetric encipherment system.

basic|encoding rules of ASN+1, ISO/IEC 8825-1, universal class tag '06') where the dashes and the curly

Dataf object = {'06,-05"'28 CC 46 05 03'}
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Annex B
(informative)

Principles of zero-knowledge techniques

4 Lok (| e
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In| the context of the use of asymmetric cryptographic techniques, a potential weakness of af_authentication
exchange is that the verifier may abuse the mechanism to compromise the private key, or numbegr. When
asymmetric cryptography is being used, the claimant uses the private key or number of his @asymmetric pair to
cgmpute a response to a verifier's challenge. The verifier may then, by choosing théchallenge wisely, gain
information about the private key or number of the claimant that could not haveybeen obtained|just from
knowledge of the public key or number of the claimant.

This type of abuse of an exchange of cryptographic messages is known as-using the claimant as anjoracle, in
thiat the claimant provides information about his private key or number at.the behest of the verifier. | The idea
behind a zero-knowledge authentication mechanism is simply to remove this particular potential |threat by
careful design of the messages in such a way that the verifier cannot Use the claimant as an oracle.

B.2 Need for zero-knowledge mechanisms

In| applications involving modern computer networks,thé need for security services such as authentication,
ngn-repudiation, etc., is widely recognized and steadily growing. In order to be able to use such seryices, it is
ngcessary for a user to have access to private information, specific to that user. Examples are passwords,
signature keys, private numbers of asymmetric_pairs, etc.

Itjis of course mandatory for the security.of the system that the private information stays private, i.e.| does not
lepk to other potentially hostile parties:*-On the other hand, the private information shall be used ds input to
the software or hardware modules that compute and send messages on behalf of the user. If the ifformation
is|not properly used, the secrecy, of the private information may be damaged, or even destroyed c%mpletely.

An obvious example is when-users identify themselves to a host by sending a password in clearfext. This
reveals totally the private infoermation with the immediate result that anyone eavesdropping on th¢ line can
impersonate all users whese’passwords have been intercepted.

This is an exampleswhere too much information is being communicated. To illustrate this, note that from the
point of view of thehost, there are only two possibilities: either the user possesses the correct password or he
dges not. In_ information theoretic terms, this means that only one bit of information really neg¢ds to be
cgmmunicated. By sending the entire password, we therefore communicate much more than is ne¢ded, and
this is the-theoretical background for the practical problem of eavesdropping.

Itisrhatural to ask: "— Can one design protocols for use of private information which communicate gxactly the

H and-nathina mora?" laforoa ol

infermation-they-are-meantto-communicate—and-nothingmere > JInformatly—thisis-precisely-thepreperty that
a zero-knowledge mechanism has. Consider for example a situation where user A is assigned an asymmetric
pair of keys or numbers for an asymmetric cryptographic system (P,, Sa), so that P, is public while S, is
private to A. Then using a zero-knowledge mechanism, A can convince B that A possesses the private key or
number corresponding to P, without revealing anything other than this fact. Since A is characterized as the
only user with access to S,, this protocol can be used for authentication. In this case, the zero-knowledge
property guarantees that B will learn nothing that could help him to later falsely impersonate A.

The zero-knowledge property is achieved by designing a dialogue that can be simulated by the verifier alone.
This intuitively proves that the verifier will learn nothing from the claimant in terms of properties of the private
key or number, which the verifier could not have obtained from the corresponding public key or number.
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It also means that an observer to the exchange of messages making up the mechanism will be unable to
decide if the claimant really was involved, or the verifier simulated the exchange.

Zero-knowledge mechanisms by nature require the use of asymmetric cryptographic techniques. Given the
strict definition of a zero-knowledge mechanism, it is actually not possible to implement one. In fact, a much
better description of the mechanisms in this document would be secrecy-preserving mechanisms. However,
the concept of zero-knowledge mechanism is part of a well-known and established theory in cryptography, for

which rea

son the terminology is used here.

B.3 Definitions

Going a ljttle closer to a formal definition, a zero-knowledge mechanism takes place between two parties,| a

claimant A and a verifier B. The claimant tries to convince the verifier that a certain statement isytrue. For

example, |this statement could be "l know the private key or number corresponding to P,". To _convince B, the

claimant and verifier exchange messages for a while, after which B decides to accept or reject A’s proof.

Three esgential properties are needed for such a mechanism.

Complet¢ness. If A's statement is true, then B should accept it with overwhelming probability.

Soundness. If A's statement is false, then no matter how A behaves, B should reject it with overwhelming

probability.

Zero-knowledge. No matter how B behaves, he receives only the information that A's statement is true. (A

litle more precisely: whatever B receives when talking to a truthful\claimant, B could just as easily compute

himself without talking to A at all. What this means is that B“can simulate the conversation by himsglf,

producing a conversation that looks exactly as if it had been preduced by talking to A.

B.4 Example

Consider |the following example, which is a simplified version of an FS mechanism M. Here, we are given|a

modulus f and a number modulo n, named G\In this case, A's statement is "l know a modular square root |of

G". Notelthat Q is a modular square root of G, if and only if @ mod n = G.

The conversation between A and B.goes as follows.

e A chooses a fresh random_number r, non-zero and less than n, squares it modulo n and sends the
modylar square W to B.

e B chqgoses a freshd4andom bit d, i.e., either 0 or 1, and sends it to A as a challenge.

e If dig equal 1o.zero, then the response is D = r. If d is equal to one, the response is D =r x Q mod n. |A
sends the response D to B.

e Bfirstchecks that D is a non-zero numberlessthan n; if Dis zero n or more then B rnjnnfe A-and aboits

the procedure.

e If dis equal to zero, then B checks that the modular square of D is identical to W. If d is equal to one,
then B checks that the modular square of D is identical to W x G mod n.

o Ifthe

check is correct, then continue the procedure, else B rejects A and aborts the procedure.

The procedure completes successfully after t consecutive successful iterations.

It is not too difficult to see that if both A and B follow this procedure, then B will never reject A; squaring D
means squaring either r or r x Q mod n, which will give the result W or W x G mod n.

26
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On the other hand, if in any of the t iterations, A is able to give a correct answer to both d = 0 and d = 1, this
means that A can provide both D, and D,. As a matter of fact, D, / D, mod n is a modular square root of G and
therefore the statement that "A knows a modular square root of G" is true. But conversely, if A is cheating and
does not know a modular square root of G, he shall be unable to answer at least one value of d correctly in
each of the t iterations. Therefore the probability that a cheating claimant convinces the verifier is at most 2.
For example, by doing 20 iterations, we reduce this chance to about 1 in a million. Such a value is named
"mechanism security level" (see also C.1.4). Thus the soundness property is also satisfied.

As for zero-knowledge, note that, after the conversation is over, the verifier is left with two numbers D and W,
so that D* mod n is equal to either Wor G Wmod n. But thls is mdeed somethlng that the verifier could make
hif ' rap D’ or as
D/ G mod n. The fact that Wand D are in this case, computed in a way different from the way-ih¢ claimant
wpuld compute them is insignificant; they are distributed in exactly the same way, i.e., it is imposs|ble to tell
the difference. Therefore, B learns nothing he could not compute himself, except for the factthat A knows a
mpodular square root of G.

Let us anticipate here a frequently asked question. If the verifier can make goed looking conyersations
himself, without knowing a root of G, why should he be convinced when the tlaimant produces| a similar
conversation? The answer is that when B simulates the protocol, he is fre€/{6 produce the numbers in a
backwards direction, i.e., to first choose D and then compute a W that fits.\ In a real protocol exgcution, A
does not have this opportunity. The verifier expects to see W before d is’selected, and then the claimant shall
find a correct D.

Although we have glossed over a couple of technical difficulties here, these are the essentials of the [argument
why a mechanism has the zero-knowledge property.

B.5 Basic design principles

The example from the previous section covers, ofie of two basic design ideas that underlie almost jall known
zero-knowledge mechanisms, namely:

e | The claimant A sends a witness to thé-verifier B. Then B asks A one out of some set of questions. If A is
cheating, he cannot answer all possible questions, so we have some chance of catching him. On the
other hand, A never answers mare than one question, and this one answer alone reveals nothfing to the
verifier.

This design idea forms the pasis of the mechanisms specified in clauses 5, 6, 7 and 8.

The other design ideat-and one which forms the basis of the mechanism specified in clause 9, is baged on the
following:

e | The verifier<asks the claimant a question, for which the verifier already knows the answer. Theg protocol
shall eqsure that this really is the case. If A is honest, he can easily compute the right answer, but if he is
cheating, he can do no better than guess at random, and will be incorrect most of the time.

¢ | (On the other hand, when B receives the answer, he already knows what A will say, and thefefore the
mechanism nas the Zero-Knowledge property.

One easy example of this is when A shall prove possession of a private key in a public-key system. The
verifier can encipher a random message under A's public key, and ask A to return the deciphered message.
Only the user knowing the correct private key can do this. To get the zero-knowledge property, we shall
ensure that B really knows the message in advance. This document contains an example of one way to do
this, namely B can be asked to reveal some information (the witness) related to the message.

17l

The bibliography indicates a comprehensive approach of zero-knowledge protocols and a formal basis for

a rigorous understanding of zero-knowledge protocols
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Annex C
(informative)

Guidance on parameter choice and
comparison of the mechanisms
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For a comprehensive analysis of key lengths, seéalso Silverman'
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NOTE

The folloV
bit size of]

suidance on parameter choice

Modulus sizes

cument, every authentication mechanism makes use of a modulus that is eitherprime (for the §
m) or composite (for any other mechanism).

Ddlyzko ™ estimated the future of integer factorization and discrete logarithms. "With the prese
howledge, discrete logarithms are slightly more difficult to compute modulo an appropriately chos
n it is to factor a hard integer of the same size, but the difference is ‘not large. Therefore, to be
bide in designing cryptosystems, one should assume that all the projections about sizes of intege
be possible to factor will also apply to sizes of primes module which one can compute discre
5."
lusion at the end of the quoted article ™, Kaliski stressed the importance of variable key sizes in t
tations and provided recommendations on modulus sizes.

term security: 768 bits.
Lm term security: 1024 bits.
term security: 2048 bits.

19] 11]

, and Lenstra and Verheul ™.

Composite modulus and prime factors

ut the standard, the distinct\large prime factors are denoted p+, p- ... in ascending order, the modul
al to the product of the prime factors, i.e., n = p; x p> x ... and « denotes the bit size of the modull
2 < n < 2“ Moreover/the standard states that, if « is a multiple of the number of prime facto
then the bit size of‘\every prime factor shall be «/f, i.e., 2 afr2 < pP1...<ps<2 alf

ISO/IEC 18032 specifies how to select large prime numbers.

ving method 'defines successive variable intervals for successively selecting large prime factors, t
which.s «/ f. Hereafter the current value of the product of the prime factors is denoted z.

C

bn
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S

»

ne

al

— The lirst prime factor is selected within the interval from 2 “'T12102%'". The initial value of z is set equ
o

to thU |||ot Mi ;IIIU fautul .

— This step is repeated 1 times. A new prime factor is selected within the interval from (2‘1‘/2) x 24712
to 2%'". The current value of z is multiplied by the new prime factor.

— The prime factors are denoted p, to prin ascending order and the modulus n is set equal to the final value

of z.

The following method defines a single fixed interval, slightly reduced, for selecting every prime factor.

— Every prime factor is selected within the interval from fx(2 “/f) to 2 %'"where S denotes the f-th root of 1/2.

NOTE
4/5 for the

28

The value of # may be approximated by a rational number greater than g (e.g., 5/7 for the square root of 1/2,

cube root of 1/2).

© ISO/IEC 2004 — All rights reserved


https://standardsiso.com/api/?name=f732de021dac4e16a7f77024b2e9dba2

ISO/IEC 9798-5:2004(E)

C.1.3 Lengths of fresh strings of random bits for representing random numbers

In the mechanisms specified in Clauses 5 to 8, the claimant converts any random number r into a witness W
in accordance with a witness formula and then produces a response D to any challenge d in accordance with
a response formula. The procedure parameters W, d and D together form a zero-knowledge proof, i.e., a
triple denoted {W, d, D} satisfying a verification formula. The set of proofs forms a family of d permutations of
the set of, or a subset of, the integers with respect to the modulus; this set of integers is either a field, or a ring.

As any third party can use the verification formula for computing a witness W from any challenge d and
response D selected at random, i.e., for producing triples at random, it is important that the set of triples is so

lafgethat theadvantage obtaimed by producing imadvance as mmany triptesas possibie Tenmaims egtigible.

It)is important that the claimant chooses random numbers in such a way that the probabilities-of| guessing
them and the same number being selected twice within the claimant's lifetime are negligible.. If, for example, a
claimant uses twice the same random number, then he will produce an "interlocked" pair of triples, i.e.,
relsponses to two challenges for the same non-zero witness, denoted {W, d;, D} and {W. d>, D,}.

—t In the FS mechanisms, as any interlocked pair of triples provides a modular multiplicative combination of
private numbers, any third party will improve its performances for impersonating the claimant.

—t In the GQ1, SC and GPS mechanisms, as any interlocked pair of triples-/provides the private number.
With the private number, any third party is able to impersonate the claimant.

—t In the GQ2 mechanisms, the key production ensures that, for any values of m and k, more thap one half
of all the interlocked pairs of triples reveals a non-trivial modular square root of 1. The knowledde of such
a number induces the knowledge of a decomposition of the mi@dulus, i.e., the factorization if thefe are two
factors. With the factorization, any third party is able to impersonate the claimant.

Op receipt of TokenAB,, i.e., either a witness W, or achash-code of W and Text, the verifier pfoduces a
challenge d at random. It is important that all the possible challenges are equally probable and hence the
challenge is unpredictable. Any cheater can succeed'ina masquerade by guessing the challenge injJadvance.
If P challenges are equally probable, then the probability of success of a cheater is one chance out df 2°.

In| the mechanisms specified in Clause 9, there is no witness. The verifier constructs a number|d from a
rgqndom parameter r that is the response D.*Fhe numbers d and D together form a proof denoted {d,|D}. Such
a |proof is of "zero-knowledge type". The'set of proofs is a very small fraction of the RSA permutatjon, much
smaller than the sets of proofs used-in*the mechanisms specified in Clauses 5 to 8. It is important that the
verifier chooses random parameters-in such a way that the probabilities of guessing them and re-using them
are negligible. Any third party can use the public operation for producing pairs at random. It is important that
the set of pairs is so large that the advantage obtained by producing in advance as many pairs as possible
rgmains negligible.

A$ a conclusion, the length of the fresh strings of random bits for representing random numbers is set equal to
—  abitsin FS,GQ1 and GQ2.

1 |q/ bits in'SC (typically, | q|= 160).

— o+ &+80 bits in GPS1 (typically, o= 160).

—L a+5+ 80 bits in GPS2.

L Catleast 2 x| h|, but less than a—| h| bits in RSAya (typically, | h|= 160).
— atleast2 x| h|, but less than 0,5 x(a— | h| =] ID|) bits in RSAwx (typically,

h|=160and |ID|= 40).

C.1.4 Strategies for the use of the various mechanisms

This clause considers three groups of mechanisms in accordance with the analysis of the formula complexities.
a) FS, GQ1and GQ2, i.e., the mechanisms specified in Clauses 5 and 6;

b) SC, GPS1 and GPS2, i.e., the mechanisms specified in Clauses 7 and 8;

c) RSAys and RSAy,, i.e., the mechanisms specified in Clause 9.
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NOTE Consider a portable device so that power analysis distinguishes squaring and multiplying. In order to keep the
exponents secret, countermeasures are needed for implementing the SC and GPS witness formulae and the private RSA
operation. But as the exponents are public in the FS and GQ witness and response formulae, the implementation is
straightforward.

In the FS, GQ1 and GQ2 mechanisms, the witness is the modular v-th power of a random number r. The
verification exponent v is short (up to 40 bits). The witness formula is a short modular exponentiation. The
response formula is also a short, possibly combined, modular exponentiation; it allows trade-offs between
computational complexity and storage requirement. Nevertheless, the response formula and the witness
formula have a similar complexity. The verification formula is a short combined modular exponentiation; it

induces a~verifierworkload-similarto-the claimant-workload

» The FS, GQ1 and GQ2 mechanisms are attractive in systems where the claimant and the verifier
have similar performances. For example, if the claimant is a smart card, then, as the\ verifier
workload and the claimant workload are similar, the computational power of the smartcard |is
sufficient for a verifier. Consequently, a payment card and a merchant card may authenticate ea¢h
pther, either locally through a payment terminal, or even remotely through the Internet

In the FS[ GQ1 and GQ2 mechanisms, the challenge size has to be optimized: the least the challenge, the
shortest the modular exponentiations. For example, there are 2"*™ possible GQ2 challenges.

—  One fhance out of 2% may be an adequate security level in a high security énvironment, e.g., either k =
18 and two basic numbers, or k = 12 and three basic numbers, or k = 6 and six basic numbers.

—  One fhance out of 2 may be an adequate security level through the Internet, e.g., either k = 12 and two
basig numbers, or k = 8 and three basic numbers, or k = 4 and six basic numbers.

— One [chance out of 65 536 may be an adequate security level<or“deterring "yes cards" on automatgd
payirjg machines seizing rejected cards, e.g., either k = 8 and two basic numbers, or k = 4 and four bagic
numbers, or k = 2 and eight basic numbers.

— One chance out of 4 may be an adequate security levelfor deterring pirate cards periodically (every few
secopds) on "official" pay TV decoders, e.g., k = 1 and two basic numbers.

In the SC{and GPS mechanisms, the witness is the medular r-th power of a base g. The random number r{is
medium (e.g., 160 bits for the SC mechanisms, 248-to 280 bits for the GPS1 mechanisms, « +88 to « +120
bits for the GPS2 mechanisms). The witness formula is a medium or long modular exponentiation.

In the SC{and GPS mechanisms, the complexity of the response formula is negligible in comparison with that
of the withess formula. As the computation of TokenAB, needs no interaction with a verifier, a set of coupohs
(r, TokenfAB,) can be computed in advance and stored in the claimant. Additionally, if r is pseudo-randomly
produced| r needs not be stored(as it can be reproduced. The verification formula is a medium doulble
modular g¢xponentiation or a long“modular exponentiation; it induces a verifier workload similar to the claimgnt
workload| The challenge sizemay be optimized, but without any practical impact on the complexity of the
witness apd verification formulae.

» The SC and¢GPS mechanisms are attractive in systems where "coupons" can be prepared |in
advance forsthe claimant and where the interaction with a powerful verifier has to be as quick as
possible.\Eor example, a device without computational power (e.g., a tag) can quickly answer.

In the RSAy{ mechanisms, the verifier computes the challenge by a short modular exponentiation and then,
the claimant.computes the response by a long modular exponentiation. As the challenge has to be large,
there is no room at all for optimization in relation with the challenge size. As the computation of TokenBA
needs no interaction with the claimant, a set of coupons (r, TokenBA) can be computed in advance and stored
in the verifier. Additionally, if ris pseudo-randomly produced, r needs not be stored as it can be reproduced.

» The RSAya mechanisms are attractive in systems where "coupons" can be "securely" prepared in
advance for verifiers interacting with a powerful claimant. For example, a device without
computational power (e.g., a tag) can authenticate a powerful computer.

In the RSAya mechanisms, both entities have to compute a short modular exponentiation and a long modular
exponentiation. There is no room for a "coupon" strategy with such mechanisms.
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C.2 Comparison of the authentication mechanisms

C.21  Symbols and abbreviated terms

The comparison uses the following measures: the storage required in the claimant, the complexity of the
computations carried out by the claimant, the complexity of the computations carried out by the verifier, and
the communications required between the claimant and the verifier.

NOTE If the claimant is a portable device (e.g., a smart card), then the complexity of computation and the required
communication and storage may be crucial, since the processing and storage capacities of smart cards are very limited in

H ol I (4 n e
Ccqan PAriSUNT WILT ruot dliuwecUu TUT U1C VOTITITT .

n

br the purposes of this annex, the following symbols and abbreviated terms apply.
hC  computational complexity of a CRT composition

hD  computational complexity of a CRT decomposition

v communication required between the claimant and the verifier (CM,, when-using a hash-funcfion)
PC  complexity of the computations carried out by the claimant
PV complexity of the computations carried out by the verifier
CRT coefficient

S storage required in the claimant

A4

JW(v) number of bits set to 1 in the binary representation of number v, e.g., HW(65 537 = 216+1) =

computational complexity of a modular multiplication (« is the bit size of the modulus)

XiIOQOOOOO

computational complexity of a modular square (« is the bit size of the modulus)

Cl2.2 Complexity of modular-operations

This clause evaluates the computational complexity of modular operations, namely the modular muliiplication,
thie modular square, the madular exponentiation and the combined modular exponentiation.

The modular multiplication is defined as A x Bmod C. It may be performed as two consecutive operations:
a multiplication folldéwed by a reduction. In according with the experience, the workload due to a multiplication
is|approximately,equal to the workload due to a reduction.

— Whend"and B have the same size as C, a multiplication provides a result twice longer than C.

—t+ Acreduction provides the remainder of the division of the result by C.

WhenAand B have the same size as C, the modutar mulitipiication complexity s denoted McT-

If number n is f times longer than number p, i.e., if n and pfhave the same size, i.e., |n| = fx |p |, then the
ratio between a multiplication modulo n and a multiplication modulo p is approximately f? (M, = 2 x Mip)).
Consequently, the value of M|¢| is proportional to |cl|2

For example, if n is twice longer than p, i.e., n| =2x !p |, then M =4 x M.
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The modular square is defined as A?mod C. It may be performed as two consecutive operations: a square
followed by a reduction.

— When A has the same size as C, the square provides a result twice longer than C. According to Menezes,
van Oorschot and Vanstone ¥, the complexity of the square is half that of the multiplication.

NOTE AsAxB= ((A+B)2 - (A—B)z) / 4, the multiplication may result from using twice a squaring routine.

— The reduction provides the remainder of the division of the result by C. The complexity of this operation
is as above.

When A has-the-same-size-as f‘, the-modular square r\nmplnvufy is denoted Y;b\

-
Xic| 0,75 x M|¢|

The modlar exponentiation is defined as A® mod C. It may be performed as the right to left version of the
square and multiply algorithm 1013 e, | B| -1 modular squares and HW(B) —1 modular multiplicatiens by A.

The compined modular exponentiation is defined as A, Bl . x A% mod C. It may, be performed as
max{| B[, ... |Bx|} =1 modular squares and HW(B) + ... + HW(B,) =1 modular multiplications by A.

— If Aijis small (i.e., |A,| < 8), then the modular multiplications due to B; are negligible in comparison with
the modular squares.

— Depgnding upon whether the bit size of the exponent, i.e., max{ | B, |, .. |BX\}, is either small, i.e., up [to
40, or medium, i.e., {160, 240 to 280}, or large, ie. {|C|, |€|+80 to |C|+120}, the modular
expohentiation is either short, or medium, or long.

C.2.3 |CRT technique
This clauge defines the CRT technique, i.e., the use of the Chinese Remainder Theorem.

Consider fwo numbers x; < x,, co-prime, but not necessarily prime, and their product denoted x.

NOTE The CRT technique accommodates any number of prime factors. Consider two distinct prime factors p1 <|[p2
and their product p1 x p2, and then three distinct prime.factors ps < (p1 x p2) and their product (p1 x p2) x p3, and so on.

By definitjon, the CRT coefficient is the positive integer Cr less than x4 so that x4 divides Cr x x,—1.

By definitjon, the CRT composition converts any pair of components, namely X; from {0, 1, ... x,—1} and X,
from {0, 1, ... x,—1}, into the corresponding unique number X from {0, 1, ... x—1}. It makes use of the tyo
numbers [, and x, and the CRT,coefficient Cr as follows.

Y= X,;-X, mod xq; Z=YxCr mod Xxq; X =ZxXxy+ X,
The CRT| composition eonsists of a modular multiplication modulo a factor and one multiplication of two

numbers with the sameé/size as a factor, resulting in a number with the same size as the modulus. When the
two factors have the-same size, e.g., |p1 |= |p2 |=|n] / 2, the composition complexity is denoted ChC.

ChC ~ 1,5 x M|,| ~ (3/8) x M|

Any number-X from {0, 1, ... x—1} is decomposed into a pair of components, namely X; from {0, 1, ... x; 1}
and X, from {0, T, .- Xz —1}, as foltows. Decomposition reverses compositton and vice versa.

X;=X mod x;, and X, =X mod x,

The decomposition consists of two reductions modulo a factor. When the two factors have the same size, e.g.,
|p1 |= |p2 |=|n / 2, the decomposition complexity is denoted ChD.

ChD ~ M|,| ~ 0,25 x M,

For example, the CRT technique reduces the complexity of a private RSA operation from a long modular
exponentiation mod n (i.e., (5/4)x |n|x M ,|) to one ChD plus two long modular exponentiations mod p; (with
exponents reduced mod p-1) plus one ChC (i.e., (1+2,5x|p|+15)x M, = 25x(|pl+1)x M,)). As
In| =2x|pl, M|, ~ 4x M|,| and the reduced complexity is ~ (5/16)x | n|x Mj,|.
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C.2.4 Complexity analysis

C.2.41 FS
The claimant stores n and Q to Q. CS (bits) = (m +1) x In| = (m+1)x «a
Witness formula W =r2 mod*n i.e., X|nl
m .
Response formula D=rx][]Q" mod*n i.e., HW(d) x M|,
i=1
Fortiterations,=s H'v‘v'(d) =TT 2 daverayge, €PEC (I.Via\ ~t (2 Tt 3)/4
m .
Verification formula W* =D? x HG,-d’ mod* n i.e., X|n + HW(d) x M|,
i=1
For t iterations, as HW(d) ~ m/ 2 in average, CPV (M) ~tx (2x m+3)4
TokenAB, = either W as |nl bits or a hash-code as | h| bits; d as m bits; TokenAB, =\D-as Inl bits.
For t exchanges, CM (bits) »tx (2 x o+ m) CM,, (bits) ~ t x(cg + |h|+ m)
Cl2.4.2 GcQ1
The claimant stores n, v and Q. CS (bits) = 2 x|nl+|vl =2x a+|yl
Witness formula W=r"mod n ie., (|v|—1)><X\,,\ + (HW(v) =1) x M|,
Response formula D=rxQ%modn ie., M\,,\+(!d|—1)>< X|n+ (HW(d) —{1)x M|,
A$ dis from {0, 1, ... v=1}, i.e., |d| = |v| and HW(a) = [%W}H2, cPC (M,)~2 x|v|+ HW(v)-2,5
Verification formula W*=D"x G’mod n i.e., ( lv]-1 )< X | H(HW(d)+ HW(V) F1)x M| p|
A$ HW(d) = | v|/2, CPV (M,) ~ 1,25 x | v|+ HW(v) - 1,5
TokenAB, = W as |n! bits or a hash-code as-|h| bits; das | v/| bits; TokenAB, =D as |n| bits.
CM (bits) ~ 2 x k| v| CM, (bits) ~ a +| h|+]| v|

Ci2.4.3 GQ2
The claimant stores p4, p2, Ckand Q4.1 to Q . CS (bits) = (m + 1,5) x | n| =(m+1[5) x a
Witness formula W, =r?" modp, ie., 2 x (k+b) x X|,| + ChC

m
Response formula D;=r, xHQ,‘”} mod p; i.e., 2x((k—=1) x X|p|+0,5x kx m x M||,|) + ChC

i=1
A$ ChC =~ 1,5My,|, ~ (3 + (k+ (b—-1)2) x (m+ 3)) x M|
A$ M|y MYy /4, CPC (M,) ~ (k+ (b—1)/2) x (m + 3)/4 + 0,75

. m
Verification formula w* = D" x HG;"' mod n i.e., (k+b) x X

i=1
As the basic numbers are small, CPV (M,) ~ 0,75 x (k +b)
TokenAB, = either W as |n| bits or a hash-code as | h| bits; d as k x m bits; TokenAB, =D as |n| bits.
CM (bits) 2 x a+ k x m CM, (bits) ~ a + | h|+ kx m

C.244 SC
The claimant stores p, g, g and Q. CS (bits) =2 x (|pl+|ql)=2x (a+|ql)
Witness formula W =g" modp e, (Ir|=1)x X, + (HW(r) =1) x M},|
Response formula D=r-dxQ modgq negligible
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As|r|=

Verification formula

As HW(d) = 5/ 2,

9798-5:2004(E)

lq| and HW(r) = | ql /2,
W* = g® xG? mod p
D| =|ql and HW(D) = |ql/ 2,

CPC (M,) ~ 1,25 x| q|
i.e., (| D[=1)xX|,| +H(HW(D)+ HW(d)~1)x M| ,|
CPV (M) ~125x|q|+05x 5

TokenAB, = either W as |p| bits or a hash-code as | h| bits; d as 5 bits; TokenAB, =D as lql bits.

CM (bits) ~ a +|q|+ &

CM, (bits) ~ | h|+|q|+ &

C.245 GPS1
Without CRT, the claimant stores n and Q. CS(bits)= |n|+|Ql =a+ o
Witness fprmula W =g" modn where g =2, ie., (!r!—1)xX\,,\
Responsg¢ formula D=r-dxQ negligible
As |r| =p= o+ 5+80, CPC (M,) ~ (3/4) x (o + 5) ¥\60
With CRT, the claimant stores ps, p,, Crand Q. CS (bits)=1,5x|n|+]Ql =15x a+ &
Witness fprmula W, =g" modp; where g =2, ie., 2x (Irl=1) X} + ChC
Responsg¢ formula D=r-dxQ negligible
As |r| =pand<0,5x|n| and ChC ~ 1,5 x My,| ~ 1,5 x g'x M),
As M, M|, /4 and p= o+ 5+80, CPC/M,) ~ (3/8) x (o + &) + 30
Verificatign formula W* =g°xG¥mod n e (| D[=1) x X|n + (HW(d) =1) x M|,
As HW(d] = 5/ 2 and |D| = p, CPV (M,) ~ 0,75 x o+ 1,25 x 5+ 60
TokenAB| = either W as |n| bits or a hash-code as | h| hits; d as Shbits; TokenAB, =D as p= o+ ¢+ 80 bits.
CM (bits) ~ ¢+ o+ 2 x 5+ 80 CM, (bits) ~ | h|+ o+ 2 x 5+ 80

C.24.6 GPS2
Without CRT, the claimant stores n and Q. CS (bits) = 2 x Inl =2x «a
Witness fprmula W; =G"™" rhodn where G =2, ie., (Irl+]v])x X
Responsg¢ formula D=r-dx@Q negligible

~(|n|+2x 5+80)x 0,75 x M|

CPC (M,) ~ (314) x (a+ 2 x 5+ 80)
With CRT, the claimant stores p1, p», Crand Q. CS (bits) = 2,5 x In| =2,5x &
Witness fprmula W, =G"" m9P " mod p; where G=2, ie., 2 x (Ipl-1) x X|,| + ChC
Respons¢ fermula D=r-dxQ negligible
As2x |pl =|n| and ChC~1,5x M|, ~ [nlx 0,75 x M|
As M, =My, /4, CPC (M) ~(3/16)x

Verification formula

As |D><v|

W* = Gd+v><D mod n

= p, HW(Dxv) = p/2and p= a+ 6+ 80,

i.e., (| Dxv|=1)x X[, + (HW(Dxv)=1)x M|,|
CPV (M,) ~ 1,25 x (o + &) + 100

TokenAB, = either W as |n| bits or a hash-code as | h|bits; d as & bits; TokenAB, =D as p= a+ ¢+ 80 bits.

34

CM (bits) =2 x a+2 x 5+ 80

CM, (bits) ~ o + | h|+ 2 x 5+ 80
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Cc.24.7 RSAyA

The claimant retains p+, p,, S4, S» and Cr. CS (bits) =2, 5 x | n| =2, 5xa

Public RSA operation: Px(m) = m" mod n e, (|v]=1)x X[ + (HW(V) =1) x M|,
CPV (M,) ~0,75x | v| + HW(v) - 1,75

For example, if v is set equal to 2041, CPV (M,) ~13

Private RSA operation using the CRT technique CPC (M,) = (5/16) x

. o | | | | . . | |
TokenBA="das 1T bits; TORENAB=T"as [T =111 Dits: ChHbitSy =2 < =171
Ci2.4.8 RSAya

Efch entity retains p4, po, S1, S2 and Cr. CS (bits) =2, 5 x | n| =25x a
Efch entity performs a private RSA operation and a public RSA operation.

CPC (M,) ~ CPV(M,) ~13 + (5/16) k «
TokenBA, = d as |n| bits; TokenAB = d*as |n| bits; TokenAB, = rr**as 0,6x (I n|-|h|-|ID|) bits.
CM (bits)*> 2,5 x a—0,5x|h|- 0,5 |ID|

()

249 Summary of the evaluations

Table C.1 summarizes the evaluations detailed in C.2.4:1to C.2.4.8. In the FS, GQ, SC and GPS
miechanisms, the required communication is either CM ot:CM,. Such a distinction is not relevant in the RSA
miechanisms. In the GPS mechanisms, the use of the CRT technique by the claimant is evaluated for CS and
CPC. Table C.1is used in C.2.5 for & = 1024, | h| =460 (e.g., RIPEMD-160 and SHA-1) and | ID ||= 40 with
different values of the security level.

Table C.1 —Summary of the evaluations

CS (bits) CPC (M) CPV (M,) CM (bits) CM, (bits)
FS (m+1)xa tx (2 xmR3)/4 tx (2x m+3)/4 tx (2% a+m) tx (a+ |hl+m)
GcQ1 2x a+|v| 2 x| v+ HWv)-2,5 1,25 x | v|+ HW(v) - 1,75 2x a+|v] a+|h|+|vl
GQ2 (M+15)xa | (k+,b1)2) x (m+ 3)/4 +0,75 0,75 x (k + b) 2x a+tkxm a+|hlfkxm
SC 2x(a+|ql) 1,25 x| g| 1,25x|q|+0,5x 5 a+5+|ql s+|h|+lql
|| GPS1 | ato bl 075x(c+9)+60 | 075 x o+ 1,25 x 5+ 60 a* o2 x5+ 80 o+|hl+2x5+80
with CRT 15 x @ 0 0,375 x (c+ 8) + 30
[ GPS2. | 2xa | . 075xa*15x5+60 | 1,25 x (a+ &) + 100 2x a+2x 5+80 a+|h|+Px5+80
with CRT %5 % a 0,1875 x «
RSAuA 25x% a 0,3125x 0,75 x| v|+ HW(v) - 1,75 2xa-|hl
RSAwA 25xa 0,3125 x a + 0,75 x | v| + HW(v) 25x a—05x|h|-0,5x[1b|

C.2.5 Comparison for a = 1024 with different values of the security level

C.2.51 Comparison for o = 1024 with 27° as security level

Table C.2 compares the mechanisms for o = 1024 (medium-term security) with 2 as security level.
FS:m=2andt=4

GQ1: v=257=2%+1,ie., |v| =9 and HW(v) = 2

GQ2:b=1,k=4(v=32)and m=2

SC: |q| =160and 5=8

© ISO/IEC 2004 — Al rights reserved 35


https://standardsiso.com/api/?name=f732de021dac4e16a7f77024b2e9dba2

ISO/IEC 9798-5:2004(E)

GPS1: 5=8, | Q| =6=160 (p=c+ 5+ 80=248)and g = 2
GPS2: v=257=2%+1,5=8, | Q| = 2=1024 (p=a+ 5+80=1112)and G = 2
RSA: v = 65537 = 2% +1

Table C.2— Comparison for = 1024 with 2 as security level

CS (kbits) CPC (Mig24) CPV (Mi04) CM (kbits) CM,, (kbits)
FS 3,00 7,00 7,00 8,01 4,63
GQ1 2,01 17,50 11,50 2,01 1,17
GQ2 356 575 35 264 +46
SC 2,31 200,00 204,00 1,16 0,32
____C_;RS:I__ J PR ]’_1_6 _______________ 1 _8_6_'_O_Q _________ 190‘00 1,25 0,41
with CRT 1,66 93,00
|__GPS2 || . 200 | _______.84000 _ | 1390,00 2,09 1,25
with CRT 2,50 192,00
RSAua 2,50 320,00 13,00 1,84
RSAwa 2,50 334,75 334,75 2,41
C.25.2 Comparison for ¢ = 1024 with 2 % as security level

Table C.3 compares the mechanisms for a = 1024 (medium-term security) with 2% as security level.
FS:m=4andt=4

GQ1: v =|65537 =2"%+1, i.e., |v| =17 and HW(v) = 2

GQ2: b=|1, k=4 (v=32)and m=4

SC: |g| £160and 5= 16

GPS1: 6+ 16, | Q| = 0= 160 (p= o+ 5+ 80 = 256) andg = 2

GPS2: v£65537=2"%+1,5=16, |Q| = a= 1024 (p= a+ 5+ 80 = 1120) and G = 2

RSA: v =[65 537 = 2% +1

Table C.3 — Comparison for ¢ = 1024 with 2 % as security level

CS (kbits) CPC (Mis24) CPV (M1o2) CM (Kbits) CM, (kbits)

FS 5,00 11,00 11,00 8,02 4,64

GQ1 2,02 33,50 21,50 2,02 1,17

GQ2 5,50 7,75 3,75 2,02 1,17

sC 2,31 200,00 208,00 1,17 0,33

o T T

|__GPS2 || . 2000 | . 85200 _______ 1400,00 2,11 1,27

with CRT 2,50 192,00

RSAua 2,50 320,00 13,00 1,84
RSAua 250 334 75 334 75 241

C.2.5.3 Comparison for = 1024 with 27 as security level

Table C.4 compares the mechanisms for & = 1024 (medium-term security) with 2 ~° as security level.
FS:m=6andt=6

GQ1: v=2%+2"+1 ie., |v| =37 and HW(v) = 3

GQ2:b=1,k=6(v=128)and m=6

SC: |g| =160 and 5= 36

GPS1: 5=36, |Q| = 0=160 (p= o+ 5+80=276)and g = 2
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GPS2: v=2%+2"+1,5=36, |Q| = «=1024 (p= a+ 5+ 80 =1140) and G = 2
RSA: v=65537 =2"°+1

Table C.4 — Comparison for = 1024 with 2 as security level

CS (kbits) CPC (Mio24) CPV (Mho22) CM (kbits) CM,, (kbits)
FS 7,00 22,50 22,50 12,04 6,97
GQ1 2,04 74,50 47,50 2,04 1,19
GQ2 7,50 14,25 5,25 2,04 1,19
SC 231 200 00 218 00 1.19 n’%ﬁ
st | e | 20700 225,00 130 Yk
vith CRT 1,66 103,50
__ _(_;P_S_? ___________ 2_’_0_9 _________________ 5_5?_2_,99 __________ 1425’00 2’15 1’3[)
vith CRT 2,50 192,00
RSAya 2,50 320,00 13,00 1,84
RSAua 2,50 334,75 334,75 2,41
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Annex D
(informative)

Numerical examples

D.1 FSmechanism

D.1.1

D.1.1.1

The bit si
one primd

Pt =

W H YR WOoymw Og

D.1.1.2

The pair

Key production

20780E OE0717BE
P848EB6 9E0983C5

1610C36 12718EF3
6784168 DEF906A9

6805974 E5195F47
COBECS5F 7E6DC1DF
[/5263E4 47D7FD58
OEE8A40 0C3B7508

0ODOOB2E 9CA32BES
D811D8B EFCDB83B
C1A1BF4 04EBEAD4
CFE3744 11E71D53

D41CDS957 418C6215
389B4037 CB7B6A2C

EAC804E2 6C2751A0
7TAEBD153 6E3E32A4

C8DD033B 658151DE
C97CD4C8 B154D5FD
8E46AFE8 99F6A36D
278FD600 E7770A51

F91BAO67 6CBO2A3B
FO2F9A99 162A9ABFE
BOEC3A35 DD885DF6
2E81188E B5BT7ADAF

suffix to the bit string representing "Alex"Ample".

The format mechafism makes use of SHA-1, i.e., the third hash-function specified in ISO/IEC 10118-3.

G1: 0
E

1 =416C 6578 204%
3=416C 6578 2041
5= 416C 6578 _2041
7=416C 6578\2041

004C24F 6F5F4AT5
SBEOCF3 C42FCD80

e

6D70 6C65
6D70 6C65
6D70 6C65
6D70 6C65

C3787AF2 8F50FF3B
3AA602D3 22E1BFE3

0001
0003
0005
0007

Asymmetric key pair (v = 2, the Rabin scheme)

D25CAEl6
EEF2134D

EA8A8FB2
61933F30

EF39BF57
21CCO6FFR
60DFDDAQ
43CT7DB91

DDE737EA
A43980DF
D47F13FC
FE685122

Identification data and asymmettic pairs of numbers

/d2=416C
Idy=416C
/d3=416C
/d3=416C

5E3404D2
3F08737A

E4F6013F

CBA06201

522499BA

33006D50
969645CD

DC2C9E44

48066026

CCl6CEOL

F2D2C8BY

FB8593C8
021D78A1

T9AEBFDS

6578
6578
6578
6578

ODF52FF4

2041
2041
2041
2041

A47CBOAC

TEFC69EF
3)76C39EA

44105CFC
F5A7B799

A5610766
6789AFO0OF
BE7982D8
9DB51535

B4AC20EC
8CF135E1
9F6D977D
EE142476

6D70
6D70
6D70
6D70

E86E132B
65870280

6C65
6C65
6C65
6C65

e is 512 for each prime factor and « = 1024 for the modulus. As the verification"eéxponent is v =
factor is congruent to 3 mod 8 and the other one to 7 mod 8.

ABO25A1E
33D297CB

19CT7A94F
4FAD11FF

64D121ED
916B2B28
17777F5B
D408AE35

CC9A243D
F22D6564
8A55AF 7D
4A11208D

multiplicity parameter is m =.8:\\Each part of the identification data results from appending a 16-

0002
0004
0006
0008

CBF9ADSB
59E2B467

=

c

P L=t =t =
CLUZOTC TLILO TAD

1ABO9AAO7 CDEBT74FE

G2: 5
F
6
F
G3: 1
3
0

6BA5901 0415F74E
36408DE 6C54B4EB
4ATFEA2 93A5E2CY
618DD78 8B51A8D4

2C93D02 41469023
6053658 DF870009
D7D5872 3B912DEY

6ADFD119 D5201751

38

DBJJEJ47 UUE—I’lnCU
FB12C73B 3D67898F
81B6CI97F 04645BF9
B2B6AA41 4F18F869
3643242E D8T7B8E24
AADOO1BF 06D760AD

EDO9FDCC D558AA55
3EOFEE0O3 1CCA1D25
F26C8535 8872E424
7827BB0OC 6430D6AS8

TFEF93694
3F33803F
6A35F1B1
4E7BFCE1
AB8A85B84
DFA2663B

16055238
454D62B3
880089EA
5D80BO5SE

AT
AO0OD /TLJOJ

coaglclc

C97AB20B

EAD07953
ATD8B33A
4DB850E7

07DCF856

3E2F00C6

A73EF73C

D0B28058

A56534D6
C64312DF
80EF22D7
D3CC123cC
D325D60C
321662CE

0D33A12E
51209F8C
98B72346
C8A98BDA

CCE2FEZD
O5ECF8DE
ESDE2639
DOF15C30
8B017C3A
8F6049BC

0987359B
02CD5F91
F0794B3B
TF733A5E

it
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Gs

5DE7CCDC
CT7EO8EB7
2EE04035
C288BFCS8

07F5EAS50
FASFE507
61E40492
07B824BB

4CB0O8F35

AAD76847
01C1C8CH
ACA54A4C
9D6A950A

3C9022AF
CD81B4BD
A24C4C9B
BO93FF810

99AC2CAB

603D036A
986E8018
764F0534
C45887D3

B22701A6
DEC57637
583CCECO
77481989

DCFF28C7

08B5FF85
80BCB6B4
90ACCED1
612B271C

2E649D06
C2C24DEC
ED475CCD
2D248603

BBB42166

B1138616
725380C6
3409B81B
80A5D6BA

008AFE93
BB22A71F
1E533241
53891E9F

3FED4CBS8

5AB8C615
962B780B
74AD6906
3EB71986

8EA136D7
D7FES229
BA93BB5A
1466258E

ADCC5B6E

=

ISO/IEC 9798-5:2004(E)

918F5193
90A2AD09
45800ADA
27CCCFBB

1AFD6FBC
7C807EDB
8B1FAQO1l1l
6F7D6F51

48805AF2

8F85A03F
9105C87A
56626EBS8
14B257BC

90B8EF18
5A53FC35
TATSETTT
E2F285BC

33254C81

-9 677+B7
8556C54B
1AFD4DBF

06CC5160
CO07986E1
OEAE7DOC
4029744A

OED43F5B
596FA852
428CDF44
5359D003

1ED15C26
BEB2B52F
8ACD3DD1
FD41FD5C

009D94EA
749394EE
71756866
ES8AA839D

147C1279
FDAF8E92
E0O60AL199
BCS5ED4F?2

03B6941D
F8393CF4
30CDF868
4C5C12FD

27BALIO3
57619FAD
EEEIDC15
25614867

194DBD80

S1Cc290n0

S5ESE4751
F21C6165

0D68CE69
DE78F4B9
6255E089
DCOB813A

6872EF9B
8FCB4324
F8A4BOOE
7007600F

52F61C4C
52B62791
702CT716F
655C3A74

30D5F13A
79E0623B
8642019A
10B6D84C

CO1B355F
38ECOC3C
4AE8875A
798C847D

904BO0AF
9180€8E1
EB570D6C
E51F296E

CA623C79
B8F176E5
4B9933D3
E66EQ0754

0BB6FF60

18243340

8477C889
49046374

1630AB55
DB6D2FFD
7B060CDS8
50D8CBD1

B42FFD7C
D2BAB32D
DB74A5D6
91082261

The private numbers are as follows.

37D4B558
446F8400
38153298
67B73DB9

TE5917F9
D4027C6B
10C11009
03F31842

6B295CF1
O0B13B47C
45C81CEQ
E00603DC

1614F88D
9C2B115F
022F8539
502C3399

7CCF0560
2D6A1DA4F
98B0829E
0A26818E

FAT7T7CES0

QI3 670

ODSF39F8
TFE1AAS3

17A73EF3
B99381E0
52FF8758
CFE51490

90282C3E
8ECBSESE
E46ADB80
D0090802

C1DAB730
16100B21
20B66048
94DBDOAB

21Cccellc
F4BS1D3E
5917E043
B174086D

300D20D7
124F217B
B325B800
379619E5

DC3D5879
31DE83AB
14FBO78F
86148FE7

184BDBEA
26A0904D
TTEF8F55C
B52A1F24

E9BD233E

CAQCRINR

tTAFPB6S
06BOFAD2
A4DAFF81

D1ID5A685
3BO9FC118
CO98FB46F
FBOBB736

TEA28C45
43CCFEAQ
D5C699BF
AAODO6BB

B248783C
2BCGDF5A9
BE828COB8
30D4DB7E

DA18A2FS8
DODB8804
808307B3
FE65E984

8381939B
220C5025
530A0433
28FET742E

A4402420
84741615
2C069A4D
69951D21

57DC069C
FCFF99D4
17F2EC82
103CCF90

CD99EDE7

eOoRAND 1A

PEP3674B
00AACTT74
1DB510A7

86B3519B
E5A6BAZE
C6ECES83E
E69D8CD2

67ABA2D3
C3824AA1
DCAEDIOF
8 00ADCE9

6FTAF2TE
AFEFT74FA
3A2D15B5
51D64091

CB368627
TTCATFA9
8D2E9BCA
E2A924EB

1FE54B27
F5D5BCO9
569689FA
E334AFFE

48855251
DE1CF7B1
TF2B6EG67
9AAEED23

441E0B46
3453EBOA
0931E239
E87BTES0

042E414D

01RA3INDIT

R B Wl e K
L 7TDIODODU

F3872D82
5AD7BAC2

34AD1D8C
332D2DB3
67469EBS
ABEB02B4B

6DBCC16A
EB8D0064
CC7F0233
TBE287A3

55637614
83188DD3
D6D276B5
F859AD28

16E456F0
05180EDO
41D89D21
1756C4CB

7356E748
92A575A5
66CEAT72D
F8FIOF433

98761996
C32BCOES
25A74AB3
6940F665

9B647419
F3CEEA6L
FB4D246C
0C36716A

EOEB4E22

1220500230

HOEASP 6C
14BB6E26
64F23PBC

SDES5ARGS
904A0B82
62A4DH@A4C
724DCPBC

2A572RB7
07B7FP8O
FOA4EBLS
4CB1CpSE

A95CAFT7
10327p1B
41B54PAC
AC98EBAA

128AAECD
8B15CFDC
B7125L15
FD49BB42

A60CCpR11
DDBE2BF1
5B42FP99
A2BI9EB6B

7TB3A6B1D
838DCEC3
112CB[L46
5E821[/94

87E5AR36
45B7CP87
84689pP7D
AA1IF9EF6

0B4B0pP46

AORAE 15

Qsz

076D2A53
20B5C202

07F513BA
F7AE869A
20BE8C90
5C7370FC

2785555C
FOA644AE
B77AD756
17999B0OB

2C6B449C
8CF306E3

8A0A3280
F9236F6D
9AF83ABD
59A2ABLF

C6FDCB2C
B1A755E1
7292B51B
01BDEZ24F
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1ACFADDD
72138968

OAFCOO0AB
152FCA38
A40347A3
A7554C85

2CA944A1
16CEDBCO
C08526B8
C7461F58

E6A92279
7C5B01B1

850BCFF8
CB97291C
7C6EC83C
CCCAEF9D

4179F7C2
6931D163
F32FCE66
08E4F9F3

67D2519C
2137COF7

FA532993
2D2BE82A
6B1A40A6
5707F4B1

B2BBD59D
31EB16DF
F2D7D1BA
F1567870

81351D1B
5C02C696

01826608
A760E978
24BE324F
ODF2C349

1903AB62
EFCFA46B
55F7850B
15322712

9E8C4286
0715BB3D

4301BB69
273DF66F
1432EB7E
2E10726B

B7ED8ABS8
DES8AABAY
4DD6355A
33B49F97

DBB60650
EQ07F14BC

FEAECTFC
6E57D012
22897214
5107C051

A8D49589
9BBY994FF
9CB6C88D
695A582E
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D.1.2 Unilateral authentication exchange

As m = 8, the bit length is 6= 8 for the challenges. The exchange multiplicity parameter is f = 3.

Iteration 1

Step 1

r= 46730924 DDAE318D 6D1060BF BC5508A4 1E52C997 C3A752E1 0B511436 EF884689
60AB25AF D8A75D74 E4BODADD 1FS5A9AFB 26556C5F 9EA22A95 87BF849C 462738AA

D1C144E8 61293533 5914F5C5 2A8D2323 6716C336 A4E06AE3 3DDE5A34 DC8AAS82
744908CAA oFIF6ER9 R3DJAPRA DOIRCAF] 4629891F 6113FI/DE AQSRARF2 60FRDAFSD

W= 1IADED7EQ 6F4DE303 1E04694E 7045363D 1D62A241 4925D5BD 6A54D352 43B1COCE
APADC1BC 8968D4F7 034531F1 5C717El6 4F7F9FOF 779A439F A23EA1C2 7A831B93
439DB041 C6AEFET7E 031B2FA1l FB2390E8 89EAEG68F 699D5D27 4505EAB7 95DLEFB9
BIC7DC6CA 6C38BCBB 4651CECD 90778FA4 E91C9D65 42BFD336 108EFE8D 6ABSFAOB

Step 3

d1,d2,... d3=0, o, o, 0, 1, 1, 0, O

Step 5

3[/D87F34 EA4CDOE2 A825E891 1EAC4F15 C7969E59 2C6741ENHX9142922 2817650E
2[lD13151 7D768A55 T7ACTA8CA BE50D66B DOBAOAOS 7338B3EO ALICD1236 1B9F9945
9H1BDO90C DO9CB314A D3CC8F65 ACD232FA FT7152A4B 68B97BT7A TC230A7C 8099E938
6pPA3435E AD1F4BA6 9A6CO0C3 919B5342 45EQF06F 604D6112 CT7EABET7C 3D2C6D39

N

Iteration
Step 1

r= M6E4A31 5718EATE 00779BBA DB667B34 7DCIC1B4 992AD37C 2B687927 5283389F
6AC25F9 55ESCB70 647EBCB4 OF9D86BE (EABF7308 DB6F3B12 DBE1C73F AASEDCOA
B8F6DES8 BCE672D2 1CAOOEED S53E76E7215805F9D 52BF401C 8B6B28BA CAlOFEF3

98118AB B89390E3 1A685343 4F99D136 EB3016E5 7C86FEAE 58A83068 033C508C

565606D 94F1FEEC A61DC570 D9ST93B8 01506F0F 8EL1EFFOD 8A6F488E 2E1434CD
3091345 F3A5D51A ED1479BA04D2DBCC 064AFF94 058D4E07 65E4327F 2C1EBODE
3C6DA80 D47A6DB5 27BA686C 010A93BB 426CEAAA 6AT73CF42 1F78572B 5CE999AF
D170BDA BOO8F088 CD37%265 6F013A98 290788E3 ABDSALl71 FCCO9EO1A 3D304E49

O = W w H» O I o

Step 3
ds do, ... Jdg=1, 0, 0, 0,711, 0, 1

Step 5

FA64318 @842715B 5A1404E2 445767E4 55EB9344 6EC9F311 A770B965 F34047CB
69F7D42, E95CCOF2 AES54716F B97B765B 7CE69B8B 05795C62 EBCF6AS5D AA80323F
F£1880BB*B7154F60 BB6FLOE2A F064D759 41458EED 951BE96C BAOE1EOE FO7ACD22
B311649 8E98CT7Cl EE6AFFF5 5887C1C7 37CCCADF 37DDBCAF 5B59555E FAID35DF

NS

Iteration
Step 1

r= 2D667AD3 3F6615A2 26647FB1 889EAE85 203792B8 68DFA869 2DA3BSAA 87B14DOE
52BF5637 0065BE27 T775E37E0 9896FF8F OFB8F162 ACD7599A 18F8893A 23386E0D
E22357B2 C1A455AE 1A809F8C 1B33A9DF CE8A4E48 2CT7B2A1C AS6F9FOC AC33ECLE
27FB4368 04264F76 E1B68C3C BF37CB99 A865B9E1l 23E3AATD AE73540E 5DB834FA

W= 41068CBD 2F2CCA28 95E935BB 3D3F228A 3D43B2F1 61B1DA7D A62EE180 BOB3D930
C8T7E1F5C 88F8CEAS5 F6A81CS5A A2A25689 AATD2C50 505B8689 49F41FF4 A71377C8
81E01CC4 9CCA612E OE43BD07 D5622238 7494A0A6 3CCD433D 5782636B AB7DBB36
394F3FBS5 30FEFO9DE FDC72B2C D1AE4179 6B6CTAFD 2AA114A2 966ETBAB 127A458E
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