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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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IT Security techniques — Entity authentication —

Part 3:
Mechanisms using digital signature techniques

1

T
as

Té
tn
Ca

authentication.

Aj
th

ul

Scope

his document specifies entity authentication mechanisms using digital signatures h
ymmetric techniques. A digital signature is used to verify the identity of an entity,

usted third party and the last five make use of on-line trusted third parti€es. In both of t
tegories, two mechanisms achieve unilateral authentication and the refmaining three achiey

hnex A defines the object identifiers assigned to the entity authentication mechanisms sp
is document.

Normative references

he following documents are referred to in the text in such a way that some or all of thei
nstitutes requirements of this document. For.dated references, only the edition cited ap
ndated references, the latest edition of the refetenced document (including any amendments

0/IEC 9798-1, Information technology — Security techniques — Entity authentication — Part |

IS

ISO/IEC 9796 (all parts), Information technology — Security techniques — Digital signature

g

3

O/IEC 14888 (all parts), Information-technology — Security techniques — Digital signat
pendix

ing message recovery.

Terms and definitions
r the purposesofthis document, the following terms and definitions apply.
0 and [EC mraintain terminological databases for use in standardization at the following add

[SQ.Online browsing platform: available at https://www.iso.org/obp

ased on

n mechanisms are specified in this document. The first five mechanisms do\not involve an on-line

hese two
e mutual

bcified in

" content
blies. For
applies.

: General

ires with

schemes

Fesses:

IEC Electropedia: available at http://www.electropedia.org/

3.

1

atomic transaction

tr

3.
cl

ansaction which cannot be split into multiple smaller transactions

2
aimant

entity which is or represents a principal for the purposes of authentication

[S

©
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digital signature
signature

data appended to, or a cryptographic transformation of, a data unit that allows the recipient of the data
unit to verify the source and integrity of the data unit

3.4

entity authentication
corroboration that an entity is the one claimed

¥

[SOURCEFTSO/TECS798=1:2010, 3714}

3.5

mutual quthentication

entity authentication (3.4) which provides both entities with assurance of each other’s identity

[SOURCE; ISO/IEC 9798-1:2010, 3.18]

3.6

token

message [consisting of data fields that are the output of a cryptographic fungtion

3.7

trusted third party

security puthority or its agent, trusted by other entities with respe€tto security related activities

[SOURCEH: ISO/IEC 9798-1:2010, 3.38, modified — The Note to_entry has been removed.]

3.8

unilaterpl authentication

entity authentication which provides one entity with@ssurance of the other’s identity but not vice ver

[SOURCE; ISO/IEC 9798-1:2010, 3.39]

3.9

verifier

entity that requires to verify the identity. of another entity

4 Symbols and abbreviated terms

The symbols and abbreviated’/terms given in ISO/IEC 9798-1 and the following shall apply.

Certy certificatéfor entity X

Iy representation of the identity of entity X, which is either iy or Certy

ix String identifying entity X

M data string that is input to a digital signature algorithm

Py public verification key associated with X

Resy result of verifying entity X’s public key or public key certificate

SIDip, constant uniquely identifying the mechanism m and the signed string (number i) within
the mechanism

sSx(M) signature on data string M with the private signing key of entity X. The signature shall be
such that M can be recovered

2 © ISO/IEC 2019 - All rights reserved
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Y

time variant parameter used by entity X, either a sequence number Ny or a time stamp Ty

result of the concatenation of data items X and Y in the order specified. In cases where

the result of concatenating two or more data items is signed as part of one of the mecha-
nisms specified in this document, this result should be composed so that it can be uniquely
resolved into its constituent data strings, i.e. so that there is no possibility of ambiguity in

anmd guide users in selecting the appropriate mechanismfer their use case.

T

p
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p

N
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5
The mechanisms specified in this document use digital sigihatures to achieve unilateral o
e

el ot
HITCT PITLAtIUII

NOTE Unique parsing of concatenated strings can be achieved in a variety of differgnt ways,
depending on the application. For example, it can be guaranteed by a) fixing the [length of

each of the substrings throughout the domain of use of the mechanism, o¥ b) enc
sequence of concatenated strings using a method that guarantees unique'decoding, ¢
the distinguished encoding rules defined in ISO/IEC 8825-1[3].

General

1 Time variant parameters
tity authentication. Annex B provides guidance to explain the security properties of the me

prevent valid authentication information from> being accepted at a later time, timg
rameters such as time stamps, sequence numbers, or random numbers are used (see ISO/I
2010, Annex B and the Note below).

a time stamp or a sequence number istsed, one pass is needed for unilateral authenticati
o passes are needed to achieve mutual'authentication. If a challenge and response method e
ndom numbers is used, two passés'are needed for unilateral authentication, while thre
isses (depending on the mechanismi employed) are required to achieve mutual authenticatio

evented by the first entity.including its own random number in the data block which it signs. In this
e unpredictability which prevents the signing of pre-defined data.

2 Tokens
hroughout this-document, tokens are defined as:

Token=X1 || - || Xi || sSa(Y1 || -+ || Y.

ding the
p.g., uUsing

r mutual
thanisms

variant
EC 9798-

bn, while
mploying
e or four
.

DTE The signing by one entity of a data block which has been manipulated by a second entjty can be

case, it is

In

this document, the term “signed data” refers to the data string “Y1 || -+ || ¥;” used as inp

ut to the

signature scheme and the term "unsigned data” refers to the data string " X1 [[ - [ X;"-

Information contained in the unsigned data is, in general, not authenticated by the mechanisms in this
document.

If information contained in the signed data of the token can be recovered from the signature [as is
the case for signature schemes with message recovery, as specified in ISO/IEC 9796 (all parts)] or is
already known to the verifier, then it does not need to be contained in the unsigned data of the token
sent by the claimant.

When a signature scheme without message recovery is used, the signed data, M, should be inserted
in the unsigned data right before the corresponding signature, i.e. sSx(M) is replaced by M || sSx(M).

©
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Parts of the signed data M that are already available to the recipient can be excluded from the unsigned
version of M.

5.3 Use of text fields

All text fields specified in the following mechanisms are available for use in applications outside the
scope of this document (they may be empty). Their relationship and contents depend on the specific
application. See Annex C for information on the use of text fields.

6 Reguirements

In the authentication mechanisms specified in this document, an entity to be authenticated cornoberatgs
its identity by demonstrating its knowledge of its private signature key. This is achieved by’the entify
using its[private signature key to sign specific data. The signature can be verified by any@se using the
entity’s gublic verification key.

The authpntication mechanisms have the following requirements:

a) A verifier shall possess the valid public key of the claimant, i.e. of the~entity that the claimapt
clainps to be.

One way of obtaining a valid public key is by means of a certifi¢ate (see ISO/IEC 9798-1:2010,
Anngx C). The generation, distribution, and revocation of certificates are outside the scope pf
this focument. Depending on the mechanism, a trusted third party may be used to distribute gn
authpntic copy of the public key and its certificate. Anothersivay of obtaining a valid public key is by
a trulsted courier.

As the distribution of certificates is outside the scoperof this document, the sending of certificatgs
is ozronal in all mechanisms.

b) A claimant shall have a private signature key-known and used only by the claimant.

c) The private signature key used in an implementation of one of the mechanisms specified in this
document shall be distinct from keyssed for any other purposes.

d) The Hdata strings signed at varipits points in an authentication mechanism shall be composed $o
that they cannot be interchanged:

To help fchieve requirement-d), the mechanisms in this document include constants SIDiy, in the
signed data.

NOTE The form of theé constants, SIDi;, is not specified in this document. However, in order to meet
requirement d), they canbe defined to include the following data elements:

— The gbjectidentifier as specified in Annex A, in particular identifying the ISO/IEC standard, the part number,
and the authéntication mechanism;

— A corstant that uniquely identifies the signed string within the mechanism. This constant can be omitted|in
mechanisms that include only one signed string.

The recipient of a signature shall verify that the constant SIDi,, in the signed data is as expected.

If any of the above requirements is not satisfied, then the authentication process can be compromised
or fail to complete successfully.

Annex A defines the object identifiers which shall be used to identify the entity authentication
mechanisms specified in this document.

4 © ISO/IEC 2019 - All rights reserved
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Mechanisms without an on-line trusted third party

7.1 Unilateral authentication

7.1.1 General

Unilateral authentication means that only one of the two entities is authenticated by use of the
mechanism.

711.2 Mechanism UNL.TS — One-pass authentication

In
\Y:
S6

T

T

\%
p

this authentication mechanism, the claimant A initiates the process and is authenticate
rifier B. Uniqueness and timeliness is controlled by generating and checking aitime st3
quence number (see ISO/IEC 9798-1:2010, Annex B).

he authentication mechanism is illustrated in Figure 1.

a) ]| TokendAB
A @) 1l o O | B

Figure 1 — One-pass unilateralauthentication
ne form of the token (TokenAB), sent by the claimant‘4+to the verifier B is:
1 Ty
TokenAB =Text2||sS 4| SIDgN1TS ||N—||IB [ Textl |
A

here the claimant, A, uses either a sequence number, N4, or a time stamp, Ty, as the tim
irameter. The choice depends on thetechnical capabilities of the claimant and the verifier ¢

ol the environment.

b

N
N
1:

a)
b)

DTE1  The inclusion of the identifier ip in the signed data of TokenAB is necessary to prevent the t
ing accepted by anyone otherthan the intended verifier.

DTE 2 One application of this mechanism can be public key or certificate distribution (see ISO/
2010, Annex A).

A sends TokenAB and, optionally, its identity, I, to B.
On receipt-of the message containing TokenAB, B performs the following steps:

1) Jtchecks the received identity, 14, and determines whether this is trusted by veri
certificate of 4, matching it with a stored list of trusted entities or by some other mea

d by the
)mp or a

b variant
s well as

bken from

EC 9798-

Fying the
ns.

©

NOTE 3 IT can alSo Chlieck Whether the received identity 1S equal to 1tS own Identity.
applications, authenticating an entity against itself is considered a security issue.

2) Itensures thatitisin possession of a valid public key of A.

In many

3) Itverifies TokenAB by verifying the signature of A contained in the token, by checking the SID,
by checking the time stamp or the sequence number, and by checking that the value of the

identifier field, (i), in the signed data of TokenAB is equal to entity B’s distinguishing i

ISO/IEC 2019 - All rights reserved
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7.1.3 Mechanism UNI.CR — Two-pass authentication

In this authentication mechanism, the claimant, 4, is authenticated by the verifier, B, who initiates the
process. Uniqueness and timeliness is controlled by generating and checking a random number, Rp (see
ISO/IEC 9798-1:2010, Annex B).

The authentication mechanism is illustrated in Figure 2.

(a) Rp||Textl
b (@)
(b) I4|/TokenAB

Figure 2 — Two-pass unilateral authentication

The forn] of the token (TokenAB), sent by the claimant, 4, to the verifier, B, is:

TokenAB = Text3 || sSa(SID1ynicr || R4 || Rp || iB || Text2).

NOTE 1 | Theinclusion of the identifier, ip, in the signed data of TokenAB preventsithe token from being accepted
by anyong other than the intended verifier (e.g., in a person-in-the-middle attack).

NOTE 2 | The inclusion of the random number, Ry, in the signed part of.TokenAB prevents B from obtaining the
signature|of A on data chosen by B prior to the start of the authentication mechanism.

a) Bsendsarandom number, Rp, and, optionally, a text field, Text1, to A.
b) A sends TokenAB and, optionally, its identity, I, to B.
c) Onreceipt of the message containing TokenAB, Bperforms the following steps:

1) It checks the received identity, 14, and ‘determines whether this is trusted either by verifying
he certificate of A, matching it with@'stored list of trusted entities or by some other means.

OTE3 It can also check whether the received identity is equal to its own identity. In many
pplications, authenticating an.entity against itself is considered a security issue.

2) Itensures thatitisin passession of a valid public key of A.

3) It verifies TokenABdbyCthecking the signature of A contained in the token, by checking the SID,
y checking thatthe random number, Rp, sent to A in step a), agrees with the random numbpr
ontained in the signed data of TokenAB, and by checking that the value of the identifier field,
ip), in the sighed data of TokenAB is equal to B’s distinguishing identifier.

7.2 Mutual-authentication

7.2.1 efreral

Mutual authentication means that the two communicating entities are authenticated to each other.

The two mechanisms described in 7.1.2 and 7.1.3 are extended in 7.2.2 and 7.2.3, respectively, to
achieve mutual authentication. This is achieved by transmitting one further message resulting in two
additional steps.

The mechanism specified in 7.2.4 uses four messages which do not need to be all sent consecutively. In
this way, the authentication process can be speeded up.

6 © ISO/IEC 2019 - All rights reserved
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7.2.2 Mechanism MUT.TS — Two-pass authentication

In this authentication mechanism, uniqueness and timeliness is controlled by generating and checking
time stamps or sequence numbers (see ISO/IEC 9798-1:2010, Annex B).

The authentication mechanism is illustrated in Figure 3.

(@) 1,4l TokenAB

Y

(d) A (b)

A
s3]

(c) Ip|/TokenBA

Figure 3 — Two-pass mutual authentication
The form of the token (TokenAB), sent by A to B, is analogous to that specified in 74.2:

T
A
The form of the token (TokenBA), sent by B to 4, is:

2 Tg Ta .
TokenBA =Text4[sS g | SIDZyr 15 | ~2-|~A- |17 , || Text3 |
" Np Ny

The choice of using either time stamps or sequence numbers in this mechanism depends on the fechnical
cgpabilities of the claimant and the verifier as well as @nthe environment.

NDTE1 The inclusion of identifiers, i4 and ip, in thie signed data of TokenBA and TokenAB, respdctively, is

ng¢cessary to prevent the tokens from being acceptedby anyone other than the intended verifier.

NOTE 2 If;—A were to be omitted in TokenBA, the two messages of this mechanism are not bound tpgether in
any way, other ?han implicitly by timelinkess; the mechanism involves independent use of mechanism 7|1.2 twice.
The mechanism no longer achieves mutual authentication.

a) A sends TokenAB and, optionally, its identity, I, to B.

b] On receipt of the message containing TokenAB, B performs the following steps:

1) It checks thepeceived identity, I4, and determines whether this is trusted either by perifying
the certificate of A, matching it with a stored list of trusted entities or by some other theans.

NOTES. It can also check whether the received identity is equal to its own identity| In many
applications, authenticating an entity against itself is considered a security issue.

2) Vit ensures that it is in possession of a valid public key of A.

) It verifies TokenAR hy vprifying the signature of A caontained in the token, hy checkinb the SID,
by checking the time stamp or the sequence number, and by checking that the value of the
identifier field, (i), in the signed data of TokenAB is equal to entity B’s distinguishing identifier.

c) Bsends TokenBA and, optionally, its identity, I, to A.
d) Onreceipt of the message containing TokenBA, A performs the following steps:

1) It checks the received identity, I, and determines whether this is trusted either by verifying
the certificate of B, matching it with a stored list of trusted entities or by some other means.

NOTE4 It can also check whether the received identity is equal to its own identity. In many
applications, authenticating an entity against itself is considered a security issue.

© ISO/IEC 2019 - All rights reserved 7


https://standardsiso.com/api/?name=9b57b6372503784edb04e67dff62a236

ISO/IEC 9798-3:2019(E)

2)
3)
4)

5)

7.2.3

In this aythentication mechanism, uniqueness and timeliness is controlled by generating and ‘checking
random fumbers (see ISO/IEC 9798-1:2010, Annex B).

The authgntication mechanism is illustrated in Figure 4.

The tokeps are of the following form:

NOTE 1
authenticpte to A (and vice versa). Additionally, agreement on Text2 and Text4 cannot be guaranteed.

NOTE 2
signature|of A on data chosen by B\prior to the start of the authentication mechanism. The same holds for the
random njumber, R'p, in the signéd part of TokenBA. R'g can be set to Rp, but, in this case, A can obtain a signatujre
from B onldata chosen prior to-sending TokenAB.

a)

d)

TokdnAB = Text3|[sS (SIDhl,[UT_CR IR IR Ilig ||Text2);

TokdnBA=Text5|sS (SIDI%,[UT_CR AR ||Text4).

B senpds a random-tumber, Rp, and, optionally, a text field, Text1, to A.
A sends TokenAB and, optionally, its identity, I4, to B.

On receiptof the message containing TokenAB, B performs the following steps:

1y

2)
3)

It ensures that the received identity, I, corresponds to ip included in TokenAB.
[t ensures that it is in possession of a valid public key of B.

It verifies TokenBA by verifying the signature of B contained in the token, by checking the SID,
by checking the time stamp or the sequence number, and by checking that the value of the
identifier field, (i4), in the signed data of TokenBA is equal to entity A’s distinguishing identifier.

T
A verifies that the N_A received in TokenBA is identical to the one sent in TokenAB in step a).
A

l\lflechanism MUT.CR — Three-pass authentication

(@) Rpl|Text1

<

b) I, || TokenAB
(e) A (b) Iy || oken > B (©)
(d) Ip||TokenBA

Figure 4 — Three-pass mutual authentication

When ip or iy are omitted from TokennAB or TokenBA, respectively, A cannot conclude B is intending to

The inclusion of the random humber, Ry, in the signed part of TokenAB prevents B from obtaining the

the certificate of A, matching it with a stored list of trusted entities or by some other means.

NOTE3 It can also check whether the received identity is equal to its own identity. In many
applications, authenticating an entity against itself is considered a security issue.

It ensures that it is in possession of a valid public key of A.

It verifies TokenAB by checking the signature of A contained in the token, by checking the SID,
by checking that the random number, Rp, sent to A in step a), agrees with the random number
contained in the signed data of TokenAB, and by checking that the value of the identifier field,
(ip), in the signed data of TokenAB is equal to B’s distinguishing identifier.

B sends TokenBA and, optionally, its identity, Ip, to A.

© ISO/IEC 2019 - All rights reserved
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e) Onreceipt of the message containing TokenBA, A performs the following steps:

1) It checks the received identity, /g, and determines whether this is trusted either by verifying
the certificate of B, matching it with a stored list of trusted entities or by some other means.

NOTE4 It can also check whether the received identity is equal to its own identity. In many
applications, authenticating an entity against itself is considered a security issue.

2) Itensures that the received identity, I, corresponds to ip included in TokenAB.

3) Itensures thatitis in possession of a valid public key of B.

4) It verifies TokenBA by checking the signature of B contained in the token, by checdking the SID,
by checking that the random number, Ry, sent to B in step b), agrees with the randonp number
contained in the signed data of TokenBA4, and by checking that the value of the-identilfier field,
(i4), in the signed data of TokenBA is equal to A’s distinguishing identifier.

712.4 Mechanism MUT.CR.par — Two-pass parallel authentication

In| this mechanism, authentication is carried out in parallel. Uniqueness‘and timeliness is contfrolled by
generating and checking random numbers (see ISO/IEC 9798-1:2010,-Annex B).

The authentication mechanism is illustrated in Figure 5.

(@) Ia||RA ||Text1

(b) > (b)
(@) Ip||Rp ||Text2
A B
P (c) TokenBA
(d) (c’)\TokenAB > (d)

Figure 5 — Two-pass parallel authentication

The tokens are similar to those of Z.1.3:

TokenAB =Text4|sS , (SIDI},[UT_CR_I,_,ar IR, IR llip ||Text3),

TokenBA=Text6[s9; (SID&UT.CR.par IR IR, 1liq TextS).

NPDTE1 The random number, Ry, is present in TokenAB to prevent B from obtaining the signature off4 on data
cHosen by B prior to the start of the authentication mechanism. For similar reasons, the random number, Rp, is
pilesent in TokenBA. Depending on the relative time of receipt of the messages sent in steps (1) and (1)’,jone of the
parties can:know the random number of the other party when choosing its random number. If this is unjdesirable,
bgth parties can insert an additional random number, R’ and R'p, in the text fields Text3 of TokenAB anjd Text5 of
TakenBA, respectively.

NOTE 2  Bothsignatures in the mechanism have the same identifier, SIDlMUT,CR,par, since the order of messages
is not fixed.

a) Asendsarandom number, Ry, and, optionally, its identity, I4, and optionally a text field, Text1, to B.
a’) Bsends arandom number, Rp, and, optionally, its identity, I, and optionally a text field, Text2, to A.
b) A and B each perform the following steps:

1) Each of them checks the received identity, Iy, and determines whether this is trusted either by
verifying the certificate of the other entity, matching it with a stored list of trusted entities or
by some other means.

© ISO/IEC 2019 - All rights reserved 9
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NOTE 3  Each of them can also check whether the received identity is equal to its own identity. In
many applications, authenticating an entity against itself is considered a security issue.

2) Each of them ensures that it is in possession of a valid public key of the other entity.

c) A sends TokenAB to B, where TokenAB contains, ig, corresponding to the identity of the entity that
is considered trusted by A in step b).
¢’) Bsends TokenBA to A, where TokenBA contains, ig, corresponding to the identity of the entity that
is considered trusted by B in step b).
d) A ang B each perform the following steps:
1) Each of them verifies the received token by checking the signature contained in the token [y
sing the public key from step b)] and by checking the SID.
2) Each of them checks that the random number, which it previously sent to the)other entity,
grees with the first random number contained in the signed data of the tokén received.
3) Each of them checks that the random number it previously received {rom the other entify
n step a)] agrees with second the random number contained in the-signed data of the tok¢n
eceived.
4) Each of them checks that the value of the identity field, (ix), contained in the signed data of the
eceived token corresponds to its own identity.
8 Medhanisms involving an on-line trusted third party
8.1 Gepneral

Implemehtations of the mechanisms in this clause shall use one of the signature schemes specified |n
ISO/IEC 14888 (all parts) or ISO/IEC 9796 (all parts).

In the specification of the mechanisms in:this clause, the form of tokens and text fields follows the
descriptipn given in Clauses 4 and 5. In addition, the values of the fields Resy, Resp, Status and Failure n
the mechanisms specified in this clause'shall have the following forms:

In the m i i i i i i ’¢ B},

Resy|= (Certy || Status), (ia ||Pa)or Failure;
Resp|= (Certp || Status), (ip.]|Pp) or Failure;

Statys = True or False?)The value of the field shall be set to False if the certificate validation (elg.
accofding to ISOAEC9594-8,[4] ITU-T X.509[Z] or the security policy of the domain in which the TP
is regiding) failsyOtherwise it shall be set to True.

Failyre:Resx(where X € {4,B}) will be set to Failure if neither a public key nor a certificate of entity
X can bedfound by TP.

then it shall set Iy = ix; otherwise, it shall set Iy = Certy, and X shall be set equal to the collection of
distinguished identity fields in Certy. If either X or Certy is permitted to be used as an identity, then
there should be a pre-arranged means to allow TP to distinguish the two types of identity indications.
The value of Resy (where X = {4,B}) shall be determined according to Table 1.

10

Table 1 — Value of Resy

Field Choice 1 Choice 2
Ix ix Certy
Resy (ix || Px) or Failure (Certy || Status) or Failure

© ISO/IEC 2019 - All rights reserved
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8.2 Unilateral authentication

8.2.1 General

The authentication mechanisms in this subclause require the two entities 4 (or B) to validate the other's
public key using an on-line trusted third party (with distinguishing identifier TP). This trusted third
party shall have the capability to verify the authenticity of the public key of A (or B). The entities A (or

B) shall possess a reliable copy of the public key of TP.

This subclause specifies two four-pass authentication mechanisms, both of which achieve v
aythentication between entities A and B. Furthermore, the mechanisms in this subclause proy
aythentication of the TP as well as origin authentication and non-replay of the verificatipn res
fogur-pass authentication is an atomic transaction.

plementations of the mechanisms shall use one of the signature schemes specified in [SO/I
Il parts) or ISO/IEC 9796 (all parts).

8{2.2 Mechanism TP.UNI.1 — Four-pass authentication (initiated by/4)

In] this authentication mechanism, the claimant B is authenticated by the verifier A who inif
process, using an on-line trusted third party (with distinguishing-identifier TP). TP shall

tHe public key of TP.
This authentication mechanism is illustrated in Figure 6.
TP d)
e) TokenTA c) R, |1, || Text4
y a) R || Textl
fy 4 | < | B
b) TokenBA

Figure 6 — Four-pass authentication (initiated by A4)

The tokens shallbe created as follows:

nilateral
de entity
ults. The

EC 14888

iates the
have the

cgpability to verify the authenticity of the public key of B. The entity A shall possess a reliable copy of

INT.

TokenTA =Text51l S~ {QIDnlm o IR I Res o || pr‘rﬁ\
" I \ IT.U PURL M D1 /

The mechanism is performed as follows:

a) Asendsarandom number, R4 and, optionally, a text field, Text1, to B.

b) B sends the token TokenBA to A.

c) Asendsarandom number, RY, Ip. and, optionally, a text field, Text4, to TP.

d) On receipt of the message in step c) from A, TP performs the following steps. If Ip = i, TP

retrieves

Pp. If Ip = Certp, TP checks the validity of Certp. The process of certificate verification by TP can

© ISO/IEC 2019 - All rights reserved
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8.2.3 Mechanism TP.UNI.2 — Four-pass authentication (initiated by B)

In this aithentication mechanism, the claimant A is authenticated By the verifier B who initiates tl:e
process, [using an on-line trusted third party (with distinguishing/identifier TP). TP shall have the
capability to verify the authenticity of the public key of A. The.entity B shall possess a reliable copy fof

the public key of TP.
This autljentication mechanism is illustrated in Figure 7:
TP )
d) TokenTA
) Token b) R,J|I | [Text2
' f)
a) R || Textl
A B
e) TokendB

The tokeps shall'be created as follows:

require protection from denial-of-service attacks. The specification of mechanisms to be used to
provide such protection is outside of the scope of this document.

TP sends TokenTA to A. The fields Resp in TokenTA shall be: the certificate of B and its status, the
distinguishing identifier of B and its public key, or an indication of Failure.

On receipt of the message in step €) from TP, A performs the following steps:

1) Verify TokenTA by checking the signature of TP contained in the token, by checking the SID,
and by checking that the random number R’4, sent to TP in Step c), is the same as the random

NOTE It can also check whether the received identity is equal to its own identity. In\ many
dpplications, authenticating an entity against itself is considered a security issue.
2) Retrieve the public key of B from the message, verify TokenBA received in step b)-by checking
the signature of B contained in the token, by checking the SID and checking that the value jof
dentifier field, (i4), in the signed data of TokenBA is equal to A's distinguishifig identifier, and
then check that the random number, Ry, sent to B in step a), is the same as'the random numbgr,
R4, contained in TokenBA.

Figure 7 — Four-pass authentication (initiated by B)

[ 1 \
TokenTA=Text3TsS 7 (STDtpuniz 1K TRes 4 T Text

TokenAB =Text5|| TokenTA|| sS (m)%p_um_2 IR IR lligl Text6).

The mechanism is performed as follows:

a)
b)

<)

12

B sends a random number, Rp and, optionally, a text field, Text1, to A.
A sends, Rp, 14, and, optionally, a text field, Text2, to TP.

On receipt of the message in Step b) from A, TP performs the following steps: If Ip = ig, TP retrieves
Py. If 14 = Certy, TP checks the validity of Certy. The process of certificate verification by TP can
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require protection from denial-of-service attacks. The specification of mechanisms to be used to
provide such protection is outside of the scope of this document.

d) TP sends TokenTA to A. The fields Resg in TokenTA shall be: the certificate of A and its status, the
distinguishing identifier of A and its public key, or an indication of Failure.

e) A sends the token TokenAB to B.
f) Onreceipt of the message in step €) from A4, B performs the following steps:

1) Verify the signature of TP in TokenTA hy checking the signature of TP contained in the token, by

checking the SID and by checking that the random number, Rp, sent to A in step a),ds [the same
as the random number, Rp, contained in the signed data of TPp of TokenTA, and by [checking
ResA is not Failure.

NOTE It can also check whether the received identity is equal to its own identity] In many
applications, authenticating an entity against itself is considered a security issue-

2) Retrieve the public key of A from the message, verify TokenAB by (checking the signgture of A
contained in the token, by checking SID, and checking that the value of identifier field, (ig), in
the signed data of TokenAB is equal to B's distinguishing identifier, and then checK that the
random number, Rp, sent to A in step a), is the same as the raridom number, Rp, contairjed in the
signed data of A of TokenAB.

8|3 Mutual authentication

8J13.1 General

The authentication mechanisms in this subclause*require the two entities A and B to validate each
other's public keys using one or two on-line trusted third parties.

Iflonly a single on-line trusted third party-s used, it has a distinguishing identifier denoted by|TP.

If|two on-line trusted third parties. arg used, their distinguishing identifiers are denoted byl TP4 and
TPp respectively. The authenticityofthe public key of A4 is verified only by TPy, and the authenticity of
tHe public key of B is verified only by TPg. Entity A trusts TP4 (A accepts any assertion signgd by TP4
ag valid) and shall possess asreliable copy of the public key of corresponding TP4. Entity B tfusts TPp
(B accepts any assertion signed by TPp as valid) and shall possess a reliable copy of the public key of
carresponding TPp. TPg.and TPp trust each other. TP4 has a reliable copy of TPg's public key anfl TPp has
a reliable copy of TP4's\public key.

This subclause spécifies two five-pass and one seven-pass authentication mechanisms, all [of which
ag¢hieve mutualauthentication between entities A and B. Furthermore, these mechanisms provlde entity
aythentication-of the TP, TPy4, or TPp as well as origin authentication and non-replay of the verification
rgsults. Thefive-pass and seven-pass authentication mechanisms are atomic transaction.

NOTE The mechanisms in this subclause are intended to be used in a closed environment, where 3ll entities
sHarethe same TP and possess a reliable copy of its public key. If Option 1 of the mechanisms is used, TP only provides
a certificate validation service. In case Option 2 of the mechanisms is used, besides the certificate validation service,
TP can also provide an authorization service for the entities A and B to communicate to each other.

If Option 1 of the mechanisms is used in an environment in which B (or A) should know that TP is
validating A’s (or B’s) credentials for B (or A), the Text in the signatures of TP in Option 1 should include
I4 (or Ip) respectively. More specifically, the TP can make I4 as part of the text in the first signature
of TokenTA and Ip similarly in the second signature of TokenTA. In this case, A, B and TP should be in
consensus on the format and location of the value I4 (or Ig) included in such a text.

8.3.2 Mechanism TP.MUT.1 — Five-pass authentication (initiated by A)

In this authentication mechanism, uniqueness and timeliness is controlled by generating and checking
arandom number (see ISO/IEC 9798-1:2010, Annex B).
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This authentication mechanism is illustrated in Figure 8.

() P
A
(e) Text7||TokenTA (c) R, IR 114, 115 | Text4
Y @R, |1, Text1
L
-

(f) A (b)/, [[TokenBA B th)

'

(g) TokenAB

Figure 8 — Five-pass authentication (initiated by A)

The tokehs shall be created in accordance with one of the followingtWo options.
Option 1
—  Tok¢nBA=Text3||sS (SID,}P_WM_1 lig 1R, I1Rp i Textz);

—  Tok¢nTA=sS; (SID%p_MUT_l_l IR | Resg | Text6)|| $Sy (SID%p_MUT_l_l IRp l|Res ;| TextS);

—  TokdnAB =Text9||sS (SID%P.MUTJA IRy || Res ) TextS) IsS, (SID?p.MUT.H IRy IR Nliglliy I Text8).
Option 2
—  Tok¢nBA=Text3||sS (SID%P_MUT_l_Z lig IR, I1Rg iyl Textz);

—  Tok¢nTA=sS; (SID%p_MUT_l_Z 'R, IIRp I| Res | Res | Texts);

—  Tok¢nAB =Text9|| TokénTA|sS , (SID%P_MUTll_Z IRg IR lig iyl Texts).

NOTE 1 | Implementations of this mechanism can support one or both of the above options.

NOTE 2 | The incltision of the random number, Ry, in the signed part of TokenAB prevents B from obtaining the
signature|of A on-data chosen by B prior to the start of the authentication mechanism. The same holds for the
random npmbelyRp, in the signed part of TokenBA.

The mechanismis pnrfnrmnﬂ as follows:

a) A sendsarandom number, Ry, its identity, I4, and, optionally, a text field, Text1, to B.
b) B sends the token TokenBA and Ip to A.
c) Asendsarandom number, R, together with Rp, 14, Ip and, optionally, a text field, Text4, to TP.

d) On receipt of the message in Step c) from A, TP performs the following steps. If I4 = ig and Ip = ip,
TP retrieves P4 and Pp. If Iy = Certy and Ip = Certp, TP checks the validity of Certy and Certp. The
process of certificate verification by TP can require protection from denial-of-service attacks. The
specification of mechanisms to be used to provide such protection is outside of the scope of this
document.
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8

In
a

Then TP sends TokenTA and, optionally, a text field, Text7, to A. The fields Resg and Resp in TokenTA
shall be: the certificates of A and B and their status, the distinguishing identifiers of A and B and
their public keys, or an indication of Failure.

On receipt of the message in step e) from TP, A performs the following steps:

1) Verify TokenTA by checking the signature of TP contained in the token, by checking the SID
and by checking that the random number, R4, sent to TP in step c), is the same as the random
number, R, contained in the signed data of TokenTA.

Fhe-signaturecontaining Resp-shotld-becheeked"The signature-witheut Respmaybg checked
optionally. If the signature without Resp is checked, Rp should be checked.
NOTE3 A can also check whether the received identity is equal to its own jdentity] In many
applications, authenticating an entity against itself is considered a security issue.

2) Retrieve the public key of B from the message, verify TokenBA received in step b) by|checking
the signature of B contained in the token, by checking the SID and_checking that th¢ value of
identifier field, (i4), in the signed data of TokenBA is equal to A’s distinguishing idenffifier, and
then check that the random number, R4, sent to B in step a), is the same as the randon{ number,
Ry, contained in TokenBA.

A sends TokenAB to B.

On receipt of the message in step g) from A, B performsthe following steps:

1) Verify the signature of TP in either TokenTA (entity A) or TokenAB (entity B), check th¢ SID, and
check that the random number, Rp, sent to A i-$tep b), is the same as the random number, Rp,
contained in the signed data of TokenTA.

NOTE4 B can also check whether thé‘received identity is equal to its own identity| In many
applications, authenticating an entity agdinst itself is considered a security issue.

2) Retrieve the public key of A from’the message, verify TokenAB by checking the sighature of
A contained in the token, checking the SID, and checking that the value of identifier field, (ip),
in the signed data of TokenAB is equal to B’s distinguishing identifier, and then check that the
random number, Rp, contained in the signed data of TokenAB is equal to the randon] number,
Rp, sent to A in Step b).

3.3 Mechanism TP-MUT.2 — Five-pass authentication (initiated by B)
this authenticationmechanism, uniqueness and timeliness is controlled by generating and |checking
random numbéry(see ISO/IEC 9798-1:2010, Annex B). This authentication mechanism is illudtrated in
Figure 9.
© ISO/IEC 2019 - All rights reserved 15
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© | 7P
A
(d) Text5||TokenTA (b) R*,IIRg 11, Il Text2
Y A(a) Ry |l 15 || Text1
(h) A (b) 1, | TokenAB g B (f)

(g9) TokenBA

Figure 9 — Five-pass authentication (initiated by B)
The tokens shall be created in accordance with one of the following two options:
Option 1
— Tok¢nTA=sSp (SID%‘P.MUT.Z—l IR’y l|Resg || Text4) I sSt (SID%P_MUT_Z_l IR l|Res 4 | Text3);

—  TokdndB =Text7 |55y (SIDFpur 21 1Ry I1Res 5 I Text3 )5S o ($1D% uraoa I Rg IR s Il Il | Text6 )

— TokénBA=Text9]|sSg (SID{‘fP_MUT_Z_l i g 1R IR} llig Text8).

Option 2
—  Tok¢nTA=sS; (511)%1,_D,,[JT_2_2 IR || Ry || Resipl| Res g ||Text3);
—  Tok¢nAB=Text7 || TokenTAlsS 4 (SIPFpiur.2-2 | Ry | Ra llig Il | Text

— Tok¢nBA=Text9]|sS (SID%P_MUT_Z_Z IR, IR g llig Texts).

NOTE 1 | Implementations of thisimechanism can support one or both of the above options.

The mechanism is performed-as follows:

a) Bsends arandom dumiber, Rp, its identity, I, and, optionally, a text field, Text1, to A.
b) A sends arandouinumber, R’;, together with Rp, I4, Ig and, optionally, a text field, Text2, to TP.

On receiptof the message in step b) from A, TP performs the following steps. If 4 = ig and Ip =

TP retrieves P4 and Pp. If Iy = Certy and Ip = Certp, TP checks the validity of Certy and Certg. T

proc -of-

specification of mechanisms to be used to provide such protection is outside of the scope of this

document.

c) Then TP sends TokenTA and, optionally, a text field, Text5, to A. The fields Ress and Resp in TokenTA
shall be: the certificates of A and B and their status, the distinguishing identifiers of A and B and

their public keys or an indication of Failure.

d) A sends the token TokenAB and I4 to B.
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e) Onreceipt of the message in step e) from A4, B performs the following steps:

1) Verify the signature of TP in TokenAB by checking the signature of TP contained in the token,
checking the SID, and by checking that the random number, Rp, sent to 4 in step a), is the same
as the random number, Rp, contained in the signed data of TP of TokenAB.

NOTE2 It can also check whether the received identity is equal to its own identity. In many
applications, authenticating an entity against itself is considered a security issue.

2) Retrieve the public key of A from the message, verify TokenAB by checking the signature of A
contained.in the f'r\l!nn' r‘hnr‘l{ing the (‘In, and f‘hnrln'ng thatthe value afthe identifier ield, (IB)I
in the signed data of TokenAB is equal to B’s distinguishing identifier, and then chéck that the
random number, Rp, sent to A in step a), is the same as the random number, Rp, containjed in the
signed data of A of TokenAB.

f)] B sends TokenBA to A.
g] Onreceipt of the message in step g) from B, A performs the following steps:

1) Verify TokenTA in the message from step d) by checking the signature of TP contained in the
token, and by checking that the random number, R4, sent to(TP in step b), is the sate as the
random number, R4, contained in the signed data of TokenT4.

The signature containing Resp should be checked. The sighature without Resp may bg checked
optionally.

NOTE 3 It can also check whether the received\identity is equal to its own identity| In many
applications, authenticating an entity against itself\is considered a security issue.

2) Retrieve the public key of B from the miessage of step d), verify TokenBA by che¢king the
signature of B contained in the token.and checking that the value of the identifier field, (i),
in the signed data of TokenBA is equalto A’s distinguishing identifier, and then checl that the
random number, R4, contained in-the signed data of TokenBA is equal to the randon] number,
R4, sent to Bin step e).

813.4 Mechanism TP.MUT.3 —'Séven-pass authentication (initiated by B)
This authentication mechanism has seven message passes, and makes use of two on-line trusted third
parties (with distinguishing-identifiers TP4 and TPp).
In] this authentication mechanism, uniqueness and timeliness is controlled by generating and |checking
a fandom number/{see’ISO/IEC 9798-1:2010, Annex B).
This authentieation mechanism is illustrated in Figure 10.
The tokens.shall be as follows:
— TokenTPAB =S py (SID}FP.MUT.B [IRes 4 |l 1p |IRp |l Text3);
—  TokenTPBA=5Sypg (SID%P_ wurs I Res 4 1Rp I Text4) IS 125 (SIDparurs I Resg I Rypy | TextS);
—  TokenTA=sSp, (SID}*P. wurs | Resg 1R I Text6) I15S7pg (SID%P_MUT_3 lIRes 4 || Ry | Text4) ;

2 S
— TokenAB=sSppg (SIDTP_ wurs | Res 4 1Ry I Text4)|| sS (SID%RMUTB IR IR 4 Nlig lli g ||Text7);
—  TokenBA=sSg (SID%P_MUT_3 IR 1IRg i s lli g ||Text8).
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f)

g)

h)

j)

18

8) e)

f) Token7PBA

<) TP, TP,
d)R,,, || TokenTPAB
) Token7A b) R, IR, || 1,1 | Text2
)]
a) R, || 1, ]| Textl

i) TokenAB||I
0 A ) 1A B

k) TokenBA

Figure 10 — Seven-pass authentication with two TTPs (initiated by B)

anism is performed as follows:

B sennds a random number, Rp, its identity, I, and, optionally, a text field, Text}; to A.
A senpds a random number, R’4, together with Rp, 14, Ip and, optionally, atext field, Text2, to TPy.

On receipt of the message in step b) from A, TP4 performs the following steps. If [4 = ig, TP retriev
Py. If 14 = Certy, TP checks the validity of Cert4. The process df certificate verification by TPy c:
requjire protection from denial-of-service attacks. The specification of mechanisms to be used
provijide such protection is outside of the scope of this docuinent.

TP4 $ends R7pg and TokenTPAB to TPpg.

On receipt of the message in step d) from TPy, TPgperforms the following steps:
1) Verify the signature of TPj in TokenTPAB by checking the signature of TP4 contained in the toks

2)
erification by TPp can require protection from denial-of-service attacks. The specification
echanisms to be used to provid€ such protection is outside of the scope of this document.

TPp sends TokenTPBA to TPj.

On receipt of the messagein Step f) from TPp, TPy verify TokenTPBA by checking the signature

TPp ¢ontained in the token, and by checking that the random number, R7p4, sent to TPp in step d), i

the same as the randem number, R7pg4, contained in the signed data of TokenTPBA.

TP4 sends TokenTA to A. The fields Resg and Resg in TokenTA shall be: the certificates of A and
and their statUs; the distinguishing identifiers of A and B and their public keys, or an indication
Failure.

fIp = ip, TPpretrieves Pp. If Ig = Certp, TPp checks the validity of Certp. The process of certificate

E'S
in
Lo

n.

of

A serrds the token TokenAB and I4 to B.

On receipt of the message in step i) from A4, B performs the following steps:

1) Verify the signature of TPp in TokenAB by checking the signature of TPp contained in the token,
and by checking that the random number, Rp, sent to A in step a), is the same as the random

number, Rp, contained in the signed data of TPg of TokenAB.

NOTE1 It can also check whether the received identity is equal to its own identity. In many

applications, authenticating an entity against itself is considered a security issue.

2) Retrieve the public key of A from the message, verify TokenAB by checking the signature of

A

contained in the token and checking that the value of the identifier field (B) in the signed data
of TokenAB is equal to B's distinguishing identifier, and then check that the random number,
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Rp, sent to A in Step a), is the same as the random number, Rp, contained in the signed data of A
of TokenAB.

k) Bsends TokenBA to A.
1) Onreceipt of the message in step k) from B, A performs the following steps:

1) Verify TokenTA by checking the signature of TP4 contained in the token, and by checking that
the random number, R4, sent to TP4 in step b), is the same as the random number, R4, contained
in the signed data of TokenTA.

NOTE2 It can also check whether the received identity is equal to its own identity| In many
applications, authenticating an entity against itself is considered a security issue.

2) Retrieve the public key of B from the message of step h), verify TokenBA-by che¢king the
signature of B contained in the token and checking that the value of identifier field, (), in the
signed data of TokenBA is equal to A's distinguishing identifier, and then check that the¢ random
number, R, contained in the signed data of TokenBA is equal to the random number, I{sent to B
in step i).
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Annex A
(normative)

Object Identifiers

A.1 Formal definition

EntityAy
iso (1)
asnll
DEFINITT
-- EXPOR
-- IMPOR
OID ::=
—-— Synon
1s9798-3
}

mechanig
-— mechd
nottp-mg
nottp-un
nottp-my
uni-ts g
uni-cr g
mut-ts (
mut-cr (g
mut-cr-H
-— mechg
ttp-mech
ttp-uni—
ttp-mut-
ttp-uni-
ttp-uni-
ttp-mut-
ttp-mut-
ttp-mut-
END -- H

thenticationMechanisms-3 {
standard (0) e-auth-mechanisms (9798) part3(3)
-module (0) object-identifiers (0) }
ONS EXPLICIT TAGS ::= BEGIN
TS All; --
TS None; --
OBJECT IDENTIFIER -- alias
yms —-—
OID ::= { iso(l) standard(0) e-auth-mechanisms (9798) part3 (3

m OID ::= { 1s9798-3 mechanisms-2019(2) }

nisms not involving a trusted third party --

chanism OID ::= { mechanism nottp(l) }

i-mechanism OID ::= { nottp-mechanism uni (1) }

t-mechanism OID ::= { nottp-mechanism mut(2) }

ID ::= { nottp-uni-mechanism 1 }

ID ::= { nottp-uni-mechanism 2 }

D { nottp-mut-mechanism 1 }

ID ::= { nottp-mut-mechanism 2 }

arallel OID ::= { nottp-mut-mechanism 3 }

nisms involving a trusted third party &z

anism OID ::= { mechanism ttp(2) }

mechanism OID ::= { ttp-mechanism uni (1) }

mechanism OID ::= { ttp-mechanism mut(2) }

1 OID ::= { ttp-uni-mechanism 1

2 OID ::= { ttp-uni-mechanism\2

1 OID { ttp-mut-mechanism/1

2 OID { ttp-mut-mechagism 2
3
3

3 OID ::= { ttp-mut-meclignism
ntityAuthenticationMechahisms—

([N 4

A.2 Use of subsequent object identifiers

Immediakely after an entity authentication mechanism identifier, an information object that identifi

a digital

signature algorithm [i.e. one of the algorithms specified in ISO/IEC 14888 (all parts) or IS

IEC 9794 (all parts)Jand any associated parameters (i.e. one of the hash functions specified in IS

[EC 1011

20

B-3) shall\follow.

S
D/
D/
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