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Foreword

ISO/IEC 9798-2:1999(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees

collabarate in fields of mutual interest. Other international organizations, governmental and non-govern

liaison

In the

Draft Igternational Standards adopted by the joint technical committee are circulated to national”bodies
Publicgtion as an International Standard requires approval by at least 75 % of the national hodies casting §

International Standard ISO/IEC 9798-2 was prepared by Joint Technical Committee 1ISO/IEC JTC 1, In

techno

This s¢cond edition cancels and replaces the first edition (ISO/IEC 9798-2:1994), which has been
revised. Note, however, that implementations which comply with ISO/IEC 9798-2 (1st edition) will be com

ISO/IE

ISO/IE
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O  Part 1: General

O  Part 2: Mechanisms using symmetric enciphermentalgorithms
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with ISO and IEC, also take part in the work.

ield of information technology, ISO and IEC have established a joint technical committeg; 1SO/I

ogy, Subcommittee SC 27, IT Security techniques.

C 9798-2 (2nd edition).

C 9798 consists of the following parts, under the general title)/nformation technology — Security t
ty authentication:.

rt 3: Mechanisms using digital signature techhiques

rt 4: Mechanisms using a cryptographic,check function
rt 5 : Mechanisms using zero knowledge techniques
parts may follow.
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Information technology — Security techniques — Entity
authentication —

Part 2:

Mechanisms using Symmetric encipherment algorithms
1 Scope

This part of ISO/IEC 9798 specifies entity authentication mechanisms using symmetric encipherment a
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The mechanisms specified in this part of ISO/IEC 9798 use time variant' parameters such as time stamps,
Is, or random numbers, to prevent valid authentication information from being accepted at a latgr time or
more t]:an once.
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the mechanisms provide entity authentication between two entities where\no trusted third party ig
hese are mechanisms to unilaterally authenticate one entity to another_while the other two are mg

thment of a common secret key, and realize mutual or unilateral entity authentication.

sted third party is involved and a time stamp or seguence number is used, one pass is needed for

Challenge and response method employing random numbers is used, two passes are needed for
lication, while three passes are required to.achieve mutual authentication. If a trusted third party ig
ditional communication between an entity” and the trusted third party requires two extra pasg
nication exchange.

mative references

owing normative documents contain provisions which, through reference in this text, constitute prd
rt of ISO/IEC 9798 -For dated references, subsequent amendments to, or revisions of, any
tions do not apply:.However, parties to agreements based on this part of ISO/IEC 9798 are encq
jate the possibility-of applying the most recent editions of the normative documents indicated beg
0 references{thé latest edition of the normative document referred to applies. Members of ISQ
n registers.of currently valid International Standards.

C 9798-1:1997, Information technology — Security techniques — Entity authentication — Part 1: G4

gorithms.
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chanisms

tual authentication of two entities. The remaining mechanismsi require a trusted third party for the

sequence

unilateral

lication, while two passes are needed to achievetimutual authentication. If no trusted third party i$ involved
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C 11770-2:1996, Information technology — Security techniques — Key management — Part 2: M

chanisms

using symmetric techniques.

3 Definitions and notation

For the purposes of this part of ISO/IEC 9798, the definitions and notation described in ISO/IEC 9798-1 apply.
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4 Requirements

In the authentication mechanisms specified in this part of ISO/IEC 9798 an entity to be authenticated corroborates
its identity by demonstrating its knowledge of a secret authentication key. This is achieved by the entity using its
secret key to encipher specific data. The enciphered data can be deciphered by anyone sharing the entity's secret
authentication key.

The authentication mechanisms have the following requirements. If any one of these is not met then the
authentication process may be compromised or it cannot be implemented.

a) A clajmant authenticating itsel 10 a veriier shall share a common secret authentcation Key wi at vetifier, in
which case the mechanisms of clause 5 apply, or each entity shall share a secret authenticationckey] with a
common trusted third party, in which case the mechanisms of clause 6 apply. Such keys shall be ‘khown to the

involed parties prior to the commencement of any particular run of an authentication mechanism, * The fnethod
by which this is achieved is beyond the scope of this part of ISO/IEC 9798.

b) If atrusted third party is involved it shall be trusted by both the claimant and the verifier,

c) The gecret authentication key shared by a claimant and a verifier, or by an entity a@nd-a trusted third party, shall
be knpown only to those two parties and, possibly, to other entities they both trust.

OTE 1 The encipherment algorithm and the key lifetime should be chosen,so.that it is computationally infealible for
key to be deduced during its lifetime. In addition, the key lifetime should-be chosen to prevent known plajntext or
clhosen plaintext attacks.

L Z

a) For every possibility for the secret key K, the encipherment fungtion eK and its corresponding decipherment
functipn dK shall have the following property. The decipherment process dK, when applied to a string| eK(X),
shall enable the recipient of that string to detect forged or manipulated data, i.e. only the possessor of tha secret
key K shall be capable of generating strings which will-0€' ‘accepted’” when subjected to the decipherment
process dK.

NIOTE 2 In practice, this can be achieved in many.ways. Two examples are as follows.

1. If sufficient redundancy is present in, or appended to, the data, and the encipherment algorithm is cho$en with
care, the integrity requirement can. be;'Satisfied. The redundancy is checked for correctness by the fecipient
before the deciphered data can be accepted as valid.

2. The key K is used to derive a’ pair of keys K'and K" The key K" is then used to calculate a Message
Authentication Code (MAE€).on the data to be enciphered, while the key K'is used to encipher the data
concatenated with theMAC. The recipient checks that the value of the MAC is correct before accepting the
deciphered data as yvalid-

a) The mechanisms in this.part of ISO/IEC 9798 require the use of time variant parameters such as time gtamps,
sequgnce numbers orrandom numbers. The properties of these parameters, in particular that it is most pnlikely
for them to repeat/within the lifetime of a secret authentication key, are important for the security of these
mechanisms. Foradditional information see annex B of ISO/IEC 9798-1.

5 Mechanrisms not involving a trusted third party

In these authentication mechanisms the entities A and B shall share a common secret authentication key K,, or two
unidirectional secret keys K,, and K, prior to the commencement of any particular run of the authentication
mechanisms. In the latter case the unidirectional keys K,, and K, are used respectively for the authentication of A
by B and of B by A.

All text fields specified in the following mechanisms are available for use in applications outside the scope of this
part of ISO/IEC 9798 (they may be empty). Their relationship and contents depend upon the specific application.
See annex A for information on the use of text fields.

5.1 Unilateral authentication

Unilateral authentication means that only one of the two entities is authenticated by use of the mechanism.
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5.1.1 One pass authentication

ISO/IEC 9798-2:1999(E)

In this authentication mechanism the claimant A initiates the process and is authenticated by the verifier B.
Uniqueness/timeliness is controlled by generating and checking a time stamp or a sequence number (see annex B
of ISO/IEC 9798-1). The authentication mechanism is illustrated in Figure 1.

The fogm of the token (TokenAB), sent by the claimant A to the verifier Bis:

where
choice

The inglusion of the distinguishing identifier B in TokenAB is optional.

(1) Agenerates and sends TokenAB to B.

(1) TokerAB B @)

Figure 1

T
TokemAB = Text2|| e|<AB(NA || B || Textl)

A

the claimant A uses either a sequence number N, or a time stamp T as’the time variant param
depends on the technical capabilities of the claimant and the verifier as'well as on the environment.

NOTE Distinguishing identifier B is included in TokenAB to,_prevent the re-use of TokenAB on entit
cannot occur, it may be omitted.

The distinguishing identifier B may also be omitted if a unidirectional key is used.

bter. The

A by an

adversary masquerading as entity B. Its inclusion is made ‘@ptional so that, in environments where such attacks

(2) On receipt of the message containing TokenAB, B verifies TokenAB by deciphering the enciphered part (where
degiphering implies that the requiremeénts of 4.d are met) and then checking the correctness of the
distinguishing identifier B, if present, as well as the time stamp or the sequence number.

5.1.2 Two pass authentication

In this|authentication mechanism’ the claimant A is authenticated by the verifier B who initiates the| process.

Uniqueness/timeliness is centrolled by generating and checking a random number R, (see annex B of ISO/IEC

9798-1). The authentication-mechanism is illustrated in Figure 2.

(1) Rs || Textl
A il B (3)
(2) TokerAB
Figure 2
The form of the token (TokenAB), sent by the claimant A to the verifier Bis:
TokemAB = Text3||eK s (R; || B || Text2).

The inclusion of the distinguishing identifier B in TokenAB is optional.

NOTE 1 |In order to prevent the possibility of a known plaintext attack, i.e. a cryptanalytic attack where the

cryptanalyst knows the complete plaintext for one or more ciphertext strings, entity A may include a random number

R, in Text2.
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NOTE 2 Distinguishing identifier B is included in TokenAB to prevent a so-called reflection attack. Such an attack is
characterised by the fact that an intruder ‘reflects’ the challenge R, to B pretending to be A. The inclusion of the
distinguishing identifier B is made optional so that, in environments where such attacks cannot occur, it may be
omitted.

The distinguishing identifier B may also be omitted if a unidirectional key is used.

(1) Bgenerates a random number R, and sends it and, optionally, a text field Textl to A.

(2) Agen

erates and sends TokenAB to B.

(3) On receipt of the message containing TOKeNAB, B Veriiies 10KenAB Dy deciphering the enciphered part
deciphering implies that the requirements of 4.d are met) and then checking the correctness
distinguishing identifier B, if present, and that the random number R,, sent to A in step (1), agrees
randdm number contained in TokenAB.

5.2 Mutual authentication

Mutual a

mechanigm.

The two
authentic

w Z

5.2.1 Two pass authentication

In this authentication mechanism uniqueness/timeliness is cantrolled by generating and checking time sta|

sequenceg

The authd

The form

The form

OTE A third mechanism for mutual authentication can be constrieted from two instances of the me
pecified in 5.1.2, one started by entity A and the other by entity B.

thentication means that the two communicating entities are authenticated to”each other by use

echanisms described in 5.1.1 and 5.1.2 are adapted in 5.2.1 and 5.2:2,-respectively, to achieve
tion. In both cases this requires one more pass and results in two more steps.

numbers (see annex B of ISO/IEC 9798-1).

ntication mechanism is illustrated in Figure 3.

(1) TokerAB
(4) A g B (2)

(3) TokerBA

Figure 3

of the token (TekenAB), sent by A to B, is identical to that specified in 5.1.1.

-
‘okemAB= Text2|| eKAB(NA || B || Textl).

A

Q_f_r_h_&m_k_e_n_aokanA\ sent hy Bto A is

T
TokerBAzText4||eKAB(NB || A|| Text3).

B

(where
of the

vith the

of the

mutual

hanism

mps or

The inclusion of the distinguishing identifier B in TokenAB and the inclusion of the distinguishing identifier A in

TokenBA

N

are (independently) optional.

OTE 1 Distinguishing identifier B is included in TokenAB to prevent the re-use of TokenAB on entity A by an
adversary masquerading as entity B. For similar reasons the distinguishing identifier A is present in TokenBA. Their
inclusion is made optional so that, in environments where such attacks cannot occur, one or both may be omitted.

The distinguishing identifiers A and B may also be omitted if unidirectional keys (see below) are used.
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The choice of using either time stamps or sequence numbers in this mechanism depends on the capabilities of the
claimant and the verifier as well as on the environment.

Steps (1) and (2) are identical to those specified in 5.1.1, one pass authentication.

(3) Bgenerates and sends TokenBA to A.

(4) The message in step (3) is handled in a manner analogous to step (2) of 5.1.1.

NOTE 2 The two messages of this mechanism are not bound together in any way, other than implicitly by

timeliness;

If unidi
approp|

52.2

In this
(see aff

The au

The toH

The ing

oSty

be achieved by making appropriate use of text fields.

rectional keys are used then the key K,, in TokenBA is replaced by the unidirectional.key K,/
riate key is used in step (4).

'hree pass authentication

huthentication mechanism uniqueness/timeliness is controlled by generating and checking random
nex B of ISO/IEC 9798-1).

thentication mechanism is illustrated in Figure 4.

(1) Rs || Textl

) A (2) TokerAB g B (3)

(4) TokerBA

Figure 4

ens are of the following form:

TokemAB = Text3||eK (R, || R; || B || Text2),

TokerBA=Text5|leK, : (R; || R, || TeXt4).

lusion of the distitiguishing identifier B in TokenAB is optional.

NOTE When present, distinguishing identifier B is included in TokenAB to prevent a so-called reflect
Such andattack is characterized by the fact that an intruder ‘reflects’ the challenge R, to B pretending to

it may’be omitted.

tha maoachanicm tnvualiac indaonaondaoant ica of machanicm B 1 1 hanoao Lurthar hindina toaathaor of thacao messages can
the-mechanisr-nvolves-independent-use-of-mechanism-5-1-1-twice—Furtherbinding-togetherotth g

, and the

numbers

on attack.
be A. The

inclusien~of the distinguishing identifier B is made optional so that, in environments where such attacks campnot occur,

The distinquishing identifier B may also be omitted if unidirectional keys (see below) are used

(1) Bgenerates a random number R, and sends it and, optionally, a text field Text1 to A.

(2) A generates a random number R,, and generates and sends TokenAB to B.

(3) On receipt of the message containing TokenAB, B verifies TokenAB by deciphering the enciphered part (where
deciphering implies that the requirements of 4.d are met) and then checking the correctness of the
distinguishing identifier B, if present, and that the random number R,, sent to A in step (1), agrees with the
random number contained in TokenAB.

(4) Bgenerates and sends TokenBA to A.
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(5) On receipt of the message containing TokenBA, A verifies TokenBA by deciphering the enciphered part (where
deciphering implies that the requirements of 4.d are met) and then checking that the random number R,,
received from B in step (1) agrees with the random number contained in TokenBA and that the random number
R,, sent to Bin step (2), agrees with the random number contained in TokenBA.

If unidirectional keys are used then the key K, in TokenBA is replaced by the unidirectional key K,,, and the

appropriate key is used in step (5).

6 Mechanisms involving a trusted third party

The authentication mechanisms in this clause do not make use of a secret key shared by the two entities’ prior to
the authentication process. They do, however, make use of a trusted third party (with distinguishing identifier TP)
with which the entities A and B each share a secret key, K, and K, respectively. In each mechanism ong of the
entities requests a key K,, from the trusted third party. This is followed by an adaptation ofthe mechanisms
described in 5.2.1 and 5.2.2, respectively.

As descrlbed below certain passes may be omitted from each mechanism if only dnilateral authentication is
required.

All text figlds specified in the following mechanisms are available for use in applications outside the scope of this
part of ISO/IEC 9798 (they may be empty). Their relationship and contents depend upon the specific application.
See annegix A for information on the use of text fields.
6.1 Fouf pass authentication

In this mytual authentication mechanism uniqueness/timeliness isceontrolled by using time variant parameters (see
annex B ¢f ISO/IEC 9798-1). This mechanism is equivalent to Key Establishment Mechanism 8 of ISO/IEC|11770-
2:1996.

The authentication mechanism is illustrated in Figure 5.

TP

(1) TVPAY
B||Textt (2) TokermA
3) (4) TokerAB
_»
(7) A B (5)
(6) TokerBA
Figure 5

The form of the token (TokenTA), sentby TP to A, is:

-
TokerTA=Text4||eK ., (TVP, ||K . || B ||Text3)||eKBT(NTP 1K & || Al TEXE2).

P
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The form of the token (TokenAB), sent by Ato B, is:

T T
TokerAB:Text6||eKBT(NTP IIK rs ||A||Text2)||eKAB(NA ||B|| Text5).

TP A

The form of the token (TokenBA), sent by Bto A, is:

The ch
entities

The ug
differer
importd
previol

(1) Ag
fiel

2) Th

(3) On
K

dig)
pal

fro
(4) Ad

(5) On

(where deciphering”implies that the requirements of 4.d are met) and then checking the correctne

dis
ret

(6) Bg

T
TokerBA=Text8|| eKAB(NB || Al Text7).

B

pice of using either time stamps or sequence numbers in this mechanism depends on the capabili
involved as well as on the environment.

e of the time variant parameter TVP, in steps (1) through (3) of figure 5, as specified-below, is s
t from its normal use. It allows A to associate the response message (2) with themessage reques
Int property of the time variant parameter here is its non-repeatability, to limit ‘the possible re
sly used TokenTA.

NOTE The time variant parameter TVP, could be a random number. However, unlike the random numbsg
certain of the mechanisms in this part of ISO/IEC 9798, it is not necessary that' TVP, be unpredictable to a
and a non-repeating counter value would be equally appropriate.

jenerates a time variant parameter TVP,, and sends it, the distinguishing identifier B and, options
d Textl to the trusted third party TP.

b trusted third party TP generates and sends TokenTA to\A.
receipt of the message containing TokenTA, A verifies TokenTA by deciphering the data enciphe
(where deciphering implies that the requirements of 4.d are met) and then checking the correctn

tinguishing identifier B and that the time variant\parameter, sent to TP in step (1), agrees with the tir
ameter contained in TokenTA. In addition A retrieves the secret authentication key K,.. Athen ex

K Tre K s || Al Text2
eKer (" IKsg I1AIITexXt2)
TP
M TokenTA and uses it to-construct TokenAB.
enerates and sends-TekenAB to B.
receipt of thesmessage containing TokenAB, B verifies TokenAB by deciphering the enciphg

Linguishing. identifiers A and B as well as the time stamp(s) or the sequence number(s). In &
ieves the'secret authentication key K.

enérates and sends TokenBA to A.

ies of the

somewhat
[ (1). The
tuse of a

brs used in
third party,

lly, a text

red under
pss of the
ne variant
racts

red parts
ss of the
ddition, B

(7) On receipt of the message containing TokenBA, A verifies TokenBA by deciphering the enciphered part (where
deciphering implies that the requirements of 4.d are met) and then checking the correctness of the
distinguishing identifier A as well as the time stamp or the sequence number.

Steps (6) and (7) may be omitted if only unilateral authentication of A to B is required.

6.2 Fi

ve pass authentication

In this mutual authentication mechanism uniqueness/timeliness is controlled by using random numbers (see annex
B of ISO/IEC 9798-1). This mechanism is equivalent to Key Establishment Mechanism 9 of ISO/IEC

1996.

11770-2:
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The authentication mechanism is illustrated in Figure 6.

TP
A
(2) RallRell
B||Text2 (3) TokermrA
h 4 (1) Rgl||Textl
(4) al
3 A (5) TokerAB B (6)
(8) < >
(7) TokerBA
Figure 6

The form |of the token (TokenTA), sentby TP to A, is:

TokenTA=Text5||eK,; (R', || K 5 || Bl Text4)||eKy: (R K 45 || Al TEXE3).
The form jof the token (TokenAB), sent by Ato B, is:

TokemAB =Text7||eKg, (Rs || K 45 || Al| Text3)|leK, s (R, || Rs || TEXEB).

The form jof the token (TokenBA), sent by Bto A, is:

TokerBA=Text9||eK,; (R; || R, || Fext8).

(1) B gerjerates a random number R, and-sends it and, optionally, a text field Textl to A.

(2) A generates a random number. (R, ‘and sends it, the random number R,, the distinguishing identifier |B and,
optionally, a text field Text2 to the trusted third party TP.

(3) The tfusted third party TR-generates and sends TokenTA to A.

(4) On rgceipt of the message containing TokenTA, A verifies TokenTA by deciphering the data enciphered under
K,; (where deciphering implies that the requirements of 4.d are met) and then checking the correctness of the
distinguishing.identifier B and that the random number R',, sent to TP in step (2), agrees with the fandom
numbler contained in TokenTA. In addition, A retrieves the secret authentication key K,,. A then extracts|

K (Re [[K g [IA]l Text3)

[ar)

from TokenTA and uses it to construct TokenAB.

(5) A generates a second random number R,, and generates and sends TokenABto B.

(6) On receipt of the message containing TokenAB, B verifies TokenAB by deciphering the enciphered parts
(where deciphering implies that the requirements of 4.d are met) and then checking the correctness of the
distinguishing identifier A and that the random number R, sent to A in step (1), agrees with both copies
contained in TokenAB. In addition, B retrieves the secret authentication key K.

(7) Bgenerates and sends TokenBA to A.
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