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Foreword

ISO (the

establishesd

International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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committees collaborate in fields of mutual interest. Other international organizations, governmen
jovernmental, in liaison with ISO and IEC, also take part in the work. In the field of infarmati
y, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hal Standards are drafted in accordance with the rules given in the ISO/IEC Directivesy Part 2.
task of the joint technical committee is to prepare International Standards. Draft Internatior
5 adopted by the joint technical committee are circulated to national bodies for 'voting. Publication

tional Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of pate
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Subcomnpittee SC 27, IT Security techniques.
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D798 consists of the following parts, under.the general title Information technology — Secun
s — Entity authentication:

1: General
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Introduction

In systems involving real-time communication, entity authentication is a fundamentally important security
service. Depending on the specific application and security goals, entity authentication can involve the use of
a simple one-pass protocol providing unilateral authentication, or a multi-pass protocol providing unilateral or

m

T
to|
cr

A
sy
sy
C(q
C4
th

T
di
ay

T

he goal of entity authentication is to establish whether the claimant of a certain identity is in fact wh
be. In order to achieve this goal, there should be a pre-existing infrastructure which links-the ¢ntity to a
yptographic secret (for instance a Public Key Infrastructure). The establishment of such,an infras
bgyond the scope of ISO/IEC 9798.
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stem, simple protocols with fewer passes between claimant and verifier\may suffice. Howevel,

rectly in order to establish the authenticity of the claimantidentity. In the other model, entities
thenticity of identities using a common trusted third party.

he security properties of a scheme that must bexconsidered before choosing an authentication
Clude the following:

replay attack prevention;
reflection attack prevention;
forced delay prevention;

mutual/unilateral authentication;

establish sucha shared secret.
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mplex communication systems, man-in-the-middle attacks and replay ‘attacks are a real threat.
ses one of the more involved protocols of ISO/IEC 9798 will be necessary to achieve the security goals of
e system.

D it claims

ructure is

variety of entity authentication protocols are specified in ISO/IEC 9798 in order-to cater for different security
stems and security goals. For instance, when replay attacks are not practieal of not an issue for [a specific

in more
In such

nere are two main models for authentication protocols. In one,model, the claimant and verifier conpmunicate

establish

protocol

whether a pre-established secret can be used, or a trusted third party needs to be involved to help
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Information technology — Security techniques — Entity
authentication —

Part 1:

1
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3.
asymmetric cryptographic technique

cryptographic technigue’that uses two related transformations: a public transformation (defined by
key) and a private-fransformation (defined by the private key)

N

to|derive the phivate transformation.

3,

ymmetric encryption system
sth_ﬁ—t—t_h_t_h—h_ﬁl—tﬁ‘t—s €em based on asymmetric cryptographic techniques Whose public operation IS Used for encry

a

that an entity is the one that is claimed. An entity to be authenticatedproves its identity by sh
knowledge of a secret. The mechanisms are defined as exchanges of infermation between entities a
required, exchanges with a trusted third party.

parts of ISO/IEC 9798.

3| Terms and definitions

yenerat

Scope

his part of ISO/IEC 9798 specifies an authentication model and general reéguifements and cons
mtity authentication mechanisms which use security techniques. These mechanisms are used to cq

ne details of the mechanisms and the contents of the auth@ntication exchanges are given in sy

Normative references

nere are no normative references for this part.of ISO/IEC 9798.

br the purposes of this document, the following terms and definitions apply.

1

DTE Thestwo transformations have the property that, given the public transformation, it is computationall

2

traints for
rroborate
owing its
nd, where

bsequent

he public

infeasible

whose private operation is used for decryption

3
a

3
symmetric key pair

ption and

pair of related keys where the private key defines the private transformation and the public key defines the

p

3
a

ublic transformation

4
symmetric signature system

system based on asymmetric cryptographic techniques whose private transformation is used for signing and
whose public transformation is used for verification

© ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=5b316b1cad77598e3dfb8c7ac875511d

ISO/IEC 9798-1:2010(E)

3.5

challenge

data item chosen at random and sent by the verifier to the claimant, which is used by the claimant, in
conjunction with secret information held by the claimant, to generate a response which is sent to the verifier

3.6
claimant
entity which is or represents a principal for the purposes of authentication

NOTE A claimant includes the functions and the private data necessary for engaging in authentication exchanges on
behalf of arprircipat:

3.7
ciphertext
data which has been transformed to hide its information content

3.8
cryptographic check function
cryptographic transformation which takes as input a secret key and an arbitrary string; and which gives|a
cryptographic check value as output

NOTE The computation of a correct check value without knowledge of the secret key.shall be infeasible.

3.9
cryptographic check value
informatign which is derived by performing a cryptographic transformation on the data unit

3.10
decryption
reversal gf a corresponding encryption

3.1
digital signature (signature)
data appended to, or a cryptographic transformation of, a data unit that allows the recipient of the data unit|to
prove the|source and integrity of the data unit and protect against forgery, e.g. by the recipient

3.12
distinguishing identifier
informatign which unambiguously distinguishes an entity in the context of an authentication exchange

3.13
encryption
reversiblg operation by a‘eryptographic algorithm converting data into ciphertext so as to hide the informatipn
content of the data

3.14
entity authentication
corroboratiopthat an entity is the one claimed

3.15

interleaving attack

masquerade which involves use of information derived from one or more ongoing or previous authentication
exchanges

3.16
key
sequence of symbols that controls the operation of a cryptographic transformation

NOTE Examples are encryption, decryption, cryptographic check function computation, signature generation, or
signature verification.

2 © ISO/IEC 2010 — All rights reserved
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17

masquerade
pretence by an entity to be a different entity

3.

18

mutual authentication
entity authentication which provides both entities with assurance of each other's identity

:2010(E)

3.19

plaintext

ufienciphered mformation

3.20

principal

entity whose identity can be authenticated

321

private decryption key

ptivate key which defines the private decryption transformation
3.2

private key

kgy of an entity's asymmetric key pair that is kept secret and which,should only be used by that entity
3.23

private signature key

ptivate key which defines the private signature transformatjen
NOTE This is sometimes referred to as a secret signature key.
3.4

public encryption key

public key which defines the public encryption transformation
3.5

public key

key of an entity's asymmetric key\pair which can be made public
3.26

public key certificate(certificate)

pyblic key information.ef an entity signed by the certification authority and thereby rendered unforged
NOTE Seealso’Annex C.

3.p7

in

public key information

formation specific to a single entity and which contains at least the entity's distinguishing identi

py

ble

ier and a

blic key for this entity

NOTE

Other information regarding the certification authority, the entity, and the public key may be included in the

public key certificate, such as the validity period of the public key, the validity period of the associated private key, or the
identifier of the involved algorithms (see also Annex C).

3.

28

public verification key
public key which defines the public verification transformation

3.29
random number
time variant parameter whose value is unpredictable (see also Annex B)

©
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3.30
reflection attack
masquerade which involves sending a previously transmitted message back to its originator

3.31
replay attack
masquerade which involves use of previously transmitted messages

3.32
sequence number

time varigntparameterwhose vatue s takem froma specified sequence which s or-repeating withimatertgin

time periqd
NOTE See also Annex B.

3.33
symmetrjc cryptographic technique

cryptographic technique that uses the same secret key for both the originator's-and the recipien
transformption

NOTE Without knowledge of the secret key, it is computationally infeasible to compute either the originator's or the
recipient's ftransformation.

3.34
symmetrjc encryption algorithm
encryption algorithm that uses the same secret key for both the originator's and the recipient's transformation

3.35
time stamp
time varignt parameter which denotes a point in time with respect to a common reference

NOTE See also Annex B.

3.36
time variant parameter
data item used to verify that a message is’not a replay, such as a random number, a time stamp or|a
sequencg number

NOTE See also Annex B.

3.37

token
message|consisting of data-fields relevant to a particular communication and which contains information that
has been|transformed using a cryptographic technique

3.38
trusted t%«ird party

security authority or its agent, trusted by other entities with respect to security related activities

NOTE In the context of ISO/IEC 9798, a trusted third party is trusted by a claimant and/or a verifier for the purposes
of authentication.

3.39
unilateral authentication
entity authentication which provides one entity with assurance of the other's identity but not vice versa

3.40
verifier
entity which is or represents the entity requiring an authenticated identity

NOTE A verifier includes the functions necessary for engaging in authentication exchanges.

4 © ISO/IEC 2010 — All rights reserved
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4 Symbols and abbreviated terms

A the distinguishing identifier of entity A

B the distinguishing identifier of entity B

P the distinguishing identifier of the trusted third party

TTP the trusted third party

Kky a secret key shared between entities X and Y, used in symmetric cryptographic technigties

Px a public verification key associated with entity X, used in asymmetric cryptographic-techniques

Sk a private signature key associated with entity X, used in asymmetric cryptographic techpiques

N a sequence number issued by entity X

R a random number issued by entity X

Tx a time stamp issued by entity X

Tx /Nx a time variant parameter originated by entity X which is either a time stamp Tx or a pequence
number Nx

NZ The result of the concatenation of data items Y and Z in the order specified. In cases where the
result of concatenating two or more data‘items is input to a cryptographic algorithm as [part of an
authentication mechanism, this resultishall be composed so that it can be uniquely resplved into
its constituent data strings, i.e. sa.that there is no possibility of ambiguity in interpretgtion. This
latter property could be achieved in a variety of different ways, depending on the applidation. For
example, it could be guaranteed by (a) fixing the length of each of the substrings throyghout the
domain of use of the mechanism, or (b) encoding the sequence of concatenated strings using a
method that guarantees unhique decoding, e.g. using the distinguished encoding rules fefined in
ISO/IEC 8825-1 [3].

ek (Z2) the result of the(encryption of data Z with a symmetric encryption algorithm using key K

dk (2) the result-of the decryption of data Z with a symmetric encryption algorithm using key K|

W (Z2) a cryptographic check value which is the result of applying the cryptographic check [function f
usifng as input a secret key K and an arbitrary data string Z

CertX a trusted third party's certificate for entity X

TokenXY  atoken sent from entity X to entity Y

TVP a time variant parameter

sSx (2) the signature resulting from applying the private signature transformation to data Z using the
private signature key Sy

© ISO/IEC 2010 — All rights reserved 5
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5 Authentication model

TTP

A

The gene

entities and exchanges are present in every authentication mechanism.

For the alithentication mechanisms specified in the other parts of ISO/IEC 9798 for unilateral authenticatig

entity A is
each takg

For authd

takes the
for mutud

In Figure
directly in
trusted th

The detai

6 Gen

In order
technique

During th
(i.e. time

overwhelming probability.

A
v

Entity A Entity B

Figure 1 — Authentication model

ral model for entity authentication mechanisms is shown in Figure 1. It is nof essential that all {

considered the claimant, and entity B is considered the verifier. Formutual authentication, A and
the roles of both claimant and verifier.

ntication purposes, the entities generate and exchange standardised messages, called tokens.

rd party.

s of the authentication mechanisms.@f ISO/IEC 9798 are specified in the subsequent parts.

eral requirements and-constraints

that an entity can adthenticate another entity, both shall use a common set of cryptograph
s and parameters.

e operational-ife’ of a key, the values of all time-variant parameters on which the key operat
stamps, sequence numbers and random numbers) shall be non-repeating, at least w

It is assu
claimed i

éntities. This may be achieved by the inclusion of identifiers in information exchanges between t

two entities; or It may be apparent from the context o

exchange of at least one token for unilateral authentication.and the exchange of at least two tokens
| authentication. An additional pass may be needed if.a challenge has to be sent to initiate the
authentication exchange. Additional passes may be needed if a'trusted third party is involved.

1 the lines indicate potential information flow. Entities A and B may directly interact with each other,
teract with the trusted third party through B“or A respectively, or use information issued by the

edthat, during use of an authentication mechanism, the entities A and B are aware of each othef

ne

>

t

c

ES
th

o

ne

The authenticity of the entity can be ascertained only for the instant of the authentication exchange. To
guarantee the authenticity of subsequent communicated data, the authentication exchange must be used in
conjunction with a secure means of communication (e.g. an integrity service).
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Annex A
(informative)

Use of text field

The tokens specified in the following parts of ISO/IEC 9798 contain text fields. The actual use of and the
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D

lationshin between the various text fields in a aiven nass denend on the annlication
Lad ~ L L rr

t field(s) of a token if the mechanism uses sequence numbers. This would allow the détection
ays by requiring the recipient of a message to verify that any time stamp contained in the'messag
prespecified time window (see also Annex B).

T}xt fields may contain additional time variant parameters. For instance, a time stamp may be-inclu
I

Text fields could also be used for the distribution of keys (see ISO/IEC, 147#70-2 and ISO/IEC 11770-

ruder may reuse a token obtained illicitly (see ISO/IEC,10181-2).

ne above examples are not exhaustive.

Hed in the
of forced
B is within

more than one valid key exists, then an identifier for the key may be included in-a‘text field in the pjaintext. If
ore than one trusted third party exists, then text fields could be used to include'the distinguishing identifier of
the trusted third party in question.

).

hould any of the mechanisms specified in the following parts of ISO/IEC 9798 be embedded in an gpplication
nich allows either entity to initiate the authentication by using.ap additional message prior to the start of the
echanism, certain intruder attacks may become possible, Text fields may be used to state which entity
quests the authentication in order to counteract such attacks, which are characterised by the fart that an
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Annex B
(informative)

Time variant parameters

d messages to be detected. To achieve this, the authentication information should vary from o
instance to the next.

between specific messages).

of time variant parameter (e.g. both time stamps and sequence numbers). Details regarding t
these parameters are beyond the scope of this part of ISOHEC 9798.

B.2 Time stamps

Mechanis|
a verifier.

ms involving time stamps make use of a common time reference which logically links a claimant a
The recommended reference clock is Coordinated Universal Time (UTC). An acceptance window

some fixgd size is used by the verifier. Timeliness is controlled by the verifier computing the differen

between

token is r
by loggin
identical 1

Some m
synchron
imperson
verificatio
against t4

Mechanis|

he time stamp in a verified received:token and the time as perceived by the verifier at the time t

) all messages within the current window, and rejecting the second and subsequent occurrences
nessages within that window.

bchanism should be sused to ensure that the time clocks of the communicating entities a
sed. Moreover, time-clocks need to be synchronised well enough to make the possibility
btion by replay acceptably small. It should also be ensured that all information relevant to t
h of time stamps,”in particular the time clocks of the two communicating entities, are protect
mpering.

ms using:time stamps allow the detection of forced delays.

B.3 Sequence numbers

ant parameters are used to control uniqueness / timeliness. They enable replay of previougly

es of time variant parameters may also allow for the detection of "forced delays"c{(delays introducg¢d
ommunication medium by an adversary). In mechanisms involving more than “one pass, forced
by also be detected by other means (such as "timeout clocks" used to enfotce ' maximum allowable

types of time variant parameters used in the following parts of ISO/IEC 9798 are time stamgs,
numbers, and random numbers. Implementation requirements may make different types of time
rameters preferable in different applications. In some cases it-/may be appropriate to use more than

bceived. If the difference is within thé window the message is accepted. Uniqueness can be verifigd

ne

ne

nd
of
Ce
ne

of

re
of
ne
pd

Uniqueness can be controlled using sequence numbers as they enable a verifier to detect the replay of
messages. A claimant and verifier agree beforehand on a policy for numbering messages in a particular
manner, the general idea being that a message with a particular number will be accepted only once (or only
once within a specified time period). Messages received by a verifier are then checked to see that the number
sent along with the message is acceptable according to the agreed policy. A message is rejected if the
accompanying sequence number is not in accordance with the agreed policy.
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