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Forewqrd

. |

ISO (thq International Organization for Standardization) and IEC (the International Elec-
trotechnjcal Commission) form the specialized system for worldwide standardization. Na-

tional b

bdies that are members of ISO or IEC participate in the development of Interna-

tional Standards through technical committees established by the respective organization
to deal with particular fields of technical activity. ISO and IEC technical committees col-

laborate|

in fields of mutual interest. Other international organizations, governmental and

non-govérnmental, in liaison with ISO and IEC, also take part in the work.
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bld of information technology, ISO and IEC have established a joint technical com-
[SO/IEC JTC 1. Draft International Standards adopted by the joint technical
ee are circulated to national bodies for voting. Publication as an International
1 requires approval by at least 75% of the national bodies casting a vote.

jonal Standard ISO/IEC 9798-1 was prepared by Joint Technical\‘Committee
[ JTC 1, Information technology, Subcommittee SC27, IT Security techniques.

bnd edition cancels and replaces the first edition (ISO/IEC 9798~1:1991), which has
hnically revised.

[ 9798 consists of the following part, under the general title Information technology
rity techniques — Entity authentication mechanisms:

- Entity authentication using a public key algorithm

[ 9798 consists of the following parts, under’the general title Information technology
ity techniques — Entity authentication:

- General

- Part 2 Mechanisms using symmetric éncipherment algorithms

- Part

- Part 5

N(
int
o

-~

Further

: Mechanisms using a cryptographic check function
: Mechanisms using asymmetric zero knowledge techniques

TE — The introductory element of the title of part 3 will be aligned with the
roductory elément of the titles of parts 1, 2, 4 and 5 at the next revision of part 3
SO/IEC.9798.

parts may follow.

Annexes

S A, B, U and D ot this part or I15O/IEU Y798 are 10r Iniormation onty.

© ISO/IEC 1997

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or
utilized in any form or by any means, electronic or mechanical, including photocopying and micro-
film, without permission in writing from the publisher.

ISO/IEC Copyright Office ® Case postale 56 ® CH-1211 Geneve 20  Switzerland
Printed in Switzerland



https://standardsiso.com/api/?name=8fad33aa24b181d054513a7490b5f845

INTERNATIONAL STANDARD © 0/1%¢

ISO/IEC 9798-1: 1997 (E)

Information technology — Security techniques —

Entity authentication —

Part 1:
General

1 Scope

This partl of ISO/IEC 9798 specifies an authentication
model anfl general requirements and constraints for en-
tity auth¢ntication mechanisms which use security tech-
niques. Tlhese mechanisms are used to corroborate that
an entity|is the one that is claimed. An entity to be au-
thenticated proves its identity by showing its knowledge
of a secr¢t. The mechanisms are defined as exchanges
of informption between entities, and where required, ex-
changes with a trusted third party.

Is of the mechanisms and the contents of the

Certain df the mechanisms specified in subsequent parts
of ISO/IEC 9798 can be used to help provide non<
repudiation services, mechanisms for which are specified
in ISO/IEC 13888. The provision of non-repudiation
services ik beyond the scope of ISO/IEC 9798.

2 Normative references

The following standards contain provisions which,

indicated below. Members of IEC and ISO
registers of currently valid International Stan-

ISO/IEC 10181-2: 1996, Informatien.technalogy —
Open Systems Interconnection — Seturity frameworks
for open systems: Authentication“framework.

ISO/IEC 13888-1—*: Infofmation technology {— Secu-
rity techniques — Non-répudiation— Part 1: (eneral.

3 Definitions

3.1 ISO/IEC 9798 makes use of the following| general
security<telated terms defined in ISO 7498-2:

3.1.1 cryptographic check value: information which
is derived by performing a cryptographic fransfor-
mation on the data unit.

3.1.2 masquerade: the pretence by an entity| to be a
different entity.

3.1.3 digital signature (signature): data appended
to, or a cryptographic transformation of| a data
unit that allows the recipient of the data unit to
prove the source and integrity of the data unit and
protect against forgery e.g. by the recipieng.

3.2 ISO/IEC 9798 makes use of the followingl general
security-related terms defined in ISO/IEC 101§1-2:

3.2.1 claimant: an entity which is or reprpsents a
principal for the purposes of authenticafion. A

ISO 7498-2: 1989, Information processing systems —
Open Systems Interconnection — Basic Reference Model
— Part 2: Security Architecture.

ISO/IEC 9594-8: 1995, Information technology — Open
Systems Interconnection — The Directory — Part 8:
Authentication framework.

claimant Includes the functions necessary for en-
gaging in authentication exchanges on behalf of a
principal.

3.2.2 principal: an entity whose identity can be au-
thenticated.

lto be published
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3.2.3 trusted third party: a security authority or

its agent, trusted by other entities with respect
to security-related activities. In the context of
ISO/IEC 9798, a trusted third party is trusted by
a claimant and/or a verifier for the purposes of au-
thentication.

3.2.4 verifier: an entity which is or represents the en-

tity requiring an authenticated identity. A verifier
includes the functions necessary for engaging in au-
thentication exchanges.

© ISO/IEC

3.3.4 asymmetric signature system:

a system

based on asymmetric cryptographic techniques
whose private transformation is used for signing and
whose public transformation is used for verification.

3.3.5 challenge: a data item chosen at random .and

sent by the verifier to the claimant, which is used
by the claimant, in conjunction with secret infor-
mation held by the claimant, to generate a response
which is sent to the verifier.

3.3.6 ciphertext: data which has been Ar

nsformed

3.3 For the purposes of ISO/IEC 9798 the following

definiti

ns apply:

to hide its information content.

3.3.1 asymmetric cryptographic technique: a

cryptographic technique that uses two related
tramsformations, a public transformation (defined
by [the public key) and a private transformation (de-
fingd by the private key). The two transformations
haye the property that, given the public transfor-
m4tion, it is computationally infeasible to derive
thg private transformation.

NOTE — A system based on asymmetric crypto-
graphic techniques can either be an encipherment
system, a signature system, a combined encipher-
ment and signature system, or a key agreement
system. With asymmetric cryptographic tech-
niques there are four elementary transformations:
sign and verify for signature systems, encipher.and
decipher for encipherment systems. The signature
and decipherment transformation are kept private
by the owning entity, whereas the corresponding
verification and encipherment transformation are
published. There exist asymmetric cryptosystems
(e.g. RSA) where the four(elementary functions
may be achieved by only twe transformations: one
private transformatiofi“suffices for both signing
and decrypting mesSages, and one public transfor-
mation suffices for\both verifying and encrypting
messages. Howeyer, since this is not the general
case, throughiout ISO/IEC 9798 the four elemen-
tary transformations and the corresponding keys
are kept'separate.

3.3.2 hsymmetric encipherment system: a system

3.3.7 cryptographic check function: a c

yptogra-

phic transformation which“takes as inpu} a secret
key and an arbitrary string, and which gives a cryp-
tographic check valué as output. The corpputation
of a correct check\value without knowledge of the
secret key shall be'infeasible.

3.3.8 decipherment: the reversal of a corr¢gsponding

enciphermeént.

3.3.9 distinguishing identifier: informatipn which

unambiguously distinguishes an entity.

3.3.10 encipherment: the (reversible) transformation

of data by a cryptographic algorithm t¢ produce
ciphertext, i.e., to hide the information ¢ontent of
the data.

3.3.11 entity authentication: the corrobofation that

an entity is the one claimed.

3.3.12 interleaving attack: a masquerade [which in-

volves use of information derived from orje or more
ongoing or previous authentication exchgnges.

3.3.13 key: a sequence of symbols that coptrols the

operation of a cryptographic transformgtion (e.g.
encipherment, decipherment, cryptographic check
function computation, signature generatipn, or sig-
nature verification).

3.3.14 mutual authentication: entity authentication

which provides both entities with assurarjce of each

based on asymmetric cryptographic techniques
whose public transformation is used for encipher-
ment and whose private transformation is used for
decipherment.

3.3.3 asymmetric key pair: a pair of related keys

where the private key defines the private transfor-
mation and the public key defines the public trans-
formation.

other’s identity.

3.3.15 plaintext: unenciphered information.

3.3.16 private decipherment key: private key which

defines the private decipherment transformation.

3.3.17 private key: that key of an entity’s asymmet-

ric key pair which should only be used by that en-
tity.
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NOTE — In the case of an asymmetric signature
system the private key defines the signature trans-
formation. In the case of an asymmetric encipher-
ment system the private key defines the decipher-
ment transformation.

3.3.18 private signature key: private key which de-
fines the private signature transformation.

NOTE — This is sometimes referred to as a secret
signature key.

ISO/IEC 9798-1: 1997 (E)

3.3.28 symmetric cryptographic technique: a
cryptographic technique that uses the same secret
key for both the originator’s and the recipient’s
transformation. Without knowledge of the secret
key, it is computationally infeasible to compute ei-
ther the originator’s or the recipient’s transforma-
tion.

3.3.29 symmetric encipherment algorithm: an

3.3.19 pgublic encipherment key: public key which
defines the public encipherment transformation.

3.3.20 gublic key: that key of an entity’s asymmetric
key jpair which can be made public.

NOTE — In the case of an asymmetric signa-
ture system the public key defines the verification
transformation. In the case of an asymmetric en-
cipherment system the public key defines the enci-
pherment transformation. A key that is ‘publicly
known’ is not necessarily globally available. The
key may only be available to all members of a pre-
specified group.

3.3.21 public key certificate (certificate): the pub-
lic ey information of an entity signed by the certifi-
catipn authority and thereby rendered unforgeable
(see] also Annex C).

3.3.22 public key information: information specifi¢
to g single entity and which contains at least‘the
entity’s distinguishing identifier and at least one
public key for this entity. There may belother in-
formation regarding the certification authority, the
entity, and the public key included it the public key
information, such as the validity period of the pub-
lic Key, the validity period of the associated private
key/ or the identifier of the{irivolved algorithms (see
alsq Annex C).

3.3.23 public verification key: public key which de-
finep the publicivérification transformation.

3.3.24 tandom-number: a time variant parameter
whqse yalie'is unpredictable (see also Annex B).

3.3.25 4 which in-
volves sending a previously transmitted message
back to its originator.

3.3.26 replay attack: a masquerade which involves
use of previously transmitted messages.

3.3.27 sequence number: a time variant parameter
whose value is taken from a specified sequence
which is non-repeating within a certain time period
(see also Annex B).

encipherment algorithm that uses the same secret
key for both the originator’s and the\ rdcipient’s
transformation.

3.3.30 time stamp: a time variant paramet¢r which
denotes a point in time withirespect to a fcommon
reference (see also Annex B).

3.3.31 time variant pavameter: a data item used to
verify that a message‘is not a replay, such hs a ran-
dom number, & Sequence number, or a tinje stamp
(see also Annex’B).

3.3.32 token: a message consisting of data fi¢glds rele-
vant.$o Ja particular communication and which con-
tain§ information that has been transformed using
aseryptographic technique.

3.3.33 unilateral authentication: entity authentica-
tion which provides one entity with assurarce of the
other’s identity but not vice versa.

4 Notation

Throughout ISO/IEC 9798 the following nopation is
used:

A: the distinguishing identifier of entity A.
B: the distinguishing identifier of entity B.

TP: the distinguishing identifier of the trusfed third
party.

Kxy: a secret key shared between entities N and Y,
used only in symmetric cryptographic techniqyes.

X~ ntity X,
used only in asymmetric cryptographic techniques.

Sx: a private signature key associated with entity X,
used only in asymmetric cryptographic techniques.

Nx: a sequence number issued by entity X.
Rx: a random number issued by entity X.

Tx: a time stamp issued by entity X.
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17\;; : a time variant parameter originated by entity X
which is either a time stamp Tx or a sequence number

Nx .

Y||Z: the result of the concatenation of the data items
Y and Z in that order.

eK(Z): the result of the encipherment of data Z with
a symmetric encipherment algorithm using the key K.

dK(Z): the result of the decipherment of data Z with

a symm tric ann;pknrmovﬂ- q]gnri+hm nc-ing the ]zay K

© ISO/IEC

TP

fx(Z): [a cryptographic check value which is the result
of applyiing the cryptographic check function f using as
input a pecret key K and an arbitrary data string Z.

CertX: [a trusted third party’s certificate for entity X.
TokenX|Y : a token sent from entity X to entity Y.
TVP: a time variant parameter.

sSx(Z)} the signature resulting from applying the pri-
vate sighature transformation on data Z using the pri-
vate sighature key Sx.

5 Authentication model

The genpral model for entity authentication mechanisms
is shown in Figure 1. It is not essential that all the en-
tities anfd exchanges are present in every authentication
mechanjsm.

For the juthentication mechanisms specified in fhie-other
parts of ISO/IEC 9798, for unilateral authentication,
entity A is considered the claimant, and entity B is con-
sidered fthe verifier. For mutual authentication, A and
B each take the roles of both claimént and verifier.

For authentication purposes, the -entities generate and
exchange standardised messages, called tokens. It takes
the exchlange of at least ofieytoken for unilateral authen-
tication|and the exchange of at least two tokens for mu-
tual authenticationsAn additional pass may be needed
if a challenge has to' be sent to initiate the authentica-
tion ex¢hange S{Additional passes may be needed if a
trusted [third party is involved.

Figure 1 — Authentication model

In Figure 1, the lines indicate potential information flow.
Entities A and B may either directly interact with each
other, directly interaet ‘with the trusted third garty TP,
indirectly interactcwith the trusted third party through
B or A respectively, or use some information ssued by
the trusted third party.

The details of the authentication mechapisms of
ISO/IEG 9798 are specified in the subsequent [parts.

6~ General requirements and congtraints

In order that an entity can authenticate another entity,
both shall use a common set of cryptographic t¢chniques
and parameters.

During the operational life of a key, the valyies of all
time-variant parameters on which the key operates (i.e.,
time stamps, sequence numbers, and random humbers)
shall be non-repeating, at least with overwhelming prob-
ability.

It is assumed that, during use of an authgntication
mechanism, the entities A and B are awar¢ of each
other’s claimed identities. This may be achievpd by the
inclusion of identifiers in information exchanged between
the two entities, or it may be apparent from the context
of the use of the mechanism.

The authenticity of the entity can be ascertained only for

thefstant of the authentication excirange—To guaran-
tee the authenticity of subsequent communicated data,
the authentication exchange must be used in conjunc-
tion with a secure means of communication (e.g., an
integrity service).
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The tokens
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Annex A

(informative)

Use of text fields

specified in the following parts of
Q708 contain text fields  The actunal nse of

Text fields could also be used for the distribution of keys

relationships between the various text fields in

a given pass depend on the application.

Text fiel

s may contain additional time variant param-

eters. Fpr instance, a time stamp may be included in

the text
numbers
lays by

field(s) of a token if this is used with sequence
This would allow the detection of forced de-
requiring the recipient of a message to verify

that any|time stamp contained in the message is within

a prespe

rified time window (see also Annex B).

If more than one valid key exists, then an identifier of the
key may| be included in a text field in the plaintext. If
more than one trusted third party exists, then text fields
could be used to include the distinguishing identifier of
the trusfed third party in question.

(see TQOI/TR(‘ 11770-2 and TQ()I/TF‘(‘ 1177(\—‘{)

Should any of the mechanisms specified in/\the follow-
ing parts of ISO/IEC 9798 be embedded in an|applica-

tion which allows either entity to initiate the]

authen-

tication by using an additional fgessage pridr to the
start of the mechanism, certain intruder attgcks may
become possible. Text fields may be used to stdte which

entity requests the authentication in order to
act such attacks, which are characterized by

that an intruder may\reuse a token obtained illi
ISO/IEC 10181-2),

The above examples are not exhaustive.

counter-
the fact
citly (see
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Annex B

(informative)

Time variant parameters

Time variant parameters are used to control unique-

Mechanisms using time stamps allow the detection of

ness/tirfieliness. Ihey enable Tepiay of previously trans-
mitted essages to be detected. To achieve this, the au-
thenticgtion information should vary from one exchange
instanc¢ to the next.

Some types of time variant parameters may also allow
for the |detection of “forced delays” (delays introduced
into th¢ communication medium by an adversary). In
mechanjisms involving more than one pass, forced delays
may alfo be detected by other means (such as “timeout
clocks” |used to enforce maximum allowable time gaps
between specific messages).

The thiyee types of time variant parameters used in the
followirlg parts of ISO/IEC 9798 are time stamps, se-
quence pumbers, and random numbers. Implementation
requiremnents may make different time variant parame-
ters prgferable in different applications. In some cases,
it may be appropriate to use more than one type of time
variant [parameter (e.g., both time stamps and sequence
numbeys). Details regarding the choice of these paramex
ters ard beyond the scope of this part of ISO/IEC 9798.

B.1 Time stamps

Mechaifisms involving time stamps make use of a com-
mon tirpe reference which logically links.a claimant and
a verifigr. The recommended referénge clock is Coordi-
nated Universal Time (UTC). An acceptance window of
some fixed size is used by the terifier. Timeliness is con-
trolled py the verifier compifing the difference between
the timp stamp in a verifiéd received token and the time
as percpived by the yerifier at the time the token is re-
ceived. [If the difference is within the window, the mes-
sage is faccepted.\Uniqueness can be verified by logging
all mespagestwithin the current window, and rejecting
the secdnd and subsequent occurrences of identical mes-
sages within that window.

forced detays.
B.2 Sequence numbers

Uniqueness can be controlled using“sequence numbers
as they enable a verifier to detect) the replay of mes-
sages. A claimant and verifiéx agree beforeland on a
policy for numbering messages in a particular manner,
the general idea being that-a message with a particular
number will be accepted‘6nly once (or only orce within
a specified time period). Messages received by| a verifier
are then checkedto“see that the number sent glong with
the message is~acceptable according to the agreed pol-
icy. A mesSage is rejected if the accompanying sequence
numbers.not in accordance with the agreed policy.

Use of sequence numbers may require additior]al “book-
keeping”. A claimant should maintain records of se-
quence numbers which have been used previougly and/or
sequence numbers that remain valid for futurd use. The
claimant should keep such records for all poteptial veri-
fiers with whom the claimant may wish to communicate.
Similarly, the verifier should maintain such refords cor-
responding to all potential claimants. Specjal proce-
dures may also be required to reset and/or festart se-
quence number counters when situations (such|as system
failures) arise which disrupt normal sequencirg.

Use of sequence numbers by a claimant does [not guar-
antee that a verifier will be able to detect forcpd delays.
For mechanisms involving two or more messages, forced
delays can be detected if the sender of a mespage mea-
sures the time interval between transmission |of a mes-
sage and receipt of an expected reply, and r¢jects it if
the delay is more than a prespecified time slot.

B.3 Random numbers

Some mechanism should be used to ensure that the
time clocks of the communicating entities are synchro-
nised. Moreover, time clocks need to be synchronized
well enough to make the possibility of impersonation
by replay acceptably small. It should also be ensured
that all information relevant to the verification of time
stamps, in particular the time clocks of the two commu-
nicating entities, are protected against tampering.

Feramdonr mambersasused i mecanisms specified in
the following parts of ISO/IEC 9798 prevent replay or
interleaving attacks. It is therefore required that all ran-
dom numbers used in ISO/IEC 9798 are chosen from a
sufficiently large range so that the probability of repeti-
tion is very small when used with the same key, and also
that the probability of a third party predicting a specific
value is very small. In the context of ISO/IEC 9798, the
use of the term random numbers also includes pseudo-
random numbers satisfying the same requirements.
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In order to prevent replay or interleaving attacks, the
verifier obtains a random number which is sent to the
claimant, and the claimant responds by including the
random number in the protected part of the returned
token. (This is commonly referred to as challenge-
response.) This procedure links the two messages con-
taining the particular random number. If the same ran-
dom number were to be used by the verifier again, a
third party that recorded the original authentication ex-
change could send the recorded token to the verifier and
falsely authenticate itself as the claimant. The require-

ISO/IEC 9798-1: 1997 (E)

Use of random numbers by a claimant does not guaran-
tee that a verifier will be able to detect forced delays.

ment thpat the random number be non-repeating with
very high probability is present in order to prevent such
attacks.
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