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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)

form the specialized system for worldwide standardization. National bodies that are members of 1ISO
participate in the development of International Standards through technical committees established

O—atca VV a wile C O cl a Vv O d

e in fields of mutual interest. Other international organizations, governmental and non-governme
liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO aqd-E
established a joint technical committee, ISO/IEC JTC 1.

Internatiohal Standards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 3.

The main| task of the joint technical committee is to prepare International Standards. Draft International Stz
adopted hy the joint technical committee are circulated to national bodies for voting. Rablication as an Intern
Standard |requires approval by at least 75 % of the national bodies casting a vote.

Attention fis drawn to the possibility that some of the elements of this part of ISO/IEC 9797 may be the su
patent rights. ISO and IEC shall not be held responsible for identifying any orall such patent rights.

ISO/IEC 9797-2 was prepared by Joint Technical Committee~NSO/IEC JTC 1, Information tech
Subcomnpittee SC 27, IT Security techniques.

ISO/IEC 9797 consists of the following parts, under the .general title Information technology — §
techniques — Message Authentication Codes (MACs):

— Part {I: Mechanisms using a block cipher
— Part p: Mechanisms using a dedicated hash-function
Further parts may follow.

Annexes A and B of this part of ISO/IE€.9797 are for information only.
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:2002(E)

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC) draw
attention to the fact that it is claimed that compliance with this part of ISO/IEC 9797 may involve the use of a patent
concerning MAC Algorithm 1 (MDx-MAC) given in Clause 6.

ISO and TIEC take no position concerning the evidence, validity and scope of this patent right.

The ho
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[der of this patent right has assured the ISO and TEC that he is willing to negotiate licenses under 1
h-discriminatory terms and conditions with applicants throughout the world. In this respect, the.st
Her of this patent right is registered with the ISO and IEC. Information may be obtained frém

trust Technologies, Technology Licensing Dept., 750 Heron Road, Ottawa, Ontario, Cahada K1V 14

pon is drawn to the possibility that some of the elements of this part of ISO/IECJ9797 may be the
rights other than those identified above. ISO and IEC shall not be held respowsible for identifying
tent rights.
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Information technology — Security techniques —

Message Authentication Codes (MACs) —

Part 2:
M echanisms using a dedicated hash-function
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rt of ISO/IEC 9797 specifies three MAC algo-
that use a secret key and a hash-function (or
hd-function) with an n-bit result to calculate an
MIAC. These mechanisms can be used as data
y mechanisms to verify that data has not been
in an unauthorised manner. They can also be
message authentication mechanisms to provide
ce that a message has been originated by an en-
bossession of the secret key. The strength of the
tegrity mechanism and message authentication
ism is dependent on the length (in bits) & and
of the key, on the length (in bits) n of a hash-
oduced by the hash-function, on the strength of
h-function, on the length (in bits) m of the MAC,
the specific mechanism.

hree  mechanisms specified in this part) of
C 9797 are based on the dedicated.. hash-
hs specified in ISO/IEC 10118-3. The first mech-
pecified in this part of ISO/IEC ‘9797 is com-
known as MDx-MAC. It calls the complete hash-
h once, but it makes a smallmiodification to the

round-function by adding a key td the additive constants

in the 1
in this
HMAC
third nj
is a var
strings
for app|

This p

ound-function. The setond mechanism specified
part of ISO/IEC 9797 is commonly known as

It calls the complete hash-function twice. The
echanism spegified in this part of ISO/IEC 9797
ant of MDx=MAC that takes as input only short
at most. 256 'bits). It offers a higher performance
ications.that work with short input strings only.

fof ISO/TEC 9797 can be applied to the se-

ences, subsequent amendments to, ot révisio
of these publications do not apply. sHowever,
agreements based on this part 6£\ISO/TEC 97
couraged to investigate the(possibility of apj
most recent editions of theynormative documn
cated below. For undatéd references, the late
of the normative do¢unent referred to applies.
of 1SO and 1EC nfaintain registers of currently]
ternational Standards.

ISO 646:1991, Information technology — ISO
charactersset for information interchange.

ISOHT498-2:1989, Information processing s
Open Systems Interconnection — Basic Referd
— Part 2: Security Architecture.

ISO/TEC 10118-1:2000, Information technolog
rity techniques — Hash-functions — Part 1:

ISO/IEC 10118-3:1998, Information technolog
rity techniques — Hash-functions — Part 3:
hash-functions.

3 Terms and definitions

3.1 For the purposes of this part of ISO/IEC
following definitions from ISO/IEC 9797-1 ap

3.1.1 MAC algorithm key: a key that co
operation of a MAC algorithm.

3.1.2 Message Authentication Code (M

hs of, any
parties to
D7 are en-
lying the
ents indi-
st edition
Members
valid In-

~bit coded

stems —

nce Model

— Secu-
General.

— Secu-
Dedicated

9797, the
ply.

1itrols the

AC): the

string of bits which is the output of a M

[AC algo-

curity SeTvices of any Security arciitecture, process, or
application.

2 Normative references

The following normative documents contain provisions

which,

through reference in this text, constitute provi-

sions of this part of ISO/TEC 9797. For dated refer-

© ISO/IEC 2002 — All rights reserved

richm.

NOTE — A MAC is sometimes called a crypto-

graphic check value (see for example IS

3.1.3 Message Authentication Code (M

O 7498-2).
AC) al-

gorithm: an algorithm for computing a function
which maps strings of bits and a secret key to fixed-
length strings of bits, satisfying the following two

properties:
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- for any key and any input string the function
can be computed efficiently;

- for any fixed key, and given no prior knowledge
of the key, it is computationally infeasible to
compute the function value on any new input
string, even given knowledge of the set of in-
put strings and corresponding function values,
where the value of the ith input string may
have been chosen after observing the value of
the first ¢ — 1 function values.

3.3.1 block: bit-string of length L, i.e., the length of
the first input to the round-function.

3.3.2 round-function: function ¢(.,.) that transforms
two binary strings of lengths L; and Ls to a binary
string of length Lo.

NOTE — It is used iteratively as part of a hash-
function, where it combines a data string of length
L1 with the previous output of length L.

3.3.3 word: string of 32 bits.

NOTES

1 A MAC algorithm is sometimes called a crypto-
graphic check function (see for example ISO 7498-
2).

2 Computational feasibility depends on the user’s
specific security requirements and environment.

3.1.4 qutput transformation: a function that is ap-
plied at the end of the MAC algorithm, before the
triyncation operation.

3.2 This part of ISO/IEC 9797 makes use of the
followinng general security-related terms defined in
ISO/THC 10118-1.

3.2.1 dollision-resistant hash-function:
hagh-function satisfying the following property:

- it is computationally infeasible to find any two
distinct inputs which map to the same outpuit:

3.2.2 data string (data): string of bits which%is’the
input to a hash-function.

3.2.3 hash-code: string of bits which is thée output of
a Rash-function.

3.2.4 hash-function: function which maps strings of
bitls to fixed-length strings of bits, satisfying the
follJowing two properties:

- for a given output, it is computationally in-
feasible todind’ an input which maps to this
output;

- for awgivén input, it is computationally infea-
sible’to find a second input which maps to the
same output.

4 Symbols and notation

This part of ISO/IEC 9797 makes mse‘of the following
symbols and notation defined inASO7IEC 97¢7-1:

D, D’ data strings to beinput to the MAC glgorithm.
m the length (in bits)\of4the MAC.

g the number of ®lpcks in the data string I) after the
padding ahqd ‘splitting process.

j ~ X thedstring obtained from the string X|by taking
theyleftmost 7 bits of X.

X, ®Y exclusive-or of bit-strings X and Y.

X||Y concatenation of bit-strings X and Y (in that or-
der).

:= a symbol denoting the ‘set equal to’ opergtion used
in the procedural specifications of MAC algorithms,
where it indicates that the value of the|string on
the left side of the symbol shall be mad¢ equal to
the value of the expression on the right dide of the
symbol.

For the purposes of this part of ISO/TEC 9797, the fol-
lowing symbols and notation apply:

D padded data string.

h hash-function.

h' hash-function h with modified constants and modi-
fied IV.

h—simpliied hash-function h—withoutthe padlding and

3.2.5 initializing value: value used in defining the
starting point of a hash-function.

3.2.6 padding: appending extra bits to a data string.
3.3 This part of ISO/IEC 9797 makes use of the

following general security-related terms defined in
ISO/IEC 10118-3.

length appending.

NOTE — h shall only be applied to input strings
with a length that is a positive integer multiple of
L.

H', H" strings of Lo bits which are used in the MAC
algorithm computation to store an intermediate re-
sult.

© ISO/IEC 2002 — All rights reserved
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V', IVy, IV; initializing values.
k length (in bits) of the MAC algorithm key.
K secret MAC algorithm key.

K', Ky, K, K, K, K, K5 secret MAC algorithm
derived keys.

L the bit string encoding the message length in MAC
Algorithm 3.

OPAD, IPAD constant strings used in MAC Algo-

ISO/IEC 9797-2:2002(E)

5 Requirements

Users who wish to employ a MAC algorithm from this
part of ISO/TEC 9797 shall select:

e a MAC algorithm from amongst those specified in
Clauses 6, 7, and 8§;

e a dedicated hash-function from those functions
specified in ISO/IEC 10118-3; and

e the length (in bits) m of the MAC.

rithmr=2:

R, Sp, [S1, S2 constant strings used in the computation
of the constants for MAC Algorithm 1 and MAC
Algorithm 3.

To, T1,|T> constant strings used in the key derivation
forl MAC Algorithm 1 and MAC Algorithm 3.

Uy, U1{ Uy constant strings used in the key derivation
fol MAC Algorithm 1 and MAC Algorithm 3.

¢’ rounpd-function with modified constants.

K1[i] the ith word of the 128-bit string K7, i.e.,

Ky = K [0] || K [1] || K1 [2] ]| K1 [3] -

This part of ISO/IEC 9797 makes use of the following
symbolk and notation defined in ISO/IEC 10118-1:

H hash-code.

IV inifializing value.

Lx length (in bits) of a bit-string X.

This pgrt of ISO/IEC 9797 makes ugevof the following
symbolp and notation defined in ISOJIEC 10118-3:

C;, C!|constant words used-in-the round-functions.

L; the|length (in bits)} 6P the first of the two input
stifings to the romd¢function ¢.

Lo the[length (ifi"bits) of the second of the two input
stifings tothe round-function ¢, of the output string
frgm the\round-function ¢, and of I'V.

Agreement on these choices amongst thewuserp is essen-
tial for the purpose of the operation of'the datf integrity
mechanism.

For MAC Algorithm 1 and 2,/the’length m offthe MAC
shall be a positive integer lessthan or equal to phe length
of the hash-code L. For\MAC Algorithm 3, the length
m of the MAC shall \bevless than or equal tp half the
length of the hash-tode, i.e., m < Ly /2.

The length in Bits of the data string D shall Be at most
264 — 1 fory MAC Algorithm 1 and 2, and shall be at
most 256 for MAC Algorithm 3.

Thesselection of a specific MAC algorithm, |dedicated
hagh*function, and value for m are beyond the scope of
this part of ISO/IEC 9797.

NOTE — These choices affect the security level of the
MAC algorithm. For a detailed discussioh, see An-
nex B.

The key used for calculating and verifying [the MAC
shall be the same. If the data string is also|being en-
ciphered, the key used for the calculation of|the MAC
shall be different from that used for encipherinent.

NOTE — It is considered to be good cryptographic
practice to have independent keys for confidentiality
and for data integrity.

6 MAC Algorithm 1

NOTE — This clause contains a descriptjon of
MDx-MAC [5]. More specifically, with Pedi-
cated Hash-Function 1 this mechanism i$ also

¢ a romdfunetion—ie—if X and ¥ are bit-strinegsof

e rToHT—1 05—t orrHo—F POTo—o oIt

lengths L; and Lo respectively, then ¢(X,Y) is the
string obtained by applying ¢ to X and Y.

& The modulo 232 addition operation, i.e., if A, B are
words then AW B is the word obtained by treating
A and B as the binary representations of integers
and computing their sum modulo 232, where the
result is constrained to lie between 0 and 232 — 1
inclusive.

© ISO/IEC 2002 — All rights reserved

kmowm as RIPEMD-166-MAC, withr Dedicated
Hash-Function 2 this mechanism is also known
as RIPEMD-128-MAC, and with Dedicated
Hash-Function 3 this mechanism is also known
as SHA-1-MAC.

MAC Algorithm 1 requires one application of the hash-
function to compute a MAC value, but requires that the
constants in the round-function are modified.
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The hash-function shall be selected from Dedicated
Hash-Function 1, 2 and 3 from ISO/IEC 10118-3:1998.

The key size k in bits shall be at most 128 bits.

6.1 Description of MAC Algorithm 1

MAC algorithm 1 requires the following five steps: key
expansion, modification of the constants and the IV,
hashing operation, output transformation, and trunca-
tion.

6.1.3 Step 3 (hashing operation)

The string which is input to the modified hash-function
I’ is equal to the data string D, i.e.

H =} (D).

6.1.4 Step 4 (output transformation)

The modified round-function ¢’ is applied one more
time, with as first input the string Ko || (K2®Tp) || (K2®
T (Ko & T5), and as second input the string H' (the

6.1.1 [Step 1 (key expansion)

If K is|shorter than 128 bits, concatenate K to itself a
sufficient number of times and select the leftmost 128
bits to [form the 128-bit key K’ (if the length (in bits)
of K is|equal to 128, K’ := K):

K =128~ (K| K|l ... | K).

Compulte the subkeys Ky, K1, and K> as follows:

Ko = h(K'||Uo|lK)
Ky = 128~ h(K'| U | K')
Ky = 128~ (K| V2| K).

Here U}, Uy, and U, are 768-bit constants that are de-
fined ip Clause 6.3, and h denotes the simplified hash-
functioh h, i.e., without the padding and length append-
ing.

N(QTE — Padding and length appending can be omnit-
ted because in this case the length of the input<string
is glways 2L, bits.

The detived key K is split into four words denoted K i)
(0<if3),ie.

Ky = Ky [0 [| Ko [1] [} B 21 A (3]

For thg conversion of a strigg.into words, a byte order-
ing convention is required.~“The byte ordering conven-
tion fox this conversior.is that which is defined for each
dedicatied hash-function in ISO/IEC 10118-3.

6.1.2 |Step 2-(modification of the constants and
the £V)

result of Step 3) i.e.
H" = ¢'(K: || (K2 © To) || (K2 & T1) N2 ©|T2), H') .

Here Ty, Ti, and T, are 128-hit, strings defined in
Clause 6.3 for each dedicated hash-function.

NOTE — The output~transformation corrgsponds to
processing an additional data block derivedl from Ko
after padding and‘\appending of the length fleld.

6.1.5 Step 5 (truncation)

The MAC<©f m bits is derived by taking the 1¢ftmost m
bits of the string H”, i.e.

MAC :=m ~ H".

6.2 Efficiency

Assume that the padded data string (here the padding
algorithm is defined for a specific hash-funcfion) con-
tains ¢ blocks; then MAC Algorithm 1 requiires g + 7
applications of the round-function.

This can be reduced to ¢ + 1 applications of the round-
function by pre-computing the values Ky, K1, and K.
and by replacing the initial value IV by IV’ n the ap-
plication of the hash-function.

It is recommended to make this modification tp the code
of the hash-function together with the mandafory mod-
ification required for Step 2.

For long input strings, MAC Algorithm 1 hag a perfor-
mance which is comparable to that of the hash-function
used.

Th . g " L A +L e 43
€ adeattrve—cofstants—aSea—tnetrothatihction—atre

modified by the addition mod 232 of one of the four
words of K1, e.g.,

Co = CQ H’JKl[O] .

Clause 6.3 indicates which word of K is added to each
constant. The initial value IV of the hash function is
replaced by IV’ := K. The resulting hash-function is
denoted by &/, and its round-function is denoted by ¢’.

P> Pl s £ 41 4 4
U.J CUIIIPOLALIUIN UL VITC CUIISLAIIULS

The constants described in this clause will be used in
both MAC Algorithm 1 and MAC Algorithm 3 specified
in Clause 8.

The strings T; and U; are fixed elements of the descrip-
tion of the MAC algorithm. They are computed (only
once) using the hash-function; they are different for each
of the three hash-functions.

© ISO/IEC 2002 — All rights reserved
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The 128-bit constants T; and 768-bit constants U; are
defined as follows. The definition of T; involves the 496-
bit constant R =“ab...yzAB...YZ01...89” and 16-bit
constants Sy, S1, S, where S; is the 16-bit string formed

ISO/IEC 97972

Two sequences of constant words Coy, C1, ...
/ U
o, C1, ..

:2002(E)

) 063 and

., C§s are used in the round-function of Dedi-

cated Hash-Function 2. They are defined as follows:

by repeating twice the 8-bit representation of i (e.g., the & K1[0] @ 00000000, (0<i<15),
hexadecimal representation of S is 3131). In both cases C; = K;[1]wbA827999, (16 <i < 31),
?SSOCIIIEcCodiEg 1is ulsed; this is equivalent to coding using C; = Ki[2]w6EDIEBAL, (32 < i< 47),
/TEC 646:1991. C; = Ky[3]W8F1BBCDC, (48 < i < 63),
fori:==0to2 T; :=128~h(S;|R)
fOTi =01%02 Uz = T’z || Ti+1 H Ti+2 || E || n+l || Ti+2 Cl/ = K1 [0] (] 5OA28BE6, (O <z S 15),
) i C = K{[I[@5C4DDIZE, (1637 X 1),
where fhe subscripts in 7; are taken modulo 3. y .
C! = Ki[2]w6DT03EF3, (32 <ix47),
For all[constants C;, C! and all words K;[i] the most C! = K;[3]8 00000000, (487 < 43).

significaint bit corresponds to the left-most bit. The con-
stants ; and C/ are presented in hexadecimal represen-
tation.

6.3.1 |Dedicated Hash-Function 1

The 148-bit constant strings 7; for Dedicated Hash-
Functidn 1 are defined as follows (in hexadecimal repre-
sentati¢n):

Ty |= 1CC7086A046AFA22353AE88F3D3DACEB
T, |= E3FA02710E491D851151CC34E4718D41
T, |= 93987557C07B8102BA592949EB638F37

Two sgquences of constant words Cy,Cq,...,Cr9 and
Cl,C1y) - ., Chgy are used in the round-function of Dedir
cated Hash-Function 1. They are defined as follows:

[, = K;[0] ¥00000000, (0<i<15),
¢; = Ki[1]w5A827999, (16 <4 <31,
5 = K1[2] W6EDIEBAL, (32 <+ <47),
[, = K;[3] W8F1BBCDC, (U8 i < 63),
[, = K;[0] wA953FDAE{ (64 < i < T79),
! = K;[1] W50428BE6, (0 <i<15),
¢! = Ki[2] w504DD124, (16 <14 < 31),
¢! = K;[3}W6D703EF3, (32 <i<47),
! = K40] W 7A6D76E9, (48 <i < 63),
! =K1 [1] W 00000000, (64 <1i<T79).

6.3.3 Dedicated Hash-Funetion 3

The 128-bit constant strings 7; for Dedica
Function 3 are defined @s follows (in hexadecis
sentation):

To = 1D4CA39FA40417E2AE5A77B4906

Ty =<,9318AFEF5D5A5B46EFCAGBECOEL

T, _<)"4544209656E14F97005DAC76868

Ac¢sequence of constant words Cy, C1, ..., Crg

round-function of Dedicated Hash-Function 3.
defined as follows:

C; K1[0] 54827999, (0 <i < 14

C; = Ki[1]w6EDIEBAL, (20 <i < J

C; = K, [2]w8F1BBCDC, (40 <i <]

C; = K;[3]wCA62C1D6, (60 <i < 1

7 MAC Algorithm 2

NOTE — This clause contains a descript
HMAC [3].

MAC Algorithm 2 requires two applications
function to compute a MAC value.
The  hash-function shall be  selecte

ed Hash-

mal repre-

'BBCC
88940
KOTA3

is used in
They are

on of

bf a hash-

d from

t L1 is a

6.3.2 Dedicated Hash-Function 2

The 128-bit constant strings 7; for Dedicated Hash-
Function 2 are defined as follows (in hexadecimal repre-
sentation):

Ty = FD7EC18964C36D53FC18C31B72112AAC
Ty, = 2538B78ECOE273949EE4C4457A77525C
T5 = F5C93ED85BD65F609A7TEB182A85BA181
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positive integer multiple of 8 and that Lo < L;.

NOTE — Dedicated hash-functions 1, 2,

and 3 in

ISO/IEC 10118-3:1998 satisfy these conditions.

The key size k in bits shall be at least Lo, where Ly is the
size of the hash-code in bits, and at most L, bits, where
L is the size of the data input of the round-function in

bitS, i.e., L2 < k < L1~
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7.1 Description of MAC Algorithm 2

MAC algorithm 2 requires the following four steps: key
expansion, hashing operation, output transformation,
and truncation.

7.1.1 Step 1 (key expansion)

Append (L; — k) zero bits to the right of the key K; the
resulting string of length Ly is denoted by K.

The key K is expanded to two subkeys K1 and Ko:

One can pre-compute the values I'V; := ¢(Ky,IV) and
1V, := ¢(K,, IV) and replace the initial value IV by I'V;
in the first application of the hash-function, and by IV,
in the output transformation (the second application of
the hash-function). This also requires a modification of
the padding method: indeed, the actual input to the
hash-function is now L; bits shorter; this means that
the value L; has to be added to the value Lp.

For long input strings, MAC Algorithm 2 has a perfor-
mance comparable to that of the hash-function used.

e Ddfine the string IPAD as the concatenation of
L4[/8 times the hexadecimal value ‘36’ (or the bi-
naly value ‘00110110’). Then compute the value
K| as the exclusive-or of K and the string IPAD,
ie

K, :=K@®IPAD.

e Ddfine the string OPAD as the concatenation of
L4|/8 times the hexadecimal value ‘5C’ (or the bi-
nafy value ‘01011100°). Then compute the value
K as the exclusive-or of K and the string OPAD,
ie

Ky :=K® OPAD.

7.1.2 |Step 2 (hashing operation)

The stifing which is input to the hash-function is equal
to the ¢oncatenation of K1 and D, i.e.

H' = h(EK;| D).

7.1.3 [Step 3 (output transformation)

The stifing which is input to the hash«function is equal
to the ¢oncatenation of Ko and H' .6

H" = h(KH| ) .

7.1.4 |Step 4 (truncation)

The MAC of m bitgds derived by taking the leftmost m
bits of fhe string A", i.e.

MAC :=m ~ H".

8 MAC Algorithm 3

NOTE — This clause containi§ a variant of
MAC Algorithm 1 that is optimized for [short
inputs (at most 256 bits)

MAC Algorithm 3 requifes-seven applications ¢f the sim-
plified round-function'te compute a MAC valup, but this
can be reduced to.a’single application of this round-
function by someé\pre-computation.

The hash<4unction shall be selected from Pedicated
Hash-Eungtion 1, 2 and 3 from ISO/IEC 10118-3:1998.

Thekey size k in bits shall be at most 128 bitf, and the
MAC length m in bits shall be at most Lz /2

8.1 Description of MAC Algorithm 3

MAC algorithm 3 requires the following five $teps: key
expansion, modification of the constants of the round-
function, padding, application of the round-function,
and truncation.

8.1.1 Step 1 (key expansion)

If K is shorter than 128 bits, concatenate K [to itself a
sufficient number of times and select the leffmost 128
bits to form the 128-bit key K’ (if the length (in bits)
of K is equal to 128, K’ := K):

K =128~ (K| K| ... | K).

Compute the subkeys Ky, K1, and K> as follpws:

7.2 Efficiency

Assume that the padded data string (here the padding
algorithm is defined for a specific hash-function) con-
tains ¢ blocks; then MAC Algorithm 2 requires ¢ + 3
applications of the round-function.

This can be reduced to ¢ + 1 applications of the round-
function by modifying the code for the hash-function.

Ky = hK'|Uo|l K
AT = 28 ~mE o RY
Ky = 128~K(K'|Us| K.

Here Uy, U; and U, are 768-bit constants that are de-
fined in Clause 6.3, and h denotes the hash-function A
without the padding and length appending.

NOTE — Padding and length appending can be omit-

ted because in this case the length of the input string
is always 2L, bits.
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The derived key K is split into four words denoted K i)
(0<i<3),ie.

Ky = Ko [O) [| B[] [ B 2] )] A 3]

For the conversion of a string into words, a byte order-
ing convention is required. The byte ordering conven-
tion for this conversion is that which is defined for each
dedicated hash-function in ISO/IEC 10118-3.

8.1.2 Step 2 (modification of the constants and
the IV)

ISO/IEC 9797-2:2002(E)

8.2 Efficiency

MAC Algorithm 3 requires seven applications of the
round-function.

This can be reduced to a single application of the round-
function by pre-computing the values Ky, K1, and Ks.

The additive constants used in the round-function are
modifidd by the addition mod 232 of one of the four
words ¢f K1, e.g.,

Co:=Cy L‘UKl[O] .

Clause [6.3 indicates which word of K is added to each
constan]t. The initial value IV of the hash function is
replacefl by IV’ := K. The resulting round-function is
denoted by ¢'.

8.1.3 |Step 3 (padding)

The padding bits that are added to the original data
string gre only used for calculating the MAC. Conse-
quently, these padding bits (if any) need not be stored
or tranpmitted with the data. The verifier shall know
whethey or not the padding bits have been stored or
transmjtted.

The dafta string D to be input to the MAC algorithmt
shall bd right-padded with as few (possibly none) ‘0.bits
as necepsary to obtain a data string D of length 256-bits.

NQTE — If the data string is empty, the padded data
strjng D consists of 256 ‘0’ bits.

8.1.4 |Step 4 (application of the round-function)

The bif string L is computed as the binary represen-
tation ¢f the length (in bit$)ILp of the data string D,
left-padded with as few.*0) bits as necessary to obtain
a 128-MWit string. The right-most bit of the bit string
L corrdsponds to the'least significant bit of the binary
represeptation efhDp.

The stifingAvhich is input to the round-function ¢’ (with
modifigdeonstants) is equal to the concatenation of Ko,

D, and The exclusive-or of K3 and L

H' = ¢(Ky | D|| (Ko @ L), IV").

8.1.5 Step 5 (truncation)

The MAC of m bits is derived by taking the leftmost m
bits of the string H', i.e.

MAC :=m ~ H'.
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Annex A

(informative)

Examples

Table 1 — Input strings for the test values

A1l C

This arf
Algorit
2, and
of hash
functio
tained

ASCII

using I

The tw
key 1
key 2 5

nex gives examples for the computation of MAC
hms 1 and 2 using Dedicated Hash-Functions 1,
3 from ISO/IEC 10118-3:1998. Nine examples
Lcode calculation are given for each of the hash<
hs. The input strings numbered 1 to 9 are-con-
in Table 1. Throughout this annex we refer to
oding of data strings; this is equivalent@o coding
50 /TEC 646.

b key values used are the following 128-bit string:
= 00112233445566778899AABBCCDDEEFF and
0123456789ABCDEFFEDCBA9876543210.

A.2 MAC Algorithmtr

For thd
has beq
Functid
Functid

examples inthis section, the value m = Ly /2
n selected,that is, m = 80 for Dedicated Hash-
n 1 and=3 and m = 64 for Dedicated Hash-
n 2«

’ no. ‘ input string
1 “’ (empty string)
2 “a”
3 “abc”
4 “message digest”
5 “abcdefghijklmnopqrstuvwxyz”
6 “abcdbedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq”
7 “ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuywxyz0123456789”
8 “1234567890” repeated 8 times to give 80 characters
9 “a” repeated 1,000,000 times to give 1 million characters
teneral A.2.1 Dedicated Hash-Function 1

key 1: 00112233445566778899AABBCCDDEEH

=5

no. \ 80-bit MAC result: leftmost 80 bits of]

B7F4508111EB8C3B5229C6AED406DEOECA640133

BC78F55933BCEB1EES5A906F9E18374F23E310F9

6300DC20E97A5AA29DBOCTD607D23D126FA36863

3A2AC89B78EEAB8759F5112BCAD4CD405EEBSD35

16DC174925BBC27E0C93D426C346846F97F8BC69

E062210BA5C9C94737BF3A6E85B3B5664AFBD1D4E

9B462D5CBDAE1485FFE10BCOO1EFOE3AF6D128B5

88E73A01A1DE36C92D6FOE41F7278D40[7B4A4CCD

O 0[O = | W DN~

E7B128E4A1842B750F1E61A486C867C4887A4B21

key 2: 0123456789ABCDEFFEDCBA987654321

[@)

no.

80-bit MAC result: leftmost 80 bits of]

B45D6CA84CFBO9020EODSABA2A7609D3DB1F3F57F

8844375992037D1BCDOD118EES548D70(3F19CBBB

917C59B8AC7TFC19DC25BEF82766412FA16BBC6AT

E0737CC7976D8F424390CB8798D623D751AFE15A

D57FAE836870718EFA4BD4ABF2F322A179A8735E

42B20D4C8FD5E8672760CF83C0478D7BF8021404

42B20D4C8FD5E8672760CF83C0478D7BF8021404

10441DF4F68CE8815818DCOFB370ABF87BCA4464

O 0O | O O = | W D] —

EO06AD21D2AF04DD4217AB03B1A578F036997D01A
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A.2.2

Dedicated Hash-Function 2

ISO/IEC 9797-2:2002(E)

key 2: 0123456789ABCDEFFEDCBA9876543210

key 1: 00112233445566778899AABBCCDDEEFF no.\ 80-bit MAC result: leftmost 80 bits of
no. | 64-bit MAC result: leftmost 64 bits of 1 C3AB5ECD1E715C7272CFE78BC278086587B040422
1 A4T7A64AE9EDEO741B3FDDE33E5C1C6D78 2 D5D50FFA7EFDF1B17EQ6E2EC14DBC4412F7B771F
2 51355051852FDC79FB228EAC905633AD 3 01BFDD568008D412158F5BOC90AE2730DCFB77FB
3 D83940DAFFBDACBBESBA30AGFIEG3FSF 4 9982EOEE91DB89AE7E7618AD1D649BA43406DBDD
4 1A7CFE2BB26E973E213C1CB96FAAC2EF 5 ACDO4E1004FCES53DECAQEE7ABO5DAFO7B7C44AA8
5 798AEAC6046B31907C197BD68ESOD376 6 FADF62DCE789E86E60756AA819EF62C3ES5C25E94
6 OBSE1D4A571F32657189E22A1F2F4A53 7 46DB9A49FB4976D007B14B1574843D019CA99445
7 B814730E4A82300C8EA7AED255A066D6380 8 4EF5BED3E816C530B23F491583C038596BB76FDB
8 9060A30758EBE3368D939AC168F1A9FD 9 BAC6BE6BE6153FECE2891F9DA03824DD4D535D19
9 20763FDEDF01E56FF5756954302C7DEO
A.3 MAC Algorithm 2
kely 2: 0123456789ABCDEFFEDCBA9876543210 For the examples in this sec¢tion, the value m| = 80 has
nd. \ 64-bit MAC result: leftmost 64 bits of been selected.
1 35FA3AC39F50F2A4E3FFC7AF5776B4EB
2 | | AB9E25E6796747B630A2A00BB02EASIE A.31 Dedicated Hash-Function 1
3 66339027A36608EBD932DD551616E7B2
4 1F8779BAD84B50373931211A2761EAD3
5 31BF5B5B7ABAC2567DCOEO2F1C3A25D7 key 1: 00412233445566778899AABBCCDDEEFF
6 B5B8BA3BSEASISFBC83CB7588FBD2656 no. [<80-bit MAC result: leftmost 80 bits of
7| | 8D27BBEC257C848D5CF375EBSEDACCT 1_<|" 9EBEA41FBC24CD80BF2ECFD5BSC8CCS 18 1D3FCAE
8 | | B4OBSBF6727DE9OB26F770850F059C89 9" | 75CB722C50024C0OESATAODBA7D5C36B36D9D1DD5
9| | 76C7BC831BOBCE593DFD44EBE054A373 3~ | 5B48C1749DDED7 1EDFEOADE2B944ES08E4A65820
4 F9033064567F541235C3944EE95CB476055985D1
5 B37885405B71E025AF0CB574021A562A62733628
A.2.3 | Dedicated Hash-Function 3 6 5C6429B982C8054B5B3348A0D7D2CE24D7032BC1
7 BOA4A451D0926855E52428E16D1FEAA241C4DD9B
8 1CCEEC5122F08A76EBCDSE3DE88610D942D8A5F6
key 1] 00112233445566778899AABBCCDDEEFF 9 45D61908BFF6039E6DE3CO37FDCE6191F19F6410
no. | BO-bit MAC result: leftmost 80wbits of
1 C8A8B3C75E6CE7C6CAF79CCI9853CCD54ABCBO79
2 BDD9AE643BF10BBB7BO78EF13EE6COF480618FBO
3 | |\738B26A8BD318184E716707A99CAE14C670BI711 key 2: 0123456789ABCDEFFEDCBA987654321D
4 1EBFE413E55D6B288A2BD01D294A21FD8D4B20BF nO-‘ 80-bit MAC result: leftmost 80 bits of]
5 DCE7BF40A73D977AB4999CF3A9BD1C5BEDC442E9 1 2FDESDAF7050D14E6D7ACD2254D17FA3A8CBFCDD
6 12A6823CC184294F95109073A6AA0C8961B14386 2 239C4020610429A8662BF81A2CAAEA4T7|FSBEAOA44
7 PD369EE4A043AF1CA6EO7S8DOBSA9CESC1545440BA 3 89EFFBOF5A6BCEAE3C65D0C9803F3464E5E9E349
8 BOOD37D70A84B762FCOA8A9BC1B15FOE517B5EDF 4 F5FC87FD5702F5D4E7BB634DA4CB4B41|ICD505B6C
9 PDDE44613E8559D12C150D022D5FE33FOEOFBACE 5 5686CO00F69E6C868732C67402AA107CHAB513439
6 525EC4893A221EFD9B6DD351059B40COBB4CE2D3
1 BOF5EP3893FC8b5353+6EF4924+HE2ESB1BB30B90
8 BC201FFA581357C271DAE25104167F3DCCO7BADC
9 95A875A1D64D55E677D8E4455E1445E7EQ40F 758
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A.3.2

Dedicated Hash-Function 2

ke

y 1: 00112233445566778899AABBCCDDEEFF

no. | 64-bit MAC result: leftmost 64 bits of

ADODB2C1E22AF9AB5CA9DBESA86F67DC

3BF448C762DEOOBCFA0310B11COBDE4C

F34EC0945F02B70B8603F89E1CE4CT8C

E8503A8AEC2289D82AA0D8D445A06BDD

EE880B735CE3126065DE1699CC136199

T794DAF2E3BDEEA2538638A5CED154434

SAQBEEE165B23625247S800RBRE23E232B6

key 2: 0123456789ABCDEFFEDCBA9876543210

|

80-bit MAC result: leftmost 80 bits of

2739B6BE63F539EB70FE250346F6382A2DFA345F

AOC2711A6B1DA4CDSF85EF1EGFF7BF70B412B477

18F570E864FF903D2773D53C2E114E1A62152953

A80845A89BA15E941A2457084BC431F3E47759E1

14143EA1057B02D20C0157216190A006E30F3D41

DAB4B41BA639B4715889406FE18E0C037017E063

AEAEA5415B4F266CB15CBEB844ES56AEC2DABADED

3DBA11471EBAFCCF21BAEBOBFF7E20150132C6CF

9A4F0159C0952DA43A8D466D46BOAF58

O 00| | | U x| W DN —

19B1B3AF333B894DD86D09427116DOAD

o
o

y 2: 0123456789ABCDEFFEDCBA9876543210

1ng

. \ 64-bit MAC result: leftmost 64 bits of

8931EEEE56A6B257FD1AB5418183D826

DBBCF169EA7419D5BA7BDS8EB3673FF2D

2C4CD07D3162D6A0E338004D6B6FBCOA

T75BFB25888F4BB77C77AE83AD0817447

B1B5DCOFCB7258758855DD1840FCDCE4

670DOF7A697B18F1A8AB7D2A2A00DBC1

54E315FDB34A61C0475392E5C7852998

AD04354D8AA2A623E72E3594EE3535C0

O 00| | O U x| W N —

6F9B1COFC06753618D6DB4B007733795

A.3.3

Dedicated Hash-Function 3

Olloo| 1| | | x| wo| po| || B
o

3BB917B8BD8560ESIFF9054FBE096CBACA 109D5F

A.4 MAC Algorithm 3

For the examples in this seetion, the value

1 = L2/2

has been selected, that is, i = 80 for Dedicafted Hash-
Function 1 and 3 and%n = 64 for Dedicajed Hash-

Function 2.

A4l

Dedicated Hash-Function 1

key\l:*00112233445566778899AABBCCDDEEFF

110 ‘

80-bit MAC result: leftmost 80 bits of]

6606EF2D3BBD010F516C65372C3CFOAQF111B3F7

FOBCOC81307E17A71FAC40AEOB2AC39FCB23CE12

7720FD23925B854F963E8812573CD86HBA61EB66

2683D6CE053BA0420E76130EAE2367734B7D2D53

QY | W DN =

DE532D156CBE12464BB6147E99470C47[1D91F1C6

key 1;

00112233445566778899AABBCCDDEEFE

RBO-bit MAC result: leftmost 80 bits-of

B6C2962E58B3498A2608935AF126311F2BFB538

0497FF21DAE3251DAOED2F47EBA3B74ABA6B2560

key 2: 0123456789ABCDEFFEDCBA987654321

[@)

CEE2A25F943E3F3EC05225FBB86BA73E2ESD51D2

no. ‘

80-bit MAC result: leftmost 80 bits of]

CD4COD1328DC4A8DC2801001B129AEFC6EOCFIOCE

4BD390E9EC460AD4866CCB32D091AFBEF73ESBEDA

BOECE303FAD1E4313950CC3B008CB239B5B85844

CD2847BAB4636C9BCEADCF3D187122A9199DA670

ODF741057D075D3C4E1533E38A5FF469647194B4

15C3910C42638E5EE6DEBD506BD8C4DB94713A3A

188A58390A6EF9827035B81CDF1B5069211FOEES

04148DCB47728E3ES57B836A66043D5145879796E

D8A98D6A81ED361030856D2C19742ADSDBC4A6SET

QY | W DN —

829A24010704DBDOEE34A6D607F7B34829E04E95

| oo| || o x| wo| no| || B
o

P2986310BA18A78786534882F9C6BCBFO6CCEIE3

A.4.2

Dedicated Hash-Function 2

10

key 1: 00112233445566778899AABBCCDDEEFF

no. \ 64-bit MAC result: leftmost 64 bits of

aeb2c45f13c0c6£5f10be2f1e3e9c322

16874d0e17e4£1c290dd749cceff7834

a289aa06aeb8fc99p989c377baadd9d4

0d80db68bbf99442dc3d6b83d038def3

QY | W DN —

11dc4a6bd375c64£78bb78ad265ed7cd
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key 2: 0123456789ABCDEFFEDCBA9876543210

no. | 64-bit MAC result: leftmost 64 bits of

7248481816b8d3af29£5c002f£769eab

dfele36ce9792476e0889f1becef18a9

9b4£1d21320£4a327£023947554bfc3b

3d2d658d0196e4339f42adab50dfcfa6f

QY | W DN —

0a34452d9da70c70183dffddb8eec056

A.4.3

Dedicated Hash-Function 3

ISO/IEC 9797-2:2002(E)

key 1

100112233445566778899AABBCCDDEEFF

=]
e

RO-bit MAC result: leftmost 80 bits of

708F4A226CDE708820643CBEEFDCBE6CB36FB269

FABS7BE709D1ESCB62C7489C2B1407130B772760

C1BD6FO9C908132FEF5187CBE681B42A8C785FBF6

F34DEB241D46C6448D67ACE6BSCD4DFOODA23EBC

QY | W DN —

EEODED2BD6A1AEOBCFF7D3B74494C1D8161FAODS

key 2

1 0123456789abcdeffedcba9876543210

no.

RBO-bit MAC result: leftmost 80 bits of

FEAF6FODDBAFD299320FFOFCS8E02E2BE62879F341

PAAEODEOASS55E7CD7383C27506A467BSDF4E3A33

FFE6031710329D12090F73F55CFFCC6215F9BEAES

ODCCDDO9DAB6B0126800EC1CC7A02656E12EDEA42C

QY | W DN —

ABDBCSAAAE4A8CE734432188740A149BDF2D215K
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