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Foreword

:2000(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
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rate in fields of mutual interest. Other international organizations, governmental and non-goyvern
with ISO and IEC, also take part in the work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

In the
Draft |
Publicg

ield of information technology, ISO and IEC have established a joint technical committee, ISO/IH
ternational Standards adopted by the joint technical committee are circulated-to national bodies
tion as an International Standard requires approval by at least 75 % of the national bodies casting

Attention is drawn to the possibility that some of the elements of this part of ASO/IEC 9796 may be the

patent

Fights. 1ISO and IEC shall not be held responsible for identifying any or all’such patent rights.

International Standard ISO/IEC 9796-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, In
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ogy, Subcommittee SC 27, IT Security techniques.
5t edition cancels and replaces ISO/IEC 9796:1991, whichhas been technically revised.

C 9796 consists of the following parts, under xthe general title Information technology —
ues — Digital signature schemes giving message-recovery.

It 2: Mechanisms using a hash-function
It 3. Discrete logarithm based mechanisms

A forms a normative part of this part of ISO/IEC 9796. Annexes B to D are for information only.
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Introduction

Digital signature mechanisms can be used to provide services such as entity authentication, data origin
authentication, non-repudiation, and integrity of data.

d' 1 | H + la H PPy + +la £o11 H + +.
A Iglta UIBIICLLUIC IICTIiTarinolTm SdAdlloSlITo UicT IUIIUVVIIIU ICqUIICIIICIILO.

— Givern only the verification key and not the signature key it is computationally infeasible to.produce any
messpge and a valid signature for this message.

— The signatures produced by a signer can neither be used for producing any new message and fa valid
signature for this message nor for recovering the signature key.

— Itis cpmputationally infeasible, even for the signer, to find two different messages Wwith’the same signatufe.
NOTE Computational feasibility depends on the specific security requirements and epvironment.

Most digifal signature mechanisms are based on asymmetric cryptographicytechniques and involve threg basic
operationg:

— A process of generating pairs of keys, where each pair consists of a private signature key and the
corresponding public verification key.

— A progess using the signature key; called the signature process.
— A profess using the verification key; called the verifi¢ation process.
There arg two types of digital signature mechanisms:

— Wher}, for each given signature key, the"signatures produced for the same message are the same, the
mechjanism is said to be non-randomized(or deterministic, see ISO/IEC 14888-1).

— Wher, for a given message and a)given signature key, each application of the signature process produces a
differ¢nt signature, the mechanism is said to be randomized.

Digital signature schemes catralso be divided into the following two categories:

— Wher the whole message has to be stored and/or transmitted along with the signature, the mechapism is
named a "signattre' mechanism with appendix” (see ISO/IEC 14888).

— Wher] the whole message or a part of it is recovered from the signature, the mechanism is named a "signature
mechjanism'giving message recovery” (see ISO/IEC 9796).

NOTE Any signature mechanism giving message recovery, for example, the mechanisms specified in ISO/IEC 9796, can
be converted for provision of digital signatures with appendix. In this case, the signature is produced by application of the
signature mechanism to a hash-token of the message.

The mechanisms specified in ISO/IEC 9796 give either total or partial recovery, aiming at reducing storage and
transmission overhead.

The mechanisms specified in this part of ISO/IEC 9796 use a hash-function for hashing the entire message.
ISO/IEC 10118 specifies hash-functions for digital signatures. If the message is short enough, then the entire
message can be included in the signature, and recovered from the signature in the verification process. Otherwise,
a part of the message can be included in the signature and the rest of it is stored and/or transmitted along with the
signature.

Vi © ISO/IEC 2000 — All rights reserved


https://standardsiso.com/api/?name=4ca821ad39dd28d3a3487bc0bd25af0a
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Information technology — Security techniques — Digital signature
schemes giving message recovery —

Part 3:

Discrete logarithm based mechanisms

1 Sc¢ope

This part of ISO/IEC 9796 specifies two randomized digital signature schemes giving, message recoyery. The
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of both schemes is based on the difficulty of the discrete logarithm problem. The first scheme is ¢
field and the second one on an elliptic curve.

hrt of ISO/IEC 9796 also defines a redundancy scheme using hash=codes and specifies how
re schemes are to be combined with the redundancy scheme.

rt of ISO/IEC 9796 also defines an optional control field in the hash-token, which can provide adde
ignature.

brmative references

owing normative documents contain provisions;which, through reference in this text, constitute prg
rt of ISO/IEC 9796. For dated references,\subsequent amendments to, or revisions of, any
tions do not apply. However, parties to agreements based on this part of ISO/IEC 9796 are enco

0 references, the latest edition of the-hormative document referred to applies. Members of ISQ
n registers of currently valid International Standards.

C 10118 (all parts), Information-technology — Security techniques — Hash-functions.

C 11770-3:1999, Informatien technology — Security techniques — Key management — Part 3. Mg
symmetric techniques:

C 14888-1:1998;~/nformation technology — Security techniques — Digital signatures with appendix
/.

C 15946 (parts 1 and 2, to be published), Information technology — Security techniques — Cryf
ues hased on elliptic curves — Part 1: General and Part 2: Digital signatures.
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d security
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3 Terms and definitions

For the purposes of this part of ISO/IEC 9796, the following definitions apply.

3.1 assignment
[ISO/IEC 14888-1] A data item which is a function of the witness and possibly of a part of the message, and forms

part of

the input to the signature function.

3.2 certification authority
[ISO/IEC 11770-3] A centre trusted to create and assign public key certificates. Optionally, the certification authority
may create and assign keys to the entities.

© ISO/IEC 2000 — All rights reserved
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on-resistant hash-function

[ISO/IEC 10118-1] A hash-function satisfying the following property:

— it is computationally infeasible to find any two distinct inputs which map to the same output.

NOTE

Computational feasibility depends on the specific security requirements and environment.

3.4 data input

A data ite

m which depends on the entire message and forms a part of the input to the signature function.

3.5 domad
[ISO/IEC]

NOTE

length of the recoverable part of the message, finite field parameters, elliptic curve parameters, or other parameters sg

the securit]

3.6 hash
[ISO/IEC

3.7 hash
[ISO/IEC

propertieg:

— fora

— fora
NOTE

3.8 hash
[ISO/IEC
hash-fung

NOTE
signature

3.9 mesqy
A string 0

3.10 pre-
[ISO/NEC
independ

3.11 pub
[ISO/EC

in parameter
4888-1] A data item which is common to and known by or accessible to all entities within the doms

The set of domain parameters may contain data items such as hash-function identifier, length of the has

y policy in the domain.

code
10118-1] The string of bits which is the output of a hash-function.

function
10118-1] A function which maps strings of bits to fixed-length strings of bits, satisfying the follow

jiven output, it is computationally infeasible to find an input which maps to this output; and

jiven input, it is computationally infeasible to find a second input which maps to the same output.
Computational feasibility depends on the specific security-requirements and environment.

token
14888-1] A concatenation of a hash-code @nd an optional control field, which can be used to ider]
tion and the padding method.

hechanism or by the domain parameters.

age
f bits of any length.

signature
14888-1] A value computed in the signature process which is a function of the randomizer
bnt of the message.

ic key cettificate
11770<3] The public key information of an entity signed by the certification authority and thereby r¢

in.

h-token,
ecifying

ng two

tify the

The control field with hash-function identifier is mandatory unless the hash-function is uniquely determined by the

but is

ndered

unforgeal

le:

NOTE

In the context of this part of ISO/IEC 9796 the public key information contains the information about the verification
key and the domain parameters.

3.12 randomized

[ISO/EC

14888-1] Dependent on a randomizer.

3.13 randomizer
[ISO/IEC 14888-1] A secret data item produced by the signing entity in the pre-signature production process, and
not predictable by other entities.

© ISO/IEC 2000 — All rights
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The str

NOTE

ISO/IEC 9796-3

gnature
ing of bits resulting from the signature process.

This string of bits may have internal structure specific to the signature mechanism. The signatures produ

:2000(E)

ced by the

mechanisms specified in this part of ISO/IEC 9796 have two parts, of which only the second one depends on the signature key.

3.15 si

gnature function

[ISO/IEC 14888-1] A function in the signature process which is determined by the signhature key and the domain
parameters. A signature function takes the assignment and possibly the randomizer as inputs and gives the second

part of the signature as output.

NOTE In the context of this part of ISO/IEC 9796, the assignment is the data input.

3.16 s|gnature key

[ISO/IHC 14888-1] A secret data item specific to an entity and usable only by this entity in thecsighature prpcess.
3.17 s|gnature process

[ISO/IHC 14888-1] A process which takes as inputs the message, the signature key.and the domain pgrameters,
and wHich gives as output the signature.

3.18 s|gned message

[ISO/IHC 14888-1] A set of data items consisting of the signature, the-part of the message which ¢annot be
recovefed from the signature, and an optional text field.

3.19 verification function

[ISO/IHC 14888-1] A function in the verification process which is determined by the verification key and which gives
a recomputed value of the witness as output.

3.20 verification key

[ISO/IHC 14888-1] A data item which is mathematically-related to an entity's signature key and which is uged by the
verifier|in the verification process.

3.21 verification process

[ISO/IHC 14888-1] A process which takes"as input the signed message, the verification key and the domain
parameéters, and which gives as output the result of the signature verification: valid or invalid.

3.22 witness

[ISO/IHC 14888-1] A data item~which provides evidence to the verifier.

NOTE In the context of this part of ISO/IEC 9796 the witness is based on a hash-token.

4 Symbols,€onventions, and legend for figures

4.1 $ymbols and notation

The following symbols and notation are used in this part of ISO/IEC 9796.

D, D' data input, recovered data input, respectively

F finite field

G element of a prime field or point on an elliptic curve

H, H, H" hash-token, recovered (truncated) hash-token, recomputed (truncated) hash-token, respectively
3 elliptic curve

© ISO/IEC 2000 — All rights reserved
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K randomizer

k,m, n positive integers

L length in bytes of (truncated) hash-token

L. size of the field F

Lo Ly Ly Ly length in bytes of M_, M_,, P, and Q, respectively

L,L, lergth-ir-byres-ef shertana-Hengredundaney—+espectively

len, length in bits of Q

M M, M, message, nonrecoverable part of message, and recoverable part of message, respectively

M, M, recovered message, recovered part of message, respectively

NA Nth multiple of a point A on an elliptic curve

(0] point at infinity on an elliptic curve

P prime number

I Ir pre-signature, recovered pre-signature, respectively
prime number, order of G
first part of the signature

S second part of the signature

X x-coordinate of a point on an elliptic curve

X signature key

y y-coordinate of a point on an elliptic curve

Y verification key

A* B sum of points.A and B on an elliptic curve

Umod V the remainder, when integer U is divided by integer V

U=V (med W) integer U is congruent to integer V modulo integer W

4.2 Coding-convention—length-and-size of the field

All integers are written with the most significant digit (or bit, or byte) in the leftmost position.

Given a non-negative integer n and an integer U in the range 0 < U < 2", the integer U is converted to a string of
bits of length n using its binary representation as shown below:

U= 2"+ 12"+ o Up a2 + Uy —> (Un, Upy... U, Up).
Conversely, a string of bits of length nis converted to an integer by the rule

- 2
(U, Up,... Upa, Up) = U2" T+ 02" 2 4 L+ Uy g2 + U,

4 © ISO/IEC 2000 — All rights reserved
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If an integer U is in the range 21 < U < 2" itis said that the length of U in bits is equal to k, and the notation k =
leny is used.

If an integer U'is in the range 256" "< U < 256", it is said that the length of U in bytes equals m, and the notation
m= Ly is used. Hence, L, is the least integer with the property 8-L, > leny,.

If Fis a field over a prime P, the field size Lris defined as Lg = Lp. If Fis a field over a power of two 2", the field size
Lris defined as the least integer with the property 8-Lg> n.

4.3 ngnnr{ for flgllrnc

The legend for figures in this part of ISO/IEC 9796 is as follows:

step of the process

v

mandatory data

I I — > optional data

5 Requirements

Users yho wish to employ a digital signature mechanism frotd-this part of ISO/IEC 9796 shall select:
— a signature scheme from between the two specifiedin Clause 9 and Clause 10;

— sizpe L, of the underlying field F;

— pafameter Q for the selected signature-schHeme;

— thg byte length L, of the short redundancy and the byte length L, of the long redundancy, where 8L, and 8L, are
strictly less than the length /eng-0f the binary representation of Q, and

— adollision-resistant hash-function which produces hash-codes such that the length of the resulting hash-tokens
inpytesis L, .

Agreement on these chojces amongst the users is essential for the purpose of the operation of the digital|signature
mechahism giving message recovery.

Short fledundancy is used if the entire message is recoverable from the signature. Then the bit-length of the
message is at'most /eng — 8L; —1 bits.

Lon r dimmdaneviic ucad if A nAart Af thna mmaccann 1o nat racovnrahla fram tha
g redundancyis-used-apartoihe-messageisnotrecoverable-from-the

of the message is at most leng — 8L, —1 bits.

rature—Fhen-thereeceverable part

Q.
@

NOTE The sizes of the parameters Q, L; and L, also affect the security level of the signatures giving message recovery.
Typical values of L; are 8 or 10. Typical values of L, vary from 17 to 21. It is also possible to set L1 = L.

5.1 Options for binding signature mechanism and hash-function

When a digital signature mechanism uses a hash-function, there shall be a binding between the signature
mechanism and the hash-function in use. Without such a binding, an adversary may claim the use of a weak hash-
function (and not the actual one) and thereby forge the signature. There are various ways to accomplish the
required binding. The following options are presented in order of increasing risk.

© ISO/IEC 2000 — All rights reserved 5
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a) Require a particular hash-function when using a particular signature mechanism. The verification process shall
exclusively use that particular hash-function. ISO/IEC 14888-3 gives an example of this option where the DSA
mechanism requires the use of SHA-1.

b) Allow a set of hash-functions and explicitly indicate in every signature the hash-function in use by a hash-
function identifier included as part of the signature calculation. The hash-function identifier is an extension of
the hash-code: it indicates how to derive the hash-code. The verification process shall exclusively use the
hash-function indicated by the identifier in the signature. This part of ISO/IEC 9796 and ISO/IEC 9796-2 give
examples of this option.

c) Allo
para
certif

may pe created, then other signatures may be created. Then the attacked user would be in a dispute s
with the certification authority that produced the other certificate.

d) Allow

the message or a bilateral agreement. The verification process shall exclusively Use the hash-f

indicated by the method. However, there is a risk that an adversary may forge a sighature using anothe
functjon.
The user |of a digital signature mechanism should conduct a risk assessment considering the costs and ber
the varioyis alternatives. This assessment includes the cost associated withythe possibility of a bogus si
being profuced.
6 Sigrjature process

Figure 1 4
— prod(
— splitti
— hashi
— formg
— comp

— formg
6.1 Prd
Pre-signa

K, which
by the sid

eters. Within the domain, the verification process shall exclusively use the hash-function indicate
cate. Outside the domain, there is a risk due to less rigorous certification authorities. If othércerfificates
tuation

a set of hash-functions and indicate the hash-function in use by some other methaod, €.g., an indic

hows the signature process, which consists of the fellowing steps:
cing a randomizer and the pre-signature

ng the message

ng the message

tting the data input

uting the signature

tting the signed message

ducing the-pre-signature

ture is<arr intermediate data item produced in any randomized signature mechanism. First a rang

domain
l in the

ation in
Linction
r hash-

efits of
jnature

omizer

s an ifteger, is produced. Then the pre-signature /7is computed as an element in the finite field specified

alue of

nature scheme, see 9.3 or 10.3, respectively. The pre-signature is a public data item, while the

the rando

1Zer Shiall be usable only DY the Signature process.

Randomizers can be produced and corresponding pre-signatures computed off-line and stored securely for future
use by the signature process.

6.2 Producing the hash-token

The input to the hash-function is formed by concatenating the following strings of bits from the left to the right

— the 64-bit string representing the integer L_;

rec?
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— the 64-bit string representing the integer L

clr?

— the 8(L_, + L_)-bit string of M, and

clr rec:

— the pre-signature /7 converted to a string of bits of length 8-L,.

The output from the hash-function is the hash-code. The hash-token H is formed by the hash-code by itself, or with
the hash-function identifier concatenated to the right of the hash-code. The choice of whether or not the hash-token
includes the hash-function identifier shall be controlled by the domain parameters.

leng L L; M X
SPLITTING PRODUCING A
THE MESSAGE RANDOMIZER AND
THE PRE-SIGNATURE

L Lrec Lclr Mrec M, clr
7 K

v 1 v v (y
PRODUCING THE
HASH-TOKEN

H

A4 v
FORMATTING
THE DATA INPUT

L lD vy VvV VY
Q
COMPUTING

THE SIGNATURE

Mrec

A 4

v v v v R v S
—» FORMATTING THE SIGNED MESSAGE

l

signed message

Figure 1 — Signature process

6.3 Formatting the data input

The data input D is formed by concatenating the following two strings of bits from the left to the right:

— tha Lieftmost bytes of H, and

— the L, bytesof M_.

Then 8(L + L) < len,— 1. Consequently, the data input D, after conversion to an integer, is in the range 0 < D < Q.

rec:

6.4 Computing the signature

The computation of the signature is specified by the selection of the signature scheme from between the two
schemes specified in Clause 9 or Clause 10 and shall be indicated by the domain parameters.
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The signatures produced by the schemes specified in this part of ISO/IEC 9796 consist of two parts R and S. The
first part R is computed as a function of the data input D and the pre-signature 77, see 9.4 or 10.4, respectively. The
second part S is computed as a function of the first part R, the randomizer K, and the signature key X, see 9.5 or
10.5, respectively.

6.5 Formatting the signed message

Knowledge of the lengths of the recoverable and non-recoverable parts of the message is necessary for the
successful opening and verification of the signed message. Unless given by the domain parameters, this
information must be included in the signed message.

The signgd message is a concatenation from the left to the right of the following data items:

— the 64-bit string representing the integer L__ (optional);

rec

— the 64-bit string representing the integer L_, (optional);

clr

oY

— text, an optional data field of arbitrary length, whose use is outside the scope of thig part of ISO/IEC 979
— the 8{L_-Dbit string of the non-recoverable part M, of the message (if L_, = O, then'M_, does not exist);
— the 8{L-bit string of the first part R of the signature; and

— the 8{L-bit string of the second part S of the signature.

7 Verification process

Figure 2 shows the verification process, which consists of.the following steps:
— opening the signed message

— recovering the pre-signature and the data input

— recovering the message and the hash-token

— recomputing (and truncating) thelthash-token

— compgaring the recovered and recomputed (truncated) hash-tokens.

7.1 Opepning the signed-message
When starting this step, the verifier must have the following information available:

— the lenhgths\ofthe different message parts included in the signed message; and

aluac of tha naramatare | | _aon
the valy fthe-parameterst—L—a

/
o7 T oot

The verifier extracts the different parts of the signed message in the following order:
— the 8-L, rightmost bits, which form the second part S of the signature;
— from the remaining string, the 8-L, rightmost bits, which form the first part R of the signature;

— from the remaining string, the 64 bit leftmost bits representing the integer L
message;

if it is included in the signed

rec 1

— the leftmost 64 bits representing the integer L_ , if it is included in the signed message;

clr 3
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— from the remaining string, the 8-L_, rightmost bits, which form the non-recoverable part M, of the message (if
L, =0, then M, does not exist);

— the remaining string is the text, which is an optional data field of arbitrary length, whose use is outside the
scope of this part of ISO/IEC 9796.

signed
leng Li Ly Lec Lo message

Ll

OPENING
THE SIGNED MESSAGE

R S

A4 A 4

RECOVERING
THE PRE-SIGNATURE AND
THE DATA INPUT

A4

L Lrec Lclr Mclr T D’
v
RECOVERING
THE MESSAGE AND
THE{(TRUNCATED)

HASH-TOKEN
I
v v i v v e
RECOMPUTING (AND
L TRUNCATING) THE
HASH-TOKEN
it vH

COMPARING THE RECOVERED AND
THE RECOMPUTED (TRUNCATED)
HASH-TOKENS

|

equal / different

Figure 2 — Verification process

The vefifier. ensures that

— Risnotthe all zero string;
— ifL, =0,then8.L, +8L <len,-1,and
— ifL, #0,then8-L  +8-L,<len,—1.

If any of these three checks fail then the signature shall be rejected. Further, the verifier sets L = L, if L, = 0.
Otherwise, L = L,.
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7.2 Recovering the pre-signature and the data input

At the beginning of this step the verifier must have the following information available:

— the public parameters which specify the signature scheme in use; and specifically,

— the verification key Y of the signing entity.

The computations at this step are specific to the signature scheme in use. The pre-signature and the data input is
recovered from the signature as specified in 9.6-7, or 10.6-7, respectively. The recovered pre-signature is /7' and

the recov

7.3 Re

The reco
token H' 4

— the L

— from the remaining string the L . leftmost bytes form M

The entird

74 Re
First, the
identifier
obtained
— the 64
— the 64
— theL

— thers

The reco

function igentifier. The L leftmost hytes of the resulting hash-token are extracted to form the recomputed (tru

hash-toksg

75 Co

The final
recovered

ered data input is D"

covering the message and the (truncated) hash-token

ered data input D'is converted to a string of bits of length /en,. Then two data items, the recovere
ind the recovered part M'__ of the message are extracted from D’ as follows:

leftmost bytes form H', and

'
rec”

e recovered message M'is obtained by concatenating M’ and M,,.

rec

computing the hash-token
hash-function used by the signing entity in 6.3 is identified, possibly by retrieving the hash-f
rom the recovered hash-token. Then the hash-code s recomputed by hashing the data string W
Dy concatenating from the left to the right the following-data items:
-bit string representing the integer L_;

l-bit string representing the integer L ;
=L, + L, byte string of M', and

covered pre-signature /7, converted from a field element to a string of bits.
mputed hash-code is used)to obtain the recomputed hash-token by optionally concatenating thg
nH"

mparing thececovered and the recomputed (truncated) hash-tokens

step in\the verification process is to compare the recomputed (truncated) hash-token H" W
(truneated) hash-token H'. The signature shall be rejected if these two values are not equal.

| hash-

unction
hich is

e hash-
ncated)

ith the

8 Signature schemes giving message recovery

In this part of ISO/IEC 9796 two signature schemes are defined. A signature scheme consists of the following

functions

and procedures:

— producing domain parameters

— producing signature and verification key

— producing randomizer and pre-signature

10
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— computing the first part of the signature

— computing the signature function

— computing verification function

— recovering the data input

The signature schemes specified in this standard give message recovery. More precisely, the data which is input to
the signature function is recovered from the signature using the verification function.

9 Signature scheme on a prime field

9.1 I
The do
— ap
— ap
— an
NOTE

Prior td
of dom

9.2 §

The sig
The ve

Prior td
the val

9.3 H

Prior tqg
The ral
the foll

— Th
usi

Domain parameters
main parameters of the digital signature scheme are the following:
rime number Q,
rime number P such that Q divides P -1, and
integer G, suchthat 1< G< P-1and G°=1 (mod P).
The set of domain parameters may also contain a seed and aumethod for generating P and Q.

use of the domain parameters a user shall have assurance about their validity. A routine for the
pin parameters is given in Annex A.

bignature and verification key
nature key is an integer X, such that\(1 £ X< Q. The signing entity shall keep the signature k

Fification key is an integer Y, such that-1 < Y< P and that Y= G ” (mod P).

dation of the verification key-is:given in Annex A.

Randomizer and pre<signature

each signature_computation the signing entity must have a fresh, secret value of a randomizer
ndomizer is aminteger K such that 1 < K< Q. The implementation of the signature scheme must e
bwing two requirements are satisfied:

b used“randomizers are never disclosed, since knowledge of a randomizer and the signature
hg this'randomizer can be used to compute the private signature key.

validation

ey secret.

use of the verification key the verifier shall have assurance about its validity and ownership. A rfoutine for

available.
nsure that

penerated

— The randomizers are statistically unique, that is, the probability that a randomizer is used twice Is negligble. If
the same randomizer is used to produce signatures for two different messages, then the signature key can be
computed from the signatures.

The pre-signature is computed as a function of the randomizer. The pre-signature is an integer /7, such that 1 < 77<

P, and

7= G*(mod P).

9.4 The first part of the signature

The first part of the signature is computed as a function of the data input D and the pre-signature /7. The first part of
the signature is an integer Rsuch that 0 < R< Q and R=/7+ D (mod Q). If for given data D and a produced pre-

© ISO/IEC 2000 — All rights reserved
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signature /7 the sum D + [T is divisible by Q, then a new value of the randomizer must be chosen and a new
value of pre-signature computed.

9.5 Signature function

The signature function is determined by the signature key X. Given the first part of the signature R and the
randomizer K, the second part of the signature is an integer Ssuchthat 0 < S<Qand S= K- XR (mod Q).

9.6 Verification function

The verification function is determined by the verification key Y. Given the signature (R,S) the pre-signzliture is
recovered by computing 77'= G°Y* mod P.

9.7 Regovering the data input

Given the first part R of the signature and the recovered pre-signature /7' the data D is recovered by computing D’
= (R-IT)) mod Q.

10 Sigrjature scheme on an elliptic curve

10.1 Domain parameters

The domain parameters of the digital signature scheme are the following:

— afinite field F;

— aprime number Q;

— an elljptic curve 3 over F which has a unique cyelic subgroup of order Q, and

— apoint Gon 3 of order Q.
An ellipti¢ curve 3 over a field F is given by a pair (a,b) of elements in F, which define the equation of [3 in its
standard form unless 4a° + 27b° = 0 in)F: A point on J is either a point at infinity, which is denoted by O, gr it has
two coordinates, the x-coordinate ang-the y-coordinate, which are elements of F and satisfy the bivariate efjuation
of 3. The|points on I form an abelian group under a group law denoted by the symbol ‘+’, for which O is the|neutral
element. Given an integer NGand a point A on 3, the Nth multiple A *A = ... *A of A is denoted by NA.| When
computing the addition on G+the coordinates of the points are considered as elements in F. The users shgll also
agree on p common procedure to convert the elements of F to non-negative integers.

Prior to use of thedamain parameters a user shall have assurance about their validity. A routine for the vaflidation
of domair| parameters is given in Annex A.

ions*and group law of elliptic curves are different depending on the type of the underlying field) In this

10.1.1 Equation and group law for a field over a prime

Let F be a finite field over a prime, which is larger than three. An elliptic curve 3 over F is described by a “short
Weierstrass equation”, which is an equation of the form f =x*+ax+b.

The group law is defined as follows. Let A = (x1,y1) and B = (x,,¥») be two points that are different from the point at
infinity on 3. If x; = x; and y; + y, =0 in F, it is defined that A * B= O. Then A is called the inverse of B, or vice
versa. Assume now that A is not the inverse of B. Then A * B = (x3,)3), where x3 = 7 - X1 — Xz, Y3 = HX1— X3) — Y1,
and either r= (Yo — y)I(Xo — x1), if A= B, or r= (3x12 +a)2y;, if A=B.

12 © ISO/IEC 2000 — All rights reserved
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10.1.2 Equation and group law for a field over a power of two

If Fis a field over a power of 2, then an elliptic curve 3 over F is given by an equation of the form
Y2+ xy = X*+ ax’+ b, where b = 0.

The group law is defined as follows. Let A = (x1,y1) and B = (x,,),) be two points that are different from the point at
infinity on 3. If x; = x; and y; + y, = x; in F, it is defined that A = B = O. Then A is called the inverse of B, or vice
versa. Assume now that A is not the inverse of B. Then there are two cases, either A= Bor A= B. If A= B, then
A * B =(X3,)3), where X3 = PH+r+x +X+a, Va=rX, +X3) + xa+ y;,and r= (Vo + y)l(x% + x.). If A= B, then A+ B
= (X3,¥a), Where s = P+ r+a, ys = x;° + (r + 1)xs, and r = x; + (/).

10.2 S$ignature and verification key

The signature key is an integer X, such that 1 < X < Q. The signing entity shall keep the signature key se¢cret. The
verificgtion key is a point Yon 3 such that Y= XG.

Prior tg use of the verification key the verifier shall have assurance about its validity-and ownership. A rjoutine for
the validation of the verification key is given in Annex A.

10.3 Randomizer and pre-signature

Prior tq each signature computation the signing entity must have a fresh, secret value of randomizer available. The
randonpizer is an integer K such that 1 < K < Q. The requirements te-the implementation of the signature scheme
concerping randomizers are the same as those given in 9.3.

The pre-signature is computed as a function of the randomizer<Fhe pre-signature /7is the x-coordinate of the point
KG converted to an integer.

10.4 Computing the first part of the signature

The first part of the signature is computed as a<function of the pre-signature 77 and the data input D, which is an
integer|such that 0 < D < Q. The first part of the-signature is an integer R such that 0 < R< Q and R = 7+ D (mod
Q). If fpr given data D and a produced pressignature /7 the sum 77 + D is divisible by Q, then a new value of
randonizer must be chosen and a new pre<signature computed.

10.5 S$ignature function

The signature function is determined by the signature key X. Given the first part of the signature R and the
randomizer K the second'part of the signature is an integer Ssuchthat 0 < S<Qand S= K - XR (mod @).

10.6 Verification_function

The verification-function is determined by the verification key Y. Given the signature (R,S) the pre-signature /7 is
recovefed, by Computing the x-coordinate /7 of the point SG * RY and by converting the resulting field glement to
an inteper-

10.7 Recovering the data input

Given the first part R of the signature and the recovered pre-signature /7' the data input D is recovered by
computing D'= (R-17') mod Q.

© ISO/IEC 2000 — All rights reserved 13
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Annex A
(normative)

Validation of domain parameters and public keys

In this annex optional routines for validation of domain parameters and verification keys are specified.

Al Sig

A.1.1 Dq
The primé
as found
have spe

Given a
conforma

a) Ensu
b) Ensu
c) Ensu
d) Ensu
e) Ensu

f)  Ensu

Al1.2 V¢

Given tha
arithmetia

a) Ensu

b) Ensu

A2 Sig

hature scheme on a prime field

bmain parameter validation
bs P and Q must be generated in an agreed upon manner (for example, by using-a seeded hash-fi
in the specification of DSA [ISO/IEC 14888-3]) in order to thwart attacks where P and Q are ch
Cific rare properties that allow attacks.

candidate set of the domain parameters: seed, P, Q and G, they can be validated for ari
nce with this standard by doing the following:

re that seed generates P and Q according to an agreed upon method.

re that P is a prime or has passed an agreed upon probabhilistic primality test.

re that Q is a prime or has passed an agreed upon prébabilistic primality test.

re that Q divides P- 1, thatis, P- 1 = QH, for seime integer H, and that Q does not divide H.
re that G is in the correct range, that is, 1 <G < P- 1.

re that G has correct order Q, that is, G= 1 (mod P).

rification key validation

it the domain parameters thave been validated, a candidate verification key Y may be validg
conformance with this-standard by doing the following:

re that Yis in thecorrect range, thatis, 1 < Y< P.

re that Y has‘the correct order, that is Y°=1 (mod P).

haturéscheme on an elliptic curve

Linction
bsen to

thmetic

ted for

A.2.1 Domain parameter validation

There are no known attacks that require the generation of elliptic curve parameters in an agreed upon manner via
the use of a seeded hash-function.

NOTE

However, a generation method using a seeded hash-function is recommended and can be found in [1] and

Bibliography.

[2], see

Given a candidate set for domain parameters, seed (optional), F, (a,b), and a point G of prime order Q, they may

be validat

14

ed for arithmetic conformance with this standard by doing the following:
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a) Ensure that F specifies a prime power, that is, F is actually a field. Typically, F is a field over a prime P or a
power of 2, say 2", where mis a positive integer.

b) Ensure that a and b are elements of the field F.
c) Ensure that (a,b) define an elliptic curve. Then one of the following routines is applicable.
1) If Fis over a prime P, ensure that

) O<a<P-1;

i) 0<b<sP-1;

iy 4 a& +27 b is not an integer multiple of P.
2)| If Fis over a power 2" of 2, ensure that

i) ais astring of m bits;

i) bis a string of m bits;

iy b=0.

d) Ensure that G is a point on the elliptic curve, that is, G = (x, y), where x and y are elements of the field F and
satisfy the defining equation.

1)| Ensure that x and y are elements in F.
2)| If Fis a field over a prime, ensure that y* = X’ + ax*-hin F.
3)| If Fis a field over a power of 2, ensure that y/4xy=x'+ax + bin F.
e) Ersure that G has order Q, that is, ensure thab G is not the point at infinity and that QG is the point at|infinity.
f)  Ersure that Q is a prime or has passed-an agreed upon probabilistic primality test.
g) Ensure that the MOV condition helds. The MOV condition is verified as follows: Input is a threshold B, a prime
power g, and a prime n (where-Ixis a prime divisor of the number of points of the elliptic curve which |is defined
over the field of order g). Output is "True”, if MOV condition is satisfied, "False” otherwise. It is sugggested that
B ¥ 20 is an appropriate yalue for B. Process as follows:
1) sett=1.
2)| Fori=1to¢B-do:
3) Setvt'=tgmod n.

AN\ If t= 1, then output "False”, and stop.

5) End For
6) Output "True”.

NOTE The MOV condition implies that the number of points on the curve is not equal to the number of elements of the
underlying field plus one.

h) Ensure that the curve is not anomalous. This is verified by checking that the number of points on the curve is
not equal to the number of elements of F.

i) Ensure that Q divides the number of points on the curve, but that @’ does not.
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A.2.2 Verification key validation

Given that the domain parameters have been validated, a candidate verification key Y may be validated for
arithmetic conformance with this standard by doing the following:

a) Ensure that Yis a point on the elliptic curve, that is, Y = (x,y ), where x and y are elements of the field F and
satisfy the defining equation.

1) Ensure that x and y are elements in the field F.

2) I[‘F iSa frettrover a prime, ensure that =X+ a X + o the fietd:
3) If Fis a field over a power of 2, ensure that y* + xy = x’ + a X + bin the field.

b) Ensure that Y has the correct order, that is, Y'is not the point at infinity and QY is the point at infinity.
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Annex B
(informative)

Numerical examples | — Signature mechanisms on finite fields

Throughout this annex we refer to ASCII coding of data strings; this is equivalent to coding using ISO 646.

B.1 H

P

leng

G

Signatdire key X

Verificd

Rando

Pre-sig

Messa

ition key Y

mizer K

nature 77

jeto be

xamples with partial recovery

ffffffff ffffffff cOOfdaa2 2168c234 c4c6628b 80dclcdl 29024e08 8a67cc’4

020bbea6 3b139b22 514a0879 8e3404dd ef9519b3 cd3a431lb 302b0a6d f25f1487

4fe1356d 6d51c245 e485b576 625e7ec6t f44c42e9 a637ed6b Obffoche f406b7ed
ee386bfb 5a899fa5 ae9f2411 7c4blfe6 49286651 ece65381 ffffffff ffffffff

Tftfffff ffffffff e487ed51 10b461la 62633145 c06e0e68 94812704 4533e63a
0105df53 1d89cd91 28a5043c c71a026e f7ca8cd9 e69d218d 98158536 f92f8albp
a7f09ab6 b6a8el22 f242dabb 312f3f63 7a262174 d31bfob5 85ffae5b 7a035bf6
f71c35fd ad44cfd2 d74f9208 be258ff3 24943328 f67329c0 ffffffff ffffffff

1023 bits

2

fcf63b30 a349edc2 b135b0d4 fbcf290008c9de512 d033dbd5 32e513c3 b2501eff
c3baedab f1368abc 4f5643el 0f737660 c9aa959f 8362bc82 7771f89e 88albchbg
3276d52b 3elabOfc f398c937 9370241e 66b87ef9 78555971 3282a0ac 7call239
976f6605 29b4bc4c 7d0c941219ac52410 3aleed44 flaaa99f b1791059 0378b037

ab44638a d770ce35 c5286db8 3cl24a77 f382bc7c ed585501 371928f8 1bc5eblLf
da841361 08beabl8 e84f46d6 5cd0a9f2 4a00998d 37312a2e f28f7370 b95ceTf]
2ceeObe9 1457beb0( 9fe790f1 e31del99 1ca3b8db 7de3fl3c 8add8e02 5eaa7adl
3ee276da 364bf447, 52022ca5 48133f7c 57e94a0c 20chff8e 98660f98 e034fe4dc

1698cc3 2a59174b 93511339 528fb5d8 ba386493 85630f0a 9624f5ab 7l1a5cci9
29c63f3e 0e36a339 207685a4 12cec6ad 3f0ae734 bfd30703 83109786 101b036d
e83b4954 048217c2 6d76a398 f7afd556 9elcfo08 091be435 delOc379 35aa8896
ee34df2a’ 1b29866f 29256eab5 8e2c2558 0cd65489 99579211 c5aad05f ddbda767

Oebe1b0Ob baf3c121 ff29d858 7c¢35e42b 5614ff11 aad40ceed 454c57b6 dd3a7ee(

1732420e 7c¢8c7b18 2c7aaccc 52c¢798c0 2ec6e2bc bb67256e 032c0el3 2eaaB8da8

1dab8404 73e81f61 912827b6 23d65fac 29f5414a 2ce7ce88 07fe6891 c58aaf0%
e8546e83 196b0f62 6873befe 51cOb7e3 bB8ac49b2 5f416791 eOdacc23 f41f25d%

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghukImnopqrstuvwxy20123456789

signed

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghukImnopqrstuvwxy20123456789
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789

41424344 45464748 494adbdc 4d4e4f50 51525354 55565758 595a6162
6768696a 6b6c6d6e 6707172 73747576 7778797a 30313233 34353637
43444546 4748494a 4bdcddde 41505152 53545556 5758595a 61626364
696a6b6c 6d6e6f70 71727374 75767778 797a3031 32333435 36373839
45464748 494adb4c 4d4e4df50 51525354 55565758 595a6162 63646566
6b6cbd6e 6f707172 73747576 7778797a 30313233 34353637 38394142
4748494a 4b4c4dde 4f505152 53545556 5758595a 61626364 65666768
6d6e6f70 71727374 75767778 797a3031 32333435 36373839
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B.1.1 Example with hash-function SHA-1 (Dedicated Hash-Function 3 of ISO/IEC 10118-3)
Length of hash-token L 21 bytes
Recoverable length L. 00000000 0000006a

Non-recoverable length L, 00000000 0000008e

Hash-code 005e4e9b e8c9a202 80ffab58 d9927041 80dcc44d
Hash-fungtion identifier 33
Data input D 5e4e 9be8c9a2 0280ffab 58d99270 4180dccd4 4d334142 43444546

4748494a 4b4dcddde 41505152 53545556 5758595a 61626364 65666768
696a6b6c 6d6e6f70 71727374 75767778 797a3031 32333435-36373839
41424344 45464748 494adbdc 4d4e4f50 51525354 55565758 595a6162
63646566 6768696a 6b6c6d6e 6f707172

First part pf signature R Oebc795a 56dc8ac4 01aad803 d50f769b 9795dbd5 . f774102f 88909cfd
2482c82a c27e8f5¢c chdcccba 7fcf0222 aalff2la 90294621 20cd8cd6
6c96797f 9c18fc18 8f1df778 e95e96da 0Oaa257€7 560993el 602c7983
6e2allcc 4d44afda Oed4fa52 35a2bdd3 6abd62b6 bdcal656 ablb1946
1c10af18 c6a9d0fc 4c473992 638f9747

Second pjrt of signature S 1ecf7056 cac6b0d4 a951f8b6 9e9c191f930al0le f3f891ff d1636615
b2444590 claOe3ee af8f701d 4a796761 d64fcda2 7622fe9f f0645eba
6179747 2bafcObf f487efd0 2d2cadcl 7705ale6 0c68c6a9 fadd5cab

43988d5f a338f5el 5bb59edf 4dcebecc 2c8832f2 a0565e81 1696845
2f99aeb59 ad24c5d8 bb70a148\.9f65a37d

B.1.2 Example with hash-function RIPEMD-160.(Dedicated Hash-Function 1 of ISO/IEC 10118-3)
Length offhash-token L 21 bytes
Recovergble length L. 00000000, 0000006a

Non-recoYerable length L., 00000000 0000008e

Hash-code 525d1604 e8a2a6f6 054ba7a9 ffc4al8e babOfe2b
Hash-fungtion identifier 31
Data input D 525d16 04e8a2a6 f6054ba7 a9ffc4dal 8ebabOfe 2b314142 43444546

4748494a 4b4dcddde 41505152 53545556 5758595a 61626364 65666768
696a6b6c 6d6e6f70 71727374 75767778 797a3031 32333435 36373839
41424344 45464748 494ad4bdc 4d4e4f50 51525354 55565758 595a6162
63646566 6768696a 6b6c6d6e 6f707172

First part of signature R 0f0e7821 bfdc63c8 522400 2635a8cc e4cfb00f d572102f 88909cfd
2482c82a c27e8f5c cbdcccba 7fcf0222 aalff2la 90294621 20cd8cd6
6c96797f 9cl18fcl8 8fldf778 e95e96da Oaa257e7 560993el 602c7983
6e2allcc 4d44afda Oed4fa52 35a2bdd3 6abd62b6 bdcal656 ablb1946
1c10afl18 c6a9d0fc 4c473992 638f9747

Second part of signature S 3el1bf266 a2fe5226 79192ef9 14e4f648 3a89a3c4 87243e86 bheecfae9
dabbec98 eaff37d0 b3eaab2c 2308becc b3681577 9de664bb 4547c06¢c
8e456be2 24488268 649c30e2 ffb25460 86745066 20e5c853 d6194981
60722386 be38f463 dd820d10 32771638 7c874364 labll6eb 00421592
e70b7281 2746acfc 19b601fc 6de5a89d
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B.1.3 Example with hash-function RIPEMD-128 (Dedicated Hash-Function 2 of ISO/IEC 10118-3)
Length of hash-token L 17 bytes
Recoverable length L. 00000000 0000006e

Non-recoverable length L, 00000000 0000008a

Hash-code ab8fd266 ddddbddc 48d117ea f0968b0c
Hash-function identifier 32
Data input D ab8fd2 66ddddbd dc48d117 eaf0968b 0c324142 43444546 4748494a

4b4c4d4e 41505152 53545556 5758595a 61626364 65666768)-696a6bée
6d6e6f70 71727374 75767778 797a3031 32333435 36373839 41424344
45464748 494adbdc 4d4e4f50 51525354 55565758 59586162 63646566
6768696a 6b6c6d6e 6707172 73747576

First pgrt of signature R Of67aade 21d19edf db72a970 67267ab6 62474053 ed851433 8c94alln
2886cc2e 6829360 cfe0dO6e 83d30626 b429fc24 942d4a25 24d190da
709a7d83 a01d00lc 9321fb7c ed624f92 c35b5beb 5a0d97e5 6b37848¢
722e15d0 5148b3de 12d8fe56 39a6cld7 6ecl66ba clce2060 b5251d4a
2014b31c caadd500 504b3d96 67939b4b

Second part of signature S  64dc5bce 568cbObe 22ead7f7 d848a5éf fc34fdea 0flled67 ee24753f
655e72fa cOdl2fed da5f0c13 9c9di544 8cce2297 6a2b0fb0 00055fd8
4e0d38b9 86fde806 fc74eld4 ddd8144d dd5530al 66fd03aa 11003478
06e5678f 7dd9927a 5834cQd2” cdffbl5¢c 14dec608 bb6eac7c 15a3c6¢7
05de2a82 4b5a3e9f f4b26171 9b8dafl6

B.2 Hxample with total recovery

P 1°5654b2a4 8af38b0b 45b10960 41a7f552 4a97a065 fffObb31
94cae13e 38c2969e 527dc350 e5b32309 fc3342fb 741c4294 5402017
aaf8a23d 2ca4a294 27bd8clc 6384db95 5c944e40 c321a896 b4d5096
€869d23f 49bf2489 c918c3b3 6364907 3162512d 5ce35acc 858f70b6
daaf970e 0086badl 2062al127 a2afeee0 5dfd9e3d

o Rhad

Q 1 9cafd651 31c5c9a7 d546e3f9 4257724 220f1b07
leng 161 bits
G 1 3e2cfad2 bd5e8128 c6f968df 664ab926 9d3blae3 a558100p

22682671 46421b71 43eb37ef 659e992a 0746¢1df dc7b899e 735063d
€Z4agdcad 46185bbb 4ftel/ /4 62elsied 43eib8 /T cdabZZbi 13097853
d5al1f723 bcde771f 903b7cOa 89974ab2 efc94b69 4590b2bl 02ed7160
f207d18b 0c748186 34118dbe clff775a b3al6be4d

=

Signature key X 478bbe64 7cd50ef3 67ebe30f dcl0c9e0 lce37fb5

Verification key Y 6ce2e099 1ca9f778 571ab62d d535bbd7 260a481f 19619944 0739667f
5978cc7c 7eb25030 d3abebda b599claf 6414bed8 3505e2c0 8ad2acf7
f2fdab50 6963399c f5b7303d 8953b565 edbOefee 6d8ae8af eebal890
63c72571 b586092b 1fc0fad9 d1f82cd0 6bf307bc a385dc4c 1a8cfc87
9bc622d1 135277ac 7264ebef blfd4127
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