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Foreword

ISO (the International Organization for.Standardization) and IEC (the
International Electrotechnical Commission) form the specialijed system

for worldwide standardization. National' bodies that are meml

ers of ISO

or IEC participate in the development of International Standarfs through

technical committees establishéd by the respective organizat

on to deal

with particular fields of technical activity. ISO and IEC techhical com-

mittees collaborate in fields’ 6f mutual interest. Other intern
ganizations, governmental and non-governmental, in liaiso
and IEC, also take partin'the work.

tional or-
with 1SO

In the field of information technology, ISO and IEC have esthblished a

joint technical committee, ISO/IEC JTC 1. Draft International
adopted by théjoint technical committee are circulated to na

Standards
ional bod-

ies for voting. Publication as an International Standard refjuires ap-

proval byial least 75 % of the national bodies casting a vote.

Interpational Standard ISO/IEC 9796 was prepared by Joint
Committee ISO/IEC JTC 1, Information technology.

Annexes A, B, C and D are for information only.

Technical

i


https://standardsiso.com/api/?name=86dbf16f3b6c23c6c53ca7bce68e8f26

ISO/IEC 9796 : 1991 (E)

Introduction
A digital sighature in electronic exchange of information is a counterpart to a
handwritten|signature in classical mail.
Most digital|signature schemes are based upon a particular public-key system.
Any public-kpy system includes three basic operations:

— a progess producing pairs of keys: a secret key and a public key;

— a progess using a secret key ;

— a progess using a public key.
In any public-key digital signature scheme, the secret key is involved in a
signature prpcess for signing messages, and the public key jis-ihvolved in a
verification [process for verifying signatures. A pair of keys for a digital

signature s
verification K

Two types 0

— Wher
the schd
hash-fun

— Wher
specific
scheme

This Interng
messages of

This digital
verification.

heme thus consists of a "secret signature~-key" and a "public

ey".

[ digital signature schemes are clearly-identified.

the verification process needs the message as part of the input,
me is named a "signature schieme with appendix’. The use of a
ction is involved in the calculation of the appendix.

the verification processyreveals the message together with its
redundancy (sometinges—cCalled the "shadow of a message'), the
is named a "signaturé.scheme giving message recovery".

tional Standafd specifies a scheme for digital signature of
limited length.

signature scheme allows a minimal resource requirement for
It does not involve the use of a hash-function and it avoids the

known attac

s against the generic algorithm in use

The message need not be in a natural language. It may be any arbitrary string
of bits of limited length. Examples of such messages are cryptographic key

materials an

d the result of hashing another, longer message, which is also

called the "imprint of a message”. A characteristic example is a structured set

of a few str
one of these

ings of bits generated by cryptographic software and hardware,
strings coding control information produced within the hardware.

NOTE — The use of this International Standard may involve patented items.
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Digital signature scheme giving message recovery

- [ o JUp™ gy

i Ocgpe

This Intprnational Standard specifies a digital signature
scheme|giving message recovery for messages of limited
length apd using a public-key system.

This digiftal signature scheme includes

— a|signature process using a secret signature key
and p signature function for signing messages;

— a|verification process using a public verification key
and |a verification function for checking signatures
whilg¢ recovering messages.

During the signature process, messages to be signed.are
padded pnd extended if necessary. Artificial redundahgy is
then added, depending upon the message ifself. No
assumpfion is made as to the possible presence of natural
redundahcy in the messages. The artificial redundancy is
revealed by the verification process. The removal of this
artificial fedundancy gives message recovery.

This Intlernational Standard does\.ot specify the key
productfon process, the sigdature function and the
verificatjon function. AnnexA) gives an example of a
public-kgy system includifg “key production, signature
function| and verificatiod fuhction. The various steps of
these ogerations are illustrated by examples in annex B.

Some pgrameterslin’ the scheme are related to security:
this IntefnationahStandard does not specify the values to
be useq infofder to reach a given level of security.
Howevel, (this International Standard is specified in such a

3 Symbois and abbreviations
MP Padded mesgsage

ME Extended‘message

MR Extefided message with redundancy
IR [htermediate integer

X Signature

kg Length of the signature in bits

IR’ Recovered intermediate integer

MR'  Recovered message with redundancy

MP' Recovered padded message

Sign Signature function under control of |[the secret
signature key

Verif  Verification function under control of|the public
verification key

mod z Arithmetic computation modulo z

u Nibble

I1 Permutation of the nibbles
m Byte

S Shadow of the bytes

XII'Y  Concatenation of strings of bits X and

X®Y Exclusive-or of strings of bits Xand Y

NOTES

way as 1o TrTTTTIZE e requiled Lhdngeb T its—use it
some of these parameters have to be modified.

2 Definitions

For the purposes of this International Standard, the
following definitions apply.

2.1 message: String of bits of limited length.

2.2 signature: String of bits resulting from the signature
process.

1 All integers (and all strings of bits or bytes) are written with
the most significant digit {or bit or byte) in left position.

2 The hexadecimal notation, with the digits O to 9 and A to F,
is used in table 1 and in annex B.

4 General overview

The next two clauses specify
— the signature process in clause 5;

— the verification process in clause 6.
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Each signing entity shall use and keep secret its own
signature key corresponding to its own public verification
key.

Messages to be signed shall be padded and extended if
necessary. Redundancy is then added according to rules
specified in clause 5. From the extended messages with
redundancy, signatures shall be computed using the
secret signature key as specified in clause 5.

Number z multiplied by sixteen shall be less than or equal
to number ks+3. Consequently, the number of bits of the
message to be signed shall be at most 8 times the largest
integer less than or equal to (ks+3)/16.

5.2 Extension

Number t, to be used later on, is the least integer such
that a string of 2t bytes includes at least ki1 bits.

Each verifying entity should know and use the public
verification key specific to the signing entity. A signature
shall be accepted if and only if the verification process
specified in cJause 6 is successful.

NOTE — The production and the distribution of keys fall outside
the scope of this International Standard.

5 Signatyre process

Figure 1 summarizes the signature process.

Message

Padding

Extension
i

Redundancy

Truncation and forcing

Signature production

Signature

Figure 1 — Signatuare process

NOTE — A go¢d implementatiefi-of the signature process shouid
physically protect the operations in such a way that there is no
direct access|to the signature function under control of the
secret signatufe key.

5.1 Paddin?

Tl + pu | pu | A AL o L - .l -
rerexXtentet—MMeSsSage v 1S optameu oy repeatn gy the z
bytes of MP, as many times as necessary, in.drdgr and
concatenated to the left, until forming a stringrefit bjtes.

For i valued from 1 to t and j equal to /-1 dmed 2) pllis one
(/ is therefore valued from 1 to z), the-th byte ¢f ME
equals the jth byte of MP.

ME = ... m,Il ... 1y Iy
< t bytes >

NOTE — Number z is less thapror\equal to number t. The pquality
may occur only if kg is congruent-to 13, 14, 15, 0 or 1 mod|16.

5.3 Redundancy

The extended méssage with redundancy MR is oltained
by interleaving/the t bytes of ME in odd positiond and t
bytes of redundancy in even positions. Altered by irjdex r,
the leastisignificant nibble of the 2z-th byte of MR|codes
the message length by its value and its position.

For rvalued from 1 to ¢,
— the (2/~1)-th byte of MR equals the ith byte off ME;

— the 2/th byte of MR equals the image of the /-th
byte of ME according to the shadow S specified in
table 1, except for the 2z-th byte of MR which pquals
the exclusive-or of index r with the shadow of the zth
byte of ME.

MR = ... Sim) ® ril myll ... Stmy) Il my I Sty 1l oy

<————————————— 2t bytes >

NOTE — The computation of the 2t bytes of MR (mr,, {o mr}
from the z bytes of MP (mp, to mp,) is performed by 4pplying
successively the following three formulae for jvalued fron] 1 to t.
Jr=U1mod 2+1; mn = mp;; mn; = Simp;)
Finally, the 2z-th byte is altered by index r.
mry, =r®mn,

5.4 Truncation and forcing

The intermediate integer /R is coded by a string of ks bits
where the maost cignifin:nf bit isvalued-to-1 andIvhere

The message is a string of bits. This string of bits is
padded to the left by 0 to 7 zeroes so as to obtain a string
of z bytes. Index r, to be used later on, is the number of
padded zeroes plus one. Index ris thus valued from 1 to 8.

Consequently, in the padded message denoted by MP, the
8z+1-r least significant bits are information bearing.

MP = m, Il myq 11 ... my Il my

m, = (1 padded zeroes) Il (9-r information bits)

the ks~1 least significant bits are those of MR, except for
the least significant byte which is replaced. If uy Il iy is the
least significant byte of MR, then the least significant byte
of IR shall be u1 11 6.

5.5 Signature production

The signature X is obtained as a string of kg bits by
applying to /R the signature function under control of the
secret signature key.

2 =Sign(IR)
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Table 1 — Permutation J] and shadow S

1991 (E)

u

0 1 2 3 4 5

6

7 8 9 A B C D E F

I

E 3 5 8 9 4

2

F 0 D B 6 7 Al C 1

If nibble u consists of the bits a4 a3 a, a;, then under the permutation [T, its image denoted by [T{u) consists of the bits

yonoael, geaeael, ygeapeael; azea oa.

If byte m consists of the nibbles p, g4, then under the shadow S, its image denoted by S(m) consists of the nibbles I1(u,) ITiy).

6 Ver

Figure 2

ification process

summarizes the verification process.

Signature

specified in table 1, if ug Il u3 Il o Il B are the four least
significant nibbles of /R’, then the léast signifitant byte of

MR shall be T (ug) Il .
MR" = mg Il mge ... my Il my

‘k NOTE — The strings MR afd’ MR' may be unequgl. The string
- : MR’ consists of the k1 least significant bits of MA padded by 0
Signature opening to 15 zeroes in the most\significant bits.
Yes| No Reject
l I > From the 2t bytes of MR', t sums are [computed.
Message recovery According to/the shadow S specified in tabld 1, the i-th
) sum equals the exclusive-or of the 2/th byfe with the
Yes | No ] Rejecit shadow ©f the (2/-1)-th byte.
Redundancy checking my; @ Slmyiq)
Yes¢ No | Rejec;t The signature X shall be rejected if the t sums afe null.
Recovered message Number z is recovered as the position of the flrst non-null
(Signature accepted) sum. The recovered padded message MP'is the string of
the z least significant bytes in odd positions in MR".
Figure 2 — Verification process ,
MP' = Moz Il myz3 I... mpig ... mg | m
6.1 Signature opening Index r is recovered as the value of the leas{ significant
nibble of the first non-null sum.
The signature X is transformed intd\the recovered ) ) . )
intermedgliate integer /R’ by applying/to,¥ the verification The signature X shall be rejected if index r is[not valued
functionfunder control of the publig'verification key. from 1 10 8, and also if the =1 most significant |oits of MP
) are not all null.
IR’ = Verif( ¥) ) | )
my,1 = (=1 padded zeroes) Il (9-r information bits)
The sigrjature X shall be rejected if /R'is not a string of kg ) ]
bits where the most sighificant bit is valued to 1 and The message is recovered as the string of the §z+1-r least
where the least signifi€ant’nibble is valued to 6. significant bits of MP".
6.2 Megssage recovery 6.3 Redundancy checking
The redovefed message with redundancy MR’ is the The signature X shall be accepted if and only|if the ks-1
string qfC2t "bytes where the 1-kg (mod 16) most least significant bits of MR’ are equal to the|ks—1 least
significabt-bits-are-nui-and-where-thek—Heast-significant signitieant-bits—ef-anetherextended-message—with redun-

bits are those of /R’, except for the least significant byte
which is replaced. According to the permutation [T

dancy computed from the recovered padded message

MP" according to 5.2 and 5.3.
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Annex A
(informative)

Example of a public-key system

A.1 Definitions
Modulus : Integer constructed as the product of two
primes.

Public verification key: Modulus and verification
exponent.

Secret signature key : Signature exponent.

A.2 Symbpls and abbreviations

RR Representative element

IS Resulting integer

n Modulus

k Length of the modulus in bits

b q Ptime factors of the modulus

v Verification exponent

s S|gnature exponent

lcm(a, b)  Least common multiple of integers.a and b
(al n) Jacobi symbol of a with respegttosn

NOTE — Let g be an odd prime, and let g_be-a positive integer.
The Legendre|symbol of integer a with respect to prime p is
defined by the| following formula.

(al p) = aPH230d p

fordigitalsignmature

When integer
of integer a w
depending on

The Legendre

b is not a multiple-of p, then the Legendre symbol
th respect to'prime p is valued to either +1 or -1
ivhether integer a is or is not a square modulo p.

Eymbol of multiples of p with respect to prime p is

null.

Let n be an odd pesitive integer, and let a be a positive integer.

The public verification exponent may’be standardized in
specific applications.

NOTE — Values 2 and 3 may have‘some practical advantages.

A.3.2 Secret prime factors and public modulus

Each signing entity‘shall secretly and randomly sele¢t two
distinct odd primes p and g subject to the follpwing
conditions.

— If W5 odd, then p-1 and g-1 shall be coprime o v.

= If v is even, then (p-1)/2 and (g-1)/2 shpll be
coprime to v. Moreover, p and g shall npt be
congruent to each other mod 8.

The public modulus n is the product of the secret|prime
factors p and gq.
n=pq

The length of the modulus is k. Number k shall equal|kg+1.

NOTES

1 Some additional conditions on the choice of primes may well
be taken into account in order to deter factorization pf the
modulus.

2 Some forms of the modulus simplify the modulo refluction
and need less table storage. These forms are

F n=28%¢c of length :  k = 64xbits,

64x+

Xy, -
Fx, v+ N= 2 ¢ oflength: k= 64x+1 bits,

where : 1<y<2x and ¢ <28 < o¢.

The Jacobi symbol of integer a with respect to integer n is the
product of the Legendre symbols of integer a with respect to
the prime factors of n.

Therefore if n=pgq, then(aln)=(alp)lalq.

The Jacobi symbol of any integer a with respect to any integer n
may be efficiently computed without the prime factors of n.

A.3 Key production
A.3.1 Public verification exponent

Each signing entity shall select a positive integer v as its
public verification exponent.

4

In the negative forms, all the bits of the y most significant bytes
are valued to one, up to a quarter of the length of the modulus.

In the positive forms, after a single most significant bit valued to
one, all the bits of the y most significant bytes are valued to
zero, up to a quarter of the length of the modulus.

A.3.3 Secret signature exponent

The secret signature exponent is the least positive integer
s such that sv-1 is a multiple of

— leml(p-1, g-1)if vis odd;
— 1Elcm(p—l, g-1) if vis even.
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A.4 Signature function

The intermediate integer [R is a string of k-1 bits
computed as described in 5.4.

The representative element of /R with respect to nis
denoted by RR.

— If vis odd, then RRis IR.

ISO/IEC 9796 : 1991 (E)

A.5 Verification function

The signature Y is a positive integer less than n/2 which
shall be raised to the power v modulo n for obtaining the
resulting integer /S.

The recovered intermediate integer /R’ is then defined by
the following decoding.

— If /S is congruent to 6 mod 16, then /R’is IS.

1 if \'’4 I.b [SA"A~R] tJlI\.ll If (I’R ; ll; =] 't"l, L;Ib’ll RR Eb I‘I'r:ll
—If visevenandif (IRl n) =-1, then RRis IR/2.

NOTE + If v is even, then the Jacobi symbol of RR with respect
to nis forced to +1.

AR shpll be raised to the power s modulo n. The signature
2 is either the result or its complement to n, the least one.

> =min { RR® mod n, n—~(RR® mod n) }
This defines the signature function "Sign".

2 =Sign(/R)

— If n-IS is congruent to 6 mod 16, then ||[R"is n-/S.

Moreover, when v is even,
—if ISis congruent to 3 mod8,then /R'is 2/S;
—if n—IS is congruent to @mod 8, then IR is 2(n-IS).

The signature X shall bedejected in all the other cases, and
also if /R’ does not lie_in\the range from 252 tp 2511,

This defines the veérification function "Verif".

IR = Verif( )
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Annex B
(informative)

B.1 Examples with public exponent three

B.1.1 Key ]>roduction
i

The public veffication exponent vis 3.

Therefore the| secret prime factors are both congruent to
2 mod 3.

p= BR09106C 754EB6FE BBC21479 9FF1B8DE
184CBB7A  7A782B15 7C1BC152 90A1A3AB

46EB39 EO3BEAB6 21D03C08 BBAE6B66

q= 16
CFF955B6 4B4F48B7 EE152A32 6BFB8CB25

The public mddulus n of 513 bits is of the form 2°12 +.¢;
with 2¢> P> ¢ (form Fx, y, + With x =8 and(y » 16).
n=pg= 1 0p0O000OO 00000000 00000000 00000000
BBA2D15D BB303C8A 21C5EBBCNBAE5S2B71

b087920 DD7CDF35 8EA119KD) 66FB0640
2ECBCE6 92FOAOB8 E8321B04 1ACD40B7

— N

The secret signature exponent s is {(a=p—g+3)/6.

s= 2AAAAAAA AAAAAAAA/AAAAAAAA AAAAAAAA
CPFO783A 49DDSREC 5AF651F4 C9DODCI2
8]C96A3F 16AB5F95 72D7CC3F 2DOF25A9
DBF1149E 4€BC3227 3FAADD3F DASDCDA7

B.1.2 Length of the variables

— Hustrative-examples
related to annex A

The hexadecimal notation is used.

B.1.3 Example 1

This example illustratesipadding, extension and trungation
for signing a message‘of 100 bits.

C BBAA 9988 7766 5544 3322 1100

Signatureprocess

Afterpadding four zeroes to the left, the padded mefpsage
MP\is"a string of 13 bytes. Therefore z=13 and r=5.

MP = 0C BBAA9988 77665544 33221[100

The extended message ME results by repeating the 13
successive bytes of MP, in order and concatenated {o the
left, until obtaining a string of 32 bytes.

ME = 55443322 11000CBB AA998877 66554433
2211000C BBAA9988 77665544 33227100

The extended message with redundancy MR is a strjng of
64 bytes obtained by interleaving the 32 bytes of M and
32 bytes of redundancy. An alteration of the 26-th byte
(E2) codes the message border.

MR = 44559944 88335522 3311EE00 E70C6pBB
BBAADD99 0088FF77 22664455 99444833
55223311  EEOOE20C 66BBBBAA DD99(088
FF772266 44559944 88335522 3311EE00

The intermediate integer /R results from MR by trungating
to 511 bits, by padding to the left one bit valued to | and

Number z is a positive integer less than or equal 1o k+2
divided by 16. Number tis the largest integer less than or
equal to k+13 divided by 16.

Consequently, when number k is 513,

— number z is valued from 1 to 32, the messages to
be signed are strings of 1 to 256 bits, and the padded
messages MP and MP’ are strings of 1 to 32 bytes;

— number t is 32, the extended messages ME are
strings of 32 bytes, and the messages with
redundancy MR and MR are strings of 64 bytes.

Moreover, the intermediate integers /R and /R’ and the
signatures ¥ are strings of 512 bits (k-1 bits).

6

by replacingthe least significantbyvte—ptat =00 is
Y ) Y+

L P Ladl|
replaced by uq Il 6 = 06.
Because v is odd, the representative element RR is IR.

RR=IR=  C4559944 88335522 3311EE00 E70C66BB
BBAADD99 0088FF77 22664455 99448833

56223311 EEOOE20C 66BBBBAA DD990088

FF772266 44559944 88335522 3311EE06

RAR is raised to the power s modulo n. The signature X is
here the complement to n of the result.

2= 309F873D 8DED8379 490F6097 EAAFDABC
137D3EBF DB8F25AB5 F138D56A 719CDC52
6BDD022E A65DABAB 920A8101 3A85D092
E04D3E42 1CAAB717 CO0D89EA 45A8D23A
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Verification process
The signature X is less than n/2. The resulting integer IS is
obtained by raising X to the power 3 modulo n.

I1S= 3BAA66BB 77CCAADD CCEE11FF 18F39944
FFF7F3C4 BAA73D12 FF5FA767 21A0A33D

ISO/IEC 9796 : 1991 (E)

The extended message with redundancy MR is a string of
64 bytes.

MR = 1DFEA7DC 6BBADO098 F2764954
1CFEA7DC 6BBAD098 F2764954
1CFEA7DC 6BBAD098 F2764954
1CFEA7DC 6BBAD098 F2764954

85323E10
85323E10
85323E10
85323E10

CFE6460E EF7BFD29 27E55E52 896205B7 . . . .
13756A80 4E9B0774 SFFECSE1 E7BB52B1 The intermediate integer /R results from MR by truncating
to 511 bits, by padding to the left one bit valued to 1 and
The interrrediate—integers—are—strngs—oi-bt2—bits—where byreplacing-the-leastsignificant-byte

the mdst significant bit is valued to 1 and the least
significant nibble is valued to 6. Because n is here
congrugnt to 7 mod 16 and /S to 1 mod 16, the recovered
intermefliate integer /R"is n-/S.

IR'=n-IF = C4559944 88335522 3311EE00 E70C66BB
BBAADDS99 O0088FF77 22664455 99448833
55223311 EEOOE20C 66BBBBAA DD990088
FF772266 44559944 88335522 3311EE06

The recpvered message with redundancy MR'is here the
string of 64 bytes where a padded zero is followed by the
511 ledst significant bits of /R’, except for the least
significant byte; according to the permutation J] stating
I100) = &, EEO6 denoted by ug Il u3 Il up 116 is replaced by
g W g || TF (pg) 11 o valued to EEQO.

MR' = 44559944 88335522 3311EE00 E70C66BB
BBAADD99 0088FF77 22664455 99448833
55223311 EEOOE20C 66BBBBAA DD990088
FF772266 44559944 88335522 3311EE00

The first non-null sum is the 13-th sum valued to 5. Thus
z=13 arld r=5. The recovered padded message MP’is the
string of the 13 bytes of MR' in the least significant_odd
positions.

MP' = 0C BBAA9988 77665544 33221100
The four most significant bits (r—1=4) of MP*are null. The
messade itself is recovered as the sfring of the least
significgdnt 100 bits (8z+1-r=100) of MR

C BBAA 9988 7766 5544)3322 1100
The sigmature is accepted because the 511 least significant
bits of the recovered message with redundancy MR are

recovered in the extedded message with redundancy
computed from MP', €xactly as MR from MP.

B.1.4 |Example 2

This exaniple'illustrates a simpler case: a 256-bit message

12 Lt

Because v is odd, the representative elemént AR is IR.

RR =IR= 9DFEA7DC 6BBAD098 F2764954 |85323E10
1CFEA7DC 6BBADO098 F£2764954 |85323E10
1CFEA7DC 6BBAD098'.52764954 | 85323E10
1CFEA7DC 6BBAD098, F2764954 | 85323E06

RR is raised to the power,ss\miodulo n. The signature Y is
here the result.

Y= 319BBIBEN.CB49F3ED 1BCA26D0 |FCF09BOB

0A508E4D
47D608FD
BFODA4B4

0BD43B35 0F959B72
CD248EAD A74FBE19
E1200243 A14ESCAB

CD25B3AF
990DBEB9
3F7E610C

Verification process

The'signature X is less than n/2. The resulting |nteger IS is
obtained by raising Y to the power 3 modulo n

Because /S is here congruent to 1 mod 16, thp recovered
intermediate integer /R is here /S.
IR'=1S= 9DFEA7DC 6BBAD098 F2764954
1CFEA7DC 6BBAD098 F2764954
1CFEA7DC 6BBAD098 F2764954
1CFEA7DC 6BBAD098 F2764954

85323E10
85323E10
85323E10
85323E06

The recovered message with redundancy MR is here the
string of 64 bytes where a padded zero is follqwed by the
511 least significant bits of /R’, except fof the least
significant byte; according to the permutatiop ]I stating
T1{(1) = 3, 3E06 denoted by ug Il uz Il up 11 6 is feplaced by
wa g I TFYua) | o valued to 3E10.

MR' = 1DFEA7DC 6BBAD098 F2764954
1CFEA7DC 6BBAD098 F2764954
1CFEA7DC 6BBAD098 F2764954
1CFEA7DC 6BBADO098 F2764954

85323E10
85323E10
85323E10
85323E10

The first non-null sum is the 32-nd sum valued to 1. Thus
z=32 and r=1. The recovered padded messagg MP'is the
string of the 32 bytes of MR'in odd positions.

i It Adaad o dadl it b g Al
1S nelth TP auGeTTTOT U/\tUIIUUU VVItII oSSt FROatSs

FEDC BA98 7654 3210 FEDC BA98 7654 3210
FEDC BA98 7654 3210 FEDC BA98 7654 3210

Signature process

The message is a string of 256 bits, coded over exactly 32
bytes. Therefore zis 32 and ris 1. The message equals the
padded message MP and the extended message ME.

ME = MP= FEDCBA98 76543210 FEDCBA98 76543210
FEDCBA98 76543210 FEDCBAS8 76543210

MP* = FEDCBA98 76543210 FEDCBA98 76543210
FEDCBA98 76543210 FEDCBA98 76543210

The recovered message is a string of 256 bits.

FEDC BA98 7654 3210 FEDC BA98 7654 3210
FEDC BA98 7654 3210 FEDC BA98 7654 3210

The signature is accepted because the 511 least significant
bits of the recovered message with redundancy MR' are
recovered in the extended message with redundancy
computed from MP’, exactly as MR from MP.
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B.2 Another example with public exponent three

B.2.1 Key production
The public verification exponent vis 3.

Therefore the secret prime factors are both congruent to
2 mod 3.

The extended message with redundancy MR is a string of
64 bytes obtained by interleaving the 32 bytes of ME and
32 bytes of redundancy. An alteration of the 26-th byte
(E6) codes the message border.

MR = F0780D89 DB9YABGAB 67BC7ACD E3013512
58238934 94454256 2F67F078 OD89DBIA
B6AB67BC 7ACDE601 35125823 89349445
42562F67 F0780D89 DB9AB6AB 67BC7ACD

p= 461908C5 405B7952 F69864C3 B0683002
86503030 5297A4BD 2F549A9D 37CFE027

q= 3 ABEC260F 3E2E0B2C 106C5164 6D471D9E
4783176 27010818 E54CC26F 7C0C892B

The public mpdulus n of 512 bits is of the form 2°'2 - ¢,

with 2c[> 24885 ¢ (form Fx, y, - with x=8and y = 3).

FFFFFF7F
{E0301ED
§F7DOF5A
1324DA25

A27087C3 5EBEAD78 412D2BDF
D494DF13 458974EA 89B36470
00A50779 DDF9F7D4 CB80B889
1AB60C4E C9EF2881 04B3858D

n=pgq=

The secret signature exponent s is (n-p-q+3)/6.

s= JAAAAA9S 45BDEBF5 E51FC794 OADCDCAS
5008052 4E18CFD8 8B96E8SD1 C19DE612
1B13FACO EB0495D4 7928E047 724D91D1
40F6968 457CE53E C8E24C93 62CE84B5

B.2.2 Length of the variables

Because number k is 512,

— number z is valued from 1 to 32, the messageslto
be signefl are strings of 1 to 256 bits, and the padded
messages MP and MP' are strings of 1 to 32 Hytes;

— numbkr tis 32, the extended messages ME are
strings |of 32 bytes, and the meSsages with
redundarjcy MR and MR’ are strings,of.64 bytes.

Moreover, the intermediate integefs JR and /R’ and the
signatures X |are strings of 511 bits“k-1 bits).

B.2.3 Example 3

This examplq illustrates padding, extension and truncation
for signing a message*of 100 bits.

1 19233445 5667 7889 9AAB BCCD

Thu H |tulumd;utc ;IItUBCI l'lr? ncou:ta flulll Ilvff? lUy orar Cating
to 510 bits, by padding to the left one bit valued'td 1 and
by replacing the least significant byte: uy by =|CD is
replaced by u, 11 6 = D6.

Because v is odd, the representative element RR is |R.

RR=1R= 70780D89 DB9AB6AB-67BC7ACD E301B512
58238934 94454256\ _J2F67F078 O0D8IPB9A
B6AB67BC 7ACDE6Q], 35125823 89349445
42562F67 F0780D89 DBY9ABGAB 67BCl7AD6

RR is raised to the power-s modulo n. The signature ¥ is
here the complementto.n of the result.

Y= 58E59FFB  4B1FB1BC DBF8D1FE 9AFA3730
C78A318A  1134F579 1B7313D4 8OFFP7AC
319B068E DF8F2129 45CBO9CF 33DFBOAC
EB4F4A06 3FCCAOB7 32F4B662 DC4H2454

Verification process

The signature X is less than n/2. The resulting integdr /S is
obtained by raising X to the power 3 modulo n.

IS = 8F87F1F5 C6D5D117 F70232AA 5E2BF6CD
A5DF78B9 404F9CBD 16218472 7C29B8D5
D8D1A79D 85D72178 ABE79FB1 424Cp443
DOCEAABD 2AO0DFEC4 EES5471D5 9CF70AB7

The intermediate integers are strings of 511 bits Wwhere
the most significant bit is valued to 1 and the| least
significant nibble is valued to 6. Because n ig here
congruent to 13 mod 16 and /S to 7 mod 16, the
recovered intermediate integer /R'is n-/S.

IR'=n-I1S= 70780089 DB9AB6AB 67BC7ACD E301B512
58238934 94454256 2F67F078 O0D89DBYA
B6AB67BC 7ACDE601 35125823 8934p445
42562F67 F0780D89 DB9ABEAB 67BCJAD6

The recovered message with redundancy MR’ is hefe the
string of 64 bytes where two padded zeroes are followed
by the 510 least significant bits of /R’, except for the least

Signature process

After padding four zeroes to the left, the padded message
MP s a string of 13 bytes. Therefore z=13 and r=5.

MP = 01 12233445 56677889 9AABBCCD

The extended message ME results by repeating the 13

successive bytes of MP, in order and concatenated to the
left, until obtaining a string of 32 bytes.

ME = 78899AAB BCCDO0112 23344556 6778899A

ABBCCDO1 12233445 56677889 9AABBCCD

significant byteaccording 1o the permutation I] stating
TIC) =7, 7AD6 denoted by ug Il uz Il up Il 6 is replaced by
g Wz Il TFY(ug) 1l pp valued to 7ACD.

MR'= 30780089 DB9ABG6AB 67BC7ACD E3013512
58238934 94454256 2F67F078 0D8IDBIA
B6AB67BC 7ACDE601 35125823 89349445
42562F67 F0780D89 DBYABGBAB 67BC7ACD

The first non-null sum is the 13-th sum valued to 5. Thus
z=13 and r=5. The recovered padded message MP'is the
string of the 13 bytes of MR' in the least significant odd
positions.

MP' = 01 12233445 56677889 9AABBCCD
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The four most significant bits (—1=4) of MP" are null. The
message itself is recovered as the string of the least
significant 100 bits (8z+1-r=100) of MP".

1 1223 3445 5667 7889 9AAB BCCD

The signature is accepted because the 510 least significant
bits of the recovered message with redundancy MR’ are
recovered in the extended message with redundancy
computed from MP’, exactly as MR from MP.

ISO/IEC 9796 : 1991 (E)

Signature process

The message is a string of 256 bits, coded over exactly 32
bytes. Therefore zis 32 and ris 1. The message equals the
padded message MP and the extended message ME.

ME=MP= F123E123 D123C123 B123A123 91238123
71236123 51234123 31232123 11230123

The extended message with redundancy MR is a string of
64 bytes

B.3 Hxamples with public exponent two

B.3.1 | Key production

The public verification exponent vis 2.

Therefdqre, one secret prime factor is congruent to 3 mod
8 and the other one is congruent to 7 mod 8.

p= 867EA672 E46B2BOA 35F2F2F2 719A1F3C
7EA05947 2B9DAES51 A1730A28 2CDDBBE3

MR = 12F15823 C3E15823 A3D15823/| 73C15823
63B15823 B3A15823 D3915823 | 03815823
F3715823 23615823 43515823 | 93415823
83315823 53215823 (33115823 | E3015823

The intermediate integer /R results by truncpting MR to
511 bits, by padding to the left‘one bit valued|to 1 and by
replacing the least significant_byte.

IR = 92F15823,~,C3E15823 A3D15823 | 73C15823
63B15823\._B3A15823 D3915823 | 03815823
F3715823/ 23615823 43515823 | 93415823
83316823 53215823 33115823 | E3015836

Because théacobi symbol of /R with respedt to n is -1,
the representative element RRis IR72.

E7468E3C 4869473F
8E47FB50 196544DC

q= 1

094E7406 60B04CB4
C81D4492 8301850F

The public modulus n of 513 bits is of the form 2512 c,

1 00000000 00000000
97518F6A D742E4E3
F1343952 4E5466C2
743E5D43 DYAAA91TE

with 2¢ > 2%84 > ¢ (form Fx y, + With x=8and y = 16);

00000000 00000000

ATEDC7F6 CBOR2226

D596A9F9 760EAD26
FO368F22 .-B87DF14D

The sedret signature exponent s is (n-p—g+5)/8"

s = 20000000 00000000 0006Q000 00000000
12EA31ED 5AE85C9C _743DB8FE D961E444
906DE094 642FFESF ( 32CAA860 1478A826
ACEAC115 9294F6BE -10D4C80D 0113D60C

B.3.2 | Length of the ¥ariables

RR = 1RY2'= 4978AC11
B1D8AC1
FOBBAC11
C198AC11

E1FOACT1
DSDOAC1T1
91BOAC11
A990ACT1

D1EBACT1
E9C8ACT1
ATABACT
9988AC11

BOEOAC11
81COACI
CSA0AC11
F180AC1B

RR is raised to the power s modulo n. The signature X is

here the result.

I= 6BA03660
1352E0D7
E7D097AE
FAF76FF2

Verification process

The signature } is less than n/2. The resulting

D7A9001D
8776623C
50624815

EC19C507

obtained by squaring ¥ mod n.

IS = 0 4978AC11
B1D8AC11
FOBBAC11
C198AC11

E1FOACT1
DIDOAC1T1
91BOAC11
A990AC11

533B01A6
926FF204
3024E3C1

9D11C723

D1EBACI
E9C8AC11
A1ABAC1
9988AC11

05CAFD2A
3B93E12B

7CFA565D
FOCE5071

integer IS is

BOEOAC11
81CO0AC1
C9A0ACT
F180AC1B

Becausp number k 19513,

— humber_2.Js’valued from 1 to 32, the messages to
be signed-are strings of 1 to 256 bits, and the padded

Because /S is here congruent to 11 mod 16, the recovered
intermediate integer /IR’ is here 2/S.

. . . IR'=21S= 92F15823 C3E15823 A3D15823 | 73C15823

mepsages' MP and MP" are strings of 1 to 32 bytes; 6315823 B3A15823 D3915823 | 03815823
— thumber tis 32, the extended messages MFE are F3715823 23615823 43515823 | 93415823
and the messages with 83315823 53215823 33115823 E3015836

strings of 32 bytes,
redundancy MR and MR’ are strings of 64 bytes.

Moreover, the intermediate integers /R and /R' and the
signatures X are strings of 512 bits (k-1 bits).

B.3.3 Example 4

This example illustrates the signature of a message of 256
bits with forcing the Jacobi symbol.

F123 E123 D123 C123 B123 A123 9123 8123
7123 6123 5123 4123 3123 2123 1123 0123

The recovered message with redundancy MR’ is the
string of 64 bytes equal to /R’, except for the most
significant bit forced to 0 and the least significant byte
which is replaced ([I1(5)=2).

MR' = 12F15823 C3E15823 A3D15823 73C15823
63B15823 B3A15823 D3915823 03815823
F3715823 23615823 43515823 93415823
83315823 53215823 33115823 E3015823

The first non-null sum is the 32-nd sum valued to 1. Thus
z=32 and r=1. The recovered padded message MP'is the
string of the 32 bytes of MR"in odd positions.
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MP' =

The recovered

F123
7123

The signature

F123E123 D123C123 B123A123
71236123

(E)

91238123

51234123 31232123 11230123

message is a string of 256 bits.

E123 D123 C123 B123 A123 9123 8123
6123 5123 4123 3123 2123 1123 0123

is accepted because the 511 least significant

bits of the recovered message with redundancy MR’ are

recovered in

the oxtended messaae ith rorlnnnlnnn\,/

RR is raised to the power s modulo n. The result is here

the signature ¥.

= 28910D1F OFC8332A 63AFE10A 37848404
84374DF9 EO0A92347 DD1966E5 976823EC
597A1AEC 0D24FE71 0934D49B 0CBO0412F
ESBA10CBO D39D1C06 207B0000 E9F33021

Verification process

computed from MP’, exactly as MR from MP.

B.3.4

Example 5

This last example illustrates the signature of a message of

256 bits with

ccn,
rcue

FEDC

ut forcing the Jacobi symbol.

ADQ TC A
BHUO /004

BA98 7654

4
i

3210
3210

Signature prjocess

The message
bytes. Theref

is a string of 256 bits, coded over exactly 32
re zis 32 and ris 1. The message equals the

padded messfge MP and the extended message ME.

ME = MP= F}
F

The extended

64 bytes.

MR = 1

The intermed
511 bits, by p
replacing the
Jacobi symbo
representativg

RR=1IR= 90
1
14
14

DCBA98 76543210 FEDCBA98 76543210
DCBA98 76543210 FEDCBA98 76543210

message with redundancy MR is a string of

FEA7DC
FEA7DC
FEA7DC
FEA7DC

6BBAD098
6BBAD098
6BBAD098
6BBAD098

F2764954
F2764954
F2764954
F2764954

85323E10
85323E10
85323E10
85323E )0

iate integer /R results by truncating MR to

adding to the left one bit valued to'1 and by
least significant byte. And_because the
of IR with respect to nis +1, IR is here the
element RA.

FEA7DC 6BBAD098
FEA7DC 6BBAD098
FEA7DC 6BBADOQ98
FEA7DC 6BBAD098

F2764954
£2764954
F2764954
F2764954

85323E10
85323E10
85323E10
85323E06

The signature X is less than n/2. The resulting integelr /S is

obtained by squaring ¥ mod n.

And because /S is here congruent to 6 mod 16, /S i
the recovered intermediate integer /R’

(=918 Cuiawe Wy .

IR"=1S=  9DFEA7DC 6BBAD098 F2764954 85323
1CFEA7DC 6BBAD098,~F2764954 85323
1CFEA7DC 6BBAD098\.F2764954 85324
1CFEA7DC 6BBADO98” F2764954 85323
The recovered message with redundancy MR’

string of 64 bytes equal~to /R’, except for the
significant bit forced 0.0 and the least significan
which is replaced (JJ:1(3)=1).

MR' = 1DFEA7DC 6BBADO098
1CFEA7DC 6BBAD098
ICFEA7DC 6BBADO098
YCFEA7DC 6BBAD098

F2764954
F2764954
F2764954
F2764954

85323
85323
85323
85323
The dirst non-null sum is the 32-nd sum valued to 1.
z=32 and r=1.

here

E10
E10
E10
E06

s the
most
byte

E10
E10
E10
E10

Thus

The recovered padded message MP' is the string of the 32

bytes of MR'in odd positions.

MP' = FEDCBA98 76543210 FEDCBA98 76543
FEDCBA98 76543210 FEDCBA98 76543

The recovered message is a string of 256 bits.

FEDC BA98 7654 3210 FEDC BA98 7654
FEDC BA98 7654 3210 FEDC BA98 7654

The signature is accepted because the 511 least sign
bits of the recovered message with redundancy M
recovered in the extended message with redun
computed from MP’, exactly as MR from MP.

210
210

3210
3210

ficant
' are
Hancy

10
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(informative)

Some precautions taken

11991 (E)

C1 L

The on
the poV

If vis
bits w
where

Ifvis
the req
And an

-
L

= -

o -
=

C.2 H

Owing
the foll

NOTE —
(see an
rhus,

egitimate arguments of the secret function

y legitimate arguments of the function "raising to
ver s modulo n' are the representative elements.

bdd, any representative element is a string of k-1
nere the most significant bit is valued to 1 and
he least significant nibble is valued to 6.

bven, then one forces to +1 the Jacobi symbol of
resentative elements with respect to modulus n.
y representative element is a string of

-1 bits where the most significant bit is valuedtg
nd where the least significant nibble is valued.to'6
Rin)=+1.

k-2 bits where the most significant bit.jg velued to
nd where the string of the three lgast significant
is valued to 3if (IR n) = 1.

limination of four operations

to the structure of the representative elements,
pwing four operationsZare eliminated.

- These informations)are the scope of a communication
hex D) presentéd-at Eurocrypt '90, a workshop held in
enmark, 1990:05-21/24.

against various potential attacks
related to annex A

Shift

No string of bits, ceding a representative elenent can be

shifted into anather representative element.

Complémentation

No*string of bits coding a representative elefnent can be

complemented into another representative el

Natural multiplication

The natural product (i.e. without involving t
modulo reduction) of a constant by a re
element is never another representative elem

Natural power

The natural v-th power (i.e. without involving
modulo reduction) of a constant is never a re
element.

As a matter of fact, an integer congruent to
is never a power; and an integer congruent td
is never an even power.

bment.

he use of a
bresentative
ent.

he use of a
presentative

b modulo 16
3 modulo 8
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