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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
egtablished—by—the—respective—o Rization with—part } oftechnical—activity- and IEC
hnical committees collaborate in fields of mutual interest. Other international organizations, governmental
d non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of irfformation
hnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

orga o O—GCa pa crel C O al

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Pari 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Sfandards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
International Standard requires approval by at least 75 % of the national bodies casting a vote.

tention is drawn to the possibility that some of the elements of this. document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

IJO/IEC 9594-9 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommunications and information.exchange between systems, in collaborption with
ITIU-T. The identical text is published as Rec. ITU-T X.525.(10/2012).

This sixth edition cancels and replaces the fifth® edition (ISO/IEC 9594-9:2008), which has been
technically revised. It also incorporates the Technical Corrigendum ISO/IEC 9594-9:2008/Cor.1:2011.

ISO/IEC 9594 consists of the following parts,.under the general title Information technology — Open Systems
Inferconnection — The Directory:

—t Part 1: Overview of concepts, models and services
— Part 2: Models

—  Part 3: Abstract service.definition

— Part 4: Procedures-for distributed operation

— Part 5: Pratocol specifications

— Part 6:Selected attribute types

—t ~Part 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks

— Part 9: Replication

© ISO/IEC 2014 — All rights reserved
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide Directory services. A set of
such systems, together with the Directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB) is
typically used to facilitate communication between, with or about objects such as application-entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:
= fronrdifferentmanfactores,
— under different managements;
—  of different levels of complexity; and
—  of different ages.
This Recommendation | International Standard defines the replication capabilities provided by Directory system agents

(DSA
This

defingd by other standards groups and industry forums. Many of the features defined™as optional in these frame

may
enhar

This g$eventh edition specifies versions 1 and 2 of the Directory protocols.

The f
desig
functi
negotj
Specit
1SO/1
Anng
Direg

Anng
defeg]

S) to improve the level of service to Directory users.

Recommendation | International Standard provides the foundation frameworks uponwhich industry profiles

be mandated for use in certain environments through profiles. This seveath~edition technically revise
ces the sixth edition of this Recommendation | International Standard.

rst and second editions specified only version 1. Most of the servicés and protocols specified in this editi
on unless all Directory entities involved in the operation havenegotiated version 2. Whichever version has
ated, differences between the services and between the-protocols defined in the six editions, except for

ically assigned to version 2, are accommodated using the rules of extensibility defined in Rec. ITU-T X
FC 9594-5.

fory shadow abstract service.

reports that have been incorporated te.form this edition of this Recommendation | International Standard.

an be
vorks
s and

pn are

ned to function under version 1. However, some enhanced services and protocols, e.g., signed errors, will not

been
those
1519 |

K A, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module for the

K B, which is not an integral part of this’Recommendation | International Standard, lists the amendments and

iv

Rec. ITU-T X.525 (10/2012)
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INTERNATIONAL STANDARD

RECOMMENDATION ITU-T

1

I nformation technology — Open Systems I nter connection —
The Directory: Replication

Scope

This Recommendation | International Standard specifies a shadow service which Directory system agents (DSAS) may
use to repllcate D|rectory information. The service allows D|rectory mformatlon to be repllcated among DSAs to

imprg
imprg

2

The f
const
were

editi
valid
valid

2.1

\ving the service provided to users of the Directory.

Nor mative refer ences

bllowing Recommendations and International Standards contain provisions which, throughreference in thi
tute provisions of this Recommendation | International Standard. At the time of publication, the editions ind
valid. All Recommendations and Standards are subject to revision, and partiesto“agreements based 0
Recommendation | International Standard are encouraged to investigate the possibilitysof applying the most
h of the Recommendations and Standards listed below. Members of IEC and- SO maintain registers of cur
International Standards. The Telecommunication Standardization Bureau of'the ITU maintains a list of cur
TU-T Recommendations.

Identical Recommendations| International Standards

Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open S
Interconnection — Basic Reference Model: The Basic'Model.

Recommendation ITU-T X.500 (2012) | | SO/IEC 9594-1:2014, Information technology — Open Sy
Interconnection — The Directory: Overview of\concepts, models and services.

Recommendation ITU-T X.501 (2012) |\'SO/IEC 9594-2:2014, Information technology — Open Sy
Interconnection — The Directory: Models.

Recommendation ITU-T X.509 (2012) | ISO/IEC 9594-8:2014, Information technology — Open S
Interconnection — The Directory:-Public-key and attribute certificate frameworks.

Recommendation ITU-T %.511 (2012) | ISO/IEC 9594-3:2014, Information technology — Open Sy
Interconnection — The Rirectory: Abstract service definition.

Recommendation FTU-T X.518 (2012) | ISO/IEC 9594-4:2014, Information technology — Open Sy
Interconnection— The Directory: Procedures for distributed operation.

Recommendation ITU-T X.519 (2012) | ISO/IEC 9594-5:2014, Information technology — Open Sy
Interconneetion — The Directory: Protocol specifications.

Recormmendation ITU-T X.520 (2012) | ISO/IEC 9594-6:2014, Information technology — Open S
Intereonnection — The Directory: Selected attribute types.

Recommendation ITU-T X.521 (2012) | ISO/IEC 9594-7:2014, Information technology — Open Sy
Interconnection — The Directory: Selected object classes.

Recommendation ITU-T X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Ab

ereby

5 text,
cated
n this
recent
rently
rently

stems
stems
stems
stems
stems
stems
stems
stems
stems

stract

Syntax Notation One (ASN. 1): Joecitication Of basiC notation.

Recommendation ITU-T X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Information object specification.

Recommendation ITU-T X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

Rec. ITU-T X.525 (10/2012)
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3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Basic Directory definitions

Thefollowing termis defined in Rec. ITU-T X.500 | ISO/IEC 9594-1.
—  (the) Directory.

3.2 Directory model definitions
The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:

a) distinguished name;

b) Directory information tree (DIT);
c) DSA-specific entry (DSE);

d) DSA information model;

e) DSA information tree;

f)  Directory system agent (DSA).

3.3 Abstract service definitions

Thefpllowing termis defined in Rec. ITU-T X.511 | ISO/IEC 9594-3:
a) request;

b) requestor.

34 Distributed operation definitions

The fpllowing terms are defined in Rec. ITU-T X.518 | ISO/IEC 9594-4:
a) accesspoint;

b) knowledgeinformation;

C) hame resolution;

d) naming context;

€) non-specific subordinate reference;

f)  subordinate reference.

35 Protocol definitions

The fpllowing term is defihed'in Rec. ITU-T X.519 | ISO/IEC 9594-5:
a) application-association.

3.6 Replication definitions

The fpllowing-terms are defined in this Recommendation | International Standard:

3.6.1 area pr efix: The sequence of RDNs and associated administrative information common to all entries wi

ithin a

replicated area.

3.6.2 attribute completeness. Indicates whether or not all user attributes are included in an entry-copy.

3.6.3 cache-copy: A copy of an entry (or part of an entry) whose consistency with its corresponding entry is

maintained by means outside the scope of this Directory Specification.

3.64 caching: The process of creating cache copies. This process is outside the scope of this Directory

Specification.
3.65 consumer reference: The access point of the shadow consumer.

3.6.6 entry-copy: Shadowed information from an entry.

2 Rec. ITU-T X.525 (10/2012)
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3.6.7 extended knowledge: Those subordinate and non-specific subordinate references that would be included as
subordinate knowledge if the replicated area were extended to the lower boundary of the naming context.

3.6.8 master DSA: The DSA which has administrative authority for a naming context. All adds, deletes and
modifications to entriesin this naming context are done by the master DSA. The master DSA may enter into shadowing
agreements with other DSASs to provide copies of a subset of a naming context (see unit of replication).

3.6.9 primary shadowing: Shadowing where the shadow supplier is the master DSA.
3.6.10 replicated area: A subtree of the DIT for purposes of shadowing.

3.6.11 replication: The process by which copies of entry and operational information are held by DSAs other than
the master DSA.

3.6.12 replication hase entry: The distinguished name of the raat vertex of areplicated area

3.6.13 secondary shadowing: Shadowing where the shadow supplier is not the master DSA.
3.6.14 shadow consumer: A DSA that receives shadowed information.

3.6.1% shadow operational binding: The relationship between two DSAS, one acting as a supplier of repljcated
information and the other as its consumer.

3.6.16 shadow service: The service provided to perform shadowing between two DSAS that have entered into pne or
morejshadowing agreements.

3.6.1T shadow supplier: A DSA that provides shadowed information. This DSA may or may not be the rmaster
DSA.

3.6.1 shadowed DSA specific entry (SDSE): A unit of shadowed information which is associated with a sgecific
name] it represents the information taken from a DSE which is shadowed.

3.6.1 shadowed information: The complete set of information.associated with a unit of replication. Shagowed
informnation is conceptually held both by the shadow supplier and the shadow consumer for the purposes of the shadow
protogol and comprises a tree shaped structure of shadowed DSES,

3.6.2 shadowing: Replication between two DSAs whereby shadowed information is copied and maintained|using
the Djrectory Information Shadowing Protocol.

3.6.21 shadowing agreement: The terms specific to-a particular agreement required for shadowing to occur befween
apainof DSAs.

3.6.22 subordinate completeness: Indicateswhether or not subordinate knowledge is complete for an entry-copy.
3.6.28 supplier reference: The accesspoint of the shadow supplier.

3.6.24 unit of replication: A specification of the information to be shadowed, including (optionally) suborglinate
know]edge information.

4 Abbreviations
For the purposes of thisRecommendation | International Standard, the following abbreviations apply:
ACI Access Control Information
DiB Directory Information Base
DISP  Directory Information Shadowing Protocol
DIT Directory Tnformation Tree

DMD  Directory Management Domain

DSA Directory System Agent

DSE DSA-Specific Entry

DUA Directory User Agent

LDAP Lightweight Directory Access Protocol

RDN Relative Distinguished Name

SDSE  Shadowed DSA-Specific Entry

TCP/IP Transmission Control Protocol/Internet Protocol

Rec. ITU-T X.525 (10/2012) 3
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5 Conventions

The term "Directory Specification” (as in "this Directory Specification”) shall be taken to mean Rec. ITU-T X.525 |
I SO/IEC 9594-9. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendations and all
parts of 1SO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e, the 1988 edition of the CCITT X.500-series Recommendations and the
I SO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e, the 1993 edition of the ITU-T X.500-series Recommendations and the
I SO/IEC 9594:1995 edition.

irectory Specification uses the term third edition systemsto refer to systems conforming to the third edition]of the
ory Specifications, i.e, the 1997 edition of the ITU-T X.500-series Recommendations hand the

irectory Specification uses the term fourth edition systems to refer to systems conforming to the fourth editjon of
rectory Specifications, i.e., the 2001 editions of Recs ITU-T X.500, ITU-T X.501, ITU-T X511, ITU-T X.518,
ITU-T X.519, ITU-T X.520, ITU-T X.521, ITU-T X.525, and ITU-T X.530, the 2000 editiofvof ITU-T X.509, and

irectory Specification uses the term fifth edition systems to refer to systems conforiming to the fifth edition jof the
ory Specifications, i.e, the 2005 edition of the ITU-T X.500-serigs) Recommendations and the

irectory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edit{on of
irectory Specifications, i.e., the 2008 edition of the ITU-T_9X.500-series Recommendations anfl the

irectory Specification uses the term seventh edition systems torefer to systems conforming to the seventh gdition
Directory Specifications, i.e., the 2012 edition of the\1TTU-T X.500-series Recommendations and the

irectory Specification presents ASN.1 notation in thebold Courier New typeface. When ASN.1 types and yalues

e. The names of procedures, typically referenced when specifying the semantics of processing, are differerjtiated
from pormal text by displaying them in bold Times:New Roman. Access control permissions are presented in italjcized
Timeg New Roman.

If thgitems in a list are numbered (as opposed to using "—"' or letters), then the items shall be considered steps in a
procedure.

6 Replication in the Directory

Replitated (copied) information can exist in the Directory. Shadowing is the mechanism for replication defined in this
Diredtory Specification.\Directory information can also be replicated by means outside this Directory Specifidation,
such fas caching. Any-such alternative means of replication will need to ensure that exactly one instance of| each
replideted entry is identified as the master copy if the Directory and DSA abstract services are to be used.

Servige controls provide the ability to control whether replicated information may be used in support of Dirgctory
opergions, regardless of the replication mechanism used to acquire the copy. DISP is protected by the undeglying
protogolas defined in Rec. ITU-T X.519 | ISO/IEC 9594-5.

6.1 Caching

One method of replicating Directory information is caching. Caching procedures are considered to be almost entirely
governed by local policies, and therefore outside the scope of this Directory Specification.

6.2 Shadowing

Another method of replicating Directory information is shadowing. An overview of the Directory information shadow
service is found in clause 7. Before shadowing can occur, an agreement, covering the conditions under which
shadowing may occur is required. Although such agreements may be established in a variety of ways, such as policy
statements covering all DSAs within a given Directory management domain (DMD), the shadowing is always between

4 Rec. ITU-T X.525 (10/2012)
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apair of DSA. The technical parameters for the subsequent shadowing are specified as part of the resulting shadowing
agreement. Components of the shadowing agreement are defined in clause 9.

Once the terms of the agreement have been established, the DSAs may initiate, modify and subsequently terminate the
shadowing agreement. This may be done through a shadow operational binding as defined in clause 8.

This shadowing service for the Directory is based on the models established in Rec. ITU-T X.501 | ISO/IEC 9594-2, to
satisfy the requirements outlined in Rec. ITU-T X.500 | ISO/IEC 9594-1. The protocol specification for shadowing and
conformance requirements are provided in Rec. ITU-T X.519 | ISO/IEC 9594-5. In addition, this Directory
Specification provides the definition of an operational binding for the purpose of initiating, modifying, and terminating
shadowing agreements between DSAs. This operational binding type is defined using the tools specified in
Rec. ITU-T X.501 | ISO/IEC 9594-2.

The Directory information shadow service is defined in clause 10. The actual shadowing occurs through the set of
opergions defined in clause 11. These operations accommodate the transfer of Directory information and updatesi|to the
shadgwed information.

The Wise of shadowed information by a DSA to satisfy a Directory request is described in Rec.ITU-T X|518 |
ISO/IEC 9594-4.

6.3 Shadowing functional model

In the standardized form of Directory replication, termed shadowing, a DSA may assuméthe role of shadow supplier,
the squrce of shadowed information, or shadow consumer, the recipient of shadowed information. The role playefl by a
DSA when engaging in standardized replication activities (shadow supplier or shadew:eonsumer) is always with respect
to angther DSA which plays the reciprocal role (shadow consumer or shadow suppli€r).

A given DSA may assume both roles, either:
—  with respect to different DSAs for the same or different units,of replication; or
— with respect to asingle DSA (which plays the reciprocalvrole) for different units of replication.

The shadowing functional model addresses two approaches to shadowing Directory information:

— aprimary shadowing policy requires that eachrshadow consumer receives its updates directly fram the
master DSA for the unit of replication;

— asecondary shadowing policy permits-a“shadow consumer to assume the shadow supplier rolg with
respect to shadow consumers not having a shadowing agreement directly with the master DSA.

The ¢haracteristics of these two policies and@heir approach to addressing performance, availability, reliability and
recovgry are described below.

6.3.1 Primary shadowing

Figurg 1 depicts primary shadowing:-h this case, the shadowing policy in effect has the following characteristics:
a) themaster DSA isthe only shadow supplier for areplicated area;
b) each shadevirconsumer has a direct shadowing agreement with the master DSA;

c) only réad) compare, search, and list operations may be performed at a shadow consumer holding
shadowed information. All modification operations are directed to the master DSA.

Becalise it allowsfor the placement of copies of often requested information, or knowledge of it, closer to the requestor,
this gpproach>may be used to satisfy the performance requirement. Also, because this approach provides for the
redundancy. of individual entry or knowledge information, it is possible, in a primitive sense, to provide for availgility,
reliability; and recovery

Rec. ITU-T X.525 (10/2012) 5


https://standardsiso.com/api/?name=8c2b0a2d64b512a2465f190867dc33ee

SO/

EC 9594-9:2014 (E)

g Shadow updates X.525(12) FO1

6.3.2

Figure 2 depicts secondary shadowing. In this case, the shadowing policy in effect has the foll owing characteristic

Secondary shadowing is very similar to primary shadowing in the'way that it provides for performance, availg

reliab
shadd
numb

Figure 1 —Primary shadowing

Secondary shadowing

a) The master DSA is not the only shadow supplier for a replicated area. Only Samie shadow cons
have a direct shadowing agreement with the master DSA as their shadow supplier.

b) Other shadow consumers may have a shadowing agreement with a shadow~stpplier that is not the
for the unit of replication. The shadowing agreements between the-master DSA and its direct s
consumers may, however, have an impact on secondary shadowing ‘agreements.

shadowed information. All modification operations are directed to the master DSA, either directly

supplier DSA(S).

lity and recovery. It differs in that it relieves the single master DSA of the burden of directly supplyi
W consumers with the shadowed information. This.is a desirable combination in environments where a
er of shadow consumers are holding the same shadowed information.

DUA or
LDAP
) Shacow updates per

X.525(12)_F02

14

Umers

naster
adow

¢) Only read, compare, search, and list operations may be performed at a shadow consumer holding

(if a

secondary shadow consumer DSA has knowledge of the'master DSA) or indirectly via the stadow

bility,
ng al
large

Figure 2 — Secondary shadowing

7

Shadowing in the Directory

The Directory information shadow service defined here provides the Directory with a standardized mechanism to
provide and support shadowed information. In outline, the shadow supplier maintains, for each shadowing agreement,
information which is to be shadowed (the shadowed information). This information is replicated by protocol exchange
between the shadow supplier and the shadow consumer. The information to be shadowed is al or a subset of the
information held by the shadow supplier's DSA information tree. The shadow consumer's shadowed information
becomes part of its DSA information tree.

To use the Directory information shadow service, the administrative authorities of two DSAs must first reach an
agreement on the terms under which shadowing will take place. This agreement, and the technical specification related

Rec. ITU-T X.525 (10/2012)


https://standardsiso.com/api/?name=8c2b0a2d64b512a2465f190867dc33ee

| SO/l EC 9594-9:2014 (E)

to this agreement (the shadowing agreement), is discussed in 7.1. A description of the manner in which shadowed
information is represented for the purposes of shadowing is provided in 7.2. The actual transfer of this shadowed
information from the shadow supplier to the shadow consumer is accomplished by means of a set of shadow operations,
which are introduced in 7.3.

The use of shadowed information to satisfy Directory requestsis described in Rec. ITU-T X.518 | ISO/IEC 9594-4.

7.1 Shadowing agreement

Before shadowing can occur, an agreement for shadowing is established between the administrative authorities of the
Directory management domains involved in the shadowing. This agreement for shadowing may be multilateral with
respect to DSAS, in that it may cover all shadowing permitted among the set of DSAs concerned. The agreement may
include any set of terms acceptable to the administrative authorities. For example, the agreement may specify policy
information related to security, charging, or other specia conditions.

A shadowing agreement is the specific agreement for a particular instance of shadowing between a pair of ‘DSAls (the
consumer DSA and the shadow supplier DSA). This agreement may be explicit (e.g., contractual)y or implicit

identifier used in al protocol exchanges associated with the agreement. Other parameters of a shadpwing
ent include a specification of the unit of replication, the update mode and possibly the aeCess point of the master
DSA (for the shadowed information. Access control information is aways included in shadowed information and

Initially, the representation of the shadowing agreement within a DSA (shadow supplieror shadow consumer) is cfeated
off-line administrative process. It represents essentialy a template whose technical parameter valugs are
uently validated during the initiating phase of the agreement and possibly modified during modifigation
ions on the agreement. The method of storing this agreement is beyond the scope of this Directory Specifidgation.
technical aspects of the shadowing agreement may be exchanged via protocol and are discussed in defail in
9.

gh the shadowing agreement will normally provide a true representation of the technical parameters related|to the
ory information shadow service, there may be exceptional cases in which policy overrides the technical
specification resulting in a service inconsistency. For example; there may be certain attributes or attribute values that are
withheld for security reasons. It may be the case that security policy prevents disclosing the mere existence of|these
attribpites, in which case it would be a violation to représent in the shadowing agreement the fact that they are|being
withheld. In this type of situation, the behaviour of the shadow supplier DSA will be as if the technical specififation
were [a true representation. Thus, users with access-o the sensitive data will receive different views of the affected
entrigs, depending on whether they access the master or a shadow consumer.

7.2 Shadowed infor mation

Shadgwed information is the logical set of information which is replicated by the shadow consumer. A replicated qreais
asubfree of the DIT defined for purposes of shadowing. The three components of shadowed information are:

a) Prefix informatien: Information relevant to entries within the replicated area which, with respect o the
DSA information model, is positioned between the area prefix and the root DSA-specific entry (PSE).
This may contain administrative entry and subentry information.

b) Areajinformation: Information about DSEs whose names fall within the replicated area.
c) -Subordinate information: Information about knowledge references subordinate to the replicated are

15

Figurg 3 jllustrates the derivation of shadowed information.
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subordinate information. This shadowed information) is subsequently conveyed by protocol to the shadow con
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Shadowed DSA-Specific Entries (SDSES)

Shadgwed DSA-specific entry (SDSE): That information being shadowed. that is associated with a specific namg. The

SDSH
isthel

An Sl

7.2.1.

DSE
type,

7.2.1.

The S
inforn
FALS

represents the information shadowed from a DSE in the shadow supplier to a DSE in the shadow consume
efore not part of the DSA Information Model.

DSE is analogous to a DSE and consists of
—  SDSE type (always);

— user attributes (derived from entry information for DSEs corresponding to entries that are
shadowed);

— operationa attributes (present as reguired);

—  subordinate-completeness flag (for area and subordinate information only);
—  atribute-completeness flag (present for areainformation only);

—  dtribute-values-incomplete flag (present for areainformation only).

1 SDSE type

ypes are defined in Rée)I TU-T X.501 | ISO/IEC 9594-2. SDSE type, as specified in 11.3.1.1, is analogous t(
put has fewer relevant options: root, glue, cp, entry, alias, subr, nssr, admPoint, subEntry and sa.

P Subordinate-completenessflag

Lbordinate-completeness flag is a Boolean that is present for SDSEs within the area information and subor
hation;-If the shadow supplier does not intend to provide information about subordinate completeness, the
E js'used for each SDSE. Otherwise the flag has the following semantics:

r, and

to be

DSE

Hinate
vaue

Thef

aJ ISTRUE onty IT ONe of the folfowing conditions 1S Met for a partcular SDSE:
a) itrepresentsaleaf entry;

b) the replicated area contains SDSEs for each subordinate entry and each subordinate reference known to

the master DSA, and if the SDSE represents an NSSR, this knowledge s represented in the SDSE.

Theflag isFaLsk if one of the following conditionsis met for a particular SDSE:

a) the subordinates known to the master for that particular SDSE are not all present in the shadowed

information;

b) in the case of a shadow supplier DSA performing secondary shadowing, if its shadow supplier had set

the flag to FaLsE or if its shadow supplier had set the flag to TRuE and the secondary shadow su
choosesto set its to FALSE.
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7.21.3 Attribute-completenessflag

The attribute-completeness flag is a Boolean and is TRUE if, and only if, all user attributes of the entry, all relevant
collective attributes, all values of such user or collective attributes, and all context information associated with those
values, are present for the SDSE. It is only present for SDSEs containing entry information.

The attribute-completeness flag is not used with respect to Directory operational attributes; it is always assumed that
they are not all present in the SDSE.

7.21.4 Attribute-values-incomplete flag

The attribute-values-incomplete flag is a list of the attribute types present in the SDSE for which not all attribute values
are present in the SDSE. It is only present for SDSEs containing entry information.

NOTE — Attribute values may be missing because of selective shadowing based on contexts.

7.2.2 Establishment of shadowed infor mation

The g$hadowed information represents three basic types of information: prefix information, area informetior), and
suborplinate information. Each of theseis discussed in the following subclauses.

72211 Prefix information

If thq replicated area does not start immediately below the root of the DIT, the shadowed information will irclude
SDSHs for each entry that is part of the area prefix of the replicated area (the path down ffemthe root of the DIT 4o, but
not including, the replication base entry, and any relevant subentries). SDSEs for prefix\information are construged as
showf below.

a) If the DSE is an administrative point that has attributes pertaining.to the replicated area, or that hgs one
or more associated subentries whose subtree scope includes some’or all of the replicated area, the SDSE
is of type admPoint. If the DSE is also of type ep, the eorresponding SDSE is of additional type cp.
Any attributes that are relevant for the replicated area are included in the SDSE.| The
administrativeRole éttribute shal be included jn-all administrative point SDSEs which are rejevant
to the shadowed information.

b) For subentries below the administrative point<for which the subtree scope includes some or all pf the
replicated area, SDSEs of type subentry may be included in the shadowed information. If the shibtree
scope of such a subentry does not includé’the replicated area or parts of it, no SDSE for this sulpentry
need be included. Collective attributes*schema and access control information selected for th¢ area
information are represented in SDSESof type subentry.

c) Thereisan empty SDSE of type'zoot for the root DSE.
d) IftheDSEisonly of type ¢p;the SDSE isof type cp.

€) All other DSEs not described in @), b), ¢), or d) are represented as SDSEs of type glue and wil| only
represent the RDN,of.the entry.

Therg are no subordinate-completeness flags in area prefix SDSEs.

7.2.2P Areainformation

All entries in the shadow supplier information tree that are included in the replicated area are represented [n the
shadgwed information as SDSES of type entry (unless removed by filtering). These SDSES contain the attributesjof the
entrigs as selected by the attribute selection of the shadowing agreement. Collective attributes held in subentries are

ged in the:'same manner as other attri butes and are repr@ented in SDSEs of type subentry. If any attributeq of an

user attributesin the DSE and al rel evant collective attributes are present for the SDSE. The collectiveExclusions
operational attribute, if present, is alwaysincluded in the SDSE.

If the DSE is of type admPoint, the corresponding SDSE is of additional type admPoint and SDSEs of type
subentry for all relevant subentries immediately subordinate to the administrative point DSE are included in the
shadowed information. The rules for inclusion of subentries are stated in 7.2.2.1.

If the DSE is of type cp, the corresponding SDSE is of additional type cp.

If subordinate knowledge is specified, and if the DSE is of type nssr, the corresponding SDSE is of additional type
nssr and the nonSpecificknowledge attribute shall be included.
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If filtering has been applied to the replicated area, the resulting shadowed information may no longer be contiguous.
There may be entries that have been removed by filtering that cause the tree structure of the shadowed information to
break down. For each entry that has been removed by filtering, the following rules are applied:

a) If there are SDSEs subordinate to that entry within the shadowed information that are not filtered out, an
SDSE of type glue for the removed entry is added to the shadowed information. The subordinate
completeness flag is set as specified in 7.2.1.2. As this SDSE contains no entry information, it has no
attribute completeness flag. If the entryacI operationa attribute is present and holds relevant ACl,
e.g., naming, then the attribute (containing at least the relevant ACI) shall aways be included in the
SDSE.

b) If there are no other SDSEs subordinate to the entry within the shadowed information, the subordinate-
completeness flag of the SDSE for the entry immediately superior to the removed entry is set to FALSE
is excluded from the shadowed information

c¢) |If the DSE is of type admPoint, it is aways shadowed and the administrativeRole attrifjute is
included.

Each [SDSE in area information has a subordinate-completeness flag. The conditions for setting this flag-are specified
in7.21.2.

7.2.28 Subordinate information

The tlype of subordinate information required (i.e., master access points, shadow access’points, or both; and whether
extenfled knowledge is to be included or not) is specified in the shadowing agreement.

If suljordinate knowledge is supplied, subordinate references directly below the replicated area (master, shadow, of both
types|of knowledge as appropriate) are included as SDSES of type subr, complete with the appropriate knowledge and
access control information.

If sujordinate knowledge is supplied, and the supplying DSE (of type stubr) is aso of type admPoint, then the SDSE
shall pdditionally be of type admpPoint and the administrativeRele attribute shall be supplied. If such a DSE has
any immediately subordinate subentries containing prescriptiveacI relating to the administrative point, then they
shall also be supplied as SDSEs in the shadowed information.

NOTE — A DSE can be of type subr and admPoint in a superiorDSA, when the naming context in the subordinate DSA| is the
t of anew administrative area

If extended knowledge is specified, subordinate references below (but not immediately subordinate to) the repljcated
area (master, shadow, or both) are included as SDSES of type subr or nssr, complete with the appropriate knowledge
cess control information. Subordinate giue SDSES shall be inserted to maintain connection with SDSEs jn the
ed area. This may create glue SDSES which are either within or below the replicated area. No other|glue
s are provided to support subordinate information.

If subordinates is specified, thenthe supplier shall send subordinate entries and a subordinate reference, and the

on. In addition, if thersupplying DSE is of type admPoint, then the SDSE shall additionally be of type
admPpint and the admidistrativeRole attribute shall be supplied. All appropriate subentries, with only the
apprdpriate information, below the admpoint DSE shall also be supplied as SDSEs in the shadowed information.

subr| and nssr SDSES carry a subordinate-completeness flag. glue SDSEs added for the purpose of extended
know]edge carpy. N0 subordinate-completeness flag and are always assumed to be incomplete (with respect to
suborpinate knewledge).

More|detailed information on the unit of replication and the representation of shadowed information is contained i 9.2.

7.3 Shadow operations

Shadowed information is transmitted from the shadow supplier to the shadow consumer by using Directory shadow
operations. These operations provide two fundamentally different models for updating shadowed information:

—  shadow supplier-initiated shadowing (a"push" model); and
—  shadow consumer-initiated shadowing (a"pull" mode!).
These models are described more fully in clause 10.
In either model, the information transmitted by protocol takes one of two forms:

— total in which the complete set of information within the replicated area is transmitted. Each element is
an SDSE;
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— incremental in which only changes to the replicated area are transmitted. Each element is an SDSE
change. SDSE changes reflect the net effect of changes that have been made to the corresponding DSEs
in the replicated area since the previous update, whether these changes originally occurred as a result of
changes to individual DSEs (adds, deletes, etc.) or as aresult of changes to multiple DSEs (e.g., resulting
from aModi £yDN operation).

Three shadow operations are defined. The coordinateShadowUpdate Operation is used in the push model to enable
the shadow supplier to indicate the shadowing agreement for which it intends to send an update, to indicate the time the
last update was sent for that agreement, and the intended update strategy (e.g., total Or incremental). If a positive
result is received in response to a coordinateShadowUpdate operation, the shadow supplier uses the updateshadow
operation to convey the shadowed information or the changes in the shadowed information, as indicated by the update
strategy. For the pull model, the shadow consumer uses a requestShadowUpdate Operation to indicate the shadowing
agreement for which it wishes to receive an update, the time supplied in the last update for that agreement, and the
desirgd update strategy. If the parameters of the requestshadowUpdate oOperation are acceptable to thepshadow
suppl|er, a positive result is sent to the shadow consumer. The shadow supplier uses the updateshadow @peratjon to
convgy the shadowed information or the changes to the shadowed information, as indicated by the update strptegy.
Thesg operations are described in detail in clause 11.

7.4 DSA Shadow Bind and DSA Shadow Unbind operation

The gsashadowBind and DSAShadowUnbind operation, defined in 7.4.1 and 7.4.2 respectivély, are used by a DISA at
the beginning and the end of a particular period of providing shadow updates.

7.4.1 DSA Shadow Bind

A dsashadowBind operation is used at the beginning of aperiod of providing shadows.

dSAShadowBind OPERATION ::= dSABind

The ¢omponents of the dsashadowBind are the same as the components of dsaBind (see Rec. ITU-T X|518 |
| SO/IEC 9594-4) with the following differences:

7.4.2 DSA Shadow Unbind

The Unbinding at the end of a period of providing shadows is for the Open System Interconnection (OSI) enviropment
specified in 7.6.4 and 7.6.5 of Rec. ITU-T X.519 | ISOAEC 9594-5 and for the Transmission Control Protocol/Internet
Protopol (TCP/IP) environment in 9.2.2 of Rec. ITY-T X.519 | ISO/IEC 9594-5.

8 Shadow operational binding

This flause defines the operational~binding type for shadowing. It uses the elements and mechanisms of thel DSA
Operdtional Framework defined inRec. ITU-T X.501 | ISO/IEC 9594-2.

The shadow operational binding type may be used to administer a shadowing agreement reached betwegn the
administrative authorities.of two DSAs. Otherwise, the administration of such an agreement is outside the scope ¢f this
Directory Specifications-An instance of this operational binding type creates the environment in which shadow
opergions can be carried out between the two DSAs. Each instance is identified by an operationalBindingIp aso
referred to as AgreémentID. The AgreementID iSmodified in amodifyOperationalBinding Operation.

8.1 Shadow operational binding type characteristics

81.1 Summetevs and-ralec
L. DYy HHREHYaRa+oHeES

The shadow operational binding type is an asymmetrical type of operational binding. The two roles in a binding of this
type are:

— therole of the shadow supplier (associated with the abstract role "A");
— therole of the shadow consumer (associated with the abstract role "B").

A detailed description of the concept of rolesis givenin Rec. ITU-T X.501 | ISO/IEC 9594-2.

8.1.2 Agreement

The agreement that has to be exchanged during the establishment of the shadow operational binding or subsequent
modifications is defined by the ASN.1 type shadowingAgreementInfo defined in 9.1.
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8.1.3 Initiator

The establishment, modification, and termination of the shadow operational binding can be initiated by either the DSA
with role shadow supplier (ROLE-A) or by the DSA with role shadow consumer (ROLE-B).

8.14 Establishment parameters
No additional parameters are transferred during the establishment of the operational binding.

8.15 Type identification

The shadow operational binding information object isidentified by the value of the ID field of the class assigned as part
of its definition.

8.2 DSA proceduresfor operational binding management

A set|of operations has been defined for managing operational bindings (see Rec. ITU-T X.501 | ISO/IEC.9594-2). The
use of these operations for management of a shadow operational binding is described in 8.2.1 to 8.2.3 below. [These
procedures apply to DSAs which support the directoryOperationalBindingManagementacC,~as defined in
Rec. [TU-T X.519 | ISO/IEC 9594-5. In the event of a protocol loss while initiating, modifying; or terminaling a
shadgw operational binding, neither success nor failure can be assumed. It is the responsibilitycof .the initiator to ¢nsure
both parties reach a common understanding of the state of the operation. Should the responder receive a propgsal to
activgte a shadowing agreement with an existing ID, it shall return a duplicateIp error as definpd in
Rec. ITU-T X.501 | ISO/IEC 9594-2. Procedures for management of the shadow operational binding for DSAs which
do npt support the directoryOperationalBindingManagementAC are outSide the scope of this Dirgctory
Specification.

821 Establishment procedure

Oncelan agreement for shadowing has been made between two Administrative Authorities (using procedures outsifle the
scopg of this Directory Specification), a shadowing agreement: between two DSAs is activated with an
estaplishOperationalBinding operation, as defined in Rec. I'TU-T X.501 | ISO/IEC 9594-2. As arguments o this
opergion, the initiating DSA supplies the agreementID for the‘thstance of the binding, the role of the initiating DSA
for th|s binding instance (shadow supplier or shadow consumer), and the shadowingAgreementInfo.

AgrepmentID ::= OperationalBindingID

AgrepmentID identifies the shadowing agreement being activated. It shall be unique between the pair of DSAS, pnd is
used {n subsequent operations to identify this agreement.

If other parameters are included, they are ignored.

The Values for the parameters in shadowingAgreementInfo are Simply accepted or rejected; there is no negotiation.
The responding DSA does not_have the option of returning a modified set of acceptable parameter vaues. Assuming a
successful outcome of the request to establish a shadow operational binding, the shadow supplier and shadow consumer
have the same informationin-their shadowing agreement.

If thelestablishoperationalBinding issuccessful, the shadowing agreement becomes active.

Error$ returned in'\response to an establishOperationalBinding operation are interpreted according to theg error
description inRee. ITU-T X.501 | ISO/IEC 9594-2.

8.22 M odification procedure

8.2.2.1 Muodification of the agreement

Modification of the parameters of a shadowing agreement is agreed as part of the agreement for shadowing.
Modification of these parameters results in a new shadowing agreement being established. The parameters of the
agreement may be exchanged using a modifyOperationalBinding operation. The DSA Administrative Authorities
should consider the effect of agreement modification on any secondary shadows prior to the modification operation as
these secondary agreements may be required to be modified, updated or terminated.

The modification procedure does not allow modification of the name of the replicated base entry or the DSA's roles.

The arguments to the modifyOperationalBinding are the agreementID for this instance of the binding, the
aAgreementID for the binding after the operation has been applied, the role of the DSA for this binding instance
(shadow supplier or shadow consumer), and the new shadowingAgreementInfo. The valuesfor the parameters of the
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ShadowingAgreementInfo for the modify operation are accepted or rejected; there is no negotiation. Assuming a
successful outcome to the request for a modification of the shadow operational binding, the shadow consumer and
shadow supplier have the same information in their shadowing agreement.

After the modification operation, the data associated with the prior agreement remains in the shadow consumer and
becomes the shadowed information for the new agreement. This does not preclude the shadow consumer requesting a
total refresh. An update of the shadowed information may be required to remove inconsistencies between prior
shadowed data and data required to be shadowed as specified in the unitofReplication associated with the new
shadowing agreement.

Errors returned in response to0 a modifyOperationalBinding oOperation are interpreted according to the error
description in Rec. ITU-T X.501 | ISO/IEC 9594-2.

8 222 Lndataeof cecandanvchadaw information
L.L TPt E-B-SECoHtary-SHaaOwW— O HaHoR

Eithef the shadow supplier or shadow consumer may signal, with the establishment of the operationa binding, that
secondary shadow information should be supplied by the shadow consumer to the shadow supplier of (the’repljcated
area. [The secondary shadow information indicates the set of DSAs holding commonly usable copiesf, the repl|cated
areas| A DSA acting as both a shadow consumer and shadow supplier for different shadowing agreements for thg same
repligated area conveys in thisinformation to its shadow supplier with avalue of theModificationParameter.

ModificationParameter ::= SEQUENCE {
sefondaryShadows SET OF SupplierAndConsumers,

secohdaryShadows contains a complete set of secondary shadow DSA access peints holding commonly useful ¢opies
of thg replicated area.

8.2.3 Termination procedure

Term|nation of the operational binding deactivates the shadowing agreement. The termination is accomplished by |either
the shfadow supplier or the shadow consumer initiating the terminateOperationalBinding Operation as specified in
Rec. |[TU-T X.501 | ISO/IEC 9594-2. No additional parameters are defined for the terminateOperationalBirding
opergion. Conditions may have been specified as part of the:bilateral agreement regarding subsequent treatment pf the
data Wipon termination, such as the removal of the shadowed information from the shadow consumer DSA within a
specified time. Such conditions take effect upon termination. In the event that a shadow operational bind|ng is
termipated, the shadow consumer shall deactivate any secondary shadowing agreements dependent on informatjon in
the shadowing agreement in question. The deactivation of secondary shadowing agreements is independent gf and
typically happens sometime after the original tezminateOperationalBinding Operation.

If the|terminateOperationalBinding is.successful, the shadowing agreement ceasesto be active.

Error$ returned in response to a terminateOperationalBinding Operation are interpreted according to the error
description in Rec. ITU-T X.501 |4 SO/IEC 9594-2.

824 Operationsand pr.ocedures

The pperations that caf~be executed in the active state of a shadow operational binding are those dgfined
withilh the shadowCorfisumerInitiatedAC and shadowSupplierInitiatedac application contexts defined in
Rec. ITU-T X.519] ISO/IEC 9594-5:;

— JpdatesShadow Operation;
~\~requestShadowUpdate Operation;

~ coordinateShadowUpdate oOperation.

These operations are defined in clause 11. The associated service is defined in clause 10.

8.3 Operational binding

This subclause defines the shadow operational binding information object class as an instance of the class
OPERATIONAL-BINDING as defined in Rec. ITU-T X.501 | ISO/IEC 9594-2.

shadowOperationalBinding OPERATIONAL-BINDING ::= {
AGREEMENT ShadowingAgreementInfo
APPLICATION CONTEXTS
{{shadowSupplierInitiatedAC
APPLIES TO {All-operations-supplier-initiated}} |
{shadowConsumerInitiatedAC
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APPLIES TO {All-operations-consumer-initiated}}}
ASYMMETRIC
ROLE-A { -- shadow supplier role
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER NULL
MODIFICATION-INITIATOR TRUE
TERMINATION-INITIATOR TRUE }
ROLE-B { -- shadow consumer role
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT -PARAMETER NULL
MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER ModificationParameter
TERMINATION-INITIATOR TRUE}
ID id-op-binding-shadow }

All-pperations-consumer-initiated OPERATION ::
{rpquestShadowUpdate | updateShadow}

All-pperations-supplier-initiated OPERATION ::
{cpordinateshadowUpdate | updateShadow}

Thetype shadowingAgreementInfo isdefinedin 9.1.

9 Shadowing agr eement

Before shadowing takes place between two DSAS, an agreement covering the terms of the shadowing is required.
may Ibe a requirement to establish the policy covering the shadowing which canroccur. Administrative Authoritig
be required to configure the environment to enable the shadowing to occur{including identification of the inforn
to be|shadowed and the type of update, etc. The types of agreements required will vary depending on the enviro
withi which the shadowing will occur. In some cases, an explicit shadowing agreement, contractual in nature, n
requifed. In other cases, the shadowing agreement may be implicit;ybased on the agreement for shadowing be
Admipistrative Authorities of the relevant DMDs.

In adglition to the parameters of a shadowing agreement (see below), this agreement for shadowing may include
condifions for the treatment of the data upon termination. of the agreement, such as for the removal of shag
information upon termination (or modification) of the shadowing agreement itself. Administrative Authorities alsg
to conpsider factors affecting interoperability when establishing agreements.

A sh@dowing agreement is required before shadowed information may be shared between any pair of DSAS
establlishes the technical parameters of theagreement, specifying update frequency, replicated area and informat
be sh@dowed.

The ghadowing agreement may be-activated by its inclusion in an establishOperationalBinding Operati
outlirfed in 8.2.1) or by means outside the scope of this Directory Specification. In addition, a shadowing agre|
may [pe modified through amodifyOperationalBinding operation (as outlined in 8.2.2). No negotiati
paraneters of the agreement-iS'supported by the operational binding management protocol. The parameters are

There
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shadowSubject UnitOfReplication,
updateMode UpdateMode DEFAULT supplierInitiated:onChange:TRUE,
master AccessPoint OPTIONAL,

secondaryShadows [2] BOOLEAN DEFAULT FALSE }

shadowSubject specifiesthe subtree, entries and attributes to shadow. The components of the tnitofReplication

are defined in 9.2.

updateMode Specifies when updates of a shadowed area are scheduled to occur. The components of UpdateMode are

defined in 9.3.

master contains the access point of the DSA containing the mastered area. This element is optional and need only be

supplied for optimization purposes.
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secondaryShadows permits secondary shadow information to subsegquently be supplied to the shadow supplier.

9.2 Unit of replication

This subclause describes how portions of the DIT can be replicated by defining the granularity of the DIT information
that can be shadowed. The unit of replication is defined within the Directory information model, and a specification
mechanism is provided. The shadowing mechanism in the Directory is based on the definition of the subset of the DIT
that will be shadowed. This subset is called aunit of replication.

Because shadowing in the Directory is only defined between pairs of DSAS, there is a constraint that the shadowed
information shall be completely within a single DSA. The specification of the unit of replication may extend beyond a
naming context, but the replicated areais limited to the naming context.

The

pHcatro v S, Catro O to be
repligated, the attributes to be replicated within that scope, and the requirements for subordinate knowledge. Thenit of
replidetion also implicitly causes the shadowed information to include policy information in the form of opergtional
attribptes held in entries and subentries (e.g., access control information) which is to be used to correctly parform
Directory operations. The policy information to be included begins at an autonomous administrative point and extends

UnitpfReplication ::= SEQUENCE ({
arpa AreaSpecification,
atkributes AttributeSelection,
knpwledge Knowledge OPTIONAL,
subordinates BOOLEAN DEFAULT FALSE,
coptextSelection ContextSelection OPTIONAL,
supplyContexts [0] CHOICE {
hllContexts NULL,
BelectedContexts SET SIZE (1..MAX) OF CONTEXT.&id,

... } OPTIONAL }

AreaPpecification ::= SEQUENCE {

cohtextPrefix DistinguishedName,
replicationArea SubtreeSpecification,
-}
Knowlledge ::= SEQUENCE ({
knpwledgeType ENUMERATED {
aster (0),
hadow (1),

both (2)},
exkendedKnowledge BOOLEAN\DEFAULT FALSE,

-}

area|defines the replicated,areal It includes the context prefix of the naming context containing the replicated ar¢a and
the siibtree specificationrelative to that context prefix. For the case where a DSA is shadowing first level knowledge
from|a first level DSAY the contextPrefix component iS empty. SubtreeSpecification iS defined in
Rec. |[TU-T X.501 {JSO/IEC 9594-2. The names used in area shal be the primary distinguished names, wjthout
context information or alternative distinguished values.

attrfibutes defines the set of attributes to be shadowed. It includes specification of user attributes (including
collegtivetattributes) and operational attributes, as described in 9.2.2.

3 . Aafia tha laacnall '} rof o Iaodl v aadl 1 Lol oo fiootion of + EETSY £ of
knuwa.cugc;_yyc CUCTICSTNC ROV TCUy T CrCCrCCSTU 0T SOV CO T T ICIOUCS SPCU Ao O thCty PC O TCT ences

(master/shadow) to be shadowed as well as whether the knowledge requested is extended knowledge.

master indicates that only references to master naming contexts are to be supplied.
shadow indicates that only references to commonly usable replicated areas are to be supplied.
both indicates that references to both master and shadowed naming contexts are to be supplied.

If extendedknowledge is specified, then all subordinate and non-specific subordinate references of the naming
context, which are subordinate to the area prefix are included in the unit of replication. To achieve this, glue SDSEs
are included, as necessary, in the shadowed information to represent all entries between the lower boundary of the
replicated area and the subordinate knowledge references.
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subordinates iS used to indicate that subordinate entries, rather than simply subordinate references, are to be copied
to the consumer DSA. subordinates may only be TRUE if knowledge is requested and extendedknowledge iS
FALSE.

contextSelection isused to refine further the information selection. It may be used to select which attribute values
of the attributes selected in attributes are to be shadowed. Only attribute values selected by contextSelection
shall be shadowed. Selection is based on the same rules as described for entry information selection in 7.6.2 of Rec.
ITU-T X.511 | ISO/IEC 9594-3. contextSelection iS also applied to the aternative distinguished values of naming
attributes and so may affect the names of SDSEs (it is not applied to the primary distinguished values which are always
shadowed). If contextSelection is not specified, then all attribute values for all attributes in attributes shal be
shadowed (i.e, default contexts ae not applied to UnitOfReplication as they are for
EntryInformationSelection).

attribpite values that are selected to be replicated. If allcontexts is specified, then al context information_is.supplied
with the attribute values that are shadowed. If selectedContexts isused, then only context informationof-the type(s)
specified is supplied with the attribute values that are shadowed. If supplyContexts is omitted, them the supplying
DSA ghall supply attribute values devoid of all context information.

supprContexts indicates that the shadow consumer wishes to recelve context information associated WILh the

suppllyContexts is not applied to the distinguished attribute values shadowed as part of the)'SDSE name. If any
alterngtive values are included in an AttributeTypeAndDistinguishedvalue in an RDN"in the SDSE, th¢n the
assoc|ated context list shall also be included for the primary distinguished value and all the alternative distinguished
valuesinthe AttributeTypeAndDistinguishedvalue.

The fpllowing subclauses define the components of the unit of replication in detail»Support, by a shadow supplier|DSA,
for vgrious components is optional as specified in 13.3.1 of Rec. ITU-T X.519 | ;SO/IEC 9594-5.

9.21 Area specification

The replicated area is specified by defining a subtree of the DIT and-refining that subtree to exclude those portiohs not
requiffed. The refinements include afiltering of entries, based on theipobject class. These stages are described in 9.2.1.1
and 9]2.1.2.

9.21[1 Subtreeboundary specification

The f|rst stage is to specify the shape of the subtree that\i's to be shadowed within a DSA. This is done by drawing the
boundlary of the subtree based on the tree structure using the subtree specification mechanism as defined in
Rec. ITU-T X.501 | ISO/IEC 9594-2. The component base Of SubtreeSpecification iS used to provide the
replidation base entry of the unit of replication.relative to the context prefix from which the replicated area was derived.
The ghop component of subtreeSpecifidation iS used to define the lower boundary of the subtree that is|to be
shadgwed. The entries that can be referenced by either the specificExclusions Of the maximum component are
limitgd by the lower boundary of theshaming context holding the replication base entry. If the chop component is
absertt, the unit of replication inCludes the whole subtree starting with the base and proceeding down to the [lower
boundlary of the naming context:

The gomponent minimum-Shall not be used to specify a subtree to be shadowed.

9.2.1P Subtreergfinement

The next stageof\fefinement is to apply a filter to the selected subtree. The specificationFilter compongnt of
SubtfpeeSpecification iSused to specify thefilter. Filtering is done on object class only.

Filter|ng'may result in a unit of repllcatlon that isno Ionger aconnected subtree in the DSA from the V|ewp0| nt pf the

needed to build aconnected subtree inthe shadow consumer.

9.2.2 Attribute selection

This further stage of refinement of the unit of replication specifies the attributes (user, collective and Directory
operational) to be shadowed.

In addition to those specified here, access control operational attributes, createTimestamp and modifyTimestamp
are always included in a unit of replication. Also, if knowledge is specified (as defined in 9.2.3), the knowledge
operationa attributes will be included in the shadowed information and need not be enumerated as part of this attribute
selection.
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The createTimestamp and modifyTimestamp Shall be provided by the shadow supplier in the shadowed
information (entries and subentries). The createTimestamp shall be conveyed in the spsEcontent during a total
refresh or if a new shadow DSE is added. The modifyTimestamp shall always be conveyed in the spsEContent if
present in the shadow supplier's DSE for that entry or subentry.

The following attributes shall be provided by the shadow supplier in the shadowed information (entries and subentries):

Thef

- pwdModifyEntryAllowed
— pwdChangeAllowed

— pwdMaxAge

— pwdExpiryAge

— pwdMinLength

— pwdVocabulary,

— pwdAlphabet,

— pwdDictionaries,

— pwdExpiryWarning

— pwdGraces

— pwdFailureDuration
— pwdLockoutDuration
— pwdMaxFailures

— pwdMaxTimeInHistory
— pwdMinTimeInHistory
— pwdHistorySlots

— pwdRecentlyExpiredDuration

— pwdEncAlg

bllowing attributes shall be provided by the shadow supplier in the shadowed information (entries):
— pwdStartTime
— pwdExpiryTime
— pwdEndTime
— userPwdHistory
— userPwdRecentlyExpired

— pwdAdminSubentryList

The gttribute selection shall-be-specified to reflect, if at al possible, any restrictions on shadow consumer access
informnation. However, it-iS\possible that some security policies may cause very limited exceptions to this norm
partiqular informationdSwithheld from the shadowed information.

The grinciples of attribute selection are:

a) _The selection takes place within the shadow supplier DSA, in accordance with AttributeSeled
at the time of shadowing. There are no actions whatever that are applied by the shadow consumer D

b) Attributes that areto be selected for shadowmg, SDSE by SDSE can be selected on the bass of the

to the
Wwhere

tion

SA.
 class

NOTE 1—This permits flexibility such as either shadowmg the telephoneNumber attribute for all entries which have this
attribute or shadowing the telephoneNumber attribute only for entries of class organizational Unit.

AttributeSelection ::= SET OF ClassAttributeSelection

ClassAttributeSelection ::= SEQUENCE {

class OBJECT IDENTIFIER OPTIONAL,

classAttributes ClassAttributes DEFAULT allAttributes:NULL }
ClassAttributes ::= CHOICE ({

allAttributes NULL,

include [0] AttributeTypes,

exclude [1] AttributeTypes,
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AttributeTypes ::= SET OF AttributeType

Each element of AttributeSelection iS aClassAttributeSelection element, and specifies the attributes that
the shadow supplier is to select for shadowing. Specification of attributes for an object superclass also applies to any
subclasses of the named class. If the classis omitted, the selection appliesto all classes.

The default al1attributes specifiesthat all user attributes (including collective attributes) are to be included. If there
are relevant collective attributes associated with the class, the appropriate collectiveAttributeSubentrys are
implicitly included. If any Directory operational attributes (other than access control, timestamps and knowledge) are to
be included, they shall beidentified in the inc1lude element of the specification.

Attributes are implicitly included in the case where allattributes is specified. In addition, when using the exclude
specification, any attributes contained in an entry which are not explicitly excluded are implicitly included. The
specification of an attribute supertype implicitly includes any subtypes of that attribute.

Explifit include Or exclude Of a collective attribute for a particular class results in the correspondinglinclusion or
exclusion of the collective attributes in the holding subentries.

Wherg entries belong to more than one of the specified classes, the specifications are cumdlative. In the case of
conflicting specifications, include has priority over explicitly excluded attributes and exelude has priority over
impligitly included attributes.
NQTE 2 — If a specific collective attribute is shadowed, it may be returned by the shadow cohsumer as part of Entrylnformation

if it has not been specifically included for that entry by AttributeSelection. This is.because the AttributeSelection vRlue is
ngt considered by the shadow consumer in fulfilling the abstract service.

The mext stage in defining the unit of replication is the inclusion of ;subordinate knowledge. This knowledge may
e subordinate knowledge of either master or shadowed naming contexts and may include specific and/of non-
specific references. Additionally, such subordinate knowledge references may be included in the unit of repligation,
even |if they are not immediately subordinate to entries in the replicated area, in which case they are referred|to as
extepdedKnowledge references. They shall still be subordingtéto the areaPrefix.

924 Subentries

Subentries are included in the unit of replication_for access control, schema, collective attributes, contexts defaults,
search-rules and password policy as described below:

9.240 Accesscontrol information

It is the responsibility of the shadow supplier to provide properly transformed access control information for each item
in thg unit of replication. The nature-of the transformation is specified as part of the shadowing agreement and may be
as simple as the identity transformation.

NQTE 1 — For example, the tfahsformation may reflect alocal policy that statesit is not necessary to shadow permissions [elated

to| controlling modification~of the shadowed items. Such a policy is consistent with the read-only nature of shagowed
information.

The fpllowing accesscontrol information shall aways be shadowed:
a) the Operational attribute accesscontrolscheme, for each access control specific area in the ynit of
replication;

)¢ prescriptive access controls relevant to the reading of the replicated information and foupd in
access-control-specific or inner points or their subentries within the replicated area up to and including
the TITSL access-Control-Specific of autonomous administrative point encountered proceeding 1rom the
area prefix towards the root;

c) entry access controls relevant to the reading of each entry shadowed;

d) if the entry is refined out, the replacement glue SDSE shall contain the necessary access control
information, e.g., reading.

The shadow consumer shall enforce access control using the shadowed access control information.

NOTE 2 —1t is desirable that changes in access control policy, as expressed by ACI, should be propagated to shadowing DSAs
(and other DSAS) as soon as possible. Such changes may cause (for example) the initiation of a (hormal) incremental refresh
exchange to affected DSAS, without regard for any particular periodic strategy. The refresh would include (for consistency) any
other updates pending to the unit of replication. A similar consideration may apply when changes are made to a
groupOfUniqueNames attribute if it pertains to access control.
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9.2.4.2 Schemainformation

The schema information required by a shadow consumer to accommodate the shadowed information in its DSA
Information Tree and to satisfy Directory query operations on that shadowed information needs to be shadowed as part
of the unit of replication.

Therelevant operational attributes of the subschema subentry are aways included in the unit of replication.

9.24.3 Entry collection information

Collective attributes are included in or excluded from the unit of replication as user attributes. If allattributes iS
specified, all corresponding collectiveAttributeSubentrys are implicitly included in the unit of replication. If
user attributes explicitly included in the unit of replication are collective attributes, the corresponding attributes of the
collectiveAttributeArea areincluded in the unit of replication.

9.244 Search-ruleinformation

To the extent that search-rules are required to be enforced by the shadow consumer, the serviceAdminSubgntry
suberitries shall be included in the unit of replication.

9.24p Password policy information

To hgve the password policy enforced by the shadow consumer, the pwdPolicySubentry (Subentries shall be indluded
in thgunit of replication.

9.25 Principlesfor the use of SDSE information

The $DSE information supplied by a total or incremental refresh shall be-tised to generate a set of DSEp that
corregponds precisely to the set of SDSEs defined by the unit of replication, withrthe following exceptions:

— the psEType value shall become equal to the spsETypevalue after setting the shadow bit and regetting
all bits not permitted in SDSEType;

— the consumer DSA may create and maintain additiorial~operational attributes for local purposes.

It is possible for such a DSE to coincide with other DSEs (ixe.,"having the same name). This can occur as a regult of
other|shadowing agreements, or because the shadowed information shares common DSEs with those held as rmaster
informnation or as cross references by the DSA. Where'Such a coincidence exists, the DSA shall maintain thg DSE
arising from the shadowing agreement as an independent piece of information, except that later information, derived
from [he same master copy, can always supersede éarlier information where thisis detectably the case.

As ar] example, the naming context Q is shadowed, as Q', to the DSA holding the superior naming context. This ¢auses
the context prefix at Q to be superimposed.oh the subordinate reference DSE B' which points to B, the context prefix
of Q.|In this case, the subordinate reference DSE shall be maintained separately from the shadowed context prefix|

9.2.6 Overlapping replicated-areas

A shadow consumer may oftionally be involved in two or more shadowing agreements specifying overlgpping
replidated areas. The proceddres to be followed by DSAs that do not support overlapping replicated areas are defined
in 9.2.6.1. The procedurésto be followed by DSAs that support overlapping replicated areas are defined in 9.2.6.2

9.26fL Proceduresfor DSAsnot supporting overlapping replicated areas

This subclausedefines the procedures to be followed by shadow consumers that do not support overlapping repljcated
areas

dow consumer shall not engage in two or more shadowing agreements whose UnltOfRepllcatlon specifi

areas share preflx or other information, result| ng in overlapp| ng area preflx SDSEs A similar situation occurs when an
SDSE overlaps mastered information. Thus, any subentry SDSEs within prefix information may be subject to
separate (uncoordinated) updates from different shadowing agreements. Changes in subentries (such as prescriptive
access control information) need to be associated with particular data, and updates reflecting such changes will only be
sent for relevant shadowing agreements. Subentries and administrative entries for shadowing agreements which share
prefix or other information with DSEs from other sources (e.g., master information or other shadowing agreements)
need to be logically maintained separately and associated with the appropriate unit of replication.

9.26.2 Proceduresfor DSAs supporting overlapping replicated areas
This subclause defines the procedures to be followed by shadow consumers that support overlapping replicated aress.
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Each replicated area (associated with a shadowing agreement) shall be represented in the shadow consumer by a
separate "information plane". When the shadowed information associated with a shadowing agreement is updated, only
the "information plane” that represents that shadowed information shall be affected.

When performing a Directory interrogation operation on a given replicated area, a shadow consumer shall do one of the
following:

m
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of the shadewr consumer, a number of changes are outstanding, the shadow supplier may transmit them withi
updateShadow operation.
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a) Seect an "information plane" that is capable of satisfying the specified Directory operation.

The

procedure used to select the appropriate "information plane" is outside the scope of this Directory
Specification. Once an appropriate "information plane" is found, only the shadow DSESs contained in
that "plane" are considered during the execution of the Directory operation, i.e., information contained in

other "information planes" isignored.

b) Consider the aggregate of shadowed mformatlon the shadow consumer holds for the relevant repllcated

DSEs one for each replicated entry. If the I’eSU|tI ng shadowed mformatlon is capable of satlsfyl
Directory operation, execute the latter on the resulting set of shadow DSEs.

Dst current shadowed information from the set of all applicable "information planes”.

Update mode

pdateMode argument in the shadowing agreement specifies when updates are expécted to occur for shad
hation.

LeMode ::= CHOICE {
bplierInitiated [0] SupplierUpdateMode,

hsumerInitiated [1] ConsumerUpdateMode,
lierUpdateMode ::= CHOICE {

Change BOOLEAN,
heduled SchedulingParameters,
himerUpdateMode ::= SchedulingParameters

pmponents of updateMode are defined in 9.3.1through 9.3.3.

hch shadowing agreement, a choice has tobe made between the shadow supplier or shadow consumer initiati
e. This is specified by selecting supplierInitiated OF consumerInitiated. This choice does not prg
party in a shadowing agreement from initiating (or attempting to initiate) an update at times outside
ied by the updateMode

hadowed attribute val ue to check that the peer DSA has the clearance to access the data.

Supplier updatemode

pplierUpdatéMode, onChange indicates that the shadow supplier is expected to provide updates when ch
within the replicated area as specified by the unit of replication. Should the shadow consumer be unavailabl

sche

9.3.2

w suppliershall resend the update within an appropriate, locally-defined, time period. If, due to the unavailthility
i

DTE — A shadow DSE resulting from the union of all shadow DSEs representing a given replicated entry should contgin the

owed

hg the
iclude
those

|l e-based-access-control)isSin place, the clearance of the peer DSA needs to be checked against the lalyel for

anges
e, the

one

Consumer update mode

In ConsumerUpdateMode the scheduling of the update requestsis as specified by the schedulingParameters.

9.3.3

Scheduling parameters

The schedulingParameters provide the information required to schedule the requests for updates.

SchedulingParameters ::= SEQUENCE (
periodic PeriodicStrategy OPTIONAL, -- shall be present if othertimes

is set to FALSE

othertimes BOOLEAN DEFAULT FALSE,
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Scheduling can be based on a periodic basis (periodic), an exception basis (othertimes) or acombination of both.

If present, periodic indicates that update windows are expected to occur on aregular basis. PeriodicStrategy iS
used to specify the windows by providing a start time of the first window, the size of each window, and the amount of
time between windows. These parameters provide guidance as to when updates are expected to occur; however, updates
may aso be attempted, for a number of reasons, outside the windows specified.

PeriodicStrategy ::= SEQUENCE {
beginTime Time OPTIONAL,
windowSize INTEGER,

updateInterval INTEGER,

-}

Time| :
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If beginTime iS ot specified, the update strategy starts at the time the shadowing agreement is activated.
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10.1
This
operg
agree

:= GeneralizedTime
-- as per 46.3 b) and c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

hTime Specifiesthe start time of the first window.

bwSize iSthelength of the update window in seconds.

a is expressed in seconds.

rtimes indicates that updates can be scheduled according to local requirements. When this is set as part

lions to signal the window for the next expected update.

riodic IS present and othertimes iS TRUE, a window seleCted by updateWindow in an updatesh
fion, or as aresult of a coordinateshadowUpdate Of requestShadowUpdate operation, has precedenc

Hing to PeriodicStrategy), the PeriodicStrategytimeisignored.

Directory information shadow service

Directory information shadow service defined here provides the Directory with a mechanism to provid
rt replicated information. The use of shadowed information to satisfy Directory requests is describ
TU-T X.518 | ISO/IEC 9594-4.

a shadowing agreement has been activated, shadowing may take place in the form of updates by using oper|
he Directory Information Shadowing Protocol (DISP). Three distinct operations are aval
HinateShadowUpdate, updateShadow and requestShadowUpdate. Descriptions of how these operatio
for shadow supplier initiated’update and for shadow consumer initiated update are provided in 10.1 ang
. In both cases, the updates for a particular agreement are sent in a single operation. The operations themsel v

Shadow supplier initiated service

subclause.describes shadow supplier initiated update using the coordinateshadowUpdate and updatesh
fions. ;The coordinateshadowUpdate operation, invoked by the shadow supplier, identifies the shad
ment'for which the shadow supplier intends to send an update.

LeInterval iStheinterval between the start of one update window and the start of the next update window.

The

Of the

wing agreement, then the shadow supplier may include the updatewindow parameter during shadow ypdate

adow
P over

specified in PeriodicStrategy (€., if othertimes cals for a later time than the next periodic ypdate

ed in

gtions
lable:
ns are
10.2
es are

adow
bwing

Upon TECEpr of a poSiTive acknowledgement, the shadow Supplier Ssends the updare Tor the Shadowing agreement by

using

the updateshadow operation.

Otherwise the shadow consumer responds with a shadowError. The circumstances under which particular errors will

be ret

urned are defined in clause 11.

Although the coordinateshadowUpdate operation applies to only a single shadowing agreement, several shadowing
agreements can be updated within a single application-association. For any one shadowing agreement, the
coordinateShadowUpdate operation (request and result) shall precede the updateshadow operation. Only one
instance of the updateshadow operation can be invoked per coordinateShadowUpdate instance. For any one
shadowing agreement, there can only be a single coordinateShadowUpdate operation for which the response and
updateShadow Operation are outstanding at any one time.
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Under certain circumstances, a failure of underlying services may be detected by the shadow supplier and/or shadow
consumer (e.g., as a result of an OSI/IDM reject or an abort). If such an indication is received at any point prior to
receipt of a positive response to the updateshadow operation, the shadow supplier shall assume that the combination
of coordinateShadowUpdate and updateShadow failed. If the shadow consumer receives such an indication at any
point prior to responding to the updateshadow operation, the shadow consumer shall also assume that the entire
combination failed. Assuming such a falure, the shadow consumer, upon receipt of another
coordinateShadowUpdate oOperation for this shadowing agreement, shall disregard any previously outstanding
coordinateShadowUpdate rather than return an error. Procedures for recovery are outside the scope of this Directory
Specification.

10.2 Shadow consumer initiated service

opergions. The requestShadowUpdate operation, invoked by the shadow consumer, |dent|f|es the shadl
ent for which the shadow consumer wishes to receive an update.

parameters in the RequestShadowUpdateArgument are acceptable to the shadow supplier,‘aresult will be
returrjed although no information will be conveyed with it. The shadow supplier sends the update\for the shadpwing

ise the shadow supplier responds with a shadowError. The circumstances under which particular errors Will be

Althgugh the requestshadowUpdate operation applies to only a single shadowing’ agreement, several shadpwing
ents can be updated within a single application-association. For @ny~one shadowing agreement, the
requpstShadowUpdate operation (request and result) shall precede the updateshadow operation. Only one ingtance
of the updateshadow oOperation can be invoked per requestShadowlUpdate instance. For any one shadpwing
ent, there can only be a single requestShadowUpdate operationfor which the response and updatesiadow
ion are outstanding at any onetime.

certain circumstances, a failure of underlying services may ‘be detected by the shadow supplier and/or shadow
mer (e.g., as a result of an OSI/IDM regject or an abort)-\If such an indication is received at any point piior to
ipt of a positive response to the updateshadow operation; the shadow supplier shall assume that the combination
questShadowUpdate and updateShadow failedZIf the shadow consumer receives such an indication g any
point|prior to responding to the updateshadow operation, the shadow consumer shall also assume that the fentire
combjnation failed. Assuming such a failure, thesshadow supplier, upon receipt of another requestshadowUgdate
opergion for this shadowing agreement shall disregard any previously outstanding requestShadowUpdate rathgr than
return) an error. Procedures for recovery areoutside the scope of this Directory Specification.

11 Shadow operations

The ¢perations of the Directory- Information Shadowing Protocol (DISP), used by shadow suppliers and shadow
consUmers to realize the Difectory information shadow service described in clause 10, are defined in 11.1 through 11.3.
The gssociated errors aredefined in clause 12.

111 Coor dinate Shadow Update operation

The ¢oordinateshadowUpdate oOperation is used by the shadow supplier to indicate the shadowing agreement for
which it.intends to send updates. The arguments of the operation may be signed (see 7.14 of Rec. ITU-T X|511 |
| SO/EC-9594-3) by the shadow supplier. If the target component of the securityParameters (See 7.10 of Rec.
ITU-T-XBIT TTSOMEC 9594-3) 11 the Tequest 1S St 10 signed, e Shadow consumer may Sgn a possibie result.
Otherwise, the result shall not be signed.

coordinateShadowUpdate OPERATION ::= {
ARGUMENT CoordinateShadowUpdateArgument

RESULT CoordinateShadowUpdateResult
ERRORS {shadowError}
CODE id-opcode-coordinateShadowUpdate

}

CoordinateShadowUpdateArgument ::=
OPTIONALLY-PROTECTED { CoordinateShadowUpdateArgumentData }

CoordinateShadowUpdateArgumentData ::= [0] SEQUENCE {
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agreementID AgreementID,

lastUpdate Time OPTIONAL,

updateStrategy CHOICE {
standard ENUMERATED {

noChanges (0),
incremental (1),

total (2),
Y
other EXTERNAL,
Y
securityParameters SecurityParameters OPTIONAL,
..}
CoordinateShadowUpdateResult ::= CHOICE {
nuft NULL;
information OPTIONALLY-PROTECTED{ CoordinateShadowUpdateResultData },
13
CoorflinateShadowUpdateResultData ::= [0] SEQUENCE {

agkeementID AgreementID,
lagtUpdate Time OPTIONAL,

O

ol s

COMPONENTS OF CommonResultsSeq }

11.1.1 Coordinate Shadow Update parameters
The arious parameters have the following meaning.
The dgreementID argument identifies the shadowing agreement as definedin 9.1.

The Jastupdate argument indicates the time provided by the shadow‘supplier in the most recent successful upd
shall pe absent if there has been no previous successful update for the'shadowing agreement, or if the shadow con
requites afull update even if there have been no changes to the shadowed information, e.g., to recover from errors,

The ypdatestrategy argument identifies the update strategy the shadow supplier intends to use for this u
the choice of standard, the shadow supplier miay select nochanges (indicating no modifications
shadgwed information), incremental (indicating incremental changes), or total (indicating a complete replac
of thg unit of replication).

The gption nochanges should only be used when the shadow supplier wishes to inform the shadow consumer t
modifications have occurred to the replicated\area since the last update (e.g., in the case where a regularly sche
update is expected). This shall be followed by an updateshadow operation with RefreshInformation
noReffresh.

The gecurityParameters argument is defined in 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3. The t3
paranpeter value is set t0 nonerThe securityParameters argument shall be included if the argument is to be 4
by th¢ shadow supplier.

11.1. Coor dinateShadow Update success

Should the request-succeed, a result shall be returned. If the result is to be signed by the shadow consums
SecufityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) component of CommonResultsSeq (S
LI TU-TOX.511 | ISO/IEC 9594-3) shall be included in the result. If the result is not to be signed by the sh
consUymeryno information shall be conveyed with the result.

ate. It
sumer

hdate.
o the
bment

hat no
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et to
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adow

11.1.3— Coordimate Shadow Update faiture

Should the request fail, a shadowError shall be reported. Circumstances under which the particular shadow prol
will be returned are defined below.

blems

An invalidagreementID shadow problem is returned if the shadow consumer DSA does not recognize the

AgreementID specified within the set of AgreementIDs with this shadow supplier DSA.

An inactiveAgreement shadow problem isreturned if the shadow consumer DSA recognizes the AgreementI

Dasa

valid agreementID for this shadow supplier DSA, but the shadow consumer DSA understands that the AgreementID

isinactive.

An unsupportedStrategy shadow problem is returned if the shadow consumer DSA does not support the refresh

strategy selected by the shadow supplier DSA for this shadowing agreement.
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A missedPrevious shadow problem is returned if the shadow consumer DSA's understanding of the time of last
update is earlier than the time indicated by the value received in 1astUpdate.

A fullUpdateRequired shadow problem is returned by the shadow consumer DSA to inform the shadow supplier
that a total refresh is required to bring the shadow consumer DSA into a state of consistency with the shadow supplier.
This could be returned, for instance, if the shadow consumer DSA is recovering from a major failure and does not
currently understand its state of consistency with respect to the shadow supplier.

AnunwillingToPerform Shadow problem is returned by the shadow consumer DSA to indicate that it is unwilling to
perform the update operation associated with this coordinate operation. Interpretation of this shadow problem is outside
the scope of this Directory Specification.

An unsuitableTiming shadow problem isreturned if the shadow consumer DSA is unwilling to perform the update
associated with this nlnnmfinn at thistime

An updateAlreadyReceived shadow problem is returned if the shadow consumer DSA's understanding of thJa time
of lag update is|ater than the time indicated by the value received in 1astUpdate.

The iinvalidInformationReceived shadow problem is not returned in response to this operation.

An |invalidSequencing shadow problem is returned to signa the receipt of {multiple consetutive
coorflinateShadowUpdate requests for a single shadowing agreement without completing an interening
updaleShadow Operation or receiving an underlying service failure indication.

11.2 Request Shadow Update oper ation

A refjuestshadowUpdate operation is used by the shadow consumer to request updates from the shadow supplier.
The d@rguments of the operation may be signed (see 17.3 of Rec. ITU-TX.501 | ISO/IEC 9594-2) by the shadow
consUmer. If the target component of the securityParameters (567,10 of Rec. ITU-T X.511 | ISO/IEC 9394-3)
in thg request is set to signed and aresult is to be returned, the result may be signed. Otherwise, the result shall pot be
sign

requpstShadowUpdate OPERATION ::= {
ARBUMENT RequestShadowUpdateArgument
REBULT RequestShadowUpdateResult
ERRORS {shadowError}
COPE id-opcode-requestShadowUpdate

}

RequpstShadowUpdateArgument ::= OPTIONALLY-PROTECTED { RequestShadowUpdateArgumentDatla }

RequpstShadowUpdateArgumentData *:= [0] SEQUENCE {
agreementID AgreementID,
laEtUpdate Time \OPTIONAL,

refjluestedStrategy  CHOICE {
tandard ENUMERATED) {
incremental ()%
total 2) ,
bther EXTERNAL,

Y

sepurityParameters SecurityParameters OPTIONAL,

.13

RequpstShadowUpdateResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED{ RequestShadowUpdateResultData },

RequestShadowUpdateResultData ::= [0] SEQUENCE {
agreementID AgreementlID,
lastUpdate Time OPTIONAL,

o7

o7

COMPONENTS OF CommonResultsSeq }
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11.21 Request Shadow Update parameters
The various parameters have the following meaning.
The agreementID argument identifies the shadowing agreement as defined in 9.1.

The 1astUpdate argument isthe time provided by the shadow supplier in the most recent successful update. It shall be
absent if there has been no previous successful update for the shadowing agreement, or if the shadow consumer requires
afull update even if there have been no changes to the shadowed information, e.g., to recover from errors.

The requestedstrategy argument identifies the type of update being requested by the shadow consumer.

The shadow consumer may request either an incremental Or a total update from the shadow supplier. However, if
the shadow consumer requests an incremental update and the shadow supplier determines that it needs to send a

totajtpaateHwitrettrr-ashradowError with-probremsettofuttpdateRequired:

The $ecurityParameters argument is defined in 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3. The\tdrget
paraneter value is set to none. The securityParameters argument shall be included if the argument iSto’be $igned
by th¢ shadow consumer.

11.2.2 Request Shadow Update success

Should the request succeed, a result shall be returned. If the result is to be signed by-the’ shadow supplier, the
SecufityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) component of CommonResultsSeq (Spe 7.4
of Rec. ITU-T X.511 | ISO/IEC 9594-3) shall be included in the result. If the result js.not'to be signed by the shadow
suppl|er, no information shall be conveyed with the result.

The JastUpdate argument indicates the shadow supplier's understanding of the.time at which the last update f¢r this
agreement was sent and is the time as provided by the shadow supplier DSAZThis argument may only be omitted before
the fifst instance of a shadowUpdate operation for a particular shadowing, agreement.

11.2.3 Request Shadow Updatefailure

Should the request fail, a shadowError shall be reported. Circumstances under which the particular shadow proplems
will e returned are defined below.

An invalidagreementID shadow problem is returped if the shadow supplier DSA does not recognize the
AgrepmentID specified within the set of AgreementEDs with this shadow consumer DSA.

An inactiveAgreement Shadow problem is returned if the shadow supplier DSA recognizes the AgreementIp as a
valid|pagreementID for this shadow consumerDSA, but the shadow supplier DSA understands that the AgreemdntID
isinattive.

An upsupportedStrategy Shadow.problem is returned if the shadow supplier DSA does not support the refresh
stratepy selected by the shadow conisumer DSA for this shadowing agreement.

A fulllUpdateRequired shadow problem is returned by the shadow supplier DSA to inform the shadow consumer
that gtotal refresh is requirédhto bring the shadow consumer DSA into a state of consistency with the shadow supplier.
This ¢ould be returned, forjnstance, if the shadow supplier DSA is unable to construct a meaningful incremental Update
with fespect to the valtiereceived in 1astUpdate.

An unwillingToPerform shadow problem is returned by the shadow supplier DSA to indicate that it is unwilljng to
perfofm the update operation associated with this request operation. Interpretation of this shadow problem is outsifle the
scopd of thisDirectory Specification.

An upsuitableTiming Shadow problem is returned if the shadow supplier DSA is unwilling to perform the L||pdate
associated with this request operation at this time.

The invalidInformationReceived, missedPrevious, and updateAlreadyReceived shadow problems are not
returned in response to this operation.

An invalidSequencing shadow problem is returned to signa the receipt of multiple consecutive
requestShadowUpdate requests for a single shadowing agreement without completing an intervening
updateShadow Operation or receiving an underlying service failure indication.

26 Rec. ITU-T X.525 (10/2012)


https://standardsiso.com/api/?name=8c2b0a2d64b512a2465f190867dc33ee

| SO/l EC 9594-9:2014 (E)

11.3 Update Shadow operation

An updateShadow Operation is invoked by the shadow supplier to send updates to the shadow consumer for a unit of
replication. Prior to this operation being initiated, a coordinateShadowUpdate Of a requestShadowUpdate
operation shall have been successfully completed for the identified shadowing agreement. The arguments of the
operation may be signed (see 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the shadow supplier. If the target
component of the securityParameters (see 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) in the request is set to
signed and aresult isto be returned, the result may be signed. Otherwise, the result shall not be signed.

updateShadow OPERATION ::= {
ARGUMENT UpdateShadowArgument

RESULT UpdateShadowResult
ERRORS {shadowError}
{0) id—uyuudé’ﬂ'p‘da'te'si‘ﬁduw }

UpdateShadowArgument ::= OPTIONALLY-PROTECTED {UpdateShadowArgumentData }

UpdafeShadowArgumentData ::= [0] SEQUENCE {
agreementID AgreementID,
upflateTime Time,
upflateWindow UpdateWindow OPTIONAL,
upflatedInfo RefreshInformation,
sefpurityParameters SecurityParameters OPTIONAL,
UpdafeShadowResult ::= CHOICE ({
nufll NULL,
information OPTIONALLY-PROTECTED{ UpdateShadowResultData },
-}
UpdafeShadowResultData ::= [0] SEQUENCE {
agreementID AgreementID,

tUpdate Time OPTIONAL,

o 1

COMPONENTS OF CommonResultsSeq }

11.3.1 Update Shadow parameters
The arious parameters have the following meaniig.
The dgreementID identifies the shadowing agreement that has been established.

The |updateTime argument is supplied by the shadow supplier. This time is used during the| next
coorflinateShadowUpdate Of réquestShadowUpdate t0 ensure that the shadow supplier and shadow consumer
have f common view of the shadewed information.

The ypdatewindow argument;"when present, indicates the next window during which the shadow supplier expécts to
send pn update. This parameter is only allowed if the schedulingParameter Of the UpdateMode oOf the shadpwing
agreginent hasthe othertimes parameter set to TRUE.

UpdafteWindow~:'{= SEQUENCE ({
sthrt Times,
stpp Time,

The . adowed
information. This may be a total copy of the shadowed information or only incremental updates for a set of SDSES
Although this need not provide a "mirror image" in the shadow consumer of the shadow supplier's information at any
particular instant in time, the updates sent shall be internally consistent for the replicated area.

The semantics of the information conveyed in this parameter shall result in the shadow consumer reflecting the changes
supplied. Furthermore, each update shall be applied independently and without regard to previously transmitted updates.
If for instance, a particular add or delete was sent twice (in two separate updates with different update times), the
shadow consumer would not signal an error, as the effect of adding the same shadow DSE twice in immediate
succession is the same as adding it once. Similarly, deleting twice in immediate succession is the same as deleting once.
However, neither would the shadow consumer disregard the second update on the basis of having received an earlier
identical update, since intervening changes to the DSE (within the update window) could make the second update
significant.
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The securityParameters argument is defined in 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3. The target
parameter value is set to none. The SecurityParameters argument shall be included if the argument is to be signed
by the shadow supplier.

RefreshInformation ::= CHOICE {
noRefresh NULL,
total [0] TotalRefresh,
incremental [1] IncrementalRefresh,
otherStrategy EXTERNAL,
.

noRefresh indicates that there have been no changes to the shadowed information from the previous instance to the
present. This may be used where an updateshadow operation shall be supplied at a certain interval defined in the
mwc gl ecenen nAda ifi i a -0 Sa ale e Sl ethe
updafeShadow Operation is in response t0 a coordinatesShadowUpdate OF refreshShadowUpdate Opefat|on in
which the LastUpdate argument has been omitted.

total providesanew instance of the shadowed information.

incrpmental provides, instead of a complete replacement of the shadowed information, only the ehanges which have
occurfed to that shadowed information between lastUpdate in the most recent coordimateShadowUpdate (Or
requpstShadowUpdate request), and wupdateTime in the current updateShadow request| (or
requpstShadowUpdate I€SPONSE).

othefkStrategy provides the ability to send updates by mechanisms outside the scope of this Directory Specificaion.

11.3.1.1 Total refresh

The gomplete shadowed information is included starting at the root of the{DIT and including all SDSEs with|n the
shadgwed information.

TotallRefresh ::= SEQUENCE {

sDBE SDSEContent OPTIONAL,
suptree SET SIZE (1..MAX) OF Subtree OPTIONAL,
13
SDSEfontent ::= SEQUENCE {
sDBEType SDSEType,
supComplete [0] BOOLEAN DEFAULT FALSE,
atkComplete [1] BOOLEAN OPTIONAL,
atkributes SET OF Attribute{{SupportedAttributes}},
atkValIncomplete SET OF AttributeType DEFAULT {},
13
SDSEflype ::= DSEType
Subtfee ::= SEQUENCE {

rdpn RelativeDistinguishedName,
PONENTS OF TotalRefresh,

b}

sDSE['ype indiCates the type of DSE being shadowed. If the bits supr, xr, shadow, immSupr Or rhob are set, they are
ignored.

subtreet ttted whteh—have-re—sdberdirate-SbB —TFhe-RBNs-tsed-H=subtree—Shdl be-pAMmary
RDNSs, and shall include context information and al alternative distinguished values in the valueswithContext
component, unless the specific shadowing agreement includes a context selection which reduces the number of
alternative distinguished values which are shadowed.

subComplete iS a boolean that, if present, indicates whether or not subordinate knowledge is complete. If TRUE,
subordinate knowledge is complete. If FaLse, subordinate knowledge isincomplete or unknown.

attComplete iSaBoolean and is TRUE if and only if all user attributes of the entry, all values of such user attributes,
and all context information associated with those values, are present for the entry. If FALSE, some user attributes or
values or context information have been omitted. If absent, it is undefined whether or not all user attributes or values or
context information are present.

attributes iscomprised of all user and operational attributes specified in the shadowing agreement.
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attvValIncomplete iS a list of those attribute types present in attributes for which not all attribute values are
included. Attribute values may have been omitted due to context-based selection. For any attribute type listed, some
attribute values have been omitted. For any attribute type not listed, al attribute values are included.
AttValIncomplete Shall not contain any attribute types that do not appear in attributes.

11.3.1.2 Incremental refresh

Only the changes to the shadowed information areincluded in the IncrementalRefresh.

IncrementalRefresh ::= SEQUENCE OF IncrementalStepRefresh
IncrementalStepRefresh ::= SEQUENCE {
sDSEChanges
CHOICE {add [0] SDSEContent,

remove NULL,
modify [1] ContentChange,
..} OPTIONAL,
supordinateUpdates SEQUENCE SIZE (1l..MAX) OF SubordinateChanges OPTIONAL }

ContpntChange ::= SEQUENCE {
rehame

CHOICE {newRDN RelativeDistinguishedName,
newDN DistinguishedName} OPTIONAL,

atkributeChanges

CHOICE {replace [0] SET SIZE (1..MAX) OF Attribute{{SupportedAttributes}},
changes [1] SEQUENCE SIZE (1..MAX) OF EntryModification} OPTIONAL,

sDEEType SDSEType,

subComplete [2] BOOLEAN DEFAULT FALSE,
atgComplete [3] BOOLEAN OPTIONAL,
atfValIncomplete SET OF AttributeType DEFAULT {},
-}
SubokdinateChanges ::= SEQUENCE {
subordinate RelativeDistinguishedName,
chpnges IncrementalStepRefresh,
-}

The sequence of incrementalStepRefresh within\the IncrementalRefresh element shall be applied {o the
repligated area in the order supplied. This is reguired to support incremental updates in the case of reusq of a
Disti rLguished Name.

incrpmentalStepRefresh specifiesagroup of changesto be applied to the replicated area.
sDSEfhanges indicates changes whichineed to be reflected in the shadowed information.

add grovides a copy of a complete SDSE. The shadow DSE in the shadow consumer has no subordinates. If a sjadow
DSE |with this name aready,-exists in the shadow consumer, any subordinates are deleted and the shadow| DSE
replaged.

remotyre indicates that thiSSDSE, and any subordinates to it, should not be represented by shadow DSEs in the shadow
consymer.

modify includeSthose changes that need to be reflected in a particular SDSE, including the addition of new attribute
values and the-deletion of old attribute values.

renape-iSused to |nd|cate changes to the name of the corr%pondlng DSE. If only the RDN of an entry is changed, then

in the SDSE If asubtree is moved to a new parent, then the newdN component is used to indicate the new name which
needs to be reflected in the shadow consumer's DSA information tree. rename is not used to add or delete attribute
values. The RDNs used in newRDN and newDN shall be primary RDNs, and shall include context information and all
alternative distinguished values, unless the specific shadowing agreement includes a context selection which reduces the
number of alternative distinguished values which are shadowed.

If the changes to the SDSE are extensive, a complete replacement of content is achieved using replace. Otherwise,
changes is used to indicate changes which need to be reflected in the SDSE.

If attcomplete isabsent, thisindicates that its valueis undefined and it should not be included in the SDSE.

attValIncomplete iSalist of those attribute types present in the SDSE for which not all attribute values are present
after the changes in this refresh have been applied. For any attribute type listed, some attribute values are not present.

Rec. ITU-T X.525 (10/2012) 29


https://standardsiso.com/api/?name=8c2b0a2d64b512a2465f190867dc33ee

| SO/l EC 9594-9:2014 (E)

For any attribute type not listed, all attribute values are present. AttvalIncomplete shall not contain any attribute
types that do not appear in the changed SDSE.

subordinateUpdates Specifies a sequence of subordinateChanges Which shall be applied to the replicated areain
the order supplied. This ordering may be used, for example, to support incremental updates in the case of reuse of a
distinguished name. Each of the subordinateChanges specifies changes to make to subordinates of the entry. Note
that other changes to the same subordinates may be specified in other IncrementalstepRefresh components of
IncrementalRefresh.

SubordinateChanges iS used to indicate changes to subordinate SDSEs. The RDNs used in subordinate shall be
primary RDNs, and shal include context information and al alternative distinguished values in the
valuesWithContext component, unless the specific shadowing agreement includes a context selection which reduces
the number of aternative distinguished values which are shadowed.

11.3.

Should the request succeed, a result shall be returned. If the result is to be signed by the shadow €onsumer, the
SecukityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) component of CommonResultsSeq (See 7.4
. ITU-T X.511 | ISO/IEC 9594-3) shall be included in the result. If the result is not to be signed by the shadow
consymer, no information shall be conveyed with the result.

Update Shadow success

The lastupdate argument is the time provided by the shadow supplier of the previaUs successful update| This
argument may only be omitted in the first instance of a shadowUpdate operation for partictlar shadowing agreement.

11.3. Update Shadow failure

Should the request fail, a shadowError shall be reported. Circumstances underwhich the particular shadow proplems
will be returned are defined below.

An invalidagreementID shadow problem is returned if the shadow consumer DSA does not recognize the
AgrepmentID specified within the list of AgreementIDs With this shadow supplier DSA.

An ipactiveAgreement shadow problem isreturned if the shadow consumer DSA recognizes the AgreementIp asa
valid| agreementID for this shadow supplier DSA, and.if the shadow consumer DSA understands that the
AgrepmentID iSinactive.

An invalidInformationReceived shadow problem,is returned if the shadow consumer DSA determines thal, as a
result] of an error in the received data, it may not be able to use the received data to provide Directory services fo the
ory users. As agenera rule, extraneous data.(e.g., entries that should have been filtered as a result of object class
on, attributes that should have been filtered out, etc.) is not considered sufficiently serious to require the retpirn of
this shadow problem as it can be ignored by-the shadow consumer. Interpretation of this shadow problem is outsifle the
scopq of this Directory Specification.

An upwillingToPerform Shadow_problem is returned by the shadow consumer DSA to indicate that the shadow
consymer DSA is unwilling to_perform this update operation. It may be returned, for example, to indicate thet the
APDU size exceeds loca Aimits. Interpretation of this shadow problem is outside the scope of this Dirgctory
Specification.

The unsupportedStrategy, missedPrevious, fullUpdateRequired, unsuitableTiming, and
updaleAlreadyReceived shadow problems are not returned in response to this operation.

An ihvalidsegtencing shadow problem is returned to signal the receipt of an updateshadow operation for ywhich
therehad beenno prior coordinateShadowUpdate Of requestShadowUpdate Operation.

12 Shadow error

For any of the operations defined in clause 11, a shadowError may be returned, indicating the nature of the
ShadowProblem, and optionally the 1astUpdate with a more suitable updatewindow. If the parameters of the
operation were signed (see 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) by the requesting DSA, then the responding
DSA may sign the error parameters.

shadowError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED-SEQ { ShadowErrorData }
CODE id-errcode-shadowError }
ShadowErrorData ::= SEQUENCE {
problem ShadowProblem,
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