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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

Many applications have requirements for security to protect against threats to the communication of information. Virtually
all security services are dependent upon the identities of the communicating parties being reliably known, i.e.,
authenticated.

This Recommendation | International Standard defines a framework for public-key certificates. This framework includes
the specification of data objects used to represent the public-key certificates themselves, as well as revocation notices for
issued public-key certificates that should no longer be trusted. It defines some critical components of a public-key
infrastructure (PKI), but it does not define a PKI in its entirety. However, this Recommendation | International Standard
provides the foundation upon which full PKls and their specifications can be built.

Similarly, this Recommendation | International Standard defines a framework for attribute certificates. This framework
includes the specification of data objects used to represent the attribute certificates themselves, as well as revocation
noticgs for issued attribute certificates that should no longer be trusted. It defines some critical components of a priyilege
manafiement infrastructure (PMI), but it does not define a PMI in its entirety. However, this Recomniendation |
Interrjational Standard provides the foundation upon which full PMIs and their specifications can be built.

Directory schema definitions allow PKI and PMI information to be represented in a directory,_according {o the
specitfication found in the Directory Specifications (Rec. ITU-T X.500 | ISO/IEC 9594-1, Rec. ITUXT X.501 | ISQ/IEC
959442, Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9594-4, Rec. ITU-T X519 | ISO/IEC 9594-5,
Rec. |TU-T X.520 | ISO/IEC 9594-6, Rec ITU-T X.521 | ISO/IEC 9594-7 and Rec. ITU-T X.525 | ISO/IEC 9594-9) or
accorfling to the lightweight directory access protocol (LDAP) specification.

This Recommendation | International Standard provides the foundation frameworks upon ‘which industry profiles dan be
defingd by other standards groups and industry forums. Many of the features defined @’optional in these frameworks may
be mandated for use in certain environments through profiles. This ninth edition. technically revises and enhancgs the
eightl edition of this Recommendation | International Standard.

This ninth edition specifies versions 1, 2 and 3 of public-key certificatesyversions 1 and 2 of certificate revocatiop lists
and vgrsion 2 of attribute certificates.

The eixtensibility function was added in an earlier edition with version 3 of the public-key certificate and with vergion 2
of the certificate revocation list and was incorporated into the attribute certificate from its initial inception.

Annek A, which is an integral part of this Recommendation- International Standard, provides the ASN.1 modules which
conta|n all of the definitions associated with the frameworks.

Annek B, which is not an integral part of this Recommendation | International Standard, lists object identifiers asgigned
to cryptographic algorithms defined by other specifications. It is provided for easy reference and import into other ASN.1
modufes.

Annek C, which is an integral part of this Recommendation | International Standard, provides definitions fof how
certificate extension types may be represented by directory attribute types.

Annek D, which is not an integral_part of this Recommendation | International Standard, includes extracts of external
ASN.[L modules referenced hy.this Recommendation | International Standard.

Annek E, which is an integral part of this Recommendation | International Standard, provides rules for generating and
procepsing certificate.revocation lists (CRLsS).

Annek F, which.is’not an integral part of this Recommendation | International Standard, provides examples off delta
certifjcate revocation list (CRL) issuance.

Annek Gg«which is not an integral part of this Recommendation | International Standard, provides examples of priyilege
policy syntaxes and privilege attributes.

Annex H, which is not an integral part of this Recommendation | International Standard, is an introduction to public-key
cryptography.

Annex |, which is not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex J, which is not an integral part of this Recommendation | International Standard, provides guidance for public-key
infrastructure (PKI) enabled applications on the processing of certificate policy while in the certification path validation
process.

Annex K, which is not an integral part of this Recommendation | International Standard, provides guidance on the use of
the contentCommitment bit in the keyUsage certificate extension.

Viii Rec. ITU-T X.509 (10/2019) © ISO/IEC 2020 - All rights reserved
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Annex L, which is not an integral part of this Recommendation | International Standard, includes public-key and attribute
certificate extensions that have been deprecated.

Annex M, which is not an integral part of this Recommendation | International Standard, gives a short introduction to
directory and distinguished name concepts.

Annex N, which is not an integral part of this Recommendation | International Standard, provides some general
considerations on strong authentication.

Annex O, which is not an integral part of this Recommendation | International Standard, contains an alphabetical list of
information item definitions in this Recommendation | International Standard.

Annex P, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) ix
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

1

Information technology — Open Systems Interconnection —
The Directory: Public-key and attribute certificate frameworks

SECTION 1 - GENERAL

Scope

and

ther security services through the provision of a set of frameworks upon which full services canche-lpased.

This (Tecommendation | International Standard addresses some of the security requirements in the areas of authenti¢ation

Specifically, this Recommendation | International Standard defines frameworks for:

The g
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The fi

—  public-key certificates; and
—  attribute certificates.

ublic-key certificate framework defined in this Recommendation | International Standard specifies the information
s and data types for a public-key infrastructure (PKI), including public-key certificates, ¢ertificate revocatiop lists
), trust broker and authorization and validation lists (AVLs). The attribute certificate framework specifigs the
hation objects and data types for a privilege management infrastructure (PMI), including attribute certificatep, and
te certificate revocation lists (ACRLS). This Recommendation | International Standard also provides the framgwork
uing, managing, using and revoking certificates. An extensibility mechanism,is included in the defined formats for
ertificate types and for all revocation list schemes. This Recommendation-| International Standard also inclydes a
extensions, which is expected to be generally useful across a numbet_ 0f applications of PKI and PMI. The sghema
pnents (including object classes, attribute types and matching rules) for storing PKI and PMI information in a
pry, are included in this Recommendation | International Standard:

Recommendation | International Standard specifies the framework for strong authentication, involving credgntials
d using cryptographic techniques. It is not intended to establish this as a general framework for authentication, but
be of general use for applications which consider these‘techniques adequate.

ntication (and other security services) can only besprovided within the context of a defined security policy. [It is a
[ for users of an application to define their own'security policy.

Normative references

pllowing Recommendations and International Standards contain provisions which, through reference in thi§ text,

constitute provisions of this Recommendation | International Standard. At the time of publication, the editions ind|cated

were

valid. All Recommendations and Standards are subject to revision, and parties to agreements based o this

Recommendation | International'Standard are encouraged to investigate the possibility of applying the most recent eflition

of thg
Intern
ITU-T

21

Recommendationszand Standards listed below. Members of IEC and ISO maintain registers of currently|valid
ational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently|valid
" Recommendations.

Idéntical Recommendations | International Standards
-~ " Recommendation ITU-T X.411 (1999) | ISO/IEC 10021-4:2003, Information technology — Mdssage

Handling Systems (MHS) — Message Transfer System: Abstract Service Definition and Procedures

—  Recommendation ITU-T X.500 (2019) | ISO/IEC 9594-1:2020, Information technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services.

—  Recommendation ITU-T X.501 (2019) | ISO/IEC 9594-2:2020, Information technology — Open Systems
Interconnection — The Directory: Models.

—  Recommendation ITU-T X.511 (2019) | ISO/IEC 9594-3:2020, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition.

—  Recommendation ITU-T X.518 (2019) | ISO/IEC 9594-4:2020, Information technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

—  Recommendation ITU-T X.519 (2019) | ISO/IEC 9594-5:2020, Information technology — Open Systems
Interconnection — The Directory: Protocol specifications.
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2.2

2.3

24

Recommendation ITU-T X.520 (2019) | ISO/IEC 9594-6:2020, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

Recommendation ITU-T X.521 (2019) | ISO/IEC 9594-7:2020, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

Recommendation ITU-T X.525 (2019) | ISO/IEC 9594-9:2020, Information technology — Open Systems
Interconnection — The Directory: Replication.

Recommendation ITU-T X.660 (2011) | ISO/IEC 9834-1:2012, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures and
top arcs of the International Object Identifier tree.

Recommendation ITU-T X.680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

Paired Recommendations | International Standards equivalent in technical content

Recommendations

Other references

Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract.gyntax
Notation One (ASN.1): Information object specification.

Recommendation ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Abstract Jyntax
Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology — Abstract yntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Informationtechnology — ASN.1 engoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding'Rulés (CER) and Distingyished
Encoding Rules (DER).

Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Access control framework.

Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:2997, Information technology — Open Systems
Interconnection — Security frameworks for open systems:{Non-repudiation framework.

Recommendation ITU-T X.841 (2000) | ISO/IEC 15816:2002, Information technology — Segurity
techniques — Security information objects for access control.

Recommendation ITU-T X.800 (1991), Security architecture for Open Systems Interconnection for CITT
applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Refgrence
Model — Part 2: Security Architécture.

Recommendation ITU-T X.1252 (2010), Baseline identity management terms and definitions.

IETF REC 791 (1981), Internet Protocol.
IETERFC 822 (1982), Standard for the Format of ARPA Internet Text Messages.

IETF RFC 1630 (1994), Universal Resource Identifiers in WWW: A Unifying Syntax for the Expression of
Names and Addresses of Objects on the Network as used in the World-Wide Web.

IETF RFC 3492 (2003), Punycode: A Bootstring encoding of Unicode for Internationalized thmain

Mamacin-Ai -4 I mYN VY

nalieat:
NaMCS 7P PtatoOnsSromNA)T

IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

IETF RFC 4523 (2006), Lightweight Directory Access Protocol (LDAP) Schema Definitions for X.509
Certificates.

IETF RFC 5280 (2008), Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile.

IETF RFC 5890 (2010), Internationalized Domain Names for Applications (IDNA): Definitions and
Document Framework.

IETF RFC 5914 (2010), Trust Anchor Format.

Rec. ITU-T X.509 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

— IETF RFC 6960 (2013), X.509 Internet Public Key Infrastructure Online Certificate Status Protocol —
OCSP.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 OSI Reference Model security architecture definitions

The following terms are defined in Rec. ITU-T X.800 | ISO 7498-2:
a) authentication exchange;

b) authentication information;
c) confidentiality;

d) credentials;

e) cryptography;

f)  data origin authentication;
g) decipherment;

h) digital signature;

i) encipherment; and

D key;

3.2 Baseline identity management terms and definitions
The fpllowing term is defined in Rec. ITU-T X.1252:

a) trust.

3.3 Directory model definitions

The fpllowing terms are defined in Rec. ITU-T X.501 [1SO/IEC 9594-2:
a) attribute;

c) directory information tree (DIT);

b) directory system agent;

c) directory user agent (DUA);

d) distinguished namé;

e) entry;
f)  relative distinguished name;
g) root.
3.4 Accesscontrol framework definitions

The fpllowing terms are defined in Rec. ITU-T X.812 | ISO/IEC 10181-3:
a) access control decision function (ADF);
b) access control enforcement function (AEF).

35 Public-key and attribute certificate definitions
The following terms are defined in this Recommendation | International Standard:

3.5.1 ACRL distribution point: A directory entry or another distribution source for attribute certificate revocation
lists (ACRLS); an ACRL distributed through an ACRL distribution point may contain revocation entries for only a subset
of the full set of attribute certificates issued by one attribute authority (AA) or may contain revocation entries for multiple
AAs.
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3.5.2 attribute authority certificate: An attribute certificate for one attribute authority (AA) issued by another AA
or by the same AA.

3.53 attribute certificate: A data structure, digitally signed by an attribute authority that binds some attribute values
with identification information about its holder.

3.54 attribute authority (AA): An authority which assigns privileges by issuing attribute certificates or by including
them in public-key certificates.

355 attribute authority revocation list (AARL): A revocation list containing a list of references to attribute
certificates issued to attribute authorities (AAs) that are no longer considered valid by the issuing AA.

3.5.6 attribute certificate revocation list (ACRL): A revocation list containing a list of references to attribute
certificates that are no longer considered valid by the issuing attribute authority.

3.5.7 attribute certificate validation: The process of ensuring that an attribute certificate was valid at a given| time,
including possibly the construction and processing of a delegation path, and ensuring that all attribute certifieates in that
path vyvere valid (e.g., were not expired or revoked) at that given time.

3.5.8 authority: An entity, responsible for the issuance of certificates or of revocation lists. Four types are defiped in
this Recommendation | International Standard; a certification authority which issues public-key ceftificates, an atlibute
authority which issues attribute certificates, a certificate revocation list (CRL) issuer which issues, €RLs and an attribute
certificate revocation list (ACRL) issuer which issues ACRLSs.

3.5.9 authorization and validation list (AVL): A signed list containing information to.an AVL entity about pofential
comnunications entities and possible restrictions on the communications with such gntities.

3.5.1 authorization and validation list entity (AVL entity): An entity, wheh acting as a relying party, is depgndent
on an|AVL issued by a designated authorizer.

3.5.11 authorizer: An entity trusted by one or more entities operatifig,as authorization and validation list (JAVL)
entitigs to create, maintain and sign authorization and validation lists.

3.5.12 base attribute certificate revocation list (base ACRL): An attribute certificate revocation list (ACRL) that is
used gs the foundation in the generation of a delta attribute certificate revocation list (JACRL).

3.5.13 base certificate revocation list (base CRL): A certificate revocation list (CRL) that is used as the founglation
in the|generation of a delta certificate revocation list (dACRL).

3.5.14 CA certificate: A public-key certificatesfor one certification authority (CA) issued by another CA or Iy the
same [CA.

comnpunity and/or class of application with common security requirements. For example, a particular certificate policy
might indicate applicability of a type of-Gertificate to the authentication of electronic data interchange transactions fpr the
trading of goods within a given price_range.

3.5.1% certificate policy: A named set of ryles that indicates the applicability of a public-key certificate to a par£cular

35.1 certification practice statement (CPS): A statement of the practices that a certification authority (CA) employs
in issliing certificates.

3.5.1T certificate révocation list (CRL): A signed list indicating a set of public-key certificates that are no llonger
consiflered valid by<the“issuing certification authority (CA). In addition to the generic term certificate revocatign list
(CRL), some speeific CRL types are defined for CRLs that cover particular scopes.

3.5.18 certificate serial number: An integer value, unique within the issuing authority, which is unambigyously
assoc|ated\with a certificate issued by that authority.

3 5 1 cortificatinn anitharithvs (CAY- An antharibv triictad by ano ar maro antitiac 0 croata and dicital cioon nihl t\_ke
5.10—eertification-authority (CA)-An-authority-trusted by one-or-more-entities-to-create-and-digital-sign-pubHc-key

certificates. Optionally the certification authority may create the subjects' keys.

3.5.20 certification authority revocation list (CARL): A revocation list containing a list of certification authority
(CA) certificates issued to CAs that are no longer considered valid by the issuing CA.

3.5.21  certification path: An ordered list of one or more public-key certificates, starting with a public-key certificate
signed by the trust anchor, and ending with the end-entity public-key certificate to be validated. All intermediate public-
key certificates, if any, are certification authority (CA) certificates in which the subject of the preceding public-key
certificate is the issuer of the following public-key certificate.

3.5.22  CRL distribution point: A directory entry or other distribution source for certificate revocation lists (CRLs);
a CRL distributed through a CRL distribution point may contain revocation entries for only a subset of the full set of
public-key certificates issued by one certification authority (CA) or may contain revocation entries for multiple CAs.
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3.3.23  cross-certificate: A certification authority (CA) certificate where the issuer and the subject are different CAs.
CA:s issue cross-certificates to other CAs as a mechanism to authorize the subject CA's existence.

3.5.24  delegation: Conveyance of privilege from one entity that holds such privilege, to another entity.

3.5.25 delegation path: An ordered sequence of attribute certificates which, together with authentication of a privilege
asserter's identity can be processed to verify the authenticity of a privilege asserter's privilege.

3.5.26  delta attribute certificate revocation list (JACRL): A partial attribute certificate revocation list that only
contains entries for attribute certificates that have had their revocation status changed since the issuance of the referenced
base attribute certificate revocation list (base ACRL).

3.4.27 delta-CRL (dCRL): A partial revocation list that only contains entries for public-key certificates that have had
their revocation status changed since the issuance of the referenced base CRL.

3.5.28 end entity: Either a public-key certificate subject that uses its private key for purposes other than signingppblic-
key cprtificates, or an attribute certificate holder that cannot delegate privileges of the attribute certificate ~Qut-uges its
attribites only to gain access to a resource.

3.5.29 end-entity attribute certificate: An attribute certificate issued to an entity, which then acts/as an end pntity
withim a privilege management infrastructure.

3.5.3 end-entity attribute certificate revocation list (EARL): A revocation list containing a list of attribute
certificates issued to holders that are not also attribute authorities (AAs) that are no longer considered valid Jy the
certificate issuer.

3.5.31 end-entity public-key certificate: A public-key certificate issued to an entity, which then acts as an end entity
withim a public-key infrastructure.

3.5.32 end-entity public-key certificate revocation list (EPRL): A revacation list containing a list of public-key
certificates issued to subjects that are not also certification authorities (GAs), that are no longer considered valid by the
certificate issuer.

3.5.33 environmental variables: Those aspects of policy required for an authorization decision, that are not confained
withif static structures, but are available through some local means to a privilege verifier (e.g., time of day or clrrent
account balance).

3.5.34 full attribute certificate revocation list (full/ACRL): A complete revocation list that contains entries for all
attribyite certificates that have been revoked for a given scope.

3.5.3% full CRL: A complete revocation list that contains entries for all public-key certificates that have been reyoked
for the given scope.

3.5.3¢6  hash function: A (mathematical) function which maps data of arbitrary size into data of a fixed size cdlled a
digest.

3.5.37 holder: An entity to whom some privilege has been delegated either directly from the source of authotity or
indirgctly through another attribute authority.

3.5.38 indirect attribute Certificate revocation list IACRL): A revocation list whose scope includes attfibute
certificates issued by oneyof more attribute authorities (AAs) other than the issuer of the revocation list. The same indirect
ACRL is also authofitative for the attribute certificates, if any, issued by the ACRL issuer.

3.5.39 indiréct certificate revocation list (iCRL): A revocation list whose scope includes public-key certiflicates
issued by one.or more certification authorities (CAs) other than the issuer of the revocation list. The same indirect
certificate‘revocation list (CRL) is also authoritative for the public-key certificates, if any, issued by the CRL issuef.

3.5 40 intermediate CA- A cortification-authoritv(CAY is acting_as_ani
when it is the issuer of the next public-key certificate on that certification path.

tof path

3.5.41 key agreement: A method for negotiating a symmetric key value on-line without transferring the key, even in
an encrypted form, e.g., the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agreement
mechanisms).

3.5.42  multiple cryptographic algorithms public-key certificate: Public-key certificate that for migration purposes
includes extensions for an alternative public-key algorithm, an alternative digital signature algorithm and an alternative
digital signature.

3.5.43 object method: An action that can be invoked on a resource (e.g., a file system may have read, write and
execute object methods).
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3.5.44  one-way function: A (mathematical) function which is easy to compute, but which for a general value y in the
range, it is computationally difficult to find a value x in the domain such that f(x) = y. There may be a few values y for
which finding x is not computationally difficult.

3.5.45 PKIl end entity: An entity that is acting as an end entity in a public-key infrastructure (PKI) environment, where
the subject uses it private key for other purposes than signing public-key certificates.

3.5.46 PMI end entity: An entity that is acting as an end entity in a privilege management infrastructure (PMI)
environment, where the holder uses its privilege attributes to gain access to a resource.

3.5.47 policy decision point (PDP): The point where policy decisions are made (synonymous with access control
decision function, ADF).

3.5.48 policy enforcement point (PEP): The point where the policy decisions are actually enforced (synonymous
with gctesstomrotenforcement function, AEF):

3.5.49 policy mapping: Recognizing that, when a certification authority (CA) in one domain certifies a CA.ilvamother
domajn, a particular certificate policy in the second domain may be considered by the authority of the first domain to be
equivplent (but not necessarily identical in all respects) to a particular certificate policy in the first domain:

3.5.5 private key: (In a public-key cryptosystem) that key of an entity's key pair which is knownjonly by that ¢ntity.
3.5.51 privilege: An attribute or property assigned to an entity by an attribute authority.

3.5.52 privilege asserter: A privilege holder using the attributes of the attribute certificate or public-key certifidate to
assert privilege.

3.5.53 privilege holder: An entity that has been assigned privilege. A privilegesholder may assert its privilegq for a
particular purpose.

3.5.54  privilege management infrastructure (PMI): The infrastructuré€ able to support the management of privjleges
in sugport of a comprehensive authorization service and in relationship Wwith'a public-key infrastructure.

3.5.5% privilege policy: The policy that outlines conditions for ptivilege verifiers to provide/perform sensitive sefvices
to/for| qualified privilege asserters. Privilege policy relates attributes associated with the service as well as attrjbutes
assoclated with privilege asserters.

3.5.56 privilege verifier: An entity verifying attributes of a public-key certificate or attribute certificate agdinst a
privilgge policy.

3.5.57T public key: That key of an entity's key, pair which is publicly known.

3.55 public-key certificate: The public-key of an entity, together with some other information, rendered unforgeable
by digital signature with the private key of the certification authority (CA) that issued it.

3.5.59 public-key certificate validation: The process of ensuring that a public-key certificate was valid at a|given
time, jncluding possibly the construction and processing of a certification path, and ensuring that all public-key certifficates
in that path were valid (e.g., were not expired or revoked) at that given time.

3.5.6 public-key infrastructure (PKI): The infrastructure able to support the management of public keys aple to
suppdrt authentication, encryption, integrity or non-repudiation services.

3.5.61 registratiofauthority (RA): Those aspects of the responsibilities of a certification authority that are relgted to
identiffication apdhalthentication of the subject of a public-key certificate to be issued by that certification authorify. An
RA may either-be“a separate entity or be an integrated part of the certification authority.

NOTE4 This definition is different in scope from the one defined in Rec. ITU-T X.660 | ISO/IEC 9834-1.

3.5.67 relving party: An entity that relies on the data in a public-key certificate in making decisions

3.5.63 role assignment certificate: A certificate that contains the role attribute, assigning one or more roles to the
certificate subject/holder.

3.5.64 role specification certificate: An attribute certificate that contains the assignment of privileges to a role.
3.5.65  sensitivity: Characteristic of a resource that implies its value or importance.

3.5.66  security policy: The set of rules laid down by the security authority governing the use and provision of security
services and facilities.

3.5.67 self-issued attribute certificate: An attribute certificate where the issuer and the holder are the same attribute
authority (AA). An AA might use a self-issued attribute certificate, for example, to publish policy information.
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3.5.68  self-issued certificate: A certification authority (CA) certificate where the issuer and the subject are the same
CA. A CA might use self-issued certificates, for example, during a key rollover operation to provide trust from the old
key to the new key.

3.5.69 self-signed certificate: A special case of self-issued certificates where the private key used by the certification
authority (CA) to sign the CA certificate corresponds to the public key that is certified within the CA certificate. A CA
might use a self-signed certificate, for example, to advertise their public key or other information about their operations.

NOTE - Use of self-issued certificates and self-signed certificates issued by other than certification authorities (CAs) are outside
the scope of this Recommendation | International Standard.

3.5.70  source of authority (SOA): An attribute authority that a privilege verifier for a particular resource trusts as the
ultimate authority to assign a set of privileges for asserting that resource.

3.5.7] subject CA: A certification authority (CA) for which another CA has issued a CA certificate.

3.5.72  trust anchor: An entity that is trusted by a relying party and used for validating public-key certificates.

3.5.73 trust anchor information: Trust anchor information is at least the: distinguished name of thé trust apchor,
assoc|ated public key, algorithm identifier, public key parameters (if applicable), and any constraints on itsuse, including
a valiflity period. The trust anchor information may be provided as a self-signed certification authority (CA) certifigate or
as a nprmal CA certificate (i.e., cross-certificate).

3.5.74 trust anchor store: A trust anchor information collection at a relying party for one or more trust anchorg.

3.5.7% trust broker: A third party trusted by relying parties to provide quantitative information aboyt the
trustworthiness and qualitative information about the intended use of a public-key certificate based on informationjabout
the cqrtification authority. Trust brokers are independent of certification authorities-and have direct trust relatiofships
with felying parties.

3.5.7¢ trustin a CA: Belief that the certification authority (CA) will actreliability and truthfully in the managg¢ment
of its public-key certificates and will comply with its published certification’practise statement and relevant legislation.

3.5.77 trustin a public-key certificate: Belief that the public-keyycertificate belongs to the subject identified |in the
publig¢-key certificate.

4 Abbreviations
For the purposes of this Recommendation | International Standard, the following abbreviations apply:
AA Attribute Authority
AARL Attribute Authority.Revocation List
ACRL Attribute Certificate Revocation List
ADF Access contral Decision Function
AEF Accegs-control Enforcement Function
AlA Autharity Information Access
ASN.1 Abstract Syntax Notation One
AVL Authorization and Validation List
BER Basic Encoding Rules
CA Certification Authority
CARL Certification Authority Revocation List
CRL Certificate Revocation List
dACRL Delta Attribute Certificate Revocation List
DAP Directory Access Protocol
dCRL Delta Certificate Revocation List
DER Distinguished Encoding Rules
DIT Directory Information Tree
DS Delegation Service
DSA Digital Signature Algorithm
DUA Directory User Agent
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EARL End-entity Attribute certificate Revocation List

ECC Elliptic Curve Cryptography

ECDSA Elliptic Curve Digital Signature Algorithm

EPRL End-entity Public-key Certificate Revocation List

FQODN Fully Qualified Domain Name

HSM Hardware Security Module

iACRL Indirect Attribute Certificate Revocation List

iCRL Indirect Certificate Revocation List

IDN Internationalized Domain Name

DP tssuing Distributionm Poimnt

LDAP Lightweight Directory Access Protocol

LDH Letters, Digits, Hyphen

M2M Machine-to-Machine

OCSP Online Certificate Status Protocol

PDP Policy Decision Point

PEP Policy Enforcement Point

PIN Personal Identification Number

PKCS Public-Key Cryptography Standards

PKI Public-Key Infrastructure

PMI Privilege Management Infrastructure

RA Registration Authority

RDN Relative Distinguished Name

RoA Recognition of Authority

RSA Rivest-Shamir-Adelman

SOA Source Of Authority

B Trust Broker
5 Conventions
The tgrm "Specification” (as in "this"Specification™) shall be taken to mean Rec. ITU-T X.509 | ISO/IEC 9594-8.
The ferm "The Directory Specifications" shall be taken to mean Rec. ITU-T X.500 | ISO/IEC 9594-1, Rec.
ITU-T X.501 | ISO/IEC 9594:2/ Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9594-4) Rec.
ITU-T X.519 | ISO/IEC 9594-5, Rec. ITU-T X.520 | ISO/IEC 9594-6, Rec ITU-T X.521 | ISO/IEC 9594-f and
Rec. [TU-T X.525 | ISOHEC 9594-9.
If an [International;Standard or ITU-T Recommendation is referenced within normal text without an indication pf the
editiop, the edition shall be taken to be the latest one as specified in the normative references clause.
This $pecification makes extensive use of Abstract Syntax Notation One (ASN.1) for the formal specification of data
types|and. values, as it is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2] Rec.
ITU-TX Rec- X658 G- X690 ISO/UEC 8825-1.

This Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Courier New typeface.
When a definition is referenced for the first time in normal text it is presented in italicized Times New Roman.

If the items in a list are numbered (as opposed to using "-" or letters), then the items shall be considered steps in a
procedure.

6 Frameworks overview

This Specification defines a framework for obtaining and trusting a public key of an entity in order to verify the digital
signature of that entity. If the key pair is of a type that allows encryption and decryption, the public key may also be used
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for encrypting information to be decrypted by the entity owning the private key. The framework includes the issuance of
a public-key certificate by a certification authority (CA) and the validation of that public-key certificate by the relying
party, i.e., the entity relying on the content of the public-key certificate. The validation includes:

— establishing a trusted path of public-key certificates between a trusted entity called a trust anchor
(see clause 7.5) and the public-key certificate subject, i.e., the entity for which the public-key certificate

The

publi
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has been issued;
— verifying the digital signatures on each public-key certificate in the path; and

— validating all the public-key certificates along that path (i.e., that they obey restrictions, were not expired

or not revoked at a given time); and
— optionally, asking a trust broker if the public-key certificate can be trusted for the intended purpose.
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bpecification defines a framework for obtaining and trusting privilege attributes of an entity in ordertoe-dete
er they are authorized to access a particular resource. The framework includes the issuance of an attpibute cert
attribute authority (AA) and the validation of that attribute certificate by a privilege verifier. The validation inc

— ensuring that the privileges in the attribute certificate are sufficient when comparédyagainst the pri
policy;

—  establishing a trusted delegation path of attribute certificates if necessary;

—  verifying the digital signature on each attribute certificate in the path;

— ensuring that each issuer was authorized to delegate privileges; and

— validating that the attribute certificates have not expired or been rfevoked by their issuers.

bges are provided in directory attributes as defined by Rec. ITU-T X501 | ISO/IEC 9594-2.

L-Key certificates may also include directory attributes for providing privileges. Such aspects of privileges ¢
blic-key certificates are also covered by the attribute certificate.framework within Section 3.

The grivilege management infrastructure (PMI) is the infrastfucture established to support the issuing, revocatig
validation of attribute-key certificates.

Although PKI and PMI are separate infrastructures and ‘may be established independently from one another, the

relate
certif
holde
proce

'mine
ficate
udes:

Vilege

Arried

n and

y are

. This Specification recommends that holdersyand issuers of attribute certificates be identified within at

framgwork.

An e
envir

A PK
used
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tity may take one more roles_in a PKI and/or a PMI. It may act as a CA, as an AA, as an end entity in
nment (PKI end entity), as ‘an/end entity in a PMI environment (PMI end entity), as a relying party, etc.

end entity is an entitythat has been assigned an end-entity public-key certificate, where the private key can
0 sign other publiczkey certificates, but may be used for signing for other purposes. A PMI end entity is an
5es its end-entity‘attribute certificate to assess privilege, but it cannot be used for delegating such privilege to

entitigs.

This
and d

6.1

Jgital signature algorithms.

ibute

cates by pointers to their appropriate public-key certificates. Authentication of the attribute certificate issuefs and
'S, to ensure that entities claiming privilege-and issuing privilege are who they claim to be, is done using the nprmal
5ses of the PKI to authenticate identities.JThis authentication process is not duplicated within the attribute certificate

h PKI

not be
Entity
other

bpecification’ makes extensive use of cryptographic algorithms, such as hashing algorithms, public-key algotithms

et al cianatieac
I_IIHILQI DIHI 1aturT o

This subclause describes digital signatures in general. Sections 2 and 3 of this Specification discuss the use of digital
signatures within PKI and PMI specifically. This subclause is not intended to specify a specification for digital signatures
in general, but to specify the means by which instances of the PKI and PMI specific data types are signed.

There are different types of digital signatures, such as Rivest-Shamir-Adelman (RSA) digital signatures, digital signature
algorithm (DSA) digital signatures and elliptic curve digital signature algorithm (ECDSA) digital signatures.

NOTE 1 — It is not within the scope of this Specification to describe these different techniques in detail, but Annex F gives a short
introduction with references to more detailed specifications.

Figure 1 illustrates how a signer of instances of PKI/PMI data types (public-key certificates, attribute certificates,
revocation lists, etc.) creates a digital signature and then adds that to the data before transmission. It also illustrates how

the re

cipient of the signed data (the validator) validates the digital signature.
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The digital signature signer goes through the following procedure:

1)
2)

3)

4)

Having received the data, the recipient (validator) goes through a similar procedure:

1

2)

If the|digital signature proves valid, the validator has ensured that the data has not been modified and that the signe
the pgsition of the private key that corresponds to the public key used by the validator, i.e., the digital signature prg
insurgnce of data integrity and authentication of the signer.

If the|digital signature proves invalid, either the data has been modified or the signing private key does not corres
to thelpublic-Key used by the validator.

NOTFE 2 Data to be stored in a database or a directory may also be appended a digital signature, which then can evaluated
retrieval of the data

) ] Public
Private Signature key = Signature Vahd
key . QENETANON | Data and ) | V2lidation or invalid
signature

Signer Validator
Data Data
Hash function Hash function
Data digest Data digest
Domain parameters Domain parameters
Or additionat or additional
information/operation information/operation

| l

X.509(16)_F01

Figure 1 — Digital signature generation and validation

The signer creates a hash digest over the PKI/PMI data using a secure hashing algorithm (see annex

F).

The hash digest is then supplemented by additional infermation in preparation for generation of the dligital

signature for improved security and for padding thé:hash digest to a length required by the asymr
cryptographic function. For the RSA algorithmsy,that supplementation can be the addition of
information to the hash digest and in some cases; to perform yet another hashing operation. For the
and ECDSA digital signature algorithms, additional domain parameters are added.

The result from item 2) together with the private key of the signer and the use of a specific algorithm
in a bit string that together with the used algorithm constitute the digital signature.

The signature is appended to data‘to-be signed.

The validator goes throigh the same procedure as in steps 1) and 2) above, and if the received d
unmodified, the resultwill be the same as for the signer. If not, the next step will fail.

hetric
some
DSA

result

ata is

From the result from/item 1) together with the public key of the signer, the bit string of the signatute and

the use of an associated algorithm, the digital signature is evaluated as either valid or invalid.

Fisin
vides

ponds

at the

6.2 Public-key cryptography and cryptographic algorithms

6.2.1 Formal specification of public-key cryptography

The digital signature of a data item may expressed by the following ASN.1 data type, where the signature component
is a bit string resulting from using the appropriate digital signature algorithm.

SIGNATURE :

:= SEQUENCE ({

algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},

signature

}

10 Rec. ITU-T X.509 (10/2019)
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If one or two signatures are to be appended to the data, the following ASN.1 may be used to define the data type resulting
from applying one or two signatures to the given data type.

NOTE — The components after the extension mark were added from Rec. ITU-T X.509 (2016) | ISO/IEC 9594-8:2017.

SIGNED{ToBeSigned} ::= SEQUENCE ({
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE,

[[4:

altAlgorithmIdentifier AlgorithmIdentifier{{SupportedAltAlgorithms}} OPTIONAL,

altSignature BIT STRING OPTIONAL]]

} (WITH COMPONENTS {..., altAlgorithmIdentifier PRESENT, altSignature PRESENT } |

WITH COMPONENTS {..., altAlgorithmIdentifier ABSENT, altSignature ABSENT } ) }

The fpllowing data type is no longer used anymore by this Specification. It may be useful in other areas and is-refained
for pgssible import by referencing specifications.

HASH[{ToBeHashed} ::= SEQUENCE {

algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},

haghValue BIT STRING (CONSTRAINED BY {
- shall be the result of applying a hashing procedure to the DER-encoded
- octets of a value of -- ToBeHashed } ),

}

The fpllowing data types are deprecated and are no longer used by this Specification. They\are retained for possible import
by referencing specifications.

ENCRYPTED { ToBeEnciphered} ::= BIT STRING (CONSTRAINED BY ({
--| shall be the result of applying an encipherment procedure
--| to the BER-encoded octets of a value of -- ToBeEnciphered } )
ENCRYPTED-HASH{ToBeSigned} ::= BIT STRING (CONSTRAINED BY {
--| shall be the result of applying a hashing procedure to the DER-encoded (see 6.2)
--| octets of a value of -- ToBeSigned -- and then applying an encipherment procedure
--| to those octets -- } )

6.2.2 Formal definitions of cryptographic algorithms

The fpllowing ASN.1 information object class is usedsfor specifying cryptographic algorithms.

ALGORITHM ::= CLASS {

&Type OPTIONAL,

&id OBJECT IDENTIFIER-UNIQUE }
WITH| SYNTAX {

[PARMS &Type]

IDENTIFIED BY &id }

The fpllowing general parameterized data type specifies the syntax of an algorithm specification:

AlgokithmIdentifier{ALGORITHM: SupportedAlgorithms} ::= SEQUENCE ({
algorithm ALGORITHM. &id ({SupportedAlgorithms}),
pakameters ALGORITHM. &Type ({SupportedAlgorithms}{@algorithm}) OPTIONAL,
}

The 31gorithm component shall be an object identifier that uniquely identifies the cryptographic algorithm |peing
defingd,

The parameters comporent, whenm present, strattspecify the parametersassociated withtheatgorithm—Sorme; but not

all algorithms require associated parameters.

/* The definitions of the following information object sets are deferred to referencing
specifications having a requirement for specific information object sets.*/

SupportedAlgorithms ALGORITHM ::= {...}
SupportedAltAlgorithms ALGORITHM ::= {...}

The following parameterized data type specifies the syntax for fingerprint algorithms:

FingerPrint {ToBeFingerprinted} ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
fingerprint BIT STRING,
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}

Typically, the algorithm used for generating a fingerprint is a hash algorithm, but the above definition is open to other

types

of algorithms.

The elliptic curve algorithms use the parameters component to specify the object identifier identifying a particular
curve. The following object gives a general specification for an elliptic curve cryptography (ECC) public key algorithm:

ecPublicKey ALGORITHM ::= {
PARMS SupportedCurves
IDENTIFIED BY id-ecPublicKey }

/* The definitions of the following information value set is deferred to referencing
specifications having a requirement for specific value sets.*/

Supp

brtedCurves OBJECT IDENTIFIER ::= {dummyCurv, ...}

dummyyCurv OBJECT IDENTIFIER ::= {2 5 5}

Anne

6.2.3
Crypt

K B lists, for easy reference, some cryptographic algorithms specified in other specifications.

Migration of cryptographic algorithms

pgraphic algorithms that were once considered safe to use later become vulnerable to attack as computer techn

and mathematics evolve. Both within a PKI and PMI, migration to more safe cryptograpbic algorithms raises s

practi
a PKI

Toal
strong

cal issues, as it is unlikely that it is possible to change cryptographic algorithms simultaneously for all entities
or PMI.

er set of cryptographic algorithms, this Specification includes provisidns for an alternative set of cryptog

algorithms. This allows some entities to move to a safer set of algorithmswhile at the same time legacy entities may

using

6.3

In org
Messa
is cal
encod

the old set of cryptographic algorithms during the migration peried.

Distinguished encoding of basic encoding rules

er to enable the validation of SIGNED and SIGNATURE types in a distributed environment, either the original g
ge or, in its absence, a canonical encoding is required“The canonical encoding that shall be used by this specifi
ed the distinguished encoding of a SIGNED or SIGNATURE data value and shall be obtained by applying the
ing rules defined in Rec. ITU-T X.690 | ISO/IEC 8825-1, with the following restrictions:

a) the definite form of length encddirg shall be used, encoded in the minimum number of octets;

b) for string types, the constructed form of encoding shall not be used,;

c) if the value of a type istits default value, it shall be absent;

d) the components of(@ Set type shall be encoded in ascending order of their tag values;

e) the components of a Set-of type shall be encoded in ascending order of their octet values;

f)  if the value.0f-a Boolean type is TRUE, the encoding shall have its contents octet set to "FF";

g) each unused bit in the final octet of the encoding of a Bit String value, if there are any, shall be set tg

h) the'encoding of a Real type shall be such that bases 8, 10 and 16 shall not be used, and the binary s
factor shall be zero;

i) \~the encoding of a UTCTime shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-1;

plogy
pveral

vithin

ow smooth migration of a PKI or a PMI from a legacy use of one set of cryptographic algorithms to an assunpingly

aphic
keep

igned
Cation
basic

zero;
caling

j)  the encoding of a GeneralizedTime shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-1.

NOTE — These restrictions are the same as the distinguished encoding rules specified in Rec. ITU-T X.690 | ISO/IEC 8825-1.

6.4

Applying distinguished encoding

Generating distinguished encoding requires the abstract syntax of the data to be encoded to be fully understood. An entity
may be required to sign data or check the signature of data that is already signed or contains unknown protocol extensions
or unknown attribute syntaxes. The entity shall follow these rules:

12

a) It shall preserve the encoding of received information whose abstract syntax it does not fully know and

which it expects to subsequently sign.

b) When signing data for sending, it shall send data whose syntax it fully knows with a distinguished enc
and any other data with its preserved encoding, and shall sign the actual encoding it sends.

oding
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¢) When checking signatures in received data, it shall check the signature against the actual data received
rather than its conversion of the received data to a distinguished encoding.

6.5 Using repositories

PKI and PMI data objects of different kind need to be made available in in some kind of repository. This Specification
does not mandate a specific repository technology, but describes repository requirements in term of directories as specified
by the Directory Specifications or by the lightweight directory access protocol (LDAP) as specified by IETF RFC 4511.

This Specification also uses directory related terms, like distinguished name and subtree.

A short introduction to directory concepts is given in Annex M.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 13
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SECTION 2 - PUBLIC-KEY CERTIFICATE FRAMEWORK

Public keys and public-key certificates

Introduction

The public-key certificate framework defined here is for use by applications with requirements for authentication,
integrity, confidentiality and non-repudiation.

The binding of a public-key to an entity is provided by an authority through a digitally signed data structure called a
public-key certificate issued by an authority called a certification authority (CA). The format of public-key certificates is

defin
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N, @ CA revokes a previously issued public-key certificate, entities need to be able to learn that revocatig
Fed so they do not use an untrustworthy public-key certificate. Revocation lists are one scheme that can\pe u
entities of revocations. The format of revocation lists is defined here, including an extensibility mechanism
revocation list extensions. In both the public-key certificate and the revocation list case, other hiodies ma
additional extensions that are useful to their specific environments.

tity that makes decisions based on the validity of a public-key certificates is called a relying party. A relying
to validate a public-key certificate prior to using it for a particular transaction in an(application. Procedur
ming validation are also defined by this Specification, including verifying the integrity,of the public-key cert
its revocation status, and its validity with respect to the intended use.

er for a relying party to be able to trust a public-key of another entity, for.instance to authenticate the iden
htity, the public key shall be obtained from a trusted source. Such a source,*called a certification authority

n has
bed to
and a

also

party
bs for
ficate

ity of
CA),

certiffes a public key by issuing a public-key certificate which binds thépublic-key to the entity which holds the
corregponding private key. The procedures used by a CA to ensure that an-entity is in fact in possession of the privafe key
and other procedures related to the issuance of public-key certificates are outside the scope of this Specification. However,
relying parties should review these procedures and make trust decisions based upon them. The public-key certificafe, the
form pf which is specified later in this clause, has the following properties:
— any relying party with access to the public key 6fthe CA can recover the public key which was cert|fied;
— no party other than the CA can modify thepublic-key certificate without this being detected (public-key
certificates are unforgeable provided thatsecure cryptographic algorithms are being used in a secure jway).
Becaldse public-key certificates are intended to.be unforgeable, they can be published by being placed in a directory,
witholut the need for the latter to make special-efforts to protect them.
NOTE — Although the CAs are unambiguouslydefined by distinguished names having a hierarchical structure, this does nofimply
that there is any relationship between thesé distinguished names and the hierarchy of the CAs.
7.2 Public-key certificate
7.2.1 Public-key certificate syntax
A CA issues a public-keycertificate of an entity by digital signing (see clause 6.1) a collection of information, including
its digtinguished nante, the entity's distinguished name, a validity period, the value of a public-key algorithm and public
key, ds well as an‘pptional additional information like for the permitted usage of the user's public key. The follgwing
ASN.[L data type.specifies the syntax of public-key certificates:
Certfificate ::= SIGNED{TBSCertificate}
TBSCertificate——=—SEQUENCE—
version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniqueIdentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,
iié: -- if present, version shall be v2 or v3
subjectUniquelIdentifier [2] IMPLICIT Uniqueldentifier OPTIONAL]],
[[3: -- if present, version shall be v2 or v3
extensions [3] Extensions OPTIONAL]]
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-- If present, version shall be v3]]

}

Version ::= INTEGER {v1(0), v2(1l), v3(2)}
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE {

notBefore Time,
notAfter Time,

}
SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
supjectPubiicKey BIT STRING,
o}
Time| : := CHOICE {
utETime UTCTime,

gepheralizedTime GeneralizedTime }

Extepsions ::= SEQUENCE SIZE (1..MAX) OF Extension
Extepsion ::= SEQUENCE {
exknId EXTENSION. &id ({ExtensionSet}),

crfitical BOOLEAN DEFAULT FALSE,

exfknValue OCTET STRING

(CONTAINING EXTENSION. &ExtnType ({ExtensionSet} {@extnId})
ENCODED BY der),

}

der DPBJECT IDENTIFIER ::=
{jpint-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding (1)}

ExtepsionSet EXTENSION ::= {...}

When generating a digital signature using the SIGNED parameterized data type, only one digital signature shpll be
generpted, i.e., the altAlgorithmIdentifier and the'altSignature components shall be absent.

Beforg a value of Time is used in any comparison operation, e.g., as part of a matching rule in a search, and if the gyntax
of Tipe has been chosen as the uTcTime type, thevalue of the two digit year component shall be rationalized into p four
digit year value as follows:

— Ifthe 2-digit value is 00 through to 49 inclusive, the value shall have 2000 added to it.

—  If the 2-digit value is/50\through to 99 inclusive, the value shall have 1900 added to it.

NQTE 1 - The use of GeneralizedTime may prevent interworking with implementations unaware of the possibi|ity of
chposing either UTCTime orGeneralizedTime. It is the responsibility of those specifying the domains in which public-key
ceftificates defined in this Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be uped. In
nd case shall UTCTime-be used for representing dates beyond 2049.

The TBscertificate data type is the unsigned public-key certificate and is referred to as a to-be-signed public-key
certifjcate. It shal,be'encoded using the distinguished encoding rules (DER).

NOTE 2 —Some specifications may specify that a public-key certificate may be transmitted in a non-DER encoding, i.e., i basic
engoding\rules (BER) encoding without the DER restrictions, but the signature then has to be generated over a DER encoded value
offthe TBSCertJ.fJ.cate data type An otherwise valid S|gnature WI|| then fail the signature valldatlon if the relymg partly does
na 3 ion whether
in that case to fail the valldatlon or to re-encode the public-key certlflcate

The version component shall hold the version of the encoded public-key certificate. If the extensions component is
present in the public-key certificate, version shall be wv3. If the issuerUniqueIdentifier Of
subjectUniqueIdentifier cOmponent is present version shall be v2 or v3.

The serialNumber component shall hold an integer assigned by the CA to the public-key certificate. The value of
serialNumber shall be unique for each public-key certificate issued by a given CA (i.e., the issuer name and serial
number together identify a unique public-key certificate).

NOTE 3 — Serial numbers do not have to be in numeric order.

The signature component shall_contain the identifier for the digital signature algorithm used by the CA in signing the
public-key certificate (e.g., sha256WithRSAEncryption, sha384WithRSAEncryption, dSa-with-sha256, ecdsa-
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with-SHA256, etc.). It shall be the same value as used in the algorithmIdentifier component of the SIGNATURE
data type when signing the public-key certificate.

NOTE 4 — By including this component, the digital signature algorithm is protected by the signature.

The issuer component shall hold the distinguished name of the CA that issued the public-key certificate. It shall hold a
non-empty distinguished name.

The validity component shall hold the time interval during which the CA warrants that it will maintain information
about the status of this public-key certificate.

The subject component shall identify the entity associated with the public-key found in the subjectPublicKey
component of the subjectPublicKeyInfo component. If the public-key certificate is an end-entity public-key
certificate (see clause 7.4), then the distinguished hame may be an empty sequence providing that the subjectaAltName

t P P riarndic floaaodl P 1L [P 0229 1\ il PPH it chaoll L BaeB-eaibedictiaacekadd
eX en UITr 1o Flcaclll ariuro Ilauucu do uriaodar \OCC CIdUoU J.\J.L.J.}. JUITTVWVIOU, TU oAt T A T1UT1T Clllpl.y UIDLIIIHUIOIICU -]ame.

The gubjectPublicKeyInfo component consists of two subcomponents:

— the algorithm subcomponent shall hold the algorithm which this public key is_.anhlinstangce of
(e.g., rsaEncryption, dhpublicnumber, id-dsa, id-ecPublicKey, €tc.); and

—  the subjectPublicKey subcomponent shall hold the public key being certified.

The ilssuerUniqueIdentifier component is used uniquely to identify an issuer in case of-name reuse (deprecated).

The subjectUniqueIdentifier component is used uniquely to identify a subject in case/0f name reuse (depredated).

NOTE 5 — The use of issuerUniqueIdentifier and the subjectUniqueIdentifier is.deprecated. These components were
added because at one time there was some fear of the reuse of distinguished names. TeFF RFC 5280 forbids the use of these
components.

The gxtensions component, when present, shall hold one or more extensiens as defined in clause 7.3.

An erftity may obtain one or more public-key certificates from one or more CAs.

7.2.2 Multiple cryptographic algorithms for public-key certificates

It is ppssible for a public-key certificate to hold:

— a subject's alternative public key information to be used instead of the information provided (n the
subjectPublicKeyInfo component;

— an alternative signature algorithm to“be used instead of the algorithm specified in the signdture
component; and

—  an alternative digital signature 10 be checked instead of the native digital signature.
Such plternative specifications are provided as public-key certificate extensions.

A puTic—key certificate that includes-the alternative cryptographic algorithm extensions shall contain alternative public
key ipformation in the subjectAltPublicKeyInfo extension (see clause 9.8.2), an alternative signature alggrithm
value| in the altSignatureAlgorithm extension (see clause 9.8.3) and an alternative signature value in the
altSfignatureValue eXiension (see clause 9.8.4).

A CA generating a public-key certificate with the alternative cryptographic algorithms and alternative digital sigpature
shall:

— «When generating the value in the altsignaturevalue extension, exclude the signature comgonent
and the altsignaturevalue extension from the public-key certificate, and generate the digital sighature
over the remaining DER encoded public-key certificate using the algorithm specified ip the

——artsignatureAlgorithmEXtension, and

— when generating the value in the signature component, the subjectAltPublicKeyInfo, the

altSignatureAlgorithm and the altSignaturevalue extensions shall be included in the DER
encoding of the public-key certificate.

A relying party that has not migrated to support alternative cryptographic algorithms and alternative digital signatures
shall verify the native digital signature. The subjectAltPublicKeyInfo, altSignatureAlgorithm and
altSignatureValue extensions shall then be included in the DER encoding of the public-key certificate.

A relying party that has migrated to support alternative cryptographic algorithms and alternative digital signatures shall
verify the alternative digital signature. The signature component and the altSignaturevalue extension shall then
be excluded from the DER encoding of the public-key certificate. Thus, the relying party shall decode the public-key
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certificate and then re-DER-encode the same public-key certificate after the above modifications have been made,
otherwise the validation of the alternative signature will fail.

NOTE - The subjectAltPublicKeyInfo extension is only used as a public-key certificate extension, while
altSignatureAlgorithmand altSignatureValue extensions are also relevant as CRL extensions.

After the migration period, it is expected that new public-key certificates be issued without these extensions and with the
new set of cryptographic algorithms and the digital signature in the base part of the public-key certificate.

7.3 Public-key certificate extensions

The extensions component of a public-key certificate allows for the addition of extensions to the structure without
modification to the basic ASN.1 data type. An extension consists of an extension identifier, a criticality flag, and an
encoding of a data value of an ASN.1 type associated with the identified extension. For those extensions where ordering
of individual extensions within the SEQUENCE OF is significant, the specification of those individual extensiong shall
include the rules for the significance of the order therein. When a relying party processing a public-key certificat¢ does
not rgcognize an extension and the criticality flag is FALSE, it may ignore that extension. If the criticality flag is fRUE,
unrecpgnized extensions shall cause the structure to be considered invalid, i.e., in a public-key certificate,'an unrecognized
critical extension shall cause validation of a signature using that public-key certificate to fail. \When a relying|party
recoghizes and is able to fully process an extension, then the relying party shall process the extefision regardless pf the
value|of the criticality flag. When a relying party recognizes and is able to partially process an-extension for whig¢h the
criticality flag is TRUE, then its behaviour in the presence of unrecognized elements is extension specific and may be
docurpented in each extension. However, the default behaviour, when not specified spegifically for an extensionj is to
treat the entire extension as unrecognized. If unrecognized elements appear within the extension, and the extension|is not
flagged as critical, those unrecognized elements shall be ignored according to the.rtles of extensibility documented in
clausg 12.2.2 in Rec. ITU-T X.519 | ISO/IEC 9594-5.

Any gxtension that is flagged as non-critical will cause inconsistent behavieuriamong relying parties that will procdss the
extension and relying parties that do not recognize the extension and willJigriore it. The same may be true for extensions
that afe flagged as critical, between relying parties that can fully process.the extension and those that can partially process
the extension, depending upon the extension.

A CA issuing a public-key certificate has three options with respect to an extension:
a) it can exclude the extension from the public-key certificate;

b) it can include the extension and flag it as‘non-critical;

¢) itcaninclude the extension and flag*it-as critical.

A relying party has three possible actions to take-with respect to an extension:

a) if the extension is unrecognized and is flagged as non-critical, the relying party shall ignore the extgnsion
and accept the public-key~certificate (all other things being equal);

b) if the extension is unrecognized and flagged as critical, the relying party shall consider the public-key
certificate as invalid;

c) if the extension-is recognized, the relying party shall process the extension and accept or consider the
public-key_certificate invalid, depending on the content of the extension and the conditions under yhich
processing s occurring (e.g., the current values of the path processing variables).

Some|extensions shal always be flagged as critical. In these cases, a relying party that understands the extension pro¢esses
it; the acceptance/rejection of the public-key certificate is dependent (at least in part) on the content of the extension. A
relying party-that does not understand the extension shall consider the public-key certificate as invalid.

Some| extensions shall always be flagged as non-critical. In these cases, a relying party that understands the extgnsion
shall process-itandacceptancefrejectionof thepubticckeycertificateisdependent(at teastimpart)ormthecontent-of the
extension. A relying party that does not understand the extension accepts the public-key certificate (unless factors other
than this extension cause it to be rejected).

Some extensions may be flagged either as critical or as non-critical. In these cases, a relying party that understands the
extension processes it: the acceptance/rejection of the public-key certificate is dependent (at least in part) on the content
of the extension, regardless of the criticality flag. A relying party that does not understand the extension accepts the
public-key certificate if the extension is flagged as non-critical (unless factors other than this extension cause it to be
rejected) and rejects the public-key certificate if the extension is flagged as critical.

When a CA considers including an extension in a public-key certificate it does so with the expectation that its intent will
be adhered to wherever possible. If it is necessary that the content of the extension be considered prior to any reliance on
the public-key certificate, a CA shall flag the extension as critical. This is done with the realization that any relying party
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that does not process the extension will reject the public-key certificate (probably limiting the set of applications that can
verify the public-key certificate). The CA may mark certain extensions non-critical to achieve backward compatibility
with validation applications that cannot process the extensions. Where the need for backward compatibility and
interoperability with validation applications incapable of processing the extensions is more vital than the ability of the
CA to reinforce the extensions, then these optionally critical extensions would be flagged as non-critical. It is most likely
that CAs would set optionally critical extensions as non-critical during a transition period while the verifiers' public-key
certificate processing applications are upgraded to ones that can process the extensions.

Specific extensions may be defined in ITU-T Recommendations | International Standards or by any organization which
has a need. The object identifier which identifies an extension shall be defined in accordance with Rec. ITU-T X.660 |
ISO/IEC 9834-1. Some extensions for public-key certificates are defined in clause 9 of this Specification. Some
extensions related to privilege information as defined in clause 17 may also be included in public-key certificates.

The f'\llr\\nn:nn tnforvmaatinn Abaat alace do tiead +0 Anfina cmanifin Avbanciane
PITOwWImyg T roT it o U0JCe T UIaSS 15 USCUtU UCTITIC SPCCTITC CATCTISTOTTS:

EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&EktnType }
WITH| SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }

7.4 Types of public-key certificates
Therg are two primary types of public-key certificates, end-entity public-key certificates’and CA certificates.

An er|d-entity public-key certificate is a public-key certificate issued by a CA to-an entity acting as a PKI end entify that
canndt use the corresponding private key to sign other public-key certificates.

A CA certificate is a public-key certificate issued by a CA to an entity that is’also acting as a CA and therefore is cdpable
of issping and signing public-key certificates. A CA certificate shall include the basicConstraints extension with the
cA components set to TRUE (see clause 9.4.2.1).

CA cgrtificates can themselves be categorized by the followingtypes:

—  Self-issued certificate — This is a CA certificate where the issuer and the subject are the same CA. A CA
might use self-issued certificates, for example, during a key rollover operation to provide trust fromn the
old key to the new key.

—  Self-signed certificate — This is a‘special case of self-issued certificates where the private key used by the
CA to sign the certificate corresponds to the public key that is certified within the CA certificate. A CA
might use a self-signed certificate, for example, to advertise their public key or other information fabout
their operations.

—  Cross-certificate — This)is a CA certificate where the issuer and the subject are different CAs. CAg issue
certificates to other_CAs either as a mechanism to authorize the subject CA's existence (e.g., in astrict
hierarchy) or_to récognize the existence of the subject CA (e.g., in a distributed trust model)} The
cross-certificate structure is used for both of these.

7.5 Trust ancher

An entity is a trdstianchor for a particular relying party for one or more purposes, typically including public-key certificate
validgtion. A tcust anchor is identified by trust anchor information. Trust anchor information includes a public key and
some|fassociated data. This trust anchor information is configured into the relying party in a trust anchor store. A r¢lying
party Imay have configured information about multiple trust anchors into one or more trust anchor stores.

A trust anchor may act as a CA that issues public-key certificates and certification revocation lists (CRLS)
(see clause 7.10). The relying party may then use the trust anchor information for public-key certificate and CRL
validation.

A trust anchor may also act as a PKI end entity by signing other types of information such as software packages, time
stamps, responses to online certificate status protocol (OCSP) requests (see IETF RFC 6960), AVLs, etc.

A CA may be a trust anchor for some entities with respect to particular public-key certificates, but may otherwise be an
ordinary CA.
NOTE 1 — As an example, entities within a company may trust all the public-key certificates issued by the company CA. This CA
is then the trust anchor for these local relying parties with respect to local issued public-key certificates. However, it might not be
a trust anchor with respect to public-key certificates issued outside the company. Likewise, relying parties outside the company
may not consider the company CA as the trust anchor for any public-key certificates.

18 Rec. ITU-T X.509 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

NOTE 2 — The term trust anchor is seen as synonymous with the term root-CA. In a strict hierarchy, the CA at the top of the
hierarchy may be the root CA and it may also be a trust anchor. However, in more complex environments, it may not be possible
to identify a root CA. Even when it is possible to identify a root CA, a relying party may not necessarily consider it a trust anchor.
An intermediate CA may instead take that role. The term root CA is confusing and therefore not used by this Specification.

IETF RFC 5914 defines trust anchor information as a choice among three alternatives:

TrustAnchorChoice ::= CHOICE {
certificate Certificate,
tbsCert [1] EXPLICIT TBSCertificate,
taInfo [2] EXPLICIT TrustAnchorInfo }

The certificate alternative specifies a public-key certificate that can be either a self-signed certificate or a public-key
certificate.

The fbscert alternative specifies an unsigned public-key certificate as defined in clause 7.2.
NOTE 3 — This alternative is deprecated by this Specification and therefore not considered further.

The HaInfo alternative specifies a special trust anchor information format defined by IETF RFC 5914.

If the frust anchor information is not used for signing public-key certificates, it shall be an end-entity public-key certificate.

7.6 Entity relationship

Therg may be several CAs between the trust anchor recognized by the relying party and-anentity acting as an end gntity.
Each [CA has issued one or more cross-certificates for the next CA on the path between.the trust anchor and the end ¢ntity.
The QA that issues a cross-certificate to another CA takes the role of intermediate*CA. The CA that is the subject for a
cross{certificate takes the role of subject CA. This is illustrated in Figure 2. The"same CA may take both the roles|of an
intermediate CA and a subject CA.

Trust anchor for relying party

Intérmediate
CA

Subject
CA

CAfor
end-entity

Relying
party
X.509(12)_F02
—— Certifies
- - - Chainof CAs

— — —p Trustanchor certifies CA
— - —p Trustrelationship

Figure 2 — Entity relationships

a CA
ficate

€situations, conflicting or overlapping requirements for constraints, such as name constraints, may require
0 is . : . . ; N
certificates are established between the trust anchor and the entity.

7.7 Certification path

Before a public-key certificate can be securely used by a relying party, it shall be validated. In order to validate such a
public-key certificate, a chain of public-key certificates, called a certification path, shall be established between the public-
key certificate signed by a trust anchor recognized by the relying party and the public-key certificate to be validated.
Every public-key certificate within that path shall be checked. A certification path is thus an ordered list of public-key
certificates starting with a public-key certificate signed by the trust anchor, and ending with the end-entity public-key
certificate to be validated. All intermediate public-key certificates, if any, are CA certificates in which the subject of the
preceding public-key certificate is the issuer of the following public-key certificate.
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If the public-key certificates in the certification path include multiple cryptographic extensions, and the relying party
supports this extension, then the relying party shall validate the alternative signature stored in the altSignaturevalue
extensions of the public-key certificates in the path.

Each public-key certificate in a certification path shall be unique. A path that contains the same public-key certificate
multiple times is not a valid certification path.

The issuer and subject components of each public-key certificate are used, in part, to identify a valid path. For each
pair of adjacent public-key certificates in a valid certification path, the value of the subject component in one public-
key certificate shall match the value of the issuer component in the subsequent public-key certificate. In addition, the
value of the issuer component in the public-key certificate issued by the trust anchor shall match the distinguished name
of the trust anchor. Only the names in these components are used when checking the validity of a certification path. Names
in public-key certificate extensions are not used for this purpose. The distinguishedNameMatch matching rule,
defingdin clause I3:5.2 0f Rec. ITU-T X501 [TSO/TET 9594-2, Shall be used to compare the distinguished name fin the
subject component of one public-key certificate with the distinguished name in the issuer component-of the
subsefjuent public-key certificate.

Figurg 3 illustrates the situation where a relying party needs to check the validity of an end-entity public2Key cert{ficate
and the relying party is able to construct a certification path between one of its trust anchors and the.end-entity public-
key certificate.

Trust anchor infermation

Issued by trust anchor /%
N\

Certification path

\
End-entity .
public-key Relying
certificate party
X.509(12)_F03

——p CAsigning

- - - % Chain of CA=certificates
— — —p Trustanchor signing

— - - Trustrelationship

Figure 3 — Certification path

Trustfsuffers dilution-as.certification paths grow in length. The basicConstraints extension (see clause 9.4.2.1) gllows
restri¢tions to be put.onto the length of the path. The validation of a public-key certificate may be affected by extempsions
in the¢ chain of a'public-key certificate, such as the certificatePolicies extension (see clause 9.2.2.6) and
namefonstraints (see clause 9.4.2.2). It is the responsibility of the relying party to check that the restrictions are
obseryed:

The CRNI1 Aata frima Plee ol 10 1iond tn ranracant A ~artifinatinn nath \AlLthin thna caninnen tha AvAAr ~AF Akl _ke
ShN-data-type—PriPathis-tHsed-to+epresentaeertification-path—Within-the-sequence—the—erderefpubl Y

certificates is such that the subject of the first public-key certificate is the issuer of the second public-key certificate, etc.

PkiPath ::= SEQUENCE OF Certificate
Each public-key certificate in a PKI path shall be unique.

The following data types are deprecated and should not be referenced by new specifications. They are retained here for
backward compatibility not to invalidate existing specifications referencing these types.
NOTE - The CertificationPath data type was defined at an early stage, before the concept of certification path was fully
developed. The order of elements in a CertificationPath instance is the opposite of that of a certification path as it is defined
now. This data type is used, as an example, by the directory protocols for the support of strong authentication and digital signature
(see Rec. ITU-T X.511 | ISO/IEC 9594-3). It is recommended that new applications use the PkiPath data type.
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Certificates ::= SEQUENCE {
userCertificate Certificate,
certificationPath ForwardCertificationPath OPTIONAL,

}

The following ASN.1 data type can be used to represent the forward certification path. This component contains the
certification path that can point back to the originator.

ForwardCertificationPath ::= SEQUENCE OF CrossCertificates
CrossCertificates ::= SET OF Certificate
CertificationPath ::= SEQUENCE {

userCertificate Certificate,

The u
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the€ACertificates—SEQUENCESIZE (I —MAX)—OF €CertificatePairOPTIONAL;
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serCertificate component shall hold the end-entity public-key certificate.

has been certified by the trust anchor. If the end-entity public-key certificate has been issueddirectly by th
r, this component shall be absent.

Generation of key pairs

verall security management policy of an implementation shall define the lifecycle-of key pairs, and is, thus, o
ope of this Specification. However, it is vital to the overall security that all¢private keys remain known only
(subject) to whom they belong.

Key

ata is not easy for a human user to remember, so a suitable methed for storing it in a convenient transpg

manner shall be employed. One possible mechanism when an entity is associated with a human user would be to
"Smaft Card". This would hold the private and (optionally) public keys'of the user, the user's public-key certificat
a copy of the CA's public key. The use of this card shall additionally be secured by, e.g., at least the use of a pe
identification number (PIN), increasing the security of the system-by requiring the user to possess the card and to

how f]
(HSM
of thi

Thres

N
Seé

The ¢

7.9

D access it. In other environments, e.g., in a machine-to-machine environment (M2M), a hardware security m
) may be used for storing critical data. The exact method chosen for storing such data, however, is beyond the
Specification.

ways in which a key pair of an entity may_ he produced are:

a) The entity generates its own key-pair. This method has the advantage that the private key of an en|
never released to another entity, but requires a certain level of competence by the entity.

physically secure manner, and then actively destroy all information relating to the creation of the ke
plus the keys themselves. Suitable physical security measures shall be employed to ensure that theg
party and the datayoperations are free from tampering.

c) The key painis‘generated by the CA. This is a special case of b), and the considerations there apply.

Curity measures<FhiS method has the advantage of not requiring secure data transfer to the CA for certification.

Fyptosystem)in use imposes particular (technical) constraints on key generation.

Public-key certificate creation

heCACertificates component may hold an element for each CA from the end entity up to and including the CA
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b) The key pair is generated by a third party. The third party shall release the private key to the entity in a

y pair
third

DTE — The CA alreadyexhibits trusted functionality with respect to the entity, and shall be protected by the necessary plysical

A public-key certificate associates the public key (or multiple public keys in the case of multiple cryptographic public-
key certificates) and the name of the subject it describes. Thus:

a) a CA shall be satisfied of the identity of a subject before creating a public-key certificate for it;
b) a CA shall not issue public-key certificates for two different subjects with the same subject name.

It is important that the transfer of information to the CA is not compromised, and suitable physical security measures shall
be taken. In this regard:

©

a) Itwould be a serious breach of security if the CA issued a public-key certificate for a subject with a public

key that had been tampered with.

b) If the means of generation of key pairs of clause 7.8, item b) or item c) is employed, the subject's p
key shall be transferred to the entity in a secure manner.
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c) If the means of generation of key pairs of clause 7.8, item a) or item b) is employed, the subject may use
different methods (online or offline) to communicate its public key to the CA in a secure manner. Online
methods may provide some additional flexibility for remote operations performed between the entity and
the CA.

A public-key certificate is a publicly available piece of information, and no specific security measures need to be
employed with respect to its transmission e.g., to a directory server (directory system agent) according to the Directory
Specifications or to the LDAP specification. As it is produced by an offline CA on behalf of a subject who shall be given
a copy of it, the subject needs only store this information in its directory entry on a subsequent directory access.
Alternatively, the CA could lodge the public-key certificate for the subject, in which case the CA shall be given suitable
access rights to the entity's directory entry.

7.10 —Certificate revocation list

7.10.1  Certificate revocation list principles

The QA that issues public-key certificates also has the responsibility to indicate the validity of the publigskey certiflicates
that if issues. Generally, public-key certificates are subject to possible subsequent revocation. This revocation pnd a
notififation of the revocation may be done directly by the same CA that issued the public-key certificate, or indirectly by
anothpr authority duly authorized by the CA that issued the public-key certificate. A CA that issues public-key certiflicates
is required to state, possibly through a published statement of their practices, throughthe “public-key certiflicates
themgelves, or through some other identified means, whether:

—  the public-key certificates cannot be revoked;
—  the public-key certificates may be revoked by the same CA directly; or
— theissuing CA authorizes a different entity to perform revocation.

CAs that do revoke public-key certificates are required to state, through similar means, what mechanism(s) can bg used
by relying parties to obtain revocation status information about public-key certificates issued by that CA[ This
Specification defines a certificate revocation list (CRL) mechanispt and validation and authorization list (JAVL)
mechg@nism, but does not preclude the use of alternative mechanisms. One such alternative mechanism is the pnline
certificate status protocol (OCSP) specified in IETF RFC 6960Using this protocol, a relying party (client) requegts the
revocption status of a public-key certificate from an OCSP_server. The server may use CRLs, or other mechanigms to
checK the status of the public-key certificate and respond to’'the client accordingly. If OCSP can be used by relying farties
to chegck the status of a public-key certificate, IETF RFC 5280 contains a certificate extension (Authority Info Agcess)
that would be included in such public-key certificateés-and would provide sufficient information to access an appropriate
OCSR server. Relying parties check revocation-status information, as appropriate, for all public-key certiflicates
consiflered during the path processing procedure-tescribed in clause 12 to validate a public-key certificate.

Only g CA that is authorized to issue CRLs may choose to delegate that authority to another entity. If this delegatjion is
done,| it shall be verifiable at the time“of public-key certificate/CRL verification. The cRLDistributionPdints
extension (see clause 9.6.2.1) can be’used for this purpose. The cRLIssuer component of this extension wodld be
populated with the name(s) of any-entities, other than the CA itself, that have been authorized to issue CRLs concgrning
the rejocation status of the public-key certificate in question.

Publig-key certificates shall have a lifetime associated with them, at the end of which they expire. In order to provide
continuity of servicepthe authority shall ensure timely availability of replacement public-key certificates to supgrsede
expirg¢d/expiring public-key certificates. Revocation notice date is the date/time that a revocation notice for a publ{c-key
certif{cate first.appears on a CRL, regardless of whether it is a base or dCRL. In the CRL, revocation notice date [is the
value|contained in the thisUpdate component. Revocation date is the date/time the CA actually revoked the public-key
certificatel, which could be different from the first time it appears on a CRL. In the CRL, revocation date is the |value
conta|nedin the revocationbDate component. Invalidity date is the date/time at which it is known or suspected that the
private key was compromised or that the public-key certificate should otherwise be considered invalid. This date may be
earlier that the revocation date. In the CRL, invalidity date is the value contained in the invalidityDate entry extension.

Two related points are:

— Validity of public-key certificates may be designed so that each becomes valid at the time of expiry of its
predecessor, or an overlap may be allowed. The latter prevents the CA from having to install and distribute
a large number of public-key certificates that may run out at the same expiration date.

—  Expired public-key certificates will normally be removed from a directory. It is a matter for the security
policy and responsibility of the CA to keep old public-key certificates for a period if a non-repudiation of
data service is provided.
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Public-key certificates may be revoked prior to their expiration time, e.g., if the entity's private key is assumed to be
compromised, the entity is no longer to be certified by the CA, or if the CA's certificate is assumed to be compromised.
The revocation of an end-entity public-key certificate or a CA certificate shall be made known by the issuing CA, and a
new public-key certificate shall be made available, if appropriate. The CA may then inform the holder of the public-key
certificate about its revocation by an offline procedure.

A CA that issues and subsequently revokes public-key certificates:

a) may be required to maintain an audit record of its revocation events for all public-key certificate types
issued by that CA:

b) shall provide revocation status information to relying parties using CRLs, online certificate status protocol
(OCSP), AVLs or another mechanism for the publication of revocation status information;

¢) if using CRLs, it shall maintain and publish CRLs even if the lists of revoked public-key certificates are
empty;

d) if using only partitioned CRLs, it shall issue a full set of partitioned CRLs covering the complete et of
public-key certificates whose revocation status will be reported using the CRL mechanism.” Thus, the
complete set of partitioned CRLs shall be equivalent to a full CRL for the same set)of public-key
certificates, if the CRL issuer was not using partitioned CRLs.

Relyipg parties may use a number of mechanisms to locate revocation status information provided by an authority. For
example, there may be a pointer in the public-key certificate itself that directs the relying party to a location yhere
revocption information is provided. There may be a pointer in a revocation list that redirectsthe relying party to a dirf]erent
locatipn. The relying party may locate revocation information in a repository (e.g., a directory) or through other means
outside the scope of this Specification (e.g., locally configured).

If revpcation lists are published in a directory, they are held within directory entrigs as attributes of the following types:
— certificateRevocationlist,
— authorityRevocationList; and

— deltaRevocationList

7.10.2  Certificate revocation list syntax

The fpllowing ASN.1 data type specifies the syntax of a CRL.

CertfificateList ::= SIGNED{CertificateListContent}
CertfificateListContent ::= SEQUENCE {
veksion Version OPTIONAL,
--| if present, version shall be-%2
signature AlgorithmIdentifier{{SupportedAlgorithms}},
ispuer Name~;
thfisUpdate Timey
nektUpdate Time OPTIONAL,
reyokedCertificates- \SEQUENCE OF SEQUENCE {
erialNumber CertificateSerialNumber,
revocationDate Time,

crl1EntryExtensions Extensions OPTIONAL,
...} OPTIONAL,

4
R
crjlExtensions [0] Extensions OPTIONAL }

Wher| generating a digital signature using the SIGNED parameterized data type, only one digital signature shpll be
generated, i.e., the altAlgorithmIdentifier and the altSignature components shall be absent.

The version component shall indicate the version of the encoded revocation list. If the extensions component is
present in the revocation list, the version shall be v2. If the extensions component is not present, the version shall
either be absent or be present as v2.

The signature component shall contain the identifier for the algorithm used by the CA to sign the revocation list. It
shall be the same value as used in the algorithmIdentifier component of the SIGNATURE data type when signing
the revocation list.

NOTE 1 — By including this component, the digital signature algorithm is protected by the signature. In addition, by having

information about the used hash algorithm at an early stage, it is possible to start generating the hash for verification during the
pass of the certificate revocation list.
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The issuer component shall identify the entity that signed and issued the revocation list.
The thisUpdate component shall indicate the date/time at which this revocation list was issued.

The nextUpdate component, when present, shall indicate the date/time by which the next revocation list in this series
will be issued. The next revocation list could be issued before the indicated date, but it shall not be issued any later than
the indicated time.

The revokedCertificates component shall identify public-key certificates that have been revoked. The revoked
public-key certificates are identified by their serial numbers. If none of the public-key certificates covered by this CRL
has been revoked, it is strongly recommended that the revokedCertificates parameter be omitted from the CRL,
rather than being included with an empty SEQUENCE.

The crlExtensions component, when present, shall contain one or more CRL extensions.

NOTE 2 — The checking of the entire list of public-key certificates is a local matter. The list shall not be assumed to (e in any
pafticular order unless specific ordering rules have been specified by the issuing CA, e.g., in that CA's policy.

NOTE 3 — If a non-repudiation of data service is dependent on keys provided by the CA, the service should ensure‘thatall rglevant
kelys of the CA (revoked or expired) and the time stamped revocation lists are archived and certified by a current-authority.

Wher an implementation processing a CRL encounters the serial number of the public-key certificate)of interest in § CRL
entry] but does not recognize a critical extension in the crlEntryExtensions component from’that CRL entry, that
CRL fannot be used to determine the status of the public-key certificate. When an implementation does not recoghize a
critical extension in the crlExtensions component, that CRL cannot be used to determite the status of the public-key
certificate, regardless of whether the serial number of the public-key certificate of interest appears in that CRL or rot.

NOTE 4 — In these cases, local policy may dictate actions in addition to and/or stronger than-those stated in this Specification, such
as|seeking revocation status information from other sources.

Publig-key certificates for which revocation status cannot be determined Should not be considered valid public-key
certifjcates.

If an gxtension affects the treatment of the list (e.g., multiple CRLs needto be scanned to examine the entire list of reyoked
publi¢-key certificates, or an entry may represent a range of public-key'certificates), then either that extension or a rglated
extension shall be indicated as critical in the crlExtensions component. Therefore, a critical extension In the
crlEptryExtensions component of an entry shall affect only the public-key certificate specified in that entry, @inless
there Js a related critical extension in the cr1Extensions;component that advertises a special treatment for it. The¢ only
example of this situation defined in this Directory Specification is the certificateIssuer CRL entry extensidn and
the related issuingDistributionPoint CRL exténsion when the indirectCRL Boolean from that extension|is set
to TRYE.

NOTE 5 — Extensions for CRLs are defined jn‘clause 9 of this Specification.

If unknown components appear within an extension, and the extension is not flagged as critical, those unknown
comppnents shall be ignored according-to the rules of extensibility documented in clause 12.2.2 of Rec. ITU-T X.519 |
ISO/IEC 9594-5.

7.10.3  Multiple cryptographic algorithms for certificate revocation lists

It is ppssible for a CRL to-hold:

—  an altepnative digital signature algorithm to be used instead of the algorithm specified in the signgdture
compenent; and

— <anvalternative digital signature to be checked instead of the native digital signature.

Such plternative specifications are provided as CRL extensions.

In the-ease-of migi‘atiun ofthe dlglta: oignatufc algurithm ane-the \.ui‘i‘copunding oignaturc vatue—the-ERi—issuer shall
include in a CRL the altSignatureAlgorithm extension holding an alternative digital signature algorithm and shall
include the altsignaturevalue extension holding an alternative signature value'. The following applies for the CRL
issuer:

when generating the value in the altsignaturevalue extension, the CRL issuer shall exclude the
signature component and the altSignaturevalue extension from the CRL and shall generate the
digital signature over the remaining DER encoded CRL using the algorithm specified in the
altSignatureAlgorithm extension; and

— when generating the value in the signature component, the CRL issuer shall include the
altSignatureAlgorithm and the altSignaturevalue extensions in the DER encoding of the CRL.
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A relying party that has not migrated to support the alternative digital signature algorithm and alternative digital signatures
shall verify the native digital signature. The altSignatureAlgorithmand altSignatureValue extensions shall then
be included in the DER encoding of the CRL.

A relying party that has migrated to support alternative the digital signature algorithm and alternative digital signatures
shall verify the alternative digital signature. The signature component and the altSignaturevalue extension shall
then be excluded from the DER encoding of the CRL. Thus, the relying party shall decode the CRL and then re-DER-
encode the same CRL after the above modifications have been made, otherwise the validation of the alternative digital
signature will fail even if valid.

7.11 Uniqueness of names

A PKI requires that CAs are uniquely and unambiguously named. If CRL issuing authorities are not uniguely named, it
may result in incorrect use of revocation information.

It is outside the scope of this Specification to specify procedures that ensure unique and unambiguous names$ for CA and
CRL Jssuing authorities.

7.12 Indirect CRLs

7.12.] Introduction

The gnly mechanism defined for CRL delegation by this Specification (and IETF REE“5280) is for the public-key
certificate issuing CA to include a cRLDistributionPoint extension in a puplic-key certificate and include the
cRLIgsuer component in this extension. The public-key certificate issuing CA Wil have do this for each public-key
certificate whose revocation status the CA wishes to delegate via CRL to a CRL¢issuing authority.

Therg is no mechanism (i.e., public-key certificate or CRL extension) for & public-key certificate issuing CA to de]egate
CRL jssuance for all its public-key certificate to another authority using’a’mechanism (similar to the delegated PCSP
Respgnder public-key certificate as specified in IETF RFC 6960).

For example, if a CA has issued a large number of public-key certificates and its wishes to delegate CRL issuance for all
of thgse public-key certificate to a CRL issuing authority,xthe CA shall assert the cRLIssuer component |n the
cRLDistributionPoint extension of each of the issued-public-key certificates. If the CA wishes to delegate isspance
only [for some of the issued public-key certificates,“the CA shall assert the cRLIssuer component in the
cRLDfistributionPoint extension of the delegated public-key certificates and shall not assert the cRLIgsuer
comppnent in the remaining public-key certificates that contain the cRLDistributionPoint extension.

The relationship of CRL delegation may be as-follows:

a) A CAcandelegate issuance of CRL for a given public-key certificate to multiple CRL issuance authgfities.
The CA might delegatetesmultiple authorities for the sake of redundancy by asserting multiple CRL igsuers
in a single distribution point in the cRLDistributionPoint extension or by asserting myltiple
distribution points ir'the cRLDistributionPoint extension with each distribution point containirlg one
or more CRL-issuer(s). Another example is a CA delegating CRL issuance to different authoritigs for
different reasen codes. In this case, the CRL Distribution Point extension must contain two or|more
distribution-points with each distribution point containing applicable reason code(s) and CRL Issuer(s).

b) A CAcCan delegate issuance of CRL for different batch of public-key certificates to different CRL isspance
authorities. The CA could create these batches stochastically or using a deterministic algorithm sych as
based on type of public-key certificate, reason code, issuance time, expiration time, subject organiZation,
etc.

c) A CRL issuance authority can be authoritative for revocation information for public-key certificates fssued
by multiple CAs.

7.12.2 Indirect CRL contents

If a CRL issuance authority is a CA, the CRLs it issues are authoritative for the public-key certificates issued by the CRL
issuance authority as the CA and the public-key certificates whose revocation status is delegated to the CRL issuance
authority. Thus, a CRL issued by a CRL issuance authority which has been delegated CRL issuance by x CAs, is
authoritative for x + 1 or x CAs depending on whether the CRL issuance authority is a CA or not.

The CRL issued by the CRL issuance authority can be partitioned like any other CRLs using the distributionPoint
component of the cRLDistributionPoint extension (see clause 9.6.2.1). Furthermore, the CRL issuance authority
may or may not choose to partition the CRL based on the public-key certificate issuer. If it chooses the former, it creates
a partitioned CRL for each CA. But, the partitioned CRL discussion is outside the scope of this Specification.
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Since the iCRL is authoritative for the CA(s) other that the CRL issuer, serial number alone in the CRL entry does not
uniquely identify a public-key certificate that has been revoked. You also need to identify the CA that issued the public-
key certificate placed on the iCRL. This is achieved by adding the certificateIssuer CRL entry extension (see clause
9.6.2.3). This extension shall always be flagged as critical to ensure that the relying parties process it and associate the
CRL entry with the appropriate CA.

If each entry on a CRL contained the certificateIssuer extension (which is a directory distinguished name), it would
make the CRL size large. Thus, in order to reduce the CRL size, the iCRL issuing authority should sort the CRL entries
by issuing CAs. Using this approach, only the first public-key certificate appearing on the CRL for a given CA needs to
contain the certificateIssuer extension. All subsequent entries are assumed to be for the same public-key certificate
issuing CA until another certificateIssuer CRL entry extension is encountered. To further reduce the size of the
CRL, if the iCRL issuing authority is a CA, it should contain its revoked public-key certificate first, obviating the need
for certificateIssuer extension for any of its certificates.
NOTE 1 — The following example illustrates the use of iCRLs. In the example, there is a single CRL issuing authority that|issues
reyocation lists for multiple CAs. The issuingDistributionPoint extension (see clause 9.6.2.2) is present inthat CRL and
is [flagged as critical. The indirectCRL component of this extension is set to TRUE. If the CRL issuing authority-namgq is the
sane as that of the CAs it serves, entries should then be placed first on the CRL without the certificateIgsuer CRLI entry
exfension. Entries for other CAs are kept together and the first CRL entry for a particular CA includes the certificateIgsuer
CRL entry extension flagged as critical.
NOTE 2 — A relying party needs to develop and validate the certification path for the iCRL issuance authority. This is no different
fof building a certification path for a regular CRL with one difference. In the case of a regular CRL, there is a probability that the
CRL is signed using the same key as the public-key certificate, obviating the need for building.a €RL certification path. Hopever,
fof the indirect CRL, the CRL certification path will always differ from the certification patifor the public-key certificate whose
reyocation status is being checked.

7.13 Repudiation of a digital signing

Partidipants in an event may subsequently decide to repudiate anything ‘that they digitally signed in that evenf. For
example, one can dispute one's participation in a key establishment orheing the originator of a signed email message as
easily] as one can dispute one's signing of a document with the intént’to be bound to the content of that document. The
repudjation may not be successful. The Non-repudiation Framewark, Rec. ITU-T X.813 | ISO/IEC 10181-4, desctjibes a
dispute resolution process as follows:

1) evidence generation;

2) evidence transfer, storage and retrieval;
3) evidence verification; and

4) dispute resolution.

The generated evidence may include, but is not limited to:

— audit records pertinent-{athe event and an assertion of intent;

—  statements made by third party notaries;

—  policy statements;

— digitally signed information, including audit records and notary statements;
—  timestamps of the digitally signed information;

—  the public-key certificates supporting the digital signature;

—_cthe appropriate revocation information published and available at the time of the disputed event; ang,

=" any public-key certificate revocations subsequent to the time of the event which indicate a key comprpmise
occurred before the time of the event.

The integrity of stored data that might be presented as evidence may be maintained in a variety of ways, e.g., access
control, storage of hashes by a trusted third party, digital signature. It may also be necessary periodically to strengthen
the protection of that stored data to counteract improvements in computer processing and/or crypto-analysis.

NOTE — Neither the type and amount of evidence generated nor the level of integrity is specified by this Specification. However,
it is expected that the level of effort will be commensurate with the risk involved.

Evidence verification may require the revalidation of the digital signatures of data, e.g., messages, documents, certificates,
CRLs, and timestamps that were used in the initial validation process. The fact that a public-key certificate has expired
shall not preclude its use for revalidating signatures created during the validity period of that public-key certificate. A
public-key certificate that has been revoked may be used if it can be determined that the public-key certificate was valid
at the time of the disputed event.
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Even if all the digital evidence described above is considered technically valid, other conditions, e.g., the intent,
understanding or competence of the signer, may allow the signer successfully to repudiate it.

8 Trust models

Procedures for determining the trustworthiness of a public-key certificate for a particular transaction are not defined here.
In the three cornered trust model described below, the relying party acts on its own behalf to determine both the validity
and trustworthiness of a public-key certificate. In the four-cornered trust model, the relying party engages the services of
a trust broker to determine the trustworthiness of a public-key certificate on its behalf.

8.1 Three-cornered trust model

The three-cornered trust model applies to an environment where the entity to which a public-key certificate had been
issued (the subject) and the relying party both have some relationship with the CAs within a closed environment:

This s illustrated by the simplified example shown in Figure 4, where the subject of the public-key certifiCate and the
relying party are associated with the same CA. In this environment, the trustworthiness of the issuing/CA is relafively

easy to establish.

Certification
authority
(CA)
n | - 2
- Gl L
e, e |
Relying party Public-key
(RP) certificate subject

Public-key certificate
——— Trust relationship

- — « =9 Indirect trust relationship X.509(16)_F04

Eigure 4 — The three cornered trust model

In thip three cornered trust model; the public-key certificate subject trusts the CA and has asked it to issue a public-key
certifjcate. Upon positive verification of the identity of the public-key certificate subject, the CA issues it with a public
key certificate containing thesubject’s identifier. The relying party, being a public-key certificate subject of a CA vithin
the sgme closed environment, also knows the trustworthiness of the issuing CA. Consequently the relying party can
determine whether to_trustthe public-key certificate subject for the current transaction.

8.2 Four‘cornered trust model

The fpur eornered trust model may be used in open public-key infrastructures, where the relying party does not have a
close [refationship with the CA that issued the public-key certificate under validation. See Figure 5.
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Figure 5 — The four cornered trust model

four cornered model, the relying party trusts an entity called the trust broker. The relying party is still respo
blidating public-key certificates and public-key certificate chaing-\However, the trust broker evaluatq
orthiness of the CA for all intended transactions and relays this tothé’relying party so that it can decide aboj
orthiness of the public-key certificate subject for the current transaction. If the relying party's decision is po
eans that the relying party trusts the CA and its public-key certificate for this transaction. The CA trusts the id
public-key certificate subject. Hence the relying party can‘indirectly trust the public-key certificate of the s
s particular transaction.

Public-key certificate and CRL extensions

extensions defined in this clause are for @se with public-key certificates. Other extensions are defined for
ding CARLs and EPRLSs). Extensions(foruse with attribute certificates and ACRLs (including AARLs and E/
fined in clause 17.

lause specifies extensions in theyfollowing areas:

information about the keys involved, including key identifiers for subject and issuer keys, indicat
intended or restricted key usage, and indicators of a certificate policy.

b) Subject@ndissuer attributes: These public-key certificate and CRL extensions support alternative n
of various name forms, for a public-key certificate subject, a public-key certificate issuer, ora CRL i
These extensions can also convey additional attribute information about the public-key certificate sy
tovassist a relying party in being confident that the public-key certificate subject is a particular per
entity.

c) Certification path constraints: These public-key certificate extensions allow constraint specificationd
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a) Key and policy information: These public-key certificate and CRL extensions convey additional
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inciuded T CA Certificates, 1.6., CA Certficates for CAS 155Ued by Other CAS, 10 faciiitate the auto
processing of certification paths when multiple certificate policies are involved. Multiple certi

ated
ficate

policies arise when policies vary for different applications in an environment or when interoperation with
external environments occurs. The constraints may restrict the types of public-key certificates that can be

issued by the subject CA or that may occur subsequently in a certification path.
d) Basic CRL extensions: These CRL extensions allow a CRL to include indications of revocation reas

on, to

provide for temporary suspension of a public-key certificate, and to include CRL-issue sequence numbers

to allow relying parties to detect missing CRLs in a sequence from one CRL issuer.

e) CRL distribution points and delta CRLs: These public-key certificate and CRL extensions allow the

complete set of revocation information from one CA to be partitioned into separate CRLs and

allow

revocation information from multiple CAs to be combined in one CRL. These extensions also support the

use of partial CRLs indicating only changes since an earlier CRL issue.
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Inclusion of any extension in a public-key certificate or CRL is at the option of the CA issuing that public-key certificate
or the issuing authority for that CRL.

In a public-key certificate or CRL, an extension is flagged as being either critical or as non-critical. If an extension is
flagged as critical and a relying party does not recognize the extension type or does not implement the semantics of the
extension, then that relying party shall consider the public-key certificate as invalid. If an extension is flagged as non-
critical, a relying party that does not recognize or implement that extension type may process the remainder of the public-
key certificate ignoring the extension. If an extension is flagged as non-critical, a relying party that does recognize the
extension, shall process the extension. Extension type definitions in this Specification indicate whether the extension shall
always be flagged as critical, always be flagged as non-critical, or whether criticality can be decided by the public-key
certificate or CRL issuer. The reason for requiring some extensions to be always flagged as non-critical is to allow relying
parties which do not need to use such extensions to omit support for them without jeopardizing the ability to interoperate
with all CAs.
NOTE — A relying party may require certain non-critical extensions to be present in a public-key certificate in order for that public-
kely certificate to be considered acceptable. The need for inclusion of such extensions may be implied by local policy‘rules|of the
relying party or may be a CA policy rule indicated to the relying party by inclusion of a particular public-key certificate |policy
identifier in the public-key certificate policies extension with that extension being flagged as critical.

For a|l public-key certificate extensions, CRL extensions, and CRL entry extensions defined in this,Specification/ there
shall be no more than one instance of each extension type in any public-key certificate, CRL, or CRL-"entry, respectively.

9.1 Policy handling

911 Certificate policy

This framework contains four types of entities: The relying party, the CA, the trust broker, and the public-key certificate
subjeg¢t. Each entity operates under obligations to the other entities and, in return, enjoys limited warranties offered by
them.| The obligations and warranties of a CA are defined in its certificateypolicy. A certificate policy is a dociment
(usually in plain-language, but it could be machine readable). It may be/referenced by an object identifier and a[URL,
whichf may be included in the certificate policies extension of the public:key certificate issued by the CA to the entify and
upon which the relying party relies. A public-key certificate may betissued in accordance with one or more policies. The
definition of the policy and assignment of the object identifier~is’performed by a policy authority. The set of pglicies
administered by a policy authority is called a policy domain, All public-key certificates are issued in accordance yvith a
policy, even if the policy is neither recorded anywhere nersreferenced in the public-key certificate. This Specifigation
does not prescribe the style or contents of the certificate\policy.

The rglying party may be bound to its obligations under the certificate policy by the act of importing a CA public kqy and
using|it as trust anchor information, or by relying 6n a public-key certificate that includes the associated policy idertifier.
The GA may be bound to its obligations underthe policy by the act of issuing a public-key certificate that includes the
assoc|ated policy identifier. The public-key certificate subject and any relying party who is also a public-key cert{ficate
subje¢t may be bound to its obligations\under the policy by the act of requesting and accepting a public-key cert{ficate
that igpcludes the associated policy identifier and by using the corresponding private key. Implementations that do npt use
the cqrtificate policies extension should achieve the required binding by other means.

The relying party and trust lareker may be bound by any contractual agreement that they have or by any trust poligy that
the tryist broker issues.

For an entity simply<o.déclare conformance to a policy does not generally satisfy the assurance requirements of the|other
i¢s in the framework. They require some reason to believe that the other parties operate a reliable implementatjon of
their policy. Hewever, if explicitly stated in the certificate policy, relying parties may accept the CA's assurances that its
subjegts agreeto be bound by their obligations under the policy, without having to confirm this directly with them| This
aspect of certificate policy is outside the scope of this Specification.

ACA iTmitati i iC- ifi . i i result
of issuing public-key certificates. For instance, it may restrict the community of relying parties, the purposes for which
they may use its public-key certificates and/or the type and extent of damages that it is prepared to make good in the event
of a failure on its part, or that of its entities acting as PKI end entities. These matters should be defined in the certificate
policy.

Additional information, to help affected entities understand the provisions of the certificate policy, may be included in
the certificate policies extension in the form of policy qualifiers.

9.1.2 Cross-certificates and policy handling

The warranties and obligations shared by the subject CA, the intermediate CA and the relying party are defined by the
certificate policy identified in the cross-certificate, in accordance with which the subject CA may act as, or on behalf of,
an end entity. The warranties and obligations shared by the public-key certificate subject, the subject CA and the

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 29


https://standardsiso.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

intermediate CA are defined by the certificate policy identified in the end-entity public-key certificate, in accordance with
which the intermediate CA may act as, or on behalf of, a relying party.

A certification path is said to be valid under the set of certificate policies that are common to all public-key certificates in
the path.
In addition to the situation described above, there are two special cases to be considered:

a) the CA does not use the certificate policies extension to convey its policy requirements to relying parties;
and

b) the relying party or intermediate CA delegates the job of controlling policy to the next CA in the path.
In the first case, the public-key certificate should not contain a certificate policies extension at all. As a result, the set of

policies under which the path is valid will be null. But, the path may be valid nonetheless. Relying parties shall still ensure
that tiiey are using the public-key certificate in conformance with the policies of the CAS In the path.

In thel second case, the relying party or intermediate CA should include the special value any-policy in the initial-policy-
set o cross-certificate. Where a public-key certificate includes the special value any-policy, it should not include any
other certificate policy identifiers. The identifier any-policy should not have any associated policy qualifiers.

The relying party can ensure that all its obligations are conveyed by setting the initial-explicit-palicy indicator. In this
way, pnly authorities that use the certificate policies extension as their way of achieving binding.are’accepted in thg path,
and rglying parties have no additional obligations. Because CAs also attract obligations when they act as, or on behplf of,
a relying party, they can ensure that all their obligations are conveyed by setting the{requireExplicitPqlicy
comppnent of the policyConstraints extension in the cross-certificate.

9.13 Policy mapping

Someg certification paths may cross boundaries between policy domains. The warranties and obligations according to
which) the cross-certificate is issued may be materially equivalent to some or all of the warranties and obliggations
accorfling to which the subject CA issues end-entity public-key certificates, even though the policy authorities junder
which} the two CAs operate may have selected different object identifiers for these materially equivalent policies. In this
case, [the intermediate CA may include a policy mappings extension in the cross-certificate. In the policy magpings
extension, the intermediate CA assures the relying party that itwill continue to enjoy the familiar warranties, and fhat it
shoulfl continue to fulfil its familiar obligations, even though Subsequent entities in the certification path operate in a
differpnt policy domain. The intermediate CA should include one or more mappings for each of a subset of the pqlicies
under which it issued the cross-certificate, and it shoute not include mappings for any other policies. If one or mpre of
the certificate policies according to which the subject'CA operates is identical to those according to which the intermgdiate
CA operates (i.e., it has the same unique identifier), then these identifiers should be excluded from the policy mapping
extension, but included in the certificate policiesextension.

Policy mapping has the effect of converting all policy identifiers in public-key certificates further down the certifigation
path tp the identifier of the equivalentfpolicy, as recognized by the relying party.

Policies shall not be mapped eithér to or from the special value any-policy.

Relyipg parties may determine-that public-key certificates issued in a policy domain other than its own should fot be
relied upon, even thoughc@trusted intermediate CA may determine its policy to be materially equivalent to its own.|It can
do this by setting the iqitial-policy-mapping-inhibit input to the path validation procedure. Additionally, an intermgdiate
CA may make a sirhitar determination on behalf of its relying parties. In order to ensure that relying parties correctly
enforge this requirement, it can set inhibitPolicyMapping in @ policyConstraints extension.

9.14 Certification path processing

The relying party faces a choice between two strategies:

a) it can require that the certification path be valid under at least one of a set of policies pre-determined by
the relying party; or

b) it can ask the path validation module to report the set of policies for which the certification path is valid.

The first strategy may be most appropriate when the relying party knows, a priori, the set of policies that are acceptable
for its intended use.

The second strategy may be the most appropriate when the relying party does not know, a priori, the set of policies that
are acceptable for its intended use.

In the first instance, the certification path validation procedure will indicate the path to be valid only if it is valid under
one or more of the policies specified in the initial-policy-set, and it will return the sub-set of the initial-policy-set under
which the path is valid. In the second instance, the certification path validation procedure may indicate that the path is
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invalid under the initial-policy-set, but valid under a disjoint set: the authorities-constrained-policy-set. Then the relying
party shall determine whether its intended use of the public-key certificate is consistent with one or more of the certificate
policies under which the path is valid. By setting the initial-policy-set to any-policy, the relying party can cause the
procedure to return a valid result if the path is valid under any (unspecified) policy.

9.15 Self-issued certificates

A CA may issue a certificate to itself under three circumstances:

a) asaconvenient way of encoding the public key associated with the private key used to sign the public-key
certificate, so that it can be communicated to and stored as trust anchor information by relying parties;

b) for certifying additional public keys of the CA used for purposes other than those covered by category a)
(such as OCSP and possibly CRL signing); and

C) Tor replacing I1ts own expired CA certificates.

Thesq types of CA certificates are called self-issued certificates, and they can be recognized by the fact that the.issugr and
subje¢t names present in them are identical. For the purposes of path validation, self-issued certificates of category|a) are
self-s|gned certificates and are therefore verified with the public key contained in them, and if they are encountered|in the
path, they shall be ignored.

Self-ipsued certificates of type b) may only appear as end-entity public-key certificates in a pathjand shall be progessed
as end-entity public-key certificates.

Self-ipsued certificates of type c¢) (also known as self-issued intermediate certificates)smay appear as intermpdiate
certificates in a path. As a matter of good practice, when replacing a key that is on the-point of expiration, a CA should
requept the issuance of any in-bound cross-certificates that it requires for its replacement public key before using the key.
Neveftheless, if self-issued certificates of this category are encountered in the patirythey shall be processed as intermgdiate
certificates, with the following exception: they do not contribute to the path/length for the purposes of processifg the
pathlLenConstraint component of the basicConstraints extensiop-and the skip-certificates values associate]; with
the pqlicy-mapping-inhibit-pending and explicit-policy-pending indicators.

If a CIA uses the same key to sign public-key certificates and CRLs, a'single self-issued certificate of category a) shall be
used. |If a CA uses a different key to sign CRLs than that used to-sign public-key certificates, the CA may choose tq issue
two sg¢lf-issued public-key certificates of category a), one for each of the keys. In this situation, relying parties would need
accesp to both self-issued public-key certificates to establish separate trust anchors for public-key certificates and [CRLs
signegl by that CA. Alternatively, a CA may issue one\self-issued public-key certificate of category a) for public-key
certificate signing and one self-issued public-key certificate of category b) for CRL signing. In this situation, r¢lying
parties use the key certified in the public-key certificate of category a) as their single trust anchor for both public-key
certificates and CRLs signed by that CA. In this'case, if the self-issued public-key certificate of category b) were|to be
used fo verify signatures on CRLs, there is Ao means defined in this Specification to check the validity of that public-key
certificate.

If self-issued certificates of category b) are encountered within a path, they shall be ignored.
NOTE — Other mechanisms for distributing CA public keys are outside the scope of this Specification.

9.2 Key and policy,information extensions

9.21 Requirements

The fpllowing 1eguirements relate to key and policy information:

a),~CA key pair updating can occur at regular intervals or in special circumstances. There is a need|for a
certificate extension to convey an identifier of the public key to be used to verify the public-key certificate
| signature A relying party can use such identifiers in finding the correct CA certificate for validating the

public-key certificate issuer's public key.

b) Ingeneral, a public-key certificate subject has different public keys and, correspondingly, different public-
key certificates for different purposes, e.g., digital signature and encipherment key agreement. A public-
key certificate extension is needed to assist a relying party in selecting the correct public-key certificate
for a given subject for a particular purpose or to allow a CA to stipulate that a certified key may only be
used for a particular purpose.

c) Subject key pair updating can occur at regular intervals or in special circumstances. There is a need for a
public-key certificate extension to convey an identifier to distinguish between different public keys for the
same subject used at different points in time. A relying party can use such identifiers in finding the correct
public-key certificate.
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d) The private key corresponding to a certified public key is typically used over a different period from the
validity of the public key. With a key pair used for creating and validating signatures, the usage period for
the private key used for signing is typically shorter than that for the public key used to verify the signature.
The validity period of the public-key certificate indicates a period for which the public key may be used,
which is not necessarily the same as the usage period of the private key. In the event of a private key
compromise, the period of exposure can be limited if the relying party knows the legitimate use period for
the private key. There is therefore a requirement to be able to indicate the usage period of the private key
in a public-key certificate.

e) Because public-key certificates may be used in environments where multiple certificate policies apply,
provision needs to be made for including certificate policy information in public-key certificates.

f)  When cross-certifying from one organization to another, it can sometimes be agreed that certain of the two
organizations' policies can be considered equivalent. A CA certificate needs to allow the issuing CA to
indicate that one of its own certificate policies is equivalent to another certificate policy in the subjecf CA's
domain. This is known as policy mapping.

g) A user of an encipherment or digital signature system which uses public-key certificates defined
Specification needs to be able to determine in advance the algorithms supported by other users.

n this

h)  There is a need to specify that an end-entity public-key certificate shall be validated.ising an authorigation
and validation list.

9.2.2 Public-key certificate and CRL extensions

The fpllowing extensions are defined:

a) authority key identifier;

b) subject key identifier;

c) key usage;

d) extended key usage;

e) private key usage period;

f) certificate policies;

g) policy mappings

h) authorization and validation.

Thesq extensions shall be used only as public-key certificate extensions, except for the authorityKeyIdentifier
extension which may also be used as a CRL extension. Unless otherwise noted, these extensions may be used in both CA
certificates and end-entity public-key certificates.

9.2.21  Authority key identifier extension

This gxtension, which may be used-as-either a public-key certificate extension or CRL extension, identifies the publjc key
to be jused to verify the signature on this public-key certificate or CRL. It enables distinct keys used by the same CA to
be diptinguished (e.g., as key—updating occurs) and it enables distinct keys used by the same CRL issuer [to be
distinguished. This extension-is defined as follows:

authprityKeyIdentifier EXTENSION ::= {
TAX AuthorityKeyIdentifier
IDENTIFIED, BY id-ce-authorityKeylIdentifier }

AuthprityKeyIdentifier ::=
keyIdentifier
au i
authorityCertSerialNumber

}

SEQUENCE {
[0] KeyIdentifier OPTIONAL,

CertificateSerialNumber OPTIONAL,

[2]

(WITH COMPONENTS {...,

authorityCertIssuer PRESENT,

authorityCertSerialNumber PRESENT } |
WITH COMPONENTS {..., authorityCertIssuer ABSENT,

authorityCertSerialNumber ABSENT } )

KeyIdentifier ::= OCTET STRING

The key may be identified by an explicit key identifier in the keyIdentifier component, by the identification of a
public-key certificate for the key (giving certificate issuer in the authorityCertIssuer component and public-key
certificate serial number in the authorityCertSerialNumber component), or by both explicit key identifier and
identification of a public-key certificate for the key. If both forms of identification are used then the public-key certificate
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or CRL issuer shall ensure they are consistent. A key identifier shall be unique with respect to all key identifiers for the
issuing authority for the public-key certificate or CRL containing the extension. An implementation which supports this
extension is not required to be able to process all name forms in the authorityCertIssuer component (see clause
9.3.2.1 for details of the GeneralNames data type).

CAs shall assign public-key certificate serial numbers such that every (issuer, public-key certificate serial number) pair
uniquely identifies a single public-key certificate. The keyIdentifier component can be used to select CA certificates
during path construction. The authorityCertIssuer, authoritySerialNumber pair can only be used to provide
preference to one public-key certificate over others during path construction.

This extension shall always be flagged as non-critical.

9.2.2.2 Subiject key identifier extension

This pxtension identifies the public key being certified. It enables distinct keys used by the same subjeet [to be
differgntiated (e.g., as key updating occurs). This extension is defined as follows:

subjectKeyIdentifier EXTENSION ::= ({
SYNTAX SubjectKeyIdentifier
IDENTIFIED BY id-ce-subjectKeyIdentifier }

SubjectKeyIdentifier ::= KeyIdentifier
A key identifier shall be unique with respect to all key identifiers for the subject with whichiit is used.

This gxtension shall always be flagged as non-critical.

9.2.28 Key usage extension

This gxtension identifies the intended usage for which the public-key certificate has been issued. The intended usagp may
be fufther constrained by policy. This policy may be stated in a certificate policy definition, a contract, or|other
specification. However, a policy shall not override the constraint indicated by a KeyUsage bit, e.g., a certificate policy
couldfnot allow a public-key certificate to be used for digital signature if KeyUsage indicated that it could only b¢ used
for kdy agreement.

For al multiple cryptographic algorithm public-key certificate, the keyUsage extension applies also to the alterpative
SubjpctAltPublicKeyInfo in the subjectAltPublicKeyInfo extension

Setting a specific value of KeyUsage in a public-key(cCertificate does not in itself signal for an instance of communigation
that tihe communicating parties are acting in accofdance with this setting, e.g., when signing a document. The defipition
of methods by which parties may signal their.intent for a specific instance of communication (e.g., commitment to cpntent
for thpt specific instance) is outside the scope’of this Specification, but it is anticipated that multiple methods will|exist.
Although not recommended, it is possible to use the content of the public-key certificate, e.g., certificate policy, to pignal
the infent of the signing. However, sinCe that signal was made when the public-key certificate was issued by the CA], such
use mmay not meet the requirementthat declaring the intent is made at the time of signing by the signer.

More|than one bit may be set in.an instance of the keyUsage extension. The setting of multiple bits shall not change the
mean|ng of each individual -bit but shall indicate that the public-key certificate may be used for all of the pufposes
indicated by the set bitsxFhere may be risks incurred when setting multiple bits. A review of those risks is docunented
in Anhex K.

This éxtension.is defined as follows:

keyUgage EXTENSION ::= {
SYNTAX KeyUsage

KeyUsage ::= BIT STRING {
digitalSignature (0),
contentCommitment (1),
keyEncipherment (2),
dataEncipherment (3),

keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7),
decipherOnly (8) 1}
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Bits in the KeyUsage type are as follows:

Appli
appro
the af
in tha

Even
other
signin

a)

b)

digitalSignature: for verifying digital signatures that are used with an entity authentication service, a
data origin authentication service and/or an integrity service;

contentCommitment: for verifying digital signatures which are intended to signal that the signer is
committing to the content being signed. The type of commitment the public-key certificate can be used to
support may be further constrained by the CA, e.g., through a certificate policy. The precise type of
commitment of the signer e.g., "reviewed and approved" or "with the intent to be bound", may be signalled
by the content being signed, e.g., the signed document itself or some additional signed information.

Since a content commitment signing is considered a digitally signed transaction, the digitalSignature
bit need not be set in the certificate. If it is set, it does not affect the level of commitment the signer has
endowed in the signed content.

<)
d)

€)

9)

h)

It is not incorrect to refer to this keyUsage bit using the identifier nonRepudiation. However:-tie use
of this identifier has been deprecated. Regardless of the identifier used, the semantics of this bit gre as
specified in this Specification;

keyEncipherment: for enciphering keys or other security information, e.g., for key transport;
dataEncipherment: for enciphering user data, but not keys or other security information as in c);

keyAgreement: for use as a public key agreement key, such an when an asymmetric Diffie-Hellmgn key
pair is used for key management.

keyCertSign: for verifying a CA's signature on public-key certificates:

Since public-key certificate signing is considered a commitment to thé-content of the public-key certificate
by the CA, neither the digitalSignature bit nor the contentCommitment bit need be set in the CA
certificate. If either (or both) is set, it does not affect the level of*commitment the signer has endowed in
the signed public-key certificate;

cRLSign: for verifying an authority's signature on CRLs.

Since CRL signing is considered to be commitment‘to-the content of the CRL by the CRL issuer, ngither
the digitalSignature bit nor the contentComini tment bit need be set in the public-key certificate. If
either (or both) is set, it does not affect the level'af commitment the signer has endowed in the signed|CRL;

encipherOnly: public key agreementckey for use only in enciphering data when used| with
keyAgreement bit also set (meaning with other key usage bit set is undefined);

decipherOnly: public key agreement key for use only in deciphering data when used| with
keyAgreement bit also set (meaning with other key usage bit set is undefined).

cation specifications should indicate—which of the digitalSignature Or contentCommitment bifs are
priate for their use. If a signing application has no knowledge of the signer's intent regarding commitment to content,
plication shall sign and suppart'that signing with a public-key certificate that has the digitalSignature pit set
L public-key certificate's keyUsage extension.

though a digital signature-was verified using a public-key certificate that has only the digitalSignature it set,
factors external tocthe verification of the digital signature may also play a role in determining the intent pf the
g. Conversely, €ven though a digital signature was verified using a public-key certificate that has only the

contentCommi tment it set, external factors may be used by the signer to disclaim commitment to the signed coftent.

The |
comp
KeyU

it keyCertSign is for use in CA certificates only. If KeyUsage is set t0 keyCertSign, the value of the ca
bnent of the basicConstraints extension shall be set to TRUE. CAs may also use other defined key usage bits in

ade;.€.0., digitalSignature for providing authentication and integrity of online administration transactipns.
This e%ﬂTrﬁr—ﬁr;]x ension may, at the option of e 155Uing g flagged as elther critical or as non-criticat.

If the extension is flagged as critical or if the extension is flagged as non-critical but the relying party recognizes it, then
the public-key certificate shall be used only for a purpose for which the corresponding key usage bit is set to one. If the
extension is flagged as non-critical and the relying party does not recognize it, then this extension shall be ignored.

A bit set to zero indicates that the key is not intended for that purpose. If the extension is present with all bits set to zero,
the key is intended for a purpose other than those listed above.
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9.2.2.4 Extended key usage extension

This extension indicates one or more purposes for which the certified public key may be used, in addition to, or in place
of the basic purposes indicated in the key usage extension. This extension is defined as follows:

extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeId
IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposelId ::= OBJECT IDENTIFIER

For a multiple cryptographic algorithm public-key certificate, the extKeyUsage extension applies also to the alternative
SubjectAltPublicKeyInfo in the subjectAltPublicKeyInfo extension.

A CA
issue
by relying parties, without restricting the public-key certificate to only those key usages. If extended key. Gsage yvould
restri¢t key usage, then the inclusion of this object identifier removes that restriction.

anyEktendedKeyUsage OBJECT IDENTIFIER ::= { id-ce-extKeyUsage 0 }

Key gurposes may be defined by any organization with a need. Object identifiers used to identify,Key purposes shall be
assigned in accordance with Rec. ITU-T X.660 | ISO/IEC 9834-1.

This ¢xtension may, at the option of the issuing CA, be flagged either as critical or as noh=critical.
If the|extension is flagged as critical, then the public-key certificate shall be used otlyfor one of the purposes indigated.

If the|extension is flagged as non-critical, then it indicates the intended purpose ©r purposes of the key, and may bg used
in fingling the correct key/public-key certificate of an entity that has multiple-keys/public-key certificates. If this extgnsion
is present, and the relying party recognizes and processes the extendedKeyUsage extension type, then the relying party
shall ensure that the public-key certificate shall be used only for one\of the purposes indicated. (A relying party may
nevertheless require that a particular purpose be indicated in order for_the public-key certificate to be acceptable.)

If a ppblic-key certificate contains both a critical key usage extension and a critical extended key usage extension, then
both gxtensions shall be processed independently and the public=key certificate shall only be used for a purpose congistent
with Ipoth extensions. If there is no purpose consistent with both extensions, then the public-key certificate shall pot be
used for any purpose.

This $pecification defines the following key purposes that can be included in the extended key usage extension:
keyPhirposes OBJECT IDENTIFIER ::= {id-kp 1}

id-aplSign OBJECT IDENTIFIER'::= {id-kp 2}

The ifl-avlsign key purpose is used-to indicate that the private key may be used for signing an AVL.

Other purposes that can also be included are defined in other specifications, such as IETF RFC 5280.

9.2.2pb Private key‘usage period extension

This gxtension indicates the period of use of the private key corresponding to the certified public key. It is applicabl¢ only
for prjvate key-used for creating digital signatures. This extension is defined as follows:

privateKeyUsagePeriod EXTENSION ::= {

SYNTAX PrivateKeyUsagePeriod
ID =ce— TIiod |

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL,
R |
(WITH COMPONENTS {..., notBefore PRESENT } |
WITH COMPONENTS (..., notAfter PRESENT } )

The notBefore component indicates the earliest date and time at which the private key may be used for signing. If the
notBefore component is not present, then no information is provided as to when the period of valid use of the private
key commences beyond that specified in the validity component of the public-key certificate. The notafter component
indicates the latest date and time at which the private key may be used for signing. If the notAfter component is not

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 35


https://standardsiso.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

1SO/I

EC 9594-8:2020 (E)

present then no information is provided as to when the period of valid use of the private key concludes beyond that
specified in the validity component of the public-key certificate.

This extension shall always be flagged as non-critical.

NOTE 1 — The period of valid use of the private key may be different from the certified validity of the public key as indicated by
the public-key certificate validity period. The usage period for the private key used for signing is typically shorter than that for the

pu

blic key used for verifying the signature.

NOTE 2 - The period of use of the private key corresponding to a public key can only be enforced if both the private key and the

co
wi
pu

rresponding public-key certificate are placed in a tamper-resistant hardware module that contains a reliable clock synchronized
th UTC. When this is not the case, a signer may avoid using a signing private key up to the very end of the validity period of the
blic-key certificate. This is one possible use of this extension.

NOTE 3 - In general, this Specification does not associate any semantic with this extension. Any particular use of this extension

wi

Il have to specify the semantic associated with that usage.

Ina nlultiple cryptographic algorithm public-key certificate, the private key usage period shall also apply to the altérpative

privat

9.2.2.

This
with

e key.

K Certificate policies extension

pxtension lists certificate policies, recognized by the issuing CA, that apply to the public-ke$ocertificate, together
pptional qualifier information pertaining to these certificate policies. The list of certificate policies is uged in

determining the validity of a certification path, as described in clause 12. The optional qualifiers are not used jn the

certif
party
certif
an en
prese
polici
follov

cert

cation path processing procedure, but relevant qualifiers are provided as an output{of that process to the r¢lying
to assist in determining whether a valid path is appropriate for the particulas~transaction. Typically, different
cate policies will relate to different applications which may use the certified key.-Fhe presence of this extensjon in
g-entity public-key certificate indicates the certificate policies for which thisspublic-key certificate is valid. The
nce of this extension in a CA certificate (cross-certificate) issued by one CAto another CA indicates the certificate
es for which certification paths containing this public-key certificate-may be valid. This extension is defined as
s:

i ficatePolicies EXTENSION ::= {

SY.

IDENTIFIED BY id-ce-certificatePolicies }

Cert

Poli
po

po

Cert

Poli
po
qu

Supp

A val
The j
comp

TAX CertificatePoliciesSyntax

ficatePoliciesSyntax ::= SEQUENCE SIZE. (l..MAX) OF PolicyInformation
yInformation ::= SEQUENCE ({
icyIdentifier CertPolicylId,
icyQualifiers SEQUENCE SIZE (l1::MAX) OF PolicyQualifierInfo OPTIONAL,
}
olicyId ::= OBJECT IDENTIFIER
yQualifierInfo ::= SEQUENCE {
icyQualifierId CERT-=POLICY-QUALIFIER.&id({SupportedPolicyQualifiers}),
lifier CERT-POLICY-QUALIFIER. &Qualifier
({SuppottedPolicyQualifiers} {@policyQualifierId}) OPTIONAL,
}
brtedPolicyQualifiers CERT-POLICY-QUALIFIER ::= {...}
Le of thesPolicyInformation data type identifies and conveys qualifier information for one certificate policy.

bolicyIdentifier component contains an identifier of a certificate policy and the policyQualifiers
bnent.contains policy qualifier values for that component.

This
If the

Xtension may, at the option ot the I1ssuitng CA, De eltner Tiagded as Critical or asS non-critical.

extension is flagged as critical, it indicates that the public-key certificate shall only be used for the purpose, and in

accordance with the rules implied by one of the indicated certificate policies. The rules of a particular policy may require

the re

If the

lying party to process the qualifier value in a particular way.

extension is flagged as non-critical, use of this extension does not necessarily constrain use of the public-key

certificate to the policies listed. However, a relying party may require a particular policy to be present in order to use the
public-key certificate (see clause 12). Policy qualifiers may, at the option of the relying party, be processed or ignored.
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Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object identifiers
used to identify certificate policies and certificate policy qualifier types shall be assigned in accordance with Rec.
ITU-T X.660 | ISO/IEC 9834-1. A CA may assert any-policy by using the anyPolicy object identifier in order to trust
a public-key certificate for all possible policies. Because of the need for identification of this special value to apply
regardless of the application or environment, that object identifier is assigned in this Specification. No object identifiers
will be assigned in this Specification for specific certificate policies. That assignment is the responsibility of the entity
that defines the certificate policy.

anyPolicy OBJECT IDENTIFIER ::= {id-ce-certificatePolicies 0}
The identifier anyPolicy should not have any associated policy qualifiers.

The following ASN.1 information object class is used in defining certificate policy qualifier types:

CERT|POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qpalifier OPTIONAL }

WITH| SYNTAX {
POLICY-QUALIFIER-ID &id
[QVALIFIER-TYPE &Qualifier] }

A definition of a policy qualifier type shall include:
—  astatement of the semantics of the possible values; and

— anindication of whether the qualifier identifier may appear in a certificate policies extension withgut an

accompanying value and, if so, the implied semantics in such a case.
NOTE — A qualifier may be specified as having any ASN.1 type. When the qualifier I5 anticipated to be used primarily with
applications that do not have ASN.1 decoding functions, it is recommended that the type ocTET STRING be specified. The ASN.1
OqTET STRING Value can then convey a qualifier value encoded according to~@ny convention specified by the policy element
deffining organization.

9.2.2ff  Policy mappings extension

This g¢xtension, which shall be used in CA certificates only, allows’an issuing CA to indicate that, for the purposes pf the
user of a certification path containing this CA certificate, .one of the issuer’s certificate policies can be considered
equivplent to a different certificate policy used in the subject CA’s domain. This extension is defined as follows:

polifpyMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings.}

PolifyMappingsSyntax ::= SEQUENCE-SIZE (1..MAX) OF SEQUENCE {
ispuerDomainPolicy CertPolicyld,
supjectDomainPolicy CertPolicyId,

}

The ilssuerDomainPolicy. ¢omponent indicates a certificate policy that is recognized in the issuing CA’s domafn and
that cpn be considered equivalent to the certificate policy indicated in the subjectDomainPolicy component fhat is
recogpized in the subjeet CA’s domain.

Policies shall not he fapped to or from the special value anyPolicy.

This gxtension‘may, at the option of the issuing CA, be either flagged as critical or as non-critical. It is recommendgd that
it be flagged:as critical, otherwise a relying party may not correctly interpret the stipulation of the issuing CA.

NOTE. I An example of policy mapplng is as follows The U.S. government domain may have a pollcy called Canadlan Trade

there may be an agreement between the two governments to accept certification paths extendlng cross-border W|th|n the rules
implied by these policies for relevant purposes.

NOTE 2 — Policy mapping implies significant administrative overheads and the involvement of suitably diligent and authorized
personnel in related decision-making. In general, it is preferable to agree upon a more global use of common policies than it is to
apply policy mapping. In the above example, it would be preferable for the U.S., Canada and Mexico to agree upon a common
policy for North American Trade.

NOTE 3 — It is anticipated that policy mapping will be practical only in limited environments in which policy statements are very
simple.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 37


https://standardsiso.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

1SO/I

EC 9594-8:2020 (E)

9.2.2.8 Authorization and validation extension

This extension may only be present in end-entity public-key certificates. It indicates that this public-key certification shall
not be accepted if it cannot be checked against a particular authorization validation list (AVL).

authorizationValidation EXTENSION ::= {
SYNTAX AvlId
IDENTIFIED BY id-ce-authorizationValidation }

Av1lId ::= SEQUENCE {
issuer Name,
serialNumber AvlSerialNumber OPTIONAL,

The i

The
be ab

This

9.3

9.3.1
The

issu

9.3.2
The f

Thess
also 1
entity

9.3.2,

This ¢
by thg

erialNumber component shall be present if the AVL includes the serialNumber component. Otherwise, i
ent.

xtension shall always be flagged as critical.

Subject and issuer information extensions

Requirements

llowing requirements relate to public-key certificate subject component and public-key certificate and
r component:

a) Public-key certificates need to be usable by applications that\employ a variety of name forms, incl
Internet electronic mail names, Internet domain names, Rec.1TU-T X.400 originator/recipient add
and EDI party names. It is therefore necessary to be able'securely to associate multiple names of a \f
of name forms with a public-key certificate subject or.a public-key certificate or CRL issuer.

b) There may be a need for convoying identity and/orprivilege information in a public-key certificate
information is provided as directory attributes:

Certificate and CRL extensions

bllowing extensions are defined:

a) Subject alternative name;
b) Issuer alternative name;

c) Subject directory attributes.

e used as a CRL extension.-As public-key certificate extensions, they may be present in CA certificates an
public-key certificates.

1 Subject altetnative name extension

issuing CAJto the certified public key. This extension is defined as follows:

SYNTAX

subjectAltName EXTENSION ::= {
GeneralNames
ID i j =Y

extensions shall be used ofly as public-key certificate extensions, except for issuer alternative name, whicI may

all be

shall

CRL

uding
PSses,
ariety

Such

end-

xtension contains one or more alternative names, using any of a variety of name forms, for the entity that is fpound

GeneralNames ::= SEQUENCE SIZE (1l..MAX) OF GeneralName
GeneralName ::= CHOICE ({
otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IAS5String,
dNSName [2] IAS5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER,
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OTHER-NAME ::= TYPE-IDENTIFIER
EDIPartyName ::= SEQUENCE {
nameAssigner [0] UnboundedDirectoryString OPTIONAL,
partyName [1] UnboundedDirectoryString,
}

The values in the alternatives of the GeneralName type are names of various forms as follows:

the otherName alternative shall be a name of any form whose type is defined as an instance of the OTHER-

NAME information object class;

the rfc822Name alternative shall be an Internet electronic mail address defined in accordance with

For e
allocd
uniqu

This 6

suppg
one o

bery name form used’in an instance of the GeneralName data type, the issuing CA shall assure that it do
te the same naime'to different entities. A name of a particular type together with the identity of the issuing CA
ely identify aparticular entity.

xtension-may, at the option of the issuing CA, be either flagged as critical or as non-critical. A relying part
rts this/extension is not required to be able to process all name forms. If the extension is flagged as critical, a
f the hame forms that is present shall be recognized and processed, otherwise the public-key certificate sh

IETF RFC 822;

the dNsName alternative shall be a fully qualified domain name (FQDN). The domain name shall.be
syntax as specified by section 2.3.1 of IETF RFC 5890 meaning that a domain name is a seqtience of
in the letters, digits, hyphen (LDH) format separated by dots.

A label may be in one of two formats:

a) All characters in the label are from the Basic Latin collection as defined by 1SO/IEC 10646
having code points in the ranges 002D, 0030-0039, 0041-005A and 0061-007A) and it does ng
with "xn--". The maximum length is 63 octets.

b) Itisan A-label as defined in IETF RFC 5890, i.e., it starts with the!xn--" and is an U-label con
to valid ASCII characters as in item a) using the Punycode algotithm defined by IETF RFC 349
converted string shall be maximum 59 octets. To be valid, dt'shall be possible for an A-label
converted to a valid U-label. The U-label is as also defined in IETF RFC 5890.

NOTE 1 — An A-label is normally not human readable.
the x400Address alternative shall be an O/R address as.defined by Rec. ITU-T X.411 | ISO/IEC 1
4;
the directoryName alternative shall be a distinguished name as defined by Rec. ITU-T X.501 | 1S(
9594-2;
the ediPartyName alternative shall be ajaime of a form agreed between communicating electroni

interchange (EDI) partners; the nameAssigner component identifies an authority that assigns u
values of names in the partyName component;

the uniformResourceIdentifier alternative shall be a uniform resource identifier for the worl
web defined in accordance with IETF RFC 1630;

the iPaddress alternative shall be an Internet Protocol address defined in accordance with IETH
791 for IPv4 (four actets) or in accordance with IETF RFC 2460 for IPv6 (16 octets);

the registerediDalternative shall be an object identifier of any registered object assigned in accor|
with Rec. ITY-FX.660 | ISO/IEC 9834-1.
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unrecognized or unsupported name form. It is recommended that, provided the subject component of the public-key
certificate contains a distinguished name that unambiguously identifies the subject, this extension be flagged as non-
critical.

NOTE 2 — Use of the TYPE-IDENTIFIER information object class is described in Rec. ITU-T X.681 | ISO/IEC 8824-2.

NOTE 3 — If this extension is present and is flagged as critical, the subject component of an end-entity public-key certificate
may contain a null name (e.g., a sequence of zero relative distinguished names) in which case the subject is identified only by the
name or names in this extension (see clause 7.2).
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9.3.2.2 Issuer alternative name extension

This extension contains one or more alternative names, using any of a variety of name forms, for the CA or CRL issuer.
This extension is defined as follows:

issuerAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

This extension may, at the option of the CA or the CRL issuer, be flagged either as critical or as non-critical. A relying
party that supports this extension is not required to be able to process all name forms. If the extension is flagged as critical,
at least one of the name forms that are present shall be recognized and processed, otherwise the public-key certificate or
CRL shall be considered invalid. Apart from the preceding restriction, a relying party is permitted to ignore any name
with an unrecognized or unsupported name form. It is recommended that, provided the issuer component of the public-
key certificate or CRL contains a distinguished name that unambiguously identifies the issuing authority, this extgnsion
be flagged as non-critical.

9.3.2 Subject directory attributes extension

This pxtension conveys directory attributes for assigning privileges associated with the subject\of the public-key
certificate. This extension is defined as follows:

subjectDirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttrjibutesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

This gxtension may, at the option of the issuing CA, be flagged either as{critical or as non-critical. A relying|party
procepsing this extension is not required to understand all attribute typestincluded in the extension. If the extensjon is
flagggd as critical, at least one of the attribute types contained in the extension shall be understood for the public-key
certifjcate to be considered valid. If the extension is flagged as critical and none of the contained attribute types is
undergtood, the public-key certificate shall be considered invalid.

A relying party may require that it understands all the attribute_types included in the extension to accept the public-key
certiffcate.

This gxtension is intended to associate identity and/or privilege with the subject of the public-key certificate. When the
subje¢t accesses an entity by including identity information, the accessed entity may, based on local rules, assign privilege
to thq subject, e.g., assign privilege used for aceess control. Such identity information may be different from} or a
supplement to the identity information supplied-in the subject component and/or in the subjecataltName extgnsion
(if present).

If thid extension is present in a publie=key certificate and flagged as critical, some of the extensions defined in clagse 17
may glso be present as stated for thesindividual extensions.

9.3.24 Associate information extension

This gxtension conveys directory attributes for associating miscellaneous information with the subject. This extengion is
defingd as follows:

assofiatedInformation EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-associatedInformation }

This gxtension may, at the option of the issuing CA, be flagged either as critical or as non-critical. A relying|party
processing this extension Is Not required to understand all attribute types mcluded in the extension. 1T the extension is
flagged as critical, at least one of the attribute types contained in the extension shall be understood for the public-key
certificate to be considered valid. If the extension is flagged as critical and none of the contained attribute types is
understood, the public-key certificate shall be considered invalid.

A relying party may require that it understands all the attribute types included in the extension to accept the public-key
certificate.

This extension is intended to associate information other than identity and/or privilege information to the subject.
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94 Certification path constraint extensions

94.1 Requirements

For certification path processing:

a) End-entity public-key certificates need to be distinguishable from CA certificates to protect against entities
from using their end-entity public-key certificates to establish themselves as CAs. It also needs to be
possible for a CA to limit the length of a subsequent chain resulting from a certified subject CA, e.g., to
no more than one more CA certificate or no more than two more CA certificates.

b) A CA needs to be able to specify constraints which allow a relying party to check that less-trusted CAs in

a certification path (i.e., CAs further down the certification path from the CA with whose public key the
relying party starts) are not violating their trust by issuing public-key certificates to subjects in an
t apPprop . eHame—Space—AthereRce—to—tnRese—Cons 2‘ STHeeaS—to—1He =2 orraticaty—checkabte y the
relying party.

c) Certification path processing needs to be implementable in an automated, self-contained medule.
necessary to permit trusted hardware or software modules to be implemented which.perfor
certification path processing functions.

d) It should be possible to implement certification path processing without depénding upon real-time
interactions with a possible human user.

e) Itshould be possible to implement certification path processing without depénding upon the use of tfusted
local databases of policy-description information. (Some trusted local information — an initial publit key,
at least — is needed for certification path processing but the amount-of such information shoJld be
minimized.)

f)  Certification paths need to operate in environments in which multiple certificate policies are recogpized.
A CA needs to be able to stipulate which CAs in other domains.it trusts and for which purposes. Chaining
through multiple policy domains needs to be supported.

g) Naming structures should not be constrained by the nieed to use names in public-key certificates, i.e.,
distinguished name structures considered natural for-organizations or geographical areas shall nof need
adjustment in order to accommodate CA requirements.

h) Certificate extensions need to be backward-compatible with the unconstrained certification path apgroach
system as specified in earlier editions of thi$’Specification.

i) A CA needs to be able to inhibit theyuse of policy mapping and to require explicit certificate policy
identifiers to be present in subsequent certificates in a certification path.
NOTE — In any relying party, the_proeessing of a certification path requires an appropriate level of assurancg. This
Specification defines functions that may be used in implementations that are required to conform to specific asspirance
statements. For example, an assurance requirement could state that certification path processing shall be protectefl from
subversion of the processs(such as software-tampering or data modification). The level of assurance shopild be
commensurate with business risk. For example:

— processing.intefnal to an appropriate cryptographic module may be required for public keys used to validate

high value_funds transfer; whereas

— praeessing in software may be appropriate for home banking balance inquiries.

Consequently, certification path processing functions should be suitable for implementation in hardware cryptographic
modulées.or cryptographic tokens as one option.

his is
the

j) A CA needs to be able to prevent the special value anyPolicy from being considered a valid poljcy in
subsequent public-key certificates in a certification path.

9.4.2 Public-key certificate extensions

The following extensions are defined:
a) basicConstraints;
D) nameConstraints;
C) policyConstraints;and
d) inhibitAnyPolicy.
These extensions shall be used only as public-key certificate extensions. Name constraints and policy constraints shall be

used only in CA certificates; basic constraints may also be used in end-entity public-key certificates. Examples of the use
of these extensions are given in Annex I.
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1 Basic constraints extension

This extension indicates if the subject may act as a CA, with the certified public key being used to verify public-key
certificate signatures. If so, a certification path length constraint may also be specified. This extension is defined as

follows:
basicConstraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax

IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax ::= SEQUENCE {

cA

BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER(O..MAX) OPTIONAL,

}

The o
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A component with the value TRUE indicates that the certified public key may be used to verify public-key.cert
ures.

athLenConstraint component may be present if ca component is set to TRUE. Otherwise, it shall be abs
the maximum number of CA certificates that may follow this CA certificate in a certification pathyValue 0 ind
ne subject of this CA certificate may only issue end-entity public-key certificates, but shall not issue an
cate. If n0o pathLenConstraint extension appears in any CA certificate of a certification-path, there is no li
owed length of the certification path. The constraint takes effect beginning with the next CA certificate in thg
onstraint restricts the length of the segment of the certification path between the\CA certificate containin
bion and the end-entity public-key certificate. It has no impact on the number of CA certificates in the certifi
petween the trust anchor and the CA certificate containing this extension.«Fherefore, the length of a con
cation path may exceed the maximum length of the segment constrained by:this extension. The constraint co|

-key certificate. Therefore, the total length of this segment of the{path, excluding self-issued certificates
d the value of the constraint by as many as two certificates. (Thisdncludes the public-key certificates at th
ints of the segment plus the CA certificates between the two endpoints that are constrained by the value g
Eion.)

xtension shall be supported by a conformant relying party:

pxtension shall be present in a CA certificate with ¢the ca component set to TRUE and flagged as critical (

xtension may, when included in an end-entity public-key certificate at the option of the issuing CA, be either fl
ical or as non-critical.

this extension is present, then:

— ifthe value of the ca component is not set to TRUE then the certified public key shall not be used to
a public-key certificate/signature;

— if the value of e¢a component is set to TRUE and pathLenConstraint is present then the relying
shall checkC-that the certification path being processed is consistent with the valy
pathLenConstraint.

extension is not-present, then the public-key certificate is to be considered an end-entity public-key certifical
t be used to.verify public-key certificate signatures.

DTE — To-conistrain a public-key certificate subject to act only as an end entity, i.e., not as a CA, the issuer may inclu
fension eentaining only an empty SEQUENCE value.
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9.4.2.

P “Name constraints extension

This extension, which shall be used only in a CA certificate, indicates one or more name forms which have constraints
placed upon their name spaces, and in which all subject names in the same name form in subsequent public-key certificates
in a certification path shall be located. If this extension is absent, then no constraints are placed on any name form. If this
extension is present but a name form is not included in the extension, then no constraints are imposed on that name form.

NOTE — Because there can be an unbounded set of otherName name forms, then in general it is not possible to constrain every
possible name form of subject names with this extension.

This extension is defined as follows:

nameConstraints EXTENSION ::= ({
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints }
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NameConstraintsSyntax ::= SEQUENCE ({
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,
...}

(WITH COMPONENTS {..., permittedSubtrees PRESENT }
}

|
WITH COMPONENTS {..., excludedSubtrees PRESENT )

GeneralSubtrees ::= SEQUENCE SIZE (l..MAX) OF GeneralSubtree
GeneralSubtree ::= SEQUENCE ({
base GeneralName,

minimum [0] BaseDistance DEFAULT O,
maximum [1l] BaseDistance OPTIONAL,
¥

BasePistance ::= INTEGER(0..MAX)

At legst one of permittedSubtrees and excludedSubtrees components shall be present.
NOTE — The subtree concept is briefly described in annex M.

The germittedSubtrees component, when present, shall specify one or more subtrees, for @né-or more name forms,
withip  which subject names in acceptable public-key certificates shall be contained. When present, the
exclpidedSubtrees component specifies one or more subtrees for one or more name forms within which subject pames
in acqeptable public-key certificates shall not be contained. Subject names that are compared against specified suptrees
include those present in both the subject component and the subjectAltNames €xtension of a public-key certificate.
Each pubtree is defined by the name of the root of the subtree, the base componént,and, optionally, within that sybtree,
an arga that is bounded by upper and/or lower levels.

The minimum component specifies the upper bound of the area within the subtree. All names whose final name comgonent
is abgve the level specified are not contained within the area. A value of minimum equal to zero (the default) corresponds
to the base, i.e., the top node of the subtree. For example, if minimum'is set to one, then the subtree excludes th¢ base
node put includes subordinate nodes.

aximum component specifies the lower bound of the area within the subtree. All names whose last comporient is
the level specified are not contained within the area> A value of maximum of zero corresponds to the base, i.g., the
top of the subtree. An absent maximum component indicates that no lower limit should be imposed on the area within the
subtrge. For example, if maximum is set to one, thien the subtree excludes all nodes except the subtree base ahd its

The spt of all permittedSubtrees and excludedSubtrees for a name form together constitute the constrained|name
space|for the name form. All subject names, in public-key certificates issued by the subject CA and subsequent CAs in a
certification path, which are of a constrained name form, shall be located in the constrained name space for the public-
key certificate to be acceptable.

The germittedSubtrees cOMponent, when present, specifies the subtrees within which all the subject names that are
of a donstrained name form-shall lie, for the public-key certificate to be acceptable. If excludedsubtrees is present,
any public-key certificateZissued by the subject CA or subsequent CAs in the certification path that has a subject|name
withif these subtrees)isvunacceptable. If both permittedSubtrees and excludedSubtrees are present for ajname
form pnd the name spaces overlap, the exclusion statement takes precedence.

If none of the-name forms of the subject name in the public-key certificate is constrained by this extension, the public-
key certificate-is acceptable from a name constraints point of view.

In some_situations, more than one public-key certificate may need to be issued to satisfy the name consfraints
requirements. Annex | illustrates two of these situations. For example, if name constraints are defined for multiple name
forms, but a public-key certificate needs to meet the name constraints for only one of the name forms (logical OR on
constraints), then multiple public-key certificates should be issued, each constraining a single name form.

Of the name forms available through the GeneralName data type, only those name forms that have a well-defined
hierarchical structure may be used in these components.

The directoryName name form satisfies this requirement; when using this name form a naming subtree corresponds to
a directory information tree (DIT) subtree. A public-key certificate is considered subordinate to the base (and therefore
a candidate to be within the subtree) if the SEQUENCE of RDNs, which forms the full distinguished name in base, is
identical to the initial SEQUENCE of the same number of RDNs which forms the first part of the distinguished name of the
subject (in the subject component or directoryName Of subjectAltNames extension) of the public-key
certificate. The distinguished name of the subject of the public-key certificate may have additional trailing RDNS in its
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sequence that do not appear in the distinguished name in base. The distinguishedNameMatch matching rule is used
to compare the value of base with the initial sequence of RDNS in the distinguished name of the subject of the public-key
certificate.

Conformant relying parties are not required to recognize all possible name forms. If the extension is flagged as critical
and a relying party does not recognize a name form used in any base component, the public-key certificate shall be
handled as if an unrecognized critical extension had been encountered. If the extension is flagged as non-critical and a
relying party does not recognize a name form used in any base component, then that subtree may be ignored.

When testing public-key certificate subject names for consistency with a name constraint, names in non-critical subject
alternative name extensions shall be processed, not ignored.

This extension may, at the option of the issuing CA, be flagged either as critical or as non-critical. It is recommended that
it be flagged as critical: otherwise a relying party may nat check that suhsequent public-key certificates in a certification

path gre located in the constrained name spaces intended by the issuing CA.

If thig extension is present and is flagged as critical, then a relying party shall check that the certification.path oeing
procepsed is consistent with the value in this extension.

Annek | contains examples of the use of the nameConstraints extension.

9.4.2B Policy constraints extension

This gxtension specifies constraints which may require explicit certificate policy identification or inhibit policy mapping
for thg remainder of the certification path. This extension is defined as follows:

polipyConstraints EXTENSION ::= {
TAX PolicyConstraintsSyntax
NTIFIED BY id-ce-policyConstraints }

ipyConstraintsSyntax ::= SEQUENCE {

ireExplicitPolicy [0] SkipCerts OPTIONAL,

ibitPolicyMapping [1] SkipCerts OPTIONAL,
}

TH COMPONENTS {...,
WELTH COMPONENTS (...,

Skipferts ::= INTEGER(O..

requireExplicitPolicy« PRESENT } |
inhibitPolicyMapping\ PRESENT } )

MAX)

At ledst one of the requireExplicitPolicy and the inhibitPolicyMapping components shall be present.

If thelrequireExplicitPolicy componentispresent, and the certification path includes a public-key certificate {ssued
by a fominated CA, it is necessary for all public-key certificates in the path to contain, in the certificate policies extepsion,
an acfeptable policy identifier. An acceptable policy identifier is the identifier of a certificate policy required Ry the
relying party, the identifier of a policy which has been declared equivalent to one of these policies through policy mapping,
or anyPolicy. The nominated CAJis either the issuer CA of the public-key certificate containing this extension (if the
value|of requireExplicitPolicy is 0) or a CA which is the issuer of a subsequent public-key certificate jn the
certif{cation path (as indicated’by a non-zero value).

If the] inhibitPolidyMapping component is present, it indicates that, in all public-key certificates starting from a
nomimated CA in the certification path until the end of the certification path, policy mapping is not permitted. The
imated CAcis,‘either the subject CA of the public-key certificate containing this extension (if the valpe of
inhipitPoldeyMapping is 0) or a CA which is the subject of a subsequent public-key certificate in the certifigation

A value-of type skipCerts indicates the number of public-key certificates in the certification path to skip before a
constraint becomes effective.

This extension may, at the option of the issuing CA, be flagged either as critical or as non-critical. It is recommended that
it be flagged as critical; otherwise, a relying party may not correctly interpret the stipulation of the issuing CA.

9.4.2.4 Inhibit any policy extension

This extension specifies a constraint that indicates anyPolicy is not considered an explicit match for other certificate
policies for all non-self-issued public-key certificates in the certification path starting with a nominated CA. The
nominated CA is either the subject CA of the CA certificate containing this extension (if the value of inhibitAnyPolicy
is 0) or a CA which is the subject of a subsequent CA certificate in the certification path (as indicated by a non-zero
value).
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inhibitAnyPolicy EXTENSION ::= {
SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

This extension may, at the option of the issuing CA, be flagged as either critical or as non-critical. It is recommended that
it be flagged as critical, otherwise a relying party may not correctly interpret the stipulation of the issuing CA.

9.5 Basic CRL extensions

95.1 Requirements

The following requirements relate to CRLS:

a) Relying parties need to be able to track all CRLs issued from a CRL issuer or CRL distribution point (see
clause 9.6) and be able 10 detect a missing CRL In the sequence. CRL sequence numbers are thefefore
required.

b) Some relying parties may wish to respond differently to a revocation, depending upon the eason fpr the
revocation. There is therefore a requirement for a CRL entry to indicate the reason for therevocatiop.

c) Thereisarequirement for an authority to be able to temporarily suspend validity of apublic-key cert{ficate
and subsequently either revoke or reinstate it. Possible reasons for such an action-nclude:

—  desire to reduce liability for erroneous revocation when a revocation request is unauthenticatgd and
there is inadequate information to determine whether it is valid;

—  other business needs, such as temporarily disabling the public-key(certificate of an entity pend{ng an
audit or investigation.

d) A CRL contains, for each public-key revoked certificate, the date wiien the authority posted the revodation.
Further information may be known as to when an actual or suspected key compromise occurred, and this
information may be valuable to a relying party. The revogation date is insufficient to solve some digputes
because, assuming the worst, all signatures issued during the validity period of the public-key certificate
have to be considered invalid. However, it may ke important for a user that a signed documgnt be
recognized as valid even though the key used to sign the message was compromised after the sigmature
was produced. To assist in solving this problemi.a CRL entry can include a second date which indjcates
when it was known or suspected that the private key was compromised.

e) Relying parties need to be able to determine, from the CRL itself, additional information includifg the
scope of public-key certificates covered by this list, the ordering of revocation notices, and which stream
of CRLs the CRL number is unique within.

f)  Issuers need the ability dynamically to change the partitioning of CRLs and to refer relying parties fo the
new location for relevant CRLS If the partitioning changes.

g) Delta CRLs may also<bg-available that update a given base CRL. Relying parties need to be aple to
determine, from a given CRL, whether delta CRLs are available, where they are located and when thg next
delta CRL will be issued.

h) In addition te-CRLs publishing a notification that public-key certificates have been revoked, there is a
requirement'to-publish a notification that public-key certificates will be revoked as of a specified daje and
time inthe future.

i)  Thereds a requirement to provide more efficient ways to indicate in a CRL that a set of publ{c-key
certificates has been revoked.

9.5.2 CRL extensions

The fpllowing extensions are defined:
a) CRL number;
b) status referral;

¢) CRL stream identifier;

d) ordered list;

e) delta information;

f)  to be revoked;

g) revoked group of certificates; and
h) expired certificates on CRL.
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9.5.2.1 CRL number extension

This CRL extension conveys a monotonically increasing sequence number for each CRL issued by a given CRL issuer
through a given CRL directory attribute (see clauses 13.2.4 to 13.2.7) or CRL distribution point. It allows a relying party
to detect whether CRLs issued prior to the one being processed were also seen and processed. This extension is defined
as follows:

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER(0..MAX)

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects,see 17228

This gxtension shall always be flagged as non-critical.

9.5.2p Status referral extension

This CRL extension is for use within the CRL structure as a means to convey information about revecation notifes to
relying parties. As such, it would be present in a CRL structure that itself contains no certificatefgvocation notiges. A
CRL ptructure containing this extension shall not be used by relying parties or relying parties as’a source of revogation
noticgs, but rather as a tool to ensure that the appropriate revocation information is usedi Any CRL containinp this
extension shall not be used as the source for a relying party to check revocation status of any.public-key certificate. Rather,
a CRL containing this extension may be used by a relying party as an additional tool to locate the appropriate CRLs for
checKing revocation status.

This gxtension serves two primary functions:

—  This extension provides a mechanism to publish a trustedy"list of CRLs" including all the relevant
information to aid relying parties in determining whethefthey have sufficient revocation informatipn for
their needs. For example, an authority may issue a new,.authenticated CRL list periodically, typically with
a relatively high reissue frequency (in comparison with other CRL reissue frequencies). The list might
include a last-update time/date for every referenced@RL. A relying party, on obtaining this list, can qliickly
determine if cached copies of CRLs are still up~to-date. This may eliminate the unnecessary retriejal of
CRLs. Furthermore, by using this mechanism, relying parties become aware of CRLs issued Ry the
authority between its usual update cycles) thereby improving the timeliness of the CRL system.

—  This extension also provides a mechanism to redirect a relying party from a preliminary location (e.d., one
pointed to in a CRL distribution“\point extension, or the directory entry of the issuing authority) to a
different location for revocation information. This feature enables authorities to modify the|CRL
partitioning scheme they use-without impacting existing public-key certificates or relying partigs. To
achieve this, the authorityswould include each new location and the scope of the CRL that would be found
at that location. The(Telying party would compare the public-key certificate of interest with the |scope
statements and follow the pointer to the appropriate new location for revocation information relevpnt to
that public-key(Certificate it is validating.

The eixtension is itself extensible and in future other non-CRL based revocation schemes may also be referred to,|using
this extension.

statiisReferral s~EXTENSION ::= {
SYNTAX StatusReferrals
IDENTIEIED BY id-ce-statusReferrals }

StatpsReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatusReferral ::= CHOICE {
cRLReferral [0] CRLReferral,
otherReferral [1] INSTANCE OF OTHER-REFERRAL,
}
CRLReferral ::= SEQUENCE {
issuer [0] GeneralName OPTIONAL,
location [1] GeneralName OPTIONAL,
deltaRefInfo [2] DeltaRefInfo OPTIONAL,
cRLScope CRLScopeSyntax,
lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL,
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}

DeltaRefInfo ::= SEQUENCE {
deltalocation GeneralName,
lastDelta GeneralizedTime OPTIONAL,
}
OTHER-REFERRAL ::= TYPE-IDENTIFIER

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.2.2.9.

The issuer component identifies the entity that signed the CRL,; this defaults to the issuer name of the encompassing
CRL.

The location COM i At i rrati i IME value as
the igsuer name

The deltaRefInfo component provides an optional alternative location from which a dCRL may be obtained gnd an
optional date of the previous delta.

The drLScope component provides the scope of the CRL that will be found at the referenced location.
The jastUpdate component is the value of the thisUpdate component in the most recently issued referenced CRL.

The 1astChangedCRL component is the value of the thisUpdate component in the mastrécently issued CRL that has
changded content.

The QTHER-REFERRAL provides extensibility to enable other non-CRL based revocation schemes to be accommqdated
in futyire.

This ¢xtension shall always be flagged as critical to ensure that the CRL containing this extension is not inadvergently
relied on by relying parties as the source of revocation status informationtabout public-key certificates.

If thigextension is present and is recognized by a relying party, that system shall not use the CRL as a source of revogation
statug information. The system should use either the information:€ontained in this extension, or other means outsifle the
scope] of this Specification, to locate appropriate revocation status information.

If thig extension is present but is not recognized by a relying party, that system shall not use the CRL as a soufce of
revochption status information. The system should use other means, outside the scope of this Specification, to |ocate
appropriate revocation information.

9.5.28 CRL stream identifier extension

The GRL stream identifier extension is used to identify the context within which the CRL number is unique.

cRLStkreamIdentifier EXTENSION ::= {
SYNTAX CRLStreamIdentifier
IDENTIFIED BY id-cefcRLStreamIdentifier }

CRLSEkreamIdentifief ~“:= INTEGER (0..MAX)

NOTE - The extension/defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.2:2.10.

This g¢xtension‘shall always be flagged as non-critical.

servelaS-@unique identifier for each CRL issued by any given authority, regardless of the type of CRL.

Each |valug of this extension, per authority, shall be unique. The CRL stream identifier combined with a CRL ntrmber

9.5.2.4 Ordered list extension

The ordered list extension indicates that the sequence of revoked public-key certificates in the revokedCertificates
component of a CRL is in ascending order by either public-key certificate serial number or revocation date. This extension
is defined as follows:

orderedList EXTENSION ::= {
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED ({

ascSerialNum (0),
ascRevDate (1),
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..}
NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.2.2.11.

This extension shall always be flagged as non-critical.

— ascSerialNum indicates that the sequence of revoked public-key certificates in a CRL is in ascending
order of public-key certificate serial number, based on the value of the serialNumber component of each
entry in the list.

— ascRevDate indicates that the sequence of revoked public-key certificates in a CRL is in ascending order
of revocation date, based on the value of the revocationbDate component of each entry in the list.

If orderedList is not present, no information is provided as to the ordering, if any, of the list of revoked public-key
certificatesin-the-GRL

9.5.2p Delta Information extension

This CRL extension is for use in CRLs that are not dCRLs and is used to indicate to relying parties that;-dCRLs arg also
availgble for the CRL containing this extension. The extension provides the location at which the related"dCRLS dan be
found and optionally the time at which the next dCRL is to be issued.

deltpInfo EXTENSION ::= {
SYNTAX DeltaInformation
IDENTIFIED BY id-ce-deltalInfo }

DeltpInformation ::= SEQUENCE ({
de]ltalocation GeneralName,
nektDelta GeneralizedTime OPTIONAL,

}

NOTE - The extension defined here is relevant for both CRLs and ACRLs_ Only CRL aspects are considered here. For ACRL
aspects, see 17.2.2.12.

This gxtension shall always be flagged as non-critical.

9.5.2p To be revoked extension

This CRL extension allows for the notification that public<key certificates will be revoked as of a specified date angl time
in the[future. The toBeRevoked extension is used to.specify the reason for the public-key certificate revocation, the date
and time at which the public-key certificate will be revoked, and the group of public-key certificates to be revoked| Each
list cgn contain a single public-key certificate serial number, a range of public-key certificate serial numbers or a famed
subtkee.

toBeRevoked EXTENSION ::= {
SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax ::5_SEQUENCE SIZE (1..MAX) OF ToBeRevokedGroup
ToBeRevokedGroup /= SEQUENCE {

cektificateIssuer [0] GeneralName OPTIONAL,

repsonInfo [1] ReasonInfo OPTIONAL,

repocationTime GeneralizedTime,

certificateGroup ,

}

ReasbnTnfo - -= SEQUENCE {

reasonCode CRLReason,

holdInstructionCode HoldInstruction OPTIONAL,
}

CertificateGroup ::= CHOICE ({
serialNumbers [0] CertificateSerialNumbers,
serialNumberRange [1] CertificateGroupNumberRange,
nameSubtree [2] GeneralName,
}
CertificateGroupNumberRange ::= SEQUENCE {
startingNumber [0] INTEGER,

endingNumber [1] INTEGER,
R
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CertificateSerialNumbers ::= SEQUENCE SIZE (1..MAX) OF CertificateSerialNumber

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.2.2.14

The certificateIssuer component, when present, identifies the CA that issued all the public-key certificates listed
in this ToBeRevokedGroup. If certificateIssuer is omitted, it defaults to the CRL issuer name.

The reasonInfo component, when present, identifies the reason for the public-key certificate revocations. When present,
this extension indicates that all public-key certificates identified in ToBeRevokedGroup Will be revoked for the reason
indicated in this component. If reasonCode component contains the value certificateHold, the
holdInstructionCode component may also be present. When present, the holdInstructionCode component
indicates the action to be taken on encountering any of the public-key certificates identified in RevokedGroup. This

actionstoutd-onty betakem, after the Tevocatiom time indicated i the Tevoca tionTime COMPOTENt aS Passed:

The gevocationTime component indicates the date and time at which this group of public-key certificates Will be
revoked and should therefore be considered invalid. This date shall be later than the thisUpdate time of thel CRL
contafning this extension. If revocationTime is before the nextUpdate time of the CRL containing this éxtensign, the
publig-key certificates shall be considered revoked between the revocationTime and the nextUpdaté time by a r¢lying
party jusing a CRL containing this extension. Otherwise, this is a notice that at specified time in.the future these public-
key certificates will be revoked. Once the revocation time has passed, either the CA has revoked the public-key cert{ficate
or nof. If it has revoked the public-key certificate, future CRLs shall include this on the“list of revoked public-key
certificates, at least until the public-key certificate expires. If the CA has not revoked the ‘public-key certificate, byt still
intends to revoke it in the future, it may include the public-key certificate in this extension on subsequent CRLs yvith a
revisqd revocationTime. If the CA no longer intends to revoke the public-key cectificate, it may be excluded frgm all
subsefjuent CRLs and the public-key certificate shall not be considered revoked;

The dertificateGroup component lists the set of public-key certificatesto be revoked. This component identifies the
publi¢-key certificates issued by the CA identified in certificateIssuer to be revoked at the date/time identified in
revofationTime. This set of public-key certificates is not further refined by any outside controls |(e.g.,
issufingDistributionPoint).

The serialNumbers component, when present, shall hold the.serial number(s) of the public-key certificate(s) issued by
the identified issuing CA that will be revoked at the specifieghtime.

The derialNumberRange component, when present, all public-key certificates in the range beginning with the starting
serialjlnumber and ending with the ending serial number and issued by the identified issuing CA will be revoked [at the
specified time.

If thel nameSubtree component is present, all public-key certificates with a subject name that is subordinate fo the
specified name and issued by the identified issuing CA will be revoked at the specified time. If the nameSubtree coptains
a distjnguished name then all distinguished names associated with the subject of a public-key certificate (i.e., sugject
comppnent and subjectAltNames-€xtension) need to be considered. For other name forms, the subjectaAltNames
extengion of public-key certificates need to be considered. If at least one of the names associated with the subject confained
in thel public-key certificatedis,within the subtree specified in nameSubtree, that public-key certificate will be reyoked
at thg specified time. AS-with the nameConstraints extension, not all name forms are appropriate for suhtree
specification. Only those)that have recognized subordination rules should be used in this extension.

This gxtension may; at the option of the CRL issuer, be flagged as critical or as non-critical. As the information prgvided
in thig extensionapplies to revocations, which will occur in the future, it is recommended that it be flagged as non-ctfitical,
reducjng the-isk of problems with interoperability and backward compatibility.

9.5.27~_Revoked group of certificates extension

A set of public-key certificates that have been revoked can be published using the following CRL extension. Each list of
public-key certificates to be revoked is associated with a specific public-key certificate issuing CA and revocation time.
Each list can contain a range of public-key certificate serial numbers or a named subtree.

revokedGroups EXTENSION ::= ({
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-revokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE {
certificatelssuer [0] GeneralName OPTIONAL,
reasonInfo [1] ReasonInfo OPTIONAL,
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invalidityDate [2] GeneralizedTime OPTIONAL,
revokedcertificateGroup [3] RevokedCertificateGroup,

}

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }
NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.2.2.15.

The certificateIssuer component, when present, shall identify the CA that issued all the public-key certificates

listed

in this RevokedGroup. If certificateIssuer is omitted, it defaults to the CRL issuer name.

The reasonInfo component, when present, shall identify the reason for the public-key certificate revocations. When
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nt, this component indicates that all public-key certificates identified in RevokedGroup component werete
he reason indicated in this component. If reasonCode contains the value certificateHold
InstructionCode may also be present. When present, holdInstructionCode shall indicate thejaction
on encountering any of the public-key certificates identified in RevokedGroup.

kedGroup should be considered invalid. This date shall be earlier than the date contdined in thisUg
bnent of the CRL. If omitted, all public-key certificates identified in RevokedGroup should be considered i
t from the time indicated in the thisUpdate component of the CRL. If the status of the public-key certificatg
thisUpdate time is critical to a relying party (e.g., to determine whether a digitaksignature that was created

ption status checking techniques will be required to determine the actual date/time from which a given publ
cate should be considered invalid.
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Constraints extension, ot all name forms are appropriate for subtree specification. Only those that
nized subordination rules should be used in this extension.

pxtension shall always-be flagged as critical. Otherwise, a relying party may incorrectly assume that publ
cates, identified @s yévoked within this extension, are not revoked. When this extension is present it may be th
tion of revoked public-key certificates in a CRL (i.e., the revokedCertificates may be empty) or it m

A revokedpublic-key certificate shall not be listed both in the revokedCertificates component and
Ei 0N

9.5.2.

prificates need to be considered.Ifat least one of the names associated with the subject, contained in the public-key
cate, is within the subtree spécified in namesSubtree, that public-key certificate has been revoked. As with the

have

c-key
P only
by list

pd public-keytcertificates that are in addition to those indicated in the revokedCertificates component ¢f this

n this

Evpirnrl certificates on CR1 oxtension

This CRL extension indicates that the CRL includes revocation notices for expired public-key certificates.

expiredCertsOnCRL EXTENSION ::= {
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY id-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.2.2.13.

This extension shall always be flagged as non-critical.
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The scope of a CRL containing this extension is extended to include the revocation status of revoked public-key
certificates that expired after the date specified in ExpiredCertsOnCRL or at that date. The revocation status of a public-
key certificate shall not be updated once the public-key certificate has expired.

9.5.3

CRL entry extension

The following extensions are defined:

9.5.3.

reason code;
hold instruction code; and

a)
b)

¢) invalidity date.

1 Reason code extension

This
applig

reas

ID

CRL entry extension identifies a reason for the public-key certificate revocation. The reason code may beug
ations to decide, based on local policy, how to react to posted revocations. This extension is defined as-follo

bnCode EXTENSION ::
SYNTAX

ENTIFIED BY

CRLR{
un
ke
CcA\
af
su
ce
ce
re
PIr
aA|

we

N
Fa

The f

ason ::
pecified
Compromise
ompromise
iliationChanged
erseded
sationOfOperation
tificateHold
oveFromCRL
ivilegeWithdrawn
Compromise

bkAlgorithmOrKey

{

CRLReason
id-ce-reasonCode }

ENUMERATED {

(0),
(1),
(2),
(3),
(4),
(5),
(6),
(8),
(9),
(10),

(11) }

DTE - The extension defined here is relevant for both CRLs and ACRLSs entries. Only CRL entry aspects are considere
r ACRL entry aspects, see 17.2.3.1.

bllowing reason code values indicate why a public-key certificate was revoked:
unspecified can be used to revoke public-key certificates for reasons other than the specific code

keyCompromise is used in revoking an end-entity public-key certificate; it indicates that it is kno
suspected that the subject's “private key, or other aspects of the subject validated in the publ
certificate, have been compromised.

cACompromise is-used in revoking a CA certificate; it indicates that it is known or suspected th
subject's private. key, or other aspects of the subject validated in the CA certificate, have
compromised-

affiliationChanged indicates that the subject's name or other information in the public-key cert
has been, modified but there is no cause to suspect that the private key has been compromised.

that the private key has been compromised.

cessationOfOperation indicates that the public-key certificate is no longer needed for the purpg
which it was issued but there is no cause to suspect that the private key has been compromised.

ed by

l here.

1

vn or
c-key

at the
been

ficate

superseded indicates that the public-key certificate has been superseded but there is no cause to sfispect

se for

privilegeWithdrawn Indicates that a public-key certificate was revoked because a privilege con
within that public-key certificate has been withdrawn.

aACompromise is only relevant for ACRL entries (see 17.2.3.1).

algorithm and/or key (e.g., due to short key length or unsafe key generation).

ained

weekAlgorithm indicates that the public-key certificate was revoked due to a weak cryptographic

A public-key certificate may be placed on hold by issuing a CRL entry with a reason code of certificateHold. The
public-key certificate hold notice may include an optional hold instruction code to convey additional information to
relying parties (see clause 9.5.3.2). Once a hold has been issued, it may be handled in one of three ways:

© ISO/IEC 2020 - All rights reserved
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b) it may be replaced by a (final) revocation for the same public-key certificate, in which case the reason shall
be one of the standard reasons for revocation, the revocation date shall be the date the public-key certificate
was placed on hold, and the optional hold instruction code extension shall not appear;

c) it may be explicitly released and the entry removed from the CRL.

The removeFromCRL reason code is for use with delta CRLs (see clause 9.6) only and indicates that an existing CRL
entry should now be removed owing to public-key certificate expiration or hold release. An entry with this reason code
shall be used in delta CRLs for which the corresponding base CRL or any subsequent (delta or complete for scope) CRL
contains an entry for the same public-key certificate with reason code certificateHold.

This extension shall always be flagged as non-critical.

9.5.3.2 Hold instruction code extension

This CRL entry extension provides for the inclusion of a registered instruction identifier to indicate the action to(be|taken
on enpountering a held public-key certificate. It is applicable only in a CRL entry having a certificateHold feason
code.[This extension is defined as follows:

holdfnstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-holdInstructionCode }

Hold[nstruction ::= OBJECT IDENTIFIER

This gxtension shall be always flagged as non-critical. No hold instruction codes are defined in this Specification.

NOTE 1 — The extension defined here is relevant for both CRLs and ACRLSs entries. Only-€RL entry aspects are considerefl here.
Fdr ACRL entry aspects (see 17.2.3.2).

NOTE 2 — Examples of hold instructions might be "please communicate with the‘CA" or "repossess the user's token".
9.5.3B Invalidity date extension

This CRL entry extension indicates the date at which it is known or'suspected that the private key was compromiged or
that the public-key certificate should otherwise be considered invalid. This date may be earlier than the revocation date
in the| CRL entry, which is the date at which the authority processed the revocation. This extension is defined as fo|lows:

invallidityDate EXTENSION ::= ({
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate %

This gxtension shall always be flagged as non-ctitical.

NOTE 1 — The date in this extension is not, by itself, sufficient for non-repudiation purposes. For example, this date may be|a date
adyvised by the private key holder, and it,is possible for such a person fraudulently to claim that a key was compromised sometime
infthe past, in order to repudiate a valitthy generated signature.

NOTE 2 — When a revocation is first-posted by an authority in a CRL, the invalidity date may precede the date of issue of parlier
CRLs. The revocation date should-not precede the date of issue of earlier CRLs.

9.6 CRL distribuation points and delta CRL extensions

9.6.1 Requirements

As it[is possible for revocation lists to become large and unwieldy, the ability to represent partial CRLs is reqpired.
Diffefent solutions are needed for two different types of implementations that process CRLS.

The flirst type of |mplementat|on |s |n |nd|V|duaI Workstatlons possmly in an attached cryptographlc token These
impl LK eHmite : rere e to be
examined to determlne ifitis valld and then to see if the publlc key certlflcate is valid. This processing could be lengthy
if the CRL is long. Partitioning of CRLs is required to eliminate this problem for these implementations.

The second type of implementation is on high performance servers where a large volume of messages is processed, e.g., a
transaction processing server. In this environment, CRLs are typically processed as a background task where, after the
CRL is validated, the contents of the CRL are stored locally in a representation which expedites their examination, e.g.,
one bit for each public-key certificate indicating if it has been revoked. This representation is held in trusted storage. This
type of server will typically require up-to-date CRLs for a large number of CAs. Since it already has a list of previously
revoked public-key certificates, it only needs to retrieve a list of newly revoked public-key certificates. This list, called a
dCRL, will be smaller and require fewer resources to retrieve and process than a complete CRL.
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The following requirements therefore relate to CRL distribution points and dCRLs:

a)

b)

In order to control CRL sizes, it needs to be possible to assign subsets of the set of all public-key certif

icates

issued by one CA to different CRLs. This can be achieved by associating every public-key certificate with

a CRL distribution point which is either;

— adirectory entry whose CRL attribute will contain a revocation entry for that public-key certificate,

if it has been revoked; or

— alocation such as an electronic mail address or Internet uniform resource identifier from which the

applicable CRL can be obtained.

For performance reasons, it is desirable to reduce the number of CRLs that need to be checked
validating multiple public-key certificates, e.g., a certification path. This can be achieved by havin
CRL issuer sign and issue CRLs containing revocations from multiple CAs.
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CRL distribution point and delta CRL extensions

bllowing extensions are defined:

1 CRL distribution points extension

RL distribution points extension shall be used only as a public-key certificate extension and may be used
cates and in end-entity public-key certificates. This extension identifies the CRL distribution point or poi
arelying party should refer to ascertain if a public-key certificate has been revoked. A relying party can ob

There is a requirement for separate CRLs covering revoked CA certificates and revoked end-entity~public-
key certificates. This facilitates the processing of certification paths as the CRL for revoked CA-Certiflicates

can be expected to be very short (usually empty). The certificateRevocationhList
eepkCertificateRevocationList and the authorityRevocationList attribute'types havd
specified for this purpose. However, for this separation to be secure, it is necessary to.have an indica

the
been
tor in

a CRL identifying which list it is. Otherwise, illegitimate substitution of one list fer-the other canfot be

detected.

Provision is needed for a different CRL to exist for potential compromise situations (when ther
significant risk of private key misuse) than that including all routine binding terminations (when th
no significant risk of private key misuse).

Provision is also needed for partial CRLs (known as dCRLs) which*only contain entries for publ
certificates that have been revoked since the issuance of a base CRL.

For dCRLs, provision is needed to indicate the date/time after)which this list contains updates.

There is a requirement to indicate within a public-key certificate, where to find the freshest CRL (e.
most recent dCRL).

CRL distribution points;
issuing distribution point;
certificate issuer;

delta CRL indicator;

base update time; and
freshest CRL.
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This extension is defined as follows:

cRLDistributionPoints EXTENSION ::= {
SYNTAX
IDENTIFIED BY id-ce-cRLDistributionPoints }

CRLDistPointsSyntax

CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint

DistributionPoint ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,

reasons

[1] ReasonFlags OPTIONAL,
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cRLIssuer [2] GeneralNames OPTIONAL,
}
DistributionPointName ::= CHOICE ({
fullName [0] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistinguishedName,

}

ReasonFlags ::= BIT STRING {
unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),

i i (57~
cefktificateHold (6),
privilegeWithdrawn (7),
aAfompromise (8),
wepkAlgorithmOrKey (9) 1}
NOTE 1 - The extension defined here is relevant for both CRLs and ACRLs). Only CRL aspects are considered here. For

as

Dects, see 17.2.2.1.

ACRL

The distributionPoint component, when present, shall identify the location from which the relevant CRL dan be

obtained. If this component is absent, the distribution point name defaults to the CRL issdef,name. This compone
the following two alternatives:
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multiple name forms. The same name, in at least one of its-hame forms, shall be present i
distributionPoint component of the issuingDistributionPoint extension of the CRL. Ar
party is not required to be able to process all name forms. It may use a distribution point provided a
one name form can be processed. If no name forms for “a distribution point can be processed, a r¢
party can still use the public-key certificate provided requisite revocation information can be obtainec
another source, e.g., another distribution point or the authority's directory entry.

— The nameRelativeToCRLIssuer alternative:can be used only if the CRL distribution point is asg
a distinguished name that is directly subordinate to the distinguished name of the CRL issuer. In thig
the nameRelativeToCRLIssuer cCOMponent conveys the relative distinguished name with respect
CRL issuer distinguished name.

bnent is absent, the corresponding CRIxdistribution point distributes a CRL which will contain an entry fg
-key certificate if this public-key certificate has been revoked, regardless of revocation reason. Otherwig
bns component indicates which revocation reasons are covered by the corresponding CRL distribution point.
DTE 2 — While this components dllows for shorter CRLs, it has the side-effect that a relying party has to search multiple|

ensure that a particular public4key certificate has not been revoked. This possibility for sesgmenting CRLs should be use
ition.

RLIssuer cOmponent,-when present, shall identify the authority that issued and signed the CRL. If this comp
ent, the CRL issuername defaults to the public-key certificate issuer name.

pxtension may,sat the option of the CA, be either flagged as critical or as non-critical. In the intere
perability£it)is recommended that it be flagged as non-critical.
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|ssued by the CA mclude thls exten5|on asa crltlcal exten5|on the CA is not reqmred to also publlsh a fuII CRL at the CA
entry.

If this extension is flagged as non-critical and a relying party does not recognize the extension type, then that relying party
should only consider the public-key certificate valid if:

— it can acquire and check a complete CRL from the authority (that the latter CRL is complete is indicated

by the absence of an issuing distribution point extension in the CRL);
— revocation checking is not required under local policy; or
—  revocation checking is accomplished by other means.

NOTE 3 — It is possible to have CRLs issued by more than one CRL issuer for the one public-key certificate. Coordination of these
CRL issuers and the issuing authority is an aspect of authority policy.
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NOTE 4 — The meaning of each reason code is as defined in the Reason Code extension in clause 9.5.3.1.

9.6.2.2 Issuing distribution point extension

This CRL extension identifies the CRL distribution point for public-key certificates for this particular CRL, and indicates
if the CRL is indirect, or if it is limited to covering only a subset of the revocation information. If using only partitioned
CRLs, the full set of partitioned CRLs shall cover the complete set of public-key certificates whose revocation status will
be reported using the CRL mechanism. Thus, the complete set of partitioned CRLs shall be equivalent to a full CRL for
the same set of public-key certificates, if the CRL issuer was not using partitioned CRLs. The limitation may be based on
a subset of the public-key certificate population or on a subset of revocation reasons. The CRL is signed by the CRL
issuer's private key. For a CRL distributed via a directory, the CRL is stored in the entry of the CRL distribution point,
which may not be the directory entry of the CRL issuer. If the issuingDistributionPoint extension and the
crlScope extension (deprecated) are both absent, the CRL shall contain entries for all revoked, unexpired public-key
certiffcates.

Afterja public-key certificate appears on a CRL, it may be deleted from a subsequent CRL after the public-key-certif|cate's
expiry. This extension is defined as follows:

issufingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssujfingDistPointSyntax ::= SEQUENCE ({
--| If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are ‘both FALSE,
--| the CRL covers both certificate types

diptributionPoint [0] DistributionPointName OPTIONAL,

onllyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSEY

onllyContainsCACerts [2] BOOLEAN DEFAULT FALSE,

onllySomeReasons [3] ReasonFlags OPTIONAL,

infirectCRL [4] BOOLEAN DEFAULT )FALSE,

onllyContainsAttributeCerts [5] BOOLEAN OPTIONAL, -- Use is strongly deprecated
}

The distributionPoint component contains the name of-~thé distribution point in one or more name forms. If
onlyfontainsUserPublicKeyCerts iS TRUE, the CRL™only contains revocations for end-entity public-key
certificates. If onlyContainsCACerts iS TRUE, the> €RL only contains revocations for CA certificatgs. If
onlyfontainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE, the CRL contains revocatigns for
both fend-entity public-key certificates and CA ertificates. A CRL shall not contain this extension wherg| both
onlyfontainsUserPublicKeyCerts and onlyContainsCACerts are set to TRUE. If onlySomeReasons is present,
the CRL only contains revocations of publickey certificates for the identified reason or reasons; otherwise, thel CRL
conta|ns revocations for all reasons. If indirectCRL is TRUE, then the CRL may contain revocation notificatiops for
publi¢-key certificates issued by CAs that have a name different from the name of the issuer of the CRL. The parficular
CA rgsponsible for each entry is astindicated by the certificateIssuer CRL entry extension in that entry]or in
accorflance with the defaulting fules described in clause 9.6.2.3. Consequently, a relying party that is capafle of
procepsing a CRL in which indirectCRL is set to TRUE shall also be capable of processing the certificateIgsuer
CRL pntry extension. In such-a CRL, it is the responsibility of the CRL issuer to ensure that the CRL is complete i that
it confains all revocation@entries, consistent with onlyContainsUserPublicKeyCerts, onlyContainsCACert}, and
onlyBomeReasons ifidicators, from all authorities that identify this CRL issuer in their public-key certificates.

If onflyContainsAttributeCerts iS TRUE, the CRL only contains revocations for attribute certificates.| This
comppnent is.deprecated and should not be included. Instead, the aAissuingDistributionPoint extension shofild be
used.

NOTE1 - ThIS component was mtroduced into the Rec. ITU-T X. 509 (2000) | ISO/IEC 9594-8:2001 edition of this Specification

+h P hoaf b HAH H hl Thae th
al ICIIIUVUU agairtT i e ouuocqucllt echiton: I_G\.AI of-these-twoacHons llao buuacu \;Ulllpuuulllly PTOOUTCTIST TS COTTTPUT n as

been re-introduced into the Rec. ITU-T X.509 (2008) | ISO/IEC 9594-8:2008 edition in a way to remove any compatibility issues.

If CRLs are partitioned by reason code, and the reason code changes for a revoked public-key certificate (causing the
public-key certificate to move from one CRL stream to another), it is necessary to continue to include the public-key
certificate on the CRL stream for the old revocation reason until the nextUpdate times of all CRLs, that do not list the
public-key certificate, on the CRL stream for the new reason code have been reached.

If the CRL contains an issuingDistributionPoint extension with the distributionPoint cOmponent present, at
least one name for the distribution point in the public-key certificate (e.g., cRLDistributionPoints, freshestCRL,
issuer) shall match a name for the distribution point in the CRL. Also, it may be the case that only the
nameRelativeToCRLIssuer component is present. In that case, a name comparison would be done on the full
distinguished name, constructed by appending the value of the nameRelativeToCRLIssuer t0 the distinguished name
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found in the issuer component of the CRL. If the names being compared are distinguished names (as opposed to hames
of other forms within the GeneralNames construct), the distinguishedNameMatch matching rule is used to compare
the two DNs for equality.

For CRLs distributed via a directory, the following rules apply. If the CRL is a dCRL it shall be distributed via the
deltaRevocationList attribute of the associated distribution point or, if no distribution point is identified, via the
deltaRevocationList attribute of the CRL issuer entry, regardless of the settings for public-key certificate types
covered by the CRL. Unless the CRL is a dCRL.:

— a CRL which has onlyContainsCACerts Set to TRUE and does not contain an
aAissuingDistributionPoint extension shall be distributed via the authorityRevocationList
attribute of the associated distribution point or, if no distribution point is identified, via the
authorityRevocationList attribute of the CRL issuer entry;

— a CRL which has onlyContainsCACerts Set to TRUE and containsJ an
aAissuingDistributionPoint extension with containsUserAttributeCerts Set to FALSH shall
be distributed via the authorityRevocationList attribute of the associated distributionepoint or| if no
distribution point is identified, via the authorityRevocationList attribute of the CRL-issuer enry;

— a CRL which has only onlyContainsCACerts set to FALSE shall be cdistributed vig the
certificateRevocationList attribute of the associated distribution point or;if)no distribution|point
is identified, via the certificateRevocationList attribute of the CRL issuerentry.

This g¢xtension shall always be flagged as critical. A relying party that does not understard this extension cannot agsume
that the CRL contains a complete list of revoked public-key certificates of the identified CA. CRLs not containing cfitical
extengions shall contain all current CRL entries for the issuing authority, including entries for all revoked end-entity
certificates and authority certificates.

NOTE 2 — The means by which revocation information is communicated by GAs to CRL issuers is beyond the scope pf this
Sqecification.

If an puthority publishes a CRL with onlyContainsUserPublicKeyCerts Of onlyContainsCACerts Set tO [FRUE,
then the authority shall ensure that all CA certificates covered by thiS\CRL contain the basicConstraints extengion.

9.6.23 Certificate issuer extension

This CRL entry extension identifies the CA associatedowith an entry in an indirect CRL, i.e., a CRL that has the
indifectCRL indicator set in its issuing distribution peint extension. If this extension is not present on the first entry in
an indirect CRL, the CA defaults to the CRL issuer:-On subsequent entries in an indirect CRL, if this extension Jis not
present, the CA for the entry is the same as that far-the preceding entry.

This gxtension is defined as follows:

certfificateIssuer EXTENSION «.= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }

This ¢xtension shall always-be-flagged as critical. If an implementation ignores this extension, it cannot correctly pair
CRL pntries to CAs.

NOTE — This extension)may also be included in ACRL entries as specified in clause 17.2.2.3.

9.6.24 Delta,€CRL indicator extension

The delta CRE indicator extension identifies a CRL as being a delta CRL (dCRL) that provides updates to a referpnced
base CRL£ The referenced base CRL is a CRL that was explicitly issued as a CRL that is complete for a given scopg. The
CRL gontaining the delta CRL indicator extension contains updates to the public-key certificate revocation status f(rr that
same SCOpE. This scope does not necessarily nclude all revocation reasons or all public-Key certificates 15sued by a CA,
especially in the case where the CRL is a CRL distribution point. However, the combination of a CRL containing the
delta CRL indicator extension plus the CRL referenced in the BaseCRLNumber component of this extension is equivalent
to a full CRL, for the applicable scope, at the time of publication of the dCRL.

This extension is defined as follows:
deltaCRLIndicator EXTENSION ::= {

SYNTAX BaseCRLNumber

IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber
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The value of type BaseCRLNumber identifies the CRL number of the base CRL that was used as the foundation in the
generation of this dCRL. The referenced CRL shall be a CRL that is complete for the applicable scope.

This extension shall always be flagged as critical. A relying party that does not understand the use of dCRLs should not
use a CRL containing this extension, as the CRL may not be as complete as the user expects.

NOTE — This extension may also be included in dACRL entries as specified in clause 17.2.2.4.

9.6.2.5 Base update time extension

The base update extension is for use in dCRLs and is used to identify the date/time after which this delta provides updates
to the revocation status. This extension should only be used in dCRLs that contain the deltaCRLIndicator extension.
A dCRL that instead contains the crlscope extension (deprecated) does not require this extension as the
baseThisUpdate component of the crl1scope extension can be used for the same purpose.

basepPpdateTime EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime }

This gxtension shall always be flagged as non-critical.
NOTE — This extension may also be included in dJACRL as specified in clause 17.2.2.5.

9.6.2F Freshest CRL extension

certificates, this extension may be used in CA certificates, as well as end-entity publicKey certificates. This extgnsion
identifies the CRL to which a relying party should refer to obtain the freshest revocation information (e.g., latest dCRL).
This éxtension is defined as follows:

The ‘:eshest CRL extension may be used as either a public-key certificate or CRL\éxtension. Within public-key

freshestCRL EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

The qrRLDistPointsSyntax data type is as defined in the CRL distribution points extension in clause 9.6.2.1.

This gxtension may, at the option of the CA, be either be flagged-as critical or as non-critical. If the freshest CRL extgnsion
is flagged as critical, a relying party shall not use the public-key certificate without first retrieving and checking the
freshgst CRL. If the extension is flagged as non-critical \the relying party may use local means to determine whether the
freshgst CRL is required to be checked.

NOTE — This extension may also be included in attribute certificates and ACRLS as specified in clause 17.2.2.6.

9.7 Authorization and validation“tist extensions

9.7.1 Introduction

Therd is a need to provide capabilities for an authorizer to impose specifications on how a relying party shall actlin its
communication with different'entities. The following extension is defined for that purpose:

a) protocol réstrictions extension.

9.7.2 Protocol frestrictions extensions

The grotRestrict extension may be added to an AVL entry to restrict the protocols that the AVL entity holding the
AVL uses in.its communication with the entity represented by the AVL entry.

protRéstrict EXTENSION ::= {
SYNTAX ProtRestriction
IDENTIFIED BY id-ce-protRestrict }

ProtRestriction ::= SEQUENCE (SIZE (1..MAX)) OF OBJECT IDENTIFIER

A value of the ProtRestriction data type shall hold one or more object identifiers identifying communications
protocols. When a peer entity attempts to establish a communication with an AVL entity having an AVL with this
restriction using a protocol not reflected by a listed object identifier, the communications shall be rejected.
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9.8 Alternative cryptographic algorithms and digital signature extensions

9.8.1 Introduction

There is a need to provide capabilities for easy migration within a PKI from one set of cryptographic algorithms to another
more suitable set of cryptographic algorithms. The following cryptographic algorithm and digital signature extensions are
defined for that purpose:

a) subject alternative public key information extension;
b) alternative digital signature algorithm extension; and
c) alternative signature value extension.

These extensions may be included in both CA certificates and end-entity public-key certificates. Alternative digital
. . e o e elepsdons Y XEERSIONS.

This public-key certificate extension, when present, shall contain the subject’s alternative public key information

subjepctAltPublicKeyInfo EXTENSION ::= {
SYNTAX SubjectAltPublicKeyInfo
IDENTIFIED BY id-ce-subjectAltPublicKeyInfo }

SubjectAltPublicKeyInfo ::= SEQUENCE ({
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
subjectAltPublicKey BIT STRING }

The SubjectAltPublicKeyInfo data type has the following components:
—  the algorithm subcomponent, which shall hold the algorithnithat this public key is an instance of] and
—  the subjectAltPublicKey subcomponent, which shallhold the alternative public key.

This gxtension may be flagged as critical or as non-critical.

NOTE — It is recommended that it be flagged as non-critical. FlaggingUit as critical would require relying parties to understapd this
extension and the alternative public-key algorithm.

9.8.3 Alternative signature algorithm extension

This g¢xtension may be used as a public-key certificaté)extension, a CRL extension or an AVL extension. It shall cpntain
the algorithm identifier for the alternative digital.signature algorithm used by the signer when creating an alterpative
digital signature and by the relying party when-validating the alternative digital signature.

altSfignatureAlgorithm EXTENSION ::= ({
SYN[FAX AltSignatureAlgorithm
IDENTIFIED BY id-ce-altSignatureAlgorithm }

AltSjignatureAlgorithm {:='AlgorithmIdentifier{{SupportedAlgorithms}}
Wher| the altSignatureAlgorithm extension is included in a particular value that is an instance of a data tyge that
suppdrts extensions, the ‘altSignatureValue extension shall also be included.
NOTE 1 — By-having a separate altSignatureAlgorithm extension, instead of having it combined with the
altSignatareValue extension, the alternative digital signature algorithm is protected by the alternative signature.

This g¢xtension*may be flagged either as critical or as non-critical.

NOTE. 2 It is recommended that it be flagged as non-critical. Flagging it as critical would require all relying parties to undgrstand
théextension and the alternative puhlir‘-kpy algnrithm:

9.84 Alternative signature value
This extensionmay be used as a public-key certificate extension, a CRL extension or an AVL extension.

This alternative signature shall be created by the issuer using its alternative private key, and it shall be verified using the
alternative public key of the issuer.

altSignatureValue EXTENSION ::= {
SYNTAX AltSignatureValue
IDENTIFIED BY id-ce-altSignatureValue }
AltSignatureValue ::= BIT STRING
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This extension can only be created by a signer holding a multiple cryptographic algorithms public-key certificate. When
creating the alternative digital signature on an issued public-key certificate or CRL, the signer shall use its alternative

private key.

The procedures for creating and validating alternative digital signatures are specified in:
—  clause 7.2.2 for public-key certificates;
—  clause 7.10.3 for CRLs: and
—  clause 11.4 for AVLs.

10 Delta CRL relationship to base

A ddRL includes a deltaCRLIndicator extension (or a deprecated crlScope extension) to indicate the
revocption information that is being updated with this dCRL.

If the|deltaCRLIndicator is present in a dCRL, the base revocation information that is being updated.is the basg
refergnced in that extension. The base CRL referenced by a deltaCRLIndicator extension shall be a CRL that is
as complete for its scope (i.e., it is not itself a dCRL).

If the|deprecated crlscope extension is present and contains the baseRevocationInfo component to referen

base

CRL
ssued

Ce the

base fevocation information that is being updated, this is a reference to a particular point in time from which this CRL

ifles updates. The baseRevocationInfo component references a CRL that may grmay not have been issu

ed as

one that is complete for that scope (i.e., the referenced CRL may only have been issued as'a dCRL). However, the iCRL

conta|ning the baseRevocationInfo component updates the revocation information that is complete for the scq
the referenced CRL at the time that the referenced CRL was issued. The relying party may apply the dCRL to a CR
is complete for the given scope and that was issued at the same time as or afterthe CRL referenced in the dCRL cont

pe of
| that
ining

the baseRevocationInfo component was issued.

Becayse of the potential for conflicting information, a CRL shall not:Centain both the deltaCRLIndicator extgnsion
and B crlscope extension with the baseRevocationInfo™~component. A CRL may contain both the
deltpCRLIndicator extension and crlScope extension only-ifthe baseRevocationInfo component is not present
in thelcrlscope extension.

A dCRL may also be an indirect CRL in that it may contair updated revocation information related to base CRLs issued
by one or more than one CAs (see clause 7.12).

Application of a dCRL to the referenced base\revocation information shall accurately reflect the current stajus of
revocption.

— A public-key certificate's revocation notice, with revocation reason certificateHold, may appgar on
either a dCRL or a CRL\that is complete for a given scope. This reason code is intended to indigate a
temporary revocation of the public-key certificate pending a further decision on whether to permanently
revoke the public-key certificate or reinstate it as one that is not revoked.

a) Ifapubliczkey certificate was listed as revoked with revocation reason certificateHold on g CRL
(either adCRL or a CRL that is complete for a given scope), whose cRLNumber is n, and the Hold is
sulisequently released, the public-key certificate shall be included in all dCRLs issued after th¢ hold
is’released where the cRLNumber Of the referenced base CRL is less than or equal to n. Depending
on the extension used to indicate that this CRL is a dCRL, the CRL number of a referenced basq CRL
is either the value of the BaseCRLNumber data type of the deltaCRLIndicator extension pr the
cRLNumber element of the BaseRevocationInfo data type of the cRLScope extensiorl The

public-key certificate shall be listed with revocation reason removeFromCRL unless the public-key
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which case the public-key certificate shall be listed with the revocation reason appropriate for the
subsequent revocation.

b) If the certificate was not removed from hold, but was permanently revoked, then it shall be listed on
all subsequent dCRLs where the cRLNumber Of the referenced base CRL is less than the cRLNumber
of the CRL (either a dCRL or a CRL that is complete for the given scope) on which the permanent
revocation notice first appeared. Depending on the extension used to indicate that this CRL isa dCRL,
the CRL number of a referenced base CRL is either the value of the BaseCRLNumber data type of
the deltaCRLIndicator extension or the cRLNumber element of the BaseRevocationInfo data
type of the cRLScope extension.

—  Apublic-key certificate's revocation notice may first appear on dCRL and it is possible that the public-key
certificate's validity period might expire before the next CRL that is complete for the applicable scope is
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issued. In this situation, that revocation notice shall be included in all subsequent dCRLs until that
revocation notice is included on at least one issued CRL that is complete for the scope of that public-key

certificate.

A CRL that is complete for a given scope, at the current time, can be constructed locally in either of the following ways:

by retrieving the current dCRL for that scope, and combining it with an issued CRL that is complete for
that scope and that has a cRLNumber greater than or equal to the cRLNumber of the base CRL referenced

in the dCRL; or

by retrieving the current dCRL for that scope and combining it with a locally constructed CRL that is

complete for that scope and that was constructed with a dCRL that has a cRLNumber greater than or
to the cRLNumber of the base CRL referenced in the current dCRL.

equal

11 Authorization and validation lists

111 Authorization and validation list concept

An althorization and validation list (AVL) is a list providing authorization and validation information to a relying party,
called an AVL entity. Such an AVL entity may also act as an end entity been equipped with ‘an‘end-entity public-key
certificate. An AVL provides information to an AVL entity about potential communications partner and popsible
restrigtions on how and what to communicate with such partners.

In sofne environments, entities may have a requirement only to communicate withsa-few selected entities and mgy not
accept PDUs from any other entity. Validation may be optimized in such environnients by use of AVLs. If a PDU is
receiyed from an entity not represented in the AVL or the constraints on the communication are violated, the PDU may
be digcarded, subject to local policies. An AVL is created, maintained and signed by an entity called the authorizer, yhich
is an putside entity to which responsibility for all or part of public-key-¢certificate validation has been outsourced. An
authofizer is typically closely related to the AVL entities it serves, e.gy. being part of the same organization. It may then
act as|a trust anchor for the AVL entities it serves. These AVL entitiessmay hold trust anchor information of the authgrizer.
For spme AVL entities, this may be the only trust anchor information needed.

Threq scenarios are recognized here:

a) AnAVL s placed in an AVL entity with no2r minor constraints allowing the AVL entity to perform|much
of the validation on its own. In this casé;*the AVL is mainly used to restrict communications to se|ected
entities and possibly to put restriction on such communications. An AVL may in this scenario| have
information representing each public-key certificates allocated to potential communication partners and/or
it may have information representing a group of communication partners having the same distingyished
naming prefix.

b) An AVL is placed intah® AVL entity that is constrained with respect to processing power, stprage,
communications capabilities and/or response time to a degree where it cannot afford to go to a thirt:]:party
when doing validation, meaning that the entity locally needs to have sufficient updated informpation
available to do-the validation. In this scenario, the authorizer is using a subscription service fo get
revocation-infermation from relevant CAs and updates the AVLs at AVL entities as required.

¢) An AVL entity may not have continuously online access to revocation information, such as OCSP, and at
the same time not be able to hold long CRLs. In this case, it is also relevant to have reasonable ugdated
validation information available locally. Also in this scenario, the authorizer is using a subscription sgrvice
ta'get revocation information from relevant CAs and updates the AVLs at AVL entities as required|when
communication is possible.

d) A relying party, not being an AVL entity, may not have one continuously online access to revogation
information. Such a relying party does not use the service of an authorizer, but uses the same subscription
type as an authorizer to keep status information about a set public-key certificates for potential
communication partners.

11.2 The authorizer

The behaviour of the authorizer is dependent on whether it maintains AVLs for AVL entities in a non-constrained
environment or for AVL entities in a constrained environment.

If the AVL is to be placed in a non-constrained AVL entity, the AVL shall only contain rather stable information not
affected by state changes of associated public-key certificates.
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If the AVL is to be placed in a constrained AVL entity, the authorizer shall locally maintain a list of complete certification
paths required for each of the peer entities with which the AVL entity communicates. The authorizer shall continuously
ensure that the certification paths validate positively. This included checking for restrictions and expired or revoked
public-key certificates. When a certification path can no longer validate positively, affected AVLs may be renewed at
affected AVL entities. It is a local policy as to whether or when such an update occurs.

NOTE - An invalid certification path may cause critical entities to be put out of operation. It is outside the scope of this

Specification to provide recommendations as to how or when a certification path is failing to a degree where an affected AVL
entity should stop communication with some other entity.

11.3 Authorization and validation list syntax
The certavL ASN.1 data type specifies the syntax of an AVL.

CertAVL ::= SIGNED {TBSCertAVL}
TBSCprtAVL ::= SEQUENCE {
veksion [0] IMPLICIT Version DEFAULT vl,
serialNumber AvlSerialNumber OPTIONAL,
signature AlgorithmIdentifier {{SupportedAlgorithms}},
ispuer Name,
cohstrained BOOLEAN,
enkries SEQUENCE (SIZE (1..MAX)) OF SEQUENCE {
L dType CHOICE {
certIdentifier [0] PKCertIdentifier,
entityGroup DistinguishedName, -- only fotr-constrained = FALSE
R
entryExtensions [1] IMPLICIT Extensions OPTIONAL(
},
avllExtensions Extensions OPTIONAL }
AvlSerialNumber ::= INTEGER (0. .MAX)
PKCektIdentifier ::= CHOICE ({
ispuerSerialNumber IssuerSerialNumber,
fihgerprintPKC [0] IMPLICIT FINGERPRINT {Certificate},
fihgerprintPK [1] IMPLICIT ‘FINGERPRINT {PublicKey},
}
IssuprSerialNumber ::= SEQUENCE ({
ispuer Name,
serialNumber CertificateSerialNumber,
}
Wher| generating a digital signattre using the SIGNED parameterized data type, only one digital signature shpll be
generpted, i.e., the altAlgdrithmIdentifier and the altSignature components shall be absent.
The TMBSCertAVL compenents are specified in the following.
The vlersion companent shall hold the version of the AVL. This component shall either be absent or have the valjie v1.
The serialNumber component, when present, shall contain a serial number that is unique for a specific authorizer yvithin
the AL entity where the AVL is placed. This component shall be present if the authorizer places more than one AVL in
a particularAVL entity. It should be present if the authorizer intends to add additional AVLs in the future. Otherwise, it

is optlenalk
NOTE 1 — Multiple authorizers may in principle each place multiple AVLs in a particular AVL entity. This capability is included
to cope with more complex environments and should be used with great care. In a typical environment, only a single AVL from a
single authorizer will be place in a particular AVL entity.

The signature component shall contain the algorithm identifier for the digital signature algorithm used by the authorizer
when signing the AVL. This component shall have the same value as used in the algorithmIdentifier component of
the SIGNATURE data type when signing the AVL.

NOTE 2 — By including this component, the digital signature algorithm is protected by the signature on the AVL.

The issuer component shall be the distinguished name of the authorizer issuing the AVL. It shall be the same name as
the subject name of the public-key certificate used for evaluating the signature on the AVL.
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The constrained component shall take the value TRUE if the AVL is to be placed in a constrained AVL entity, and it
shall take the value FALSE if the AVL is to be placed in a non-constrained AVL entity.

The entries component shall consist of a number of elements each representing an AVL entry. Each element shall have
the following components:

a) The idType component has the following two alternatives:

— The certIdentifier alternative shall hold an identifier of the public-key certificate represented by

this element. This alternative shall always be taken if the constrained component takes the
TRUE. It has the following three alternatives:

value

i) the issuerSerialnumber alternative, which is a sequence of the distinguished name of the

public-key certificate issuer and the public-key certificate serial number;

The gvlExtensions component, when present, shall contain one or more AVL extensions.

114
Itisp

Such

An A
value
alts

An al

I1) e fingerprintPKC alternative, which IS a Tingerprint ot the public-key certiticate; or

iii) the fingerprintPK alternative, which is a fingerprint of the public key within the-publ
certificate.

— The entityGroup alternative shall be taken when the entry represents an entity greup with
the entity may accept communications. An entity group is characterized by hawing a distingy
name prefix in common within the name of the subject component for publictkey certificates
to the members of the group. This alternative shall not be taken if the constrained component
the value TRUE.

use of entry extensions is to impose restrictions on what type of cemmunications the relying party
have with the entity in question.

Multiple cryptographic algorithms for authorization and validation list
pssible for an AVL to hold:

component; and
—  an alternative digital signature to be checked instead of the native digital signature.

plternative specifications are provided-assAVL extensions.

/L that includes the multiple cryptegraphic algorithm extensions shall have an alternative digital signature algg
in the altSignatureAlgorithm extension (see clause 9.8.3) and an alternative digital signature value
i gnatureValue extension (see‘clause 9.8.4).

thorizer generating an AVL with the alternative cryptographic algorithms and alternative digital signature sh

— when generating the value in the altSignaturevalue extension, exclude the signature comy
and the\ altsignaturevalue extension from the AVL and generate the digital signature ov
remaining DER encoded AVL using the algorithm specified in the altSignatureAlgorithm exte
and

—«.When generating the value in the signature component, the altSignatureAlgorithm ar
altSignatureValue extensions shall be included in the DER encoding of the AVL.

b) The entryExtensions component, when present, shall contain one of more AVL entry extensiong.

c-key

Which
ished
ssued
takes

One
may

— an alternative digital signature algorithm;t@’be used instead of the algorithm specified in the signgdture

rithm
n the

onent
r the
nsion;

i\

d the

An A

e bl ) - - - b e L o b Jos. 1 del l L s (= o | -
vientity that has not-migrated—tosupportalternative cryptographicalgorithmsand-—attermative digitat-sigmatures

shall verify the native digital signature. The altSignatureAlgorithmand altSignatureValue extensions shall then
be included in the DER encoding of the AVL.

An AVL entity that has migrated to support alternative cryptographic algorithms and alternative digital signatures shall
verify the alternative digital signature. The signature component and the altSignaturevalue extension shall then
be excluded from the DER encoding of the AVL. Thus, the relying party shall decode the AVL and then re-DER-encode
the same AVL after the above modifications have been made, otherwise the validation of the alternative digital signature
will fail.
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12 Certification path processing procedure

Certification path processing is carried out by a relying party, a trust broker or authorizer, which needs to verify that a
particular end-entity public-key certificate is trustworthy. The extensions for certificate policies, basic constraints, name
constraints and policy constraints have been designed to facilitate automated, self-contained implementation of
certification path processing logic.

The following is an outline of a procedure for validating certification paths. An implementation shall be functionally
equivalent to the external behaviour resulting from this procedure. The algorithm used by a particular implementation to
derive the correct output(s) from the given inputs is not standardized.

121 Path processing inputs

The iNpUTs To the certification path processing procedure are.
a) aset of public-key certificates comprising a certification path;

b) trust anchor information with a public-key for use in verifying the first public-key certificate |n the
certification path;

¢) an initial-policy-set comprising one or more certificate policy identifiers, indicating‘that any one of|these
policies would be acceptable to the relying party for the purposes of certification-path processing; this
input can also take the special value any-policy, but it cannot be null;

d) an initial-explicit-policy indicator value, which indicates if an acceptable”policy identifier neqds to
explicitly appear in the certificate policies extension of all public-key certificates in the path;

e) an initial-policy-mapping-inhibit indicator value, which indicates if\policy mapping is forbidden n the
certification path;

f) an initial-inhibit-policy indicator value, which indicates if thé\special value anyPolicy, if present in a
certificate policies extension, is considered a match for any specific certificate policy value in a constfained
set;

g) the current date/time (if not available internally to the‘relying party);

h) an initial-permitted-subtrees-set containing an initial set of subtree specifications defining subtrees yvithin
which subject names (of the name form used to specify the subtrees) are permitted. In the public-key
certificates in the certification path all subject names of a given name form, for which initial perritted
subtrees are defined, shall fall within the permitted subtrees set for that given name form. This input may
also contain the special value unbounded to indicate that initially all subject names are acceptable. Shibject
names are those name values appearing in the subject component or the subjectAltName extengion;

i) aninitial-excluded-subtrees-set containing an initial set of subtree specifications defining subtrees \vithin
which the subject names.in the public-key certificates in the certification path cannot fall. This input may
also be an empty set te.indicate that initially no subtree exclusions are in effect;

j) an initial-requiredéname-forms containing an initial set of name forms indicating that all public-key
certificates in the'path must include a subject name of at least one of the specified name forms. Thiginput
may also be ‘amempty set to indicate that no specific name forms are required for subject names jn the
certificates:

The vjlues of c), d),‘e)-and f) will depend upon the policy requirements of the user-application combination that nepds to
use the certified,end-entity public key.

trustefl public key to a given set of certificate policies. This can be achieved by ensuring that a given public key|is the
input to-the process only when initial-policy-set input includes policies for which the relying party trusts that publig key.
Since another Input to the process is the certification path itself, this control could be exercised on a transaction by
transaction basis.

Beca\Fe theseware individual inputs to the path validation process, a relying party may limit the trust it places in any|given

12.2 Path processing outputs

The outputs of the procedure are:
a) an indication of success or failure of certification path validation;
b) if validation failed, a diagnostic code indicating the reason for failure;

c) the set of authorities-constrained policies and their associated qualifiers in accordance with which the
certification path is valid, or the special value any-policy;
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d)

€)

f)
9)

h)

the set of user-constrained policies, formed from the intersection of the authorities-constrained-policy-set
and the initial-policy-set;

explicit-policy-indicator, indicating whether the relying party or an authority in the path requires that an
acceptable policy be identified in every public-key certificate in the path; and

details of any policy mapping that occurred in processing the certification path;

if the evaluation was performed by a trust broker, the requesting entity is informed about the outcome (see
clause 22);

if the evaluation was performed by an authorizer, then:
— if the authorizer is using the information for generating an AVL, then:
i) ifthe procedure yielded success, the appropriate entry may be added to the AVL

i) if the procedure yielded failure, depending on type of failure, it is a local policy issue whether to
add the entry to the AVL or to leave it out,

— if the authorizer is using the information for possible update of one or more AVLs, then]

i) if the procedure yielded success, the affected AVLs do not need to be replaced based ¢n the
validation of the public-key certificate in question

ii)  if the procedure yielded failure, depending on type of failure, it is a local'policy issue whether to
replace affected AVLs.

NOTE - If validation is successful, the relying party may still choose not to use the public-key-Certificate as a result of values of

pdlicy qualifiers or other information in the public-key certificate.

12.3 Path processing variables

The procedure makes use of the following set of state variables:

a)

b)

c)

d)

€)

9)
h)

authorities-constrained-policy-set: A table of policy-identifiers and qualifiers from the public-key
certificates of the certification path (rows represent.policies, their qualifiers and mapping history, and
columns represent public-key certificates in the certification path).

permitted-subtrees: A set of subtree specifications defining subtrees within which all subject names in
subsequent public-key certificates in the certification path need to fall, or may take the special |value
unbounded.

excluded-subtrees: A (possibly empty) set of subtree specifications (each comprising a subtree base[name
and maximum and minimum level indicators) defining subtrees within which no subject namq in a
subsequent public-key certificatein the certification path may fall.

required-name-forms: A (possibly empty) set of sets of name forms. For each set of name forms, jevery
subsequent public-key certificate must contain a name of one of the name forms in the set.

explicit-policy-indieator: Indicates whether an acceptable policy needs to be explicitly identified injevery
public-key certificate in the path.

path depth: Anyinteger equal to one more than the number of public-key certificates in the certifigation
path for which processing has been completed.

policy=mapping-inhibit-indicator: Indicates whether policy mapping is inhibited.

inhibit-any-policy-indicator: Indicates whether the special value anyPolicy is considered a match fpr any
specific certificate policy.

pending-constraints: Details of explicit-policy inhibit-policy-mapping and/or inhibit-any-
constraints which have been stipulated but have yet to take effect. There are three one-bit indicators falled
for each, an integer called skip-certificates which gives the number of public-key certificates yet to skip
before the constraint takes effect.

12.4 Initialization step

The procedure involves an initialization step, followed by a series of public-key certificate-processing steps. The
initialization step comprises:

1)

2)

Write any-policy in the zeroth and first columns of the zeroth row of the authorities-constrained-policy-set
table.

Initialize the permitted-subtrees variable to the initial-permitted-subtrees-set value.
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Initialize the excluded-subtrees variable to the initial-excluded-subtrees-set value.
Initialize the required-name-forms variable to the initial-required-name-forms value.
Initialize the explicit-policy-indicator to the initial-explicit-policy value.

Initialize path-depth to one.

Initialize the policy-mapping-inhibit-indicator to the initial-policy-mapping-inhibit value.
Initialize the inhibit-any-policy-indicator to the initial-inhibit-policy value.

Initialize the three pending-constraints indicators to unset.

125 Public-key certificate processing

Each pubtic=keycertificateis-thenprocessed-inmturn,starting-with-the-public=keycertificate-signed-using-the-trust
publi¢ key. The last public-key certificate is considered to be the end-entity public-key certificate; any other publ
certificates are considered to be intermediate CA certificates.

12.5.1 Basic public-key certificate checks

The fpllowing checks are applied to a public-key certificate. Self-signed certificates, if encountefed in the pat

ignorgd.
a)

b)

c)

d)

9)

chor
c-key

N, are

If the relying party has not migrated to support alternative digital signaturesy then check that the sighature

verifies. If the relying party does support support alternative digital signatures, check that the alter
signature verifies. Check that dates are valid, that the public-key. certificate subject and publ
certificate issuer names chain correctly, and that the public-key certificate has not been revoked.

native
c-key

For an intermediate version 3 CA certificate, check that basicCGonstraints is present and that the ca

component in the basicConstraints extension is TRUE~If the pathLenConstraint compor
present, check that the current certification path does not violate that constraint (ignoring intermediat
issued certificates).

If the public-key certificate policies extension is not\present, then set the authorities-constrained-p|
set to null by deleting all rows from the authoritiesé¢onstrained-policy-set table.

If the public-key certificate policies extension is present, then for each policy, P, in the extension
than anyPolicy, attach the policy qualifigrs associated with P to each row in the authorities-constr
policy-set table whose [path-depth] column entry contains the value P. If no row in the autho
constrained-policy-set table contains:P in its [path-depth] column entry but the value in autho

ent is
b self-

plicy-

other
ined-
Fities-
Fities-

constrained-policy-set[0, path-depth] is any-policy, then add a new row to the table by duplicating the

zeroth row and writing the pelicy identifier P along with its qualifiers in the [path-depth] column er]
the new row.

try of

If the public-key certificate policies extension is present and does not include the value anyPolicyl or if

the inhibit-any-poliey-indicator is set and the certificate is not a self-issued intermediate certificate
delete any row for which the [path-depth] column entry contains the value any-policy along with an
for which the- [path-depth] column entry does not contain one of the values in the certificate pd
extension,

If the public-key certificate policies extension is present and includes the value anyPolicy af

. then
y row
licies

d the

inhibitzahy-policy-indicator is not set, then attach the policy qualifiers associated with anyPolicy td each

row'in the authorities-constrained-policy-set table whose [path-depth] column entry contains the
any-policy or contains a value that does not appear in the certificate policies extension.

If the public-key certificate is not an intermediate self-issued certificate, check that the subject ng

value

me is

within the name-space given by the value of permitted-subtrees and is not within the name-space

given

h)

by the value of excluded-subtrees.

If the public-key certificate is not an intermediate self-issued certificate, and if required-name-forms
an empty set, for each set of name forms in required-name-forms check that there is a subject name
public-key certificate of one of the name forms in the set.

12.5.2  Processing intermediate certificates

is not
in the

For an intermediate CA certificate, the following constraint recording actions are then performed, in order to correctly set
up the state variables for the processing of the next certificate. Self-signed certificates, if encountered in the path, are

ignored.
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1)

2)

3)

4

If the nameConstraints extension with a permittedsubtrees component is present in the certificate,
set the permitted-subtrees state variable to the intersection of its previous value and the value indicated in
the certificate extension.

If the nameConstraints extension with an excludedsubtrees component is present in the certificate,
set the excluded-subtrees state variable to the union of its previous value and the value indicated in the
certificate extension.

If policy-mapping-inhibit-indicator is set:

—  process any policy mappings extension by, for each mapping identified in the extension, locating all
rows in the authorities-constrained-policy-set table whose [path-depth] column entry is equal to the
issuer domain policy value in the extension and delete the row.

If policy-mapping-inhibit-indicator is not set:

1253

For all certificates, the following actions are then performed:

5)

6)

7)

Explicit’policy indicator processing

1)

—  process any policy mappings extension by, for each mapping identified in the extension, locating all
rows in the authorities-constrained-policy-set table whose [path-depth] column entry iscegual fto the
issuer domain policy value in the extension, and write the subject domain policy value from the
extension in the [path-depth+1] column entry of the same row. If the extension maps ‘anissuer dpmain
policy to more than one subject domain policy, then the affected row is copied\and the new|entry
added to each row. If the value in authorities-constrained-policy-set[0, path-depth] is any-policy, then
write each issuer domain policy identifier from the policy mappings extension in the [path-glepth]
column, making duplicate rows as necessary and retaining qualifiers if they/are present, and wrfte the
subject domain policy value from the extension in the [path-depth+1]'coelumn entry of the sam¢ row;

—  if the policy-mapping-inhibit-pending indicator is set and the certificate is not self-issued, decrement
the corresponding skip-certificates value and, if this value becomes zero, set the policy-magping-
inhibit-indicator;

— ifthe inhibitPolicyMapping component of the poXicyConstraints extension is present|in the
certificate, perform the following. For a skipCerts Value of 0, set the policy-mapping-irfhibit-
indicator. For any other skipCerts value, set thepolicy-mapping-inhibit-pending indicator, ahd set
the corresponding skip-certificates value to the lesser of the skipCerts value and the previouq skip-
certificates value (if the policy-mapping-inhibit-pending indicator was already set).

For any row not modified in step 3) (and every row in the case that there is no mapping extension pfesent
in the certificate), write the policy identifieffrom [path-depth] column in the [path-depth+1] columniof the
row.

If inhibit-any-policy-indicator is not set:
—  If the inhibit-any-policy-pending indicator is set and the certificate is not self-issued, decremegnt the

corresponding skip-certificates value and, if this value becomes zero, set the inhibit-any-pplicy-
indicator.

— Ifthe inhibitAnyPolicy extension is present in the certificate, perform the following.|For a
skipCerts Value of 0, set the inhibit-any-policy-indicator. For any other skipCerts Vvalue, get the
inhibit-any-policy-pending indicator, and set the corresponding skip-certificates value to the legser of
the skipCerts Vvalue and the previous skip-certificates value (if the inhibit-any-policy-pgnding
indicator was already set).

Increment [path-depth].

If explicit-policy-indicator is not set:

66

—  if the explicit-policy-pending indicator is set and the certificate is not a self-issued intermediate CA
certificate, decrement the corresponding skip-certificates value and, if this value becomes zero, set
explicit-policy-indicator.

— Ifthe requireExplicitPolicy component of the policyConstraints extension is present
in the certificate, perform the following. For a skipCerts Vvalue of 0, set the explicit-policy-
indicator. For any other skipCerts Value, set the explicit-policy-pending indicator, and set the
corresponding skip-certificates value to the lesser of the skipCerts value and the previous skip-
certificates value (if the explicit-policy-pending indicator was already set).

— If the requireExplicitPolicy component of the policyConstraints is present, and the
certification path includes a certificate issued by a nominated CA, it is necessary for all certificates in
the path to contain, in the certificate policies extension, an acceptable policy identifier. An acceptable
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policy identifier is the identifier of the certificate policy required by the user of the certification path,
the identifier of a policy which has been declared equivalent to it through policy mapping, or any-
policy. The nominated CA is either the issuer CA of the certificate containing this extension (if the
value of requireExplicitPolicy is0) ora CA which is the subject of a subsequent certificate in

the certification path (as indicated by a non-zero value).

1254  Final processing

Once

all certificates in the path have been processed, the following actions are then performed:

1) Determine the authorities-constrained-policy-set from the authorities-constrained-policy-set table.
table is empty, then the authorities-constrained-policy-set is the empty or null set. If the autho

If the
rities-

constrained-policy-set[0, path-depth] is any-policy, then the authorities-constrained-policy-set is any-
policy. Otherwise, the authorities-constrained-policy-set is, for each row in the table, the value in the left-

If any
reaso
the fa

but n]ne is acceptable to the user.

most cell which does not contain the identifier any-policy.

2) Calculate the user-constrained-policy-set by forming the intersection of the authorities-constrained-p
set and the initial-policy-set.

3) Ifthe explicit-policy-indicator is set, check that neither the authorities-constrained-policy-set nor the
constrained-policy-set is empty.

of the above checks were to fail, then the procedure shall terminate, returning a failure. indication, an appro
h code, the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrained-policy-
lure is due to an empty user-constrained-policy-set, then the path is valid under the‘authority-constrained pol

plicy-
user-

priate
set. If

cy(s),

If none of the above checks were to fail on the end certificate, then the procedbre ‘shall terminate, returning a success
indication together with the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrained-
policy-set.
13 PKI directory schema
This [lause defines the directory schema elements used to.represent PKI information in a directory. It in¢ludes
specifications of relevant object classes, attribute types and-attribute value matching rules.
13.1 PKI directory object classes and name forms
This gubclause includes the definition of object€lasses used to represent PKI objects in a directory.
13.1.1  PKI user object class
The BKI user object class is used-ifindefining entries for objects that may be the subject of end-entity public-key
certificates.
pkiUger OBJECT-CLASS .=/ {
SUECLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
LDAP-NAME {"pkiUser"}
LDAP-DESC "X.509 PKI User"
iD id-oc-pkiUser }
13.1.2 ~ PKI CA object class
The PKI CA object class Is used in defining entries for objects (entities) that act as CAs.
pkiCA OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {cACertificate |
certificateRevocationList |
eepkCertificateRevocationList |
authorityRevocationList |
crossCertificatePair}
LDAP-NAME {"pkiCA"}
LDAP-DESC "X.509 PKI Certificate Authority"
ID id-oc-pkiCA }
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13.1.3 CRL distribution points object class and name form

The CRL distribution point object class is used in defining entries for objects which act as CRL distribution points.

cRLDistributionPoint OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND structural
MUST CONTAIN { commonName }
MAY CONTAIN {certificateRevocationList |

eepkCertificateRevocationList |
authorityRevocationList |
deltaRevocationList}

LDAP-NAME {"cRLDistributionPoint"}
LDAP-DESC "X.509 CRL distribution point"
ID td=oc—cREDtstributionPoint }

The GRL distribution point name form specifies how entries of object class cRLDistributionPoint may be|named.

cRLDfistPtNameForm NAME-FORM ::= {
S cRLDistributionPoint
WIH ATTRIBUTES {commonName}

ID id-nf-cRLDistPtNameForm }
13.1. Delta CRL object class
The delta CRL object class is used in defining entries for objects that hold delta revocation lists (e.g., CAs, AAs ett.).
delthCRL OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {deltaRevocationList}

LDAP-NAME {"deltaCRL"}

LDAP-DESC "X.509 delta CRL"

ID id-oc-deltaCRL }

13.1.% Certificate Policy and CPS object class

The @GP CPS object class is used in defining entries for opjects that contain certificate policy and/or certification practice
information.

cpCpg OBJECT-CLASS ::= {
SUECLASS OF {top}
KIND auxiliary
MAFY CONTAIN {certificatePolicy |
certificationPracticeStmt}
LDAP-NAME {"cpCps"}
LDAP-DESC "Certificate Policy and Certification Practice Statement"
iD idroc-cpCps }

13.1.¢  PKI certification\path object class

The HKI cert path object class is used in defining entries for objects that contain PKI paths. It will generally be uped in
conjupction with entries that include auxiliary object class pkiCa or pkiUser.

pkiCertPath~OBJECT-CLASS ::= {
{top}
auxiliary

{P'Ip-i Path }

{"pkiCertPath"}
LDAP-DESC "PKI Certification Path"
ID id-oc-pkiCertPath }

13.2 PKI directory attributes

This subclause includes the definition of directory attributes to store PKI information elements in a directory.

13.2.1  User certificate attribute
An attribute value of type userCertificate holds an end-entity public-key certificate.

An entity may obtain one or more end-entity public-key certificates from one or more CAs.
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userCertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-NAME {"userCertificate"}
LDAP-DESC "X.509 user certificate"
ID id-at-userCertificate }

13.2.2  CA certificate attribute

The cacertificate attribute of a CA's directory entry shall be used to store self-issued certificates (if any) and CA
certificates issued to this CA by CAs in the same realm as this CA. The definition of realm is purely a matter of local
policy.

cACektificate ATTRIBUTE ::= {
WIH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-NAME {"cACertificate"}
LDAP-DESC "X.509 CA certificate"
ID id-at-cAcertificate }

13.2.3 Cross-certificate pair attribute type

The ilssuedToThisca component of the crossCertificatePair attribute of a CA's)directory entry shall be uped to
store |all, except self-issued certificates issued to this CA. Optionally, the issuedByThisCA component ¢f the
crosgCertificatePair attribute, of a CA's directory entry may contain a subset of CA certificates issued by this CA
to other CAs. If a CA issues a certificate to another CA, and the subject CAvis not a subordinate to the issuer CA\ in a
hierarEhy, then the issuer CA shall place that certificate inSthé issuedByThisCa element of the

crosgCertificatePair attribute of its own directory entry. When both the issuedToThisca angl the
issupdByThisCA elements are present in a single attribute valuethe'issuer name in one CA certificate shall matgh the
subje¢t name in the other and vice versa, and the subject public key in one CA certificate shall be capable of verifyipg the
digitaL signature on the other CA certificate and vice versa;{The term forward was used in previous editiops for

issupdToThisCA and the term reverse was used in previous editions for issuedByThisCA.

Wherl an issuedByThisCA element is present, the i ssiedToThisCA element value and the issuedByThisCa elgment
value|need not be stored in the same attribute value;.in)other words, they can be stored in either a single attribute vajue or
two aftribute values.

crospCertificatePair ATTRIBUTE :i:=){
WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
LDAP-SYNTAX x509CertificatePair. &id
LDAP-NAME {"crossCertificatePair"}
LDAP-DESC "X.509 cross certificate pair"
ID id-at-crossCertificatePair }
CertjificatePair :{:=“SEQUENCE {

ispuedToThisCA/."[0] Certificate OPTIONAL,
ispuedByThisCA' [1] Certificate OPTIONAL,

R A

(WLTH COMPONENTS { ..., issuedToThisCA PRESENT} |
WLTH{COMPONENTS { ..., issuedByThisCA PRESENT})

13.2.

A value of this attribute type holds a CRL providing information about revoked public-key certificates.

certificateRevocationlList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelistExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"certificateRevocationList"}
LDAP-DESC "X.509 certificate revocation list"
ID id-at-certificateRevocationList }
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13.2.5  End-entity public-key certificate revocation list attribute type

A value of the following attribute type holds a CRL providing information about revoked end-entity public-key
certificates.

eepkCertificateRevocationList ATTRIBUTE ::= ({
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"eepkCertificateRevocationList"}
LDAP-DESC "X.509 EEPK certificate revocation list"
D id-at-eepkCertificateRevocationList }

13.2.6  CA revocation list attribute type

A valpe of the following attribute type contains a list of revoked CA certificates.

authprityRevocationList ATTRIBUTE ::= ({
WIH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"authorityRevocationList"}
LDAP-DESC "X.509 CA revocation list"
iD id-at-authorityRevocationList }
13.2.] Delta revocation list attribute

The fpllowing attribute type is defined for holding a dCRL in a directory entry:

deltpRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificateListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"deltaRevocationList"}
LDAP-DESC "X.509 delta revocation list"
ID id-at-deltaRevocatioenList }

13.2. Supported algorithms attribute

A dirgctory attribute is defined to support the selection of an algorithm for use when communicating with a remofe end
entityl using end-entity public-key certificates as\defined in this Specification. The following ASN.1 defines this (multi-
valuefl) attribute type:

suppprtedAlgorithms ATTRIBUTE ::= ({
WI'H SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmIdentifierMatch
LDAP-SYNTAX x509SupportedAlgorithm. &id
LDAP-NAME {"supportedAlgorithms"}
LDAP-DESC "X.509 support algorithms"
ID id-at-supportedAlgorithms }
SuppprtedAlgorithm ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
inkendedUsage [0] KeyUsage OPTIONAL,

infendedCertificatePolicies [1l] CertificatePoliciesSyntax OPTIONAL,

Each Lvals d allhave a4 ct—a nIden ex—value—Thevalue af the
intendedUsage component provides an indication of the intended usage of the algorithm (see clause 9.2.2.3 for
recognized uses). The value of the intendedCertificatePolicies component identifies the certificate policies and,
optionally, certificate policy qualifiers with which the identified algorithm may be used.

13.2.9  Certification practice statement attribute

The certificationPracticeStmt attribute is used to store information about a CA's certification practice statement.

certificationPracticeStmt ATTRIBUTE ::= {

WITH SYNTAX InfoSyntax

ID id-at-certificationPracticeStmt }
InfoSyntax ::= CHOICE ({
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content UnboundedDirectoryString,
pointer SEQUENCE ({
name GeneralNames,
hash HASH{HashedPolicyInfo} OPTIONAL,

..},
}
POLICY ::= TYPE-IDENTIFIER

HashedPolicyInfo ::= POLICY.&Type({Policies})

Policies POLICY ::= {...} -- Defined by implementers

If content is present, the complete content of the authority's certification practice statement is included.

If pointer is present, the name component references one or more locations where a copy of the authority's certifigation
practice statement can be located. If the hash component is present, it contains a HASH of the content of the eertifigation
practice statement that should be found at a referenced location. This hash can be used to perform an integrity chgck of
the referenced document.

13.2.10 Certificate policy attribute

The dertificatePolicy attribute is used to store information about a certificate policy.

certfificatePolicy ATTRIBUTE ::= ({
WI'H SYNTAX PolicySyntax
iD id-at-certificatePolicy }

PolifySyntax ::= SEQUENCE {
pollicyIdentifier PolicyID,
pollicySyntax InfoSyntax,

o)

PolipyID ::= CertPolicyId
The HolicyIdentifier component includes the object identifier registered for the particular certificate policy.

The HolicySyntax component (see clause 13.2.9) has;the following two alternatives:
a) Ifthe content alternative is taken, theycomplete content of the certificate policy is included.
b) Ifthe pointer alternative is taken;-then

— the name component references one or more locations where a copy of the certificate policy dan be
located.

— If the hash component is present, it contains a HASH of the content of the certificate policy that
should be found;at a referenced location. This hash can be used to perform an integrity check pf the
referenced-document.

NOTE — The)option to include a hash in this attribute is purely to perform an integrity check against data Ipcated
from a(source other than a directory. The HASH stored in a directory needs to be protected. Directory s¢curity
services, including strong authentication, access control and/or signed attributes could be used for this purppse. In
addition, even if the HASH matches the original CP/CPS document, there are additional security requiremgnts to
ensure that the original specification itself is the correct document (e.g., the document is signed by an appropriate
authority).

13.2.11_7RKI path attribute
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pkiPath ATTRIBUTE ::= {
WITH SYNTAX PkiPath
D id-at-pkiPath }

An attribute of this type may be stored in a directory entry of object class pkiCa or pkiUser.

When stored in pkica entries, values of this attribute type contain certification paths excluding end-entity public-key
certificates. As such, the attribute is used to store certification paths that are frequently used by relying parties associated
with that CA. A value of this attribute can be used in conjunction with any end-entity public-key certificate issued by the
last certificate subject in the attribute value.
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When stored in pkiUser entries, values of this attribute contain certification paths that include the end-entity public-key
certificate. In this case, the end entity is the entity whose entry holds this attribute. The values of the attribute represent
complete certification paths for public-key certificates issued to this user.

13.2.12 Supported public-key algorithms attribute type

The supportedPublicKeyAlgorithms multivalued attribute type may be used by a CA to inform a subject that applies
for a public-key certificate what types of public-key algorithms are acceptable to the CA.

The supportedPublicKeyAlgorithms attribute type has the following syntax:

supportedPublicKeyAlgorithms ATTRIBUTE ::= {
WITH SYNTAX SupportedPublicKeyAlgorithms
EQUALITY MATCHING RULE algorithmIdentifierMatch
LDAP-SYNTAX x509SupportedPublicKeyAlgos. &id
LDAP-NAME {"supportedPublicKeyAlgorithms"}
LDAP-DESC "X.509 supported publiv key algorithms"
iDp id-at-supportedPublicKeyAlgorithms }
SuppprtedPublicKeyAlgorithms ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedPublicKeyAlgos }{,
mihKeySize INTEGER,
exkensions [0] SEQUENCE SIZE (1..MAX) OF 0OidOrAttr OPTIONAL,
}
SuppprtedPublicKeyAlgos ALGORITHM ::= {...}
O0idOkAttr ::= CHOICE {
oid ATTRIBUTE. &id ({ ExtAttributes }),

atkribute Attribute {{ ExtAttributes }},
}

ExtAktributes ATTRIBUTE ::= {...}

The SupportedPublicKeyAlgorithms data type has the following components:
a) The algorithmIdentifier component shall specify a public-key algorithm acceptable for the CA\.

b) The minKeysize component shall specify the minimum key size for the key-pair generated based pn the
algorithm.

€) The extensions component, if present, shall specify one or more extensions that are associated with the
particular public-key algorithmxEach extension is defined by the oidorattr data type, which is a ghoice
with the following alternatives:

— the oid alternativesspecifies the object identifier of the attribute type for the extension to be included,
but not the content of the extension;

— the attribute alternative specifies an attribute containing the complete specification of the required
extension:

13.3 PKI direCtory matching rules

This [subclause_defines matching rules for use with values of attribute types with syntax Certififate,
CertfificatePair, CertificateList, CertificatePolicy and SupportedAlgorithm, respectively.| This
subcl@use<also defines matching rules to facilitate the selection of “public-key certificates or CRLs with specific
charagteristics from multi-valued attributes holding multiple public-key certificates or CRLs. The enhanced certificate
matching rule provides the ability to perform more sophisticated matching against public-key certificates held in directory
entries.

13.3.1 Certificate exact match

The certificate exact match rule compares for equality a presented value with an attribute value with syntax
Certificate. It uniquely selects a single certificate.

certificateExactMatch MATCHING-RULE ::= {
SYNTAX CertificateExactAssertion
ID id-mr-certificateExactMatch }

CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
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issuer Name,

}
This matching rule returns TRUE if the components in the attribute value match those in the presented value.
13.3.2  Certificate match

The certificate match rule compares a presented value with an attribute value with syntax Certificate. It selects one
or more certificates on the basis of various characteristics.

certificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion
ID id-mr-certificateMatch }

sefrialNumber [0] CertificateSerialNumber OPTIONAL,

ispuer [1] Name OPTIONAL,
subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
aufkhorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
cektificatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
pollicy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL,
}
AltNameType ::= CHOICE {
bufiltinNameForm ENUMERATED ({
rfc822Name (1),
HNSName (2),
kK400Address (3),
HirectoryName (4),
gdiPartyName (5),
hiniformResourcelIdentifier (6),
i PAddress (7),
registeredId (8),
..},
otherNameForm OBJECT IDENTIETIER,
}
CertPolicySet ::= SEQUENCE STZE (1..MAX) OF CertPolicyId
This matching rule returns TRUECT all of the components that are present in the presented value match the correspanding
comppnents of the attribute value, as follows:
seriplNumber matchesif the value of this component in the attribute value equals that in the presented value;
issupr matches if the value of this component in the attribute value equals that in the presented value;
subjpctKeyIdentifier matches if the value of this component in the stored attribute value equals that in the pregented

components in the presented value are present in the stored attrlbute value;

certificateValid matches if the presented value falls within the validity period of the stored attribute value;

privateKeyValid matches if the presented value falls within the period indicated by the private key usage period
extension of the stored attribute value, or if there is no private key usage period extension in the stored attribute value;

subjectPublicKeyAlgID matches if it is equal to the algorithm component of the algorithmIdentifier Of the
subjectPublicKeyInformation component of the stored attribute value;

keyUsage matches if all of the bits set in the presented value are also set in the key usage extension in the stored attribute
value, or if there is no key usage extension in the stored attribute value;

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 73


https://standardsiso.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

subjectAl tName matches if the stored attribute value contains the subject alternative name extension with an Al tNames

component of the same name type as indicated in the presented value;

policy matches if at least one member of the certPolicySet presented appears in the certificate policies extension in
the stored attribute value or if either the presented or stored public-key certificate contains the special value anyPolicy
in the policy component. There is no match if there is no certificate policies extension in the stored attribute value;

pathToName matches unless the public-key certificate has a name constraints extension which inhibits the construction

of a certification path to the presented name value;

subject matches if the value of this component in the attribute value equals that in the presented value;

nameConstraints matches if the subject names in the stored attribute value are within the name space given by the

value of the permitted-subtrees component of the presented value and are not within the name space given by the
of the excluded-subtrees component of the presented value.

13.3.3  Certificate pair exact match

The gertificate pair exact match rule compares for equality a presented value with an attributeCvalue off
CertfificatePair. It uniquely selects a single cross-certificate pair.

certfificatePairExactMatch MATCHING-RULE ::= {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertfificatePairExactAssertion ::= SEQUENCE ({
ispuedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
ispuedByThisCAAssertion [1] CertificateExactAssertion OPTIONAL,

A A
(WLTH COMPONENTS { ..., issuedToThisCAAssertion PRESENT } |
WELTH COMPONENTS { ..., issuedByThisCAAssertion PRESENT } )

This |matching rule returns TRUE if the components that are¢present in the issuedToThisCAAssertio:
issupdByThisCAAssertion components of the presented (value match the corresponding components g
issupdToThisCA and issuedByThisCA components, respectively, in the stored attribute value.

13.34  Certificate pair match

The crtificate pair match rule compares a presented(value with an attribute value of type CertificatePair. It §
one @r more cross-certificate pairs on the basis of various characteristics of either the issuedToThis
issupdByThisCA certificate of the pair.

certfificatePairMatch MATCHING=RULE ::= {
SYNTAX CertificatePairAssertion
ID id-mr-certificatePairMatch }

CertfificatePairAssertion) : := SEQUENCE {
ispuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
ispuedByThisCAAsSertion [1] CertificateAssertion OPTIONAL,
R A
(WLTH COMPONENTS {..., issuedToThisCAAssertion PRESENT } |
WELTH COMPONENTS {..., issuedByThisCAAssertion PRESENT } )

This matching.rule returns TRUE if all of the components that are present in the issuedToThisCAAssertior
issupdByThisCAAssertion components of the presented value match the corresponding components

value

type

n and
f the

elects
CA O

and
f the

issupdToThisCA and issuedByThisCA components, respectively, in the stored attribute value.

13.3.5 Certificate list exact match

The certificate list exact match rule compares for equality a presented value with an attribute value of
CertificateList. It uniquely selects a single CRL.

certificateListExactMatch MATCHING-RULE ::= {
SYNTAX CertificatelistExactAssertion
ID id-mr-certificatelistExactMatch }

CertificatelistExactAssertion ::= SEQUENCE ({
issuer Name,
thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }

type
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The distributionPoint component, when present, matches if the stored attribute value contains an issuing distribution
point extension and the value of this component in the presented value equals the corresponding value, in at least one
name form, in that extension.

The rule returns TRUE if the components in the stored attribute value match those in the presented value.

13.3.6  Certificate list match

The certificate list match rule compares a presented value with an attribute value of type CertificateList. It selects
one or more CRLs based on various characteristics.

certificateListMatch MATCHING-RULE ::= {
SYNTAX CertificatelListAssertion
ID id-mr-certificatelListMatch }
CertlificatelListAssertion ::= SEQUENCE ({
ispuer Name OPTIONAL,
mihCRLNumber [0] CRLNumber OPTIONAL,
makCRLNumber [1] CRLNumber OPTIONAL,
repsonFlags ReasonFlags OPTIONAL,
daEeAndTime Time OPTIONAL,
diptributionPoint [2] DistributionPointName OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
}

The matching rule returns TRUE if all of the components that are present in the presented value match the correspgnding
comppnents of the stored attribute value, as follows:

issupr matches if the value of this component in the attribute value equals thatin the presented value;

minCRLNumber matches if its value is less than or equal to the value in the\CRL number extension of the stored attribute
value| there is no match if the stored attribute value contains no CRL number extension;

maxCRLNumber matches if its value is greater than or equal to the'value in the CRL number extension of the $tored
attribyite value; there is no match if the stored attribute value centains no CRL number extension;

reaspnFlags matches if any of the bits that are set in-the presented value are also set in the onlySomeRegsons
comppnents of the issuing distribution point extension of-the stored attribute value; there is also a match if the $tored
attribyite value contains no reasonFlags in the issuing distribution point extension, or if the stored attribute [value
conta|ns no issuing distribution point extension;
NOTE — Even though a CRL matches on a patticular value of reasonFlags, the CRL may not contain any revocation fotices
with that reason code.

datehndTime matches if the value is equal to or later than the value in the thisUpdate component of the stored attyibute
valueland is earlier than the value_ih the nextUpdate component of the stored attribute value; there is no matchlif the
storeq attribute value contains no‘néxtUpdate component;

distfibutionPoint matches’if the stored attribute value contains an issuing distribution point extension and the|value
of this component in the presented value equals the corresponding value, in at least one nhame form, in that extensign;

authprityKeyIdentifier matches if the value of this component in the stored attribute value equals that |n the
presented value;there is no match if the stored attribute value contains no authority key identifier extension or if ot all
comppnents in‘the’presented value are present in the stored attribute value.

13.3.1 _7Algorithm identifier match
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SupportedAlgorithms.

algorithmIdentifierMatch MATCHING-RULE ::= {
SYNTAX AlgorithmIdentifier {{SupportedAlgorithms}}
iD id-mr-algorithmIdentifierMatch }

The rule returns TRUE if the presented value is equal to the algorithmIdentifier component of the stored attribute
value.
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13.3.8  Policy match

The policy match rule compares for equality a presented value with an attribute value of type CertificatePolicy Or
an attribute value of type privPolicy.

policyMatch MATCHING-RULE ::= ({
SYNTAX PolicyID
D id-mr-policyMatch }

The rule returns TRUE if the presented value is equal to the policyIdentifier component of the stored attribute value.

13.3.9  PKI path match

The pkiPathMatch match rule compares for equality a presented vaIue W|th an attrlbute value of type pkiPath. A
relyingps A-wiich it

SYNTAX PkiPathMatchSyntax
ID id-mr-pkiPathMatch }

PkiPpthMatchSyntax ::= SEQUENCE ({
fifpstIssuer Name,
lagtSubject Name,

}

This matching rule returns TRUE if the presented value in the firstIssuer cemponent matches the correspgnding
elemgnts of the issuer component of the first public-key certificate in the SEQUENCE in the stored value and the
presented value in the 1astsubject component matches the corresponding€lements of the subject component fof the
last pliblic-key certificate in the SEQUENCE in the stored value. This matching rule returns FALSE if either match fgils.

13.3.10 Enhanced certificate match

The enhanced certificate match rule compares a presented value with an attribute value of type certificate. It gelects
one of more public-key certificates based on various characteristics.

enhahcedCertificateMatch MATCHING-RULE ::=({
SYNTAX EnhancedCertificateAssertion
ID id-mr-enhancedCertificateMatch) }
EnhahcedCertificateAssertion ::= SEQUENCE {
serialNumber [0] CértificateSerialNumber OPTIONAL,
ispuer [1] Name OPTIONAL,
subjectKeyIdentifier [2].\\SubjectKeyIdentifier OPTIONAL,
aufkhorityKeyIdentifier [3]" AuthorityKeyIdentifier OPTIONAL,
cekrtificatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
supjectPublicKeyAlglD [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltName OPTIONAL,
pollicy [9] CertPolicySet OPTIONAL,
pakhToName [10] GeneralNames OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL,
A A
(ALL_EXCEPT ({ -- none; at least one component shall be present --}))
AltName ::= SEQUENCE {

altnameType AltNameType,
altNameValue GeneralName OPTIONAL }

The directory search operation allows for multiple values of EnhancedCertificateAssertion to be combined in
filter specifications, including and/or logic. This matching rule returns TRUE if all of the components that are present in
the presented value match the corresponding components of the attribute value, as follows:

Matching for serialNumber; issuer; subjectKeyIdentifier; authorityKeylIdentifier;
certificateValid, privateKeyValid, policy, subject, and nameConstraints components is as defined for
the same components in the certificateMatch matching rule.
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subjectAltName cCOmMponent contains an altNameType and optional altNameValue components. If altNamevalue
is present, the value shall be of the same name form as indicated in altNameType.

subjectAltName matches if at least one of the following conditions is true:

—  The presented value contains only the altNameType component and the stored attribute value contains
the subject alternative name extension with an A1tNames component of the same type as indicated in the
presented value.

—  The presented value contains both the altNameType and altNameValue components and the stored
attribute value contains the subject alternative name extension with an A1tNames component of the same
type and value indicated in the presented value.

subjectAltName match fails if at least one of the following conditions is true:

—  The stored attribute value does not contain the subject alternative name extension.

—  The stored attribute value contains the subject alternative name extension but the Al1tNames-compgonent
does not include the same type as identified in the presented value.

—  The presented value contains both the altNameType and altNamevValue components-and the gtored
attribute value contains the subject alternative name extension with an AltNames component of thel same
type indicated in the presented value, but the stored value does not contain the same’value of that type as
in the presented value.

subjectAltName match is undefined if the presented value contains both the altNaméType and altNameVYalue
comppnents and the stored attribute value contains the subject alternative name extepsion with an A1tNames comgonent
of the same type indicated in the presented value, but the type is one for which the directory is unable to compare Jalues
for the purposes of determining a match. This may be because the name form isot appropriate for matching or bgcause
the difectory is unable to perform the required comparisons.

pathlloName matches unless the public-key certificate has a name constraints extension which inhibits the constri‘nction
of a certification path to any of the presented name values. For example, if attempting to retrieve public-key certiflicates
that form a path to an end-entity public-key certificate which\has a subject value of "dc=com; dc=corporate;
cn=john.smith", it may be useful to include an assertion in the seafch operation containing this distinguished name|in the
pathffoName component. A stored public-key certificate that contained a name constraints extension that excluded the
complete subtree below base "dc=com; dc=company A'’zwould fail in certification path validation to that end-entity
publig-key certificate and would therefore not be a matched value for this sample assertion.

134 PKI directory syntax definitions
13.4.1  X.509 Certificate syntax

x509Certificate SYNTAX-NAME~ = {
DEEC "X.509 ‘Certificate"
DIRECTORY SYNTAX Certificate
ID id=<1lsx-x509Certificate }

A valpe which has LDAP-x509Certificate syntax is the specification of a public-key certificate expressed in a binary
encoding as specifiedsin JETF RFC 4523.

13.4.2 X.509-Certificate List syntax

x509CertificatelList SYNTAX-NAME ::= {
DEBC "X.509 Certificate List"
DIRECTORY SYNTAX Certificatelist
ID id-1sx-x509Certificatelist }

A value which has LDAP x509CertificateList syntax is the specification of a public-key certificate list expressed
in a binary encoding as specified in IETF RFC 4523.

13.4.3  X.509 Certificate Pair syntax

x509CertificatePair SYNTAX-NAME ::= {
DESC "X.509 Certificate Pair"
DIRECTORY SYNTAX CertificatePair
ID id-1lsx-x509CertificatePair }

A value which has LDAP x509CertificatePair Syntax is the specification of a public-key certificate pair expressed
in a binary encoding as specified in IETF RFC 4523.
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13.4.4  X.509 Supported Algorithm

x509SupportedAlgorithm SYNTAX-NAME ::= {
DESC "X.509 Supported Algorithm"
DIRECTORY SYNTAX SupportedAlgorithm
iD id-1sx-x509SupportedAlgorithm }

A value which has LDAP x509SupportedAlgorithm Syntax is the specification of supported algorithms expressed in
a binary encoding as specified in IETF RFC 4523.

13.45 X.509 Certificate Exact Assertion

x509CertificateExactAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate Exact Assertion”
DIRECTORY SYNTAX CertificateExactAssertion
ID id-1dx-x509CertificateExactAssertion }

A vallie which has LDAP x509CertificateExactAssertion syntax is the specification of public-key €xdct assertion
exprepsed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.6 X.509 Certificate Assertion

x509CertificateAssertion SYNTAX-NAME ::= {
DEEC "X.509 Certificate Assertion"
DIRECTORY SYNTAX CertificateAssertion
ID id-1dx-x509CertificateAssertion }

A valpe which has LDAP x509CertificateAssertion syntax is the specification of public-key assertion expfessed
in a Qeneric String Encoding Rules encoding as specified in IETF RFC 4523:

13.4.] X.509 Certificate Pair Exact Assertion

x509CertificatePairExactAssertion SYNTAX-NAME : := (f
DEBC "X.509 Certificate Pair Exact, Assertion"
DIRECTORY SYNTAX CertificatePairExactAssertion
ID id-1dx-x509CertificatePairExactAssertion }

A valpie which has LDAP x509CertificatePairExactAssertion syntax is the specification of public-key certificate
pair ejxact assertion expressed in a Generic String Eneoding Rules encoding as specified in IETF RFC 4523.

13.4. X.509 Certificate Pair Assertion

x509CertificatePairAssertion SYNTAX-NAME ::= {
DEEC "X.509 Cetrtificate Pair Assertion"
DIRECTORY SYNTAX CertificatePairAssertion
ID id-1dx-x509CertificatePairAssertion }

A vallie which has LDAP x509CertificatePairAssertion Syntax is the specification of a public-key certificafe pair
assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.9  X.509 Certificate List Exact Assertion syntax

x509CertificatelListExactAssertion SYNTAX-NAME ::= {
DEBC "X.509 Certificate List Exact Assertion"
DIRECTORY' SYNTAX CertificatelListExactAssertion
ID id-1dx-x509CertListExactAssertion }

A value whith has CDAP x509CertificatelistExactAssertion Symax I5 the Specification of a pubtic-key
certificate list exact assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.10 X.509 Certificate List Assertion syntax

x509CertificatelListAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate List Assertion"
DIRECTORY SYNTAX CertificateListAssertion
ID id-1dx-x509CertificateListAssertion }

A value which has LDAP x509CertificateListAssertion syntax is the specification of a public-key certificate list
assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.
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13.4.11 X.509 Algorithm Identifier syntax

x509A1lgorithmIdentifier SYNTAX-NAME ::= {
DESC "X.509 Algorithm Identifier"
DIRECTORY SYNTAX AlgorithmIdentifier{{SupportedAlgorithms}}
ID id-1dx-x509AlgorithmIdentifier }

A value which has LDAP x509A1gorithmIdentifie Syntax is the specification of an algorithm identifier expressed
in a binary encoding as specified in IETF RFC 4523.

13.4.12 Supported public-key algorithms syntax

x509SupportedPublicKeyAlgos SYNTAX-NAME ::= {
DESC "X.509 supported public key algorithms"
DIRECORY SYNTAX SupportedPublicReyAIgorithms
D id-asx-x509SupportedPublicKeyAlgos }
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SECTION 3 - ATTRIBUTE CERTIFICATE FRAMEWORK

The attribute certificate framework defined here provides a foundation upon which privilege management infrastructures
(PMI) can be built. These infrastructures can support applications such as access control.

The binding of a privilege to an entity is provided by an authority through a digitally signed data structure called an
attribute certificate or through a public-key certificate containing the subjectDirectoryAttributes extension
defined explicitly for this purpose. The format of attribute certificates is defined here, including an extensibility
mechanism and a set of specific attribute certificate extensions. Some of these extensions defined in Section 2 are also
relevant for attribute certificates. Revocation of attribute certificates may or may not be needed. For example, in some
enwronments the attrlbute certificate valldlty periods may be very short (e g. mlnutes) negatlng the need for a revocation
sche
an att |bute certlflcate (privilege verifier) need to be able to learn that revocation has occurred so they do nat\yse an
untrugtworthy attribute certificate. Revocation lists are one scheme that can be used to notify privilege~verifigrs of
revocptions. The format of revocation lists is defined in Section 2 of this Specification, including an Jextensjbility
mechganism and a set of revocation list extensions. Some of these extensions are also relevant for attribute certificate
revocption lists. Additional extensions are defined here. In both the attribute certificate and revocatien list case,|other
bodies may also define additional extensions that are useful to their specific environments.

An entity relying on an attribute certificate to verify some asserted privilege is called a privilege verifier. A priyilege
verifigr needs to validate an attribute certificate prior to using that attribute certificate for<an,application. Procedures for
perfofming that validation are also defined here, including verifying the integrity of-the“attribute certificate itsglf, its
revocption status, and its validity with respect to the intended use.

This framework includes a number of optional elements that are appropriate only~in some environments. Although the
mode]s are defined as complete, this framework can be used in environments where not all components of the d¢fined
mode]s are used. For example, there are environments where the revocation of attribute certificates is not required.
Privilege delegation and the use of roles are also aspects of this framework that are not universally applicable. However,
these |are included in this Specification so that those environments\that do have requirements for them can also be
suppgrted.

14 Attribute certificates

141 General

Publi¢-key certificates are principally intended\to provide an identity service upon which other security services, sfich as
data iptegrity, entity authentication, confidentiality and authorization, may be built. There are two distinct mechapisms
provigled in this Specification for binding.a privilege attribute to a holder.

Publi¢-key certificates, used in combihation with the entity authentication service, can provide an authorization sg¢rvice
direcfly, if privileges are\ .7associated with the subject. Public-key certificates may contaln a
subjkctDirectoryAttributes extension that contains privileges associated with the subject of the public-key
certificate (see clause 9.3(2:3). This mechanism is appropriate in situations where the CA issuing the public-key certificate
has af associated authority for delegating the privilege (i.e., an AA) and the validity period of the privilege corresponds
to the] validity period<of the public-key certificate. If any of the extensions defined in clause 17 are included in a public-
key dertificate,«thase extensions apply equally to all privileges assigned in the subjectDirectoryAttrilutes
extengion of that public-key certificate.

In thg more ‘general case, entity privileges will have lifetimes that do not match the validity period for a public-key
certificate’ Privileges will often have a much shorter lifetime. The authority for the assignment of privilege will freqliently
be one other than the authority issuing that same entity a public-key certificate and different privileges may be assigned
by different attribute authorities (AA). Privileges may also be assigned based on a temporal context and the 'turn on/turn
off' aspect of privileges may well be asynchronous with the lifetime of the public-key certificate and/or asynchronous
with entity privileges issued from a different AA. The use of attribute certificates issued by an AA provides a flexible
privilege management infrastructure (PMI) which can be established and managed independently from a PKI. At the same
time, there is a relationship between the two whereby the PKI is used to authenticate identities of issuers and holders in
attribute certificates.
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Attribute certificate syntax

An attribute certificate is a separate structure from a subject's public-key certificate. A subject may have multiple attribute
certificates associated with each of its public-key certificates. There is no requirement that the same authority create both
the public-key certificate and attribute certificate(s) for an entity; in fact, a separation of duties will frequently dictate
otherwise. In environments where different authorities have responsibility for issuing public key and attribute certificates,
the public-key certificate(s) issued by a CA and the attribute certificate(s) issued by an attribute authority (AA) would be
signed using different private signing keys. In environments where a single entity is both the CA, issuing public-key
certificates, and the AA, issuing attribute certificates, it is strongly recommended that a different key be used to sign
attribute certificates than the key used to sign public-key certificates. Exchanges between the issuing authority and the
entity receiving an attribute certificate are outside the scope of this Specification.

The attribute certificate syntax is defined as follows.

Attr

ibuteCertificate ::=

SIGNED {TBSAttributeCertificate}

TBSAktributeCertificate ::= SEQUENCE {
veksion AttCertVersion, -- version is v2
hollder Holder,
ispuer AttCertIssuer,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
serialNumber CertificateSerialNumber,
atkrCertvValidityPeriod AttCertValidityPeriod,
atkributes SEQUENCE OF Attribute{{SupportedAttributesy}},
ispuerUniqueID UniqueIdentifier OPTIONAL,
- 7
> 7
exfkensions OPTIONAL }
AttCertVersion ::= INTEGER {v2(1l)}
Holder ::= SEQUENCE ({
bageCertificateID [0] IssuerSerial OPTIONAL,
enkityName [1] GeneralNames OPTIONALj;
obfjectDigestInfo [2] ObjectDigestInfo OPTIONAL }
(WETH COMPONENTS {..., baseCertificateID -PRESENT } |
WELTH COMPONENTS {..., entityName PRESENT } |
WELTH COMPONENTS {..., objectDigestInfo  PRESENT } )
IssuprSerial ::= SEQUENCE {
ispuer GeneralNames,
sekial CertificateSerialNumber,
ispuerUID UniqueIdentifier OPTIONAL,
}
ObjeftDigestInfo ::= SEQUENCE ({
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert (1),
btherObjectTypes (2)},
otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm AlgorithmIdentifier{{SupportedAlgorithms}},
obfjectDigest BIT STRING,
}
AttC SEQUENCE {

is
ba
ob

(0

WITH COMPONENTS {...

rtIssuer ::= [0]
Eﬁéfﬂiﬁé

seCertificateID [O0]
jectDigestInfo [1]

-}
ITH COMPONENTS {...,

WITH COMPONENTS (...,

AttC
no
no
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ertValidityPeriod ::

tBeforeTime

tAfterTime
}

GeneralNames OPTIONAL,
IssuerSerial OPTIONAL,
ObjectDigestInfo OPTIONAL,

issuerName PRESENT } |

, baseCertificateID PRESENT } |

objectDigestInfo PRESENT } )

SEQUENCE {

GeneralizedTime,
GeneralizedTime,
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When generating a digital signature using the SIGNED parameterized data type, only one digital signature shall be
generated, i.e., the altAlgorithmIdentifier and the altSignature components shall be absent.

The TBSAttributeCertificate data type is the unsigned attribute certificate and is referred to as a to-be-signed
attribute certificate. It shall be encoded using the DER.

The version component shall specify the version of the attribute certificate. For attribute certificates issued in
accordance with the syntax in this Specification, version shall be v2.

The holder component shall convey the identity of the holder of the attribute certificate by the following components:

a) The baseCertificateID component, if present, shall identify a particular public-key certificate that is
to be used to authenticate the identity of this holder when asserting privileges with this attribute certificate.

the only component present in holder, any publlc key certificate that has one of these names as its'sfibject
can be used to authenticate the identity of this holder when asserting privileges with this|attfibute
certificate. If the baseCertificateID and entityName components are both present, ofly the public-
key certificate specified by baseCertificateID may be used. In this case, the entityName comgonent
is included only as a tool to help the privilege verifier locate the identified public-keycertificate.
NOTE 1 — There is a risk with the sole use of GeneralNames to identify the holder in that-{his points only to § name
for the holder. This is generally insufficient to enable the authentication of a holder's identity for the purposes of issuing
privileges to that holder. Use of the issuer name and serial number of a specific public-key.certificate, however, gnables
the issuer of attribute certificates to rely on the authentication process performed bythe\CA when issuing that parfticular
public-key certificate. Also, some of the options in GeneralNames (e.g., IPAddress) are inappropriate for Juse in
naming an attribute certificate holder, especially when the holder is a role and\hgban individual entity. Another pijoblem
with GeneralNames alone as an identifier for a holder is that many name farms within that construct do not havg strict
registration authorities or processes for the assignment of names.

c) The objectDigestInfo component, if present, is used directly to authenticate the identity of a hplder,
including an executable holder (e.g., an applet). The halder is authenticated by comparing a digest pf the
corresponding information, created by the privilege wverifier with the same algorithm identified in
objectDigestInfo With the content of objectbigest. If the two are identical, the holdler is
authenticated for the purposes of asserting privileges with this attribute certificate.

— publicKey shall be indicated when a hash of an entity's public key is included. Hashing a publjc key
may not uniquely identify one public’key certificate (i.e., the identical key value may appgar in
multiple public-key certificates).-In"order to link an attribute certificate to a public key, the hash is
calculated over the representation of that public key which would be present in a public-key
certificate. Specifically, the;sinput for the hash algorithm shall be the DER encoding|of a
SubjectPublicKeyInfo- representation of the key. Note that this includes| the
AlgorithmIdentifier, aswell asthe BIT STRING. Also, note that if the public key value uped as
input to the hash function has been extracted from a public-key certificate, then it is possible (¢.9., if
parameters forthe digital signature algorithm were inherited) that this may not be sufficient ingut for
the HASH. The correct input for hashing in this context will include the value of the inhgrited
parameters_and thus may differ from the SubjectPublicKeyInfo present in the public-key
certificafe

— publicKeyCert shall be indicated when a public-key certificate is hashed; the hash is over thelentire
DER encoding of the public-key certificate, including the signature bits.

<. ) 'otherObjectTypes shall be indicated when objects other than public-keys or public-key certilicates
are hashed (e.g., software objects). The identity of the type of object may optionally be supplied. The
portion of the object to be hashed can be determined either by the explicitly stated identifier pf the
type or, if the identifier is not supplied, by the context in which the object is used.

The issuer component shall convey the identity of the AA that issued the attribute certificate.
a) The issuerName component, if present, shall identify one or more names for the issuer.

b) ThebaseCertificateIDcomponent, if present, shall identify the issuer by reference to a specific public-
key certificate for which this issuer is the subject.

C) TheobjectDigestInfo component, if present, shall identify the issuer by providing a hash of identifying
information for the issuer.

The signature component shall identify the cryptographic algorithm used to digitally sign the attribute certificate.
NOTE 2 — By including this component, the digital signature algorithm is protected by the signature.
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The serialNumber component shall be a serial number that uniquely identifies the attribute certificate within the scope
of its issuer.

The attrCertvalidityPeriod component shall convey the time period during which the attribute certificate is
considered valid, expressed in GeneralizedTime format.

The attributes component shall contain the attributes associated with the holder that are being certified (e.g., the
privileges).
NOTE 3 — In the case of attribute descriptor attribute certificates, this sequence of attributes can be empty.

The issuerUniqueID component may be used to identify the issuer of the attribute certificate in instances where the
issuer component is not sufficient.

NOTE 4 — The use of the issuerUniqueID component is deprecated. This component was added because at one time there was
so[mefear of theTeuse of distimguisted Tammes.

The gxtensions component, when present, shall hold one or more extensions as defined in clause 17.

If unknown elements appear within the extension, and the extension is not flagged as critical, those unknown elements
shall [be ignored according to the rules of extensibility documented in clause 12.2.2 of Reg, /ITU-T Xpb19 |
ISO/IEC 9594-5.

The ffamework for attribute certificates described in this section is primarily focused on the model in which privilgge is
place@l within attribute certificates. Some of the attribute certificate extensions defined in in clause 17 can also be placed
in a public-key certificate when including the subjectDirectoryAttributes extension:

14.3 Multiple cryptographic algorithms for attribute certificates

It is possible for an attribute certificate to hold:

— an alternative digital signature algorithm to be used instedd of the algorithm specified in the signdture
component; and

— an alternative digital signature to be checked instead of the native digital signature.
Such plternative specifications are provided as attribute certificate extensions.

An atfribute certificate that includes the alternative cryptographic algorithm extensions shall contain an alternative gligital
signafure algorithm value in the altSignatureAlgorithm extension and an alternative signature value in the
altSfgnatureValue extension.

An AA generating an attribute certificate with.the alternative cryptographic algorithms and alternative digital sigmature
shall:

— when generating the value in the altSignaturevalue extension, exclude the signature comgonent
and the altsignatuizevalue extension from the attribute certificate, and shall generate the digital
signature over the_remaining DER encoded attribute certificate using the algorithm specified in the
altSignaturéAlgorithm extension; and

— when generating the value in the signature component, the subjectAltPublicKeyInf¢, the
altSighatureAlgorithm and the altSignaturevalue extensions shall be included in the] DER
encodingof the attribute certificate.

A priyilege verifier ‘that has not migrated to support alternative cryptographic algorithms and alternative digital signptures
shall | verify “the native digital signature. The subjectAltPublicKeyInfo, altSignatureAlgorithm and
altSfgnaturevalue extensions shall then be included in the DER encoding of the attribute-key certificate.

A priviege-verifierthat-hasigratec-to-suppertalterrative-cryptographic-algorithms-and-akernative-cigHal-stgratures
shall verify the alternative digital signature. The signature component and the altSignaturevalue extension shall
then be excluded from the DER encoding of the attribute certificate. Thus, the privilege verifier shall decode the attribute
certificate and then re-DER-encode the same attribute certificate after the above modifications have been made, otherwise

the validation of the alternative signature will fail even if valid.

144 Delegation paths

Just as with public-key certificates, there may be a requirement to convey a delegation path (e.g., within an application
protocol to assert privileges). The following ASN.1 data type can be used to represent a delegation path:

AttributeCertificationPath ::= SEQUENCE ({
attributeCertificate AttributeCertificate,
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acPath SEQUENCE OF ACPathData OPTIONAL,
}
ACPathData ::= SEQUENCE {
certificate [0] Certificate OPTIONAL,

attributeCertificate [1] AttributeCertificate OPTIONAL,

14.5

}

Attribute certificate revocation lists

145.1  Attribute certificate revocation list principles

The AA that issues attrlbute certlflcates also has the responS|b|I|ty to |nd|cate the valldlty of the attrlbute certlflcates that

it issues

of thg

AAsS 1

privilgge verifiers to obtain revocation status information about attribute certificates issued by that AA. This Specifi¢

defing

Privilpge verifiers check revocation status information, as appropriate, for allattribute certificates considered duri
deleggtion path processing procedure described in clause 18 to validate ancattribute certificate.

revocatlon may be done dlrectly by the same AA that |ssued the attrlbute certlflcate or |nd|rectly by a
authofity duly authorized by the AA that issued the attribute certificate. An AA that issues attribute certificates-isred
to state, possibly through a published statement of their practices, through the attribute certificates themselyes, or th
some |other identified means, whether:

—  the attribute certificates cannot be revoked;
—  the attribute certificates may be revoked by the same issuing AA directly; or
—  theissuing AA authorizes a different entity to perform revocation.

hat do revoke attribute certificates are required to state, through similar means, what mechanism(s) can be ug

s an attribute certificate revocation list (ACRL) mechanism but does not pre¢lude the use of alternative mecha:l‘

other
uired

ough

ed by

ation
isms.
g the

Only pn AA that is authorized to issue ACRLs may choose to delegate.that authority to another entity. If this delegation

is do

extension (see clause 17.2.2.1) may be used for this purpose. TheseRLIssuer component of this extension is pop
with the name(s) of any entities, other than the issuing AA itself; that have been authorized to issue CRLs concerni
revocption status of the attribute certificate in question.

e, it shall be verifiable at the time of attribute certificate/ACRL verification. The cRLDistributionPq

ints

lated
ng the

Attriute certificates shall have a lifetime associated with them, at the end of which they expire. In order to provide

contiguity of service, the AA shall ensure timely) availability of replacement attribute certificates to supe
d/expiring attribute certificates. Revocation-notice date is the date/time that a revocation notice for an attfibute
cate first appears on an ACRL, regardless-of whether it is a base or dACRL. In the ACRL, revocation noticg date

expirg
certif
is the

attribgite certificate, which could be different from the first time it appears on an ACRL. In the ACRL, revocation ¢

the v
that t
invali

Two felated points are:

value contained in the thisUpdate\.component. Revocation date is the date/time the AA actually revoks
lue contained in the revocationDate component. Invalidity date is the date/time at which it is known or susg

dity date is the value contained in the invalidityDate entry extension.

— Validity. of attribute certificates may be designed so that each becomes valid at the time of expiry

a‘targe number of attribute certificates that may run out at the same expiration date.

policy and responsibility of the AA to keep old attribute certificates for a period if needed fof
verification.

rsede

d the
ate is
ected

e attribute certificate should beConsidered invalid. This date may be earlier than the revocation date. In the ACRL,

of its

predecessor, or an overlap may be allowed. The latter prevents the AA from having to install and distfibute

—«_Expired attribute certificates will normally be removed from a directory. It is a matter for the sefurity

later

Attribute certificates may be revoked prior to their expiration time, e.g., if the entity no longer holds the privilege
delegated to it by the AA, or if the AA's public-key certificate is assumed to be compromised.

An AA that issues and subsequently revokes attribute certificates:
a) may be required to maintain an audit record of its revocation events for all attribute certificate types issued

84

by that AA (e.g., end-entity attribute certificates, as well as attribute certificates to other AAS);

b) shall provide revocation status information to privilege verifiers using ACRLs or another mechanis
the publication of revocation status information;

m for

c) ifusing ACRLs, it shall maintain and publish ACRLs even if the lists of revoked attribute certificates are

empty;
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d) if using only partitioned ACRLs, it shall issue a full set of partitioned ACRLSs covering the complete set
of attribute certificates whose revocation status will be reported using the ACRL mechanism. Thus, the
complete set of partitioned ACRLs shall be equivalent to a full ACRL for the same set of attribute
certificates, if the ACRL issuer was not using partitioned ACRLSs.

Privilege verifiers may use a number of mechanisms to locate revocation status information provided by an AA. For
example, there may be a pointer in the attribute certificate itself that directs the privilege verifier to a location where
revocation information is provided. There may be a pointer in a revocation list that redirects the privilege verifier to a
different location. The privilege verifier may locate revocation information in a repository (e.g., a directory) or through
other means outside the scope of this Specification (e.g., locally configured).

The maintenance of directory entries affected by the AA's revocation lists is the responsibility of the directory and its
users, acting in accordance with the security policy. For example, the user may modify its object entry by replacing the

Old ao pila it Anptifinota vt o A Ana
WITUULL LUTLITIouiL vwWitima 1icvv UTiIc,.

If revpcation lists are published in a directory, they are held within entries as attributes of the following types:
— attributeCertificateRevocationList;
— eeAttrCertificateRevocationList;

attributeAuthorityRevocationList; and

— deltaRevocationList.

145.2  Attribute certificate revocation list syntax
The syntax for ACRLs is the same as for CRLs as defined in clause 7.10.2.

The apsociated text is the same with the following exceptions:

—  CA shall be replaced with AA;

—  public-key certificate shall be replaced with attribute certificate;
—  CRL shall be replaced with ACRL,;

— NOTE 3 is not relevant for attribute certificates; and

—  extensions for ACRLSs are defined in clause 17.

1453  Multiple cryptographic algorithms for attribute certificate revocation lists

It is ppssible for an ACRL to hold:

— an alternative digital signaturesalgorithm to be used instead of the algorithm specified in the signgdture
component; and

— an alternative digital signature to be checked instead of the native digital signature.
Such plternative specifications arg provided as ACRL extensions.

An ACRL that includes the ‘multiple cryptographic algorithm extensions shall have an alternative digital signature
algorithm value in the altSignatureAlgorithm extension and an alternative digital signature value ip the
altSfgnatureValueextension.

An ACRL issuer generating an ACRL with the alternative cryptographic algorithms and alternative digital signature|shall:

— _when generating the value in the altSignaturevalue extension, exclude the signature comgonent
and the altSignaturevalue extension from the ACRL, and generate the digital signature ovgr the
remaining DER encoded ACRL using the algorithm specified in the altSignatureAlgozithm
extension; and

— when generating the value in the signature component, the altSignatureAlgorithm and the
altSignatureValue extensions shall be included in the DER encoding of the ACRL.

A privilege verifier that has not migrated to support alternative cryptographic algorithms and alternative digital signatures
shall verify the native digital signature. The altSignatureAlgorithmand altSignatureValue extensions shall then
be included in the DER encoding of the ACRL.

A privilege verifier that has migrated to support alternative cryptographic algorithms and alternative digital signatures
shall verify the alternative digital signature. The signature component and the altSignaturevalue extension shall
then be excluded from the DER encoding of the ACRL. Thus, the privilege verifier shall decode the CRL and then re-
DER-encode the same ACRL after the above modifications have been made, otherwise the validation of the alternative
digital signature will fail even if valid.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 85


https://standardsiso.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

15 Attribute authority, source of authority and certification authority relationship

The attribute authority (AA) and certification authority (CA) are logically completely independent. The creation and
maintenance of "identity" can (and often should) be separated from the PMI. Thus the entire PKI, including CAs, may be
existing and operational prior to the establishment of the PMI. The CA, although it is the source of authority (SOA) for
identity within its domain, is not automatically the SOA for privilege. The CA, therefore, will not necessarily itself be an
AA and, by logical implication, will not necessarily be responsible for the decision as to what other entities will be able
to function as AAs.

The SOA is the entity that is trusted by a privilege verifier as the entity with ultimate responsibility for the assignment of
a set of privileges. A resource may limit the SOA authority by trusting certain SOAs for specific functions (e.g., one for
read privileges and a different one for write privileges). An SOA is itself an AA as it issues attribute certificates to other
entities in which privileges are assigned to those entities. An SOA is analogous to a trust anchor in the PKI, in that a
privilgge verifier trusts attribute certificates signed by the SOA- 11T SOme enviTonments there 15 a need for CAS g have
tight ¢ontrol over the entities that can act as SOAs. This framework provides a mechanism for supporting that reguirgment.
In other environments, that control is not needed and mechanisms for determining the entities that can act'as'SOAs in
such gnvironments may be outside the scope of this Specification.

This framework is flexible and can satisfy the requirements of many types of environments.

a) Inmany environments, all privileges will be assigned directly to individual entities\by a single AA, namely
the SOA.

b) Other environments may require support for the optional roles feature, whergby entities are issued attribute
or public-key certificates that assign various roles to them. The privileges associated with the roje are
implicitly assigned to such entities. The role privileges may themselves be assigned in an attribute
certificate issued to the role itself or through other means (e.g., locally configured).

¢) In some scenarios it might be required for an AA to issue pfivileges to a group of entities that share a
common property, for example, a set of web servers or a team)of people, rather than to a single enti

d) Another optional feature of this framework is the support of privilege delegation. If delegation is dorje, the
SOA assigns privilege to an entity that is permitted to'also act as an AA and further delegate the pri\lilege.
Delegation may continue through several intermediary AAs until it is ultimately assigned to an gntity
acting as an PMI end entity that cannot further ‘delegate that privilege. The intermediary AAs may of may
not also be able to act as privilege asserters forthe privileges they delegate.

e) When identity and/or privilege information is conveyed within the subjectDirectoryAttrilutes
extension of a public-key certificate, the AA is then responsible for those aspects of the CA that relate to
assigning identity and/or privilege information. The AA may either be a separate entity or and integrated
part of the CA.

f)  Some environments, such as viftual organizations, may need to link together their individual PMls tq form
a federated PMI. This requirément is known as recognition of authority in this Specification since ong PMI
(the local PMI) recognizes the authority of the SOA (and optionally the AAs) in the other PMI (the rémote
PMI) to have somé_control over the privilege management in the local PMI. Such recognition of authority
may or may not be ‘mutual between PMIs.

Wher attribute certificates point to public-key certificates for their issuers and holders, the PKI is used to autherticate
holdefs (privilege asserters) and verify the digital signatures of the issuers.

Two ¢lelegation megdels are described in this Specification. The first delegation model is one where the privilege del¢gator
is an|AA that‘can' issue attribute certificates delegating that privilege to others. The second model allows for an
independent.delegation service (DS) in which the entity issues attribute certificates on behalf of another AA (that npay or
may mot be able to issue attribute certificates itself). This DS cannot itself act as a claimant for that privilege. The DS
modeT isparticularly relevant to environments that wish to maintain some central management over the set of privjleges
delegated within their domain. For example, a set of one or more DS servers performing delegation, rather than individual
privilege holders, allows the total set of privileges delegated within an environment to be determined from a centralized
facility and enables policy and management decisions to be modified accordingly. Two distinct deployment models are
possible for DS servers. In one model, a privilege is assigned by an SOA to privilege holders and those holders are
authorized to delegate that privilege to others. However, rather than issue the attribute certificates that delegate the
privilege themselves, the privilege holder requests the DS to delegate that privilege on their behalf. The DS does not itself
hold that privilege and therefore cannot act as a claimant for that privilege; however, the DS is authorized by the SOA to
issue attribute certificates on behalf of other privilege holders. The second deployment model is similar to the first with
the following exception. The DS is actually a holder that is assigned the privilege to be delegated, but the DS is not
authorized to act as a claimant for the privilege, only as a delegator. In this case, the noAssertion extension must be set
in the attribute certificate issued to the DS by the SOA. The DS is termed an indirect issuer.
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In both deployment models, the SOA issues attributes/privileges to subordinate AAs. The AAs then request the DS to
issue a subset of these privilege attributes to other holders. In the second deployment model, the DS can check that an
AA is delegating within the overall scope set by the SOA,; in the first deployment model, the DS cannot check and the
privilege verifier will have to check that delegation was performed correctly.

Two recognition of authority (RoA) models are described in this Specification, static RoA and dynamic RoA. With static
RoA, extra information is added into the local PMI policy that is loaded into the local policy decision point (PDP) prior
to them making access control decisions for users who originate from the remote domain. No support for static RoA is
provided in this Specification. With dynamic RoA, the local SOA issues new supplementary policy attribute certificates
that add additional information to the current policy. Remote SOAs may also be recognized to issue supplementary policy
attribute certificates for the local PDPs. In both cases, these new supplementary policy attribute certificates need to be
read in by the local PDPs prior to them making access control decisions for requests from a user of the remote domain.

15.1 Privilege in attribute certificates
Entitips may acquire privilege in two ways:

—  An AA may unilaterally assign privilege to an entity through the creation of an attribute certificate (pgrhaps
totally on its own initiative, or at the request of a third party). This attribute certificate\may be stordd in a
publicly accessible repository and may subsequently be processed by one or more-privilege verifigrs to
make an authorization decision. All of this may occur without the entity's knowledge or explicit actifon.

— Alternatively, an entity may request a privilege of an AA. Once created, this attribute certificate nay be
returned (only) to the requesting entity, which explicitly supplies it when.requesting access to a profected
resource.

Note that in both procedures the AA needs to perform its due diligence to ensure-that the entity should really be asqigned
this privilege. This may involve some out-of-band mechanisms, analogous/to the certification of an identity/key-pair
binding by a CA.

The altribute certificate based PMI is suitable in environments where any one of the following is true:

— Adifferent entity is responsible for assigning a particular privilege to a holder than for issuing public-key
certificates to the same subject;

—  there are a number of privilege attributes to be\assigned to a holder, from a variety of authorities;

—  the lifetime of a privilege differs from that of the holder's public-key certificate validity (generally the
lifetime of privileges is much shorter);-or

— the privilege is valid only during cértain intervals of time which are asynchronous with that user's plblic-
key validity or validity of other.privileges.

15.2 Privilege in public-key eertificates

In soine environments, privilege (May be put directly into public-key certificates (thereby reusing much of an aljeady-
established infrastructure), rather- than issuing attribute certificates. In such cases, the privilege is included in the
subjectDirectoryAttributes extension of the public-key certificate.
This mechanism is suitable’in environments where one or more of the following are true:
—  the lifetime of the privilege is aligned with that of the public-key included in the certificate;
— delegation of privilege is not permitted; or

~\~delegation is permitted, but for any one delegation, all privileges in the public-key certificate (jn the
subjectDirectoryAttributes extension) have the same delegation parameters and all extevlusions
relevant to dnlpgarinn nlnlnly Pﬂlll.’-\"y toall pri\/ilpgpc inthe pllhlin_l(ny certificate

16 PMI models

16.1 General model

The general privilege management model consists of three entities: the object, the privilege asserter and the privilege
verifier.

The object may be a resource being protected, for example, in an access control application. The resource being protected
is referred to as the object. This type of object has methods which may be invoked (for example, the object may be a
firewall which has an "Allow Entry" object method, or the object may be a file in a file system which has Read, Write,
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and Execute object methods). Another type of object in this model may be an object that was signed in a non-repud
application.

iation

The privilege asserter is the entity that holds a particular privilege and asserts its privileges for a particular context of use.

The privilege verifier is the entity that makes the determination as to whether or not asserted privileges are sufficient for

the given context of use.

The pass/fail determination made by the privilege verifier is dependent upon four things:
—  privilege of the privilege asserter;
—  privilege policy in place;
— current environment variables, if relevant; and

b sad £ 4l los. 4+ oo ol oL [l 4
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The grivilege of a privilege holder reflects the degree of trust placed in that holder, by the certificate issuer, th
privilege holder will adhere to those aspects of policy which are not enforced by technical means. This privil
encapsulated in the privilege holder's attribute certificate(s) (or subjectDirectoryAttributes extension of its p
key cgrtificate), which may be presented to the privilege verifier in the invocation request, or may be distributed byj
mean§, such as via a directory. Codifying privilege is done through the use of the Attribute CORStruct, contain
AttrlibuteType and a SET OF AttributeValue. Some attribute types used to specify privilege may have very g
syntax, such as a single INTEGER Or an OCTET STRING. Others may have more complex syntaxes. This Specifi
defings one simple privilege attribute type. Other examples are provided in Annex G.

The privilege policy specifies the degree of privilege which is considered sufficient foragiven object method's sens
or coftext of use. The privilege policy needs to be protected for integrity and authenticity. A number of possibilities

ht the
Pge is
Lblic-
other
ng an
imple
Cation

tivity
exist

for cqnveying policy. At one extreme is the idea that policy is not really conyveyed at all, but is simply defined andl only

ever Kept locally in the privilege verifier's environment. At the other extreme-is the idea that some policies are "univ
and should be conveyed to, and known by, every entity in the infrastructdre:"Between these extremes are many sha
variation. Schema elements for storing privilege policy information in.a.directory are defined in this Specification.

Privilege policy specifies the threshold for acceptance for a given set of privileges. That is, it defines precisely w
privilege verifier should conclude that a presented set of privileges'is "sufficient" in order that it may grant access
requepted object, resource, application, etc.) to the privilege.asserter.

Syntax for the definition of privilege policy is not standardized in this Specification. Annex G contains a cou
examples of syntaxes that could be used for this purpose. However, these are examples only. Any syntax may be us
this pprpose, including clear text. Regardless of the Syntax used to define the privilege policy, each instance of pri
policy shall be uniquely identified. Object identifiers are used for this purpose.

PrivjilegePolicy ::= OBJECT IDENTIFIER

The epvironment variables, if relevant; capture those aspects of policy required for the pass/fail determination (e.g
of day or current account balanc€) which are available through local means to the privilege verifier. Representat
envirpnment variables is entirely,a local matter.

The dbject method sensitivity; if relevant, may reflect attributes of the document or request to be processed, such
monefary value of a funds-transfer that it purports to authorize, or the confidentiality of a document's content. The

ersal”
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hen a
to the

Dle of
ed for
Vilege

| time

on of

bs the
bbject

methgd's sensitivity{may be explicitly encoded in an associated security label or in an attribute certificate held By the

object method, or.it’may be implicitly encapsulated in the structure and contents of the associated data object. It m]
encoded in one.of/a number of different ways. For instance, it may be encoded outside the scope of the PMI in the
T X.411 labe}-associated with a document, in the components of an EDIFACT interchange, or hard-coded in the pri
verifier's“dpplication. Alternatively, it may be done within the PMI, in an attribute certificate associated with the

ay be
ITU-
Uilege
bbject

methad.-For some contexts of use, no object method sensitivity is used.

There is not necessarily any binding relationship between a privilege verifier and any particular AA. Just as privilege

holders may have attribute certificates issued to them by many different AAs, privilege verifiers may accept att

ribute

certificates issued by numerous AAs, which need not be hierarchically related to one another, to grant access to a particular

resource.

The attribute certificate framework can be used to manage privileges of various types and for a number of purposes. The
terms used in this Specification, such as privilege asserter, privilege verifier, etc., are independent of the particular

application or use.
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16.1.1  PMI in access control context

There is a standard framework for access control (Rec. ITU-T X.812 | ISO/IEC 10181-3) that defines a corresponding set
of terms that are specific to the access control application. A mapping of the generic terms used in this Specification to
those in the access control framework is provided here, to clarify the relationship between this model and this
Specification.

Service request in this Specification corresponds to the ‘access request’ defined in the access control framework.

Privilege asserter in this Specification would be acting in the role of an 'initiator' in the access control framework.

Privilege verifier in this Specification would be acting in the role of an 'access control decision function (ADF)" in the
access control framework.

Object method for which privilege is heing asserted in this Specification would correspond to the 'target' defined
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5 control framework.

pbnmental variables in this Specification would correspond to the ‘contextual information' in the aceess ¢
work.

bge policy discussed in this Specification could include 'access control policy', and 'access control policy ru
d in the access control framework.
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variajles (seesFigure 6). The privilege asserter has privilege; the object method has sensitivity. The techniques des

here ¢

odel allows a PMI to be overlaid fairly seamlessly on an existing network of resources to be protected. In part

ject method, enables the object to be protected with little or no impact to the gbject itself. The privilege v
s all requests and only those that are properly authorized are passed on to the appropriate object methods.

PMI in a non-repudiation context

is a standard framework for non-repudiation (Rec. ITU-T X.813 | ISO/IEC 10181-4) which defines a correspo
terms that are specific to non-repudiation. A mapping of the generi¢ terms used in this Specification to those
ppudiation framework is provided here, to clarify the relationship between this model and that Specification.

bge asserter in this Specification would be acting in the roleyof an 'evidence subject' or an 'originator' in the
ation framework.

bge verifier in this Specification would be acting inthérole of an 'evidence user' or a 'recipient’ in the non-repud
work.

t method for which privilege is being assertedin this Specification would correspond to the 'target’ defined
bpudiation framework.

bnmental variables in this Specification would correspond to the date and time the evidence was genera
bd' in the non-repudiation framework.

bge policy discussed in this™Specification could include 'non-repudiation security policy' in the non-repud
work.

Control model

pntrol model.iltastrates how control is exerted over access to the sensitive object method. There are five compg
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nable the privilege verifier to control access to the object method by the privilege asserter, in accordance wi

model: the\privilege asserter, the privilege verifier, the object method, the privilege policy, and environr{ental
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pge-policy. Both the privilege and the sensitivity may be multi-valued parameters.

©

Environmental
variables

Privilege
policy

Object method
(sensitivity)

Privilege
verifier

Privilege asserter Service
(privilege) request X.509(16)_F06

Figure 6 — Control model
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The privilege asserter may be an entity identified by a public-key certificate, or an executable object identified by the
digest of its disk image, etc.

16.3 Delegation model

In some environments there may be a need to delegate privilege; however, this is an optional aspect of the framework and
is not required in all environments. There are four components of the delegation model: the privilege verifier, the SOA,
other AAs and the privilege asserter (see Figure 7).

Source of authority

Assigns
. .,g Trusts
p[lVlngC
Atribute | Asserts privilege | ___ + Privilege verifier
authority (if authorized) g
Delegates Asserts
privilege privilege

End-entity
privilege holder

X.508(16), FO7

Figure 7 — Delegation model

As wjth environments where delegation is not used, the SOA is the initial<issuer of attribute certificates that assign
privilege to privilege holders. However, in this case the SOA authorizeSthe privilege holder to act as AA and flirther
deleggte that privilege to other entities through the issuance of attribute.certificates that contain the same privilegg (or a
subsef thereof). The SOA may impose constraints on the delegatiornthat can be done (e.g., limit the path length, limit the
name|space within delegation can be done). Each of these intermédiary AAs may, in attribute certificates that it isspies to
furthgr privilege holders, authorize further delegation to be*dene by those holders also acting as AAs. A uniyersal
restri¢tion on delegation is that no AA can delegate more privilege than it holds. A delegator may also further restrict the
ability of downstream AAs.

Wher] delegation is used, the privilege verifier truststhe SOA to delegate some or all of those privileges to holders,[some
of which may further delegate some or all of those-privileges to other holders.

The privilege verifier trusts the SOA as the authority for a given set of privileges for the resource. If the privilege assgerter's
certificate is not issued by that SOA, then'the privilege verifier shall locate a delegation path of certificates from that of
the ptlivilege asserter to one issued bysthe SOA. The validation of that delegation path includes checking that eagh AA
had siifficient privileges and was duly/authorized to delegate those privileges.

For the case in which privileges)are conveyed by means of attribute certificates, the delegation path is distinct frgm the
certification path used to validate the public-key certificates of the entities involved in the delegation process. However,
the gpality of authenticity) offered by the public-key certificate validation process shall be commensurate with the
sensitjivity of the objectumethod that is being protected.

A delegation pathShall either consist completely of attribute certificates or completely of public-key certificales. A
deleggptor that.obtains its privilege in an attribute certificate may only delegate, if authorized, by issuance of subsgquent
attribite certificates. Similarly, a delegator that obtains its privilege in a public-key certificate, if authorized, may only

delegpte-hy-issuance of subsequent public-key certificates. Only entities acting as AAs may delegate privilege. Eftities
actina-as=PMl-end entities cannot.

16.4 Group assignment model

In some scenarios it might be required for an AA to issue privileges to a group of entities that share a common property,
for example, a set of web servers or a team of people, rather than to a single entity. This is achieved by assigning a group
attribute certificate to the group.

There are two ways of identifying the members of a group who are assigned a group attribute certificate. These methods
are called direct group naming and group role naming.

90 Rec. ITU-T X.509 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

16.4.1 Direct group naming

In direct group naming, the holder component of the group attribute certificate shall take the entityName option, and
the directoryName Of GeneralName shall name a subtree in the DIT. Each entry in the subtree is assigned the
attribute(s) in this group attribute certificate.

16.4.2  Group role naming

In group role naming, the members of the group are identified by the attributes that they hold, such attributes being
assigned to them in role assignment attribute certificates. In group role naming, the holder component of the group
attribute certificate takes the entityName option and holds the role(s) of the group members who are being assigned the
attributes in this group attribute certificate. The GeneralNames should contain a single GeneralName containing a
dlrectoryName with a smgle relatlve dlstmgmshed name (RDN) whose attrlbute type is the role attrlbute deflned in
I e S e e 3 o are

 ty iS
pll be
determined through means outside this Specification. The roleName component of the role attribute identifigs the
role(g) of the group who are being assigned the attributes in this group attribute certificate.
NOTE 1 - Group role naming allows attribute based role assignments, role mappings and role hierarchies to be defingd, by
specifying that members of other (more powerful) roles are assigned the roles of this group attribute cértificate.
NOTE 2 — Where the role in the holder component is the same as the role in the attributes component of this group atfribute
ceftificate, this is delegation of authority from the issuer of the group attribute certificate to the foleauthority in the | role
atfribute. However, a much simpler way of achieving the same effect is to use the roleauthority as the holder.

16.5 Roles model

Roleg provide a means to indirectly assign privileges to individuals. Indiyiduals are issued role assignment certifjcates
that assign one or more roles to them through an instance the role attribute type contained in the certificate. Specific
privileges are assigned to a role name through role specification certificates, rather than to individual privilege holders
througih attribute certificates. This level of indirection enables, for example, the privileges assigned to a role to be upflated,
without impacting the certificates that assign roles to individuals,-Role assignment certificates may be attribute certificates
or public-key certificates. Role specification certificates maybe attribute certificates, but not public-key certificates. If
role specification certificates are not used, the assignment of privileges to a role may be done through other meang|(e.g.,
may e locally configured at a privilege verifier).

The fpllowing are all possible:

— any number of roles can be defined'by any AA,;
— the role itself and the members/of a role can be defined and administered separately, by different AAs;
— role membership, just as.any other privilege, may be delegated; and
—  roles and membership-may be assigned any suitable lifetime.

If the|role assignment certificate is an attribute certificate, the role attribute is contained in the attributes comgonent
of the attribute certificate. 1ffhe role assignment certificate is a public-key certificate, the role attribute is contaifped in

the syibjectDirectoryAttributes extension. In the latter case, any additional privileges contained in the public-key
certificate are privileges-that are directly assigned to the public-key certificate subject, not privileges assigned to th¢ role.

Thus,|a privilege asserter may present a role assignment certificate to the privilege verifier demonstrating only thiat the
privilege asserterhas a particular role (e.g., "manager", or "purchaser"). The privilege verifier may know a priori, or may
have fo discover by other means, the privileges associated with the asserted role in order to make a pass/fail authorization
decisior.-The role specification attribute certificate can be used for this purpose.

A privilege verifier needs to have an understanding of the privileges specified for the role. The assignment of those
privileges to the role may be done within the PMI in a role specification attribute certificate or outside the PMI (e.g.,
locally configured). If the role privileges are asserted in a role specification attribute certificate, mechanisms for linking
that certificate with the relevant role assignment attribute certificate for the privilege asserter are provided in this
Specification. A role specification attribute certificate cannot be delegated to any other entity. The issuer of the role
assignment certificate may be independent of the issuer of the role specification certificate and these may be administered
(expired, revoked, and so on) entirely separately. The same certificate (attribute certificate or public-key certificate) can
be a role assignment certificate, as well as contain assignment of other privileges directly to the same individual. However,
a role specification attribute certificate shall be a separate certificate.

NOTE — The use of roles within an authorization framework can increase the complexity of path processing, because such

functionality essentially defines another delegation path which needs to be followed. The delegation path for the role assignment

certificate may involve different AAs and may be independent of the AA that issued the role specification certificate.
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16.5.1 Role attribute type

The specification of privilege attribute types is generally an application-specific issue that is outside the scope of this
Specification. The single exception to this is an attribute defined here for the assignment of a holder to a role. The
specification of values for the role attribute is outside the scope of this Specification.

role ATTRIBUTE ::= {

WITH SYNTAX RoleSyntax

ID id-at-role }
RoleSyntax ::= SEQUENCE {

roleAuthority [0] GeneralNames OPTIONAL,

roleName [1] GeneralName,

-}

An allribute of this privilege attribute type may be used to populate the attributes component of a role assingent
certificate or to populate the holder component of a role specification or group attribute certificate, or both(
If the|role assignment certificate is a public-key certificate rather than an attribute certificate, the rolefttribute nay be
used {o populate the subjectDirectoryAttributes extension of that public-key certificate.
Wher] the role attribute is used to populate the attributes component of a role assignment attribute certificate, the
roleputhority, if present, identifies the recognized authority that is responsible for issuing the role specifigation
attribuite certificate. If there are multiple occurrences of GeneralName, they shall all be.alternative names for the same
authority.

If ro

| eAuthority is present, and a privilege verifier uses a role specification, certificate to determine the priv

assig?ed to the role, at least one of the names in roleAuthority shall be present'in the issuer component of th
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ication attribute certificate. If the privilege verifier has used means othefrthan a role specification attribute cert
ermine the privileges assigned to the role, mechanisms to ensure thatythose privileges were assigned by an aut
 in this component are outside the scope of this Specification.

EpecCertIdentifier extension in a role assignment eertificate is one way to achieve this binding, in th
a role specification certificate was used to assign privileges to the role.

oleName component identifies the role to which the-holder of this role assignment attribute certificate is ass
ivilege verifier uses a role specification certificate to determine the privileges assigned to that role, this role
h1so appear in the holder component of the role specification attribute certificate.

the role attribute is used to populate the:holder component of a group attribute certificate, the roleAutho
ent, identifies the recognized authorities that are responsible for issuing role assignment certificates to holder|

leAuthority is absent, the identity of the responsible authority shall be determined through other meany.
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embers of the group being assigned the attributes in this group attribute certificate. If roleAuthority is a
bntity of the responsible authoritigs to issue the role assignment certificates shall be determined through other

group of holders whe_areé being assigned the attributes in this group attribute certificate. Where more than o
is present in roleName, a group member must be assigned all the role values (in one or more role assig
cates) in order/to_be assigned the attributes in this group attribute certificate.

the roledttribute is used to populate both the holder component and the attributes component, this is
ng attribute’ certificate.
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oleName component identifies the role(s) of the group of holders who are being assigned the attributes in this group
ite certificate. This roléName shall also appear in the attributes component of the role assignment certiflicates

role
ment

a role

92

Rec. ITU-T X.509 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

16.6

ISO/IEC 9594-8:2020 (E)

Recognition of Authority Model

Figure 8 shows the control model for a single domain PMI.
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X.509(16)_F08

Figure 8 — The control model for a single domain PMI

MI policy contains information that directs the PDP in making its dccess control decisions. This infor

ation

Ily includes data about the trusted SOA, the delegation rules, whi¢h)attributes are known and used, and yhich
privileges are needed to gain access to which resources, etc. The policy information may be statically configured into the
or may be dynamically obtained, for example, by passing a protected privilege policy attribute certificate fo the

In order to support federations between organizations, and the egnstruction of dynamic virtual organizations, it is esgential

that
PMI
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Recognition of Authority is the feature that willfacilitate the rapid integration of PMIs from different domains
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Mls can be plugged together, so that attribute certificates issued in one domain can be used effectively in a
omain to gain access to its resources. Otherwise, the~second PMI domain will have to issue another set of att|
cates to the users of the first domain. This is both inefficient and cumbersome for the users to manage.

federated PMI.

ure 9, the user, who is a member of the TopLeft domain, wishes to access the resources of the BottomRight do

she might contact the BottomiRight domain directly, or his or her request may be relayed by the gatek
PEP) in the TopLeft domajn.\Either way, the PDP in the BottomRight domain needs to understand the att
cates issued by the TopLeft'domain, and the BottomRight policy needs to tell the BottomRight PDP whethe
fficient to grant access-to.the requested resource or not.
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The JOA in the trusting (local) W (e.g., the BottomRight domain) needs to update its policy so that the SOA
remotfe domain (e.g., the TopLe main) becomes trusted or recognized. The local policy can be updated in (at(least)
one of two ways:

a) statically,%@ding extra information into the policy that is loaded into the local PDP prior to it making
access @ | decisions;

b) dy cally, by issuing a new supplementary policy that adds additional information to the current policy.
dynamic addition to the local policy could be by the local SOA issuing a policy attribute certfficate

% he remote SOA or by the local SOA issuing an administrative role attribute certificate to the remote
&?‘ OA so that the remote SOA may issue its own policy attribute certificate. In both cases, these need to be
% read in by the local PDP prior to validating a request from a user of the remote domain.

When the local SOA issues a policy attribute certificate to the remote SOA, it may be as follows:
—  the holder component identifies the SOA of the remote domain;

User's Q
request Qq/

X.509(16)_F09

-

—  the issuer component identifies the local SOA,

—  the attributes of the attribute certificate are the union of all the privilege attributes that the remote SOA is
trusted to issue. If any of these privilege attributes are newly defined roles, then new role specification
attribute certificates may also need to be issued;

— basicAttConstraints extension is included with authority set to TRUE to indicate that the remote
SOA is an AA. Path length constraint (pathLenConstraint) is Set as appropriate to indicate the length
of the delegation chain that is allowed in the remote domain;
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holderNameConstraints may be set to limit the name forms and namespaces in which the remote SOA
can assign privilege attributes to users;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can
be assigned which sets of privilege attributes;

attributeMappings may be set to inform the local PDPs which remotely assigned attributes should be
considered equal to which locally assigned attributes.

When the local SOA issues an administrative role attribute certificate to the remote SOA, it may work as follows:

1)

The local SOA defines an administrative role for the local domain and the permissions that may be
administered by this administrative role. This may be defined in a role specification attribute certificate in
which the holder is the administrative role and the attribute is the permission attribute (defined in clause
16.8.1 below). The set of permissions for an administrative role is called the administrative scope of an

2)

3)

4)

A delpgated role specification attribute certificate comprises:

A delpgated attribute mapping policy attribute certificate comprises:

administrative role. These permissions may also be assigned to local roles, so that users with these local
roles will inherit these permissions. Issuing an administrative role specification attribute certificate gllows
remote administrators to learn their administrative scope.

The local SOA delegates this administrative role to the remote SOA by issuing a role-assignment attribute
certificate to the remote SOA containing the assigned administrative role. The remote"SOA may also be
allowed to delegate the administrative role to other administrators in the remote demain, as determirfed by
pathLenConstraint in the basicAttConstraints extension in the~role-assignment attribute
certificate.

The remote SOA (or subordinate AA) that has been assigned this adminiStrative role is now recognized as
an entity able to issue two types of delegated-policy attribute Ceertificate, either a delegatef-role
specification attribute certificate or a delegated attribute mapping attribute certificate. In a delegated-role-
specification attribute certificate, the remote SOA (or AA) directly assigns the permissions from the
administrative scope to new remotely defined attributes as\described below. In a delegated attfibute
mapping attribute certificate, new remotely defined attributes are mapped into existing local rojes as
described below.

In order to ensure that the remote SOA (or AA) cannot overstep its delegated authority, the authorigation
system has to validate that the privileges statedt-implied by a delegated policy attribute certificgte lie
within the administrative scope defined for thesadministrative role. If they do, the delegated policy attyibute
certificate is accepted, and its policy rulesécome dynamically incorporated into the local SOA's golicy.
If they do not, the delegated policy attribute certificate is rejected, and its policy rules will be ignorgd.

the holder is the newly specified.remote role;

the issuer component identifies the remote SOA (or AA) of the remote domain that issued this attribute
certificate;

the attributes of the-attribute certificate are the privileges that will be assigned to users in the remote dpmain
who are assigned.the’remote role;

holderNaméConstraints may be set to limit the name forms and namespaces of the users which may
be assigned-these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holdefs can
be assigned which sets of remotely defined privilege attributes.

the holder and the issuer components identify the remote SOA (or AA) of the remote domaih that
issued this attribute certificate;

the attributes component is null;

holderNameConstraints may be set to limit the name forms and namespaces of the users which may
be assigned these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can
be assigned which sets of privilege attributes;

attributeMappings is set to inform the PDP which remotely assigned attributes should be considered
equal to which locally assigned attributes.
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The remote SOA will subsequently issue privilege attribute within attribute certificates to end users and/or to AAs in its
domain. Whether the remote AAs are trusted or not, and if trusted, the number of AAs that are allowed in a delegation
chain, may be set by the pathLenConstraint in the attribute certificate issued to the remote SOA. The privilege
attributes in the attribute certificates issued by the remote SOA may contain either:

—  permissions that are understood by the PDPs in the local domain; or
—  roles which may or may not be understood by the PDPs in the local domain.

When an attribute certificate contains roles that are not understood by the local PDPs, the latter must know how to map
these unknown roles into local permissions. This can be achieved in at least one of four ways. If the local SOA knows
what these roles are likely to be prior to recognizing the remote SOA, then if it issues a policy attribute certificate to the
remote SOA an attribute mapping extension can be placed in the policy attribute certificate issued to the remote SOA, or
alternatlvely attribute mapplng rules can be added into the pollcy loaded by the local PDP If the remote roles are not
know
certif{cate or place the attrlbute mapping extenS|on in the attribute certificates that |t issues to its users.

If the|remote SOA issues an attribute mapping policy attribute certificate, this should contain:
— aholder and issuer name which is that of the remote SOA;
— the attributes component shall be an empty sequence;

— attributeMappings extension set to describe the attribute mappings.

NOTE — A remote SOA should not issue an attribute mapping attribute certificate in which both ¢he holder and attributes arg roles,
sinjce this type of attribute mapping should be issued by the local SOA only.

This attribute mapping policy attribute certificate needs to be made available to the.Jacal PDPs at decision time. This can
be dope by either storing the policy attribute certificate in the directory entry ofithe remote SOA and giving the local
PDPs|read access to it (the pull model) or by including the policy attribute eertificate in the set of attribute certiflicates
presepted by the remote user when accessing the local resource (the push model).

16.7| XML privilege information attribute

The gpecification of privileges is generally an application-specifi€ issue that is outside the scope of this Specifidation.
Whilg this attribute does not define any specific privilege information, it provides a container attribute in which XML-
encoded privileges can be conveyed in attribute certificates;

xmlPfrivilegeInfo ATTRIBUTE ::= {
WIH SYNTAX UTF8String --contains XML-encoded privilege information
D id-at-xMLPrivilegeInfo.}

The XML schema for the role attribute typecan be defined either with ASN.1 or with XML Schema Definition (XED).
The XML contained within the UTF8Stxing needs to be self-identifying.

The fpllowing is an ASN.1 scherha defining an XML role attribute type. It is followed by an XSD specification fpr the
same fattribute type, and by anféxample XML instance. The example instance is a valid instance for both the ASNJL and
the XBD schema instances, and can be validated by either ASN.1 or XSD tools.

The elxample schema definés a role attribute with an ID, an issuing authority and the name of the role.

CERT[I[FICATE-ATTRIBUTE DEFINITIONS ::=

BEGIN

Role| : := [UNCAPITALIZED] SEQUENCE {
id| [ATTRIBUTE] XML-ID,
aukhorities SEQUENCE (1..MAX) OF

iBE}iSEi’ Eﬁ QEESSEEE “Sl

name UTF8String }

XML-ID ::= UTF8String
END

The following XSD schema is an alternative (exactly equivalent) definition:

<schema xmlns="http://www.w3.0rg/2000/08/XMLSchema">
<element name="role">
<attribute name="id" type="ID"/>
complexType>
<sequence>
<element name="authorities">
<complexType>
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<sequence>
<element name="authority" type="string" minOccurs="1" maxOccurs="*"/>
</sequence>
</complexType>
</element>
<element name="name" type="string"/>
</sequence>
</complexType>
</element>
</schema>

An example of an instance conforming to the above schema definitions, that would be a value of the xMLPrivilegeInfo
attribute type would be:

<rolg—id=*123*—=xminms="httpr//www.exampte.org/certificates/attribute*>

<apthorities>

Kauthority>Fictitious Organization</authority>
</puthorities>
<npme>manager</name>

</rolle>

16.8 Permission attribute and matching rule

16.8.] Permission attribute

This attribute defines a general permission, which is an operation on an object, e.g., @réad operation on a file object. The
specification of values for the operations or objects is outside the scope of this Specification. Note that the names of both
operations and objects are case sensitive.

permiission ATTRIBUTE ::= {
WITH SYNTAX DualStringSyntax
EQPALITY MATCHING RULE dualStringMatch
D id-at-permission }
DualBtringSyntax ::= SEQUENCE ({
oppration [0] UnboundedDirectoryString,

objject [1] UnboundedDirectoryString,
40

An attribute of the permission attribute typesis.intended to be used to populate the attributes component|of an
attribyite certificate and is not intended for storing as an attribute of a directory entry.

16.8.2 Dual string matching rule

The dualstringMatch matching fule'is a case sensitive matching rule and is defined as follows:

dualftringMatch MATCHING+RULE ::= {
SYNTAX DualStringSyntax
D id-mr-dudlStringMatch }

The dqualstringMatcH matching rule performs a case sensitive comparison for equality between a pair of predented
strings and an attribute value of type DualStringSyntax, in which the first presented string is the operation apd the
second presented,string is the object.

17 L =ZAttribute certificate and attribute certificate revocation list extensions

The following certificate extensions may be included in certificates for the purposes of privilege management. Along with
the definition of the extensions themselves, the rules for certificate types in which the extension may be present are also
provided.

With the exception of the SOA identifier extension, any of the extensions that may be included in a public-key certificate
shall only be included if that public-key certificate is one that assigns privilege to its subject (i.e., the
subjectDirectoryAttributes extension shall be present). If any of these extensions is present in a public-key
certificate, that extension applies to all privileges present in the subjectDirectoryAttributes extension.

Revocation lists used to publish revocation notices for attribute certificates may contain any CRL or CRL entry extension
as defined for use in CRLs in Section 2 of this Specification. There are also public-key certificate extensions that are
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applicable for attribute certificates. How such extensions are to be included in attribute certificates and ACRLs, is
specified in this clause.
This clause specifies extensions in the following areas:

a) Basic privilege management: These certificate extensions convey information relevant to the assertion of
a privilege.

b) Privilege revocation:; These certificate extensions convey information regarding the location of revocation
status information.

c) Source of authority (SOA): These certificate extensions relate to the trusted source of privilege assignment
by a verifier for a given resource.

d) Roles: These certificate extensions convey information regarding the location of related role specification

certificates-

e) Delegation: These certificate extensions allow constraints to be set on the subsequent delegatijon of
assigned privileges.

f)  Recognition of authority: These certificate extensions allow PMIs to be federated together:

17.1 Basic privilege management extensions

17.1.1 Requirements

The fpllowing requirements relate to basic privilege management:
a) Issuers need to be able to place constraints on the time during which.a-privilege can be asserted.
b) Issuers need to be able to target attribute certificates to specific servers/services.

¢) It may be necessary for issuers to convey information intended for display to privilege asserters gnd/or
privilege verifiers using the certificate.

d) Issuers may need to be able to place constraints on the privilege policies with which the assigned priyilege
can be used.

e) Issuers may need to be able to issue an attribute ‘certificate that can only be asserted once within its lif¢time.
f)  Issuers may need to be able to issue privilegg attributes to a group of entities that share a common property.

17.1.2  Basic privilege management extension

The fpllowing extensions are defined:

a) Time specification;

b) Targeting information;

¢) User notice;

d) Acceptable privilege’policies;
e) Indirect issuer;

f)  Single use;

g) Groupcattribute certificate.

17.1.2.1 Timespecification extension

17.1.2.1.25 Time specification extension definition

Thet mATenanifinatinn Avitancian nan ha tiead vy an A A tn vactriat thin cnanifin Aarinde Af timan Aiiriaa vahinh thn maer Iege

e SPTTITCTtOTT CATCTISTOTT Carm ot USC U oy Tl 77 v (U TCStic T theSpeUime o ous o thcaar g v o thic—privi

assigned in the certificate containing this extension, can be asserted by the privilege holder. For example, an AA may
issue a certificate assigning privileges which can only be asserted between Monday and Friday and between the hours of
9:00 a.m. and 5:00 p.m.. Another example, in the case of delegation, might be a manager delegating the signing authority
to a subordinate for the time that the manager will be away on vacation.

This extension is defined as follows:

timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }

This extension may be present in attribute certificates or in public-key certificates with the
subjectDirectoryAttributes extension issued to entities that may act as privilege asserters. This extension shall
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not be included in public-key certificates that contain the soATIdentifier extension or in attribute certificates issued to
entities acting as AAs that may not also act as privilege asserters.

If this extension is present in an attribute certificate issued to an entity acting as an AA, it applies only to that entity's
assertion of the privileges contained in the attribute certificate. It does not impact the time period during which the AA is
able to issue attribute certificates.

Because this extension is effectively specifying a refinement on the validity period of the certificate that contains it, this
extension shall be flagged as critical (i.e., the issuer, by including this extension, is explicitly defining the privilege
assignment to be invalid outside the time specified).

If this extension is present, but not understood by the privilege verifier, the certificate shall be considered invalid.

17.1.2.1.2 Time specification matching rule

The fime specification matching rule compares for equality a presented value with an attribute value'of| type
AttrjibuteCertificate.

timepPpecificationMatch MATCHING-RULE ::= {
SYNTAX TimeSpecification
iD id-mr-timeSpecMatch }

This |matching rule returns TRUE if the attribute/public-key certificate as stored in~a “directory contairls the
timeBpecification extension and if components that are present in the presented value“match the correspgnding
comppnents of the stored attribute/public-key certificate timeSpecification extension:

17.1.2.2 Targeting information extension

The targeting information extension enables the targeting of an attribute certificate to a specific set of servers/senvices.
An atfribute certificate that contains this extension should only be usable atthe specified servers/services.

This gxtension is defined as follows.

targptingInformation EXTENSION ::= ({
SYNTAX SEQUENCE SIZE (1..MAX) OF Targets
IDENTIFIED BY id-ce-targetingInformation }

Targ[ts ::= SEQUENCE SIZE (1l..MAX) OF Target
Targpt ::= CHOICE {
tafgetName [0] GeneralName,

tafpgetGroup [1] GeneralName,
tafgetCert [2] TargetCert,
}

TargptCert ::= SEQUENCE ({
tafgetCertificate IssuerSerial,
tapgetName GeneralName OPTIONAL,
certDigestInfo ObjectDigestInfo OPTIONAL }

The TMarget data typechasthe following three alternatives:

a) ThetargetName alternative shall provide the name of target servers/services for which the contgining
attribute certificate is targeted.

b):>~The targetGroup alternative shall provide the name of a target group for which the containing attfibute

certificate is targeted. How the membership of a target within a targetGroup is determined is outsifle the
scape of this Specification

€) The targetcCert alternative shall identify target servers/services by reference to their certificate.

This extension may be present in attribute certificates issued by AAs, including SOAs, to entities that may act as privilege
asserters, including other AAs and end entities. This extension shall not be included in public-key certificates or in
attribute certificates issued to AAs that may not also act as privilege asserters.

If this extension is present in an attribute certificate issued to an entity that is an AA, it applies only to that entity's assertion
of the privileges contained in the attribute certificate. It does not impact the AA ability to issue certificates.

This extension shall always be flagged as critical.

If this extension is present, but the privilege verifier is not among those specified, the attribute certificate should be
considered invalid.
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If this extension is not present, then the attribute certificate is not targeted and may be accepted by any server.

17.1.2.3 User notice extension

The user notice extension enables an AA to include a notice that should be displayed to the holder, when asserting their
privilege, and/or to a privilege verifier when making use of the attribute certificate containing this extension.

This extension is defined as follows:

userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
IDENTIFIED BY id-ce-userNotice }
This extension may be present in attribute certificates or in public-key certificates with the
subjeetbirectoryhttributesoxtensionissued-to-entitiesthat-may-act-asprivilegeasserters—Hhis-extensien shall
not bé included in public-key certificates that contain the soAIdentifier extension or in attribute certificates issped to
i¢s acting as AAs that may not also act as privilege asserters.

If thig extension is present in a certificate issued to an entity that is an AA, it applies only to that entity'sS)assertion pf the

If thig extension is flagged as critical, the user notices shall be displayed to a privilege verifier each time a privilgge is
d. If the privilege asserter supplies the attribute certificate to the privilege verifier(i’e7, the privilege verifief does

If thig extension is flagged as non-critical, the privilege asserted in the certificate.may be granted by a privilege vgrifier

UserNotice ::= SEQUENCE ({
nofkiceRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL }

NotifeReference ::= SEQUENCE {
organization DisplayText,
nokiceNumbers SEQUENCE OF INTEGER }

DispllayText ::= CHOICE {
vigibleString VisibleString(SIZE'{(1..200)),
bmpString BMPString (SIZE (1..200)),
utf8String UTF8String (SIZE, (1..200)) }

17.1.2.4 Acceptable privilege palicies extension

The gcceptable privilege palicies extension is used to constrain the assertion of the assigned privileges for use With a
specific set of privilege policies.

This éxtension is defined as follows:

acceptablePrivilegePolicies EXTENSION ::= {
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax - := SFQUENCE STZF (1 MAX) OF PrivilegePolicy |

This extension may be present in attribute certificates or in public-key certificates with the
subjectDirectoryAttributes extension issued to entities that may act as privilege asserters. If this extension is
contained in a public-key certificate it relates only to the subject's ability to act as a privilege asserter for the privileges
contained in the subjectDirectoryAttributes extension.

If present, this extension shall be flagged as critical.

If this extension is present and the privilege verifier understands it, the privilege verifier shall ensure that the privilege
policy that these privileges are being compared to is one of those identified in this extension.

If this extension is present, but not understood by the privilege verifier, the certificate shall be considered invalid.
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17.1.2.5 Single use extension

In some scenarios, an AA may wish to issue an attribute certificate that can only be asserted once to a privilege verifier
within the lifetime of the attribute certificate. The singleUse extension is defined as follows:

singleUse EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-singleUse }

This extension may be present in end-entity attribute certificates issued by AAs and SOAs. This extension shall not be
included in public-key certificates or in attribute certificates issued to AAs.

This extension shall always be flagged as critical.

Any
numbgr of the attribute certificate, until after the expiry date of the attribute certificate in order to ensure that the\fpolder
canndt use the attribute certificate again. Ideally, all privilege verifiers for which the attribute certificate is walid ghould
have @ coordination capability to ensure that the holder is not able to use the singleUse certificate with multiple priyilege
verifigrs. Alternatively, the issuer of the singleUse attribute certificate should include a targetingInform
extension in the attribute certificate to limit the privilege verifier at which the attribute certificate is-valid.

17.1.2.6 Group attribute certificate extension

In sore scenarios it might be required for an AA to issue an attribute certificate to a group,@fentities that share a comnmon
property, for example, a set of web servers or a team of people, rather than to a single entity. Each group atfribute
certificate may be flagged as such by adding the group attribute certificate extensionintoe the attribute certificate.

groupAC EXTENSION ::= ({
SYNTAX NULL
IDENTIFIED BY id-ce-groupAC }

This ¢xtension may be flagged as critical or as non-critical. This extension shall only be added to end-entity attribute
certificates, and not to AA attribute certificates or to public-key certificates.

17.1.2.7 Authority key identifier extension

17.2 Privilege revocation extensions

17.2.1 Requirements

The fpllowing requirements relate to the revecation of attribute certificates:

a) Inorder to control ACRL sizes, it may be necessary to assign subsets of the set of all certificates issyed by
one AA to different AGRLs.

b) Attribute certificate jssuers need to be able to indicate, in an attribute certificate, that no revogation
information is available for that attribute certificate.

17.2.2  Privilege revogation extensions

17.2.2.1 Use of CRL. distribution points extension as ACRL extension

The ¢RL distribution points extension is defined in clause 9.6.2.1 for use in public-key certificates. This extension may
also he included'in an attribute certificate. It may be present in attribute certificates issued to entities acting as|AAs,
including SQAs, as well as attribute certificates issued to entities acting ad PMI end entities.

If pregentin an attribute certificate, a privilege verifier shall process this extension in exactly the same manner as des¢ribed
for a relying party in clause 9.6.2.1 for public-key certificates by substituting public-key certificate, CA and CRL by
attribute certificate, AA and ACRL, respectively.

17.2.2.2 AA issuing distribution point extension

This ACRL extension identifies the ACRL distribution point for attribute certificates for this particular ACRL, and
indicates if the ACRL is indirect or if it is limited to covering only a subset of the revocation information. The limitation
may be based on a subset of the attribute certificate population or on a subset of revocation reasons. The ACRL is signed
by the ACRL issuer's private key — ACRL distribution points do not have their own key pairs. However, for an ACRL
distributed via a directory, the ACRL is stored in the entry of the CRL distribution point, which may not be the directory
entry of the ACRL issuer. If the issuing distribution point extension, the AA issuing distribution point extension, and the
CRL scope extension are all absent, the ACRL shall contain entries for all revoked unexpired attribute certificates issued
by the ACRL issuer.
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After an attribute certificate appears on an ACRL, it may be deleted from a subsequent ACRL after the attribute
certificate's expiry.

This extension is defined as follows:

aAissuingDistributionPoint EXTENSION ::= {
SYNTAX AAIssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }

AAIssuingDistPointSyntax ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
onlySomeReasons [1] ReasonFlags OPTIONAL,
indirectCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
COftainsSAACETYtS [T BOOLEAN DEFAULT TRUE,

cohtainsSOAPublicKeyCerts [5] BOOLEAN DEFAULT TRUE,
}

The distributionPoint component contains the name of the distribution point in one or moreCname forms. If
onlyBomeReasons is present, the ACRL only contains revocations for attribute certificates for the identified reagon or
reasops; otherwise, the ACRL contains revocations for all reasons.

If indlirectCRL iS TRUE, then the ACRL may contain revocation notifications for attributecertificates from AAg other
than ile issuer of the ACRL. The particular AA responsible for each entry is as indicated by the certificate issuer ACRL
entry extension in that entry or in accordance with the defaulting rules described in clausg'17.2.2.3. In such an ACRL, it
is the|responsibility of the ACRL issuer to ensure that the ACRL is complete in that it contains all revocation entries,
consistent with containsUserAttributeCerts, containsAACerts, containsSOAPublicKeyCerts| and
onlyBomeReasons indicators, from all AAs that identify this ACRL issuer in their attribute certificates.

If coptainsUserAttributeCerts iS TRUE, the ACRL contains revogations for end-entity attribute certificages. If
contpinsAACerts iS TRUE, the ACRL contains revocations for attfibute certificates issued to subjects that are
themgelves AAs.

If containsSOAPublicKeyCerts iS TRUE, the ACRL contains-tévocations for public-key certificates issued to anjentity
that i$ an SOA for the purposes of privilege management (i.ey; attribute certificates that contain the soAIdentifier
extension). For ACRLs distributed via a directory, the following rules apply. If the ACRL is a dACRL, it shpll be
distrilrfuted via the deltaRevocationList attribute of'\the associated distribution point or, if no distribution pgint is
identiffied, via an attribute of type aDeltaRevocationList 0Of the ACRL issuer entry, regardless of the settinps for
certificate types covered by the ACRL. Unless thée.ACRL is a dACRL.:

— an ACRL that does not (contain an issuingDistributionPoint extension which has| only
containsAACerts and/or containsSOAPublicKeyCerts Set to TRUE shall be distributed vja the
attributeAuthorityRevocationList attribute of the associated distribution point or, [if no
distribution point is (identified, via the attributeAuthorityRevocationList attribute of the] CRL
issuer entry;

— an ACRL (that' does not contain an issuingDistributionPoint extension which has
containsUserAttributeCerts Set to TRUE (with or without containsAACerts gnd/or
containsSOAPublicKeyCerts also set) shall be distributed via the
attributeCertificateRevocationList attribute of the associated distribution point or, |if no
distribution point is identified, viathe attributeCertificateRevocationList attribute of the ACRL
isster entry;

clause 9.6.2.2.

%V an ACRL which contains an issuingDistributionPoint extension shall be distributed as speci‘ied in

This extension shall always be flagged as critical. A privilege verifier that does not understand this extension cannot
assume that the ACRL contains a complete list of revoked certificates of the identified authority. CRLs not containing
critical extensions shall contain all current CRL entries for the issuing authority, including entries for all revoked end-
entity certificates and authority certificates.

NOTE — The means by which revocation information is communicated by authorities to ACRL issuers is beyond the scope of this
Specification.

If an authority publishes a ACRL with the containsAACerts component set to TRUE and the
containsUserAttributeCerts not set to TRUE, then the authority shall ensure that all AA certificates covered by
this CRL contain the basicAttConstraints extension.
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If an authority publishes an ACRL with contains soaPublicKeyCerts Set to TRUE, then the authority shall ensure that
all SOA certificates covered by this ACRL contain the soaIdentifier extension.

17.2.2.3 Use of certificate issuer extension

The certificate issuer extension is defined in clause 9.6.2.3 for use in indirect CRLs. This extension may also be included
in indirect ACRLs.

The procedure in clause 9.6.2.3 applies by replacing issuing distribution point extension, CRL and CA with AA issuing
distribution point extension, ACRL and AA, respectively.

17.2.2.4 Use of delta CRL indicator extension

The delta CRL indicator extension is defined in clause 9.6.2.4 for use in a dCRL to an CRL and may also be used in a
dACRLCT0 an ACRL.

The procedure specified in clause 9.6.2.4 shall be followed by replacing public-key certificate, CA, CRL and-dCRL with
attribyite certificate, AA, ACRL and dACRL, respectively.

17.2.2.5 Use of base update extension

This ¢xtension shall be used as specified in clause 9.6.2.5 by replacing dCRLs with dACRLSs.

17.2.2.6 Use of freshest CRL extension
The freshest CRL extension is defined in clause 9.6.2.6 for use in a dCRL. It may alsa‘be used for a dACRL.

The procedure specified in clause 9.6.2.6 shall be followed by replacing public-Key certificate, CA, CRL, dCRL and
relying party with attribute certificate, AA, ACRL, dACRL and privilege verifi€r, respectively.

17.2.2.7 No revocation information available extension

In sofne environments (e.g., where attribute certificates are issued with.very short validity periods), there may nof be a
need fo revoke attribute certificates. An AA may use this extensior\to indicate that revocation status information fis not
provigled for this attribute certificate. This extension is defined. asfollows:

noReyAvail EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noRevAvail }

This gxtension may be present in attribute certificates issued by AAs, including SOAs, to entities acting as PMI end
entitigs. This extension shall not be included inpublic-key certificates or in attribute certificates issued to AAs.

This gxtension shall always be flagged as non-critical.

If thig extension is present in an attribute certificate, a privilege verifier need not seek revocation status information.

17.2.2.8 Use of CRL number-extension for ACRL

This ACRL extension conveys a monotonically increasing sequence number for each ACRL issued by a given ACRL
issuer| through a given, ACRL directory attribute (see clauses 19.2.4 to 19.2.6) or ACRL distribution point. It allpws a
privilege verifier to detect whether ACRLs issued prior to the one being processed were also seen and processed} This
extension syntax isas-defined in clause 9.5.2.1.

This ¢xtension-shall always be flagged as non-critical.

NOTE« The extension defined here is relevant for both CRLs and ACRLSs). Only ACRL aspects are considered here. For CRL
aspects, see clause 9.5.2.1.

17.2.2.9 Use of status referral extension for ACRL
The status referral extension is defined in 9.5.2.2 for use in CRLs. This extension may also be used in ACRLs.

The procedure specified in 9.5.2.2 also applies here by replacing public-key certificate, CRL and relying party with
attribute certificate, ACRL and privilege verifier, respectively.

17.2.2.10 Use of CRL stream identifier for ACRL
The CRL stream identifier extension is defined in 9.5.2.3 for use in CRLs. This extension may also be used in ACRLSs.

The procedure specified in 9.5.2.3 also applies here by replacing CRL with ACRL.
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17.2.2.11 Use of order list extension for ACRL
The CRL stream identifier extension is defined in 9.5.2.4 for use in CRLs. This extension may also be used in ACRLSs.

The procedure specified in 9.5.2.4 also applies here by replacing public-key certificate and CRL with attribute certificate
and ACRL, respectively.

17.2.2.12 Use of delta information extension for ACRL
The delta information extension is defined in 9.5.2.5 for use in CRLs. This extension may also be used in ACRLSs.

The procedure specified in 9.5.2.5 also applies here by replacing CRL, dCRL and relying party with ACRL, dACRL and
privilege verifier, respectively.

17.2.213 Use of expired certificates on ACRI extension
The use of expired certificates extension is defined in 9.5.2.8 for use in CRLs. This extension may also be used in"ACRLSs.

The procedure specified in 9.5.2.8 also applies here by replacing public-key certificate and CRL with attribute certificate
and ACRL, respectively.

17.2.2.14 Use of to be revoked extension as ACRL extension

This ACRL extension allows for the notification that attribute certificates will be revoked as(of,a specified date angl time
in the| future. The toBeRevoked extension is used to specify the reason for the attribute €ettificate revocation, thg date
and time at which the attribute certificate will be revoked, and the group of attribute certificates to be revoked. Eagh list
can cpntain a single attribute certificate serial number, a range of attribute certificate séfial numbers or a named subfree.

NOTE — The following ASN.1 is copied from 9.5.2.6 for easy reference.
toBeRevoked EXTENSION ::= {

SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax ::= SEQUENCE SIZE (1..MAX) OF ToBeRevokedGroup
ToBeRevokedGroup ::= SEQUENCE {

cektificateIssuer [0] GeneralName OPTIONAL,

repsonInfo [1] ReasonInfo OPTIONAL,

reyocationTime GeneralizedTime,

certificateGroup CertificateGroup,

}

ReaspnInfo ::= SEQUENCE ({

repsonCode CRLReason,

holldInstructionCode HoldInstruction OPTIONAL,
}

CertfificateGroup ::= CHOICE {
sekialNumbers [0] CertificateSerialNumbers,
sefrialNumberRange~) [1l] CertificateGroupNumberRange,
nameSubtree [2] GeneralName,
}
CertjificateGroupNumberRange ::= SEQUENCE {
stprtingNumber [0] INTEGER,
enflingNumber [1] INTEGER,
}
CertificateSerialNumbers ::= SEQUENCE SIZE (1..MAX) OF CertificateSerialNumber

The certificateIssuer component, if present, identifies the AA that issued all the attribute certificates listed in this
ToBeRevokedGroup. If certificatelssuer is omitted, it defaults to the ACRL issuer name.

The reasonInfo component, if present, identifies the reason for the attribute certificate revocations. If present, this
extension indicates that all attribute certificates identified in ToBeRevokedGroup Will be revoked for the reason
indicated in this component. If the reasonCode component contains the value certificateHold, the
holdInstructionCode component may also be present. If present, the holdInstructionCode component indicates
the action to be taken on encountering any of the attribute certificates identified in RevokedGroup. This action should
only be taken, after the revocation time indicated in the revocationTime component has passed.
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The revocationTime component indicates the date and time at which this group of attribute _certificates will be revoked
and should therefore be considered invalid. This date shall be later than the thisuUpdate time of the ACRL containing
this extension. If revocationTime is before the nextUpdate time of the ACRL containing this extension, the attribute
certificates shall be considered revoked between the revocationTime and the nextUpdate time by a relying party
using an ACRL containing this extension. Otherwise, this is a notice that at a specified time in the future these attribute
certificates will be revoked. Once the revocation time has passed, either the AA has revoked the attribute_certificate or
not. If it has revoked the attribute certificate, future ACRLs shall include this on the list of revoked certificates, at least
until the attribute_certificate expires. If the AA has not revoked the attribute certificate, but still intends to revoke it in the
future, it may include the attribute certificate in this extension on subsequent ACRLs with a revised revocationTime.
If the AA no longer intends to revoke the attribute certificate, it may be excluded from all subsequent ACRLs and the
attribute certificate shall not be considered revoked.

The certificateGroup component lists the set of public-key certificates to be revoked. This component identifies the
attribyite certificates issued by the AA identified in the certificateIssuer to be revoked at the date/time identified in
revofationTime. This set of public-key certificates is not further refined by any outside controls |(e.g.,
issufingDistributionPoint).

The derialNumbers component, if present, shall hold the serial number(s) of the attribute certificate(s) issued by the
identiffied issuing AA that will be revoked at the specified time.

If the|serialNumberRange component is present, all attribute certificates in the range beginning with the starting|serial
numbgr and ending with the ending serial number and issued by the identified issuing AA will-be revoked at the specified
time.

If thelnamesubtree component is present, all attribute certificates with a holder namgithat is subordinate to the spdcified
name|and issued by the identified issuing AA will be revoked at the specified:time. If the nameSubtree conthins a
distinpuished name then all distinguished names associated with the subject™of an attribute certificate (i.e., folder
comppnent of an attribute certificate) need to be considered. For other name*forms, the holder component of attfibute
certificates need to be considered. If at least one of the names associated with the holder, contained in the attfibute
certifjcate, is within the subtree specified in nameSubtree, that attribute certificate will be revoked at the specified time.
As with the nameConstraints extension, not all name forms are.appropriate for subtree specification. Only thoge that
have fecognized subordination rules should be used in this exteqsion.

This gxtension may, at the option of the ACRL issuer, be flagged as critical or as non-critical. As the information prgvided
in thi$ extension applies to revocations that will occur innthe future, it is recommended that it be flagged as non-ciitical,
reducjng the risk of problems with interoperability and backward compatibility.

17.2.2.15 Use of revoked group of certificatescextension as ACRL extension

A set|of attribute certificates that have been.revoked can be published using the following CRL extension. Each |ist of
attribyite certificates to be revoked is associated with a specific attribute certificate issuer and revocation time. Eagh list
can contain a range of attribute certificate serial numbers or a named subtree.

NOTE — The following ASN.1 is(copied from 9.5.2.7 for easy reference.

revokedGroups EXTENSION-": := ({
TAX RevokedGroupsSyntax
NTIFIED BY /id-ce-revokedGroups }

edGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup

edGroup* : := SEQUENCE {
tificateIssuer [0] GeneralName OPTIONAL,
sonInfo [1] ReasonInfo OPTIONAL,

revokedcertificateGroup [3] RevokedCertificateGroup,

}

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

The certificateIssuer component, if present, identifies the AA that issued all the attribute certificates listed in this
RevokedGroup. If certificatelssuer is omitted, it defaults to the ACRL issuer hame.

The reasonInfo component, if present, identifies the reason for the attribute_certificate revocations. If present, this
component indicates that all attribute_certificates identified in RevokedGroup component were revoked for the reason
indicated in this component. If the reasonCode contains the value certificateHold, the holdInstructionCode
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may also be present. If present, holdInstructionCode indicates the action to be taken on encountering any of the
attribute certificates identified in the value of the RevokedGroup data type.

The invalidityDate component, if present, indicates the time from which all attribute_certificates identified in
RevokedGroup should be considered invalid. This date shall be earlier than the date contained in thisUpdate
component of the ACRL. If omitted, all attribute certificates identified in RevokedGroup should be considered invalid
at least from the time indicated in the thisUpdate component of the ACRL. If the status of the attribute_certificate prior
to the thisUpdate time is critical to a privilege verifier (e.g., to determine whether a digital signature that was created
prior to this ACRL issuance occurred while the attribute certificate was still valid or after it had been revoked), additional
revocation status checking techniques will be required to determine the actual date/time from which a given attribute
certificate should be considered invalid.

The revokedCertificateGroup component lists the set of attribute_certificates that have been revoked. This
comppnent identifies the attribute_certificates issued by the AA identified in certificateIssuer revoked under the
specified conditions. This set of attribute_certificates is not further refined by any outside contfols’|(e.g.,
issufingDistributionPoint).

If the|serialNumberRange is present, all attribute _certificates containing certificate serial numbers within the spegified
range| issued by the identified AA are applicable.

If the|nameSubtree component is present, all certificates with a holder name that is subordinate to the specified Jname
and igsued by the identified AA will be revoked at the specified time. If the nameSubtree contains a distinguished|name
then gl distinguished names associated with the holder component of an attribute certificaté need to be considerefl. For
other|name forms, the holder component of attribute certificates needs to be considered. If at least one of the lrtames

assoc|ated with the holder, contained in the certificate, is within the subtree specified in nameSubtree, that attribute
certificate has been revoked. As with the nameConstraints extension, not all-hame forms are appropriate for siibtree
specification. Only those that have recognized subordination rules should bedused in this extension.

This pxtension is always flagged as critical. Otherwise, a privilege <verifier may incorrectly assume that attribute
certificates, identified as revoked within this extension, are not revoked:\When this extension is present it may be th¢ only
indicgtion of revoked attribute_certificates in an ACRL (i.e., the re¥okedCertificates component of the ACRIL may
be empty) or it may list revoked attribute certificates that are in addition to those indicated in the revokedCertifidates
comppnent. A revoked attribute certificate shall not be listed both in the revokedcCertificates component and |n this
extension.

17.2.3  Use of CRL entry extensions

17.2.3.1 Use of reason code extension

The rgason code extension is specified in clause 9.5.3.1 for use in CRL entries. This extension may also be used in ACRL
entries

The meaning of the reason codes defined in clause 9.5.3.1 as they relate to ACRL entries are as follows:

— unspecifiedean.be used to revoke attribute certificates for reasons other than the specific codes.
—  keyCompromise is not relevant for ACRLs.

—  cACompromise is not relevant for ACRLs.

— affiliationChanged indicates that information in the attribute certificate has been modified.

— _‘superseded indicates that the attribute certificate has been superseded.

+~ \“cessationOfOperation indicates that the attribute certificate is no longer needed for the purpope for
which it was issued.

— privilegeWithdrawn indicates that the attribute certificate was revoked because a privilege contained
within that attribute certificate has been withdrawn.

— aACompromise indicates that it is known or suspected that aspects of the AA validated in the attribute
certificate have been compromised.

The procedure specified in clause 9.5.3.1 also applies here by substituting public-key certificate and CRL entry with
attribute certificate and ACRL entry, respectively.
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17.2.3.2 Use of hold instruction code extension

The use of hold instruction code extension is defined in 9.5.3.2 for use in CRL entries. This extension may also be used
in ACRL entries.

The procedure specified in 9.5.3.2 also applies here by replacing public-key certificate and CRL with attribute certificate
and ACRL, respectively.

17.3

Source of authority extensions

17.3.1 Requirements

The following requirements relate to SOAS:

17.3.7
The f

17.3.3

17.3.3

This
certif

The §
privil
attrib
issue
that g

d) ITTSOME ENVITONMENTS there 15 a need for Iign[ Controroy a CA, ortine Entities that can act a5 SOAS.
b) There is a need to make the valid syntax definitions and domination rules for privilege attributes ava
by the responsible SOAs.

SOA extensions

bllowing extensions are defined:
a) SOA identifier;
b) Attribute descriptor.

.1 SOA identifier extension

.1.1 SOA identifier extension definition

pxtension may only be present in a public-key certificate issued to<an SOA. It shall not be included in att
cates or public-key certificates issued to other AAs.

OA identifier extension indicates that the public-key certificate subject may act as an SOA for the purpo
bge management. As such, the public-key certificate subject may define attributes that assign privilege,
ite descriptor certificates for those attributes and use the private key corresponding to the certified public
pttribute certificates that assign privileges to holders.-If‘the public key certificate is a CA certificate, the subj
A certificate may also issue public-key certificates'\with a subjectDirectoryAttributes extension cont

In so
may &
manal

This 4

sOAI

SYNTAX NULL

ID

If this

meang

Cross
issueq
to the

the p:lihvileges.

e environments, this extension is not required and other mechanisms may be used to determine the entitie

je the entities that act as SOAs.

xtension is defined as follows;
Hentifier EXTENSION_ :u= {
ENTIFIED BY id-cé2sOAIdentifier }

extension is not présent in a certificate, the subject/holder ability to act as an SOA shall be determined by

D.

-certification applies only to public-key certificates and not to attribute certificates. Therefore, a cross-cert
to the-CA that is the issuer of a certificate containing the SOA identifier extension does not provide transitiv
SOA identified in this extension.

ilable

Fibute

es of
issue
ey to
ect of
ining

5 that

ct as SOAs. This extension is required-only in environments where tight centralized control by a CA is requifed to

other

ficate
P trust

H " H loodl o1 ) £1 ! b !
ThIS CALETI_SIUTT STdIT dlvwdy S UT TIiayytu ds TIUTT=LTTitdr.

17.3.2.1.2 SOA identifier matching rule

The SOA identifier matching rule compares a presented value with an attribute value of type Certificate.

sOAIdentifierMatch MATCHING-RULE ::= {
SYNTAX NULL

ID

id-mr-sOAIdentifierMatch }

This matching rule returns TRUE if the stored public-key certificate contains a sOATIdentifier extension.
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17.3.2.2 Attribute descriptor extension

17.3.2.2.1 Attribute descriptor extension definition

The definition of a privilege attribute, and the domination rules governing the subsequent delegation of that privilege, are
needed by privilege verifiers to ensure that authorization is done correctly. These definitions and rules may be provided
to privilege verifiers in a variety of ways outside the scope of this Specification (e.g., they may be locally configured at

the privilege verifier).

This extension provides one mechanism that can be used by an SOA to make privilege attribute definitions and associated
domination rules available to privilege verifiers. An attribute certificate that contains this extension is called an attribute
descriptor certificate and is a special type of attribute certificate. Although syntactically identical to an

AttributeCertificate, an attribute descriptor certificate:

—_contains an empty SEQUENCE N IS attributes COMpPONENT;
— isaself-issued certificate (i.e., the issuer and holder are the same entity); and
— includes the attribute descriptor extension.

This gxtension is defined as follows:

attrfibuteDescriptor EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor} }

AttrjibuteDescriptorSyntax ::= SEQUENCE {
identifier AttributeIdentifier,
atkributeSyntax OCTET STRING (SIZE (1..MAX)),
name [0] AttributeName OPTIONAL,
depcription [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyIdentifier,
}
AttrfibuteIdentifier ::= ATTRIBUTE.&id({AttributelIDs'})
AttrfibuteIDs ATTRIBUTE ::= {...}
AttrfibuteName ::= UTF8String(SIZE (1..MAX))
AttrfibuteDescription ::= UTF8String(SIZE (1..MAX))
PrivilegePolicyIdentifier ::= SEQUENCE {
priivilegePolicy PrivilegePolicy),
privPolSyntax InfoSyntax}
}
The identifier component of awvalue of the attributeDescriptor extension is the object identifier identifyi
attribyite type.

The 4ttributeSyntaxlegmponent contains the ASN.1 definition of the attribute's syntax. Such an ASN.1 defi
shall be given as specified for the information component of the Matching Rules operational attribute defined in Rec
T X.501 | ISO/IEG-9594-2.

The name component optionally contains a user-friendly name by which the attribute may be recognized.

ng the
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— The privilegePolicy component identifies the instance of privilege policy that contains the rules, by

its object identifier.

— The privPolSyntax component contains either the privilege policy itself or a pointer to a location where
it can be located. If a pointer is included, an optional hash of the privilege policy can also be included to

allow an integrity check on the referenced privilege policy.

This extension may only be present in attribute descriptor certificates. This extension shall not be present in public-key

certificates or in attribute certificates other than self-issued certificates of SOAs.

This extension shall always be flagged as non-critical.
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The attribute descriptor certificate, created by the SOA at the time of creation/definition of the corresponding attribute
type, is a means by which the universal constraint of delegating "down" can be understood and enforced in the
infrastructure. In a directory, attribute certificates that contain this extension would be stored in the
attributeDescriptorCertificate attribute of the SOA's directory entry.

17.3.2.2.2 Attribute descriptor matching rule

The attribute descriptor matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

attDescriptor MATCHING-RULE ::= {
SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }

This fnatching rule returns TRUE I the stored value contains the attributeDescriptor EXIENSION and I compgnents
that afe present in the presented value match the corresponding components of the stored value.

17.4 Role extensions

17.41 Requirements

The fpllowing requirement relates to roles:

— If a certificate is a role assignment certificate, a privilege verifier needs to be able to locafe the
corresponding role specification certificate that contains the specific privileges assigned to the role itself.

17.4.2 Role extensions
The fpllowing extension is defined:
— Role specification certificate identifier.

17.4.2.1 Role specification certificate identifier extension

17.4.2.1.1 Role specification certificate identifier extension definition

This gxtension may be used by an AA as a pointer to aole specification certificate that contains the assignment of
privilgges to a role. It may be present in a role assignment‘eertificate (i.e., a certificate that contains the role attrifjute).

A privilege verifier, when dealing with a role assignment certificate, needs to obtain the set of privileges of that rple in
order|to determine whether to pass or fail the verification. If the privileges were assigned to the role in a role specifigation
certificate, this extension may be used to logate\that certificate.

This gxtension is defined as follows:

roleppecCertIdentifier EXTENSION ::= ({
SYNTAX RoleSpecCertlIdentifierSyntax
IDENTIFIED BY {id-cé-roleSpecCertIdentifier} }

RolefpecCertIdentifierSyntax ::=
SEQUENCE SIZE _(l1,).MAX) OF RoleSpecCertlIdentifier

RolepPpecCertlIdentifier ::= SEQUENCE {
rolleName [0] GeneralName,
rofleCertIssuer [1] GeneralName,
rolleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
rofléCertLocator [3] GeneralNames OPTIONAL,

¥

The roleName identifies the role. This name would be the same as that in the holder component of the role specification
certificate being referenced by this extension.

The roleCertIssuer identifies the AA that issued the referenced role specification certificate.

The roleCertSerialNumber, if present, contains the serial number of the role specification certificate. Note that if the
privileges assigned to the role itself change, then a new role specification certificate would be issued to the role. Any
certificates that contain this extension, including the roleCertSerialNumber component, would then need to be
replaced by certificates that referenced the new serial number. Although this behaviour is required in some environments,
it is undesirable in many others. Typically, this component would be absent, enabling automatic updating of the privileges
assigned to the role itself, without impacting the role assignment certificates.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 109


https://standardsiso.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

The roleCertLocator, if present, contains information that can be used to locate the role specification certificate.

This extension may be present in role assignment certificates that are attribute certificates or public-key certificates issued
by AAs, including SOAs, to other AAs or to end-entity privilege holders. This extension shall not be included in
certificates that contain the SOA identifier extension.

If present, this extension can be used by a privilege verifier to locate the role specification certificate.
If this extension is not present, either:

a) other means will be used to locate the role specification certificate; or

b) mechanisms other than a role specification certificate were used to assign privileges to the role (e.g., role
privileges may be locally configured at the privilege verifier).

17.4.2.1.2 Role specification certificate ID matching rule

The rple specification certificate identifier matching rule compares for equality a presented value with an attribute|value
of tyje AttributeCertificate.

rolepBpecCertIdMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertIdentifierSyntax
iD id-mr-roleSpecCertIdMatch }

This jmatching rule returns TRUE if the stored value contains the rolespecCeftldentifier extension and if
comppnents that are present in the presented value match the corresponding compaonents of the stored value.

175 Delegation extensions

17.5.1 Requirements

The fpllowing requirements relate to the delegation of privileges:

a) End-entity privilege certificates need to be distinguishable from AA certificates, to protect againsf end-
entities establishing themselves as AAs withaut-authorization. It also needs to be possible for an AA to
limit the length of a subsequent delegationpath.

b) An AA needs to be able to specify the appropriate name space within which the delegation of priyilege
can occur. Adherence to these constraints needs to be checkable by the privilege verifier.

c) An AA needs to be able to specify the acceptable certificate policies that privilege asserters further [down
a delegation path shall use to authenticate themselves when asserting a privilege delegation by this AA.

d) A privilege verifier needs.to'be able to locate the corresponding attribute certificate for an issuer to gnsure
that the issuer had sufficient privilege to delegate the privilege in the current certificate.

e) There is a requiremént for an independent Delegation Service (DS) to issue certificates that dejegate
privileges, whilst the DS server cannot itself act as a claimant for those privileges.

f)  An independerit Delegation Service may wish to insert the name of the authority that requestqd the
privileg€ assertion to be issued.

1752  Delegationextensions

The fpllowing:extensions are defined:
a) ' basic attribute constraints;

h) dnlngnfnd name r‘nncfrninfc;

c) acceptable certificate policies;
d) authority attribute identifier;
e) indirect issuer;

f) issued on behalf of; and

g) no assertion.
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17.5.2.1 Basic attribute constraints extension

17.5.2.1.1 Basic attribute constraints extension definition

This extension indicates whether the subsequent delegation of the privileges assigned in the certificate containing this
extension is permitted. If so, a delegation path length constraint may also be specified.

This extension is defined as follows:

basicAttConstraints EXTENSION ::= ({
SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY {id-ce-basicAttConstraints} }

BasicAttConstraintsSyntax ::= SEQUENCE {

augheority——BOOLEAN-—DEFAULT—FALSE
pakhLenConstraint INTEGER(O..MAX) OPTIONAL,

}

The authority component indicates whether or not the holder is authorized to further delegate privilege. If'authqrity
is TRPE the holder is also an AA and is authorized to further delegate privilege, dependent on relevant constraipts. If
authprity is FALSE, the holder is an end entity and is not authorized to delegate the privilege.

The gathLenConstraint component is meaningful only if authority is set to TRUE. It gives'the maximum nyimber
of AA certificates that may follow this certificate in a delegation path. Value 0 indicatesdhat’the holder/subject ¢f this
certificate may issue certificates only to end entities and not to AAs. If N0 pathLenConstraint component appdars in
any certificate of a delegation path, there is no limit to the allowed length of the delegation path. Note that the congtraint
takes ffect beginning with the next certificate in the path. The constraint controls the iumber of AA certificates befween

mber of AA certificates in the delegation path between the SOAftrust anchor and the certificate containing this
extension. Therefore, the length of a complete delegation path may exceed the maximum length of the segment
constfained by this extension. The constraint controls the number ofsAA certificates between the AA certificate contgining
the cqnstraint and the end-entity certificate. Therefore, the total length of this segment of the path may exceed the|value
of thg constraint by as many as two certificates. (This includes'the certificates at the two endpoints of the segmentt plus
the AJA certificates between the two endpoints that are constrained by the value of this extension.)

This g¢xtension may be present in attribute certificates or\public-key certificates issued by AAs, including SOAs, to other
AAs 0r to end entities. This extension shall not be inCluded in certificates that contain the SOA identifier extensior].

If thig extension is present in an attribute certificate, and authority is TRUE, the holder is authorized to issue subsgquent
attriblyite certificates delegating the contained privileges to other entities, but not public-key certificates.

If thig extension is present in a public-key certificate, and if the basicConstraints extension indicates that the spibject
is alsp a CA, the subject is authorized,to issue subsequent public-key certificates that delegate these privileges to|other
entitigs, but not attribute certificates. If a path length constraint is included, the subject may only delegate withjn the
interspction of the constraint specified in this extension and any specified in the basicConstraints extension. |f this
extension is present in a pullic-key certificate but the basicConstraints extension is absent, or indicates thiat the
subjet is an end entity,-the)subject is not authorized to delegate the privileges.

This gxtension may,‘atthe option of the certificate issuer, be either flagged as critical or as non-critical. It is recommpnded
that i be flaggee-critical, otherwise a holder that is not authorized to be an AA may issue certificates and the priyilege
verifier may unwittingly use such a certificate.

If thig extension is present and is flagged as critical, then:

- if the value of authori ty isnot-set to TRUE,—then the dnlngnrnd attribute shall not be used to further

delegate;

— ifthe value of authority is set to TRUE and pathLenConstraint is present, then the privilege verifier
shall check that the delegation path being processed is consistent with the value of pathLenConstraint.

If this extension is present, flagged as non-critical, and is not recognized by the privilege verifier, then that entity should
use other means to determine if the delegated attributes may be used to further delegate.

If this extension is not present, or if the extension is present with an empty SEQUENCE value, the holder is constrained to
being only an end entity and not an attribute authority and no delegation of the privileges contained in the attribute
certificate is permitted by the holder.
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17.5.2.1.2 Basic attribute constraints matching rule

The basic attribute constraints matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

basicAttConstraintsMatch MATCHING-RULE ::= {
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

This matching rule returns TRUE if the stored value contains the basicAttConstraints extension and if components
that are present in the presented value match the corresponding components of the stored value.

17.5.2.2 Delegated name constraints extension

L W W N | +apel dreotiod 4 H lafiaie:
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The delegated name constraints extension indicates a name space within which all holder names in subsequent certiilicates
in a delegation path need to be located.

This gxtension is defined as follows:

deleggatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

This pxtension is processed in the same manner as the nameConstraints extensiof for public-key certificafes. If
permfi ttedSubtrees is present, of all the attribute certificates issued by the holder”AA and subsequent AAs |n the
delegption path, only those attribute certificates with holder names within “these subtrees are acceptabje. If
exclpdedSubtrees iS present, any attribute certificate issued by the holder AA or subsequent AAs in the delegation
path |that has a holder name within these subtrees is unacceptable. If both permittedSubtreej and
exclpidedSubtrees are present and the name spaces overlap, the excldsion statement takes precedence.

This ¢xtension may be present in attribute certificates or public-key.eertificates issued by AAs, including SOAs, toother
AAs. | This extension shall not be included in certificates issued,to end-entities or certificates that contain the| SOA
identiffier extension.

If thid extension is present in a public-key certificate, and if the nameConstraints extension is also present, the spibject
may pnly delegate within the intersection of the censtraint specified in this extension and that specified in the
namefonstraints extension.

This ¢xtension may, at the option of the attribute* certificate issuer, be either flagged as critical or as non-critical. It is
reconimended that it be flagged as critical,(otherwise an attribute relying party may not check that subsequent attfibute
certificates in a delegation path are located in the name space intended by the issuing AA.

17.5.2.2.2 Delegated name constraints matching rule

The delegated name constraintssmatching rule compares for equality a presented value with an attribute value of type
AttrjibuteCertificate

delegyjatedNameConstrxaintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax
ID id-mp-delegatedNameConstraintsMatch }

This matching-xule returns TRUE if the stored value contains the attributeNameConstraints extension and if
comppnents\that are present in the presented value match the corresponding components of the stored value.

17.5.2 3~ Acceptable certificate paolicies extension

17.5.2.3.1 Acceptable certificate policies extension definition

The acceptable certificate policies extension is used, in delegation with attribute certificates, to control the acceptable
certificate policies under which the public-key certificates for subsequent holders in a delegation path need to have been
issued. By enumerating a set of policies in this extension, an AA is requiring that subsequent issuers in a delegation path
only delegate the contained privileges to holders that have public-key certificates issued under one or more of the
enumerated certificate policies. The policies listed here are not policies under which the attribute certificate was issued,
but policies under which acceptable public-key certificates for subsequent holders need to have been issued.

This extension is defined as follows:

acceptableCertPolicies EXTENSION ::= ({
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SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId

CertPolicyId ::= OBJECT IDENTIFIER

This extension may only be present in attribute certificates issued by AAs, including SOAs, to other AAs. This extension
shall not be included in end-entity attribute certificates or in any public-key certificates. In the case of delegation using
public-key certificates, this same functionality is provided by the certificatePolicies and other related extensions.

If present, this extension shall be flagged as critical.

If this extensmn is present and the pnwlege verlfler understands it, the verlfler shaII ensure that aII subsequent pr|V|Iege
asserte 3 ath-o 3 wth—o , 3 erated

invalid.

The acceptable certificate policies matching rule compares for equality a presented value with anvattribute value of type
AttrjibuteCertificate.

acceptableCertPoliciesMatch MATCHING-RULE ::= {
SYNTAX AcceptableCertPoliciesSyntax
iD id-mr-acceptableCertPoliciesMatch }

This jmatching rule returns TRUE if the stored value contains the acceptableCertPolicies extension and if
comppnents that are present in the presented value match the corresponding €¢emponents of the stored value.

17.5.2.4 Authority attribute identifier extension

17.5.2.4.1 Authority attribute identifier extension definition

In priyvilege delegation, an AA that delegates privileges shallsitself have at least the same privilege and the authofity to
deleggpte that privilege. An AA that is delegating privilege te:another AA or to an end entity may place this extensfon in
the AA or end-entity certificate that it issues. The extensiah is a back pointer to the certificate in which the issuer pf the
certifijcate containing the extension was assigned its corresponding privilege. The extension can be used by a priyilege
verifigr to ensure that the issuing AA had sufficient privilege to be able to delegate to the holder of the certificate
contalning this extension.

This ¢xtension is defined as follows:
authprityAttributeIdentifierSEXTENSION ::= ({

SYNTAX AuthorityAttributelIdentifierSyntax

IDENTIFIED BY {id-ce-authorityAttributeIdentifier} }
AuthprityAttributeIdentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttId

AuthpttId ::= IssuerSerial

A certificate that contains this extension may include the delegation of multiple privileges to the certificate holder.|If the
assignpment of those privileges to the AA that issued this certificate was done in more than one certificate, thep this
extension weuld include more than one pointer.

This xxtension may be present in attribute certificates or public-key certificates issued by AAs to other AAs or t¢ end-
entity i i ifi i i i ifi
that contain the SOA |dent|f|er extension.

This extension shall always be flagged as non-critical.

17.5.2.4.2 AA identifier matching rule

The authority attribute identifier matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

authAttIdMatch MATCHING-RULE ::= {

SYNTAX AuthorityAttributeIdentifierSyntax
ID id-mr-authAttIdMatch }
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This matching rule returns TRUE if the stored value contains the authorityAttributeIdentifier extension and if
components that are present in the presented value match the corresponding components of the stored value.

17.5.2.5 Indirect issuer extension

In some environments, privilege may be delegated indirectly. In such cases, the delegator requests that a DS server issue
a certificate delegating privilege on their behalf to another entity. The indirect issuer extension is used in either an attribute
certificate or a public-key certificate issued to a DS server by an SOA. Presence of this extension means that the subject
AA (the DS server) is authorized by that SOA to act as a proxy and issue certificates that delegate privilege, on behalf of
other delegators.

indirectIssuer EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-indirectTIssuer }

This ¢xtension shall always be flagged as non-critical.

17.5.2.6 Issued on behalf of extension

This gxtension is inserted into an attribute certificate by an indirect issuer (DS server). It indicates<the AA that has
requepted the DS server to issue the attribute certificate, and allows the delegation chain to be constructed and valiglated.

issupdOnBehalfOf EXTENSION ::= {
SYNTAX GeneralName
IDENTIFIED BY id-ce-issuedOnBehalfOf }

The deneralName is the name of the AA who has asked the indirect issuer (DS server) to issue this attribute certificate.

The igsuer of this attribute certificate must have been granted the privilege to issue ACs on behalf of other AAs jby an
SOA |through the IndirectIssuer extension in its attribute certificate.

This é¢xtension may be flagged as critical or as non-critical as necessary, to ensure delegation path validation.

17.5.2.7 No assertion extension

If pregent, this extension indicates that the attribute certificate helder cannot assert the privileges indicated in the attrjbutes
of thq attribute certificate. This extension can only be inserted into AA attribute certificates, and not into end-entity
attribyite certificates. If present, this extension shall alwaysbe flagged as critical.

noAsgertion EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noAssertion\}

17.6 Recognition of authority:extensions

17.6.1 Requirements

The fpllowing requirementsirelate to recognition of authority:

a) the local-SOA may wish to specify how attributes assigned in a remote domain are mapped into| roles
knowmtoarelying parties in the local domain;

b) thelocal SOA may want to constrain which privilege attributes a remote SOA is trusted to assign to which
entities;

¢)\ "the local SOA may need to be able to constrain the name forms and name spaces within which a remote
SOA can assign privilege attributes to users.

17.6.2  ROA extensions

The following extensions are defined:
a) Allowed attribute assignments;
b) Attribute mappings;
¢) Holder name constraints.
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17.6.2.1 Allowed attribute assignments extension

This extension says which privilege attributes a remote domain SOA is trusted to issue to whom.

allowedAttributeAssignments EXTENSION ::= ({
SYNTAX AllowedAttributeAssignments
IDENTIFIED BY id-ce-allowedAttributeAssignments }

AllowedAttributeAssignments ::= SET OF SEQUENCE {
attributes [0] SET OF CHOICE {
attributeType [0] AttributeType,
attributeTypeandValues [1] Attribute{{SupportedAttributes}},
. },
holderDomain [1] GeneralName,
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allowed attribute assignment comprises a set of attribute types and/or values, together with the name space
s the holder domain. Of the name forms available through the GeneralName type, only those name fonms tha
-defined hierarchical structure may be used for the holder domain. The value that is specified for the¢-holder d
the superior node of a subtree within which all the holder names must fall.

e allowed attributes specified in this extension should also be specified in the attributes component of the att
cate. If an attribute is specified in this extension, but it is not in the attributes component, then it is ignored
trusted). If an attribute is in the attributes component, but not in this extension, thendristrusted and has no fi
aints on the holders to which it can be issued (other than that which might optionally be specified in the
aints extension).

extension is present, it shall be flagged as critical.

.2 Attribute mappings extension

xtension says how the attributes in the remote, trusted domain map into attributes in the local domain.

ibuteMappings EXTENSION ::= ({

SYNTAX AttributeMappings
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ENTIFIED BY id-ce-attributeMappings }

ibuteMappings ::= SET OF CHOICE ({

beMappings [0] SEQUENCE ({

local [0] AttributeType,

Femote [1] AttributeType,

..},

peValueMappings [1] SEQUENCE-/{

Local [0] AttributeTypeAndValue,
remote [1] ,AttributeTypeAndValue,
}}

ribute mapping can be at the type or value level.

blent attribute value in the local domain.

DTE 1 — Attributé.value mappings may have a many-to-many relationship.

attribute.mapping is at the attribute type level, all the values assigned in the remote domain must alreal
s5tood by, and have an equal value in, the local domain.

DTE.2— This attribute mapping is a one-to-one mapping.
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17.6.2.3 Holder name constraints extension

This extension constrains the name forms and name spaces in which a subordinate AA or a remote SOA and its
subordinate AAs can issue attribute certificates.

This extension indicates that constraints are being placed on the name forms and name spaces of all name forms in attribute
certificates issued by this AA and all subsequent AAs in the attribute certificate chain. If this extension is absent from all
attribute certificates in an attribute certificate chain, then no constraints are placed on any name spaces in the attribute
certificate chain. If this extension is present in an attribute certificate, then constraints are automatically placed on the
name spaces of every name form in the attribute certificate chain from this point onwards, regardless of whether the name
form is explicitly included in the extension or not, i.e., the default constraint on each name form excludes the entire name

space
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NOTE — Because there can be an unbounded set of registeredID name forms, then it is not possible for new name forms to be
unconstrained once this extension is present, without the name form being explicitly included in this extension via a permitted
subtree.

This extension is defined as follows:

holderNameConstraints EXTENSION ::= {
SYNTAX HolderNameConstraintsSyntax
IDENTIFIED BY id-ce-holderNameConstraints }

HolderNameConstraintsSyntax ::= SEQUENCE ({
permittedSubtrees [0] GeneralSubtrees,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,

}
GenekalSubtrees ::= SEQUENCE SIZE (l1..MAX) OF GeneralSubtree
GenekalSubtree ::= SEQUENCE {
bage GeneralName,

mipimum [0] BaseDistance DEFAULT O,
makimum [1] BaseDistance OPTIONAL,
}

BasePistance ::= INTEGER (0. .MAX)

The dermittedSubtrees and excludedSubtrees components each specify one @ more naming subtrees of ¢ne or
more pame forms. Each subtree is defined by the name of the root of the subtree, i.e..thebase component, and, optignally,
withif that subtree, an area that is bounded by upper and/or lower levels.

An empty distinguished name sequence is equivalent to a wildcard and meansthat all DNs fall within the subtree.

The minimum component specifies the upper bound of the area within the'subtree. All names whose final name component
is abgve the level specified are not contained within the area. A value 6fminimum equal to zero (the default) corresponds
to thelbase, i.e., the top node of the subtree. For example, if minimum is set to one, then the naming subtree excludes the
base mode but includes subordinate nodes.

taximum component specifies the lower bound of the-area within the subtree. All names whose last comporent is
the level specified are not contained within the area”A value of maximum 0f zero corresponds to the base, i.p., the
top of the subtree. An absent maximum component indicates that no lower limit should be imposed on the area within the
subtrge. For example, if maximum is set to one, then the naming subtree excludes all nodes except the subtree base gnd its

dermittedSubtrees component is-used to reduce the constraints placed on the name spaces of one or more[name
formg. Since the entire name space of.each form is automatically fully excluded when this extension appears in gn AA
certificate, the permittedSubtrees)component describes the name space(s) that is(are) permitted. If an entire jname
space|of a particular name form_is\te be permitted, this is achieved by setting the base component to the root of thejname

The pptional excludedSubtrees component is used to exclude one or more subordinate subtrees fror:r the

itted,
but thHe subtrees C=GB, O=XYZ and C=GB, O=ABC are not permitted, then the permittedSubtrees will be|set to
B and the.excludedSubtrees Will be set to C=GB, O=XYZ and C=GB, O=ABC. If the excludedSubtreges is
preseft and_its® name spaces overlap with the permittedSubtrees, the excludedSubtrees statement |takes

Ra A HRSEgHeRta ioutecertificatesinadelegationpath-shal-beloeatedirthe permited-Aamesp3 ESfOT
the attribute certificates to be acceptable. When a certificate holder has multiple names of the same name form then all
such names shall be located in the permitted name space of that name form for the certificate to be acceptable. When a
certificate holder has multiple names in different name forms, each name shall be located in the permitted name space of
that name form for the certificate to be acceptable.

Of the name forms available through the GeneralName type, only those name forms that have a well-defined hierarchical
structure may be used in these components.

The directoryName name form satisfies this requirement; when using this name form, a naming subtree corresponds to
a DIT subtree. An attribute certificate is considered subordinate to the base (and therefore a candidate to be within the
subtree) if the sequence of RDNs, which forms the full distinguished name in base, matches the initial sequence of the
same number of RDNs which forms the first part of the distinguished name of the holder of the attribute certificate.
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The distinguished name of the holder of the certificate may have additional trailing RDNs in its sequence that do not
appear in the distinguished name in base. The distinguishedNameMatch matching rule is used to compare the value
of base with the initial sequence of RDNs in the distinguished name of the subject of the certificate.

Conformant implementations are not required to recognize all possible name forms. If a privilege verifier does not
recognize a name form used in any base component, and

—  that name form also occurs in the holder component of a subsequent attribute certificate in the chain,
then that attribute certificate shall be handled as if an unrecognized critical extension had been encountered;

or

— that name form does not occur in the holder component of a subsequent attribute certificate in the chain,

then this name form can be ignored.
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cate in the chain from that in which this extension appeared, but that name form does not occur inany
bnent of this extension, then that attribute certificate shall be rejected.

xtension shall always be flagged as critical.

ilege verifier shall check that the attribute certification path being processed is within the constraints specif
lue in this extension.

4 Relationship of delegated name constraints to holder name constraints

delegatedNameConstraints extension described in clause 17.5.2.2 has)'the same semantics a

ained. The holderNameConstraints extension on the other hand, whilst iaving the same syntax, has the op

cate, then the excluded name spaces are the union of the excluded.name spaces from both extensions, whi
ed name spaces are the intersection of the name spaces from both'extensions.

Use of alternative digital signature algorithm.and digital signature extensions
Introduction

Suitable set of cryptographic algorithms. The following cryptographic algorithm and digital signature extensio
d for that purpose:

a) alternative digital signature algorithm extension; and
b) alternative signature valuge-extension.

extensions may be included in both AA certificates and attribute certificates. Alternative digital signature algqg
bion and alternative signature value extension may also be used as ACRL extensions.

Use of alternative Signature algorithm extension
bion may alsabe used for attribute certificates and ACRLSs.

catecahd"ACRLSs, respectively.
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rocedure-specified in clause 9.8.3 shall be followed by replacing public-key certificate and CRL with attyibute

17.7.3

Use of alternative cignnfl e value extension

Alternative signature value extension is defined in clause 9.8.4 for use for public-key certificates and CRLs. This
extension may also be used for attribute certificates and ACRLSs.

The procedure specified in clause 9.8.3 shall be followed by replacing public-key certificate and CRL with attribute
certificate and ACRLs, respectively. The last paragraph shall be changed to:

The procedures for creating and validating alternative digital signatures are specified in:

©

—  clause 14.3 for attribute certificates and;
—  clause 14.5.3 for ACRLs.
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18 Delegation path processing procedure

Delegation path processing is carried out by a privilege verifier. The path processing rules for attribute certificates are
somewhat analogous to those for public-key certificates.

Other components of the path processing that are not addressed in this clause include verification of certificate signatures,
validation of certificate validity periods, etc.

For delegation paths consisting of a single certificate (i.e., the privileges were assigned directly to the privilege asserter
by the SOA), only the basic procedure, as described in clause 18.1 below is required, unless the privilege is assigned to a
role. In that case, if the privilege verifier is not configured with the specific privileges of the role, it may need to obtain
the role specification certificate that assigns the specific privileges to the role as described in clause 18.2 below. If the
pr|V|Iege asserter was delegated its privilege by an mtermedlary AA, then the delegatlon path procedure i in clause 18. 3 is

procefure are done prior to the determmatlon of whether or not the asserted privileges are suff|C|ent for the context pf use
within the basic procedure.

18.1 Basic processing procedure

The sjgnature on every certificate in the path shall be verified. Procedures related to validating sighatures and public-key
certificates are not repeated in this clause. The privilege verifier shall verify the identity of every-entity in the path,|using
the procedures of clause 12. Note that checking the signature on an attribute certificate necessarily involves checking the
referdnced public-key certificate for its validity. Where privileges are assigned using attributecertificates, path procgssing
enginps will need to consider elements of both the PMI and the PKI in the course of determining the ultimate validity of
a prifilege asserter's attribute certificate. Not all attribute certificate issuers need have public-key certificates issyed by
the sgme trust anchor CA (or one of its subordinate CAs), in which case multiple:RKI certification paths will need to be
followed. Once that validity has been confirmed, the privileges contained indhat Certificate may be used depending on a

The qontext of use shall determine if the privilege holder actually intended to assert the contained privilege for us¢ with
that cpntext. The fact that a chain of certificates to a trusted SOAZexists is not in itself enough upon which to make this
determination. The willingness of the privilege holder to usé.that certificate has to be clearly indicated and vefified.

are olitside the scope of this Specification. As an examplé; such a privilege assertion may be verifiable if the priyilege
holdef signed a reference to that certificate, thereby indicating their willingness to use that certificate for that contejxt.

For epch attribute certificate in the path that does-not contain the noRevavail extension, the privilege verifiel shall
ensurg that the attribute certificate has not heénrevoked.

The grivilege verifier shall ensure that the asserted privilege is valid for the time called "time of evaluation" whigh can
be dope for any time, i.e., the current-fime of checking or any time in the past. In the context of an access control sefrvice,
the checking is always done for the'present time. However, in the context of non-repudiation, the checking can bg done
for a fime in the past or the currenttime. When certificates are validated, the privilege verifier shall ensure that the time
of evgluation falls within all-the/validity periods of all the certificates used in the path. Also, if any of the certificgtes in
the pgth contain the timeSpé&cification extension, the constraints placed over the times the privilege can be asperted
need fo also allow the grivilege assertion to be valid at the time of evaluation.

If the|] targetingInformation extension is present in the certificate used to assert a privilege, the privilege verifier
shall ¢heck that‘the 'server/service for which it is verifying is included in the list of targets.

If the|singleUse extension that is present in the attribute certificate is used to assert a privilege, the privilege verifier
shall ¢heek that the attribute certificate has not been asserted prior to the current use.

If the attribute certificate is a role assignment certificate, the processing procedure described in clause 18.2 is needed to
ensure that the appropriate privileges are identified. If the privilege was delegated to the entity rather than assigned directly
by the SOA trusted by the privilege verifier, the processing procedure described in clause 18.3 is needed to ensure that
delegation was done properly.

The privilege verifier shall also determine whether or not the privileges being asserted are sufficient for the context of
use. The privilege policy establishes the rules for making this determination and includes the specification of any
environmental variables that need to be considered. The privileges asserted, including those resulting from the role
procedure in clause 18.2 and the delegation procedure in clause 18.3 and any relevant environmental variables (e.g., time
of day or current account balance) are compared against the privilege policy to determine whether or not they are sufficient
for the context of use. If the acceptablePrivilegePolicies extension is present, the privilege assertion can only
succeed if the privilege policy the privilege verifier is comparing against is one of those contained in this extension.
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If the comparison succeeds, any relevant user notices are provided to the privilege verifier.

18.2 Role processing procedure

If the asserted certificate is a role assignment certificate, the privilege verifier shall obtain the specific privileges assigned
to that role. The name of the role to which the privilege asserter is assigned is contained in the role attribute of the
certificate. The privilege verifier, if not already configured with the privileges of the named role, may need to locate the
role specification certificate that assigns the privileges to that role. Information in the role attribute and in the
roleSpecCertIdentifier extension may be used to locate that certificate.

The privileges assigned to the role are implicitly assigned to the privilege asserter and are therefore included among the
asserted privileges that are compared against the privilege policy in the basic procedure in clause 18.1 to determine
whether or not the asserted privileges are sufficient for the context of use.

18.3 Delegation processing procedure

If the|privileges asserted are delegated to the privilege asserter by an intermediary AA, the privilege verifier shall gnsure
that the path is a valid delegation path, by ensuring that:

— each AA that issued a certificate in the delegation path was authorized to do so;
— each certificate in the delegation path is valid with respect to path and name constraints imposed on(i

— each entity in the delegation path is authenticated with a public-key certificate that is valid accordjng to
any imposed policy constraints;

—

— no AA delegation privilege is greater than the privilege held by that AA.

In complex delegation-of-authority scenarios, where the delegations form & directed graph, with multiple trusted root
SOAq, it is possible for an AA to combine the privilege attributes it holds in two or more ACs and to delegate a
combjnation of these attributes to a subordinate in a single, delegated attribute certificate. Validating these split delegation
paths|in directed graphs is much more complex than validating a simple*path through a hierarchical tree of ACs that lead
from p single root SOA. Implementations need to consider carefully~whether to allow directed graph type delegatipns or
to linit delegations to a simple tree structure.

Prior to commencing delegation path validation, the privilege verifier shall obtain the following. Any of these may be
provifled by the privilege asserter, or obtained by the ptivilege verifier from another source, such as the Directory. The
attribyites of the service may be provided to the privilege verifier in a structured document or by other means.

—  Established trust in the public verification key used to validate the trusted SOA's signature. This trust can
either be established through out-of-band means or through a public-key certificate issued to the SQA by
a CA in which the privilege. verifier already has established trust. Such a certificate would contajn the
sOAIdentifier extension.

— The privilege assertér'sprivilege, encoded in their attribute certificate or subject directory attr|butes
extension of their public-key certificate.

—  Delegation path.of certificates from the privilege asserter to the trusted SOA.

—  Dominatign-rule for the privilege being asserted; this may be obtained from the attribute descriptor issued
by the SOA responsible for the attribute in question or it may be obtained through out-of-band meafs.

—  Privijege policy; this may be obtained from a directory or from some out-of-band means.
— _Environmental variables, including for example, current date/time, current account balance, etc.

An inpplementation shall be functionally equivalent to the external behaviour resulting from this procedure; however, the
algo:Tthm used by a particular implementation to derive the correct output(s) from the given inputs is not standardiged.

In the case where attribute certificates are issued by an indirect issuer (DS), which does not have a full set of privileges
directly assigned to it, the privilege verifier should fully validate the delegation chain as follows:

i) Starting with the end-entity attribute certificate, the privilege verifier extracts the issuer name and the
issuedOnBehalfOf name.

ii) The privilege verifier retrieves the attribute certificate of the issuer and validates that the issuer is an
indirect issuer of the SOA (i.e., has the indirectIssuer extension).

iii) The privilege verifier retrieves the attribute certificate of the issuedonBehalfof AA and validates that
the AA has a superset of the privilege attributes issued to the end entity.

However, in order to aid path determination and validation, certificates may contain the authority information access and
authority key identifier extensions, whose usage is described in clause 18.3.1 below.
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The privilege verifier recurses to step ii) using the attribute certificate of the AA, and thereby moves up the chain until it
arrives at the attribute certificate of an AA that is issued by the SOA.

18.3.1  Verify integrity of domination rule

The domination rule is associated with the privilege being delegated. The syntax and method for obtaining the domination
rule is not standardized. However, the integrity of the retrieved domination rule can be verified. The attribute descriptor
certificate issued by the SOA responsible for the attribute being delegated may contain a HASH of the domination rule.
The privilege verifier may reproduce the HASH function on the retrieved copy of the domination rule and compare the
two hashes. If they are identical, the privilege verifier has the accurate domination rule.

18.3.2  Establish valid delegation path

The privilege verifier shall find the delegation path and obtain certificates for every entity in the path. The delegation path
extenfls from the direct privilege asserter to the SOA. Each intermediary certificate in the delegation path shall-cntain
the basicAttConstraints extension with the authority component set to TRUE. The issuer of each certificate, shall be
ame as the holder/subject of the certificate which is adjacent to it in the delegation) path.| The
authprityAttributeIdentifier extension is used to identify the certificate(s) of the issuer of the current cert11ficate

icates
issuer of the current certificate in the delegation path, as described in clause{18/3.2.1 below| The
authprityKeyIdentifier extension may be used to locate and identify the public key of‘the issuer of the cprrent
certificate in the delegation path, as described in clause 18.3.2.2 below. The number of certificates in the path fronp each
entity] to the direct privilege asserter (inclusive) shall not exceed the value of the pathLenConstraint value jn the
entity]s basicAttConstraints extension by more than 2. This is because the pathlienConstraint limits the nimber
of intermediary certificates between the two endpoints (i.e., the certificate containing the constraint and the end+entity
certificate) so the maximum length is the value of that constraint plus the certificates that are the endpoints.

If delegatedNameConstraints extension is present in any of the certifieates in the delegation path, the constraints are
procepsed in the same way as the nameConstraints extension is processed'in the certification path processing prodedure
in clafise 12.

If thel acceptableCertPolicies extension is present in any of the certificates in the delegation path, the priyilege
verifigr shall ensure that the authentication of each subsequent.entity in the delegation path is done with a public-key
certificate that contains at least one of the acceptable policies:

18.3.2.1 Use of authority information access extension

IA extension indicates how to access infoermation and services for the issuer of the certificate in which the extgnsion
appedrs. In the context of attribute certificates, it is used to point to information about the AA that issued the attribute

Each gntry in the sequence KuthorityInfoAccessSyntax describes the format and location of additional information
ifled by the AA that:isstued the attribute certificate in which this extension appears. The type and format pf the
ional information{is)Specified by the AccessMethod component; the accessLocation component specifips the
locatipn of this additional information. The retrieval mechanism may be implied by the accessMethod or specifled by
accepsLocati©on.

In an pttribute certificate, the id-ad-caIssuers OID is used when the additional information lists ACs that were {ssued
to and used by the AA to issue the attribute certificate containing this extension. The referenced attribute certifidate(s)
is/arelintended to aid relying parties in the selection of an attribute certification path that terminates at a point (SOA or
AA) trusted by the relying party.

When the id-ad-caIssuers OID appears as an accessMethod component, the accessLocation component
describes the referenced description server and the access protocol to obtain the referenced ACs. The accessLocation
component is defined as a GeneralName, Which can take several forms. Where the information is available via HTTP,
FTP, or LDAP, accessLocation should be a uniformResourceIdentifier.

The LDAP URI should specify a distinguishedName and an attribute and may specify a host name, for example:
Idap://1dap.example.com/cn=Some%20Manager,dc=example,dc=com?attributeCertificate Attribute;binary

Omitting the host name (e.g., ldap:///cn=Some%20Manager,dc=example,dc=com?attributeCertificate Attribute;binary)
has the effect of specifying the use of whatever LDAP server is locally configured. The URI should list the appropriate
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attribute description for the attribute holding DER encoded ACs. Note that in LDAP it is generally not possible to specify
the exact set of ACs that were used to issue the attribute certificate containing this extension, but rather the
accessLocation points to all the ACs belonging to the issuer of the attribute certificate containing this extension.

The ftp and http URIs should specify either the single DER encoded attribute certificate that was used to issue the attribute
certificate containing this extension, or a filestore directory containing the set of ACs belonging to the issuer of the
attribute certificate containing this extension. Individual DER encoded attribute certificates should have a file name
ending in .ace, for example:

http://www.example.com/ACs/dc=com/dc=example/cn=Some%20Manager/leader.ace
The filestore directory containing the complete set of ACs for the same entity might be:

ftp://lwww.example.com/ACs/dc=com/dc=example/cn=Some%20Manager/

Wherg the information is available via the Directory Access Protocol (DAP), accessLocation should|be a
direftoryName. The entry for that directoryName contains AA ACs in the attributeCertificateAttribute
attribyite. When the information is available via electronic mail accessLocation should be an rfc822Namd. The
semaltics of other caIssuers accessLocation hame forms are not defined.

18.3.2.2 Use of authority key identifier

The AKI is used to identify the public key to be used to verify the signature on the attribate certificate in whigh this
extension occurs. It is recommended that the authorityCertIssuéxr’, component and| the
authprityCertSerialNumber componentare used together to identify and optionaly,locate the public-key certificate
of the attribute certificate issuer as follows. The GeneralNames of the authorityCertIssuer component shotild be
used o name the CA which issued the public-key certificate and also to optionally identify where the public-key certificate
can be found when it is available via http, ftp, or Idap. In the latter case; one of the GeneralNames should be a
unifprmResourceIdentifier as specified in clause 18.3.2.1, and should,point to either the LDAP entry holding the
publi¢ key-certificate or the filestore directory holding the public-key cértificate or the actual file containing the ppblic-
key certificate of the attribute certificate issuer. The authorityCertSerialNumber component is used to specify the
serialfnumber of the specific public-key certificate to be used, from.the possible set of public-key certificates isslied to
the atfribute certificate issuer.

18.3.3  Verify privilege delegation

No d¢legator can delegate privilege that is greater than the privilege they own. The domination rule in the attfibute
descriptor attribute provides the rules for when a given value is 'less than' another value for the attribute being delefjated.

For egch certificate in the delegation path, incliding the direct privilege asserter's certificate, the privilege verifieq shall
ensurg that the delegator was authorized to delegate the privilege they own and that the privilege delegated was not greater
than the privilege owned.

For eqch of these certificates, the privilege verifier shall compare the delegated privilege with the privilege owned by that
deleggtor, in accordance with the domination rule for the privilege. The privilege owned by the delegator is obtained from
the adjacent certificate in the delegation path, as described in clause 18.2. The comparison of the two privileges ig done
based on the domination ruleZdiscussed in clause 18.3.1.

18.3.4 Pass/fail determination

Assuining that a-valid delegation path is established, the privileges of the direct privilege asserter are provided as|input
for the comparison against the privilege policy as discussed in clause 18.1 to determine whether or not the direct priyilege
asserter hastsufficient privilege for the context of use.

19 PMI directory schema

This clause defines the directory schema elements used to represent PMI information in the Directory. It includes
specification of relevant object classes, attributes and attribute value matching rules.

19.1 PMI directory object classes

This subclause defines object class definitions for representing PMI objects in the Directory.
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19.1.1  PMI user object class

The PMI user object class is used in defining entries for objects that may be the holder of attribute certificates.

pmiUser OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser }

19.1.2 PMI AA object class

The PMI AA object class is used in defining entries for objects that act as attribute authorities.

Pmi = O = I _AA
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
eeAttrCertificateRevocationlList |
attributeAuthorityRevocationList}

iDp id-oc-pmiAA }

19.1.3 PMI SOA object class

The AMI SOA object class is used in defining entries for objects that act as sources of authority. Note that if the pbject

was authorized to act as an SOA through issuance of a public-key certificate contairfiingthe soATIdentifier exte

a directory entry representing that object would also contain the pkica object class.

pmiSPA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationlist .|
eeAttrCertificateRevocationlList |
attributeAuthorityRevocationList
attributeDescriptorCertificate}

D id-oc-pmiSOA }

19.1.4  Attribute certificate CRL distribution point'object class

The gttribute certificate CRL distribution point sbject class is used in defining entries for objects that contain att

certif
crlD

i stributionPoint structural object.class when instantiating entries. Since the certificateRevocatior

hsion,

Fibute

cate and/or attribute authority revocation.list segments. This auxiliary class is intended to be combined with the

List

and authorityRevocationList attributes are optional in that class, it is possible to create entries which contain, for

example, only an attribute authority/revocation list or entries which contain revocation lists of multiple types, depg)
on the requirements.
attCprtCRLDistributiofiPt’ OBJECT-CLASS ::= {

SUECLASS OF {top}

KIND auxiliary

MA|

ID

19.14

¥ CONTAIN J{attributeCertificateRevocationList |
eeAttrCertificateRevocationlList |
attributeAuthorityRevocationList}
id-oc-attCertCRLDistributionPts }

PMI delegation path object class

hding

The PMI delegation path object class is used in defining entries for objects that may contain delegation paths. It will
generally be used in conjunction with entries of structural object class pmiaa.

pmiDelegationPath OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {delegationPath}

ID

122

id-oc-pmiDelegationPath }
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19.1.6  Privilege policy object class

The privilege policy object class is used in defining entries for objects that contain privilege policy information.

privilegePolicy OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN ({privPolicy}
ID id-oc-privilegePolicy }

19.1.7  Protected privilege policy object class

The protected privilege policy object class is used in defining entries for objects that contain privilege policies protected
within attribute certificates.

protectedPrivilegePolicy OBJECT-CLASS ::= ({
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {protPrivPolicy}
iD id-oc-protectedPrivilegePolicy }

19.2 PMI directory attributes
This gubclause defines directory attributes used to store PMI data in directory entries.

19.2.] Attribute certificate attribute

The fpllowing attribute contains end-entity attribute certificates issued to a specific holder and is stored in the dirgctory
entry jof that holder.

attriibuteCertificateAttribute ATTRIBUTE ::= {
WIH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeCertificate }

19.2.7 AA certificate attribute

The fpllowing attribute contains attribute certificates issuedto an AA and is stored in the directory entry of the holder AA.

aACektificate ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-aACertificate }

19.2.3  Attribute descriptor certificate attribute

The following attribute contains-attribute certificates issued by an SOA that contain the attributeDescriptor
extension. These attribute certificates contain the valid syntax and domination rule specification of privilege attr|butes
and ig stored in the directery entry of the issuing SOA.

attrjibuteDescriptorCertificate ATTRIBUTE ::= ({
WIH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeDescriptorCertificate }

19.2.4 Attribute certificate revocation list attribute

The following attribute contains a list of revoked attribute certificates. These lists may be stored in the directory entry of
the issuing authority, or other directory entry (e.g., a distribution point).

attributeCertificateRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelistExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"AttrCertificateRevocationList"}
LDAP-DESC "X.509 Attr certificate revocation list"
ID id-at-attributeCertificateRevocationList }
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19.2.5 End-entity attribute certificate revocation list attribute type

A value of the following attribute type contains a list of revoked end-entity attribute certificates.

eeAttrCertificateRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"EEAttrCertificateRevocationList"}
LDAP-DESC "X.509 EEAttr certificate revocation list"
ID id-at-eeAttrCertificateRevocationList }

19.2.6  AA certificate revocation list attribute

The f*\lln\nling attribute contains—a-list of revoked attribute certificates-issued-to-AAs—These lists may be stored-in the
directiory entry of the issuing authority or other directory entry (e.g., a distribution point).

attrjibuteAuthorityRevocationList ATTRIBUTE ::= {
WIH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"AACertificateRevocationList"}
LDAP-DESC "X.509 AA certificate revocation list"
iD id-at-attributeAuthorityRevocationList }

19.2.1 Delegation path attribute

The delegation path attribute contains delegation paths, each consisting of a sequence of attribute certificates.

deleggationPath ATTRIBUTE ::= ({
WI'H SYNTAX AttCertPath
iD id-at-delegationPath }

AttCertPath ::= SEQUENCE OF AttributeCertificate

This attribute can be stored in the AA directory entry and would contain some delegation paths from that AA to|other
AAs. [This attribute, if used, enables a more efficient retrievalof delegated attribute certificates that form frequently used
deleggtion paths. As such, there are no specific requirenients for this attribute to be used and the set of values that are
stored in the attribute is unlikely to represent the complete set of delegation paths for any given AA.

19.2.8  Privilege policy attribute

The privilege policy attribute contains information about privilege policies.

privpPolicy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
D id-at-privPolicy }

The JolicyIdentifier camponent includes the object identifier registered for the particular privilege policy.
If content is present, the.complete content of the privilege policy is included.

If pointer is present, the name component references one or more locations where a copy of the privilege policy gan be
locatqd. If the hash component is present, it contains a HASH of the content of the privilege policy that should be found
at a rgferenced focation. This hash can be used to perform an integrity check of the referenced document.

19.2.9 C-Protected privilege policy attribute

The protected privilege policy attribute contains privilege policies, protected within attribute certificates.

protPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }

Note that unlike typical attribute certificates, those within the protPrivPolicy attribute contain privilege policies, not
privileges. The issuer and holder components of these attribute certificates identify the same entity. The attribute that is
included in the attribute certificate contained within the protPrivPolicy attribute is either the privPolicy attribute
or the xm1PrivPolicy attribute.
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19.2.10 XML Protected privilege policy attribute

The XML protected privilege policy attribute contains XML encoded privilege policy information.

xmlPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX UTF8String -- XML-encoded privilege policy information
ID id-at-xmlPrivPolicy }

19.3 PMI general directory matching rules

This subclause defines matching rules for PMI directory attributes.

19.3.1  Attribute certificate exact match

The 4ttribute certificate exact match rule compares for equality a presented value with an attribute value-of type
AttrjibuteCertificate

attrfibuteCertificateExactMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateExactAssertion
ID id-mr-attributeCertificateExactMatch }

AttrfibuteCertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
ispuer AttCertIssuer,

}

This matching rule returns TRUE if the components in the attribute value match those‘in the presented value.

19.3. Attribute certificate match

The |attribute certificate matching rule compares a presented¢)value with an attribute value of | type
AttrfibuteCertificate. This matching rule allows more complexstmatching than the certificateExactMat¢h.

attriibuteCertificateMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }

AttrjibuteCertificateAssertion ::= SEQUENCE “{

hollder [0] CHOICE {
baseCertificateID [0] IssuerSerial,
holderName [1] GeneralNames,
...} OPTIONAL,
ispuer [1] GeneralNames OPTIONAL,
atkCertvalidity [2] GeneralizedTime OPTIONAL,
atEType [3] SET\OF AttributeType OPTIONAL,
}

-- AL least one component,©of the sequence shall be present

The matching rule returns’TRUE if all of the components that are present in the presented value match the corresponding
comppnents of the attribute value, as follows:

— baseéCertificateID matches if it is equal to the IssuerSerial component of the stored attribute
value;

< \("holderName matches if the stored attribute value contains the name extension with the same namg type
as indicated in the presented value;

— issuer matches if the stored attribute value contains the name component of the same name type as
indicated in the presented value;

— attCertvalidity matches if it falls within the specified validity period of the stored attribute value; and

— for each attType in the presented value, there is an attribute of that type present in the attributes
component of the stored value.

19.3.3  Holder issuer match

The attribute certificate holder issuer match rule compares for equality a presented value of the holder and/or issuer
components of a presented value with an attribute value of type AttributeCertificate.

holderIssuerMatch MATCHING-RULE ::= {
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SYNTAX HolderIssuerAssertion

ID

id-mr-holderIssuerMatch }

HolderIssuerAssertion ::= SEQUENCE ({
holder [0] Holder OPTIONAL,
issuer [1l] AttCertIssuer OPTIONAL,

}

This matching rule returns TRUE if all the components that are present in the presented value match the corresponding
components of the attribute value.

19.3.4  Delegation path match

The delegationPathMatch match rule compares for equality a presented value with an attribute value of type

delepgationPath: A Pt ;vncgc verifiet Ty oSt this |||at\.hillg rite-to-setecta path bcgilulillg withacertificateissy
its SQA and ending with a certificate issued to the AA that issued the end-entity holder certificate being validated
deleggationPathMatch MATCHING-RULE ::= {

SYNTAX DelMatchSyntax

ID

fi
la

This
eleme
the 13
SEQU!

19.3.1

The
exten

exte

SYNTAX EXTENSION.&id

ID

This atching rule returns TRUE if the certificate contains the particular extension.

DelMEtchSyntax ::= SEQUENCE {

id-mr-delegationPathMatch }

stIssuer AttCertlIssuer,
tHolder Holder,
}

matching rule returns TRUE if the presented value in the firstIssuer component matches the correspg
nts of the issuer component of the first certificate in the SEQUENCE in the:stored value and the presented v3
vstHolder component matches the corresponding elements of the hokder'component of the last certificate
ENCE in the stored value. This matching rule returns FALSE if either{match fails.

Extension presence match

bion, with the extensions component of a certificate.
hsionPresenceMatch MATCHING-RULE ::= {

id-mr-extensionPresenceMatch, (}

ed by

nding
lue in
in the

xtension presence match rule compares for equality a presented object identifier value, identifying a particular
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Annex A

Public-key and attribute certificate frameworks

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value, and information object class definitions contained in this Specification

in the form of three ASN.1 modules: AuthenticationFramework, CertificateExtensions
AttributeCertificateDefinitions.

-- A.l1 - Authentication framework module

AuthgnticationFramework

{jpint-iso-itu-t ds(5) module(l) authenticationFramework(7) 9}
DEFINITIONS ::=
BEGI

-- EKPORTS All
/*
The kypes and values defined in this module are exported for use in the-other ASN.1
modufles contained within the Directory Specifications, and for the use’/of other
appljications which will use them to access Directory services. Other/applications may
use khem for their own purposes, but this will not constrain extensions and
modifications needed to maintain or improve the Directory service.
*/
IMPORTS
id-asx, id-at, id-1dx, id-1sx, id-mr, id-nf, id-oa, ‘¥d-oc, id-sc
FFROM UsefulDefinitions

{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS

and

ATTRIBUTE, Attribute{}, DistinguishedName, distinguishedNameMatch, MATCHING-RULE, Name,

NAME|FORM, OBJECT-CLASS,
obljectIdentifierMatch, RelativeDistinguishedName, SYNTAX-NAME, top
FROM InformationFramework
{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

bigStringMatch, boolean, booleanMatch)’ caseExactMatch, commonName,
dikectoryString, generalizedTime,
geheralizedTimeMatch, generalizedTimeOrderingMatch, integer, integerMatch,
integerOrderingMatch, octetString, octetStringMatch,
UnpoundedDirectoryString, Uniqueldentifier, uri
FFROM SelectedAttributeTypes

{joint-iso-itu-t ds(5) Jmodule (1) selectedAttributeTypes(5) 9} WITH SUCCESSORS

algorithmIdentifierMatch, certificateExactMatch, certificatelListExactMatch,
certificatePairExactMatch, CertificatePoliciesSyntax, CertPolicyId, GeneralNames,
KeyUsage, pkiPathMatch, policyMatch,
CekrtificateAssertion, CertificateExactAssertion, CertificatelistAssertion,
CektificatelistExactAssertion, CertificatePairAssertion,
CektificatePairExactAssertion
FROM CertificateExtensions

{joint-iso-itu-t ds(5) module(l) certificateExtensions(26) 9} WITH SUCCESSORS

-- pprameterized types

SIGNATURE ::= SEQUENCE ({
agorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
signature BIT STRING,
}
SIGNED{ToBeSigned} ::= SEQUENCE ({
toBeSigned ToBeSigned,
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
signature BIT STRING,

ey
[[4:

altAlgorithmIdentifier AlgorithmIdentifier{{SupportedAltAlgorithms}} OPTIONAL,
altSignature BIT STRING OPTIONAL]]
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} (WITH COMPONENTS {..., altAlgorithmIdentifier PRESENT, altSignature PRESENT } |
WITH COMPONENTS {..., altAlgorithmIdentifier ABSENT, altSignature ABSENT } )
HASH{ToBeHashed} ::= SEQUENCE ({
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
hashvValue BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded
-- octets of a value of -- ToBeHashed } ),
}
ENCRYPTED { ToBeEnciphered} ::= BIT STRING (CONSTRAINED BY {
-- shall be the result of applying an encipherment procedure
-- to the BER-encoded octets of a value of -- ToBeEnciphered } )
ENCRYPTED-HASH{ToBeSigned} = BIT STRING (CONSTRAINED BY {
--| shall be the result of applying a hashing procedure to the DER-encoded (see 6.2)
--| octets of a value of -- ToBeSigned -- and then applying an encipherment procedure
--|1 to those octets -- } )
ALGORITHM ::= CLASS {
&Type OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
[ PARMS &§Typel
IDENTIFIED BY &id }
AlgokithmIdentifier {ALGORITHM: SupportedAlgorithms} ::= SEQUENCE_ X
algorithm ALGORITHM. &id ({SupportedAlgorithms}),
pafkameters ALGORITHM. &§Type ( {SupportedAlgorithms} {@algorithm}) OPTIONAL,
o}
/* The definitions of the following information object sets are deferred to referencing
specfifications having a requirement for specific_,.information object sets.*/
SuppprtedAlgorithms ALGORITHM ::= {...}
SuppprtedAltAlgorithms ALGORITHM ::= {...}
FingprPrint {ToBeFingerprinted} ::= SEQUENCE ({
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
fipgerprint BIT STRING,
-}
ecPublicKey ALGORITHM ::= { <«- copied IETF RFC 5480
PARMS SupportedCurves
IDENTIFIED BY id-ecPublicKey }
id-efPublicKey OBJECT.IDENTIFIER ::= {iso(l) member-body (2) us(840) ansi-X9-62(10045)
keyType(2) 1 }
/* The definitionsof the following information value set is deferred to referencing
specfifications Having a requirement for specific value sets.*/
SuppprtedCurves OBJECT IDENTIFIER ::= {dummyCurv, ...}
dummyCurv'OBJECT IDENTIFIER ::= {2 5 5}

-- public-key certificate definition

Certificate ::= SIGNED{TBSCertificate}
TBSCertificate ::= SEQUENCE ({
version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniqueldentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,
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[[2: -- if present, version shall be v2 or v3
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL]],
[[3: -- if present, version shall be v2 or v3

extensions [3] Extensions OPTIONAL ]]

-- If present, version shall be v3]]
} (CONSTRAINED BY { -- shall be DER encoded -- } )

Version ::= INTEGER {v1(0), v2(1l), v3(2)}
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE {

notBefore Time,

notAfter Time,
¥

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
subjectPublicKey PublicKey,

}

PubljicKey ::= BIT STRING
Time| : := CHOICE ({
utETime UTCTime,

geheralizedTime GeneralizedTime }
Extepsions ::= SEQUENCE SIZE (1..MAX) OF Extension

-- Fpr those extensions where ordering of individual extensions within the SEQUENCE ijs
-- sfignificant, the specification of those individual /éxtensions shall include the
-- rples for the significance of the order therein

Extephsion ::= SEQUENCE ({
exknId EXTENSION. &id ({ExtensionSet}),
crfitical BOOLEAN DEFAULT FALSE,
exfknValue OCTET STRING
(CONTAINING EXTENSION. &ExtnType ({ExtensionSet} {@extnId})
ENCODED BY der),

}

der DPBJECT IDENTIFIER ::=
{jpint-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding (1)}

ExtepsionSet EXTENSION ::= {..%}
EXTENSION ::= CLASS {
&id OBJECT\ IDENTIFIER UNIQUE,

&§ExtnType }

WITH| SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY'<&id }

-- okher BKI'‘certificate constructs

Certjificates ::= SEQUENCE {
usprCertificate Certificate,
certificationPath ForwardCertificationPath OPTIONAL,
}

ForwardCertificationPath ::= SEQUENCE SIZE (1..MAX) OF CrossCertificates

CrossCertificates SET SIZE (l1..MAX) OF Certificate
CertificationPath SEQUENCE {
userCertificate Certificate,
theCACertificates SEQUENCE SIZE (1..MAX) OF CertificatePair OPTIONAL,
}

PkiPath ::= SEQUENCE SIZE (1..MAX) OF Certificate
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-- certificate revocation list (CRL)

Certificatelist ::= SIGNED{CertificatelListContent}
CertificatelListContent ::= SEQUENCE ({
version Version OPTIONAL,
-- if present, version shall be v2
signature AlgorithmIdentifier{{SupportedAlgorithms}},
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE ({
serialNumber CertificateSerialNumber,
revocationDate Time,
CrIEnmtryExRtensions — ExXtensions OPTIONAL;
...} OPTIONAL,
- 7
R
crllExtensions [0] Extensions OPTIONAL }
CertAVL ::= SIGNED {TBSCertAVL}
TBSCertAVL ::= SEQUENCE ({
veksion [0] IMPLICIT Version DEFAULT vl,
serialNumber AvlSerialNumber OPTIONAL,
signature AlgorithmIdentifier {{SupportedAlgorithms}},
ispuer Name,
cohstrained BOOLEAN,
enkries SEQUENCE (SIZE (1..MAX)) OF ,SEQUENCE ({
L dType CHOICE {
certIdentifier [0] PKCertIdentifier,
entityGroup DistinguishedName, .<-‘only for constrained = FALSE
R
entryExtensions [1] IMPLICIT Extensions OPTIONAL,
},
> 7
R
avllExtensions Extensions OPTIONAL }
AvlSerialNumber ::= INTEGER (0..MAX)
PKCektIdentifier ::= CHOICE ({
ispuerSerialNumber IssuerSerialNumber,
fihgerprintPKC [0] IMPLICIT FingerPrint {Certificate},
fihgerprintPK [11~IMPLICIT FingerPrint {PublicKey},
}
IssuprSerialNumber ::=\SEQUENCE {
ispuer Name,,
sefialNumber CertificateSerialNumber,
}
-- PKI object\¢classes
pkiUger OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
LDAP-NAME {"pkiUser"}
LDAP-DESC "X.509 PKI User"
iD id-oc-pkiUser }
pPkiCA OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {cACertificate |

certificateRevocationList |

eepkCertificateRevocationList |

authorityRevocationList |

crossCertificatePair}
LDAP-NAME {"pkica"}
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LDAP-DESC "X.509 PKI Certificate Authority"

D id-oc-pkiCA }
cRLDistributionPoint OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND structural

MUST CONTAIN {commonName }

MAY CONTAIN {certificateRevocationList |

eepkCertificateRevocationList |
authorityRevocationList |
deltaRevocationList}

LDAP-NAME {"cRLDistributionPoint"}
LDAP-DESC "X.509 CRL distribution point"
ID id-oc-cRLDistributionPoint }
cRLDfistPtNameForm NAME-FORM ::= {
N. S cRLDistributionPoint
WITH ATTRIBUTES {commonName }
ID id-nf-cRLDistPtNameForm }
deltpCRL OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
LDAP-NAME {"deltaCRL"}
LDAP-DESC "X.509 delta CRL"
ID id-oc-deltaCRL }
cpCpfg OBJECT-CLASS ::= {
SUECLASS OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
LDAP-NAME {"cpCps"}
LDAP-DESC "Certificate Policy and Certification Practice Statement"
D id-oc-cpCps }
pkiCertPath OBJECT-CLASS ::= {
SUECLASS OF {top}
KIND auxiliary
MAY CONTAIN {pkiPath}
LDAP-NAME {"pkiCertPath"}
LDAP-DESC "PKI Certification Path"
D id-oc-pkiCertPath }
-- PKI directory attributes
userfertificate ATTRIBUTE ::= ({
WIH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-NAME {"userCertificate"}
LDAP-DESC "X.509 user certificate"
ID id-at-userCertificate }
cACekrtificate ATTRIBUTE ::= {
WITH” SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-NAME {"cACertificate"}
LDAP-DESC "X.509 CA certificate"
ID id-at-cAcertificate }
crossCertificatePair ATTRIBUTE ::= {
WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
LDAP-SYNTAX x509CertificatePair. &id
LDAP-NAME {"crossCertificatePair"}
LDAP-DESC "X.509 cross certificate pair"
ID id-at-crossCertificatePair }
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CertificatePair ::= SEQUENCE ({
issuedToThisCA [0] Certificate OPTIONAL,
issuedByThisCA [1] Certificate OPTIONAL,

oo}
(WITH COMPONENTS { ..., issuedToThisCA PRESENT} |

WITH COMPONENTS { ..., issuedByThisCA PRESENT})
certificateRevocationList ATTRIBUTE ::= ({

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificatelListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"certificateRevocationList"}

LDAP-DESC "X.509 certificate revocation list"

ID id-at-certificateRevocationList }
eepkfertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificatelListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"eepkCertificateRevocationList"}

LDAP-DESC "X.509 EEPK certificate revocation list"

iD id-at-eepkCertificateRevocationList }
authprityRevocationList ATTRIBUTE ::= ({

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificatelListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"authorityRevocationList"}

LDAP-DESC "X.509 authority revocation list"

iDp id-at-authorityRevocationList~}
deltpRevocationList ATTRIBUTE ::= {

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificatelListExactMatch

LDAP-SYNTAX x509CertificatelListy&id

LDAP-NAME {"deltaRevocationList"}

LDAP-DESC "X.509 delta revoecation list"

ID id-at-deltaRevocationList }
suppprtedAlgorithms ATTRIBUTE ::= ({

WIH SYNTAX SupportedAlgorithm

EQPALITY MATCHING RULE algorithmIdentifierMatch

LDAP-SYNTAX x509SupportedAlgorithm. &id

LDAP-NAME {"supportedAlgorithms"}

LDAP-DESC "X:>509 support algorithms"

D id-at-supportedAlgorithms }
SuppprtedAlgorithm ::=\SEQUENCE {

algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},

infendedUsage [0] KeyUsage OPTIONAL,

intendedCertificatePolicies [1] CertificatePoliciesSyntax OPTIONAL,

}

certjificationPracticeStmt ATTRIBUTE ::= ({

WILH SYNTAX InfoSyntax

ID id-at-certificationPracticeStmt }
InfoSyntax ::= CHOICE ({

content UnboundedDirectoryString,
pointer SEQUENCE {
name GeneralNames,
hash HASH{HashedPolicyInfo} OPTIONAL,
},
POLICY ::= TYPE-IDENTIFIER
HashedPolicyInfo ::= POLICY.&Type ({Policies})

Policies POLICY ::= {...} -- Defined by implementors
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certificatePolicy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
EQUALITY MATCHING RULE policyMatch

ID

id-at-certificatePolicy }

PolicySyntax ::= SEQUENCE {
policyIdentifier PolicyID,
policySyntax InfoSyntax,

}

PolicyID ::= CertPolicyId

pkiPath ATTRIBUTE ::= ({
WITH SYNTAX PkiPath

EQ
ID

supp
WI
EQ
LD)
LD]
LD)
ID

Supp
al

mi
ex
Supp
0ido

at

DALITY MATCHING RULE PRiPathMatch
id-at-pkiPath }

brtedPublicKeyAlgorithms ATTRIBUTE ::= ({

'H SYNTAX SupportedPublicKeyAlgorithms

DALITY MATCHING RULE algorithmIdentifierMatch

AP-SYNTAX x509SupportedPublicKeyAlgos. &id

AP-NAME {"supportedPublicKeyAlgorithms"}

AP-DESC "X.509 supported publiv key algorithms"
id-at-supportedPublicKeyAlgorithms }

brtedPublicKeyAlgorithms ::= SEQUENCE ({
jorithmIdentifier AlgorithmIdentifier{{SupportedPublicKeyAlgos}},
hKeySize INTEGER,
Fensions [0] SEQUENCE SIZE (1..MAX) OF OidOrAttr OPTIONAL,
}

brtedPublicKeyAlgos ALGORITHM ::= {...}

rAttr ::= CHOICE {

igd ATTRIBUTE. &id ({ ExtAttributes }),

kribute Attribute {{ ExtAttributes }},
}

ExtAktributes ATTRIBUTE ::= {...}
userpPassword ATTRIBUTE ::= {

WITH SYNTAX OCTET STRING (SIZE (0. .MAX))

EQPALITY MATCHING RULE octetStringMatch

LDAP-SYNTAX octetString. &id

LDAP-NAME {’userPassword"}

ID id-at-userPassword }
-- LPAP attribute syntaxes defined by this Specification
x509BupportedPublicKeyAlgos SYNTAX-NAME ::= {

LDAP-DESC "X.509 supported publiv key algorithms"

DIRECTORY SYNTAX SupportedPublicKeyAlgorithms

D id-asx-x509SupportedPublicKeyAlgos }
-- LPDAP syntaxes defined by IETF RFC 4523
x509Certificate SYNTAX-NAME ::= ({

LDAP=DESC "X.509 Certificate"

DIRECTORY SYNTAX Certificate

ID id-1sx-x509Certificate }
x509CertificatelList SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List"

DIRECTORY SYNTAX Certificatelist

ID id-1sx-x509CertificatelList }
x509CertificatePair SYNTAX-NAME ::= {
LDAP-DESC "X.509 Certificate Pair"

DIRECTORY SYNTAX CertificatePair

ID id-1sx-x509CertificatePair }
x509SupportedAlgorithm SYNTAX-NAME ::= {
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LDAP-DESC "X.509 Supported Algorithm"
DIRECTORY SYNTAX SupportedAlgorithm
iD id-1sx-x509SupportedAlgorithm }

-- object identifier assignments

-- object classes

id-oc-cRLDistributionPoint OBJECT IDENTIFIER ::= {id-oc 19}
id-oc-pkiUser OBJECT IDENTIFIER ::= {id-oc 21}
id-oc-pkiCA OBJECT IDENTIFIER ::= {id-oc 22}
id-oc-deltaCRL OBJECT IDENTIFIER = {id-oc 23}
id-oc-cpCps OBJECT IDENTIFIER ::= {id-oc 30}
id-oc-pkiCertPath OBJECT IDENTIFIER ::= {id-oc 31}

e forms

id-nf-cRLDistPtNameForm OBJECT IDENTIFIER ::= {id-nf 14}
-- dfirectory attributes

id-ak-userPassword OBJECT IDENTIFIER ::= {id-at 35}
id-ak-userCertificate OBJECT IDENTIFIER ::= {id-at 36}
id-ak-cAcertificate OBJECT IDENTIFIER = {id-at 37}
id-af-authorityRevocationList OBJECT IDENTIFIER = {id-at_38}
id-ak-certificateRevocationList OBJECT IDENTIFIER = {id-at 39}
id-ak-crossCertificatePair OBJECT IDENTIFIER = {id<at’ 40}
id-ag-supportedAlgorithms OBJECT IDENTIFIER = {id-at 52}
id-ak-deltaRevocationList OBJECT IDENTIFIER =, {id-at 53}
id-ak-certificationPracticeStmt OBJECT IDENTIFIER ={id-at 68}
id-ag-certificatePolicy OBJECT IDENTIFIER/:= {id-at 69}
id-ag-pkiPath OBJECT IDENTIFIER ::= {id-at 70}
id-afk-eepkCertificateRevocationList OBJECT IDENTIEIER ::= {id-at 101}
id-afk-supportedPublicKeyAlgorithms OBJECT IDENTIFIER ::= {id-at 103}

ntaxes defined by this Specification
x-x509SupportedPublicKeyAlgos OBJECT\IDENTIFIER ::= {id-asx 10}

AP defined syntaxes

id-1px-x509Certificate OBJECT IDENTIFIER = {id-1sx 8}
id-1px-x509Certificatelist OBJECT IDENTIFIER = {id-1sx 9}
id-1px-x509CertificatePair OBJECT IDENTIFIER = {id-1sx 10}
id-1kx-x509SupportedAlgorithm OBJECT IDENTIFIER = {id-1sx 49}
END - AuthenticationFramework

-- Al 2 - Certificate éxtensions module

CertjificateExtensions

{jpint-iso-itu-t ds(5) module(l) certificateExtensions(26) 9}
DEFIRITIONS IMPLICIT TAGS ::=
BEGI

-- EKPORTS ALL

IMPORTS

id-at, id-ce, id-1dx, id-mr
FROM UsefulDefinitions
{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS

Name, RelativeDistinguishedName, Attribute{}, MATCHING-RULE,
SupportedAttributes, SYNTAX-NAME
FROM InformationFramework
{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

AvlSerialNumber, CertificateSerialNumber, Certificatelist, AlgorithmIdentifier{},

EXTENSION, Time, PolicyID, SupportedAlgorithms
FROM AuthenticationFramework
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{joint-iso-itu-t ds(5) module(l) authenticationFramework(7) 9} WITH SUCCESSORS
UnboundedDirectoryString
FROM SelectedAttributeTypes
{joint-iso-itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS
ORAddress
FROM PkiPmiExternalDataTypes
{joint-iso-itu-t ds(5) module(l) pkiPmiExternalDataTypes (40) 9} WITH SUCCESSORS ;

-- Unless explicitly noted otherwise, there is no significance to the ordering
-- of components of a SEQUENCE OF construct in this Specification.

-- public-key certificate and CRL extensions

authprityKeyIdentifier EXTENSION ::= {
SYNTAX AuthorityKeyIdentifier
IDENTIFIED BY id-ce-authorityKeylIdentifier }

AuthprityKeyIdentifier ::= SEQUENCE ({
keyIdentifier [0] KeyIdentifier OPTIONAL,
authorityCertIssuer [1] GeneralNames OPTIONAL,

aufkhorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL,

R A
(WLTH COMPONENTS {..., authorityCertIssuer PRESENT,

authorityCertSerialNumber PRESENT } |
WELTH COMPONENTS {..., authorityCertIssuer ABSENT,

authorityCertSerialNumber ABSENT }X)

KeyIflentifier ::= OCTET STRING
subjepctKeyIdentifier EXTENSION ::= ({
SYNTAX SubjectKeylIdentifier

IDENTIFIED BY id-ce-subjectKeyIdentifier }

SubjepctKeylIdentifier ::= KeyIdentifier
keyUsage EXTENSION ::= {
SYNTAX KeyUsage

IDENTIFIED BY id-ce-keyUsage }

KeyUgage ::= BIT STRING {
digitalSignature (0),
cohtentCommitment (1),

keyEncipherment (2),

datkaEncipherment (3),

keyAgreement (4).,

keyCertSign (5).,

cRLSign (6),

enfipherOnly (7),

defipherOnly (8) 1}

extKpyUsage [EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeId

IDENTIEIED BY id-ce-extKeyUsage }

KeyPlirposeId ::= OBJECT IDENTIFIER
privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod

IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL,
...}

(WITH COMPONENTS {..., notBefore PRESENT
WITH COMPONENTS {..., notAfter PRESENT

—
~ —

certificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
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IDENTIFIED BY id-ce-certificatePolicies }
CertificatePoliciesSyntax ::= SEQUENCE SIZE (l1l..MAX) OF PolicyInformation
PolicyInformation ::= SEQUENCE ({

policyIdentifier CertPolicyId,

policyQualifiers SEQUENCE SIZE (1..MAX) OF PolicyQualifierInfo OPTIONAL,
R |

CertPolicyId ::= OBJECT IDENTIFIER

PolicyQualifierInfo ::= SEQUENCE ({
policyQualifierId CERT-POLICY-QUALIFIER.&id ({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER. &Qualifier

({SupportedPolicyQuatiifiersi{tpoiicyQuatiftierId)) OPTIONAL;
}

SuppprtedPolicyQualifiers CERT-POLICY-QUALIFIER ::= {...}
anyPplicy OBJECT IDENTIFIER ::= {id-ce-certificatePolicies 0}
CERT|POLICY-QUALIFIER ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,

&Qpalifier OPTIONAL }

WITH| SYNTAX {
POLICY-QUALIFIER-ID &id

[QUALIFIER-TYPE &Qualifier] }
polifpyMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax

IDENTIFIED BY id-ce-policyMappings }

PolifyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OE .SEQUENCE ({
ispuerDomainPolicy CertPolicyld,
supjectDomainPolicy CertPolicyId,

}

authprizationValidation EXTENSION ::= {
SYNTAX AvlId
IDENTIFIED BY id-ce-authorizationValidation }

AvlId ::= SEQUENCE ({

ispuer Name,

serialNumber AvlSerialNumber OPTIONAL,
}

subjectAltName EXTENSION ‘wi= {
SYNTAX GeneralNames
IDENTIFIED BY id-cé-subjectAltName }

GenefkalNames ::=_SEQUENCE SIZE (l..MAX) OF GeneralName
GenekalName = CHOICE ({
otherName [0] INSTANCE OF OTHER-NAME,
rfE822Name [1] IAS5String,
dNEN&ame [2] IAS5String,
x4pP0Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IAS5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER,
}
OTHER-NAME ::= TYPE-IDENTIFIER
EDIPartyName ::= SEQUENCE ({
nameAssigner [0] UnboundedDirectoryString OPTIONAL,
partyName [1] UnboundedDirectoryString,

}
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issuerAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

subjectDirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}
associatedInformation EXTENSION ::= {
SYNTAX AttributesSyntax

IDENTIFIED BY id-ce-associatedInformation }

basiECUnstraints EXTENSION——¢
SYNTAX BasicConstraintsSyntax

IDENTIFIED BY id-ce-basicConstraints }

BasifConstraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathlLenConstraint INTEGER(0..MAX) OPTIONAL,
}

namefonstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints }

NamefonstraintsSyntax ::= SEQUENCE ({

pefmittedSubtrees [0] GeneralSubtrees OPTIONAL,

exftludedSubtrees [1] GeneralSubtrees OPTIONAL,

R A

(WLTH COMPONENTS {..., permittedSubtrees PRESENT .} |

WELTH COMPONENTS {..., excludedSubtrees PRESENT }' )
GenekalSubtrees ::= SEQUENCE SIZE (l1..MAX) OF GeneralSubtree
GenekalSubtree ::= SEQUENCE {

bage GeneralName,

mipimum [0] BaseDistance DEFAULT O,
makimum [1] BaseDistance OPTIONAL,
}

BasePistance ::= INTEGER (0. .MAX)
polifpyConstraints EXTENSION-::= {
SYNTAX PolicyConstraintsSyntax

IDENTIFIED BY id-ce-policyConstraints }

PolipyConstraintsSyntax ::= SEQUENCE ({
refluireExplicitPoficy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL,

o}
(WLTH COMPONENTS {..., requireExplicitPolicy PRESENT } |
WETH COMPONENTS {..., inhibitPolicyMapping PRESENT } )
Skipferts'::= INTEGER (0. .MAX)
inhibitAnyPolicy EXTENSION ::= {
SYNTAX SkipCerts

IDENTIFIED BY id-ce-inhibitAnyPolicy }

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER(O0..MAX)
crlScope EXTENSION ::= {
SYNTAX CRLScopeSyntax

IDENTIFIED BY id-ce-cRLScope }
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CRLScopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAuthorityScope ::= SEQUENCE ({
authorityName [0] GeneralName OPTIONAL,
distributionPoint [1] DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,

serialNumberRange [5] NumberRange OPTIONAL,

subjectKeyIdRange [6] NumberRange OPTIONAL,

nameSubtrees [7] GeneralNames OPTIONAL,

baseRevocationInfo [9] BaseRevocationInfo OPTIONAL,
}

OnlyCertificateTypes ::= BIT STRING ({

Uusfer U)~
authority (1),
atkribute (2)}

NumbgrRange ::= SEQUENCE {
sthrtingNumber [0] INTEGER OPTIONAL,
enflingNumber [1] INTEGER OPTIONAL,
moflulus INTEGER OPTIONAL,

}

BaseRevocationInfo ::= SEQUENCE ({
cRLStreamIdentifier [0] CRLStreamIdentifier OPTIONAL,
cRLNumber [1] CRLNumber,
bageThisUpdate [2] GeneralizedTime,

}

statpisReferrals EXTENSION ::= {

SYNTAX StatusReferrals

IDENTIFIED BY id-ce-statusReferrals }

StatpsReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatpsReferral ::= CHOICE ({
cRLReferral [0] CRLReferral,

otherReferral [1] INSTANCE OF OTHER~REFERRAL,
}

CRLReferral ::= SEQUENCE ({
ispuer [0] GeneralName' OPTIONAL,
lofation [1] GeneralName OPTIONAL,
delltaRefInfo [2] DeltaRefInfo OPTIONAL,
cRLScope CREScopeSyntax,
lagtUpdate [3] GeneralizedTime OPTIONAL,
lagtChangedCRL [4].\GeneralizedTime OPTIONAL,
}
DeltpRefInfo ::= SEQUENCE {
deEtaLocation GeneralName,
lagtDelta GeneralizedTime OPTIONAL,
}
OTHER-REFERRAL ::= TYPE-IDENTIFIER
cRLStreamIdentifier EXTENSION ::= {
SYNTAX CRLStreamIdentifier

IDENTIFIED BY id-ce-cRLStreamIdentifier }

CRLStreamIdentifier ::= INTEGER (0..MAX)
orderedList EXTENSION ::= ({
SYNTAX OrderedListSyntax

IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED ({
ascSerialNum (0),
ascRevDate (1),
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-}

deltaInfo EXTENSION ::= {
SYNTAX DeltaInformation
IDENTIFIED BY id-ce-deltaInfo }

DeltaInformation ::= SEQUENCE {
deltalocation GeneralName,
nextDelta GeneralizedTime OPTIONAL,
}

toBeRevoked EXTENSION ::= {
SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax ::= SEQUENCE SIZE (1..MAX) OF ToBeRevokedGroup
ToBeRevokedGroup ::= SEQUENCE {

cektificateIssuer [0] GeneralName OPTIONAL,

repsonInfo [1] ReasonInfo OPTIONAL,

reypocationTime GeneralizedTime,

certificateGroup CertificateGroup,

}

ReaspnInfo ::= SEQUENCE ({

repsonCode CRLReason,

holldInstructionCode HoldInstruction OPTIONAL,
}

CertfificateGroup ::= CHOICE {
sekialNumbers [0] CertificateSerialNumbers,
serialNumberRange [1] CertificateGroupNumberRange,
nameSubtree [2] GeneralName,

}

CertfificateGroupNumberRange ::= SEQUENCE {
stprtingNumber [0] INTEGER,
enflingNumber [1] INTEGER,

}

CertjificateSerialNumbers ::= SEQUENCE SIZE (l1..MAX) OF CertificateSerialNumber
revokedGroups EXTENSION ::= ({

SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-revokedGroups }

RevokedGroupsSyntax ::=_SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE {
cefktificatelIssuer [0] GeneralName OPTIONAL,
repsonInfo [1] ReasonInfo OPTIONAL,
inyalidityDate [2] GeneralizedTime OPTIONAL,

reyokedcertificateGroup [3] RevokedCertificateGroup,

}

RevokedCertificateGroup ::= CHOICE {
serralNumberRange NumberRange,

nameSubtree GeneralName }

expiredCertsOnCRL EXTENSION ::= {
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY id-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime
reasonCode EXTENSION ::= {
SYNTAX CRLReason

IDENTIFIED BY id-ce-reasonCode }

CRLReason ::= ENUMERATED {
unspecified (0),
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keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aACompromise (10),

weakAlgorithmOrKey (11) }

holdInstructionCode EXTENSION ::= {

SYNTAX HoldInstruction

IDENTIFIED BY Id=ce-hnoidInstructionCodeF
Hold[nstruction ::= OBJECT IDENTIFIER
invallidityDate EXTENSION ::= ({

SYNTAX GeneralizedTime

IDENTIFIED BY id-ce-invalidityDate }

cRLDfistributionPoints EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints }

CRLDfistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistkibutionPoint ::= SEQUENCE ({
digtributionPoint [0] DistributionPointName OPTIONALy
repsons [1] ReasonFlags OPTIONAL,
cRLIssuer [2] GeneralNames OPTIONAL,
}
DistfibutionPointName ::= CHOICE ({
full1Name [0] GeneralNames,
nameRelativeToCRLIssuer [1] RelativeDistinguishedName,
}
ReaspnFlags ::= BIT STRING {
unfised (0),
keyCompromise (1),
cAfompromise (2),
affiliationChanged (3),
superseded (4)~
cegsationOfOperation (5)\,
cektificateHold (6),
privilegeWithdrawn (7),
aAfompromise (8),
wepkAlgorithmOrKey (9) 1}
issufingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax

IDENTIFIED'BY id-ce-issuingDistributionPoint }

IssufingDistPointSyntax ::= SEQUENCE ({
--| Tf) onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,

-- the CRL covers both public-key certificate types

distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE,
onlyContainsAttributeCerts [5] BOOLEAN OPTIONAL, -- Use is strongly deprecated
}
certificateIssuer EXTENSION ::= {
SYNTAX GeneralNames

IDENTIFIED BY id-ce-certificatelssuer }

deltaCRLIndicator EXTENSION ::= {
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SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber
baseUpdateTime EXTENSION ::= {
SYNTAX GeneralizedTime

IDENTIFIED BY id-ce-baseUpdateTime }

freshestCRL EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

protRestrict EXTENSION ::= {
SYNTAX ProtRestriction
IDENTIFIED BY id-ce-protRestrict }

ProtRestriction ::= SEQUENCE (SIZE (1..MAX)) OF OBJECT IDENTIFIER

subjectAltPublicKeyInfo EXTENSION ::= ({
SYNTAX SubjectAltPublicKeyInfo
IDENTIFIED BY id-ce-subjectAltPublicKeyInfo }

SubjectAltPublicKeyInfo ::= SEQUENCE ({
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
supjectAltPublicKey BIT STRING }

altSfignatureAlgorithm EXTENSION ::= ({
SYN[rAX AltSignatureAlgorithm
IDENTIFIED BY id-ce-altSignatureAlgorithm }

AltSjignatureAlgorithm ::= AlgorithmIdentifier{{SupportedAlgorithms}}
altSfignatureValue EXTENSION ::= ({
SYNTAX AltSignatureValue
IDENTIFIED BY id-ce-altSignatureValue }
AltSjignatureValue ::= BIT STRING
aAispuingDistributionPoint EXTENSION ::= {

SYNTAX AAIssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }

AATIspuingDistPointSyntax ::= SEQUENCE ({
diptributionPoint [0] DistributionPointName OPTIONAL,
onllySomeReasons [1] ReasonFlags OPTIONAL,
inflirectCRL [2] BOOLEAN DEFAULT FALSE,
cophtainsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
cohtainsAACerts [4] BOOLEAN DEFAULT TRUE,
cohtainsSOAPublicKeyCerts [5] BOOLEAN DEFAULT TRUE,

}

-- PKI matching rules

certfificateExactMatch MATCHING-RULE ::= {
SYNTAX CertificateExactAssertion
LDAP=SYNTAX certExactAssertion.&id
LDAP-NAME {"certificateExactMatch"}
LDAP-DESC "X.509 Certificate Exact Match"
ID id-mr-certificateExactMatch }

CertificateExactAssertion ::= SEQUENCE ({
serialNumber CertificateSerialNumber,
issuer Name,

}

certificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion
LDAP-SYNTAX certAssertion.é&id
LDAP-NAME {"certificateMatch"}
LDAP-DESC "X.509 Certificate Match"
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ID id-mr-certificateMatch }

CertificateAssertion ::= SEQUENCE ({
serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certificatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
supject T Name—OPTIONAL;

nameConstraints [12] NameConstraintsSyntax OPTIONAL,

fc822Name (1),
SName (2),
400Address (3),

irectoryName (4),
diPartyName (5),
hiniformResourceIdentifier (6),
i PAddress (7),
registeredId (8),

L ..},
otherNameForm OBJECT IDENTIFIER,

}

CertpPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId
certlificatePairExactMatch MATCHING-RULE ::= {

SYNTAX CertificatePairExactAssertion

LDAP-SYNTAX certPairExactAssertion.&id

LDAP-NAME {"certificatePairExactMatch"}

LDAP-DESC "X.509 Certificate Pair Exact Match"

ID id-mr-certificatePairExactMatch }
CertfificatePairExactAssertion ::= SEQUENCE {

ispuedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
ispuedByThisCAAssertion [1], CertificateExactAssertion OPTIONAL,

R A
(WLTH COMPONENTS { ..., ~issuedToThisCAAssertion PRESENT } |

WELTH COMPONENTS { ...,“issuedByThisCAAssertion PRESENT } )
certlificatePairMatch, MATCHING-RULE ::= {

SYNTAX CertificatePairAssertion

LDAP-SYNTAX certPairAssertion.&id

LDAP-NAME {"certificatePairMatch"}

LDAP-DESC "X.509 Certificate Pair Match"

ID id-mr-certificatePairMatch }
CertjificatePairAssertion ::= SEQUENCE {

isFuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,

issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL,

..}
(WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT } |

WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT } )
certificatelistExactMatch MATCHING-RULE ::= {

SYNTAX CertificatelListExactAssertion

LDAP-SYNTAX certListExactAssertion. &id

LDAP-NAME {"certificateListExactMatch"}

LDAP-DESC "X.509 Certificate List Exact Match"

ID id-mr-certificatelistExactMatch }
CertificatelistExactAssertion ::= SEQUENCE ({

issuer Name,
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thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }

certificatelListMatch MATCHING-RULE ::= {
SYNTAX CertificateListAssertion
LDAP-SYNTAX certListAssertion.&id

LDAP-NAME {"certificateListMatch"}
LDAP-DESC "X.509 Certificate List Match"
ID id-mr-certificatelListMatch }
CertificatelistAssertion ::= SEQUENCE ({
issuer Name OPTIONAL,
minCRLNumber [0] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL,
reE?mrra'g's Reagsonrtags OPTIONAL;
dafkeAndTime Time OPTIONAL,
diptributionPoint [2] DistributionPointName OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
}
algofpithmIdentifierMatch MATCHING-RULE ::= {
SYNTAX AlgorithmIdentifier {{SupportedAlgorithms}}
LDAP-SYNTAX algorithmIdentifier.é&id
LDAP-NAME {"algorithmIdentifierMatch"}
LDAP-DESC "X.509 Algorithm Identifier Match"
D id-mr-algorithmIdentifierMatch }
polipyMatch MATCHING-RULE ::= ({
SYNTAX PolicyID
iDp id-mr-policyMatch }
pkiPathMatch MATCHING-RULE ::= ({
SYNTAX PkiPathMatchSyntax
D id-mr-pkiPathMatch }
PkiPpthMatchSyntax ::= SEQUENCE ({
fiEstIssuer Name,
lagtSubject Name,
}
enhahcedCertificateMatch MATCHING-RULE ::= {
SYNTAX EnhancedCertificateAssertion
ID id-mr-enhancedCertificateMatch }
EnhahcedCertificateAssertion\:%:= SEQUENCE ({
serialNumber [0] CertificateSerialNumber OPTIONAL,
ispuer [1] Name OPTIONAL,
subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certificatevValid [4] Time OPTIONAL,
prfivateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltName OPTIONAL,
pollicy [9] CertPolicySet OPTIONAL,
pakhToName [10] GeneralNames OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL,
..}
(ALL EXCEPT ({ -- none; at least one component shall be present --}))
AltName ::= SEQUENCE {

altnameType AltNameType,
altNameValue GeneralName OPTIONAL }

certExactAssertion SYNTAX-NAME ::= {
LDAP-DESC "X.509 Certificate Exact Assertion”
DIRECTORY SYNTAX CertificateExactAssertion
ID id-ldx-certExactAssertion }

certAssertion SYNTAX-NAME ::= {
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LDAP-DESC "X.509 Certificate Assertion"

DIRECTORY SYNTAX CertificateAssertion

ID id-ldx-certAssertion }
certPairExactAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair Exact Assertion"

DIRECTORY SYNTAX CertificatePairExactAssertion

ID id-ldx-certPairExactAssertion }
certPairAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair Assertion"

DIRECTORY SYNTAX CertificatePairAssertion

ID id-ldx-certPairAssertion }
certEistExactAssertion SYNTAX=NAME =

LDAP-DESC "X.509 Certificate List Exact Assertion"

DIRECTORY SYNTAX CertificatelListExactAssertion

ID id-ldx-certListExactAssertion }
certlListAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List Assertion"

DIRECTORY SYNTAX CertificateListAssertion

ID id-ldx-certListAssertion }
algopithmIdentifier SYNTAX-NAME ::= ({

LDAP-DESC "X.509 Algorithm Identifier"

DIRECTORY SYNTAX AlgorithmIdentifier{{SupportedAlgorithms}}

iD id-ldx-algorithmIdentifier }

-- Opject identifier assignments

{iid-ce 2} not used
{iid-ce 3} not used
-- {jid-ce 4} not used
{id-ce 5} not used
{iid-ce 6} not used
{iid-ce 7} not used
-- {fid-ce 8} not used
id-cp-subjectDirectoryAttributes OBJECT IDENTIFIER ::= {id-ce 9}
-- {fid-ce 10} not used
-- {jid-ce 11} not used
-- {fid-ce 12} not used
-- {jid-ce 13} not used

id-cp-subjectKeyIdentifier OBJECT IDENTIFIER = {id-ce 14}
id-cp-keyUsage OBJECT IDENTIFIER = {id-ce 15}
id-cp-privateKeyUsagePeried OBJECT IDENTIFIER = {id-ce 16}
id-cp-subjectAltName OBJECT IDENTIFIER = {id-ce 17}
id-cg-issuerAltName OBJECT IDENTIFIER = {id-ce 18}
id-ce-basicConstraints OBJECT IDENTIFIER = {id-ce 19}
id-cg-cRLNumber OBJECT IDENTIFIER = {id-ce 20}
id-cg-reasonCode OBJECT IDENTIFIER = {id-ce 21}
-- {jid-ce 22} .not used

id-ce-holdInstructionCode OBJECT IDENTIFIER ::= {id-ce 23}
id-ce-invalidityDate OBJECT IDENTIFIER ::= {id-ce 24}
-- {fid-ce~25} not used

-- {jid“ce'26} not used

id-cg~deltaCRLIndicator OBJECT IDENTIFIER = {id-ce 27}
id-ce-issuingDistributionPoint OBJECT IDENTIFIER = {id-ce 28}
id-ce-certificatelIssuer OBJECT IDENTIFIER = {id-ce 29}
id-ce-nameConstraints OBJECT IDENTIFIER = {id-ce 30}
id-ce-cRLDistributionPoints OBJECT IDENTIFIER = {id-ce 31}
id-ce-certificatePolicies OBJECT IDENTIFIER = {id-ce 32}
id-ce-policyMappings OBJECT IDENTIFIER = {id-ce 33}
-- deprecated OBJECT IDENTIFIER = {id-ce 34}
id-ce-authorityKeylIdentifier OBJECT IDENTIFIER = {id-ce 35}
id-ce-policyConstraints OBJECT IDENTIFIER = {id-ce 36}
id-ce-extKeyUsage OBJECT IDENTIFIER = {id-ce 37}
-- id-ce-authorityAttributelIdentifier OBJECT IDENTIFIER = {id-ce 38}
-- id-ce-roleSpecCertIdentifier OBJECT IDENTIFIER = {id-ce 39}
id-ce-cRLStreamIdentifier OBJECT IDENTIFIER ::= {id-ce 40}
-- id-ce-basicAttConstraints OBJECT IDENTIFIER ::= {id-ce 41}
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-- id-ce-delegatedNameConstraints OBJECT IDENTIFIER = {id-ce 42}
-- id-ce-timeSpecification OBJECT IDENTIFIER = {id-ce 43}
id-ce-cRLScope OBJECT IDENTIFIER = {id-ce 44}
id-ce-statusReferrals OBJECT IDENTIFIER = {id-ce 45}
id-ce-freshestCRL OBJECT IDENTIFIER = {id-ce 46}
id-ce-orderedList OBJECT IDENTIFIER = {id-ce 47}
-- id-ce-attributeDescriptor OBJECT IDENTIFIER = {id-ce 48}
-- id-ce-userNotice OBJECT IDENTIFIER = {id-ce 49}
-- id-ce-sOAIdentifier OBJECT IDENTIFIER = {id-ce 50}
id-ce-baseUpdateTime OBJECT IDENTIFIER = {id-ce 51}
-- id-ce-acceptableCertPolicies OBJECT IDENTIFIER = {id-ce 52}
id-ce-deltalInfo OBJECT IDENTIFIER = {id-ce 53}
id-ce-inhibitAnyPolicy OBJECT IDENTIFIER = {id-ce 54}
-- id-ce-targetingInformation OBJECT IDENTIFIER = {id-ce 55}
-- ifg=te= IT OBJECT IDENTIFIER ={id=ce 567}
-- ifl-ce-acceptablePrivilegePolicies OBJECT IDENTIFIER = {id-ce 57}
id-cg-toBeRevoked OBJECT IDENTIFIER = {id-ce 58}
id-cp-revokedGroups OBJECT IDENTIFIER = {id-ce 59}
id-cp-expiredCertsOnCRL OBJECT IDENTIFIER = {id-ce 60}
-- ifl-ce-indirectIssuer OBJECT IDENTIFIER = {id-ce 61}
-- ifl-ce-noAssertion OBJECT IDENTIFIER = {id-ce 62}
id-cp-aAissuingDistributionPoint OBJECT IDENTIFIER = {id-ce 63}
-- jifd-ce-issuedOnBehalfOf OBJECT IDENTIFIER = {id-ce™ 64}
-- ifl-ce-singleUse OBJECT IDENTIFIER = {id-ce-65}
-- ifd-ce-groupAC OBJECT IDENTIFIER = {id~ce 66}
-- ifl-ce-allowedAttAss OBJECT IDENTIFIER =_{id-ce 67}
-- ifd-ce-attributeMappings OBJECT IDENTIFIER =-{id-ce 68}
-- ifl-ce-holderNameConstraints OBJECT IDENTIFIER = {id-ce 69}
id-cg-authorizationvValidation OBJECT IDENTIFIER = {id-ce 70}
id-cp-protRestrict OBJECT IDENTIFIER = {id-ce 71}
id-cp-subjectAltPublicKeyInfo OBJECT IDENTIBIER = {id-ce 72}
id-cp-altSignatureAlgorithm OBJECT IDENTIFIER = {id-ce 73}
id-ce-altSignatureValue OBJECT IDENTIFIER = {id-ce 74}
id-cg-associatedInformation OBJECT IDENTIFIER = {id-ce 75}
-- mptching rule OIDs

id-mf-certificateExactMatch OBJECT IDENTIFIER = {id-mr 34}
id-mfk-certificateMatch OBJECT, IDENTIFIER = {id-mr 35}
id-mr-certificatePairExactMatch OBJECT  IDENTIFIER = {id-mr 36}
id-mfk-certificatePairMatch OBJECT IDENTIFIER = {id-mr 37}
id-mk-certificateListExactMatch OBJECT IDENTIFIER = {id-mr 38}
id-mfk-certificateListMatch OBJECT IDENTIFIER = {id-mr 39}
id-mp-algorithmIdentifierMatch OBJECT IDENTIFIER = {id-mr 40}
id-mf-policyMatch OBJECT IDENTIFIER = {id-mr 60}
id-mf-pkiPathMatch OBJECT IDENTIFIER ::= {id-mr 62}
id-mfk-enhancedCertificateMatch OBJECT IDENTIFIER ::= {id-mr 65}

-- Object identifiers” for LDAP X.509 assertion syntaxes
id-ldx-certExactAssertion OBJECT IDENTIFIER ::= {id-1dx 1}
id-1ldx-certAssertion OBJECT IDENTIFIER ::= {id-1dx 2}
id-l¢gx-certPairExactAssertion OBJECT IDENTIFIER ::= {id-1dx 3}
id-ldx-certPRPairAssertion OBJECT IDENTIFIER ::= {id-1dx 4}
id-l¢gx-cexrtlistExactAssertion OBJECT IDENTIFIER ::= {id-1dx 5}
id-lfdx~“certListAssertion OBJECT IDENTIFIER ::= {id-1ldx 6}
id-lgx=algorithmIdentifier OBJECT IDENTIFIER ::= {id-1dx 7}

END -- CertificateExtensions

-- A.3 - Attribute Certificate Framework module

AttributeCertificateDefinitions

{joint-iso-itu-t ds(5) module(l) attributeCertificateDefinitions(32) 9}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS ALL

IMPORTS
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id-at, id-ce, id-mr, id-oc
FROM UsefulDefinitions
{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS

ATTRIBUTE, Attribute{}, AttributeType, AttributeTypeAndValue, MATCHING-RULE, Name,
OBJECT-CLASS, RelativeDistinguishedName, SupportedAttributes, SYNTAX-NAME, top
FROM InformationFramework
{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

--AttributeTypeAndValue
-- FROM BasicAccessControl basicAccessControl

AlgorithmIdentifier, Certificate, Certificatelist, CertificateSerialNumber,
EX . . . .
x5p9%Certificatelist
ROM AuthenticationFramework

{joint-iso-itu-t ds(5) module(l) authenticationFramework(7) 9} WITH SUCCESSORS

eSpecification, UnboundedDirectoryString, Uniqueldentifier
FFROM SelectedAttributeTypes
{joint-iso-itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH, SUCCESSORS

certificateListExactMatch, GeneralName, GeneralNames, NameConstraintsSyntax

FROM CertificateExtensions

{joint-iso-itu-t ds(5) module(l) certificateExtensions(26)\ 9} WITH SUCCESSORS ;
-- Uhless explicitly noted otherwise, there is no significancée to the ordering
-- of components of a SEQUENCE OF construct in this Specification.

-- aftribute certificate constructs

AttrlibuteCertificate = SIGNED{TBSAttributeCertificate}
TBSAktributeCertificate ::= SEQUENCE ({
veksion AttCertVersion, -- yversion is v2
hoflder Holder,
ispuer AttCertIssuer,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
serialNumber CertificateSerialNumber,
atkrCertvValidityPeriod AttCertValidityPeriod,
atkributes SEQUENCE\OF Attribute{{SupportedAttributes}},
ispuerUniqueID Uniqueldentifier OPTIONAL,
> 7
- 7
exfkensions Extensions OPTIONAL
} |(CONSTRAINED BY { -- shall be DER encoded -- } )
AttCertVersion ::= INTEGER {v2(1l)}
Holder ::= SEQUENCE {
bageCertificateID [0] IssuerSerial OPTIONAL,
enkityName [1] GeneralNames OPTIONAL,
obljectDigestInfo [2] ObjectDigestInfo OPTIONAL }
(WLTH COMPONENTS {..., baseCertificateID PRESENT } |
W TH \COMPONENTS {..., entityName PRESENT } |
WELTH) COMPONENTS {..., objectDigestInfo PRESENT } )
IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,

issuerUID UniqueIdentifier OPTIONAL,
}

ObjectDigestInfo ::= SEQUENCE ({
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert (1),

otherObjectTypes (2)},
otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm AlgorithmIdentifier{{SupportedAlgorithms}},
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objectDigest BIT STRING,
}
AttCertIssuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificateID [0] 1IssuerSerial OPTIONAL,
objectDigestInfo [1] ObjectDigestInfo OPTIONAL,
..}
(WITH COMPONENTS {..., issuerName PRESENT } |
WITH COMPONENTS {..., baseCertificateID PRESENT } |
WITH COMPONENTS {..., objectDigestInfo PRESENT } )
AttCertValidityPeriod ::= SEQUENCE {

notBeforeTime GeneralizedTime,

nofAfterTime —GenerarizedTime,
}

AttrlibuteCertificationPath ::= SEQUENCE ({
atkributeCertificate AttributeCertificate,
acpPath SEQUENCE OF ACPathData OPTIONAL,
}

ACPakhData ::= SEQUENCE {
cektificate [0] Certificate OPTIONAL,

atkributeCertificate [1] AttributeCertificate OPTIONAL,
}

PrivjilegePolicy ::= OBJECT IDENTIFIER

-- pPkivilege attributes

role| ATTRIBUTE ::= {
WIH SYNTAX RoleSyntax
ID id-at-role }
Rolefyntax ::= SEQUENCE {
rolleAuthority [0] GeneralNames OPTIONAL.,
rofleName [1] GeneralName,
}
xmlPrivilegeInfo ATTRIBUTE ::= {
WIH SYNTAX UTF8String --contains XML-encoded privilege information
D id-at-xMLPrivilegelInfo }
permfission ATTRIBUTE ::= ({
WI'H SYNTAX DualStringSyntax
EQPALITY MATCHING RULE ‘“dualStringMatch
D id-at-permission }
DualBtringSyntax ::=) SEQUENCE ({
oppration [0].\ UnboundedDirectoryString,

obfject [1¥ ~UnboundedDirectoryString,
1o}

dualBtringMatch MATCHING-RULE
SYFTAX DualStringSyntax

I
-~

D id-mr-dualStringMatch }
timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification

IDENTIFIED BY id-ce-timeSpecification }

timeSpecificationMatch MATCHING-RULE ::= {

SYNTAX TimeSpecification

D id-mr-timeSpecMatch }
targetingInformation EXTENSION ::= ({

SYNTAX SEQUENCE SIZE (1..MAX) OF Targets

IDENTIFIED BY id-ce-targetingInformation }

Targets ::= SEQUENCE SIZE (l1..MAX) OF Target
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Target ::= CHOICE {
targetName [0] GeneralName,
targetGroup [1] GeneralName,
targetCert [2] TargetCert,
}

TargetCert ::= SEQUENCE ({
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,
certDigestInfo ObjectDigestInfo OPTIONAL }
userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
D e . ;

pied from IETF RFC 5280

UserNotice ::= SEQUENCE ({
nofkiceRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL }
NotifeReference ::= SEQUENCE {
organization DisplayText,
nokiceNumbers SEQUENCE OF INTEGER }
DispllayText ::= CHOICE {
vipibleString VisibleString(SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utf8String UTF8String (SIZE (1..200)) }
acceptablePrivilegePolicies EXTENSION ::= {
SYNTAX AcceptablePrivilegePoliciesSyntax

IDENTIFIED BY id-ce-acceptablePrivilegePolicies ‘}

AcceptablePrivilegePoliciesSyntax ::= SEQUENCE ‘SIZE (1..MAX) OF PrivilegePolicy
singfleUse EXTENSION ::= {
SYNTAX NULL

IDENTIFIED BY id-ce-singleUse }

groupAC EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-groupAC }

noReyAvail EXTENSION ::=
SYNTAX NULL
IDENTIFIED BY id-ce=noRevAvail }

sOAIflentifier EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BYY id-ce-sOAIdentifier }

sOAIfdentifierMatch MATCHING-RULE ::= {
SYNTAX (~NULL
ID id-mr-sOAIdentifierMatch }

attributeDescriptor EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor} }

AttributeDescriptorSyntax ::= SEQUENCE {
identifier AttributeIdentifier,
attributeSyntax OCTET STRING(SIZE (1..MAX)),
name [0] AttributeName OPTIONAL,
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicylIdentifier,

}
AttributeIdentifier ::= ATTRIBUTE. &id({AttributeIDs})
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AttributeIDs ATTRIBUTE ::= {...}
AttributeName ::= UTF8String(SIZE (1..MAX))
AttributeDescription ::= UTF8String(SIZE (1..MAX))

PrivilegePolicyIdentifier ::= SEQUENCE {
privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax,

}

attDescriptor MATCHING-RULE ::= {
SYNTAX AttributeDescriptorSyntax
D id-mr-attDescriptorMatch }

roleppecCertIdentifier EXTENSION ::= {
SYNTAX RoleSpecCertIdentifierSyntax
IDENTIFIED BY {id-ce-roleSpecCertIdentifier} }

RolefpecCertIdentifierSyntax ::=
SEQUENCE SIZE (1..MAX) OF RoleSpecCertlIdentifier

RoleppecCertlIdentifier ::= SEQUENCE {
rofleName [0] GeneralName,
rofleCertIssuer [1] GeneralName,
rolleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
rolleCertLocator [3] GeneralNames OPTIONAL,
}

roleppecCertIdMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertIdentifierSyntax
iDp id-mr-roleSpecCertIdMatch }

basifpAttConstraints EXTENSION ::= {
SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY {id-ce-basicAttConstraints}

BasifAttConstraintsSyntax ::= SEQUENCE {
authority BOOLEAN DEFAULT FALSE,
pathlLenConstraint INTEGER(0..MAX) OPTIONAL,

}

basifAttConstraintsMatch MATCHING-=RULE ::= {
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

delefjatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-cé-delegatedNameConstraints }

delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax
D id-mr-delegatedNameConstraintsMatch }

acceptableCertPolicies EXTENSION ::= ({
SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId
CertPolicyId ::= OBJECT IDENTIFIER
acceptableCertPoliciesMatch MATCHING-RULE ::= {

SYNTAX AcceptableCertPoliciesSyntax

D id-mr-acceptableCertPoliciesMatch }
authorityAttributeldentifier EXTENSION ::= {

SYNTAX AuthorityAttributeldentifierSyntax

IDENTIFIED BY {id-ce-authorityAttributeldentifier} }

AuthorityAttributeldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttId
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AuthAttId ::= IssuerSerial

authAttIdMatch MATCHING-RULE ::= ({
SYNTAX AuthorityAttributeIdentifierSyntax
ID id-mr-authAttIdMatch }

indirectIssuer EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-indirectIssuer }

issuedOnBehalfOf EXTENSION ::= {
SYNTAX GeneralName
IDENTIFIED BY id-ce-issuedOnBehalfOf }

ertion EXTENSION ::= {
TAX NULL
NTIFIED BY id-ce-noAssertion }

edAttributeAssignments EXTENSION ::= ({
TAX AllowedAttributeAssignments
NTIFIED BY id-ce-allowedAttributeAssignments }

edAttributeAssignments ::= SET OF SEQUENCE {

ributes [0] SET OF CHOICE {

ttributeType [0] AttributeType,

ttributeTypeandValues [1] Attribute{{SupportedAttributes}},
},

derDomain [1] GeneralName,

}

ho

buteMappings EXTENSION ::= ({
TAX AttributeMappings
NTIFIED BY id-ce-attributeMappings }

buteMappings ::= SET OF CHOICE ({
eMappings [0] SEQUENCE ({
ocal [0] AttributeType,
emote [1] AttributeType,
},
eValueMappings [1] SEQUENCE {
ocal [0] AttributeTypeAndValue,
emote [1] AttributeTypeAndValue,

rNameConstraints EXTENSION ::= {
TAX HolderNameConstraintsSyntax
IDENTIFIED BY id-cexholderNameConstraints }

HolderNameConstraintsSyntax ::= SEQUENCE ({
pefmittedSubtrees [0] GeneralSubtrees,
exfludedSubtrees [1] GeneralSubtrees OPTIONAL,

}

GenekalSubtrees ::= SEQUENCE SIZE (l1..MAX) OF GeneralSubtree
GenefalSubtree ::= SEQUENCE {
base GeneralName,

minimum [0] BaseDistance DEFAULT O,
maximum [1l] BaseDistance OPTIONAL,
}

BaseDistance ::= INTEGER (0. .MAX)

-- PMI object classes

pmiUser OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
iD id-oc-pmiUser }
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pmiAA OBJECT-CLASS ::= { -- a PMI AA
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
eeAttrCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-pmiAA }

pmiSOA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |

2 - 1 r romtist—
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

ID id-oc-pmiSOA }
attCertCRLDistributionPt OBJECT-CLASS ::= ({

SUECLASS OF {top}

KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
eeAttrCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-attCertCRLDistributionPts }
pmiDgplegationPath OBJECT-CLASS ::= ({

SUECLASS OF {top}

KIND auxiliary

MAY CONTAIN {delegationPath}

iDp id-oc-pmiDelegationPath }
privilegePolicy OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN ({privPolicy}

D id-oc-privilegePolicy }
protectedPrivilegePolicy OBJECT-CLASS = {

SUECLASS OF {top}

KIND auxiliary

MAY CONTAIN ({protPrivPolicy}

ID id-oc-protectedPrivilegePolicy }

-- PMI directory attributes

attriibuteCertificateAttribute ATTRIBUTE ::= {

WIH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-attributeCertificate }
aACertificate \ ATTRIBUTE ::= {

WIfH SYNTAX AttributeCertificate

EQUALITY. MATCHING RULE attributeCertificateExactMatch

ID id-at-aACertificate }
attributeDescriptorCertificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

D id-at-attributeDescriptorCertificate }
attributeCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificatelListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"AttrCertificateRevocationList"}

LDAP-DESC "X.509 Attr certificate revocation list"

ID id-at-attributeCertificateRevocationList }
eeAttrCertificateRevocationList ATTRIBUTE ::= ({
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WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificateListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"EEAttrCertificateRevocationList"}
LDAP-DESC "X.509 EEAttr certificate revocation list"
ID id-at-eeAttrCertificateRevocationList }
attributeAuthorityRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"AACertificateRevocationList"}
LDAP-DESC "X.509 AA certificate revocation list"
D id-at-attributeAuthorityRevocationList }
delegationPath ATTRIBUTE ::= {
WI'H SYNTAX AttCertPath
iD id-at-delegationPath }
AttCgrtPath ::= SEQUENCE OF AttributeCertificate
privPolicy ATTRIBUTE ::= ({
WI'H SYNTAX PolicySyntax
ID id-at-privPolicy }
protPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }
xmlPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX UTF8String -- XML-encoded privilege policy information
ID id-at-xmlPrivPolicy }

-- Aktribute certificate extensions and matching.rules

attriibuteCertificateExactMatch MATCHING-RULE-: := {
SYNTAX AttributeCertificateExactAssertion
ID id-mr-attributeCertificateExaectMatch }

AttrlibuteCertificateExactAssertion ;= SEQUENCE {
serialNumber CertificateSerialNumber,
ispuer AttCertIssuer,

}

attrfibuteCertificateMatch~-MATCHING-RULE ::= {
SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }

AttrfibuteCertificateéAssertion ::= SEQUENCE ({
hollder [0] CHOICE {
baseCertifidateID [0] IssuerSerial,
holderName [1] GeneralNames,
...} OPTIONAL,
ispuer [1] GeneralNames OPTIONAL,
atkCertvalidity [2] GeneralizedTime OPTIONAL,
atEType [3] SET OF AttributeType OPTIONAL,

}
-- At least one component of the sequence shall be present

holderIssuerMatch MATCHING-RULE ::= {
SYNTAX HolderIssuerAssertion
ID id-mr-holderIssuerMatch }

HolderIssuerAssertion ::= SEQUENCE ({
holder [0] Holder OPTIONAL,
issuer [1] AttCertIssuer OPTIONAL,
}

delegationPathMatch MATCHING-RULE ::= {
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D id-mr-delegationPathMatch }

DelMatchSyntax ::= SEQUENCE {
firstIssuer AttCertlIssuer,
lastHolder Holder,

}

extensionPresenceMatch MATCHING-RULE
SYNTAX EXTENSION. &id

ID id-mr-extensionPresenceMatch }

-- object identifier assignments

{

ISO/IEC 9594-8:2020 (E)

id-of-pmiUser OBJECT
id-of-pmiAA OBJECT
id-of-pmiSOA OBJECT
id-of-attCertCRLDistributionPts OBJECT
id-of-privilegePolicy OBJECT
id-of-pmiDelegationPath OBJECT
id-of-protectedPrivilegePolicy OBJECT
-- directory attributes
id-ag-attributeCertificate OBJECT
id-ak-attributeCertificateRevocationList OBJECT
id-ag-aACertificate OBJECT
id-afg-attributeDescriptorCertificate OBJECT
id-ag-attributeAuthorityRevocationList OBJECT
id-ag-privPolicy OBJECT
OBJECT
id-ag-delegationPath OBJECT
id-afk-protPrivPolicy OBJECT.
id-ag-xMLPrivilegeInfo OBJECT
id-afk-xmlPrivPolicy OBJECT
id-af-permission QBJECT
id-ak-eeAttrCertificateRevocationlList OBJECT
-- aktribute certificate extensions
id-cp-authorityAttributeIdentifier OBJECT
id-cp-roleSpecCertldentifier OBJECT
id-cp-basicAttConstraints OBJECT
id-cp-delegatedNameConstraints OBJECT
id-cep-timeSpecification OBJECT
id-cp-attributeDescriptor OBJECT
id-ce-userNotice OBJECT
id-ce-sOAIdentifier OBJECT
id-ce-acceptableCertPolicies OBJECT
id-ce-targetingInformation OBJECT
id-ce-noRevAvail OBJECT
id-cp-acceptablePrivilegePolicies OBJECT
id-ce-indirectIssuer OBJECT
id-cp-rioAssertion OBJECT
id-ce~issuedOnBehalfOf OBJECT
id-ce-singleUse OBJECT
id-ce-groupAC OBJECT
id-ce-allowedAttributeAssignments OBJECT
id-ce-attributeMappings OBJECT
id-ce-holderNameConstraints OBJECT
-- PMI matching rules
id-mr-attributeCertificateMatch OBJECT
id-mr-attributeCertificateExactMatch OBJECT
id-mr-holderIssuerMatch OBJECT
id-mr-authAttIdMatch OBJECT
id-mr-roleSpecCertIdMatch OBJECT
id-mr-basicAttConstraintsMatch OBJECT

© ISO/IEC 2020 - All rights reserved

IDENTIFIER ::= {id-oc 24}
IDENTIFIER = {id-oc 25}
IDENTIFIER ::= {id-oc 26}
IDENTIFIER ::= {id-oc 27}
IDENTIFIER ::= {id-oc 32}
IDENTIFIER = {id-oc 33}
IDENTIFIER ::= {id-oc~34}
IDENTIFIER ::=-"{id-at 58}
IDENTIFIER :%="{id-at 59}
IDENTIFIER ::= {id-at 61}
IDENTIFIER ::= {id-at 62}
IDENTIFIER = {id-at 63}
IDENTIFIER ::= {id-at 71}
IDENTIFIER ::= {id-at 72}
IDENTIFIER ::= {id-at 73}
IDENTIFIER = {id-at 74}
IDENTIFIER ::= {id-at 75}
IDENTIFIER = {id-at 76}
IDENTIFIER ::= {id-at 82}
IDENTIFIER ::= {id-at 102}
IDENTIFIER = {id-ce 38}
IDENTIFIER ::= {id-ce 39}
IDENTIFIER ::= {id-ce 41}
IDENTIFIER ::= {id-ce 42}
IDENTIFIER = {id-ce 43}
IDENTIFIER ::= {id-ce 48}
IDENTIFIER = {id-ce 49}
IDENTIFIER = {id-ce 50}
IDENTIFIER ::= {id-ce 52}
IDENTIFIER = {id-ce 55}
IDENTIFIER = {id-ce 56}
IDENTIFIER ::= {id-ce 57}
IDENTIFIER ::= {id-ce 61}
IDENTIFIER ::= {id-ce 62}
IDENTIFIER ::= {id-ce 64}
IDENTIFIER = {id-ce 65}
IDENTIFIER = {id-ce 66}
IDENTIFIER ::= {id-ce 67}
IDENTIFIER = {id-ce 68}
IDENTIFIER = {id-ce 69}
IDENTIFIER ::= {id-mr 42}
IDENTIFIER ::= {id-mr 45}
IDENTIFIER = {id-mr 46}
IDENTIFIER ::= {id-mr 53}
IDENTIFIER = {id-mr 54}
IDENTIFIER ::= {id-mr 55}
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id-mr-delegatedNameConstraintsMatch OBJECT IDENTIFIER ::= {id-mr 56}
id-mr-timeSpecMatch OBJECT IDENTIFIER ::= {id-mr 57}
id-mr-attDescriptorMatch OBJECT IDENTIFIER ::= {id-mr 58}
id-mr-acceptableCertPoliciesMatch OBJECT IDENTIFIER ::= {id-mr 59}
id-mr-delegationPathMatch OBJECT IDENTIFIER ::= {id-mr 61}
id-mr-sOAIdentifierMatch OBJECT IDENTIFIER ::= {id-mr 66}
id-mr-extensionPresenceMatch OBJECT IDENTIFIER ::= {id-mr 67}
id-mr-dualStringMatch OBJECT IDENTIFIER ::= {id-mr 69}
END -- AttributeCertificateDefinitions
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Annex B

Reference definition of cryptographic algorithms

(This annex does not form an integral part of this Recommendation | International Standard.)

This annex lists cryptographic algorithms defined in other specifications, by firstly listing the allocated object identifiers
for the cryptographic algorithms followed by the actual algorithm definitions. The definitions take the form of the ASN.1

modu

le, AlgorithmObjectIdentifiers

AlgorithmObjectIdentifiers {joint-iso-itu-t ds(5) module(1)

DEFINITIONS ::=

alEoritthbgectIdenfiFierslﬂ\ 9}
BEGI

-- EKPORTS All
/*
The palues defined in this module are primarily taking from various specifications an
collected here for easy reference by other specifcations.
Wen yalues are copied form an IETF RFC, the IETF RFC number is showhs
When| values are copied from the NIST Computer Security Objects({Register (CSOR),
the [label CSOR is used.
*/
IMPORTS
algorithm
FFROM UsefulDefinitions
{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS
ALGORITHM, AlgorithmIdentifier{}, SupportedAlgorithms, SupportedCurves
FROM AuthenticationFramework

{joint-iso-itu-t ds(5) module(l) authenticationFramework(7) 9} WITH SUCCESSORS
ID :|= OBJECT IDENTIFIER
-- Object identifier allocations
-- Object identifiers allocated by this Specification (but not used)
nullflgorithm ID = {algorithm 0}
encryptionAlgorithm ib = {algorithm 1}
hashAlgorithm ID = {algorithm 2}
signptureAlgorithm ID = {algorithm 3}
-—- sjynonyms
id-ep ID ::= encryptionAlgorithm
id-hp ID = hashAlgorithm
id-sp ID = signatureAlgorithm
— & ol lows e e Py . 3 . : 3 :
functions
id-ea-rsa ID = {id-ea 1}
id-ha-sgMod-n ID = {id-ha 1}
id-sa-sgqMod-nWithRSA ID = {id-sa 1}

-- object identifiers allocated by other organization

us-iso ID = { iso(l) member-body (2) us(840) }
ansi-x9-57 ID = { us-iso ansi-x9-57(10040) }
ansi-x9-62 ID = { us-iso ansi-x962(10045) }
ansi-x9-42 ID = { us-iso ansi-x942(10046) }
iso-standard ID { iso(l) standard(0) }
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iso09797 ID = { iso-standard message-authentication-codes (9797) }
iso-organization ID = { iso(l) identified-organization(3) }

certicom ID = { iso-organization certicom(132) }

certicom-curve ID = { certicom curve (0) }

teletrust ID = { iso-organization teletrust(36) }

ecStdCurvesAndGen ID = { teletrust algorithm(3) signature-algorithm(3) ecSign(2)
8}

versionOne ID = { ecStdCurvesAndGen ellipticCurve(l) versionOne (1) }
us-joint ID = { joint-iso-itu-t(2) country(16) us(840) }

usgov ID = { us-joint organization(l) gov(101l) }

dodAlgorithms ID = { usgov dod(2) infosec(l) algorithms(1l) }

csor ID = { usgov csor(3) }

nistAlgorithms ID = { csor nistAlgorithm(4) } -- CSOR

aes ID {nistrIgoritims—I—F—=CSOR

hashpflgs ID = { nistAlgorithms hashalgs(2) } -- CSOR

sigAjlgs D = { nistAlgorithms 3 } -- CSOR

rsadpi ID = { iso(l) member-body(2) us(840) rsadsi(113549).}}
pkcsEl ID ::= { rsadsi pkcs(l) pkcs-1(1) }

digegtAlgorithm ID ::= { rsadsi digestAlgorithm(2) }

-- Symmetric key algorithm object identifiers

id-apsl1l28-CBC ID = { aes 2 } -- CSOR
id—aEleZ—CBC ID = { aes 22 } -- CSOR
id-aps256-CBC ID = { aes 42 } -- CSOR

-- AES key wrap algorithms from IETF RFC 3394

id-apsl28-wrap ID = { aes 5 }
id—aEleZ—wrap ID = { aes 25 }
id-aps256-wrap ID = { aes 45 }

-- Ppbkic key algorithm object identifiers

rsaEhcryption D
id—k[yExchangeAlgorithm D

{ pkcs-1 rsaEncryption(l)} -- IETF RFC 4055
{ dodAlgoerithms id-keyExchangeAlgorithm(22)}
-- IETF RFC 3279

id-dpa ID = { ansi-x9-57 x%algorithm(4) 1 } -- IETF RFC 5480
id-efPublicKey D = {,ansi-x9-62 keyType(2) 1 } -- IETF RFC 5480
id-efDH ID = {‘“certicom schemes(l) ecdh(12) } -- IETF RFC 5480
id-eMQV ID = {* certicom schemes(l) ecmgv(13) } -- IETF RFC 5480
dh-ppblic-number ID = { ansi-x9-42 number-type (2) dh-public-number(l) } --IHTF
RFC P631

-- Hpsh algorithms object identifiers

-- The OID for SHA hash algorithms are specified in NIST FIPS PUB 180-4

id-shal ID = {iso(l) identified-organization(3) oiw(14) secsig(3)
algorithms (2) 26} -- IETF RFC 3279

-- SHA-2 (family

id-sha256 ID = { hashAlgs 1 } -- CSOR

id-sha384 ID = { hashAlgs 2 } -- CSOR

id-shab512 ID = { hashAlgs 3 } -- CSOR

id-sha224 ID = { hashAlgs 4 } -- CSOR
id-sha512-224 ID = { hashAlgs 5 } -- CSOR
id-sha512-256 ID = { hashAlgs 6 } -- CSOR

-- SHA-3 family

id-sha3-224 ID = { hashAlgs 7 } -- CSOR

id-sha3-256 ID = { hashAlgs 8 } -- CSOR

id-sha3-384 ID = { hashAlgs 9 } -- CSOR

id-sha3-512 ID = { hashAlgs 10 } -- CSOR

id-shakel28 ID = { hashAlgs 11 } -- CSOR

id-shake256 ID = { hashAlgs 12 } -- CSOR
id-shakel28-len ID = { hashAlgs 17 } -- CSOR
id-shake256-l1len ID = { hashAlgs 18 } -- CSOR
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hashAlg ID ::= { iso(l) identified-organization(3) dod(6) internet(1)
private (4) enterprise(l) kudelski (1722)
cryptography(12) 2 } -- BLAKE2, RFC 7693
—-—- SIGNATURE ALGORITHM IDS

-- RSASSA-PKCS1l-vl 5 signature algorithm object identifiers (From IETF RFC 3447)

shalWithRSAEncryption iD
sha256WithRSAEncryption ID
sha384WithRSAEncryption ID
sha512WithRSAEncryption ID
sha224WithRSAEncryption ID

pkcs-1 shalWithRSAEncryption(5) }
pkcs-1 sha256WithRSAEncryption (11)
pkcs-1 sha384WithRSAEncryption (12)
pkcs-1 sha512WithRSAEncryption (13)
pkcs-1 sha224WithRSAEncryption (14)

N St

1EIF REC 2VUO0)

id-mgfl ID

{ pkcs-1 8 }

-- DPA algorithms object idntifiers

id-dpa-with-shal ID = {iso(l) member-body(2) us(840) x9-57(10040) x9algorithm(4)
dsa-with-shal (3)}

id-dga-with-sha224 ID = { sigAlgs 1 } -- CSOR
id-dga-with-sha256 D = { sigAlgs 2 } -- CSOR
-—- From IETF RFC 5758
ecdsp-with-SHA224 ID ::= { ansi-x9-62 signatures(4)

ecdsa-with-SHA2(3) 1 }
ecdsp-with-SHA256 ID ::= { ansi-x9-62 signatures (4)

ecdsarwith-SHA2 (3) 2 }
ecdsp-with-SHA384 ID ::= { ansi-x9-62 signaturesi(4)

ecdsa-with-SHA2 (3) 3 }
ecdsp-with-SHA512 ID ::= { ansi-x9-62 signatures(4) ecdsa-with-SHA2(3) 4 }

secp|l92rl ID = { ansi-x9-62 curves(3) prime(l) 1 }
sect]l63kl ID = { certicom-curve 1 }

sectll63r2 ID = { certicom-curve 15 }

secpp24rl ID = { certicom=curve 33 }

sectp33kl ID = { certicom-curve 26 }

sectp33rl ID = { cexrticom-curve 27 }

secpp56rl ID = { ansi-x9-62 curves(3) prime(l) 7 }
sectp83kl ID = { ‘eerticom-curve 16 }

sectp83rl ID =\{ certicom-curve 17 }

secpB84rl ID =){ certicom-curve 34 }

sectfiO9kl ID = { certicom-curve 36 }

sectfiO9rl ID = { certicom-curve 37 }

secpp21lrl ID = { certicom-curve 35 }

sectp71kl ID = { certicom-curve 38 }

sectp71rl ID = { certicom-curve 39 }

-- From “\IETF RFC 5639

versionOne 10
versionOne 11
versionOne 12
versionOne 13
versionOne 14

brainpoolP320tl ID
brainpoolP384rl ID
brainpoolP384tl ID
brainpoolP512r1 ID
brainpoolP512t1 ID

brainpoolP160rl ID = { versionOne 1 }
brainpoolP160tl ID = { versionOne 2 }
brainpoolP192rl1 ID = { versionOne 3 }
brainpoolP192tl ID = { versionOne 4 }
brainpoolP224rl ID = { versionOne 5 }
brainpoolP224tl ID = { versionOne 6 }
brainpoolP256rl ID = { versionOne 7 }
brainpoolP256tl ID = { versionOne 8 }
brainpoolP320rl1l ID = { versionOne 9 }

{

{

{

{

{

e e e
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X509Curves OBJECT IDENTIFIER ::= { secpl92rl | sectl63kl | sectl63r2 | secp224rl |
sect233kl |

sect233rl | secp256rl | sect283kl | sect283rl |
secp384rl |

sect409kl | sectd409rl | secp521rl | sect571kl |
sect571rl }
-- Object identifiers for Integrity Check Value (ICV) algorithms

id-hmacWithSHA224 ID = { digestAlgorithm 8 } -- IETF RFC 4231
id-hmacWithSHA256 ID = { digestAlgorithm 9 } -- IETF RFC 4231
id-hmacWithSHA384 ID = { digestAlgorithm 10 } -- IETF RFC 4231
id-hmacWithSHA512 ID = { digestAlgorithm 11 } -- IETF RFC 4231
id—gLac ID ::= { is09797 part3(3) gmac(4) } -- ISO/IEC 9797-3
- ALGORITHMS
-- Hpshing alogorithms
mD5Allgorithm ALGORITHM ::= {

PARMS NULL

IDENTIFIED BY {iso(l) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) md5 (
-- Npte that the MD5 algorithm is not considered secure
shalflgorithm ALGORITHM ::= {

PARMS NULL

IDENTIFIED BY id-shal }

sha2
ID

sha3
ID

shab
ID

sha2
ID

shab
ID

shab
ID

sha3

bte that the SHAl algorithm is not considered secure
HA-2 family

6 ALGORITHM ::= { -- IETF RFC
ENTIFIED BY id-sha256 }

5754

B4 ALGORITHM ::= { -- IETF RFC
ENTIFIED BY id-sha384 }

5754

12 ALGORITHM ::= { -- IETF RFC
ENTIFIED BY id-sha512 }

5754

P4 ALGORITHM ::= { -- IETF RFC
ENTIFIED BY id-sha224-}

5754
12-224 ALGORITHM :t=) {
ENTIFIED BY id-sh&a512-224 }

12-256 ALGORITHM ::= {
ENTIFIED BY\<id-sha512-256 }

A-3 family

223, ALGORITHM ::= {

5) }}

ID

ENTIFIED BY id-sha3-224 }

sha3-256 ALGORITHM ::= {

IDENTIFIED BY id-sha3-256

sha3-384 ALGORITHM ::= {
IDENTIFIED BY id-sha3-384

sha3-512 ALGORITHM ::= {
IDENTIFIED BY id-sha3-512

shakel28 ALGORITHM ::= {
IDENTIFIED BY id-shakel28

shake256 ALGORITHM ::= {
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IDENTIFIED BY id-shake256 }

shakel28-len ALGORITHM ::= {
PARMS ShakeOutputLen
IDENTIFIED BY id-shakel28-len }

shake256-1len ALGORITHM ::= {
PARMS ShakeOutputLen
IDENTIFIED BY id-shake256-len }
ShakeOutputLen ::= INTEGER -- Output length in bits

HashAlgorithms ALGORITHM ::= {shalAlgorithm |
sha224 |

ISO/IEC 9594-8:2020 (E)

shia256
sha384 |
sha512 }

-- Symmetric encryption algorithms

aeslP8-CBC ALGORITHM ::= { -- CSOR
PARMS AES-InitializationVector
IDENTIFIED BY id-aesl28-CBC }

aeslpP2-CBC ALGORITHM ::= { -- CSOR
PARMS AES-InitializationVector
IDENTIFIED BY id-aesl92-CBC }

aes2p6-CBC ALGORITHM ::= { -- CSOR
PARMS AES-InitializationVector
IDENTIFIED BY id-aes256-CBC }

AES-[[nitializationVector ::= OCTET STRING (SIZE (Lk6)))
-- Ppblic key algorithms
rsaEhcryptionAlgorithm ALGORITHM ::= { -- IETF RFC 4055
PARMS NULL
IDENTIFIED BY rsaEncryption }
keyEkchangeAlgorithm ALGORITHM ::= {'=- IETF RFC 3279

PARMS KEA-Parms-Id
IDENTIFIED BY id-keyExchangeAlgorithm }

KEA-Parms-Id ::= OCTET STRING“(SIZE (10))
dsa ALGORITHM ::= { -- IETF RFC 5480
PARMS DSS-Paxms

IDENTIFIED BY id-dsa’}

DSS-Parms ::= SEQUENCE {
p | INTEGER,
q | INTEGER,
g | INTEGER,

}

ecPublicKey ALGORITHM ::= { -- IETF RFC 5480

PARMS X509Curves
IDENTIFIED BY id-ecPublicKey }

ecDH ALGORITHM ::= { -- IETF RFC 5480
PARMS X509Curves
IDENTIFIED BY id-ecDH }

ecMQV ALGORITHM ::= { -- IETF RFC 5480
PARMS X509Curves
IDENTIFIED BY id-ecMQV }

dh-public-numberAlgorithm ALGORITHM ::= {

PARMS DomainParameters
IDENTIFIED BY dh-public-number }
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DomainParameters ::= SEQUENCE ({
P INTEGER, -- odd prime, p=jg+l
g INTEGER, -- generator, g
q INTEGER, -- factor of p-1
j INTEGER OPTIONAL,

validationParms ValidationParms OPTIONAL,
}

ValidationParms ::= SEQUENCE {
seed BIT STRING,
pgenCounter INTEGER,

-- subgroup factor

PARMS NULL
IDENTIFIED BY shalWithRSAEncryption }

sha2P4WithRSAEncryptionAlgorithm ALGORITHM ::

PARMS NULL
IDENTIFIED BY sha224WithRSAEncryption }

sha2p6WithRSAEncryptionAlgorithm ALGORITHM ::

PARMS NULL
IDENTIFIED BY sha256WithRSAEncryption }

sha3B4WithRSAEncryptionAlgorithm ALGORITHM ::

PARMS NULL
IDENTIFIED BY sha384WithRSAEncryption }

sha5[l2WithRSAEncryptionAlgorithm ALGORITHM ::

PARMS NULL
IDENTIFIED BY sha512WithRSAEncryption }

-- RPASA-PSS algorithms

rSASBA-PSS ALGORITHM ::= {
PARMS SEQUENCE {
hashAlgorithm [0]
-- maskGenAlgorithm [1]
altLength [2] INTEGER DEFAULT 20,
krailerField [3] INTEGER DEFAULT 1

IDENTIFIED BY id-RSASSA-PSS }

-- DBA signature algorithms

ithRSAEncryptionAlgorithm ALGORITHM ::=

AlgorithmIdentifier {{HashAlgorithms}},
AlgorithmIdentifier {{MaskGenAlgorithms}},

{ -- IETF 7427

IETF RFC 5754

IETF RFC 7427

IETF-RFC 7427

IETF RFC 7427

}

dsa-with-sha224“ALGORITHM ::= { -- IETF RFC 5754
IDENTIFIED~BY id-dsa-with-sha224 }

dsa-with<sha256 ALGORITHM ::= { -- IETF RFC 5754
IDENTIFIED BY id-dsa-with-sha256 }

-- ECDSA signature algorithms

ecdsa-with-SHA224-Algorithm ALGORITHM ::= { -- IETF RFC
IDENTIFIED BY ecdsa-with-SHA224 }

ecdsa-with-SHA256-Algorithm ALGORITHM ::= { -- IETF RFC 5758
IDENTIFIED BY ecdsa-with-SHA256 }

ecdsa-with-SHA384-Algorithm ALGORITHM ::= { -- IETF RFC 5758
IDENTIFIED BY ecdsa-with-SHA384 }

ecdsa-with-SHA512-Algorithm ALGORITHM ::= { -- IETF RFC 5758

IDENTIFIED BY ecdsa-with-SHA512 }
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-- HMAC algorithms

hmacWithSHA224 ALGORITHM ::= { -- IETF RFC 4231
PARMS NULL
IDENTIFIED BY id-hmacWithSHA224 }

hmacWithSHA256 ALGORITHM ::= { -- IETF RFC 4231
PARMS NULL
IDENTIFIED BY id-hmacWithSHA256 }

ISO/IEC 9594-8:2020 (E)

hmacWithSHA384 ALGORITHM ::= { -- IETF RFC 4231
PARMS NULL
IDENTIFIED BY id-hmacWithSHA384 }
hmacLithSHA512 ALGORITHM ::= { -- IETF RFC 4231
PARMS NULL

IDENTIFIED BY id-hmacWithSHA512 }

END |- AlgorithmObjectIdentifiers
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C1

Annex C

Certificate extension attribute types

(This annex forms an integral part of this Recommendation | International Standard.)

Certificate extension attribute concept

This annex includes attribute types representing certificate extension defined by this Specification and IETF RFC 5280.
Such attributes will allow detailed certificate extension request to be included in a certification request as defined in IETF
RFC 2986 and it allows extension information to be stored in a directory.

Exte E {
type ATTRIBUTE. &id,
valjlue SET SIZE (0..1) OF SEQUENCE ({

The BxtensionAttribute data type specifies the general structure of an attribute representing a certificate exte

The s

An eXtension attribute is always single-valued and it has no associateg.context specification.

extehsionSyntax {EXTENSION:extension-attribute} SY¥NTAX-NAME ::= {
LDAP-DESC extension-attribute. &ldap-description
DIRECTORY SYNTAX SEQUENCE {
ndatory [0] BOOLEAN DEFAULT FALSE;
Eiitical [1] BOOLEAN DEFAULT FALSE,
xt [2] extension-attribute.&ExtnType,

ID

The gxtensionSyntax parameterized information object is to be used as a model for binding an LDAP syntax

objec

C.2
The f

Exte
DEFI
BEGI
-- E

IMPO

ndatory [0] BOOLEAN DEFAULT FALSE,
ritical [1] BOOLEAN DEFAULT FALSE,
[2] EXTENSION.&ExtnType,

yntax of an attribute is a sequence with the following components:

— The mandatory component is a Boolean that indicates whether this.extension shall be present
component may not be relevant in certain contexts and shall then be‘absent.

— The critical component indicates whether the particular certificate extension is labelled critical g
—  The ext component shall hold the actual extension syntax.Specification.

}

extension-attribute. &id }

identifier:
—  The LpapP-DESC specifies the LDAP syntax for the attribute type.
—  The DIRECTORY \SYNTAX specifies the actual syntax for the attribute.
—  The ID specifies the object identifier used to identify the LDAP syntax.

Formal specification for certificate extension attribute types

prmal specification is provided in the form of the ASN.1 module ExtensionAttributes.

hsionAttributes {joint-iso-itu-t ds(5) module(l) extensionAttributes(41) 9}

nsion.

This

r not.

to an

EITIONS =

XPORTS All
RTS

from Rec. ITU-T X.501 | ISO/IEC 9594-2

id-ce
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FROM UsefulDefinitions
{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS
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ATTRIBUTE, SYNTAX-NAME
FROM InformationFramework
{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

-- from Rec. ITU-T X.509 | ISO/IEC 9594-8

EXTENSION
FROM AuthenticationFramework
{joint-iso-itu-t ds(5) module(l) authenticationFramework(7) 9} WITH SUCCESSORS

aAissuingDistributionPoint, altSignatureAlgorithm, altSignatureValue,
authorityKeyIdentifier, authorizationValidation, baseUpdateTime, basicConstraints,
certificatelssuer, certificatePolicies, cRLDistributionPoints, cRLNumber,
cRLStreamIdentifier, deltaCRLIndicator, deltaInfo, expiredCertsOnCRL, extKeyUsage,
£r - . — s o — -
ispuingDistributionPoint, keyUsage, nameConstraints, orderedList,
policyConstraints, policyMappings, privateKeyUsagePeriod, reasonCode, revokedGroups|,
sthtusReferrals, subjectAltName, subjectAltPublicKeyInfo, subjectDirectoryAttributjs,
subjectKeyIdentifier, toBeRevoked
FROM CertificateExtensions

{joint-iso-itu-t ds(5) module(l) certificateExtensions(26) 9} WITH SUCCESSORS

acfeptableCertPolicies, acceptablePrivilegePolicies, allowedAttributeAssignments,
atkributeDescriptor, attributeMappings, authorityAttributelIdentifier’
baEicAttConstraints, delegatedNameConstraints, groupAC, holderNameConstraints,

ispuedOnBehalfOf, noAssertion, noRevAvail, roleSpecCertIdentifier, singleUse,
sOAIdentifier, targetingInformation, timeSpecification, usexNotice
FROM AttributeCertificateDefinitions

{joint-iso-itu-t ds(5) module(l) attributeCertificateDefinitions(32) 9} WITH
SUCCESSORS ;

ExtephsionAttribute ::= SEQUENCE ({
type ATTRIBUTE. &id,
vallue SET SIZE (0..1) OF SEQUENCE {
andatory [0] BOOLEAN DEFAULT FALSE,
Eritical [1] BOOLEAN DEFAULT FALSE,
xt [2] EXTENSION.&ExtnType,
..},
}
extehsionSyntax {EXTENSION:extension~attribute} SYNTAX-NAME ::= {
LDAP-DESC extension-attribute. &ldap-description
DIRECTORY SYNTAX SEQUENCE {
ndatory [0] BOOLEANDEFAULT FALSE,
Eiitical [1] BOOLEAN DEFAULT FALSE,
xt [2] extension-attribute.&ExtnType,
. }
ID extension-attribute. &id }

-- The list of extension attribute types

a-aukhorityKeyldentifier ATTRIBUTE ::= {
WITH SYNTAX authorityKeyIdentifier. &ExtnType
LDAP-SYNTAX id-asx-authorityKeylIdentifier
LDAP-NAME {"Authority Key Identifier"}
ID id-ce-a-authorityKeyIdentifier }
a-keyUsage ATTRIBUTE ::= {
WITH SYNTAX keyUsage. &ExtnType
LDAP-SYNTAX id-asx-keyUsage
LDAP-NAME {"Key Usage"}
ID id-ce-a-keyUsage }
a-extKeyUsage ATTRIBUTE ::= {
WITH SYNTAX extKeyUsage. &ExtnType
LDAP-SYNTAX id-asx-extKeyUsage
LDAP-NAME {"Extended Key Usage"}
ID id-ce-a-extKeyUsage }
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a-privateKeyUsagePeriod ATTRIBUTE ::= {

WITH SYNTAX privateKeyUsagePeriod. &ExtnType

LDAP-SYNTAX id-asx-privateKeyUsagePeriod

LDAP-NAME {"Private Key Usage Period"}

ID id-ce-a-privateKeyUsagePeriod }
a-certificatePolicies ATTRIBUTE ::= {

WITH SYNTAX certificatePolicies. &ExtnType

LDAP-SYNTAX id-asx-certificatePolicies

LDAP-NAME {"Certificate Policies"}

ID id-ce-a-certificatePolicies }
a-policyMappings ATTRIBUTE ::= {

WITH SYNTAX policyMappings. &ExtnType

LDEP=SYNTAX Td=asx-policyMappings

LDAP-NAME {"Policy Mappings"}

ID id-ce-a-policyMappings }
a-autkhorizationValidation ATTRIBUTE ::= {

WIH SYNTAX authorizationValidation. &ExtnType

LDAP-SYNTAX id-asx-authorizationValidation

LDAP-NAME {"Authorization Validation"}

ID id-ce-a-authorizationValidation }
a-supjectAltName ATTRIBUTE ::= {

WIH SYNTAX subjectAltName. &ExtnType

LDAP-SYNTAX id-asx-subjectAltName

LDAP-NAME {"Subject Alternative Name"}

iD id-ce-a-subjectAltName }
a-ispuerAltName ATTRIBUTE ::= {

WI'H SYNTAX issuerAltName. &ExtnType

LDAP-SYNTAX id-asx-issuerAltName

LDAP-NAME {"Issuer Alternative Name"}

iD id-ce-a-issuerAltName }
a-subjectDirectoryAttributes ATTRIBUTE ::= {

WI'H SYNTAX subjectDirectoryAttributes. &ExtnType

LDAP-SYNTAX id-asx-subjectDirectoryAttributes

LDAP-NAME {"Subject Directory.Attributes"}

iD id-ce-a-subjectbDirectoryAttributes }
a-bagicConstraints ATTRIBUTE : :='\{

WI'H SYNTAX basicConstraints. &ExtnType

LDAP-SYNTAX id-asx-basicConstraints

LDAP-NAME {"Basic..Constraints"}

iD id-ce-a-basicConstraints }
a-nameConstraints ATTRIBUTE ::= {

WI'H SYNTAX policyConstraints. &ExtnType

LDAP-SYNTAX id-asx-nameConstraints

LDAP-NAME {"Name Constraints"}

D id-ce-a-nameConstraints }
a-pollicyConstraints ATTRIBUTE ::= {

WIH 'SYNTAX policyConstraints. &§ExtnType

LDAP=SYNTAX id-asx-policyConstraints

LDAP-NAME {"Policy Constraints"}

D id-ce-a-policyConstraints }
a-cRLNumber ATTRIBUTE ::= {

WITH SYNTAX cRLNumber. §ExtnType

LDAP-SYNTAX id-asx-cRLNumber

LDAP-NAME {"CRL Number"}

D id-ce-a-cRLNumber}
a-statusReferrals ATTRIBUTE ::= ({

WITH SYNTAX statusReferrals. &ExtnType

LDAP-SYNTAX id-asx-statusReferrals

LDAP-NAME {"Status Referrals"}

D id-ce-a-statusReferrals}
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a-cRLStreamIdentifier ATTRIBUTE ::= {

WITH SYNTAX cRLStreamIdentifier. &ExtnType

LDAP-SYNTAX id-asx-cRLStreamIdentifier

LDAP-NAME {"CRL stream identifier"}

D id-ce-a-cRLStreamIdentifier}
a-orderedList ATTRIBUTE ::= ({

WITH SYNTAX orderedList. &ExtnType

LDAP-SYNTAX id-asx-orderedList

LDAP-NAME {"Ordered list"}

ID id-ce-a-orderedList}
a-deltaInfo ATTRIBUTE ::= ({

WIFHSYNTAX deltaInfo sEXtNTYype

LDAP-SYNTAX id-asx-deltaInfo

LDAP-NAME {"Delta information"}

iD id-ce-a-deltaInfo}
a-toBeRevoked ATTRIBUTE ::= ({

WI'H SYNTAX toBeRevoked. &ExtnType

LDAP-SYNTAX id-asx-toBeRevoked

LDAP-NAME {"To be revoked"}

ID id-ce-a-toBeRevoked}
a-refokedGroups ATTRIBUTE ::= {

WIH SYNTAX revokedGroups . &§ExtnType

LDAP-SYNTAX id-asx-revokedGroups

LDAP-NAME {"Revoked group of certificates"}

iDp id-ce-a-revokedGroups}
a-expiredCertsOnCRL ATTRIBUTE ::= {

WI'H SYNTAX expiredCertsOnCRL. &ExtnType

LDAP-SYNTAX id-asx-expiredCertsOnCRL

LDAP-NAME {"Expired certificates on CRL"}

D id-ce-a-expiredCertsOnCRLy}
a-repsonCode ATTRIBUTE ::= {

WIH SYNTAX reasonCode. §ExtnType

LDAP-SYNTAX id-asx-reasonCode

LDAP-NAME {"Reason code"}

ID id-ce-a-reasonCode}
a-holldInstructionCode ATTRIBUTE  := {

WIH SYNTAX holdInstructionCode. §ExtnType

LDAP-SYNTAX id-asx~holdInstructionCode

LDAP-NAME {"Hold /instruction code"}

ID id~<ce-a-holdInstructionCode}
a-injalidityDate ATTRIBUTE ::= {

WIFH SYNTAX invalidityDate.&ExtnType

LDAP-SYNTAX id-asx-invalidityDate

LDAP-NAME {"Invalidity date"}

ID id-ce-a-invalidityDate}
a-cRLDistributionPoints ATTRIBUTE ::= {

WITH_ SYNTAX cRLDistributionPoints. &ExtnType

LDAP-SYNTAX id-asx-cRLDistributionPoints

LDAP-NAME {"CRL distribution points"}

ID id-ce-a-cRLDistributionPoints}
a-issuingDistributionPoint ATTRIBUTE ::= ({

WITH SYNTAX issuingDistributionPoint. &ExtnType

LDAP-SYNTAX id-asx-issuingDistributionPoint

LDAP-NAME {"Issuing distribution point"}

ID id-ce-a-issuingDistributionPoint}
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a-certificatelssuer ATTRIBUTE ::= {

WITH SYNTAX certificatelssuer. &ExtnType

LDAP-SYNTAX id-asx-certificatelssuer

LDAP-NAME {"Certificate issuer"}

ID id-ce-a-certificateIssuer}
a-deltaCRLIndicator ATTRIBUTE ::= {

WITH SYNTAX deltaCRLIndicator. &ExtnType

LDAP-SYNTAX id-asx-deltaCRLIndicator

LDAP-NAME {"Delta CRL indicator"}

ID id-ce-a-deltaCRLIndicator}
a-baseUpdateTime ATTRIBUTE ::= {

WITH SYNTAX baseUpdateTime. &ExtnType

LDEP=SYNTAX Td=asx=baseUpdateTime

LDAP-NAME {"Base update time"}

ID id-ce-a-baseUpdateTime}
a-frepshestCRL ATTRIBUTE ::= {

WITH SYNTAX freshestCRL. &ExtnType

LDAP-SYNTAX id-asx-freshestCRL

LDAP-NAME {"Freshest CRL"}

ID id-ce-a-freshestCRL}
a-timeSpecification ATTRIBUTE ::= {

WIH SYNTAX timeSpecification. &ExtnType

LDAP-SYNTAX id-asx-timeSpecification

LDAP-NAME {"Time specification"}

iD id-ce-a-timeSpecification}
a-tafgetingInformation ATTRIBUTE ::= {

WI'H SYNTAX targetingInformation. &ExtnType

LDAP-SYNTAX id-asx-targetingInformation

LDAP-NAME {"Targeting information"}

iD id-ce-a-targetingInformation}
a-userNotice ATTRIBUTE ::= {

WI'H SYNTAX userNotice. &ExtnType

LDAP-SYNTAX id-asx-userNotice

LDAP-NAME {"User notice"}

iD id-ce-a-userNotice}
a-acfeptablePrivilegePolicies ATTRIBUTE ::= {

WI'H SYNTAX acceptablePrivilegePolicies. &ExtnType

LDAP-SYNTAX id-asx-acceptablePrivilegePolicies

LDAP-NAME {"Acceptable Privilege Policies"}

iD id-ce-a-acceptablePrivilegePolicies}
a-sipgleUse ATTRIBUTE::= {

WI'H SYNTAX singleUse. &ExtnType

LDAP-SYNTAX id-asx-singleUse

LDAP-NAME {"Single use"}

ID id-ce-a-singleUse}
a-grpupACSATTRIBUTE ::= {

WIH 'SYNTAX groupAC. §ExtnType

LDAP=SYNTAX id-asx-groupAC

LDAP-NAME {"Group attribute certificate"}

D id-ce-a-groupAC}
a-noRevAvail ATTRIBUTE ::= {

WITH SYNTAX noRevAvail. &ExtnType

LDAP-SYNTAX id-asx-noRevAvail

LDAP-NAME {"No revocation information available"}

ID id-ce-a-noRevAvail}
a-sOAIdentifier ATTRIBUTE ::= {

WITH SYNTAX sOAIdentifier. &ExtnType

LDAP-SYNTAX id-asx-sOAIdentifier

LDAP-NAME {"SOA identifier"}

D id-ce-a-sOAIdentifier}
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a-attributeDescriptor ATTRIBUTE ::= ({

WITH SYNTAX attributeDescriptor. &§ExtnType

LDAP-SYNTAX id-asx-attributeDescriptor

LDAP-NAME {"Attribute descriptor"}

D id-ce-a-attributeDescriptor}
a-roleSpecCertIdentifier ATTRIBUTE ::= {

WITH SYNTAX roleSpecCertIdentifier. &ExtnType

LDAP-SYNTAX id-asx-roleSpecCertIdentifier

LDAP-NAME {"Role specification certificate identifier"}

D id-ce-a-roleSpecCertIdentifier}
a-basicAttConstraints ATTRIBUTE ::= ({

WIFHSYNTAX basicAttConstraints sEXtnType

LDAP-SYNTAX id-asx-basicAttConstraints

LDAP-NAME {"Basic attribute constraints"}

iD id-ce-a-basicAttConstraints}
a-dellegatedNameConstraints ATTRIBUTE ::= ({

WI'H SYNTAX delegatedNameConstraints. &ExtnType

LDAP-SYNTAX id-asx-delegatedNameConstraints

LDAP-NAME {"Delegated name constraints"}

iD id-ce-a-delegatedNameConstraints}
a-acfeptableCertPolicies ATTRIBUTE ::= {

WIH SYNTAX acceptableCertPolicies. &ExtnType

LDAP-SYNTAX id-asx-acceptableCertPolicies

LDAP-NAME {"Acceptable certificate policiesGroup attribute certificate"}

iDp id-ce-a-acceptableCertPolicies}
a-authorityAttributeIdentifier ATTRIBUTE ::= ({

WIH SYNTAX authorityAttributeIdentifier. &ExtnType

LDAP-SYNTAX id-asx-authorityAttributeldentifier

LDAP-NAME {"Authority attribute identifier"}

D id-ce-a-authorityAttributeIdentifier}
a-infdirectIssuer ATTRIBUTE ::= {

WITH SYNTAX indirectIssuer. &ExtnType

LDAP-SYNTAX id-asx-indirectIssuer

LDAP-NAME {"Indirect issuer!}

ID id-ce-a-indirectIssuer}
a-ispuedOnBehalfOf ATTRIBUTE «:= {

WIH SYNTAX issuedOnBehalfOf. &ExtnType

LDAP-SYNTAX id-asx—~issuedOnBehalfOf

LDAP-NAME {"Issued on behalf of"}

ID id<ce-a-issuedOnBehalfOf}
a-noAssertion ATTRIBUTE ::= ({

WI'H SYNTAX noAssertion. &§ExtnType

LDAP-SYNTAX id-asx-noAssertion

LDAP-NAME {"No assertion"}

ID id-ce-a-noAssertion}
a-aljlowedAttributeAssignments ATTRIBUTE ::= {

WITH_ SYNTAX allowedAttributeAssignments. &ExtnType

LDAP-SYNTAX id-asx-allowedAttributeAssignments

LDAP-NAME {"Allowed attribute assignments"}

ID id-ce-a-allowedAttributeAssignments}
a-attributeMappings ATTRIBUTE ::= {

WITH SYNTAX attributeMappings. &ExtnType

LDAP-SYNTAX id-asx-attributeMappings

LDAP-NAME {"Attribute mappings"}

ID id-ce-a-attributeMappings}
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a-holderNameConstraints ATTRIBUTE ::= {

WITH SYNTAX holderNameConstraints. &ExtnType

LDAP-SYNTAX id-asx-holderNameConstraints

LDAP-NAME {"Holder name constraints"}

ID id-ce-a-holderNameConstraints}
a-aAissuingDistributionPoint ATTRIBUTE ::= {

WITH SYNTAX aAissuingDistributionPoint. &ExtnType

LDAP-SYNTAX id-asx-aAissuingDistributionPoint

LDAP-NAME {"AA issuing distribution point"}

ID id-ce-a-aAissuingDistributionPoint}
a-protRestrict ATTRIBUTE ::= {

WITH SYNTAX protRestrict. &ExtnType

LDEP=SYNTAX Td=asx-protRestrict

LDAP-NAME {"Protocol restriction"}

ID id-ce-a-protRestrict}
a-supjectAltPublicKeyInfo ATTRIBUTE ::= ({

WIH SYNTAX subjectAltPublicKeyInfo. &ExtnType

LDAP-SYNTAX id-asx-subjectAltPublicKeyInfo

LDAP-NAME {"Subject alternative public key info"}

iD id-ce-a-subjectAltPublicKeyInfo}
a-algSignatureAlgorithm ATTRIBUTE ::= {

WIH SYNTAX altSignatureAlgorithm. &ExtnType

LDAP-SYNTAX id-asx-altSignatureAlgorithm

LDAP-NAME {"Alternative signature algorithm"}

iD id-ce-a-altSignatureAlgorithm}
a-alkSignatureValue ATTRIBUTE ::= {

WI'H SYNTAX altSignatureValue. &ExtnType

LDAP-SYNTAX id-asx-altSignatureValue

LDAP-NAME {"Alternative signature value!'}

iD id-ce-a-altSignatureValue}
-- Opbject identifier for attribute types
id-cp-a-subjectDirectoryAttributes OBJECT IDENTIFIER ::= {id-ce 9 1}
id-cp-a-subjectKeyldentifier OBJECT IDENTIFIER ::= {id-ce 14 1}
id-cp-a-keyUsage OBJECT IDENTIFIER = {id-ce 15 1}
id-cp-a-privateKeyUsagePeriod OBJECT IDENTIFIER = {id-ce 16 1}
id-cp-a-subjectAltName OBJECT IDENTIFIER = {id-ce 17 1}
id-cg-a-issuerAltName OBJECT IDENTIFIER = {id-ce 18 1}
id-ce-a-basicConstraints OBJECT IDENTIFIER = {id-ce 19 1}
id-ce-a-cRLNumber OBJECT IDENTIFIER = {id-ce 20 1}
id-ce-a-reasonCode OBJECT IDENTIFIER = {id-ce 21 1}
id-ce-a-holdInstructionCode OBJECT IDENTIFIER = {id-ce 23 1}
id-ce-a-invalidityDate OBJECT IDENTIFIER = {id-ce 24 1}
id-cg-a-deltaCRLIndicator OBJECT IDENTIFIER = {id-ce 27 1}
id-cp-a-issuingDistributionPoint OBJECT IDENTIFIER = {id-ce 28 1}
id-cp-a-certificdateIssuer OBJECT IDENTIFIER = {id-ce 29 1}
id-cg-a-nameConstraints OBJECT IDENTIFIER = {id-ce 30 1}
id-cg-a-cRLDistributionPoints OBJECT IDENTIFIER = {id-ce 31 1}
id-cp-a-certificatePolicies OBJECT IDENTIFIER = {id-ce 32 1}
id-cp-a-policyMappings OBJECT IDENTIFIER = {id-ce 33 1}
id-ce~arauthorityKeyIdentifier OBJECT IDENTIFIER = {id-ce 35 1}
id-ce-a-policyConstraints OBJECT IDENTIFIER = {id-ce 36 1}
id-ce-a-extKeyUsage OBJECT IDENTIFIER = {id-ce 37 1}
id-ce-a-authorityAttributeIdentifier OBJECT IDENTIFIER = {id-ce 38 1}
id-ce-a-roleSpecCertlIdentifier OBJECT IDENTIFIER = {id-ce 39 1}
id-ce-a-cRLStreamIdentifier OBJECT IDENTIFIER = {id-ce 40 1}
id-ce-a-basicAttConstraints OBJECT IDENTIFIER = {id-ce 41 1}
id-ce-a-delegatedNameConstraints OBJECT IDENTIFIER = {id-ce 42 1}
id-ce-a-timeSpecification OBJECT IDENTIFIER = {id-ce 43 1}
id-ce-a-cRLScope OBJECT IDENTIFIER = {id-ce 44 1}
id-ce-a-statusReferrals OBJECT IDENTIFIER = {id-ce 45 1}
id-ce-a-freshestCRL OBJECT IDENTIFIER = {id-ce 46 1}
id-ce-a-orderedList OBJECT IDENTIFIER = {id-ce 47 1}
id-ce-a-attributeDescriptor OBJECT IDENTIFIER ::= {id-ce 48 1}
id-ce-a-userNotice OBJECT IDENTIFIER ::= {id-ce 49 1}
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id-ce-a-sOAIdentifier OBJECT IDENTIFIER = {id-ce 50 1}
id-ce-a-baseUpdateTime OBJECT IDENTIFIER = {id-ce 51 1}
id-ce-a-acceptableCertPolicies OBJECT IDENTIFIER = {id-ce 52 1}
id-ce-a-deltaInfo OBJECT IDENTIFIER = {id-ce 53 1}
id-ce-a-inhibitAnyPolicy OBJECT IDENTIFIER = {id-ce 54 1}
id-ce-a-targetingInformation OBJECT IDENTIFIER = {id-ce 55 1}
id-ce-a-noRevAvail OBJECT IDENTIFIER = {id-ce 56 1}
id-ce-a-acceptablePrivilegePolicies OBJECT IDENTIFIER = {id-ce 57 1}
id-ce-a-toBeRevoked OBJECT IDENTIFIER = {id-ce 58 1}
id-ce-a-revokedGroups OBJECT IDENTIFIER = {id-ce 59 1}
id-ce-a-expiredCertsOnCRL OBJECT IDENTIFIER = {id-ce 60 1}
id-ce-a-indirectIssuer OBJECT IDENTIFIER = {id-ce 61 1}
id-ce-a-noAssertion OBJECT IDENTIFIER = {id-ce 62 1}
id-ce-a-aAissuingDistributionPoint OBJECT IDENTIFIER = {id-ce 63 1}
id-cg i OBJECT IDENTIFIER ={id=ce641%}
id-cp-a-singleUse OBJECT IDENTIFIER = {id-ce 65 1}
id-cg OBJECT IDENTIFIER = {id-ce 66 1}
id-cp-a-allowedAttributeAssignments OBJECT IDENTIFIER = {id-ce 67 1}
id-cg OBJECT IDENTIFIER = {id-ce 68 1Y}
id-cg-a-holderNameConstraints OBJECT IDENTIFIER = {id-ce 69 1}
id-cg OBJECT IDENTIFIER = {id-ce 7071}
id-cp-a-protRestrict OBJECT IDENTIFIER = {id-ce 71 1}
id-cg OBJECT IDENTIFIER = {id-ce 72 1}
id-cp-a-altSignatureAlgorithm OBJECT IDENTIFIER = {id-ce 73 1}
id-cg OBJECT IDENTIFIER = _{\id=ce 74 1}
-- The list of object identifiers for LDAP syntaxes

id-apx-subjectDirectoryAttributes OBJECT IDENTIEIER = {id-ce 9 2}
id-apx-subjectKeyIdentifier OBJECT IDENTIEIER = {id-ce 14 2}
id-apx-keyUsage OBJECT IDENTIFIER = {id-ce 15 2}
id-apx-privateKeyUsagePeriod OBJECT IDENTIFIER = {id-ce 16 2}
id-apx-subjectAltName OBJECT (IDENTIFIER = {id-ce 17 2}
id-apx-issuerAltName OBJECT, IDENTIFIER = {id-ce 18 2}
id-a OBJECT” IDENTIFIER = {id-ce 19 2}
id-apx-cRLNumber OBJECT IDENTIFIER = {id-ce 20 2}
id-a OBJECT IDENTIFIER = {id-ce 21 2}
id-apx-holdInstructionCode OBJECT IDENTIFIER = {id-ce 23 2}
id-a OBJECT IDENTIFIER = {id-ce 24 2}
id-apx-deltaCRLIndicator OBJECT IDENTIFIER = {id-ce 27 2}
id-a OBJECT IDENTIFIER = {id-ce 28 2}
id-apx-certificatelIssuer OBJECT IDENTIFIER = {id-ce 29 2}
id-a OBJECT IDENTIFIER = {id-ce 30 2}
id-apx-cRLDistributionPoints OBJECT IDENTIFIER = {id-ce 31 2}
id-apx-certificatePolicies OBJECT IDENTIFIER = {id-ce 32 2}
id-apx-policyMappings OBJECT IDENTIFIER = {id-ce 33 2}
id-apx-authorityKeyIdentifier OBJECT IDENTIFIER = {id-ce 35 2}
id-apx-policyConstraints OBJECT IDENTIFIER = {id-ce 36 2}
id-apx-extKeyUsage OBJECT IDENTIFIER = {id-ce 37 2}
id-apx-authorityAttributeldentifier OBJECT IDENTIFIER = {id-ce 38 2}
id-apx-roleSpecCertlIdentifier OBJECT IDENTIFIER = {id-ce 39 2}
id-apx-cRLStreamIdentifier OBJECT IDENTIFIER = {id-ce 40 2}
id-apx-basicAttConstraints OBJECT IDENTIFIER = {id-ce 41 2}
id-apx-delegatedNameConstraints OBJECT IDENTIFIER = {id-ce 42 2}
id-apx-timeSpecification OBJECT IDENTIFIER = {id-ce 43 2}
id-apx~“cRLScope OBJECT IDENTIFIER = {id-ce 44 2}
id-apx=statusReferrals OBJECT IDENTIFIER = {id-ce 45 2}
id-asx-freshestCRL OBJECT IDENTIFIER = {id-ce 46 2}
id-asx-orderedList OBJECT IDENTIFIER = {id-ce 47 2}
id-asx-attributeDescriptor OBJECT IDENTIFIER = {id-ce 48 2}
id-asx-userNotice OBJECT IDENTIFIER = {id-ce 49 2}
id-asx-sOAIdentifier OBJECT IDENTIFIER = {id-ce 50 2}
id-asx-baseUpdateTime OBJECT IDENTIFIER = {id-ce 51 2}
id-asx-acceptableCertPolicies OBJECT IDENTIFIER = {id-ce 52 2}
id-asx-deltalInfo OBJECT IDENTIFIER = {id-ce 53 2}
id-asx-inhibitAnyPolicy OBJECT IDENTIFIER = {id-ce 54 2}
id-asx-targetingInformation OBJECT IDENTIFIER = {id-ce 55 2}
id-asx-noRevAvail OBJECT IDENTIFIER = {id-ce 56 2}
id-asx-acceptablePrivilegePolicies OBJECT IDENTIFIER = {id-ce 57 2}
id-asx-toBeRevoked OBJECT IDENTIFIER = {id-ce 58 2}
id-asx-revokedGroups OBJECT IDENTIFIER = {id-ce 59 2}
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id-asx-expiredCertsOnCRL OBJECT IDENTIFIER ::= {id-ce 60 2}
id-asx-indirectIssuer OBJECT IDENTIFIER ::= {id-ce 61 2}
id-asx-noAssertion OBJECT IDENTIFIER ::= {id-ce 62 2}
id-asx-aAissuingDistributionPoint OBJECT IDENTIFIER ::= {id-ce 63 2}
id-asx-issuedOnBehalfOf OBJECT IDENTIFIER ::= {id-ce 64 2}
id-asx-singleUse OBJECT IDENTIFIER ::= {id-ce 65 2}
id-asx-groupAC OBJECT IDENTIFIER ::= {id-ce 66 2}
id-asx-allowedAttributeAssignments OBJECT IDENTIFIER ::= {id-ce 67 2}
id-asx-attributeMappings OBJECT IDENTIFIER ::= {id-ce 68 2}
id-asx-holderNameConstraints OBJECT IDENTIFIER ::= {id-ce 69 2}
id-asx-authorizationValidation OBJECT IDENTIFIER ::= {id-ce 70 2}
id-asx-protRestrict OBJECT IDENTIFIER ::= {id-ce 71 2}
id-asx-subjectAltPublicKeyInfo OBJECT IDENTIFIER ::= {id-ce 72 2}
id-asx-altSignatureAlgorithm OBJECT IDENTIFIER ::= {id-ce 73 2}
id-apx=artsignatureVaius OBJECT IDENTIFIER = {id=ce 7427}

END - ExtensionAttributes
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Annex D

External ASN.1 modules

(This annex does not form an integral part of this Recommendation | International Standard.)

This annex provides external ASN.1 modules referenced by this Specification and the Directory Specifications. These
modules shall not be considered part of this Specification, but are only provided for easy compilation of the ASN.1
modules defined by this Specification and the Directory Specifications.

PkiPmiExternalDataTypes

{j - - - (40) 9}

-- EKPORTS All
IMPORTS

ingkSecurity
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} [WITH
SUCCESSORS

EXTENSION
FROM AuthenticationFramework
{joint-iso-itu-t ds(5) module(l) authenticationFramewoxrk(7) 9} WITH SUCCESSORS

GeheralName
FROM CertificateExtensions
{joint-iso-itu-t ds(5) module(l) certificateExtensions(26) 9} WITH SUCCESSORS

PregsentationAddress
FFROM SelectedAttributeTypes
{joint-iso-itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS ;

/* The UserNotice data type is referenced-by the userNotice extension. It is copied firom
IETF| RFC 5280 */

UserNotice ::= SEQUENCE ({
nokiceRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL }

NotifeReference ::= SEQUENCE) {
organization DisplayText,
nofkiceNumbers SEQUENCE-:OF INTEGER }

DispllayText ::= CHQICE {
vigibleString «VisibleString(SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utf8String UTF8String (SIZE (1..200)) }

/* IETF RFC 5280 defines some extensions not copied from this Specification. The forg:l
specfification of these extensions are included here for easy reference, e.g., when usling
ASN.[L (tools. For detailed description, see IETF 5280.%*/

/* Authority information access extension*/
authorityInfoAccess EXTENSION ::= {
SYNTAX AuthorityInfoAccessSyntax
IDENTIFIED BY id-pe-authorityInfoAccess }
AuthorityInfoAccessSyntax ::= SEQUENCE SIZE (1..MAX) OF AccessDescription
AccessDescription ::= SEQUENCE {
accessMethod OBJECT IDENTIFIER,

accessLocation GeneralName }

/* Subject information access extension*/
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subjectInfoAccess EXTENSION ::= {
SYNTAX SubjectInfoAccessSyntax
IDENTIFIED BY id-pe-subjectInfoAccess }

SubjectInfoAccessSyntax ::= SEQUENCE SIZE (1..MAX) OF AccessDescription

/* IETF RFC 5280 (PKIX) object identifier allocation*/

id-pkix OBJECT IDENTIFIER ::= { intSecurity mechanisms (5) pkix(7) }
id-pe OBJECT IDENTIFIER ::= { id-pkix 1 }

id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }
id—pE=authUritytnfvﬁccess—OBﬂECT—TDEN1;nLnn —={Id=pe 1T}

id-pp-subjectInfoAccess OBJECT IDENTIFIER ::= { id-pe 11 }

id-afl-caIssuers OBJECT IDENTIFIER ::= { id-ad 2 }

id-afl-ocsp OBJECT IDENTIFIER ::= { id-ad 1 }

/* T
Rec.

G3Fa
tw
fi
un
b4
a3
b4
t6
un
wi
wi

he following is an abstract of the MTSAbstractService module specified’/by
ITU-T X.411 | ISO/IEC 10021-4.*/

re

tsimileNonBasicParameters ::= BIT STRING {

b-dimensional (8), -- As defined in Recommendation ITU-T T.30
he-resolution(9),

l imited-length (20), -- These bit values are chosen such that when
-length(21) , -- encoded using ASN.l1l Basic Encoding Rules

Fwidth (22) , -- the resulting octets have the same values

~width (23), -- as for T.30 encoding

-coding (25) ,

tompressed (30) , -- Trailing zero bits are not significant
Hth-middle-864-0f-1728(37), -- It is recommended)‘that implementations
Hth-middle-1216-0£-1728(38) , -- should not encode more than 32 bits unless
olution-type (44), -- higher numbered bits\are non-zero

repolution-400x400 (45), resolution-300x300(46), resolution-8x15(47),
edf (49), dtm(50), bft(51) , mixed-mode (58),-character-mode (60),
twelve-bits (65) , preferred-huffmann(66) ;\full-colour(67), jpeg(68),

prpcessable-mode-26(71) }
ORAdfilress ::= SEQUENCE {
bufilt-in-standard-attributes BuiltInStandardAttributes,
bufilt-in-domain-defined-attributes BuiltInDomainDefinedAttributes OPTIONAL,
--| see also teletex-domain-defined-attributes
exfkension-attributes ExtensionAttributes OPTIONAL }
-- The OR-address is semantically absent from the OR-name if the built-in-standar
attriibute
-- sequence is empty and the built-in-domain-defined-attributes and extension-
attrjibutes are both-omitted.
-- Built-in ,Standard Attributes
BuilgInStandardAttributes ::= SEQUENCE {
copntry-name CountryName OPTIONAL,
administration-domain-name AdministrationDomainName OPTIONAL,
nefkwork-address [0] NetworkAddress OPTIONAL,
--| see also extended-network-address
terminal-identifier [1] TerminalIdentifier OPTIONAL,
private-domain-name [2] PrivateDomainName OPTIONAL,
organization-name [3] OrganizationName OPTIONAL,
-- see also teletex-organization-name
numeric-user-identifier [4] NumericUserIdentifier OPTIONAL,
personal-name [5] PersonalName OPTIONAL,

see also teletex-personal-name

organizational-unit-names [6] OrganizationalUnitNames OPTIONAL

see also teletex-organizational-unit-names --}

CountryName ::= [APPLICATION 1] CHOICE {
x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
iso-3166-alpha2-code PrintableString(SIZE (ub-country-name-alpha-length)) }
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AdministrationDomainName ::= [APPLICATION 2] CHOICE {
numeric NumericString (SIZE (0..ub-domain-name-length)),
printable PrintableString(SIZE (0..ub-domain-name-length)) }
NetworkAddress ::= X121lAddress
-- see also extended-network-address
X121Address ::= NumericString(SIZE (1..ub-xl2l-address-length))

TerminalIdentifier ::= PrintableString(SIZE (1l..ub-terminal-id-length))

PrivateDomainName ::= CHOICE {
numeric NumericString (SIZE (1..ub-domain-name-length)),

- LgtTll)y) '}
izationName ::= PrintableString(SIZE (l..ub-organization-name-length))
e also teletex-organization-name

NumefricUserIdentifier ::= NumericString(SIZE (1l..ub-numeric-user-id-length))
nalName ::= SET {

name [0] PrintableString(SIZE (1l..ub-surname-length)),
en-name

[1] PrintableString(SIZE (1l..ub-given-name-length)) OPTIONAL,

-- sge also teletex-personal-name

OrgahizationalUnitNames ::=
SEQUENCE SIZE (l..ub-organizational-units) OF/OrganizationalUnitName

-- sge also teletex-organizational-unit-names
OrgahizationalUnitName ::=
PriintableString (SIZE (1..ub-organizational-unit-name-length))

-— Built-in Domain-defined Attributes
BuilkInDomainDefinedAttributes : ;=

SEQUENCE SIZE (1l..ub-domain-defined-attributes) OF
BuiltInDomainDefinedAttribute

BuilgInDomainDefinedAttribute ::= SEQUENCE ({
type PrintableString (SIZE (1..ub-domain-defined-attribute-type-length)),
vallue PrintableString/(SIZE (1..ub-domain-defined-attribute-value-length)) }

- Extension Att¥ibutes

ExtehsionAttributes ::=
SEfl SIZE (1 {ub-extension-attributes) OF ExtensionAttribute

ExtehsionAttribute ::= SEQUENCE ({
exfkerision-attribute-type
[0]) EXTENSION-ATTRIBUTE. &id({ExtensionAttributeTable}),

extension-attribute-value
[1] EXTENSION-ATTRIBUTE. &Type
({ExtensionAttributeTable} {@extension-attribute-type}) }

EXTENSION-ATTRIBUTE ::= CLASS {
&id INTEGER (0. .ub-extension-attributes) UNIQUE,
&Type }

WITH SYNTAX {
&Type
IDENTIFIED BY &id }

ExtensionAttributeTable EXTENSION-ATTRIBUTE ::=

{common-name | teletex-common-name | universal-common-name |
teletex-organization-name | universal-organization-name |
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teletex-personal-name | universal-personal-name |
teletex-organizational-unit-names | universal-organizational-unit-names |
teletex-domain-defined-attributes | universal-domain-defined-attributes |
pds-name | physical-delivery-country-name | postal-code |
physical-delivery-office-name | universal-physical-delivery-office-name |
physical-delivery-office-number | universal-physical-delivery-office-number
| extension-OR-address-components |
universal-extension-OR-address-components | physical-delivery-personal-name
| universal-physical-delivery-personal-name |
physical-delivery-organization-name |
universal-physical-delivery-organization-name |
extension-physical-delivery-address-components |
universal-extension-physical-delivery-address-components |
unformatted-postal-address | universal-unformatted-postal-address |

S = = = = = = |

uhiversal-post-office-box-address | poste-restante-address |
uhiversal-poste-restante-address | unique-postal-name |
uhiversal-unique-postal-name | local-postal-attributes |
uhiversal-local-postal-attributes | extended-network-address | terminal-type-‘}

-- Extension Standard Attributes

commpn-name EXTENSION-ATTRIBUTE ::= {
CommonName
IDENTIFIED BY 1 }

CommpnName ::= PrintableString(SIZE (1l..ub-common-name-length))

telekex-common-name EXTENSION-ATTRIBUTE ::= {
TeletexCommonName
IDENTIFIED BY 2 }

TelekexCommonName ::= TeletexString(SIZE (1..ub-common-name-length))

universal-common-name EXTENSION-ATTRIBUTE ::= {
UniversalCommonName
IDENTIFIED BY 24 }

UniversalCommonName ::= UniversalOrBMPString{ub-common-name-length}

teletex-organization-name EXTENSION~ATTRIBUTE ::= ({
TeletexOrganizationName
IDENTIFIED BY 3 }

TelekexOrganizationName ::=
TelletexString (SIZE (1l..ub=organization-name-length))

universal-organization<name EXTENSION-ATTRIBUTE ::= {
UniversalOrganizationName
IDENTIFIED BY 257}

UniversalOrganizZationName ::= UniversalOrBMPString{ub-organization-name-length}
teletex-personal-name EXTENSION-ATTRIBUTE ::= ({

TeletexPersonalName
IDENTIFIED BY 4 }

TeletexPersonalName ::= SET {
surname [0] TeletexString(SIZE (1l..ub-surname-length)),
given-name
[1] TeletexString(SIZE (1..ub-given-name-length)) OPTIONAL,
initials
[2] TeletexString(SIZE (1. .ub-initials-length)) OPTIONAL,
generation-qualifier
[3] TeletexString(SIZE (1..ub-generation-qualifier-length)) OPTIONAL }

universal-personal-name EXTENSION-ATTRIBUTE ::= ({
UniversalPersonalName
IDENTIFIED BY 26 }

UniversalPersonalName ::= SET ({
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surname

[0] UniversalOrBMPString{ub-universal-surname-length},
-- If a language is specified within surname, then that language applies to each of the
-- following optional components unless the component specifies another language.
given-name

[1] UniversalOrBMPString{ub-universal-given-name-length} OPTIONAL,
initials

[2] UniversalOrBMPString{ub-universal-initials-length} OPTIONAL,
generation-qualifier

[3] UniversalOrBMPString{ub-universal-generation-qualifier-length} OPTIONAL }

teletex-organizational-unit-names EXTENSION-ATTRIBUTE ::= {
TeletexOrganizationalUnitNames
IDENTIFIED BY 5 }

TelekexOrganizationalUnitNames ::=
SEQUENCE SIZE (l..ub-organizational-units) OF TeletexOrganizationalUnitName

TelekexOrganizationalUnitName ::=
TelletexString (SIZE (1. .ub-organizational-unit-name-length))

universal-organizational-unit-names EXTENSION-ATTRIBUTE ::= {
UniversalOrganizationalUnitNames
IDENTIFIED BY 27 }

UniversalOrganizationalUnitNames ::=
SEQUENCE SIZE (l..ub-organizational-units) OF UniversalOrganizationalUnitName

-- IF a unit name specifies a language, then that language applies to subordinate unijt

-- npmes unless the subordinate specifies another language.

UniversalOrganizationalUnitName ::=
UnjiversalOrBMPString{ub-organizational-unit-name-length}

UniversalOrBMPString{ INTEGER:ub-string-length} ::= SET {
chpracter-encoding CHOICE {
kwo-octets BMPString (SIZE (1..ub-string-length)),
Ffour-octets UniversalString (SIZE (1..ub-string-length))},

isp-639-language-code PrintableString(SIZE (2 | 5)) OPTIONAL }

pds-hame EXTENSION-ATTRIBUTE ::= {
PDSName
IDENTIFIED BY 7 }

PDSName ::= PrintableString(SIZE' (1..ub-pds-name-length))

physjical-delivery-country~name EXTENSION-ATTRIBUTE ::= {
PhysicalbeliveryCountryName
IDENTIFIED BY 8 }

PhysficalDeliveryCountryName ::= CHOICE {
x1P1-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
isp-3166-alpha2-code PrintableString(SIZE (ub-country-name-alpha-length)) }

postpl-code \EXTENSION-ATTRIBUTE ::= {
PostalCode
IDENTIFIED BY 9 }

PostalCode ::= CHOICE {
numeric-code NumericString (SIZE (1..ub-postal-code-length)),
printable-code PrintableString(SIZE (1l..ub-postal-code-length))
}

physical-delivery-office-name EXTENSION-ATTRIBUTE ::= ({
PhysicalDeliveryOfficeName
IDENTIFIED BY 10 }
PhysicalDeliveryOfficeName ::= PDSParameter
universal-physical-delivery-office-name EXTENSION-ATTRIBUTE ::= {

UniversalPhysicalDeliveryOfficeName
IDENTIFIED BY 29 }
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UniversalPhysicalDeliveryOfficeName ::= UniversalPDSParameter
physical-delivery-office-number EXTENSION-ATTRIBUTE ::= {
PhysicalDeliveryOfficeNumber
IDENTIFIED BY 11 }
PhysicalDeliveryOfficeNumber ::= PDSParameter
universal-physical-delivery-office-number EXTENSION-ATTRIBUTE ::= ({
UniversalPhysicalDeliveryOfficeNumber
IDENTIFIED BY 30 }

UniversalPhysicalDeliveryOfficeNumber ::= UniversalPDSParameter

extehsion-OR-address-components EXTENSION-ATTRIBUTE ::= ({
ExtensionORAddressComponents
IDENTIFIED BY 12 }

ExtehsionORAddressComponents ::= PDSParameter
universal-extension-OR-address-components EXTENSION-ATTRIBUTE ::= {
UniversalExtensionORAddressComponents

IDENTIFIED BY 31 }
UniversalExtensionORAddressComponents ::= UniversalPDSParameter
physjical-delivery-personal-name EXTENSION-ATTRIBUTE

PhysicalDeliveryPersonalName
IDENTIFIED BY 13 }

{

PhysjicalDeliveryPersonalName ::= PDSParameter
universal-physical-delivery-personal-name EXTENSION-ATTRIBUTE ::= ({
UniversalPhysicalDeliveryPersonalName

IDENTIFIED BY 32 }
UniversalPhysicalDeliveryPersonalName ::=\UniversalPDSParameter
physjical-delivery-organization-name EXTENSION-ATTRIBUTE ::= {
PhysicalDeliveryOrganizationName

IDENTIFIED BY 14 }
PhysfcalDeliveryOrganizationName' : := PDSParameter
universal-physical-delivery=organization-name EXTENSION-ATTRIBUTE ::= {
UniversalPhysicalDeliveryOrganizationName

IDENTIFIED BY 33 }
UniversalPhysicalDeliveryOrganizationName ::= UniversalPDSParameter
extehsion-physicdal-delivery-address-components EXTENSION-ATTRIBUTE ::= {
ExtensionPhysicalDeliveryAddressComponents

IDENTIFIED\BY 15 }

ExtehsionPhysicalDeliveryAddressComponents ::= PDSParameter

universal-extension-physical-delivery-address-components EXTENSION-ATTRIBUTE ::= ({
UniversalExtensionPhysicalDeliveryAddressComponents
IDENTIFIED BY 34 }

UniversalExtensionPhysicalDeliveryAddressComponents ::= UniversalPDSParameter

unformatted-postal-address EXTENSION-ATTRIBUTE ::= {
UnformattedPostalAddress
IDENTIFIED BY 16 }

UnformattedPostalAddress ::= SET {
printable-address SEQUENCE SIZE (l..ub-pds-physical-address-lines) OF
PrintableString (SIZE (1..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE (1..ub-unformatted-address-length)) OPTIONAL }
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universal-unformatted-postal-address EXTENSION-ATTRIBUTE ::= ({
UniversalUnformattedPostalAddress
IDENTIFIED BY 35 }

UniversalUnformattedPostalAddress ::=
UniversalOrBMPString{ub-unformatted-address-length}

street-address EXTENSION-ATTRIBUTE ::= {
StreetAddress
IDENTIFIED BY 17 }

StreetAddress ::= PDSParameter

universai=street=address EXTENSION=ATTRIBUTE T — {
UniversalStreetAddress
IDENTIFIED BY 36 }

UniversalStreetAddress ::= UniversalPDSParameter
postloffice-box-address EXTENSION-ATTRIBUTE

PostOfficeBoxAddress
IDENTIFIED BY 18 }

{

PostpfficeBoxAddress ::= PDSParameter

universal-post-office-box-address EXTENSION-ATTRIBUTE ::= {
UniversalPostOfficeBoxAddress
IDENTIFIED BY 37 }

Univ[rsalPostOfficeBoxAddress ::= UniversalPDSParamete®

postep-restante-address EXTENSION-ATTRIBUTE ::= ({
PosteRestanteAddress

IDENTIFIED BY 19 }

Post[RestanteAddress ::= PDSParameter
universal-poste-restante-address EXTENSION-ATTRIBUTE ::= {
UniversalPosteRestanteAddress

IDENTIFIED BY 38 }

UniversalPosteRestanteAddress ::=.UniversalPDSParameter
uniqpe-postal-name EXTENSION-ATTRIBUTE ::= {
UniquePostalName

IDENTIFIED BY 20 }
UnigpePostalName ::=_PDSParameter
universal-uniquespostal-name EXTENSION-ATTRIBUTE ::= ({

UniversalUniquePostalName
IDENTIFIED-BY 39 }

UniversalUniquePostalName ::= UniversalPDSParameter

loca[—postal—attributes EXTENSION-ATTRIBUTE ::= ({
LocalPostalAttributes

IDENTIFIED BY 21 }

LocalPostalAttributes ::= PDSParameter
universal-local-postal-attributes EXTENSION-ATTRIBUTE ::= {
UniversallocalPostalAttributes
IDENTIFIED BY 40 }
UniversallocalPostalAttributes ::= UniversalPDSParameter
PDSParameter ::= SET {

printable-string PrintableString(SIZE (1l..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE (1l..ub-pds-parameter-length)) OPTIONAL }
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UniversalPDSParameter ::= UniversalOrBMPString{ub-pds-parameter-length}

extended-network-address EXTENSION-ATTRIBUTE ::= {
ExtendedNetworkAddress
IDENTIFIED BY 22 }

ExtendedNetworkAddress ::= CHOICE {
el63-4-address SEQUENCE {
number [0] NumericString(SIZE (1..ub-el63-4-number-length)),
sub-address [1] NumericString(SIZE (l..ub-el63-4-sub-address-length))
OPTIONAL},

psap-address [0] PresentationAddress }

termimmaI=type EXTENSION=ATTRIBUTE T = {

TerminalType
IDENTIFIED BY 23 }

TerminalType ::= INTEGER ({
tellex(3), teletex(4), g3-facsimile(5), g4-facsimile(6), ia5-terminal(7),
vifdeotex(8) } (0. .ub-integer-options)

-- Extension Domain-defined Attributes

telekex-domain-defined-attributes EXTENSION-ATTRIBUTE ::= {
TeletexDomainDefinedAttributes
IDENTIFIED BY 6 }

TelekexDomainDefinedAttributes ::=
SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
FeletexDomainDefinedAttribute

TelekexDomainDefinedAttribute ::= SEQUENCE ({
type TeletexString (SIZE (1..ub-domain-defined:-attribute-type-length)),
vallue TeletexString(SIZE (1..ub-domain-defined=attribute-value-length)) }

universal-domain-defined-attributes EXTENSION-ATTRIBUTE ::= {
UniversalDomainDefinedAttxibutes
IDENTIFIED BY 28 }

UniversalDomainDefinedAttributes ::=
SEQUENCE SIZE (1l..ub-domain-defined-attributes) OF
JniversalDomainDefinedAttribute

UniversalDomainDefinedAttribute ::= SEQUENCE {
type UniversalOrBMPString{ub-domain-defined-attribute-type-length},
vallue UniversalOrBMPString{ub-domain-defined-attribute-value-length} }

ub-ihteger-options INTEGER = 256
ub-ell 63-4-number-lernigth INTEGER ::= 15
ub-ell63-4-sub-address-length INTEGER ::= 40
ub-uhformatted-address-length INTEGER = 180
ub-pfis-parametér-length INTEGER ::= 30
ub-pfis-physical-address-lines INTEGER ::= 6

ub-ppstal~code-length INTEGER ::= 16
ub-pfis“name-length INTEGER ::= 16
ub-upiversal-surname-length INTEGER = 64
ub-universal-given-name-length INTEGER ::= 40
ub-universal-initials-length INTEGER ::= 16
ub-universal-generation-qualifier-length INTEGER ::= 16
ub-common-name-length INTEGER = 64
ub-extension-attributes INTEGER = 256
ub-domain-defined-attribute-type-length INTEGER ::= 8

ub-domain-defined-attribute-value-length INTEGER ::= 128
ub-domain-defined-attributes INTEGER ::= 4

ub-organizational-unit-name-length INTEGER ::= 32
ub-organizational-units INTEGER ::= 4

ub-generation-qualifier-length INTEGER ::= 3

ub-initials-length INTEGER =5

ub-given-name-length INTEGER ::= 16
ub-surname-length INTEGER ::= 40
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