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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest
international organizations, governmental and non-governmental, in liaison with ISO and I

. Other
EC, also

take part in the work. In the field of information technology, ISO and IEC have established a joint
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The procedures used to develop this document and those intended for its further mainten:
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria neg
the different types of document should be noted. This document was drafted in aceordance {
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this decument may be the
of patent rights. ISO and IEC shall not be held responsible for identifying any or all suck
rights. Details of any patent rights identified during the developmentof the document will I
Introduction and/or on the ISO list of patent declarations received.(see www.iso.org/patentg
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Any trade name used in this document is information given{for the convenience of users a
not constitute an endorsement.

For an explanation on the meaning of ISO specific.terms and expressions related to cor
assessment, as well as information about ISO's.adherence to the World Trade Organization
principles in the Technical Barriers™ to Trade (TBT) see the fd
URL: www.iso.org/iso/foreword.html.

This eighth edition cancels and replaces the seventh edition (ISO/IEC 9594-8:2014),
has been technically revised.

This document was prepared-by ISO/IEC JTC 1, Information technology, SC 6, Telecommun
and information exchanges:between systems, in collaboration with ITU-T. The identicg
published as ITU-T X.509\10/2016).

Alist of all parts in'the'ISO/IEC 9594 series, published under the general title Information tec
— Open Systemsdnterconnection — The Directory, can be found on the ISO website.
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Introduction

Many applications have requirements for security to protect against threats to the communication of information. Virtually
all security services are dependent upon the identities of the communicating parties being reliably known, i.e.,
authenticated.

This Recommendation | International Standard defines a framework for public-key certificates. This framework includes
the specification of data objects used to represent the public-key certificates themselves, as well as revocation notices for
issued public-key certificates that should no longer be trusted. It defines some critical components of a public-key
infrastructure (PKI), but it does not define a PKI in its entirety. However, this Recommendation | International Standard
provides the foundation upon which full PKIs and their specifications can be built.

Similarly, this Recommendation | International Standard defines a framework for attribute certificates. This framework
includes the specification of data objects used to represent the attribute certificates themselves, as well as revocation
noticgs for issued attribute certificates that should no longer be trusted. It defines some critical components of a privilege
manafiement infrastructure (PMI), but it does not define a PMI in its entirety. However, this Recommendation |
Interrfational Standard provides the foundation upon which full PMIs and their specifications can be built.

Schema definitions are defined for holding PKI and PMI information in a directory according to the speeification found
in the[ITU-T X.500 series of Recommendations | ISO/IEC 9594 (all parts) or according to the lightweight directory gccess
protogol (LDAP) specification.

This Recommendation | International Standard provides the foundation frameworks upon which industry profiles dan be
defingd by other standards groups and industry forums. Many of the features defined as optional in these frameworks may
be mandated for use in certain environments through profiles. This eighth edition tec¢hnically revises and enhancgs the
seventh edition of this Recommendation | International Standard.

This gighth edition specifies versions 1, 2 and 3 of public-key certificates, versions 1 and 2 of certificate revocatiop lists
and vprsion 2 of attribute certificates.

The eixtensibility function was added in an earlier edition with version 3*0f the public-key certificate and with version 2
of the| certificate revocation list and was incorporated into the attribute certificate from its initial inception.

Annek A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modules which
conta|n all of the definitions associated with the frameworks,

Annek B, which is not an integral part of this Recommendation | International Standard, lists object identifiers asgigned
to cryptographic algorithms defined by other specifications. It is provided for easy reference and import into other ASN.1
modufes.

Annek C, which is an integral part of this\Recommendation | International Standard, provides definitions fof how
certificate extension types may be represented by directory attribute types.

Annek D, which is not an integral part\of this Recommendation | International Standard, includes extracts of external
ASN.[L modules referenced by this Recommendation | International Standard.

Annek E, which is an integral-part of this Recommendation | International Standard, provides rules for generating and
procepsing certificate revocation lists (CRLS).

Annek F, which is naot-an“integral part of this Recommendation | International Standard, provides examples off delta
certif{cate revocatior list (CRL) issuance.

Annek G, whichis'not an integral part of this Recommendation | International Standard, provides examples of priyilege
policy syntaxes-and privilege attributes.

Annek H, which is not an integral part of this Recommendation | International Standard, is an introduction to publjc-key
cryptagraphy

Annex |, which is not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex J, which is not an integral part of this Recommendation | International Standard, provides guidance for public-key
infrastructure (PKI) enabled applications on the processing of certificate policy while in the certification path validation
process.

Annex K, which is not an integral part of this Recommendation | International Standard, provides guidance on the use of
the contentCommitment bit in the keyUsage certificate extension.

Annex L, which is not an integral part of this Recommendation | International Standard, includes public-key and attribute
certificate extensions that have been deprecated.

vi Rec. ITU-T X.509 (10/2016)
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Annex M, which is not an integral part of this Recommendation | International Standard, gives a short introduction to
directory and distinguished name concepts.

Annex N, which is not an integral part of this Recommendation | International Standard, provides some general
considerations on strong authentication.

Annex O, which is not an integral part of this Recommendation | International Standard, contains an alphabetical list of
information item definitions in this Recommendation | International Standard.

Annex P, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.

Rec. ITU-T X.509 (10/2016) vii
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ISO/IEC 9594-8:20

INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Public-key and attribute certificate frameworks

1 Scope

This Recommendation | International Standard addresses some of the security requirements in the areas of authenti

17 (E)

cation

and other security services through the provision of a set of frameworks upon which full services can be based. Specifically,

this Recommendation | International Standard defines frameworks for:

— _public-key certificates; and
— attribute certificates.

The pliblic-key certificate framework defined in this Recommendation | International Standard specifies, the“information

objects and data types for a public-key infrastructure (PKI), including public-key certificates, certificate-revocatig
(CRLSY), trust broker and authorization and validation lists (AVLs). The attribute certificate framework specif
information objects and data types for a privilege management infrastructure (PMI), includingcttribute certificats
attribyte certificate revocation lists (ACRLS). This Recommendation | International Standard @lso provides the fram
for issuing, managing, using and revoking certificates. An extensibility mechanism is incldded in the defined form
both cprtificate types and for all revocation list schemes. This Recommendation | International Standard also includg
of extgnsions, which is expected to be generally useful across a number of applications of PKI and PMI. The §
compg@nents (including object classes, attribute types and matching rules) for storing PKI and PMI informatig
directgry, are included in this Recommendation | International Standard.

This Recommendation | International Standard specifies the framework for strong authentication, involving cred
formefl using cryptographic techniques. It is not intended to establish this\as a general framework for authentication
can bd of general use for applications which consider these techniques-adequate.

Authetication (and other security services) can only be provided’within the context of a defined security policy.
matter| for users of an application to define their own security palicy.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in thi
constifute provisions of this Recommendation,} International Standard. At the time of publication, the editions ing
were palid. All Recommendations and Standards are subject to revision, and parties to agreements based @
Recommendation | International Standarg are encouraged to investigate the possibility of applying the most recent 4
of thel Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
Internptional Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
ITU-T| Recommendations.

2.1 Identical RéCommendations | International Standards

—  Recommendation ITU-T X.411 (1999) | ISO/IEC 10021-4:2003, Information technology — M
Handling Systems (MHS) — Message Transfer System: Abstract Service Definition and Procedures.

— t»-Recommendation ITU-T X.500 (2016) | ISO/IEC 9594-1:2017, Information technology — Open S
Interconnection — The Directory: Overview of concepts, models and services.
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Interconnection — The Directory: Models.

—  Recommendation ITU-T X.511 (2016) | ISO/IEC 9594-3:2017, Information technology — Open Systems

Interconnection — The Directory: Abstract service definition.

—  Recommendation ITU-T X.519 (2016) | ISO/IEC 9594-5:2017, Information technology — Open Systems

Interconnection — The Directory: Protocol specifications.

—  Recommendation ITU-T X.520 (2016) | ISO/IEC 9594-6:2017, Information technology — Open Systems

Interconnection — The Directory: Selected attribute types.

—  Recommendation ITU-T X.660 (2011) | ISO/IEC 9834-1:2012, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures and

top arcs of the International Object Identifier tree.
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Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Information technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Access control framework.

Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Non-repudiation framework.

Recommendation ITU-T X.841 (2000) | ISO/IEC 15816:2002, Information technology — Security
techniques — Security information objects for access control.

2.2

2.3

24

3
For th

Paired Recommendations | International Standards equivalent in technical content

Recommendations

Other references

Definitions

b pufpases of this Recommendation | International Standard, the following definitions apply.

3.1

Recommendation ITU-T X.800 (1991), Security architecture for Open Systems Interconnection for CCITT
applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnectiény— Basic Refgrence
Model — Part 2: Security Architecture.

Recommendation ITU-T X.1252 (2010), Baseline identity managementterms and definitions.

IETF RFC 791 (1981), Internet Protocol.
IETF RFC 822 (1982), Standard for the Format of ARRA Internet Text Messages.

IETF RFC 1630 (1994), Universal Resource Identifiers'in WWW: A Unifying Syntax for the Expresgion of
Names and Addresses of Objects on the Network as-tsed in the World-Wide Web.

IETF RFC 3492 (2003), Punycode: A Bootstring encoding of Unicode for Internationalized Domain Names
in Applications (IDNA).

IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

IETF RFC 4523 (2006), Lightweight Directory Access Protocol (LDAP) Schema Definitions for|X.509
Certificates.

IETF RFC 5280 (2008), Interriet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile.

IETF RFC 5890 (2010), Internationalized Domain Names for Applications (IDNA): Definitiorfs and
Document Framework.

IETF RFC 5914,(2010), Trust Anchor Format.
IETF REE.6960 (2013), X.509 Internet Public Key Infrastructure Online Certificate Status Protocol -[OCSP

OSI Reference Model security architecture definitions

The following terms are defined in Rec. ITU-T X.800 | ISO 7498-2:

a)
b)
c)
d)
e)
f)
9)

authentication exchange;
authentication information;
confidentiality;
credentials;

cryptography;

data origin authentication;
decipherment;
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h) digital signature;
i) encipherment; and
) key;

3.2 Baseline identity management terms and definitions
The following term is defined in Rec. ITU-T X.1252:

a) trust.

3.3 Directory model definitions

The fqHowingterms-are-defimednRec =T X501 HSOHEC 95942
a) attribute;

c) directory information tree (DIT);

b) directory system agent;

c) directory user agent (DUA);

d) distinguished name;

e) entry;
f)  relative distinguished name;
g) root.
34 Access control framework definitions

The fgllowing terms are defined in Rec. ITU-T X.812 | ISO/IEC 1018%:3:
a) access control decision function (ADF);
b) access control enforcement function (AEF).

35 Public-key and attribute certificate definitions
The fqllowing terms are defined in this Recommendation | International Standard:

35.1 ACRL distribution point: A directory entry or another distribution source for attribute certificate revofation
lists (ACRLs); an ACRL distributed through air ACRL distribution point may contain revocation entries for only a pubset
of thefull set of attribute certificates issued by one attribute authority (AA) or may contain revocation entries for multiple
AAs.

3.5.2 attribute authority certificate: An attribute certificate for one attribute authority (AA) issued by another AA
or by the same AA.

3.5.3 attribute certificate: A data structure, digitally signed by an attribute authority that binds some attribute palues
with igentification information about its holder.

354 attributerauthority (AA): An authority which assigns privileges by issuing attribute certificates or by inquding
them in public-Key)certificates.

3.5.5 attribute authority revocation list (AARL): A revocation list containing a list of references to atfribute
certifitates issued to attribute authorities (AAs) that are no longer considered valid by the issuing AA.

3.5.6 attribute certificate revocation list (ACRL): A revocation list containing a list of references to attribute
certificates that are no longer considered valid by the issuing attribute authority.

3.5.7 attribute certificate validation: The process of ensuring that an attribute certificate was valid at a given time,
including possibly the construction and processing of a delegation path, and ensuring that all attribute certificates in that
path were valid (e.g., were not expired or revoked) at that given time.

3.5.8 authority: An entity, responsible for the issuance of certificates or of revocation lists. Four types are defined in
this Recommendation | International Standard; a certification authority which issues public-key certificates, an attribute
authority which issues attribute certificates, a certificate revocation list (CRL) issuer which issues CRLs and an attribute
certificate revocation list (ACRL) issuer which issues ACRLSs.

3.5.9 authorization and validation list (AVL): A signed list containing information to an AVL entity about potential
communications entities and possible restrictions on the communications with such entities.

Rec. ITU-T X.509 (10/2016) 3


https://standardsiso.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)
3.5.10 authorization and validation list entity (AVL entity): An entity, when acting as a relying party, is dependent
on an AVL issued by a designated authorizer.

3.5.11 authorizer: An entity trusted by one or more entities operating as authorization and validation list (AVL) entities
to create, maintain and sign authorization and validation lists.

3.5.12  base attribute certificate revocation list (base ACRL): An attribute certificate revocation list (ACRL) that is
used as the foundation in the generation of a delta attribute certificate revocation list (dACRL).

3.5.13  base certificate revocation list (base CRL): A certificate revocation list (CRL) that is used as the foundation
in the generation of a delta certificate revocation list (dCRL).

3.5.14  CAcertificate: A public-key certificate for one certification authority (CA) issued by another CA or by the same
CA.

3.5.19 certificate policy: A named set of rules that indicates the applicability of a public-key certificate to a particular
commnity and/or class of application with common security requirements. For example, a particular certificate policy
mightfindicate applicability of a type of certificate to the authentication of electronic data interchange transactions for the
trading of goods within a given price range.

3.5.16 certification practice statement (CPS): A statement of the practices that a certification authority (CA) employs
in issying certificates.

3.5.17] certificate revocation list (CRL): A signed list indicating a set of public-key certificates that are no flonger
considered valid by the issuing certification authority (CA). In addition to the generic term-certificate revocation list (CRL),
some $pecific CRL types are defined for CRLs that cover particular scopes.

3.5.18 certificate serial number: An integer value, unique within the issuing~authority, which is unambigiously
associpted with a certificate issued by that authority.

3.5.19 certification authority (CA): An authority trusted by one or madre entities to create and digital sign public-key
certififates. Optionally the certification authority may create the subjects“keys.

3.5.200 certification authority revocation list (CARL): A revocation list containing a list of certification authority
(CA) ¢ertificates issued to CAs that are no longer considered valid‘by the issuing CA.

signed by the trust anchor, and ending with the end-entity«public-key certificate to be validated. All intermediate gublic-
key cgrtificates, if any, are certification authority (CA) certificates in which the subject of the preceding public-key
certifigate is the issuer of the following public-key certificate.

3.5.21  certification path: An ordered list of one or morepublic-key certificates, starting with a public-key cer’iificate

3.5.220 CRL distribution point: A directors~entry or other distribution source for certificate revocation lists (CRLS); a
CRL distributed through a CRL distribution‘point may contain revocation entries for only a subset of the full set of gublic-
key cdrtificates issued by one certificatian authority (CA) or may contain revocation entries for multiple CAs.

3.3.23 cross-certificate: A certification authority (CA) certificate where the issuer and the subject are differenf CAs.
CA:s igsue cross-certificates to other CAs as a mechanism to authorize the subject CA's existence.

3.5.24  delegation: Conveyance of privilege from one entity that holds such privilege, to another entity.

3.5.29 delegation pathi-An ordered sequence of attribute certificates which, together with authentication of a privilege
assertgr's identity can’bevprocessed to verify the authenticity of a privilege asserter's privilege.

3.5.26 delta attribute certificate revocation list (JAACRL): A partial attribute certificate revocation list thgt only
contaips entries-for attribute certificates that have had their revocation status changed since the issuance of the refefenced
base aftribute/certificate revocation list (base ACRL).

3.4.27_delta-CRI (dCRI ): A partial revocation list that only contains entries for public-key certificates that have had
their revocation status changed since the issuance of the referenced base CRL.

3.5.28 end entity: Either a public-key certificate subject that uses its private key for purposes other than signing public-
key certificates, or an attribute certificate holder that cannot delegate privileges of the attribute certificate, but uses its
attributes only to gain access to a resource.

3.5.29 end-entity attribute certificate: An attribute certificate issued to an entity, which then acts as an end entity
within a privilege management infrastructure.

3.5.30 end-entity attribute certificate revocation list (EARL): A revocation list containing a list of attribute
certificates issued to holders that are not also attribute authorities (AAs) that are no longer considered valid by the
certificate issuer.
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3.5.31 end-entity public-key certificate: A public-key certificate issued to an entity, which then acts as an end entity
within a public-key infrastructure.

3.5.32 end-entity public-key certificate revocation list (EPRL): A revocation list containing a list of public-key
certificates issued to subjects that are not also certification authorities (CAs), that are no longer considered valid by the
certificate issuer.

3.5.33  environmental variables: Those aspects of policy required for an authorization decision, that are not contained
within static structures, but are available through some local means to a privilege verifier (e.g., time of day or current
account balance).

3.5.34 full attribute certificate revocation list (full ACRL): A complete revocation list that contains entries for all
attribute certificates that have been revoked for a given scope.
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for thq given scope.

3.5.3 hash function: A (mathematical) function which maps data of arbitrary size into data of a fixed, size called a
digest

3.5.37] holder: An entity to whom some privilege has been delegated either directly from the, source of authofity or
indire¢tly through another attribute authority.

3.5.38 indirect attribute certificate revocation list (IACRL): A revocation list whose' scope includes atfribute
certififates issued by one or more attribute authorities (AAs) other than the issuer of the révecation list. The same ipdirect
ACRL is also authoritative for the attribute certificates, if any, issued by the ACRL issuep.

3.5.39 indirect certificate revocation list (iCRL): A revocation list whose scope includes public-key certificatesfissued
by on¢ or more certification authorities (CAs) other than the issuer of the revocation list. The same indirect certificate
revocation list (CRL) is also authoritative for the public-key certificates, if any, issued by the CRL issuer.

3.5.40 intermediate CA: A certification authority (CA) is acting as an‘intermediate CA within a certification path when
it is the issuer of the next public-key certificate on that certification path.

3.5.41 key agreement: A method for negotiating a symmetricdey value on-line without transferring the key, gven in
an engrypted form, e.g., the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agrdement
mechgnisms).

3.5.42 object method: An action that can be invokedon a resource (e.g., a file system may have read, write and ekecute
object/methods).

3.5.43 one-way function: A (mathematical).function which is easy to compute, but which for a general value y{in the
range,|it is computationally difficult to find\avalue x in the domain such that f(x) = y. There may be a few valuep y for
which|finding x is not computationally difficult.

3.5.44  PKI end entity: An entity(that is acting as an end entity in a public-key infrastructure (PKI) environment,|where
the subject uses it private key for ather purposes than signing public-key certificates.
3.5.4 PMI end entity; @#f-entity that is acting as an end entity in a privilege management infrastructure [(PMI)

ontrol

s with

: another
domain, a particular certificate policy in the second domain may be con3|dered by the authorlty of the flrst domam to be
equivalent (but not necessarily identical in all respects) to a particular certificate policy in the first domain.

3.5.49 private key: (In a public-key cryptosystem) that key of an entity's key pair which is known only by that entity.
3.5.,50 privilege: An attribute or property assigned to an entity by an attribute authority.

3.5.51  privilege asserter: A privilege holder using the attributes of the attribute certificate or public-key certificate to
assert privilege.

3.5.52  privilege holder: An entity that has been assigned privilege. A privilege holder may assert its privilege for a
particular purpose.
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3.5.53  privilege management infrastructure (PMI): The infrastructure able to support the management of privileges
in support of a comprehensive authorization service and in relationship with a public-key infrastructure.

3.5.54  privilege policy: The policy that outlines conditions for privilege verifiers to provide/perform sensitive services
to/for qualified privilege asserters. Privilege policy relates attributes associated with the service as well as attributes
associated with privilege asserters.

3.5.55 privilege verifier: An entity verifying attributes of a public-key certificate or attribute certificate against a
privilege policy.

3.5.56  public key: That key of an entity's key pair which is publicly known.

3.5.57  public-key certificate: The public key of an entity, together with some other information, rendered unforgeable
by digital signature with the private key of the certification authority (CA) that issued it.

3.5.58 public-key certificate validation: The process of ensuring that a public-key certificate was valid at a givef time,
includling possibly the construction and processing of a certification path, and ensuring that all public-key certificptes in
that path were valid (e.g., were not expired or revoked) at that given time.

3.5.59 public-key infrastructure (PKI): The infrastructure able to support the management of public keys able to
suppoft authentication, encryption, integrity or non-repudiation services.

3.5.600 registration authority (RA): Those aspects of the responsibilities of a certification authority that are related to
identification and authentication of the subject of a public-key certificate to be issued by that ¢ertification authority. An
RA mpy either be a separate entity or be an integrated part of the certification authority.

NQTE — This definition is different in scope from the one defined in Rec. ITU-T X.660 | ISO/IEC 9834-1.
3.5.61 relying party: An entity that relies on the data in a public-key certificate_ in making decisions.

3.5.62 role assignment certificate: A certificate that contains the role attribute, assigning one or more roles|to the
certififate subject/holder.

3.5.63 role specification certificate: An attribute certificate that cantains the assignment of privileges to a role.
3.5.64 sensitivity: Characteristic of a resource that implies its value or importance.

3.5.65 security policy: The set of rules laid down by the security authority governing the use and provision of sgcurity
servicgs and facilities.

3.5.66 self-issued attribute certificate: An attribute certificate where the issuer and the holder are the same atfribute
authotlity (AA). An AA might use a self-issued attribute certificate, for example, to publish policy information.

3.5.67] self-issued certificate: A certification-authority (CA) certificate where the issuer and the subject are thg same
CA. A CA might use self-issued certificates, for example, during a key rollover operation to provide trust from the gld key
to the new key.

3.5.68 self-signed certificate: A special case of self-issued certificates where the private key used by the certification
authotlity (CA) to sign the CA certificate corresponds to the public key that is certified within the CA certificate. |[A CA
might|use a self-signed certificate, for example, to advertise their public key or other information about their operatjions.

NQTE — Use of self-issued-certificates and self-signed certificates issued by other than certification authorities (CAs) are putside
thg scope of this Recammiéndation | International Standard.

3.5.6 source of-authority (SOA): An attribute authority that a privilege verifier for a particular resource trusts|as the
ultimate authority to assign a set of privileges for asserting that resource.

3.5.7 subject CA: A certification authority (CA) for which another CA has issued a CA certificate.

3.5.7 trust anchor: An entity that is trusted by a relying party and used for validating public-key certificates.

3.5.72  trust anchor information: Trust anchor information is at least the: distinguished name of the trust anchor,
associated public key, algorithm identifier, public key parameters (if applicable), and any constraints on its use, including
a validity period. The trust anchor information may be provided as a self-signed certification authority (CA) certificate or
as a normal CA certificate (i.e., cross-certificate).

3.5.73  trust anchor store: A trust anchor information collection at a relying party for one or more trust anchors.

3.5.74  trust broker: A third party trusted by relying parties to provide quantitative information about the
trustworthiness and qualitative information about the intended use of a public-key certificate based on information about
the certification authority. Trust brokers are independent of certification authorities and have direct trust relationships with
relying parties.
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3.5.75 trustin a CA: Belief that the certification authority (CA) will act reliability and truthfully in the management of
its public-key certificates and will comply with its published certification practise statement and relevant legislation.

3.5.76  trust in a public-key certificate: Belief that the public-key certificate belongs to the subject identified in the
public-key certificate.

4 Abbreviations
For the purposes of this Recommendation | International Standard, the following abbreviations apply:
AA Attribute Authority
AARL Attribute Authority Revocation List
ACRL Attribute Certificate Revocation LSt
ADF Access control Decision Function
AEF Access control Enforcement Function
AlA Authority Information Access
AVL Authorization and Validation List
AVMP Authorization Validation Management Protocol
BER Basic Encoding Rules
CA Certification Authority
CARL Certification Authority Revocation List
CASP Certification Authority Subscription Protocol
CRL Certificate Revocation List
dACRL Delta Attribute Certificate Revocation List
DAP Directory Access Protocol
dCRL Delta Certificate Revocation List
DIT Directory Information Tree
DER Distinguished Encoding Rules
DS Delegation Service
DSA Digital Signature Algorithm
DUA Directory User Agent
EARL End-entity Attribute certificate Revocation List
ECC Elliptic Curve Cryptography
ECDSA Elliptic'Curve Digital Signature Algorithm
EPRL End-entity Public-key certificate Revocation List
FQODN Fully Qualified Domain Name
HSM Hardware Security Module
iACRL Indirect Attribute Certificate Revocation List
iICRL Indirect Certificate Revocation List
IDN Internationalized Domain Name
IDP Issuing Distribution Point
LDAP Lightweight Directory Access Protocol
LDH Letters, Digits, Hyphen
M2M Machine-to-Machine
OCSP Online Certificate Status Protocol
PDP Policy Decision Point
PEP Policy Enforcement Point
PIN Personal Identification Number
PKCS Public-Key Cryptography Standards
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PKI Public-Key Infrastructure

PMI Privilege Management Infrastructure
RA Registration Authority

RDN Relative Distinguished Name

RoA Recognition of Authority

RSA Rivest-Shamir-Adelman

SOA Source Of Authority

B Trust Broker

5

The tgrm "Specification"” (as in "this Specification") shall be taken to mean Rec. ITU-T X.509 | ISO/IEC 9594-8.

Conventions

The tprm "The Directory Specifications” shall be taken to mean the other parts of the ITU-T 94500 seffies of

Recommendations | ISO/IEC 9594 (all parts), excluding this Specification.
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Frameworks overview

Crypting information to be decrypted by the entity owning the ‘private key. The framework includes the issug

pecification defines a framework for obtaining and trusting a public key of an entity in order to verify the figital
ire of that entity. If the key pair is of a type that allows encryptiofn-and decryption, the public key may also bg used

nce of

a public-key certificate by a certification authority (CA) and thevalidation of that public-key certificate by the felying

party,

The p
public

This §
wheth
by an

i.e., the entity relying on the content of the public-key certificate. The validation includes:

— establishing a trusted path of public-key certificates between a trusted entity called a trust anchor (see
7.5) and the public-key certificate subject;.e., the entity for which the public-key certificate has been

— verifying the digital signatures on.each public-key certificate in the path; and

— validating all the public-key certificates along that path (i.e., that they obey restrictions, were not exp|
not revoked at a given time); ‘and

— optionally, asking a trust broker if the public-key certificate can be trusted for the intended purpose.

-key certificates.

pecification defines.a framework for obtaining and trusting privilege attributes of an entity in order to det

httribute authority (AA) and the validation of that attribute certificate by a privilege verifier. The validation in

— epsuring that the privileges in the attribute certificate are sufficient when compared against the pr
pelicy;
£\ establishing a trusted delegation path of attribute certificates if necessary;

clause
ssued;

red or

iblic-key infrastructure (PK1),is the infrastructure established to support the issuing, revocation and validafion of

rmine

br they are authorized’to access a particular resource. The framework includes the issuance of an attribute cerfificate

ludes:
vilege

Z2  verifying the digital signature on each attribute certificate in the path;

— ensuring that each issuer was authorized to delegate privileges; and
— validating that the attribute certificates have not expired or been revoked by their issuers.

Privileges are provided in directory attributes as defined by Rec. ITU-T X.501 | ISO/IEC 9594-2.

Public-key certificates may also include directory attributes for providing privileges. Such aspects of privileges carried by
public-key certificates are also covered by the attribute certificate framework within Section 3.

The privilege management infrastructure (PMI) is the infrastructure established to support the issuing, revocation and
validation of attribute-key certificates.

Although PKI and PMI are separate infrastructures and may be established independently from one another, they are
related. This Specification recommends that holders and issuers of attribute certificates be identified within attribute
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certificates by pointers to their appropriate public-key certificates. Authentication of the attribute certificate issuers and
holders, to ensure that entities claiming privilege and issuing privilege are who they claim to be, is done using the normal
processes of the PKI to authenticate identities. This authentication process is not duplicated within the attribute certificate
framework.

An entity may take one more roles in a PKI and/or a PMI. It may act as a CA, as an AA, as an end entity in a PKI
environment (PKI end entity), as an end entity in a PMI environment (PMI end entity), as a relying party, etc.

A PKI end entity is an entity that has been assigned an end-entity public-key certificate, where the private key cannot be
used to sign other public-key certificates, but may be used for signing for other purposes. A PMI end entity is an entity
that uses its end-entity attribute certificate to assess privilege, but it cannot be used for delegating such privilege to other
entities.

This Specification makes extensive use of cryptographic algorithms, such as hashing algorithms, public-key algorithms
and difital signature algorithms. Annex H introduces these algorithms.

6.1 Digital signatures

This gubclause describes digital signatures in general. Sections 2 and 3 of this Specification discuss, the use of figital
signatpires within PKI and PMI specifically. This subclause is not intended to specify a specification-for digital sigrjatures
in gengral, but to specify the means by which instances of the PKI and PMI specific data types are,signed.

Therelare different types of digital signatures, such as Rivest-Shamir-Adelman (RSA) digital‘signatures, digital signature
algorithm (DSA) digital signatures and elliptic curve digital signature algorithm (ECDSA) digital signatures.

NQTE 1 - It is not within the scope of this Specification to describe these different technigues’in detail, but Annex F gives|a short
intfoduction with references to more detailed specifications.

Figurg 1 illustrates how a signer of instances of PKI/PMI data types (public-key certificates, attribute certifjicates,
revocdtion lists, etc.) creates a digital signature and then adds that to the data‘before transmission. It also illustratgs how
the regipient of the signed data (the validator) validates the digital signattire.

Signer Validator
Data Data

Hash function Hash function

Data digest Data digest

Domain parameters Domain parameters
or additjonal or additional
informétign/operation information/operation
Public
Private Signature key = Signature Valid
key, . generation — Data and —— validation or invalid
signature

X.509(16)_F01

Figure 1 — Digital signature generation and validation

The digital signature signer goes through the following procedure:
1) The signer creates a hash digest over the PKI/PMI data using a secure hashing algorithm (see annex F).

2) The hash digest is then supplemented by additional information in preparation for generation of the digital
signature for improved security and for padding the hash digest to a length required by the asymmetric
cryptographic function. For the RSA algorithms, that supplementation can be the addition of some
information to the hash digest and in some cases, to perform yet another hashing operation. For the DSA
and ECDSA signature algorithms, additional domain parameters are added.
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3) The result from item 2) together with the private key of the signer and the use of a specific algorithm result
in a bit string that together with the used algorithm constitute the digital signature.

4) The signature is appended to data to be signed.

Having received the data, the recipient (validator) goes through a similar procedure:

1) The validator goes through the same procedure as in steps 1) and 2) above, and if the received data is
unmodified, the result will be the same as for the signer. If not, the next step will fail.

2)  From the result from item 1) together with the public key of the signer, the bit string of the signature and
the use of an associated algorithm, the digital signature is evaluated as either valid or invalid.

If the digital signature proves valid, the validator has ensured that the data has not been modified and that the signer is in
the position of the private key that corresponds to the public key used by the validator, i.e., the digital signature provides

|nsurn nce of data intaaritv and authanticatinn Af tha cianar
ARGE-OHtataHHE gHYY ettt RHEaHE -0 e-Sighet-

If the fligital signature proves invalid, either the data has been modified or the signing private key does not correspgnds to
the puplic key used by the validator.

NQTE 2 — Data to be stored in a database or a directory may also be appended a digital signature, which then ¢an evaluated at the
retfieval of the data.
6.2 Public-key cryptography and cryptographic algorithms

6.2.1 Formal specification of public-key cryptography

The djgital signature of a data item may expressed by the following ASN.1 data typé-Where the signature component
is a bif string resulting from using the appropriate signature algorithm.

SIGNATURE ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
signature BIT STRING,
}

If a signature is appended to the data, the following ASN.1 may beused to define the data type resulting from applying a
signatpre to the given data type.

SIGNED{ToBeSigned} ::= SEQUENCE ({
toBeSigned ToBeSigned,
CONIPONENTS OF SIGNATURE,

}

The fqllowing data type is no longer used anymore by this Specification. It may be useful in other areas and is retaijed for
possiljle import by referencing specifications.

HASH{ToBeHashed} ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
haghvValue BIT STRING (CONSTRAINED BY {
-1 shall be the result of applying a hashing procedure to the DER-encoded
-1 octets of a value of -- ToBeHashed } ),
}

The fdllowing datatypes are deprecated and are no longer used by this Specification. They are retained for possible |mport
by referencing spegifications.

ENCRYPTED {ToBeEnciphered} ::= BIT STRING (CONSTRAINED BY ({
--|shall be the result of applying an encipherment procedure

ENCRYPTED-HASH{ToBeSigned} ::= BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded (see 6.2)
-- octets of a value of -- ToBeSigned -- and then applying an encipherment procedure
-- to those octets -- } )

6.2.2 Formal definitions of cryptographic algorithms

The following ASN.1 information object class is used for specifying cryptographic algorithms.

ALGORITHM ::= CLASS {
&Type OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
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[ PARMS &Typel
IDENTIFIED BY &id }

The following general parameterized data type specifies the syntax of an algorithm specification:

AlgorithmIdentifier {ALGORITHM: SupportedAlgorithms} ::= SEQUENCE ({
algorithm ALGORITHM. &id ({SupportedAlgorithms}),
parameters ALGORITHM. &Type ({SupportedAlgorithms}{@algorithm}) OPTIONAL,
}

The algorithm component shall be an object identifier that uniquely identifies the cryptographic algorithm being defined.

The parameters component, when present, shall specify the parameters associated with the algorithm. Some, but not all
algorithms require associated parameters.

/* The definitions of the following information object set is deferred to referencing
specifications having a requirement for specific information object sets.*/

SuppgrtedAlgorithms ALGORITHM ::= {...}

The fqllowing parameterized data type specifies the syntax for fingerprint algorithms:

FingerPrint {ToBeFingerprinted} ::= SEQUENCE ({
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
fingerprint BIT STRING,

-1}

Typically, the algorithm used for generating a fingerprint is a hash algorithm, but.the above definition is open tg other
types pf algorithms.

The elfiptic curve algorithms use the parameters component to specify the-abject identifier identifying a particular|curve.
The fqllowing object gives a general specification for an elliptic curve cryptegraphy (ECC) public key algorithm:

ecPubflicKey ALGORITHM ::= {
PARMS CURVE. &id ({SupportedCurves})
IDENTIFIED BY id-ecPublicKey }

/* The definitions of the following information value set is deferred to referencing
specifications having a requirement for specific value sets.*/

SuppgrtedCurves OBJECT IDENTIFIER ::=, {dummyCurv, ...}

dummyCurv OBJECT IDENTIFIER ::= {25 5}

Annex B lists some cryptographic algorithms specified in other specification for easy reference.

6.3 Distinguished encoding of basic encoding rules

In ordpr to enable the validation-of SIGNED and SIGNATURE types in a distributed environment, either the original pigned
messape or, in its absencea.canonical encoding is required. The canonical encoding that shall be used by this specification
is callpd the distinguished encoding of a SIGNED or SIGNATURE data value and shall be obtained by applying th¢ basic
encod|ng rules definedin Rec. ITU-T X.690 | ISO/IEC 8825-1, with the following restrictions:

a) the definite form of length encoding shall be used, encoded in the minimum number of octets;
b)¢>-for string types, the constructed form of encoding shall not be used;

¢)" if the value of a type is its default value, it shall be absent;

d) the components of a Set type shall be encoded in ascending order of their tag values;

e) the components of a Set-of type shall be encoded in ascending order of their octet values;
f)  if the value of a Boolean type is TRUE, the encoding shall have its contents octet set to "FF";
g) each unused bit in the final octet of the encoding of a Bit String value, if there are any, shall be set to zero;

h) the encoding of a Real type shall be such that bases 8, 10 and 16 shall not be used, and the binary scaling
factor shall be zero;

i) the encoding of a UTCTime shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-1;

j)  the encoding of a GeneralizedTime shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-1.
NOTE — These restrictions are the same as the distinguished encoding rules specified in Rec. ITU-T X.690 | ISO/IEC 8825-1.
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6.4

Applying distinguished encoding

Generating distinguished encoding requires the abstract syntax of the data to be encoded to be fully understood. An entity
may be required to sign data or check the signature of data that is already signed or contains unknown protocol extensions
or unknown attribute syntaxes. The entity shall follow these rules:

a) It shall preserve the encoding of received information whose abstract syntax it does not fully know and

which it expects to subsequently sign.

b) When signing data for sending, it shall send data whose syntax it fully knows with a distinguished encoding

and any other data with its preserved encoding, and shall sign the actual encoding it sends.

c) When checking signatures in received data, it shall check the signature against the actual data received

rather than its conversion of the received data to a distinguished encoding.

6.5

PKI apd PMI data objects of different kind need to be made available in in some kind of repository. Thig Specif
does not mandate a specific repository technology, but describes repository requirements in term of directories as sp

by the|

This Ypecification also uses directory related terms, like distinguished name and subtree.

A sho

Using repositories

Directory Specifications or by the lightweight directory access protocol (LDAP) as specified byA)lETF RFC 4

t introduction to directory concepts is given in Annex M.

cation
pcified
511.
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SECTION 2 - PUBLIC-KEY CERTIFICATE FRAMEWORK

Public keys and public-key certificates

Introduction

17 (E)

The public-key certificate framework defined here is for use by applications with requirements for authentication, integrity,

confid

entiality and non-repudiation.

The binding of a public-key to an entity is provided by an authority through a digitally signed data structure called a public-
key certlflcate issued by an authorlty called a certlflcatlon authorlty (CA) The format of publlc key certlflcates is defined

privat
procedures related to the issuance of public-key certificates are outside the scope of this Specification. However, telying

partie
which

a CA
they do
ies of
cation
tional

g party

es for

Df that
rtifies

ic key by issuing a public-key certificate which binds the public-key 4o the entity which holds the correspgnding

e key. The procedures used by a CA to ensure that an entity is infact in possession of the private key ang

should review these procedures and make trust decisions basedsupon them. The public-key certificate, the f
is specified later in this clause, has the following properties:

— no party other than the CA can modify the-public-key certificate without this being detected (pub
certificates are unforgeable provided that secure cryptographic algorithms are being used in a secure

— any relying party with access to the public key of\the CA can recover the public key which was certired;

other

prm of

ic-key
way).

Because public-key certificates are intended to be“unforgeable, they can be published by being placed in a dir¢ctory,
witholit the need for the latter to make special effarts to protect them.

NQTE — Although the CAs are unambiguously defined by distinguished names having a hierarchical structure, this does nof imply

that there is any relationship between these-distinguished names and the hierarchy of the CAs.
7.2 Public-key certificate
A CAlissues a public-key certificate of an entity by digital signing (see clause 6.1) a collection of information, incjuding
its disfinguished name, the'entity's distinguished name, a validity period, the value of a public-key algorithm and jpublic
key, as well as an optienal’additional information like for the permitted usage of the user's public key. The following
ASN.] data type specifies the syntax of public-key certificates:
Certificate ¢ := SIGNED{TBSCertificate}
TBSCertificate ::= SEQUENCE {

vexysion [0] Version DEFAULT vl,

sexialNumber CertificateSerialNumber

signature AlgorithmIdentifier{{SupportedAlgorithms}},

issuer Name,

validity Validity,

subject Name,

subjectPublicKeyInfo SubjectPublicKeyInfo,

issuerUniqueldentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,

[[2: -- if present, version shall be v2 or v3

subjectUniquelIdentifier [2] IMPLICIT UniqueIdentifier OPTIONAL]],

[[3: -- if present, version shall be v2 or v3

extensions [3] Extensions OPTIONAL]]

-- If present, version shall be v3]]
}
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Version ::= INTEGER {v1(0), v2(1l), v3(2)}
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE {

notBefore Time,
notAfter Time,

}

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
subjectPublicKey BIT STRING,

Time =

}

= CHOICE {

utd
ger

Exter

Exter
ext
crj
ext

Time UTCTime,

leralizedTime GeneralizedTime }

isions ::= SEQUENCE SIZE (1..MAX) OF Extension
ision ::= SEQUENCE ({

nId EXTENSION. &id ({ExtensionSet}),

tical BOOLEAN DEFAULT FALSE,

nValue OCTET STRING

CONTAINING EXTENSION. &ExtnType ({ExtensionSet} {@extnId})
ENCODED BY der),
}

der QBJECT IDENTIFIER ::=

{39
Exter

Beforg

int-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding (1)}
isionSet EXTENSION ::= {...}

a value of Time is used in any comparison operation, e.g., as\part of a matching rule in a search, and if the

of Time has been chosen as the uTCTime type, the value of the two digit year component shall be rationalized into

digit |

N(
eit|

ear value as follows:
— If the 2-digit value is 00 through to 49 inclusive, the value shall have 2000 added to it.

—  Ifthe 2-digit value is 50 through to 99 inclusive, the value shall have 1900 added to it.

TE 1 — The use of GeneralizedTime may prevent interworking with implementations unaware of the possibility of cif
er UTCTime Or GeneralizedTime. It isthe responsibility of those specifying the domains in which public-key cer

defined in this Specification will be used, e.g{, profiling groups, as to when the GeneralizedTime may be used. In no ca

UT|

The T
certifi
N(
en
of
no
thg

CTime be used for representing dates béyond 2049.

Cate. It shall be encoded usingthe distinguished encoding rules (DER).

TE 2 — Some specifications may specify that a public-key certificate may be transmitted in a non-DER encoding, i.e., i
oding rules (BER) enceding without the DER restrictions, but the signature then has to be generated over a DER encode
he TBSCertificate datatype. An otherwise valid signature will then fail the signature validation if the relying par
decode the public-key certificate and then DER encode it before validating the signature. It is a local policy decision wh
t case to fail the Validation or to re-encode the public-key certificate.

The version_component shall hold the version of the encoded public-key certificate. If the extensions compo

preser
subijd

ctUniqueIdentifier component is present version shall be v2 or v3.

Byntax
a four

oosing
ficates
e shall

BSCertificate data type is'the unsigned public-key certificate and is referred to as a to-be-signed public-key

h basic
i value
y does
ther in

nent is

t in\»the public-key certificate, version shall be wv3. If the issuerUniqueIdentifidr oOr

The serialNumber component shall hold an integer assigned by the CA to the public-key certificate. The value of
serialNumber shall be unique for each public-key certificate issued by a given CA (i.e., the issuer name and serial
number together identify a unique public-key certificate).

NOTE 3 — Serial numbers do not have to be in numeric order.

The signature component shall contain the identifier for the signature algorithm used by the CA in signing the public-
key certificate (e.g., sha256WithRSAEncryption, sha384WithRSAEncryption, (Sa-with-sha256, ecdsa-with-
SHA256, etc.). It shall be the same value as used in the algorithmIdentifier component of the SIGNATURE data type
when signing the public-key certificate.

NOTE 4 — By including this component, the signature algorithm is protected by the signature.

The issuer component shall hold the distinguished name of the CA that issued the public-key certificate. It shall hold a
non-empty distinguished name.

14
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The validity component shall hold the time interval during which the CA warrants that it will maintain information
about the status of this public-key certificate.

The subject component shall identify the entity associated with the public-key found in the subjectPublicKey
component of the subjectPublicKeyInfo component. If the public-key certificate is an end-entity public-key certificate
(see clause 7.4), then the distinguished name may be an empty sequence providing that the subjectaAltName extension
is present and is flagged as critical (see clause 9.3.2.1). Otherwise, it shall be a non-empty distinguished name.

The subjectPublicKeyInfo component consists of two subcomponents:

— the algorithm subcomponent shall hold the algorithm which this public key is an instance of
(e.g., rsaEncryption, dhpublicnumber, id-dsa, id-ecPublicKey, €etc.); and

—  the subjectPublicKey subcomponent shall hold the public key being certified.

The igsuerUniqueIdentifier component is used uniquely to identify an issuer in case of name reuse (deprecated).

The stibjectUniqueIdentifier component is used uniquely to identify a subject in case of name reuse (déprecated).

NQTE 5 — The use of issuerUniqueIdentifier and the subjectUniqueIdentifier is deprecated. These)Components were
addled because at one time there was some fear of the reuse of distinguished names. IETF RFC 5280 forbids the use df these
cofnponents.

The ektensions component, when present, shall hold one or more extensions as defined in clause 7.3.

An entity may obtain one or more public-key certificates from one or more CAs.

7.3 Public-key certificate extensions

The ektensions component of a public-key certificate allows for the addition’ of extensions to the structure without
modif|cation to the basic ASN.1 data type. An extension consists of an.extension identifier, a criticality flag, and an
encod|ng of a data value of an ASN.1 type associated with the identified_extension. For those extensions where orgering
of indjvidual extensions within the SEQUENCE OF is significant, the.specification of those individual extension shall
include the rules for the significance of the order therein. When a relying party processing a public-key certificate dges not
recognize an extension and the criticality flag is FALSE, it mayZignore that extension. If the criticality flag is |TRUE,
unrecggnized extensions shall cause the structure to be considered invalid, i.e., in a public-key certificate, an unrecognized
critical extension shall cause validation of a signature using that public-key certificate to fail. When a relying party
recognizes and is able to fully process an extension, then-the relying party shall process the extension regardless|of the
value pf the criticality flag. When a relying party recognizes and is able to partially process an extension for which the
criticality flag is TRUE, then its behaviour in the presence of unrecognized elements is extension specific and njay be
docunpented in each extension. However, the default behaviour, when not specified specifically for an extension, is o treat
the entire extension as unrecognized. If unrecognized elements appear within the extension, and the extension is not flagged
as crit|cal, those unrecognized elements shall be ignored according to the rules of extensibility documented in clause|12.2.2
in Red. ITU-T X.519 | ISO/IEC 9594-5:

Any ektension that is flagged as nan*critical will cause inconsistent behaviour among relying parties that will procgss the
extendion and relying parties_that do not recognize the extension and will ignore it. The same may be true for extepsions
that are flagged as critical, befween relying parties that can fully process the extension and those that can partially grocess
the extension, depending.upon the extension.

A CAlissuing a publie-key certificate has three options with respect to an extension:
a) itcan exclude the extension from the public-key certificate;

b)¢>-it can include the extension and flag it as non-critical;

¢)" it can include the extension and flag it as critical.

A relying party has three possible actions to take with respect to an extension:

a) if the extension is unrecognized and is flagged as non-critical, the relying party shall ignore the extension
and accept the public-key certificate (all other things being equal);

b) if the extension is unrecognized and flagged as critical, the relying party shall consider the public-key
certificate as invalid;

c) ifthe extension is recognized, the relying party shall process the extension and accept or consider the public-
key certificate invalid, depending on the content of the extension and the conditions under which processing
is occurring (e.g., the current values of the path processing variables).

Some extensions shall always be flagged as critical. In these cases, a relying party that understands the extension processes
it; the acceptance/rejection of the public-key certificate is dependent (at least in part) on the content of the extension. A
relying party that does not understand the extension shall consider the public-key certificate as invalid.
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Some extensions shall always be flagged as non-critical. In these cases, a relying party that understands the extension shall
process it and acceptance/rejection of the public-key certificate is dependent (at least in part) on the content of the
extension. A relying party that does not understand the extension accepts the public-key certificate (unless factors other
than this extension cause it to be rejected).

Some extensions may be flagged either as critical or as non-critical. In these cases, a relying party that understands the
extension processes it: the acceptance/rejection of the public-key certificate is dependent (at least in part) on the content
of the extension, regardless of the criticality flag. A relying party that does not understand the extension accepts the public-
key certificate if the extension is flagged as non-critical (unless factors other than this extension cause it to be rejected)
and rejects the public-key certificate if the extension is flagged as critical.

When a CA considers including an extension in a public-key certificate it does so with the expectation that its intent will
be adhered to Wherever pOSSIble Ifitis necessary that the content of the exten3|on be con5|dered prior to any rellance on

A 3 3 g party
at can
verify|the public-key certificate). The CA may mark certain extensions non-critical to achieve backward compatibilify with
validafion applications that cannot process the extensions. Where the need for backward compatibility and interoperpbility
with validation applications incapable of processing the extensions is more vital than the ability of the CAto reinfofce the
extendions, then these optionally critical extensions would be flagged as non-critical. It is most likely\that CAs would set
optionally critical extensions as non-critical during a transition period while the verifiers' public-key-certificate prodessing

Speciflic extensions may be defined in ITU-T Recommendations | International Standards\or by any organization |which
has a peed. The object identifier which identifies an extension shall be defined in aceordance with Rec. ITU-T X.660 |
ISO/IEC 9834-1. Some extensions for public-key certificates are defined in clause 9 af-this Specification. Some extensions

EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&ExtnType }
WITH |SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }

7.4 Types of public-key certificates
Therelare two primary types of public-key certificates, end-entity public-key certificates and CA certificates.

An enf-entity public-key certificate is a public-key certificate issued by a CA to an entity acting as a PKI end entity that
cannof use the corresponding private key.to-sign other public-key certificates.

A CA|certificate is a public-key certificate issued by a CA to an entity that is also acting as a CA and therefore is chpable
of issying and signing public-key certificates. A CA certificate shall include the basicConstraints extension wiith the
cA conponents set to TRUE (see_clause 9.4.2.1).

CA certificates can themselyes be categorized by the following types:

—  Self-issued certificate — This is a CA certificate where the issuer and the subject are the same CA.|A CA
mightdse self-issued certificates, for example, during a key rollover operation to provide trust from ghe old
key/to the new key.

- \7Self-signed certificate — This is a special case of self-issued certificates where the private key used py the
CA to sign the certificate corresponds to the public key that is certified within the CA certificate.|A CA

miaht tica 2 colf cianad cartificata far avamnla 0 advartica thaotr nithlic leavs ar athar infarmatinn ahas ttheir
HHgRESEa-SeH-SigRea e HEate 1o - aipie 10 eRSe e HPHBHEKE Y-S omeHHHOHHaHOR

operations.

—  Cross-certificate — This is a CA certificate where the issuer and the subject are different CAs. CAs issue
certificates to other CAs either as a mechanism to authorize the subject CA's existence (e.g., in a strict
hierarchy) or to recognize the existence of the subject CA (e.g., in a distributed trust model). The
cross-certificate structure is used for both of these.

7.5 Trust anchor

An entity is a trust anchor for a particular relying party for one or more purposes, typically including public-key certificate
validation. A trust anchor is identified by trust anchor information. Trust anchor information includes a public key and
some associated data. This trust anchor information is configured into the relying party in a trust anchor store. A relying
party may have configured information about multiple trust anchors into one or more trust anchor stores.
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A trust anchor may act as a CA that issues public-key certificates and certification revocation lists (CRLS) (see clause

7.10).

The relying party may then use the trust anchor information for public-key certificate and CRL validation.

A trust anchor may also act as a PKI end entity by signing other types of information such as software packages, time
stamps, responses to online certificate status protocol (OCSP) requests (see IETF RFC 6960), AVLs, etc.

A CA may be a trust anchor for some entities with respect to particular public-key certificates, but may otherwise be an
ordinary CA.
NOTE 1 — As an example, entities within a company may trust all the public-key certificates issued by the company CA. This CA
is then the trust anchor for these local relying parties with respect to local issued public-key certificates. However, it might not be a
trust anchor with respect to public-key certificates issued outside the company. Likewise, relying parties outside the company may
not consider the company CA as the trust anchor for any public-key certificates.

NOTE 2 — The term trust anchor is seen as synonymous with the term root-CA. In a strict hierarchy, the CA at the top of the hierarchy

m

v be the roat CA and it may also be a trust anchor. However, in mare complex environments it may not he possible to id

ntify a

rod
CA

IETF

Trust
cexy
tbd
tal
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certifi
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If the frust anchor information is not used for signing public-key certificates, it shall be an end-entity public-key cert

7.6

There
Each

The G
Cross-
intern

t CA. Even when it is possible to identify a root CA, a relying party may not necessarily consider it a trust anchor. An interr
may instead take that role. The term root CA is confusing and therefore not used by this Specification.

RFC 5914 defines trust anchor information as a choice among three alternatives:

tAnchorChoice ::= CHOICE {

tificate Certificate,

Cert [1] EXPLICIT TBSCertificate,
Info [2] EXPLICIT TrustAnchorInfo }

Cate.

bsCert alternative specifies an unsigned public-key certificate as defined jriclause 7.2.
TE 3 — This alternative is deprecated by this Specification and therefore not censidered further.

hInfo alternative specifies a special trust anchor information format défined by IETF RFC 5914.

Entity relationship

may be several CAs between the trust anchor recognized by the relying party and an entity acting as an end
CA has issued one or more cross-certificates for the'next CA on the path between the trust anchor and the end
A that issues a cross-certificate to another CA'takes the role of intermediate CA. The CA that is the subjeg
certificate takes the role of subject CA. This'is illustrated in Figure 2. The same CA may take both the role
ediate CA and a subject CA.

Trust anchor for relying party

Intermediate
CA

Subject )
CA \

-

hediate

brtificate alternative specifies a public-key certificate that can be either a self-signied certificate or a public-key

ficate.

entity.
entity.
t for a

of an

4 PKI
K
CAfor .
:ud-r;ﬂfﬁy \

Relying

party

X.509(12)_F02
——) Certifies
- - - % Chainof CAs

— — —p Trustanchor certifies CA
— - —p Trust relationship

Figure 2 — Entity relationships

In some situations, conflicting or overlapping requirements for constraints, such as hame constraints, may require a CA to
issue more than one cross-certificate to another CA. In this case, multiple, different paths of public-certificate certificates
are established between the trust anchor and the entity.
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7.7 Certification path

Before a public-key certificate can be securely used by a relying party, it shall be validated. In order to validate such a
public-key certificate, a chain of public-key certificates, called a certification path, shall be established between the public-
key certificate signed by a trust anchor recognized by the relying party and the public-key certificate to be validated. Every
public-key certificate within that path shall be checked. A certification path is thus an ordered list of public-key certificates
starting with a public-key certificate signed by the trust anchor, and ending with the end-entity public-key certificate to be
validated. All intermediate public-key certificates, if any, are CA certificates in which the subject of the preceding public-
key certificate is the issuer of the following public-key certificate.

Each public-key certificate in a certification path shall be unique. A path that contains the same public-key certificate
multiple times is not a valid certification path.

The issuer and subject components of each public-key certificate are used, in part, to identify a valid path. For each
pair of adjacent public-key certificates in a valid certification path, the value of the subject component in one publlic-key
certifigate shall match the value of the issuer component in the subsequent public-key certificate. In addition;thg value
of the i ssuer component in the public-key certificate issued by the trust anchor shall match the distinguished-namg of the
trust anchor. Only the names in these components are used when checking the validity of a certification-path. Names in
publig-key certificate extensions are not used for this purpose. The distinguishedNameMatch matehing rule, defined
in clayse 13.5.2 of Rec. ITU-T X.501 | ISO/IEC 9594-2, shall be used to compare the distinguishet-fiame in the subject
compg@nent of one public-key certificate with the distinguished name in the issuer component af the subsequent public-
key cdrtificate.

Figurd 3 illustrates the situation where a relying party needs to check the validity of amend-entity public-key cerfificate
and the relying party is able to construct a certification path between one of its trust anehors and the end-entity public-key
certificate.

Trust anchor information

Issued by trust anchor 2%
N

Certification path

\
End-entity s
public-key Relying
certificate party
X.509(12)_F03
——=pCAsigning

- S.-)P Chain of CA-certificates
(= —p Trustanchor signing
— - = Trustrelationship

Figure 3 — Certification path

Trust $uffers dilution as certification paths grow in length. The basicConstraints extension (see clause 9.4.2.1) pllows
restrictions to be put onto the length of the path. The validation of a public-key certificate may be affected by extensions
in the chain of a public-key certificate, such as the certificatePolicies extension (see clause 9.2.2.6) and
nameConstraints (See clause 9.4.2.2). It is the responsibility of the relying party to check that the restrictions are
observed.

The ASN.1 data type PkiPath is used to represent a certification path. Within the sequence, the order of public-key
certificates is such that the subject of the first public-key certificate is the issuer of the second public-key certificate, etc.

PkiPath ::= SEQUENCE OF Certificate
Each public-key certificate in a PKI path shall be unique.

The following data types are deprecated and should not be referenced by new specifications. They are retained here for
backward compatibility not to invalidate existing specifications referencing these types.
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NOTE — The CertificationPath data type was defined by the first edition of this Specification before the concept of
certification path was fully developed. The order of elements in a CertificationPath instance is the opposite of that of a
certification path. This data type is used, as an example, by the directory protocols for the support of strong authentication and digital
signature (see Rec. ITU-T X.511 | ISO/IEC 9594-3). It is recommended that new applications use the PkiPath data type.

Certificates ::= SEQUENCE {
userCertificate Certificate,
certificationPath ForwardCertificationPath OPTIONAL,
}

The following ASN.1 data type can be used to represent the forward certification path. This component contains the
certification path that can point back to the originator.

ForwardCertificationPath ::= SEQUENCE OF CrossCertificates
CrosgCertificates ::= SET OF Certificate
CertificationPath ::= SEQUENCE ({

usg@rCertificate Certificate,

theCACertificates SEQUENCE SIZE (1..MAX) OF CertificatePair OPTIONAL,

}
The upercertificate component shall hold the end-entity public-key certificate.

The thecaAcCertificates component may hold an element for each CA from the end entity’up to and including the CA
which|has been certified by the trust anchor. If the end-entity public-key certificate has'been issued directly by the trust
anchof, this component shall be absent.

7.8 Generation of key pairs

The oyerall security management policy of an implementation shall define the lifecycle of key pairs, and is, thus, dutside
the scppe of this Specification. However, it is vital to the overall security that all private keys remain known only|to the
entity [(subject) to whom they belong.

Key dgta is not easy for a human user to remember, so a suitable.method for storing it in a convenient transportable npanner
shall he employed. One possible mechanism when an entity~is associated with a human user would be to use a [Smart
Card"| This would hold the private and (optionally) publickeys of the user, the user's public-key certificate, and a cppy of
the CA\'s public key. The use of this card shall additionally be secured by, e.g., at least the use of a personal identification
numbgr (PIN), increasing the security of the system by requiring the user to possess the card and to know how to acgess it.
In other environments, e.g., in a machine-to-machine environment (M2M), a hardware security module (HSM) may be
used for storing critical data. The exact method chosen for storing such data, however, is beyond the scope ¢f this
Speciflication.

Three|ways in which a key pair of an-entity may be produced are:

a) The entity generates_its own key pair. This method has the advantage that the private key of an entity is
never released to another entity, but requires a certain level of competence by the entity.

b) The key pairiis’generated by a third party. The third party shall release the private key to the entify in a
physically\secure manner, and then actively destroy all information relating to the creation of the key pair
plus the-Keys themselves. Suitable physical security measures shall be employed to ensure that th¢ third
party;and the data operations are free from tampering.

¢)_<The key pair is generated by the CA. This is a special case of b), and the considerations there apply.

NQTEA The CA already exhibits trusted functionality with respect to the entity, and shall be protected by the necessary physical
sequfityy measures. This method has the advantage of not requiring secure data transfer to the CA for certification.

The cryptosystem in use imposes particular (technical) constraints on key generation.

7.9 Public-key certificate creation

A public-key certificate associates the public key and the unique name of the subject it describes. Thus:
a) a CA shall be satisfied of the identity of a subject before creating a public-key certificate for it;
b) a CA shall not issue public-key certificates for two different subjects with the same subject name.

It is important that the transfer of information to the CA is not compromised, and suitable physical security measures shall
be taken. In this regard:
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a) It would be a serious breach of security if the CA issued a public-key certificate for a subject with a public
key that had been tampered with.

b) If the means of generation of key pairs of clause 7.8, item b) or item c) is employed, the subject's private
key shall be transferred to the entity in a secure manner.

c) If the means of generation of key pairs of clause 7.8, item a) or item b) is employed, the subject may use
different methods (online or offline) to communicate its public key to the CA in a secure manner. Online
methods may provide some additional flexibility for remote operations performed between the entity and
the CA.

A public-key certificate is a publicly available piece of information, and no specific security measures need to be employed
with respect to its transmission e.g., to a directory server (directory system agent) according to the Directory Specifications
or to the LDAP specification. As it is produced by an offline CA on behalf of a subject who shall be given a copy of it, the

sub'ecf naadc r\nl\l store thic tnfarmatinn 1n e dirantarg eRtr-eR—a crthcanainnt Airantar g A6E€6SS Alfnrnah\lr\l\l the CA
jeGi-reeds-onty-store-this-informationn-its-direstory-entry-on-a-subsequent-directory—aceess—Akernatively—t

could [lodge the publrc key certificate for the subject, in which case the CA shall be given suitable access rights|to the
entity's directory entry.

7.10 Certificate revocation list

7.10.1 Certificate revocation list principles

The CA that issues public-key certificates also has the responsibility to indicate the validity 6f the public-key certificates
that iff issues. Generally, public-key certificates are subject to possible subsequent revecation. This revocation|and a
notifigation of the revocation may be done directly by the same CA that issued the public-key certificate, or indiregtly by
anothgr authority duly authorized by the CA that issued the public-key certificate. A.CA that issues public-key certificates
is required to state, possibly through a published statement of their practices, through.the public-key certificates themgelves,
or thrgugh some other identified means, whether:

—  the public-key certificates cannot be revoked;
—  the public-key certificates may be revoked by the same:CA directly; or
—  theissuing CA authorizes a different entity to perform+revocation.

CAs that do revoke public-key certificates are required to state,‘through similar means, what mechanism(s) can be used by
relying parties to obtain revocation status information aboutpublic-key certificates issued by that CA. This Specifjcation
defines a certificate revocation list (CRL) mechanism and-validation and authorization list (AVL) mechanism, bt does
not preclude the use of alternative mechanisms. Onessuch alternative mechanism is the online certificate status p

key cértificates and would provide sufficient information to access an appropriate OCSP server. Relying parties|check
revocdtion status information, as-appropriate, for all public-key certificates considered during the path prodessing
procedure described in clause 12 to-validate a public-key certificate.

Only @ CA that is authorized-to issue CRLs may choose to delegate that authority to another entity. If this delegation is
done, [it shall be verifiable "at the time of public-key certificate/CRL verification. The cRLDistributionPpints
extendion (see clausey9.6.2.1) can be used for this purpose. The cRLIssuer component of this extension wopld be
populated with thesname(s) of any entities, other than the CA itself, that have been authorized to issue CRLSs concprning
the reyocation status of the public-key certificate in question.

Publid-key; certificates shall have a lifetime associated with them, at the end of which they expire. In order to pyovide
continuity. of servrce the authorlty shaII ensure tlmely avallablllty of replacement publlc key certlflcates to supgrsede
expired C C : a C public-key
certlflcate flrst appears ona CRL regardless of Whether |t isa base or dCRL In the CRL revocatlon notlce date is the
value contained in the thisupdate component. Revocation date is the date/time the CA actually revoked the public-key
certificate, which could be different from the first time it appears on a CRL. In the CRL, revocation date is the value
contained in the revocationDate component. Invalidity date is the date/time at which it is known or suspected that the
private key was compromised or that the public-key certificate should otherwise be considered invalid. This date may be
earlier that the revocation date. In the CRL, invalidity date is the value contained in the invalidityDate entry extension.

Two related points are:

— Validity of public-key certificates may be designed so that each becomes valid at the time of expiry of its
predecessor, or an overlap may be allowed. The latter prevents the CA from having to install and distribute
a large number of public-key certificates that may run out at the same expiration date.
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—  Expired public-key certificates will normally be removed from a directory. It is a matter for the security
policy and responsibility of the CA to keep old public-key certificates for a period if a non-repudiation of
data service is provided.

Public-key certificates may be revoked prior to their expiration time, e.g., if the entity's private key is assumed to be
compromised, the entity is no longer to be certified by the CA, or if the CA's certificate is assumed to be compromised.
The revocation of an end-entity public-key certificate or a CA certificate shall be made known by the issuing CA, and a
new public-key certificate shall be made available, if appropriate. The CA may then inform the holder of the public-key
certificate about its revocation by an offline procedure.

A CA that issues and subsequently revokes public-key certificates:

a) may be required to maintain an audit record of its revocation events for all public-key certificate types issued
by that CA:

b) shall provide revocation status information to relying parties using CRLs, online certificate statusiprotocol
(OCSP), AVLs or another mechanism for the publication of revocation status information;

c) if using CRLs, it shall maintain and publish CRLs even if the lists of revoked public-key.cértificajes are
empty;

d) if using only partitioned CRLs, it shall issue a full set of partitioned CRLs covering'the complete|set of
public-key certificates whose revocation status will be reported using the CRLy mechanism. Th;rs, the
complete set of partitioned CRLs shall be equivalent to a full CRL for the same set of public-key certiflicates,
if the CRL issuer was not using partitioned CRLs.

Relying parties may use a number of mechanisms to locate revocation status information provided by an authority. For
example, there may be a pointer in the public-key certificate itself that directs the/relying party to a location |where
revocation information is provided. There may be a pointer in a revocation list thatredirects the relying party to a different
locatign. The relying party may locate revocation information in a repository,(e.g., a directory) or through other means
outside the scope of this Specification (e.g., locally configured).

If revqcation lists are published in a directory, they are held within directory entries as attributes of the following types:
— certificateRevocationList,
— authorityRevocationList; and

— deltaRevocationList

7.10.20  Certificate revocation list syntax

The fqllowing ASN.1 data type specifies the syntax-of a CRL.

CertificatelList ::= SIGNED{CertificateListContent}
CertificatelListContent ::= SEQUENCE {
vexfsion Version OPTIONAL,
--|if present, version shall be v2
signature AlgorithmIdentifier{{SupportedAlgorithms}},
isguer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revyokedCertifiCcates SEQUENCE OF SEQUENCE ({
gerialNumber CertificateSerialNumber,
revocationDate Time,
¢rlEntryExtensions Extensions OPTIONAL,

. ./\OPTIONAL,

4

ceey
crlExtensions [0] Extensions OPTIONAL }

The version component shall indicate the version of the encoded revocation list. If the extensions component is present
in the revocation list, the version shall be v2. If the extensions component is not present, the version shall either be
absent or be present as v2.
NOTE 1 — In the first and the second editions of this specification, the version component was always absent. In the third, fourth,
fifth and sixth editions of this specification, the version shall be v2, if the extensions component flagged as critical is present in the

revocation list. Or the version may either be absent or present as v2, if no extensions component flagged as critical is present in the
revocation list.
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The signature component shall contain the identifier for the algorithm used by the CA to sign the revocation list. It shall
be the same value as used in the algorithmIdentifier component of the SIGNATURE data type when signing the
revocation list.

NOTE 2 — By including this component, the signature algorithm is protected by the signature.
The issuer component shall identify the entity that signed and issued the revocation list.
The thisUpdate component shall indicate the date/time at which this revocation list was issued.

The nextUpdate component, when present, shall indicate the date/time by which the next revocation list in this series
will be issued. The next revocation list could be issued before the indicated date, but it shall not be issued any later than
the indicated time.

The revokedCertificates component shall identify public-key certificates that have been revoked. The revoked
public-key certificates are identified by their serial numbers. If none of the public-key certificates covered by this,.CRL has
been revoked, it is strongly recommended that the revokedCertificates parameter be omitted from the CRL,|rather
than bping included with an empty SEQUENCE.

The ck1lExtensions component, when present, shall contain one or more CRL extensions.
NQTE 3 — The checking of the entire list of public-key certificates is a local matter. The list shall not.be’assumed to be|in any
pafticular order unless specific ordering rules have been specified by the issuing CA, e.g., in that CA's pelicy.

NQTE 4 — If a non-repudiation of data service is dependent on keys provided by the CA, the servicé should ensure that all rglevant
keys of the CA (revoked or expired) and the time stamped revocation lists are archived and certified,by a current authority.

Whenlan implementation processing a CRL encounters the serial number of the publictkey certificate of interest in p CRL
entry, but does not recognize a critical extension in the crlEntryExtensions component from that CRL entry, thgt CRL
cannof be used to determine the status of the public-key certificate. When an implementation does not recognize a ¢ritical
extendion in the cr1Extensions component, that CRL cannot be used to determine the status of the public-key certificate,
regardless of whether the serial number of the public-key certificate of interest appears in that CRL or not.

NQTE 5 — In these cases, local policy may dictate actions in addition to and/orstronger than those stated in this Specification, such
as peeking revocation status information from other sources.

Publid-key certificates for which revocation status cannot be-determined should not be considered valid public-key
certififates.

If an extension affects the treatment of the list (e.g., multiple’CRLs need to be scanned to examine the entire list of rqvoked
publig-key certificates, or an entry may represent a range*of public-key certificates), then either that extension or a felated
extendion shall be indicated as critical in the ctlExtensions component. Therefore, a critical extension |in the
crlEntryExtensions component of an entrycshall affect only the public-key certificate specified in that entry, junless
there is a related critical extension in the cyIExtensions component that advertises a special treatment for it. The only
example of this situation defined in this Directory Specification is the certificateIssuer CRL entry extension gnd the
related issuingDistributionPoint\CRL extension when the indirectCRL Boolean from that extension is|set to
TRUE.

NQTE 6 — Extensions for CRLs.are"defined in clause 9 of this Specification.

If unkphown components appear within an extension, and the extension is not flagged as critical, those unknown comppnents
shall e ignored accordingto the rules of extensibility documented in clause 12.2.2 of Rec. ITU-T X.519 | ISO/IEC|9594-
5.

7.11 Unigueness of names

A PK]| requires that CAs are uniquely and unambiguously named. If CRL issuing authorities are not uniquely nathed, it
may résufdin incorrect use of revocation information.

It is outside the scope of this Specification to specify procedures that ensure unique and unambiguous names for CA and
CRL issuing authorities.

7.12 Indirect CRLs

7.12.1  Introduction

The only mechanism defined for CRL delegation by this Specification (and IETF RFC 5280) is for the public-key
certificate issuing CA to include a cRLDistributionPoint extension in a public-key certificate and include the
cRLIssuer component in this extension. The public-key certificate issuing CA will have do this for each public-key
certificate whose revocation status the CA wishes to delegate via CRL to a CRL issuing authority.
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There is no mechanism (i.e., public-key certificate or CRL extension) for a public-key certificate issuing CA to delegate
CRL issuance for all its public-key certificate to another authority using a mechanism (similar to the delegated OCSP
Responder public-key certificate as specified in IETF RFC 6960).

For example, if a CA has issued a large number of public-key certificates and its wishes to delegate CRL issuance for all
of these public-key certificate to a CRL issuing authority, the CA shall assert the cRLIssuer component in the
cRLDistributionPoint extension of each of the issued public-key certificates. If the CA wishes to delegate issuance
only for some of the issued public-key certificates, the CA shall assert the cRLIssuer component in the
cRLDistributionPoint extension of the delegated public-key certificates and shall not assert the cRLIssuer
component in the remaining public-key certificates that contain the cRLDistributionPoint extension.

The relationship of CRL delegation may be as follows:

a) A CA can delegate issuance of CRL for a given public-key certificate to multiple CRL issuance authorities.
The CA might delegate to multiple authorities for the sake of redundancy by asserting multiple CRL issuers
ina single distribution point in the cRLDistributionPoint extension or by asserting multiple distripution
points in the cRLDistributionPoint extension with each distribution point containing ongyor’morg CRL
issuer(s). Another example is a CA delegating CRL issuance to different authorities fordifferent feason
codes. In this case, the CRL Distribution Point extension must contain two or more distrilbution poin{s with
each distribution point containing applicable reason code(s) and CRL Issuer(s).

b) A CA can delegate issuance of CRL for different batch of public-key certificates to-different CRL isguance
authorities. The CA could create these batches stochastically or using a deterministic algorithm spich as
based on type of public-key certificate, reason code, issuance time, expiration time, subject organization,
etc.

c) A CRL issuance authority can be authoritative for revocation information for public-key certificates|issued
by multiple CAs.

7.12.20 Indirect CRL contents

If a CRL issuance authority is a CA, the CRLs it issues are authoritative-for the public-key certificates issued by thg CRL
issuangce authority as the CA and the public-key certificates whosé.revocation status is delegated to the CRL isguance
authotfity. Thus, a CRL issued by a CRL issuance authority, which has been delegated CRL issuance by x JAs, is
authotitative for x + 1 or x CAs depending on whether the CRL ssuance authority is a CA or not.

The CRL issued by the CRL issuance authority can be partitioned like any other CRLs using the distributionPoint
compgnent of the cRLDistributionPoint extension (See clause 9.6.2.1). Furthermore, the CRL issuance authorify may
or may not choose to partition the CRL based on the’public-key certificate issuer. If it chooses the former, it creates a
partitipned CRL for each CA. But, the partitioned,CRL discussion is outside the scope of this Specification.

Since the iCRL is authoritative for the CA(s)-other that the CRL issuer, serial number alone in the CRL entry dges not
uniquely identify a public-key certificate.that has been revoked. You also need to identify the CA that issued the public-
key cartificate placed on the iCRL. This\is achieved by adding the certificateIssuer CRL entry extension (seelclause
9.6.2.3). This extension shall alwaysbe flagged as critical to ensure that the relying parties process it and associgte the
CRL gntry with the appropriate €A.

If each entry on a CRL contained the certificateIssuer extension (which is a directory distinguished name), itjwould
make the CRL size largexFhus, in order to reduce the CRL size, the iCRL issuing authority should sort the CRL entfies by
issuing CAs. Using €his“approach, only the first public-key certificate appearing on the CRL for a given CA negeds to
contaip the certificateIssuer extension. All subsequent entries are assumed to be for the same public-key cerfificate
issuing CA until\another certificateIssuer CRL entry extension is encountered. To further reduce the size|of the
CRL, Jf the ICRL issuing authority is a CA, it should contain its revoked public-key certificate first, obviating the n¢ed for
certificateIssuer extension for any of its certificates.

N TE 1 — IhC fU::UVV;IIU CI\C{III'J:C ;::ubtl atco thC uotT Uf ICRLQ :II thC C/\C\IIIP:C, thCIC ;Q (<3 J;IIu:C CRL ;DQU;IIU authul;ty thﬂ iSSUES
revocation lists for multiple CAs. The issuingDistributionPoint extension (see clause 9.6.2.2) is present in that CRL and
is flagged as critical. The indirectCRL component of this extension is set to TRUE. If the CRL issuing authority name is the
same as that of the CAs it serves, entries should then be placed first on the CRL without the certificateIssuer CRL entry
extension. Entries for other CAs are kept together and the first CRL entry for a particular CA includes the certificateIssuer
CRL entry extension flagged as critical.

NOTE 2 — A relying party needs to develop and validate the certification path for the iCRL issuance authority. This is no different
for building a certification path for a regular CRL with one difference. In the case of a regular CRL, there is a probability that the
CRL is signed using the same key as the public-key certificate, obviating the need for building a CRL certification path. However,
for the indirect CRL, the CRL certification path will always differ from the certification path for the public-key certificate whose
revocation status is being checked.
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7.13

Repudiation of a digital signing

Participants in an event may subsequently decide to repudiate anything that they digitally signed in that event. For example,
one can dispute one's participation in a key establishment or being the originator of a signed email message as easily as
one can dispute one's signing of a document with the intent to be bound to the content of that document. The repudiation
may not be successful. The Non-repudiation Framework, Rec. ITU-T X.813 | ISO/IEC 10181-4, describes a dispute
resolution process as follows:

1) evidence generation;

2) evidence transfer, storage and retrieval;
3) evidence verification; and

4) dispute resolution.

The ggnerated evidence may Include, but is not limited to:

Thein
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shall mot preclude its use for revalidating signaturescereated during the validity period of that public-key certifig

public

the time of the disputed event.

Even
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— audit records pertinent to the event and an assertion of intent;

—  statements made by third party notaries;

—  policy statements;

— digitally signed information, including audit records and notary statements;
—  timestamps of the digitally signed information;

—  the public-key certificates supporting the digital signature;

— the appropriate revocation information published and available at the time/of the disputed event; and

— any public-key certificate revocations subsequent to the time of thetevent which indicate a key comp
occurred before the time of the event.

tegrity of stored data that might be presented as evidence may be maiftained in a variety of ways, e.g., access ¢
b of hashes by a trusted third party, digital signature. It may also be nécessary periodically to strengthen the pro
stored data to counteract improvements in computer processing-and/or crypto-analysis.

TE — Neither the type and amount of evidence generated nor the level of integrity is specified by this Specification. How
xpected that the level of effort will be commensurate with the:fisk-involved.

and timestamps that were used in the initial validation process. The fact that a public-key certificate has €

Lkey certificate that has been revoked may be used if it can be determined that the public-key certificate was

if all the digital evidence described~above is considered technically valid, other conditions, e.g., the
tanding or competence of the signer, may allow the signer successfully to repudiate it.

Trust models
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hce verification may require the revalidation of the digital signatures of data, e.g., messages, documents, certifjcates,
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Procedlures for determining the trustworthiness of a public-key certificate for a particular transaction are not defined here.

In the
and tr
a trust]

8.1

three cornered trust model described below, the relying party acts on its own behalf to determine both the v
stworthiness-of.a public-key certificate. In the four-cornered trust model, the relying party engages the serv
broker todetermine the trustworthiness of a public-key certificate on its behalf.

Three-cornered trust model

plidity
ces of

Thet

ree-cornered trust moael applies 1o an environment wnere the entity 10 Which a pubIIC-Key Certiticate nas been

(the subject) and the relying party both have some relationship with the CAs within a closed environment.

issued

This is illustrated by the simplified example shown in Figure 4, where the subject of the public-key certificate and the
relying party are associated with the same CA. In this environment, the trustworthiness of the issuing CA is relatively easy
to establish.
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Figure 4 — The three cornered trust model

In thiq three cornered trust model, the public-key certificate subject trusts the CA and hag’asked it to issue a public-key
certifigate. Upon positive verification of the identity of the public-key certificate subject,‘the CA issues it with a jpublic
key cdrtificate containing the subject’s identifier. The relying party, being a public-key-certificate subject of a CA within
the sajme closed environment, also knows the trustworthiness of the issuing CANEonsequently the relying party can
deternmpine whether to trust the public-key certificate subject for the current transaction.

8.2 Four cornered trust model

The fqur cornered trust model may be used in open public-key infrastructures, where the relying party does not pave a
close felationship with the CA that issued the public-key certificate,under validation. See Figure 5.
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Figure 5 — The four cornered trust model

In the four cornered model, the relying party trusts an entity called the trust broker. The relying party is still responsible
for validating public-key certificates and public-key certificate chains. However, the trust broker evaluates the
trustworthiness of the CA for all intended transactions and relays this to the relying party so that it can decide about the
trustworthiness of the public-key certificate subject for the current transaction. If the relying party's decision is positive,
this means that the relying party trusts the CA and its public-key certificate for this transaction. The CA trusts the identity
of the public-key certificate subject. Hence the relying party can indirectly trust the public-key certificate of the subject for
this particular transaction.
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9 Public-key certificate and CRL extensions

Some extensions defined in this clause are for use with public-key certificates. Other extensions are defined for CRLs
(including CARLs and EPRLS). Extensions for use with attribute certificates and ACRLs (including AARLs and EARLS)
are defined in clause 17.

This clause specifies extensions in the following areas:

a) Key and policy information: These public-key certificate and CRL extensions convey additional
information about the keys involved, including key identifiers for subject and issuer keys, indicators of
intended or restricted key usage, and indicators of a certificate policy.

b) Subject and issuer attributes: These public-key certificate and CRL extensions support alternative names,
of various name forms, for a public-key certificate subject, a public-key certificate issuer, or a CRL issuer.
These extensions can also convey additional attribute information about the public-key certificate subject,
to assist a relying party in being confident that the public-key certificate subject is a particular {person or
entity.

c) Certification path constraints: These public-key certificate extensions allow constraint spegifications to be
included in CA certificates, i.e., CA certificates for CAs issued by other CAs, to facilitate’ the autdmated
processing of certification paths when multiple certificate policies are involved. Multiple certificate pplicies
arise when policies vary for different applications in an environment or when interopéeration with external
environments occurs. The constraints may restrict the types of public-key certificates that can be isspied by
the subject CA or that may occur subsequently in a certification path.

d) Basic CRL extensions: These CRL extensions allow a CRL to include indications of revocation reagon, to
provide for temporary suspension of a public-key certificate, and to.ihelude CRL-issue sequence nymbers
to allow relying parties to detect missing CRLs in a sequence froméone CRL issuer.

e) CRL distribution points and delta CRLs: These public-key{certificate and CRL extensions allqw the
complete set of revocation information from one CA to.he)partitioned into separate CRLs and|allow
revocation information from multiple CAs to be combined{in one CRL. These extensions also suppprt the
use of partial CRLs indicating only changes since an eathier CRL issue.

Inclusjon of any extension in a public-key certificate or CRL is atithe option of the CA issuing that public-key cerfificate
or thelissuing authority for that CRL.

In a public-key certificate or CRL, an extension is flagged as being either critical or as non-critical. If an extension is
flagged as critical and a relying party does not recognize the extension type or does not implement the semantics|of the
extendion, then that relying party shall consider the public-key certificate as invalid. If an extension is flagged as non-
critical, a relying party that does not recognize orimplement that extension type may process the remainder of the public-
key cartificate ignoring the extension. If an-extension is flagged as non-critical, a relying party that does recognize the
extendion, shall process the extension. Extension type definitions in this Specification indicate whether the extensiop shall
alway$ be flagged as critical, always béxflagged as non-critical, or whether criticality can be decided by the public-key
certififate or CRL issuer. The reasonfar requiring some extensions to be always flagged as non-critical is to allow felying
partie$ which do not need to use suchextensions to omit support for them without jeopardizing the ability to intergperate
with aJl CAs.

NQTE — A relying party may require certain non-critical extensions to be present in a public-key certificate in order for that public-

key certificate to be considered acceptable. The need for inclusion of such extensions may be implied by local policy ruleg of the

relying party or may, he/a CA policy rule indicated to the relying party by inclusion of a particular public-key certificate| policy

identifier in the public-key certificate policies extension with that extension being flagged as critical.

For al| public-key,certificate extensions, CRL extensions, and CRL entry extensions defined in this Specification] there
shall e no more than one instance of each extension type in any public-key certificate, CRL, or CRL entry, respecfively.

9.1 Policy-handhing
9.11 Certificate policy

This framework contains four types of entities: The relying party, the CA, the trust broker, and the public-key certificate
subject. Each entity operates under obligations to the other entities and, in return, enjoys limited warranties offered by
them. The obligations and warranties of a CA are defined in its certificate policy. A certificate policy is a document (usually
in plain-language, but it could be machine readable). It may be referenced by an object identifier and a URL, which may
be included in the certificate policies extension of the public-key certificate issued by the CA to the entity and upon which
the relying party relies. A public-key certificate may be issued in accordance with one or more policies. The definition of
the policy and assignment of the object identifier is performed by a policy authority. The set of policies administered by a
policy authority is called a policy domain. All public-key certificates are issued in accordance with a policy, even if the
policy is neither recorded anywhere nor referenced in the public-key certificate. This Specification does not prescribe the
style or contents of the certificate policy.
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The relying party may be bound to its obligations under the certificate policy by the act of importing a CA public key and
using it as trust anchor information, or by relying on a public-key certificate that includes the associated policy identifier.
The CA may be bound to its obligations under the policy by the act of issuing a public-key certificate that includes the
associated policy identifier. The public-key certificate subject and any relying party who is also a public-key certificate
subject may be bound to its obligations under the policy by the act of requesting and accepting a public-key certificate that
includes the associated policy identifier and by using the corresponding private key. Implementations that do not use the
certificate policies extension should achieve the required binding by other means.

The relying party and trust broker may be bound by any contractual agreement that they have or by any trust policy that
the trust broker issues.

For an entity simply to declare conformance to a policy does not generally satisfy the assurance requirements of the other
entities in the framework. They require some reason to believe that the other parties operate a reliable implementation of
their poli i ici i ifi i i i : hat its
subjedts agree to be bound by their obligations under the policy, without having to confirm this directly with then. This
aspect of certificate policy is outside the scope of this Specification.

A CAJ|may place limitations on the use of its public-key certificates, in order to control the risk that it assumes as g result
of issying public-key certificates. For instance, it may restrict the community of relying parties, the jurposes for |which
they npay use its public-key certificates and/or the type and extent of damages that it is prepared to,make good in thg event
of a fdilure on its part, or that of its entities acting as PKI end entities. These matters should beCdefined in the certjificate
policyf

Additjonal information, to help affected entities understand the provisions of the certificate\policy, may be included in the
certifiate policies extension in the form of policy qualifiers.

9.1.2 Cross-certificates and policy handling

The warranties and obligations shared by the subject CA, the intermediate-CA and the relying party are defined py the
certififate policy identified in the cross-certificate, in accordance with which'the subject CA may act as, or on behalf of,
an engl entity. The warranties and obligations shared by the publicskey certificate subject, the subject CA apd the
internjediate CA are defined by the certificate policy identified in the‘end-entity public-key certificate, in accordande with
which|the intermediate CA may act as, or on behalf of, a relying party.

A certjfication path is said to be valid under the set of certificate policies that are common to all public-key certificptes in
the path.

In addition to the situation described above, there arectwo special cases to be considered:

a) the CA does not use the certificatelpolicies extension to convey its policy requirements to relying parties;
and

b) the relying party or intermediate CA delegates the job of controlling policy to the next CA in the path.

In the|first case, the public-key certjficate should not contain a certificate policies extension at all. As a result, thefset of
policigs under which the path is valid-will be null. But, the path may be valid nonetheless. Relying parties shall still pnsure
that they are using the public-key, cértificate in conformance with the policies of the CAs in the path.

In the[second case, the relying’party or intermediate CA should include the special value any-policy in the initial-policy-
set or pross-certificate. Where a public-key certificate includes the special value any-policy, it should not include any other
certifigate policy ideqtifiers. The identifier any-policy should not have any associated policy qualifiers.

The rdlying party can ensure that all its obligations are conveyed by setting the initial-explicit-policy indicator. In this way,
only authorities-that use the certificate policies extension as their way of achieving binding are accepted in the path, and
relying patties have no additional obligations. Because CAs also attract obligations when they act as, or on behallf of, a
relying pasty, they can ensure that all their obligations are conveyed by setting the requireExplicitPolicy component
of the poIicyConstraints EXIENSION I e Cross-certficate.

9.13 Policy mapping

Some certification paths may cross boundaries between policy domains. The warranties and obligations according to which
the cross-certificate is issued may be materially equivalent to some or all of the warranties and obligations according to
which the subject CA issues end-entity public-key certificates, even though the policy authorities under which the two CAs
operate may have selected different object identifiers for these materially equivalent policies. In this case, the intermediate
CA may include a policy mappings extension in the cross-certificate. In the policy mappings extension, the intermediate
CA assures the relying party that it will continue to enjoy the familiar warranties, and that it should continue to fulfil its
familiar obligations, even though subsequent entities in the certification path operate in a different policy domain. The
intermediate CA should include one or more mappings for each of a subset of the policies under which it issued the cross-
certificate, and it should not include mappings for any other policies. If one or more of the certificate policies according to
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which the subject CA operates is identical to those according to which the intermediate CA operates (i.e., it has the same
unique identifier), then these identifiers should be excluded from the policy mapping extension, but included in the
certificate policies extension.

Policy mapping has the effect of converting all policy identifiers in public-key certificates further down the certification
path to the identifier of the equivalent policy, as recognized by the relying party.

Policies shall not be mapped either to or from the special value any-policy.

Relying parties may determine that public-key certificates issued in a policy domain other than its own should not be relied
upon, even though a trusted intermediate CA may determine its policy to be materially equivalent to its own. It can do this
by setting the initial-policy-mapping-inhibit input to the path validation procedure. Additionally, an intermediate CA may
make a similar determination on behalf of its relying parties. In order to ensure that relying parties correctly enforce this
requirement, it can set inhibitPolicyMapping in a policyConstraints extension.

9.14 Certification path processing

The rglying party faces a choice between two strategies:

a) itcanrequire that the certification path be valid under at least one of a set of policies pre-determined|oy the
relying party; or

b) it can ask the path validation module to report the set of policies for which the cettification path is valid.

The fifst strategy may be most appropriate when the relying party knows, a priori, the set/of policies that are accdptable
for its|intended use.

The sgcond strategy may be the most appropriate when the relying party does not know, a priori, the set of policies that
are acgeptable for its intended use.

In the ffirst instance, the certification path validation procedure will indicate thelpath to be valid only if it is valid under one
or mofe of the policies specified in the initial-policy-set, and it will return’the’sub-set of the initial-policy-set under|which
the pakh is valid. In the second instance, the certification path validation procedure may indicate that the path is invalid
under [the initial-policy-set, but valid under a disjoint set: the auth@rities-constrained-policy-set. Then the relying party
shall }etermine whether its intended use of the public-key certificate is consistent with one or more of the cerfificate

polici¢s under which the path is valid. By setting the initial<policy-set to any-policy, the relying party can cayse the
procedure to return a valid result if the path is valid under any:(unspecified) policy.

9.15 Self-issued certificates

A CA|may issue a certificate to itself under threesgircumstances:

a) asaconvenient way of encoding:the public key associated with the private key used to sign the public-key
certificate, so that it can be communicated to and stored as trust anchor information by relying partigs;

b) for certifying additionakpublic keys of the CA used for purposes other than those covered by catedory a)
(such as OCSP and,passibly CRL signing); and

¢) for replacing itscown expired CA certificates.

These|types of CA certificates-are called self-issued certificates, and they can be recognized by the fact that the issyer and
subjeqt names present insthem are identical. For the purposes of path validation, self-issued certificates of category|a) are
self-sipned certificateS:and are therefore verified with the public key contained in them, and if they are encountered in the
path, they shall be ignored.

Self-igsued certificates of type b) may only appear as end-entity public-key certificates in a path, and shall be procegsed as
end-entitypublic-key certificates.

) ] ediate
certlflcates ina path As a matter of good practice, when replacmg a key that ison the point of explratlon a CA should
request the issuance of any in-bound cross-certificates that it requires for its replacement public key before using the key.
Nevertheless, if self-issued certificates of this category are encountered in the path, they shall be processed as intermediate
certificates, with the following exception: they do not contribute to the path length for the purposes of processing the
pathLenConstraint component of the basicConstraints extension and the skip-certificates values associated with
the policy-mapping-inhibit-pending and explicit-policy-pending indicators.

If a CA uses the same key to sign public-key certificates and CRLs, a single self-issued certificate of category a) shall be
used. If a CA uses a different key to sign CRLs than that used to sign public-key certificates, the CA may choose to issue
two self-issued public-key certificates of category a), one for each of the keys. In this situation, relying parties would need
access to both self-issued public-key certificates to establish separate trust anchors for public-key certificates and CRLs
signed by that CA. Alternatively, a CA may issue one self-issued public-key certificate of category a) for public-key
certificate signing and one self-issued public-key certificate of category b) for CRL signing. In this situation, relying parties
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use the key certified in the public-key certificate of category a) as their single trust anchor for both public-key certificates
and CRLs signed by that CA. In this case, if the self-issued public-key certificate of category b) were to be used to verify
signatures on CRLs, there is no means defined in this Specification to check the validity of that public-key certificate.

If self-issued certificates of category b) are encountered within a path, they shall be ignored.
NOTE — Other mechanisms for distributing CA public keys are outside the scope of this Specification.

9.2 Key and policy information extensions

9.21 Requirements

The following requirements relate to key and policy information:

a) CA key pair updating can occur at reqular_intervals or_in special circumstances. There is a need for a
certificate extension to convey an identifier of the public key to be used to verify the public-key cerfificate
signature. A relying party can use such identifiers in finding the correct CA certificate for validating the
public-key certificate issuer's public key.

b) Ingeneral, a public-key certificate subject has different public keys and, correspondingly,different Wublic-

key certificates for different purposes, e.g., digital signature and encipherment key agregment. A public-key
certificate extension is needed to assist a relying party in selecting the correct public=key certificatg for a
given subject for a particular purpose or to allow a CA to stipulate that a certified key may only be uged for

a particular purpose.

c) Subject key pair updating can occur at regular intervals or in special circumstances. There is a need for a
public-key certificate extension to convey an identifier to distinguish detween different public keys for the
same subject used at different points in time. A relying party can use 'such identifiers in finding the gorrect
public-key certificate.

d) The private key corresponding to a certified public key is typically used over a different period frgm the
validity of the public key. With a key pair used for creating and validating signatures, the usage perjod for
the private key used for signing is typically shorter thanthat for the public key used to verify the signature.
The validity period of the public-key certificate indicates a period for which the public key may bg used,
which is not necessarily the same as the usage period of the private key. In the event of a private key
compromise, the period of exposure can be limited if the relying party knows the legitimate use period for
the private key. There is therefore a requirement to be able to indicate the usage period of the private[key in
a public-key certificate.

e) Because public-key certificates may«be used in environments where multiple certificate policies japply,
provision needs to be made for including certificate policy information in public-key certificates.

f)  When cross-certifying from ane organization to another, it can sometimes be agreed that certain of the two
organizations' policies can be considered equivalent. A CA certificate needs to allow the issuing |ICA to
indicate that one of its ownrcertificate policies is equivalent to another certificate policy in the subjegt CA's
domain. This is known as policy mapping.

g) A user of an encipherment or digital signature system which uses public-key certificates defined fin this
Specificationdieeds to be able to determine in advance the algorithms supported by other users.

h)  There is aneed to specify that an end-entity public-key certificate shall be validated using an authorjzation
and validation list.

9.2.2 Publieckey certificate and CRL extensions

The fqllowing-extensions are defined:
a)" authority key identifier;

b) subject key identifier;

c) key usage;

d) extended key usage;

e) private key usage period;

f) certificate policies;

g) policy mappings

h) authorization and validation.

These extensions shall be used only as public-key certificate extensions, except for the authorityKeyIdentifier
extension which may also be used as a CRL extension. Unless otherwise noted, these extensions may be used in both CA
certificates and end-entity public-key certificates.
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9.2.2.1 Authority key identifier extension

This extension, which may be used as either a public-key certificate extension or CRL extension, identifies the public key
to be used to verify the signature on this public-key certificate or CRL. It enables distinct keys used by the same CA to be
distinguished (e.g., as key updating occurs) and it enables distinct keys used by the same CRL issuer to be distinguished.
This extension is defined as follows:

authorityKeyIdentifier EXTENSION ::= {
SYNTAX AuthorityKeyIdentifier
IDENTIFIED BY id-ce-authorityKeyIdentifier }

AuthorityKeyIdentifier ::= SEQUENCE {
keyIdentifier [0] KeyIdentifier OPTIONAL,
authorityCertIssuer [1] GeneralNames OPTIONAL,
aufhorityCertserialNumber [2] CertificateserialNumber OPTIONAL,
..y}
(WITH COMPONENTS {..., authorityCertIssuer PRESENT,

authorityCertSerialNumber PRESENT } |

WITH COMPONENTS {..., authorityCertIssuer ABSENT,

authorityCertSerialNumber ABSENT } )
KeyIdentifier ::= OCTET STRING

The key may be identified by an explicit key identifier in the keyIdentifier component, by,the identification of a public-
key cqrtificate for the key (giving certificate issuer in the authorityCertIssuer component and public-key cerlIificate
serial pumber in the authorityCertSerialNumber component), or by both expligit\key identifier and identification of
a publlic-key certificate for the key. If both forms of identification are used then the\public-key certificate or CRL|issuer
shall gnsure they are consistent. A key identifier shall be unique with respect to athkey identifiers for the issuing authority
for the¢ public-key certificate or CRL containing the extension. An implemehtation which supports this extension|is not
requirgd to be able to process all name forms in the authorityCertIssuer’component (see clause 9.3.2.1 for defails of
the GegneralNames data type).

CAs shall assign public-key certificate serial numbers such that every (issuer, public-key certificate serial numbeyr) pair
uniquely identifies a single public-key certificate. The keyIdentifier component can be used to select CA certificates
during path construction. The authorityCertIssuer, authoritySerialNumber pair can only be used to provide
prefergnce to one public-key certificate over others duringgpath construction.

This extension shall always be flagged as non-critical

9.2.2.2 Subject key identifier extension

This etension identifies the public key being.certified. It enables distinct keys used by the same subject to be differentiated
(e.g., 3s key updating occurs). This extension is defined as follows:

subjgctKeyIdentifier EXTENSION ::= ({
SYNTAX SubjectKeyIdentifier
IDENTIFIED BY id-ce—~subjectKeyIdentifier }
SubjectKeyIdentifier’)::= Keyldentifier
A keylidentifier shalle unique with respect to all key identifiers for the subject with which it is used.
This extension shall always be flagged as non-critical.

9.2.2. Key usage extension

This elxtension identifies the intended usage for which the pllhlir\-l{ny certificate has been issued. The intended usage may
be further constrained by policy. This policy may be stated in a certificate policy definition, a contract, or other
specification. However, a policy shall not override the constraint indicated by a KeyUsage bit, e.g., a certificate policy
could not allow a public-key certificate to be used for digital signature if KeyUsage indicated that it could only be used
for key agreement.

Setting a specific value of KeyUsage in a public-key certificate does not in itself signal for an instance of communication
that the communicating parties are acting in accordance with this setting, e.g., when signing a document. The definition of
methods by which parties may signal their intent for a specific instance of communication (e.g., commitment to content
for that specific instance) is outside the scope of this Specification, but it is anticipated that multiple methods will exist.
Although not recommended, it is possible to use the content of the public-key certificate, e.g., certificate policy, to signal
the intent of the signing. However, since that signal was made when the public-key certificate was issued by the CA, such
use may not meet the requirement that declaring the intent is made at the time of signing by the signer.
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More than one bit may be set in an instance of the keyUsage extension. The setting of multiple bits shall not change the
meaning of each individual bit but shall indicate that the public-key certificate may be used for all of the purposes indicated
by the set bits. There may be risks incurred when setting multiple bits. A review of those risks is documented in Annex K.

This extension is defined as follows:

keyUsage EXTENSION ::= {

SYNTAX

KeyUsage

IDENTIFIED BY id-ce-keyUsage }

KeyUsage :

:= BIT STRING {

digitalSignature (0),
contentCommitment (1),
keyEncipherment (2),

vice, a

ner is
sed to
pe of
nalled

hture
er has

use of
ecified

hn key

he CA
in the

ate. If
CRL;

dataEncipherment  (3);
keyAgreement (4),
keyCertSign (5),
cRLSign (6),
eng¢ipherOnly (7),
deg¢ipherOnly (8) }
Bits ir the KeyUsage type are as follows:
a) digitalsignature: for verifying digital signatures that are used with an entity authentication ser
data origin authentication service and/or an integrity service;
b) contentCommitment: for verifying digital signatures which are intended to signal that the sig
committing to the content being signed. The type of commitment the.public-key certificate can be U
support may be further constrained by the CA, e.g., through a~certificate policy. The precise t
commitment of the signer e.g., "reviewed and approved" or "with the intent to be bound", may be sig
by the content being signed, e.g., the signed document itself\op some additional signed information.
Since a content commitment signing is considered a digitally signed transaction, the digitalSign
bit need not be set in the certificate. If it is set, it dogs/not affect the level of commitment the sign
endowed in the signed content.
It is not incorrect to refer to this keyUsage bit\using the identifier nonRepudiation. However, the
this identifier has been deprecated. Regardless of the identifier used, the semantics of this bit are as sp
in this Specification;
C) keyEncipherment: for encipheringkeys or other security information, e.g., for key transport;
d) dataEncipherment: for enciphering user data, but not keys or other security information as in c);
e) keyAgreement: for use as.apublic key agreement key, such an when an asymmetric Diffie-Hellm
pair is used for key management.
f) keyCertsign: forverifying a CA's signature on public-key certificates.
Since public-key-eertificate signing is considered a commitment to the content of the public-key certificate
by the CA, néithier the digitalSignature bit nor the contentCommitment bit need be set in t
certificate (f,either (or both) is set, it does not affect the level of commitment the signer has endowed
signed.public-key certificate;
0) cRLSign: for verifying an authority's signature on CRLs.
Since CRL signing is considered to be commitment to the content of the CRL by the CRL issuer, neither
the digitalSignature bit nor the contentCommitment bit need be set in the public-key certifi
either (or both) is set, it does not affect the level of commitment the signer has endowed in the signed
M) encipherOnly: publiC KEy agreement Key Tor use only in encipnering data When Used WIth keyAgreement
bit also set (meaning with other key usage bit set is undefined);
i) decipheroOnly: public key agreement key for use only in deciphering data when used with keyAgreement

bit also set (meaning with other key usage bit set is undefined).

Application specifications should indicate which of the digitalSignature Or contentCommitment bits are
appropriate for their use. If a signing application has no knowledge of the signer's intent regarding commitment to content,
the application shall sign and support that signing with a public-key certificate that has the digitalSignature bit setin
that public-key certificate's keyUsage extension.

Even though a digital signature was verified using a public-key certificate that has only the digitalSignature bit Set,
other factors external to the verification of the digital signature may also play a role in determining the intent of the signing.
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Conversely, even though a digital signature was verified using a public-key certificate that has only the
contentCommi tment bit set, external factors may be used by the signer to disclaim commitment to the signed content.

The bit keyCertsign is for use in CA certificates only. If KeyUsage is set t0 keyCertSign, the value of the ca
component of the basicConstraints extension shall be set to TRUE. CAs may also use other defined key usage bits in
KeyUsage, €.0., digitalSignature for providing authentication and integrity of online administration transactions.

This extension may, at the option of the issuing CA be flagged as either critical or as non-critical.

If the extension is flagged as critical or if the extension is flagged as non-critical but the relying party recognizes it, then
the public-key certificate shall be used only for a purpose for which the corresponding key usage bit is set to one. If the
extension is flagged as non-critical and the relying party does not recognize it, then this extension shall be ignored.

A bit set to zero indicates that the key is not intended for that purpose. If the extension is present with all bits set to zero,
TS mtendedfor a purpose other tharmthose fistedabove:

Extended key usage extension

tension indicates one or more purposes for which the certified public key may be used, in addition to, or i place
of the |basic purposes indicated in the key usage extension. This extension is defined as follows:

extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeId
IDENTIFIED BY id-ce-extKeyUsage }

KeyPyrposelId ::= OBJECT IDENTIFIER

A CA|may assert any-extended-key-usage by using the anyExtendedKeyUsagé:object identifier. This enables a[CA to
issue a public-key certificate that contains KeyPurposeId object identifiers for extended key usages that may be reguired
by relying parties, without restricting the public-key certificate to only those-key usages. If extended key usage would
ict key usage, then the inclusion of this object identifier removes that restriction.

anyExtendedKeyUsage OBJECT IDENTIFIER ::= { id-ce-extKeyUsage 0 }

Key purposes may be defined by any organization with a need©bject identifiers used to identify key purposes shall be
assigned in accordance with Rec. ITU-T X.660 | ISO/IEC 9834-1.

This extension may, at the option of the issuing CA, be flagged either as critical or as non-critical.
If the gxtension is flagged as critical, then the publiczkey certificate shall be used only for one of the purposes indigated.

If the pxtension is flagged as non-critical, then-it-indicates the intended purpose or purposes of the key, and may bg used
in finding the correct key/public-key certificate of an entity that has multiple keys/public-key certificates. If this extgnsion
is predent, and the relying party recognizes and processes the extendedKeyUsage extension type, then the relying party
shall g¢nsure that the public-key certificate shall be used only for one of the purposes indicated. (A relying party may
nevertheless require that a particular purpose be indicated in order for the public-key certificate to be acceptable.)

If a pdblic-key certificate contains both a critical key usage extension and a critical extended key usage extension, then
both eixtensions shall be processed independently and the public-key certificate shall only be used for a purpose consistent
with Hoth extensions. If-there is no purpose consistent with both extensions, then the public-key certificate shall pot be
used fpr any purpose:

This Ypecificatiomdefines the following key purposes that can be included in the extended key usage extension:

keyPyrposes.'OBJECT IDENTIFIER ::= {id-kp 1}

id-aylSign OBJECT IDENTIFIER ::= {id-kp 2}

The id-avlsign key purpose is used to indicate that the private key may be used for signing an AVL.

Other purposes that can also be included are defined in other specifications, such as IETF RFC 5280.

9.2.25 Private key usage period extension

This extension indicates the period of use of the private key corresponding to the certified public key. It is applicable only
for private key used for creating digital signatures. This extension is defined as follows:

privateKeyUsagePeriod EXTENSION ::= {

SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }
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PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL,
(WITgx COMPONENTS {..., notBefore PRESENT } |
WITH COMPONENTS {..., notAfter PRESENT } )

The notBefore component indicates the earliest date and time at which the private key may be used for signing. If the
notBefore component is not present, then no information is provided as to when the period of valid use of the private
key commences beyond that specified in the validity component of the public-key certificate. The notAfter component
indicates the latest date and time at which the private key may be used for signing. If the notafter component is not
present then no information is provided as to when the period of valid use of the private key concludes beyond that specified
in the validity component of the public-key certificate.

This extension shall always be flagged as non-critical.
NQTE 1 — The period of valid use of the private key may be different from the certified validity of the public key-as.ndicgted by
thg public-key certificate validity period. The usage period for the private key used for signing is typically shorter than that|for the
public key used for verifying the signature.
NQTE 2 — The period of use of the private key corresponding to a public key can only be enforced if both-the private key and the
coffresponding public-key certificate are placed in a tamper-resistant hardware module that contains acreliable clock synchfonized
with UTC. When this is not the case, a signer may avoid using a signing private key up to the very end of the validity period of the
public-key certificate. This is one possible use of this extension.
NQTE 3 — In general, this Specification does not associate any semantic with this extensiop~Any particular use of this exension
will have to specify the semantic associated with that usage.

9.2.2. Certificate policies extension

This eiktension lists certificate policies, recognized by the issuing CA, that apply to the public-key certificate, together with
optiorfal qualifier information pertaining to these certificate policies. The Jist’'of certificate policies is used in determining
idity of a certification path, as described in clause 12. The optignal qualifiers are not used in the certificatign path
procegsing procedure, but relevant qualifiers are provided as an output of that process to the relying party to agsist in
ining whether a valid path is appropriate for the particular &ransaction. Typically, different certificate policigs will
relate fo different applications which may use the certified key:\Fhe presence of this extension in an end-entity public-key
certifitate indicates the certificate policies for which this public-key certificate is valid. The presence of this extension in
a CA ¢ertificate (cross-certificate) issued by one CA to angther CA indicates the certificate policies for which certification
paths gontaining this public-key certificate may be valid. This extension is defined as follows:

certificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertificatePoliciesSyntax ::=.SEQUENCE SIZE (1l..MAX) OF PolicyInformation
PoligyInformation ::= SEQUENCE {

policyIdentifier CertPolicyId,
policyQualifiers _SEQUENCE SIZE (1..MAX) OF PolicyQualifierInfo OPTIONAL,

}
CertRolicyId ::=(OBJECT IDENTIFIER
PoligyQualifierInfo ::= SEQUENCE ({
policyQualifierId CERT-POLICY-QUALIFIER.&id({SupportedPolicyQualifiers}),
quglifier CERT-POLICY-QUALIFIER. &Qualifier
({SupportedPolicyQualifiers}{@policyQualifierId}) OPTIONAL,
}
SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::= {...}

A value of the PolicyInformation data type identifies and conveys qualifier information for one certificate policy. The
policyIdentifier component contains an identifier of a certificate policy and the policyQualifiers component
contains policy qualifier values for that component.

This extension may, at the option of the issuing CA, be either flagged as critical or as non-critical.

If the extension is flagged as critical, it indicates that the public-key certificate shall only be used for the purpose, and in
accordance with the rules implied by one of the indicated certificate policies. The rules of a particular policy may require
the relying party to process the qualifier value in a particular way.
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If the extension is flagged as non-critical, use of this extension does not necessarily constrain use of the public-key
certificate to the policies listed. However, a relying party may require a particular policy to be present in order to use the
public-key certificate (see clause 12). Policy qualifiers may, at the option of the relying party, be processed or ignored.

Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object identifiers
used to identify certificate policies and certificate policy qualifier types shall be assigned in accordance with Rec. ITU-T
X.660 | ISO/IEC 9834-1. A CA may assert any-policy by using the anyPolicy object identifier in order to trust a public-
key certificate for all possible policies. Because of the need for identification of this special value to apply regardless of
the application or environment, that object identifier is assigned in this Specification. No object identifiers will be assigned
in this Specification for specific certificate policies. That assignment is the responsibility of the entity that defines the
certificate policy.

anyPolicy OBJECT IDENTIFIER ::= {id-ce-certificatePolicies 0}

The identifier anyPolicy should not have any associated policy qualifiers.

The fgllowing ASN.1 information object class is used in defining certificate policy qualifier types:

CERT+1POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Quyalifier OPTIONAL }

WITH |[SYNTAX {
POLICY-QUALIFIER-ID &id
[QUALIFIER-TYPE &Qualifier] }

A defipnition of a policy qualifier type shall include:
—  astatement of the semantics of the possible values; and

— an indication of whether the qualifier identifier may appear irf,a certificate policies extension withput an

accompanying value and, if so, the implied semantics in such a tase.
NQTE — A qualifier may be specified as having any ASN.1 type. When the qualifier is anticipated to be used primarily with
applications that do not have ASN.1 decoding functions, it is recommepded-that the type ocTET STRING be specified. The]ASN.1
OCFET STRING Value can then convey a qualifier value encoded according to any convention specified by the policy glement
defining organization.

9.2.2.7 Policy mappings extension

This extension, which shall be used in CA certificates only, allows an issuing CA to indicate that, for the purposes|of the
user df a certification path containing this CA certificate, one of the issuer’s certificate policies can be congidered
equivalent to a different certificate policy used in‘the subject CA’s domain. This extension is defined as follows:

polig¢yMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

Poli¢yMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
isguerDomainPolicy CertPolicyId,
subjectDomainPolicy CertPolicyId,

}

The iksuerDomainPolicy component indicates a certificate policy that is recognized in the issuing CA’s domdin and
that can be considered equivalent to the certificate policy indicated in the subjectDomainPolicy component that is
recognized inthe'subject CA’s domain.

Policigs shall'not be mapped to or from the special value anyPolicy.

This extensiomrmayat-theoptionof-the-issuing-CA beeitherflaggedascriticatorasnon=criticatttisrecommended that
it be flagged as critical, otherwise a relying party may not correctly interpret the stipulation of the issuing CA.

NOTE 1 — An example of policy mapping is as follows. The U.S. government domain may have a policy called Canadian Trade and
the Canadian government may have a policy called U.S. Trade. While the two policies are distinctly identified and defined, there
may be an agreement between the two governments to accept certification paths extending cross-border within the rules implied by
these policies for relevant purposes.

NOTE 2 — Policy mapping implies significant administrative overheads and the involvement of suitably diligent and authorized
personnel in related decision-making. In general, it is preferable to agree upon a more global use of common policies than it is to
apply policy mapping. In the above example, it would be preferable for the U.S., Canada and Mexico to agree upon a common policy
for North American Trade.

NOTE 3 - It is anticipated that policy mapping will be practical only in limited environments in which policy statements are very
simple.
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9.2.2.8 Authorization and validation extension

This extension may only be present in end-entity public-key certificates. It indicates that this public-key certification shall
not be accepted if it cannot be checked against a particular authorization validation list (AVL).

authorizationValidation EXTENSION ::= {
SYNTAX Av1lId
IDENTIFIED BY id-ce-authorizationValidation }

Av1lId ::= SEQUENCE {
issuer Name,
serialNumber AvlSerialNumber OPTIONAL,

}

The issuer compaonent shall idpn'rify the issuer of the AVI again:t which this pnd-pnti'ry lnllhlir‘-l«:y certificate shall be

checkgd.

The sprialNumber component shall be present if the AVL includes the serialNumber component. Otherwise, |t shall
be abgent.

This extension shall always be flagged as critical.

9.3 Subject and issuer information extensions

9.3.1 Requirements
The fopllowing requirements relate to public-key certificate subject component.and public-key certificate anq CRL
issug¢r component:

a) Public-key certificates need to be usable by applications that.émploy a variety of name forms, incjuding
Internet electronic mail names, Internet domain names, ReEcMTU-T X.400 originator/recipient addfesses,
and EDI party names. It is therefore necessary to be able.securely to associate multiple names of a yariety
of name forms with a public-key certificate subject orapublic-key certificate or CRL issuer.

b) There may be a need for convoying identity and/er-privilege information in a public-key certificatel Such
information is provided as directory attributes.

9.3.2 Certificate and CRL extensions

The fqllowing extensions are defined:

a) Subject alternative name;
b) Issuer alternative name;

c) Subject directory attributes.

These|extensions shall be used only;as public-key certificate extensions, except for issuer alternative name, which may
also bp used as a CRL extension. As public-key certificate extensions, they may be present in CA certificates and end-
entity public-key certificates:

9.3.21 Subject alternative name extension

This extension contaihs one or more alternative names, using any of a variety of name forms, for the entity that is pound
by the|issuing CA 10 the certified public key. This extension is defined as follows:

subj¢ctAl tName EXTENSION ::= {
TDANBSEIED BY idicacsubiectAltiam
D o . e )
GeneralNames ::= SEQUENCE SIZE (l..MAX) OF GeneralName
GeneralName ::= CHOICE ({
otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IAS5String,
dNSName [2] IAS5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER,
}
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OTHER-NAME ::

= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {
nameAssigner [0] UnboundedDirectoryString OPTIONAL,

partyName

}

[1] UnboundedDirectoryString,

The values in the alternatives of the GeneralName type are names of various forms as follows:

the otherName alternative shall be a name of any form whose type is defined as an instance of the OTHER-

NAME information object class;

the rfc822Name alternative shall be an Internet electronic mail address defined in accordance with

IETF RFC 822;

the dNSName alternative shall be a fully qualified domain name (FQDN). The domain name shallbe
syntax as specified by section 2.3.1 of IETF RFC 5890 meaning that a domain name is a sequence.of]
in the letters, digits, hyphen (LDH) format separated by dots.

A label may be in one of two formats:

a) All characters in the label are from the Basic Latin collection as defined by ISOAEC 10646 (i.e.,
code points in the ranges 002D, 0030-0039, 0041-005A and 0061-007A) anditydoes not start wi
-". The maximum length is 63 octets.

b) Itisan A-label as defined in IETF RFC 5890, i.e., it starts with the "xn<*"and is an U-label con
to valid ASCII characters as in item a) using the Punycode algorithm defined by IETF RFC 349
converted string shall be maximum 59 octets. To be valid, it shall be possible for an A-labe
convert a valid U-label. The U-label is as also defined in IETRRFC 5890.

NOTE 1 — An A-label is normally not human readable.
the x400Address alternative shall be an O/R address as defined by Rec. ITU-T X.411 | ISO/IEC 10

the directoryName alternative shall be a distinguishedsname as defined by Rec. ITU-T X.501 | IS
9594-2;

the ediPartyName alternative shall be a name<of'a form agreed between communicating electron

in the
labels

having
h "xn-

verted
D. The
to be

D21-4;
D/IEC

c data

interchange (EDI) partners; the nameAssigner component identifies an authority that assigns yinique

values of names in the partyName component;

the uniformResourceIdentifiex @lternative shall be a uniform resource identifier for the wor
web defined in accordance with ETF RFC 1630;

the iPaddress alternative shallbe an Internet Protocol address defined in accordance with IETF RH
for IPv4 (four octets) or in accordance with IETF RFC 2460 for IPv6 (16 octets);

the registeredID altérnative shall be an object identifier of any registered object assigned in acco
with Rec. ITU-T X660/ ISO/IEC 9834-1.

For every name form used in an instance of the GeneralName data type, the issuing CA shall assure that it does not a
the sane name to different entities. A name of a particular type together with the identity of the issuing CA shall un
identify a particular entity:

critical.

dwide
C791

dance

locate
iquely

y that
t least

NOTE 2 — Use of the TYPE-IDENTIFIER information object class is described in Rec. ITU-T X.681 | ISO/IEC 8824-2.

NOTE 3 — If this extension is present and is flagged as critical, the subject component of an end-entity public-key certificate may
contain a null name (e.g., a sequence of zero relative distinguished names) in which case the subject is identified only by the name
or names in this extension (see clause 7.2).

9.3.2.2 Issuer alternative name extension

This extension contains one or more alternative names, using any of a variety of name forms, for the CA or CRL issuer.
This extension is defined as follows:

issuerAltName EXTENSION ::= {
SYNTAX GeneralNames
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IDENTIFIED BY id-ce-issuerAltName }

This extension may, at the option of the CA or the CRL issuer, be flagged either as critical or as non-critical. A relying
party that supports this extension is not required to be able to process all name forms. If the extension is flagged as critical,
at least one of the name forms that are present shall be recognized and processed, otherwise the public-key certificate or
CRL shall be considered invalid. Apart from the preceding restriction, a relying party is permitted to ignore any name with
an unrecognized or unsupported name form. It is recommended that, provided the issuer component of the public-key
certificate or CRL contains a distinguished name that unambiguously identifies the issuing authority, this extension be
flagged as non-critical.

9.3.2.3 Subject directory attributes extension

This extension conveys directory attributes associated with the subject of the public-key certificate. This extension is
defined as follows:

subijd

SYNTAX AttributesSyntax

IDH

Attri

This 4
proces
flagge
certifi
unders

Arely

This e
subjeq
to the
supplg
(if pre

If this
may a
94

94.1

For ce

ctDirectoryAttributes EXTENSION ::= ({
NTIFIED BY id-ce-subjectDirectoryAttributes }

butesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

xtension may, at the option of the issuing CA, be flagged either as critical or as non=gritical. A relying
sing this extension is not required to understand all attribute types included in the extension. If the exten

cate to be considered valid. If the extension is flagged as critical and none ef\the contained attribute t
tood, the public-key certificate shall be considered invalid.

ing party may require that it understands all the attribute types to accept the-public-key certificate.

xtension is intended to associate identity and/or privilege with the sabject of the public-key certificate. Wh
t accesses an entity by including identity information, the accessed‘entity may, based on local rules, assign pr
subject, e.g., assign privilege used for access control. Suchidentity information may be different fron
ment to the identity information supplied in the subject component and/or in the subjecataAltName ext
sent).

extension is present in a public-key certificate and flagged as critical, some of the extensions defined in cla|
so be present as stated for the individual extensions:

Certification path constraint extensions

Requirements

rtification path processing:

a) End-entity public-key.certificates need to be distinguishable from CA certificates to protect against g
from using their_end-entity public-key certificates to establish themselves as CAs. It also needs
possible for a,CA to limit the length of a subsequent chain resulting from a certified subject CA, e.g,
more than ohe-more CA certificate or no more than two more CA certificates.

b) A CA needsto be able to specify constraints which allow a relying party to check that less-trusted
a certification path (i.e., CAs further down the certification path from the CA with whose public K
relying party starts) are not violating their trust by issuing public-key certificates to subjects
ihappropriate name space. Adherence to these constraints needs to be automatically checkable by the 1

party.

¢) Certification path processing needs to be implementable in an automated, self-contained module. ]

party
ion is

[ as critical, at least one of the attribute types contained in the extension shall be‘uhderstood for the pubjic-key

pes is

en the
vilege
N or a
bnsion

ise 17

ntities
to be
to no

CAS in
ey the
in an
elying

[his is

necessary to permit trusted hardware or software modules to be implemented Which perform the certit,
path processing functions.

cation

d) It should be possible to implement certification path processing without depending upon real-time

interactions with a possible human user.

e) It should be possible to implement certification path processing without depending upon the use of trusted
local databases of policy-description information. (Some trusted local information — an initial public key,
at least — is needed for certification path processing but the amount of such information should be

minimized.)

f)  Certification paths need to operate in environments in which multiple certificate policies are recognized. A

CA needs to be able to stipulate which CAs in other domains it trusts and for which purposes. Ch
through multiple policy domains needs to be supported.
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g) Naming structures should not be constrained by the need to use names in public-key certificates, i.e.,
distinguished name structures considered natural for organizations or geographical areas shall not need
adjustment in order to accommodate CA requirements.

h) Certificate extensions need to be backward-compatible with the unconstrained certification path approach
system as specified in earlier editions of this Specification.

i) A CA needs to be able to inhibit the use of policy mapping and to require explicit certificate policy
identifiers to be present in subsequent certificates in a certification path.

NOTE - In any relying party, the processing of a certification path requires an appropriate level of assurance. This

Specification defines functions that may be used in implementations that are required to conform to specific assurance

statements. For example, an assurance requirement could state that certification path processing shall be protected from

subversion of the process (such as software-tampering or data modification). The level of assurance should be
commensurate with business risk. For example:

— processing internal to an appropriate cryptographic module may be required for public keys used to Validate

high value funds transfer; whereas

— processing in software may be appropriate for home banking balance inquiries.
Consequently, certification path processing functions should be suitable for implementation in hard®are cryptographic
modules or cryptographic tokens as one option.

j) A CA needs to be able to prevent the special value anyPolicy from being considered a valid policy in
subsequent public-key certificates in a certification path.

9.4.2 Public-key certificate extensions
The fqllowing extensions are defined:

a) basicConstraints;

b) nameConstraints;

C) policyConstraints;and
d) inhibitAnyPolicy.
These|extensions shall be used only as public-key certificate extefsions. Name constraints and policy constraints shall be

used dnly in CA certificates; basic constraints may also be used.in end-entity public-key certificates. Examples of the use
of thege extensions are given in Annex |.

9.4.2.1 Basic constraints extension

This gxtension indicates if the subject may act as-a CA, with the certified public key being used to verify public-key
certififate signatures. If so, a certification pathlength constraint may also be specified. This extension is defined as fdllows:

basi¢Constraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

Basig¢ConstraintsSyntax (: )= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint_~INTEGER (0. .MAX) OPTIONAL,
}

The ch component'with the value TRUE indicates that the certified public key may be used to verify public-key cerfificate
signatpres.

The ppthLenConstraint component may be present if cA component is set to TRUE. Otherwise, it shall be abgent. It
gives the-maximum number of CA certificates that may follow this CA certificate in a certification path. Value 0 ingli
that 1l : . . . B - e : .
certificate. If no pathLenConstraint extension appears in any CA certificate of a certification path, there is no limit to
the allowed length of the certification path. The constraint takes effect beginning with the next CA certificate in the path.
The constraint restricts the length of the segment of the certification path between the CA certificate containing this
extension and the end-entity public-key certificate. It has no impact on the number of CA certificates in the certification
path between the trust anchor and the CA certificate containing this extension. Therefore, the length of a complete
certification path may exceed the maximum length of the segment constrained by this extension. The constraint controls
the number of non-self-issued CA certificates between the CA certificate containing the constraint and the end-entity
public-key certificate. Therefore, the total length of this segment of the path, excluding self-issued certificates, may exceed
the value of the constraint by as many as two certificates. (This includes the public-key certificates at the two endpoints of
the segment plus the CA certificates between the two endpoints that are constrained by the value of this extension.)

This extension shall be supported by a conformant relying party.
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This extension shall be present in a CA certificate with the ca component set to TRUE and flagged as critical (which requires
that a CA certificate shall be a version 3 public-key certificate).

This extension may, when included in an end-entity public-key certificate at the option of the issuing CA, be either flagged
as critical or as non-critical.

When this extension is present, then:

— if the value of the ca component is not set to TRUE then the certified public key shall not be used to verify
a public-key certificate signature;

— if the value of ca component is set to TRUE and pathLenConstraint iS present then the relying party
shall check that the certification path being processed is consistent with the value of pathLenConstraint.

If this extension is not present, then the public-key certificate is to be considered an end-entity public-key certificate and
cannof be used to veriTy public-key certificate signatures.

NQTE — To constrain a public-key certificate subject to act only as an end entity, i.e., not as a CA, the issuer may ‘inclyde this
extension containing only an empty SEQUENCE value.

9.4.2.2 Name constraints extension

This gxtension, which shall be used only in a CA certificate, indicates one or more name formséwhich have congtraints
placed upon their name spaces, and in which all subject names in the same name form in subsequent public-key certificates
in a cqrtification path shall be located. If this extension is absent, then no constraints are placed’on any name form.|If this
extengion is present but a name form is not included in the extension, then no constraints‘areimposed on that name|form.

NQTE — Because there can be an unbounded set of otherName name forms, then in geperalit is not possible to constrain every
possible name form of subject names with this extension.

This extension is defined as follows:

nameCQonstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints }

Name(onstraintsSyntax ::= SEQUENCE ({
peymittedSubtrees [0] GeneralSubtrees OPTIONAL,
ex¢ludedSubtrees [1] GeneralSubtrees OPTIONAL,
.1}
(WITH COMPONENTS {..., permittedSubtrees PRESENT } |
WITH COMPONENTS {..., excludedSubtrees PRESENT 1} )

GeneralSubtrees ::= SEQUENCE SIZE~ (1. .MAX) OF GeneralSubtree
GenegalSubtree ::= SEQUENCE {
basge GeneralName,

minimum [0] BaseDistance /DEFAULT O,
maximum [1l] BaseDistance OPTIONAL,

}
Basel)istance ::= INTEGER(0..MAX)

At leapt one of permitttedSubtrees and excludedSubtrees components shall be present.
NQTE — The subtree concept is briefly described in annex M.

The pprmittedsubtrees component, when present, shall specify one or more subtrees, for one or more name forms,
within which subject names in acceptable public-key certificates shall be contained When present, the
hames
in acceptable public-key certificates shall not be contalned Subject names that are compared against specmed subtrees
include those present in both the subject component and the subjectaltNames extension of a public-key certificate.
Each subtree is defined by the name of the root of the subtree, the base component, and, optionally, within that subtree,
an area that is bounded by upper and/or lower levels.

The minimum component specifies the upper bound of the area within the subtree. All names whose final name component
is above the level specified are not contained within the area. A value of minimum equal to zero (the default) corresponds
to the base, i.e., the top node of the subtree. For example, if minimum is Set to one, then the subtree excludes the base node
but includes subordinate nodes.

The maximum component specifies the lower bound of the area within the subtree. All names whose last component is
below the level specified are not contained within the area. A value of maximum of zero corresponds to the base, i.e., the
top of the subtree. An absent maximum component indicates that no lower limit should be imposed on the area within the
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subtree. For example, if maximum is set to one, then the subtree excludes all nodes except the subtree base and its immediate
subordinates.

The set of all permittedSubtrees and excludedSubtrees for a name form together constitute the constrained name
space for the name form. All subject names, in public-key certificates issued by the subject CA and subsequent CAs in a
certification path, which are of a constrained name form, shall be located in the constrained name space for the public-key
certificate to be acceptable.

The permittedSubtrees component, when present, specifies the subtrees within which all the subject names that are of
a constrained name form shall lie, for the public-key certificate to be acceptable. If excludedsSubtrees is present, any
public-key certificate issued by the subject CA or subsequent CAs in the certification path that has a subject name within
these subtrees is unacceptable. If both permittedSubtrees and excludedsubtrees are present for a name form and
the name spaces overlap, the exclusion statement takes precedence.

If nong of the name forms of the subject name in the public-key certificate is constrained by this extension, the public-key
certifigate is acceptable from a name constraints point of view.

In sonje situations, more than one public-key certificate may need to be issued to satisfy the name constraints reéquirements.
Annex | illustrates two of these situations. For example, if name constraints are defined for multiple name forms| but a
publickey certificate needs to meet the name constraints for only one of the name forms (logical QR)en constraints), then
multigle public-key certificates should be issued, each constraining a single name form.

Of thg name forms available through the GeneralName data type, only those name forms/that have a well-defined
hierarghical structure may be used in these components.

The dfirectoryName name form satisfies this requirement; when using this name forga naming subtree correspdnds to
a diregtory information tree (DIT) subtree. A public-key certificate is considered Subordinate to the base (and therg¢fore a
candidate to be within the subtree) if the SEQUENCE of RDNs, which forms the full distinguished name in bTe, is

identigal to the initial SEQUENCE of the same number of RDNs which formgthe first part of the distinguished name|of the
subjegt (in the subject component or directoryName Of subjectAltNames extension) of the public-key
certificate. The distinguished name of the subject of the public-key cettificate may have additional trailing RDN§ in its
sequemce that do not appear in the distinguished name in base. ThendistinguishedNameMatch matching rule is used
to cormpare the value of base with the initial sequence of RDNs.n‘the distinguished name of the subject of the publlic-key
certifitate.

Conformant relying parties are not required to recognize alf-possible name forms. If the extension is flagged as critigal and
a relying party does not recognize a name form used n any base component, the public-key certificate shall be handled
as if ap unrecognized critical extension had been encountered. If the extension is flagged as non-critical and a relying party
does ot recognize a name form used in any basge*component, then that subtree may be ignored.

When|testing public-key certificate subject names for consistency with a name constraint, names in non-critical Jubject
alternative name extensions shall be processed, not ignored.

This extension may, at the option of the issuing CA, be flagged either as critical or as non-critical. It is recommendg¢d that
it be flagged as critical; otherwise, @ relying party may not check that subsequent public-key certificates in a certification
path afe located in the constrained name spaces intended by the issuing CA.

If thig| extension is present’and is flagged as critical, then a relying party shall check that the certification path|being
procegsed is consistent with the value in this extension.

Annex | containgexamples of the use of the nameConstraints extension.

9.4.2.3 Poliey constraints extension

This extension specifies constraints which may require explicit certificate policy identification or inhibit policy mgpping
for the remainder of the certification path. This extension is defined as follows:

policyConstraints EXTENSION ::= {
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolicyConstraintsSyntax ::= SEQUENCE ({
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL,

N |
(WITH COMPONENTS {..., requireExplicitPolicy PRESENT } |
WITH COMPONENTS {..., inhibitPolicyMapping PRESENT } )

SkipCerts ::= INTEGER (0. .MAX)
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At least one of the requireExplicitPolicy and the inhibitPolicyMapping components shall be present.

If the requireExplicitPolicy component is present, and the certification path includes a public-key certificate issued
by a nominated CA, it is necessary for all public-key certificates in the path to contain, in the certificate policies extension,
an acceptable policy identifier. An acceptable policy identifier is the identifier of a certificate policy required by the relying
party, the identifier of a policy which has been declared equivalent to one of these policies through policy mapping, or
anyPolicy. The nominated CA is either the issuer CA of the public-key certificate containing this extension (if the value
of requireExplicitPolicy is 0) or a CA which is the issuer of a subsequent public-key certificate in the certification
path (as indicated by a non-zero value).

If the inhibitPolicyMapping component is present, it indicates that, in all public-key certificates starting from a
nominated CA in the certification path until the end of the certification path, policy mapping is not permitted. The
nominated CA is either the subject CA of the public-key certificate containing this extension (if the value of
inhibitPoticyMappimgts or-a-CAWwhteh-isthestubiectofasubseatentpabhckeycertificate-irthece '“;"npmh
(as indicated by a non-zero value).

A valle of type skipCerts indicates the number of public-key certificates in the certification path to"skip bdfore a
constrpint becomes effective.

This extension may, at the option of the issuing CA, be flagged either as critical or as non-critical. It.is recommend¢d that
it be flagged as critical; otherwise, a relying party may not correctly interpret the stipulation of the issuing CA.

9.4.24 Inhibit any policy extension

This gxtension specifies a constraint that indicates anyPolicy is not considered an éxplicit match for other certificate
policigs for all non-self-issued public-key certificates in the certification path starting.with a nominated CA. The norninated
CA isfeither the subject CA of the CA certificate containing this extension (if theValue of inhibitAnyPolicy iSp) or a
CA which is the subject of a subsequent CA certificate in the certification path.(as indicated by a non-zero value).

inhibhitAnyPolicy EXTENSION ::= {
SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

This extension may, at the option of the issuing CA, be flagged-as-either critical or as non-critical. It is recommendgd that
it be flagged as critical, otherwise a relying party may not corcectly interpret the stipulation of the issuing CA.

9.5 Basic CRL extensions

95.1 Requirements

The fgllowing requirements relate to CRLS:

a) Relying parties need to.be-able to track all CRLs issued from a CRL issuer or CRL distribution poift (see
clause 9.6) and be ahléeyto detect a missing CRL in the sequence. CRL sequence numbers are thgrefore
required.

b) Some relying parties may wish to respond differently to a revocation, depending upon the reason for the
revocation,~There is therefore a requirement for a CRL entry to indicate the reason for the revocatior.

c) There ista requirement for an authority to be able to temporarily suspend validity of a public-key cer:lificate
and subisequently either revoke or reinstate it. Possible reasons for such an action include:

<) desire to reduce liability for erroneous revocation when a revocation request is unauthenticat¢d and
there is inadequate information to determine whether it is valid,;

— other business needs, such as temporarily disabling the public-key certificate of an entity pending an
audit or investigation

d) A CRL contains, for each public-key revoked certificate, the date when the authority posted the revocation.
Further information may be known as to when an actual or suspected key compromise occurred, and this
information may be valuable to a relying party. The revocation date is insufficient to solve some disputes
because, assuming the worst, all signatures issued during the validity period of the public-key certificate
have to be considered invalid. However, it may be important for a user that a signed document be recognized
as valid even though the key used to sign the message was compromised after the signature was produced.
To assist in solving this problem, a CRL entry can include a second date which indicates when it was known
or suspected that the private key was compromised.

e) Relying parties need to be able to determine, from the CRL itself, additional information including the scope
of public-key certificates covered by this list, the ordering of revocation notices, and which stream of CRLs
the CRL number is unique within.
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f)

Issuers need the ability dynamically to change the partitioning of CRLs and to refer relying parties to the
new location for relevant CRLs if the partitioning changes.

g) Delta CRLs may also be available that update a given base CRL. Relying parties need to be able to

determine, from a given CRL, whether delta CRLs are available, where they are located and when the next
delta CRL will be issued.

h) In addition to CRLs publishing a notification that public-key certificates have been revoked, there is a

requirement to publish a notification that public-key certificates will be revoked as of a specified date and
time in the future.

There is a requirement to provide more efficient ways to indicate in a CRL that a set of public-key
certificates has been revoked.

9.5.2 CRL extensions

The fgllowing extensions are defined:
a) CRL number;

b) status referral;

¢) CRL stream identifier;
d) ordered list;

e) delta information;

f)

9.5.2.1 CRL number extension

g) revoked group of certificates; and
h) expired certificates on CRL.

to be revoked;

This ¢RL extension conveys a monotonically increasing sequence nutmber for each CRL issued by a given CRL|issuer

through a g

iven CRL directory attribute (see clauses 13.2.4 to 13.2:7)-0r CRL distribution point. It allows a relying party

to detgct whether CRLs issued prior to the one being processed wére also seen and processed. This extension is defined as

follows:

cRLNymber EXTENSION ::= {

SYNTAX

IDENTIFIED BY id-ce-cRLNumber }

CRLNymber ::= INTEGER (0. .MAX)

NQTE -
a

(%2}

This extens

9.5.2.2 Status referral extefsion

fdects, see 17.7.2.1.

CRLNumber

The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For|ACRL

ion shall always be flagged’as non-critical.

This CRL extension is far-use within the CRL structure as a means to convey information about revocation notices to
relying parties. As such, it Would be present in a CRL structure that itself contains no certificate revocation notices. A CRL
structgre containing this extension shall not be used by relying parties or relying parties as a source of revocation nptices,
but rather as a toohto ensure that the appropriate revocation information is used. Any CRL containing this extensiop shall
not bg used as-the source for a relying party to check revocation status of any public-key certificate. Rather, 4 CRL
contaiping.this-extension may be used by a relying party as an additional tool to locate the appropriate CRLs for checking

revocqtion Status.

This extens

42

ion serves two primary functions:

This extension provides a mechanism to publish a trusted "list of CRLs" including all the relevant
information to aid relying parties in determining whether they have sufficient revocation information for
their needs. For example, an authority may issue a new, authenticated CRL list periodically, typically with
a relatively high reissue frequency (in comparison with other CRL reissue frequencies). The list might
include a last-update time/date for every referenced CRL. A relying party, on obtaining this list, can quickly
determine if cached copies of CRLs are still up-to-date. This may eliminate the unnecessary retrieval of
CRLs. Furthermore, by using this mechanism, relying parties become aware of CRLs issued by the authority
between its usual update cycles, thereby improving the timeliness of the CRL system.

This extension also provides a mechanism to redirect a relying party from a preliminary location (e.g., one
pointed to in a CRL distribution point extension, or the directory entry of the issuing authority) to a different
location for revocation information. This feature enables authorities to modify the CRL partitioning scheme
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they use without impacting existing public-key certificates or relying parties. To achieve this, the authority
would include each new location and the scope of the CRL that would be found at that location. The relying
party would compare the public-key certificate of interest with the scope statements and follow the pointer
to the appropriate new location for revocation information relevant to that public-key certificate it is
validating.

The extension is itself extensible and in future other non-CRL based revocation schemes may also be referred to, using
this extension.

statusReferrals EXTENSION ::= {
SYNTAX StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }

StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatysReferral ::= CHOICE {
cRILReferral [0] CRLReferral,
otherReferral [1] INSTANCE OF OTHER-REFERRAL,
}
CRLReferral ::= SEQUENCE {
isguer [0] GeneralName OPTIONAL,
logation [1] GeneralName OPTIONAL,
deltaRefInfo [2] DeltaRefInfo OPTIONAL,
cRLScope CRLScopeSyntax,
lagtUpdate [3] GeneralizedTime OPTIONAL,

lagtChangedCRL [4] GeneralizedTime OPTIONAL,

}
DeltgRefInfo ::= SEQUENCE {
deltalocation GeneralName,
lagtDelta GeneralizedTime OPTIONAL,
}
OTHER-REFERRAL ::= TYPE-IDENTIFIER

NQTE - The extension defined here is relevant for both GRlLs and ACRLs. Only CRL aspects are considered here. For|ACRL
asfects, see 17.7.2.2.

(%2}

The ipsuer component identifies the entity that sighed the CRL; this defaults to the issuer name of the encompassing
CRL.

The 1pcation component provides the location to which the referral is to be directed, and defaults to the same value as
the iIuer name.

The dpltaRefInfo component provides an optional alternative location from which a dCRL may be obtained @nd an
optiorfal date of the previous delta.

The cRLscope componept provides the scope of the CRL that will be found at the referenced location.
The 1astupdate component is the value of the thisuUpdate component in the most recently issued referenced CRL.

The 1hstChangedCRL component is the value of the thisupdate component in the most recently issued CRL that has
changgd content:

The OfHER-REFERRAL provides extensibility to enable other non-CRL based revocation schemes to be accommodated in
future

This extension shall always be flagged as critical to ensure that the CRL containing this extension is not inadvertently
relied on by relying parties as the source of revocation status information about public-key certificates.

If this extension is present and is recognized by a relying party, that system shall not use the CRL as a source of revocation
status information. The system should use either the information contained in this extension, or other means outside the
scope of this Specification, to locate appropriate revocation status information.

If this extension is present but is not recognized by a relying party, that system shall not use the CRL as a source of
revocation status information. The system should use other means, outside the scope of this Specification, to locate
appropriate revocation information.
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9.5.2.3 CRL stream identifier extension

The CRL stream identifier extension is used to identify the context within which the CRL number is unique.

cRLStreamIdentifier EXTENSION ::= {
SYNTAX CRLStreamIdentifier
IDENTIFIED BY id-ce-cRLStreamIdentifier }

CRLStreamIdentifier ::= INTEGER (0..MAX)

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.7.2.3.

This extension shall always be flagged as non-critical.

Each vya
as a umique |dent|f|er for each CRL |ssued by any given authorlty, regardless of the type of CRL.

[ Serve

9.5.2.4 Ordered list extension

The ofdered list extension indicates that the sequence of revoked public-key certificates in the revoked€ertifitates
compgnent of a CRL is in ascending order by either public-key certificate serial number or revocationdate. This extgnsion
is defiped as follows:

ordefedList EXTENSION ::= ({
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrdexedListSyntax ::= ENUMERATED ({
as¢SerialNum (0),
as¢RevDate (1),

}

NQTE - The extension defined here is relevant for both CRLs and ACRLs. ‘Only CRL aspects are considered here. For|ACRL
asfects, see 17.7.2.4.

This extension shall always be flagged as non-critical.

— ascSerialNum indicates that the sequence of revoked public-key certificates in a CRL is in ascg¢nding
order of public-key certificate serial number/based on the value of the serialNumber component df each
entry in the list.

— ascRevDate indicates that the sequence of revoked public-key certificates in a CRL is in ascending order
of revocation date, based on the value of the revocationDate component of each entry in the list.

If orderedList is not present, no information is provided as to the ordering, if any, of the list of revoked public-key
certififates in the CRL.

9.5.2.% Delta Information extension

This GRL extension is for use-in’ CRLs that are not dCRLs and is used to indicate to relying parties that dCRLs afe also
availaple for the CRL contaifling this extension. The extension provides the location at which the related dCRLs ¢an be
found|and optionally the time at which the next dCRL is to be issued.

delt3dInfo EXTENSION ::= {
SYNTAX DeltaInformation
IDENTIFIED BY id-ce-deltalInfo }

:= SEQUENCE {

DeltaInformation :

de i 7

nextDelta GeneralizedTime OPTIONAL,
}

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.7.2.5.

This extension shall always be flagged as non-critical.

9.5.2.6 To be revoked extension

This CRL extension allows for the notification that public-key certificates will be revoked as of a specified date and time
in the future. The toBeRevoked extension is used to specify the reason for the public-key certificate revocation, the date
and time at which the public-key certificate will be revoked, and the group of public-key certificates to be revoked. Each
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list can contain a single public-key certificate serial number, a range of public-key certificate serial numbers or a named
subtree.
toBeRevoked EXTENSION ::= {
SYNTAX ToBeRevokedSyntax

IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax ::= SEQUENCE SIZE (1..MAX) OF ToBeRevokedGroup
ToBeRevokedGroup ::= SEQUENCE ({

certificateIssuer [0] GeneralName OPTIONAL,

reasonInfo [1] ReasonInfo OPTIONAL,

revocationTime GeneralizedTime,

certificateGroup ,

¥

ReasqgnInfo ::= SEQUENCE {

regsonCode CRLReason,

holdInstructionCode HoldInstruction OPTIONAL,

}

CertificateGroup ::= CHOICE {

serialNumbers [0] CertificateSerialNumbers,

serxialNumberRange [1] CertificateGroupNumberRange,

nameSubtree [2] GeneralName,

}

CertificateGroupNumberRange ::= SEQUENCE ({

stgrtingNumber [0] INTEGER,

endingNumber [1] INTEGER,

}

CertificateSerialNumbers ::= SEQUENCE SIZE (1..MAX)\OF CertificateSerialNumber

NQTE - The extension defined here is relevant for both CRLs and(ACRLs. Only CRL aspects are considered here. For[ACRL

asfects, see 17.7.2.6
The certificateIssuer component, when present, ideptifies the CA that issued all the public-key certificates listed in
this T¢BeRevokedGroup. If certificateIssuer is omitted, it defaults to the CRL issuer name.
The reasonInfo component, when present, identifies the reason for the public-key certificate revocations. When pfesent,
this extension indicates that all public-key certificates identified in ToBeRevokedGroup Will be revoked for the feason
indicafed in this component. If reasonCode component contains the value certificateHold, the
holdInstructionCode component may. also be present. When present, the holdInstructionCode component
indicales the action to be taken on encauntering any of the public-key certificates identified in RevokedGroup. This|action
should only be taken, after the revocation time indicated in the revocationTime component has passed.
The révocationTime component indicates the date and time at which this group of public-key certificates will be rqvoked
and should therefore be considered invalid. This date shall be later than the thisUpdate time of the CRL containipg this
extendion. If revocationTime is before the nextUpdate time of the CRL containing this extension, the public-key
certifiates shall be considered revoked between the revocationTime and the nextUpdate time by a relying part>lusing
a CRU containing.this extension. Otherwise, this is a notice that at specified time in the future these public-key certificates
will b¢ revoked..©nce the revocation time has passed, either the CA has revoked the public-key certificate or not. I it has
revokgd the public-key certificate, future CRLs shall include this on the list of revoked public-key certificates, at leagt until
the public-key certificate expires. If the CA has not revoked the public-key certificate, but still intends to revoke itfin the
future| it-may include the public-key certificate in this extension on subsequent CRLS with a revised revocatiornTime.

If the CA no longer intends to revoke the public-key certificate, it may be excluded from all subsequent CRLs and the

public

-key certificate shall not be considered revoked.

The certificateGroup component lists the set of public-key certificates to be revoked. This component identifies the
public-key certificates issued by the CA identified in certificateIssuer to be revoked at the date/time identified in
revocationTime. This set of public-key certificates is not further refined by any outside controls (e.g.,
issuingDistributionPoint).

The serialNumbers component, when present, shall hold the serial number(s) of the public-key certificate(s) issued by
the identified issuing CA that will be revoked at the specified time.
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The serialNumberRange component, when present, all public-key certificates in the range beginning with the starting
serial number and ending with the ending serial number and issued by the identified issuing CA will be revoked at the
specified time.

If the nameSubtree component is present, all public-key certificates with a subject name that is subordinate to the
specified name and issued by the identified issuing CA will be revoked at the specified time. If the nameSubtree contains
a distinguished name then all distinguished names associated with the subject of a public-key certificate (i.e., subject
component and subjectAltNames extension) need to be considered. For other name forms, the subjectAltNames
extension of public-key certificates need to be considered. If at least one of the names associated with the subject contained
in the public-key certificate is within the subtree specified in nameSubtree, that public-key certificate will be revoked at
the specified time. As with the nameConstraints extension, not all name forms are appropriate for subtree
specification. Only those that have recognized subordination rules should be used in this extension.

This ; ; =criticat: i i pvided
in this|extension applies to revocations, which will occur in the future, it is recommended that it be flagged as nonscritical,
reducing the risk of problems with interoperability and backward compatibility.

9.5.2.T Revoked group of certificates extension

A set pf public-key certificates that have been revoked can be published using the following CRL extension. Eachllist of
publigkey certificates to be revoked is associated with a specific public-key certificate issuing(CA and revocation time.
Each llist can contain a range of public-key certificate serial numbers or a named subtree.

revokedGroups EXTENSION ::= ({
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-revokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE {
ceftificatelIssuer [0] GeneralName OPTIONAL},
regsonInfo [1] ReasonInfo OPTIONAL}
invYalidityDate [2] GeneralizedTime QPTIONAL,

reyokedcertificateGroup [3] RevokedCertificateGroup,

}

RevoledCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

NQTE - The extension defined here is relevant\foer both CRLs and ACRLs. Only CRL aspects are considered here. For|ACRL
asfects, see 17.7.2.7.

The certificateIssuer component, Wwhen present, shall identify the CA that issued all the public-key certificateg listed
in this\RevokedGroup. If certificateIssuer is omitted, it defaults to the CRL issuer name.

The rpasonInfo component/when present, shall identify the reason for the public-key certificate revocations. [When
presert, this component indi€ates that all public-key certificates identified in RevokedGroup component were revoked for
the reason indicated Cin® this component. If reasonCode contains the value certificateHold, the
holdInstructionCede’ may also be present. When present, holdInstructionCode shall indicate the actior] to be
taken pn encountering.any of the public-key certificates identified in RevokedGroup.

The ihvalidityDate component, when present, indicates the time from which all public-key certificates identified in
RevokedGroup should be considered invalid. This date shall be earlier than the date contained in thisUpdate component
of the|CRL IT omitted, all public-key certificates identified in RevokedGroup should be considered invalid at least from
the time—irdi -the—th - e—statd he i ifiea i
thisUpdate time is critical to a relying party (e.g., to determine whether a digital signature that was created prior to this
CRL issuance occurred while the public-key certificate was still valid or after it had been revoked), additional revocation
status checking techniques will be required to determine the actual date/time from which a given public-key certificate
should be considered invalid.

The revokedCertificateGroup component shall list the set of public-key certificates that have been revoked. This
component identifies the public-key certificates issued by the CA identified in certificateIssuer revoked under the
specified conditions. This set of public-key certificates is not further refined by any outside controls (e.g.,
issuingDistributionPoint).

The serialNumberRange, When present, shall specify a specified range within which all public-key certificates
containing serial numbers and which are issued by the identified issuing CA are applicable.
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If nameSubtree is present, all public-key certificates with a subject name that is subordinate to the specified name and

issued by the identified issuing CA will be revoked at the specified time. If the nameSubtree contains a distinguished
name then all distinguished names associated with the subject of a public-key certificate (i.e., subject component and
subjectAltNames extension) need to be considered. For other name forms, the subjectAltNames extension of public-
key certificates need to be considered. If at least one of the names associated with the subject, contained in the public-key
certificate, is within the subtree specified in nameSubtree, that public-key certificate has been revoked. As with the
nameConstraints extension, not all name forms are appropriate for subtree specification. Only those that have
recognized subordination rules should be used in this extension.

This extension shall always be flagged as critical. Otherwise, a relying party may incorrectly assume that public-key
certificates, identified as revoked within this extension, are not revoked. When this extension is present it may be the only
indication of revoked public-key certificates in a CRL (i.e., the revokedCertificates may be empty) or it may list

revokgdpuptic-key certificates that are i additiom to those imdicatet i the TevokedCertiticates component pf this

CRL. |A revoked public-key certificate shall not be listed both in the revokedCertificates component and jn this
extengion.
9.5.2.8 Expired certificates on CRL extension

This GRL extension indicates that the CRL includes revocation notices for expired public-key certificates.

expiredCertsOnCRL EXTENSION ::= {
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY id-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime

NQTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For|ACRL
asfects, see 17.7.2.8.

This extension shall always be flagged as non-critical.

The sqope of a CRL containing this extension is extended to include theyevocation status of revoked public-key certi{icates
that ekpired after the date specified in ExpiredCertsOnCRL 0f, at that date. The revocation status of a public-key
certifigate shall not be updated once the public-key certificate has‘expired.

9.5.3 CRL entry extension

The fqllowing extensions are defined:

a) reason code;

b) hold instruction code; and
¢) invalidity date.

9.5.3.1 Reason code extension

This GRL entry extension identifies a reason for the public-key certificate revocation. The reason code may be uged by
applicptions to decide, based-on local policy, how to react to posted revocations. This extension is defined as follovs:

reasgnCode EXTENSTION ::= {
TAX CRLReason
NTIFIED _ BY ~ id-ce-reasonCode }

asong..= ENUMERATED ({

ungpecified (0),
keyCompromise (1),
CA! 2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aACompromise (10),

weakAlgorithmOrKey (11) }

NOTE - The extension defined here is relevant for both CRLs and ACRLs entries. Only CRL entry aspects are considered here. For
ACRL entry aspects, see 17.7.3.1.

The following reason code values indicate why a public-key certificate was revoked:
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unspecified can be used to revoke public-key certificates for reasons other than the specific codes.

keyCompromise is used in revoking an end-entity public-key certificate; it indicates that it is known or
suspected that the subject's private key, or other aspects of the subject validated in the public-key certificate,
have been compromised.

cACompromise is used in revoking a CA certificate; it indicates that it is known or suspected that the
subject's private key, or other aspects of the subject validated in the CA certificate, have been compromised.

affiliationChanged indicates that the subject's name or other information in the public-key certificate
has been modified but there is no cause to suspect that the private key has been compromised.

superseded indicates that the public-key certificate has been superseded but there is no cause to suspect
that the private key has been compromised.

___— cessationOfOperation indicates that the public-key certificate is no longer needed for the purpose for

which it was issued but there is no cause to suspect that the private key has been compromised.

privilegeWithdrawn indicates that a public-key certificate was revoked because a privilegg corftained
within that public-key certificate has been withdrawn.

aACompromise is only relevant for ACRL entries (see 17.7.3.1).

weekAlgorithm indicates that the public-key certificate was revoked due tova) Weak cryptographic
algorithm and/or key (e.g., due to short key length or unsafe key generation).

lic-key certificate may be placed on hold by issuing a CRL entry with a reason cod€.of certificateHolf. The

-key certificate hold notice may include an optional hold instruction code to convéy additional information to relying
(see clause 9.5.3.2). Once a hold has been issued, it may be handled in one of-three ways:

a) it may remain on the CRL with no further action, causing relying parties to consider the public-key
certificate invalid during the hold period;

b) it may be replaced by a (final) revocation for the same pulljc:Key certificate, in which case the reasop shall
be one of the standard reasons for revocation, the revocation date shall be the date the public-key certificate
was placed on hold, and the optional hold instructionxCode extension shall not appear;

c) it may be explicitly released and the entry removedfrom the CRL.

The rémoveFromCRL reason code is for use with delta CRLsY(see clause 9.6) only and indicates that an existing CRL entry

shoulg
used i

now be removed owing to public-key certificate expiration or hold release. An entry with this reason code shall be
N delta CRLs for which the corresponding base.CRL or any subsequent (delta or complete for scope) CRL cdntains

an entfy for the same public-key certificate with reasen code certificateHold.
This extension shall always be flagged as non=¢ritical.
9.5.3.2 Hold instruction code extension
This GRL entry extension provides.for'the inclusion of a registered instruction identifier to indicate the action to bg taken
on engountering a held public-key--certificate. It is applicable only in a CRL entry having a certificateHold feason
code. [This extension is defined.as follows:
holdInstructionCode EXTENSION ::= ({
SYNTAX HoldInstruction
IDENTIFIED BY ¢ id-ce-holdInstructionCode }
HoldInstruction ::= OBJECT IDENTIFIER
This eixtension shall be always flagged as non-critical. No hold instruction codes are defined in this Specification.

N

TEA — The extension defined here is relevant for both CRLs and ACRLSs entries. Only CRL entry aspects are consider

d here.

For ACRL entry aspects (see 17.7.3.2).
NOTE 2 — Examples of hold instructions might be "please communicate with the CA" or "repossess the user's token".

9.5.3.3 Invalidity date extension

This CRL entry extension indicates the date at which it is known or suspected that the private key was compromised or
that the public-key certificate should otherwise be considered invalid. This date may be earlier than the revocation date in
the CRL entry, which is the date at which the authority processed the revocation. This extension is defined as follows:

invalidityDate EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }

This extension shall always be flagged as non-critical.
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NOTE 1 — The date in this extension is not, by itself, sufficient for non-repudiation purposes. For example, this date may be a date
advised by the private key holder, and it is possible for such a person fraudulently to claim that a key was compromised sometime
in the past, in order to repudiate a validly generated signature.

NOTE 2 — When a revocation is first posted by an authority in a CRL, the invalidity date may precede the date of issue of earlier
CRLs. The revocation date should not precede the date of issue of earlier CRLs.

9.6
9.6.1

CRL distribution points and delta CRL extensions

Requirements

As it is possible for revocation lists to become large and unwieldy, the ability to represent partial CRLs is required.
Different solutions are needed for two different types of implementations that process CRLSs.

implementations are likely to have limited, if any, trusted storage capacity. Therefore the entire CRL wouId néeq

exami
if the

The s6
transa
CRL i

one bit for each public-key certificate indicating if it has been revoked. This representation istheld in trusted storagg.
f server will typically require up-to-date CRLs for a large number of CAs. Since it.alfeady has a list of prey
d public-key certificates, it only needs to retrieve a list of newly revoked public<key certificates. This list, c
will be smaller and require fewer resources to retrieve and process than a coniplete CRL.

type 0
revokg
dCRL|

The fq

a)

b)

c)

d)

9.6.2

9)

hed to determine if it is valid, and then to see if the public-key certificate is valid. This processing could.be |
CRL is long. Partitioning of CRLs is required to eliminate this problem for these implementations.

cond type of implementation is on high performance servers where a large volume of messagestis/processed,
Ction processing server. In this environment, CRLs are typically processed as a background-task where, aff
5 validated, the contents of the CRL are stored locally in a representation which expediteSitheir examination, e.g.,

llowing requirements therefore relate to CRL distribution points and dCRLs:

These
to be
engthy

e.g.,a
er the

This
iously
hlled a

In order to control CRL sizes, it needs to be possible to assign-subsets of the set of all public-key certificates
issued by one CA to different CRLs. This can be achieved by associating every public-key certificate with

a CRL distribution point which is either:

— adirectory entry whose CRL attribute will contairna revocation entry for that public-key certifi
it has been revoked; or

ate, if

— a location such as an electronic mail address or Internet uniform resource identifier from which the

applicable CRL can be obtained.
For performance reasons, it is desirable to reduce the number of CRLs that need to be checked

when

validating multiple public-key certificates, e.g., a certification path. This can be achieved by havipg one

CRL issuer sign and issue CRLs €ontaining revocations from multiple CAs.

There is a requirement for separate CRLs covering revoked CA certificates and revoked end-entity
key certificates. This facilitates the processing of certification paths as the CRL for revoked CA certi
can be expected to~be very short (usually empty). The certificateRevocationList

ublic-
icates
, the

eepkCertificatéRevVocationList and the authorityRevocationList attribute types havg been
specified for thisspurpose. However, for this separation to be secure, it is necessary to have an indicptor in
a CRL identifying which list it is. Otherwise, illegitimate substitution of one list for the other canpot be

detected.
Provisionvis needed for a different CRL to exist for potential compromise situations (when the

e is a

significant risk of private key misuse) than that including all routine binding terminations (when therg is no

significant risk of private key misuse).

Provision is also needed for partial CRLs (known as dCRLs) which only contain entries for public-key
certificates that have been revoked since the issuance of a base CRL.

There is a requirement to indicate within a public-key certificate, where to find the freshest CRL (e.g., the

most recent dCRL).

CRL distribution point and delta CRL extensions

The following extensions are defined:

a)
b)
c)
d)

CRL distribution points;
issuing distribution point;
certificate issuer;

delta CRL indicator;
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e) base update; and
f)  freshest CRL.

CRL distribution points and freshest CRL shall be used only as a public-key certificate extension. Issuing distribution
point, delta CRL indicator and base update shall be used only as CRL extensions. Certificate issuer shall be used only as a
CRL entry extension.

9.6.2.1 CRL distribution points extension

The CRL distribution points extension shall be used only as a public-key certificate extension and may be used in CA
certificates and in end-entity public-key certificates. This extension identifies the CRL distribution point or points to which
a relying party should refer to ascertain if a public-key certificate has been revoked. A relying party can obtain a CRL from
an applicable distribution point or it may be able to obtain a current complete CRL from the CA directory entry.

tension is defined as follows:

stributionPoints EXTENSION ::= {
TAX CRLDistPointsSyntax
NTIFIED BY id-ce-cRLDistributionPoints }

stPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint

ibutionPoint ::= SEQUENCE {

tributionPoint [0] DistributionPointName OPTIONAL,
regsons [1] ReasonFlags OPTIONAL,

Issuer [2] GeneralNames OPTIONAL,

DistgibutionPointName ::= CHOICE ({
1Name [0] GeneralNames,
eRelativeToCRLIssuer [1] RelativeDistinguishedName,

nFlags ::= BIT STRING ({
sed (0),
Compromise (1),
ompromise (2),
iliationChanged (3),
erseded (4),
sationOfOperation (5),
tificateHold (6),
vilegeWithdrawn (7),
ompromise (8),
kAlgorithmOrKey (9) }

TE 1 - The extension defined here is relevant for both CRLs and ACRLS). Only CRL aspects are considered here. For|JACRL
ects, see 17.2.2.1.

The distributionPoint Cofmponent, when present, shall identify the location from which the relevant CRL ¢an be
obtaingd. If this component;is absent, the distribution point name defaults to the CRL issuer name. This compongnt has
the following two alterhatives:

—  Wheén-the fullName alternative is used or when the default applies, the distribution point name may have
multiple name forms. The same name, in at least one of its name forms, shall be present jn the
distributionPoint component of the issuingDistributionPoint extension of the CRL. A leing

party is not required to be able to process all name forms. It may use a distribution point provided gt least
one name form can be processed. If no name forms for a distribution point can be processed, a relying party
can still use the public-key certificate provided requisite revocation information can be obtained from
another source, e.g., another distribution point or the authority's directory entry.

—  The nameRelativeToCRLIssuer alternative can be used only if the CRL distribution point is assigned a
distinguished name that is directly subordinate to the distinguished name of the CRL issuer. In this case, the
nameRelativeToCRLIssuer cOmponent conveys the relative distinguished name with respect to the CRL
issuer distinguished name.

The reasons component, when present, shall indicate the revocation reasons covered by this CRL. If the reasons
component is absent, the corresponding CRL distribution point distributes a CRL which will contain an entry for this
public-key certificate if this public-key certificate has been revoked, regardless of revocation reason. Otherwise, the
reasons component indicates which revocation reasons are covered by the corresponding CRL distribution point.
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NOTE 2 — While this components allows for shorter CRLSs, it has the side-effect that a relying party has to search multiple CRLs to
ensure that a particular public-key certificate has not been revoked. This possibility for segmenting CRLs should be used with
caution.

The cRLIssuer component, when present, shall identify the authority that issued and signed the CRL. If this component
is absent, the CRL issuer name defaults to the public-key certificate issuer name.

This extension may, at the option of the CA, be either flagged as critical or as non-critical. In the interests of
interoperability, it is recommended that it be flagged as non-critical.

If this extension is flagged as critical, then a relying party shall not use the public-key certificate without first retrieving
and checking a CRL from one of the nominated distribution points covering the reason codes of interest. Where the
distribution points are used to distribute CRL information for all revocation reason codes and for all public-key certificates
issued by the CA include this extension as a critical extension, the CA is not required to also publish a full CRL at the CA
entry.

If thisfextension is flagged as non-critical and a relying party does not recognize the extension type, then that relying party
should only consider the public-key certificate valid if:

— itcan acquire and check a complete CRL from the authority (that the latter CRL is complete’is indicgted by
the absence of an issuing distribution point extension in the CRL);

—  revocation checking is not required under local policy; or

—  revocation checking is accomplished by other means.

NQTE 3 — It is possible to have CRLs issued by more than one CRL issuer for the one public-Key.certificate. Coordination ¢f these
CHL issuers and the issuing authority is an aspect of authority policy.

NQTE 4 — The meaning of each reason code is as defined in the Reason Code extension inclause 9.5.3.1.

9.6.2.2 Issuing distribution point extension

This GRL extension identifies the CRL distribution point for public-key€ertificates for this particular CRL, and iniicates
if the CRL is indirect, or if it is limited to covering only a subset of the.revocation information. If using only partitioned
CRLs| the full set of partitioned CRLs shall cover the complete set af\public-key certificates whose revocation statyis will
be reported using the CRL mechanism. Thus, the complete set ofpartitioned CRLs shall be equivalent to a full CRL for
the same set of public-key certificates, if the CRL issuer was net-using partitioned CRLs. The limitation may be baked on
a subskt of the public-key certificate population or on a subsetiof revocation reasons. The CRL is sighed by the CRL ipsuer's
private key. For a CRL distributed via a directory, the CRLSs stored in the entry of the CRL distribution point, whigh may
not be|the directory entry of the CRL issuer. If the issuingDistributionPoint extension and the crlScope extension
(deprdcated) are both absent, the CRL shall contain entries for all revoked, unexpired public-key certificates.

After & public-key certificate appears on a CRLit may be deleted from a subsequent CRL after the public-key certificate's
expiry. This extension is defined as follows:

issuingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax./: := SEQUENCE ({
--|If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
-- |the CRL coyvers both certificate types

digtributionPoint [0] DistributionPointName OPTIONAL,

onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,

onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,

onlySomeReasons [3] ReasonFlags OPTIONAL,

indirectCRL [4] BOOLEAN DEFAULT FALSE,

onlyContainsAttributeCerts [5] BOOLEAN OPTIONAL, -- Use is strongly deprecated
}

The distributionPoint component contains the name of the distribution point in one or more name forms. If
onlyContainsUserPublicKeyCerts iS TRUE, the CRL only contains revocations for end-entity public-key certificates.
If onlyContainsCACerts iS TRUE, the CRL only contains revocations for CA certificates. |If
onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE, the CRL contains revocations for
both end-entity public-key certificates and CA certificates. A CRL shall not contain this extension where both
onlyContainsUserPublicKeyCerts and onlyContainsCACerts are set to TRUE. If onlySomeReasons is present,
the CRL only contains revocations of public-key certificates for the identified reason or reasons; otherwise, the CRL
contains revocations for all reasons. If indirectCRL is TRUE, then the CRL may contain revocation notifications for
public-key certificates issued by CAs that have a name different from the name of the issuer of the CRL. The particular
CA responsible for each entry is as indicated by the certificateIssuer CRL entry extension in that entry or in
accordance with the defaulting rules described in clause 9.6.2.3. Consequently, a relying party that is capable of processing
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a CRL in which indirectCRL is set to TRUE shall also be capable of processing the certificateIssuer CRL entry
extension. In such a CRL, it is the responsibility of the CRL issuer to ensure that the CRL is complete in that it contains
all revocation entries, consistent with onlyContainsUserPublicKeyCerts, onlyContainsCACerts, and
onlySomeReasons indicators, from all authorities that identify this CRL issuer in their public-key certificates.

If onlyContainsAttributeCerts iS TRUE, the CRL only contains revocations for attribute certificates. This component
is deprecated and should not be included. Instead, the aaissuingDistributionPoint extension should be used.
NOTE 1 — This component was introduced into the fourth edition of this Specification and removed again in the fifth edition. Each

of these two actions has caused compatibility problems. This component has been re-introduced into the sixth edition in a way to
remove any compatibility issues.

If CRLs are partitioned by reason code, and the reason code changes for a revoked public-key certificate (causing the
public-key certificate to move from one CRL stream to another), it is necessary to continue to include the public-key
certifiea e€R he evoeati G rtH-the rte-tine : i

publig-key certificate, on the CRL stream for the new reason code have been reached.

If the CRL contains an issuingDistributionPoint extension with the distributionPoint component’predent, at
least gne name for the distribution point in the public-key certificate (e.g., cRLDistributionPointé; fresheqtCRL,
issuer) shall match a name for the distribution point in the CRL. Also, it may be the-case that only the
nameRelativeToCRLIssuer component is present. In that case, a name comparison would-pe done on the full
distinguished name, constructed by appending the value of the nameRelativeToCRLIssuer to-the distinguished name
found|in the issuexr component of the CRL. If the names being compared are distinguished,names (as opposed to pames
of othgr forms within the GeneralNames construct), the distinguishedNameMatch Mmatching rule is used to cgmpare
the twp DNs for equality.

For CRLs distributed via a directory, the following rules apply. If the CRL is%a dCRL it shall be distributed Via the
delt3RevocationList attribute of the associated distribution point or, if no-distribution point is identified, Via the
deltgRevocationList attribute of the CRL issuer entry, regardless of the settings for public-key certificate types
coverdd by the CRL. Unless the CRL is a dCRL.:

— a CRL which has onlyContainsCACerts¢.'Set to TRUE and does not contaip an
aAissuingDistributionPoint extension shallsbe distributed via the authorityRevocatiopList
attribute of the associated distribution poiat. or, if no distribution point is identified, v|a the
authorityRevocationList attribute of the\CRL issuer entry;

— aCRL which has onlyContainsCACerts.Set to TRUE and contains an aAissuingDistributionPoint
extension with containsUserAtttibuteCerts Set to FALSE shall be distributed vip the
authorityRevocationList attribute of the associated distribution point or, if no distribution ppint is
identified, via the authorityRewécationList attribute of the CRL issuer entry;

— a CRL which has only, 'ohlyContainsCACerts sSet to FALSE shall be distributed via the
certificateRevocationList attribute of the associated distribution point or, if no distribution point is
identified, via the cettificateRevocationList attribute of the CRL issuer entry.

This extension shall always be-flagged as critical. A relying party that does not understand this extension cannot gssume
that the CRL contains a complete list of revoked public-key certificates of the identified CA. CRLs not containing ¢ritical
extendions shall contain @ll*current CRL entries for the issuing authority, including entries for all revoked endfentity
certifitates and authority certificates.

NQTE 2 — The meahs by which revocation information is communicated by CAs to CRL issuers is beyond the scope |of this
Specification.

If an quthoritypublishes a CRL with onlyContainsUserPublicKeyCerts Of onlyContainsCACerts Set tO[TRUE,
then tTe authority shall ensure that all CA certificates covered by this CRL contain the basicConstraints extengion.

9.6.2.3 Certificate issuer extension

This CRL entry extension identifies the CA associated with an entry in an indirect CRL, i.e.,, a CRL that has the
indirectCRL indicator set in its issuing distribution point extension. If this extension is not present on the first entry in
an indirect CRL, the CA defaults to the CRL issuer. On subsequent entries in an indirect CRL, if this extension is not
present, the CA for the entry is the same as that for the preceding entry.

This extension is defined as follows:
certificateIssuer EXTENSION ::= {

SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }
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This extension shall always be flagged as critical. If an implementation ignores this extension, it cannot correctly pair CRL
entries to CAs.

NOTE — This extension may also be included in ACRL entries as specified in clause 17.2.2.3.

9.6.2.4 Delta CRL indicator extension

The delta CRL indicator extension identifies a CRL as being a delta CRL (dCRL) that provides updates to a referenced
base CRL. The referenced base CRL is a CRL that was explicitly issued as a CRL that is complete for a given scope. The
CRL containing the delta CRL indicator extension contains updates to the public-key certificate revocation status for that
same scope. This scope does not necessarily include all revocation reasons or all public-key certificates issued by a CA,
especially in the case where the CRL is a CRL distribution point. However, the combination of a CRL containing the delta
CRL indicator extension plus the CRL referenced in the BaseCRLNumber component of this extension is equivalent to a
full CRL, for the applicable scope, at the time of publication of the dCRL.

This extension is defined as follows:

deltqCRLIndicator EXTENSION ::= {
SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber

The value of type BaseCRLNumber identifies the CRL number of the base CRL that was,used as the foundation|in the
genergtion of this dCRL. The referenced CRL shall be a CRL that is complete for the applicable scope.

This extension shall always be flagged as critical. A relying party that does not understand the use of dCRLs shoyld not
use a CRL containing this extension, as the CRL may not be as complete as the user‘expects.

NQTE — This extension may also be included in dACRL entries as specified in clause-17.2.2.4.

9.6.2.% Base update time extension

The bgse update extension is for use in dCRLs and is used to identify. the date/time after which this delta provides updates
to the |revocation status. This extension should only be used in dCRLs that contain the deltaCRLIndicator extgnsion.
A dgRL that instead contains the crlscope extension (deprecated) does not require this extension @s the
baseThisUpdate component of the cr1scope extension can be used for the same purpose.

base(pdateTime EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime(}

This etension shall always be flagged as non-critical.
NQTE — This extension may also be included in dACRL as specified in clause 17.2.2.5.

9.6.2.6 Freshest CRL extension

The frpshest CRL extension may-be-used as either a public-key certificate or CRL extension. Within public-key certifficates,
this extension may be used in-€A certificates, as well as end-entity public-key certificates. This extension identifjes the
CRL tp which a relying party.should refer to obtain the freshest revocation information (e.g., latest dCRL). This extension
is defiped as follows:

freshestCRL EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

The CRLDistPointsSyntax data type is as defined in the CRL distribution points extension in clause 9.6.2.1.

This extension may, at the option of the CA, be either be flagged as critical or as non-critical. If the freshest CRL extension
is flagged as critical, a relying party shall not use the public-key certificate without first retrieving and checking the freshest
CRL. If the extension is flagged as non-critical, the relying party may use local means to determine whether the freshest
CRL is required to be checked.

NOTE — This extension may also be included in attribute certificates and ACRLSs as specified in clause 17.2.2.6.

10 Delta CRL relationship to base

A dCRL includes a deltaCRLIndicator extension (or a deprecated crlScope extension) to indicate the base revocation
information that is being updated with this dCRL.
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If the deltaCRLIndicator is present in a dCRL, the base revocation information that is being updated is the base CRL
referenced in that extension. The base CRL referenced by a deltaCRLIndicator extension shall be a CRL that is issued
as complete for its scope (i.e., it is not itself a dCRL).

If the deprecated cr1scope extension is present and contains the baseRevocationInfo component to reference the base
revocation information that is being updated, this is a reference to a particular point in time from which this dCRL provides
updates. The baseRevocationInfo component references a CRL that may or may not have been issued as one that is
complete for that scope (i.e., the referenced CRL may only have been issued as a dCRL). However, the dCRL containing
the baseRevocationInfo component updates the revocation information that is complete for the scope of the referenced
CRL at the time that the referenced CRL was issued. The relying party may apply the dCRL to a CRL that is complete for
the given scope and that was issued at the same time as or after the CRL referenced in the dCRL containing the
baseRevocationInfo cOmponent was issued.

Becauseof-thepotentiat-forconfticting-informatiom e €Ri—shaltnotcontainboth-thedettacREIdtTatorextension
and crlScope extension with the baseRevocationInfo component. A CRL may containboth the
delt3dCRLIndicator extension and crlScope extension only if the baseRevocationInfo component.is mot gresent
in the er1scope extension.

A dCRL may also be an indirect CRL in that it may contain updated revocation information related-to*base CRLs jssued
by ong¢ or more than one CAs (see clause 7.12).

Appligation of a dCRL to the referenced base revocation information shall accurately, reflect the current status of
revocgtion.

— A public-key certificate's revocation notice, with revocation reason certificateHold, may appgar on
either a dCRL or a CRL that is complete for a given scope. This€ason code is intended to ind|cate a
temporary revocation of the public-key certificate pending a further decision on whether to permanently
revoke the public-key certificate or reinstate it as one that is nat.-revoked.

a) Ifapublic-key certificate was listed as revoked with revecation reason certificateHold on p CRL
(either a dCRL or a CRL that is complete for a given scope), whose cRLNumber is n, and the hold is
subsequently released, the public-key certificateishall be included in all dCRLs issued after the hold is
released where the cRLNumber of the referenced base CRL is less than or equal to n. Dependjng on
the extension used to indicate that this CRLis a dCRL, the CRL number of a referenced base ¢RL is
either the value of the BaseCRLNumbe® data type of the deltaCRLIndicator extension |or the
cRLNumber element of the BaseRevocationInfo data type of the cRLScope extension. The public-
key certificate shall be listed withrevocation reason removeFromCRL unless the public-key cerfificate
is subsequently revoked again for one of the revocation reasons covered by the dCRL, in which case
the public-key certificate. shall be listed with the revocation reason appropriate for the subspquent
revocation.

b) If the certificate was\not removed from hold, but was permanently revoked, then it shall be listed on
all subsequent dERLS where the cRLNumber of the referenced base CRL is less than the cRLNjimber
of the CRL (either a dCRL or a CRL that is complete for the given scope) on which the perranent
revocationgotice first appeared. Depending on the extension used to indicate that this CRL is a §ICRL,
the CRL(ymber of a referenced base CRL is either the value of the BaseCRLNumber data type| of the
deltaCRLIndicator extension or the cRLNumber element of the BaseRevocationInfo daja type
of-the/cRLScope extension.

— A public-key certificate's revocation notice may first appear on dCRL and it is possible that the public-key
certificate's validity period might expire before the next CRL that is complete for the applicable sqope is
issued. In this situation, that revocation notice shall be included in all subsequent dCRLs untjl that
revocation notice is included on at least one issued CRL that is complete for the scope of that public-key
certificate.

A CRL that is complete for a given scope, at the current time, can be constructed locally in either of the following ways:

— by retrieving the current dCRL for that scope, and combining it with an issued CRL that is complete for that
scope and that has a cRLNumber greater than or equal to the cRLNumber of the base CRL referenced in the
dCRL; or

— by retrieving the current dCRL for that scope and combining it with a locally constructed CRL that is
complete for that scope and that was constructed with a dCRL that has a cRLNumber greater than or equal
to the cRLNumber of the base CRL referenced in the current dCRL.
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11 Authorization and validation lists

111 Authorization and validation list concept

An authorization and validation list (AVL) is a list providing authorization and validation information to a relying party,
called an AVL entity. Such an AVL entity may also act as an end entity been equipped with an end-entity public-key
certificate. An AVL provides information to an AVL entity about potential communications partner and possible
restrictions on how and what to communicate with such partners.

In some environments, entities may have a requirement only to communicate with a few selected entities and may not
accept PDUs from any other entity. Validation may be optimized in such environments by use of AVLs. If a PDU is
received from an entity not represented in the AVL or the constraints on the communication are violated, the PDU may be
discarded, subject to local policies. An AVL is created, maintained and signed by an entity called the authorizer, which is
an oquide entity to which responsibility for all or part of public-key certificate validation has been outsourcdd. An
authotizer is typically closely related to the AVL entities it serves, e.g., being part of the same organization. lt\maly then
act as p trust anchor for the AVL entities it serves. These AVL entities may hold trust anchor information ofthe-authprizer.
For sgme AVL entities, this may be the only trust anchor information needed.

Three(scenarios are recognized here:

a) An AVL is placed in an AVL entity with no or minor constraints allowing the AVDentity to perform much
of the validation on its own. In this case, the AVL is mainly used to restrict{Communications to sglected
entities and possibly to put restriction on such communications. An AVE may in this scenarig have
information representing each public-key certificates allocated to potential'communication partners pnd/or
it may have information representing a group of communication partnérs having the same distinglished
naming prefix.

b) An AVL is placed in an AVL entity that is constrained with~respect to processing power, storage,
communications capabilities and/or response time to a degréeWwhere it cannot afford to go to a thirq party
when doing validation, meaning that the entity locallysheeds to have sufficient updated information
available to do the validation. In this scenario, the authorizer is using a subscription service to get revdcation
information from relevant CAs and updates the AVLsat AVL entities as required.

¢) An AVL entity may not have continuously onling access to revocation information, such as OCSP, jand at
the same time not be able to hold long CRLs.\In this case, it is also relevant to have reasonable updated
validation information available locally. AlSo in this scenario, the authorizer is using a subscription dervice
to get revocation information from relevant CAs and updates the AVLs at AVL entities as required when
communication is possible.

d) A relying party, not being an AVL entity, may not have one continuously online access to revdcation
information. Such a relying party does not use the service of an authorizer, but uses the same subscfiption
type as an authorizer to ‘keep status information about a set public-key certificates for pgtential
communication partners:

11.2 The authorizer

The behaviour of the authorizer is dependent on whether it maintains AVLs for AVL entities in a non-consfrained
envirgnment or for AVA-entities in a constrained environment.

If the [AVL is to be,placed in a non-constrained AVL entity, the AVL shall only contain rather stable informatipn not
affectgd by statelchanges of associated public-key certificates.

If the AVL.isite be placed in a constrained AVL entity, the authorizer shall locally maintain a list of complete certifjcation
paths equnred for each of the peer entltles Wlth WhICh the AVL entity communlcates The authorlzer shall continfiously
ensure : 0 C ; C i
key certlflcates When a certlflcatlon path can no Ionger valldate posmvely, affected AVLs may be renewed at affected
AVL entities. It is a local policy as to whether or when such an update occurs.

NOTE — An invalid certification path may cause critical entities to be put out of operation. It is outside the scope of this Specification

to provide recommendations as to how or when a certification path is failing to a degree where an affected AVL entity should stop
communication with some other entity.

11.3 Authorization and validation list syntax

The certavL ASN.1 data type specifies the syntax of an AVL.

CertAVL ::= SIGNED {TBSCertAVL}
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TBSCertAVL ::= SEQUENCE {
version [0] IMPLICIT Version DEFAULT vl,
serialNumber AvlSerialNumber OPTIONAL,
signature AlgorithmIdentifier {{SupportedAlgorithms}},
issuer Name,
constrained BOOLEAN,
entries SEQUENCE (SIZE (1..MAX)) OF SEQUENCE {
idType CHOICE {
certIdentifier [0] PKCertIdentifier,
entityGroup DistinguishedName, -- only for constrained = FALSE
. },
scope [0] IMPLICIT ScopeRestrictions OPTIONAL,
entryExtensions [1] IMPLICIT Extensions OPTIONAL,
},
14
..,
avlExtensions Extensions OPTIONAL }
AvlSgrialNumber ::= INTEGER (0..MAX)
PKCeftIdentifier ::= CHOICE ({
isguerSerialNumber IssuerSerialNumber,
fingerprintPKC [0] IMPLICIT FINGERPRINT {Certificate},
fingerprintPK [1] IMPLICIT FINGERPRINT {PublicKey},
}
IssugrSerialNumber ::= SEQUENCE ({
isguer Name,

sefialNumber CertificateSerialNumber,
}

ScopgRestrictions SEQUENCE OF ScopeRestriction

SCOPKE-RESTRICTION TYPE-IDENTIFIER

ScopgRestriction ::= SEQUENCE {
id SCOPE-RESTRICTION. &id,
regtriction SCOPE-RESTRICTION. &Type,

}
The TBscertAvL components are specified in thefollowing.
The version component shall hold the versionof the AVL. This component shall either be absent or have the valle v1.

The serialNumber component, when present, shall contain a serial number that is unique for a specific authorizer within
the AYL entity where the AVL is placed. This component shall be present if the authorizer places more than one AVL in
a particular entity. Otherwise, it is.optional.

NOTE 1 — Multiple authorizers may in principle each place multiple AVLs in a particular entity. This capability is included {o cope
with more complex envirenments and should be used with great care. In a typical environment, only a single AVL from g single
authorizer will be place in-a particular AVL entity.

The skgnature compenent shall contain the algorithm identifier for the signature algorithm used by the authorizeff when
signing the AVL=This component shall have the same value as used in the algorithmIdentifier component(of the
SIGNATURE data type when signing the AVL.

NQTE 2 By including this component, the signature algorithm is protected by the signature on the AVL.

The iksuer component shall be the distinguished name of the authorizer issuing the AVL. It shall be the same nagme as
the subject name of the public-key certificate used for evaluating the signature on the AVL.

The constrained component shall take the value TRUE if the AVL is to be placed in a constrained AVL entity, and it
shall take the value FALSE if the AVL is to be placed in a non-constrained AVL entity.

The entries component shall consist of a number of elements each representing an AVL entry. Each element shall have
the following components:
a) The idType component has the following two alternatives:

— The certIdentifier alternative shall hold an identifier of the public-key certificate represented by
this element. This alternative shall always be taken if the constrained component takes the value
TRUE. It has the following three alternatives:
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i) the issuerSerialnumber alternative, which is a sequence of the distinguished name
public-key certificate issuer and the public-key certificate serial number;

i) the fingerprintPKC alternative, which is a fingerprint of the public-key certificate; or

iii) the fingerprintPK alternative, which is a fingerprint of the public key within the publ
certificate.

—  The entityGroup alternative shall be taken when the entry represents an entity group with whi
entity may accept communications. An entity group is characterized by having a distinguished
prefix in common within the name of the subject component for public-key certificates issued

of the

ic-key
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members of the group. This alternative shall not be taken if the constrained component takes the

value TRUE.

b) The scope component, when present, specifies one or more restrictions to be observed by the entity. A
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particlilar end-entity public-key certificate is trustworthy. The extensions for certificate policies, basic constraints
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certifi

The following is an autline of a procedure for validating certification paths. An implementation shall be funct

equive
derive]

is used to bind the syntax of the restriction to an identifying object identifier. A defined restrictio
state to what degree a violation of the restriction will cause a received PDU to be discarded
Specification defines some general usable restrictions in clause 11.4. Other organizatiens may
additional restrictions relevant for their organizations.

€) The entryExtensions component, when present, shall contain one or more AV Lientry extensions

r1Extensions component, when present, shall contain one or more AVL extensions.

Authorization and validation restrictions

Protocol restrictions

FotRestrict restriction may be added to an AVL entry to limit the protocols acceptable to the AVL entity h
L.

testrict SCOPE-RESTRICTION ::= {
ProtRestriction
IFIED BY id-protRestrict }

testriction ::= SEQUENCE (SIZE (1..MAX))> OF OBJECT IDENTIFIER

le of the ProtRestriction data type shall-hold one or more object identifiers identifying communig
ols. When a peer entity attempts to establish-a communication with an AVL entity having an AVL wi
tion using a protocol not reflected by a listed object identifier, the communications shall be rejected.

Certification path progessing procedure

cation path processing is carried out by a relying party, a trust broker or authorizer, which needs to verifyj

pints and policy constraints have been designed to facilitate automated, self-contained implementat
Cation path processing logic.

lent to the“external behaviour resulting from this procedure. The algorithm used by a particular implementa
the correct'output(s) from the given inputs is not standardized.

121

scope restriction is identified by an object identifier. The SCOPE-RESTRICTION information objecit class
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Path processing inputs

The inputs to the certification path processing procedure are:

a) asetof public-key certificates comprising a certification path;

b) trust anchor information with a public-key for use in verifying the first public-key certificate
certification path;

in the

¢) aninitial-policy-set comprising one or more certificate policy identifiers, indicating that any one of these
policies would be acceptable to the relying party for the purposes of certification path processing; this input

can also take the special value any-policy, but it cannot be null;

d) aninitial-explicit-policy indicator value, which indicates if an acceptable policy identifier needs to explicitly

appear in the certificate policies extension of all public-key certificates in the path;

Rec. ITU-T X.509 (10/2016)

57


https://standardsiso.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

The v
use th

Becau
trusted
to the
anothg
basis.

12.2

The olitputs of the procedure are:

e)
f)

9)
h)

)

a)
b)
c)

d)
€)

f)
9)

h)

Path processing outputs

an initial-policy-mapping-inhibit indicator value, which indicates if policy mapping is forbidden in the
certification path;

an initial-inhibit-policy indicator value, which indicates if the special value anyPolicy, if present in a
certificate policies extension, is considered a match for any specific certificate policy value in a constrained
set;

the current date/time (if not available internally to the relying party);

an initial-permitted-subtrees-set containing an initial set of subtree specifications defining subtrees within

which subject names (of the name form used to specify the subtrees) are permitted. In the public-key

certificates in the certification path all subject names of a given name form, for which initial permitted

subtrees are defined, shall fall within the permitted subtrees set for that given name form. This input may

also contain the special value unbounded to mdlcate that initially all subject names are acceptable. Subject
a a X1e ¢|0n

an initial-excluded-subtrees-set containing an initial set of subtree specifications defining subtrees within
which the subject names in the public-key certificates in the certification path cannot fall. Thisyinpdit may
also be an empty set to indicate that initially no subtree exclusions are in effect;

an initial-required-name-forms containing an initial set of name forms indicating \that all public-key
certificates in the path must include a subject name of at least one of the specified name forms. Thig input
may also be an empty set to indicate that no specific name forms are required‘for’subject names|in the
certificates.

lues of ¢), d), e) and f) will depend upon the policy requirements of the user-application combination that ngeds to
e certified end-entity public key.

e these are individual inputs to the path validation process, a relying partymay limit the trust it places in any| given
public key to a given set of certificate policies. This can be achieved by ensuring that a given public key is th¢ input
process only when initial-policy-set input includes policies for which the relying party trusts that public key] Since
r input to the process is the certification path itself, this control could be exercised on a transaction by trandaction

an indication of success or failure of certification path validation;
if validation failed, a diagnostic cade indicating the reason for failure;

the set of authorities-constrained-policies and their associated qualifiers in accordance with whith the
certification path is valid, or the special value any-policy;

the set of user-constrained-policies, formed from the intersection of the authorities-constrained-pol|cy-set
and the initial-policy-set;

explicit-policy-indicator, indicating whether the relying party or an authority in the path requires that an
acceptable policy-be identified in every public-key certificate in the path; and

details of dny policy mapping that occurred in processing the certification path;

if the gvaluation was performed by a trust broker, the requesting entity is informed about the outcone (see
clause-22);

ifithe evaluation was performed by an authorizer, then:
— if the authorizer is using the information for generating an AVL, then:
i) _if the procedure yielded success, the appropriate entry may be added to the AVL

ii) if the procedure yielded failure, depending on type of failure, it is a local policy issue whether to
add the entry to the AVL or to leave it out,

— if the authorizer is using the information for possible update of one or more AVLs, then:

i) if the procedure yielded success, the affected AVLs do not need to be replaced based on the
validation of the public-key certificate in question

ii) if the procedure yielded failure, depending on type of failure, it is a local policy issue whether to
replace affected AVLs.

NOTE - If validation is successful, the relying party may still choose not to use the public-key certificate as a result of values of
policy qualifiers or other information in the public-key certificate.
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12.3 Path processing variables

The procedure makes use of the following set of state variables:

a)

b)

c)

authorities-constrained-policy-set: A table of policy identifiers and qualifiers from the public-key
certificates of the certification path (rows represent policies, their qualifiers and mapping history, and
columns represent public-key certificates in the certification path).

permitted-subtrees: A set of subtree specifications defining subtrees within which all subject names in
subsequent public-key certificates in the certification path need to fall, or may take the special value
unbounded.

excluded-subtrees: A (possibly empty) set of subtree specifications (each comprising a subtree base name
and maximum and minimum level indicators) defining subtrees within which no subject name in a
subsequent public-key certificate in the certification path may fall.

d)

€)

9)
h)

12.4 Initialization step

required-name-forms: A (possibly empty) set of sets of name forms. For each set of name forms,|every
subsequent public-key certificate must contain a name of one of the name forms in the set.

explicit-policy-indicator: Indicates whether an acceptable policy needs to be explicitly identified infevery
public-key certificate in the path.

path depth: An integer equal to one more than the number of public-key certificatesqin-the certificatign path
for which processing has been completed.

policy-mapping-inhibit-indicator: Indicates whether policy mapping is inhibited-

inhibit-any-policy-indicator: Indicates whether the special value anyPoXicy Is considered a match for any
specific certificate policy.

pending-constraints: Details of explicit-policy inhibit-policy-mappihg and/or inhibit-any-policy congtraints
which have been stipulated but have yet to take effect. Theresare-three one-bit indicators called explicit-
policy-pending, policy-mapping-inhibit-pending and inhibit€any-policy-pending together with, for egch, an
integer called skip-certificates which gives the number ©of public-key certificates yet to skip befgre the
constraint takes effect.

The procedure involves an initialization step, followed>by a series of public-key certificate-processing steps. The

initial{zation step comprises:

1

2)
3)
4)
5)
6)
7)
8)
9)

125 Public-key certificate processing

Write any-policy in the zeroth and first-Columns of the zeroth row of the authorities-constrained-pol|cy-set
table.

Initialize the permitted-subtrées)variable to the initial-permitted-subtrees-set value.
Initialize the excluded-subtrees variable to the initial-excluded-subtrees-set value.
Initialize the required-name-forms variable to the initial-required-name-forms value.
Initialize the explicit<policy-indicator to the initial-explicit-policy value.

Initialize path=depth to one.

Initialize-thiepolicy-mapping-inhibit-indicator to the initial-policy-mapping-inhibit value.
Initialize-the inhibit-any-policy-indicator to the initial-inhibit-policy value.

Initialize the three pending-constraints indicators to unset.

Each public-key certificate is then processed in turn, starting with the public-Key Certificate signed using the trust anchor
public key. The last public-key certificate is considered to be the end-entity public-key certificate; any other public-key
certificates are considered to be intermediate CA certificates.

12.5.1 Basic public-key certificate checks

The following checks are applied to a public-key certificate. Self-signed certificates, if encountered in the path, are ignored.

a)

b)

Check that the signature verifies, that dates are valid, that the public-key certificate subject and public-key
certificate issuer names chain correctly, and that the public-key certificate has not been revoked.

For an intermediate version 3 CA certificate, check that basicConstraints is present and that the ca
component in the basicConstraints extension is TRUE. If the pathLenConstraint component is
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c)

d)

€)

present, check that the current certification path does not violate that constraint (ignoring intermediate self-
issued certificates).

If the public-key certificate policies extension is not present, then set the authorities-constrained-policy-set
to null by deleting all rows from the authorities-constrained-policy-set table.

If the public-key certificate policies extension is present, then for each policy, P, in the extension other than
anyPolicy, attach the policy qualifiers associated with P to each row in the authorities-constrained-policy-
set table whose [path-depth] column entry contains the value P. If no row in the authorities-constrained-
policy-set table contains P in its [path-depth] column entry but the value in authorities-constrained-policy-
set[0, path-depth] is any-policy, then add a new row to the table by duplicating the zeroth row and writing
the policy identifier P along with its qualifiers in the [path-depth] column entry of the new row.

If the public-key certificate policies extension is present and does not include the value anyPolicy or if

12.5.2

For an
up the
ignorg

9)

h)

d.
1

2)

3)

4)

60

Processing intermediate certificates

the inhihif_an\ll_lr_mlir‘\l/_indir‘ntnr is set and the certificate is not a self-issued intermediate certificate, then
delete any row for which the [path-depth] column entry contains the value any-policy along with'any row
for which the [path-depth] column entry does not contain one of the values in the certificate pplicies
extension.

If the public-key certificate policies extension is present and includes the value anyPolicy-and the iphibit-
any-policy-indicator is not set, then attach the policy qualifiers associated with anyPolicy to each fow in
the authorities-constrained-policy-set table whose [path-depth] column entry contains the value any-policy
or contains a value that does not appear in the certificate policies extension.

If the public-key certificate is not an intermediate self-issued certificate;check that the subject name is
within the name-space given by the value of permitted-subtrees and is fotywithin the name-space giyen by
the value of excluded-subtrees.

If the public-key certificate is not an intermediate self-issued certificate, and if required-name-formg is not
an empty set, for each set of name forms in required-name-fofims check that there is a subject name|in the
public-key certificate of one of the hame forms in the set.

intermediate CA certificate, the following constraint recording actions are then performed, in order to correqtly set
state variables for the processing of the next certificate, Self-signed certificates, if encountered in the path, are

If the nameConstraints extension with\a permittedsSubtrees component is present in the certificate,
set the permitted-subtrees state variable)to the intersection of its previous value and the value indicated in
the certificate extension.

If the nameConstraints extension with an excludedSubtrees component is present in the certificate,
set the excluded-subtrees state”variable to the union of its previous value and the value indicated|in the
certificate extension.

If policy-mapping-inhibit-indicator is set:

—  process any policy mappings extension by, for each mapping identified in the extension, locatjng all
rows in_the authorities-constrained-policy-set table whose [path-depth] column entry is equalfto the
issuer.dgmain policy value in the extension and delete the row.

If policy-mapping-inhibit-indicator is not set:

—~ \process any policy mappings extension by, for each mapping identified in the extension, locating all
rows in the authorities-constrained-policy-set table whose [path-depth] column entry is equal|to the
issuer domain policy value in the extension, and write the subject domain policy value frgm the
extensmn in the [path- depth+l] column entry of the same row. If the extensmn maps an issuer domain

to each row. If the value in authorltles constralned pollcy set[O path depth] is any pollcy, then write
each issuer domain policy identifier from the policy mappings extension in the [path-depth] column,
making duplicate rows as necessary and retaining qualifiers if they are present, and write the subject
domain policy value from the extension in the [path-depth+1] column entry of the same row;

— if the policy-mapping-inhibit-pending indicator is set and the certificate is not self-issued, decrement
the corresponding skip-certificates value and, if this value becomes zero, set the policy-mapping-
inhibit-indicator;
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if the inhibitPolicyMapping component of the policyConstraints extension is present in the
certificate, perform the following. For a skipCerts value of 0, set the policy-mapping-inhibit-
indicator. For any other skipCerts value, set the policy-mapping-inhibit-pending indicator, and set
the corresponding skip-certificates value to the lesser of the skipCerts value and the previous skip-
certificates value (if the policy-mapping-inhibit-pending indicator was already set).

For any row not modified in step 3) (and every row in the case that there is no mapping extension present
in the certificate), write the policy identifier from [path-depth] column in the [path-depth+1] column of the

row.

If inhibit-any-policy-indicator is not set:

If the inhibit-any-policy-pending indicator is set and the certificate is not self-issued, decrement the
corresponding skip-certificates value and, if this value becomes zero, set the inhibit-any-policy-

mdicator
HeHGat0+-

7)

12.5.3  Explicit policy indicator processing

For al| certificates, the following actions are then performed:

1)

12.5.4  Final processing

Once @l certificates in.the path have been processed, the following actions are then performed:

1)

Increment [path-depth].

If explicit-policy-indicator is not set:

If the inhibitAnyPolicy extension iS present in the certificate, perform the following| For a
SkipCerts Value of 0, set the inhibit-any-policy-indicator. For any other skipCerts~Vvalue, pet the
inhibit-any-policy-pending indicator, and set the corresponding skip-certificates value:to'the legser of
the skipCerts Value and the previous skip-certificates value (if the inhibit<any-policy-pg¢nding
indicator was already set).

if the explicit-policy-pending indicator is set and the cerfificate is not a self-issued intermedigte CA
certificate, decrement the corresponding skip-certificates value and, if this value becomes zefo, set
explicit-policy-indicator.

If the requireExplicitPolicy component%of the policyConstraints extension is gresent
in the certificate, perform the following. For a SkipCerts value of 0, set the explicit-policy-inTcator.
For any other skipCerts value, set the explicit-policy-pending indicator, and set the correspgnding
skip-certificates value to the lesser of the'skipCerts value and the previous skip-certificateqg value
(if the explicit-policy-pending indicater'was already set).

If the requireExplicitPoligcy component of the policyConstraints is present, and the
certification path includes a certificate issued by a nominated CA, it is necessary for all certifichtes in
the path to contain, in the-certificate policies extension, an acceptable policy identifier. An accdptable
policy identifier is the identifier of the certificate policy required by the user of the certification path,
the identifier of a policy which has been declared equivalent to it through policy mapping, dr any-
policy. The nominated CA is either the issuer CA of the certificate containing this extension (if the
value of requireExplicitPolicy is 0) or a CA which is the subject of a subsequent certifigate in
the certification path (as indicated by a non-zero value).

Determine the authorities-constrained-policy-set from the authorities-constrained-policy-set table.
table is empty, then the authorities-constrained-policy-set is the empty or null set. If the authg
constrained-policy-set[0, path-depth] is any-policy, then the authorities-constrained-policy-set i
policy. Otherwise, the authorities-constrained-policy-set is, for each row in the table, the value in th

If the
rities-
5 any-
e left-

2)

3)

maost cell which does not contain the identifier any-lnnliry

Calculate the user-constrained-policy-set by forming the intersection of the authorities-constrained-policy-

set and the initial-policy-set.

If the explicit-policy-indicator is set, check that neither the authorities-constrained-policy-set nor the user-

constrained-policy-set is empty.

If any of the above checks were to fail, then the procedure shall terminate, returning a failure indication, an appropriate
reason code, the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrained-policy-set. If the
failure is due to an empty user-constrained-policy-set, then the path is valid under the authority-constrained policy(s), but
none is acceptable to the user.
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If none of the above checks were to fail on the end certificate, then the procedure shall terminate, returning a success
indication together with the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrained-
policy-set.

13 PKI directory schema

This clause defines the directory schema elements used to represent PKI information in a directory. It includes
specifications of relevant object classes, attribute types and attribute value matching rules.

13.1 PKI directory object classes and name forms

This subclause includes the definition of object classes used to represent PKI objects in a directory.

13.1.1  PKI user object class

The PKI user object class is used in defining entries for objects that may be the subject of end-entity public-Key certiflicates.

pkiUger OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
LDAP-NAME {"pkiUser"}
LDAP-DESC "X.509 PKI User"
D id-oc-pkiUser }

13.1.20 PKI CA object class

The PKI CA object class is used in defining entries for objects (entities) that-act as CAs.

pkiCA OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {cACertificate |

certificateRevocationList |
eepkCertificateRevocationList |
authorityRevocationlist |
crossCertificatePair}

LDAP-NAME {"pkiCA"}
LDAP-DESC "X.509 PKI Certificate Authority"
ID id-oc-pkiCA-~}

13.1.3 CRL distribution points object class and name form

The CRL distribution point object class is used in defining entries for objects which act as CRL distribution points.

cRLDistributionPoint OBJECT-CLASS ::= {
SUBCLASS OF {itop}
KIND structural
MUST CONTAIN {commonName }
MAY CONTAIN {certificateRevocationList |

eepkCertificateRevocationList |
authorityRevocationList |
deltaRevocationList}

LDAP-NAME {"cRLDistributionPoint"}
LDAP-DESC "X.509 CRL distribution point"
ID Td=oc=cRIDistributionPoint—}

The CRL distribution point name form specifies how entries of object class cRLDistributionPoint may be named.

cRLDistPtNameForm NAME-FORM ::= {
NAMES cRLDistributionPoint
WITH ATTRIBUTES {commonName}
ID id-nf-cRLDistPtNameForm }

13.1.4 Delta CRL object class

The delta CRL object class is used in defining entries for objects that hold delta revocation lists (e.g., CAs, AAs etc.).

deltaCRL OBJECT-CLASS ::= {
SUBCLASS OF {top}
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KIND auxiliary

MAY CONTAIN {deltaRevocationList}
LDAP-NAME {"deltaCRL"}
LDAP-DESC "X.509 delta CRL"

ID id-oc-deltaCRL }

13.1.5 Certificate Policy and CPS object class

The CP CPS object class is used in defining entries for objects that contain certificate policy and/or certification practice
information.

cpCps OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY _CONTAIN {nnri--i ficatePoll cy !
certificationPracticeStmt}
LDAP-NAME {"cpCps"}
LDAP-DESC "Certificate Policy and Certification Practice Statement"
ID id-oc-cpCps }

13.1.6  PKI certification path object class

The PKI cert path object class is used in defining entries for objects that contain PKI paths. It'will generally be used in
conjunction with entries that include auxiliary object class pkiCa or pkiUser.

pkiC¢rtPath OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {pkiPath}
LDAP-NAME {"pkiCertPath"}
LDAP-DESC "PKI Certification Path"
iDp id-oc-pkiCertPath }

13.2 PKI directory attributes

This spibclause includes the definition of directory attributes to store PKI information elements in a directory.
13.2.1  User certificate attribute

An attribute value of type userCertificate holds\an end-entity public-key certificate.

An enfity may obtain one or more end-entity-public-key certificates from one or more CAs.

userCertificate ATTRIBUTE ::=¢{
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-NAME {"userCertificate"}
LDAP-DESC "X.509 user certificate"
ID id-at-userCertificate }

13.2.20 CA certificate attribute

The cacertificate attribute of a CA's directory entry shall be used to store self-issued certificates (if any) apd CA
certifiates isstied to this CA by CAs in the same realm as this CA. The definition of realm is purely a matter of local
policyf

cACertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-NAME {"cACertificate"}
LDAP-DESC "X.509 CA certificate"
ID id-at-cAcertificate }

13.2.3  Cross-certificate pair attribute type

The issuedToThisCA component of the crossCertificatePair attribute of a CA's directory entry shall be used to
store all, except self-issued certificates issued to this CA. Optionally, the issuedByThiscCaA component of the
crossCertificatePair attribute, of a CA's directory entry may contain a subset of CA certificates issued by this CA
to other CAs. If a CA issues a certificate to another CA, and the subject CA is not a subordinate to the issuer CA in a
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hierarchy, then the issuer CA shall place that certificate in the issuedByThisCa element of the crossCertificatePair
attribute of its own directory entry. When both the issuedToThisCA and the issuedByThisCA elements are present in
a single attribute value, the issuer name in one CA certificate shall match the subject name in the other and vice versa, and
the subject public key in one CA certificate shall be capable of verifying the digital signature on the other CA certificate
and vice versa. The term forward was used in previous editions for issuedToThisCa and the term reverse was used
in previous editions for issuedByThisCA.

When an issuedByThisCa element is present, the i ssuedToThisCA element value and the issuedByThisCA element
value need not be stored in the same attribute value; in other words, they can be stored in either a single attribute value or
two attribute values.

crossCertificatePair ATTRIBUTE ::= {
WITH SYNTAX CertificatePair
EQUALTT¥Y—MATCHINGRULE——eertificatePairExactMateh
LDAP-SYNTAX x509CertificatePair. &id
LDAP-NAME {"crossCertificatePair"}
LDAP-DESC "X.509 cross certificate pair"
ID id-at-crossCertificatePair }

CertificatePair ::= SEQUENCE {

isguedToThisCA [0] Certificate OPTIONAL,
isguedByThisCA [1] Certificate OPTIONAL,

o
(WITH COMPONENTS { ..., issuedToThisCA PRESENT} |
WITH COMPONENTS { ..., issuedByThisCA PRESENT})

13.2.4  Public-key certificate revocation list attribute type

A valye of this attribute type holds a CRL providing information about revoked public-key certificates.

certificateRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelistExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"certificateRevocationList"}
LDAP-DESC "X.509 certificaterevocation list"
ID id-at-certificateRevocationList }

13.2.5 End-entity public-key certificate revocation list attribute type

A valye of the following attribute type holds a CRL providing information about revoked end-entity public-key certifficates.

eepk(ertificateRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"eepkCertificateRevocationList"}
LDAP-DESC "X.509 EEPK certificate revocation list"
D id-at-eepkCertificateRevocationList }

13.2.60  CA revocation list attribute type

A valye of the fallowing attribute type contains a list of revoked CA certificates.

authgrityRevocationList ATTRIBUTE ::= {
WITH~SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelistExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"authorityRevocationList"}
LDAP-DESC "X.509 CA revocation list"
ID id-at-authorityRevocationList }

13.2.7 Delta revocation list attribute

The following attribute type is defined for holding a dCRL in a directory entry:

deltaRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"deltaRevocationList"}
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LDAP-DESC "X.509 delta revocation list"
ID id-at-deltaRevocationList }

13.2.7  Supported algorithms attribute

A directory attribute is defined to support the selection of an algorithm for use when communicating with a remote end
entity using end-entity public-key certificates as defined in this Specification. The following ASN.1 defines this (multi-
valued) attribute type:

supportedAlgorithms ATTRIBUTE ::= {
WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmIdentifierMatch
LDAP-SYNTAX x509SupportedAlgorithm. &id
LDAP-NAME {"supportedAlgorithms"}
LDAP-DBESE LX—-500—support—algorithms!
ID id-at-supportedAlgorithms }
SuppgrtedAlgorithm ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}}
intendedUsage [0] KeyUsage OPTIONAL,

intendedCertificatePolicies [1] CertificatePoliciesSyntax OPTIONAL,
}

Each |value of the multi-valued attribute shall have a distinct algorithmIdentifiex _Value. The value pf the
intenldedUsage component provides an indication of the intended usage of the algerithm (see clause 9.2.2.3 for
recogmized uses). The value of the intendedCertificatePolicies component identifies the certificate policigs and,
optiorfally, certificate policy qualifiers with which the identified algorithm may be used.

13.2.9 Certification practice statement attribute

The cprtificationPracticeStmt attribute is used to store information‘about a CA's certification practice statement.

certificationPracticeStmt ATTRIBUTE ::= ({

WITH SYNTAX InfoSyntax

ID id-at-certificationPracticeStmt \}
Infogyntax ::= CHOICE ({

conjtent UnboundedDirectoryString,

pointer SEQUENCE {

name GeneralNames,

hash HASH{HashedPolicyInfo} ©OPTIONAL,
..},

}
POLIQY ::= TYPE-IDENTIFIER

HashedPolicyInfo ::= POLICY.&Type ({Policies})

Poligies POLICY ::= {...} -- Defined by implementers
If content is present,the complete content of the authority's certification practice statement is included.

If poilnter is present, the name component references one or more locations where a copy of the authority's certification
practi¢e statement.can be located. If the hash component is present, it contains a HASH of the content of the certification
practig¢e statement that should be found at a referenced location. This hash can be used to perform an integrity check|of the
referenced document.

13.2.9  Certificate policy attribute

The certificatePolicy attribute is used to store information about a certificate policy.
certificatePolicy ATTRIBUTE ::= ({

WITH SYNTAX PolicySyntax

ID id-at-certificatePolicy }
PolicySyntax ::= SEQUENCE ({

policyIdentifier PolicyID,
policySyntax InfoSyntax,

PolicyID ::= CertPolicyId

Rec. ITU-T X.509 (10/2016) 65


https://standardsiso.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

1SO/I

The p
The p

13.2.10 PKI path attribute
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pkiPgth ATTRIBUTE ::= {
WITH SYNTAX PkiPath

ID

An attribute of this type may be stored in a directory entry of object class pkiCAOr' pkiUser.

When
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with that CA. A value of this attribute can be used in conjunction with:any end-entity public-key certificate issued
last certificate subject in the attribute value.
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compl
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CertificatePair, Certificatelist,. CertificatePolicy, and SupportedAlgorithm, respectively|
subclduse also defines matching rulés-to facilitate the selection of “public-key certificates or CRLs with s
teristics from multi-valued attributes holding multiple public-key certificates or CRLs. The enhanced cer:I
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olicyIdentifier component includes the object identifier registered for the particular certificate policy.

olicySyntax component (see clause 13.2.8) has the following two alternatives:
a) Ifthe content alternative is taken, the complete content of the certificate policy is included.
b) Ifthe pointer alternative is taken, then

— the name component references one or more locations where a copy of the certificate policy can be

located.

— Ifthe hash component is present, it contains a HASH of the content of the certificate policy that should
be found at a referenced location. This hash can be used to perform an integrity check of the referenced

document.
NOTE — The option to include a hash in this attribute is purely to perform an integrity check against data

located

ensure that the original specification itself is the correct document (e.g., the document is signed by an app
authority).

K| path attribute is used to store certification paths, each consisting of a sequence of public-key certificates.

id-at-pkiPath }

Cates. As such, the attribute is used to store certification paths that'are frequently used by relying parties assg

Cate. In this case, the end entity is the entity whose entry holds this attribute. The values of the attribute ref
pte certification paths for public-key certificates issued to this user.

PKI directory matching rules

subclause defines matching rules (for use with values of attribute types with syntax Certifi

ng rule provides the ability te’perform more sophisticated matching against public-key certificates held in di

Certificate exact/match

rtificate exact.match rule compares for equality a presented value with an attribute value with syntax Certifi
uely selectsa'single certificate.

ficateExactMatch MATCHING-RULE ::= {

SY
ID

TAX ™ CertificateExactAssertion

fromma—sourceotherthamadirectory—The HASH stored—ima directory needstobeprotected—Directory—s
services, including strong authentication, access control and/or signed attributes could be used for this purg
addition, even if the HASH matches the original CP/CPS document, there are additional security requiremn

curity
ose. In
ents to
opriate

stored in pkiCA entries, values of this attribute type contain certification paths excluding end-entity public-key

ciated
by the

stored in pkiUser entries, values of this attribute contain-certification paths that include the end-entity public-key

resent

cate,

This
pecific
ificate
ectory

cate.

id-mr-certificateExactMatch 1}

CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name,

}

This matching rule returns TRUE if the components in the attribute value match those in the presented value.

13.3.2

Certificate match

The certificate match rule compares a presented value with an attribute value with syntax Certificate. It selects one or
more certificates on the basis of various characteristics.

certificateMatch MATCHING-RULE ::= {
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SYNTAX CertificateAssertion
ID id-mr-certificateMatch }

CertificateAssertion ::= SEQUENCE {
serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certificatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,

subjectPublicKeyAlgID
keyUsage

[6]
[7]

OBJECT IDENTIFIER OPTIONAL,
KeyUsage OPTIONAL,

ISO/IEC 9594-8:2017 (E)

subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pa e 01 NameORTIONAL,

AltN

otherNameForm OBJECT IDENTIFIER,
}
CertRolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId
This matching rule returns TRUE if all of the components that*are present in the presented value match the corresp

comp(
serid
issug

subijd
value;

authd
preser
compd

certi

privg
extens

subijd
subijd

keyUs

[11]
[12]

Name OPTIONAL,
eConstraints NameConstraintsSyntax OPTIONAL,
}
eType ::= CHOICE ({

(1),
(2),
(3),
(4),
(5),
(6),
(7,
(8),

400Address

irectoryName

diPartyName
niformResourcelIdentifier
PAddress

nents of the attribute value, as follows:
1Number matches if the value of this componentin‘the attribute value equals that in the presented value;
r matches if the value of this component inthe attribute value equals that in the presented value;

ctKeyIdentifier matches if the vatue.of this component in the stored attribute value equals that in the pre
there is no match if the stored attribute"value contains no subject key identifier extension;

rityKeyIdentifier matchesNif the value of this component in the stored attribute value equals that
ted value; there is no matchif the stored attribute value contains no authority key identifier extension or if
nents in the presented vatue.are present in the stored attribute value;

ficateValid matchesif the presented value falls within the validity period of the stored attribute value;

teKeyValid matches if the presented value falls within the period indicated by the private key usage
ion of the stored attribute value, or if there is no private key usage period extension in the stored attribute val

ctPublicKeyAlgID matches if it is equal to the algorithm component of the algorithmIdentifier
ctPublicKeyInformation component of the stored attribute value;

nding

sented

in the
hot all

beriod
Lie;

of the

age matches if all of the bits set in the presented value are also set in the key usage extension in the stored at|

ribute

value,

or if there is no key usage extension in the stored attribute value;

subjectAltName matches if the stored attribute value contains the subject alternative name extension with an Al1tNames
component of the same name type as indicated in the presented value;

policy matches if at least one member of the CertPolicySet presented appears in the certificate policies extension in
the stored attribute value or if either the presented or stored public-key certificate contains the special value anyPolicy
in the policy component. There is no match if there is no certificate policies extension in the stored attribute value;

pathToName matches unless the public-key certificate has a name constraints extension which inhibits the construction of
a certification path to the presented name value;

subject matches if the value of this component in the attribute value equals that in the presented value;
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nameConstraints matches if the subject names in the stored attribute value are within the name space given by the value
of the permitted-subtrees component of the presented value and are not within the name space given by the value of the
excluded-subtrees component of the presented value.

13.3.3  Certificate pair exact match

The certificate pair exact match rule compares for equality a presented value with an attribute value of type
CertificatePair. It uniquely selects a single cross-certificate pair.

certificatePairExactMatch MATCHING-RULE ::= {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertificatePairExactAssertion ::= SEQUENCE ({
isduedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
isguedByThisCAAssertion [1] CertificateExactAssertion OPTIONAL,

.4}

(WITH COMPONENTS { ..., issuedToThisCAAssertion PRESENT } |

WITH COMPONENTS { ..., issuedByThisCAAssertion PRESENT } )

This fnatching rule returns TRUE if the components that are present in the issuedToThisCAAssertiop and
issuedByThisCAAssertion components of the presented value match the corresponding” components ¢f the
issugqdToThisCA and issuedByThisCA components, respectively, in the stored attribute value.

13.3.4  Certificate pair match

The cgrtificate pair match rule compares a presented value with an attribute value of-type CertificatePair. It pelects
one dr more cross-certificate pairs on the basis of various characteristicsy'of either the issuedToThisfca or
issugdByThisCA certificate of the pair.

certificatePairMatch MATCHING-RULE ::= {
SYNTAX CertificatePairAssertion
ID id-mr-certificatePairMatch }

CertificatePairAssertion ::= SEQUENCE {
isguedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
isguedByThisCAAssertion [1] CertificateAssertion OPTIONAL,

..y}
(WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT } |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT } )

This atching rule returns TRUE if all of ¢he*components that are present in the issuedToThisCAAssertion and
issuqdByThisCAAssertion companents of the presented value match the corresponding components of the
issuedToThisCA and issuedByThisCA components, respectively, in the stored attribute value.

13.3.5 Certificate list exact match

The dertificate list exact fmatch rule compares for equality a presented value with an attribute value of type
CertificateList. It uniguely selects a single CRL.

certificatelistExactMatch MATCHING-RULE ::= {
SYNTAX CertificatelListExactAssertion
id>mr-certificatelListExactMatch }

CertificatelistExactAssertion ::= SEQUENCE ({
isgue® Name,
thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }

The distributionPoint component, when present, matches if the stored attribute value contains an issuing distribution
point extension and the value of this component in the presented value equals the corresponding value, in at least one name
form, in that extension.

The rule returns TRUE if the components in the stored attribute value match those in the presented value.

13.3.6  Certificate list match

The certificate list match rule compares a presented value with an attribute value of type certificateList. It selects
one or more CRLs based on various characteristics.
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certificateListMatch MATCHING-RULE ::= {
SYNTAX CertificatelListAssertion

ID id-mr-certificatelListMatch }
CertificatelListAssertion ::= SEQUENCE {
issuer Name OPTIONAL,
minCRLNumber [0] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL,
reasonFlags ReasonFlags OPTIONAL,
dateAndTime Time OPTIONAL,
distributionPoint [2] DistributionPointName OPTIONAL,

authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,

The m

}

atching rule returns TRUE if all of the compaonents that are present in the presented value match the corresp

17 (E)

nding
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value;

maxCH
value;

reasd
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nents of the stored attribute value, as follows:
r matches if the value of this component in the attribute value equals that in the presented value;

' LNumber matches if its value is less than or equal to the value in the CRL number extension of the stored at
there is no match if the stored attribute value contains no CRL number extension;

' LNumber matches if its value is greater than or equal to the value in the CRL number extensiof of the stored at
there is no match if the stored attribute value contains no CRL number extension;

nFlags matches if any of the bits that are set in the presented value are alse\set in the onlySomeRe
nents of the issuing distribution point extension of the stored attribute value;-there is also a match if the
te value contains no reasonFlags in the issuing distribution point extension, or if the stored attribute value cd

no issfiing distribution point extension;

NQ
wi

date]
value
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disty
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authd
preser
comp(

13.3.7

The 3
Suppd

algon

TE — Even though a CRL matches on a particular value of reasonFlags;the CRL may not contain any revocation
h that reason code.

indTime matches if the value is equal to or later than the value inthe thisUpdate component of the stored at
and is earlier than the value in the nextUpdate component, of the stored attribute value; there is no match
attribute value contains no nextUpdate component;

ibutionPoint matches if the stored attribute value contains an issuing distribution point extension and the
component in the presented value equals the corresponding value, in at least one name form, in that extensio|

rityKeyIdentifier matches if the value“ef this component in the stored attribute value equals that
ted value; there is no match if the stored @ttribute value contains no authority key identifier extension or if
nents in the presented value are present in the stored attribute value.

Algorithm identifier match

Igorithm identifier match(rule compares for equality a presented value with an attribute value o
rtedAlgorithms.

ithmIdentifierMatch MATCHING-RULE ::= {

SYNTAX AlgorithmIdentifier {{SupportedAlgorithms}}

ID

The ru
value.

13.3.8

id-mrfalgorithmIdentifierMatch }

le returns¢TRUE if the presented value is equal to the algorithmIdentifier component of the stored at|

Policy match
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not all
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The policy match rule compares for equality a presented value with an attribute value of type CertificatePolicy Or

an attr

ibute value of type privPolicy.

policyMatch MATCHING-RULE ::= {
SYNTAX PolicyID

ID

id-mr-policyMatch }

The rule returns TRUE if the presented value is equal to the policyIdentifier component of the stored attribute value.

13.3.9

PKI path match

The pkiPathMatch match rule compares for equality a presented value with an attribute value of type pkiPath. A relying
party may use this matching rule to select a path beginning with a public-key certificate issued by a CA which it trusts and
ending with a public-key certificate issued to the specified subject.
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pkiPathMatch MATCHING-RULE ::= {
SYNTAX PkiPathMatchSyntax

ID

id-mr-pkiPathMatch }

PkiPathMatchSyntax ::= SEQUENCE ({
firstIssuer Name,
lastSubject Name,

}

This matching rule returns TRUE if the presented value in the firstIssuer component matches the corresponding
elements of the i ssuexr component of the first public-key certificate in the SEQUENCE in the stored value and the presented
value in the 1astSubject component matches the corresponding elements of the subject component of the last public-
key certificate in the SEQUENCE in the stored value. This matching rule returns FALSE if either match fails.

13.3.1

The ephanced certificate match rule compares a presented value with an attribute value of type Certifidate. It

one of

enhar

0 Enhanced certificate match

more public-key certificates based on various characteristics.

jlcedCertificateMatch MATCHING-RULE ::= {

(Al
AltN4

alt
alt

The directory search operation allows_for multiple values of EnhancedCertificateAssertion to be combined i

specif
preser

Match

pPrivs

TAX EnhancedCertificateAssertion
id-mr-enhancedCertificateMatch }

cedCertificateAssertion ::= SEQUENCE ({
ialNumber [0] CertificateSerialNumber OPTIONAL,
uer [1] Name OPTIONAL,
jectKeyldentifier [2] SubjectKeyIdentifier OPTIONAL,
horityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
tificatevalid [4] Time OPTIONAL,
vateKeyValid [5] GeneralizedTime OPTIONAL),
jectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
Usage [7] KeyUsage OPTIONAL,
jectAltName [8] AltName OPTIONAL,
icy [9] CertPolicySet OPTIONAL,
hToName [10] GeneralNames ORTIONAL,
ject [11] Name OPTIONAL,
eConstraints [12] NameConstraintsSyntax OPTIONAL,
}
L EXCEPT ({ -- none; at least one ecomponent shall be present --}))
ime : := SEQUENCE {
nameType AltNameType,

NameValue GeneralName OPTIONAL }

cations, including and/or-logic. This matching rule returns TRUE if all of the components that are present
ted value match the corresponding components of the attribute value, as follows:

ingforserialNumber;issuer;subjectKeyIdentifier;authorityKeyIdentifier;certificate\
teKeyValid, policy, subject, and nameConstraints components is as defined for the same compon

the c

subj
is pre

rtificateMatch matching rule.

ctAltNamé component contains an altNameType and optional altNamevValue components. If altName)
ent,«he'value shall be of the same name form as indicated in altNameType.

belects

N filter
in the

alid,
ENtS in

Value

matches if at least one of the following conditions is true:

—  The presented value contains only the altNameType component and the stored attribute value contains the

subject alternative name extension with an AltNames component of the same type as indicated
presented value.

—  The presented value contains both the altNameType and altNameValue components and the

in the

stored

attribute value contains the subject alternative name extension with an A1tNames component of the same

type and value indicated in the presented value.

subjectAltName match fails if at least one of the following conditions is true:

70

—  The stored attribute value does not contain the subject alternative name extension.

—  The stored attribute value contains the subject alternative name extension but the A1tNames component

does not include the same type as identified in the presented value.
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—  The presented value contains both the altNameType and altNameValue components and the stored
attribute value contains the subject alternative name extension with an AltNames component of the same
type indicated in the presented value, but the stored value does not contain the same value of that type as in
the presented value.

subjectAltName match is undefined if the presented value contains both the altNameType and altNameValue
components and the stored attribute value contains the subject alternative name extension with an AltNames component

of the

same type indicated in the presented value, but the type is one for which the directory is unable to compare values

for the purposes of determining a match. This may be because the name form is not appropriate for matching or because
the directory is unable to perform the required comparisons.

pathToName matches unless the public-key certificate has a name constraints extension which inhibits the construction of

a certi
form g
may K
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DIRECTORY SYNTAX CertificatePair
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fication path to any of the presented name values. For example, if attempting to retrieve public-key certificates that

pattoa—ent “vivi‘ ey—€e 'Q‘vv““;';' Biee & e-ofF“de=com—de=¢ Sorate—er=toh ith",it
e useful to include an assertion in the search operation bName
nent. A stored public-key certificate that contained a name constraints extension that excluded the complete dubtree
base "dc=com; dc=company A" would fail in certification path validation to that end-entity public-Key certificate
buld therefore not be a matched value for this sample assertion.

PKI directory syntax definitions
X.509 Certificate syntax

ertificate SYNTAX-NAME ::= {
C "X.509 Certificate"

id-1sx-x509Certificate }

e which has LDAP x509Certificate Syntax is the specificationdfd public-key certificate expressed in a pinary

ng as specified in IETF RFC 4523.

X.509 Certificate List syntax
ertificatelist SYNTAX-NAME ::= {
(o] "X.509 Certificate List"

IECTORY SYNTAX Certificatelist
id-1sx-x509Certificatelist }

e which has LDAP x509certificateList syntax is the specification of a public-key certificate list expregsed in
ry encoding as specified in IETF RFC4523.

X.509 Certificate Pair syntax

ertificatePair SYNTAX-NAME ::= {
(o} "X.509 Certificate Pair"

3d-1sx-x509CertificatePair }

e which has LDAP)x509CertificatePair syntax is the specification of a public-key certificate pair expregsed in

a binaly encoding as,specified in IETF RFC 4523.
13.4.4  X.509:Supported Algorithm
x5093upportedAlgorithm SYNTAX-NAME ::= {

DESC "X.509 Supported Algorithm"

DIRECTORY SYNTAX SupportedAlgorithm

ID

id-1sx-x509SupportedAlgorithm }

A value which has LDAP x509SupportedAlgorithm Syntax is the specification of supported algorithms expressed in a
binary encoding as specified in IETF RFC 4523.

13.45  X.509 Certificate Exact Assertion
x509CertificateExactAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate Exact Assertion”

DIRECTORY SYNTAX CertificateExactAssertion

ID

id-1dx-x509CertificateExactAssertion }
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A value which has LDAP x509CertificateExactAssertion Syntax is the specification of public-key exact assertion
expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.6  X.509 Certificate Assertion

x509CertificateAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate Assertion"
DIRECTORY SYNTAX CertificateAssertion
ID id-1dx-x509CertificateAssertion }

A value which has LDAP x509CertificateAssertion syntax is the specification of public-key assertion expressed in
a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.7  X.509 Certificate Pair Exact Assertion

x509C¢ertificatePairExactAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate Pair Exact Assertion"
DIRECTORY SYNTAX CertificatePairExactAssertion
ID id-1dx-x509CertificatePairExactAssertion }

A valye which has LDAP x509CertificatePairExactAssertion syntax is the specification of\public-key cerfificate
pair exact assertion expressed in a Generic String Encoding Rules encoding as specified in IETERFC 4523.

13.4.8 X.509 Certificate Pair Assertion

x509C¢ertificatePairAssertion SYNTAX-NAME ::= ({
DESC "X.509 Certificate Pair Assertion"
DIRECTORY SYNTAX CertificatePairAssertion
ID id-1dx-x509CertificatePairAssertion }

A valye which has LDAP x509CertificatePairAssertion Syntax isthe’specification of a public-key certificate pair
assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.49 X.509 Certificate List Exact Assertion syntax

x509CertificatelListExactAssertion SYNTAX-NAME.:v= {
DESC "X.509 Certificate List-Exact Assertion"
DIRECTORY SYNTAX CertificateListExactAssertion
ID id-1dx-x509CertListExactAssertion }

A valpe which has LDAP x509CertificatelistExactAssertion syntax is the specification of a public-key
certififate list exact assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.10 X.509 Certificate List Assertion-syntax

x509C¢ertificatelListAssertion/SYNTAX-NAME ::= {
DESC "X.509-Certificate List Assertion"
DIRECTORY SYNTAX CertificateListAssertion
ID id-1dx-x509CertificatelListAssertion }

A valle which has LDAP x509CertificateListAssertion syntax is the specification of a public-key certificgte list
assertion expressed.inia Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4. X.509Adgorithm Identifier syntax

x50931goxrithmIdentifier SYNTAX-NAME ::= {
DEJC "X.509 Algorithm Identifier"
DIRECTORY SYNTAX AlgorithmIdentifier{{SupportedAlgorithms}}
ID id-1dx-x509AlgorithmIdentifier }

A value which has LDAP x509A1gorithmIdentifie Syntax is the specification of an algorithm identifier expressed in
a binary encoding as specified in IETF RFC 4523.
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SECTION 3 - ATTRIBUTE CERTIFICATE FRAMEWORK

The attribute certificate framework defined here provides a foundation upon which privilege management infrastructures
(PMI) can be built. These infrastructures can support applications such as access control.

The binding of a privilege to an entity is provided by an authority through a digitally signed data structure called an attribute
certificate or through a public-key certificate containing the subjectDirectoryAttributes extension defined
explicitly for this purpose. The format of attribute certificates is defined here, including an extensibility mechanism and a
set of specific attribute certificate extensions. Some of these extensions defined in Section 2 are also relevant for attribute
certificates. Revocation of attribute certificates may or may not be needed. For example, in some environments, the
attribute certificate validity periods may be very short (e.g., minutes), negating the need for a revocation scheme. If, for
any reason, an authority revokes a previously issued attribute certificate, users relying on the content of an attribute
certifigate (privilege verifier) need to be able to learn that revocation has occurred so they do not use an untrustworthy
attribte certificate. Revocation lists are one scheme that can be used to notify privilege verifiers of revocations. The format
of revcation lists is defined in Section 2 of this Specification, including an extensibility mechanism and a setjofrevdcation
list extensions. Some of these extensions are also relevant for attribute certificate revocation lists. Additional extensions
are defined here. In both the attribute certificate and revocation list case, other bodies may also define additional extensions
that are useful to their specific environments.

ity relying on an attribute certificate to verify some asserted privilege is called a privilege verifier. A privilege
verifidr needs to validate an attribute certificate prior to using that attribute certificate for<an application. Procedufes for
ing that validation are also defined here, including verifying the integrity of-the-attribute certificate itsplf, its

This framework includes a number of optional elements that are appropriate only, in some environments. Although the
modelk are defined as complete, this framework can be used in environments where not all components of the defined
are used. For example, there are environments where the revocation ¢f attribute certificates is not required. Prjvilege
delegdtion and the use of roles are also aspects of this framework that are’not universally applicable. However, thgse are
included in this Specification so that those environments that do have reguirements for them can also be supported.

14

Publig-key certificates are principally intended to provide-an identity service upon which other security services, sjich as
data integrity, entity authentication, confidentiality_and authorization, may be built. There are two distinct mechanisms
provided in this Specification for binding a privilege attribute to a holder.

Attribute certificates

Publig-key certificates, used in combination-with the entity authentication service, can provide an authorization gervice
directly, if privileges are associated” with the subject. Public-key certificates may contdin a
subjdctDirectoryAttributes extension that contains privileges associated with the subject of the public-key
certifigate (see clause 9.3.2.3). This mechanism is appropriate in situations where the CA issuing the public-key cerfificate
has anassociated authority for delegating the privilege (i.e., an AA) and the validity period of the privilege correspgnds to
the validity period of the public-key certificate. If any of the extensions defined in clause 17 are included in a public-key
certififate, those extensions.apply equally to all privileges assigned in the subjectDirectoryAttributes extengion of
that pdiblic-key certificate:

In thel more general“case, entity privileges will have lifetimes that do not match the validity period for a public-key
certifiate. Privileges will often have a much shorter lifetime. The authority for the assignment of privilege will frequently
be ong other than the authority issuing that same entity a public-key certificate and different privileges may be assighed by
differgnt attribute authorities (AA). Privileges may also be assigned based on a temporal context and the ‘turn on/tyrn off'
aspect of pr|V|Ieges may WeII be asynchronous with the I|fet|me of the publlc key certificate and/or asynchrono S with
entity v
management mfrastructure (PMI) which can be establlshed and managed mdependently from a PKI. At the same time,
there is a relationship between the two whereby the PKI is used to authenticate identities of issuers and holders in attribute
certificates.

14.1 Attribute certificate structure

An attribute certificate is a separate structure from a subject's public-key certificate. A subject may have multiple attribute
certificates associated with each of its public-key certificates. There is no requirement that the same authority create both
the public-key certificate and attribute certificate(s) for an entity; in fact, a separation of duties will frequently dictate
otherwise. In environments where different authorities have responsibility for issuing public key and attribute certificates,
the public-key certificate(s) issued by a CA and the attribute certificate(s) issued by an attribute authority (AA) would be
signed using different private signing keys. In environments where a single entity is both the CA, issuing public-key
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certificates, and the AA, issuing attribute certificates, it is strongly recommended that a different key be used to sign
attribute certificates than the key used to sign public-key certificates. Exchanges between the issuing authority and the
entity receiving an attribute certificate are outside the scope of this Specification.

The attribute certificate syntax is defined as follows.

AttributeCertificate ::= SIGNED{TBSAttributeCertificate}
TBSAttributeCertificate ::= SEQUENCE {
version AttCertVersion, -- version is v2
holder Holder,
issuer AttCertlIssuer,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
serialNumber CertificateSerialNumber,
attrCertVatidityPeriod—&ttCertVatidityPeriod;
attributes SEQUENCE OF Attribute{{SupportedAttributes}},
isguerUniqueID UniqueIdentifier OPTIONAL,
14
R
extensions OPTIONAL }
AttCg@rtVersion ::= INTEGER {v2(1l)}
Holder ::= SEQUENCE {
bageCertificateID [0] IssuerSerial OPTIONAL,
entityName [1] GeneralNames OPTIONAL,

objectDigestInfo [2] ObjectDigestInfo OPTIONAL }
(WITH COMPONENTS {..., baseCertificateID PRESENT } |
WITH COMPONENTS {..., entityName PRESENT } |

WITH COMPONENTS {..., objectDigestInfo PRESENT } )

IssugrSerial ::= SEQUENCE {
isguer GeneralNames,
sefial CertificateSerialNumber,

isguerUID UniqueIdentifier OPTIONAL,
}

ObjegtDigestInfo ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert (1),

g¢therObjectTypes (2)},
otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,

digestAlgorithm AlgorithmIdentifier{{SupportedAlgorithms}},
objectDigest BIT STRING,
-4}
AttCgdrtIssuer ::= [0] _(SEQUENCE {
isguerName GeneralNames OPTIONAL,

bageCertificateID)[0] IssuerSerial OPTIONAL,
objectDigestInfo [1] ObjectDigestInfo OPTIONAL,
.4}

(WITH COMPONENTS {..., issuerName PRESENT } |

WITH COMPONENTS {..., baseCertificateID PRESENT } |
WITH COMPONENTS {..., objectDigestInfo PRESENT } )

AttCgrtValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime,

}

The TBSAttributeCertificate data type is the unsigned attribute certificate and is referred to as a to-be-signed
attribute certificate. It shall be encoded using the DER.

The version component shall specify the version of the attribute certificate. For attribute certificates issued in accordance
with the syntax in this Specification, version shall be v2.

The holder component shall convey the identity of the holder of the attribute certificate by the following components:

a) ThebaseCertificateID component, if present, shall identify a particular public-key certificate that is to
be used to authenticate the identity of this holder when asserting privileges with this attribute certificate.
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The entityName component, if present, shall hold one or more names for the holder. If entityName is
the only component present in holder, any public-key certificate that has one of these names as its subject

can be used to authenticate the identity of this holder when asserting privileges with this attribute certi

ficate.

If the baseCertificateID and entityName components are both present, only the public-key certificate

specified by baseCertificateID may be used. In this case, the entityName component is include
as a tool to help the privilege verifier locate the identified public-key certificate.

d only

NOTE 1 — There is a risk with the sole use of GeneralNames to identify the holder in that this points only to a name for

the holder. This is generally insufficient to enable the authentication of a holder's identity for the purposes of

issuing

privileges to that holder. Use of the issuer name and serial number of a specific public-key certificate, however, enables
the issuer of attribute certificates to rely on the authentication process performed by the CA when issuing that particular
public-key certificate. Also, some of the options in GeneralNames (e.g., IPAddress) are inappropriate for use in naming
an attribute certificate holder, especially when the holder is a role and not an individual entity. Another problem with
GeneralNames alone as an identifier for a holder is that many name forms within that construct do not have strict

The iksuer component shall convey-the' identity of the AA that issued the attribute certificate.

a)
b)

c)

The sfgnatuxre component shall identify the cryptographic algorithm used to digitally sign the attribute certificatg.
NQTE,2

The serialNumber component shall be a serial number that uniquely identifies the attribute certificate within the|

of its issuer.

registration authorities or processes for the assignment of names.

The objectDigestInfo component, if present, is used directly to authenticate the identity-of+a holder,

including an executable holder (e.g., an applet). The holder is authenticated by comparing ‘a) digest
corresponding information, created by the privilege verifier with the same algorithm*identif|
objectDigestInfo Wwith the content of objectDigest. If the two are identical, the hol
authenticated for the purposes of asserting privileges with this attribute certificate.

— publicKey shall be indicated when a hash of an entity's public key is in¢tuded. Hashing a pub
may not uniquely identify one public-key certificate (i.e., the identical key value may app

of the
ed in
der is

ic key
ear in

multiple public-key certificates). In order to link an attribute certjficate to a public key, the hash is

calculated over the representation of that public key which wouldbepresent in a public-key cert
Specifically, the input for the hash algorithm shall™be the DER encoding

SubjectPublicKeyInfo representation of the _key)" Note that this includes
AlgorithmIdentifier, aswell asthe BIT STRING,AIS0, note that if the public key value U
input to the hash function has been extracted from a¢iublic-key certificate, then it is possible (|
parameters for the digital signature algorithm wereinherited) that this may not be sufficient in

ficate.
of a

the
sed as
p.g., if
put for

the HASH. The correct input for hashing in this context will include the value of the inllwerited

parameters and thus may differ from the (SubjectPublicKeyInfo present in the pub
certificate.

— publicKeyCert shall be indicated when a public-key certificate is hashed; the hash is over the
DER encoding of the public-key certificate, including the signature bits.

ic-key

entire

— otherObjectTypes shall be indicated when objects other than public-keys or public-key certificates

are hashed (e.g., software objects). The identity of the type of object may optionally be supplie
portion of the object to he-hashed can be determined either by the explicitly stated identifier of th
or, if the identifier is not stpplied, by the context in which the object is used.

The issuerName Gommponent, if present, shall identify one or more names for the issuer.

The baseCertificateID component, if present, shall identify the issuer by reference to a specific f
key certifigate.-for which this issuer is the subject.

The objectDigestInfo component, if present, shall identify the issuer by providing a hash of iden
information for the issuer.

By including this component, the signature algorithm is protected by the signature.

. The
e type

ublic-

ifying

scope

The attrCertvalidityPeriod component shall convey the time period during which the attribute certificate is
considered valid, expressed in GeneralizedTime format.

The attributes component shall contain the attributes associated with the holder that are being certified (e.g., the

privileges).

NOTE 3 -

In the case of attribute descriptor attribute certificates, this sequence of attributes can be empty.

The issuerUniqueID component may be used to identify the issuer of the attribute certificate in instances where the
issuer component is not sufficient.

NOTE 4 — The use of the issuerUniqueID component is deprecated. This component was added because at one time there was
some fear of the reuse of distinguished names.
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The extensions component, when present, shall hold one or more extensions as defined in clause 17.

If unknown elements appear within the extension, and the extension is not flagged as critical, those unknown elements
shall be ignored according to the rules of extensibility documented in clause 12.2.2 of Rec. ITU-T X.519 | ISO/IEC 9594-5.

The framework for attribute certificates described in this section is primarily focused on the model in which privilege is
placed within attribute certificates. Some of the attribute certificate extensions defined in in clause 17 can also be placed
in a public-key certificate when including the subjectDirectoryAttributes extension.

14.2 Delegation paths

Just as with public-key certificates, there may be a requirement to convey a delegation path (e.g., within an application
protocol to assert privileges). The following ASN.1 data type can be used to represent a delegation path:

AttributeCertificationPath ::= SEQUENCE ({
atfributeCertificate AttributeCertificate,
ackath SEQUENCE OF ACPathData OPTIONAL,
}
ACPathData ::= SEQUENCE {
cextificate [0] Certificate OPTIONAL,
atftributeCertificate [1] AttributeCertificate OPTIONAL,
}

14.3 Attribute certificate revocation lists

14.3.1  Attribute certificate revocation list principles

The AA that issues attribute certificates also has the responsibility to indicate the validity of the attribute certificatgs that
it issues. Generally, attribute certificates are subject to possible subsequént revocation. This revocation and a notification
of the fevocation may be done directly by the same AA that issued the attribute certificate, or indirectly by another authority
duly authorized by the AA that issued the attribute certificate. An AA-that issues attribute certificates is required tq state,
possilly through a published statement of their practices, through-the attribute certificates themselves, or through some
other {dentified means, whether:

— the attribute certificates cannot be revoked;
— the attribute certificates may be revoked by the same issuing AA directly; or
—  theissuing AA authorizes a different entity to perform revocation.

AAs that do revoke attribute certificates arefequired to state, through similar means, what mechanism(s) can be uped by
privilgge verifiers to obtain revocation status information about attribute certificates issued by that AA. This Specification
defines an attribute certificate revocatien\list (ACRL) mechanism but does not preclude the use of alternative mechahisms.
Privilgge verifiers check revocation(status information, as appropriate, for all attribute certificates considered duripg the
delegdtion path processing proceduré described in clause 18 to validate an attribute certificate.

Only an AA that is authorized-to issue ACRLs may choose to delegate that authority to another entity. If this deleggtion is
done, |t shall be verifiableZatthe time of attribute certificate/ ACRL verification. The cRLDistributionPoints extension
(see clause 17.2.2.1) may be used for this purpose. The cRLIssuer component of this extension is populated wjth the
name(s) of any entities, other than the issuing AA itself, that have been authorized to issue CRLs concerning the revdcation
status [of the attribute _certificate in question.

Attribpte certificates shall have a lifetime associated with them, at the end of which they expire. In order to pfovide
continuity “of service, the AA shall ensure timely availability of replacement attribute certificates to supgrsede
expired/expiring attribute certificates. Revocation notice date is the date/time that a revocation notice for an atiribute
certificate first appears on an ACRL, regardless of whether it is a base or dACRL. In the ACRL, revocation notice date is
the value contained in the thisUpdate component. Revocation date is the date/time the AA actually revoked the attribute
certificate, which could be different from the first time it appears on an ACRL. In the ACRL, revocation date is the value
contained in the revocationDate component. Invalidity date is the date/time at which it is known or suspected that the
attribute certificate should be considered invalid. This date may be earlier than the revocation date. In the ACRL, invalidity
date is the value contained in the invalidityDate entry extension.

Two related points are:

— Validity of attribute certificates may be designed so that each becomes valid at the time of expiry of its
predecessor, or an overlap may be allowed. The latter prevents the AA from having to install and distribute
a large number of attribute certificates that may run out at the same expiration date.
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—  Expired attribute certificates will normally be removed from a directory. It is a matter for the security policy
and responsibility of the AA to keep old attribute certificates for a period if needed for later verification.

Attribute certificates may be revoked prior to their expiration time, e.g., if the entity no longer holds the privilege delegated
to it by the AA, or if the AA's public-key certificate is assumed to be compromised.
An AA that issues and subsequently revokes attribute certificates:

a) may be required to maintain an audit record of its revocation events for all attribute_certificate types issued
by that AA (e.g., end-entity attribute certificates, as well as attribute certificates to other AAs);

b) shall provide revocation status information to privilege verifiers using ACRLs or another mechanism for
the publication of revocation status information;

c) if using ACRLs, it shall maintain and publish ACRLs even if the lists of revoked attribute certificates are

faYaalaVaVal
cHptys

d) if using only partitioned ACRLSs, it shall issue a full set of partitioned ACRLS covering the completq set of
attribute certificates whose revocation status will be reported using the ACRL mechanism.) Thys, the
complete set of partitioned ACRLs shall be equivalent to a full ACRL for the sameyset’of atfribute
certificates, if the ACRL issuer was not using partitioned ACRLSs.

Privilgge verifiers may use a number of mechanisms to locate revocation status information pfovided by an AA. For
exampgle, there may be a pointer in the attribute certificate itself that directs the privilege verifier to a location jwhere
revocdtion information is provided. There may be a pointer in a revocation list that redirects-the privilege verifig¢r to a
differgnt location. The privilege verifier may locate revocation information in a repository\(e.g., a directory) or through
other means outside the scope of this Specification (e.g., locally configured).

The maintenance of directory entries affected by the AA's revocation lists is the responsibility of the directory and itqusers,
acting| in accordance with the security policy. For example, the user may modify its object entry by replacing the old
attribdte certificate with a new one.

If revqcation lists are published in a directory, they are held within entries\as attributes of the following types:
— attributeCertificateRevocationList;

— eeAttrCertificateRevocationList;

—  attributeAuthorityRevocationList;and

— deltaRevocationList.

14.3.20  Attribute certificate revocation list syntax

The syntax for ACRLs is the same as for CRLS.as defined in clause 7.10.2.
The agsociated text is the same with the following exceptions:

—  CA shall be replaced with AA,

—  public-key certificate’shall be replaced with attribute certificate;
—  CRL shall beceplaced with ACRL;

— NOTE 3.isnot relevant for attribute certificates; and

— extensions for ACRLs are defined in clause 17.

15 Attribute authority, source of authority and certification authority relationship

The aftribute authority (AA) and certification authority (CA) are logically completely independent. The creatign and
maintenance of "identity" can (and often should) be separated from the PMI. Thus the entire PKI, including CAs, may be
existing and operational prior to the establishment of the PMI. The CA, although it is the source of authority (SOA) for
identity within its domain, is not automatically the SOA for privilege. The CA, therefore, will not necessarily itself be an
AA and, by logical implication, will not necessarily be responsible for the decision as to what other entities will be able to
function as AAs.

The SOA is the entity that is trusted by a privilege verifier as the entity with ultimate responsibility for the assignment of
a set of privileges. A resource may limit the SOA authority by trusting certain SOAs for specific functions (e.g., one for
read privileges and a different one for write privileges). An SOA is itself an AA as it issues attribute certificates to other
entities in which privileges are assigned to those entities. An SOA is analogous to a trust anchor in the PKI, in that a
privilege verifier trusts attribute certificates signed by the SOA. In some environments there is a need for CAs to have tight
control over the entities that can act as SOAs. This framework provides a mechanism for supporting that requirement. In
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other environments, that control is not needed and mechanisms for determining the entities that can act as SOAs in such
environments may be outside the scope of this Specification.

This framework is flexible and can satisfy the requirements of many types of environments.

a) Inmany environments, all privileges will be assigned directly to individual entities by a single AA, namely
the SOA.

b) Other environments may require support for the optional roles feature, whereby entities are issued attribute
or public-key certificates that assign various roles to them. The privileges associated with the role are
implicitly assigned to such entities. The role privileges may themselves be assigned in an attribute certificate
issued to the role itself or through other means (e.g., locally configured).

c) In some scenarios it might be required for an AA to issue privileges to a group of entities that share a
common property, for example, a set of web servers or a team of people, rather than to a single entity.

When
holder

Two d
isan A
delegd

d) Another optional feature of this framework is the support of privilege delegation. If delegation isdope, the
SOA assigns privilege to an entity that is permitted to also act as an AA and further delegate the priyilege.
Delegation may continue through several intermediary AAs until it is ultimately assigned to an entityjacting
as an PMI end entity that cannot further delegate that privilege. The intermediary AAs may-or may npt also
be able to act as privilege asserters for the privileges they delegate.

e) When identity and/or privilege information is conveyed within the subjectbiTectoryAttributes
extension of a public-key certificate, the AA is then responsible for those aspects-of the CA that rejate to
assigning identity and/or privilege information. The AA may either be a separate entity or and integrated
part of the CA.

f)  Some environments, such as virtual organizations, may need to link tégether their individual PMIs tp form
a federated PMI. This requirement is known as recognition of authérity in this Specification since orfe PMI
(the local PMI) recognizes the authority of the SOA (and optiaonally the AAs) in the other PMI (the femote
PMI) to have some control over the privilege management in-the local PMI. Such recognition of authority
may or may not be mutual between PMIs.

attribute certificates point to public-key certificates for their.iSsuers and holders, the PKI is used to authepticate
S (privilege asserters) and verify the digital signatures of thesissuers.

elegation models are described in this Specification. The first delegation model is one where the privilege delegator
\A that can issue attribute certificates delegating that grivilege to others. The second model allows for an indepgndent
tion service (DS) in which the entity issues attribute certificates on behalf of another AA (that may or may jnot be

able t
partic
withi

D issue attribute certificates itself). This DS, cannot itself act as a claimant for that privilege. The DS mgdel is
larly relevant to environments that wish te maintain some central management over the set of privileges delpgated
their domain. For example, a set of one:er-more DS servers performing delegation, rather than individual privilege
, allows the total set of privileges delegated within an environment to be determined from a centralized facil Ey and

s policy and management decisions to be modified accordingly. Two distinct deployment models are possible for
ed to

DS sefvers. In one model, a privilegétis assigned by an SOA to privilege holders and those holders are authori
delegdte that privilege to others. However, rather than issue the attribute certificates that delegate the privilege them
the pr{vilege holder requests the.DS to delegate that privilege on their behalf. The DS does not itself hold that pr
and therefore cannot act as @ claimant for that privilege; however, the DS is authorized by the SOA to issue at
certifitates on behalf of otherprivilege holders. The second deployment model is similar to the first with the foll

exception. The DS is actually a holder that is assigned the privilege to be delegated, but the DS is not authorized to

a claimant for the privilege, only as a delegator. In this case, the noAssertion extension must be set in the at
certififate issued-to\the DS by the SOA. The DS is termed an indirect issuer.

In both depleyment models, the SOA issues attributes/privileges to subordinate AAs. The AAs then request the DS t
a subget ofithese privilege attributes to other holders. In the second deployment model, the DS can check that an

elves,
vilege
ribute
pwing
act as
ribute

D issue
AA is

deleggtingwithin the overall scope set by the SOA; in the first deployment model, the DS cannot check and the pr

vilege

verifier will have to check that delegation was performed correctly.

Two recognition of authority (RoA) models are described in this Specification, static ROA and dynamic RoA. With static
RoA, extra information is added into the local PMI policy that is loaded into the local policy decision point (PDP) prior to
them making access control decisions for users who originate from the remote domain. No support for static RoA is
provided in this Specification. With dynamic RoA, the local SOA issues new supplementary policy attribute certificates

that add additional information to the current policy. Remote SOAs may also be recognized to issue supplementary

policy

attribute certificates for the local PDPs. In both cases, these new supplementary policy attribute certificates need to be read

in by the local PDPs prior to them making access control decisions for requests from a user of the remote domain.
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Privilege in attribute certificates

Entities may acquire privilege in two ways:

— An AA may unilaterally assign privilege to an entity through the creation of an attribute certificate (perhaps
totally on its own initiative, or at the request of a third party). This attribute certificate may be stored in a
publicly accessible repository and may subsequently be processed by one or more privilege verifiers to
make an authorization decision. All of this may occur without the entity's knowledge or explicit action.

— Alternatively, an entity may request a privilege of an AA. Once created, this attribute certificate may be
returned (only) to the requesting entity, which explicitly supplies it when requesting access to a protected

resource.

Note that in both procedures the AA needs to perform its due diligence to ensure that the entity should really be assigned

this privilege. This may involve some out-of-band mechanisms, analogous to the certification of an identity/k

y-pair

The a

15.2

In son

bindir]lg by a CA.

ribute certificate based PMI is suitable in environments where any one of the following is true:

— Addifferent entity is responsible for assigning a particular privilege to a holder than for issuing publ
certificates to the same subject;

—  there are a number of privilege attributes to be assigned to a holder, from a variety.efyauthorities;

— the lifetime of a privilege differs from that of the holder's public-key certificate validity (genera
lifetime of privileges is much shorter); or

— the privilege is valid only during certain intervals of time which are asynchronous with that user's f
key validity or validity of other privileges.

Privilege in public-key certificates

ic-key

ly the

ublic-

Ne environments, privilege may be put directly into public-key cettificates (thereby reusing much of an alfready-

established infrastructure), rather than issuing attribute certificatessn\In such cases, the privilege is included |in the
subjectDirectoryAttributes extension of the public-key certificate.
This mechanism is suitable in environments where one or moré.of the following are true:
—  the lifetime of the privilege is aligned with that of the public-key included in the certificate;
—  delegation of privilege is not permitted; or
—  delegation is permitted, but for any“one delegation, all privileges in the public-key certificate (in the
subjectDirectoryAttributds ‘extension) have the same delegation parameters and all extepsions
relevant to delegation apply équally to all privileges in the public-key certificate.
16 PMI models
16.1 General model
The gpneral privilege.fnanagement model consists of three entities: the object, the privilege asserter and the pr{vilege
verifigr.
The object may-be/a resource being protected, for example, in an access control application. The resource being prdtected
is refgrred to.as the object. This type of object has methods which may be invoked (for example, the object may be a
firewdll which has an "Allow Entry" object method, or the object may be a file in a file system which has Read, Write, and
Execute object methods). Another type of object in this model may be an object that was signed in a non-repudiation
application.

The privilege asserter is the entity that holds a particular privilege and asserts its privileges for a particular context of use.

The privilege verifier is the entity that makes the determination as to whether or not asserted privileges are sufficient for
the given context of use.

The pass/fail determination made by the privilege verifier is dependent upon four things:

—  privilege of the privilege asserter;

—  privilege policy in place;

— current environment variables, if relevant; and
—  sensitivity of the object method, if relevant.
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The privilege of a privilege holder reflects the degree of trust placed in that holder, by the certificate issuer, that the privilege
holder will adhere to those aspects of policy which are not enforced by technical means. This privilege is encapsulated in
the privilege holder's attribute certificate(s) (or subjectDirectoryAttributes extension of its public-key certificate),
which may be presented to the privilege verifier in the invocation request, or may be distributed by other means, such as
via a directory. Codifying privilege is done through the use of the Attribute construct, containing an AttributeType
and a SET OF AttributeValue. Some attribute types used to specify privilege may have very simple syntax, such as a
single INTEGER Or an OCTET STRING. Others may have more complex syntaxes. This Specification defines one simple
privilege attribute type. Other examples are provided in Annex G.

The privilege policy specifies the degree of privilege which is considered sufficient for a given object method's sensitivity
or context of use. The privilege policy needs to be protected for integrity and authenticity. A number of possibilities exist
for conveying policy. At one extreme is the idea that policy is not really conveyed at all, but is simply defined and only
ever kept locally in the privilege verifier's environment. At the other extreme is the idea that some policies are "universal"
and stould be conveyed to, and known by, every entity in the infrastructure. Between these extremes are many shddes of
variation. Schema elements for storing privilege policy information in a directory are defined in this Specification:

Privilgge policy specifies the threshold for acceptance for a given set of privileges. That is, it defines precisely when a
privilgge verifier should conclude that a presented set of privileges is "sufficient™ in order that it may grant access [to the
requegted object, resource, application, etc.) to the privilege asserter.

Syntax for the definition of privilege policy is not standardized in this Specification. Annex-G~contains a couple of
examples of syntaxes that could be used for this purpose. However, these are examples only.(Any syntax may be uged for
this pdrpose, including clear text. Regardless of the syntax used to define the privilege peliCy, each instance of pr{vilege
policyjshall be uniquely identified. Object identifiers are used for this purpose.

PrivilegePolicy ::= OBJECT IDENTIFIER

The evironment variables, if relevant, capture those aspects of policy required for the pass/fail determination (e.g}, time
of day or current account balance) which are available through local means to the privilege verifier. Representation of
envirgnment variables is entirely a local matter.

The object method sensitivity, if relevant, may reflect attributes of ‘the’document or request to be processed, suchfas the
monetary value of a funds transfer that it purports to authorize, pfdhe confidentiality of a document's content. The jobject
method's sensitivity may be explicitly encoded in an associated’security label or in an attribute certificate held by the[object
method, or it may be implicitly encapsulated in the structure-and contents of the associated data object. It may be erjcoded
in ong of a number of different ways. For instance, it may-be encoded outside the scope of the PMI in the ITU-T[X.411
label gssociated with a document, in the components of an EDIFACT interchange, or hard-coded in the privilege vefifier's
applicption. Alternatively, it may be done within the PMI, in an attribute certificate associated with the object methad. For
some gontexts of use, no object method sensitivity'is used.

There|is not necessarily any binding relationship between a privilege verifier and any particular AA. Just as privilege
holders may have attribute certificates ‘issued to them by many different AAs, privilege verifiers may accept atfribute
certifigates issued by numerous AAs{ Which need not be hierarchically related to one another, to grant access to a paricular
resourge.

The aftribute certificate framewerk can be used to manage privileges of various types and for a number of purposgs. The
terms |used in this Specification, such as privilege asserter, privilege verifier, etc., are independent of the pargicular
applicption or use.

16.1.1] PMI in.access control context

Therelis a standard framework for access control (Rec. ITU-T X.812 | ISO/IEC 10181-3) that defines a correspondjng set
of terms that¢are specific to the access control application. A mapping of the generic terms used in this Specification to
those Inthe access control framework is provided here, to clarify the relationship between this model and this Specifigation.

Service request in this Specification corresponds to the ‘access request’ defined in the access control framework.
Privilege asserter in this Specification would be acting in the role of an 'initiator' in the access control framework.

Privilege verifier in this Specification would be acting in the role of an 'access control decision function (ADF)' in the
access control framework.

Object method for which privilege is being asserted in this Specification would correspond to the 'target' defined in the
access control framework.

Environmental variables in this Specification would correspond to the 'contextual information' in the access control
framework.
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Privilege policy discussed in this Specification could include 'access control policy', and 'access control policy rules' as
defined in the access control framework.

This model allows a PMI to be overlaid fairly seamlessly on an existing network of resources to be protected. In particular,
having the privilege verifier act as a gateway to a sensitive object method, granting or denying requests for invocation of
that object method, enables the object to be protected with little or no impact to the object itself. The privilege verifier
screens all requests and only those that are properly authorized are passed on to the appropriate object methods.

16.1.2  PMI in a non-repudiation context

There is a standard framework for non-repudiation (Rec. ITU-T X.813 | ISO/IEC 10181-4) which defines a corresponding
set of terms that are specific to non-repudiation. A mapping of the generic terms used in this Specification to those in the
non-repudiation framework is provided here, to clarify the relationship between this model and that Specification.

Privilggeasserterim this-Specificatiom woutd-be—acting i the Tote of armevidence subject —or am originator i thg non-
repudiation framework.

Privilgge verifier in this Specification would be acting in the role of an 'evidence user' or a 'recipient' in the non-repudliation
frameyvork.

Object method for which privilege is being asserted in this Specification would correspond to the‘target' defined|in the
non-rgpudiation framework.

Envirgnmental variables in this Specification would correspond to the date and time the evidenee' was generated or vgrified'
in the hon-repudiation framework.

Privilgge policy discussed in this Specification could include 'non-repudiation secunity policy' in the non-repudiation
frameyvork.

16.2 Control model

The control model illustrates how control is exerted over access to the sensitive object method. There are five comppnents
of the| model: the privilege asserter, the privilege verifier, the object’ method, the privilege policy, and environmental
variabjles (see Figure 6). The privilege asserter has privilege; the.abject method has sensitivity. The techniques desgcribed
here ehable the privilege verifier to control access to the object-method by the privilege asserter, in accordance wjth the
privildge policy. Both the privilege and the sensitivity may-be'multi-valued parameters.

Enwironmental
variables

Privilege
poliey
Privilege Object method
verifier (sensitivity)
Privilege-asserter Service
(privilege) request X.509(16)_F06

Figure 6 — Control model

The piivilegelasserter may be an entity identified by a public-key certificate, or an executable object identified by the|digest
of its 1iisk image, etc.

16.3 Delegation model

In some environments there may be a need to delegate privilege; however, this is an optional aspect of the framework and
is not required in all environments. There are four components of the delegation model: the privilege verifier, the SOA,
other AAs and the privilege asserter (see Figure 7).
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h environments where delegation is not used, the SOA is the initial issuer of attribute certificates that-assign pr
ilege holders. However, in this case the SOA authorizes the privilege holder to act as AA and)further delegq
ge to other entities through the issuance of attribute certificates that contain the same privilege (or a subset th
DA may impose constraints on the delegation that can be done (e.g., limit the path length;limit the name space
tion can be done). Each of these intermediary AAs may, in attribute certificates that it“issues to further pr
s, authorize further delegation to be done by those holders also acting as AAs. A.univérsal restriction on dele
no AA can delegate more privilege than it holds. A delegator may also further restrict the ability of down

delegation is used, the privilege verifier trusts the SOA to delegate somie or all of those privileges to holders
ch may further delegate some or all of those privileges to other holders;

ivilege verifier trusts the SOA as the authority for a given set of privileges for the resource. If the privilege asg
Cate is not issued by that SOA, then the privilege verifier shalilocate a delegation path of certificates from
vilege asserter to one issued by the SOA. The validation of that delegation path includes checking that each A
ent privileges and was duly authorized to delegate those*privileges.

e case in which privileges are conveyed by means of attribute certificates, the delegation path is distinct frg
cation path used to validate the public-key certificates of the entities involved in the delegation process. Ho
vity of the object method that is being protetted.

bgation path shall either consist completely of attribute certificates or completely of public-key certifica
tor that obtains its privilege in an attribute certificate may only delegate, if authorized, by issuance of subs
te certificates. Similarly, a delegator that obtains its privilege in a public-key certificate, if authorized, ma
te by issuance of subsequent public-key certificates. Only entities acting as AAs may delegate privilege. B
as PMI end entities cannat.

Group assignment model

hmple, a set.0f 'web servers or a team of people, rather than to a single entity. This is achieved by assigning a
te certificate’'to the group.

areAwo ways of identifying the members of a group who are assigned a group attribute certificate. These m
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léd-direct group naming and group role naming.

16.4.1

Direct group naming

In direct group naming, the holder component of the group attribute certificate shall take the entityName option, and
the directoryName 0f GeneralName shall name a subtree in the DIT. Each entry in the subtree is assigned the attribute(s)

in this

82

group attribute certificate.
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16.4.2  Group role naming

In group role naming, the members of the group are identified by the attributes that they hold, such attributes being assigned
to them in role assignment attribute certificates. In group role naming, the holder component of the group attribute
certificate takes the entityName option and holds the role(s) of the group members who are being assigned the
attributes in this group attribute certificate. The GeneralNames should contain a single GeneralName containing a
directoryName With a single relative distinguished name (RDN), whose attribute type is the role attribute defined in
clause 16.5.1. If roleAuthority in the role attribute is present, this identifies the attribute authorities who are
responsible for issuing the role assignment certificates to holders who are members of this group. If roleAuthority is
absent from the role attribute, the identity of the responsible AAs to issue the role assignment certificates shall be
determined through means outside this Specification. The roleName component of the role attribute identifies the role(s)
of the group who are being assrgned the attributes in this group attribute certrfrcate

e e e e e e hie e ined, by
spC|fy|ng that members of other (more powerful) roles are a55|gned the roles of thls group attrlbute certlflcate

NQTE 2 — Where the role in the holder component is the same as the role in the attributes component of this group aftribute
certificate, this is delegation of authority from the issuer of the group attribute certificate to the roleAuthority, in the| role
attfibute. However, a much simpler way of achieving the same effect is to use the roleAuthority as the holder:

16.5 Roles model

Roles provide a means to indirectly assign privileges to individuals. Individuals are issued rele.assignment certificatgs that
assignlone or more roles to them through an instance the role attribute type contained in the eértificate. Specific privileges
are aspigned to a role name through role specification certificates, rather than to individual privilege holders through
attribte certificates. This level of indirection enables, for example, the privileges assigned to a role to be updated, without
impacfing the certificates that assign roles to individuals. Role assignment certificates may be attribute certificdtes or
publictkey certificates. Role specification certificates may be attribute certificates, but not public-key certificates. |If role
specif|cation certificates are not used, the assignment of privileges to a role may be done through other means (e.g}, may
be locplly configured at a privilege verifier).

The fqllowing are all possible:
— any number of roles can be defined by any AA;
— therole itself and the members of a role can bedefined and administered separately, by different AA

©

— role membership, just as any other privilege,"may be delegated; and
— roles and membership may be assigned.any suitable lifetime.

If the fole assignment certificate is an attribute gertificate, the role attribute is contained in the attributes component
of thelattribute certificate. If the role assigniment certificate is a public-key certificate, the role attribute is contained in
the sybjectDirectoryAttributes extension. In the latter case, any additional privileges contained in the public-key
certifigate are privileges that are directiassigned to the public-key certificate subject, not privileges assigned to thg role.

Thus, [a privilege asserter may present a role assignment certificate to the privilege verifier demonstrating only t:lat the
privildge asserter has a particularrole (e.g., "manager", or "purchaser"). The privilege verifier may know a priori, ¢r may
have tp discover by other medns, the privileges associated with the asserted role in order to make a pass/fail authorization
decisipn. The role specification attribute certificate can be used for this purpose.

A priyilege verifier ‘needs to have an understanding of the privileges specified for the role. The assignment of| those
privilgges to the rolg may be done within the PMI in a role specification attribute certificate or outside the PMI (e.g., locally
configured). H-the role privileges are asserted in a role specification attribute certificate, mechanisms for linkirjg that
certifitate with-the relevant role assignment attribute certificate for the privilege asserter are provided in this Specifigation.
Arole specrflcatlon attrlbute certificate cannot be delegated toany other entlty The issuer of the role a55|gnment cerfificate
may b
S0 0n) entlrely separately The same certlflcate (attrlbute certlflcate or publlc key certlflcate) can be a role assrgnment
certificate, as well as contain assignment of other privileges directly to the same individual. However, a role specification
attribute certificate shall be a separate certificate.

NOTE — The use of roles within an authorization framework can increase the complexity of path processing, because such

functionality essentially defines another delegation path which needs to be followed. The delegation path for the role assignment

certificate may involve different AAs and may be independent of the AA that issued the role specification certificate.

16.5.1 Role attribute type

The specification of privilege attribute types is generally an application-specific issue that is outside the scope of this
Specification. The single exception to this is an attribute defined here for the assignment of a holder to a role. The
specification of values for the role attribute is outside the scope of this Specification.
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role ATTRIBUTE ::= {
WITH SYNTAX RoleSyntax
ID id-at-role }
RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName,

}

An attribute of this privilege attribute type may be used to populate the attributes component of a role assignment
certificate or to populate the holder component of a role specification or group attribute certificate, or both.

If the role assignment certificate is a public-key certificate rather than an attribute certificate, the role attribute may be
used to populate the subjectDirectoryAttributes extension of that public-key certificate.

When|the role attribute is used to populate the attributes component of a role assignment attribute certificate, the
roleButhority, if present, identifies the recognized authority that is responsible for issuing the role specification
attribdte certificate. If there are multiple occurrences of GeneralName, they shall all be alternative names| for thg same
authotlity.

If roleAuthority is present, and a privilege verifier uses a role specification certificate to determine the priyileges
assigned to the role, at least one of the names in roleAuthority shall be present in the issuéx\component of that role
specif|cation attribute certificate. If the privilege verifier has used means other than a role spgecification attribute cerfificate
to detg¢rmine the privileges assigned to the role, mechanisms to ensure that those privilegeswvere assigned by an authority
named in this component are outside the scope of this Specification.

If roleAuthority is absent, the identity of the responsible authority shall be, determined through other meanp. The
role$pecCertIdentifier extension in a role assignment certificate is one way to achieve this binding, in thie case
where|a role specification certificate was used to assign privileges to the role;

The rpleName component identifies the role to which the holder of this\tole assignment attribute certificate is asgigned.
If a prfivilege verifier uses a role specification certificate to determine.the privileges assigned to that role, this rold name
shall glso appear in the holdexr component of the role specification attribute certificate.

Whenl|the role attribute is used to populate the holder component of a group attribute certificate, the roleAuthdrity,
if pregent, identifies the recognized authorities that are respensible for issuing role assignment certificates to holdefs who
are mgmbers of the group being assigned the attributes in'this group attribute certificate. If roleAuthority is absdnt, the
identify of the responsible authorities to issue the role,assignment certificates shall be determined through other means.
The rpleName component identifies the role(s) ofithe group of holders who are being assigned the attributes in this|group
attribte certificate. This roleName shall also.appear in the attributes component of the role assignment certificptes of
the grpup of holders who are being assigned the attributes in this group attribute certificate. Where more than ornje role
value [is present in roleName, a group.member must be assigned all the role values (in one or more role assighment
certififates) in order to be assigned the'attributes in this group attribute certificate.

When|the role attribute is used to_populate both the holder component and the attributes component, this iga role
mapping attribute certificate,
16.6 Recognition of Authority Model

Figurd 8 shows the'control model for a single domain PMI.
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Figure 8 — The control model for a single domain PMI

es data about the trusted SOA, the delegation rules, which attributes are known and'used, and which privileg
| to gain access to which resources, etc. The policy information may be statically configured into the PDP, ¢
amically obtained, for example, by passing a protected privilege policy attribute certificate to the PDP.

br to support federations between organizations, and the construction ef.dynamic virtual organizations, it is es
MIs can be plugged together, so that attribute certificates issued i jone domain can be used effectively in a
omain to gain access to its resources. Otherwise, the second PMhdomain will have to issue another set of at|
Cates to the users of the first domain. This is both inefficient and-cumbersome for the users to manage.

nition of Authority is the feature that will facilitate the rapidhintegration of PMIs from different domains into a|
ted PMI.

she might contact the BottomRight domain (directly, or his or her request may be relayed by the gate
PEP) in the TopLeft domain. Either way,.the'PDP in the BottomRight domain needs to understand the at
Cates issued by the TopLeft domain, and.the BottomRight policy needs to tell the BottomRight PDP whethg
ficient to grant access to the requested resource or not.

MI policy contains information that directs the PDP in making its access control decisions. This information typically
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remot¢ domain (e.g., the TopLeft domain) becomes trusted or recognized. The local policy can be updated in (at leagt) one
of twq ways:

a) statically, by adding extra information into the policy that is loaded into the local PDP prior to it npaking
access contr isions;

b) dynami@by issuing a new supplementary policy that adds additional information to the current policy.
This ic addition to the local policy could be by the local SOA issuing a policy attribute certififate to
the gﬁa SOA or by the local SOA issuing an administrative role attribute certificate to the remot¢ SOA

§ t the remote SOA may issue its own policy attribute certificate. In both cases, these need to be fead in
the local PDP prior to validating a request from a user of the remote domain.

When t@ al SOA issues a policy attribute certificate to the remote SOA, it may be as follows:
—  the holder component identifies the SOA of the remote domain;

—  the issuer component identifies the local SOA,

— the attributes of the attribute certificate are the union of all the privilege attributes that the remote SOA is
trusted to issue. If any of these privilege attributes are newly defined roles, then new role specification
attribute certificates may also need to be issued;

— basicAttConstraints extension is included with authority Set to TRUE to indicate that the remote
SOA is an AA. Path length constraint (pathLenConstraint) i set as appropriate to indicate the length of
the delegation chain that is allowed in the remote domain;

— holderNameConstraints may be set to limit the name forms and namespaces in which the remote SOA
can assign privilege attributes to users;
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allowedAttributeAssignments may be set to further constrain which groups of remote holders can be
assigned which sets of privilege attributes;

attributeMappings may be set to inform the local PDPs which remotely assigned attributes should be
considered equal to which locally assigned attributes.

When the local SOA issues an administrative role attribute certificate to the remote SOA, it may work as follows:

1

The local SOA defines an administrative role for the local domain and the permissions that may be
administered by this administrative role. This may be defined in a role specification attribute certificate in
which the holder is the administrative role and the attribute is the permission attribute (defined in clause
16.8.1 below). The set of permissions for an administrative role is called the administrative scope of an
administrative role. These permissions may also be assigned to local roles, so that users with these local
roles will inherit these permissions. Issuing an administrative role specification attribute certificate allows

2)

3)

4)

A delggated role specification attribute certificate comprises;

A delqgated attribute magping policy attribute certificate comprises:

" (- | - (-
TEITIULE aultimmistr aturs o 1editi uictt autiirmistrative SLUPE.

The local SOA delegates this administrative role to the remote SOA by issuing a role-assignment atfribute
certificate to the remote SOA containing the assigned administrative role. The remote SOA'may glso be
allowed to delegate the administrative role to other administrators in the remote domain, @s détermined by
pathLenConstraint in the basicAttConstraints extension in the role-assignment atfribute
certificate.

The remote SOA (or subordinate AA) that has been assigned this administrative role is now recogniged as
an entity able to issue two types of delegated-policy attribute certificate, either a-delegated-role specification
attribute certificate or a delegated attribute mapping attribute certificate. In.a’delegated-role-specification
attribute certificate, the remote SOA (or AA) directly assigns the permissions from the administrative scope
to new remotely defined attributes as described below. In a delegated-attribute mapping attribute certificate,
new remotely defined attributes are mapped into existing local roles\as described below.

In order to ensure that the remote SOA (or AA) cannot overstep its delegated authority, the authorization
system has to validate that the privileges stated or implied“by a delegated policy attribute certifigate lie
within the administrative scope defined for the administrative role. If they do, the delegated policy atfribute
certificate is accepted, and its policy rules become dynamically incorporated into the local SOA's policy. If
they do not, the delegated policy attribute certificateis rejected, and its policy rules will be ignored.

the holder is the newly specified remote role;

the issuer component identifies the remote SOA (or AA) of the remote domain that issued this atfribute
certificate;

the attributes of the attribute certificate are the privileges that will be assigned to users in the remote domain
who are assigned the remote role;

holderNameConstraints may be set to limit the name forms and namespaces of the users which ray be
assigned these privilege)attributes;

allowedAttributéAssignments may be set to further constrain which groups of remote holders fan be
assigned which-sets of remotely defined privilege attributes.

the hotder and the issuer components identify the remote SOA (or AA) of the remote domain that fissued
this\attribute certificate;

the attributes component is null;

holderNameConstraints may be set to limit the name forms and namespaces of the users which may be
assigned these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can be
assigned which sets of privilege attributes;

attributeMappings is set to inform the PDP which remotely assigned attributes should be considered
equal to which locally assigned attributes.

The remote SOA will subsequently issue privilege attribute within attribute certificates to end users and/or to AAs in its
domain. Whether the remote AAs are trusted or not, and if trusted, the number of AAs that are allowed in a delegation
chain, may be set by the pathLenConstraint in the attribute certificate issued to the remote SOA. The privilege
attributes in the attribute certificates issued by the remote SOA may contain either:

permissions that are understood by the PDPs in the local domain; or
roles which may or may not be understood by the PDPs in the local domain.
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When an attribute certificate contains roles that are not understood by the local PDPs, the latter must know how to map
these unknown roles into local permissions. This can be achieved in at least one of four ways. If the local SOA knows what
these roles are likely to be prior to recognizing the remote SOA, then if it issues a policy attribute certificate to the remote
SOA an attribute mapping extension can be placed in the policy attribute certificate issued to the remote SOA, or
alternatively attribute mapping rules can be added into the policy loaded by the local PDP. If the remote roles are not
known prior to recognizing the remote SOA, the remote SOA will need to either issue an attribute mapping policy attribute
certificate or place the attribute mapping extension in the attribute certificates that it issues to its users.

If the remote SOA issues an attribute mapping policy attribute certificate, this should contain:
— aholder and issuer name which is that of the remote SOA;
— the attributes component shall be an empty sequence;

— attributeMappings extension set to describe the attribute mappings.

NQTE — A remote SOA should not issue an attribute mapping attribute certificate in which both the holder and attributesiarg roles,
singe this type of attribute mapping should be issued by the local SOA only.

This attribute mapping policy attribute certificate needs to be made available to the local PDPs at decision time. This can
be done by either storing the policy attribute certificate in the directory entry of the remote SOA and giving'the local PDPs
read agcess to it (the pull model) or by including the policy attribute certificate in the set of attributecertificates presented
by the|remote user when accessing the local resource (the push model).

16.7 XML privilege information attribute

The specification of privileges is generally an application-specific issue that is outside’the scope of this Specifigation.
While|this attribute does not define any specific privilege information, it provides‘a-container attribute in which XML -
encodgd privileges can be conveyed in attribute certificates.

xmlPfivilegeInfo ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains XML-encoded privi¥ege information
ID id-at-xMLPrivilegeInfo }

The XIML schema for the role attribute type can be defined either with ASN.1 or with XML Schema Definition (X$D).
The XIML contained within the uTF8string needs to be selfsidentifying.

The fgllowing is an ASN.1 schema defining an XML ralé-attribute type. It is followed by an XSD specification for the
same attribute type, and by an example XML instance, The example instance is a valid instance for both the ASN.1 and
the X3$D schema instances, and can be validated by etther ASN.1 or XSD tools.

The example schema defines a role attribute,with an ID, an issuing authority and the name of the role.

CERTIFICATE-ATTRIBUTE DEFINITIONS ::=

BEGI
Role|::= [UNCAPITALIZED] SEQUENCE {
id [ATTRIBUTE ]~XML-ID,

authorities SEQUENCE_(1l..MAX) OF
guthority UTF8String,
name UTF8String }

XML-ID ::= UTF8String
END

The fqllowingXSD schema is an alternative (exactly equivalent) definition:

<schema)xmlns="http://www.w3.0rg/2000/08/XMLSchema">
<element name="role >
<attribute name="id" type="ID"/>
complexType>
<sequence>
<element name="authorities">
<complexType>
<sequence>
<element name="authority" type="string" minOccurs="1" maxOccurs="*"/>
</sequence>
</complexType>
</element>
<element name="name" type="string"/>
</sequence>
</complexType>
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</element>
</schema>

An example of an instance conforming to the above schema definitions, that would be a value of the xMLPrivilegeInfo
attribute type would be:

<role id="123" xmlns="http://www.example.org/certificates/attribute">
<authorities>
<authority>Fictitious Organization</authority>
</authorities>
<name>manager</name>
</role>

16.8 Permission attribute and matching rule

16.8.]] Permission attribute

This aftribute defines a general permission, which is an operation on an object, e.g., a read operation on a file objegt. The
specif|cation of values for the operations or objects is outside the scope of this Specification. Note that the’names df both
operations and objects are case sensitive.

permission ATTRIBUTE ::= ({
WITH SYNTAX DualStringSyntax
EQUALITY MATCHING RULE dualStringMatch
iDp id-at-permission }
Dual§tringSyntax ::= SEQUENCE {
opgration [0] UnboundedDirectoryString,
object [1] UnboundedDirectoryString,
-1}

An atfribute of the permission attribute type is intended to be used\to populate the attributes component of an
attribute certificate and is not intended for storing as an attribute of adirectory entry.

16.8.2  Dual string matching rule

The dpalstringMatch matching rule is a case sensitive gnatching rule and is defined as follows:

dual§tringMatch MATCHING-RULE ::= {
SYNTAX DualStringSyntax
D id-mr-dualStringMatch }

The dualstringMatch matching rule performs a case sensitive comparison for equality between a pair of prepented
stringg and an attribute value of type.DualstringSyntax, in which the first presented string is the operation ahd the
secondl presented string is the object(

17 Attribute certificate and attribute certificate revocation list extensions

The fdllowing certificate extensions may be included in certificates for the purposes of privilege management. Along with
the definition of the.éxtensions themselves, the rules for certificate types in which the extension may be present afe also

ificate
d., the

g X 2 inanp -ic-key
certlflcate that extension applies to all pr|V|Ieges present in the subjectD:LrectoryAttrlbutes extension.

Revocation lists used to publish revocation notices for attribute certificates may contain any CRL or CRL entry extension
as defined for use in CRLs in Section 2 of this Specification. There are also public-key certificate extensions that are
applicable for attribute certificates. How such extensions are to be included in attribute certificates and ACRLs, is specified
in this clause.

This clause specifies extensions in the following areas:

a) Basic privilege management: These certificate extensions convey information relevant to the assertion of a
privilege.

b) Privilege revocation: These certificate extensions convey information regarding the location of revocation
status information.
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c) Source of authority (SOA): These certificate extensions relate to the trusted source of privilege assignment
by a verifier for a given resource.

d) Roles: These certificate extensions convey information regarding the location of related role specification
certificates.

e) Delegation: These certificate extensions allow constraints to be set on the subsequent delegation of assigned
privileges.

f)  Recognition of authority: These certificate extensions allow PMIs to be federated together.

17.1 Basic privilege management extensions

17.1.1 Requirements

The fdllowing requirements relate to basic privilege management:
a) Issuers need to be able to place constraints on the time during which a privilege can be asserted
b) Issuers need to be able to target attribute certificates to specific servers/services.

c) It may be necessary for issuers to convey information intended for display to privilege asserters pnd/or
privilege verifiers using the certificate.

d) Issuers may need to be able to place constraints on the privilege policies with which the assigned privilege
can be used.

e) Issuers may need to be able to issue an attribute certificate that can only be\asserted once within its lifetime.
f)  Issuers may need to be able to issue privilege attributes to a group ofentities that share a common prgperty.

17.1.20  Basic privilege management extension

The fqllowing extensions are defined:

a) Time specification;

b) Targeting information;

¢) User notice;

d) Acceptable privilege policies;
e) Indirect issuer;

f)  Single use;

g) Group attribute certificate.

17.1.21 Time specification extension

17.1.211.1 Time specification extension definition

The time specification extensiomcan be used by an AA to restrict the specific periods of time during which the priyilege,
assigned in the certificate cofitaining this extension, can be asserted by the privilege holder. For example, an AA may issue
a cert]:icate assigning privileges which can only be asserted between Monday and Friday and between the hours gf 9:00

a.m. ahd 5:00 p.m.. Adather example, in the case of delegation, might be a manager delegating the signing authority to a
subordinate for the.time that the manager will be away on vacation.

This eixtension is\defined as follows:

time§pecification EXTENSION ::= {

SYZTAX TimeSpecification

ID 1d-ce-timeSpecification |
This extension may be present in attribute certificates or in public-key certificates with the
subjectDirectoryAttributes extension issued to entities that may act as privilege asserters. This extension shall not

be included in public-key certificates that contain the soAIdentifier extension or in attribute certificates issued to
entities acting as AAs that may not also act as privilege asserters.

If this extension is present in an attribute certificate issued to an entity acting as an AA, it applies only to that entity's
assertion of the privileges contained in the attribute certificate. It does not impact the time period during which the AA is
able to issue attribute certificates.

Because this extension is effectively specifying a refinement on the validity period of the certificate that contains it, this
extension shall be flagged as critical (i.e., the issuer, by including this extension, is explicitly defining the privilege
assignment to be invalid outside the time specified).
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If this extension is present, but not understood by the privilege verifier, the certificate shall be considered invalid.

17.1.2.1.2 Time specification matching rule

The time specification matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

timeSpecificationMatch MATCHING-RULE ::= {
SYNTAX TimeSpecification
D id-mr-timeSpecMatch }

This matching rule returns TRUE if the attribute/public-key certificate as stored in a directory contains the
timeSpecification extension and if components that are present in the presented value match the corresponding
components of the stored attribute/public-key certificate timeSpecification extension.

17.1.22 Targeting information extension

The tgdrgeting information extension enables the targeting of an attribute certificate to a specific set of servers/servicgs. An
attribyte certificate that contains this extension should only be usable at the specified servers/services.

This eixtension is defined as follows.

targgtingInformation EXTENSION ::= ({
SYNTAX SEQUENCE SIZE (1..MAX) OF Targets
IDENTIFIED BY id-ce-targetingInformation }

Targets ::= SEQUENCE SIZE (1..MAX) OF Target
Target ::= CHOICE {
taxgetName [0] GeneralName,

taxgetGroup [1l] GeneralName,
tagxgetCert [2] TargetCert,
}

TargetCert ::= SEQUENCE {
taxgetCertificate IssuerSerial,
tafgetName GeneralName OPTIONAL,
ceftDigestInfo ObjectDigestInfo OPTIONAL }

The Thrget data type has the following three alternatives:

a) The targetName alternative shalliprovide the name of target servers/services for which the contgining
attribute certificate is targeted-

b) The targetGroup alternative shall provide the name of a target group for which the containing atfribute
certificate is targeted. How the membership of a target within a targetGroup is determined is outs{de the
scope of this Specification.

c) The targetcertyalternative shall identify target servers/services by reference to their certificate.

This extension may be present’in attribute certificates issued by AAs, including SOAs, to entities that may act as privilege
assertgrs, including otherAAs and end entities. This extension shall not be included in public-key certificates or in atfribute
certifigates issued to‘AAS that may not also act as privilege asserters.

If thisjextensionds present in an attribute certificate issued to an entity that is an AA, it applies only to that entity's asgertion
of the |privileges contained in the attribute certificate. It does not impact the AA ability to issue certificates.

This extension shall always be flagged as critical.

If this extension is present, but the privilege verifier is not among those specified, the attribute certificate should be
considered invalid.

If this extension is not present, then the attribute certificate is not targeted and may be accepted by any server.

17.1.2.3 User notice extension

The user notice extension enables an AA to include a notice that should be displayed to the holder, when asserting their
privilege, and/or to a privilege verifier when making use of the attribute certificate containing this extension.

This extension is defined as follows:

userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
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IDENTIFIED BY id-ce-userNotice }

This extension may be present in attribute certificates or in public-key certificates with the
subjectDirectoryAttributes extension issued to entities that may act as privilege asserters. This extension shall not
be included in public-key certificates that contain the soaIdentifier extension or in attribute certificates issued to
entities acting as AAs that may not also act as privilege asserters.

If this extension is present in a certificate issued to an entity that is an AA, it applies only to that entity's assertion of the
privileges contained in the certificate. It does not impact the AA ability to issue attribute certificates.

This extension may, at the option of the certificate issuer, be either flagged as critical or as non-critical.

If this extension is flagged as critical, the user notices shall be displayed to a privilege verifier each time a privilege is
asserted. If the privilege asserter supplies the attribute certificate to the privilege verifier (i.e., the privilege verifier does

If this|extension is flagged as non-critical, the privilege asserted in the certificate may be granted by a privilege erifier

The UserNotice data type is defined in IETF RFC 5280 and provided here for easy reference:

UserNotice ::= SEQUENCE {
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL }

NotigeReference ::= SEQUENCE {
organization DisplayText,
noticeNumbers SEQUENCE OF INTEGER }

DisplayText ::= CHOICE {
vigibleString VisibleString(SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utf8String UTF8String (SIZE (1..200)) }

17.1.204 Acceptable privilege policies extension

The agceptable privilege policies extension is used to egnstrain the assertion of the assigned privileges for use with a
specific set of privilege policies.

This extension is defined as follows:
acceptablePrivilegePolicies EXTENSION ::= {

SYNTAX AcceptablePrivileégePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciésSyntax ::= SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

This | extension may he \_present in attribute certificates or in public-key certificates with the
subjectDirectoryAttributes extension issued to entities that may act as privilege asserters. If this extengion is
contaiped in a public-key, eertificate it relates only to the subject's ability to act as a privilege asserter for the priyileges
contaiped in the subjectDirectoryAttributes extension.

If predent, this exténsion shall be flagged as critical.

If this|extension is present and the privilege verifier understands it, the privilege verifier shall ensure that the privilege
policylthat these privileges are being compared to is one of those identified in this extension.

If this extension is present, but not understood by the privilege verifier, the certificate shall be considered invalid.

17.1.2.5 Single use extension

In some scenarios, an AA may wish to issue an attribute certificate that can only be asserted once to a privilege verifier
within the lifetime of the attribute certificate. The singleUse extension is defined as follows:

singleUse EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-singleUse }

This extension may be present in end-entity attribute certificates issued by AAs and SOAs. This extension shall not be
included in public-key certificates or in attribute certificates issued to AAs.
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This extension shall always be flagged as critical.

Any privilege verifier that accepts a singleUse attribute certificate should keep a record of at least the issuer and serial
number of the attribute certificate, until after the expiry date of the attribute certificate in order to ensure that the holder
cannot use the attribute certificate again. Ideally, all privilege verifiers for which the attribute certificate is valid should
have a coordination capability to ensure that the holder is not able to use the singleUse certificate with multiple privilege
verifiers. Alternatively, the issuer of the singleUse attribute certificate should include a targetingInformation
extension in the attribute certificate to limit the privilege verifier at which the attribute certificate is valid.

17.1.2.6 Group attribute certificate extension

In some scenarios it might be required for an AA to issue an attribute certificate to a group of entities that share a common
property, for example, a set of web servers or a team of people, rather than to a single entity. Each group attribute certificate
may be flagged as such by adding the group attribute certificate extension into the attribute certificate

groupAC EXTENSION ::= ({
SYNTAX NULL
IDENTIFIED BY id-ce-groupAC }

This gxtension may be flagged as critical or as non-critical. This extension shall only be added te, end-entity atfribute
certififates, and not to AA attribute certificates or to public-key certificates.

17.1.27 Authority key identifier extension

17.2 Privilege revocation extensions

17.2.) Requirements

The fqllowing requirements relate to the revocation of attribute certificates:

a) Inorder to control CRL sizes, it may be necessary to assign subsets of the set of all certificates issjied by
one AA to different CRLs.

b) Attribute certificate issuers need to be able to indicate, in an attribute certificate, that no revdcation
information is available for that certificate.

17.2.21  Privilege revocation extensions

The fqllowing extensions are defined or referenced:
a) CRL distribution points;
b) No revocation information.

17.2.21 Use of CRL distribution paints extension

The CRL distribution points extension’ is defined in clause 9.6.2.1 for use in public-key certificates. This extensign may
also be included in an attribute.certificate. It may be present in attribute certificates issued to entities acting a§ AAs,
includiing SOAs, as well as attribute certificates issued to entities acting ad PMI end entities.

If pregent in an attribute-cettificate, a privilege verifier shall process this extension in exactly the same manner as described
for a felying party imclause 9.6.2.1 for public-key certificates by substituting public-key certificate, CA and CRL by
attribute certificatej;AA and ACRL, respectively.

17.2.22 AATssuing distribution point extension

This ACRL extension identifies the ACRL distribution point for attribute certificates for this particular ACRL, and
indicates=if the ACRI is indirect or if it is limited ta (‘n\/pring nnly a subset of the revocation information. The limitation
may be based on a subset of the attribute certificate population or on a subset of revocation reasons. The ACRL is signed
by the ACRL issuer's private key — ACRL distribution points do not have their own key pairs. However, for an ACRL
distributed via a directory, the ACRL is stored in the entry of the CRL distribution point, which may not be the directory
entry of the ACRL issuer. If the issuing distribution point extension, the AA issuing distribution point extension, and the
CRL scope extension are all absent, the ACRL shall contain entries for all revoked unexpired attribute certificates issued
by the ACRL issuer.

After an attribute certificate appears on an ACRL, it may be deleted from a subsequent ACRL after the attribute certificate's
expiry.

This extension is defined as follows:

aAissuingDistributionPoint EXTENSION ::= {
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SYNTAX AATIssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }

AAIssuingDistPointSyntax ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
onlySomeReasons [1] ReasonFlags OPTIONAL,
indirectCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
containsAACerts [4] BOOLEAN DEFAULT TRUE,
containsSOAPublicKeyCerts [5] BOOLEAN DEFAULT TRUE,
}

The distributionPoint component contains the name of the distribution point in one or more name forms. If
onlySomeReasons is present, the ACRL only contains revocations for attribute certificates for the identified reason or

o H +lo ACDIL o i £, Ll
reasons; otmerwisSe, e AC R ContamsSevocatonsS ot aneasons:

If indirectCRL is TRUE, then the ACRL may contain revocation notifications for attribute certificates from AA$ other
than tipe issuer of the ACRL. The particular AA responsible for each entry is as indicated by the certificaté)issuer ACRL
entry ¢xtension in that entry or in accordance with the defaulting rules described in clause 17.2.2.3. In sughyan ACRLL, it is
the repponsibility of the ACRL issuer to ensure that the ACRL is complete in that it contains all\¥évocation gntries,
consistent with containsUserAttributeCerts, containsAACerts, containsSOAP(blicKeyCerts and
onlySomeReasons indicators, from all AAs that identify this ACRL issuer in their attribute certificates.

If containsUserAttributeCerts iS TRUE, the ACRL contains revocations for end<entity attribute certificgtes. If
contginsAACerts iS TRUE, the ACRL contains revocations for attribute certificates issued to subjects that are themselves
AAs.

If conftainsSOAPublicKeyCerts iS TRUE, the ACRL contains revocations forpublic-key certificates issued to anfentity
that id an SOA for the purposes of privilege management (i.e., attribute cértificates that contain the soAIdentjifier
extengion). For ACRLs distributed via a directory, the following rulesyapply. If the ACRL is a dACRL, it shall be
distrifuted via the deltaRevocationList attribute of the associated distribution point or, if no distribution ppint is
identified, via an attribute of type aDeltaRevocationList of the JACRL issuer entry, regardless of the settirgs for
certififate types covered by the ACRL. Unless the ACRL is a dACRL.:

— an ACRL that does not contain an issuingDistributionPoint extension which hag only
containsAACerts and/or containsSOAPublicKeyCerts Set to TRUE shall be distributed \ia the
attributeAuthorityRevocationListattribute of the associated distribution point or, if no distripution
point is identified, via the attribute@uthorityRevocationList attribute of the CRL issuer entry;

— an ACRL that does not, eontain an issuingDistributionPoint extension whichh has
containsUserAttributeCérts set to TRUE (with or without containsAAcCerts fnd/or
containsSOAPublicKeyCerts also set) shall be distributed via the
attributeCertificateRevocationList attribute of the associated distribution point or,|if no
distribution point is.identified, via the attributeCertificateRevocationList attribute of the ACRL
issuer entry;

— an ACRL whith-contains an issuingDistributionPoint extension shall be distributed as specified in
clause 9.6 2.2:

This ektension shall aliways be flagged as critical. A privilege verifier that does not understand this extension cannot gssume
that the ACRL contains a complete list of revoked certificates of the identified authority. CRLs not containing ¢ritical
extengions shall>contain all current CRL entries for the issuing authority, including entries for all revoked endfentity
certififates andhauthority certificates.

NQTE —The means by which revocation information is communicated by authorities to ACRL issuers is beyond the scope] of this
Specification.

If an authority publishes a ACRL with the containsAACerts component set to TRUE and the
containsUserAttributeCerts not set to TRUE, then the authority shall ensure that all AA certificates covered by this
CRL contain the basicAttConstraints extension.

If an authority publishes an ACRL with contains soAPublicKeyCerts Set to TRUE, then the authority shall ensure that
all SOA certificates covered by this ACRL contain the SoaAIdentifier extension.

17.2.2.3 Use of certificate issuer extension

The certificate issuer extension is defined in clause 9.6.2.3 for use in indirect CRLs. This extension may also be included
in indirect ACRLs.
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The procedure in clause 9.6.2.3 applies by replacing issuing distribution point extension, CRL and CA with AA issuing
distribution point extension, ACRL and AA, respectively.

17.2.2.4 Use of delta CRL indicator extension

The delta CRL indicator extension is defined in clause 9.6.2.4 for use in a dCRL to an CRL and may also be used in a
dACRL to an ACRL.

The procedure specified in clause 9.6.2.4 shall be followed by replacing public-key certificate, CA, CRL and dCRL with
attribute certificate, AA, ACRL and dACRL, respectively.

17.2.2.5 Use of base update extension

This extension shall be used as specified in clause 9.6.2.5 by replacing dCRLs with dACRLSs.

17.2.26 Use of freshest CRL extension
The freshest CRL extension is defined in clause 9.6.2.6 for use in a dCRL. It may also be used for a dACGRL.

The prlocedure specified in clause 9.6.2.6 shall be followed by replacing public-key certificate, CA, CRL, dCRL and fielying
party |with attribute certificate, AA, ACRL, dACRL and privilege verifier, respectively.

17.2.27 No revocation information available extension

In some environments (e.g., where attribute certificates are issued with very short validity/periods), there may ngt be a
need tp revoke attribute certificates. An AA may use this extension to indicate that revgcation status information|is not
provided for this attribute certificate. This extension is defined as follows:

noRevAvail EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noRevAvail }

This ektension may be present in attribute certificates issued by AAs, including SOAs, to entities acting as PMI end eftities.
This extension shall not be included in public-key certificates or in aftribute certificates issued to AAs.

This ejxtension shall always be flagged as non-critical.

If this|extension is present in an attribute certificate, a privilege verifier need not seek revocation status information

17.3 Source of authority extensions

17.3.] Requirements

The fqllowing requirements relate to SOAS:

a) Insome environments-there is a need for tight control by a CA, of the entities that can act as SOAs.

b) There is a need to make the valid syntax definitions and domination rules for privilege attributes available
by the responsilile)SOAs.

17.3.20 SOA extensions

The fqllowing extensions are defined:
a) SOA‘identifier;
b)« Attribute descriptor.

17.3.2.1-SOA identifier extension

17.3.2.1.1 SOA identifier extension definition

This extension may only be present in a public-key certificate issued to an SOA. It shall not be included in attribute
certificates or public-key certificates issued to other AAs.

The SOA identifier extension indicates that the public-key certificate subject may act as an SOA for the purposes of
privilege management. As such, the public-key certificate subject may define attributes that assign privilege, issue attribute
descriptor certificates for those attributes and use the private key corresponding to the certified public key to issue attribute
certificates that assign privileges to holders. If the public key certificate is a CA certificate, the subject of that CA certificate
may also issue public-key certificates with a subjectDirectoryAttributes extension containing the privileges.
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In some environments, this extension is not required and other mechanisms may be used to determine the entities that may
act as SOAs. This extension is required only in environments where tight centralized control by a CA is required to manage
the entities that act as SOAs.

This extension is defined as follows:

sOAIdentifier EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-sOAIdentifier }

If this extension is not present in a certificate, the subject/holder ability to act as an SOA shall be determined by other
means.

Cross- certlflcatlon applles only to publlc key certlflcates and not to attrlbute certlflcates Therefore, a Cross- certlflcate
issuedrte aining-the-SOA-identifier-extension-doe . ansitivie trust

sOAIdentifierMatch MATCHING-RULE ::= {
SYNTAX NULL
ID id-mr-sOAIdentifierMatch }

This matching rule returns TRUE if the stored public-key certificate contains a sOATdéntifier extension.
17.3.212 Attribute descriptor extension

17.3.22.1 Attribute descriptor extension definition

The definition of a privilege attribute, and the domination rules governing the subsequent delegation of that privilege, are
neededl by privilege verifiers to ensure that authorization is done correctly. These definitions and rules may be provided to
privilgdge verifiers in a variety of ways outside the scope of this_Specification (e.g., they may be locally configured) at the
privilgge verifier).

This extension provides one mechanism that can be used\by an SOA to make privilege attribute definitions and assdciated
domination rules available to privilege verifiers. An attribute certificate that contains this extension is called an atfribute
descriptor certificate and is a special typel-of attribute certificate. Although syntactically identical fo an
AttributeCertificate, an attribute descriptor certificate:

—  contains an empty SEQUENCE in its attributes component;
— isaself-issued certificate(i.e., the issuer and holder are the same entity); and
— includes the attribute descriptor extension.

This extension is defined as follews:

attributeDescriptox -EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY,.»{id-ce-attributeDescriptor} }

AttributeDescriptorSyntax ::= SEQUENCE {
id¢gntifier AttributeIdentifier,
attributeSyntax OCTET STRING(SIZE (1..MAX)),
naj [0] AttributeName OPTIONAL
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicylIdentifier,
}
Attributeldentifier ::= ATTRIBUTE. &id({AttributeIDs})
AttributeIDs ATTRIBUTE ::= {...}
AttributeName ::= UTF8String(SIZE (1..MAX))
AttributeDescription ::= UTF8String(SIZE (1..MAX))
PrivilegePolicyIdentifier ::= SEQUENCE {

privilegePolicy PrivilegePolicy,
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privPolSyntax InfoSyntax,

}

The identifier component of a value of the attributeDescriptor extension is the object identifier identifying the
attribute type.

The attributeSyntax component contains the ASN.1 definition of the attribute's syntax. Such an ASN.1 definition shall
be given as specified for the information component of the Matching Rules operational attribute defined in Rec. ITU-
T X.501 | ISO/IEC 9594-2.

The name component optionally contains a user-friendly name by which the attribute may be recognized.

The description component optionally contains a user-friendly description of the attribute.

The dominationRule component specifies, for the attribute, what it means for a delegated privilege to be "less than" the

corres|

This €
certifi

This e

The a
type,

ponding privilege held by the delegator.

— The privilegePolicy component identifies the instance of privilege policy that contains therules| by its
object identifier.

— The privPolsSyntax component contains either the privilege policy itself or a pointento’a’location|where
it can be located. If a pointer is included, an optional hash of the privilege policy ganalso be incluged to
allow an integrity check on the referenced privilege policy.

xtension may only be present in attribute descriptor certificates. This extension shall,het be present in public-key
Cates or in attribute certificates other than self-issued certificates of SOAs.

ktension shall always be flagged as non-critical.

tribute descriptor certificate, created by the SOA at the time of creation/definition of the corresponding atfribute
s a means by which the universal constraint of delegating "down* can be understood and enforced fin the

infrasfructure. In a directory, attribute certificates that contain~this extension would be stored ip the

attributeDescriptorCertificate attribute of the SOA's directory entry.

17.3.22.2 Attribute descriptor matching rule

The

AttributeCertificate.

attDgscriptor MATCHING-RULE ::= {
SYNTAX AttributeDescriptorSyntax

ID
This n
that al
17.4

17.4.1
The fq

17.4.2
The fq

tribute descriptor matching rule compares for equality a presented value with an attribute value of type

id-mr-attDescriptorMatch }

hatching rule returns TRUE if the stored value contains the attributeDescriptor extension and if comppnents
e present in the presented value match the corresponding components of the stored value.

Role extensions

Requirements

llowing requirement-relates to roles:

— Ifacertificate is a role assignment certificate, a privilege verifier needs to be able to locate the correspgnding
rofe,Specification certificate that contains the specific privileges assigned to the role itself.

Rale-extensions

llewing extension is defined:

17.4.2
17.4.2

— Role specification certificate identifier.
.1 Role specification certificate identifier extension

.1.1 Role specification certificate identifier extension definition

This extension may be used by an AA as a pointer to a role specification certificate that contains the assignment of
privileges to a role. It may be present in a role assignment certificate (i.e., a certificate that contains the role attribute).

A privilege verifier, when dealing with a role assignment certificate, needs to obtain the set of privileges of that role in
order to determine whether to pass or fail the verification. If the privileges were assigned to the role in a role specification
certificate, this extension may be used to locate that certificate.
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This extension is defined as follows:
roleSpecCertIdentifier EXTENSION ::= {
SYNTAX RoleSpecCertlIdentifierSyntax

IDENTIFIED BY {id-ce-roleSpecCertIdentifier} }

RoleSpecCertIdentifierSyntax ::=
SEQUENCE SIZE (1..MAX) OF RoleSpecCertlIdentifier

RoleSpecCertIdentifier ::= SEQUENCE {
roleName [0] GeneralName,
roleCertIssuer [1] GeneralName,
roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL,
¥
The rpleName identifies the role. This name would be the same as that in the holder component of the role specification

certifi
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SYNTAX RoleSpecCertIdentifierSyntax

ID

This matching.fule returns TRUE if the stored value contains the roleSpecCertIdentifier extension

comp

Cate being referenced by this extension.
bleCertIssuer identifies the AA that issued the referenced role specification certificate.

bleCertSerialNumber, if present, contains the serial number of the role specification certificate. Note thal
ges assigned to the role itself change, then a new role specification certificate would-be-issued to the rolg.

desirable in many others. Typically, this component would be absent, enabling-autematic updating of the priyi
ed to the role itself, without impacting the role assignment certificates.

bleCertLocator, if present, contains information that can be used to locate the role specification certificate,

s, including SOAs, to other AAs or to end-entity privilege holders: This extension shall not be included in certifi
ntain the SOA identifier extension.

ent, this extension can be used by a privilege verifier to locdte the role specification certificate.

extension is not present, either:
a) other means will be used to locate the rolé specification certificate; or

b) mechanisms other than a role specification certificate were used to assign privileges to the role (e.g.
privileges may be locally configured-at the privilege verifier).

ktension shall always be flagged as non-critical.

.1.2 Role specification certificate 1D matching rule

P AttributeCertificate’.
pecCertIdMatch.MATCHING-RULE ::= {

id-mr<roleSpecCertIdMatch }

nentsithat are present in the presented value match the corresponding components of the stored value.

175

Delegation extensions

1751

Requirements

The following requirements relate to the delegation of privileges:

98

a) End-entity privilege certificates need to be distinguishable from AA certificates, to protect against
entities establishing themselves as AAs without authorization. It also needs to be possible for an AA to
the length of a subsequent delegation path.

b) An AA needs to be able to specify the appropriate name space within which the delegation of privileg
occur. Adherence to these constraints needs to be checkable by the privilege verifier.

if the
Any

cates that contain this extension, including the roleCertSerialNumber component, would then need|to be
bd by certificates that referenced the new serial number. Although this behaviour is\reguired in some environnents,

leges

Ktension may be present in role assignment certificates that are attribute’ certificates or public-key certificates[issued

cates

, role

le specification certificate identifier matching rule compares for equality a presented value with an attributeg value

and if

end-
limit

e can

c) An AA needs to be able to specify the acceptable certificate policies that privilege asserters further down a

delegation path shall use to authenticate themselves when asserting a privilege delegation by this AA.
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d) A privilege verifier needs to be able to locate the corresponding attribute certificate for an issuer to ensure

that the issuer had sufficient privilege to delegate the privilege in the current certificate.

e) There is a requirement for an independent Delegation Service (DS) to issue certificates that delegate

privileges, whilst the DS server cannot itself act as a claimant for those privileges.

f)  Anindependent Delegation Service may wish to insert the name of the authority that requested the privilege

assertion to be issued.

Delegation extensions

The following extensions are defined:

a) basic attribute constraints;
b) delegated name constraints;

17.5.2

17.5.2

This 6
exteng

This e

basig

c) acceptable certificate policies;
d) authority attribute identifier;
e) indirect issuer;

f)  issued on behalf of; and

g) no assertion.

.1 Basic attribute constraints extension

1.1 Basic attribute constraints extension definition

ion is permitted. If so, a delegation path length constraint may also be specified.

ktension is defined as follows:

AttConstraints EXTENSION ::= {

SYNTAX BasicAttConstraintsSyntax
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NTIFIED BY {id-ce-basicAttConstraints} }

AttConstraintsSyntax ::= SEQUENCE {

hority BOOLEAN DEFAULT FALSE;

thLenConstraint INTEGER(0..MAX) OPTIONAL,
}

hthority component indicates whether ornot the holder is authorized to further delegate privilege. If auth
E the holder is also an AA and is authorized to further delegate privilege, dependent on relevant constra
rity iS FALSE, the holder is an end entity and is not authorized to delegate the privilege.

hthLenConstraint component is meaningful only if authority is set to TRUE. It gives the maximum nu
rtificates that may follow this certificate in a delegation path. Value 0 indicates that the holder/subject
Cate may issue certificates.only to end entities and not to AAs. If N0 pathLenConstraint component app

effect beginning with-the next certificate in the path. The constraint controls the number of AA certificates b
\ certificate coftaining the constraint and end-entity certificate. The constraint restricts the length of the seg
egation path'\between the certificate containing this extension and the end-entity certificate. It has no impact
r of AA certificates in the delegation path between the SOA/trust anchor and the certificate containing this ext
ore, theJength of a complete delegation path may exceed the maximum length of the segment constrained

the en

H-entity certificate. Therefore, the total length of this seament of the path may exceed the value of the constr.

xtension indicates whether the subsequent delegation of the privileges asSigned in the certificate containing this

brity

nts. If

ber of
f this
ars in

rtificate of a delegation-path, there is no limit to the allowed length of the delegation path. Note that the congtraint

tween
ent of
on the
nsion.
y this

ion” The constraint controls the number of AA certificates between the AA certificate containing the constraint and

int by

as many as two certificates. (This includes the certificates at the two endpoints of the segment plus the AA certificates
between the two endpoints that are constrained by the value of this extension.)

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAs, to other

AAs or to end entities. This extension shall not be included in certificates that contain the SOA identifier extension.

If this extension is present in an attribute certificate, and authority is TRUE, the holder is authorized to issue subsequent
attribute certificates delegating the contained privileges to other entities, but not public-key certificates.

If this extension is present in a public-key certificate, and if the basicConstraints extension indicates that the subject
is also a CA, the subject is authorized to issue subsequent public-key certificates that delegate these privileges to other
entities, but not attribute certificates. If a path length constraint is included, the subject may only delegate within the
intersection of the constraint specified in this extension and any specified in the basicConstraints extension. If this
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extension is present in a public-key certificate but the basicConstraints extension is absent, or indicates that the subject
is an end entity, the subject is not authorized to delegate the privileges.

This extension may, at the option of the certificate issuer, be either flagged as critical or as non-critical. It is recommended
that it be flagged critical, otherwise a holder that is not authorized to be an AA may issue certificates and the privilege
verifier may unwittingly use such a certificate.

If this extension is present and is flagged as critical, then:

—  if the value of authority is not set to TRUE, then the delegated attribute shall not be used to further
delegate;

— if the value of authority is set to TRUE and pathLenConstraint is present, then the privilege verifier
shall check that the delegation path being processed is consistent with the value of pathLenConstraint.

If this[extension 1s present, Tlagged as non-critical, and IS not recognized by the privilege verifier, then that entify thould
use other means to determine if the delegated attributes may be used to further delegate.

If this|extension is not present, or if the extension is present with an empty SEQUENCE value, the holder is constrained to
being [only an end entity and not an attribute authority and no delegation of the privileges containedCin the atfribute
certifitate is permitted by the holder.

17.5.211.2 Basic attribute constraints matching rule

The bpsic attribute constraints matching rule compares for equality a presented value withan attribute value df type
AttributeCertificate.

basig¢AttConstraintsMatch MATCHING-RULE ::= {
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

This matching rule returns TRUE if the stored value contains the basieBAttConstraints extension and if comppnents
that are present in the presented value match the corresponding components of the stored value.

17.5.22 Delegated name constraints extension

17.5.22.1 Delegated name constraints extension definition

The d¢legated name constraints extension indicates a namie Space within which all holder names in subsequent certificates
in a d¢legation path need to be located.

This extension is defined as follows:

delegatedNameConstraints EXTENSION/::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

This gxtension is processed in the)same manner as the nameConstraints extension for public-key certificgtes. If
permittedSubtrees is present, of all the attribute certificates issued by the holder AA and subsequent AAs|in the
delegdtion path, only those/ attribute certificates with holder names within these subtrees are acceptafjle. If
exclydedSubtrees is-present, any attribute certificate issued by the holder AA or subsequent AAs in the delegatign path
that has a holder namewithin these subtrees is unacceptable. If both permittedSubtrees and excludedSubtrees are
preserjt and the name-Spaces overlap, the exclusion statement takes precedence.

This extensionzmay be present in attribute certificates or public-key certificates issued by AAs, including SOAs, tg other
AAs. Thisextension shall not be included in certificates issued to end-entities or certificates that contain the SOA idgntifier
extendion:

If this extension is present in a public-key certificate, and if the nameConstraints extension is also present, the subject
may only delegate within the intersection of the constraint specified in this extension and that specified in the
nameConstraints extension.

This extension may, at the option of the attribute certificate issuer, be either flagged as critical or as non-critical. It is
recommended that it be flagged as critical, otherwise an attribute relying party may not check that subsequent attribute
certificates in a delegation path are located in the name space intended by the issuing AA.

17.5.2.2.2 Delegated name constraints matching rule

The delegated name constraints matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.
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delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch }

This matching rule returns TRUE if the stored value contains the attributeNameConstraints extension and if
components that are present in the presented value match the corresponding components of the stored value.

17.5.2.3 Acceptable certificate policies extension

17.5.2.3.1 Acceptable certificate policies extension definition

The acceptable certificate policies extension is used, in delegation with attribute certificates, to control the acceptable
certificate policies under which the public-key certificates for subsequent holders in a delegation path need to have been
issued. By enumeratmg a set of poI|C|es in thls extension, an AA is requmng that subsequent issuers in a delegatlon path
only gete i Tave e e1of the
enume rated certlflcate poI|C|es The poI|C|es listed here are not poI|C|es under WhICh the attribute certificate was, issued,
but pdlicies under which acceptable public-key certificates for subsequent holders need to have been issued.

This extension is defined as follows:

acceptableCertPolicies EXTENSION ::= {
SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolieyId
CertRolicyId ::= OBJECT IDENTIFIER

This extension may only be present in attribute certificates issued by AAs, including SOAs, to other AAs. This extgnsion
shall not be included in end-entity attribute certificates or in any public-key Certificates. In the case of delegation using
publigkey certificates, this same functionality is provided by the certificdtePolicies and other related extengions.

If predent, this extension shall be flagged as critical.

If this|extension is present and the privilege verifier understands.it; the verifier shall ensure that all subsequent privilege
assertgrs in the delegation path are authenticated with a public-key certificate under one or more of the enumerated
certifigate policies.

If this|extension is present, but not understood by the privilege verifier, the attribute certificate shall be considered invalid.

17.5.23.2 Acceptable certificate policies matching rule

The agceptable certificate policies matching rule compares for equality a presented value with an attribute value gf type
AttrijbuteCertificate.

acceptableCertPoliciesMatchl MATCHING-RULE ::= {
SYNTAX AcceptableCertPoliciesSyntax
iD id-mr-acceptableCertPoliciesMatch }

This matching rule returns.-TRUE if the stored value contains the acceptableCertPolicies extension pnd if
comp@nents that are present in the presented value match the corresponding components of the stored value.

17.5.204 Authorityattribute identifier extension

17.5.24.1 Authority attribute identifier extension definition

In pri |Iege delegatlon an AA that delegates pr|V|Ieges shall itself have at least the same pr|V|Iege and the authorlty to
delegate s 0-ahg pasion in
the AA or end entlty certlflcate that |t issues. The extensmn isa back pomter to the certlflcate in WhICh the issuer of the
certificate containing the extension was assigned its corresponding privilege. The extension can be used by a privilege
verifier to ensure that the issuing AA had sufficient privilege to be able to delegate to the holder of the certificate containing
this extension.

This extension is defined as follows:
authorityAttributeldentifier EXTENSION ::= {
SYNTAX AuthorityAttributeldentifierSyntax
IDENTIFIED BY {id-ce-authorityAttributeldentifier} }

AuthorityAttributeldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttId
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AuthAttId ::= IssuerSerial

A certificate that contains this extension may include the delegation of multiple privileges to the certificate holder. If the
assignment of those privileges to the AA that issued this certificate was done in more than one certificate, then this

extens

ion would include more than one pointer.

This extension may be present in attribute certificates or public-key certificates issued by AAs to other AAs or to end-
entity privilege holders. This extension shall not be included in certificates issued by an SOA or in public-key certificates
that contain the SOA identifier extension.

This extension shall always be flagged as non-critical.

17.5.2.4.2 AA identifier matching rule
The authority attribute identifier matching rule compares for equality a presented value with an attribute value g
AttributeCertificate.
authjttIdMatch MATCHING-RULE ::= {

SYNTAX AuthorityAttributeIdentifierSyntax

ID id-mr-authAttIdMatch }
This matching rule returns TRUE if the stored value contains the authorityAttributeIdentifier extension
comp@nents that are present in the presented value match the corresponding components of the stored value.
17.5.25 Indirect issuer extension

In sone environments, privilege may be delegated indirectly. In such cases, the delegatoer’requests that a DS server

certifi
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Cate delegating privilege on their behalf to another entity. The indirect issuer extension is used in either an at
Cate or a public-key certificate issued to a DS server by an SOA. Presence of this extension means that the s

elegators.

ectIssuer EXTENSION ::= {

NTIFIED BY id-ce-indirectIssuer }
ktension shall always be flagged as non-critical.

6 Issued on behalf of extension

ktension is inserted into an attribute certificate by an indirect issuer (DS server). It indicates the AA that has req
server to issue the attribute certificate,.andallows the delegation chain to be constructed and validated.

tdOnBehalfOf EXTENSION ::= {
NTIFIED BY id-ce-issuedOnBehalfOf }
bneralName iS the name-ef the AA who has asked the indirect issuer (DS server) to issue this attribute certif

suer of this attribute certificate must have been granted the privilege to issue ACs on behalf of other AAs by an
h the IndirectIssuer extension in its attribute certificate.

Ktension may-pe flagged as critical or as non-critical as necessary to ensure delegation path validation.

.7 No assertion extension

ent;this extension indicates that the attribute certificate holder cannot assert the privileges indicated in the att

f type

and if

ssue a
ribute
ubject
nalf of

Lested

cate.

SOA,

ibutes
fribute

pitribute certificate. This extension can only be inserted into AA attribute certificates, and not into end-entity at

certificates. If present, this extension shall always be flagged as critical.

noAssertion EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noAssertion }
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Recognition of authority extensions

17.6.1 Requirements

The following requirements relate to recognition of authority:

a) the local SOA may wish to specify how attributes assigned in a remote domain are mapped into roles known

to relying parties in the local domain;

b) the local SOA may want to constrain which privilege attributes a remote SOA is trusted to assign to
entities;

which

c) the local SOA may need to be able to constrain the name forms and name spaces within which a remote

SOA can assign privilege attributes to users.
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llowing extensions are defined:
a) Allowed attribute assignments;
b) Attribute mappings;
¢) Holder name constraints.

1 Allowed attribute assignments extension

Ktension says which privilege attributes a remote domain SOA s trusted to issue to\whom.
fedAttributeAssignments EXTENSION ::= ({
NTIFIED BY id-ce-allowedAttributeAssignments }

fedAttributeAssignments ::= SET OF SEQUENCE {

ributes [0] SET OF CHOICE {

ttributeType [0] AttributeType,

ttributeTypeandValues [1] Attribute{{SupportedAttributes}},
},

derDomain [1] GeneralName,

}

llowed attribute assignment comprises a set of.attribute types and/or values, together with the name space
5 the holder domain. Of the name forms available through the GeneralName type, only those hame forms tha
Ldefined hierarchical structure may be used for the holder domain. The value that is specified for the holder d
the superior node of a subtree within which all the holder names must fall.

 allowed attributes specified in this extension should also be specified in the attributes component of the at
cate. If an attribute is specified-in'this extension, but it is not in the attributes component, then it is ignored (i.

which
t have
pmain

ribute
., itis

not trgsted). If an attribute is in the attributes component, but not in this extension, then it is trusted and has no further

constr|
constr|

If this

17.6.2
This €

attri

pints on the holders to which it can be issued (other than that which might optionally be specified in the
hints extension).

extension is present;-it shall be flagged as critical.

.2 Attributemappings extension

Ktension-says how the attributes in the remote, trusted domain map into attributes in the local domain.

buteMappings EXTENSION ::= ({

SYNTAX AttributeMappings

name

IDENTIFIED BY id-ce-attributeMappings }

AttributeMappings ::= SET OF CHOICE ({
typeMappings [0] SEQUENCE {
local [0] AttributeType,
remote [1] AttributeType,
..o},
typeValueMappings [1] SEQUENCE {
local [0] AttributeTypeAndValue,
remote [1] AttributeTypeAndValue,
}}

An attribute mapping can be at the type or value level.
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When attribute mapping is at the attribute value level, each attribute value in the remote domain is mapped into an
equivalent attribute value in the local domain.

NOTE 1 — Attribute value mappings may have a many-to-many relationship.

When attribute mapping is at the attribute type level, all the values assigned in the remote domain must already be
understood by, and have an equal value in, the local domain.

NOTE 2 — This attribute mapping is a one-to-one mapping.

17.6.2.3 Holder name constraints extension

This extension constrains the name forms and name spaces in which a subordinate AA or a remote SOA and its subordinate
AAs can issue attribute certificates.

This extension indicates that constraints are being placed on the name forms and name spaces of all name forms in attribute
certifigates issued by this AA and all subsequent AAs in the attribute certificate chain. If this extension is absentifrom all
attribyte certificates in an attribute certificate chain, then no constraints are placed on any name spaces in the_ atfribute
certifigate chain. If this extension is present in an attribute certificate, then constraints are automatically placed‘oh thg name
spaceq of every name form in the attribute certificate chain from this point onwards, regardless of whether.the name form
is explicitly included in the extension or not, i.e., the default constraint on each name form excludes thé.ehtire namespace.

NQTE — Because there can be an unbounded set of registeredID name forms, then it is not possible for,new name formp to be

ungonstrained once this extension is present, without the name form being explicitly included in this’gxtension via a pefmitted
sulytree.

This eixtension is defined as follows:

hold¢g¢rNameConstraints EXTENSION ::= {
SYNTAX HolderNameConstraintsSyntax
IDENTIFIED BY id-ce-holderNameConstraints }

HolderNameConstraintsSyntax ::= SEQUENCE ({
peymittedSubtrees [0] GeneralSubtrees,
ex¢ludedSubtrees [1] GeneralSubtrees OPTIONAL

}
GenexalSubtrees ::= SEQUENCE SIZE (l1..MAX) OF\GeéneralSubtree
GenegalSubtree ::= SEQUENCE {
basge GeneralName,

minimum [0] BaseDistance DEFAULT O,
maximum [1] BaseDistance OPTIONAL;
}

Basel)istance ::= INTEGER (0. .MAX)

The p’rrmittedSubtrees and excludedsubtrees components each specify one or more naming subtrees of pne or
more pame forms. Each subtree.is defined by the name of the root of the subtree, i.e., the base component, and, optipnally,
within that subtree, an area that.is bounded by upper and/or lower levels.

An empty distinguished.name sequence is equivalent to a wildcard and means that all DNs fall within the subtree.

The minimum component specifies the upper bound of the area within the subtree. All names whose final name component
is aboye the levelspecified are not contained within the area. A value of minimum equal to zero (the default) corregponds
to the [base, i.e~-the top node of the subtree. For example, if minimum is set to one, then the naming subtree excludes the
base node butincludes subordinate nodes.

The mpximum component specifies the lower bound of the area within the subtree. All names whose last component is
below the level specified are not contained within the area. A value of maximum Of zero corresponds to the base, i.e., the
top of the subtree. An absent maximum component indicates that no lower limit should be imposed on the area within the
subtree. For example, if maximum is set to one, then the naming subtree excludes all nodes except the subtree base and its
immediate subordinates.

The permittedSubtrees component is used to reduce the constraints placed on the name spaces of one or more name
forms. Since the entire name space of each form is automatically fully excluded when this extension appears in an AA
certificate, the permittedSubtrees component describes the name space(s) that is(are) permitted. If an entire name
space of a particular name form is to be permitted, this is achieved by setting the base component to the root of the name
space.

The optional excludedSubtrees component is used to exclude one or more subordinate subtrees from the
permittedSubtrees. For example, if in the ITU-T X.500 distinguished name space, the subtree C=GB is permitted, but
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the subtrees C=GB, O=XYZ and C=GB, O=ABC are not permitted, then the permittedsubtrees will be set to C=GB
and the excludedsubtrees Will be set to C=GB, O=XYZ and C=GB, O=ABC. If the excludedSubtrees is present
and its name spaces overlap with the permi ttedSubtrees, the excludedSubtrees Statement takes precedence.

All holder names in subsequent attribute certificates in a delegation path shall be located in the permitted name spaces for
the attribute certificates to be acceptable. When a certificate holder has multiple names of the same name form then all
such names shall be located in the permitted name space of that name form for the certificate to be acceptable. When a
certificate holder has multiple names in different name forms, each name shall be located in the permitted hame space of
that name form for the certificate to be acceptable.

Of the name forms available through the GeneralName type, only those name forms that have a well-defined hierarchical
structure may be used in these components.

The directoryName name form satisfies this requirement; when using this name form, a naming subtree corresponds to
a DIT|subtree. An attribute certificate is considered subordinate to the base (and therefore a candidate to be within the
subtreg) if the sequence of RDNs, which forms the full distinguished name in base, matches the initial sequence|of the
same pumber of RDNs which forms the first part of the distinguished name of the holder of the attribute cértificate. The
distinguished name of the holder of the certificate may have additional trailing RDNSs in its sequence that do not gppear
in the distinguished name in base. The distinguishedNameMatch matching rule is used to comparedhe value of base
with the initial sequence of RDNs in the distinguished name of the subject of the certificate.

Conformant implementations are not required to recognize all possible name forms. If a privilege verifier does not
recogrize a name form used in any base component, and

— that name form also occurs in the holder component of a subsequent attribute certificate in the chaip, then
that attribute certificate shall be handled as if an unrecognized critical €xtension had been encountergd; or

— that name form does not occur in the holder component of a suliSequent attribute certificate in the|chain,
then this name form can be ignored.

If a privilege verifier does not recognize a name form that occurs in.the holder component of a subsequent atfribute
certificate in the chain from that in which this extension appeared,~but that name form does not occur in any| base
compgnent of this extension, then that attribute certificate shall be-rejected.

This ejxtension shall always be flagged as critical.

A priVilege verifier shall check that the attribute certification path being processed is within the constraints speciflied by
the vajue in this extension.

17.6.24 Relationship of delegated name constraints to holder name constraints

The ¢lelegatedNameConstraints exténsion described in clause 17.5.2.2 has the same semantics 3s the

nameGonstraints extension of public-Key certificates, which is that every name form is allowed unless specifically

constrpined. The holderNameConstraints extension on the other hand, whilst having the same syntax, has the ogposite

semartics; which is that, once the gxtension is present, every name form is denied unless specifically permitted. If brh the
I

deledatedNameConstraints.extension and the holderNameConstraints extension appear in the same atfribute
certififate, then the excluded-name spaces are the union of the excluded name spaces from both extensions, whiflst the
included name spaces are/the:intersection of the name spaces from both extensions.

17.7 Use of hasic CRL extension for ACRLs
17.7.) Requiréments
17.7.20 ~Use of CRL extensions

17.7.2.1 Use of CRL number extension for ACRL

This ACRL extension conveys a monotonically increasing sequence number for each ACRL issued by a given ACRL
issuer through a given ACRL directory attribute (see clauses 19.2.4 to 19.2.6) or ACRL distribution point. It allows a
privilege verifier to detect whether ACRLs issued prior to the one being processed were also seen and processed. This
extension syntax is as defined in clause 9.5.2.1.

This extension shall always be flagged as non-critical.

NOTE - The extension defined here is relevant for both CRLs and ACRLs). Only ACRL aspects are considered here. For ARL
aspects, see clause 9.5.2.1.

17.7.2.2 Use of status referral extension for ACRL

The status referral extension is defined in 9.5.2.2 for use in CRLs. This extension may also be used in ACRLSs.
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The procedure specified in 9.5.2.2 also applies here by replacing public-key certificate, CRL and relying party with
attribute certificate, ACRL and privilege verifier, respectively.

17.7.2.3 Use of CRL stream identifier for ACRL

The CRL stream identifier extension is defined in 9.5.2.3 for use in CRLs. This extension may also be used in ACRLSs.

The procedure specified in 9.5.2.3 also applies here by replacing CRL with ACRL.

17.7.2.4 Use of order list extension for ACRL

The CRL stream identifier extension is defined in 9.5.2.4 for use in CRLs. This extension may also be used in ACRLSs.

The procedure specified in 9.5.2.4 also applies here by replacing public-key certificate and CRL with attribute certificate

and A

17.7.25 Use of delta information extension for ACRL

Thed
The p

privilgge verifier, respectively.

17.7.206 Use of to be revoked extension for ACRL

This ACRL extension allows for the notification that attribute certificates will be revoked as of a specified date an

in the

time at which the attribute certificate will be revoked, and the group of attribute cérfificates to be revoked. Each |

contai

NQTE — The following ASN.1 is copied from 9.5.2.6 for easy reference.

toBeRevoked EXTENSION ::= {
SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }
ToBeRevokedSyntax ::= SEQUENCE SIZE (1l..MAX) OF.ToBeRevokedGroup
ToBeRevokedGroup ::= SEQUENCE ({
ceftificateIssuer [0] GeneralName OPTIONAL,
regsonInfo [1] ReasonInfo ORTIONAL,
revyocationTime GeneralizedTime,
cextificateGroup CertificateGroup,
}
ReasgnInfo ::= SEQUENCE {
regsonCode CRLReason,
holdInstructionCode HoldInstruction OPTIONAL,
}
CertificateGroup ::=-CHOICE {
serialNumbers [0] CertificateSerialNumbers,
sexialNumberRange [1] CertificateGroupNumberRange,
nameSubtree [2] GeneralName,
}
CertificateGroupNumberRange ::= SEQUENCE {
startingNumber [0] INTEGER,

CRL, respectively.

plta information extension is defined in 9.5.2.5 for use in CRLs. This extension may also be used in ACRLs.

ocedure specified in 9.5.2.5 also applies here by replacing CRL, dCRL and relying party with ACRL, dACH

future. The toBeRevoked extension is used to specify the reason for the attribute\certificate revocation, the da

N a single attribute certificate serial number, a range of attribute certificate serial numbers or a named subtr

L and

[ time
te and
st can
e,

endirgNumber FH—INTEGER;

}

CertificateSerialNumbers ::= SEQUENCE SIZE (1..MAX) OF CertificateSerialNumber

The certificateIssuer component, if present, identifies the AA that issued all the attribute certificates listed in this
ToBeRevokedGroup. If certificatelssuer is omitted, it defaults to the ACRL issuer name.

The reasonInfo component, if present, identifies the reason for the attribute certificate revocations. If present, this
extension indicates that all attribute certificates identified in ToBeRevokedGroup Will be revoked for the reason indicated
in this component. If the reasonCode component contains the value certificateHold, the holdInstructionCode
component may also be present. If present, the holdInstructionCode component indicates the action to be taken on
encountering any of the attribute certificates identified in RevokedGroup. This action should only be taken, after the
revocation time indicated in the revocationTime component has passed.
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The revocationTime component indicates the date and time at which this group of attribute certificates will be revoked
and should therefore be considered invalid. This date shall be later than the thisUpdate time of the ACRL containing
this extension. If revocationTime is before the nextUpdate time of the ACRL containing this extension, the attribute
certificates shall be considered revoked between the revocationTime and the nextUpdate time by a relying party using
an ACRL containing this extension. Otherwise, this is a notice that at a specified time in the future these attribute
certificates will be revoked. Once the revocation time has passed, either the AA has revoked the attribute certificate or not.
If it has revoked the attribute certificate, future ACRLs shall include this on the list of revoked certificates, at least until
the attribute certificate expires. If the AA has not revoked the attribute certificate, but still intends to revoke it in the future,
it may include the attribute certificate in this extension on subsequent ACRLs with a revised revocationTime. If the AA
no longer intends to revoke the attribute certificate, it may be excluded from all subsequent ACRLs and the attribute
certificate shall not be considered revoked.

The certificateGroup component lists the set of public-key certificates to be revoked. This component identifies the
attriblte certificates issued by the AA identified in the certificateIssuer to be revoked at the date/time identified in
revog¢ationTime. This set of public-key certificates is not further refined by any outside contrals| (e.g.,
issuingDistributionPoint).

The sprialNumbers component, if present, shall hold the serial number(s) of the attribute certificate(s) issued py the
identified issuing AA that will be revoked at the specified time.

If the kerialNumberRange component is present, all attribute_certificates in the range beginning with the startind serial
numbegr and ending with the ending serial number and issued by the identified issuing AA will-be revoked at the spgcified
time.

If the pameSubtree component is present, all attribute certificates with a holder nameythat is subordinate to the spgcified
name fand issued by the identified issuing AA will be revoked at the specified<time. If the nameSubtree confains a
distinguished name then all distinguished names associated with the subject-of an attribute certificate (i.e., polder
compg@nent of an attribute certificate) need to be considered. For other name forms, the holder component of atjribute
certififates need to be considered. If at least one of the names associated” with the holder, contained in the atribute
certififate, is within the subtree specified in nameSubtree, that attribute certificate will be revoked at the specified time.
As with the nameConstraints extension, not all name forms are appropriate for subtree specification. Only thope that
have recognized subordination rules should be used in this extension.

This extension may, at the option of the ACRL issuer, be flagged as critical or as non-critical. As the information provided
in thid extension applies to revocations that will occur in.the future, it is recommended that it be flagged as non-cfitical,
reducing the risk of problems with interoperability and backward compatibility.

17.7.27 Use of revoked group of certificates gxtension

A set pf attribute certificates that have been_revoked can be published using the following CRL extension. Each|list of
attribyte certificates to be revoked is associated with a specific attribute certificate issuer and revocation time. Each list
can cdntain a range of attribute certificate serial numbers or a named subtree.

NQTE — The following ASN.1 is copied from 9.5.2.7 for easy reference.

revokedGroups EXTENSION..::= {
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY jid=ce-revokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGroup:? := SEQUENCE {
cerftificatelssuer [0] GeneralName OPTIONAL,
regsonInfo [1] ReasonInfo OPTIONAL,
invyalidityDate [2] GeneralizedTime OPTIONAL,

revokedcertificateGroup [3] RevokedCertificateGroup,

}

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

The certificateIssuer component, if present, identifies the AA that issued all the attribute certificates listed in this
RevokedGroup. If certificatelssuer is omitted, it defaults to the ACRL issuer name.

The reasonInfo component, if present, identifies the reason for the attribute_certificate revocations. If present, this
component indicates that all attribute_certificates identified in RevokedGroup component were revoked for the reason
indicated in this component. If the reasonCode contains the value certificateHold, the holdInstructionCode
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may also be present. If present, holdInstructionCode indicates the action to be taken on encountering any of the
attribute certificates identified in the value of the RevokedGroup data type.

The invalidityDate component, if present, indicates the time from which all attribute_certificates identified in
RevokedGroup should be considered invalid. This date shall be earlier than the date contained in thisUpdate component
of the ACRL. If omitted, all attribute certificates identified in RevokedGroup should be considered invalid at least from
the time indicated in the thisUpdate component of the ACRL. If the status of the attribute_certificate prior to the
thisUpdate time is critical to a privilege verifier (e.g., to determine whether a digital signature that was created prior to
this ACRL issuance occurred while the attribute certificate was still valid or after it had been revoked), additional
revocation status checking techniques will be required to determine the actual date/time from which a given attribute
certificate should be considered invalid.

The revokedCertificateGroup component lists the set of attribute certificates that have been revoked. This component
identiff i —Certifi i i ffied M certificatelssuer cified
ifions. This set of attribute_ certificates is not further refined by any outside contrals | (e.g.,
issuingDistributionPoint).

If the perialNumberRange is present, all attribute certificates containing certificate serial numbers within the spgcified
range,|issued by the identified AA are applicable.

If the pamesubtree component is present, all certificates with a holder name that is subordinate(to,the specified narpe and
issued| by the identified AA will be revoked at the specified time. If the nameSubtree contaifis a distinguished narre then
all disfinguished names associated with the holder component of an attribute certificate.nged to be considered. Fo[ other
name forms, the holder component of attribute certificates needs to be considered. If af least one of the names assdciated
with the holder, contained in the certificate, is within the subtree specified in nameSdbtree, that attribute_certificjte has
been fevoked. As with the nameConstraints extension, not all name forms are appropriate for subtree specifigation.
Only those that have recognized subordination rules should be used in this extension.

This ¢xtension is always flagged as critical. Otherwise, a privilege ¢«verifier may incorrectly assume that atfribute
certifigates, identified as revoked within this extension, are not revoked:When this extension is present it may be the only
indication of revoked attribute_certificates in an ACRL (i.e., the reévvokedCertificates component of the ACRL may
be empty) or it may list revoked attribute certificates that are in addition to those indicated in the revokedCertififates
compg@nent. A revoked attribute _certificate shall not be listed bath in the revokedCertificates component and|in this
extengion.

17.7.218 Use of expired certificates on ACRL extension
The uge of expired certificates extension is defined-in 9.5.2.8 for use in CRLs. This extension may also be used in ACRLSs.

The pfocedure specified in 9.5.2.8 also applies here by replacing public-key certificate and CRL with attribute certificate
and ACRL, respectively.

17.7.3  Use of CRL entry extensions

17.7.311 Use of reason code gXtension

The rgason code extensiop-is,specified in clause 9.5.3.1 for use in CRL entries. This extension may also be used in ACRL
entries

The meaning of the-réason codes defined in clause 9.5.3.1 as they relate to ACRL entries are as follows:
— _unspecified can be used to revoke attribute certificates for reasons other than the specific codes.
# \'keyCompromise is not relevant for ACRLSs.

2  cACompromise is not relevant for ACRLSs.

— affiliationChanged indicates that information in the attribute certificate has been modified.
— superseded indicates that the attribute certificate has been superseded.

— cessationOfOperation indicates that the attribute certificate is no longer needed for the purpose for
which it was issued.

— privilegeWithdrawn indicates that the attribute certificate was revoked because a privilege contained
within that attribute certificate has been withdrawn.

— aACompromise indicates that it is known or suspected that aspects of the AA validated in the attribute
certificate have been compromised.

The procedure specified in clause 9.5.3.1 also applies here by substituting public-key certificate and CRL entry with
attribute certificate and ACRL entry, respectively.
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17.7.3.2 Use of hold instruction code extension

The use of hold instruction code extension is defined in 9.5.3.2 for use in CRL entries. This extension may also be used in
ACRL entries.

The procedure specified in 9.5.3.2 also applies here by replacing public-key certificate and CRL with attribute certificate
and ACRL, respectively.

18 Delegation path processing procedure

Delegation path processing is carried out by a privilege verifier. The path processing rules for attribute certificates are
somewhat analogous to those for public-key certificates.

htures,

For ddlegation paths consisting of a single certificate (i.e., the privileges were assigned directly to the privilege assefter by
the SQA), only the basic procedure, as described in clause 18.1 below is required, unless the privilege is assigned tofa role.
In thaf case, if the privilege verifier is not configured with the specific privileges of the role, it may need to obtain the role
specif|cation certificate that assigns the specific privileges to the role as described in clause 18.2/below. If the privilege
assertgr was delegated its privilege by an intermediary AA, then the delegation path procedure in clause 18.3 |s also
required. These procedures are not performed sequentially. The role processing procedure.and delegation progessing
procedure are done prior to the determination of whether or not the asserted privileges are sufficient for the context|of use
within the basic procedure.

18.1 Basic processing procedure

The signature on every certificate in the path shall be verified. Procedureselated to validating signatures and publjc-key
certififates are not repeated in this clause. The privilege verifier shall verify the identity of every entity in the path] using
the prpcedures of clause 12. Note that checking the signature on an_attribute certificate necessarily involves checking the
referenced public-key certificate for its validity. Where privileges are‘assigned using attribute certificates, path progessing
engings will need to consider elements of both the PMI and the:PKT in the course of determining the ultimate validity of a
privildge asserter's attribute certificate. Not all attribute certificate issuers need have public-key certificates issued |by the
same frust anchor CA (or one of its subordinate CAs), imr,which case multiple PKI certification paths will need to be
followed. Once that validity has been confirmed, the privileges contained in that certificate may be used depending on a
compdrison with the relevant privilege policy and other information associated with the context in which the certificate is
being used.

ntext of use shall determine if the privilege holder actually intended to assert the contained privilege for usg with
that context. The fact that a chain of certificates to a trusted SOA exists is not in itself enough upon which to make this
ination. The willingness of thesprivilege holder to use that certificate has to be clearly indicated and vdrified.
Howe}yer, mechanisms to ensure that.such a privilege assertion has been adequately demonstrated by the privilege holder
are oytside the scope of this Specification. As an example, such a privilege assertion may be verifiable if the privilege
holder signed a reference to that certificate, thereby indicating their willingness to use that certificate for that conte

—

For each attribute certificate)in the path that does not contain the noRevAvail extension, the privilege verifier shall pnsure
that the attribute certificate has not been revoked.

The privilege verifier shall ensure that the asserted privilege is valid for the time called "time of evaluation" which fan be
done for any timeyi.e., the current time of checking or any time in the past. In the context of an access control servige, the
checking is always done for the present time. However, in the context of non-repudiation, the checking can be dong for a
time ip the“past or the current tlme When certificates are valldated the privilege verlfler shall ensure that the t
evaludtion fa a

path contain the timeSpecification extension, the constraints placed over the times the pr|V|Iege can be asserted need
to also allow the privilege assertion to be valid at the time of evaluation.

If the targetingInformation extension is present in the certificate used to assert a privilege, the privilege verifier shall
check that the server/service for which it is verifying is included in the list of targets.

If the singleUse extension that is present in the attribute certificate is used to assert a privilege, the privilege verifier shall
check that the attribute certificate has not been asserted prior to the current use.

If the attribute certificate is a role assignment certificate, the processing procedure described in clause 18.2 is needed to
ensure that the appropriate privileges are identified. If the privilege was delegated to the entity rather than assigned directly
by the SOA trusted by the privilege verifier, the processing procedure described in clause 18.3 is needed to ensure that
delegation was done properly.
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The privilege verifier shall also determine whether or not the privileges being asserted are sufficient for the context of use.
The privilege policy establishes the rules for making this determination and includes the specification of any environmental
variables that need to be considered. The privileges asserted, including those resulting from the role procedure in clause
18.2 and the delegation procedure in clause 18.3 and any relevant environmental variables (e.g., time of day or current
account balance) are compared against the privilege policy to determine whether or not they are sufficient for the context
of use. If the acceptablePrivilegePolicies extension is present, the privilege assertion can only succeed if the
privilege policy the privilege verifier is comparing against is one of those contained in this extension.

If the comparison succeeds, any relevant user notices are provided to the privilege verifier.

18.2 Role processing procedure

If the asserted certificate is a role assignment certificate, the privilege verifier shall obtain the specific privileges assigned
to thaf role. The name of the role to which the privilege asserter 1s assigned 1s contained In the role attribufe|of the
certificate. The privilege verifier, if not already configured with the privileges of the named role, may need to\locgte the
role specification certificate that assigns the privileges to that role. Information in the role attribute.and [in the
role$pecCertIdentifier extension may be used to locate that certificate.

The pfivileges assigned to the role are implicitly assigned to the privilege asserter and are thereforeyincluded amohg the
asserted privileges that are compared against the privilege policy in the basic procedure in clause 18/Dto determine whether
or not|the asserted privileges are sufficient for the context of use.

18.3 Delegation processing procedure

If the privileges asserted are delegated to the privilege asserter by an intermediary AA; the privilege verifier shall gnsure
that the path is a valid delegation path, by ensuring that:

— each AA that issued a certificate in the delegation path was authorized to do so;
— each certificate in the delegation path is valid with respect\to path and name constraints imposed on |t;

— each entity in the delegation path is authenticated with-apublic-key certificate that is valid according|to any
imposed policy constraints;

— no AA delegation privilege is greater than the privilege held by that AA.

In complex delegation-of-authority scenarios, where the‘delegations form a directed graph, with multiple trusted root
SOAs| it is possible for an AA to combine the privilege attributes it holds in two or more ACs and to delegate a combination
of thepe attributes to a subordinate in a single, delégated attribute certificate. Validating these split delegation paths in
direct¢d graphs is much more complex than validating a simple path through a hierarchical tree of ACs that lead from a
single[root SOA. Implementations need to consider carefully whether to allow directed graph type delegations or tp limit
delegdtions to a simple tree structure.

Prior fo commencing delegation path-validation, the privilege verifier shall obtain the following. Any of these may be
provided by the privilege asserter;-ar-obtained by the privilege verifier from another source, such as the Directory. The
attribytes of the service may be-provided to the privilege verifier in a structured document or by other means.

—  Established trust in the public verification key used to validate the trusted SOA's signature. This tryst can
either be established through out-of-band means or through a public-key certificate issued to the SOA by a
CA in~which the privilege verifier already has established trust. Such a certificate would contgin the
sOAZdentifier extension.

— _The' privilege asserter's privilege, encoded in their attribute certificate or subject directory attfibutes
extension of their public-key certificate.

~* Delegation path of certificates from the privilege asserter to the trusted SOA.

—  Domination rule for the privilege being asserted; this may be obtained from the attribute descriptor issued
by the SOA responsible for the attribute in question or it may be obtained through out-of-band means.

—  Privilege policy; this may be obtained from a directory or from some out-of-band means.
—  Environmental variables, including for example, current date/time, current account balance, etc.

An implementation shall be functionally equivalent to the external behaviour resulting from this procedure; however, the
algorithm used by a particular implementation to derive the correct output(s) from the given inputs is not standardized.

In the case where attribute certificates are issued by an indirect issuer (DS), which does not have a full set of privileges
directly assigned to it, the privilege verifier should fully validate the delegation chain as follows:

i) Starting with the end-entity attribute certificate, the privilege verifier extracts the issuer name and the
issuedOnBehal fOf name.
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ii) The privilege verifier retrieves the attribute certificate of the issuer and validates that the issuer is an indirect
issuer of the SOA (i.e., has the indirectIssuer extension).

iii) The privilege verifier retrieves the attribute certificate of the issuedonBehalfof AA and validates that
the AA has a superset of the privilege attributes issued to the end entity.

However, in order to aid path determination and validation, certificates may contain the authority information access and
authority key identifier extensions, whose usage is described in clause 18.3.1 below.

The privilege verifier recurses to step ii) using the attribute certificate of the AA, and thereby moves up the chain until it
arrives at the attribute certificate of an AA that is issued by the SOA.

18.3.1  Verify integrity of domination rule

The domination rule is associated with the privilege being delegated. The syntax and method for obtaining the domination
rule iy not standardized. However, the integrity of the retrieved domination rule can be verified. The attribute desgriptor
certifigate issued by the SOA responsible for the attribute being delegated may contain a HASH of the dominatiop rule.
The pfivilege verifier may reproduce the HASH function on the retrieved copy of the domination rule and) compgre the
two hashes. If they are identical, the privilege verifier has the accurate domination rule.

18.3.20  Establish valid delegation path

The privilege verifier shall find the delegation path and obtain certificates for every entity in the path. The delegatidn path
extends from the direct privilege asserter to the SOA. Each intermediary certificate in the delegation path shall contgin the
basig¢AttConstraints extension with the authority component set to TRUE. The issugrof each certificate shall [be the
same | as the holder/subject of the certificate which is adjacent to it-\in the delegation path| The
authgrityAttributeIdentifier extension is used to identify the certificate(s) of'the issuer of the current certificate
in the felegation path. The authorityInformationAccess extension may bedsed to locate the appropriate certificates
of th¢ issuer of the current certificate in the delegation path, as _described in clause 18.3.2.1 below The
authqgrityKeyIdentifier extension may be used to locate and identify the public key of the issuer of the qurrent
certififate in the delegation path, as described in clause 18.3.2.2 below. The number of certificates in the path from each
entity ko the direct privilege asserter (inclusive) shall not exceed the value of the pathLenConstraint value in the gntity's
basi¢AttConstraints extension by more than 2. This is because the pathLenConstraint limits the numper of
intermediary certificates between the two endpoints (i.e., the certificate containing the constraint and the end}entity
certififate) so the maximum length is the value of that constraint plus the certificates that are the endpoints.

If dellegatedNameConstraints extension is present-in any of the certificates in the delegation path, the constraipts are
procegsed in the same way as the nameConstraintsg.extension is processed in the certification path processing progedure
in clayse 12.

If the [acceptableCertPolicies extension s present in any of the certificates in the delegation path, the privilege
verifidr shall ensure that the authentication of each subsequent entity in the delegation path is done with a public-key
certififate that contains at least one of:the acceptable policies.

18.3.21 Use of authority information access extension

The i]Athority information aceess (AlA) extension is defined in IETF RFC 5280.

The AllA extension indicates how to access information and services for the issuer of the certificate in which the extgnsion
appeafs. In the conteéxt-of attribute certificates, it is used to point to information about the AA that issued the atfribute
certifitate in which\it-appears. This information may include online validation services and AA policy data. (Note that the
locatign of ACRLs is not specified in this extension.) This extension may be included in end-entity or AA ACs,|and it
MUST be nen-eritical.

Each ¢ntry in the sequence AuthorityInfoAccessSyntax describes the format and location of additional infon[nation
provided by the AA that 1SsUed the attribuie certificate in WhICh this exiension appears. The type and format of the
additional information is specified by the AccessMethod component; the accessLocation component specifies the
location of this additional information. The retrieval mechanism may be implied by the accessMethod or specified by
accessLocation.

In an attribute certificate, the id-ad-caIssuers OID is used when the additional information lists ACs that were issued
to and used by the AA to issue the attribute certificate containing this extension. The referenced attribute certificate(s)
is/are intended to aid relying parties in the selection of an attribute certification path that terminates at a point (SOA or
AA) trusted by the relying party.

When the id-ad-caIssuers OID appears as an accessMethod component, the accessLocation component
describes the referenced description server and the access protocol to obtain the referenced ACs. The accessLocation
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component is defined as a GeneralName, Which can take several forms. Where the information is available via HTTP,
FTP, or LDAP, accessLocation should be a uniformResourceIdentifier.

The LDAP URI should specify a distinguishedName and an attribute and may specify a host name, for example:
Idap://ldap.example.com/cn=Some%20Manager,dc=example,dc=com?attributeCertificate Attribute;binary

Omitting the host name (e.qg., Idap:///cn=Some%20Manager,dc=example,dc=com?attributeCertificate Attribute;binary) has
the effect of specifying the use of whatever LDAP server is locally configured. The URI should list the appropriate attribute
description for the attribute holding DER encoded ACs. Note that in LDAP it is generally not possible to specify the exact
set of ACs that were used to issue the attribute certificate containing this extension, but rather the accessLocation points
to all the ACs belonging to the issuer of the attribute certificate containing this extension.

The ftp and http URIs should specify either the single DER encoded attribute certificate that was used to issue the attribute
certifipatecomtaimimng S extension, or g fifestore directory contaiming the set of ACS betongimg to the issuer of theatfribute
certificate containing this extension. Individual DER encoded attribute certificates should have a file name ending.ip .ace,
for expmple:

http://www.example.com/ACs/dc=com/dc=example/cn=Some%20Manager/leader.ace
The fijestore directory containing the complete set of ACs for the same entity might be:
ftp:J/www.example.com/ACs/dc=com/dc=example/cn=Some%20Manager/

Wherg the information is available via the Directory Access Protocol (DAP), acdessLocation should| be a
diregtoryName. The entry for that directoryName contains AA ACs in the attfibuteCertificateAttrfibute
attribJte. When the information is available via electronic mail accessLocation)should be an rfc822Nam¢. The
semarntics of other caIssuers accessLocation hame forms are not defined.

18.3.212 Use of authority key identifier

The AKI is used to identify the public key to be used to verify the.sighature on the attribute certificate in whig¢h this
extengion occurs. It is recommended that the authorityCertIssuer component and| the
authgrityCertSerialNumber component are used together toszidentify and optionally locate the public-key cerfificate
of the|attribute certificate issuer as follows. The GeneralNames' Of the authorityCertIssuer component should be
used tp name the CA which issued the public-key certificate.and also to optionally identify where the public-key cerfificate
can b¢ found when it is available via http, ftp, or ldap&In the latter case, one of the GeneralNames shouldl be a
unifgrmResourceIdentifier as specified in clause™18.3.2.1, and should point to either the LDAP entry holdihg the
publid key-certificate or the filestore directory holding the public-key certificate or the actual file containing the gublic-
key cqrtificate of the attribute certificate issuer.(Thé authorityCertSerialNumber component is used to specjfy the
serial humber of the specific public-key certificate to be used, from the possible set of public-key certificates issued to the
attribute certificate issuer.

18.3.3  Verify privilege delegation

No ddlegator can delegate privilege that is greater than the privilege they own. The domination rule in the atfribute
descriptor attribute providescithe-rules for when a given value is 'less than' another value for the attribute being delegated.

For egch certificate in theZdelegation path, including the direct privilege asserter's certificate, the privilege verifier shall
ensurd that the delegatorwvas authorized to delegate the privilege they own and that the privilege delegated was not greater
than the privilege owned.

py that
deleggtor,dn\accordance with the domination rule for the privilege. The privilege owned by the delegator is obtaineg from
the adjacent certificate in the delegation path, as described in clause 18.2. The comparison of the two privileges is done

18.3.4  Pass/fail determination

Assuming that a valid delegation path is established, the privileges of the direct privilege asserter are provided as input for
the comparison against the privilege policy as discussed in clause 18.1 to determine whether or not the direct privilege
asserter has sufficient privilege for the context of use.

19 PMI directory schema

This clause defines the directory schema elements used to represent PMI information in the Directory. It includes
specification of relevant object classes, attributes and attribute value matching rules.
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19.1 PMI directory object classes

This subclause defines object class definitions for representing PMI objects in the Directory.

19.1.1 PMI user object class

The PMI user object class is used in defining entries for objects that may be the holder of attribute certificates.

pmiUser OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser }

19.1.2 PMI AA ohject class

The PMI AA object class is used in defining entries for objects that act as attribute authorities.

pmi OBJECT-CLASS ::= { -- a PMI AA
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
eeAttrCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-pmiAA }

19.1.3 PMI SOA object class

The PMI SOA object class is used in defining entries for objects that act as sources of authority. Note that if the obje
autho:ljzed to act as an SOA through issuance of a public-key certificate{containing the soAIdentifier exten

directgry entry representing that object would also contain the pkica qbject class.
pmiSQA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
eeAttrCertificateRevocationList |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

D id-oc-pmiSOA }

19.1.4  Attribute certificate CRL distribution point object class

The aftribute certificate CRL distribution. point object class is used in defining entries for objects that contain at
certificate and/or attribute authority(révocation list segments. This auxiliary class is intended to be combined w
crlDistributionPoint structlral object class when instantiating entries. Since the certificateRevocatio
and apthorityRevocationList attributes are optional in that class, it is possible to create entries which conta
example, only an attribute authority revocation list or entries which contain revocation lists of multiple types, dep

on the|requirements.

attCertCRLDistxributionPt OBJECT-CLASS ::= {
SUBCLASS OF ™\ \{top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
eeAttrCertificateRevocationlList |
attributeAuthorityRevocationList}

ct was
ion, a

ribute
th the
hList
n, for
ending

ID id-oc-attCertCRLDistributionPts }

19.1.5 PMI delegation path object class

The PMI delegation path object class is used in defining entries for objects that may contain delegation paths. It will

generally be used in conjunction with entries of structural object class pmiaa.

pmiDelegationPath OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {delegationPath}
ID id-oc-pmiDelegationPath }
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19.1.6  Privilege policy object class

The privilege policy object class is used in defining entries for objects that contain privilege policy information.

privilegePolicy OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {privPolicy}
ID id-oc-privilegePolicy }

19.1.7  Protected privilege policy object class

The protected privilege policy object class is used in defining entries for objects that contain privilege policies protected
within attribute certificates.

protgctedPrivilegePolicy OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN ({protPrivPolicy}
iD id-oc-protectedPrivilegePolicy }

19.2 PMI directory attributes
This spibclause defines directory attributes used to store PMI data in directory entries.

19.2.1] Attribute certificate attribute

The fgllowing attribute contains end-entity attribute certificates issued to a specific holder and is stored in the directory
entry ¢f that holder.

attributeCertificateAttribute ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeCertificate }

19.2.20 AA certificate attribute

The fdllowing attribute contains attribute certificates issuedto an AA and is stored in the directory entry of the holdgr AA.

aACeftificate ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-aACertificate }

19.2.3  Attribute descriptor certificate attribute

The fpllowing attribute contains\attribute certificates issued by an SOA that contain the attributeDescriptor
extengion. These attribute certificates contain the valid syntax and domination rule specification of privilege attributes and
is storpd in the directory entry.of the issuing SOA.

attributeDescriptorCertificate ATTRIBUTE ::= ({
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
D id-at-attributeDescriptorCertificate }

19.2.4 _Attribute certificate revocation list attribute

The fotfowing attribute contains a tistof Tevoked attribute certificates. These Hists may e stored in the ditectory entry of
the issuing authority, or other directory entry (e.g., a distribution point).

attributeCertificateRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelistExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"AttrCertificateRevocationList"}
LDAP-DESC "X.509 Attr certificate revocation list"
ID id-at-attributeCertificateRevocationList }

19.2.5 End-entity attribute certificate revocation list attribute type

A value of the following attribute type contains a list of revoked end-entity attribute certificates.
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eeAttrCertificateRevocationList ATTRIBUTE ::= ({
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"EEAttrCertificateRevocationList"}
LDAP-DESC "X.509 EEAttr certificate revocation list"
ID id-at-eeAttrCertificateRevocationList }

19.2.6  AA certificate revocation list attribute

The following attribute contains a list of revoked attribute certificates issued to AAs. These lists may be stored in the
directory entry of the issuing authority or other directory entry (e.g., a distribution point).

attributeAuthori 1-1‘1'Dn1rnf~=+-i onlist ATTRIBUTE : = {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"AACertificateRevocationList"}
LDAP-DESC "X.509 AA certificate revocation list"
iDp id-at-attributeAuthorityRevocationList }

19.2.71 Delegation path attribute

The de¢legation path attribute contains delegation paths, each consisting of a sequence of attribute certificates.

delegationPath ATTRIBUTE ::= {
WITH SYNTAX AttCertPath
iD id-at-delegationPath }

AttCg¢rtPath ::= SEQUENCE OF AttributeCertificate

This aftribute can be stored in the AA directory entry and would contain:some delegation paths from that AA to othef AAs.
This gttribute, if used, enables a more efficient retrieval of delegated attribute certificates that form frequently used
deleggtion paths. As such, there are no specific requirements fordhis attribute to be used and the set of values that are
stored|in the attribute is unlikely to represent the complete set 6f:delegation paths for any given AA.

19.2.9 Privilege policy attribute

The privilege policy attribute contains information about privilege policies.

privRolicy ATTRIBUTE ::= ({
WITH SYNTAX PolicySyntax
ID id-at-privPolicy*}

The pplicyIdentifier componentincludes the object identifier registered for the particular privilege policy.
If corftent is present, the complete’content of the privilege policy is included.

If poilnter is present, the name component references one or more locations where a copy of the privilege policy fan be
locatefl. If the hash component is present, it contains a HASH of the content of the privilege policy that should be|found
at a referenced location.“This hash can be used to perform an integrity check of the referenced document.

19.2.9 Protected privilege policy attribute

The protected-privilege policy attribute contains privilege policies, protected within attribute certificates.

protRrivPolicy ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
iD id-at-protPrivPolicy }

Note that unlike typical attribute certificates, those within the protPrivPolicy attribute contain privilege policies, not
privileges. The issuer and holder components of these attribute certificates identify the same entity. The attribute that is
included in the attribute certificate contained within the protPrivPolicy attribute is either the privPolicy attribute or
the xm1PrivPolicy attribute.

19.2.10 XML Protected privilege policy attribute

The XML protected privilege policy attribute contains XML encoded privilege policy information.

xmlPrivPolicy ATTRIBUTE ::= {
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WITH SYNTAX UTF8String -- XML-encoded privilege policy information

ID

19.3

id-at-xmlPrivPolicy }

PMI general directory matching rules

This subclause defines matching rules for PMI directory attributes.

1931

Attribute certificate exact match

The attribute certificate exact match rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

attributeCertificateExactMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateExactAssertion

ID

Attri
sex
isg

id-mr-attributeCertificateExactMatch }

buteCertificateExactAssertion ::= SEQUENCE {
ialNumber CertificateSerialNumber,
uer AttCertIssuer,

}

This matching rule returns TRUE if the components in the attribute value match those in the preSented value.

19.3.2

The
Attri

attri

Attribute certificate match

attribute  certificate matching rule compares a presented value with_Jan attribute value of
buteCertificate. This matching rule allows more complex matching thanthe certificateExactMatg

buteCertificateMatch MATCHING-RULE ::= {

SYNTAX AttributeCertificateAssertion

ID

Attri

hol
b«
¢

isg
att
att
-- Af
The
comp(

id-mr-attributeCertificateMatch }

buteCertificateAssertion ::= SEQUENCE ({

der [0] CHOICE {

aseCertificateID [0] IssuerSerial,

olderName [1] GeneralNames,

..} OPTIONAL,

uer [1] GeneralNames OPTIONAL,

tCertValidity [2] GeneralizedTime OPTIONAL,

L Type [3] SET OF AttributeType OPTIONAL,
}

least one component of the ;sequence shall be present

atching rule returns TRUE if all’of the components that are present in the presented value match the correspd
nents of the attribute value as-follows:

— baseCertificateID matches if it is equal to the Issuerserial component of the stored attribute

—  holderName matches if the stored attribute value contains the name extension with the same name {
indicated-in-the presented value;

—  issuet matches if the stored attribute value contains the name component of the same name t
indicated in the presented value;

— «attCertvalidity matches if it falls within the specified validity period of the stored attribute valu
—\ for each attType in the presented value, there is an attribute of that type present in the attri

type

nding

value;
ype as

pe as

e; and

butes

19.3.3

component of the stored value.

Holder issuer match

The attribute certificate holder issuer match rule compares for equality a presented value of the holder and/or issuer
components of a presented value with an attribute value of type AttributeCertificate.

holderIssuerMatch MATCHING-RULE ::= {
SYNTAX HolderIssuerAssertion

ID

id-mr-holderIssuerMatch }

HolderIssuerAssertion ::= SEQUENCE ({
holder [0] Holder OPTIONAL,
issuer [1l] AttCertIssuer OPTIONAL,
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This matching rule returns TRUE if all the components that are present in the presented value match the corresponding
components of the attribute value.

19.3.4  Delegation path match

The delegationPathMatch match rule compares for equality a presented value with an attribute value of type
delegationPath. A privilege verifier may use this matching rule to select a path beginning with a certificate issued by
its SOA and ending with a certificate issued to the AA that issued the end-entity holder certificate being validated.

delegationPathMatch MATCHING-RULE ::= {
SYNTAX DelMatchSyntax
D id-mr-delegationPathMatch }

DelMatchSyntax ::= SEQUENCE {
figstIssuer AttCertIssuer,
lagtHolder Holder,

}

This mpatching rule returns TRUE if the presented value in the firstIssuer component matches theycorrespgnding
elements of the issuer component of the first certificate in the SEQUENCE in the stored value and the>presented value in
the 14stHolder component matches the corresponding elements of the holder component of the last certificatelin the
SEQUENCE in the stored value. This matching rule returns FALSE if either match fails.

19.3.5 Extension presence match

The ektension presence match rule compares for equality a presented object identifier value, identifying a particular
extendion, with the extensions component of a certificate.

extensionPresenceMatch MATCHING-RULE ::= {
SYNTAX EXTENSION. &id
ID id-mr-extensionPresenceMatch }

This matching rule returns TRUE if the certificate contains the particular extension.
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20

SECTION 4 - COMMUNICATIONS CAPABILITIES

Protocol support for public-key and privilege management infrastructures

The purpose of this clause to provide a specification for the transport a general wrapper protocol for the transport of PKI

and/or

20.1

PMI data.

General syntax

The PKI-PMI-Wrapper protocol adds authentication, integrity and optionally confidentiality to protocol data units (PDUS)
used for supporting a PKI and/or a PMI. The wrapping protocol allows inclusion of any type of PDU.

A wrapped PDU Is 1dentified by an Instance of the Tollowing information object class:

FIER.

WRAPRED-PDU ::= TYPE-IDENTIFIER
The WIAPPED—PDU information object class is equivalent to the ASN.1 built information object class TYPE> IDENT]
This information object is used to bind the type of wrapped PDU identified by an object identifier to.the«abstract syntax of
that PDU.
The syntax of the PKI-PMI-Wrapper protocol is given by the following data type
PDU-yrapper ::= SIGNED{TBSPDU-wrapper}
TBSPU-wrapper ::= SEQUENCE {
vexsion Version DEFAULT vl,
signatureAlgorithm AlgorithmIdentifier {{SupportedSignatureAlgorithms}},

cexftPath [0] IMPLICIT PkiPath,
signedAttrs [1] IMPLICIT SignedAttributes OPTIONAL,
conf CHOICE {
¢lear WrappedPDUInfo,
protected EncryptedInfo,
4}
}
SuppgrtedSignatureAlgorithms ALGORITHM ::={...}
SigngdAttributes ::= SET SIZE (2..MAX) OF Attribute{{SupportedSignedAttributes}}
SuppgrtedSignedAttributes ATTRIBUTE.'::= { contentType | messageDigest, ... }

The version component shall take the value v1 or be omitted.

The s
applic
Nd
ag
Nd
mg

The c
comp

The s

i gnatureAlgorithm component shall specify the signature algorithm used for the digital signing from the
hble signature algorithms as'defined by the SsupportedsignatureAlgorithms information object set.

TE 1 — This Specification.does not mandate a specific set of signature algorithms. Reference specifications or implen
eements may replace the.dots with a set of signature algorithms to be supported for a specific environment.

TE 2 — By includirg this component, the signature algorithm is protected by the signature. In addition, the hashing by the rg
y be performed in“a-Single pass, as the hashing algorithm is known at an early stage.

e r tPath.component shall hold the certification path necessary to verify the digital signature given in the sign
nent.

set of

enters'

cipient

hture

butes

data ty

ighedAttrs component shall hold a list of signed attributes as defined by an instance of the Signedattri

na— A A e n A na A dad

The conf component has two alternatives:

20.2

a) The clear alternative shall be taken if confidentiality (encryption) is not required and shall then include an

instance of the WwrappedPDUInfo data type (see clause 20.2).

b) The protected alternative shall be taken if confidentiality is required and shall then include an instance

of the EncryptedInfo data type (see clause 20.3).

Wrapping of non-encrypted protocol data units

The syntax of the wrapped PDU information is specified using the following data type:
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WrappedPDUInfo ::= SEQUENCE {
pduType WRAPPED-PDU. &id ({SupportedPduSet}),
pdulnfo WRAPPED-PDU. &Type ({SupportedPduSet} {Q@pduType}),
R |

SupportedPduSet WRAPPED-PDU ::= {...}
The pduType component shall specify the type of PDU being wrapped.

The pduInfo components shall hold an instance of the wrapped PDU type.

20.3  Wrapping of encrypted protocol data unit

20.3.1  Use of the Diffie-Hellman key agreement method

To engrypt a wrapped PDU requires the establishment of shared symmetric keys. Two types of symmetric keys are'd¢fined.

One type, called the content encryption key and the other type is used to encrypt (wrap) the content encryption,key

and is

called|the key-encryption key. The key agreement technique, known as the Diffie-Hellman (DH) key agreement method
is used by this Specification to establish the key encryption key. This method results in a shared secret that may bg used

for keying material that allows generation of shared, symmetric keys. The DH method has two modes @f operation re
for thip Specification. These modes are the ephemeral-static mode and the static-static mode.

levant

The ephemeral-static mode requires that the recipient have a public-key certificate with a DH public key as certifjed by
the isquing CA. This public-key certificate for the recipient shall be available to the sender:<Fhe sender creates a nqw DH

key pdir for each wrapped PDU it sends. In the way, the shared secret becomes differeiit for each message.

The static-static mode requires each of the communicating entities to have a certified DH public-key certificate.
mode,[the same-shared secret number is created for each wrapped PDU. Thereforg) some random user keying mater|
to be qupplied by the sender to make different keying material for each PDU.

n this
al has

Both methods require both entities in a communication to have the certified end-entity public-key certificate of its pprtner,

as communication goes in both directions.

From the shared secret, key material may be generated as specifiedsby IETF RFC 2631. This key material is then

sed to

create|a so-called key encryption key. This key is used to encrypt a content encryption key (key wrapping). This gontent

encrygtion.

encryﬂtion key is generated by the sender. The key wrapping uses a different algorithm than the one used for orgdinary

NQTE — The key wrapping algorithms used for AES key encryption may be found in IETF RFC 3394. These key wiapping

algorithms are also listed in Annex B.

20.3.20  Encryption information syntax

The efcryption information syntax is defined as:

EncryptedInfo ::= SEQUENCE- {
keyAgreement KeyAgreement OPTIONAL,
eng¢ryptedPdulInfo EncryptedPdulnfo,

}

The kxpyAgreement cOmponent, when present, shall provide the necessary information to perform the Diffie-H
exchange followed.by.the generation of the key encryption key for wrapping the content encryption key. This is d
in clayse 20.3.3/This component may be absent, if the key encryption key is not required to be renewed. Otherwis
compg@nent shalhbe present.

The ehcfyptedPduInfo component shall hold an instance of the EncryptedPdulnfo data type as detailed in

ellman
ptailed
e, this

clause

20.3.5.

20.3.3  Key agreement specification

KeyAgreement ::= SEQUENCE {
senderDhInfo [0] SenderDhInfo,
keyEncryptionAlgorithm SEQUENCE {
algorithm ALGORITHM. &id ({SupportedKeyEncryptionAlgorithm}),
parameters ALGORITHM. &Type ( {SupportedKeyEncryptionAlgorithm} {@.algorithm}),

- b

}
SupportedKeyEncryptionAlgorithm ALGORITHM ::= {...}
SenderDhInfo ::= CHOICE ({
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senderStaticInfo [0] SenderStaticInfo,
senderDhPublicKey [1] SenderDhPublicKey,
}

SenderStaticInfo: := SEQUENCE {
issuer Name,
serialNumber CertificateSerialNumber,
partyAinfo UserKeyingMaterial,
}

SenderDhPublicKey ::= SEQUENCE {
algorithm AlgorithmIdentifier {{SupportedDHPublicKeyAlgorithms}},
publicKey BIT STRING,

}
EncryptedKey ::= OCTET STRING
SuppgrtedDHPublicKeyAlgorithms ALGORITHM ::= {...}

An ingtance of the KeyAgreement data type has the following components:

The senderDhInfo components shall hold an instance of the senderDhInfo data type, which hastwo alternatives:

a) The senderstaticInfo alternative shall be taken if the Diffie-Hellman static=static mode is used. |t shall
identify the sender's DH public-key certificate and additional keying material, 1t shall have the following
components:

—  the issuer component shall hold the value of the issuer compgnent of the sender's DH public-key
certificate;

—  the serialNumber component shall hold the value of the/serialNumber component of the sg¢nder's
DH public-key certificate; and

—  the partyainfo component shall hold a random @etet-string of additional keying material to pnsure
different key encryption keys for each generation,

b) The senderbDhPublicKey alternative shall be taken if the Diffie-Hellman ephemeral-static mode i$ used.
It shall have the following components:

—  the algorithm component shall identify the DH agreement algorithm;
the publicKey components shall’hold the generated DH public-key of the sender.

20.3.4  Generation of keying material

IETF RFC 2631 specifies how keying material is generated from the developed shared secret. It is repeated here fdr easy
reference.

The keying material is produced by providing a hash using the SHA-1 algorithms of the shared secret concatenated with
the DER encoding of an instanee,of the otherInfo data type below. The SHA-1 produces 160 bits of keying matefial. If
that is|insufficient, the hash gperation has to be repeated until sufficient keying material has been produced. The leftmost
part (most significant bits).of the keying material is then used as the key-encryption key.

OthegxInfo ::= SEQUENCE {
keyInfo KeySpecificInfo,
pagtyAInfo [0] EXPLICIT OCTET STRING OPTIONAL,
suppPubInfc [2] EXPLICIT OCTET STRING }

KeySpecificInfo ::= SEQUENCE {

algori+thm ALGORITHM —&id—{{SupportedKeyEncryptionAigorithm} )
counter OCTET STRING SIZE (4) }

The otherInfo data type has the following components:

a) The keyInfo component shall hold an instance of the KeySpecificInfo data type with the following the
components:

—  The algorithm component shall specify the object identifier for the key encryption algorithm, i.e., it
shall have the same value as specified for the KeyAgreement data type above.

—  The counter component shall have the hex value 00 00 00 01 for the first pass for generating keying
material for a specific key and incremented by one for each additional path.
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The partyAInfo component shall be present if the senderstaticInfo alternative was taken for the
SenderDhInfo data type above. Otherwise, this component shall be absent. If present, it shall have the
value supplied in the instance of the SenderStaticInfo data type.

The suppPubInfo shall the length of the generated key encryption key expressed as a 4 octet hex number.

NOTE — If an AES-256 key is generated, the value is then 00 01 00'H.

Encryption encoding

The encryption information syntax is defined as:

EncryptedPdulnfo ::= SEQUENCE {
pduType WRAPPED-PDU. &id ({SupportedPduSet}),
encryptedKey EncryptedKey OPTIONAL,
pdyEnNcTyptionAIgorithm SEQUENCE {
3lgorithm ALGORITHM. &id ({SymmetricEncryptionAlgorithms}),
parameter ALGORITHM. &Type
({SymmetricEncryptionAlgorithms}{@.algorithm})} OPTIONAL,
eng¢ryptedPdu [0] EncryptedPdu,
}
EncryptedKey ::= OCTET STRING
SymmetricEncryptionAlgorithms ALGORITHM ::= {...}
EncryptedPdu ::= OCTET STRING
The EhcryptedPduInfo data type has the following components:
a) The encryptedKey component shall hold the encrypted content encryption key.
b) The pduType component shall specify the type of PDU ta’be-encrypted and transmitted.
€) The pduEncryptionAlgorithm component has the following components:
—  the algorithm component shall specify the identity of the symmetric encryption algorithm; and
—  the parameter component shall include the parameters associated with the symmetric encryption
algorithm, if any.
d) The EncryptedPdu component shall hold the encrypted PDU.

20.4

Sever

Check of PKI-PMI-Wrapper pratocol elements

| checks are independent of the wrapped PDUs. Error codes are defined for different exception conditions for the

PKI-PMI-Wrapper protocol elements, Such error information shall be returned by the wrapped protocol as part| of its

excep

20.4.1

It shodild be checked:

ion handling.

General checking

20.4.2

a) whether{ the version component is specifying an unsupported version and if so, return a
unsupportedWrapperVersion error code;

b) whether the signature algorithm is supported and if not, return an unsupportedSignatureaAlgofithm
error code;

c)»  whether the certificates component contains public-key certificates sufficient to create a certification path
and-ifnot returnan-i ncompleteCexrtRath-Hor code;

d) whether the certification path validates and if not, return a certificationPathFailure error code;

e) whether the digital signature is valid and if not, return an invalidSignature error code;

f)  whether mandatory attributes for the wrapped PDU are included in the signedattrs component and if
not, return a missingMandatoryAttributes error code;

g) whether unwanted attributes for the wrapped PDU are included in the signedattrs component and if so,

return a unwantedAttribute error code;

Specific checking when not encrypting the wrapped PDU

If the clear alternative of the TBSPDU-wrapper data type is taken for the conf component, then for the
WrappedPDUInfo data type check:
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a)

b)

whether the pduType component specifies a supported type and if not, return an unsupportedPduType
error code;

whether the pduType component specifies a PDU out of sequence and if so, return an
unexpectedPduType €error code.

20.4.3  Specific checking when encrypting the wrapped PDU

If the protected alternative of the TBSPDU-wrapper data type is taken for the conf component, then the actions
specified in 20.4.3.1 shall be taken and if encryption is selected, then the actions specified in 20.4.3.2 shall also be taken.

20.4.3.1 Checking of the key agreement specification

The senderDhInfo component of the value of the KeyAgreement data type shall be checked as follows:

a)

b)

It the senderStaticInfo component Is taken, then:

—  check whether the issuer and serialNumber components together identify an available-DH public-
key certificate for the sender and if not, return an unknownDHpkCetificate error code,

—  check whether the partyainfo component holds 64 octets of random keying material and [if not,
return an invalidKeyingMaterial error code;

if the senderDhPublicKey alternative is taken, then:

—  check whether the algorithm component identifies a DH public-key algorithm that is equalfto the
one specified by the DH public-key certificate held by the\recipient and if not, |return
dhAlgorithmMismatch error code,

—  check whether the publicKey component holds a valid *DH public-key and if not, retdrn an
invalideDhPublickey €rror code;

The kpyEncryptionAlgorithm component of the value of the KeyAgreement data type shall be checked as follpws:

a)

b)

20.4.32 Checking of the encrypted PDU information
The value of the EncryptedPduln£d data type shall be checked

a)

b)

c)

d)

e)

9)

check whether the algorithm component identifies a supported key wrapping algorithm and if not,|return
an unsupportedKeyWrappingAlgorithm error code;

check whether the presence or absent of the parameters component is as according to the type of algprithm
and if not, return a keyEncAlgorithmParametersMissing error code or
keyEncAlgorithmParametersNotAllewéd error code, as appropriate.

whether the pduType component specifies a supported PDU type and if not, returps an
unsupportedPduType &rror code;

whether the pduType component specifies a PDU out of sequence and if so, returps an
unexpectedPduType error code;

whether the (pduEncryptionAlgorithm components identify a supported symmetric encryption
algorithm andhif not, return an unsupportedSymmetricKeyAlgorithm error code;

whether ‘the presence or absence of the parameter component of the pduEncryptionAlgofithm
compenent is as according to the type of algorithm and if not, returps a
keySymAlgorithmParametersMissing error code or keyEncAlgorithmParametersNotAl}lowed
error code, as appropriate.

whether the parameter component of the pduEncryptionAlgorithm component, if present, has the right

whether the encryptedPdu component holds a valid PDU after decryption by the decrypted content
encryption key and if not, returns decryptionFailed error code;

whether the decrypted PDU is of a type corresponding the type specification in the pduType component
and if not, returns an invalidPduSyntax error code.

20.5 PKI-PMI-Wrapper error codes
The following error codes are defined the PKI-PMI-Wrapper:

PkiWaError :

:= ENUMERATED {

unsupportedWrapperVersion (0),
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unsupportedSignatureAlgorithm (1),
incompleteCertPath (2),
certificationPathFailure (3),
invalidSignature (4),
missingMandatoryAttributes (5),
unwantedAttribute (6),
unsupportedPduType (7),
unexpectedPduType (8),
invalidPduSyntax (9),
unknownDHpkCetificate (10),
invalidKeyingMaterial (11),
dhAlgorithmMismatch (12),
invalideDhPublickey (13),
unsupportedKeyWrappingAlgorithm (14),
keyEreAlgeri-thmParametersMissing (15)
keyEncAlgorithmParametersNotAllowed (16),
invyalidParmsForSymEncryptAlgorithms (17),
de¢ryptionFailed (18),
}
21 Authorization and validation list management
21.1 General

To support the creation and maintenance of authorization and validation lists (AVLs);.communications between inyolved
entities is required.

AVL management may involve entities constrained with respect to procgssing power, storage, bandwidth, etc. In this
envirgnment, protocol overhead should be kept to a minimum.

This gpecification provides specification for two protocols for AVL'management. The authorization and validation
management protocol (AVMP) is used between an authorizer -and an AVL entity for AVL management. TTe CA
subscifiption protocol (CASP) is used between an authorizer andha CA at which the authorizer subscribes to publlic-key
certifigate status. The CASP protocol may also be used by arelying party that requires revocation information thrpugh a
subsctiption service with appropriate CAs. Each of these protocols comprises a number of PDU types.

21.2 Defined protocol data unit (PDU) types
The fqllowing PDU types are defined for the-AVMP and the CASP:

Av1lPduSet WRAPPED-PDU ::= ({
cextReq |
cexftRsp |
adqAvlReq |
adqAvlRsp |
replaceAvlReq |
replaceAvlRsp |
deleteAvlReq |
deleteAvlRsp, |
rejectAVL }
ceftSubscribeReq |
cextSubscribeRsp |
cextUnsubscribeReq |
cextUnsubscribeRsp |
certReplaceReq |
certReplaceRsp |
rejectCAsubscribe,

}

21.3 Checking of received PDU

When a message is received, the wrapping part of the message shall be checked as specified in clause 20.4. If an exception
condition is encountered, the resulting error code shall be returned to the sender. If the checks specified in clause 20.4 have
been completed without detecting an exception condition, the recipient shall perform a number of validation steps on the
wrapped PDU. If this e validation fails at any step, no further validation is necessary and the recipient shall return an
appropriate error code. Error codes for the WLMP and CASP are specified in clauses 21.4.7 and 21.5.8.
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A number of checks are common across different PDU types. It shall be checked:

a)

b)

whether the version component of the PDU is supported and if not, returns an
unsupportedAVMPversionOrunsupportedCASPversionenbrcode,asappropﬁam;

whether the sequence component holds a valid sequence number and if not, returns a sequenceError
error code as specified in clause 21.4.7 for the WLMP and in clause 21.5.8 for CASP.

21.4 Authorization and validation management protocol

21.4.1  Authorization validation management introduction

The authorization and validation management is concerned with how the authorizer maintains AVL information within
the AVL entities it supports. It comprises a set of PDU exchanges as detailed in the following.

It sha‘l be the

entitiep it serves. Each AVL entity shall be supplied with:

21.4.2  Authorization and validation management protocol common compaonents

same trusted CA that has certified the end-entity public-key certificates for the authorizer and’thg AVL

its own end-entity public-key certificate and corresponding private key to be used forqdigital signature
generation;

if encryption is required for some types of communications with that AVL entity, its-DH end-entity public-
key certificate and corresponding private key used for key agreement according)to the Diffie-Hg¢liman
method; and

the CA certificate of the issuing CA for above two end-entity public-key.certificates.

Some [components are common across different content types. The WLMPcommonComponents data type comprise$ these

compagnents.

AVMP¢ommonC
vexsion
timeStamp
sequence

}

AVMPYersion :

AVMPgequenc

The ayMPcommonComponents data type has-the-following components.

omponents ::= SEQUENCE {
AVMPversion DEFAULT vl,
GeneralizedTime,
AVMPsequence,

:= ENUMERATED { v1(1l), v2(2) A\W¥v3(3), ... }

e ::= INTEGER (1..MAX)

a) The version component shall'hold the version of the AVMP. The current version is version v1.
b) The timestamp compenent shall be the GMT (UTC) generalized time at which the content was cregted.
€) The sequence component shall take the value O for the first message sent for a given value of the
timeStamp compohent and be incremented by one for each message sent for the same value of thq time
component, \When the time component change from sending one message to sending the next, the sequence
number shalDrestart at the value 0. The purpose is:
— tosallow detecting of replay of messages caused by an error or by an adversary;
—"\to pair requests and responses; and
~  to detect missing messages.
21.4.3 ““Public-key certificate management
certReq WRAPPED-PDU ::= {
CertReq
IDENTIFIED BY id-certReq }
CertReq ::= SEQUENCE ({
COMPONENTS OF AVMPcommonComponents,

}

The certReq

PDU type is used by an AVL entity to initialization information allowing that AVL entity to participate in

communication with the authorizer.

Instances of this PDU type shall be sent without encryption. The signature shall be generated using the private key of the

AVL entity.
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CertReq ::= SEQUENCE ({
COMPONENTS OF AVMPcommonComponents,
}

The certReq data type specifies the syntax of the wrapped PDU content and has the following components:

a) The components of the AVMPcommonComponents data type is specified in clause 21.5.2. The sequence
component shall take the value 0.

The authorizer shall check the validity of the request:
a) by checking as specified in clause 21.4;

b) by checking whether the sender is a recognized AVL entity and if not return an unknownAvLentity error
code.

certRsp WRAPPED-PDU ::= {
CertRsp
IDENTIFIED BY id-certRsp }

The afithorizer shall use the certRsp PDU type to respond to the certificate request.

CertRsp ::= SEQUENCE ({
CONIPONENTS OF AVMPcommonComponents,
regult CHOICE {
guccess [0] CertOK,
failure [1] CertErr,

-}
}
CertQK ::= SEQUENCE ({

dhGQert Certificate,
}

CertErr ::= SEQUENCE {
nofOK CHOICE {

wrErr PkiWrErr,

avmpErr AVMP-error,

R O
note Notification OPTIONAL,

}
The certRsp data type specifies the syntax ofithe wrapped PDU and has the following components:

a) The components of the AVMPcommonComponents data type is specified in clause 21.5.2. The segfence
component shall take the-value 0.

b) The result component has the following two alternatives:

—  The success alternative shall be taken if the request was accepted. The dhcert component shajl hold
the DH"end-entity public-key certificate owned by the authorizer.

—  Theé failure alternative shall be taken if the request fails. It shall have the following component:
ThesavMP-error data type as specified in clause 21.4.7.
21.4.4  Add:authorization and validation list

addAvlReq CONTENT-TYPE ::= {

AddAxi] Reqg
IDENTIFIED BY id-addAvlReq }

The authorizer uses the addav1Req content type to initiate the addition of an AVL to an AVL entity.

AddAvlReq ::= SEQUENCE {
COMPONENTS OF AVMPcommonComponents,
certlist CertAVL,

}
The addAv1Req data type specifies the syntax of the actual content and has the following components:

a) The components of the AVvMPcommonComponents data type are specified in clause 21.5.2. The sequence
component shall take the value 1.

b) The certList component shall hold the AVL to be added to the AVL entity.
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The recipient AVL entity shall check the validity of the request:

a) by checking as specified in clause 21.4;

b) by checking the validity of the signature on the received AVL and if invalid, return an

invalidAvlSignature error code;

c) by checking whether all the AVL mandatory components are present and if not, return a

missingAvlComponent error code;

d) by checking whether the version component on the received AVL validation list specifies a sup
version and if not, return an invalidAvlVersion error code;

ported

e) if the serialNumber component is present in the received AVL, then check whether an AVL with the

same value already exists and if so, return a duplicateAVL error code;

f—ifthesezzar 54 i i i
serialNumber component already exists and if so, return a duplicateAVL error code;

nbsent

g) by checking whether the constrained component of the received AVL corresponds to thergapabilities of

the AVL entity and if not, return a constrainedRequired error code Or a nonConstrainedReq;
error code, as appropriate;

h) for each element of the entries component of the received AVL:

— by checking whether the idType component contains a valid alterfative and if not, re
protocolError error code;

— ifthe certIldentifier alternative is chosen, then:

hired

furn a

i) by checking whether the certIdentifier componenticontains a valid alternative and if not ,

return a protocolError,

ii) if the entityGroup alternative is taken and the éonstrained component has the value
return a notAllowedForConstrainedAVLEntity error code;

— by checking whether the scope component holds:ssome unsupported scope restrictions, an if so,
an unsupportedScopeRestriction error Code;

— by checking whether the entryExtensions component contains an unsupported critical ext
and if so, return an unsupportedCriticalEntryExtension error code;

j) by checking whether the AVL contains an unsupported critical extension and if so, rety
unsupportedCriticalExtension\efror code;

k) by checking whether the maximum number of AVLs has been exceeded by the new AVL and if so,
a maxAVLsExceeded error code.

NOTE — Maximum limit might be just a single AVL.

addAvy1lRsp CONTENT-TYPE ::= {
AddAv1Rsp
IDENTIFIED BY id-addAvlRsp }
The rdcipient AVL entity(shall use the addav1Rsp content type to report the outcome of an add AVL
AddAY1Rsp ::= SEQUENCE {
CONIPONENTS -OF AVMPcommonComponents,
regult CHOICE {
uccess [0] AddAv1OK,
ailure [1] AddAvlErr,

},

TRUE,

return

BNsion

n an

return

AddAV1OK ::= SEQUENCE {

ok

NULL,

AddAv1Err ::= SEQUENCE ({
notOK AVMP-error,

The addav1rsp data type specifies the actual content and has the following components:

126

a) The components of the AVvMPcommonComponents data type is specified in clause 21.5.2.
b) The result component has the following two alternatives:
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—  The success alternative shall be taken if the addition of an AVL was performed successfully;
—  The failure alternative shall be taken if the addition of an AVL failed. The AvMP-error data type
is specified in clause 21.5.7.
21.4.4 Replace authorization and validation list

replaceAvlReq CONTENT-TYPE ::= {
ReplaceAvlReq
IDENTIFIED BY id-replaceAvlReq }

The authorizer uses the replaceaAvlReq content type to initiate the replacement of an AVL at an AVL entity. It shall be
used when changes to the AVL have occurred.

ReplﬁceAaneq_;;=_SEQHENPF {
CONPONENTS OF AVMPcommonComponents,

olq AvlSerialNumber OPTIONAL,
newy CertAVL,

}

The ReplaceAvlReq data type specifies the actual content and has the following components:

a) the components of AVvMPcommonComponents data type as specified in clause 2152

b) the o1d component, when present, shall hold the serial number of the old AV[..and it shall be absent if the
authorizer expects that an AVL with no sequence number exits; and

c) the new component shall hold the replacement AVL.

The AVL entity shall verify the validity of the request by checking:
a) asspecified in 21.5.3 items a) to j);

b) ifthe o1d component was present in the request, then checkwhether the AvlSerialNumber value spgcified
in that component matches the AvlserialNumber Of @local authorization validation list and if not,|return
an unknownAvl error code;

c) if the o1d component was absent in the requesty.then check whether there locally is just a single AL and
that AVL is without the serialNumber component and if not, return an unknownavl error code.

replaceAvlRsp CONTENT-TYPE ::= ({
ReplaceAvlRsp
IDENTIFIED BY id-replaceAvlRsp }

The AVL entity shall use the replaceavlRsp content type to report the outcome of an AVL replace request.

ReplaceAvlRsp ::= SEQUENCE {
CONIPONENTS OF AVMPcommonComponents,
regult CHOICE {

guccess [0] MRepAv1OK,

failure [1]/.-RepAVlErr,

S

}

RepAvV1OK ::= SEQUENCE {
ok NULL,

}

RepAV1Err  ::= SEQUENCE {
notOK” AVMP-error
}

The ReplaceAvlRsp data type specifies the syntax of the actual content and has the following components:

—  The components of the AVMPcommonComponents data type as specified in clause 21.5.2.
—  The result component has the following two alternatives:
a) The success alternative shall be taken if the replacement of an AVL was performed successfully,
b) The failure alternative shall be taken if the replacement of an AVL failed. The AvMP-error data
type is specified in clause 21.5.7.

21.45 Delete authorization and validation list
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deleteAvlReq CONTENT-TYPE ::= ({
DeleteAvlReq
IDENTIFIED BY id-deleteAvlReq }

The authorizer uses the deleteAvlReq content type to initiate deletion of an AVL at an AVL entity.

DeleteAvlReq ::= SEQUENCE {
COMPONENTS OF AVMPcommonComponents,
avl-Id AVLSerialNumber OPTIONAL,

}

The DeleteAvlReq data type specifies the syntax of the actual content and has the following components:
a) The components of AVMPcommonComponents data type as specified in clause 21.5.2.

h) The avl-1d compaonent, when present, shall idnnfify the AV to be deleted

The rgcipient AVL entity shall verify the validity of the request by checking
a) asspecified in clause 21.4;

b) if the avli-id component was present in the request, then check whether the AlvseriaiNumber value
specified in that component matches the AvlserialNumber of a local AVL, and 'if not, retrn an
unknownAVL error code;

c) if the avl-id component was absent in the request, then check whether there\locally is just a singlg AVL
and that AVL is without the serialNumber component and if not, return\afdnknownAVL error coge.

deleteAvlRsp CONTENT-TYPE ::= {
DeleteAvlRsp
IDENTIFIED BY id-deleteAvlRsp }

The rdcipient AVL entity shall use the deleteAvlRsp content type to reportithe outcome of a delete AVL request

DeleteAvlRsp ::= SEQUENCE {
CONIPONENTS OF AVMPcommonComponents,
regult CHOICE {

guccess [0] DelAvlOK,
failure [1] DelAvlErr,
-}
}

DelAV1OK ::= SEQUENCE {

ok NULL,
}
DelAvVl1Err ::= SEQUENCE {

no{OK AVMP-error,
}

The DgleteAvlRsp data type-specifies the syntax of the actual content. It has the following components:
The cgmponents of the AVMPcommonComponents data type as specified in clause 21.5.2.
The result compenént has the following two alternatives:

a) The/success alternative shall be taken if the deletion of an AVL was performed successfully.

p)\7“The failure alternative shall be taken if the deletion of an AVL failed. The AvMP-error data fype is
specified in clause 21.5.7.

21.4.6  Authorization and validation list reject
rejectAVL CONTENT-TYPE ::= {
RejectAVL
IDENTIFIED BY id-rejectAVL }

The rejectavL content type is used by the authorizer to report problems with a response from the AVL entity.

RejectAVL ::= SEQUENCE {
COMPONENTS OF AVMPcommonComponents,
reason AVMP-error,

}
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The RejectAVL data type specifies the syntax of the actual content and has the following components:

a) The sequence component of the AvMPcommonComponents data type shall take the same value as in the
response on which it is reporting.

b) The avMP-error as specified in clause 21.5.7.

The authorizer shall verify the validity of a received response by checking
a) asspecified in clause 21.4.

21.4.7  Authorization and validation list error codes

A value of the AvMP-error data type is used by an AVL entity to report an error when processing a request from the
authorizer. It is also used by an authorizer to reject a faulty response from an AVL entity.

AVMPierror ::= ENUMERATED ({
noReason (0),
unknownAvlEntity (1),
unknownContentType (2),
ungupportedAVMPversion (3),
migsingContent (4),
migsingContentComponent (5),
invYalidContentComponent (6),
sequenceError (7),
pr9gtocolError (8),
invalidAvlSignature (9),
duplicateAVL (10),
migsingAvlComponent (11),
invalidAvlVersion (12),
notAllowedForConstrainedAVLEntity (13),
conjstrainedRequired (14),
norfConstrainedRequired (15),
ungupportedCriticalEntryExtension (16),
ungupportedCriticalExtension (17),
maxAVLsExceeded (18),
unknownCert (19),
unknownAVL (20),
ungupportedScopeRestriction (21),

}

The fqllowing authorization and validation list error codes are defined:

a) the noReason value shall be selected when no other error code is applicable;

b) the unknownContentType value shall be selected if the content type is not known by the receiver;

€) theunsupportedAvMPyersion Value shall be selected if a request or response content specified an AVMP
version not supported;

d) themissingContent value shall be selected when the request or response did not include a content

e) the missing€ontentComponent value shall be selected when a request or response did not incjude a
mandatafyycomponent;

f) the invalidContentComponent Vvalue shall be selected when an unexpected component was inclyded in
adequest or response;

g)-the sequenceError value shall be selected when:

— anend entity receives a request content of the addav1Req content type that did not have the seqhence
componentsettot;

— an end entity receives a request content not of the addaviReq content type that did not have the
sequence COmMponent set to one more than for the previous request; or

—  anauthorizer receives a response content with a sequence component value different from the one in
the corresponding request content;

h) the protocolError value shall be selected when a protocol error is encountered;
i) the invalidSignature Vvalue shall be selected when the signature on an AVL is invalid;

j)  the duplicateAvL value shall be selected when the authorizer attempts to add an already existing AVL to
an end entity;

Rec. ITU-T X.509 (10/2016) 129


https://standardsiso.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

215

21.5.1

The @
necesy
constr|

Beforg
end er]

This S
or by

The C|
21.5.2

Some

k) the missingAvlComponent value shall be selected when a received AVL is missing a mandatory
component;

) the invalidavlVersion value shall be selected when an unsupported authorization validation list version
is received;

m) the notAllowedForConstrainedAVLEntity shall be selected if a component is included that is not
allowed by a constrained AVL entity;

n) the constraintRequired Vvalue shall be selected when the end entity requires an AVL with the
constraint component set to FALSE,;

0) the nonConstraintRequired Value shall be selected when the end entity requires an AVL with the
constraint component set t0 TRUE;

p) the un upportedCriticalEntryExtension value shall he selected when a received AVL contains an
unsupported critical entry extension;

g) the unsupportedCriticalExtension Vvalue shall be selected when a received AVL'contalns an
unsupported critical extension;

r) the maxAvVLsExceeded value shall be selected when the addition of an AVL would bring the nuniber of
AVLs beyond a locally determined value;

s) the unknownCert Vvalue shall be selected when an unknown public-key certificate was referenced in an
update request;

t) the unknownAVL value shall be selected when an end entity receives @ content including a value [of the
AvlSerialNumber data type that did not match any local AVL;

u) the unsupportedScopeRestriction Value shall be selected when an unsupported scope restrictign was

Certification authority subscription protocol

Certification authority subscription introduction

included in an AVL.

A subscription is concerned with how the authorizer, maintains AVL status information by subscribing
ary information from relevant CAs. It is only relevant for authorizer supporting authorization validation li
hint end entities.

subscribing to maintenance information, the authorizer needs to know the exact certification configuration
tities it supports. The following information*is necessary to establish:

a) The end-entity public-key cettificates for the AVL entities for which AVL support is to be provided

b) For each AVL entity from a), the end-entity public-key certificates for the AVL entities to
communications are possible.

¢) The CA-certificates-and trust anchor information necessary to establish any necessary certification p|

pecification does not.gives details on how an authorizer obtains this information. It could be by local configy
hbstract of a centralized database.

ASP compriseSa-set of CMS exchange types as detailed in the following.

Certifiecation authority subscription common components

components are common across different content types. The CASPcommonComponents data type comprise

to the
5ts for

or the

which

ath.

ration

these

compagnents.
CASPcommonComponents ::= SEQUENCE {
version CASPversion DEFAULT vl,
sequence CASPsequence,
}
CASPversion ::= ENUMERATED { v1(1l), v2(2), v3(3), ... }
CASPsequence ::= INTEGER (1..MAX)

The cAsPcommonComponents data type has the following components.

The version component shall hold the version of the CASP. The current version is version v1.
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The sequence component shall hold a sequence number of a message being sent. The sequence number is used:
a) to allow detection replay of messages caused by an error or by an adversary;
b) to pair requests and responses; and
c) to detect missing messages.

2153  Public-key certificate subscription

certSubscribeReq CONTENT-TYPE ::= {

CertSubscribeReq
IDENTIFIED BY id-certSubscribeReq }

The authorizer uses the certSubscribeReq content type to request a specific CA to supply status information about
public-key certificates issued hy this CA relevant for the AVI s supported by the autharizer

CertSubscribeReq ::= SEQUENCE ({
CONIPONENTS OF CASPcommonComponents,
cexts SEQUENCE OF SEQUENCE {

gubject Name,
gerialNumber CertificateSerialNumber,
},

}
The cgrtsSubscribeReq data type specifies the syntax of the actual content and has the following components:
a) The components of the CASPcommonComponents data type as specified_in clause 22.6.2.

b) The certs component shall identify a list of end-entity public-key ‘eertificates, for which the authorizer
requests information about status changes. It has the following subcomponents for each element:

—  the subject subcomponent shall be the name of the“entity for which the end-entity public-key
certificate has been issued;

—  the serialNumber subcomponent shall be the serial number for the end-entity public-key cerfificate
in question.

The CA shall verify the validity of the request by checking:
a) as specified in clause 21.4;

b) each element of the certs component for validity, i.e., whether it identifies an end-entity public—key
certificate issued by the CA. If not, an unknownCert status code shall be returned in the correspgnding
element of the response.

cert§ubscribeRsp CONTENT-TYPE ::= {
CertSubscribeRsp
IDENTIFIED BY id-certSubscribeRsp }

The ClA shall use the certSubscribeRsp content type to report the outcome of the subscription request.

Cert3ubscribeRsp ::="“SEQUENCE ({
CONIPONENTS OF CASPcommonComponents,
regult CHOICE {

guccess [0] CertSubscribeOK,

failure [1] CertSubscribeErr,

N

}

Cert3ubscribeOK ::= SEQUENCE (SIZE (1..MAX)) OF CHOICE {

ok [0] SEQUENCE {
cert Certificate,
status CertStatus,

revokeReason CRLReason OPTIONAL,

..o},
not-ok [1] SEQUENCE {

status CASP-CertStatusCode,
..},
}
CASP-CertStatusCode ::= ENUMERATED ({
noReason (1),
unknownCert (2),

}
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CertStatus ::= ENUMERATED {
good (0),
revoked (1),
on-hold (2),
expired (3),

}

CertSubscribeErr ::= SEQUENCE ({
code CASP-error,

}

The certSubscribeRsp data type specifies the actual content and has the following components:

The components of the CASPcommonComponents data type as specified in clause 21.6.2.

The r

The ¢
Each ¢

2154

bsult component has the following two alternatives:

a) The success alternative shall be taken if the subscription was accepted for at least one-public-key

certificate. It shall then hold a value of the CertSubscribeOK data type.
b) The failure alternative shall be taken if the evaluation of the request failed to a degree where no

results

could be returned. It shall then hold a value of the CertSubscribeErr data type'.JThe CASP-errgr data

type is specified in clause 21.6.8.

brtSubScribeOK shall include an element for each public-key certificate specified.ifthe request in the same
lement has two alternatives:

a) The ok alternative shall be taken when public-key certificate information was successfully retrieved
the following components:

—  the cert component shall hold the public-key certificate for the requested subject;

— the status component shall hold the status of thé.public-key certificate and shall take o
following values:

i) the good value signals that the represented public-key certificate can be trusted,

ii) the revoked value signals that the represented public-key certificate has been revoked a
no longer be trusted,

iii) the on-hold value signals that the represented public-key certificate has been put on hold
and should not be trusted forthe time being,

iv) the expired value signals that the represented public-key certificate has expired and
longer be trusted;

order.

It has

ne the

nd can

status

Cannot

—  the revokeReason Component may be present when the status component is set to revoked, and

shall otherwise e absent. When present, it shall indicate the reason for the revocation as defi
clause 9.5.3.1!

b) The not-ok alternative shall be taken when a corresponding public-key certificate was not identifie
—  the né~reason status code shall be returned when no other code is applicable;
— theunknownCert status code shall be selected when the corresponding element in the request ¢
identify a public-key certificate issued by the CA.

Public-key certificate un-subscription

cert(

hed in

p=m

id not

nsubscribeReq CONTENT-TYPE ::= {

———————————————€CertUnsubscribeReq

IDENTIFIED BY {id-cmsct 10} }

The authorizer uses the certUnsubscribeReq content type to request a specific CA to stop supplying status information
about public-key certificates issued by that CA.

CertUnsubscribeReq ::= SEQUENCE ({
COMPONENTS OF CASPcommonComponents,
certs SEQUENCE OF SEQUENCE ({

subject Name,
serialNumber CertificateSerialNumber,

N
}

The certUnsubscribeReq data type specifies the actual content and has the following components:
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The components of CASPcommonComponents data type as specified in clause 22.6.2.

The certs component shall identify a list of public-key certificates for which, the authorizer requests stop
for information about status changes. It has the following subcomponents for each public-key certificate:

—  The subject subcomponent shall be the name of the entity to which the public-key certificate has
been issued.

—  The serialNumber subcomponent shall be the serial number for the public-key certificate in question.

The CA shall verify the validity of the request by checking:

a) asspecified in clause 21.4;
b) each element of the certs component for validity, i.e., whether it identifies a public-key certificate issued by
the CA. If not, an unknownCert status code shall be returned in the corresponding element of the response.
certUnsubscribeRsp CONTENT-TYPE ::= ({
CertUnsubscribeRsp
IDENTIFIED BY id-certUnsubscribeReq } }

The CA shall use the certUnsubscribeRsp content type to report the outcome of the un-subscription.fequest.

certl
IDH
Certl
res

1

Certl
ok

d
S

not

g

Certl(

ult

- 1
}

.-}
-ok
tatus
..},

}

code

The c
Thec
The r

}

a)

b)

nsubscribeRsp CONTENT-TYPE ::= {
NTIFIED BY id-certUnsubscribeRsp }

nsubscribeRsp ::= SEQUENCE {
CONIPONENTS OF CASPcommonComponents,

uccess [0] CertUnsubscribeOK,
ailure [1] CertUnsubscribeErr,

nsubscribeOK ::= SEQUENCE (SIZE (1..MAX)) OE.CHOICE {

ubject Name,
erialNumber CertificateSerialNumber,

nsubscribeErr ::= SEQUENCE {

brtSubscribeRsp data type specifies the actual content and has the following components:
mponents of the CASPcommonComponents data type as specified in clause 21.6.2.

esult componeént+has the following two alternatives:

CertUnsubscribeRsp

CHOICE {

[0] SEQUENCE {

[1] SEQUENCE {
CASP-CertStatusCode,

CASP-error,

The,'success alternative shall be taken if the subscription was accepted for at least one public-key
certificate. It shall then hold a value of the certUnsubscribeOK data type.

The failure alternative shall be taken if the evaluation of the request failed to a degree where no fesults
could be returned. It shall then hold a value of the CertUnsubscribeErr data type. The CASP-grror

data type is specified in clause 21.6.8.

The certUnsubScribeOK includes an element for each public-key certificate specified in the request in the same order.
Each element has two alternatives:

a)

b)

The ok alternative shall be taken when public-key certificate information was successfully retrieved. It has
the following components:

—  the subject component shall hold the name of the subject to which the public-key certificate had been
issued,;

—  the serialNumber component shall hold the serial number for the public-key certificate.
The not-ok alternative shall be taken when a corresponding public-key certificate was not identified.
—  the no-reason status code shall be returned when no other status code is applicable;
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—  the unknownCert status code shall be selected when the corresponding element in the request did not
identify a public-key certificate issued by the CA.

The error alternative shall be taken if the evaluation of the request failed to a degree where no results could be returned.
The CASP-error data type is specified in clause 21.6.8.

2155 Public-key certificate replacements

certReplaceReq CONTENT-TYPE ::= ({
CertReplaceReq
IDENTIFIED BY id-certReplaceReq }

The CA shall use the certReplacementReq content type to submit replaced end-entity public-key certificates to the
authorizer.

CertieplaceReq ::= SEQUENCE ({
CONIPONENTS OF CASPcommonComponents,
cexts SEQUENCE OF SEQUENCE ({

old CertificateSerialNumber,
new Certificate,

..},

}
The cgrtReplacementReq data type specifies the actual content and has the following compenents:

a) The components of the cCASPcommonComponents data type as specified-inclause 21.6.2.

b) The certs component shall identify a list of public-key certificateZreplacements. It has the following
subcomponents for each public-key certificate:

—  The o1d subcomponent shall hold the identification of theqpublic-key certificate to be replaced.
—  The new subcomponent shall hold the replacement ptiblic-key certificate.

The authorizer shall verify the validity of the request by checking:
a) as specified in clause 21.4;
b) each element of the certs component for validity:

—  whether the o1d subcomponent identifies a public-key certificate at the authorizer and if rjot, an
unknownCert Status code shall be,returned in the corresponding element of the response;

b) each element of the certs compgnent for validity, i.e., whether it identifies a public-key certificate [issued
by the CA. If not, an unknownCert status code shall be returned in the corresponding element |of the
response.

certReplaceRsp CONTENT-TYPE ~ <= ({
CertReplaceRsp
IDENTIFIED BY id-certReplaceRsp }

The afithorizer shall use the certReplacementRsp content type to report the outcome of the subscription request.

CertReplaceRsp :.:= SEQUENCE {
CONIPONENTS OF “CASPcommonComponents,
regult CHOICE {
success [0] CertReplaceOK,
failure [1] CertReplaceErr,
%
}
CertReplaceOK ::= SEQUENCE (SIZE (1..MAX)) OF CHOICE ({
ok [0] SEQUENCE {
issuer Name,

serialNumber CertificateSerialNumber,

..o},
not-ok [1] SEQUENCE {

status CASP-CertStatusCode,
..},
}
CertReplaceErr ::= SEQUENCE {
code CASP-error,

}
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The certReplaceRsp data type specifies the actual content and has the following components:

The components of the CASPcommonComponents data type as specified in clause 21.6.2.

The result component has the following two alternatives:

a) The success alternative shall be taken if the subscription was accepted for at least one publ
certificate. It shall then hold a value of the CertReplaceOK data type.

17 (E)

ic-key

b) The failure alternative shall be taken if the evaluation of the request failed to a degree where no results
could be returned. It shall then hold a value of the certReplaceErr data type. The CASP-error data type

is specified in clause 21.6.8.

The certReplace data type includes an element for each public-key certificate specified in the request in the same order.
Each element has two alternatives:

21.5.6
cert(

IDE

The C
certifi

Certl(

CONIPONENTS OF CASPcommonComponents,

cex

S
g
[«

The c

a) The ok alternative shall be taken when public-key certificate information was successfully retrieved
the following components:

—  the subject component shall hold the name of the subject to which the public-key certificate ha
issued;

—  the serialNumber component shall hold the serial number for the public-key,egrtificate.
b) The not-ok alternative shall be taken when a corresponding public-key certificate“was not identifie
—  the no-reason status code shall be returned when no code is applicable;
—  the unknownCert status code shall be selected when the correspending element in the request ¢
identify a public-key certificate issued by the CA.
End-entity public-key certificate updates

pdateReq CONTENT-TYPE ::= {
CertUpdateReq
NTIFIED BY id-certUpdateReq }

A shall use the certUpdateReq content type to submitt0'the authorizer updated status information on publ
Cates.

pdateReq ::= SEQUENCE {

ts SEQUENCE (SIZE (1..MAX)) OF. SEQUENCE {
ubject Name,

erialNumber CertificateSerialNumber,
ertStatus CertStatus,

S
}

br tUpdateReq data type-specifies the actual content and has the following components:

a) The compongnts of the CASPcommonComponents data type as specified in clause 21.6.2.

b) The certs-component shall identify a list of updates to public-key certificate. It has the fol
subcomponents for each element:

-\ The subject subcomponent shall hold the identification of the end-entity public-key certificat
replaced.

—  The serialNumber subcomponent shall identify the end-entity public-key certificate or whig
status information is available.

It has

H been

id not

ic-key

owing

b to be

h new

—  The certsStatus shall hold the updated status information for the end-entity public-key certificate in

question.

The authorizer shall verify the validity of the request by checking:

a) asspecified in clause 21.4;
b) each element of the certs component for validity by checking—:

—  whether the subject subcomponent identifies a new entity and if not, return an unknownSubject

error code;

—  whether the serialNumber subcomponent identifies a known public-key certificate and if not,
an unknownCert error code;
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—  whether the certstatus subcomponent has a valid value and if not, return an unknownCertStatus

error code.

certUpdateRsp CONTENT-TYPE ::= {

CertUpdateRsp

IDENTIFIED BY id-certUpdateRsp }

The authorizer
public-key cert

shall use the certUpdateRsp content type to report the outcome of the updates to status information on
ificates.

CertUpdateRsp ::= SEQUENCE {
COMPONENTS OF CASPcommonComponents,

result
success

.
}

CertUpdateOK ::= SEQUENCE (SIZE (1..MAX)) OF CHOICE {

ok
ubject

w—1n

b,

not-ok [1] SEQUENCE {
gtatus CASP-CertStatusCode,
..},
}
CertUpdateErr ::= SEQUENCE {
code CASP-error,

}

The cgrtUpdateRsp data type specifies the actual content and has thefollowing components:
The cAsPcommonComponents data type as specified in clause,21¢6.2.

The result component has the following two alternatives:

a)

b)

faitare —[I] CertUPAateErT,

erialNumber CertificateSerialNumber,

CHOICE {
[0] CertUpdateOK,

[0] SEQUENCE {
Name,

The success alternative shall be taken™f the subscription was accepted for at least one public-key
certificate. It shall then hold a value of the CertUpdateOK data type.

The failure alternative shall be-taken if the evaluation of the request failed to a degree where no fesults
could be returned. It shall thep-hold a value of the certUpdateErx data type. The CASP-error data fype is
specified in clause 21.6.8.

The cprtUpdateOK includes an element for each public-key certificate specified in the request in the same order} Each

elemept has two alternatives:

a)

b)

The ok alternative)shall be taken when the update to the public-key certificate information was succegsfully
processed. It.has the following components:

—  thesubject component shall hold the name of the subject to which the public-key certificate haf been
iSstued;

—") the serialNumber component shall hold the serial number for the public-key certificate.

jw.n

The not-ok alternative shall be taken when a corresponding public-key certificate was not identifie

— the no-reason status code shall be returned when no code is applicable;

—  the unknownCert status code shall be selected when the corresponding element in the request did not
identify a public-key certificate issued by the CA.

21.5.7  Certification authority subscription reject

rejectCAsubscribe CONTENT-TYPE ::= {

RejectCAsubscribe

IDENTIFIED BY id-rejectCAsubscribe }

The rejectCAsubscribe content type is used by receiver of a response content to report problems with the response.

RejectCAsubscribe ::= SEQUENCE {
COMPONENTS OF CASPcommonComponents,

reason

CASP-error,
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}
The RejectCAsubscribe data type specifies the actual content and has the following component:

The sequence component of the CASPcommonComponents data type shall take the same value as in the response on
which it is reporting.

The casp-error is specified in clause 21.6.8.

The authorizer shall verify the validity of a received response by checking
a) as specified in clause 21.4.

21.5.8  Certification authority subscription error codes

CASPrerror——=ENUMERATED—f

noReason (0),
unknownContentType (1),
ungupportedCASPversion (2),
migsingContent (3),
migsingContentComponent (4),
invYalidContentComponent (5),
sequenceError (6),
unknownCertStatus (7),
}

A valye of the casP-error data type indicates the result of an issued request.
a) the noReason value shall be selected when no other error code is applicable;
b) the unknownContentType Value shall be selected if the content type is not known by the receiver;

€) the unsupportedCASPversion Value shall be selected if & request or response content specified a |[CASP
version that is not supported;

d) the unsupportedContentVersion Vvalue shall be\selected when a request or response inclugles an
unsupported content type;

e) themissingContent value shall be selected when the request or response did not include a content;

f) the missingContentComponent value shall be selected when a request or response does not incldes a
mandatory component;

g) the invalidContentComponent value shall be selected when an unexpected component was includgd in a
request or response;

h) the sequenceError value shall be selected by when:

— an authorizer or a<CA receives a request content for the first time that did not have the seqgfence
component set t@ 1;

— anauthorizer.ora CA receives a request content that did not have the sequence component set|to one
higher than-for a previous request content in the same direction; or

— an authorizer or a CA receives a response content with a sequence component value different from
the one in the corresponding request content;

22 Trust broker protocol

The TB(rotocol allows the relying party to query the TB about the trustworthiness of the certificate issued to the qubject
it is communicating-with—Theretyingparty may send-the—certificateof either-theissuing-€Aorthesubjectandreceive
information about the trustworthiness of the subject’s certificate.

There are two issues involved in determining the trustworthiness of a PKI certificate:
— Is the certificate still valid?
—  How trustworthy is the CA that issued it?

The relying party may use a local client to answer the first question, in which case the TB will only answer the second one.
Alternatively the relying party may ask the TB to answer both questions. The format of a TB request message is as follows:

TBrequest ::= CHOICE {

caCert [0] PKCertIdentifier,
subjectCert [1] PKCertIdentifier,
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}

If the relying party sends the certificate of the CA, then only the second question above is to be answered. The TB does
not know which of the CA’s subjects the relying party is communicating with, and therefore can only return information
that relates to all the certificates issued by this CA’s certificate. This method protects the privacy of the relying party by
not divulging the subjects that the relying party communicates with. The TB shall check that the CA’s certificate is still
valid and then return information about the trustworthiness of all the subject certificates issued by this CA.

If the relying party sends the certificate of the subject, then the TB shall check that the subject’s certificate is still valid and
then check that the CA’s certificate is still valid and return information about the trustworthiness of all the subject
certificates issued by this CA.

TBresponse ::= CHOICE {
success [0] TBOK,
fajIure [I] TBerror,
}
TBOK | : := SEQUENCE {
levelOfAssurance [0] INTEGER (0..100),
confidencelevel [1] INTEGER (0..100),
validationTime [2] UTCTime,
info UTF8String OPTIONAL,
}
TBeryor ::= SEQUENCE {
code ENUMERATED {
aCertInvalid (1),
nknownCert (2),
ynknownCertStatus (3),
gubjectCertRevoked (4),
incorrectCert (5),
g¢ontractExpired (6),
pathvalidationFailed (7),
timeOut (8),
other (99),

b,

diggnostic

}
If the

info 4

UTF8String OPTIONAL,

B successfully validates the presented certificate, it returns the following information to the relying party:

level OfAssurance -

confidencelLevel -

validationTume,. =

indicates the level of assurance that the relying party can have in the subject’s cert

ficate,

as determined.by the responding TB. This assurance is asserted by the TB as a result of its

careful analysis of many factors. Different TBs may therefore return different LoA
for the same presented certificate due to their different validation procedures. Th
value-will be in the range 0 to 100, where 0 indicates zero assurance and 100 indicat
assurance.

indicates the confidence that the TB has in the LoA value that it has returned, w
indicates zero confidence and 100 indicates full confidence.

the date and time at which the TB last checked the revocation information for the pre
certificate.

contains an optional free form display string that the TB would like the client softw
display to the user.

values
b | 0A
es full

here 0

sented

are to

If the

B Talls 10 validate the presented certiticate, It returns an error code and diagnostic string. Note that Itfthe 16 va

idates

the certificate but does not trust it or the issuer, it should return TBOK with a LoA of zero. The error code can be one of

the following:

caCertlnvalid —

unknownCert —

unknownCertStatus —

subjectCertRevoked —

incorrectCert —

138

either the presented CA certificate is not valid, or the certificate of a CA superior
presented subject certificate is not valid

the certificate submitted to the TB by the relying party is unknown and cannot be val

to the

idated

the TB cannot determine the status of the (known) certificate submitted by the relying party

the presented subject certificate has been revoked

the presented certificate is incorrectly formatted
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contractExpired — the relying party’s contract with the TB has expired and should be renewed before service
can be restored

pathValidationFailed — one or more of the CA certificates in the chain from the subject’s certificate to the root CA
could not be validated. Another attempt at a later time may succeed

timeOut — the presented certificate could not be validated because one or more services timed out.
Retrying again later may rectify this error

other — the presented certificate could not be validated for some reason other than one of the above.
If this error code is used, then it is mandatory for the TB to complete the diagnostic string

The diagnostic string is an optional parameter that the TB may wish to be recorded in the client logs and displayed to the
relying party. It is mandatory if the error code other is returned.
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Annex A

Public-key and attribute certificate frameworks

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value, and information object class definitions contained in this Specification
in the form of three ASN.1 modules: AuthenticationFramework, CertificateExtensions and
AttributeCertificateDefinitions.

-- A.1 - Authentication framework module

AuthgnticationFramework {joint-iso-itu-t ds(5) module(l) authenticationFramework (7). 8
DEFINITIONS ::=
BEGI

-- EXPORTS All
-- The types and values defined in this module are exported for use in the,other ASN.]l
-- mddules contained within the Directory Specifications, and for the use of other
-- applications which will use them to access Directory services. Other applications may
-- uge them for their own purposes, but this will not constrain extensions and
-- mgddifications needed to maintain or improve the Directory seryice.

IMPORTS
bagicAccessControl, certificateExtensions, id-asx, id-at, (dd-avr, id-1ldx, id-1sx,
idqmr, id-nf, id-oa, id-oc, id-sc, informationFramework(,  selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 8}

ATTRIBUTE, DistinguishedName, MATCHING-RULE, Name, \NAME-FORM, OBJECT-CLASS,
RelativeDistinguishedName, SYNTAX-NAME, top
FROM InformationFramework informationFramework

bitStringMatch, boolean, booleanMatch, caseExactMatch, commonName,
digectoryString, distinguishedNameMatch , generalizedTime,
genjeralizedTimeMatch, generalizedTimeOrderingMatch, integer, integerMatch,
integerOrderingMatch, objectIdentifietMatch, octetString, octetStringMatch,
UnhoundedDirectoryString, UniquelIdentifier, uri

HFROM SelectedAttributeTypes selectedAttributeTypes

algorithmIdentifierMatch, certificateExactMatch, certificatelistExactMatch,
certificatePairExactMatch, CertificatePoliciesSyntax, CertPolicyIld, GeneralNames,
KeyUsage,

CextificateAssertion, CertificateExactAssertion, CertificatelistAssertion,
CeftificatelListExactAssertion, CertificatePairAssertion,
CeftificatePairExactAssertion

FROM CertificateExtensions certificateExtensions ;

-- pdrameterized"'types

SIGNATURE_ %= SEQUENCE {
algoricthmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
signature BIT STRING,
1
SIGNED{ToBeSigned} ::= SEQUENCE {

toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE,

}

HASH{ToBeHashed} ::= SEQUENCE ({
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
hashValue BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded
-- octets of a value of -- ToBeHashed } ),

}

ENCRYPTED { ToBeEnciphered} ::= BIT STRING (CONSTRAINED BY ({

140 Rec. ITU-T X.509 (10/2016)


https://standardsiso.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

-- shall be the result of applying an encipherment procedure

-- to the BER-encoded octets of a value of -- ToBeEnciphered } )
ENCRYPTED-HASH{ToBeSigned} ::= BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded (see 6.2)
-- octets of a value of -- ToBeSigned -- and then applying an encipherment procedure
-- to those octets -- } )
FINGERPRINT {ToBeFingerprinted} ::= SEQUENCE ({
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
fingerprint BIT STRING,
..}
ALGORITHM ::= CLASS {
&Type ORTIONAL-
&id OBJECT IDENTIFIER UNIQUE }
WITH |[SYNTAX {
[PARMS &Type]

IDENTIFIED BY &id }
AlgogithmIdentifier {ALGORITHM: SupportedAlgorithms} ::= SEQUENCE ({
algorithm ALGORITHM. &id ({SupportedAlgorithms}),
pagzameters ALGORITHM. &Type ({SupportedAlgorithms}{@algorithm}) OPTIONAL,
{1}

/* The definitions of the following information object set is deferred to referencing
specifications having a requirement for specific information object sets.*/

SuppgrtedAlgorithms ALGORITHM ::= {...}

/* The definitions of the following information value set’/is deferred to referencing
specifications having a requirement for specific valuesets.*/

SuppgrtedCurves OBJECT IDENTIFIER ::= {dummyCurv, .\.}
dummyCurv OBJECT IDENTIFIER ::= {2 5 5}

-- pyblic-key certificate definition

Certificate ::= SIGNED{TBSCertificate}
TBSCertificate ::= SEQUENCE {
vegsion [0] Version DEFAULT vl,
sefialNumber CertificateSerialNumber,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
isguer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
isguerUniqueIdentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,
..,
[[3: -- if present, version shall be v2 or v3
subjectUnigueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL]],
[[3: -- if\present, version shall be v2 or v3
extensions [3] Extensions OPTIONAL]]
-- |If/present, version shall be v3]]
} (QONSTRAINED BY { -- shall be DER encoded -- } )
Version ::= INTEGER {v1(0), v2(1l), v3(2)}
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE {

notBefore Time,
notAfter Time,

}

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
subjectPublicKey PublicKey,
}
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PublicKey ::= BIT STRING
Time ::= CHOICE ({
utcTime UTCTime,
generalizedTime GeneralizedTime }
Extensions ::= SEQUENCE SIZE (l..MAX) OF Extension

-- For those extensions where ordering of individual extensions within the SEQUENCE is
-- significant, the specification of those individual extensions shall include the
-- rules for the significance of the order therein

Extension ::= SEQUENCE ({
exthld—EXTENSION tid{{ExtensionSet})
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING

der (
{34

Exter

)sionSet EXTENSION

EXTE
&i
&E

WITH
SY
IDE

-- ot
Certi]
use
cey
Forwg
Crosg
Certj]
use
the
PkiPg
-— C€

Certj}

Certj}
vey

CONTAINING EXTENSION.&ExtnType ({ExtensionSet}{@extnId})
ENCODED BY der),

}

BJECT IDENTIFIER
int-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding(1)}

{...}

SION ::= CLASS {
OBJECT IDENTIFIER UNIQUE,
tnType }
SYNTAX {
TAX &ExtnType

NTIFIED BY &id }

ther PKI certificate constructs

ficates SEQUENCE ({
rCertificate Certificate,
tificationPath ForwardCertificationPath OPTIONAL,

}

rdCertificationPath SEQUENCE -SIZE (1..MAX) OF CrossCertificates

Certificates SET SIZE (1. J)MAX) OF Certificate

ficationPath

rCertificate

CACertificates
}

SEQUENGCE\ {
Certificate,
SEQUENCE SIZE (1..MAX) OF CertificatePair OPTIONAL,

th SEQUENCE~SIZE (1..MAX) OF Certificate

rtificate kevocation list (CRL)

ficatelList SIGNED{CertificateListContent}

ficateListContent
sion

SEQUENCE {
Version OPTIONAL,

signature
issuer
thisUpdate
nextUpdate
revokedCer

serialNumber

revocati

crlEntryExtensions

...} OPT

.7

ey
crlExtensions
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CertAVL ::= SIGNED {TBSCertAVL}
TBSCertAVL ::= SEQUENCE {
version [0] IMPLICIT Version DEFAULT vl,
serialNumber AvlSerialNumber OPTIONAL,
signature AlgorithmIdentifier {{SupportedAlgorithms}},
issuer Name,
constrained BOOLEAN,
entries SEQUENCE (SIZE (1..MAX)) OF SEQUENCE ({
idType CHOICE {
certIdentifier [0] PKCertIdentifier,
entityGroup DistinguishedName, -- only for constrained = FALSE
},
scope [0] IMPLICIT ScopeRestrictions OPTIONAL,
entryExtensions 1} —IMPLICIT Extensions—ORTIONAL,
},
14
..,
av]lExtensions Extensions OPTIONAL }
AvlS@rialNumber ::= INTEGER (0. .MAX)
PKCeftIdentifier ::= CHOICE ({
isguerSerialNumber IssuerSerialNumber,
fingerprintPKC [0] IMPLICIT FINGERPRINT {Certificate},
fingerprintPK [1] IMPLICIT FINGERPRINT {PublicKey},
}
IssugrSerialNumber ::= SEQUENCE {
isguer Name,

sefialNumber CertificateSerialNumber,

}

ScopgRestrictions

SCOPE-RESTRICTION ::= TYPE-IDENTIFIER
ScopgRestriction ::= SEQUENCE {
id SCOPE-RESTRICTION. &id,

regtriction SCOPE-RESTRICTION. &Typ&,

}

protRestrict EXTENSION ::= ({

SYNTAX

IDENTIFIED BY id-protRestriet' }
ProtRestriction ::= SEQUENCE (SIZE (1..MAX)) OF OBJECT IDENTIFIER

-- PHI object classes

SEQUENCE OF ScopeRestriction

ProtRestriction

pkiUger OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
LDAP-NAME {"pkiUser"}
LDAP-DESC "X.509 PKI User"
iD id-oc-pkiUser }
pkiCA OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {cACertificate |
certificateRevocationList |
eepkCertificateRevocationList |
authorityRevocationList |
crossCertificatePair}
LDAP-NAME {"pkiCA"}
LDAP-DESC "X.509 PKI Certificate Authority"
ID id-oc-pkiCA }
cRLDistributionPoint OBJECT-CLASS ::= {
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SUBCLASS OF {top}

KIND structural

MUST CONTAIN {commonName }

MAY CONTAIN {certificateRevocationList |

eepkCertificateRevocationList |
authorityRevocationList |
deltaRevocationList}

LDAP-NAME {"cRLDistributionPoint"}
LDAP-DESC "X.509 CRL distribution point"
ID id-oc-cRLDistributionPoint }
cRLDistPtNameForm NAME-FORM ::= {
NAMES cRLDistributionPoint
WITH ATTRIBUTES {commonName }
ID id=nf-gRLDistRtNameForm—}
deltqCRL OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
LDAP-NAME {"deltaCRL"}
LDAP-DESC "X.509 delta CRL"
ID id-oc-deltaCRL }
cpCps OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
LDAP-NAME {"cpCps"}
LDAP-DESC "Certificate Policy and Certification Practice Statement"
iDp id-oc-cpCps }
pkiCertPath OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {pkiPath}
LDAP-NAME {"pkiCertPath"}
LDAP-DESC "PKI Certification_ Path"
D id-oc-pkiCertPath \}

-- PHI directory attributes

userCertificate ATTRIBUTE ::= {
WITH SYNTAX Cértificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-NAME {"userCertificate"}
LDAP-DESC "X.509 user certificate"
ID id-at-userCertificate }
cACexftificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-NAME {"cACertificate"}
LDAP-DESC "X.509 CA certificate"
ID Td=at=cAcertificate 7}
crossCertificatePair ATTRIBUTE ::= {
WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
LDAP-SYNTAX x509CertificatePair. &id
LDAP-NAME {"crossCertificatePair"}
LDAP-DESC "X.509 cross certificate pair"
ID id-at-crossCertificatePair }
CertificatePair ::= SEQUENCE {

issuedToThisCA [0] Certificate OPTIONAL,
issuedByThisCA [1] Certificate OPTIONAL,
}
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(WITH COMPONENTS { ..., issuedToThisCA PRESENT} |
WITH COMPONENTS { ..., issuedByThisCA PRESENT})
certificateRevocationList ATTRIBUTE ::= ({
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"certificateRevocationList"}
LDAP-DESC "X.509 certificate revocation list"
ID id-at-certificateRevocationList }
eepkCertificateRevocationList ATTRIBUTE ::= ({
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAR=SYNTAX %x509Cexrtificatelist—&id
LDAP-NAME {"certificateRevocationList"}
LDAP-DESC "X.509 EEPK certificate revocation list"
ID id-at-eepkCertificateRevocationList }
authgrityRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelistExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"authorityRevocationList"}
LDAP-DESC "X.509 authority revocation list"
iD id-at-authorityRevocationList }
deltgRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelistExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"deltaRevocationList"}
LDAP-DESC "X.509 delta revocation, list"
ID id-at-deltaRevocationList }
suppgrtedAlgorithms ATTRIBUTE ::= {
WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmIdentifierMatch
LDAP-SYNTAX x509SupportedAlgorithm. &id
LDAP-NAME {"supportedAlgorithms"}
LDAP-DESC "X.509 support algorithms"
iD id-at-supportedAlgorithms }
SuppgrtedAlgorithm ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
intendedUsage [0] KeyUsage OPTIONAL,
intendedCertificatePolicies [1l] CertificatePoliciesSyntax OPTIONAL,
}
certificationPractiiceStmt ATTRIBUTE ::= ({
WITH SYNTAX InfoSyntax
ID id=at-certificationPracticeStmt }
Info3yntax ::= CHOICE ({
contenty. UnboundedDirectoryString,
pointer |\ SEQUENCE {
name GeneralNames,
Hash—HBASH{HTshedPoiicyInfo} OPTIONAL;

S
}

POLICY ::= TYPE-IDENTIFIER
HashedPolicyInfo ::= POLICY.&Type({Policies})
Policies POLICY ::= {...} -- Defined by implementors
certificatePolicy ATTRIBUTE ::= {

WITH SYNTAX PolicySyntax

D id-at-certificatePolicy }

Rec. ITU-T X.509 (10/2016) 145


https://standardsiso.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

PolicySyntax
policyIdentifier
policySyntax

}

PolicyID

pkiPath ATTRIBUTE

SEQUENCE {

PolicylID,
InfoSyntax,

CertPolicyId

=

WITH SYNTAX PkiPath

ID id-at-pkiPath }

userPassword ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING (SIZE (0..MAX))
EQUALITY MATCHING RULE octetStringMatch
LDAR=SYNTAX octetString—&id
LDAP-NAME {"userPassword"}
ID id-at-userPasswo

-- LDAP syntaxes defined by IETF RFC 4523

x509C¢ertificate SYNTAX-NAME ::= {

LDAP-DESC

DIRECTORY SYNTAX

ID

x509C¢ertificatelist

LDAP-DESC

DIRECTORY SYNTAX

ID

x509C¢ertificatePair

LDAP-DESC

DIRECTORY SYNTAX

"X.509 Certificate"
Certificate
id-1sx-x509Certificate

SYNTAX-NAME ::= {
"X.509 Certificate List
Certificatelist
id-1sx-x509Certificatel

SYNTAX-NAME ::= {
"X.509 Certificate Pair
CertificatePair

rd }

}

]

ist }

ID id-1sx-x509CertificatePair }
x5093upportedAlgorithm SYNTAX-NAME ::= {
LDAP-DESC "X.509 Supported Algorithm"

DIRECTORY SYNTAX SupportedAlgorithm
id-1sx-x509SupportedAlgorithm }

ID

-- olject identifier assignments

-- olject classes

id-o¢-cRLDistributionPoint
id-og-pkiUser

id-og-pkiCA

id-o¢-deltaCRL

id-og-cpCps

id-og¢-pkiCertPath
-- ngme forms

id-nf-cRLDistPtNameForm

-- directory attributes

id-at=userPassword
id-at-userCertificate
id-at-cAcertificate
id-at-authorityRevocationList
id-at-certificateRevocationList
id-at-crossCertificatePair
id-at-supportedAlgorithms
id-at-deltaRevocationlist
id-at-certificationPracticeStmt
id-at-certificatePolicy
id-at-pkiPath

OBJECT IDENTIFIER = {id-oc 19}
OBJECT IDENTIFIER = {id-oc 21}
OBJECT IDENTIFIER = {id-oc 22}
OBJECT IDENTIFIER = {id-oc 23}
OBJECT IDENTIFIER = {id-oc 30}
OBJECT IDENTIFIER = {id-oc 31}
OBJECT IDENTIFIER = {id-nf 14}
OBJECT IDENTIFIER ={Td=at 35}
OBJECT IDENTIFIER = {id-at 36}
OBJECT IDENTIFIER = {id-at 37}
OBJECT IDENTIFIER = {id-at 38}
OBJECT IDENTIFIER = {id-at 39}
OBJECT IDENTIFIER = {id-at 40}
OBJECT IDENTIFIER = {id-at 52}
OBJECT IDENTIFIER = {id-at 53}
OBJECT IDENTIFIER = {id-at 68}
OBJECT IDENTIFIER = {id-at 69}
OBJECT IDENTIFIER = {id-at 70}
id-at-eepkCertificateRevocationList OBJECT IDENTIFIER = {id-at 101}

-- syntaxes
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id-1sx-x509Certificate OBJECT IDENTIFIER = {id-1sx 8}
id-1sx-x509Certificatelist OBJECT IDENTIFIER = {id-1lsx 9}
id-1sx-x509CertificatePair OBJECT IDENTIFIER = {id-1sx 10}
id-1sx-x509SupportedAlgorithm OBJECT IDENTIFIER = {id-1sx 49}
-- Authorization validation restrictions

id-protRestrict OBJECT IDENTIFIER = {id-avr 1}
END -- AuthenticationFramework

-- A.2 - Certificate extensions module

CertificateExtensions {joint-iso-itu-t ds(5) module(l) certificateExtensions(26) 8}
DEFINITIONS IMPLICIT TAGS ::=
BEGI

-- EXPORTS ALL

IMPORTS
idtat, id-ce, id-1ldx, id-mr, informationFramework, authenticationFramework,
pkiPmiExternalDataTypes, selectedAttributeTypes

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 8}

Name, RelativeDistinguishedName, Attribute{}, MATCHING-RULE,
SupportedAttributes, SYNTAX-NAME
KFROM InformationFramework informationFramework

AvlSerialNumber, CertificateSerialNumber, Certificateliist, AlgorithmIdentifier{},
EXTENSION, Time, PolicyID, SupportedAlgorithms

FROM AuthenticationFramework authenticationFramework

UnhoundedDirectoryString
HFROM SelectedAttributeTypes selectedAttributeTypes

ORAddress
HFROM PkiPmiExternalDataTypes pkiPmiExternalDataTypes;

-- Unless explicitly noted otherwise, -there is no significance to the ordering
-- off components of a SEQUENCE OF censtruct in this Specification.

-- pyblic-key certificate and .CRL extensions

authgrityKeyIdentifier EXTENSION ::= {
SYNTAX AuthorityKeyIdentifier
IDENTIFIED BY id-ce-<authorityKeyIdentifier }

AuthgrityKeyIdentifiier ::= SEQUENCE ({
keyIdentifier [0] KeyIdentifier OPTIONAL,
authorityCertissuer [1] GeneralNames OPTIONAL,

authorityCexrtSerialNumber [2] CertificateSerialNumber OPTIONAL,

..y}
(WITH COMPONENTS {..., authorityCertIssuer PRESENT,

authorityCertSerialNumber PRESENT } |
WITH)COMPONENTS {..., authorityCertIssuer ABSENT,

authorityCertseriaiNumber  ABSENT )

KeyIdentifier ::= OCTET STRING
subjectKeyIdentifier EXTENSION ::= ({
SYNTAX SubjectKeyIdentifier

IDENTIFIED BY id-ce-subjectKeyIdentifier }

SubjectKeyIdentifier ::= KeyIdentifier
keyUsage EXTENSION ::= {
SYNTAX KeyUsage

IDENTIFIED BY id-ce-keyUsage }
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KeyUsage ::= BIT STRING {
digitalSignature (0),
contentCommitment (1),

keyEncipherment (2),

dataEncipherment (3),

keyAgreement (4),

keyCertSign (5),

cRLSign (6),

encipherOnly (7),

decipherOnly (8) 1}

extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeId

IDENTIFIED BY id-ce-extKeyUsage }

KeyPyrposeId ::= OBJECT IDENTIFIER
privgteKeyUsagePeriod EXTENSION ::= ({
SYNTAX PrivateKeyUsagePeriod

IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivgteKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL,
..}

(WITH COMPONENTS {..., notBefore PRESENT
WITH COMPONENTS {..., notAfter PRESENT

—
~ —

certificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX)\OF PolicyInformation

PoligyInformation ::= SEQUENCE {

policyIdentifier CertPolicyId,

policyQualifiers SEQUENCE SIZE (1..MAX) OF ‘PolicyQualifierInfo OPTIONAL,
-{ 1

CertRolicyId ::= OBJECT IDENTIFIER

PoligyQualifierInfo ::= SEQUENCE ({
policyQualifierId CERT-POLICY-QUALIFIER.&id({SupportedPolicyQualifiers}),
quglifier CERT-POLICY-QUALIFIER. &Qualifier
({SupportedPolicyQualifiers} {@policyQualifierId}) OPTIONAL,
}

SuppgrtedPolicyQualifi€rs ‘CERT-POLICY-QUALIFIER ::= {...}
anyPglicy OBJECT IDENTIFIER ::= {id-ce-certificatePolicies 0}
CERT{POLICY-QUALIFIER ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,

&Qualifier OPTIONAL }

WITH | SYNTAX\ {
POLICY-QUALIFIER-ID &id

[QUALTFIER-TYPE &Qualifier] }
policyMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax

IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld,
}

authorizationValidation EXTENSION ::= {

SYNTAX Av1lId
IDENTIFIED BY id-ce-authorizationValidation }
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Av1lId ::= SEQUENCE {
issuer Name,
serialNumber AvlSerialNumber OPTIONAL,
}

subjectAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }

GeneralNames ::= SEQUENCE SIZE (1l..MAX) OF GeneralName
GeneralName ::= CHOICE {
otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IAS5String,
dNSName [2] —IASString
x4(00Address [3] ORAddress,
difectoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IAS5String,
iPAddress [7] OCTET STRING,
reqgisteredID [8] OBJECT IDENTIFIER,
}
OTHER-NAME ::= TYPE-IDENTIFIER
EDIPartyName ::= SEQUENCE ({
naneAssigner [0] UnboundedDirectoryString OPTIONAL,
paxtyName [1] UnboundedDirectoryString,
}
issug¢rAltName EXTENSION ::= {
SYNTAX GeneralNames

IDENTIFIED BY id-ce-issuerAltName }

subjgctDirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}
basi¢Constraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax

IDENTIFIED BY id-ce-basicConstraints }

Basi¢ConstraintsSyntax ::= SEQUENCE ({
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL,
}

nameCQonstraints EXTENSION ::= ({
SYNTAX NameConstraintsSyntax
IDENTIFIED BY‘/id-ce-nameConstraints }

Name(onstraintsSyntax ::= SEQUENCE {
peymittedSubtrees [0] GeneralSubtrees OPTIONAL,
ex¢ludedSubtrees [1] GeneralSubtrees OPTIONAL,

(w

P L
WITH COMPONENTS {..., excludedSubtrees PRESENT } )
GeneralSubtrees ::= SEQUENCE SIZE (l1..MAX) OF GeneralSubtree
GeneralSubtree ::= SEQUENCE {
base GeneralName,

minimum [0] BaseDistance DEFAULT O,
maximum [1] BaseDistance OPTIONAL,
}

BaseDistance ::= INTEGER (0. .MAX)

policyConstraints EXTENSION ::= {

Rec. ITU-T X.509 (10/2016) 149


https://standardsiso.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolicyConstraintsSyntax ::= SEQUENCE {
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL,
|
(WITH COMPONENTS {..., requireExplicitPolicy PRESENT } |

WITH COMPONENTS {..., inhibitPolicyMapping PRESENT } )

SkipCerts ::= INTEGER (0. .MAX)

inhibitAnyPolicy EXTENSION ::= ({

SYNTAX SkipCerts

ID i i 3 yRoliey—}
cRLNymber EXTENSION ::= {

SYNTAX CRLNumber

IDENTIFIED BY id-ce-cRLNumber }

CRLN er ::= INTEGER(O0..MAX)
crlSgope EXTENSION ::= {
SYNTAX CRLScopeSyntax

IDENTIFIED BY id-ce-cRLScope }

CRLSgopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAythorityScope ::= SEQUENCE {
authorityName [0] GeneralName OPTIONAL,
digtributionPoint [1] DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,

serialNumberRange [5] NumberRange OPTIONAL,
subjectKeyIdRange [6] NumberRange OPTIONAL,
nameSubtrees [7] GeneralNames OPTIONAL,

bageRevocationInfo [9] BaseRevocationInfo 'OPTIONAL,
}
OnlyQertificateTypes ::= BIT STRING ({
user (0),
authority (1),
attribute (2)}
NumbgrRange ::= SEQUENCE {
stagrtingNumber [0] INTEGER OPTIONAL,
endingNumber [1] INTEGER OPTIONAL,
modqulus INTEGER OPTIONAL,
}
BaseRevocationInfo ). := SEQUENCE ({
cRILStreamIdentifier [0] CRLStreamIdentifier OPTIONAL,
cRILNumber [1] CRLNumber,
bageThisUpdate [2] GeneralizedTime,
}
statysReferrals EXTENSION ::= {
SYNTAX StatusReferrals

IDENTIFIED BY id-ce-statusReferrals }

StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatusReferral ::= CHOICE {
cRLReferral [0] CRLReferral,

otherReferral [1] INSTANCE OF OTHER-REFERRAL,
}

CRLReferral ::= SEQUENCE {
issuer [0] GeneralName OPTIONAL,
location [1] GeneralName OPTIONAL,
deltaRefInfo [2] DeltaRefInfo OPTIONAL,
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cRLScope CRLScopeSyntax,
lastUpdate [3] GeneralizedTime OPTIONAL,
lastChangedCRL [4] GeneralizedTime OPTIONAL,

}

DeltaRefInfo ::= SEQUENCE {
deltalocation GeneralName,
lastDelta GeneralizedTime OPTIONAL,
}
OTHER-REFERRAL ::= TYPE-IDENTIFIER
cRLStreamIdentifier EXTENSION ::= {
SYNTAX CRLStreamldentifiexr

IDENTIFIED BY id-ce-cRLStreamIdentifier }

CRLStreamIdentifier ::= INTEGER (0. .MAX)
ordefedList EXTENSION ::= {
SYNTAX OrderedListSyntax

IDENTIFIED BY id-ce-orderedList }

OrdexedListSyntax ::= ENUMERATED ({
as¢SerialNum (0),
as¢RevDate (1),

}

delt3gInfo EXTENSION ::= {
SYNTAX DeltaInformation
IDENTIFIED BY id-ce-deltalInfo }

DeltgInformation ::= SEQUENCE {
deltalocation GeneralName,
nextDelta GeneralizedTime OPTIONAL,
}

toBeRevoked EXTENSION ::= {
SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax ::= SEQUENCE SIZE\(1l..MAX) OF ToBeRevokedGroup
ToBeRevokedGroup ::= SEQUENCE .{

ceftificateIssuer [0] GefieralName OPTIONAL,

regsonInfo [1] _ReasonInfo OPTIONAL,

revocationTime GeneralizedTime,

ceftificateGroup CertificateGroup,

}

ReasgnInfo ::= SEQUENCE ({

regsonCode CRLReason,

holdInstructionCode HoldInstruction OPTIONAL,
}

CertificateGroup ::= CHOICE ({
serialNumbers [0] CertificateSerialNumbers,
sertINumberRange [1]  CertificateGroupNuUmberRange,
nameSubtree [2] GeneralName,

}

CertificateGroupNumberRange ::= SEQUENCE {
startingNumber [0] INTEGER,
endingNumber [1] INTEGER,

}

CertificateSerialNumbers ::= SEQUENCE SIZE (l1l..MAX) OF CertificateSerialNumber
revokedGroups EXTENSION ::= ({

SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-revokedGroups }
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RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE ({
certificatelssuer [0] GeneralName OPTIONAL,
reasonInfo [1] ReasonInfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,

revokedcertificateGroup [3] RevokedCertificateGroup,

}

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

expi =t

=f
TAX ExpiredCertsOnCRL
NTIFIED BY id-ce-expiredCertsOnCRL }

edCertsOnCRL ::= GeneralizedTime

nCode EXTENSION ::= {
TAX CRLReason
NTIFIED BY id-ce-reasonCode }

CRLRgason ::= ENUMERATED {
ungpecified (0),
keyCompromise (1),

ompromise (2),
iliationChanged (3),
erseded (4),
sationOfOperation (5),

cextificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),

aAGompromise (10),
wegkAlgorithmOrKey (11) }
holdInstructionCode EXTENSION ::= {

SYNTAX HoldInstruction
IDENTIFIED BY id-ce-holdInstructionCode }

HoldInstruction ::= OBJECT IDENTIFIER
invalidityDate EXTENSION ::=4{
SYNTAX GeneralizedTime

IDENTIFIED BY id-ce-invalidityDate }

cRLDistributionPoints'“EXTENSION ::= {
SYNTAX CRLBDistPointsSyntax

IDENTIFIED BY 4dd-ce-cRLDistributionPoints }
CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistgibutionPoint ::= SEQUENCE {

digtributionPoint [0] DistributionPointName OPTIONAL,

regsons [1] ReasonFlags OPTIONAL,

[o} o [2T—GeneraiNames OPTIONAL;

}

DistributionPointName ::= CHOICE ({

fullName [0] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistinguishedName,

}

ReasonFlags ::= BIT STRING {
unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
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cessationOfOperation (5),

certificateHold (6),
privilegeWithdrawn (7),
aACompromise (8),
weakAlgorithmOrKey (9) 1}
issuingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax

IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {
-- If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
-- the CRL covers both public-key certificate types

distributionPoint [0] DistributionPointName OPTIONAL,
onlyCentainsUserPublickeyCerts—| 1] —RBOOLEAN-DEFAULT FALSE
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE,
onlyContainsAttributeCerts [5] BOOLEAN OPTIONAL, -- Use is strongly deprecated
}
certificatelIssuer EXTENSION ::= {
SYNTAX GeneralNames

IDENTIFIED BY id-ce-certificatelssuer }

deltqCRLIndicator EXTENSION ::= {
SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

Base(RLNumber ::= CRLNumber
base(pdateTime EXTENSION ::= {
SYNTAX GeneralizedTime

IDENTIFIED BY id-ce-baseUpdateTime }

freshestCRL EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

aAisguingDistributionPoint EXTENSION :*=-{
SYNTAX AAIssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }

AAIsguingDistPointSyntax ::= SEQUENCE {
digtributionPoint [0] DistributionPointName OPTIONAL,
onlySomeReasons [1] ReasonFlags OPTIONAL,
indirectCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
conptainsAACerts [4] BOOLEAN DEFAULT TRUE,

conptainsSOAPublicKeyCerts [5] BOOLEAN DEFAULT TRUE,
}

-- PHI matching rules
certificateExactMatch MATCHING-RULE ::= ({

SYNTAX CertificateExactAssertion
LDAP—SYNTAX certExactAssertion.&id

LDAP=NAME — {"ctertificateExactMatch™}

LDAP-DESC "X.509 Certificate Exact Match"
ID id-mr-certificateExactMatch }
CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name,
}
certificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion
LDAP-SYNTAX certAssertion.é&id
LDAP-NAME {"certificateMatch"}
LDAP-DESC "X.509 Certificate Match"
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ID id-mr-certificateMatch }
CertificateAssertion ::= SEQUENCE {
serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certificatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subjeet 1] Name—ORTIONAL-
naﬁeConstraints [12] NameConstraintsSyntax OPTIONAL,
}
AltNgmeType ::= CHOICE {

buijltinNameForm ENUMERATED ({

1fc822Name (1),

dNSName (2),

%400Address (3),

directoryName (4),

édiPartyName (5),

yniformResourceldentifier (6),

i1PAddress (7),

registeredId (8),

A
otherNameForm OBJECT IDENTIFIER,

}

CertRolicySet ::= SEQUENCE SIZE (l..MAX) OF CertPolicyId
certificatePairExactMatch MATCHING-RULE ::= {

SYNTAX CertificatePairExactAssertion

LDAP-SYNTAX certPairExactAssertion. &id

LDAP-NAME {"certificatePairExactMatch"'}

LDAP-DESC "X.509 Certificate Pair Exact Match"

ID id-mr-certificatePairExactMatch }
CertificatePairExactAssertion ::=_SEQUENCE {

isguedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
isguedByThisCAAssertion [1], CertificateExactAssertion OPTIONAL,

.1}
(WITH COMPONENTS { ..., _issuedToThisCAAssertion PRESENT } |

WITH COMPONENTS { ...,\issuedByThisCAAssertion PRESENT } )
certificatePairMatch MATCHING-RULE ::= {

SYNTAX CertificatePairAssertion

LDAP-SYNTAX certPairAssertion.é&id

LDAP-NAME {/'certificatePairMatch"}

LDAP-DESC "X.509 Certificate Pair Match"

ID id-mr-certificatePairMatch }
CertificatePairAssertion ::= SEQUENCE {

isguedToThisCAAssertion [0] CertificateAssertion OPTIONAL,

issuedByThisCAASSertionm [T CertificateAssertiom OPTIONAL;
...}
(WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT } |

WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT } )
certificatelistExactMatch MATCHING-RULE ::= {

SYNTAX CertificatelListExactAssertion

LDAP-SYNTAX certListExactAssertion. &id

LDAP-NAME {"certificateListExactMatch"}

LDAP-DESC "X.509 Certificate List Exact Match"

ID id-mr-certificatelListExactMatch }
CertificatelistExactAssertion ::= SEQUENCE ({

issuer Name,
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thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }

certificatelListMatch MATCHING-RULE ::= {
SYNTAX CertificateListAssertion
LDAP-SYNTAX certListAssertion.&id

LDAP-NAME {"certificateListMatch"}

LDAP-DESC "X.509 Certificate List Match"

ID id-mr-certificateListMatch }
CertificatelListAssertion ::= SEQUENCE {

issuer Name OPTIONAL,

minCRLNumber [0] CRLNumber OPTIONAL,

maxCRLNumber [1] CRLNumber OPTIONAL,

regsen¥Flags Reasorn¥Flags ORPTIONAL-

dateAndTime Time OPTIONAL,

digtributionPoint [2] DistributionPointName OPTIONAL,

authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
}

algorxithmIdentifierMatch MATCHING-RULE ::= ({
SYNTAX AlgorithmIdentifier {{SupportedAlgorithms}}
LDAP-SYNTAX algorithmIdentifier.&id
LDAP-NAME {"algorithmIdentifierMatch"}
LDAP-DESC "X.509 Algorithm Identifier Match"
iD id-mr-algorithmIdentifierMatch }
poligyMatch MATCHING-RULE ::= ({
SYNTAX PolicyID
iDp id-mr-policyMatch }
pkiPgthMatch MATCHING-RULE ::= ({
SYNTAX PkiPathMatchSyntax
ID id-mr-pkiPathMatch }
PkiPgthMatchSyntax ::= SEQUENCE ({

fixstIssuer Name,
lagtSubject Name,

}

enhancedCertificateMatch MATCHING-RULE- : := {
SYNTAX EnhancedCertificateAssertion
ID id-mr-enhancedCertificateMatch }
EnhancedCertificateAssertion“:i= SEQUENCE {
serialNumber [0] CertificateSerialNumber OPTIONAL,
isguer [1] Name OPTIONAL,
subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
cextificatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,

subbjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
[7] KeyUsage OPTIONAL,

[8] AltName OPTIONAL,

[9] CertPolicySet OPTIONAL,
[10] GeneralNames OPTIONAL,

[11] Name OPTIONAL,

T2 NameConstraimtssSyntax OPTIONAL;

..}
(ALL EXCEPT ({ -- none; at least one component shall be present --}))

AltName ::= SEQUENCE {
altnameType AltNameType,
altNameValue GeneralName OPTIONAL }

certExactAssertion SYNTAX-NAME ::= {
LDAP-DESC "X.509 Certificate Exact Assertion"
DIRECTORY SYNTAX CertificateExactAssertion
ID id-ldx-certExactAssertion }

certAssertion SYNTAX-NAME ::= {
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LDAP-DESC "X.509 Certificate Assertion"

DIRECTORY SYNTAX CertificateAssertion

ID id-ldx-certAssertion }
certPairExactAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair Exact Assertion"

DIRECTORY SYNTAX CertificatePairExactAssertion

ID id-ldx-certPairExactAssertion }
certPairAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair Assertion”

DIRECTORY SYNTAX CertificatePairAssertion

ID id-ldx-certPairAssertion }
certlistExactAssertion—SYNTAX=NAME = {

LDAP-DESC "X.509 Certificate List Exact Assertion"

DIRECTORY SYNTAX CertificateListExactAssertion

ID id-ldx-certListExactAssertion }
certlistAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List Assertion"

DIRECTORY SYNTAX CertificatelListAssertion

ID id-ldx-certListAssertion }
algoyxithmIdentifier SYNTAX-NAME ::= ({

LDAP-DESC "X.509 Algorithm Identifier"

DIRECTORY SYNTAX AlgorithmIdentifier{{SupportedAlgorithms}}

iDp id-ldx-algorithmIdentifier }

ject identifier assignments

d-ce 2} not used
d-ce 3} not used
d-ce 4} not used
d-ce 5} not used
d-ce 6} not used
d-ce 7} not used
d-ce 8} not used

id-cg-subjectDirectoryAttributes OBJECT IDENTIFIER = {id-ce 9}
- d-ce 10} not used

- d-ce 11} not used

- d-ce 12} not used

- d-ce 13} not used

id-ce-subjectKeyIdentifier OBJECT IDENTIFIER = {id-ce 14}
id-cge-keyUsage OBJECT IDENTIFIER = {id-ce 15}
id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER = {id-ce 16}
id-cge-subjectAltName OBJECT IDENTIFIER = {id-ce 17}
id-cg-issuerAltName OBJECT IDENTIFIER = {id-ce 18}
id-cg@-basicConstraints OBJECT IDENTIFIER = {id-ce 19}
id-cg¢-cRLNumber OBJECT IDENTIFIER = {id-ce 20}
id-cg-reasonCode OBJECT IDENTIFIER = {id-ce 21}
-- {id-ce 22} not—used

id-c¢-holdInstructionCode OBJECT IDENTIFIER = {id-ce 23}
id-cg-invalidityDate OBJECT IDENTIFIER = {id-ce 24}
-- {i1d-ce+25} not used

-- {i1d-¢e 26} not used

id-cg¢-deltaCRLIndicator OBJECT IDENTIFIER = {id-ce 27}
id-c TIFIER ={Id=ce287F
id-ce-certificateIssuer OBJECT IDENTIFIER = {id-ce 29}
id-ce-nameConstraints OBJECT IDENTIFIER = {id-ce 30}
id-ce-cRLDistributionPoints OBJECT IDENTIFIER = {id-ce 31}
id-ce-certificatePolicies OBJECT IDENTIFIER = {id-ce 32}
id-ce-policyMappings OBJECT IDENTIFIER = {id-ce 33}
-- deprecated OBJECT IDENTIFIER = {id-ce 34}
id-ce-authorityKeyIdentifier OBJECT IDENTIFIER = {id-ce 35}
id-ce-policyConstraints OBJECT IDENTIFIER = {id-ce 36}
id-ce-extKeyUsage OBJECT IDENTIFIER = {id-ce 37}
-- id-ce-authorityAttributeIdentifier OBJECT IDENTIFIER = {id-ce 38}
-- id-ce-roleSpecCertIdentifier OBJECT IDENTIFIER = {id-ce 39}
id-ce-cRLStreamIdentifier OBJECT IDENTIFIER = {id-ce 40}
-- id-ce-basicAttConstraints OBJECT IDENTIFIER = {id-ce 41}
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-- id-ce-delegatedNameConstraints OBJECT IDENTIFIER = {id-ce 42}
-- id-ce-timeSpecification OBJECT IDENTIFIER = {id-ce 43}
id-ce-cRLScope OBJECT IDENTIFIER = {id-ce 44}
id-ce-statusReferrals OBJECT IDENTIFIER = {id-ce 45}
id-ce-freshestCRL OBJECT IDENTIFIER = {id-ce 46}
id-ce-orderedList OBJECT IDENTIFIER = {id-ce 47}
-- id-ce-attributeDescriptor OBJECT IDENTIFIER = {id-ce 48}
-—- id-ce-userNotice OBJECT IDENTIFIER = {id-ce 49}
—-- id-ce-sOAIdentifier OBJECT IDENTIFIER = {id-ce 50}
id-ce-baseUpdateTime OBJECT IDENTIFIER = {id-ce 51}
-- id-ce-acceptableCertPolicies OBJECT IDENTIFIER = {id-ce 52}
id-ce-deltaInfo OBJECT IDENTIFIER = {id-ce 53}
id-ce-inhibitAnyPolicy OBJECT IDENTIFIER = {id-ce 54}
-- id-ce-targetingInformation OBJECT IDENTIFIER ::= {id-ce 55}
R icr_ee___nnnncv'l\cvai'l f\'DT‘E'f‘HDmT'E‘TE‘D — {-ifl P=7-% R‘:}
-- id-ce-acceptablePrivilegePolicies OBJECT IDENTIFIER ::= {id-ce 57}
id-c¢-toBeRevoked OBJECT IDENTIFIER ::= {id-ce 58}
id-cg@-revokedGroups OBJECT IDENTIFIER = {id-ce 59}
id-cge-expiredCertsOnCRL OBJECT IDENTIFIER = {id-ce 60}
-- id-ce-indirectIssuer OBJECT IDENTIFIER = {id-ce 61}
-- id-ce-noAssertion OBJECT IDENTIFIER = {id-ce 62}
id-ce-aAissuingDistributionPoint OBJECT IDENTIFIER = {id-ce 63}
-- id-ce-issuedOnBehalfOf OBJECT IDENTIFIER = {id-ce~64%
-- id-ce-singleUse OBJECT IDENTIFIER = {id-ge\.65}
-- id-ce-groupAC OBJECT IDENTIFIER = {idcce’ 66}
-- id-ce-allowedAttAss OBJECT IDENTIFIER = {idyrce 67}
-- id-ce-attributeMappings OBJECT IDENTIFIER ={id-ce 68}
-- id-ce-holderNameConstraints OBJECT IDENTIFIER : i{= {id-ce 69}
id-cg¢-authorizationvValidation OBJECT IDENTIFIER :{:= {id-ce 70}
-- m3tching rule OIDs

id-mf-certificateExactMatch OBJECT IDENTIFIER = {id-mr 34}
id-mf-certificateMatch OBJECT IDENTIFIER = {id-mr 35}
id-mf-certificatePairExactMatch OBJECT IDENTIFIER = {id-mr 36}
id-mg-certificatePairMatch OBJECT IDENTIEIER = {id-mr 37}
id-mf-certificateListExactMatch OBJECT IDENTIFIER = {id-mr 38}
id-mf-certificateListMatch OBJECT IDENTIFIER = {id-mr 39}
id-mg-algorithmIdentifierMatch OBJECT_ IDENTIFIER = {id-mr 40}
id-my-policyMatch OBJECT-IDENTIFIER = {id-mr 60}
id-my-pkiPathMatch OBJECT IDENTIFIER ::= {id-mr 62}
id-mf-enhancedCertificateMatch OBJECT IDENTIFIER ::= {id-mr 65}

-- Object identifiers for LDAPR X.509 assertion syntaxes
id-1dx-certExactAssertion OBJECT IDENTIFIER ::= {id-1dx 1}
id-1dx-certAssertion OBJECT IDENTIFIER ::= {id-1ldx 2}
id-1ldx-certPairExactAssertion OBJECT IDENTIFIER = {id-1dx 3}
id-1dx-certPairAssertion OBJECT IDENTIFIER = {id-1dx 4}
id-1ldx-certListExactAssertion OBJECT IDENTIFIER = {id-1dx 5}
id-1dx-certListAssertion OBJECT IDENTIFIER = {id-1dx 6}
id-1ldx-algorithmIdentifier OBJECT IDENTIFIER = {id-1dx 7}

END +- CertificateExtensions

-- A.3)- Attribute Certificate Framework module

AttributeCertificateDefinitions {joint-iso-itu-t ds(5) module (1)
attributeCertificateDefinitions (32) 8}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- EXPORTS ALL

IMPORTS
basicAccessControl, id-at, id-ce, id-mr, informationFramework,
authenticationFramework, selectedAttributeTypes, id-oc, certificateExtensions,

pkiPmiExternalDataTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 8}
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ATTRIBUTE, Attribute{}, AttributeType, MATCHING-RULE, Name, OBJECT-CLASS,
RelativeDistinguishedName, SupportedAttributes, SYNTAX-NAME, top
FROM InformationFramework informationFramework

AttributeTypeAndValue
FROM BasicAccessControl basicAccessControl

AlgorithmIdentifier, Certificate, Certificatelist, CertificateSerialNumber,
EXTENSION, Extensions, InfoSyntax, PolicySyntax, SIGNED{}, SupportedAlgorithms,
x509Certificatelist
FROM AuthenticationFramework authenticationFramework

TimeSpecification, UnboundedDirectoryString, Uniqueldentifier

alected I a e a ad = a Iroes

tificatelListExactMatch, GeneralName, GeneralNames, NameConstraintsSyntax
HFROM CertificateExtensions certificateExtensions

rNotice
HFROM PkiPmiExternalDataTypes pkiPmiExternalDataTypes;

-- Unless explicitly noted otherwise, there is no significance to the,-ordering
-- of components of a SEQUENCE OF construct in this Specification.
-- aftribute certificate constructs
AttributeCertificate = SIGNED{TBSAttributeCertificate}
TBSAttributeCertificate ::= SEQUENCE {
vexsion AttCertVersion, -- version is,wv2
holder Holder,
isguer AttCertIssuer,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
serialNumber CertificateSerialNumbers
atfrCertvValidityPeriod AttCertValidityPeriod,
atfributes SEQUENCE OF Attribute{{SupportedAttributes}},
isguerUniqueID UniqueIldentifier OPTIONAL,
’
R
extensions Extensions OPTIONAL

AttCq

Holds
bas
ent

(W1
W1
W1

Issugd
iss
seq

iss

CONSTRAINED BY { --

shall be DER encoded -- } )

rtVersion ::= INTEGER {v2(1)}

r ::= SEQUENCE ({

eCertificateID [0] ‘IssuerSerial OPTIONAL,
ityName [X] ) ‘GeneralNames OPTIONAL,
ectDigestInfo [2] ObjectDigestInfo OPTIONAL }
TH COMPONENTS ({~*., baseCertificateID PRESENT } |
TH COMPONENTS ){..., entityName PRESENT } |

TH COMPONENTS {..., objectDigestInfo PRESENT } )
rSerial\;:= SEQUENCE {

uer GeneralNames,

iad CertificateSerialNumber,

uenUID Uniqueldentifier OPTIONAL,

¥

ObjectDigestInfo ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert (1),

otherObjectTypes (2)},

otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm AlgorithmIdentifier{{SupportedAlgorithms}},
objectDigest BIT STRING,
}
AttCertIssuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
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baseCertificateID [0] IssuerSerial OPTIONAL,

objectDigestInfo [1] ObjectDigestInfo OPTIONAL,

...}

(WITH COMPONENTS {..., issuerName PRESENT } |

WITH COMPONENTS {..., baseCertificateID PRESENT } |

WITH COMPONENTS {..., objectDigestInfo PRESENT } )
AttCertValidityPeriod ::= SEQUENCE {

notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime,

}

AttributeCertificationPath ::= SEQUENCE ({
attributeCertificate AttributeCertificate,
ackRath SEQUENCE—OF-ACRathData—OPRTIONAL-,
}

ACPathData ::= SEQUENCE ({
ceftificate [0] Certificate OPTIONAL,
atfributeCertificate [1] AttributeCertificate OPTIONAL,
}

PrivilegePolicy ::= OBJECT IDENTIFIER
-- pyivilege attributes

role |ATTRIBUTE ::= {
WITH SYNTAX RoleSyntax
D id-at-role }

RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName,

}

xmlPfivilegeInfo ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains XML-encoded privilege information
ID id-at-xMLPrivilegeInfo }

permission ATTRIBUTE ::= ({
WITH SYNTAX DualStringSyntax
EQUALITY MATCHING RULE dualStringMatch
ID id-at-permission }

Dual§tringSyntax ::= SEQUENCE:{
operation [0] UnboundedDirectoryString,
object [1] UnboundedDirectoryString,
}

dual§tringMatch MATCHING-RULE ::= ({
SYNTAX DualStringSyntax
ID id-mr=<dualStringMatch }

time3§pecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }

time
SYNTAX TimeSpecification
D id-mr-timeSpecMatch }

targetingInformation EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF Targets
IDENTIFIED BY id-ce-targetingInformation }

Targets ::= SEQUENCE SIZE (1..MAX) OF Target
Target ::= CHOICE {
targetName [0] GeneralName,

targetGroup [l1] GeneralName,
targetCert [2] TargetCert,
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}

TargetCert ::= SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,
certDigestInfo ObjectDigestInfo OPTIONAL }
userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice

IDENTIFIED BY id-ce-userNotice }

acceptablePrivilegePolicies EXTENSION ::= ({
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

eUse EXTENSION ::= ({
TAX NULL
NTIFIED BY id-ce-singleUse }

AC EXTENSION ::= {
TAX NULL
NTIFIED BY id-ce-groupAC }

Avail EXTENSION ::= {
TAX NULL
NTIFIED BY id-ce-noRevAvail }

entifier EXTENSION ::= {
TAX NULL
NTIFIED BY id-ce-sOAIdentifier }

entifierMatch MATCHING-RULE ::= {
TAX NULL
id-mr-sOAIdentifierMatch }

attributeDescriptor EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor} }
AttrijbuteDescriptorSyntax ::= SEQUENCE {
idgntifier Attributeldentifier,
atfributeSyntax OCTET, STRING(SIZE (1..MAX)),
name [0] AttributeName OPTIONAL,
degcription [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyIdentifier,
}
Attributeldentifier = ATTRIBUTE. &id({AttributeIDs})
AttrijbuteIDs ATTRIBUTE ::= {...}
AttrijbuteName /: := UTF8String(SIZE (1. .MAX))
AttrijbuteDescription ::= UTF8String(SIZE (1..MAX))
PrivilegePolicyldentificsr = SEQUENCE—{

privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax,
}

attDescriptor MATCHING-RULE ::= ({
SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }
roleSpecCertIdentifier EXTENSION ::= {
SYNTAX RoleSpecCertlIdentifierSyntax
IDENTIFIED BY {id-ce-roleSpecCertIdentifier} }

RoleSpecCertlIdentifierSyntax ::=

160 Rec. ITU-T X.509 (10/2016)


https://standardsiso.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)
SEQUENCE SIZE (1..MAX) OF RoleSpecCertIdentifier

RoleSpecCertIdentifier ::= SEQUENCE ({
roleName [0] GeneralName,
roleCertIssuer [1] GeneralName,
roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL,
}

roleSpecCertIdMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertIdentifierSyntax
ID id-mr-roleSpecCertIdMatch }

basicAttConstraints EXTENSION ::= {

SYNTAX BasichttConstraintsSyntax
IDENTIFIED BY {id-ce-basicAttConstraints} }

BasigAttConstraintsSyntax ::= SEQUENCE {
authority BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER(0..MAX) OPTIONAL,

}

basig¢AttConstraintsMatch MATCHING-RULE ::= {
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax
iD id-mr-delegatedNameConstraintsMatch }

acceptableCertPolicies EXTENSION ::= ({
SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies\‘}

AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId
CertRolicyId ::= OBJECT IDENTIFIER
acceptableCertPoliciesMatch MATCHING-RULE ::= {

SYNTAX AcceptableCertPoliciesSyntax

ID id-mr-acceptableCettPoliciesMatch }
authgrityAttributeldentifier EXTENSION ::= {

SYNTAX AuthorityAttributelIdentifierSyntax
IDENTIFIED BY {id-‘ee-authorityAttributeldentifier} }

AuthgrityAttributeIdentifierSyntax ::= SEQUENCE SIZE (1l..MAX) OF AuthAttId
AuthAttId ::= ISsuerSerial
authjttIdMatch MATCHING-RULE ::= {

SYNTAX, ‘AuthorityAttributeldentifierSyntax
iD id-mr-authAttIdMatch }

indirectIssuer EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-indirectIssuer }

issuedOnBehalfOf EXTENSION ::= {

SYNTAX GeneralName

IDENTIFIED BY id-ce-issuedOnBehalfOf }
noAssertion EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-ce-noAssertion }

allowedAttributeAssignments EXTENSION ::= ({
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SYNTAX AllowedAttributeAssignments
IDENTIFIED BY id-ce-allowedAttributeAssignments }

AllowedAttributeAssignments ::= SET OF SEQUENCE ({
attributes [0] SET OF CHOICE ({
attributeType [0] AttributeType,

attributeTypeandValues [1l] Attribute{{SupportedAttributes}},
},

holderDomain [1] GeneralName,

}
attributeMappings EXTENSION ::= {
SYNTAX AttributeMappings

IDENTIFIED BY id-ce-attributeMappings }

AttributeMappings ::= SET OF CHOICE ({
typeMappings [0] SEQUENCE {
Jocal [0] AttributeType,
remote [1] AttributeType,

- 1
typeValueMappings [1] SEQUENCE ({

Jocal [0] AttributeTypeAndValue,
remote [1] AttributeTypeAndValue,
}}
holdgerNameConstraints EXTENSION ::= {
SYNTAX HolderNameConstraintsSyntax

IDENTIFIED BY id-ce-holderNameConstraints }

HolderNameConstraintsSyntax ::= SEQUENCE ({
peymittedSubtrees [0] GeneralSubtrees,
ex¢ludedSubtrees [1] GeneralSubtrees OPTIONAL,

}

GenegalSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
GenegalSubtree ::= SEQUENCE {

basge GeneralName,

minimum [0] BaseDistance DEFAULT O,

maximum [1l] BaseDistance OPTIONAL,
}

Basel)istance ::= INTEGER (0. .MAX)

-- PNI object classes

pmiUger OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
D id<oc-pmiUser }
pmi OBJECT-CLASS ::= { -- a PMI AA
SUBCLASS OF,/ {top}
KIND auxiliary

MAY CONTAIN ({aACertificate |
attributeCertificateRevocationList |

ID id-oc-pmiAA }

pmiSOA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

ID id-oc-pmiSOA }
attCertCRLDistributionPt OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary
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MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-attCertCRLDistributionPts }
pmiDelegationPath OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {delegationPath}

D id-oc-pmiDelegationPath }
privilegePolicy OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {privPolicy}
D it il licy

protgctedPrivilegePolicy OBJECT-CLASS ::= ({

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {protPrivPolicy}

iD id-oc-protectedPrivilegePolicy }
-- PNI directory attributes
attributeCertificateAttribute ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-attributeCertificate }
aACepftificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatc¢h

ID id-at-aACertificate }
attributeDescriptorCertificate ATTRIBUTE ::= ({

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

iD id-at-attributeDescriptorCertificate }
attributeCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificatelListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"AttrCertificateRevocationList"}

LDAP-DESC "X&509 Attr certificate revocation list"

ID jid-at-attributeCertificateRevocationList }
eeAttrCertificateRevocationList ATTRIBUTE ::= ({

WITH SYNTAX Certificatelist

EQUALITY MATCHING_ RULE certificateListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"EEAttrCertificateRevocationList"}

LDAP-DESC "X.509 EEAttr certificate revocation list"

ID id-at-eeAttrCertificateRevocationList }
attributeAuthorityRevocationList ATTRIBUTE ::= {

WITH-SYNTAX Certificatelist

EQUALITY MATCHING RULE —certificatelistExactMatchh

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"AACertificateRevocationList"}

LDAP-DESC "X.509 AA certificate revocation list"

D id-at-attributeAuthorityRevocationList }
delegationPath ATTRIBUTE ::= {

WITH SYNTAX AttCertPath

D id-at-delegationPath }
AttCertPath ::= SEQUENCE OF AttributeCertificate
privPolicy ATTRIBUTE ::= {

WITH SYNTAX PolicySyntax
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ID id-at-privPolicy }
protPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
D id-at-protPrivPolicy }
xmlPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX UTF8String -- XML-encoded privilege policy information
ID id-at-xmlPrivPolicy }

-- Attribute certificate extensions and matching rules

attributeCertificateExactMatch MATCHING-RULE ::= {
sy i : L £3 .

ID id-mr-attributeCertificateExactMatch }

AttributeCertificateExactAssertion ::= SEQUENCE {
sefialNumber CertificateSerialNumber,
isguer AttCertIssuer,

}

attributeCertificateMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }

AttributeCertificateAssertion ::= SEQUENCE ({

holder [0] CHOICE {
bhaseCertificateID [0] IssuerSerial,
HolderName [1] GeneralNames,
..} OPTIONAL,
isguer [1] GeneralNames OPTIONAL,
atfCertvValidity [2] GeneralizedTime OPTIONAL,
at{Type [3] SET OF AttributeType OPTIONAL,
}

-- At least one component of the sequence shall be present

holdgerIssuerMatch MATCHING-RULE ::= {
SYNTAX HolderIssuerAssertion
ID id-mr-holderIssuerMatch }

HoldgrIssuerAssertion ::= SEQUENCE) {
holder [0] Holder OPTIONAL,
isguer [1l] AttCertIssuer “OPTIONAL,
}

delegationPathMatch MATCHING-RULE ::= {
SYNTAX DelMatchSyntax
iD id-mr-dellegationPathMatch }

DelMatchSyntax %¢= SEQUENCE {
figstIssuer. \AttCertIssuer,
lagtHoldex Holder,

}

extensionPresenceMatch MATCHING-RULE ::= {

SYNTAX—EXTENSION &id
ID id-mr-extensionPresenceMatch }

-- object identifier assignments

-- object classes

id-oc-pmiUser OBJECT IDENTIFIER ::= {id-oc 24}
id-oc-pmiAA OBJECT IDENTIFIER ::= {id-oc 25}
id-oc-pmiSOA OBJECT IDENTIFIER = {id-oc 26}
id-oc-attCertCRLDistributionPts OBJECT IDENTIFIER = {id-oc 27}
id-oc-privilegePolicy OBJECT IDENTIFIER = {id-oc 32}
id-oc-pmiDelegationPath OBJECT IDENTIFIER = {id-oc 33}
id-oc-protectedPrivilegePolicy OBJECT IDENTIFIER = {id-oc 34}
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-- directory attributes

id-at-attributeCertificate OBJECT IDENTIFIER ::= {id-at 58}
id-at-attributeCertificateRevocationList OBJECT IDENTIFIER ::= {id-at 59}
id-at-aACertificate OBJECT IDENTIFIER = {id-at 61}
id-at-attributeDescriptorCertificate OBJECT IDENTIFIER = {id-at 62}
id-at-attributeAuthorityRevocationList OBJECT IDENTIFIER = {id-at 63}
id-at-privPolicy OBJECT IDENTIFIER = {id-at 71}
id-at-role OBJECT IDENTIFIER = {id-at 72}
id-at-delegationPath OBJECT IDENTIFIER = {id-at 73}
id-at-protPrivPolicy OBJECT IDENTIFIER = {id-at 74}
id-at-xMLPrivilegeInfo OBJECT IDENTIFIER = {id-at 75}
id-at-xmlPrivPolicy OBJECT IDENTIFIER = {id-at 76}
id-a sermission ORJECT IDENTIFIER ::= {id-at 82}
id-at-eeAttrCertificateRevocationList OBJECT IDENTIFIER ::= {id-at 102}
-- aftribute certificate extensions

id-cg-authorityAttributeIdentifier OBJECT IDENTIFIER = {id-ce 38}
id-cge-roleSpecCertIdentifier OBJECT IDENTIFIER = {id-ce 39}
id-cg-basicAttConstraints OBJECT IDENTIFIER = {id-ce 431}
id-ce-delegatedNameConstraints OBJECT IDENTIFIER = {id-ce-42%}
id-cge-timeSpecification OBJECT IDENTIFIER = {id-gce\43}
id-ce-attributeDescriptor OBJECT IDENTIFIER = {id-ce” 48}
id-cg-userNotice OBJECT IDENTIFIER = {idyrce 49}
id-cg-sOAIdentifier OBJECT IDENTIFIER ={id-ce 50}
id-cg-acceptableCertPolicies OBJECT IDENTIFIER = Y{id-ce 52}
id-ce-targetingInformation OBJECT IDENTIFIER {:= {id-ce 55}
id-cg-noRevAvail OBJECT IDENTIFIER ::= {id-ce 56}
id-ce-acceptablePrivilegePolicies OBJECT IDENTIFIER ::= {id-ce 57}
id-cg-indirectIssuer OBJECT IDENTIFIER = {id-ce 61}
id-cg-noAssertion OBJECT IDENTIFIER = {id-ce 62}
id-cg¢-issuedOnBehalfOf OBJECT IDENTIFIER = {id-ce 64}
id-ce-singleUse OBJECT ~IDENTIFIER = {id-ce 65}
id-ce-groupAC OBJECT\IDENTIFIER = {id-ce 66}
id-cg-allowedAttributeAssignments OBJECT IDENTIFIER = {id-ce 67}
id-ce-attributeMappings OBJECT IDENTIFIER ::= {id-ce 68}
id-c¢-holderNameConstraints OBJECT IDENTIFIER ::= {id-ce 69}
-- PNI matching rules

id-mf-attributeCertificateMatch OBJECT IDENTIFIER = {id-mr 42}
id-mf-attributeCertificateExactMatch OBJECT IDENTIFIER = {id-mr 45}
id-mf-holderIssuerMatch OBJECT IDENTIFIER = {id-mr 46}
id-mf-authAttIdMatch OBJECT IDENTIFIER = {id-mr 53}
id-my-roleSpecCertIdMatch OBJECT IDENTIFIER = {id-mr 54}
id-mf-basicAttConstraintsMatch OBJECT IDENTIFIER = {id-mr 55}
id-my-delegatedNameConstraintsMatch OBJECT IDENTIFIER = {id-mr 56}
id-my-timeSpecMatch OBJECT IDENTIFIER = {id-mr 57}
id-my-attDescriptorMatch OBJECT IDENTIFIER = {id-mr 58}
id-mg-acceptableCertPoliciesMatch OBJECT IDENTIFIER = {id-mr 59}
id-my-delegationPathMatch OBJECT IDENTIFIER = {id-mr 61}
id-mf-sOAIdentifierMatch OBJECT IDENTIFIER = {id-mr 66}
id-mg-extensionPresenceMatch OBJECT IDENTIFIER = {id-mr 67}
id-my-ddalStringMatch OBJECT IDENTIFIER = {id-mr 69}

-- A.4 - PKI Protocol specifications module

PkiPmiWrapper {joint-iso-itu-t ds(5) module(l) pkiPmiWrapper (42) 8}
DEFINITIONS ::=

BEGIN

-- EXPORTS All

IMPORTS

-- from Rec. ITU-T X.501 | ISO/IEC 9594-2
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attributeCertificateDefinitions, authenticationFramework, certificateExtensions, id-
cmsct, informationFramework, selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 8}

Attribute{}, ATTRIBUTE, Name
FROM InformationFramework informationFramework

-- from Rec. ITU-T X.509 | ISO/IEC 9594-8

ALGORITHM, AlgorithmIdentifier{}, Certificate, Certificatelist, CertificateSerialNumber,
CertAVL,
ENCRYPTED-HASH{}, PKCertIdentifier, SIGNATURE({}, TBSCertAVL,
Version, AvlSerialNumber, PkiPath, SIGNED
FROM AuthenticationFramework authenticationFramework

CRIReason, SubjectKeyIdentifier
HFROM CertificateExtensions certificateExtensions

AttributeCertificate
HFROM AttributeCertificateDefinitions attributeCertificateDefinitions

--|from Rec. ITU-T X.520 | ISO/IEC 9594-6

objectlIdentifierMatch, octetStringMatch
HFROM SelectedAttributeTypes selectedAttributeTypes ;

WRAPRED-PDU

TYPE-IDENTIFIER

PDU-yrapper

SIGNED{TBSPDU-wrapper}

TBSPU-wrapper ::= SEQUENCE {
vexsion Version DEFAULT vl,
signatureAlgorithm AlgorithmIdentifier {{SupportedSignatureAlgorithms}},
cextPath [0] IMPLICIT PkiPath,
signedAttrs [1] IMPLICIT SignedAttributesCOPTIONAL,
conf CHOICE {
¢lear [2] WrappedPDUInfo,
protected [3] EncryptedInfo,
b,
}

SuppgrtedSignatureAlgorithms ALGORITHM ::= {...}
SigngdAttributes ::= SET SIZE ((1..MAX) OF Attribute{{SupportedSignedAttributes}}
SuppgrtedSignedAttributes ATTRIBUTE ::= { contentType | messageDigest }
WrappedPDUInfo ::= SEQUENCE ({

pdyType WRAPPED=PDU. &id ({SupportedPduSet}),

pdyInfo WRAPPED-PDU. &Type ({SupportedPduSet} {@pduTypel}),
s

SuppgrtedPduSet WRAPPED-PDU ::= {...}

EncryptediInfo ::= SEQUENCE ({
keyAgreement KeyAgreement,
engryptedPdulInfo EncryptedPdulnfo,

i

KeyAgreement ::= SEQUENCE {
senderDhInfo [0] SenderDhInfo,
keyEncryptionAlgorithm SEQUENCE {
algorithm ALGORITHM. &id ({SupportedKeyEncryptionAlgorithm}),
parameters ALGORITHM. &Type ( {SupportedKeyEncryptionAlgorithm} {@.algorithm}),
N
}
SupportedKeyEncryptionAlgorithm ALGORITHM ::= {...}

SenderDhInfo ::= CHOICE ({
senderStaticInfo [0] SenderStaticInfo,
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senderDhPublicKey [1] SenderDhPublicKey,
}
SenderStaticInfo: := SEQUENCE ({
issuer Name,

serialNumber CertificateSerialNumber,

partyAinfo UserKeyingMaterial,
}
SenderDhPublicKey ::= SEQUENCE ({
algorithm AlgorithmIdentifier {{SupportedDHPublicKeyAlgorithms}},
publicKey BIT STRING,

}

UserKeyingMaterial ::= OCTET STRING (SIZE (64))

tedPdulnfo ::= SEQUENCE ({

WRAPPED-PDU. &id ({SupportedPduSet}),

EncryptedKey OPTIONAL,

pdyEncryptionAlgorithm SEQUENCE {

3dlgorithm ALGORITHM. &id ({SymmetricEncryptionAlgorithms}),
parameter ALGORITHM. &Type
({SymmetricEncryptionAlgorithms}{@.algorithm})} OPTIONAL,
eng¢ryptedPdu [0] EncryptedPdu,

}

EncryptedKey ::= OCTET STRING
SymmetricEncryptionAlgorithms ALGORITHM ::= {...}
EncryptedPdu ::= OCTET STRING
SuppgrtedAttributes ATTRIBUTE ::= {...}
AttributeCertificateV2 ::= AttributeCertificate

-- Attribute type specification as defined'by IETF RFC 5652

contgntType ATTRIBUTE ::= {
WITH SYNTAX WRAPPED-PDUY&id ( { SupportedPduSet})
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
D id-GontentType }

id-cgntentType OBJECT IDENTIFIER :
pkcs({l) pkecs9(9) 3 }

messggeDigest ATTRIBUTE ::= ({
WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch

:= { iso(1l) member-body(2) us(840) rsadsi(113549)

SINGLE VALUE TRUE
ID id-messageDigest }

id-mgssdgeDigest OBJECT IDENTIFIER ::= { iso(l) member-body(2) us(840) rsadsi(1135409)

pkecs (1) pkes9(9) 4 }

PkiWaError ::= ENUMERATED ({
unsupportedWrapperVersion (0),
unsupportedSignatureAlgorithm (1),
incompleteCertPath (2),
certificationPathFailure (3),
invalidSignature (4),
missingMandatoryAttributes (5),
unwantedAttribute (6),
unsupportedPduType (7,
unexpectedPduType (8),
invalidPduSyntax (9),
unknownDHpkCetificate (10),
invalidKeyingMaterial (11),
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dhAlgorithmMismatch (12),
invalideDhPublickey (13),
unsupportedKeyWrappingAlgorithm (14),
keyEncAlgorithmParametersMissing (15),

keyEncAlgorithmParametersNotAllowed (16),
invalidParmsForSymEncryptAlgorithms (17),
decryptionFailed (18),
}
END -- PkiPmiWrapper
-- A.5 - PKI-PMI protocol specifications

PkiPMIProtocolSpecifications {joint-iso-itu-t ds(5) module (1)

ions{43)—8}
DEFIaITIONS =
BEGI

-- EXPORTS All

IMPORTS
--|from Rec. ITU-T X.501 | ISO/IEC 9594-2

attributeCertificateDefinitions, authenticationFramework, certificateExtensions,
id{cmsct, informationFramework, pkiPmiWrapper, selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) uséefulDefinitions(0) 8}

Atfribute{}, ATTRIBUTE, Name, SupportedAttributes
FROM InformationFramework informationFramework

--|from Rec. ITU-T X.509 | ISO/IEC 9594-8

ALGORITHM, AlgorithmIdentifier{}, Certificate, Certificatelist, CertificateSerialNumpber,
CertjvL,
ENGRYPTED-HASH{}, PKCertIdentifier, SIGNATURE{}, TBSCertAVL,
Vexsion, AvlSerialNumber, PkiPath
KFROM AuthenticationFramework authenticationFramework

CRLReason, SubjectKeyIdentifier
HFROM CertificateExtensions certificateExtensions

AtfributeCertificate
FROM AttributeCertificateDefinitions attributeCertificateDefinitions

PkiWaError, WRAPPED-PDU
FROM PkiPmiWrapper pkiPmiWrapper

--|from Rec. ITU-T. %7520 | ISO/IEC 9594-6

objectIdentifierMatch, octetStringMatch
FROM SelectedAttributeTypes selectedAttributeTypes ;

-- PIOU types

Av1PduSet 'WRAPPED-PDU ::= {
certReq |
certRsp {
addAvlReq |
addAvlRsp |
replaceAvlReq |
replaceAvlRsp |
deleteAvlReq |
deleteAvlRsp |
rejectAVL |
certSubscribeReq |
certSubscribeRsp |
certUnsubscribeReq |
certUnsubscribeRsp |
certReplaceReq |
certReplaceRsp |
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rejectCAsubscribe,

}
-- Authorization validation list management

AVMPcommonComponents ::= SEQUENCE {
version AVMPversion DEFAULT vl,
timeStamp GeneralizedTime,
sequence AVMPsequence,

}

AVMPversion ::= ENUMERATED { v1(1l), v2(2), v3(3), ... }
AVMPsequence ::= INTEGER (1. .MAX)
certReq WRAPPED-PDU ::= {

CertReq

IDENTIFIED BY id-certReq }

CertReq ::= SEQUENCE ({
CONIPONENTS OF AVMPcommonComponents,
}

certRsp WRAPPED-PDU ::= ({
CertRsp
IDENTIFIED BY id-certRsp }

CertRsp ::= SEQUENCE ({
CONIPONENTS OF AVMPcommonComponents,
regult CHOICE {
guccess [0] CertOK,
failure [1] CertErr,
.
}
CertQK ::= SEQUENCE {

dhQert Certificate,
}

CertErr ::= SEQUENCE {
notOK CHOICE {
wrErr [0] PkiWaError,

avmpErr [l1] AVMP-error,

N

note Notifications OPTIONAL,
}

Notiffications ::= SEQUENCE SIZE (1..MAX) OF Attribute {{SupportedAttributes}}

addAvy1lReq WRAPPED-PDU"“::= {
AddAvl1Req
IDENTIFIED BY‘id-addAvlReq }

AddAvY1Req :+=/SEQUENCE {
CONIPONENTS OF AVMPcommonComponents,
cextlist CertAVL,

}

addAvlRsp WRAPPED-PDU ::= {
AddAv1Rsp
IDENTIFIED BY id-addAvlRsp }

AddAv1Rsp ::= SEQUENCE {
COMPONENTS OF AVMPcommonComponents,
result CHOICE {
success [0] AddAv1OK,
failure [1] AddAvlErr,
.o},
}

AddAv1OK ::= SEQUENCE {
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ok NULL,
}

AddAv1Err ::= SEQUENCE ({
notOK AVMP-error,
}

replaceAvlReq WRAPPED-PDU ::= {
ReplaceAvlReq
IDENTIFIED BY id-replaceAvlReq }

ReplaceAvlReq ::= SEQUENCE {
COMPONENTS OF AVMPcommonComponents,
old AvlSerialNumber OPTIONAL,
nev !‘a;{- AV 7
}
replgceAvlRsp WRAPPED-PDU ::= {
ReplaceAvlRsp

IDENTIFIED BY id-replaceAvlRsp }

ReplaceAvlRsp ::= SEQUENCE {
CONIPONENTS OF AVMPcommonComponents,
regult CHOICE {

guccess [0] RepAv1OK,
failure [1] RepAvlErr,
-}
}

RepAvV1OK ::= SEQUENCE {

ok NULL,
}
RepAvYlErr ::= SEQUENCE {

no{OK AVMP-error,
}

deleteAvlReq WRAPPED-PDU ::= ({
DeleteAvlReq
IDENTIFIED BY id-deleteAvlReq }

DelefeAvlReq ::= SEQUENCE {
CONPONENTS OF AVMPcommonComponents,
avl-Id AvlSerialNumber OPTIONAL,
}

deleteAvlRsp WRAPPED-PDU .= {
DeleteAv1Rsp
IDENTIFIED BY id-deleteAvlRsp }

DeleteAvlRsp ::= SEQUENCE {
CONIPONENTS OF“AVMPcommonComponents,
regult CHOICE {

guccess [0] DelAvl1OK,
failuxe [1] DelAvlErr,
. AL
}

DelAv1OK ::= SEQUENCE ({

ok NULL,
}
DelAvlErr ::= SEQUENCE {

notOK AVMP-error,
}

rejectAVL WRAPPED-PDU ::= {
RejectAVL
IDENTIFIED BY id-rejectAVL }

RejectAVL ::= SEQUENCE {
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COMPONENTS OF AVMPcommonComponents,
reason AVMP-error,

}
-- CA subscription

CASPcommonComponents ::= SEQUENCE {
version CASPversion DEFAULT vl,
sequence CASPsequence,

}

CASPversion ::= ENUMERATED { v1(l), v2(2), v3(3), ... }
CASPsequence ::= INTEGER (1..MAX)
cert§ubscribeReq WRAPPED-PDU ::= {

CertSubscribeReq

IDENTIFIED BY id-certSubscribeReq }

CertSubscribeReq ::= SEQUENCE {
CONIPONENTS OF CASPcommonComponents,
cexts SEQUENCE (SIZE (1..MAX)) OF SEQUENCE {
ubject Name,
erialNumber CertificateSerialNumber,
},

}
cert§ubscribeRsp WRAPPED-PDU ::= ({

CertSubscribeRsp
IDENTIFIED BY id-certSubscribeRsp }

CertSubscribeRsp ::= SEQUENCE ({
CONIPONENTS OF CASPcommonComponents,
regult CHOICE {

guccess [0] CertSubscribeOK,
failure [1] CertSubscribeErr,
-}
}
CertSubscribeOK ::= SEQUENCE (SIZE (1.%*MAX)) OF CHOICE ({
ok [0] SEQUENCE {
gert Certificate,
gtatus CertStatus,
revokeReason CRLReason OPTIONAL,
-}
not-ok [1] SEQUENCE {
gtatus CASP-CertStatusCode,
.-}
}

Cert§tatus ::= ENUMERATED {
gogd (0),
revoked (1),
onthold (2),,

expired..(3),
}

CASP-CertstatusCode T = ENUMERATED {
noReason (1),
unknownCert (2),

}

CertSubscribeErr ::= SEQUENCE {
code CASP-error,

}

certUnsubscribeReq WRAPPED-PDU ::= {
CertUnsubscribeReq
IDENTIFIED BY id-certUnsubscribeReq }

CertUnsubscribeReq ::= SEQUENCE ({
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COMPONENTS OF CASPcommonComponents,
certs SEQUENCE (SIZE (1..MAX)) OF SEQUENCE {
subject Name,
serialNumber CertificateSerialNumber,
.-}y
}
certUnsubscribeRsp WRAPPED-PDU ::= {

CertUnsubscribeRsp
IDENTIFIED BY id-certUnsubscribeRsp }

CertUnsubscribeRsp ::= SEQUENCE ({
COMPONENTS OF CASPcommonComponents,
result CHOICE {

success————[0]—CexrtUnsubseribeOk-

failure [1] CertUnsubscribeErr,

..},

}

CertUnsubscribeOK ::= SEQUENCE (SIZE (1..MAX)) OF CHOICE {
ok [0] SEQUENCE {

ubject Name,

erialNumber CertificateSerialNumber,

N
not-ok [1] SEQUENCE {

w—1I0n.

gtatus CASP-CertStatusCode,
..},
}
CertUnsubscribeErr ::= SEQUENCE ({
code CASP-error,
}
certReplaceReq WRAPPED-PDU ::= ({
CertReplaceReq

IDENTIFIED BY id-certReplaceReq }

CertReplaceReq ::= SEQUENCE {
CONIPONENTS OF CASPcommonComponents,
cexts SEQUENCE (SIZE (1..MAX).)~OF SEQUENCE ({
old CertificateSerialNumber,
new Certificate,
- b
}
certReplaceRsp WRAPPED-PDU.\: := ({
CertReplaceRsp

IDENTIFIED BY id-cerxtReplaceRsp }

CertReplaceRsp ::= (SEQUENCE {
CONIPONENTS OF CASPcommonComponents,
regult CHOICE ({

guccess [0] CertReplaceOK,
failure [1] CertReplaceErr,

- Yy
}

CertReplaceOK T = SEQUENCE (SIZE (I - MAX)) OF CHOICE{
ok [0] SEQUENCE {
issuer Name,
serialNumber CertificateSerialNumber,
A
not-ok [1] SEQUENCE {

status CASP-CertStatusCode,
- 1
}
CertReplaceErr ::= SEQUENCE {
code CHOICE {
signedData [0] SignedData-error,

envelopedData [1] EnvelopedData-error,
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casp [2] CASP-error,
oo}y
}
certUpdateReq WRAPPED-PDU ::= {
CertUpdateReq

IDENTIFIED BY id-certUpdateReq }

CertUpdateReq ::= SEQUENCE {
COMPONENTS OF CASPcommonComponents,
certs SEQUENCE (SIZE (1..MAX)) OF SEQUENCE ({
subject Name,
serialNumber CertificateSerialNumber,
certStatus CertStatus,

1
17

}
certUpdateRsp WRAPPED-PDU ::= {

CertUpdateRsp
IDENTIFIED BY id-certUpdateRsp }

CertUpdateRsp ::= SEQUENCE {
CONIPONENTS OF CASPcommonComponents,
regult CHOICE {
guccess [0] CertUpdateOK,
failure [1] CertUpdateErr,
-}
}
CertUpdateOK ::= SEQUENCE (SIZE (1..MAX)) OF CHOICE {
ok [0] SEQUENCE ({
ubject Name,

S
S

erialNumber CertificateSerialNumber,

..},
not-ok [1] SEQUENCE {

gtatus CASP-CertStatusCode,

.
}

CertUpdateErr ::= SEQUENCE {

code CASP-error,

}

rejeqgtCAsubscribe WRAPPED-PDU ::= {

RejectCAsubscribe

IDENTIFIED BY id-rejectCAsubscribe }

Rejeg¢tCAsubscribe ::= SEQUENCE {
CONPONENTS OF CASPcommonComponents,
regson CASP~error,

}

SigngdData-erxor” ::= ENUMERATED ({
noReason (0),
signedDataContectTypeExpected (1),
wrgngSignedDataVersion (2),
migsingContent (3),
mi mt )
invalidContentComponent (5),
unsupportedHashAlgorithm (6),
...}

EnvelopedData-error ::= ENUMERATED ({
noReason (0),

}

AVMP-error ::= ENUMERATED ({
noReason (0),
unknownAvlEntity (1),
unknownContentType (2),
unsupportedAVMPversion (3),
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missingContent (4),
missingContentComponent (5),
invalidContentComponent (6),
sequenceError (7),
protocolError (8),
invalidAvlSignature (9),
duplicateAVL (10),
missingAvlComponent (11),
invalidAvlVersion (12),
notAllowedForConstrainedAVLEntity (13),
constrainedRequired (14),
nonConstrainedRequired (15),
unsupportedCriticalEntryExtension (16),
unsupportedCriticalExtension (17),
maxAVLsExceeded {18)—
unknownCert (19),
unknownAVL (20),
ungupportedScopeRestriction (21),

CASPA
noHK
unk
un
mig
mis
iny
sed
unk
unkK

id-si
us (84

id-erg
rsadg

id-cq
id-csg
id-ad
id-agq
id-r¢g
id-r¢
id-ug
id-ug
id-ddg
id-dsg
id-r¢g
id-csg
id-cq
id-cq
id-csg
id-cq
id-csg
id-cq

}

error ::=
leason
fnownContentType

singContent

juenceError
tnownSubject
fnownCert

}

id-csg

velopedData OBJECT IDENTIFIER ::= {iso(1l) member-body(2) us(840)
i(113549) pkecs(1l) pkes7(7) 3}
rtReq OBJECT IDENTIFIER ::= {id-cmsct 0}
rtRsp OBJECT IDENTIFIER ::= {id-cmsct 1}
JdAv1Req OBJECT IDENTIFIER = {id-cmsct 2}
JdAv1Rsp OBJECT IDENTIFIER = {id-cmsct 3}
placeAvlReq OBJECT IDENTIFIER = {id-cmsct 4}
placeAvlRsp OBJECT, IDENTIFIER = {id-cmsct 5}
dateAvlReq OBJECT\ IDENTIFIER = {id-cmsct 6}
dateAvl1Rsp OBJECT IDENTIFIER = {id-cmsct 7}
leteAvlReq OBJECT IDENTIFIER = {id-cmsct 8}
leteAvlRsp OBJECT IDENTIFIER = {id-cmsct 9}
jectAVL OBJECT IDENTIFIER = {id-cmsct 10}
rtSubscribeRedq OBJECT IDENTIFIER = {id-cmsct 11}
rtSubscribeRsp OBJECT IDENTIFIER = {id-cmsct 12}
rtUnsubscribeReq OBJECT IDENTIFIER = {id-cmsct 13}
rtUnsubscribeRsp OBJECT IDENTIFIER = {id-cmsct 14}
rtReplaceReq OBJECT IDENTIFIER = {id-cmsct 15}
rtReplaceRsp OBJECT IDENTIFIER = {id-cmsct 16}
rtUpdateReq OBJECT IDENTIFIER = {id-cmsct 17}
rtUpdateRsp OBJECT IDENTIFIER ::= {id-cmsct 18}
id-rejectCAsUbsCTribe OBJECT IDENTIFIER = {id—cmsct 197}

-- Trust broker protocol

TBrequest ::=
caCert

ENUMERATED ({

fuppor tedWLMPversion

singContentComponent
ralidContentComponent

gnedData OBJECT IDENTIFIER
0) rsadsi(113549) pkecs(1l) pkes7(7) 2}

(0),
(1),
(2),
(3),
(4),
(3),
(6),
(7),
(8),

:= {iso(1l) member-body (2)

CHOICE {
[0] PKCertIdentifier,

subjectCert [1] PKCertIdentifier,

TBresponse ::= CHOICE ({
success [0] TBOK,
failure [1] TBerror,
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TBOK ::= SEQUENCE {
levelOfAssurance [0] INTEGER (0..100),
confidencelevel [1] INTEGER (0..100),

validationTime [2] UTCTime,
info UTF8String OPTIONAL,
}
TBerror ::= SEQUENCE {

code ENUMERATED ({
caCertInvalid (1),
unknownCert (2),
unknownCertStatus (3),
subjectCertRevoked (4),
jnecorrectCext {5~
g¢ontractExpired (6),
pathValidationFailed (7),
timeOut (8),
other (99),

R
diggnostic UTF8String OPTIONAL,

}

END 1- PkiPMIProtocolSpecifications
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Annex B

Reference definition of cryptographic algorithms

(This annex does not form an integral part of this Recommendation | International Standard.)

This annex lists cryptographic algorithms defined in other specifications, by firstly listing the allocated object identifiers
for the cryptographic algorithms followed by the actual algorithm definitions. The definitions take the form of the ASN.1

module, AlgorithmObjectIdentifiers.

AlgorithmObjectIdentifiers {joint-iso-itu-t ds(5) module(1)
algorithmObjectIdentifiers(8) 8}

DEFI“ITIONS e
BEGI

-- EXPORTS All

/*

The values defined in this module are primarily taking from various specifications and

collgcted here for easy reference by other specifcations.

Wen vYalues are copied form an IETF RFC, the IETF RFC number is showh/

When |[values are copied from the NIST Computer Security Objects /Register (CSOR),

the label CSOR is used.
*/

IMPORTS

algorithm, authenticationFramework

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 8}

ALGORITHM, AlgorithmIdentifier{}, SupportedAlgorithms, SupportedCurves

ID :J]= OBJECT IDENTIFIER

HFROM AuthenticationFramework authenticationFramework;

-- ObBject identifier allocations

-- Object identifiers allocated by.this Specification (but not used)

nulljlgorithm
encryptionAlgorithm
hash3lgorithm
signgtureAlgorithm

-- synonyms
id-eq

id-h4
id-s4g

ID
ID
ID
ID

ID
ID
ID

{aXgorithm 0}
{algorithm 1}
{algorithm 2}
{algorithm 3}

encryptionAlgorithm
hashAlgorithm
signatureAlgorithm

-- the following object identifier assignments reserve values assigned to deprecated

functions

id-egq-rsa

ID = {id-ea 1}
id-ha-sgMod-n ID = {id-ha 1}
id-sa-sgMod-nWithRSA ID = {id-sa 1}

-- object identifiers allocated by other organization

us-iso
ansi-x9-57
ansi-x9-62
ansi-x9-42
iso-standard
iso09797
iso-organization
certicom
certicom-curve

ID
ID
ID
ID
ID
ID
ID
ID
ID
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iso(1l) member-body(2) us(840) }

us-iso ansi-x9-57(10040) }

us-iso ansi-x962(10045) }

us-iso ansi-x942(10046) }

iso(l) standard(0) }

iso-standard message-authentication-codes (9797) }
iso(1l) identified-organization(3) }
iso-organization certicom(132) }

certicom curve (0) }
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teletrust ID = { iso-organization teletrust(36) }

ecStdCurvesAndGen ID = { teletrust algorithm(3) signaturealgorithm(3) ecSign(2) 8}
versionOne ID = { ecStdCurvesAndGen ellipticCurve (l) versionOne (1) }
us-joint ID { joint-iso-itu-t(2) country(16) us(840) }

usgov ID = { us-joint organization(l) gov(101) }

dodAlgorithms ID = { usgov dod(2) infosec(l) algorithms(1l) }

csor ID = { usgov csor(3) }

nistAlgorithms ID = { csor nistAlgorithm(4) } -- CSOR

aes ID = { nistAlgorithms 1 } -- CSOR

hashAlgs ID = { nistAlgorithms 2 } -- CSOR

sigAlgs D = { nistAlgorithms 3 } -- CSOR

rsadsi ID = { iso(l) member-body (2) us(840) rsadsi(113549) }
pkcstd ID——+=—{—=sadsi—pkes{l)}—pkes-1+41)—}

digegtAlgorithm ID = { rsadsi digestAlgorithm(2) }

-- Symmetric key algorithm object identifiers

id-a¢s128-CBC ID = { aes 2 } -- CSOR
id-a¢sl192-CBC ID = { aes 22 } -- CSOR
id-a¢s256-CBC ID = { aes 42 } -- CSOR

-- AHRS key wrap algorithms from IETF RFC 3394

id-agsl28-wrap ID = { aes 5 }
id-agsl92-wrap ID = { aes 25 }
id-ags256-wrap ID = { aes 45 }

-- Pybkic key algorithm object identifiers

rsaEncryption ID ::= { pkcs-1 rsaEncryptiony(l)} -- IETF RFC 4055
id-keyExchangeAlgorithm ID { dodAlgorithms id-keyExchangeAlgorithm(22)}
-- IETF RFC 3279

id-dga ID { ansi-x9-57 x9%9algorithm(4) 1 } -- IETF RFC 5480
id-eg¢PublicKey iD = { ansi-x9-62 keyType(2) 1 } -- IETF RFC 5480
id-e¢DH ID = { certicom schemes(l) ecdh(12) } -- IETF RFC 5480
id-eg¢MQV ID = { certicom schemes(l) ecmgv(13) } -- IETF RFC 5480
dh-pyblic-number ID = { ansi-x9-42 number-type (2) dh-public-number(l) } --IETF
RFC 2631

-- H3sh algorithms object identifiers

-- The OID for SHA hash algorithms are specified in NIST FIPS PUB 180-4

id-shal ID ::= {iso(l) identified-organization(3) oiw(14) secsig(3)
algorithms (2) 26} -- IETF RFC 3279

id-sha256 ID = { hashAlgs 1 } -- CSOR

id-sha384 ID = { hashAlgs 2 } -- CSOR

id-sha512 ID = { hashAlgs 3 } -- CSOR

id-sha224 ID = { hashAlgs 4 } -- CSOR

id-shHa512-224 ID ::= { hashAlgs 5 } -- CSOR

id-sha512=256 ID = { hashAlgs 6 } -- CSOR

hashjlg ID = { iso(l) identified-organization(3) dod(6) internet(1l

private(4) enterprise () kudelski(1722)
cryptography(12) 2 } -- BLAKE2, RFC 7693

—-- SIGNATURE ALGORITHM IDS

-- RSASSA-PKCS1l-vl_5 signature algorithm object identifiers (From IETF RFC 3447)

shalWithRSAEncryption ID
sha256WithRSAEncryption ID
sha384WithRSAEncryption ID
sha512WithRSAEncryption ID
sha224WithRSAEncryption ID

pkcs-1 shalWithRSAEncryption(5) }
pkcs-1 sha256WithRSAEncryption (11)
pkcs-1 sha384WithRSAEncryption (12)
pkcs-1 sha512WithRSAEncryption (13)
pkcs-1 sha224WithRSAEncryption (14)

nn
e N T e R
S St

-- RSASSA-PSS signature algorithm object identifiers (From IETF RFC 4055)
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id-RSASSA-PSS ID
id-mgfl D

{ pkes-1 10 }
{ pkecs-1 8 }

-- DSA algorithms object identifiers

id-dsa-with-shal ID ::= {iso(l) member-body(2) us(840) x9-57(10040) x9algorithm(4)
dsa-with-shal (3)}

id-dsa-with-sha224 ID = { sigAlgs 1 } -- CSOR

id-dsa-with-sha256 ID = { sigAlgs 2 } -- CSOR

-- From IETF RFC 5758

ecdsa-with-SHA224 ID ::= { ansi-x9-62 signatures(4)

ecdsa-with-SHA2(3) 1 }
ecdsg-with-SHA256 ID——={ansi-x3-62 signatures{L)

ecdsa-with-SHA2 (3) 2 }
ecdsg-with-SHA384 ID ::= { ansi-x9-62 signatures(4)

ecdsa-with-SHA2 (3) 3 }
ecdsg-with-SHA512 ID ::= { ansi-x9-62 signatures(4) ecdsa-with-SHA2(3) 4.}

-- (Qbject identifier for curves

-- Ffom IETF RFC 5480

secpl92rl ID = { ansi-x9-62 curves(3) prime(1l) 1 }
sectl63kl ID = { certicom-curve 1 }

sectl163r2 ID = { certicom-curve 15 }

secpl24rl ID = { certicom-curve 33 }

sect233kl ID = { certicom-curve 26 }

sect233rl ID = { certicom-curve 27 }

secp456rl ID = { ansi-x9-62 curves(3) prime(1l)~A}
sect283kl ID = { certicom-curve 16 }

sect283rl ID = { certicom-curve 17 }

secp384rl ID = { certicom-curve 34 }

sect409kl ID = { certicom-curve 36 }

sect409rl ID = { certicom-curve 37 }

secpj21rl ID = { certicom-curve 35 }

secty71k1l ID ::= { certicom-curve 38}

secty71rl ID ::= { certicom-curve 39"}

-- Ffom IETF RFC 5639

versionOne 10
versionOne 11
versionOne 12
versionOne 13
versionOne 14

brainpoolP320t14ID
brainpoolP384x1l ID
brainpoolP384tl1 ID
braigpoolP512r1 ID
brainposolP512t1 ID

braifgpoolP160rl ID = { versionOne 1 }
brainpoolP160tl ID = { versionOne 2 }
braigpoolP192rl ID = { versionOne 3 }
brainpoolP192tl ID = { versionOne 4 }
braigpoolP224rl ID = { wersionOne 5 }
brainpoolP224tl ID =({ )versionOne 6 }
braigpoolP256rl ID ="){ versionOne 7 }
brainpoolP256t1l ID = { versionOne 8 }
braifgpoolP320rl ID = { versionOne 9 }

{

{

{

{

{

X509Curves OBJUECT IDENTIFIER T = { Secpi92r1 | sectl63kI |—secti63r2— | secp224rr —
sect233kl |

sect233rl | secp256rl | sect283kl | sect283rl |
secp384rl |

sect409kl | sectd409rl | secp521rl | sect571kl |
sect571rl }

-- Object identifiers for Integrity Check Value (ICV) algorithms

id-hmacWithSHA224 ID = { digestAlgorithm 8 } -- IETF RFC 4231
id-hmacWithSHA256 ID = { digestAlgorithm 9 } -- IETF RFC 4231
id-hmacWithSHA384 ID = { digestAlgorithm 10 } -- IETF RFC 4231
id-hmacWithSHA512 ID = { digestAlgorithm 11 } -- IETF RFC 4231
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id-gmac ID ::= { is09797 part3(3) gmac(4) } -- ISO/IEC 9797-3

-- ALGORITHMS

-- Hashing alogorithms

mD5Algorithm ALGORITHM ::= {
PARMS NULL
IDENTIFIED BY {iso(l) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) md5(5)}}

-- Note that the MD5 algorithm is not considered secure

shalAlgorithm ALGORITHM ::= ({
PARMS NULL

shal 1}
7

-- Ngte that the SHAl algorithm may not be considered secure

sha224 ALGORITHM ::= { -- IETF RFC 5754
IDENTIFIED BY id-sha224 }

sha2%6 ALGORITHM ::= { -- IETF RFC 5754
IDENTIFIED BY id-sha256 }

sha344 ALGORITHM ::= { -- IETF RFC 5754
IDENTIFIED BY id-sha384 }

sha512 ALGORITHM ::= { -- IETF RFC 5754
IDENTIFIED BY id-sha512 }

HashAlgorithms ALGORITHM ::= {shalAlgorithm |
sha224 |
sha256 |
sha384 |
sha512 }

-- Symmetric encryption algorithms
aesl38-CBC ALGORITHM ::= { -- CSOR

P. S AES-InitializationVector
IDENTIFIED BY id-aesl28-CBC }

aesl92-CBC ALGORITHM ::= { -- CSOR
P S AES-InitializationVector
IDENTIFIED BY id-aesl92-CBC:}

aes236-CBC ALGORITHM ::= {_~- CSOR

PARMS AES-InitidlizationVector

IDENTIFIED BY id-aes256-CBC }
AES-InitializationVector ::= OCTET STRING (SIZE (16))

-- Pyblic key.algorithms

rsaEncryptionAlgorithm ALGORITHM ::= { -- IETF RFC 4055

P, S NULL
IDENTIFIED BY rsaEncryption }

keyExchangeAlgorithm ALGORITHM ::= { -- IETF RFC 3279
PARMS KEA-Parms-Id
IDENTIFIED BY id-keyExchangeAlgorithm }

KEA-Parms-Id ::= OCTET STRING (SIZE (10))
dsa ALGORITHM ::= { -- IETF RFC 5480
PARMS DSS-Parms

IDENTIFIED BY id-dsa }
DSS-Parms ::= SEQUENCE {

p  INTEGER,
q  INTEGER,
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g  INTEGER,
}

ecPublicKey ALGORITHM ::= { -- IETF RFC 5480
PARMS X509Curves
IDENTIFIED BY id-ecPublicKey }

ecDH ALGORITHM ::= { -- IETF RFC 5480
PARMS X509Curves
IDENTIFIED BY id-ecDH }

ecMQV ALGORITHM ::= { -- IETF RFC 5480
PARMS X509Curves
IDENTIFIED BY id-ecMQV }

dh—prlic-numberAlgorithm ALGORITHM ::= {
PARMS DomainParameters
IDENTIFIED BY dh-public-number }

DomajnParameters ::= SEQUENCE {
P INTEGER, -- odd prime, p=jg+l
g INTEGER, -- generator, g
q INTEGER, -- factor of p-1
Jj INTEGER OPTIONAL, -- subgroup factor

validationParms ValidationParms OPTIONAL,
}

ValidationParms ::= SEQUENCE {
segd BIT STRING,
pg¢g¢nCounter INTEGER,

}

—-- SIGNATURE ALGORITHMS
-- RYASSA-PKCS1-vl_5 signature algorithms

ithRSAEncryptionAlgorithm ALGORITHM ::= { == IETF 7427
S NULL

sha224WithRSAEncryptionAlgorithm ALGORITHM ::= { -- IETF RFC 5754
S NULL

sha236WithRSAEncryptionAlgorithm . ALGORITHM ::= { -- IETF RFC 7427
S NULL
IDENTIFIED BY sha256WithRSAEncryption }

sha344WithRSAEncryptionAlgorithm ALGORITHM ::= { -- IETF RFC 7427
PARMS NULL
IDENTIFIED BY sha384WithRSAEncryption }

sha5]12WithRSAEneryptionAlgorithm ALGORITHM ::= { -- IETF RFC 7427
PARMS NULL
IDENTIFIED\BY sha512WithRSAEncryption }

-- RY§ASA-PSS algorithms

rSASSA=PSSALGORITHM T 1= {
PARMS SEQUENCE {
hashAlgorithm [0] AlgorithmIdentifier {{HashAlgorithms}},
-- maskGenAlgorithm [1] AlgorithmIdentifier {{MaskGenAlgorithms}},
saltLength [2] INTEGER DEFAULT 20,
trailerField [3] INTEGER DEFAULT 1 }
IDENTIFIED BY id-RSASSA-PSS }

-- DSA signature algorithms

dsa-with-sha224 ALGORITHM ::= { -- IETF RFC 5754
IDENTIFIED BY id-dsa-with-sha224 }
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dsa-with-sha256 ALGORITHM ::= { -- IETF RFC 5754
IDENTIFIED BY id-dsa-with-sha256 }
-- ECDSA signature algorithms

ecdsa-with-SHA224-Algorithm ALGORITHM ::= { -- IETF RFC
IDENTIFIED BY ecdsa-with-SHA224 }

ecdsa-with-SHA256-Algorithm ALGORITHM ::= { -- IETF RFC 5758
IDENTIFIED BY ecdsa-with-SHA256 }

ecdsa-with-SHA384-Algorithm ALGORITHM ::= { -- IETF RFC 5758
IDENTIFIED BY ecdsa-with-SHA384 }

ecdsg-with-SHA512-Algorithm ALGORITHM ::= { -- IETF RFC 5758
IDENTIFIED BY ecdsa-with-SHA512 }

-- C algorithms

hmacWithSHA224 ALGORITHM ::= { -- IETF RFC 4231
P. S NULL
IDENTIFIED BY id-hmacWithSHA224 }

hmacWithSHA256 ALGORITHM ::= { -- IETF RFC 4231
P. S NULL
IDENTIFIED BY id-hmacWithSHA256 }

hmacWithSHA384 ALGORITHM ::= { -- IETF RFC 4231
P. S NULL
IDENTIFIED BY id-hmacWithSHA384 }

hmacWithSHA512 ALGORITHM ::= { -- IETF RFC 4231
PARMS NULL
IDENTIFIED BY id-hmacWithSHA512 }

END - AlgorithmObjectIdentifiers
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C1

Annex C

Certificate extension attribute types

(This annex forms an integral part of this Recommendation | International Standard.)

Certificate extension attribute concept

This annex includes attribute types representing certificate extension defined by this Specification and IETF RFC 5280.
Such attributes will allow detailed certificate extension request to be included in a certification request as defined in IETF
RFC 2986 and it allows extension information to be stored in a directory.

ExtensionAttribute ::= SEQUENCE {
type ATTRIBUTE. &id,
value SET SIZE (0..1) OF SEQUENCE ({

mandatory [0] BOOLEAN DEFAULT FALSE,

¢ritical [1] BOOLEAN DEFAULT FALSE,

ext [2] EXTENSION.&ExtnType,

..},
}

The EktensionAttribute data type specifies the general structure of an attribute representing a certificate extd
The syntax of an attribute is a sequence with the following components:

—  The mandatory component is a Boolean that indicates whether this_extension shall be present
component may not be relevant in certain contexts and shall then be ‘absent.

— The critical component indicates whether the particular certificate extension is labelled critical o
—  The ext component shall hold the actual extension syntax spécification.

An exfension attribute is always single-valued and it has no associated.eontext specification.

extensionSyntax {EXTENSION:extension-attribute} SYNTAX-NAME ::= {

LDAP-DESC extension-attribute. &§ldap-déscription
DIRECTORY SYNTAX SEQUENCE {

mandatory [0] BOOLEAN DEFAULT FALSE

¢ritical [1] BOOLEAN DEFAULT FALSE,

ext [2] extension-attribute.&ExtnType,

..}

ID extension-attribute. &id }

The ektensionSyntax parameterized information object is to be used as a model for binding an LDAP syntax
objectfidentifier:

Cz2

—  The Lpap-DESC specifies the LDAP syntax for the attribute type.
—  The DIRECTORY~SYNTAX specifies the actual syntax for the attribute.
—  The ID specifi€s the object identifier used to identify the LDAP syntax.

Formal specification for certificate extension attribute types

The fqrmal specification is provided in the form of the ASN.1 module ExtensionAttributes.

Exte

nsionAttributes {joint-iso-itu-t ds(5) module(l) extensionAttributes(41) 8}

nsion.

. This

[ not.

to an

DEFINITIONS ——=
BEGIN

-- E

XPORTS All

IMPORTS

from Rec. ITU-T X.501 | ISO/IEC 9594-2

attributeCertificateDefinitions, authenticationFramework, certificateExtensions,
extensionAttributes, id-ce, informationFramework

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 8}

ATTRIBUTE, SYNTAX-NAME

182

FROM InformationFramework informationFramework

Rec. ITU-T X.509 (10/2016)


https://standardsiso.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

-- from Rec. ITU-T X.509 | ISO/IEC 9594-8

EXTENSION
FROM AuthenticationFramework authenticationFramework

aAissuingDistributionPoint, authorityKeyIdentifier, authorizationValidation,
baseUpdateTime, basicConstraints, certificatelssuer, certificatePolicies,
cRLDistributionPoints, cRLNumber, cRLStreamIdentifier, deltaCRLIndicator, deltalInfo,
expiredCertsOnCRL, extKeyUsage, freshestCRL, holdInstructionCode, invalidityDate,
issuerAltName, issuingDistributionPoint, keyUsage, nameConstraints, orderedList,
policyConstraints, policyMappings, privateKeyUsagePeriod, reasonCode, revokedGroups,
statusReferrals, subjectAltName, subjectDirectoryAttributes, subjectKeyIdentifier,
toBeRevoked
FROM—GCertificateExtensions—certificatekxtensions

ac¢eptableCertPolicies, acceptablePrivilegePolicies, allowedAttributeAssignments,
attributeDescriptor, attributeMappings, authorityAttributelIdentifier,
bagicAttConstraints, delegatedNameConstraints, groupAC, holderNameConstraints,
isguedOnBehalfOf, noAssertion, noRevAvail, roleSpecCertlIdentifier, singleUse,
sOAIdentifier, targetingInformation, timeSpecification, userNotice

FROM AttributeCertificateDefinitions attributeCertificateDefinitions’ )

ExtensionAttribute ::= SEQUENCE ({
type ATTRIBUTE. &id,
value SET SIZE (0..1) OF SEQUENCE {
mandatory [0] BOOLEAN DEFAULT FALSE,
¢ritical [1] BOOLEAN DEFAULT FALSE,
éxt [2] EXTENSION.&ExtnType,
-}
}
extensionSyntax {EXTENSION:extension-attribute} SYNTAX-NAME ::= {
LDAP-DESC extension-attribute. &ldap-description
DIRECTORY SYNTAX SEQUENCE {
mandatory [0] BOOLEAN DEFAULT FALSE,
¢ritical [1] BOOLEAN DEFAULT FALSE,
ext [2] extension-attribute.&ExtnType,
}
ID extension-attribute &id }

-- The list of extension attribute\ types

a-authorityKeyIdentifier ATTRIBUTE ::= {

WITH SYNTAX authorityKeyIdentifier. &ExtnType

LDAP-SYNTAX id-asx-authorityKeyIdentifier

LDAP-NAME {"Authority Key Identifier"}

iD id<4ce-a-authorityKeyIdentifier }
a-keyUsage ATTRIBUTE~::= ({

WITH SYNTAX keyUsage. &ExtnType

LDAP-SYNTAX id-asx-keyUsage

LDAP-NAME {"Key Usage"}

ID id-ce-a-keyUsage }
a-extKeyUsage ATTRIBUTE ::= ({

WITH-SYNTAX extKeyUsage. &ExtnType

LDAP=SYNTAX Td=asx—extKeyUsage

LDAP-NAME {"Extended Key Usage"}

D id-ce-a-extKeyUsage }
a-privateKeyUsagePeriod ATTRIBUTE ::= ({

WITH SYNTAX privateKeyUsagePeriod. &ExtnType

LDAP-SYNTAX id-asx-privateKeyUsagePeriod

LDAP-NAME {"Private Key Usage Period"}

D id-ce-a-privateKeyUsagePeriod }
a-certificatePolicies ATTRIBUTE ::= ({

WITH SYNTAX certificatePolicies. &ExtnType

LDAP-SYNTAX id-asx-certificatePolicies

LDAP-NAME {"Certificate Policies"}
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ID id-ce-a-certificatePolicies }
a-policyMappings ATTRIBUTE ::= {

WITH SYNTAX policyMappings. &ExtnType

LDAP-SYNTAX id-asx-policyMappings

LDAP-NAME {"Policy Mappings"}

ID id-ce-a-policyMappings }
a-authorizationValidation ATTRIBUTE ::= ({

WITH SYNTAX authorizationValidation. &ExtnType

LDAP-SYNTAX id-asx-authorizationValidation

LDAP-NAME {"Authorization Validation"}

D id-ce-a-authorizationValidation }
a-subjeectAl-tName—ATTRIBUTE————

WITH SYNTAX subjectAltName. &ExtnType

LDAP-SYNTAX id-asx-subjectAltName

LDAP-NAME {"Subject Alternative Name"}

D id-ce-a-subjectAltName }
a-isguerAltName ATTRIBUTE ::= {

WITH SYNTAX issuerAltName. &ExtnType

LDAP-SYNTAX id-asx-issuerAltName

LDAP-NAME {"Issuer Alternative Name"}

ID id-ce-a-issuerAltName }
a-subhjectDirectoryAttributes ATTRIBUTE ::= {

WITH SYNTAX subjectDirectoryAttributes. &ExtnType

LDAP-SYNTAX id-asx-subjectDirectoryAttributes

LDAP-NAME {"Subject Directory Attributes"}

iD id-ce-a-subjectDirectoryAttributes~}
a-bagicConstraints ATTRIBUTE ::= {

WITH SYNTAX basicConstraints. &ExtnType

LDAP-SYNTAX id-asx-basicConstraints

LDAP-NAME {"Basic Constraints"}

ID id-ce-a-basicConstraints.}}
a-naneConstraints ATTRIBUTE ::= {

WITH SYNTAX policyConstraints. 8ExtnType

LDAP-SYNTAX id-asx-nameConstraints

LDAP-NAME {"Name Constraints"}

ID id-ce-a-nameConstraints }
a-policyConstraints ATTRIBUTE:::= ({

WITH SYNTAX policyConstraints. &ExtnType

LDAP-SYNTAX id-asx-policyConstraints

LDAP-NAME {"Policy Constraints"}

D id=ce-a-policyConstraints }
a-cRINumber ATTRIBUTE ::= {

WITH SYNTAX cRLNumber. §ExtnType

LDAP-SYNTAX id-asx-cRLNumber

LDAP-NAME {"CRL Number"}

ID id-ce-a-cRLNumber}
a-stqtusReferrals ATTRIBUTE ::= {

WITH SYNTAX—— StatusReferrals. sEXtnType

LDAP-SYNTAX id-asx-statusReferrals

LDAP-NAME {"Status Referrals"}

ID id-ce-a-statusReferrals}
a-cRLStreamIdentifier ATTRIBUTE ::= {

WITH SYNTAX cRLStreamIdentifier. &ExtnType

LDAP-SYNTAX id-asx-cRLStreamIdentifier

LDAP-NAME {"CRL stream identifier"}

ID id-ce-a-cRLStreamIdentifier}
a-orderedList ATTRIBUTE ::= {

WITH SYNTAX orderedList. &ExtnType

LDAP-SYNTAX id-asx-orderedList
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LDAP-NAME {"Ordered list"}

D id-ce-a-orderedList}
a-deltaInfo ATTRIBUTE ::= ({

WITH SYNTAX deltaInfo.&ExtnType

LDAP-SYNTAX id-asx-deltaInfo

LDAP-NAME {"Delta information"}

ID id-ce-a-deltalInfo}
a-toBeRevoked ATTRIBUTE ::= {

WITH SYNTAX toBeRevoked. &ExtnType

LDAP-SYNTAX id-asx-toBeRevoked

LDAP-NAME {"To be revoked"}

ID id-ce-a-toBeRevoked}
a-revyokedGroups ATTRIBUTE ::= {

WITH SYNTAX revokedGroups . &ExtnType

LDAP-SYNTAX id-asx-revokedGroups

LDAP-NAME {"Revoked group of certificates"}

iD id-ce-a-revokedGroups}
a-expiredCertsOnCRL ATTRIBUTE ::= {

WITH SYNTAX expiredCertsOnCRL. &ExtnType

LDAP-SYNTAX id-asx-expiredCertsOnCRL

LDAP-NAME {"Expired certificates on CRL"}

iD id-ce-a-expiredCertsOnCRL}
a-regsonCode ATTRIBUTE ::= {

WITH SYNTAX reasonCode. §ExtnType

LDAP-SYNTAX id-asx-reasonCode

LDAP-NAME {"Reason code"}

ID id-ce-a-reasonCode}
a-holdInstructionCode ATTRIBUTE ::= ({

WITH SYNTAX holdInstructionCode. &ExtnType

LDAP-SYNTAX id-asx-holdInstructionCode

LDAP-NAME {"Hold instruction code"}

ID id-ce-a-holdInstructionCéde}
a-invalidityDate ATTRIBUTE ::= ({

WITH SYNTAX invalidityDate. &ExtnType

LDAP-SYNTAX id-asx-invalidityDate

LDAP-NAME {"Invalidity ‘date"}

iD id-ce-a-invalidityDate}
a-cRIDistributionPoints ATTRIBUTE ::= {

WITH SYNTAX cRLDistributionPoints. &ExtnType

LDAP-SYNTAX id4{asx-cRLDistributionPoints

LDAP-NAME {"CRL distribution points"}

iD id-ce-a-cRLDistributionPoints}
a-isguingDistributionPoint ATTRIBUTE ::= ({

WITH SYNTAX issuingDistributionPoint. &ExtnType

LDAP-SYNTAX id-asx-issuingDistributionPoint

LDAP-NAME {"Issuing distribution point"}

ID id-ce-a-issuingDistributionPoint}
a-certificateIssuer ATTRIBUTE T = {

WITH SYNTAX certificatelssuer. &ExtnType

LDAP-SYNTAX id-asx-certificatelssuer

LDAP-NAME {"Certificate issuer"}

D id-ce-a-certificateIssuer}
a-deltaCRLIndicator ATTRIBUTE ::= {

WITH SYNTAX deltaCRLIndicator. &ExtnType

LDAP-SYNTAX id-asx-deltaCRLIndicator

LDAP-NAME {"Delta CRL indicator"}

D id-ce-a-deltaCRLIndicator}
a-baseUpdateTime ATTRIBUTE ::= {

WITH SYNTAX baseUpdateTime. &ExtnType
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LDAP-SYNTAX
LDAP-NAME
ID

id-asx-baseUpdateTime
{"Base update time"}
id-ce-a-baseUpdateTime}

{
freshestCRL. &ExtnType
id-asx-freshestCRL
{"Freshest CRL"}
id-ce-a-freshestCRL}

WITH SYNTAX
LDAP-SYNTAX
LDAP-NAME
ID

{
timeSpecification. &ExtnType
id-asx-timeSpecification

WITH SYNTAX
LDAP-SYNTAX

LDAP-NAME {"Time specification"}
ID id-ce-a-timeSpecification}
getingInformation ATTRIBUTE ::= {

WITH SYNTAX targetingInformation. &ExtnType

LDAP-SYNTAX id-asx-targetingInformation

LDAP-NAME {"Targeting information"}

ID id-ce-a-targetingInformation}
rNotice ATTRIBUTE ::= {

WITH SYNTAX userNotice. &ExtnType

LDAP-SYNTAX id-asx-userNotice

LDAP-NAME {"User notice"}

ID id-ce-a-userNotice}
eptablePrivilegePolicies ATTRIBUTE ::= {

WITH SYNTAX acceptablePrivilegePolicies. &ExtnType
LDAP-SYNTAX id-asx-acceptablePrivilegePolicies
LDAP-NAME {"Acceptable Privilege Policies"}

iD id-ce-a-acceptablePrivilegePolicies}

a-singleUse ATTRIBUTE = {
WITH SYNTAX singleUse. §ExtnType
LDAP-SYNTAX id-asx-singleUse
LDAP-NAME {"Single use"}
D id-ce-a-singleUse}
a-grqupAC ATTRIBUTE ::= ({
WITH SYNTAX groupAC. &ExtnType
LDAP-SYNTAX id-asx-groupAC
LDAP-NAME {"Group attribute certificate"}
D id-ce-a-groupAC}
a-noRevAvail ATTRIBUTE ::=_J{

{"No revocation information available"}

WITH SYNTAX noRevAvail. &ExtnType

LDAP-SYNTAX id=asx-noRevAvail

LDAP-NAME

ID id-ce-a-noRevAvaill}
a-sOAIdentifier ATTRIBUTE ::= {

WITH SYNTAX sOAIdentifier. &ExtnType
LDAP-SYNTAX id-asx-sOAIdentifier
LDAP-NAME {"SOA identifier"}

ID id-ce-a-sOAIdentifier}

a-attributeDescriptor ATTRIBUTE
WITH SYNTAX
LDAP-SYNTAX
LDAP-NAME
ID

a-roleSpecCertIdentifier ATTRIBUTE
WITH SYNTAX
LDAP-SYNTAX
LDAP-NAME
D

a-basicAttConstraints ATTRIBUTE
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WITH SYNTAX basicAttConstraints. &ExtnType

LDAP-SYNTAX id-asx-basicAttConstraints

LDAP-NAME {"Basic attribute constraints"}

D id-ce-a-basicAttConstraints}
a-delegatedNameConstraints ATTRIBUTE ::= ({

WITH SYNTAX delegatedNameConstraints. &ExtnType

LDAP-SYNTAX id-asx-delegatedNameConstraints

LDAP-NAME {"Delegated name constraints"}

ID id-ce-a-delegatedNameConstraints}
a-acceptableCertPolicies ATTRIBUTE ::= {

WITH SYNTAX acceptableCertPolicies. &ExtnType

id-asx-acceptableCertPolicies

LDAP-SYNTAX

LDAR=) 'Acceptable—cexrt cate—polic

ID id-ce-a-acceptableCertPolicies}
a-authorityAttributeldentifier ATTRIBUTE ::= {

WITH SYNTAX authorityAttributeldentifier. &ExtnType

LDAP-SYNTAX id-asx-authorityAttributeIdentifier

LDAP-NAME {"Authority attribute identifier"}

iDp id-ce-a-authorityAttributeldentifier}
a-indirectIssuer ATTRIBUTE ::= {

WITH SYNTAX indirectIssuer. &ExtnType

LDAP-SYNTAX id-asx-indirectIssuer

LDAP-NAME {"Indirect issuer"}

ID id-ce-a-indirectIssuer}
a-isguedOnBehalfOf ATTRIBUTE ::= {

WITH SYNTAX issuedOnBehalfOf. &ExtnType

LDAP-SYNTAX id-asx-issuedOnBehalfOf

LDAP-NAME {"Issued on behalf of"}

iD id-ce-a-issuedOnBehalfOf}
a-nojssertion ATTRIBUTE ::= ({

WITH SYNTAX noAssertion. &ExtnType

LDAP-SYNTAX id-asx-noAssertion

LDAP-NAME {"No assertion"}

iD id-ce-a-noAssertion}
a-allowedAttributeAssignments ATTRIBUTE ::= ({

WITH SYNTAX allowedAttributeAssignments. &ExtnType

LDAP-SYNTAX id-asx-allowedAttributeAssignments

LDAP-NAME {"Allowed-attribute assignments"}

iDp id-ce-ar-allowedAttributeAssignments}
a-attributeMappings ATTRIBUTE ::= {

WITH SYNTAX attributeMappings. &ExtnType

LDAP-SYNTAX id-asx-attributeMappings

LDAP-NAME {"Attribute mappings"}

ID id-ce-a-attributeMappings}
a-holderNameConstraints ATTRIBUTE ::= {

WITH SYNTAX holderNameConstraints. &ExtnType

LDAP-SYNTAX id-asx-holderNameConstraints

LDAP-NAME {"Holder name constraints"}

ID Td=te—a-holderNameConstraintsyt
a-aAissuingDistributionPoint ATTRIBUTE ::= {

WITH SYNTAX aAissuingDistributionPoint. &ExtnType

LDAP-SYNTAX id-asx-aAissuingDistributionPoint

LDAP-NAME {"AA issuing distribution point"}

D id-ce-a-aAissuingDistributionPoint}

-- Object identifier for attribute types

id-ce-a-subjectDirectoryAttributes OBJECT IDENTIFIER = {id-ce 9 1}

id-ce-a-subjectKeyIdentifier OBJECT IDENTIFIER = {id-ce 14 1}
id-ce-a-keyUsage OBJECT IDENTIFIER = {id-ce 15 1}
id-ce-a-privateKeyUsagePeriod OBJECT IDENTIFIER = {id-ce 16 1}
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id-ce-a-subjectAltName OBJECT IDENTIFIER = {id-ce 17 1}
id-ce-a-issuerAltName OBJECT IDENTIFIER = {id-ce 18 1}
id-ce-a-basicConstraints OBJECT IDENTIFIER = {id-ce 19 1}
id-ce-a-cRLNumber OBJECT IDENTIFIER = {id-ce 20 1}
id-ce-a-reasonCode OBJECT IDENTIFIER = {id-ce 21 1}
id-ce-a-holdInstructionCode OBJECT IDENTIFIER = {id-ce 23 1}
id-ce-a-invalidityDate OBJECT IDENTIFIER = {id-ce 24 1}
id-ce-a-deltaCRLIndicator OBJECT IDENTIFIER = {id-ce 27 1}
id-ce-a-issuingDistributionPoint OBJECT IDENTIFIER = {id-ce 28 1}
id-ce-a-certificatelssuer OBJECT IDENTIFIER = {id-ce 29 1}
id-ce-a-nameConstraints OBJECT IDENTIFIER = {id-ce 30 1}
id-ce-a-cRLDistributionPoints OBJECT IDENTIFIER = {id-ce 31 1}
id-ce-a-certificatePolicies OBJECT IDENTIFIER = {id-ce 32 1}
id-ce-a-policyMappings OBJECT IDENTIFIER = {id-ce 33 1}
id-ce i1+ e den OBJECT IDENTIFIER = {id-ce—35-1}
id-cg-a-policyConstraints OBJECT IDENTIFIER = {id-ce 36 1}
id-cge-a-extKeyUsage OBJECT IDENTIFIER = {id-ce 37 1}
id-cg-a-authorityAttributeIdentifier OBJECT IDENTIFIER = {id-ce 38 1}
id-cg-a-roleSpecCertIdentifier OBJECT IDENTIFIER = {id-ce 39 1}
id-cg-a-cRLStreamIdentifier OBJECT IDENTIFIER = {id-ce 40 1}
id-cg¢-a-basicAttConstraints OBJECT IDENTIFIER = {id-ce 411}
id-cg-a-delegatedNameConstraints OBJECT IDENTIFIER = {id-ce42) 1}
id-ce-a-timeSpecification OBJECT IDENTIFIER = {id-ece 43 1}
id-cge-a-cRLScope OBJECT IDENTIFIER = {id-ce 44 1}
id-cg¢-a-statusReferrals OBJECT IDENTIFIER = {dd-ce 45 1}
id-cg-a-freshestCRL OBJECT IDENTIFIER =( {id-ce 46 1}
id-cg@-a-orderedList OBJECT IDENTIFIER =) {id-ce 47 1}
id-cg-a-attributeDescriptor OBJECT IDENTIFIER = {id-ce 48 1}
id-cg¢-a-userNotice OBJECT IDENTIFIER = {id-ce 49 1}
id-cg-a-sOAIdentifier OBJECT IDENTIEIER = {id-ce 50 1}
id-ce-a-baseUpdateTime OBJECT IDENTIEIER = {id-ce 51 1}
id-cg-a-acceptableCertPolicies OBJECT IDENTIFIER = {id-ce 52 1}
id-cg-a-deltalInfo OBJECT IDENTIFIER = {id-ce 53 1}
id-cg-a-inhibitAnyPolicy OBJECT IDENTIFIER = {id-ce 54 1}
id-ce-a-targetingInformation OBJECTVIDENTIFIER = {id-ce 55 1}
id-c¢-a-noRevAvail OBJECT IDENTIFIER = {id-ce 56 1}
id-ce-a-acceptablePrivilegePolicies OBJECT IDENTIFIER = {id-ce 57 1}
id-cg¢-a-toBeRevoked OBJECT IDENTIFIER = {id-ce 58 1}
id-cg-a-revokedGroups OBJECT IDENTIFIER = {id-ce 59 1}
id-ce-a-expiredCertsOnCRL OBJECT IDENTIFIER = {id-ce 60 1}
id-cg-a-indirectIssuer OBJECT IDENTIFIER = {id-ce 61 1}
id-cge-a-noAssertion OBJECT IDENTIFIER = {id-ce 62 1}
id-ce-a-aAissuingDistributionPoint OBJECT IDENTIFIER = {id-ce 63 1}
id-c¢-a-issuedOnBehalfOf OBJECT IDENTIFIER = {id-ce 64 1}
id-cg-a-singleUse OBJECT IDENTIFIER = {id-ce 65 1}
id-ce-a-groupAC OBJECT IDENTIFIER = {id-ce 66 1}
id-cg-a-allowedAttributeAssignments OBJECT IDENTIFIER = {id-ce 67 1}
id-ce-a-attributeMappings OBJECT IDENTIFIER = {id-ce 68 1}
id-c¢-a-holderNameConstraints OBJECT IDENTIFIER = {id-ce 69 1}
id-cg¢-a-authorizationValidation OBJECT IDENTIFIER = {id-ce 70 1}
-- THe list of object identifiers for LDAP syntaxes

id-agx-subjectDirectoryAttributes OBJECT IDENTIFIER = {id-ce 9 2}
id-agx-subjectKeyIdentifier OBJECT IDENTIFIER = {id-ce 14 2}
id-agx-KeyUsage OBJECT IDENTIFIER = {id-ce 15 2}
id-agx-privateKeyUsagePeriod OBJECT IDENTIFIER = {id-ce 16 2}
id-asx=subject? Name OBJECT IDENTIFIER ={Id=ceT7 2%
id-asx-issuerAltName OBJECT IDENTIFIER = {id-ce 18 2}
id-asx-basicConstraints OBJECT IDENTIFIER = {id-ce 19 2}
id-asx-cRLNumber OBJECT IDENTIFIER = {id-ce 20 2}
id-asx-reasonCode OBJECT IDENTIFIER = {id-ce 21 2}
id-asx-holdInstructionCode OBJECT IDENTIFIER = {id-ce 23 2}
id-asx-invalidityDate OBJECT IDENTIFIER = {id-ce 24 2}
id-asx-deltaCRLIndicator OBJECT IDENTIFIER = {id-ce 27 2}
id-asx-issuingDistributionPoint OBJECT IDENTIFIER = {id-ce 28 2}
id-asx-certificateIssuer OBJECT IDENTIFIER = {id-ce 29 2}
id-asx-nameConstraints OBJECT IDENTIFIER = {id-ce 30 2}
id-asx-cRLDistributionPoints OBJECT IDENTIFIER = {id-ce 31 2}
id-asx-certificatePolicies OBJECT IDENTIFIER = {id-ce 32 2}
id-asx-policyMappings OBJECT IDENTIFIER = {id-ce 33 2}
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id-asx-authorityKeyIdentifier OBJECT IDENTIFIER = {id-ce 35 2}
id-asx-policyConstraints OBJECT IDENTIFIER = {id-ce 36 2}
id-asx-extKeyUsage OBJECT IDENTIFIER = {id-ce 37 2}
id-asx-authorityAttributeIdentifier OBJECT IDENTIFIER = {id-ce 38 2}
id-asx-roleSpecCertIdentifier OBJECT IDENTIFIER = {id-ce 39 2}
id-asx-cRLStreamIdentifier OBJECT IDENTIFIER = {id-ce 40 2}
id-asx-basicAttConstraints OBJECT IDENTIFIER = {id-ce 41 2}
id-asx-delegatedNameConstraints OBJECT IDENTIFIER = {id-ce 42 2}
id-asx-timeSpecification OBJECT IDENTIFIER = {id-ce 43 2}
id-asx-cRLScope OBJECT IDENTIFIER = {id-ce 44 2}
id-asx-statusReferrals OBJECT IDENTIFIER = {id-ce 45 2}
id-asx-freshestCRL OBJECT IDENTIFIER = {id-ce 46 2}
id-asx-orderedList OBJECT IDENTIFIER = {id-ce 47 2}
id-asx-attributeDescriptor OBJECT IDENTIFIER = {id-ce 48 2}
id_aEHse_ENA{--i o ORJECT T'I'\'E‘N_"I"T'E‘T'E‘D — {id ce A9 ’7}
id-agx-sOAIdentifier OBJECT IDENTIFIER ::= {id-ce 50 2}
id-agx-baseUpdateTime OBJECT IDENTIFIER ::= {id-ce 51 2}
id-agx-acceptableCertPolicies OBJECT IDENTIFIER = {id-ce 52 2}
id-agx-deltalInfo OBJECT IDENTIFIER = {id-ce 53 2}
id-agx-inhibitAnyPolicy OBJECT IDENTIFIER = {id-ce 54 2}
id-agx-targetingInformation OBJECT IDENTIFIER = {id-ce 55.2}
id-agx-noRevAvail OBJECT IDENTIFIER = {id-ce56) 2}
id-agx-acceptablePrivilegePolicies OBJECT IDENTIFIER = {id-ee 57 2}
id-agx-toBeRevoked OBJECT IDENTIFIER = {id-ce 58 2}
id-agx-revokedGroups OBJECT IDENTIFIER = {dd-ce 59 2}
id-agx-expiredCertsOnCRL OBJECT IDENTIFIER =( {id-ce 60 2}
id-agx-indirectIssuer OBJECT IDENTIFIER =) {id-ce 61 2}
id-agx-noAssertion OBJECT IDENTIFIER = {id-ce 62 2}
id-agx-aAissuingDistributionPoint OBJECT IDENTIFIER = {id-ce 63 2}
id-agx-issuedOnBehalfOf OBJECT IDENTIEIER = {id-ce 64 2}
id-agx-singleUse OBJECT IDENTIEIER = {id-ce 65 2}
id-agx-groupAC OBJECT IDENTIFIER = {id-ce 66 2}
id-agx-allowedAttributeAssignments OBJECT IDENTIFIER = {id-ce 67 2}
id-agx-attributeMappings OBJECT IDENTIFIER = {id-ce 68 2}
id-agx-holderNameConstraints OBJECTCIDENTIFIER ::= {id-ce 69 2}
id-agx-authorizationValidation OBJECT IDENTIFIER ::= {id-ce 70 2}
END +- ExtensionAttributes
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Annex D

External ASN.1 modules
(This annex does not form an integral part of this Recommendation | International Standard.)

This annex provides external ASN.1 modules referenced by this Specification and the Directory Specifications. These
modules shall not be considered part of this Specification, but are only provided for easy compilation of the ASN.1 modules
defined by this Specification and the Directory Specifications.

PkiPmiExternalDataTypes {joint-iso-itu-t ds(5) module(l) pkiPmiExternalDataTypes (40) 8}
DEFINITIONS ::=
BEGIN

-- EXPORTS All
IMPORTS

authenticationFramework, certificateExtensions, intSecurity, selectedAttributeTypes
HFROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitdions (0) 8}

EXTENSION
FROM AuthenticationFramework authenticationFramework

GeneralName
HROM CertificateExtensions certificateExtensions

PrgsentationAddress
HFROM SelectedAttributeTypes selectedAttributeTypes;

/* The UserNotice data type is referenced by the userNotice extension. It is copied from
IETF [RFC 5280 */

UserNotice ::= SEQUENCE {
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL }

NotigeReference ::= SEQUENCE {
organization DisplayText,
noticeNumbers SEQUENCE OF INTEGER._}

DisplayText ::= CHOICE {
vigibleString VisibleString(SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utf8String UTF8String)(SIZE (1..200)) }

/* IRTF RFC 5280 defines”some extensions not copied from this Specification. The formal
specification of these extensions are included here for easy reference, e.g., when using
ASN.] tools. For detailed description, see IETF 5280.%*/

/* Aythority information access extension*/

authgrityInfoAccess EXTENSION ::= {
SY;TAX AuthorityInfoAccessSyntax

IDENTIFIED BY id-pe-authorityInfoAccess }

AuthorityInfoAccessSyntax ::= SEQUENCE SIZE (1..MAX) OF AccessDescription
AccessDescription ::= SEQUENCE {
accessMethod OBJECT IDENTIFIER,
accessLocation GeneralName }
/* Subject information access extension*/
subjectInfoAccess EXTENSION ::= {
SYNTAX SubjectInfoAccessSyntax
IDENTIFIED BY id-pe-subjectInfoAccess }

SubjectInfoAccessSyntax ::= SEQUENCE SIZE (1..MAX) OF AccessDescription
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/* IETF RFC 5280 (PKIX) object identifier allocation*/

id-pkix OBJECT IDENTIFIER ::= { intSecurity mechanisms (5) pkix(7) }
id-pe OBJECT IDENTIFIER ::= { id-pkix 1 }

id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }
id-pe-authorityInfoAccess OBJECT IDENTIFIER = { id-pe 1 }

id-pe-subjectInfoAccess OBJECT IDENTIFIER = { id-pe 11 }

id-ad-calIssuers OBJECT IDENTIFIER ::= { id-ad 2 }

id-ad-ocsp OBJECT IDENTIFIER ::= { id-ad 1 }

/* The following is an abstract of the MTSAbstractService module specified by
Rec. ITU-T X 411 : TQ(\’/T'I:'(‘ 10021 /I_*'I

G3FagsimileNonBasicParameters ::= BIT STRING {
twd-dimensional (8) , -- As defined in ITU-T Recommendation T.30
fine-resolution(9),
unlimited-length(20), -- These bit values are chosen such that when
b441length(21) , -- encoded using ASN.1l Basic Encoding Rules
a3qwidth (22), -- the resulting octets have the same values
b44iwidth (23), -- as for T.30 encoding
t64coding(25),
ungompressed (30) , -- Trailing zero bits are not significant
width-middle-864-0f-1728(37), -- It is recommended that impleméntations
width-middle-1216-0£f-1728(38), -- should not encode more than~32 bits unless
regolution-type (44) , -- higher numbered bits are non-zero

regolution-400x400 (45), resolution-300x300(46), resolution-8x15(47),
edi(49), dtm(50), bft(51), mixed-mode (58), character-mode (60),
twelve-bits (65), preferred-huffmann(66), full-colour(67), Jjpeg(68),
pPrdcessable-mode-26(71) }

ORAddress ::= SEQUENCE {
built-in-standard-attributes BuiltInStandardAttributes,
built-in-domain-defined-attributes BuiltInDomainDefinedAttributes OPTIONAL,
--|see also teletex-domain-defined-attributes
extension-attributes ExtensionAttributes OPTIONAL }

-- The OR-address is semantically absent from the OR-name if the built-in-standarg
attribute

-- sequence is empty and the built-in-domain-defined-attributes and extension-
attributes are both omitted.

-- Built-in Standard Attributes

BuiltInStandardAttributes _:\;= SEQUENCE {
coyntry-name CountryName OPTIONAL,
administration-domain-ndame AdministrationDomainName OPTIONAL,
network-address [0] NetworkAddress OPTIONAL,
-- |see also extended-network-address
teyminal-identifier [1] TerminalIdentifier OPTIONAL,
private-domaih~name [2] PrivateDomainName OPTIONAL,
organization+name [3] OrganizationName OPTIONAL,
-- |see also  teletex-organization-name
numeric-user-identifier [4] NumericUserIdentifier OPTIONAL,
peysonal-name [5] PersonalName OPTIONAL,

--|see also teletex-personal-name
or
-- see also teletex-organizational-unit-names --}

CountryName ::= [APPLICATION 1] CHOICE {
x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
iso-3166-alpha2-code PrintableString(SIZE (ub-country-name-alpha-length)) }
AdministrationDomainName ::= [APPLICATION 2] CHOICE {
numeric NumericString (SIZE (0..ub-domain-name-length)),
printable PrintableString(SIZE (0..ub-domain-name-length)) }
NetworkAddress ::= X121Address

-- see also extended-network-address
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X121Address ::= NumericString(SIZE (1..ub-xl2l-address-length))
Terminalldentifier ::= PrintableString(SIZE (1l..ub-terminal-id-length))
PrivateDomainName ::= CHOICE ({

numeric NumericString (SIZE (1..ub-domain-name-length)),

printable PrintableString(SIZE (1..ub-domain-name-length)) }

OrganizationName ::= PrintableString(SIZE (1l..ub-organization-name-length))

-- see also teletex-organization-name

NumericUserIdentifier ::= NumericString(SIZE (1l..ub-numeric-user-id-length))
PersgnalName ::= SET {
suxname [0] PrintableString(SIZE (1l..ub-surname-length)),

given-name

1] PrintableString(SIZE (1l..ub-given-name-length)) OPTIONAL,

initials

2] PrintableString(SIZE (l..ub-initials-length)) OPTIONAL,
genjeration-qualifier

3] PrintableString(SIZE (1l..ub-generation-qualifier-length)) OPTIONAL }

-- s¢e also teletex-personal-name

OrganizationalUnitNames ::=
SEQUENCE SIZE (l..ub-organizational-units) OF OrganizationalUnitName

-- sge also teletex-organizational-unit-names
OrganizationalUnitName ::=
PrintableString (SIZE (1..ub-organizational-unit-name=length))

- Built-in Domain-defined Attributes
BuiltInDomainDefinedAttributes ::=

SEQUENCE SIZE (1l..ub-domain-defined-attributes) OF
BuiltInDomainDefinedAttribute

BuiltInDomainDefinedAttribute ::= SEQUENCE" {
type PrintableString (SIZE (1..ub-domain-defined-attribute-type-length)),
value PrintableString(SIZE (1l..ub>domain-defined-attribute-value-length)) }

- Extension Attributes

ExtensionAttributes ::=
SET SIZE (l..ub-extension-attributes) OF ExtensionAttribute

ExtensionAttribute ::= (SEQUENCE ({
extension-attribute=type
0] EXTENSION-ATETRIBUTE. &id({ExtensionAttributeTable}),
extension-attribute-value
1] EXTENSION-ATTRIBUTE. &Type
({ExtensionAttributeTable} {@extension-attribute-type}) }

EXTENSION=ATTRIBUTE ::= CLASS {
&i INTEGER (0. .ub-extension-attributes) UNIQUE,
&Type)}

WITH SYNTAX{
&Type
IDENTIFIED BY &id }

ExtensionAttributeTable EXTENSION-ATTRIBUTE ::=
{common-name | teletex-common-name | universal-common-name |
teletex-organization-name | universal-organization-name |
teletex-personal-name | universal-personal-name |
teletex-organizational-unit-names | universal-organizational-unit-names |
teletex-domain-defined-attributes | universal-domain-defined-attributes |
pds-name | physical-delivery-country-name | postal-code |
physical-delivery-office-name | universal-physical-delivery-office-name |
physical-delivery-office-number | universal-physical-delivery-office-number
| extension-OR-address-components |
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universal-extension-OR-address-components | physical-delivery-personal-name
| universal-physical-delivery-personal-name |
physical-delivery-organization-name |
universal-physical-delivery-organization-name |
extension-physical-delivery-address-components |
universal-extension-physical-delivery-address-components |
unformatted-postal-address | universal-unformatted-postal-address |
street-address | universal-street-address | post-office-box-address |
universal-post-office-box-address | poste-restante-address |
universal-poste-restante-address | unique-postal-name |
universal-unique-postal-name | local-postal-attributes |
universal-local-postal-attributes | extended-network-address | terminal-type }

- Extension Standard Attributes

commgn-name EXTENSION-ATTRIBUTE ::= {
CommonName
IDENTIFIED BY 1 }

CommgnName ::= PrintableString(SIZE (1l..ub-common-name-length))
teleex-common-name EXTENSION-ATTRIBUTE ::= {
TeletexCommonName

IDENTIFIED BY 2 }
TeletexCommonName ::= TeletexString(SIZE (1..ub-common-name-length)’)

univg@rsal-common-name EXTENSION-ATTRIBUTE ::= {
UniversalCommonName
IDENTIFIED BY 24 }

UnivgrsalCommonName ::= UniversalOrBMPString{ub-common=name-length}

teletex-organization-name EXTENSION-ATTRIBUTE ::=_{
TeletexOrganizationName
IDENTIFIED BY 3 }

TeletexOrganizationName ::=
TeletexString (SIZE (1l..ub-organization-name-length))

universal-organization-name EXTENSION-ATTRIBUTE ::= {
UniversalOrganizationName
IDENTIFIED BY 25 }

Univg@rsalOrganizationName ::=.UniversalOrBMPString{ub-organization-name-length}

teletex-personal-name EXTENSION-ATTRIBUTE ::= ({
TeleteéxBersonalName
IDENTIFIED BY 4 }

TeletexPersonalName) : := SET {
suxname [0] TeletexString(SIZE (1..ub-surname-length)),
given-name

1] TeletexString(SIZE (1..ub-given-name-length)) OPTIONAL,

injtials

2]A TeletexString (SIZE (1..ub-initials-length)) OPTIONAL,

generation-qualifier

universal-personal-name EXTENSION-ATTRIBUTE ::= ({
UniversalPersonalName
IDENTIFIED BY 26 }

UniversalPersonalName ::= SET {
surname
[0] UniversalOrBMPString{ub-universal-surname-length},
-- If a language is specified within surname, then that language applies to each of the
-- following optional components unless the component specifies another language.
given-name
[1] UniversalOrBMPString{ub-universal-given-name-length} OPTIONAL,
initials
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