INTERNATIONAL ISO/IEC

STANDARD

9594-8

Fourth edition
2001-08-01

Information technology — Open Systems

Interconnection — The Directory:

Public-key and attribute certificate
frameworks

Technologies de l'information— Interconnexion de systémes ouverts
(OSI) — L'annuaire: Cadres‘de clé publique et de certificat d'attribut

Reference number

1IEC

ISO/IEC 9594-8:2001(E)

© ISO/IEC 2001


https://standardsiso.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8:2001(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but shall not
be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In downloading this
file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat accepts no liability in this

area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation parameters
were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In the unlikely event

that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 2001

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means, electronic
or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or ISO's member body
in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20
Tel. +412274901 11

Fax + 4122749 09 47

E-mail copyright@iso.ch

Web www.iso.ch

Printed in Switzerland

© ISO/IEC 2001 — All rights reserved


https://standardsiso.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8:2001(E)

CONTENTS
Page
318016 Lo o) 1 DS RTUPRP viii
SECTION 1 = GENERAL ...ttt ettt ettt ettt et beea e st ene et e et e ebeeaeebeemteneensensanseebeeseeseeneenes 1
1 1o oSSR URUUURUPR 1
2 INOTIMATIVE TETRIEIICES ... eeuvieieiieeiiecieeete e st ettt et e et e e st eestaeesteeesseeetbeeseeessbeeseesssaeenseesnsaeensseessaensseensseensseens 2
24— dentteal RecommendattonsHnternattonal-Standardsm——rrrrrrrrrerme e e 2
2.2 Paired Recommendations | International Standards equivalent in technical content..............c.......c. 3
3 DETINTEIONS ...viiciiieeieeciee ettt ettt ete et e e s teestaeessaeesaeessseesseessnesnsseesneensessnseesssesssessnsessseesssoshaiTooss 3
3.1  OSI Reference Model security architecture definitions...........cccceevveereeeiieinieeiie e e e 3
3.2 Directory model definitions.........cccerieriieriieiieieeiesieie et e e e oSSV e eee e e 3
3.3 DETINILIONS c.teeiiieiiiieciieeeieeeiieeeteeeeeee et e eteeebeesbeeebeessseeenseessseessseessseenssesssseensseens (Eibanbesseenseeesseeenses 4
4 ADDIEVIATIONS. ... vt eiveeiie ettt ettt eriteeiteesiteeteeesteeeteesteesbeesseeesseesnseesssesssseessseesseessseessseplusehueeessesesseessseeesseennns 6
CONVEINTIONS ....c.veeiieniienireteeeteeeteeteesseesteesseeseeseesseesseesseanseensesnsenssesssessnesseesseenseensessnnsheNorsesseenseensessesssesseesseenses 7
6 FramewWOrkS OVEIVIEW ......c.ccveriieriieiieiieiesiiesieesieenieesee e sseesseeseeenseensesnsessnesng ot senseensessnesseenseenseensesssesseenns 7
6.1  Digital SIZNATUIES.....ecveriiereieiieieeieeieseteieeteeteeeesseeseesesssessaesseesssofasensesssesseenseesseensesnsesnsesnsesseesseeses 8
SECT[ON 2 — PUBLIC-KEY CERTIFICATE FRAMEWORK .......cccccoiiiii i€t 10
7 Public-keys and public-Key Certificates .........cccvvvvreriercrienieenieeeei e Yttt 11
7.1 Generation Of KEY PAITS ....c.cccviiiierierieiieie ettt ea e s eesteseeesseesseenseenseesseeseenseenseensenssessnessnenses 15
7.2 Public-Key Certificate CrEatiON ..........ceeueruieriieriieiieeseeeNeresteerteeteseeseeesteeseesseeseesseeseensesnsesnsesseessnenses 15
7.3 Certificate VAlIAILY ..cccveeeeieeiieeieeeiieeieeeee ey et et e e te e et e st e e eabeestbeesaaeessaeensaeesaeesaeensseennnes 15
8 Public-key certificate and CRL eXteNSIONS ......ecvvieeesiiteeeieeriieeie et e steesteesieestreeserestaeeseeeebeeeseessseeeseennns 17
o O oo 110y A 1T T | 1T eSS 18
8.1.1 CertifiCate POLICY ..ovieurieei el rerteete et eterte st et et e et et e e enteestessaesseeseensessnesseenseanseansennnens 18
8.1.2 CrOSS-CEITIICATION ...veeifeerteireeiteeeteeette e teesteeesteeesteeetaeeteesnseeenseesnsaeesseesnseeensaesnseeaseennne 19
8.1.3 POLICY MAPPING ... itbediii ittt ettt ettt st b ettt et eate bt e b e e b enees 20
8.14 Certification path PIrOCESSING .......ccveruirrierieriertieieeiteeteeeesee e eaeeeesresseesseenseenseensessaenseas 20
8.1.5 Self-1SSUC COIITICAIES ... .eviitieiieeiiciiecie ettt ettt ettt et re et eb e v e eaaeeaeebeenbeensaas 20
8.2  Key and policy information EXtENSIONS ..........c.ecveieeerrierrietieteeteesteeteereeeeesteesaeesseesseessesreesseeseesseessens 21
8.2.1 e LTS3 11T 1L PSS 21
8.2.2 Public-key certificate and CRL extension fields ..........ccocvreeeiinienieiieeee e 21
8.22)1 Authority key identifier eXtenSION .......cccuvevveerieerieerieerreeree e eseee e eeee e 22
82.2.2 Subject key identifier eXtENSION .......cccveerciieeciieeiierieenit et eee e e eiee e 22
8.2.2.3 KeY USAZE EXLENSION ....vevveeieeieiieiieteeeeestteteeaeeteseeesieesseenseenseesaesseenseenseennens 22
8.2.2.4  Extended key USage eXtENSION ......ccuerieriertierieeierresieseeesteeeeeeeeeeeseeenseeeeeneens 23
8.2.2.5 Private key usage period eXteNSION .........cccueveerieniineiienieniceeeeee e 24
8.2.2.6 Certificate POliCieS EXIENSION. ...cccuiiirieeriieitieeieeeteeeteeereeereeeereesreessreesnreenenes 24
8.2.2.7  Policy Mappings EXtCNSION .......ecvrrrerrrerieertierreeresreseesseesseesseeseeseessessaesseessees 25
83  Subject and issuer information eXtENSIONS ....oueevreereeeieneieneieiieeieeieiiiiiiiiiie e 26
8.3.1 REQUITEIMENLS ......eeeeiiii ettt e rte et et e et e stbeetae e sbeesbeessbeensaeessseensseesssaensseens 26
8.3.2 Certificate and CRL extension fields..........cocerieriieiiiniieiiesieeee e 26
8.3.2.1 Subject alternative Name eXteNSION .........ccververreerieeseerierieneeeeeeeeseeseeeseeenenes 26
8.3.2.2 Issuer alternative Name eXtENSION........cccveerereerieerrieerreeieeesieeeteeeaeeeereesveeeenas 26
8.3.2.3 Subject directory attributes EXtENSION. ....cc.ueerveerurrerreeriieeeeerreesreeveeeeeeereens 27
8.4  Certification path CONSIraiNt EXLENSIONS. .......eervierrereerieieeteeteetesaesseesseesessesseesseeseasesseesseesseesseenses 27
8.4.1 REQUITEIMENLS ....eetieiieeiie ettt ettt s esteesseesseenseestesseenseenseenseensessnesneenas 27
8.4.2 Certificate eXtension fIElAS ........ccveeiiiieiiieiiiecie ettt s eaeeenes 28
8.4.2.1 Basic CONSLraints EXteNSION. ......eicvieerieriieeeiiesiieereesteeereesreeereesreessseesnseennnas 28
8.4.2.2 Name constraints EXtENSION .......ervvervierierierierieriesteeteeteeaesseesseesseeseesesenesees 29
8.4.2.3 Policy CONSIraints XtENSION ......c.eervreviereeeereiesiereeeteeeeeeeeseeenseeseenseensesnnesnnas 30
8.4.2.4 Inhibit any poliCY EXIENSION ....eevvierreeriieriieriee e eereesveeseeesereeseeeeeaeeneeeenes 30

© ISO/IEC 2001 — All rights reserved


https://standardsiso.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8:2001(E)

Page

8.5 BasiC CRL CXIENSIONS. ....ueertiertieiieiieieeiestesetesstesseeseeseeessesseesseeseesseensesssesssesseesseesseenseensesseenseensesnsens 30
8.5.1 REQUITEIMENLS ....eoutieiieeiieciie ettt ettt et te s eeesseesseesaeeneeessesseeseenseensesnsessaesseens 30

8.5.2 CRL and CRL entry extension fields..........ccccceeriieiieiiieeiie et 31
8.5.2.1 CRL NUMDET EXEENSION ....c.vveiieniieieiiesiieseiesteeteetesseesseenseessessaesneesseenseensesnnenns 31

8.5.2.2 Reason code EXtENSION ........cccuieriieiieiieeieeiieieee ettt esseenneas 32

8.5.2.3 Hold instruction code eXteNSION .........eccveeeieeriiienieeiieenieerieeeere e eneeeeereeeees 32

8.5.2.4  Invalidity date eXtCNSION......eecuiereriertieiieteeieete et eee e e seee e e enseeeaeeeaens 33

8.5.2.5 CRL SCOPE CXEENSION ...cuveeueieeeieiieeiiesiiesieenteesseeteseeesseeseessesssesssessnesseesseesesnenns 33

8.5.2.6 Status referral EXLENSION .....ccuviiieieeiiieeciieeiie ettt e e e sreesaeeneneens 35

8.5.2.7 CRL stream identifier eXteNSION..........ccveeieriieriieiieieeiesiieie et see e es 36

8.5.2.8 Ordered LiSt EXIENSION. ... .ecvereieiietieeeetesetesteeteeteeaesseesseesessesaesseesseeseennenns 36

8.5.2.9 Delta information eXtEeNSION ........ceeeveeriueerieerieereeerreeireeseeereessseessseesseesssss 37

8.6  CRL distribution points and delta-CRL eXtENSIONS ..........ccuervrrierieriiereeerieesieereseeseeeseeesseesesenespontie s 37
8.6.1 REQUITEMENLS ....eevvieiieeiieciieciiesie ettt ettt see e e sseeseensessnesseenseensesnsennsesfoshipTones 37

8.6.2 CRL distribution point and delta-CRL extension fields ..........ccccecveervvvenveerencn 230l 38
8.6.2.1 CRL distribution points eXteNSiON ........cccecveercveerreenrieenveenveesessinebPaereenveennnes 38

8.6.2.2 Issuing distribution point eXteNSION.........evvverveerieeererrereerees e W T 39

8.6.2.3 Certificate 1SSUET EXtENSION. .....eeeiveeiiieeiieitieeieeereeetee e ponees o¥eeeeveesereeenseennns 40

8.6.2.4 Delta CRL indicator €XteNSION ......eeevvierveenereerireeree et i eeenreenveeneneensveennees 40

8.6.2.5 Base update eXtENSION ......ecveerererieeieeieeieriieieeie e sma e Bt et eseeeneeeneeesaesneenneas 41

8.6.2.6 Freshest CRL @XtENSION......ccccviiiiieeiieiieeeeee st T Nrte e enreesiveeeereesveeneneeneaeenenas 41

9 Delta CRL relationship t0 DaS@.......c.ceecuieviiieeiiieiiieeieeiiiesie et esee e eseee e fae b ereeeteeseteesseesnseesseeenseesnseesnns 41
10 Certification path processing ProCedure .............ccvecuirverierierierireieseefaenienneenie e eeeeee e e eseesesesesenesenesns 42
10.1  Path ProCeSSING INPULS ....veerivieeiieiiieeieeeieeeieesveesreesereesese s Safaeeesreesssesssseessesssseessseessseesseesssesssseesne 42
10.2  Path ProCeSSING OULPULS ......eevieieeieeieriierieerieeteereeseese e e besesseesseesseesseensesnsesssesseanseensesssesssesseesseesses 43
10.3  Path processing Variables ..........cccvecierierieriierieeiee e i ettt ettt et e st eseeenteensesesessaesnaesneeens 43
10.4  INTIALIZATION STED vovvvieeiieriiieeieesieeeteertreerteeetee e g ToeeTonteeenreesssaeasseessseensseessseenseesssseanseesnseesseessseessseenne 43
10.5  CertifiCate PrOCESSINE . ccuverurertierteerieeieriesiereagd et eeuteettesteesteenteenteeatesstesaee st enteenteenteeseesbeenbesntesneesaeenes 44
10.5.1 Basic certificate ChECKS .........oa it 44

10.5.2 Processing intermediate CErtifieates ..........oovvviiriierierieiieieeie et 44

10.5.3 Explicit policy indicator PEOCESSING .....c.eeruietieiirieriieiierieesie ettt stee et eeeeseeesbee s 45

10.5.4 FiNal PrOCESSING... ... . e eei et et eteeeestte st e et et esteseeesseesseesteenteensesnsesseessnesseeseenseensennsenns 46

11 PKI directory SCREMA ......ccveevieieeee e ettt sttt e st e et e enbeenbeenaesnnenns 46
11.1  PKI directory object classes and Name fOTmS...........cecvieriieiiienieeiiiesie e esee e seeeeseveeseeeesiveesene e 46
11.1.1 PKI USCT ODJCCE CIASS ..vevveiieeiieiieit ettt ettt sttt ettt enae s s e ssa e seenseensesnnenns 46

11.1.2 o S O N o] o) o T PP 46

11.1.3 CRL distribution points object class and name form............coceeeveevvieiieienieneeseereeeenen, 46

11.1.4 Delta)CRL ODJECE CIASS ...veeuvieiiieeieeiiesiieit ettt ettt ettt ente e e e ssaesseenseensesneenes 47

11.1.5 Certificate Policy & CPS 0bJECt ClaSS .....ocvievieieiieiieieeie et 47

11.1.6 PKI certificate path 0DJECT CIASS .....ievuiiiiiiieiieeiie ettt ettt s sreeeaae e 47

11.2 PKIQHIECOTY AtIIDULES ...ecuveeiieiieiieieeie ettt ettt ett et et eteestesiaesseesseesseenseessesseaseenseensennsesneesneenns 47
LE2)1 User certificate attribULE ........cceecveeieeieeierieete ettt ettt eeaesseesseenseensessaesseennes 47

2.2 CA CertifiCate attrIDULE .......eecveeeiieeiieeiie et ettt steeete e steeseaeesbeessaeessbeessaeessseensneenes 47

11.2.3 Cross certificate Pair attriDULE. .........ccvervieeieiesieeeeee et enee e eeas 48

11.2.4 Certificate revocation list attribDULE .......oueiiiiieeiiieiieie ettt e et tesi et eeeeenseseeeneea 48

11.2.5 Authority revocation liSt attIIDULE. ........ccvieriierieeie ettt eeebeesaeeeaee e 48

11.2.6 Delta revocation List attriDULE .........c.eecverierieiieeie e 48

11.2.7 Supported algorithms attriDULE ..........ccceevierieiieiieieee e 48

11.2.8 Certification practice statement attribDULE...........cecveeriieirieeiie e 49

11.2.9 Certificate POLICY AttITDULE ......veeiiieeieecit ettt sba e et eebaeeseeenes 49
11.2.10 PRI Path attriDULE ......oovieiieieeieciieieee ettt te e ssaesseenseenaesnnesneenes 49

11.3  PKI directory MatChing rUIES.......cc.eeouiiiiiiiiieie ettt ettt ettt ettt s ee 50
11.3.1 Certificate €Xact MALCH .......ieiciiiiiieiieece et eesaaeestbeeaeeenes 50

11.3.2 Certificate MALCH ......ocvieiieie ettt e e st seenbeenee s 50

11.3.3 Certificate pair €Xact MALCI ......cccviiiiieiie et re et e e baeeeaeenes 51

11.3.4 Certificate pair MATCH .......c.iiiiieii e e e e e e e enee 51

11.3.5 Certificate list eXact MALCh .......cc.eeviiiiiieieieeee e 52

iv © ISO/IEC 2001 — All rights reserved


https://standardsiso.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8:2001(E)

Page

11.3.6 Certificate list MACH........coiiiiiiii e e 52

11.3.7 Algorithm identifier MAtCh ........occviiiiiiciieeeceee e 53

11.3.8 POLICY MALCH ....eiiiiiiiieciieceeee ettt e e s beesabe e ssbeeesaeessbeeesseesssaensaeens 53

11.3.9 PRI Path MAtCR....ccoiiiiiiicie ettt e e et e et e ebaeesseesasaeenseeeas 53

SECTION 3 — ATTRIBUTE CERTIFICATE FRAMEWORK ......ccooiiiiiiiiiieteeee e 53
12 AUTIDULE CETTITICALES ....vtiuiiiiititerti ettt ettt ettt ettt sb e eb e bbb e st et et eet et et e nbesbesbeeneennens 54
12.1  Attribute CertifiCate STIUCTUIE........ocveieieiieiieteeiieiteteete et et et et e eaesseesaeesteenaeeseesseanseenseensesnsessnesneenns 54

12,2 Attribute CertifiCate PAtNS ......c.coveeiieiieie ettt ettt ettt et sneens 56

13 Attribute Authority, SOA and Certification Authority relationship ...........ccoeveevirierierieieeeeeeeeee e 56
13.1  Privilege in attribute CertifiCates ... o.uiiiiiiiii it it ettt st et et e st et et esttesteeeeensesntesseeseenseansessaeaneesees 57

13.2  Privilege in public-Key CertifiCates ..........cciiriuiriirrienieieeie ettt et ssee e eseennesnaesnee s I 57

14 PMIMOAEIS. ...ttt et ettt st sbe bt et et st e s beebeeese e enbenaeebeepnne o 58
14.1  General MOAE] ....c..coueiiiiiiiiiiiieieeeeteeee ettt ettt ettt st et ese et ea e e sae (Thases Cennnens 58

14.1.1 PMI in access CONIOl COMEEXL......eeuiriirieriieriieieeiesieseesieeneeeeeereennesseesseenses Basfonsenesnnennns 59

14.1.2 PMI in a non-repudiation CONLEXL ......c.eevurruerierreerreriereesieseeesieeseeseesseen g ithennnesnnesseennes 59

14.2 Control MOAEL.....cc.ovuiiiiiiiiieiiiiese ettt sttt s Sl oot st b et ennens 59

14.3  Delegation MOAE] ........cccuiiiiiieiieiieie ettt ettt sae e sseesseese ey b e e enseensesnaesneenes 60

14.4  ROIES MOAECL.....cciiiiiieiiiiieiieiee ettt seaesne e nne s A e st et e enteenteensesnnesnnenes 61

14.4.1 ROIE AHITDULE ..ottt syt hasdhr e eseeeneesseenseenseensessaesneennes 61

15 Privilege management certificate eXteNSIONS .........vecvreveeiereerieeriesieseeseess Sere Feesiieieeieeeesee e eeeeseseaesenenes 62
15.1 Basic privilege management EXIENSIONS .........ccueerveerrerruerrerreerresferee Snresuresseenseeseesessseseesseessesssesssenses 62

15.1.1 REQUITEMENLS ....eovvieiieeieciieciieeie e e Bttt ste et ettt e seeesseenteenseensesnaesneennas 62

15.1.2 Basic privilege management extension fields... {2 . i 63

15.1.2.1  Time Specification EXLENSION ... ueereerreerreererteerererteeteeeesseesseessessesnesseeses 63

15.1.2.2  Targeting information eXteNSION. .. ......ecverreerreriereeerieeieeeeseesreereesesaeseee e 63

15.1.2.3  USEr NOtICE EXEENSION .....cs i e eeeerereiereeteeteetesteeseeeteentesssesssesseenseensessesnnennes 64

15.1.2.4  Acceptable privilege policies eXtenSion ............cceevereerieeiiesiesiereese e 64

15.2  Privilege revocation EXtENSIONS ........c.verveeieelZioneerseenreerenrenseesseesseseesseesseessessesseesseesseessesssesseesseesseesses 65

15.2.1 REQUITEIMENLS ...t S50 ettt ettt st e st et e e b e e e e esee st e seenseenseensessaesseenas 65

15.2.2 Privilege revocation extension fields..........ccoovreiiiierienieii e 65

15.2.2.1  CRL distribution points eXteNSION ........eevueeverrereeerrierireieeeeeresseesseesseensesnenens 65

15.2.2.2  No reveeation information eXteNSION .........c.eeevereereerieerieeienienseereesesneseeennes 66

15.3  Source of AUthOTItY EXECISIONS - ...eeteriieriieieeieeteetesteeteeteeaesteesteesessessaesseesseenseensesssenseenseenseesseennes 65

15.3.1 e L 11101 NPT 65

15.3.2 SOA extenSION FIElAS .....cc.eoviririiriiiriiect ettt 65

15.3.2. 15 SOA identifier €XtENSION .......ccverrrerriereeiesteseeseeerteeeeeeesseesseeseenseensesnaesseenns 65

153.2.2  Attribute descriptor €XtENSION .......ecveerreeruerreeiereiereieeeeteeaeseeesseeseesesnesneeenes 66

15.4  ROLE EXEEISIONST. ....cutemtiutetirtieteiteett ettt sttt ettt et et et ae st e bt s bt bt e bt e st et et et e st e e b e ebeeabenaesbesbeebeennens 67

15.4.1 0 L1110 67

15.4.2 Role eXtension fIEldS .......c..coeririririiiiiccee e 67

15.4.2.1 Role specification certificate identifier eXtension ........c..coceevereeererceeeeennnn 67

15.5 DRlCZAtiON EXLETISIONS. ... .eeuviereiereriiertteieeteeetesteesteeteesaesseeseeseassessaesseesseenseensesssasseanseensenssesnsesseesseenses 68

15.5.1 REQUITEIMENLS ....eutieiieeiie ettt ettt s e e saeesseesaeeneeestesseenseenseenseensessnesseenas 68

15.5.2 Delegation extension fIEldS ........ceecueiierieriiie e 68

15752 Basic atribute COMSTaITS TRICISION oo 68

15.5.2.2 Delegated name constraints XteNSION. .......c.eeveeverreerreerieereereseesseenseessesnenens 70

15.5.2.3  Acceptable certificate policies eXteNSION........ceevveerverrerierieerieree e seeeneeeeeens 70

15.5.2.4  Authority attribute identifier eXtenSion ...........coceeverereeierierieneneneneeeeeeeenn 71

16 Privilege path processing ProCEAUIE ...........ccueiierierieeie e stert ettt ettt et e e e aesaesseesseeseensesnsesnsesnsesssesnnennes 71
16.1  BasiC ProCeSSING PIOCEAUIE .......eeruietieuieriiertiertiesteete et eite et e stee bt et e eateeeaesbeesbeeseee et enteentesntesneesseenbeenes 72

16.2  ROIE ProCeSSING PIOCEAUIE .......veeiivieieiieiiiieiieeitieeete ettt e steesbeesaeessseessseessseessseessseessseessseessseessseessseesnes 72

16.3  Delegation processing ProCEAUIE. ..........ueiiiruieriieiieiertienteete ettt sttt ettt eetesae et eenbe e beenbeeseesbeeneee 72

16.3.1 Verify integrity of domination TUle...........cceiverieiienieie e 73

16.3.2 Establish valid delegation path............cccoeciiiiiiieiieniee e 73

16.3.3 Verify privilege dele@ation ........ccciieiieiiiieiiieeiie ettt ebe et e e sbeeeaeesbeeenaee s 73

16.3.4 Pass/fail determination ...........coeeerieiieieiienie et 74

© ISO/IEC 2001 — All rights reserved


https://standardsiso.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8:2001(E)

Page

17 PMI dir€CtOry SCRECIMIA........eieiiiieiieieeie ettt ettt st et et et e et e ssaesse e seenseensessaesseesseenseenseensennsesnsennnenns 74
17.1  PMI direCtOry ODJECT CLASSES....cuvirririeiiiesiieiiete et et e stees it et eteseaeseaessee st esseenseeneesseenseenseenseensesseesseenses 74

17.1.1 PMI USET ODJECE CLASS....vviiiiieiiieciiiecieeeit ettt ettt ettt e s te e e beessteeenbeesnbeeenseesnseeensee s 74

17.1.2 PMI A A ODJECE ClaSS....veiiieeieeiieiieit ettt ettt ettt s ee st e see et e et e st e ssaesseenseesseensesnsesnnenes 74

17.1.3 PMI SOA ODJECE CLASS ..eveeivieeiieeiieeiieetieeieeetee et e eteeeteeeteeeteeesbeeestaeenseesnsaesnseesnsaeenseean 74

17.1.4 Attribute certificate CRL distribution point object class..........ccoevververieiencenierieeee 74

17.1.5 PMI delegation path ODJECt Class ......c.eeevieeiiieiciieiiieeiee ettt ere e e e sveeenaee s 75

17.1.6 Privilege policy ODJECE CLASS ....vivvieriieiieiecie ettt sse e 75

17.2  PMI Dir€CtOry QttITDULES ....cuvieeiieeiiiieeieeiiteesteesteesiteetaeesteeesteeesteesstaeeseeesseeeseessseeanseessseesseesssesssseesnes 75

17.2.1 Attribute certificate attribULE ........eecuieieiieriieie et 75

17.2.2 AA certificate attribUe ....ooee i 75

17.2.3 Attribute descriptor certificate attribuLe..........cccvveecieeiiieriieiii et B 75

17.2.4 Attribute certificate revocation list attribULe..........c.eecvervieriieierieieieee e et ) 75

17.2.5 AA certificate revocation list attribute ...........ccooceeveiriinieniniinieneeeeneeneeee LT 76

17.2.6 Delegation path attribute ..........coceeoveviirininininineceeeeeseeceeeeeeee e e e 76

17.2.7 Privilege policy attribULe ..........coveiiieiiiiiiiieriieceie e e b 76

17.3  PMI general directory matChing rules .........ccceveeriieiiieienieniieieeie ey e oree e eeaeseee e 76

17.3.1 Attribute certificate exXact MAatCh.......coceiiiiiiiii e e 76

17.3.2 Attribute certificate MatCh ...........occeciivieninininienininiccieeen s T 76

17.3.3 Holder 1SSUeT MAtCh .....cc.eoviiiiiiiinireceeee b Nttt 77

17.3.4 Delegation path MatCh..........oooiiiiiiiiiii e e 77

SECTION 4 — DIRECTORY USE OF PUBLIC-KEY & ATTRIBUTE CERTIFICATE FRAMEWORKS..................... 77
18 Directory autheNtICAtION .....cccveeeciieeiieeiieiiieeieesieeeteesveesveesreeseveessve ogensneessnesssseenseessseeesseesssesssseessseessseennes 78
18.1 Simple authentication PrOCEAULE .........ccuiecvirieriieiieteeeieeeee i Sesheeeeresseesseesseenseeseesseanseesseessesssesseesseenses 78

18.1.1 Generation of protected identifying information.........ccceecveerieeniieeniiienie e 79

18.1.2 Procedure for protected simple authentiCationt........ccveerueeeriieerieeiie e eiee e eee e 79

18.1.3 User passWOrd attribDULE tYPE ...oeveevreeeeereeieeeieereetesteseteseeesteeeeeseesseesseesessesnsesssesseenns 80

18.2  Strong AUthentiCatiON......cooueiiiiierieiiiir e B ettt sttt st st saee e 80

18.2.1 Obtaining public-key certificates ffom the directory.........ccoceeververierieninieniineceeiceenes 81

18.2.1.1  EXAMPIC.ciieiiiiieeee s ettt ettt ettt e saae et eesnaeeesaeennaeenes 81

18.2.2 Strong authentication ProCEAUIES ...........ccuierveriierieriertierteeresre e seeseeeteeseenaeessesseenseensens 83

18.2.2.1 One-way authentiCation.........cccvieruieriiieeiiieriie ettt eee et sre e e seeeeeeeesene e 84

18.2.2.2  Two-way-althentiCatiON ........cccverviereiesieeieete e seesie e eteeaeeeae e e enseeaeeneeees 84

18.2.2.3  Three-way authentiCation ..........c.cceoierieriiiiiiiencecee e e 85

19 ACCESS COMTTOL ...t B ettt b et e e sttt e e b e s bt e bt et e e abeseeesbe e st e et e et e enbeenbeeneesaeenee 86
20 Protection of DireCtory OPEIALIONS..........ccverieirieiieriertieteeteettestteteeteetesaesseesseeseenseeseesseeseenseensennsesssessnesses 86
Annej A — Public-Key and Attribute Certificate Frameworks ..........ccccviviieeiiiiiieeiie ettt 87
Anney B — CRL Generation-and Processing RUIES...........c.cociiriiriiiieiieiee e 107
Bl INEOUCTIONT). oottt ettt et ettt s b e s bbbt ettt naesb et eaeeneen 107

B.1.1 R By DS teitieitieetieeite ettt ete et e et e etee e tae e taeessaeesaeessbeensseesssaessseesssaeassaesnsaessseesnseennseens 107

B.1.2 CRL PIOCESSING ...c.eveeveieieiieti et et eteeitesteesteeseeseeaesssesseesseenseanseenseessesssessaensaenseensennsesnss 108

B.2  Determine parameters fOr CRLS......cooioiiiiiiiiiieieeieeeee ettt 108

B.3, {5Determine CRLS TEQUITEM. ......eecvieieiieiiieciierieeit ettt et etesae e e saeeseenaeeneesseesseenseensesnsesssessnenees 109

B.3.1 End-entity with critical CRL DP ......c.cooiiiiiiiiiiieieee et 109

B32 End-entity with no critical CRT. DP. 109

B.3.3 CA with critical CRL DP .....ooiiiiiieieeee et 110

B.3.4 CA with n0 critical CRL DP.......coouiiiiiiiiiieieeeteeee ettt 110

B4 ODbBtaIn CRLS ..ottt ettt sttt et ettt b et ebeenten 110

BL5  ProCeSS CRLS ..ttt b ettt et ettt a et ettt et eee e nee 110

B.5.1 Validate base CRL SCOPE......cccueruieiieiieieeiesiiei ettt te st ettt et et enae e sse e seenseensesneesees 110

B.5. 1.1 Complete CRL....ccuiiiiiieiecit ettt sttt e st e e eaeeenaee s 111

B.5.1.2  Complete EPRL......ocooiiiiieiieiecieee e 111

B.5.1.3  Complete CARL .....ooouiieiieieeceeecte ettt ettt st enaeeeaae s s 111

B.5.1.4  Distribution point based CRL/EPRL/CARL .........ccoccveiiieiieieiieceeeee, 112

B.5.2 Validate delta CRL SCOPE.....ccciiiriiieitieeiieeiieeieeeiteeiteesete et e e seteetaeestaeeaaeessaeesaeensaeensneas 112

B.5.3 Validity and currency checks on the base CRL...........cccoooievieriiiniieciieieeeeeeee e 113

B.5.4 Validity and checks on the delta CRL ........cccooiieiiieiiieiece e e 113

Vi © ISO/IEC 2001 — All rights reserved


https://standardsiso.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8:2001(E)

Annex C — Examples of Delta CRL ISSUANCE ......ccveriieiieiieieeieeiieiteie ettt ettt ee e ssee st enseenseensesnsessnesnnennes
Col INETOAUCLION ..ttt sttt et sa e bbbt et eb et e e e b sbe bt et eanenee
Annex D — Privilege Policy and Privilege Attribute Definition EXamples .........cccoooievinieiiiiiniiniecieieceeee
LD 20 B 15 ¥ L1 (o1 3 ) A OO POPRU PP

D.2  SAMPIE SYNEAKES 1ouvieriiieeiieiiieiteeetee et ettt este ettt esaeetteessteeseeaseeesseeasseesseeanseessseeasseesnseesnseessesesseennns

D.2.1 ST A1 111 o) (PSS

D.2.2 SECONA EXAMPIEC.......eeieeieieieiiesiieie ettt et eeteeete st e steesseesseenaesseesseesseenseenseessessaenseens

D.3  Privilege attribDULe EXAMPIE......cccveeiuiieiieiiieeiieciieeie et e ete et e sae ettt eseaeesteeeteesteessseessseesnseesnseesnseennes
Annex E — An introduction to public Key Cryptography .......c.cocueiieiiiiiiniiiieie et
Anney F — Reference definition of algorithm object identifiers..........cccereeriiiiiiiiiinieeeeeee el
Anney G — Examples of use of certification path CONSIIAINES ..........cceevierierierieieeierieir e 3 Sad e
G.1  Example 1: Use 0f DasiC CONSLIAINLS .....ccueeivieerieeriieeiieriieeieesieesseesveesreesseeessneessseensessnsne s fod iy beeennnns

G.2  Example 2: Use 0f NAME CONSITAINTS .......eeecvveeerieiiieeiieiiieeiieesieesreesveesreesneessneessseensegTyebdiuneeennneennnes

G.3  Example 3: Use of policy mapping and poliCy CONStraints...........cccueerveeereeerueeesreees @indasdeveesveesveennnes

Anney H — Alphabetical list of information item definitions.........ccccoceeveeeverierenenicnicnininrces e
Anney [ — Amendments and COTTIZENAA. ..........ccieiieiieiieieeiereee et s Saee e enteenseenseensesnnesnnennes

© ISO/IEC 2001 — All rights reserved

Page

114
114

116
116

116
116
118
120

121
123

124
124
124
124

126
129

Vii


https://standardsiso.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8:2001(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respectiv izatt ; f ; f frity: ; mittees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmgntal, in
ith ISO and IEC, also take part in the work.

Internatiohal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC|JTC 1.
Draft Intefnational Standards adopted by the joint technical committee are circulated to-national bodies for|voting.
Publicatign as an International Standard requires approval by at least 75 % of the natignal’bodies casting a ote.

Users andl implementors should note the existence of a "defect resolution" procedure in ISO/IEC JTC 1 to jdentify
and correct errors in International Standards through the publication of Technical”Corrigenda. Identical cornections
are made to the corresponding ITU-T Recommendations through Corrigenda and may also be made in the [form of
Implemerjtors' Guides. Details of Technical Corrigenda to International Standards are available on the ISO website;
published Technical Corrigenda can be obtained via the ISO webstore\ar from the ISO and IEC national podies.
Corrigenda and Implementors' Guides to ITU-T Recommendations can‘be obtained from the ITU-T website.

Internatiohal Standard ISO/IEC 9594-8 was prepared by Joint>Technical Committee ISO/IEC JTC 1, Infofrmation
technology, Subcommittee SC 6, Telecommunications “and information exchange between systeins, in
collaboration with ITU-T. The identical text is published as tEU-T Recommendation X.509.

This fourth edition of ISO/IEC 9594-8 constitutes a-technical revision of the third edition (ISO/IEC 9594-8:1998),
which is provisionally retained in order to supportuimplementations based on the third edition. This editipn also
incorporates Corrigendum 1:2000.

ISO/IEC 9594 consists of the following parts, under the general title Information technology — Open Systems
Interconngction — The Directory:

— Part 1: Overview of concepts, models and services
— Part 2: Models

— Part 3: Abstract servicg definition

— Part 4: Procedurés-for distributed operation

— Part %: Protocol specifications

— Part 6:Selected attribute types

— Part 7: Selected object classes
— Part 8: Public-key and attribute certificate frameworks
— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory

Annexes A, B and F form a normative part of this part of ISO/IEC 9594. Annexes C, D, E, G, H and | are for
information only.
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has been
produced to facilitate the interconnection of information processing systems to provide directory services. A set of such
systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application-entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

- fl UIIl L‘llfi‘Ul CIIU 1uauufau.u1 CIS,
—  under different managements;
—  of different levels of complexity; and

— of different ages.

Many| applications have requirements for security to protect against threats to the communication of inforration.
Virtuglly all security services are dependent upon the identities of the communicating parties/being reliably known, i.e.
authentication.

This Recommendation | International Standard defines a framework for public-key. eentificates. That framework includes
specifjcation of data objects used to represent the certificates themselves as*well as revocation notices for |issued
certififates that should no longer be trusted. The public-key certificate framework defined in this Specification, while it
defings some critical components of a Public-key Infrastructure (PKI), it does not define a PKI in its entirety. Hopvever,
this Specification provides the foundation upon which full PKIs and theif.sp€cifications would be built.

Simildrly, this Recommendation | International Standard defines a*framework for attribute certificates. That franjework
includes specification of data objects used to represent the certifiédtes themselves as well as revocation notices for|issued
certififates that should no longer be trusted. The attribute céitificate framework defined in this Specification, while it
defines some critical components of a Privilege Management Infrastructure (PMI), it does not define a PMI it its entirety.
Howeyer, this Specification provides the foundation uponwhich full PMIs and their specifications would be built.

Infornpation objects for holding PKI and PMI objcets in the Directory and for comparing presented values with [stored
valueq are also defined.

This Recommendation | International Standard also defines a framework for the provision of authentication services by
the Difectory to its users.

This Recommendation | International Standard provides the foundation frameworks upon which industry profiles fan be
defingd by other standards greups and industry forums. Many of the features defined as optional in these framepworks,
may be mandated for use infeertain environments through profiles. This fourth edition technically revises and enljances,
but ddes not replace, thedhird edition of this Recommendation | International Standard. Implementations may stil] claim
confofmance to the thitd)edition. However, at some point, the third edition will not be supported (i.e. reported defects
will ng longer be resolved). It is recommended that implementations conform to this fourth edition as soon as possible.

This fpurth edition specifies version 1 and 2 of the Directory protocols.

The first‘and second editions specified only version 1. Most of the services and protocols specified in this edition are
desigrnied-to function under version 1. However some enhanced services and protocols, e.g. signed errors, wiill not
function unless all Directory entities involved in the operation have negotiated version 2. Whichever version has been
negotiated, differences between the services and between the protocols defined in the four editions, except for those
specifically assigned to version 2, are accommodated using the rules of extensibility defined in this edition of ITU-T
Rec. X.519 | ISO/IEC 9594-5.

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all of the definitions associated with the frameworks.

Annex B, which is an integral part of this Recommendation | International Standard, provides rules for generating and
processing Certificate Revocation Lists.

Annex C, which is not an integral part of this Recommendation | International Standard, provides examples of delta-CRL
issuance.
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Annex D, which is not an integral part of this Recommendation | International Standard, provides examples of privilege
policy syntaxes and privilege attributes.

Annex E, which is not an integral part of this Recommendation | International Standard, is an introduction to public-key
cryptography.

Annex F, which is an integral part of this Recommendation | International Standard, defines object identifiers assigned to
authentication and encryption algorithms, in the absence of a formal register.

Annex G, which is not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex H, which is not an integral part of this Recommendation | International Standard, contains an alphabetical list of
information item definitions in this Specification

Anney I, which is not an integral part of this Recommendation | International Standard, lists the amendments and|defect
reportp that have been incorporated to form this edition of this Recommendation | International Standard.

The Ifternational Organization for Standardization (ISO) and the International Electrotechnical Comrission (IEC)]| draw
attentipn to the fact that it is claimed that compliance with this part of ISO/IEC 9594 may invelve)the use of a|patent
concetning the CRL distribution point facility.

ISO annd IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured ISO and IEC that he is willing to negotiate’licences under reasonable and non-
discrithinatory terms and conditions with applicants throughout the world. In thisi.respect, the statement of the holder of
this pgtent right is registered with ISO and IEC. Information may be obtainedAfrom:

Entrust Technologies

Mr. Mike Morgan, Senior Legal Counsel
730 Heron Road, Suite E08

Oftawa, Ontario K1V 1A7

Chnada

Attentjon is drawn to the possibility that some of the eléments of this part of ISO/IEC 9594 may be the subject of|patent
rights pther than those identified above. ISO and IEC shall not be held responsible for identifying any or all suchpatent
rights.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -

THE DIRECTORY: PUBLIC-KEY AND ATTRIBUTE CERTIFICATE FRAMEWORKS

SECTION 1 — GENERAL

1

This Recommendation | International Standard addresses some of the security requirements in th¢‘areas of authent
and other security services through the provision of a set of frameworks upon which full “services can be

Specif

The ppblic-key certificate framework defined in this Recommendation | Jiternational Standard includes definition|
information objects for Public Key Infrastructure (PKI), including public‘key certificates, and Certificate Revocati

(CRL
Infras

Specification also provides the framework for issuing, magaging, using and revoking certificates. An exten

mechd

Recorhmendation | International Standard also includes. @’set of standard extensions for each, which is expected

geners
attriby

Recorhmendation | International Standard. Other\elements of PKI and PMI, beyond these frameworks, such as k

certifl
define

The a
variety

The DY
these
certifl
of sig

accesy control. Altheugh the framework for these is provided in this Specification, the full definition of the Dire]
use of these frameworks, and the associated services provided by the Directory and its components is supplied
complete set.of Directory Specifications.

This

Scope

ically, this Recommendation | International Standard defines frameworks for:
—  Public-key certificates;
—  Attribute certificates;

—  Authentication services.

. The attribute certificate framework includes definition of .the  information objects for Privilege Manag
ructure (PMI), including attribute certificates, and Adgtribute Certificate Revocation List (ACRL)

nism is included in the defined formats for both certificate types and for all revocation list schemes

cation

based.

of the
n List
ement

This
ibility
. This
to be

Ily useful across a number of applications of PKI and PMI. The schema components, including object classes,
te types and matching rules for storingxPKI and PMI objects in the Directory, are included ip this

Cate management protocols, operationaliprotocols, additional certificate and CRL extensions are expected
d by other standards bodies (e.g. ISO T€ 68, IETF, etc.).

hthentication scheme defined inthis Recommendation | International Standard is generic and may be applig
of applications and environments.

irectory makes use of public-key certificates and attribute certificates, and the framework for the Directory's
facilities is also defified in this Recommendation | International Standard. Public-key technology, ing
Cates, is used by theZDirectory to enable strong authentication, signed and/or encrypted operations, and for §

by and

to be

dtoa

use of
luding
torage

hed and/or encrypted data in the Directory. Attribute certificates can be used by the Directory to enable rulefbased

ecommendation | International Standard, in the Authentication services framework, also:

—  specifies the form of authentication information held by the Directory;

—  describes how authentication information may be obtained from the Directory;

ctory's
in the

—  states the assumptions made about how authentication information is formed and placed in the Directory;

— defines three ways in which applications may use this authentication information to perform

authentication and describes how other security services may be supported by authentication.

This Recommendation | International Standard describes two levels of authentication: simple authentication, using a
password as a verification of claimed identity; and strong authentication, involving credentials formed using
cryptographic techniques. While simple authentication offers some limited protection against unauthorized access, only
strong authentication should be used as the basis for providing secure services. It is not intended to establish this as a
general framework for authentication, but it can be of general use for applications which consider these techniques
adequate.
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Authentication (and other security services) can only be provided within the context of a defined security policy. It is a
matter for users of an application to define their own security policy which may be constrained by the services provided
by a standard.

It is a matter for standards-defining applications which use the authentication framework to specify the protocol
exchanges which need to be performed in order to achieve authentication based upon the authentication information
obtained from the Directory. The protocol used by applications to obtain credentials from the Directory is the Directory
Access Protocol (DAP), specified in ITU-T Rec. X.519 | ISO/IEC 9594-5.

2

Normative references

The fn"n“n'ﬂn- Recommendations and International Standards contain nrovisions which throuch reference 1n thi
=) r > (=

consti
were
Recor
editiol
valid
ITU-T

2.1

ute provisions of this Recommendation | International Standard. At the time of publication, the editions ing
valid. All Recommendations and Standards are subject to revision, and parties to agreements based d
hmendation | International Standard are encouraged to investigate the possibility of applying the inost
1 of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of cuj
nternational Standards. The Telecommunication Standardization Bureau of ITU maintains a-djstof currentl
Recommendations.

Identical Recommendations | International Standards

— ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4:1999, duformation technology — M|
Handling Systems (MHS) — Message transfer system: Abstract service.definition and procedures.

— ITU-T Recommendation X.500 (2001) | ISO/IEC 9594-1:20QL, Information technology — Open S|
Interconnection — The Directory: Overview of concepts, madels and services.)

— ITU-T Recommendation X.501 (2001) | ISO/IEC 9594:2:2001, Information technology — Open S|
Interconnection — The Directory: Models.

— ITU-T Recommendation X.511 (2001) | ISO/TEC*9594-3:2001, Information technology — Open S
Interconnection — The Directory: Abstract sexvice definition.

— ITU-T Recommendation X.518 (2001) {ISO/IEC 9594-4:2001, Information technology — Open S|
Interconnection — The Directory: Proéedures for distributed operation.

—  ITU-T Recommendation X.519 (2001) | ISO/IEC 9594-5:2001, Information technology — Open S|
Interconnection — The Directory: Protocol specifications.

—  ITU-T Recommendation'X.520 (2001) | ISO/IEC 9594-6:2001, Information technology — Open S|
Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (2001) | ISO/IEC 9594-7:2001, Information technology — Open S|
Interconnection,.—The Directory: Selected object classes.

—  ITU-T Recommendation X.525 (2001) | ISO/IEC 9594-9:2001, Information technology — Open S|
Interconnection — The Directory: Replication.

—  ITUST Recommendation X.530 (2001) | ISO/IEC 9594-10:2001, Information technology — Open S|
Interconnection — The Directory: Use of systems management for administration of the Directory.

—\. ' CCITT Recommendation X.660 (1992) | ISO/IEC 9834-1:1993, Information technology — Open S|

S text,
icated
n this
recent
rrently
v valid

pssage

stems

stems

stems

stems

stems

stems

stems

stems

stems

stems

Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures.

—  ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abstract Syntax

Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abstract Syntax

Notation One (ASN.1): Information object specification.

—  ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract Syntax

Notation One (ASN.1): Constraint specification.

D) For each of the X.500 series of Recommendations | 9594 parts referenced in this clause, the 4th edition of those Specifications
should be used when they become available.
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ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1:1998, Information technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

ITU-T Recommendation X.691 (1997) | ISO/IEC 8825-2:1998, Information technology — ASN.1 encoding
rules: Specification of Packed Encoding Rules (PER).

ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Access control framework.

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Non-repudiation framework.

ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology ~ “Hemote
Operations: Concepts, model and notation.

ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:1995, Information techneétogy — Remote
Operations: OSI realizations — Remote Operations Service Element (ROSE) service definition.

2.2 Paired Recommendations | International Standards equivalent in technical content
— CCITT Recommendation X.800 (1991), Security Architecture for Opeén’Systems Interconnectipn for
CCITT applications.
ISO 7498-2:1989, Information processing systems — Open Systems-Interconnection — Basic Reference
Model — Part 2: Security Architecture.
3 Definitions
For the purposes of this ITU-T Recommendation | International Standard, the following definitions apply.
3.1 OSI Reference Model security architecture definitions
The fallowing terms are defined in CCITT Rec. X.800) ISO 7498-2:
a) asymmetric (encipherment);
b) authentication exchange;
¢) authentication information;
d) confidentiality;
e) credentials;
f)  cryptography;
g) data origin authentication;
h) decipherment;
1) . encipherment;
j)*  key;
k) password,
1) peer-entity authentication;
m) symmetric (encipherment).
3.2 Directory model definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

a)
b)
¢)

attribute;
Directory Information Base;

Directory Information Tree;

ITU-T Rec. X.509 (2000 E) 3
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d) Directory System Agent;
e) Directory User Agent;

f)  distinguished name;

g) entry;
h) object;
i)  root.

3.3 Definitions

The fgllowing terms are defined in this Recommendation | International Standard:

3.3.1 attribute certificate: A data structure, digitally signed by an Attribute Authority, that binds Some atfribute
valueq with identification information about its holder.

3.3.2 Attribute Authority (AA): An authority which assigns privileges by issuing attribute certificates.

333 Attribute Authority Revocation List (AARL): A revocation list containing a listyof references to atfribute
certififates issued to AAs that are no longer considered valid by the issuing authority.

3.34 Attribute Certificate Revocation List (ACRL): A revocation list containing a list of references to atfribute
certififates that are no longer considered valid by the issuing authority.

3.3.5 authentication token; (token): Information conveyed during a sfrOng authentication exchange, which fan be
used tp authenticate its sender.

3.3.6 authority: An entity, responsible for the issuance of certificates. Two types are defined in this Specifigation;
certifipation authority which issues public-key certificates and attribute authority which issues attribute certificates.

3.3.7 authority certificate: A certificate issued to an\authority (e.g. either to a certification authority or| to an
attribyte authority).

3.3.8 base CRL: A CRL that is used as the foundation in the generation of a dCRL.
3.3.9 CA-certificate: A certificate for one'\CA issued by another CA.

3.3.10| certificate policy: A named, set of rules that indicates the applicability of a certificate to a parfticular
community and/or class of applicatien~with common security requirements. For example, a particular certificate |policy
might [indicate applicability of a type-ef certificate to the authentication of electronic data interchange transactions for the
trading of goods within a given-price range.

3.3.11f Certificate Reyeocation List (CRL): A signed list indicating a set of certificates that are no longer congidered
valid by the certificate/issuer. In addition to the generic term CRL, some specific CRL types are defined for CRLs that
cover [particular scopes:

3.3.12 certificate user: An entity that needs to know, with certainty, the public key of another entity.

3.3.13 _‘certificate serial number: An integer value, unique within the issuing authority, which is unambigpously
associpted'with a certificate issued by that CA.

3.3.14  certificate-using system: An implementation of those functions defined in this Directory Specification that
are used by a certificate-user.

3.3.15 certificate validation: The process of ensuring that a certificate was valid at a given time, including possibly
the construction and processing of a certification path, and ensuring that all certificates in that path were valid (i.e. were
not expired or revoked) at that given time.

3.3.16  Certification Authority (CA): An authority trusted by one or more users to create and assign public-key
certificates. Optionally the certification authority may create the users' keys.

3.3.17 Certification Authority Revocation List (CARL): A revocation list containing a list of public-key
certificates issued to certification authorities, that are no longer considered valid by the certificate issuer.

4 ITU-T Rec. X.509 (2000 E)
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3.3.18 certification path: An ordered sequence of certificates of objects in the DIT which, together with the public
key of the initial object in the path, can be processed to obtain that of the final object in the path.

3.3.19 CRL distribution point: A directory entry or other distribution source for CRLs; a CRL distributed through a
CRL distribution point may contain revocation entries for only a subset of the full set of certificates issued by one CA or
may contain revocation entries for multiple CAs.

3.3.20  cryptographic system, cryptosystem: A collection of transformations from plain text into ciphertext and vice
versa, the particular transformation(s) to be used being selected by keys. The transformations are normally defined by a
mathematical algorithm.

3.3.21 data confidentiality: This service can be used to provide for protection of data from unauthorized disclosure.
The data confidentiality service is supported by the authentication framework. It can be used to protect against data
interc¢ption.

3.3.22 delegation: Conveyance of privilege from one entity that holds such privilege, to another entity.

3.3.23 delegation path: An ordered sequence of certificates which, together with authentication)of a prjvilege
assert¢r's identity can be processed to verify the authenticity of a privilege asserter's privilege.

3.3.24 delta-CRL (dCRL): A partial revocation list that only contains entries for certificates that have hag their
revocgtion status changed since the issuance of the referenced base CRL.

3.3.2§ end entity: A certificate subject that uses its private key for purposes othep‘than signing certificates| or an
entity [that is a relying party.

3.3.2 End-entity Attribute Certificate Revocation List (EARL): A revoeation list containing a list of attribute
certififates issued to holders, that are not also AAs, that are no longer considered valid by the certificate issuer.

3.3.27 End-entity Public-key Certificate Revocation List (EPRL): A revocation list containing a list of public-key
certififates issued to subjects, that are not also CAs, that are no longer.considered valid by the certificate issuer.

3.3.28§ environmental variables: Those aspects of poliey. required for an authorization decision, that afe not
contaiped within static structures, but are available throughtsome local means to a privilege verifier (e.g. time of day or
currert account balance).

3.3.29 full CRL: A complete revocation list that-Contains entries for all certificates that have been revoked for the
given cope.

3.3.30  hash function: A (mathematica])function which maps values from a large (possibly very large) domain| into a
smallgr range. A "good" hash function‘is such that the results of applying the function to a (large) set of values|in the
domain will be evenly distributed (andyapparently at random) over the range.

3.3.31] holder: An entity tor-whom some privilege has been delegated either directly from the Source of Authofrity or
indire¢tly through another Affribute Authority.

3.3.32 indirect CRL ({{CRL): A revocation list that at least contains revocation information about certificates [issued
by authorities other than that which issued this CRL.

3.3.33 key_agreement: A method for negotiating a key value on-line without transferring the key, even|in an
encrypted fosm, e.g. the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agrgement
mechgnisinis).

3.3.34 object method: An action that can be invoked on a resource (e.g. a file system may have read, write and
execute object methods).

3.3.35 one-way function: A (mathematical) function f which is easy to compute, but which for a general value y in
the range, it is computationally difficult to find a value x in the domain such that f(x) = y. There may be a few values y
for which finding x is not computationally difficult.

3.3.36  policy mapping: Recognizing that, when a CA in one domain certifies a CA in another domain, a particular
certificate policy in the second domain may be considered by the authority of the first domain to be equivalent (but not
necessarily identical in all respects) to a particular certificate policy in the first domain.

3.3.37 private key; secret key (deprecated): (In a public key cryptosystem) that key of a user's key pair which is
known only by that user.

ITU-T Rec. X.509 (2000 E) 5


https://standardsiso.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8 : 2001 (E)

3.3.38 privilege: An attribute or property assigned to an entity by an authority.

3.3.39 privilege asserter: A privilege holder using their attribute certificate or public-key certificate to assert
privilege.

3.3.40 Privilege Management Infrastructure (PMI): The infrastructure able to support the management of
privileges in support of a comprehensive authorization service and in relationship with a Public Key Infrastructure.

3.3.41 privilege policy: The policy that outlines conditions for privilege verifiers to provide/perform sensitive
services to/for qualified privilege asserters. Privilege policy relates attributes associated with the service as well as
attributes associated with privilege asserters.

3.3.42 privilege verifier: An entity verifying certificates against a privilege policy.

3.3.43 public-key: (In a public key cryptosystem) that key of a user's key pair which is publicly known.

3.3.44 public-key certificate: The public key of a user, together with some other information, rendered unforgeable
by endipherment with the private key of the certification authority which issued it.

3.3.4§ Public Key Infrastructure (PKI): The infrastructure able to support the management of)public keys gble to
suppoft authentication, encryption, integrity or non-repudiation services.

3.3.46 relying party: A user or agent that relies on the data in a certificate in making dé€eisions.

3.3.47 role assignment certificate: A certificate that contains the role attributes-assigning one or more roles|to the
certififate subject/holder.

3.3.48 role specification certificate: A certificate that contains the assignfment of privileges to a role.
3.3.49 sensitivity: Characteristic of a resource that implies its value orimportance.
3.3.50 simple authentication: Authentication by means of simpl¢'password arrangements.

3.3.51] security policy: The set of rules laid down by the\security authority governing the use and provision of
securify services and facilities.

3.3.52 Source of Authority (SOA): An Attribute Authority that a privilege verifier for a particular resource trpsts as
the ulfimate authority to assign a set of privileges.

3.3.53 strong authentication: Authentication’by means of cryptographically derived credentials.

3.3.54 trust: Generally, an entity can be said to "trust" a second entity when it (the first entity) makes the assuption
that the second entity will behave exactly as the first entity expects. This trust may apply only for some specific function.
The key role of trust in this framework is to describe the relationship between an authenticating entity and a authotfity; an
entity shall be certain that it cap-trust the authority to create only valid and reliable certificates.

4 Abbreviations

For thp purposes of this ITU-T Recommendation | International Standard, the following abbreviations apply:

AKX Attribute Authority

AARL  Attribute Authority Revocation List

ACRL  Attribute Certificate Revocation List
CA Certification Authority

CARL  Certification Authority Revocation List
CRL Certificate Revocation List

dCRL  Delta Certificate Revocation List

DIB Directory Information Base

DIT Directory Information Tree

DSA Directory System Agent
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DUA Directory User Agent

EARL  End-entity Attribute certificate Revocation List
EPRL  End-entity Public-key certificate Revocation List
iCRL  Indirect Certificate Revocation List

PKCS  Public-Key Cryptosystem

PKI Public-Key Infrastructure

PMI Privilege Management Infrastructure

SOA Source of Authority
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Conventions

ninor exceptions this Directory Specification has been prepared according to the "Presentation of IFU-T/IS
on text" guidelines in the Guide for ITU-T and ISO/IEC JTC 1 Cooperation, March 1996.

rm "Directory Specification" (as in "this Directory Specification") shall be taken to meanITU-T Rec. X
EC 9594-8. The term "Directory Specifications" shall be taken to mean the X.500-series RéCoimmendations
f ISO/IEC 9594.

Directory Specification uses the term "1988 edition systems" to refer to systems conferming to the first edi
rectory Specifications, i.e. the 1988 edition of the series of CCITT X.500 R€commendations and the IS

tond edition of the Directory Specifications, i.e. the 1993 edition of the seties of ITU-T X.500 Recommend
ic ISO/IEC 9594:1995 edition. This Directory Specification uses the, term "1997 edition systems" to r¢
s conforming to the third edition of the Directory Specifications, i.e¢the 1997 edition of the series of ITU-T
hmendations and the ISO/IEC 9594:1998 edition. This Directory Specification uses the term "4th edition sy
br to systems conforming to this fourth edition of the Directory.Specifications", i.e. the 2001 editions of
L X.501, X.511, X.518, X.519, X.520, X.521, X.525, and X.530, the 2000 edition of ITU-T X.509, and parf
ISO/IEC 9594:2001 edition.

Directory Specification presents ASN.1 notation in theé:bold Helvetica typeface. When ASN.1 types and valt
hced in normal text, they are differentiated from mermal text by presenting them in the bold Helvetica tyy
ames of procedures, typically referenced when Specifying the semantics of processing, are differentiated
| text by displaying them in bold Times. AccessControl permissions are presented in italized Times.

items in a list are numbered (as opposed”to using
lure.

or letters), then the items shall be considered stef

tation used in this Directory Spégification is defined in Table 1 below.

Frameworks overview

Bpecification defines’ a framework for obtaining and trusting a public key of an entity in order to ¢

information to be déerypted by that entity, or in order to verify the digital signature of that entity. The fram

includ|
the ce

es the issuance-of a public-key certificate by a Certification Authority (CA) and the validation of that certifig
tificate user/ The validation includes:

- \establishing a trusted path of certificates between the certificate user and the certificate subject;

O/IEC

[.509 |
hind all

ion of
O/IEC

990 edition. This Directory Specification uses the term "1993 edition systems” to refer to systems conforning to

ations
tfer to
X.500
stems”
[TU-T
s 1-10

les are
eface.
| from

sina

ncrypt
ework
ate by

> verifying the digital signatures on each certificate in the path; and

— validating all the certificates along that path (i.e. that they were not expired or not revoked at a
time).

given

This Specification defines a framework for obtaining and trusting privilege attributes of an entity in order to determine
whether or not they are authorized to access a particular resource. The framework includes the issuance of a certificate by
an Attribute Authority (AA) and the validation of that certificate by a privilege verifier. The validation includes:

—  ensuring that the privileges in the certificate are sufficient when compared against the privilege policy;

—  establishing a trusted delegation path of certificates if necessary;
—  verifying the digital signature on each certificate in the path;
—  ensuring that each issuer was authorized to delegate privileges; and

— validating that the certificates have not expired or been revoked by their issuers.

ITU-T Rec. X.509 (2000 E)
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Table 1 — Notation

Notation Meaning

Xp Public key of a user X.
Xs Private key of X.
Xp(1] Encipherment of some information, I, using the public key of X.
Xs[1] Encipherment of T using the private key of X.
X{I3 The signing of I by user X. It consists of I with an enciphered summary appended.

CA(X) A certification authority of user X.

AN(X) (Where n>1): CA(CA(...n times...(X)))
X« Xop» The certificate of user X issued by certification authority X.
X« Xp» Xp«X3» A chain of certificates (can be of arbitrary length), where each item ‘is/the certificate for the

certification authority which produced the next. It is functionally’¢quivalent to the following
certificate X;«X,+1». For example, possession of A«B»B«C» proyides the same capability as
A«C», namely the ability to find out Cp given Ap.

(1p ° X1«X2»

The operation of unwrapping a certificate (or certificate chain) to extract a public key. It is an infi
operator, whose left operand is the public key of a certifieation authority, and whose right operan
is a certificate issued by that certification authority{ The outcome is the public key of the usd
whose certificate is the right operand. For examplet

==

Ap ° AB» B«C»

denotes the operation of using the publiokey of A to obtain B's public key, Bp, from its certificatq
followed by using Bp to unwrap C's certificate. The outcome of the operation is the public key d
C, Cp.

—

f arbitrary information.

A-B A certification path from A te.B, formed of a chain of certificates, starting with CA(A)CAZ(A)p
and ending with CA(B)«B»:
NNOTE - In the table, the symbols X, X;, Xsnetc. occur in place of the names of users, while the symbol I occurs in placg

6.1

Digital signatures are used in both PKI and PMI as the mechanism by which the authority that issues a certificate
certifies the binding in the certificate. In PKI the digital signature of the issuing CA on a public-key certificate certifies
the binding between the public-key material and the subject of the certificate. In PMI the digital signature of the issuing
AA certifies the binding between the attributes (privileges) and the holder of the certificate. This subclause describes
digital signatures in general. Sections 2 and 3 of this Specification discuss the use of digital signatures within PKI and

gh PKI and PMI are _separate infrastructures and may be established independently from one another, th
. This Specificationnrécommends that holders and issuers of attribute certificates be identified within at

PMI specifically.

This subclause is not intended to specify a standard for digital signatures in general, but to specify the means by which

the tokens are signed in PKI, PMI and in the Directory.

ITU-T Rec. X.509 (2000 E)
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Information (info) is signed by appending to it an enciphered summary of the information. The summary is produced by
means of a one-way hash function, while the enciphering is carried out using the private key of the signer (see Figure 1).
Thus:

X{Info} = Info, Xs[h (Info)]
..... Pr|vatekey Publ|ckey
(Xs) i (Xp)

Xs[h(info)]

ECompare

T Info

Signer (X) Recipient
TISO3980-94/d01

Figure 1 — Digital signatures

NQTE 1 — The encipherment using the private key ensures that the signature cannot be forged, The one-way nature of tlie hash
furfction ensures that false information, generated so as to have the same hash result (and thus signature), cannot be substitufed.

The rdcipient of signed information verifies the signature by:

—  applying the one-way hash function to the information;

=

—  comparing the result with that obtained by deciphering the-signature using the public key of the signg

This Ypecification does not mandate a single one-way hash function foruse in signing. It is intended that the franmfework
shall e applicable to any suitable hash function, and shall thus suppoft changes to the methods used as a result of] future
advanges in cryptography, mathematical techniques or computational capabilities. However, two users wishiing to
autherjticate shall support the same hash function for authentication to be performed correctly. Thus, within the dontext
of a set of related applications, the choice of a single fupction shall serve to maximize the community of users gble to
authenticate and communicate securely.

The sjgned information includes indicators that ideftify the hashing algorithm and the encryption algorithm used to
compute the digital signature.

The encipherment of some data item may be‘described using the following ASN.1:

ENCRYPTED { ToBeEnciphered }::= BIT STRING ( CONSTRAINED BY {
-- shall be the result of applyiug an encipherment procedure --
-- to the BER-encoded octets‘of a value of -- ToBeEnciphered } )

The vhlue of the bit string.is“generated by taking the octets which form the complete encoding (using the ASN.1| Basic
Encoding Rules — ITU-TRec. X.690 (1997) | ISO/IEC 8825-1:1998) of the value of the ToBeEnciphered type and
applying an encipherment procedure to those octets.
NQTE 2 — The efreryption procedure requires agreement on the algorithm to be applied, including any parameters of the algorithm
sudh as any né€ceéssary keys, initialization values, and padding instructions. It is the responsibility of the encryption procedures to

spgcify thesmeans by which synchronization of the sender and receiver of data is achieved, which may include informatiof in the
bitp to be transmitted.

NQTE-3 - The encryption procedure is required to take as input a string of octets and to generate a single string of bits as it{ result.

NOTE 3= Mcchamisimns 10T Secure agreement on e encryption algorithim and its parameters by the sender and receiver of data are
outside the scope of this Directory Specification.

The signature of some data item is formed by encrypting a shortened or "hashed" transformation of the item, and may be
described by the following ASN.1:

HASH {ToBeHashed} = SEQUENCE {
algorithmldentifier Algorithmldentifier,
hashValue BIT STRING ( CONSTRAINED BY {

-- shall be the result of applying a hashing procedure to the DER-encoded octets --
-- of a value of -- ToBeHashed } ) }

ENCRYPTED-HASH { ToBeSigned } ::= BIT STRING ( CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded octets --
-- of a value of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- })

ITU-T Rec. X.509 (2000 E) 9
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SIGNATURE { ToBeSigned } n= SEQUENCE {
algorithmldentifier Algorithmldentifier,
encrypted ENCRYPTED-HASH { ToBeSigned }}

NOTE 5 — The encryption procedure requires the agreements listed in Note 2, and also agreement as to whether the hashed octets
are encrypted directly, or only after further encoding them as a BIT STRING using the ASN.1 Basic Encoding Rules.

In the case where a signature is appended to a data type, the following ASN.1 may be used to define the data type
resulting from applying a signature to the given data type.

SIGNED { ToBeSigned } = SEQUENCE {
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE { ToBeSigned }}

In order—to enable the validation of SIGNED and SIGNATURE hnl'_\Pc in—a distributed environment, a distingnished

encodjng is required. A distinguished encoding of a SIGNED or SIGNATURE data value shall be obtained by'applying
the Bgsic Encoding Rules defined in ITU-T Rec. X.690 (1997) | ISO/IEC 8825:1998, with the following restrictions:

a) the definite form of length encoding shall be used, encoded in the minimum number of octets;
b) for string types, the constructed form of encoding shall not be used;

c) ifthe value of a type is its default value, it shall be absent;

d) the components of a Set type shall be encoded in ascending order of their tagsvalue;

e) the components of a Set-of type shall be encoded in ascending order of their octet value;

f) if the value of a Boolean type is true, the encoding shall have its contents octet set to "FF"16;
g) each unused bit in the final octet of the encoding of a Bit String(value, if there are any, shall be set tq zero;

h) the encoding of a Real type shall be such that bases 8, 10,%and 16 shall not be used, and the binary 4caling
factor shall be zero.

1)  the encoding of a UTC time shall be as specified indTU-T Rec. X.690 (1997) | ISO/IEC 8825-1:1998;

j) the encoding of a Generalized time shall be as specified in ITU-T Rec. X.690 (1997) |
ISO/IEC 8825-1:1998.

Generpting a distinguished encoding requires the abstract syntax of the data to be encoded to be fully understoofl. The
Directory may be required to sign data or check-the signature of data that contains unknown protocol extensipns or
unknown attribute syntaxes. The Directory shall\follow these rules:

— It shall preserve the enceding of received information whose abstract syntax it does not fully knqw and
which it expects to subsequently sign;

—  When signing data_for sending, it shall send data whose syntax it fully knows with a distingnished
encoding and any other data with its preserved encoding, and shall sign the actual encoding it sends;

—  When cheCking signatures in received data, it shall check the signature against the actual data regeived
rather than)its conversion of the received data to a distinguished encoding.

SECTION-2 — PUBLIC-KEY CERTIFICATE FRAMEWORK

The public-key certificate framework defined here is for use by applications with requirements for authentigation,
integrity, confidentiality and non-repudiation.

The binding of a public-key to an entity is provided by an authority through a digitally signed data structure called a
public-key certificate. The format of public-key certificates is defined here, including an extensibility mechanism and a
set of specific certificate extensions. If, for any reason, an authority revokes a previously issued public-key certificate,
users need to be able to learn that revocation has occurred so they do not use an untrustworthy certificate. Revocation
lists are one scheme that can be used to notify users of revocations. The format of revocation lists is defined here,
including an extensibility mechanism and a set of revocation list extensions. In both the certificate and revocation list
case, other bodies may also define additional extensions that are useful to their specific environments.

A public key certificate-using system, needs to validate a certificate prior to using that certificate for an application.
Procedures for performing that validation are also defined here, including verifying the integrity of the certificate itself,
its revocation status, and its validity with respect to the intended use.
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The Directory uses public-key certificates in its provision of security services including:

7

—  strong authentication between and among directory components;
—  authentication, integrity and confidentiality of directory operations; as well as

—  integrity and authentication of stored data.

Public-keys and public-key certificates

In order for a user to be able to trust a public-key for another user, for instance to authenticate the identity of that user,
the pubhc key shall be obtamcd from a trusted source. Such a source, called a Cemﬁcatmn Authority (CA) cemﬁes a

public_k

privatg-key. The procedures used by a CA to ensure that an entity is in fact in the possession of the private key an

proce
the fo

1m of which is specified later in this clause, has the following properties:

— any user with access to the public key of the certification authority can recover the public’key whi
certified;

(certificates are unforgeable).

Because certificates are unforgeable, they can be published by being placed in the Directory, without the need

latter

0 make special efforts to protect them.

NOTE 1 — Although the CAs are unambiguously defined by a distinguished name in(theé DIT, this does not imply that ther

rel

htionship between the organization of the CAs and the DIT.

d other

lures related to the issuance of public-key certificates are outside the scope of this Specification. Thelcert{ficate,

h was

— no party other than the certification authority can modify the certificate witheut this being dgtected

for the

is any

A cerfification authority produces the certificate of a user by signing (se€ 6.1) a collection of information, including the

user's

the us|

might

disting

by thefcertification authority with name CA and unique identifier UCA, has the following form:

where

CA<<A>> = CA f,SN,AL,CA,UCA,A,UA,Ap,TA}

distinguished name and public key, as well as an optional unigueé-identifier containing additional informatior] about
er. The exact form of the unique identifier contents is unspecified here and left to the certification authority and
be, for example, an object identifier, a certificate, a date,er’'some other form of certification on the validity| of the
ruished name. Specifically, the certificate of a user with distinguished name A and unique identifier UA, prqduced

V is the version of the certificate, SNLis the serial number of the certificate, Al is the identifier of the algprithm

used tp sign the certificate, UCA is thetoptional unique identifier of the CA, UA is the optional unique identifier|of the

user A

|, TA indicates the period of yalidity of the certificate, and consists of two dates, the first and last on which the

hintain

1 data

certificate is valid. The certificatevalidity period is the time interval during which the CA warrants that it will m
infornjation about the status of-the Certificate, i.e. publish revocation data. Since T is assumed to be changed in fleriods
not legs than 24 hours, it is @€xpected that systems would use Coordinated Universal Time as a reference time basg. The
signatpire in the certificat€.can be checked for validity by any user with knowledge of CAp. The following ASN
type chn be used to reptesent certificates:
Cdrtificate n= SIGNED { SEQUENCE {

version [0] Version DEFAULT v1,

serialNumber CertificateSerialNumber,

sighature Algorithmldentifier,

issuer Name,

“varaity valrarty,

subject Name,

subjectPublicKeyinfo SubjectPublicKeyinfo,

issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,

-- if present, version shall be v2 or v3
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,

-- if present, version shall be v2 or v3
extensions [3] Extensions OPTIONAL

-- If present, version shall be v3 -- } }

Version

INTEGER { v1(0), v2(1), v3(2) }

CertificateSerialNumber

INTEGER

ITU-T Rec. X.509 (2000 E)
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Algorithmldentifier u= SEQUENCE {
algorithm ALGORITHM.&id ({SupportedAlgorithms}),
parameters ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }

Definition of the following information object set is deferred, perhaps to standardized
profiles or to protocol implementation conformance statements. The set is required to
specify a table constraint on the parameters component of Algorithmldentifier.

-- SupportedAlgorithms ALGORITHM = (..}
Validity n= SEQUENCE {
notBefore Time,
notAfter Time }
SubjectPublicKeylnfo = SEQUENCE {
algorithm Algorithmldentifier,

E

ExtensionSet EXTENSION = {..}

Befor

of Time has been chosen as the UTCTime type, the value of the twp. digit year field shall be rationalized into a foy
alue as follows:

year V|

N(
eit]
Di
uUT

versid
be v3.

If unk
be ign|

serial
certifl

signa
(e.g. 1

issue

rsubjectPubticKey————BITSTRING }
Time ::= CHOICE {

E:]:ensions ::= SEQUENCE OF Extension

her UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in which certificates defined
ectory Specification will be used, e.g. profiling- groups, as to when the GeneralizedTime may be used. In no cage shall
ICTime be used for representing dates beyond 2049.

utcTime UTCTime,
generalizedTime GeneralizedTime }

ension ::= SEQUENCE {

extnld EXTENSION.&id ({ExtensionSet}),

critical BOOLEAN DEFAULT FALSE,

extnValue OCTET STRING
-- contains a DER encoding of a value of type &ExtnType
-- for the extension object identified by extnld -- }

—  Ifthe 2 digit value is 00 through 49 inclusive, the value shall have 2000 added to it.
—  If'the 2 digit value is 50 through 99 inclusive; the value shall have 1900 added to it.

TE 2 — The use of GeneralizedTime may prevent interworking with implementations unaware of the possibility of clf

If the issuerUniqueldentifier ot:subjectUniqueldentifier component is present version shall be v2 or v3.

pbred according to the rules)of extensibility documented in 7.5.2.2 in ITU-T Rec. X.519 | ISO/IEC 9594-5.

Number is an integeryassigned by the CA to each certificate. The value of serialNumber shall be unique fq
cate issued by a-given CA (i.e., the issuer name and serial number identify a unique certificate).

ure contains\the algorithm identifier for the algorithm and hash function used by the CA in signing the cerf
nd5 WithRSAEncryption, sha-1WithRSAEncryption, id-dsa-with-shal, etc.)

ideéntifies the entity that has signed and issued the certificate.

validi

y 1s the time interval during which the CA warrants that 1t will maintain information about the status

certificate.

subject identifies the entity associated with the public-key found in the subject public key field.

b a value of Time is used in any comparison operation, e.g. as part'Qf a matching rule in a search, and if the pyntax
r digit

oosing
in this

n is the version of the encoded certificate. If the extensions component is present in the certificate, versiop shall

own elements appear within.the extension, and the extension is not marked critical, those unknown elements shall

r each

ificate

of the

subjectPublicKeylnfo is used to carry the public key being certified and to identify the algorithm which this public key
is an instance of (e.g. rsaEncryption, dhpublicnumber, id-dsa, etc.)

issuerUniqueldentifier is used to uniquely identify an issuer in case of name re-use.

subjectUniqueldentifier is used to uniquely identify a subject in case of name re-use.

NOTE 3 — In situations where a distinguished name might be reassigned to a different user by the Naming Authority, CAs can use
the unique identifier to distinguish between reused instances. However, if the same user is provided certificates by multiple CAs, it
is recommended that the CAs coordinate on the assignment of unique identifiers as part of their user registration procedures.
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The extensions field allows addition of new fields to the structure without modification to the ASN.1 definition. An
extension field consists of an extension identifier, a criticality flag, and an encoding of a data value of an ASN.1 type
associated with the identified extension. For those extensions where ordering of individual extensions within the
SEQUENCE is significant, the specification of those individual extensions shall include the rules for the significance of
the order therein. When an implementation processing a certificate does not recognize an extension, if the criticality flag
is FALSE, it may ignore that extension. If the criticality flag is TRUE, unrecognized extensions shall cause the structure
to be considered invalid, i.e. in a certificate, an unrecognized critical extension would cause validation of a signature
using that certificate to fail. When a certificate-using implementation recognizes and is able to process an extension, then
the certificate-using implementation shall process the extension regardless of the value of the criticality flag. Note that
any extension that is flagged non-critical will cause inconsistent behaviour between certificate-using systems that will
process the extension and certificate-using systems that do not recognize the extension and will ignore it.

If unknown elements appear within the extension, and the extension is not marked critical, those unknown elements shall
be ignored according to the rules o1 extensiblity documented 1 /.5.2.2 n I'TU-T Rec. X.51Y [ ISU/IEC 93594-5.

A CA|has three options with respect to an extension:
i) it can exclude the extension from the certificate;
ii) it can include the extension and flag it non-critical,

iii) it can include the extension and flag it critical.

A validation engine has two possible actions to take with respect to an extension:
i) it can ignore the extension and accept the certificate (all other things being equal);

ii) it can process the extension and accept or reject the certificate depending on the content of the extension
and the conditions under which processing is occuring (e.g. the‘current values of the path prodessing
variables).

Some [extensions can only be marked critical. In these cases a validationc€ngine that understands the extension, prdcesses
it and|acceptance/rejection of the certificate is dependent (at least in-part) on the content of the extension. A validation
enging that does not understand the extension rejects the certificate.

Some |extensions can only be marked non-critical. In these,casés a validation engine that understands the extension
procegses it and acceptance/rejection of the certificate is dependent (at least in part) on the content of the extension. A
validation engine that does not understand the extension @ccepts the certificate (unless factors other than this extgnsion
cause fit to be rejected).

Some |extensions can be marked critical or non-eritical. In these cases a validation engine that understands the extension
procegses it and acceptance/rejection of the Cextificate is dependent (at least in part) on the content of the extgnsion,
regardless of the criticality flag. A validation engine that does not understand the extension accepts the certificatq if the
extendion is marked non-critical (unlessfactors other than this extension cause it to be rejected) and rejects the cerfificate
if the gxtension is marked critical.

When|a CA considers including an_éxtension in a certificate it does so with the expectation that its intent will be aglhered
to wherever possible. If it is(necessary that the content of the exention be considered prior to any reliance pn the
certififate, a CA would flag fhe extension critical. This is done with the realization that any validation engine thgt does
not pfocess the extension)will reject the certificate (probably limiting the set of applications that can verify the
certificate). The CA)may mark certain extension non-critical to achieve backward compatibility with validation
applicptions that camnot process the extensions. Where the need for backward compatibility and interoperability with
validation applications incapable of processing the extensions is more vital than the ability of the CA to renfoice the
extendions, then these optionally critical extensions would be marked non-critical. It is most likely that CAs would set
optiorjally‘.critical extensions as non-critical during a transition period while the verifiers' certificate prodessing
applicptions are upgraded to ones that can process the extensions.

Specific extensions may be defined in ITU-T Recommendations | International Standards or by any organization which
has a need. The object identifier which identifies an extension shall be defined in accordance with ITU-T Rec. X.660 |
ISO/IEC 9834-1. Standard extensions for certificates are defined in clause 8 of this Directory Specification.

The following object class is used to define specific extensions.

EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&ExtnType }

WITH SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }

There are two primary types of public-key certificates, end-entity certificates and CA-certificates.
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An end-entity certificate is a certificate issued by a CA to a subject that is not an issuer of other public-key certificates.

A CA-certificate is a certificate issued by a CA to a subject that is itself a CA and therefore is capable of issuing public-
key certificates. CA-certificates can be themselves categorized by the following types:

The d
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paths
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Each
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—  Self-issued certificate — This is a certificate where the issuer and the subject are the same CA. A CA might
use self -issued certificates, for example, during a key rollover operation to provide trust from the old key

to the new key.

—  Self-signed certificate — This is a special case of self-issued certificates where the private key used
CA to sign the cerificate corresponds to the public key that is certified within the certificate. A CA

by the
might

use a self-signed certificate, for example, to advertise their public key or other information about their

operations.

certificates to other CAs either as a mechanism to authorize the subject CA's existence (e.g,-ifh\g
hierarchy) or to recognize the existence of the subject CA (e.g. in a distributed trust model)\TFhe
certificate structure is used for both of these.

rectory entry of each user, A, who is participating in strong authentication, contains the certificate(s) of A.
Cate is generated by a Certification Authority of A, which is an entity in the DIT. A Certification Authority

ered by any user knowing the public key of CA. Discovering public keys is thus recursive.

" A, trying to obtain the public key of user B, has already obtained the public Key of CA(B), then the pro
ete. In order to enable A to obtain the public key of CA(B), the directory entty-of each Certification Author]
hs a number of certificates. These certificates are of two types. First, therekare forward certificates of X ger
er Certification Authorities. Second, there are reverse certificates generated by X itself which are the cg
keys of other certification authorities. The existence of these certificates enables users to construct certif
from one point to another.

pf certificates needed to allow a particular user to obtain the public key of another, is known as a certificatiof
tem in the list is a certificate of the certification authority ©f the next item in the list. A certification path f
lenoted A - B):

—  starts with a certificate produced by CA(A)sniamely CA(A)«X1» for some entity X1;
—  continues with further certificates Xi«Xi+1»;

— ends with the certificate of B.

A cerfification path logically forms an unbfoken chain of trusted points in the Directory Information Tree betwe
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may not be unique, is denoted CA(A), or simply CA if A is understood. The publie)key of A can thus be
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users wishing to authenticate. The precise -method employed by users A and B to obtain certification paths A -
B - A[lmay vary. One way to facilitate this is to arrange a hierarchy of CAs, which may or may not coincide with
part of the DIT hierarchy. The benefit of this is that users who have CAs in the hierarchy may establish a certif]
path HYetween them using the Ditectory without any prior information. In order to allow for this each CA may sto
certififate and one reverse cettificate designated as corresponding to its superior CA.
A usef may obtain one,or, more certificates from one or more Certification Authorities. Each certificate bears the n:
the Cértification Authority which issued it. The following ASN.1 data types can be used to represent certificates
certifigation path:
Cartificatés = SEQUENCE {
userCertificate Certificate,
certificationPath CertPath OPTIONAL }
CertificationPath = SEQUENCE {
userCertificate Certificate,
theCACertificates SEQUENCE OF CertificatePair OPTIONAL }

In addition, the following ASN.1 data type can be used to represent the forward certification path. This component
contains the certification path which can point back to the originator.

CertPath ::= SEQUENCE OF CrossCertificates

CrossCertificates n= SET OF Certificate

Each certificate in a certification path shall be unique. No certificate may appear more than once in a value of the
theCACertificates component of CertificationPath or in a value of Certificate in the CrossCertificates component of
CertPath.
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7.1 Generation of key pairs

The overall security management policy of an implementation shall define the lifecycle of key pairs, and is, thus, outside
the scope of this framework. However, it is vital to the overall security that all private keys remain known only to the
user to whom they belong.

Key data is not easy for a human user to remember, so a suitable method for storing it in a convenient transportable
manner shall be employed. One possible mechanism would be to use a "Smart Card". This would hold the private and
(optionally) public keys of the user, the user's certificate, and a copy of the certification authority's public key. The use of
this card shall additionally be secured by, e.g. at least use of a Personal Identification Number (PIN), increasing the
security of the system by requiring the user to possess the card and to know how to access it. The exact method chosen
for storing such data, however, is beyond the scope of this Directory Specification.

Three ways in which a user's key pair may be produced are:

a) The user generates its own key pair. This method has the advantage that a user's private key ‘is| never
released to another entity, but requires a certain level of competence by the user.

b) The key pair is generated by a third party. The third party shall release the private keyyto ‘the us¢r in a
physically secure manner, then actively destroy all information relating to the creationfof the key pajir plus
the keys themselves. Suitable physical security measures shall be employed to ensure) that the third party
and the data operations are free from tampering.

¢) The key pair is generated by the CA. This is a special case of b), and the considerations there apply.

NQTE — The certification authority already exhibits trusted functionality with respect to the‘user, and shall be subjec{ to the
ne¢essary physical security measures. This method has the advantage of not requiring.secure data transfer to the CA for
cetttification.

The criyptosystem in use imposes particular (technical) constraints on key generation.

7.2 Public-key certificate creation

A publlic-key certificate associates the public key and unique disting@iished name of the user it describes. Thus:
a) a certification authority shall be satisfied of the jdentity of a user before creating a certificate for it;

b) acertification authority shall not issue certificates for two users with the same name.

It is inportant that the transfer of information to the ‘certification authority is not compromised, and suitable plysical
securify measures shall be taken. In this regard:

a) It would be a serious breach of s€curity if the CA issued a certificate for a user with a public key that had
been tampered with.

b) If the means of generation of key pairs of 7.1 b) or of 7.1 ¢) is employed, the user's private key shall be
transferred to the userin‘a’'secure manner.

c) If the means of generation of key pairs of 7.1 a) or of 7.1 b) is employed, the user may use different
methods (on-line Jor off-line) to communicate its public key to the CA in a secure manner. (n-line
methods may provide some additional flexibility for remote operations performed between the user and
the CA.

A public-key certificate is a publicly available piece of information, and no specific security measures need| to be
employed with respect to its transportation to the Directory. As it is produced by an off-line certification authofity on
behalff of a userswho shall be given a copy of it, the user need only store this information in its directory entry on a
subsequent aecess to the Directory. Alternatively the CA could lodge the certificate for the user, in which case thig agent
shall hecgiyen suitable access rights.

7.3 Certificate Validity

The authority that issues certificates (public-key or attribute) also has the responsibility to indicate the validity of
certificates it issues. Generally, certificates are subject to possible subsequent revocation. This revocation, and
notification of the revocation may be done directly by the same authority that issued the certificate, or indirectly by
another authority duly authorized by the authority that issued the certificate. An authority that issues certificates is
required to state, possibly through a published statement of their practices, through the certificates themselves, or through
some other identified means, whether:

—  The certificates cannot be revoked; or
—  The certificates may be revoked by the same certificate-issuing authority directly; or

—  The certificate-issuing authority authorizes a different authority to perform revocation.
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Authorities that do revoke certificates are required to state, through some similar means, what mechanism(s) can be used
by relying parties to obtain revocation status information about certificates issued by that authority. This Specification
defines a Certificate Revocation List (CRL) mechanism but does not preclude the use of alternative mechanisms. Relying
parties check revocation status information, as appropriate, for all certificates considered during path processing
procedure described in clause 10 and the delegation path processing procedure described in clause 16 to validate a
certificate.

Certificates, including public-key certificates as well as attribute certificates, shall have a lifetime associated with them,
at the end of which they expire. In order to provide continuity of service, the authority shall ensure timely availability of
replacement certificates to supersede expired/expiring certificates. Revocation notice date is the date/time that a
revocation notice for a certificate first appears on a CRL, regardless of whether it is a base or dCRL. In the CRL,
revocation notice date is the value contained in the thisUpdate field. Revocation date is the date/time the CA actually
revoked the certificate, which could be different from the first time it appears on a CRL. In the CRL, revocation date is
the vafue contained in the revocationDate component.

Two rglated points are:

— Validity of certificates may be designed so that each becomes valid at the time @f -expiry |of its
predecessor, or an overlap may be allowed. The latter prevents the authority from having to install and
distribute a large number of certificates that may run out at the same expiration date;

—  Expired certificates will normally be removed from the Directory. It is a matter for the security polify and
responsibility of the authority to keep old certificates for a period of timg,if“a non-repudiation ¢f data
service is provided.

Certifjcates may be revoked prior to their expiration time, e.g. if the user's private key’is assumed to be compromisged, or
the uspr is no longer to be certified by the authority, or if the authority's certifieate is assumed to be compromised. The
revocdtion of a user certificate or authority certificate shall be made known<by the authority, and a new certificatg shall
be made available, if appropriate. The authority may then inform the holder of the certificate about its revocatjon by
some pff-line procedure.

An aufhority that issues and subsequently revokes certificates:

a) may be required to maintain an audit record ofits revocation events for all certificate types issued by that
authority (e.g. public-key certificates, attribute certificates issued to end-entities as well as| other
authorities);

b) shall provide revocation status infofmmation to relying parties using CRLs, on-line certificate |status
protocol or some other mechanism. for the publication of revocation status information;

c) ifusing CRLs, shall maintainaand publish CRLs even if the lists of revoked certificates are empty.

Relying parties may use a number of miechanisms to locate revocation status information provided by an authorify. For
example, there may be a pointer i the certificate itself that directs the relying party to a location where revdcation
information is provided. There mdy be a pointer in a revocation list that redirects the relying party to a different logation.
The r¢lying party may locate i€vocation information in a repository (e.g. a directory) or through other means outs{de the
scope|of this Specification (é-g Tocally configured).

The njaintenance of Ditectory entries affected by the authority's revocation lists is the responsibility of the Directory and
its usdrs, acting in_aecordance with the security policy. For example, the user may modify its object entry by replacing
the oldl certificate-with a new one. The latter shall then be used to authenticate the user to the Directory.

If revgcation-ists are published in the Directory, they are held within entries as attributes of the following types:

= Certificate revocation list;

—  Authority revocation list;
—  Delta revocation list;
—  Attribute certificate revocation list;

—  Attribute authority revocation list.

CertificateList n= SIGNED { SEQUENCE {
version Version OPTIONAL,
-- if present, version shall be v2
signature Algorithmldentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
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revokedCertificates SEQUENCE OF SEQUENCE {
serialNumber CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL } OPTIONAL,
crlExtensions [0] Extensions OPTIONAL }}

01 (E)

version is the version of the encoded revocation list. If the extensions component flagged as critical is present in the
revocation list, version shall be v2. If no extensions component flagged as critical is present in the revocation list,

versio

n may either be absent or present as v2.

signature contains the algorithm identifier for the algorithm used by the authority to sign the revocation list.

issuer identifies the entity that has signed and issued the revocation list.

thisUpdate is the date/time at which this revocation list was issued.

next

revocdtion list could be issued before the indicated date, but it will not be issued any later than the indicated fime.

revokedCertificates identifies certificates that have been revoked. The revoked certificates are identified by theif
numbgrs. If none of the certificates covered by this CRL have been revoked, it is strongly recommende
revok£dCeﬂificates parameter be omitted from the CRL, rather than being included with an@mpty SEQUENCE.

crlEx

NOTE 1 — The checking of the entire list of certificates is a local matter. The list shall not’be assumed to be in any particuls

un

NOTE 2 — If a non-repudiation of data service is dependent on keys provided by the authority, the service should ensure

rel

authority.

NQTE 3 — If any extensions included in a CertificateList are defined ag-ctitical, the version element of the CertificateList {
prgsent. If no extensions defined as critical are included, the version glement may be absent. If version is absent, this may p

imy
in

vefsion, may also be able to optimize its processing if it can determine early in processing that no critical extensions are prg
thg CRL.

NQTE 4 — When an implementation processing acertificate revocation list does not recognize a critical extension
EntryExtensions field, it shall assume that, at a minimum, the identified certificate has been revoked and is no longer vqlid and
petform additional actions concerning that revoked certificate as dictated by local policy. When an implementation d
redognize a critical extension in the crlExtensions field, it shall assume that identified certificates have been revoked and|
lorjger valid. However in the latter case, since the list may not be complete, certificates that have not been identified a;
reoked cannot be assumed to be valid. In this case local policy shall dictate the action to be taken. In any case local poli
didtate actions in addition to and/or gtrenger than those stated in this Specification.

crl

NOTE 5 — If an extension affects-the treatment of the list (e.g. multiple CRLs need to be scanned to examine the entird
reoked certificates, or an entry may represent a range of certificates), then that extension shall be indicated as critica

crl
fie

=

NOTE 6 — Standard exténsions for CRLs are defined in clause 8 of this Directory Specification.

8

The ¢

Extensions for use with attribute certificates are defined in clause 15. CRL extensions defined

pdate, if present, indicates the date/time by which the next revocation list in this series will be issued. Th

nsions, if present, contains one or more CRL extensions.
ess specific ordering rules have been specified by the issuing authority, e.g. in that authority's policy.

pvant keys of the authority (revoked or expired) and the timestamped reyécation lists are archived and certified by a

blementation that only supports version 1 CRLs to still use the¢GRL if in its examination of the revokedCertificates s¢
he CRL, it does not encounter an extension. An implementation that supports version 2 (or greater) CRLs, in the abs

Extensions field regardless of where the extension is placed in the CRL. An extension indicated in the crlEntryExte|
d of an entry shall béplaced in that entry and shall affect only the certificate(s) specified in that entry.

Public-key certificate and CRL extensions
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in CRLs, CARLs and also for ACRLs and AARLSs defined in clause 17.

This ¢

lause specifies extensions in the following areas:

a) Key and policy information: These certificate and CRL extensions convey additional information

Stated.
e used

about

the keys involved, including key identifiers for subject and issuer keys, indicators of intended or restricted

key usage, and indicators of certificate policy.

b) Subject and issuer attributes: These certificate and CRL extensions support alternative names, of various
name forms, for a certificate subject, a certificate issuer, or a CRL issuer. These extensions can also

convey additional attribute information about the certificate subject, to assist a certificate user in
confident that the certificate subject is a particular person or entity.
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¢) Certification path constraints: These certificate extensions allow constraint specifications to be included
in CA-certificates, i.e. certificates for CAs issued by other CAs, to facilitate the automated processing of
certification paths when multiple certificate policies are involved. Multiple certificate policies arise when
policies vary for different applications in an environment or when interoperation with external
environments occurs. The constraints may restrict the types of certificates that can be issued by the subject

CA or that may occur subsequently in a certification path.

d) Basic CRL extensions: These CRL extensions allow a CRL to include indications of revocation reason, to

provide for temporary suspension of a certificate, and to include CRL-issue sequence numbers to
certificate users to detect missing CRLs in a sequence from one CRL issuer.

e) CRL distribution points and delta-CRLs: These certificate and CRL extensions allow the complete

allow

set of

revocation information from one CA to be partitioned into separate CRLs and allow revocation
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For all certificate extensions, CRL extensions, and CRL enfry extensions defined in this Directory Specification

shall

8.1

8.1.1

This framework contains three typeS of entity: the certificate user, the certification authority and the certificate s

(or en
offere
(usual
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ceIiﬁcate to be considered acceptable. The need for inclusion of such ‘extensions may be implied by local policy ruleg
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partial CRLs indicating only changes since an earlier CRL issue.

on of any extension in a certificate or CRL is at the option of the authority issuing that certificate or-CRL.

prtificate or CRL, an extension is flagged as being either critical or non-critical. If an extension‘is flagged
certificate-using system does not recognize the extension field type or does not implemert the semantics
ion, then that system shall consider the certificate invalid. If an extension is flagged non-critical, a certificatg
) that does not recognize or implement that extension type may process the remainder ,0fthe certificate ignor
ion. If an extension is flagged non-critical, a certificate-using system that does, re€cognize the extension
s the extension. Extension type definitions in this Directory Specification indicate if the extension is

extensions to be always non-critical is to allow certificate-using implementations which do not need to us|
ions to omit support for them without jeopardizing the ability to interoperate with all certification authorities.

TE — A certificate-using system may require certain non-critical extersioris to be present in a certificate in order {

ificate user or may be a CA policy rule indicated to the certificatetising system by inclusion of a particular certificatg
ntifier in the certificate policies extension with that extension being flagged critical.

e no more than one instance of each extension type ity any certificate, CRL, or CRL entry, respectively.

Policy handling

Certificate policy

d-entity). Each entity operates under obligations to the other two entities and, in return, enjoys limited warf
1 by them. These obligations and warranties are defined in a certificate policy. A certificate policy is a dod
|y in plain-language). ¥tcan be referenced by a unique identifier, which may be included in the certificate p
ion of the certificdte)issued by the certification authority, to the end-entity and upon which the certificaf
A certificate jmay be issued in accordance with one or more than one policy. Definition of the polic
ment of the identifier, are performed by a policy authority. The set of policies administered by a policy auth
a policy domain. All certificates are issued in accordance with a policy, even if the policy is neither re
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hority

public key and using it as a trust anchor, or by relying on a certificate that includes the associated policy identifier. The
certification authority may be bound to its obligations under the policy by the act of issuing a certificate that includes the
associated policy identifier. The end-entity may be bound to its obligations under the policy by the act of requesting and
accepting a certificate that includes the associated policy identifier and by using the corresponding private key.
Implementations that do not use the certificate policies extension should achieve the required binding by some other
means.

For an entity to simply declare conformance to a policy does not generally satisfy the assurance requirements of the other
entities in the framework. They require some reason to believe that the other parties operate a reliable implementation of
the policy. However, if explicitly so stated in the policy, certificate users may accept the certification authority's
assurances that its end-entities agree to be bound by their obligations under the policy, without having to confirm this
directly with them. This aspect of certificate policy is outside the scope of this Specification.
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A certification authority may place limitations on the use of its certificates, in order to control the risk that it assumes as a
result of issuing certificates. For instance, it may restrict the community of certificate users, the purposes for which they
may use its certificates and/or the type and extent of damages that it is prepared to make good in the event of a failure on
its part, or that of its end-entities. These matters should be defined in the certificate policy.

Additional information, to help affected entities understand the provisions of the policy, may be included in the
certificate policies extension in the form of policy qualifiers.

8.1.2 Cross-certification

A certification authority may be the subject of a certificate issued by another certification authority. In this case, the
certificate is called a cross-certificate, the certification authority that is the subject of the certificate is called the subject
certification authority and the certification authority that issues the cross-certificate is called an intermediate certification
authotlity (see Figure 2). Both the cross-certificate and the end-entity's certificate may contain a certificate. pplicies
extengion.

The wWarranties and obligations shared by the subject certification authority, the intermediate certification. authority and
the ceftificate user are defined by the certificate policy identified in the cross-certificate, in accordance with which the
subjedt certification authority may act as, or on behalf of, an end-entity. And the warranties and obligations shared|by the
certififate subject, the subject certification authority and the intermediate certification authority are defined py the
certififate policy identified in the end-entity's certificate, in accordance with which the jntermediate certification
authoility may act as, or on behalf of, a certificate user.

Intermediate Cross-certificate Subject
certification certification
authority authority
End-entity
certificate
Certificate A
user End-entity

TIS09280-00/d02

Figure 2 — Cross-certification
A certjfication path is said to be.valid under the set of policies that are common to all certificates in the path.

An intermediate certification“authority may, in turn, be the subject of a certificate issued by another certiffcation
authotlity, thereby creating-certification paths of length greater than two certificates. And, since trust suffers dilufion as
certifitate paths grow.in’ length, controls are required to ensure that end-entity certificates with an unacceptably low
associpted trust level” will be rejected by the certificate user. This is part of the function of the certificatiop path
procegsing procedure.

In additiofinto the situation described above, there are two special cases to be considered:

a) the certification authority does not use the certificate policies extension to convey its policy requirements to
certificate users; and

b) the certificate user or intermediate certification authority delegates the job of controlling policy to the next
authority in the path.

In the first case, the certificate should not contain a certificate policies extension at all. As a result, the set of policies
under which the path is valid will be null. But, the path may be valid nonetheless. Certificate users shall still ensure that
they are using the certificate in conformance with the policies of the authorities in the path.

In the second case, the certificate user or intermediate certification authority should include the special value any-policy

in the initial-policy-set or cross-certificate. Where a certificate includes the special value any-policy, it should not include
any other certificate policy identifiers. The identifier any-policy should not have any associated policy qualifiers.
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The certificate user can ensure that all its obligations are conveyed in accordance with the standard by setting the initial-
explicit-policy indicator. In this way, only authorities that use the standard certificate policies extension as their way of
achieving binding are accepted in the path, and certificate users have no additional obligations. Because authorities also
attract obligations when they act as, or on behalf of, a certificate user, they can ensure that all their obligations are
conveyed in accordance with the standard by setting requireExplicitPolicy in the cross-certificate.

8.1.3 Policy mapping

Some certification paths may cross boundaries between policy domains. The warranties and obligations according to
which the cross-certificate is issued may be materially equivalent to some or all of the warranties and obligations
according to which the subject certification authority issues certificates to end-entities, even though the policy authorities
under which the two certification authorities operate may have selected different unique identifiers for these materially
equivalent policies. In this case, the intermediate certification authority may include a policy mappings extension in the
cross-fertiticate. In the policy mappings extension, the intermediate certilication authority assures the certiticate user that
it will[continue to enjoy the familiar warranties, and that it should continue to fulfill its familiar obligations, even‘though
subsequent entities in the certification path operate in a different policy domain. The intermediate certification authority
should include one or more mappings for each of a subset of the policies under which it issued the cross=ceftificafe, and
it shoyld not include mappings for any other policies. If one or more of the certificate policies according to which the
subjedt certification authority operates is identical to those according to which the intermediate Cettification authority
operates (i.e. it has the same unique identifier), then these identifiers should be excluded frem the policy mapping
extengion, but included in the certificate policies extension.

Policy| mapping has the effect of converting all policy identifiers in certificates further down the certification path|to the
identifier of the equivalent policy, as recognized by the certificate user.

Policigs shall not be mapped either to or from the special value any-policy.

Certificate users may determine that certificates issued in a policy domain-other than its own should not be relied upon,
even though a trusted intermediate certification authority may determine(its‘policy to be materially equivalent to ity own.
It can| do this by setting the initial-policy-mapping-inhibit input tosthe path validation procedure. Additionally, an
intermediate certification authority may make a similar determination-on behalf of its certificate users. In order to pensure
that cqrtificate users correctly enforce this requirement, it can set inhibitPolicyMapping in a policy constraints extepsion.

8.14 Certification path processing

The c¢rtificate user faces a choice between two strategies:

a) it can require that the certification path be valid under at least one of a set of policies pre-determiped by
the user; or

b) it can ask the path validation module to report the set of policies for which the certification path is vglid.

The fist strategy may be most appropriate when the certificate user knows, a priori, the set of policies that are accdptable
for its|intended use.

The s¢cond strategy may be most appropriate when the certificate user does not know, a priori, the set of policies that are
accepfable for its intended-use:

In thelfirst instance, the\certification path validation procedure will indicate the path to be valid only if it is validl under
one of more of thetpolicies specified in the initial-policy-set, and it will return the sub-set of the initial-policy-seff under
which|the path.is valid. In the second instance, the certification path validation procedure may indicate that the path is
invaligd under“\fhe initial-policy-set, but valid under a disjoint set: the authorities-constrained-policy-set. Then the
certificate“user shall determine whether its intended use of the certificate is consistent with one or more of the certificate
polici¢s~ander which the path is valid. By setting the initial-policy-set to any-policy, the certificate user can cayse the
procedure to return a valid result if the path 1s valid under any (unspecified) policy.

8.1.5 Self-issued certificates

There are three circumstances under which a certification authority may issue a certificate to itself:
a) as aconvenient way of encoding its public key for communication to, and storage by, its certificate users;
b) for certifying key usages other than certificate and CRL signing (such as time-stamping); and

c) for replacing its own expired certificates.

These types of certificate are called self-issued certificates, and they can be recognized by the fact that the issuer and
subject names present in them are identical. For purposes of path validation, self-issued certificates of type a) are verified
with the public key contained in them, and if they are encountered in the path, they shall be ignored.
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Self-issued certificates of type b) may only appear as end certificates in a path, and shall be processed as end certificates.

Self-issued certificates of type c) (also known as self-issued intermediate certificates) may appear as intermediate
certificates in a path. As a matter of good practice, when replacing a key that is on the point of expiration, a certification
authority should request the issuance of any in-bound cross-certificates that it requires for its replacement public key
before using the key. Nevertheless, if self-issued certificates are encountered in the path, they shall be processed as
intermediate certificates, with the following exception: they do not contribute to the path length for purposes of
processing the pathLenConstraint component of the basicConstraints extension and the skip-certificates values
associated with the policy-mapping-inhibit-pending and explicit-policy-pending indicators.

8.2 Key and policy information extensions
8.2.1 —Requirements
The fgllowing requirements relate to key and policy information:

a) CA key pair updating can occur at regular intervals or in special circumstances. Therg, isid need for a
certificate field to convey an identifier of the public key to be used to verify the certificate signat[;lre. A
certificate-using system can use such identifiers in finding the correct CA-certificate” for validatipg the
certificate issuer's public key.

b) In general, a certificate subject has different public keys and, correspondingly, different certificafes for
different purposes, e.g. digital signature and encipherment key agreement»A certificate field is negded to
assist a certificate user in selecting the correct certificate for a given subjeet for a particular purposp or to
allow a CA to stipulate that a certified key may only be used for a particular purpose.

c) Subject key pair updating can occur at regular intervals or in special circumstances. There is a neegl for a
certificate field to convey an identifier to distinguish between/different public keys for the same qubject
used at different points in time. A certificate-using system,'ean use such identifiers in finding the ¢orrect
certificate.

d) The private key corresponding to a certified public key is typically used over a different period fr¢m the
validity of the public key. With digital signaturekeys, the usage period for the signing private |key is
typically shorter than that for the verifying public key. The validity period of the certificate indi¢ates a
period for which the public key may be used;>which is not necessarily the same as the usage period|of the
private key. In the event of a private k&y compromise, the period of exposure can be limited|if the
signature verifier knows the legitimat¢ use period for the private key. There is therefore a requirenpent to
be able to indicate the usage periodiofthe private key in a certificate.

e) Because certificates may berused in environments where multiple certificate policies apply, prdvision
needs to be made for includingcertificate policy information in certificates.

f)  When cross-certifying-ffom one organization to another, it can sometimes be agreed that certain of the two
organizations' polictes-ean be considered equivalent. A CA-certificate needs to allow the certificate|issuer
to indicate that ene of its own certificate policies is equivalent to another certificate policy in the fubject
CA's domainThis is known as policy mapping.

g) A user of'an encipherment or digital signature system which uses certificates defined in this Difectory
Specification needs to be able to determine in advance the algorithms supported by other users.

8.2.2 Publi¢-Key certificate and CRL extension fields
The fgllowing extension fields are defined:

a)  Authority key identifier,

b) Subject key identifier;,

c) Key usage;

d) Extended key usage;

e) Private key usage period,

f)  Certificate policies;

g) Policy mappings.

These extension fields shall be used only as certificate extensions, except for authority key identifier which may also be
used as a CRL extension. Unless noted otherwise, these extensions may be used in both CA-certificates and end-entity
certificates.
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8.2.2.1 Authority key identifier extension

This field, which may be used as either a certificate extension or CRL extension, identifies the public key to be used to
verify the signature on this certificate or CRL. It enables distinct keys used by the same CA to be distinguished (e.g. as
key updating occurs). This field is defined as follows:

authorityKeyldentifier EXTENSION ::= {

Au

Kdyldentifier ::= OCTET STRING

The k
for th
autho)
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subjectKeyldentifier EXTENSION..:=.{

SubjectKeyldentifier ::5"Keyldentifier

A keyl
alway

8.2.2.

This f]

2 Subject key identifier extension

SYNTAX AuthorityKeyldentifier

IDENTIFIED BY id-ce-authorityKeyldentifier }
thorityKeyldentifier ::= SEQUENCE {

keyldentifier [0] Keyldentifier OPTIONAL,
authorityCertlssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }
(WITH COMPONENTS {..., authorityCertlssuer PRESENT,

authorityCertSerialNumber PRESENT} |
WITH COMPONENTS {..., authorityCertlssuer ABSENT,

authorityCertSerialNumber ABSENT} )

by may be identified by an explicit key identifier in the keyldentifier component, by identification of a cert
e key (giving certificate issuer in the authorityCertlssuer component and certificate serial number
rityCertSerialNumber component), or by both explicit key identifier and identification of a certificate for ti
) forms of identification are used then the certificate or CRL issuer shall ensure they are consistent. A key idg
be unique with respect to all key identifiers for the issuing authority for thé certificate or CRL containi
ion. An implementation which supports this extension is not required to bé.able to process all name forms
rityCertlssuer component. (See 8.3.2.1 for details of the GeneralNames type.)

cation authorities shall assign certificate serial numbers such that €very (issuer, certificate serial numbe
ly identifies a single certificate. The keyldentifier form canibe used to select CA certificates durin
uction. The authorityCertlssuer, authoritySerialNumber pair can only be used to provide preference
Cate over others during path construction.

xtension is always non-critical.

eld identifies the public key being certified: It enables distinct keys used by the same subject to be differe
5 key updating occurs). This field is défined as follows:

SYNTAX SubjectKeyldentifier
IDENTIFIED BY id-ce-subjectKeyldentifier }
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identifier shall be urlique with respect to all key identifiers for the subject with which it is used. This exten|
non-critical.
3 Key.usage extension

eld, which indicates the purpose for which the certified public key is used, is defined as follows:
keyUsage EXTENSION ::= {

SYNTAX KeyUsage

IDENTIFIED BY id-ce-keyUsage }
KeyUsage ::= BIT STRING {

digitalSignature (0),

nonRepudiation (1),

keyEncipherment (2),

dataEncipherment (3),

keyAgreement (4),

keyCertSign (5),

cRLSign (6),

encipherOnly (7),

decipherOnly (8)}
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Bits in the KeyUsage type are as follows:

The b
exteny

01 (E)

a) digitalSignature: for verifying digital signatures that have purposes other than those identified in b), f), or

g) below;

b) nonRepudiation: for verifying digital signatures used in providing a non-repudiation service

which

protects against the signing entity falsely denying some action (excluding certificate or CRL signing, as

in f) or g) below);

c) keyEncipherment: for enciphering keys or other security information, e.g. for key transport;

d) dataEncipherment: for enciphering user data, but not keys or other security information as in c) above;

e) keyAgreement: for use as a public key agreement key;

f)  keyCertSign: for verifying a CA's signature on certificates;
g) cRLSign: for verifying an authority's signature on CRLs.

h) encipherOnly: public key agreement key for use only in enciphering data when used with-keyAgre
bit also set (meaning with other key usage bit set is undefined);

i) decipherOnly: public key agreement key for use only in deciphering data when used with keyAgre
bit also set (meaning with other key usage bit set is undefined);

it keyCertSign is for use in CA-certificates only. If KeyUsage is set to keyCertSign and the basic cong
ion is present in the same certificate, the value of the cA component of that extension shall be set to TRUH

may allso use other of the defined key usage bits in KeyUsage, ¢.g. digitalSignature for providing authenticati

integr
This ¢
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ty of on-line administration transactions.
xtension may, at the option of the certificate issuer, be either critical\or hon-critical.

extension is flagged critical, then the certificate shall be used only for a purpose for which the correspondi
bit is set to one.

extension if flagged non-critical, then it indicates the intenided purpose or purposes of the key, and may be
b the correct key/certificate of an entity that has multiple keys/certificates. If this extension is present, a
Cate-using system recognizes and processes the keyUsage extension type, then the certificate-using systen
that the certificate shall be used only for a pufpose for which the corresponding key usage bit is set to one
zero indicates that the key is not intended. for that purpose. If all bits are zero, it indicates the key is intend
burpose other than those listed.

}  Extended Kkey usage extension

eld indicates one or more purposes for which the certified public key may be used, in addition to or in place]
burposes indicated in the key-usage extension field. This field is defined as follows:

[KeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
IDENTIFIED BY' id-ce-extKeyUsage }

K

yPurposeld,::= OBJECT IDENTIFIER

Key purposés~nay be defined by any organization with a need. Object identifiers used to identify key purposes s
assigned-in‘accordance with ITU-T Rec. X.660 | ISO/IEC 9834-1.
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xtension may, at the option of the certificate issuer, be either critical or non-critical.

If the extension is flagged critical, then the certificate shall be used only for one of the purposes indicated.

If the extension is flagged non-critical, then it indicates the intended purpose or purposes of the key, and may be used in
finding the correct key/certificate of an entity that has multiple keys/certificates. If this extension is present, and the
certificate-using system recognizes and processes the extendedKeyUsage extension type, then the certificate-using
system shall ensure that the certificate shall be used only for one of the purposes indicated. (Using applications may
nevertheless require that a particular purpose be indicated in order for the certificate to be acceptable to that application.)

If a certificate contains both a critical key usage field and a critical extended key usage field, then both fields shall be
processed independently and the certificate shall only be used for a purpose consistent with both fields. If there is no
purpose consistent with both fields, then the certificate shall not be used for any purpose.
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8.2.2.5 Private key usage period extension

This field indicates the period of use of the private key corresponding to the certified public key. It is applicable only for
digital signature keys. This field is defined as follows:

privateKeyUsagePeriod EXTENSION ::= {

SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ::= SEQUENCE {

notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL }

( WITH COMPONENTS {..., notBefore PRESENT} |
WITH COMPONENTS {..., notAfter PRESENT} )

The nptBefore component indicates the earliest date and time at which the private key could be used for signing
notBefore component is not present, then no information is provided as to when the period of valid use of(the"|

key ¢
signin|
the pr

This ¢

N(
thg
for

N(
cof

mmences. The notAfter component indicates the latest date and time at which the private key could.be ug
p. If the notAfter component is not present then no information is provided as to when the period’of valid
vate key concludes.

xtension is always non-critical.

TE 1 — The period of valid use of the private key may be different from the certified validity of the"public key as indic
certificate validity period. With digital signature keys, the usage period for the signing privaté Key is typically shorter ti
the verifying public key.

TE 2 — If the verifier of a digital signature wants to check that the certificate has net been revoked, for example duel
mpromise, up to the time of verification, then a valid certificate will still exist for the\public key at verification time. A

cetftificate(s) for a public key have expired, a signature verifier cannot rely on compromises being notified via CRLs.
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Certificate policies extension

eld lists certificate policies, recognized by the issuing CA, that apply to the certificate, together with of
er information pertaining to these certificate policies. The distrof certificate policies is used in determini
y of a certification path, as described in clause 10. The aptional qualifiers are not used in the certificatio
sing procedure, but relevant qualifiers are provided as an\output of that process to the certificate using appl
st in determining whether a valid path is appropriatesfor the particular transaction. Typically, different cert
bs will relate to different applications which may use the certified key. The presence of this extension in a
certificate indicates the certificate policies for.which this certificate is valid. The presence of this extensid
Cate issued by one CA to another CA indicatésthe certificate policies for which certification paths containij
cate may be valid. This field is defined as follows:

rtificatePolicies EXTENSION ::={
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

ertificatePoIiciesSyntax ::=(SEQUENCE SIZE (1..MAX) OF Policylnformation

ertPoIicyId = OBJECT IDENTIFIER

licylnformation ::= SEQUENCE {

policyldentifier CertPolicyld,

policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }

licyQualifierinfo ::= SEQUENCE {
policyQualifierld CERT-POLICY-QUALIFIER.&id
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({SupportedPolicyQualifiers}),

- : F
({SupportedPolicyQualifiers}{@policyQualifierld})
OPTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ... }

A value of the Policylnformation type identifies and conveys qualifier information for one certificate policy. The
component policyldentifier contains an identifier of a certificate policy and the component policyQualifiers contains

policy

qualifier values for that element.

This extension may, at the option of the certificate issuer, be either critical or non-critical.

If the extension is flagged critical, it indicates that the certificate shall only be used for the purpose, and in accordance
with the rules implied by one of the indicated certificate policies. The rules of a particular policy may require the
certificate-using system to process the qualifier value in a particular way.
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If the extension is flagged non-critical, use of this extension does not necessarily constrain use of the certificate to the
policies listed. However, a certificate user may require a particular policy to be present in order to use the certificate
(see clause 10). Policy qualifiers may, at the option of the certificate user, be processed or ignored.

Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object
identifiers used to identify certificate policies and certificate policy qualifier types shall be assigned in accordance with
CCITT Rec. X.660 | ISO/IEC 9834-1. A CA may assert any-policy by using the anyPolicy identifier in order to trust a
certificate for all possible policies. Because of the need for identification of this special value to apply regardless of the
application or environment, that object identifier is assigned in this Specification. No object identifiers will be assigned
in this Specification for specific certificate policies. That assignment is the responsibility of the entity that defines the
certificate policy.

anyPolicy OBJECT IDENTIFIER ::= {2529320}

The identifier anyPolicy should not have any associated policy qualifiers.
The fallowing ASN.1 object class is used in defining certificate policy qualifier types:

CERT-POLICY-QUALIFIER ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,
&Qualifier OPTIONAL }

WITH SYNTAX {

POLICY-QUALIFIERID  &id
[QUALIFIER-TYPE  &Qualifier] }

A definition of a policy qualifier type shall include:
—  astatement of the semantics of the possible values; and

— an indication of whether the qualifier identifier may appeat ih a certificate policies extension without an
accompanying value and, if so, the implied semantics in.such a case.

NQTE — A qualifier may be specified as having any ASN.1 type. When the qualifier is anticipated to be used primarily with
applications that do not have ASN.1 decoding functions, it is recommended that the type OCTET STRING be specified. The[ASN.1
OQTET STRING value can then convey a qualifier value encoded ‘according to any convention specified by the policy ¢lement
defining organization.

8.2.2.1 Policy mappings extension

This fjeld, which shall be used in CA-certificates only, allows a certificate issuer to indicate that, for the purposes|of the
user off a certification path containing this certificate, one of the issuer's certificate policies can be considered equjvalent
to a (jﬂferent certificate policy used in the subject CA's domain. This field is defined as follows:

pdlicyMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PdlicyMappingsSyntax ;5" SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld,
subjectDomainPalicy CertPolicyld }

The igsuerDomainPolicy component indicates a certificate policy that is recognized in the issuing CA's domain afnd that
can considered equivalent to the certificate policy indicated in the subjectDomainPolicy component that is
recogiized in,the subject CA's domain.

Policigs-shall not be mapped to or from the special value anyPolicy.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
critical, otherwise a certificate user may not correctly interpret the stipulation of the issuing CA.

NOTE 1 — An example of policy mapping is as follows. The U.S. government domain may have a policy called Canadian Trade
and the Canadian government may have a policy called U.S. Trade. While the two policies are distinctly identified and defined,
there may be an agreement between the two governments to accept certification paths extending cross-border within the rules
implied by these policies for relevant purposes.

NOTE 2 — Policy mapping implies significant administrative overheads and the involvement of suitably diligent and authorized
personnel in related decision-making. In general, it is preferable to agree upon more global use of common policies than it is to
apply policy mapping. In the above example, it would be preferable for the U.S., Canada and Mexico to agree upon a common
policy for North American Trade.

NOTE 3 — It is anticipated that policy mapping will be practical only in limited environments in which policy statements are very
simple.
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8.3

8.3.1

Subject and issuer information extensions

Requirements

The following requirements relate to certificate subject and certificate issuer attributes:

a)

Certificates need to be usable by applications that employ a variety of name forms, including Internet
electronic mail names, Internet domain names, X.400 originator/recipient addresses, and EDI party names.
It is therefore necessary to be able to securely associate multiple names of a variety of name forms with a
certificate subject or a certificate or CRL issuer.

b) A certificate user may need to securely know certain identifying information about a subject in order to

have confidence that the subject is indeed the person or thing intended. For example, information such as
postal address, position in a corporation, or a picture image may be required. Such information may be

8.3.2

The fqllowing extension fields are defined:

These

CRL gxtension. As certificate extensions, they may be present in CA-certificdtés or end-entity certificates.

8.3.2.1

C

a) Subject alternative name;
b) Issuer alternative name;
c) Subject directory attributes.

conveniently represented as direcfory attributes, but these attributes are not necessarily part pf the
distinguished name. A certificate field is therefore needed for conveying additional directory~attfibutes
beyond those in the distinguished name.

ertificate and CRL extension fields

fields shall be used only as certificate extensions, except for issuer alternative name which may also be usgd as a

Subject alternative name extension

This ffeld contains one or more alternative names, using any of a variety of name forms, for the entity that is boyind by

the CA to the certified public key. This field is defined as follows:

supjectAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }

G¢
G¢

01
EL

neralNames ::= SEQUENCE SIZE (1..MAX).OF GeneralName
neralName ::= CHOICE {

otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [H IA5String,

dNSName [2] IA5String,

x400Address [3] ORAddress,

directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,

iPAddress [71 OCTET STRING,

registeredID [8] OBJECT IDENTIFIER }

HER-NAME)::= TYPE-IDENTIFIER

IPartyName ::= SEQUENCE {
nameAssigner [0] DirectoryString {ub-name} OPTIONAL,
partyName [11 DirectoryString {ub-name} }

The values in the alternatives of the GeneralName type are names of various forms as follows:

26

otherName is a name of any form defined as an instance of the OTHER-NAME information object class;
rfc822Name is an Internet electronic mail address defined in accordance with Internet RFC 822;
dNSName is an Internet domain name defined in accordance with Internet RFC 1035;

x400Address is an O/R address defined in accordance with ITU-T Rec. X.411 | ISO/IEC 10021-4;
directoryName is a directory name defined in accordance with ITU-T Rec. X.501 | ISO/IEC 9594-2;

ediPartyName is a name of a form agreed between communicating Electronic Data Interchange partners;
the nameAssigner component identifies an authority that assigns unique values of names in the
partyName component;
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— uniformResourceldentifier is a Uniform Resource Identifier for the World-Wide Web defined in

accordance with Internet RFC 1630;

— iPAddress is an Internet Protocol address defined in accordance with Internet RFC 791, represented as a

binary string.

— registeredID is an identifier of any registered object assigned in accordance with CCITT Rec. X.660 |

ISO/IEC 9834-1.

For every name form used in the GeneralName type, there shall be a name registration system that ensures that any
name used unambiguously identifies one entity to both certificate issuer and certificate users.

This extension may, at the option of the certificate issuer, be either critical or non-critical. An implementation which
supports this extension is not required to be able to process all name forms. If the extension is flagged critical, at least

one of the name forms that is present shall be recognized and processed, otherwise the certificate shall be con

invalig. Apart from the preceding restriction, a certificate-using system is permitted to ignore any namenw
gnized or unsupported name form. It is recommended that, provided the subject field of the certificate.confains a
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ry name that unambiguously identifies the subject, this field be flagged non-critical.
TE 1 — Use of the TYPE-IDENTIFIER class is described in Annexes A and C of ITU-T Rec. X.681 | ISO/IEC8824-2.

TE 2 — If this extension field is present and is flagged critical, the subject field of the certificate ntay“contain a nu
b. a sequence of zero relative distinguished names) in which case the subject is identified only by the name or names
ension.

P Issuer alternative name extension

eld is defined as follows:

uerAltName EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

supports this extension is not required to be able to process,all name forms. If the extension is flagged crit
ne of the name forms that is present shall be recognized‘and processed, otherwise the certificate or CRL sl
ered invalid. Apart from the preceding restriction, a_eertificate-using system is permitted to ignore any nam
ecognized or unsupported name form. It is recomended that, provided the issuer field of the certificate o
hs a directory name that unambiguously identifies the issuing authority, this field be flagged non-critical.

idered
ith an

| name
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eld contains one or more alternative names, using any of a variety of name forms;-for the certificate or CRL fissuer.

xtension may, at the option of the certificate or CRL issuerg be either critical or non-critical. An implementation
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in this

lows:

NOTE - If this extension field is present and is flagged critical, the issuer field of the certificate or CRL may contain a nu
(e.g. a sequence of zero relative distinguished, names) in which case the issuer is identified only by the name or names
extension.
8.3.2.3 Subject directory attributes extension
This fleld conveys any desired Directory attribute values for the subject of the certificate. This field is defined as fo
supjectDirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }
AttributesSyntax::='SEQUENCE SIZE (1..MAX) OF Attribute
This extension igalways non-critical.
If this|extension is present in a public-key certificate, some of the extensions defined in clause 15 may also be prese
8.4 —Certificativm patlrconstraimtextensions
8.4.1 Requirements

For certification path processing:

a) End-entity certificates need to be distinguishable from CA-certificates, to protect against end-entities
establishing themselves as CAs without authorization. It also needs to be possible for a CA to limit the
length of a subsequent chain resulting from a certified subject CA, e.g. to no more than one more

certificate or no more than two more certificates.

b) A CA needs to be able to specify constraints which allow a certificate user to check that less-truste

d CAs

in a certification path (i.e. CAs further down the certification path from the CA with whose public key the
certificate user starts) are not violating their trust by issuing certificates to subjects in an inappropriate
name space. Adherence to these constraints needs to be automatically checkable by the certificate user.

ITU-T Rec. X.509 (2000 E)
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¢)

d)

Certification path processing needs to be implementable in an automated, self-contained module. This is
necessary to permit trusted hardware or software modules to be implemented which perform the
certification path processing functions.

It should be possible to implement certification path processing without depending upon real-time
interactions with the local user.

It should be possible to implement certification path processing without depending upon the use of trusted
local databases of policy-description information. (Some trusted local information — an initial public key,
at least — is needed for certification path processing but the amount of such information should be
minimized.)

Certification paths need to operate in environments in which multiple certificate policies are recognized.
A CA needs to be able to stipulate which CAs in other domains it trusts and for which purposes. Chaining

g)

h)

i)

k)

8.4.2 Certificate extension fields

The fgllowing extension fields(are ‘defined:

a)
b)
¢)
d)

+] 1 LR | 1. 1 . k DR | VIS |
UIT Uuéll lllulllplc l)Ullby UUIIIAIIS TICTUS U UU DUPPUI wu.

Complete flexibility in trust models is required. A strict hierarchical model which is adequate for a[single
organization is not adequate when considering the needs of multiple interconnected enterprises-Fleyibility
is required in selection of the first trusted CA in a certification path. In particular, it should be possjible to
require that the certification path start in the local security domain of the public-key uséxSystem.

Naming structures should not be constrained by the need to use names in certificates, i.e. Directory name
structures considered natural for organizations or geographical areas shall not-need adjustment in ofder to
accommodate certification authority requirements.

Certificate extension fields need to be backward-compatible with thé unconstrained certification path
approach system as specified in earlier editions of ITU-T Rec. X.509 (JSO/IEC 9594-8.

A CA needs to be able to inhibit use of policy mapping and to require explicit certificate policy identifiers
to be present in subsequent certificates in a certification path.

NOTE - In any certificate-using system, processing of a“certification path requires an appropriate lgvel of
assurance. This Directory Specification defines functions thatmay be used in implementations that are reqyired to
conform to specific assurance statements. For example,\an assurance requirement could state that certification
path processing shall be protected from subversionr of the process (such as software-tampering ¢r data
modification). The level of assurance should be commensurate with business risk. For example:

—  processing internal to an appropriate cryptographic module may be required for public keys used to yalidate
high value funds transfer; whereas

—  processing in software may be appropriate for home banking balance inquiries.

Consequently, certification path processing functions should be suitable for implementation in hgrdware
cryptographic modules or cryptographic tokens as one option.

A CA needs to be able to pteyent the special value any-policy from being considered a valid policy in
subsequent certificates in.a certification path.

Basic constrairits,
Name,eonstraints,
Poligy constraints;

Inhibit any policy.

These|extension fields shall be used only as certificate extensions. Name constraints and policy constraints shall be used

these

extensions are given in Annex G.

8.4.2.1 Basic constraints extension

This field indicates if the subject may act as a CA, with the certified public key being used to verify certificate
signatures. If so, a certification path length constraint may also be specified. This field is defined as follows:

basicConstraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax ::= SEQUENCE {

cA

BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL }
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The cA component indicates if the certified public key may be used to verify certificate signatures.

The pathLenConstraint component shall be present only if cA is set to true. It gives the maximum number of
CA-certificates that may follow this certificate in a certification path. Value 0 indicates that the subject of this certificate
may issue certificates only to end-entities and not to further CAs. If no pathLenConstraint field appears in any
certificate of a certification path, there is no limit to the allowed length of the certification path.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged critical, otherwise an entity which is not authorized to be a CA may issue certificates and a certificate-using
system may unwittingly use such a certificate.

If this extension is present and is flagged critical, or is flagged non-critical but is recognized by the certificate-using
system, then:

— if the value of cA is not set to true then the certified Pnh]ir‘ kev shall not be used to verif a certificate
signature;
—  if the value of cA is set to true and pathLenConstraint is present then the certificate-using\systerh shall
check that the certification path being processed is consistent with the value of pathLenCpnstraint.

NOTE 1 — If this extension is not present, or is flagged non-critical and is not recognized by a certificate-usifnig system, then the
cetftificate is to be considered an end-entity certificate and cannot be used to verify certificate signatures.

NQTE 2 — To constrain a certificate subject to being only an end entity, i.e. not a CA, the issuer car(include this extensign field
comtaining only an empty SEQUENCE value.

8.4.2. Name constraints extension

This field, which shall be used only in a CA-certificate, indicates a name space-Within which all subject names in
subsequent certificates in a certification path shall be located. This field is defined<as follows:

nameConstraints EXTENSION ::= {

SYNTAX NameConstraintsSyntax

IDENTIFIED BY id-ce-nameConstraints }
NgmeConstraintsSyntax ::= SEQUENCE {

permittedSubtrees [0] GeneralSubtrees OPTIONAL,

excludedSubtrees [1] GeneralSubtrees OPTIONAL }

GgneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
GegneralSubtree ::= SEQUENCE {

base GeneralName,
minimum  [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance-OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

If pregent, the permittedSubtrees and excludedSubtrees components each specify one or more naming subtreeg, each
defingd by the name of the root(ofj the subtree and, optionally, within that subtree, an area that is bounded by|upper
and/of lower levels. If permittédSubtrees is present, of all the certificates issued by the subject CA and subsequent CAs
in th¢ certification path, ‘only those certificates with subject names within these subtrees are acceptable. If
exclugledSubtrees is présent, any certificate issued by the subject CA or subsequent CAs in the certification path that
has a $ubject name within these subtrees is unacceptable. If both permittedSubtrees and excludedSubtrees are present
and the name spaces,overlap, the exclusion statement takes precedence.

Of thg name_forms available through the GeneralName type, only those name forms that have a well-defined
hierarghical Structure may be used in these fields. The directoryName name form satisfies this requirement; wher using
this npme form a naming subtree corresponds to a DIT subtree. Conformant implementations are not required to
recoghizes . i A L 4 critical and a certificateusing implementation ddes not
recognize a name form used in any base component, the certificate shall be handled as if an unrecognized critical
extension had been encountered. If the extension is flagged non-critical and a certificate-using implementation does not
recognize a name form used in any base component, then that subtree specification may be ignored. When a certificate
subject has multiple names of the same name form (including, in the case of the directoryName name form, the name in
the subject field of the certificate if non-null) then all such names shall be tested for consistency with a name constraint
of that name form.

NOTE — When testing certificate subject names for consistency with a name constraint, names in non-critical subject alternative
name extensions should be processed, not ignored.

The minimum field specifies the upper bound of the area within the subtree. All names whose final name component is
above the level specified are not contained within the area. A value of minimum equal to zero (the default) corresponds
to the base, i.e. the top node of the subtree. For example, if minimum is set to one, then the naming subtree excludes the
base node but includes subordinate nodes.
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The maximum field specifies the lower bound of the area within the subtree. All names whose last component is below
the level specified are not contained within the area. A value of maximum of zero corresponds to the base, i.e. the top of
the subtree. An absent maximum component indicates that no lower limit should be imposed on the area within the
subtree. For example, if maximum is set to one, then the naming subtree excludes all nodes except the subtree base and
its immediate subordinates.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged critical, otherwise a certificate user may not check that subsequent certificates in a certification path are located
in the name space intended by the issuing CA.

If this extension is present and is flagged critical, or is flagged non-critical but is recognized by the certificate-using
system, then the certificate-using system shall check that the certification path being processed is consistent with the
value in this extension.

8.4.2.3 Policy constraints extension

This ffeld specifies constraints which may require explicit certificate policy identification or inhibit policy \mapping for
the refnainder of the certification path. This field is defined as follows:

palicyConstraints EXTENSION ::={
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PdlicyConstraintsSyntax ::= SEQUENCE {
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL }

SKipCerts ::= INTEGER (0..MAX)

If the frequireExplicitPolicy component is present, and the certification pathdncludes a certificate issued by a nonjinated
CA, i is necessary for all certificates in the path to contain, in the certificate policies extension, an acceptable [policy
identifier. An acceptable policy identifier is the identifier of a certificat&{policy required by the user of the certif|cation
path, the identifier of a policy which has been declared equivalent to one of these policies through policy mapplng, or
any-policy. The nominated CA is either the issuer CA of the-certificate containing this extension (if the value of
requineExplicitPolicy is 0) or a CA which is the subject of a subseéquent certificate in the certification path (as indicated
by a npn-zero value).

If the linhibitPolicyMapping component is present, it indicates that, in all certificates starting from a nominated |CA in
the ceftification path until the end of the certification-path, policy mapping is not permitted. The nominated CA ig either
the supject CA of the certificate containing this.exteénsion (if the value of inhibitPolicyMapping is 0) or a CA which is
the supject of a subsequent certificate in the certification path (as indicated by a non-zero value).

A valpe of type SkipCerts indicates the number of certificates in the certification path to skip before a corlstraint
beconjes effective.

This dxtension may, at the optionrof-the certificate issuer, be either critical or non-critical. It is recommended th3t it be
flagged critical, otherwise a ceptificate user may not correctly interpret the stipulation of the issuing CA.

8.4.2.4 Inhibit any policy extension

This fjeld specifies a-constraint that indicates any-policy is not considered an explicit match for other certificate pplicies
for alll certificates in.the certification path starting with a nominated CA. The nominated CA is either the subject |[CA of
the cdrtificate containing this extension (if the value of inhibitAnyPolicy is 0) or a CA which is the subjeqt of a
subsequent ceftificate in the certification path (as indicated by a non-zero value).

inI[ibitAnyPoIicy EXTENSION :={

IDENTIFIED BY id-ce-inhibitAnyPolicy }

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
critical, otherwise a certificate user may not correctly interpret the stipulation of the issuing CA.

8.5 Basic CRL extensions

8.5.1 Requirements

The following requirements relate to CRLs:

a) Certificate users need to be able to track all CRLs issued from a CRL issuer or CRL distribution point
(see 8.6) and be able to detect a missing CRL in the sequence. CRL sequence numbers are therefore
required.
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b) Some CRL users may wish to respond differently to a revocation, depending upon the reason for the
revocation. There is therefore a requirement for a CRL entry to indicate the reason for revocation.

¢) There is a requirement for an authority to be able to temporarily suspend validity of a certificate and
subsequently either revoke or reinstate it. Possible reasons for such an action include:

—  desire to reduce liability for erroneous revocation when a revocation request is unauthenticated and
there is inadequate information to determine whether it is valid;

—  other business needs, such as temporarily disabling the certificate of an entity pending an audit or
investigation.

d) A CRL contains, for each revoked certificate, the date when the authority posted the revocation. Further
information may be known as to when an actual or suspected key compromise occured, and this
information may bc valuable to a certilicate usel. 1Nc revocation date is Insullicient 1o solve some
disputes because, assuming the worst, all signatures issued during the validity period of the~cer{ificate
have to be considered invalid. However, it may be important for a user that a signed-document be
recognized as valid even though the key used to sign the message was compromised after ‘the signature
was produced. To assist in solving this problem, a CRL entry can include a second datewhich inglicates
when it was known or suspected that the private key was compromised.

e) Certificate users need to be able to determine, from the CRL itself, additional information including the
scope of certificates covered by this list, the ordering of revocation notices, and-which stream of CRLs the
CRL number is unique within.

f)  Issuers need the ability to dynamically change the partitioning of CRLs)and to refer certificate users to the
new location for relevant CRLs if the partitioning changes.

g) Delta CRLs may also be available that update a given bas¢«CRL. Certificate users need to be gble to
determine, from a given CRL, whether delta CRLs are ayailable, where they are located and whien the
next delta CRL will be issued.

8.5.2 CRL and CRL entry extension fields

The fqllowing extension fields are defined:
a) CRL number;

b) Reason code;

¢) Hold instruction code;

d) Invalidity date;

e) CRL scope;

f)  Status referral,

g) CRL stream.identifier;

h)  Orderedist,

i) Delta information.

The JRL aumber, CRL scope, status referral, CRL stream identifier, ordered list and delta information shall be usgd only
as a CRE extension field and the other fields shall be used only as CRL entry extension fields.

8.5.2.1 CRL number extension

This CRL extension field conveys a monotonically increasing sequence number for each CRL issued by a given CRL
issuer through a given authority directory attribute or CRL distribution point. It allows a CRL user to detect whether
CRLs issued prior to the one being processed were also seen and processed. This field is defined as follows:

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }
CRLNumber ::= INTEGER (0..MAX)

This extension is always non-critical.
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8.5.2.2 Reason code extension

This CRL entry extension field identifies a reason for the certificate revocation. The reason code may be used by
applications to decide, based on local policy, how to react to posted revocations. This field is defined as follows:

reasonCode EXTENSION ::= {

SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }
CRLReason ::= ENUMERATED {
unspecified (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aaCompromise (10) }

The fq

A cerfificate may be placed on hold by issuing a CRL entry with a reason code of certificateHold. The certificat
may include an optional hold instruction code to convey additional information to certificate users (see 8.
h hold has been issued, it may pe handled in one of three ways:

notice]
Once

The rq
should
delta-

llowing reason code values indicate why a certificate was revoked:

a)

b)

¢)

bmoveFromCRL reason code is for use with delta-CRLs (see 8.6) only and indicates that an existing CRI}
now.be removed owing to certificate expiration or hold release. An entry with this reason code shall be 4

RIS for which the corresponding base CRL or any subsequent (delta or complete for scope) CRI. contd

keyCompromise is used in revoking an end-entity certificate; it indicates that it'is known or sus
that the subject's private key, or other aspects of the subject validated/in-the certificate, havq
compromised;

cACompromise is used in revoking a CA-certificate; it indicates thiat;it is known or suspected tl
subject's private key, or other aspects of the subject validated in the.certificate, have been compromi

affiliationChanged indicates that the subject's name or other information in the certificate ha:
modified but there is no cause to suspect that the private key has been compromised,

superseded indicates that the certificate has been superseded but there is no cause to suspect t}
private key has been compromised;

cessationOfOperation indicates that the certificateé is no longer needed for the purpose for which
issued but there is no cause to suspect that the private key has been compromised;

privilegeWithdrawn indicates that a certificate (public-key or attribute certificate) was revoked bed
privilege contained within that certificate-has been withdrawn;

aACompromise indicates that it is kirown or suspected that aspects of the AA validated in the at
certificate, have been compromised:

it may remain on the) CRL with no further action, causing users to reject transactions issued duri
hold period; or,

it may be replaced by a (final) revocation for the same certificate, in which case the reason shall be
the standard’reasons for revocation, the revocation date shall be the date the certificate was pla
hold, and'the optional instruction code extension field shall not appear; or,

itmay be explicitly released and the entry removed from the CRL.
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entry for the same certificate with reason code certificateHold.

This extension is always non-critical.

8.5.2.3 Hold instruction code extension

This CRL entry extension field provides for inclusion of a registered instruction identifier to indicate the action to be
taken on encountering a held certificate. It is applicable only in an entry having a certificateHold reason code. This field
is defined as follows:

holdinstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

HoldInstruction ::= OBJECT IDENTIFIER
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This extension is always non-critical. No standard hold instruction codes are defined in this Directory Specification.

NOTE - Examples of hold instructions might be "please communicate with the CA" or "repossess the user's token".

8.5.2.4 Invalidity date extension

This CRL entry extension field indicates the date at which it is known or suspected that the private key was
compromised or that the certificate should otherwise be considered invalid. This date may be earlier than the revocation
date in the CRL entry, which is the date at which the authority processed the revocation. This field is defined as follows:

invalidityDate EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }

This extension is always non-critical.

NQTE 1 — The date in this extension is not, by itself, sufficient for non-repudiation purposes. For example, this date may.b¢ a date
adyised by the private key holder, and it is possible for such a person to fraudulently claim that a key was compromiséd'sothe time
in the past, in order to repudiate a validly-generated signature.

NOTE 2 — When a revocation is first posted by an authority in a CRL, the invalidity date may precede the dat€of issue of earlier
CRLs. The revocation date should not precede the date of issue of earlier CRLs.

8.5.2.5 CRL scope extension

The spope of a CRL is indicated within that CRL using the following CRL extension:,In’ order to prevent 3 CRL
substifution attack against an application that does not support the scope extension, the seope extension, if present, shall
be matked critical.

This extension may be used to provide scope statements of various CRL types including:

—  simple CRLs that provide revocation information about certificates issued by a single authority;

— indirect CRLs that provide revocation information about e€itificates issued by multiple authorities;
—  delta-CRLs that update previously issued revocation information;

— indirect delta-CRLs that provide revocation information that updates multiple base CRLs issued by a
single authority or by multiple authorities.

criScope EXTENSION ::= {

SYNTAX CRLScopeSyntax
IDENTIFIED BY id-ce-cRLScope }
CRLScopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAuthorityScope ::= SEQUENCE {
authorityName [0] GeneralName OPTIONAL,
distributionPoint [1] DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,
serialNumberRange [5] NumberRange OPTIONAL,
subjectKeyldRange [6] NumberRange OPTIONAL,
nameSubtrees [7]1 GeneralNames OPTIONAL,
baseRevocationinfo [9] BaseRevocationinfo OPTIONAL
}
OnlyCertificateTypes ::= BIT STRING {
user (0),
authority (1),
attribute (2) }
NumberRange ::= SEQUENCE {
startingNumber [0] INTEGER OPTIONAL,
endingNumber [1] INTEGER OPTIONAL,
modulus INTEGER OPTIONAL }
BaseRevocationiInfo ::= SEQUENCE {
cRLStreamldentifier [0] CRLStreamldentifier OPTIONAL,
cRLNumber [1] CRLNumber,
baseThisUpdate [2] GeneralizedTime }

If the CRL is an indirect CRL that provides revocation status information for multiple authorities, the extension will
include multiple PerAuthorityScope constructs, one or more for each of the authorities for which revocation information
is included. Each instance of PerAuthorityScope that relates to an authority other than that issuing this CRL shall
contain the authorityName component.
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If the CRL is a dCRL that provides delta revocation status information for multiple base CRLs issued by a single
authority, the extension will include multiple PerAuthorityScope constructs, one for each of the base CRLs for which
this dCRL provides updates. Even though there would be multiple instances of the PerAuthorityScope construct, the
value of the authorityName component, if present, would be the same for all instances.

If the CRL is an indirect dCRL that provides delta revocation status information for multiple base CRLs issued by
multiple authorities, the extension will include multiple PerAuthorityScope constructs, one for each of the base CRLs
for which this dCRL provides updates. Each instance of PerAuthorityScope that relates to an authority other than that
issuing this indirect dCRL shall include the authorityName component.

For each instance of PerAuthorityScope present in the extension, the fields are used as follows. Note that in the case of
indirect CRLs and indirect dCRLs each instance of PerAuthorityScope may contain different combinations of these
fields and different values.

The apthorityName field, if present, identifies the authority that issued the certificates for which revocation-information
is proyided. If authorityName is omitted, it defaults to the CRL issuer name.

The djstributionPoint ficld, if present, is used as described in the issuingDistributionPoint extensiof;

The oplyContains field, if present, indicates which type(s) of certificates the CRL contains revog¢ation status inforfation
concefning. If this field is absent, the CRL contains information about all certificate types.

The oplySomeReasons field, if present, is used as described in the issuingDistributionPoint extension.

The serialNumberRange clement, if present, is used as follows. When a modulus value is present, the serial number is
reduc¢d modulo the given value before checking for presence in the ranges Then, a certificate with a (reduced) serial
numbgr is considered to be within the scope of the CRL if it is:

— equal to or greater than startingNumber, and less than @ndingNumber, where both are present; or
—  equal to or greater than startingNumber, when endingNumber is not present; or

—  less than endingNumber when startingNumber is not present.

The subjectKeyldRange clement, if present, is interpreted the same as serialNumberRange, except that the number
used i the value in the certificate's subjectKeyldentifier extension. The DER encoding of the BIT STRING (omittjng the
tag, length and unused bits octet) is to be regarded-as the value of the DER encoding of an INTEGER. If bit0 of the BIT
STRING is set, then an additional zero octef\should be prepended so as to ensure the resulting encoding repregents a
positiye INTEGER. e.g.:

03 02101 f7 (represents bits 0-6 set)
maps fo
02 02100 f7 (i.e. decimal 2479

The nameSubtrees ‘ficld, if present, uses the same conventions for name forms as specified in the nameConstfraints
extengion.

The baseRevocationinfo field, if present, indicates that the CRL is a dCRL with respect to the certificates covered by
that PprAuthorityScope construct. Use of the criScope extension to identify a CRL as a dCRL differs from use|of the
deltaCREldentifierextenston e—foHowmg—way- e ope—case;,—the-mformatron— c-baseRevocationinfo
component, indicates the point in time from which the CRL containing this extension provides updates. Although this is
done by referencing a CRL, the referenced CRL may or may not be one that is complete for the applicable scope,
whereas the deltaCRLIdentifier extension references an issued CRL that is complete for the applicable scope. However,
the updated information provided in a dCRL containing the crlScope extension is updates to the revocation information
that is complete for the applicable scope regardless of whether or not the CRL referenced in baseRevocationinfo was
actually issued as one that is complete for that same scope. This mechanism provides more flexibility than the
deltaCRLIndicator extension since users can be constructing full CRLs locally and be constructing based on time rather
than issuance of base CRLs that are complete for the applicable scope. In both cases, a dCRL always provides updates to
revocation status for certificates within a given scope since a specific point in time. However, in the deltaCRLIndicator
case, that point in time shall be one for which a CRL that is complete for that scope was issued and referenced. In the
crlScope case, that point in time may be one for which the referenced CRL that was issued may or may not be one that
is complete for that scope.
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Depending on the policy of the responsible authority, several dCRLs may be published before a new base CRL is
published. dCRLs containing the crlScope extension to reference their building point need not necessarily reference the
cRLNumber of the most recently issued base CRL in the BaseRevocationinfo field. However, the cRLNumber
referenced in the BaseRevocationinfo field of a dCRL shall be less than or equal to the cRLNumber of the most
recently issued CRL that is complete for the applicable scope.

Note that the issuingDistributionPoint extension and crilScope extension can conflict with each other and are not
intended to be used together. However, if the CRL contains both an issuingDistributionPoint extension and a crlScope
extension, then a certificate falls within the scope of the CRL if and only if it meets the criteria of both extensions. If the
CRL contains neither an issuingDistributionPoint nor criScope extension, then the scope is the entire scope of the
authority, and the CRL may be used for any certificate from that authority.

When a certificate-using system uses a CRL that contains a criScope extension to check the status of a certificate, it

shouldcheckthatthe tertificate and Teasom codes of Titerest fatt witti the scope of tire CREasdefimed by thetriBcope

extendion, as follows:

a) The certificate-using system shall check that the certificate falls within the scope indicated by the
intersection of the serialNumberRange, subjectKeyldRange, and nameSubtrees‘/scopes, and is
consistent with distributionPoint, and onlyContains if present, for the relevant. PerAuthorityfcope
construct.

b) If the CRL contains an onlySomeReasons component in the criScope extension, then the certificate-
using system shall check that the reason codes covered by this CRL areladequate for purposes |of the
application. If not, additional CRLs may be required. Note that if the-€RL contains both a crlBcope
extension and an issuingDistributionPoint extension, and both-~contain an onlySomeRepsons
component, then the only those reason codes included in the onlySomeReasons components of both
extensions are covered by this CRL.

8.5.2.¢ Status referral extension

This CRL extension is for use within the CRL structure as a means'{o’ convey information about revocation notjces to
certififate users. As such it would be present in a CRL structure.that itself contains no certificate revocation notices. A
CRL gtructure containing this extension shall not be used by ceftificate users or relying parties as a source of revdcation
noticep, but rather as a tool to ensure that the appropriate revocation information is used.

This extension serves two primary functions:

—  This extension provides a mechanism to publish a trusted "list of CRLs" including all the rglevant
information to aid relying parties in determining whether or not they have sufficient revdcation
information for their needs:” For example, an authority may issue a new, authenticated CRL list
periodically, typically with a Telatively high reissue frequency (in comparison with other CRL feissue
frequencies). The list might include a last-update time/date for every referenced CRL. A certificatg user,
on obtaining this lisf, can quickly determine if cached copies of CRLs are still up-to-date. This may
eliminate much unnetessary retrieval of CRLs. Furthermore, by using this mechanism, certificatq users
become aware 0f)CRLs issued by the authority between its usual update cycle, thereby improvipg the
timeliness of.the CRL system;

—  This extension also provides a mechanism to redirect a relying party from a preliminary location (e{g. one
pointéd to in a CRL distribution point extension, or the directory entry of the issuing authority) to a
diffefent location for revocation information. This feature enables authorities to modify the CRL
partitioning scheme they use without impacting existing certificates or certificate users. To achieve this,
the authority would include each new location and the scope of the CRL that would be found pt that
location. The relying party would compare the certificate of interest with the scope statements and ffollow

: : : : ey are

validating.

The extension is itself extensible and in future other non-CRL based revocation schemes may also be referred to, using
this extension.

statusReferrals EXTENSION ::= {
SYNTAX StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }

StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatusReferral ::= CHOICE {

cRLReferral [0] CRLReferral,
otherReferral [11 INSTANCE OF OTHER-REFERRAL}
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CRLReferral ::= SEQUENCE {

issuer [0] GeneralName OPTIONAL,

location [11 GeneralName OPTIONAL,

deltaReflnfo [2] DeltaRefInfo OPTIONAL,

cRLScope CRLScopeSyntax,

lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL}
DeltaRefInfo ::= SEQUENCE {

deltalocation GeneralName,

lastDelta GeneralizedTime OPTIONAL }

OTHER-REFERRAL ::= TYPE-IDENTIFIER

The igstre

The Igcation field provides the location to which the referral is to be directed, and defaults to the samecvalue

issue

The d
date 0|

The c

Thel

name.

leltaRefinfo field provides an optional alternative location from which a dCRL may be obtained and an oj
f the previous delta.

RLScope field provides the scope of the CRL that will be found at the referenced location.

The I]stUpdate field is the value of the thisUpdate field in the most recently issued referericed CRL.

stChangedCRL is the value of the thisUpdate field in the most recently issued"CRL that has changed conten

The QTHER-REFERRAL provides extensibility to enable other non-CRL based revocation schemes to be accomm
in futyre.

This o

by certificate using systems as the source of revocation status information about certificates.

If this

extension is present and is recognized by a certificate using system, that system shall not use the CRL as a

of revocation status information. The system should useseither the information contained in this extension, of
meang outside the scope of this Specification, to locate appropriate revocation status information.

If this

extension is present but is not recognized,by-a certificate-using system, that system shall not use the CR|

sourcg of revocation status information. The syStem should use other means, outside the scope of this Specificat

locate

appropriate revocation information.

8.5.2.1 CRL stream identifier extension

The CRL stream identifier field is‘used to identify the context within which the CRL number is unique.

cRLStreamldentifier EXFTENSION n={
SYNTAX CRLStreamldentifier
IDENTIFIED B¥. id-ce-cRLStreamldentifier }

CRLStreamidentifier ::= INTEGER (0..MAX)

This extensiens always non-critical.

Each

value of this extension, per authority, shall be unique. The CRL stream identifier combined with a CRL N

as the

btional

t.

bdated

xtension, is always flagged critical, to ensure that the CRL containing this extension is not inadvertently relied on

source
other

[ as a
on, to

umber

serve as a unique 1dentifier for each CKL 1ssued by any given authority, regardless of the type ot CKL.

8.5.2.8 Ordered list extension

The ordered list extension indicates that the sequence of revoked certificates in the revokedCertificates field of a CRL is
in ascending order by either certificate serial number or revocation date. This field is defined as follows:

orderedList EXTENSION n={

SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED {

as
as
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cSerialNum (0),
cRevDate (1)}
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— ascSerialNum indicates that the sequence of revoked certificates in a CRL is in ascending order of
certificate serial number, based on the value of the serialNumber component of each entry in the list;

— ascRevDate indicates that the sequence of revoked certificates in a CRL is in ascending or
revocation date, based on the value of the revocationDate component of each entry in the list.

der of

If orderedList is not present, no information is provided as to the ordering, if any, of the list of revoked certificates in
the CRL.

8.5.2.9 Delta Information extension

This CRL extension is for use in CRLs that are not dCRLs and is used to indicate to relying parties that dCRLs are also

availapte forthe CRL containming this cXIENSIon. 1 N¢ eXIENSIoNn provides e tocation at Whici the reiated dCRLES
found|and optionally the time at which the next dCRL is to be issued.
deltalnfo EXTENSION o= {
SYNTAX Deltalnformation
IDENTIFIED BY id-ce-deltalnfo }
Dgltalnformation = SEQUENCE {
deltaLocation GeneralName,
nextDelta GeneralizedTime OPTIONAL }
This extension is always non-critical.

8.6

8.6.1
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CRL distribution points and delta-CRL extensions

Requirements

is possible for revocation lists to become large and unwieldy,)the ability to represent partial CRLs is re
ent solutions are needed for two different types of implementations that process CRLs.

rst type of implementation is in individual workstations, possibly in an attached cryptographic token.
mentations are likely to have limited, if any, trusted’storage capacity. Therefore the entire CRL would neeq
hed to determine if it is valid, and then to see if the certificate is valid. This processing could be lengthy if th
. Partitioning of CRLs is required to eliminate this problem for these implementations.

cond type of implementation is on high.performance servers where a large volume of messages is processed
Ction processing server. In this environment CRLs are typically processed as a background task where, af]
s validated, the contents of the CRL -are stored locally in a representation which expedites their examinatig
t for each certificate indicating-ifit has been revoked. This representation is held in trusted storage. This t
will typically require up-to=daté CRLs for a large number of authorities. Since it already has a list of prey
bd certificates, it only needs 1o retrieve a list of newly revoked certificates. This list, called a dCRL, will be §
quire fewer resources to-retrieve and process than a complete CRL.

llowing requirements’'therefore relate to CRL distribution points and dCRLs:

a) In ordér to control CRL sizes, it needs to be possible to assign subsets of the set of all certificates
by ‘one authority to different CRLs. This can be achieved by associating every certificate with
distribution point which is either:

— a Directory entry whose CRL attribute will contain a revocation entry for that certificate, if]

can be

uired.

These
to be
e CRL

e.g.a
er the
n, e.g.
ype of
iously
maller

issued
CRL

it has

been revoked; or

— a location such as an electronic mail address or Internet Uniform Resource Identifier from which the

applicable CRL can be obtained.

b) For performance reasons, it is desirable to reduce the number of CRLs that need to be checked when

validating multiple certificates, e.g. a certification path. This can be achieved by having one CRL
sign and issue CRLs containing revocations from multiple authorities.

¢) There is a requirement for separate CRLs covering revoked authority certificates and revoked end
certificates. This facilitates processing of certification paths as the CRL for revoked authority certi

issuer

-entity
ficates

can be expected to be very short (usually empty). The authorityRevocationList and
certificateRevocationList attributes have been specified for this purpose. However, for this separation to
be secure, it is necessary to have an indicator in a CRL identifying which list it is. Otherwise, illegitimate

substitution of one list for the other cannot be detected.
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d) Provision is needed for a different CRL to exist for potential compromise situations (when there is a
significant risk of private key misuse) than that including all routine binding terminations (when there is

no significant risk of private key misuse).

e) Provision is also needed for partial CRLs (known as dCRLs) which only contain entries for certificates

that have been revoked since the issuance of a base CRL.
f)  For delta CRLs, provision is needed to indicate the date/time after which this list contains updates.

g) There is a requirement to indicate within a certificate, where to find the freshest CRL (e.g. most
delta).

CRL distribution point and delta-CRL extension fields

recent

CH

Di

Di

ry entry.
eld is defined as follows:
cRLDistributionPoints EXTENSION. ::= {

SYNTAX CRLDistRointsSyntax

IDENTIFIED BY id-ce-cRLDistributionPoints }
L DistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
stributionPoint ::=(SEQUENCE {

distributionPojnt [0] DistributionPointName OPTIONAL,
reasons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL }
stributionPointName ::= CHOICE {

fullName [0] GeneralNames,
nameRelativeToCRLIssuer  [1] RelativeDistinguishedName }

llowing extension fields are defined:
a) CRL distribution points;
b) Issuing distribution point,
c) Certificate issuer,
d) Delta CRL indicator,
e) Base update;
f)  Freshest CRL.

listribution points and freshest CRL shall be used only as a certificate extension. Issuing distribution point
ndicator and base update shall be used only as CRL extensions. Certificdte issuer shall be used only as a CRIl
ion.

| CRL distribution points extension
RL distribution points extension shall be used only a$,a certificate extension and may be used in aut

nts to which a certificate user should refer to asceftain if the certificate has been revoked. A certificate ug
a CRL from an applicable distribution point or_it'may be able to obtain a current complete CRL from the au

, delta
L entry

hority-

cates, end-entity public-key certificates, and in attribute,certificates. This field identifies the CRL distribution point

er can
hority

ReasonFlags ::= BIT STRING {

unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
privilegeWithdrawn (7),
aACompromise (8)}

The distributionPoint component identifies the location from which the CRL can be obtained. If this component is
absent, the distribution point name defaults to the CRL issuer name.
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When the fullName alternative is used or when the default applies, the distribution point name may have multiple name
forms. The same name, in at least one of its name forms, shall be present in the distributionPoint field of the issuing
distribution point extension of the CRL. A certificate-using system is not required to be able to process all name forms. It
may use a distribution point provided at least one name form can be processed. If no name forms for a distribution point
can be processed, a certificate-using system can still use the certificate provided requisite revocation information can be
obtained from another source, e.g. another distribution point or the authority's directory entry.

The nameRelativeToCRLIssuer component can be used only if the CRL distribution point is assigned a directory name
that is directly subordinate to the directory name of the CRL issuer. In this case, the nameRelativeToCRLIssuer
component conveys the relative distinguished name with respect to the CRL issuer directory name.

The reasons component indicates the revocation reasons covered by this CRL. If the reasons component is absent, the
correspondlng CRL dlstrlbutlon pomt dlstr1butes a CRL Wthh w1ll contain an entry for this certlﬁcate 1f thls certificate
has bee R r r ns are
covergd by the correspondlng CRL dlstrlbutlon pomt

The cRLIssuer component identifies the authority that issues and signs the CRL. If this component is_absent, the CRL
issuer|name defaults to the certificate issuer name.

This gxtension may, at the option of the certificate issuer, be either critical or non-critical,~“In the interdsts of
interoperability, it is recommended that it be flagged non-critical.

If this| extension is flagged critical then a certificate-using system shall not use the certificate without first retrieving and
checking a CRL from one of the nominated distribution points covering the reagon\ codes of interest. Whdre the
distribution points are used to distribute CRL information for all revocation reasofi-codes and all certificates issyed by
the CA include the cRLDistributionPoints as a critical extension, the CA is notrequired to also publish a full ¢RL at
the CA entry.

If this| extension is flagged non-critical and a certificate-using system does/nhot recognize the extension field typ¢, then
that system should only use the certificate if:

— it can acquire and check a complete CRL from the authority (that the latter CRL is complete is indicated
by the absence of an issuing distribution point extension field in the CRL);

—  revocation checking is not required under loeal*policy; or

—  revocation checking is accomplished by other means.

NOTE 1 — It is possible to have CRLs issued by more than one CRL issuer for the one certificate. Coordination of theye CRL
isspiers and the issuing authority is an aspect of authority policy.

NQTE 2 — The meaning of each reason codef(is as defined in the Reason Code field in 8.5.2.2 of this Specification.

8.6.2.2 Issuing distribution point ¢xtension

This RL extension field identifies the CRL distribution point for this particular CRL, and indicates if the CRL is limited
to revpcations for end-entity_Certificates only, for authority certificates only, or for a limited set of reasons only. The
CRL is signed by the CRL-issuer's key — CRL distribution points do not have their own key pairs. However, for p CRL
distributed via the Directofy, the CRL is stored in the entry of the CRL distribution point, which may not be the didectory
entry pf the CRL issuersf this field is absent, the CRL shall contain entries for all revoked unexpired certificates [issued
by the| CRL issuer.

This fleld is defined as follows:
isguingDistributionPoint EXTENSION ::= {

[ SYNTAX Issung.leBo.m.tS.anax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserCerts [11 BOOLEAN DEFAULT FALSE,
onlyContainsAuthorityCerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE,
onlyContainsAttributeCerts [5] BOOLEAN DEFAULT FALSE }

The distributionPoint component contains the name of the distribution point in one or more name forms. If this field is
absent, the CRL shall contain entries for all revoked certificates issued by the CRL issuer. After a certificate appears on a
CRL, it may be deleted from a subsequent CRL after the certificate's expiry.
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If onlyContainsUserCerts is true, the CRL only contains revocations for end-entity certificates. If
onlyContainsAuthorityCerts is true, the CRL only contains revocations for authority certificates. If onlySomeReasons
is present, the CRL only contains revocations for the identified reason or reasons, otherwise the CRL contains
revocations for all reasons.

If indirectCRL is true, then the CRL may contain revocation notifications from authorities other than the issuer of the
CRL. The particular authority responsible for each entry is as indicated by the certificate issuer CRL entry extension in
that entry or in accordance with the defaulting rules described in 8.6.2.3. In such a CRL, it is the responsibility of the
CRL issuer to ensure that the CRL is complete in that it contains all revocation entries, consistent with
onlyContainsUserCerts, onlyContainsAuthorityCerts, and onlySomeReasons indicators, from all authorities that
identify this CRL issuer in their certificates.

If onlyContainsAttributeCerts is TRUE, the CRL only contains revocations for attribute certificates.

For (JRLs distributed via the Directory, the following rules regarding use of attributes apply. A CRL whi¢h has
onlyContainsAuthorityCerts sct shall be distributed via the authorityRevocationList attribute of thelassdciated
distrifution point or, if no distribution point is identified, via the authorityRevocationList attribute of the CRL|issuer
entry.|Otherwise the CRL shall be distributed via the certificateRevocationList attribute of the assodiated distripution
point ¢r, if no distribution point is identified, via the certificateRevocationList attribute of the authority entry.

This gxtension is always critical. A certificate user which does not understand this extension cainot'assume that the CRL
contaips a complete list of revoked certificates of the identified authority. CRLs not containiing critical extensionp shall
contaip all current CRL entries for the issuing authority, including entries for all revoked\user certificates and authority
certificates.

NOTE 1 — The means by which revocation information is communicated by authorities t0“ORL issuers is beyond the scopd of this
Refommendation | International Standard.

NQTE 2 — If a authority issues, from its own directory entry (i.e. not from a separately-named CRL distribution point), a CRL with
onjyContainsUserCerts or onlyContainsAuthorityCerts set, then the authorityshould ensure that all certificates covered |by this
CRL contain the basicConstraints extension.

8.6.2.3 Certificate issuer extension

This ¢RL entry extension identifies the certificate issuer associated with an entry in an indirect CRL, i.e. a CRL that has
the inglirectCRL indicator set in its issuing distribution point extension. If this extension is not present on the firsf entry
in an [indirect CRL, the certificate issuer defaults to the €RL issuer. On subsequent entries in an indirect CRL, |if this
extendion is not present, the certificate issuer for the entry is the same as that for the preceding entry.

This fleld is defined as follows:

ceftificatelssuer EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }

This gxtension is always critical. If an’/implementation ignored this extension it could not correctly attribute CRL pntries
to cerfificates.

8.6.2.4 Delta CRL indicator extension

The dglta CRL indicatorfield identifies a CRL as being a delta CRL (dCRL) that provides updates to a referenced base
CRL. [The referenced base CRL is a CRL that was explicitly issued as a CRL that is complete for a given scopg. The
CRL ¢ontaining\the delta CRL indicator extension contains updates to the certificate revocation status for tha{ same
scope] This scepe does not necessarily include all revocation reasons or all certificates issued by a CA, especially|in the
case where the CRL is a CRL distribution point. However, the combination of a CRL containing the delta CRL indlicator
extengion plus the CRL referenced in the BaseCRLNumber component of this extension is equivalent to a full CRL, for
the applicable scope, at the time of publication of the dCRL.

This field is defined as follows:

deltaCRLIndicator EXTENSION ::= {
SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber

The value of type BaseCRLNumber identifies the CRL number of the base CRL that was used as the foundation in the
generation of this dCRL. The referenced CRL shall be a CRL that is complete for the applicable scope.

This extension is always critical. A certificate user that does not understand the use of dCRLs should not use a CRL
containing this extension, as the CRL may not be as complete as the user expects.
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8.6.2.5 Base update extension

The base update field is for use in dCRLs and is used to identify the date/time after which this delta provides updates to
the revocation status. This extension should only be used in dCRLs that contain the deltaCRLIndicator extension. A
dCRL that instead contains the criScope extension, does not require this extension as the baseThisUpdate field of the
crlScope extension can be used for the same purpose.

baseUpdateTime EXTENSION n={
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime }

This extension is always non-critical.

8.6.2.6 Freshest CRL extension

The ffeshest CRL extension shall be used only as a certificate extension and may be used in certificates~issped to
authofities as well as certificates issued to users. This field identifies the CRL to which a certificate user should rgfer to
obtain| the freshest revocation information (e.g.: latest dCRL). This field is defined as follows:

frgshestCRL EXTENSION n={
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

This gxtension may, at the option of the certificate issuer, be either critical or non-criticaltdf the freshest CRL extension
is madle critical, a certificate-using system shall not use the certificate without first retrieving and checking the ffeshest
CRL. |If the extension is flagged non-critical the certificate using system may use loeal means to determine whether or
not th¢ freshest CRL is required to be checked.

9 Delta CRL relationship to base

A dCRL includes either a deltaCRLIndicator or a criScope extension to indicate the base revocation information|that is
being updated with this dCRL.

If the [deltaCRLIndicator is present in a dCRL, the base révocation information that is being updated is the bas¢ CRL
referepiced in that extension. The base CRL referenced by.a’deltaCRLIndicator extension shall be a CRL that is isgued as
complete for its scope (i.e. it is not itself a dCRL).

If the [crIScope extension is present and contains:the baseRevocationinfo component to reference the base revdcation
infornpation that is being updated, this is a refetence to a particular point in time from which this dCRL provides updates.
The bLseRevocationInfo component referenees a CRL that may or may not have been issued as one that is complgte for
that sfope (i.e. the referenced CRL_mhay only have been issued as a dCRL). However, the dCRL containihg the
baseRevocationInfo component updates the revocation information that is complete for the scope of the refefenced
CRL 4t the time that the referencéd CRL was issued. The certificate user may apply the dCRL to a CRL that is complete
for the given scope and that was-issued at the same time as or after the CRL referenced in the dCRL containipg the
baseRevocationIinfo compgnent was issued.

Because of the potentid] fot conflicting information a CRL shall not contain both the deltaCRLIndicator extensior] and a
criScope extension‘with the baseRevocationinfo component. A CRL may contain both the deltaCRLIndicator
extendion and crlScope extension only if the baseRevocationIinfo component is not present in the criScope extengion.

A dCRL maysalso be an indirect CRL in that it may contain updated revocation information related to base CRLs [issued
by ong of ‘more than one authorities. The crlScope extension shall be used as the means of identifying a CRLJ as an
indiregt dCRL. The crlScope extension shall contain one instance of the PerAuthorityScope component for each base
CRL for which the indirect dCRL provides updated information.

Application of a dCRL to the referenced base revocation information shall accurately reflect the current status of
revocation.

— A certificate's revocation notice, with revocation reason certificateHold, may appear on either a dCRL or
a CRL that is complete for a given scope. This reason code is intended to indicate a temporary revocation
of the certificate pending a further decision on whether to permanently revoke the certificate or reinstate it
as one that is not revoked.

e [Ifa certificate was listed as revoked with revocation reason certificateHold on a CRL (either a dCRL
or a CRL that is complete for a given scope), whose cRLNumber is n, and the hold is subsequently
released, the certificate shall be included in all dCRLs issued after the hold is released where the
cRLNumber of the referenced base CRL is less than or equal to n. Depending on the extension used
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Certifj

—BaseRevocationinfocompoment of thecRESTtopetxtensio:

Certification path processing procedure

to indicate that this CRL is a dCRL, the CRL number of a referenced base CRL is either the value of
the BaseCRLNumber component of the deltaCRLIndicator extension or the cRLNumber element of
the BaseRevocationInfo component of the cRLScope extension. The certificate shall be listed with
revocation reason removeFromCRL unless the certificate is subsequently revoked again for one of
the revocation reasons covered by the dCRL, in which case the certificate shall be listed with the
revocation reason appropriate for the subsequent revocation.

»  If the certificate was not removed from hold, but was permanently revoked, then it shall be listed on
all subsequent dCRLs where the cRLNumber of the referenced base CRL is less than the
cRLNumber of the CRL (either a dCRL or a CRL that is complete for the given scope) on which the
permanent revocation notice first appeared. Depending on the extension used to indicate that this
CRL is a dCRL, the CRL number of a referenced base CRL is either the value of the
BaseCRLNumber component of the deltaCRLIndicator extension or the cRLNumber element of the

A certificate's revocation notice may first appear on dCRL and it is possible that the certificate's vialidity
period might expire before the next CRL that is complete for the applicable scope is dssued. [n this
situation, that revocation notice shall be included in all subsequent dCRLs until that revocation nqtice is
included on at least one issued CRL that is complete for the scope of that certificate.

| that is complete for a given scope, at the current time, can be constructed locally in either-gf'the following ways:

by retrieving the current dCRL for that scope, and combining it with an issued)CRL that is complpte for
that scope and that has a cRLNumber greater than or equal to the cRLNumbér of the base CRL refefenced
in the dCRL; or

by retrieving the current dCRL for that scope and combining it with’a locally constructed CRL [that is
complete for that scope and that was constructed with a dCRLthat has a cRLNumber greater than or
equal to the cRLNumber of the base CRL referenced in the cutrent dCRL.

cation path processing is carried out in a system whicheeds to use the public key of a remote end entity| e.g. a

systenmh which is verifying a digital signature generated by.a remote entity. The certificate policies, basic consfraints,

name
implei

Folloy
equivy
derive

10.1
The in

a)

Path processing inputs

puts to the certification path;processing procedure are:

constraints, and policy constraints extensions. have been designed to facilitate automated, self-corftained
mentation of certification path processing logic.

ving is an outline of a procedure for validating certification paths. An implementation shall be functfonally
lent to the external behaviour resulting from this procedure. The algorithm used by a particular implementafion to
the correct output(s) from the given ifiputs is not standardized.

a set of certificates comprising a certification path;

NOTE - Each.certificate in a certification path is unique. A path that contains the same certificate two or more {imes is
not a valid eettification path.

b) a_trusted public key value or key identifier (if the key is stored internally to the certification path
precessing module), for use in verifying the first certificate in the certification path;

¢) \(an initial-policy-set comprising one or more certificate policy identifiers, indicating that any one of these
policies would be acceptable to the certificate user for the purposes of certification path processinyg; this
mputcamratso-take the-spectat-vatue any-poticy;

d) an initial-explicit-policy indicator value, which indicates if an acceptable policy identifier needs to
explicitly appear in the certificate policies extension field of all certificates in the path;

e) an initial-policy-mapping-inhibit indicator value, which indicates if policy mapping is forbidden in the
certification path;

f) an initial-inhibit-policy indicator value, which indicates if the special value anyPolicy, if present in a
certificate policies extension, is considered a match for any specific certificate policy value in a
constrained set; and

g) the current date/time (if not available internally to the certification path processing module).

The values of ¢), d), ¢) and f) will depend upon the policy requirements of the user-application combination that needs to
use the certified end-entity public key.
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Note that because these are individual inputs to the path validation process, a certificate user may limit the trust it places
in any given trusted public key to a given set of certificate policies. This can be achieved by ensuring that a given public
key is the input to the process only when initial-policy-set input includes policies for which the certificate user trusts that
public key. Since another input to the process is the certification path itself, this control could be exercised on a
transaction by transaction basis.

10.2 Path processing outputs

The outputs of the procedure are:

a)
b)

an indication of success or failure of certification path validation;

if validation failed, a diagnostic code indicating the reason for failure;

Ay
v

d)

e)

f)

NQTE - If validation is successful, the certificate-using system may still choose not to use the €ertificate as a result of v4
policy qualifiers or other information in the certificate.

10.3 Path processing variables

The pfocedure makes use of the following set of state variables:

a)

b)

c)

d)

e)

2)

h)

tllC DCt Uf dutlluliticb—bullbtldillcd P\)li\.«icb dlld tllcil ab)uyiatcd tiua‘liﬁclb ill abbUlddlle Wltll Wlll
certification path is valid, , or the special value any-policy;

the set of user-constrained policies, formed from the intersection of the authorities-constrained-pol]
and the initial-policy-set,

explicit-policy-indicator, indicating whether the certificate user or an authority in the-path requires
acceptable policy be identified in every certificate in the path; and

details of any policy mapping that occurred in processing the certification path’

authorities-constrained-policy-set: A table of policy identifiers and qualifiers from the certificates
certification path (rows represent policies, their qualifiers and mapping history, and columns ref
certificates in the certification path);

h the

jcy-set

hat an

lues of

of the
resent

permitted-subtrees: A set of subtree specifications defining subtrees within which all subject names in

subsequent certificates in the certification path'need to fall, or may take the special value unbounded|

excluded-subtrees: A (possibly empty) set of subtree specifications (each comprising a subtree basg
and maximum and minimum levelyindicators) defining subtrees within which no subject nam
subsequent certificate in the certifidation path may fall;

explicit-policy-indicator: Indicates whether an acceptable policy needs to be explicitly identified in
certificate in the path;

path depth: An integer-gqual to one more than the number of certificates in the certification path for
processing has beepcompleted;

policy-mappingfinfibit-indicator: Indicates whether policy mapping is inhibited;

inhibit-any-peficy-indicator: Indicates whether the special value anyPolicy is considered a match f
specificcertificate policy;

pending-constraints: Details of explicit-policy inhibit-policy-mapping and/or inhibit-any-
constraints which have been stipulated but have yet to take effect. There are three one-bit indicators
explicit-policy-pending, policy-mapping-inhibit-pending and inhibit-any-policy-pending together w
each, an integer called skip-certificates which gives the number of certificates yet to skip befq
constraint takes effect.

name
 in a

every

which

or any

policy
called
th, for
re the

10.4 Initialization step

The procedure involves an initialization step, followed by a series of certificate-processing steps. The initialization step

comprises:

a)

b)
¢)
d)
e)

Write any-policy in the zeroth and first columns of the zeroth row of the authorities-constrained-policy-

set table;

Initialize the permitted-subtrees variable to unbounded;

Initialize the excluded-subtrees variable to an empty set;

Initialize the explicit-policy-indicator to the initial-explicit-policy value;

Initialize path-depth to one;
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10.5

f)

2)
h)

Initialize the policy-mapping-inhibit-indicator to the initial-policy-mapping-inhibit value;
Initialize the inhibit-any-policy-indicator to the initial-inhibit-policy value;

Initialize the three pending-constraints indicators to unset.

Certificate processing

Each certificate is then processed in turn, starting with the certificate signed using the input trusted public key. The last
certificate is considered to be the end certificate; any other certificates are considered to be intermediate certificates.

10.5.1

Basic certificate checks

The fq

10.5.2

For ar
the st

llowing checks are applied to a certificate:

a)

b)

d)

g)

Check that the signature verifies, that dates are valid, that the certificate subject and ceftificate
names chain correctly, and that the certificate has not been revoked.

For an intermediate certificate, if the basic constraints extension field is present inthe certificate,
that the cA component is present and set to true. If the pathLenConstraint comipenent is present,
that the current certification path does not violate that constraint (ignoring intermediate self;
certificates).

If the certificate policies extension is not present, then set the authoritiés-constrained-policy-set to 1
deleting all rows from the authorities-constrained-policy-set table.

If the certificate policies extension is present, then for eaCh policy, P, in the extension othe
anyPolicy, attach the policy qualifiers associated with /X to ‘each row in the authorities-constn
policy-set table whose [path-depth] column entry contaifis the value P. If no row in the authd
constrained-policy-set table contains P in its [path-depth] column entry but the value in authd
constrained-policy-set[0, path-depth] is any-policy, then add a new row to the table by duplicati
zeroth row and writing the policy identifier P along’with its qualifiers in the [path-depth] column e
the new row.

If the certificate policies extension is present and does not include the value anyPolicy or if the i
any-policy-indicator is set, then delete any row for which the [path-depth] column entry contai
value any-policy along with any row for which the [path-depth] column entry does not contain one
values in the certificate policies gxtension.

If the certificate policies extension is present and includes the value anyPolicy and the inhibit-any-j
indicator is not set, them attach the policy qualifiers associated with anyPolicy to each row
authorities-constrainedjpolicy-set table whose [path-depth] column entry contains the value any-po
contains a value that does not appear in the certificate policies extension.

issuer

check
check
issued

ll by

r than
ined-
rities-
rities-
ng the
htry of

nhibit-
ns the
of the

bolicy-
in the
Jicy or

If the certificate is not an intermediate self-issued certificate, check that the subject name is within the

name-space-given by the value of permitted-subtrees and is not within the name-space given by thd
of excliided-subtrees.

Processing intermediate certificates

intérniediate certificate, the following constraint recording actions are then performed, in order to correctly|
tévariables for the processing of the next certificate:

value

set up

44

a)

b)

If the nameConstraints extension with a permittedSubtrees component is present in the certificate, set
the permitted-subtrees state variable to the intersection of its previous value and the value indicated in the

certificate extension.

If the nameConstraints extension with an excludedSubtrees component is present in the certificate, set

the excluded-subtrees state variable to the union of its previous value and the value indicated
certificate extension.

If policy-mapping-inhibit-indicator is set:

—  process any policy mappings extension by, for each mapping identified in the extension, loc
rows in the authorities-constrained-policy-set table whose [path-depth] column entry is equal
issuer domain policy value in the extension and delete the row.
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If policy-mapping-inhibit-indicator is not set:

process any policy mappings extension by, for each mapping identified in the extension, locate all
rows in the authorities-constrained-policy-set table whose [path-depth] column entry is equal to the
issuer domain policy value in the extension, and write the subject domain policy value from the
extension in the [path-depth+1] column entry of the same row. If the extension maps an issuer
domain policy to more than one subject domain policy, then the affected row is copied and the new
entry added to each row. If the value in authorities-constrained-policy-set[0, path-depth] is any-
policy, then write each issuer domain policy identifier from the policy mappings extension in the
[path-depth] column, making duplicate rows as necessary and retaining qualifiers if they are present,
and write the subject domain policy value from the extension in the [path-depth+1] column entry of
the same row.

10.5.3

For al

e)

g)

Explicit policy indicator processing

certificates, the following/actions are then performed:

a)

1t the policy-mapping-inhibif-pending ndicator 1S set and the certificate 1s not selif-1ssued, dectement
the corresponding skip-certificates value and, if this value becomes zero, set the policy=mupping-
inhibit-indicator.

If the inhibitPolicyMapping constraint is present in the certificate, perform the following.|For a
SkipCerts value of 0, set the policy-mapping-inhibit-indicator. For any other SKipCerts valpe, set
the policy-mapping-inhibit-pending indicator, and set the corresponding skip-¢éertificates value| to the
lesser of the SkipCerts value and the previous skip-certificates value (ifthe policy-mapping-iphibit-
pending indicator was already set).

For any row not modified in either step c) or d), above (and every row-in the case that there is no mapping
extension present in the certificate), write the policy identifier from-{path-depth] column in the |[path-

depth+1] column of the row.

If inhibit-any-policy-indicator is not set:

Increment [path-depth].

If explicit-policy-indicator is not set:

If the inhibit-any-policy-pending indicator is set and the certificate is not self-issued, decrem¢nt the
corresponding skip-certificates value and, if this' value becomes zero, set the inhibit-any-policy-
indicator.

If the inhibitAnyPolicy constraint is-prensent in the certificate, perform the following. |For a
SkipCerts value of 0, set the inhibjtcany-policy-indicator. For any other SkipCerts value, et the
inhibit-any-policy-pending indicator, and set the corresponding skip-certificates value to the legser of
the SkipCerts value and the previous skip-certificates value (if the inhibit-any-policy-pénding
indicator was already set),

ifithe explicit-policy-pending indicator is set and the certificate is not a self-issued intermpediate
certificate, decrement the corresponding skip-certificates value and, if this value becomes zefo, set
explicit-policy-indicator.

If the requireExplicitPolicy constraint is present in the certificate, perform the following.|For a

SkipC ; = = ; TSet the
explicit-policy-pending indicator, and set the corresponding skip-certificates value to the lesser of the
SkipCerts value and the previous skip-certificates value (if the explicit-policy-pending indicator was
already set).

If the requireExplicitPolicy component is present, and the certification path includes a certificate
issued by a nominated CA, it is necessary for all certificates in the path to contain, in the certificate
policies extension, an acceptable policy identifier. An acceptable policy identifier is the identifier of
the certificate policy required by the user of the certification path, the identifier of a policy which has
been declared equivalent to it through policy mapping, or any-policy. The nominated CA is either the
issuer CA of the certificate containing this extension (if the value of requireExplicitPolicy is 0) or a
CA which is the subject of a subsequent certificate in the certification path (as indicated by a non-
zero value).
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10.5.4  Final processing

For the end-certificate, the following actions are then performed:

a) If explicit-policy-indicator is set, check that the authorities-constrained-policy-set table is not empty. If
any of the above checks were to fail, then the procedure shall terminate, returning a failure indication, an
appropriate reason code, explicit-policy-indicator and null values in the user-constrained-policy-set and

the authorities-constrained-policy-set table.

If none of the above checks were to fail on the end certificate, then the user-constrained-policy-set shall be calculated by
forming the intersection of the authorities-constrained-policy-set and the initial-policy-set. If the authorities-
constrained-policy-set[0, path-depth] is any-policy, then the authorities-constrained-policy-set is any-policy. Otherwise,
the authorities-constrained-policy-set is, for each row in the table, the value in the left-most cell which does not contain

the id
policy

ETIterany-poticy- T et procedure st termimate; Tetrming @ SUCCess MAication togeter Wit the .

the authority constrained set and user constrained set is null, the path is valid under authority constrained policy
none i acceptable to the user.

11

This

PKI directory schema

specifjcation of relevant object classes, attributes and attribute value matching rules.

11.1

This |

11.1.1

The P

pk

11.1.2

The P

ID

PKI directory object classes and name forms
pbclause includes the definition of object classes used to representdPK¥Vobjects in the Directory.
PKI user object class

K1 user object class is used in defining entries for objectsithat may be the subject of public-key certificates.

User OBJECT-CLASS :={
SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {userCertificate}
ID id-oc-pkiUser }

PKI CA object class

KI CA object class is used it defining entries for objects that act as certification authorities.
CA OBJECT-CLASS” ::={
SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {cACertificate |

certificateRevocationList |
authorityRevocationList |
crossCertificatePair }
id-oc-pkiCA }

iplicit-

Lindicator, the authorities-constrained-policy-set table and the user-constrained-policy-set. If the interseefion of

5), but

lause defines the directory schema elements used to represent PKI information G the Directory. It includes

11.1.3—CRLdistribution poimts object class and name form

The CRL Distribution Point object class is used in defining entries for object which act as CRL Distribution Points.

cRLDistributionPoint OBJECT-CLASS n={
SUBCLASS OF {top}
KIND structural
MUST CONTAIN { commonName }
MAY CONTAIN { certificateRevocationList |

authorityRevocationList |
deltaRevocationList }
ID id-oc-cRLDistributionPoint }

The CRL Distribution Point name form specifies how entries of object class cRLDistributionPoint may be named.

46
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cRLDistPtNameForm NAME-FORM ::={
NAMES cRLDistributionPoint
WITH ATTRIBUTES { commonName}
ID id-nf-cRLDistPtNameForm }

11.1.4  Delta CRL object class

The delta CRL object class is used in defining entries for objects that hold delta revocation lists (e.g. CAs, AAs etc.).

deltaCRL OBJECT-CLASS :={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
1D id-oc-deltaCRL }

11.1.§  Certificate Policy & CPS object class

The P CPS object class is used in defining entries for objects that contain certificate policy and/or.cértification p
infornpation.
cpCps OBJECT-CLASS :={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
ID id-oc-cpCps }

11.1.4

The P|
conjuf

pk

11.2

This |

11.2.1

A usd
contai

us

lerCertificate ATTRIBUTE := {

PKI certificate path object class

K1 cert path object class is used in defining entries for objects that contain PKI paths. It will generally be

iction with entries of structural object class pkiCA.

CertPath OBJECT-CLASS :={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { pkiPath }

ID id-oc-pkiCertPath’},

PKI directory attributes

nbclause includes the definition of directory attributes to store PKI information elements in the Directory.

User certificateattribute

r may obtain_ ‘éne or more public-key certificates from one or more CAs. The userCertificate attribut
ns the public-key certificates a user has obtained from one or more CAs.

11.2.2

Factice

sed in

e type

WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-userCertificate}

CA certificate attribute

The cAcCertificate attribute of a CA's directory entry shall be used to store self-issued certificates (if any) and certificates
issued to this CA by CAs in the same realm as this CA. In the case of v3 certificates, these certificates shall include a
basicConstraints extension with the cA value set to TRUE. The definition of realm is purely a matter of local policy.

cACertificate ATTRIBUTE := {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-cAcertificate }

ITU-T Rec. X.509 (2000 E)
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11.2.3  Cross certificate pair attribute

The issuedToThisCA elements of the crossCertificatePair attribute of a CA's directory entry shall be used to store all,
except self-issued certificates issued to this CA. Optionally, the issuedByThisCA elements of the crossCertificatePair
attribute, of a CA's directory entry may contain a subset of certificates issued by this CA to other CAs. If a CA issues a
certificate to another CA, and the subject CA is not a subordinate to the issuer CA in a hierarchy, then the issuer CA shall
place that certificate in the issuedByThisCA clement of the crossCertificatePair attribute of its own directory entry.
When both the issuedToThisCA and the issuedByThisCA elements are present in a single attribute value, issuer name
in one certificate shall match the subject name in the other and vice versa, and the subject public key in one certificate
shall be capable of verifying the digital signature on the other certificate and vice versa. The term forward was used in

previous editions for issuedToThisCA and the term reverse was used in previous editions for issuedByThisCA.

When an issuedByThisCA element is present, the issuedToThisCA element value and the issuedByThisCA element

value

salue or

two attribute values.

THOTer

cednaotbectaredin-the cama atteiboto alio- 10 othor saxede thaoys can bectored 1n oithaor o0 cinalg ottt to
IeeahHotoe-Storeath—tne-Same-attriodte—vatrte-etner—worea Storea—+ Ter-a-SHgre-attiodt

Ot Sy St oT

In thelcase of v3 certificates, these shall include a basicConstraints extension with the cA value set to TRUE:

crpssCertificatePair ATTRIBUTE := {
WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
ID id-at-crossCertificatePair }

CdrtificatePair n=
issuedToThisCA [0]
issuedByThisCA [1]

SEQUENCE {
Certificate OPTIONAL,
Certificate OPTIONAL

-- at least one of the pair shall be present™--}

(WITH COMPONENTS {..., issuedToThisCA PRESENT} |
WITH COMPONENTS {..., issuedByThisCA PRESENT})
11.2.4 Certificate revocation list attribute

The fqllowing attribute contains a list of revoked certificates.

ceftificateRevocationList

WITH SYNTAX

EQUALITY MATCHING RULE
ID

11.2.5

ATTRIBUTE :=.{
CertificateList
certificateListExactMatch
id-at-certificateRevocationList }

Authority revocation list attribute

The fqllowing attribute contains a list of revoked authority certificates.

authorityRevocationList

WITH SYNTAX

EQUALITY MATCHING RULE
ID

11.2.d Delta revocation\list attribute

ATTRIBUTE := {
CertificateList
certificateListExactMatch
id-at-authorityRevocationList }

The fallowing attributétype is defined for holding a dCRL in a directory entry:

deltaRevocationList

WITH SYNTAX

EQUALITY MATCHING RULE
ID

ATTRIBUTE ::= {
CertificateList
certificateListExactMatch
id-at-deltaRevocationList }

11.2. Supported algorithms attribute

A Directory attribute is defined to support the selection of an algorithm for use when communicating with a remote end
entity using certificates as defined in this Directory Specification. The following ASN.1 defines this (multi-valued)

attribute:

supportedAlgorithms ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE
ID

SupportedAlgorithm ::= SEQUENCE {
algorithmldentifier
intendedUsage
intendedCertificatePolicies
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algorithmldentifierMatch
id-at-supportedAlgorithms }

Algorithmldentifier,
KeyUsage OPTIONAL,
CertificatePoliciesSyntax OPTIONAL }
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Each value of the multi-valued attribute shall have a distinct algorithmldentifier value. The value of the intendedUsage
component provides an indication of the intended usage of the algorithm (see 8.2.2.3 for recognized uses). The value of
the intendedCertificatePolicies component identifies the certificate policies and, optionally, certificate policy qualifiers
with which the identified algorithm may be used.

11.2.8  Certification practice statement attribute

The certificationPracticeStmt attribute is used to store information about an authority's certification practice statement.

certificationPracticeStmt ATTRIBUTE := {
WITH SYNTAX InfoSyntax
ID id-at-certificationPracticeStmt }
Inf X L= CHOICE {
content DirectoryString {ub-content},
pointer SEQUENCE {
name GeneralNames,
hash HASH { HashedPolicyinfo } OPTIONAL } }
PQLICY := TYPE-IDENTIFIER
Hashe¢dPolicyinfo == POLICY.&Type( {Policies} )

If co

If poi
practi
practi

the referenced document.

11.2.9  Certificate policy attribute

The certificatePolicy attribute is used to store information about a certificate policy.
ceftificatePolicy ATTRIBUTE := {
WITH SYNTAX PolicySyntax
ID id-at-certificatePolicy }
PdlicySyntax ::= SEQUENCE {
policyldentifier PolicylD,
policySyntax InfoSyntax
}
PqlicylD := CertPolicyld
The pplicyldentifier component includes the object identifier registered for the particular certificate policy.

If content is presentythe‘complete content of the certificate policy is included.

If poi
locate
found

Policri[s POLICY ::={...} -- Defined by implementors --

ent is present, the complete content of the authority's certification practice stafemient is included.

hter is present, the name component references one or more locations where a copy of the authority's certif
e statement can be located. If the hash component is present, it contain§ a HASH of the content of the certif]
e statement that should be found at a referenced location. This hash.ean be used to perform an integrity ch

at a‘teferenced location. This hash can be used to perform an integrity check of the referenced document.

cation
cation
eck of

hter is present, the name component references one or more locations where a copy of the certificate policy fan be
1. If théShash component is present, it contains a HASH of the content of the certificate policy that shopld be

11.2.1

0  PKI path attribute

The PKI path attribute is used to store certification paths, each consisting of a sequence of cross-certificates.

pk

Pk

iPath ATTRIBUTE ::={

WITH SYNTAX PkiPath

ID id-at-pkiPath }

iPath ::= SEQUENCE OF CrossCertificates

This attribute can be stored in the CA directory entry and would contain some certification paths from that CA to other
CAs. This attribute, if used, enables more efficient retrieval of cross-certificates that form frequently used certification
paths. As such there are no specific requirements for this attribute to be used and the set of values that are stored in the
attribute will likely not represent the complete set of forward certification paths for any given CA.
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11.3 PKI directory matching rules

This Directory Specification defines matching rules for use with attributes of type Certificate, CertificatePair,
CertificateList, CertificatePolicy, and SupportedAlgorithm, respectively. This clause also defines matching rules to
facilitate the selection of certificates or CRLs with specific characteristics from multi-valued attributes holding multiple

certificates or CRLs.

11.3.1  Certificate exact match

The certificate exact match rule compares for equality a presented value with an attribute value of type Certificate. It

uniquely selects a single certificate.

certificateExactMatch MATCHING-RULE ::={

SYNTAX  CertificateExactAssertion
ID id-mr-certificateExactMatch }

CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name }

This matching rule returns TRUE if the components in the attribute value match those in the presented value.

11.3.2]  Certificate match

The certificate match rule compares a presented value with an attribute value of¢type Certificate. It selects one o

certififates on the basis of various characteristics.

ceftificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion

ID id-mr-certificateMatch }
CdrtificateAssertion ::= SEQUENCE {

serialNumber [0] CertificateSerialNumber = OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7]1 KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL

Al{fNameType ::5-CHOICE {
builtinNameForm ENUMERATED {

[ More

rfc822Name 1),
dNSName (2),
x400Address (3),
directoryName (4),

i (8)
uniformResourceldentifier (6),
iPAddress (7),
registeredid (8)},

otherNameForm OBJECT IDENTIFIER }

CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld

This matching rule returns TRUE if all of the components that are present in the presented value match the corresponding

components of the attribute value, as follows:
serialNumber matches if the value of this component in the attribute value equals that in the presented value;

issuer matches if the value of this component in the attribute value equals that in the presented value;
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subjectKeyldentifier matches if the value of this component in the stored attribute value equals that in the presented

value;

there is no match if the stored attribute value contains no subject key identifier extension;

authorityKeyldentifier matches if the value of this component in the stored attribute value equals that in the presented
value; there is no match if the stored attribute value contains no authority key identifier extension or if not all
components in the presented value are present in the stored attribute value;

certificateValid matches if the presented value falls within the validity period of the stored attribute value;

privateKeyValid matches if the presented value falls within the period indicated by the private key usage period
extension of the stored attribute value or if there is no private key usage period extension in the stored attribute value;

subjectPublicKeyAlgID matches if it is equal to the algorithm component of the algorithmldentifier of the
subjectPublicKeylnformation component of the stored attribute value;

keyUJage matches if all of the bits set in the presented value are also set in the key usage extension in_the

attriby

subje
comp

policy
stored|
comp

pathT]
certifi

subje

name
of the
exclud

11.3.3

The (
Certif|

ce

CertificatePairExactAssertion ::= SEQUENCE {

This
issue
issue

11.3.4

The ¢
or mo

te value, or if there is no key usage extension in the stored attribute value;

ctAltName matches if the stored attribute value contains the subject alternative name extension with.an AltN
nent of the same name type as indicated in the presented value;

matches if at least one member of the CertPolicySet presented appears in the certificate-policies extension|
attribute value or if either the presented or stored certificate contains the special value anyPolicy in the
nent. There is no match if there is no certificate policies extension in the stored attribute-value;

Cation path to the presented name value;
ct matches if the value of this component in the attribute value equals that in'the presented value;

Constraints matches if the subject names in the stored attribute valye are within the name space given by thg
permitted-subtrees component of the presented value and are net within the name space given by the value
ed-subtrees component of the presented value.

Certificate pair exact match

ertificate pair exact match rule compares for equality a presented value with an attribute value o
catePair. It uniquely selects a single cross-certificate pair.

rtificatePairExactMatch MATCHING-RULE = {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

issuedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,

issuedByThisCAAssertion [1] CertificateExactAssertion OPTIONAL }

( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

matching rule returns” TRUE if the components that are present in the issuedToThisCAAssertio
HiByThisCAAssertion components of the presented value match the corresponding components
HToThisCA and‘issuedByThisCA components, respectively, in the stored attribute value.

Certificate pair match

prtificate pair match rule compares a presented value with an attribute value of type CertificatePair. It seleq
Feeross-certificate pairs on the basis of various characteristics of either the issuedToThisCA or issuedByT

stored

ames

in the
policy

oName matches unless the certificate has a name constraints extension which ‘inhibits the constructiop of a

value
of the

[ type

h and
f the

ts one
hisCA

certificate of the pair.

certificatePairMatch MATCHING-RULE ::= {

SYNTAX  CertificatePairAssertion
ID id-mr-certificatePairMatch }

CertificatePairAssertion ::= SEQUENCE {

issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL }

( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

This matching rule returns TRUE if all of the components that are present in the issuedToThisCAAssertion and
issuedByThisCAAssertion components of the presented value match the corresponding components of the
issuedToThisCA and issuedByThisCA components, respectively, in the stored attribute value.
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11.3.5

Certificate list exact match

The certificate list exact match rule compares for equality a presented value with an attribute value of type

Certifi

cateList. It uniquely selects a single CRL.

certificateListExactMatch MATCHING-RULE ::= {

Ce

SYNTAX  CertificateListExactAssertion
ID id-mr-certificateListExactMatch }

rtificateListExactAssertion ::= SEQUENCE {

issuer Name,

thisUpdate Time,

distributionPoint DistributionPointName OPTIONAL }

The rjile returns TRUE if the components in the stored attribute value match those in the presented value:
distributionPoint component is present then it shall match in at least one name form.

11.3.4

The cgrtificate list match rule compares a presented value with an attribute value of type CertificateList. It selects
more CRLs on the basis of various characteristics.

certificateListMatch MATCHING-RULE ::= {

Cq

The n
comp

issue

minC
attriby

maxC
attriby

reaso
comp

attriby
contail

Certificate list match

SYNTAX CertificateListAssertion

ID id-mr-certificateListMatch }

rtificateListAssertion ::= SEQUENCE {

issuer Name OPTIONAL,

minCRLNumber [0] CRLNumber OPTIONAL,

maxCRLNumber [1] CRLNumber OPTIONAL,

reasonFlags ReasonFlags OPTIONAL,

dateAndTime Time OPTIONAL,

distributionPoint [2] DistributionPointName OPTIONAL,

authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL }

atching rule returns TRUE if all of the compenients that are present in the presented value match the corresp

nents of the stored attribute value, as follows:
matches if the value of this componentin the attribute value equals that in the presented value;

RLNumber matches if its valueis less than or equal to the value in the CRL number extension of the
te value; there is no match if the stored attribute value contains no CRL number extension;

RLNumber matches .if-its value is greater than or equal to the value in the CRL number extension of the
te value; there is né-match if the stored attribute value contains no CRL number extension;

hFlags matches if any of the bits that are set in the presented value are also set in the onlySomeRe
nents of the) issuing distribution point extension of the stored attribute value; there is also a match if the
te value contains no reasonFlags in the issuing distribution point extension, or if the stored attribute
hs g 1§suing distribution point extension;

If the

one or

nding

stored

stored

asons
stored
value

notices with that reason code.

dateAndTime matches if the value is equal to or later than the value in the thisUpdate component of the stored attribute
value and is earlier than the value in the nextUpdate component of the stored attribute value; there is no match if the

stored

attribute value contains no nextUpdate component;

distributionPoint matches if the stored attribute value contains an issuing distribution point extension and the value of
this component in the presented value equals the corresponding value, in at least one name form, in that extension;

authorityKeyldentifier matches if the value of this component in the stored attribute value equals that in the presented
value; there is no match if the stored attribute value contains no authority key identifier extension or if not all
components in the presented value are present in the stored attribute value.
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11.3.7  Algorithm identifier match

The algorithm identifier match rule compares for equality a presented value with an attribute value of type
SupportedAlgorithms.

algorithmldentifierMatch MATCHING-RULE::= {
SYNTAX  Algorithmldentifier
ID id-mr-algorithmldentifierMatch }

The rule returns TRUE if the presented value is equal to the algorithmldentifier component of the stored attribute value.

11.3.8  Policy match

The policy match rule compares for equality a presented value with an attribute value of type CertificatePolicy or an

attribyte-vatue Uft_ypc pl;VPU:;by.

palicyMatch MATCHING-RULE ::={
SYNTAX PolicylD
ID id-mr-policyMatch }

The ryle returns TRUE if the presented value is equal to the policyldentifier component of the stored attribute valuel

11.3.9 PKI path match

The gkiPathMatch match rule compares for equality a presented value with an attribut€ value of type pkiPath. A
certifipate using system may use this matching rule to select a path beginning with a Certificate issued by a CA which it
trusts pnd ending with a certificate issued to the CA that issued the end-entity certificate being validated.

pkiPathMatch MATCHING-RULE ::={
SYNTAX  PkiPathMatchSyntax
ID id-mr-pkiPathMatch }

PKiPathMatchSyntax ::= SEQUENCE {
firstilssuer Name,
lastSubject Name }

This matching rule returns TRUE if the presented value in the'firstissuer component matches the corresponding el¢gments
of thelissuer field of the first certificate in the SEQUENEE/in the stored value and the presented value in the lastSubject
compgnent matches the corresponding elements of the stuibject field of the last certificate in the SEQUENCE in the|stored
value.| This matching rule returns FALSE if either match fails.

SECTION 3 — ATTRIBUTE CERTIFICATE FRAMEWORK

The aftribute certificate framework.defined here provides a foundation upon which Privilege Management Infrastrictures
(PMI)[can be built. These infrastructures can support applications such as access control.

The binding of a privilege to)an entity is provided by an authority through a digitally signed data structure called an
attribyte certificate or thfeugh a public-key certificate containing an extension defined explicitly for this purposg. The
formaf of attribute certificates is defined here, including an extensibility mechanism and a set of specific cerfificate
extengions. Revocation of attribute certificates may or may not be needed. For example, in some environmenys, the
attribyte certificate validity periods may be very short (e.g. minutes), negating the need for a revocation scheme.|If, for
any repson, arauthority revokes a previously issued attribute certificate, users need to be able to learn that revocation has
occurtled s0 they do not use an untrustworthy certificate. Revocation lists are one scheme that can be used to notify users
of revocations. The format of revocation lists is defined in Section 2 of this Specification, including an extengibility
mechaniSm and a Set of revocation cXtiensions. Add onal extensions are defined nere. In both the certiticate and
revocation list case, other bodies may also define additional extensions that are useful to their specific environments.

An attribute certificate using system, needs to validate a certificate prior to using that certificate for an application.
Procedures for performing that validation are also defined here, including verifying the integrity of the certificate itself,
its revocation status, and its validity with respect to the intended use.

This framework includes a number of optional elements that are appropriate only in some environments. Although the
models are defined as complete, this framework can be used in environments where not all components of the defined
models are used. For example there are environments where revocation of attribute certificates is not required. Privilege
delegation and the use of roles are also aspects of this framework that are not universally applicable. However, these are
included in this Specification so that those environments that do have requirements for them can also be supported.

The Directory uses attribute certificates to provide rule-based access control to Directory information.
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12

Attribute Certificates

Public-key certificates are principally intended to provide an identity service upon which other security services, such as
data integrity, entity authentication, confidentiality and authorization, may be built. There are two distinct mechanisms
provided in this Specification for binding a privilege attribute to a holder.

Public-key certificates, used in combination with the entity authentication service, can provide an authorization service
directly, if privileges are associated with the subject through the practices of the issuing CA. Public-key certificates may
contain a subjectDirectoryAttributes extension that contains privileges associated with the subject of the public-key
certificate. This mechanism is appropriate in situations where the authority issuing the public-key certificate (CA) is also
the authority for delegating the privilege (AA) and the validity period of the privilege corresponds to the validity period
of the public-key certificate. End-entities cannot act as AAs. If any of the extensions defined in clause 15 of this
Specification are included in a public-key certificate. those extensions apply equally to all privileges assigned in the

subje

CtDirectoryAttributes extension of that public-key certificate.

In thel more general case, entity privileges will have lifetimes that do not match the validity period fof)a-pub
certififate. Privileges will often have a much shorter lifetime. The authority for assignment of privilege will freque

other

differgnt Attribute Authorities (AA). Privileges may also be assigned based on a temporal context-and the 'turn
off' agpect of privileges may well be asynchronous with the lifetime of the public-key certificate” and/or asynch

with ¢

Privil¢ge Management Infrastructure (PMI) which can be established and managed independently from a PKI.

same

holdefs in attribute certificates.

12.1

An at

attriby

create

dictatq

certifl
an At

the is

The a

At

Attribute certificate structure

Cates, the public key certificate(s) issued by a Certification Authority (CA) and the attribute certificate(s) iss

ic-key
htly be

than the authority issuing that same entity a public-key certificate and different privileges thay be assigged by

n/turn
onous

ntity privileges issued from a different AA . The use of attribute certificates, issued, by an AA provides a flexible

At the

time, there is a relationship between the two whereby the PKI is used to authenticate identities of issuefs and

ribute certificate is a separate structure from a subject's public *key certificate. A subject may have mpultiple
te certificates associated with each of its public key certificates. There is no requirement that the same authority
both the public key certificate and attribute certificate(s)c(for a user; in fact separation of duties will frequently
otherwise. In environments where different authorities \have responsibility for issuing public key and attribute

hed by

ibute Authority (AA) would be signed using diffetént private signing keys. In environments where a singlg entity
is both the CA, issuing public key certificates, and the AA, issuing attribute certificates, it is strongly recommend
a diffgrent key be used to sign attribute certificates than the key used to sign public-key certificates. Exchanges b¢tween

ing authority and the entity receiving a certificate are outside the scope of this Specification.
tribute certificate is defined as follows:

ributeCertificate ::= SIGNED {AttributeCertificateInfo}

ed that

AttributeCertificatelnfo ::>SEQUENCE
{
version AttCertVersion, --version is v2
holder Holder,
issuer AttCertlssuer,
signature Algorithmldentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
iSsuerUniquelD Uniqueldentifier OPTIONAL,
—extensions Extensions—OPHONAL
}
AttCertVersion ::= INTEGER {v2(1) }
Holder ::== SEQUENCE
{
baseCertificatelD [0] IssuerSerial OPTIONAL,
-- the issuer and serial number of the holder's Public Key Certificate
entityName [1] GeneralNames OPTIONAL,
-- the name of the entity or role
objectDigestinfo [2] ObjectDigestinfo OPTIONAL

-- used to directly authenticate the holder, e.g. an executable

-- at least one of baseCertificatelD, entityName or objectDigestInfo shall be present --}

54

ITU-T Rec. X.509 (2000 E)


https://standardsiso.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8 : 20

ObjectDigestinfo ::= SEQUENCE {

digestedObjectType ENUMERATED {

publicKey (0),
publicKeyCert (1),
otherObjectTypes (2) },
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmldentifier,
objectDigest BIT STRING }
AttCertlssuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificatelD [0] IssuerSerial OPTIONAL,
objectDigestinfo [1] ObjectDigestinfo OPTIONAL }

-- At least one component shall be present

(WITH COMPONENTS { ..., issuerName PRESENT J |

w
w

IsguerSerial ::= SEQUENCE {

At

The Mersion differentiates between different versions of the attribute certifiCate. For attribute certificates iss
accordance with the syntax in this Specification, version shall be v2.

The h

The K
auther

The gntityName component, if present, identifies oneCor more names for the holder. If entityName is th¢

comp
auther
entity
includ

N(

ho
ho

cetftificates to rely on the authentication process performed by the CA when issuing that particular public-key certificatd

so1]
esfl
ho
naf

The d
execu
create
If the

01 (E)

TH COMPONENTS { ..., baseCertificatelD PRESENT } |
TH COMPONENTS { ..., objectDigestinfo PRESENT } )

issuer GeneralNames,
serial CertificateSerialNumber,
issuerUID Uniqueldentifier OPTIONAL }

CertValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime }

blder field conveys the identity of the attribute certificate's holder,

aseCertificatelID component, if present, identifies a pasticular public-key certificate that is to be u
ticate the identity of this holder when asserting privilegeswith this attribute certificate.

nent present in holder, any public-key certificate that has one of these names as its subject can be u
ticate the identity of this holder when asserting’privileges with this attribute certificate. If baseCertificate

ed only as a tool to help the privilege yerifier locate the identified public-key certificate.

TE 1 — There is a risk with the sole use of GeneralNames to identify the holder, in that this points only to a name
der. This is generally insufficient to-gnable the authentication of a holder's identity for purposes of issuing privileges
der. Use of the issuer name and serial number of a specific public-key certificate, however, enables the issuer of aj

ne of the options in GengralNames (e.g. IPAddress) are inappropriate for use in naming an attribute certificate

ecially when the holder Gs-a Tole and not an individual entity. Another problem with GeneralNames alone as an identifi
der is that many name forms within that construct do not have strict registration authorities or processes for the assigni
nes.

bjectDigestinfo component, if present, is used directly to authenticate the identity of a holder, includ
able holderAe.g. an applet). The holder is authenticated by comparing a digest of the corresponding inforn
1 by the.privilege verifier with the same algorithm identified in objectDigestinfo with the content of objectD
wo are’ identical, the holder is authenticated for purposes of asserting privileges with this attribute certificate.

ied in

bed to

only
sed to
D and

Name are both present, only the certificate-specified by baseCertificatelD may be used. In this case entityName is

for the
to that
tribute
. Also,
holder,
er for a
nent of

ng an
hation,
igest.

—  publicKey shall be indicated when a hash of an enfity's public-key 1s included. Hashing a public-key may

not uniquely identify one certificate (i.e. the identical key value may appear in multiple certificat

es). In

order to link an attribute certificate to a public-key the hash is calculated over the representation of that
public-key which would be present in a public-key certificate. Specifically, the input for the hash
algorithm shall be the DER encoding of a SubjectPublicKeylnfo representation of the key. Note that this
includes the Algorithmldentifier as well as the BIT STRING. Note that if the public-key value used as
input to the hash function has been extracted from a public-key certificate, then it is possible (e.g. if
parameters for the Digital Signature Algorithm were inherited) then this may not be sufficient input for
the HASH. The correct input for hashing in this context will include the value of the inherited parameters

and thus may differ from the SubjectPublicKeylnfo present in the public-key certificate.

—  publicKeyCert shall be indicated when a public-key certificate is hashed, the hash is over the entire DER

encoding of the public-key certificate, including the signature bits.
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—  otherObjectTypes shall be indicated when objects other than public-keys or public-key certificates are
hashed (e.g. software objects). The identity of the type of object may optionally be supplied. The portion
of the object to be hashed can be determined either by the explicitly stated identifier of the type or, if the
identifier is not supplied, by the context in which the object is used.

The issuer field conveys the identity of the AA that issued the certificate.
—  The issuerName component, if present, identifies one or more names for the issuer.

—  The baseCertificatelD component, if present, identifies the issuer by reference to a specific public-key
certificate for which this issuer is the subject.

—  The objectDigestinfo component, if present, identifies the issuer by providing a hash of identifying
information for the issuer.

The signature identifies the cryptographic algorithm used to digitally sign the attribute certificate.
The serialNumber is the serial number that uniquely identifies the attribute certificate within the scope of if§ issuer

The attrCertValidityPeriod field conveys the time period during which the attribute certificate is considered|valid,
expregsed in GeneralizedTime format.

The aftributes ficld contains the attributes associated with the holder that are being certified (e.g. the privileges).

NQTE 2 — In the case of attribute descriptor attribute certificates, this sequence of attributes can.b&.empty.

The issuerUniquelD may be used to identify the issuer of the attribute certificate’ in instances where the [issuer
comp@nent is not sufficient.

The extensions field allows addition of new fields to the attribute certificates

The filamework for attribute certificates described in this section is primarily focused on the model in which privilege is
placed within attribute certificates. However, as mentioned earlier, the.certificate extensions defined in this sectipn can
also bg placed in a public-key certificate using the subjectDirectoryAttributes extension.

12.2 Attribute certificate paths

Just ap with public-key certificates, there may be a_requirement to convey an attribute certificate path (e.g. within an
applicption protocol to assert privileges). The following ASN.1 data type can be used to represent an attribute cerfificate
path:

AttributeCertificationPath ::= SEQUENCE {
attributeCertificate AttributeCertificate,
acPath SEQUENCE OF ACPathData OPTIONAL }

ACPathData ::= SEQUENCE{
certificate [0]) Certificate OPTIONAL,
attributeCertificate.“[1] AttributeCertificate OPTIONAL }

13 Attribute Authority, SOA and Certification Authority relationship

The Afttribute, Authority (AA) and Certification Authority (CA) are logically (and, in many cases, physically) completely
indepgndént. ' The creation and maintenance of "identity" can (and often should) be separated from the PMI. THus the
entire |PKT, including CAs, may be existing and operational prior to the establishment of the PMI. The CA, although it is
the source of authority for identity within its domain, is not automatically the source of authority for privilege. The CA,
therefore, will not necessarily itself be an AA and, by logical implication, will not necessarily be responsible for the
decision as to what other entities will be able to function as AAs (e.g. by including such a designation in their identity
certificates).

The Source of Authority (SOA) is the entity that is trusted by a privilege verifier as the entity with ultimate responsibility
for assignment of a set a privileges. A resource may limit the SOA authority by trusting certain SOAs for specific
functions (e.g. one for read privileges and a different one for write privileges). An SOA is itself an AA as it issues
certificates to other entities in which privileges are assigned to those entities. An SOA is analogous to a 'root CA' or 'trust
anchor' in the PKI, in that a privilege verifier trusts certificates signed by the SOA. In some environments there is a need
for CAs to have tight control over the entities that can act as SOAs. This framework provides a mechanism for
supporting that requirement. In other environments, that control is not needed and mechanisms for determining the
entities that can act as SOAs in such environments may be outside the scope of this Specification.
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This framework is flexible and can satisfy the requirements of many types of environments.

When

holdets (privilege asserters) and verify the digital signatures of the issuers.

13.1

Entitig

Note that in both procedures the AA needs to performnits due diligence to ensure that the entity should really be as

this p
bindin

The aftribute certificate based PMI is suitable-in environments where any one of the following is true:

13.2

01 (E)

a) In many environments, all privileges will be assigned directly to individual entities by a single AA,

namely the SOA.

b) Other environments may require support for the optional roles feature, whereby individuals are

issued

certificates that assign various roles to them. The privileges associated with the role are implicitly
assigned to such individuals. The role privileges may themselves be assigned in an attribute certificate

issued to the role itself or through some other means (e.g. locally configured).

c) Another optional feature of this framework is the support of privilege delegation. If delegation is done, the
SOA assigns privilege to an entity that is permitted to also act as an AA and further delegate the privilege.
Delegation may continue through several intermediary AAs until it is ultimately assigned to an end-entity

that cannot further delegate that privilege. The intermediary AAs may or may not also be able to

privileae asserters for the privaleges thev delegate
3 =) T 1=} =)

act as

d) In some environments, the same physical entity may be acting as both an AA and a CA. This dual
role for the same physical entity is always the case when privilege is conveyed
subjectDirectoryAttributes extension of a public-key certificate. In other environments sepatate pl
entities act as CAs and AAs. In the latter case, privilege is assigned using attribute certificates inst
public-key certificates.

attribute certificates point to public-key certificates for their issuers and holders, the PKVis used to authe

Privilege in attribute certificates
s may acquire privilege in two ways:

— An AA may unilaterally assign privilege to an entity through the creation of an attribute cerf
(perhaps totally on its own initiative, or at the request of §ome third party). This certificate may be
in a publicly accessible repository and may subsequently. be processed by one or more privilege vq
to make an authorization decision. All of this may oceur'without the entity's knowledge or explicit ag

—  Alternatively, an entity may request a privilege,of'some AA. Once created, this certificate may be r¢
(only) to the requesting entity, which explicitly supplies it when requesting access to some prd
resource.

Fivilege. This may involve some out-of-band“mechanisms, analogous to the certification of an identity/kq
g by a CA.

— A different entity is re§pensible for assigning particular privilege to a holder than for issuing pub
certificates to the same-subject;

—  There are a number-of privilege attributes to be assigned to a holder, from a variety of authorities;

—  The lifetimenof’a privilege differs from that of the holder's public key certificate validity (genera
lifetime of privileges is much shorter); or

—  Theprivilege is valid only during certain intervals of time which are asynchronous with that user's
key\validity or validity of other privileges.

Privilege in public-key certificates
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1ay be

put directly into public-key certificates (thereby re-using much of an already-established infrastructure), rather than
issuing attribute certificates. In such cases, the privilege is included in the subjectDirectoryAttributes extension of the

public

-key certificate.

This mechanism is suitable in environments where one or more of the following are true:

—  The same physical entity is acting both as a CA and an AA;
—  The lifetime of the privilege is aligned with that of the public-key included in the certificate;

—  Delegation of privilege is not permitted; or

—  Delegation is permitted, but for any one delegation, all privileges in the certificate (in the
subjectDirectoryAttributes extension) have the same delegation parameters and all extensions relevant to

delegation apply equally to all privileges in the certificate.
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14 PMI models

14.1 General model

The general privilege management model consists of three entities: the object, the privilege asserter and the privilege
verifier.

The object may be a resource being protected, for example in an access control application. The resource being protected
is referred to as the object. This type of object has methods which may be invoked (for example, the object may be a
firewall which has an "Allow Entry" object method, or the object may be a file in a file system which has Read, Write,
and Execute object methods). Another type of object in this model may be an object that was signed in a non-repudiation
application.

The privilege asserter is the entity that holds a particular privilege and asserts its privileges for a particular context ¢f use.

The pfivilege verifier is the entity that makes the determination as to whether or not asserted privileges are,sufficignt for
the giyen context of use.

The pass/fail determination made by the privilege verifier is dependent upon four things:
—  privilege of the privilege asserter;

—  privilege policy in place;

—  current environment variables, if relevant; and

—  sensitivity of the object method, if relevant.

The pfivilege of a privilege holder reflects the degree of trust placed in that holder, by the certificate issuer, that the
privilgge holder will adhere to those aspects of policy which are not enforced by technical means. This privilege is
encapsulated in the privilege holder's attribute certificate(s) (or subjectDirectoryAttributes extension of its public-key
certififate), which may be presented to the privilege verifier in the_invocation request, or may be distributed by some
other means, such as via the Directory. Codifying privilege is done through the use of the Attribute construct, confaining
an AtfributeType and a SET OF AttributeValue. Some attribute types used to specify privilege may have very pimple
syntax, such as a single INTEGER or an OCTET STRING.\Others may have more complex syntaxes. An example is
provided in Annex D.

The grivilege policy specifies the degree of privilege which is considered sufficient for a given object m¢thod's
sensitjvity or context of use. The privilege policy heeds to be protected for integrity and authenticity. A number of
possibilities exist for conveying policy. At ong. extreme is the idea that policy is not really conveyed at all, but is pimply
defingd and only ever kept locally in the privilege verifier's environment. At the other extreme is the idea tha{ some
policigs are "universal" and should be conveyed to, and known by, every entity in the system. Between these exfremes
are mgny shades of variation. Schema€omponents for storing privilege policy information in the Directory are defjned in
this Specification.

Privilgge policy specifies the. threshold for acceptance for a given set of privileges. That is, it defines precisely when a
privildge verifier should conclude that a presented set of privileges is "sufficient" in order that it may grant access [to the
requegted object, resourec,.dpplication, etc.) to the privilege asserter.

Syntax for the definition of privilege policy is not standardized in this Specification. Annex D contains a coyple of
examyples of syntaxes that could be used for this purpose. However, these are examples only. Any syntax may be uged for
this pyrpose, including clear text. Regardless of the syntax used to define the privilege policy, each instance of pr]vilege
policy| shall be uniquely identified. Object identifiers are used for this purpose.

PrivilegePolicy —:= OBJECT IDENTIFIER

The environment variables, if relevant, capture those aspects of policy required for the pass/fail determination (e.g., time
of day or current account balance) which are available through some local means to the privilege verifier. Representation
of environment variables is entirely a local matter.

The object method sensitivity, if relevant, may reflect attributes of the document or request to be processed, such as the
monetary value of a funds transfer that it purports to authorize, or the confidentiality of a document's content. The object
method's sensitivity may be explicitly encoded in an associated security label or in an attribute certificate held by the
object method, or it may be implicitly encapsulated in the structure and contents of the associated data object. It may be
encoded in one of a number of different ways. For instance, it may be encoded outside the scope of PMI in the X.411
label associated with a document, in the fields of an EDIFACT interchange, or hard-coded in the privilege verifier's
application. Alternatively, it may be done within the PMI, in an attribute certificate associated with the object method.
For some contexts of use, no object method sensitivity is used.
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There is not necessarily any binding relationship between a privilege verifier and any particular AA. Just as privilege
holders may have attribute certificates issued to them by many different AAs, privilege verifiers may accept certificates
issued by numerous AAs, which need not be hierarchically related to one another, to grant access to a particular resource.

The attribute certificate framework can be used to manage privileges of various types and for a number of purposes. The
terms used in this Specification, such as privilege asserter, privilege verifier etc. are independent of the particular
application or use.

14.1.1 PMI in access control context

There is a standard framework for access control (ITU-T Rec. X.812 | ISO/IEC 10181-3) that defines a corresponding set
of terms that are specific to the access control application. A mapping of the generic terms used in this Specification to
those in the access control framework is provided here, to clarify the relationship between this model and that
Specification.

Privilg¢ge asserter in this Specification would be acting in the role of an 'initiator' in the access control framework.

Privilg¢ge verifier in this Specification would be acting in the role of an 'access control decision function (ADF)'|in the
accesg control framework.

Object method for which privilege is being asserted in this Specification would correspond/to, the 'target' defined|in the
accesg control framework.

Envirgnmental variables in this Specification would correspond to the 'contextual information' in the access ¢ontrol
frameork.

Privilgge policy discussed in this Specification could include 'access control policy', and 'access control policy ryles' as
defined in the access control framework.

This Iqodel allows a PMI to be overlaid fairly seamlessly on an, existing network of resources to be protecfed. In
particyilar, having the privilege verifier act as a gateway to a sensitive object method, granting or denying requegts for
invocgtion of that object method, enables the object to be protected with little or no impact to the object itself. The
privildge verifier screens all requests and only those that are\properly authorized are passed on to the appropriate|object
metholds.

14.1.2) PMI in a non-repudiation context

There| is a standard framework for non-repudiation (ITU-T Rec. X.813 | ISO/IEC 10181-4) which deflnes a
corresponding set of terms that are specific to/hon-repudiation. A mapping of the generic terms used in this Specifjcation
to those in the non-repudiation framework is provided here, to clarify the relationship between this model arld that
Specification.

Privilgge asserter in this Specification would be acting in the role of an 'evidence subject' or an 'originator' in the non-
repudfation framework.

Privilgge verifier in thisySpecification would be acting in the role of an 'evidence user' or a 'recipient' in th¢ non-
repudfation framewotk:

Object method“for' which privilege is being asserted in this Specification would correspond to the 'target' defined|in the
non-rgpudiatien framework.

Envirgnmental variables in this Specification would correspond to the 'date and time the evidence was generdted or
verified' in the non-repudiation framework.

Privilege policy discussed in this Specification could include 'mon-repudiation security policy' in the non-repudiation
framework.

14.2 Control model

The control model illustrates how control is exerted over access to the sensitive object method. There are five
components of the model: the privilege asserter, the privilege verifier, the object method, the privilege policy, and
environmental variables (see Figure 3). The privilege asserter has privilege; the object method has sensitivity. The
techniques described here enable the privilege verifier to control access to the object method by the privilege asserter, in
accordance with the privilege policy. Both the privilege and the sensitivity may be multi-valued parameters.
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Figure 3 — Control model

The privilege asserter may be an entity identified by a public-key certificate, or an executable object-identified by the
digest|of its disk image etc.

14.3 Delegation model

In sompe environments there may be a need to delegate privilege, however this is an optional aspect of the framework and
is not|required in all environments. There are four components of the delegation model: the privilege verifier, the SOA,
other AAs and the privilege asserter (see Figure 4).

Source of authority.

Assigns
privilege Trusts
Attribute Asserts privilege _ Privilege verifier
authority (if authorized) " 9
Delegates Asserts
ptivilege privilege

End-entity
privilege holder

TISO9300-00/d04

Figure 4 — Delegation model

As wifhCenvironments where delegation is not used, the SOA is the initial issuer of certificates that assign privilege to
priVilcgc IIUIL‘IUID. HUWCVCl, ill Lllib Casc LllC SOA aulllUliLCb LIIC pliVi‘ngU hUldCl 0 act as AA dlld ful LllUl dCng (] that
privilege to other entities through the issuance of certificates that contain the same privilege (or a subset thereof). The
SOA may impose constraints on the delegation that can be done (e.g. limit the path length, limit the name space within
delegation can be done). Each of these intermediary AAs may, in certificates that it issues to further privilege holders,
authorize further delegation to be done by those holders also acting as AAs. A universal restriction on delegation is that
no AA can delegate more privilege than it holds. A delegator may also further restrict the ability of downstream AAs.

When delegation is used, the privilege verifier trusts the SOA to delegate some or all of those privileges to holders, some
of which may further delegate some or all of those privileges to other holders.

The privilege verifier trusts the SOA as the authority for a given set of privileges for the resource. If the privilege
asserter's certificate is not issued by that SOA, then the privilege verifier shall locate a delegation path of certificates
from that of the privilege asserter to one issued by the SOA. The validation of that delegation path includes checking that
each AA had sufficient privileges and was duly authorized to delegate those privileges.
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For the case in which privileges are conveyed by means of attribute certificates, the delegation path is distinct from the
certificate validation path used to validate the public key certificates of the entities involved in the delegation process.
However, the quality of authenticity offered by the public key certificate validation process shall be commensurate with
the sensitivity of the object method that is being protected.

A delegation path shall either consist completely of attribute certificates or completely of public-key certificates. A
delegator that obtains its privilege in an attribute certificate may only delegate, if authorized, by issuance of subsequent
attribute certificates. Similarly a delegator that obtains its privilege in a public-key certificate, if authorized, may only
delegate by issuance of subsequent public-key certificates. Ony AAs may delegate privilege. End-entities cannot.

14.4 Roles model

Roles provide—a—means—to-indirectlyassign privileges—toindividuals dividuals—are-issuedrole—assignment-certificates
that apsign one or more roles to them through the role attribute contained in the certificate. Specific privileges are
assignied to a role name through role specification certificates, rather than to individual privilege holders through atfribute
certififates. This level of indirection enables, for example, the privileges assigned to a role to be updated, without
impacfing the certificates that assign roles to individuals. Role assignment certificates may be attributé certificates or
publig-key certificates. Role specification certificates may be attribute certificates, but not public-key ¢ertificates. [[f role
specifijcation certificates are not used, the assignment of privileges to a role may be done through-other means (e.g. may
be locplly configured at a privilege verifier).

The fallowing are all possible:
— any number of roles can be defined by any AA;

— therole itself and the members of a role can be defined and administered separately, by different AAS;

>

—  role membership, just as any other privilege, may be delegated:{and

—  roles and membership may be assigned any suitable lifetime.

If the [role assignment certificate is an attribute certificate, the role attribute is contained in the attributes component of
the atfribute certificate. If the role assignment certificate is a public-key certificate, the role attribute is contained|in the
subjeftDirectoryAttributes extension. In the latter case, any, additional privileges contained in the public-key cerfificate
are prjvileges that are directly assigned to the certificate subject, not privileges assigned to the role.

Thus, |a privilege asserter may present a role assignment certificate to the privilege verifier demonstrating only that the
privilgge asserter has a particular role (e.g., "manager”, or "purchaser"). The privilege verifier may know a priori, pr may
have fo discover by some other means, the pfivileges associated with the asserted role in order to make a pass/fail
authotization decision. The role specification certificate can be used for this purpose.

A priyilege verifier needs to have an.understanding of the privileges specified for the role. The assignment of those
privildges to the role may be done| within the PMI in a role specification certificate or outside the PMI (e.g. locally
configured). If the role privileges\are asserted in a role specification certificate, mechanisms for linking that certificate
with the relevant role assignment certificate for the privilege asserter are provided in this Specification. A role
specifjcation certificate canfiot be delegated to any other entity. The issuer of the role assignment certificate may be
indepg¢ndent of the issuer. 0P the role specification certificate and these may be administered (expired, revoked, and|so on)
entirely separately. The'same certificate (attribute certificate or public-key certificate) can be a role assignment cerfificate
as well as contain assignment of other privileges directly to the same individual. However, a role specification cerfificate
shall be a separdte certificate.

NQTE - Fhe use of roles within an authorization framework can increase the complexity of path processing, becauge such
furjctionality essentially defines another delegation path which needs to be followed. The delegation path for the role assignment
cetftificate may involve different AAs and may be independent of the AA that issued the role specification certificate.

14.4.1 Role attribute

The specification of privilege attribute types is generally an application-specific issue that is outside the scope of this
Specification. The single exception to this is an attribute defined here for the assignment of a holder to a role. The
specification of values for the role attribute is outside the scope of this Specification.

role ATTRIBUTE :={
WITH SYNTAX RoleSyntax
ID id-at-role }

RoleSyntax ::= SEQUENCE {

roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName }
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This privilege attribute would be used to populate the attributes field of a role assignment certificate. If the role
assignment certificate is a public-key certificate, this attribute would be used to populate the subjectDirectoryAttributes
extension of that public-key certificate.

The roleAuthority, if present, identifies the recognized authority that is responsible for issuing the role specification
certificate.

If roleAuthority is present, and a privilege verifier uses a role specification certificate to determine the privileges
assigned to the role, at least one of the names in roleAuthority shall be present in the issuer field of that role
specification certificate. If the privilege verifier used means other than a role specification certificate to determine the
privileges assigned to the role, mechanisms to ensure that those privileges were assigned by an authority named in this
component are outside the scope of this Specification.

determined—throteh—other—means. The
achieve this binding, in the cas¢'where a

becCertldentifier extension in a role assignment certificate is one way to
role specification certificate was used to assign privileges to the role.

The rgleName component identifies the role to which the holder of a role assignment certificate containing this atfribute
is assigned. If a privilege verifier uses a role specification certificate to determine the privileges assigned to that role, this
role ngme shall also appear in the holder field of the role specification certificate.

15 Privilege management certificate extensions

The fpllowing certificate extensions may be included in certificates for purposes of-privilege management. Alonkg with
the deffinition of the extensions themselves, the rules for certificate types in which*the extension may be present are also
provided.

With the exception of the SOA identifier extension, any of the extensignsithat may be included in a public-key cerfificate
shall |only be included if that public-key certificate is one that assigns privilege to its subject (i.p. the
subjettDirectoryAttributes extension shall be present). If any of these extensions is present in a public-key certificate,
that extension applies to ALL privileges present in the subjectBirectoryAttributes extension.

Revodation lists used to publish revocation notices for attribute certificates (ACRLs and AARLSs) may contain any CRL
or CRL entry extensions as defined for use in CRLs and CARLSs in Section 2 of this Specification.

This cllause specifies extensions in the following areas:

a)  Basic privilege management: ThesSe certificate extensions convey information relevant to the assertipn of a
privilege.
b) Privilege revocation: These certificate extensions convey information regarding location of revdcation
status information.

c) Source of Authérity: These certificate extensions relate to the trusted source of privilege assignment by a
verifier for a.given resource.

d) Roles: These certificate extensions convey information regarding location of related role specifjcation
certifieates.

e) Delegation: These certificate extensions allow constraints to be set on subsequent delegation of aspigned
privileges.

15.1 i ivi cuwui l‘:A‘lCllbiUllb
5

15.1.1 Requirements

The following requirements relate to basic privilege management:
a) Issuers need to be able to place constraints on the time during which a privilege can be asserted;
b) Issuers need to be able to target attribute certificates to specific servers/services;

¢) It may be necessary for issuers to convey information intended for display to privilege asserters and/or
privilege verifiers using the certificate;

d) Issuers may need to be able to place constraints on the privilege policies with which the assigned privilege
can be used.
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15.1.2  Basic privilege management extension fields

The following extension fields are defined:

ISO/IEC 9594-8 : 2001 (E)

a) Time specification;
b) Targeting information;
c) User notice;

d) Acceptable privilege policies.

15.1.2.1 Time specification extension

The time specification extension can be used by an AA to restrict the specific periods of time during which the privilege,
assigned in the certificate containing this extension, can be asserted by the privilege holder. For example, an AA may

issue
9:00

subor
This fleld is defined as follows:
timeSpecification EXTENSION ::= {

This

entities that may act as privilege asserters, including other AAs and end-entities. This extension shall not be inclu
certififates that contain the SOA identifier extension or in certificates issued to¢AAS that may not also act as pr
asserters.

If this|extension is present in a certificate issued to an entity that is an AAS, it applies only to that entity's assertion|
privilgges contained in the certificate. It does not impact the time period during which the AA is able to issue certifi

Because this extension is effectively specifying a refinement on the\yalidity period of the certificate that contains
extengion shall be marked critical (i.e. the issuer, by including this extension, is explicitly defining the pr
assignment to be invalid outside the time specified).

If this|extension is present, but not understood by the privilege verifier, the certificate shall be rejected.

15.1.2.1.1 Time specification match

The time specification matching rule comparés for equality a presented value with an attribute value o
AttributeCertificate.
timeSpecificationMatch MATCHING-RULE ::= {
SYNTAX TimeSpecification
ID id-mr-timeSpecMatch }

This

preserft in the presented valuematch the corresponding components of the stored value.

15.1.22 Targetingdnformation extension

The tdrgeting information extension enables the targeting of an attribute certificate to a specific set of servers/se
An attribute certificate that contains this extension should only be usable at the specified servers/services.

m and 5:00 pm. Another example, in the case of delegation, might be a manager delegating signing authori

{ certificate assigning privileges which can only be asserted between Monday and Friday and between the.h
inate for the time that the manager will be away on vacation.

SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }

¢xtension may be present in attribute certificates or public-key certificates issued by AAs, including SO

rhatching rule returns TRUE if the stored value contains the timeSpecification extension and if components t
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This fleld.is*defined as follows.
targetingInformation EXTENSION ::={
SYNTAX SEQUENCE SIZE (1..MAX) OF Targets
IDENTIFIED BY id-ce-targetinformation }
Targets ::= SEQUENCE SIZE (1..MAX) OF Target
Target : := CHOICE {
targetName [0] GeneralName,
targetGroup [1] GeneralName,
targetCert [2] TargetCert }
TargetCert 1= SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,
certDigestinfo ObjectDigestinfo OPTIONAL }
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The targetName component, if present, provides the name of target servers/services for which the containing attribute
certificate is targeted.

The targetGroup component, if present, provides the name of a target group for which the containing attribute certificate
is targeted. How the membership of a target within a targetGroup is determined is outside the scope of this
Specification.

The targetCert component, if present, identifies target servers/services by reference to their certificate.

This extension may be present in attribute certificates issued by AAs, including SOAs, to entities that may act as
privilege asserters, including other AAs and end-entities. This extension shall not be included in public-key certificates
or in attribute certificates issued to AAs that may not also act as privilege asserters.

If this extension is present in an attribute certificate issued to an entity that is an AA, it applies only to that entity's
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xtension is always critical.

extension is present, but the privilege verifier is not among those specified, the attribute certificate sho
d.

extension is not present then the attribute certificate is not targeted and may be accepted by any’server.

.3 User notice extension

ser notice extension, enables an AA to include a notice that should be displayed te'the holder, when assertin|
ge, and/or to a privilege verifier when making use of the attribute certificate containing this extension.

eld is defined as follows:

SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
IDENTIFIED BY id-ce-userNotice }

xtension may be present in attribute certificates or public-key certificates issued by AAs, including SO
s that may act as privilege asserters, including other AAs-aid end-entities. This extension shall not be inclu
Cates that contain the SOA identifier extension or in certificates issued to AAs that may not also act as pr
rs.

extension is present in a certificate issued to an entity that is an AA, it applies only to that entity's assertion|
ges contained in the certificate. It does not impact the AA ability to issue certificates.

xtension may, at the option of the certificate issuer, be either critical or non-critical.

extension is flagged critical, the user notices shall be displayed to a privilege verifier each time a privi
bd. If the privilege asserter supplies the attribute certificate to the privilege verifier (i.e. the privilege verifig
rieve it directly from a repogitery), the user notices shall also be displayed to the privilege asserter.

extension is flagged non-ctitical, the privilege asserted in the certificate may be granted by a privilege ¥
less of whether or not ‘the user notices were displayed to the privilege asserter and/or privilege verifier.

.4 Acceptable-privilege policies extension

ceptable privilege policies field is used to constrain the assertion of the assigned privileges for use with a s
privilege pelicies.

eldAs defined as follows:
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ceptablePrivilegePolicies EXTENSION ::= {

SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax = SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAs, to other
AAs or to end-entities. If this extension is contained in a public-key certificate it relates only to the subject's ability to act
as a privilege asserter for the privileges contained in the subjectDirectoryAttributes extension.

If present, this extension shall be flagged critical.

If this extension is present and the privilege verifier understands it, the verifier shall ensure that the privilege policy that
these privileges are being compared to is one of those identified in this extension.

If this
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extension is present, but not understood by the privilege verifier, the certificate shall be rejected.
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15.2

15.2.1

ISO/IEC 9594-8 : 20

Privilege revocation extensions

Requirements

The following requirements relate to revocation of attribute certificates:

15.2.2
The f

01 (E)

a) In order to control CRL sizes, it may be necessary to assign subsets of the set of all certificates issued by

one AA to different CRLs;

b) Attribute certificate issuers need to be able to indicate, in an attribute certificate, that no revocation

information is available for that certificate.

Privilege revocation extension fields

1loss ing extension fields are defined:
a)  CRL distribution points;

b) No revocation information.

15.2.2l.1 CRL distribution points extension
The (RL distribution points extension is defined in Section 2 of this Specification, for use in publie‘key certificate
field thay also be included in an attribute certificate. It may be present in certificates issued(fo, AAs, including SO
well af certificates issued to end-entities.
If preent in a certificate, a privilege verifier shall process this extension in exactly\the same manner as descri
Section 2 for public-key certificates.
15.2.2.2 No revocation information extension
In sorpe environments (e.g. where attribute certificates are issued with<yery short validity periods), there may n
need to revoke certificates. An AA may use this extension to indicatéthat revocation status information is not pr
for thif attribute certificate. This field is defined as follows:
noRevAvail EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-ce-noRevAvail }
This gxtension may be present in attribute certificat€s issued by AAs, including SOAs, to end-entities. This ext
shall rjot be included in public-key certificates or.in aftribute certificates issued to AAs.
This extension is always non-critical.
If this|extension is present in an attributdceitificate, a privilege verifier need not seek revocation status information
15.3 Source of Authority extensions
15.3.1 Requirements
The fallowing requirenients relate to Sources of Authority:

a) In-some environments there is a need for tight control, by a CA, of the entities that can act as SOAs;

b). <There is a need to make the valid syntax definitions and domination rules for privilege attributes av
by the responsible SOAs.

5. This
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bed in
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15.3.

SOATxtension fiekds

The following extension fields are defined:

15.3.2

a) SOA identifier;
b) Attribute descriptor.

.1 SOA identifier extension

The SOA identifier extension indicates that the certificate subject may act as an SOA for purposes of privilege
management. As such, the certificate subject may define attributes that assign privilege, issue attribute descriptor
certificates for those attributes and use the private-key corresponding to the certified public-key to issue certificates that
assign privilege to holders. Those subsequent certificates may be attribute certificates or public-key certificates with a
subjectDirectoryAttributes extension containing the privileges.

ITU-T Rec. X.509 (2000 E)

65


https://standardsiso.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8 : 2001 (E)

In some environments this extension is not required and other mechansims may be used to determine the entities that
may act as SOAs. This extension is required only in environments where tight centralized control by a CA is required to
manage the entities that act as SOAs.

This field is defined as follows:

sOAldentifier EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-sOAldentifier }

If this extension is not present in a certificate, the subject/holder ability to act as an SOA shall be determined by other
means.

This field, may only be present in a public-key certificate issued to an SOA. It shall not be included in attribute
certififates or public-key certificates issued to other AAs or to end-entity privilege holders.

This extension is always non-critical.

15.3.2.2 Attribute descriptor extension

The definition of a privilege attribute, and the domination rules governing subsequent delegatiomyof that privilege, are
needefl by privilege verifiers to ensure that authorization is done correctly. These definitions-and rules may be provided
to priyilege verifiers in a variety of ways outside the scope of this Specification (e.g. they may be locally configured at
the privilege verifier).

This ¢xtension provides one mechanism that can be used by an SOA to make privilege attribute definitiops and
associpted domination rules available to privilege verifiers. An attribute certificate that contains this extension is|called
an attfibute descriptor certificate and is a special type of attribute certificate.” Although syntactically identical| to an
AttribpteCertificate an attribute descriptor certificate:

—  contains an empty SEQUENCE in its attributes field;

— is a self-issued certificate (i.e. the issuer and holder are the same entity); and
— includes the attribute descriptor extension.

This fleld is defined as follows:

atfributeDescriptor EXTENSION ::={
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor } }

AttributeDescriptorSyntax ::= SEQUENCE {

identifier Attributeldentifier,
attributeSyntax OCTET STRING (SIZE(1..MAX)),
name [0] AttributeName OPTIONAL,
description 11 AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyldentifier}

Attributeldentifier /.:=~ATTRIBUTE.&id({AttributelDs})
AttributelDs ATTRIBUTE ::={...}
AttributeName ::= UTF8String(SIZE(1..MAX))

AttributeDescription ::= UTF8String(SIZE(1..MAX))

PrivilegePolicyldentifier ::= SEQUENCE {
privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax }

The identifier component of a value of the attributeDescriptor extension is the object identifier identifying the attribute
type.

The attributeSyntax component contains the ASN.1 definition of the attribute's syntax. Such an ASN.1 definition shall
be given as specified for the information component of the Matching Rules operational attribute defined in ITU-T
Rec. X.501 | ISO/IEC 9594-2.

The name component optionally contains a user-friendly name by which the attribute may be recognized.

The description component optionally contains a user-friendly description of the attribute.
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The dominationRule component specifies, for the attribute, what it means for a delegated privilege to be "less than" the
corresponding privilege held by the delegator. The privilegePolicy component identifies the instance of privilege policy
that contains the rules, by its object identifier. The privPolSyntax component contains either the privilege policy itself or
a pointer to a location where it can be located. If a pointer is included, an optional hash of the privilege policy can also be
included to allow an integrity check on the referenced privilege policy.

This extension may only be present in attribute descriptor certificates. This extension shall not be present in public-key
certificates or in attribute certificates other than self-issued certificates of SOAs.

This extension shall always be non-critical.

The attribute descriptor certificate, created by the SOA at the time of creation/definition of the corresponding attribute
type, is a means by which the universal constraint of delegating "down" can be understood and enforced in the

infrastruct In the Directory, attribut rtificat that ntain _thi xtension 1 tor

15.3.2

The 4
Attrib

—

teDescriptorCertificate attribute of the SOA's directory entry.

2.1 Attribute descriptor match

ttribute descriptor matching rule compares for equality a presented value with an attribute-value o
uteCertificate.

atfDescriptor MATCHING-RULE ::= {
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SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }

hatching rule returns TRUE if the stored value contains the attributeDescriptor-extension and if componer]
psent in the presented value match the corresponding components of the stored\walue.

Role extensions

Requirements

llowing requirement relates to roles:

— If a certificate is a role assignment certificate, a privilege verifier needs to be able to locd
corresponding role specification certificate that contains the specific privileges assigned to the role it

Role extension fields
llowing extension field is defined:
—  Role specification certificate'idéntifier.
L1 Role specification certificate identifier extension

xtension may be used by an/AA as a pointer to a role specification certificate that contains the assignnj
ges to a role. It may be present in a role assignment certificate (i.e. a certificate that contains the role attributg

ilege verifier, whefi-dealing with a role assignment certificate, needs to obtain the set of privileges of that
to determine whether to pass or fail the verification. If the privileges were assigned to the role in
cation certificate, this field may be used to locate that certificate.

eld is defined as follows:

eSpecCertldentifier EXTENSION ::=
{

n the

f type

ts that

te the
self.

lent of

).

role in
a role

SYNTAX RoleSpecCertldentifiersyntax
IDENTIFIED BY { id-ce-roleSpecCertldentifier }

RoleSpecCertldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertldentifier

RoleSpecCertldentifier ::= SEQUENCE {

roleName [0] GeneralName,

roleCertlssuer [11 GeneralName,

roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL
}

The roleName identifies the role. This name would be the same as that in the holder component of the role specification
certificate being referenced by this extension.
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The roleCertlssuer identifies the AA that issued the referenced role specification certificate.

The roleCertSerialNumber, if present, contains the serial number of the role specification certificate. Note that if the
privileges assigned to the role itself change, then a new role specification certificate would be issued to the role. Any
certificates that contain this extension, including the roleCertSerialNumber component, would then need to be replaced
by certificates that referenced the new serial number. Although this behaviour is required in some environments, it is
undesirable in many others. Typically, this component would be absent, enabling automatic updating of the privileges

assign

ed to the role itself, without impacting the role assignment certificates.

The roleCertLocator, if present, contains information that can be used to locate the role specification certificate.

This extension may be present in role assignment certificates that are attribute certificates or public-key certificates
issued by AAs, including SOAs, to other AAs or to end-entity privilege holders. This extension shall not be included in
certificates that contain the SOA identifier extension
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If this

This ¢

15.4.2

The r
of typ
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This 1

that afle present in the presented value match the corresponding components of the stored value.

15.5

15.5.1
The fq

ent, this extension can be used by a privilege verifier to locate the role specification certificate.

extension is not present, either:
a) other means will be used to locate the role specification certificate; or

b) mechanisms other than a role specification certificate were used to assign privileges to the role (e.
privileges may be locally configured at the privilege verifier).

xtension is always non-critical.

1.1 Role specification certificate ID match

le specification certificate identifier matching rule compares for equality @presented value with an attributg
e AttributeCertificate.

eSpecCertldMatch MATCHING-RULE ::={
SYNTAX RoleSpecCertldentifierSyntax
ID id-mr-roleSpecCertildMatch }

hatching rule returns TRUE if the stored value contains the roleSpecCertldentifier extension and if comp|

Delegation extensions

Requirements

llowing requirements relate to delegation of privileges:

a) End-entity privilege eettificates need to be distinguishable from AA certificates, to protect again:
entities establishing themselves as AAs without authorization. It also needs to be possible for an
limit the length of\a.subsequent delegation path;

b) An AA needsto be able to specify the appropriate name space within which delegation of privile
occur. Adh€rence to these constraints needs to be checkable by the privilege verifier;

¢) An AA¢(needs to be able to specify the acceptable certificate policies that privilege asserters further g

d). “A’privilege verifier needs to be able to locate the corresponding attribute certificate for an issuer to
that the issuer had sufficient privilege to delegate the privilege in the current certificate.

15.5.2

detegation path shall use to authenticate themselves when asserting a privilege delegation by this AA|;

p. role

value

pnents
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Delegation extension Iields

The following extension fields are defined:

15.5.2

a)  Basic attribute constraints;
b) Delegated name constraints,
c) Acceptable certificate policies,

d) Authority attribute identifier.

.1 Basic attribute constraints extension

This field indicates whether subsequent delegation of the privileges assigned in the certificate containing this extension is
permitted. If so, a delegation path length constraint may also be specified.
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This field is defined as follows:
basicAttConstraints EXTENSION ::=

SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY { id-ce-basicAttConstraints }
}
BasicAttConstraintsSyntax ::= SEQUENCE
{
authority BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL
}
The a rity is

nts. If

athLenConstraint component is meaningful only if authority is set to TRUE. It gives the maximum, number jof AA
certifipates that may follow this certificate in a delegation path. Value 0 indicates that the subject of|this certificafe may
issue fertificates only to end-entities and not to AAs. If no pathLenConstraint field appearssin’any certificate of a
delegdtion path, there is no limit to the allowed length of the delegation path. Note that theyconstraint takes|effect
beginming with the next certificate in the path. The constraint controls the number of AA (certificates between the AA
certififate containing the constraint and end-entity certificate. Therefore the total length of'the path may exceed thg value
of thg constraint by as many as two certificates. This includes the certificates at the two endpoints plus the AA
certififates between the two endpoints which are constrained by the value of this exténsion.

This gxtension may be present in attribute certificates or public-key certificates §ssued by AAs, including SOAs, t¢ other
AAs dr to end-entities. This extension shall not be included in certificates that<ontain the SOA identifier extension

If this|extension is present in an attribute certificate, and authority is TRUE, the holder is authorized to issue subspquent
attribyte certificates delegating the contained privileges to other entities; but not public-key certificates.

If this|extension is present in a public-key certificate, and if the-basicConstraints extension indicates that the subject is
also al CA, the subject is authorized to issue subsequent public-key certificates that delegate these privileges tq other
entities, but not attribute certificates. If a path length constraint is included, the subject may only delegate witljin the
intersgction of the constraint specified in this extension™and any specified in the basicConstraints extension. [If this
extengion is present in a public-key certificate but the basicConstraints extension is absent, or indicates that the Jubject
is an gnd-entity, the subject is not authorized to delegate the privileges.

This gxtension may, at the option of the cerfificate issuer, be either critical or non-critical. It is recommended thgt it be
flagged critical, otherwise a holder which-is not authorized to be an AA may issue certificates and the privilege verifier
may upwittingly use such a certificate.

If this[extension is present and is flagged critical then:

— if the value ef‘authority is not set to TRUE then the delegated attribute shall not be used to further
delegate;

—  if the value of authority is set to TRUE and pathLenConstraint is present then the privilege verifidr shall
check that the delegation path being processed is consistent with the value of pathLenConstraint.

If this| extensionuis present, flagged non-critical, and is not recognized by the privilege verifier, then that system ghould
use other means to determine if the delegated attribute may be used to further delegate.

If this[extension is not present. or if the extension is present with an empty SEQUENCE value, the holder is consfrained

to being only an end-entity and not an attribute authority and no delegation of the privileges contained in the attribute
certificate is permitted by the holder.

15.5.2.1.1 Basic attribute constraints match

The basic attribute constraints matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

basicAttConstraintsMatch MATCHING-RULE ::={
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

This matching rule returns TRUE if the stored value contains the basicAttConstraints extension and if components that
are present in the presented value match the corresponding components of the stored value.
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15.5.2.2 Delegated name constraints extension

The delegated name constraints field indicates a name space within which all holder names in subsequent certificates in a
delegation path need to be located.

This field is defined as follows:

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

This extension is processed in the same manner as the nameConstraints extension for public key certificates. If
permittedSubtrees is present, of all the attribute certificates issued by the holder AA and subsequent AAs in the
delegation path, only those attribute certificates with holder names within these subtrees are acceptable. If
excludedSubtrees—is presentanyattributecertificateissued-by the holder A A or subsequent-A-Asinthe delegatign path
that hhs a holder name within these subtrees is unacceptable. If both permittedSubtrees and excludedSubtreps are
preserjt and the name spaces overlap, the exclusion statement takes precedence.

This gxtension may be present in attribute certificates or public-key certificates issued by AAs, including-SOAs, t¢ other
AAs. [This extension shall not be included in certificates issued to end-entities or certificates thdt,Contain thg SOA
identifier extension.

If this| extension is present in a public-key certificate, and if the nameConstraints extensionis also present, the qubject
may ¢nly delegate within the intersection of the constraint specified in this extension and that specified [in the
namefonstraints extension.

This gxtension may, at the option of the attribute certificate issuer, be either criticalLor non-critical. It is recommended
that it|be flagged critical, otherwise an attribute certificate user may not check that subsequent attribute certificatgs in a
delegadtion path are located in the name space intended by the issuing AA.

15.5.2(2.1 Delegated name constraints match

The dglegated name constraints matching rule compares for equality’a presented value with an attribute value gqf type
AttributeCertificate.

delegatedNameConstraintsMatch MATCHING-RULE ::=Y
SYNTAX NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch}

This matching rule returns TRUE if the stored‘value contains the attributeNameConstraints extension and if
compgnents that are present in the presented vala¢imatch the corresponding components of the stored value.

15.5.2L.3 Acceptable certificate policies extension

The acceptable certificate policies Afield is used, in delegation with attribute certificates, to control the accdptable
certifitate policies under which the public-key certificates for subsequent holders in a delegation path need to havg been
issued. By enumerating a set of-policies in this field, an AA is requiring that subsequent issuers in a delegation path only
delegdte the contained privileges'to holders that have public-key certificates issued under one or more of the enunjerated
certififate policies. The pelicies listed here are not policies under which the attribute certificate was issued, but pplicies
under [which acceptable public-key certificates for subsequent holders need to have been issued.

This fleld is definedyas follows:
acceptableCertPolicies EXTENSION ::= {

SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies }
AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (T1..MAX) OF CertPolicyld

CertPolicyld ::= OBJECT IDENTIFIER

This extension may only be present in attribute certificates issued by AAs, including SOAs, to other AAs. This extension
shall not be included in end-entity attribute certificates or in any public-key certificates. In the case of delegation using
public-key certificates, this same functionality is provided by the certificatePolicies and other related extensions.

If present, this extension shall be flagged critical.

If this extension is present and the privilege verifier understands it, the verifier shall ensure that all subsequent privilege
asserters in the delegation path are authenticated with a public-key certificate under one or more of the enumerated
certificate policies.

If this extension is present, but not understood by the privilege verifier, the certificate shall be rejected.
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15.5.2.3.1 Acceptable certificate policies match

The acceptable certificate policies matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

acceptableCertPoliciesMatch MATCHING-RULE ::={
SYNTAX AcceptableCertPoliciesSyntax
ID id-mr-acceptableCertPoliciesMatch }

This matching rule returns TRUE if the stored value contains the acceptableCertPolicies extension and if components
that are present in the presented value match the corresponding components of the stored value.

15.5.2.4 Authority attribute identifier extension

In priyilege delegation, an AA that delegates privileges, shall itself have at least the same privilege and the authqrity to
delegdte that privilege. An AA that is delegating privilege to another AA or to an end-entity may place this extengion in
the A\ or end-entity certificate that it issues. The extension is a back pointer to the certificate in which the ssuer|of the
certifitate containing the extension was assigned its corresponding privilege. The extension can be used‘by-a prjvilege
verifigr to ensure that the issuing AA had sufficient privilege to be able to delegate to the holder ‘of) the cerfificate
contaiping this extension.

This fleld is defined as follows:
authorityAttributeldentifier EXTENSION ::=

{

SYNTAX AuthorityAttributeldentifierSyntax

IDENTIFIED BY { id-ce-authorityAttributeldentifier }

}
AdthorityAttributeldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttld
AdthAttid = IssuerSerial

A certificate that contains this extension may include delegation of multiple privileges to the certificate holder.| If the
assignment of those privileges to the AA that issued this certificateywas done in more than one certificate, th¢n this
extengion would include more than one pointer.

This dxtension may be present in attribute certificates or public-key certificates issued by AAs to other AAs or tp end-
entity [privilege holders. This extension shall not be included*in certificates issued by an SOA or in public-key certificates
that cgntain the SOA identifier extension.

This extension is always non-critical.

15.5.2.4.1 AA identifier match

The apthority attribute identifier matching rule compares for equality a presented value with an attribute value of type
AttribpteCertificate.

authAttidMatch MATCHING-RULE ::={
SYNTAX AuthorityAttirbuteldentifierSyntax
ID ids-mr-authAttidMatch }

This matching rule teturns TRUE if the stored value contains the authorityAttributeldentifier extension pnd if
compgnents that are ptesent in the presented value match the corresponding components of the stored value.

16 Privilege path processing procedure

Privil ) : : s d ol el L 1 ) : 1 £ PR Ry —
Tvilcgepatir processg s carrreaout oy —a Privicge Verirer— T ire patir processurgrurcs—tor—attrroute—ccertrreatesS are

somewhat analogous to those for public-key certificates.

Other components of the path processing that are not addressed in this clause include verification of certificate
signatures, validation of certificate validity periods, etc.

For privilege paths consisting of a single certificate (i.e. the privileges were assigned directly to the privilege asserter by
the SOA), only the basic procedure, as described in 16.1 below is required, unless the privilege is assigned to a role. In
that case, if the privilege verifier is not configured with the specific privileges of the role, it may need to obtain the role
specification certificate that assigns the specific privileges to the role as described in 16.2 below. If the privilege asserter
was delegated its privilege by an intermediary AA, then the delegation path procedure in 16.3 is also required. These
procedures are not performed sequentially. The role processing procedure and delegation processing procedure are done
prior to the determination of whether or not the asserted privileges are sufficient for the context of use within the basic
procedure.
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16.1 Basic processing procedure

The signature on every certificate in the path shall be verified. Procedures related to validating signatures and public-key
certificates are not repeated in this clause. The privilege verifier shall verify the identity of every entity in the path, using
the procedures of clause 10. Note that checking the signature on an attribute certificate necessarily involves checking the
referenced public-key certificate for its validity. Where privileges are assigned using attribute certificates, path
processing engines will need to consider elements of both the PMI and the PKI in the course of determining the ultimate
validity of a privilege asserter's attribute certificate. Once that validity has been confirmed, the privileges contained in
that certificate may be used depending on a comparison with the relevant privilege policy and other information
associated with the context in which the certificate is being used.

The context of use shall determine if the privilege holder actually intended to assert the contained privilege for use with
that context. The fact that a chain of certificates to a trusted SOA exists is not in itself enough upon which to make this
determmmatrorr—Ttire—wittmgmess—oftheprivitegehotdertousethat—certifreatetas—to—be—ctearty mdreated—amd—vgrified.
Howeyer, mechanisms to ensure that such a privilege assertion has been adequately demonstrated by the privilege holder
are oytside the scope of this Specification. As an example, such a privilege assertion may be verifiable ifthe-prvilege
holdeq signed a reference to that certificate, thereby indicating their willingness to use that certificate for that.context.

For egch attribute certificate in the path that does not contain the noRevAvail extension, the privilege verifief shall
ensurq that the attribute certificate has not been revoked.

The privilege verifier shall ensure that the asserted privilege is valid for the time called "time{of evaluation" which can be
done for any time, i.e. the current time of checking or any time in the past. In the context.0f an access control servjce the
checking is always done for the present time. However, in the context of non-repudiation, the checking can be dong for a
time ih the past or the current time. When certificates are validated, the privilege erifier shall ensure that the tjme of
evaludtion falls within all the validity periods of all the certificates used in the pdth.*Also, if any of the certificates in the
path cpntain the timeSpecification extension, the constraints placed over the times the privilege can be asserted rleed to
also allow the privilege assertion to be valid at the time of evaluation.

If the [targetingInformation extension is present in the certificate used to assert a privilege, the privilege verifier shall
check|that the server/service for which it is verifying is included in the'list of targets.

If the [certificate is a role assignment certificate, the processingprocedure described in 16.2 is needed to ensure that the
appropriate privileges are identified. If the privilege was delegated to the entity rather than assigned directly by th¢ SOA
trusted by the privilege verifier, the processing procedurecdescribed in 16.3 is needed to ensure that delegation wag done

propefly.

The privilege verifier shall also determine whether ‘or not the privileges being asserted are sufficient for the confext of
use. The privilege policy establishes the rules' for making this determination and includes specification ¢f any
envirgnmental variables that need to be coOnsidered. The privileges asserted, including those resulting from the role
procedlure in 16.2 and the delegation procedure in 16.3 and any relevant environmental variables (e.g. time of fay or
currenjt account balance) are comparediagainst the privilege policy to determine whether or not they are sufficient for the
context of use. If the acceptablePrivilegePolicies extension is present, the privilege assertion can only succeed if the
privilgge policy the privilege verifier is comparing against is one of those contained in this extension.

If the fomparison succeeds; any relevant user notices are provided to the privilege verifier.

16.2 Role proc¢essing procedure

If the psserted eertificate is a role assignment certificate, the privilege verifier shall obtain the specific privileges aspigned
to thaf roleThe name of the role to which the privilege asserter is assigned is contained in the role attribute [of the
certifipate’\T'he privilege verifier, if not already configured with the privileges of the named role, may need to locate the
role speCification certificate that assigns the privileges to that role. Information in the role attribute and [in the
roleSpecCertldentifier extension may be used to locate that certificate.

The privileges assigned to the role are implicitly assigned to the privilege asserter and are therefore included among the
asserted privileges that are compared against the privilege policy in the basic procedure in 16.1 to determine whether or
not the asserted privileges are sufficient for the context of use.

16.3 Delegation processing procedure

If the privileges asserted are delegated to the privilege asserter by an intermediary AA, the privilege verifier shall ensure
that the path is a valid delegation path, by ensuring that:

—  Each AA that issued a certificate in the delegation path was authorized to do so;

—  Each certificate in the delegation path is valid with respect to path and name constraints imposed on it;
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—  Each entity in the delegation path is authenticated with a public-key certificate that is valid according to
any imposed policy constraints;

—  No AA delegation privilege is greater than the privilege held by that AA.

Prior to commencing delegation path validation, the privilege verifier shall obtain the following. Any of these may be
provided by the privilege asserter, or obtained by the privilege verifier from some other source, such as the Directory.
The attributes of the service may be provided to the privilege verifier in a structured document or by some other means.

—  Established trust in the public verification key used to validate the trusted SOA's signature. This trust can
either be established through out of band means or through a public-key certificate issued to the SOA by a
CA in which the privilege verifier already has established trust. Such a certificate would contain the
sOAldentifier extension.

— _ The privilege asserter's privilege, encoded in their attribute certificate or subject directory attributes
extension of their public key certificate.

—  Delegation path of certificates from the privilege asserter to the trusted SOA.

—  Domination rule for the privilege being asserted; this may be obtained from the attributecdescriptor fissued
by the SOA responsible for the attribute in question or it may be obtained through out df band meang.

—  Privilege policy; this may be obtained from the Directory or from some out of band\means.

—  Environmental variables, including for example current date/time, current accdunt balance etc.

An inplementation shall be functionally equivalent to the external behaviour resulting front this procedure, howeyer the
algorithm used by a particular implementation to derive the correct output(s) from the-given inputs is not standardized.

16.3.1  Verify integrity of domination rule

The domination rule is associated with the privilege being delegated: The syntax and method for obtaining the
domination rule is not standardized. However, the integrity of the retrieved domination rule can be verified. The atfribute
descriptor certificate issued by the SOA responsible for the attribute being delegated may contain a HASH |of the
domination rule. The privilege verifier may reproduce the HASH function on the retrieved copy of the dominatign rule
and cgmpare the two hashes. If they are identical, the privilege yerifier has the accurate domination rule.

16.3.21  Establish valid delegation path

The pfivilege verifier shall find the delegation path and obtain certificates for every entity in the path. The delggation
path gxtends from the direct privilege asserter to *the SOA. Each intermediary certificate in the delegation path shall
contaip the basicAttConstraints extension with-the authority component set to TRUE. The issuer of each certificate shall
be the same as the holder/subject of ,thes certificate which is adjacent to it in the delegation pathl The
authorityAttributeldentifier extension is used to locate the appropriate certificate of the adjacent entity in the delggation
path. The number of certificates in the path from each entity to the direct privilege asserter (inclusive) shall not ¢xceed
the vaJue of the pathLenConstraint'value in the entity's basicAttConstraints extension by more than 2. This is bgcause
the pathLenConstraint limits the number of intermediary certificates between the two endpoints (i.e. the cerfificate
contaiping the constraint and the end-entity certificate) so the maximum length is the value of that constraint plus the
certififates that are the endpeints.

If delegatedNameConstraints extension is present in any of the certificates in the delegation path, the constraints are
procegsed in the sanie’way as the nameConstraints extension is processed in the certification path processing progedure
in clayse 10.

If the jacceptableCertPolicies extension is present in any of the certificates in the delegation path, the privilege erifier
shall ¢nsure that the authentication of each subsequent entity in the delegation path is done with a public-key cerfificate
that c@ntains at least one of the acceptable policies.

16.3.3  Verify privilege delegation

No delegator can delegate privilege that is greater than the privilege they own. The domination rule in the attribute
descriptor attribute provides the rules for when a given value is 'less than' another value for the attribute being delegated.

For each certificate in the delegation path, including the direct privilege asserter's certificate, the privilege verifier shall
ensure that the delegator was authorized to delegate the privilege they own and that the privilege delegated was not
greater than the privilege owned.

For each of these certificates, the privilege verifier shall compare the delegated privilege with the privilege owned by that
delegator, in accordance with the domination rule for the privilege. The privilege owned by the delegator is obtained
from the adjacent certificate in the delegation path, as described in 16.2. The comparison of the two privileges is done
based on the domination rule discussed in 16.3.1.
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16.3.4  Pass/fail determination

Assuming that a valid delegation path is established, the privileges of the direct privilege asserter are provided as input
for the comparison against the privilege policy as discussed in 16.1 to determine whether or not the direct privilege

asserter has sufficient privilege for the context of use.

17 PMI directory schema

This clause defines the directory schema elements used to represent PMI information in the Directory. It includes

specification of relevant object classes, attributes and attribute value matching rules.

17.1 —PMUI directoryv-object-classes

This spibclause defines object class definitions for representing PMI objects in the Directory.

17.1.1 PMI user object class

The PMI user object class is used in defining entries for objects that may be the holder of attribute certificates.

pmiUser OBJECT-CLASS ::={
-- @t PMI user (i.e. a "holder")
UBCLASS OF {top}
IND auxiliary
AY CONTAIN ({attributeCertificateAttribute}
| id-oc-pmiUser }

17.1. PMI AA object class

The PMI AA object class is used in defining entries for objects that act.asttribute authorities.

pmiAA OBJECT-CLASS ::= {

-- @t PMI A4
UBCLASS OF {top}
IND auxiliary

AY CONTAIN {aACertificate |
attributeCertificateRevocationList |
attributeAuthorityRevocationList}

P id-oc-pmiAA }

17.1.3 PMI SOA object class

The PMI SOA object class is used in‘defining entries for objects that act as sources of authority. Note that if the
was apithorized to act as an SOA through issuance of a public-key certificate containing the sOAldentifier exten
directgry entry representing that object would also contain the pkiCA object class.

iSOA OBJECT-CLASS)::= { -- a PMI Source of Authority

UBCLASS OF _{top}

IND auxiliary

AY CONTAIN< ~ {attributeCertificateRevocationList |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

| id-oc-pmiSOA }

17.1. Attribute certificate CRL distribution point object class

object
sion, a

The attribute certificate CRL distribution point object class is used in defining entries for objects that contain attribute
certificate and/or attribute authority revocation list segments. This auxiliary class is intended to be combined with the
criDistributionPoint structural object class when instantiating entries. Since the certificateRevocationList and
authorityRevocationList attributes are optional in that class, it is possible to create entries which contain, for example,

only an attribute authority revocation list or entries which contain revocation lists of multiple types, depending
requirements.

attCertCRLDistributionPt OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { attributeCertificateRevocationList |
attributeAuthorityRevocationList }
ID id-oc-attCertCRLDistributionPts }
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PMI delegation path

The PMI delegation path object class is used in defining entries for objects that may contain delegation paths. It will
generally be used in conjunction with entries of structural object class pmiAA.

pmiDelegationPath OBJECT-CLASS :={

SUBCLASS OF {top}

of that

of the

nsion.
stored

KIND auxiliary
MAY CONTAIN { delegationPath }
ID id-oc-pmiDelegationPath }
17.1.6  Privilege policy object class
The p iVﬁCgC pthy U‘[)ijL Lidbb ib Ude iIl dcﬁuiug CIlLliUb fUl U‘th?blb Lhdt bUIlLdiIl [)IiVﬁCgC pUhLy i[lfUllIldliUll.
privilegePolicy OBJECT-CLASS :={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {privPolicy }
ID id-oc-privilegePolicy }
17.2 PMI Directory attributes
This spibclause defines directory attributes used to store PMI data in directory entries.
17.2.1] Attribute certificate attribute
The fgllowing attribute contains attribute certificates issued to a specifictholder and is stored in the directory entry
holdet.
atfributeCertificateAttribute ATTRIBUTE ::={
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeCertificate }
17.2.2  AA certificate attribute
The fpllowing attribute contains attribute seertificates issued to an AA and is stored in the directory entry
holdei AA.
aACertificate ATTRIBUTE = {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING-RULE attributeCertificateExactMatch
ID id-at-aACertificate }
17.2.3  Attribute descriptor certificate attribute
The fopllowing attribute contains attribute certificates issued by an SOA that contain the attributeDescriptor extg
These|attribute_gertificates contain the valid syntax and domination rule specification of privilege attributes and is
in the directory entry of the issuing SOA.
attlri TTRIBUTE ::={
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeDescriptorCertificate }
17.2.4  Attribute certificate revocation list attribute

The following attribute contains a list of revoked attribute certificates. These lists may be stored in the directory entry of

the iss

uing authority, or other directory entry (e.g. a distribution point).

attributeCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeCertificateRevocationList}
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17.2.5 AA certificate revocation list attribute

The following attribute contains a list of revoked attribute certificates issued to AAs. These lists may be stored in the
directory entry of the issuing authority or other directory entry (e.g. a distribution point).

attributeAuthorityRevocationList ATTRIBUTE :={

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeAuthorityRevocationList }

17.2.6  Delegation path attribute

The delegation path attribute contains delegation paths, each consisting of a sequence of attribute certificates.

dejegationPath ATTRIBUTE :={

WITH SYNTAX AttCertPath
ID id-at-delegationPath }
AtiCertPath ::= SEQUENCE OF AttributeCertificate

This dttribute can be stored in the AA directory entry and would contain some delegation paths ffem that AA tq other
AAs. [This attribute, if used, enables more efficient retrieval of delegated attribute certificates that form frequently used
delegdtion paths. As such, there are no specific requirements for this attribute to be used-and the set of values that are
stored| in the attribute is unlikely to represent the complete set of delegation paths for any\given AA.

17.2.7]  Privilege policy attribute
The privilege policy attribute contains information about privilege policies.
privPolicy ATTRIBUTE ::={
WITH SYNTAX PolicySyntax
ID id-at-privPolicy }
The pplicyldentifier component includes the object identifier registered for the particular privilege policy.

If content is present, the complete content of the privilege-policy is included.

If pointer is present, the name component referencesyone or more locations where a copy of the privilege policy fan be
locatefl. If the hash component is present, it contains a HASH of the content of the privilege policy that should be| found
at a refferenced location. This hash can be used to_perform an integrity check of the referenced document.

17.3 PMI general directory matching rules

This spibclause defines matching rules for PMI directory attributes.

17.3.1  Attribute certificate exact match

The dttribute certificate Jexact match rule compares for equality a presented value with an attribute value of type
AttribpteCertificate.

atfributeCertificateExactMatch MATCHING-RULE ::= {

SYNTAX AttributeCertificateExactAssertion

ID id-mr-attributeCertificateExactMatch }
AttributeCertificateExactAssertion = SEQUENCETY

serialNumber CertificateSerialNumber OPTIONAL,

issuer IssuerSerial }

This matching rule returns TRUE if the components in the attribute value match those in the presented value.

17.3.2  Attribute certificate match

The attribute certificate matching rule compares a presented value with an attribute value of type AttributeCertificate.
This matching rule allows more complex matching than the certificateExactMatch.

attributeCertificateMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }
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AttributeCertificateAssertion ::= SEQUENCE {

holder [0] CHOICE {
baseCertificatelD [0] IssuerSerial,
holdertName [1] GeneralNames} OPTIONAL,
issuer [11 GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL}

-- At least one component of the sequence shall be present

The matching rule returns TRUE if all of the components that are present in the presented value match the corresponding
components of the attribute value, as follows:

— baseCertificatelD matches if it is equal to the IssuerSerial component of the stored attribute value;
alellal= A e _ln nc 1 ne Qre

indicated in the presented value;

e type as
— issuer matches if the stored attribute value contains the name component of the same name type as

indicated in the presented value;
—  attCertValidity matches if it falls within the specified validity period of the stored attribute value; and

— for each attType in the presented value, there is an attribute of that type ptesent in the attrjbutes
component of the stored value.

17.3.3' Holder issuer match

The aftribute certificate holder issuer match rule compares for equality a presented’ value of the holder and/or|issuer
comp@nents of a presented value with an attribute value of type AttributeCertificate.

holderlssuerMatch MATCHING-RULE ::={

SYNTAX HolderlssuerAssertion

ID id-mr-holderissuerMatch }
HglderlssuerAssertion ::= SEQUENCE {

holder [0] Holder OPTIONAL,

issuer [1] AttCertlssuer OPTIONAL }

This rhatching rule returns TRUE if all the components \that are present in the presented value match the corresppnding
compg@nents of the attribute value.

17.3.4 Delegation path match

The delegationPathMatch match rule compares for equality a presented value with an attribute value of type
delegationPath. A privilege verifier may.use this matching rule to select a path beginning with a certificate issued by its
SOA 3and ending with a certificate issu¢d to the AA that issued the end-entity holder certificate being validated.

delegationPathMatch MATCHING-RULE ::= {

SYNTAX DelMatchSyntax

ID id-mr-delegationPathMatch }
DdiMatchSyntax”) “::= SEQUENCE {

firstilssuer AttCertlssuer,

lastHolder Holder }

This matchingrule returns TRUE if the presented value in the firstlssuer component matches the corresponding el¢gments
of the|issuer field of the first certificate in the SEQUENCE in the stored value and the presented value in the lastholder
componert-matches-the espendins-elemen he-helderfie he-last-eerti e-Hr-the ; #-the'stored
value. This matching rule returns FALSE if either match fails.

SECTION 4 — DIRECTORY USE OF PUBLIC-KEY & ATTRIBUTE CERTIFICATE
FRAMEWORKS

The Directory uses the public-key certificate framework as the foundation for a number of security services including
strong authentication and protection of Directory operations as well as protection of stored data. The Directory uses the
attribute certificate framework as the foundation for rule-based access control scheme. The relationship of the elements
of the public-key certificate framework and of the attribute certificate framework to the various Directory security
services is defined here. The specific security services provided by the Directory are fully specified over the complete set
of Directory Specifications.
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18 Directory authentication

The Directory supports authentication of users accessing the Directory via DUAs and authentication of directory systems
(DSAs) to users and to other DSAs. Depending on the environment, either simple or strong authentication may be used.
The procedures to be used for simple and strong authentication in the Directory are described in the following
subclauses.

18.1 Simple authentication procedure

Simple authentication is intended to provide local authorization based upon the distinguished name of a user, a bilaterally
agreed (optional) password, and a bilateral understanding of the means of using and handling this password within a
single domain. Utilization of simple authentication is primarily intended for local use only, i.e. for peer entity
authenjtication between one DUA and one DSA or between one DSA and one DSA. Simple authentication, may be
achievyed by several means:

a) the transfer of the user's distinguished name and (optional) password in the clear (non;protécted)|to the
recipient for evaluation;

b) the transfer of the user's distinguished name, password, and a random number and/er a timestamp/ all of
which are protected by applying a one-way function;

c) the transfer of the protected information described in b) together with<a random number anfd/or a
timestamp, all of which is protected by applying a one-way function.

NQTE 1 — There is no requirement that the one-way functions applied be different.

NQTE 2 — The signaling of procedures for protecting passwords may be a matter for extension to the document.
Wherg passwords are not protected, a minimal degree of security is provided for preventing unauthorized acdess. It
should not be considered a basis for secure services. Protecting theNuser's distinguished name and password prpvides
greatef degrees of security. The algorithms to be used for the protéction mechanism are typically non-encipherinig one-
way finctions that are very simple to implement.

The gg¢neral procedure for achieving simple authentication isishown in Figure 5.

o
TISO3930-94/d05
o

Figure 5 — The unprotected simple authentication procedure

The following steps are mvolved:
1) an originating user A sends its distinguished name and password to a recipient user B;

2) B sends the purported distinguished name and password of A to the Directory, where the password is
checked against that held as the UserPassword attribute within the directory entry for A (using the
Compare operation of the Directory);

3) the Directory confirms (or denies) to B that the credentials are valid,;

4) the success (or failure) of authentication may be conveyed to A.

The most basic form of simple authentication involves only step 1) and after B has checked the distinguished name and
password, may include step 4).
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18.1.1  Generation of protected identifying information

Figure 6 illustrates two approaches by which protected identifying information may be generated. f1 and /2 are one-way
functions (either identical or different) and the timestamps and random numbers are optional and subject to bilateral
agreements.

A >
paSSWA R Pro{(icted1
fl —L
t1A >
1A >
q P Prote:cted2
oA >
q2* >
TISO3940-94/d06
A User's distinguished name
tA Timestamps
passw” Password of A
gt Random numbers, optionally with a counter included

Figure 6 — Protected simple authentication

18.1.21  Procedure for protected simple authentication

Figurq 7 illustrates the procedure for protected simple authentication.

TISO3950-94/d07

Figure 7 — The protected simple authentication procedure

The fallowing stepS-are involved (initially using f1 only):

1)_<An originating user, user A, sends its protected identifying information (Authenticatorl) to uper B.
Protection is achieved by applying the one-way function (f1) of Figure 6, where the timestamp pnd/or
random number (when used) is used to minimize replay and to conceal the password.

The protection of A's password is of the form:
Protected] = f1 (t14, q14, A, passw?)

The information conveyed to B is of the form:
Authenticator] = t14, q14, A, Protected

2) B verifies the protected identifying information offered by A by generating (using the distinguished name
and optional timestamp and/or random number provided by A, together with a local copy of A's
password) a local protected copy of A's password (of the form Protected1). B compares for equality the
purported identifying information (Protected1) with the locally generated value.

3) B confirms or denies to A the verification of the protected identifying information.
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The procedure can be modified to afford greater protection using f1 and f2. The main differences are as follows:

1) A sends its additionally protected identifying information (Authenticator2) to B. Additional protection is
achieved by applying a further one-way function, /2, as illustrated in Figure 6. The further protection is of
the form:

Protected2 = 12 (124, q24, Protected1)
The information conveyed to B is of the form:

Authenticator2 = t14, 24, q14, q2A, A, Protected2

For comparison, B generates a local value of A's additionally protected password and compares it for equality with that
of Protected2.

2) B confirms or denies to A the verification of the protected identifying information.

NQTE — The procedures defined in these clauses are specified in terms of A and B. As applied to the Directosy.(specified in
ITU-T Rec. X.511 | ISO/IEC 9594-3 and ITU-T Rec. X.518 | ISO/IEC 9594-4), A could be a DUA binding 'to a DSA, B;
alternatively, A could be a DSA binding to another DSA, B.

18.1.3  User Password attribute type

A Usdr Password attribute type contains the password of an object. An attribute value fof the user password is a string
speciffed by the object.

userPassword ATTRIBUTE := {
WITH SYNTAX OCTET STRING (SIZE (0..ub-user-password))
EQUALITY MATCHING RULE octetStringMatch
ID id-at-userPassword }

18.2 Strong Authentication

The ptocedures described in this subclause are for use in authentication between a DUA and a DSA as well as bgtween
pairs pf DSAs. The procedures make use of the public-key certificate framework defined in this Specification. In
additipn, the procedures make use of the Directory itself.asithe repository for public-key information required to pgrform
the authentication. The inclusion of relevant parameters*in Directory protocols is defined in the protocol specifigations
themsglves. The procedures defined here for strong”authentication may also be used by applications other thpn the
Directory that also make use of such a repositety: For the Directory use of these procedures the term 'user' ir} these
procedlures can refer to either a DUA or a DSA.

The approach to strong authentication_taken in this Directory Specification makes use of the properties of a farily of
cryptagraphic systems, known as public-key cryptosystems (PKCS). These cryptosystems, also described as asyminetric,
involvie a pair of keys, one private and one public, rather than a single key as in conventional cryptographic systems.
Anney E gives a brief introduction to these cryptosystems and the properties which make them useful in authentigation.
For a PKCS to be usable in this authentication framework at this present time, it shall have the property that both keys in
the kely pair can be used feréncipherment, with the private key being used to decipher if the public key was used, gnd the
publid key being used\to decipher if the private key was used. In other words, X, * X5 = X ¢ X, where X,/Kj are
encipllerment/deciphérment functions using the public/private keys of user X.

NQTE — Altérhative types of PKCS, i.e. ones which do not require the property of permutability and that can be supported ithout
grdat modification to this Directory Specification, are a possible future extension.

This quthentication framework does not mandate a particular cryptosystem for use. It is intended that the framework
shall be applicable to any suitable public key cryptosystem, and shall thus support changes to the methods used as a
result of future advances in cryptography, mathematical techniques or computational capabilities. However, two users
wishing to authenticate shall support the same cryptographic algorithm for authentication to be performed correctly.
Thus, within the context of a set of related applications, the choice of a single algorithm shall serve to maximize the
community of users able to authenticate and communicate securely.

Authentication relies on each user possessing a unique distinguished name. The allocation of distinguished names is the
responsibility of the Naming Authorities. Each user shall therefore trust the Naming Authorities not to issue duplicate
distinguished names.

Each user is identified by its possession of its private key. A second user is able to determine if a communication partner

is in possession of the private key, and can use this to corroborate that the communication partner is in fact the user. The
validity of this corroboration depends on the private key remaining confidential to the user.
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For a user to determine that a communication partner is in possession of another user's private key, it shall itself be in
possession of that user's public key. Whilst obtaining the value of this public key from the user's entry in the Directory is
straightforward, verifying its correctness is more problematic. There are many possible ways for doing this:
subclause 18.2.1 describes a process whereby a user's public key can be checked by reference to the Directory. This
process can only operate if there is an unbroken chain of trusted points in the Directory between the users requiring to
authenticate. Such a chain can be constructed by identifying a common point of trust. This common point of trust shall
be linked to each user by an unbroken chain of trusted points.

18.2.1 Obtaining public-key certificates from the directory

Certificates are held within directory entries as attributes of type UserCertificate, CACertificate and CrossCertificatePair.
These attribute types are known to the Directory. These attributes can be operated on using the same protocol operations
as other attributes. The definition of these types can be found in 3.3; the specification of these attribute types is defined in
subclauset1-2:

In the] general case, before users can mutually authenticate, the Directory shall supply the complete certification and
return| certification paths. However, in practice, the amount of information which shall be obtained from the Directory
can bg reduced for a particular instance of authentication by:

a) if the two users that want to authenticate are served by the same certificationhauthority, then the
certification path becomes trivial, and the users unwrap each other's certificates dirgctly;

b) if the CAs of the users are arranged in a hierarchy, a user could store the public keys, certificatps and
reverse certificates of all certification authorities between the user and thetéet of the DIT. Typically, this
would involve the user in knowing the public keys and certificates 0f)only three or four certification
authorities. The user would then only require to obtain the certificationh paths from the common pgint of
trust;

c) if a user frequently communicates with users certified by a particular other CA, that user could legrn the
certification path to that CA and the return certification path/ from that CA, making it necessary dnly to
obtain the certificate of the other user itself from the Directory;

d) certification authorities can cross-certify one anothet by bilateral agreement. The result is to shorfen the
certification path;

e) if two users have communicated before and\, have learned one another's certificates, they are gble to
authenticate without any recourse to the Ditectory.

In any case, having learned each other's certificates from the certification path, the users shall check the validity|of the
received certificates.

18.2.1.1 Example

Figurdg 8 illustrates a hypothetical example of a DIT fragment, where the CAs form a hierarchy. Besides the inforfnation
shown] at the CAs, we assume that ¢ach user knows the public key of its certification authority, and its own public and
privatg keys.

U«V»
V«U»

V«W»
W«V»

V«Y»
Y«V»

WX
X« Wy
X«Z»

T LL»

Z . Z«Y»

Z«X»

| X«C»

TISO3960-94/d08

Figure 8 — CA hierarchy — A hypothetical example
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If the CAs of the users are arranged in a hierarchy, A can acquire the following certificates from the Directory to
establish a certification path to B:

X«Wy», W«Vn, VaY», Y«Z», Z«B»

When A has obtained these certificates, it can unwrap the certification path in sequence to yield the contents of the
certificate of B, including Bp:

Bp =Xp ¢ X«W» W«V» VaY» Y«Z» Z«By»

In general, A also has to acquire the following certificates from the Directory to establish the return certification path

from B to A:

When
the ce

Apply]

Z«Y», Y<V», VaW», W«X», X«A».

B receives these certificates from A, it can unwrap the return certification path in sequence to yield the cont
tificate of A, including Ap:

Ap=7p ¢ Z«Y» Y«V» V«W» W«X» X«A»

ents of

ing the optimizations of 18.2.1:

a) taking A and C, for example: both know Xp, so that A simply has to directly acquire the certificat¢ of C.

Unwrapping the certification path reduces to:
Cp =Xp ¢ X«C»

and unwrapping the return certification Path reduces to:
Ap =Xp e X«A»

b) assuming that A would thus know W«X», Wp, V«<W», Vp, U«V», Up, etc. reduces the information|which

A has to obtain from the Directory to form the certification path to:
V«Y», Y«Z», Z«By»

and the information which A has to obtain from the Directory to form the return certification path to;|
Z«Y», Y«V».

¢) assuming that A frequently-communicates with users certified by Z, it can learn (in addition to the [public
keys learned in b) above)\V«Y», Y«V», Y«Z», and Z«Y». To communicate with B, it need thereforle only
obtain Z«B» from the Directory.

d) assuming that users certified by X and Z frequently communicate, then X«Z» would be held |in the
directory entry~for X, and vice versa (this is shown in Figure 8). If A wants to authenticate to B, A need
only obtaifi:

Xy, Z«B»
to.form the certification path, and:
Z«X»
to form the return certification path
e) assuming users A and C have communicated before and have learned one another's certificates, they may

use each other's public key directly, i.e.
Cp =Xp o X«C»
and

Ap = Xp e X«A»

In the more general case the Certification Authorities do not relate in a hierarchical manner. Referring to the hypothetical
example in Figure 9, suppose a user D, certified by U, wishes to authenticate to user E, certified by W. The Directory
entry of user D shall hold the certificate U«D» and the entry of user E shall hold the certificate W«E».
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Figure 9 — Non-hierarchical certification path — An example
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be a CA with whom CAs U and W have at some previous time exchanged public keys in a trusted)way]
certificates U«Vy», V«U», W«V» and V«W» have been generated and stored in the Directory. Assume U«\
are stored in the entry of V, V«U» is stored in U's entry, and V«W is stored in W's entry.

D needs to find a certification path to E. Various strategies could be used. One such strategy would be to reg
hind CAs as nodes, and the certificates as arcs in a directed graph. in these terms, D has tolperform a search
to find a path from U to E, one such being U«V», V«W», W«E». When this path has been discovered, the 1
V«V», V«U», U«D» can also be constructed.

Strong authentication procedures

hsic approach to authentication has been outlined above, namely the cofroboration of identity by demons
sion of a private key. However, many authentication procedures empleying this approach are possible. In g
e business of a specific application to determine the appropriate procedures, so as to meet the security policy
ption. This clause describes three particular authentication proegdures, which may be found useful across a
lications.

TE — This Directory Specification does not specify the procédures to the detail required for implementation. H
litional standards could be envisaged which would do so, eithét in"an application-specific or in a general-purpose way.

iree procedures involve different numbers of exchanges of authentication information, and consequently p
nt types of assurance to their participants. Specifically:

a) one-way authentication, described in‘l8.2.2.1, involves a single transfer of information from one us
intended for another (B), and establishes the following:

—  the identity of A, and that the authentication token actually was generated by A;
—  the identity of B, and\that the authentication token actually was intended to be sent to B;

—  the integrity and Joriginality" (the property of not having been sent two or more times)
authentication\token being transferred.

The latter properties can also be established for arbitrary additional data accompanying the tran

b) two-way authentication, described in 18.2.2.2, involves, in addition, a reply from B to A. It establis|
additionjthe following:

— __\that the authentication token generated in the reply actually was generated by B and was inten)
be sent to A;

— the integrity and originality of the authentication token sent in the reply;

. As a
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—  (optionally) the mutual secrecy of part of the tokens.

c) three-way authentication, described in 18.2.2.3, involves, in addition, a further transfer from A to B. It
establishes, the same properties as the two-way authentication, but does so without the need for

association time stamp checking.

In each case where Strong Authentication is to take place, A shall obtain the public key of B, and the return certification
path from B to A, prior to any exchange of information. This may involve access to the Directory, as described in 18.2.
Any such access is not mentioned again in the description of the procedures below.

The checking of timestamps as mentioned in the following clauses only applies when either synchronized clocks are used
in a local environment, or if clocks are logically synchronized by bilateral agreements. In any case, it is recommended
that Coordinated Universal Time be used.

For each of the three authentication procedures described below, it is assumed that party A has checked the validity of all

of the

certificates in the certification path.
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18.2.2.1 One-way authentication

The following steps are involved, as depicted in Figure 10:

18.2.2
The fq

1) A generates r, a non-repeating number, which is used to detect replay attacks and to prevent forgery.
2) A sends the following message to B:
BA, A{tA, rA B}
where tA is a timestamp. tA consists of one or two dates: the generation time of the token (which is
optional) and the expiry date. Alternatively, if data origin authentication of "sgnData" is to be provided by
the digital signature:
BA, A{tA, rA, B, sgnData}
In cases where information is to be conveyed which will subsequently be nsed as a private key (this
information is referred to as "encData" ):
BA, A{tA, rA, B, sgnData, Bp[encData]}
The use of "encData" as a private key implies that it shall be chosen carefully, e.g. to béla strong key for
whatever cryptosystem is used as indicated in the "sgnData" field of the token.
3) B carries out the following actions:

a) obtains Ap from BA, checking that A's certificate has not expired;

b) verifies the signature, and thus the integrity of the signed information;
c) checks that B itself is the intended recipient;

d) checks that the timestamp is "current";

e) optionally, checks that rA has not been replayed. This,cotild, for example, be achieved by having r4
include a sequential part that is checked by a local iniplementation for its value uniqueness.

2 is valid until the expiry date indicated by tA. rA\js always accompanied by a sequential part,|which
indicates that A shall not repeat the token during the timerange tA and therefore that checking{of the
value of rA itself is not required.

In any case it is reasonable for party B-fo store the sequential part together with timestamp t4|in the
clear and together with the hashed part’of the token during timerange tA.

TISO3990-94/d10

Figure 10 — One-way authentication
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.2 Twe-way authentication
llewing steps are involved, as depicted in Figure 11:
1) dS 10N I6.2.2.1,
2) asfor18.2.2.1;
3) asfor18.2.2.1;
4) B generates B, a non-repeating number, used for similar purpose(s) to r4;
5) B sends the following authentication token to A:

B{tB’ rB) A’ rA}
where B is a timestamp defined in the same way as tA.

Alternatively, if data origin authentication of "sgnData" is to be provided by the digital signature:

B{tB, 1B, A, rA, sgnData}
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In cases where information is to be conveyed which will subsequently be used as a private key (this
information is referred to as "encData" ):

B{tB, rB, A, rA, sgnData, Ap[encData]}

The use of "encData" as a private key implies that it shall be chosen carefully, e.g. to be a strong key for
whatever cryptosystem is used as indicated in the "sgnData" field of the token.

A carries out the following actions:
a) verifies the signature, and thus the integrity of the signed information;
b) checks that A is the intended recipient;

¢) checks that the timestamp tB is "current";

18.2.2
The fq

.3 Three-way authentication

llowing steps are involved, as depicted in Figure 12:

1)
2)
3)
4)
5)
6)
7)
8)

9)

d) optionally, checks that B has not been replayed (see 18.2.2.1, step 3), d)).

TISO4000-94/d11

Figure 11 — Two-way authentication

As for 18.2.2.2.
As for 18.2.2.2. Timestamp tA may be zero(
As for 18.2.2.2, except that the timestamp need not be checked.
As for 18.2.2.2.
As for 18.2.2.2. Timestamp tB mhay be zero.
As for 18.2.2.2, except that the timestamp need not be checked.
A checks that the received rA is identical to the r which was sent.
A sends the following authentication token to B:
A{rBB}.
B carfies-out the following actions:
a). ) checks the signature and thus, the integrity of the signed information;

b) Checks that the received 1B is identical to the rB which was sent by B.

TISO4010-94/d12

Figure 12 — Three-way authentication
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Access control

The Directory exists in an environment where various administrative authorities control access to their portion of the
DIB. The definition of an access control scheme in the context of the Directory includes methods to:

—  specify access control information (ACI);
— enforce access rights defined by that access control information;

—  maintain access control information.

The enforcement of access rights applies to controlling access to:

—  Directory information related to names;

Administrative authorities may make use of all or parts of any standardized access control scheme invimplementin

securi

The Blasic Access Control (BAC) scheme defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 ig™an access control list

schem
Direct
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—  Directory user information;

—  Directory operational information including access control information.

y policies, or may freely define their own schemes at their discretion.

e that enables Directory Administrators to tie permissions to the level of authentication performed to bind
ory. The public-key certificate framework defined in this Specification is used te-provide the strong authent
e used for this binding.

ules Based Access Control (RBAC) scheme defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 makes use
te certificate framework defined in this Specification to carry clearafice attributes used in making access d
bns. RBAC may also be used in conjunction with BAC.

Protection of Directory operations

hiblic-key certificate framework defined in this Specification is used in all Directory protocols defined in thig
ommendations to optionally protect the operationsincluding requests, responses and errors. Integrity proted
ed through the digital signature of the senderyand the verification of that signature by the recipient usi
's corresponding public-key certificate. Privacy protection is provided through the use of public-key enci
the content is encrypted with the publiczkey obtained from the intended recipient's public-key certifical
ted by the recipient using their corresponding private key.

pecific mechanisms and syntaxSfor requesting and including the protection elements in protocol exchang
d within each of the Directory‘protocols in this series of Specifications.
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Annex A

Public-Key and Attribute Certificate Frameworks

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.I type, value, and information object class definitions contained in this Directory
Specification in the form of three ASN.1 modules, AuthenticationFramework, CertificateExtensions, and
AttributeCertificateDefinitions.

- A.1 Authentication framework module

AuthenticationFramework {joint-iso-itu-t ds(5) module(1) authenticationFramework(7) 4}
DEFINITIONS ::=
BEGI

-- EXRORTS All --

-- Theltypes and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them €o\access
-- Dirgctory services. Other applications may use them for their own purposes, but this will notconstrain
-- extdnsions and modifications needed to maintain or improve the Directory service.

IMPORTS
id4at, id-nf, id-oc, informationFramework, upperBounds, selectedAttributeTypes, basicAccessControl,
certificateExtensions

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

Name, ATTRIBUTE, OBJECT-CLASS, NAME-FORM, top
FROM InformationFramework informationFramework

ub-user-password, ub-content
FROM UpperBounds upperBounds

Uniqueldentifier, octetStringMatch, DirectoryString, commonName
FROM SelectedAttributeTypes selectedAttributeTypes

certificateExactMatch, certificatePairExactMatch, certificateListExactMatch, KeyUsage, GeneralNames,

CertificatePoliciesSyntax, algorithmidentifierMatch, CertPolicyld
FROM CertificateExtensions certificateExtensions ;

-- public-key certificate definition --

Certif|cate 12=-/ SIGNED { SEQUENCE {
vefsion [0] Version DEFAULT v1,
sefrialNumber CertificateSerialNumber,
signature Algorithmldentifier,
isguer Name,
validity Validity,
supject Name,
subpjectPublicKeyinfo SubjectPublicKeyinfo,
isguerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,

-- if present, version shall be v2 or v3
supjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,

if-oresent-version shall be v2 or v3
T 4

extensions [3] Extensions OPTIONAL
-- If present, version shall be v3 -- } }

Version = INTEGER {v1(0), v2(1), v3(2) }
CertificateSerialNumber = INTEGER
Algorithmidentifier = SEQUENCE {
algorithm ALGORITHM.&id ({SupportedAlgorithms}),
parameters ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required to
-- specify a table constraint on the parameters component of Algorithmldentifier.
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SupportedAlgorithms ALGORITHM = {...}

Validity = SEQUENCE {
notBefore Time,
notAfter Time }

SubjectPublicKeylnfo = SEQUENCE {
algorithm Algorithmidentifier,
subjectPublicKey BIT STRING }

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

Extensions ::= SEQUENCE OF Extension

-- For[those extensions where ordering of individual extensions within the SEQUENCE is significant, the
-- spegification of those individual extensions shall include the rules for the significance of the order therein

extnid EXTENSION.&id ({ExtensionSet}),

critical BOOLEAN DEFAULT FALSE,

extnValue OCTET STRING

-- contains a DER encoding of a value of type &ExtnType
-- for the extension object identified by extnld -- }

ExtenEion ::= SEQUENCE {

ExtensionSet EXTENSION = { ..}

EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&ExtnType }

WITH[SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }

-- oth¢r PKI certificate constructs

Certif|cates n= SEQUENCE {

usierCertificate Certificate,

certificationPath ForwardCertificationPath OPTIONAL}
ForWerCertificationPath = SEQUENCE OF CrossCertificates
CrosgCertificates = SET OF (Certificate
CertificationPath = SEQUENCE {

userCertificate Certificate,

theCACertificates SEQUENCE OF CertificatePair OPTIONAL}
Certif|catePair = SEQUENCE {

forward [0] Certificate OPTIONAL,

reyerse [1] Certificate OPTIONAL

-- at least one of the pair shall be present --'}
(WITH COMPONENTS {..., forward PRESENT} |
WITH COMPONENTS {..., reverse PRESENT})

-- cerffficate\revocation list (CRL)

CertificateList i= SIGNED { SEQUENCE {
version Version OPTIONAL,
-- if present, version shall be v2

signature Algorithmldentifier,

issuer Name,

thisUpdate Time,

nextUpdate Time OPTIONAL,

revokedCertificates SEQUENCE OF SEQUENCE {
serialNumber CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL } OPTIONAL,

crlExtensions [0] Extensions OPTIONAL }}

-- information object classes --
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ALGORITHM ::= TYPE-IDENTIFIER

-- parameterized types --
HASH {ToBeHashed} SEQUENCE {
algorithmldentifier Algorithmldentifier,
hashValue BIT STRING ( CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded octets --

-- of a value of --ToBeHashed } ) }

ENCRYPTED-HASH { ToBeSigned } n= BIT STRING ( CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded (see 6.1) octets --
-- of a value of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- })

: 2001 (E)

ENCRYRTED{FoBeEneiphered} == BIF-STRING-(GONSTRAINED-BY-{
-- khall be the result of applying an encipherment procedure --
-- {o the BER-encoded octets of a value of -- ToBeEnciphered})

SIGNATURE { ToBeSigned } = SEQUENCE {
aIgLorithmIdentifier Algorithmldentifier,
encrypted ENCRYPTED-HASH { ToBeSigned }}

SIGNED { ToBeSigned } = SEQUENCE {
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE { ToBeSigned }}

-- PK} object classes --

pkiUser OBJECT-CLASS
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
ID id-oc-pkiUser }

1]
~

pkiCA OBJECT-CLASS ::={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {cACertificate |
certificateRevocationList |
authorityRevocationList |
crossCertificatePair }
ID id-oc-pkiCA }

cRLD|stributionPoint OBJECT-CLASS n={

SUBCLASS OF {top}

KIND structural

MUST CONTAIN { commonName }

MAY CONTAIN { certificateRevocationList |
authorityRevocationList |
deltaRevocationList }

ID id-oc-cRL DistributionPoint }

cRLDistPtNameForm NAME-FORM a={
NAMES cRLDistributionPoint
WITH ATTRIBUTES { commonName}
ID id-nf-cRLDistPtNameForm }

deltaCRL OBJECT-CLASS n={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
ID id-oc-deltaCRL }
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cpCps OBJECT-CLASS n={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
ID id-oc-cpCps }
pkiCertPath OBJECT-CLASS ={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { pkiPath }
ID id-oc-pkiCertPath }
-- PK] directory attributes --
user(ertificate ATTRIBUTE := {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch

ID

cACetrtificate
WITH SYNTAX
EQUALITY MATCHING RULE
ID

ATTRIBUTE

crossfertificatePair ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE

ID

certificateRevocationList ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE

ID

authorityRevocationList ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE

ID

deltaRevocationList-ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY-MATCHING RULE
ID

id-at-userCertificate}

n {

Certificate
certificateExactMatch
id-at-cAcertificate }

CertificatePair
certificatePairExactMatch
id-at-crossCertificatePair }

n= {

CertificateList
certificateListExactMatch
id-at-certificateRevocationList }

n= {

CertificateList
certificateListExactMatch
id-at-authorityRevocationList }

CertificateList
certificateListExactMatch
id-at-deltaRevocationList }

supportedAlgorithms ATTRIBUTE ::
WITH SYNTAX
EQUALITY MATCHING RULE
ID

1]
~

SupportedAlgorithm ::= SEQUENCE {
algorithmldentifier
intendedUsage
intendedCertificatePolicies

SupportedAlgorithm
algorithmldentifierMatch
id-at-supportedAlgorithms }

Algorithmldentifier,
KeyUsage OPTIONAL,
CertificatePoliciesSyntax OPTIONAL }

[0]
(1

certificationPracticeStmt ATTRIBUTE ::= {
WITH SYNTAX InfoSyntax
ID id-at-certificationPracticeStmt }
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InfoSyntax := CHOICE {
content DirectoryString {ub-content},
pointer SEQUENCE {
name GeneralNames,
hash HASH { HashedPolicyinfo } OPTIONAL } }

POLICY := TYPE-IDENTIFIER
HashedPolicyinfo == POLICY.&Type( {Policies} )
Policies POLICY ::= {...} -- Defined by implementors --

certificatePolicy ATTRIBUTE = {

ISO/IEC 9594-8 : 2001 (E)

WITH SYNTAX PolicySyntax
ID id-at-certificatePolicy }

PolicySyntax ::= SEQUENCE {
palicyldentifier PolicylD,
palicySyntax InfoSyntax
}

PolicyID = CertPolicyld

pkiPath ATTRIBUTE ::={
WITH SYNTAX PkiPath
ID id-at-pkiPath }

PkiPath ::= SEQUENCE OF CrossCertificates

userPassword ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE octetStringMatch

ID id-at-userPassword }

-- obj¢ct identifier assignments --
-- objgct classes --

OCTET STRING (SIZE (0..ub-user-password))

id-ocRLDistributionPoint OBJECT IDENTIFIER ::= {id-oc 19}
id-ocpkiUser OBJECT IDENTIFIER ::= {id-oc 21}
id-ocpkiCA OBJECT IDENTIFIER ::= {id-oc 22}
id-ocdeltaCRL OBJECT IDENTIFIER ::= {id-oc 23}
id-occpCps OBJECT IDENTIFIER ::= {id-oc 30}
id-ocpkiCertPath OBJECT IDENTIFIER ::= {id-oc 31}
--namp forms==

id-nf-¢RL:DistPtNameForm OBJECT IDENTIFIER ::= {id-nf 14}
--directory attributes--

id-at-userPassword OBJECT IDENTIFIER ::= {id-at 35}
id-at-userCertificate OBJECT IDENTIFIER ::= {id-at 36}
id-at-cAcertificate OBJECT IDENTIFIER ::= {id-at 37}
id-at-authorityRevocationList OBJECT IDENTIFIER ::= {id-at 38}
id-at-certificateRevocationList OBJECT IDENTIFIER ::= {id-at 39}
id-at-crossCertificatePair OBJECT IDENTIFIER ::= {id-at 40}
id-at-supportedAlgorithms OBJECT IDENTIFIER ::= {id-at 52}
id-at-deltaRevocationList OBJECT IDENTIFIER ::= {id-at 53}
id-at-certificationPracticeStmt OBJECT IDENTIFIER ::= {id-at 68}
id-at-certificatePolicy OBJECT IDENTIFIER ::= {id-at 69}
id-at-pkiPath OBJECT IDENTIFIER ::= {id-at 70}
END
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-- A.2  Certificate extensions module

CertificateExtensions {joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 4}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS ALL --

IMPORTS
id-at, id-ce, id-mr, informationFramework, authenticationFramework,
selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)
usefulDefinitions(0) 4}

Name, RelativeDistinguishedName, ATTRIBUTE, Attribute, MATCHING-RULE

FROM InformationFramework informationFramework

CertificateSerialNumber, CertificateList, Algorithmldentifier,
EXTENSION, Time, PolicylD
FROM AuthenticationFramework authenticationFramework

DirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes

ub-name
FROM UpperBounds upperBounds

ORAddress
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3)
modules(0) mts-abstract-service(1) version-1999 (1) } ;

-- Unlpss explicitly noted otherwise, there is no significance to the ordering
-- of cpmponents of a SEQUENCE OF construct in this Specification.

-- publlic-key certificate and CRL extensions --

authofityKeyldentifier EXTENSION ::= {
SYNTAX AuthorityKeyldentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }

AuthdrityKeyldentifier ::= SEQUENCE {

keyldentifier [0] Keyldentifier OPTIONAL,

auEhorityCertIssuer [1] GeneralNames OPTIONAL,

authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }

( WITH COMPONENTS {..., authorityCertlssuer PRESENT,
authorityCertSerialNumber PRESENT} |

WITH COMPONENTS {..vauthorityCertlssuer ABSENT,

authorityCertSerialNumber ABSENT} )
Keyldpntifier ::= OCTET STRING

subjegtKeyldentifier EXTENSION ::= {
SYNTAX SubjectKeyldentifier
IDENTIFIED.BY id-ce-subjectKeyldentifier }

SubjertKeyIdentifier ;= Keyldentifier

keyUsage EXTENSION ::= {
SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }

KeyUsage ::= BIT STRING {

digitalSignature (0),
nonRepudiation (1),
keyEncipherment (2),
dataEncipherment (3),
keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7),
decipherOnly (8)}
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extKeyUsage EXTENSION ::={
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposeld ::= OBJECT IDENTIFIER

privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL }
( WITH COMPONENTS {..., notBefore PRESENT} |

WITH COMPONENTS  {..., notAfter PRESENT})

certificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertiflcatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policylnformation

PolicyIinformation ::= SEQUENCE {

pdlicyldentifier CertPolicyld,

pdlicyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }

CertPplicyld ::= OBJECT IDENTIFIER
PolicyQualifierinfo ::= SEQUENCE {

pdlicyQualifierld CERT-POLICY-QUALIFIER.&id
1 ({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.&Qualifier
({SupportedPolicyQualifiers}{@policyQualifierld})
OPTIONAL }
SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::=Y"... }
anyPqglicy OBJECT IDENTIFIER := {2529320}

CERTFPOLICY-QUALIFIER ::= CLASS {
&i OBJECT IDENTIFIER UNIQUE,
&Qualifier ~ OPTIONAL }

WITH|SYNTAX {
POLICY-QUALIFIER-ID &id
[QUALIFIER-TYPE &Qualifier]}

policyMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
isjuerDomainPolicy CertPolicyld,
supjectDomainPolicy CertPolicyld }

subjectAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }

GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName

GeneralName ::= CHOICE {

otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] 1A5String,

dNSName [2] 1A5String,

x400Address [3] ORAddress,

directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] 1A5String,

iPAddress [7] OCTET STRING,

registeredID [8] OBJECT IDENTIFIER }
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OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {
nameAssigner [0] DirectoryString {ub-name} OPTIONAL,
partyName [1] DirectoryString {ub-name} }

issuerAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

subjectDirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttribptesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute

basicConstraints EXTENSION ::={
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax ::= SEQUENCE {
c;:t BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL }

namefLonstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints }

NameConstraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL }

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSubtree ::= SEQUENCE {

balse GeneralName,
minimum [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

policyConstraints EXTENSION ::=({
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce{policyConstraints }

PolicyConstraintsSyntax-::="SEQUENCE {
requireExplicitPolicy <~ [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL }

SkipQerts ::= INTEGER (0..MAX)

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber

IDENTIFIED BY id-ce-cRLNumber }
CRLNumber ::= INTEGER (0..MAX)

reasonCode EXTENSION ::= {
SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }

CRLReason ::= ENUMERATED {

unspecified (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
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cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aaCompromise (10) }

holdinstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

HoldInstruction ::= OBJECT IDENTIFIER

invalidityDate EXTENSION ::={

SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }

criScope EXTENSION ::={
SYNTAX CRLScopeSyntax
IDENTIFIED BY id-ce-cRLScope }

CRLSopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAdythorityScope ::= SEQUENCE {

authorityName [0] GeneralName OPTIONAL,
distributionPoint [11 DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,
serialNumberRange [5] NumberRange OPTIONAL,
subjectKeyldRange [6] NumberRange OPTIONAL,
nameSubtrees [7] GeneralNames OPTIONAL,
baseRevocationinfo [9] BaseRevocationinfo OPTIONAL
}

Only(QertificateTypes ::=BIT STRING {
user (0),
authority (1),
atfribute (2) }

NumberRange ::= SEQUENCE {
startingNumber [0] INTEGER OPTIONAL,
endingNumber [1] INTEGER OPTIONAL,
modulus INTEGER OPTIONAL }

BaseRevocationinfo ::= SEQUENCE {

cRLStreamldentifier [0] CRLStreamidentifier OPTIONAL,
cRLNumber [11 CRLNumber,
baseThisUpdate [2] GeneralizedTime }

statugReferrals EXTENSION ::= {
SYINTAX StatusReferrals
IDENTIFIED BY. id-ce-statusReferrals }

StatugReferrals:::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatugReferral ::= CHOICE {

cRLReferral [0] CRLReferral,

otherReferral [1] INSTANCE OF OTHER-REFERRAL}
CRLReferral ::= SEQUENCE {

issuer [0] GeneralName OPTIONAL,

location [1] GeneralName OPTIONAL,

deltaReflnfo [2] DeltaRefInfo OPTIONAL,

cRLScope CRLScopeSyntax,

lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL}
DeltaReflnfo ::= SEQUENCE {

deltaLocation GeneralName,

lastDelta GeneralizedTime OPTIONAL }

OTHER-REFERRAL ::= TYPE-IDENTIFIER
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cRLStreamldentifier EXTENSION n={
SYNTAX CRLStreamldentifier
IDENTIFIED BY id-ce-cRLStreamldentifier }

CRLStreamldentifier ::= INTEGER (0..MAX)

orderedList EXTENSION ::={
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED {

ascSerialNum (0),
ascRgvDate LAWY
deltalnfo EXTENSION := {
SYNTAX Deltalnformation
IDENTIFIED BY id-ce-deltalnfo }
Deltalnformation ::= SEQUENCE {
d:EaLocation GeneralName,
neixtDelta GeneralizedTime OPTIONAL }

cRLDjstributionPoints EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints }

CRLDijistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {

distributionPoint  [0] DistributionPointName OPTIONAL,

r?}sons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {

fullName [0] GeneralNamges;

nameRelativeToCRLIssuer [1] RelativeDistinguishedName }
ReasonFlags ::= BIT STRING {

unused (0),

keyCompromise (1),

cACompromise (2),

affiliationChanged (3),

superseded (4),

cepsationOfOperation (5),

certificateHold (6),

privilegeWithdrawn (7),

aACompromise (8)}

issuirjgDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED_BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsAuthorityCerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE,
onlyContainsAttributeCerts [5] BOOLEAN DEFAULT FALSE }

certificatelssuer EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }

deltaCRLIndicator EXTENSION ::= {
SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }
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BaseCRLNumber ::= CRLNumber

baseUpdateTime EXTENSION
SYNTAX
IDENTIFIED BY

u={
GeneralizedTime
id-ce-baseUpdateTime }

freshestCRL EXTENSION
SYNTAX
IDENTIFIED BY

n={
CRLDistPointsSyntax
id-ce-freshestCRL }

inhibitAnyPolicy EXTENSION :={
SY; i

ISO/IEC 9594-8 : 2001 (E)

IDENTIFIED BY id-ce-inhibitAnyPolicy }

-- PK{ matching rules --

certificateExactMatch MATCHING-RULE ::={
SYNTAX CertificateExactAssertion
ID id-mr-certificateExactMatch }

CertiflcateExactAssertion ::= SEQUENCE {
sefrialNumber CertificateSerialNumber,
isguer Name }

certificateMatch MATCHING-RULE ::= {

SYNTAX CertificateAssertion
ID id-mr-certificateMatch }
Certif|cateAssertion ::= SEQUENCE {
sefrialNumber [0] CertificateSerialNumber OPTIONAL,
isguer [1] Name OPTIONAL,
su}jectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier  [3] AuthorityKeyldentifier. OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
supjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subpjectAltName [8] AltNameType OPTIONAL,
pdlicy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
supject [11] Name OPTIONAL,
eConstraints [12]"NameConstraintsSyntax = OPTIONAL }
AltNameType ::= CHOICE {

bdiltinNameForm ENUMERATED {

rfc822Name (1),

dNSName (2),

x400Address (3),

directoryName (4),

ediPartyName (5),

uniformResourceldentifier (6),

iPAddress (7),

—_registeredid

(o) },
otherNameForm  OBJECT IDENTIFIER }

CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld

certificatePairExactMatch MATCHING-RULE := {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertificatePairExactAssertion ::= SEQUENCE {

issuedToThisCAAssertion

issuedByThisCAAssertion

( WITH COMPONENTS
WITH COMPONENTS

[0] CertificateExactAssertion OPTIONAL,
[1] CertificateExactAssertion OPTIONAL }
{..., issuedToThisCAAssertion PRESENT} |
{..., issuedByThisCAAssertion PRESENT} )
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certificatePairMatch MATCHING-RULE ::={
SYNTAX CertificatePairAssertion
ID id-mr-certificatePairMatch }

CertificatePairAssertion ::= SEQUENCE {
issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL }
( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

certificateListExactMatch MATCHING-RULE ::= {
SYNTAX CertificateListExactAssertion
ID id-mr-certificateListExactMatch }
Certif|cateListExactAssertion ::= SEQUENCE {
isguer Name,
thisUpdate Time,

digtributionPoint

certificateListMatch MATCHING-RULE ::= {
SYINTAX CertificateListAssertion
ID id-mr-certificateListMatch }
Certif|cateListAssertion ::= SEQUENCE {
isguer Name OPTIONAL,
minCRLNumber [0] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL,
reasonFlags ReasonFlags OPTIONAL,
dateAndTime Time OPTIONAL,

distributionPoint
authorityKeyldentifier

[2]
[3]

algorithmldentifierMatch MATCHING-RULE := {

SYNTAX Algorithmidentifier

ID id-mr-algorithmldentifierMatch }

policyMatch MATCHING-RULE ::={
SYNTAX PolicylD
ID id-mr-policyMatch }

pkiPathMatch MATCHING-RULE ::=%{
SYNT PkiPathMatchSyntax
ID id-mr-pkiPathMatch-}

PkiPathMatchSyntax 1:=-SEQUENCE {
firstisisuer Name,
lastSybject Name}

-- Objct identifier)assignments --

DistributionPointName OPTIONAL OPTIONAL }

DistributionPointName OPTIONAL;
AuthorityKeyldentifier OPTIONAL}

id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER ::= ({id-ce 9}

id-ce-subjectKeyldentifier OBJECT IDENTIFIER := ({id-ce 14}
id-ce-anU.:agn OBJECTIDENTIFIER ;= {id.ce 15}
id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER ::= ({id-ce 16}
id-ce-subjectAltName OBJECT IDENTIFIER := ({id-ce 17}
id-ce-issuerAltName OBJECT IDENTIFIER := {id-ce 18}
id-ce-basicConstraints OBJECT IDENTIFIER := {id-ce 19}
id-ce-cRLNumber OBJECT IDENTIFIER := {id-ce 20}
id-ce-reasonCode OBJECT IDENTIFIER := ({id-ce 21}
id-ce-instructionCode OBJECT IDENTIFIER := ({id-ce 23}
id-ce-invalidityDate OBJECT IDENTIFIER := ({id-ce 24}
id-ce-deltaCRLIndicator OBJECT IDENTIFIER := ({id-ce 27}
id-ce-issuingDistributionPoint OBJECT IDENTIFIER ::= ({id-ce 28}
id-ce-certificatelssuer OBJECT IDENTIFIER := ({id-ce 29}
id-ce-nameConstraints OBJECT IDENTIFIER := {id-ce 30}
id-ce-cRLDistributionPoints OBJECT IDENTIFIER := {id-ce 31}
id-ce-certificatePolicies OBJECT IDENTIFIER := ({id-ce 32}
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id-ce-policyMappings

-- deprecated
id-ce-authorityKeyldentifier
id-ce-policyConstraints
id-ce-extKeyUsage
id-ce-cRLStreamldentifier
id-ce-cRLScope
id-ce-statusReferrals
id-ce-freshestCRL
id-ce-orderedList
id-ce-baseUpdateTime
id-ce-deltalnfo
id-ce-inhibitAnyPolicy

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :

ISO/IEC 9594-8 : 2001 (E)

{id-ce 33}
{id-ce 34}
{id-ce 35}
{id-ce 36}
{id-ce 37}
{id-ce 40}
{id-ce 44}
{id-ce 45}
{id-ce 46}
{id-ce 47}
{id-ce 51}
{id-ce 53}
{id-ce 54}

-- matghing rule OIDs --

id-mricertificateExactMatch
id-mricertificateMatch
id-mricertificatePairExactMatch
id-mricertificatePairMatch
id-mricertificateListExactMatch
id-mr{certificateListMatch
id-mrialgorithmldentifierMatch
id-mripolicyMatch
id-mripkiPathMatch

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER :: :

OBJECT IDENTIFIER

-- Thelfollowing OBJECT IDENTIFIERS are not used by this Specificatio
-- {id—e 2}, {id-ce 3}, {id-ce 4}, {id-ce 5}, {id-ce 6}, {id-ce 7},
- {id-e 8}, {id-ce 10}, {id-ce 11}, {id-ce 12}, {id-ce 13},

— fidYe 22}, {id-ce 25}, fid-ce 26}

END

{id-mr 34}
{id-mr 35}
{id-mr 36}
{id-mr 37}
{id-mr 38}
{id-mr 39}
{id-mr 40}
{id-mr 60}
{id-mr 62}
n:

ITU-T Rec. X.509 (2000 E)

99


https://standardsiso.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8 : 2001 (E)

-- A.3  Attribute Certificate Framework module

AttributeCertificateDefinitions {joint-iso-itu-t ds(5) module(1) attributeCertificateDefinitions(32) 4}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS ALL --

IMPORTS
id-at, id-ce, id-mr, informationFramework, authenticationFramework,
selectedAttributeTypes, upperBounds, id-oc, certificateExtensions
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)
usefulDefinitions(0) 4}

Ndme, RelativeDistinguishedName, ATTRIBUTE, Attribute,
MATCHING-RULE, AttributeType, OBJECT-CLASS, top
FROM InformationFramework informationFramework

CdrtificateSerialNumber, CertificateList, Algorithmldentifier,
EXTENSION, SIGNED, InfoSyntax, PolicySyntax, Extensions, Certificate
FROM AuthenticationFramework authenticationFramework

DirectoryString, TimeSpecification, Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

GgneralName, GeneralNames, NameConstraintsSyntax, certificateListExactMatch
FROM CertificateExtensions certificateExtensions

ub-name
FROM UpperBounds upperBounds

UderNotice
FROM PKIX1Implicit93 {iso(1) identified-organization(3) dod(6) internet(1) security(5) mechanisms(5)
pkix(7) id-mod(0) id-pkix1-implicit-93(4)}

ORAddress
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3)
modules(0) mts-abstract-service(1) version-1999:(1) } ;

-- Unlpss explicitly noted otherwise, there is no significaneé to the ordering
-- of cpmponents of a SEQUENCE OF construct in this Specification.

-- attrfbute certificate constructs --

AttribpteCertificate ::= SIGNED {AttributeCertificatelnfo}
AttribpteCertificatelnfo ::= SEQUENCE

{
vefsion AttCertVersion, -- version is v2
holder Holder,
isguer AttCertlssuer,
signature Algorithmldentifier,
sefrialNumber CertificateSerialNumber,
atirCertValidityPeriod AttCertValidityPeriod,
atfributes SEQUENCE OF Attribute,
isgsuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL
}
AttCertVersion ::=INTEGER {v1(0), v2(1) }
Holder := SEQUENCE
{
baseCertificatelD [0] IssuerSerial OPTIONAL,
-- the issuer and serial number of the holder's Public Key Certificate
entityName [1] GeneralNames OPTIONAL,
-- the name of the entity or role
objectDigestinfo [2] ObjectDigestinfo OPTIONAL

-- used to directly authenticate the holder, e.g. an executable
-- at least one of baseCertificatelD, entityName or objectDigestinfo shall be present --}
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ObjectDigestinfo ::= SEQUENCE {
digestedObjectType ENUMERATED {

publicKey (0),
publicKeyCert (1),
otherObjectTypes (2)},

otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,

ISO/IEC 9594-8 : 2001 (E)

digestAlgorithm Algorithmldentifier,
objectDigest BIT STRING }
AttCertlssuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificatelD [0] IssuerSerial OPTIONAL,
objectDigestinfo [11 ObjectDigestinfo OPTIONAL }
-- At lpast one component shall be present

( WITH COMPONENTS { ..., issuerName PRESENT } |

WITH COMPONENTS { ..., baseCertificatelD PRESENT } |

ITH COMPONENTS { ..., objectDigestinfo PRESENT } )

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,

isg

uerUiD Uniqueldentifier OPTIONAL }

AttCertValidityPeriod ::= SEQUENCE {

n

nﬂ:BeforeTime GeneralizedTime,

AfterTime GeneralizedTime }

AttributeCertificationPath ::= SEQUENCE {

ACPa
ce

Privild

ributeCertificate AttributeCertificate,
ath SEQUENCE OF ACPathData OPTIONAL }

hData ::= SEQUENCE {
ificate [0] Certificate OPTIONAL,
ributeCertificate [1] AttributeCertificate OPTIONAL }

gePolicy := OBJECT IDENTIFIER

-- privfilege attributes --

role | ATTRIBUTE::= {
WITH SYNTAX RoleSyntax
ID id-at-role }
RoleSyntax := SEQUENCEY{
roleAuthority [0] GeneralNames OPTIONAL,
roleName H GeneralName }
-- PMY object clgsses™-

pmiUser OBJECT-CLASS ::= {

SUBCLASS OF {top}
KIND atbdHiary
MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser
}
pmiAA OBJECT-CLASS ::={
--a PMI A4
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |

ID
}

attributeCertificateRevocationList |
attributeAuthorityRevocationList}
id-oc-pmiAA
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pmiSOA OBJECT-CLASS ::={ -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

ID id-oc-pmiSOA
}
attCertCRLDistributionPt OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { attributeCertificateRevocationList |
i AuthoritvR jonkist}
ID id-oc-attCertCRLDistributionPts
}

pmiDe¢legationPath
SUBCLASS OF
KIND
MAY CONTAIN
ID

privilegePolicy
SUBCLASS OF
KIND
MAY CONTAIN
ID

-- PMY directory attributes --

attribyiteCertificateAttribute

WITH SYNTAX

OBJECT-CLASS :={
{top}

auxiliary

{ delegationPath }
id-oc-pmiDelegationPath }

OBJECT-CLASS :={
{top}

auxiliary

{privPolicy }
id-oc-privilegePolicy }

ATTRIBUTE ::={
AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID

aACertificate
WITH SYNTAX

id-at-attributeCertificate }

ATTRIBUTE\::= {
AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-aACertificate }
attribyiteDescriptorCertificate ATTRIBUTE ::={
WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID

id-at-attributeDescriptorCertificate }

attribyuteCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX

CertificateList

EQUALITY-MATCHING RULE certificateListExactMatch

ID

attrib
WITH SYNTAX

id-at-attributeCertificateRevocationList}

TTRIBUTF -:={

CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-attributeAuthorityRevocationList }
delegationPath ATTRIBUTE :={

WITH SYNTAX AttCertPath

ID id-at-delegationPath }
AttCertPath ::= SEQUENCE OF AttributeCertificate
privPolicy ATTRIBUTE ::={

WITH SYNTAX PolicySyntax

ID id-at-privPolicy }
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