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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
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International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,Part 3.
In the
Draft |
Publicg

Attention is drawn to the possibility that some of the elements of this part of ASO/IEC 9594 may be the
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International Standard ISO/IEC 9594-8 was prepared by Joint Techrdical Committee ISO/IEC JTC 1, In
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rate in fields of mutual interest. Other international organizations, governmental and non-goyern
with 1ISO and IEC, also take part in the work.

ield of information technology, ISO and IEC have established a joint technical committee, ISO/IH
ternational Standards adopted by the joint technical committee are circulated-to national bodies
tion as an International Standard requires approval by at least 75 % of the national bodies casting

Fights. 1ISO and IEC shall not be held responsible for identifying any or all’'such patent rights.

ogy, Subcommittee SC 6, Telecommunications and information exchange between sy
ration with ITU-T. The identical text is published as ITU-T .Recommendation X.509.

rd edition cancels and replaces the second edition (ISO/IEC 9594-8:1995), of which it constitute
.

C 9594 consists of the following parts, underithe general title Information technology — Open
hnection — The Directory :

rt 1: Overview of concepts, models and;services
rt 2: Models

rt 3: Abstract service definition

rt 4: Procedures for distributed operation

rt 5: Protocol specifications

rt 6: Selected attribute types

rt 7z Selected object classes

mental, in

FC JTC 1.
or voting.
h vote.

subject of

formation
tems, in

5 a minor

Systems

P

I8 AUthentication frarmework

Part 9: Replication

Part 10: Use of systems management for administration of the Directory

Annexes A and H form a normative part of this part of ISO/IEC 9594. Annexes B to G and | to K are for information

only.
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I ntroduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has been

produced to facilitate the interconnection of information processing systems to provide directory services. A set of such

systems, together with the directory information which they hold, can be viewed as an integrated whole, called the

Directory. The information held by the Directory, collectively known as the Directory Information Base (DI

B), is

typically used to facilitate communication between, with or about objects such as application-entities, people, terminals

and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minim
technical agreement outside of the interconnection standards themselves, the interconnection of information proc
systems:

—  from different manufacturers;

— under different managements;
— of different levels of complexity; and

— of different ages.

Many| applications have requirements for security to protect against threats to the.communication of inf

um of
ng

ormation. Some

comnponly known threats, together with the security services and mechanisms-that can be used to profect against them,

are briefly described in Annex B. Virtually all security services are dependent-tipon the identities of the
partigis being reliably known, i.e. authentication.

This Recommendation | International Standard defines a framework-for the provision of authentication
Direcfory to its users. These users include the Directory itself, as¢éwell as other applications and servicg
can usefully be involved in meeting their needs for authentication.and other security services because it
from which communicating parties can obtain authentication‘information of each other — knowledge wik

communicating

services hy the
s. The Directory
is a natural place
ich is the basis

of adthentication. The Directory is a natural place because it holds other information which i$ required for

comnjunication and obtained prior to communication ‘taking place. Obtaining the authentication in
potential communication partner from the Directory is;-Wwith this approach, similar to obtaining an addreg

ormation of a
s. Owing to the

wide Jreach of the Directory for communications gurposes, it is expected that this authentication framework will be

widely used by a range of applications.
This third edition technically revises and.efnhances, but does not replace, the second edition of this R
International Standard. Implementations may still claim conformance to the second edition. However, at
second edition will not be supported. (i.e. reported defects will no longer be resolved). It is recg
implementations conform to this third\edition as soon as possible.

This third edition specifies versions 1 and 2 of the Directory protocols.

The flrst and second editions also specified version 1. Most of the services and protocols specified in

ecommendation |
some point, the
mmended that

this edition are

desighed to functiondnder version 1. When version 1 has been negotiated, differences between the services and betweel

the protocols defined-in the three editions are accommodated using the rules of extensibility defined in
of ITY-T Rec. X.519 | ISO/IEC 9594-5. However, some enhanced services and protocols, e.g. signed
functipn unless all Directory entites involved in the operation have negotiated version 2.

Implementers should note that a defect resolution process exists and that corrections may be

the 1997 edition
errors, will not

applied to this

Recommendation ! International Standard-in the form of technical Pnrrignndn The identical corrections-\

iill be applied to

this Recommendation | International Standard in the form of an Implementor's Guide. A list of approved technical

corrigenda for this Recommendation | International Standard can be obtained from the Subcomm

ittee secretariat.

Published technical corrigenda are available from your national standards organization. The Implementor’s Guide may

be obtained from the ITU Web site.

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which

contains all of the definitions associated with the authentication framework.

Annex B, which is not an integral part of this Recommendation | International Standard, describes securi

ty requirements.

Annex C, which is not an integral part of this Recommendation | International Standard, is an introduction to public key

cryptography.

© ISO/IEC 1998 — All rights

reserved
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Annex D, which is not an integral part of this Recommendation | International Standard, describes the RSA public key
cryptosystem.
Annex E, which is not an integral part of this Recommendation | International Standard, describes hash functions.

Annex F, which is not an integral part of this Recommendation | International Standard, describes threats protected
against by the strong authentication method.

Annex G, whichis not anintegral part of this Recommendation | International Standard, describes data confidentiality.

Annex H, which is an integral part of this Recommendation | International Standard, defines object identifiers assigned
to authentication and encryption algorithms, in the absence of aformal register.

Annex |, which is not an integral part of this Recommendation | International Standard, contains a bibliography:

Annex J, which is not an integral part of this Recommendation | International Standard, contains examples of the|use of
certification path constraints.

Annex K, which is not an integral part of this Recommendation | International Standard, lists the amendments and|defect
reportp that have been incorporated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION -
THE DIRECTORY: AUTHENTICATION FRAMEWORK

SECITION 1 — GENERAL

1 Scope

This Recommendation | International Standard:

— specifies the form of authentication information held by the Directory;

— describes how authentication information may be obtained from the Directory;
— states the assumptions made about how authentication information is formed and placed in the Directory;

— defines three ways in which applications may. use this authentication information to perform
authentication and describes how other security*Setvices may be supported by authentication.

This Recommendation | International Standard describés two levels of authentication: simple authentication, using a
password as a verification of claimed identity; and strong authentication, involving credentials [formed using
cryptographic techniques. While simple authentication offers some limited protection against unauthorized access, only
stronI authentication should be used as the hasjs for providing secure services. It is not intended to ¢stablish this as a

geneffal framework for authentication, but it ,can be of general use for applications which consider these techniques
adeqliate.

Authgntication (and other security services) can only be provided within the context of a defined security policy. It is a
matterr for users of an application-to:define their own security policy which may be constrained by the sg¢rvices provided
by a gtandard.

It is & matter for standards-defining applications whish the authentication framework to specify the¢ protocol
exchanges which need-te~be performed in order to achieve authentication based upon the authentigation information
obtained from the Directory. The protocol used by applications to obtain credentials from the Directory |s the Directory
Access Protocol (DAP), specified in ITU-T Rec. X.519 | ISO/IEC 9594-5.

The dtrong authentication method specified in this Recommendation | International Standard is based|upon public key
cryptosystems. It is a major advantage of such systems that user certificates may be held within the Directory as
attribfites, ‘and may be freely communlcated within the Dlrectory System and obtained by users of the Directory in the
- ine’ means, and
may subsequently be placed in the Dlrectory The generatlon of user cert|f|cates is performed by some off-line
Certification Authority which is completely separate from the DSAs in the Directory. In particular, no special
requirements are placed upon Directory providers to store or communicate user certificates in a secure manner.

A brief introduction to public key cryptography can be found in Annex C.

In general, the authentication framework is not dependent on the use of a particular cryptographic algorithm, provided it
has the properties described in clause 7. Potentially a number of different algorithms may be used. However, two users
wishing to authenticate shall support the same cryptographic algorithm for authentication to be performed correctly.
Thus, within the context of a set of related applications, the choice of a single algorithm will serve to maximize the
community of users able to authenticate and communicate securely. One example of a public key cryptographic
algorithm can be found in Annex D.

ITU-T Rec. X.509 (1997 E) 1
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Similarly, two users wishing to authenticate shall support the same hash function (see 3.3.14) (used in forming
credentials and authentication tokens). Again, in principle, a number of alternative hash functions could be used, at the
cost of narrowing the communities of users able to authenticate. A brief introduction to hash functions can be found in
Annex E.

2

Nor mative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this

Recon
editio

valid
valid

21

nmendation | International Standard are encouraged to investigate the possibility of applying the most recent

h of the Recommendations and Standards listed below. Members of IEC and SO maintain registers of @ufrently

nternational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list-0f_cufrently

TU-T Recommendations.

I dentical Recommendations | International Standards

ITU-T Recommendation X.411 (1995) | ISO/IEC 10021-4:199%rmation technology — Message
Handling Systems (MHS): Message transfer system: Abstract service‘definition and procedures

ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:19@afgrmation technology — Open Bystems
Interconnection — The Directory: Overview of concepts, models‘and services

ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:19@farmation technology — Open Bystems
Interconnection — The Directory: Models

ITU-T Recommendation X.511 (1997) | ISO/IEE9594-3:198afarmation technology — Open pystems
Interconnection — The Directory: Abstract sep/ice definition.

ITU-T Recommendation X.518 (1997) |-ISO/IEC 9594-4:19@ftrmation technology — Open Bystems
Interconnection — The Directory: Procedures for distributed operation.

ITU-T Recommendation X.519 (1997) | ISO/IEC 9594-5:196frmation technology — Open Bystems
Interconnection — The Directory;*Protocol specifications.

ITU-T Recommendation-X.520 (1997) | ISO/IEC 9594-6:198farmation technology — Open Bystems
Interconnection — The.Directory: Selected attribute types.

ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7:19@ftrmation technology — Open Hystems
Interconnection > The Directory: Selected object classes.

ITU-T Reedommendation X.525 (1997) | ISO/IEC 9594-9:196ftrmation technology — Open Bystems
Interconnection — The Directory: Replication.

ITU-T Recommendation X.530 (1997) | ISO/IEC 9594-10: 1980y mation technology — Open Bystems
Interconnection — The Directory: Use of systems managemnt for administration of the Diregtory.

CCITT Recommendation X.660 (1992) | ISO/IEC 9834-1:1988rmation technology — Open $ystems

—___ITItETCONMECHoT — PTOCEUUresS for the operation of OStRegistration Authorties Generalprocedures

ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:198fy mation technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:198fer mation technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:198fey mation technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (1994) | ISO/IEC 8824-4:198fey mation technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Rec. X.509 (1997 E)


https://standardsiso.com/api/?name=7389df428068233467f3b9405315f266

22

I SO/IEC 9594-8 : 1998 (E)

ITU-T Recommendation X.690 (1994) | ISO/IEC 8825-1:1%%fermation technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

ITU-T Recommendation X.680Cor. 2 | ISO/IEC 8825% Cor. 2.

ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:198%rmation technology — Remote
Operations: Concepts, model and notation.

ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:19@%fgrmation technology — Remote
Operations: OSI realizations — Remote Operations Service Element (ROSE) service definition.

Paired Recommendations | I nternational Standards equivalent in technical content

2.3

3
For th

31
The f

Other references

Definitions

e purposes of this Recommendation | nternational Standard, the following definitions apply.

OSl Reference Model security ar chitecture definitions
bllowing terms are defined.in CCITT Rec. X.800 and ISO 7498-2:

CCITT Recommendafion X.800 (19919ecuriy Architeciure for Open Sysiems Inierconnectipn for
CCITT applications.

ISO 7498-2:1989|nformation processing systems — Open Systems Interconnection = Basic Reference
Model — Part 2: Security Architecture

ISO/IEC 11770-1:1996lnformation technology — Security techniques’ ~-Key managemen{ — Part 1:
Framework.

POSTEL (J.B.), Internet Protocol, RFC 791ernet Activities Board1981.

CROCKER (D.H.), Standard for the Format of ARPA Internet Text Messages, RFQNBZRet
Activities Board, 1982.

MOCKAPETRIS (P.), Domain Names — Implementation’and Specification, RFC IHi&bget Activities
Board, 1987.

BERNERS-LEE (T.), Universal Resource Identifiers in WWW, RFC 168@ynet Activities Board,
1994.

a) asymmetric (encipherment);
b) authentication’exchange;
c) authentication information;
d) confidentiality;

e) «credentials;

f).* cryptography;
—eataergin-atthenteation:
h) decipherment;

i) encipherment;

) key;

k) password;

I) peer-entity authentication;
m) symmetric (encipherment).

1) Presently at the stage of draft.

ITU-T Rec. X.509 (1997 E) 3
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32 Directory model definitions
The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) attribute;
b) Directory Information Base;
c) Directory Information Tree;
d) Directory System Agent;

e) Directory User Agent;

f)  distinguished name;

g) entry;
h) object;
i) root.
33 Authentication framewor k definitions

The fallowing terms are defined in this Recommendation | International Standardk:

331 attribute certificate: A set of attributes of a user together with some other information, rendered unforgeable
by thg digital signature created using the private key of the certification-authority which issued it.

332 authentication token (token): Information conveyed during a strong authentication exchange, which tan be
used tp authenticate its sender.

333 user certificate; public key certificate; certificate: The public keys of a user, together with somg other
information, rendered unforgeable by encipherment‘with the private key of the certification authority which issuedl|it.

334 CA-certificate: A certificate for ane'CA issued by another CA.
335 certificate policy: A namédiset of rules that indicates the applicability of a certificate to a paticular
community and/or class of application with common security requirements. For example, a particular certificate |policy
might|indicate applicability of atype of certificate to the authentication of electronic data interchange transactions for the
trading of goods within a given-price range.

3.36 certificate usen:"An entity that needs to know, with certainty, the public key of another entity.

337 certificate-using system: Animplementation of those functions defined in this Directory Specification that are
used hly a certificate-user.

338 certification authority: An authority trusted by one or more users to create and assign certificates. Optionally
the cerfification authority may create the Users Keys.

339 certification path: An ordered sequence of certificates of objects in the DIT which, together with the public
key of the initial object in the path, can be processed to obtain that of the final object in the path.

3.3.10 CRL distribution paint: A directory entry or other distribution source for CRLs; a CRL distributed through a
CRL distribution point may contain revocation entries for only a subset of the full set of certificates issued by one CA or
may contain revocation entries for multiple CAs.

3.3.11 cryptographic system; cryptosystem: A collection of transformations from plain text into ciphertext and vice

versa, the particular transformation(s) to be used being selected by keys. The transformations are normally defined by a
mathematical algorithm.
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3312 ddta-CRL: A partial CRL indicating only changes since a prior CRL issue.
3.3.13 end entity: A certificate subject which usesits public key for purposes other than signing certificates.

3.3.14 hash function: A (mathematical) function which maps values from alarge (possibly very large) domain into a
smaller range. A "good" hash function is such that the results of applying the function to a (large) set of values in the
domain will be evenly distributed (and apparently at random) over the range.

3.3.15 key agreement: A method for negotiating a key value on-line without transferring the key, even in an
encrypted form, e.g. the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agreement
mechanisms).

3.3.16 oneway function: A (mathematical) function f which is easy to compute, but which for a general valuey in
the range, is computationally difficult to find a value x in the domain such that f(x) =y. There may be afew valuesy for
whichfinding x is not computationally difficult.

3.3.171 policy mapping: Recognizing that, when a CA in one domain certifies a CA in another domain, a particular
certificate policy in the second domain may be considered by the authority of the first domain to bereguivalent (ut not
necessarily identical in all respects) to a particular certificate policy in the first domain.

3.3.19 publickey: (In a public key cryptosystem) that key of a user’s key pair whichis publicly known.

3.3.19 private key; secret key (deprecated): (In a public key cryptosystem) that*key of a user's key pair which is
known only by that user.

3.3.20 simpleauthentication: Authentication by means of simple passward arrangements.

3.3.2Y security policy: The set of rules laid down by the security/authority governing the use and| provision of
securjty services and facilities.

3.3.29 strongauthentication: Authentication by means of eryptographically derived credentials.

3.3.23 trust: Generally, an entity can be said to "trust a second entity when it (the first entity) makes the assumption
that the second entity will behave exactly as the first@ntity expects. This trust may apply only for some specific function.
The q‘ey role of trust in the authentication framework is to describe the relationship between an authentigating entity and
a cerfification authority; an authenticating entity.shall be certain that it can trust the certification authority to breate on
valid and reliable certificates.

3.3.24 certificate serial number: An ‘integer value, unique within the issuing CA, which is unambiguously
assodiated with a certificate issued By. that CA.

4 Abbreviations

For the purposes of thissRecommendation | International Standard, the following abbreviations apply:
CA Eertification Authority
CRLk Certificate Revocation List

DiB Directory Information Base

DIT Directory Information Tree
DSA Directory System Agent
DUA Directory User Agent
PKCS Public Key Cryptosystem

5 Conventions

With minor exceptions, this Directory Specification has been prepared according to the "Presentation of ITU-T/ISO/IEC
common text" guidelines in the Guide for ITU-T and ISO/IEC JTC 1 Cooperation, March 1993.
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The term "Directory Specification" (asin "this Directory Specification") shall be taken to mean this Recommendation |
International Standard. The term "Directory Specifications' shall be taken to mean al of the X.500-Series
Recommendations | |SO/IEC 9594.

This Directory Specification uses the term "1988 edition systems' to refer to systems conforming to the first (1988)
edition of the Directory Specifications, i.e. the 1988 edition of the series of CCITT X.500 Recommendations and the
ISO/IEC 9594:1990 edition. This Directory Specification uses the term "1993 edition systems' to refer to systems
conforming to the second (1993) edition of the Directory Specifications, i.e. the 1993 edition of the series of ITU-T
X.500 Recommendations and the | SO/IEC 9594:1995 edition. Systems conforming to this third edition of the Directory
Specifications are referred to as "1997 edition systems'.

This Directory Specification presents ASN.1 notation in the bold Times Roman, 9 point typeface. When ASN.1 types

and vflues are referenced Tn normal text, they are differentiated from normal text by presenting them in the bold|[Times
Roman, 9 point typeface. The names of procedures, typically referenced when specifying the semantics of proegssing,
are differentiated from normal text by displaying them in bold Helvetica. Access control permissions are presented in
italicized Helvetica
If the|items in a list are numbered (as opposed to using "—" or letters), then the items-Shall be cons|dered steps in a
procedure.
The notation used in this Directory Specification is defined in Table 1 below.
Table 1 — Notation
Notation Meaning
Ap Public key of auser X.
As Private key of X.
Ap[l] Encipherment of some information, I;-using the public key of X.
A1 Encipherment of | using the private key of X.
X{1} The signing of | by user X\t consists of | with an enciphered summary appended.
AA(X) A certification authority of user X.
danx) (Where n>1):'GA(CA(...n times...(X)))
X1«Xo» The certificate of user xissued by certification authority X
XX o» XX A(ehain of certificates (can be of arbitrary length), where each item is the certificate| for the
Certification authority which produced the next. It is functionally equivalent to the following
certificate X«X,+1». For example, possession of A«B»B«C» provides the same capability as
A«C», namely the ability to find out Cp given Ap.
Hqp e X «<X9» The operation of unwrapping a certificate (or certificate chain) to extract a public key. It is an infix
operator, whose left operand is the public key of a certification authority, and whose right operang
is a certificate issued by that certification authority. The outcome is the public key of the usel
whose certificate is the right operand. For example:
Ap * A«B» B«C»
denotes the operation of using the public key of A to obtain B’s public key, Bp, from its
certificate, followed by using Bp to unwrap C's certificate. The outcome of the operation|is the
public key of C, Cp.
A-B A certification path from A to B, formed of a chain of certificates, starting with CA(AKGP
and ending with CA(B)«B».
NOTE — In the table, the symbols X4,XX5, etc., occur in place of the names of users, while the symbol | occurs in|place
of arbitrary information.
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TION 2 — SIMPLE AUTHENTICATION

Simple authentication procedure

98 (E)

Simple authentication is intended to provide local authorization based upon the distinguished name of a user, a
bilaterally agreed (optional) password, and a bilateral understanding of the means of using and handling this password
within a single domain. Utilization of simple authentication is primarily intended for local use only, i.e. for peer entity
authentication between one DUA and one DSA or between one DSA and one DSA. Simple authentication may be
achieved by several means:

a) the transfer of the user’s distinguished name and (optional) password in the clear (non-protected) to the

Wherg
shoul
great
one-\

The d

recipient for evaluation;

b) the transfer of the user’s distinguished name, password, and a random number and/or a
which are protected by applying a one-way function;

timestamp, all of which is protected by applying a one-way function.
NOTE 1 - There is no requirement that the one-way functions applied be different.

NOTE 2 — The signalling of procedures for protecting passwords may be~a matter for extension to
dation | International Standard.

p passwords are not protected, a minimal degree of security is provided for preventing unauthorized acqg
0 not be considered a basis for secure services. Protecting the{user’s distinguished name and
br degrees of security. The algorithms to be used for the~protection mechanism are typically
ay functions that are very simple to implement.

eneral procedure for achieving simple authentication is'shown in Figure 1.

o
TISO3930-94/d01
o

Figure 1 — The unprotected simple authentication procedure

The fqllowing steps are involved:

imestamp, all of

c) the transfer of the protected information described in b) together with, ayandom number and/or a

this Recommen-

ess. It
bassword provides
non-enciphering

1) anoriginating user A sends its distinguished name and password to arecipient user B;

2) B sends the purported distinguished name and password of A to the Directory, where the password is
checked against that held as the UserPassword attribute within the directory entry for A (using the

Compare operation of the Directory);
3) the Directory confirms (or denies) to B that the credentials are valid;

4) the success (or failure) of authentication may be conveyed to A.

The most basic form of simple authentication involves only step 1) and, after B has checked the distinguished name and
password, may include step 4).

ITU-T Rec. X.509 (1997 E)
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6.1 Generation of protected identifying information

Figure 2 illustrates two approaches by which protected identifying information may be generated. f1 and f2 are one-way
functions (either identical or different) and the timestamps and random numbers are optional and subject to bilateral
agreements.

A >
passwA R Protectedl
Iy
1A >
q1A > Protected2
2 >
oA >
q2* >
TISO3940-94/d02
A User’s distinguished name
tA Timestamps
passw” Password of A
v Random numbers, optionally with a counter included

Figure 2 — Protected simple authentication

6.2 Procedurefor protected ssmple authentication

Figure 3 illustrates the procedure for protected simple atithentication.

TISO3950-94/d03

Figure 3 — The protected simple authentication procedure

The f alowing-steps-are-ihvobved-(nitialhv using-f1-onl)-
J T \ J < PAM

1) An originating user, user A, sends its protected identifying information (Authenticatorl) to user B.
Protection is achieved by applying the one-way function (f1) of Figure 2, where the timestamp and/or
random number (when used) is used to minimize replay and to conceal the password.

The protection of A’s password is of the form:
Protectedl #1 (t1A, q1A, A, passwA)

The information conveyed to B is of the form:

Authenticatorl = t&, q1A, A, Protected1
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2) B verifiesthe protected identifying information offered by A by generating (using the distinguished name

and optional timestamp and/or random number provided by A, together with a local

copy of A’s

password) a local protected copy of A’'s password (of the form Protectedl). B compares for equality the

purported identifying information (Protectedl) with the locally generated value.
3) B confirms or denies to A the verification of the protected identifying information.

The procedure can be modified to afford greater protection €siagdf2. The main differences are as follows:

1) A sends its additionally protected identifying information (Authenticator2) to B. Additional

protection is

achieved by applying a further one-way functifih,as illustrated in Figure 2. The further protection is of

the form:
Protected2 $2 (t2*, q2*, Protected1)

6.3

A Usd
specif

user P4

SEC]

7

The 4
cryptg
asym
systen
auth
that b
was u
where
N(
wi

This 4

Tl HY 3 44 ot R £+l £
e mnmurimmadtultT CUTIVE yTU LU D 1o UT UTC TUTTTT.

Authenticator2 = t&, t2A, q1A, g2*, A, Protected?2

For comparison, B generates a local value of A’s additionally protected password\and ¢
equality with that of Protected? [this is similar in principle to step 1) of 6.2].

2) B confirms or denies to A the verification of the protected identifying information.

NOTE — The procedures defined in these items are specified in terms of A ahd,'B. As applied {
(specified in ITU-T Rec. X.511 | ISO/IEC 9594-3 and ITU-T Rec. X.518 | ISO/IEC 9594-4), A cou
binding to a DSA, B; alternatively, A could be a DSA binding to another DSA, B¢

User Password attribute type

r Password attribute type contains the password of an object. An attribute)value for the user password is g
ed by the object.

ksswor d ATTRIBUTE ::= {

VITH SYNTAX OCTET STRING (SIZE (0.:ub-user -passwor d))
QUALITY MATCHING RULE octetStringM atch

D id-at-user Passwor d.}

TION 3 — STRONG AUTHENTICATION

Basis of strong authentication

bproach to strong authentication taken in this Directory Specification makes use of the properties of a fan
graphic systems, known as Rublic key Cryptosystems (PKCS). These cryptosystems, also descril]
netric, involve a pair of keys, one private and one public, rather than a single key asin conventional cryptog
is. Annex C gives a brief, introduction to these cryptosystems and the properties which make them usg
tication. For a PKCS‘tgbe usable in this authentication framework at this present time, it shall have the pr
th keys in the key pair can be used for encipherment, with the private key being used to decipher if the publ
sed, and the public’ key being used to decipher if the private key was used. In other words, Xp ¢ Xg = X
Xp/X s are engipherment/deci pherment functions using the public/private keys of user X.

TE — Alterpative types of PKCS, i.e. ones which do not require the property of permutability and that cd
hout great modification to this Directory Specification, are a possible future extension.

uthentication framework does not mandate a particular cryptosystem for use. It is intended that the framj

shall

ompares it for

p the Directory
I[d be a DUA

string

nily of
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eful in
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\n be supported
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result of future advances in cryptography, mathematical techniques or computational capabilities. However, two users
wishing to authenticate shall support the same cryptographic agorithm for authentication to be performed correctly.
Thus, within the context of a set of related applications, the choice of a single algorithm shall serve to maximize the
community of users able to authenticate and communicate securely. One example of a cryptographic algorithm can be

found

in Annex D.

Authentication relies on each user possessing a unique distinguished name. The alocation of distinguished names is the
responsibility of the Naming Authorities. Each user shall therefore trust the Naming Authorities not to issue duplicate
distinguished names.

Each user isidentified by its possession of its private key. A second user is able to determine if a communication partner
isin possession of the private key, and can use this to corroborate that the communication partner isin fact the user. The
validity of this corroboration depends on the private key remaining confidential to the user.

ITU-T Rec. X.509 (1997 E)
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For a user to determine that a communication partner is in possession of another user’s private key, it
possession of that user’s public key. Whilst obtaining the value of this public key from the user’s entry i

shall itself be in
n the Directory

is straightforward, verifying its correctness is more problematic. There are many possible ways of doing this: clause 8

describes a process whereby a user’s public key can be checked by reference to the Directory. This

process can only

operate if there is an unbroken chain of trusted points in the Directory between the users requiring to authenticate. Such
a chain can be constructed by identifying a common point of trust. This common point of trust shall be linked to each

user by an unbroken chain of trusted points.

8

In order for a user to trust the authentication procedure, it shall obtain the other user’s public key from
trusts,_Such a source, called a Certification Authority (CA), uses the public key algorithm to certify t

Obtaining a user’s public key

a source that it

producing acertificate. The certificate, the form of which is specified later in this clause, has the following

any user with access to the public key of the certification authority can recover the public
certified;

no party other than the certification authority can modify the certificate without this b
(certificates are unforgeable).

Ise certificates are unforgeable, they can be published by being placed in the Directory, withou
to make special efforts to protect them.

TE 1 — Although the CAs are unambiguously defined by a distinguished name in-the'DIT, this does not imply
ationship between the organization of the CAs and the DIT.

Becal
latter

N(
rel

A certification authority produces the certificate of a user by signing (see clause.9).a collection of information, ing
the uger’s distinguished name and public key, as well as an opiimgaéidentifier containing additional infg
about
and n
the d
prody

night be, for example, an object identifier, a certificate, a date; or some other form of certification o
stinguished name. Specifically, the certificate of a user\with distinguished name A and uniqug
ced by the certification authority with name CA and unigue identifier UCA, has the following form:

CA<<A>> = CA{V,SN,Al,CA,UCA A UA Ap,TA}

e V is the version of the certificate, SN is the . serial number of the certificate, Al is the identifier
to sign the certificate, UCA is the optional unique identifier of the CA, UA is the optional unique
A\, T indicates the period of validity of thé-certificate, and consists of two dates, the first and la
Cate is valid. The certificate validity pefriod is the time interval during which the CA warrants that
ation about the status of the certificate, i.e. publish revocation data. Sinseadsumed to be changed
s than 24 hours, it is expected.that systems would use Coordinated Universal Time as a refere

wherg
used
user
certifi
infor

type ¢an be used to represent certificates:
Certificate ;= SIGNED { SEQUENCE {
VErsion [0} Version DEFAULT v1,
serialNumber CertificateSerialNumber,
slgnature Algorithmldentifier,
igsuer Name,
idity Validity,
slibj ect Name,
shibj ectPublicK eyl nfo SubjectPublicK eyl nfo,
issuerUniquel dentifier  [1] IMPLICIT Uniquel dentifier OPTIONAL,

e public key,
broperties:
key which was

ping detected
the need for the
that there is any

uding
rmation

the user. The exact form of the unique identifier contents is_dnspecified here and left to the certifjcation authority

n the validity of
identifier UA,

bf the algorithm
dentifier of the
5t on which the
t will maintain

in periods
hce time base. Th
ng ASN.1 data

-- if present, version must be v2 or v3

extensions [3] Extensions OPTIONAL
-- If present, version must bev3 -- } }
Version = INTEGER { v1(0), v2(1), v3(2) }
CertificateSerialNumber = INTEGER
Algorithml dentifier := SEQUENCE {

algorithm ALGORITHM .&id ({SupportedAlgorithms}),

parameters ALGORITHM .& Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }
-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set isrequired to
-- gpecify a table constraint on the parameters component of Algorithmldentifier
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Validity ;= SEQUENCE({
notBefore Time,
notAfter Time}

Subj ectPublicK eyl nfo 1= SEQUENCE {
algorithm Algorithmldentifier,
subjectPublicK ey BIT STRING }

I SO/IEC 9594-8 : 1998 (E)

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime}

Extengions .= SEQUENCE OF Extension
Extension 1:= SEQUENCE {
extnld EXTENSION.&id ({ExtensionSet}),
clitical BOOLEAN DEFAULT FALSE,
ektnValue OCTET STRING

-- contains a DER encoding of a value of type & ExtnType
-- for the extension object identified by extnld -- }

ExtengionSet EXTENSION := {..}

Befor¢ avalue of Timeis used in any comparison operation, e.g. as part of a matchingTule in a search, and if the pyntax
of Tinme has been chosen as the UTCTime type, the value of the two-digit year field shall be rationalized into a foyr-digit
year vidlue as follows:

— If the 2-digit value is 00 through 49 inclusive, the valué.shall have 2000 added to it.

— If the 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

NQTE 2 — The use ofseneralizedTime may prevent interworking with implementations unaware of the possibilityl of choosing
eitherUTCTime or GeneralizedTime. It is the responsibility of thesé specifying the domains in which certificates defined in this
ectory Specification will be used, e.g. profiling groups, as\to whegé¢he alizedTime may be used. In no case shafiCTime

extengion field consists of an extension identifier, acriticality flag, and a canonical encoding of a datavalue of an ASN.1
ciated with the identified extension. For-those extensions where ordering of individual extensions within the
SEQUENCE is significant, the specification-of.those individual extensions shall include the rules for the significance of
the orfler therein. When an implementation processing a certificate does not recognize an extension, if the criticality flag
is FALLSE, it may ignore that extension.\N the criticality flag is TRUE, unrecognized extensions shall cause the stijucture
to be considered invalid, i.e. in a gertificate, an unrecognized critical extension would cause validation of a signature
using that certificate to fail.

If unkpown elements appeariwithin the extension, and the extension is not marked critical, those unknown elements shall
be ignored according to theules of extensiblity documented in 7.5.2.2in ITU-T Rec. X.519 | ISO/IEC 9594-5.

Speciflic extensions fnay”be defined in Recommendations | International Standards or by any organization which has a
need. [The object.identifier which identifies an extension shall be defined in accordance with CCITT Rec. 4.660 |
I SO/EC 9834-1. Standard extensions for certificates are defined in clause 12.

The following object classis used to define specific extensions.

EXTENSTONT=CLASS

{
&id OBJECT IDENTIFIER UNIQUE,
& ExtnType
}
WITH SYNTAX
{
SYNTAX & ExtnType
IDENTIFIED BY &id
}

NOTE 3 - In situations where a distinguished name might be reassigned to a different user by the Naming Authority, CAs can use
the unique identifier to distinguish between reused instances. However, if the same user is provided certificates byAsultiple C
it is recommended that the CAs coordinate on the assignment of unique identifiers as part of their user registration.procedures
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The directory entry of each user, A, who is participating in strong authentication, contains the certificate(s) of A. Such a
certificate is generated by a Certification Authority of A, which is an entity in the DIT. A Certification Authority of A,
which may not be unique, is denoted CA(A), or simply CA if A is understood. The public key of A can thus be
discovered by any user knowing the public key of CA. Discovering public keysisthus recursive.

If user A, trying to obtain the public key of user B, has already obtained the public key of CA(B), then the process is
complete. In order to enable A to obtain the public key of CA(B), the directory entry of each Certification Authority, X,
contains a number of certificates. These certificates are of two types. First, there are forward certificates of X generated
by other Certification Authorities. Second, there are reverse certificates generated by X itself which are the certified
public keys of other certification authorities. The existence of these certificates enables users to construct certification
paths from one point to another.

A list of certificates needed to allow a particular user to obtain the public key of another, is known as a certification
path ach-ter--the-Hstts-acertifieate-of-the—certifieation auth\.n;ty of-the-rextttemtrtheHst—A—certifest path
from A to B (denoted A — B):

—  starts with a certificate produced by CA(A), namely CA(A)xXor some entity X;

—  continues with further certificates &Ki*1»;
— ends with the certificate of B.

A cerfification path logically forms an unbroken chain of trusted points in the Directory-Information Trge between two
users| wishing to authenticate. The precise method employed by users A and B {0 obtain certification-pd&ahesnd

B - A may vary. One way to facilitate this is to arrange a hierarchy of CAs, which may or may not coircide with all or
part gf the DIT hierarchy. The benefit of this is that users who have CAs irtthé hierarchy may establish a certification
path between them using the Directory without any prior information. In arder to allow for this, each CA may store one
certificate and one reverse certificate designated as corresponding to its Superior CA.

Certiflcates are held within directory entries as attributes of WgpeCertificate, CACertificate andCrossCertificatePair.

Thesg attribute types are known to the Directory. These attributescan be operated on using the same grotocol operations
as other attributes. The definition of these types can be found-in 3.3; the specification of these attripute types is as
follows:

userCertificate ATTRIBUTE = |
WITH SYNTAX Certificate
HQUALITY MATCHING RULE certificateExactM ateh
1D id-at-user Certificate}
CACerfificate ATTRIBUTE n=
WITH SYNTAX Certificate
HQUALITY MATCHING RULE certificateExactMatch
1P id-at-cAcertificate}
cross(ertificatePair ATTRIBUTE n=
WITH SYNTAX CertificatePair
HQUALITY MATCHING(RUYLE certificatePair ExactMatch
1D id-at-crossCertificatePair }
CertifjcatePair = SEQUENCE {
forward [0] Certificate OPTIONAL,
reverse [1] Certificate OPTIONAL

-- at least one of the pair shall be present -- }

A usdr may\obtain one or more certificates from one or more Certification Authorities. Each certificate bgars the name of
the Certification Authority which issued it. The following ASN.1 data types can be used to represent certificates and a
certifieatton path.

Certificates 1= SEQUENCE {

user Certificate Certificate,

certificationPath Forwar dCertificationPath OPTIONAL }
CertificationPath 1= SEQUENCE {

user Certificate Certificate,

theCACertificates SEQUENCE OF CertificatePair OPTIONAL }

In addition, the following ASN.1 data type can be used to represent the forward certification path. This component
contains the certification path which can point back to the originator.

Forwar dCertificationPath ;= SEQUENCE OF CrossCertificates
CrossCertificates ;= SET OF Certificate
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8.1 Optimization of the amount of information obtained from the Directory

In the general case, before users can mutually authenticate, the Directory shall supply the complete certification and
return certification paths. However, in practice, the amount of information which shall be obtained from the Directory
can be reduced for a particular instance of authentication by:

a) If the two users that want to authenticate are served by the same certification authority, then the
certification path becomes trivial, and the users unwrap each other’s certificates directly.

b) If the CAs of the users are arranged in a hierarchy, a user could store the public keys, certificates and
reverse certificates of all certification authorities between the user and the root of the DIT. Typically, this
would involve the user in knowing the public keys and certificates of only three or four certification
authorities. The user would then only require to obtain the certification paths from the common point of
trust

c) If a user frequently communicates with users certified by a particular other CA, that usérfould learn the
certification path to that CA and the return certification path from that CA, making,it-necgssary only to
obtain the certificate of the other user itself from the Directory.

d) Certification authorities can cross-certify one another by bilateral agreement:, Fhe result i$ to shorten the
certification path.

e) If two users have communicated before and have learned one andther’'s certificates, they are able to
authenticate without any recourse to the Directory.

In any case, having learned each other’s certificates from the certification path;’the users shall check the validity of the
receiyed certificates.

8.2 Example

Figure 4 illustrates a hypothetical example of a DIT fragment, where the CAs form a hierarchy. Besides|the information
showh at the CAs, we assume that each user knows the public key of its certification authority, and it§ own public and
private keys.

U«V»
VeU»

Y«Z»
Z«Y»
Z«X»

W&X»
K«W»
X«Z»

TISO3960-94/d04

| X«C» | X«A»

Figure 4 — CA hierarchy — A hypothetical example

If the CAs of the users are arranged in a hierarchy, A can acquire the following certificates from the Directory to
establish a certification path to B:

X«W>», W«V», V«Y», Y«Z», Z«B»

When A has obtained these certificates, it can unwrap the certification path in sequence to yield the contents of the
certificate of B, including Bp:

Bp = Xpe* X«W» W«VV» V«Y» Y«Z» Z«B»

ITU-T Rec. X.509 (1997 E) 13


https://standardsiso.com/api/?name=7389df428068233467f3b9405315f266

| SO/IEC 9594-8 : 1998 (E)

In general, A also has to acquire the following certificates from the Directory to establish the return certification path

fromB to A:

Z«Y», Y&V», VaW», W«X», X«A»

When B receives these certificates from A, it can unwrap the return certification path in sequence to yield the contents of
the certificate of A, including Ap:

Ap =Zpe Z«Y» Y«V» VaW» WeX» X«A»

Applying the optimizations of 8.1:

In thq

Direc

path to:

N to the public
herefore only

e held in the
to B, A need

a) taking A and C, for example: both know Xp, so that A simply has to directly acquire the certificate of C.

Unwrapping the certification path reduces to:
Cp = Xp* X«C»

and unwrapping the return certification path reduces to:
Ap = Xpe X«A»

b) assuming that A would thus know W«X», Wp, V«W», Vp, U«V», Up, etc), reduces the information

which A has to obtain from the Directory to form the certification path to:
V«Y», Y«Z», Z«B»
and the information which A has to obtain from the Directory to form the return certification
Z«Y», Y&V»

c) assuming that A frequently communicates with users cettified by Z, it can learn [in additio
keys learned in b) above] V«Y», Y«V», Y«Z», and Z«¥»! To communicate with B, it need {
obtain Z«B» from the Directory;

d) assuming that users certified by X and Z frequently communicate, then X«Z» would K
directory entry for X, and vice versa (this is shown in Figure 4). If A wants to authenticate
only obtain:

X«Z», Z«B»
to form the certification path, and:
Z«X»
to form the return certification path;
e) assuming users A and,C have communicated before and have learned one another’s cert

b more geneftalcase, the Certification Authorities do not relate in a hierarchical manner. R|
hypothetical example in Figure 5, suppose a user D, certified by U, wishes to authenticate to user E, ce
ory entry.of user D shall hold the certificate U«D» and the entry of user E shall hold the certificate

use each other’s publficikey directly, i.e.

Cp = Xpe X«C»
and

Ap = Xp e+ X«A»

ficates, they may

eferring to the
rtified by W. The
N <E>.

14

\
\ \

W«V» |V N
U«V»

W«E»
TISO3970-94/d05

Figure 5 — Non-hierarchical certification path — An example
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Let V be a CA with whom CAs U and W have at some previous time exchanged public keys in a trusted way. As a
result, certificates U«V», V«U», W«V» and V«W» have been generated and stored in the Directory. Assume U«V» and
W«V» are stored in the entry of V, V«U» is stored in U’s entry, and V«W» is stored in W’s entry.

User D must find a certification path to E. Various strategies could be used. One such strategy would be to regard the
users and CAs as nodes, and the certificates as arcs in a directed graph. In these terms, D has to perform a search in th
graph to find a path from U to E, one such being U«V», V«W», W«E». When this path has been discovered, the reverse
path W«V», V«U», U«D» can also be constructed.

9 Digital signatures

This ¢fause 15 ot iMtended 10 Specify a standard for digitat signatures i generat, but 10 specity the mepns by which the
tokeng are signed in the Directory.

Information (info) is signed by appending to it an enciphered summary of the information. The.summarylis produced by
meanis of a one-way hash function, while the enciphering is carried out using the private key, of-the signér (see Figure 6).
Thus:

X{Info} = Info, Xs[h (Info)]

Private key i !  Public key

xs) S
el Xs[h(info)] §ﬁ_§_’

:Compare

Info

Signer (X) Recipient
TISO3980-94/d06

Figure 6 — Digital signatures

NQTE 1 — The encipherment gsing the private key ensures that the signature cannot be forged. The one-way| nature of the hash
funjction ensures that false information, generated so as to have the same hash result (and thus signature), cannietdbe substitut

The recipient of signed information verifies the signature by:
— applying.the one-way hash function to the information;

—  comparing the result with that obtained by deciphering the signature using the public key of the signer.

This quthentication framework does not mandate a single one-way hash function for use in signing. It is jntended that the
framgwork*shall be applicable to any suitable hash function, and shall thus support changes to the nlethods used as &
result-effutare—advances—n bl_letUUlCl[Jh_y, mathematicat thhll;b'uCD Ot uuulputat;\.u ye uapab;:;tica. Hewever, two users
wishing to authenticate shall support the same hash function for authentication to be performed correctly. Thus, within
the context of a set of related applications, the choice of a single function shall serve to maximize the community of
users able to authenticate and communicate securely.

The signed information includes indicators that identify the hashing algorithm and the encryption algorithm used to
compute the digital signature.

The encipherment of some data item may be described using the following ASN.1:

ENCRYPTED { ToBeEnciphered } = BIT STRING ( CONSTRAINED BY {

-- must be the result of applying an encipherment procedure --
-- to the BER-encoded octets of a value of -- ToBeEnciphered } )
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The value of the hit string is generated by taking the octets which form the complete encoding (using the ASN.1 Basic
Encoding Rules — ITU-T Rec. X.690 | SO/IEC 8825-1) of the value offtiBeEnciphered type and applying an

encip

herment procedure to those octets.

NOTE 2 — The encryption procedure requires agreement on the algorithm to be applied, including any parameters of the algorithm
such as any necessary keys, initialization values, and padding instructions. It is the responsibility of the encryptioaspimcedu

specify the means by which synchronization of the sender and receiver of data is achieved, which may include information in the
bits to be transmitted.

NOTE 3 — The encryption procedure is required to take as input a string of octets and to generate a single string sf bits as it
result.

NOTE 4 — Mechanisms for secure agreement on the encryption algorithm and its parameters by the sender and receiver of data are

ou

tside the scope of this Directory Specification.

The signature of some dataitem is formed by encrypting a shortened or "hashed" transformation of the item, and may be

descri
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a
€

N(
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bed by the following ASN.1:

YPTED-HASH { ToBeSigned}  ::= BIT STRING ( CONSTRAINED BY {

must be the result of applying a hashing procedure to the DER-encoded octets --
of a value of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- 1)

ATURE { ToBeSigned } ::= SEQUENCE {

gorithmldentifier Algorithmldentifier,

hcrypted ENCRYPTED-HASH { ToBeSigned }}

TE 5 — The encryption procedure requires the agreements listed in Note 2, and(also agreement as to wheth

ng from applying a signature to the given data type.

ED { ToBeSigned } = SEQUENCE {
bBeSigned ToBeSigned,
OMPONENTSOF SIGNATURE { ToBeSigned }}

sic Encoding Rules defined in 1SO 8825, with thefollowing restrictions:

a) thedefinite form of length encoding shall be used, encoded in the minimum number of octets;
b) for string types, the constructed-form of encoding shall not be used;

¢) if thevaueof atypeisitsdefault value, it shall be absent;

d) the components of a Sebtype shall be encoded in ascending order of their tag value;

e) the componentsof a'Set-of type shall be encoded in ascending order of their octet value;

f) if the value.of"aBoolean typeistrue, the encoding shall have its contents octet set to "FF" 16;
zerq;

factor shall be zero.

er the hashed octets

b encrypted directly, or only after further encoding them as a BIT STRING using-the ASN.1 BasicEncoding Rules.

case where a signature must be appended to a data type, the following ASN.1 may be used to define the data type

er to enable the validation of SIGNED and SIGNATURE types in a distributed environment, a distingished
ng is required. A distinguished encoding of a SIGNED or SIGNATURE data value shall be obtained by applying

g) each unused hits in the final octet of the encoding of a Bit String value, if there are any, shall bg set to
h) _theencoding of a Real type shall be such that bases 8, 10, and 16 shall not be used, and the binary gcaling

i) theencoding of aUTC time shall be as specified in ITU-T Rec. X.690/Cor. 2 | ISO/IEC 8825-1/Cor} 2;

j)  theencoding of a Generalized time shall be as specified in ITU-T Rec. X.690 | ISO/IEC 8825-1.

Generating a distinguished encoding requires the abstract syntax of the data to be encoded to be fully understood. The
Directory may be required to sign data or check the signature of data that contains unknown protocol extensions or
unknown attribute syntaxes. The Directory shall follow these rules:

16

— It shall preserve the encoding of received information whose abstract syntax it does not
which it expects to subsequently sign;

— When signing data for sending, it shall send data whose syntax it fully knows with a

fully know and

distinguished

encoding and any other data with its preserved encoding, and shall sign the actual encoding it sends;

— When checking signatures in received data, it shall check the signature against the actual data received

rather than its conversion of the received data to a distinguished encoding.
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10 Strong authentication procedures

10.1 Overview

The basic approach to authentication has been outlined above, namely the corroboration of identity by demonstrating
possession of a private key. However, many authentication procedures employing this approach are possible. In general,
it isthe business of a specific application to determine the appropriate procedures, so asto meet the security policy of the
application. This clause describes three particular authentication procedures, which may be found useful across a range
of applications.

NOTE — This Directory Specification does not specify the procedures to the detail required for implementation. However,
additional Recommendations | International Standards could be envisaged which would do so, either in an application-specific or
in a_general-purpose way.

The three procedures involve different numbers of exchanges of authentication information, and consequently-provide
differgnt types of assuranceto their participants. Specifically:

a) One-way authentication, described in 10.2, involves a single transfer of information, from one user (A)
intended for another (B), and establishes the following:

— theidentity of A, and that the authentication token actually was generated by A;
— the identity of B, and that the authentication token actually was.ihtended to be sent to B;

— the integrity and "originality" (the property of not having-been sent two or more times) of the
authentication token being transferred.

The latter properties can also be established for arhitrary additional data accompanying the transfer.

b) Two-way authentication, described in 10.3, involves)ir/addition, a reply from B to A. It gstablishes, in
addition, the following:

— that the authentication token generated in.the reply actually was generated by B and was intended to
be sent to A,

— the integrity and originality of the authentication token sent in the reply;
—  (optionally) the mutual secrecy.of'part of the tokens.

c) Three-way authentication, descéribed in 10.4, involves, in addition, a further transfer frqm A to B. It
establishes the same properties as the two-way authentication, but does so withoyt the need for
association timestamp checking.

In each case where Strong Authentication is to take place, A must obtain the public key of B, and the return certification
path from B to A, prior to any-exchange of information. This may involve access to the Directory, ds described in
clause 7 above. Any such aeeess is not mentioned again in the description of the procedures below.

The ghecking of timestamps as mentioned in the following subclauses only applies when either synchrgnized clocks are
used |in a local envirenment, or if clocks are logically synchronized by bilateral agreements. In any case, it is
recommended that €oordinated Universal Time be used.

For epch of the.three authentication procedures described below, it is assumed that party A has checked the validity of
all of the cettificates in the certification path.

10.2 One-way authentication

The following steps are involved, as depicted in Figure 7:
1) A generates, a non-repeating number, which is used to detect replay attacks and to prevent forgery;
2) A sends the following message to B:
B - A, AftA A B}

where £ is a timestamp.At consists of one or two dates: the generation time of the token (which is
optional) and the expiry date. Alternatively, if data origin authentication of "sgnData" is to be provided by
the digital signature:

B - A, A{tA A, B, sgnData}
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In cases where information is to be conveyed which will subsequently be used as a private key (this
information is referred to as "encData" ):
B - A, A{tA, rA, B, sgnData, Bp[encData]}

The use of "encData" as a private key implies that it shall be chosen carefully, e.g. to be a strong key for
whatever cryptosystem is used asindicated in the "sgnData" field of the token.

3) B carriesout the following actions:
a) obtainsApfromB - A, checking that A’s certificate has not expired,;
b) verifies the signature, and thus the integrity of the signed information;

c) checks that B itself is the intended recipient;

d) checks that the timestamp is "current";

e) optionally, checks thaf‘rhas not been replayed. This could, for example, be achieved |by hAving r
include a sequential part that is checked by a local implementation for its value uniquehess.

rA is valid until the expiry date indicated Y. t* is always accompanied by-a-8equential part, which
indicates that A shall not repeat the token during the timerdnged therefore that checking of the
value of A itself is not required.

In any case, it is reasonable for party B to store the sequential-part together with tim&stathp t
clear and together with the hashed part of the token during timerange t

TISO3990-94/d07

Figure 7 — One-way authentication

10.3| Two-way authentication

The fallowing steps are involved, as depicted in Figure 8:

1) asfor10.2;
2) asfor 10.2
3) asfori0.2;

4) <Brgenerates rB, a non-repeating number, used for similar purpose(s) to rA;

5)." B sends the following authentication token to A:

B{t5, 15, A, rA}
where tB is a timestamp defined in the same way astA.
Alternatively, if data origin authentication of "sgnData" is to be provided by the digital signature:
B{tB, 1B, A, rA, sgnData}

In cases where information is to be conveyed which will subsequently be used as a private key (this
information is referred to as "encData" ):

B{tB, rB, A, rA sgnData, Ap[encData]}

The use of "encData" as a private key implies that it shall be chosen carefully, e.g. to be a strong key for
whatever cryptosystem is used asindicated in the "sgnData" field of the token.
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6) A carries out the following actions:
a) verifiesthe signature, and thus the integrity of the signed information;
b) checksthat A isthe intended recipient;
c) checksthat the timestamp tB is "current";

d) optionally, checksthat rB has not been replayed [see 10.2, step 3, d)].

o 2) 3]
(

(6] 4]

TISO4000-94/d08

Figure 8 — Two-way authentication

104 Three-way authentication

The fgllowing steps are involved, as depicted in Figure 9:
1) Asfor10.3.
2) Asfor 10.3. Timestamp tA may be zero.
3) Asfor 10.3, except that the timestamp need not be checked.
4) Asfor10.3.
5) Asfor 10.3. Timestamp tB may be z&ro:
6) Asfor 10.3, except that the timestamp need not be checked.
7) A checksthat the received rA isidentical to the rA which was sent.
8) A sends the following.authentication token to B:
A{rB B}

9) B carries.oubthe following actions:

a) checksthe signature and, thus, the integrity of the signed information;

b) checks that the received rB isidentical to the rB which was sent by B.

TISO4010-94/d09

Figure 9 — Three-way authentication
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11 Management of keys and certificates

111 Generation of key pairs

The overall security management policy of an implementation shall define the lifecycle of key pairs, and is, thus, outside
the scope of the authentication framework. However, it is vital to the overall security that all private keys remain known
only to the user to whom they belong.

Key data is not easy for a human user to remember, so a suitable method for storing it in a convenient transportable

manner shall be employed. One possible mechanism would be to use a "Smart Card". This would hold the private and

(optionally) public keys of the user, the user’s certificate, and a copy of the certification authority’s public key. The use

of this_card shall additionally be secured by, e.g. at least use of a Personal Identification Number (PIN), increasing the
securjty of the system by requiring the user to possess the card and to know how to access it. The exact method choser
for storing such data, however, is beyond the scope of this Directory Specification.

Threg ways in which a user’s key pair may be produced are:

a) The user generates its own key pair — This method has the advantage thab& user’s priate key is never
released to another entity, but requires a certain level of competence by the .user as descriped in Annex D.

b) The key pair is generated by a third party — The third party shall release the private key o the user in a
physically secure manner, then actively destroy all information relating’to the creation of thg key pair plus
the keys themselves. Suitable physical security measures shall- be’employed to ensure thiat the third party
and the data operations are free from tampering.

c) The key pair is generated by the CA — This is a special case of b), and the considerations there apply.

NOTE — The certification authority already exhibits trusted functionality with respect to the user, and shall be subject
to the necessary physical security measures. This method has the advantage of not requiring secure [data transfer to the
CA for certification.

The cryptosystem in use imposes particular (technical) constraintson key generation.

11.2 Management of certificates

A cerfificate associates the public key and unique distinguished name of the user it describes. Thus:
a) acertification authority shall besatisfied of the identity of a user before creating a certificate for it;

b) acertification authority shall°not issue certificates for two users with the same name.

The pfoduction of a certificate occurs’off-line and shall not be performed with an automatic query/response mechanism.
The aplvantage of this certification is that because the private key of the certification authority, CAs, is never known
except in the isolated and physically secure CA, the CA private key may then only be learnt by an attack on CA|itself,
making compromise unlikely.

It is important that_thetransfer of information to the certification authority is not compromised, and suitable physical
security measuresshall be taken. In this regard:

a) M would be a serious breach of security if the CA issued a certificate for a user with a public key that had
been tampered with.

b)  Tf the means of generation of key pairs of 11.1b) or of 11.1 ) is employed, the user's private key must be
transferred to the user in a secure manner.

c) If the means of generation of key pairs of 11.1 a) or of H)1id employed, the user may use different
methods (on-line or off-line) to communicate its public key to the CA in a secure manner. On-line
methods may provide some additional flexibility for remote operations performed between the user and
the CA.

A certificate is a publicly available piece of information, and no specific security measures need to be employed with
respect to its transportation to the Directory. As it is produced by an off-line certification authority on behalf of a user
who shall be given a copy of it, the user need only store this information in its directory entry on a subsequent access to
the Directory. Alternatively, the CA could lodge the certificate for the user, in which case this agent shall be given
suitable access rights.
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Certificates shall have a lifetime associated with them, at the end of which they expire. In order to provide continuity of
service, the CA shall ensure timely availability of replacement certificates to supersede expired/expiring certificates.
Two related points are:

Validity of certificates may be designed so that each becomes valid at the time of
predecessor, or an overlap may be allowed. The latter prevents the CA from having
distribute a large number of certificates that may run out at the same expiration date.

Expired certificates will normally be removed from the Directory. It is a matter for the secur

expiry of its
to install and

ity policy and

responsibility of the CA to keep old certificates for a period of time if a non-repudiation of data service is

provided.

Certificates may be revoked prior to their expiration time, e.g. if the user’s private key is assumed to be compromised, or
the user is no longer to be certified by the CA, or if the CA’s certificate is assumed to be compromised. Four related

pointd

are:

The revocation of a user certificate or CA certificate shall be made known by the-~C
certificate shall be made available, if appropriate. The CA may then inform the owner of
about its revocation by some off-line procedure.

The CA shall maintain:

a) atimestamped list of the certificates it issued which have been reveked;

b) atimestamped list of revoked certificates of all CAs known to the{CA, certified by the ¢
Both certified lists shall exist, even if empty.

The maintenance of Directory entries affected by the CA’s«<revocation lists is the respo
Directory and its users, acting in accordance with the security policy. For example, the us
its object entry by replacing the old certificate with™a new one. The latter shall the
authenticate the user to the Directory.

The revocation lists ("black-lists") are ¢.held within entries as attributes
"CertificateRevocationList" and "AuthorityRevegationList". These attributes can be operate
same operations as other attributes. These«attribute types are defined as follows:

\, and a new
the certificate

A.

hsibility of the
er may modify
N be used to

of types
d on using the

certificateRevocationList ATTRIBUTE ::=
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE; certificatelL istExactMatch
ID id-at-certificateRevocationList }
authorityRevocationList ATTIRIBUTE ::= {
WITH SYNTAX CertificatelList
EQUALITY MATCHING RULE certificateL istExactMatch
ID id-at-authorityRevocationList }
CertificateList = SIGNED { SEQUENCE {
version Version OPTIONAL,
-- if present, version must be v2
signature Algorithml dentifier,
jssuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
user Certificate CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL } OPTIONAL,
crlExtensions [0] Extensions OPTIONAL }}

NOTE 1 — The checking of the entire list of certificates is a local matter. The list shall not be assumed to be in any pasicular ord
unless specific ordering rules have been specified by the issuing CA, e.g. in that CA’s policy.

NOTE 2 - If a non-repudiation of data service is dependent on keys provided by the CA, the service should ensure that all
relevant keys of the CA (revoked or expired) and the timestamped revocation lists are archived and certified by a current

authority.

NOTE 3 - If any extensions included irCartificateList are defined as critical, the version element ofGheificateList shall be

present. If no extensions defined as critical are included, the version element shall be absent. This may permit an implementat
that only supports version 1 CRLs to still use the CRL if in its examination oétbledCertificates sequence in the CRL, it does

not encounter an extension. An implementation that supports version 2 (or greater) CRLs may be able to optimize itsiprocessing
it can determine early in processing that no critical extensions are present in the CRL.
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NOTE 4 - When an implementation processing a certificate revocation list does not recognize a critical extension in the
crlEntryExtensions field, it shall assume that, at a minimum, the identified certificate has been revoked and is no longer valid and
performs additional actions concerning that revoked certificate as dictated by local policy. When an implementation does not
recognize a critical extension in theExtensions field, it shall assume that identified certificates have been revoked and are no
longer valid. However in the latter case, since the list may not be complete, certificates that have not been identifiggd as bei
revoked cannot be assumed to be valid. In this case, local policy shall dictate the action to be taken. In any casg loegl polic
dictate actions in addition to and/or stronger than those stated in this Specification.

NOTE 5 — If an extension affects the treatment of the list (e.g. multiple CRLs must be scanned to examine the entire list of
revoked certificates, or an entry may represent a range of certificates), then that extension shall be indicated aghgitical in
crlExtensions field regardless of where the extension is placed in the CRL. An extension indicated iBrthgExtensions field of

an entry shall be placed in that entry and shall affect only the certificate(s) specified in that entry.

NOTE 6 — Standard extensions for CRLs are defined in clause 12.

12 Certificate and CRL extensions

12.1 Introduction

This dause specifies extensions in the following areas:

a) Key and policy information: These certificate and CRL extensionsconvey additional information about
the keysinvolved, including key identifiers for subject and issuer keys; indicators of intended or regtricted
key usage, and indicators of certificate policy.

b) Subject and issuer attributes: These certificate and CRL@xtensions support aternative names, of jarious
name forms, for a certificate subject, a certificate issuer; or a CRL issuer. These extensions cgn aso
convey additional attribute information about the certificate subject, to assist a certificate user in| being
confident that the certificate subject is a particul ar person or entity.

c) Certification path constraints: These certificate extensions allow constraint specifications to be influded
in CA certificates, i.e. certificates for CAsissued by other CAs, to facilitate the automated processing of
certification paths when multiple certificate policies are involved. Multiple certificate policies arisg¢ when
policies vary for different applicattons in an environment or when interoperation with external
environments occurs. The constrarnts may restrict the types of certificates that can be issued py the
subject CA or that may occur subsequently in a certification path.

d) Basic CRL extensions.‘These CRL extensions allow a CRL to include indications of revocation reagon, to
provide for temporary-suspension of a certificate, and to include CRL-issue sequence numbers tg allow
certificate usersto detect missing CRLs in a sequence from one CRL issuer.

€) CRL distribution points and delta-CRLs: These certificate and CRL extensions allow the completg set of
revocation,<information from one CA to be partitioned into separate CRLs and allow revqcation
information from multiple CAs to be combined in one CRL. These extensions also support the use of
partia "CRL s indicating only changes since an earlier CRL issue.

Inclugon ef ‘any extension in a certificate or CRL is at the option of the authority issuing that certificate or CRL.

In a certificaie or CRL, an extension 1S fTagged as being either critical or non-critical. 1T an extension Is 11agged critical
and a certificate-using system does not recognize the extension field type or does not implement the semantics of the
extension, then that system shall consider the certificate invalid. If an extension is flagged non-critical, a certificate-using
system that does not recognize or implement that extension type may process the remainder of the certificate ignoring
the extension. Extension type definitions in this Directory Specification indicate if the extension is always critical,
always non-critical, or if criticality can be decided by the certificate or CRL issuer. The reason for requiring some
extensions to be always non-critical is to allow certificate-using implementations which do not need to use such
extensions to omit support for them without jeopardizing the ability to interoperate with al certification authorities.

NOTE — A certificate-using system may require certain non-critical extensions to be present in a certificate in order for that
certificate to be considered acceptable. The need for inclusion of such extensions may be implied by local policy rules of the
certificate user or may be a CA policy rule indicated to the certificate-using system by inclusion of a particular cediityate
identifier in the certificate policies extension with that extension being flagged critical.
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For all certificate extensions, CRL extensions, and CRL entry extensions defined in this Directory Specification, there
shall be no more than one instance of each extension typein any certificate, CRL, or CRL entry, respectively.

This clause also defines matching rules to facilitate the selection of certificates or CRLs with specific characteristics
from multi-valued attributes holding multiple certificates or CRLs.

12.2

1221

Key and policy information

Requirements

The following requirements relate to key and policy information:

a) CA key pair updating can occur at regular intervals or in special circumstances. There is a need for a
certificate field to convey an identifier of the public key to be used to verify the certificate signature. A
certificate-using system can use such identifiers in finding the correct CA certificate for validating the
certificate issuer’s public key.

b) In general, a certificate subject has different public keys and, correspondingly different certificates for
different purposes, e.g. digital signature and encipherment key agreement, A’certificate figld is needed to
assist a certificate user in selecting the correct certificate for a given subjeect’for a particuldr purpose or to
allow a CA to stipulate that a certified key may only be used for a particular purpose.

c) Subject key pair updating can occur at regular intervals or in speciakCircumstances. Ther¢ is a need for a
certificate field to convey an identifier to distinguish between different public keys for the |same subject
used at different points in time. A certificate-using system can.use such identifiers in finding the correct
certificate.

d) The private key corresponding to a certified public key is' typically used over a different period from the
validity of the public key. With digital signature keys, the usage period for the signing private key is
typically shorter than that for the verifying publickey. The validity period of the certificat¢ indicates a
period for which the public key may be used, which is not necessarily the same as the usdge period of the
private key. In the event of a private key.compromise, the period of exposure can beg limited if the
signature verifier knows the legitimate use period for the private key. There is therefore a|requirement to
be able to indicate the usage period of the private key in a certificate.

e) Because certificates may be useghin environments where multiple certificate policies apply, provision
needs to be made for including_cettificate policy information in certificates.

f)  When cross-certifying from-one organization to another, it can sometimes be agreed that certain of the
two organizations’ policies*can be considered equivalent. A CA certificate needs to allow|the certificate
issuer to indicate that one of its own certificate policies is equivalent to another certificat¢ policy in the
subject CA’s domain.\This is known as policy mapping.

g) A user of an encipherment or digital signature system which uses certificates defined in this Directory
Specificationneeds to be able to determine in advance the algorithms supported by other dsers.

12.2.2 Certificateand CRL extension fields
The fpllowing extension fields are defined:

a)._Authority key identifier;

b) Subject key identifier;

c) Keyusage;

d) Private key usage period;

e) Certificate palicies;

f)  Policy mappings.

These extension fields shall be used only as certificate extensions, except for authority key identifier which may also be
used as a CRL extension. Unless noted otherwise, these extensions may be used in both CA certificates and end-entity

certificates.

In addition, a Directory attribute is defined to support the selection of an algorithm for use when communicating with a
remote end entity using certificates as defined in this Directory Specification.
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12.2.2.1 Authority key identifier field

This field, which may be used as either a certificate extension or CRL extension, identifies the public key to be used to
verify the signature on this certificate or CRL. It enables distinct keys used by the same CA to be distinguished (e.g. as
key updating occurs). Thisfield is defined as follows:

authorityKeyldentifier EXTENSION ::={

SYNTAX AuthorityK eyl dentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }

AuthorityKeyldentifier ::= SEQUENCE {

Keyldentifier ::= OCTET STRING

The key may be identified by an explicit key identifier in the keyl dentifier component, by identification of a cert
for the key (giving certificate issuer in the authorityCertlssuer component and ceftificate serial number

authorityCertSerialNumber component), or by both explicit key identifier and identification of a certificate for the
both fprms of identification are used, then the certificate or CRL issuer shall ensureithey are consistent. A key idq
shall
extengion. An implementation which supports this extension is not required,to be able to process all name forms
author|ityCertlssuer component. (See 12.3.2.1 for details of the GeneralNamestype.)

Certif|cation authorities shall assign certificate serial numbers such.that every (issuer, certificate serial numbe
uniqugly identifies asingle certificate.

This gxtension is always non-critical.

12.2.2.2 Subject key identifier field

This fjeld identifies the public key being certified. It"enables distinct keys used by the same subject to be differe
(e.g. as key updating occurs). Thisfield is definediasfollows:

subjegKeyldentifier EXTENSION ::={

SubjeqtK eyl dentifier := Keyldentifier

A key|identifier shall be dnigue with respect to all key identifiers for the subject with which it is used. This exten
alwayp non-critical.

12.2.23 Key usagefield

Thisfleld, which indicates the purpose for which the certified public key is used, is defined as follows:
keyUspgeEXTENSION ::={

keyldentifier [0] Keyldentifier OPTIONAL,
authorityCertlssuer [1] GeneralNames OPTIONAL,
HhertycertSerraiNumber—{21-CertifieateSeratNumber—ORTHONAL
(WITH COMPONENTS {..., authorityCertlssuer PRESENT,
authorityCertSerialNumber PRESENT} |

(VITH COMPONENTS {..., authorityCertlssuer ABSENT,
authorityCertSerialNumber ABSENT})

De unique with respect to al key identifiers for the issuing authority for<the certificate or CRL containi

SYNTAX SubjectK eyl dertifier

DENTIFIED BY  id-ce-subjectKeyl dentifier }

ificate
n the
key. If
ntifier
ng the
in the

r) pair

htiated

5on is

SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }

KeyUsage::=BIT STRING {

24

digitalSignature 0),
nonRepudiation 2,
keyEncipherment (2),
dataEncipher ment 3,
keyAgreement (4),
keyCertSign 5),
cRL Sign (6),
encipher Only @,
decipherOnly 8}
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Bitsin the KeyUsage type are as follows:

a) digitalSignature: For verifying digital signatures that have purposes other than those identified in
or g) below.

b) nonRepudiation: For verifying digital signatures used in providing a non-repudiation service

b), f),

which

protects against the signing entity falsely denying some action (excluding certificate or CRL signing, as

inf) or g) below).

¢) keyEncipherment: For enciphering keys or other security information, e.g. for key transport.

d) dataEncipherment: For enciphering user data, but not keys or other security information asin c) above.

€) keyAgreement: For use as apublic key agreement key.

f)  keyCertSign: For verifying a CA’s signature on certificates.
g) cRLSign: For verifying a CA's signature on CRLSs.

h) encipherOnly: Public key agreement key for use only in enciphering data when useepAtlyr
bit also set (meaning with other key usage bit set is undefined).

i)  decipherOnly: Public key agreement key for use only in deciphering data, when usetepttyr
bit also set (meaning with other key usage bit set is undefined).

The bitskeyCertSign is for use in CA-certificates only. KeyUsage is set tokeyCertSign and the basic co

exten|
may
integn

This ¢

If the
usag

If the
findin
imply
for th

12.2.2

This f
basic

extK ey
q

I

KeyPJ

Key {
assig

Sion is present in the same certificate, the value eftitemponent of thatiextension shall be seIRWE
hlso use other of the defined key usage bitsejtusage, e.g.digitalSignature for providing authentica
ity of on-line administration transactions.

bxtension may, at the option of the certificate issuer, be either critical or non-critical.

extension is flagged critical, then the certificate shall be used only for a purpose for which the co
 bit is set to one.

hj the correct key/certificate of an entity that-has multiple keys/certificates. It is an advisory field
that usage of the key is restricted to the*purpose indicated. A bit set to zero indicates that the ke
it purpose. If all bits are zero, it indicates-the key is intended for some purpose other than those lis

.4 Extended key usage field

eld indicates one or more purposes for which the certified public key may be used, in addition to g
purposes indicated in theé key usage extension field. This field is defined as follows:

Usage EXTENSION ;:&4
YNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
DENTIFIED BY id<ce-extKeyUsage }

rposeld ::5 OBJECT IDENTIFIER

urpeses may be defined by any organization with a need. Object identifiers used to identify key p
hedjin accordance with CCITT Rec. X.660 | ISO/IEC 9834-1.

pement

pement

nstraints
CAs
ion and

responding key

extension if flagged non-critical, then it indicatés the intended purpose or purposes of the key, angl may be used in

and does not
y is not intended
ed.

r in place of the

urposes shall be

This extension may, at the option of the certificate issuer, be either critical or non-critical.

If the extension is flagged critical, then the certificate shall be used only for one of the purposes indicated.

If the extension is flagged non-critical, then it indicates the intended purpose or purposes of the key, and may be used in
finding the correct key/certificate of an entity that has multiple keys/certificates. It is an advisory field and does not
imply that usage of the key is restricted by the certification authority to the purpose indicated. (Using applications may
nevertheless require that a particular purpose be indicated in order for the certificate to be acceptable to that application.)

If a certificate contains both a critical key usage field and a critical extended key usage field, then both fields shall be
processed independently and the certificate shall only be used for a purpose consistent with both fields. If there is no
purpose consistent with both fields, then the certificate shall not be used for any purpose.
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12.2.25 Privatekey usage period field

Thisfield indicates the period of use of the private key corresponding to the certified public key. It is applicable only for

digital

signature keys. Thisfield is defined as follows:

privateK eyUsagePeriod EXTENSION ::= {
SYNTAX PrivateK eyUsagePeriod
IDENTIFIED BY id-ce-privateK eyUsagePeriod }

PrivateK eyUsagePeriod ::= SEQUENCE {

n
n

(

otBefore [Q] GeneralizedTime OPTIONAL,
otAfter [1] GeneralizedTime OPTIONAL }
WITH COMPONENTS {..., notBefore PRESENT} |

V]

Then

notBefore component is not present, then no information is provided as to when the period of valid use of the priva

comim
signin
the pr

Thise

NQ
the
fo

NQ
co
ce

12.2.2

ITH COMPONENTS {..., notAfter PRESENT} )

htBefore component indicates the earliest date and time at which the private key could be used for signing

ences. The notAfter component indicates the latest date and time at which the private key, could be ug
p. If the notAfter component is not present, then no information is provided as to when the @eriod of valid
vate key concludes.

Xtension is always non-critical .

TE 1 — The period of valid use of the private key may be different from the certified\validity of the public key
certificate validity period. With digital signature keys, the usage period for thesigning private key is typicallyh
the verifying public key.

TE 2 — If the verifier of a digital signature wants to check that the key_has not been revoked, for exa

tificate(s) for a public key have expired, a signature verifier cannot rely,on compromises being notified via CR

.6 Certificate policiesfield

If the
ite key
ed for
use of

Bs indicated by
Eottet

nple due to key

mpromise, up to the time of verification, then a valid certificate must stilléexist for the public key at verificatioiftémee

| S.

This field lists certificate policies, recognized by the issuing.GA, that apply to the certificate, together with optional

qualif
applig

certifi
g

I

er information pertaining to these certificate policies. Typically, different certificate policies will relate to di
ations which may use the certified key. Thisfield isdefined as follows:

fatePolicies EXTENSION ::={
YNTAX CertificatePoliciesSyntax
DENTIFIED BY id-ce-certificatePolicies }

ferent

CertifjcatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policyl nformation
Palicy|nformation ::= SEQUENCE {
policyldentifier CertPolicyld,
policyQualifiers SEQUENCE'SIZE (1.MAX) OF
PolicyQualifierInfo OPTIONAL }
CertPplicyld ::= OBJECTJIDENTIFIER
PolicyRualifierInfe = SEQUENCE {
policyQualifierld CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.& Qualifier
({SupportedPoticyQuatifiers{@pofticyQualifiertd})
OPTIONAL }
SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ...}

A value of the Policylnformation type identifies and conveys quaifier information for one certificate policy. The
component policyl dentifier contains an identifier of a certificate policy and the component policyQualifiers contains

policy

qualifier values for that element.

This extension may, at the option of the certificate issuer, be either critical or non-critical.

If the extension is flagged critical, it indicates that the certificate shall only be used for the purpose, and in accordance
with the rules implied by one of the indicated certificate policies. The rules of a particular policy may require the
certificate-using system to process the qualifier value in a particular way.
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If the extension is flagged non-critical, use of this extension does not necessarily constrain use of the certificate to the
policies listed. However, a certificate user may require a particular policy to be present in order to use the certificate
(see 12.4.3). Policy qualifiers may, at the option of the certificate user, be processed or ignored.

Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object
identifiers used to identify certificate policies and certificate policy qualifier types shall be assigned in accordance with
CCITT Rec. X.660 | ISO/IEC 9834-1. The following ASN.1 object class is used in defining certificate policy qualifier

types:
CERT

-POLICY-QUALIFIER ::= CLASS{

&id OBJECT IDENTIFIER UNIQUE,
& Qualifier OPTIONAL }

WITH

SYNTAX {

=
[

A defi

N(

ap|
AS
eldg

12.2.2
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user o
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policy
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Policy
i

S|
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This ¢

N(
an
the
im
N(
pe
ap

OLICY-QUALIFIER-ID &id
DUALIFIER-TYPE & Qualifier] }

nition of a policy qualifier type shall include:
— astatement of the semantics of the possible values; and

— an indication of whether the qualifier identifier may appear in a certificateypolicies extensi
accompanying value and, if so, the implied semantics in such a case.

TE — A qualifier may be specified as having any ASN.1 type. When the qualifieris anticipated to be use|

plications that do not have ASN.1 decoding functions, it is recommended that theCtipe STRING be specifi

N.1 OCTET STRING value can then convey a qualifier value encoded according-to any convention specifie
ment defining organization.

.7 Policy mappingsfield

eld, which shall be used in CA certificates only, allows a certificate issuer to indicate that, for the purposeg
f a certification path containing this certificate, one of the issuer's: certificate policies can be considered
ifferent certificate policy used in the subject CA’s domain: This field is defined as follows:

Mappings EXTENSION ::={
YNTAX PolicyM appingsSyntax
DENTIFIED BY id-ce-policyM appings }

M appingsSyntax ::= SEQUENCE SIZE (1.MAX) OF SEQUENCE {
isuer DomainPolicy CertPolicyld,
Ibj ectDomainPolicy CertPolicyld }

suer DomainPolicy component indicates a certificate policy that is recognized in the issuing CA’s do
e considered equivalent tothe: certificate policy indicated sultfeetDomainPolicy component that is re
subject CA’s domain.

extension is always_ron=Critical.

TE 1 — An example-of policy mapping is as follows: the U.S. government domain may have a policyCan#idid]
 the Canadian-goyernment may have a policy call8dTrade. While the two policies are distinctly identified an
re may be an‘agreement between the two governments to accept certification paths extending cross-bord
blied by these(policies for relevant purposes.

TE 2 —Peolicy mapping implies significant administrative overheads and the involvement of suitably diligent
sonnelin related decision-making. In general, it is preferable to agree upon more global use of common pq
ply- policy mapping. In the above example, it would be preferable for the U.S., Canada, and Mexico to agreq

on without an

d primarily with
ed. The
d by the policy

of the
equivalent

main and that
cognized

Trade
d defined,
er within the rules

and authorized
liciesothan it is
b Upon a common

po

icy-for North American Trade

NOTE 3 — It is anticipated that policy mapping will be practical only in limited environments in which policy statementyg are ve
simple.

12.2.2.8 Supported algorithmsattribute

A Directory attribute is defined to support the selection of an agorithm for use when communicating with a remote end
entity using certificates as defined in this Directory Specification. The following ASN.1 defines this (multi-valued)
attribute;

supportedAlgorithms ATTRIBUTE ::={
WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmldentifierMatch
ID id-at-supportedAlgorithms}
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Suppol

rtedAlgorithm ::= SEQUENCE {

algorithmldentifier Algorithmldentifier,
intendedUsage [0] KeyUsage OPTIONAL,
intendedCertificatePolicies  [1] CertificatePoliciesSyntax OPTIONAL }

Each value of the multi-valued attribute shall have a distinct algorithmlidentifier value. The value of the intendedUsage
component provides an indication of the intended usage of the algorithm (see 12.2.2.3 for recognized uses). The value of
the intendedCertificatePolicies component identifies the certificate policies and, optionaly, certificate policy qualifiers
with which the identified algorithm may be used.

12.3

12.3.1

Certificate subject and certificate issuer attributes

R ack-HE-akaait
o Crmerts

The fgllowing requirements relate to certificate subject and certificate issuer attributes:

12.3.2

a) Certificates need to be usable by applications that employ a variety of name forms, including |
electronic mail names, Internet domain names, X.400 originator/recipient addresses;~and EDI
names. It is therefore necessary to be able to securely associate multiple names of aariety of name
with a certificate subject or a certificate or CRL issuer.

b) A certificate user may need to securely know certain identifying information.about a subject in o
have confidence that the subject is indeed the person or thing intended. For example, information g
postal address, position in a corporation, or a picture image may be.required. Such information n
conveniently represented as directory attributes, but these attributes are not necessarily part
distinguished name. A certificate field is therefore needed for cenveying additional directory att
beyond those in the distinguished name.

Certificate and CRL extension fields

The fallowing extension fields are defined:

These)
CRL ¢

12.3.2

Thisf
the CA

subjeg
qg

I

a) Subject alternative name;
b) Issuer alternative name;

Cc) Subject directory attributes.

fields shall be used only as certificate extensions, except for issuer alternative name which may also be usg
Extension. As certificate extensions, they.may be present in CA certificates or end-entity certificates.

.1 Subject alternative namefield

ternet

party
forms

der to
uch as
nay be
of the
ibutes

bd as a

eld contains one or more altexnative names, using any of a variety of name forms, for the entity that is boyind by

\ to the certified public key.Fhisfield is defined as follows:

fAltName EXTENSIONZI={
YNTAX GeneralNames
DENTIFIED BY)id-Ce-subjectAltName }

GenerplNames : .= SEQUENCE SIZE (1..MAX) OF GeneralName
GenerplName;.= CHOICE {
other Name [0] INSTANCE OF OTHER-NAME,
rtc822Name [1] LABSHring
dNSName [2] 1A5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResour cel dentifier [6] 1A5String,
iPAddress [7] OCTET STRING,
registeredl D [8] OBJECT IDENTIFIER}

OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {

n
p

28

ameAssigner [0] DirectoryString {ub-name} OPTIONAL,
artyName [1] DirectoryString {ub-name} }

ITU-T Rec. X.509 (1997 E)


https://standardsiso.com/api/?name=7389df428068233467f3b9405315f266

I SO/IEC 9594-8 : 1998 (E)

The valuesin the alternatives of the GeneralName type are names of various forms as follows:
— otherNameis a name of any form defined as an instance obfit¢ER-NAME information object class;
— rfc822Name is an Internet electronic mail address defined in accordance with Internet RFC 822;
— dNSName s an Internet domain name defined in accordance with Internet RFC 1035;
—  x400Addressis an O/R address defined in accordance with ITU-T Rec. X.411 | ISO/IEC 10021-4;
— directoryName is a directory name defined in accordance with ITU-T Rec. X.501 | ISO/IEC 9594-2;

— ediPartyName is a name of a form agreed between communicating Electronic Data Interchange partners;
thenameAssigner component identifies an authority that assigns unique values of namepantiiname
component;

— uniformResourceldentifier IS a Uniform Resource ldentifier for the World Wide Web, flefined in
accordance with Internet RFC 1630;

— iPAddress is an Internet Protocol address defined in accordance with Internet RFC'791, represented as a
binary string;

— registeredID is an identifier of any registered object assigned in accordance’with CCITT |Rec. X.660 |
ISO/IEC 9834-1.

For eyery name form used in tBeneralName type, there shall be a name registration_system that ensures that any name
used unambiguously identifies one entity to both certificate issuer and certificate.users.

This ¢xtension may, at the option of the certificate issuer, be either critical“er non-critical. An implemgntation which
suppgrts this extension is not required to be able to process all name forms. If the extension is flaggeg critical, at least
one df the name forms that is present shall be recognized and processed, otherwise the certificate shall be considerec
invalig. Apart from the preceding restriction, a certificate-using,-System is permitted to ignore any [name with an
unregognized or unsupported name form. It is recommended that,\provided the subject field of the certificate contains a
directory name that unambiguously identifies the subject, this field be flagged non-critical.

NQTE 1 — Use of the YPE-IDENTIFIER class is described in Angexes A and C of ITU-T Rec. X.681 | ISO/IEC 8824-2.

NQTE 2 — If this extension field is present and is flagged criticakutbject field of the certificate may contain a null nagme (e.g. a
sefluence of zero relative distinguished names), in which case the subject is identified only by the name|or names in this
exjension.

12.3.3.2 |ssuer alternative namefield

This flield contains one or more alternative-names, using any of a variety of name forms, for the certificate of CRL
issuer| Thisfield is defined as follows:

issuer AltName EXTENSION ::={
JYNTAX GeneralNames
DENTIFIED BY id-ce-issuer AltName }

This gxtension may, at the'option of the certificate or CRL issuer, be either critical or non-critical. An implementation
which supports this extension is not required to be able to process al nhame forms. If the extension is flagged critical, at
least gne of the nameforms that is present must be recognized and processed, otherwise the certificate or CRL shall be
considered invalid\Apart from the preceding restriction, a certificate-using system is permitted to ignore any name with
an unrecognized-or unsupported name form. It is recommended that, provided the issuer field of the certificate of CRL

null name
e or ames in thi

extensmn

12.3.2.3 Subject directory attributesfield

This field conveys any desired Directory attribute values for the subject of the certificate. This field is defined as
follows:

subjectDirectoryAttributes EXTENSION ::={
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes}

AttributesSyntax ::= SEQUENCE SIZE (1.MAX) OF Attribute

This extension is always non-critical.
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124 Certification path constraints

1241 Requirements

For certification path processing:

a) End-entity certificates need to be distinguishable from CA certificates, to protect against end-entities
establishing themselves as CAs without authorization. It aso needs to be possible for a CA to limit the
length of a subsequent chain resulting from a certified subject CA, e.g. to no more than one more
certificate or no more than two more certificates.

b) A CA needsto be able to specify constraints which allow a certificate user to check that less-trusted CAs
in acertification path (i.e. CAs further down the certification path from the CA with whose public key the
certificate user starts) are not violating their trust by issuing certificates to subjects in an inappropriate
name space. Adherence to these constraints needs to be automatically checkable by the certificate.u

¢) Certification path processing needs to be implementable in an automated, self-contained maodule. Thisis
necessary to permit trusted hardware or software modules to be implemented which\perfoqm the
certification path processing functions.

d) It should be possible to implement certification path processing without depefding upon regl-time
interactions with the local user.

€) It should be possible to implement certification path processing without dependihg upon the use of frusted
local databases of policy-description information. (Some trusted local information — an initial public key,
at least — is needed for certification path processing but the (amount of such information should be
minimized.)

f) Certification paths need to operate in environments in which multiple certificate policies afe recognized.
A CA needs to be able to stipulate which CAs in other domains it trusts and for which purppses. Chaining
through multiple policy domains needs to be supported:

g) Complete flexibility in trust models is required. A strict hierarchical model which is adequate for a single
organization is not adequate when considering the needs of multiple interconnect¢d enterprises.
Flexibility is required in selection of the firstitrtisted CA in a certification path. In particular/ it should be
possible to require that the certification _path start in the local security domain of the ppblic-key user
system.

h) Naming structures should not be constrained by the need to use names in certificates, i.e| Directory name
structures considered natural for 6rganizations or geographical areas shall not need adjusfment in order to
accommodate certification authority requirements.

i) Certificate extension fields_need to be backward-compatible with the unconstrained ceftification path
approach system as specified in earlier editions of this Recommendation | International Stgndard.

i) A CA needs to be able"to inhibit use of policy mapping and to require explicit certificate poljcy identifiers
to be present in subsequent certificates in a certification path.

NQTE - In any certificate-using system, processing of a certification path requires an appropriate level offassurance. This
Difectory Specification defines functions that may be used in implementations that are required to conform to gpecifie assuranc
stgtements. For example, an assurance requirement could state that certification path processing must e protected from
supversion of the process (such as software-tampering or data modification). The level of assurance should be gommensurate with
bupiness risk. ForeXample:
a)| processing internal to an appropriate cryptographic module may be required for public keys used to vdlidate high value
funds:transfer; whereas

b)| pfocessing in software may be appropriate for home banking balance inquiries.

Con L mntI\J/, certification p::fh Ir_\rr\r‘nccing functions-should be suitable for imlr_\lonnnnf::ﬁnn n-hardware r\rypfncraphic

modules or cryptographic tokens as one option.

12.4.2 Certificate extension fields

The following extension fields are defined:

a) Basic constraints;

b) Name constraints;

¢) Policy congtraints.

These extension fields shall be used only as certificate extensions. Name constraints and policy constraints shall be used
only in CA certificates, basic constraints may also be used in end-entity certificates. Examples of the use of these
extensions are given in Annex L.
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12.4.2.1 Basic constraintsfield

This field indicates if the subject may act as a CA, with the certified public key being used to verify certificate
signatures. If so, a certification path length constraint may also be specified. Thisfield is defined as follows:

basicConstraintsEXTENSION ::= {

SYNTAX BasicConstraintsSyntax

IDENTIFIED BY id-ce-basicConstraints}
BasicConstraintsSyntax ::= SEQUENCE {

cA BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL }

The cA component indicates if the certified public key may be used to verify certificate signatures.

The pathLenConstraint component shall be present only if cA is set to true. It gives the maximum numberpf CA
certififates that may follow this certificate in a certification path. Value O indicates that the subject of this certificate may
issue gertificates only to end-entities and not to further CAs. If no pathLenConstraint field appears in any. Certificge of a
certifigation path, there is no limit to the allowed length of the certification path.

This gxtension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged critical, otherwise an entity which is not authorized to be a CA may issue certificates)and a certificatg-using
system may unwittingly use such acertificate.

If thislextension is present and is flagged critical, then:

— if the value ofcA is not set to true, then the certified public keyZshall not be used to verify a certificate
signature;

— if the value ofcA is set to true angdathLenConstraint is present, then the certificate-using system shall
check that the certification path being processed is consistent with the vahtkl@hConstraint.

NQTE 1 - If this extension is not present or is flagged non-critical :@nd is not recognized by a certificate-using $ystem, then that
system should use other means to determine if the certified public'key may be used to verify certificate signaturefs.

NOQTE 2 — To constrain a certificate subject to being only an-end entity, i.e. not a CA, the issuer can include this édeknsion f
coptaining only an emptgEQUENCE value.

12.4.22 Name constraintsfield

This flield, which shall be used only in a CA certificate, indicates a name space within which all subject names in
subsequent certificates in a certification path must:be located. Thisfield is defined as follows:

nameConstraints EXTENSION ::={
JYNTAX NameConstraintsSyntax
IPENTIFIED BY id-ce-nameConstraints}

NameConstraintsSyntax ::= SEQUENCE {
per mittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL }

GenerplSubtrees::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
GenerplSubtree::="SEQUENCE {

base GeneralName,

ninimum [Q] BaseDistance DEFAULT 0,

npaximum [1] BaseDistance OPTIONAL }
BaseDistanree==HNFEGERA(S-MAXS

If present, the permittedSubtrees and excludedSubtrees components each specify one or more naming subtrees, each
defined by the name of the root of the subtree and, optionally, within that subtree, an area that is bounded by upper
and/or lower levels. If permittedSubtrees is present, of all the certificates issued by the subject CA and subsequent CAs
in the certification path, only those certificates with subject names within these subtrees are acceptable. If
excludedSubtrees is present, any certificate issued by the subject CA or subsequent CAs in the certification path that has
a subject name within these subtrees is unacceptable. If both per mittedSubtrees and excludedSubtrees are present and the
name spaces overlap, the exclusion statement takes precedence.

Of the name forms available through the Gener alName type, only those name forms that have a well-defined hierarchical
structure may be used in these fields. The directoryName name form satisfies this requirement; when using this name
form a naming subtree corresponds to a DIT subtree. Conformant implementations are not required to recognize all
possible name forms. If the extension is flagged critical and a certificate-using implementation does not recognize a
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name form used in any base component, the certificate shall be handled as if an unrecognized critical extension had been
encountered. If the extension is flagged non-critical and a certificate-using implementation does not recognize a name
form used in any base component, then that subtree specification may be ignored. When a certificate subject has multiple
names of the same name form (including, in the case of the directoryName name form, the name in the subject field of
the certificate if non-null), then all such names shall be tested for consistency with a name constraint of that name form.

NOTE — When testing certificate subject names for consistency with a name constraint, names in non-critical subject alternative
name extensions should be processed, not ignored.

The minimum field specifies the upper bound of the area within the subtree. All names whose final name component is
above the level specified are not contained within the area. A value of minimum equal to zero (the default) corresponds
to the base, i.e. the top node of the subtree. For example, if minimum is set to one, then the naming subtree excludes the
base node but includes subordinate nodes.

The nfaximum field specifies the lower bound of the area within the subtree. All names whose last component-is|below
the leyel specified are not contained within the area. A value of maximum of zero corresponds to the base, i.e.theltop of
the subtree. An absent maximum component indicates that no lower limit should be imposed on the area’within the
subtree. For example, if maximum is set to one, then the naming subtree excludes all nodes except thecsubtree bagse and
its immediate subordinates.

This gxtension may, at the option of the certificate issuer, be either critical or non-critical. It isxecommended that it be
flagged critical, otherwise a certificate user may not check that subsequent certificates in a certification path are Ipcated
in thejname space intended by the issuing CA.

If thid extension is present and is flagged critical, then a certificate-using system shall-check that the certification path
being [processed is consistent with the value in this extension.

12.4.2.3 Policy constraintsfield

This fleld specifies constraints which may require explicit certificate policy identification or inhibit policy mapping for
the remainder of the certification path. Thisfield is defined as follows:

policyConstraints EXTENSION ::={
JYNTAX PolicyConstraintsSyntax
DENTIFIED BY id-ce-policyConstraints}

PolicyfConstraintsSyntax ::= SEQUENCE {
requireExplicitPolicy [O] SkipCerts OPT,IONAL,
mhibitPolicyM apping [1] SkipCerts@QPTIONAL }

SkipCprts::= INTEGER (0..MAX)

If the| requireExplicitPolicy component-is present, it indicates that, in all certificates starting from that issued by a
nominjated CA in the certification(path until the end of the certification path, it is necessary for the certificate to cpntain,
in thelcertificate policies extension, an acceptable policy identifier. An acceptable policy identifier is the identifier|of the
certificate policy required By~the user of the certification path or the identifier of a policy which has been declared
equivdlent to it through pelicy mapping. The nominated CA is either the subject CA of the certificate containing this
extengion (if the value.of requireExplicitPolicy is 0) or a CA which is the subject of a subsequent certificate|in the
certifigation path (asindicated by a non-zero value).

If the jnhibitPelicyM apping component is present, it indicates that, in all certificates starting from a nominated CA|in the
certififation\path until the end of the certification path, policy mapping is not permitted. The nominated CA is either the
subjedt CA“of the certificate containing this extension (if the value of inhibitPolicyMapping is 0) or a CA which is the

wbecd- of a crihcncuiont cortifioatain tha cartifioatian nath (Ac At v, A nAan e vl i)
| ect-or-asHbsequent-cartificate in-the certification path-{as dicated-by-anon-zero-vahue)

A value of type SkipCertsindicates the number of certificates in the certification path to skip before a constraint becomes
effective.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged critical, otherwise a certificate user may not correctly interpret the stipulation of the issuing CA.

12.4.3 Certification path processing procedure

Certification path processing is carried out in a system which needs to use the public key of a remote end entity, e.g. a
system which is verifying a digital signature generated by a remote entity. The certificate policies, basic constraints,
name constraints, and policy constraints extensions have been designed to facilitate automated, self-contained
implementation of certification path processing logic.
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Following is an outline of a procedure for validating certification paths. An implementation shall be functionally
equivalent to the external behaviour resulting from this procedure. The algorithm used by a particular implementation to
derive the correct output(s) from the given inputsis not standardized.

Theinputs to the certification path processing procedure are:
a) aset of certificates comprising a certification path;

b) a trusted public key value or key identifier (if the key is stored internally to the certification path
processing module), for use in verifying the first certificate in the certification path;

¢) aninitial-policy-set comprising one or more certificate policy identifiers, indicating that any one of these
policies would be acceptable to the certificate user for the purposes of certification path processing; this
input can also take the specia value any-policy;

) an initial avnlicit naliovs tndicatar valiin vwhich indicatac 1f AN an~antal A Al i Aantifiar '\ds to

e—an—tritial-expheitpetley—tndicater—value—which—rdicatesH—an—aeceptable—pehey—dentiHer—rep
explicitly appear in the certificate policies extension field of all certificatesin the path;

€) an initial-policy-mapping-inhibit indicator value, which indicates if policy mapping is forbidden|in the
certification path; and

f)  the current date/time (if not available internally to the certification path processing module).

The values of c), d), and e) will depend upon the policy requirements of the user-application combination that ngeds to

use the certified end-entity public key.

The olitputs of the procedure are:

a) Anindication of success or failure of certification path validation.

b) If vaidation failed, a diagnostic code indicating the reason for failure.

c) If validation was successful, a set of policies constrained by«the CAs in the certification path, tagether
with all qualifiers for these policies encountered in the cerfification path, or the specia value any-policy.
Unless any-policy is returned, the certificate user shall.only use the certificate in accordance with pne of
theidentified policies and shall process al qualifiersiforthat policy present in the certification path.

d) If vaidation was successful and c) returned the alue any-policy, the set of al policy element qualifiers
encountered in the certification path.

e) Details of any policy mapping that occurred’in processing the certification path.
NOTE - If validation is successful, the certificate-using system may still choose not to use the certificate as a result of
values of policy qualifiers or other information in the certificate.

The procedure makes use of the following set.of state variables:

a) user-constrained-policy-set: ‘A’ set of certificate policy identifiers comprising the policies cufrently
considered acceptabl e to the certificate user; this state variable can also take the special value any-pglicy.

b) authority-constrained-policy-set: A set of certificate policy identifiers comprising the set of pplicies
currently considered-acceptable to the CAs in the certification path; this state variable can aso tgke the
special value any-policy.

c) permitted-subtrees: A set of subtree specifications defining subtrees within which all subject nanes in
subsequent certificates in the certification path must fall, or may take the special value unbounded.

d) excluded-subtrees: A (possibly empty) set of subtree specifications (each comprising a subtree basg¢ name
and) maximum and minimum level indicators) defining subtrees within which no subject namg in a
Subsequent certificate in the certification path may fall.

e explicit-policy-indicator: Indicates if an acceptable policy needs to be explicitly identified in|every

certificate

f)  policy-mapping-inhibit-indicator: Indicates if policy mapping isinhibited.

g) pending-constraints: Details of explicit-policy and/or inhibit-policy-mapping constraints which have been
stipulated but are yet to take effect. There are two one-bit indicators called explicit-policy-pending and
policy-mapping-inhibit-pending together with, for each, an integer called skip-certificates which gives the
number of certificates yet to skip before the constraint takes effect.

The procedure involves an initialization step, followed by a series of certificate-processing steps. The initialization step
comprises:

a) initialize the user-constrained-policy-set variable to the value of initial-policy-set;
b) initialize the authority-constrained-policy-set variable to the value any-palicy;
C) initiaize the permitted-subtrees variable to unbounded,;
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d) initialize the excluded-subtrees variable to an empty set;

e) initialize the explicit-policy-indicator to the initial-explicit-policy value;

f) initialize the policy-mapping-inhibit-indicator to the initial-policy-mapping-inhibit value;
g) initialize the two pending-constraints indicators to unset.

Each certificate is then processed in turn, starting with the certificate signed using the input trusted public key. The last
certificate is considered to be the end certificate; any other certificates are considered to be intermediate certificates.
The following checks are applied to a certificate:

a) Check that the signature verifies, that dates are valid, that the certificate subject and certificate issuer
names chain correctly, and that the certificate has not been revoked.

J) FUI al il |tc1 LI |Uu'iatc: Ll tlflbatc, If t: I bou\, CUI IS‘LI ail Itb c:)\tu ID;UI I flC;d ;D MIT3l It il I t: I LTI tlflbatc, Ch&k
that the cA component is present and set to true. If the pathLenConstraint component is present,-cherk that
the current certification path does not violate that constraint.

c) If explicit-policy-indicator is set and user-constrained-policy-set is not set to any-policy;, eheck that the
certificate policies extension is present and that at least one member of user-cohstrained-poljcy-set
appearsin the certificate policies field.

d) If the certificate policies extension is present and is flagged critical, computée-the intersection of the
policies in that extension and the authority-constrained-policy-set and put. the result as the new| value
of authority-constrained-policy-set. Check that the intersection of autherity-constrained-policy-sgt and
user-constrained-policy-set is non-empty.

€) Check that the subject name is within the name-space given by the value of permitted-subtrees and is not
within the name-space given by the value of excluded-subtrees.

If any|of the above checks fails, the procedure terminates, returning a failure indication and an appropriate reasor) code.
If none of the above checks fails on the end certificate, the procedure terminates, returning a success indication tdgether
with the set of policy identifiers from authority-constrained-policy-<set; the required policy element qualifiers, and petails
of any| policy mapping that may have occurred.

For ar) intermediate certificate, the following constraint recording actions are then performed, in order to correctly|set up
the state variables for the processing of the next certificate;

a) If the nameConstraints extension with.a permittedSubtrees component is present in the certificate, set the
permitted-subtrees state variable to the intersection of its previous value and the value indicated|in the
certificate extension.

b) If the nameConstraints extension with an excludedSubtrees component is present in the certificate, et the
excluded-subtrees state variable to the union of its previous value and the value indicated in the cerfificate
extension.

c) If explicit-policy-indicator is not set:

— if the explicit-policy-pending indicator is set, decrement the correspondikig-certificated value
and, jf this value becomes zero, egtlicit-policy-indicator;

— if-the requireExplicitPolicy constraint is present in the certificate perform the following: for a
SkipCerts value of 0, seexplicit-policy-indicator; for any otherskipCerts value, set thefplicit-
policy-pending indicator, and set the correspondidgp-certificates value to the lesser of the
SkipCerts value and the previouskip-certificates value (if theexplicit-policy-pending indicator was
already set).

d) _If policy-mapping-inhibit-indicator is not set:

— process any policy mapping extension with respect to policies ims¢heonstrained-policy-set and
add appropriate policy identifiers to thser-constrained-policy-set;

—  process any policy mapping extension with respect to policies autherity-constrained-policy-set
and add appropriate policy identifiers to thehority-constrained-policy-set;

— if the policy-mapping-inhibit-pending indicator is set, decrement the correspondkig-certificates
value and, if this value becomes zero, septhiy-mapping-inhibit-indicator;

— if the inhibitPolicyMapping constraint is present in the certificate, perform the following: for a
SkipCerts value of 0, set thpolicy-mapping-inhibit-indicator; for any otherSkipCerts value, set the
policy-mapping-inhibit-pending indicator, and set the correspondisigp-certificates value to the
lesser of theskipCerts value and the previouwskip-certificates value (if thepolicy-mapping-inhibit-
pending indicator was already set).
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Basic CRL extensions

1251 Requirements

The following requirements relate to CRLs:

a) Certificate users need to be able to track all CRLs issued from a CRL issuer or CRL distribution point
(see 12.6) and be able to detect a missing CRL in the sequence. CRL sequence numbers are therefore
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required.

b) Some CRL users may wish to respond differently to a revocation, depending upon the reason for the

revocation. There is therefore arequirement for a CRL entry to indicate the reason for revocation.

¢) There is a requirement for a CA to be able to temporarily suspend validity of a certificate and

subseguently either revoke or reinstate it. Possible reasons for such an action include:

— desire to reduce liability for erroneous revocation when a revocation request is udau
there is inadequate information to determine whether it is valid;

investigation.

d) A CRL contains, for each revoked certificate, the date when the CA posted the revo
information may be known as to when an actual or suspected key. compromise occ

recognized as valid even though the key used to sign the message was compromised a
was produced. To assist in solving this problem, a CRL entry can include a second date
when it was known or suspected that the private key was.compromised.

CRL and CRL entry extension fields
bllowing extension fields are defined:
a) CRL number;

b) Reason code;

¢) Holdinstruction code;

d) Invalidity date.

Sion fields.

.1 CRL number field

CRL extension field conveys a monotonically increasing sequence number for each CRL issued
through a given CA directory attribute or CRL distribution point. It allows a CRL user to detect
[l prior to the one being processed were also seen and processed. This field is defined as follows:

imber EXTENSIQN ::={
YNTAX CRLCNumber
DENTIFIED\BY id-ce-cRLNumber }

umber.= INTEGER (0..MAX)

bxtension is always non-critical.

thenticated and

— other business needs, such as temporarily disabling the certificate of an entity pending an audit or

cation. Further
irred, and this

information may be valuable to a certificate user. The revocation/date is insufficient {o solve some
disputes because, assuming the worst, all signatures issued during*the validity period df the certificate
have to be considered invalid. However, it may be important'\for a user that a signed document be

ter the signature
which indicates

RL number field shall be used only~as’a CRL extension field and the other fields shall be used only as CRL entry

by a given CRL
whether CRLs

12.5.2.2 Reason codefield

This CRL entry extension field identifies a reason for the certificate revocation. The reason code may be used by
applications to decide, based on local policy, how to react to posted revocations. This field is defined as follows:

reasonCode EXTENSION ::={
SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }

CRLReason ::= ENUMERATED {

unspecified 0),
keyCompromise 2,
cACompromise ),
affiliationChanged 3,
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super seded (4),
cessationOfOperation 5),
certificateHold (6),
removeFromCRL 8}

The following reason code values indicate why a certificate was revoked:

keyCompromise is used in revoking an end-entity certificate; it indicates that it is known or suspected that

the subject's private key, or other aspects of the subject validated in the certificate, have been

compromised;

cACompromise is used in revoking a CA certificate; it indicates that it is known or suspected that the

subject’s private key, or other aspects of the subject validated in the certificate, have been compromised;

affiliationChanged indicates that the subject’'s name or other information in the certifica
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lificate may be placed on hold by issuing a CRL entry with a reason ceereiftdateHold. The certificg

modified but there is no cause to suspect that the private key has been compromised;

superseded indicates that the certificate has been superseded but there is no cause,to
private key has been compromised;

cessationOfOperation indicates that the certificate is no longer needed for the purpose for
issued but there is no cause to suspect that the private key has been compromised.

may include an optional hold instruction code to convey additional informatiento certificate users
a hold has been issued, it may be handled in one of three ways:

a) it may remain on the CRL with no further action, causing users to reject transactions isg
hold period; or,

b) it may be replaced by a (final) revocation for the same ceftificate, in which case the reasor]
the standard reasons for revocation, the revocatiop~date shall be the date the certificats
hold, and the optional instruction code extension field*shall not appear; or,

c) it may be explicitly released and the entry removed from the CRL.

bmoveFromCRL reason code is for use with delta-CRLS (see 12.6) only and indicates that an exis
0 now be removed owing to certificate expirationtor hold release. An entry with this reason code
CRLs for which the corresponding base CRE contains an entry for the same certificate wi
cateHold.

pxtension is always non-critical.

.3 Hold instruction codefield

CRL entry extension field provides for inclusion of a registered instruction identifier to indicate th
on encountering a held cettificate. It is applicable only in an entry haséngfiaateHold reason code. T|
ned as follows:

structionCode EXTENSION ::={
YNTAX HoldlnsStruction
DENTIFIED BY~id-Ce-instructionCode }

bxtension is always non-critical. No standard hold instruction codes are defined in this Directory Sp
TE —Examples of hold instructions might be "please communicate with the CA" or "repossess the user’s toke]

te has been
suspect that the

which it was

te hold
(see 12.5.2.3).

ued during the

shall be one of
b was placed on

ing CRL entry
shall be used in
h reason code

e action to be
his field

pcification.
n".
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4 Invalidity datefield

This CRL entry extension field indicates the date at which it is known or suspected that the private key was
compromised or that the certificate should otherwise be considered invalid. This date may be earlier than the revocation
datein the CRL entry, which is the date at which the CA processed the revocation. Thisfield is defined as follows:

invalidityDate EXTENSION ::={

SYNTAX

GeneralizedTime

IDENTIFIED BY id-ce-invalidityDate}

This extension is always non-critical.

NOTE 1 —The date in this extension is not, by itself, sufficient for non-repudiation purposes. For example, this datedai@y be a
advised by the private key holder, and it is possible for such a person to fraudulently claim that a key was compromigerl some t
in the past, in order to repudiate a validly-generated signature.
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NOTE 2 — When a revocation is first posted by a CA in a CRL, the invalidity date may precede the date of issue of earlier CRLs.
The revocation date should not precede the date of issue of earlier CRLs.

12.6

1261

CRL distribution pointsand delta-CRLs

Requirements

As it is possible for revocation lists to become large and unwieldy, the ability to represent partial CRLS is required.
Different solutions are needed for two different types of implementations that process CRLs.

The first type of implementation is in individual workstations, possibly in an attached cryptographic token. These
implementations are likely to have limited, if any, trusted storage capacity. Therefore, the entire CRL must be examined
to determine if it is valid, and then to see if the certificate is valid. This processing could be lengthy if the CRL islong.

Partiti

The s¢cond type of implementation is on high performance servers where a large volume of messages is processed
transagtion processing server. In this environment, CRLSs are typically processed as a background task-swhere, af
s validated, the contents of the CRL are stored localy in a representation which expedites.their exami
e.g. ofie bit for each certificate indicating if it has been revoked. This representation is held in trusted storage. Th
of seryver will typically require up-to-date CRLs for a large number of CAs. Since it aready has a list of prey
bd certificates, it only needs to retrieve a list of newly revoked certificates. This list,(called a delta-CRL,
smallér and require fewer resources to retrieve and process than a complete CRL.

CRL

revok

The fallowing requirements therefore relate to CRL distribution points and delta-CRLS:

pning of CRLs isrequired to eliminate this problem for these implementations.

a)

b)

c)

d)

f)

In order to control CRL sizes, it needs to be possible to assign subsets of the set of all certificates
by one CA to different CRLs. This can be achieved by associating every certificate with g
distribution point which is either:

a Directory entry whose CRL attribute will contain a revocation entry for that certifid
been revoked; or

a location such as an electronic mail address or Internet Uniform Resource ldentifier
applicable CRL can be obtained.

For performance reasons, it is desirable to reduce the number of CRLs that need to b
validating multiple certficiates, e.g-a certification path. This can be achieved by having o
sign and issue CRLs containing revocations from multiple CAs.

There is a requirement for\separate CRLs covering revoked CA certificates and revg
certificates. This facilitates~processing of certification paths as the CRL for revoked Q
can be expected .to. ‘be very short (usually empty). Tha&horityRevocationList
certificateRevocationl{isy attributes have been specified for this purpose. However, for this se
secure, it is necessary to have an indicator in a CRL identifying which list it is. Otherwis
substitution of(one list for the other cannot be detected.
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Provisionsissneeded for a different CRL to exist for potential compromise situations (when there is a

significant risk of private key misuse) than that including all routine binding terminations (
no significant risk of private key misuse).

Provision is also needed for partial CRLs (known as delta-CRLs) which only conta
certificates that have been revoked since the issuance of a base CRL.

While requirements a) through e) may lead to optional revocation mechanisms, every

when there is

n entries for

CA shall, as a

CRl o

12.6.2
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Certificate extension fields

The CRL distribution points extension shall be used only as a certificate extension and may be used in both
CA certificates and end-entity certificates. This field identifies the CRL distribution point or points to which a certificate
user should refer to ascertain if the certificate has been revoked. A certificate user can obtain a CRL from an applicable
distribution point or it can obtain a current complete CRL from the CA directory entry. This field is defined as follows:

cRLDistributionPoints EXTENSION ::={

SYNTAX
IDENTIFIED BY

CRL DistPointsSyntax
id-ce-cRL DistributionPoints}

CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
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DistributionPoint ::= SEQUENCE {
distributionPoint  [0]
reasons [1]
cRLIssuer [2]

DistributionPointName ::= CHOICE {
fullName [Q]
nameRelativeToCRL Issuer  [1]

DistributionPointName OPTIONAL,
ReasonFlags OPTIONAL,
GeneralNames OPTIONAL }

GeneralNames,
RelativeDistinguishedName }

ReasonFlags::=BIT STRING {

unused 0),
keyCompromise (),
cACompromise 2),
affiliationChanged 3),

Tar=d seded (/I)'
cpssationOfOperation (5),
cprtificateHold 6)}

The distributionPoint component identifies the location from which the CRL can be obtained. If this compoment is

absent, the distribution point name defaults to the CRL issuer name.

When
forms|
distril
It may
point

can b obtained from another source, e.g. another distribution point or the, CA’s directory entry.

The nameRelativeToCRLIssuer component can be used only if the CRL-distribution point is assigned a d
that is directly subordinate to the directory name of the CRL isSuer. In this caseanttRelativeToCRL
comppnent conveys the relative distinguished name with respect to’the CRL issuer directory name.

Ther
corre
has b
cover

Thed
issue

This
interg
critica
which
If thig

and ¢
keyCo

If this
that s

the fullName alternative is used or when the default applies, the distribution point name may-have multiple
The same name, in at least one of its name forms, shall be present in the distributienPeint field of the i
ution point extension of the CRL. A certificate-using system is not required to be ableto process all name
use a distribution point provided at least one name form can be processed. If_nosname forms for a distri
Can be processed, a certificate-using system can still use the certificate provided.requisite revocation infor

basons component indicates the revocation reasons covered by this CRL.rHathes component is ab
ponding CRL distribution point distributes a CRL which will contain an entry for this certificate if {
een revoked, regardless of revocation reason. Otherwiseasting value indicates which revocation re
ed by the corresponding CRL distribution point.

RLIssuer component identifies the authority that issues and signs the CRL. If this component is a
name defaults to the certificate issuer name.

extension may, at the option of thé certificate issuer, be either critical or non-critical. In th
perability, it is recommended that it' be flagged non-critical. If the CRL distribution point exter
I, the CA shall ensure that the distribution points cover reason &egesmpromise and/or cAComp
ever is applicable.

extension is flagged critical, then a certificate-using system shall not use the certificate without
hecking a CRL froni one of the nominated distribution points covering, at a minimum, thgq
mpromise (for an end=entity certificate) @A Compromise (for a CA certificate).

extension is flagged non-critical and a certificate-using system does not recognize the extensior
ystem should only use the certificate if:

absence of an issuing distribution point extension field in the CRL);
revocation checking is not required under local policy; or

name
Ssuing
forms.
ution
ation

rectory name
| ssuer

sent, the
his certificate
asons are

bsent, the CRL

e interests of
sion is made
Fomise

first retrieving
b reason code

field type, then

it\can acquire and check a complete CRL from the CA (that the latter CRL is complete is indicated by the

12.6.3

TEVOoCation CecKMy 1S accompiished by other means:

NOTE - It is possible to have CRLs issued by more than one CRL issuer for the one certificate.
these CRL issuers and the issuing CA is an aspect of CA policy.

CRL and CRL entry extension fields

Thefollowing CRL or CRL entry extension fields are defined:

a) Issuing distribution point;
b) Certificate issuer;
c¢) DeltaCRL indicator.

Coordination of

Issuing distribution point and delta CRL indicator shall be used only as CRL extensions. Certificate issuer shall be used
only asa CRL entry extension.
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.1 Issuing distribution point field

This CRL extension field identifies the CRL distribution point for this particular CRL, and indicates if the CRL is
limited to revocations for end-entity certificates only, for CA certificates only, or for a limited set of reasons only. The
CRL is signed by the CRL issuer’'s key — CRL distribution points do not have their own key pairs. However, for a CRL
distributed via the Directory, the CRL is stored in the entry of the CRL distribution point, which may not be the
directory entry of the CRL issuer. This field is defined as follows:

issuingDistributionPoint EXTENSION ::={

SYNTAX
IDENTIFIED BY

I ssuingDistPointSyntax
id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {

d

Thed
abser

If only
true,
revoc]

If indi
The (
in acq
ensuf
onlyC

For ¢
onlyC
or, if
CRL
distril

This ¢
contal

contajn all current CRL entries for the issuing CA, including entries for all revoked user certificates and C

N(
RHg

N(
onl

bagicConstraints extension.

12.6.3
This(

istributionPoint [0] DistributionPointName OPTIONAL,
lyContainsUser Certs [1] BOOLEAN DEFAULT FAL SE,
lyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
lySomeReasons [3] ReasonFlags OPTIONAL,
directCRL [4] BOOLEAN DEFAULT FALSE}

stributionPoint component contains the name of the distribution point in one or moré_yame forms.
t, the CRL shall contain entries for all revoked unexpired certificates issued by theyCRL issuer.

ContainsUser Certs is true, the CRL only contains revocations for end-entity certificateslyi€ontainsCAQ
the CRL only contains revocations for CA certificatesonlfSomeReasons is_present, the CRL only
ptions for the identified reason or reasons, otherwise the CRL contains revacations for all reasons.

rectCRL is true, then the CRL may contain revocation notifications_from CAs other than the issué
articular CA responsible for each entry is as indicated by the certificate issuer CRL entry extensio
ordance with the defaulting rules described in 12.6.3.2. In sueh'a CRL, it is the responsibility of th
e that the CRL is complete in that it contains all revocation entries, consisteruniw@bntainsUse
bntainsCACerts, andonlySomeReasons indicators, from all CAsthat identify this CRL issuer in their cert

RLs distributed via the Directory, the following rulés regarding use of attributes apply. A CH
bntainsCACerts set shall be distributed via thethorityRevocationList attribute of the associated distriby

shall be distributed via theertificateRevocationlist attribute of the associated distribution point
ution point is identified, via thertificateRevoeationList attribute of the CA entry.

xtension is always critical. A certificate user which does not understand this extension cannot ass
ns a complete list of revoked certificates of the identified CA. CRLs not containing critical e

TE 1 — The means by which revacation information is communicated by CAs to CRL issuers is beyond t
commendation | International Standard.

yContainsUser Certs or onlyContainsCACerts set, then the CA should ensure that all certificates covered by this C

.2 Certificateissuer field

thein

in an |ndirect"CRL, the certificate issuer defaults to the CRL issuer. On subsequent entries in an indirect CRL,
extengion.Is not present, the certificate issuer for the entry is the same as that for the preceding entry. This f

irectCRLINdicator set in its issuing distribution point extension. If this extension is not present on the firg

If this field is

ertsis
contains

er of the CRL.
nin that entry or
e CRL issuer to
Certs,

ficates.

RL which has
tion point

no distribution point is identified, via thethorityRevocationList attribute of the CRL issuer entry. Othgrwise the

or, if no

me that the CRL
tensions must
A certificates.

he scope of this

TE 2 — If a CA issues, from-its own directory entry (i.e. not from a separately-named CRL distribution point), a CRL with

RL contain the

LRL entry extension identifies the certificate issuer associated with an entry in an indirect CRL, i.e. a CRL that has

entry
if this
ed is

deflr\ A fallowc:
1EeaSTOrTrOWS:

certificatel ssuer EXTENSION ::={

SYNTAX
IDENTIFIED BY

GeneralNames
id-ce-certificatel ssuer }

This extension is always critical. If an implementation ignored this extension it could not correctly attribute CRL entries
to certificates.

12.6.3.3 Delta CRL indicator field

This CRL extension field identifies a CRL as being adelta-CRL only. Thisfield is defined as follows:

deltaCRLIndicator EXTENSION ::={

SYNTAX

BaseCRL Number
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IDENTIFIED BY id-ce-deltaCRL Indicator }
BaseCRL Number ::= CRLNumber

The value of type BaseCRLNumber identifies the CRL number of the base CRL that was used as the starting point in the
generation of this delta-CRL, i.e. this delta-CRL contains the changes between the base CRL and the complete CRL
issued along with this delta-CRL. It is the decision of a CA as to whether to provide delta-CRLs. However, a delta-CRL
shall not be issued without a corresponding complete CRL being issued at the same time. The value of the CRL number,
as conveyed in the CRL number extension field (if present), shall be identical for both the delta-CRL and the
corresponding complete CRL.

The CRL user constructing a locally held CRL from delta-CRLs shall consider the constructed CRL incomplete and
unusableif both the following conditions are true:

he ng Number 0 ne ived _de i that of the

CRLNumber of the delta-CRL last processed; and

— the value ofBaseCRLNumber of the received delta-crl has changed from Blas=CRLNUmber |of the
delta-CRL last processed.

This ¢xtension is always critical. A certificate user that does not understand the use of delta:€RLs should not use a CRL
contajning this extension, as the CRL may not be as complete as the user expectsy“CRLs not cpntaining critical
extengions must contain all current CRL entries for the issuing CA, including entries for-all revoked user|certificates and
CA cgrtificates.
NQTE - It is the decision of the CA as to whether or not to distribute the CRLs issued‘\between two base CRLE. For example, it
may be the policy of the CA to distribute base CRLs via CD-ROM and delta-CRLs\via an on-line service such jas the Directory.

Although the CA had issued its CRL with the associated delta-CRL, it may be‘the’ CA's policy that the user shall construct the
cufrent CRL by applying the delta-CRL to the base CRL held on the CD-ROM,

12.6.4 Attributetypefor delta-CRLs
The fgllowing attribute type is defined for holding adelta-CRL in a CA directory entry:

deltaRevocationList ATTRIBUTE ::={

WITH SYNTAX  CertificateList

HQUALITY MATCHING RULE certificatelL istExactMatch
ID  id-at-deltaRevocationList }

12.7 Matching rules

This Directory Specification defines matching" rules for use with attributes of type Certificate, CertificajePair,
CertificateList, and SupportedAlgorithm, respectively.

12.7.1  Certificate exact match

The certificate exact match rule compares for equality a presented value with an attribute value of type Certifigate. It
uniquely selects asingle certificate.

certifitateExactM atch MATEHING-RULE ::={
JYNTAX CertificateExactAssertion
1D id-mr=-certificateExactM atch }

CertifijcateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
igsuer Name}

This matching rule returns TRUE if the components in the attribute value match those in the presented value.

12.7.2 Certificate match

The certificate match rule compares a presented value with an attribute value of type Certificate. It selects one or more
certificates on the basis of various characteristics.

certificateMatch MATCHING-RULE ::={

SYNTAX CertificateAssertion
ID id-mr-certificateMatch }

CertificateAssertion ::= SEQUENCE {
serialNumber [O] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectK eyl dentifier [2] SubjectK eyl dentifier OPTIONAL,
authorityK eyl dentifier [3] AuthorityKeyldentifier OPTIONAL,
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certificatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublickK eyAlgl D [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL }
AltNameType ::= CHOICE {
builtinNameForm ENUMERATED {
rfc822Name D,
dNSName ),
Xx400Address 3,
directoryiName ),
ediPartyName 5),
uniformResour cel dentifier (6),
iPAddress ),
registeredid 81,
otherNameForm  OBJECT IDENTIFIER }
CertPlicySet ::= SEQUENCE (1..MAX) OF CertPolicyld
This matching rule returns TRUE if al of the components that are present in the’presented value mat
corregponding components of the attribute value, as follows:
a) serialNumber matches if the value of this component in the attribute”value equals that in the presented
value;
b) issuer matchesif the value of this component in the attribute value equals that in the presented valug
C) subjectKeyldentifier matches if the value of this componént in the stored attribute value equals that]
presented value; there is no match if the stored attributewal ue contains no subject key identifier extgnsion;
d) authorityKeyldentifier matches if the value of this:component in the stored attribute value equals that in
the presented value; there is no match if the stored attribute value contains no authority key identifier
extension or if not all components in the presented value are present in the stored attribute value;
e) certificatevalid matchesif the presented valte falls within the validity period of the stored attribute
f) privateKeyValid matches if the presented value falls within the period indicated by the private key|
period extension of the stored attribute value or if there is no private key usage period extension
stored attribute value;
g) subjectPublicKeyAlglD matchesif it is equal to the algorithm component of the algorithmldentifier |of the
subj ectPublicK eyl nformation component of the stored attribute value;
h) keyUsage matches if all of the bits set in the presented value are also set in the key usage extension
stored attributevalue, or if there is no key usage extension in the stored attribute value;
i) subjectAltiame’matches if the stored attribute value contains the subject alternative name extension with
an AltNames'component of the same name type as indicated in the presented value;
j)  poliegy.matches if al of the policy elements identified in one of the presented values are contained
sét of policyElementids in any of the policylnformation values in the certificate policies extension
stored attribute value; there is no match if there is no certificate policies extension in the stored atfribute
value;
oName MalCNes

construction of a certification path to the presented name value.

12.7.3  Certificate pair exact match

th the

in the

aue;

usage
in the

in the

in the
in the

The certificate pair exact match rule compares for equality a presented value with an attribute value of type

CertificatePair

. It uniquely selects a single cross-certificate pair.

certificatePair ExactMatch MATCHING-RULE  ::= {

SYNTAX
ID

CertificatePair ExactAssertion
id-mr-certificatePair ExactM atch }

CertificatePair ExactAssertion ::= SEQUENCE {
forwardAssertion [0] CertificateExactAssertion OPTIONAL,
reverseAssertion  [1] CertificateExactAssertion OPTIONAL }
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(WITH COMPONENTS {..., forwardAssertion PRESENT} |
WITH COMPONENTS {..., reverseAssertion PRESENT} )

This matching rule returns TRUE if the components that are present in the forwardAssertion and reverseAssertion
components of the presented value match the corresponding components of the forward and reverse components,
respectively, in the stored attribute value.

12.7.4  Certificate pair match

The certificate pair match rule compares a presented value with an attribute value of type CertificatePair. It selects one or
more cross-certificate pairs on the basis of various characteristics of either the forward or reverse certificate of the pair.

certificatePairMatch MATCHING-RULE ::= {
SYNTAX CertificatePair Assertion
1D id-mr-certificatePair Match }

CertifjcatePair Assertion ::= SEQUENCE {

forwardAssertion [0] CertificateAssertion OPTIONAL,
reverseAssertion  [1] CertificateAssertion OPTIONAL }
(WITH COMPONENTS {..., forwardAssertion PRESENT} |
WITH COMPONENTS {..., reverseAssertion PRESENT} )

This matching rule returns TRUE if al of the components that are present in the forwardAsgsertion and rever seAsgertion
components of the presented value match the corresponding components of the forward and reverse compgnents,
respedtively, in the stored attribute value, using the rules given in 12.7.2.

12.7.5 Certificatelist exact match

The gertificate list exact match rule compares for equality a presented value with an attribute value of type
CertificateList. It uniquely selectsasingle CRL.

certifitateListExactMatch MATCHING-RULE  ::= {
JYNTAX CertificateListExactAssertion
1D id-mr-certificateL istExactMatch }
CertifjcateL istExactAssertion ::= SEQUENCE {
igsuer Name,
thisUpdate Time,

distributionPoint  DistributionPointName OPT[ONAL }

The rple returns TRUE if the components in\the stored attribute value match those in the presented value. [If the
distriqutionPoint component is present, then\it must match in at least one name form.

12.7.4 Certificatelist match

The cgrtificate list match rule compares a presented value with an attribute value of type CertificateList. It selectspone or
more CRLs on the basis of various characteristics.

certifigateListMatch MATCHING-RULE ::={
JYNTAX Certificatel istAssertion

1D) id-mr=eertificateListMatch }
CertifjcateListAssertion ::= SEQUENCE {

igsuer Name OPTIONAL,

nMin€RLNumber [0] CRLNumber OPTIONAL,
axORL Number [1] CRLNumber OPTIONAL,

reasonFlags ReasonFlags OPTIONAL,

dateAndTime Time OPTIONAL,

distributionPoint [2] DistributionPointName OPTIONAL }

The matching rule returns TRUE if all of the components that are present in the presented value match the corresponding
components of the stored attribute value, as follows:

a) issuer matchesif the value of this component in the attribute value equals that in the presented value;

b) minCRLNumber matchesif its valueis less than or equal to the value in the CRL number extension of the
stored attribute value; there is no match if the stored attribute value contains no CRL number extension;

¢) maxCRLNumber matchesif its value is greater than or equal to the value in the CRL number extension of
the stored attribute value; there is no match if the stored attribute value contains no CRL number
extension;
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d) reasonFlags matches if any of the bits that are set in the presented value are aso set in the

onlySomeReasons components of the issuing distribution point extension of the stored attribute
thereis no match if the stored attribute value contains no issuing distribution point extension;

€) dateAndTime matches if the value is equal to or later than the value in the thisUpdate component

value;

of the

stored attribute value and is earlier than the value in the nextUpdate component of the stored attribute

value; there is no match if the stored attribute value contains no nextUpdate component;

f) distributionPoint matches if the stored attribute value contains an issuing distribution point extension and
the value of this component in the presented value equals the corresponding value, in at least one name

form, in that extension.

12.7.7  Algorithm identifier match

algorifhmldentifierMatch MATCHING-RULE = |
JYNTAX Algorithmldentifier
1P id-mr-algorithmldentifierMatch }

Therdlereturns TRUE if the presented value is equal to the algorithmidentifier component of theStored attribute v

13 Obtaining certified attributes

Userslidentities are bound to their public key certificates for authentication and identification purposes. Each pub!
certificate conveys the information necessary to perform certain cryptographicfunctions. Certified attributes assq

f type

Al ue.

ic key
ciated

with @ subject, such as clearances, may be conveyed in a separate strdcture, defined as an attribute certificate

(AttrithuteCertificate).

13.1 Attribute certificates

ribute certificate is a separate structure from a subject’s. X.509 public key certificate. A subject may ha

with the generation of attribute certificates-are' outside the scope of this Recommendation | International
AttributeCertificate ::= SIGNED {AttributeCertificatel nfo}

AttributeCertificatelnfo ::= SEQUENCE{
version Version DEFAULT wy
bject CHOICE{
baseCertificatelD ,-[0]. IssuerSerial, -- associated with a Public Key Certificate

ve multiple
that the same
, Separation of

uthority dealing
Standard.

subjectName [1] GeneralNames}, -- associated with a name
er GeneralNames, -- CAissuing the attribute certificate
gnature Algorithmldentifier,
ialNumber CertificateSerialNumber,
trCertValidityPeriod AttCertValidityPeriod,
tributes SEQUENCE OF Attribute,
issuerUniquel D Uniquel dentifier OPTIONAL,
tensions Extensions OPTIONAL }

IssuerSerial ::= SEQUENCE {

issuer GeneralNames,

serial CertificateSerialNumber,

issuerUID Uniquel dentifier OPTIONAL}
AttCertValidityPeriod ::= SEQUENCE {

notBeforeTime GeneralizedTime,

notAfterTime Generalized Time}

The version number differentiates between different versions of the attribute certificate. For this Recommendation |

International Standard, the version number shalllbe

Within the subject field is conveyed the identity of the certificate’s subject, referenced either bserthidN
associated with the subject's X.509 public key certificate or byutijectName.
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Theissuer isthe name of the Certification Authority who created the attribute certificate.
The serialNumber isthe serial number that uniquely identifies the attribute certificate.
The signature identifies the cryptographic algorithm used to digitally sign the attribute certificate.

The attCertValidityPeriod field conveys the time period during which the attribute certificate is considered valid,
expressed in Generalized Time format.

The attributes field contains any directory attribute (not restricted to attributes stored within a Directory system, but must
be recognized within the domain) concerning the subject.

The issuer Uniquel D uniquely identifies the issuer of the attribute certificate in those instances where the issuer name is
not sufficient.

The eftensions field allows addition of new fields to the attribute certificate.

13.2 Attribute certificate attribute

An atfribute certificate may be used to certify certain attribute values and bind them to either an X<509 certifi¢ate or
directly to a subject’s name.

attribditeCertificateAttribute ATTRIBUTE ::={

WITH SYNTAX AttributeCertificate
HQUALITY MATCHING-RULE certificateExactMatch
1D id-at-attributeCertificate }

13.3 | Attribute certificate matching rule

The attribute certificate matching rule compares a presented value\with an attribute valuesofriypeCert|ficate.
This natching rule allows more complex matching tharedhéicateExactM atch.

attribditeCertificateMatch MATCHING-RULE ::= {
JYNTAX AttributeCertificateAssertion

1D id-mr-attributeCertificateM atch }
AttributeCertificateAssertion ::= SEQUENCE {
subject
[0] CHOICE{
baseCertificatelD  [0] Jssuer Serial,
subjectName [1}.GeneralNames} OPTIONAL,
igsuer [1] GeneralNames OPTHAONAL,
atCertValidity[2] GeneralizedTime OPTIONAL,
atType [3] SET OF AttributeType OPTIONAL}

- At least one component of the sequence must be present

The matching rule returnsTRUE if all of the components that are present in the presented value match the corresponding
comppnents of the attribute’value, as follows:
a) baseCertificatelD matches if it is equal to thesuer Serial component of the stored attribute value;

b) subjeetName matches if the stored attribute value contains the name extension with the sanje name type as
indicated in the presented value;

¢)\issuer matches if the stored attribute value contains the name component of the samg@ name type as
indicated in the presented value;

d) attCertValidity matches if it talls within the specified validity period ot the stored attribute value.

e) for eachattType in the presented value, there is an attribute of that type present hatribates
component of the stored value.

134 Attribute certificate paths

A user may obtain one or more attribute certificates from one or more Certificate Authorities. Each attribute certificate
bears the name of the Certificate Authority which issued it. The following ASN.1 data type can be used to represent an
attribute certificate path:

AttributeCertificationPath ::= SEQUENCE {
attributeCertificate AttributeCertificate,
acPath SEQUENCE OF ACPathData OPTIONAL }
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ACPathData ::= SEQUENCE {
certificate [O] Certificate OPTIONAL,
attributeCertificate [1] AttributeCertificate OPTIONAL }

13.5 Attribute certificaterevocation list

Attribute certificates may be revoked prior to their expiration time if the attributes are no longer relevant. The attribute
certificates may be revoked without impacting the user’'s public key certificate. The revocation lists are held within
entries as an attribute of typétributeCertificateRevocationList. This attribute type is defined as follows:

attributeCertificateRevocationL ist ATTRIBUTE ::={
WITH SYNTAX  CertificateList
ID id-at-attributeCertificateRevocationL ist}

NQTE — All of the amendments used for Version 2 Certificate Revocation Lists are applicable to Attribute Certificate Revocation
Ligts.
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Annex A

Authentication framework in ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex includes al of the ASN.1 type, value, and information object class definitions contained in this Directory
Specification, in the form of the two ASN.1 modules AuthenticationFramework and CertificateExtensions.

AuthenticationFramework {joint-iso-ccitt ds(5) module(1) authenticationFramework(7) 3}
DEFINITIONS::=
BEGIN

-- EXPORTSAIl --

-- The types and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use themig-access
-- Directory services. Other applications may use them for their own purposes, but thiswil] fot constrain
-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS

ig-at, informationFramework, upper Bounds, selectedAttributeTypes, basicAccess€ontrol,
certificateExtensions

FROM Useful Definitions {joint-iso-ccitt ds(5) module(1) useful Definitions(0) 3}

Name, ATTRIBUTE
FROM InformationFramework infor mationFramework

up-user -password
FROM UpperBounds upper Bounds

AuthenticationL evel
FROM BasicAccessControl basicAccessControl

—

niquel dentifier, octetStringM atch
FROM SelectedAttributeTypes selectedAttributeTypes

certificateExactM atch, certificatePair ExactM atch, certificateL istExactM atch
FROM CertificateExtensions certificateExtensions ;
-- bagic certificate definition

Certifjcate 1:= (SHIGNED { SEQUENCE {
VErsion [O] Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signature Algorithml dentifier,
igsuer Name,
validity Validity,
subject Name,
shibj ectPublicK eyl nfo SubjectPublicK eyl nfo,
igsuer Uniiquel dentifier [1] IMPLICIT Uniquel dentifier OPTIONAL,
-- if present, version must be v2 or v3
ihjectl Iniquel dentifier [21 1MPIICIT Unigueldentifier OPTIONAI
-- if present, version must be v2 or v3
extensions [3] Extensions OPTIONAL
-- If present, version must bev3 -- } }
Version 1= INTEGER { v1(0), v2(1), v3(2) }
CertificateSerialNumber = INTEGER
Algorithmldentifier ;= SEQUENCE {
algorithm ALGORITHM .&id ({SupportedAlgorithms}),
parameters ALGORITHM .& Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set isrequired to
-- specify a table constraint on the parameter s component of Algorithmldentifier.
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SupportedAlgorithms
Validity

notBefore,
Time

notAfter Time}

SubjectPublicK eyl nfo
algorithm
subjectPublicK ey

Time ::= CHOICE {
utcTime
generalizedTime

ALGORITHM = {..}
= SEQUENCE {

= SEQUENCE {
Algorithmldentifier,
BIT STRING }

UTCTime,
GeneralizedTime}

I SO/IEC 9594-8 : 1998 (E)

Extengions::= SEQUENCE OF Extension

-- For those extensions where ordering of individual extensions within the SEQUENCE is significant, the
-- spdcification of those individual extensions shall include the rules for the significance of the order therein

Extengion ::= SEQUENCE {

extnld EXTENSION.&id ({ExtensionSet}),
clitical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING
-- contains a DER encoding of a value of type & ExtnType
-- for the extension object identified by extnld -- }
BxtensionSet EXTENSION ::= { ..}

EXTENSION ::= CLASS{

8 ExtnType}
WITH SYNTAX {
JYNTAX
DENTIFIED BY

&id OBJECT IDENTIFIER UNIQUE,

& ExtnType
&id}

-- other certificate constructs

Certificates
user Certificate
cprtificationPath

::= SEQUENCE {
Certificate,
ForwardCertificationRPath OPTIONAL}

ForwgrdCertificationPath ::= SEQUENCE OF CrossCertificates

CrossCertificates

CertificationPath
user Certificate
theCACertificates

CertificatePair
forward [O]
reverse [1]

;= SET OF Certificate

= SEQUENEE{
Certificate,
SEQUENCE OF CertificatePair OPTIONAL}

#= SEQUENCE {
Certificate OPTIONAL,
Certificate OPTIONAL
-- at least one of the pair shall be present -- }

-- Ceftificate Revecation List (CRL)

CertificateL ist ;2= SIGNED { SEQUENCE {
VEr sion Version OPTIONAL,
-- if present, version must be v2

signature Algorithmldentifier,

issuer Name,

thisUpdate Time,

nextUpdate Time OPTIONAL,

revokedCertificates SEQUENCE OF SEQUENCE {
user Certificate CertificateSerialNumber,
revocationDate Time,

crlEntryExtensions

crlExtensions
-- attribute certificate

Extensions OPTIONAL } OPTIONAL,
[0] ExtensionsOPTIONAL }}

AttributeCertificationPath ::= SEQUENCE {

attributeCertificate
acPath

AttributeCertificate,

SEQUENCE OF ACPathData OPTIONAL }
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ACPathData ::= SEQUENCE {
certificate [O] Certificate OPTIONAL,
attributeCertificate [1] AttributeCertificate OPTIONAL }

attributeCertificate ATTRIBUTE ::={

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING-RULE attributeCertificateM atch
ID id-at-attributeCertificate }

AttributeCertificate ::= SIGNED {AttributeCertificatel nfo}

AttributeCertificatel nfo ::= SEQUENCE {
version Version DEFAULT vi,
subject CHOICE {
baseCertificatel D [0] IssuerSerial, -- associated with a Public Key Certificate

subjectName [1] GeneralNames}, -- associated with a name
er GeneralNames, -- CAissuing the attribute certificate
gnature Algorithmldentifier,
ialNumber CertificateSerialNumber,
tCertValidityPeriod  AttCertValidityPeriod,
tributes SEQUENCE OF Attribute,
issuer Uniquel D Uniquel dentifier OPTIONAL,
tensions Extensions OPTIONAL }

ial ::= SEQUENCE {

er GeneralNames,

ial CertificateSerialNumber,

erUID Uniquel dentifier OPTIONAL}

AttCertValidityPeriod ::= SEQUENCE{
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime}

attribditeCertificateMatch MATCHING-RULE ::= {
JYNTAX AttributeCertificateAssertion
1P id-mr-attributeCertificateMatch }
AttributeCertificateAssertion ::= SEQUENCE {
subject
[] CHOICE{
baseCertificatelD  [0] |ssuerSerial,
subjectName [1] Name} OPTIONAL,
igsuer [1] NameOPTIONAL,

atCertValidity

[2] GeneralizedTime OPTIONAL,
[tType [3] SET OF AttributeType OPTIONAL}
-- At |east one component of the sequence must be present
-- attlibute types --

Q

user Pgsswor d ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING (SIZE (0..ub-user-passwor d))
HQUALITY MATCHING RULE octetStringMatch
1D id-at-user Password }

user Certificate ATTRIBUTE ::= {

WITH S¥NTAX  Certificate
HQUALITY MATCHING RULE certificateExactMatch
1D id-at-user Certificate}

cACertificate ATTRIBUTE ::= {
WITH SYNTAX  Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-cAcertificate }

crossCertificatePair ATTRIBUTE ::= {
WITH SYNTAX  CertificatePair
EQUALITY MATCHING RULE certificatePair ExactMatch
ID id-at-crossCertificatePair }

authorityRevocationList ATTRIBUTE ::= {
WITH SYNTAX CertificatelList
EQUALITY MATCHING RULE certificateListExactM atch
ID id-at-authorityRevocationList }
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certificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX  CertificateList
EQUALITY MATCHING RULE certificateListExactM atch
ID id-at-certificateRevocationList }

attributeCertificateRevocationL ist ATTRIBUTE ::={

WITH SYNTAX CertificatelList
ID id-at-attributeCertificateRevocationList}

-- information object classes --

ALGORITHM ::= TYPE-IDENTIFIER
-- parameterized types --

ENCRYPTED-HASH { ToBeSigned}  ::= BIT STRING ( CONSTRAINED BY {

-—must be the result of :\_Inpl\lli ng-a hashi ng prnm:dl retothe DER-encoded octets --

of avalueof -- ToBeSigned -- and then applying an encipherment procedure to those octets -- })

ENCRYPTED { ToBeEnciphered } ;= BIT STRING (CONSTRAINED BY {

must be the result of applying an encipherment procedure --
to the BER-encoded octets of a value of -- ToBeEnciphered})

SIGNATURE { ToBeSigned } ::= SEQUENCE {

algorithmldentifier Algorithmldentifier,

encrypted ENCRYPTED-HASH { ToBeSigned }}
SIGNED { ToBeSigned } ::= SEQUENCE{

tpBeSigned ToBeSigned,

GOMPONENTS OF SIGNATURE { ToBeSigned }}
-- objlect identifier assignments --
id-at-yser Password OBJECT IDENTIFIER = {id-at(35}
id-at-yser Certificate OBJECT IDENTIFIER = {id=at 36}
id-at-gAcertificate OBJECT IDENTIFIER = {id-at 37}
id-at-guthorityRevocationL ist OBJECT IDENTIFIER :="fid-at 38}
id-at-gertificateRevocationL ist OBJECT IDENTIFIER {2 {id-at 39}
id-at-gr ossCertificatePair OBJECT IDENTIFIER := {id-at 40}
id-at-gttributeCertificate OBJECT IDENTIFIER := {id-at 58}
END

-- Certificate Extensions module

CertificateExtensions{joint-iso-ccitt ds(5) module(1) certificateExtensions(26) 0}
DEFINITIONSIMPLICIT TAGS::=

BEG

IIN

-- EXPORTSALL --
IMPORTS

id-at, id-ce, id-mr, inforfmationFramework, authenticationFramework,
selectedAttributeTypes, upper Bounds

FROM UsefulDefinitions {j oint-iso-ccitt ds(5) module(1)

useful Definitions(0) 3}

Name, RelativeDistinguishedName, ATTRIBUTE, Attribute,

MATICHING-RULE FROM InformationFramework infor mationFramework
(ertificateSerialNumber, CertificateList, Algorithmldentifier,

EXTENSION

FROM AuthenticationFramework authenticationFramework

DirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes
ub-name
FROM UpperBounds upper Bounds
ORAddress
FROM M T SAbstractService {joint-iso-ccitt mhs(6) mts(3)
modules(0) mts-abstract-service(1) version-1994 (0) } ;

-- Unless explicitly noted otherwise, there is no significance to the ordering
-- of components of a SEQUENCE OF construct in this Specification.
-- Key and policy information extensions --

authorityKeyldentifier EXTENSION ::={

SYNTAX AuthorityK eyl dentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }
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AuthorityKeyldentifier ::= SEQUENCE {
keyldentifier [O] Keyldentifier OPTIONAL,
authorityCertlssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }

(WITH COMPONENTS {..., authorityCertlssuer PRESENT,
authorityCertSerialNumber PRESENT} |
WITH COMPONENTS {..., authorityCertlssuer ABSENT,
authorityCertSerialNumber ABSENT} )

Keyldentifier ::= OCTET STRING

subjectKeyldentifier EXTENSION ::={
SYNTAX SubjectK eyl dentifier
IDENTIFIED BY id-ce-subjectKeyldentifier }

SubjeqtK eyl dentifier ::= Keyldentifier

keyUspge EXTENSION ::={
JYNTAX KeyUsage
DENTIFIED BY id-ce-keyUsage }

KeyUgage ::=BIT STRING {
digitalSignature  (0),
nonRepudiation ),
kieyEncipherment  (2),
dataEncipherment (3),
kieyAgreement (4,
kieyCertSign 5),
cRLSign (6),
ehcipher Only ),
decipher Only 8}

extKeyUsage EXTENSION ::={

n

YNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
DENTIFIED BY id-ce-extKeyUsage }

KeyPyrposeld ::= OBJECT IDENTIFIER

privateK eyUsagePeriod EXTENSION ::= {
JYNTAX PrivateK eyUsagePeriod
DENTIFIED BY id-ce-privateK eyUsagePeriod-}

PrivatpK eyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,

notAfter [1] GeneralizedTimeOPTIONAL }
(WITH COMPONENTS {{., hotBefore PRESENT} |
WITH COMPONENTS {.),, notAfter PRESENT} )

certifigatePolicies EXTENSI QN == {
JYNTAX CertificatePoliciesSyntax
DENTIFIED BY id=ce“certificatePolicies }

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policyl nformation

Policy|nformationv:= SEQUENCE {

policyl dentifier CertPolicyld,

policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierInfo OPTIONAL }

CertPolicyld ::= OBJECT IDENTIFIER

PolicyQualifierInfo ::= SEQUENCE {
policyQualifierld CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.& Qualifier
({SupportedPolicyQualifier si{ @policyQualifier 1 d})
OPTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ...}

CERT-POLICY-QUALIFIER ::= CLASS{
&id OBJECT IDENTIFIER UNIQUE,
& Qualifier OPTIONAL }
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WITH SYNTAX {
POLICY-QUALIFIER-ID  &id
[QUALIFIER-TYPE & Qualifier] }

policyM appings EXTENSION ::={
SYNTAX PolicyM appingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyM appingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuer DomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld }

supportedAlgorithms ATTRIBUTE ::={
WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmldentifierMatch

I SO/IEC 9594-8

: 1998 (E)

id-at-supportedAlgorithms}
SuppoytedAlgorithm ::= SEQUENCE {

gorithmldentifier Algorithmldentifier,
imtendedUsage [0] KeyUsage OPTIONAL,
imtendedCertificatePolicies [1] CertificatePoliciesSyntax OPTIONAL }

-- Cetificate subject and certificate issuer attributes extensions --

subjegAltName EXTENSION ::={
NTAX GeneralNames

ENTIFIED BY id-ce-subjectAltName}
GenerplNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName

GenerplName ::= CHOICE {

herName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] 1A5String,

dNSName [2] 1A5String,

XPAO00Addr ess [3] ORAddress,

directoryName [4] Name,

iPartyName [5] EDIPartyName,
uniformResour cel dentifier [6] 1A5String,

ilPAddress [7] OCTET STRING,

isteredl D [8] OBJECT IDENTIFIER }

OTHHR-NAME ::= TYPE-IDENTIFIER

EDIPgrtyName ::= SEQUENCE {
eAssigner [O] DireeteryString {ub-name} OPTIONAL,
tyName [1] DirectoryString {ub-name} }

issuer AltName EXTENSION ::={
NTAX GeneralNames
ENTIFIED BY id-ce-issuenAltName }

DirectoryAttributesEXTENSION ::= {
NTAX AttfibutesSyntax
ENTIFIED B¥Y/id-ce-subjectDirectoryAttributes}

AttriblutesSyntax.:;: ¥'SEQUENCE SIZE (1..MAX) OF Attribute
-- Cetificationpath constraints extensions --

basicQopstraints EXTENSION ::= {
NTAX Racir‘(‘nnctraintcﬁ\llnmy

IDENTIFIED BY id-ce-basicConstraints}

BasicConstraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL }

nameConstraints EXTENSION ::={
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints}

NameConstraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtreesOPTIONAL,
excludedSubtrees [1] GeneralSubtreesOPTIONAL }

GeneralSubtrees::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

ITU-T Rec. X.509 (1997 E)

51


https://standardsiso.com/api/?name=7389df428068233467f3b9405315f266

| SO/IEC 9594-8 : 1998 (E)

GeneralSubtree ::= SEQUENCE {

base GeneralName,
minimum [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0.MAX)

policyConstraints EXTENSION ::={
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints}

PolicyConstraintsSyntax ::= SEQUENCE {
requireExplicitPolicy [O] SKkipCerts OPTIONAL,
inhibitPolicyM apping [1] SKkipCerts OPTIONAL }

SkipCErtsT:=TNTEGER (0..MAX)

CertPplicySet ::= SEQUENCE (1..MAX) OF CertPolicyld
-- Bagic CRL extensions --

CRLNyimber EXTENSION ::={
JYNTAX CRLNumber
DENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER (0..MAX)

reasorfCode EXTENSION ::={
JYNTAX CRLReason
DENTIFIED BY id-ce-reasonCode}

CRLReason ::= ENUMERATED {

unspecified (0),
kieyCompromise 2,
cACompromise (2),
affiliationChanged 3,
stiper seded 4),
cpssationOfOperation  (5),
certificateHold (6),
removeFromCRL 8)}

instrugtionCode EXTENSION ::={
JYNTAX HoldInstruction
DENTIFIED BY id-ce-instructionCode }

Holdlpstruction ::= OBJECT IDENTIFIER

invaligityDate EXTENSION ::={

JYNTAX GeneralizedTime

DENTIFIED BY id-ce-invalidityDate }

-- CRL distribution points and-delta-CRL extensions --

cRL DistributionPoints EXFENSION ::={
JYNTAX CRLDistPointsSyntax
DENTIFIED BY. id-ce-cRLDistributionPoints}

CRLDOistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint

distributionPoint  [0] DistributionPointName OPTIONAL,

L[4l LN LAL

DistriTutionPoint ::= SEQUENCE{

0 =l o
rm}llo L] MNCASUTTT Tayo VT TTUINAL,

cRL Issuer [2] GeneralNames OPTIONAL }

DistributionPointName ::= CHOICE {
fullName [0] GeneralNames,
nameRelativeToCRLIssuer [1] RelativeDistinguishedName}

ReasonFlags::= BIT STRING {

unused (0),
keyCompromise D,
caCompromise 2),
affiliationChanged 3),
super seded (4),
cessationOfOperation (5),
certificateHold 6)}
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issuingDistributionPoint EXTENSION ::={
SYNTAX I ssuingDistPointSyntax
IDENTIFIED BY  id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {
distributionPaint [O] DistributionPointName OPTIONAL,
onlyContainsUser Certs [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE }

certificatel ssuer EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY  id-ce-certificatel ssuer }

deltadRL Indicator EXTENSION ::={
NTAX BaseCRL Number
ENTIFIED BY id-ce-deltaCRL Indicator }

BaseCRL Number ::= CRLNumber

deltaRevocationList ATTRIBUTE ::={

ITH SYNTAX CertificatelList

QUALITY MATCHING RULE certificatel istExactMatch
id-at-deltaRevocationList }

-- Matching rules --

certifigateExactM atch MATCHING-RULE ::={
CertificateExactAssertion
id-mr-certificateExactMatch }

CertificateSerialNumber,
er Name}

CertificateAssertion
id-mr-certificateMatch }

ialNumber [O] CertificateSerialNumber OPTIONAL,
er [1] Name OPTIONAL,
bjectK eyl dentifier [2] SubjectKieyl dentifier OPTIONAL,
thorityK eyl dentifier [3] AuthorityKeyldentifier OPTIONAL,
certificatevalid [4]-Fime OPTIONAL,
ivateKeyValid [5).GeneralizedTime OPTIONAL,
bjectPublicK eyAlglD [6] OBJECT IDENTIFIER OPTIONAL,
kieyUsage [7] KeyUsage OPTIONAL,
bjectAltName [8] AltNameType OPTIONAL,
licy [9] CertPolicySet OPTIONAL,
thToName [10] Name OPTIONAL }
AltNameType ::=CHOICE {
iltinNameForm ENUMERATED {
rfc822Name 2,
dNSName ),
x400Address. (’2)
directoryName (4),
ediPartyName 5),
uniformResour cel dentifier (6),
iPAddress ),
registeredld 8 1,
otherNameForm  OBJECT IDENTIFIER }
certificatePair ExactMatch MATCHING-RULE  ::= {
SYNTAX CertificatePair ExactAssertion
ID id-mr-certificatePair ExactM atch }

CertificatePair ExactAssertion ::= SEQUENCE {

forwardAssertion
reverseAssertion

[O] CertificateExactAssertion OPTIONAL,
[1] CertificateExactAssertion OPTIONAL }
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(WITH COMPONENTS
WITH COMPONENTS

{..., forwardAssertion PRESENT} |
{..., reverseAssertion PRESENT} )

certificatePairMatch MATCHING-RULE ::= {
SYNTAX CertificatePair Assertion
ID id-mr-certificatePairMatch }

CertificatePair Assertion ::= SEQUENCE {
forwardAssertion [0] CertificateAssertion OPTIONAL,
reverseAssertion  [1] CertificateAssertion OPTIONAL }
(WITH COMPONENTS {..., forwardAssertion PRESENT} |
WITH COMPONENTS {..., reverseAssertion PRESENT} )

certificateListExactMatch MATCHING-RULE = {
SYNTAX Certificatel istExactAssertion
1D id-mr-certificateListExactMatch }
CertifjcateL istExactAssertion ::= SEQUENCE {
igsuer Name,
thisUpdate Time,

distributionPoint  DistributionPointName OPTIONAL }

certificateListMatch MATCHING-RULE ::={
JYNTAX CertificateListAssertion
1D id-mr-certificateListM atch }

CertifjcateListAssertion ::= SEQUENCE {

igsuer Name  OPTIONAL,
mMinCRLNumber  [0] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL,

reasonFlags ReasonFlags OPTIONAL,

dateAndTime Time OPTIONAL,

distributionPoint  [2] DistributionPointName OPTIONAL +}
algorifhmldentifierMatch MATCHING-RULE = |

JYNTAX Algorithmldentifier

1P id-mr-algorithmldentifierMatch }
-- Ob|ect identifier assignments --
id-at-gqupportedAlgorithms OBJECT IDENTIFIER ::= ({id-at 52}
id-at-deltaRevocationL ist OBJECTAIDENTIFIER ::= ({id-at 53}
id-ce-qubjectDirectoryAttributes OBJECT-IDENTIFIER ::= {id-ce9}
id-ce-qubjectK eyl dentifier OBJECT IDENTIFIER ::= {id-ce14}
id-ce-HeyUsage OBJECT IDENTIFIER ::= {id-ce15}
id-ce-privateK eyUsagePeriod OBJECT IDENTIFIER ::= {id-ce 16}
id-ce-qubjectAltName OBJECT IDENTIFIER ::= ({id-cel7}
id-ce-ipsuer AltName OBJECT IDENTIFIER ::= ({id-ce18}
id-ce-hasicConstraints OBJECT IDENTIFIER ::= {id-ce19}
id-ce-qRL Number OBJECT IDENTIFIER ::= {id-ce20}
id-ce-rfleasonCode OBJECT IDENTIFIER ::= ({id-ce21}
id-ce-ipstructionCode OBJECT IDENTIFIER ::= {id-ce23}
id-ce-ipvalidityDate OBJECT IDENTIFIER ::= {id-ce 24}
id-ce-deltaCRL |ndicator OBJECT IDENTIFIER ::= ({id-ce27}
id-ce-ipsuingDistributionPoint OBJECT IDENTIFIER ::= {id-ce 28}
id-ce-gertificatel ssuer OBJECT IDENTIFIER ::= {id-ce 29}
id-ce-nameConstraints OBJECT IDENTIFIER ::= {id-ce 30}
id-ce-CREDtstributtonPomts OBIECTHOENTHAHER = {id-uc 31}
id-ce-certificatePolicies OBJECT IDENTIFIER ::= {id-ce32}
id-ce-policyM appings OBJECT IDENTIFIER ::= {id-ce33}
-- deprecated OBJECT IDENTIFIER ::= {id-ce 34}
id-ce-authorityK eyl dentifier OBJECT IDENTIFIER ::= {id-ce35}
id-ce-policyConstraints OBJECT IDENTIFIER ::= {id-ce 36}
id-ce-extK eyUsage OBJECT IDENTIFIER ::= {id-ce37}
id-mr -certificateExactM atch OBJECT IDENTIFIER ::= {id-mr 34}
id-mr-certificateM atch OBJECT IDENTIFIER ::= {id-mr 35}
id-mr-certificatePair ExactM atch OBJECT IDENTIFIER ::= {id-mr 36}
id-mr-certificatePairMatch OBJECT IDENTIFIER ::= {id-mr 37}
id-mr-certificateL istExactM atch OBJECT IDENTIFIER ::= {id-mr 38}
id-mr-certificateListM atch OBJECT IDENTIFIER ::= {id-mr 39}
id-mr-algorithmldentifierMatch OBJECT IDENTIFIER ::= {id-mr 40}
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-- Thefollowing OBJECT IDENTIFIERS are not used by this Specification:;
-- {id-ce 2}, {id-ce 3}, {id-ce 4}, {id-ce 5}, {id-ce 6}, {id-ce 7},

-- {id-ce 8}, {id-ce 10}, {id-ce 11}, {id-ce 12}, {id-ce 13},

-- {id-ce 22}, {id-ce 25}, {id-ce 26}

END
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Annex B

Security requirements?

(This annex does not form an integral part of this Recommendation | International Standard)

Many OSI applications, ITU-T-defined services and non-ITU-T-defined services will have requirements for security.
Such requirements derive from the need to protect the transfer of information from arange of potential threats.

B.1

Threats

Some commonly Known threats are.

a)

b)

c)
d)
e)

f)
a)

h)

B.2

In order to protect againstperceived threats, various security services need to be provided. Security services as pr
authentication ffamework are performed by means of the security mechanisms described in B.3:

by the
a)

Security services

Identity Interception — The identity of one or more of the users involved in a communieatior
for misuse.

Masquerade — The pretense by a user to be a different user in order to gain aceess to in
acquire additional privileges.

Replay — The recording and subsequent replay of a communication at somelater date.
Data Interception — The observation of user data during a communication’by an unauthorize

Manipulation — The replacement, insertion, deletion or misorderirig)of user data during a ¢
by an unauthorized user.

Repudiation — The denial by a user of having participated in part or all of a communication.
Denial of Service — The prevention or interruption of{a‘communication or the delay of
operations
NOTE 1 — This security threat is a more general oné,and depends on the individual application o
of the unauthorized disruption and is therefore not explicitly within the scope of the authentication
Mis-routing — The mis-routing of a communication path intended for one user to another.

NOTE 2 — Mis-routing will naturally occuriin OSI layers 1 through 3. Therefore mis-routing is
scope of the authentication framework:xHowever, it may be possible to avoid the consequences
using appropriate security services as provided within the authentication framework.

Traffic Analysis — The observation of information about a communication bet
(e.g. absence/presence, frequency, direction, sequence, type, amount, etc.).

is observed

ormation or to

d user.

pmmunication

time-critical

on the intention
framework.

putside of the
bf mis-routing by

veen users

NOTE 3 — Traffic analysis-threats are naturally not restricted to a certain OSI layer. Therefore Thaffic analysis is

generally outside the scope of the authentication framework. However, traffic analysis can be p
against by generating:additional unintelligible traffic (traffic padding), using enciphered or random

Peersentity authentication — This service provides corroboration that a user in a certain
communication is the one claimed. Two different peer entity authentication services may bg

single entity authentication (either data origin entity authentication omata recipient
authentication).

artially protected
data.

bvided

instance of
b requested:

entity

b)

mutual authentication, where both users communicating authenticate each other.

When requesting a peer entity authentication service, the two users agree whether their identities shall be

protected or not.

The peer entity authentication service is supported by the authentication framework. It can be used to

protect against masquerade and replay, concerning the users’ identities.

Access control — This service can be used to protect against the unauthorized use of resources. The access

control service is provided by the Directory or another application and is therefore not a
authentication framework.

2) For further information, see 1SO 7498-2.
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