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Foreword

ISO (the International Organization for Standardization) and IEC (the-Ipternational
Electrotechnical Commission) form the specialized system for worldwide|standardiz-
ation. National bodies that are members of ISO or IEC participaten_the development
of International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity.-ISO and IEC technical
committees collaborate in fields of mutual interest. Otherntérnational organizations,
governmental and non-governmental, in liaison with IS©'and IEC, also takk part in the
work.

In the field of information technology, ISO and IEC have established a jolnt technical
committee, ISO/IEC JTC 1. Draft International Standards adopted Yy the joint
technical committee are circulated to natienal bodies for voting. Publidation as an
International Standard requires approval\by at least 75 % of the national bgdies casting
a vote.

International Standard ISO/IEC 9594-8 was prepared by Joint Technicall Committee
ISO/IEC JTC 1, Information technology.

ISO/IEC 9594 consists of the following parts, under the general title {nformation
technology — Open Systems Interconnection — The Directory:

— Part.1: Overview of concepts, models and services
— Part 2: Models

«) Part 3: Abstract service definition

— Part 4: Procedures for distributed operation

~—  Part 5: Protocol specifications

— Part 6: Selected attribute types

—  Part 7: Selected object classes

— Part 8: Authentication framework

Annex G forms an integral part of this part of ISO/IEC 9594. Annexes|A, B, C, D,
E, F and H are for information only.
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INTERNATIONAL STANDARD

ISO/IEC 9594-8 : 1990 (E)

Information technology — Open Systems Interconnection —

The Directory —

Part §:
Authentication framework

1 Scope
1.1 This part of ISO/IEC 9594:

e |specifies the form of authentication information held
by the Directory;

. e |describes how authentication information may be
obtained from the Directory;

e |states the assumptions made about how
authentication information is formed and placed in
the Directory;

* |defines three ways in which applications may use
this authentication information to perform
authentication and describes how other security
services may be supported by authentication.

12 This part of ISO/IEC 9594 describes two levels of
authentication: simple authentication, using a password as
a verification of claimed identity; and strong
autheptication, involving credentials formed @sing
cryptggraphic techniques. While simple authentication
offers[some limited protection against unauthorized access,
only gtrong authentication should be used s the basis for
providing secure services. It is not intended to establish
this a4 a general framework for authentieation, but it can
be of |general use for applications(which consider these

. technifjues adequate.

1.3 Authentication (and oth€r security services) can only
be prgvided within the context of a defined security policy.
It is ajmatter for usersyof an application to define their own
security policy which.may be constrained by the services
provided by a standard.

SECTION 1: GENERAL

the same manner as other Directory-informatiqn. The user
certificates are assumed to be formed by 'off-line” means,
and placed in the Directory\by their crgator. The
generation of user certificates_is performed by some off-
line Certification Authority which is completg¢ly separate
from the DSAs in the Directory. In particular} no special
requirements are placedupon Directory providers to store
or communicate user)certificates in a secure manner.

A brief introduction to public-key cryptography can be
found indnnex B. :

1.6 N\In general, the authentication framework is not
dependent on the use of a particular cryptographic
algorithm, provided it has the properties described in 6.1.
Potentially a number of different algorithms may be used.
However, two users wishing to authenticate sall support
the same cryptographic algorithm for authentigation to be
performed correctly. Thus, within the contex{ of a set of
related applications, the choice of a single algorithm will
serve to maximize the community of usgrs able to
authenticate and communicate securely. One ekample of a
public key cryptographic algorithm can be found in Annex
C.

1.7 Similarly, two users wishing to authenicate shall
support the same hash function (see 3.3f) (used in forming
credentials and authentication tokens). Again, in principle,
a number of alternative hash functions could [be used, at
the cost of narrowing the communities of ugers able to
authenticate. A brief introduction to hasH functions
together with one example hash function can pe found in
annex D.

2 Normative references

14 Tt isca\matter for standards defining applications
whichl 4se the authentlcatlon framework to specify the
proto: formed-in-orderto

achieve authentication based upon the authentication
information obtained from the Directory. The protocol
used by applications to obtain credentials from the
Directory is the Directory Access Protocol (DAP),
specified in ISO/IEC 9594-5.

1.5 The strong authentication method specified in this
part of ISO/IEC 9594 is based upon public-key
cryptosystems. It is a major advantage of such systems that
user certificates may be held within the Directory as
attributes, and may be freely communicated within the
Directory System and obtained by users of the Directory in

The following standards contain provisions which, through
reference in this text, constitute provisions of this part of
ISO/IEC 9594. At the time of publication, the editions
indicated were valid. All standards are subject to revision,
and parties to agreements based on this part of
ISO/IEC 9594 are encouraged to investigate the possibility
of applying the most recent editions of the standards listed
below. Members of IEC and ISO maintain registers of
currently valid International Standards.

ISO 7498-2:1987,  Information Processing Systems —

Open Systems Interconnection —
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Basic Reference Model — Part 2:
Security Architecture.

ISO/IEC 8824:1990, Information Technology — Open
Systems Interconnection —
Specification of Abstract Syntax
Notation One (ASN.1).

ISO/IEC 8825:1990, Information Technology — Open
Systems Interconnection —

unforgeable by encipherment with the secret key of the
certification authority which issued it.

3.3.3 certification authority : An authority trusted by one
or more users to create and assign certificates. Optionally
the certfication authority may create the users' keys.

3.34 certification path : An ordered sequence of
certificates of objects in the DIT which, together with the
public key of the initial object in the path, can be

Specification of Basic Encoding
rules for Abstract Syntax Notation
One (ASN.1)

ISO/IEC 10021-3:1990, Information Technology — Text
Communication — Message
Oriented Interchange System
(MOTIS) — Part 3: Abstract Ser-
vice Definition Conventions.

3 Definitions

3.1 This| part of ISO/IEC 9594 makes use of the
following general security-related terms defined in
ISO 749842: ~

a) asymmetric (encipherment);
b) authentication exchange;

¢) authentication information;
d) codfidentiality;

e) creflentials,

f) cryptography ;

g) datp origin authentication,
h) dedipherment ;

i) endipherment ;

D key;

k) password ;

1) pedr-entity authentication ;
m) symmetric (encipherment).

3.2 The| following terms cised in this part of
ISO/IEC 9594 are defined in ISO/IEC 9594-2:

a) attibute ;

b) DiHectory Information Base ;
c) Directory Information Tree ;
d) distinguishied'name ;

%) e’;{ Y 5 cryptographically derived credentials.
object;
g) root

processed to obtain that of the final object in the path.

3.3.5 cryptographic system, cryptosysten.:“A collection
of transformations from plain text into ciphertext gnd vice
versa, the particular transformation(s)-to be used being
selected by keys. The transformationsyare normally defined
by a mathematical algorithm.

3.3.6 hash function : A {mathematical) function which
maps values from a large (possibly very large) dompin into ¢
a smaller range. A good' hash function is such that the
results of applying the-function to a (Jarge) set of values in
the domain will/be evenly distributed (and appargntly at
random) over the Tange.

3.3.7 .oMe-way function : A (mathematical) furlction f
which\is*easy to compute, but which for a general [value y
in the Tange, it is computationally difficult to find a|value x
m‘the domain such that f(x) = y. There may bg a few
values y for which finding x is not computationally
difficult,

3.3.8 public key : (In a public key cryptosystem) that key
of a user's key pair which is publicly known.

3.3.9 private key (secret key — deprecated): (In 4 public
key cryptosystem) that key of a user's key pair which is
known only by that user.

3.3.10 simple authentication : Authentication by means of
simple password arrangements,

3.3.11 security policy : The set of rules laid dowr) by the
security authority governing the use and provipion of
security services and facilities.

3.3.12 strong authentication : Authentication by means of

3.3 For the purpose of this part of ISO/IEC 9594 the
following definitions apply:

3.3.1 authentication token (token). Information
conveyed during a strong authentication exchange, which
can be used to authenticate its sender.

3.3.2  user certificate (certificate) : The public keys of a
user, together with some other information, rendered

3.3.13 frust: Generally, an entity can be said to -trust” a
second entity when it (the first entity) makes the
assumption that the second entity will behave exactly as
the first entity expects. This trust may apply only for some
specific function. The key role of trust in the
authentication framework is to describe the relationship
between an authenticating entity and a certification
authority; an authenticating entity shall be certain that it
can trust the certification authority to create only valid and
reliable certificates.
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3.3.14 certificate serial number: An integer value, unique
within the issuing CA, which is unambiguously associated
with a certificate issued by that CA.

4 Notation and Abbreviations

ISO/IEC 9594-8 : 1990(E)

Note - in the table, the symbols X, X, X, etc. occur in place of
the names of users, while the symbol I occurs in place of
arbitrary information

4.2 The following abbreviations are used in this part of
ISO/IEC 9594:

) ) . ) CA Certification Authority
4.1 The notation used in this part of ISO/IEC 9594 is DIB Directory Information Base
defined in table 1 below. DIT Directory Information Tree
PKCS Public key cryptogystem

Table 1 - Notation °

NOQTATION | MEANING |
Xp public key of a user X.

Xs secret key of X.

XplI] encipherment of some information, I, using the public key of X.

Xs{lt] encipherment of I using the secret key of X.

X{1} the signing of I by user X. It consists of I with an enciphered summary appended.

CAL[X) a certification authority of user X.

CAPX) (where n>1): CA(CA(...n times...(X)))

X1¢Xo» the certificate of user X» issued by certification authefity Xi.

X1¢Xo» Xo«X3» a chain of certificates (can be of arbitrary length)) where each item is the certificate for the]

certification authority which produced the next. It is functionally equivalent to the following

certificate X{«Xp4+ 1. For example, possession of A«B»B«C» provides the same capabili
A«C», namely the ability to find out Cp given Ap.

y as

X1p ® X1«Xo»

—

the operation of unwrapping a certificate (or certificate chain) to extract a public key. It is
operator, whose left operand is thepublic key of a certification authority, and whose right
a certificate issued by that certification authority. The outcome is the public key of the use
certificate is the right operand. For example:

Ap *A«B»\B«C»

denotes the opetation of using the public key of A to obtain B's public key, Bp, from its cg
followed by-using Bp to unwrap C's certificate. The outcome of the operation is the public
Cp.

hn infix
bperand is
" whose

rtificate,
key of C,

a certificafion path from A to B, formed of a chain of certificates, starting with CA(A)«CA
ending with CA(B)«B».

2(A)» and

SECTION 2: SIMPLE AUTHENTICATION

5 Qimplp Authentication Procedure

a) the transfer of the user's distinguished name and
(optional) password in the clear (non-protected) to

5.1 Simple authentication is intended to provide local
authorization based upon a Distinguished Name of a user,
a bilaterally agreed (optional) password, and a bilateral
understanding of the means of using and handling this
password within a single domain. Utilization of simple
authentication is primarily intended for local use only, i.e.
for peer entity authentication between one DUA and one
DSA or between one DSA and one DSA. Simple
authentication may be achieved by several means:

the recipient for evaluation;

b) ‘the transfer of the user's distinguished name,
password, and a random number and/or a
timestamp, all of which are protected by applying a
one-way function;

©) the transfer of the protected information described
in b) together with a random number and/or a
timestamp, all of which is protected by applying a
one-way function.
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Notes

1. There is no requirement that the one-way functions applied
be different.

2. The signalling of procedures for protecting passwords may.
be a matter for extension to the document.

5.2 Where passwords.are not protected, a minimal degree
of security is provided for preventing unauthorized access.
It should not be considered a basis for secure services.
Protecting the user's distinguished name and password

provides gleater degrees of security. The algorithms to be
used for the protection mechanism are typically non-
enciphering one-way functions that are very simple to
implement

A

A—1p Protected1
passwA > >
] L
t1A -

A I Protected2
qt } f2 >
t2A >
q27 >

Legend
A = user's distinguished name
t" = timestamps
passwA = password ¢HA
qA =  random(numbers, optionally

with acounter included

Figurd 1— The Unprotected Simple Authentication
Procedure

5.3 The |general procedure for achieving simple
authenticatjon is shown in figure 1.

5.3.1 Thg¢ following steps are involved:

@ an griginating user A sends its distinguished name
and password to a recipient user B;

® B s¢nds the purported distingdished name and
passpvord of A to the Directory, where the password
is chhecked against that held ‘as'the UserPassword
attripute within the directory entry for A (using the
Conjpare operation of-the/Directory);

®  the| Directory confirms (or denies) to B that the
credentials arelvalid;

@  the|success-(or failure) of authentication may be
conyeyed'to A.

Figure 2 — Protected Simple Authentication

5.4.1 Figure 3 ‘illustrates the procedure for prqtected
simple authentication.

o

12]

Figure 3 — The Protected Simple Authentication Pro¢edure

The following steps are involved (initially using f1 ¢nly):

@ an originating user, user A, sends its prgtected
identifying information (Authenticatorl) to wser B.
Protection is achieved by applying the ore-way
function (f1) of figure 2, where the timgstamp
and/or random number (when used) is uped to
minimize replay and to conceal the password

The protection of A's password is of the form|

Protected] = f1 (t14, q1A , A, passwA)
q

5.3.2 The most basic form of simple authentication
involves only step @ and after B has checked the

distinguished name and password, may include step @.

5.4 Figure 2 illustrates two approaches by which protected
identifying information may be generated. f1 and f2 are
one-way functions (either identical or different) and the
timestamps and random numbers are optional and subject
to bilateral agreements.

The-information-conveyed-to-B-is-of the-form'
Authenticatorl = tlA, qlA , A, Protected1

B verifies the protected identifying information
offered by A by generating (using the distinguished
name and optional timestamp and/or random
number provided by A, together with a local copy of
A's password) a local protected copy of A's
password (of the form Protected1). B compares for
equality the purported identifying information
(Protected1) with the locally generated value.
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® B confirms or denies to A the verification of the
protected identifying information.

5.4.2 The procedure of 5.4.1 can be modified to afford
greater protection using f1 and f2. The main differences
are as follows:

@ A sends its additionally protected identifying
information (Authenticator2) to B. Additional

prr\fppfinn is achieved by app]ving a further one-

ISO/IEC 9594-8 : 1990(E)

® B confirms‘or denies to A the verification of the
protected identifying information.

Note — The procedures defined in these clauses are specified in
terms of A and B. As applied to the Directory (specified in
ISO/IEC 9594-3 and ISO/IEC 9594-4), A could be a DUA
binding to a DSA, B; alternatively, A could be a DSA binding to
another DSA, B.

55 A User Password attribute type contains the

way function, f2, as illustrated in figure 2. The
further protection is of the form:

Protected? = 2 (24, 24, Protected1)
The information conveyed to B is of the form:

Authenticator2 = t1A, 24, qlA, q2A, A,
Protected2

For comparison, B generates a local value of A's
additionally protected password and compares it for
equality with that of Protected2 (this is similar in
principle to step @ of 5.4.1).

6 ([Basis of Strong Authentication

6.1 ([The approach to strong authentication taken in this
part pf ISO/IEC 9594 makes use of the properties of a
family. of cryptographic systems, known as(public-key
cryptosystems (PKCS). These cryptosystems, also
descifibed as asymmetric, involve a pair of ke€ys, one secret
and gne public, rather than a single key'as in conventional
cryptographic systems. Annex B gives'a brief introduction
to these cryptosystems and thé properties which make
them|useful in authentication For a PKCS to be usable in
this duthentication framework at this present time, it shall
have|the property that beth keys in the key pair can be
used [for encipherment, with the secret key being used to
decipher if the publickey was used, and the public key
being used to deeipher if the secret key was used. In other
words, Xp aXg = Xg ¢ Xp, where Xp/Xs are
enciphermgnt/decipherment functions using the
public/private keys of user X.

SECTION 3: STRONG AUTHENTICATION

ol rd Lo A P 1
passwordaofanobject—Amattrivute—varue—for the user

password is a string specified by the object!

UserPassword ::=  ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
OCTET STRING (SIZE\(0..ub-user-password))
MATCHES FOR EQUALITY

5.6 The following ASN.I"macro may be used to define
the data type arising from_applying a one-way [function to a
given other data type:

PROTECTED MAGRO ::= SIGNATURE

capabilities. However, two users wishing to[authenticate
shall support the same cryptographic algorithm for
authentication to be performed correctly. Thus, within the
context of a set of related applications, the|choice of a
single algorithm shall serve to maximize the community of
users able to authenticate and communicate s¢curely. One
example of a cryptographic algorithm can |be found in
annex C.

6.3 Authentication relies on each user p
unique distinguished name. The allocation of
names is the responsibility of the Naming
Each user shall therefore trust the Naming Ad
to issue duplicate distinguished names.

6.4 Each user is identified by its possession|
key. A second user is able to determine if a co|

ossessing a
listinguished
Authorities.
thorities not

of its secret
mmunication

partner is in possession of the secret key, and| can use this
to corroborate that the communication partner [is in fact the
user. The validity of this corroboration degends on the

Note — Alternative types of PKCS, i.e., ones which do not
require the property of permutability and that can be supported
without great modification to this part of ISO/IEC 9594, are a
possible future extension.

6.2 This authentication framework does not mandate a
particular cryptosystem for use. It is intended that the
framework shall be applicable to any suitable public key
crypiosystem, and shall thus support changes to the
methods used as a result of future advances in
cryptography, mathematical techniques or computational

secret key remaining confidential to the user,

6.5 For a user to determine that a communication partner
is in possession of another user’s secret key, it shall itself
be in possession of that user’s public key. Whilst obtaining
the value of this public key from the user's entry in the
Directory is straightforward, verifying its correctness is
more problematic. there are many possible ways for doing
this: clause 7 describes a process whereby a user's public
key can be checked by reference to the Directory. This
process can only operate if there is an unbroken chain of
trusted points in the Directory between the users requiring


https://standardsiso.com/api/?name=fad6cfa51d7c3e55685ac9fcf47a253c

ISO/IEC 9594-8 : 1990(E)

to authenticate. Such a chain can be constructed by
identifying a common point of trust. This common point of
trust shall be linked to each user by an unbroken chain of
trusted points.

7 Obtaining a User's Public Key

7.1 In order for a user to trust the authentication
procedure, it shall obtain the other user's public key from a

source thdt it trusts. Such a source, called a certification
authority {(CA), uses the public key algorithm to certify the
public key, producing a certificate. The certificate, the
form of Wwhich is specified - in 7.2, has the following
properties ’

- any| user with access to the public key of the
cerfification authority can recover the public key
which was certified;

e no jparty other than the certification authority can
moflify the certificate without this being detected
(ceftificates are unforgeable). »

Because cgrtificates are unforgeable, they can be published
by being placed in the Directory, without the need for the
latter to make special efforts to protect them.

Note - Aﬁthough the CAs are unambiguously defined by a
distinguished name in the DIT, this does not imply that there is
any relatipnship between the organization of the CAs and the
DIT.

7.2 A cartification authority produces the certificate of a
user by signing (see clause 8) a collection of information,
including|the user's distinguished name and publjcikey.
Specificallly, the certificate of a user with distingtrished
name A, produced by the certification authority CA, has
the followjiing form:

CAkA» = CA{SN, Al CA, A, Ap, TA}

where SN| is the serial number of(the’certificate, Al is the
identifier pf the algorithm used't0 sign the certificate and,
TA indicafes the period of validity of the certificate, and
consists ¢f two dates, the first and last on which the
certificate|is valid. Sinee T is assumed to be changed in
periods n¢t less than 24 hours, it is expected that systems
would usq Coordinated Universal Time as a reference time
base. The| signature in the certificate can be checked for
validity by any user with knowledge of CAp. The following
ASN.1 datatype-can-be-used-torepresent-certificates:

CertificateSerialNumber ::= INTEGER
Validity =
SEQUENCE{
notBefore UTCTime,
notAfter UTCTime}
SubjectPublicKeyinfo v
SEQUENCE {
algorithm Algorithmldentifier,
subjectkey  BIT STRING,}
Al ifipy **-
SEQUENCE {
algorithm OBJECT IDENTIFIER;

_parameters  ANY DEFINED BY.algorithm
OPTIONAL}

7.3 The directory entry of eachxuser, A, who is
participating in strong authemntication, contajns the
certificate(s) of A. Such a certificate is generat¢d by a
Certification Authority of A,(which is an entity in the DIT.
A Certification Authority.of A, which may not be [unique,
is denoted CA(A), or simply CA if A is understopd. The
public key of A can,thus be discovered by apy user
knowing the public key of CA. Discovering publid keys is
thus recursive,

7.4 If user/A, trying to obtain the public key of user B,
has already obtained the public key of CA(B), then the
process'is complete. In order to enable A to obfain the
public key of CA(B), the directory entry df each
Certification Authority, X, contains a nunjber of
certificates. These certificates are of two types. First there
are forward certificates of X generated by other
Certification Authorities. Second there are feverse
certificates generated by X itself which are the dertified
public keys of other certification authorities. The eqistence
of these certificates enables users to construct certiffication
paths from one point to another.

7.5 A list of certificates needed to allow a particylar user
to obtain the public key of another, is known as a
certification path. Each item in the list is a certificate of the
certification authority of the next item in the [list. A
certification path from A to B (denoted A—B):

e starts with a certificate produced by CA(A), [namely
CA(A)«X!» for some entity X1;

* - continues with further certificates Xi«Xi”»;

« ends with the certificate of B.

Certificate = SIGNED SEQUENCE {
version [0]  Version DEFAULT v1988,
serialNumber CertificateSerialNumber,
signature Algorithmidentifier,
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyinfo SubjectPublicKeyinfo}
Version = INTEGER {v1988(0)}

A certification path Iogically forms an unbroken chain of
trusted points in the Directory Information Tree between
two users wishing to authenticate. The precise method
employed by users A and B to obtain certification paths
A=B and B—* A may vary. One way to facilitate this is to
arrange a hierarchy of CAs, which may or may not coincide
with all or part of the DIT hierarchy. The benefit of this is
that users who have CAs in the hierarchy may establish a
certification path between them using the Directory without
any prior information. in order to allow for this each CA
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may store one certificate and one reverse certificate
designated as corresponding to its superior CA.

7.6 Certificates are held within directory entries as
attributes of type UserCertificate, CACertificate and
CrossCertificatePair. These attribute types are known to
the Directory. These attributes can be operated on using
the same protocol operations as other attributes. The
definition of these types can be found in clause 3.3 of this
part of ISO/IEC 9594; the specification of these attribute

ISO/IEC 9594-8 : 1990(E)

e) if two users have communicated before and have
learned one another's certificates, they are able to
authenticate without any recourse to the Directory.

In any case, having learned each others’ certificates from
the certification path, the users shall check the validity of
the received certificates.

types|is as follows:
Userfertificate i=  ATTRIBUTE
WITH ATTRIBUTE-SYNTAX Certificate

CACgrtificate ::=  ATTRIBUTE
WITH ATTRIBUTE-SYNTAX Certificate

CrosgCertificatePair ;= ATTRIBUTE
WITH ATTRIBUTE-SYNTAX CertificatePair

@ certjicaterair-

SEQUENCE{
forward [0] Certificate OPTIONAL,
reverse [1] Certificate OPTIONAL

- = at least one shall be present - - }

A uspr may obtain one or more certificates from one or
more| Certification Authorities. Each certificate bears the
name| of the Certification Authority which issued it.

7.7 [In the general case, before users can mutually
authgnticate, the Directory shall supply the complete
certiffcation and return certification paths. However, in
practice, the amount of information which shall\be
obtaipied from the Directory can be reduced for a particular
instapce of authentication by:

a) | if the two users that want to authenticate are served
by the same certification authority, then the
certification path becomes trivial, and the users
unwrap each others' certificates directly;

. b) | if the CAs of the users are‘artanged in a hierarchy, a

user could store the public keys, certificates and
reverse certificates,0f all certification authorities
between the user.and the root of the DIT. Typically,
this would ipvolve the user in knowing the public
keys andccertificates of only three or four
certification’ authorities. The user would then only
require-to obtain the certification paths from the
common point of trust ;

c) | if a user frequently communicates with users

U«V»
V«l»

V«Ws»
Wa«V»

V«Y>
Y« Vs

W e X » «Z»
X« W «Y »
X«Z» «X»

D

Figure 4 —CA Hierarchy — A Hypothetical Example

7.8 (Example). Figure 4 illustrates a Rypothetical
example of a DIT fragment, where the CAs form a
hierarchy. Besides the information shown at the CAs, we
assume that each user knows the public| key of its
certification authority, and its own public and $ecret keys.

7.8.1 If the CAs of the users are arranged in| a hierarchy,
A can acquire the following certificates from the directory
to establish a certification path to B:

X«W», W«V», V«Y», YeZ», Z«B»

When A has obtained these certificates, it can unwrap the
certification path in sequence to yield the cqntents of the
certificate of B, including Bp:

Bp = Xp ® X«W» W«V» V«Y» YZ» Z«Bp

In general A also has to acquire the following certificate:
from the directory to establish the return certification patl

certified by a particular other CA, that user could
learn the certification path to that CA and the return
certification path from that CA, making it necessary
only to obtain the certificate of the other user itself
from the directory;

d) certification authorities can cross-certify one
another by bilateral agreement. The result is to
shorten the certification path;

from B to A:
Z«Y», Y«V», V«W», WeX», X«A».

When B receives these certificates from A, it can unwraj
the return certification path in sequence to yield the content
of the certificate of A, including Ap:

Ap =7Zp ® Z«Y» YaV» VaW» W«X» X«A»

7.8.2 Applying the optimizations of 7.7:
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a)

)]

)]

d)

e

taking A and C, for example: both know Xp, so that
A simply has to directly acquire the certificate of C.
Unwrapping the certification path reduces to:

Cp = Xp ® X«C»

and unwrapping the return certification Path
reduces to:

Ap =Xp ® X«A»

7.8.3 In the more general case the Certification
Authorities do not relate in a hierarchical manner.
Referring to the hypothetical example in figure 5, suppose
a user D, certified by U, wishes to authenticate to user E,
certified by W. The directory entry of user D shall hold the
certificate U«D» and the entry of user E shall hold the
certificate W«E».

Let V be a CA with whom CAs U and W have at some
previous time exchanged public keys in a trusted way. As a

assfiming that A would thus know W«X», Wp,
V«W», Vp, U«V», Up, etc., reduces the information
which A has to obtain from the directory to form the
certification path to:

V«Y», Y«Z», Z«B»

and the information which A has to obtain from the
dirgctory to form the return certification path to:

A<Y», Y«V»,

asspming that A frequently communicates with
usefs certified by Z, it can learn (in addition to the
pulilic keys learned in b) above) V«¥», Y«V»,
Y«¥», and Z«Y». To communicate with B, it need
therefore only obtain Z«B» from the directory.

assiuming that users certified by X and Z frequently
cothmunicate, then X«Z» would be held in the
dirgctory entry for X, and vice versa (this is shown
in fligure 4). If A wants to authenticate to B, A need
only obtain:

«ZL», Z«B»

to fiorm the certification path, and:
A«X»
to form the return certification path.

asspming users A and C have communicated before
and have learned one anothers certificates, they may
us¢| each other's public key diréctly, i.e.,

(p =Xp ® X«C»

and

result, certiiicates U«V», V«U», W«V» and V<KW» have
been generated and stored in the Directory. Assume U«V»
and W«V» are stored in the entry of V, V«UU»is sfored in
U's entry, and V«W» is stored in W's entry.

User D must find a certificatiomypath to E. Various
strategies could be used. One such Strategy would be to
regard the users and CAs as nodes, and the certificates as
arcs in a directed graph. inthese terms, D has to pgrform a
search in the graph to find @ path from U to E, ope such
being U«V», V«Wx,(W«E». When this path has been
discovered, the revers® path W«V», V«U», U«D» ¢an also
be constructed.

8 Digital Signatures

This\clause is not intended to specify a standard fog digital
signatures in general, but to specify the means by which
the tokens are signed in the Directory.

8.1 Information (info) is signed by appending fo it an
enciphered summary of the information. The summary is
produced by means of a one-way hash function, while the
enciphering is carried out using the secret key of thp signer
(see figure 6). Thus

X{Info} = Info, Xs[h (Info)]

Note — The encipherment using the secret key ensureq that the

signature cannot be forged. The one-way nature of the hash ‘

function ensures that false information, generated so ag to have
the same hash result (and thus signature), cannot be subgtituted.

U«D»

|mmmmm—— .- l ." -——— " “““ |
' secret ke ! v publickey !
Ap =Xp * XcA» ' o) I E ' (Xp) E
! \
\ E \ Xs[h(info)] N
' T \
N | E \ c?mpare
! \ I..EI »
1 1h N NE TN \
' ] y LAl 0
' ? \ . '
\ \ info \ T \
' N 1 —
fammmem—snn ) Lecmmeemns .
signer (X) recipient
! ’

W«E» |E

Figure 5 — Non-hierarchical Certification Path — An

Example

Figure 6 — Digital Signatures
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8.2 The recipient of signed information verifies the
signature by:

o applying the one-way hash function to the
information,

» comparing the result with that obtained by
deciphering the signature using the public key of the
signer.

8.3 This authentication framework does not mandate a

ISO/IEC 9594-8 : 1990(E)

define the data type resulting from applying a signature to
the given data type.

SIGNED MACRO
BEGIN

TYPE NOTATION
VALUE NOTATION

SEQUENCE {
ToBeSigned,

type (ToBeSigned)
value (VALUE

[

singld one-way hash function for use in signing. It is
intended that the framework shall be applicable to any
suitatfle hash function, and shall thus support changes to
the npethods used as a result of future advances in
cryptography, mathematical techniques or computational
capabfilities. However, two users wishing to authenticate
shall fupport the same hash function for authentication to
be pefformed correctly. Thus, within the context of a set of
relatefl applications, the choice of a single function shall

‘serve to maximize the community of users able to

authepticate and communicate securely. An example hash
function is specified in annex D.

The s|gned information includes indicators that identify the
hashipg algorithm and the encryption algorithm used to
comphte the digital signature.

84 [The encipherment of some data item may be
described using the following ASN.] macro:

ENCRYPTED MACRO :=

BEGIN

TYPH NOTATION = type(ToBeEnciphered)
VALYE NOTATION == value (VALUE BIT STRING)

END |- - of ENCRYPTED

The alue of the bit string is generated by taking the octets
which form the complete encoding (using the ASN.1 Basic
Enciing Rules — ISO 8825) of the value of the
ToBeEnciphered type and-applying an encipherment
procedure to those octets;

Notes

1 [The encryption procedure requires agreement on the
algofithm tocbe“applied, including any parameters of the
algo(}ithm such as any necessary keys, initialization values, and

paddjng- instructions. It is the responsibility of the encryption
proc¢dures to specify the means by which synchronization of the

Algorithmidentifier,
- - of the algorithm used to compuis
- - the signature
ENCRYPTED OCTET STRING
- - where the octet string is the resylt
- - of the hashing of the value of
- - 'ToBeSigned'> -}

)
END - - of SIGNED
8.6 In the case where only the signature is fequired, the

following ASN: macro may be used to defjne the data
type resulting from applying a signature to the given data

type.

SIGNATURE MACRO ::=
BEGIN
TYPE NOTATION = type (OfSignature)
VALUE NOTATION  ::=  value (VALUE
SEQUENCE {
Algorithmidentifier,

= = of the algorithm used to compute
- - the signature
ENCRYPTED OCTET STRING
- ~where the octet string is a functign (e.g. a
- ~compressed or hashed version) of the

- -value OfSignature’, which may inqlude

- - the identifier of the algorithm uséd to

- = compute the signature - =}

)
END - - of SIGNATURE

8.7 In order to enable the validation of SJGNED and
SIGNATURE types in a distributed envjronment, a
distinguished encoding is required. A djstinguished
encoding of a SIGNED or SIGNATURE datg value shall
be obtained by applying the Basic Encoding Rules defined
in ISO 8825, with the following restrictions:

a) the definite form of length encading shall be used,

sender and receiver of data is achieved, which may include
information in the bits to be transmitted.

2 The encryption procedure is required to take as input a
string of octets and to generate a single string of bits as its result.

3 Mechanisms for secure agreement on the encryption
algorithm and its parameters by the sender and receiver of data
are outside the scope of this part of ISO/IEC 9594.

8.5 1In the case where a signature must be appended to a
data type, the following ASN.1 macro may be used to

encoded in the minimum number of octets;

b) for string types, the constructed form of encoding
shall not be used;

¢) if the value of a type is its default value, it shall be
absent;

d) the components of a Set type shall be encoded in
ascending order of their tag value;

€) the components of a Set-of type shall be encoded in
ascending order of their octet value;
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f) if the value of a Boolean type is true, the encoding
shall have its contents octet set to FF'i¢;

g each unused bits in the final octet of the encoding of
a Bit String value, if there are any, shall be set to
Zero;

h) the encoding of a Real type shall be such that bases
8, 10, and 16 shall not be used, and the binary
scaling factor shall be zero.

9 Strong Authentication Procedures

9.1 Overview

9.1.1 THe basic approach to authentication has been
outlined gbove, namely the corroboration of identity by
demonstrgting possession of a secret key. However, many
authenticdtion procedures employing this -approach are
possible. |In general it is the business of a specific
applicatioh to determine the appropriate procedures, so as
to meet tHe security policy of the application. This clause
describes fhree particular authentication procedures, which
may be found useful across a range of applications.

Note - This part of ISO/IEC 9594 does not specify the
procedures to the detail required for implementation. However,
additional standards could be envisaged which would do so,
either in ah application-specific or in a general-purpose way.

9.1.2 THe three procedures involve different numbers of
exchangeq of authentication information, and consequently
provide dffferent types of assurance to their participants.
Specifically,

» the identity of A, and that the authentication token
tually was generated by A;

o the identity of B, and that.the authentication token
tually was intended to"be sent to B;

« the integrity andyoriginality’ (the property of not
aving beencsént two or more times) of the
uthentication token being transferred.

Th¢ latter,properties can also be established for
arbjtrary.additional data accompanying the transfer.

¢) three-way authentication, described in 9.4, involves,
in addition, a further transfer from A to B. It
establishes, the same properties as the two-way
authentication, but does so without the need for
association time stamp checking.

In each case where Strong‘ Authentication is to take place,
A must obtain the public key of B, and the return
certification path from B to A, prior to any exchange of

mentioned again in the description of the procedures
below.

used in a local environment, or/if-clocks are lpgically
synchronized by bilateral agreements. In any case, it is
recommended that Coordinated)Universal Time be used.

For each of the three authentication procedures dgscribed
below, it is assumed-that party A has checked the validity
of all of the certificates in the certification path.
9.2 One-way Authentication

The following steps are involved, as depicted in figure 7:

@
@ ®

B

Figure 7 — One-way Authentication

@® A generates r*, a non-repeating number, whicH is used
to detect replay attacks and to prevent forgery.

® A sends the following message to B:
B=*A, A{tA A, B).

where t* is a timestamp. t* consists of one|or two
dates: the generation time of the token (which is
optional) and the expiry date. Alternatively, if data
origin authentication of 'sgnData’ is to be provlided by
the digital signature:

B—A, A{th, 14, B, sgnData).

In cases where information-is to be conveved which

b) tw =way autlﬁuutiuat;uu, deser 110\,\'.11 ;u 9.3, ;uvu}vvo,
in addition, a reply from B to A. It establishes, in
addition, the following:

» that the authentication token generated in the
reply actually was generated by B and was
intended to be sent to A;

+ the integrity and originality of the authentication
token sent in the reply;

+ (optionally) the mutual secrecy of part of the
tokens.

10

will subsequently be used as a secret key (this
information is referred to as 'encData’ ):

B—A, A{th 14, B, sgnData, BplencDatal}.
The use of 'encData’ as a secret key implies that it
shall be chosen carefully, e.g. to be a strong key for

whatever cryptosystem is used as indicated in the
'sgnData’ field of the token.

® B carries out the following actions:
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9.3
The

a) obtains Ap from B—* A, checking that A's
certificate has not expired;

b) verifies the signature, and thus the integrity of the
signed information; ;

¢) checks that B itself is the intended recipient;

d) checks that the timestamp is ‘current’;

€) optionally, checks that r* has not been replayed.
This could, for example, be achieved by having r®

mplementation for its value uniqueness.

[ is valid until the expiry date indicated by tA. 1A is
hlways accompanied by a sequential part, which
ndicates that A shall not repeat the token during the
imerange t* and therefore that checking of the value
bf 1A itself is not required.

[n any case it is reasonable for party B to store the
sequential part together with timestamp t2 in the clear
hnd together with the hashed part of the token during
imerange tA.

Two-Way Authentication

following steps are involved, as depicted in figure 8:

include a sequential part that is checked by alocal ~  (see92step @d

9.4 Three-way Authentication

ISO/IEC 9594-8 : 1990(E)

whatever cryptosystem is used as indicated in the
'sgnData’ field of the token.

A carries out the following actions:

a) verifies the signature, and thus the integrity of the
signed information;

b) checks that A is the intended recipient;

¢) checks that the timestamp tE is 'current’

d) optionally, checks that B has not been replayed

The following steps are involved, ag-depicted|in figure 9:

@ Q@

Figure 8 — Two-way Authentication

ns for 9.2.
s for 9.2.
s for 9.2

B generates rB(a)mon-repeating number, used for
ksimilar purpose(s) to .

B sends the following authentication token to A:
B2, 18, A, 4.

whiere tB is a timestamp defined in the same way as tA

e

Figure 9 — Three-way Authenticatipn

As for §9.3.
As for §9.3. Timestamp tA may be zero.

As for §9.3, except that the timestamp| need not be
checked.

As for §9.3.
As for §9.3. Timestamp t® may be zero.

As for §9.3; except that the timestamp| need not be
checked.

A checks that the received r? is identifal to the r

which was sent.

A sends the following authentication tok¢n to B:
Af{rB}.

B carries out the following actions:

a) checks the signature and thus the ifftegrity of the
signed information;

Alternatively, if data origin authentication of 'sgnData’
is to be provided by the digital signature:

B{tB, 1B, A, r4 sgnData}.
In cases where information is to be conveyed which
will subsequently be used as a secret key (this
information is referred to as ‘encData’ ):

B{tB, rB, A, rAsgnData, Ap[encData]}.

The use of 'encData’ as a secret key implies that it
shall be chosen carefully, e.g. to be a strong key for

10 Management

by Checks that the received 10 15 tdentical to the rB
which was sent by B.

of Keys and

Certificates

10.1 Generation of Key Pairs

10.1.1 The overall security management policy of an
implementation shall define the lifecycle of key pairs, and

11
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is thus outside the scope of the authentication framework.
However, it is vital to the overall security that all secret
keys remain known only to the user to whom they belong.

Key data is not easy for a human user to remember, so a
suitable method for storing it in a convenient transportable
manner shall be employed. One possible mechanism
would be to use a "Smart Card". This would hold the
secret and (optionally) public keys of the user, the user's
certificate, and a copy of the certification authority's public
key. The upe i atackditiona CSeTUre
e.g. at leas{ use of a PIN (Personal Identification Number),
increasing fthe security of the system by requiring the user
to possess fhe card and to know how to access it. The exact
method chpsen for storing such data, however, is beyond
the scope df this part of ISO/IEC 9594.

AiU UUILIO y U UICU UY

10.1.2 There are three ways in which a user’s key pair may
be producefl, as described in 10.1.2.1 through 10.1.2.3.

10.121 [The user generates its own key pair. This

method haj the advantage that a user's secret key is never .

released td another entity, but requires a certain level of
competencp by the user as described in annex C.

10.1.2.2  [The key pair is generated by a third party. The
third party| shall release the secret key to the user in a
physically| secure manner, then actively destroy all
information relating to the creation of the key pair plus the
keys themgelves. Suitable physical security measures shall
be employgd to ensure that the third party and the data
operations pre free from tampering.

10.1.2.3  [The key pair is generated by the CA. This is'a
special cas¢ of 10.1.2.2, and the considerations there apply.

Note - THe certification authority already exhibits”trusted
functionalify with respect to the user, and shall be subject to the
necessary physical security measures. Thissmethod has the
advantage pf not requiring secure data transfer to the CA for
certification. '

10.1.2.4 The cryptosystem in\ use imposes particular
(technical) ¢onstraints on key-generation,

10.2 Mahagement of Certificates

10.2.1 A dertificate-associates the public key and unique
distinguishgd npame of the user it describes. Thus:

a) a cdqrtification authority shall be satisfied of the

CA, the CA secret key may then only be learnt by an
attack on CA itself, making compromise unlikely.

10.2.3 It is important that the transfer of information to
the certification authority is not compromised, and suitable
physical security measures shall be taken. In this regard:

a) It would be a serious breach of security if the CA
issued a certificate for a user with a public key that
had been tampered with.

0-1.2.3 is

fie Tmeans of generation of Key pa
employed, no secure transfer is needed.

c) . If the means of generation of key pairs-of 10.1.2.1
or of 10.1.2.2 is employed, thé-user may use
different methods (on-liney or off-linfe) to
communicate its public key to)the CA in a|secure
manner. On-line metheds-'may provide| some
additional flexibility” for remote opefations
performed between the usSer and the CA.

10.2.4 A certificate~is—“a publicly available pigce of
information, and no ‘specific security measures needl to be
employed with(respect to its transportation fo the
Directory. Aslit is produced by an off-line certification
authority ofi behalf of a user who shall be given a ¢opy of
it, the userineed only store this information in its difectory
entry “on a subsequent access to the Dirgctory.
Alternatively the CA could lodge the certificate for the
user, in which case this agent shall be given suitable|access
rights.

10.2.5 Certificates shall have a lifetime associatefl with
them, at the end of which they expire. In order to grovide
continuity of service, the CA shall ensure fimely
availability “of replacement certificates to supprsede
expired/expiring certificates. This has a number of aspects,
as described in 10.2.5.1 and 10.2,5.2.

10.2.5.1 Validity of certificates may be designed po that
each becomes valid at the time of expiry of its predefessor,
or an overlap may be allowed. The latter prevents the CA
from having to install and distribute a large numper of
certificates that may run out at the same expiration date.

10.2.5.2 Expired certificates will normally be removed
from the Directory. It is a matter for the security |policy
and responsibility of the CA to keep old certificates for a
period of time if a non repudiation of data seryice is
provided.

identity of a user before creating a certificate for it.

b) a certification authority shall not issue certificates
for two users with the same name.

10.2.2 The production of a certificate occurs offline and
shall not be performed with an automatic query/response
mechanism. The advantage of this certification is that
because the secret key of the certification authority, CAs,
is never known except in the isolated and physically secure

12

10.2.6 Certificates may be revoked prior to their
expiration time, e.g. if the user's secret key is assumed to
be compromised, or the user is no longer to be certified by
the CA, or if the CA's certificate is assumed to be
compromised. This has a number of aspects, as described
in 10.2.6.1 through 10.2.6.4.

10.2.6.1 The revocation of a user certificate or CA
certificate. shall be made known by the CA, and a new
certificate shall be made available, if appropriate. The CA
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may then inform the owner of the certificate about its
revocation by some off-line procedure.
10.2.6.2 The CA shall maintain:

a) atime-stamped list of the certificates it issued which
have been revoked;

b) a time-stamped list of revoked certificates of all
CAs know to the CA, certified by the CA.

ISO/IEC 9594-8 : 1990(E)

operations as other attributes. These attribute types are
defined as follows:

CertificateRevocationList ::= ATTRIBUTE
WITH ATTRIBUTE-SYNTAX CertificateList

AuthorityRevocationList ::= ATTRIBUTE
WITH ATTRIBUTE-SYNTAX CertificateList

CertificateList ::=  SIGNED SEQUENCE{
§ignature Algorithmidentifier,

BotH certified lists shall exist, even if empty.

10.2/6.3 The maintenance of Directory entries affected
by the CA's revocation lists is the responsibility of the
Direftory and its users, acting in accordance with the
secufity policy. For example, the user may modify its
objeft entry by replacing the old certificate with a new
one. [the latter shall then be used to authenticate the user to
the IDirectory.

10.216.4 The revocation lists ("black-lists") are held
within entries as attributes of types
'CerlificateRevocationList' and 'AuthorityRevocationList'.
These attributes can be operated on using the same

lastUpdate UTCTime,
revokedCerlificates
SIGNED SEQUENCE OF SEQUENC
signature Algorithmldentifier,
issuer Name,
subject CertificateSerialNymber,
revocationDate UTCTime}
OPTIONAL}
Notes

1 The checking of\the entire list of certificptes is a local
matter.

2 If a non-repudiation of data service is depgndent on keys
provided by\the CA, the service should ensure that all relevant
keys of ,the’ CA (revoked or expired) and thg timestamped
revocation lists are archived and certified by a cugrent authority.

13
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Annex A
( informative )
Security Requirements?

Many OSI applications, CCITT-defined services and non-
CCITT-defined services will have requirements for security.
Such requirements derive from the need to protect the
transfer of information from a range of potential threats.

Al

framework. However, traffic analysis can be partially
protected against by generating additional unintelligible
traffic (traffic padding), using enciphered or random data.

Threats

Some commonly known threats are:

a)
b)

©)
d

€)

g

h)

Identity Interception  : the identity of one or more of
the |isers involved in & communication is observed

Makquerade : the pretense by a user to be a
diff¢rent user in order to gain access to information
or t¢ acquire additional privileges.

Replay : the recording and subsequent replay of a
communication at some later date.

Datp Interception : the observation of user data
duripg a communication by an unauthorized user.

Map#ipulation : the replacement, insertion, deletion
or njisordering of user data during a communication
by an unauthorized user

Refudiation : the denial by a user of having
partjcipated in part or all of a communication.

Derlial of Service : the prevention or interruption of
a cpmmunication or the delay of time-critical
opefations

Notp — This security threat is a more generalone and
depé¢nds on the individual application or on the intention
of Iae unauthorized disruption and Sis\therefore not
explicitly within the scope of_the authentication
frampework.

Mistrouting : the misrouting’of a communication
patH intended for one userto another

Notg — Mis-routingwillUnaturally occur in OSI layers 1
thropgh 3. Therefore{mis-routing is outside of the scope
of the authentjeation framework. However, it may be
posgible to avoid the consequences of mis-routing by
using appropriate security services as provided within the
authentiCation framework.

Traff s——the 3 :
about a communication between users (e.g.
absence/presence, frequency, direction, sequence,
type, amount, etc.).

Note - Traffic analysis threats are naturally not restricted
to a certain OSI layer. Therefore Traffic analysis is
generally outside the scope of the authentication

1 For further information, see ISO 7498-2.
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In order to protect against perceived threats,”y
security services need to be provided. Secuxity)sery
provided by the authentication framewoik are per
by means of the security mechanisms.described in

arious
ices as
formed
clause

A.3 of this annex.

a)

b)

d)

peer entity authentication): This service pfovides

corroboration that a user in a certain instgnce of
communication is.the/one claimed. Two djfferent
peer entity authentication services mfay be
requested:

o single entity authentication (either data|origin
entity authentication or data recipient|entity
althentication);

o mutual authentication, where both
communicating authenticate each other.

users

When requesting a peer entity authentjcation
service, the two users agree whether their identities
shall be protected or not.

The peer entity authentication service is supported
by the authentication framework. It can be fised to
protect against masquerade and replay, con¢erning
the users' identities.

access control ; This service can be used to protect
against the unauthorized use of resources. The
access control service is provided by the Difectory
or another application and is therefore not a doncern
of the authentication framework.

data confidentiality : This service can be yised to
provide for protection of data from unautxorized
disclosure. The data confidentiality seryice is
supported by the authentication framework]{ It can
be used to protect against data interception.

data integrity : This service provides proof of the
integrity of data in a communication. The data
integrity-service he—authentication
framework. It can be used to detect and protect
against manipulation.

non-repudiation : This service provides proof of the
integrity and origin of data - both in an unforgeable
relationship - which can be verified by any third
party at any time.

pe


https://standardsiso.com/api/?name=fad6cfa51d7c3e55685ac9fcf47a253c

A3

Security Mechanisms

The security mechanisms outline here perform the security
services described in clause A.2.

a

authentication exchange : There are two grades of
authentication mechanism provided by the
authentication framework:

simple authentication: relies on the originator
supplying its name and password, which are

d)

ISO/IEC 9594-8 : 1990(E)

The data integrity mechanism supports the data

integrity service. It also partially supports the non-

repudiation service (that service also needs the

digital signature mechanism for its requirements to .
be fully met).

digital signature : This mechanism involves the
encipherment, by the originator's secret key, of a
compressed string of the relevant data to be
transferred. The digital signature together with the

checked by the recipient;

strong authentication: relies on the use of
cryptographic techniques to protect the exchange of
validating information. In the authentication
framework, strong authentication is based upon an
asymmetric scheme.

The authentication exchange mechanism is used to
support the peer entity authentication service.

encipherment : The authentication framework
envisages the encipherment of data during transfer.
Either asymmetric or symmetric schemes may be
used. The necessary key exchange for either case is
performed either within a preceding authentication
exchange or off-line any time before the intended
communication. The latter case is outside the scope
of the authentication framework. The encipherment
mechanism supports the data confidentiality service.

data integrity : This mechanism involves the
encipherment of a compressed string of the relevant
data to be transferred. Together with the plain data,
this message is sent to the recipient. The recipient
repeats the compressing and subsequent
encipherment of the plain data and.compares the
result with that created by the originator to prove
integrity.

The data integrity mechanism:can be provided by
encipherment of the compressed plain data by either
an asymmetric scheme ‘or a symmetric scheme.
(With the symmetric_scheme, compression and
encipherment of -data might be processed
simultaneously), “Fhe mechanism is not explicitly
provided by/the.authentication framework. However
it is fully provided as a part of the digital signature
mechafnism (see below) using an asymmetric
scheme.

platmdara s Sent 1o the Tecipiem. Similarly to the

case of the data integrity mechanism)
is processed by the recipient to prove
digital signature mechanism “also
authenticity of the originatoDand the

this message
ntegrity. The

proves the
Linambiguous

relationship between the originator and the data that

was transferred.

The authenticatjon framework suppo

ts the digital

signature mechanism using an asymmgtric scheme.

The digitdl signature mechanism sup
integrityJservice and also suppo
repudiation service.

ports the data
'ts the non-

A.4 Threats Protected Against by the

Sécurity Services

The table at the end of this annex indicate
threats which each security service can proteq
presence of an bullet (") indicates that a ce
service affords protection against a certain th

the security
t against. The
rtain security
eat.

A5 Negotiation of Security Services and

Mechanisms

h instance of

The provision of security features during a

which security services are required.

his entails

communication requires the negotiation oi.E_e context in

agreement on the type of security mechanis
parameters that are necessary to provide
services. The procedures required for

and security
uch security
negotiating

mechanisms and parameters can either be cagried out as an

integral part of the normal connection ¢
procedure or as a separate process. The pre
these procedures for negotiation are not sp
annex.

stablishment
ise details of
ecified in this
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Table A.1
SERVICES
THREATS Entity Data Data Non—
Authentication Confidentiality Integrity Repudiation
Identity Interception *(ifreqd)
Data I"ﬂercep'l'ior- .
Masqlterade U
Repiay *( identity) ~ e(data) .
Maniptllation . .
RepuJiation .

16
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Annex B
( Informative )
An Introduction to Public Key Cryptography!

In conventional cryptographic systems, the key used to

encip

her information by the originator of a secret message

is the same as that used to decipher the message by the

® B may now decipher this encipherment e to obtain

the information x by using the secret decipherment
key Bs. Note that B is the only possessor of Bs, and

legiti

In pu
in pa
other
partig
Xp)
encip
secre
notat
infea
publi

TIate TECIpIett:

blic key cryptosystems (PKCS), however, keys come
rs, one key of which is used for enciphering and the
for deciphering. Each key pair is associated with a
ular user X, One of the keys, known as the public key
is publicly known, and can be used by any user to
her data. Only X, who possesses the complementary
key (Xs) may decipher the data. (This is represented
onally by D = Xs[Xp[D]]). It is computationally
ible to derive the secret key from knowledge of the
 key. Any user can thus communicate a piece of

inforation which only X can find out, by enciphering it

unde
secre
as sh

Xp. By extension, two users can communicate in
, by using each other's public key to encipher the data,
wn in figure B.1.

@ e=Bplx] @ x=Bs[e]

Sl

@ x'=As[e] ® e'=Ap[x]

Figui

User
has &
publi
key
secre
steps

@

e B.1 — Use of a PKCS to Exchange Secret Information

A has public key Ap and secrefkey As, and user B
nother set of keys, Bp and Bs: ‘Avand B both know the
c keys of each other, but _are unaware of the secret
f the other party. A and B may therefore exchange
t information with oneanother using the following
(illustrated in figure.B.1).

A wishes to-send some secret information x to B. A
thereforé.enciphers x under B's enciphering key and
sends ‘the enciphered information e to B. This is
represented by:

¢ = Bp[x]

because this key may mever bedisclos
is impossible for any other party\to

information x. The possession of Bs’de
identity of B. The decipherment d
represented by:

x = Bs[e], or x = Bs[Bplx]].
@ B may now similarly send some secret
x', to A, under A's eficiphering key, Ap:
e' = Ap[x;].
@ A obtains.x’ by deciphering ¢":
x'& Asle'], or x' = As[Ap[x']].

By this means, A and B have exchanged secre
x.and x'. This information may not be obtain
other than A and B, providing that their secret
revealed.

Such an exchange can, as well as transfi
information between the parties, serve to
identities. Specifically, A and B are identi
possession of the secret deciphering keys

d or sent, it
obtain the
fermines the
peration is

nformation,

| informatiot
ed by anyon:
keys are no

Erring  secre
verify thei
ied by thei
As and B:

respectively. A may determine if B is in possession of the

secret deciphering key, Bs, by having returng
information x in B's message x'. This indica
communication is taking place with the posse
may similarly test the identity of A.

It is a property of some PKCS that th
decipherment and encipherment can be rev
D=Xp[Xs[D]]. This allows a piece of inform
could only have been originated by X, to be
any user (who has possession of Xp). This can
used in the certifying of the source of inform
the basis for digital signatures. Only PKCS
this (permutability) property are suitable for
authentication framework. One such algorithm|

d part of hi:
fes to A tha
ssor of Bs. E

e steps of
ersed, as in
ation which
readable by
therefore be
htion, and is
which have
use in this
is described

in annex C.

! For further information, see:
Diffie, W. and Hellman, M.E., New Directions in Cryptography, IEEE Transactions on Information Theory, 1T-22, No. 6 (November 1976).
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Annex C
( Informative ) ‘
The RSA! Public Key Cryptosystem?

C.1 Scope and Field of Application

It is beyond the scope of this annex to discuss RSA fully.

lem  least common multiple

However, a[brief description is given on the method, which

relies on thq use of modular exponentiation.

C.2 Definitions

C.2.1 Public Key: the pair of parameters consisting of the
Public Expgnent and the Arithmetic Modulus;

Note — Th¢ ASN.1 data element subjectPublicKey, defined
as BIT STRING (see Annex G), should be interpreted in the case
of RSA as being of type:

SEQUENCE {INTEGER, INTEGER}
where the fifst integer is the Arithmetic Modulus and the second

is the Publid Exponent. The sequence is represented by means of
the ASN.1 Basic Encoding Rules.

C.2.2° Sectet Key: the pair of parameters consisting of the
Secret Expdnent and the Arithmetic Modulus.

C.3 Symbols and Abbreviations

XY data plocks which are arithmetically less than the
modglus

n the Arithmetic Modulus

e the Public Exponent

d the Secret Exponent

p.q the prime numbers whose\product forms the
Arithmetic Modulus (n)

Note — While the prime numbers are preferably two in
number, the juse of a Modulus*with three- or more prime factors
is not preclufled.

> 4L - Jaal
FTOUTIT dITHITITOUTU T TOUUTU T

C.4 Description

This asymmetric algorithm uses the power functi
transformation of data blocks such that

Y =X®modn with0<X <n

X =Y9mod n with0<Y <n

which may be satisfied, fotyexample, by
ed mod lem(p-1,g-)=1, or
ed mod (p-1)(g-1) =1

To effect this‘process, a data block shall be interpre
an integer. This is accomplished by considering the
data block to be an ordered sequence of bits (of leng
Thé’integer is then formed as the sum of the bits

giving a weight of 2M-1 o the first bit and dividing

for each subsequent bit (the last bit has a weight of 1).

The data block length should be the largest numf
octets containing fewer bits that the modulus. Inco
blocks should be padded in any way desired. Any n
of blocks of additional padding may be added.

C.5 Security Requirements
C.5.1 Key Lengths

It is recognized that the acceptable key length is li
change with time, subject to the cost and availab
hardware, the time taken, advances in techniques a
level of security required. It is recommended that :
for the length of n of 512 bits be adopted initial
subject to further study.

n for

ted as
entire
th A).

after
by 2

er of
plete
mber

kely to '

lity of
nd the
value
y, but

I The cryptosystem specified in this annex is widely known as RSA, Rivest-Shamir-Adleman.

2 For further information, see:

General

Rivest, R.L., Shamir, A., and Adleman, L. A Method for Obtaining Digital Signatures and Public-key Cryptosystems, Communications of the

ACM, 21, 2 (February 1978), 120-126.

Key Generation Reference

Gordon, J. Strong RSA Keys, Electronics Letters, 20, 5, 514-516.

Decipherment Reference

Quisquater, J.J., and Couvreur, C. Fast Decipherment Algorithm for RSA Public-key Cryptosystems, Electronics Letters, 18, 21 (October 14,

1982), 905-907.
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C.5.2 Key Generation

The security of RSA relies on the difficulty of factorizing
n. There are many algorithms for performing this
operation, and in order to thwart the use of any currently
known technique, the values p and q shall be chosen
carefully, according to the following rules (e.g., see
footnote 2, “Key Generation Reference” ):

a) They should be chosen randomly;

ISO/IEC 9594-8 : 1990(E)

C.6 Public Exponent

The Public Exponent (¢) could be common to the whok
environment, in order to minimize the length of that part o
the public key that actually has to be distributed, in order
reduce transmission capacity and complexity o
transformation (see note 1).

Exponent e should be large enough but such tha
exponentiation can be performed efficiently with regard tc

b)—Tireyshould-betarge;
¢)| They should be prime;
d)| Ip-qishould be large;
e)| (p+1) shall possess a large prime factor;
)| (g+1) shall possess a large prime factor;
2)| (p-1) shall possess a large prime factor, say r;
li) (g-1) shall possess a large prime factor, say s;

i)| (1-1) shall possess a large prime factor;

)| (s-1) shall possess a large prime factor.
After generating the public and secret keys, e.g. "Xp" and
"Xs'l as defined in 3.3 and 4.1 of this part of ISO/IEC 9594,
whigh consist of d, e and n, the values p and q together with
all other data produced such as the product (p-1)(g-1) and
the |arge prime factors should preferably be destroyed.
However, keeping p and q locally can improve throughput
in dg¢cryption by two to four times. The decision to keep)p

and |q is considered to be a local matter ( see footnote 2
“Deg¢ipherment Reference” ).

It shill be ensured that e > log,(n) in order-to.prevent attack
by tdking the ¢'th root mod n to disclose théplaintext.

processing time and storage capacity. 1I_g fixed publi

exponent ¢ is desired, there are notable merity
the Fermat Number F4 (see note 2).

4

Fg=22 +1

= 65537 decimal,-and

= 1 0000 0000°0000 0001 binary

Notes

1. Although'both Modulus n and Exponent e
Modulus should not be the part which is commo
users. Knowledge of Modulus "n", Public Exp
Secret Exponent "d" is sufficient to determine t
of\Un". Therefore, if the modulus were common,
deduce its factors, thereby determining everyo

exponent.

2. The fixed exponent should be large and prim
also provide efficient processing. Fermat Nuny

for the use o

are public, the
i to a group of
bnent "e"”, and
e factorization
veryone could
ne clse' secret

¢ but it should
ber F4 meets

these requirements, e.g. authentication takes only 17

multiplications and is on the average 30 tim
decipherment.
C.7 Conformance

Whilst this annex specifies an algorithm for t
secret functions, it does not define the method

bs faster than

he public and
whereby the

calculations are carried out; therefore there may be

different products which comply with this 3
mutually compatible.

nnex and are
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Annex D
( Informative )
Hash Functions

D.1 Requirements for Hash Functions

To use a ha

sh function as a secure one-way fiinction it

by the characteristics of the asymmetric

cryptosystem used for signing. With the

hic lapmagth (10 antatc) 1o thao 1
55—+

RSA

shall not be|
from differe

possible to obtain easily the same hash result
nt combinations of the input message.

hash function shall meet the following

A strong

requirements:

a) The hash function shall be one-way, i.e. given any
possible hash result it shall be computationally

infe
hashe

be ¢

ible to construct an input message which
s to this result.

mputationally infeasible to construct two

b) The }ash function shall be collision-free, i.e. it shall

disti

resulg.

D.2 Desq

The follow
the compreq

Hashing is ¢

ct input messages which hash to the same

cription of a Hash Function

ng hash function ("square-mod n") performs
sion of the data on a block by block basis.

fone in.three major steps:

1. The ftring of data to be hashed is divided into

blocK

s B of equal length. This length is determined

Qs + +
CrypProSy St Ts—Tengtit ottt

integer, v, such that with modulus n
16 y<logyn

2. For non-invertibility reasons each octet of the
is split in half. Each of the \halves is h
('padded’) by binary ones. By-this zoning, sti
or redundancy is introduced that increases thg
invertibility propecty._bf the hash fun

rgest

block
ecaded
ffness

non-
ction

considerably. Each block generated in step 1 is thus

spread to the length'of the modulus n.

3. Each block resulting‘from step 2 is added
previous block modulo 2, squared, and re
modulo; until all m blocks are processed:

The result i§ thus the value Hy,,, where
HO =0

H; = (Hj, @Bi)zmodn,forlsi <m

If the last block of the data to be hashed is incomplet
padded with "1"s.

o the
duced

e it is
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Annex E
( Informative )
Threats Protected Against by the Strong Authentication Method

The strong authentication method described in this part of

ISO/1

EC 9594 offers protection against the threats as

certificate was created, and anyone impac
invalid certificate.

ted by the

descri

In ad

1 et A At -~ ) fon. e
ULAL T OAILICA A AUl DllUll5 AULIICIHIUIV ALIVUTLL

lition, there is a range of potential threats that are

specific to the strong authentication method itself. These

are:

Cony
princ
key r
availg
that p
comp
invol

Comy
a CAl
authe]
meth
limitg
user d

Mislé]
fact t
onus
crede
conse
of ¢d

romise of the user’s secret key - one of the basic
ples of strong authentication is that the user's secret
emain secure. A number of practical methods are
ble for the user to hold his secret key in a manner
rovides adequate security. The consequences of the
romise is limited to subversion of communication
ing that user.

romise of the CA’s secret key - that the secret key of

remain secure is also a basic principle of strong
ntication. Physical security and 'need to know'
ds apply. The consequences of the compromise are
d to subversion of communication involving any
ertified by that CA.

nding CA into producing an invalid certificate™ the
hat CAs are off-line affords some protection.” The
is on the CA to check that purperted strong
htials are valid before creating a certificate. The
quences of the compromise are limited to subversion
mmunication involving the~user for whom the

Collusion between a rogue CA and user - siich
attack will defeat the method. This would
betrayal of the trust placed in the CA. The co

a collusive
Constitute a
nsequences

of a rogue CA are limited to subversion of comjmunication

involving any user certified by that' CA.

Forging of a certificate vthe strong authentication method

protects against the forging of a certificate by
CA sign it. The method depends on main
secrecy of the CA's-secret key.

Forging of @ token - the strong authenticat
protects.against the forging of a token by

having the
taining the

on ‘metho_d
having the

sender 'sign it. The method depends on maintaining the

secrecy of the sender's secret key.

Replay of a token - the one- and two-way au

hentication

methods protect against the replay of a token by the

inclusion of a timestamp in the token. Thg
method does so by checking the random numb

Attack on the cryptographic system- the li
effective cryptanalysis of the system, based o
in computational number theory and leading
for a greater key length are reasonably predicts

three-way
TS,

celihood of
h advances
to the need
ble.
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