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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

. 1
WPTK:

The procedures used to develop this document and those intended for its further mainter
déscribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria‘heedg
different types of document should be noted (see www.iso.org/directives).

A

of

dg

A
Cq

ey
T
S€

patent rights. ISO and [EC shall not be held responsible for identifying any or all'such patent righ

on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list

For an explanation of the voluntary nature of standards, the meaning of ISO specific te

tention is drawn to the possibility that some of the elements of this document may be the 5

any patent rights identified during the development of the document will be in the Introductid

pclarations received (see http://patents.iec.ch).

hy trade name used in this document is information givenAfot the convenience of users and
nstitute an endorsement.

tpressions related to conformity assessment, as well-as information about ISO's adherence to t
‘ade Organization (WTO) principles in™ the Technical Barriers to Trade
e www.iso.org/iso/foreword.html.

ance are
d for the

ubject of
s. Details
nand/or
bf patent

does not

rms and
he World
(TBT),

5 editorial rules, in collaboration-with Joint Technical Committee ISO/IEC JTC 1, In
chnology, Subcommittee SC 6, Telecommunications and information exchange between systemg

is ninth edition cancels and‘replaces the eighth edition (ISO/IEC 9594-7:2017), which
chnically revised.

list of all parts in the-}SO/IEC 9594 series can be found on the ISO website.

ny feedback or\guiestions on this document should be directed to the user’s national standarg
complete listing of these bodies can be found at www.iso.org/members.html.

his document was prepared by ITU-Tas ITU-T X.521 (10/2019) and drafted in accordjzlce with

rmation

has been

s body.

©

ISO/IEC 2020 - All rights reserved

iii


https://www.iso.org/directives-and-policies.html
https://www.iso.org/iso-standards-and-patents.html
http://patents.iec.ch/
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/members.html
https://standardsiso.com/api/?name=9920f4e786db131fdda2338efe5c2ad3



https://standardsiso.com/api/?name=9920f4e786db131fdda2338efe5c2ad3

ISO/IEC 9594-7:2020 (E)

CONTENTS
SECTION 1 — GENERAL ..ottt sttt ettt b et sa et sttt e bt et e sb et ebesbe e et e sbe e etenbe e
1 RS Tol0] oL TP P PP PPPROPRUPR
2 NOIMALIVE TETEIEINCES. ... e ti ettt st e e be e be s te e s be e s beesbeebeeabeeabeeteestaesteesbeesnesanas
2.1  Identical Recommendations | International Standards ............ccccoeeriereninieeienene e
3 (D=1 1oV 1o 313U S SRR
3.1  Communication Model defiNItiONS..........ccocuiiiiiiiiiie e
3.2 Directory Model definitiONS ..ot
4 0NV BN OIS .. ettt ettt ettt e et e et e easeess e et s et e et e et e et e et e ehe e b e et e oAt e ehseeh b et s e b e e b e esbeehneanneabseareenreanns
SECTION 2 — SELECTED OBJECT CLASSES ..ottt sttt sttt sttt ettt saesesre s e s s
5 Definition of USETUl AtIHTDULE SELS ........cvieiieiert e Ty N
51  Telecommunication attribDULE SEL.........ccoviiiiiiiieeee e e et e e
5.2 POStal @ttrIDULE SBL .....oeiiiie e e nee s
5.3 LOCAIE GHIDULE SBL....oeiieieceicicee et e SN L ettt nee s
5.4 Organizational attriDULE SEL .........oviiiii i e sede e
6 Definition of selected ODJECE CIASSES........cviiriiiiiicireeeee e g et
B.1  COUNTIY ..ot fE T e nr ettt nenne
6.2 LOCAILY «veeeeieiecectec e e b
6.3 OFQaNIZALION ....ceeviieiieiiciieee bbbttt
6.4  Organizational UnNit...........coooiiiiiiiiiiiieeeecsese g ettt
B.5  PRISON ...t e re e e ne e
6.6  Organizational PEISON .........coiiiiie it St e et e st et e e e e te e ae s e e sreenneenreenes
6.7  Organizational ROIE..........cviiiiiie e e e et te e te e et et e st e e be e te e te s ae s e e sneenreenreenes
IR T €1 01U @ N 13T SRS
6.9  Group OFf UniQUE NAMES.....cccueiieiieiieeie e ettt et te e et e st et e teesteetesae s e e sneesneenreenes
6.10  RESIAENTIAI PEISON ...ttt o ettt ekttt e et bbbt b e bt e e b et sb et e s beene e e e benbenbe s
TR R Y o] o] [ Tor: 1T i o 1= PP
LT N o] o] [Tor: 1 To] (N =1 ] 1 Y A PP
B.13  DSA .t ettt e e
LT B TV o O eSSV PRURUPRPTTRON
6.15  Strong AULNENTICATION USEE,.. 05 . it bbbt
6.16  User Security INFOrMATIQNI. . ...oviiiiriie bbb
TN O T g o T Vo] o I SRS
6.18  Certification AULNOFIEY ..........ciiiiiiiiie bbb bbb nbe e
6.19  Certification AULNOMILY-V2 .......coiiiiiie bbb
B.20  DIMID ..o i ettt R bt h e R bRt Re et et R e b et Re b et e Re bt eRe et b ere et it e
ST O T D @) o] By oSSR
ST O | D N @ o] 2SSOSR
B.23  OID)ODJC ..ot b bbb e bt re bR bt re et b re et b e
T © 1D I (o ) PSPPSR
LR R O 1 1 . U o PSPPSRI
Bi26  URN OB, . it iititiitiit ittt ettt ettt ettt ettt e et eb et et e b e e e s e b s e s e b et e st et e b et b e ekt e R e eb et en e et e b e e srer e
6.27  1SO Tag INFOIMALION ....c.eiiiieiieiee ettt e e bbb en e e e ne b e
(T2 1T B - To [ Y/ o OO OO ST OPRTOPPT PP
6.29 EPC Tag Information ODJECE CIASS.........oiiiiiiiieieere et
6.30 EPC Tag TYPE ODJECT CIASS . ..euieueiiiieiie sttt sttt bttt et bbb e s e e ne st e
SECTION 3 — SELECTED NAME FORIMS ......ooitiiiiiiti ettt sttt st ste st te st e ete st saetesaesaatasaeseenesnenas
7 Definition of selected NAME TOIMS.........ciuiii e e e e e e te e re e saees
% A O TV g1 Y 1 =V 1 (] . SRS
4 Moo= 11120 L0 [=TN (o] o SRS
7.3 State Or Province NAME FOIM .......iiiiiiiierie bbbt
7.4 Organization NAME FOIM.......c.ciiieeic st e e e e b e tesrestesneeneeeeeenrenrens

© ISO/IEC 2020 - All rights reserved

Rec. ITU-T X.521 (10/2019)

Page

© O© O O O© oo ~N~NNNOooooo ool bbb BB DN DNMNMNNMNN PP P P

el el el el el el
P PP OOOOOOo

[y
N

el e el =
NN N NN

\%


https://standardsiso.com/api/?name=9920f4e786db131fdda2338efe5c2ad3

ISO/IEC 9594-7:2020 (E)

Anne
Anne

Anne
Bibli

Vi

7.5  Organizational Unit NAme FOrM..........coi it srenne s
7.6 PEISON NAME TOIMN ..ottt bbbt b e bbbt et b bt s b b e bt e s e e e b e b nne s
7.7 Organizational Person Name FOrM ..........ccooiiiiiiiiiiiie st nne s
7.8 Organizational ROIE NAME FOIM ......cviiie e srenre s
7.9  Group OFf Names NAME TOMM .......oiiiieie et et ee e sreenneenneenes
7.10 Residential Person NAme FOIM..........ocuiiiiiiiie bbb
7.11  Application Process NamMe fOIM .........ccviiiiiiiiiee sttt et e e e e aesrennens
7.12  Application Entity NAMe FOrM ......cooiiii e
713 DSA NAME TOMMN Lottt bbb bbbt bt bt e e e b e bt sbeeb e bt e st e e e b et nne s
714 DEVICE NAME FOMM ...eiiiiii ittt sttt ettt e sttt e se e st et e besbe st e s neeneeeeneneenaens
5 DMDMamMeE oM
7.16  OIDCL NAME TOMM...oiiiiiiieitieecee ettt st st sne e seennestesnesresneeneeneenee s Do} 0E
717 OIDC2 NAME TOMM...iiiiiiiie ettt st ste e s e eseensestesnessesneeneeneof S} bedhens
7.18  OIDC NAME FOMM..iiiiiiiiieie ettt sttt stesne e snaeseesnesnesnessesnees o fgendaneennens
7.19  URNC NAME FOMM ..ottt sttt st st e seense st snesimg AFo e eeneeneeseens
7.20  OID root NAME FOMM.....oiiiiieiciciee ettt T e er e eeneeneeneens
5 R O 1D T (ol o= T-IN {o] o PSSR ARSI
K A — Selected object classes and name forms in ASN.L ..ot
K B — Suggested name forms and Directory information tree (DIT) structures .....L.00 e,
70 A o 11 [ 11 Y TSR RTO Set SSRTOTSPOUP TP RUPTRN
L O 1 (o 11 2 L1 o] oy SRR
L 0 T I Tox: 1 . € SRR
B.4  Organizational UNit..........ccoooviiioiiiiiic s e ettt ste et e st e et e teesteeaesnnes
B.5  Organizational PEISON .........ccuciieiieiiiieiie e ste et b s te e aessae s e steesbeenteeneeansessaesteesteesreennennees
B.6  Organizational ROIE...........c.ccviiiiiicr e ettt e et e e te e reeaeaneas
L A 1 (01U oI o} N =V 1 < SRR
[ T TSy [0 T (T L =T T o ST
B.9  APPHCALION ENLILY .oviiiiiieiieciciirecireea 25ttt ettt b ettt
L IO I T ol SRS
B.11  APPHCALION PrOCESS.....eiiiiviieiiitirie B ettt ettt bbb bbbt
B.12 Alternative Structure Rule for LOBAILY ........ccooviiiiiiie s
K C — Amendments and COMTIZENTA ... {0t ettt et b b
OFAPNY Lot e bbb et b e b ekt b e et b et nre e

Rec. ITU-T X.521 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=9920f4e786db131fdda2338efe5c2ad3

ISO/IEC 9594-7:2020 (E)

Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has been
produced to facilitate the interconnection of information processing systems to provide directory services. A set of such
systems, together with the directory information that they hold, can be viewed as an integrated whole, called the Directory.
The information held by the Directory, collectively known as the Directory Information Base (DIB), is typically used to
facilitate communication between, with or about objects such as application entities, people, terminals, and distribution
lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;
— of different levels of complexity; and
— of different ages.

This Recommendation | International Standard defines a number of attribute sets and object classes'which may be found
useful across a range of applications of the Directory.

This Recommendation | International Standard provides the foundation frameworks upon which industry profiles dan be
defingd by other standards groups and industry forums. Many of the features defined as optional in these frameworks may
be mandated for use in certain environments through profiles. This ninth edition technijcally revises and enhancgs the
eightf edition of this Recommendation | International Standard.

Annek A, which is an integral part of this Recommendation | International(Standard, provides an ASN.1 module
conta|ning all of the type and value definitions which appear in this Recommiendation | International Standard.

Annek B, which is not an integral part of this Recommendation | International Standard, provides some common nagming
and s{ructure rules which may or may not be used by administrative authorities.

Annek C, which is not an integral part of this Recommendation | {nternational Standard, lists the amendments and glefect
reports that have been incorporated to form this edition of this‘Recommendation | International Standard.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.521 (10/2019) vii
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INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

1

Information technology — Open Systems Interconnection —
The Directory: Selected object classes

SECTION 1 - GENERAL

Scope

This Recommendation | International Standard defines a number of object classes and name forms which may be
usefu| across a range of applications of the Directory. The definition of an object class involves listing a Aium
attribyite types which are relevant to objects of that class. The definition of a name form involves naming the‘object
to which it applies and listing the attributes to be used in forming names for objects of that class. Thesg ‘definitio

used

Any
N

N
fri
ne

Admipistrative authorities may support some or all the selected object classes\and name forms, and may als

additi

All ag
and O

2
The fi

constitute provisions of this Recommendation | International Standard. At the time of publication, the editions ind

were

Recommendation | International Standard are eneQuraged to investigate the possibility of applying the most recent ed

of thg
Intern
ITU-T

2.1

y the administrative authority which is responsible for the management of the directory information.

dministrative authority can define its own object classes or subclasses and name forms for-any purpose.
DTE 1 — Those definitions may or may not use the notation specified in Rec. ITU-T X.501 | ISO/EC 9594-2.

DTE 2 — It is recommended that an object class defined in this Recommendation | International’Standard, or a subclass d
m one, or a name form defined in this Recommendation | International Standard, be usee~in preference to the generatid
W one, whenever the semantics is appropriate for the application.

pnal ones.

ministrative authorities shall support the object classes which the directory uses for its own purpose (the top.
irectory system agent (DSA) object classes).

Normative references

bllowing Recommendations and International Standards contain provisions which, through reference in thi
valid. All Recommendations and Standardstare subject to revision, and parties to agreements based o

Recommendations and Standards listed:"below. Members of IEC and ISO maintain registers of currently
ational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently|
" Recommendations.

Identical Recommendations | International Standards

— Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Sy
Interconneetion — Basic Reference Model: The Basic Model.

— Recommendation ITU-T X.500 (2019) | ISO/IEC 9594-1:2020, Information technology — Open Sy
Intéreonnection — The Directory: Overview of concepts, models and services.

— «Recommendation ITU-T X.501 (2019) | ISO/IEC 9594-2:2020, Information technology — Open Sy
Interconnection — The Directory: Models.

£ound

er of
class
NS are

erived
nof a

b add

alias

text,
cated
N this
itions
valid
valid

stems

stems

stems

stems

+~  Recommendation ITU-T X.509 (2019) | ISO/IEC 9594-8:2020, Information technology — Open Sy

IMTETCONNection — The DITectory: PUblic-Key and atribute certificate frameworks.

—  Recommendation ITU-T X.511 (2019) | ISO/IEC 9594-3:2020, Information technology — Open Systems

Interconnection — The Directory: Abstract service definition.

—  Recommendation ITU-T X.518 (2019) | ISO/IEC 9594-4:2020, Information technology — Open Systems

Interconnection — The Directory: Procedures for distributed operation.

—  Recommendation ITU-T X.519 (2019) | ISO/IEC 9594-5:2020, Information technology — Open Systems

Interconnection — The Directory: Protocol specifications.

—  Recommendation ITU-T X.520 (2019) | ISO/IEC 9594-6:2020, Information technology — Open Systems

Interconnection — The Directory: Selected attribute types.

—  Recommendation ITU-T X.525 (2019) | ISO/IEC 9594-9:2020, Information technology — Open Systems

Interconnection — The Directory: Replication.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.521 (10/2019)
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Recommendation ITU-T X.680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abstract Syntax

Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract Syntax

Notation One (ASN.1): Information object specification.

Recommendation ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Abstract Syntax

Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology — Abstract Syntax

Notation One (ASN.1): Parameterization of ASN.1 specifications.

Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Information technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished

Encoding Rules (DER).

3
For th

3.1
The f

3.2
The f

4

The t
1SO/I
Rec.

Definitions

e purposes of this Recommendation | International Standard, the following definitions apply.

Communication Model definitions

bllowing terms are defined in Rec. ITU-T X.519 | ISO/IEC 9594-5:

a)
b)

application-entity;
application process.

Directory Model definitions

bllowing terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:

a)
b)
c)
d)
e)
f)
9)
h)
i)
)
K)

attribute;

attribute type;

Directory information tree (DIT);
Directory system agent (DSA);
attribute set;

entry;

name;

object class;

subclass;

name form;

structure rulé;

Conventions

erm "Direetory Specification™ (as in "this Directory Specification™) shall be taken to mean Rec. ITU-T X
FC_9594-7. The term "Directory Specifications" shall be taken to mean the Rec. ITU-T X.500 | ISO/IEC 94
TU;T X.501 | ISO/IEC 9594-2, Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 94

521 |
94-1,
94-4,

Rec.

Ll T N man L ioAi= AaC0a B Ll T N an Lol aroa4 o B e el B e el WA e W B WY oo _onLo-A
TU=T AOLI [ TOUMECL JO0I5°9, REL. TTU=T A.0ZU [ TOUIMTEL JoIJ5=0, REL. TTU=T A.0ZL T TOUNMEL JoI&=

Rec. ITU-T X.525 | ISO/IEC 9594-9.

7 and

If an International Standard or ITU-T Recommendation is referenced within normal text without an indication of the

edition, the edition shall be taken to be the latest one as specified in the normative references clause.

This Directory Specification makes extensive use of Abstract Syntax Notation One (ASN.1) for the formal specification
of data types and values, as it is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, ITU-T X.681 | ISO/IEC 8824-2, ITU-T

X.682 | ISO/IEC 8824-3, ITU-T X.683 | ISO/IEC 8824-4 and Rec. ITU-T X.690 | ISO/IEC 8825-1.

This Directory Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and values
are referenced in normal text, they are differentiated from normal text by presenting them in the bold Courier New
typeface. The names of procedures, typically referenced when specifying the semantics of processing, are differentiated

Rec. ITU-T X.521 (10/2019)
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from normal text by displaying them in bold Times New Roman. Access control permissions are presented in italicized
Times New Roman.

Object classes and name forms are defined in this Directory Specification as values of the OBJECT-cLASS and
NAME-FORM information object classes defined in Rec. ITU-T X.501 | ISO/IEC 9594-2.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.521 (10/2019) 3
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SECTION 2 — SELECTED OBJECT CLASSES

Definition of useful attribute sets

Telecommunication attribute set

This set of attributes is used to define those which are commonly used for business communications.

TelecommunicationAttributeSet ATTRIBUTE ::=
{facsimileTelephoneNumber |
internationalISDNNumber |

52
This §

r |

letexTerminalIdentifier (Attribute type has been deleted)
letexTerminalIdentifier | Attribute type has been deleted
lexNumber |

eferredDeliveryMethod |

stinationIndicator |

gisteredAddress |

l 21Address}

Postal attribute set

et of attributes is used to define those which are directly associated with postal-delivery.

PostplAttributeSet ATTRIBUTE ::=

{p

g

)
)
s

5.3
This

object.

Loca
{1

s

s

hysicalDeliveryOfficeName |
bstalAddress |

bstalCode |

bstOfficeBox |
kreetAddress}

Locale attribute set

et of attributes is used to define those which are commonly used for search purposes to indicate the locale

leAttributeSet ATTRIBUTE ::=
bcalityName |
FateOrProvinceName |
LreetAddress}

of an

Rec. ITU-T X.521 (10/2019) © ISO/IEC 2020 - All rights reserved
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5.4

This set of attributes is used to define the attributes that an organization or organizational unit may typically possess.

Organizational attribute set

OrganizationalAttributeSet ATTRIBUTE ::=
{description |
LocaleAttributeSet |
PostalAttributeSet |
TelecommunicationAttributeSet |
businessCategory |
seeAlso |
searchGuide |
userPassword}

ISO/IEC 9594-7:2020 (E)

6.1

The345u country object class is used to define country entries in the DIT.

Definition of selected object classes

Country

counkry OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUBT CONTAIN {countryName}
MAY CONTAIN {description |

searchGuide}

LDAP-NAME {"country"}

ID

6.2
The 1

id-oc-country }

Locality

ocality object class is used to define locality in the DIT.

locajlity OBJECT-CLASS ::= {
SUBCLASS OF {top}
MAY CONTAIN {description |

searchGuide |
LocaleAttributeSet |
seeAlso}
LDAP-NAME {"locality"}
D id-oc-locality }
At legst one of Locality Name or State:er'Province Name shall be present.
6.3 Organization
The drganization objeeticlass is used to define organization entries in the DIT.
orgahization OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUBT CONTAIN' {organizationName}
MAY CONTAIN {OrganizationalAttributeSet}
LDAP-NAME {"organization"}
D id-oc-organization }
6.4 Organizational Unit

The organizationalUnit object class is used to define entries representing subdivisions of organizations.

organizationalUnit OBJECT-CLASS ::= ({
SUBCLASS OF {top}
MUST CONTAIN {organizationalUnitName}
MAY CONTAIN {OrganizationalAttributeSet}
LDAP-NAME {"organizationalUnit"}

ID

©

id-oc-organizationalUnit }

ISO/IEC 2020 - All rights reserved
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Person

The person object class is used to define entries representing people generically.

person OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUST CONTAIN {commonName |

surname}

MAY CONTAIN {description |
telephoneNumber |
userPassword |
seeAlso}

LDAP-NAME {"person"}

ID id-oc-person }

6.6 Organizational Person
The drganizationalPerson object class is used to define entries representing people employed by,.or in"some
impoitant way associated with, an organization.
orgahizationalPerson OBJECT-CLASS ::= ({
SUBCLASS OF {person}

MA|

LDj
ID

6.7

The 4
role
perso
succe

orga
SU
MU
MA|

LDJ

ID

6.8

The groupOfNames object class is used to define entries representing an unordered set of names which rep

¥ CONTAIN {LocaleAttributeSet |
PostalAttributeSet |
TelecommunicationAttributeSet |
organizationalUnitName |

title}

P-NAME {"organizationalPerson"}
id-oc-organizationalPerson }

Organizational Role

rganizationalRole Object class is used to define entrieS’representing an organizational role, i.e., a posit
vithin an organization. An organizational role is normally considered to be filled by a particular organiza
n. Over its lifetime, however, an organizational role may be filled by a number of different organizational peo
5sion. In general, an organizational role may be filled’by a person or a non-human entity.

hizationalRole OBJECT-CLASS ::= {
BCLASS OF {top}

ST CONTAIN {commonName}

Y CONTAIN {description |
LocaleAttributeSet |
organizationalUnitName |
PostalAttributeSet |
preferredDeliveryMethod |
roleOccupant |

seeAlso |
TélecommunicationAttributeSet}
AP-NAME {lorganizationalRole"}
i1d-oc-organizationalRole }

Group Of Names

other

on or
fional
ple in

Fesent

ual ahincte Ar Athor ararine AF namnae Tha mamharehin AF A ~ArAvin e ofatis 14 it 1e avnliaithy mandif
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administrative action, rather than dynamically determined each time the group is referred to.

ed by

The membership of a group can be reduced to a set of individual object's names by replacing each group with its
membership. This process could be carried out recursively until all constituent group names have been eliminated, and
only the names of individual objects remain.

groupOfNames OBJECT-CLASS ::= {

SU.
MU

BCLASS OF {top}

ST CONTAIN {commonName | member}
MAY CONTAIN {description |
organizationName |
organizationalUnitName |
owner |
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seeAlso |
businessCategory}
LDAP-NAME {"groupOfNames"}
D id-oc-groupOfNames }

6.9 Group Of Unique Names

The groupOfUniqueNames oObject class is used to define entries representing an unordered set of names whose integrity
can be assured and which represent individual objects or other groups of names. The membership of a group is static, i.e.,
it is explicitly modified by administrative action, rather than dynamically determined each time the group is referred to.

groupOfUniqueNames OBJECT-CLASS ::= {

SUBCLASS OF {top}

MUST—ECONTAIN—fcommoniName—i
uniqueMember}

MAY CONTAIN {description |
organizationName |
organizationalUnitName |
owner |
seeAlso |
businessCategory}

LDAP-NAME {"groupOfUniqueNames"}

iD id-oc-groupOfUniqueNames }

6.10 Residential Person

The gdesidentialPerson object class is used to define entries representing a person in the residential environmept.

resiflentialPerson OBJECT-CLASS ::= {

SUBCLASS OF {person}

MUBT CONTAIN {localityName}

MAY CONTAIN {LocaleAttributeSet |
PostalAttributeSet |
preferredDeliveryMethod |
TelecommunicationAttributeSet |
businessCategory}

LDAP-NAME {"residentialPerson"}
ID id-oc-residentialPerson. }

6.11( Application Process

The gpplicationProcess object class is used to define entries representing application processes. An appligation
proceps is an element within a real open-system which performs the information processing for a particular appligation
(see Rec. ITU-T X.200 | ISO/IEC(7498-1).

appliicationProcess OBJEET-CLASS ::= ({
SUBCLASS OF {top}
MUBET CONTAIN {commonName}
MAY CONTAIN {déscription |

localityName |
organizationalUnitName |
seeAlso}

LDAP-NAME {"applicationProcess"}

D id-oc-applicationProcess }

6.12 Application Entity

The applicationEntity object class is used to define entries representing application-entities. An application-entity
consists of those aspects of an application process pertinent to communications.

applicationEntity OBJECT-CLASS ::= {

SUBCLASS OF {top}

MUST CONTAIN {commonName |
presentationAddress}

MAY CONTAIN {description |
localityName |
organizationName |
organizationalUnitName |
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seeAlso |
supportedApplicationContext}
LDAP-NAME {"applicationEntity"}
D id-oc-applicationEntity }

NOTE - If an application-entity is represented as a Directory object that is distinct from an application process, the commonName
attribute is used to carry the value of the Application Entity Qualifier.

6.13 DSA

The dsa object class is used to define entries representing DSAs. A DSA is as defined in Rec. ITU-T X.501 |
ISO/IEC 9594-2.

dSA OBJECT-CLASS ::= {
SUBCLASS OF {applicationEntity}
MAY CONTAIN {knowledgeInformation}

LDAP-NAME {"dsa"}
ID id-oc-dsa }
6.14 Device

The device object class is used to define entries representing devices. A device is a physical unit Which can commurjicate,
such @s a modem, disk drive, etc.

devife OBJECT-CLASS ::= {

SUBCLASS OF {top}

MUET CONTAIN {commonName}

MAFY CONTAIN {description |
localityName |
organizationName |
organizationalUnitName |
owner |
seeAlso |
serialNumber}
LDAP-NAME {"device"}

ID id-oc-device }

NOTE — At least one instance of localityName, serialNumber Or owner attribute type, should be included. The chpice is
dependent on device type.
6.15 Strong Authentication User

The strongAuthenticationUser @bject class is used to define entries for objects which participate in $trong
autheptication, as defined in Rec. ITU=T*X.509 | ISO/IEC 9594-8.

strohgAuthenticationUser OBJECT-CLASS ::= ({
SUBCLASS OF {top}
KIND auxiliary
MUBT CONTAIN {us€rCertificate}
LDAP-NAME {\!strongAuthenticationUser"}
LDAP-DESC {"X.521 strong authentication user"}
ID id-oc-strongAuthenticationUser }

NOTE — Use-of this object class has been deprecated in favour of the pkiUser and pkiCA object classes defined in Rec. [TU-T
X109, (ISO/IEC 9594-8. Implementations that use strongAuthenticationUser, certificationAuthority and
certificationAuthorityv2 object classes are still conformant to the standard, although new implementations are stfongly

Al L LA s + 1
recotmended-to-move-to-the pkiUser-and-pki€aobjectclasses:

6.16 User Security Information

The userSecurityInformation oObject class is used to define entries for objects which need to indicate security
information associated with them as defined in Rec. ITU-T X.509 | ISO/IEC 9594-8.

userSecurityInformation OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {supportedAlgorithms}
LDAP-NAME {"userSecurityInformation"}
LDAP-DESC {"X.521 user security information"}
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ID id-oc-userSecurityInformation }

6.17 User Password

The userPwdClass object class is used to define entries for objects that maintain a user password (userPwd).

userPwdClass OBJECT-CLASS ::= {
KIND auxiliary
MAY CONTAIN { userPwd }
ID id-oc-userPwdClass }

6.18 Certification Authority

The 1ertificationAuthority Object class 1S Used to define entries for 0bjects WNICh act as certification aunaities,
as defined in Rec. ITU-T X.509 | ISO/IEC 9594-8.

certfificationAuthority OBJECT-CLASS ::= ({
SUBCLASS OF {top}
KIND auxiliary

MUBET CONTAIN {cACertificate |
certificateRevocationlList |
authorityRevocationList}
MAY CONTAIN {crossCertificatePair}

LDAP-NAME {"certificationAuthority"}
LDAP-DESC {"X.509 certificate authority"}
iD id-oc-certificationAuthority }

NOTE — Use of this object class has been deprecated in favour of the pkiUser and pkiCA object classes defijed in
Rdc. ITU-T X.509 | ISO/IEC 9594-8. Implementations that use strongAlthenticationUser, certificationAuthority] and
ceftificationAuthorityv2 object classes are still conformant to the standard, although new implementations are stfongly
regommended to move to the pkiUser and pkiCA object classes.

6.19 Certification Authority-V2

The gertificationAuthority-v2 object class is used todefine entries for objects which act as certification authgrities
and c@n support the delta revocation list as defined in RecZi TU-T X.509 | ISO/IEC 9594-8.

certlificationAuthority-v2 OBJECT-CLASS, (::= {
SUBCLASS OF {certificationAuthoriity}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
LDAP-NAME {"certificationAuthority-v2"}
LDAP-DESC {"X.509 certificate authority, version 2"}
D id-oc-certificationAuthority-v2 }

NOTE - Use of this object class has been deprecated in favour of the pkiUser and pkiCA object classes defied in
Rdc. ITU-T X.509 | ISO/IEC) 9594-8. Implementations that use strongAuthenticationUser, certificationAuthority and
ceftificationAuthorityv2 object classes are still conformant to the standard, although new implementations are styongly
refommended to move to-the pkiUser and pkiCA object classes.

6.20 DMD
The dMD object-elass is used to define DMD entries in the DIT.

dMD PBJECT-CLASS ::= {
SUBCEASS QF {top}
MUST CONTAIN {dmdName}
MAY CONTAIN {OrganizationalAttributeSet}
LDAP-NAME {"dmd"}
iD id-oc-dmd }

6.21 OID Obj1
The oidC1lobj object class is used to define a top level object identifier component entry in the DIT.
0idClobj OBJECT-CLASS ::= {

SUBCLASS OF  {top}

MUST CONTAIN {oidC}
LDAP-NAME {"oidClobj"}
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ID id-oc-o0idClobj }

6.22 OID Obj2

The oidc20bj object class is used to define second level object identifier component entries in the DIT.

0idC2o0bj OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUST CONTAIN {oidC}
LDAP-NAME {"o0idC20bj"}
ID id-oc-0idC20bj }

6.23 __ OID ObjC

The didcob3j object class is used to define the third- or lower-level object identifier component entries in the DI
NOTE — A tag-based object identifier typically has only three levels, where the first two values are { 2 27 }.

0idCpbj OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUBT CONTAIN {o0idC}
LDAP-NAME {"oidCobj"}
ID id-oc-oidCobj }

6.24 OID root
The didRoot object class is moved to here from Rec. ITU-T X.660 | ISO/IEC 9834-1.

oidRpot OBJECT-CLASS ::= {
SUBCLASS OF {alias}
MUBT CONTAIN { o0idCl | o0idC2 | oidC}
LDAP-NAME {"oidRoot"}
ID id-oidRoot }

6.25 OID arc
The didArc object class is moved to here from Rec. ITYU-T X.660 | ISO/IEC 9834-1.

oidAfc OBJECT-CLASS ::= {
SUBCLASS OF {alias}
MUBT CONTAIN {o0idC}
LDAP-NAME {"oidArc"}
ID id-oidArc }

6.26 | URN ObjC

The 4rnCobj object class is:used to define the entries of an URN subtree as determined

urnCpbj OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUBT CONTAIN' { urnC }
LDAP-NAME {"urnCobj"}
ID id-oc-urnCobj }

6.27 ISO Tag Information

The isoTagInfo auxiliary object class may be used to add tag-based attribute types to an entry holding information
associated with a specific ISO tag.

isoTagInfo OBJECT-CLASS ::= {

SUBCLASS OF { top }

KIND auxiliary

MAY CONTAIN { tagOid |
tagAfi |
uii |
uiiInUrn |
contentUrl |

taglLocation }
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LDAP-NAME {"isoTagInfo"}
D id-oc-isoTagInfo }

6.28 ISO Tag Type

The isoTagType auxiliary object class may be used to add tag-based attribute types to an entry holding information
about a specific type of tag (see Annex G of Rec. ITU-T X.520 | ISO/IEC 9594-6).

isoTagType OBJECT-CLASS ::= {
SUBCLASS OF { top }
KIND auxiliary
MAY CONTAIN { tagOid |
tagAfi |
uiiFormat—}
LDAP-NAME {"isoTagType"}
D id-oc-isoTagType }

6.29 EPC Tag Information object class

The gpcTagInfoObj auxiliary object class may be used to add tag-based attribute types to an entry holding information
assoclated with a specific EPC tag.

epcThgInfoObj OBJECT-CLASS ::= {

SUBCLASS OF { top }

KIND auxiliary

MAY CONTAIN { epcHeader |
epcPartition |
epc |
epcInUrn |
contentUrl |
tagLocation }

LDAP-NAME {"epcTagInfoObj"}

iD id-oc-epcTagInfoObj }

6.30 EPC Tag Type Obiject Class

The gpcTagTypeOb3j auxiliary object class may be used to add tag-based attribute types to an entry holding information
about|a specific type of EPC tag.

epcTagTypeObj OBJECT-CLASS ::= ({
SUBCLASS OF { top }
KIND auxiliary
MAY CONTAIN { uiiFormat /}
LDAP-NAME {"epcTagType©Obj"}
D id-oc-epeTagTypeObj }
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SECTION 3 - SELECTED NAME FORMS

7 Definition of selected name forms

7.1 Country name form

The countryNameForm name form specifies how entries of object class country may be named.

countryNameForm NAME-FORM ::= {
NAMES country
WITH ATTRIBUTES {countryName}
ID 'id—nF—ﬁnnnfryNa_meEQm }

7.2 Locality name form

The JocNameForm name form specifies how entries of object class 1ocality may be named.

locNameForm NAME-FORM ::= {
NAMES locality
WITH ATTRIBUTES {localityName}
ID id-nf-locNameForm }

7.3 State Or Province name form

The goPNameForm name form specifies how entries of object class locality may be named.

sOPNapmeForm NAME-FORM ::= {
NAMES locality
WITH ATTRIBUTES {stateOrProvinceName}
ID id-nf-sOPNameForm }

7.4 Organization name form

The drgNameForm name form specifies how entries of-object class organization may be named.

orgNpmeForm NAME-FORM ::= {
NAMES organization
WIH ATTRIBUTES {organizationName}
D id-nf-orgNameForm }

7.5 Organizational Unit'name form

The drgUnitNameForm name._form specifies how entries of object class organizationalUnit may be named.

orgUhitNameForm NAME+FORM ::= {
NAMES organizationalUnit
WITH ATTRIBUTES {organizationalUnitName}
iD id-nf-orgUnitNameForm }

12 Rec. ITU-T X.521 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=9920f4e786db131fdda2338efe5c2ad3

ISO/IEC 9594-7:2020 (E)

7.6 Person name form

The personNameForm name form specifies how entries of object class person may be named.

personNameForm NAME-FORM ::= {
NAMES person
WITH ATTRIBUTES {commonName}
D id-nf-personNameForm }

7.7 Organizational Person name form

The orgPersonNameForm name form specifies how entries of object class organizationalPerson may be named.

orgPgrsonNameForm NAME=FORM .= {
NAMES organizationalPerson
WI'H ATTRIBUTES {commonName}
AND OPTIONALLY {organizationalUnitName}
ID id-nf-orgPersonNameForm }

7.8 Organizational Role name form

The drgRoleNameForm name form specifies how entries of object class organizationalRole may be named.

orgRpleNameForm NAME-FORM ::= {
NAMES organizationalRole
WIH ATTRIBUTES {commonName}
ID id-nf-orgRoleNameForm }

7.9 Group Of Names name form

The goNNameForm name form specifies how entries of object class groupOfNames may be named.

gONNameForm NAME-FORM ::= {
NAMES groupOfNames
WIH ATTRIBUTES {commonName}
D id-nf-gONNameForm }

7.10 Residential Person name form

The gesPersonNameForm name form specifies how entries of object class residentialPerson may be named

resPgrsonNameForm NAME-FORM «.= {
NAMES residentialPerson
WITH ATTRIBUTES {commonName}
AND OPTIONALLY {streetAddress}
ID id-nf-resPersonNameForm }

7.11 Application-Process name form

The dpplProcessNameForm name form specifies how entries of object class applicationProcess may be nafed.

applpProcessNameForm NAME-FORM ::= ({
N. S applicationProcess
WITH-ATTRIBUTES {commonName}
ID id-nf-applProcessNameForm }

7.12 Application Entity name form

The applEntityNameForm name form specifies how entries of object class applicationEntity may be named.

applEntityNameForm NAME-FORM ::= {
NAMES applicationEntity
WITH ATTRIBUTES {commonName}
ID id-nf-applEntityNameForm }

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.521 (10/2019)
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7.13 DSA name form

The dsaNamaeForm name form specifies how entries of object class dsa may be named.

dSANameForm NAME-FORM ::= {
NAMES dsA
WITH ATTRIBUTES {commonName}
ID id-nf-dSANameForm }

7.14 Device name form

The deviceNameForm name form specifies how entries of object class device may be named.

devigeNameForm NAME-FORM . .= {
NAMES device
WI'H ATTRIBUTES {commonName}
ID id-nf-deviceNameForm }

7.15 DMD name form

The dMDNameForm name form specifies how entries of object class dMp may be named.

dMDNameForm NAME-FORM ::= {
NAMES dMD
WI'H ATTRIBUTES {dmdName}
ID id-nf-dMDNameForm }

7.16 OIDC1 name form

The didc1NameForm name form specifies how the entry of object class oidobj1 shall be named.

oidC[INameForm NAME-FORM ::= ({
NAMES oidCobj
WITH ATTRIBUTES {o0idC}
ID id-nf-oidClNameForm }

7.17 OIDC2 name form

The didc2NameForm name form specifies how.entries of object class oidob3j2 shall be named.

oidCPNameForm NAME-FORM ::= ({
NAMES oidCobj
WI'H ATTRIBUTES {o0idC}
ID id-nf-oidC2NameForm }

7.18 OIDC name form

The didcNameForm-iame form specifies how entries of object class oidob3jc shall be named.

oidCNameForm NAME-FORM ::= {
N. S o0idCobj
WIffH ATTRIBUTES {oidC}
ID id-nf-oidCNameForm }

7.19 URNC name form

The urnCNameForm Specifies how entries of object class urnCobj shall be named.

urnCNameForm NAME-FORM ::= {
NAMES urnCobj
WITH ATTRIBUTES {urnC}
ID id-nf-urnCNameForm }
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7.20 OID root name form
The oidRootNf name form is moved to here from Rec. ITU-T X.660 | ISO/IEC 9834-1.

oidRootNf NAME-FORM ::= {
NAMES oidRoot
WITH ATTRIBUTES {0idCl | oidC2 | oidC}
ID id-oidRootNf }

7.21 OID arc name form
The oidArcN£ name form is moved to here from Rec. ITU-T X.660 | ISO/IEC 9834-1.

O0idArcNf NAME-FORM . .= {
NAMES oidArc
WI'H ATTRIBUTES {o0idC}
ID id-oidArcNf }
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Annex A

Selected object classes and name forms in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type and value definitions contained in this Directory Specification in the form of
the ASN.1 module selectedObjectClasses.

SelectedObjectClasses

{joint-iso-itu-t ds(5) module(l) selectedObjectClasses(6) 9}
DEFINITIONS ::=
BEGIN

-- EXPORTS All
/*
The kypes and values defined in this module are exported for use in the other ASN.1
modufles contained within the Directory Specifications, and for the use of(other
appljications which will use them to access Directory services. Other appilications may
use khem for their own purposes, but this will not constrain extensions-and
modifications needed to maintain or improve the Directory service.

*/
IMPORTS

--| from Rec. ITU-T X.501 | ISO/IEC 9594-2
id| id-nf, id-oc
FROM UsefulDefinitions
{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS
alfias, ATTRIBUTE, NAME-FORM, OBJECT-CLASS, top
FROM InformationFramework

{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

--| from Rec. ITU-T X.520 | ISO/IEC 9594-6

buginessCategory, commonName, contentUrl, countryName, description,
deptinationIndicator, dmdName, epc,/ epcInUrn, facsimileTelephoneNumber,
internationalISDNNumber, knowledgeInformation, localityName, member, oidC, o0idC1l,
0ifiC2, organizationalUnitName,(organizationName, owner, physicalDeliveryOfficeName,
poftalAddress, postalCode, postOfficeBox, preferredDeliveryMethod,
presentationAddress, registeredAddress, roleOccupant, searchGuide, seelAlso,
sefialNumber, stateOrProvinceName, streetAddress, supportedApplicationContext,
sufname, tagAfi, taglocation, tagOid, telephoneNumber, telexNumber, title, uii,
uifiFormat, uiiInUrn, finiqueMember, urnC, x121Address
FROM SelectedAttributeTypes

{joint-iso-itu=t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS

-- ffkom Rec. ITU-T X.509 | ISO/IEC 9594-8
aukhorityRevocationList, cACertificate, certificateRevocationLlist,

crpssCertificatePair, deltaRevocationlList, supportedAlgorithms,
usFrCertificate, userPassword

ROM ‘AuthenticationFramework

{S5ocint=-1iso=1tu=-t-ds(5) modu|e(]) authentjGatjonE;amengk‘Z) g} WITH SUCCESSORS
I =7

userPwd
FROM PasswordPolicy
{joint-iso-itu-t ds(5) module(l) passwordPolicy(39) 9} WITH SUCCESSORS ;

-- Attribute sets

TelecommunicationAttributeSet ATTRIBUTE ::=
{facsimileTelephoneNumber |
internationalISDNNumber |
telephoneNumber |
telexNumber |
preferredDeliveryMethod |
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destinationIndicator |
registeredAddress |
x121Address}

PostalAttributeSet ATTRIBUTE ::=
{physicalDeliveryOfficeName |
postalAddress |
postalCode |
postOfficeBox |
streetAddress}

LocaleAttributeSet ATTRIBUTE ::=
{localityName |
stateOrProvinceName |

ISO/IEC 9594-7:2020 (E)

¥

OrgahizationalAttributeSet ATTRIBUTE ::=
{description |
LpcaleAttributeSet |
PpstalAttributeSet |
TelecommunicationAttributeSet |
blisinessCategory |

s

s

u

-- OPbject classes

counkry OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUBT CONTAIN {countryName}
MAY CONTAIN {description |

searchGuide}
LDAP-NAME {"country"} -- RFC 4519
ID id-oc-country }
locajlity OBJECT-CLASS ::= {

SUBCLASS OF {top}
MAY CONTAIN {description |

searchGuide |
LocaleAttributeSet |
seeAlso}
LDAP-NAME {"locality"} -- REC 4519
D id-oc-locality}
orgahization OBJECT-CLASS~: .= {

SUBCLASS OF {top}
MUBT CONTAIN {organizationName}
MAY CONTAIN {OrganizationalAttributeSet}

LDAP-NAME {'ofganization"} -- RFC 4519
ID id-oc-organization }
orgahizationalUnit OBJECT-CLASS ::= ({

SUBCLASS_OF {top}
MUBT CONTAIN {organizationalUnitName}
MAY CONTAIN {OrganizationalAttributeSet}

LDAP=NAME {"organizationalUnit"} -- RFC 4519
ID id-oc-organizationalUnit }
person OBJECT-CLASS ::= {

SUBCLASS OF {top}
MUST CONTAIN {commonName |

surname}

MAY CONTAIN {description |
telephoneNumber |
userPassword |
seeAlso}

LDAP-NAME {"person"} -- RFC 4519

ID id-oc-person }

organizationalPerson OBJECT-CLASS ::= ({

© ISO/IEC 2020 - All rights reserved
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SUBCLASS OF {person}
MAY CONTAIN {LocaleAttributeSet |

PostalAttributeSet |
TelecommunicationAttributeSet |
organizationalUnitName |

title}
LDAP-NAME {"organizationalPerson"} -- RFC 4519
D id-oc-organizationalPerson }
organizationalRole OBJECT-CLASS ::= ({

SUBCLASS OF {top}
MUST CONTAIN {commonName}
MAY CONTAIN {description |

LDj

ID

grou,
SUBCLASS OF  {top}

MU

LocaleAttributeSet |

organizationaivUnitName |
PostalAttributeSet |
preferredDeliveryMethod |
roleOccupant |

seeAlso |
TelecommunicationAttributeSet}
P-NAME {"organizationalRole"} -- RFC 4519
id-oc-organizationalRole }

bOfNames OBJECT-CLASS ::= {

ST CONTAIN {commonName | member}

MAFY CONTAIN {description |

LD}

ID

grou

SU
MU

MA|

LD]
ID

resi

SU
MU
MA|

organizationName |
organizationalUnitName |
owner |

seeAlso |

businessCategory}

AP-NAME {"groupOfNames"} -- RFC 4519
id-oc-groupOfNames }

pOfUniqueNames OBJECT-CLASS ::= ({
BCLASS OF {top}

ET CONTAIN {commonName |
uniqueMember}

Y CONTAIN {description |
organizationName |
organizationalUnitName
owner |

seeAlso |
businessCategory}

AP-NAME {"groupOfUniqueNames"} -- RFC 4519
id-oc-groupOfUniqueNames }

HentialPerson OBJECT-CLASS ::= {

BCLASS OF {person}

ST CONTAIN _{localityName}

Y CONTAIN {LocaleAttributeSet |
PostalAttributeSet |
preferredDeliveryMethod |
TelecommunicationAttributeSet |

businessCategory}
LDAP=NAME {"residentialPerson"} -- RFC 4519
ID id-oc-residentialPerson }
applicationProcess OBJECT-CLASS ::= ({

SUBCLASS OF {top}
MUST CONTAIN {commonName}
MAY CONTAIN {description |

localityName |
organizationalUnitName |
seeAlso}
LDAP-NAME {"applicationProcess"} -- RFC 4519
ID id-oc-applicationProcess }
applicationEntity OBJECT-CLASS ::= {

18
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MUST CONTAIN {commonName |
presentationAddress}

MAY CONTAIN {description |
localityName |
organizationName |
organizationalUnitName |
seeAlso |
supportedApplicationContext}

LDAP-NAME {"applicationEntity"}

D id-oc-applicationEntity }

dSA OBJECT-CLASS ::= ({
SUBCLASS OF {applicationEntity}
MAY CONTAIN {knowledgeInformation}

LDEP=NAME {asSE" Y
D id-oc-dsa }
devife OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUBT CONTAIN {commonName}
MAY CONTAIN {description |
localityName |
organizationName |
organizationalUnitName |
owner |
seeAlso |
serialNumber}
LDAP-NAME {"device"} -- RFC 4519
iD id-oc-device }
strohgAuthenticationUser OBJECT-CLASS ::= ({
SUBCLASS OF {top}
KIND auxiliary
MUBT CONTAIN {userCertificate}
LDAP-NAME {"strongAuthenticationUser"} -<"RFC 4523
LDAP-DESC {"X.521 strong authentication, user"}
iD id-oc-strongAuthenticationUser }
userfecurityInformation OBJECT-CLASS ::= ({
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {supportedAlgorithms}
LDAP-NAME {"userSecurityInformation"} -- RFC 4523
LDAP-DESC {"X.521 user security information"}
iD id-oc-userSecurityInformation }
userpwdClass OBJECT-CLASS/ ::= {
KIND auxiliary
MAY CONTAIN { usexrPwd }
D id~cc-userPwdClass }
certificationAuthority OBJECT-CLASS ::= ({
SUBCLASS OF {top}
KIND auxiliary
MUBT CONTAIN {cACertificate |
certificateRevocationList |
authorityRevocationList}

MAY CONTAIN {crossCertificatePair}

LDAP-NAME {"certificationAuthority"} -- RFC 4523
LDAP-DESC {"X.509 certificate authority"}
D id-oc-certificationAuthority }
certificationAuthority-V2 OBJECT-CLASS ::= {
SUBCLASS OF {certificationAuthority}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
LDAP-NAME {"certificationAuthority-v2"}
LDAP-DESC {"X.509 certificate authority, version 2"} -- RFC 4523
iD id-oc-certificationAuthority-v2 }
dMD OBJECT-CLASS ::= {
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SUBCLASS OF {top}

MUST CONTAIN {dmdName}

MAY CONTAIN {OrganizationalAttributeSet}
LDAP-NAME {"dmd"}

ID id-oc-dmd }

0idClobj OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUST CONTAIN {oidC}

LDAP-NAME {"o0idClobj"}
ID id-oc-o0idClobj }
0idC2o0bj OBJECT-CLASS ::= {

SUBCLASS OF {top}

MUST CONTAIN —{oidC}

LDAP-NAME {"o0idC20bj"}
ID id-oc-o0idC20bj }
0idCpbj OBJECT-CLASS ::= {

SUBCLASS OF {top}
MUBT CONTAIN {o0idC}

LDAP-NAME {"oidCobj"}
iD id-oc-oidCobj }
oidRpot OBJECT-CLASS ::= {

SUBCLASS OF {alias}
MUBT CONTAIN { 0idCl | o0idC2 | oidC}

LDAP-NAME {"oidRoot"}
ID id-oidRoot }
oidAfc OBJECT-CLASS ::= {

SUBCLASS OF {alias}
MUBT CONTAIN {oidC}

LDAP-NAME {"oidArc"}
ID id-oidArc }
urnCpbj OBJECT-CLASS ::= {

SUBCLASS OF {top}
MUBT CONTAIN { urnC }

LDAP-NAME {"urnCobj"}
ID id-oc-urnCobj }
isoThgInfo OBJECT-CLASS ::= {
SUBCLASS OF { top }
KIND auxiliary
MAY CONTAIN { tagOid |
tagAfi_ |
uii |
uiilnUrn |
coritentUrl |
tagLocation }
LDAP-NAME {"isoTagInfo"}
D id-oc-isoTagInfo }
isoTagType.~ OBJECT-CLASS ::= {
SUBCLASS OF { top }
KIND auxiliary
MAY CONTAIN { tagOid |
tagAfi |
uiiFormat }
LDAP-NAME {"isoTagType"}
ID id-oc-isoTagType }
epcTagInfoObj OBJECT-CLASS ::= {
SUBCLASS OF { top }
KIND auxiliary
MAY CONTAIN { epc |
epcInUrn |
contentUrl |
taglLocation }
LDAP-NAME {"epcTagInfoObj"}
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ID id-oc-epcTagInfoObj }
epcTagTypeObj OBJECT-CLASS ::= {

SUBCLASS OF { top }

KIND auxiliary

MAY CONTAIN { uiiFormat }

LDAP-NAME {"epcTagTypeObj"}

D id-oc-epcTagTypeObj }

-- Name forms

countryNameForm NAME-FORM ::= {
NAMES country
WITH ATTRIBUTES {countryName}

ISO/IEC 9594-7:2020 (E)

ID Td=mf=countryNameForm

eForm NAME-FORM ::= {

S locality

H ATTRIBUTES {localityName}
id-nf-locNameForm }

eForm NAME-FORM ::= {

S locality

H ATTRIBUTES {stateOrProvinceName}
id-nf-sOPNameForm }

eForm NAME-FORM ::= {

S organization

H ATTRIBUTES {organizationName}
id-nf-orgNameForm }

itNameForm NAME-FORM ::= {

S organizationalUnit

H ATTRIBUTES {organizationalUnitName}
id-nf-orgUnitNameForm }

nNameForm NAME-FORM ::= {

S person

H ATTRIBUTES {commonName}
id-nf-personNameForm."}

rsonNameForm NAME-FORM ::= {

S organizationalPerson

H ATTRIBUTES {commonName}

OPTIONALLY {organizationalUnitName}
id-nf-orgPersonNameForm }

orgRpleNameForm NAME-FORM ::= {
N. S organizationalRole
WI'H ATTRIBUTES_ ‘{commonName}
D id-nf-orgRoleNameForm }

eForm NAME-FORM ::= ({
S groupOfNames

WITH ATTRIBUTES {commonName}

ID id-nf-gONNameForm }
resPersonNameForm NAME-FORM ::= {

NAMES residentialPerson

WITH ATTRIBUTES {commonName }
AND OPTIONALLY {streetAddress}

ID id-nf-resPersonNameForm }
applProcessNameForm NAME-FORM ::= {

NAMES applicationProcess

WITH ATTRIBUTES {commonName}

D id-nf-applProcessNameForm }
applEntityNameForm NAME-FORM ::= {

NAMES applicationEntity

WITH ATTRIBUTES {commonName}
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ID id-nf-applEntityNameForm }
dSANameForm NAME-FORM ::= {

NAMES dsa

WITH ATTRIBUTES {commonName}

ID id-nf-dSANameForm }
deviceNameForm NAME-FORM ::= {

NAMES device

WITH ATTRIBUTES {commonName}

ID id-nf-deviceNameForm }
dMDNameForm NAME-FORM ::= {

NAMES dMD

WIFH ATTRIBUTES {dmdName}

ID id-nf-dMDNameForm }
oidC[INameForm NAME-FORM ::= {

NAMES oidCobj

WI'H ATTRIBUTES {o0idC}

ID id-nf-oidClNameForm }
oidCPNameForm NAME-FORM ::= ({

NAMES oidCobj

WIH ATTRIBUTES {oidC}

ID id-nf-oidC2NameForm }
oidCNameForm NAME-FORM ::= {

NAMES oidCobj

WIH ATTRIBUTES {o0idC}

ID id-nf-oidCNameForm }
urnCNameForm NAME-FORM ::= {

N. S urnCobj
WIH ATTRIBUTES {urnC}
ID id-nf-urnCNameForm }

oidRpotNf NAME-FORM ::= {
S oidRoot
H ATTRIBUTES {oidCl | oidC2 |

id-oidRootNf }

oidc}

0idAfkcNf NAME-FORM ::= {
S oidArc
H ATTRIBUTES {oidC}

id-oidArcNf }

bject identifier assignments
bject identifiers’/assigned in other modules are

bject classes

shown in comments

-- d-oc-top OBJECT IDENTIFIER ::= {id-oc 0} Defined in X.501 | Parft 2
-- d-oc-alias OBJECT IDENTIFIER ::= {id-oc 1} Defined in X.501 | Pamyt 2
id-of-country OBJECT IDENTIFIER = {id-oc 2}

id-of-Yocality OBJECT IDENTIFIER = {id-oc 3}

id-of~6rganization OBJECT IDENTIFIER = {id-oc 4}

id-oc-organizationalUnit OBJECT IDENTIFIER = {id-oc 5}

id-oc-person OBJECT IDENTIFIER = {id-oc 6}
id-oc-organizationalPerson OBJECT IDENTIFIER = {id-oc 7}

id-oc-organizationalRole OBJECT IDENTIFIER = {id-oc 8}

id-oc-groupOfNames OBJECT IDENTIFIER = {id-oc 9}

id-oc-residentialPerson OBJECT IDENTIFIER = {id-oc 10}

id-oc-applicationProcess OBJECT IDENTIFIER = {id-oc 11}

id-oc-applicationEntity OBJECT IDENTIFIER = {id-oc 12}

id-oc-dsa OBJECT IDENTIFIER = {id-oc 13}

id-oc-device OBJECT IDENTIFIER = {id-oc 14}
id-oc-strongAuthenticationUser OBJECT IDENTIFIER ::= {id-oc 15} -- Deprecated, see 6.15
id-oc-certificationAuthority OBJECT IDENTIFIER ::= {id-oc 16} -- Deprecated, see 6.17
id-oc-certificationAuthority-v2

OBJECT IDENTIFIER ::= {id-oc 16 2} -- Deprecated, see 6.18
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id-oc-groupOfUniqueNames OBJECT IDENTIFIER ::= {id-oc 17}
id-oc-userSecurityInformation OBJECT IDENTIFIER ::= {id-oc 18}

-- id-oc-cRLDistributionPoint OBJECT IDENTIFIER ::= {id-oc 19} Defined in X.509 | Part 8
id-oc-dmd OBJECT IDENTIFIER ::= {id-oc 20}

-- id-oc-pkiUser OBJECT IDENTIFIER ::= {id-oc 21} Defined in X.509 | Part 8
-- id-oc-pkiCA OBJECT IDENTIFIER ::= {id-oc 22} Defined in X.509 | Part 8
-- id-oc-deltaCRL OBJECT IDENTIFIER ::= {id-oc 23} Defined in X.509 | Part 8
-- id-oc-pmiUser OBJECT IDENTIFIER ::= {id-oc 24} Defined in X.509 | Part 8
-- id-oc-pmiAA OBJECT IDENTIFIER ::= {id-oc 25} Defined in X.509 | Part 8
-- id-oc-pmiSOA OBJECT IDENTIFIER ::= {id-oc 26} Defined in X.509 | Part 8
-- id-oc-attCertCRLDistributionPts

-- OBJECT IDENTIFIER ::= {id-oc 27} Defined in X.509 8
-- id-oc-parent OBJECT IDENTIFIER ::= {id-oc 28} Defined in X.501 2
-- id-oc-child OBJECT IDENTIFIER ::= {id-oc 29} Defined in X.501 2
-- if~oc=cpCps OBJECT IDENTIFIER = {id-oc 30} Defi i . 8
-- ifl-oc-pkiCertPath OBJECT IDENTIFIER ::= {id-oc 31} Defined in X.509 8
-- ifi-oc-privilegePolicy OBJECT IDENTIFIER ::= {id-oc 32} Defined in X.509 8
-- ifd-oc-pmiDelegationPath OBJECT IDENTIFIER ::= {id-oc 33} Defined in X.509 8
-- ifl-oc-protectedPrivilegePolicy

-- OBJECT IDENTIFIER ::= {id-oc 34} Defined in X.509 8
id-of-0idClobj OBJECT IDENTIFIER ::= {id-oc 35}

id-of-0idC20bj OBJECT IDENTIFIER ::= {id-oc 36}

id-of-o0idCobj OBJECT IDENTIFIER ::= {id-oc 37}

id-of-isoTagInfo OBJECT IDENTIFIER ::= {id-oc 38}

id-of-isoTagType OBJECT IDENTIFIER ::= {id-oc 39}

-- if-oc-integrityInfo OBJECT IDENTIFIER ::= {id-oc 40} 'Defined in X.501 | Pafrt 2
id-of-userPwdClass OBJECT IDENTIFIER ::= {id-oc 41}

id-of-urnCobj OBJECT IDENTIFIER ::= {id-oc 42}

id-of-epcTagInfoObj OBJECT IDENTIFIER ::= {id-oc“43}

id-of-epcTagTypeObj OBJECT IDENTIFIER ::= {id=oc 44}

id-ofidRoot OBJECT IDENTIFIER ::=\{id 3}

id-ojfidArc OBJECT IDENTIFIER ::=\'{id 5}

-- ame forms

id-nf-countryNameForm OBJECT IDENTIFIER ::= {id-nf 0}

id-nf-locNameForm OBJECT IDENTIFIER ::= {id-nf 1}

id-nf-sOPNameForm OBJECT IDENTIFIER ::= {id-nf 2}

id-nf-orgNameForm OBJECT IDENTIFIER ::= {id-nf 3}

id-nf-orgUnitNameForm OBJECT."IDENTIFIER ::= {id-nf 4}

id-nf-personNameForm OBJECT IDENTIFIER ::= {id-nf 5}

id-nf-orgPersonNameForm OBJECT IDENTIFIER ::= {id-nf 6}

id-nf-orgRoleNameForm OBJECT IDENTIFIER ::= {id-nf 7}

id-nf-gONNameForm OBJECT IDENTIFIER ::= {id-nf 8}

id-nf-resPersonNameForm OBJECT IDENTIFIER ::= {id-nf 9}

id-nf-applProcessNameForm OBJECT IDENTIFIER ::= {id-nf 10}

id-nf-applEntityNameFoxrm OBJECT IDENTIFIER ::= {id-nf 11}

id-nf-dSANameForm OBJECT IDENTIFIER ::= {id-nf 12}

id-nf-deviceNameForm OBJECT IDENTIFIER ::= {id-nf 13}

-- ifg-nf-cRLDistPtNameForm OBJECT IDENTIFIER ::= {id-nf 14}

id-nf-dMDNameEorm OBJECT IDENTIFIER ::= {id-nf 15}

-- ifd-nf-subentryNameForm OBJECT IDENTIFIER ::= {id-nf 16}

id-nf-oidClNameForm OBJECT IDENTIFIER ::= {id-nf 17}

id-nf-oid€2NameForm OBJECT IDENTIFIER ::= {id-nf 18}

id-nf-oidCNameForm OBJECT IDENTIFIER ::= {id-nf 19}

id-nf-trnCNameForm OBJECT IDENTIFIER ::= {id-nf 20}

id-oidRootNf OBJECT IDENTIFIER ::= {id 4}

id-oidArcNf OBJECT IDENTIFIER ::= {id 6}

END -- SelectedObjectClasses
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Annex B

Suggested name forms and Directory information tree (DIT) structures

(This annex does not form an integral part of this Recommendation | International Standard.)

This annex suggests a Directory information tree (DIT) structure shown in Figure B.1 and related DIT structure rules
using the name forms defined in clause 3. The rules cover an unconstrained DIT structure. This example is for illustrative
purposes only, and is not intended to limit the types of names that can be validly constructed in the Directory.

The mteger |dent|f|ers aSS|gned in this annex and used in Flgure B 1 are arbltrary and have no gIobaI (or standardlzed)
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Figure B.1 — Example DIT structure
B.1 Country

Attribute type countryName is used for naming.

The root is the immediate superior to entries of object class country.

srl STRUCTURE-RULE ::= ({
NAME FORM countryNameForm
D 1}

24 Rec. ITU-T X.521 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=9920f4e786db131fdda2338efe5c2ad3

	Blank Page
	Blank Page



