INTERNATIONAL ISO/IEC

STANDARD

9594-6

Sixth edition
2008-12-15

Information technology — Open Systems

Interconnection — The Directory:

Selected attribute types

Technologies de l'information —:Interconnexion de systémes guverts

(OSI) — L'annuaire: Types d'attributs sélectionnés

Reference number

ISO/IEC 9594-6:2008(E)

© ISO/IEC 2008


https://standardsiso.com/api/?name=41e2ac0ffca26d6642767ecbdd2af9fa

ISO/IEC 9594-6:2008(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2008

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office
Case postale 56 ¢ CH-1211 Geneva 20
Tel. +412274901 11
Fax + 4122749 09 47
E-mail copyright@iso.org
Web www.iso.org
Published by ISO in 2009

Published in Switzerland

ii © ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=41e2ac0ffca26d6642767ecbdd2af9fa

ISO/IEC 9594-6:2008(E)

CONTENTS
01 Y0 (o P
T gLl [HTex e o PP
SECTION L — GENERAL «.cttuiiiiiiie ettt ettt et e st e e e s s s e e e e e e e e e e e e e e e e e e e e e e e e eeaan s
1 00 =
2 NOIMELIVE FEFEIBICES .. eeteeet i et e et et e e e ea e ee e eea e e e s e ea s eeaa e eaaseeeanseeanseeeaaennsennnsannnsannnsenen
2.1  Identica Recommendations | International Standards............ovvveerniiieeerinneeeiie e eeee e eeees
2.2 Other references
2.3 ISO/EC StaNUAIUS....cccvueieeirneeeeieiie e e eras s e ere s e ers s s e e e s s s ernn s e s ernneserrnnneeesennnsseee s bfS
3 D= 11 T Lo PP URPPT. ) N
4 F N o] o (=Y = 1 o] PR -SSR
5 (@0 0177 01 (0] =P ¥ SUPRTR .
SECTION 2 —SELECTED ATTRIBUTE TYPES......uiiiitiiiiieiiiinneeiiiinseesinseesnn s ee s e o s s e eannsseennan
6 Definition of selected attribute types ........vveevieeiiiiiieeeeeeeeee et S e
6.1  System attribUtE tYPES ..ceuuiiiirrieeieeriie e eern e ere e e O e e e e e
6.2  Labelling attribDUtE tYPES ... eeeeee ey S e s
6.3  GeographiCal AttriDULE TYPES. ... i i ST e e e e e e e e e s e e e e e s
6.4  Organizational attribUte tYPES ...uvvveree e e
6.5  EXplanatory attribDUte tYPES. ...cvvuiieeriie e i e e e e e e e e r e e r s
6.6 Postal Addressing attribUte tYPES. ...cvuuieeuriiriiiierie e e et s et
6.7 Telecommunications Addressing attribUte tYPES. ... e eeuuierunrerrirserieserisseresssnsernaeseseeesanae
6.8  Preferences attribUtE TYPES . uvuiir et N ettt
6.9  OSI Application attribULE tYPES ... vere e 3 e it r et e e e e
6.10 Relational attribDULE LY PES .. ivvuieriiereie it e e s e e s e s e e s e e e s e e s e e e e e e e ernae
6.11 Domain attribULE tYPES ....unieeeeneeeeeeb e
6.12 Attributes applications using tag-based identification ..o
6.13  NOLIfiCation @rTDULES .....uiee e 5 e e e s e e e s e e e e e e e e s s era s e e s ernsannnnennnnans
SECTION 3—MATCHING RULES ...t ciiuiiiiiiii ettt ees e aa s s e e s s e e s e e aa s s e eaaa e e eeenan
7 S g1 o o= 7= = 1o o WP
8 R I =0T oo o L= T TP
A |V - ' T PP
A T N[ 07 T PSP
A = (oo oL PP PPR
A T O 1 1< o1 1 [PPSR
7.6 Insignificant CharaCter REMOVE .......iiuuiiiiiiiiiiii it e e e e e e a e ena e
8 Definitionof MALChING FUIES ... iivi e s e s e e e e e e e nna s
8.1 8 _StriNG MEECHING FUIES .. etuiiet et s et s e s s e e s e e e s e s ea e e sraa s e e s ernsaeaneannnnan
8:2.  Syntax-based MatChiNg MUIES .......ciivuiiiie e e eeaan e
8.3 TImMEeMEChING FUIES ... e eeee et et e e e e e e e e e e e e e e e e e e e e ren e e e eeen s e eerennaeanes
84 Eirst component matchi ngrL les
8.5  WOrd MaChiNG MUIES. ... ieeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e s s e e enn e e eennnns
8.6  Approximate MatChing RUIES.........u i e e e e e
8.7  Special MatChiNg RUIES.......eeiieei e e e e e e e e
oS T o= IV (o PP

SECTION 4 —CONTEXTS

9 Definition of Context Types
(=00 (0= 0 L= @0 = AP PP
TEMPOTEl CONLEXE +evuuiieeirnsieeerniseeeees e e eerasseeren s s e e rrn s s eeernseaeernssasrrnnsaeenenseasnennssennennssens
[0 To X @0 g1 = APPSR
LDAP Attribute Option CONEXE....uiiruierusiernieeseeerssernsesessrssssesssrsarsssnsessssernnsersneernnreees

9.1
9.2
9.3
9.4

© ISO/IEC 2008 — All rights reserved

Vi

©CO~NAAE DN WWWMNNRR P P

el el e e
o ~N~NO 00O N O

N
w

NNDNDNDNDNDN
AR WWWWW

W WNDNDN
g s SN NN

8 RRERY

38
38
38
41
41


https://standardsiso.com/api/?name=41e2ac0ffca26d6642767ecbdd2af9fa

ISO/IEC 9594-6:2008(E)

Page
Annex A — Selected attribute typeSin ASN. L. ....cceeu i e e e e e e e e e e e e e ennas 43
ANNEX B — SUMMary Of @ttribDULE tYPES. .. .oeeeeeiieeee et e e e e e e e e e e e e e e e e e e e eenn e e eennas 61
ANNEX C — UPPEE DOUNGS. ... eee ettt et e e e e et e e e s e ee s e e e e e s e ee s e ean s e senseen s aennseranaennnsnens 62
Annex D — Alphabetical index of attributes, matching rules and CONEXTS.......cuuvviiriiiiriiiiiin e eean 63
Annex E — Examples for zonal match matChing FUIES.......oiivuiiieii i ee 65
Annex F—ASN.1 module from ITU-T ReC. X.660 | ISO/IEC 9834-1........coieiemniieieieeeeeee e ren e een e eenanns 67
Annex G — Tag-based applications as they relate to these Directory SpecifiCations .........ccvuueviieeniiiieenninaeennnn. 68
Gl Theconcept of atag-based appliCatioN .........ooeeeiiieiiii e 68
(T S D == 011 o PP 68
G DIT structure for entries representing object identifier COmMpPONENtS.........ocvuivieniiiiiiiiiiiiieeeat e 70
Annex H-Amendments and COrTigeNTaL .. ... iiuu i e s e aa e e e e e enashe e Tennns 12

iv © ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=41e2ac0ffca26d6642767ecbdd2af9fa

ISO/IEC 9594-6:2008(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

b o by the " . X ; e aetivity and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, devernmental
d non-governmental, in liaison with ISO and IEC, also take part in the work. In the field~of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

» v ) T U U U \w A e UTC w U A r \J

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Parf 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Aftention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

ISO/IEC 9594-6:2008 was prepared by Joint Technical Commiittee ISO/IEC JTC 1, Information telchnology,
Subcommittee SC 6, Telecommunications and information.exchange between systems, in collaborption with
ITIU-T. The identical text is published as ITU-T Rec. X.520,{11/2008).

This sixth edition cancels and replaces the fifth edition (ISO/IEC 9594-6:2005), which has been technically
revised.

ISO/IEC 9594 consists of the following parts,.under the general title Information technology — Open Systems
Interconnection — The Directory:

— Part 1: Overview of concepts, niodels and services
— Part 2: Models

—t Part 3: Abstract service-definition

— Part 4: Procedures for distributed operation

—t Part 5: Protocol specifications

— Part6xSelected attribute types

—t CRart 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks
— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory

© ISO/IEC 2008 — All rights reserved \"
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals,
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technica agreement ol itside of the interconnection standards themselves the interconnection of information r\rnpmei

systems:

~

- from different manufacturers;

- under different managements,

- of different levels of complexity; and
- of different ages.

[

This Recdmmendation | International Standard defines a number of attribute types which may/befound useful across
range of applications of the Directory, as well as a number of standard attribute syntaxes and matching rules. On
particular use for many of the attributes defined herein isin the formation of names, particularly for the classes of obje
defined in[I TU-T Rec. X.521 | ISO/IEC 9594-7.

This Recommendation | International Standard provides the foundation frameworks upon which industry profiles can b
defined by other standards groups and industry forums. Many of the features-defined as optional in these framework
may be mpndated for use in certain environments through profiles. This sixth edition technically revises and enhance;
but does ot replace, the fifth edition of this Recommendation | International Standard. |mplementations may still clai
conformace to the fifth edition. However, at some point, the fifth edition will not be supported (i.e., reported defect
will no lopger be resolved). It is recommended that implementati ons.¢onform to this sixth edition as soon as possible.

= O

n =Y n O©

This sixth|edition specifies versions 1 and 2 of the Directory protacols.

The first and second editions specified only version 1. Magt of the services and protocols specified in this edition are
designed fo function under version 1. However some, enhanced services and protocols, e.g., signed errors, will ngt
function ynless al Directory entities involved in the gpération have negotiated version 2. Whichever version has begn
negotiated, differences between the services and:between the protocols defined in the six editions, except for thoge
specificallly assigned to version 2, are accommodated using the rules of extensibility defined in ITU-T Rec. X.519(|
ISO/IEC 9594-5.

Annex A,|which is an integral part of thisS Recommendation | International Standard, provides the ASN.1 notation fq
the complete module which defines the attributes, attribute syntaxes, and matching rules.

=

Annex B,|which is not an integfal-part of this Recommendation | International Standard, provides a table of attribute
types, for pasy reference.

Annex C,|which is not arvintegral part of this Recommendation | International Standard, provides an example of uppér
bounds vgd ue constraints:

Annex D) whichsishot an integral part of this Recommendation | International Standard, lists alphabetically th
attributes pndmatching rules defined in this Directory Specification.

[17]

Annex E, which is not an integral part of this Recommendation | International Standard, gives examples relevant to the
definition of zonal matching.

Annex F, which is not an integral part of this Recommendation | International Standard, provides a copy of an ASN.1
module specified in ITU-T Rec. X.660 | ISO/IEC 9834-1.

Annex G, which is not an integral part of this Recommendation | International Standard, provides a short tutorial on
I D-based applications.

Annex H, which is not an integral part of this Recommendation | International Standard, lists the amendments and
defect reports that have been incorporated to form this edition of this Recommendation | International Standard.

Vi © ISO/IEC 2008 — All rights reserved
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nfor mation technology — Open Systems I nter connection —
The Directory: Selected attribute types

SECTION 1 -GENERAL

1 Scope

This Recommendation | International Standard defines a number of attribute types and matching rules whichi-n
found|useful across arange of applications of the Directory.

Attribpite types and matching rules fall into three categories, as described below.

Some|attribute types and matching rules are used by a wide variety of applications or are understoed and/or used
Directiory itself.

hay be

by the

NQTE — It is recommended that an attribute type or matching rule defined in this Recommendation | International Stanglard be

used, in preference to the generation of a new one, whenever it is appropriate for the application,

Some|attribute types and matching rules are internationally standardized, but are application-specific. These are d
in thestandards associated with the application concerned.

Any administrative authority can define its own attribute types and matching’rules for any purpose. These §
interngtionally standardized, and are available to others beyond the adminjstrative authority which created them o
bilaterfal agreement.

2 Normative refer ences

The f@llowing Recommendations and International Standards contain provisions which, through reference in thi
constifute provisions of this Recommendation | International Standard. At the time of publication, the editionsin
were palid. All Recommendations and Standards are subject to revision, and parties to agreements based ¢
Recommendation | International Standard are encouraged to investigate the possibility of applying the most
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of cu
valid |nternationa Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of cu
valid [TU-T Recommendations.

21 Identical Recommendations | I nter national Standards

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open S
I nter connection/'— Basic Reference Model: The Basic Model.

— ITU-T Reecommendation X.500 (2008) | ISO/IEC 9594-1:2008, Information technology — Open S
I nter connection — The Directory: Overview of concepts, models and services.

— |TU-T Recommendation X.501 (2008) | ISO/IEC 9594-2:2008, Information technology — Open S
Fnterconnection — The Directory: Models.

=, ITU-T Recommendation X.509 (2008) | ISO/IEC 9594-8:2008, Information technology — Open S

efined

re not
nly by

S text,
icated
n this
recent
rrently
rrently

/stems
stems
/stems

stems

I nter connection — The Directory: Public-key and attribute certificate frameworks.

— ITU-T Recommendation X.511 (2008) | ISO/IEC 9594-3:2008, Information technology — Open Systems

Interconnection — The Directory: Abstract service definition.

— ITU-T Recommendation X.518 (2008) | ISO/IEC 9594-4:2008, Information technology — Open Systems

Interconnection — The Directory: Procedures for distributed operation.

— ITU-T Recommendation X.519 (2008) | ISO/IEC 9594-5:2008, Information technology — Open Systems

Interconnection — The Directory: Protocol specifications.

— ITU-T Recommendation X.521 (2008) | ISO/IEC 9594-7:2008, Information technology — Open Systems

Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (2008) | ISO/IEC 9594-9:2008, Information technology — Open Systems

Interconnection — The Directory: Replication.

ITU-T Rec. X.520 (11/2008)

1
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ITU-T Recommendation X.530 (2008) | ISO/IEC 9594-10:2008, |nformation technology — Open Systems
Interconnection — The Directory: Use of systems management for administration of the Directory.

ITU-T Recommendation X.660 (2008) | ISO/IEC 9834-1:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities: General procedures and
top arcs of the ASN.1 Object Identifier tree.

ITU-T Recommendation X.667 (2008) | ISO/IEC 9834-8:2008, |nformation technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities. Generation and
registration of Universally Unique ldentifiers (UUIDs) and their use as ASN.1 object identifier
components.

ITU-T Recommendation X.668 (2008) | ISO/IEC 9834-9:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities. Registration of object
identifier arcsfor applications and services using tag-based identification

2.2 Other references

ITU-T Recommendation X.680 (2008) | | SO/IEC 8824-1:2008, Information technology — Abstrach Byntax
Notation One (ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology <-Abstract Byntax
Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (2008) | | SO/IEC 8824-3:2008, Information technolegy — Abstract Byntax
Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (2008) | | SO/IEC 8824-4:2008, Information technology — Abstract Byntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation E.123 (2001), Notation for national @nd international telephone numbers, e-mail
addresses and Web addresses.

ITU-T Recommendation E.164 (2005), The internationak public telecommunication numbering plan.
ITU-T Recommendation F.1 (1998), Operational provisions for the international public telegram sarvice.
CCITT Recommendation F.31 (1988), Telegrami'tetransmission system.

CCITT Recommendation F.401 (1992), Message handling services: Naming and addressing for |public
message handling services.

ITU-T Recommendation T.30 (2005),’Procedures for document facsimile transmission in the general
switched telephone network.

ITU-T Recommendation T.62°(1993), Control procedures for teletex and Group 4 facsimile services.
ITU-T RecommendationX:121 (2000), International numbering plan for public data networks.

ITU-T Recommendation+Y .2213 (2008), NGN service requirements and capabilities for network gspects
of applications and services using tag-based identification.

SO 3166-1:2006, Codes for the representation of names of countries and their subdivisions — Rart 1.
Country codes.

SO 3166°3:2006, Codes for the representation of names of countries and their subdivisions — Rart 3:
Codefor-formerly used names of countries.

1SO)639-2:1998, Codes for the representation of names of languages — Part 2: Alpha-3 code.

}SO/IEC 9945-3:2003, Information technology — Portable Operating System Interface (POSX) + Part
3: Shell and Utilities.

LETE RO 2977 (OO L ol aar ol LN T L

abi D . PN Peat real O pfioat o
=TT I\ O OIT T (Z00Z ) ChignivvCIrgnr DT CCtOr y 7ACttSST TOUTOCU (VO T CCHCa Pl atiront

IETF RFC 3454 (2002), Preparation of Internationalized Strings (stringprep).

The Unicode Consortium. The Unicode Sandard, Version 4.0, defined by: The Unicode Sandard,
Version 4.0 (Reading, MA, Addison-Wesley, 2003. ISBN 0-321-18578-1).

Unicode Standard Annex #15: Unicode Normalization Forms, by Mark Davis and Martin Dirst. An
integral part of The Unicode Sandard, Version 4.0.

2.3 | SO/IEC Standards

I SO/IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS).

ITU-T Rec. X.520 (11/2008)
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3 Definitions
For the purposes of this Recommendation | International Standard, the following definitions apply:
The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

a) attribute type;

b) object class;

¢) matchingrule;

d) context.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
LDAR Lightweight Directory Access Protocol

RFID| Radio Freguency Identification

ull Unique Item Identifier

URL Uniform Resource Locator

URN Uniform Resource Name

UUID| Universaly Unique Identifier

5 Conventions

The t¢rm "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. 4.520 |
| SO/IEC 9594-6. The term "Directory Specifications' shall be takento mean the X.500-series Recommendations gnd all
parts ¢f 1SO/IEC 9594.

This Pirectory Specification uses the term first edition systéms to refer to systems conforming to the first edition|of the
Directiory Specifications, i.e, the 1988 edition of:the series of CCITT X.500 Recommendations and the
| SO/NEC 9594:1990 edition.

This Directory Specification uses the term second!edition systems to refer to systems conforming to the second edition of
the DOirectory Specifications, i.e, the 1993.-edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9594:1995 edition.

This Directory Specification uses the.term third edition systems to refer to systems conforming to the third edition|of the
Directiory Specifications, i.e., the-1997 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC
9594:1998 edition.

This irectory Specification-uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Difrectory Specifications, i.e., the 2001 editions of ITU-T Recs X.500, X.501, X.511, X.518, X.519, X.520, K.521,
X.525 and X.530, the,2000 edition of ITU-T Rec. X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition|of the
Directiory Specifications, i.e., the 2005 edition of the series of ITU-T X.500 Recommendations and the
| SO/ EC 9594:2005 edition.

This Directory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edition|of the
Directory Specifications, 1.e., the 2008 edition of the series of ITU-T X.500 Recommendations and the
I SO/IEC 9594:2008 edition.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The names of procedures, typicaly referenced when specifying the semantics of processing, are differentiated from
normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be considered steps in a
procedure.

Attribute types, matching rules and context types are defined in this Recommendation | International Standard by use of
the ATTRIBUTE, MATCHING-RULE and CONTEXT information object classes defined in ITU-T Rec. X.501 |
|SO/IEC 9594-2.

ITU-T Rec. X.520 (11/2008) 3
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Examples of the use of the attribute types are described using an informal notation, where attribute type and value pairs
are represented by an acronym for the attribute type, followed by an equals sign ("="), followed by the example value for
the attribute.

6

SECTION 2 -SELECTED ATTRIBUTE TYPES

Definition of selected attribute types

This Directory Specification defines a number of attribute types which may be found useful across a range of

applic

ons.of the Di mr’rnry

Many |of the attribute types defined in this Directory Specification are based on a common ASN.1 syntax:

UnboyindedDirectoryString ::= CHOICE {

teletexString TeletexString (SIZE(1..MAX)),
printableString PrintableString (SIZE (1..MAX)),
bmpString BMPString (SIZE (1..MAX)),
universalString UniversalString (SIZE (1..MAX)),
uTF8String UTF8String (SIZE (1..MAX)) }
A few|attribute types are based on the following syntax:
DirectoryString { INTEGER : maxSize } ::= CHOICE {
teletexString TeletexString (SIZE (1..maxSize)),
printableString PrintableString (SIZE (1..maxSize)),
bmpString BMPString (SIZE (1..maxSize)),
universalString UniversalString (SIZE (1..maxSize));
UTF8String UTF8String (SIZE (1..maxSize)) }
NQTE — The above syntaxes are also used in other parts of these Directory Specifications.
Some[implementations of the Directory may not support UniversalString, BMPString, or UTF8String, and may |not be
able tg generate, match, shadow, or display attributes with these syntax types.
6.1 System attribute types
6.1.1 Knowledge I nformation
The Kinowledge Information attribute type specifies a human readable accumulated description of knowledge mastered

by a specific DSA.

NG

know

6.2

TE — This attribute is now obsol &te;

edgelnformation ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch

ID id-at-knowledgelnformation }

L abelling attribute types

These)

by alarbelling process.

attribuites type are concerned with information about objects which has been explicitly associated with the @bjects

6.2.1
The N

formed.

name

4

Name
ame attribute type is the attribute supertype from which string attribute types typically used for naming may be
ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-name }

ITU-T Rec. X.520 (11/2008)
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6.2.2 Common Name

The Common Name attribute type specifies an identifier of an object. A Common Name is not a directory name; it is a
(possibly ambiguous) name by which the object is commonly known in some limited scope (such as an organization) and
conforms to the naming conventions of the country or culture with which it is associated.

An attribute value for common name is a string chosen either by the person or organization it describes or the
organization responsible for the object it describes for devices and application entities. For example, a typical name of a
person in an English-speaking country comprises a persona title (e.g., Mr., Ms., Rd, Professor, Sir, Lord), a first name,
middle name(s), last name, generation qualifier (if any, e.g., Jr.) and decorations and awards (if any, e.g., QC).
Examples

CN ="Mr. Robin Lachlan McLeod BSc(Hons) CEng MIEE";

CN="Divisiona Coordinaiion Commitiee,

CN ="High Speed Modem".

Any vfriants should be associated with the named object as separate and alternative attribute values.

Other [common variants should also be admitted, e.g., use of a middie name as a preferred first name; use of "Bill" in
place pf "William", etc.

comnjonName ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-commonName }

6.2.3 Surname

The Surname attribute type specifies the linguistic construct which norfnalty is inherited by an individua frgm the
indiviglual's parent or assumed by marriage, and by which the individual is commonly known.

An attribute value for Surnameisastring, e.g., "McLeod".

surname ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-surname }

6.2.4 Given Name

The Given Name attribute type specifies theinguistic construct which is normally given to an individual by the
indiviglual's parent, or is chosen by the individual, or by which the individual is commonly known.

An atribute value for Given Nameis-astring, e.g., "David", or "Jean Paul".

givenName ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-givenName }

6.2.5 Initials
The Initials attribute type contains the initials of some or all of an individual's names, but not the surname(s).

An attribute Value for Initialsisastring, e.g., "D" or "D." or "J.P.".

initialSTATTRIBUTE = |
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-initials }

6.2.6 Generation Qualifier

The Generation Qualifier attribute type contains a string which is used to provide generation information to qualify an
individual's name.
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An attribute value for Generation Qualifier isastring, e.g., "Jr." or "11".

generationQualifier ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-generationQualifier }

6.2.7 Unique I dentifier

The Unique Identifier attribute type specifies an identifier which may be used to distinguish between object references
when a distinguished name has been reused. It may be, for example, an encoded object identifier, certificate, date,
timestamp, or some other form of certification on the validity of the distinguished name.

An attribute value for Unique Identifier is a bit string.

uniqugldentifier ATTRIBUTE ::= {

WITH SYNTAX Uniqueldentifier
EQUALITY MATCHING RULE bitStringMatch
ID id-at-uniqueldentifier }

Uniquleldentifier ::= BIT STRING

628 | DN Qualifier

The ON Qualifier attribute type specifies disambiguating information to add to the relative distinguished namg of an
entry. It isintended to be used for entries held in multiple DSAs which would otherwise have the same name, and that its
value pe the same in agiven DSA for all entries to which this information has beenadded.

dnQualifier ATTRIBUTE ::= {

WITH SYNTAX PrintableString

EQUALITY MATCHING RULE caselgnoreMatch
ORDERING MATCHING RULE caselgnoreOrderingMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-dnQualifier}

6.2.9 Serial Number
The Sgrial Number attribute type specifies an identifier, thé’serial number of an object.

An attribute value for Serial Number is a printable string.

serialNumber ATTRIBUTE ::= {

WITH SYNTAX PrintableString (SIZE (1..MAX))
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-serialNumber }

6.210 Pseudonym

The Ppeudonym attributetypé specifies a pseudonym for an object. It is used for naming an object when it is to be made
clear that its name is asetidonym.

pseudonym ATIRIBUTE ::= {

SUBTYRE.OF name
WITH-SYNTAX UnboundedDirectoryString
ID id-at-pseudonym }

6.2.11—omiversargnique taentifier Pair

The Universal Unique Identifier Pair attribute type specifies a pair of Universal Unique Identifiers (UUID), as specified
in ITU-T Rec. X.667 | ISO/IEC 9834-8. The pair collectively represents an issuer/subject relationship, the nature of
which is outside the scope of this Directory Specification. The initial UUID in the pair represents the issuer, and the
trailing UUID in the pair represents the subject of the issuer/subject relationship. An example of such arelationship isa
user account.

uUIDPair ATTRIBUTE ::= {

WITH SYNTAX UUIDPair
EQUALITY MATCHING RULE uUIDPairMatch
ID id-at-uuidpair }
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UUIDPair ::= SEQUENCE {

issuerUuID uuID,
subjectUUID UuID }
UUID ::= OCTET STRING (SIZE(16)) -- UUID format only

6.3 Geographical Attribute Types

These attribute types are concerned with geographical positions or regions with which objects are associated.

6.3.1 Country Name

The Country Name attribute type specifies a country. When used as a component of a directory name, it identifies the
country in which the named object is physically located or with which it is associated in some other important way.

An attli bute value for country name is a string chosen from 1SO 3166-1 apha-2 or 1SO 3166-3 apha-2.

countfyName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX CountryName

SINGLE VALUE TRUE

ID id-at-countryName }
CounfryName ::= PrintableString (SIZE(2)) -- 1SO 3166-1/3 alpha-2 codes only

6.3.2 L ocality Name

The Locality Name attribute type specifies a locality. When used as a component of a directory name, it identjfies a
geogr@phical area or locality in which the named object is physically located-or with which it is associated in somé other
imporfant way.

An attribute value for Locality Name isa string, e.g., L = "Edinburgh®.

localifyName ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-localityName }

The Cpllective Locality Name attribute type specifiesa locality name for a collection of entries.

collecgtiveLocalityName ATTRIBUTE ::= {

SUBTYPE OF localityName
COLLECTIVE TRUE
ID id-at-collectiveLocalityName }

6.3.3 State or Province Name

The Sate or Province Name éttribute type specifies a state or province. When used as a component of a directory|name,
it identifies a geographicalsabdivision in which the named object is physically located or with which it is associgted in
some pther important way:

An attribute value for(State or Province Name isastring, e.g., S="Ohio".

stateQrProvinceName ATTRIBUTE ::= {

SUBTYPE OF name
WITH'SYNTAX UnboundedDirectoryString
1D id-at-stateOrProvinceName }

The Collective Sate or Province Name attribute type specifies a state or province name for a collection of entries.

collectiveStateOrProvinceName ATTRIBUTE ::= {

SUBTYPE OF stateOrProvinceName
COLLECTIVE TRUE
ID id-at-collectiveStateOrProvinceName }

6.3.4 Street Address

The Street Address attribute type specifies a site for the local distribution and physical delivery in a postal address, i.e.,
the street name, place, avenue, and the house number. When used as a component of a directory name, it identifies the
street address at which the named object is located or with which it is associated in some other important way.
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An attribute value for Street Addressisastring, e.g., "Arnulfstral3e 60".

streetAddress ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-streetAddress }

The Collective Sreet Address attribute type specifies a street address for a collection of entries.

collectiveStreetAddress ATTRIBUTE ::= {

SUBTYPE OF streetAddress
COLLECTIVE TRUE
ID id-at-collectiveStreetAddress }

6.3.5 House | dentifier

The House Identifier attribute type specifies a linguistic construct used to identify a particular building,forexample a
house|number or house name relative to a street, avenue, town or city, etc.

An attribute value for House ldentifier isastring, e.g., "14".

housgldentifier ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-houseldentifier }

6.4 Organizational attribute types

These|attribute types are concerned with organizations and can be used to’describe objects in terms of organizations with
which|they are associated.

6.4.1 Organization Name

The Qrganization Name attribute type specifies an organization. When used as a component of a directory name, it
identifies an organization with which the named object is affiliated.

An attribute value for OrganizationName is a string ehosen by the organization (e.g., O = "Scottish Telecommunigations
plc"). Any variants should be associated with the named Organization as separate and aternative attribute values.

organjzationName ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-organizationName }

The Cpllective Organization Name-attribute type specifies an organization name for a collection of entries.

collegtiveOrganizationName/ATTRIBUTE ::= {

SUBTYPE OF organizationName
COLLECTIVE TRUE
ID id-at-collectiveOrganizationName }

6.4.2 Organizational Unit Name

The Qrgahizational Unit Name attribute type specifies an organizational unit. When used as a component of a directory
name,|it identifies an organizationa unit with which the named object is affiliated. 1

The designated organizational unit is understood to be part of an organization designated by an organizationName
attribute. It follows that if an Organizational Unit Name attribute is used in a directory name, it shall be associated with
an organizationName attribute.

An attribute value for Organizational Unit Name is a string chosen by the organization of which it is part (e.g., OU =
"Technology Division"). Note that the commonly used abbreviation "TD" would be a separate and aternative attribute
value.

Example
O ="Scottel", OU ="TD"
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organizationalUnitName ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-organizationalUnitName }

The Collective Organizational Unit Name attribute type specifies an organizational unit name for a collection of entries.

collectiveOrganizationalUnitName ATTRIBUTE ::= {

SUBTYPE OF organizationalUnitName

COLLECTIVE TRUE

ID id-at-collectiveOrganizationalUnitName }
6.4.3 Title

Example

= "Manager, Distributed Applications'

title ATTRIBUTE 1= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-title }

6.5 Explanatory attribute types

Thesejattribute types are concerned with explanations (e.g., in anatural langiage) of something about an object.
6.5.1 Description

The Diescription attribute type specifies text that describes the associated object.

For example, the object "Standards Interest” might have the associated description "distribution list for exchapge of
inforr;[ation about intra-company standards development".

An attribute value for Description is a string.

descr|ption ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-description }

6.5.2 Search Guide

The Sgarch Guide attribute type.specifies information of suggested search criteria which may be included in some entries
expected to be a convenient\base-object for the search operation, e.g., country or organization.

Search criteria consist of an optional identifier for the type of object sought and combinations of attribute typges and
logicy operators te,be used in the construction of a filter. It is possible to specify for each search criteria itgm the
matchjng level, €.0.; approximate match.

The ch Guide attribute may recur to reflect the various types of requests, e.g., search for a Residential Person or an
Organjizational Person, which may be fulfilled from the given base-object where the Search Guideis read.

searchGuide ATTRIBUTE ::= {
WITH SYNTAX Guide
ID id-at-searchGuide }

Guide ::= SET {
objectClass [0] OBJECT-CLASS.&id OPTIONAL,
criteria [1] Criteria }

Criteria ::= CHOICE {

type [0] Criterialtem,
and [1] SET OF Ciriteria,
or [2] SET OF Ciriteria,
not [3] Criteria '}
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Criterialtem ::= CHOICE {

equality [0] AttributeType,

substrings [1] AttributeType,

greaterOrEqual [2] AttributeType,

lessOrEqual [3] AttributeType,

approximateMatch [4] AttributeType }
Example

The following is a potential value of the Search Guide attribute that could be stored in entries of object class Locality to
indicate how entries of object class Residential Person might be found:

residential-person-guide Guide ::= {
objectClass residentialPerson.&id,
criteriaand - {
type : substrings : commonName.&id,
type : substrings : streetAddress.&id } }

The construction of afilter from this value of Guide is straightforward.

Step (JL) produces the intermediate Filter value:

internpediate-filter Filter ::=
and : {
item : substrings {
type commonName.&id,
strings { any : teletexString : "Dubois" }},
item : substrings {
type streetAddress.&id,
strings { any : teletexString "Hugo" } }}

Step (R) produces afilter for matching Residential Person entries in the s(btree:

residgntial-person-filter Filter ::=
and : {
item :equality : {
type objectClass.&id,
assertion residentialPerson.&id },
intermediateFilter }

6.5.3 Enhanced Search Guide

The Ehhanced Search Guide attribute provides:an enhancement of the searchGuide attribute, adding information about
the regommended search depth for searches among subordinate objects of a given object class.

enharjcedSearchGuide ATTRIBUTE\ = {

WITH SYNTAX EnhancedGuide

ID id-at-enhancedSearchGuide }
EnhanjcedGuide ::= SEQUENCE ({

objectClass [0] OBJECT-CLASS.&id,

criteria [1] Criteria,

subset [2] INTEGER

{ baseObject (0), oneLevel (1), wholeSubtree (2) } DEFAULT oneLevel }

6.5.4 Business Category

The Business Category attribute type specifies information concerning the occupation of some common objects, e.g.,
people. For example, this attribute provides the facility to interrogate the Directory about people sharing the same
occupation.

businessCategory ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-businessCategory }

6.6 Postal Addressing attribute types
These attribute types are concerned with information required for physical postal delivery to an object.
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Postal Address

The Postal Address attribute type specifies the address information required for the physical delivery of postal messages

by the

postal authority to the named object.

An attribute value for Postal Address will be typically composed of selected attributes from the MHS Unformatted
Postal O/R Address version 1 according to CCITT Rec. F.401 and limited to 6 lines of 30 characters each, including a
Postal Country Name. Normally the information contained in such an address could include an addressee's name, street
address, city, state or province, postal code and possibly a Post Office Box number depending on the specific
requirements of the named object.

postalAddress ATTRIBUTE ::= {
WITH SYNTAX PostalAddress
EQUALITY MATCHING RULE caselgnoreListMatch
SUBSTRINGS MATCHING RULE caselgnoreListSubstringsMatch
ID id-at-postalAddress }
Posta]Address ::= SEQUENCE SIZE(1..MAX) OF UnboundedDirectoryString

The Cpllective Postal Address attribute type specifies a postal address for a collection of entries.

collegtivePostalAddress ATTRIBUTE ::= {

6.6.2
The P

An at

posta

The G

colled

6.6.3
TheP

part olthe object's postal address.

SUBTYPE OF postalAddress
COLLECTIVE TRUE
ID id-at-collectivePostalAddress }
Postal Code
pstal Code attribute type specifies the postal code of the named object: If-this attribute value is present, it

ibute value for Postal Codeis a string.

Code ATTRIBUTE ::= {

WITH SYNTAX UnboundedDir€ctoryString

EQUALITY MATCHING RULE caselgnoreMatch

SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

ID id-at-postalCode }

pllective Postal Code attribute type specifies apostal code for a collection of entries.
tivePostalCode ATTRIBUTE ::= {

SUBTYPE OF postalCode

COLLECTIVE TRUE

ID id-at-collectivePostalCode }

Post Office Box
pst Office Box attributétype specifies the Post Office Box by which the object will receive physical postal de

vill be

ivery.

If pregent, the attribute value'is part of the object's postal address.
postdgfficeBox ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALNY/MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-postOfficeBox }
The Celeetive-RPes-Office- Bex-attributetype-specifies-apestotfice boxforaceHectonof-entries:
collectivePostOfficeBox ATTRIBUTE ::= {
SUBTYPE OF postOfficeBox
COLLECTIVE TRUE
ID id-at-collectivePostOfficeBox }

6.6.4

Physical Delivery Office Name

The Physical Delivery Office Name attribute type specifies the name of the city, village, etc., where a physical delivery

office

is Situated.
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An attribute value for Physical Delivery Office Nameis a string.

physi

calDeliveryOfficeName ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-physicalDeliveryOfficeName }

The Collective Physical Delivery Office Name attribute type specifies a physical delivery office name for a collection of
entries.

collectivePhysicalDeliveryOfficeName ATTRIBUTE ::= {

6.7

SUBTYPE OF physicalDeliveryOfficeName
COLLECTIVE TRUE
113 Ta-at-coftectivePhysicatDetiveryofficeName

Telecommunications Addressing attribute types

Thesq| attribute types are concerned with addressing information needed to communicate with the object
telecommunication means.

6.7.1

Telephone Number

The Telephone Number attribute type specifies a tel ephone number associated with an ohjéct.

using

An attribute value for Telephone Number is a string that shall comply with the internationally agreed format for sfowing

intern

btional telephone numbers, as indicated in 2.5 of ITU-T Rec. E.123 (eg.,\'+ 44 582 10101"). Howevef, it is

allowed to insert hyphens (-) in addition to the + sign, spaces and figures. Other characters from the PrintablefString

repert

bire shall not be used.

telepffoneNumber ATTRIBUTE ::= {
WITH SYNTAX TelephoneNumber
EQUALITY MATCHING RULE telephoneNumberMatch
SUBSTRINGS MATCHING RULE telephoneNumberSubstringsMatch
ID id-at-telephoneNumber }

Telep

ub-tel

honeNumber ::= PrintableString (SIZE(1..ub-telephone-number))
-- String complying with ITU-T Rec. E.123 only

ephone-number INTEGER ::= 32

The Cpllective Telephone Number attribute type specifies a telephone number for a collection of entries.

collegtiveTelephoneNumber ATTRIBUTE ::= {

SUBTYPE OF telephoneNumber
COLLECTIVE TRUE
ID id-at-collectiveTelephoneNumber }
6.7.2 Telex Number
The Tlelex Number étribute type specifies the telex number, country code, and answerback code of a telex tgrminal
associpted with an object.
telexNumber ATTRIBUTE ::= {
WITHISYNTAX TelexNumber
1D id-at-telexNumber }
TelexNumber ::= SEQUENCE {
telexNumber PrintableString (SIZE (1..ub-telex-number)),
countryCode PrintableString (SIZE (1..ub-country-code)),
answerback PrintableString (SIZE (1..ub-answerback)) }
ub-telex-number INTEGER ::= 14
ub-country-code INTEGER ::= 4
ub-answerback INTEGER ::= 8
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The Collective Telex Number attribute type specifies atelex number for a collection of entries.

collectiveTelexNumber ATTRIBUTE ::= {

SUBTYPE OF telexNumber
COLLECTIVE TRUE
ID id-at-collectiveTelexNumber }

6.7.3 Teletex Terminal | dentifier

Snce CCITT Rec. F.200 has been withdrawn and has not been replaced, the use of the teletexTerminalldentifier and the
collectiveTeletexTerminalldentifier attribute typesis deprecated.

The Teletex Terminal Identifier attribute type specifies the Teletex terminal identifier (and, optionally, parameters) for a
teletex terminal associated with an object.

An attribute value for Teletex Terminal Identifier is a string which complies with CCITT Rec. F.200 and an optiohal set
whosg components are according to ITU-T Rec. T.62.

-- telefexTerminalldentifier ATTRIBUTE ::= {
-- WITH SYNTAX TeletexTerminalldentifier
-- ID id-at-teletexTerminalldentifier }

-- TeldtexTerminalldentifier ::= SEQUENCE ({
-- teletexTerminal PrintableString (SIZE(1..ub-teletex-terminal-id)),
-- parameters TeletexNonBasicParameters OPTIONAL }

The Cpllective Teletex Terminal Identifier attribute type specifies ateletex terminal identifier for a collection of enfries.

-- collgctiveTeletexTerminalldentifier ATTRIBUTE ::= {

-- SUBTYPE OF teletexTerminalldentifier
-- COLLECTIVE TRUE
-- ID id-at-collectiveTeletexTerminalldentifier }

6.7.4 Facsimile Telephone Number

The Fpcsimile Telephone Number attribute type specifies a telephone number for afacsimile terminal (and optionglly its
paramgeters) associated with an object.

An atfribute value for the Facsimile Telephone Numberis a string that complies with the internationally agreed format
for shpwing international telephone numbers, ITU-D Rec. E.123 (e.g., "+81 3 347 7418") and an optional hit| string
(formatted according to ITU-T Rec. T.30).

facsimileTelephoneNumber ATTRIBUTE %= {

WITH SYNTAX FacsimileTelephoneNumber
EQUALITY MATCHING RULE facsimileNumberMatch
SUBSTRINGS MATCHING-RULE facsimileNumberSubstringsMatch
ID id-at-facsimileTelephoneNumber }

FacsimileTelephoneNumher’:= SEQUENCE {
telephoneNumber~TelephoneNumber,
parameters G3FacsimileNonBasicParameters OPTIONAL }

The Jollective Eacsimile Telephone Number attribute type specifies a facsimile telephone number for a collection of
entries.

colleqgtivekacsimileTelephoneNumber ATTRIBUTE ::= {

SUBTYPE OF facsimileTelephoneNumber
COLLCECTIVE TRUE
ID id-at-collectiveFacsimileTelephoneNumber }

6.75  X.121 Address
The X.121 Address attribute type specifies an address as defined by I TU-T Rec. X.121 associated with an object.

x121Address ATTRIBUTE ::= {

WITH SYNTAX X121Address

EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch
ID id-at-x121Address }
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X121Address ::= NumericString (SIZE(1..ub-x121-address))
-- String as defined by ITU-T Rec. X.121

ub-x121-address INTEGER ::= 15

6.7.6 International | SDN Number
The International |SDN Number attribute type specifies an International ISDN Number associated with an object.

An attribute value for International ISDN Number is a string which complies with the internationally agreed format for
ISDN addresses givenin ITU-T Rec. E.164.

internationallISDNNumber ATTRIBUTE ::= {

WITH SYNTAX International[SDNNumber

FQI IALITY MATCHING RULE numnrir‘QtringMnfr‘h
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch
ID id-at-international[SDNNumber }

InternptionallISDNNumber ::= NumericString (SIZE(1..ub-international-isdn-number))
-- String complying with ITU-T Rec. E.164 only

ub-international-isdn-number INTEGER ::= 16

The (ollective International ISDN Number attribute type specifies an international |SDN\number for a collecfion of
entrieg.

collegtivelnternationallISDNNumber ATTRIBUTE ::= {

SUBTYPE OF internationalISDNNumber
COLLECTIVE TRUE
ID id-at-collectivelnternationallISDNNumber }

6.7.7 Registered Address

The Registered Address attribute type specifies a mnemonic for an‘address associated with an object at a particulr city
locatign. The mnemonic is registered in the country in which theeity is located and is used in the provision of the Public
Telegjam Service (according to ITU-T Rec. F.1).

registeredAddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress
WITH SYNTAX PostalAddress
ID id=at-registeredAddress }

6.7.8 Destination | ndicator

The Destination Indicator attribute type specifies (according to ITU-T Rec. F.1 and CCITT Rec. F.31) the country and
city agsociated with the object (the.addressee) needed to provide the Public Telegram Service.

An attribute value for Destination Indicator is a string.

destinationindicator ATTRIBUTE ::= {

WITH SYNTAX DestinationIndicator
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-destinationindicator }

Destingationindicator ::= PrintableString (SIZE(1..MAX))
-- alphabetical characters only

6.7.9 Communications Service

The Communications Service attribute type specifies the type of service(s) associated with a communications address.

communicationsService ATTRIBUTE ::= {
WITH SYNTAX CommunicationsService
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-communicationsService }

CommunicationsService ::= OBJECT IDENTIFIER

This attribute describes the class of service that the Communications Address provides access to, for example, telephone
(voice), facsimile, electronic mail, SM'S (short messaging service), EDI, file transfer, etc.
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Allocation of object identifiers for identification of servicesis done outside this Directory Specification.

6.7.10

Communications Networ k

The Communications Network attribute type specifies the type of network for which a communications address is used.

communicationsNetwork ATTRIBUTE ::= {

WITH SYNTAX CommunicationsNetwork
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

ID id-at-communicationsNetwork }

CommunicationsNetwork ::= OBJECT IDENTIFIER

6.8.1

The P
comm

prefer

referred Delivery Method attribute type specifies the object's priority orderrégarding the method to be us
unicating with it.
redDeliveryMethod ATTRIBUTE ::= {
WITH SYNTAX PreferredDeliveryMethad
SINGLE VALUE TRUE
ID id-at-preferredDéliveryMethod }
PrefefredDeliveryMethod ::= SEQUENCE OF INTEGER {

any-delivery-method (0),

mhs-delivery (1),

physical-delivery (2),

telex-delivery (3),

teletex-delivery @),

g3-facsimile-delivery (5),

g4-facsimile-delivery (6),

iab-terminal-delivery (),

videotex-delivery (8),

telephone-delivery )}

6.9
These)

6.9.1

The H
applic

gtion of object identifiers for identification of networks is done outside this Directory Specification:

Preferences attribute types

attribute types are concerned with the preferences of an object.

Preferred Delivery Method

OSl Application-attribute types
attribute types are eamcerned with information regarding objects in the OSI Application Layer.
Presentation /Address

resentation /Address attribute type specifies a presentation address associated with an object represent
gt on-entity.

An attri bute value for Presentation Address is a presentation address as defined in ITU-T Rec. X.519 | ISO/IEC 95¢

Public
be an

ied for

ng an

D4-5.

presentationAddress ATTRIBUTE ::= {

WITH SYNTAX PresentationAddress
EQUALITY MATCHING RULE presentationAddressMatch
SINGLE VALUE TRUE

ID id-at-presentationAddress }

PresentationAddress ::= SEQUENCE {

pSelector [0] OCTET STRING OPTIONAL,
sSelector [1] OCTET STRING OPTIONAL,
tSelector [2] OCTET STRING OPTIONAL,
nAddresses [3]  SET SIZE (1..MAX) OF OCTET STRING }

ITU-T Rec. X.520 (11/2008)
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6.9.2

Supported Application Context

The Supported Application Context attribute type specifies the object identifier(s) of application context(s) that the object
(an OSl application-entity) supports.

supportedApplicationContext ATTRIBUTE ::= {

6.9.3

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-supportedApplicationContext }

Protocol I nformation

The Protocol Information attribute type associates protocol information with each network address in the Presentation
Address attribute.

For eg

ch nAddress, the protocol component identifies the protocol or profile for the network and transport layers.

protog¢olinformation ATTRIBUTE ::= {
WITH SYNTAX Protocollnformation
EQUALITY MATCHING RULE protocolinformationMatch
ID id-at-protocolinformation }
Protogolinformation ::= SEQUENCE {
nAddress OCTET STRING,
profiles SET OF OBJECT IDENTIFIER }
6.10 Relational attribute types
These] attribute types are concerned with information regarding the objects’'which are related to a particular object in
certai ways.
NQTE — The DistinguishedName syntax used in these attribute types.alows use of the primary distinguished namg or an
alternative distinguished name. Use of the primary distinguished name, if.it'is known, ensures consistency and interworking with

prd
dig
Rg

6.10.1
The D

distin

6.10.2
The M

An attribute value for Member is a distinguished name.

memA

6.10.3

1997 DSAs. Specific usage may require that a particular alternative name be used. Context information and altg
finguished values may also be kept as part of the valueswithCaoritext component of any RDN, as described in 9.3 of

L. X.501 | ISO/IEC 9594-2.
Distinguished Name
i stinguished Name attribute type is an attributefor specifying the name of an object.
juishedName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
ID id-at-distinguishedName }
M ember

ember attribute type speeifies a group of names associated with the object.

er ATTRIBUTE. ::= {
SUBTYPE OF distinguishedName
ID id-at-member }

Unique M ember

rnative
ITU-T

The U

nique Member_atribute type SPeciTies a group of unique names associated With an Object. A unique nan

name that is optionally disambiguated by the inclusion of its unique identifier.

An attribute value for Unique Member is a distinguished name accompanied by an optional unique identifier.

uniqgueMember ATTRIBUTE ::= {

WITH SYNTAX NameAndOptionalUID

EQUALITY MATCHING RULE uniqueMemberMatch

ID id-at-unigueMember }
NameAndOptionalUID ::= SEQUENCE {

dn DistinguishedName,

uid Uniqueldentifier OPTIONAL }

16
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6.104 Owner
The Owner attribute type specifies the name of some object which has some responsibility for the associated object.

An attribute value for Owner is a distinguished name (which could represent a group of names) and can recur.

owner ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
ID id-at-owner }

6.10.5 RoleOccupant
The Role Occupant attribute type specifies the name of an object which fulfils an organizational role.

An attribute value for Role Occupant is a distinguished name.

roleOgcupant ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
ID id-at-roleOccupant }

6.10.d SeeAlso

The Spe Also attribute type specifies names of other Directory objects which may be other aspects-(in some sense)| of the
same feal world object.

An attribute value for See Also is a distinguished name.

seeAlso ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
ID id-at-seeAlso }

6.11 Domain attribute types

6.11.1] DMD Name

The OMD Name attribute type specifies a DMD. When used+as a component of a directory name, it identifies af DMD
which|manages the named object.

An attribute value for DMD Name is a string chosen by-the DMD.

dmdName ATTRIBUTE ::= {

SUBTYPE OF hame
WITH SYNTAX UnboundedDirectoryString
ID id-at-dmdName }

6.12 | Attributesapplicationsusing tag-based identification

Attriblte types defined by this' subclause provide support for applications using tag-based identification. Al short
introdpiction to applicatiopsusing tag-based identification is given in Annex G.

6.122 TagOID

The Tlag OID attribute type is used for holding an object identifier. This object identifier indicates the type pf Ul
followling the-ebject identifier in the ID tag (e.g., an RFID tag).

tagOif ATTRIBUTE ::= {

WATH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE

ID id-at-tagOid }

6.12.2 Ull Format

The Ull Format attribute type specifies the rule for how a Ull in binary format is changed to a globally unique Ull in
URN format. An attribute of thistype may be associated with an attribute of type tagOid.

uiiFormat ATTRIBUTE ::= {
WITH SYNTAX UnboundDirectoryString
SINGLE VALUE TRUE
ID id-at-uiiFormat }

ITU-T Rec. X.520 (11/2008) 17
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6.12.3 Ull in URN

The Ull in URN attribute type specifies a Unique Item Identifier (Ull) encoded in a unique URN format.

uiilnUrn ATTRIBUTE ::= {

WITH SYNTAX UTF8String
SINGLE VALUE TRUE
EQUALITY MATCHING RULE caseExactMatch
ID id-at-uiilnUrn }

6.124 Content URI

The Content URL attribute type is used for holding the URL of the information content associated with the Ull in URN
format.

conteptUrl ATTRIBUTE ::= {

6.13
Notifi

(or Cq

6.13.1 DSA Problem

The DSA Problem notification attribute is used in conjunction with a servicéError or a PartialOutcomeQualifier
defingd asfollows:

dSAP

Values defined for dsaProblem are;

6.13.41 Search Service Problem
The S

searc

WITH SYNTAX UnboundDirectoryString
ID id-at-contentUrl }

Notification attributes

oblem ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifiertMatch
ID id-not-dSAProblem }

a) id-pr-targetDsaUnavailable — A request has to be chained to another DSA during name resolution,
association can be established with thisDSA.

b) id-pr-dataSourceUnavailable~A’DSA cannot complete an operation as part of the DIB is not avai
¢) id-pr-administratorimposedLimit — An operation has exceeded some limit set by the administrator,

process to stop and.a repeated operation is judged to encounter the same problem.

process to stop;but the reason is judged to be atemporary problem, e.g., resources depletion.

Cation attributes have the syntax of attributes, but are defined to carry additional informatien in CommonREsults
mmonResultsSeq) and PartialOutcomeQualifier elements (as described in 7.4 and\10.1 of ITU-T Rec. X.511 |
ISO/EC 9594-3). They are usually defined with matching rules so that returned values<an be tested against
known values.

ocally

and is

but no

able.

d) id-pr-permanentRestriction — An operation has caused the DSA to exceed some limit that cauges the

€) id-pr-temporaryRestriction — An operation has caused the DSA to exceed some limit that cauges the

arch Service-Problem notification attribute describes problems in applying search-rule policies, and is Used in
conjumction with.service-errors or PartialOutcomeQualifier. It is defined as follows:

nServiceProblem ATTRIBUTE ::= {

WHH SYNTAX OBJECT IDENTIFIER
FQUAHTY-MATEHING RULE ohjectidentifreriateh

SINGLE VALUE TRUE

ID id-not-searchServiceProblem }

Values defined for searchServiceProblem are:

18

a) id-pr-unidentifiedOperation — The attempted operation does not correspond to one of those identified for

this service.

b) id-pr-unavailableOperation — The attempted operation only complies with a search-rule that
available to the requestor.

is not

c) id-pr-searchAttributeViolation — One or more attribute types required to be in the filter were not present.

d) id-pr-searchAttributeCombinationViolation — The filter of the search request did include the required

combination of attribute types.

ITU-T Rec. X.520 (11/2008)
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€) id-pr-searchValueNotAllowed — Attribute values were specified for attribute types where only the
attribute types can be specified in present and contextPresent filter item types.

f) id-pr-missingSearchAttribute — The identified attributes, which were not present in the requested search,
arerequired for the relevant search-rule.

g) id-pr-searchValueViolation — The identified attribute values for the identified attribute types are not
allowed when searching using the relevant search-rule.

h) id-pr-attributeNegationViolation — The identified attribute type is not alowed in negated form in the
search filter.

i) id-pr-searchValueRequired — The identified attribute type is not allowed in filter item not requiring value
matching.

j) id-pr-invalidSearchValue — The identified attribute values are not valid for the identified attribute types
for the relevant search-rule.

k) id-pr-searchContextViolation — The identified context types in the attempted search are not-allowed for
the attribute type.

[) id-pr-searchContextCombinationViolation — The identified combinations of context.types, whicl were
not present in the requested search, are required for the relevant search-rule.

m) id-pr-missingSearchContext — The identified context types, which were not‘present in the requested
search, are required for the attribute type.

n) id-pr-searchContextValueViolation — The identified context values for \the“identified context tyges are
not allowed for the attribute type.

0) id-pr-searchContexValueRequired — The identified attribute type-is not alowed in filter items not
requiring value matching.

p) id-pr-invalidContextSearchValue — The identified attribute® values are not valid for the identified
attribute types for the relevant search-rule.

g) id-pr-unsupportedMatchingRule — The identified requested matching rule is not supported.

r) id-pr-attributeMatchingViolation — The identifiedrequested matching rule, or its particular use,|is not
allowed for the identified attributes for the relevant search-rule.

s) id-pr-unsupportedMatchingUse — The way*a matching rule is suggested used in a search filter|is not
supported.

t) id-pr-matchingUseViolation — The'way a matching rule is suggested used in a search filter [is not
allowed, e.g., as specified in a search-rule.

u) id-pr-hierarchySelectForbidden — Hierarchy selection, except for self, is not alowed for the type of
request.

V) id-pr-invalidHierarchySelect — One or more invalid hierarchy selection options were specified |in the
request.

w) id-pr-unavailableHierarchySelect — One or more hierarchy selections are not supported by the
implementation/

X) id-pr-invalidSearchControlOptions — One or moreinvalid search options were specified in the requiest.

y) id-pr=invalidServiceControlOptions — One or more invalid service control options were specified|in the
request.

Z).id-pr-searchSubsetViolation — The requested search subset is not allowed for the relevant search rule.

ad) id-pr-unmatchedKeyAttributes — A mapping-based matching rule was selected, but the mappabl ¢ filter
itame did - not nrovida anv mateh aaainst tha ralavzant mannina tahla
PRI AT TV P T Sy T T g T S TR T I TP T g 2=

bb) id-pr-ambiguousKeyAttributes — A mapping-based matching rule was selected, but the mappable filter
items provided multiple matches against the relevant mapping table.

cc) id-pr-unavailableRelaxationLevel — The DSA does not support arequested relaxation extension level.

dd) id-pr-emptyHierarchySelection — A hierarchy selection was specified that resulted in no entry returned
although there were one or more entries that matched the search filter.

ee) id-pr-relaxationNotSupported — Relaxation was specified in the user request, but is not supported.
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6.13.3  Servicetype

The Service-type notification attribute gives the service-type for the failing search.

serviceType ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE

ID id-not-serviceType }

6.134 Attribute TypeList

The Attribute Type List notification attribute gives alist of attribute typesto further qualify a search service problem.

attribyteTypelist ATTRIBUTE = £
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-not-attributeTypeList }
6.13.94 Matching RuleList
The Matching Rule List notification attribute gives alist of matching rulesto further qualify a seafel-service proble
matchingRuleList ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-not-matchingRuleList }
6.13.9 Filter Item
The Fllter Item notification attribute gives alist of invalid filter itemsin asearch filter.
filterlfem ATTRIBUTE ::= {
WITH SYNTAX Filterltem
ID id-not-filterltem%
6.13.7 Attribute Combinations

The A
inafi

attribyiteCombinations ATTRIBUTE ::= {

6.13.8
The G

conte

6.13.9
The G

tribute Combinations notification attribute gives.a st of attribute combinations that were required to be prg
ter, but were not provided.

m.

sented

WITH SYNTAX AttributeCombination
ID id-not-attributeCombinations }
Context TypelList
pntext Type List notificationattribute gives alist of context typesto further qualify a search service problem.
tTypeList ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATECHING RULE objectldentifierMatch
ID id-not-contextTypeList }
Context List
pntext List notification attribute gives alist of contexts to further qualify a search service problem.
contextList ATTRIBUTE ::= {
WITH SYNTAX ContextAssertion
ID id-not-contextList }

A value of this attribute type represents a context type and some context values of this type not allowed in the particular
situation that resulted in this attribute being generated.

6.13.1

0 Context Combinations

The Context Combinations notification attribute gives a list of context combinations required to be presented in afilter,
but were not provided.

contextCombinations ATTRIBUTE ::= {

20

WITH SYNTAX ContextCombination
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6.13.11 Hierarchy Select List

The Hierarchy Select List notification attribute gives a bitstring identifying one or more hierarchy selection options as
defined by the HierarchySelections construct defined in 10.2.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

hierarchySelectList ATTRIBUTE ::= {

WITH SYNTAX HierarchySelections
SINGLE VALUE TRUE
ID id-not-hierarchySelectList }

When a bit is set in the HierarchySelection bitstring, it indicates that the corresponding hierarchy selection is invalid.
Either a forbidden or unsupported selection has been requested, or the selection has not been requested when it is
requireek

6.13.12 Search Control OptionsList

The Search Control Options List notification attribute gives a bitstring identifying one or more search eantrol options as
defingd by the SearchControlOptions ASN.1 datatypein 10.2.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3:

searchControlOptionsList ATTRIBUTE ::= {

WITH SYNTAX SearchControlOptions
SINGLE VALUE TRUE
ID id-not-searchControlOptionsList }

When| a bit is set in the SearchControlOptions, it indicates that the correspondingysearch control option seledtion is
invaligl. Either a forbidden or unsupported option has been requested, or the option has not been requested when it is
requirgd.

6.13.13 Service Control OptionsList

The Sgrvice Control Options List notification attribute gives a bitstringidentifying one or more service control optijons as
defingd by the ServiceControlOptions ASN.1 datatype defined in25 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

servideControlOptionsList ATTRIBUTE ::= {

WITH SYNTAX ServiceCentrolOptions
SINGLE VALUE TRUE
ID id-not-serviceControlOptionsList }

When|a bit is set in the ServiceControlOptions/-it indicates that the corresponding service control option seledtion is
invaligl. Either a forbidden or unsupported optien has been requested, or the option has not been regquested when it is
requirgd.

6.13.14 Multiple Matching L ocaljties

The Multiple Matching Localities neftification attribute specifies in each value a set of attribute assertions that if gpplied
againgt the gazetteer will give & unique match.

multigleMatchingLocalities® ATTRIBUTE ::= {

WITH SYNTAX MultipleMatchingLocalities

ID id-not-multipleMatchingLocalities }
MultigleMatchinglLocalities ::= SEQUENCE ({

matchingRuleUsed MATCHING-RULE.&id OPTIONAL,

attfibuteList SEQUENCE OF AttributeValueAssertion }
The atbh;llHRu:CUDCd C:ClllCllt;DUrJt;Ulla”y }chxllt,alld \.,onlbcuacd tU;IId;\.’atCthCIIIU*JP;IIy bm‘jlllatb:l;llulb:ethm
was used.

No matching rule is defined for this attribute; multiple identical or nearly identical values are tolerated.
6.13.15 Proposed Relaxation

The Proposed Relaxation notification attribute gives sequence-of MRMapping elements that can be supplied as part of
the RelaxationPolicy supplied in the relaxation component of a subsequent search regquest.

proposedRelaxation ATTRIBUTE ::= {
WITH SYNTAX MRMappings
ID id-not-proposedRelaxation }

MRMappings ::= SEQUENCE OF MRMapping
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The sequence-of MRMapping has no significance.

6.13.16 Applied Relaxation

The Applied Relaxation notification attribute is used to list the attributes of the filter which have been subject to
relaxation or tightening, other than those made by the basic element of arelaxation policy.

appliedRelaxation ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-not-appliedRelaxation }
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SECTION 3-MATCHING RULES

String preparation

The following six-step process shall be applied to each presented and attribute value in preparation for string match rule
evaluation.

1) Transcode;
2) Map;

3) Normalize;
4)  Prohibit;

Failur

Comp
stored

7.1

5) Check bidi; and
6) Insignificant Character Removal.
B in any step shall cause the assertion to be UNDEFINED.

arison values created during the string preparation process are ephemeral, and shall not affest'the attribute
in the Directory.

Transcode

Each mon-Unicode string value is transcoded to Unicode.

Teletd
Printg

Unive|
caseo

If the
step fa

Thetr

7.2

SOFT]
COM
points

CHAR
FEED
SPAG

All ot

ZERC
propey

For cg

xString values are transcoded to Unicode as described in Annex B.
bleString value are transcoded directly to Unicode.

salString, UTF8String, and BMPString values need not be transcoded as they are Unicode-based strings
f BMPString, restricted to a subset of Unicode).

mplementation is unable or unwilling to perform the transeoding as described above, or the transcoding fai
ils and the assertion is evaluated to UNDEFINED.

pnscoded string is the output string.
Map

BINING GRAPHEME JOINER (U+034F) and VARIATION SELECTORSs (U+180B-180D,FF00-FEOF]
are also mapped to nothing. The OBJECT REPLACEMENT CHARACTER (U+FFFC) is mapped to nothin

RACTER TABULATION (U+0009), LINE FEED (LF) (U+000A), LINE TABULATION (U+000B),
(FF) (U+000C), CARRIAGE RETURN (CR) (U+000D), and NEXT LINE (NEL) (U+0085) are map
E (U+0020).

her control code peints (e.g., Cc) or code points with a control function (e.g., Cf) are mapped to nothing.

WIDTH SPAEE (U+200B) is mapped to nothing. All other code points with Separator (space, line, or parg
ty (e.g, Zs Zl, or Zp) are mapped to SPACE (U+0020).

se ignore; numeric, and stored prefix string matching rules, characters are case-folded per B.2 of RFC 3454,

7.3

value

in the

s, this

HYPHEN (U+00AD) and MONGOLFAN TODO SOFT HYPHEN (U+1806) code points are mapped to ngthing.

code
0.

FORM
Ded to

graph)

Dl

1z
INUI'TTTAITZT

The input string is normalized to Unicode Form KC (compatibility composed) as described in Unicode Standard
Annex #15.

7.4

Prohibit

All Unassigned, Private Use, and non-character code points are prohibited. Surrogate codes (U+D800-DFFFF) are
prohibited.

The REPLACEMENT CHARACTER (U+FFFD) code is prohibited. The first code point of a string is probibited from
being a combining character. Empty strings are prohibited. The step fails and the assertion is evaluated to UNDEFINED
if the input string contains any prohibited code point. The output string is the input string.

ITU-T Rec. X.520 (11/2008)
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75 Check bidi

There are no bidirectional restrictions. The output string is the input string.

7.6 Insignificant Character Removal

In this step, characters insignificant to the matching rule are to be removed. The characters to be removed differ from
matching rule to matching rule. Clause 6.6.1 appliesto case ignore and exact string matching.

7.6.1 Insignificant Space Removal

For the purposes of this clause, a space is defined to be the SPACE (U+0020) code point followed by no combining
marks.

NGQFE The pradous-stans-ansura-that tha strina cannat _contain-—anvcode-points—in-tha-sapnarator-—class - othar than SPACE
¥ 2 \ StHRg—Ge S oY P SEp —Ot ek

(U}0020).

The fqllowing spaces are regarded as not significant and shall be removed:
— leading spaces (i.e., those preceding the first character that is not a space);
— trailing spaces (i.e., those following the last character that is not a space);

—  multiple consecutive spaces (these are taken as equivalent to a single space character). (A string consisting
entirely of spaces is equivalent to a string containing exactly one space.) For(example, removal of gpaces
from the Form KC string: "<SPA CE><SPA CE>f00<SPA CE><SPA CE>bar<SPA CE><SPACE>" [would
result in the output string: "foo<SPACE>bar", and the Form KC stringr*<SPACE><SPACE><SPACE>"
would result in the output string: "<SPACE>".

7.6.2 NumericString I nsignificant Character Removal

For the purposes of this clause, a space is defined to be the SPACE (U40020) code point followed by no compining
markg All spaces are regarded as not significant and are to be removed.-dor example, removal of spaces from the Form
KC dtring: "<SPACE><SPACE>123<SPA CE><SPA CE>456<SPACE><SPACE>" would result in the output gtring:
"123466", and the Form K C string: "<SPACE><SPACE><SPACE>""would result in an empty output string.

8 Definition of matching rules
NQTE — For definitions of objectldentifierMatch and distinguishedNameMatch, see ITU-T Rec. X.501 | ISO/IEC 9594-2.

8.1 String matching rules

In thg matching rules specified in 8.1.1 through 8.1.9, all presented and stored string values are to be prepared for
matchjng as described in clause 7. String preparation produces strings suitable for character-by-character matching

811 Case Exact Match and(Case Ignore Match

The [Case Exact Match ule compares for equality a presented string with an attribute value of| type
UnborndedDirectoryString or DirectoryString or one of the data types appearing in the choicqd type
UnbolindedDirectoryString or (equivalently) DirectoryString, e.g., UTF8String without regard to insignificant gpaces
(see 716).

caseHxactMateh . MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-caseExactMatch }

The Gase—grere—Match—rule—compares—for—eguatity—a—presented—string—with—anr—attribute—valde—of  type
UnboundedDirectoryString or one of the data types appearing in the choice type DirectoryString, €.g., UTF8String,
without regard to the case (upper or lower) of the strings (e.g., "Dundee" and "DUNDEE" match) and insignificant
spaces (see 7.6). Theruleisidentical to the caseExactMatch rule except upper-case characters are folded to lower case
during string preparation as discussed in 7.2. After taking white space into account, caseless matching shall be performed
by performing case folding as described in The Unicode Standard and applying Normalization Form D or Form KC as
described in Unicode Technical Report 15, depending on the character repertoire commonly examined and performance

requirements.

caselgnoreMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-caselgnoreMatch }
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Both rules return TRUE if the prepared strings are the same length and corresponding characters in the prepared strings
areidentical.

8.1.2 Case Exact Ordering Match and Case Ignore Ordering Match

The Case Exact Ordering Match rule compares the collation order of a presented string with an attribute value of type
UnboundedDirectoryString or one of the data types appearing in the choice type DirectoryString, e.g., UTF8String
without regard to insignificant spaces (see 7.6).

caseExactOrderingMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-caseExactOrderingMatch }

The Case Ignore Ordermg Match rule compares the collation order of a pre&ented strlng W|th an attrlbute value of type
, €0,
rule is
string

caselgnoreOrderingMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-caselgnoreOrderingMatch }

Both fules return TRUE if the attribute value is "less' or appears earlier than the presented,value, when the strirjgs are
compgred using the Unicode code point collation order.
NQTE — Collation order provides language and culture-specific information about how-the characters of a given langugge are

sorted. A Directory system can support several configurable collation orders. Implemehtation of this capability is outside the scope
of this Directory Specification.

8.1.3 Case Exact Substrings Match and Case Ignor e Substrings Match

The (ase Exact Substrings Match rule determines whether a presentediwalue is a substring of an attribute value ¢f type
DirectloryString or one of the data types appearing in the choice'type UnboundedDirectoryString, €.g., UTF8String
withotit regard to insignificant spaces (see 7.6).

caseHxactSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion -- only,the PrintableString choice
ID id-mr-caseExactSubstringsMatch'}

The Gase Ignore Substrings Match rule determines whether a presented value is a substring of an attribute value ¢f type

UnbofindedDirectoryString or one of the data-types appearing in the choice type UnboundedDirectoryString, e.g.,

UTF8$tring, without regard to the case (uppér or lower) of the strings and insignificant spaces (see 7.6). The fule is

identi¢al to the caseExactSubstringsMateh rule except upper-case characters are folded to lower case during|string

prepalation asdiscussedin 7.2.
|

caselgnoreSubstringsMatch ,MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mricaselgnoreSubstringsMatch }
SubstringAssertion = SEQUENCE OF CHOICE ({
initial [O] UnboundedDirectoryString,
any [1] UnboundedDirectoryString,
final [2] UnboundedDirectoryString,
contfol Attribute{{SupportedAttributes}} } -- Used to specify interpretation

- of the following items at most
- one initial and one final
- component

Both rules return TRUE if there is a partitioning of the attribute value (into portions) such that:

— the specified substrings (initial, any, final) match different portions of the value in the order of the strings
sequence;

— initial, if present, matches the first portion of the value;
— final, if present, matches the last portion of the value;
— any, if present, matches some arbitrary portion of the value;

— control is not used for the caselgnoreSubstringsMatch, telephoneNumberSubstringsMatch, or any
other form of substring match for which only initial, any, or fina elements are used in the matching
algorithm; if a control element is encountered, it is ignored. The control element is only used for
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matching rules that explicitly specify its use in the matching agorithm. Such a matching rule may aso
redefine the semantics of theinitial, any and final substrings.

NOTE — The generalWordMatch matching rule is an example of such amatching rule.

There shall be at most one initial, and at most one final in the SubstringAssertion. If initial is present, it shall be the
first element. If final is present, it shall be the last element. There shall be zero or more any.

For a component of substrings to match a portion of the attribute value, corresponding characters must be identical
(including all combining charactersin the combining character sequences).

8.14 Numeric String Match

The Numeric String Match rule compares for equality a presented numeric string with an attribute value of type
NumericString.

numeficStringMatch MATCHING-RULE ::= {
SYNTAX NumericString
ID id-mr-numericStringMatch }

The rlile is identical to the caselgnoreMatch rule (case is irrelevant as characters are numeric) excéept that all| space
charagters are removed during preparation as detailed in 7.6.2.

8.1.5 Numeric String Ordering Match

The Numeric String Ordering Match rule compares the collation order of a presented stririg with an attribute value of
type NumericString.

numeficStringOrderingMatch MATCHING-RULE ::= {
SYNTAX NumericString
ID id-mr-numericStringOrderingMatch }

The rile is identical to the caselgnoreOrderingMatch rule (case is irrelevant as characters are numeric) except that all
space characters are removed during string preparation as detailed in.7:6.2.

8.1.6 Numeric String Substrings Match

The Numeric String Substrings Match rule determines whether a presented value is a substring of an attribute value of
type NumericString.

numeficStringSubstringsMatch MATCHING-RULE"::= {
SYNTAX SubstringAssertion
ID id-mr-numericStringSubstringsMatch }

Therdleisidentical to the caselgnoreSubstringsMatch rule (case isirrelevant as characters are numeric) except fhat all
space characters are removed during,string preparation as detailed in 7.6.2.

8.1.7 CaselgnorelList Match

The Gase Ignore List Matchtrule compares for equality a presented sequence of strings with an attribute value whigch is a
sequence of UnboundedDbirectoryString, without regard to the case (upper or lower) of the strings and significant
spaces (see 7.6).

caselgnoreListMatch MATCHING-RULE ::= {
SYNTAX CaselgnorelList
ID id-mr-caselgnoreListMatch }

CaselgnoreList ::= SEQUENCE OF UnboundedDirectoryString

The rule returns TRUE if and only if the number of strings in each is the same, and the corresponding strings match. The
latter matching is as for the caselgnoreMatch matching rule.

8.1.8 CaselgnorelList Substrings Match

The Case Ignore List Substring Match rule compares a presented substring with an attribute value which is a sequence of
UnboundedDirectoryString, but without regard for the case (upper or lower) of the strings and insignificant spaces
(see 7.6).

caselgnoreListSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion
ID id-mr-caselgnoreListSubstringsMatch }
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A presented value matches a stored value if and only if the presented value matches the string formed by concatenating
the strings of the stored value. This matching is done according to the caselgnoreSubstringsMatch rule; however, none
of the initial, any, or final values of the presented value are considered to match a substring of the concatenated string
which spans more than one of the strings of the stored value.

8.1.9 Stored Prefix Match

The Sored Prefix Match rule determines whether an attribute value, whose syntax is UnboundedDirectoryString, is a
prefix (i.e., initial substring) of the presented value, without regard to the case (upper or lower) of the strings and
insignificant spaces (see 7.6).
NOTE — It can be used, for example, to compare values in the Directory which are telephone area codes with a value which is a
purported telephone number.

storeqPrefixMatch MATCHING-RULE == {
SYNTAX UnboundedDirectoryString
ID id-mr-storedPrefixMatch }

The rdle returns TRUE if the attribute value is an initial substring of the presented value with corresponding chafacters
identi¢al except with regard to case.

8.2 Syntax-based matching rules

821 Boolean Match
The Bpolean Match rule compares for equality a presented Boolean value with an atfribute value of type BOOLEAN.

booleanMatch MATCHING-RULE ::= {
SYNTAX BOOLEAN
ID id-mr-booleanMatch }

The rdle returns TRUE if the values are the same, i.e., both are TRUE or both are FALSE.

8.2.2 Integer Match

The Iteger Match rule compares for equality a presented integer value or enumerated value with an attribute vaglue of
type INTEGER or ENUMERATED, respectively.

integgrMatch MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integerMatch }

Therdlereturns TRUE if the presented integey value or the presented enumerated value is equal to the attribute vallie.
8.2.3 Integer Ordering Match
The Integer Ordering Match rule compares a presented integer value with an attribute value of type INTEGER.

integgrOrderingMatch MATEHING-RULE ::= {
SYNTAX INTEGER
ID idcmr=integerOrderingMatch }

Therylereturns TRYE if the attribute value is less than the presented value.

8.24 Bit String Match
The Bt &ring Match rule compares a presented bit string with an attribute value of type BIT STRING.

bitStringMatch MATCHING-RULE ::= {
SYNTAX BIT STRING
ID id-mr-bitStringMatch }

The rule returns TRUE if the attribute value has the same number of bits as the presented value and the bits match on a
bitwise basis. If the attribute syntax is defined with a "NamedBitList", trailing zero bits in the attribute value and
presented value are ignored.

8.25 Octet String Match

The Octet Sring Match rule compares for equality a presented octet string with an attribute value of type OCTET
STRING.
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octetStringMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
ID id-mr-octetStringMatch }

Therulereturns TRUE if and only if the strings are the same length and corresponding octets are identical.

8.2.6 Octet String Ordering Match

The Octet Sring Ordering Match rule compares the collation order of a presented octet string with an attribute value of
type OCTET STRING.

octetStringOrderingMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
ID id-mr-octetStringOrderingMatch }

The ryle compares octet strings from first octet to last octet, and from the most significant bit to the least significant bit
within the octet. The first occurrence of a different bit determines the ordering of the strings. A zero bit precedes a one
bit. If the strings are identical but contain different numbers of octets, the shorter string precedes the longer-string.

8.2.7 Octet String Substrings M atch

The Qctet String Substrings Match rule determines whether a presented octet string is a substringlof-an attribute value of
type QCTET STRING.

octet$tringSubstringsMatch MATCHING-RULE ::= {
SYNTAX OctetSubstringAssertion

ID id-mr-octetStringSubstringsMatch }
OctetbubstringAssertion ::= SEQUENCE OF CHOICE ({

initial [0] OCTET STRING,

any [1] OCTET STRING,

final [2] OCTET STRING }

-- at most one initial and one final component

The rlile returns TRUE if the attribute value contains the sequénce of octets in the presented string, as descriljed for
caselrnoreSubstringsMatch.

8.2.8 Telephone Number Match

The Telephone Number Match rule compares far equality a presented value with an attribute value of type
TelephoneNumber (see 6.7.1).

telepfoneNumberMatch MATCHING-RULE )::= {
SYNTAX TelephoneNumber
ID id-mr-telephoneNumberMatch }

The rdles for matching are identi€alyto those for caselgnoreMatch, except that all hyphens and spaces are insignificant
and rgmoved during the insignificant character removal step.

8.29 Telephone Number Substrings Match

The TElephone Number Substrings Match rule determines if a presented substring is a substring of an attribute value of
type FrintableString-which is a tel ephone number.

telepiloneNumberSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-telephoneNumberSubstringsMatch }

The rules for matching are identical to those for caseExactSubstringsMatch, except that all hyphens and spaces are
insignificant and removed during the insignificant character removal step.

8.2.10 Presentation Address Match

The Presentation Address Match rule compares for equality a presented Presentation Address with an attribute value of
type PresentationAddress.

presentationAddressMatch MATCHING-RULE ::= {
SYNTAX PresentationAddress
ID id-mr-presentationAddressMatch }

The rule returns TRUE if and only if the selectors of the presented and stored presentation address are equal and the
presented nAddresses are a subset of the stored ones.
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8.211 Unique Member Match

The Unique Member Match rule compares for equality a presented Unique Member value with an attribute value of type
NameAndOptionalUID.

uniqueMemberMatch MATCHING-RULE ::= {
SYNTAX NameAndOptionalUID
ID id-mr-unigueMemberMatch }

The rule returns TRUE if and only if the dn components of the attribute value and the presented value match according
to the distinguishedNameMatch rule, and the uid component is absent from the attribute value or matches the
corresponding component from the presented value according to the bitStringMatch rule.

8.2.12 Protocol |nformation Match

The Pyotocol Information Match rule compares for equality presented values of Protocolinformation with valdeg of the
same {ype.

protog¢olinformationMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
ID id-mr-protocolinformationMatch }

A valye of the assertion syntax is derived from a value of the attribute syntax by using the nAddress component.

The v@lue returns TRUE if the presented value and the nAddress component of the storedvalue match according to the
octet$tringMatch rule.

8.2.1 Facsimile Number Match

The Hacsimile Number Match rule compares for equality a presented valuedwith the first element of the attribute value
sequence. That element, telephoneNumber, is of type TelephoneNumbeér (see 6.7.1). The parameters element|of the
facsinjile number sequence is not evaluated.

facsimileNumberMatch MATCHING-RULE ::= {
SYNTAX TelephoneNumber
ID id-mr-facsimileNumberMatch }

Theryles for matching are identical to those for telephonéNumberMatch.

8.214 Facsimile Number Substrings Match

The Fpcsimile Number Substrings Match rule détermines if a presented substring is a substring of the first element|of the
attribyte value sequence. That element, telephroneNumber, is of type TelephoneNumber and is a telephone niimber.
The pfirameters element of the facsimile number sequence is not evaluated.

facsimileNumberSubstringsMatch, MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-fagsimileNumberSubstringsMatch }

The rdles for matching areidentical to those for telephoneNumberMatch.
8.219 UUID Pair’Match
The UUID Pair4Viatch rule compares presented values of UUIDPair for equality, and is defined as follows:

uUIDRairMatch MATCHING-RULE ::= {
SYNTAX UUIDPair

1D id-mr-lnlidpairmmr‘h }

A presented value of the type UUIDPair matches a target value of the type UUIDPair if and only if each component of the
first is equal to the corresponding component of the second, the corresponding components are of the same length, and
the corresponding octets are equal.

8.216 Component Match

The syntaxes of attributes in a Directory system range from simple data types, such as text string, integer, or Boolean, to
complex structured data types, such as the syntaxes of the directory schema operational attributes. Matching rules
defined for the complex syntaxes usually only provide the most immediately useful matching capability. RFC 3687
specifies generic matching rules that can match any user-selected component parts in an attribute value of any arbitrarily
complex attribute syntax. RFC 3727 specifies an ASN.1 module useful for reference by other specifications. This
matching rule specification is imported into SelectedAttributeTypes within this Directory Specification, and may be
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selected for use by means of the extensibleMatch component of Filterltem, as specified in ITU-T Rec. X.511 |
| SO/IEC 9594-3.

8.3

83.1
TheU

uTCTi

Ther

Time matching rules

UTC TimeMatch
TC Time Match rule compares for equality a presented value with an attribute value of type UTCTime.
meMatch MATCHING-RULE ::= {

SYNTAX UTCTime
ID id-mr-uTCTimeMatch }

le returns TRUE if the attribute value represents the same time as the presented value. If a UTC time is specified

witht

8.3.2

The U
UTCT

uTCT

ne seconds absent, the number of seconds is assumed to be zero.

UTC Time Ordering Match

TC Time Ordering Match rule compares the time ordering of a presented value with an attribtite value ¢
me.

meOrderingMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeOrderingMatch }

Ther
year

time i$ specified with the seconds absent, the number of seconds is assumed to bézero.

Thev

8.3.3
The

GenerlalizedTime (as per 46.3 b) or ¢) of ITU-T Rec. X:680 | ISO/IEC 8824-1).

gener

The rl|I|e returns TRUE if the attribute,value represents the same time as the presented value. If atime is specifig
i

them

8.34

The G
typed

gener

le returns TRUE if the attribute value represents a time which is earlier thanthe-presented time. UTC timg
ues 50 to 99 shall be taken to represent times that are earlier than UTC timeswith year values 00 to 49. If

ue of the two-digit year field shall be rationalized into afour-digit year'value as follows:
— if the 2-digit value is 00 through 49 inclusive, the value:shall have 2000 added to it; and
— if the 2-digit value is 50 through 99 inclusive, the valtie’shall have 1900 added to it.

Generalized Time Match

Seneralized Time Match rule compares for eguality a presented value with an attribute value o

plizedTimeMatch MATCHING-RULE ::=+
SYNTAX GeneralizedTime

-- as per 46.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1
ID id-mr-generalizedTimeMatch }

nutes or seconds absent, the number of minutes or seconds is assumed to be zero.

Generalized TimeQrdering Match

eneralizedTinge(as per 46.3 b) and c) of ITU-T Rec. X.680 | ISO/IEC 8824-1).

plizedTimeOrderingMatch MATCHING-RULE ::= {
SYNTAX GeneralizedTime

-- as per 46.3 b) or c¢) of ITU-T Rec. X.680 | ISO/IEC 8824-1
1D id-mr-generalizedTimeOrderingMatch }

f type

IS with
h UTC

type

d with

eneralized Time ©rdering Match rule compares the time ordering of a presented value with an attribute v@lue of

The rule returns TRUE if the attribute value represents a time which is earlier than the presented time. If a time is
specified with the minutes or seconds absent, the number of minutes or seconds is assumed to be zero.

8.35

System Proposed Match

The System Proposed Match rule is adummy matching rule, defined as follows:

systemProposedMatch MATCHING-RULE ::= {

ID id-mr-systemProposedMatch }

This matching rule can by arequestor to be included in the RelaxationPolicy within asearch request to indicate that the

Direct

30

ory should determine what matching rule should be used in a matching rule substitution.
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8.4 First component matching rules

84.1 Integer First Component Match

The Integer First Component Match rule compares for equality a presented integer value with an attribute value of type
SEQUENCE whose first component is mandatory and of type INTEGER.

integerFirstComponentMatch MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integerFirstComponentMatch }

Therulereturns TRUE if the attribute value has a first component whose value equal s the presented integer.

A value of the assertion syntax is derived from a value of the attribute syntax by using the value of the first component of
the SEQUENCE

8.4.2 Object Identifier First Component Match

The dbject Identifier First Component Match rule compares for equality a presented object identifier value With atfribute
valueg of type SEQUENCE whose first component is mandatory and of type OBJECT IDENTIFIER.

objectldentifierFirstComponentMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierFirstComponentMatch }

The rule returns TRUE if the attribute value has a first component whose value matches the presented object identifier
using the rules of objectldentifierMatch.

A valye of the assertion syntax is derived from a value of the attribute syntax byusing the value of the first compoment of
the SHQUENCE.

8.4.3 Directory String First Component Match

The Qirectory Sring First Component Match rule compares for ‘equality a presented DirectoryString value with an
attribyte value of type SEQUENCE whose first component is mandatory and of type DirectoryString.

directpryStringFirstComponentMatch MATCHING-RULEw::= {
SYNTAX UnboundedDirectoryString
ID id-mr-directoryStringFirstComponentMatch }

The fule returns TRUE if the attribute value~has a firss component whose value matches the presented
UnboIndedDirectoryString using the rules of ¢aselgnoreMatch.

A valye of the assertion syntax is derived from a value of the attribute syntax by using the value of the first compoment of
the SHQUENCE.

8.5 Word matching rules
85.1 Word Match

The Word Match rule-Compares a presented string with words in an attribute value of type DirectoryString.

wordatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-wordMatch }

The ralereturns TRUE if a presented word matches any word in the attribute value. Individual word matching igas for
the caselgnoreMatch matching rule. The precise defimition of a word' 1S alocal matter.

85.2 Keyword Match
The Keyword Match rule compares a presented string with keywords in an attribute value of type DirectoryString.

keywordMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-keywordMatch }

Therulereturns TRUE if a presented value matches any keyword in the attribute value. The identification of keywordsin
an attribute value and of the exactness of match are both local matters.
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8.5.3 General Word Match

The General Word Match rule compares words in a presented string with words in an attribute value of type
UnboundedDirectoryString. The matching rule can also be used for attribute values of a type that explicitly specifies
one of the UnboundedDirectoryString choices as its syntax.

generalWordMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-generalWordMatch }

This matching rule is differentiated from a norma substring matching rule by the interposition of control attributes
before or between theinitial, any, or final elements. If there are no control attributes in the filter item, the matching shall
be performed as for the caseExactSubstringsMatch matching rule with the semantics of initial, any and final elements
as defined by that matching rule. However, if the equality matching rule (if any) for the attribute type subject to the
matchjng Is caselgnoreMatch, then the caselgnoreSubstringsMatch shall be used instead.

Four tiypes of control attribute are defined for general word match (restrictions on their placement are defined below);
any other control attributes shall be ignored:

sequgnceMatchType ATTRIBUTE ::= {

WITH SYNTAX SequenceMatchType
SINGLE VALUE TRUE
ID id-cat-sequenceMatchType } -- defaulting to sequéenceExact

SequgnceMatchType ::= ENUMERATED {

sequenceExact 0),
sequenceDeletion 2),
sequenceRestrictedDeletion 2),
sequencePermutation 3),
sequencePermutationAndDeletion (4),
sequenceProviderDefined 5)}

wordMatchTypes ATTRIBUTE ::= {

WITH SYNTAX WordMatchTypes

SINGLE VALUE TRUE

ID id-cat-wordMatchType.} -- defaulting to wordExact
WordMatchTypes ::= ENUMERATED {

wordExact ),

wordTruncated (D),

wordPhonetic (2);

wordProviderDefined 3)}
charafterMatchTypes ATTRIBUTE <=

WITH SYNTAX CharacterMatchTypes

SINGLE VALUE TRUE

ID id-cat-characterMatchTypes }
CharacterMatchTypes (= ENUMERATED {

characterExact (0),

characterCaselghore (1),

characterMapped 2)}

selecledContexts ATTRIBUTE ::= {
WITHISYNTAX ContextAssertion
1B id-cat-selectedContexts }

Each attribute affects al following initial, any, or final elements, and the values that it provides supersede those that
were previously applicable.

Prior to the first sequenceMatchType attribute, if any, the value that is to be taken as applicable for the
sequenceMatchType attribute shall be taken as sequenceExact. The attribute does not affect the evaluation of the
initial and final elements, which shall aways be taken as matching the initial and final words; it only affects the
remaining unmatched words. The initial word, if present, shall match the first word of the stored text; if both are noise
words, the two words shall be taken as matching. The positioning of sequenceMatchType attributes defines the words
to which the form of match applies.

NOTE 1—For many practical purposes it will suffice to place the sequenceMatchType before the first initial element;
particular implementations may not support the full generality of the definition.
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Prior to the first wordMatchType attribute, if any, the value that is to be taken as applicable for the wordMatchType
attribute shall be taken as wordExact. Prior to the first characterMatchType attribute, if any, the value that is to be
taken as applicable for the characterMatchType attribute shall be taken as characterExact. However, if the equality
matching rule (if any) for the attribute type subject to the matching is caselgnoreMatch, then it shall instead be taken as
characterCaselgnore.

If selectedContexts control attribute is present, it shall be the first element; there shall only be one such control
attribute; it shall be taken as arestriction on the stored value (see below).

The rule returns TRUE if the presented value contains a non-empty sequence of words which matches the specified
initial and final words, and in addition the sequence of remaining unmatched words in the attribute value according to the
specified sequenceMatchType, where corresponding words are matched according to the specified wordMatchTypes
and correspondi ng characters W|th|n words are matched accordi ng to the specmed characterMatchTypes except that if
ired to
stored

ace or
s, and
racters

guages,
words
weak

pes is

Can be
rds as

leaveq the sequence unchanged. If it is sequenceDeleti@n, it deletes zero or more words from the sequence. |f it is
sequgnceRestrictedDeletion, it deletes zero or more words but not the first word from the sequence. If it is
sequgncePermutation, it permutes zero or more Words in the sequence. If it is sequencePermutationAndDelefion, it
deletes zero or more words in the sequeneer-and permutes zero or more of the remaining words. If| it is
sequgnceProviderDefined, it deletes, permutes; or inserts words in accordance with an implementation-defined ryle.

A word in the presented value matches awerd in the attribute value if the latter word can be transformed according to the
corregponding rule from the specifiedwordMatchTypes into a sequence of characters which match in turn the characters
of the|word in the presented value: Each word is matched using the corresponding rule in wordMatchTypes where the
corregpondence is determined prior to applying any deletions or permutations from sequence matching; any werds in
excess of the number of rulesinwordMatchTypes is matched using the last rule. If therule is exact, the transform|leaves
the word unchanged. If itiSwordTruncated, then zero or more characters are removed from the end of the word] up to
an implementation-defined’minimum word length. If it iswordPhonetic, the word is replaced with aword that matches
it accprding to an_implementation-defined phonetic matching algorithm. If it is wordProviderDefined, the word is
matched in accordance with an implementation-defined rule.

The gharacters in each word are compared using the corresponding rule in characterMatchTypes where the
corregpondence is determined prior to applying any deletions or permutations from sequence matching; the charagters of
any words in excess of the number of rules in characterMatchTypes are matched using the last rile. If
characterMatchTypes IS characterExact, then the corresponding characters within the words match If they are the
same. If it ischaracterCaselgnore, then the corresponding characters within the words match if they are the same when
differences in case are ignored. If it is characterMapped, the characters match if they map to the same character
according to an implementation-defined mapping table. This table shall be such as to allow national characters listed in
Figure A.2/T.51 to be matched using only the characters A-Z and 0-9 in presented values, and may map short sequences
of characters onto a single character, e.g., ae to a-e-diphthong or ue to u-umlaut.
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8.6 Approximate Matching Rules
8.6.1 Approximate String Match

The Approximate Sring Match rule compares a presented value with an attribute value according to a locally-defined
approximate matching algorithm (e.g., spelling variations, phonetic match, etc.). The algorithm shall be the same as that
invoked in response to processing afilter item of type approximateMatch (see ITU-T Rec. X.511 | ISO/IEC 9594-3).

approximateStringMatch MATCHING-RULE ::= {
ID id-mr-approximateStringMatch }

The assertion syntax for this matching rule is the same as the assertion syntax of the equality matching rule for the
attribute to which it is applied. If no equality matching rule is defined for the attribute, any assertion syntax is permitted
but the rule always evaluates to undefined.

8.7 Special Matching Rules

8.7.1 Ignoreif Absent Match

The Ignoreif Absent Match rule compares a value for any purpose and for any attribute.

ignorg¢lfAbsentMatch MATCHING-RULE ::= {
ID id-mr-ignorelfAbsentMatch }

The rdlereturns as follows:
a) If theattributeis absent, the rule returns the value TRUE;
b) If theattributeis present, the rule returns the value undefined.

This match can only be used as a parent matching-rule. It is then used in conjunction with a matching rule which natches
valueg when the attribute is present. See dlso 13.5.2 of ITU-T Rec. X.50%} ISO/IEC 9594-2.

NQTE — Within a service-specific administrative area, the same effect can be achieved by specifying an empty defaulti/alues
sufpcomponent of the appropriate request-attribute-profile.

8.7.2 Null Match

The Null Match rule compares avalue for any purpose andsfor any attribute, with the special rule:

nullMatch MATCHING-RULE ::= {
ID id-mr-nullMatch }

The rdlereturns as follows:
a) if thefilter-item is non-negated, the rule returns the value TRUE; and
b) if thefilter-item is negated, the rule returns the value FAL SE.

This match can be used formally ‘to)cause a filter-item to be ignored. A filter item using null match shall be congidered
absent when evaluating compatihility with search-rules.

8.8 Zonal Match

A Zorjal Match is pfimarily applicable to search requests that make use of geographical related mappable filter [items.
Such flilter items-eould be assertions for localityName, stateOrProvinceName, postalCode, €tc.

Zonal |Imatching uses combinable filter items for the matching against the mapping table.

The zpnal, matching can take into account that users perception of localities may be different from the locality [model

used Wwitht-a-BMB—TFhe-rmapptag-between-the-tsers—pereeption-anc-the-modelused-within-a-BiMB-shedtd-take into
account that a user may use localities that are not directly reflected in Directory entries or their names. Such localities
may be fuzzy in the sense that they do not relate exactly to localities that are more official. Also, a user may guess
slightly wrong on locality names when making a search if the object being looked for lives close to the border of a
neighbouring locality. For this purpose, a region, e.g., a country, is divided up into zones. Zones are areas that are
completely contained within any locality referenced in asearch request. The result of a mapping of the mappable filter

itemsisalist of zones. For further explanation of zonal matching, see Annex E.

When using zonal match, the mapping table is called a gazetteer (i.e., a geographical dictionary). Within the filter, a set
of combinable locdlity filter items may be able together to define a single named place (that is, a unique, usualy
contiguous local area), or, when this is permitted, a small number of named places that match the filter items. A named
place is adistinct named real-world place, such as atown, village, county, etc.
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A gazetteer will in general cover (i.e., provide a geographical database relating to) a domain comprising a single country
or region. A geographical search inquiry shall be interpreted in terms of a specific gazetteer. How the scope of asearchis
determined, and an appropriate gazetteer selected, is a local matter, but the selection can be done by using a default
gazetteer for the DSA, or be based on one or more of attributes, e.g., countryName, stateOrProvinceName or
localityName associated with the search operation (e.g., present as part of the distinguished name of the baseObject, or
as part of thefilter).

The first step of a zonal match is to use one or more filter items together to identify one or more named places. For this
purpose, combinable locality filter items (i.e., all locality filter items within asingle subfilter) are used together.

Otherwise, the procedure so far identifies one or more named places. At this stage, no reference at al has been made to
information within the DIT. The remainder of the filter can then be used to identify all of the entries within the search

scope that have positions corresponding to those named places, as defined later. Relaxation may be applicable so that
nameg pl aceswill match mare entry Inneifinnc if in::rlpnll 1ate results would be returned othenwise

Zonal [matching does not support tightening.

Each ¢ntry that is to be considered eligible for matching shall have a position that is identified either by a unique hamed
place,|perhaps using more than one place-name value, e.g., ("Newton" "Chester" "Cheshire"), or by ore or morg zones
(see next paragraph), represented by values placed in a zone attribute. If an entry has zones to defingits position, jt may
also have locality values, but the latter, in this case, are informational. The administrative autharity is responsible for
ensuripg that locality information does indeed identify anamed place.

Zonegare primitive non-overlapping geographical components, distinct in kind from places; such that a placeis precisely
sed of one or more zones, as listed within the gazetteer. Zones are identified by string values that are linique
a gazetteer's region. Thus, two overlapping places would share one or. ‘more zones that correspond [to the
ping area. Zones are represented within entries as attributes, possibly as an operational attribute. In thi$ case,
zonal information would never be returned as attribute values unless the attribute representing the zone is specifically
requested as an operational attribute. Alternatively, a zone could be a standard attribute (e.g., postalCode). Lpcality
valueg are returned as usual, subject to access control.

NQTE 1 — The exact nature of a zone, and its mapping to a specific attribute, is alocal matter, and would probably depend on the
abilities of a specific implementation. In the United Kingdom, a‘geod candidate for a zone would be a postal codle, like
"RG12 2JL", which often defines a small area such as one side ofa street. Zones in city areas would then be small; those in

colintry areas would be correspondingly large. In unpopulated ‘and featureless areas (e.g., deserts), a zone could be very large
indeed.

An enfry's position (defined by zones) matches a named place, as defined by the gazetteer, if there is overlap between the
zones|defined for the named place and the zones defined for the entry (i.e., an overlap-based matching rule is uged). If
the entry's position is defined as a named place,\the position is considered to be composed of the zones constituting the
named place.

Zonal [matching permits extended (i.e., relaxed) matching, where level 0 corresponds to the basic definition of objectsin
the gagetteer. Levels 1 and greater levels.correspond to a gradual and systematic enlargement of the zones comprising a
place $o that more entry locations match.

The fgllowing is a more formalstatement of the model underlying zonal match:

a) Zona matchingis based on the existence of one or more gazetteers that are supported for the purppse by
DSAs. A 'gazetteer is a geographical dictionary covering, as its domain, a country or named region,
supported. by a suitable database. The selection of the domain for a specific search is carried out by local
means. T he gazetteer contains place-names and their properties, including lists of matching named places.
[£.15 supported by mechanisms for finding and collating the properties of place-names as given by
combinable locality attributes, and is quite independent of the DIT.

b).* The region covered by a gazetteer contains places. A place is a recognizable named geographicg area;
places can overlap, and can even extend somewhat beyond the boundary of the region. Places that are
identifiable by reference to the gazetteer are called named places.

c) The gazetteer itself is based on strings that are place-names. These are used to identify (or name) named
places. The name of a named place can be:

— asingle place-name, possibly in more than one word,;

— acollection of place-names, where in general one place-name corresponds to alarger area and
qualifies a place-name that corresponds (in the context) to a smaller area.

d) The concept of larger and smaller areas may sometimes be usefully represented in the characteristic of
scale as applied to a place. Informal examples of places of varying scale are plots, spots, villages, towns,
cities, counties, provinces, countries. In general, a named place should be associated in the gazetteer with
the names of encompassing places of larger scale, even if these are not required for unique identification.
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e

f)

0)

h)

Place-names may also have synonyms associated with a particular place, which could (for example)
represent abbreviations or alternative names. It is convenient to define a canonical name for each place, to
which synonyms of component place-names may be mapped.

Place-names may sometimes be derived from simpler place names by using semantic components such as
"Near" (e.g., "Near Tenterden"). This may conceivably be taken to define a ring-shaped place around the
town of Tenterden in Kent, England, but would probably be best taken as a place-name that does not by
itself define a place.

All places covered by the gazetteer shall have a unique canonical hame consisting of a distinct set of
place-names, where these names can be ordered in terms of the scale that each place-name impliesin the
context.

Places are broken down into zones in such away that zones are always nested inside each place, and each
part of a place has a corresponding zone. A zone is the building block of places in a gazetteer; every point

To fu
SPECi
object
ZONA

Aning

)

k)

In aregion has asingle zone in which 1t 1s contained.

Zones usually have neighbouring zones (e.g., unless effectively blocked by a geographical ‘or [major
political feature such as alake, river, sea, or mountain, or country boundary). Thus, the areadefinefl for a
place can usualy be extended by including zones that are neighbours to the zones that.comprise|it; the
extension can be carried on indefinitely a step at a time. The inclusion of a single|lével of neighbour
extension is called the 1-extension of a place; a further level of extension is called-a’2-extension, and so
on. The scope of an extension may be locally adjustable (extended or reduced) 10 represent a prgctical
situation, but such adjustments should be relatively scarce.

An entry representing a physical object may be defined to have a location."A location can be defined in
terms of a set of zones in an appropriate zone attribute, or by identifying.it as a named place by the|use of
one or more place-names using a locality attribute such as locationName, which can aso be reprgsented
as aset of zones. An entry will match aplace if the set of zones that\comprise its locality overlap the set of
zones that represent the place (possibly n-extended) that iS the result of consulting the gazett¢er, as
described above.

The selection of zones, places, place-names and the compilation of their relationshipsis aloca matter.

Entries that would match by equality match on the'basis of strings that they contain shall contihue to
match (in effect bypassing zonal match).

if all
e not
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rther qualify zonal matching, the ZONAL-MATCHING information non-generic object class is defineq as a
ization of the MAPPING-BASED-MATCHING geneéric information object class. An instance of this inforation
class determines the characteristics of zonal matching.

L-MATCHING ::= MAPPING-BASED-MATCHING { ZonalSelect, TRUE, ZonalResult, zonalMatch.&id }

tance of thisinformation object class'is tharacterized by:

a) The &selectBy dummy ‘reférence, if present, is by this information object class replaced by a|set-of
attribute types. The séléction of an instance of this information object class is based on these attributes and
on the attribute typesrrepresented in the search filter. An information object instance may be select
the attribute types represented by this component are represented in the filter. Attribute subtypes
considered (i'e7) the selection shall be based on explicitly named attributes). However, local critefia not
defined by-this Directory Specification may also be taken into account for selecting an instande. For
exampley the selection may partly be determined by the baseObject of the search argument. |f this
component is absent, selection is based wholly on local decision-making.

b) _The' &ApplicableTo shall specify a set of locality related attribute types as determined by| loca
requirements, such aslocalityName, stateOrProvinceName, streetName, postalCode, €tc.

¢)* The&subtypelncluded component is set according to local requirements.

d) _The &combinable dummy value rererence 1s unconditionaly replaced by TRUE.

€) The &mappingResults dummy type reference is by this information object class replaced by the
ZonalResult datatype.

f) The&userControl is set according to local requirements.

NOTE 2 — Thisfield should in most cases take the value TRUE.

0) The&exclusive isset according to local requirements.

NOTE 3 — An information object instance of thisinformation object classis a candidate for exclusive relaxation.

h) The &matching-rule is by this derived information object class set to zonalMatch.

The &id gives a unique identification of the instance of zonal matching algorithm.
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The ZonalSelect datatypeis:

ZonalSelect ::= SEQUENCE OF AttributeType

The ZonalResult data type is used for indicating exception conditions for zonal matching.

ZonalResult ::= ENUMERATED ({
cannot-select-mapping  (0),
zero-mappings (2),
multiple-mappings 3}

The values:

08 (E)

a) cannot-select-mapping is the result when the information provided in the base object name and subfilter
is insufficient to identify the mapping that is to be used in the zonal matching rule. The corresponding

The z
MAT(Q

zonal

Thisn
the g4
proble
multig
attriby
Attrib
uniqu
of the

match produces a result of undefined. None of the subfilters having mappable filter items, according
&applicableTo specification, will accordingly not evaluate to TRUE.

NOTE 4 — Within a service-specific administrative area and for properly designed search-rules, thejanalysi
search argument should have detected insufficient information in the search argument.

b) zero-mappings is the result when the information provided in the filter item(s) to bemapped can
mapped, either because no corresponding item exists in the mapping table, of-because the m
process produced zero filter items to be matched against entries. In this situation, a serviceErro
problem requestedServiceNotAvailable shall be returned. The ndtification compone
CommonResults shall contain:

i) asearchServiceProblem notification attribute with the value idgpr-enmatchedKeyAttributes
ii) afilterltem notification attribute indicating the mappable filteritems unable to provide a match

mapped to multiple entries of the gazetteer. The corresponding match produces a value TRUE, b
nevertheless, cause the search to be abandoned with. an. error. In this situation, a serviceErro
problem requestedServiceNotAvailable shall bereturned. The notification compone
CommonResults shall contain:

i) asearchServiceProblem notification attribute with the value id-pr-ambiguousKeyAttributes
ii) amultipleMatchingLocalities notification attribute as indicated by the zonalMatch matching r

onalMatch matching rule is the mapping-based’ matching rule associated with any instance of the z
HING information object class.

Match MATCHING-RULE ::= {
UNIQUE-MATCH-INDICATOR multipleMatchingLocalities
ID id-mr-zonalMatch }
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¢) multiple-mappings is the result when the information provided in the filter item(s) can successfully be
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ule.

DNAL-

yetteer shall give an unambiguous result. If several table entries match in the mapping process, aserviceErr

M ambiguousKeyAttributes shall be returned. The notification component of CommonResults shall co
leMatchingLocalities notification attribute (see 6.13.14). A value of the multipleMatchingLocalities notif
te is includedfor’ each table entry matched on the gazetteer. Each such vaue shal be a

iteValueAssertion specification that, if supplied in AND'ed equality filter items in each subfilter, would

e match against-the corresponding table entry. Thiswill allow the user in a subsequent search request to selg
returned netification attribute values to be reflected in the filter.

napping-based matching rule-includes the UNIQUE-MATCH-INDICATOR field, which implies that matching [1gai nst
r

with
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9

SECTION 4 —CONTEXTS

Definition of Context Types

This Directory Specification defines a number of context types which may be found useful across arange of applications

of the

9.1

Directory.

L anguage Context

The Language Context associates an attribute value with a specific language(s):

languageContext CONTEXT ::= {

Langu

A preg
that in

9.2

The T
includ

tempg

Time§

WITH SYNTAX LanguageContextSyntax
ID id-avc-language }

ageContextSyntax ::= PrintableString (SIZE(2..3)) -- 1SO 639-2 codes only

the stored value.

Temporal Context
emporal Context associates an attribute value with a set of times. Various (expressions of time are pd
ng:
a) absolute start or end times (e.g., 24:00 December 14, 1994);
b) specific time bands within the day (e.g., 09:00 to 17:00);
c) dayswithin the week (e.g., Monday);
d) dayswithin the month (e.g., the 10th; the 2nd last day;-&tc.);
€) monthswithin the year (e.g., March);
f) aparticular year (e.g., 1995);
g) weekswithin the month (e.g., the second week);
h) periodic day or week (e.g., every 2nd week);
i) logica negatives (e.g., not Mondayy):
ralContext CONTEXT ::= {

WITH SYNTAX TimeSpecification
ASSERTED AS TimeAssertion

ID id-ave=temporal }
pecification ::= SEQUENCE {
time CHOICE {
absolute SEQUENCE {
startTime [O] GeneralizedTime OPTIONAL,
endTime [1] GeneralizedTime OPTIONAL },
pefiedic SET SIZE (1..MAX) OF Period },
notThisTime BOOLEAN DEFAULT FALSE,
timeZone TimeZone OPTIONAL }

bented value is considered to match a stored value if the sequence of charactersin the presented valueisidentical to

ssible,

Period = SEQUENCE {

38

timesOfDay [0] SET SIZE (1..MAX) OF DayTimeBand OPTIONAL,

days [1] CHOICE {
intDay SET OF INTEGER,
bitDay BIT STRING { sunday (0), monday (1), tuesday (2), wednesday (3),
thursday (4), friday (5), saturday (6) },
dayOf XDayOf } OPTIONAL,
weeks [2] CHOICE {
allWeeks NULL,
intWeek SET OF INTEGER,
bitWeek BIT STRING {weekl (0), week2 (1), week3 (2), week4 (3),

week5 (4) } } OPTIONAL,
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months [3] CHOICE {
allMonths NULL,
intMonth SET OF INTEGER,
bitMonth BIT STRING { january (0), february (1), march (2), april (3),
may (4), june (5), july (6), august (7),
september (8), october (9), november (10),
december (11) }
} OPTIONAL,
years [4] SET OF INTEGER (1000 .. MAX) OPTIONAL }
XDayOf ::= CHOICE {
first [1] NamedDay,
second [2] NamedDay,
third [3] NamedDay,
Tourtn 14] Ndalfedavay,
fifth [5] NamedDay }

Name|

DayTi

DayTi

Time4

TimeA

Thea
specif
endTi
period

NG

HDay ::= CHOICE {

intNamedDays ENUMERATED {
sunday 1),
monday (2),
tuesday 3),
wednesday 4),
thursday (5),
friday (6),
saturday ™1},

bitNamedDays BIT STRING { sunday (0), monday (1) , tuesday-(2),
wednesday (3), thursday (4), friday (5), saturday (6) } }

meBand ::= SEQUENCE ({
startDayTime [0] DayTime DEFAULT { hour 0},
endDayTime [1] DayTime DEFAULT { hour 23, mitute 59, second 59} }

me ::= SEQUENCE {

hour [0] INTEGER (0..23),

minute [1]  INTEGER (0..59) DEFAULT 0,
second [2]  INTEGER (0..59) DEFAULT. 0}

one ::= INTEGER (-12..12)

ssertion ::= CHOICE ({

now NULL,

at GeneralizedTime,

between SEQUENCE {
startTime [0] GeneralizedTime,
endTime [1] GeneralizedTime OPTIONAL,
entirely BOOLEAN DEFAULT FALSE }}

bsolute choice of tinte -expresses a specific time or time band using absolute time notations (GeneralizedTi
c time is expressed-by setting the startTime equal to the endTime. Otherwise, startTime is earlier in tim
me and a span©fdimeis expressed. If endTime is missing, the time span includes all times after startTime.

ic alowsdthe'specification of time as a set of periods. The combined effect isalogical OR of the set.
TE 1 =Alternatively, an attribute value could be associated with the temporal context with multiple context values,

andl thus effect alogical 'neither'. When notThisTime is FALSE, the choice of which approach to use to specify a set of pel

up te-the-speetfier

eaf{lh of4h& periods, since this also acts alogica OR. However, the SET OF isincluded here to allow notThisTime to cover]

ne). A
e than

bne for
the set
iodsis

Within each Period, each element in the SEQUENCE OF is considered as "within" the following element in the
SEQUENCE OF. The SEQUENCE OF is in rising order of granularity of time period, although not all levels may be
present.

Thefina element in aPeriod isassumed to be valid for all time periods of higher granularity.
NOTE 2 — For example, if aPeriod SEQUENCE OF ends with timesOfDay, it is considered valid for all days.

A timesOfDay indicates the valid time bands during the days specified in the next element of Period. If days is not the
next element, then the time bands are valid for al possible days within the next element. If timesOfDay is not included,
all times of the day are valid within the next element. Different time bands may be specified for different days, by having
multiple occurrences of Period.
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The days element expresses specific days of a week, month or year depending on the next element of Period. If days
precedes weeks in a Period, then it expresses days of the week and the INTEGERS are constrained to the values 1 to 7,
where 1 is Sunday. If days precedes months in a Period, then it expresses days in the month and the INTEGERS are
constrained to the values 1 to 31, where 1 is the first day of the month. If days precedes years in a Period, then it
expresses days of the year and the INTEGERS are constrained to the values 1 to 366, where 1 isthefirst day of the year.

dayOf is used to indicate the 1st, 2nd, 3rd, 4th, and 5th occurrence of the NamedDay in a month (e.g., the first Monday
of the month, or the second Tuesday and Friday of August). The use of fifth shall always indicate the last NamedDay of
that month (e.g., the last Tuesday of July). If the dayOf choice for days is specified, then the weeks element of Period is
not meaningful if present and isignored.

If days isnot specified, then all days are valid within the next element of the Period.

The weeks element expresses specific weeks of a month or year, depending on the next element of Period. If weeks
precedes months In a Period, then It expresses weeks of the month and the INTEGERS are constrained to the VT| uesl
to 5, where 1 isthe first week of the month. The first week of the month shall be assumed to be the first week(confaining
at leagt four days of that month. The fifth week always means the last week of the month.

If wegks precedes years in a Period, then it expresses weeks of the year and the INTEGERS are constrained [to the
valueg 1 to 53, where 1 is the first week of the year. The first week of the year shall be assumeghto*be the firs{ week
contaihing at least four days of that year. The 53rd week is always the last week of the year.

If allWeeks is specified, then all weeks are valid within the next element of the Period (this@lows days to expregs days
of thejweek for all weeks).

If wegks is not specified, then all weeks are valid within the next element of the Period-

The nmonths element expresses specific months of the year. When months is expressed with INTEGERS, the INTEGERS
are copstrained to the values 1 to 12, where 1 is the first month of the year (i.€,, January).

If allMonths is specified, then all months of the year are valid (this allowsweeks to express weeks of the month|for all
months, or if weeks is not specified it allows days to express days of the month for all months).

If momths is not specified, then all months of the year are valid.
Theygars component expresses one or more years. If years isot specified, then all yearsare valid.

timezZpne expresses the time zone, in hours delta from‘GMT, in which time is expressed. If timeZone is not present, a
DSA processing the temporal context shall interpret thetime relevant in the time zone of the DSA.

If not[rhisTime is FALSE, then the tempora coentext value is the time expressed in time in the TimeSpecificat|on. If
notThjsTime is TRUE, then the temporal context value is considered to be all the time except that expressed in tjme in
the TimeSpecification (that is, alogical NOT is performed).

A time assertion is considered to matchina time specification if there is an overlap in the times specified. If the time
assertjon contains now, then the current time is used in the evaluation. If now or at is specified, then the assertion is
considered true if the specific time falls within the times covered by the stored TimeSpecification. If the time asgertion
uses bletween and entirely is FALSE, then the assertion is considered true if any portion of the between time band falls
within the times covered by.the stored TimeSpecification (the overlap need not be complete: as long as there is ajperiod
of oveérlap within the twa’time specifications, they are considered to match). If the time assertion uses betwegn and
entirely is TRUE, thenthe assertion is considered true only if the entire between time band falls within the times
covergd by the stored- TimeSpecification.

Examples

NOQTER —The following examples use the INTEGER formats for elements where a choice is available of INTEGER or
BIT STRING.

a) 09:00to 17:00 every day, would be expressed as:

periodic {
timesOfDay { {
startDayTime hour 9,
endDayTime hour 17} }}

b) Every Monday would be expressed as;

periodic {
days intDay : {2} }
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¢) 09:00 to 12:00 noon Monday to Friday and al day Saturday during January, and al day for Tuesdays in

February and March would be expressed as:

periodic {
{ timesOfDay { {
startDayTime hour 9,
endDayTime hour 12}}
days intDay : {2,3,4,5,6},
weeks allWeeks : NULL,

9.3
ThelL

localg

Local

months intMonth : {1} },
{ days {7},
weeks {1,2,3,4,5}
months {1} },
{ days {3}
weeks {1,2,3,4,5},

months {2,3}}}

d) All of August 1996 would be expressed as:

periodic {
{ months {8}
years {1996} } }

€) Thefirst day of every month would be expressed as.

periodic {

{ days {1}
months NULL } }

L ocale Context
pcale Context associates an attribute value with a specifictocale(s) as defined in POSIX:

Context CONTEXT ::= {
WITH SYNTAX LocaleContextSyntax
ID id-avc-locale }

bContextSyntax ::= CHOICE {
localelD1 OBJECT IDENTIFIER,
localelD2 UnboundedDirectoryString }

A pregented value is considered te-match a stored value if they are both object identifiers and the two object identifiers

are eq

Only fegistered object identifiers or strings for locales may be used as context values. The concept of localesis des
/IEC 9945-3:2003-Information technology — Portable Operating System Interface (POSX) — Part 3: Shell and

in 1SQ
Utiliti
N(

Eu
EN

Lial, or they are both strings and are the same.

=1

TE — Registration authorities will be created to assign OIDs and/or string identifiers to locale specifications. For exam
fopean Cofmittee for Standardization, CEN, has published a European standard for registration of locale infor
\/ 1200551996, Procedures for European Registration of Cultural Elements.

9.4

L. DAP Attribute Option Context

icribed

ble, the
mation,

The LDAP Attribute Option Context is used to provide an alignment between X.500 contexts and LDAP attribute
options.

IdapAttributeOptionContext CONTEXT ::= {
WITH SYNTAX AttributeOptionList
ASSERTED AS AttributeOptionList
ABSENT-MATCH FALSE
ID id-avc-ldapAttributeOption }

AttributeOptionList ::= SEQUENCE OF UTF8String
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A list of options as the context value provides the closest, most natural fit of the context concept as defined by these
Directory Specifications to ReLDAP attribute options. Each LDAP subtyping attribute option is mapped to a single
UTF8String value in the list. Two IdapAttributeOptionContext values are equal if they contain the same list of strings,
in any order, using a case ignore comparison. An AttributeOptionList in a ContextAssertion matches an
AttributeOptionList in a stored context value if it is a subset of, or equal to, the stored list, ignoring |etter case and the
order of the options.

NOTE 1 — AttributeOptionList isimplemented as a SEQUENCE OF to simplify DER encoding.

NOTE 2 — LDAP attribute options are restricted to the characters'A' to 'Z', 'a to 'z, '0' to '9" and hyphen, so PrintableString rather
than UTF8String would be sufficient. However, the underlying character set for attribute options is UTF8 and a future LDAP
extension might make use of the wider repertoire. Therefore, UTF8String was chosen to future-proof the specification.

An empty AttributeOptionList is specifically allowed. In LDAP, aparticular value is permitted to simultaneously appear
in the base attribute and in any of its optioned subtypes, e.g., (in LDIF format):

description: This is a string
description;lang-en: This is a string
description;lang-en;lang-en-us: This is a string

In ITY-T Rec. X.500 | ISO/IEC 9594-1, this is represented as the single value "This is a string" with,@single Context
having the contextType id-avc-ldapAttributeOption, and three contextvalues: { }, { "lang-en\}*and { "larg-en",
"lang-pn-us' }. That is, an empty AttributeOptionList, an AttributeOptionList containing the singlevalue "lang-en” and
an AttfibuteOptionList containing the two values "lang-en" and "lang-en-us".
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Annex A

Selected attributetypesin ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in this Directory Specification in the form of
the ASN.1 module SelectedAttributeTypes.

SelectedAttributeTypes {joint-iso-itu-t ds(5) module(1) selectedAttributeTypes(5) 6}
DEFINITIONS ::=
BEGIN

-- EXHORTS All --

-- The|types and values defined in this module are exported for use in the other ASN.1 modules contained
-- withjn the Directory Specifications, and for the use of other applications which will use them to access

-- Directory services. Other applications may use them for their own purposes, but this will not constrain

-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from}) ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, id-at, id-avc, id-cat, id-mr, id-not, id-pr, informationFramework,
serviceAdministration
FROM UsefulDefinitions { joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6 }

Attribute{}, ATTRIBUTE, AttributeType, AttributeValueAssertion, CONTEXT, ContextAssertion,
DistinguishedName, distinguishedNameMatch, MAPPING-BASED-MATCHING({ },
MATCHING-RULE, OBJECT-CLASS, objectldentifierMatch, SupportedAttributes

FROM InformationFramework informationFramework

AttributeCombination, ContextCombination, MRMapping
FROM ServiceAdministration serviceAdministration

-- from} ITU-T Rec. X.511 | ISO/IEC 9594-3

Filterltem, HierarchySelections, SearchControlOptions, ServiceControlOptions
FROM DirectoryAbstractService-directoryAbstractService

-- from ITU-T Rec. X.411 | ISO/IEC 10021-4

G3FacsimileNonBasicParameters
FROM MTSAbstractService{joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(1) version-1999(1) } ;

*from|IETF RFC 3727

The fdllowing import is,provided for information only (see 7.2.16), it is not referenced by any ASN.1 construct within
these PDirectory Specifications. Note that the ASN.1 module in RFC 3727 imports from the InformationFramework
module of edition4, '0f ITU-T Rec. X.501 | ISO/IEC 9594-2. A specification importing from both these Directory
Specifjcations.and’from RFC 3727 should take corrective actions, e.g., by making a copy of the ASN.1 module

of RFE 3727 and then update the IMPORT statement.

allComponentsMatch, componentFilterMatch, directoryComponentsMatch, presentMatch, rdnMatch
FROM ComponentMatching {iso(1) 2 36 79672281 xed(3) module (0)
component-matching(4)} */

-- Directory string type --

UnboundedDirectoryString ::= CHOICE {

teletexString TeletexString (SIZE(1..MAX)),
printableString PrintableString (SIZE (1..MAX)),
bmpString BMPString (SIZE (1..MAX)),
universalString UniversalString (SIZE (1..MAX)),
uTF8String UTF8String (SIZE (1..MAX)) }

DirectoryString { INTEGER : maxSize} ::= CHOICE {
teletexString TeletexString (SIZE (1..maxSize)),
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printableString PrintableString (SIZE (1..maxSize)),

bmpString BMPString (SIZE (1..maxSize)),
universalString UniversalString (SIZE (1..maxSize)),
uTF8String UTF8String (SIZE (1..maxSize)) }

-- Attribute types --

knowledgelnformation ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caselgnoreMatch

ID id-at-knowledgelnformation }
name ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALIT Y MATCHING RULE casetgnoreivtatch

SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

ID id-at-name }
comnjonName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

ID id-at-commonName }
surname ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

ID id-at-surname }
givenName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

ID id-at-givenName }
initialp ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

ID id-at-injtials }
generptionQualifier ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

ID id-at-generationQualifier }
uniqugldentifier ATTRIBUTE ::= {

WITH SYNTAX Uniqueldentifier

EQUALITY MATCHING RULE bitStringMatch

ID id-at-uniqueldentifier }

Unigueldentifier ::= BITSTRING

dnQualifier ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

PrintableString
caselgnoreMatch
caselgnoreOrderingMatch
caselgnoreSubstringsMatch
id-at-dnQualifier }

serialNumber ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

pseudonym ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
ID

uUIDPair ATTRIBUTE ::= {
WITH SYNTAX
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caselgnoreMatch
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id-at-serialNumber }

name
UnboundedDirectoryString
id-at-pseudonym }

UUIDPair
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EQUALITY MATCHING RULE

ID

UUIDPair ::= SEQUENCE {
issuerUulID UUID,
subjectUUID uuID }

UUID ::= OCTET STRING (SIZE(16))

countryName ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
SINGLE VALUE
ID

| SO/l EC 9594-6:2008 (E)

uUIDPairMatch
id-at-uuidpair }

-- UUID format only

name

CountryName
TRUE
id-at-countryName }

CounlryName ::= PrintableString (SIZE(2))

localifyName ATTRIBUTE ::= {
SUBTYPE OF

WITH SYNTAX

ID

collecgtiveLocalityName ATTRIBUTE ::= {
SUBTYPE OF

COLLECTIVE

ID

state@rProvinceName ATTRIBUTE ::= {
SUBTYPE OF

WITH SYNTAX

ID

colledtiveStateOrProvinceName ATTRIBUTE
SUBTYPE OF

COLLECTIVE

1D

streetAddress ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

colleqgtiveStreetAddress ATTRIBUTE \i= {
SUBTYPE OF

COLLECTIVE

ID

housgldentifier ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SUBSTRINGS'MATCHING RULE

-- 1SO 3166-1/3 alpha-2 codes only

name
UnboundedDirectoryString
id-at-localityName }

localityName
TRUE
id-at-collectiveLocalityName }

name
UnboundedDirectoryString
id-at-stateOrProvinceNanie }

=

stateOrProvincelName

TRUE
id-at-collectiveStateOrProvinceName }

UnlkoundedDirectoryString
caselgnoreMatch
caselgnoreSubstringsMatch
id-at-streetAddress }

streetAddress
TRUE
id-at-collectiveStreetAddress }

UnboundedDirectoryString
caselgnoreMatch
caselgnoreSubstringsMatch

ID id-at-houseldentifier }
organjzationName ATTRIBUTE ::= {

SUBTYPE OF name

‘\IA\II:T: : S\III"\:TAX .IL;I Iqul IdC\:.:D;I.U\.;tUI ystl ;Ill_-j

ID id-at-organizationName }
collectiveOrganizationName ATTRIBUTE ::= {

SUBTYPE OF organizationName

COLLECTIVE TRUE

ID id-at-collectiveOrganizationName }
organizationalUnitName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

ID id-at-organizationalUnitName }

collectiveOrganizationalUnitName ATTRIBUTE ::= {
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SUBTYPE OF
COLLECTIVE
ID

title ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
ID

description ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

organizationalUnitName
TRUE
id-at-collectiveOrganizationalUnitName }

name
UnboundedDirectoryString
id-at-title }

UnboundedDirectoryString
caselgnoreMatch
caselgnoreSubstringsMatch
id-at-description }

searchGuide ATTRIBUTE ::= {
WITH SYNTAX
1D

Guidg ::= SET {
objectClass [0]

criteria [1] Criteria '}
Criter|la ::= CHOICE {
type [0] Criterialtem,
and [1] SET OF Criteria,
or 2] SET OF Criteria,
not [3] Criteria '}
Criter|altem ::= CHOICE {
equality [0]
substrings [1]
greaterOrEqual [2]
lessOrEqual [3]
approximateMatch [4]
enharjcedSearchGuide ATTRIBUTE ::= {
WITH SYNTAX
ID
EnhancedGuide ::= SEQUENCE ({
objectClass [0]
criteria [1] Criteria,
subset [2] INTEGER

businpssCategory ATTRIBUTE -:= {
WITH SYNTAX

EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

posta]Address;ATTRIBUTE ::= {
WITH.SYNTAX

EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE

=

Guide
id-at-searchGuide }

OBJECT-CLASS.&id OPTIONAL,

AttributeType,
AttributeType,
AttributeType,
AttributeType,
AttributeType }

EnhancedGuide
id:atsenhancedSearchGuide }

OBJECT-CLASS.&id,

{ baseObject (0),yoneLevel (1), wholeSubtree (2) } DEFAULT oneLevel }

UnboundedDirectoryString
caselgnoreMatch
caselgnoreSubstringsMatch
id-at-businessCategory }

PostalAddress
caselgnoreListMatch
caselgnoreListSubstringsMatch

PostalAddress

collectivePostalAddress ATTRIBUTE ::= {
SUBTYPE OF
COLLECTIVE
ID

postalCode ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID
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::= SEQUENCE SIZE(1..MAX) OF UnboundedDirectoryString

postalAddress
TRUE
id-at-collectivePostalAddress }

UnboundedDirectoryString
caselgnoreMatch
caselgnoreSubstringsMatch
id-at-postalCode }
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collectivePostalCode ATTRIBUTE ::= {
SUBTYPE OF postalCode
COLLECTIVE TRUE
ID id-at-collectivePostalCode }
postOfficeBox ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-postOfficeBox }
collectivePostOfficeBox ATTRIBUTE ::= {
SUBTYPE OF postOfficeBox
CULLECUTIVE TRUE
ID id-at-collectivePostOfficeBox }

physigalDeliveryOfficeName ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caselgnoreMatch

SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

ID id-at-physicalDeliveryOfficeName }
colleqgtivePhysicalDeliveryOfficeName ATTRIBUTE ::= {

SUBTYPE OF physicalDeliveryOfficeName

COLLECTIVE TRUE

ID id-at-collectivePhysicalDelivery@fficeName }

telepffoneNumber ATTRIBUTE ::= {

WITH SYNTAX TelephoneNumber

EQUALITY MATCHING RULE telephoneNumberMatcCh
SUBSTRINGS MATCHING RULE telephoneNumberSuhstringsMatch
ID id-at-telephoneN@mber }

TelephoneNumber ::= PrintableString (SIZE(1..ub-telephone-number))
-- String complying with ITU-T Rec. E.123 only.

ub-telephone-number INTEGER ::= 32

collegtiveTelephoneNumber ATTRIBUTE ::=

SUBTYPE OF telephoneNumber
COLLECTIVE TRUE
ID id-at-collectiveTelephoneNumber }

telexNumber ATTRIBUTE ::= {

WITH SYNTAX TelexNumber
ID id-at-telexNumber }
TelexNumber ::= SEQUENCE {
telexNumber PrintableString (SIZE (1..ub-telex-number)),
countryCode PrintableString (SIZE (1..ub-country-code)),
answerback PrintableString (SIZE (1..ub-answerback)) }
ub-telpx-number INTEGER ::= 14
ub-country-code INTEGER ::= 4
ub-angwerback INTEGER ::= 8
collectiveTelexNumber ATTRIBUTE ::= {
SUBTYPE OF telexNumber
COLLECTIVE TRUE
ID id-at-collectiveTelexNumber }

facsimileTelephoneNumber ATTRIBUTE ::= {

WITH SYNTAX FacsimileTelephoneNumber
EQUALITY MATCHING RULE facsimileNumberMatch
SUBSTRINGS MATCHING RULE facsimileNumberSubstringsMatch
ID id-at-facsimileTelephoneNumber }

FacsimileTelephoneNumber ::= SEQUENCE {
telephoneNumber TelephoneNumber,
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parameters G3FacsimileNonBasicParameters OPTIONAL }

collectiveFacsimileTelephoneNumber ATTRIBUTE ::= {

SUBTYPE OF facsimileTelephoneNumber
COLLECTIVE TRUE
ID id-at-collectiveFacsimileTelephoneNumber }

x121Address ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

X121Address
numericStringMatch
numericStringSubstringsMatch
id-at-x121Address }

X121Address ::= NumericString (SIZE(1..ub-x121-address))

——Strmyas defmed by 1TU=-T Rec X 12t

ub-x1pl-address INTEGER ::= 15
internftionallISDNNumber ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE

ID

InternationalISDNNumber
numericStringMatch
numericStringSubstringsMatch
id-at-international[SDNNumber }

Internftional[ISDNNumber ::= NumericString (SIZE(1..ub-international-isdn-number))
-- String complying with ITU-T Rec. E.164 only

ub-international-isdn-number INTEGER ::= 16

collegtivelnternationallISDNNumber ATTRIBUTE ::= {

SUBTYPE OF internationalISDNNumber
COLLECTIVE TRUE
ID id-at-collectivelnternationalISDNNumber }

registeredAddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress
WITH SYNTAX PostalAddress
ID id-at-registeredAddress }

destinationindicator ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

DestinationIndicator

caselgnoreMatch

caselgnoreSubstringsMatch

id-at-destinationindicator }

DestigationIndicator ::= PrintableString (SIZE(1..MAX))
-- alphabetical characters only

communicationsService"ATTRIBUTE ::= {

WITH SYNTAX CommunicationsService
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-communicationsService }

ComnpunicatiensService ::= OBJECT IDENTIFIER

commubicationsNetwork ATTRIBUTE ::= {

EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE

ID id-at-communicationsNetwork }
CommunicationsNetwork ::= OBJECT IDENTIFIER

preferredDeliveryMethod ATTRIBUTE ::= {

WITH SYNTAX PreferredDeliveryMethod
SINGLE VALUE TRUE
ID id-at-preferredDeliveryMethod }

PreferredDeliveryMethod
any-delivery-method
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mhs-delivery (1),
physical-delivery (2),
telex-delivery 3),
teletex-delivery 4),
g3-facsimile-delivery (5),
g4-facsimile-delivery (6),
iab-terminal-delivery (),
videotex-delivery (8),
telephone-delivery )}
ntationAddress ATTRIBUTE ::= {
WITH SYNTAX PresentationAddress
EQUALITY MATCHING RULE presentationAddressMatch
SINGLE VALUE TRUE
[19) iU-dl-[JlEbellldliUllHUUlt‘bb s

PreseptationAddress ::= SEQUENCE {

pSelector [0] OCTET STRING OPTIONAL,

sSelector [1] OCTET STRING OPTIONAL,

tSelector [2] OCTET STRING OPTIONAL,

nAddresses [3] SET SIZE (1..MAX) OF OCTET STRING }
suppqrtedApplicationContext ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectldentifierMatch

ID id-at-supportedApplicationContext\}
proto¢olinformation ATTRIBUTE ::= {

WITH SYNTAX Protocollnformation

EQUALITY MATCHING RULE protocolinformationMatch

ID id-at-protocolinformation~}
Protogolinformation ::= SEQUENCE ({

nAddress OCTET STRING,

profiles SET OF OBJECT IDENTIFIER }
distinguishedName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

ID id-at-distinguishedName }
memier ATTRIBUTE ::= {

SUBTYPE OF distinguishedName

ID id-at-member }

uniqu

Name|

owne

eMember ATTRIBUTE ::= {

WITH SYNTAX NameAndOptionalUID
EQUALITY MATCHINGRULE uniqueMemberMatch

ID id-at-unigueMember }
AndOptionalUID-¥:= SEQUENCE {

dn DistinguishedName,

uid Uniqueldentifier OPTIONAL }

ATTRIBUTE ::= {
SUBTYPE OF distinguishedName

[Ty

HA Y h]
L1~ T=atrUwiTCT

roleOccupant ATTRIBUTE ::= {

SUBTYPE OF distinguishedName

ID id-at-roleOccupant }
seeAlso ATTRIBUTE ::= {

SUBTYPE OF distinguishedName

ID id-at-seeAlso }
dmdName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

ID id-at-dmdName }
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-- Attributes for tag-based identification

tagOid ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
ID

uiiFormat ATTRIBUTE ::= {
WITH SYNTAX
SINGLE VALUE
ID

OBJECT IDENTIFIER
objectldentifierMatch
TRUE

id-at-tagOid }

UnboundedDirectoryString
TRUE
id-at-uiiFormat }

uiilinUImATTRIBUTE ——¢

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

ID

contenptUri ATTRIBUTE ::= {
WITH SYNTAX
ID

-- Notification attributes --

dSAPfoblem ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
ID

searchServiceProblem ATTRIBUTE ::

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

ID

servideType ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

ID

attribyteTypeList ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
ID

matchHingRuleList ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
ID

filterltem ATTRIBUTE ::= {
WITHSYNTAX
ID

UTF8String
caseExactMatch
TRUE
id-at-uiilnUrn }

UnboundedDirectoryString
id-at-contentUri }

OBJECT IDENTIFIER
objectldentifierMatch
id-not-dSAProblem }

OBJECT IDENTIEIER
objectldentifierMatch

TRUE
id-not-searchServiceProblem }

OBJECT IDENTIFIER
objectldentifierMatch
TRUE
id-not-serviceType }

OBJECT IDENTIFIER
objectldentifierMatch
id-not-attributeTypeList }

OBJECT IDENTIFIER
objectldentifierMatch
id-not-matchingRuleList }

Filterltem
id-not-filterltem }

attributeCombinations ATTRIBUTE ::= {

WITH SYNTAX
ID

contextTypeList ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ID

contextList ATTRIBUTE ::= {
WITH SYNTAX
ID
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contextCombinations ATTRIBUTE ::= {
WITH SYNTAX
ID

hierarchySelectList ATTRIBUTE ::= {
WITH SYNTAX
SINGLE VALUE
ID

searchControlOptionsList ATTRIBUTE ::= {
WITH SYNTAX
SINGLE VALUE
ID
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ContextCombination
id-not-contextCombinations }

HierarchySelections
TRUE
id-not-hierarchySelectList }

SearchControlOptions
TRUE
id-not-searchControlOptionsList }

servig BOTE——
WITH SYNTAX
SINGLE VALUE

ID

multigleMatchingLocalities ATTRIBUTE ::= {

WITH SYNTAX
ID

MultigleMatchingLocalities
matchingRuleUsed
attributeList

proposedRelaxation ATTRIBUTE ::= {
WITH SYNTAX

ID
MRM4gppings ::= SEQUENCE OF MRMapping
appligdRelaxation ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
ID

-- Mafching rules --

caseHxactMatch MATCHING-RULE ::= {
SYNTAX
ID id-mr-caseExactMatch}

caselgnoreMatch MATCHING-RULE):= {

1= SEQUENCE {

ServiceControlOptions
TRUE
id-not-serviceControlOptionsList }

MultipleMatchingLocalities
id-not-multipleMatchingLocalities }

MATCHING-RULE.&id OPTIONAL,
SEQUENCE OF AttributeValueAssertion }

MRMappings
id-not-proposedRelaxation‘}

OBJECT IDENTIFIER
objectldentifierMatch
id-not-appliedRelaxation }

UnboundedDirectoryString

SYNTAX UnboundedDinectoryString

ID id-mr-cagelgnoreMatch }
caseHxactOrderingMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

ID id-mr-caseExactOrderingMatch }
caselgnoreOrderingMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

ID id-mr-caselgnoreOrderingMatch }
CaseEAathubotl;llgolnvl:at\,h MATFEHINGRUHE—= {

SYNTAX SubstringAssertion -- only the PrintableString choice

ID id-mr-caseExactSubstringsMatch }

caselgnoreSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

ID id-mr-caselgnoreSubstringsMatch }

SubstringAssertion ::= SEQUENCE OF CHOICE {

initial [0] UnboundedDirectoryString,
any [1] UnboundedDirectoryString,
final [2] UnboundedDirectoryString,
control

Attribute{{SupportedAttributes}} } -- Used to specify interpretation

-- of the following items
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-- at most one initial and one final component

numericStringMatch MATCHING-RULE ::= {
SYNTAX NumericString
ID id-mr-numericStringMatch }

numericStringOrderingMatch MATCHING-RULE ::= {
SYNTAX NumericString
ID id-mr-numericStringOrderingMatch }

numericStringSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-numericStringSubstringsMatch }

caselgmoretistviattiT MATCHING-RUEE——¢
SYNTAX CaselgnorelList
ID id-mr-caselgnoreListMatch }

CaselfnoreList ::= SEQUENCE OF UnboundedDirectoryString

caselgnoreListSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-caselgnoreListSubstringsMatch }

storedPrefixMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-storedPrefixMatch }

booleanMatch MATCHING-RULE ::= {
SYNTAX BOOLEAN
ID id-mr-booleanMatch }

integgrMatch MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integerMatch }

integgrOrderingMatch MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integerOrderingMatch }

bitStringMatch MATCHING-RULE ::= {
SYNTAX BIT STRING
ID id-mr-bitStringMatch }

octet$tringMatch MATCHING-RULE):= {
SYNTAX OCTET STRING
ID id-mr-octetStringMatch }

octet$tringOrderingMatch \MATCHING-RULE ::= {
SYNTAX OCTET STRING
ID id=-mr-octetStringOrderingMatch }

octet$tringSuhstringsMatch MATCHING-RULE ::= {
SYNTAX OctetSubstringAssertion

ID id-mr-octetStringSubstringsMatch }
OctetSubstringAssertionr—=—SEQUENCEOFEHOtEE—

initial [0] OCTET STRING,

any [1] OCTET STRING,

final [2] OCTET STRING }

-- at most one initial and one final component

telephoneNumberMatch MATCHING-RULE ::= {
SYNTAX TelephoneNumber
ID id-mr-telephoneNumberMatch }

telephoneNumberSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion
ID id-mr-telephoneNumberSubstringsMatch }
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presentationAddressMatch MATCHING-RULE ::= {
SYNTAX PresentationAddress
ID id-mr-presentationAddressMatch }

unigueMemberMatch MATCHING-RULE ::= {
SYNTAX NameAndOptionalUID
ID id-mr-unigueMemberMatch }

protocolinformationMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
ID id-mr-protocolinformationMatch }

facsimileNumberMatch MATCHING-RULE ::= {
SYNTAX TelephoneNumber

| SO/l EC 9594-6:2008 (E)

D fa=-mr-facsimiteNumoerviatc

facsimileNumberSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-facsimileNumberSubstringsMatch }

uUIDRairMatch MATCHING-RULE ::= {
SYNTAX UUIDPair
ID id-mr-uuidpairmatch }

uTCTimeMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeMatch }

uTCTimeOrderingMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeOrderingMatch }

generplizedTimeMatch MATCHING-RULE ::= {
SYNTAX GeneralizedTime

-- as per 46.3 b) or c) of ITU-T Rec. X.68Q ISO/IEC 8824-1
ID id-mr-generalizedTimeMatch }

generplizedTimeOrderingMatch MATCHING-RULE #5{
SYNTAX GeneralizedTime

-- as per 46.3 b) or c) of ITU4T Rec. X.680 | ISO/IEC 8824-1
ID id-mr-generalizedTimeQrderingMatch }

systemProposedMatch MATCHING-RULE 7:= {
ID id-mr-systemProposedMatch }

integgrFirstComponentMatch MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integerFirstComponentMatch }

objec{ldentifierFirstCagmponentMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierFirstComponentMatch }

directpryStringFirstComponentMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-directoryStringFirstComponentMatch }

wordMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-wordMatch }

keywordMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-keywordMatch }

generalWordMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-generalWordMatch }

sequenceMatchType ATTRIBUTE ::= {
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WITH SYNTAX SequenceMatchType
SINGLE VALUE TRUE
ID id-cat-sequenceMatchType } -- defaulting to sequenceExact

SequenceMatchType ::= ENUMERATED {

sequenceExact (0),
sequenceDeletion ),
sequenceRestrictedDeletion (2),
sequencePermutation 3),
sequencePermutationAndDeletion 4),
sequenceProviderDefined 5)}

wordMatchTypes ATTRIBUTE ::= {

WITH SYNTAX WordMatchTypes

SOINGLE VALULE TRUE

ID id-cat-wordMatchType } -- defaulting to wordExact
WordMatchTypes ::= ENUMERATED {

wordExact 0),

wordTruncated (1),

wordPhonetic (2),

wordProviderDefined 3)}
charafterMatchTypes ATTRIBUTE ::= {

WITH SYNTAX CharacterMatchTypes

SINGLE VALUE TRUE

ID id-cat-characterMatchTypes }
CharacterMatchTypes ::= ENUMERATED ({

characterExact (0),

characterCaselgnore (1),

characterMapped 2)}

selectedContexts ATTRIBUTE ::= {

WITH SYNTAX ContextAssertion

ID id-cat-selectedContexts }
approximateStringMatch MATCHING-RULE ::= {
ID id-mr-approximateStringMatch }
ignor¢lfAbsentMatch MATCHING-RULE ::=.
ID id-mr-ignorelfAbsentMatch }
nullMatch MATCHING-RULE ::= {
ID id-mr-nalivatch }
ZONAL-MATCHING ::= MARPING-BASED-MATCHING { ZonalSelect, TRUE, ZonalResult, zonalMatch.&id }

Zonal

Zonal

Select ::= SEQUENCE OF AttributeType

Result ::= ENUMERATED {
cannot-select-mapping  (0),

zero-mappjngs (2),
multiple=-mappings 3}
zonalMateh® MATCHING-RULE ::= {
SRHQUE-MATEH-INBIEATOR mttipteMatchingtocatites
ID id-mr-zonalMatch }
-- Contexts --

languageContext CONTEXT ::= {

WITH SYNTAX LanguageContextSyntax
ID id-avc-language }

LanguageContextSyntax ::= PrintableString (SIZE(2..3)) -- 1SO 639-2 codes only

temporalContext CONTEXT ::= {
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ID id-avc-temporal }
TimeSpecification ::= SEQUENCE {
time CHOICE {
absolute SEQUENCE {
startTime [O] GeneralizedTime OPTIONAL,
endTime [1] GeneralizedTime OPTIONAL },
periodic SET SIZE (1..MAX) OF Period },
notThisTime BOOLEAN DEFAULT FALSE,
timeZone TimeZone OPTIONAL }

Period ::= SEQUENCE {

timesOfDay [0] SET SIZE (1..MAX) OF DayTimeBand OPTIONAL,

days [1] CHOICE {
mtDay SETOFINTEGER;
bitDay BIT STRING { sunday (0), monday (1) , tuesday (2), wednesday (3),
thursday (4), friday (5), saturday (6) },
dayOf XDayOf } OPTIONAL,
weeks [2] CHOICE {
allWeeks NULL,
intWeek SET OF INTEGER,
bitWeek BIT STRING {week1 (0), week2 (1), week3 (2), week4 (3),
week5 (4) } } OPTIONAL,
months [3] CHOICE {
allMonths NULL,
intMonth SET OF INTEGER,
bitMonth BIT STRING { january (0), february (1), march (2), apri(3),
may (4), june (5), july (6), august (7). september (8),
october (9), november (10), december (11) }
} OPTIONAL,
years [4] SET OF INTEGER (1000 .. MAX) OPTIONAL/}
XDay®f ::= CHOICE {
first [1] NamedDay,
second [2] NamedDay,
third [3] NamedDay,
fourth [4] NamedDay,
fifth [5] NamedDay }
NamefDay ::= CHOICE {
intNamedDays ENUMERATED {
sunday D),
monday (2),
tuesday 3),
wednesday (4),
thursday 5),
friday (6),
Saturday 1},

BIT STRING { sunday (0), monday (1), tuesday (2), wednesday (3),
thursday (4), friday (5), saturday (6) } }

bitNamedDays

DayTimeBand :;=SEQUENCE ({
startDayTime [O]
endDayTime [1]

DayTime DEFAULT { hour 0},
DayTime DEFAULT { hour 23, minute 59, second 59 } }

DayTime~::= SEQUENCE {
hrott {61 INFEGERA(6-23);

minute [1] INTEGER (0..59) DEFAULT 0,
second [2] INTEGER (0..59) DEFAULT 0}
TimeZone ::= INTEGER (-12..12)
TimeAssertion ::= CHOICE {
now NULL,
at GeneralizedTime,
between SEQUENCE {
startTime [0] GeneralizedTime,
endTime [1] GeneralizedTime OPTIONAL,
entirely BOOLEAN DEFAULT FALSE }}
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localeContext CONTEXT ::= {

WITH SYNTAX LocaleContextSyntax
ID id-avc-locale }

LocaleContextSyntax ::= CHOICE ({
localelD1 OBJECT IDENTIFIER,
localelD2 UnboundedDirectoryString }
ttributeOptionContext CONTEXT ::= {

IdapA

WITH SYNTAX AttributeOptionList

ASSERTED AS AttributeOptionList

ABSENT-MATCH FALSE

ID id-avc-ldapAttributeOption }
Attribpteoptiontist = SEQUENCE OF UTF8StriTg
-- Object identifier assignments
-- object identifiers assigned in other modules are shown in comments
-- Attriputes --
-- id-af-objectClass OBJECT IDENTIFIER ::= {id-at Q}
-- id-af-aliasedEntryName OBJECT IDENTIFIER ::= {id<at 1}
-- id-at-encryptedAliasedEntryName OBJECT IDENTIFIER = {id-at'1 2}
id-at-knowledgelnformation OBJECT IDENTIFIER ::= {id-at 2}
id-at-gommonName OBJECT IDENTIFIER ::= {id-at 3}
-- id-af-encryptedCommonName OBJECT IDENTIFIER ;= {id-at 3 2}
id-at-gurname OBJECT IDENTIFIER /= {id-at 4}
-- id-af-encryptedSurname OBJECT IDENTIFIER, = {id-at 4 2}
id-at-gerialNumber OBJECT IDENTIRIER ::= {id-at 5}
-- id-at-encryptedSerialNumbe r OBJECT IDENTIFIER ::= {id-at 5 2}
id-at-gountryName OBJECT IDENTIFIER ::= {id-at 6}
-- id-af-encryptedCountryName OBJECT IDENTIFIER = {id-at 6 2}
id-at-lpcalityName OBJECTUDENTIFIER ::= {id-at 7}
-- id-at-encryptedLocalityName OBJECT'IDENTIFIER ::= {id-at 7 2}
id-at-qollectiveLocalityName OBJECT IDENTIFIER ::= {id-at 7 1}
-- id-at-encryptedCollectiveLocalityName OBJECT IDENTIFIER = {id-at 7 1 2}
id-at-gtateOrProvinceName OBJECT IDENTIFIER ::= {id-at 8}
-- id-af-encryptedStateOrProvinceName OBJECT IDENTIFIER = {id-at 8 2}
id-at-qgollectiveStateOrProvinceName OBJECT IDENTIFIER ::= {id-at 8 1}
-- id-a-encryptedCollectiveStateOrProvinceName OBJECT IDENTIFIER ::= {id-at 81 2}
id-at-gtreetAddress OBJECT IDENTIFIER ::= {id-at 9}
-- id-af-encryptedStreetAddress OBJECT IDENTIFIER := {id-at 9 2}
id-at-qollectiveStreetAddress OBJECT IDENTIFIER ::= {id-at 9 1}
-- id-af-encryptedCollectiveStreetAddress OBJECT IDENTIFIER ::= {id-at 91 2}
id-at-grganizationName OBJECT IDENTIFIER ::= {id-at 10}
-- id-af-encryptedOrganizationName OBJECT IDENTIFIER = {id-at 10 2}
id-at-qollectiveOrganizationName OBJECT IDENTIFIER ::= {id-at 10 1}
-- id-a-encryptedCollectiveOrganizationName OBJECT IDENTIFIER := {id-at 10 1 2}
id-at-grganizationalUnitiName OBJECT IDENTIFIER ::= {id-at 11}
-- id-at-encryptedOrganizationalUnitName OBJECT IDENTIFIER = {id-at 11 2}
id-at-qollectiveQrganizationalUnitName OBJECT IDENTIFIER ::= {id-at 11 1}
-- id-at-encryptedCollectiveOrganizationalUnitNam OBJECT IDENTIFIER ::= {id-at 11 1 2}
id-at-tjtle OBJECT IDENTIFIER ::= {id-at 12}
-- id-at-encryptedTitle OBJECT IDENTIFIER ::= {id-at 12 2}
id-at-geseription OBJECT IDENTIFIER ::= {id-at 13}
-- id-at-efrieryptedBeseription OBIECTHDBDENTHHER—= {fieat-33-2%
id-at-searchGuide OBJECT IDENTIFIER ::= {id-at 14}
-- id-at-encryptedSearchGuide OBJECT IDENTIFIER := {id-at 14 2}
id-at-businessCategory OBJECT IDENTIFIER ::= {id-at 15}
-- id-at-encryptedBusinessCategory OBJECT IDENTIFIER ::= {id-at 15 2}
id-at-postalAddress OBJECT IDENTIFIER ::= {id-at 16}
-- id-at-encryptedPostalAddress OBJECT IDENTIFIER = {id-at 16 2}
id-at-collectivePostalAddress OBJECT IDENTIFIER ::= {id-at 16 1}
-- id-at-encryptedCollectivePostalAddress OBJECT IDENTIFIER ::= {id-at 16 1 2}
id-at-postalCode OBJECT IDENTIFIER ::= {id-at 17}
-- id-at-encryptedPostalCode OBJECT IDENTIFIER := {id-at 17 2}
id-at-collectivePostalCode OBJECT IDENTIFIER ::= {id-at 17 1}
-- id-at-encryptedCollectivePostalCode OBJECT IDENTIFIER ::= {id-at 17 1 2}
id-at-postOfficeBox OBJECT IDENTIFIER ::= {id-at 18}

56

ITU-T Rec. X.520 (11/2008)



https://standardsiso.com/api/?name=41e2ac0ffca26d6642767ecbdd2af9fa

- id-afF

id-at-ember

id-at-gwner

id-at-geeAlso

| SO/l EC 9594-6:2008 (E)

id-at-name

id-at-initials

id-at-collectivePostOfficeBox OBJECT IDENTIFIER ::= {id-at 18 1}
-- id-at-encryptedPostOfficeBox OBJECT IDENTIFIER := {id-at 18 2}
-- id-at-encryptedCollectivePostOfficeBox OBJECT IDENTIFIER ::= {id-at 18 1 2}
id-at-physicalDeliveryOfficeName OBJECT IDENTIFIER ::= {id-at 19}
id-at-collectivePhysicalDeliveryOfficeName OBJECT IDENTIFIER ::= {id-at 19 1}
-- id-at-encryptedPhysicalDeliveryOfficeName OBJECT IDENTIFIER ::= {id-at 19 2}
-- id-at-encryptedCollectivePhysicalDeliveryOfficeName OBJECT IDENTIFIER ::= {id-at 19 1 2}
id-at-telephoneNumber OBJECT IDENTIFIER ::= {id-at 20}
-- id-at-encryptedTelephoneNumber OBJECT IDENTIFIER = {id-at 20 2}
id-at-collectiveTelephoneNumber OBJECT IDENTIFIER ::= {id-at 20 1}
-- id-at-encryptedCollectiveTelephoneNumber OBJECT IDENTIFIER ::= {id-at 20 1 2}
id-at-telexNumber OBJECT IDENTIFIER ::= {id-at 21}
-- id-at-encryptedTelexNumber OBJECT IDENTIFIER ::= {id-at 21 2}
id-at-collectiveTelexNumber OBJECT IDENTIFIER ::= {id-at 21 1}
T = a2 127
-- id-af-teletexTerminalldentifier OBJECT IDENTIFIER ::= {id-at 22}
-- id-a-encryptedTeletexTerminalldentifier OBJECT IDENTIFIER := {id-at 22 2}
-- id-af-collectiveTeletexTerminalldentifier OBJECT IDENTIFIER = {id-at 22 1}
-- id-at-encryptedCollective TeletexTerminalldentifier OBJECT IDENTIFIER := {id-at 22 1 2}
id-at-flacsimileTelephoneNumber OBJECT IDENTIFIER ::= {id-at 23}
-- id-af-encryptedFacsimileTelephoneNumber OBJECT IDENTIFIER = {id-at 23/ 2¥
id-at-gollectiveFacsimileTelephoneNumber OBJECT IDENTIFIER ::= {id-at 231}
-- id-at-encryptedCollectiveFacsimileTelephoneNumber OBJECT IDENTIFIER ::= {idat23 1 2}
id-at-y121Address OBJECT IDENTIFIER ::= {id-at 24}
-- id-at-encryptedX121Address OBJECT IDENTIFIER ::= {id-at 24 2}
id-at-international[SDNNumber OBJECT IDENTIFIER ::= {id-at 25}
-- id-at-encryptedinternational[SDNNumber OBJECT IDENTIFIER := {id-at 25 2}
id-at-gollectivelnternationalISDNNumber OBJECT IDENTIFIER = {id-at 25 1}
-- id-at-encryptedCollectivelnternationallSDNNumber ~ OBJECT IDENTIFIER. ™= {id-at 25 1 2}
id-at-jegisteredAddress OBJECT IDENTIRIER ::= {id-at 26}
-- id-af-encryptedRegisteredAddress OBJECT IDENTIFIER ::= {id-at 26 2}
id-at-destinationIndicator OBJECT IDENTIFIER ::= {id-at 27}
-- id-at-encryptedDestinationIndicator OBJECT IDENTIFIER ::= {id-at 27 2}
id-at-preferredDeliveryMethod OBJECT(DENTIFIER ::= {id-at 28}
-- id-at-encryptedPreferredDeliveryMethod OBJECT'IDENTIFIER := {id-at 28 2}
id-at-presentationAddress OBJECT IDENTIFIER ::= {id-at 29}
-- id-af-encryptedPresentationAddress OBJECT IDENTIFIER ::= {id-at 29 2}
id-at-gupportedApplicationContext OBJECT IDENTIFIER ::= {id-at 30}
-- id-at-encryptedSupportedApplicationContext OBJECT IDENTIFIER ::= {id-at 30 2}
OBJECT IDENTIFIER ::= {id-at 31}
-- id-af-encryptedMember OBJECT IDENTIFIER = {id-at 31 2}
OBJECT IDENTIFIER ::= {id-at 32}
-- id-af-encryptedOwner OBJECT IDENTIFIER := {id-at 32 2}
id-at-foleOccupant OBJECT IDENTIFIER ::= {id-at 33}
-- id-at-encryptedRoleOccupant OBJECT IDENTIFIER ::= {id-at 33 2}
OBJECT IDENTIFIER ::= {id-at 34}
-- id-af-encryptedSeeAlso OBJECT IDENTIFIER = {id-at 34 2}
-- id-af-userPassword OBJECT IDENTIFIER ::= {id-at 35} X.509|part8
-- id-af-encryptedUserPassword OBJECT IDENTIFIER = {id-at 35 2}
-- id-at-userCertificate OBJECT IDENTIFIER = {id-at 36} X.509|part8
-- id-af-encryptedUserCetrtificate OBJECT IDENTIFIER := {id-at 36 2}
-- id-at-cACertificate OBJECT IDENTIFIER ::= {id-at 37} X.509|part8
-- id-at-encryptedCACertificate OBJECT IDENTIFIER ::= {id-at 37 2}
-- id-af-autharityRevocationList OBJECT IDENTIFIER ::= {id-at 38} X.509|part8
-- id-at-eneryptedAuthorityRevocationList OBJECT IDENTIFIER = {id-at 38 2}
-- id-af-certificateRevocationList OBJECT IDENTIFIER ::= {id-at 39} X.509|part8
-- id-at-efieryptedCertificateRevocationtist OBIECTHDBDENTHER—= fie=at-39-2}
- id-at-crossCertificatePair OBJECT IDENTIFIER := {id-at 40} X.509|Part8
-- id-at-encryptedCrossCertificatePair OBJECT IDENTIFIER := {id-at 40 2}
OBJECT IDENTIFIER ::= {id-at 41}
id-at-givenName OBJECT IDENTIFIER ::= {id-at 42}
-- id-at-encryptedGivenName OBJECT IDENTIFIER ::= {id-at 42 2}
OBJECT IDENTIFIER ::= {id-at 43}
-- id-at-encryptedInitials OBJECT IDENTIFIER = {id-at 43 2}
id-at-generationQualifier OBJECT IDENTIFIER ::= {id-at 44}
-- id-at-encryptedGenerationQualifier OBJECT IDENTIFIER ::= {id-at 44 2}
id-at-uniqueldentifier OBJECT IDENTIFIER ::= {id-at 45}
-- id-at-encryptedUniqueldentifier OBJECT IDENTIFIER := {id-at 45 2}
id-at-dnQualifier OBJECT IDENTIFIER ::= {id-at 46}
-- id-at-encryptedDnQualifier OBJECT IDENTIFIER := {id-at 46 2}
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id-at-enhancedSearchGuide OBJECT IDENTIFIER ::= {id-at 47}

-- id-at-encryptedEnhancedSearchGuide OBJECT IDENTIFIER := {id-at 47 2}
id-at-protocolinformation OBJECT IDENTIFIER ::= {id-at 48}

-- id-at-encryptedProtocollnformation OBJECT IDENTIFIER ::= {id-at 48 2}
id-at-distinguishedName OBJECT IDENTIFIER ::= {id-at 49}

-- id-at-encryptedDistinguishedName OBJECT IDENTIFIER ::= {id-at 49 2}
id-at-uniqgueMember OBJECT IDENTIFIER ::= {id-at 50}

-- id-at-encryptedUniqueMember OBJECT IDENTIFIER = {id-at 50 2}
id-at-houseldentifier OBJECT IDENTIFIER ::= {id-at 51}

-- id-at-encryptedHouseldentifier OBJECT IDENTIFIER := {id-at 51 2}

-- id-at-supportedAlgorithms OBJECT IDENTIFIER := {id-at 52} X.509|Part8
-- id-at-encryptedSupportedAlgorithms OBJECT IDENTIFIER ::= {id-at 52 2}

-- id-at-deltaRevocationList OBJECT IDENTIFIER ::= {id-at 53} X.509|Part8
-- id-at-encryptedDeltaRevocationList OBJECT IDENTIFIER = {id-at 53 2}

id-at-gmmdiName OBIECTIDENTIFIER = {Td=at 547

-- id-at-encryptedDmdName OBJECT IDENTIFIER = {id-at 54 2}

-- id-af-clearance OBJECT IDENTIFIER ::= {id-at 55}

-- id-af-encryptedClearance OBJECT IDENTIFIER := {id-at 55 2}

-- id-af-defaultDirQop OBJECT IDENTIFIER = {id-at 56}

-- id-at-encryptedDefaultDirQop OBJECT IDENTIFIER ::= {id-at 56 2}

-- id-at-attributelntegrityInfo OBJECT IDENTIFIER ::= {id-at 57}

-- id-af-encryptedAttributelntegritylnfo OBJECT IDENTIFIER ::= {id-at 57,2}

-- id-af-attributeCertificate OBJECT IDENTIFIER = {id+at 58} X.509|part8
-- id-at-encryptedAttributeCertificate OBJECT IDENTIFIER = {id-at 58 2}

-- id-af-attributeCertificateRevocationList OBJECT IDENTIFIER := {id-at 59} X.509|part8
-- id-at-encryptedAttributeCertificateRevocationList OBJECT IDENTIFIER := {id-at 59 2}

-- id-af-confKeylnfo OBJECT IDENTIFIER ;= {id-at 60}

-- id-at-encryptedConfKeylnfo OBJECT IDENTIFIER /= {id-at 60 2}

-- id-at-aAcCertificate OBJECT IDENTIFIER, = {id-at 61} X.509|part8
-- id-at-attributeDescriptorCertificate OBJECT IDENTIHER ::= {id-at 62} X.509|part8
-- id-at-attribute AuthorityRevocationList OBJECT IDENTIFIER ::= {id-at 63} X.509|part8
-- id-af-family-information OBJECT IDENTIFIER := {id-at 64}

id-at-pseudonym OBJECT IDENTIFIER ::= {id-at 65}
id-at-gommunicationsService OBJECTUDENTIFIER ::= {id-at 66}
id-at-gommunicationsNetwork OBJECT'IDENTIFIER ::= {id-at 67}

-- id-af-certificationPractice Stmt OBJECT IDENTIFIER = {id-at 68} X.509|part8
-- id-af-certificatePolicy OBJECT IDENTIFIER ::= {id-at 69} X.509|part8
-- id-at-pkiPath OBJECT IDENTIFIER ::= {id-at 70} X.509|part8
-- id-af-privPolicy OBJECT IDENTIFIER ::= {id-at 71} X.509|part8
-- id-af-role OBJECT IDENTIFIER ::= {id-at 72} X.509|part8
-- id-af-delegationPath OBJECT IDENTIFIER = {id-at 73} X.509|part8
-- id-af-protPrivPolicy OBJECT IDENTIFIER = {id-at 74} X.509|part8
-- id-af-xMLPrivilegelnfo OBJECT IDENTIFIER := {id-at 75} X.509|part8
-- id-af-xmlPrivPolicy OBJECT IDENTIFIER := {id-at 76} X.509|part8
id-at-yuidpair OBJECT IDENTIFIER ::= {id-at 77}

id-at-tagOid OBJECT IDENTIFIER ::= {id-at 78}

id-at-giiFormat OBJECT IDENTIFIER ::= {id-at 79}

id-at-giilnUrn OBJECT IDENTIFIER ::= {id-at 80}

id-at-gontentUri OBJECT IDENTIFIER ::= {id-at 81}

-- id-af-permission OBJECT IDENTIFIER ::= {id-at 82} X.509|part8
-- Confrol attributes ==

id-catisequenceMatchType OBJECT IDENTIFIER ::= {id-cat 1}
id-catfwordMatchType OBJECT IDENTIFIER ::= {id-cat 2}
id-caticharacterMatchTypes OBJECT IDENTIFIER ::= {id-cat 3}
id-cattsetectedContexts OBIECTHBDENTHHER = fre-cat4

-- Notification attributes --

id-not-dSAProblem OBJECT IDENTIFIER ::= {id-not 0}
id-not-searchServiceProblem OBJECT IDENTIFIER ::= {id-not 1}
id-not-serviceType OBJECT IDENTIFIER ::= {id-not 2}
id-not-attributeTypeList OBJECT IDENTIFIER ::= {id-not 3}
id-not-matchingRuleList OBJECT IDENTIFIER ::= {id-not 4}

id-not-filterltem OBJECT IDENTIFIER ::= {id-not 5}
id-not-attributeCombinations OBJECT IDENTIFIER ::= {id-not 6}
id-not-contextTypeList OBJECT IDENTIFIER ::= {id-not 7}

id-not-contextList OBJECT IDENTIFIER ::= {id-not 8}
id-not-contextCombinations OBJECT IDENTIFIER ::= {id-not 9}
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