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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of Internatlonal Standards through technlcal committees establlshed by the

respective—erganization—te—deal—with—partiettar—fietds—oi—techniea T T =)
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collaboration with ITU-T. The identical text is published as ITU-T Reeommendation X.520.

This third
revision.

ISO/IEC ¢
Interconn

— Part

— Part

— Part

— Part

— Part

— Part

— Part

e in fields of mutual mterest Other international organlzat|ons governmental and non-governnig
h ISO and IEC, also take part in the work.

hal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.
d of information technology, ISO and IEC have established a joint technical committee, ISO/IEC
rnational Standards adopted by the joint technical committee are circulated to-national bodies for

n as an International Standard requires approval by at least 75 % of the natiehatbodies casting a

is drawn to the possibility that some of the elements of this part of IS©OAHEC 9594 may be the su
hts. 1ISO and IEC shall not be held responsible for identifying any or all'such patent rights.

hal Standard ISO/IEC 9594-6 was prepared by Joint TechnicallCommittee ISO/IEC JTC 1, Info
Yy, Subcommittee SC 6, Telecommunications and inforiation exchange between syste

594 consists of the following parts, under the’ general title Information technology — Open S
bction — The Directory :

| : Overview of concepts, models and services
P: Models

B: Abstract service definition

. Procedures for distributed operation

b: Protocol specifications

5. Selectedhattribute types

/. SelecCted object classes

Rittees

ntal, in

JTC 1.
voting.
ote.

bject of

mation
ms, in

edition cancels and replaces the second edition (ISQ/IEC 9594-6:1995), of which it constitutes & minor

ystems

— Part

ST AUtTETTtCAtio frarmework

— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory

Annex A forms a normative part of this part of ISO/IEC 9594. Annexes B to E are for information only.
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This Recommendation | International Standard, together with other Recommendations | International Standards, has been
produced to facilitate the interconnection of information processing systems to provide directory services. A set of such
systems, together with the directory information which they hold, can be viewed as an integrated whole, called the

Directory. The information held by the Directory, collectively known as the Directory Information Base (DI

B), is

typically used to facilitate communication between, with or about objects such as application entities, people, terminals,

and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to alow, with a minimum of

techn| 2l anraamant avtaida of tha tntarconnection-standards-thamsalvies tha intarcannaection-of tnformation-nroc
agHeeeR—othSHae-o—tHe-HtercoRRecHoR-StaRta-aStHeSer-es—thHe-HercohRRecHOR-aHHH-EHRaHOR-PFOg

systems:

—  from different manufacturers;

— under different managements;

— of different levels of complexity; and

— of different ages.

This Recommendation | International Standard defines a number of attribute”types which may be foun
rangg of applications of the Directory, as well as a humber of standard. attribute syntaxes and mat
particular use for many of the attributes defined herein is in the formation of names, particularly for the ¢
defingd in ITU-T Rec. X.521 | ISO/IEC 9594-7.

This third edition technically revises and enhances, but does.not replace, the second edition of this R
International Standard. Implementations may still claim conformance to the second edition. However, at
second edition will not be supported (i.e. reported defects will no longer be resolved). It is recg
implementations conform to this third edition as soon as, possible.

This third edition specifies version 1 and version 2 of the Directory protocols.

The flrst and second editions also specified;version 1. Most of the services and protocols specified ir
desighed to function under version 1. When version 1 has been negotiated differences between the ser|
the protocols defined in the three editions are accommodated using the rules of extensibility defined i
ITU-T| Rec. X.519 | ISO/IEC 9594-5: However some enhanced services and protocols, e.g. signed
functipn unless all Directory entities involved in the operation have negotiated version 2.

Implementors should note-that a defect resolution process exists and that corrections may be applied
Interrjational Standard-‘in—<the form of technical corrigenda. The identical corrections will be a

essing

1 useful across a
thing rules. One
lasses of object

ecommendation |
some point, the
mmended that

this edition are
vices and betweel
n this edition of
errors, will not

o this part of this
bplied to this

Recommendation in the-form of corrigenda and/or an Implementor’s Guide. A list of approved technical corrigenda for

this part of this Interhational Standard can be obtained from the subcommittee secretariat. Published teg
are available fromi~your national standards organization. The ITU-T corrigenda and Implementor’s
obtained from\the ITU Web site.

Annek A, which is an integral part of this Recommendation | International Standard, provides the ASN.1

hnical corrigenda
Suides may be

notation for the

complete module which defines the attributes attribute syntaxes, and mnfrhing rules

Annex B, which is not an integral part of this Recommendation | International Standard, provides a table of attribute

types, for easy reference.

Annex C, which is not an integral part of this Recommendation | International Standard, provides suggested upper

bounds value constraints used in these Directory Specifications.

Annex D, which is not an integral part of this Recommendation | International Standard, lists alphabetically the attributes

and matching rules defined in this Directory Specification.

Annex E, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect

reports that have been incorporated to form this edition of this Recommendation | International Standard

© ISO/IEC 1998 — All rights reserved
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TION 1 — GENERAL

Scope

Recommendation | International Standard defines a number of attribute types and matching rules which n
useful across arange of applications of the Directory.

Lite types and matching rules fall into three categories, as described below.

attribute types and matching rules are used by a wide variety of applications:or’are understood and/or used
ory itself.

TE — It is recommended that an attribute type or matching rule defined in this document be used, in
heration of a new one, whenever it is appropriate for the application:

attribute types and matching rules are internationally standardized, but are application-specific. These are d
standards associated with the application concerned.

dministrative authority can define its own attribute types and matching rules for any purpose. These 3
ptionally standardized, and are available to others.beyond the administrative authority which created them g
al agreement.

Nor mative refer ences

bllowing Recommendations and.I'hternational Standards contain provisions which, through reference in thi
ute provisions of this Recommendation | International Standard. At the time of publication, the editions ing
valid. All Recommendationsyand Standards are subject to revision, and parties to agreements based g
hmendation | Internationaly Standard are encouraged to investigate the possibility of applying the most
N of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of cu
nternational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of cu
TU-T Recommendations.

I dentical Recommendations | International Standards

£V ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:198#rmation technology — Oper
Interconnection — Basic Reference Model: The Basic Model.

hay be

by the

breference to the

efined

re not
nly by

S text,
icated
n this
recent
rrently
rrently

Systems

— ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:19@fyrmation technology — Open Systems

Interconnection — The Directory: Overview of concepts, models and services.

— ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:19@tyrmation technology — Open Systems

Interconnection — The Directory: Models.

— ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8:19@&yrmation technology — Open Systems

Interconnection — The Directory: authentication framework.

— ITU-T Recommendation X.511 (1997) | ISO/IEC 9594-3:19a&yrmation technology — Open Systems

Interconnection — The Directory: Abstract service definition.

— ITU-T Recommendation X.518 (1997) | ISO/IEC 9594-4:19@&yrmation technology — Open Systems

Interconnection — The Directory: Procedures for distributed operation.

ITU-T Rec. X.520 (1997 E)

1
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3
For th

ITU-T Recommendation X.519 (1997) | ISO/IEC 9594-5:198rmation technology — Open Systems

Interconnection — The Directory: Protocol specifications.

ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7:198frmation technology — Open Systems

Interconnection — The Directory: Selected object classes.

ITU-T Recommendation X.525 (1997) | ISO/IEC 9594-9:198frmation technology ‘©pen Systems

Interconnection — The Directory: Replication.

ITU-T Recommendation X.530 (1997) | ISO/IEC 9594-10:1998rmation technology — Open Systems
Interconnection — The Directory: Use of system management for Administration of the Directory.

ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1%®®rmation technology — Abstra
Notation One (ASN.1): Specification of basic notation.

ct Syntax

ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:19%%®rmation technology — Abstral
Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:198®rmation technology.— Abstra|
Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1%%®rmation technalogy — Abstral
Notation One (ASN.1): Parametrization of ASN.1 specifications.

Other references

CCITT Recommendation E.123 (198Btation for National and International Telephone number

ITU-T Recommendation E.164 (199The international public telecommunication numbering plan.

Ct Syntax

Ct Syntax

Ct Syntax

1°Z

ITU-T Recommendation F.1 (199&)perational provisionsfor the international public telegram sgrvice.

CCITT Recommendation F.31 (1988§ egram retransmission system.
CCITT Recommendation F.401 (199Rpaming and addressing for public message handling servic

ITU-T Recommendation T.30 (1996rocedures for document facsimile transmission in the ¢
switched telephone network.

ITU-T Recommendation T.62 (199&)pntrol procedures for teletex and Group 4 facsimile service]
ITU-T Recommendation X.121\(1996hter national numbering plan for public data networks.
ISO 3166 (all parts);odes for the representation of names of countries and their subdivisions.
ISO 639-2:1998Codesfor the representation of names of languages — Part 2: Alpha 3 codsd

ISO/IEC 9945-2:199formation technology — Portable Operating System Interface (POS
Shell and Utilities

Definitions

P purposes-ofthis Recommendation | International Standard, the following definitions apply.

The fgllowingterms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

a)

attribute type;

EeS.

eneral

X) — Part 2:

4

b)

0)

object class;

matching rule.

Conventions

With minor exceptions, this Directory Specification has been prepared according to the "Presentation of ITU-T |
I SO/IEC common text" guidelinesin the Guide for ITU-T and ISO/IEC JTC 1 Cooperation.

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.520 |
I SO/IEC 9594-6. The term "Directory Specifications' shall be taken to mean the X.500-series Recommendations | parts
of ISO/IEC 9594.

ITU-T Rec. X.520 (1997 E)
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This Directory Specification uses the term "1988 edition systems' to refer to systems conforming to the first (1988)
edition of the Directory Specifications, i.e. the 1988 edition of the series of CCITT X.500 Recommendations and the
ISO/IEC 9594:1990 edition. This Directory Specification uses the term "1993 edition systems' to refer to systems
conforming to the second (1993) edition of the Directory Specifications, i.e. the 1993 edition of the series of ITU-T
X.500 Recommendations and the | SO/IEC 9594:1995 edition. Systems conforming to this third edition of the Directory
Specifications are referred to as " 1997 edition systems'.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The names of procedures, typicaly referenced when specifying the semantics of processing, are differentiated from
normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

Attribute types and matching rules are defined in this Recommendation | International Standard by use of the
AT C G-R i i j fmed R 0t SOHEC959472.

b pairs
are represented by an acronym for the attribute type, followed by an equals sign ("="), followed by the exampte value for

SECTION 2 — SELECTED ATTRIBUTE TYPES

5 Definition of selected attribute types

This Directory Specification defines a number of attribute types which,may be found useful across a rapge of
applications of the Directory.

Many|of the attributes defined in this Specification are based on a common ASN.1 syntax:
DirectoryString { INTEGER : maxSize} ::= CHOICE {

teletexString TeletexString (SIZE (1..maxSize));
printableString PrintableString (SIZE (1..maxSize)),
bmpString BMPString (SIZE (1..maxSize));
universalString UniversalString (SIZE (1..maxSize)) }

Some|implementations of the Directory do not suppert BM PString or Univer salString, and will not be able to geherate,
matchj, or display attributes having such a syntax.

51 System attribute types

511 Knowledge I nformation

The Klnowledge Information attribute type specifies a human readable accumulated description of knowledge mastered
by a specific DSA.
NQTE — This attributedissnow obsolete.

kjnowledgel nfor mation ATTRIBUTE = {
WITH SYNTAX DirectoryString {ub-knowledge-infor mation}
EQUALITY MATCHING RULE caselgnoreMatch
ID id-at-knowledgel nformation }
5.2 L abellingattribute types

These attributes type are concerned with information about objects which has been explicitly associated with the objects
by alabelling process.

521 Name

The Name attribute type is the attribute supertype from which string attribute types typically used for naming may be
formed.

name ATTRIBUTE = {
WITH SYNTAX DirectoryString {ub-name}
EQUALITY MATCHING RULE casel gnoreM atch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch
ID id-at-name}

ITU-T Rec. X.520 (1997 E) 3


https://standardsiso.com/api/?name=f784f06800548ef2fe69b20ba9ae97f4

|SO/IEC 9594-6 : 1998 (E)

522

Common Name

The Common Name attribute type specifies an identifier of an object. A Common Name is not a directory name; it is a
(possibly ambiguous) name by which the object is commonly known in some limited scope (such as an organization)
and conforms to the naming conventions of the country or culture with which it is associated.

An attribute value for common name is a string chosen either by the person or organization it describes or the
organization responsible for the object it describes for devices and application entities. For example, atypical name of a
person in an English-speaking country comprises a persona title (e.g. Mr., Ms., Rd, Professor, Sir, Lord), a first name,
middle name(s), last name, generation qudlifier (if any, e.g. Jr.) and decorations and awards (if any, e.g. QC).

Examples:
CN ="Mr. Robin Lachlan McLeod BSc(Hons) CEng MIEE";

Any V

Other
place

523

The S
indivi

An at

S|

524
The @

CN ="Divisiona Coordination Committee";
CN ="High Speed Modem".
ariants should be associated with the named object as separate and alternative attribute values.

common variants should also be admitted, e.g. use of a middle name as a preferred firstvname; use of "B
Df "William", etc.

bmmonName ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-common-name}
ID id-at-commonName}
Surname
urname attribute type specifies the linguistic construct which normally is inherited by an individua frg

jual's parent or assumed by marriage, and by which the individual is commonly known.

ribute value for Surname is a string, e.g. "McLgod".
irname ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-surname}
ID id-at-surname}
Given Name
biven Name attribute_type specifies the linguistic construct which is normally given to an indivj

indiviglual's parent, oris-ehosen by the individual, or by which the individual is commonly known.
An atfribute value-for Given Name is a string, e.g. "David", or "Jean Paul".
givenName ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-name}
D Id-at-givenName |
525 Initials

il" in

m the

dual by the

Thelnitials attribute type contains the initials of some or all of an individual’s names, but not the surname(s).

An attribute value for Initials is a string, e.g. "D" or "D." or "J.P.".

initialsATTRIBUTE n= {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-name}
ID id-at-initials}

ITU-T Rec. X.520 (1997 E)
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Generation Qualifier

The Generation Qualifier attribute type contains a string which is used to provide generation information to qualify an
individual’s name.

An attribute value for Generation Qualifier is a string, e.g. "Jr." or "II".

generationQualifier ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-name}
ID id-at-gener ationQualifier }
5.2.7 Unique I dentifier

The

TOUE taentfrer attribute type Specifies arm iaentifier which may be used to aistnmguisiT Detwee oo

when| a distinguished name has been reused. It may be, for example, an encoded object identifier,
timestamp, or some other form of certification on the validity of the distinguished name.

An atfribute value for Unique Identifier is a bit string.

52.8

uniquel dentifier ATTRIBUTE n= {
WITH SYNTAX Uniquel dentifier
EQUALITY MATCHING RULE bitStringM atch
ID id-at-uniquel dentifier }
Uniquel dentifier = BIT STRING
DN Qualifier

The ON Qualifier attribute type specifies disambiguating information 40 add to the relative distinguishe
entry/ It is intended to be used for entries held in multiple DSAs which)would otherwise have the same n
value|be the same in a given DSA for all entries to which this information has been added.

dnQualifier ATTRIBUTE n= {
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE casel gnoreM atch
ORDERING MATCHING RULE casel gnoreQrderingM atch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch
ID id-at=dnQualifier }
529 Serial Number

The Serial Number attribute type specifies-an identifier, the serial number of a device.

An atfribute value for Serial Number:is a printable string.

5.3

serialNumber ATTRIBUTE n= {

WITH SYNTAX PrintableString (SIZE (1..ub-serialNumber))
EQUALITY MAT-€HING RULE caselgnoreMatch
SUBSTRINGSMATCHING RULE caselgnoreSubstringsM atch

ID id-at-serial-number }

Geographical Attribute Types

ect references
certificate, date,

d name of an
ame, and that its

ated.

Thesg attribute types are concerned with geographical positions or regions with which objects are assoc

531

Country Name

The Country Name attribute type specifies a country. When used as a component of a directory name, it identifies the
country in which the named object is physically located or with which it is associated in some other important way.

An attribute value for country name is a string chosen from ISO 3166.

countryName ATTRIBUTE ::={
SUBTYPE OF name
WITH SYNTAX CountryName
SINGLEVALUE TRUE
ID id-at-countryName }

CountryName ::= PrintableString (SIZE(2)) -- 150 3166 codes only

ITU-T Rec. X.520 (1997 E)

5


https://standardsiso.com/api/?name=f784f06800548ef2fe69b20ba9ae97f4

|SO/IEC 9594-6 : 1998 (E)

532 L ocality Name

The Locality Name attribute type specifies a locality. When used as a component of a directory name, it identifies a
geographical area or locality in which the named object is physically located or with which it is associated in some other
important way.

An attribute value for Locality Nameisastring, e.g. L = "Edinburgh”.

localityName ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-locality-name}
ID id-at-localityName }

The Collective Locality Name attribute type specifies alocality name for a collection of entries.

cpllectivel ocalityName ATTRIBUTE ::= {
SUBTYPE OF localityName
COLLECTIVE TRUE
ID id-at-collectivel ocalityName }

5.3.3 State or Province Name

The Sate or Province Name attribute type specifies a state or province. When used as a component of a directory|name,
it iderjtifies a geographical subdivision in which the named object is physically located or,with which it is associgted in
some pther important way.

An attribute value for State or Province Nameisastring, e.g. S="Ohio".

sfateOrProvinceName ATTRIBUTE  ::= {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-state-name}
ID id-at-stateOr ProvinceName }

The Collective Sate or Province Name attribute type specifies a state.or province name for a collection of entries.

cpllectiveStateOrProvinceName ATTRIBUTE  ::= {
SUBTYPE OF stateOr ProvinceName
COLLECTIVE TRUE
ID id-at-collectiveStateOr ProvinceName }

534 Street Address

The Sreet Address attribute type specifies a-site for the local distribution and physical delivery in a postal address, i.e.
the strileet name, place, avenue, and the house’number. When used as a component of a directory name, it identif|es the
street pddress at which the named objectiis [ocated or with which it is associated in some other important way.

An atfribute value for Street Address is a string, e.g. "ArnulfstraBe 60".

sireetAddress ATTRIBUTE = {
WITH SYNTAX DirectoryString {ub-str eet-addr ess}
EQUALITY MATCHING RULE casel gnoreM atch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch
ID id-at-streetAddress}

The Collective Sreet Address attribute type specifies a street address for a collection of entries.

cpllectiveStreetAddressATTRIBUTE ::= {
SUBTYPE OF streetAddress
COLCLCECTIVE TRUE
ID id-at-collectiveStreetAddress}

5.35 House | dentifier

The House Identifier attribute type specifies a linguistic construct used to identify a particular building, for example a
house number or house name relative to a street, avenue, town or city, etc.

An attribute value for House Identifier is a string, e.g. "14".

housel dentifier ATTRIBUTE = {
WITH SYNTAX DirectoryString {ub-name}
EQUALITY MATCHING RULE casel gnoreMatch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch
ID id-at-housel dentifier }
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Organizational attribute types

These attribute types are concerned with organizations and can be used to describe objects in terms of organizations with

which

54.1

they are associated.

OrganizationName

The OrganizationName attribute type specifies an organization. When used as a component of a directory name it
identifies an organization with which the named object is affiliated.

An attribute value for OrganizationName is a string chosen by the organization (e.g. O = "Scottish Telecommunications
plc"). Any variants should be associated with the named Organization as separate and alternative attribute values.

ganizationName ATTRIBUTFE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-or ganization-name}
ID id-at-or ganizationName }
The Collective Organization Name attribute type specifies an organization name for a collection of entries.
cpllectiveOrganizationName ATTRIBUTE  ::= {
SUBTYPE OF organizationName
COLLECTIVE TRUE
ID id-at-collectiveOr ganizationName }

54.2
Thed

Organizational Unit Name

rganizational Unit Name attribute type specifies an organizational unit{ When used as a component of a dif

ectory

name |t identifies an organizational unit with which the named object is affiliated.
The designated organizational unit is understood to be part of an organization designated by an OrganizatiorfName
attribyte. It follows that if an Organizational Unit Name attribute-is used in a directory name, it must be associated with
an Organi zationName attribute.
An attribute value for Organizational Unit Name is a strifig chosen by the organization of which it is part (e.g.|OU =
"Techhology Division"). Note that the commonly used-abbreviation "TD" would be a separate and alternative atfribute
value.
Example:
O ="Scottd", OU ="TD"
or ganizationalUnitName ATTRIBUTFE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-or ganizational-unit-name}
ID id-at-or ganizationalUnitName }
The Collective Organizatienal Unit Name attribute type specifies an organizational unit name for a collection of ertries.
cpllectiveOr ganjzationalUnitName ATTRIBUTE n= {
SUBTYRE OF organizationalUnitName
COLLECTIVE TRUE
ID id-at-collectiveOr ganizationalUnitName }
54.3 Title
The Title attribute type specifies the designated position or function of the object within an organization.
An attribute value for Titleisastring.
Example:
T ="Manager, Distributed Applications’
title ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-title}
ID id-at-title}
ITU-T Rec. X.520 (1997 E) 7
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55 Explanatory attribute types

These attribute types are concerned with explanations (e.g. in a natural language) of something about an object.

55.1 Description

The Description attribute type specifies text which describes the associated object.

For example, the object "Standards Interest” might have the associated description "distribution list for exchange of
information about intra-company standards devel opment".

An attribute value for Description is a string.

rilr_\finn ATTRIBUTE i

{

WITH SYNTAX

EQUALITY MATCHING RULE
SUBSTRINGSMATCHING RULE
ID

5.5.2 Search Guide

The Search Guide attribute type specifies information of suggested search criteria which-may be included in
entriep expected to be a convenient base-object for the search operation, e.g. country or-organization.

Search criteria consist of an optiona identifier for the type of object sought and.ecombinations of attribute typ

DirectoryString {ub-description}
casel gnoreM atch

casel gnoreSubstringsM atch
id-at-description }

some

bs and

logicd operators to be used in the construction of a filter. It is possible to specify for each search criteria itgm the

matchjng level, e.g. approximate match.

The Search Guide attribute may recur to reflect the various types of requests, e.g. search for a Residential Persor
Organizational Person, which may be fulfilled from the given base-gbject where the Search Guideis read.

sparchGuide ATTRIBUTE
WITH SYNTAX

n= {
Guide

or an

ID id-at-searehGuide }
Guide T SET {

objectClass [0] OBJECT-CLASS.&id OPTIONAL,

criteria [1] Criteria }
(riteria = CHOICE {

type [0] Criterialtem,

and [1] SET OF Criteria,

or 2] SET OF Criteria,

not [3] Criteria }
Griterialtem = CHOICE {

equality [Q] AttributeType,

substrings [1] AttributeType,

greater ©rEqual 2] AttributeType,

lesSOrEqual [3] AttributeType,

approximateM atch [4] AttributeType }

Example:

The following is a potential value of the Search Guide attribute that could be stored in entries of object class Locality to
indicate how entries of object class Residential Person might be found:

residential-per son-guide Guide ::= {
objectClassresidential Person.&id,
criteriaand : {
type: substrings: commonName.&id,
type: substrings: streetAddress.&id }}

The construction of afilter from this value of Guide is straightforward.
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Step (1) produces the intermediate Filter value

intermediate-filter Filter =
and : {

item : substrings {
type commonName.&id,
strings{ any : teletexString : " Dubois' }},

item : substrings {
type streetAddress.&id,
strings{ any : teletexString " Hugo" }}}

Step (2) produces afilter for matching Residential Person entriesin the subtree:

residential-per son-filter Filter ::=
and : {
item : equality : {
type objectClass.&id,
assertion residentialPerson.&id },
intermediateFilter }

55.3 Enhanced Search Guide

The Ehhanced Search Guide attribute provides an enhancement of the sear chGuide attribute,Jadding informatior about
the repommended search depth for searches among subordinate objects of a given object ¢class.

ehhancedSearchGuide ATTRIBUTE n= {
WITH SYNTAX EnhancedGuide
ID id-at-enhancedSear chGuide}
HnhancedGuide = SEQUENCE {
objectClass [0] OBJECT-CLASS.&id,
criteria [1] Criteria,
subset [2] INTEGER

{ baseObject (0), oneL evel (1), wholeSubtree (2) } DEFAWET onelL evel }

554 Business Category

The Business Category attribute type specifies information concerning the occupation of some common opjects,
e.g. people. For example, this attribute provides thefacility to interrogate the Directory about people sharing th¢ same
occupgtion.

businessCategory ATTRIBUTE X {
WITH SYNTAX DirectoryString {ub-business-category}
EQUALITY MATCHING RUELE caselgnoreMatch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch
ID id-at-businessCategory }

5.6 Postal Addressing attribute types
These|attribute typesare concerned with information required for physical postal delivery to an object.
56.1 PostalhAddress

The PpstahAddress attribute type specifies the address information required for the physical delivery of postal megssages
by the postal authority to the named object.

An attribute value for Postal Address will be typically composed of selected attributes from the MHS Unformatted

Postal O/R Address version 1 according to CCITT Recommendation F.401 and limited to 6 lines of 30 characters each,

including a Postal Country Name. Normally the information contained in such an address could include an addressee’s
name, street address, city, state or province, postal code and possibly a Post Office Box number depending on the
specific requirements of the named object.

postalAddress ATTRIBUTE = {
WITH SYNTAX PostalAddress
EQUALITY MATCHING RULE caselgnorelistMatch
SUBSTRINGS MATCHING RULE casel gnor el istSubstringsM atch
ID id-at-postalAddress}
PostalAddress = SEQUENCE SIZE(1..ub-postal-line) OF DirectoryString {ub-postal-string}
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The Collective Postal Address attribute type specifies apostal address for a collection of entries.

collectivePostalAddressATTRIBUTE n= {
SUBTYPE OF postalAddress
COLLECTIVE TRUE
ID id-at-collectivePostalAddress }

5.6.2 Postal Code

The Postal Code attribute type specifies the postal code of the named object. If this attribute value is present it will be
part of the object’s postal address.

An attribute value for Postal Code is a string.

adalCada AT TRIDLITE P L
SCArC ot 7x T T\ DO T P 1

WITH SYNTAX DirectoryString {ub-postal-code}
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch

ID id-at-postalCode }

The Collective Postal Code attribute type specifies a postal code for a collection of entries.

cpllectivePostalCode ATTRIBUTE = {
SUBTYPE OF postalCode
COLLECTIVE TRUE
ID id-at-collectivePostalCode }

5.6.3 Post Office Box

The Rost Office Box attribute type specifies the Post Office Box byywhich the object will receive physical postal
delivary. If present, the attribute value is part of the object's postakaddress.

postOfficeBox ATTRIBUTE = {
WITH SYNTAX DirectoryString fub-post-office-box}
EQUALITY MATCHING RULE casel gnoreMatch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsMatch
ID id-at-postOfficeBox }

The Collective Post Office Box attribute type specifies a post office box for a collection of entries.

cpllectivePostOfficeBox ATTRIBUTE 8= {
SUBTYPE OF postOfficeBox
COLLECTIVE TRUE
ID id-at-collectivePostOfficeBox }

5.6.4 Physical Delivery Office Name

The Rhysical Delivery Office-Name attribute type specifies the name of the city, village, etc. where a physical delivery
office|is situated.

An atfribute value for.Physical Delivery Office Name is a string.

physicalDeliveryOfficeName ATTRIBUTE  ::= {

VITH SYNTAX DirectoryString {ub-physical-office-name}
EQUALITY MATCHING RULE casel gnoreMatch
SUBSTRINGSMATCHING RULE caselgnoreSubstringsMatch

B I PR A TN H OEE A hY
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The Collective Physical Delivery Office Name attribute type specifies a physical delivery office hame for a collection of
entries.

collectivePhysical Deliver yOfficeName ATTRIBUTE ::= {

SUBTYPE OF physical Deliver yOfficeName

COLLECTIVE TRUE

ID id-at-collectivePhysicalDeliver yOfficeName }
5.7 Telecommunications Addressing attribute types

These attribute types are concerned with addressing information needed to communicate with the object using
telecommunication means.
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571 Telephone Number
The Telephone Number attribute type specifies a telephone number associated with an object.

An attribute value for Telephone Number is a string that complies with the internationally agreed format for showing
international telephone numbers, CCITT Recommendation E.123 (e.g. "+ 44 582 10101").

telephoneNumber ATTRIBUTE ::={

WITH SYNTAX TelephoneNumber

EQUALITY MATCHING RULE telephoneNumber M atch
SUBSTRINGSMATCHING RULE telephoneNumber SubstringsM atch
ID id-at-telephoneNumber }

TelephoneNumber ;.= PrintableString (SIZE(1..ub-telephone-number))
-- &ring complying with CCITT Recommendation E.123 only

The Collective Telephone Number attribute type specifies a telephone number for a collection of entries.

cpllectiveTelephoneNumber ATTRIBUTE  ::= {
SUBTYPE OF telephoneNumber
COLLECTIVE TRUE
ID id-at-collectiveT elephoneNumber }

57.2 Telex Number

The Tielex Number attribute type specifies the telex number, country code, and ‘answerback code of a telex tg'minal
associjted with an object.

telexNumber ATTRIBUTE = {
WITH SYNTAX TelexNumber
ID id-at-telexNumber }

TlelexNumber ::= SEQUENCE {
telexNumber PrintableString (SIZE (1..ub-telex-number)),
countryCode PrintableString (SIZE (1..ub-country-code)),
answer back PrintableString (SIZE (1..ub-answerback)) }

The Collective Telex Number attribute type specifies'atelex number for a collection of entries.

cpllectiveTelexNumber ATTRIBUTE 1= {
SUBTYPE OF telexNumber
COLLECTIVE TRUE
ID id-at-collectiveT elexNumber }

5.7.3 Teletex Terminal | dentifier

Snce| CCITT Recommendation F.200 has been withdrawn and has not been replaced, the use ¢f the
teletexTerminall dentifier-and the collectiveTeletexTerminall dentifier attribute types is deprecated.

The Teletex TerminalM dentifier attribute type specifies the Teletex terminal identifier (and, optionally, parameterd) for a
teletex terminal @ssociated with an object.

An atfribute'vValue for Teletex Terminal Identifier is a string which complies with CCITT Recommendation F.200 gnd an
optional’set whose components are according to I TU-T Recommendation T.62.

- TEaETamnataent e ATTRIBUTE = {
-- WITH SYNTAX TeletexTerminal ldentifier
--1D id-at-teletexTerminal I dentifier }
-- TeletexTerminalldentifier ::= SEQUENCE {
-- teletexTerminal PrintableString (S ZE(1..ub-tel etex-terminal -id)),
-- parameters TeletexNonBasi cParameters OPTIONAL}
The Collective Teletex Terminal Identifier attribute type specifies ateletex terminal identifier for a collection of entries.
-- collectiveTeletexTerminal Identifier  ATTRIBUTE ::= {
-- SUBTYPE OF teletexTerminal ldentifier
-- COLLECTIVE TRUE
--1D id-at-collectiveTeletexTerminal I dentifier }
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5.7.4 Facsimile Telephone Number

The Facsimile Telephone Number attribute type specifies a telephone number for a facsimile terminal (and optionally its
parameters) associated with an object.

An attribute value for the facsimile telephone number is a string that complies with the internationally agreed format for
showing international telephone numbers, CCITT Recommendation E.123 (e.g. "+81 3 347 7418") and an optional bit
string (formatted according to CCITT Reommendation T.30).

facsimileTelephoneNumber ATTRIBUTE ::={
WITH SYNTAX FacsimileT elephoneNumber
ID id-at-facsimileT elephoneNumber }

FacsimileTelephoneNumber ::= SEQUENCE {

telephoneNumber TelephoneNumber
parameters G3FacsimileNonBasicParameters OPTIONAL}

The Qollective Facsimile Telephone Number attribute type specifies a facsimile telephone number for a‘edllection of
entries.

cpllectiveFacsimileT elephoneNumber ATTRIBUTE n= {
SUBTYPE OF facsimileT elephoneNumber
COLLECTIVE TRUE
ID id-at-collectiveFacsimileT elephoneNumber }

575 X.121 Address

The X.121 Address attribute type specifies an address as defined by ITU-T Recommendation X.121 associated with an
object

X[121AddressATTRIBUTE ::={

WITH SYNTAX X121Address

EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsM atch
ID id-at-x121Addr ess}

H121Address::= NumericString (SIZE(1..ub-x121-addr ess))
-- Sring as defined by I TU-T Recommendation X.121

5.7.6 International | SDN Number

The I]ternational ISDN Number attribute type specifies an International ISDN Number associated with an object.

An atfribute value for International ISDN Number is a string which complies with the internationally agreed format for
ISDN|addresses given in ITU-T Recommendation E.164.

imternationall SODNNumber ATTRIBUTE ::=  {
WITH SYNTAX International| SDNNumber
EQUALITY MATCHING RULE numericStringM atch
SUBSTRINGS MATCHING RULE numericStringSubstringsM atch
ID id-at-internationall SODNNumber }

nter national | SBNNumber ::= NumericString (SIZE(1..ub-inter national-isdn-number))
--\&ring complying with ITU-T Recommendation E.164 only

The Gollective.Tnternational 1ISDN Number attribute type specifies an international ISDN number for a collecfion of
entries.

L1 [N mY TN 2o
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RIBYFE = {
SUBTYPE OF inter nationall SODNNumber

COLLECTIVE TRUE

ID id-at-collectivel nter nationall SDNNumber }

5.7.7 Registered Address

The Registered Address attribute type specifies a mnemonic for an address associated with an object at a particular city
location. The mnemonic is registered in the country in which the city is located and is used in the provision of the Public
Telegram Service (according to ITU-T Recommendation F.1).

registeredAddressATTRIBUTE = {

SUBTYPE OF postalAddress

WITH SYNTAX PostalAddress

ID id-at-registeredAddress}
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5.7.8 Destination | ndicator

The Destination Indicator attribute type specifies (according to ITU-T Rec. F.1 and CCITT Rec. F.31) the country and
city associated with the object (the addressee) needed to provide the Public Telegram Service.

An attribute value for Destination Indicator is a string.

destinationlndicator ATTRIBUTE ::={

WITH SYNTAX Destinationl ndicator
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch
ID id-at-destinationlndicator }

Destinationindicator ::= PrintableString (SI ZE(1..ub-destination-indicator))
-- alphabetical charactersonly

5.8 Preferences attribute types

Thesg|attribute types are concerned with the preferences of an object.

58.1 Preferred Delivery Method

The Freferred Delivery Method attribute type specifies the object’s priority order regarding the method t¢ be used for
comnpunicating with it.

preferredDeliveryMethod ATTRIBUTE =

WITH SYNTAX SEQUENCE OF INTEGER {
ny-delivery-method (0),
mhs-delivery (),
physical-delivery (2);
telex-delivery (3),
teletex-delivery 4),
g3-facsimile-delivery (5),
g4-facsimile-delivery (6),
iab-terminal-delivery (7),
videotex-delivery (8),
telephone-delivery 91}

SINGLE VALUE TRUE

ID id-at-preferredDeliveryMethod }

5.9 OSl Application attribute types
These¢ attribute types are,concerned with information regarding objects in the OSI Application Layer.
5.9.1 Presentation Address

The Presentation Address attribute type specifies a presentation address associated with an object reprgsenting an OSI
appligation entity.

An attribote vatue for Presenmtation ATUress 15 a presentation auiress as vefimet mtTo=T-Rec—X:20011SO/IEC 7498-1.

presentationAddressATTRIBUTE n= {
WITH SYNTAX PresentationAddr ess
EQUALITY MATCHING RULE presentationAddressM atch
SINGLE VALUE TRUE
ID id-at-presentationAddress}

PresentationAddress::= SEQUENCE {

pSelector [0 OCTET STRING OPTIONAL,
sSelector [1] OCTET STRING OPTIONAL,
tSelector [2] OCTET STRING OPTIONAL,
nAddr esses [8] SET SIZE (1.MAX) OF OCTET STRING }
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59.2 Supported Application Context

The Supported Application Context attribute type specifies the object identifier(s) of application context(s) that the
object (an OSI application entity) supports.

supportedApplicationContext ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE  objectldentifierMatch
ID id-at-supportedApplicationContext }

59.3 Protocol I nformation

The Protocol Information attribute type associates protocol information with each network address in the Presentation
Address attribute.

For egch nAddress, the protocol component identifies the protocol or profile for the network and transport layers.

protocollnformation ATTRIBUTE ::= {

WITH SYNTAX Protocoll nfor mation

EQUALITY MATCHING RULE protocoll nformationM atch

ID id-at-protocoll nformation }
Hrotocol I nformation n= SEQUENCE {

nAddress OCTET STRING,

profiles SET OF OBJECT IDENTIFIER }

5.10 Relational attributetypes

Thesq attribute types are concerned with information regarding the objects‘which are related to a particular object in
certaim ways.

NQTE — The DistinguishedName syntax used in these attributeMypes allows use of the primary distinguighed name or an
alternative distinguished name. Use of the primary distinguished‘name, if it is known, ensures consistency and|interdorking wit
pre¢-1997 DSAs. Specific usage may require that a particular, alternative name be used. Context informatign and alternative
digtinguished values may also be kept as part ofghgesWithContext component of any RDN, as described in 93 of ITU-T

Rgc. X.501 | ISO/IEC 9594-2.

5.10.1] Distinguished Name

The Dlistinguished Name attribute type is an attribute for specifying the name of an object.

distinguishedName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameM atch
ID id-at-distinguishedName }

5.10.8 Member

The Member attribute type-specifies a group of names associated with the object.

An atr:[i bute value far Member is a distinguished name.

ember ARTRIBUTE = {

SUBT Y-PE OF distinguishedName

ID id-at-member }
5.10. Yateteember

The Unique Member attribute type specifies a group of unique names associated with an object. A unique name is a
name that is optionally disambiguated by the inclusion of its unique identifier.

An attribute value for Unique Member is a distinguished name accompanied by an optiona unique identifier.

unigueMember ATTRIBUTE n= {
WITH SYNTAX NameAndOptionalUl D
EQUALITY MATCHING RULE uniqueM ember M atch
ID id-at-uniqgueM ember }
NameAndOptionalUID = SEQUENCE {
dn DistinguishedName,
uid Uniquel dentifier OPTIONAL }
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5104 Owner
The Owner attribute type specifies the name of some object which has some responsibility for the associated object.

An attribute value for Owner is a distinguished name (which could represent a group of names) and can recur.

owner ATTRIBUTE = {
SUBTYPE OF distinguishedName
ID id-at-owner }

5.10.5 Role Occupant

The Role Occupant attribute type specifies the name of an abject which fulfills an organizational role.

An atteibutevalue-for-Role-Occupantis-a-distinguished-hame
HBH e aHHEe4-Bf——=61 pPalt-HS-a-GHstHgU-SRed-Raie:

rpleOccupant ATTRIBUTE = {
SUBTYPE OF distinguishedName
ID id-at-roleOccupant }

5.10.4 SeeAlso

The Spe Also attribute type specifies names of other Directory objects which may be other aspects (in some sense)| of the
same feal world object.

An atfribute value for See Also is a distinguished name.

seeAlso ATTRIBUTE = {
SUBTYPE OF distinguishedName
ID id-at-seeAlso }

511 Domain attribute types

511 DMD name

The OMD Name attribute type specifies a DMD. When used as a component of a directory name it identifies af DMD
which manages the named object.

An attribute value for DMD Name is a string chosenby the DMD.
dmdName ATTRIBUTE ::={

SUBTYPE OF name
WITH SYNTAX DirectoryString{ub-common-name}
ID id-at-dmdName}

SECTION 3 — MATCHING RULES

6 Defipition of matching rules
NOTE — For definitions obbjectldentifierMatch anddistinguishedNameMatch, see ITU-T Rec. X.501 ||ISO/IEC
9594-2.

6.1 String matching rules

In the matching rules specified in 6.1.1 through 6.1.11, the following spaces are regarded as not significant:
— leading spaces (i.e. those preceding the first character that is not a space);
— trailing spaces (i.e. those following the last character that is not a space);
— multiple consecutive spaces (these are taken as equivalent to a single space character).

A string consisting entirely of spaces is equivalent to a string containing exactly one space.

In the matching rules to which these apply, the strings to be matched shall be matched as if the insignificant spaces were
not present in either string.
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6.1.1 Caselgnore Match
The Case Ignore Match rule compares for equality a presented string with an attribute value of type PrintableString,

NumericString, TelexString, BMPString, UniversalString, or DirectoryString, without regard to the case (upper or
lower) of the strings (e.g. "Dundee" and "DUNDEE" match).

caselgnoreMatch MATCHING-RULE = {
SYNTAX DirectoryString {ub-match}
ID id-mr-casel gnoreM atch }

The rule returns TRUE if the strings are the same length and corresponding characters are identical except possibly with
regard to case.

Wher¢ the strings being matched are of different ASN.1 syntax, the comparison proceeds as normal so long [as the
corregponding characters are in both character sets. Otherwise matching fails.

6.1.2 Caselgnore Ordering Match

The Gase Ignore Ordering Match rule compares the collation order of a presented string an attribute-value whose fype is
one of the ones listed in 6.1.1, without regard to the case (upper or lower) of the strings.

cpsel gnoreOrderingMatch MATCHING-RULE n= {
JYNTAX DirectoryString {ub-match}
1D id-mr-casel gnoreOrderingM atch }

The rdile returns TRUE if the attribute value is "less' or appears earlier than the presented value, when the strirjgs are
compared using the normal collation order for their syntax after lower-casgletters in both strings have been replaced by
their Upper-case equivalents.

Wher¢ the strings being matched are of different ASN.1 syntax,“the comparison proceeds as normal so long [as the
corregponding characters are in both character sets. Otherwise matehing fails.

6.1.3 Case Ignore Substrings Match

The Jase Ignore Substrings Match rule determines. Whether a presented value is a substring of an attribute value whose
typeis one of the oneslisted in 6.1.1 , without regard to the case (upper or lower) of the strings.

cpsel gnoreSubstringsMatch MATCHING-RULE n= {
SYNTAX SubstringAssertion
ID id-mr-casel gnoreSubstringsM atch }

(n

ubstringAssertion ::= SEQUENCE OF CHOICE {

initial [0] DirectoryString {ub-match},
any [1] DirectoryString {ub-match},
final [2] DirectoryString {ub-match} }

-- at most onelinitial and one final component

The rdle returnsTRUE if there is a partitioning of the attribute value (into portions) such that:

—\ the specified substringsnitial, any, final) match different portions of the value in the orger of the

strinac caqllancas
g oreT

TS

— initial, if present, matches the first portion of the value;
— final, if present, matches the last portion of the value;

— any, if present, matches some arbitrary portion of the value.

There shall be at most omaitial, and at most onBnal in strings. If initial is present, it shall be the first element of
strings. If final is present, it shall be the last elemengtoings. There shall be zero or maaay in strings.

For a component of substrings to match a portion of the attribute value, corresponding characters must be identical,

except in regard to case. Where the strings being matched are of different ASN.1 syntax, the comparison proceeds as
normal so long as the corresponding characters are in both character sets. Otherwise matching fails.
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6.1.4 Case Exact Match

The Case Exact Match rule compares for equality a presented string with an attribute value whose type is one of the ones
listedin6.1.1.

caseExactMatch MATCHING-RULE n= {
SYNTAX DirectoryString {ub-match}
ID id-mr-caseExactMatch }

Theruleisidentical to the casel gnoreMatch rule except that caseis not ignored.

6.1.5 Case Exact Ordering Match

The Case Exact Ordering Match rule compares the collation order of a presented string with an attribute value whose
typeis one of the oneslisted in 6.1.1.

chseExactOrderingMatch MATCHING-RULE n= {
SYNTAX DirectoryString {ub-match}
ID id-mr-caseExactOrderingMatch }

The ryle isidentical to the casel gnoreOrderingM atch rule except that lower-case letters are notireplaced by uppér-case
letters

6.1.6 Case Exact Substrings Match

The (ase Exact Substrings Match rule determines whether a presented value is asubstring of an attribute value whose
typeis one of the oneslisted in 6.1.1.

cpseExactSubstringsMatch MATCHING-RULE n= {
SYNTAX SubstringAssertion -- only the PrintableString choice
ID id-mr-caseExactSubstringsM atch }

Therdleisidentical to the casel gnoreSubstringsMatch rule except that case is not ignored.

6.1.7 Numeric String Match

The Numeric String Match rule compares for equality~a presented numeric string with an attribute value of type
NumericString.

numericStringMatch MATCHING-RULE = {
SYNTAX NumericString
ID id-mr-numericStringM atch }

Theryleisidentical to the casel gnoreMatch rule except that all space characters are skipped during comparison (fase is
irrelejant as characters are numeric);

6.1.8 Numeric String Ordering Match

The Numeric String Ofdering Match rule compares the collation order of a presented string with an attribute value of
type NumericString.

numericStringOrderingMatch MATCHING-RULE n= {
SYNTAX NumericString
ID id-mr-numericStringOrderingM atch }
The r

comparison (case isirrelevant as characters are numeric).

6.1.9 Numeric String Substrings Match

The Numeric Sring Substrings Match rule determines whether a presented value is a substring of an attribute value of
type NumericString.

numericStringSubstringsMatch MATCHING-RULE = {
SYNTAX SubstringAssertion
ID id-mr-numericStringSubstringsMatch }

The rule is identical to the casel gnoreSubstringsMatch rule except that all space characters are skipped during
comparison (case isirrelevant as characters are numeric).
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6.1.10 CaselgnorelList Match

The Case Ignore List Match rule compares for equality a presented sequence of strings with an attribute value which isa
seguence of DirectoryStrings, without regard to the case (upper or lower) of the strings.

caselgnoreListMatch MATCHING-RULE  ::= {
SYNTAX SEQUENCE OF DirectoryString {ub-match}
ID id-mr-casel gnoreListMatch }

The rule returns TRUE if and only if the number of stringsin each is the same, and corresponding strings match. The
latter matching is as for the casel gnoreM atch matching rule.

6.1.11 CaselgnorelList Substrings Match

Th C Lomaraedtat-Oualbatr i N ool el 2 CP2VS PN SO TIPSR WIT | SWP-CEot 3 SO PR W P~ FRP-R W1 St~ SNHP-SP-GP-V_VN T f
e TN C T SCSOoStTigiviatC T orc Cormpar CSapreSCrtCtSooStgvvrt T ar T art rioote varaC v e rrSar g nce o

DirecforyStrings, but where the case (upper or lower) is not significant for comparison purposes.

cpselgnorelistSubstringsMatch MATCHING-RULE ::=  {
SYNTAX SubstringAssertion
ID id-mr-casel gnoreL istSubstringsM atch }

A pregented value matches a stored value if and only if the presented value matches the stringformed by concatenating
the strings of the stored value. This matching is done according to the casel gnor eSubstringsM atch rule; howevel|, none
of thefinitial, any, or final values of the presented value are considered to match a substting“of the concatenated| string
which spans more than one of the strings of the stored value.

6.1.19 Stored Prefix Match

The Sored Prefix Match rule determines whether an attribute value, whose syntax is DirectoryString, is a pref{x (i.e.
initial |substring) of the presented value, without regard to the case (upper_@r lower) of the strings.

NQTE — It can be used, for example, to compare values in the Directory which are telephone area codes with|a purported value
whHich is a telephone number.

sforedPrefixMatch MATCHING-RULE ::= {
SYNTAX DirectoryString {ub-match}
ID id-mr-storedPrefixMatch }

The riile returns TRUE if the attribute value is an initiah substring of the presented value with corresponding chafacters
identi¢al except possibly with regard to case.

6.2 Syntax-based matching rules

6.2.1 Boolean Match
The Bpolean Match rule compares for equality a presented Boolean value with an attribute value of type BOOL EAN.

booleanMatch MATCHING-RULE ::= {
SYNTAX BOOLEAN
ID id-mr-booleanMatch }

The rdle returns TRUE if the values are the same, i.e. both are TRUE or both are FALSE.

6.2.2 Integer"Match

Thel rrteger Match rule compares for equality a presented integer value with an attribute value of type INTEGER.

integerMaich MATCHING-RULCE = 1
SYNTAX INTEGER
ID id-mr-integer M atch }

Therulereturns TRUE if the integers are equal.

6.2.3 Integer Ordering Match
The Integer Ordering Match rule compares a presented integer value with an attribute value of type INTEGER.

integer OrderingMatch MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integer OrderingM atch }

Therulereturns TRUE if the attribute value is less than the presented value.
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6.2.4 Bit String Match

The Bit String Match rule compares a presented hit string with an attribute value of type BIT STRING.

bitStringMatch MATCHING-RULE = {
SYNTAX BIT STRING
ID id-mr-bitStringMatch }

The rule returns TRUE if the attribute value has the same number of bits as the presented value and the bits match on a
bitwise basis.

6.2.5 Octet String Match

The Qctet Sring Match rule compares for equality a presented octet string with an attribute value of type OCTET
STRING.

octetStringMatch MATCHING-RULE = {
SYNTAX OCTET STRING
ID id-mr-octetStringM atch }

Therylereturns TRUE if and only if the strings are the same length and corresponding octets are identical.

6.2.6 Octet String Ordering Match

The Qctet String Ordering Match rule compares the collation order of a presented octet string with an attribute v@lue of
type QCTET STRING.

octetStringOrderingMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
ID id-mr-octetStringOr deringMatch }

The rile compares octet strings from first octet to last octet, and from the most significant bit to the least signifigant bit
within the octet. The first occurrence of a different bit detefmines the ordering of the strings. A zero bit precedeg a one
bit. If the strings are identical but contain different numbers of octets, the shorter string precedes the longer string.

6.2.7 Octet String Substrings M atch

The Jctet Sring Substrings Match rule determines whether a presented octet string is a substring of an attribute value of
type QCTET STRING.

oftetStringSubstringsMatch MATCGHING-RULE = {
SYNTAX OctetSubstringAssertion
ID id-mr-octetStringSubstringsMatch }

QctetSubstringAssertion ::= SEQUENCE OF CHOICE {

initial [0] OCTET STRING,
any [1] OCTET STRING,
final [2] OCTET STRING}

-- at mostone initial and one final component

The rlléreturns TRUE if the attribute value contains the sequence of octets in the presented string, as descriljed for
casel gnoresubstringsiviarch:

6.2.8 Telephone Number Match

The Telephone Number Match rule compares for equality a presented value with an attribute value of type
PrintableString which is a telephone number.

telephoneNumberMatch MATCHING-RULE ::= {
SYNTAX PrintableString
ID id-mr-telephoneNumber M atch }

The rules for matching are identical to those for casel gnoreM atch, except that all space and "-" characters are skipped
during the comparison.
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6.2.9 Telephone Number Substrings Match

The Telephone Number Substrings Match rule determines if a presented substring is a substring of an attribute value of
type PrintableString which is a telephone number.

telephoneNumber SubstringsM atch MATCHING-RULE n= {
SYNTAX SubstringAssertion
ID id-mr-telephoneNumber SubstringsM atch }

The rules for matching are identical to those for caseExactSubstringsM atch, except that al space and "-" characters are
skipped during the comparison.

6.2.10__ Presentation Address Match

The Presentation Address Match rule compares for equality a presented Presentation Address with an attribute vJaI ue of
type AresentationAddr ess.

presentationAddressMatch MATCHING-RULE = {
SYNTAX PresentationAddress
ID id-mr-presentationAddressM atch }

The rlile returns TRUE if and only if the selectors of the presented and stored presentation address are equal gnd the
presented nAddr esses are a subset of the stored ones.

6.2.11 Unique Member Match

The Unique Member Match rule compares for equality a presented Unique-Member value with an attribute value ¢f type
NamegAndOptionalUID.

unigueMemberMatch MATCHING-RULE  ::= {
SYNTAX NameAndOptienalul D
ID id-mr-uniqueMemberMatch }

The rdle returns TRUE if and only if the dn components.6f the attribute value and the presented value match accprding
to thg distinguishedNameMatch rule, and the uid, component is absent from the attribute value or matches the
corregponding component from the presented value according to the bitStringM atch rule.

6.2.14 Protocol Information Match

The Protocol Information Match rule.eempares for equality presented values of Protocoll nformation with valueq of the
same fype.

protocoll nformationMatch MATCHING-RULE = {
SYNTAX OCTET STRING
ID id-mr-protocoll nformationMatch }

A vallie of the assertion syntax is derived from avalue of the attribute syntax by using the nAddr ess component.

The vRlue returns True if the presented value and the nAddress component of the stored value match according|to the
octet$tringMatch rule.

6.3 Timematching rules

6.3.1 UTC TimeMatch

The UTC Time Match rule compares for equality a presented value with an attribute value of type UTCTime.

uTCTimeMatch MATCHING-RULE = {
SYNTAX UTCTime
ID id-mr-uTCTimeMatch }

The rule returns TRUE if the attribute value represents the same time as the presented value. If aUTC time is specified
with the seconds absent, the number of secondsis assumed to be zero.
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6.3.2 UTC Time Ordering Match

The UTC Time Ordering rule compares the time ordering of a presented value with an attribute value of type UTCTime.

uTCTimeOrderingMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeOrderingMatch }

The rule returns TRUE if the attribute value represents a time which is earlier than the presented time. UTC times with
year values 50 to 99 shall be taken to represent times that are earlier than UTC times with year values 00 to 49. If aUTC
time is specified with the seconds absent, the number of seconds is assumed to be zero.

The value of the two-digit year field shall be rationalized into afour-digit year value as follows:
— if the 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it; and

— if the 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

6.3.3 Generalized Time Match

The Generalized Time Match rule compares for equality a presented value with an lattribute vaglue of type
GeneralizedTime [as per 41.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1].

generalizedTimeMatch MATCHING-RULE ::= {
SYNTAX GeneralizedTime
--asper 41.3 b) or c) of ITU-T Rec. X680 | 1SO/IEC 8824-1
ID id-mr-generalizedTimeMatch }

The rlle returns TRUE if the attribute value represents the same time as-the presented value. If a tim¢g is specified with
the miinutes or seconds absent, the number of minutes or seconds is dssumed to be zero.

6.34 Generalized Time Ordering Match

The Generalized Time Ordering Match rule compares the time ‘ordering of a presented value with an attripute value of
type GeneralizedTime [as per 41.3 b) and c) of ITU-T Rec. X680 | ISO/IEC 8824-1].

generalizedTimeOrderingMatch MATCHING-RULE ::=\ {

SYNTAX GeneralizedTime
--asper 41.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1
ID id“mr-generalizedTimeOrderingMatch }

The nule returns TRUE if the attribute value represents a time which is earlier than the presented time. If a time is
specified with the minutes or seconds abséent, the number of minutes or seconds is assumed to be zero.

6.4 First component matching rules

6.4.1 Integer First Component Match

The Integer First Compaonent Match rule compares for equality a presented integer value with an attribute|value of type
SEQUENCE whose first component is mandatory and of tyii€ EGER.

mteger FirstComponentMatch MATCHING-RULE ::= {
JYNTAX INTEGER
1D id-mr-integer FirsscComponentMatch }

The rulexreturns TRUE if the attribute value has a first component whose value equals the presented intgger.

A value of the assertion syntax is derived from a value of the attribute syntax by using the value of the first component
of the SEQUENCE.

6.4.2 Object Identifier First Component Match

The Object Identifier First Component Match rule compares for equality a presented object identifier value with attribute
values of typeSEQUENCE whose first component is mandatory and of td&JECT IDENTIFIER.

objectldentifier FirstComponentMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-obj ectl dentifier FirssComponentMatch }

The rule returns TRUE if the attribute value has a first component whose value matches the presented object identifier
using the rules abbjectl dentifier Match.
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A value of the assertion syntax is derived from a value of the attribute syntax by using the value of the first component
of the SEQUENCE.

6.4.3 Directory String First Component Match

The Directory Sring First Component Match rule compares for equality a presented DirectoryString value with an
attribute value of type SEQUENCE whose first component is mandatory and of type DirectoryString.

directoryStringFirstComponentMatch MATCHING-RULE ::= {
SYNTAX DirectoryString {ub-directory-string-fir st-component-match}
ID id-mr-directoryStringFirssComponentMatch }

The rule returns TRUE if the attribute value has a first component whose value matches the presented Dir ectoryString
using the rules of casel gnoreMatch.

A vallie of the assertion syntax is derived from a value of the attribute syntax by using the value of the first’component
of the|SEQUENCE.

6.5 Word matching rules

6.5.1 Word Match

The Word Match rule compares a presented string with words in an attribute value of_type DirectoryString.

wordMatch MATCHING-RULE ::= {
SYNTAX DirectoryString {ub-match}
ID id-mr-wordMatch }

The rdile returns TRUE if a presented word matches any word in thesattribute value. Individual word matching iq as for
the cagel gnoreM atch matching rule. The precise definition of a"werd" is aloca matter.

6.5.2 Keyword Match

The Kieyword Match rule compares a presented string with‘keywords in an attribute value of type DirectoryString

kieywordMatch MATCHING-RULE BER
SYNTAX DirectoryString {ub-match}
ID id~mr-keywordMatch }

The ryle returns TRUE if a presented yalue matches any keyword in the attribute value. The identification of keyjwords
in an attribute value and of the exacthess of match are both local matters.

SECTION 4 — CONJEXTS

7 Definition of Context Types

This Directory Specification defines a number of context types which may be found useful across arange of appligations
of the|Directory.

7.1 L anguage Context
The Language Context associates an attribute value with a specific language(s):

languageContext CONTEXT ::={

WITH SYNTAX L anguageContextSyntax
ID id-avc-language }

L anguageContextSyntax ::= PrintableString (SIZE(2..3)) -- 1SO 639-2 codes only

A presented value is considered to match a stored value if the sequence of characters in the presented value is identical
to that in the stored value.
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Temporal Context

The Temporal Context associates an attribute value with a set of times. Various expressions of time are possible,
including:

a) absolute start or end times (e.g. 24:00 December 14, 1994);
b) specific time bands within the day (e.g. 09:00 to 17:00)
¢) dayswithinthe week (e.g. Monday);

d) dayswithinthe month (e.g. the 10th; the 2nd last day, etc.);

€) monthswithin the year (e.g. March);

f) aparticular year (e.g. 1995);

g) weekswithin the month (e.g. the second week);
h) periodic day or week (e.g. every 2nd week);

i) logical negatives (e.g. not Monday).

—

empor alContext CONTEXT ::={

WITH SYNTAX TimeSpecification
ASSERTED AS TimeAssertion
ID id-avc-temporal }

TlimeSpecification ::= SEQUENCE {

time CHOICE({
absolute SEQUENCE {
startTime [O] GeneralizedTime QPTIONAL,
endTime [1] GeneralizedTimeOPTIONAL },
periodic SET OF Period },
notThisTime BOOLEAN DEFAULT FALSE,
timeZone TimeZone OPTIONAL }

Reriod ::= SEQUENCE {

timesOfDay [0] SET OF'DayTimeBand OPTIONAL,
days [1] CHQICE {
intDay SET OF INTEGER,
bitDay BIT STRING { sunday (0), monday (1) , tuesday (2),
wednesday (3), thursday (4), friday (5), saturday (6) },
dayOf XDayOf } OPTIONAL,
weeks [21 CHOICE {
allWeeks NULL,
intWeek SET OF INTEGER,
bitWeek BIT STRING { week1 (0), week2 (1), week3 (2), week4 (3),
week5 (4) } } OPTIONAL,
mehths [3] CHOICE {
allMonths NULL,

muviontn Sl UF INTEGER,

bitMonth BIT STRING {january (0), february (1), march (2), april (3),
may (4), june (5), july (6), august (7), september (8),
october (9), november (10), december (11) }

} OPTIONAL,
years [4] SET OF INTEGER (1000 .. MAX) OPTIONAL }
XDayOf ::= CHOICE {
first [1] NamedDay,
second [2] NamedDay,
third [3] NamedDay,
fourth [4] NamedDay,
fifth [5] NamedDay}
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NamedDay ::= CHOICE {

intNamed Days ENUMERATED {
sunday (),
monday (2),
tuesday 3),

wednesday  (4),
thursday (5),

friday (6),
saturday (1},
bitNamedDays BIT STRING { sunday (0), monday (1) , tuesday (2),

wednesday (3), thursday (4), friday (5), saturday (6) } }

DayTimeBand ::= SEQUENCE {

PEPPTE T LAl [ o BEEALY T L Al
Stdl tay T LV] Uay TTmc ULTAUL T 1 TIUUr v g,

endDayTime [1] DayTime DEFAULT { hour 23, minute 59, second 59 }}
DayTime::= SEQUENCE {

hour [O] INTEGER (0..23),

minute [1] INTEGER (0..59) DEFAULT 0,

second [2] INTEGER (0..59) DEFAULT 0}

TlimeZone::= INTEGER (-12..12)

TlimeAssertion ::= CHOICE {

now NULL,
at GeneralizedTime,
between SEQUENCE {
startTime [O] GeneralizedTime,
endTime [1] GeneralizedTime OPTIONAL,
entirely BOOLEAN DEFAULT FALSE }}
The absolute choice of time expresses a specific time or time band using absolute time notations (GeneralizedTime). A

specif|c time is expressed by setting the startTime equal to the'endTime. Otherwise, startTime is earlier in tin
endTlme and a span of timeis expressed. If endTime is missing the time span includes all times after startTime.

perio

Withip each Period each eement jinthe SEQUENCE OF is considered as "within" the following element
SEQUENCE OF. The SEQUENCE,OF is in rising order of granularity of time period, although not al levels m
present.

Thefipal element in a Periad is assumed to be valid for all time periods of higher granularity.

A tim
next g ement,then the time bands are valid for all possible days within the next element. If timesOfDay is not ing
all times of_the day are valid within the next element. Different time bands may be specified for different days, by
multiplé-occurrences of Period.

NQTE 1 — Alternatively, an attribute value could“be associated with the temporal context with multiple contex
each of the periods, since this also acts a logical OR. However, the SET OF is included hererntatBHas¥ime to c(
set and thus effect a logical 'neither'. WhemThisTime is FALSE, the choice of which approach to use to spe
pefiods is up to the specifier.

NQTE 2 — For exaniple, if Beriod SEQUENCE OF ends wittimesOfDay, it is considered valid for all days.

ic allows the specification of time as a set of periods. The combined effect isalogical OR of the set.

e than

values, one for
ver the
cify a set of

in the
ust be

esOfDay. indicates the valid time bands during the days specified in the next element of Period. If daysis ot the

luded,
having

The days element expresses specific days of a week, month or year depending on the next element of Period. If days
precedes weeks in a Period, then it expresses days of the week and the INTEGERs are constrained to the values 1 to 7,
where 1 is Sunday. If days precedes months in a Period, then it expresses days in the month and the INTEGERs are
constrained to the values 1 to 31, where 1 is the first day of the month. If days precedes years in a Period, then it
expresses days of the year and the INTEGERs are constrained to the values 1 to 366, where 1 isthe first day of the year.

dayOf is used to indicate the 1st, 2nd, 3rd, 4th, and 5th occurrence of the NamedDay in a month (e.g. the first Monday
of the month, or the second Tuesday and Friday of August). The use of fifth shall aways indicate the last NamedDay of
that month (e.g. the last Tuesday of July). If the dayOf choice for days is specified, then the weeks element of Period is
not meaningful if present and isignored.

If daysisnot specified, then al days are valid within the next element of the Period.

24

ITU-T Rec. X.520 (1997 E)


https://standardsiso.com/api/?name=f784f06800548ef2fe69b20ba9ae97f4

I SO/IEC 9594-6 : 1998 (E)

The weeks element expresses specific weeks of a month or year, depending on the next element of Period. If weeks
precedes months in a Period, then it expresses weeks of the month and the INTEGERS are constrained to the values 1 to
5, where 1 isthe first week of the month. The first week of the month shall be assumed to be the first week containing at
least four days of that month. The fifth week always means the last week of the month.

If weeks precedes yearsin aPeriod, then it expresses weeks of the year and the INTEGERS are constrained to the values
1to 53, where 1 is the first week of the year. The first week of the year shall be assumed to be the first week containing
at least four days of that year. The 53rd week is always the last week of the year.

If allWeeksis specified, then all weeks are valid within the next element of the Period (this allows days to express days

of the

week for al weeks).

If weeksis not specified, then all weeks are valid within the next element of the Period.

The 1
INTE

If allN
montH

honths element expresses specific months of the year. When months is expressed with INTEGER
SERSs are constrained to the values 1 to 12, where 1 is the first month of the year (i.e. January).

lonths is specified, then all months of the year are valid (this alows weeks to express weeks of (the month
s, or if weeksis not specified it allows days to express days of the month for al months).

If monthsis not specified, then all months of the year are valid.

They

timeZ
DSA
If not

notTH
Timed

A tim

bar S component expresses one or more years. If yearsis not specified, then all yearsarevalid.

one expresses the time zone, in hours delta from GMT, in which time is expressed. If timeZone is not pre
processing the temporal context shall interpret the time relevant in the time zone'of the DSA.

ThisTime is FAL SE, then the temporal context value is the time expressed in time in the TimeSpecificat
isTimeis TRUE, then the temporal context value is considered to.be all time except that expressed in timg
Bpecification (that is, alogical NOT is performed).

P assertion is considered to match a time specification if there is an overlap in the times specified. If th

assertion contains now, then the current time is used in the evaluation. If now or at is specified, then the asser

consi(
usesh
within
of ov{
entire
coverq

Exam
N(

ered true if the specific time falls within the times covered by the stored TimeSpecification. If the time as
etween and entirely is FAL SE, then the assertion is.considered true if any portion of the between time ban
the times covered by the stored TimeSpecification (the overlap need not be complete: aslong asthereisa
rlap within the two time specifications, they(are considered to match). If the time assertion uses betweq
y is TRUE, then the assertion is considered true only if the entire between time band falls within the
bd by the stored TimeSpecification.

les:
TE 3 — The following examples use the INTEGER formats for elements where a choice is available of IN

STRING.

a) 09:00to 17:00.every day, would be expressed as:

periodic4
timesOfDay { {
startDayTime hour 9,
endDayTimehour 17} } }.

b).* Every Monday would be expressed as:

s, the

for all

sent, a

on. If
in the

E time
tion is
bertion
d falls
period
e and

times

TEGER or BIT

periodic{
daysintDay : {2} }

¢) 09:00 to 12:00 noon Monday to Friday and all day Saturday during January, and all day for Tuesdays in

February and March would be expressed as:

periodic {
timesOfDay { {
startDayTime hour 9,
endDayTime hour 12} }
days intDay : {2,3,4,5,6},
weeks allWeeks: NULL,
months intMonth : {1} },
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{ days{7},
weeks{1,2,3,4,5}
months {1} }

{ days{3}
weeks{1,2,3,4,5},
months{2,3} } }

d) All of August 1996 would be expressed as.
periodic {

{ months {8}
years {1996} } }

€) Thefirst day of every month would be expressed as:
periodic {
{ days{1}
months NULL }}
7.3 L ocale Context

The Lpcale Context associates an attribute value with a specific locale(s) as defined in(POSI X :

caleContext CONTEXT ::={

WITH SYNTAX localeContextSyntax

ID id-avc-locale }
IpcaleContextSyntax :: = CHOICE {

localel D1 OBJECT IDENTIFIER,

localel D2 DirectoryString }

A pregented value is considered to match a stored value if they>are both object identifiers and the two object idenftifiers
are equal, or they are both strings and are the same.

Only registered object identifiers or strings for locales may be used as context values. The concept of locales is degcribed

in ISQ/IEC 9945-2:1993 Information Technology — Portable Operating System Interface (POSIX) — Part 2: Shell and

Utilitigs.
NQTE — Registration authorities will be created to assign OIDs and/or string identifiers to locale specifications. For example, the

European Committee for Standardization, CEN, has published a European standard for registration of locale information,
ENV12005 :1996 Procedures for European Registration of Cultural Elements.
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Annex A

Selected attribute typesin ASN.1
(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in this Directory Specification in the form of
the ASN.1 module SelectedAttributeTypes.
SelectedAttributeTypes {joint-iso-itu-t ds(5) module(1) selectedAttributeTypes(5) 3}

DEFINITIONS::=
BEGIN

-- EXHORTSAII --

-- Theltypes and values defined in this modul e are exported for usein the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access

imfor mationFramework, upper Bounds, id-at, id-mr, id-avc
FROM Useful Definitions {joint-iso-itu-t ds(5) module(1) useful Definitions(0) 3}

TTRIBUTE, MATCHING-RULE, AttributeType, OBJECT-CLASS, DistinguishedName,
j ectl dentifier M atch, distinguishedNameM atch
FROM | nformationFramework infor mationFramewor k

3FacsimileNonBasicPar ameter s, TeletexNonBasicPar ameters
FROM M T SAbstractService{joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(1)version-1999(1) }

-answer back, ub-name, ub-common-name, ub-surname, ub-sejial-number, ub-locality-name,
-state-name, ub-street-addr ess, ub-or ganization-name, ub<or ganizational-unit-name, ub-title,
-description, ub-business-category, ub-postal-line, ub-pestal-string, ub-postal-code,
-post-office-box, ub-physical-office-name, ub-telex-ntmber, ub-country-code,
-teletex-terminal-id, ub-telephone-number, ub-x123+addr ess, ub-inter national-isdn-number,
-destination-indicator, ub-user-password, ub-match, ub-knowledge-information, ub-name,
-dir ector y-string-fir st-component-match

FROM Upper Bounds upper Bounds ;

tory string type --

ryString{ INTEGER : maxSize}»:= CHOICE {

etexString TeletexString(SIZE (1..maxSize)),
intableString RrintableString (SIZE (1..maxSize)),
pString BMPString (SIZE (1..maxSize)),
iversalString UniversalString (SIZE (1..maxSize)) }

bute types --

gelnformation ATTRIBUTE n= {

ITH SYNTFAX DirectoryString { ub-knowledge-information }
QUALEKLY MATCHING RULE casel gnoreMatch

id-at-knowledgel nformation }

name BUOTE = {
WITH SYNTAX DirectoryString { ub-name}
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGSMATCHING RULE  caselgnoreSubstringsMatch

ID id-at-name}
commonName ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-common-name}
ID id-at-commonName}
surname ATTRIBUTE n= {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-surname}
ID id-at-surname }

ITU-T Rec. X.520 (1997 E) 27


https://standardsiso.com/api/?name=f784f06800548ef2fe69b20ba9ae97f4

|SO/IEC 9594-6 : 1998 (E)

givenName ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX
ID

initialsATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX
ID

generationQualifier ATTRIBUTE ::=
SUBTYPE OF name
WITH SYNTAX
ID

DirectoryString {ub-name}
id-at-givenName }

DirectoryString {ub-name}
id-at-initials}

{

DirectoryString {ub-name}
id-at-generationQualifier}

uniqugl dentifier ATTRIBUTE ::=
WITH SYNTAX
HQUALITY MATCHING RULE

1D
Uniqugl dentifier ::= BIT STRING
dnQualifier ATTRIBUTE ::=  {

VITH SYNTAX

QUALITY MATCHING RULE
RDERING MATCHING RULE
UBSTRINGSMATCHING RULE
D

—(nom<

serialNumber ATTRIBUTE ::= {

WITH SYNTAX
HQUALITY MATCHING RULE
JUBSTRINGSMATCHING RULE
15}

countrflyName ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX
SINGLE VALUE
1D

CountfyName::=

localityName ATTRIBUTE ::= {

{

Uniquel dentifier
bitStringM atch
id-at-uniquel dentifier }

PrintableString
caselgnoreMatch

casel gnoreOrderingMatch
casel gnoreSubstringsM atch
id-at-dnQualifier }

PrintableString (SIZE (1..ub-serid-pumber))
caselgnoreMatch

casel gnor eSubstringsM atch
id-at-serialNumber }

CountryName
TRUE
id-at-counttyName }

PrintableString (SIZE.(2))--SO 3166 codes only

JUBTYPE OF name
WITH SYNTAX DirectoryString {ub-locality-name}
1D id-at-localityName}
collectjvel ocalityName ATTRIBUTE = {
JUBTYPE OF localityName
JOLLECTIVE TRUE
1P id-at-collectivel ocalityName }

stateOr ProvinceNameATTRIBUTE
qUBTYPEOF name
V]
|

= |

ITH SYNTAX DirectoryString {ub-state-name}
D id-at-stateOr ProvinceName }
collecttveStateorProvinceName AT FRIBUTFE—=—+
SUBTYPE OF stateOr ProvinceName
COLLECTIVE TRUE
ID id-at-collectiveStateOr ProvinceName }

streetAddress ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGSMATCHING RULE

DirectoryString {ub-street-addr ess}
caselgnoreMatch
casel gnoreSubstringsMatch

ID id-at-streetAddress}
collectiveStreetAddressATTRIBUTE = {

SUBTYPE OF streetAddress

COLLECTIVE TRUE

ID id-at-collectiveStreetAddress}
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housel dentifier ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGSMATCHING RULE
1D

organizationName ATTRIBUTE ::=
SUBTYPE OF name
WITH SYNTAX
ID

collectiveOrganizationName ATTRIBUTE
SUBTYPE OF
COLLECTIVE

Ir\

TRUE

I SO/IEC 9594-6 : 1998 (E)

{

DirectoryString {ub-name}
caselgnoreMatch

casel gnoreSubstringsMatch
id-at-housel dentifier }

{

DirectoryString {ub-or ganization-name}
id-at-or ganizationName }

={

organizationName

I .

organifzationalUnitName ATTRIBUTE
JUBTYPE OF name

] o Y A h]
TUac-CoOmeC v e T g ZatrormNai Ty

= |

ITH SYNTAX DirectoryString {ub-organizational-unit-name}
id-at-or ganizationalUnitName }
collectjveOrganizationalUnitName ATTRIBUTE  ::= {
JUBTYPE OF organizationalUnitName
GOLLECTIVE TRUE
id-at-collectiveOr ganizationalUnitName}
title ATTRIBUTE ::= {
SUBTYPE OF name
ITH SYNTAX DirectoryString {ub-title}
id-at-title }
description ATTRIBUTE ::= {

searchGuide ATTRIBUTE n=
ITH SYNTAX
Guide] = SET {
opjectClass [O]
cfiteria [1]

CHOICE{

[0]
[1]
[2]
[3]

(0]
(1]
(2]

DirectoryString {ub-description}
caselgnoreMatch

casel gnor eSubstringsM atech
id-at-description }

{
Guide

id-at>searchGuide }

OBJECT-CLASS.&id OPTIONAL,
Criteria }

Criterialtem,
SET OF Criteria,
SET OF Criteria,
Criteria}

AttributeType,
AttributeType,
AttributeType,
AttributeType,
AttributeType}

enhancedS i HBUTE e t

WITH SYNTAX EnhancedGuide

ID id-at-enhancedSear chGuide }
EnhancedGuide ::= SEQUENCE {

objectClass [Q] OBJECT-CLASS.&id,

criteria [1] Criteria,

subset [2] INTEGER

{ baseObject (0), oneLevel (1), wholeSubtree (2) } DEFAULT onelLevel }

businessCategory ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGSMATCHING RULE
ID

{

DirectoryString {ub-business-category}
caselgnoreMatch

casel gnoreSubstringsM atch
id-at-businessCategory }
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postalAddressATTRIBUTE n= {
WITH SYNTAX PostalAddress
EQUALITY MATCHING RULE caselgnorelListMatch
SUBSTRINGSMATCHING RULE caselgnorelListSubstringsMatch

ID id-at-postalAddress}
PostalAddress  ::= SEQUENCE SIZE(1..ub-postal-line) OF DirectoryString {ub-postal-string}
collectivePostalAddressATTRIBUTE n= {

SUBTYPE OF postalAddress

COLLECTIVE TRUE

ID id-at-collectivePostalAddress }
postalCode ATTRIBUTE = {

WITH SYNTAX DirectoryString {ub-postal-code}

HQUALITY MATCHING RULE caselgnoreMatch
UBSTRINGSMATCHING RULE  casel gnoreSubstringsM atch

(n

1P id-at-postalCode }
collectjvePostalCode ATTRIBUTE = {

JUBTYPE OF postalCode

QGOLLECTIVE TRUE

1D id-at-collectivePostalCode }
postOfficeBox ATTRIBUTE n= {

WITH SYNTAX DirectoryString {ub-post-office-box}

HQUALITY MATCHING RULE caselgnoreMatch

JUBSTRINGSMATCHING RULE  caselgnoreSubstringsMatch

1D id-at-postOfficeBox }
collectjvePostOfficeBox ATTRIBUTE n={

qUBTYPE OF postOfficeBox

QGOLLECTIVE TRUE

1P id-at-collectivePostOfficeBox'}
physicalDeliver yOfficeName ATTRIBUTE =

WITH SYNTAX DirectoryString {ub-physical-office-name}
HQUALITY MATCHING RULE casel gnoreMatch
JUBSTRINGSMATCHING RULE  caselgnoreSubstringsMatch

|

D id-at-physical DeliveryOfficeName }

collectjvePhysicalDeliveryOfficeName ATTRIBUTE 1= {

JUBTYPE OF physical DeliyeryOfficeName

QOLLECTIVE TRUE

1D id-at-collectivePhysical Deliver yOfficeName}
telephpneNumber ATTRIBUTE ::= {

WITH SYNTAX TelephoneNumber

HQUALITY MATCHINGRULE telephoneNumber M atch

JUBSTRINGSMATCHING RULE  telephoneNumber SubstringsM atch

|

D id-at-telephoneNumber }

TelephoneNumber ¢.=PrintableString (SIZE(1..ub-telephone-number))
-2String complying with CCITT Recommendation E.123 only

collectjveTeleghoneNumber ATTRIBUTE  ::= {

JUBTYPE OF telephoneNumber

GOLLECTIVE TRUE

ID id-at-collectiveT elephoneNumber }
telexNumber ATTRIBUTE ::= {

WITH SYNTAX TelexNumber

ID id-at-telexNumber }
TelexNumber ::= SEQUENCE {

telexNumber PrintableString (SIZE(1..ub-telex-number)),

countryCode PrintableString (SIZE(1..ub-country-code)),

answer back PrintableString (SI ZE(1..ub-answer back))}
collectiveTelexNumber ATTRIBUTE = {

SUBTYPE OF telexNumber

COLLECTIVE TRUE

ID id-at-collectiveT elexNumber }
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facsimileT elephoneNumber ATTRIBUTE = |

WITH SYNTAX FacsimileT elephoneNumber

ID id-at-facsimileT elephoneNumber }
FacsimileT elephoneNumber = SEQUENCE {

telephoneNumber TelephoneNumber

parameters G3FacsimileNonBasicParameters OPTIONAL}
collectiveFacsimileT elephoneNumber ATTRIBUTE ::=  {

SUBTYPE OF facsimileT elephoneNumber

COLLECTIVE TRUE

ID id-at-collectiveFacsimileT elephoneNumber }
x121ApdressATHRIBUTFE——

WITH SYNTAX X.121Address

HQUALITY MATCHING RULE numericStringMatch
JUBSTRINGSMATCHING RULE  numericStringSubstringsM atch
1D id-at-x121Address}

X121Address ::= NumericString (SIZE(1 ub-x121-address))
-- Sring as defined by I TU-T Recommendation X.121

interngtionall SODNNumber ATTRIBUTE  ::={

WITH SYNTAX I nter nationall SDNNumber
HQUALITY MATCHING RULE numericStringM atch
JUBSTRINGSMATCHING RULE  numericStringSubstringsM atch

D id-at-inter nationall SDNNumber }

Interngtionall SODNNumber ::=NumericString (Sl ZE(1..ub-inter national-isdnsnumber))
-- &ring complying with ITU-T Recommendation E.164:only

collectjvel nternational| SODNNumber ATTRIBUTE = {

SUBTYPE OF internationall SODNNumber

QOLLECTIVE TRUE

1D id-at-collectivel hter nationall SDNNumber }
registgredAddressATTRIBUTE ::= {

qUBTYPE OF postalAddress

WITH SYNTAX Postal Address

1P id-at-registeredAddress}
destingtionIndicator ATTRIBUTE ::& {

WITH SYNTAX Destinationl ndicator
HQUALITY MATCHING'RULE caselgnoreMatch
JUBSTRINGS MATCHING RULE  caselgnoreSubstringsMatch
|

D id-at-destinationl ndicator }
Destingtionl ndicator,:s= PrintableString (SIZE (1..ub-destination-indicator))
-- alphabetical charactersonly
preferredDeliveryMethod ATTRIBUTE = {
WITH SYNTAX SEQUENCE OF INTEGER {
al ly-dc:ivu _)l'lllet:lk.)uI (C),
mhs-delivery D),
physical-delivery ),
telex-delivery 3),
teletex-delivery (4),
g3-facsimile-delivery 5),
g4-facsimile-delivery (6),
iab-terminal-delivery @,
videotex-delivery (8),
telephone-delivery 9}
SINGLE VALUE TRUE
ID id-at-preferredDeliveryMethod }
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presentationAddressATTRIBUTE n= {
WITH SYNTAX PresentationAddress
EQUALITY MATCHING RULE presentationAddressM atch
SINGLE VALUE TRUE
ID id-at-presentationAddress }
PresentationAddress::= SEQUENCE {
pSelector [0] OCTET STRING OPTIONAL,
sSelector [1] OCTET STRING OPTIONAL,
tSelector [2] OCTET STRING OPTIONAL,
nAddresses [3] SET SIZE (1..MAX) OF OCTET STRING}
supportedApplicationContext ATTRIBUTE  ::={

WITH SYNTAX

A

OBJECT IDENTIFIER

id-at-supportedApplicationContext }

protodollnformation ATTRIBUTE::= {
ITH SYNTAX Protocoll nformation
HQUALITY MATCHING RULE protocoll nformationM atch
id-at-protocoll nformation }

Protogoll nformation ::= SEQUENCE {
nAddress OCTET STRING,
SET OF OBJECT IDENTIFIER }
distinquishedName ATTRIBUTE ::= {
ITH SYNTAX DistinguishedName

HQUALITY MATCHING RULE distinguishedNameM atch
id-at-distinguishedName }

membper ATTRIBUTE n= |
JUBTYPE OF distinguishedName
id-at-member }
uniqugMember ATTRIBUTE ::= {
ITH SYNTAX NameAndOptional UID

HQUALITY MATCHING RULE uniqueM ember Match
id-at-uniqgueMember }

SEQUENCE {
DistinguishedNameg,
Uniquel dentifiec\OPTIONAL }

{
JUBTYPE OF distingtishedName

id-at-owner }

]
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roleOg¢cupant ATTRIBUTE ::=({
JUBTYPE OF distinguishedName
id-at-roleOccupant }

seeAlsp ATTRIBUTE = |
JUBTYPE OF distinguishedName
id-at-seeAlso }
dmdNpme ATFRIBUTE ::=  {
SUBT Y.PE OF name
I TH SYNTAX DirectoryString{ub-common-name}
ID id-at-dmdName}
-- Matching rules --
casel gnoreMatch MATCHING-RULE = {
SYNTAX DirectoryString {ub-match}
ID id-mr-casel gnoreM atch }
caselgnoreOrderingMatch MATCHING-RULE  ::= {
SYNTAX DirectoryString {ub-match}
ID id-mr-casel gnoreOrderingMatch }
casel gnoreSubstringsMatch MATCHING-RULE  ::= {
SYNTAX SubstringAssertion
ID id-mr -casel gnoreSubstringsM atch }
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initial [Q] DirectoryString {ub-match},

any [1] DirectoryString {ub-match},

final [2] DirectoryString {ub-match} }

-- at most oneinitial and one final component
caseExactMatch MATCHING-RULE = {

SYNTAX DirectoryString {ub-match}

ID id-mr-caseExactM atch }
caseExactOrderingMatch MATCHING-RULE = {

SYNTAX DirectoryString {ub-match}

ID id-mr-caseExactOrderingMatch }
caseExactSubstringsMatch MATCHING-RULE ~ ::= {

JYNTAX SubstringAssertion -- only the PrintableString choice

1D id-mr-caseExactSubstringsMatch }
numerficStringMatch MATCHING-RULE ::= {

JYNTAX NumericString

1D id-mr-numericStringMatch }
numerficStringOrderingMatch MATCHING-RULE  ::= {

JYNTAX NumericString

1P id-mr-numericStringOrderingMatch }
numericStringSubstringsMatch MATCHING-RULE B {

JYNTAX SubstringAssertion

1D id-mr-numericStringSubstringsMatch }
caselghorelistMatch MATCHING-RULE ::={

JYNTAX SEQUENCE OF DirectoryString {ub-match}

1D id-mr-caselgnorelListMatch }
casel ghorel istSubstringsM atch MATCHING-RULE = |

JYNTAX SubstringAssertion

1D id-mr-casel gnor el istSubstringshatch }
storedPrefixMatch MATCHING-RULE ::= {

JYNTAX DirectoryString {ub-match}

1D id-mr-storedPr efixM atch }
boolegnMatch MATCHING-RULE ::= {

JYNTAX BOOLEAN

1D) id-mr-booleanM atch }
integefMatch MATCHING-RULE ::= {

JYNTAX INTEGER

1D id-mr-integer Match }
integef OrderingMatch MATCHING-RULE ::=  {

JYNTAX INTEGER

1D id-mr-integer OrderingMatch }
bitStringMatch MATECHING-RULE::= {

JYNTAX BIT STRING

1D id-mr-bitStringM atch }
octetSfringMatch MATCHING-RULE ::= {

JYNTAX OCTET STRING

ID id-mr-octetStringM atch }
octetStringOrderingMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

ID id-mr-octetStringOrderingMatch }
octetStringSubstringsMatch MATCHING-RULE ::= {

SYNTAX OctetSubstringAssertion

ID id-mr-octetStringSubstringsM atch }
OctetSubstringAssertion ::= SEQUENCE OF CHOICE {

initial [0] OCTET STRING,

any [1] OCTET STRING,

final [2] OCTET STRING }

-- at most one initial and one final component
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telephoneNumberMatch MATCHING-RULE ::= {

SYNTAX PrintableString

ID id-mr-telephoneNumber Match }
telephoneNumber SubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

ID id-mr-telephoneNumber SubstringsM atch }
presentationAddressMatch MATCHING-RULE  ::= {

SYNTAX PresentationAddress

ID id-mr-presentationAddressM atch }
-- Contexts --
languggeComtext CONTEXT —¢

WITH SYNTAX L anguageContextSyntax

1D id-avc-language

LanguageContextSyntax ::= PrintableString (SIZE(2..3)) -- SO 639-2 codes only

temporalContext CONTEXT ::= {

WITH SYNTAX TimeSpecification
ASSERTED AS TimeAssertion
1D id-avc-temporal }
TimeSpecification ::= SEQUENCE {
time CHOICE {
absolute SEQUENCE {
startTime [Q] GeneralizedTime OPTIONAL,
endTime [1] GeneralizedTime OPTIONAL },
periodic SET OF Period },
notThisTime BOOLEAN DEFAULT FALSE,
timeZone TimeZone OPTIONAL }
Period ::= SEQUENCE {
timesOfDay [0] SET OF DayTimeBasnid OPTIONAL,
days [1] CHOICE{

intDay +SET OF INTEGER,

bitDay BIT STRING { sunday (0), monday (1), tuesday (2),
wednesday (3), thursday (4), friday (5), saturday (6),

dayOf XDayOf } OPTIONAL,

weeks [2] CHOICE {
allWeeks NULL,
intWeeks SET OF INTEGER,
bitWeeks BIT STRING {week1 (0), week2 (1), week3 (2), week4 (3)
week5 (4) } } OPTIONAL,
nponths [3] CHOICE{
allMonths NULL,
intMonth SET OF INTEGER,
bitM onth BIT STRING { january (0), february (1), march (2), april
may (4), june (5), july (6), august (7), september (8),
october (9), november (10), december (11) }
} OPTIONAL,
years 4 SET-OFMINTEGER (1000 MAX OPTHONALS
XDayOf ::= CHOICE {
first [1] NamedDay,
second [2] NamedDay,
third [3] NamedDay,
fourth [4] NamedDay,
fifth [5] NamedDay}

NamedDay ::= CHOICE {
intNamedDays ENUMARATED {

sunday D,
monday 2),
tuesday 3,
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