INTERNATIONAL ISO/IEC
STANDARD 9594-5

Eighth edition
2017-05

Information technology —’Open
Systems Interconnection— The
Directory —

Part 5:
Protocol specifications

Technologies de l'information — Interconnexion de systémes|ouverts
(0S1) — L'annuairé>=+

Partie 5: Spécifications du protocole

Reference number
ISO/IEC 9594-5:2017(E)

© ISO/IEC 2017


https://standardsiso.com/api/?name=6a4089c8e47a2b0321b0693d0fffde78

ISO/IEC 9594-5:2017(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2017, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=6a4089c8e47a2b0321b0693d0fffde78

ISO/IEC 9594-5:2017(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest
international organizations, governmental and non-governmental, in liaison with ISO and I

. Other
EC, also

take part in the work. In the field of information technology, ISO and IEC have established a joint
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The procedures used to develop this document and those intended for its further mainten:
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria neg
the different types of document should be noted. This document was drafted in aceordance {
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this decument may be the
of patent rights. ISO and IEC shall not be held responsible for identifying any or all suck
rights. Details of any patent rights identified during the developmentof the document will I
Introduction and/or on the ISO list of patent declarations received.(see www.iso.org/patentg
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Any trade name used in this document is information given{for the convenience of users a
not constitute an endorsement.

For an explanation on the meaning of ISO specific.terms and expressions related to cor
assessment, as well as information about ISO's.adherence to the World Trade Organization
principles in the Technical Barriers™ to Trade (TBT) see the fd
URL: www.iso.org/iso/foreword.html.

This eighth edition cancels and replaces the seventh edition (ISO/IEC 9594-5:2014),
has been technically revised.

This document was prepared-by ISO/IEC JTC 1, Information technology, SC 6, Telecommun
and information exchanges:between systems, in collaboration with ITU-T. The identicg
published as ITU-T X.519\10/2016).

Alist of all parts in'the'ISO/IEC 9594 series, published under the general title Information tec
— Open Systemsdnterconnection — The Directory, can be found on the ISO website.
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has been
produced to facilitate the interconnection of information processing systems to provide directory services. A set of such
systems, together with the directory information that they hold, can be viewed as an integrated whole, called the Directory.
The information held by the Directory, collectively known as the Directory Information Base (DIB), is typically used to
facilitate communication between, with or about objects such as application entities, people, terminals and distribution
lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;
— of different levels of complexity; and
—  of different ages.

This Recommendation | International Standard specifies the application service elements and application contexts for two
protogols — the Directory Access Protocol (DAP) and the Directory System Protocol (DSP). The BAP provides for dccess
to the|Directory to retrieve or modify Directory information. The DSP provides for the chaining of requests to retrig¢ve or
modify Directory information to other parts of the distributed Directory System where thednformation may be held.

In adglition, this Recommendation | International Standard specifies the application(service elements and appli¢ation
contekts for the Directory Information Shadowing Protocol (DISP) and the Directery Operational Binding Manag¢ment
Protofol (DOP). The DISP provides for the shadowing of information held in*one DSA to another DSA. The| DOP
provigles for the establishment, modification and termination of bindings between-pairs of DSAs for the administratjon of
relatipnships between the DSAs (such as for shadowing or hierarchical relationships).

This Recommendation | International Standard provides the foundation.frameworks upon which industry profiles dan be
defingd by other standards groups and industry forums. Many of theifeatures defined as optional in these frameworks may
be mandated for use in certain environments through profiles. This eighth edition technically revises and enhancgs the
seventh edition of this Recommendation | International Standard.

This gighth edition specifies versions 1 and 2 of the Directory protocols.

The fjrst and second editions specified only version-1. Most of the services and protocols specified in this editign are
desigped to function under version 1. However some'enhanced services and protocols, e.g., signed errors, will not fulvction

unless all Directory entities involved in the operation have negotiated version 2. Whichever version has been negofiated,
differpnces between the services and between“the protocols defined in the eight editions, except for those specifically
assigned to version 2, are accommodated- using the rules of extensibility defined in this edition of Rec. ITU-T X.519 |
ISO/IEC 9594-5.

Annek A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module fpr the
common specifications for the’Directory protocols.

Annek B, which is an integral’part of this Recommendation | International Standard, provides the ASN.1 module fpr the
OSI protocol specification:

Annek C, which isianrintegral part of this Recommendation | International Standard, provides the ASN.1 module fpr the
Direcfory OSI protocols.

Annek D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module fpr the
IDM protocol specification.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for the
Directory IDM protocols.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the ASN.1 object identifiers assigned to identify operational binding types in this series of Recommendations |
International Standards.

Annex G, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.

Rec. ITU-T X.519 (10/2016) v
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INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

1

Information technology — Open Systems Interconnection — The Directory: Protocol

specifications

Scope

This Recommendation | International Standard specifies the Directory Access Protocol, the Directory System Protocol,
the Directory Information Shadowing Protocol, and the Directory Operational Binding Management Protocol which fulfil
the abstract services specified in Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9594-4,

Rec. |

2.1
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were
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Intern
ITU-T
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References

Normative references

pllowing Recommendations and International Standards contain provisions which, thfough reference in thi
constftute provisions of this Recommendation | International Standard. At the time of publi€ation, the editions ind
valid. All Recommendations and Standards are subject to revision, and parties\to agreements based o
Recommendation | International Standard are encouraged to investigate the possibility-9fapplying the most recent e

Recommendations and Standards listed below. Members of IEC and IS@ maintain registers of currently|
ational Standards. The Telecommunication Standardization Bureau of theJlTU maintains a list of currently
- Recommendations.

Identical Recommendations | International Standards

=5; . =T X €9584-2

Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Sy
Interconnection — Basic Reference Model: The basi¢ model.

Recommendation ITU-T X.213 (2001) | ISO/IEC 8348:2002, Information technology — Open Sy
Interconnection — Network service definitign.

Recommendation ITU-T X.214 (1995) [ ISO/IEC 8072:1996, Information technology — Open Sy
Interconnection — Transport service definition.

Recommendation ITU-T X.500.(2016) | ISO/IEC 9594-1:2017, Information technology — Open Sy
Interconnection — The Directory: Overview of concepts, models and services.

Recommendation ITU-T\X.501 (2016) | ISO/IEC 9594-2:2017, Information technology — Open Sy
Interconnection — The Directory: Models.

Recommendation IFFU-T X.509 (2016) | ISO/IEC 9594-8:2017, Information technology — Open Sy
Interconnection.=/The Directory: Public-key and attribute certificate frameworks.

Recommendation ITU-T X.511 (2016) | ISO/IEC 9594-3:2017, Information technology — Open Sy
Intercofinection — The Directory: Abstract service definition.

Recommendation ITU-T X.518 (2016) | ISO/IEC 9594-4:2017, Information technology — Open Sy
Interconnection — The Directory: Procedures for distributed operation.

Recommendation ITU-T X.520 (2016) | ISO/IEC 9594-6:2017, Information technology — Open Sy
Interconnection — The Directory: Selected attribute types.
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Recommendation ITU-T X.525 (2016) | ISO/IEC 9594-9:2017, Information technology — Open Systems

Interconnection — The Directory: Replication.

Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Information technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished

Encoding Rules (DER).

ISO/IEC Standards
ISO/IEC 10646:2014, Information technology — Universal Multiple-Octet Coded Character Set (UCS).

Rec. ITU-T X.519 (10/2016)
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2.1.3 Other references

Recommendation ITU-T E.164 (2010), International operation — Numbering plan of the international
telephone service.

Recommendation ITU-T X.121 (2000), International numbering plan for public data networks.

Recommendation ITU-T X.680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

Recommendation ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

[l VAN oY Yo W ZaYaX: N AWMl Fa¥aV]

2.2 Non-normative references
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Notation One (ASN.1): Parameterization of ASN.1 specifications.

IETF RFC 793 (1981), Transmission Control Protocol — DARPA Internet Programy'= Protocol
Specification.

IETF RFC 1738 (1994), Uniform Resource Locators (URL).

IETF RFC 2246 (1999), The TLS Protocol Version 1.0.

IETF RFC 3546 (2003), Transport Layer Security (TLS) Extensions.

IETF RFC 3986 (2005), Uniform Resource Identifier (URI): Generic Syntax:

Recommendation ITU-T X.217 (1995) | ISO/IEC 8649:1996, Information technology — Open Systems
Interconnection — Service definition for the Association Control Service Element.

Recommendation ITU-T X.224 (1995) | ISO/IEC 8073:1997, Information technology — Open Systems
Interconnection — Protocol for providing the connectionmode transport service.

Recommendation ITU-T X.225 (1995) | ISO/IEC(8327-1:1996, Information technology — Open Systems
Interconnection — Connection-oriented Session‘protocol: Protocol specification.

Recommendation ITU-T X.226 (1994) |.ISO/IEC 8823-1:1994, Information technology — Open Systems
Interconnection — Connection-oriented Rrésentation protocol: Protocol specification.

Recommendation ITU-T X.227 (1995) | ISO/IEC 8650-1:1996, Information technology — Open Systems
Interconnection — Connection-oriefnted protocol for the Association Control Service Element: Prgtocol
specification.

Recommendation ITU-T, X.650 (1996) | ISO/IEC 7498-3:1997, Information technology — Open Systems
Interconnection — Basit:Reference Model: Naming and addressing.

Recommendation (ITU-T X.881 (1994) | ISO/IEC 13712-2:1995, Information technology — Rpmote
Operations: OSTrealizations — Remote Operations Service Element (ROSE) service definition.

IETF RFC.896/1984), Congestion Control in IP/TCP Internetworks.

IETF RFC 1006 (1987), ISO Transport Service on top of the TCP Version: 3.
IETERFC 1277 (1991), Encoding Network Addresses to Support Operation over Non-OSI Lower Layers.
IEFF RFC 2126 (1997), ISO Transport Service on top of TCP (ITOT).

IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

3.1 Basic Directory definitions
The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:

a)
b)

c)

the Directory;
(Directory) user;
Directory System Agent (DSA);

2 Rec. ITU-T X.519 (10/2016)
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d) Directory User Agent (DUA).

3.2 Distributed Operation Definitions
The following terms are defined in Rec. ITU-T X.518 | ISO/IEC 9594-4:

a) chaining;
b) performer;
c) referral.
3.3 Protocol specification definitions
The f J”UVV;I IU tCI o arc dcf;l ICd ;I I th;b RC\.,UI TIricT |dat;U| I i :I ItCI I IO.t;UI IO.: Stal |da| d.

NOTE — The terms defined in this clause are generalized definitions to cover both the OSI and the TCP/IP case, except |[where
exgeptions are indicated.

3.3.1 abstract syntax: The specification of data types and/or data values by using notation ‘ules whigh are
independent of the encoding technique used to represent them.

3.3.2 application-association: A cooperative relationship between two application-entities-gstablished by thq Bind
operation.

3.3.3 application-context: (OSI only definition); a set of rules commonly shared by twe’application-entities in[order
to sugport an application-association.

3.34 application-context-name: An ASN.1 object identifier that identifies (hames) an application-context.
3.35 application layer: The top layer of the OSI seven layer model repreSenting the semantics of the communidation.

3.3.6 application-entity: A representation of the external behaviour of an application process in the form [of its
comnjunication capabilities.

3.3.7 application-entity title: The Directory distinguishedcname of an application-entity, and in particular, an
appligation-entity representing a Directory application process:

3.3.8 application process: A process within a system which performs information processing for a particular
purpdse, in particular processing Directory operations.

3.39 Bind operation: An operation type used for establishing an application-association.
3.3.1 Directory operation: An operation'type for the exchange of Directory information.

3.3.11 directory protocol-data-unit; A.unit of data for a Directory protocol consisting of control information and in
generhl, also application data as specified by Directory operations.
NOTE 1 — A Directory PDU in the*@SI environment includes all the protocol elements of the OSI Presentation Layer [and if
relevant, protocol elements of ACSE in addition to the Directory-specific protocol elements.

NOTE 2 — The term "application-protocol-data-unit (APDU)" is a unit of data defined by an OSI application protocol. This ferm is
ngt used for edition 5 and.Subsequent editions of these Directory Specifications. However, the abbreviation may appear in gertain
A$N.1 elements.

3.3.12 initiator:sThe application process that initiates an application-association by issuing a Bind request.

3.3.13 localmatter: A decision made by a system concerning its behaviour that is not subject to the requirements of
these [Directory Specifications.

3.3.14 “Zoperation: An exchange between two application processes to perform a particular task. It consists of a rgquest
from one application-process to the other one and the return of zero or more responses (result and/or errors). An operation
implies a certain process to be performed by the application process receiving the request.

3.3.15 protocol-data-unit: Comprised of the presentation protocol elements or the ACSE protocol elements of a
Directory protocol-data-unit.

3.3.16  presentation layer: The sixth layer of the OSI Reference Model.

3.3.17  protocol error: An unrecognized or unexpected protocol-data-unit or a protocol-data-unit with an unexpected
or invalid parameter is received.

3.3.18 responder: The application-process that receives a Bind request and either accepts or refuses the
application-association.

Rec. ITU-T X.519 (10/2016) 3
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NOTE - Initiator and responder are defined with respect to a single transport-connection. The initiator is also the application
process that initiated the transport-connection (see clause 8.4). A DSA can be both an initiator and responder simultaneously.

3.3.19  session layer: The fifth layer of the OSI Reference Model.

3.3.20  session-protocol-data-unit: (OSI only definition); a unit of data at the OSI Session Layer consisting of control
information and in general, it also carries a Directory protocol-data-unit.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
AC Application Context

ACSE  Association Control Service Element
AE Application-Entity

AFI Authority and Format Identifier
APDU  Application-Protocol-Data-Unit

DAP Directory Access Protocol

DISP  Directory Information Shadowing Protocol
DOP Directory Operational Binding Management Protocol
DSA Directory System Agent

DSP Directory System Protocol

DSP Domain Specific Part

DUA Directory User Agent

EOT End of TSDU

IDI Initial Domain Identifier

IDM Internet Directly Mapped

IPv4 Internet Protocol, Version 4

IPv6 Internet Protocol, Version 6

ITOT  ISO Transport Service on top of\TCP
LDAP  Lightweight Directory Access Protocol
LI Length Indicator

NSAP  Network-Service-Access-Point

PDU Protocol-Data-Unit

PGI Parameter(Group Identifier

Pl Parameter’ldentifier

PPDU  Presentation-Protocol-Data-Unit
PV Parameter Value

Sl SPDU ldentifier

SPDU  Session-Protocol-Data-Unit
TCP/IP__Transmission Control Protocol/Internet Protocol
TPDU  Transport-Protocol-Data-Unit

TPKT  Transport Packet

TSDU  Transport-Service-Data-Unit

URI Uniform Resource Identifier

5 Conventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean Rec. ITU-T X.519 |
ISO/IEC 9594-5. The term "Directory Specifications” shall be taken to mean the X.500-series Recommendations and all
parts of ISO/IEC 9594.

4 Rec. ITU-T X.519 (10/2016)
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This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the series of CCITT X.500 Recommendations and the
ISO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition of
the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the
ISO/IEC 9594:1995 edition.

This Directory Specification uses the term third edition systems to refer to systems conforming to the third edition of the
Directory Specifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendations and the
ISO/IEC 9594:1998 edition.

This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of Recs ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525 and X.530, the 2000 edition of Rec. ITU-T X.509, and parts 1-10 of the ISO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition pf the
Direcfory Specifications, i.e., the 2005 edition of the series of ITU-T X.500 Recommendations angl the
ISO/IEC 9594:2005 edition.

This Directory Specification uses the term sixth edition systems to refer to systems conforming tocthe’sixth edition pf the
Direcfory Specifications, i.e., the 2008 edition of the series of ITU-T X.500 Recommendations angl the
ISO/IEC 9594:2008 edition.

This Directory Specification uses the term seventh edition systems to refer to systems,cenforming to the seventh efition
of the Directory Specifications, i.e., the 2012 edition of the ITU-T X.500Series Recommendations anf the
ISO/IEC 9594:2014 edition.

This Directory Specification uses the term eighth edition systems to refer toSystems conforming to the eighth editjon of
the Directory Specifications, i.e., the 2016 edition of the ITU-T\ JX.500-series Recommendations angl the
ISO/IEC 9594:2017 edition.

This Directory Specification presents ASN.1 notation in the bold Coufier New typeface. When ASN.1 types and Yalues
are rgferenced in normal text, they are differentiated from normal text by presenting them in the bold Courier] New
typeface. The names of procedures, typically referenced when‘specifying the semantics of processing, are differerjtiated
from hormal text by displaying them in bold Times New Roman. Access control permissions are presented in ital|cized
Time$ New Roman.

If the| items in a list are numbered (as opposed tosusing "—" or letters), then the items shall be considered stepp in a
procefure.

The pyntax of Open Systems Interconnection (OSI) addressing related terms follow the rules establishgd by
Rec. ITU-T X.650 | ISO/IEC 7498-3. This syntax has been established to make a distinction between a term for a sgecific
purpgdse and a more general term. As-an:example, transport-address is hyphenated to signal it is a specific term useq in an
OSI gontext, while transport addrgss-without a hyphen has a more general meaning.

6 Common protocol specification

6.1 Directory-associations and operations

a reqyest.sent from one system to another system expecting this other system to process the request, and if applicaple, it
returrjs@©ne ‘or more replies constituting the result. An operation can either be a Bind operation or an operation inyoked

The protocals:for these Directory Specifications are described as a set of operations. An operation is defined in tearEns of
to access Directoryimformation{a Directory operation):

If exception conditions are encountered, one or more errors may be returned instead of or in addition to possible results.
NOTE 1 — The currently defined operations will return either one or more results or a single error.

Directory protocols defined by these Directory Specifications may use an OSI protocol stack, a TCP/IP protocol stack or
both. The specification provided by this clause is independent of the particular protocol stack. The OSI specific
specification is given in clauses 7 and 8, while the TCP/IP specific specification is given in clauses 9 and 10.

A process within a system that processes Directory operations is called an application process. An application-entity is
the reflection of the external behaviour of an application process.

Before Directory operations can be invoked between two Directory application processes, an application-association has
to be established between the corresponding application-entities. An application-association is a cooperative relationship

Rec. ITU-T X.519 (10/2016) 5


https://standardsiso.com/api/?name=6a4089c8e47a2b0321b0693d0fffde78

ISO/IEC 9594-5:2017 (E)

between two application-entities formed by the exchange of control information within the request and result of a Bind
operation and by the use of a common underlying service.

NOTE 2 — This is a modified definition of application-association as given by Rec. ITU-T X.217 | ISO/IEC 8649, and is intended
to cover both the use of an underlying OSI protocol stack and an underlying TCP/IP stack.

An application-association is terminated using an unbind exchange. The unbinding of an application-association is not
defined as an operation.

6.2 Specification for Directory operations

These Directory Specifications specify several operation types. An operation type is specified by the oPERATION ASN.1
information object class. Possible errors associated with an operation type are defined by the ERRORs ASN.1 information
object class.

OPERATION ::= CLASS {
&ArqgumentType OPTIONAL,
&Resul tType OPTIONAL,
&Errors ERROR OPTIONAL,

&operationCode Code UNIQUE OPTIONAL }
WITH| SYNTAX {

[ARGUMENT &ArgumentType]

[RESULT &ResultType]

[ERRORS &Errors]

[CODE &operationCode] }

ERROR ::= CLASS {

&ParameterType,

&ekrrorCode Code UNIQUE OPTIONAL }
WITH| SYNTAX {

PARAMETER &ParameterType

[CPDE &errorCode] }

Code| : := CHOICE ({

logal INTEGER,

glpbal OBJECT IDENTIFIER,
}

The QPERATION information object class is a convenient way to express the syntax of Directory requests, resul{s and
errord for a particular operation type.

This ASN.1 information object class has the-following fields:

a) The sargumentType field specifies an open data type for the request part of an operation.

b) The sResultType field specifies an open data type for one or more replies constituting the result pf the
request. If this field is absent, there is no result associated with the operation.

c) The sErrors.field specifies one or more errors that can occur as the result of processing the requpst. If
this field is-absent, there is no error associated with the operation.

d) The soperationCode field specifies the type of Directory operation to be performed. This field is dbsent
for the(Bind operation. See clause 6.4 for currently defined operation codes.

Direcfory operations may in principle be performed in two different modes:

a)\7~if a Directory operation shall be completed before a new Directory operation may be invoked, the mgde of
operation is synchronous; or

b) 1T several operations may be In progress at the same time, the mode of operation Is asynchronous.

If all Directory operations defined for a particular type of application-association:
a) consist of both a request and one or more results and/or errors; and
b) are allowed only to be invoked by a designated system,

such operation may be executed in either synchronous or asynchronous mode. Otherwise, the mode of operation is always
asynchronous.

The oPERATION information object class does not in itself imply any sequencing. A Directory request may have no result
and/or error, or a request may have several results and/or errors. However, it does tie together a request with possible
responses (results and errors) by carrying the same operation code and the same invoke id (see below). However,
specification of a particular operation type may dictate sequencing restrictions.

6 Rec. ITU-T X.519 (10/2016)


https://standardsiso.com/api/?name=6a4089c8e47a2b0321b0693d0fffde78

ISO/IEC 9594-5:2017 (E)
An error is a report of the unsuccessful performance of an operation. An error is represented by the ERROR ASN.1
Information Object Class. The different fields are described below:

a) the sParameterType field specifies the data type of the parameter of the error specifying the nature of
the error; and

b) the serrorcode field specifies the code that identifies the error (see clause 6.5 for the defined error codes).
Although not reflected by the OPERATION or the ERRORS information object classes, each invocation of a Directory

operation is assigned an InvokeId, which is carried in the protocol. This makes it possible to indicate to what Directory
operation a particular request, result or error belongs. The definition of the InvokeId is as follows:

InvokeId ::= CHOICE ({
present INTEGER,
abpenrt—NIEE

}

If an pperation type does not specify an soperationCode, operations of this type cannot have InvokeId-assignef.

6.3 Directory protocol overview

6.3.1 Use of underlying services

Wher] two application processes from different open systems interact, the application<association is realized |Jas an
Application Layer protocol using either an OSI or a TCP/IP underlying service.

Details on the use of the OSI service are given in clause 8, while the details on the use-of the TCP/IP service are giyen in
clausg 10.

The @SI Transport Layer may either be supported using the service as defined in Rec. ITU-T X.214 | ISO/IEC 8372 or
by usjng the specification in clause 8.5. In this latter case, the OSI upper fayer protocols stack are placed on top of a
TCP/|P protocol stack.

6.3.2 The Directory Access Protocol (DAP)

Before a DUA and a DSA from different open systems can interact, a Bind operation has to be invoked between them to
establish an application-association supporting a Directory’protocol called the Directory Access Protocol (DAP).

The Bind operation (directoryBind) for establishing a DAP application-association is defined in clause| 8 of
Rec. ITU-T X.511 | ISO/IEC 9594-3.

This gdition and all previous editions of the-Directory Specifications only allow a DUA to invoke a Bind operatign and
to inifiate subsequent Directory operations.H the OSI underlying stack is used, Directory operations may be inyoked
eitherfin synchronous mode or in asynchronous mode. If the TCP/IP underlying stack is used, Directory operatiops are
alwayfs invoked in asynchronous made.

All Djrectory operations require.either a single reply or a single error to be returned.

6.3.3 The Directory,System Protocol (DSP)

Before a pair of DSAs\from different open systems can interact, a Bind operation has to be invoked between them to
establlish an applicatien-association supporting a Directory protocol called the Directory System Protocol (DSP).

The Bind operation (dsaBind) for establishing a DSP application-association is defined in clause 11 of Rec. ITU-T K.518
| ISO]I EC,9594-4.

Eithef DSA may invoke a Bind operation. Both the initiating and responding DSA may invoke subsequent Dirgctory
operations. Directory operations are always invoked in asynchronous mode on the DSP.

All Directory operations require either a single reply or a single error to be returned.

6.3.4 The Directory Information Shadowing Protocol (DISP)

Before a pair of DSAs from different open systems can interact for the purpose of exchanging shadowing information, a
Bind operation has to be invoked between them to establish an application-association supporting a Directory protocol
called the Directory Information Shadowing Protocol (DISP).

The Bind operation (dsAshadowBind) for establishing a DISP application-association is defined in clause 7.4.1 of
Rec. ITU-T X.525 | ISO/IEC 9594-9.
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If the OSI underlying stack is used, the mode of operation is synchronous or asynchronous depending on the application-
context selected for the Bind operation. If the TCP/IP underlying stack is used, Directory operations are always invoked
in asynchronous mode.

All Directory operations require either a single reply or a single error to be returned.

6.3.5 The Directory Operational Binding Management Protocol (DOP)

Before a pair of DSAs from different open systems can interact for the purpose of maintaining operational bindings, a
Bind operation has to be invoked to establish an application-association supporting a Directory protocol called the
Directory Operational Binding Management Protocol (DOP).

The DSA that may assume the role of initiator of the Bind operation depends on the DSA roles assigned for the operational
binding(s) to be managed using the Directory operations on the application-association. Only the initiator may invoke
Direcfory operations. More than one operational binding type may only be managed within this application-assogiation if
the DBA roles for the distinct types are compatible (e.g., a DSA assumes Role A for each binding type).

All Djrectory operations require either a single reply or a single error to be returned.

6.4 Operation codes

6.4.1 Operation codes for DAP and DSP
The fpllowing operation codes are used in the DAP and the DSP:

id-opcode-read Code ::= local:l
id-opcode-compare Code ::= local:2
id-opcode-abandon Code ::= local:3
id-opcode-list Code ::= local:4
id-opcode-search Code ::= local:5
id-opcode-addEntry Code ::= local:6
id-opcode-removeEntry Code ::= local:7
id-opcode-modifyEntry Code ::= local:8
id-opcode-modifyDN Code ::= local:r9
id-opcode-changePassword Code ::= local:10
id-opcode-administerPassword Code ::= loecal:1l1
id-opcode-ldapTransport Code ::=dbcal:12
id-opcode-linkedLDAP Code ::= local:13

The use of these operation codes is specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

6.4.2 Operation codes for DISP

The fpllowing operation codes are used'in the DISP.

id-opcode-requestShadowUpdate Code ::= local:1l
id-opcode-updateShadow Code ::= local:2
id-opcode-coordinateShadowUpdate Code ::= local:3

The use of these operatiaricodes is specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

6.4.3 Operation‘codes for DOP

The fpllowing operation codes are used in the DOP.

id-op-€&stablishOperationalBinding Code ::= local:100
id-op-modifyOperationalBinding Code ::= local:102
id-op-terminateOperationalBinding Code ::= local:101

The use of these operation codes is specified in Rec. ITU-T X.501 | ISO/IEC 9594-2.

6.5 Error codes

6.5.1 Error codes for DAP and DSP

The following error codes are used in the DAP and the DSP. The code id-errcode-referral isonly used in the DAP.
The code id-opcode-dsaReferral is only used in the DSP:

local:1
local:2

id-errcode-attributeError Code ::
id-errcode-nameError Code ::
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id-errcode-serviceError Code ::= local:3

id-errcode-referral Code ::= local:4

id-errcode-abandoned Code ::= local:5

id-errcode-securityError Code ::= local:6

id-errcode-abandonFailed Code ::= local:7

id-errcode-updateError Code ::= local:8

id-errcode-dsaReferral Code ::= local:9

6.5.2 Error codes for DISP

The following error code is used in the DISP:

id-errcode-shadowError Code ::= local:1l

6.5.3 Errorcodesfor-DOR

The fpllowing error code is used in the DOP:

id-efr-operationalBindingError Code ::= local:100

6.6 Abstract syntaxes

A profocol specification includes a specification of the data types that may be transferred as part-of the protocol exch
The data types are defined using an abstract notation like the ASN.1 notation and constituté the abstract syntax fi
protogol. The abstract syntaxes are quite similar for OSI communication and for TCRAP/communication, although

differpnt Directory protocols. Only for the OSI communication are the abstract syntaxes assigned object identifiers.

estab
(see g
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The messages of OSI-based protocolsware*conveyed over an OSI application-association as Directory protocol-data
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OSI-
Os
Os
Os
Os
Os

PregsentationAbort )

are dFerences. Four abstract syntaxes are defined for each of these types of communication corresponding to th

ishing an OSI application-association the relevant object identifier for(the abstract syntax is signalled in the
lause 7.6.1).

Directory protocols using the OSI stack

lause defines the Directory protocols and their mapping onto the OSI Session Protocol. It incorporates the re
nts of the OSI Presentation Protocol as defined by Ree* I TU-T X.226 | ISO/IEC 8823-1 and the Association C
e Element (ACSE) as defined by Rec. ITU-T X.227 | ISO/IEC 8650-1.

blevant part of the OSI session protocol is defined in clause 8.3.

OSI-PDUs

ented by the osI-pPDU data type/as follows:

PDU {APPLICATION-CONTEXT :protocol} ::= TYPE-IDENTIFIER.&Type (
iBind{ {protocol h}7]

iBindResult{ {protocol}} |

iBindError{{protocol}} |

iOperation{{protocol. &Operations}} |

iUnbind 4

nges.
Dr the
there
e four
\When
Bind

evant
bntrol

-units

7.2

Directory PDU structure

A Directory PDU in the OSI environment consists of protocol elements from the OSI Presentation Layer as defined by
Rec. ITU-T X.226 | ISO/IEC 8823-1, of ACSE protocol elements as defined by Rec. ITU-T X.227 | ISO/IEC 8650-1, if
relevant, and Directory specific protocol elements for the protocol in question.

The 0siBind, the 0siBindResult and the 0siBindError have presentation protocol elements and ACSE protocol
elements in addition to the Directory specific protocol elements, while the 0sioperation only has presentation protocol
elements in addition to the Directory specific protocol elements. The PresentationAbort has only presentation
protocol elements.

The Presentation Layer protocol elements included within a specific Directory PDU comprise a PPDU.

NOTE 1 — The term PPDU (presentation-protocol-data-unit) is introduced here, as it is referenced when discussing presentation
protocol errors and by the Abort-reason data type. The term is otherwise not relevant for these Directory Specifications.
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The ACSE protocol elements included within a specific Directory PDU comprise an ACSE PDU.

NOTE 2 — Rec. ITU-T X.227 | ISO/IEC 8650-1 uses the term APDU (application-protocol-data-unit) for an ACSE PDU. As the
Directory specific protocol elements of a specific Directory PDU in principle also comprise an APDU, the term ACSE PDU is used
here to avoid confusion.

The following PPDUs are used by this Directory Specification:

a) CP PPDU, which is reflected by the cp-type data type defined by Rec. ITU-T X.226 | ISO/IEC 8823-1.
It is part of the 0siBind data type;

b) CPA PPDU, which is reflected by the cPa-pPDU data type defined by Rec. ITU-T X.226 | ISO/IEC 8823-
1. Itis part of the 0siBindResult data type;

c) CPR PPDU, which is reflected by the cPrR-PPDU data type defined by Rec. ITU-T X.226 | ISO/IEC 8823-
1.1t is part of the 0siRindError data type;

d) TD PPDU, whichis reflected by the User-data data type defined by Rec. ITU-T X.226 | ISO/IEC 8§23-1.
It is part of the 0OsiOperation data type;

e) ARU PPDU, which is reflected by the aArRu-pPDU defined by Rec. ITU-T X.226 | ISO/IEC 8823-1. It is
part of the ARU-PPDU data type as defined by this Directory specification; and

f) ARP PPDU, which is reflected by the arp-pPDU defined by Rec. ITU-T X.2267) ISO/IEC 8823-1. It

constitutes the ARP-PPDU data type as defined by this Directory specification,

Therg is no PPDU defined for the release of an application-association (0siUnbind and OsiUnbindResult). However,
the User-data data type defined by Rec. ITU-T X.226 | ISO/IEC 8823-1 is used to carry the 0siunbingl and

OsiUpbindResult.

The fpllowing ACSE PDUs are used by this Directory Specification:

7.3 Session PDUs

a) AARQ-apdu is a part of the 0siBind data type;

b) AARE-apdu is part of the 0siBindResult data type afd the 0siBindError data type;
C) RLRQ-apdu is part of the 0siUnbind data type;

d) RLRE-apdu is part of the 0OsiUnbindResult dafa type; and

€) ABRT-apdu is part of the ARU-PPDU data type.

In addition to the Directory PDUS, this Directory.Specification also defines session-protocol-data-units (SPDUS). All the

Directory PDUs are carried within an SPDU.
The fpllowing SPDUs are used by this.Directory Specification:

a)
b)

CONNECT SPDU-used to carry the 0siBind;
ACCEPT SPDUysed to carry the 0siBindResult;

Rdc. ITU-T X.227 | ISOfIEC 8650-1 mapped onto the P-CONNECT response/confirm, where result is set as 'user rejq

A
ac

confirm sessigmprimitives.

DTE — The AARE AGSE/PDU (as represented by AARE-apdu and AAREerr-apdu) iS according to clause 8.

cording to clausey6.2/5.6 of Rec. ITU-T X.226 | ISO/IEC 8823-1, a CPR PPDU shall be issued at the Presentation Layer
Cording to clausel/.1.3 of Rec. ITU-T X.226 | ISO/IEC 8823-1, the CPR PPDU is conveyed in the S-CONNECT respon

¢)..“\REFUSE SPDU is used to carry osiBindError and it is used for rejecting an application-associatig
to Session Layer conditions;

1.3 of
ction'.
Also,
5e and

n due

d) FINISH SPDU is used ta carry the 0si

7

e) DISCONNECT SPDU is used to carry the 0siUnbindResult to complete termination of an application-

association;

f) ABORT SPDU is used to carry the ARU-PPDU and ARP-PPDU in addition to be used on its own
aborting due to a Session Layer problem;

when

g) ABORT ACCEPT SPDU carries no upper layer information, but it does indicate that an abort has been

received by the peer system; and
h) DATA TRANSFER SPDU is used to carry OsiOperation.

Details of SPDUs are given in clause 8.3.

10
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7.4 OSI addressing

OSI defines addresses for the Network Layer and up to and including the Presentation Layer. The Address on the top of
the Network Layer is called the network-service-access-point (NSAP) address. The structure of an NSAP address is
defined in Rec. ITU-T X.213 | ISO/IEC 8348. A transport-address on top of the Transport Layer is defined as the NSAP
address plus an optional transport-selector. A session-address on top of the Session Layer is defined as the
transport-address plus an optional session-selector. A presentation-address is defined as a session-address plus an optional
presentation-selector. Only session-selector and presentation-selector are referenced by this Directory Specification.

75 Procedure and sequencing

An application-association between two application processes is initiated by one of the application processes issuing an
OsiBind as defined in clause 7.6.1. The initiating application process shall then wait for an 0siBindResult to confirm
the application-association establishment before sending any Directory PDU on that application-association.

Independent of any sequencing rule, the initiating application process may at any time issue an ARU-PPDU,Qf ARPPPDU
(see dlause 7.6.7) after having issued an 0siBind. Likewise, the responding application may at any time‘issue an|aru-
PPDU|Or ARP-PPDU after having received an 0siBind.

If an|osiBindResult is received, the initiating application process may send OsiOperatidmfcontaining OsfiReq,
OsiR[s, OsiErr and OsiRej as governed by the protocol in question.

An application-association is not established if an 0siBindError (See clause 7.6.3):8 received in response fo the
OsiBfind, or if the application-association is refused at the session level (see clause 8.3.5).

Two ppplication processes may almost simultaneously issue 0siBind to each other. This shall be considered gs two
independent application-association establishment attempts. If they both succeed, the result will be two applicption-
assoclations.

Protogol errors can occur within the session protocol, within the presentation protocol elements, within the ACSE prtocol
elemgnts and within the Directory-specific protocol elements.
A protocol error can be caused by:

a) anunrecognized or unexpected PDU received; or

b) one or more parameters on a received PDWU4re invalid or unexpected.

NOTE 1 — According to the rules of extensibility specified in clause 12, unknown parameters shall be ignored. Clauses 8.5 ¢f Rec.
ITU-T X.226 | ISO/IEC 8823-1 and 7.4 of Rec. ITU-TX.227 | ISO/IEC 8650-1 specify similar rules.

NOTE 2 — Clauses 6.4.4.2 and 6.4.4.3 of Rec. JTU:T X.226 | ISO/IEC 8823-1 make a distinction between a protocol error pnd an
inyalid PPDU. As the two cases cause the¢ same type of abort, this Directory Specification does not make that distifction.
Clause 7.3.3.4 of Rec. ITU-T X.227 | ISOMEC 8650-1 does not make that distinction either.

In both cases, the application-association or an application-association under establishment/termination shall be abprted.

If the|problem is detected within the session protocol, an ABORT SPDU shall be issued (see clause 8.3.8) with nq User
Data.

If the|problem is detected-within the presentation protocol, an ARP-PPDU (see clause 7.6.7.2) shall be issued.

If the problem is_detected within the ACSE protocol, an ARU-PPDU With abort-source Set 10 acse-service-
proviider (seeelause 7.6.7.1) shall be issued.

If the|problemnis detected within a Directory protocol, an ARU-PPDU With abort-source Set t0 acse-service{user
shall be issued.

7.6 Directory PDU specifications

7.6.1 OSI Bind request

OsiBind {APPLICATION-CONTEXT:Protocols} ::= SET {
mode-selector [0] IMPLICIT SET {
mode-value [0] IMPLICIT INTEGER(1l)},
normal-mode-parameters [2] IMPLICIT SEQUENCE ({
protocol-version [0] IMPLICIT BIT STRING {version-1(0)}

DEFAULT {version-1},
calling-presentation-selector [1] IMPLICIT Presentation-selector OPTIONAL,
called-presentation-selector [2] IMPLICIT Presentation-selector OPTIONAL,
presentation-context-definition-list
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[4] IMPLICIT Context-list,

user-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
transfer-syntax-name Transfer-syntax-name OPTIONAL,
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASNl-type [0] ABSTRACT-SYNTAX.&Type

(AARQ-apdu{ {Protocols}}) }}}}}

Presentation-selector ::= OCTET STRING(SIZE (1..4, ..., 5..MAX))

Context-list ::= SEQUENCE SIZE (2) OF SEQUENCE {
presentation-context-identifier Presentation-context-identifier,
ab Abstract=syntax-name,
trapnsfer-syntax-name-list SEQUENCE OF Transfer-syntax-name }

Presentation-context-identifier ::= INTEGER(1..127, ..., 128..MAX)

Abstfact-syntax-name OBJECT IDENTIFIER

Trangfer-syntax-name OBJECT IDENTIFIER

AARQIapdu {APPLICATION-CONTEXT :Protocols} ::= [APPLICATION 0] IMPLICIT-SEQUENCE {
prptocol-version [0] IMPLICIT BIT STRING {versionl (0)}
DEFAULT {versionl},
application-context-name [1] Application-context-name,
callled-AP-title [2] Name OPTIONAL,
callled-AE-qualifier [3] RelativeDistinguishedName OPTIONAL,
callled-AP-invocation-identifier [4] AP-invocation-idéntifier OPTIONAL,
callled-AE-invocation-identifier [5] AE-invocatiom=identifier OPTIONAL,
callling-AP-title [6] Name OPTIONAL,
callling-AE-qualifier [7] RelativeDistinguishedName OPTIONAL,
callling-AP-invocation-identifier [8] AP-invocation-identifier OPTIONAL,
callling-AE-invocation-identifier [9] AE-inwvocation-identifier OPTIONAL,
implementation-information [29] IMPLICIT Implementation-data OPTIONAL,
user-information [30] IMPLICIT
Association-informationBind{ {Protocols}}}
Assofiation-informationBind {APPLICATION-CONTEXT:Protocols} ::=
SEQUENCE SIZE (1..MAX) OF
EXTERNAL
(WITH COMPONENTS {
identification (WITH COMPONENTS {..., syntax ABSENT}),
data-value-descriptor' ABSENT,
data-value (CONTAINING TheOsiBind{ {Protocols}})})
Applfication-context-name) : := OBJECT IDENTIFIER
AP-ipvocation-identifier ::= INTEGER
AE-ipvocation-identifier ::= INTEGER
Implementation-data ::= GraphicString

TheOpiBind {APPLICATION-CONTEXT: Protocols} ::=
[1p] ) APPLICATION-CONTEXT. &§bind-operation. &ArgumentType ({Protocols})

The osiBind is used for initiating an application-association. The 0siBind includes presentation protocol elements (see
clause 7.6.1.1), ACSE protocol elements (see clause 7.6.1.2) and the Directory Bind protocol elements (see
clause 7.6.1.3). The Bind request shall be formatted according to the specification given in the relevant clauses that are
mentioned.

The osiBind is carried in the User Data parameter or the Extended User Data parameter of the session CONNECT SPDU
(see clause 8.3.3).

The responder of the application-association shall check the protocol elements in the following sequence:

1) The session protocol elements shall be checked. If one or more of these protocol elements are unacceptable,
a REFUSE SPDU (see clause 8.3.5) shall be returned. Otherwise, continue.
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2) The presentation protocol elements shall be checked. If one or more of these protocol elements are
unacceptable, an 0siBindError including a provider-reason component and excluding a user-data

3)

4)

component (see clause 7.6.3.1) shall be returned. Otherwise, continue.

The ACSE protocol elements shall be checked. If one or more of these protocol elements are unacceptable,

an OsiBindError shall be returned with result and result-source-diagnostic components

of the

AAREerr-apdu present and with the user-information component absent as specified in clause

7.6.3.2. Otherwise, continue.

The Directory Bind shall be checked according to rules for the Directory protocol in question. An

OsiBindResult (See clause 7.6.2) shall be returned if the responder is able to accept the Directory

Bind.

Otherwise, an OsiBindError shall be returned with the user-information component of the

AAREerr-apdu present.

If a

rotocol error is detected at any time during that sequence, the appropriate abort shall be issued as spegif

clausg 7.5.

7.6.1,
The

The njode-selector component shall always be set to 1.

DTE 1 —Rec. ITU-T X.226 | ISO/IEC 8823-1 defines two modes of presentation-connection:These Directory Specifi
vays use the normal-mode.

N
al

The n

Presentation protocol elements

esentation protocol elements constituting a CP PPDU are those defined by the 0siBind data type above excs
the embedded AARQ-apdu.

a)

b)

<)

d)

ormal-mode-parameters component has the following subcomponents:

ed in

pt for

ations

The protocol-version subcomponent shall be omitted orset'to version-1. If specified diffefiently,

the responder shall return an OsiBindError)* With provider-reason  Sef
protocol-version-not-supported.

The value of the calling-presentation-selectozSubcomponent, if supplied, shall be obtaineg
locally held information.

For a definition of presentation-selector, see clause 7.4.
The value of the called-presentation&selector subcomponent, if supplied, shall be obtained

— information obtained from the AecessPoint value of a ContinuationReference as the re
a previous Directory operation (see Rec. ITU-T X.518 | ISO/IEC 9594-4); or

— locally held information,

If the responder does not use presentation-selector addressing or if the supplied presentation-selector
one for a Directory application-process, then the responder shall return an OsiBindError
provider-reason Seb 10 called-presentation-address-unknown.

The presentation-context-definition-1list subcomponent shall have two elements, each
a sequence type-with:

— a presentation-context-identifier that is selected by the initiator. It shall be an u
infeger and shall be different for the two elements;

—_.\an abstract-syntax-name, Which

i) for one of the elements shall be an object identifier identifying the ACSE abstract 3
(id-acseas); and

ii) for the other element shall be an object identifier for a Directory abstract syntax correspg

to

from

from:
ult of

is not
with

being

neven

yntax

hding

to the type of application-association to be established (id-as-directoryAccessAS,

id-as-directorySystemAS, id-as-directoryShadowAS
id-as-directoryOperationalBindingManagementAs, as appropriate);

or

— a transfer-syntax-name-list, Which shall consist of one or more elements being the object

identifier for ASN.1 encoding rules as listed below:

i) {joint-iso-itu-t asn1(1) basic-encoding(1)}, which is the object identifier for the basic encoding

rules (BER).

ii)  {joint-iso-itu-t asn1(1) ber-derived(2) distinguished-encoding(1)}, which is the object identifier

for the distinguished encoding rules (DER).

iii) {joint-iso-itu-t asn1(1) packed-encoding(3) aligned(0)}, which is the object identifier for the

packed encoding rules (PER), basic aligned variant.

Rec. ITU-T X.519 (10/2016)
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7.6.1p ACSE protocol elements

iv) {joint-iso-itu-t asn1(1) packed-encoding(3) unaligned(1)},which is the object identifier for the
packed encoding rules (PER), basic unaligned variant.

v) {joint-iso-itu-t asn1(1) xml-encoding(5) basic(0)}, which is the object identifier for the basic
XML encoding rules (XER).

See clause 8.1 for details on abstract syntaxes and transfer syntaxes.

e) The user-data subcomponent has the following elements:

NOTE 3 — The user-data subcomponent reflects the fully-encoded-data choice of the user-data of the CP PPDU defined
by Rec. ITU-T X.226 | ISO/IEC 8823-1. The fully-encoded-data consists of a sequence of pvD-1ist. This Directory
Specification requires exactly one pvp-1ist. Therefore, the sequence-of type specifies exactly one value.

— the transfer-syntax-name subcomponent, if present, shall be the object identifier for the basic
encoding rules (BER);
NOTE 4 — According to clause 8.4.2.7 of Rec. ITU-T X.226 | ISO/IEC 8823-1: "The transfer syntax name,sihall be

present when more than one transfer syntax name was proposed for the presentation context of the presentatign data
values".

— the presentation-context-identifier subcomponent shall be given the sarie’ value §s the
presentation-context-identifier of the element of the presentation-context-
definition-1list that specifies the ACSE abstract syntax;

— the presentation-data-values subcomponent shall hold the ACSE protocol elements as
specified in clause 7.6.1.2.

The ACSE protocol elements are those defined by the AARQ-apdu data type above, except for the embpdded

TheOpiBind.

NOTE 1 — The ACSE protocol elements are the relevant components of the AARQ-apdu as defined by Rec. ITU-T X.227 | ISD/IEC
8650-1. Only the kernel functional unit of ACSE is used by these Directory Specifications. According to clause P.1 of
Rdc. ITU-T X.227 | ISO/IEC 8650-1, the sender-acse-requirements, the mechanism-name, the callling-
aythentication-value and the application-context-name-1ist components are not relevant.

The grotocol-version component shall be omitted or set to.wersionl, i.e., bit 0 set. If the component is present, the
initiator shall not include any bit after bit 0. If the responder-feceives a Bind request with this component present andl bit 0
is set|and one or more other bits are set, those bits shall-be ignored. If bit 0 is not set, but some other bit is sgt, the
respopding application process shall reply with amn0OsiBindError (See clause 7.6.3) with Associate-soyrce-

diaghostic Set t0 no-common-acse-version.

The gpplication-context-name componentshall:

a) for the DAP, be setto id-ac-directoryAccessAC;
b) for the DSP, be set toid-as-directorySystemAC;
c) for the DISP, be set.to either:
— id-ac-shadowConsumerInitiatedAC;
— id-acrshadowSupplierInitiatedAC,
— 4d-ac-shadowSupplierInitiatedAsynchronousAC; Or
<_)'id-ac-shadowConsumerInitiatedAsynchronousAC,

d)~for the DOP, be set to id-ac-directoryOperationalBindingManagementAC.

If the|responder does not support the specified application-context-name, it shall reply with an OsiBindRrror
(see clatlse 7.6.3) With Associate-source-diagnostic Sel 10 application-context-name-not-supported.

The called-AP-title component, if present, shall be obtained from:

— information returned in a ContinuationReference as the result of a previous Directory operation; or
— locally held information.

If the responder does not recognize the called-AP-title, it shall reply with an OsiBindError (see clause 7.6.3)
With Associate-source-diagnostic Sett0 called-AP-title-not-recognized.

The called-AE-qualifier component, if present, shall be obtained from:

14

— information returned in a ContinuationReference as the result of a previous Directory operation; or
—  locally held information.
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If the responder does not recognize the called-AE-qualifier, it shall reply with an 0siBindError (See clause 7.6.3)
With Associate-source-diagnostic $ett0 called-AE-qualifier-not-recognized.

The called-AP-invocation-identifier component may optionally be supplied if information about its value is
retained from a previous application-association. If the responder does not recognize the called-AP-invocation-
identifier, it shall reply with an OsiBindError (see clause 7.6.3) with Associate-source-diagnostic Setto
called-AP-invocation-identifier-not-recognized

The called-AE-invocation-identifier component may optionally be supplied if information about its value is
retained from a previous application-association. If the responder does not recognize the called-AE-invocation-
identifier, it shall reply with an OsiBindError (see clause 7.6.3) with Associate-source-diagnostic setto
called-AE-invocation-identifier-not-recognized

= =componentifs ratbeobtained-fromtocaty-hetdinformation: hetresponde wants
to engure the identity of the initiator, but does not recognize the calling-AP-title, it may reject the applicption-
assoc|ation with an OsiBindError (see clause 7.6.3) with Associate-source-diagnostic Set t0 calling-AP-

tit]I—not—recogni zed.

The dalling-AE-qualifier component, if supplied, shall be obtained from locally held information. If the resppnder
wantq to ensure the identity of the initiator, but does not recognize the calling-AE-qualifie¥, it may reject the
appligation-association with an OsiBindError (See clause 7.6.3) with Associate-source-diagnostic et to
calling-AE-qualifier-not-recognized.

The dalling-AP-invocation-identifier component may optionally be supplied.)A receiving system may ignore
this vplue, if present. If the responder wants to ensure the identity of the initiator, but’does not recognize the calling-
AP-ihvocation-identifier, it may reject the application-association with-an OsiBindError (See clause [7.6.3)
With Associate-source-diagnostic et t0 calling-AP-invocationfidéntifier-not-recognized.

The dalling-AE-invocation-identifier component may optionally be supplied. A responding system may ignore
this vplue, if present. If the responder wants to ensure the identity of the initiator, but does not recognize the calling-
AE-ihvocation-identifier, it may reject the application-association with an OsiBindError (See clause [7.6.3)
Wwith Associate-source-diagnostic $et t0 calling-AE-jintvocation-identifier-not-recognized.

The implementation-information component may held implementation-specific information. This information
does pot affect the application-association establishment.ptocedure.

The User-information component has the following subcomponents:
a) direct-reference, if present,shall hold the object identifier for the basic encoding rules (BER);

b) indirect-reference shall)identify the Directory abstract syntax within the presentation-
context-definitionslist as defined in clause 7.6.1.1 d); and

c) the single-AsSN1-type shall hold the Bind protocol elements as specified in clause 7.6.1.3.

NOTE 2 — The user-information component corresponds to the user-information component of AARQ-apdu as defined
by|Rec. ITU-T X.227 | ISO/EC'8650-1. This component is a SEQUENCE OF EXTERNAL. These Directory Specifications fequire
expctly one occurrence of\EXTERNAL (See NOTE in clause 7.6.1).

7.6.1B8 The Bind pratocol elements

The TheosiBind shall be the Bind request argument as defined for the Directory protocol in question.
NOTE — The:Bind argument starts with the [16] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

7.6.2 OSI Bind result

An 0siBindResult IS returned by the responder It the 0siBind IS acceptable and the responder decides to engage in
the application-association.

OsiBindResult {APPLICATION-CONTEXT:Protocols} ::= SET ({
mode-selector [0] IMPLICIT SET {mode-value [0] IMPLICIT
INTEGER(1) },
normal-mode-parameters [2] IMPLICIT SEQUENCE ({
protocol-version [0] IMPLICIT BIT STRING {version-1(0)}

DEFAULT {version-1},
responding-presentation-selector [3] IMPLICIT Presentation-selector OPTIONAL,
presentation-context-definition-result-list

[5] IMPLICIT SEQUENCE SIZE (2) OF SEQUENCE {
result [0] IMPLICIT Result(acceptance),
transfer-syntax-name [1] IMPLICIT Transfer-syntax-name },
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user-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
transfer-syntax-name Transfer-syntax-name OPTIONAL,
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASNl-type [0] ABSTRACT-SYNTAX.&Type (AARE-apdu{{Protocols}}
Y1111}
OsiBindResult {APPLICATION-CONTEXT:Protocols} ::= SET {
mode-selector [0] IMPLICIT SET {mode-value [0] IMPLICIT
INTEGER(1) },
normal-mode-parameters [2] IMPLICIT SEQUENCE ({
protocol-version [0] IMPLICIT BIT STRING {version-1(0)}

DEFAULT {version-1},

’
bresentation-context-definition-result-list

[5] IMPLICIT SEQUENCE SIZE (2) OF SEQUENCE (

result [0] IMPLICIT Result(acceptance),
transfer-syntax-name [1] IMPLICIT Transfer-syntax-name },
hser-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE(l) OF SEQUENCE {
transfer-syntax-name Transfer-syntax-name OPTIONAL,
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASNl-type [0] ABSTRACT-SYNTAX.&Type (RARE-apdu{{Protocdls}}
) 11}
Resullt ::= INTEGER {
acfteptance (0),
user-rejection (1),

prpvider-rejection (2)}

AARE[apdu{APPLICATION-CONTEXT:Protocols} ::= [APPLICATION 1] IMPLICIT SEQUENCE {

prptocol-version [0] IMPLICIT BIT STRING {versionl (0)}
DEFAULT {versionl},

application-context-name [1] Application-context-name,
repult [2] Associate-result (accepted),
repult-source-diagnostic [3]\“"Associate-source-diagnostic,
regponding-AP-title [4] Name OPTIONAL,
regponding-AE-qualifier [5] RelativeDistinguishedName OPTIONAL,
repponding-AP-invocation-identifier.™ [6] AP-invocation-identifier OPTIONAL,
regponding-AE-invocation-identifier [7] AE-invocation-identifier OPTIONAL,
implementation-information [29] IMPLICIT Implementation-data OPTIONAL,
user-information [30] IMPLICIT

Association-informationBindRes{ {Protocols}}}

Assofiation-informationBindRes {APPLICATION-CONTEXT:Protocols} ::=
SEQUENCE SIZE (1) OF

EXTERNAL (
WITH COMPONENTS {
identification (WITH COMPONENTS {..., syntax ABSENT}),
data-value-descriptor ABSENT,
data~value (CONTAINING TheOsiBindRes{ {Protocols}})})
Assofiate~result ::= INTEGER {
actepted (0),

re[jected-permanent (1),
rejected-transient (2)}(0..2, ...)

Associate-source-diagnostic ::= CHOICE ({
acse-service-user [1] INTEGER {
null (0),
no-reason-given (1),
application-context-name-not-supported (2),
calling-AP-title-not-recognized (3),
calling-AP-invocation-identifier-not-recognized (4),
calling-AE-qualifier-not-recognized (5),
calling-AE-invocation-identifier-not-recognized (6),
called-AP-title-not-recognized (7),
called-AP-invocation-identifier-not-recognized (8),
called-AE-qualifier-not-recognized (9),
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called-AE-invocation-identifier-not-recognized (10)}(0..10, ...),
acse-service-provider [2] INTEGER {

null (0),

no-reason-given (1),

no-common-acse-version (2)}(0..2, ...)}

TheOsiBindRes {APPLICATION-CONTEXT:Protocols} ::=
[17] APPLICATION-CONTEXT.&bind-operation. &ResultType ({Protocols})

The 0siBindResult is carried in the User Data parameter of the session ACCEPT SPDU (see clause 8.3.4).

7.6.2.1 Presentation protocol elements

The presentation protocol elements constituting a CPA PPDU are those defined by the 0siBindResult data type above,

excej—(eHhe—embeééed—mm apdu:

The njode-selector component shall always be set to 1.

The n

7.6.2.

The g
respo

The o
The o

ormal-mode-parameters component has the following subcomponents:
a) The protocol-version subcomponent shall be omitted or set to version-1.

b) The responding-presentation-selector subcomponent, if supplied, shall he’obtained from |
held information.

C) The presentation-context-definition-result-list subcomponenisshall have two eleme
a sequence corresponding to the sequence of elements provided in the presentation-cont

corresponding element as follows:
—  The result shall be present and set to acceptance.

— The transfer-syntax-name shall be present and“Specify the object identifier for the
encoding rules (BER).

d) The user-data subcomponent has the following elements:

encoding rules elected by the responder:
— The presentation-context-identifier subcomponent shall be given the same value

presentation-context-idefntifier 0of the element of the presentation-cont
definition-1list of the Bifd request that specified the ACSE abstract syntax name.

specified in clause 7.6.2.2.

P ACSE protocol elements

hder shall not include any-bit after bit 0.
esult componentshall be set to accepted by the responder.

esult-sourcé-diagnostic component shall take the acse-service-user choice and take the value ny

The
the B

no—:Ejson—given.

pli&ation-context-name component shall be present and set to the value of the corresponding compon
nd-request.

pcally

nts in
ext-

definition-1list of the Bind request, each providing the result-of the context negotiation f¢r the

basic

— The transfer-syntax-name subcompanent, if present, shall be the object identifier for the

hs the
ext-

— The presentation-data-values Subcomponent shall hold the ACSE protocol elements as

rotocol-version component shall be omitted or set to versioni, i.e., bit 0 set. If the component is present, the

l1ior

ent of

The responding-AP-title component, it supplied, shall be obtained from Tocally held information.

The responding-AE-qualifier component, if supplied, shall be obtained from locally held information.

The responding-AP-invocation-identifier component may optionally be supplied. The initiator may ignore this
component, if present.

The responding-AE-invocation-identifier component may optionally be supplied. The initiator may ignore this
component, if present.

The implementation-information component may hold implementation-specific information. This information
does not affect the application-association establishment procedure.

The user-information component has the following subcomponents:
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a) direct-reference, if present, shall hold the object identifier for the ASN.1 basic encoding rules (BER).

b) indirect-reference shall identify the Directory abstract syntax within the presentation-
context-definition-1list as defined in clause 7.6.1.1 d).

C) The single-ASN1-type shall hold the Bind result protocol elements as specified in clause 7.6.2.3.

7.6.2.3 The Bind result protocol elements

The TheOsiBindRes shall be the Bind result type as defined for the Directory protocol in question.
NOTE — The Bind result starts with the [17] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

7.6.3 OSI Bind error

OsiBindEzrror{APPLICATION-CONTEXT:Protocols} += CHOICE {
nofmal-mode-parameters SEQUENCE ({

brotocol-version [0] IMPLICIT BIT STRING {version-1(0)}

DEFAULT {version-1},

responding-presentation-selector

[3] IMPLICIT Presentation-selector OPTIONAL,
bresentation-context-definition-result-list

[5] IMPLICIT Result-list OPTIONAL,

brovider-reason [10] IMPLICIT Provider-reason OPTIONAL,
hiser-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1)vOF SEQUENCE ({
transfer-syntax-name Transfer-syntax-name OPTIONAL,
presentation-context-identifier Presentation-contextridentifier,
presentation-data-values CHOICE {
single-ASNl-type [0]

ABSTRACT-SYNTAX. &Type (AAREerr-apdu{{Protocols}}) }}} OPTIONAL}}

Resullt-1list ::=

SEQUENCE SIZE (2) OF SEQUENCE {
result [0] IMPLICIT Result,
transfer-syntax-name [1] IMPLICIT Transfer~Syntax-name OPTIONAL,
brovider-reason [2] IMPLICIT INTEGER\{
reason-not-specified (0),
abstract-syntax-not-supported (1),
proposed-transfer-syntaxes-not-supported (2)} OPTIONAL}

Provjider-reason ::= INTEGER {
repson-not-specified (0),
temporary-congestion (1),

al-limjit-exceeded (2),
led-presentation-address=unknown (3),
tocol-version-not-supported (4),
ault-context-not-supported (5),
r-data-not-readable (6),
PSAP-available (7)1}

rr-apdu{APPLICATION-CONTEXT:Protocols} ::= [APPLICATION 1] IMPLICIT SEQUENCE {

prptocol-version [0] IMPLICIT BIT STRING {versionl(0)}

DEFAULT {versionl},
application-context-name [1] Application-context-name,
repult [2] Associate-result

(rejected-permanent. .rejected-transient)|,
repult-source-diagnostic [3] Associate-source-diagnostic,
re Img=AP=ti AT Name—OPTIONAL;
responding-AE-qualifier [5] RelativeDistinguishedName OPTIONAL,

responding-AP-invocation-identifier [6] AP-invocation-identifier OPTIONAL,
responding-AE-invocation-identifier [7] AE-invocation-identifier OPTIONAL,
implementation-information [29] IMPLICIT Implementation-data OPTIONAL,
user-information [30] IMPLICIT
Association-informationBindErr{{Protocols}} OPTIONAL }

Association-informationBindErr {APPLICATION-CONTEXT:Protocols} ::=
SEQUENCE SIZE (1) OF
EXTERNAL (
WITH COMPONENTS ({
identification (WITH COMPONENTS {..., syntax ABSENT}),
data-value-descriptor ABSENT,
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data-value (CONTAINING TheOsiBindErr{{Protocols}})})

TheOsiBindErr {APPLICATION-CONTEXT:Protocols} ::=
[18] APPLICATION-CONTEXT.&bind-operation.&Errors. &ParameterType ({Protocols})

The 0siBindError is carried in the Reason Code field of the session REFUSE SPDU (see clause 8.3.5).

7.6.3.1 Presentation protocol elements

The presentation protocol elements constituting a CPR PPDU are those defined by the 0siBindError data type above
except for the embedded AAREerr-apdu.

The normal-mode-parameters component has the following subcomponents:

NOTE 1 - The CPR-PPDU is a choice between X.410 mode and normal mode. These Directory Specifications only use the normal
m@de. The CHOTCE Statement IS Fetained 10 ensure DITWISE backward compatibifity When Using other than BERor simifar engoding.

a) The protocol-version subcomponent shall be as specified in clause 7.6.2.1.

b) The responding-presentation-selector subcomponent, if supplied, shall be ,as |specified in
clause 7.6.2.1.

C) The presentation-context-definition-result-list Subcomponent shall be specifigd as
follows:

— if the rejection is not related to presentation context negotiation, the result element shall be|set to
acceptance, transfer-syntax-name shall be present specifying the object identifier for the
encoding rules by the responder, and provider-reason elementishall be absent;

— ifthe abstract syntax in question is not supported by any of theproposed transfer syntaxes, the rdsult
element shall set t0 provider-rejection and the provider-reason element shall be present
with the appropriate value; or

— if the abstract syntax in question is not supported atall and the previous bullet does not apply, the
result element shall set to user-rejection and'the provider-reason element shall be present
with the appropriate value.

d) The provider-reason subcomponent shall bg.present if the application-association is rejected dlue to
problems detected within the presentation pratocol elements of the Bind request. Otherwise it shall be
absent.

NOTE 2 — Clause 6.2.4.9 of Rec. ITU-T X.226 | ISO/IEC 8823-1 states for provider-reason: "If present, this shall indicdte that

th¢ rejection is by the responding presentation-service-provider; if absent this shall indicate that the rejection is by the resppnding

P-user.”

e) The user-data subcomponent shall be absent if provider-reason subcomponent is present.
Otherwise, it shall be present with the following elements:

—  The transfer{syntax-name Subcomponent, if present, shall be the object identifier for the ASN.1
basic encoding nules (BER).

— The presentation-context-identifier subcomponent shall be given the same value ps the
presentation-context-identifier 0Of the element of the presentation-confext-
definition-1list of the Bind request that specified the ACSE abstract syntax name.

— «Jh€ presentation-data-values subcomponent shall hold the ACSE protocol elements as
specified in clause 7.6.3.2.

7.6.3p _ACSE protocol elements

The gretocol-version component shall be as specified in clause 7.6.2.2.

The application-context-name component shall be present and set to the value of the corresponding component of
the Bind request.

The result component shall be set to rejected-permanent Or rejected-transient based on local considerations.

NOTE — According to clause 11.1.1 of Rec. ITU-T X.881 | ISO/IEC 13712-2, a Bind Error is carried in the A-ASSOCIATE
response/confirm with the Result parameter value of the A-ASSOCIATE service primitives set to "rejected (permanent)" or
"rejected (transient)", and the error value of the Bind operation is mapped on the User Information parameter of these service
primitives. At the protocol level, that translates to the result component being set to either rejected-permanent Of rejected-
transient. Most of the Bind errors reflect a permanent condition. However, the serviceError with problem unavailable
might be considered as being transient.

The result-source-diagnostic component shall take values as follows depending on the condition:
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a) if the rejection is within a directory protocol, the acse-service-user choice shall be taken with the
value null or no-reason-given; Or

b) if the rejection is ACSE related or due to errors in a specified application process title, application-entity
title or application-context, the acse-service-user choice shall be taken with the appropriate value.

The value of the responding-AP-title component, if present, shall be obtained from locally held information.
The responding-AE-qualifier component, if present, shall be obtained from locally held information.

The responding-AP-invocation-identifier component, if present, may be ignored or retained for a future
association with that DSA.

The responding-AE-invocation-identifier component, if present, may be ignored or retained for a future
assocjation-with-that DSA-

The jmplementation—information component may hold implementation-specific information.

The User-information component has the following subcomponents:
a) direct-reference, if present, shall hold the object identifier for the ASN.1 basic endeding rules (BER);

b) indirect-reference shall identify the Directory abstract syntax within’Mh& presentation-
context-definition-1list as defined in clause 7.6.1.1 d);

c) the single-AsSN1-type shall hold the Bind error protocol elements as speeified in clause 7.6.3.3.

7.6.38 The Bind error protocol elements

The TheosiBindErr shall be the Bind error type as relevant for the type of error,
NOTE — The Bind error starts with the [18] tag as defined in Rec. ITU-T X.880 |1SO/IEC 13712-1.

7.6.4 OSI unbind request

TheOpiBindErr {APPLICATION-CONTEXT:Protocols} ::=
[1B] APPLICATION-CONTEXT.&bind-operation.&Errors.&ParameterType ({Protocols})

OsiUpbind ::= CHOICE {
fullly-encoded-data

[APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
presentation-context-identifier<\ Presentation-context-identifier,

presentation-data-values CHOICE {
single-ASNl-type [0} ABSTRACT-SYNTAX. &Type (TheOsiUnbind) }}}
TheOfpiUnbind ::= [APPLICATION,_ 27,6 IMPLICIT SEQUENCE {

repson [0] IMPLICIT Release~request-reason OPTIONAL}

Relephse-request-reason ::=)INTEGER {normal (0)}
The dsiUnbind is carried inthe User Data of the session FINISH SPDU (see clause 8.3.6).

Only the initiator of an-application-association may invoke an unbind request.

NOTE 1 — Clause8/5-0f Rec. ITU-T X.880 | ISO/IEC 13712-1 defines a CONNECTION-PACKAGE information object class,|where
th¢ field sresponderCanUnbind specifies whether the responder may issue an unbind or not. It defaults to FALSE. The[fourth
edjtion of this'Directory Specification did not add the srespondercanUnbind for any of the protocols. The IDM protocol pllows
th¢ responder to issue an unbind, except for the DAP protocol (see clause 9.2.2).

NOTE 2—Clause 85 of Rec. ITU-T X.880 | ISO/IEC 13712-1 also defines an s&unbindCanFail field ¢f the
CANNECTION-PACKAGE information object class with default equal FALSE. The fourth edition of this Directory Specificatipn did
not add the sunbindcanFail for any of the protocols.

7.6.4.1 Presentation protocol elements

The presentation protocol elements are only those defined by the User-data data type defined by Rec. ITU-T X.226 |
ISO/IEC 8823-1.

The presentation-context-identifier component shall be given the same value as the presentation-
context-identifier Of the element of the presentation-context-definition-1ist Of the Bind request that
specified the ACSE abstract syntax.

The presentation-data-values component shall hold the ACSE protocol elements as specified in clause 7.6.4.2.
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7.6.4.2 ACSE protocol elements

The reason component shall be set to normal or be absent. The absence of reason component indicates normal release.
NOTE 1 — According to clause 11.1.2 of Rec. ITU-T X.881 | ISO/IEC 13712-2, the reason shall always be set to normal.

NOTE 2 — According to Rec. ITU-T X.226 | ISO/IEC 8823-1, there are no presentation protocol elements for the normal release
of a connection. Normal release is accomplished by the normal release of the underlying session connection.

7.6.5 OSI unbind result

OsiUnbindResult ::= CHOICE ({
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
singl e=ASNI1 —type [0] ABSTRACT-SYNTAX &Type (TheOsillnbindRes) }}}
TheOfkiUnbindRes ::= [APPLICATION 3] IMPLICIT SEQUENCE {

repson [0] IMPLICIT Release-response-reason OPTIONAL }

Relepse-response-reason ::= INTEGER {normal (0)}

NOTE — Pre-edition 5 specifications specify that the Result parameter of the A-RELEASE service as defined by Rec. ITU-T|[X.217
| IBO/IEC 8649 shall be set to 'affirmative'.

The dsiunbindResult is carried in the User Data of the session DISCONNECT SPDU (see-clause 8.3.7).

7.6.5]l Presentation protocol elements

The presentation protocol elements are only those defined by the User-data data'type defined by Rec. ITU-T X.226 |
ISO/IEC 8823-1.

The presentation-context-identifier component shall be given)the same value as the presentatfion-
contpxt-identifier Of the element of the presentation-context-definition-1ist Of the Bind request that
specified the ACSE abstract syntax.

The gresentation-data-values component shall hold the AESE release request.

7.6.5p ACSE protocol elements

The apsence of a reason component indicates normal refease.

7.6.6 OSI operations

OsiOperation{OPERATION:Operations}) ::= CHOICE {
fullly-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
bresentation-context-identifier Presentation-context-identifier,
bresentation-data-values CHOICE {
single-ASNl-type [0]

ABSTRACT-SYNTAX. &Type (OsiDirectoryOperation {{Operations}})}}}

OsiDfirectoryOperation{OPERATION:Operations} ::= CHOICE {
refjluest OsiReq{ {Operations}},
repult OsiRes{{Operations}},
erfor OsiErr{{Operations}},
refject OsiRej}

The gsioperation is carried in the User Information field of the session DATA TRANSFER SPDU (see clause 8.3.10).

7 6 6 1l Pracantatinn nratnnnl alaom
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The presentation-context-identifier component shall be given the same value as the presentation-
context-identifier Of the element of the presentation-context-definition-1list of the Bind request that
specified the Directory abstract syntax name for the Directory protocol in question.

The presentation-data-values component shall hold the Directory request, result, error or reject.

7.6.6.2 OSI Request

OsiReq{OPERATION:Operations} ::= [1] IMPLICIT SEQUENCE {
invokeId 1Invokeld,
opcode OPERATION. &operationCode ({Operations}),

argument OPERATION.&ArgumentType ({Operations}{QRopcode}) }
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NOTE 1 — The Request starts with the [1] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

The invokeId component identifies the particular invocation. It shall not be a value that has been used for a previous
request that requires a response (result and/or error) and which is still in progress. If this is violated, the receiver shall

issue an OsiReject With an InvokeProblem set t0 duplicateInvocation. If the request does not necessarily
in a response, it is a local option as to the time passed before reusing an invokeId.

NOTE 2 — All currently defined Directory operations require a response.

result

The opcode component shall hold the operation code for the particular type of operation. If an unknown operation code

is specified and if the receiver is a performer, the receiver shall issue an 0SIReject with an InvokeProblem

set to

unrecognizedOperation. If the receiver is a chaining-only DSA, the procedure in clause 12.2.3 shall be followed.

The argument component shall hold the argument formed in accordance with the saArgumentType field of the operation

ha ot~ 1
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7.6.63 OSI result

OsiRes {OPERATION:Operations} ::= [2] IMPLICIT SEQUENCE {
inEokeId Invokeld,
repult SEQUENCE {

bpcode OPERATION. &operationCode ({Operations}),
result OPERATION. &ResultType ({Operations} {Q@.opcode}) 1}}

NOTE — The Result starts with the [2] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712-1,

The ilnvokeID component shall be equal to the one specified in the corresponding request.

The gpcode component shall be equal to the one specified in the corresponding fequest.

The gesult component shall hold the result formed in accordance with thedsResultType field of the operatiof type

identiffied by the opcode component for the protocol in question.
7.6.64 OSlerror

OsiEfr{OPERATION:Operations} ::= [3] IMPLICIT SEQUENCE {
inyokeID Invokeld,
erkcode OPERATION. &Errors. &errorCode ({Operations}) ,
erkor OPERATION. &Errors. &ParameterType ({Operations} {@.errcode}) }

NOTE — The Error starts with the [3] tag as defined inRec. ITU-T X.880 | ISO/IEC 13712-1.
The ']nvokeID component shall be equal to the ofie specified in the corresponding 0siRequest.

The grrcode component shall be set to the.code for one of the errors identified by the ERRORS field of the OPERA
information object identified by the opéode of the corresponding OsiRequest.

The grror component shall hold the_parameters as identified by the errcode component.

7.6.6b OSI reject

The type 0siRej is usedfar reporting erroneous use of the other Directory PDUSs. It is specified as follows:

OsiRej ::= [4] "IMPLICIT SEQUENCE ({
inyokeId Invokeld,
prpblem CHOICE {
eneral [0] IMPLICIT GeneralProblem,
nvoke [1] IMPLICIT InvokeProblem,

eturnResult [2] IMPLICIT ReturnResultProblem,

FeturnError [3] IMPLICIT ReturnErrorProblem,

.
-}
NOTE — The Reject starts with the [4] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712.

TION

The invokeId component shall be equal to the one specified in the PDU to be rejected, except if the invokeId cannot

be determined, it shall take the absent choice instead (see clause 6.2).
The problem component shall hold the Reject problem as defined by clause 7.6.6.6.
7.6.6.6 Reject problems

GeneralProblem ::= INTEGER {
unrecognizedPDU (0),
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mistypedPDU (1),
badlyStructuredPDU (2) }

A GeneralProblem is a fundamental problem with the form or structure of a Directory PDU. The possibilities are
specified as follows:

a) unrecognizedPDU — The leading tag of the PDU indicates that it is not an 0siRequest, an OsiResult,

an OsiError Or an OsiReject.
b) mistypedPDU — The structure of the PDU does not conform to the appropriate definition.
C) badlyStructuredPDU — The structure of the PDU cannot be determined based on the expected abstract

syntax.

InvokeProblem ::= INTEGER {
dupIicatelnvocation 07,
unkecognizedOperation (1),
mistypedArgument (2),
regourceLimitation (3),
relleaseInProgress (4)}

An InvokeProblem indicates that a component of an 0siRequest was erroneous. The possibilities are speciffed as

follows:
a) duplicateInvocation — See clause 7.6.6.2.
b) unrecognizedOperation — The operation code is not one of those defined for the Directory protdcol in
question.
C) mistypedArgument — The argument is not formed according*to'the sArgumentType field ¢f the
operation identified by the opcode component.
d) resourceLimitation— The intended performer is not willing to perform the operation due to a regource
limitation.
€) releaseInProgress — The intended performer is not-willing to perform the operation because it isfabout
to release the application-association.
RetufnResultProblem ::= INTEGER ({
unrecognizedInvocation (0),
repultResponseUnexpected (1),
migtypedResult (2)}

A ReturnResultProblem indicates that a component of an 0siResult was erroneous. The possibilities are specified

as foljows:

RetufnErrorProb¥em ::= INTEGER ({
unkrecognizedinvocation (0),
errorResponseUnexpected (1),
unkecognizedError (2),
unexpectedError (3),
miFtypedParameter (4)}

a) unrecognizedInvocation — The InvokeId was not one that identifies an outstanding request.
b) resultResponseUnexpected — A result was received for an operation for which no result is defiped.
NOTE 1 — All the currently defined Directory operation types specify a result.

C) mistypedRésult — The result is not formed according to the sResultType field of the opefation
identified by the opcode component.

A ReturnErrorProblem indicates that a component of an 0siError was erroneous. The possibilities are specified as

follows:

a) unrecognizedInvocation — The InvokeId was not one that identifies an outstanding request.
b) errorResponseUnexpected — An error was received for an operation for which no error is defined.
NOTE 2 — All the currently defined Directory operation types specify one or more errors.

C) unrecognizedError — An error was received that was not one of those specified by these Directory
Specifications.

d) unexpectedError — An error was received that was not one of those identified by the sErrors field of
the operation identified by the opcode component; or
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€) mistypedParameter — The parameter of the error result is not formed according to the
&ParameterType field of the error identified by the exrrcode component.

7.6.7 Presentation abort

Abort can be caused by an application problem (aRu-PPDU) or a Presentation Layer problem (aARP-PPDU).

PresentationAbort ::= CHOICE {
aru-ppdu ARU-PPDU,
arp-ppdu ARP-PPDU }

7.6.7.1 OSI application abort

ARU-PPDU ::= CHOICE ({
nofmal-mode-parameters [0] IMPLICIT SEQUENCE {
pbresentation-context-identifier-1list
[0] IMPLICIT Presentation-context-identifiert-list,
hiser-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE(l..MAX) OF SEQUENCE [{
presentation-context-identifier Presentation-context-identifier),
presentation-data-values CHOICE {
single-ASNl-type [0] ABSTRACT-SYNTAX.&Type (ABRTsapdu) }}}}}

Prespntation-context-identifier-list ::= SEQUENCE SIZE (1) OF SEQUENCE ({
presentation-context-identifier Presentation-context-identifier),
transfer-syntax-name Transfer-syntax-name}

ABRTfapdu ::= [APPLICATION 4] IMPLICIT SEQUENCE ({
abprt-source [0] IMPLICIT ABRT-source }

ABRT}source ::= INTEGER {
acEe—service—user (0),
acge-service-provider (1) }

The ABRT-PPDU is used if the abort is caused by problems at\the’Directory Protocol level or within ACSE rathef than
withlthe presentation protocol elements.

The ABRT-PPDU is carried in the User Data of the session-ABORT SPDU and the Transport Disconnect field bit 4 shall
be seffand bit 3 shall be reset (see clause 8.3.8).

The ABRT-PPDU may cause loss of information in:transfer.

The rgceipt of an ABRT-PPDU 0N an association supporting the DAP terminates all request processing. Except for certain
condifions described in Rec. ITU-T X518 | ISO/IEC 9594-4, this is also true for the DSP. It is a Directory Juser's
respopsibility to confirm if requestea~modifications to the DIB occurred.

The receipt of an ABRT-PPDU 0n an-association supporting the DISP is described in Rec. ITU-T X.525 | ISO/IEC 9%94-9.
The receipt of an ABRT-PRDUON an association supporting the DOP is described in Rec. ITU-T X.518 | ISO/IEC 9%94-4.

7.6.711.1 Presentation)protocol elements

The normal-mode~parameters component has the following subcomponents:

a) <-Fhe presentation-context-identifier-1list subcomponent indicates which transfer synfax is
used for the user data. Only ACSE information is included in the user data. It shall have one element fhich
is a sequence type with:

— the presentation-context-identifier subcomponent shall be given the same value as the
presentation-context-identifier of the element of the presentation-context-
definition-1list Of the Bind request that specified the ACSE abstract syntax name;

— the transfer-syntax-name shall be the object identifier for the basic encoding rules (BER).
b) The user-data subcomponent has the following elements:

— the presentation-context-identifier subcomponent shall be given the same value as the
presentation-context-identifier 0f the element of the presentation-context-
definition-1list that specifies the ACSE abstract syntax;

— the presentation-data-values subcomponent shall hold the ACSE protocol elements as defined
in clause 7.6.7.1.2.
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7.6.7.1.2 ACSE protocol elements

If the abort is caused at the Directory Protocol level, the ABRT-source shall be set to acse-service-user. If the abort
is caused at the ACSE level, the ABRT-source shall be set t0 acse-service-provider.
NOTE — ABRT-apdu as defined by Rec. ITU-T X.227 | ISO/IEC 8650-1 have two additional parameters. The

abort-diagnostics shall not be present if only the Kernel is used, which implies that the abort is only used for signalling a
protocol error. The user-information is not used, as these Directory Specifications provide no abort information.

7.6.7.2 OSI Presentation abort
ARP-PPDU ::= SEQUENCE {

provider-reason [0] IMPLICIT Abort-reason OPTIONAL,
event-identifier [1] IMPLICIT Event-identifier OPTIONAL }

Abork-reason ::= INTEGER ({
repson-not-specified (0),
unkecognized-ppdu (1),
ungxpected-ppdu (2),
ungxpected-session-service-primitive (3),
unfecognized-ppdu-parameter (4),
unexpected-ppdu-parameter (5),
inyalid-ppdu-parameter-value (6)}

Evenfk-identifier ::= INTEGER ({
cpf-PPDU (0),
cpp-PPDU (1),
cpk-PPDU (2),
arp-PPDU (3),
arp-PPDU (4),
td|PPDU (7),
s-felease-indication (14),
s-felease-confirm (15) }

The ARP-PDU is used if the abort is caused by problems within the’presentation protocol level.

The ARP-PDU is carried in the User Data of the session ABQRT SPDU, and the Transport Disconnect field bit 2 sHall be
set and bit 3 shall be reset (see clause 8.3.8).

The ARP-PDU may cause loss of information in transfer.
The rgceipt of an ARP-PDU shall be treated as specified for ARU-PDU in clause 7.6.7.1.

The grovider-reason component may take' one of the following values:
a) reason-not-specified,
b) unrecognized-ppdwindicating that an unknown PPDU was received,;

NOTE — This may be @ PPDU as defined by Rec. ITU-T X.226 | ISO/IEC 8823-1, but not used by this Ditfectory
Specification. Someimplementations may signal this as being an unexpected-ppdu. However, it is not a requifement
that an implementation shall recognize PPDUs not defined by this Directory Specification.

C) unexpected-ppdu indicating that a PPDU identified by the Event-identifier was received put of
sequence;

d) _‘unexpected-session-service-primitive as indicated by the Event-identifier

€)\ “unrecognized-ppdu-parameter — should not be used according to the rules of extensibility (see
Note 1 in clause 7.5);

f) unexpected-ppdu-parameter indicating that even a parameter was recognized, but it was not expected
at this particular time or place in a PPDU as identified by the Event-identifier;

0) invalid-ppdu-parameter-value indicating that a parameter had an invalid value in a PPDU as
identified by the Event-identifier.

The Event-identifier shall be present when referenced above. Otherwise, it shall be absent.

a) s-release-indication indicates the application-association has been terminated unexpectedly by the
Session Layer function of the peer system;

b) s-release-confirm indicates the application-association has been terminated unexpectedly by the local
Session Layer function.
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Directory protocol mapping onto OSI services

Abstract syntaxes and transfer syntaxes

As part of an application-association the protocol elements of the supporting protocol have to be agreed between the two
parties. This is done by signalling the relevant abstract syntaxes as part of the Bind operation. An abstract syntax is
assigned an object identifier, which is then carried in the Bind.

Each of the directory protocols requires two abstract syntaxes, one reflecting the protocol element of the ACSE protocol
and one reflecting the actual Directory protocol (Directory abstract syntax).

NOTE — The protocol elements of ACSE are part of the Directory Specifications for edition 5 and subsequent editions. However,
for backward compatibility, it is still necessary to signal two abstract syntaxes in the Bind operation.

The ofoject IdentiTiers Tor DITECtory abstract Syntaxes are.

id-ap-directoryAccessAS OBJECT IDENTIFIER ::= {id-as 1}
id-ap-directorySystemAS OBJECT IDENTIFIER ::= {id-as 2}
id-ap-directoryShadowAS OBJECT IDENTIFIER ::= {id-as 3}
id-ap-directoryOperationalBindingManagementAS OBJECT IDENTIFIER ::= {id-as. 4}
The ACSE abstract syntax is identified by:

id-afseAS OBJECT IDENTIFIER ::=
{jpint-iso-itu-t association-control (2) abstract-syntax(l) apdus(0) version(1l)}

The A

The object identifiers for the ASN.1 encoding rules are defined in Rec. ITU-T X®90 | ISO/IEC 8825-1. For conven

the ol

{ jojint-iso-itu-t asnl(l) basic-encoding(l) }

8.2

An g
appli

identifier. The application-context-name is signalled by-the Bind operation.

SN.1 encoding rules for an abstract syntax are signalled by an object identifief:

ject identifier for BER is supplied here:

Application-context

pplication-context is a set of common rules shared by two application-entities in order to suppq
ation-association. An application-context is identified by an application-context-name in the form of an

An agplication-context is defined using the following ASN.1 information object class:
APPLICATION-CONTEXT ::= CLASS {

&bjind-operation OPERATION,

&Operations OPERATION,

&applicationContextName (OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {

BIND-OPERATION &bindroperation

OP
AP

The

conte

gbind-operationAfield is used for specifying the type of Bind operation corresponding to the specified applic

RATIONS &Operations
LICATION CONTEXT -NAME &applicationContextName }

t name.

ence,

re an
bbject

htion-

§712-2

and is provnded here as certam specmcatlons use the ASN. 1 mformatlon object reference rather than the assigned object identifier.

8.2.1 Application-context for DAP
directoryAccessAC APPLICATION-CONTEXT ::= {
BIND-OPERATION directoryBind

OPERATIONS {read |
compare |
abandon |
list |
search |
addEntry |
removeEntry |
modifyEntry |
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modifyDN |

administerPassword |

changePassword }
APPLICATION CONTEXT NAME id-ac-directoryAccessAC }

The directoryAccessAc application-context is the one defining the DAP. Support of this application-context requires
support of the id-acseas and the id-as-directoryAccessAs abstract syntaxes.

For a DUA it implies support for at least one DAP operation type, beyond possibly the Abandon operation type. For a
DSA it implies support of all the DAP operations.

8.2.2 Application-context for DSP

directorySystemAC APPLICATION-CONTEXT ::= {

BIND=OPERATION dSABInd

OPERATIONS {chainedRead |
chainedCompare |
chainedAbandon |
chainedList |
chainedSearch |
chainedAddEntry |
chainedRemoveEntry |
chainedModifyEntry |
chainedModifyDN |
chainedAdministerPassword |
chainedChangePassword |
chainedLdapTransport |
chainedLinkedLDAP }
APPLICATION CONTEXT NAME id-ac-directorySystemAC }

The directorySystemac application-context is the one defining the DSR, Support of this application-context refuires
suppdrt of the id-acseas and the id-as-directorySystemAs abstract syntaxes.

It imglies support of all the DSP operations as listed above.

8.2.3 Application-context for DISP

shadpwSupplierInitiatedAC APPLICATION-CONTEXT
BIND-OPERATION dSAShadowBind
OPERATIONS {updateShadow |

coordinateShadowUpdate}

APPLICATION CONTEXT NAME id-ac=shadowSupplierInitiatedAC }

{

The ghadowSupplierInitiatedAc application-context is a DISP application-context for an application-assodiation
wherg¢ shadow updating is initiated bysthe supplier and the operation mode is synchronous.

NOTE — The terms "consumer" and*“supplier" are used to designate two roles. These roles correspond to the two terms "shadow
consumer" and "shadow supplier”;-respectively, used in Rec. ITU-T X.525 | ISO/IEC 9594-9.

shadpwConsumerInitiatedAC APPLICATION-CONTEXT ::= ({
BIND-OPERATION dSAShadowBind
OPERATIONS {requestShadowUpdate |
updateShadow}

APPLICATION\CONTEXT NAME id-ac-shadowConsumerInitiatedAC }

The ghadowConsumerInitiatedAc application-context is a DISP application-context for an application-assogiation
wherg¢ shadow updating is initiated by the consumer and the operation mode is synchronous.

shadowSupplierInitiatedAsynchronousAC APPLICATION-CONTEXT ::= ({
BIND-OPERATION dSAShadowBind
OPERATIONS {updateShadow |

coordinateShadowUpdate}
APPLICATION CONTEXT NAME id-ac-shadowSupplierInitiatedAsynchronousAC }

The shadowSupplierInitiatedAsynchronousAC application-context is a DISP application-context for an
application-association where shadow updating is initiated by the supplier and the operation mode is asynchronous.

shadowConsumerInitiatedAsynchronousAC APPLICATION-CONTEXT ::= {
BIND-OPERATION dSAShadowBind
OPERATIONS {requestShadowUpdate |
updateShadow}

APPLICATION CONTEXT NAME id-ac-shadowConsumerInitiatedAsynchronousAC }
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The shadowConsumerInitiatedAsynchronousAC application-context is a DISP application-context for an
application-association where shadow updating is initiated by the consumer and the operation mode is asynchronous.

8.24

dire
BI

Application-context for DOP

ctoryOperationalBindingManagementAC APPLICATION-CONTEXT ::= {
ND-OPERATION dSAOperationalBindingManagementBind

OPERATIONS {establishOperationalBinding |

modifyOperationalBinding |
terminateOperationalBinding}

APPLICATION CONTEXT NAME id-ac-directoryOperationalBindingManagementAC }

The directoryOperationalBindingManagementAC application-context is the one defining the DOP.

8.3
8.3.1

A ses|
pararn

Session Layer specification

Structure of session-protocol-data-unit (SPDU)

identiffied by a parameter group identifier (PGI).

The f
A len

rst part of an SPDU is the SPDU identifier (SI) field. It consists of a single octet. The'yvalue is a binary numb

paranpeters. LI fields indicating lengths within the range 0-254 shall comprise one octet) L1 fields indicating lengths

the ral
octetg

The vialue of the L1 field does not include either itself or any subsequent dJser Information field.

N

DTE — Of the SPDU used by this Directory Specification, only the DATA TRANSFER SPDU has a User Information fie

The bits of an octet are numbered from 1 to 8, where bit 1 is the least significant bit.

Figur

b 1 illustrates the case where an SPDU has no parametersiFhe ABORT ACCEPT SPDU is an example. The L

then has the value 0.

Figur

%)
-

A

X.519(12)_FO1

Figure 1 — SPDU without parameters

e 2 illustrates the casewhere an SPDU has two separate parameters, each identified by a Pl. The first L

indicates the length of theZSPDU, excluding the SI field and the LI field itself. The two other LI fields indicate the
of the parameters.

As anjexample:dfithe first PV is 3 octets and the second PV is 4 octets, then the first LI field has the value 11, the s
LI field has the-vélue 3 and the third LI field has the value 4.

28

pth indicator (LI) is used to indicate the length of an SPDU, the length of a parameter or the length of a grg

hge 255-65.535 shall comprise three octets. The first octet shall then be coded*1111 1111 and the second ang
shall contain the length of the associated parameter field with the high,erder bits in the first of these two oct¢

sion-protocol-data-unit (SPDU) consists of an SPDU identifier (SI), zero or more parameters each-identified by a
neter identifier (P1) and possibly, a parameter value (PV) field. Related parameters can be‘grouped and th

en be

el

up of
vithin
third
ts.

e

field

field
ength

pcond

PIL
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Figure 2 — SPDU with parameters — Not grouped
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Figure 3 illustrates the case where an SPDU has two parameters grouped together, each identified by a Pl. The group is
identified by a PGl field. The first LI field indicates the length of the SPDU, excluding the Sl field and the LI field itself.
The next LI field indicates the length of the group excluding the PGI field and the LI field itself. The two other LI fields
indicate the length of the parameters.

As an example: If the first PV is 5 octets and the second PV is 3 octets, then the first LI field has the value 14, the second
LI field has the value 12, the third LI field has the value 5 and the fourth LI field has the value 3.
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Figure 3 — SPDU with parameters — Grouped

TSDU size and segmenting

haximum transport-service-data-unit (TSDU) size expresses the maximum number of octets to-be presented
port Layer for transmission. The maximum TSDU size is negotiated during application-assdciation establishment

ch direction of transmission (see clauses 8.3.3 and 8.3.4). If a Directory PDU including,the session protocol ove
(s that maximum, it is necessary to segment the Directory PDU into multiple SPDUs!

application process proposes a maximum TSDU size that the initiator is permitted to send. The lesser of th
ers is used. A zero value is interpreted to mean an unlimited TSDU size. If either‘application process proposes

tiator shall not send segmented data on the application-association.

ppplication process also proposes a maximum TSDU size that the responder is permitted to send. The lesser

Lmbers is used. A zero value is interpreted to mean an unlimited TSDU size. If either application process pro

to the

rhead

E two
Zero,

Df the
poses

zero, the responder shall not send segmented data on the application-association.
8.3.3 Session CONNECT SPDU
Table 1 — Parametersiof the CONNECT SPDU
PGI M/O | Code Pl M/O Code Length
Calling SS-user Reference (¢} 10 64 octets maximum
Contection Identifier o) 1 Common reference (0] 11 64 octets maximum
Additional Reference -
Information (0] 12 4 octets maximum
Protocol options M 19 1 octet
Conmect/Accept Item M 5 TSDU Maximum Size (¢} 21 4 octets
Version Number M 22 1 octet
Session User Requirements M 20 2 octets
Calling Session Selector o] 51 16 octets maximum
Called Session Selector o] 52 16 octets maximum
User|data M 193 512 octets maximum
Extehded"User Data M 194 10 240 octets maximum

The S field shall be given the value 13 ('OD'H).

The Connection Identifier is an optional parameter group that is filled with locally generated data that allows identification
of this session connection. It may have the following optional parameters:

a)

b)
c)

The Calling SS-user Reference, i.e., a reference selected by the initiator;

NOTE 1 — An SS-user or session-service-user is according to Rec. ITU-T X.200 | ISO/IEC 7498-1 a Presentation Layer function
using the Session Service.

Common Reference; and

Additional Reference Information.

Rec. ITU-T X.519 (10/2016)
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Connect/Accept Item is a mandatory parameter group with the following parameters:

a) Protocol Options — Extended concatenation, as defined by Rec. ITU-T X.225 | ISO/IEC 8327-1, is not
relevant for this Directory Specification. This field shall be absent or the value shall be set to '00'H (default
value). However, an implementation should accept the value '01'H.

b) The TSDU Maximum Size PV field shall be present if a TSDU Maximum Size is proposed. If the TSDU
Maximum Size PV field is present:

i) the first two octets of the PV field shall contain the proposed maximum TSDU size, expressed in
octets, in the direction from the initiator to the responder, encoded as a binary number, where the first
of the two octets is the high order part of the number;

ii) the second two octets of the PV field shall contain the proposed maximum TSDU size, expressed in
octets, in the direction from the responder to the initiator, encoded as a binary number, where the first
of the TwO OCtets 15 the nigh order part of the numbet.

If this parameter is absent, the TSDU Maximum Size is not limited. If either pair of ogtets hps the
value zero, the TSDU size is not limited in the direction of transfer associated with that'pair of gctets.

c) Version Number — This field shall be given the value '02'H.

Sessipn User Requirements field shall be set to '0002'H.
NOTE 2 — Only the session duplex functional unit is used by the Directory.

Calling Session Selector field shall hold the value of the initiator's session-selector, if onéds assigned, and shall have a
value|obtained from locally held information. If the initiator does not have a sessiop=selector within its presentation-
addreps, this field shall be absent.

Calledl Session Selector field shall be present if it is known to be part of the addressing for the receiving system. Othefwise,
it sha|l be absent. If present, the value shall be obtained from:

— information returned in a ContinuationReference asdheesult of a previous Directory operatiof; or
— locally held information.

Both [the User Data parameter and the Extended User Data parameter shall be supported, but only one of thesg two
paranpeters may be used for an instance of communication. If*the user data to be included is 512 octets or less, thg User
Data Parameter shall be used. If user data is larger than 512:0ctets, the Extended User Data parameter shall be usgd and
the Uper Data parameter shall not be used.

The QSI Bind request is carried as user data of thessession CONNECT SPDU (see clause 7.6.1). The OSI Bind Rgquest
shall pot exceed 10240 octets.

8.3.4 Session ACCEPT SPDU

Table 2 — Parameters of the ACCEPT SPDU

PGI M(O Code Pl M/O Code Length
Called SS-user Reference (¢} 9 64 octets maximum
Connection Identifier (0] 1 Common Reference (0] 11 64 octets maximum
Additional Reference Information (¢} 12 4 octets maximum
Protocol options M 19 1 octet
Connect/Aceept Item (0] 5 TSDU maximum size (0] 21 4 octets
Version number M 22 1 octet
Sessien-JserRequirements M 20 2-petets
Calling Session Selector o] 51 16 octets maximum
Responding Session Selector (¢} 52 16 octets maximum
User data M 193

The SI field shall be given the value 14 (‘0OE'H).

The Connection Identifier is an optional parameter group that is filled with locally generated data that allows identification
of this session connection. It may have the following optional parameters:

a) the Called SS-user Reference;
b) Common Reference; and

30 Rec. ITU-T X.519 (10/2016)


https://standardsiso.com/api/?name=6a4089c8e47a2b0321b0693d0fffde78

ISO/IEC 9594-5:2017 (E)

¢) Additional Reference Information.

Connect/Accept Item is a mandatory parameter group with the following parameters:
a) Protocol Options — This field shall be absent or the value shall be set to '00'H (default value). However, an

implementation should accept the value '01'H.

b) TSDU Maximum Size — This field shall be present if a TSDU Maximum Size is proposed by the responder.

The encoding and default for this field is as for the CONNECT SPDU (see clause 8.3.3).
c) Version Number — This field shall be given the value '02'H.

Session User Requirements field shall be set to '0002'H.

Calling Session Selector field shall be present if the corresponding field was present in the CONNECT SPDU and shall

then h

old the same value as that field. Otherwise, this field shall be absent

Resp
The U

The l¢ngth of the ACCEPT SPDU shall not exceed 65 539 octets.

8.3.5

The spssion REFUSE SPDU is used by the responder to refuse an application-association.

nding Session Selector field, if supplied, shall have a value obtained from locally held information.

ser Data parameter shall be supported. It shall be used to carry the 0siBindResult (See clause 7,6.2),

Session REFUSE SPDU

Table 3 — Parameters of the REFUSE SPDU

PGI M/O Code Pl M/O Code Length

Called SS-user Reference (0] 9 64 octets maximum
Confection Identifier o] 1 Common Reference (e} 11 64 octets maximum
Additional Reference Information (e} 12 4 octets maximum
Transport Disconnect (0] 17 1 octet
Session User Requirements (¢} 20 2 octets
Version Number. (0] 22 1 octet
M

Reason Code 50 See below.

The S

The d
of thi

The T
encod

Bits 2

| field shall be given the value 12 ('0OC'H).

onnection Identifier is an optional parameter group that is filled with locally generated data that allows identifi
session connection. It may have the following optional parameters:

a) the Called SS-user Reference;
b) Common Reference; and
¢) Additional Reference Information.

ing for this field-shall be
a) hit\l'=0: Transport connection is kept;
b)~bit 1 = 1: Transport connection is released.

-8 are reserved.

[ransport Disconnect”field indicates whether the underlying transport-connection shall be released or kept.

If this field is absent, the transport connection is released.

ation

The

The Session User Requirements field shall not be present if the Reason Code field is not set to 2. If the Reason Code field
is set to 2, this field shall be present and be set to '0002'H.

The Reason Code field shall contain a reason code in the first octet. Depending on the value of this first octet, additional

octets

may be used. The following values are defined for the first octet:
a) 0: Rejection by called SS-user; reason not specified.
b) 1: Rejection by called SS-user due to temporary congestion.

c) 2: Rejection by called SS-user. Subsequent octets may be used for user data up to a length of 512 octets
if Protocol Version 1 has been selected, and up to a length where the total length (including SI and

LI) of the SPDU does not exceed 65 539 octets if Protocol Version 2 has been selected.

Rec. ITU-T X.519 (10/2016)
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d) *128+1: Session Selector unknown.

e) *128+2: SS-user not attached to SSAP.

f) 128 + 3; Session Protocol Machine congestion at connect time.

g) *128+4: Proposed protocol versions not supported.

h) *128 +5: Rejection by the Session Protocol Machine, reason not specified.

i) *128+6: Rejection by the Session Protocol Machine; implementation restriction stated in the Protocol

Implementation Conformance Statement.

NOTE — Reasons marked with an asterisk (*) may be considered persistent, others may be considered as transient.

All other values are reserved.
8.3.6 Session FINTSH SPDU
Table 4 — Parameters of the FINISH SPDU
PGI M/O Code Pl M/O Code Length
Transport Disconnect 6] 17
User|Data M 193
The Sl field shall be given the value 9.
The Transport Disconnect field indicates whether the underlying transport-conneetion shall be released or kept. The
encoding for this field shall be:
a) bit1=0: Transport connection is kept; or
b) bit1=1: Transport connection is released.
If thiq field is absent, the transport connection is released.
The User Data field shall hold the 0siunbind (see clause 7.6:4). The length of the User Data parameter is limited o that
the tofal length (including SI and L1I) of the SPDU does not exceed 65 539 octets.
NOTE — The Enclosure Item parameter as defined for the RINISH SPDU by Rec. ITU-T X.225 | ISO/IEC 8327-1 is not re|evant,
aslonly a limited amount of user data will be passed.
8.3.7 Session DISCONNECT SPDU
Table,5 —.Parameters of the DISCONNECT SPDU
PGI M/O Code Pl M/O Code Length
User|Data M 193
The Sl field shall be giventhe value 10.
The User Data field shall hold the 0siunbindResult (see clause 7.6.5). The length of the User Data parameter is limited
so that the total Jength (including S1 and L1I) of the SPDU does not exceed 65 539 octets.
NOTE — The-Enclosure Item parameter as defined for the DISCONNECT SPDU by Rec. ITU-T X.225 | ISO/IEC 8327-1 is not

re

evant, asonly a limited amount of user data will be passed.

8.3.8 Session ABORT SPDU
Table 6 — Parameters of the ABORT SPDU
PGI M/O Code Pl M/O Code Length
Transport Disconnect M 17
Reflect Parameter Value (¢} 49 9 octets maximum
User Data (0] 193
32 Rec. ITU-T X.519 (10/2016)
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The Sl field shall be given the value 25.

The Transport Disconnect field shall indicate whether or not the transport connection is to be kept, together with an
optional reason code. The encoding for this field shall be:

a) bit1 =0: Transport connection is kept;

b) bit 1 = 1: Transport connection is released:;
c) bit2 =1: User abort;

d) bit 3 =1: Protocol error;

e) bit4 =1: No reason;

f)  bit5=1: Implementation restriction stated in the Protocol Implementation Conformance Statement.

Bits g
The R

-0 are reserved.

eflect Parameter Values field shall only be present if the Transport Disconnect field indicates protogol errd

r and

shall gontain an implementation-defined value and the semantics.
The User Data field shall only be present if the Transport Disconnect field indicates user abort and shall.contain the|arRu-
PPDU|(see clause 7.6.7.1) or ARP-PPDU (See clause 7.6.7.2). The length of the User Data parameter-is limited so that the
total length (including Sl and LI) of the SPDU does not exceed 65 539 octets.
NOTE — The Enclosure Item parameter as defined for the ABORT SPDU by Rec. ITU-T X.225 }ISO/IEC 8327-1 is not re|evant,
aslonly a limited amount of user data will be passed.
8.3.9 Session ABORT ACCEPT SPDU
The Sl field shall be given the value 26.
Therg is no parameter field associated with this SPDU.
8.3.1 Session DATA TRANSFER SPDU
The Jession DATA TRANSFER SPDU consists in principle of two concatenated SPDUSs, where the first one ig a so-
called GIVE TOKEN SPDU. It consists in the form used by this\Directory Specification only of the Sl field, whigh has
the vdlue 1, and a length field with the value zero.
NOTE — Rec. ITU-T X.225 | ISO/IEC 8327-1 defines basi¢zand extended concatenation. Extended concatenation is not uped by
this Directory Specification. Basic concatenation is only-relevant for the DATA TRANSFER SPDU and Table 7 of Recf ITU-
T K.225 | ISO/IEC 8327-1 specifies that the DATA TRANSFER SPDU shall be concatenated with the GIVE TOKEN SPQ)U. As
we are only using the full duplex functional unit, the.Token item is not needed and neither is the User data.
Table 7 — Parameters of the DATA TRANSFER SPDU
PGI M/O Code Pl M/O Code Length
Enclosure Item O 25 1 octet
Wser Information field
The gl field for the DATA TRANSFER SPDU shall also be given the value 1.
User [nformation-field holds the complete or part of a Directory PDU. The L1 field following the Sl field does not irfjclude
the Uper Information field.
The Hnclosure Item PV field, if present, shall indicate whether or not this SPDU is the beginning or end of the Dirgctory
PDU /| This field shall be present if segmenting may be used. This field shall not be present if segmenting shall ot be
used. The encoding for this field shall be:
a) bit 1 =1: Beginning of Directory PDU;
bit 1 = 0: Not beginning of Directory PDU,;
b) bit2 =1: End of Directory PDU;
bit 2 = 0: Not end of Directory PDU.
Bits 3-8 are reserved.
If this field is not present, segmenting is not allowed and this SPDU contains a complete Directory PDU.
Example of encoding:
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If the Enclose Item is not included, the encoding of the concatenated SPDUs would be: '01 00 01 00'H.

If the Enclose is included and the SPDU holds the complete Directory PDU, the encoding of the concatenated
SPDUs would be: '01 00 01 03 19 01 03'H.

8.4 Use of transport service

Before an application-association can be established, a transport-connection, as defined by Rec. ITU-T X.214 |
ISO/IEC 8072, has to be established.

Only the initiator of a transport-connection is allowed to initiate an application-association.
NOTE — This restriction is specified in clause 6.1.4 of Rec. ITU-T X.225 | ISO/IEC 8327-1.

A tra Qpnrf-r‘nnnpr‘finn may he established hy mnpping onta the service as defined hy Rec ITU-T X 214 ! ISQ/EC 8072
or bylestablishing a transport-connection according to the specification in clause 8.5. In the former case, all thé\sgssion
SPDUs are mapped onto T-DATA request and T-DATA indication. In the latter case, all session SPDUs are.carried by
the Uper parameter of the DT TPDU.

Wher] an application-association is refused, or has been successfully connected and subsequently diseonnected, by|abort
or normal release, the supporting transport connection may be either disconnected or reused.

The tfansport connection may be kept for reuse provided that:

a) the application process that established the transport connection requests, retention of the trapsport
connection by parameter in an ABORT SPDU or a FINISH SPDU; or

b) the application process that established the transport connection receiveés a REFUSE SPDU or an ABORT
SPDU which indicates by parameter that the transport connection.is.to be retained.

To ajoid contention for a retained transport connection, only the transport-connection initiator may reuse the trapsport
conngction by issuing a Bind request to establish a new application-association.

The Transport expedited flow is not used.

8.5 OSI Transport Layer on top of TCP

8.5.1 Scope and limitation

This ¢lause defines ISO Transport Service on top of TCP (ITOT).

NOTE 1 — This includes specifying those functions-ef Rec. ITU-T X.224 | ISO/IEC 8073 together with the enhancements defined
by IETF RFC 2126 that are relevant for these Bitectory Specifications.
NOTE 2 — Rec. ITU-T X.224 | ISO/IEC 8073 defines several protocol classes to cope with different qualities of ngtwork
connections. Protocol classes 0 and 2 are.the only protocol classes considered here. These protocol classes have been designed to
belused over a type A network conneetian. A type A network connection is according to Rec. ITU-T X.224 | ISO/IEC 8073 defined
as| "Network connection with acceptable residual error rate (for example, not signalled by disconnect or reset) and acceptal]le rate
of{signalled errors".

NOTE 3 — A TCP connection.enhanced by IETF RFC 2126 is assumed to correspond to a type A network connection.
NOTE 4 — Rec. ITU-TCX:224 | ISO/IEC 8073 specifies mandatory features not needed by these Directory Specificationg. That
megans that an implementation only supporting the OSI Transport Layer on top of TCP as defined here does not conf¢rm to
Rgc. ITU-T X.22444SO/IEC 8073.

Netwprk address structure is specified in clauses 11.3 and 11.4.

Direct use-of’the OSI Network Layer, e.g., direct use of an OSI connectionless-mode network protocol, is not considered
here. Jfthat is required, the relevant OSI documentation has to be consulted.

8.5.2 Overview of the transport-protocol

8.5.2.1 Functions of the transport-protocol

The functions of the transport-protocol are those necessary to bridge the gap between the service available from the TCP
and what is required for supporting the session-protocol as specified in clause 8.3.

The transport-protocol specified here is a connection mode protocol, i.e., a formal transport-connection has to be
established before transfer of data may take place.

A message transmitted between two systems at the transport level is called a transport-protocol-data-unit (TPDU).

Data transfer is in full duplex mode by means of a two-way simultaneous communication.
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The transport-connection is released when it is not needed anymore or as the result of an error condition.

8.5.3

Protocol classes and options

8.5.3.1 General

The functions of the Transport Layer are organized into classes and options.

A class defines a set of functions. Optional functions defined within a class may or may not be implemented.

This Directory Specification specifies two classes, class 0 and class 2, for OSI transport over TCP.
NOTE — These two classes correspond to class 0 and class 2 as specified by Rec. ITU-T X.224 | ISO/IEC 8073.

Durin

g the connection establishment the characteristics of the connection are determined as follows:

8.5.3,

Class
TCP.

Class

8.5.3.

Class
the fo

N
ng

A trapsport-connection may be terminated either with a Disruptive Disconnect or a Non-Disruptive Disconnect.

TPDY

Non-
is not|

A Dis
termi

In bo

— selection of protocol class; and
—  the maximum TPDU size.

P Characteristics of class 0

0 gives basic capabilities and shall be supported by an implementation claiming conformancete'OSI transpon
It includes the following capabilities:

— connection establishment over an already existing TCP connection;
—  data transfer with segmentation;

—  flow control as provided by underlying TCP;

— error reporting; and

—  implicit disconnect by TCP disconnection.

0 provides the simplest type of transport-connection.

B Characteristics of class 2

2 may optionally be supported by implementations claiming conformance to OSI transport over TCP. It in
Ilowing additional capabilities:

—  explicit disconnect instead of implicit disconnect.

DTE — According to clause 4.2.1 of IETF RFC 2126; multiplexing of multiple transport-connections over a TCP conned
t supported by ITOT.

) and a DC TPDU are exchanged in both' cases.

Disruptive Disconnect is performed when there is no application-association using this transport-connection,
to be kept for reuse.

ruptive Disconnect is pefformed when there is an application-association under establishment, established or
hation on this transport-connection at the time the disconnection of the transport-connection is initiated.

[ over

ludes

tion is

A DR

vhich

under

h cases, the DR IPDU Reason code is set to 128+0 ("80'H). In case of Non-Disruptive Disconnect, the Additional
Inforfnation parameter-is set to '‘80'H.

8.5.4 TPDU\types
The fpllowing TPDU types are relevant for this Directory Specification.
Validity within classes
TPDU type See clause Code
Class 0 Class 2

CR TPDU (connection request) X X 8.5.6.1 1110 0000
CC TPDU (connection confirm) X X 8.5.6.2 1101 0000
DR TPDU (disconnect request) X X 8.5.6.3 1000 0000
DC TPDU (disconnect confirm) X 8.5.6.4 1100 0000
DT TPDU (data) X 8.5.6.5 1111 0000
ER TPDU (TPDU error) X X 8.5.6.6 0111 0000

Rec. ITU-T X.519 (10/2016)
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NOTE — Class 0 only uses the DR TPDU to reject a suggested transport-connection establishment, not to initiate a release of an
existing transport-connection.

8.5.5 General TPKT structure

The TCP does not have the concept of a delimited protocol-data-unit, but manages a continuous stream of octets.
Delimitation has to be performed by the overlying protocol. When a TPDU is exchanged using the TCP support, it is
prefixed with additional header fields, which together with the TPDU constitute a transport packet (TPKT). This TPKT
provides the needed delimitation. The structure of a TPKT with the embedded TPDU is shown in Figure 4. The TPKT
header fields are identical for all TPDU types.

Clauses 8.5.5.1-8.5.5.3 describe the TPKT header fields, while clauses 8.5.5.4-8.5.5.7 describe the TPDU parameters.

The TPKT special header fields and the TPDU shall each consist of an integral number of octets. The octets in a TPDU
are n . . i . . .

octet pre numbered from 1 to 8, where bit 1 is the lowest order bit. When consecutive octets are used to represent a bi
numbgr, the lower octet number has the most significant value.

The encoding of TPDUs is shown as follows:
a) octets are shown with the lowest numbered octet to the left; higher numbered octetS)being further fo the

right;
b) within an octet, bits are shown with bit 8 to the left and bit 1 to the right, wher€ bit 8 is the most signifficant
bit.
TPKT
TPDU
) Packet - . ]
Version | Reserved| jgngth | LI 1 Fixed part | VariafQle part Data field
1
h X.519(12)_F04
TPDU code

Figure 4 — TPKistructure
8.5.5/l Version field

This is an 8-bit field that signals the version of the TPKT. It is an unsigned binary encoded integer and it shall haye the
value(3.

NOTE — This is the value specified by IETF RECZQ06 (version 3). This value is kept to allow compatibility with current IETF RFC
1006 implementations. Also, for the same reasan; it is the value specified by IETF RFC 2126.

8.5.5p Reserved field

This s an 8-bit field. It shall be set to-binary zeroes. A receiving system should not try to interpret this field, but should
ignore its content.

8.5.5B Packet length

This iIs a 16-bit field,Atis an unsigned binary encoded integer that gives the total length in octets of the TPKT, including
all the TPKT special‘headers.

8.5.54 Lengtlvindicator field

This J;eld is contained in the first octet of the TPDU. The value shall be an unsigned binary number indicating the length
in octets’of the TPDU, excluding the length indicator field itself and excluding the user data, if any. The maximum|value
shall be 254 (1111 1110).

8.5.5.5 Fixed part

The fixed part contains frequently occurring parameters including the TPDU code. The length and the structure of the
fixed part depend on the TPDU type and in certain cases on the protocol class. If any of the parameters of the fixed part
have an invalid value, or if the fixed part cannot be contained within the header (as defined by L1), this is a protocol error.

The TPDU code field is contained in octet 2 of the TPDU. It is used to signal the type of TPDU.

8.5.5.6 Variable part

The variable part is used to define less frequently used parameters. If the variable part is present, it shall contain one or
more parameters.
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Each parameter contained within the variable part is structured as follows:

Octets\Bits 8 7 6 5 4 3 2 1

1 Parameter code
2 Parameter length (for example m)
3 Parameter value

2+m

Figure 5 — Structure of parameter within variable part

The parameter code is an unsigned binary encoded integer.
The parameter length is an unsigned binary integer that shall hold the length in octets of the parameter value.

The parameters defined in the variable part may be in any order. If any parameter is duplicated, thenthe last valug
be usg¢d. A parameter not defined in this Directory Specification shall be treated as a protocol erraryin any received T
except ina CR TPDU; ina CR TPDU such a parameter shall be ignored.

If the|responder selects a class for which a parameter of the CR TPDU is not defined, it may-ignore this parameter,
for thg alternative protocol class parameter, which shall always be interpreted.

A parpmeter defined in this Directory Specification but having an invalid value shall be treated as a protocol error
received TPDU.

8.5.5. User data field

This field contains transparent user data. Only the DT TPDU has a datg field.
NOTE — Rec. ITU-T X.224 | ISO/IEC 8073 also defines user data forthe CR TPDU, the CC TPDU and the DR TPDU. Ho

all SPDUs defined in clause 8.3 are mapped onto the user datasfield of the DT TPDU. These Directory Specifications h
fufther use of the user data field.

8.5.6 Structure and encoding of TPDUs

8.5.6/L Connection request (CR TPDU)

8.5.6[1.1 Structure

The grocedure for connection establishment is used in both classes to create a new transport-connection.

The initiator initiates a transport-cennection by transmitting a CR TPDU to the responder, which replies witha CC T

if the [connection is accepted. Otherwise, a DR TPDU is returned.
Before sending the CR TPDUY) the initiator assigns the transport-connection being created to a TCP connection.

During the connection ‘eXchange, all information and parameters needed for the operation shall be exchang
negotjated.
NOTE - It isq€ecommended that the initiator start a timer at the time the CR TPDU is sent. This timer should be stopped wh
connectionds:considered as accepted or refused. If the timer expires, the initiator should disconnect the TCP connection.

The fprmat.of the CR TPDU is shown in Figure 6. The fixed part parameters are specified in clauses 8.5.6.1.2t0 8.5

shall
'PDU

xcept

n any

vever,
Ve no

PDU

ed or

en the

6.1.6,

while|the parameters within the variable part field are specified in clauses 8.5.6.1.7 t0 8.5.6.1.13.

1 2 3 4 5 6 7 8 p
' |
CR DST-REF CLASS _
L 11110 0000|0000 0000 0000 0000 SRC[REF OPTION Variable part

Figure 6 — Connection request (CR TPDU)

8.5.6.1.2 Length indicator (LI) parameter
See clause 8.5.5.4.
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8.5.6.

1.3 TPDU code field

This is the CR TPDU code parameter and shall take the value ‘1110 0000'B.

8.5.6.

1.4 DST-REF parameter

The DST-REF parameter shall be set to binary zeroes by the initiator.

8.5.6.

1.5 SRC-REF parameter

SRC-REF parameter shall hold the reference identification of the requested transport-connection as seen by the initiator.
This value shall not be zero and it shall not be a value already in use for an existing transport-connection.

This mechanism is symmetrical and provides identification of the transport-connection independent of the network

connectiaon. The range of references used for transport-connections, in a given system _is a local matter

8.5.6.

Bits
conne

The i
class

Bits 4
Reasq

N
ex
fo

8.5.6.

The d
(calle

The p

A par
N
CH

8.5.6.

This 1arameter is used by the initiator to specify the preferred transport protocol class.

1.6 CLASS OPTION parameter

to 5 of octet 7 are used to negotiate the transport protocol class to be operated over the.reguested tran
ction. This parameter shall take the value:

—  '0000'B for class 0; or
—  '0010'B for class 2.

hitiator may specify class 0 as an alternative protocol class in the variable part-of-the CR TPDU if it has spe]
P as the preferred protocol class.

n 128+2 (‘82'H).

DTE — Rec. ITU-T X.224 | ISO/IEC 8073 specifies that bit 4 and 3 shall always be set to 0. Bit 1 shall be set to 1, if non
plicit flow control is selected, as it is specified by IETF RFC 2126. Rec.MTU-T X.224 | ISO/IEC 8073 specifies that ex
mat shall not be selected if the non-use of explicit flow control is selected, which requires bit 2 to be set to 0.

1.7 Transport-selector parameters

R TPDU may hold two transport-selectors, one for-tkie initiator (calling transport-selector) and one for the resp
i transport-selector).

larameter codes are:
1100 0001 for the calling transport-selector
1100 0010 for the called transport-Selector

pmeter length is the length in gctets of the corresponding transport-selector.

DTE — The maximum length for ajtransport-selector is not defined. However, the length is restricted by the 254 octets ma
R TPDU size.

1.8 TPDU size parameter

5port-

cified

to 1 of octet 7 shall be set to 0001. If the bits are not set as indicated, the responder shall refuse the connectiof with

use of
ended

onder

imum

This parameter defines the proposed maximum TPDU size (in octets including the header) to be used over the reqyested

transgort-connection="The coding of this parameter is:

Paranpeter code: 1100 0000

Parameteriength: 1 octet

Paraneter vaiue: 0000 1101 8192 OCEtS
0000 1100 4096 octets
0000 1011 2048 octets
0000 1010 1024 octets
0000 1001 512 octets
0000 1000 256 octets
0000 0111 128 octets

Default value: 65531 octets.
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8.5.6.1.9 Preferred TPDU size parameter

This parameter defines the proposed maximum TPDU size (in octets including the header) to be used over the requested

transport-connection.

The coding of this parameter is:

Parameter code: 1111 0000
Parameter length: Upto3
Parameter value: A binary value. The binary value indicates the maximum TPDU size, expressed as a multiple of

128 octets. This binary value shall be greater than or equal to 1.

Maximum value 65531 octets

NOTE 1 - Rec. ITU-T X.224 | ISO/IEC 8073 allows the parameter length to be up to 4 octets. However, as the maximum [TPDU

sige is 65531, the maximum value this parameter may take is 511.
NOTE 2 — The maximum value is determined by having a TPKT length of 'FFFF'H minus 4 octets for the TPKT header fie

8.5.6[1.10 Version number parameter

ield shall not be included if class O is the preferred class.

ield may be included if the preferred class is 2. If included, it shall have the following format.
eter code: 1100 0100

eter length: 1 octet

Parameter value: 0000 0001

Defaylt value: 0000 0001

8.5.6[1.11 Protection parameter

The use of this parameter is not defined by this Directory Specification. A receiving system may ignore this param
it is pfesent. This parameter shall not be present if class O is the preferred class.

eter code: 1100 0101

Para

Parameter length: Not defined by this Directopy, Specification

Parameter value: Not defined by this Directory Specification

8.5.6[1.12 Additional option selection parameter

This parameter shall not be present if elass 0 is the preferred class.
Pargmeter code: 1100 0110

Pargmeter length: 1

Pargmeter value: Bit Option
8-2 Not applicable
1 Always set to 0

Not applicakle bits may take any value and shall not be checked by the responder. The default for bit 1 is 0, wh

pter if

ich is
prrect

identicalto'the required setting. If this parameter is present, the responder is only required to check bit 1 for the ¢
setting—tfbit-tissette he shatHrefuse-the-connectionwith-Reason-+8+3-

8.5.6.1.13 Alternative protocol class parameter
This parameter shall not be present if class 0 is the preferred class. It is optional if class 2 is the preferred class.

The coding of this parameter is:

Parameter code: 11000111
Parameter length: 1
Parameter value: 0000 0000 indicating that class 0 is an alternative protocol class.

Rec. ITU-T X.519 (10/2016)

39


https://standardsiso.com/api/?name=6a4089c8e47a2b0321b0693d0fffde78

1SO/I

EC 9594-5:2017 (E)

8.5.6.2 Connection confirm (CC TPDU)

8.5.6.2.1 Structure

! I
CcC CLASS .
LE | 1101 0000 DSTl-REF SRC| REF OPTION Variable part

Figure 7 — Connection confirm (CC TPDU)

8.5.6.2.2 Length indicator (LI) field

See c[ause 8°5.54-
8.5.6.3 TPDU code parameter
This is the CC TPDU code parameter and shall take the binary value 1101 0000.
8.5.6..4 DST-REF parameter
DST-REF parameter shall hold the reference of the initiator, i.e., it shall echo the value of the. SCR-REF parameter of the
corregponding CR TPDU.
8.5.6p.5 SRC-REF parameter
SRC-REF parameter shall hold the identification reference of the transport-connection as seen by the responder} This
value|shall not be zero and it shall not be a value already in use by the respondef.
8.5.6.2.6 CLASS OPTION parameter
Bits g to 5 of octet 7 are used by the responder to specify the selected\transport protocol class. These bits shall take the
value
— 0000 for class 0; or
— 0010 for class 2.
Bits 4 to 1 of octet 7 shall be set to 0001. If the bits are rnot set as indicated, the initiator shall consider it a protocol|error.
If clags 2 is the only class proposed by the initiator and class 2 is not supported by the responder, a DR TPDU shgll be
returrfed with REASON 128+2 and the SRC-REE parameter set to zero to indicate an unassigned reference.
NOTE — An implementation based on IETFR.RFC 1006 may not recognize the above situation and might accept the trafsport-
connection specifying class 0 as the selected class.
8.5.6.2.7 Transport-selector parameters in the variable part parameter
The GR TPDU may hold two transport-selectors, one for the initiator and one for the responder.
The parameter codes are;
1100 0001 for the calling transport-selector
1100 0010-for the responding transport-selector
A parpmeter length is the length in octets of the corresponding transport-selector.
8.5.68.. “TPDU size parameter

This parameter defines the selected maximum TPDU size (in octets including the header) to be used over the accepted
transport-connection. The coding of this parameter is as in clause 8.5.6.1.8.

8.5.6.

2.9 Preferred TPDU size parameter

This parameter defines the selected maximum TPDU size (in octets including the header) to be used over the accepted
transport-connection.

Thec
8.5.6.

oding of this parameter is as in clause 8.5.6.1.9.

2.10 Protection parameter

The use of this parameter is not defined by this Directory Specification. A receiving system may ignore this parameter if
it is present. This parameter shall not be present if class O is the preferred class. For the encoding, see clause 8.5.6.1.11.
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2.11 Additional option selection parameter

This parameter shall not be present if class 0 is the preferred class.

If present, this parameter shall be encoded as specified in clause 8.5.6.1.12. If bit 1 is not set correctly, the initiator shall
consider it a protocol error.

8.5.6.
8.5.6.

3 Disconnect request (DR TPDU)

3.1 Structure

The disconnect request (DR TPDU) is used for refusal of a connection request for both protocol classes.

For class 2, the DR TPDU is also used for initiating an explicit release of a transport-connection without necessarily
releasing the underlying TCP connection. Fither one of the two sides may issue 3 DR TPDU to initiate releas

(see

clausg

8.5.6,
Seec
8.5.6,
This

8.5.6.

14.1 of Rec. ITU-T X.214 | ISO/IEC 8072).

1 2 3 4 5 6 7 8 b
LI DR ! | _
1000 0000 DSTl-REF SRCl-REF REASON Variablepart

Figure 8 — Disconnect request

3.2 Length indicator (LI) parameter
ause 8.5.5.4.

3.3 TPDU code parameter
s the DR TPDU code parameter and shall take the binary value 1000 0000.

3.4 DST-REF parameter

This parameter shall hold the transport-protocol reference of the receiver.

8.5.6.
If the
indica

If the
proto

8.5.6,

The R
follov

The f

3.5 SRC-REF parameters

DR TPDU is sent to reject a requested transport-connection, this parameter shall be filled with binary zer
te that no reference has been allocated by the responder.

DR TPDU is sent to initiate the release-of-an existing transport-connection, this parameter shall hold the tran
col reference of the sender.

3.6 REASON parameter

eason parameter defines thesreason for disconnecting the transport-connection. This parameter shall take one
ving values.

bllowing values may-be used for class 2:
1) 128+0)-“Normal disconnect initiated by session entity.
2) 128%1 Responder congestion at connect request time.
3)-\*128+2 Connection negotiation failed (i.e. proposed class 2 not supported).
4)  128+3 Duplicate source reference detected for the same pair of NSAPs.

Des to

Sport-

of the

5) 1728+4 Mismaiched references.

6) 128+5 Protocol error.

7) 128+6  Not used.

8) 128+7  Reference overflow.

9) 128+8  Connection request refused on this TCP connection.
10) 128+9  Not used.

11) 128+10 Header or parameter length invalid.

The following values can be used for both classes:

12) 0 Reason not specified.
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13) 1 Congestion.
14) *2 No session functionality associated with the transport-address.
15) *3 Address unknown.

NOTE — Reasons marked with an asterisk may be considered as persistent, other reasons as transient.

8.5.6.3.7 Additional clearing information parameter (variable part)

This parameter allows additional information related to the clearing of the connection.

The coding of this parameter is:

Parameter code: 1110 0000

Paral

otor Inngfh: AI"\\JI value prn\/irlnri thatthe Inngfh ofthe DR TPDIU does notexceed the maximum :agrnnri

Parameter value: Additional information. The content of this parameter is not defined by this-Dirg

8.5.6.
8.5.6,

size or 128 when the DR TPDU is used during the connection refusal procedure.

Specification.
1 Disconnect confirm (DC TPDU)

1.1 Structure

1 2 3 4 5 6
I I

LI DC DST-REF SRC:REF
1100 0000 | |

Figure 9 — Disconnect confipm

8.5.64.2 Length indicator (LI) parameter
See clause 8.5.5.4.
8.5.64.3 TPDU code parameter
This is the DC TPDU code parameter and shall take the-binary value 1100 0000.
8.5.64.4 DST-REF parameter
DST-REF parameter holds the identificatior reéference of the transport connection at the remote transport entity and
be sef to the SRC-REF parameter of the DR TPDU received (it may be equal to zero).
8.5.64.5 SRC-REF parameter
SRC-REF parameter holds the-identification reference of the transport connection at the local transport entity and
be sef to the DST-REF parameter of the DR TPDU received (it may be equal to zero).
8.5.6p Data (DT TPBUY)
8.5.6p.1 Structures

1 2 3 4 p

Ll DT |TPDU-NR Lser data

TTIT 0000| and EOT
Figure 10 — Data TPDU for class 0
1 2 3 4 5 6 p
I
DT TPDU-N
L 1111 0000 DSTl‘REF and EOT User data
Figure 11 — Data TPDU for class 2
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NOTE — Extended format as defined in Rec. ITU-T X.224 | ISO/IEC 8073 is not used, as it has no meaning if explicit flow control
at the transport level is not used. Clause 6.5.4 of Rec. ITU-T X.224 | ISO/IEC 8073 specifies: In class 2, whenever a transport entity
requests or agrees to the transport expedited data transfer service or to the use of extended formats, it shall also request or agree
(respectively) to the use of explicit flow control.

8.5.6.5.2 Length indicator (LI) parameter
See clause 8.5.5.4.

8.5.6.5.3 TPDU code parameter
This is the DT TPDU code parameter and shall take the binary value 1111 0000.

8.5.6.5.4 DST-REF parameter

This parameter shall hold the transport-protocol reference of the receiver (only if class 2 has been negotiated).

8.5.6p5.5 TPDU-NR and EOT parameter

EOT |- When set to ONE, it indicates that the current DT TPDU is the last data unit of a complete DT TPDU seqluence
(end ¢f TSDU). EOT is hit 8 of octet 3 in class 0 and bit 8 of octet 5 for class 2.

TPDW-NR — TPDU send sequence number (zero in class 0). It may take any value in class 2 withoutexplicit flow cgntrol.
TPDUW-NR is bits 7 to 1 of octet 3 for class 0, bits 7 to 1 of octet 5 for normal formats in class 2.

8.5.6.6.6 User data field

This field contains (part of) the SPDU or SPDU segment being transmitted.
NOTE — The length of this field is limited to the negotiated TPDU size minus 3 octets'in class 0 and minus 5 octets in class

N

8.5.66 TPDU error (ER TPDU)
8.5.66.1 Structure

1 2 3 4 5 6 0
I
ER REJECT .
LI 0111 0000 DSTl-REF CAUSE Variable part

Figure 12 — Error TPDU

8.5.66.2 Lengthindicator (LI) parameter
See clause 8.5.5.4.

8.5.66.3 TPDU code parameter
This is the ER TPDU code parameter and shall take the binary value 0111 0000.

8.5.66.4 DST-REF parameter

DST-REF parameter<olds the identification reference of the transport connection at the remote transport entity and shall
be sef to the SRC*REF parameter of the rejected TPDU.
8.5.66.5 , REJECT CAUSE parameter

0000 0000  Reason not specified
00000001  Invalid parameter code

0000 0010  Invalid TPDU type

00000011 Invalid parameter value

8.5.6.6.6 Invalid TPDU parameter

Parameter code: 1100 0001
Parameter length: Number of octets of the value parameter
Parameter value: Contains the bit pattern of the rejected TPDU header up to and including the octet which caused

the rejection. This parameter is mandatory in class 0.
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8.5.7 Use of the service provided by TCP

The use of the service provided by TCP is expressed by reference to the conceptual calls as defined in clause 3.8 of
IETF RFC 793.

8.5.7.1 TCP connection establishment (socket connection)

A connection is established by the DUA or DSA issuing an active OPEN call and by the replying system having an
outstanding passive OPEN call (see clause 3.4 of IETF RFC 793).

When issuing an active OPEN, the initiator shall:
a) Specify the socket (IP address and TCP port number) of the responder as determined from:
— information returned in a ContinuationReference as the result of a previous communication; or

— locally held information.

b) Set the active flag.

NOTE 1 — Because many operating systems do not support fixed outgoing TCP ports, only the dynamic allocation/of lochl port
numbers is assumed here, but it is not an error to specify a local port number if support is provided for that.

An agtive OPEN will fail if the responder has not issued a passive OPEN.

Wher issuing a passive OPEN, the responder shall:

a) Specify the local port number to be used. The "well known" TCP port nurilder 102 is reserved for |[TOT.
It is allowed to use another port number.

NOTE 2 — It is suggested that the TCP keep alive mechanism be selected, as this ensures.tfie’reporting of network connection loss.

8.5.7p Data transfer

Wher a DUA or DSA issues a SEND call to send a TPDU:
—  the PUSH flag shall be set to ensure immediate delivery;and

—  the URGENT flag shall not be set.

NOTE — For performance reason it is suggested that the Nagle algotithm (IETF RFC 896) be disabled (using the TCP_NODELAY
sofket option). This feature allows TPKT data to be sent without délay.

8.5.78 TCP connection release

The cpnnection can be released by either:

—  closing the connection, which lgads to terminating gracefully the message flow; or
—  aborting the connection, whick’leads to the deletion of ongoing messages.

8.5.78.1 Orderly release
An orderly release ensures that data/in transit is not lost (see clause 3.8 of IETF RFC 793).
Eithef side may at any time Gnitiate an orderly release by issuing a CLOSE.

An orderly release is disruptive under the following conditions:

— when'supporting a transport-protocol class 0 class and the overlying application-association has not been
terminated; and

—«_When supporting a transport-protocol class 2 class and the overlying transport-connection has no{ been
terminated.

8.5.7.32—TCPabort

A system should only issue an ABORT whenever it detects a serious exception, such as an abnormally functioning
communication partner.

8.5.8 Elements of procedures for the transport-protocol
8.5.8.1 Segmenting and reassembling
The segmenting and reassembling procedure is used in both classes to map an SPDU onto TPDUs.

A system shall map an SPDU onto an ordered sequence of one or more DT TPDUSs. This sequence shall not be interrupted
by other DT TPDUs on the same transport-connection.

All DT TPDUs except the last DT TPDU in a sequence greater than one shall have a length of data greater than zero.
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The EOT parameter of a DT TPDU indicates whether or not there are subsequent DT TPDUSs in the sequence.

8.5.8.2 Connection establishment

A transport-connection is established by means of the initiator transmitting a CR TPDU to the responder, which replies
with a CC TPDU.

Before sending the CR TPDU, the initiator assigns the transport-connection being created to one TCP connection. It is
this TCP connection over which the TPDUs are sent.

Only the initiator of a TCP connection may initiate a transport-connection on that TCP connection.

During this exchange, all information and parameters needed for the two parties to operate shall be exchanged or
negotiated.

8.5.8p.1 References

Each pystem chooses a reference for the transport connection to be used by the peer system in the DST-RER)pargmeter
when|sending TPDUSs to that system.

This |mechanism is symmetrical and provides identification of the transport-connection independent of thel TCP
conngction. The range of references used for transport-connections for a given system is a local matter.

8.5.8p.2 Transport selectors

Calling, Called and Responding Transport-Selectors (optional) — When the TCP/IR-addressing (IP address andl Port
Number) unambiguously defines the transport address, this information may be omitteck

A trasport-selector parameter with a length indicator set to zero shall be treated-as having the "nil selector value".
NOTE — This requirement is as specified in clause 9.5.2 of Rec. ITU-T X.650 | ISO/EC 7498-3 for the calling and called trafsport-
selector. For the responding transport-selector, this requirement is specified in.elause 13.2.3 of Rec. ITU-T X.224 | ISO/IE] 8073.

8.5.8p.3 Protection parameter

This parameter and its semantics are not defined by this Directofy; Specification. A system shall be able to receive this
paranpeter, but may ignore its content.

8.5.8p.4 Protocol class negotiation

Protogol class negotiation is optional. If the initiator’does not support protocol class negotiation, it shall specify cjass 0
as thel preferred protocol class.

If thelinitiator supports protocol class negotiation, it may specify either class 0 or 2 as the preferred protocol class.|If the
prefefred class is class 2, it may propose class 0 as an alternative class. If the preferred class is class 0, it shall not propose
an altrnative class. The initiator shouldassume when it sends the CR TPDU that its preferred class will be agreed tp, and
commnence the procedures associated with that class.

If the| initiator does not specify~the class options according to the above, it shall by the responder be considered as a
protogol error.

If the Fesponder does netsupport protocol class negotiation, it may return class 0 as the selected protocol class indepgndent
of whiat the initiatorpecifies.
Wher] the respoder supports protocol class negotiation, it shall select one class according to the following:

—wif the preferred transport protocol class in the CR TPDU is class 0, then class 0 shall be returned in the CC
TPDU:

Hthe nrefarrad trancnart nrotocoal class intha CR TPDL) ic clacs 2
H-Re-preteHeatHaRspetproteco-tiasSHARe- o1 IH5-61a5S =<

class 0 or class 2 shall be returned; and

and-the-alternativeclass-isclass-3. then
—aRetHeaHeHRatVe-caSSHSG1aSS Y,

— if the preferred transport protocol class in the CR TPDU is class 2, and no alternative class is specified,
then class 2 shall be returned. If class 2 is not supported by the responder, a DR TPDU shall be returned
with REASON 128+2 and the SRC-REF parameter set to zero to indicate an unassigned reference.

The responder shall indicate the selected class in the CC TPDU and shall follow the procedures for the selected class.

If the preferred class is not selected, then on receipt of the CC TPDU, the initiator shall adjust its operation according to
the procedures of the selected class.

The initiator shall terminate the transport connection if:
— the initiator specifies the preferred class as class 2 and does not specify class 0 as an alternative class; and
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8.5

—  the responder accepts the connection specifying class 0 as the selected class.

.8.2.5 TPDU size negotiation

There are two mechanisms for negotiating the maximum TPDU size as specified by clauses 8.5.6.1.8 and 8.5.6.1.9 and
further developed under a) and b) below.

a) TPDU size can be considered as the primary mechanism. It is optional and does not have to be supported
by the initiator or responder. However, in its absence it has the default value of 65531 octets.
NOTE 1—Rec. ITU-T X.224 | ISO/IEC 8073 specifies a default of 128 octets, which is also the minimum TPDU size.

IETF RFC 1006 and IETF RFC 2126 (and this Directory Specification) specify a default of 65531 octets, which is the maximum
TPDU size. This means that the maximum TPDU size is used when no TPDU size negotiation is performed.

The initiator may propose a maximum size for TPDUs, and the responder may accept this value or respond

18).

If this parameter is absent, the TPDU size defaults to 65531 octets (unless the preferred maximum TPDU
size parameter is included in the CR TPDU and supported by the responder).

An initiator shall support all the listed values for the maximum TPDU size as given in clause 8.5.6.1.8 up
to and including the maximum TPDU size proposed in the CR TPDU.

b) Preferred maximum TPDU size — The value of this parameter, multiplied by 128,viélds the proposged or
accepted maximum TPDU size in octets. The initiator may propose a preferred-maximum size for TPDUs
and the responder may accept this value or respond with a smaller value.

NOTE 2 — If this parameter is used in a CR TPDU without also including the TPDU size parameter, this will result in a mafimum
THDU size of 65531 octets being selected if the responder does not recognize the preferred TPDU size parameter. Therefole, it is
regommended that both parameters be included in the CR TPDU.

If the preferred maximum TPDU size parameter is present in a CRITPDU, the responder shall either:

— ignore the preferred maximum TPDU size parameter andyfollow TPDU size negotiation as defiped in
a) above; or

— use the preferred maximum TPDU size parametehto determine the maximum TPDU size req%(]ested

by the initiator and ignore the TPDU size parameter or its default value. In this case, the responder
shall use the preferred maximum TPDU size parameter in the CC TPDU and shall not includle the
TPDU size parameter in the CC TPDU.

If thg preferred maximum TPDU size parameter is.not present in the CR TPDU, it shall not be included |n the

corregponding CC TPDU. In this case, TPDU size negotiation is as defined in a) above.

8.5.8p.6 Option negotiation

Therd is no option negotiation.

8.5.8p.7 Version ndumber

This parameter is.onty used in the CR TPDU and only for class 2 (see clause 8.5.6.1.10).

8.5.8. Connection refusal

NOTE 3 — If the resulting suggested maximum TRDU size based on the considerations above is not the default maximum [TPDU
sige of 65531 octets, then the responder shouldiinelude a selected TPDU size in the CC TPDU, as omission of this will result in an
implied selected value of 65531 octets, which would violate a) or b) above.

NOTE - Rec. ITU-T X.224 | ISO/IEC 8073 and IETF RFC 2126 define protocol options to be set according to the communigations
reuirements. However, these Directory Specifications require all the options to be fixed (see clauses 8.5.6.1.6 and 8.5.6.1.12).

The donnection refusal procedure is used in both classes when the responder refuses a transport-connection in response

to a GRIRBU-

If a transport-connection cannot be accepted, the responder shall respond to the CR TPDU with a DR TPDU. The Reason
shall indicate why the connection was not accepted. The source reference parameter in the DR TPDU shall be set to zero
to indicate an unassigned reference.

If a DR TPDU is received, the initiator shall regard the connection as released.

The responder shall respond to an invalid CR TPDU by sending an ER or DR TPDU. If an ER TPDU is received in
response to a CR TPDU, the initiator shall regard the connection as released.

46

NOTE 1 — When the invalid CR TPDU can be identified as having class 0 as the preferred class, it is recommended to respond
with an ER TPDU. For class 2 either an ER TPDU or DR TPDU may be sent.

NOTE 2 — If the optional supervisory timer TS1 has been set for this connection, then the initiator should stop the timer on receipt
of the DR or ER TPDU.
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NOTE 3 - It is a local matter whether the initiator releases the network connection if no transport-connections are currently assigned
to it.

8.5.8.4 Normal release

The release procedure is used to terminate a transport-connection. The implicit variant is used only in class 0. The explicit
variant is used only in class 2.

NOTE — When the implicit variant is used for class 0, the lifetime of the transport-connection is directly correlated with the lifetime
of the TCP connection. The use of the explicit variant of the release procedure for class 2 enables the transport-connection to be
released independently of the underlying TCP connection.

8.5.8.4.1 Procedure for implicit variant

In the implicit variant, both the initiator and the responder disconnect a transport-connection by disconnecting the TCP
conndction to which 1T 1S assigned. See also clause 8.5.7.3.1.

8.5.8/4.2 Procedure for explicit variant

Wher the release of a transport-connection is to be initiated, a transport entity:
a) Ifit has previously sent or received a CC TPDU shall:

1) senda DR TPDU;

2) discard all subsequently received TPDUs other than a DR, DC or ER TPDU;

3) consider the transport-connection released on receipt of a DR, DC orER TPDU.
b) If a) is not applicable and if there is an outstanding CR TPDU, it shalwait for the acknowledgemgnt of

the outstanding CR TPDU; if it receives a CC TPDU, it shall follow the procedures in item a) abovq.
NOTE 1 — This requirement ensures that the transport entity is aware of the remoté reference for the transport-connection.

A trampsport entity that receives a DR TPDU shall:

c) Ifit has previously sent a DR TPDU for the same transport-connection, consider the transport-conngction
released.

d) If it has previously sent a CR TPDU that has{not been acknowledged by a CC TPDU, considgr the

connection refused. If the SRC-REF is not zerg, a DC TPDU shall be sent using the SRC-REF as the|DST-
REF.

NOTE 2 — In this case, the DR is associated to that connection regardless of the SRC-REF parameter.
e) If ¢) and d) are not applicable, send a DC TPDU and consider the transport-connection released. [If the

received DR has the DST-REF parameter set to zero, then a DC with SRC-REF set to zero shall bg sent,
regardless of the local reference.

NOTE 3 — If the entity receiving such a R TPDU has previously decided to negotiate down the class, this entity is always ehtitled
to|consider such a DR TPDU as spurious. Since no association has been made the transport-connection is not released|at the
responder side but the CC TPDU when sent, will be answered by a DR TPDU (spurious CC TPDU).

NOTE 4 — When the transport-connection is considered as released, the local reference is available for re-use.

NOTE 5 — After the releasé.ef a transport-connection, the network connection can be released or retained to enable its re-yise for
th¢ assignment of other¢ransport-connections.

NOTE 6 — When a transport entity is waiting for a CC TPDU before sending a DR TPDU and the TCP connection is relegsed, it
shpuld consider thedransport-connection released.

8.5.8p Error'release

TCP gbert or a TCP abort is received from the peer system.

This rocedure is used only in classes 0 and 2 to release a transport-connection when either the local system is isspiing a

When either a TCP abort is issued or a TCP abort is received for a TCP connection, a transport-connection using this TCP
connection, the system shall consider that the transport-connection is released and so inform the TS-users.

On receipt of an N-RESET indication:
— Inclass 0, an N-DISCONNECT request shall be issued.

— Inclass 2, itis a local choice to issue an N-RESET response or an N-DISCONNECT request; one of these
primitives shall be issued.
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9

IDM protocol

This clause defines the Internet Directly Mapped Protocol (IDM), a mapping of request-response service elements directly
onto the Internet TCP/IP protocol, bypassing the ACSE, Presentation, Session and Transport layers of the OSI model.
The protocol is deliberately minimal and is designed for simplicity of implementation. It is connection-oriented and is

fully

The protocol makes use of a number of protocol-data-units to transfer bind, request, response and error messages.

9.1

asynchronous.

IDM-PDUs

The messages of the Internet Directly Mapped protocol are conveyed over a TCP/IP connection as protocol-data-units
called IDM-PDUs and are mapped onto TCP/IP as specified in clause 9.6. The TCP/IP connection may optionally be

prote
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definition for an IDM-PDU follows.
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PDU { IDM-PROTOCOL : protocol} ::= CHOICE {

hd [0] IdmBind{{protocol}},
hdResult [1] IdmBindResult{{protocol}},
hdError [2] IdmBindError{{protocol}},

Huest [3] Request{{protocol.&Operations}},
ult [4] IdmResult{{protocol.&Operations}},
or [5] Error{{protocol.&Operations}},
ject [6] IdmReject,

ind [7] Unbind,

rt [8] Abort,

rtTLS [9] StartTLs,

SResponse [10] TLSResponse,

}

ind{IDM-PROTOCOL:Protocols} ::= SEQUENCE {
btocolID IDM-PROTOCOL. &id ({Protocolsy})),
l1ingAETitle [0] GeneralName OPTIONAL,

lledAETitle [1] GeneralName OPTIONAL,

gument [2] IDM-PROTOCOL.&bind-operation.&ArgumentType
({Protocols}{@protocolID}),

}

indResult{IDM-PROTOCOL:Protocols}, :“:= SEQUENCE {
btocolID IDM-PROTOCOL. &id ({Protocols}),
pondingAETitle [0] GeneralName OPTIONAL,
ult [1] IDM-PROTOCOL.&bind-operation.&ResultType
({Protocols} {@protocoliID}),
}
indError { IDM-PROTOCOL :Protocols} ::= SEQUENCE {
btocolID IDM-PROTOCOL. &id ({Protocols}),
Fcode IDM-PROTOCOL. &bind-operation. &Errors. &errorCode OPTIONAL
ppondingAETitle./ [0] GeneralName OPTIONAL,
'itleError ENUMERATED {

tallingAETitleNotAccepted (0),

ralledAETitleNotRecognized (1),

...} OPTIONAL,

ror [1] IDM-PROTOCOL.&bind-operation.&Errors.&ParameterType
({Protocols}{@protocolID}),

}

Request{OPERATION:Operations} ::= SEQUENCE {
invokeID INTEGER,
opcode OPERATION. &operationCode ({Operations}),

argument OPERATION.&ArgumentType ({Operations}{Q@opcode}),

}

IdmResult{OPERATION:Operations} ::= SEQUENCE {
invokeID INTEGER,
opcode OPERATION. &operationCode ({Operations}),

result OPERATION. &ResultType ({Operations} {Qopcode}),

}

Error {OPERATION:Operations} ::= SEQUENCE ({
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invokeID
errcode
error

INTEGER,
OPERATION. &Errors. &errorCode ({Operations}) ,
OPERATION. &Errors. &ParameterType ({Operations} {@errcode}),

}

IdmResult{OPERATION:Operations} ::= SEQUENCE {
invokeID INTEGER,
opcode OPERATION. &operationCode ({Operations}),

result OPERATION. &ResultType ({Operations} {Qopcode}),

}

Error {OPERATION:Operations} ::=
invokeID INTEGER,

er

IdmReject ::= SEQUENCE ({
inpokeID INTEGER,
rehson ENUMERATED {

istypedPDU
HuplicateInvokeIDRequest
hnsupportedOperationRequest
hinknownOperationRequest
mistypedArgumentRequest
resourceLimitationRequest
inknownInvokeIDResult
mistypedResultRequest
hinknownInvokeIDError
hinknownError

...},
}

Unbipd ::= NULL

Aborfk ::= ENUMERATED {

mipgtypedPDU
unpoundRequest
inyalidPDU
regourceLimitation
cohnectionFailed
inyalidProtocol
repsonNotSpecified

- }

StargkTLS ::= NULL

(0),
(1),
(2),
(3),
(4),
(3)s
(6)%

SEQUENCE {

errcode OPERATION. &Errors. &errorCode ({Operations}) ,

(0),
(1),
(2),
(3),
(4),
(3),
(6),
(7),
(8),
(9),

mnistypedParameterError (10),
hinsupportedIdmVersion (11),
hinsuitableIdmVersion (12),
invalidIdmVersion (13),

ISO/IEC 9594-5:2017 (E)

sufcess
operationsError
prptocolError
unpvailable

(0),
(1),
(2),
(3),

TLSREsponse : :=ENUMERATED {

-}

A bind PDU is sent to request a binding between the sender and the responder. protocolID identifies the IDM-
PROTOCOL protocol to be used (see clause 9.4). argument is a value for the ARGUMENT field of the BIND-OPERATION of
the identified protocol. callingaETitle is the name of the local application entity sending the bind PDU.
calledAETitle is the name of the remote application entity to which the bind PDU is being sent.

A bindResult PDU is returned in response to a successful bind request. protocolID is the same value sent in the
corresponding bind PDU. result is a value for the RESULT field of the BIND-OPERATION of the identified protocol.
respondingAETitle is the name of the remote application entity which sent the bindResult.

An IdmBindError PDU is returned in response to an unsuccessful bind request. protocolID is the same value sent in
the corresponding bind PDU. error is a value for the PARAMETER field of the ERROR. respondingAETitle iS the
name of the remote application entity which sent the IldmbindError. aETitleError IS Set to
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callingAETitleNotAccepted if an Idmbind PDU is received and the supplied callingAETitle is not acceptable
to the called system. aETitleError iS Set {0 calledAETitleNotRecognized if an IldmBind PDU is received and the
remote application entity knows the application entity which is binding, but does not accept the calledaETitle Sentin
the IdmBind PDU as its own name.

A request PDU is sent to request an operation. invokeID identifies a particular request and its associated responses,
and is a positive integer chosen to be different to the value sent in any previous request over that TCP/IP connection.
opcode is the code for one of the operations listed against the oPERATIONS field of the chosen protocol. argument is a
value for the ARGUMENT field of the OPERATION identified by opcode.

NOTE — InvokeId in ITU-T X.500 systems is semantically equivalent t0 messageID in LDAP systems, as defined in
clause 4.1.1.1 of IETF RFC 4511.

A result PDU is returned in response to a successful operation request. invokeID and opcode are the same values as
sent if the request PDU to which this PDU is a reply. result is a value for the RESULT field of the OPERATION idertified
by ogcode.

An exror PDU is returned in response to an unsuccessful operation request. invokeID has the same value as sentfin the
requept PDU to which this PDU is a reply. errcode is the code for one of the errors listed against the-ERRORS figld of
the ogeration in the request PDU. error is a value for the PARAMETER field of the ERROR identified’hy errcode.

A reject PDU is returned in response to a protocol error detected in a received request, result or error PDU from
which) an invoke ID can be recovered. invokeID is the invoke ID of the received PDU that\was in error. reasoq is an
integgr code for the error, as described in clause 9.4.

An ugbind PDU is sent to close a binding in an orderly manner, as described in clause 9.2. It has no parameters.

A startTLs PDU is sent by the TCP/IP initiator to request TLS establishment.

A tLEResponse PDU is sent by the TCP/IP responder following receipt of a startTLs PDU. A tLSRespornfse of
success indicates that the responder is willing and able to negotiate TLSA tLSResponse Other than success indicates
that tie responder is either unwilling or unable to negotiate TLS. The\responder shall return an operationsErrdr if it
detects any incorrect operations sequencing, such as receipt of a startTLs PDU after TLS has already been establjshed.
The responder shall return a protocolError if it does not support TLS, either by design or current configuration. The
respopder shall return unavailable if it supports TLS butis unable to establish TLS at the time of the stagtTLs
requept.

9.2 Sequencing requirements

9.21 Binding

The ipitiator of the TCP/IP connection shall send the bind PDU to the responder. The responder shall reply by sending
eithera bindResponse 0Or a bindError PDU. Once the bindResponse PDU has been received, an association {s said
to be Jn place between the initiator and the responder.

The initiator shall send a bind‘PDU before sending request PDUs. It may send request PDUs after sending the|bind
PDU put before receiving.a.bindResponse 0fr bindError. The responder shall process and reply to a received|bind
PDU pefore processing and replying to received request PDUSs.

If the|protocol permits the responder to initiate requests, the responder may initiate such requests as soon as it has pent a
bindResponse\PDU. The initiator shall process the bindrResponse before replying to received request PDUSs.

If a HindError is received, the initiator may choose whether to attempt another bind by sending a new bind PIDU or
whethettg close the TCP/IP connection.

If both application entities use the AETi t1le information of the bind PDU, a bindError PDU with aETitleError Set
t0 callingAETitleNotAccepted Of calledAETitleNotRecognized Can be received as a response to a bind PDU.

9.2.2 Unbinding

When the DAP protocol is being used, only the initiator of the bind shall send an unbind PDU. For any other protocol,
either the initiator or responder may send an unbind PDU. An unbind is destructive in that the results of any outstanding
operations are lost (undefined). To avoid loss of data, the initiator should only unbind when all requests have been
responded to.

Either the initiator or responder may close the underlying TCP/IP connection at any time. Any outstanding requests are
lost.
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9.2.3 Requests and responses

A request PDU may be sent at any time after sending a bind PDU or bindResult PDU, and requests the recipient of
the PDU to perform the indicated operation. The recipient of the request PDU shall reply with a result, error, or
reject PDU.

Requests are asynchronous and the order of the responses is not guaranteed to be the same as that of the requests.

The receiver of a response shall use the invoke ID as the primary indicator of the request to which the response belongs,
and shall reject the response if the invoke ID is in error.

9.24 Rejects

The reject PDU shall be used to indicate that a problem was encountered in processing a request, result, Of error
PDU.

If any| other protocol error occurs or if the invoke ID cannot be determined, the connection shall be closed.

9.3 Protocols

Protogols for use within the IDM protocol are defined through the use of the 1bM-PROTOCOL information object|class,
defingd as follows:

IDM-PROTOCOL ::= CLASS {
&bind-operation OPERATION,
&Operations OPERATION,
&if OBJECT IDENTIFIER UNIQUE }

WITH| SYNTAX {
BIND-OPERATION &bind-operation
OPERATIONS &Operations
ID &id }

Each [instance of an I1DM-PROTOCOL class defines the Bind operation-and request/response operations for use withjin the
IDM |protocol. The bindOperation field defines the operationsto be used for binding; the ARGUMENT field qf this
operation is used with the bind PDU that signals the protocol,‘the REsULT field is used with the bindrResult PDY, and
one of the errors given in the ERRORS field of this operation’is used with the bindError PDU. The Operationg field
defings the operations that may be used within the requést, result and error PDUs of the IDM protocol. The id field
is the[protocol identifier. It also implicitly determinesithe application context for a Bind operation. As a consequepce, a
separgte IDM-PROTOCOL is defined for each required application context.

94 Reject reasons

A reject PDU is returned in responsg:to various error conditions. The error conditions and the reason code with yhich
they gre signalled are described belaw:.

A mistypedPDU reason is returned if the PDU is invalidly constructed.

A duplicateInvokeIBDRequest reason is returned if a request PDU is received and the invokeID has prevjously
been pised since the cannection was established.

An unsupported@perationRequest reason is returned if a request PDU is received and the requested operation is
not sypported.

An upknownOperationRequest reason is returned if a request PDU is received and the requested operatjon is
unkngwan,

A mistypedArgumentRequest reason is returned if a request PDU is received and the argument is invalidly
constructed.

A resourceLimitationRequest reason is returned if a request PDU is received and no operations can be performed
because of resource limitations.

An unknownInvokeIDResult reason is returned if a result PDU is received and the invokeID does not match that
of an operation to which a response is expected.

A mistypedResultRequest reason is returned if a result PDU is received and the result is invalidly constructed,
or the opcode does not match that of the corresponding request PDU.
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An unknownInvokeIDError reason is returned if an error PDU is received and the invokeID does not match that of
an operation to which a response is expected.

An unknownError reason is returned if an error PDU is received and the indicated error does not belong to the
indicated protocol or is not permitted as a response to the operation.

A mistypedParameterError reason is returned if an error PDU is received and the parameter is invalidly
constructed, or the opcode does not match that of the corresponding request PDU.

9.5 Abort reasons

An abort PDU is returned in response to various error conditions which are not covered by the Reject or the
BindError PDU. The error conditions and the reason code with which they are signalled are described below:

A mistypedPDU reason is returned if the PDU received has an invalid construction.

An uhboundRequest reason is returned if a request PDU request is received before an association’ has| been
established.

An imvalidPDU reason is returned if a DSA gets a PDU which is not an IDM-PDU.

A resourceLimitation reason is returned if a Bind PDU is received and no operations can be performed becapise of
resoufce limitations, e.g., maximum number of connections exceeded.

A cohnectionFailed reason is returned if the DSA was not able to create the TCP/IP connection in order to 4end a
Bind|PDU.

An ipvalidProtocol reason is returned if a resultBind, a BindResult Of a' BindError PDU is received and the
protpcolID is unknown or not supported.

A reasonNotSpecified reason is returned if the initiator or the respontler wants to close the association for any|other
reason.
NOTE — An abort may be generated by the underlying service of the initiator, resulting in protocol that will not flow acrgss the
copnection, e.g., returning an abort with unboundRequest woild\be initiated by the underlying service as opposed to the target
syptem which cannot be reached.

9.6 Mapping onto TCP/IP

Binary data resulting from encoding is partitioned and placed in one or more segments to be sent over the TCP/IP
conngction. Each segment has a header and.cdrries the next fragment or portion of the encoded data. The division|of an
IDMPDU into fragments and the size of‘any fragment are the choice of the sender and carry no significancg. All
fragments of an IDM-PDU shall be sent:before another IDM-PDU is sent.

The format of a segment is determined by the version of the segment. New versions are introduced as additional
inforration is required in the header. The first octet is the version field.

The Mersion number shall be“the same for all IDM-PDUs within an application-association. If a request or respopse is
receiJed violating this rule;the receiver shall return an 1dmReject with reason code invalideIdmVersion. This|reject
shall pe transferred using the version agreed for the application-association.

If the|ve rsion-figld indicates an unsupported version, the receiving DSA shall return an IdmReject with reasor) code
unsupportedIdmVersion. This reject shall be transferred using a version 1 format.

An implementation shall support the version 1 format in the response to an IdmBind.

A D e one
suggested in the format suggested by the IdmBind. In this case, an IdmReject with reason code
unsuitableIdmVersion shall be returned. This reject shall be transferred using the same version as used for the request.

The format for a version 1 segment (header plus fragment of an IDM-PDU) is as follows:

version final length data
(1 octet) i (1 octet) (4 octets) (length octets)

version indicates the version of the IDM-PDU and its mapping onto TCP/IP. The version described in this Directory
Specification shall be indicated with the value 1. All packets on a connection shall have the same value of version.

For version 1, each IDM-PDU is encoded using the ASN.1 basic encoding rules without restriction.
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The format for a version 2 segment is as follows:

version final encoding length data
(1 octet) | (1octet) i (2 octets) (4 octets) (length octets)

encoding indicates which transfer syntax(es) other than basic encoding rules (BER) are supported. This field is
considered as a bit string containing 16 bits defined as follows:

The
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The ipitiator shall not send“any PDUs following this request until it has received a TLSResponse PDU.

9.8.2

Two 1

9.8.2.

The jlher bits are reserved for future use.

i.  bit 1: distinguished encoding rules (DER);

ii. bit 2: packed encoding rules (PER), basic aligned variant;
iii. bit 3: packed encoding rules (PER), basic unaligned variant;
iv. bit 4: XML encoding rules (XER).

ncoding field of IdmBind request specifies all the supported encoding rules. In the IdmBind response, at

ponding encoding rules shall be used; otherwise basic encoding rules shall be used. The encoding field is no

gnificant octets. The minimum value of length is 1. For performance reasons;-it is recommended that the
PDU be contained in one segment if the length can be expressed in the 4 octets of the length field;
entation should only be used if the length of the IDM-PDU cannot be expressed in 4 octets.

holds the next fragment of the IDM-PDU being conveyed, or the whole IDM-PDU if the whole value is con
fragment.
Addressing

M-style communications endpoint is defined by its IP-address and its port number, and can be written in the ng
'F RFC 1738 as:

idm://host:port

Use of TLS

TLS establishment

pitiator of the TCP/IP\Cennection may at any time request the establishment of TLS by sending a StartTLs

TLS closure

orms of LS closure are supported: graceful and abrupt.

1 ~ Graceful closure

most,

f the bits set in the IdmBind request can be set. If the encoding field of the IdmBind response-is-not zeto, the

t used

er PDUs and shall contain zero.

1 indicates whether data holds a non-final IDM-PDU fragment (value 0), or the whole value or final fragment
1).

th is the length of data field in octets. It is sent in 'network octet order’ with\more significant octets pred

eding
vhole
IDM

veyed

tation

51 Network address format for an IDM.access point is specified in clause 11.3.2. Alternatively, the URI format as
specified in clause 11.4 may be used.

PDU.

Either the TCP/IP Initiator or responder may terminate the TLS connection by sending a TLS closure alert. Upon sending
this alert, it shall cease sending any further TLS Record Protocol PDUs and shall ignore any received TLS Record Layer
PDUs until it receives a TLS closure alert from the other party. Once it has received the TLS closure alert, it may continue
to send and receive IDM PDUEs.

Upon receipt of a TLS closure alert that it did not solicit, a party may choose whether to leave the underlying TCP/IP
connection intact. If it chooses to leave the connection intact, it shall immediately respond with a TLS closure alert, after
which it may send and receive IDM PDUs. After a TLS connection has been closed, a DSA shall not respond to any
requests that were received prior to closure of the TLS connection.

Either party may choose to drop the underlying TCP/IP connection after sending or receiving a TLS closure alert.
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9.8.2.2 Abrupt closure

Either the TCP/IP initiator or responder may abruptly close a TLS connection by closing the underlying TCP/IP
connection.

10 Directory protocol mapping onto the IDM protocol

This clause gives definitions for mapping the Directory protocols onto the IDM protocol. The complete
DirectoryIDMProtocols module is given in Annex E. The components are repeated in this clause for clarity.

10.1 DAP-IP protocol

The PAP-IP protocol dap-ip (Directory Access Protocol over TCP/IP) is used to invoke operations, df the
DireftoryAbstractService abstract service. It is defined as:

DAP-[[DM-PDUs ::= IDM-PDU{dap-ip}

dap-fip IDM-PROTOCOL ::= {
BIND-OPERATION directoryBind
OPERATIONS {read |

compare |

abandon |

list |

search |

addEntry |

removeEntry |

modifyEntry |

modifyDN |

administerPassword |

changePassword }

D id-idm-dap }

The gperation and error codes for this protocol are the same as:.those given in clauses 6.4.1 and 6.5.1.

Only DUAs shall initiate connections using this protocol=Only the initiator of a connection shall request operati¢ns of
the protocol.

10.2 DSP-IP protocol

The PSP-IP protocol dsp-ip (Directory_System Protocol over TCP/IP) is used to invoke operations df the
DistfibutedOperations abstract service. It is defined as:

DSP-[[DM-PDUs ::= IDM-PDU{dsp~ip}

dsp-fip IDM-PROTOCOL ::=_A{

BIND-OPERATION dSABind

OPERATIONS {€hainedRead |
chainedCompare |
chainedAbandon |
chainedList |
chainedSearch |
chainedAddEntry |
chainedRemoveEntry |
chainedModifyEntry |
chainedModifyDN |
chainedAdministerPassword |
chainedChangePassword |
chainedlLdapTransport |
chainedLinkedLDAP }
ID id-idm-dsp }

The operation and error codes for this protocol are the same as those given in clauses 6.4.1 and 6.5.1.

DSAs may use this protocol, and both the initiator and the acceptor of a connection may request operations of the protocol.
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DISP-IP protocol

The DISP-IP protocol disp-ip (Directory Information Shadowing Protocol over TCP/IP) is used to invoke operations
of the DirectoryShadowAbstractService abstract service. It is defined as:

DISP

disp

-IDM-PDUs ::= IDM-PDU{disp-ip}

-ip IDM-PROTOCOL ::= {

BIND-OPERATION dSAShadowBind
OPERATIONS {requestShadowUpdate |

updateShadow |
coordinateShadowUpdate}

ID id-idm-disp }
The gperatiomanderror codes for this protocot are the same as those giverT i Crauses 6-4-2and 6.5.2-
DSA4 may use this protocol, and both the initiator and the acceptor of a connection may request operations of the prg
104 DOP-IP protocol
The DOP-IP protocol dop-ip (Directory Operational Binding Protocol over TCP/IP) is used to invoke operations
OperhtionalBindingManagement abstract service. It is defined as:
DOP-[[DM-PDUs ::= IDM-PDU{dop-ip}
dop-fip IDM-PROTOCOL ::= {
BIND-OPERATION dSAOperationalBindingManagementBind
OPERATIONS {establishOperationalBinding |
modifyOperationalBinding |
terminateOperationalBinding}
ID id-idm-dop }
The gperation and error codes for this protocol are the same as thosegiven in clauses 6.4.3 and 6.5.3.
DSA4 may use this protocol, and both the initiator and the acceptor of a connection may request operations of the pro
11 Protocol stack coexistence
Clause 9.7 defined an OSI network address format for an IDM communications endpoint. This clause recommer
approach for coexistence between DSAs suppotting different protocol stacks, such as OSI, IDM and LDAP. In or|
allow| referrals to contain LDAP access points, this clause also specifies an OSI network address format for an |

communications endpoint. In order to allow referrals to contain Uniform Resource Identifiers (URIs), this claus

defing
clausg

111

A conformant implenjentation shall implement either the OSI stack as defined by clauses 7 and 8, the IDM st3

defing

Ifac

s an NSAP address-like format-that does not have the length restriction imposed on NSAP addresse
11.4).

Coexistence between OSI and IDM stacks

d by clauses.9'and 10, or both.

tocol.

pf the

tocol.

ds an
Her to
| DAP
b also
(see

ck as

haining DSA needs to forward a request to a target DSA and if the two DSAs do not support a protocol st

ck in
that

chaingd.the.request. If any one of these DSAs supports the target DSA's protocol stack, it may choose to send the r¢quest

comr}on, thenrthe chaining DSA shall return instead a referral. That referral will be returned through each DS

directly to the target DSA identified in the referral.

If none of the chaining DSAs support the target DSA's protocol stack, the referral shall be returned to the DUA. That

DUA

may be able to send the request directly to the target DSA.

If deploying within a domain a mixture of DSA products, some of which support only one protocol stack, it is
recommended that either:

a) DSAs holding knowledge of DSAs that support only one protocol stack should support that protocol stack;

or
b) the DSA to which the DUA binds should support both protocol stacks.
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Coexistence in the presence of LDAP

DSAs supporting either the OSI upper layer protocol stack or the IDM protocol stack may also choose to support an
LDAP. Interoperability between such DSAs may be accomplished through the use of chaining or referrals. Interoperability
between such DSAs and DUAs may be accomplished through the use of an LDAP or DAP.

In order for a DSA to be able to provide useful referrals for DUAs supporting only LDAP, it is necessary to represent the
LDAP access point of a potential target DSA in an OSI presentation address. Clause 11.3 defines an NSAP format for
LDAP. A DSA getting a referral containing an NSAP of this type can convert it to an LDAP referral and send it back to
the connected LDAP client.

11.3

Defining network addresses for Internet Protocol, version 4 support

The O
addre|
used 1

Syste
(OR] N
OSlI s
recog

The (
parts:

An N
digits
decini

Claus
for di

11.3.]

ITECtOTY audressiny format as itis transferred i referratsandcross-reference mformation s i the OStpreser
5sing format as defined in clause 6.9.1 of Rec. ITU-T X.520 | ISO/IEC 9594-6. For consistency, the same for,
or non-OSlI addressing.

ms that simultaneously support a combination of OSI, OSI over TCP/IP, IDM and LDAP stacks ¢an‘have a
resentation address containing multiple network addresses for those protocol stacks. If an NSAP:address is
tack, possibly on top of TCP/IP, pSelector, sSelector and the tSelector components: if present, sh
nized. Otherwise, they shall be ignored.

S| network address (NSAP address) format is specified in Rec. ITU-T X.213 | ISOAIEC 8348. It consists of

a) the Authority and Format Identifier (AFI), which is a value allocated within Rec. ITU-T X
ISO/IEC 8348 and specifies the IDI format, the authority for allocating IDI values and the DSP forma
below);

c) the Domain Specific Part (DSP) holds the actual netwaork. address information.

SAP address holding IPv4 and possibly a TCP port number-is encoded as a sequence of hexadecimal and de
each occupying a semi-octet (4 bits). A hexadecimal digit is encoded in the range from '0000'B to '1111
al digit is encoded in the range from '‘0000'B to '1001'B

ps 11.3.1 to 11.3.3 specify NSAP address structuressfor communication over the Internet Protocol, version 4
fferent types of communication. They all have @ common structure:

a) the AFI has the value 54, which accerding to Rec. ITU-T X.213 | ISO/IEC 8348 is the F.69 format;
b) the IDI is a telex number encoded as 8 decimal digits (4 octets), where the value shall be 00 72 87 2
c) The DSP has a substructure as follows:

—  the first octet is@ prefix indicating the type of communication over IPv4;

—  the next 6 octets’hold the IPv4 address which is encoded according to the 4-component dotted ad
It is enceded’in 12 decimal digits with three digits per component (without the dots);

— a5 decimal digit TCP port number, that may be absent if a default value is available; and

— atrailing semi-octet with the value 'F' to pack out the DSP to a full octet if the TCP port hum
present.

DTE — Thestructures of the IDI and DSP are in accordance with IETF RFC 1277.

Definition of NSAP address for LDAP

b) the Initial Domain Identifier (IDI) identifies the authority for.allocating DSP values (see below); andl

ation
mat is

5ingle
for an
all be

three

213 |
t (see

cimal
'B. A

IPv4)

dress.

ber is

An N

SAP-addressforan-LBAR-accesspointis-encoded-as-follows:
—  the DSP prefix shall have the value 11",
—  the TCP port number shall be present; and
— atrailing hex 'F' shall be added.

11.3.2  Definition of NSAP address for IDM over IPv4

An NSAP address for an IDM endpoint is encoded as follows:

56

—  the DSP prefix shall have the value '10";
—  the TCP port number shall be present; and
— atrailing hex 'F' shall be added.

Rec. ITU-T X.519 (10/2016)


https://standardsiso.com/api/?name=6a4089c8e47a2b0321b0693d0fffde78

ISO/IEC 9594-5:2017 (E)

11.3.3  Definition of NSAP address for ITOP over IPv4

An NSAP address for an ISO Transport on top of TCP (ITOT) access point is encoded as follows:

114

—  the DSP prefix shall have the value '03';
—  the TCP port number may be absent and then defaults to 102; and
— atrailing hex 'F' shall be added if the port number is present.

Definition of NSAP-like address for long addressing information

NOTE 1 — An OSI Network address (NSAP address) is restricted to 20 octets in length, while the naddress component in
PresentationAddress data type does not have a length restriction (see Rec. ITU-T X.520 | ISO/IEC 9594-6). It is therefore
possible to define NSAP address-like addresses with no length restriction. Such an address can also be part of an instance of a

P

N
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AnN
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This
clauss

The [
reque
Direc
negot
N
ad

P 2l Aata

1A LliUIIAUULTOS S UUlU I.er\-.

DTE 2 — The format defined in this clause may be used in all situations where a URI may be expressed and it allows foj
bport.

Octets 0-2 AFI = FF IDI (octets 1-2) |

IPv6

Octets 3-n DSP=Address information

SAP-like address with no inherent length restriction is encoded as follows:

a) the AFI has the value FF, which is a value that will never be alloCated by Rec. ITU-T X
ISO/IEC 8348;

b) the following values are defined for IDI:
— 0000: The DSP is a Uniform Resource Identifier (URI) as defined by IETF RFC 3986 for an
access point; and
— 0001: The DSP is a Uniform Resource Identifier (UR¥) for non-OSI access points (LDAP, IDM
DTE 3 — Other values may be defined in the future.

Versions and the rules for extensibility.

Clause describes version negotiation rules and rules for extensibility for the OSI-mapped protocols defir
7, and the IDM-mapped protocols defined in<clause 10.

irectory may be distributed and more thanstwo Directory application-entities (AES) may interoperate to ser
5t. The Directory AEs may be implerhented conforming to different editions of the Directory specification
fory service which may or may not be represented by different protocol version numbers. The version num
ated to the highest common verSion number between two directly binding Directory AEs.

DTE 1 — There are currently twg'versions of each Directory protocol. The first and second editions are of version 1. Most fg
fed in subsequent editions are alSo available in version 1. However, some enhanced services and protocols, e.g., signed

rel

A DUA may issue a request as specified in the latest edition of the Directory specification to which the DU/

impl

will respond to that.request, regardless of the edition of the intervening DSAs. The responding DSA shall funct
defingd below.

NOTE 2 < An intermediate DSA only chaining the request may choose to examine selected elements of the Directory PDU
nepded-to‘perform its function, e.g., name resolution.

uire that version 2 has heen-negotiated among all involved parties.

ented. Using.the rules of extensibility defined below, that request shall be forwarded to the appropriate DS

213 |

ITOT

, etc.)

ed in

Vice a
Df the
ber is

atures
EIrrors,

\ was
A\ that
on as

that is

121

From

Use of extension markers

seventh edition of these Directory Specifications ASN.1 extensions markers are used as defined in ASN.1

A DSA system implementing PER shall recognise all ASN.1 up to and including the sixth edition of these Directory
Specifications.
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12.2 DUA to DSA

12.2.1  Version negotiation

When accepting an association, i.e., binding, utilizing the DAP, the version negotiated shall only affect the point-to-point
aspects of the protocol exchanged between the DUA and the DSA to which it is connected. Subsequent requests or
responses on the association shall not be constrained by the version negotiated.

NOTE — There are no point-to-point aspects of the DAP that are currently indicated by different protocol versions.

12.2.2  Request and response processing

The DUA may initiate requests using the highest edition of the specification of that request it supports. If one or more
elements of the request are critical, it shall indicate the extension number(s) in the criticalExtensions parameter.
N t—tfavatuedefi o T T a “ENUMERZ N R{UsE NUMERATED) type and
if fhat type is essential for proper operation in a DSA implemented according to an earlier edition of these Directory Specificptions,
it [s recommended that the extension be marked critical.

cU DY d CALE U c Uucu HO

Wher] processing a request from a DUA, a DSA shall follow the rules defined in clause 12.2.2.

Wher] processing a response, a DUA shall:
a) ignore all unknown bit name assignments within a bit string;

b) ignore all unknown named numbers in an ENUMERATED type or INTEGER type’ that is being used fin the
enumerated style, provided the number occurs as an optional element of a\SET or SEQUENCE;

c) ignore all unknown elements in SETS, at the end of SEQUENCES, or in€CHOICES where the CHOICE i itself
an optional element of a SET or SEQUENCE.

NOTE 2 — Implementations may as a local option ignore certain additional elements in a Directory PDU. In particular] some
urfknown named numbers and unknown CHOICES in mandatory elements of\SETs and SEQUENCES can be ignored wyithout
inyalidating the operation. The identification of such elements is for further study.

d) not consider the receipt of unknown attribute types and:attribute values as a protocol violation; and
e) optionally report the unknown attribute types and attribute values to the user.

12.2.3  Extensibility rules for error handling

Wher| processing a known error type with unknown indicated problems and parameters, a DUA shall:

a) not consider the receipt of unknown iridicated problems and parameters as a protocol violation (i.e., if shall
not issue an 0OsiReject Or a Rejeet, as appropriate, or abort the application-association); and

b) optionally report the additional error information to the user.

Wher) processing an unknown error type, a:DUA shall:

a) not consider the receiptiof unknown error type as a protocol violation (i.e., it shall not issue an 0siRgject
Or a Reject, as appropriate, or abort the application-association); and

b) optionally report-the error to the user.

12.3 DSA to DSA

12.3.1  Versignynegotiation

Wher establishing or accepting an association, i.e., binding, utilizing the DSP, the version negotiated shall only affdct the
pointjto=point aspects of the protocol exchanged between the DSAs. Subsequent requests or responses on the assodiation
shall pot-be constrained by the version negotiated.

NOTE 1 — There are no point-to-point aspects of the DSP that are currently indicated by different protocol versions.

When establishing or accepting an association, i.e., binding, utilizing the DISP, the version negotiated shall define all
aspects of the protocol exchanged between the DSAs. Subsequent requests or responses on the association shall be
constrained by the version negotiated.

NOTE 2 — There is currently only one version of the DISP protocol.

When establishing or accepting an association, i.e., binding, utilizing the DOP, the version negotiated shall define all
aspects of the protocol exchanged between the DSAs. Subsequent requests or responses on the association shall be
constrained by the version negotiated.

NOTE 3 — There is currently only one version of the DOP protocol.
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12.3.2  Rules of extensibility for operation processing

If any DSA performing an operation (after name resolution is completed) detects an element of criticalExtensions
whose semantic is unknown, it shall return an unavailableCriticalExtension indication as a serviceError Or in
a PartialOutcomeQualifier.

NOTE 1 - If a criticalExtensions string with one or more zero values is received, this indicates either that the extensions
corresponding to the values are not present in the operation or are not critical. The presence of a zero value in a
criticalExtensions string shall not be inferred as either the presence or absence of the corresponding extension in the Directory
PDU.
Otherwise, when processing a Directory PDU, a DSA shall:
a) ignore all unknown bit name assignments within a bit string; and

a gnore AkKnoWA - Ramed-numape n-an NUMERZA D ne o R pe tn is_heing used :n the

enumerated style, provided the number occurs as an optional element of a SET or SEQUENCE; and
NOTE 2 — For ENUMERATED, systems implementing PER cannot ignore named numbers before. the extension
marker.

¢) ignore all unknown components in SETS, at the end of SEQUENCES, or in CHOICES wherethe CHOICE is
itself an optional element of a SET or SEQUENCE.

NOTE 3 — Systems implementing PER cannot ignore components/alternatives before the exténsion marker.

12.3.3  Rules of extensibility for chaining

If the|PDU is a request, the DSA shall forward the request containing the unknown-types and values to any additional
DSA{ determined by the name resolution process.

If the|PDU is a response, the DSA shall process the unknown types and values-as itwould process known types and yalues
(see cllause on results merging in the Directory Specification on Distributed/Operations) and forward to the initiating DSA
or DYA.

A DSA implementing fifth edition or subsequent editions acting as.an-intermediate DSA that is only chaining a rgquest
shall forward a request with an unknown operation. A pre-fifthcd®SA may optionally forward a request containing an
unkngwn operation.

NOTE — This latter extension rule requires that any new operation that might be chained must have its argument defindd as a
sefijuence type where the first component shall be the namé.gfthe object to which the operation is addressed.

12.3.4  Rules of extensibility for error handling

Wher| processing a known error type with unknown indicated problems and parameters, a DSA:

a) shall not consider the receipt'efunknown indicated problems and parameters as a protocol violation (ji.e., it
shall not issue an 0siReject, Or a Reject, as appropriate, or abort the application-association); and

b) may attempt to recover, as appropriate to its understanding of just the error type, or may just retufn the
error (and its unknewn indicated problems and parameters) to the next appropriate DSA or DUA.

Wher| processing an unknawmerror type, a DSA which is only involved in chaining the request shall:

a) not consider the unknown error type as a protocol violation (i.e., it shall not issue an 0siReject or a
Reject,'as appropriate, or abort the application-association); and

b) notdttempt to correct or recover from the error and its indicated problems and parameters; and
c)._Sreturn the unknown error type to the next appropriate DSA or DUA.

Wher] processing an unknown error, a DSA which is correlating multiple responses shall:

a) not consider the UNKNOWN Erfor type as a protocol violation (I.€., It shall Not ISSUE an OsiReject Of a
Reject, as appropriate, or abort the application-association); and

b) not attempt to correct or recover from the error and its indicated problems and parameters; and
c) putthe unknown error in PartialOutcomeQualifier; and
d) continue correlating results as usual.

124 Rules of extensibility for NSAP addresses

A DUA or a DSA may receive a reference that has one or more NSAP addresses with an unknown format. If this is the
case, then the DUA or DSA shall:

— not consider this an error;
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—  not attempt to use an NSAP address with an unknown structure; and
— ignore the reference if all contained NSAP addresses have an unknown structure.

Rules of extensibility for object classes

Optional user attributes may be added to an existing object class without assigning a new object identifier.

A DSA not supporting an object class extension may reject any operation that attempts to create or modify an entry
resulting in an extension attribute to be present in the entry.

12.6
A Us

Rules of extensibility for user attribute types

attribute fypn definition may. be extended-insuch-a Way that its mnfr'hing characteristics-are not r'h:angnrl_ Thi

inclug

ADS
A DU

13
This

13.1

A DU
in cla|

13.1.]
The f

13.1.3
A DU

A is not required to handle an attribute value that includes such extensions.

e:
—  adding values to ENUMERATED and INTEGER types that are being used in the enumerated style;
—  adding bits to a bit string.

A shall not consider the receipt of an extended attribute value as an error.

Conformance

lause defines the requirements for conformance to this Directory Specification.

Conformance by DUAs

A implementation claiming conformance to this Directory Specification shall satisfy the requirements spe]
ises 13.1.1 t0 13.1.3.

Statement requirements

bllowing shall be stated:

a) the operations of the directoryAccessac application-context and/or dap-ip protocol that the D
capable of invoking for which conformance is claimed,;

b) The bind security level(s) for-which conformance is claimed (none, simple, strong — and if simple
whether without password, with password or with protected-password or if the userPwd is support
password policy); and whether the DUA can generate signed arguments or validate signed results;

c) the extensions listed.in Table 1 of Rec. ITU-T X.511 | ISO/IEC 9594-3, that the DUA is capal
initiating for which.conformance is claimed,;

d) whether confartmance is claimed to Rule-based Access Control; and
and CRL extensions for which conformance is claimed.

Staticrequirements
A shall;

s may

cified

A is

| then
bd for

Dle of

e) if conformance is claimed for strong authentication, or signed operations, identification of the Certificate

stract

a) have the capability of supporting the directoryAccessac application-context as defined by its ah

b) conform to the extensions for which conformance was claimed in clause 13.1.1 c);

c) if conformance is claimed to Rule-based Access Control, have the capability of supporting security
as identified in clause 19.4 of Rec. ITU-T X.501 | ISO/IEC 9594-2; and

labels

d) conformto clauses 8 and 15 of Rec. ITU-T X.509 | ISO/IEC 9594-8 for the Certificate and CRL extensions

for which conformance was claimed in clause 13.1.1 e).

13.1.3  Dynamic requirements
A DUA shall:
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a) conform to the mapping onto the used service defined in clauses 8 or 10, or both; and
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conform to the rules of extensibility procedures defined in clause 12.1.

13.2 Conformance by DSAs

A DSA implementation claiming conformance to this Directory Specification shall satisfy the requirements specified
in clauses 13.2.1 to 13.2.3.

13.2.1  Statement requirements

The following shall be stated:

a)

The application-contexts and IDM protocols for which conformance is claimed: directoryAccessAcC,

or a combinafion of these. A DSA tha alm onformance o the d e orvOpe onalR

directorySystemAC Or dsp-ip. If a DSA is such that knowledge of it has been disseminated; cg
knowledge references to the DSA to be held in other DSAs outside of its own DMD, thert it-shall
conformance to the directorySystemAC Or dsp-ip.

NOTE 1 — An application context shall not be divided except as stated herein; in particular, conformanceshall not be clai
pafticular operations.

b)

<)

d)

€)

9)

t)

The operational binding types for which conformance is claimed: shadowOperationalBindi
specificHierarchicalBindingID, non-specificHierarchicalBindingID, Or a combinat
these. A DSA that claims conformance to the shadowOperationalBindingID shall support one of
of the application contexts for shadow suppliers and/or shadow constmers indicated in clauseg
and 13.4.

Whether or not the DSA is capable of acting as a first level. DSA, as defined in Rec. ITU-T X
ISO/IEC 9594-4.

If conformance is claimed to the application-context specified by directorySystemAc and/or asso
with the dap-ip protocol, whether or not the chainéd.mode of operation is supported, as defined i
ITU-T X.518 | ISO/IEC 9594-4.

If conformance is claimed to the application-context specified by directoryAccessAc and/or asso

directorySystemAC, directoryOperationalBindingManagementAC, dap-ip, dsp-ip, dop-ip,

ding
rt the
using
claim

ned to
hgID,
on of

more
13.3

518 |

Ciated
Rec.

Ciated

with the dap-ip protocol, the bind securify*level(s) for which conformance is claimed (none, simple,

strong, SPKM, SASL — and if simple,-then whether without password, with password, with pro
password or the userPwd is supported for password policy); whether the DSA can perform orig
authentication as defined in clause.22.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4 and if so, whether idd
based or signature-based; and whether the DSA can perform result authentication as defined in claus
of Rec. ITU-T. X.518 | ISO/IEC 9594-4.

If conformance is claimedto the application-context specified by directorySystemaAcC and/or asso
with the dsp-ip protacol, the bind security level(s) for which conformance is claimed (none, s
strong, SPKM, SASL — and if simple, then whether without password, with password, or with pro
password); whéther the DSA can perform originator authentication as defined in clause 22.1 of Rec
T X.518 | ISOIJEC 9594-4 and if so, whether identity-based or signature-based; and whether the DS
perform.result authentication as defined in clause 22.2 of Rec. ITU-T X.518 | ISO/IEC 9594-4.

The selected attribute types defined in Rec. ITU-T X.520 | ISO/IEC 9594-6, and any other attribute
for, which conformance is claimed and whether for attributes based on the syntax Directoryst
conformance is claimed for the UniversalString, BMPString, Of UTF8String choices.

The selected object classes defined in Rec. ITU-T X.521 | ISO/IEC 9594-7, and any other object cl
for which conformance is claimed.

ected
nator
ntity-
p 22.2

Ciated
mple,
ected
ITU-
A can

Fypes,

ring,

ASSES,

)

k)

m)

The extensions listed in Table 1 of Rec. ITU-T X.511 | ISO/IEC 9594-3, that the DSA is capable of

responding to, for which conformance is claimed.

Whether conformance is claimed for collective attributes as defined in clause 8.9 of Rec. ITU-T X.501 |

ISO/IEC 9594-2 and clauses 7.6, 7.8.2 and 9.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Whether conformance is claimed for hierarchical attributes as defined in clauses 7.6, 7.8.2 and 9.2.2 of

Rec. ITU-T X.511 | ISO/IEC 9594-3.

The operational attribute types defined in Rec. ITU-T X.501 | ISO/IEC 9594-2 and any other operational

attribute types for which conformance is claimed.

Whether conformance is claimed for the return of alias names as described in clause 7.7.1 of

Rec. ITU-T X.511 | ISO/IEC 9594-3.
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n) Whether conformance is claimed for indicating that returned entry information is complete, as described
in clause 7.7.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

0) Whether conformance is claimed for modifying the object class attribute to add and/or remove values
identifying auxiliary object classes, as described in clause 11.3.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

p) Whether conformance is claimed to Basic Access Control.

g) Whether conformance is claimed to Simplified Access Control.

r)  Whether the DSA is capable of administering the subschema for its portion of the DIT, as defined in Rec.

ITU-T X.501 | ISO/IEC 9594-2.

NOTE 2 — The capability to administer a subschema shall not be divided; specifically, the capability to administer
particular subschema definitions shall not be claimed.

S) The selected name bindings defined in Rec. ITU-T X.521 | ISO/IEC 9594-7 and any other name bindings,
for which conformance is claimed.

t)  Whether the DSA is capable of administering collective attributes, as defined in Rec. ITUST X]501 |
ISO/IEC 9594-2.

u) The selected context types defined in Rec. ITU-T X.520 | ISO/IEC 9594-6, and any ather context types,
for which conformance is claimed.

v)  Whether conformance is claimed for contexts as defined in clauses 8.8, 8.9 and.12.8 of Rec. ITU-T K.501
| ISO/IEC 9594-2, and in clauses 7.3 and 7.6 of Rec. ITU-T X.511 | ISO/IEE,9594-3.

w) Whether conformance is claimed for the management of the DSA Anformation Tree, as defired in
clause 7.12 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

X)  Whether conformance is claimed to Rule-based Access Control.

NOTE 3 — The support of security labels requires the following mirimal” support of contexts: Context lists
clause 8.8 of Rec. ITU-T X.501 | ISO/IEC 9594-2 and returnContexts as per clause 7.6 of Rec. ITU-T
ISO/IEC 9594-3.

as per
511

y)
2)

aa)

13.2.2  Static requirements

Whether conformance is claimed to integrity of Directory operations.

Whether conformance is claimed that the DSA cah hold and provide access to encrypted and digitally
signed information.

If conformance is claimed for strong authentication, signed operations, identification of the Certificate and
CRL extensions for which conformance-is claimed.

A DSA shall:

a) have the capability of supporting the application-contexts whose abstract syntaxes are defined in clause 7,
and the IDM protocolssdefined in clause 10, for which conformance is claimed:;

b) have the capability,of supporting the information framework defined by its abstract syntpx in
Rec. ITU-T X.501 [TSO/IEC 9594-2;

c) conform to theminimal knowledge requirements defined in Rec. ITU-T X.518 | ISO/IEC 9594-4;

d) if confarmance is claimed as a first-level DSA, conform to the requirements support of the root ngming
contekt-as defined in Rec. ITU-T X.501 | ISO/IEC 9594-2;

e) havethe capability of supporting the attribute types for which conformance is claimed, as defined by their
abstract syntaxes;

). % have the capability of supporting the object classes for which conformance is claimed, as defined by their
abstract syntaxes;

g) conform to the extensions for which conformance was claimed in clause 13.2.1 i);

h) if the capability to administer subschema as defined in Rec. ITU-T X.501 | ISO/IEC 9594-2 is claimed, the
DSA shall be able to do this administration;

i)  if conformance is claimed for collective attributes, have the capability of performing the related procedures
defined in clauses 7.6, 7.8.2 and 9.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3,;

j)  if conformance is claimed for hierarchical attributes, have the capability of performing the related
procedures defined in clauses 7.6, 7.8.2 and 9.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3,;

k) have the capability of supporting the operational attribute types for which conformance is claimed;

I) if conformance is claimed to Basic Access Control, have the capability of holding ACI items that conform

to the definitions of Basic Access Control;
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if conformance is claimed to Simplified Access Control, have the capability of holding ACI items that
conform to the definitions of Simplified Access Control;

n) have the capability of supporting the context types for which conformance is claimed, as defined by their
abstract syntaxes;

o) if conformance is claimed for contexts, have the capability of performing the related procedures defined
in Rec. ITU-T X.511 | ISO/IEC 9594-3;

p) if conformance is claimed for the support of the families of entries feature, have the capabilities as defined
in clauses 7.3.2, 7.6.4 and 7.8.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3;

g) if conformance is claimed to the search relaxation feature, have the capabilities as defined in clause 13.6.2
of Rec. ITU-T X.501 | ISO/IEC 9594-2 and in clause 10.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3. In
particular an implementation shall specify:

—  whether it supports the inclusion of the RelaxationPolicy construct in a search request;
—  whether it supports mapping-based matching, matching rule substitution, or both; and
— ifit supports mapping-based matching, what mappings are supported;

r)  if conformance is claimed to the hierarchical group feature, have the capabilities as defined in clauge 7.5
of Rec. ITU-T X.511 | ISO/IEC 9594-3;
in addition, the implementation shall declare:

—  what hierarchy options are supported;

s) if conformance is claimed to the basic administration of services, have the capabilities as defirjed in
clause 16 of Rec. ITU-T X.501 | ISO/IEC 9594-2, and the basic\checking procedures as defirfed in
clause 13 of Rec. ITU-T X.511 | ISO/IEC 9594-3. This support includes:

—  support for entry count;

—  support of the service controls options entryCount\and performExactly;

—  support of the notification extension defined.in'clause 7.4 of Rec. ITU-T X.511 | ISO/IEC p594-
3

in addition, the implementation shall declare whether it supports:

—  service-specific administrative pointsdifferent from autonomous administrative points;

—  the context feature within search:rules;

—  the families of entries facility within search-rules, which also requires general conformance to that
feature;

—  the search relaxation feature within search-rules detailed as above in q), which also requires tHat the
implementation claims general conformance to the search relaxation feature;

— hierarchical groups within search-rules;

t) if conformance/is claimed to Rule-Based Access Control, have the capability of holding ACI iten]s that
conform to the-definition of Rule-Based Access Control;

u) if conformance is claimed to integrity of Directory operations, be capable of signing all Dirgctory
operations supported,;

v) if.conformance is claimed to the integrity of directory information in storage, be capable of supportipg the
attributeValueIntegrityInfoContext t0 protect directory information;

w)/~conform to clause 8 of Rec. ITU-T X.509 | ISO/IEC 9594-8 for the Certificate and CRL extensions for
which conformance was claimed in clause 13.2.1 aa).

13.2.3  Dynamic requirements

A DSA shall:
a)

b)

c)

if claiming conformance to any application-contexts defined in clauses 8.2.2, 8.2.3 and 8.2.4, conform to
the mapping onto used OSI services defined in clause 8;

conform to the procedures for distributed operation of the Directory related to referrals, as defined in Rec.
ITU-T X.518 | ISO/IEC 9594-4;

if conformance is claimed to the application-context specified by directoryAccessac and/or associated
with the dap-ip protocol, conform to the procedures of Rec. ITU-T X.518 | ISO/IEC 9594-4 as they relate
to the referral mode of the DAP;
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d)

€)

f)
9)

h)

if conformance is claimed to the application-context specified by directorySystemac and/or associated
with the dsp-ip protocol, conform to the referral mode of interaction, as defined in Rec. ITU-T X.518 |
ISO/IEC 9594-4;

if conformance is claimed to the chained mode of interaction, conform to the chained mode of interaction,
as defined in Rec. ITU-T X.518 | ISO/IEC 9594-4;

NOTE - Only in this case is it necessary for a DSA to be capable of invoking operations of the directorySystemac
and/or dsp-ip.

conform to the rules of extensibility procedures defined in clause 12.2;

if conformance is claimed to Basic Access Control, have the capability of protecting information within
the DSA in accordance with the procedures of Basic Access Control;

if conformance is claimed to Simplified Access Control, have the capability of protecting information

)

k)

)

m)

13.3 Conformance by a shadow supplier

within the DSA in accordance with the procedures of Simplified Access Control;

if conformance is claimed for the shadowOperationalBindingID, conform to the procedufes of
Rec. ITU-T X.525 | ISO/IEC 9594-9 and Rec. ITU-T X.501 | ISO/IEC 9594-2 as they relate to the DOP;

if conformance is claimed for the specificHierarchicalBindingID, conform to.th& procedufes of
Rec. ITU-T X.518 | ISO/IEC 9594-4 and Rec. ITU-T X.501 | ISO/IEC 9594-2 as they relate to sgecific
hierarchical operational bindings;

if conformance is claimed for the non-specificHierarchicalBindingID,.conform to the procgdures
of Rec. ITU-T X.518 | ISO/IEC 9594-4 and Rec. ITU-T X.501 | ISOHEC 9594-2 as they relate to
non-specific hierarchical operational bindings;

if conformance is claimed to Rule-based Access Control, have the“capability of protecting infornmation
within the DSA in accordance with the procedures of Rule-based(Access Control;

if conformance is claimed to the basic administration of services, have the capability of handling the
search-rules as specified in clause 19.3.2 of Rec. ITU-T X518 | ISO/IEC 9594-4.

A DS implementation claiming conformance to this Directory-Specification in the role of shadow supplier shall gatisfy

the repuirements specified in clauses 13.3.1 to 13.3.3.

13.3.1 Statement requirements

The fpllowing shall be stated:

a)

b)

The application context(s) ,~for which conformance is claimed as a shadow supplier:
shadowSupplierInitiatedAC, shadowConsumerInitiatedAC,
shadowSupplierInitiatedAsynchronousAC, shadowConsumerInitiatedAsynchronopusAC,
and disp-ip.

A DSA implementation claiming conformance as a shadow supplier and not supporting disp-ip sHall, at
a minimum, support either the shadowSupplierInitiatedAC oOr the shadowConsumerInitiatpdAcC.
If the DSA supports the shadowSupplierInitiatedAc, it may optionally suppori the
shadowSupplierInitiatedAsynchronousAC. If the DSA supports the
shadowConsumerInitiatedAC, it may optionally support the shadowConsumerInitiatedAsynchronougacC. If
claiming conformance to disp-ip, it shall be stated whether the implementation is capable of invpking
the requestShadowUpdate operation, responding to a coordinateShadowUpdate, Or both.

The security-level(s) for which conformance is claimed (none, simple, strong).

optional features are supported:

— entry filtering on objectClass;

—  selection/Exclusion of attributes via AttributeSelection,;
—  the inclusion of subordinate knowledge in the replicated area;
—  the inclusion of extended knowledge in addition to subordinate knowledge;
—  selection/Exclusion of attribute values based on contexts.

13.3.2  Static requirements
A DSA shall:
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have the capability of supporting the application-contexts whose abstract syntaxes are defined in clause 7,

and the IDM protocols defined in clause 10, for which conformance is claimed,;
provide support for modifyTimestamp and createTimestamp operational attributes.

Dynamic requirements

a)
b)
13.3.3
A DSA shall:
a)
b)

if claiming conformance to any application-contexts defined in clause 8.2.3, conform to the mapping onto

used OSI services defined in clause 8;
conform to the procedures of Rec. ITU-T X.525 | ISO/IEC 9594-9 as they relate to the DISP.

13.4

13.4.]

The fpllowing shall be stated:

13.4.3

Conformance hy ashadow consumer

A D%A implementation claiming conformance to this Directory Specification as a shadow consumer shall satis
requitements specified in clauses 13.4.1 to 13.4.3.

Statement requirements

a)

b)
c)

d)

Static requirements

A DSIA shall:

13.4.3
ADS

a)
b)

c)

Dynamic requirements

ACshall:

fy the

The application context(s) for which conformance is claimed as a shadow consimer:

shadowSupplierInitiatedAC, shadowConsumerInitiatedAC,

shadowSupplierInitiatedAsynchronousAC, shadowConsumexInitiatedAsynchronopusAC,

and disp-ip.

A DSA implementation claiming conformance as a shadow consumer and not supporting disp-ip
at a minimum, support either the shadowSupplierInitiatedAC or
shadowConsumerInitiatedAcC. If the DSA supports the) shadowSupplierInitiatedAC, i

shall,
the
may

optionally support the shadowSupplierInitiatedA$ynchronousAC. If the DSA supports the

shadowConsumerInitiatedAC it may optionally support

the

shadowConsumerInitiatedAsynchronousAC,Ifclaiming conformance to disp-ip, it shall be ptated
whether the implementation is capable of responding to the requestshadowUpdate operation, requpsting

a coordinateShadowUpdate, Or both.
The security-level(s) for which conformance is claimed (none, simple, strong).

Whether the DSA can act as a secondary shadow supplier (i.e., participate in secondary shadowing
intermediate DSA).

Whether the DSA supports shadowing of overlapping units of replication.

have the capabitity-of supporting the application-contexts whose abstract syntaxes are defined in cla
and the IDMrotocols defined in clause 10, for which conformance is claimed;

provide stpport for modifyTimestamp and createTimestamp oOperational attributes if overlg
units of replication is supported;

previde support for the copyShalilDo service control.

as an

Lse 7,

pping

a)

b)

if claiming conformance to any application-contexts, conform to the mapping onto used OSI services

defined in clause 8;
conform to the procedures of Rec. ITU-T X.525 | ISO/IEC 9594-9 as they relate to the DISP.
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