INTERNATIONAL ISO/IEC
STANDARD 9594-5

Seventh edition
2014-03-01

Information technology — Open Systems
Interconnection — The Directory —

Part 5:
Protocol specifications

Technologies de l'information — Interconnexion de systemes quverts
(OSl) — L'annuaire

Partie 5: Spécifications du protocole

Reference number
ISO/IEC 9594-5:2014(E)

©|SO/IEC 2014



https://standardsiso.com/api/?name=bb901b1a98fa5f4b51fe6d58388b1a6b

ISO/IEC 9594-5:2014(E)

s COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2014

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form or by any
means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior written permission.
Permission can be requested from either ISO at the address below or ISO’s member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20
Tel. +412274901 11

Fax +41 2274909 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO/IEC 2014 — All rights reserved


https://standardsiso.com/api/?name=bb901b1a98fa5f4b51fe6d58388b1a6b

ISO/IEC 9594-5

Foreword

:2014(E)

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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hnical committees collaborate in fields of mutual interest. Other international organizations, gov

International Standard requires approval by at least 75 % of the national bodies casting a vote.

tention is drawn to the possibility that some of the elements of this . document may be the subject
rights. ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

IJO/IEC 9594-5 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information te
Subcommittee SC 6, Telecommunications and information.exchange between systems, in collabor
ITIU-T. The identical text is published as Rec. ITU-T X.519.(10/2012).

This seventh edition cancels and replaces the ‘sixth edition (ISO/IEC 9594-5:2008), which
technically revised. It also incorporates the Technical Corrigenda ISO/IEC 9594-5:2008/Cor.1:]
ISO/IEC 9594-5:2008/Cor.2:2012.

ISO/IEC 9594 consists of the following parts;“under the general title Information technology — Oper
Inferconnection — The Directory:

— Part 1: Overview of concepts, models and services
— Part 2: Models

—  Part 3: Abstract service definition

— Part 4: Procedures for distributed operation

— Part 5: Protocol specifications

— Part.6: Selected attribute types
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—t Part 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks

— Part 9: Replication
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

= fronrdifferentmanfactores,
under different managements,

of different levels of complexity; and
of different ages.

This Recommendation | International Standard specifies the application service elements and_gpplication contexts for
two protocols — the Directory Access Protocol (DAP) and the Directory System Protocol (DSP).’The DAP provides for
access to the Directory to retrieve or modify Directory information. The DSP provides for\the chaining of requests to
retrieye or modify Directory information to other parts of the distributed Directory Systemwhere the informatioh may
be held.

In adflition, this Recommendation | International Standard specifies the application service elements and applitation
contekts for the Directory Information Shadowing Protocol (DISP) and the Directory Operational Binding Management
Protopol (DOP). The DISP provides for the shadowing of information held in one DSA to another DSA. The DOP
provigles for the establishment, modification and termination of bindingSbetween pairs of DSAs for the administyation
of relgtionships between the DSAs (such as for shadowing or hierarchical relationships).

This Recommendation | International Standard provides the foundation frameworks upon which industry profiles ¢an be
defingd by other standards groups and industry forums. Many(of the features defined as optional in these frameworks
may pe mandated for use in certain environments through profiles. This seventh edition technically revisgs and
enharjces the sixth edition of this Recommendation | Interfdational Standard.

This g$eventh edition specifies versions 1 and 2 of the Directory protocols.

The fjrst and second editions specified only version 1. Most of the services and protocols specified in this editipn are
desighed to function under version 1. However some enhanced services and protocols, e.g., signed errors, will not
functijon unless al Directory entities involved in the operation have negotiated version 2. Whichever version hag been
negotjated, differences between the sexvices and between the protocols defined in the six editions, except for|those
specifically assigned to version 2, are accommodated using the rules of extensibility defined in this editipn of
Rec. |[TU-T X.519 | ISO/IEC 9594-5.

Annex A, which is an integralpart of this Recommendation | International Standard, provides the ASN.1 module for the
comnpon specifications for-the Directory protocols.

an inteqral pa or the

IDM protocol specificatio.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for the
Directory IDM protocols.

Annex F, which is an integral part of this Recommendation | Internationa Standard, provides the ASN.1 module which
contains all the ASN.1 object identifiers assigned to identify operational binding types in this series of
Recommendations | International Standards.

Annex G, which is not an integral part of this Recommendation | International Standard, lists the amendments and
defect reports that have been incorporated to form this edition of this Recommendation | International Standard.

Rec. ITU-T X.519 (10/2012) v
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INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

1

I nformation technology — Open Systems I nter connection —
The Directory: Protocol specifications

Scope

This Recommendation | International Standard specifies the Directory Access Protocol, the Directory System Protocol,
the Directory Information Shadowing Protocol, and the Directory Operational Binding Management Protocol which
fulfil the abstract services specified in Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9594-4,

Rec. |

2

2.1
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const
were

editio
valid
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References

Normative r efer ences

bllowing Recommendations and International Standards contain provisions which, thfough reference in thi
tute provisions of this Recommendation | International Standard. At the time of publiCation, the editions ind
valid. All Recommendations and Standards are subject to revision, and parties to agreements based 0
Recommendation | International Standard are encouraged to investigate the possibility of applying the most
n of the Recommendations and Standards listed below. Members of IEC and'| SO maintain registers of cur
International Standards. The Telecommunication Standardization Bureauof the ITU maintains a list of cun
TU-T Recommendations.

I dentical Recommendations | International Standards

Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Sy
Interconnection — Basic Reference Model: The baSi¢ model.

Recommendation ITU-T X.213 (2001) | ISQ/IEC 8348:2002, Information technology — Open Sy
I nter connection — Network service definition.

Recommendation ITU-T X.214 (1995) |'ISO/IEC 8072:1996, Information technology — Open S
I nterconnection — Transport service definition.

Recommendation ITU-T X.500.(2012) | ISO/IEC 9594-1:2014, Information technology — Open S
Interconnection — The Directory: Overview of concepts, models and services.

Recommendation ITU-T\X.501 (2012) | ISO/IEC 9594-2:2014, Information technology — Open Sy
Interconnection — The Directory: Models.

Recommendation MFU-T X.509 (2012) | ISO/IEC 9594-8:2014, Information technology — Open Sy
Interconnection.=/ The Directory: Public-key and attribute certificate frameworks.

Recommefidation ITU-T X.511 (2012) | ISO/IEC 9594-3:2014, Information technology — Open Sy
Interconnection — The Directory: Abstract service definition.

Recommendation ITU-T X.518 (2012) | ISO/IEC 9594-4:2014, Information technology — Open S
I'nterconnection — The Directory: Procedures for distributed operation.

Recommendation ITU-T X.520 (2012) | ISO/IEC 9594-6:2014, Information technology — Open Sy
Interconnection — The Directory: Selected attribute types.
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Interconnection — The Directory: Selected object classes.

stems

Recommendation ITU-T X.525 (2012) | ISO/IEC 9594-9:2014, Information technology — Open Systems

Interconnection — The Directory: Replication.

Recommendation ITU-T X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-T X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Information object specification.

Recommendation ITU-T X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Constraint specification.

Rec. ITU-T X.519 (10/2012)
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Recommendation ITU-T X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

Recommendation ITU-T X.690 (2008) | ISO/IEC 8825-1:2008, Information technology — ASN.1
encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and

Distinguished Encoding Rules (DER).

212 ISO/IEC Standards
I SO/IEC 10646:2003, Infor mation technology — Universal Multiple-Octet Coded Character Set (UCS).

213 Other references
Recommendation ITU-T E.164 (2005), The international public telecommunication numbering plan.

Recommendationt TFU-T-X_ 121 (Oﬂﬂﬂ)' ILnternational nt |mhnring pl an for p iblic-data nabwiorks.

2.2 Non-nor mative r efer ences

IETF RFC 793 (1981), Transmission Control Protocol — DARPA Internet Program — Pr
Soecification.

IETF RFC 1738 (1994), Uniform Resource Locators (URL).

IETF RFC 2025 (1996), The Smple Public-Key GSS APl Mechanism (SPKM).

IETF RFC 2246 (1999), The TLS Protocol Version 1.0.

IETF RFC 3546 (2003), Transport Layer Security (TLS) Extensions.

IETF RFC 3986 (2005), Uniform Resource Identifier (URI): Generic Syntax.

IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

Recommendation ITU-T X.217 (1995) | ISO/IEC 8649:1996, Information technology — Open Sy
I nter connection — Service definition for the Association:Control Service Element.

Recommendation ITU-T X.224 (1995) | ISO/IEC 8073:1997, Information technology — Open Sy
Interconnection — Protocol for providing the conneetion-mode transport service.

Recommendation ITU-T X.225 (1995) | ISOAEC 8327-1:1996, Information technology — Open S
I nter connection — Connection-oriented Session protocol: Protocol specification.

Recommendation ITU-T X.226 (1994), | ISO/IEC 8823-1:1994, Information technology — Open Sy
I nterconnection — Connection-oriented Presentation protocol: Protocol specification.

Recommendation ITU-T X.227(2995) | ISO/IEC 8650-1:1996, Information technology — Open S
Interconnection — Connection-oriented protocol for the Association Control Service Element: Pr
specification.

Recommendation I TU-T X.650 (1996) | ISO/IEC 7498-3:1997, Information technology — Open Sy
I nter connection — Basic Reference Model: Naming and addressing.

Recommendation’ ITU-T X.881 (1994) | ISO/IEC 13712-2:1995, Information technology — R
Operations:* O realizations — Remote Operations Service Element (ROSE) service definition.

IETF REC 896 (1984), Congestion Control in IP/TCP Internetworks.
IETE-RFC 1006 (1987), SO Transport Service on top of the TCP Version: 3.

NETF RFC 1277 (1991), Encoding Network Addresses to Support Operation over Non-OS
Layers.

IETF RFC 2126 (1997), 1SO Transport Service on top of TCP (ITOT).
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3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

31 Basic Directory definitions
The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:

a)
b)
0)

the Directory;
(Directory) user;
Directory System Agent (DSA);

2 Rec. ITU-T X.519 (10/2012)
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d) Directory User Agent (DUA).

3.2 Distributed Operation Definitions
The following terms are defined in Rec. ITU-T X.518 | ISO/IEC 9594-4:

a) chaining;
b) performer;
c) referral.
3.3 Protocol specification definitions
Thef J::UVV;I IU tCl IIIOGICdef;I IQ‘-JI ;I 1 t:ﬂlla RC\;UIIIIIICl |da;u|| i :IItCl 1 I;L;UI Ia: Sal ILJICUI L:

NOTE — The terms defined in this clause are generalized definitions to cover both the OSI and the TCP/IP case, except|where
exXceptions are indicated.

331 abstract syntax: The specification of data types and/or data values by using notation ‘rules whigh are
independent of the encoding technique used to represent them.

332 application-association: A cooperative relationship between two application-entities established by the Bind
opergion.

333 application-context: (OSl only definition); a set of rules commonly shared ™y two application-entifies in
order|to support an application-association.

334 application-context-name: An ASN.1 object identifier that identifies (names) an application-context.

335 application layer: The top layer of the OSlI seven layer model representing the semantics qf the
comnfiunication.

3.36 application-entity: A representation of the external behaviour of an application process in the form|of its
comnpunication capabilities.

337 application-entity title: The Directory distinguished' name of an application-entity, and in particulgr, an
applig¢ation-entity representing a Directory application process.

338 application process. A process within a system which performs information processing for a paricular
purpgse, in particular processing Directory operations)

339 Bind operation: An operation type used for establishing an application-association.
3.3.10 Directory operation: An operation'type for the exchange of Directory information.

3.3.11 directory protocol-data-unit: A unit of datafor a Directory protocol consisting of control information gnd in
generfl, also application data as specified by Directory operations.
NQTE 1— A Directory PDU,in the OSl environment includes all the protocol elements of the OSl Presentation Layer|and if
relevant, protocol elementsof /ACSE in addition to the Directory-specific protocol elements.

NQTE 2 — The term "application-protocol-data-unit (APDU)" is a unit of data defined by an OS| application protocol. This term
is[not used for edition\5"and subsequent editions of these Directory Specifications. However, the abbreviation may appear in
cgtain ASN.1 elements.

3.3.12 initiaton:' The application process that initiates an application-association by issuing a Bind request.

3.313 Jocal'matter: A decision made by a system concerning its behaviour that is not subject to the requiremants of
these|Directory Specifications.

3.3.14 operation: An exchange between two application processes to perform a particular task. It consists of a
reguest from one application-process to the other one and the return of zero or more responses (result and/or errors). An
operation implies a certain process to be performed by the application process receiving the request.

3.3.15 protocol-data-unit: Comprised of the presentation protocol elements or the ACSE protocol elements of a
Directory protocol-data-unit.

3.3.16 presentation layer: The sixth layer of the OSI Reference Model.

3.3.17 protocol error: An unrecognized or unexpected protocol-data-unit or a protocol-data-unit with an unexpected
or invalid parameter is received.

3.3.18 responder: The application-process that receives a Bind request and either accepts or refuses the
application-association.

Rec. ITU-T X.519 (10/2012) 3
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NOTE - Initiator and responder are defined with respect to a single transport-connection. The initiator is also the application
process that initiated the transport-connection (see clause 8.4). A DSA can be both an initiator and responder simultaneously.

3.3.19 session layer: Thefifth layer of the OSI Reference Model.

3.3.20 session-protocol-data-unit: (OSI only definition); a unit of data at the OSl Session Layer consisting of
control information and in general, it also carries a Directory protocol-data-unit.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
AC Application Context

ACSE  Association Control Service Element

AE Application-Entity

AFI Authority and Format Identifier

APDU  Application-Protocol-Data-Unit

DAP Directory Access Protocol

DISP  Directory Information Shadowing Protocol
DOP Directory Operational Binding Management Protocol
DSA Directory System Agent

DSP Directory System Protocol

DSP Domain Specific Part

DUA Directory User Agent

EOT End of TSDU

DI Initial Domain Identifier

IDM Internet Directly Mapped

IPv4 Internet Protocol, Version 4

IPv6 Internet Protocol, Version 6

ITOT  1SO Trangport Service on top of"\TCP
LDAP Lightweight Directory Access Protocol

LI Length Indicator

NSAP  Network-Service-Access-Point

PDU Protocol-DaterUnit

PGI Parameter(Group |dentifier

Pl Parameter’| dentifier

PPDU  Presentation-Protocol-Data-Unit
PV Parameter Value

Sl SPDU Identifier

SPDU  Session-Protocol-Data-Unit
TCP/IP__Transmission Control Protocol/Internet Protocol
TPDU  Transport-Protocol-Data-Unit

TPKT  Transport Packet

TSDU  Transport-Service-Data-Unit

URI Uniform Resource Identifier

5 Conventions

The term "Directory Specification” (as in "this Directory Specification”) shall be taken to mean Rec. ITU-T X.519 |
| SO/IEC 9594-5. The term "Directory Specifications” shall be taken to mean the X.500-series Recommendations and all
parts of 1SO/IEC 9594.

4 Rec. ITU-T X.519 (10/2012)
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This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e, the 1988 edition of the series of CCITT X.500 Recommendations and the
I SO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the
I SO/IEC 9594:1995 edition.

This Directory Specification uses the term third edition systemsto refer to systems conforming to the third edition of the
Directory Specifications, i.e, the 1997 edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9594:1998 edition.

This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of Recs ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.52% and X.530, the 2000 edition of Rec. ITU-T X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

irectory Specification uses the term fifth edition systems to refer to systems conforming to the fifth.edition jof the
ory Specifications, i.e, the 2005 edition of the series of ITU-T X.500 Recommendations anfl the

irectory Specification uses the term sixth edition systems to refer to systems conforming to(the’sixth edition|of the
ory Specifications, i.e, the 2008 edition of the series of ITU-T X.500 Recommendations anfl the

irectory Specification uses the term seventh edition systems to refer to systems.cenforming to the seventh edition
Directory Specifications, i.e., the 2012 edition of the ITU-T X.500:series Recommendations and the

irectory Specification presents ASN.1 notation in the bold Courier Néw typeface. When ASN.1 types and yalues

e. The names of procedures, typically referenced when specifying the semantics of processing, are differerjtiated
from pormal text by displaying them in bold Times New Roman. Aceess control permissions are presented in italjcized
Timeg New Roman.

If thgitems in a list are numbered (as opposed to using "<"or letters), then the items shall be considered steps in a
procedure.

The pyntax of Open Systems Interconnection (OSh) addressing related terms follow the rules establish¢d by
Rec. ITU-T X.650 | ISO/IEC 7498-3. This syntax.has been established to make a distinction between a term|for a
specific purpose and a more general term. As an‘example, transport-address is hyphenated to signal it is a specifi¢ term
used {n an OSI context, while transport address without a hyphen has a more general meaning.

6 Common protocol specification

6.1 Directory associations and operations

The grotocols for these-Birectory Specifications are described as a set of operations. An operation is defined in tefms of
arequiest sent from gne'system to another system expecting this other system to process the request, and if applicgble, it
returrjs one or morerreplies constituting the result. An operation can either be a Bind operation or an operation injoked
to acqess Directory information (a Directory operation).

If exdeption\conditions are encountered, one or more errors may be returned instead of or in addition to possible results.
NQTFE)1 — The currently defined operations will return either one or more results or asingle error.

Directory protocols defined by these Directory Specifications may use an OS| protocol stack, a TCP/IP protocol stack
or both. The specification provided by this clause is independent of the particular protocol stack. The OSI specific
specification is given in clauses 7 and 8, while the TCP/IP specific specification is given in clauses 9 and 10.

A process within a system that processes Directory operations is called an application process. An application-entity is
the reflection of the external behaviour of an application process.

Before Directory operations can be invoked between two Directory application processes, an application-association
has to be established between the corresponding application-entities. An application-association is a cooperative
relationship between two application-entities formed by the exchange of control information within the request and
result of aBind operation and by the use of a common underlying service.

NOTE 2 —Thisis amoadified definition of application-association as given by Rec. ITU-T X.217 | ISO/IEC 8649, and is intended
to cover both the use of an underlying OSI protocol stack and an underlying TCP/IP stack.

Rec. ITU-T X.519 (10/2012) 5


https://standardsiso.com/api/?name=bb901b1a98fa5f4b51fe6d58388b1a6b

| SO/l EC 9594-5:2014 (E)

An application-association is terminated using an unbind exchange. The unbinding of an application-association
defined as an operation.

6.2 Specification for Directory operations

is not

These Directory Specifications specify several operation types. An operation type is specified by the oPERATION
ASN.1 information object class. Possible errors associated with an operation type are defined by the ERrRors ASN.1

information object class.

OPERATION ::= CLASS {
&ArgumentType OPTIONAL,
&ResultType OPTIONAL,
&Errors ERROR OPTIONAL,

AL J
SYNTAX {
[ARGUMENT &ArgumentTypel
[RESULT &ResultTypel
[ERRORS &Errors]

[CPDE &operationCode] }

ERROR ::= CLASS {
&PhrameterType,

&efrorCode Code UNIQUE OPTIONAL }
WITH| SYNTAX {

PARAMETER &ParameterType

[CPDE &errorCodel] }

Code| : := CHOICE {
lofal INTEGER,
glpbal OBJECT IDENTIFIER,

-}

The qrpeERATION information object class is a convenient way to, express the syntax of Directory requests, resul
errorg for aparticular operation type.

This ASN.1 information object class has the following fields:
a) ThesargumentType field specifies an-gpen data type for the request part of an operation.

b) The srResultType field specifies anopen data type for one or more replies constituting the result
request. If thisfield is absent, thefe'is no result associated with the operation.

¢) The &Errors field specifies.ohe or more errors that can occur as the result of processing the requ
thisfield is absent, thereis no error associated with the operation.

absent for the Bind.operation. See clause 6.4 for currently defined operation codes.

Directory operations may in‘principle be performed in two different modes:

a) if aDirectory operation shall be completed before a new Directory operation may be invoked, the
of operation is synchronous; or

b) if.severa operations may bein progress at the same time, the mode of operation is asynchronous.
If al Directory operations defined for a particular type of application-association:
a) ' consist of both arequest and one or more results and/or errors; and

s and

of the

est. If

d) The soperationcdde field specifies the type of Directory operation to be performed. This field is

mode

L)

" (N IP=CWP-0 PN PR Pl “O-NHI-CW P~ PP-v= l =W Aaci dacl o iat
13J) AT ATUVWLCU UNTy tU VU TTIVURTU Uy dUCoyricltu Oy oLl T,

such operation may be executed in either synchronous or asynchronous mode. Otherwise, the mode of operat
always asynchronous.

ion is

The opERATION information object class does not in itself imply any sequencing. A Directory request may have no
result and/or error, or a request may have severa results and/or errors. However, it does tie together a request with
possible responses (results and errors) by carrying the same operation code and the same invoke id (see below).

However, specification of a particular operation type may dictate sequencing restrictions.
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An error is a report of the unsuccessful performance of an operation. An error is represented by the ERROR ASN.1
Information Object Class. The different fields are described below:

a) the sParameterType field specifies the data type of the parameter of the error specifying the nature of
the error; and

b) the serrorcode field specifies the code that identifies the error (see clause 6.5 for the defined error
codes).

Although not reflected by the opERATION Or the ERRORS information object classes, each invocation of a Directory
operation is assigned an InvokeId, Which is carried in the protocol. This makes it possible to indicate to what
Directory operation a particular request, result or error belongs. The definition of the 1nvoke1d isasfollows:

InvokeId ::= CHOICE ({
pr Tt INTEGER
abEent NULL,

If an pperation type does not specify an soperationCode, operations of this type cannot have InvokeXd assigned.

6.3 Directory protocol overview

6.3.1 Use of underlying services

Wher) two application processes from different open systems interact, the applicatien-association is realized |as an
Application Layer protocol using either an OSl or a TCP/IP underlying service.

Detai|s on the use of the OSI service are given in clause 8, while the details on-the use of the TCP/IP service are|given
in clause 10.

The @SI Transport Layer may either be supported using the service asdefined in Rec. ITU-T X.214 | ISO/IEC 8(72 or
by ugng the specification in clause 8.5. In this latter case, the OS| upper layer protocols stack are placed on top of a
TCP/|P protocol stack.

6.3.2 The Directory Access Protocol (DAP)

Before a DUA and a DSA from different open systems canjinteract, a Bind operation has to be invoked between thjem to
establlish an application-association supporting a Directory protocol called the Directory Access Protocol (DAP).

The Bind operation (directoryBind) for establishing a DAP application-association is defined in clause 8 of
Rec. [TU-T X.511 | ISO/IEC 9594-3.

This gdition and all previous editions of the'Birectory Specifications only alow a DUA to invoke a Bind operatign and
to inifiate subsequent Directory operations. If the OS| underlying stack is used, Directory operations may be inyoked
eitherin synchronous mode or in asyhchronous mode. |f the TCP/IP underlying stack is used, Directory operations are
alwaysinvoked in asynchronous tmode.

All Dyrectory operations require’either asingle reply or asingle error to be returned.

6.3.3 The Directary, System Protocol (DSP)

Before a pair of DSAs from different open systems can interact, a Bind operation has to be invoked between them to
establlish an application-association supporting a Directory protocol called the Directory System Protocol (DSP).

The [Bind \operation (dsaBind) for establishing a DSP application-association is defined in clause 11 of
Rec. ITU-T X.518 | ISO/IEC 9594-4.

Either DSA may Invoke a Bind operation. Both the initiating and responding DSA may invoke subsequent Directory
operations. Directory operations are always invoked in asynchronous mode on the DSP.

All Directory operations require either asingle reply or asingle error to be returned.

6.34 The Directory I nformation Shadowing Protocol (DI SP)

Before apair of DSAs from different open systems can interact for the purpose of exchanging shadowing information, a
Bind operation has to be invoked between them to establish an application-association supporting a Directory protocol
called the Directory Information Shadowing Protocol (DISP).

The Bind operation (dsAshadowBind) for establishing a DISP application-association is defined in clause 7.4.1 of
Rec. ITU-T X.525 | ISO/IEC 9594-9.
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If the OSl underlying stack is used, the mode of operation is synchronous or asynchronous depending on the
application-context selected for the Bind operation. If the TCP/IP underlying stack is used, Directory operations are
always invoked in asynchronous mode.

All Directory operations require either asingle reply or asingle error to be returned.

6.3.5 The Directory Operational Binding Management Protocol (DOP)

Before a pair of DSAs from different open systems can interact for the purpose of maintaining operational bindings, a
Bind operation has to be invoked to establish an application-association supporting a Directory protocol called the
Directory Operationa Binding Management Protocol (DOP).

The DSA that may assume the role of initiator of the Bind operation depends on the DSA roles assigned for the
operationa binding(s) to be managed using the Directory operations on the application-association. Only the initiator
may ipvoke Directory operations. More than one operational binding type may only be managed within this applidation-
assoc|ation if the DSA rolesfor the distinct types are compatible (e.g., aDSA assumes Role A for each binding tyiiet).

All Dyrectory operations require either asingle reply or asingle error to be returned.

6.4 Operation codes

6.4.1 Operation codes for DAP and DSP
The fpllowing operation codes are used in the DAP and the DSP:

id-opcode-read Code ::= local:1l
id-opcode-compare Code ::= local:2
id-opcode-abandon Code ::= local:3
id-opcode-1list Code ::= local:4
id-opcode-search Code ::= local:5
id-opcode-addEntry Code ::= local:é6
id-opcode-removeEntry Code ::= local:7
id-opcode-modifyEntry Code ::= local:8
id-opcode-modifyDN Code ::= locaili9
id-opcode-changePassword Code ::= local:10
id-opcode-administerPassword Code ::= local:1l1
id-opcode-1ldapTransport Code ::=\docal:12
id-opcode-1linkedLDAP Code ::= local:13

The Use of these operation codes is specified in Rec. 1TU-T X.511 | ISO/IEC 9594-3.

6.4.2 Operation codesfor DISP
The fpllowing operation codes are used'in the DISP.

id-opcode-requestShadowUpdate Code ::= local:1l
id-opcode-updateShadow Code ::= local:2
id-opcode-coordinateShadowUpdate Code ::= local:3

The Use of these operation.codes is specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

6.4.3 Operation‘codes for DOP
The fpllowing eperation codes are used in the DOP.

id-op-€stablishOperationalBinding Code ::= local:100
id-op-modifyOperationalBinding Code ::= local:102
id-op-terminateOperationalBinding Code ::= local:101

The use of these operation codesis specified in Rec. ITU-T X.501 | ISO/IEC 9594-2.

6.5 Error codes

6.5.1 Error codesfor DAP and DSP

The following error codes are used in the DAP and the DSP. The code id-errcode-referral isonly used in the
DAP. The code id-opcode-dsaReferral isonly used in the DSP:

id-errcode-attributeError Code ::= local:1l
id-errcode-nameError Code ::= local:2
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id-errcode-serviceError Code ::= local:3
id-errcode-referral Code ::= local:4
id-errcode-abandoned Code ::= local:5
id-errcode-securityError Code ::= local:é6
id-errcode-abandonFailed Code ::= local:7
id-errcode-updateError Code ::= local:8
id-errcode-dsaReferral Code ::= local:?9
6.5.2 Error codesfor DISP

Thefollowing error code is used in the DISP:
id-errcode-shadowError Code ::= local:1
6.5.3 Errer-codesfor-DOPR

The fpllowing error code is used in the DOP:;
id-efr-operationalBindingError Code ::= local:100
6.6 Abstract syntaxes

A protocol specification includes a specification of the data types that may be transferred as part of the pr

exchgnges. The data types are defined using an abstract notation like the ASN.1 notation and constitute the al

synt

althofigh there are differences. Four abstract syntaxes are defined for each\of these types of communi

corr
assig
abstra

7

This
relev
ASs0

Ther

7.1

The 1
units

OSI-
Os
Os
Os
Os
Os
Pr

7.2

for the protocol. The abstract syntaxes are quite similar for OSlI communication.and for TCP/IP communid

onding to the four different Directory protocols. Only for the OSlI communication are the abstract syl
ed object identifiers. When establishing an OS| application-association the relevant object identifier f
It syntax is signalled inthe Bind (see clause 7.6.1).

Directory protocolsusing the OS| stack

Clause defines the Directory protocols and their mapping onto the OSI Session Protocol. It incorporat
t elements of the OSl Presentation Protocol as>defined by Rec. ITU-T X.226 | ISO/IEC 8823-1 ar
iation Control Service Element (ACSE) as defined by Rec. ITU-T X.227 | ISO/IEC 8650-1.

i BindResult{{pfotocol}} |
iBindError{{protocol}} |
ioperation{{protocol.&Operations}} |
iUnbind |

bsentationAbort )

Directory PDU structure

btocol
IStract
ation,
cation
htaxes
br the

bs the
d the

blevant part of the OSI session protocol is defined in clause 8.3.
OSl-PDUs
hessages of OSI-based protocals-are conveyed over an OS| application-association as Directory protocol-data-
represented by the os1 -ppu-data type as follows:
PDU{APPLICATION-CONTEXT :protocol} ::= TYPE-IDENTIFIER.&Type (
iBind{{protocol }}7]

A Directory PDU in the OS| environment consists of protocol elements from the OSI Presentation Layer as defined by
Rec. ITU-T X.226 | ISO/IEC 8823-1, of ACSE protocol elements as defined by Rec. ITU-T X.227 | ISO/IEC 8650-1, if
relevant, and Directory specific protocol elements for the protocol in question.

The 0siBind, the 0siBindResult and the osiBindError have presentation protocol elements and ACSE protocol
elements in addition to the Directory specific protocol elements, while the osioperation only has presentation
protocol elements in addition to the Directory specific protocol elements. The PresentationaAbort has only
presentation protocol elements.

The Presentation Layer protocol elements included within a specific Directory PDU comprise a PPDU.

NOTE 1 —The term PPDU (presentation-protocol-data-unit) is introduced here, as it is referenced when discussing presentation
protocol errors and by the Abort -reason datatype. The term is otherwise not relevant for these Directory Specifications.

Rec. ITU-T X.519 (10/2012)
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The ACSE protocol elements included within a specific Directory PDU comprise an ACSE PDU.

NOTE 2 —Rec. ITU-T X.227 | ISO/IEC 8650-1 uses the term APDU (application-protocol-data-unit) for an ACSE PDU. Asthe
Directory specific protocol elements of a specific Directory PDU in principle aso comprise an APDU, the term ACSE PDU is
used here to avoid confusion.

The following PPDUs are used by this Directory Specification:
a) CPPPDU, which isreflected by the cp-type data type defined by Rec. ITU-T X.226 | ISO/IEC 8823-1.

There
Hows

and o iUnbindResult.

Thef

7.3

Inad
the D

Thef

N
R

A
adg
CcQ

Itis part of the osiBind datatype;

b) CPA PPDU, which is reflected by the cpa-pppu data type defined by Rec. ITU-T X.
ISO/IEC 8823-1. It is part of the 0siBindResult datatype;

226 |

¢) CPR PPDU, which is reflected by the cpr-pppU data type defined by Rec. ITU-T X.226 |

ISO/NEC 8323-1. 1 Ispart o the 0siBindError da’ratvpp'

d) TD PPDU, which is reflected by the User-data data type defined by Rec. ITU-T. X
ISO/IEC 8823-1. It is part of the osioperation datatype;

e) ARU PPDU, which is reflected by the aru-ppDU defined by Rec. ITU-T X.226 | ISO/FEC 8823-]1
part of the aru-PPDU data type as defined by this Directory specification; and

f)  ARP PPDU, which is reflected by the arp-pprDU defined by Rec. ITU-T X.2267) 1SO/IEC 882
consgtitutes the arp - PPDU data type as defined by this Directory specification,

ver, the User-data data type defined by Rec. ITU-T X.226 | ISO/IEC 8823-1 is'used to carry the osiu

bllowing ACSE PDUs are used by this Directory Specification:

@) AARQ-apdu isapart of theosiBind datatype;

b) AARE-apduispart of the osiBindResult datatype and the osiBindError datatype;
C) RLRQ-apdu ispart of the 0siUnbind datatype;

d) RLRE-apdu ispart of the 0siUnbindResult datatype; and

€) ABRT-apdu ispart of the ARu-pPPDU data type.

Session PDUs

ition to the Directory PDUs, this Directory Specification also defines session-protocol-data-units (SPDUS
rectory PDUs are carried within an SPDU.

pllowing SPDUs are used by this Directory Specification:

a) CONNECT SPDU-used to carry the 0siBind;

b) ACCEPT SPDU used to carry the osiBindResult;
DTE —The AARE AGSE/PDU (as represented by aaRE-apdu and AAREerr-apdu) iS according to clause 8.

cording to clause,6.2.5.6 of Rec. ITU-T X.226 | ISO/IEC 8823-1, a CPR PPDU shall be issued at the Presentation Layer
cording to clawse’/.1.3 of Rec. ITU-T X.226 | ISO/IEC 8823-1, the CPR PPDU is conveyed in the SCONNECT respor
nfirm sessignprimitives.
¢)..“\REFUSE SPDU is used to carry osiBindError and it is used for rejecting an application-assod
due to Session Layer conditions;

P26 |
. Itis

B-1. It

is no PPDU defined for the release of an application-association (0siunbind” and OsiUnbindRegult).

bind

). All

1.3 of

¢c. ITU-T X.227 | ISO/EC 8650-1 mapped onto the P-CONNECT response/confirm, where result is set as 'user rejgction’.

Also,
se and

iation

e) DISCONNECT SPDU is used to carry the osiunbindResult to complete termination of an

application-association;

f)  ABORT SPDU is used to carry the arRu-pPPDU and ARP-PPDU in addition to be used on its own
aborting due to a Session Layer problem;

when

g) ABORT ACCEPT SPDU carries no upper layer information, but it does indicate that an abort has been

received by the peer system; and
h) DATA TRANSFER SPDU isused to carry osioperation.

Details of SPDUs are given in clause 8.3.

10
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74 OSl addressing

OSl defines addresses for the Network Layer and up to and including the Presentation Layer. The Address on the top of
the Network Layer is called the network-service-access-point (NSAP) address. The structure of an NSAP address is
defined in Rec. ITU-T X.213 | ISO/IEC 8348. A transport-address on top of the Transport Layer is defined asthe NSAP
address plus an optiona transport-selector. A session-address on top of the Session Layer is defined as the
transport-address plus an optional session-selector. A presentation-address is defined as a session-address plus an
optional presentation-selector. Only session-selector and presentation-selector are referenced by this Directory
Specification.

75 Procedure and sequencing

An application-association between two application processes is initiated by one of the application processes issuing an
osiBfind as defined in clause 7.6.1. The initiating application process shall then wait for an OsiBindResv.:llt to
confifm the application-association establishment before sending any Directory PDU on that application-associatign.

Independent of any sequencing rule, the initiating application process may at any time issue an ARU-PPDU OF ARP-{PPDU
(see dlause 7.6.7) after having issued an osiBind. Likewise, the responding application may at any time’issue an(aru-
PPDU|Or ARP-PPDU after having received an 0siBind.

If anfosiBindResult is received, the initiating application process may send osioperatien containing OsfiReq,
OsiRps, OsiErr and osiRej asgoverned by the protocol in question.

An application-association is not established if an osiBindError (See clause 7.6(3))is received in response fo the
osiBfind, or if the application-association is refused at the session level (see clause'8:3.5).

Two ppplication processes may almost simultaneously issue osiBind to eachi other. This shall be considered gs two
independent application-association establishment attempts. If they both-sticceed, the result will be two applidation-
assoc|ations.

Protogol errors can occur within the session protocol, within the presentation protocol elements, within the ACSE
protogol elements and within the Directory-specific protocol el ements.
A prgtocol error can be caused by:

a) anunrecognized or unexpected PDU received; or

b) oneor more parameters on areceived PDU are invalid or unexpected.

NOTE 1 — According to the rules of extensibility specified in clause 12, unknown parameters shall be ignored. Clauses|8.5 of
Rgc. ITU-T X.226 | ISO/IEC 8823-1 and 7.4 of ReC. 1TU-T X.227 | ISO/IEC 8650-1 specify similar rules.

NQTE 2 — Clauses 6.4.4.2 and 6.4.4.3 of ReC. TU-T X.226 | ISO/IEC 8823-1 make a distinction between a protocol error pnd an
inyalid PPDU. As the two cases cause the same type of abort, this Directory Specification does not make that distifction.
Clluse 7.3.3.4 of Rec. ITU-T X.227 | tSO/IEC 8650-1 does not make that distinction either.

In both cases, the application-association or an application-association under establishment/termination shall be aborted.

If the|problem is detected within' the session protocol, an ABORT SPDU shall be issued (see clause 8.3.8) with ng User
Data

If the|problem is detected within the presentation protocol, an arp-pPDU (see clause 7.6.7.2) shall be issued.

If thg problem is detected within the ACSE protocol, an ARU-PPDU With abort-source Set t0 acse-seryice-
provifider (seeclause 7.6.7.1) shall be issued.

If the|prablem is detected within a Directory protocol, an ARU-PPDU With abort-source Set t0 acse-service{user
shall peissued.

7.6 Directory PDU specifications
7.6.1 OSl Bind request

0siBind{APPLICATION-CONTEXT:Protocols} ::= SET {
mode-selector [0] IMPLICIT SET {
mode-value [0] IMPLICIT INTEGER(1)},
normal -mode-parameters [2] IMPLICIT SEQUENCE {
protocol-version [0] IMPLICIT BIT STRING {version-1(0)}

DEFAULT {version-1},
calling-presentation-selector [1] IMPLICIT Presentation-selector OPTIONAL,
called-presentation-selector [2] IMPLICIT Presentation-selector OPTIONAL,
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presentation-context-definition-list
[4] IMPLICIT Context-list,

user-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
transfer-syntax-name Transfer-syntax-name OPTIONAL,
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASN1-type [0] ABSTRACT-SYNTAX.&Type

(AARQ-apdu{{Protocols}})}}}}}

Presentation-selector ::= OCTET STRING(SIZE (1..4, ..., 5..MAX))

Context-list ::= SEQUENCE SIZE (2) OF SEQUENCE {

pr T
abptract-syntax-name Abstract-syntax-name,
trpnsfer-syntax-name-list SEQUENCE OF Transfer-syntax-name }

Prespntation-context-identifier ::= INTEGER(1..127, ..., 128..MAX)

Abstfact-syntax-name ::= OBJECT IDENTIFIER

Trangfer-syntax-name ::= OBJECT IDENTIFIER

AARQ apdu{APPLICATION—CONTEXT:Protocols} ::= [APPLICATION 0] IMPLICIT SEQUENCE {
prptocol-version [0] IMPLICIT BIT STRING {versionl(0)}

DEFAULT {versionl},
application-context-name [1] Application-contextXname,
callled-AP-title [2] Name OPTIONAL,
callled-AE-qualifier [3] RelativeDistinguishedName OPTIONAL,
callled-AP-invocation-identifier [4] AP-invocationm=identifier OPTIONAL,
callled-AE-invocation-identifier [5] AE-invocation=identifier OPTIONAL,
callling-AP-title [6] Name OPTIONAL,
callling-AE-qualifier [7] RelativeDistinguishedName OPTIONAL,
callling-AP-invocation-identifier [8] AP-invocation-identifier OPTIONAL,
callling-AE-invocation-identifier [9] AE-invocation-identifier OPTIONAL,
implementation-information [29] IMPLICIT Implementation-data OPTIONAL,
uspr-information [30] IMPLICIT

Association-informationBind{{Protocols}}}
Assofiation-informationBind{APPLICATION-CONTEXT:Protocols} ::=
SEPRUENCE SIZE (1..MAX) OF
EXTERNAL
(WITH COMPONENTS {
identification (WITH COMPONENTS {..., syntax ABSENT}),
data-value-descriptor ABSENT,
data-value (CONTAINING TheOsiBind{{Protocols}})})

Appllication-context-name ::= OBJECT IDENTIFIER

AP-ipvocation-identifier ::= INTEGER

AE-ipvocationsidentifier ::= INTEGER

Implpmentation-data ::= GraphicString

TheOp+Bind{APPLICATION-CONTEXT:Protocols} ::=

[16] APPLICATION-CONTEXT.&bind-operation.&ArgumentType ({Protocols})

The 0siBind is used for initiating an application-association. The osiBind includes presentation protocol elements
(see clause 7.6.1.1), ACSE protocol elements (see clause 7.6.1.2) and the Directory Bind protocol elements (see
clause 7.6.1.3). The Bind request shall be formatted according to the specification given in the relevant clauses that are

mentioned.

The osiBind is carried in the User Data parameter or the Extended User Data parameter of the session CONNECT

SPDU (see clause 8.3.3).

The responder of the application-association shall check the protocol elementsin the following sequence:

1) The session protocol elements shall be checked. If one or more of these protocol elements are

unacceptable, a REFUSE SPDU (see clause 8.3.5) shall be returned. Otherwise, continue.
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The presentation protocol elements shall be checked. If one or more of these protocol elements are
unacceptable, an o0siBindError including a provider-reason component and excluding a
user-data component (see clause 7.6.3.1) shall be returned. Otherwise, continue.

The ACSE protocol elements shall be checked. If one or more of these protocol elements are
unacceptable, an osiBindError shall be returned with result and result-source-diagnostic
components of the AAREerr-apdu present and with the user-information component absent as
specified in clause 7.6.3.2. Otherwise, continue.

The Directory Bind shall be checked according to rules for the Directory protocol in question. An
OsiBindResult (See clause 7.6.2) shall be returned if the responder is able to accept the Directory
Bind. Otherwise, an osiBindError shall be returned with the user-information component of the
AAREerr-apdu present.

If a grotocol error is detected at any time during that sequence, the appropriate abort shall be issued as specifjed in
clausg 7.5.

7.6.1,

Presentation protocol elements

The gresentation protocol elements constituting a CP PPDU are those defined by the osiBind datatype above gxcept

for the embedded AARQ-apdu.

The

N
a

Then

a)

b)

0)

d)

ode-selector component shall always be set to 1.

DTE 1 —Rec. ITU-T X.226 | ISO/IEC 8823-1 defines two modes of presentation-connection: T hese Directory Specifi¢ations
ays use the normal-mode.

ormal-mode-parameters component has the following subcomponents:

The protocol-version subcomponent shall be omitted or/set'to version-1. If specified diffefently,
the responder shall return an  OsiBindErrdr ) With provider-reason Sef to
protocol-version-not-supported.

The value of the calling-presentation-selegtor subcomponent, if supplied, shall be obfained
from locally held information.

For a definition of presentation-selector, see clause 7.4.

The value of the called-presentatién-selector subcomponent, if supplied, shall be obtained
from:

— information obtained from the AecessPoint value of aContinuationReference asthe result of
aprevious Directory operation (see Rec. ITU-T X.518 | ISO/IEC 9594-4); or

— localy held information.

If the responder does not use presentation-selector addressing or if the supplied presentation-selegtor is
not one for a Directory application-process, then the responder shall return an osiBindErroy with
provider-reason 8cttO called-presentation-address-unknown.

The presentation-context-definition-1list subcomponent shall have two elements, each|being
a sequencetype with:

— apresentation-context-identifier that is selected by the initiator. It shall be an upeven
integer and shall be different for the two elements;

AN dn abstract-syntax-name, which

i) for one of the elements shall be an object identifier identifying the ACSE abstract gyntax
(id-acseas); and

ii) for the other element shall be an object identifier for a Directory abstract syntax corresponding
to the type of application-association to be established (id-as-directoryAccessas,
id-as-directorySystemAS, id-as-directoryShadowAS or
id-as-directoryOperationalBindingManagementAS, as appropriate);

— Aatransfer-syntax-name-list, Which shal consist of one or more elements being the object
identifier for ASN.1 encoding rules as listed below:

i) {joint-iso-itu-t asnl1(1) basic-encoding(1)}, which is the object identifier for the basic encoding
rules (BER).

i) {joint-iso-itu-t asn1(1) ber-derived(2) distinguished-encoding(1)}, which isthe object identifier
for the distinguished encoding rules (DER).
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7.6.1R2 ACSE protocol elements

iii) {joint-iso-itu-t asn1(1) packed-encoding(3) aligned(0)}, which is the object identifier for the
packed encoding rules (PER), basic aligned variant.

iv) {joint-iso-itu-t asn1(1) packed-encoding(3) unaligned(1)} ,which is the object identifier for the
packed encoding rules (PER), basic unaligned variant.

v) {joint-iso-itu-t asn1(1) xml-encoding(5) basic(0)}, which is the object identifier for the basic
XML encoding rules (XER).

See clause 8.1 for details on abstract syntaxes and transfer syntaxes.
€) Theuser-data subcomponent has the following elements:

NOTE 3—-The user-data subcomponent reflects the fully-encoded-data choice of the user-data of the CP PPDU
defined by Rec. ITU-T X.226 | ISO/IEC 8823-1. The fully-encoded-data consists of a sequence of pvb-1list. This
Directory Specification requires exactly one pvb-1ist. Therefore, the sequence-of type specifies exactly one value.

— the transfer-syntax-name subcomponent, if present, shall be the object identifier for the basic
encoding rules (BER);
NOTE 4 — According to clause 8.4.2.7 of Rec. ITU-T X.226 | ISO/IEC 8823-1: "The transfer syntax hame shall be

present when more than one transfer syntax name was proposed for the presentation context of the' presentatign data
values'.

— the presentation-context-identifier Subcomponent shall be given,the same value gs the
presentation-context-identifier Of the element of the presentation-confjext-
definition-1list that specifiesthe ACSE abstract syntax;

— the presentation-data-values Subcomponent shal hold the'ACSE protocol elements as
specified in clause 7.6.1.2.

The ACSE protocol elements are those defined by the aarRQ-apduydata type above, except for the embpdded

TheOgpiBind.

NOTE 1-The ACSE protocol elements are the relevant components of the aarQ-apdu as defined by Rec. ITU-T H.227 |
ISO/IEC 8650-1. Only the kernel functional unit of ACSE is used by, these Directory Specifications. According to clause{9.1 of
Rec. ITU-T X.227 | ISO/NIEC 8650-1, the sender-acse-requirements, theé mechanism-name, the calfling-
aythentication-value andthe application-context-name-1list cOmponents are not relevant.

The grotocol-version component shall be omitted.or set to versioni, i.e., bit O set. If the component is priesent,
the injitiator shall not include any bit after bit 0. If. the responder receives a Bind request with this component present
and bjt 0 is set and one or more other bits are set,/those bits shall be ignored. If bit 0 is not set, but some other bit|is set,
the rg@sponding application process shall reply with an osiBindError (See clause 7.6.3) with Associate-soyrce-

diaghostic S&f O no-common-acse-version.

The dpplication-context-name component shall:

a) fortheD DAP, beseftgid-ac-directoryAccessAc;
b) fortheDSP, besetto id-as-directorySystemac;
¢) for the DISPybe set to either:

- jid>ac-shadowConsumerInitiatedAC;

—~. \1d-ac-shadowSupplierInitiatedAC;

=~ id-ac-shadowSupplierInitiatedAsynchronousAC,; Or

— id-ac-shadowConsumerInitiatedAsynchronousAC,

If the responder does not support the specified application-context-name, it shall reply with an osiBindError
(seeclause 7.6.3) with Associate-source-diagnostic SettO application-context-name-not-supported.

Thecalled-aAP-title component, if present, shall be obtained from:

— information returned in acontinuationReference astheresult of aprevious Directory operation; or
— localy held information.

If the responder does not recognize the called-aAP-title, it shal reply with an osiBindError (See clause 7.6.3)
with Associate-source-diagnostic Sett0 called-AP-title-not-recognized.

14
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Thecalled-AE-qualifier component, if present, shall be obtained from:
— information returned in acContinuationReference astheresult of aprevious Directory operation; or
— localy held information.

If the responder does not recognize the called-AE-qualifier, it shall reply with an oOsiBindError (See
clause 7.6.3) with Associate-source-diagnostic Sett0called-AE-qualifier-not-recognized.

The called-AP-invocation-identifier component may optionally be supplied if information about its value is
retained from a previous application-association. If the responder does not recognize the called-AP-invocation-
identifier, it shall reply with an osiBindError (See clause 7.6.3) with Associate-source-diagnostic Setto
called-AP-invocation-identifier-not-recognized.

callpd-AE-invocation-identifier-not-recognized.

The ¢alling-AP-title component, if supplied, shall be obtained from localy held information, 1T the resgonder
wantg to ensure the identity of the initiator, but does not recognize the calling-aAP-title,) it may rejeft the
appligation-association with an o0siBindError (See clause 7.6.3) with Associate-source-diagnostic 5et to
callling-AP-title-not-recognized.

The talling-AE-qualifier component, if supplied, shall be obtained from Jdecaly held information. |f the
respopder wants to ensure the identity of the initiator, but does not recognize theCealling-AE-qualifier, if may
reject| the application-association with an osiBindError (see clause 7.6.3) with'Associate-source-diagndstic
settolcalling-AE-qualifier-not-recognized.

The dalling-AP-invocation-identifier component may optionaly. be supplied. A receiving system may ilgnore
this velue, if present. If the responder wants to ensure the identity of the'initiator, but does not recognize the calling-
AP-ipvocation-identifier, it may reject the application-association with an osiBindError (See clause [7.6.3)
With Associate-source-diagnostic Sett0 calling-AP-invocation-identifier-not-recognized.

The ¢alling-AE-invocation-identifier component,may optionally be supplied. A responding system may
ignore this value, if present. If the responder wants to ensure the identity of the initiator, but does not recognize the
callfing-AE-invocation-identifier, it may reject the application-association with an o0siBindErrox (See
clausg 7.6.3) with Associate-source-diagnhostic Set t0 calling-AE-invocation-identifier-not-
recognized.

The implementation-information component may hold implementation-specific information. This information
does ot affect the application-association establishment procedure.

Thedser-information component)has the following subcomponents:

a) direct-reference, if present, shall hold the object identifier for the basic encoding rules (BER);

b) indirect-feference shall identify the Directory abstract syntax within the presentafion-
contextidefinition-list asdefinedin clause 7.6.1.1 d); and

c) thesingle-aAsN1-type shall hold the Bind protocol elements as specified in clause 7.6.1.3.

NQTE 2 — ThewSer-information component corresponds to the user-information component of AARQ-apdu as defined
by Rec. ITU=TVX.227 | ISO/IEC 8650-1. This component iS a SEQUENCE OF EXTERNAL. These Directory Specifications ffequire
exactly, one-occurrence of EXTERNAL (see NOTE in clause 7.6.1).

7.6.18 " The Bind protocol elements

The TheosiBind shall be the Bind request argument as defined for the Directory protocol in question.
NOTE — The Bind argument starts with the [16] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

7.6.2 OSl Bind result

An osiBindResult iSreturned by the responder if the osiBind is acceptable and the responder decides to engage in
the application-association.

OsiBindResult{APPLICATION-CONTEXT:Protocols} ::= SET {
mode-selector [0] IMPLICIT SET {mode-value [0] IMPLICIT
INTEGER (1) },
normal -mode-parameters [2] IMPLICIT SEQUENCE {
protocol-version [0] IMPLICIT BIT STRING {version-1(0)}
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DEFAULT {version-1},
responding-presentation-selector [3] IMPLICIT Presentation-selector OPTIONAL,
presentation-context-definition-result-list

[5] IMPLICIT SEQUENCE SIZE (2) OF SEQUENCE {

result [0] IMPLICIT Result (acceptance),
transfer-syntax-name [1] IMPLICIT Transfer-syntax-name },
user-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE(l) OF SEQUENCE {
transfer-syntax-name Transfer-syntax-name OPTIONAL,
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASN1-type [0] ABSTRACT-SYNTAX.&Type (AARE-apdu{{Protocols}}
) 1131}
OsiBHMREsTIt{APPLICATION=CONTEXTTPTOtOCOIs 7= SET X
mofle-selector [0] IMPLICIT SET {mode-value [0] IMPLICIT
INTEfER (1) },
nofmal -mode-parameters [2] IMPLICIT SEQUENCE {
brotocol-version [0] IMPLICIT BIT STRING {version-1(0)}

DEFAULT {version-1},
responding-presentation-selector [3] IMPLICIT Presentation-selector OPTIONAL,
pbresentation-context-definition-result-list

[5] IMPLICIT SEQUENCE SIZE (2) OF_ SEQUENCE {

result [0] IMPLICIT Result (acceptance)”,
transfer-syntax-name [1] IMPLICIT Transfer-syntax-hame },
iser-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE(1) OF SEQUENCE {
transfer-syntax-name Transfer-syntax-name OPTIONAL,
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASNl-type [0] ABSTRACT SYNTAX.&Type (AARE-apdu{{Protocols}}
)33}
Resuflt ::= INTEGER {
acfeptance (0),
uspr-rejection (1),

prpvider-rejection (2)}

AARE-apdu{APPLICATION-CONTEXT:Protocols} := [APPLICATION 1] IMPLICIT SEQUENCE {

prptocol-version [0] IMPLICIT BIT STRING {versionl(0)}
DEFAULT {versionl},
application-context-name [1] Application-context-name,
repult [2] Associate-result (accepted),
repult-source-diagnostic [3] Associate-source-diagnostic,
repponding-AP-title [4] Name OPTIONAL,
repponding-AE-qualifier [5] RelativeDistinguishedName OPTIONAL,
repponding-AP-invocation-<identifier [6] AP-invocation-identifier OPTIONAL,
repponding-AE-invocation-identifier [7] AE-invocation-identifier OPTIONAL,
implementation-information [29] IMPLICIT Implementation-data OPTIONAL,
uspr-information [30] IMPLICIT

Association-informationBindRes{{Protocols}}}

Assofiation-informationBindRes{APPLICATION-CONTEXT:Protocols} ::=
SEQUENCE_SIZE (1) OF

EXTERNAL (
WITH COMPONENTS ({
identification (WITH COMPONENTS {..., syntax ABSENT}),
data-value-descriptor ABSENT,
data-value (CONTAINING TheOsiBindRes{{Protocols}})})

Associate-result ::= INTEGER {
accepted (0),
rejected-permanent (1),
rejected-transient (2)}(0..2, ...)

Associate-source-diagnostic ::= CHOICE {
acse-service-user [1] INTEGER {
null (0),
no-reason-given (1),
application-context-name-not-supported (2),
calling-AP-title-not-recognized (3),
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calling-AP-invocation-identifier-not-recognized (4),

calling-AE-qualifier-not-recognized (5),
calling-AE-invocation-identifier-not-recognized (6),
called-AP-title-not-recognized (7),
called-AP-invocation-identifier-not-recognized (8),
called-AE-qualifier-not-recognized (9),

called-AE-invocation-identifier-not-recognized (10)}(0..10, ...),
acse-service-provider [2] INTEGER {

null (0),
no-reason-given (1),
no-common-acse-version (2)}(0..2, ...)}

TheOsiBindRes{APPLICATION-CONTEXT:Protocols} ::=
[17] APPLICATION-CONTEXT.&bind-operation.&ResultType ({Protocols})

Thed

7.6.2.

siBindResult iscarried in the User Data parameter of the session ACCEPT SPDU (see clause 8.3.4).

1 Presentation protocol elements

The presentation protocol elements constituting a CPA PPDU are those defined by the osiBindResult datd type

above

, except for the embedded AARE-apdu.

Thenjode-selector component shall aways be set to 1.

Then

7.6.2,

The g
therg

Then

ormal-mode-parameters cOomponent has the following subcomponents:
@) Theprotocol-version subcomponent shall be omitted or set to version-1.

b) The responding-presentation-selector subcomponent, ¢if “supplied, shall be obtained
locally held information.

C) Thepresentation-context-definition-result-Llist subcomponent shall have two elemg
a sequence corresponding to the sequence of elements provided in the presentation-cont
definition-1list of the Bind regquest, each praviding the result of the context negotiation f
corresponding element as follows:

— Theresult shal be present and set to acceptance.

— The transfer-syntax-name shall>Pbe present and specify the object identifier for the
encoding rules (BER).

d) Theuser-data subcomponent has'the following elements:

— The transfer-syntax:dame Ssubcomponent, if present, shall be the object identifier f
encoding rules elected hy the responder.

— The presentation-context-identifier subcomponent shall be given the same value
presentation-context-identifier Of the element of the presentation-con
definitionk list of the Bind request that specified the ACSE abstract syntax name.

— The presentation-data-values subcomponent shal hold the ACSE protocol elemel
specifiedin clause 7.6.2.2.

P ACSE pretocol elements

rotocoléversion component shall be omitted or set to versioni, i.e, bit O set. If the component is pr
spondersshall not include any bit after bit 0.

esul+ component shall be set to accepted by the responder.

from

nts in
ext-
br the

basic

br the

Bs the
ext-

ts as

esent,

The result-source-diagnostic component shal take the acse-service-user ChoiCe and take the value null

Or no

-reason-given.

The application-context-name component shall be present and set to the value of the corresponding component
of the Bind request.

The responding-AP-title component, if supplied, shall be obtained from locally held information.

The responding-AE-qualifier component, if supplied, shall be obtained from locally held information.

The responding-AP-invocation-identifier cOmponent may optionaly be supplied. The initiator may ignore
this component, if present.
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The responding-AE-invocation-identifier component may optionaly be supplied. The initiator may ignore
this component, if present.

The implementation-information component may hold implementation-specific information. This information
does not affect the application-association establishment procedure.

Theuser-information component has the following subcomponents:

a)
b)

©)

direct-reference, if present, shall hold the object identifier for the ASN.1 basic encoding rules
(BER).

indirect-reference shall identify the Directory abstract syntax within the presentation-
context-definition-list asdefinedinclause 7.6.1.1 d).

The single-asN1-type shal hold the Bind result protocol elements as specified in clause 7.6.2.3.

7.6.2B TheBind result protocol elements

The gheosiBindRes shall bethe Bind result type as defined for the Directory protocol in question.
NOTE — The Bind result starts with the [17] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

7.6.3 OSl Bind error

OsiBjindError {APPLICATION-CONTEXT:Protocols} ::= CHOICE {
nofmal-mode-parameters SEQUENCE {
pbrotocol-version [0] IMPLICIT BIT STRING {version-1(0)}

Resuflt-list
SEQUENCE SIZE (2) OF SEQUENCE {
result
transfer-syntax-name [1] IMPLICIT Transfer-syntax-name OPTIONAL,
brovider-reason [2] \IMPLICIT INTEGER {
reason-not-specified (0),
abstract-syntax-not- supported (1),
proposed-transfer=syntaxes-not-supported (2)} OPTIONAL}

Provjider-reason ::= INTEGER {

son-not-specified (0),
porary-congestion (1),
al-limit<{exceeded (2),
led-preésentation-address-unknown (3),
tocolsversion-not-supported (4),
aulty¥context-not-supported (5),

responding-presentation-selector

bresentation-context-definition-result-list

brovider-reason [10] IMPLICIT Provider-reason OPTIONAL,
iser-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT¢{SEQUENCE SIZE (1) OF SEQUENCE {
transfer-syntax-name Transfer-syntax-name OPTIONAL,
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASNl-type [a]

DEFAULT {version-1},
[3] IMPLICIT Presentation-selector OPTIONAL,

[5] IMPLICIT Resultt-list OPTIONAL,

ABSTRACT-SYNTAX. &Type (AAREerr-apdu{{Protocols}}) }}} OPTIONAL}}

[0] IMPLICIT Result,

uspr=data-not-readable (6),
no ilable (7) }
AAREerr—apdu{APPLICATION—CONTEXT:Protocols} HEE ] [APPLICATION 1] IMPLICIT SEQUENCE {

protocol-version [0] IMPLICIT BIT STRING {versionl(0)}
DEFAULT {versionl},

application-context-name [1] Application-context-name,

result [2] Associate-result
(rejected-permanent..rejected-transient),

result-source-diagnostic [3] Associate-source-diagnostic,

responding-AP-title [4] Name OPTIONAL,

responding-AE-qualifier [5] RelativeDistinguishedName OPTIONAL,

responding-AP-invocation-identifier [6] AP-invocation-identifier OPTIONAL,

responding-AE-invocation-identifier [7] AE-invocation-identifier OPTIONAL,

implementation-information [29] IMPLICIT Implementation-data OPTIONAL,
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user-information [30] IMPLICIT

Association-informationBindErr{{Protocols}} OPTIONAL

Association-informationBindErr{APPLICATION-CONTEXT:Protocols} ::=
SEQUENCE SIZE (1) OF

EXTERNAL (
WITH COMPONENTS ({
identification (WITH COMPONENTS {..., syntax ABSENT}),
data-value-descriptor ABSENT,
data-value (CONTAINING TheOsiBindErr{{Protocols}})})

TheOsiBindErr{APPLICATION-CONTEXT:Protocols} ::=
[18] APPLICATION-CONTEXT.&bind-operation.&Errors.&ParameterType ({Protocols})

[l Presentation protocol elements

}

resentation protocol elements constituting a CPR PPDU are those defined by the osiBindErroxz/data type pbove

t for the embedded AAREerr-apdu.

ormal-mode-parameters cOmponent has the following subcomponents:
DTE 1 — The CPR-PPDU is a choice between X.410 mode and norma mode. These Directory Specifications only |

se the

rmal mode. The CHOICE statement is retained to ensure bitwise backward compatibility whefuusing other than BER or similar

coding.
a) Theprotocol-version subcomponent shall be as specified in clause 7.6.2.1.

b) The responding-presentation-selector subcomponent,~if. supplied, shal be as specifi
clause 7.6.2.1.

ed in

€) The presentation-context-definition-result<list sSubcomponent shall be specified as

follows:
— if thergection is not related to presentation context negotiation, the result element shall be

set to

acceptance, transfer-syntax-name-Shall be present specifying the object identifier for the

encoding rules by the responder, and provider-reason element shall be absent;

— if the abstract syntax in question is‘not supported by any of the proposed transfer syntaxas, the

result element shall set t0 provider-rejection and the provider-reason element sh
present with the appropriate value; or

al be

— if the abstract syntax in quéstion is not supported at al and the previous bullet does not applly, the
result element shal(set t0 user-rejection and the provider-reason element shall be

present with the appropriate value.

d) The provider-reagson subcomponent shall be present if the application-association is rejected ¢lue to
problems detected within the presentation protocol elements of the Bind request. Otherwise it shial be

absent.

DTE 2 — Clause 6.2.4.9.0f.Rec. ITU-T X.226 | ISO/IEC 8823-1 states for provider-reason: "If present, this shal indicate

onding PS-user-

tm the rejection is by-the responding presentation-service-provider; if absent this shall indicate that the rejection is py the

€) Theé user-data subcomponent shall be absent if provider-reason Subcomponent is present.

Otherwise, it shall be present with the following elements:

— The transfer-syntax-name Subcomponent, if present, shall be the object identifier for the

ASN.1 basic encoding rules (BER).

— The presentation-context-identifier Subcomponent shall be given the same value as the
presentation-context-identifier Of the element of the presentation-context-

definition-1list oOf the Bind request that specified the ACSE abstract syntax name.

— The presentation-data-values subcomponent shall hold the ACSE protocol elements as

specified in clause 7.6.3.2.

7.6.3.2 ACSE protocol elements

The protocol-version component shall be as specified in clause 7.6.2.2.

The application-context-name component shall be present and set to the value of the corresponding component
of the Bind request.
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The result component shall be set t0 rejected-permanent OF rejected-transient based on local
considerations.

NOTE — According to clause 11.1.1 of Rec. ITU-T X.881 | ISO/IEC 13712-2, a Bind Error is carried in the A-ASSOCIATE
response/confirm with the Result parameter value of the A-ASSOCIATE service primitives set to "rejected (permanent)” or
"rejected (transient)”, and the error value of the Bind operation is mapped on the User Information parameter of these service
primitives. At the protocol level, that trandates to the result component being set to either rejected-permanent Or
rejected-transient. Most of the Bind errors reflect a permanent condition. However, the serviceError with problem
unavailable might be considered as being transient.

The result-source-diagnostic component shall take values as follows depending on the condition:

The Vidlue of the responding-aAP-title component, if present, shall be obtained from locally held information.

The gesponding-AE-qualifier component, if present, shall be obtained from locally held information.

a) if the rgection is within a directory protocol, the acse-service-user choice shall be taken with the
vauenull Of no-reason-given; Of

title or appl|caI|on context, the acse-service-user choice shal be taken with the aopropnate vaue.

The tesponding-AP-invocation-identifier component, if present, may be ignored o péetained for a future

assoc|ation with that DSA.

The responding-AE-invocation-identifier component, if present, may be ignoted or retained for a future

assoc]ation with that DSA.

7.6.3B TheBind error protocol elements

The TheosiBindErr shall bethe Bind error type asrelevant for the type of error.

764 OSl unbind request

TheOpiBindErr{APPLICATION-CONTEXT:Protocols}
[1B] APPLICATION-CONTEXT.&bind-operation.&Errors.&ParameterType ({Protocols})

OsiUpbind ::= CHOICE Y
fullly-encoded-data

The implementation-information component may hold implementation-specific information.
The]m

TheOFithind ::= [APPLICATION 2] IMPLICIT SEQUENCE {
re

ser-information component has the following subcomponents:

a) direct-reference, if present, shal hold the objectddentifier for the ASN.1 basic encoding| rules
(BER);
b) indirect-reference shall identify the Directory abstract syntax within the presentafion-
context-definition-list asdefinedinclause7.6.1.1 d);

¢) thesingle-AsSN1-type shall hold the Bindwerror protocol elements as specified in clause 7.6.3.3.

NOTE — The Bind error starts with the [18] tag.asdefined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

[APPLICATION‘l] IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
presentdtion-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {

single-ASN1-type [0] ABSTRACT-SYNTAX.&Type (TheOsiUnbind) }}}

Son [0] IMPLICIT Release-request-reason OPTIONAL}

Release-request-reason ::= INTEGER {normal(0)}

The osiunbind iscarried in the User Data of the session FINISH SPDU (see clause 8.3.6).

Only theinitiator of an application-association may invoke an unbind request.

20

NOTE 1 —Clause 8.5 of Rec. ITU-T X.880 | ISO/IEC 13712-1 defines a CONNECTION-PACKAGE information object class, where
the field srespondercanunbind specifies whether the responder may issue an unbind or not. It defaults to FALSE. The fourth
edition of this Directory Specification did not add the srespondercanunbind for any of the protocols. The IDM protocol
allows the responder to issue an unbind, except for the DAP protocol (see clause 9.2.2).

NOTE2-Clause 85 of Rec. ITU-T X.880 | ISO/IEC 13712-1 also defines an sunbindcanfFail field of the
CONNECTION-PACKAGE information object class with default equal FaLse. The fourth edition of this Directory Specification did
not add the sunbindcanFail for any of the protocols.
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7.6.4.1 Presentation protocol elements

The presentation protocol elements are only those defined by the user-data data type defined by Rec. ITU-T X.226 |
ISO/IEC 8823-1.

The presentation-context-identifier component shall be given the same value as the presentation-
context-identifier oOf the element of the presentation-context-definition-1ist of the Bind request that
specified the ACSE abstract syntax.

Thepresentation-data-values component shall hold the ACSE protocol elements as specified in clause 7.6.4.2.

7.6.4.2 ACSE protocol elements

The reason component shall be set to normal or be absent. The absence of reason component indicates normal
releage:
NOTE 1 —According to clause 11.1.2 of Rec. ITU-T X.881 | ISO/IEC 13712-2, the reason shall aways be set to noxnial.

NOTE 2 — According to Rec. ITU-T X.226 | ISO/IEC 8823-1, there are no presentation protocol elements for the'normal felease
of|a connection. Normal release is accomplished by the normal release of the underlying session connection.

7.6.5 OSl unbind result

OsiUpbindResult ::= CHOICE ({
fullly-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OE/SEQUENCE {

bresentation-context-identifier Presentation-context-identifdier,
bresentation-data-values CHOICE {
single-ASN1-type [0] ABSTRACT-SYNTAX.&Type(TheOsiUnbindRes) }}}

TheOEiUnbindReS ::= [APPLICATION 3] IMPLICIT SEQUENCE {
rehson [0] IMPLICIT Release-response-reason OPTIONAL .}

Relepse-response-reason ::= INTEGER {normal (0)}

NOTE — Pre-edition 5 specifications specify that the Result parameter of the A-RELEASE service as defined by
Rec. ITU-T X.217 | ISO/IEC 8649 shall be set to 'affirmative'.

The dsiunbindResult iscarried in the User Data of the session DISCONNECT SPDU (see clause 8.3.7).

765/l Presentation protocol elements

The gresentation protocol elements are only those'defined by the user-data data type defined by Rec. ITU-T X.226 |
ISO/IEC 8823-1.

The presentation-context-identifier component shall be given the same value as the presentayion-
contpxt-identifier oOf the elementof the presentation-context-definition-1ist Of the Bind request that
specified the ACSE abstract syntax,

Thedresentation-data-values component shall hold the ACSE release request.

7.6.5p ACSE protocol €ements

The gosence of areassn component indicates normal release.

7.6.6 OSl operations

OsiOperation{OPERATION:Operations} ::= CHOICE {
fullly~encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
bresentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE X
single-ASN1-type [0]

ABSTRACT-SYNTAX.&Type (OsiDirectoryOperation {{Operations}})}}}

OsiDirectoryOperation{OPERATION:Operations} ::= CHOICE {
request OsiReqg{{Operations}},
result OsiRes{{Operations}},
error OsiErr{{Operations}},
reject OsiRej}

The osioperation is carried in the User Information field of the session DATA TRANSFER SPDU (see
clause 8.3.10).
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1 Presentation protocol elements

The presentation-context-identifier component shall be given the same value as the presentation-
context-identifier Of the element of the presentation-context-definition-1ist Of the Bind request that
specified the Directory abstract syntax name for the Directory protocol in question.

Thepresentation-data-values component shall hold the Directory request, result, error or reject.

7.6.6.

2 0S| Request

OsiReq{OPERATION:Operations} ::= [1] IMPLICIT SEQUENCE {
invokeId InvokeId,
opcode OPERATION. &operationCode ({Operations}),
argument OPERATION.&ArgumentType ({Operations}{@opcode}) }

N
The 1

DTE 1 — The Request starts with the [1] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

request that requires a response (result and/or error) and which is still in progress. If this is violated, the receivel

issue

an osiReject With an InvokeProblem Set t0 duplicateInvocation. If the request does Aot neces

resultlin aresponse, it isaloca option as to the time passed before reusing an invokeId.

N

DTE 2 — All currently defined Directory operations require a response.

The gpcode component shall hold the operation code for the particular type of operation.4f an unknown operatior
is specified and if the receiver is a performer, the receiver shall issue an 0sIReject With an InvokeProblem

unrefognizedOperation. |f thereceiver isachaining-only DSA, the procedure in clause 12.2.3 shall be follow|
The argument component shall hold the argument formed in accordance with the sArgumentType field
opergion type identified by the opcode component for the protocol in question.
7668 OSl result
OsiRps{OPERATION:Operations} ::= [2] IMPLICIT SEQUENCE {
inyokeId Invokeld,
repult SEQUENCE {
bpcode OPERATION. &operationCode ({Operations}),
result OPERATION. &ResultType ({Operations}{@.opcode}) }}

N

DTE — The Result starts with the [2] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

The invokeID component shall be equal to the one Specified in the corresponding request.

The dpcode component shall be equal to the one specified in the corresponding request.

The 1

identified by the opcode componentfor the protocol in question.

7.6.6.

OsiE
in

1 OSl error

rr{OPERATION:Operations} ::= [3] IMPLICIT SEQUENCE {

yfokeID Invokeld,

rcode  OPERATION.&Errors.&errorCode ({Operations}),

ror OPERATION. &Errors.&ParameterType ({Operations}{@.errcode}) }

DTE — The Error starts with the [3] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712-1.

iinvokeID component shall be equal to the one specified in the corresponding osiRequest.

nvokeId component identifies the particular invocation. It shall not be a value that has been used for'a previous

shall
bsarily

code
set to
ed.

of the

esult component shall hold thetresult formed in accordance with the sResultType field of the operation type

RATION

information object identified by the opcode of the corresponding osiRequest.

The error component shall hold the parameters as identified by the errcode component.

7.6.6.

5 OSlregect

Thetype osiRej isused for reporting erroneous use of the other Directory PDUSs. It is specified as follows:

OsiRej ::= [4] IMPLICIT SEQUENCE {

invokeId InvokeId,

problem CHOICE {
general [0] IMPLICIT GeneralProblem,
invoke [1] IMPLICIT InvokeProblem,

22

returnResult [2] IMPLICIT ReturnResultProblem,
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returnError [3] IMPLICIT ReturnErrorProblem,

Y
-}

NOTE — The Reject starts with the [4] tag as defined in Rec. ITU-T X.880 | ISO/IEC 13712.

The invokeId component shall be equal to the one specified in the PDU to be rejected, except if the invokeId cannot
be determined, it shall take the absent choice instead (see clause 6.2).

Thep

roblem component shall hold the Reject problem as defined by clause 7.6.6.6.

7.6.6.6 Reject problems

GeneralProblem ::= INTEGER {

stract

unrecognizedPDU (0),
migtypedPDU (1),
bafllyStructuredPDU (2) }
A GeperalProblem is afundamental problem with the form or structure of a Directory PDU. The possibilities are
specified asfollows:
a) unrecognizedPDU — The leading tag of the PDU indicates that it is not, ah’OsiReques
OsiResult, dN OsiError OF aN OsiReject.
b) mistypedPDU — The structure of the PDU does not conform to the appropriate definition.
C) badlyStructuredPDU — The structure of the PDU cannot be determined based on the expected al
syntax.
InvokeProblem ::= INTEGER {
duplicateInvocation (0),
unfecognizedOperation (1),
miptypedArgument (2),
regourcelLimitation (3),
relleaseInProgress (4)}
An IpvokeProblem indicates that a component of an osirReguest was erroneous. The possibilities are specif

follov

Retu
un
re

A Re
asfol

Us:

@) duplicateInvocation — Seeclause7.6.62.

b) unrecognizedoperation — The gpération code is not one of those defined for the Directory pr
in question.

C) mistypedArgument — The-argument is not formed according to the sArgumentType field
operation identified by the opcode component.

resource limitation:

€) releaseInPrégress — Ihe intended performer is not willing to perform the operation becaus
about to release the application-association.

rnResultProbXem ::= INTEGER {
recognizedInvocation (0),
ultResponseUnexpected (1),
typedResult (2)}

turnRésultProblem indicates that a component of an osiResult was erroneous. The possibilities are spe
OowsS:

ed as

btocol

of the

d) resourceLimitation:* The intended performer is not willing to perform the operation dug to a

B it is

cified

Retu
un
er
un
un
mi

@) unrecognizedInvocation —The InvokeId was notone that identifiesan outstanding request.

D) resultResponseUnexpected— A result wasreceived for an operation for which no result is defined.

NOTE 1 — All the currently defined Directory operation types specify aresult.

C) mistypedResult — The result is not formed according to the srResultType field of the operation

identified by the opcode component.

rnErrorProblem ::= INTEGER {
recognizedInvocation (0),
rorResponseUnexpected (1),
recognizedError (2),
expectedError (3),
stypedParameter (4)}

Rec. ITU-T X.519 (10/2012)
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A ReturnErrorProblem indicates that a component of an osiError was erroneous. The possibilities are specified as

follows:
d) unrecognizedInvocation — The InvokeId wasnot one that identifies an outstanding request.
b) errorResponseUnexpected—An error was received for an operation for which no error is defined.
NOTE 2 — All the currently defined Directory operation types specify one or more errors.
C) unrecognizedError — An error was received that was not one of those specified by these Directory
Specifications.
d) unexpectedError —An error was received that was not one of those identified by the &Errors field of
the operation identified by the opcode component; or
€) mistypedParameter — The parameter of the error result is not formed according to the
[ &ParameterType G0 O thegTor iggtififed by theerreode cOmporent |
7.6.7 Presentation abort

Abor{ can be caused by an application problem (aru-pPDU) or a Presentation Layer problem (arp - PPDD),

Pres
ar
ar

7.6.7.

ARU-
no

Pres

pr
tr

ABRT
ab

ABRT
ac
ac

pntationAbort ::= CHOICE ({
1-ppdu  ARU-PPDU,
b-ppdu ARP-PPDU }

1 OSl application abort

PPDU ::= CHOICE {
Fmal-mode-parameters [0] IMPLICIT SEQUENCE {
bresentation-context-identifier-1list
[0] IMPLICIT Presentation-context-identifier-list]
iser-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE(l..MAX) OF SEQUENCE
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE Y
single-ASN1-type [0] ABSTRACT-SYNTAX.&Type (ABRT-apdu) }}}}}

pntation-context-identifier-list ::= SEQUENCE SIZE (1) OF SEQUENCE {
bsentation-context-identifier Presentation-context-identifier,
ansfer-syntax-name Transfer-syntax-name}

Fapdu ::= [APPLICATION 4] IMPLICIT SEQUENCE {
brt-source [0] IMPLICIT ABRT-source }

-source ::= INTEGER {
Ee-service-user (0)+
e-service-provider ().}

The ABrT-PPDU is used if thé abort is caused by problems at the Directory Protocol level or within ACSE rathe

withi

N the presentation protocol elements.

The ABRT-PPDU is carried in the User Data of the session ABORT SPDU and the Transport Disconnect field bit 2
be seff and hit 3 shallNoe reset (see clause 8.3.8).

' than

shall

pt for
user's

The ABRT-PPDUMAY cause loss of information in transfer.

The neceipt\of an ABRT-PPDU On an association supporting the DAP terminates al request processing. Exce
certai condltlonsdescrlbed in Rec ITU T X. 518 | ISO/I EC 95944 thlSls also true for the DSP. It is a Directory
respofB ~ -

The receipt of an ABRT-PPDU On an association supporting the DISP is described in Rec. ITU-T X.
| SO/IEC 9594-9.

The receipt of an aBRT-PPDU On an association supporting the DOP is described in Rec. ITU-T X.
I|SO/IEC 9594-4.
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1.1 Presentation protocol e ements

The normal -mode-parameters component has the following subcomponents:

@) The presentation-context-identifier-1list subcomponent indicates which transfer syntax is
used for the user data. Only ACSE information is included in the user data. It shall have one element

which is a sequence type with:

— the presentation-context-identifier Subcomponent shall be given the same value as the
presentation-context-identifier Of the element of the presentation-context-

definition-1list of the Bind request that specified the ACSE abstract syntax name;
— the transfer-syntax-name shall bethe object identifier for the basic encoding rules (BER)
b) Theuser-data subcomponent has the following elements:

— the presentation-context-identifier Subcomponent shall be given the same value gs the
presentation-context-identifier Of the element of the presentation-coenfext-
definition-list that specifiesthe ACSE abstract syntax;

— the presentation-data-values subcomponent shall hold the ACSE pratocel elements as
defined in clause 7.6.7.1.2.

7.6.71.2 ACSE protocol elements
If thg abort is caused at the Directory Protocol level, the ABRT-source shal be set to dese-service-user. |If the
abort|is caused at the ACSE level, the ABRT- source shall be set to acse-service-provider.
NOTE —aBRT-apdu as defined by Rec. ITU-T X.227 | ISO/IEC 8650-1 have two additional parameterd The
aHort-diagnostics shall not be present if only the Kernel is used, which impliesithat the abort is only used for signgling a
prptocol error. The user-information iSnot used, asthese Directory Specificationsprovide no abort information.
7.6.7p OSl Presentation abort
ARP-PPDU ::= SEQUENCE {
prpvider-reason [0] IMPLICIT Abort-reason OPTIONAL,
evpnt-identifier [l] IMPLICIT Event-identifier OPTIONAL }
Aborfk-reason ::= INTEGER {
repson-not-specified (O,
unkecognized-ppdu (1),
unpxpected-ppdu (2),
unpxpected-session-service-primitive (3),
unfecognized-ppdu-parameter (4),
unpxpected-ppdu-parameter (5),
inpalid-ppdu-parameter-value (6)}
Evenfk-identifier ::= INTEGER’ {
cpl PPDU 0)~
cpp-PPDU 1),
cpk-PPDU (2),
arpi-PPDU (3),
arp-PPDU (4),
td}PPDU (7),
s-kFelease~indication (14),
s-felease=confirm (15) }
The ArRpZPDU is used if the abort is caused by problems within the presentation protocol level.
The ARP-PDU TS CAITIEd | 0 2 shall
be set and bit 3 shall be reset (see clause 8.3.8).
The arRP-PDU may cause loss of information in transfer.
Thereceipt of an arRP-PDU shall be treated as specified for aARu-ppu in clause 7.6.7.1.
The provider-reason component may take one of the following values:
a) reason-not-specified;
b) unrecognized-ppdu indicating that an unknown PPDU was received;
NOTE — This may be a PPDU as defined by Rec. ITU-T X.226 | ISO/IEC 8823-1, but not used by this Directory
Specification. Some implementations may signal this as being an unexpected-ppdu. However, it is not a
requirement that an implementation shall recognize PPDUs not defined by this Directory Specification.
Rec. ITU-T X.519 (10/2012) 25
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C) unexpected-ppdu indicating that a PPDU identified by the Event-identifier was received out of
sequence;

d) unexpected-session-service-primitive asindicated by the Event-identifier

€) unrecognized-ppdu-parameter — should not be used according to the rules of extensibility (see
Note 1 in clause 7.5);

f) unexpected-ppdu-parameter indicating that even a parameter was recognized, but it was not
expected at this particular time or placein aPPDU asidentified by the Event-identifier;

0) invalid-ppdu-parameter-value indicating that a parameter had an invalid value in a PPDU as
identified by the Event-identifier

The Event-identifier shal be present when referenced above. Otherwise, it shall be absent.

8

8.1

d) s-release-indication indicates the application-association has been terminated unexpectedly, by the
Session Layer function of the peer system;

D) s-release-confirm indicates the application-association has been terminated unexpectedly by the
local Session Layer function.

Directory protocol mapping onto OS| services

Abstract syntaxes and transfer syntaxes

As part of an application-association the protocol elements of the supporting protocol have to be agreed between the
two parties. Thisis done by signalling the relevant abstract syntaxes as part of the Bind operation. An abstract syntax is

assigmed an object identifier, which is then carried in the Bind.

Each
and o

N
fol

The dbject identifiers for Directory abstract syntaxes are:

id-a
id-a
id-a
id-a
The A
id-a

{3
The A

The
conve

{ 3o

8.2

of the directory protocols requires two abstract syntaxes, one reflecting the protocol element of the ACSE prptocol
ne reflecting the actual Directory protocol (Directory abstractsyntax).

DTE — The protocol elements of ACSE are part of the Directory Specifications for edition 5 and subsequent editions. However,
backward compatibility, it is still necessary to signal two abstract syntaxesin the Bind operation.

-directoryAccessAS OBJECT IDENTIFIER ::= {id-as 1}
-directorySystemAS OBJECT IDENTIFIER ::= {id-as 2}
-directoryShadowAs OBJECT IDENTIFIER ::= {id-as 3}
-directoryOperationalBindingManagementAS OBJECT IDENTIFIER ::= {id-as 4}
CSE abstract syntax isidentified fy:

EseAS OBJECT IDENTIFIER ::=
bint-iso-itu-t association-control(2) abstract-syntax(l) apdus(0) version(l)}

SN.1 encoding rules foryan abstract syntax are signalled by an object identifier.

bbject identifiers~for’ the ASN.1 encoding rules are defined in Rec. ITU-T X.690 | ISO/IEC 8825-1. For
bni ence, the objectidentifier for BER is supplied here:

int-isoiitu-t asnl(l) basic-encoding(l) }

Application-context

An application-context is a set of common rules shared by two application-entities in order to support an
application-association. An application-context is identified by an application-context-name in the form of an object

identi

fier. The application-context-name is signalled by the Bind operation.

An application-context is defined using the following ASN.1 information object class:

APPLICATION-CONTEXT ::= CLASS {
&bind-operation OPERATION,
&Operations OPERATION,
&applicationContextName OBJECT IDENTIFIER UNIQUE }

WITH

SYNTAX {

BIND-OPERATION &bind-operation
OPERATIONS &Operations
APPLICATION CONTEXT NAME &applicationContextName }

26
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The sbind-operation field is used for specifying the type of Bind operation corresponding to the specified
application-context name.

The soperations field isused for listing all the Directory operations relevant to the application-context.

The sapplicationContextName field isused for supplying the object identifier for the application-context.

NOTE —This ASN.1 information object class is an abbreviated version of the one defined by Rec. ITU-T X.881 |
ISO/IEC 13712-2 and is provided here as certain specifications use the ASN.1 information object reference rather than the
assigned object identifier.

821 Application-context for DAP

directoryAccessAC APPLICATION-CONTEXT ::=
BIND-OPERATION directoryBind
OPERATIONS {read |

compare |

abandon |

list |

search |

addEntry |

removeEntry |

modifyEntry |

modifyDN |

administerPassword |

changePassword }

APPLICATION CONTEXT NAME id-ac-directoryAccessAC }

The firectoryAccessac application-context is the one defining the DAPR: Support of this application-cpntext
requites support of the id-acseas andthe id-as-directoryAccessAas abstract syntaxes.

For alDUA it implies support for at least one DAP operation type, beyond-possibly the Abandon operation type.|For a
DSA Jt implies support of all the DAP operations.

822 Application-context for DSP

direfptorySystemAC APPLICATION-CONTEXT ::= {

BIND-OPERATION dsABind

OPERATIONS {chainedRead -]
chainedCompare |
chainedAbandon |
chainedList |
chainedSearch |
chaifiedAddEntry |
chainedRemoveEntry |
chainedModifyEntry |
chainedModifyDN |
chainedAdministerPassword |
chainedChangePassword |
chainedLdapTransport |
chainedLinkedLDAP }
APPLICATION CONTEXT NAME id-ac-directorySystemAC }

The directorysystemac application-context is the one defining the DSP. Support of this application-context refluires
suppqrt of thed+d-acseas and the id-as-directorySystemas abstract syntaxes.

It imglies support of all the DSP operations as listed above.

8.2.3 Application-context for DISP

shadowSupplierInitiatedAC APPLICATION-CONTEXT ::= {
BIND-OPERATION dSAShadowBind
OPERATIONS {updateShadow |
coordinateShadowUpdate}
APPLICATION CONTEXT NAME id-ac-shadowSupplierInitiatedAC }

The shadowSupplierInitiatedac application-context is a DISP application-context for an application-association
where shadow updating is initiated by the supplier and the operation mode is synchronous.

NOTE — The terms "consumer” and "supplier" are used to designate two roles. These roles correspond to the two terms " shadow
consumer" and "shadow supplier”, respectively, used in Rec. ITU-T X.525 | ISO/IEC 9594-9.
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shadowConsumerInitiatedAC APPLICATION-CONTEXT ::= {
BIND-OPERATION dSAShadowBind
OPERATIONS {requestShadowUpdate |
updateShadow}

APPLICATION CONTEXT NAME id-ac-shadowConsumerInitiatedAC }

The shadowConsumerInitiatedac application-context is a DISP application-context for an application-association
where shadow updating is initiated by the consumer and the operation mode is synchronous.

shadowSupplierInitiatedAsynchronousAC APPLICATION-CONTEXT ::= {
BIND-OPERATION dSAShadowBind
OPERATIONS {updateShadow |
coordinateShadowUpdate}
APPLICATION CONTEXT NAME id-ac-shadowSupplierInitiatedAsynchronousAC }

The |shadowSupplierInitiatedAsynchronousAC application-context is a DISP application-context{\for an
appli¢ation-association where shadow updating is initiated by the supplier and the operation mode is asynchrenous.

shadpwConsumerInitiatedAsynchronousAC APPLICATION-CONTEXT ::= {
BIND-OPERATION dsAShadowBind
OPERATIONS {requestShadowUpdate |
updateShadow}

APPLICATION CONTEXT NAME id-ac-shadowConsumerInitiatedAsynchronousAC -}

The |shadowConsumerInitiatedAsynchronousAc application-context is a DISR\application-context for an
appligation-association where shadow updating isinitiated by the consumer and the operation mode is asynchronos.

824 Application-context for DOP

direftoryOperationalBindingManagementAC APPLICATION-CONTEXT ::= {
BIND-OPERATION dSAOperationalBindingManagementBind
OPERATIONS {establishOperationalBinding |

modifyOperationalBinding |
terminateOperationalBinding}
APPLICATION CONTEXT NAME id-ac-directoryOpexationalBindingManagementAC }

The directoryOperationalBindingManagementAC aoplication-context isthe one defining the DOP.

8.3 Session Layer specification
831 Structure of session-protocol-data-tnit (SPDU)

A session-protocol-data-unit (SPDU) consists of an SPDU identifier (SI), zero or more parameters each identifiefl by a
parameter identifier (Pl) and possibly, \a parameter value (PV) field. Related parameters can be grouped and then be
identified by a parameter group identifier (PGI).

Thef{rst part of an SPDU isthe-SPDU identifier (Sl) field. It consists of asingle octet. The value is a binary number.

A length indicator (L1) is.used to indicate the length of an SPDU, the length of a parameter or the length of a group of
parameters. LI fields indicating lengths within the range 0-254 shall comprise one octet. LI fields indicating I¢ngths
withiip the range 255-65/535 shall comprise three octets. The first octet shall then be coded 1111 1111 and the second
and third octets shalt-contain the length of the associated parameter field with the high order bits in the first of thege two
octet

The Vi ug:ofcthe LI field does not include either itself or any subsequent User Information field.
NQTE— Of the SPDU used by this Directory Specification, only the DATA TRANSFER SPDU has a User Information figd.

The bits of an octet are numbered from 1 to 8, where bit 1 isthe least significant bit.

Figure 1 illustrates the case where an SPDU has no parameters. The ABORT ACCEPT SPDU is an example. The LI
field then has the value 0.

S|L
Il

LL

X.519(12)_FO1

Figure 1 —SPDU without parameters
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Figure 2 illustrates the case where an SPDU has two separate parameters, each identified by a Pl. The first LI field
indicates the length of the SPDU, excluding the Sl field and the LI field itself. The two other LI fields indicate the
length of the parameters.

As an example: If the first PV is 3 octets and the second PV is 4 octets, then the first LI field has the value 11, the
second L1 field has the value 3 and the third LI field has the value 4.

S|L|P|L| P |P|L| P
Ffrf{rfry v |ifr|v

‘ y [ 4

X.519(12)_F02

Figure 2 — SPDU with parameters— Not grouped

Figurg 3 illustrates the case where an SPDU has two parameters grouped together, each identified by alPl.-The grpup is
identified by a PGI field. The first LI field indicates the length of the SPDU, excluding the Sl field’and the L| field
itself | The next LI field indicates the length of the group excluding the PGI field and the L1 field itself. The two other LI
fieldgindicate the length of the parameters.

As a) example: If the first PV is 5 octets and the second PV is 3 octets, then the first L1 field has the value 14, the
secord L1 field has the value 12, the third LI field has the value 5 and the fourth LI field has the value 3.

[
G
|

X.519(12)_F03

Figure 3 - SPDU with parameters— Grouped
8.3.2 TSDU size and segmenting

The maximum transport-service-data-unit (TSDU) size expresses the maximum number of octets to be presented to the
Trangport Layer for transmission. The maximum TSDU size is negotiated during application-association establishment
for each direction of transmission (see clauses'8:3.3 and 8.3.4). If a Directory PDU including the session protocol
overhead exceeds that maximum, it is necessary to segment the Directory PDU into multiple SPDUs.

Each [application process proposes a maximum TSDU size that the initiator is permitted to send. The lesser of the two
numbers is used. A zero vaue is ipterpreted to mean an unlimited TSDU size. If either application process prgposes
zero, theinitiator shall not send segmented data on the application-association.

Each jppplication process al so'proposes a maximum TSDU size that the responder is permitted to send. The lesser [of the
two numbersisused. A zergvalue isinterpreted to mean an unlimited TSDU size. If either application process prqposes
zero, the responder shathnet send segmented data on the application-association.

833 Session CONNECT SPDU

Table 1 — Parameters of the CONNECT SPDU

PGl M/O Caode Pl M/O Caode | ength
Calling SS-user Reference (0] 10 64 octets maximum
Connection I dentifier o 1 Common reference o 11 64 octets maximum
Additional Reference .
Information @) 12 4 octets maximum
Protocol options M 19 1 octet
Connect/Accept Item M 5 TSDU Maximum Size O 21 4 octets
Version Number M 22 1 octet
Session User Requirements M 20 2 octets
Calling Session Selector (0] 51 16 octets maximum
Called Session Selector (0] 52 16 octets maximum
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Table 1 - Parametersof the CONNECT SPDU

PGI M/O Code PI M/O Code Length
User data M 193 512 octets maximum
Extended User Data M 194 10 240 octets maximum

The Sl field shall be given the value 13 ('OD'H).
The Connection Identifier is an optional parameter group that is filled with locally generated data that allows

identi

us

Conn

fication of this session connection. It may have the following optiona parameters:

DTE 1 — An SS-user or session-service-user is according to Rec. ITU-T X.200 | ISO/IEC 7498-1 a Presentation Layerfunction
ng the Session Service.

b) Common Reference; and
¢) Additiona Reference Information.

bct/Accept Item is a mandatory parameter group with the following parameters:

a) Protocol Options — Extended concatenation, as defined by Rec. ITU-T X.225/] ISO/IEC 8327-1, |is not
relevant for this Directory Specification. This field shall be absent or ‘the’value shall be set to['00'H
(default value). However, an implementation should accept the value '0L'H.

b) The TSDU Maximum Size PV field shall be present if a TSDU Maximum Size is proposed. If the TSDU
Maximum Size PV field is present:

i) the first two octets of the PV field shall contain the gproposed maximum TSDU size, expresped in
octets, in the direction from the initiator to the respender, encoded as a binary number, where the
first of the two octetsis the high order part of the-number;

ii) the second two octets of the PV field shall contain the proposed maximum TSDU size, expressed in
octets, in the direction from the respondef{to the initiator, encoded as a binary number, where the
first of the two octetsis the high order part of the number.

If this parameter is absent, the TSDU-Maximum Size is not limited. If either pair of octets hps the
value zero, the TSDU size is net limited in the direction of transfer associated with that pair of
octets.

¢) Version Number — Thisfield shalV’be given the value '02'H.

bn User Requirements field shall be set to '0002'H.
DTE 2 — Only the session duplex functional unit is used by the Directory.

ing Session Selector field shall jhold the value of the initiator's session-selector, if one is assigned, and shall have a

obtained from locally held information. If the initiator does not have a session-selector within its presentition-
, thisfield shall be absent.

] Session Selectoryfield shall be present if it is known to be part of the addressing for the receiving system.
ise, it shall be‘absent. If present, the value shall be obtained from:

— Qformation returned in a ContinuationReference astheresult of aprevious Directory operatiof; or
—tws-localy held information.

he User Data parameter and the Extended User Data parameter shall be supported but onIy one of these two
o ' User

Data Parameter shall be used. If user data is Iarger than 512 octets, the Extended User Data parameter shaII be used and
the User Data parameter shall not be used.

The OSl Bind request is carried as user data of the session CONNECT SPDU (see clause 7.6.1). The OSI Bind Request
shall not exceed 10240 octets.
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834 Session ACCEPT SPDU
Table 2 — Parameters of the ACCEPT SPDU
PGI M/O Code PI M/O Code Length
Called SS-user Reference (@) 9 64 octets maximum
Connection Identifier (0] 1 Common Reference o 11 64 octets maximum
Additional Reference Information 0] 12 4 octets maximum
Protocol options M 19 1 octet
Connect/Accept Item (0] 5 TSDU maximum size (0] 21 4 octets
Version number M 22 1 octet
Session User Requirements M 20 2 octets
Calling Session Selector o 51 16 octets maximun
Responding Session Selector (@) 52 16 octets.makimur
User{data M 193
The Sl field shall be given the value 14 ('OE'H).

The

identiffication of this session connection. It may have the following optional parameters.

Conn

Sessi

Connection Identifier is an optional parameter group that is filled with locally{generated data that allows

a) theCadled SS-user Reference;
b) Common Reference; and
c) Additional Reference Information.

bct/Accept Item is amandatory parameter group with the following parameters:

a) Protocol Options — This field shall be absent or the'value shall be set to '00'H (default value). However,

an implementation should accept the value '01'H.

b) TSDU Maximum Size — This field shall be present if a TSDU Maximum Size is proposed |
responder. The encoding and default for thisfield is as for the CONNECT SPDU (see clause 8.3.3)

¢) Version Number — Thisfield shall be given the value '02'H.
bn User Requirements field shall be set to '0002'H.

then

Resp

Calliig Session Selector field shall be preséntif the corresponding field was present in the CONNECT SPDU ang

old the same value as that field. Qtherwise, this field shall be absent.
nding Session Selector field, if supplied, shall have avaue obtained from locally held information.

shall

The User Data parameter shall-be stpported. It shall be used to carry the 0siBindResult (See clause 7.6.2).

The length of the ACCEPF.SPDU shall not exceed 65 539 octets.

8.35 Session REFUSE SPDU

The session REFUSE SPDU is used by the responder to refuse an application-association.

Table 3 — Parameters of the REFUSE SPDU
PGI ™70 Code P MTO Code Cengtn
Cadlled SS-user Reference (0] 9 64 octets maximum
Connection Identifier (0] 1 Common Reference (0] 11 64 octets maximum

Additional Reference Information (@] 12 4 octets maximum
Transport Disconnect O 17 1 octet
Session User Requirements (@) 20 2 octets
Version Number (@] 22 1 octet
Reason Code M 50 See below.

The Sl field shall be given the value 12 (‘'OC'H).

Rec. ITU-T X.519 (10/2012)
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The Connection Identifier is an optional parameter group that is filled with locally generated data that allows
identification of this session connection. It may have the following optional parameters:

a) theCalled SS-user Reference;

b) Common Reference; and

c) Additional Reference Information.

The Transport Disconnect field indicates whether the underlying transport-connection shall be released or kept. The
encoding for thisfield shall be

a) bit1=0: Transport connection is kept;
b) bit 1 =1: Transport connection is released.

Bits 2-8-arereserved

If thigfield is absent, the transport connection is released.

The $ession User Requirements field shall not be present if the Reason Code field is not set to 2. If the Reason|Code
field Is set to 2, thisfield shall be present and be set to '0002'H.

The Reason Code field shall contain areason code in the first octet. Depending on the value of thisfirst octet, additional
octetg may be used. The following values are defined for the first octet:

a) 0. Rgection by called SS-user; reason not specified.
b) 1. Reection by called SS-user due to temporary congestion.

c) 2. Rejection by caled SS-user. Subsequent octets may be used\for user data up to a length gf 512
octets if Protocol Version 1 has been selected, and up to a léngth where the total length (including
Sl and L1) of the SPDU does not exceed 65 539 octets if/Protocol Version 2 has been selected

d) *128+1: Session Selector unknown.

€) * 128+ 2. SS-user not attached to SSAP.

f) 128 + 3: Session Protocol Machine congestion at connect time.

g) * 128+ 4. Proposed protocol versions not supperted.

h) *128+5: Reection by the Session Protocol Machine, reason not specified.

i) *128+6: Reection by the Session Pretocol Machine; implementation restriction stated in the Prptocol
Implementation Conformance Statement.

NOTE — Reasons marked with an asterisk (*) may foe considered persistent, others may be considered as transient.

All ofher values are reserved.

8.3.6 Session FINISH SPDU

Table 4 — Parameters of the FINISH SPDU

PGI M/O Code PI M/O Code Length
Transport Disconnect @) 17

User| Data M 193

The Sl fietd\ghall be given the value 9.

The Transport Disconnect field indicates whether the underlying transport-connection shall be released or kepf. The
encoding for thisfield shall be;

a) bit 1 =0: Transport connection is kept; or
b) bit 1 =1: Transport connection is released.

If thisfield is absent, the transport connection is released.

The User Data field shall hold the osiunbind (see clause 7.6.4). The length of the User Data parameter is limited so
that the total length (including Sl and L) of the SPDU does not exceed 65 539 octets.

NOTE — The Enclosure Item parameter as defined for the FINISH SPDU by Rec. ITU-T X.225 | ISO/IEC 8327-1 is not relevant,
as only alimited amount of user data will be passed.
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8.3.7 Session DISCONNECT SPDU
Table5— Parameters of the DISCONNECT SPDU
PGI M/O Code PI M/O Code Length
User Data M 193

The Sl field shall be given the value 10.
The User Data field shall hold the osiunbindResult (See clause 7.6.5). The length of the User Data parameter is

limited so that the total length (including Sl and L1) of the SPDU does not exceed 65 539 octets.

NQIE —The Enclosure ltem parameter as defined for the DISCONNECT SPDU hy Rec ITU-T X 225 ! LSO/ EC 8327-1 is not
refevant, as only alimited amount of user datawill be passed.
8.3.8 Session ABORT SPDU
Table 6 — Parameters of the ABORT SPDU
PGI M/O Code PI M/O Code Length
Transport Disconnect M 17
Reflect Parameter Value (0] 49 9 octets maximum
User| Data ] 193
The Sl field shall be given the value 25.
The Transport Disconnect field shall indicate whether or not the transport connection is to be kept, together wjth an

optional reason code. The encoding for thisfield shall be:

Bits 4

The H
shall

The
ARU-

N
as

8.3.9
The S

-8 are reserved.

a) bit 1 =0: Transport connection is kept;
b) bit 1 =1: Transport connection is released;
¢) bit2=1: User abort;
d) bit 3=1: Protocol error;
e) hit4=1: Noreason;
f)  bit 5=1: Implementation restrigtion stated in the Protocol |mplementation Conformance Statement

Session ABORT ACCEPT SPDU
| field shall be given the value 26.

User Data field shall only-be present if the Transport Disconnect field indicates user abort and shall contg
prDU (See clause 7/6.%.1) or ARP-PPDU (See clause 7.6.7.2). The length of the User Data parameter is limi
that the total length (inCluding Sl and LI) of the SPDU does not exceed 65 539 octets.

DTE — The Enclosure Item parameter as defined for the ABORT SPDU by Rec. ITU-T X.225 | ISO/IEC 8327-1 is not ref
only alimited @mount of user datawill be passed.

There is no parameter field associated with this SPDU.

8.3.10

Session DATA TRANSFER SPDU

Reflect Parameter Values field'shall only be present if the Transport Disconnect field indicates protocol err¢r and
contain an implementation-defined value and the semantics.

n the
ed so

evant,

The Session DATA TRANSFER SPDU consists in principle of two concatenated SPDUs, where the first one is a so-
caled GIVE TOKEN SPDU. It consists in the form used by this Directory Specification only of the Sl field, which has
the value 1, and alength field with the value zero.
NOTE — Rec. ITU-T X.225 | ISO/IEC 8327-1 defines basic and extended concatenation. Extended concatenation is not used by
this Directory Specification. Basic concatenation is only relevant for the DATA TRANSFER SPDU and Table 7 of Rec. ITU-
T X.225| ISO/IEC 8327-1 specifies that the DATA TRANSFER SPDU shall be concatenated with the GIVE TOKEN SPDU. As
we are only using the full duplex functional unit, the Token item is not needed and neither is the User data.
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Table 7 — Parameters of the DATA TRANSFER SPDU

PGI M/O Code PI M/O Code Length

Enclosure Item (@] 25 1 octet

User Information field

The Sl field for the DATA TRANSFER SPDU shall also be given the value 1.

User Information field holds the complete or part of a Directory PDU. The LI field following the Sl field does not
include the User Information field.

The Enclosure Item PV field, if present, shall indicate whether or not this SPDU is the beginning or end of the Directory

PDU

Thisfield shall be Inrnmnt if engmmfing may be used._This field shall not he. pmmnf if ngmmfing shall

ot be

used.

Bits 3
If thig
Exa

84

Befor
SO/

Only
N

A trd
1SO/1

all the session SPDUs are mapped onto-T-DATA request and T-DATA indication. In the latter case, al session S

are Cg

Whe
or nol

Thet

The encoding for thisfield shall be:
a) bit 1 =1: Beginning of Directory PDU;
bit 1 = 0: Not beginning of Directory PDU;
b) bit 2= 1: End of Directory PDU;
bit 2 = 0: Not end of Directory PDU.
-8 are reserved.
field is not present, segmenting is not allowed and this SPDU contains a complete,Directory PDU.
ple of encoding:
If the Enclose Itemis not included, the encoding of the concatenated SPDUs would be: ‘01 00 01 00'H.

If the Enclose is included and the SPDU holds the complete Ditectory PDU, the encoding of the concats
SPDUswould be: '01 00 01 03 19 01 03'H.

Use of transport service

e an application-association can be established, atransport-connection, as defined by Rec. ITU-T X
F-C 8072, hasto be established.

the initiator of a transport-connection is allowed’to initiate an application-association.
DTE — Thisrestriction is specified in clause 6.1:40f Rec. ITU-T X.225 | ISO/IEC 8327-1.

Insport-connection may be established by mapping onto the service as defined by Rec. ITU-T X
-C 8072 or by establishing a trangport-connection according to the specification in clause 8.5. In the forme

rried by the User parameter,of\the DT TPDU.

an application-associationis refused, or has been successfully connected and subsequently disconnected, by
mal release, the supporting transport connection may be either disconnected or reused.

ansport connectionimay be kept for reuse provided that:

a) thetapplication process that established the transport connection requests retention of the tral
connection by parameter in an ABORT SPDU or aFINISH SPDU; or

b)>-the application process that established the transport connection receives a REFUSE SPDU
ABORT SPDU which indicates by parameter that the transport connection is to be retained.

bnated

214 |

214 |

PDUs

abort

hsport

or an

To av

oId contention Tor a retained transport connection, only the transport connection nitiator may reuse the tr

connection by issuing a Bind request to establish a new application-association.

The Transport expedited flow is not used.

85

851

OSl Transport Layer on top of TCP

Scope and limitation

This clause defines | SO Transport Service on top of TCP (ITOT).

NOTE 1 — Thisincludes specifying those functions of Rec. ITU-T X.224 | ISO/IEC 8073 together with the enhancements defined
by IETF RFC 2126 that are relevant for these Directory Specifications.
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NOTE 2 — Rec. ITU-T X.224 | ISO/IEC 8073 defines several protocol classes to cope with different qualities of network
connections. Protocol classes 0 and 2 are the only protocol classes considered here. These protocol classes have been designed to
be used over a type A network connection. A type A network connection is according to Rec. ITU-T X.224 | ISO/IEC 8073
defined as: "Network connection with acceptable residual error rate (for example, not signalled by disconnect or reset) and
acceptable rate of signalled errors’.

NOTE 3 — A TCP connection enhanced by IETF RFC 2126 is assumed to correspond to atype A network connection.

NOTE 4 — Rec. ITU-T X.224 | ISO/IEC 8073 specifies mandatory features not needed by these Directory Specifications. That
means that an implementation only supporting the OSI Transport Layer on top of TCP as defined here does not conform to
Rec. ITU-T X.224 | ISO/IEC 8073.

Network address structure is specified in clauses 11.3 and 11.4.

Direct use of the OSI Network Layer, eg., direct use of an OSl connectionless-mode network protocol, is not
considered here. If that is required, the relevant OSI documentation has to be consulted.

8.5.2

852

The f
TCP

Overview of the transport-protocol

1 Functions of thetransport-protocol

unctions of the transport-protocol are those necessary to bridge the gap between the service \available fro
bnd what is required for supporting the session-protocol as specified in clause 8.3.

The
estab

A me
Data
Thet
85.3
85.3.
Thef
A cla

This
N

Durin

8.5.3.

Class
over

ransport-protocol specified here is a connection mode protocol, i.e., a formal tranSport-connection has
ished before transfer of data may take place.

sage transmitted between two systems at the transport level is called a transpart-protocol -data-unit (TPDU).
ransfer isin full duplex mode by means of atwo-way simultaneous communication.

ansport-connection is released when it is not needed anymore or as theresult of an error condition.
Protocol classes and options

1 General
inctions of the Transport Layer are organized into classesand options.
5S defines a set of functions. Optional functions defined within a class may or may not be implemented.

Directory Specification specifies two classes, class 0 and class 2, for OSI transport over TCP.
DTE — These two classes correspond to class 0 and class 2 as specified by Rec. ITU-T X.224 | ISO/IEC 8073.

g the connection establishment the characteristics of the connection are determined as follows:
—  selection of protocol class;'and
—  the maximum TPDU size.

P Characteristics of ¢class0

0 gives basic capabilities and shall be supported by an implementation claiming conformance to OSl tral

TCP. It includes thetallowing capabilities:

—  connégtion establishment over an already existing TCP connection;
— datatransfer with segmentation;
—w-flow control as provided by underlying TCP,

m the

to be

hsport

—  error reporting; and

Class

- mplicit disconnect by 1 CP disconnection.

0 provides the simplest type of transport-connection.

85.3.3 Characteristicsof class 2

Class 2 may optionally be supported by implementations claiming conformance to OSI transport over TCP. It includes
the following additional capabilities:

— explicit disconnect instead of implicit disconnect.

NOTE — According to clause 4.2.1 of IETF RFC 2126, multiplexing of multiple transport-connections over a TCP connection is
not supported by ITOT.
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A transport-connection may be terminated either with a Disruptive Disconnect or a Non-Disruptive Disconnect. A DR
TPDU and aDC TPDU are exchanged in both cases.

Non-Disruptive Disconnect is performed when there is no application-association using this transport-connection,
which is not to be kept for reuse.

A Disruptive Disconnect is performed when there is an application-association under establishment, established or
under termination on this transport-connection at the time the disconnection of the transport-connection isinitiated.

In both cases, the DR TPDU Reason code is set to 128+0 (‘80'H). In case of Non-Disruptive Disconnect, the Additional
Information parameter is set to '80'H.

854 TPDU types

Thef allaowana TP fvnac ara ralonzant far thic Mirantar, Sanaifaadi e
PHOWITIg T T DOty PCotrcTrerevart Tor triro T Cotory —OpCorTeatrort:

Validity within classes
TPDU type See clause Code
Class0 Class 2
CR TPDU (connection request) X X 8.5.6.1 1110 00pO
CC TPDU (connection confirm) X 85.6.2 1101 00pO
DR TPDU (disconnect request) X X 85.6.3 1000 00po
DC TPDU (disconnect confirm) X 8.5.6.4 1100 0000
DT TPDU (data) X X 8.5.6.5 1111 oopo
ER TPDU (TPDU error) X X 8.5.6.6 0111 00po

NQTE — Class 0 only uses the DR TPDU to reject a suggested transport-connection establishment, not to initiate a releasg of an
existing transport-connection.

8.5.5 General TPKT structure

The TCP does not have the concept of a delimited protocel~data-unit, but manages a continuous stream of ¢ctets.
Delinpitation has to be performed by the overlying protocoly When a TPDU is exchanged using the TCP support, it is
prefied with additional header fields, which together wittvthe TPDU constitute a transport packet (TPKT). This TPKT
provigles the needed delimitation. The structure of a TPKT with the embedded TPDU is shown in Figure 4. The TPKT
headgr fields are identical for all TPDU types.

Clauges 8.5.5.1-8.5.5.3 describe the TPK T header fields, while clauses 8.5.5.4-8.5.5.7 describe the TPDU parametérs.

The TPKT special header fields and the TPDU shall each consist of an integral number of octets. The octetsin a TPDU
are nyimbered starting from 1 and increasing in the order they are presented to TCP or received from TCP. The bitgin an
octet jare numbered from 1 to 8, where bit 1 is the lowest order bit. When consecutive octets are used to represent a
binary number, the lower octet number has the most significant value.

The gncoding of TPDUs is shewn as follows:
a) octets are shown with the lowest numbered octet to the left; higher numbered octets being further fto the

right;
b) within an octet, bits are shown with bit 8 to the left and bit 1 to the right, where bit 8 is thg most
significant bit.
- TPKT ,
TPDU
[
Version |Reserved| |y | LI | | Fixedpat | Varisblepat = Datafield

X.519(12) F04
TPDU code

Figure4 - TPKT structure

8551 Versonfied

Thisis an 8-hit field that signals the version of the TPKT. It is an unsigned binary encoded integer and it shall have the
value 3.
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NOTE — This is the value specified by IETF RFC 1006 (version 3). This value is kept to allow compatibility with current
IETF RFC 1006 implementations. Also, for the same reason, it isthe value specified by IETF RFC 2126.

8552 Reserved field

Thisisan 8-hit field. It shall be set to binary zeroes. A receiving system should not try to interpret this field, but should
ignore its content.

8.5.5.3 Packet length

Thisisa16-hit field. It is an unsigned binary encoded integer that gives the total length in octets of the TPKT, including
all the TPKT specia headers.

85.54 Lengthindicator field

This field is contained in the first octet of the TPDU. The value shall be an unsigned binary number indicatirllg the
Iengtm]in octets of the TPDU, excluding the length indicator field itself and excluding the user data, Af any. The
maxifum value shall be 254 (1111 1110).

855p Fixed part

The fjxed part contains frequently occurring parameters including the TPDU code. The length-and the structure pf the
fixed|part depend on the TPDU type and in certain cases on the protocol class. If any of the parameters of the fixed part
have pn invalid value, or if the fixed part cannot be contained within the header (as defined’by L1), thisis a protocol
error.

The TPDU code field is contained in octet 2 of the TPDU. It is used to signa the typeof TPDU.
8556 Variablepart

The Variable part is used to define less frequently used parameters. If the\variable part is present, it shall contain ¢ne or
more|parameters.

Each parameter contained within the variable part is structured as follows:

Octets\Bits 8 7 6 5 4 3 2 1
1 Parameter code

Parameter length (for example m)

Parameter value

2+m

Figure5— Structure of parameter within variable part

The parameter code is an-tinsigned binary encoded integer.
The garameter length’is’an unsigned binary integer that shall hold the length in octets of the parameter value.

The garameters'defined in the variable part may be in any order. If any parameter is duplicated, then the last valug shall
be used. A (parameter not defined in this Directory Specification shall be treated as a protocol error in any regeived
TPDUY extept inaCR TPDU; in a CR TPDU such a parameter shall be ignored.

neter,

A parameter defined in this Directory Specification but having an invalid value shall be treated as a protocol error in
any received TPDU.

8.5.5.7 User datafield

Thisfield contains transparent user data. Only the DT TPDU has adatafield.

NOTE — Rec. ITU-T X.224 | ISO/IEC 8073 aso defines user datafor the CR TPDU, the CC TPDU and the DR TPDU. However,
all SPDUs defined in clause 8.3 are mapped onto the user data field of the DT TPDU. These Directory Specifications have no
further use of the user data field.
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8.5.6 Structure and encoding of TPDUs

8.5.6.1 Connection request (CR TPDU)

8.5.6.1.1 Structure

The procedure for connection establishment is used in both classes to create a new transport-connection.

The initiator initiates a transport-connection by transmitting a CR TPDU to the responder, which replies with a CC

TPD

U if the connection is accepted. Otherwise, aDR TPDU is returned.

Before sending the CR TPDU, the initiator assigns the transport-connection being created to a TCP connection.

During the connection exchange, all information and parameters needed for the operation shall be exchanged or
negotiated

NOTE — It is recommended that the initiator start atimer at the time the CR TPDU is sent. This timer should be stopped Wi
cannection is considered as accepted or refused. If the timer expires, the initiator should disconnect the TCP connectien:

The

rmat of the CR TPDU is shown in Figure 6. The fixed part parameters are specified in clayses’8.5.6.

8.5.6.]L.6, while the parameters within the variable part field are specified in clauses 8.5.6.1.7 to 8.5.6:1413.

1 2 3 4 5 6 7 8 D
' |
CR DST-REF y CLASS _
L 11110 0000|0000 0000 0000 0000 SRcl REF 1 opTION Vieriable part

Figure 6 — Connection request (CR TPDW)

85.6[1.2 Lengthindicator (L) parameter
See clause 8.5.5.4.

85.6L.3 TPDU codefield

This

iis the CR TPDU code parameter and shall take the value*1:110 0000'B.

85.6[1.4 DST-REF parameter
The DST-REF parameter shall be set to binary zeroesby the initiator.

856/L.5 SRC-REF parameter

SRC-REF parameter shall hold the referenceidentification of the requested transport-connection as seen by the ini

This
This

alue shall not be zero and it shall.net be a value already in use for an existing transport-connection.

mechanism is symmetrical (and” provides identification of the transport-connection independent of the ne

conngction. The range of references used for transport-connections, in agiven system, isalocal matter.

85.6[/l.6 CLASSOPTION parameter

This
Bits

Iarameter is used by the initiator to specify the preferred transport protocol class.
to 5 of actet 7 are used to negotiate the transport protocol class to be operated over the requested tran

conngction. Thisparameter shall take the value:

< ¥ '0000'B for class O; or

en the

1.2 to

fiator.

twork

Sport-

— '0010B for class 2

The initiator may specify class 0 as an alternative protocol class in the variable part of the CR TPDU if it has specified
class 2 as the preferred protocol class.

Bits 4 to 1 of octet 7 shall be set to 0001. If the bits are not set as indicated, the responder shall refuse the connection

with

Reason 128+2 ('82'H).

NOTE — Rec. ITU-T X.224 | ISO/IEC 8073 specifies that bit 4 and 3 shall always be set to 0. Bit 1 shall be set to 1, if non use of
explicit flow control is selected, as it is specified by IETF RFC 2126. Rec. ITU-T X.224 | ISO/IEC 8073 specifies that extended
format shall not be selected if the non-use of explicit flow control is selected, which requires bit 2 to be set to 0.
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8.5.6.1.7 Transport-selector parameters

The CR TPDU may hold two transport-selectors, one for the initiator (calling transport-selector) and one for the
responder (called transport-sel ector).

The parameter codes are:
1100 0001 for the calling transport-selector
1100 0010 for the called transport-sel ector

A parameter length is the length in octets of the corresponding transport-selector.

NOTE - The maximum length for a transport-selector is not defined. However, the length is restricted by the 254 octets
maximum CR TPDU size.

8.5.6 8 TPDUSZEparameter

This parameter defines the proposed maximum TPDU size (in octets including the header) to be used over the reqliested
transgort-connection. The coding of this parameter is:

Parameter code: 1100 0000
Parameter length: 1 octet
Parameter value: 0000 1101 8192 octets

0000 1100 4096 octets
0000 1011 2048 octets
0000 1010 1024 octets
0000 1001 512 octets
0000 1000 256 octets
0000 0111 128 octets
Defajlt value: 65531 octets.

85.6[1.9 Preferred TPDU size parameter

This parameter defines the proposed maximum TPRY size (in octets including the header) to be used over the reqiiested
transgort-connection.

The qoding of this parameter is:

Parameter code; 1111 0000
Parameter length: Upto3
Parameter value: A hinary value. The binary value indicates the maximum TPDU size, expressed as a miltiple

of\128 octets. This binary value shall be greater than or equal to 1.

Maxifnum value 65531 octets

NPTE 1 - Rec. {TU-T X.224 | ISO/IEC 8073 dalows the parameter length to be up to 4 octets. However, as the maximum [TPDU
sizeis 65531¢the'maximum value this parameter may take is 511.

NQTE 2 = The maximum value is determined by having a TPKT length of 'FFFF'H minus 4 octets for the TPKT header figlds.

8.5.6[L406 Version number parameter
Thisfield shall not be included if class 0 is the preferred class.

Thisfield may be included if the preferred classis 2. If included, it shall have the following format.
Parameter code: 1100 0100

Parameter length: 1 octet
Parameter value: 0000 0001
Default value: 0000 0001
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8.5.6.1.11 Protection parameter

The use of this parameter is not defined by this Directory Specification. A receiving system may ignore this parameter
if it is present. This parameter shall not be present if class 0 isthe preferred class.

Parameter code: 1100 0101
Parameter length: Not defined by this Directory Specification
Parameter value: Not defined by this Directory Specification

8.5.6.1.12 Additional option selection parameter

This parameter shall not be present if class 0 isthe preferred class.

Pargmetertode: 11060110

Pargmeter length: 1

Pargmeter value: Bit Option
8-2 Not applicable
1 Alwayssetto 0

Not gpplicable hits may take any value and shall not be checked by the responder. The default for bit 1 is O, which is
identilcal to the required setting. If this parameter is present, the responder is only required to check bit 1 for the gorrect
setting. If bit 1 isset to 1, the responder shall refuse the connection with Reason 128+2.

8.5.6/[1.13 Alternative protocol class parameter
This parameter shall not be present if class 0 is the preferred class. It is optional if class 2 isthe preferred class.

The goding of this parameter is:

Parameter code: 1100 0111
Parameter length: 1
Parameter value: 0000 0000 indicating that class Q#s'an aternative protocol class.

85.6 Connection confirm (CC TPDU)
856pR.1 Structure

1 2 3 4 5 6 7 8 0
| |
cc CLASS _
“ 11010000 (BST l-REF SRC| REF | 5pTI0N Variable part

Figure 7 — Connection confirm (CC TPDU)

8.5.6p2.2 Length indicator (LI) field
See clause 8.5.5.4)

8.5.6.2.3 £ KPDU code par ameter
Thisilsthe CC TPDU code parameter and shall take the binary value 1101 0000

8.5.6.24 DST-REF parameter

DST-REF parameter shall hold the reference of the initiator, i.e., it shall echo the value of the SCR-REF parameter of
the corresponding CR TPDU.

85.6.25 SRC-REF parameter

SRC-REF parameter shall hold the identification reference of the transport-connection as seen by the responder. This
value shall not be zero and it shall not be avalue aready in use by the responder.
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85.6.2.6 CLASSOPTION parameter
Bits 8 to 5 of octet 7 are used by the responder to specify the selected transport protocol class. These bits shall take the
value:

— 0000 for class 0; or

— 0010 for class 2.

Bits 4 to 1 of octet 7 shall be set to 0001. If the bits are not set as indicated, the initiator shall consider it a protocol
error.

If class 2 is the only class proposed by the initiator and class 2 is not supported by the responder, a DR TPDU shall be
returned with REASON 128+2 and the SRC-REF parameter set to zero to indicate an unassigned reference.

NOTE — An implementation based on IETF RFC 1006 may not recognize the above situation and might accept the transport-
cannection specifying class 0 as the selected class.

8.5.6.7 Transport-selector parametersin thevariable part parameter
The ¢R TPDU may hold two transport-selectors, one for the initiator and one for the responder.

The pgarameter codes are:
1100 0001 for the calling transport-sel ector
1100 0010 for the responding transport-sel ector

A parpmeter length is the length in octets of the corresponding transport-selector.

8.5.6p.8 TPDU size parameter

This parameter defines the selected maximum TPDU size (in octets includifig the header) to be used over the acgepted
trangpport-connection. The coding of this parameter isasin clause 8.5.6.1:8:

85.6PR.9 Preferred TPDU size parameter

This parameter defines the selected maximum TPDU size (in gctéts including the header) to be used over the ac¢epted
transport-connection.

The qoding of this parameter isasin clause 8.5.6.1.9.

8.5.62.10 Protection parameter

The Use of this parameter is not defined by this Directory Specification. A receiving system may ignore this parameter
if it [is present. This parameter shall n¢t \be present if class O is the preferred class. For the encoding, see
claus¢ 8.5.6.1.11.

8.5.6p.11 Additional option selection parameter

This parameter shall not be present’if class 0 is the preferred class.

If pregent, this parameter shall’ be encoded as specified in clause 8.5.6.1.12. If bit 1 is not set correctly, the initiatof shall
consifler it a protocol errOr.

85.63 Disconnectrequest (DR TPDU)

856B.1 Structure
The disconnect request (DR TPDU) is used for refusal of a connection request for both protocol classes.

For class 2, the DR TPDU TS al'so U for MMitialing an expiicit Telease of a ransport-Conmection Without Nec ily
releasing the underlying TCP connection. Either one of the two sides may issue a DR TPDU to initiate release (see
clause 14.1 of Rec. ITU-T X.214 | ISO/IEC 8072).

1 2 3 4 5 6 7 8 0
L DR | | _
1000 0000 DST l—REF SRCl-REF REASON Variable part

Figure 8 — Disconnect request
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8.5.6.3.2 Lengthindicator (L) parameter

See clause 8.5.5.4.

8.5.6.3.3 TPDU code parameter

Thisisthe DR TPDU code parameter and shall take the binary value 1000 0000.
85.6.34 DST-REF parameter

This parameter shall hold the transport-protocol reference of the receiver.

85.6.35 SRC-REF parameters

If the DR TPDU is sent to reject a requested transport-connection, this parameter shall be filled with binary zeroes to
indicgte that no reference has been allocated by the responder.

If the|DR TPDU is sent to initiate the release of an existing transport-connection, this parameter shall hold the transport-
protogol reference of the sender.
8.5.63.6 REASON parameter

The Reason parameter defines the reason for disconnecting the transport-connection. This pafameter shall take ¢ne of
the fgllowing values.

The fpllowing values may be used for class 2:

1) 128+0 Normal disconnect initiated by session entity.

2) 128+1 Responder congestion at connect request time.

3) *128+2 Connection negotiation failed (i.e. proposed class2ot supported).
4) 128+3 Duplicate source reference detected for the samepair of NSAPs.
5) 128+4 Mismatched references.

6) 128+5 Protocol error.

7) 128+6 Not used.

8) 128+7 Reference overflow.

9) 128+8 Connection request refused'en this TCP connection.

10) 128+9 Not used.

11) 128+10 Header or parameterlengthinvalid.

The fpllowing values can be used for beth classes:

12) 0 Reason riot; specified.

13) 1 Congestion.

14) *2 NO.session functionality associated with the transport-address.
15) *3 Address unknown.

NOTE — Reasonsymarked with an asterisk may be considered as persistent, other reasons as transient.

8.5.63.7 Additional clearing information parameter (variable part)

This parameter allows additional information related to the clearing of the connection.

The codmg of TS parameter 15,

Parameter code; 1110 0000

Parameter length: Any value provided that the length of the DR TPDU does not exceed the maximum agreed
TPDU size or 128 when the DR TPDU is used during the connection refusal procedure.

Parameter value: Additional information. The content of this parameter is not defined by this Directory
Specification.
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8.5.6.4 Disconnect confirm (DC TPDU)
856.4.1 Structure

1 2 3 4 5 6
| !

LI DC DST-REF SRC-REF
1100 0000 | |

Figure 9 — Disconnect confirm

8.5.6.4.2 Lengthindicator (L) parameter
See clause 8.5.5.4.

8.5.64.3 TPDU code parameter
Thisiisthe DC TPDU code parameter and shall take the binary value 1100 0000.

8.5.6¢4.4 DST-REF parameter

DST-REF parameter holds the identification reference of the transport connection at the remote transport entity and
shall pe set to the SRC-REF parameter of the DR TPDU received (it may be equal to zero).

85.64.5 SRC-REF parameter

SRC-REF parameter holds the identification reference of the transport connection at the local transport entity and shall
be sef to the DST-REF parameter of the DR TPDU received (it may be equalto zero).

85.6p Data (DT TPDU)
85.6p.1 Structures

1 2 3 4 p
DT [TPDU-NR
L {1111 0000| and EOT User data

Figure10 — Data TPDU for class0

1 2 3 4 5 6 p
|
DT TPDU-NR
L 11111 0000 DST[REF and EOT User data

Figure 11— Data TPDU for class2

NOTE — Extended format as defined in Rec. ITU-T X.224 | ISO/IEC 8073 is not used, as it has no meaning if explicit flow
cantrol at the transport level is not used. Clause 6.5.4 of Rec. ITU-T X.224 | ISO/IEC 8073 specifies: In class 2, wherjever a
transport entity requests or agrees to the transport expedited data transfer service or to the use of extended formats, it shall also
refluest or_agree (respectively) to the use of explicit flow control.

8.5.6 62~ Length indicator (L) parameter
Seeclause 8.5.5.4.

8.5.6.5.3 TPDU code parameter
Thisisthe DT TPDU code parameter and shall take the binary value 1111 0000.

8.5.6.5.4 DST-REF parameter

This parameter shall hold the transport-protocol reference of the receiver (only if class 2 has been negotiated).

8.5.6.55 TPDU-NR and EOT parameter

EOT — When set to ONE, it indicates that the current DT TPDU is the last data unit of a complete DT TPDU sequence
(end of TSDU). EOT isbit 8 of octet 3in class 0 and bit 8 of octet 5 for class 2.
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TPDU-NR — TPDU send sequence number (zero in class 0). It may take any value in class 2 without explicit flow
control. TPDU-NR isbhits 7 to 1 of octet 3 for class O, bits 7 to 1 of octet 5 for normal formatsin class 2.

8.5.6.5.6 User datafield

Thisfield contains (part of) the SPDU or SPDU segment being transmitted.
NOTE — The length of thisfield is limited to the negotiated TPDU size minus 3 octetsin class 0 and minus 5 octetsin class 2.

85.6.6 TPDU error (ER TPDU)
8.5.6.6.1 Structure

1 2 3 4 5 6 D
I
ER REJECT _
"' Joraz oo00 DST[REF CAUSE Varigble part

Figure12—Error TPDU

8.5.6/6.2 Lengthindicator (LI) parameter
See clause 8.5.5.4.

8.5.6/6.3 TPDU code parameter
Thisiisthe ER TPDU code parameter and shall take the binary value 0111 0000.

8.5.66.4 DST-REF parameter

DST-REF parameter holds the identification reference of the transport connection at the remote transport entity and
shall pe set to the SRC-REF parameter of the rejected TPDU.
85.66.5 REJECT CAUSE parameter

00000000  Reason not specified

00000001  Invalid parameter code

00000010  Invalid TPDU type

00000011  Invalid parameter value

8.5.66.6 Invalid TPDU parameter

Parameter code: 1100 0001
Parameter length: Number of 'actets of the value parameter
Parameter value: Contains the bit pattern of the rejected TPDU header up to and including the octet which

caused the rejection. This parameter is mandatory in class 0.

85.7 Use of thesexyice provided by TCP

The yse of the service provided by TCP is expressed by reference to the conceptual calls as defined in clause B.8 of
IETF|RFC 793:

8.5.7[L “TCP connection establishment (socket connection)

fng an

outstandl ng passive OPEN call (see clause 3.4 of IETF RFC 793)

When issuing an active OPEN, the initiator shall:
a) Specify the socket (IP address and TCP port number) of the responder as determined from:

— information returned in acontinuationReference asthe result of aprevious communication; or
— localy held information.

b) Settheactiveflag.

NOTE 1 — Because many operating systems do not support fixed outgoing TCP ports, only the dynamic allocation of local port
numbersis assumed here, but it is not an error to specify alocal port number if support is provided for that.

An active OPEN will fail if the responder has not issued a passive OPEN.
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When issuing a passive OPEN, the responder shall:
a) Specify the local port number to be used. The "well known" TCP port number 102 is reserved for ITOT.

It is alowed to use another port number.

NOTE 2 — It is suggested that the TCP keep aive mechanism be selected, as this ensures the reporting of network connection
loss.

8.5.7.

2 Datatransfer

When a DUA or DSA issues a SEND call to send a TPDU:

— the PUSH flag shall be set to ensure immediate delivery; and
— the URGENT flag shall not be set.

NOTE — For performance reason it is suggested that the Nagle algorithm (IETF RFC 896) be disabled (using the

T

8.5.7,
Theg

8.5.7.

CP NODELAY socket option). This feature allows TPKT data to be sent without delay.

3 TCP connection release

pnnection can be released by either:
— closing the connection, which leads to terminating gracefully the message flow; or
—  aborting the connection, which leads to the deletion of ongoing messages.

3.1 Orderly release

An onderly release ensures that data in transit is not lost (see clause 3.8 of IETF RFC.793).

Eithel

side may at any time initiate an orderly release by issuing a CLOSE.

An onderly release is disruptive under the following conditions:

85.7.
A sys

—  when supporting a transport-protocol class O class and théoverlying application-association has no
terminated; and

— when supporting a transport-protocol class 2 class and the overlying transport-connection has no
terminated.

3.2 TCP abort

ttem should only issue an ABORT whenever it detects a serious exception, such as an abnormally functi

comnpunication partner.

8.5.8
8.5.8,
Thes

A sy
interr|

All D
TheH

8.5.8.

Elements of proceduresfor the transport-protocol
1 Segmenting and reassembling
bgmenting and reassembling.procedure is used in both classes to map an SPDU onto TPDUSs.

ttem shall map an SPDU\onto an ordered sequence of one or more DT TPDUSs. This sequence shall 1
Lipted by other DT TPDUYS on the same transport-connection.

T TPDUs exceptthetast DT TPDU in a sequence greater than one shall have alength of data greater than zef
OT parameter,.of aDT TPDU indicates whether or not there are subsequent DT TPDUs in the sequence.

P Conpection establishment

Atr
with

Sport-connection is established by means of the initiator transmitting a CR TPDU to the responder, which 1
CECTPDU.

been

been

oning

ot be

0.

eplies

Before sending the CR TPDU, the initiator assigns the transport-connection being created to one TCP connection. It is
this TCP connection over which the TPDUs are sent.

Only

theinitiator of a TCP connection may initiate a transport-connection on that TCP connection.

During this exchange, al information and parameters needed for the two parties to operate shall be exchanged or

negot
8.5.8.

iated.

2.1 References

Each system chooses a reference for the transport connection to be used by the peer system in the DST-REF parameter

when

sending TPDUs o that system.
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This mechanism is symmetrical and provides identification of the transport-connection independent of the TCP
connection. The range of references used for transport-connections for agiven systemisaloca matter.

8.5.8.22 Transport selectors

Calling, Called and Responding Transport-Selectors (optional) — When the TCP/IP addressing (IP address and Port
Number) unambiguously defines the transport address, this information may be omitted.

A transport-selector parameter with alength indicator set to zero shall be treated as having the "nil selector value".

NOTE — This requirement is as specified in clause 9.5.2 of Rec. ITU-T X.650 | ISO/IEC 7498-3 for the calling and called
transport-selector. For the responding transport-selector, this requirement is specified in clause 13.2.3 of Rec. ITU-T X.224 |
ISO/IEC 8073.

8.5.8.2.3 Protection parameter

This parameter and its semantics are not defined by this Directory Specification. A system shall be able to receive this
paranpeter, but may ignore its content.

8.5.8R.4 Protocol class negotiation

Protogol class negotiation is optional. If the initiator does not support protocol class negotiationyit-shall specify dlass 0
asthg preferred protocol class.

If thelinitiator supports protocol class negotiation, it may specify either class O or 2 as thegreferred protocol class.|If the
prefefred class is class 2, it may propose class 0 as an aternative class. If the preferred class is class O, it shgll not
propgse an alternative class. The initiator should assume when it sends the CR TPDU that its preferred class will be
agreefl to, and commence the procedures associated with that class.

If the initiator does not specify the class options according to the above, if’shall by the responder be considerefl as a
protogol error.

If the responder does not support protocol class negotiation, it may ‘return class O as the selected protocol| class
independent of what the initiator specifies.

Wher} the responder supports protocol class negotiation, it shallcsetect one class according to the following:

— if the preferred transport protocol class in the.CR TPDU is class 0, then class O shall be returned |in the
CC TPDU:

— if the preferred transport protocol class in the CR TPDU is class 2, and the aternative class is cliass 0,
then class 0 or class 2 shall be returned; and

— if the preferred transport protocel class in the CR TPDU is class 2, and no aternative class is spegified,
then class 2 shall be returned-f class 2 is not supported by the responder, a DR TPDU shall be refurned
with REASON 128+2 and the SRC-REF parameter set to zero to indicate an unassigned reference.

The responder shall indicate the selected class in the CC TPDU and shall follow the procedures for the selected clgss.

If thelpreferred classis not seliected, then on receipt of the CC TPDU, the initiator shall adjust its operation according to
the priocedures of the selected class.

The initiator shall termingte the transport connection if:

— thesnitiator specifies the preferred class as class 2 and does not specify class 0 as an alternative|class;
and

—»~the responder accepts the connection specifying class 0 as the selected class.

8.5.8PR'5) TPDU size negotiation

There are two mechanisms for negotiating the maximum TPDU size as specified by clauses 8.5.6.1.8 and 8.5.6.1.9 and
further developed under a) and b) below.

a) TPDU size can be considered as the primary mechanism. It is optional and does not have to be supported
by the initiator or responder. However, in its absence it has the default value of 65531 octets.
NOTE 1—Rec. ITU-T X.224 | ISO/IEC 8073 specifies a default of 128 octets, which is aso the minimum TPDU size.

IETF RFC 1006 and IETF RFC 2126 (and this Directory Specification) specify a default of 65531 octets, which is the maximum
TPDU size. This means that the maximum TPDU size is used when no TPDU size negotiation is performed.

The initiator may propose a maximum size for TPDUs, and the responder may accept this value or
respond with any value between 128 and the proposed value in the set of values available (see
clause 8.5.6.1.8).
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If this parameter is absent, the TPDU size defaults to 65531 octets (unless the preferred maximum TPDU

size parameter isincluded in the CR TPDU and supported by the responder).

An initiator shall support al the listed values for the maximum TPDU size asgiven in clause 8.5.6.1.8 up

to and including the maximum TPDU size proposed in the CR TPDU.

b) Preferred maximum TPDU size — The value of this parameter, multiplied by 128, yields the proposed or
accepted maximum TPDU size in octets. The initiator may propose a preferred maximum size for

TPDUs and the responder may accept this value or respond with asmaller value.

NOTE 2 —If this parameter is used in a CR TPDU without also including the TPDU size parameter, this will result in a
maximum TPDU size of 65531 octets being selected if the responder does not recognize the preferred TPDU size parameter.
Therefore, it is recommended that both parameters be included in the CR TPDU.

If the preferred maximum TPDU size parameter is present in a CR TPDU, the responder shall either:

If thg
COorres
N
Siz
an

8.58.

There

N
cg
an

8.5.8.

= Ignore the prererred maximum 1PDU SiZe parameter and Tollow 1PDU SiZe negotiation &s d
in a) above; or

by the initiator and ignore the TPDU size parameter or its default value. In this case; the resg
shall use the preferred maximum TPDU size parameter in the CC TPDU and shall not inclu
TPDU size parameter in the CC TPDU.

preferred maximum TPDU size parameter is not present in the CR TPDU, it shall not be included
fponding CC TPDU. In this case, TPDU size negotiation is as defined in a) above.

DTE 3 — If the resulting suggested maximum TPDU size based on the considerations above,is not the default maximum
e of 65531 octets, then the responder should include a selected TPDU size in the CC(TRPDU, as omission of this will re
implied selected value of 65531 octets, which would violate a) or b) above.

P.6 Option negotiation

is no option negotiation.

DTE — Rec. ITU-T X.224 | ISO/IEC 8073 and IETF RFC 2126.'define protocol options to be set according
Immunications requirements. However, these Directory Specificationstequire all the options to be fixed (see clauses 8.
d85.6.1.12).

P.7 Version number

This parameter is only used in the CR TPDU and only for class 2 (see clause 8.5.6.1.10).

8.5.8.

Thed
toad

3 Connection refusal

onnection refusal procedure is used inboth classes when the responder refuses a transport-connection in res
R TPDU.

If at

set to

If a

respo|

ransport-connection cannot be-accepted, the responder shall respond to the CR TPDU with a DR TPDU
n shall indicate why the caonnection was not accepted. The source reference parameter in the DR TPDU s
zero to indicate an unassigned reference.

R TPDU isreceived, the'initiator shall regard the connection as released.

onder shall réspond to an invalid CR TPDU by sending an ER or DR TPDU. If an ER TPDU is recei
seto aCR TPDU, theinitiator shall regard the connection as released.

Efined

—  usethe preferred maximum TPDU size parameter to determine the maximum TPDU &ize reqiiested

onder
e the

n the

TPDU
sult in

to the
b.6.1.6

ponse

. The
all be

edin

NOTE 1 — When'the invalid CR TPDU can be identified as having class 0 as the preferred class, it is recommended to rg¢spond

wi
N

h an ERTTPDU. For class 2 either an ER TPDU or DR TPDU may be sent.
TE2 % If the optional supervisory timer TS1 has been set for this connection, then the initiator should stop the tin

ner on

eptof the DR or ER TPDU.

NOTE 3 — It is a local matter whether the initiator releases the network connection if no transport-connections are currently
assigned to it.

8.5.84 Normal release

The release procedure is used to terminate a transport-connection. The implicit variant is used only in class 0. The
explicit variant isused only in class 2.
NOTE — When the implicit variant is used for class O, the lifetime of the transport-connection is directly correlated with the

lifetime of the TCP connection. The use of the explicit variant of the release procedure for class 2 enables the transport-
connection to be released independently of the underlying TCP connection.
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8.5.84.1 Procedurefor implicit variant

In the implicit variant, both the initiator and the responder disconnect a transport-connection by disconnecting the TCP
connection to which it is assigned. See also clause 8.5.7.3.1.

8.5.8.4.2 Procedurefor explicit variant

When the rel ease of atransport-connection isto beinitiated, atransport entity:
a) If it haspreviously sent or received a CC TPDU shal:
1) sendaDRTPDU;
2) discard all subsequently received TPDUs other than aDR, DC or ER TPDU,;
3) consider the transport-connection released on receipt of aDR, DC or ER TPDU.

b) If @) isnot applicable and if there is an outstanding CR TPDU, it shall wait for the acknowledgement of
the outstanding CR TPDU; if it receivesa CC TPDU, it shall follow the procedures in item a)-above.

NOTE 1 — This requirement ensures that the transport entity is aware of the remote reference for the transport-corinection.

A tramsport entity that receives a DR TPDU shall:

c) Ifithaspreviously sent a DR TPDU for the same transport-connection, consider the transport-conngction
released.

d) If it has previously sent a CR TPDU that has not been acknowledged by & CC TPDU, consider the
connection refused. If the SRC-REF is not zero, a DC TPDU shall be-sent using the SRC-REF ps the
DST-REF.

NQTE 2 —In this case, the DR is associated to that connection regardless of the SRC-REF parameter.

e) If ¢) and d) are not applicable, send a DC TPDU and consider the transport-connection released. [If the
received DR has the DST-REF parameter set to zero, then@DC with SRC-REF set to zero shall be sent,
regardless of the local reference.

NQTE 3 —If the entity receiving such a DR TPDU has previously decided to negotiate down the class, this entity is @lways

entitled to consider such a DR TPDU as spurious. Since no association“has been made the transport-connection is not rel a

the responder side but the CC TPDU, when sent, will be answered hy-a DR TPDU (spurious CC TPDU).

NOTE 4 — When the transport-connection is considered as released, the local reference is available for re-use.

NOTE 5 — After the release of a transport-connection, the network connection can be released or retained to enable its re-yise for

the assignment of other transport-connections.

NOTE 6 — When a transport entity is waiting for a CC-TPDU before sending a DR TPDU and the TCP connection is relegsed, it
shpuld consider the transport-connection rel eased.

85.8p Error release

This procedure is used only in classes0\and 2 to release a transport-connection when either the local systemisissfiing a
TCP gbort or aTCP abort is received from the peer system.

Wher) either a TCP abort is issued or a TCP abort is received for a TCP connection, a transport-connection using this
TCP ¢onnection, the system’shall consider that the transport-connection is released and so inform the TS-users.
On receipt of an N-RESEFindication:

— Inclass0, an N-DISCONNECT request shall be issued.

— JInclass 2, it isaloca choice to issue an N-RESET response or an N-DISCONNECT request; dne of
these primitives shall be issued.

9 IDM protocol

This clause defines the Internet Directly Mapped Protocol (IDM), a mapping of request-response service elements
directly onto the Internet TCP/IP protocol, bypassing the ACSE, Presentation, Session and Transport layers of the OSI
model. The protocol is deliberately minimal and is designed for simplicity of implementation. It is connection-oriented
and is fully asynchronous.

The protocol makes use of a number of protocol-data-units to transfer bind, request, response and error messages.

9.1 IDM-PDUs

The messages of the Internet Directly Mapped protocol are conveyed over a TCP/IP connection as protocol-data-units
called IDM-PDUs and are mapped onto TCP/IP as specified in clause 9.6. The TCP/IP connection may optionally be
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protected using TLS, as specified in clause 9.8. TLS is specified in IETF RFC 2246 and IETF RFC 3546. The ASN.1
definition for an IDM-PDU follows.

IDM-PDU{IDM-PROTOCOL:protocol} ::= CHOICE ({

bind [0] IdmBind{{protocol}},
bindResult [1] IdmBindResult{{protocol}},
bindError [2] IdmBindError{{protocol}},
request [3] Request{{protocol.&Operations}},
result [4] IdmResult{{protocol.&Operations}},
error [5] Error{{protocol.&Operations}},
reject [6] IdmReject,
unbind [7]1 TUnbind,
abort [8] Abort,
startTLS [9] StartTLsS,
tLBResponse [10] TLSResponse,
ok}

IdmBfind{IDM-PROTOCOL:Protocols} ::= SEQUENCE {
prptocolID IDM-PROTOCOL. &id ({Protocols}),

calllingAETitle [0] GeneralName OPTIONAL,

callledAETitle [1] GeneralName OPTIONAL,

argument [2] IDM-PROTOCOL.&bind-operation.&ArgumentType
({Protocols}{@protocolID}),

A
IdmBfindResult{IDM-PROTOCOL:Protocols} ::= SEQUENCE ({
prptocolID IDM-PROTOCOL.&id ({Protocols}),
reppondingAETitle [0] GeneralName OPTIONAL,
repult [1] IDM-PROTOCOL.&bind-operation.&RésultType
({Protocols}{@protocolID}),
Sy
IdmBlindError{IDM-PROTOCOL:Protocols} ::= SEQUENCE
prptocolID IDM-PROTOCOL. &id ({Protocols}),
--erfcode IDM-PROTOCOL. &bind-operation.&Errors.&errorCode OPTIONAL
regpondingAETitle [0] GeneralName OPTIONAL,
aEfitleError ENUMERATED {

tallingAETitleNotAccepted (0),

talledAETitleNotRecognized (1),

...} OPTIONAL,

error [1] IDM-PROTOCOL.&bind-operation.&Errors.&ParameterType
({Protocols}{eprotocoliD}),

N

Requpst{OPERATION:Operatiomsy\ ::= SEQUENCE {
inyokeID INTEGER,
opfode OPERATION. &opéerationCode ({Operations}),
argument OPERATION-é&ArgumentType ({Operations}{@opcode}),
N

IdmResult{OPERATION:Operations} ::= SEQUENCE {
inyokeID INTEGER,
opfode OBERATION. &operationCode ({Operations}),
repult OPERATION.&ResultType ({Operations}{@opcode}),
A

Errop {OPERATION:Operations} ::= SEQUENCE {

invokeID INTEGER,
errcode OPERATION. &Errors.&errorCode ({Operations}),

error OPERATION. &Errors.&ParameterType ({Operations}{@errcode}),
ce. }
IdmResult{OPERATION:Operations} ::= SEQUENCE {
invokeID INTEGER,
opcode OPERATION.&operationCode({Operations}),
result OPERATION. &ResultType ({Operations}{@opcode}),
Error{OPERATION:Operations} ::= SEQUENCE {

invokeID INTEGER,
errcode OPERATION. &Errors.&errorCode ({Operations}),
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error OPERATION. &Errors.&ParameterType ({Operations}{@errcode}),
}
IdmReject ::= SEQUENCE {
invokeID INTEGER,
reason ENUMERATED {
mistypedPDU (0),
duplicateInvokeIDRequest (1),
unsupportedOperationRequest (2),
unknownOperationRequest (3).,
mistypedArgumentRequest (4),
resourcelLimitationRequest (5),
unknownInvokeIDResult (6),
mistypedResultRequest (7).,
MIRITOWIIITTVORKEeIDETTOY 8
inknownError (9),
mistypedParameterError (10),
hinsupportedIdmVersion (11),
insuitableIdmVersion (12),
invalidIdmVersion (13),
j}l
Unbipd ::= NULL
Aborf ::= ENUMERATED {
miptypedPDU (0),
unboundRequest (1),
inyalidPDU (2),
repourceLimitation (3),
copnectionFailed (4),
inyalidProtocol (5),
repsonNotSpecified (6),
-}
StargTLS ::= NULL

TLSRpsponse ::= ENUMERATED {

sufcess (0),
opprationsError (1),
prptocolError (2),
unpvailable (3),
b

A bipd PDU is sent to request a binding between the sender and the responder. protocolID identifies the
PROTPCOL protocol to be used (seeclause 9.4). argument is a value for the ARGUMENT field of the BIND-OPERA
of the identified protocol. callingaeTitle is the name of the local application entity sending the bind
callpdAETitle iSthe nameof’'the remote application entity to which thebind PDU is being sent.

A bipdrResult PDU jistéeturned in response to a successful bind request. protocolID is the same value sent
corregponding bind’PDU. result isavalue for the REsULT field of the BIND-oPERATION Of the identified prg

IDM-
TION
PDU.

n the
tocol.

lent in
is the

to the called system. aETitleError iS Set t0 calledAETitleNotRecognized if an ldmBind PDU is received and
the remote application entity knows the application entity which is binding, but does not accept the calledaETitle

sent in the ldmBind PDU asits own name.

A request PDU is sent to request an operation. invokeID identifies a particular request and its associated responses,
and is a positive integer chosen to be different to the value sent in any previous request over that TCP/IP connection.
opcode isthe code for one of the operations listed against the opEraTIONS field of the chosen protocol. argument isa

value for the ARGUMENT field of the oPERATION identified by opcode.

NOTE — InvokeId in ITU-T X.500 systems is semantically equivalent t0 messageID in LDAP systems, as defined in

clause 4.1.1.1 of IETF RFC 4511.
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A result PDU isreturned in response to a successful operation request. invokeID and opcode are the same values as
sent in the request PDU to which this PDU is a reply. result is a vaue for the rResuLT field of the oPERATION
identified by opcode.

An error PDU isreturned in response to an unsuccessful operation request. invokeID has the same value as sent in
the request PDU to which this PDU isareply. errcode isthe code for one of the errors listed against the ErRroRrs field
of the operation in the request PDU. error isavalue for the PARAMETER field of the ERROR identified by errcode.

A reject PDU is returned in response to a protocol error detected in a received request, result Or error PDU
from which an invoke ID can be recovered. invokeID isthe invoke ID of the received PDU that wasin error. reason
isan integer code for the error, as described in clause 9.4.

Anunbind PDU is sent to close abinding in an orderly manner, as described in clause 9.2. It has no parameters.

A startTLs PDU issent by the TCP/IP initiator to request TL S establishment.

A tLBResponse PDU is sent by the TCP/IP responder following receipt of a startTLs PDU. A tLSResponse Of
succkss indicates that the responder is willing and able to negotiate TLS. A tLSResponse oOther thah sudcess
indicgtes that the responder is either unwilling or unable to negotiate TLS. The responder +shall retupn an
operhtionsError if it detects any incorrect operations sequencing, such asreceipt of astartTiigPDU after TUS has
aready been established. The responder shall return aprotocolError if it does not support TL:S, either by desgn or
current configuration. The responder shall return unavailable if it supports TLS but is unable to establish TLS|at the
time ¢f the startTLs request.

9.2 Sequencing requirements

9.21 Binding

The ipitiator of the TCP/IP connection shall send the bind PDU to therésponder. The responder shall reply by sanding
eithe] a bindResponse Or a bindError PDU. Once the bindrResponse PDU has been received, an association is
said tp be in place between the initiator and the responder.

The ipitiator shall send a bind PDU before sending requesg€ “PDUs. It may send request PDUs after sendimg the
bind|PDU but before receiving a bindResponse Or bindError. The responder shall process and reply to aregeived
bind|PDU before processing and replying to received request PDUSs.

If the|protocol permits the responder to initiate requests, the responder may initiate such requests as soon as it has(sent a
bindResponse PDU. Theinitiator shall processthebindresponse before replying to received request PDUS.

If ablindError is received, the initiator may choose whether to attempt another bind by sending a new bind PPU or
Whet:Ler to close the TCP/IP connection.

If both application entities use the @eTitle information of the bind PDU, a bindError PDU with aETitleBrror
set t0]callingAETitleNotAccepted Of calledAETitleNotRecognized can be received as aresponse to albind
PDU.

9.22 Unbinding

Wher} the DAP protocal’is being used, only the initiator of the bind shall send an unbind PDU. For any other prqtocol,
either the initiaton/or responder may send an unbind PDU. An unbind is destructive in that the results gf any
outstanding operations are lost (undefined). To avoid loss of data, the initiator should only unbind when al refluests
have peen, responded to.

Eithef theinitiator or responder may close the underlying TCP/IP connection at any time. Any outstanding requegts are
lost.

9.23 Requests and responses

A request PDU may be sent at any time after sending abind PDU or bindrResult PDU, and requests the recipient
of the PDU to perform the indicated operation. The recipient of the request PDU shall reply with a result, error,
or reject PDU.

Requests are asynchronous and the order of the responsesis not guaranteed to be the same as that of the requests.

The receiver of aresponse shall use the invoke ID as the primary indicator of the request to which the response belongs,
and shall reject the response if theinvoke ID isin error.
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Rejects

The reject PDU shall be used to indicate that a problem was encountered in processing a request, result, Of
error PDU.

If any other protocol error occurs or if the invoke ID cannot be determined, the connection shall be closed.

9.3

Protocols

Protocols for use within the IDM protocol are defined through the use of the 1pM-PROTOCOL information object class,
defined asfollows:

in the

PDU,

ions

IDM-PROTOCOL ::= CLASS {

&bind-operation QPERATION

&Operations OPERATION,

&ifl OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {

BIND-OPERATION &bind-operation

OPERATIONS &Operations

ID &id }
Each jnstance of an 1pM-PrOTOCOL class defines the Bind operation and request/response operations for use with
IDM [protocol. The bindoperation field defines the operation to be used for binding; the aArRcuMENT field gf this
operdion is used with the bind PDU that signals the protocol, the rResuLT field is used With the bindResult
and one of the errors given in the ERrRORS field of this operation is used with the bindError PDU. The operat

field
id fi
consg
9.4

A re

they are signalled are described below:

efines the operations that may be used within the request, result and ezrer PDUs of the IDM protoco
bld is the protocol identifier. It also implicitly determines the applicatiof context for a Bind operation.
guence, a separate IDM-PROTOCOL is defined for each required application context.

Reject reasons

ect PDU isreturned in response to various error conditions, The error conditions and the reason code with

. The
As a

vhich

ously

ionis

A mistypedPDU reason isreturned if the PDU isinvalidly constructed.

A duplicateInvokeIDRequest reason is returnediif a request PDU isreceived and the invokeID has prev

been pised since the connection was established.

An upsupportedOperationRequest reasonis returned if a request PDU isreceived and the requested operal

not sypported.

An upknownOperationRequest F€3s0n is returned if a request PDU is received and the requested operation is
unkntwn.

A mistypedArgumentRequest reason is returned if a request PDU is received and the argument is inv

const

A resourceLimitationRequest reason is returned if a request PDU is received and no operations ¢

perfol

An ui
of an

fucted.

med because.of. resource limitations.

hknownIhvokeIDResult reason isreturned if aresult PDU isreceived and the invokeID does not matd
operation to which aresponse is expected.

alidly

an be

h that

A mi

b typedResultRequest reason isreturned if aresult PDU isreceived and the result isinvalidly constr

Licted,

or the opcode does not maich that of the corresponding request PDU.

An unknownInvokeIDError reason isreturned if an error PDU isreceived and the invokeID does not match that

of an

operation to which aresponse is expected.

An unknownError reason is returned if an error PDU is received and the indicated error does not belong to the
indicated protocol or isnot permitted as a response to the operation.

A mistypedParameterError reason is returned if an error PDU is received and the parameter is invalidly
constructed, or the opcode does not match that of the corresponding request PDU.
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9.5 Abort reasons

An abort PDU is returned in response to various error conditions which are not covered by the Reject or the
BindError PDU. The error conditions and the reason code with which they are signalled are described below:

A mistypedPDU reason is returned if the PDU received has an invalid construction.

An unboundRequest reason is returned if a request PDU request is received before an association has been
established.

An invalidpPDU reasonisreturned if aDSA getsaPDU which isnot an IDM-PDU.

A resourceLimitation reasonisreturned if aBind PDU isreceived and no operations can be performed because of
resource limitations, e.g., maximum number of connections exceeded.

A cohnectionFailed reason is returned if the DSA was not able to create the TCP/IP connection in order to.$end a
Bind|PDU.

An ipvalidProtocol reason is returned if aresultBind, a BindResult Or aBindError PDU is¢eceived apd the
protpecolID iSunknown or not supported.

A reasonNotSpecified reason isreturned if theinitiator or the responder wants to close theassociation for any other
reason.
NOTE — An abort may be generated by the underlying service of the initiator, resulting in protocol that will not flow acrgss the

cgnnection, e.g., returning an abort with unboundrequest would be initiated by the underhying service as opposed to thg target
syptem which cannot be reached.

9.6 Mapping onto TCP/IP

Binary data resulting from encoding is partitioned and placed in one.orumore segments to be sent over the TCP/IP
conngction. Each segment has a header and carries the next fragment.or portion of the encoded data. The division of an
IDM{PDU into fragments and the size of any fragment are the choice of the sender and carry no significance. All
fragments of an IDM-PDU shall be sent before another IDM-PDW s sent.

The flormat of a segment is determined by the version of, the segment. New versions are introduced as additional
information is required in the header. Thefirst octet isthexersion field.

The Version number shall be the same for al IDM-PDUs within an application-association. If a request or respgnse is
receiyed violating this rule, the receiver shall return an IdmrReject with reason code invalideIdmVersion| This
reject{ shall be transferred using the version agreed for the application-association.

If thelversion field indicates an unsupported version, the receiving DSA shall return an 1dmreject with reasorn code
unsupportedIdmversion. Thisregjectishal be transferred using aversion 1 format.

An implementation shall support theversion 1 format in the response to an IdmBind.

A D3A may aso reject an IdmBind if existing application-associations are using a version different from the one
suggasted in the format—suggested by the IdmBind. In this case, an IdmReject with reason | code
unsufitableIdmVersion/shall be returned. This regect shall be transferred using the same version as used fpr the
request.

The fprmat for @version 1 segment (header plus fragment of an IDM-PDU) is asfollows:

version final length data
(1 octet) : (1 octet) (4 octets) (Iength octets)

version indicates the version of the IDM-PDU and its mapping onto TCP/IP. The version described in this Directory
Specification shall be indicated with the value 1. All packets on a connection shall have the same value of version.

For version 1, each IDM-PDU is encoded using the ASN.1 basic encoding rules without restriction.

Theformat for aversion 2 segment is as follows:

version final encoding length data
i (Loctet) : (1octet) : (2octets) (4 octets) (Iength octets)
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encoding indicates which transfer syntax(es) other than basic encoding rules (BER) are supported. This field is
considered as a bit string containing 16 bits defined as follows:

i.  bit 1: distinguished encoding rules (DER);

ii. bit 2: packed encoding rules (PER), basic aligned variant;
iii.  bit 3: packed encoding rules (PER), basic unaligned variant;
iv. hit4: XML encoding rules (XER).

The other bits are reserved for future use.

The encoding field of 1amBind request specifies all the supported encoding rules. In the 1amBind response, at most,
one of the bits set in the TdmBind request can be set. If the encoding field of the 1dmBind response is not zero, the

corr?ondi ng encoding rules shall be used; otherwise basic encoding rules shall be used. The encoding field

used in other PDUs and shall contain zero.

finsg

1 indicates whether data holds a non-final IDM-PDU fragment (value 0), or the whole value or fifal fraj

(valu¢ 1).

lengd
less s
IDM-

fragm

datd
ConvH

9.7

An I
notati

AnO
Specit

9.8

981

Thei
Thei

9.8.2
Two

9.8.2.

Eithel
sendi

th isthe length of data field in octets. It is sent in 'network octet order' with more significant octets preg
gnificant octets. The minimum value of length is 1. For performance reasons, it is recomimended that the
PDU be contained in one segment if the length can be expressed in the 4 octets._ofthe length field;
entation should only be used if the length of the IDM-PDU cannot be expressed in 4,0¢tets.

holds the next fragment of the IDM-PDU being conveyed, or the whole IDM-PDU if the whole v3
ved in one fragment.

Addressing

DM -style communications endpoint is defined by its |P address-@ndvits port number, and can be written
on of IETF RFC 1738 as:

idm://host :port

is not

hment

eding
whole
IDM

ue is

n the

Sl Network address format for an IDM access point is specified in clause 11.3.2. Alternatively, the URI format as

ied in clause 11.4 may be used.

Useof TLS

TLSestablishment

hitiator of the TCP/IP connection may at any time request the establishment of TLS by sending a startTLs
hitiator shall not send any PDUsfallowing this request until it has received a TLsResponse PDU.

TLSclosure
orms of TL S closure are supported: graceful and abrupt.

1 Graceful clesure

the TCP/IR-ihitiator or responder may terminate the TLS connection by sending a TLS closure alert.
ng this alert) it shall cease sending any further TLS Record Protocol PDUs and shall ignore any receiveg

Recofd LayerxPDUs until it receives a TLS closure aert from the other party. Once it has received the TLS ¢l

dert,

t may'continue to send and receive IDM PDUSs.

PDU.

Upon
TLS
osure

Upo

recol pf of aTlL S closure alert that it did not enlir\if' a parfy may choose whether to leave the ||nrlnrlyi ng T

PP

connection intact. If it chooses to leave the connection intact, it shall immediately respond with a TLS closure aert,
after which it may send and receive IDM PDUs. After a TLS connection has been closed, a DSA shall not respond to
any requests that were received prior to closure of the TLS connection.

Either party may choose to drop the underlying TCP/IP connection after sending or receiving a TLS closure alert.

9.8.22 Abrupt closure

Either the TCP/IP initiator or responder may abruptly close a TLS connection by closing the underlying TCP/IP
connection.
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10 Directory protocol mapping onto the IDM protocol

This clause gives definitions for mapping the Directory protocols onto the IDM protocol. The complete
DirectoryIDMProtocols moduleisgivenin Annex E. The components are repeated in this clause for clarity.

101 DAP-IP protocol

The DAP-IP protocol dap-ip (Directory Access Protocol over TCP/IP) is used to invoke operations of the
DirectoryAbstractService abstract service. It is defined as:

DAP-IDM-PDUs ::= IDM-PDU{dap-ip}

dap-ip IDM-PROTOCOL ::= {
BIND-OPERATION directoryBind
OPERATIONS {read |

compare |

abandon |

list |

search |

addEntry |

removeEntry |

modifyEntry |

modifyDN |

administerPassword |

changePassword }

ID id-idm-dap }

The gperation and error codes for this protocol are the same as those given in.cladses 6.4.1 and 6.5.1.

Only IDUAs shall initiate connections using this protocol. Only the initiater)of a connection shall request operatipns of
the priotocol.

10.2 DSP-1P protocol

The PSP-IP protocol dsp-ip (Directory System Protegol over TCP/IP) is used to invoke operations gf the
DistfibutedOperations abstract service. It is definedas:

DSP-[[DM-PDUs ::= IDM-PDU{dsp-ip}

dsp-fip IDM-PROTOCOL ::= {

BIND-OPERATION dSABind

OPERATIONS {chainedRead °|
chainedCompare |
chainedAbandon |
chainédlist |
chainedSearch |
cHainedAddEntry |
¢chainedRemoveEntry |
chainedModifyEntry |
chainedModifyDN |
chainedAdministerPassword |
chainedChangePassword |
chainedLdapTransport |
chainedLinkedLDAP }
ID id-idm-dsp }

The operation and error codes for this protocol are the same as those given in clauses 6.4.1 and 6.5.1.

DSAs may use this protocol, and both the initiator and the acceptor of a connection may request operations of the
protocol.

10.3 DI SP-1P protocol

The DISP-IP protocol disp-ip (Directory Information Shadowing Protocol over TCP/IP) is used to invoke operations
of theDirectoryShadowAbstractService abstract service. It is defined as:

DISP-IDM-PDUs ::= IDM-PDU{disp-ip}

disp-ip IDM-PROTOCOL ::= {
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BIND-OPERATION dSAShadowBind

OPERATIONS {requestShadowUpdate |
updateShadow |
coordinateShadowUpdate}

ID id-idm-disp }

The operation and error codes for this protocol are the same as those given in clauses 6.4.2 and 6.5.2.

DSAs may use this protocol, and both the initiator and the acceptor of a connection may request operations of the
protocol.
104 DOP-IP protocol

The DOP-IP protocol dop-ip (Directory Operational Binding Protocol over TCP/IP) is used to invoke operations of the
OperhtionalBindingManagement abstract service. It isdefined as:

DOP-[[DM-PDUs ::= IDM-PDU{dop-ip}

dop-fip IDM-PROTOCOL ::= {
BIND-OPERATION dSAOperationalBindingManagementBind
OPERATIONS {establishOperationalBinding |
modifyOperationalBinding |
terminateOperationalBinding}
ID id-idm-dop }

The gperation and error codes for this protocol are the same as those given in clauses 6.4.3 and 6.5.3.

DSA$ may use this protocol, and both the initiator and the acceptor of a conhiection may request operations pf the
protogol.

11 Protocol stack coexistence

Clauge 9.7 defined an OSl network address format for an | DM-eommunications endpoint. This clause recommends an
apprdach for coexistence between DSAs supporting different protocol stacks, such as OSl, IDM and LDAP. In order to
alow| referrals to contain LDAP access points, this clause-al'so specifies an OSI network address format for an L DAP
comnpunications endpoint. In order to allow referrals to contain Uniform Resource Identifiers (URIS), this clause also
defings an NSAP address-like format that does not have the length restriction imposed on NSAP addresses (see
clausg 11.4).

11.1 Coexistence between OS| and-fDM stacks

A comnformant implementation shall-ifplement either the OSI stack as defined by clauses 7 and 8, the IDM stack as
defingd by clauses 9 and 10, or both:

If a chaining DSA needs to forward a request to atarget DSA and if the two DSAs do not support a protocol stack in
comnfion, then the chaining"DSA shall return instead a referral. That referral will be returned through each DSA that
chained the request. If-any one of these DSAs supports the target DSA's protocol stack, it may choose to send the
request directly to thetarget DSA identified in the referral.

If nome of the chaining DSAs support the target DSA's protocol stack, the referral shall be returned to the DUA| That
DUA [may be.ahbl€ to send the request directly to the target DSA.

If deploying within a domain a mixture of DSA products, some of which support only one protocol stack| it is
reconimended that either:

a) DSAs holding knowledge of DSAs that support only one protocol stack should support that protocol
stack; or

b) the DSA towhich the DUA binds should support both protocol stacks.

11.2 Coexistencein the presence of LDAP

DSAs supporting either the OS| upper layer protocol stack or the IDM protocol stack may also choose to support an
LDAP. Interoperability between such DSAs may be accomplished through the use of chaining or referrals.
Interoperability between such DSAs and DUAs may be accomplished through the use of an LDAP or DAP.

In order for a DSA to be able to provide useful referrals for DUASs supporting only LDAP, it is necessary to represent
the LDAP access point of a potential target DSA in an OSI presentation address. Clause 11.3 defines an NSAP format
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for LDAP. A DSA getting a referral containing an NSAP of this type can convert it to an LDAP referral and send it
back to the connected LDAP client.

11.3 Defining network addressesfor Internet Protocol, version 4 support

The Directory addressing format as it is transferred in referrals and cross-reference information is in the OSl
presentation addressing format as defined in clause 6.9.1 of Rec. ITU-T X.520 | ISO/IEC 9594-6. For consistency, the
same format is used for non-OSl addressing.

Systems that simultaneously support a combination of OSI, OS| over TCP/IP, IDM and LDAP stacks can have asingle
OSl presentation address containing multiple network addresses for those protocol stacks. If an NSAP addressis for an
OSl stack, possibly on top of TCP/IP, pselector, sSelector and the tselector components, if present, shall be
recognized. Otherwise, they shall be ignored.

The @S| network address (NSAP address) format is specified in Rec. ITU-T X.213 | ISO/IEC 8348. It consists 014 three
parts:

a) the Authority and Format Identifier (AFI), which is a value alocated within Rec.(ATU-T X|213 |
ISO/IEC 8348 and specifies the IDI format, the authority for allocating IDI values and the DSP flormat
(see below);

b) thelnitiad Domain Identifier (IDI) identifies the authority for allocating DSP values (see below); an
¢) the Domain Specific Part (DSP) holds the actual network address information,

—

An NBSAP address holding I1Pv4 and possibly a TCP port number is encoded as a sequence of hexadecimal and dgcimal
digitq each occupying a semi-octet (4 bits). A hexadecimal digit is encoded in the_range from '0000'B to '1111'B. A
decimal digit is encoded in the range from '0000'B to '1001'B.

Clauges 11.3.1 to 11.3.3 specify NSAP address structures for communication over the Internet Protocol, vergion 4
(IPv4) for different types of communication. They all have a common structure:

a) the AFI hasthe value 54, which according to Rec. ITU=TX.213 | ISO/IEC 8348 is the F.69 format;
b) thelDI isatelex number encoded as 8 decimal digits (4 octets), where the value shall be 00 72 87 22;
c¢) TheDSP has asubstructure as follows:

— thefirst octet is a prefix indicating thestype of communication over |Pv4;

— the next 6 octets hold the IPv4_address which is encoded according to the 4-component glotted
address. It is encoded in 12 decimal digits with three digits per component (without the dots);

— abdecimal digit TCP port-humber, that may be absent if adefault value is available; and

— atrailing semi-octet with-the value 'F' to pack out the DSP to a full octet if the TCP port number is
present.

NOTE — The structures of the IDI and\DSP are in accordance with IETF RFC 1277.
11.3.1 Definition of NSARaddressfor LDAP
An NBAP address for an LBAP access point is encoded as follows:
— the DSR prefix shall have the value '11';

—  the{TCP port number shall be present; and
— _atrailing hex 'F shall be added.

11.3.2 _“Definition of NSAP addressfor IDM over |Pv4

An NSAPaddress foramrtbiviendpomt sencodedas foltows:
—  the DSP prefix shall have the value '10';

—  the TCP port number shall be present; and
— atraling hex 'F shall be added.

11.3.3 Definition of NSAP addressfor I TOP over |Pv4

An NSAP address for an SO Transport on top of TCP (ITOT) access point is encoded as follows:
—  the DSP prefix shall have the value '03;
—  the TCP port number may be absent and then defaultsto 102; and
— atraling hex 'F shall be added if the port number is present.
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Definition of NSAP-like addressfor long addressing information

NOTE 1 — An OSI Network address (NSAP address) is restricted to 20 octets in length, while the naddress component in
PresentationAddress data type does not have a length restriction (see Rec. ITU-T X.520 | ISO/IEC 9594-6). It is therefore
possible to define NSAP address-like addresses with no length restriction. Such an address can also be part of an instance of a
PresentationAddress datatype.

NOTE 2 — The format defined in this clause may be used in al situations where a URI may be expressed and it allows for IPv6

su

AnN

pport.

Octets 0-2 AFl = FF IDI (octets 1-2) \

Octets 3-n DSP=Address information ‘
SAP-like address with no inherent length restriction is encoded as follows:

12
This
claus

The [

reque
Dired
negot

a) the AFI has the value FF, which is a value that will never be alocated by Rec. ITU-T 1X|213 |
ISO/IEC 8348;

b) thefollowing values are defined for IDI:
— 0000: The DSPis a Uniform Resource Identifier (URI) as defined by IETF RFC\3986 for an[| TOT
access point; and

— 0001: The DSP is a Uniform Resource Identifier (URI) for non-OSl access points (LDAP,
etc.)

DTE 3 — Other values may be defined in the future.

DM,

Versionsand therulesfor extensibility

Clause describes version negotiation rules and rules for extensibility) for the OSI-mapped protocols defined in
b 7, and the IDM-mapped protocols defined in clause 10.

irectory may be distributed and more than two Directory appli€ation-entities (AES) may interoperate to seryice a
5t. The Directory AEs may be implemented conforming, todifferent editions of the Directory specification pf the
fory service which may or may not be represented by different protocol version numbers. The version nuniber is
ated to the highest common version number between-tivo directly binding Directory AEs.

DTE 1 — There are currently two versions of each Directory protocol. The first and second editions are of version 1f Most

12.1
From

A DS
Speci

btures added in subsequent editions are also avaitable in version 1. However, some enhanced services and profocols,
., Signed errors, require that version 2 has been negotiated among all involved parties.

A may issue a request as specified innthe latest edition of the Directory specification to which the DUA was
ented. Using the rules of extensibility-defined below, that request shall be forwarded to the appropriate DSA that
ond to that request, regardlessief the edition of the intervening DSAs. The responding DSA shall funct{on as
bd below.

DTE 2 — Anintermediate DSA ‘anly chaining the request may choose to examine selected elements of the Directory PDU|that is
eded to perform its function, €.g., name resolution.

Use of extensien markers

seventh edition of these Directory Specifications ASN.1 extensions markers are used as defined in ASN.1

A systemiimplementing PER shall recognise all ASN.1 up to and including the sixth edition of these Dirgctory
fications:

122

DUATODSA

12.21 Version negotiation

When accepting an association, i.e., binding, utilizing the DAP, the version negotiated shall only affect the
point-to-point aspects of the protocol exchanged between the DUA and the DSA to which it is connected. Subsequent
reguests or responses on the association shall not be constrained by the version negotiated.

NOTE — There are no point-to-point aspects of the DAP that are currently indicated by different protocol versions.

12.2.2 Request and response processing

The DUA may initiate requests using the highest edition of the specification of that request it supports. If one or more
elements of the request are critical, it shall indicate the extension number(s) inthe criticalExtensions parameter.
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NOTE 1 - If avalue defined by an extension is encoded in a CHOICE, ENUMERATED, Of INTEGER (USed as ENUMERATED) type and
if that type is essential for proper operation in a DSA implemented according to an earlier edition of these Directory
Specifications, it is recommended that the extension be marked critical.

When processing arequest from aDUA, aDSA shall follow the rules defined in clause 12.2.2.

When processing aresponse, a DUA shall:

a) ignoreall unknown bit name assignments within a bit string;

b) ignore al unknown named numbers in an ENUMERATED type Or INTEGER type that is being used
enumerated style, provided the number occurs as an optional element of a SET Or SEQUENCE;

in the

¢) ignore al unknown elements in SeTs, at the end of SEQUENCES, Or in CHOICES where the CHOICE is

itself an optional element of a SET Or SEQUENCE.

uri
in

12.2.]
Whe

Wher

12.3

1231

Wheri
the p
assoc]

N

Whe

aspeq
const

N

Whe
aspec
const

N

DTE Z—Tmplementations may as a local option 1gnore certan agditional elements 1n a Directory PDU. Tn particalar
known named numbers and unknown ceoIces in mandatory elements of SETS and SEQUENCES can be ignored Wy
alidating the operation. The identification of such elementsis for further study.

d) not consider the receipt of unknown attribute types and attribute values as a protocol violation; and
e) optionaly report the unknown attribute types and attribute values to the user.

Extensibility rulesfor error handling

processing a known error type with unknown indicated problems and parameters, aDUA shall:

a) not consider the receipt of unknown indicated problems and parametéers'as a protocol violation (
shall not issue an osiReject OF aReject, asappropriate, or abort.theapplication-association); an

b) optionally report the additional error information to the user.

processing an unknown error type, a DUA shall:

a) not consider the receipt of unknown error type as.a‘protocol violation (i.e, it shal not isg
OsiReject OF aReject, asappropriate, or abort the application-association); and

b) optionally report the error to the user.

DSA to DSA

Version negotiation

establishing or accepting an association,e:, binding, utilizing the DSP, the version negotiated shall only

ation shall not be constrained by the version negotiated.
DTE 1 — There are no point-to-pointaspects of the DSP that are currently indicated by different protocol versions.

establishing or accepting an association, i.e., binding, utilizing the DISP, the version negotiated shall defi
s of the protocol exchanged between the DSAs. Subsequent requests or responses on the association sh
ained by the version riegotiated.

DTE 2 — Thereis curfently only one version of the DISP protocol.
establishing @r-accepting an association, i.e., binding, utilizing the DOP, the version negotiated shall defi

s of the protocol exchanged between the DSAS. Subsequent requests or responses on the association sh
ained hy'the version negotiated.

DTE 3 " There is currently only one version of the DOP protocol.

12.3.

some
ithout

e, it

Lie an

affect

Dint-to-point aspects of the protocol -exchanged between the DSAs. Subsequent requests or responses ¢n the

ne all
Al be

ne al
all be

Rules of extensibility for operation processing

If any DSA performing an operation (after name resolution is completed) detects an element of criticalExtensions
whose semantic is unknown, it shall return an unavailableCriticalExtension indication as a serviceError Or

inap

artialOutcomeQualifier.

NOTE 1-If acriticalExtensions String with one or more zero values is received, this indicates either that the extensions
corresponding to the values are not present in the operation or are not critica. The presence of a zero value in a
criticalExtensions string shall not be inferred as either the presence or absence of the corresponding extension in the

Di

rectory PDU.

Otherwise, when processing a Directory PDU, a DSA shall:

a) ignore al unknown bit name assignments within a bit string; and
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b)

0)

ignore all unknown named numbers in an ENUMERATED type Or INTEGER type that is being used
enumerated style, provided the number occurs as an optional element of a SET or SEQUENCE,; and

in the

NOTE 2 - For ENUMERATED, systems implementing PER cannot ignore named numbers before the extension

marker.

ignore al unknown components in SETS, at the end of SEQUENCES, Or in CHOICES Where the CHOICE is

itself an optional element of a SET Or SEQUENCE.
NOTE 3 — Systems implementing PER cannot ignore components/aternatives before the extension marker.

12.3.3 Rulesof extensibility for chaining

If the PDU is a request, the DSA shall forward the request containing the unknown types and values to any additional
DSAs determined by the name resolution process.

If thg PDU is a response, the DSA shall process the unknown types and values as it would process known typé
values (see clause on results merging in the Directory Specification on Distributed Operations) and forward
initialing DSA or DUA.

A DSA implementing fifth edition or subsequent editions acting as an intermediate DSA that is only. chaining ar
shall forward a request with an unknown operation. A pre-fifth DSA may optionally forward a reguest containi
unkn@wn operation.

NQTE — This latter extension rule requires that any new operation that might be chained must have its argument define
sefjuence type where the first component shall be the name of the object to which the operation iSaddressed.

12.3.4 Rulesof extensibility for error handling

Wher} processing a known error type with unknown indicated problems and parameters, a DSA:

a)

b)

Wher} processing an unknown error type, a DSA which is only involved in chaining the request shall:

a)

b)
0)

Wher} processing an unknown error, a RSA which is correlating multiple responses shal:

a)

b)
0)
d)

124 Rulesof extensibility for NSAP addresses

A DUA or.aDSA may receive areference that has one or more NSAP addresses with an unknown format. If thig
case, [hen'the DUA or DSA shall:

shall not consider the receipt of unknown indicated problems and parameters as a protocol vig

s and
o the

bguest
ng an

id as a

lation

(i.e., it shal not issue an osiReject, Or aReject, as appropriate, or abort the application-association);

and

may attempt to recover, as appropriate to its understanding of just the error type, or may just retu
error (and its unknown indicated problems and parameters) to the next appropriate DSA or DUA.

not consider the unknown error type as.agprotocol violation (i.e., it shall not issue an osiRejec
Reject, as appropriate, or abort the application-association); and

not attempt to correct or recover from the error and its indicated problems and parameters; and
return the unknown error type te'the next appropriate DSA or DUA.

not consider the unkhown error type as a protocol violation (i.e., it shall not issue an osiRejec
Reject, asappropriate, or abort the application-association); and

not attempt te-correct or recover from the error and its indicated problems and parameters; and
put the unknown error in PartialOutcomeQualifier; and
contiriue correlating results as usual .

'n the

£ Or a

£ or a

isthe

not consider this an error;
not attempt to use an NSAP address with an unknown structure; and
ignore the referenceif all contained NSAP addresses have an unknown structure.

125 Rules of extensibility for object classes

Optional user attributes may be added to an existing object class without assigning a new object identifier.

A DSA not supporting an object class extension may reject any operation that attempts to create or modify an entry
resulting in an extension attribute to be present in the entry.
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Rules of extensibility for user attribute types

A user attribute type definition may be extended in such a way that its matching characteristics are not changed. This

may i

nclude:

adding values to ENUMERATED and INTEGER types that are being used in the enumerated style;
adding bitsto a hit string.

A DSA isnot required to handle an attribute value that includes such extensions.

A DUA shall not consider the receipt of an extended attribute value as an error.

13 Caonformance

This ¢lause defines the requirements for conformance to this Directory Specification.

131 Conformance by DUAs

A DUYA implementation claiming conformance to this Directory Specification shall satisfy the réquirements specified
inclauses13.1.1t0 13.1.3.

13.1.1  Statement requirements

The fpllowing shall be stated:

a) the operations of the directoryaccessac application-context andlor dap-ip protocol that the DUA is
capable of invoking for which conformanceis claimed;

b) The bind security level(s) for which conformance is claimed\(none, simple, strong — and if simplg, then
whether without password, with password or with protected-password or if the userpwd is supported for
password policy); and whether the DUA can generate Signed arguments or validate signed results;

c) the extensions listed in Table 1 of Rec. ITU-T X.511 | ISO/IEC 9594-3, that the DUA is capable of
initiating for which conformance is claimed;

d) whether conformance is claimed to Rule-based Access Control; and

e) if conformanceis claimed for strong authéntication, or signed operations, identification of the Certificate
and CRL extensions for which conformance is claimed.

13.1.2 Static requirements
A DUA shdl:

a) have the capability of supporting the directoryaccessac application-context as defined by its alpstract
syntax in clause 7;,and/or the dap - ip protocol defined in clause 10;

b) conform to theextensions for which conformance was claimed in clause 13.1.1 c);

¢) if conformanceis claimed to Rule-based Access Control, have the capability of supporting security Jabels
asidentified’in clause 19.4 of Rec. ITU-T X.501 | ISO/IEC 9594-2; and

d) conformto clauses 8 and 15 of Rec. ITU-T X.509 | ISO/IEC 9594-8 for the Certificate and| CRL
extensions for which conformance was claimed in clause 13.1.1 €).

13.1.3 Dynamic requirements

A DUACshall:
a) conform to the mapping onto the used service defined in clauses 8 or 10, or both; and
b) conform to therules of extensibility procedures defined in clause 12.1.

132 Conformance by DSAs

A DSA implementation claiming conformance to this Directory Specification shall satisfy the requirements specified
inclauses13.2.1t0 13.2.3.
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13.21  Statement requirements
The following shall be stated:

a)

The application-contexts and IDM protocols for which conformance is claimed: directoryAccessAc,
directorySystemAC, directoryOperationalBindingManagementAC, dap-ip, dsp-ip, dop-ip,
or a combination of these. A DSA that claims conformance to the directoryOperationalBinding
ManagementAC Or t0 the dop-ip in support of hierarchical operational bindings shall also support the
directorySystemAC Of dsp-ip. If aDSA is such that knowledge of it has been disseminated, causing
knowledge references to the DSA to be held in other DSAs outside of its own DMD, then it shall claim
conformance to the directorySystemAC Of dsp-ip.

NOTE 1 — An application context shall not be divided except as stated herein; in particular, conformance shall not be claimed to
particular operations.

b)

<)

d)

f)

0)

h)

i)

The operational binding types for which conformance is claimed: shadowOperationalBindihgiID,
specificHierarchicalBindingID, non-specificHierarchicalBindingID, Or a combination
of these. A DSA that claims conformance to the shadowOperationalBindingID shall support ¢ne or
more of the application contexts for shadow suppliers and/or shadow consumers indicateghin clauses 13.3
and 13.4.

Whether or not the DSA is capable of acting as a first level DSA, as defined.ymRec. ITU-T X518 |
ISO/IEC 9594-4.

If conformance is claimed to the application-context specified by .directorysystemac and/or
associated with the dap-ip protocol, whether or not the chained mode of operation is supportgd, as
defined in Rec. ITU-T X.518 | ISO/IEC 9594-4.

If conformance is claimed to the application-context specified by directoryaccessac and/or
associated with the dap-ip protocol, the bind security level () for which conformance is claimed (none,
simple, strong, SPKM, SASL — and if simple, then whéther without password, with password| with
protected password or the userpwd is supported for password policy); whether the DSA can pgrform
originator authentication as defined in clause 22.1 ofyRec. ITU-T X.518 | ISO/IEC 9594-4 and|if so,
whether identity-based or signature-based; and whether the DSA can perform result authentication as
defined in clause 22.2 of Rec. ITU-T. X.518 | ISO/IEC 9594-4.

If conformance is clamed to the application-context specified by directorySystemac and/or
associated with the asp-ip protocol, the'binhd security level(s) for which conformance is claimed (none,
simple, strong, SPKM, SASL — and if, smple, then whether without password, with password, of with
protected password); whether the DSA" can perform originator authentication as defined in clause 22.1 of
Rec. ITU-T X.518 | ISO/IEC 9594-4 and if so, whether identity-based or signature-based; and whether
the DSA can perform resulf:authentication as defined in clause 22.2 of Rec. ITU-T Xjpl8 |
ISO/IEC 9594-4.
The selected attributetypes defined in Rec. ITU-T X.520 | ISO/IEC 9594-6, and any other attribute
types, for which™ conformance is clamed and whether for attributes based on the gyntax
DirectoryString, conformance is claimed for the UniversalsString, BMPString, Of UTF8St{ring
choices.

The selected object classes defined in Rec. ITU-T X.521 | ISO/IEC 9594-7, and any other object cliasses,
for which/conformance is claimed.

The@xtensions listed in Table 1 of Rec. ITU-T X.511 | ISO/IEC 9594-3, that the DSA is capable of
responding to, for which conformanceis claimed.

Whether conformance is claimed for collective attributes as defined in clause 8.9 of Rec. ITU-T X.501 |
ISO/IEC 9594-2 and clauses 7.6, 7.8.2 and 9.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

K)

m)

n)

0)

Whether conformance is claimed for hierarchical attributes as defined in clauses 7.6, 7.8.2 and 9.2.2 of
Rec. ITU-T X.511 | ISO/IEC 9594-3.

The operationa attribute types defined in Rec. ITU-T X.501 | ISO/IEC 9594-2 and any other operational
attribute types for which conformance is claimed.

Whether conformance is clamed for the return of alias names as described in clause 7.7.1 of
Rec. ITU-T X.511 | ISO/IEC 9594-3.

Whether conformance is claimed for indicating that returned entry information is complete, as described
inclause 7.7.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Whether conformance is claimed for modifying the object class attribute to add and/or remove values
identifying auxiliary object classes, as described in clause 11.3.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.
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p) Whether conformanceis claimed to Basic Access Control.
q) Whether conformanceis claimed to Simplified Access Control.

) Whether the DSA is capable of administering the subschemafor its portion of the DIT, as defined in Rec.
ITU-T X.501 | ISO/IEC 9594-2.

NOTE 2 — The capability to administer a subschema shall not be divided; specificaly, the capability to administer
particular subschema definitions shall not be claimed.

s) The selected name bindings defined in Rec. ITU-T X.521 | ISO/IEC 9594-7 and any other name
bindings, for which conformance is claimed.

t)  Whether the DSA is capable of administering collective attributes, as defined in Rec. ITU-T X.501 |
ISO/IEC 9594-2.

1) The selected context types defined in Rec 1TU-T X 520 | ISO/IFC 9504-6_and any other context types,

13.2.2

A DS

for which conformance is claimed.

v) Whether conformance is claimed for contexts as defined in clauses 8.8, 89 and, 128 of
Rec. ITU-T X.501 | ISO/IEC 9594-2, and in clauses 7.3 and 7.6 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

w) Whether conformance is claimed for the management of the DSA Information Tree, as defined in
clause 7.12 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

X)  Whether conformance is claimed to Rule-based Access Control.

NOTE 3 —The support of security labels requires the following minimal suppart. of contexts. Context I|sts as
per clause 88 of Rec. ITU-T X.501 | ISO/IEC 9594-2 and returnContexts as per clause 1.6 of
Rec. ITU-T X.511 | ISO/IEC 9594-3.

y)  Whether conformance is claimed to integrity of Directory operations:

z) Whether conformance is claimed that the DSA can hold and previde access to encrypted and digitally
signed information.

aa) If conformance is claimed for strong authentication, signed operations, identification of the Certificate
and CRL extensions for which conformance is claimed.

Static requirements

A shall:

a) have the capability of supporting thel\application-contexts whose abstract syntaxes are defirled in
clause 7, and the IDM protocols defingd in clause 10, for which conformance is claimed;

b) have the capability of supporting the information framework defined by its abstract syntpx in
Rec. ITU-T X.501 | ISO/IEC9594-2;

¢) conform to the minimal knowledge requirements defined in Rec. ITU-T X.518 | ISO/IEC 9594-4;

d) if conformance is clammed as a first-level DSA, conform to the requirements support of the root ngming
context, as definedin'Rec. ITU-T X.501 | ISO/IEC 9594-2;

e) have the capalility of supporting the attribute types for which conformance is claimed, as defined by
their abstract-syntaxes;

f)  havetheTcapability of supporting the object classes for which conformance is claimed, as defined by their
abstraet-syntaxes;

g) eonform to the extensions for which conformance was claimed in clause 13.2.1 1);

h)-_\if the capability to administer subschema as defined in Rec. ITU-T X.501 | ISO/IEC 9594-2 is claimed,
the DSA shall be able to do this administration;

D if conformance is claimed for collective attributes have the r‘nr\nhilify of Inorfnrming the vl ated

' procedures defined in clauses 7.6, 7.8.2 and 9.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3;

j) if conformance is claimed for hierarchical attributes, have the capability of performing the related
procedures defined in clauses 7.6, 7.8.2 and 9.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3;

k) havethe capability of supporting the operational attribute types for which conformance is claimed;

[) if conformance is claimed to Basic Access Control, have the capability of holding ACI items that
conform to the definitions of Basic Access Control;

m) if conformance is claimed to Simplified Access Control, have the capability of holding ACI items that
conform to the definitions of Simplified Access Control;

n) have the capability of supporting the context types for which conformance is claimed, as defined by their
abstract syntaxes;
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o) if conformance is claimed for contexts, have the capability of performing the related procedures defined
in Rec. ITU-T X.511 | ISO/IEC 9594-3;

p) if conformance is claimed for the support of the families of entries feature, have the capabilities as
defined in clauses 7.3.2, 7.6.4 and 7.8.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3;

g) if conformance is claimed to the search relaxation feature, have the capabilities as defined in clause
13.6.2 of Rec. ITU-T X.501 | ISO/IEC9594-2 and in clause 10.2.2 of Rec. ITU-T X.511 |
I SO/IEC 9594-3. In particular an implementation shall specify:

—  whether it supports the inclusion of the RelaxationPolicy construct in asearch request;
—  whether it supports mapping-based matching, matching rule substitution, or both; and
— if it supports mapping-based matching, what mappings are supported;

ik e H [ () Lo Lo ! e 1 " Ll Lo [ 1
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of Rec. ITU-T X.511 | ISO/IEC 9594-3;
in addition, the implementation shall declare:
—  what hierarchy options are supported;

s) if conformance is claimed to the basic administration of services, have the capabilities as defi :l\ed in
clause 16 of Rec. ITU-T X.501 | ISO/IEC 9594-2, and the basic checking procedures as defined in
clause 13 of Rec. ITU-T X.511 | ISO/IEC 9594-3. This support includes:

—  support for entry count;
—  support of the service controls options entryCount and per formExactly;

— support of the notification extension defined in €lause 7.4 of Rec. ITU-T X.p11 |
|SO/IEC 9594-3;

in addition, the implementation shall declare whether it supports:
—  service-specific administrative points different fram autonomous administrative points;
— the context feature within search-rules;

— thefamilies of entries facility within searchrdles, which also requires general conformance fo that
feature;

—  the search relaxation feature within 'search-rules detailed as above in ), which also requires that the
implementation claims general conformance to the search relaxation feature;

— hierarchical groups within search-rules;

t) if conformance is claimed to-Rule-Based Access Control, have the capability of holding ACI items that
conform to the definition of Rule-Based Access Control;

u) if conformance is claimed to integrity of Directory operations, be capable of signing all Dirgctory
operations supported;

v) if conformance-is claimed to the integrity of directory information in storage, be capable of suppprting
the attributevalueIntegrityInfoContext {0 protect directory information;

w) conform-te’elause 8 of Rec. ITU-T X.509 | ISO/IEC 9594-8 for the Certificate and CRL extensions for
which-conformance was claimed in clause 13.2.1 aa).

13.2.83 Dynamic requirements

A DSA shalf;
8

if claiming conformance to any application-contexts defined in clauses 8.2.2, 8.2.3 and 8.2.4, confgrm to

b) conform to the procedures for distributed operation of the Directory related to referrals, as defined in
Rec. ITU-T X.518 | ISO/IEC 9594-4;

c) if conformance is claimed to the application-context specified by directoryaccessac and/or
associated with the dap-ip protocol, conform to the procedures of Rec. ITU-T X.518 | ISO/IEC 9594-4
asthey relate to the referral mode of the DAP;

d) if conformance is claimed to the application-context specified by directorySystemac and/or
associated with the dsp-ip protocol, conform to the referra mode of interaction, as defined in
Rec. ITU-T X.518 | ISO/IEC 9594-4;

e) if conformance is claimed to the chained mode of interaction, conform to the chained mode of
interaction, as defined in Rec. ITU-T X.518 | ISO/IEC 9594-4;
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f)
0)

h)
i)
)

| SO/IEC 9594-5:2014 (E)
NOTE — Only inthis caseis it necessary for a DSA to be capable of invoking operations of the directorySystemac
and/or dsp-ip.
conform to the rules of extensibility procedures defined in clause 12.2;

if conformance is claimed to Basic Access Control, have the capability of protecting information within
the DSA in accordance with the procedures of Basic Access Control;

if conformance is claimed to Simplified Access Control, have the capability of protecting information
within the DSA in accordance with the procedures of Simplified Access Control;

if conformance is claimed for the shadowOperationalBindingID, conform to the procedures of
Rec. ITU-T X.525 | ISO/IEC 9594-9 and Rec. ITU-T X.501 | ISO/IEC 9594-2 as they relate to the DOP,

if conformance is claimed for the specificHierarchicalBindingID, conform to the procedures of
Rec. ITU-T X.518 | ISO/IEC 9594-4 and Rec, ITU-T X.501 | ISO/IEC 9594-2 as they relate to specific

k)

1)

m)

133 Conformance by a shadow supplier

hierarchical operational bindings;

if conformance is clamed for the non-specificHierarchicalBindingID, conform’ tp the
procedures of Rec. ITU-T X.518 | ISO/IEC 9594-4 and Rec. ITU-T X.501 | ISO/IEC 9594-2 a$ they
relate to non-specific hierarchical operational bindings;

if conformance is claimed to Rule-based Access Control, have the capability of protecting information
within the DSA in accordance with the procedures of Rule-based Access Control;

if conformance is claimed to the basic administration of services, have the.capability of handling the
search-rules as specified in clause 19.3.2 of Rec. ITU-T X.518 | ISO/IEC 9594-4.

A D$A implementation claiming conformance to this Directory Specification in the role of shadow supplier] shall

satisfy the requirements specified in clauses 13.3.1 to 13.3.3.

13.3.1 Statement requirements
The fpllowing shall be stated:

a)

b)

The application context(s) for which , conformance is clamed as a shadow supplier:
shadowSupplierInitiatedAC, shadow€onsumerInitiatedAC,
shadowSupplierInitiatedAsynchronousAC, shadowConsumerInitiatedAsynchronousAC,
and disp-ip.

A DSA implementation claiming conformance as a shadow supplier and not supporting disp-ip|shall,
at a minimum, support either the shadowSupplierInitiatedAC or the
shadowConsumerInitiatedAc. If the DSA supports the shadowSupplierInitiatedac, if may
optionally support the\shadowSupplierInitiatedAsynchronousac. |f the DSA supporfs the
shadowConsumerInitiatedac, it may optiondly support the shadowConsumerInitiatedAsynchronqusAcC.
If claiming conformance to disp-ip, it shall be stated whether the implementation is capalple of
invoking the requestShadowUpdate Operation, responding to a coordinateShadowUpdate, Of [0oth.

The securitystevel(s) for which conformance is claimed (none, simple, strong).

To which/degree the unitofReplication is supported. Specifically, which (if any) of the follpwing
optional features are supported:

=V entry filtering on objectClass;
—  selection/Exclusion of attributesviaattributeSelection,;

— __theinclusion of subordinate knowledge in the replicated area;

— theinclusion of extended knowledge in addition to subordinate knowledge;
—  selection/Exclusion of attribute values based on contexts.

13.3.2  Staticrequirements
A DSA shal:

a)

b)

have the capability of supporting the application-contexts whose abstract syntaxes are defined in
clause 7, and the IDM protocols defined in clause 10, for which conformance is claimed;

provide support for modi fyTimestamp and createTimestamp Operational attributes.
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1333
A DSA shall:
a)
b)
134

Dynamic requirements

Conformance by a shadow consumer

if claiming conformance to any application-contexts defined in clause 8.2.3, conform to the mapping
onto used OSI services defined in clause 8;

conform to the procedures of Rec. ITU-T X.525 | ISO/IEC 9594-9 as they relate to the DISP.

A DSA implementation claiming conformance to this Directory Specification as a shadow consumer shall satisfy the
requirements specified in clauses 13.4.1 to0 13.4.3.

Hi-anaal

134.%

The fpllowing shall be stated:

Sttt v o nic
DracCrTerTC T cquoTTCrertsS

a) The application context(s) for which conformance is clamed as a shadow|, consumer:

shadowSupplierInitiatedAC, shadowConsumerInitiatedAC,
shadowSupplierInitiatedAsynchronousAC, shadowConsumerInitiatedAsynchronousAC,
and disp-ip.
A DSA implementation claiming conformance as a shadow consumer and not supporting disp-ip|shall,
at a  minimum, support either the  shadowSupplierinitiatedAC or the
shadowConsumerInitiatedAcC. If the DSA supports the shadowSupplierInitiatedac, if may
optionally support the shadowSupplierInitiatedAsynchronboasac. If the DSA supporfs the
shadowConsumerInitiatedAC it may optionally support the
shadowConsumerInitiatedAsynchronousAC. If cIaiming conformance to disp-ip, it shal be
stated whether the implementation is capable of responding)to the requestshadowUpdate Opefation,
requesting a coordinateShadowUpdate, Or both.

b) The security-level(s) for which conformance is claimed-(none, simple, strong).

¢) Whether the DSA can act as a secondary shadow.'supplier (i.e., participate in secondary shadowing as an
intermediate DSA).

d) Whether the DSA supports shadowing of. averlapping units of replication.

13.4.2 Staticrequirements
A DSA shall:

a) have the capability of supporting the application-contexts whose abstract syntaxes are defirfed in
clause 7, and the IDM prgtocols defined in clause 10, for which conformance is claimed;

b) provide support for modifyTimestamp and createTimestamp Operationa attributes if overlgpping
units of replication is supported,;

c) provide suppert.for the copyshalibo service control.

13.4.3 Dynamicreguitéments
A DSA shall:

a) Jf claiming conformance to any application-contexts, conform to the mapping onto used OS| sefvices
defined in clause 8;

b))~ conform to the procedures of Rec. ITU-T X.525 | ISO/IEC 9594-9 as they relate to the DISP.
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Annex A

Common protocol specificationsin ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

CommonProtocolSpecification {joint-iso-itu-t ds(5) module (1)
commonProtocolSpecification(35) 7}

DEFINITIONS

BEGIN

s =

-- EXPORTS All

-- The types and values defined in this module are exported for use in the
- o _ , L1 . L , _

-- the use of other applications which will use them to access Directory
-- sprvices. Other applications may use them for their own purposes, but this
-- will not constrain extensions and modifications needed to maintain or

es
te

OPER
&A
&R
&E
&0

WITH

[A
[R
[E
[C

ERRO
&P
&e

WITH
PA

[c

Code
lo
gl

Invo

pr
ab

prove the Directory service.
RTS

from Rec. ITU-T X.501 | ISO/IEC 9594-2
BindingManagement
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 7}

fablishOperationalBinding, modifyOperationalBinding,
rminateOperationalBinding
FROM OperationalBindingManagement opBindingManagement;

ATION ::= CLASS {

rgumentType OPTIONAL,

sultType OPTIONAL,

rors ERROR OPTIONAL,
erationCode Code UNIQUE OPTIONAL }
SYNTAX {

GUMENT &ArgumentTypel]

SULT &ResultTypel

RORS &Errors]

DE &operationCode] }

::= CLASS {
rameterType,
rrorCode
SYNTAX {
RAMETER
DDE

Code UNIQUE(OPTIONAL }

&ParameterType
&errorCode] }

tal
bbal

-}

sent
ent

¥

CHOICE {

INTEGER,
OBJECT \IDENTIFIER,

keId ::=\CHOICE (

INTEGER,
NULL,

-- operation codes for DAP and DSP

id-opcode-read
id-opcode-compare
id-opcode-abandon
id-opcode-1list
id-opcode-search
id-opcode-addEntry
id-opcode-removeEntry
id-opcode-modifyEntry
id-opcode-modifyDN
id-opcode-changePassword
id-opcode-administerPassword

Code
Code
Code
Code
Code
Code
Code
Code
Code
Code
Code

e e e e e e

e e ee e ee

s e s es ss ss e se ee e e

local:1
local:2
local:3
local:4
local:5
local:6
local:7
local:8
local:9
local:10
local:11
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