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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, have
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory information base (DIB), is typically
used to facilitate communication between, with or about objects such as application entities, people, terminals and
distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

This Recommendation | International Standard specifies the procedures by which the distributedyeomponents
Direcfory interwork in order to provide a consistent service to its users.

This Recommendation | International Standard provides the foundation frameworks upon which industry profiles d
d by other standards groups and industry forums. Many of the features defined as optienal in these frameworkk may
ndated for use in certain environments through profiles. This ninth edition technjcally revises and enhancgs the
eightl edition of this Recommendation | International Standard.

defing
be m

This

Rec.
X.514

protogols specified in this edition are designed to function under version 1. However, some enhanced service
protogols, e.g., signed errors, will not function unless all Directory-entities involved in the operation have nego
n 2. Whichever version has been negotiated, differences between the services and between the protocols defifed in

Versiq

the nine editions, except for those specifically assigned to version 2, are accommodated using the rules of extens

defing

Anne
direct

Anne

definitions for hierarchical operational bindings.

Anne

Anne

distrilputed operations environment.

Anne
maint

Anne
repor

— under different managements;
— of different levels of complexity; and
—  of different ages.

ineth edition specifies versions 1 and 2 of the Directory protocols.

(1993) | ISO/IEC 9594-5 (1995) and their previous edition specified only version 1. Most of the service

d in Rec. ITU-T X.519 | ISO/IEC 9594-5.

K A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modu
pry distributed operations.

K B, which is an integral part of this Recomiriendation | International Standard, provides the ASN.1 module pro

K D, which is not an integral part of this Recommendation | International Standard, describes authentication

K E, which is_roty'an integral part of this Recommendation | International Standard, illustrates know
Enance.

s that$ave been incorporated to form this edition of this Recommendation | International Standard.

pf the

an be

TU-T X.511 (1993) | ISO/IEC 9594-3 (1995), Rec. ITU-T X.518 (1993) | ISO/IEC 9594-4 (1995) and Rec. [TU-T

s and
5 and
tiated

bility
le for

iding

K C, which is not an integral-part’ of this Recommendation | International Standard, describes an example of
distrilputed name resolution.

n the

ledge

K F, whichhiginot an integral part of this Recommendation | International Standard, lists the amendments and glefect

viii
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INTERNATIONAL STANDARD ISO/IEC 9594-4
RECOMMENDATION ITU-T X.518

Information technology — Open Systems Interconnection — The Directory:
Procedures for distributed operation

SECTION 1 - GENERAL

1 Scope

This Recommendation | International Standard specifies the behaviour of DSAs taking part in a distributed dirg
consigting of multiple Directory systems agents (DSAs) and/or LDAP servers with at least one DSA. The ‘al
behaiour has been designed to ensure a consistent service given a wide distribution of the DIB across-a-.distr
directory. Only the behaviour of DSAs taking part in a distributed directory is specified. The behaviour of LDAP s
are sgecified in relevant LDAP specifications. There are no special requirements on an LDAP server beyond those
by the LDAP specifications.

The Directory is not intended to be a general purpose database system, although it may be built’on such systems
assunfed that there is a considerably higher frequency of queries than of updates.

2 References

2.1 Normative references

The fpllowing Recommendations and International Standards contaifyprovisions which, through reference in thi
constitute provisions of this Recommendation | International Standard: At the time of publication, the editions ind
were [valid. All Recommendations and Standards are subject ¢o revision, and parties to agreements based o
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent e
of thg Recommendations and Standards listed below. Members of IEC and SO maintain registers of currently]
Interrfational Standards. The Telecommunication Standatdization Bureau of the ITU maintains a list of currently|
ITU-T Recommendations.

211 Identical Recommendations | Internpational Standards
—  Recommendation ITU-T X.500*(2019 | ISO/IEC 9594-1:2020, Information technology — Open Sy
Interconnection — The Dijrectory: Overview of concepts, models and services.
—  Recommendation ITY=KX.501 (2019) | ISO/IEC 9594-2:2020, Information technology — Open Sy
Interconnection — The-Directory: Models.

—  Recommendation)ITU-T X.509 (2019) | ISO/IEC 9594-8:2020, Information technology — Open Sy
Interconnectian — The Directory: Public-key and attribute certificate frameworks.

—  Recommepdation ITU-T X.511 (2019) | ISO/IEC 9594-3:2020, Information technology — Open Sy
Interéoniiection — The Directory: Abstract service definition.

—  Reeommendation ITU-T X.519 (2019) | ISO/IEC 9594-5:2020, Information technology — Open Sy
Interconnection — The Directory: Protocol specifications.

% % Recommendation ITU-T X.520 (2019) | ISO/IEC 9594-6:2020, Information technology — Open Sy

ctory
owed
buted
rvers
given

Ctis

text,
cated
h this
Hition
valid
valid

stems
stems
stems
stems
stems

stems

Interconnection — The Directory: Selected attribute types.

—  Recommendation ITU-T X.521 (2019) | ISO/IEC 9594-7:2020, Information technology — Open Systems

Interconnection — The Directory: Selected object classes.

—  Recommendation ITU-T X.525 (2019) | ISO/IEC 9594-9:2020, Information technology — Open Systems

Interconnection — The Directory: Replication.

—  Recommendation ITU-T X.680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abstract Syntax

Notation One (ASN.1): Specification of basic notation.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.518 (10/2019)
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2.1.2 Other references
—  Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.
—  Recommendation ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.
— Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.
— IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.
— IETF RFC 4514 (2006), Lightweight Directory Access Protocol (LDAP): String Representation of
Distinguished Names.
2.2 Non-normative reference
— IETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification|Road
Map.
3 Definitions
For the purposes of this Recommendation | International Standard, the following definitions apply:
3.1 Basic Directory definitions
The fpllowing terms are defined in Rec. ITU-T X.500 | ISO/IEC 9594-1:
a) (the) Directory;
b) Directory Information Base.
3.2 Directory model definitions
The fpllowing terms are defined in Rec. ITU-T X.501 | ISOHEC 9594-2:
a) access point;
b) alias;
¢) Directory Information Tree ;
d) Directory System Agent (DSA);
e) Directory User Agent (DUA);
f)  distinguished name;
g) relative distinguished name.
3.3 DSA information model definitions
The fpllowing terms'are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) Category;
b)>~commonly usable;
c) context prefix;
d) cross reference;
e) DIB fragment;
f)  DSA information tree;
g) DSA-Specific Entry (DSE);
h) DSE type;
i) immediate superior reference;
j)  knowledge information;
k) knowledge reference category;
)  knowledge reference type;
2 Rec. ITU-T X.518 (10/2019) © ISO/IEC 2020 - All rights reserved
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m) naming context;

n) non-specific knowledge;

0) non-specific subordinate reference;
p) operational attribute;

q) reference path;

r)  specific knowledge;

s) subordinate reference;

t)  superior reference.

3.4 — Abstractservice definitions

The fpllowing terms are defined in Rec. ITU-T X.511 | ISO/IEC 9594-3:

a) reply;
b) request;
C) requester.

3.5 Protocol definitions

The fpllowing terms are defined in Rec. ITU-T X.519 | ISO/IEC 9594-5:
a) application-association;

b) application-entity-title.

3.6 Directory replication definitions

The fpllowing terms are defined in Rec. ITU-T X.525 | ISO/IEC 959449:
a) attribute completeness;

b) shadowing operational binding;

c) subordinate completeness;

d) unit of replication.

3.7 Distributed operation definitions
The fpllowing terms are defined in this Recommendation | International Standard:
3.7.1 base object: The object-eralias entry that is the target for an operation as issued by the requester.

3.7.2 bound DSA: The DSA to which the requesting DUA or LDAP client has bound, by having performed g Bind
operation with that DSA.

3.7.3 bound-DSA{paged results: The paging is performed entirely by the DSA to which the DUA is bound.

NOTE — This isithe.only mode of paging supported by systems conforming to Rec. ITU-T X.518 (2001) | ISO/IEC 9594-4:2001
or|prior editions,

3.74 chaining: The generic term for uni-chaining or multi-chaining.

3.75 context prefix information: Operational and user information supplied by the superior DSA to the suborflinate
DSA mamRHOBregarding Bt verticessuperiortothesubordinatecontextprefix:

3.7.6 directory server: A DSA or an LDAP server.

3.7.7 distributed directory: An interconnected set of directory servers where at least one directory server shall be
a DSA.

3.7.8 distributed name resolution: The process by which name resolution starts in a DSA and continues in one or
more Directory servers.

3.79 DSP paged results: The DSP protocol provisions when a performing DSA is different from a bound DSA,
whereby paged results by the initial performer are accomplished.

3.7.10 error: Information sent from the performer to the requester conveying a negative outcome of a previously
received request.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.518 (10/2019) 3
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3.7.11  hard error: A definite error which indicates that the operation cannot currently be performed without external
intervention.

3.7.12  hierarchical operational binding (HOB): Relationship between two master DSAs holding naming contexts,
one of which is immediately subordinate to the other, in which the superior DSA holds a subordinate reference to the
subordinate DSA.

3.7.13  initial performer: The first DSA or LDAP server to start performing on an operation, i.e., the first DSA or
LDAP server to enter the evaluation phase of the operation.

3.7.14 LDAP requester: A DSA that has the ability to access an LDAP server by using the LDAP protocol.

3.7.15 modification operations: These are the Directory Modify operations, i.e., Modify Entry, Add Entry, Remove
Entry, Modify DN, Change Password and Administer Password operations.

3.7.1 multi-chaining: A mode of interaction in which a DSA processing a request itself sends multiple requests ither
in parallel or sequentially to a set of other DSAs.

3.7.1 multiple entry interrogation operations: These are the Directory Search operations, i.e., List’and Jearch
operations.

3.7.1 name resolution: The process of locating an entry by sequentially matching each RDN'ina purported ngme to
a vertex of the DIT.

3.7.1 non-specific hierarchical operational binding (NHOB): Relationship betweefn/two master DSAs hglding
naming contexts, one of which is immediately subordinate to the other, in which the stpérior DSA holds a non-sgecific
suborfinate reference to the subordinate DSA.

3.7.2 NSSR decomposition: Decomposition of non-specific knowledge references into subrequests for other PSAs
to pufsue; these subrequests may be either chained to these DSAs by the\DSA performing the decomposition, or a
continuation reference identifying the DSAs may be returned to the requester for it to pursue, or the decomposingl DSA
may gursue some of the subrequests, leaving others unexplored for the.requester to pursue.

3.7.21  operation progress: A set of values which denotes the extent to which name resolution has taken place.

3.7.22 paging: A search or 1ist result is returned piecewise'in the form of one or more pages that are compriged by
a limited number of entries.

3.7.23  performer: DSA receiving a request (i.e., to-perform an operation).

NOTE — The performer is also the initial performer.except possibly for operations that involve more than one DSA fof their
evpluation.

3.7.24 procedure: An (informal) specification of how a DSA maps a given set of input arguments and its| DSA
inforrpation tree into a result.
NOTE — Input arguments and results~may correspond to information received in a requested operation and information sept in a

reply, or they may represent intermegiate stages in the computation of a reply from a requested operation. In clause 14.2, the former
variety of input arguments and-results are termed external.

3.7.2% relevant hierarchical operational binding (RHOB): Either an HOB or an NHOB, depending on the coptext.

3.7.26  referral: An{outcome which can be returned by a DSA or LDAP server which cannot perform an opefation
itself,{and which identifies one or more other DSAs or LDAP servers more able to perform the operation.

3.7.21  requést decomposition: Decomposition by a DSA of a request into subrequests for other Directory servers to
pursug; these subrequests may be either chained to these Directory servers by the DSA performing the decompositipn, or
continuatien® references identifying the Directory servers may be returned to the requester for it to pursue, ¢r the
decompasing DSA may pursue some of the subrequests, leaving others unexplored for the requester to pursue.

3.7.28 single entry interrogation operations: These are the Directory Read operations, i.e., Read and Compare
operations.

3.7.29  soft error: An error which may be transient, or which may indicate a localized problem, in which case the use
of a different knowledge reference or access point may enable a result or hard error to be obtained.

3.7.30  subordinate DSA: Of the two DSAs sharing an HOB or an NHOB, the DSA holding the subordinate haming
context.

3.7.31  subrequest: A request generated by request decomposition.

3.7.32  superior DSA: Of the two DSAs sharing an HOB or an NHOB, the DSA holding the superior naming context.
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3.7.33  superior, subordinate DSA: Two master DSAs holding naming contexts, one of which is immediately
subordinate to the other; the relationship between the two DSAs is managed explicitly via an HOB (or NHOB), or exists
implicitly by virtue of the superior DSA holding a subordinate (or non-specific subordinate) reference to the
subordinate DSA.

3.7.34  target object name: The name of an entry either to which the operation is to be directed at a particular stage of
name resolution, or which is involved in the evaluation of the operation.

3.7.35 uni-chaining: A mode of interaction optionally used by a DSA which cannot perform an operation itself. The
DSA chains by invoking an operation of another DSA or LDAP server and then relaying the outcome to the original
requester.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ASN.1  Abstract Syntax Notation One

DAP Directory Access Protocol

DIB Directory Information Base

DISP  Directory Information Shadowing Protocol

DMD  Directory Management Domain

DOP Directory Operational Binding Management Protocol
DSA Directory System Agent

DSE DSA-Specific Entry

DSP Directory System Protocol

DUA Directory User Agent

HOB Hierarchical Operational Binding

LDAP  Lightweight Directory Access Protocol

NHOB Non-specific Hierarchical Operational-Binding
NSSR  Non-Specific Subordinate Reference

RHOB Relevant Hierarchical Operational Binding

5 Conventions

The term "Directory Specification' (as in "this Directory Specification") shall be taken to mean Rec. ITU-T X518 |
ISO/IEC 9594-4. The term "Directory Specifications” shall be taken to mean the Rec. ITU-T X.500-series | ISP/IEC
959441, Rec. ITU-T X.501 | IO/IEC 9594-2, Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9394-4,
Rec. ITU-T X.519 | ISO/IEC9594-5, Rec. ITU-T X.520 | ISO/IEC 9594-6, Rec ITU-T X.521 | ISO/IEC 9594-7 andl Rec.
ITU-T X.525 | ISO/IEC-9594-9.

If an [International.Standard or ITU-T Recommendation is referenced within normal text without an indication pf the
edition, the edition'shall be taken to be the latest one as specified in the normative references clause.

Prior fo year-2020, the parts making up the Directory Specifications progressed together and can therefore collectivgly be
identiffied "as'the Directory Specifications of a specific edition using the format: Rec. ITU-T X.5** (yyyy) | ISP/IEC
9594{*7yyyy (e.q.; Rec ITU-T X.5** (1993) | ISO/IEC 9594-*:1995).

This Directory Specification makes extensive use of Abstract Syntax Notation One (ASN.1) for the formal specification
of data types and values, as it is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, ITU-T X.681 (2015) | ISO/IEC 8824-2,
ITU-T X.682 (2015) | ISO/IEC 8824-3, ITU-T X.683 (2015) | ISO/IEC 8824-4 and Rec. ITU-T X.690 | ISO/IEC 8825-1.

This Directory Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and values
are referenced in normal text, they are differentiated from normal text by presenting them in the bold Courier New
typeface. The names of procedures, typically referenced when specifying the semantics of processing, are differentiated
from normal text by displaying them in bold Times New Roman. Access control permissions are presented in italicized
Times New Roman.

If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be considered steps in a
procedure.
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SECTION 2 - OVERVIEW

6 Overview

The Directory abstract service allows the interrogation, retrieval and modification of Directory information in the DIB.
This service is specified in in Rec. ITU-T X.511 | ISO/IEC 9594-3. Similarly, the lightweight directory access protocol
(LDAP) allows the interrogation, retrieval and modification of Directory information in the DIB. This protocol and the

services it enables are specified in IETF RFC 4511.

The abstract service as specified in Rec. ITU-T X.511 | ISO/IEC 9594-3 does not address the specification of Directory
system agents (DSA) within which the DIB is stored and managed, and through which the service is provided.
Furthermore, it does not consider whether the DIB is centralized, i.e., contained within a single DSA, or distributed over

a DSA and a number of additional DSAs and/or LDAP servers. Directory server is the common name for a DSA
LDAP server. Consequently, the requirements for DSAs to have knowledge of, navigate to and cooperate With

or an
other

DSA94 and or LDAP servers, in order to support the abstract service in a distributed environment is also not\coveied by

the aljstract service specification.

This
constjtute the distributed directory service.

irectory Specification specifies how a set of one or more DSAs and zero or more LDAR servers collectively

In addlition, this Directory Specification specifies the permissible ways in which the DIB may be distributed over ¢ne or

more [DSAs and zero or more LDAP servers. For the limiting case where the DIB is contained within a single DS
Direcfory is in fact centralized; for the case where the DIB is distributed over two or more DSAs, knowledg

\, the
E and

navightion mechanisms are specified which ensure that the whole of the DIB is potentially accessible from all DSAs that

hold g¢onstituent entries.

Portigns of the DIB may also be replicated in multiple DSAs. The protocals described in this Directory Specifi

ation

allow|the use of replicated information to improve the availability, performance and efficiency of the distributed dirg¢ctory

servige. The use of replicated information is, to some extent, under the.user's control, through the use of service ¢

bntrol

optioms. The procedures described in this Directory Specification.also indicate some of the opportunities for design

optinizations when using the replicated information.

Additionally, request handling interactions are specified that enable particular operational characteristics of the Dirgctory
to be|controlled by its users. In particular, the user has.control over whether a DSA, responding to a directory inquiry

pertaining to information held in other directory server(s), has the option of interrogating the other DSA(s) di

rectly

(chaining) or, whether it should respond with information about other directory server(s) which could further progress the

inquiny (referral).

Generally, the decision by a DSA to chain af refer is determined by the service controls set by the user, and by the DSA's

own gdministrative, operational or technical circumstances.

num
Specification specifies the appropriate procedures to be effected by DSAs in responding to distributed directory ing
Thesq procedures will ensure)that users of the distributed Directory service perceive it to be both user-friendl
consigtent.

NOTE — Althoughan\LDAP server may participate in a distributed operation, it is not aware of this cooperation.

Reco%nizing that, in general, the Directory will be distributed, and that directory inquiries will be satisfied by an arljitrary

r of cooperating DSAs which may arbitrarily chain or refer according to the above criteria, this Dirgctory

liries.
ly and
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SECTION 3 - DISTRIBUTED DIRECTORY MODELS

7 Distributed Directory system model

The Directory abstract service, as defined in Rec. ITU-T X.511 | ISO/IEC 9594-3, models the Directory as an entity which

provides a set of directory services to its users. Users of the Directory access its services through an access point.

Figure 1 illustrates the distributed directory model which will be used as the basis for specifying the distributed aspects
of the directory. It illustrates the Directory as comprising a set of one or more DSAs and zero or more LDAP servers.

Access point
/
/7
/
/7
/
7/
/

X.518(12)_F01

Figure 1 — The distributed directory model

DSA9 are specified in detail in the subsequent clauses of this'Directory Specification. This clause merely states a niimber

of thair characteristics, in order to serve as an introdlction and to establish the relationship between this Dirg
Specification and the other Directory Specifications.

DSA{ are defined in order that distribution of the ,DIB can be accommodated and that a number of physically distr

ctory

buted

DSA94 and LDAP servers can interact in a prescribed, cooperative manner to provide directory services to the users pf the

directory (DUAs and/or LDAP clients).

Figurg 1 illustrates the relationship/etween the directory abstract service and the DSA abstract service. The dirg¢ctory
abstrgct service defined in Rec. ITU;T X.511 | ISO/IEC 9594-3 is provided through a number of Directory operations. To
realizp this service, the DSAs and LDAP servers that comprise the Directory interact with one another. The nature ¢f this
interaction is defined in terms, of the service that one DSA may provide to another DSA, the DSA abstract servife. In
addition, a DSA may intefact with an LDAP server using the LDAP protocol as defined by IETF RFC 4511. When|doing
this, the DSA is called.an LDAP requester and the DSA abstract service does not apply for this type of interactipn. A

DSA that is directly iound to a DUA or LDAP client is called the bound DSA (for that DUA or LDAP client).

As inflicated in\Figure 1, each of two interacting DSAs may provide a DSA abstract service to the other DSA. Hov
an LIDAP server is not able to send requests to a DSA or to another LDAP server. LDAP servers are therefore alw

ever,
py's at

counterpart in the Directory abstract service. Thus a given operation in the dlrectory abstract service, e g Read
require that the DSA providing the service interact with one or more other DSAs using chained operations, e.g., Chained
Read.

A DUA or LDAP client can only access the Directory by interacting with a DSA.

ing a
may

NOTE — An LDAP client interaction with an LDAP server is specified by IETF RFC 4510 and is outside the scope of these

Directory Specifications.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.518 (10/2019)

7


https://standardsiso.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

ISO/IEC 9594-4:2020 (E)

8 DSA interactions model

A basic characteristic of the Directory is that, given a distributed DIB, a requester should potentially be able to have any
service request satisfied (subject to security, access control, service restrictions and administrative policies) irrespective
of the access point at which the request originates. In accommodating this requirement, it is necessary that any DSA
involved in satisfying a particular service request has some knowledge (as specified in Rec. ITU-T X.501 |
ISO/IEC 9594-2) of where the requested information is located and either return this knowledge to the requester or attempt
to have the request satisfied on its behalf. (The requester may be a DUA, an LDAP client or another DSA (possibly on
behalf of bound LDAP clients). In the latter case, both DSASs shall support the DSP.

Three modes of DSA interaction are defined to meet these requirements, namely "uni-chaining”, "multi-chaining", and
"referral”. Throughout the remainder of this Directory Specification, the generic term chaining is used to refer to
uni-chaining and/or multi- chalnlng as approprlate to the partlcular 3|tuat|on "Chalnlng refers to the attempt by a DSA
to satj R

inforn

LDAP servers may be components of a Directory. A DSA may chain requests to an LDAP server using the L'DAP pr¢tocol
as spdcified in IETF RFC 4511. A DSA able to chain requests in this way is called an LDAP requester.

Uni-chaining or a referral interaction may result from a single request. Alternatively, the request may-be decomposed into
several subrequests prior to the interaction. Multi-chaining or referral interactions, or a mixturenof the two, may [result
from p decomposed request. Two types of decomposition are defined: NSSR decomposition@nd request decompodition.

8.1 Decomposition of a request

8.1.1 NSSR decomposition

NSSR decomposition is the process of preparing (semantically) identical requests ready for transfer (either sequentially
or in|parallel) to several subordinate directory servers as a result of enceuntering an NSSR during name resolution.
Non-gpecific subordinate references do not hold the RDNs of thereferenced subordinate naming contexts, 4o the
refergncing DSA is unable to tell which subordinate directory serverholds which subordinate naming context(s). During
name|resolution, a DSA encountering NSSRs shall send a semantically identical request to each subordinate dirgctory
servel (in the absence of shadowing). This may be done sequehtially or in parallel. Typically, only one directory $erver
will pe able to continue with name resolution; the other DSAs will return a serviceError with prpblem
unablleToProceed, While other LDAP servers will returi“hoSuchObject. In certain (rare) circumstances, it is pgssible
that more than one DSA will continue with name resplution, giving rise to duplicate results.

8.1.2 Request decomposition

Requégst decomposition, the other form of decomposing a request, is a process performed internally by a DSA piior to
comnjunication with one or more other directory servers. A request is decomposed into several, possibly diffrent,
subrefjuests such that each of the subréguests accomplishes a part of the original task. Request decomposition can b¢ used
only }uring operation evaluation of'a-List, Search or LDAP Search operation. After request decomposition, each pf the

subrefjuests may then be chained to’other directory servers to continue the task, or a partial result (an embedded referral)
may Ibe returned to the requester. An example of the same subrequest being generated to different directory seryers is
when|an entry has subordinate references and/or NSSRs that together reference more than one directory server. An
example of different subrequests being generated to the same or different directory servers is when two different gntries
are erjcountered during-a Search (subtree), and each has a subordinate reference.

8.2 Uni-chaining

DSA or LDAP server pointed to in a cross reference ora subordlnate reference In addltlon a superior reference, suppller
reference or a master reference may be used to contact a single DSA.

NOTE - In Figure 2, the order of interactions is defined by the numbers associated with the interaction lines.
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Response

DUA or
LDAP
client

8.3
This

Multi-chaining

8.3.1

With
multi
cause

Parallel multi-chaining

duplicate results to be received.

Eigure 32
g &

Figure 2 — Uni-chaining mode

mode of interaction is used by a DSA for transferring several outgoing requests which have resulted fro
inconping request, as a result of either request decomposition or NSSR decomposition.

parallel multi-chaining, the DSA transfers several outgoing requestsisimultaneously (see Figure 3a). Whilst p
chaining may give improved performance, it may under certainscircumstances, e.g., in the presence of shado

Request

n one

rallel
wing,

Response

1 4

DUA or
LDAP
client
X.518(12)_F03a

Parallel multi r\haining

8.3.2 Sequential multi-chaining

With sequential multi-chaining, the DSA transfers one outgoing request at a time and waits for the result or error of one

request before sending the next (see Figure 3b). Whilst sequential multi-chaining may not be the quickest mode of
interaction, it is unlikely that duplicate results will be received.

NOTE — A DSA may use a combination of parallel multi-chaining and sequential multi-chaining.
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8.4
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DSA or
LDAP
server

DSA or
LDAP
server

Request Response

1 [9)

DUA or
LDAP

client

a) X.518(12)_F03b
Unable to proceed

Figure 3b — Sequential multi-chaining
(as a result of NSSR decomposition)

Referral

Ster reference. A referral from an LDAP server is equivalent te a’cross reference.

bl may use it to contact one or more other DSAS to'progress the request.
DTE 1 — In Figures 4a and 4b, the order of interactions is defined by the numbers associated with the interaction lines.

E

DSA or
LDAP

server

Request Response

1
DUA or
Q) LDAP
b) Referral to E client
Referral to F X.518(12)_F04a

Figure 4a — Referral mode (DSA acts on referrals)
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rral (depicted in Figures 4a and 4b) is returned by a DSA in response to a'‘reéquest from a DUA, an LDAP client or
pr DSA. The referral may constitute the whole response (in which caseit is categorized as an error) or just gart of
sponse. An LDAP server may also return a referral as specified inJETF RFC 4511. A referral returned by af DSA
ns a knowledge reference, which may be either a superior, suberdinate, cross, non-specific subordinate, supplier,

SA (Figure 4a) receiving the referral may use the knowledge reference contained therein, to subsequently chiain or
cast (depending upon the type of reference) the original request to other directory servers. Alternatively, a| DSA
ing a referral, may in turn pass the referral back inGts response. A DUA or LDAP client (Figure 4b) receiying a
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DUA or
LDAP
client

Request Response

a)
Referral to E X.518(12)_F04b
Referral to F

NOTE 2 — In Figure 4b, a referral to an LDAP client may be to an LDAP server. However, this situation is outside the'sc|

th

8.5

IfaD
one),

s Directory Specification.

Mode determination

SA cannot itself fully resolve a request, it shall chain the request (or a request formed by decemposing the or
to another DSA or LDAP server, unless:

a) chaining is prohibited by the requester or a bound DSA on behalf\of”an LDAP client v

with problem chainingRequired; or

b) the DSA has administrative, operational, or technical reasons for preferring not to chain, in which ca
DSA shall return a referral.

NOTE 1 — A "technical reason" for not chaining is that the DSA identified in the knowledge reference does not s
the DSP.
NOTE 2 — If the 1ocalscope service control is set, then the\DSA (or DMD) shall either resolve the request or|
an error.

NOTE 3 — If the user prefers referrals, the user should'sét chainingProhibited.
NOTE 4 — An LDAP server will always return a réferral.

bpe of

ginal

a the

chainingProhibited service control, in which case the DSA shall returyra referral or a serviceBrror

Se the

Lipport

return
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SECTION 4 — DSA ABSTRACT SERVICE

Overview of DSA abstract service

The service of the Directory is fully described in Rec. ITU-T X.511 | ISO/IEC 9594-3. When such a service is provided
in a distributed environment, as modelled in clause 7, it can be regarded as being provided by means of a set of DSAs and
zero or more LDAP servers. This is illustrated in Figure 1.

For each operation defined in the Directory service, a corresponding "chained" operation is defined in the DSA abstract
service for use between DSAs cooperating in the accomplishment of that Directory service operation. Thus, a DSA
receiving a Read operation from a DUA might require the assistance of another directory server (e.g., a DSA holding the

target

entry or a copy of it) to satisfy it, and so send that DSA a Chained Read operation.

The i
DSA

N

10

10.1
This

hbstract service are defined in clauses 11 to 13.

Information types

Introduction

Clause identifies, and in some cases defines, a number of information types ‘which are subsequently used

defin
com
from

Sever
identi

10.2
The f

The f

ion of the various operations of the DSA abstract service. The information types concerned are those whi

he operation which uses them.

Information types defined elsewhere

bllowing information types are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
(Attributes)

— aliasedEntryName,

(Data types)

— DistinguishedName,

— Name,

— RelativeDistinguishedName.

bllowing informatiomtypes are defined in Rec. ITU-T X.511 | ISO/IEC 9594-3:
(Operations)

— abandon,

(Errors)

— abandoned,

12

— attributeError,;

- nameError;

— securityError,

— serviceError,;

— updateError.
(Information Object Class)

- OPTIONALLY-PROTECTED,
(Data Type)

—  SecurityParameters.

nformation types exchanged in the DSA abstract service are defined in clause 10. The operations and errors pf the

DTE — Communication between a DSA (LDAP requester) and an LDAP server is outside the scope of DSA abstract service.

n the
h are

on to more than one operation or which are sufficiently complex or self-contained to merit being defined sepdrately

al of the information types used in the definition of the DSA abstract service are defined elsewhere. Clausg 10.2
[fies these types and indicates the source of their definition. Clauses 10.3 to 10.10 each identifies and defines an
information type.
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The following information type is defined in Rec. ITU-T X.520 | ISO/IEC 9594-6:

(Data Type)

— PresentationAddress.

10.3 Chaining arguments

The chainingArguments shall be present in each chained operation, to convey to a DSA the information needed to
successfully perform its part of the overall task:

ChainingArguments ::= SET {
originator
targetObject

[0]
[1]

DistinguishedName OPTIONAL,
DistinguishedName OPTIONAL,

traceInformation
alfiasDereferenced
alfiasedRDNs
rekurnCrossRefs

sefurityParameters
enkryOnly
unfiqueIldentifier
aukhenticationLevel
exflusions
extludeShadows
nameResolveOnMaster
opgrationIdentifier
seprchRuleId
chhinedRelaxation
rellatedEntry
dspPaging

exfludeWriteableCopies
}

Time| : := CHOICE {

utgTime UTCTime,
geheralizedTime GeneralizedTime/,

}

DomafinInfo ::= ABSTRACT-S¥NTAX.&Type

The viarious components have(the following meaning:

CommonArguments
SecurrtyParameters Vvalue, or if requester information is only made available in the request, bt not
during the Bind operation. It shall not be present if requester information is not available. It shall be present,
if requester information is only available as the result of the Bind operation.

<]

DEFAULT {nameResolutionPhase notStarted},

[31]
[4]
[5]
[6]
[71
(8l
[9]
[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]
[18]
[19]
[20]
[21]
[22]
[23]
[24]

OperationProgress

TraceInformation,

BOOLEAN DEFAULT FALSE,
INTEGER OPTIONAL,

BOOLEAN DEFAULT FALSE,
ReferenceType DEFAULT superior,
DomainInfo OPTIONAL,

Time OPTIONAL,
SecurityParameters DEFAULT {},
BOOLEAN DEFAULT FALSE,
UniqueIdentifier OPTIONAL,
AuthenticationLevel OPTIONAL,
Exclusions OPTIONAL,

BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE;
INTEGER OPTIONAL,
SearchRuleId OPTIONAL,
MRMapping OPTIONAL),

INTEGER OPTIONAL,

BOOLEAN DEFAULT- FALSE,

Not to be used

Not to be-used

BOOLEAN \DEFAULT FALSE,

a) The originator component need not be present if the requester component is presgnt in
value,

if the certification-path component is present in| the

D)Y The targetObject component shall convey the name of the object Whose directory entry is being fouted

(e.g., chainedList Or chalnedSearch) This component need not be present if it has the same value as
the object or base object parameter in the chained operation, in which case its implied value is that value.
Otherwise, it shall be present.

C) The operationProgress component is used to inform the DSA of the progress of the operation, and
hence of the role which it is expected to play in its overall performance. The information conveyed in this
component is specified in clause 10.5. The default value indicates that the name resolution has not started.

d) The traceInformation component shall be used to prevent looping among DSAs when chaining is in
operation. A DSA shall add a new element to trace information prior to chaining an operation to another
DSA. On being requested to perform an operation, a DSA shall check, by examination of the trace
information, that the operation has not formed a loop. The information conveyed in this component is
specified in clause 10.6.

© ISO/IEC 2020 - All rights reserved
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€)

h)

)

k)

The aliasDereferenced cOMponent is a BOOLEAN Vvalue which shall be used to indicate whether or not
one or more alias entries have so far been encountered and dereferenced during the course of distributed
name resolution. The default value of FALSE indicates that no alias entry has been dereferenced.

The aliasedRDNs component indicates how many of the RDNs of the targetobject component have
been generated from the aliasedEntryName attributes of one (or more) alias entries. The integer value
is set whenever an alias entry is encountered and dereferenced. This component shall be present if the
aliasDereferenced cOmponent is TRUE. Otherwise, it shall be absent.
NOTE — This component is provided for compatibility with implementations based on Rec. CCITT X.518 (1988) |
ISO/IEC 9594-4:1990. DUAs (and DSAs) implemented according to later editions of the Directory Specifications shall
always omit this parameter from the CommonArguments of a subsequent request. In this way, the Directory will not
signal an error if aliases dereference to further aliases.

to the |n|t|al DSA as cross references, along with a result or referral. The default value of FALSE indicates
that such knowledge references shall not be returned.

The referenceType component, when present, shall indicate, to the DSA being asked to perform the
operation, what type of knowledge was used to route the request to it. The DSA mag)therefore be aple to
detect errors in the knowledge held by the invoker. If such an error is detected, dt.shall be indicated by a
serviceError With problem invalidReference. ReferenceType is specified fully in clause 1D.7. If
the referenceType is absent, then the value superior shall be assumeds

The info component is used to convey DMD-specific information anmiong DSAs which are involyed in
the processing of a common request. This component is of type DemainInfo, Which is of unrestricted
type:
The timeLimit component, if present, shall indicate the timecy which the operation is to be completed
(see clause 16.1.4.1). Before a value of Time is used in any-cemparison operation and if the syntax of{Time
has been chosen as the uTcTime type, the value of the two-digit year field shall be rationalized into g four-
digit year value as follows:

—  Ifthe 2-digit value is 00 to 49 inclusive, thezalue shall have 2000 added to it.

—  Ifthe 2-digit value is 50 to 99 inclusivethe value shall have 1900 added to it.
NOTE 3 — The use of GeneralizedTime may-pfévent interworking with implementations unaware of the posgibility
of choosing either UTCTime Or GeneralizedTime. It is the responsibility of those specifying the domains in whigh this
Directory Specification will be used, e.g.,profiling groups, as to when the GeneralizedTime may be used. In rfo case
shall urcTime be used for representing‘dates beyond 2049.

The securityParameters{data type is specified in Rec. ITU-T X.511 | ISO/IEC 9594-3. Its absence is
deemed equivalent to there'being an empty set of security parameters.

The entryonly component shall be set to TRUE if the original operation was a Search with the sybset
argument set to oneLevel, and an alias entry was encountered as an immediate subordinate ¢f the
baseObject. The DSA which successfully performs name resolution on the targetobject namg shall
perform object-gvaluation on only the named entry.

uniqueZdentifier component is optionally supplied when it is required to confirm the requester hame.
The UnigqueIdentifier data type is described in Rec. ITU-T X.501 | ISO/IEC 9594-2.

authenticationLevel component, when present, shall indicate the authentication level as established
during the Bind operation. If this component is absent, a performing DSA shall assume that there hag been
ho authentication (anonymous Bind). This component should be present whenever the requester hag been
authenticated. The AuthenticationLevel data type is described in Rec. ITU-T X.501 | ISO/IEC P594-

A

0)

p)

r=n

The exclusions component has significance only for Search operations; it shall indicate, if present,
which subtrees of entries subordinate to the targetobject shall be excluded from the result of the Search
operation (see clause 10.10).

The excludeShadows component has significance only for Search, LDAP Search and List operations; it
indicates that the search shall be applied to entries and not to entry copies. If a request is received by an
LDAP requester for forwarding it to an LDAP server, the request shall not be forwarded if the referenced
naming context within the LDAP server is of category shadow (see clause 10.8). This optional
component may be used by a DSA as one way to avoid the receipt of duplicate results (see clause 20.1).
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The nameResolveOnMaster component only has significance during name resolution, and is only set if
NSSRs have been encountered. If set to TRUE, it signals that subsequent name resolution, i.e., matching
the remaining RDNs from nextRDNToBeResolved, shall not employ entry copy information, including
writeable copies in a multi-master LDAP server implementation; subsequent resolution of each remaining
RDN shall be done in the master DSA for the entry identified by that RDN (see clause 20.1).

The operationIdentifier component facilitates the correlation of DAP operations with subsequent
related DSP operations as well as with results. It is assigned by the DSA that first receives a DAP request
or is copied from the chaining arguments of DSP requests that require further chaining. The DSA assigning
the operationIdentifier shall not reuse the assigned integer for a sufficiently long time period. The
correlation of related DAP and DSP requests and results are facilitated by DSA logging, for each operation
and result, the operationIdentifier together with the name of the DSA that assigned it (the first DSA
in traceInformation 0N a chained request). Such correlation may be useful for the purposes of logging,

Y

v)

auditing, charging and settlements, etc.

The searchRuleId component, when present, shall convey the unique identity of a search-tuld. It is
included by the DSA performing the initial Search procedure (I) in case this procedure starts within a
service-specific administrative area and the search operation is progressed to other DSAs either |when
progressing down the DIT, when following aliases or when following hierarchical group pointers.

The chainedRelaxation component enables relaxation to be carried out in @distributed manngr for
chained Search operations. If a DSA received a chained search operation, and supports relaxation pojicies,
it can use the supplied chainedRelaxation component in place of any‘ether relaxation policy that it
might implement, thereby enabling relaxation to be coordinated among-the' DSAs that potentially feturn
search results.

The relatedEntry element shall be present whenever the receiving DSA is required to resolve rglated
entries. When present, the receiving DSA shall respond only t@'the specific related entry element specified
by the relatedEntry value in joinAttributes Of the{SearchArgument. Thus, a relatedBntry
value of zero shall select the first element in the joinAttfibutes sequence the SearchArgument. The
value shall never exceed one less than the number of\elements in the joinAttributes compongnt of
SearchArgument. The absence of the relatedEntry element in the ChainingArguments of 3 DSP
operation specifying related entries shall indicaté-that the distributed operation being chained on |is the
base search, and not the related entry part of.the search.

If a DSA to which chaining is being carried.out is required to handle both normal search results and refated-
entry results, this shall be done by sending the DSA two distinct DSP operations.

When the relatedEntry element.is present, the following special rules shall apply:

— in evaluating the infoTypes Subcomponent of selection component of SearchArgunent,
infoTypes shall be taken as having the value attributeTypesAndvalues, Whatevgr the
originally specified.value;

— all attributes spegified in any joinatt component of JoinAttPair shall be included in the seldction,
whether or-not previously included there;

—  the DSArcoordinating related entry results shall omit values and unspecified arguments, so as to|make
the résult conform with the original user request.

The rellatedEntry argument shall be passed on in consequent outgoing ChainingArguments by 4 DSA
that\supports related entries.

The dspPaging component may be used to request DSP paging. If the bound DSA is different from the
initial performer (see clause 15.5.4) and the bound DSA supports DSP paged results, it may sdt this
component to TRUE to instruct the initial performer to provide DSP paged results. If this component is

w)

FALSE(defautt)—the—mitiatperformer—shattnotperformBSPpagedresutts—An—initiatperformer that
supports DSP paged results shall not forward this component to DSA(S) to which it is sending subrequests.

The excludeWriteableCopies component has significance only for an LDAP requester receiving a
Search, LDAP search and List operation to be forwarded to an LDAP server. The request shall not be
forwarded if the referenced naming context within the LDAP server is of category writeableCopy
(see clause 10.8). This optional component may be used by a DSA as one way to avoid the receipt of
duplicate results (see clause 20.1).

10.4 Chaining results

The chainingResults are present in the result of each operation and provide feedback to the DSA which invoked the

operation.
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ChainingResults ::= SET {
info [0] DomainInfo OPTIONAL,
crossReferences [1] SEQUENCE SIZE (1..MAX) OF CrossReference OPTIONAL,
securityParameters [2] SecurityParameters DEFAULT ({},
alreadySearched [3] Exclusions OPTIONAL,
}
CrossReference ::= SET {
contextPrefix [0] DistinguishedName,
accessPoint [1] AccessPointInformation,

}

The various components have the following meaning:

105

An of
shall

Oper

n

ne

The

which are involved in the processing of a common request. This component is of type DomainInfg;
is of unrestricted type.

b) The crossReferences component shall not be present in the ChainingResults unle

of a sequence of CrossReference items, each of which contains a contextPrefix a
accessPoint descriptor (see clause 10.8).

A CrossReference may be added by a DSA when it matches part of thé«targetobject argum
an operation with one of its context prefixes. The administrative authority~of'a DSA may have a poli
to return such knowledge, and will, in this case, not add an item to the-sequence.

€) The securityParameters data type is specified in Rec. ITU-FX.511 | ISO/IEC 9594-3. The aQ
of the securityParameters component is deemed equivalent to there being an empty set of se
parameters.

d) The alreadySearched component, if present, shall indicate which subordinate RDNs subordinate
targetObject have been processed as part of a chdined Search operation and therefore shall be exa
in a subsequent subrequest.

Operation progress

berationProgress value describes the state pf progress in the performance of an operation which several
barticipate in.

tionProgress ::= SET {

eResolutionPhase [0] ENUMERATED {
hotStarted (1),

broceeding (2),

tompleted (3),

..},

ktRDNToBeResolved~ 1] INTEGER OPTIONAL,
}

arious components/have the following meaning:

targetObject name of an operation. Where this indicates that name resolution has notsStarted,

a) The info component, when present, shall be used to convey DMD-specific information among PSAs

hich

the

returnCrossRefs component of the corresponding request had the value TRUE. This,component cgnsists

d an

ent of
Ly not

sence
Curity

to the
luded

PDSAS

a) ThenameResolutionPhase component shall indicate which phase has been reached in handling the

hen a

DSA has not hitherto been reached with a naming context containing the initial RDN(s) of the name. If
name resolution is proceeding, then the initial part of the name has been recognlzed although the

DSA

16

the name has already been recognlzed (see |tem b). If name resolutlon iS completed, then the DSA holding

the target object has been reached, and performance of the operation proper is proceeding.
b) The nextRDNToBeResolved, When present, shall indicate to the DSA which of the RDNSs i

n the

targetObject name is the next to be resolved. It takes the form of an integer in the range one to the
number of RDNSs in the name. This component shall be absent if the nameResolutionPhase component

does not have the value proceeding.
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10.6 Trace information

A TraceInformation Vvalue carries forward a record of the DSAs that have been involved in the performance of an
operation. It is used to detect the existence of, or avoid, loops that might arise from inconsistent knowledge or from the
presence of alias loops in the DIT.

TraceInformation ::= SEQUENCE OF Traceltem
TraceItem ::= SET ({
dsa [0] Name,
targetObject [1] Name OPTIONAL,

operationProgress [2] OperationProgress,

}

Each —which | i i - W Traceltem f the
TracpInformation. Each such TraceItem value has the following components:

a) the dsa component shall hold the name of the DSA which is adding the item;

b) the targetObject component, when present, shall be the value received on the,targetoOpject
component of the chainingArguments value of the incoming request. This parametér shall be ofnitted
if:
—  the request being chained came from a DUA, in which case its implied value is the object or

baseObject in the DAP operation;

—  the request is received from an LDAP client, in which case jtssimplied value is the objefct or
baseObject of the LDAP request; or

— ifits value is the same as the (actual or implied) targetObsject in the ChainingArgument [of the
outgoing request;

€) the operationProgress component shall have a value determined as follows:

— If the incoming request is received from a DUA, the value shall be taken from the
operationProgress component of the ConmonArguments of the DAP request. If this comgonent
is absent on the DAP request, the default Value notstarted shall be used.

—  Ifthe incoming request is received franj'an LDAP client, the value notstarted shall be used

— If the incoming request is received from a DSA, the value shall be taken from the
operationProgress component of the ChainedArguments value. If this component is absgnt on
the request, the default value notstarted shall be used.

10.7 Reference type

A ReferenceType Value indicates one of the various kinds of references defined in Rec. ITU-T X.501 | ISO/IEC 9%94-2.

RefefenceType ::= ENUMERATED ({
superior (1),
subordinate (2),
crpss (3),
nopSpecificSubordinate (4),
supplier (5),
mapter (6),
immediateSuperior (7),
sellf (8),

ditBridge (9),
LT

10.8 Access point information

There are three types of access points:

AccessPoint ::= SET {
ae-title [0] Name,
address [1] PresentationAddress,

protocolInformation [2] SET SIZE (1..MAX) OF ProtocolInformation OPTIONAL,
-- [6] Not to be used
}
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MasterOrShadowAccessPoint ::= SET {
COMPONENTS OF AccessPoint,
category [3] ENUMERATED ({
master (0),
shadow (1),
writeableCopy (2),

} DEFAULT master,

chainingRequired [5] BOOLEAN DEFAULT FALSE,

}

MasterAndShadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccessPoint

a) AnAccessPoint value identifies a particular point at which access to the Directory, specifically to a DSA
or LDAP server, can occur. When referrlng to a DSA, the access pomt shall have a Name, that of the DSA

formats). When referring to a DSA usmg IDM protocol, pSelector, sSelector and (&s€lq
components shall be ignored. When referring to an LDAP server, the ae-title, protocolInformg
pSelector, sSelector and tSelector components shall be ignored (see.'Clause 11
Rec. ITU-T X.519 | ISO/IEC 9594-5).

b) A MasterOrshadowAccessPoint Vvalue identifies an access point to the Directory. The cate
either master Or shadow, Of the access point is dependent upon whether it paints to a naming cont|
to a commonly usable replicated area. The category writeableCopy\is‘only applicable if the 4
point is for an LDAP server with writeable copy entries. The chainifngRequired component ind
whether chaining is required for that DSA, i.e., a referral shall not be_returned for that DSA.

¢) AMasterAndShadowAccessPoints Value identifies a set of acCess points to the Directory, i.e., a
related Directory servers. These access points share the propefty that each refers to a DSA or LDAP
holding entry information from a common naming context{(er'a common set of naming contexts ma

in the set.

NOTE — Implementors should recognize that it is-passible for an LDAP server, even if identified as shadow, to
entries in response to an LDAP update operation.that it receives.

An A¢cessPointInformation Value identifies ong-or more access points to the Directory.

AccepsPointInformation ::= SET {
COMPONENTS OF MasterOxShadowAccessPoint,
adfitionalPoints [4] MasterAndShadowAccessPoints OPTIONAL,

}

In t[e case of DSAs basédyon Rec. CCITT X518 (1988) | ISO/IEC 9594-4:1990 producin

Acce

CCIT[T X.518 (1988) [~IISO/IEC 9594-4:1990 interpreting an AccessPointInformation Value,
MastprAndShadowAccéssPoints value present is ignored.

ctor
tion

3 of

gory,
Xt or
ccess
icates

set of
erver
stered

in one DSA when the value is a value ofsthe nonSpecificKnowledge attributd). A
MasterAndShadowAccessPoints Value indicatés\the category of each AccessPoint vajue it
contains. The access point of the master DSA or LDAP server of the naming context need not be indluded

Lipdate

j an

sPointInformation(Value, the optional component of the set is absent. In the case of DSAs based or] Rec.

any

In the case of DSAS based on Rec. ITU-T X.518 (1993) | ISO/IEC 9594-4:1995 or later editiony, the
MastprOrShadowAccessPoint Value component produced for an AccessPointInformation value may
bry masterof shadow, as determined by the knowledge selection procedure of the DSA producing the value. |
bwed 'as-'a suggested access point provided by the DSA generating the value to the DSA receiving
rAndShadowAccessPoints value may optlonally also be produced for an AccessPointInformation

categ
be vi

Mastg

This

to determlne an alternatlve access pomt

10.9

DIT bridge knowledge.

be of
[t may
it. A
value.
edure

A DitBridgeKnowledge Value identifies a particular point at which access to another DIT, specifically to a DSA or an
LDAP server, can occur. DitBridgeKnowledge specifies an access point at which that DSA or LDAP server may be
accessed.

DitBridgeKnowledge ::= SEQUENCE {
domainLocallD UnboundedDirectoryString OPTIONAL,
accessPoints MasterAndShadowAccessPoints,

18
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domainLocalID contains a readable description identifying the DIT included in the reference.

10.10 Exclusions

As defined in clause 10.3, the exclusions component of ChainingArguments is used to limit the scope of a Search
operation by identifying a number of entries subordinate to the target object which, together with all of their subordinates,
shall not be included in the processing of a Search operation. The exclusion component is defined as a value of the
ASN.1 type Exclusions.

Exclusions ::= SET SIZE (1l..MAX) OF RDNSequence

Each RDNSequence Vvalue in the Exclusions set should identify the context prefix of a naming context subordinate to
the target object. If a DSA receives a search request with an RDNSequence Vvalue that does not conform to this constraint,
the DA may ignore that value. The RDNSequence is relative to the target object, and is not the distinguished name of
the cqntext prefix.

Exclpisions can, besides being part of a user request, be used by DSAs to minimize duplicate information returned from
Search subrequests performed in the presence of shadowed information.

Figurg 5 illustrates an example of the use of Exclusions. In this example, a DSA holds two replicatéd areas, one bgneath
the other. One starts with context prefix X, the other with context prefix C. An entry copy.at™Y has three suborglinate
referdnces to naming contexts, A, B and C.

If, asfan example, a subtree Search is performed in this DSA, starting with a base object within naming context X, the
DSA fan provide information from replicated areas X and C. The information fronChaming contexts A and B has{to be
provigled via the subordinate references. When performing request decomposition, centinuation references, to be uped in
eithenpartialResults or chaining, will specify Y as the target object and C\as a single element of an Excludions
set.

X.518(12)_F05

Figure 5 — Exclusions

10.11 Continuation reference

A continuationReference describes how the performance of all or part of an operation can be continued at gne or
more |different directory servers. It is typically returned as a referral when the DSA involved is unable or unwilling to
propagate the request itself.

ContinuationReference ::= SET {
targetObject [0] Name,
aliasedRDNs [1] INTEGER OPTIONAL,
operationProgress [2] OperationProgress,
rdnsResolved [3] INTEGER OPTIONAL,
referenceType [4] ReferenceType,
accessPoints [5] SET OF AccessPointInformation,
entryOnly [6] BOOLEAN DEFAULT FALSE,
exclusions [7] Exclusions OPTIONAL,
returnToDUA [8] BOOLEAN DEFAULT FALSE,

nameResolveOnMaster [9] BOOLEAN DEFAULT FALSE,
}
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The various components have the following meaning:

11

DSA
acces
any d

111

1111

a)

b)

The targetObject component shall indicate the name which is proposed to be used in continuing the
operation. This might be different from the name received in targetObject of the incoming request if,
for example, an alias has been dereferenced, or the base object in a search has been located.

The aliasedRDNs component indicates how many (if any) of the RDNSs in the target object name have
been produced by dereferencing an alias. The argument is only present if an alias has been dereferenced.

NOTE — This component is provided for backward compatibility with implementations based on Rec. CCITT X.5**
(1988) | ISO/IEC 9594-*:1990.

This component shall not be included in CommonArguments when implementing according to Rec. ITU-T X.5**
(1993) | ISO/IEC 9594-*:1995 or later editions of these Directory Specifications.

The operationProgress shall indicate the amount of name resolution which has been achieved, and

d)

9)

h)

)

Bind and Unbind

Bind and\DSA Unbind operations, respectively, are used by a DSA at the beginning and at the end of a per|od of
5ing anether DSA. The binding or unbinding of a DSP application-association shall not, of itself, cause the Ipss of
stributed paged results which were requested in the course of the application-association.

which wilT govern the Turther performance of the operation by the DSAS named, should the DSA or[DUA
receiving the ContinuationReference Wish to follow it up.

The rdnsResolved component value (which need only be present if some of the RDNs in the'namg have
not been the subject of full name resolution, but have been assumed to be correct from a'cross refefence)
shall indicate how many RDNs have actually been resolved, using internal references.only.

The referenceType component shall indicate what type of knowledge was~uSed in generating this
continuation.

The accessPoints component shall indicate the access points which are.té,be contacted to achieve this
continuation. Only where non-specific subordinate references are involved can there be more thah one
AccessPointInformation item.

The entryonly component shall be set to TRUE if the original gpgeration was a search, with the sybset
argument set to oneLevel, and an alias entry was encountered as an immediate subordinate ¢f the
baseObject. The DSA which successfully performs name tesolution on the targetobject namg shall
perform object evaluation on only the named entry. If\the original operation was not a search, with the
subset argument set to oneLevel, this component¢shall be absent or take the value FALSE.

The exclusions component, when present, shallidentify a set of subordinate naming contexts that should
not be explored by the receiving DSA.

The returnToDUA element is optionallysupplied when the DSA creating the continuation refgrence
wishes to indicate that it is unwilling to-return information via an intermediate DSA (e.g., for sefurity
reasons), and wishes to indicate thatyinformation may be directly available via an operation over a DIAP or
LDAP between the originating DUA or LDAP client and the DSA. When returnToDUA is set t0 [FRUE,
referenceType may be settO.self.

The nameResolveOnMaster element is optionally supplied when the DSA creating the continfiation
reference has encountered NSSRs. If set to TRUE, it signals that subsequent name resolution, i.e., mafching
the remaining RDNs\from nextRDNToBeResolved, shall not employ entry copy information including
writeable copies-in‘a’multi-master LDAP server implementation; subsequent resolution of each remaining
RDN shall be-dene in the master DSA for the entry identified by that RDN (see clause 20.1).

DSA Bind

DSA Bind syntax

A dsaBind operation is used to begin a period of cooperation between two DSAs providing the directory service.

dSABind OPERATION ::= {
ARGUMENT DSABindArgument
RESULT DSABindResult
ERRORS { directoryBindError } }

DSABindArgument ::= SET ({
credentials [0] DSACredentials OPTIONAL,

20
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versions [1] Versions DEFAULT {vl} }
DSACredentials ::= CHOICE ({

simple [0] SimpleCredentials,

strong [1] StrongCredentials,

externalProcedure [2] EXTERNAL,

spkm [3] SpkmCredentials }
DSABindResult ::= DSABindArgument

11.1.2 DSA Bind arguments

The components of the bsaBindArgument are identical to their counterparts in the DirectoryBind (see Rec. ITU-T X.511
| ISO/IEC 9594-3) with the following differences:

—  The credentials of the DirectoryBindArgument allows information identifying the AE-Title of the
initiating DSA to be sent to the responding DSA. The AE-Title shall be in the form of & Dirg¢ctory
Distinguished Name.

— The saslcredentials shall not be included in the credentials

—  The Credentials of the DirectoryBindResult allows information identifying-the AE-Title pf the
responding DSA to be sent to the initiating DSA. The AE-Title shall be in theform of a Distingyished
Name.

11.1.1 DSA Bind results

The |components of the DSABiIndResult are identical to their counterparts in the DirectoryBindiResult
(see Rec. ITU-T X.511 | ISO/IEC 9594-3) with the following differences:

—  The Credentials of the DirectoryBindResult allows-information identifying the AE-Title pf the
responding DSA to be sent to the initiating DSA. The AE-Title shall be in the form of a Distingyished
Name.

— The saslCredentials shall not be included in the"€f¥edentials.
11.1.4 DSA Bind errors

Should the Bind request fail, a Bind error shall be returned; If the Bind request was either using strong authenticatjon or
SPKM credentials are supplied, then the Bind respondermay sign the error parameters.

The vlersions parameter of the dsaBindErrox indicates which versions are supported by the responding DSA.

The SecurityParameters components (see cfause 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) shall be included|if the
error Js to be signed.

A se¢urityError Or serviceErrox Shall be supplied as follows:
sefurityError inappropriateAuthentication

invalidCredentials

blockedCredentials

sekviceError unavailable

11.2 DSA.Unbind

The ynbinding at the end of a period of cooperation between two DSAs providing the Directory service is for the OSI
envirgnment specified in clauses 7.6.4 and 7.6.5 of Rec. ITU-T X.519 | ISO/IEC 9594-5 and for the TCP/IP enviropment
in clause 9.2.2 of Rec. ITU-T X.519 [TSO/TEC 9594-5.

12 Chained operations

For each of the operations used to access the directory abstract service, there is an operation used between cooperating
DSAs in a one-to-one correspondence. The names of the operations have been chosen to reflect that correspondence by
prefixing the names of operations used between cooperating DSAs with the term "Chained".

The arguments, results and errors of the chained operations are, with one exception, formed systematically from the
arguments, results and errors of the corresponding operations in the Directory abstract service (as specified in clause 12.1).
The one exception is the Chained Abandon operation, which is syntactically equivalent to its Directory service counterpart
(specified in clause 12.2).
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121 Chained operations

A DSA, having received an operation from a DUA, having created an LDAP Transport operation resulting from a received
request from an LDAP client, or having created a Linked LDAP operation resulting from a partial result from an LDAP
server, shall construct a chained form of that operation if it is to be propagated to another DSA. A DSA, having received
a chained form of an operation, may also elect to chain it to another DSA. The DSA invoking a chained form of an
operation may sign the argument of the operation; the DSA performing the operation, if so requested, may sign the result
or error returned by the responder of the operation.

The chained form of an operation is specified using the parameterized type chained { }.

chained {OPERATION:operation} OPERATION ::= {
ARGUMENT OPTIONALLY-PROTECTED {SET ({
chainedArgument ChainingArguments,
argument [0] operation.&ArgumentType } }
RESULT OPTIONALLY-PROTECTED {SET ({
chainedResult ChainingResults,
result [0] operation.&ResultType}}
ERRORS
{operation. &Errors EXCEPT referral | dsaReferral}
CODE operation. &operationCode }

NOTE 1 — The operations of the Directory abstract service which may be used as the actual parameter 0f chained { } ipclude
th¢ abandoned error. The presence of this error among the set of possible errors of a chained/operation reflects the posgibility
digcussed in clause 12.2, that a chainedAbandon can be generated for a chainedModify operation when a linked assogiation
fals.

NOTE 2 — The definitive specification of the DSA abstract service in Annex A applies thissparameterized type to constructjall the
chpined operations of the abstract service.

The argument of the derived operation has the components:

a) chainedArgument — This is a value of ChainingArguments that contains the information,
supplementing the information provided in the DAR argument. This additional information is needed in
order for the receiving DSA to handle the operation, properly. This data type is defined in clause 10.3.

b) argument — This is a value operation. &A¥gument and consists of the original DAP argument, as
specified in the appropriate clause of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Should the request succeed, the result of the derived operation has the components:

a) chainedResult-— Thisisavalue of €hainingResults which contains that information, over and pbove
that to be supplied in the DAP result, which may be needed by previous DSAs in a chain. This information
type is defined in clause 10.4.

b) result- Thisisavalue.operation.&Result and consists of the result which is being returned by the
performer of this operation, and which is intended to be passed back in the result to the requesterf This
information is as specified in the appropriate clause of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Should the request fail, one ofithe errors of the set operation. sErrors will be returned, except that dsaRefertal is
returred instead of referral. The set of errors, which may be reported, is as described for the corresponding opefation
in Re¢. ITU-T X.511 |ASO/IEC 9594-3. The error dsaReferral is described in clause 13.2.

12.2 Chained Abandon operation

A chainedabandon request is used by one DSA to indicate to another that it is no longer interested in having a prev{ously
invoked-distributed operation performed. This may be for any number of reasons, of which the following are examples:

4lo s | - ) 1 4 4L | Val,\ Hp.- Ll ) H.- ) b LE_L la | l ) H Liotsl
- U1 UPTTAUUIT WITILTTIEU tU UTE oA UTTYITIAITy LHartiiTy Tids TSETH UTTTT dudlTuuniey, Ut Tids TiTigneTa been
aborted by the breakdown of an application-association;

— the DSA has obtained the necessary information in another way, e.g., from a faster responding DSA
involved in the parallel multi-chaining.

A DSA is never obliged to issue a chainedaAbandon request, or indeed to actually abandon an operation if requested to
do so.

If the Chained Abandon operation actually succeeds in stopping the performance of an operation, then a result will be
returned, and the subject operation will return an abandoned error. If the chainedAbandon does not succeed in stopping
the operation, then it will return an abandonFailed error itself.

A DSA may also issue an AbandonRequest to an LDAP server under the same conditions as above.
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Chained operations and protocol version

0(E)

Operations which require a protocol version greater than v1 (such as the modi fyEntry operation with certain arguments)
or which return different results when used with a protocol version greater than v1 (such as modifyEntry With a signed
argument) shall only be chained on application-associations with the same or a greater version number than that used to
convey the request.
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13.1

Chained errors
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If an ¢rror occurs during a chained operation, the responding DSA may sign the erfoer-returned.

13.2

e-ost-park-the-same-errors-can-be—rettrned-in-the-DSA-abstract-service-which-can-be-returned-in-the—dir
e following service problems have the same abstract syntax but different semantics:
the calling DSA's knowledge as specified in the referenceType chaining argument.

b) serviceError with problem loopDetected — The DSA returning this error<detected a loop
knowledge information in the Directory.

TU-T X.511 | ISO/IEC 9594-3.

DSA referral

ctory

ct service. The exceptions are that the dsaReferral "error" is returned (see clause 13.2), instead of refefrral,

a) serviceError with problem invalidReference — The DSA returning this error detected an efror in

n the

recedence of the errors which may occur is as for their precedence in the directory dhstract service, as specifjed in

The dsaReferral error shall be generated by a DSA when, for whateverreason, it does not wish to continue perfoyming

an opgration by chaining the operation to one or more other directory)Servers. The circumstances where it may re
referrpl are described in clause 8.3.

dsaRgferral ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED ({,"'DsaReferralData }
CODE id-errcode-dsaReferral }
DsaRgeferralData ::= SET {
reference [0] ContinuationReference,
cohtextPrefix [1] DistinguishedName OPTIONAL,

Co

The Vv

> 7
- 7
MPONENTS OF CommonResults }

arious components of bsaReferralData data type have the following meaning:

a) The referenece component contains the information needed by the invoker to propagate an appro
further request, perhaps to another DSA or to an LDAP server. The ContinuationReference data t
specified in clause 10.11.

b) ThéeontextPrefix component may optionally be included if the returnCrossRefs component
ChainingArguments for this operation had the value TRUE, and the referral is being based u
subordinate or cross-reference. Otherwise, it shall be absent. The administrative authority of any DS
decide which knowledge references, if any, can be returned in this manner (the others, for example

urn a

priate
pe is

of the
bon a
A\ will

may

be confidential to that DSA).

The information provided can optionally be qualified by the use of the notification component of CommonResults.
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SECTION 5 - DISTRIBUTED PROCEDURES

Introduction

Scope and limits

This clause specifies the procedures for distributed operation that are performed by DSAs. Each DSA individually
performs the procedures described below; the collective action of all DSAs produces the full set of services provided to
users of the Directory.

14.2

Conformance

The d

ISO/IEC 9594-2 and clauses 7 and 8 of this Directory Specification. The flow charts and their correspending t
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A DSA implementation shall be functionally equivalent to the external behaviour specified by the procedures des
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escription of DSA procedures in this section is based on the models in clauses 8 and 9 of Rec. ITUT X
ptions are one of the means of mapping a given set of external (DAP, LDAP and/or DSP) inputs to:d DSA in

ding on the particular DSA information tree held by that DSA.

robable that the Directory will be distributed across DSAs implemented according to-different editions of

satisfying the DUA's or LDAP client's request will have been implemented. Therefore'to allow operation in §
geneous environment, a DSA shall be implemented according to the rules of extensibility defined in clause
TU-T X.519 | ISO/IEC 9594-5.

The algorithms used by a particular DSA implementation to derive the correct output(s) from the given |
SA information tree held are not standardized.
DTE — The flowcharts which accompany the procedures are intended to be used as aids towards understanding the procg

ey are not to be considered as being a precise alternative to the textual descriptions. Where there is a disparity betwe
tual description and the flowchart for a particular procedure, it.is.intended that the textual description take precedence.

Interaction involving a DSA based on Rec. CCEFT X.5** (1988) | ISO/IEC 9594-*:1990

modify operations evaluate across DSA boundarigs (i.e., addEntry with TargetSystem, Remove or Ren
Kt prefix), then this Directory Specification only’specifies how two DSAs when implemented accordingly tq
[ X.5%* (1993) | ISO/IEC 9594-*:1995 or fater edition shall behave. The interaction between two DSAS bas
CCITT X.5** (1988) | ISO/IEC 9594-*:1990, or between a DSA based on Rec. CCITT X.5** (1988) | 1S(¢
*:1990 and a DSA based on Rec. ITU-TX.5** (1993) | ISO/IEC 9594-*:1995 or a later edition, is outside the
e Directory Specifications. Wherymixed edition DSAs have a hierarchical operational binding, knowledge o
5 edition may allow a consistentérror to be given to the user.

Conceptual model

pmplexity of the Ditegtory's distributed operation gives rise to a need for conceptual modelling using both nar
ctorial descriptive techniques. However, neither the narrative nor the diagrams should be construed as a fi
ption of distribdted directory operation.

Individual and cooperative operation of DSAs
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nadel views DSA operation from two separate perspectives, which, taken together, provide a complete, opera

pictur

24

e of the Directory:

a) DSA-centred perspective — In this perspective, the set of procedures that support the Directory is
described from the viewpoint of a single DSA. This makes it possible to provide a definitive specification
of each procedure and to fully account for their interrelationships and overall control structure. Clauses 16

to 22 describe the DSA procedures from a DSA-centred perspective.

b) operation-centred perspective — The DSA-centred view provides complete detail but makes it difficult
to understand the structure of individual operations, which may undergo processing by multiple DSAs.
Consequently, clause 15 adopts a primarily operation-centred view to introduce the processing phases

applicable to each.
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To support the distributed operation of the Directory, each DSA shall perform actions needed to realize the intent of each
operation and additional actions needed to distribute that realization across multiple DSAs. Clause 15 explores the
distinction between these two kinds of actions. In clauses 16 to 22, both kinds of actions are specified in detail.

145 Cooperative agreements between DSAS

All DSAs which are in a subordinate/superior relationship due to the naming contexts that they hold have hierarchical
and/or non-specific hierarchical operational bindings between them, depending upon the types of knowledge reference
held by those DSAs.

Hierarchical and non-specific hierarchical operational bindings between DSAs may be administered using the procedures
of clauses 24 and 25, or by off-line means.

A DS A hU:d;l IH <l Itl ;CD VVh;bh arc VV;th;II thc adlll;l I;Otl at;vc arca Uf |ta oupm ;UI DSI‘I'\'\ oha” adlll;l I;DtCI thC aubobhcnla Sha“
follow the governing-search-rule (if any) and shall control access to the entries, as required by the administrative-authority.
The r¢gulation of entries within an administrative area may be performed as defined in Rec. ITU-T X.501 | ISONEC p594-
2 or may be performed by local mechanisms.

15 Distributed Directory behaviour

15.1 Cooperative fulfilment of operations

Each [DSA is equipped with procedures capable of completely fulfilling all directorg-@perations. In the case that 8 DSA
conta|ns the entire DIB, all operations are completely carried out within that DSA. In the case that the DIB is distrifouted
acros$ a distributed directory, the completion of a typical operation is fragmented, with just a portion of that opefation
carried out in each of potentially many cooperating directory servers.

In thg distributed environment, the typical DSA sees each operation as a‘transitory event: the operation is invokeI by a
DUA| an LDAP client or some other DSA, the DSA carries out processirig on the object and then directs it toward afpother
directory server for further processing.

An alfernative view considers the total processing experiencedby an operation during its fulfilment by possible mujtiple,
coopdrating directory servers. This perspective reveals the.sommon processing phases that apply to all operations.

15.2 Phases of operation processing

Every directory operation may be thought of as‘comprising three distinct phases:

a) the Name Resolution phase in-which the nhame of the object on whose entry a particular operation iqto be
performed is used to locate the DSA or LDAP server that holds the entry;

b) the Evaluation phase in which the operation specified by a particular directory request (e.g., a|Read
operation) is actually performed,;

c) the Results Merging phase in which the results of a specified operation are returned to the requesting|DUA
or LDAP client. If a chaining mode of interaction was chosen, the Results Merging phase may involve
several<DSAs, each of which chained the original request or subrequest (as defined in clause 15}3.1 —
Request-decomposition) to other DSAs and LDAP servers during either or both of the preceding phgses.

In thg case of @Read, Compare, List, Search, Modify Entry, Modify DN, Remove Entry, LDAP Transport or Llinked
LDAP operatian, name resolution takes place on the object name provided in the argument of the operation. In th¢ case
of an| Add. Entry operation, name resolution's target entry is the immediately superior entry of that provided |n the
argunmentiof the operation — it can be easily derived by removing the final RDN from the name provided in the opefation
argument. (This is done via local argument m in the FindDSE procedure of clause 18.3.1.)

An operation on a particular entry may initially be directed at any DSA in a distributed directory. That DSA uses its
knowledge, possibly in conjunction with other Directory servers, to process the operation through the three phases.

15.2.1  Name Resolution phase

Name Resolution is the process of sequentially matching each RDN in a purported Name to an arc (or vertex) of the DIT,
beginning logically at the Root and progressing downwards in the DIT. However, because the DIT is distributed among
arbitrarily many Directory servers, each DSA may only be able to perform a fraction of the Name Resolution process.
A given DSA performs its part of the Name Resolution process by traversing its local DSA information tree. This process
is described in clause 18 and the accompanying diagrams (see Figures 9 to 12). Based on its local DSA information tree,
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and the knowledge information contained therein, a DSA is able to infer whether the resolution can be continued by one
or more other DSAS/LDAP servers, or whether the name is erroneous.

NOTE — Name Resolution within an LDAP server is outside the scope of this Directory Specification.

The Name Resolution phase is constrained to work within a DSA information tree if the manageDSAIT service control
option is set.

15.2.2  Evaluation phase
When the Name Resolution phase has completed, the actual operation required (e.g., Read or Search) is performed.

Operations that involve a single entry interrogation — Read, Search with subset set to baseObject and Compare — may
be carried out entirely within the DSA or LDAP server in which the entry is located.

OpergtioTs tharT L e -
operafion — need to locate subordinates of the target WhICh may or may not re5|de in the same DSA If they do-rjot all
residg in the same DSA, operations need to be directed to the DSAs specified in the subordinate, non-specific supordinate,
suppller, or master references (as appropriate) and/or LDAP servers specified in subordinate, non-specific:subordirfate or
cross [references to complete the evaluation process.

The Hvaluation phase is constrained to work within a DSA information tree if the manageDSAIT/Service control gption
is set) Likewise, if the evaluation phase starts within a service-specific administrative area, the evaluation is constfained
to thaf administrative area.

15.2.3 Results Merging phase
The Results Merging phase is entered once some of the results of the Evaluation phase are available.

In thgse cases where the operation affected only a single entry, the result ofdhe operation can simply be returned fo the
requepting DUA or LDAP client. In those cases where the operation has affected multiple entries on multiple Dirgctory
servers, results can be combined. If signing is performed on the results*of an operation initiated by a DUA, the results
shall pot be combined. The results should be returned to the DUA without performing merging.

The permissible responses returned to a requester after results merging include:
a) acomplete result of the operation;

b) aresult which is not complete because some parts of the DIT remain unexplored (applies to List, Search
and LDAP search only). Such a partial result may include continuation references for those parts pf the
DIT not explored;

c) anerror (areferral being a specidl case); and
d) if the requester was a DSA, a-ChainingResults Value.

15.3 Managing Distributed.Operations

Informnation is included in the @argument of each operation which a DSA may be asked to perform indicating the progress
m the
appropriate aspect of thelprocessing required, and to record the completion of that aspect before directing the opefation

Additional procedures are included in the DSA to physically distribute the operations and support other needs afising

15.3.

Reques orts—aprocessperformedinternatty by Stior-to—commtmication rofe-ormote other
directory servers. A request is decomposed into several subrequests such that each of the Iatter accomplishes a part of the
original task. Request decomposition can be used, for example, in the search operation, after the base object has been
found. After decomposition, each of the subrequests may then be uni-chained or multi-chained to other directory servers,
to continue the task.

The argument of a chained request (see clause 12.1) or subrequest shall be the unmodified operation argument of the
original DAP operation. A DSA receiving a chained request shall not change argument of the DAP request when doing
request decomposition.

NOTE — The following subclauses specify this requirement for individual components of argument. This should not be interpreted
to mean that the component not explicitly mentioned can be changed.
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15.3.2 DSA as Request Responder

A DSA that receives a request can check the progress of that request as follows:

— if the request is received from a DUA then using the operationProgress component of the
CommonArguments Value, or its default value;

—  if the request is received from an LDAP client then assume that Name Resolution has not started; or

— if the request is received from a DSA then using the operationProgress component of the
ChainingArguments Vvalue, or its default value.

This will determine whether the operation is still in the Name Resolution phase or has reached the evaluation phase, and
what portion of the operation the DSA should attempt to satisfy. If the DSA cannot fully satisfy the request, it shall either
pass (by uni-chaining or multi-chaining) the operation on to one or more Directory servers which can help to fulfil the
requept, or return a referral to another DSA or LDAP Server, or terminate the request with an error.

15.3. Completion of operations

Each [DSA that has initiated an operation or propagated an operation to one or more other Directory servers shall keep
track pf that operation's existence until each of the other Directory servers has returned a result or error;or the operation's
maximum time limit has expired. This requirement applies to all operations, propagation modes@nd’processing pphases,
except when an LDAP abandon request has been sent to an LDAP server (see clause 20.6.5). It ensures the orderly closing
down|of distributed operations that have propagated out into the Directory.

154 Loop handling

The IDIT may be in a state that can cause looping. As an example, looping caf.occur during name resolution yhere
derefgrencing one or more aliases brings the resolution back to the same branch-of the DIT. Another potential calise of
IoopirLg is through misconfigured knowledge references.

Withih the context of a particular directory operation, a loop occurs if atany time the operation returns to a previous|state,
wherg state is defined by the following components:

—  the name of the DSA currently processing the operation;

—  the name of the targetObject as contained.within the ChainingArguments value of the operatipn;

—  the operationProgress as contained within the ChainingArguments value of the operation gnd as
defined in clause 10.5.

This ;ﬁoes not mean that an operation cannot be-grocessed multiple times by a particular DSA. However, it does|mean
that the DSA will not process the same operation in the same state multiple times.

Looping is controlled using the TraceInformation Value of the ChainingArguments Vvalue as defined in clausd 10.6,
which records the sequence of states-a:particular operation has gone through. Two strategies are defined to detefmine
whether looping has occurred, or s about to occur. These are loop detection and loop avoidance, and they are des¢ribed
in clapses 15.4.1 and 15.4.2, respectively.

Loop|detection is mandatory-and loop avoidance is optional.

NOTE — An LDAP server cannot perform loop detection. Loop detection has to be performed by the DSA acting as | DAP
requester. Detectian’of‘a loop may be delayed if more than one LDAP requester is forwarding requests to the same LDAP |server
fof the same operation.

15.41 LooOp-detection

On receipt of a directory operation, a DSA shall initially validate the operation to ensure that it can be progressed. An
impo tant'task of validation is to check for Innlnc, hy dptprmining whether the current state of the nlnpra'rinn appears in the

sequence of previous states recorded in the TraceInformation value for that operation. This step of loop checking is
loop detection.

15.4.2 Loop avoidance

Loop avoidance requires that a DSA, immediately prior to forwarding an operation to another DSA as part of a chaining
procedure, determines whether the consequential state of the operation (which is the TraceItem value that the receiving
DSA will add to the TraceInformation value when it receives it) appears on the sequence of previous states recorded
in the traceInformation argument for the original incoming operation.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.518 (10/2019) 27


https://standardsiso.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

ISO/IEC 9594-4:2020 (E)

In the case where referrals are received or acted upon, loop avoidance and loop detection cannot be achieved purely by
examining traceInformation. In this case, each time a DSA acts on a referral, it needs to store the consequential state
of the operation (i.e., the TraceItem value that the receiving DSA is going to add when it receives the request) along
with a record of the incoming request. Before acting on or returning a referral, a DSA needs to check through this list, in
order to check that an identical request has not been previously sent whilst trying to service the incoming operation.

155 Other considerations for distributed operation

15.5.1  Service controls

Some service controls need special consideration in the distributed environment in order that the operation is processed
the way that was requested.

—a) chainingProhibited — A DSATUNSUtts thisservice tontrotwhendetermmming the mode of propagation

of an operation. If it is set, then the DSA shall always use referral mode. If, however, it is not set; thg DSA
can choose whether to use chaining or referral depending on its capabilities.

b) timeLimit— A DSA shall take account of this service control to ensure that the time limitis-not excpeded
in that DSA. A DSA requested to perform an operation by a DUA, initially heeds‘the time}imit
expressed by the DUA as the available elapsed time in seconds for completion of the-operation. If chaining
is required, the timeLimit is included in the chaining arguments to be passed to-theé next DSA(s). In this
case, the same value of the limit is used for each chained request, and is the (UTC) time by whi¢h the
operation shall complete to meet the originally specified constraint. On recéiWing ChainingArgunents
with a timeLimit specified, the receiving DSA respects this limit.

C) sizeLimit — A DSA shall take account of this service contrel fof List, Search and LDAP Jearch
operations to ensure that the list of results does not exceed the sizé)specified. The limit, as included fin the
common argument of the original request, is conveyed unchahged as the request is chained. If r¢quest
decomposition is required, the same value is included inthe.argument to be passed to the next DSA, the
full limit is used for each subrequest. When the results are returned, the requester DSA resolves the miltiple
results and applies the limit to the total to ensure that.only the requested number is returned. If thg limit
had been exceeded, this is indicated in the reply.

d) priority — In all modes of propagation, each-DSA is responsible for ensuring that the processing of
operations is ordered so as to support this service control, if present.

€) localsScope — The operation is limited-to a locally defined scope and each DSA shall not propagdte the
request outside of this.

f) scopeOfReferral — If the DSA feturns a referral or partial result to a List or Search operation, theén the
embedded continuation referénces shall be within the requested scope.

All ofher service controls need to be respected, but their use does not require any special consideration in the distriputed
envirpnment.

15.5. Extensions
If a DISA encounters an extended operation in the Name Resolution phase of processing and determines that the opefation
shoulf be chained to ope 0r more DSAS, it shall include unchanged in the chained operation any extensions present.

NOTE — An administrative authority may determine that it is appropriate to return a serviceError with pioblem
unjwillingToRerform if it does not wish to propagate an extension.

If a DISA encounters an extension it does not support in the evaluation phase of processing, two possibilities may arise. If
the extension is not critical, the DSA shall ignore the extension. If the extension is critical, the DSA shall refurn a
servfiéeError With problem unavailableCriticalExtension. A critical extension to a multiple object opefation
may result In both results and Service errors of this variety. A DSA merging such results and errors shall discard these
service errors and employ the unavailableCriticalExtension component of PartialOutcomeQualifier as
described in Rec. ITU-T X.511 | ISO/IEC 9594-3.

If an LDAP requester is about to chain a request initiated by a DUA to an LDAP server and it does not have knowledge
of an LDAP control corresponding to each critical extension, it shall return an unavailableCriticalExtensions as
specified above. However, if this is not the case and there are no other reasons for not chaining the request, it shall in the
chained request add all known LDAP controls corresponding to the extensions signalled in the received request.
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15.5.3  Alias dereferencing

Alias dereferencing is the process of creating a new target object name, by replacing the alias entry distinguished name
part of the original target object name with the AliasedEntryName attribute value from the alias entry. The object
name in the operation shall not be affected by alias dereferencing.

1554  Paged results

When a DUA includes the PagedResultsRequest in the search or 1ist request (see clause 7.9 of Rec. ITU-T X.511
| ISO/IEC 9594-3), the paging may be performed by the bound DSA, or it can be performed by the DSA that holds the
baseObject/object entry of the search or 1ist request (possible after one or more alias dereferencings), also called
the initial performer. If the paging is performed by the bound DSA, which could also be the initial performer, the paging
is called bound-DSA paged results. If the paging is performed by the initial performer, and the initial performer is different

from ha haund DSA _than tha nanina ic callad DSP nanad racuilic
HE-BOHHE T s tHeRtHepPagiRgIS-Garea—wor—P4as FeStHtS-

A DSHA that supports DSP paged results shall:

—  support DSA-bound paged results;

—  support DSP paged results as bound DSA,

—  support DSP paged results as an initial performer; and

—  support the entryCount subcomponent of the PartialOutcomeQualifier:
Wherl a bound DSA receives a search 0r 1ist request with the PagedrResultsRequestintluded, and the bound DSA
is not{the initial performer for that request, then the bound DSA may elect to include the ‘dspPaging component fin the
ChaihingArguments Vvalue. The initial performer may elect to do DSP paged resalts. This is signalled to the ound

DSA py including a queryReference in the PartialOutcomeQualifier. THiS is the queryReference returfed to
the DJJA to be used for retrieval of the next page.

If the| initial performer either does not support DSP paged results or ehooses not to perform it, the bound DSA may
perfofm normal bound-DSA paging.

A DYA that is a performer, but is not the initial performer, shall ignore a possible dspPaging component |n the
ChaihingArguments value, and it shall honour the sizeLimit Service control if present.

15.5.% Handling requests from LDAP client

Wher an LDAP client sends a request into a boundary,DSA, the request is formatted according to IETF RFC 4511| How
the reuest is handled by the boundary DSA depends-on the initial destination of the request:

a) If the bound DSA and/or the LDAP servers for which the bound DSA is an LDAP responder complgte the
operation, then the procedure.is outside the scope of this Directory specification.

b) If the request is initially handled as in a) but it becomes necessary to chain one or more subrequdsts to
other DSAs, then such Subrequests shall be chained wrapped as LDAP Transport operations.

c) If the original reguest is chained to another DSA, it shall be chained wrapped as an LDAP Trapsport
operation.

15.6 Authentication of Distributed operations

Userg of the Dirgetery together with the administrative authorities that provide directory services may, at their discretion,
requife that directory operations be authenticated. For any particular directory operation, the nature of the authentigation
proceps wilkdepend upon the security policy in force.

Two $ets’of authentication procedures are available which collectively enable a range of authentication requiremgnts to
be met. One set of procedures are those provided by the Bind operation: these facilitate authentication between two
directory application-entities for the purposes of establishing an application-association. The Bind procedures
accommodate a range of authentication exchanges from a simple exchange of identities to strong authentication.

In addition to the peer entity authentication of an association as provided by the Bind operation, additional procedures are
defined within the directory to enable individual operations to be authenticated. Two distinct sets of directory
authentication procedures are defined. One facilitates requester authentication services, which address the authentication,
by a DSA, of the requester of the original service request. The second set facilitates results authentication services which
address the authentication, by a requester, of any results that are returned.
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For requester authentication, two procedures are defined, one based upon a simple exchange of identities, termed identity
based authentication, and one based upon digital signature techniques, termed signature based authentication. The former
of these procedures is rudimentary in nature since the identity exchange is based upon the exchange of distinguished
names which are transmitted in the clear.

For authentication of results a single results authentication procedure is defined, based upon digital signature techniques;
due to the generally complex nature of results collation, a simpler, identity-based procedure is not defined.

Authentication of error responses may be supported by these procedures.

The services described below are to be considered as augmenting those provided by the Bind service; Bind procedures
are assumed to have been effected successfully prior to authentication of directory operations.

The procedures to be effected by a DSA in providing requester and results authentication are specified in clause 22.
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The Operation Dispatcher

peration Dispatcher is the main controlling procedure in a DSA. It guides each operation through,the three
cessing a request. The Operation Dispatcher therefore makes use of a set of procedures to fully,process the r
wn in Figure 6.

General concepts

Procedures

pf the procedures employed by the Operation Dispatcher consists of a definition of its conceptual interface in
parameters, i.e., arguments, results and errors, and a description of the{oroCedure steps themselves. The beha
procedures is described by flowcharts and text. Within a flow chart,.the used symbols have the semantics shg
P 7.

Use of common data structures

Focedures make use of some data structures that areavailable during the processing of an operation
beration Dispatcher. These data structures serve to cogrdinate the data flow within the Operation Dispatcher.

onents of the argument and result are referred™to using their names within the associated ASN.1 defi

bre, a  component  of this strueture may be referred to as compound.compg
bperationProgress.nameResolutionPhase).

hases
quest

terms
viour
wn in

vithin
Most

se structures are directly associated with the argument of the operation and the result to be created for the opetfation.

hition

the operationProgress component of thecchaining arguments). If any of these structures is a compound

nent
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Figure 6 — Operation Dispatcher
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. § Return to the calling procedure with X.
The entry point of the procedure Return X X may be a result, null, an error, a string,
or a referral, or it may be absent.

Branch based on a condition All Xs .
2 - - processe
(2 or more outcomes) I Process each X contained in... l—>

Yes

Loop
detected?

Sct exclusions ) Process a set of steps for each value X
to empty An Action to be performed until all values X have been processed
Continue with the execution of the steps ~~__ (Continuation of
Call of the called sub-procedure. After completion Q procedurcs that span
Rrocedure of the sub-procedure, continue with the multiple flow charts x4
outgoing arrow of this box.

Figure 7 — Symbols used in flow charts

The fpllowing data structures are defined within the Operation Dispatcher:

— NRcontinuationList — A list of continuation references created for use in the Name Resolution Contin
Reference procedure.

—  SRcontinuationList — A list of continuation references created for, use-in the List or Search Contin
Reference procedure.

— admPoints — A list of references to DSEs of type administtative point that is collected during
Resolution.

—  referralRequests — A list of the requests or subrequests:which have been chained as a result of exe
referrals. Each such request/subrequest is summarisechin the form of a TraceItem. This list is used
Loop Avoidance procedure of clause 15.4.2.

—  emptyHierarchySelect — A Boolean type variable that can be set in the Hierarchy Selection procedur
variable is assumed to be reset when entering Hierarchy Selection procedure the first time during a S
operation.

Furthermore, a procedure may use a set of locally(defined variables.

16.1.3 Errors

18_F07
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Name

uting
Dy the
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earch

At eagh stage of the processing, an errorimay be detected during the execution of any sub-procedure. The error identified

within this sub-procedure is normally*returned to the requester as a corresponding protocol error. In this cas
Operation Dispatcher is terminated immediately. In the case that multiple errors are received, one shall be selected
returrled (see clause 13.1 of ReC)ITU-T X.511 | ISO/IEC 9594-3).

Alternatively, a procedure.may choose to process errors (e.g., if a serviceError with problem busy is returne
chaingd search subrequest) at certain points of operation processing. In this case, the procedure continues w
execution and no erfor-is returned to the requester.

The gonditions‘under which a DSA may sign the errors returned are specified in clause 13 of Rec. ITU-T X
ISO/IEC 9594-3.

16.1. Asynchronous events

b, the
to be

f to a
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During the processing of an operation request within the Operation Dispatcher, several asynchronous events may occur.
The following subclauses specify how to handle an exceeded time limit or size limit or administrative limit, a loss of
association and an abandon request for an operation that is being processed. The handling of all other asynchronous

events, e.g., local policy decisions, etc., is outside the scope of this Directory Specification.

16.1.4.1 Time limit

A timeLimit, as specified in the CommonArguments value, can expire at any point in time during the operation. In this
case, normally a serviceError with problem timeLimitExceeded is returned to the requesting DUA or DSA and the

Operation Dispatcher is terminated. If the requester is an LDAP client, the bound DSA shall convert the erro

rtoa

timeLimitExceeded LDAP result code. Alternatively, a procedure may choose to handle this event in a different way

(e.9., during processing of a search request).
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If a DSA receives a request from another DSA with the time limit exceeded, it shall send a serviceError with problem
timeLimitExceeded Without any further processing of the request.

If a DSA has outstanding (sub)requests, when the timeLimit expires, and there are no results available, it shall return a
serviceError With problem timeLimitExceeded to the requester.

If the request was not an 1dapTransport request, and if a DSA has outstanding subrequests, when the timeLimit
expires, and there are results available, it shall return a result to the requester with the following contents:

a) all the collected results, up to the timeLimit expiring;

b) the 1imitProblem subcomponent of the partialOutcomeQualifier component shall be set to

timelLimitExceeded; and

¢) the unexplored subcomponent of the partialOutcomeQualifier component shall contain a

If the

16.1.4

If the
for e
assoc
outstg
paged
Page
an L0

If the
the re
direct
of the

which this DSA did not attempt to send subrequests.

request was an ldapTransport request, and if a DSA has outstanding subrequests, when the timeLimit eX
a) if there are retained results, these results shall be returned in a 1inkedLDAP request,

SearchResultDone With resultCode equal t0 timeLimitExceeded embedded i
ldapTransport result;

result for the type operation with resultCode set t0 timeLimitExceeded embedded
ldapTransport result.

.2 Loss of an application-association

ation to the DSA in question has also been lost. All replies to such chainedabandon requests and all rep

HResultsRequest value. The DSA may also foreach outstanding interrogation (sub)request to LDAP server
AP AbandonRequest and all results to outstanding (sub)requests shall be discarded.

uester is not lost, the DSA may, for intefrogation operations only, optionally try any alternative reference to a
pry server of the same type that isiable to process the chained request (e.g., a reference to a shadow DSA, afte
association to the master DSAY: If'this does not succeed, the DSA shall act as follows:

1) If operationProgress.nameResolution iS et t0 notStarted Or proceeding, return either:

— if the reply-is to be returned to a DUA (or DSA), a serviceError With problem unavailat
the requester or a referral error whose continuation reference contains the set of directory serve
are‘able to continue the operation.

— «JIfthe reply is to be returned to an LDAP client, an LDAP result with resultCode eq
unavailable Or With resultCode Set to referral and with referrals (URIS) to the set of dir
servers that are able to continue the operation.

If non-specific subordinate references are used during the Name Resolution phase and not g

b) if the embedded LDAP request in the 1dapTransport request was a SearechRequest, then ret\Lrn an

continuation reference value for each set of directory servers to which subrequests were sent but the fresult
of which is not included in the result to the requester, in addition to continuation references.to)DYAs to

pires:

an

c) ifthe embedded LDAP request in the 1dapTransport request was fet @ SearchRequest, then refurn a

n an

application-association to the requester is lost, the possibility. ofyreturning results is lost. The DSA may optipnally
ch outstanding interrogation (sub)request to DSAs send 2 chainedAbandon request, unless the applicption-

ies to

nding (sub)requests shall be discarded. In the case of DSP paged results, the bound DSA should cancel outstanding
results by generating a new paged result -reguest by taking the abandonQuery alternative of the

send

application-association to one of the gutstanding chained subrequests is lost and the application-associatio;r with

other
r loss

le tO
s that

Jal to
bctory

Il the
it the

application-associations in question are lost, optionally attempt to do the name resolution witho

directory servers to which the associations are lost. If this fails:

— if the reply is to be returned to a DUA (or DSA), return either a serviceError with problem

unavailable, Or a referral error containing the complete set of NSSRs.

— if the reply is to be returned to an LDAP client, return either an LDAP result with resultCode set

t0 unavailable Or With resultCode equal to referral and with referrals (URIS) correspo
to the complete set of NSSRs.

If the DSA using local knowledge knows, possibly reflected in the appro

nding

priate

MasterOrShadowAccessPoint Value, that chaining is required to a DSA to which an application-
association is lost, it shall elect to send a serviceError with problem unavailable. The
notification component of the CommonResults data type may be included and shall then contain:
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— adsAProblem notification attribute with the value id-pr-targetDsaUnavailable; and
— adistinguishedName attribute having as value the distinguished name of the DSA.
2) If operationProgress.nameResolution i$ Set t0 completed and the request is a single object
operation:
— if the reply is to be returned to a DUA (or DSA), return a serviceError with problem
unavailable t0 the requester.

— if the reply is to be returned to an LDAP client, return an LDAP result with resultCode set to
unavailable.

3) If operationProgress.nameResolution is Set t0 completed and the request is a multiple entry
interrogation operation, the DSA  shall add a  continuation reference  to
i Ifi C LSy e it gtion
ng directory.servers

identifying the set of directory servers that are able to continue the operation, includi
to which application-associations have been lost.

.3 Abandoning the operation

g the processing of an operation, an abandon request can be received for this operation. In-this case, durifg the
5sing of the abandon request, the Abandon procedure is called for the operation to be abahdoned.

4  Administrative Limits

may be limits imposed by the local directory server administrator or by the directory server implementation jtself,
ne amount of time to spend on processing a request, or the maximum size of data’'to be returned, etc. If any of{these
is exceeded, a DSA shall:

— if the reply is to be returned to a DUA (or DSA), retutn, either a serviceError with problem
administrativeLimitExceeded Or a partial result (takenfrom the set of already collected results) with
limitProblem Set t0 administrativeLimitExceeded;

— if the reply is to be returned to an LDAP client, return possible retained results collected befofe the
administrative limit was exceeded and LDAP result'with resultCode Set t0 adminLimitExceedéd.

reply is to be returned to a DUA (or DSA), additional“information may be returned by a DSA in a dSAPrdblem
Cation attribute as follows:
a) if the limit is imposed by the administrator, the dsAProblem notification attribute shall take the [value
id-pr-administratorImposedLimit;

NOTE — This does not imply thatamimplementation is required to have customization capabilities for an adminiftrator

to implant administrative limits,

b) ifthe limit caused by aniimplementation restriction and the problem is perceived to be of permanent nature,
the dsaProblem notification attribute shall take the value id-pr-permanentRestriction;

c) if the limit caused .by an implementation restriction and the problem is perceived to be of a temporary
nature, e.g,,Ctemporary congestion, the dsAProblem notification attribute shall take the |value
id-pr-témporaryRestriction.

.5 Size limit

limit, as.Specified in commonArguments, can be exceeded at any point in time during processing of a List, Search
AP Search operation. In this case, a partial result (taken from the set of already collected results) shall be returned
reqlester with 1imitProblem Set t0 sizeLimitExceeded. In addition, the unexplored component may b¢ used

urping Continuation References of unaccessed directory servers.

If it is a DAP Search operation and the entryCount search control option is set, the DSA shall make a best estimate on
how many entries would potentially have been returned had there been no size limit by taking into account access control

but

not hierarchical selections, and then return that figure in the entryCount component of the

PartialOutcomeQualifier USINg the bestEstimate alternative if there are N0 unaccessed directory servers,
otherwise, it shall make the 1owEstimate alternative.

Operation Dispatcher is then terminated.

34

Rec. ITU-T X.518 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

ISO/IEC 9594-4:2020 (E)

16.2 Procedures of the Operation Dispatcher

The procedure that is performed by the Operation Dispatcher for processing each received request (over DAP, LDAP or
DSP) is defined by the following steps. Due to alias dereferencing, this procedure may also call itself (a local request), in
which case a local reply (rather than a DAP or DSP reply) is returned.

1
2)

3)

4)

5)

6)

7

8)

9)

10)

Validate several aspects of the operation arguments (Request Validation procedures). If an error is
encountered during validation, return this error locally or over a DAP/DSP.

If the request received was a DAP abandon request, call the DAP/DSP Abandon procedure and return a
reply afterwards.

If the request received was an 1dapTransport request with an embedded AbandonRequest, call the
LDAP abandon procedure.

Jarget
Found and Target Not Found sub-procedures). If the requested entry was found and is suitable (@ecqrding
to the setting of the service controls, chaining arguments and local policy decisions), continue“with the
Evaluation Phase at step 6). If during Name Resolution an error was encountered, it is returnede If thelentry
was found not to be suitable, continue at step 4).

The Name Resolution Continuation Reference procedure is called to process theMist of Continfiation
References as stored in the NRcontinuationList. In order to process these Continuation References, chained
requests may be issued to other DSAs (if service controls and local policy decision allow it).

In case of an error, this error is directly returned either locally or via a DAP/DSP. If the chained request
generated a result, then continue with step 5).

The Results Merging procedure is called to merge the local results with the received Chained ResUlts. If
the Chained Results contain embedded Continuation References, these may first be resolved if the s¢rvice
controls and local policy allow or require it.

This may cause additional Chained Requests to be isstied”(whose Chained Results may also c@ntain
embedded Continuation References).

The merged results are returned to the caller, and processing of the request ceases.

If protection is performed on the results, the merging of results shall not be performed.
If the operation is a modification operation,;centinue at step 7).

If the operation is a single entry interrogation operation, continue at step 8).

If the operation is a multiple entry interrogation operation, continue at step 9).

When carrying out a modification‘procedure, Operational Bindings may need to be established, mofified
or terminated, or shadows may’heed to be updated as a consequence of performing the operation. Whether
these are done synchronegusly or asynchronously with the performance of the original operation depends
on the respective modification operations (and on local policy). A local or a DAP/LDAP/DSP reqult or
error is returned torthe-caller.

The result of a single entry interrogation operation is directly returned to the caller as a local or a DAR/DSP
result.

If the operation is a multiple entry interrogation operation, then check the nameResolutionPhase [0f the
operation. If it is not completed, then call the List(l) or Search(l) procedure, otherwise, call the List{11) or
Search(11) procedure, respectively.

The outcome of a call to the List(11) procedure (result or error) and the outcome of a call to the List(l)
procedure (in case that the outcome is an error) can directly be returned to the caller (as a local or a
DAP/DSP result).

11)

If the procedure called was the List(l) procedure, the result might contain Continuation References that
have to be dereferenced (depending on service controls and local policy). This may result in chained List
operations being sent off to the respective DSAs. To merge the results continue at step 5) with the call to
the Results Merging procedure.

If the operation was a Search operation, any Continuation References are resolved by the Search
Continuation Reference procedure (if required and allowed). This may cause chainedSearch requests to
be sent off to the respective DSAs and/or LDAP searchRequest t0 be sent to the respective adjacent
LDAP servers. The Results Merging procedure [see step 5)] is called to merge the search results and
possibly to dereference contained Continuation References, if any.
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16.3 Overview of procedures

This clause gives an overview of the basic functionality of the procedures employed by the Operation Dispatcher which
are defined in clauses 17 to 22.

16.3.1 Request Validation procedure

This procedure, described in clause 17, is called to perform loop checking, limit checking, and security checking prior to
performing local name resolution. This procedure also provides default settings for those parameters of the
ChainingArguments that are not provided by the DAP in the case that the request came from a DUA. Furthermore, this
procedure singles out any abandon request and notifies this to Operation Dispatcher.

16.3.2  Abandon procedures

The PAP/DSP abandon procedure, described in clause 20.5.1 tries to find the operation that is to be abandoneld and
terminate it. If there are any outstanding subrequests, Chained Abandon operations may be sent after them. Therpregedure
eitherreturns an empty result to the caller, or an error indication (e.g., abandonError with problem tooLate).

The LUDAP abandon request, described in clause 20.5.2, forwards the abandon to the appropriate LDAP sgrver and returns
an enpty 1dapTransport result.

16.3.3 Find DSE procedure

This procedure, described in clauses 18.2 and 18.3, matches the components of the name of the target object agairst the
locallly held DSEs to resolve the target object name. If an alias DSE is encountered, the alias'is dereferenced (if permitted)
and the procedure is restarted to resolve the new name.

If theltarget was not found, the procedure is continued at the Target Not Found sub-procedure. If the target was four{d, the
procefure is continued at the Target Found sub-procedure.

NOTE — Target Not Found and Target Found are continuations of the Find DSE procedure.

The grocedure may result in various errors, in which case, the assqciated protocol DAP error or LDAP resul{ with
assoclated resultCode is returned to the requester and the Operation Dispatcher is terminated.

16.3.3.1 Target Not Found sub-procedure

This procedure, described in clause 18.3.2, performs an;eValuation of the located intermediate DSEs and creates a|set of
Contipuation References in NRcontinuationList, based on the set of knowledge references that have been detected quring
the Find DSE procedure. This set of references is thenfurther processed within the Name Resolution Continuation Refg¢rence
procefure.

The grocedure may result in various errors,_in which case the associated DAP error or LDAP result with assogiated
resull tCode is returned to the requester and the Operation Dispatcher is terminated.

16.3.3.2 Target Found sub-proeedure

This procedure, defined in clalise 18.3.3, checks if the found DSE is suitable for the requested operation, i.e., in the case
wherg it is shadowed information. This may include checking the suitability of the whole subtree of shadowed information
below the target object in-the case of a multiple object operation (e.g., subtree search).

If thp located entey-is suitable, the appropriate operation evaluation procedure is invoked. Otherwise, a
ContfinuationReference pointing to the supplier (or master) of the information is created in NRcontinuationLit and
the N@me Reseluition Continuation Reference procedure is invoked.

16.3. Single entry interrogation procedure

This procedure, described 1n clause 19.Z, 1S INVOKed o actually eXecute those operations that only affect a single entry,
i.e., Read and Compare operations. After completion, a reply (result or error) created by the procedure is returned to the
requesting DSA/DUA/LDAP client.

16.3.5 Modification procedures

These procedures, described in clause 19.1, are executed to process the modification operations, i.e., Add Entry, Remove
Entry, Modify Entry, Modify DN, Change Password and Administer Password. This is done by executing a specific sub-
procedure defined for each of these operations. During (or after) these sub-procedures, DOP and DISP requests may be
issued to other DSAs. After successful completion, a result (created by the sub-procedures) is returned to the requesting
DSA/DUA/LDAP client.
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16.3.6  Multiple entry interrogation procedures

These procedures, described in clause 19.3, are executed to process operations that affect multiple entries which may or
may not be located in the same DSA or LDAP server. This is done by executing specific sub-procedures defined for each
of the Search and List operations to accomplish request decomposition. These procedures create a local result of the
operation evaluation and optionally a set of continuation references in SRcontinuationList. If SRcontinuationList is empty
at the end of this procedure, the created result is directly returned to the requesting DSA/DUA/LDAP client.

If it is a DAP Search operation, if the result is empty and if the variable emptyHierarchySelect is set, then return in the
notification component of the PartialOutcomeQualifier:

— asearchServiceProblem hotification attribute with the value id-pr-emptyHierarchySelection.

If SRecontinuationList is not empty, these continuation references are processed by invoking List or Search Continuation

. A A H ta il 2 4
Refergnceprocedtireaccordingto-theoperattontype:

16.3. Name Resolution Continuation Reference procedure

This procedure, described in clause 20.4.1, processes the continuation references in NRcontinuationL.ist creatéd duripg the
Namqg Resolution phase. These continuation references are either used to issue chained subrequests-or returneg in a
referrpl. In the case of chaining, the results or errors returned from the chained request are returned far further procgssing
by thg Results Merging procedure.

16.3. List and Search Continuation Reference procedure

Thesq procedures, described in clauses 20.4.2 and 20.4.3, process the continuation, réferences in SRcontinuatipnList
creatdqd by the multiple entry interrogation procedures and either resolve them byZissuing chained subrequests jor by
creatipg continuation reference(s) within the partialOutcomeQualifier.unexplored. When results or errors for all
outstgnding subrequests have been received, they are returned for further pracessing by the Results Merging procedure.

16.3.9  Results Merging procedure

results with the results received from the chained subrequests.df a subrequest had returned an error, this progedure

This :Eocedure, described in clause 21, either examines the result fromra chained request or combines the local opefation
determines how this error has to be handled.

If thefe are any continuation references left in the result,.they will (if local policy allows it and service controls require it)
be defeferenced by the Name Resolution, List, or Search\Continuation Reference procedures, accordingly. Duplicatgs are
remoyed from the result if it is unsigned.

The merged result (with all merged results. and unresolved continuation references) is returned to the requpsting
DUAJ|DSA.

If the|results are signed, the merging of‘results shall not be performed.

17 Request Validation procedure

17.1 Introduction

The Request Validation procedure is the entry point of the Operation Dispatcher for inputs from DUAs, LDAP cliens and
DSAY, preparirg_such inputs for Name Resolution processing. The function of this procedure is to detect Abgndon
operafions, to perform security checks, to adjust input received from DUASs or LDAP clients so that it may be progessed
in the same way as input received from DSAs, to check the arguments of the request for valid syntax and semantcs, to
perfofm71oop detection, and to perform other miscellaneous checks. The flow of Request Validation is depicted in Figure 8.
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Figure 8 — Request Validation procedure

17.2 Procedureqarameters

17.2.1  Arguments

The |nput argument to Request Validation consists of the ChainingArguments value (except in the case of
chaihed&bandon request), if the request is received from a DSA, and the argument issued by the requester.

17.2. Results

The output result of Request Validation consists of the following possibilities.
a) If the security check fails, an error is returned to the requester.
b) Ifthe input is an abandon Or chainedAbandon operation, the output is the argument of the operation.

c) If the arguments of the request are invalid, then an error is returned to the requester. Depending on local
policy, the DSA may choose whether to return a serviceError Or a securityError.

d) Ifaloop is detected, a serviceError with problem loopDetected is returned to the requester.

e) If, based on resource problems or policy considerations, the DSA is unable or unwilling to perform the
operation, a serviceError (with problem busy, unavailable, Or unwillingToPerform) is returned
to the requester. If relevant, a serviceError with problem dataSourceUnavailable may be returned.
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In all other cases, the validated input, transformed by the addition of ChainingArguments if received
from a DUA or LDAP client or the update of ChainingArguments.traceInformation if received
from a DSA, is the output of the procedure and subsequently the input to the Name Resolution procedure.

Procedure definition

The security check described in clause 17.3.2 is performed. This may result in the return of an error and the termination
of the Operation Dispatcher.

If the input is an abandon 0Or chainedAbandon operation, only the steps in clause 17.3.1 are subsequently performed,
otherwise, the steps in clauses 17.3.3-17.3.5 are performed. Clause 17.3.5 describes the loop detection procedure which
may result in the return of an error and the termination of the Operation Dispatcher.

Next,
Operd

If the
are pe

17.3.]

The 4
proce

17.3.3

If the
a case

the checks i clause 17-376 are performed: They may Tesuttim the Teturm of am error and the termimnation
tion Dispatcher.

checks in clauses 17.3.2-17.3.6 do not result in the termination of the Operation Dispatcher, the steps in ¢clause
rformed and the procedure terminates with the transfer of its output to the Name Resolution procedure.

Abandon processing

rgument of an abandon Or chainedAbandon request is passed to the Abandon progedure, (see clause 20
5s the abandon request.

Security checks

argument to the operation is signed, the signature may be checked. Should the signature be invalid, or be abs
when it should be present, an error may be returned to the requester. Adternatively, a DSA may perform anyj

locallly defined action.

17.3.3

17.3.3
If the

a)
b)

c)

d)

e)
f)

9)

© ISO/IEC 2020 - All rights reserved

h)

Input preparation

.1 DUA request

operation is received from a DUA client, a ChainingArguments value is created as follows:

ChainingArguments.originator shallde set as described in clause 10.3.

ChainingArguments.operationPfogress Iis set to the value of
CommonArguments .operationBrogress.

ChainingArguments.traceInformation is Set to a sequence containing a single TraceItem
This value is constructed as follows. TraceItem.dsa is set to the name of the DSA executing R
Validation. TraceItem.targetObject shall be omitted. TraceItem.operationProgress isS
the incoming value.

If the service contrel of the operation specifies a time limit (the available elapsed time in secon
completion of-the’ operation), ChainingArguments. timeLimit iS set to the (UTC) time by whi
operation shali‘complete to meet the user's specified time limit.

f the

| 7.3.7

5), to

ent in
other

value.
bquest
set to

s for
th the

ChainingArguments.AuthenticationLevel and ChainingArguments.UniqueIdentifidr are

set according to the local security policy.

ChainingArguments.nameResolveOnMaster iS copied from
CommonArguments . nameResolveOnMaster.

ChainingArguments.exclusions, ChainingArguments.entryOnly and

2 ' £ - Type—ﬁe—eemed—ffem—ecmmmgmmions,

CommonArguments.entryOnly and CommonArguments.referenceType Iif they are present,

otherwise, they are omitted.

If the manageDSAIT option is set in the ServiceControls, then:

—  the nameResolutionPhase component of operationProgress shall be set t0 completed
—  the nextRDNToBeResolved component of the operationProgress shall be omitted;

— referenceType shall take the value self;

—  entryOnly shall take the value FALSE;

— nameResolveOnMaster Shall take the value FALSE; and

—  the chainingProhibited 0ption in ServiceControls shall be set;

Rec. ITU-T X.518 (10/2019)
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)

— the remaining optional elements of ChainingArguments are omitted, with default values
assumed where specified.

being

If the manageDSAIT option is not set in the serviceControls, then the remaining optional elements of

ChainingArguments are omitted, with default values being assumed where specified.

ChainingArguments.SecurityParameters.ProtectionRequest is used to indicate the level of

protection (no signing or signing) to be applied to the results.

17.3.3.2 LDAP request

A request received from an LDAP client is validated according to the procedure specified in IETF RFC 4511. If an error
is returned, the procedure is complete.

If the

suppdrted, then an LDAP result with resultCode set to unavailableCriticalExtension shall be returned-a
procefure is complete.

If the| request includes a Control value that is recognised and supported, this Control value shall the.proces

speci
If the

If the
asan
to the
on thg

If the

A Chj

ied.

request is evaluated entirely within the bound DSA, the procedure defined by IETF RFC 4511 shall be follov

LDAP client request is to be forwarded to or beyond an adjacent DSA, it iswrapped in an 1dapTransport r¢
argunpent together with some additional information as specified in clause-12,1.2 of ITU Rec. X.511 | ISO/IEC 94

is not
nd the

ed as

ved.

operation is received from an LDAP client and the next destination is an adjacent LDAP.server, then the DSA §cting

| DAP requester forwards the request according to IETF RFC 4511, except that the Message1d is changed accq
procedures for the LDAP server. If the request is an LDAP abandon request, the (procedure is complete. Othe
return of the reply, the reply is forwarded to the LDAP client with the originalMessageld.

rding
wise,

quest
94-3.

40

niningArguments value shall be created as follows:

a) The ChainingArguments.originator componentshall be set as described in clause 10.3.

b) The ChainingArguments.targetObject companent need not be present.

C) The ChainingArguments.operationProgress shall be absent or take the value notstarted|if the
bound DSA has not performed any name reselution. Otherwise, it shall take the value proceeding}

d) The chainingArguments.traceInformation iS Set to a sequence containing a single TracgItem
value. This value shall be constructethas follows. TraceItem.dsa is set to the name of the DSA exeguting
Request Validation. TraceItem targetObject shall be omitted. TraceItem.operationProgress
shall be set to notStarted.

e) ThecChainingArguments.aliasDereferenced shall be TRUE if an alias has been dereferenced \vithin
the bound DSA. Otherwise, it shall be absent or shall have the value FALSE.

f) The ChainingArduments.aliasedRDNs shall be absent.

g) The ChainingArguments.returnCrossRefs, ChainingArguments.referenceType and
ChainingArgtments.info components shall be set as described in clause 10.3.

h) The ChHainingArguments.timelimit component shall be present if the LDAP request inclydes a
timeLimit component different from zero. Otherwise, it shall be absent.

i) <The ChainingArguments.entryOnly component shall be absent.

) \V~The ChainingArguments.uniqueIdentifier component shall be absent.

k) ChainingArguments.AuthenticationLevel component shall be set as described in clause 10.8.

) The ChainingArguments.exclusions component shall be absent.

m) The ChainingArguments.excludeShadows component shall be set as described in clause 10.3.

n) The ChainingArguments.nameResolutionOnMasters component shall be set as described in
clause 10.3.

0) The ChainingArguments.operationIdentifier component shall be setas described in clause 10.3.

p) The ChainingArguments.searchRuleId component shall be absent.

g) The ChainingArguments.chainedRelaxation component shall be absent.

r) The ChainingArguments.relatedEntry component shall be absent.

S) The ChainingArguments.dspPaging component shall be absent.

Rec. ITU-T X.518 (10/2019)
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17.3.3.3 DSA request

If the operation is received from a DSA, ChainingArguments.traceInformation is updated by appending a value

at the

17.3.4

end of sequence TraceItem. This value is constructed as follows:
a) TraceItem.dsa issetto the name of the DSA executing Request Validation.

b) TraceItem.targetObject is set to the value of ChainingArguments.targetObject unless the
object (Or baseObject in the case of a Search operation) of the request argument is identical to
ChainingArguments.targetObject, in Which case TraceItem. targetObject shall be omitted

C) Traceltem.operationProgress is setto the value of
ChainingArguments.operationProgress.

Validity assertion

The d
clauss

exceeding the number of RDNs in the targetobject). If the request is detected to contain invalid.argument
operation is terminated and an error is returned to the user, depending on the kind of invalidity detected:

17.3.1

If an

identical, processing of the operation has returned to a previous state, i.e., a loop has beeirdetected. In this case,

17.3.6
Requg

determine, based on policy considerations, that the operation should not be performed. In these cases,

IfaD

17.3.]
In the

peration shall be checked for valid syntax and semantics of its arguments according to the rules contained

Loop detection

two TraceItem values Of ChainingArguments.traceInformation (as preparéd in clause 17.3.

a) ifthe reply is to be returned to a DUA (or DSA), a serviceError (with’problem loopDetected
be returned to the requester and the Operation Dispatcher terminates;

b) if the reply is to be returned to an LDAP client, an LDAP result with resultCode Set t0 loopDete
shall be returned to the requester and the Operation Dispatcher terminates.

Unable or unwilling to perform

st Validation may assess available resources and determing, that the operation cannot be performed. It ma

Or unwillingToPerform) may be returnéd to the requester and the Operation Dispatcher terminatg

b) If the reply is to be returned to anfl LDAP client, an LDAP result with resultCode Set to
unavailable Or unwillingToPérform shall be returned to the requester and the Operation Disp.
terminates.

a) Ifthereply is to be returned to a DUA (or DSA), send a serviceError With problem unavailabl
the optional notification component of the CommonResults value, if present, shall contain:

— adsaAProblem notification attribute with the value id-pr-dataSourceUnavailable; and
— adistinguishedName attribute having as value the distinguished name of the DSA.

b) If thereply is to be returned to an LDAP client, an LDAP result with resultCode set t0 unavail
shall;be returned to the requester.

Output processing

from

final phase of Request Validation the validated mput transformed by addition of ChaJ.nJ.ngArguments if reg

is returned and employed as input to the Name Resolutnon procedure

©
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n the

s defining each operation (e.g., it should be checked that the nextRDNToBeResolved does not proyide a nfimber
S, the

B) are

shall

cted

also

a) If the reply is to be returned to a DUA (or DSA), a serviceError (with problem busy, unavailhble,

S.

busy,
htcher

SA by local means can determine that the problem is related to the unavailability of local DIB resources, it shall
b, and

able

eived

alDSA,
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18

18.1

Name Resolution procedure

Introduction

This clause describes the Name Resolution procedure, its Arguments, Results, and its possible Error conditions. As shown
in Figure 6 (Operation Dispatcher), the Name Resolution procedure consists of two procedures:

—  Find DSE procedure;

—  Name Resolution Continuation Reference procedure.

The Find DSE procedure is described in three flow charts, namely Find DSE, Target Found, and Target Not Found. The
Find DSE procedure matches the target entry name to locally stored DSEs, component by component. If the target entry
is found locally, then Find DSE continues with the Target Found sub-procedure, which then calls the Check Suitability

proce’tjure to check the suitability of the found DSE for evaluation. If the target entry is not found locally, then Fin
continues with the Target Not Found sub-procedure prepares Continuation Reference(s) to be added-t

NRco

18.2

18.2.]
The p

N

18.2.1
Therg

The
NRco
Namsg

Thes
of thel

18.2.
The f

htinuationL.ist for the Name Resolution Continuation Reference procedure to dispatch it.

Find DSE procedure parameters

Arguments
rocedure uses the following arguments:
a) ChainingArguments.aliasDereferenced;
b) ChainingArguments.aliasedRDNs;
C) ChainingArguments.excludeShadows;

d) ChainingArguments.nameResolveOnMaster;

f) ChainingArguments.referenceType,

g) ChainingArguments.targetObject;

h) ChainingArguments.relatedEntry;

i) the operation type;

j)  the operation argument.

DTE — Where no actual values exist, default.or{implied values are used, as specified in clause 10.3.

Results
are two cases of a successful putcome from Find DSE (indicated by entry suitable or entry unsuitable):

first successful case returns (from the Target Not Found sub-procedure) Continuation Reference

Resolution phase.

bcond successful case returns (from the Target Found sub-procedure) a (reference to a) DSE, which is passed
Evaluation procedures.

Errors

i DSE
D the

€) ChainingArguments.operationProgress (nameResolutionPhase, nextRDNToBeResolved);

S) in

htinuationList which is-then passed on to the Name Resolution Continuation Reference procedure to continie the

0 one

pllowing errors may be returned to a DUA (or DSA):

unavailableCriticalExtension, requestedServiceNotAvailable,

b) nameError with problems: noSuchObject, aliasDereferencingProblem.

LDAP results with the following resultCode may be returned to an LDAP client:

42

a) noSuchObject;
b) unavailableCriticalExtension;

C) aliasDereferencingProblem.
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18.2.4  Global variables

The procedure uses the following global variables:
— NRcontinuationList list to store the Continuation Reference(s) needed to continue name resolution in the
Name Resolution Continuation Reference procedure.

18.2.5 Local and shared variables

The procedure uses the following local variables:
a) i Index used to identify the component of the target name being worked on.

b) m The length of the target object name to be used in name resolution. For operations that name resolve
to the parent entry, i.e., Add Entry, m is set to (the number of RDNs in the target object) — 1. For all other

npnrnfinnc mis-sat to-the number of RDNs inthe f:\rgnf nhjinr\f
FeHeRS—RH HORe-HH B o SHtHetaget 65 t

c) lastEntryFound Index, so that DSE(lastEntryFound) is the last matched DSE that is of type entzy’
d) lastCP Index, so that DSE(lastCP) is the last shadowed context prefix encountered.
e) candidateRefs A set of continuation references.

The shared variable admPoints (defined in Operation Dispatcher) is also used. For convenience, camponent i of the ftarget
object hame is denoted as N(i).

18.3 Procedures

NOTE — Some of the text in the flow charts is only relevant to specific operations. Thig’is-riot shown in the flow charts|but is
depcribed in the accompanying text.
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18.3.1 Find DSE procedure

See Figure 9.
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Figure 9 — Find DSE procedure
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The target object name is determined as follows:

a)

b)

c)

If the targetObject component is present in the ChainingArguments, the value of that compon
used.

ent is

If the relatedEntry, but not the targetObject, is present in the ChainingArguments, the

baseObject component of the JoinArgument identified by the relatedEntry is used.
NOTE 1 — This is only relevant for a protected search request.

If neither the relatedEntry nor the targetObject is present in the ChainingArguments, the
(baseObject) component of the operation argument is used.

This procedure attempts to resolve the target object name locally.

base

1) Initialize the local variables lastEntryFound and lastCP to 0; admPoints and candidateRefs to an empty set,
and nitialize 1 1o 0.

2) Compare i and m. If they are not equal, then continue at step 5).

3) Ifthey are equal, check if nameResolutionPhase iS completed. If N0t completed, continue at Target
Not Found sub-procedure.

If the nameResolutionPhase iS completed and the manageDSAIT critical extension is set, then feturn

with entry suitable.

4) If nameResolutionPhase iS completed, then check if any immediate subordinate of DSE(i) is a cpntext
prefix (of type cp).

— If one (or more) immediate subordinate DSE(S) is of type cp, thénsreturn with entry suitable.

NOTE 2 — This case is for List (1) and Search (I1) subrequests.

— If no immediate subordinates of DSE(i) are of typel.cp, then continue at Target Not Found
sub-procedure.

5) Try to find a match for the (i + 1)-th component of the\target object name with the name of a suborglinate
of the last matched DSE. In the case of i = 0, try to match one of the DSEs immediately subordinate fto the
root DSE. If no match can be found, continue at(arget Not Found sub-procedure. If a match is found,
increment i, and store the matched DSE as the i<th element in the vector of found DSEs.

6) Ifi equals nextRDNToBeResolved, then gfieck if the following two conditions are both met:

— the ChainingArgument.nameResolveOnMaster iS TRUE,;

—  DSE(i) is not a master entry.

If both conditions are met, thehreturn serviceError with problem unableToProceed.

NOTE 3 — This indicates the Use of nameResolveOnMaster to avoid multiple paths to the same target object.

7) Check all the DSE type-bits of DSE(i). For each type bit, some processing is potentially required. The
action to take for each-type found is given below:

— If both the'ep and shadow bits are set, then remember the index i in lastCP.

—  Ifthe.admPoint bit is set, check the administrativeRole operational attribute. If this is the start
of an,autonomous administrative area, then empty the admPoints list. If this is the start of one orf more
specific administrative areas, then check the admPoints list and remove any existing points that are
no longer relevant (i.e., their roles have been superseded by the new administrative point).|Store
DSE (i) in the list.

=~ If one of the subr, xr, immSupr, Or ditBridge bits is set, then generate a continuation refgrence
using the spec:Lf:LcKnowledge attribute Wlth operatlonProgress nameResolutionPhake Set
t6 PJ.UL.- R ='set as

appropriate. Add the continuation reference to the list of continuation references in candrdateRefs

—  Ifthe entry bit is set, then test for i equal to m (and therefore the target object name being completely

matched). If i does not equal m, then remember the found entry by setting lastEntryFound to i and
continue processing the type bits of DSE(i). If i and m are equal, continue at step 8).

If the subentry bit is set, then test for i equal to m (and therefore the target object name being
completely matched). If they are equal, then continue at Target Found procedure; if they are not equal,
then return a nameError with problem nosuchobject.

If the alias bit is set, test if dontDereferenceAliases is Set.
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If dontDereferenceAliases IS not set, the alias can be dereferenced. Therefore, set
chainingArguments.aliasDereferenced t0 TRUE, nameResolutionPhase t0 notStarted,
the name of the target object to the aliasedEntryName as supplied in the alias entry concatenated
with the remaining unmatched components of the previous target object name (i.e., concatenate with
the (i + 1)-th to m-th component of the previous target object name). DSAs do not set aliasedRDNs
(whereas DSAs based on Rec. CCITT X.518 (1988) | ISO/IEC 9594-4:1990 set aliasedRDNs to the
number of RDNs in aliasedEntryName). Start Name Resolution again by continuing at step 1).

If dontDereferenceAliases is Set, then the alias cannot be dereferenced. Check if the target object
name has been processed completely by comparing i and m for equality. If they are equal (and the
name therefore fully matched), then continue at Target Found sub-procedure. If they are not equal
(and the name therefore not fully matched), then return nameError with problem
aliasDereferencingProblem.

8)
9)

10)

For all other possible DSE types, no action is needed. Internally mark that DSE type as processdd and
continue processing the still unprocessed DSE type bits of the DSE(i).

If all type bits of DSE(i) are processed, then continue at step 2).

Check if nameResolutionPhase iS completed. If it is not, then continue at Target Found sub-procgdure.

If the nameResolutionPhase is already completed and the manageDSAIT criticalextension is se
return with entry suitable.

Otherwise, check if any of the DSEs immediately subordinate to DSE(i) is\aContext Prefix (and the
of type cp). If there is (one or more), return entry suitable. If none of the immediate subordinate ent

, then

refore
ries is

of type Context Prefix, then return a serviceError with problem in¥alidReference.

NOTE 6 — This case is for List (11) and Search (11) subrequests.

Rec. ITU-T X.518 (10/2019)
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18.3.2  Target Not Found sub-procedure

See Figure 10.
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Figure 10 — Target Not Found sub-procedure
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This sub-procedure is called when the target object name is not found in the local DSA. This sub-procedure determines
the best type of knowledge reference to use to continue name resolution, unless an error is detected in which case the
error is returned.

1

2)

When continuing from Find DSE procedure, distinguish between the three possible phases of the Name
Resolution phase.

—  If nameResolutionPhase is notStarted, continue at step 2).
—  If nameResolutionPhase is proceeding, continue at step 8).
—  If nameResolutionPhase is completed, continue at step 12).

If an entry was found (lastEntryFound not equal to 0), set nameResolutionPhase t0 proceeding and
continue at step 9).

and

—tf — oy i . . I .
If it is a First Level DSA, then the root DSE does not contain a Superior Reference and therefofé is'hot of
type supr. In this case, continue at step 4).

If the DSA is not a First Level DSA, then the root DSE contains a Superior Reference and<thereforg is of
type supr. In this case, generate a Continuation Reference using the superior knowledge as found |in the
root DSE. Set:

—  targetObject to the name of the target object;

—  operationProgress.nameResolutionPhase to notStarted;

—  referenceType to superior; and

— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation”References in candidateRefs. Contiue at
step 6).

4) Check if the operation was directed to the root entry (m.='0?). If it was, continue at step 5). If it wgs not,

generate a Continuation Reference using any NSSR &knowledge found in the root DSE. Set:

—  targetObject to the name of the target object;

—  operationProgress.nameResolutionPhase\to proceeding;

— operationProgress.nextRDNToBeReésglved to 1;

—  referenceType to nonSpecificSulordinate; and

—  accessPoints as appropriate,

Add the Continuation Reference to the list of Continuation References in candidateRefs. Contiue at
step 6).

5) AtaFirst Level DSAanly List or Search operations may be performed with the root entry as base dbject.
Therefore, if the coperation was not a List or Search operation, return nameError Wwith prt{blem
noSuchObject|fit was a List or Search operation, set nameResolutionPhase {0 complete
return with entrysuitable.

6) Check jif-there are any Continuation References in candidateRefs. If candidateRefs is empty and
partialNameResolution iS FALSE, return nameError With problem noSuchobject. If candidajeRefs
is_ émpty and partialNameResolution iS TRUE, then in the result set partialName t0 [FRUE,
nameResolutionPhase 10 completed, and return with entry suitable. Otherwise, continue at step] 7).

7)~Use a local selection function to choose a Continuation Reference from the list of Continuation Refefences
in candidateRefs, add it to the list of Continuation References in NRcontinuationList and return with|entry
unsuitahle

8) If the DSA was unable to proceed with Name Resolution (in which case lastEntryFound is less than
nextRDNToBeResolved), continue at step 11). Otherwise, continue with next step.

9) If DSE(i) is a shadow DSE with incomplete subordinate knowledge (subordinateCompletenessFlag

is FALSE), then generate a Continuation Reference from the supplierKnowledge attribute found in
DSE(lastCP). Set:

— targetObject to the name of the target object;
— operationProgress.nameResolutionPhase t0 proceeding;
— operationProgress.nextRDNToBeResolved t0 lastEntryFound,;

— referenceType t0 supplier; and
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— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in NRcontinuationList, and return

with entry unsuitable.

If the last entry found contains an NSSR (DSE(lastEntryFound) is of type nssr), then generate a

Continuation Reference from the NSSR knowledge found in DSE(lastEntryFound). Set:
—  targetObject to the name of the target object;

- operationProgress.nameResolutionPhase {0 proceeding;

— operationProgress.nextRDNToBeResolved t0 lastEntryFound+1;

— referenceType t0 nonSpecificSubordinate; and

— accessPoints as appropriatp

18.3.3

This 9
if the

as

11)

12)
13)

1
2)

3)

4)

Target Found sub-procedure

ub-procedure is entered when the target object name matches with anentry DSE locally. This sub-procedure g
found entry is suitable for processing the request locally (it is shown in Figure 11):

DTE — If the 2ocalscope service control is set, however, the DSA could, based on local policies, decide to consider thi
suitablesand'proceed as in step 2).

Add the Continuation Reference to the list of Continuation References in candidateRefs. Contirlue at

step 7).
If DSE(lastEntryFound) is not of type nssr, then continue at step 6).

If chainingArguments.referenceType iS Of type nssr, then continue at step13), otherw
step 12).

Return serviceError with problem invalidReference.

Ifi+1isequal to nextRDNToBeResolved, then the request was routed here'dle to an NSSR and the

se at

DSA

is unable to proceed with name resolution; in this case, return_serviceError with prpblem

unableToProceed; Otherwise, continue at step 12).

Call the Check Suitability procedure.

If the entry is suitable (entry suitable), then do thefollowing:
—  set nameResolutionPhase 10 completed;

—  return entry suitable.

If the entry is not suitable (entry.unsuitable), then generate a Continuation Reference usin
supplierKnowledge attribute found in DSE(lastCP). Set:

—  targetObject to the name of the target object;

— operationProgress.nameResolutionPhase t0 proceeding;
— operationProgress.nextRDNToBeResolved t0 m;

— referencéType t0 supplier; and

— accessPdints as appropriate.

Add theContinuation Reference to the list of Continuation References in NRcontinuationList. Return
unsuitable.

If a critical extension is not supported (unsupported critical extension), then return serviceErros
problem unavailableCriticalExtension.

hecks

g the

entry
entry

with
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Continue
from
Find DSE

Call Check Suitability entry nameResolutionPhase = Return
procedure suitable completed cntry suitable

18.3.4

entry
unsuitable
y
nameResolutionPhase — Make a continuation reference
roceeding. and using the supplierKnowledge Return
Eex [RDN]%(’)BeReqolve i |  attribute found in DSE(lastCP); entry unsuigdble
; and add it to NRcontinuation List
X.518_F11

Figure 11 — Target Found sub-procedure

Check Suitability procedure

This grocedure is called to decide whether a found DSE is suitable for performing the'requested operation (see Figure 12).

It tak|
opera

bs into account the ChainingArguments, the ServiceControls, the‘arguments as supplied by the usdr, the
fion type and the characteristics of the DSE (shadow, subordinate knowledge, attributes present, etc.).
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Figure 12 — Check Suitability procedure

rocedure parameters
rgument to this procedure is:
a reference to a DSE;
the operation type for which the suitability of the DSE is to be checked;
the ChainingArguments;
the DAP operation argument; and
the request components, if an LDAP request.
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18.3.4.2 Procedure definition

The output is either entry suitable, entry unsuitable, or unsupported critical extension.

19

This g
Nameq

52

1) Ifthe DSE is not of type shadow, then check if all criticalExtensions are supported. If they are, then
return entry suitable, else return unsupported critical extension.

2) The DSE is of type shadow. Return entry unsuitable, if any of the following is true:

—  The requested operation type is a modification operation.
—  The service control dontUseCopy iS set.
Otherwise, continue with the next step.

3) If the service control copyShallDo is set, then check if all criticalExtensions are supported. If they
are, then return nnfry cllifnhln, else return ||n:||rr_\pnrtnr‘| critical extension

4) If the service control copysShallbDo is not set, then check if all criticalExtensions are supporfed. If
they are, then go to step 5) else return entry unsuitable.

5) Distinguish between operation types:

If List operation, continue at step 6).
If Read operation, continue at step 7).
If Search or Compare operation, continue at step 8).

6) If the entry has full subordinate knowledge, the List operation can be perfarmed. In this case, return|entry
suitable, otherwise, return entry unsuitable.

7) If all the requested attributes are present in the DSE, then returi_entry suitable. If some attributgs are
missing, then determine by local means whether the shadow copy holds all the attributes held by the master
(e.g., by reference to the shadowing agreement). If they arenthe entry is suitable (return entry suitable).
Otherwise, the supplier may hold the requested attributes{yhich are not present at the shadow; in thiq case,
the request has to be chained (return entry unsuitable).

8) Ifitisa DAP search request with searchAliases'set to TRUE or it is an LDAP SearchRequest With
derefInSearching Or derefAlways Sefv"and the DSE is of type alias thgn if
chainingArguments.excludeShadows iS\ FALSE return entry suitable, if it is TRUE return|entry
unsuitable.

9) If the DSA supports the matching rule for comparing or searching as requested and the operatjon is
compare Of search operation with subset 0f baseObject, then continue at step 7). If the DSA supports
the matching rule and the operation is search with subset oneLevel Or subtree, then continue gt step
10). Otherwise, return entry Gnsuitable.

10) If chainingArguments, excludeShadows iS TRUE, then return entry unsuitable. Otherwise, che¢k the

Operatiofrevaluation

local understanding ofthe shadowed information specification against the operation filter and selectfon. If
all necessary entrigsand attributes are present, then return entry suitable. If any entry or attribute is missing,
then return entpy-unsuitable.

lause defines\the procedure that a DSA shall follow if the target entry of an operation has been found locally (quring
Resolution). According to the type of operation, one of the following procedures is invoked:

For an addEntry, chainedAddEntry, removeEntry, chainedRemoveEntry, modifyEhtry,
chainedModifyEntry, modifyDN, chainedModifyDN, changePassword, chainedChangePasgword,

administerPassword Of chainedAdministerPassword operation, the procedures in clause 19.1
shall be followed.

For a read, chainedRead, compare Of chainedCompare Operation, the procedures in clause 19.2 shall
be followed.

For a search, chainedSearch, 1list Of chainedList operation, the procedures in clause 19.3 shall be
followed.
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19.1 Modification procedures

According to the type of modification operation, the corresponding procedures defined in clauses 19.1.1 to 19.1.4 shall
be followed for DAP requests. Clause 19.1.5 specifies special procedures for how DAP modify operations affect NSSRs.
An LDAP request embedded in an 1dapTransport request shall be handled as specified in clause 19.1.6.

19.1.1  Add Entry operation

1)

2)

The DSA shall check that the initiator has sufficient access rights, e.g., as defined, in clause 11.1.5 of

Rec. ITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

The DSA shall assure that an entry with the name of the entry to be added does not already exist. Otherwise,
it shall return an updateError with problem entryAlreadyExists. If the superior DSE is of additional
type nssr, the DSA shall follow the procedure defined in clause 19.1.5 (Modify Operations and NSSRs)

3)

4)

5)

6)

7)

toensure that the Trame of the Tew entry 1S unmambiguous.

If targetSystem component of the AddEntryArgumentData Vvalue is present, and the AccessBoint
is not that of the current DSA, go to step 4). If targetSystem component of a DAP request(s not present,
or it is present and the AccessPoint is that of the current DSA, go to step 5).

If the entry is a subentry, the DSA shall return updateError with problem affectsMultipleD
the entry is not a subentry, the DSA has a local choice as to whether or not it wishesto establish anlHOB
with the specified DSA. If it does not, the DSA shall return seryiceError with propblem
unwillingToPerform; otherwise, the DSA shall establish a hierarchical ogerational binding (HOB) with
the specified subordinate DSA. If the DOP is supported, the procedure in-clause 24.3.1.1 shall be follpwed.
Otherwise, local means are used to establish the HOB. If the subordinate-BSA is unwilling to establigh the
operational binding, a serviceError with problem unwillingToPerform is returned fgr the
addEntry operation. If the HOB is successfully established, continue at step 7).

NOTE 1 — This step of the procedure does not apply to thescreation of autonomous administrative aregs in a
subordinate DSA.

The DSA shall ensure that the new entry conforms to the'sub-schema, or that the new subentry or

admPoint). If not, it shall return an appropriate.updateError Or attributeError, else it shall a
new DSE. If entry, continue at step 7). If subentry, continue at step 6). Otherwise, appropriate knowledge
management procedures for the other types-0f DSE are executed. See Section 6.

The DSA shall forward, at an appropriate time, a modify operational binding to all relevant suborglinate
DSAs with which it has hierarchical’or non-specific hierarchical operational bindings. The relevant
bindings are those which are associated with naming contexts that are subordinate to the superior|DSE.
Naming contexts whose context.prefixes correspond to autonomous administrative points are not relgvant.
If the DOP is supported, the procedures in clauses 24.3.2.1 and 25.3.2 shall be followed. If the DOPis not
supported, local means.shall be used to modify the RHOBs.
NOTE 2 — An appraopriate time is specified by the DSA administrator, and might range from immediately after (or
even before) the @pération result is returned to a periodic strategy (e.g., at an appointed hour). The time may vary
depending upon) the reason for the modification, e.g., updates to ACI taking immediate effect and charjges to
schema being)done periodically.

If the added-entry or subentry is within the UnitofReplication of one or more shadowing agreements,
then the-shadow consumers shall be updated using the procedures of the Directory information sHadow
serviee specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.
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Figure 13 — DAP Add Entry procedure

Remove Entry operation

Schedule modification L
of RHOBs with
subordinate DSAs Return
X518 |F13

1) The DSA shall check that the initiator has sufficient access rights, e.g., as defined, in clause 11.p.5 of

RecXITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

2)_<The DSA shall ensure that the entry to be removed is a leaf entry. Otherwise, the DSA shall retyrn an

updateError With problem notAllowedOnNonLeaf.

ihue at

step 6). If entry Or alias, continue at step 4). Otherwise, appropriate knowledge management procedures
for the other types of DSE are executed. See Section 6.

4) Remove the entry or alias entry and continue at step 7).

5) Remove the subentry. At an appropriate time, modify the operational bindings of all relevant subordinate
DSAs with which the current DSA has hierarchical or non-specific hierarchical operational bindings. The
relevant bindings are those which are associated with naming contexts subordinate to the superior DSE.

Naming contexts whose context prefixes correspond to autonomous administrative points are not relevant.
If the DOP is supported, the procedures in clauses 24.3.2.1 and 25.3.2 shall be followed. Otherwise, local
means shall be used. Continue at step 7).
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Remove the haming context. If the DSA has a hierarchical operational binding for this naming context, it
shall terminate the hierarchical operational binding with its immediately superior DSA. If the DSA has a
non-specific hierarchical operational binding for this naming context, and this is the last naming context
of the non-specific hierarchical operational binding, then it shall terminate the non-specific hierarchical
operational binding with its immediately superior DSA. If the DOP is supported, the procedures in
clauses 24.3.3.2 and 25.3.3.2 shall be followed. Otherwise, local means are used to terminate the RHOB.

If the removed naming context, entry, alias entry or subentry was within the UnitOfReplication of one
or more shadowing agreements, then the shadow consumers shall be updated using the procedures of the
Directory information shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

If the removed subordinate or non-specific subordinate reference in the immediately superior DSA (whose
RHOB was terminated), was within the UnitofReplication 0f one or more shadowing agreements,

then the shadow consumers shall be updated using the procedures of the Directory information shadow
service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.
Fails o Return
Check ACT > Error Return
K
Note
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Is targ;ct e leaf No ;K UpdateError will need to
entry: k notAHowedOnNonLeaf be updated
Y
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entry or
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N Terminatc HOB o X.518 F14
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Figure 14 — DAP Remove Entry procedure

19.1.3  Modify Entry, Change Password and Administer Password operations

1

2)

The DSA shall check that the initiator has access rights, e.g., as defined, in clause 11.3.5 of
Rec. ITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

The modifications to the entry or alias shall conform to the sub-schema. The modification to a DSE of
other types, including subentry, shall conform to the system schema. Otherwise, the DSA shall return an
appropriate updateError Of attributeError. After performing the modifications, if the target DSE is
of type subentry, continue at step 3); if the target DSE is of type entry Or alias, continue at step 4);
otherwise, appropriate knowledge management procedures for the other types of DSE are executed.
See Section 6.
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3)

4)

The DSA shall, at an appropriate time, modify the operational bindings with all relevant subordinate DSAs
with which it has hierarchical or non-specific hierarchical operational bindings. The relevant bindings are
those which are associated with naming contexts that are subordinate to the administrative point that the
modified subentry is located below. Naming contexts whose context prefixes correspond to autonomous
administrative points are not relevant. If the DOP is supported, the procedure in clauses 24.3.2.1 and 25.3.2
shall be followed. Otherwise, local means are used.

If the modified entry, alias entry or subentry was within the UnitOfReplication Of one or more
shadowing agreements, then the shadow consumers shall be updated using the procedures of the Directory
information shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

I Enter I

19.1.4

Modify DN operation

1)

2)

8)

l Return l
Return
Error

Note
/alias ) shadow(s)
Type of DSE to entry Check . ’
be modified? Sub-schema Updatc entry will need to
be updated
Othert DSE
Check Return UpdateError
System-schema or AttributeError
Schedule modification
DSE of RHOBs with 4
subordinate DSAs
Other
DSE type
Take appropriate
action for DSE type
X.518_F15

Figure 15 — DAP Modify Entry procedure

The DSA\shall check that the initiator has sufficient access rights, e.g., as defined in clause 11.4.5 of
Rec. {TU<T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

I#the operation is either to move an entry or to both move an entry and change its Relative Distingyished
Name, go to step 3). If the operation is to only change the Relative Distinguished Name of an entry|go to
Step 4).

The operation shall be performed according to the definition in clause 11.4.1 of Rec. ITU-T X]511 |

56

4)

TSO/TECT 9594-3-1F either the old SUperior, the New SUPETIOT, the entry or any of 1ts subordinates are not in
this DSA, or if the new superior has NSSRs, then the operation shall be rejected with updateError with
problem affectsMultipleDSAs. The DSA shall ensure that no other entry with the new name already
exists. Otherwise, it shall return an updateError with problem entryAlreadyExists. The DSA shall
ensure that the new name of the entry conforms to the subschema. Otherwise, it shall return an appropriate
attributeError Or updateError. If none of these problems arise, then move the entry (changing the
RDN if required) and go to step 9).

The following text is applicable to changing the relative distinguished name of an entry, which may or
may not be a leaf entry, and which may or may not have one or more subordinates in one or more DSAs.
The DSE type of the entry to be renamed is checked. If subentry, continue at step 7). If cp, continue at
step 6). If entry Or alias, continue at step 5).
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5) The DSA shall ensure that no other entry with the new name already exists. Otherwise, it shall return an
updateError With problem entryAlreadyExists. If the superior DSE of the entry to be renamed is of
additional type nssr, the DSA shall follow the procedure defined in clause 19.1.5 (Modify Operations and
NSSRs) to ensure that the new name of the entry is unambiguous. The DSA shall ensure that the new name
of the entry conforms to the subschema. Otherwise, it shall return an appropriate attributeError Or
updateError. Rename the entry or alias entry. If the entry is a non-leaf entry and has subordinates in
other DSAs, continue at step 8), otherwise, continue at step 9).

6) The DSA shall ensure that the new name of the naming context conforms to the subschema; otherwise, it
shall return an appropriate attributeError Or updateError.

If the DSA has an HOB with the superior DSA, then the subordinate DSA shall attempt to modify the HOB
before responding to the Modify DN operation. The superior DSA shall ensure that no other entry with the
new. _name. alrpady exists _hefare armlnting the modification If the DOP is cnlnlnnrtpd, the Inmr*pri Ire in
clauses 24.3.2.2 shall be followed. If the DOP is not supported, it is a local matter how the HOB is mofified
and the new name is checked for uniqueness. If the HOB is successfully modified, and the naming cpntext
has subordinate naming contexts in other DSAs, go to step 8); otherwise, go to step 9). If the HOB dannot
be modified, return updateError with problem affectsMultipleDSAs.

If the DSA has an NHOB for this naming context with the superior DSA, then how duplicate entrigs are
detected is outside the scope of this Directory Specification. Rename the entry. Ifithe naming contekt has
subordinate naming contexts in other DSAS, go to step 8); otherwise, go to step 9)-

7) The DSA shall ensure that the new name of the subentry conforms to the system schema. Otherwfise, it
shall return an appropriate attributeError Or updateError. The DSA shall ensure that no|other
subentry with the new name already exists. Otherwise, it shall retirn an updateError with problem
entryAlreadyExists.

8) The DSA shall, at an appropriate time, modify the operationalindings of all relevant subordinate DSAs
with which it has hierarchical or non-specific hierarchical-@perational bindings. The relevant bindinps are
those which are associated with all naming contexts that ‘are subordinate to the entry being renamgd, or
relevant naming contexts that are subordinate to the.administrative point whose subentry was rengmed.
Naming contexts whose context prefixes correspond to autonomous administrative points are not relgvant.
If the DOP is supported, the procedures in clauses24.3.2.1 and 25.3.2 shall be followed. Otherwise] local
means shall be used to update the RHOBS.

9) If the renamed naming context, entry or\any of its subordinates, alias entry or subentry is with|n the
UnitOfReplication Of one or mere shadowing agreements held by the DSA, then the sHadow
consumers shall be updated using.the'procedures of the Directory information shadow service specified in
Rec. ITU-T X.525 | ISO/IEC 9594-9.

If the entry, alias entry or subentry was within the UnitOfReplication Of one or more shadpwing
agreements held by the DSA, and the superior of the renamed entry, alias entry or subentry is not Within
this UnitOfReplication, the shadow consumers shall be updated using the procedures of the Dirg¢ctory
shadow service spécified in Rec. ITU-T X.525 | ISO/IEC 9594-9; in this case the shadowed entry gnd all
its subordinatesshall be removed.

If the entry,alias entry or subentry was not within the UnitOfReplication of one or more shadpwing
agreementS/held by the DSA, and the renamed entry, alias entry or subentry is now within this
UnitOfRéplication, the shadow consumers shall be updated using the procedures of the Dirgctory
shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9; in this case the shadowed entry gnd all
its.subordinates shall be shadowed.

If the renamed subordinate reference in the immediately superior DSA [whose HOB was modifled in
step 6) above] is within the UnitOofReplication Of one or more of its shadowing agreements, then the

chadaw cancimare chall ha pindatad picina tha nranndiirac AF tha Nirantary snfarmatian chadnwyg o rvice
T OV CUTTOUTTICT I JritrT T Ur.l\.dul.\-\.d U\Jllly e IJIUU\A\JUI\A\J T Cic IJIIbULUIy TiTorTmaaroTT JrmAaovy—Jold

specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

If components of an RHOB with a subordinate DSA [as modified in step 8) above] are within the
UnitOfReplication Of one or more shadowing agreements held by the subordinate DSA, then the
shadow consumers shall be updated using the procedures of the Directory information shadow service
specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.
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Figure 16 — DAP Modify DN procedure

19.1.5  Modify operations and non-specific subordinate references

If a DSA has NSSRs and does not know the complete set of names of the subordinates of an entry, to which either:

58

a) an addEntry operation has been directed, or
b) amodifyDN operation has been directed;
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then the DSA may perform the following set of procedures prior to performing the operation.

1) If the chainingProhibited service control option is set on the addEntry Or modifyDN operation,
return updateError with problem affectsMultipleDSAs.

2) If the DSA is unwilling or unable to multi-chain outgoing requests, return serviceError with problem
unwillingToPerform O unavailable, respectively.

3) The DSA shall multi-chain a chainedReadEntry operation to each master DSA in the set of
accessPointInformation Of the NSSR. (The DSA shall only use the master DSA from each
MasterAndShadowAccessPoints due to transient inconsistency caused by shadowing.)

a) The components of the ReadArgument shall be set as follows:

—  object component: to either the name of the entry to be added (in the case of addEntry), or to
theproposedmame of amrexistingentry timthe case of moa 1 £yDN);

— selection component: to the object class attribute.
b) The parameters of CommonArguments shall be set as follows:

— setthe dontDereferenceAliases Service control option;

— set OperationProgress.nameResolutionPhase {0 completed.
c) The parameters of ChainingArguments shall be set as follows:

—  set originator to the name of the requester;

—  targetObject is omitted;

—  SetOperationProgress.nameResolutionPhase t0‘proceeding and
nextRDNToBeResolved to (number of RDNs in the object name) — 1;

—  set traceInformation t0 an empty sequence;

—  set referenceType {0 nonSpecificSubordinate;

—  timeLimit, as appropriate according to the incoming request.
d) Other parameters, e.g., SecurityParameters, may be set as appropriate, e.g., by local policy.

4) The DSA waits for the complete set of responses. If any of the response is a ReadResult, then an error
shall be returned as in 6) below.
5) Ifall responses are serviceError With problem unableToProceed, operation evaluation may prgceed.
6) If a ReadResult is returned, anfupdateError With problem entryAlreadyExists shall be refurned
for the original operation.

7) If any other error iswreturned to the readEntry request, a serviceError with problem
unwillingToPerformShall be returned.

The DSA receiving the chainedRead request shall give a response according to the presence or not of the entry, gnd its
acces control policy.

19.1.¢ LDAP Modify operations

This procedure shall<bé executed when an 1dapTransport request holding an LDAP update request has reachg¢d the
evalugtion phase.

NOTE — AnEDAP modify operation handled by the bound DSA is specified fully by the LDAP specifications and therefore qutside
th¢ scope'0f this Directory Specification,

An LUDAP request carried hy an ldapTransport request is llnparkpd and Inm(‘mccpr‘l ar‘rnrding ta the IDAP
specifications. However, there are some additional considerations depending on the setting of the CommomArguments
value and the ChainingArguments value.

a) |If the target component of the SecurityParameters (see clause 7.10 of Rec. ITU-T X.511 |
ISO/IEC 9594-3) in the request is set to signed and a result is to be returned, the result may be signed.
Otherwise, the result shall not be signed.

b) The DSA shall ensure that the requester has sufficient access according to the type of operation. If not,
return an LDAP response with resultCode equal t0 insufficientAccessRights.
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19.2

Single entry interrogation procedure

The operations read, chainedRead, compare, and chainedCompare fall into the group of single entry interrogation
procedures. These procedures contain only the following three steps:

1) Check access control, as described in clause 9 of Rec. ITU-T X.511 | ISO/IEC 9594-3. If the operation is

19.3

Accordi f i . . 13 ) i | i

clausg

19.3.]
This

The List (1) procedure shall be followed when the List request's operationProgress.nameResolutionE
comppnent is set t0 notStarted Or proceeding and when the DSA, after performing Name-Resolution, finds

holds

comppnent is set t0 completed.

19.3.]
19.3.]

The arguments that are used by this procedure are:

19.3.]
If thid

19.3.]

19.3.]
The U
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disallowed, return the appropriate security error.
2) Perform the operation on the found DSE as described in clause 9 of Rec. ITU-T X.511 | ISO/IEC 95
3) Prepare the reply, and return.

Multiple entry interrogation procedure

s 19.3.1 and 19.3.2 shall be followed.

List procedures

lause specifies the evaluation procedure specific to 1ist and chainedList operations.

the base object. The List (1) procedure shall be followed when the List request's-nameResolutionE

.1 Procedure parameters

1.1 Arguments

—  the ListArgument;
—  the target DSE ¢;

— operationProgress Of the chainingArgument.

1.2 Results
procedure is successfully executed, it returns;
— aset of subordinates of e in 1istInfo.subordinates;
— limitProblem indicated in(partialOutcomeQualifier;

— aset of continuation references in SRcontinuationList.
.2 Procedure definition

.2.1 List (I) procedure

ist (1) procedure copsists of the following steps as depicted in Figure 17:
1) If theService control subentry is set, then go to step 5); otherwise, go to step 2).

2) IfDSE e is of type nssr, then add a Continuation Reference to SRcontinuationList with the foll
components:

—  targetObject shall be set to the DSE e;

94-3.

ed in

hase
hat it

hase

bwing

L~ aliasedRDNs-absent;

— operationProgress With nameResolutionPhase Set t0 completed and
nextRDNtoBeResolved absent;

— rdnsResolved absent;

— referenceType Set {0 nonSpecificSubordinate;

— accessPoints Set t0 a set of accessPointInformation each derived from a value of the

nonSpecificKnowledge attribute of DSE e.
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3) For each DSE e' immediately subordinate to DSE e execute the following steps:

a) Check the ACl in e if available. If the ACI disallows listing the RDN of e, then skip this DSE. If the
ACI is not available (for example in the case of subordinate references and glue), then it is a local
policy whether to proceed.

b) Check all the DSE types of e'.

i) Ife"is of type subr, then there are two cases. In the first case, the subordinate entry's ACI and
object class is available locally, in which case, based on local policy and the ACI's permission,
add the RDN of e’ t0 1istInfo.subordinates With aliasEntry Set to TRUE if e’ is of type
sa, and fromEntry Set FALSE. The other case is when the ACI of the entry is not available in
e', in which case add a Continuation Reference to SRcontinuationList with the following
components:

— targetObject to the distinguished name of the DSE e;

— aliasedRDNs absent;

— operationProgress With nameResolutionPhase Set t0 completed| and
nextRDNtoBeResolved absent;

— rdnsResolved absent;

— referenceType Set 10 subordinate,

— accessPoints set to the value contained in the specificknowledge attribute of DEE e'.

ii) If the DSE €' is of type entry or glue, then add the RDN, of.e’t0 1istInfo.subordinates
with aliasEntry Set to FALSE and fromEntry Set according to whether e' is a copy.

NOTE - In the case that e’ is glue, it must have one or mote)subordinates which implies it cannof be an
alias in the master DSA. Also, any ACI relevant to the l<ist operation is stored in this DSE, suppl{ed via
the shadowing protocol.

iii) If the DSE e' is of type alias, then add the\RDN of e' t0 1istInfo.subordinateg With
aliasEntry Set to TRUE, and fromEntry-Set according to whether e' is a copy.

c) Check if time, size or administrative limit(is”exceeded. If so, set 1imitProblem accordingly in
partialOutcomeQualifier and retuth.

d) Continue from step 3) a) until all subgrdinate DSEs have been processed.

4) If all subordinate DSEs have been pracessed, return to the Operation Dispatcher.
5) For each subentry e' immediately-Subordinate to DSE e, execute the following steps:

a) Check the ACI ine'. If the*ACI disallows listing the RDN of e, then skip this DSE. Otherwisg, add
the RDN of e' t0 1istInfo.subordinates With aliasEntry Set t0 FALSE and fromEntfy Set
according to whether'e' is a copy.

b) Check if timé, size or administrative limit is exceeded. If so, set 1imitProblem accordingly in
partialQutcomeQualifier and return.

6) Return to thie Operation Dispatcher.

© ISO/IEC 2020 - All rights reserved
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Figure 17 — List (I) procedure
19.3.1.2.2 List (I1)rocedure

The Uist (11) pracedure consists of the following steps as depicted in Figure 18:
1)~.~For each DSE e' immediately subordinate to DSE e, execute steps 1 a) to 1 d):
a) Ife"isnotan entry or alias, continue with the next immediate subordinate.

D) CLheck ACT In e". IT the operation IS disaliowed DYy the ACI, continue WIth the next rmm

subordinate of e.

c) Add the RDN of DSE e' to listInfo.subordinates, With the aliasEntry component of
listInfo.subordinates according to whether e' is an alias, and the fromEntry component set
depending on whether e’ is a copy or not. Ignore those DSEs of type shadow Or writableCopy, if

excludeShadows iS TRUE.

d) Check if time, size or administrative limit is exceeded. If so, set the limitProblem Of

partialOutcomeQualifier accordingly and return.
e) Continue from step 1) a) until all subordinate DSEs have been processed.
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2) If all subordinate DSEs have been processed, check if this subrequest came from a DAP or DSP. In case
this subrequest is submitted via a DAP, and the ListResult is empty, then return a serviceError with
problem invalidReference t0 the Operation Dispatcher. Otherwise, the ListResult is returned.

NOTE — invalidReference is USed as a security precaution in case the user does not have access

to the

superior entry. If the superior's entry ACI is available (provided by the RHOB), then a null result may be

returned if allowed.

TistResult
Enter

19.3.7
This
Sear

The

oper

Return
ServiceError
invalid reference

Process each DSE e' immediately subordinate to DSE e

All es
N processed
exte'
set limitProblem of
partialOutcomeQualifier
Check Fails
ACIT

Time,
size, administrative
limit exceeded?

Yes

X.518_
OK

Add RDN of e' to listinfo. Set aliasEntry
and fromEntry according to DSE type

Figure 18 — List (I1) procedure

Search procedures

lause specifies the evaluation procedures specific to chainedLdapTransport requests with an embedded L
FhRequest, search requests;and chainedSearch requests.

Search-rule-check  (W.~-procedure, when relevant, shall be followed when the search req
btionProgress.naméResolutionPhase COMponent is setto notStarted Of proceeding and when the

after performing Name Resolution, finds that it holds the target object. If this procedure returns an error, return wit

error.

If the Search-rufe-check (1) procedure was not followed or was followed without returning an error, then the §

(1) procedure shall be followed for a search or chainedSearch request, while the LDAP Search (1) procedure sh

follov

The

Ved for a.chdinedLdapTransport request.

Sedrch-rule-check (11) procedure, when relevant, shall be followed when the search reg

name

L DAP

uest's
DSA,
h that
earch
all be

uest's

ResodlutionPhase component is set to completed. If this procedure returns an error, return with that error.

If the

Search-rule-check (11) procedure was not followed or was followed without returning an error, then the Search (I1)
procedure shall be followed for a search or chainedSearch request, while the LDAP Search (I1) procedure shall be
followed for a chainedLdapTransport request.

NOTE — When nameResolutionPhase iS completed, the target object is expected to be the immediate superior of a context
prefix.

19.3.2.1 Procedure parameters

19.3.2.1.1 Arguments

The a

©

rguments that are used by this procedure are:

—  the searchArgument;
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the target DSE e;

operationProgress Of the ChainingArguments;

exclusions Of the ChainingArguments (a list of RDNs to exclude from search);

traceInformation Of the ChainingArguments;

searchRuleId Of the ChainingArguments;

chainedRelaxation Of the ChainingArguments; and

relatedEntry Of the ChainingArguments.

19.3.2.1.2 Results

If this_procedure is successfully executed, it returns:

19.3.
19.3.

This
any)

64

— aset of matched entries in searchResult.entryInformation;
— alreadySearched in ChainingResults;
—  dependent on conditions, a count in the partialOutcomeQualifier.entryCount; and
— aset of continuation references in SRcontinuationList.
2.2 Procedure definition
2.2.1 Related Entry Argument procedure
mrocedure is only relevant if the search request has a joinArguments component and ChainingArgumenfts (if
0es not have a relatedEntry COmponent.
1) If the search request is protected, generate a DSP requestifor each element of the joinArgunents
component each including the original DAP request. The chainingArguments shall be as follows

— ifthe incoming request has a ChainingArguments With component originator, the value ¢f this
component is copied into the originator component of generated requests; otherwise, the lise of
this component is determined by local securitypolicy.

NOTE — The receiving DSA may not be able to"'make use of the name given in this component, as it is from a
separate DIT.

—  the operationProgress component shall be omitted or set to default value;

— the traceInformation, aliasDereferenced, aliasedRDNs, returnCrossRefs, entryPpnly,
exclusions, nameResol@tionOnMaster, searchRulelId, chainedRelaxation comp@nents
shall be omitted; and

— the relatedEntrg. component is set to a value corresponding to the relative position ¢f the
JoinArgument~that applies to the DSA to which the request is forwarded; where thg first
JoinArgument;is given the value 0, the next one the value 1, etc.

2) If the incoming search request is not protected, generate a DSP request for each element ¢f the
jointArguments component where the SearchArgument shall be generated as follows:

— the baseObject component shall be copied from the joinBaseObject component df the
cqrresponding JoinArgument;

<) the subset component shall be copied from the joinsSubset component of the correspgnding
JoinArgument,

— the £ilter component shall be copied from the filter component of the corresponding
FeinArgumentand

—  the remaining components shall be as in the original request, except that the joinArguments and
joinType components shall be omitted.

The chainingArguments shall be as above for protected requests, except that the relatedEntry

component shall be omitted.

3) Call the Operation Dispatcher for each request to be locally continued.

4)  If the Operation Dispatcher returns a referral error, or busy, or unavailable errors then add (or make and
add) the continuation reference to partialOutcomeQualifier Of SearchResult, and return.

5) If the Operation Dispatcher returns other errors, discard it and return.

6) If the Operation Dispatcher returns a SearchResult, then:

Rec. ITU-T X.518 (10/2019)
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i)  Ifthe result is signed, add it t0 uncorrelatedSearchInfo in SearchResult.
i) Ifthe result is not signed, perform the join process as specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

19.3.2.2.2 Search-rule check procedure (1)
This procedure is only relevant, if the DSA supports service-specific administration areas.

If the searchRuleId component is present in the ChainingArguments, the operation is the result of an alias
dereferencing procedure during a previous evaluation phase. Then, if the target DSE is within a service-specific
administrative area having a different dmd1d, or if the target DSE is outside a service-specific administrative area, return
with an unwillingToPerform Service error. Otherwise, select the appropriate search-rule based on information in
searchRuleId and return.

NOTE 1 — Service administration has been defined as a critical extension. When a DSA, which does not support service
administration, receives a chained search request with a searchRuleId component, it will return a serviceError with-pfoblem
urjavailableCriticalExtension.

If the|searchRuleId is not present and the target DSE is outside a service-specific administrative area; or if it is vithin
such @n area, but no subentries are associated with that area, return.

If the|target DSE is within a service-specific administrative area and the traceInformation reyeals that the opefation
has bgen in a previous evaluation phase, return with an unwillingToPerform Service error.

NOTE 2 — This is the situation where a search has started its initial evaluation outside a service<specific administrative arpa and
ngw attempts to spread into a different service-specific administrative area.

Othenwise, the following procedure is followed:

1) Locate all search-rules associated with the target DSE, i.e., all search-rules in service subentries havipg the
target DSE within its subtree specifications (e.g., by use of the” searchRulesSubentry opergtional
attribute). These search-rules are in the following called<candidate-search-rules. If there are nq such
search-rules, generate a service error with problem requestedsServiceNotAvailable, include ifto the
notification component of the CommonResults a'searchServiceProblem attribute with the|value
id-pr-unidentifiedOperation, and return.

2) If the serviceType and/or the userClass service controls are included in the search request, eliminate
all search-rules not complying with those sefvice controls from the candidate-search-rules. If that leaves
the list empty, generate a service error with‘problem requestedServiceNotAvailable; includelin the
notification component of the CommonResults the information as detailed below and return:

— asearchServiceProblenidttribute with the value id-pr-unidentifiedOperation;

— if the serviceType service control was included in the search request, a serviceType attribute
with the value of that service control.

3) Split the candidate-seateh-rule list up into four lists (some of which may be empty):

— a GoodPermittedSR list containing all the candidate-search-rules to which the requester has ipvoke
permission and with which the search request complies according to the search-validation progedure
specified-in clause 14 of Rec. ITU-T X.511 | ISO/IEC 9594-3;

NOTE. 3> If this list is not empty, there is no reason to create the other lists.
— a/MatchProblemSR list containing all the candidate search-rules to which the requester has ipvoke

permission and with which the search request complies except for matchingUse in one or[more
request-attribute-profiles;

— a BadPermittedSR list containing all the candidate-search-rules to which the requester has ipvoke
permission but with which the search request does not comply;

— aDeniedSR list containing all the candidate-search-rules to which the requester does not have invoke
permission.

4) If the GoodPermittedSR list contains one or more empty search-rule, select using a local algorithm one
of these empty search-rules as the governing search-rule and return.

5) If the GoodPermittedSR list is not empty, discard all search-rules except those with the highest
userClass indication.

6) Select one of the remaining search-rule in the GoodPermittedSR list as the governing-search-rule, using
a local algorithm, and return.

NOTE 4 — If in the list above there are several search-rules to select from, the implementation should log the incident
for administrative attention, as the search-rule definitions probably need re-working.
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7)

8)

If the MatchProblemSR list is not empty, select one of its search-rules following an algorithm similar to
the one specified in 5) and 6) above; generate a service error and associated information as detailed in
clause 14.4 of Rec. ITU-T X.511 | ISO/IEC 9594-3, and then return.

If the DeniedSR list is empty, continue with 10); otherwise, discard any search-rule from the list with
which the search request does not comply and discard any empty search-rule. If the list is now empty,
continue with 10); otherwise, generate a service error with problem requestedServiceNotAvailable;
include in the notification component of the CommonResults the subcomponents detailed below, and
return:

—  asearchServiceProblem attribute with the value id-pr-unavailableOperation;

— if all the remaining search-rules in the DeniedSR list have the same value in the serviceType
component, a serviceType attribute with that value.

9)

10)

11)

12)

13)

If the BadPermittedSR is empty, generate a service error with problem
requestedServiceNotAvailable; include into the notification component’)off the
CommonResults the subcomponents detailed below and return:

— asearchServiceProblem attribute with the value id-pr-unidentifiedOperation.

For each numbered item in the procedure in clause 14.1 of Rec. ITU-T X.511 | ISOHEC 9594-3 taken in
order, check the search request against the remaining search-rules in BadPermittedSR, and then fof each
item:

— if the search complies with the item for some search-rules, but not'farall search-rules, discafd the
search rules with which it does not comply;

— ifthe BadPermittedSR now only holds one search-rule, perform.the procedure specified in cladse 14
of Rec. ITU-T X.511 | ISO/IEC 9594-3, and return;

—  otherwise, the next item is checked.

If the BadPermittedSR now only holds search-rules withdwhich the search does not comply accordjing to
the procedure so far, generate a service error with problem requestedserviceNotAvailable; ifjclude
in the notification component of the CommonResults the subcomponents detailed below and rgturn:

— asearchServiceProblem attribute withithe value id-pr-unidentifiedOperation;

— ifall the search-rules in BadPermittedSR specifies the same service-type, a serviceType attribute
with that service-type as value.

For each numbered item in clause 14.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3 taken in order, cheg¢k the
search request against the remaining search-rules in BadPermittedSR, and then for each item:

— if the search complies With the item for some search-rules, but not for all search-rules, discafd the
search rules with which it does not comply;

—  ifthe BadPermittedSR now only holds one search-rule, perform the procedure specified in clayse 14
of Rec. ITU-T X511 | ISO/IEC 9594-3, and return;

—  otherwisethe next item is checked.

For each pumbered item in clause 14.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3 taken in order, chegk the
search request against the remaining search-rules in BadPermittedSR, and then for each item:

— «JIfithe search complies with the item for some search-rules, but not for all search-rules, discafd the
search rules with which it does not comply;

—  ifthe BadPermittedSR now only holds one search-rule, perform the procedure specified in clayse 14
of Rec. ITU-T X.511 | ISO/IEC 9594-3, and return;

14)

othanazica tha nawvt itam 1c chaclead
SteRhHSe e RexteriS-ereekea

Generate a service error with problem requestedServiceNotAvailable; include in the
notification component of the CommonResults the subcomponents detailed below and return:

— asearchServiceProblem attribute with the value id-pr-unidentifiedOperation;

— ifall the search-rules in BadPermittedSR specifies the same service-type, a serviceType attribute
with that service-type as value.

19.3.2.2.3 Search-rule check procedure (11)

This procedure is only relevant, if the DSA supports service-specific administrative areas.
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If the searchRuleId is not present, and all the immediate subordinate entries (context prefixes) of the target DSE are
service-specific administrative points, then return with a serviceError with problem unwillingToPerform. If,
however, some of the subordinate entries are not service-specific administrative points, then select the corresponding
naming contexts for the search evaluation and return.

If the searchRuleId is present, each subordinate entry of the target DSE is checked to verify that it is within the same
service-specific administration area as the target DSE. If not, the corresponding naming context is excluded from the
search. If there are remaining naming contexts (including ones in the performing DSA) in which the search can continue,
select the search-rule identified in searchRuleId and return. If there are no remaining naming contexts in which the
search can continue, generate a serviceError With problem unwillingToPerform and return.

NOTE — The latter should not occur if knowledge information is consistent between the DSA and the DSA holding the superior
naming context.

19.3.2.2.4 Entry information selection

For matched entries and for entry selected as part of hierarchy selection, attribute information is selected as thelintersgction
of:

a) what is specified by the searchArgument.selection, possible modified by the” default context
specifications, and for matched entries also by the searchArgument.matchedvValuesOnly;

b) what is determined by the governing-search-rule (if any).
This ¢ntry information is added to the list of entries in searchResult.entrylnformation.

Only pdd attributes whose size (type and all values) is not greater than the attributeSizeLimit.

19.3.2.2.5 Search (1) procedure

This {s a recursive procedure that applies to a search request that starts at\a.given target entry e. It searches the target
entry e and then processes the DSEs immediately subordinate to e. Theqrocedure is invoked by itself recursively |in the
case that a whole subtree is to be searched. The procedure consists of the following steps as shown in Figure 19:

1) If the type of DSE e is of type cp (a DSE at a context prefix), check if any element of the exclugdions
argument is a prefix of the DN of e.

a) Ifso, return.
b) Else, call Check Suitability.

i) If e is unsuitable, make’ a continuationReference as follows and add |it to
SRContinuationL.ist:

— targetObject Set to the distinguished name of the immediate superior of DSE e;

— operatiofiProgress With nameResolutionPhase Set 10 proceeding| and
nextRDNtoBeResolved set to the number of RDNs in e;

— all other components of continuationReference are unchanged.

Then-return.

NOTE 1 — This is the only place when a search subrequest is chained to a shadow's supplier. I other
words, the target object for such a chained subrequest is always a context prefix.

it) Else, add the Distinguished Name of e t0 alreadySearched in ChainingResults.
NOTE 2 — alreadySearched only contains context prefixes.

2)\"Ifeis of type alias and searchAliases in SearchArgument iS TRUE, then call Search Alias prodedure
and then return.

3) If subset is oneLevel, then proceed to step 6).

NOTE 3 — The e cannot be subordinate incomplete at this point since the Check Suitability at the context prefix should
have ascertained that this cannot happen.

4) If subset iSbaseObject, Or if entryOnly is TRUE then continue with this step; otherwise, go to step 5).
If one of the following is true:
a) eisof type subentry and the service control subentry is set; or
b) eisnot of type subentry and the service control subentry is not set, then do the following steps:
i)  Check ACI. If the operation is disallowed, return.

i)  Apply the filter argument specified in the SearchArgument. filter to the DSE e. Ensure that
access to all attributes used in the filter is permitted as defined in Rec. ITU-T X.501 |
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i)

ISO/IEC 9594-2. If the filter matches, and if the entry is not excluded due to hierarchy selection,
add the attribute information as specified in clause 19.3.2.2.3.

If the hierarchySelection search control is included in the search request (possibly
modified by a search-rule specification), the entry is part of a hierarchical group having more
than one member, and more than the sel£ indication is set, then call the Hierarchy Selection (1)
procedure.

Then return.

5) If subset iS subtree (and entryOnly is not TRUE), and in addition one of the following is true:

a) eisof type subentry and the service control subentry is set; or

b) e is not of type subentry and the service control subentry is not set, then do the following steps:

—  targetObject to the distinguished name of the DSE ey
— aliasedRDNs absent;

— rdnsResolved absent;

— referenceType Set {0 nssr;

1) Check ACT. Tf the operation IS disallowed, go 10 Step 6).

ii)  Apply the filter argument specified in the SearchArgument. filter to the DSE e~Ensufe that
access to all attributes used in the filter is permitted as defined in Rec. ITU=T X501 |
ISO/IEC 9594-2. If the filter matches, and if the entry is not excluded due to hierarchy seldction,
add the attribute information as specified in clause 19.3.2.2.3.

iii) If the hierarchySelection search control is included in the seateh request (pogsibly
modified by a search-rule specification), the entry is part of a hierarchical group having|more
than one member, and more than the sel£ indication is set, then<all-the Hierarchy Selectjon (I)
procedure.

iv) Proceed to step 6).

6) If e is of type nssr, then add a Continuation Reference toSRcontinuationList with the follpwing
components:

— operationProgress with nameResplutionPhase set to completed and
nextRDNtoBeResolved absent;

— accessPoints Set {0 AccessPointInformation derived from the value(s) found ip the
nonSpecificKnowledge attribute.

7) Process all DSEs e' that are located immediately subordinate to the target DSE e until all subordinate [DSEs
have been processed. If\e*is within a service-specific administrative area, only those immediately
subordinate DSEs thatare part of the same service-specific administrative area shall be processed. |If e is
outside a service-gpecific administrative area, those immediately subordinate DSEs that are parf of a
service-specificzadministrative area shall not be processed. During this loop, if the list of matched gntries
in searchResult.entryInformation exceeds the size limit, or time or administrative limit is excpeded
then set 1imitProblem accordingly in partialOutcomeQualifier and return.

NOTE 473 The check for size limit is also implicitly applied every time searchResult is updated.
a)~ \If the DSE e" is of type subr, is not of type cp, and is not representing a subordinate entry that is a

service-specific administrative point, then add a Continuation Reference to SRcontinuationLisf with
the following components:

targetObject to the distinguished name of the DSE e;

aliasedRDNs absent;

operationProgress With nameResolutionPhase Set t0 completed and
nextRDNtoBeResolved absent;

rdnsResolved absent;
referenceType Set {0 subr;

accessPoints set to the access point information contained in the specificKnowledge
attribute of DSE e'.

NOTE 5 - If e' is of both type cp and subr, a search subrequest can be generated potentially from either the
subordinate reference or the supplier knowledge, but not both. This procedure uses the latter (supplier references
found in cp).
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b) For all cases:
i) If subset iS oneLevel, Set entryOnly t0 TRUE.
ii) Recursively execute Search (1) procedure for target DSE e'.
8) Ifall subordinates have been processed, return to the Operation Dispatcher for further processing.

> Return
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(including master)
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Isein
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No
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Call Check Suitability
procedure for DSE e
ft -
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19.3.2.2.6 Search (Il) procedure

This procedure applies if a search request is processed that originated from a request decomposition at the DSA from
which the request was received. The procedure processes the DSEs below the target DSE e and calls the Search (1)
procedure for each object entry:

19.3.

This
starts
The p
of the

1) Process all DSEs e' that are located immediately subordinate to the target DSE e until all subordinate

DSEs

have been processed. When all subordinates have been processed, return to the Operation Dispatcher for

further processing.
2) If the DSE is not of type cp then ignore it. Return to step 1).
3) Call Check Suitability. If suitable go to step 4); otherwise, ignore it and return to step 1).

4) Execute the Search Procedure (1) for the DSE e’ as described in clause 19.3.2.2. If the DSE is of type alias

CV oe—oTtn apse

TRUE When calling Search (1) procedure. Return to step 1).

O—ornereve 3 QATIgUIneE . e A,

All es
processed
Process each DSEs e' of type cp immediately subordinate to DSE e
Next e’
Call Check Suitability procedure entry v
unsuitable
. Return

entry suitable

One leyel
séarch?

dse type
= alias

entryOnly =
TRUE

Call Search procedure(l) with DSE e'

X.518_F20

Figure 20 — Search (I1) procedure
.2.7 LDAP Search-(1)procedure

s a recursive procedure that applies to a chainedLdapTransport request with embedded LDAP SearchReque:
at a given target entry e. It searches the target entry e and then processes the DSEs immediately subordinat
rocedure.iS invoked by itself recursively in the case that a whole subtree is to be searched. The procedure cg
following*steps as shown in Figure 19:

1y to

t that
b 10 e.
nsists

70

)" If the type of DSE e is of type cp (a DSE at a context prefix), call Check Suitability.

—  targetObject Set to the distinguished name of the immediate superior of DSE e;

— operationProgress With nameResolutionPhase Set t0 proceeding
nextRDNtoBeResolved Set to the number of RDNs in e;

— all other components of continuationReference are unchanged.
Then return.

and

NOTE 1 — This is the only place when a search subrequest is chained to a shadow's supplier. In other words, the

target object for such a chained subrequest is always a context prefix.
b) Else, add the Distinguished Name of e t0 alreadySearched in ChainingResults.
NOTE 2 — alreadySearched only contains context prefixes.
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2) If eis of type alias and the derefAliases component of the embedded LDAP SearchRequest iS
either derefInSearching Or derefAlways, then call Search Alias procedure and then return.
3) If scope of the embedded LDAP SearchRequest iS singleLevel, then proceed to step 6).

NOTE 3 — The e cannot be subordinate incomplete at this point since the Check Suitability at the context prefix should
have ascertained that this cannot happen.

4) If scope iS baseObject, Or if entryOnly is TRUE then continue with this step; otherwise, go to step 5).
If one of the following is true:

a) e is of type subentry and the LDAP subentries control is included, is recognised and has the
value TRUE,; or

b) e is not of type subentry and the LDAP subentries control is absent, has the value FALSE or is
IIUt ICbUyII;DCd, thcll dU thl‘,‘ fU”UVV;IIH DtC'JD.
NOTE 4 — As specified in clause 17.3.3.2, if a Control value has the criticality component set to TRUE anq is not
recognised, the request has been rejected.

i)  Check ACI. If the operation is disallowed, return.

ii)  Apply the filter argument specified in the £ilter component of the SeaxrchRequest [0 the
DSE e. Ensure that access to all attributes used in the filter is pérmitted as defined in
Rec. ITU-T X.501 | ISO/IEC 9594-2. If the filter matches, add the attribute information as
specified in clause 19.3.2.2.3.

Then return.

5) If scope is wholeSubtree (and entryOnly is not TRUE), and in addition one of the following is true:
a) e is of type subentry and the LDAP subentries contrahjis included, is recognised and hps the
value TRUE; or

b) e is not of type subentry and the LDAP subentries’control is absent, has the value FALSE or is
not recognised, then do the following steps:

i)  Check ACI. If the operation is disallowed, go to step 6).
ii)  Apply the filter argument specified inthe £ilter component of the SsearchRequest [0 the
DSE e. Ensure that access to all attributes used in the filter is permitted as defined in Rec. |TU-T
X.501 | ISO/IEC 9594-2. If the filter matches, add the attribute information as specified in ¢lause
19.3.2.2.3.
iii) Proceed to step 6).
6) If e is of type nssr, thensadd a Continuation Reference to SRcontinuationList with the follpwing
components:
—  targetObjecttOithe distinguished name of the DSE e;
— aliasedRDNs absent;

—  operationProgress with nameResolutionPhase set to completed and
nextRDNtoBeResolved absent;

— rdnsResolved absent;
— _\xreferenceType Set t0 nssr;

=V accessPoints Set {0 AccessPointInformation derived from the value(s) found ip the
nonSpecificKnowledge attribute.

i7)  Process all DSEs e' that are located immediately subordinate to the target DSE e until all subordinate|DSEs
Nave been processed. IT e IS WItNIN a Service-specific adminisiratiive area, only those immediately
subordinate DSEs that are part of the same service-specific administrative area shall be processed. If e is
outside a service-specific administrative area, those immediately subordinate DSEs that are part of a
service-specific administrative area shall not be processed. During this loop, if the list of matched entries
in searchResult.entryInformation exceeds the size limit, or time or administrative limit is exceeded
then set 1imitProblem accordingly in partialOutcomeQualifier and return.

NOTE 4 — The check for size limit is also implicitly applied every time searchResult is updated.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.518 (10/2019) 71


https://standardsiso.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

ISO/IEC 9594-4:2020 (E)

a) Ifthe DSE e is of type subz, is not of type cp, and is not representing a subordinate entry tha
service-specific administrative point, then add a Continuation Reference to SRcontinuationList
the following components:

—  targetObject to the distinguished name of the DSE ¢;
— aliasedRDNs absent;

— operationProgress With nameResolutionPhase Set t0 completed
nextRDNtoBeResolved absent;

— rdnsResolved absent;

— referenceType Set 0 subr;

tisa
with

and

— accessPoints set to the access point information contained in the specificKnowledge

19.3.3
19.3.3

This procedure is executed if a DSE of type alias has been encountered during the processing of a search rg
igure 21):

(see K

8)

.2.8 LDAP Search (11) procedure

.2.9 Search Alias procedure

1)
2)

3)

4)

5)

6)

7)
8)

attribute of DSE e'.

NOTE 5 — If e' is of both type cp and subr, a search subrequest can be generated potentially from gither

the subordinate reference or the supplier knowledge, but not both. This procedure uses the latter(sup
references found in cp).

b) For all cases:
i) If subset iS oneLevel, Set entryOnly t0 TRUE.
ii) Recursively execute Search (1) procedure for target DSE e'.
If all subordinates have been processed, return to the Operation Dispatcher for further processing.

If subset iSbaseObject Or oneLevel, g0 to step4).

lier

quest

If aliasedEntryName iS a prefix of targetObgject or baseObject Or any of the previous values|of the
targetObject iN ChainingArguments.traceInformation, then the alias is excluded from the

Search because this would cause a recursive search with duplicate results.

If targetObject Or baseObject. Or any of the previous values of the targetObje¢t in
ChainingArguments.traceInformation iS a prefix of aliasedEntryName, then no specific

processing of the alias is required because the aliased subtree will be searched anyway.
NOTE — For both of the above cases, baseObject may not be a prefix of targetobject, due to alias derefere

cing.

If the search is performed” within a service-specific administrative area and if the service-specific

administrative point is\not a prefix of aliasedEntryName, then no specific processing of the a
required, as the aliased entry is outside the service-specific administrative area.

ias is

Build a DSP request with the targetObject set to the aliasedEntryName. If subset iS oneLgvel,

set entryonly to TRUE. Call the Operation Dispatcher for the request to be locally continued.

If the Operation Dispatcher returns a referral error, or busy, or unavailable errors then add (or mal
add).the continuation reference to partialOutcomeQualifier Of SearchResult, and return.

If.the Operation Dispatcher returns other errors, discard it and return.
If the Operation Dispatcher returns a SearchResult, then:
i)  Ifthe result is signed, add it t0 uncorrelatedSearchInfo in SearchResult.

72
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i)  If the result is not signed, add it to searchInfo in SearchResult.
And return.

e and
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Figure 21 — Search Alias procedure

19.3.2.2.10 Hierarchy Seleetion procedure (1)

This procedure is executéd if a member of a hierarchical group is encountered during the processing of a search r¢quest
specifying hierarchy,selection.

a) Ifa'hierarchy selection that is not supported by the DSA is present, then return with:
=" a serviceError With problem requestedServiceNotAvailable;

- a searchServiceProblem notification attribute with the value id-pr-
unavailableHierarchySelect,

— a serviceType notification attribute having as value the serviceType component of the search-
rule; and

— ahierarchySelectList notification attribute indicating the invalid selection(s).

b) Otherwise, add all the entries defined by the hierarchical selection as defined in clause 19.3.2.2.4. If that
results in no entry being added, i.e., the hierarchy selections only specify non-existing entries, then set the
emptyHierarchySelect global variable.
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Continuation Reference procedures

The procedures in this clause are called to process the list of continuation references (NRcontinuationList or
SRcontinuationList) created by other procedures.

The Continuation Reference procedures consist of the steps shown in Figures 24, 25 and 26. The first stage is to identify
sets of continuation references from the continuation list that have a common target object component. These have been
created from a set of subordinate or non-specific subordinate references associated with the same entry in the DIT. Within
each of these sets there may be continuation references which occur more than once. The sets should be scanned and any
duplicates found should be discarded.

These sets (each with a different targetObject component) may be processed independently, either sequentially or in
paraIIeI by the DSA since there is no rlskthat the same results will be returned from any two sets However the processmg

Proce
way,

singlg
wherg
produ

Jation
esults

all the

Single
ntexts

ipts do

ilpble,

| option, to process another access point from the set.

entry would produce two continuation references, each containing one AccessPointInformation
as one DSE of type nssr to the same two subordinates (assuming that they are held in different DSAS)
ce one continuation reference containing a set of two AccessRPointInformation values.)

illingToPerform, invalidReference, Of administrativeLimitExceedéd), then the DSA may chodse, as

5sing of the AccessPointInformation values within one set of continuation references is handled in a urfiform
rrespective of which continuation reference they originated from. (This'is because two DSEs of type subr bdlow a

value,
vould

The dccessPointInformation values may be processed either sequentially or in parallel, as described in clausg 20.1.

The p
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arallel strategy is more likely to produce duplicate resylts. Duplicates shall always be discarded.

Chaining strategy in the presence of shadowing

targetObject. This situation can occur from multi-chaining caused by NSSR decomposition during
ution (as shown in Figure 22) orfrom request decomposition during the evaluation of a multiple object ope
igure 23).

hation is allowed; both DSAs 2 and 3 may apply the chained operation to both subtrees starting at X and Y.

brly, in Figure’23, DSA 1 multi-chains (as a result of request decomposition) to the two subordinate reference

Lion to-hoth subtrees starting at X and Y.

alwith this problem of duplication, a DSA may choose one of the following strategies when multi-chain

presence of shadowing, a DSA may choose between different strategies when it has to multi-chain a reqest to
than one DSA. This choice always occuts'if the DSA has to process more than one continuation reference with the

Name
ation

oal of these strategies ig'to-deal with the problem of duplicate results and duplicate processing when shadowed
hation is used in multi-chaining of requests (caused by either NSSR or request decomposition). For example, in
p 22, DSA 1 multi-chains a request to both DSAs 2 and 3 because of the NSSR held in DSE B. If the use of shaqowed

5 held

Es X andY. Again, if the use of shadowed information is allowed, both DSAs 2 and 3 may apply the chained

ng to

multi
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le DSATEqUESTS Wit the Same targetobject.
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Figure 23 — Multi-chaining request decomposition using subordinate references
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20.1.1  Master only strategy

A DSA may choose this strategy to prevent the usage of shadowed information when performing a parallel or sequential
multi-chaining caused by NSSR decomposition, or request decomposition during a Search or List evaluation. For this
strategy, during a Search or List operation evaluation, the excludeshadows component of the ChainingArguments is
set to TRUE. If NSSRs are encountered during Name Resolution, a DSA may set nameResolveOnMaster t0 TRUE {0
ensure that only a single path is followed. nameResolveOnMaster shall be set to TRUE if NSSRs are encountered and
the operation is one of the Directory modification operations. In either case, only the DSA(S) that hold the master entry
(or entries) relevant to the operation shall perform the operation. This master only strategy can be used during both
parallel, as well as sequential multi-chaining.

NOTE — Setting nameResolveOnMaster t0 TRUE eliminates the possibility of multiple paths during name resolution by:

1)

ignoring shadow entries; and

2)

T
th
m

20.1.2

Using
Searc
proce
select

Becalse the removal of duplicate results is not possible if a signed result has been\requested, a DSA shall not choo

strate

20.1.3

This §
decor

In the
chain
upon
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have

the es
Searc

A seq
DSA

excl

20.2

Prior
to the
anoth
to est
and d

byensuring-that oty ome DSA™ay proceet-withmame resotutiom i Situations where g comptex Dt T distribotion
otherwise permit more than one to proceed.
is is achieved by allowing only the DSA holding the master entry corresponding to the first nextRDNToBeResolved Rl
P target object name to continue with name resolution. Any other DSAs will not be able to proceed even though they ma)
ster entries which match more of the target object name.

Parallel strategy

this strategy, a DSA sends out all chained requests by parallel multi-chaining. This strategy may be used ¢
n or List evaluation, and name resolution of the NSSRs. This will allow the use<ef,Shadowed informatig
5sing of the chained requests, but may result in duplicate executions and duplicateresults for the operation. If 3
5 this strategy, it shall remove duplicate results from the operation result that itreturns.

hy if signed results are requested during Search evaluation, unless excludeShadows is also set.

Sequential strategy

trategy avoids duplicate results by using sequential multi-chaining to process the chained (sub)requests of a §
nposition or of an NSSR decomposition. Each chained request is processed one after the other.

case of NSSR decomposition, if a result or a hard error is returned to a request, further requests do not need
bd. If a soft error is returned, a further request may-be’chained, or the soft error returned to the requester, depe
ocal policy.

case of Search evaluation, the exclusions component of the ChainingArguments is set to the set of RDN
hlready been processed. This is done by.ificorporating the elements in ChainingResults.alreadySearch
clusions argument of the next chained request. This is the only strategy that completely avoids duplication g
n evaluation.

uential strategy is not defined for List evaluation (although sequential multi-chaining may be used), since a su
has no way of excluding\.specific subordinates from being returned in further List subrequests (not
ideShadows does not exclude specific subordinates, but rather is a coarse way of excluding all shadow copi¢

Issuing chained subrequests to a remote DSA or LDAP server

to issuing a Subrequest, a DSA has to execute a dSaBind operation when the DSA has to establish an assog
remote BSA. Management of associations is outside the scope of the Directory Specifications. An associat
br DSA is considered unavailable if the association cannot be established or the DSA for local reasons decid
hblish one. In this case, the dsaBind has failed. It is a local decision when to stop trying to establish an assoc
pclare an association as unavailable.

ould
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When a DSA tries dsABind to another DSA and receives a directoryBindError, the issuing of the subrequest failed.

20.3

Procedures' parameters

20.3.1  Arguments

These procedures make use of the following arguments:

76

—  the list of continuation references to process in NRcontinuationList (for the Name Resolution Continuation
Reference procedure), and SRcontinuationList (for the List Continuation Reference and Search Continuation

Reference procedures, respectively);
—  the CommonArguments of the operation argument;
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— the ChainingArguments.

20.3.2 Results

These procedures create the following results:

— alist of received results/errors of issued chained requests if chaining has been selected,;
— an updated list of unprocessed continuation references in continuationList.

20.3.3  Errors

These procedures can return one of the following errors:

— aserviceError With problem outOfScope in the case that a referral would have been created which is

not within scopeQfReferral,

20.4

If op
clauss
opera

20.4.]

The N
of thi
follov
until

returr

— a serviceError With problem ditError in the case that an invalid knowledge reference~has
detected;

—  anameError With problem nosuchobject in the case that all subrequests from NSSRydecompq
returned unableToProceed;

— any other error that is returned by a chained subrequest;

— areferral in the case that chaining was not selected and operationProgresés ;nameResolution]
is set t0o notStarted Or proceeding.

Definition of the procedures

erationProgress.nameResolutionPhase iS Set t0 notStarted-Or proceeding, the procedy

fions List and Search respectively call the procedures in clauses 20:4.2"and 20.4.3.

Name Resolution Continuation Reference procedure

ame Resolution Continuation Reference procedure consists of the steps as shown in Figure 24. The basic pri
5 procedure is to sequentially process the set of continuation references created during Name Resolution
ving steps shall be executed for each continuation-réference C contained in NRcontinuationList in a selected
bl references have been processed or an error or-result has been returned. If all references have been proc
to the Operation Dispatcher to continue with the-Results Merging procedure to process the received result or re

1) Check whether chainingProhibited is set. If it is set the DSA is not allowed to chain, then

— if the request is not\an ldapTransport request, then according to local policy, eit
serviceError With problem chainingRequired Or a referral shall be returned to the Ope
Dispatcher; or

— if the request_i5 an ldapTransport request, then an LDAP referral shall be included
ldapTransport result.

2) If chainimigProhibited is not set, then check if local policy allows chaining. If chaining is not all
then

— Jfithe request is not an 1dapTransport request, return a referral; or

~\/ if the request is an ldapTransport request, then an LDAP referral shall be included
ldapTransport result.

If local policy allows chaining, then continue with the next step.

been

sition

Phase

re in

20.4.1 (Name Resolution Continuation Reference procedure) shall bevfollowed. The multiple entry interrogation

hciple
. The
order
pssed,
Ferral.

her a
ration

n the

bwed,

n the

3) Process each of the Continuation References of the list of Continuation References found in
NRcontinuationList. If there are no more unprocessed Continuation References, then return with

serviceError.

4) Process the next Continuation Reference from NRcontinuationList. If it is an NSSR, then continue at
step 5). If it is not an NSSR, then call the APInfo procedure to process it. Distinguish between the possible

returns of the APInfo procedure:

—  If the APInfo procedure returns a null result, continue at step 3) with processing the next Continuation

Reference.
—  If the APInfo procedure returns an error, referral or result, then return it.
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5)

In this case, the Continuation Reference is of type NSSR and the DSA has the choice of doing sequ

ential

or parallel chaining, depending on the local choice of strategy. If the NSSR is to be processed sequentially,
then continue at step 6). If it is to be processed in parallel, then for each of the AccessPointInformation
(API) in the NSSR, the APInfo procedure is called so that they are processed in parallel. Wait for all the

API to be processed, i.e., wait for all the calls to the APInfo procedure to return. Check all the r
received from the call to the APInfo procedure in the following order:

— If all the calls return a serviceError Wwith problem unableToProceed
partialNameResolution iS FALSE, then return nameError.

— If all the calls return a serviceError Wwith problem unableToProceed

esults

and

and

partialNameResolution iS TRUE, then in the result set partialName t0 TRUE,
nameResolutionPhase t0 completed, Set entry suitable (this will be for the lastEntryFound), and

go-to the appropriate operation evaluation
J Ll L L

6)

7

— If one or more results are received, then discard possible duplicates and return the result.
— Ifanerror is received that is not a serviceError (€.g., @ nameError), then return an"error.

—  Otherwise return a referral Or serviceError to the Operation Dispatcher, aceording to
choice.

Choose the next unprocessed API from the set of APIs in the NSSR and continuetat step 7). If all thq
have been processed, then check if all the calls to the APInfo procedure returned a serviceErros
problem unableToProceed.

— If they did and partialNameResolution iS FALSE, then the entry cannot be found

local

APIs
- with

hnd a

nameError is returned. If they did and partialnameResolution iS TRUE, then in the resyilt set

partialName {0 TRUE, nameResolutionPhase t0 completed, Set entry suitable (this will
the lastEntryFound), and go to the appropriate operation €valuation. If they did not, then accord
local choice, return a referral Or serviceError,

Call the APInfo procedure. Distinguish between the possible results from the call to APInfo procedu

— IfaserviceError with problem unableToProceed is received, try another access point. Co
at step 6).

be for
ing to

Fe:
htinue

— If a serviceError with problem busy, unavailable, unwillingToPerforfn Or

invalidReference is received, ther-the indicated problem may be of a transient nature and
local choice to try and chain the request on to another DSA. If it is chosen to try another DSA
continue at step 6); otherwise, retlrn a referral Or serviceError, according to local choic

— If an error other than servicdeError with problem busy, unavailable, unwillingToPer|
invalidReference O unableToProceed iS received, that error should be returned f{
Operation Dispatcher. If the serviceError is invalidReference, this shall be converte
ditError before\being returned to the requester.

— Ifaresult or reférral is received, return it to the Operation Dispatcher.

itisa
| then

s}

form,
o the
] into
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Figure 24 — Name Resolution Continuation Reference procedure
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20.4.2  List Continuation Reference procedure

The List Continuation Reference procedure consists of the steps shown in Figure 25. This procedure is invoked when a
List request cannot be satisfied in the local DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. All these continuation references (CR) have the same targetObject. Those
CRs with referenceType nssr have one or more AccessPointInformation values (APIS), whereas other type CRs
have only one API in them. Each of these APIs is extracted and considered for chaining or referral.

Yes

Limit

exceeded?

The fpllewing steps shall be executed:

a

Return <

Chain

All APIs processed

Extract all APIs from the continuation references, and process each using either
parallel or sequential strategy

Next API
error or
Call APInfo procedure o Add a continuation
reference based on
this API, and add it to
referral partialOutcomeQualifier.
result unexplored

Implausible

Result
signed

Add result to listinfo

Add result to
uncorrelatedListInfo

X518 F25

Figure 25 — List Continuation Reference procedure

T tfanyof the timit proptenT as been exceeded thus far, ther returm to the Operation Dispatcher to continue
with the Results Merging procedure.

2) Ifthe chainingProhibited flag in CommonArguments.serviceControls is set or the DSA decides
not to do any chaining because of its local operational policy, then the DSA shall directly return to the
Operation Dispatcher to continue with the Results Merging procedure.

3) Create a set of AccessPointInformation Vvalues from the accessPoints component of every

continuation references in the SRcontinuationList.
Use either a parallel or sequential strategy to process each API as follows:
i)  Call the APInfo procedure with the next API in the set.

ii) Ifaresultisreturnedthenadditto 1istInfo ifitisnotsigned, oradditto uncorrelatedListInfo
if it is signed.
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iii) If the return is an error or null, it means that APInfo has already tried all access points in the API
without success. Based on local operational and security policy, either ignore and proceed to the next
API, or add a continuation reference based on this API to the partialOutcomeQualifier.

NOTE — It is not plausible to get a referral back from APInfo. Any "referral" should come in the form of
unexplored iN partialOutcomeQualifier.

4) When all APIs are processed, return to the Operation Dispatcher.

20.4.3  Search Continuation Reference procedure

The Search Continuation Reference procedure consists of the steps shown in Figure 26. This procedure is invoked when a
Search request cannot be satisfied in the local DSA and a set of continuation references have been added to
SRcontmuatlonLlst for chalnlng or referral The procedure is very 3|m|Iar to the L|st Contlnuatlon Reference procedure.
ject
ject.
his is
set of

contiuation references with the same targetObject.
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-
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ChainingResults.alreadySearch|

T
o,

Figure 26 — Search Continuation Reference procedure

X.5

8 F26

The following steps shall be executed:

1) Ifany of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to continue

with the Results Merging procedure.

2) Ifthe chainingProhibited flag in CommonArguments.serviceControls is set or the DSA decides
not to do any chaining because of its local operational policy, then the DSA shall directly return to the

Operation Dispatcher to continue with the Results Merging procedure.

3) Sort the continuation references in SRcontinuationList into sets that have the same targetObject.
Continuation references of type ditBridge are not included in such sets, but each such continuation
reference constitutes a set of its own. Within each set, remove any duplicates.

Rec. ITU-T X.518 (10/2019)
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4) For each subset of continuation references, create a set of AccessPointInformation Vvalues from the
accessPoints component of every continuation reference in the subset, and choose either the sequential
or parallel strategy for further processing. If the parallel strategy is chosen, then skip the steps below that
are indicated only applicable to the sequential strategy.

a) If the sequential strategy is chosen, maintain a local variable localExclusions for each set of
continuation references that have the same targetObject. Initially, localExclusions is set to the
exclusions of the incoming chaining request (if it exists), and all locally searched subtrees directly
under targetObject.

b) If the sequential strategy is used, compare the targetObject to all the elements of localExclusions, and
remove those elements which do not contain targetObject as a prefix. These are the relevant
exclusions for the current target object.

)\ oty d ol +h ADlc frora 11+l Koot o vofo oo £+l 1 +toraot ~ly $! +

L;} LAUTALL AT UIC AT 1o 11Ut aim tic ourmarmuatuiT TTTITTTTICTO UT UTC CUTTUTIU LalyCL UUJCbLO DL

d) Loop through each API. For each API:

i)  Call APInfo.

i) If a result is returned, then add the result to searchInfo if it is not signed, or add it to
uncorrelatedSearchInfo if it is signed. If the sequential stratégy”'is used, Update
localExclusions using alreadySearched in the incoming reply;yand also mergg the
alreadySearched in the incoming reply to this [PSA's
ChainingResults.alreadySearched. Then proceed to the néxt/API.

iii) If an error or null is returned, it means that APInfo has already tried all access points in the API
without success. Based on the local operational and securitypolicy, either ignore and procged to
the next API, or add a continuation reference based on this APl tg the
partialOutcomeQualifier.

NOTE - It is not plausible to get a referral back from APInfo. Any "referral” should come in the form of
unexplored iN partialOutcomeQualifier.

e) When all APIs are processed, proceed to the.next set of continuation references with the[same
targetObject.

5) When all the continuation references are processed, return to the Operation Dispatcher.

20.44  APInfo procedure

This [procedure is called to process an AccessPointInformation, Which contains one or more access points
(see Rigure 27). They are processed one by one Dntil either a result or error is returned. If the error is a service errof such
that trying another access point may succeedythen additional access points are tried as long as local operational policy

permits:
1)

2)

3)

Perform loop detection«If'a loop is detected, then:

— if the request<is not an ldapTransport request, return serviceError Wwith prpblem
loopDetected,; Or

— if the reqUest is an 1dapTransport request, an 1dapTransport result with an embedded [ DAP
resultWith resultCode set t0 loopDetected.

Otherwise, continue at step 2).

Rrocess each of the access points from the access point information. If all have been processed, refurn a
Aull result. If there is any access point to process, continue at step 3).

Check whether local policy allows chaining to this access point. This check should take into accoupt the
settings of the service controls and chaining arguments (e.g., chainingProhibited, preferChaihing,

4)

whether the access point is within the localScope 0r not, excludesShadows). If the local policy or the
setting of the respective service controls do not allow the use of this particular access point, then ignore
the access point and continue at step 2). If the access point can be used, continue at step 4).

If local policy selected the master only strategy, then set the chaining argument excludeShadows to
TRUE.

If nameResolutionPhase iS N0t completed and the strategy is to continue name resolution on master
entries, then set nameResolveOnMaster {0 TRUE.

The chaining argument nameResolveOnMaster shall be set to TRUE if either of the following is true:

— in the incoming chaining argument nameResolutionPhase IS proceeding and
nameResolveOnMaster iS TRUE; Of
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—  the operation is one of the modification operations, the referenceType of the chaining request to be
issued is NSSR, and a parallel strategy is used.

NOTE - This method of using nameResolveOnMaster is t0 prevent modification operations being applied
multiple times due to the presence of NSSR.

5) Build a chained request and try to issue it:

a) Perform loop avoidance by checking if an item with the same targetObject and
operationProgress OCCUIS iN traceInformation Of the received ChainingArguments. If the
resulting request [(as described in step 5), ¢)] would result in a loop, then the DSA shall either return
a serviceError With problem loopDetected to the requesting DUA/LDAP client/DSA or ignore
the access point and try the next access point by continuing at step 2).

b) If the request or subrequest to be chained is the result of executing a referral, then an extra check for

foOp avoidance 15 TequiTed. Check it arm itenT witiT the Same tatgetObject, operationProgress
and target DSA occurs in referralRequests. If so, then take the action specified in a). If not; thgn add
a new TraceItem to referralRequests with the following components:

—  targetObject and operationProgress set to the value of the chained request/subreqliest;
—  dsa set to the name of the DSA to which the request/subrequest is to be chained.

c) If the AccessPointInformation point to an LDAP server, then continteyat step 9). Othefwise,
after a successful Bind, the DSA shall issue a chained operation of the(same operation type s the
operation that is processed with the following parameters:

—  the operation argument within the chained operation is set _as for the operation arg@iment
received,;

— ChainingArguments.originator Set as received,;

— ChainingArguments.targetObject Set to{the targetObject of the continfation
reference;

— ChainingArguments.operationProgzess set to the value of operationProgress [of the
continuation reference;

— ChainingArguments.traceInformation Setto trace information as updated by the Rgquest
Validation procedure if the continuation reference is not of type ditBridge, otherwisg, the
component shall be absent;

— ChainingArguments.aliasDereferenced t0 the updated value of the locally ugdated
aliasDereferenced;

— ChainingArguments.returnCrossRefs t0 a local choice;

— ChainingArguments.referenceType {0 the value of referenceType Of the continfiation
reference;

— ChainingArguments.timeLimit to the value of the received timeLimit;

— chainingArguments.exclusions iS set to either the relevant exclusions for the currentftarget
object if called by the Search Continuation Reference procedure, or absent if the APInfo
procedure was called by the Name Resolution or the List Continuation procedures;

=\ SecurityParameters Set to the value of the received SecurityParameters.

6) _Ifithe request could not be issued successfully, then continue at step 7). If it could be issued succesgfully,
continue at step 8).

7) Itis a local choice whether or not to continue. If the DSA chooses to continue, then the error is ighored

and tha navt anance matnt il bha +rind Coantiniin At ot O\ I thn MOA Annidne mnt +4 vy anath

ar A
O tCTICAT OCCC S PoTC VW T D tNIC U SUTTOTIOC T StIC o~z )~ I 10 D O7 v UCTTUCS ot to—try arfotricT ACCeSS

point, then it is a choice of local policy whether to return a respective referral Or a serviceError to
the caller of the procedure.

8) If the request could be issued successfully, then the DSA shall wait for the reply and process it:
a) Ifaresultis received, the result is returned to the caller of the procedure.

b) If a serviceError with problem busy, unavailable, unwillingToPerform Of
invalidReference is received, continue at step 7).

c) |If referral is received and returnToDUA is Set to TRUE, then the receiving DSA shall not act on
the Referral, but shall return the Referral to the requester.
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If a referral is received and returnToDUA is set to FALSE, then the same local policy
considerations apply as in step 3) (taking into account service controls, chaining arguments, chaining
strategy, etc.). If it is decided not to dereference the referral, then return the referral to the
caller. If it is decided to dereference the referral, then empty the NRcontinuationList, place the
Continuation Reference as received in the Referral in NRcontinuationList and call the Name Resolution
Continuation Reference procedure. This may produce a result, referral, serviceError Or another
error. Whatever is received from the call of the Name Resolution Continuation Reference procedure
shall be given back to the caller.

If any other error occurs, it shall be given back to the caller.

9) If the incoming request is an 1dapTransport request, the embedded LDAP request shall be unpacked
and forwarded unchanged to the LDAP server with the following exceptions:

a

b)

ThemessagetDtomponent shattbe Teptaced witha vatue vatitfor the EDAPTonmectiomimrguystion.

If the incoming request has the entryOnly component set to TRUE in the ChainingArgumernts Or
if the operation is a Search operation with the scope component set t0 singleLevel)and an alias
entry within this DSA was encountered as an immediate subordinate to the baseObgject, the¢n the
scope component shall be set to baseObject.

10) If the incoming request has originated from a DUA, the DAP request shall be conyerted to a correspgnding
LDAP request as specified in clause 20.6 and then forwarded to the LDAP sepver.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.518 (10/2019) 85


https://standardsiso.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

ISO/IEC 9594-4:2020 (E)

Return
null
y
Perf 1 Return
er O_Tén 00p ServiceError
avoidance loopDetected
Process each access point AP from AccessPointInformation
AL APS
Next AP processed
Set excludeShadows or
nameResolveOnMaster
as appropriate
Issue DSP
chained request
Yes
Successfully No » Try No
referral Local >
I policy?
busy, unavailable,
unwillingginvalidRef
Do not use
result referral referral
retun ToDUA Local Return
true? policy? referral
r'y Return
L Use referral sesieeg
Return
result
Empty NRcontinuationList. Replace
with continuation reference from referral
Refunn
error
i referral .
Servife
error
vesulf Call Name Resolution Continuation Reference procedure
X.518_F27
Figure 27 — APInfo procedure

20.5 Abandon procedures
20.5.1 DAP/DSP Abandon procedure

This procedure is invoked if an abandon Or chainedAbandon request is received either to be handled locally or chained
to another DSA. It consists of the following steps as shown in Figure 28:

1) When an abandon 0Or chainedAbandon request is received, which references an unknown operation, an
abandonFailed With problem noSuchOperation shall be returned to the requester.

2) If the request to be abandoned has already been replied to, and the DSA has retained information to know
S0, an abandonError With problem tooLate may be returned to the requester.
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3) If the Abandon request is not valid, i.e., asks to abandon a request that is not an interrogation request, an
abandonFailed Wwith problem cannotabandon shall be returned to the requester.

4) If a DSA has outstanding chained (sub)requests when receiving a valid Abandon request for the original
request, and the DSA decides to attempt abandoning, it may send Abandon requests for none, some or all
outstanding (sub)requests for the operation in question, and then wait for the replies to Abandon request
and the outstanding (sub)requests. At any time during this operation, the DSA may send an Abandon result
and an abandonFailed to the requester and then discard replies to the issued Abandon requests and the
outstanding (sub)requests as they arrive.

If the DSA decides not to send replies to the requester until there are no more outstanding (sub)requests, it
may optionally send an abandonedFailed error to the requester if all the issued abandon requests were
replied to with abandonedFailed errors and if no local abandon operation has been performed.
—tfarAbandonedFailed EITOr IS Teturmed to the Tequester; the origimat Tequest strattbetreated asif the
Abandon request had never been received.
[ Enter J
Find Request AbandonError
with invokelD "noSuchOperation"
Found
Reply already AbandonError
sent? "togLate"
Abandon AbandonError
valid? "cannotAbandon"
Send an Ab.andon Terminate further processing of .
request,for' each thi L . serviceError
§ 5 is request within operation
oustanding/subrequest. dispatcher "abandoned"
Diseard any local result spatehe
X.518_F28
Figure 28 — DAP/DSP Abandon procedure
2051_ LDAP Aballdull plUbUdulC

When an LDAP abandon request is to be handled by a DSA functioning as both the boundary DSA for the LDAP client
issuing the request and the LDAP requester against an LDAP server serving the request, it shall forward the
AbandonRequest to the LDAP server in question.

When an LDAP abandon request received by a boundary DSA is to be forwarded to or beyond an adjacent DSA, it shall
be wrapped into an 1dapTransport request and chained to the DSA in question.

A DSA acting as LDAP requester receiving a DSP request with an embedded LDAP AbandonRequest, shall forward
the request unchanged to the LDAP server, except that the MessageID has to be changed to have a legal value for the
LDAP application-association in question.
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20.6 DAP request to LDAP request procedure

20.6.1 Introduction

The DAP request to LDAP request procedure is used when a DAP request that is not an 1dapTransport request is to
be converted to an LDAP request. This happens if the name resolution is not completed by the LDAP requester and the
name resolution is to be continued in an LDAP server. If the name resolution is completed by the LDAP requester for an
addEntry request, but the new entry is to be added to an LDAP server (see clause 20.6.8), then this procedure also

applies.

20.6.2  General on conversion
If the DSA des not support a critical extension or if it is not able to reflect a critical extension in the LDAP

a)

protocol, it shall return a serviceError with problem unavailableCriticalExtension.

b)
c)

d)

9)

20.6.3 Converting a DAP read request

A DAP-£ead request shall be converted to an LDAP SearchRequest.

Attribute values of certain attributes requires a binary encoding (see IETF RFC 4522).

The MessageID of an LDAP request shall set as required on the LDAP connection. The.DSA
maintain information about the relationship between this MessagelD and the DAP InyokeId
incoming DAP request until the result of the LDAP request is returned or a timesout has oc
(see clause 20.7.1).

An attribute received on the DAP shall be converted to an LDAP attribute. The LDAP information n
for the conversion is provided as part of the of the attribute type specification.for the type of attrib
such information or similar information is not available, the conversion is'ot possible. The behavi
this situation is dependent on the type of operation to be converted.

An attribute type specification received on the DAP shall be convertedi.to an LDAP counterpart with
OID, as described in clause 9.2.25 of Rec. ITU-T X.520 | ISO/IEC 9594-6 and which may either
object identifier in dot-decimal format or a descriptor. The LDAP information needed for the conv
is provided as part of the attribute type specification for the-attribute type. If such information or s
information is not available, the conversion is not possible.~The behaviour in this situation is depend
the type of operation to be converted.

An EntryInfomationSelection (See clause 7Z.6-0f Rec. ITU-T X.511 | ISO/IEC 9594-3) receivg

request on the DAP shall be converted to, LDAP AttributeSelection and typesOnly I

SearchRequest components as follows:

—  The typesonly component of thesbDAP SearchRequest shall be set to TRUE if the info1
component of EntryInfomationSelection Of the DAP request is set to attributeTypes
Otherwise, it shall be set to FALSE.

— Ifthe EntryInformationSelection.contextSelection and/or
EntryInformationSelection.returnContext are present and are defined as non-critica
shall be ignored,-Otherwise, an error is returned as specified b) above.

— Ifthe EntryInformationSelection.familyReturn is present and is defined as non-crit
shall be ignored. Otherwise, an error is returned as specified b) above.

—  Other.components of EntryInfomationSelection Of the DAP request shall be conver
specified by clause 4.5.1.8 of IETF RFC 4511.

The_pagedResults component of a list Or search request does not affect a resulting L

SearchRequest, but shall be retained to allow proper handling of the LDAP results.
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The baseObject component of the LDAP search request shall be the distinguished name given in the object
component of the DAP read request converted as specified in IETF RFC 4514.

The scope component of the LDAP search request shall be set to baseObject.

The derefAliases component of the LDAP search request shall be set t0 neverDerefAliases if the
dontDereferenceAliases Service control option is set in the DAP read request. Otherwise, it shall be set to
derefFindingBaseObj.

The sizeLimit component of the LDAP search request shall be set to zero.

88 Rec. ITU-T X.518 (10/2019)

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

The t

The t

ISO/IEC 9594-4:2020 (E)

imeLimit component of the LDAP search request shall,

— if the DAP request has not been chained, be set to zero if the timeLimit Service control of the
request is not present, or, if this service control is present, be set to its value; or

— if the DAP request has been chained, be set to zero if the timeLimit component o

DAP

f the

ChainedArguments iS not present, or, if this component is present, be set to its value minus the current

time with the result rounded up to the nearest integer.

ypesOnly component of the LDAP search request shall be set as specified in clause 20.6.2 item f).

The £ilter component of the LDAP search request shall consist of a single element by taking the present alternative

with t
The a

20.6.4
The O

The gntry component of the LDAP CompareRequest shall be the distinguished name given in the.object comy

of the

The 2
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The d
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Wher
value
shall

20.6.¢
A DA

The baseObject component of the LDAP search request shall be the distinguished name given in the ok

comp

The gcopecomponent of the LDAP search request shall be set to singleLevel.

he value of objectClass.
ri mponent of the L DAP rch r t shall t ified in cl 20.6.2 item f).

Converting a DAP compare request

AP compare request shall be converted to an LDAP CompareRequest.

DAP compare request converted as specified in IETF RFC 4514,

pva component of the LDAP CompareRequest shall be the AttributeValueAssertion data of the
bre request converted to LDAP format as specified in clause 4.1.6 of IETF RFC 451%

ommonArguments Of the DAP request shall be ignored, except for the noSubtypeMatch Service control opt

Handling and converting a DAP abandon request

on the retained information about outstanding operation for the LDAP server in question, an LDAP requeste
the validity according to the procedures in clause 20.5.1, steps:l) to 3) and if any of the steps apply, retu
priated reply.

above does not apply an LDAP abandonRequest shall:Be-forwarded to the LDAP server. The MessageID
P AbandonRequest shall be the MessagelD corresponding to the InvokeId component of the DAP request
oned.

forwarding an LDAP AbandonRequest t0.a0)LDAP server, a timer shall be started with a locally defineg

liscard possible result(s) for that operation-and return:

— an abandoned error with the-problem component absent shall be returned for the abandoned oper
and

—  an abandon resultshall be returned for the Abandon operation.

Converting a DAR list request

P 1list request shall-be converted to an LDAP SearchRequest.

pnent of the.DAP 1ist request.

onent

DAP

on. If

rvice control option is set, then a serviceError with problem notSupportedByLDAP required shall be retlirned.

shall
n the

of the
to be

time

If an LDAPResult is returned from the LDAP server for the operation to be abandoned before the timer expifes, it

ation;

ject

The Pérefaliases component of the LDAP search request shall be set t0 neverDerefAliases (f the
dontDereferenceAltases Service controtoptionis—setimthe DAPTead request—Otherwise, it —shattbe—set to
derefFindingBaseObj.

The sizeLimit component of the LDAP search request shall be set to zero if the sizeLimit service control is not
present in the DAP request. Otherwise, it shall be set to the value specified in the sizeLimit service control in the DAP
request.

The timeLimit component of the LDAP search request shall,

©

— if the DAP request has not been chained, be set to zero if the timeLimit service control of the
request is not present or, if this service control is present, be set to its value; or
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— if the DAP request has been chained, be set to zero if the timeLimit component of the
ChainedArguments iS not present or, if this component is present, be set to its value minus the current
time with the result rounded up to the nearest integer.

The typesoOnly component of the LDAP search request shall be set to FALSE.

The £ilter component of the LDAP search request shall consist of a single element by taking the present alternative
with the value of objectClass.

The attributes component of the LDAP search request shall be set to noattrs as specified in clause 4.5.1.8 of IETF
RFC 4511.

20.6.7  Converting a DAP search request

A D/]I-’ search request shall be CONVerted 10 an LDOAP SearchRequest.

The BaseObject component of the LDAP search request shall be the converted distinguished name given |n the
basepbject component of the DAP search request.

The gcope component of the LDAP search request shall be set according to subset component ofthe DAP reqgiest.

The derefAliases component of the LDAP search request shall be set to:

— neverDerefAliases if the dontDereferenceAliases service control option is set in the DAP|read
request and the searchaliases component of the DAP search request is'séito FALSE.

— derefInSearching if the dontDereferenceAliases service control option is set in the DAP|read
request and the searchaAliases component of the DAP search request is set to TRUE.

— derefFindingBaseObj if the dontDereferenceAliases/ervice control option is not set in thg DAP
read request and the searchaliases component of the DAPsearch request is set to FALSE.

— derefAlways if the dontDereferenceAliases ServiGe control option is not set in the DAP |read
request and the searchAliases component of the DAP search request is set to TRUE.

The g§izeLimit component of the LDAP search request shal.be set to zero if the sizeLimit service control|is not
present in the DAP request. Otherwise, it shall be set to the value specified in the sizeLimit service control in thg DAP
requept.

The HimeLimit component of the LDAP search reguest shall,

— if the DAP request has not beenghained, be set to zero if the timeLimit service control of thel DAP
request is not present, or, if this:service control is present, be set to its value; or

— if the DAP request has been chained, be set to zero if the timeLimit component df the
ChainedArguments iS.Not present, or, if this component is present, be set to its value minus the cpirrent
time with the result rounded up to the nearest integer.

The gypesonly component of the LDAP search request shall be set as specified in clause 20.6.2 item f)

The filter component pftheé LDAP search request shall be set as follows:

— If the.£filter component is absent in the DAP request or has the value and: {}, then the filter
component of the LDAP request shall consist of a single element by taking the present alternativ¢ with
thewalue of objectClass.

—ulf the £ilter component is present in the DAP request, then the LDAP £ilter component shall be
constructed to have the same effect. Possible context information in the DAP filter shall be ignored, lmless
it is marked critical (see clause 20.6.2 item a)).

The attributes component of the LDAP search request shall be set as specified in clause 20.6.2 item f).

20.6.8  Converting a DAP addEntry request
A DAP addEntry request shall be converted to an LDAP AddRequest if
—  the targetSystem component is not present in the DAP addEntry request; or

— the targetSystem component is present in the DAP addEntry request, the immediate superior entry of
the new entry is located within the LDAP requester, the targetSystem component is an LDAP access
point and the DSA supports the targetSystem extension.
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The entry component of the LDAP AddRequest shall be the converted distinguished name given in the object
component of the DAP addEntry request.

The attributes component of the LDAP AddRequest shall be the set of attributes as given in the entry component of
the DAP addEntry request converted as specified in clause 20.6.2 d).

If the targetSystem component is present in the DAP addEntry request and the immediate superior entry of the new
entry is not located within the LDAP requester, then a serviceError With problem
unavailableCriticalExtension Shall be returned.

20.6.9  Converting a DAP removeEntry request

A DAP removeEntry request shall be converted to an LDAP DelRequest With a value being the converted

distinguished name given in the ahject component of the DAP 14 s+ request
20.6.10 Converting a DAP modifyEntry request

A DAP modifyEntry request shall be converted to an LDAP ModifyRequest.

The dbject component of the LDAP ModifyRequest shall be the converted distinguished name-given in the ogject
comppnent of the DAP modifyEntry request.

If the]EntryModification data type of the DAP request includes an alter alternative and the LDAP server |is not
knowh to support the LDAP extended feature specified in IETF RFC 4525, it shall return a serviceError with problem
notSphpportedByLDAP.

If thd EntryModification data type of the DAP request includes a resetValue alternative, it shall refurn a
servliceError With problem notSupportedByLDAP.

The ghanges component of the LDAP ModifyRequest shall be conyérted to the changes component of thel DAP
modifyEntry as shown below:

— An addattribute Or addvalues alternative of‘the DAP request shall be converted to a change
component of the LDAP ModifyRequest Where the operation subcomponent shall take the valug add
and the modification subcomponent shall hold the converted attributes specified by the DAP reqlest.

— A removeAttribute alternative of the.DAP request shall be converted to a change component pf the
LDAP ModifyRequest Where the operation subcomponent shall take the value delete and with an
empty modification subcomponentshall hold the converted attributes specified by the DAP requiest.

— A removeValues alternative of the DAP request shall be converted to a change component of the LDAP
ModifyRequest Where the yoperation subcomponent shall take the value delete anfl the
modification subcomponent shall hold the converted attributes specified by the DAP request.

— A replaceValues galternative of the DAP request shall be converted to a change component pf the
LDAP ModifyRegquest Where the operation subcomponent shall take the value replace and the
modification Subcomponent shall hold the converted attributes specified by the DAP request.

If thg selection component included in the DAP modifyEntry request is present, it shall be ignored dinless
seleftionOnModi £y €xtension is marked as critical (see clause 20.6.2, item a).

20.6.11 Converting a DAP modifyDN request

A DAP modiEyDN request shall be converted to an LDAP ModifyDNRequest

The gntxy-component of the LDAP modi £yDN request shall be the converted distinguished name given in the ogject
comanem-ef-the-DAP—sea-seh

raauact
Hegaest

The newrdn component of the LDAP modi £yDN request shall be the RDN given in the newRDN component of the DAP
request converted according to IETF RFC 4514,

The deleteoldrdn component of the LDAP modifyDN request shall be set to false, if the deleteO1dRDN component
of the DAP request is absent. Otherwise, it shall be set to the same value as in the delete01dRDN component of the DAP
request.

The newSuperior component of the LDAP request shall not be present if the newSuperior component is not present
in the DAP request. Otherwise, the newSuperior component of the LDAP request shall be the converted distinguished
name of the DAP request. This conversion may be performed in the case where the LDAP requester does not support the
newSuperior extension.
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20.7 LDAP result to DAP reply procedure

20.7.1  Introduction

The LDAP result to DAP reply procedure is used when the result of a converted DAP request is received with a non-error
result code included.

20.7.2  General on conversion

An LDAP reference is converted t0 a ContinuationReference value, where

a) The targetobject component shall hold the converted distinguished name held in the LDAP referral. If
this name is not included in the referral, then this component shall be an empty sequence.
b) The aliasedRDNs component shall be absent.
C) the operationProgress component shall have an OperationProgress value as follows:
—  the nameResolutionPhase component shall be set to notStarted; and
—  the nextRDNToBeResolved component shall be absent.
d) The rdnsResolved component shall be absent.
e) The referenceType component shall be set to cross.
f) The accessPoint component shall hold a single AccessPointInformation value with a pingle
MasterOrShadowAccessPoint Vvalue with the following:
—  The AccessPoint value shall have the following components;
i) the ae-title component shall be an empty distinguished name;
ii) the address component shall have the pSele&tor, sSelector and the tSelgctor
subcomponents absent; and
—  The category component shall take the value master or be absent.
—  The chainingRequired component shall take the value FALSE or be absent.
g) The entryonly components.
h) The exclusions component shall be absent.
i) The returnToDUA component shall have the value FALSE or be absent.

20.7.3  Converting LDAP search results tod@AP read result

The IDAP read result shall be created on the receipt of the final SearchResultbDone if it is a reply to a DAP|read

requept and an error was not encountered.

If an LDAP searchResultEntry.is'the result of a DAP read request, this result is converted to a DAP read|result

after the receipt of the final searchResultDone:

20.7.4  Converting LDAP compare result to a DAP compare result

the entry component of the read result shall be the converted attributes in the attributes comgonent
of the LDAB result.

the mgdifyRights component of the read result shall not be included.

the\sbjectName component of the LDAP result shall be ignored.

The AP compare result shall be created on the receipt of the final SearchResultDone if an error was not encourtered.

The CompareResultData Value shall have the following component:

The name component, when present, shall take the value in the targetObject component of the
ChainingArguments Value. If that value is equal to the object component of the ListArgumentData
value, it may be absent. Otherwise, it shall be present.

The matched component shall have the value TRUE if the resultCode of the LDAPResult has the value
compareTrue. If resultCode 0f the LDAPResult has the value compareFalse, this component shall
have the value FALSE.

The £romEntry component shall be absent or has the default value.

The matchedSubtype component shall be absent.
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The CommonResults value shall be present with the securityParameters component included, if the
result is to be signed (see clauses 9.2.1 and 9.2.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Converting LDAP search results to DAP list result

The DAP 1ist result shall be created on the receipt of the final SearchResultbDone if it is a reply to a DAP list
request and an error was not encountered. The 1istInfo alternative of the ListResultData value shall be taken.

The name component, when present, shall take the value in the targetobject component of the ChainingArguments
value. If that value is equal to the object component of the ListArgumentData Vvalue, it may be absent. Otherwise, it
shall be present.

NOTE — An LDAP server does not report if an alias has been dereferenced within the LDAP server.

Each

20.7.6
The O

a)
b)
c)

d)

Converting LDAP search results.to.BAP search result

DAP searchResultEntry isconverted to an element of the subordinates companent as follows:

The rdn subcomponent shall be the first RDN component of the objectName of the LDAP regtilt.
The aliasEntry and fromEntry subcomponents shall be absent or encoded with their default val
The partialOutcomeQualifier Value shall be set as follows:

The commonResults value shall set.as'specified in clause 7.4 of Rec. ITU-T X.511 | ISO/IEC 9594

AP search result shall be created on the receipt of the final searchResultDone if it isareply to a DAP s¢
requept and an error was not encountered. The searchInfo alternative of the searchResultbData value shall be

The 1limitProblem component shall be present if the LDAP SearchResultDone
resultCode equal to either timeLimitExceeded, sizeLimmitExceeded
adminLimitExceeded and shall encode accordingly.

The unexplored component shall be present if one or more SearcRestltReference are re
and shall then hold the set of converted references.

The unavailableCriticalExtensions component shalltberpresent and have the value Ti
the LDAP searchResultDone has a resultCode equal tOwinavailableCriticalExtens
Otherwise, it shall be absent or take the value FALSE.

The unknownErrors components shall be absent.

The queryReference component shall be coded’according to the DSP paging requirements.
The overspecFilter component shall heabsent.

The notification component shall be-absent.

The entryCount component shall heabsent

ues.
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The name component, when presént; shall take the value in the targetobject component of the ChainingArgunents

value

If that value is equal to the object component of the searchArgumentData value, it may be absent. Otherw

shall e present.

NOTE — An LDAP sener/does not report if an alias has been dereferenced within the LDAP server.

Each L DAP searchResultEntry iS converted to an element of the entries component as follows:

ise, it

L DAP

20.7.7

a) <The name subcomponent shall be the converted objectName of the LDAP result.

b)\~The fromEntry subcomponent shall be absent or encoded with its default value.

c) The information subcomponent shall take the attributeType alternative if the I
SearchRequest had the typeOnly component set to true and shall then hold the converted attribute
type of the LDAP SearchResultEntry. Otherwise, the attribute alternative shall be taken and shall
then hold the converted attribute of the LDAP SearchResultEntry.

d) The incompleteEntry, partialName and derivedEntry components shall be absent or encoded with
their default values.

e) The partialoutcomeQualifier Vvalue shall be filled as specified in item c) of clause 20.7.5.

f) The commonResults value shall set as specified in clause 7.4 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Converting LDAP AddResponse to DAP addEntry result

The DAP addEntry result shall be created on the receipt of the SearchResultDone if an error was not encountered.
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The information component of the AddEntryResult value shall be taken if the result is to be signed (see
clauses 11.1.1 and 11.1.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3. Otherwise, the nul1 alternative shall be taken.

20.7.8  Converting LDAP DelResponse to DAP removeEntry result
The DAP removeEntry result shall be created on receipt of the SearchResultDone if an error was not encountered.

The information component of the RemoveEntryResult value shall be taken if the result is to be signed (see
clauses 11.2.1 and 11.2.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3. Otherwise, the nul1l alternative shall be taken.

20.7.9  Converting LDAP ModifyResponse to DAP modifyEntry result
The DAP modifyEntry result shall be created on receipt of the SearchResultDone if an error was not encountered.

The i 3 9o
entry component absent (see ¢
alterngtive shall be taken.

TRe

lauses 11.3.1 and 11.3.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3. Otherwise~thé|null

20.7.10 Converting LDAP ModifyDNResponse to DAP modifyDN result
The DDAP modi £yDN result shall be created on receipt of the searchResultDone if an error was/neb encountered

The information alternative Of the ModifyDNResult value shall be taken if the result is tobe signed. The ngwRDN
comppnent shall have the value given in the corresponding DAP request (see clauses 11.4.1 and 11.4J3) of
Rec. ITU-T X.511 | ISO/IEC 9594-3. Otherwise, the null alternative shall be taken.

21 Results Merging procedure

The Results Merging procedure in Figure 29 is called following one ofthe Continuation Reference procedures| This
procefure removes duplicates if the result is not signed, and ifsthere are additional continuation referenges in
partfialOutcomeQualifier.unexplored. Then the relevant Continuation Reference procedure(s) is called, if| local
operafional policy permits:

1) Ifthe operation is a List operation, continue at step 2); if the operation is a Search operation, then comtinue
at step 3); otherwise, return the result that;was supplied as the input parameter to the Results Mgrging
procedure.

2) The operation is a List operation. Rémove all duplicates, giving preference to master information over
shadow information.

If the operation result was generated locally and it contains Continuation References, then these will not
be used for chaining but returiied to the user. In this case, continue at step 6).

If the operation result\was received as the result of a Chained List operation, then the result might cgntain
Continuation Referenees. In this case, check if the preferChaining service control was set. If TRUE, the
Continuation References should be used for chaining by the DSA. Continue at step 4).

3) The operatiofvis a Search operation. Remove all duplicates, giving preference to master information over
shadow infermation. If there is a limit problem, then return the result. Otherwise, continue at step 4).

4) ProceSs.each Continuation Reference that is in the partialOutcomeQualifier.unexplored pf the
result-of any chained operation. If the local policy decides not to use it for chaining, then ignore |t and
choose another Continuation Reference. If the local policy allows the use of the Continuation Refgrence
for chaining, then perform the following:

Check nameResolutionPhase that is supplied in the Continuation Reference. If it iS notStaryed or

i her-adatto-the Hstof ContintatonReferencesthatwil besupphedtothe NameResdlution
Continuation procedure (NRcontinuationList). If nameResolutionPhase iS completed, then add the
Continuation Reference to the list of Continuation References that is supplied to the subrequest
Continuation procedure (SRcontinuationList).

Proceed until all Continuation References have been processed.

5) If there are Continuation References to be processed in SRcontinuationList, check the operation type. If the
operation is a List operation, call the List Continuation Reference procedure and continue at step 2). If the
operation is a Search operation, call the Search Continuation Reference procedure and continue at step 3).

If SRcontinuationList is empty, then check if there are Continuation References in NRcontinuationList. If
s0, call the Name Resolution Continuation Reference procedure and continue at step 3).

If both continuation lists are empty, continue at step 6).
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6) Check whether the result is empty. If it is not empty, then return it. If it is empty, either return a null
if the access control and local policy allows, or return an appropriate error.

result

In case a DSA receives search or list results from other DSAs and such results have parameters unknown to the DSA, the
uncorrelated results shall be returned. Otherwise, the DSA shall perform merging, if the search results are not signed, or
if the DSA is an initial performer that is allowed to remove the signatures (see clause 7.9 of Rec. ITU-T X.511 |
ISO/IEC 9594-3).

A DSA which has received unsigned, uncorrelated results from a DSA that was not able to perform consolidation, shall

perfor

m merging, if it has the proper knowledge of all parameters of the uncorrelated results.

If a DSA receives unsigned results from other DSAs, and possibly also has a local result and when generating an entry
count to be returned in the entryCount 0f the PartialOutcomeQualifier generated by the DSA, the DSA shall take

the su

m of all entryCount values received, the local result and the number of entries received from DSAs that d

d not

return

results have been requested, then it shall also include the entry counts for signed results from other DSAs.

If paged results are requested and no limit problem has been encountered by any DSA, then the DSA shall.take the ¢
choicg for the entryCount parameter. The same value shall be given for each returned page.

If ong

an entryCount Vvalue and then compensate for duplicate entries. If the DSA is the initial performer and

or more DSAs have encountered a limit problem, then:

bestEstimate choice, it shall take the bestEstimate choice if just one/DSA had taken that ¢
otherwise, it shall take the exact choice;

— if just one DSA that has encountered a limit problem and has returned an entryCount with the g
lowEstimate oOr did not return an entryCount, it shall take the-lowEstimate choice.

haged

xact

— if all the DSAs that have encountered a limit problem have returned an ent£yGount with the exdct or

noice;

hoice

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.518 (10/2019)

95


https://standardsiso.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

ISO/IEC 9594-4:2020 (E)

Enter l

<

Y

Other operations

Operzm Search

A

Remove duplicates
from listInfo

emove duplicates

:

R
from searchInfo
Return result L

A

Call List
Continuation
Reference procedure

Yes Aocal

KN evaluation?

- J

Limit
problem?

Return result

Process each continuation reference CR
in partialOutcomeQualifier.unexplored

All CRs

Call Search
Continuation

Reference procedure

A

Tvist

/Operation‘?

processed

Add to

SRcontinuationList

notStarted
proceeding

Name
resolution
phase

Next CR

Local
policy?

process

Add to
SRcontinuationList

completed

Yes

Return Error

[

Return result J

Figure 29 — Results Merging procedure

22 Progedures for distributed authentication

This ¢lause Specifies the procedures necessary to support the directory distributed authentication services. These ser

and henee the procedures, are categorized as:

scarch

s SRcontinuation-
List empty?

Is NRcontinuation-
List empty?

Call Name Resolution
Continuation
Reference procedure

X.5]

8 F29

Vices,

— Tequester authentication, Which 15 Supported T either am unprotected (Simpte fdentity based) or secure
(based upon digital signatures) form; and

—  results authentication which is similarly protected (again based upon digital signatures).

22.1
22.11

Requester authentication

Identity-based authentication

The identity-based authentication service enables DSAs to authenticate the original requester of information for the
purpose of effecting local access controls. DSAs wishing to exploit this service shall adopt the following procedure:
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—  For a DSA requiring to authenticate a DAP or LDAP request, the DSA acquires the distinguished name of

the requester through the Bind procedures at the time a DUA association (DUA to DSA) or LDAP

client

association (LDAP client to DSA) is established. Successful conclusion of these procedures does not in
any way prejudice the level of authentication that may subsequently be required for processing operations

using that association.

—  The DSA with which the DUA association exists shall insert the requester's distinguished name in the

initiator field of the chainingArguments for all subsequent chained operations to other DSAs.
— A DSA, on receiving a chained operation, may satisfy that operation, or not, depending upo

n the

determination of access rights (a locally defined mechanism). If the outcome is not satisfactory, a

securityError With problem insufficientAccessRights may be returned.

22.1.2  Signature-based requester authentication

This gignature-based requester authentication service enables a DSA to authenticate (in a secure manner) the reque
a partjcular service request. The procedures to be effected by a DSA in realizing this service are described inthis c|

A DSA, on receiving a signed request from another DSA, shall remove that DSA's signature prior t@yprocessir
operation. Assuming the result of any signature verification proves to be satisfactory, the DSA will continue to prq
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eration. If, during processing, the DSA needs to perform chaining, the argument set for egchassociated ch
fion shall be constructed as follows:

signed argument set together with a modified ChainingArguments.

event that the DSA is able to contribute information to the response, requester.authentication, based upon the 3
e request, may be used for the determination of access rights to that information.

DSA receives an unsigned service request for information whichwill only be released subject to req
ntication, a securityError with problem protectionRequiredyshall be returned.

Results authentication

ervice is provided to enable requesters of directory operations (DUAs or DSAS) to verify (in a secure manner,

er requester authentication is to be used.

bsults authentication service is initiated using the.signed value of the protectionRequest component as con

ally sign any subsequent results. The sighed option in the protection request serves as an indication, to the DS
[uester's preference; the DSA may, ormay not, actually sign any subsequent results.

[uester, namely:
a) return a composite response (signed or unsigned) to the requester;

b) return a set-ofZtwo or more uncollated partial responses (signed or unsigned) to the requester; with
set zero,ormore members may be signed and zero or one unsigned. In the event that an unsigned
result/is present, this member may in fact be a collation of one or more unsigned partial responses
have;been received from other DSAS, contributed by this DSA, or both.

case wherea DSA performs a join of related entries, then the DSA performing the join may sign the result.
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SECTION 6 - KNOWLEDGE ADMINISTRATION

Knowledge administration overview

To operate a widely distributed Directory with an acceptable degree of consistency and performance, procedures are
required to create, maintain and extend the knowledge held by each DSA. The following mechanisms together are used
to administer a DSA's knowledge.

231
This

exam
Anne

23.1.]

a) Hierarchical and non-specific hierarchical operational bindings — These procedures and protocols are
defined in clauses 24 and 25. They are used to create and maintain subordinate references, non-specific
subordinate references, and immediate superior references, as well as the context prefix information for
naming contexts. These operational bindings are established between master DSAs holding naming
CONTEXTS that are hierarchically related to each Other as immediate subordinate to immediate superiof. The
procedures may be triggered as a side effect of modifying the RDN of, or adding or removinghan gntry,
whose immediate superior is not held in the same DSA that holds the entry.

b) Shadowing operational bindings — These procedures and protocols are defined in Rec{\ TU-T X]525 |
ISO/IEC 9594-9. They are used to create and maintain knowledge references in two ways. First, as p side
effect of establishing (or terminating) shadowing agreements, access points are added’(or removed) from
the consumerKnowledge and optionally the secondaryshadow operational attribUtes. This information
may then be used by the procedures and protocols discussed above to update the subordinate referepce in
the superior master DSA and the immediate superior reference in the subgfdinate master DSA. Sdcond,
the DISP propagates the knowledge references held by master DSAs to(shadow consumer DSAs.

c) Cross-references — Cross-reference distribution is a feature of the DSR,-Its use to create and maintain fross-
references is summarized in clause 23.2.

NOTE — Mechanisms for initializing and maintaining the superiorreference and myAccessPoint are outs|de the
scope of this Directory Specification.

Maintenance of knowledge references

Clause describes how the DOP is used to maintain DSA eperational attributes that express knowledge. A simple
ple of the relationship between knowledge attributes and the protocols employed to maintain them is descrilped in
K E.

Maintenance of consumer knowledge by-supplier and master DSAs

A conisumer reference is expressed through aValue of the consumerKnowledge attribute, held by a shadow supplier

DSA
supp
conte
of the

A suf
seco]
the c(
or, in

and associated with the context prefix for a naming context; a supplier reference, through a value ¢f the
| ierKnowledge attribute, held by.a'shadow consumer DSA and also associated with the context prefix for a ngming
Kt. Both attributes are held in DSES of type cp. A value of each one of these attributes is created on establishment
Shadow Operational Binding,-and updated on modification of the Shadow Operational Binding.

plier DSA may obtain. the information to construct values of the secondaryShadows attribute if the opgional
hdaryShadows component of its ShadowingAgreementInfo with a consumer is TRUE. In this case, whgnever
nsumer DSA detects/that the set of DSAs holding copies of the commonly usable replicated area (its consymers,
turn, consumers_of its consumers, etc., to whatever depth secondary shadowing might be carried) has changed

(by addition, modification or deletion of access points), it communicates this new information

(a set
Rec.

of SupplierAndConsumers) by means of a modifyOperationalBinding operation, as describpd in
TU-ToX:525 | ISO/IEC 9594-9.

A sup

plier DSA maintains its own secondaryShadows attribute associated with the context prefix as follows:

98

a) The set of SupplierAndConsumers received from a consumer by means of a
modifyOperationalBinding Operation may be used to create, or replace values of the attribute. The
supplier component of SupplierAndConsumers represents the access point of a consumer DSA (or of
its consumers, etc. depending upon the depth of secondary shadowing); the consumers component, the set
of the consumer's consumers (or of their consumers, etc. depending upon the depth of secondary
shadowing).
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b) Every consumer providing its supplier with a modifyOperationalBinding Operation containing a set
of SupplierAndConsumers, includes the following values: the values of itS secondaryShadows
attribute, and a newly constructed value. This value is constructed using its own access point,
myAccessPoint, (as the supplier component), and the values of the consumers' access points, contained
within the consumerKnowledge attribute, that represent consumers holding commonly usable shadows
(as the consumers component).

Recursive use of this procedure permits a master DSA for a naming context to know all about its secondary shadow
consumer DSAs holding commonly usable replicated areas derived from the naming context. This information is then
available for the maintenance of subordinate, non-specific subordinate and immediate superior references.

23.1.2  Maintenance of subordinate and immediate superior knowledge in master DSAs

erHe—o = owledge-atHBHte; 6 o o+typeisubr
by thg DSA holding the immediately superior naming context to that referenced; an immediate superior referencei\.thfough
e of the specificKnowledge attribute, held in a DSE of type immSupr by the DSA holding the immediately
suborflinate naming context to that referenced. A value of each one of these attributes is created in the superiqr and
suborflinate master DSAs on establishment of the HOB, and updated on modification of the HOB.

A subjordinate master DSA provides a superior master DSA the information to construct its subordinate reference \ia the
accegsPoints component of the subordinateToSuperior parameter it transfers to the superior in the DOH. The
inforrpation included in accessPoints is determined by values of attributes held by the subordinate DSA as folldws:

a) The value of the myAccessPoint attribute (held in the root DSE)-is used to form the elem¢nt in
accessPoints With category having the value master.

b) The values of the consumerknowledge and secondaryShadows (both held in the subordinate cpntext
prefix DSE) are used to form additional elements in accessPoints with category having the|value
shadow.

A superior master DSA provides a subordinate master DSA with the.information to construct its immediate superior
referdnce via the contextPrefixInfo component of the SuperiorToSubordinate parameter it transfers fo the
suborfinate in the DOP. This component is a value of type SEQUENCE OF Vertex, containing a sequence of elements
corregponding to the path from the root of the DIT to the“subordinate context prefix. For one of these eleents,
corregponding to the context prefix of the immediately supetior naming context, the optional component accessPqints
will He present. The subordinate DSA holds this information as a specificKnowledge attribute in the DSE, of type
immshipr, corresponding to this element of contextBrefixInfo. The information included in accessPoints by the
super|or DSA is determined by values of attributes held by the superior DSA as follows:

a) The value of the myAccessPoint attribute (held in the root DSE) is used to form the elem¢nt in
accessPoints With category having the value master.

b) The values of the consumerknowledge and secondaryShadows (both held in the superior cpntext
prefix DSE) are used.to form additional elements in accessPoints with category having the|value
shadow.

NOTE - Only those-access points corresponding to consumer DSAs receiving commonly usable replicated areas phould
be selected by\the superior and subordinate DSAs from their consumerKnowledge attributes for inclugion in
accessPoints. The procedures for the construction of secondaryshadows guarantee that these access points will
identifyshadow DSAs holding commonly usable replicated areas.

23.1.3 Maintenance of subordinate and immediate superior knowledge in consumer DSAs
A shgdow consumer DSA contracting with its supplier to receive the immediate superior and subordinate knowledge

assoc|ated ‘with a unit of replication, in effect, contracts to have its immediate superior and subordinate refefences
maintw»ed—by—ﬁ&—s&adem&&ppher—%%#a—the%tsp—’l' i i i -

NOTE - For certain units of replication specifications, it may be necessary for the consumer DSA to contract to receive
extendedKnowledge in order that subordinate knowledge may be provided to it by its supplier.

23.2 Requesting cross reference

To improve the performance of the Directory System, the local set of cross references can be expanded using ordinary
Directory operations. If a DSA supports the DSP, it may request another DSA (which also supports the DSP) to return
those knowledge references which contain information about the location of naming contexts related to the target object
name of an ordinary Directory operation.

If the returnCrossRefs component of the ChainingArguments is Set t0 TRUE, the crossReferences component
of the chainingResults may be present, consisting of a sequence of cross reference items.
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