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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
egtablished—by—the—respective—o Rization with—part } oftechnical—activity- and IEC
hnical committees collaborate in fields of mutual interest. Other international organizations, governmental
d non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of irfformation
hnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

orga o O—GCa pa crel C O al

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Pari 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Sfandards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
International Standard requires approval by at least 75 % of the national bodies casting a vote.

tention is drawn to the possibility that some of the elements of this. document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

IJO/IEC 9594-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommunications and information.exchange between systems, in collaborption with
ITIU-T. The identical text is published as Rec. ITU-T X.518.(10/2012).

This seventh edition cancels and replaces the ‘sixth edition (ISO/IEC 9594-4:2008), which has been
technically revised. It also incorporates the Technical Corrigendum ISO/IEC 9594-4:2008/Cor.1:2011.

ISO/IEC 9594 consists of the following parts,.under the general title Information technology — Open Systems
Inferconnection — The Directory:

—t Part 1: Overview of concepts, models and services
— Part 2: Models

—  Part 3: Abstract service-definition

— Part 4: Procedures-for distributed operation

— Part 5: Pratocol specifications

— Part 6:Selected attribute types

—t ~Part 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks

— Part 9: Replication

© ISO/IEC 2014 — All rights reserved
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, have
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory information base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:
= fronrdifferentmanfactores,
— under different managements;
—  of different levels of complexity; and
—  of different ages.
This Recommendation | International Standard specifies the procedures by which the distributed-components pf the
Diredtory interwork in order to provide a consistent serviceto its users.
This Recommendation | International Standard provides the foundation frameworks uponwhich industry profiles ¢an be

defingd by other standards groups and industry forums. Many of the features defined™as optional in these frame

may
enhar

be mandated for use in certain environments through profiles. This seveath~edition technically revise
ces the sixth edition of this Recommendation | International Standard.

This $eventh edition specifies versions 1 and 2 of the Directory protocols.

The f
desig
functi
negot
Specit
1S0O/1
Anng
direct

Anne
provi

Anng
distril
Anne
distri

Anne

rst and second editions specified only version 1. Most of the servicés and protocols specified in this editi

on unless all Directory entities involved in the operation havenegotiated version 2. Whichever version has
ated, differences between the services and between the protocols defined in the seven editions, except for
ically assigned to version 2, are accommodated using the rules of extensibility defined in Rec. ITU-T X
FC 9594-5.

X A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modu
ory distributed operations.

XK B, which is an integral part of thissRecommendation | International Standard, provides the ASN.1
ing definitions for hierarchical operational bindings.

K C, which is not an integral_part of this Recommendation | International Standard, describes an exam
buted name resol ution.

K D, which is not an integral part of this Recommendation | International Standard, describes authentication
puted operations environment.

K E, which is pot-an integral part of this Recommendation | International Standard, illustrates know

mai ntenance.

Anne
repor

K F, whichlisnot an integral part of this Recommendation | International Standard, lists the amendments and
s that have been incorporated to form this edition of this Recommendation | International Standard.

vorks
s and

pn are

ned to function under version 1. However, some enhanced services and protocols, e.g., signed errors, will not

been
those
1519 |

le for

odule

ble of

in the

ledge

Hefect

Vi

Rec. ITU-T X.518 (10/2012)


https://standardsiso.com/api/?name=f6a8189d311214569c1825c33764f777

| SO/l EC 9594-4:2014 (E)

INTERNATIONAL STANDARD ISO/IEC 9594-4
RECOMMENDATION ITU-T X.518

1

I nformation technology — Open Systems I nter connection —
The Directory: Proceduresfor distributed operation

SECTION 1 -GENERAL

Scope

This

consi
behay
direct
servel
those|

The [

Recommendation | International Standard specifies the behaviour of DSAS taking part in a distributed dir
sting of multiple Directory systems agents (DSAs) and/or LDAP servers with at least one DSA. The'd
iour has been designed to ensure a consistent service given a wide distribution of the DIB across-a.distr
ory. Only the behaviour of DSAs taking part in a distributed directory is specified. The behaviour of |
s are specified in relevant LDAP specifications. There are no special requirements on an LDAP server b
given by the LDAP specifications.

Directory is not intended to be a genera purpose database system, although it may bebuilt' on such system:

assunped that there is a considerably higher frequency of queries than of updates.

2

The f]
const
were

Nor mative refer ences

bllowing Recommendations and International Standards contain provi§ons which, through reference in thi
tute provisions of this Recommendation | International Standard. Atthe'time of publication, the editionsind
valid. All Recommendations and Standards are subject to revision, and parties to agreements based o

Recommendation | International Standard are encouraged to investigate the possibility of applying the most

editio
valid
valid

21

n of the Recommendations and Standards listed below. Members of IEC and SO maintain registers of cur
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of cur
TU-T Recommendations.

Identical Recommendations | I nternational Standards

—  Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open S)
Interconnection — Basic Reference Model: The basic model.

—  Recommendation ITU-T X.500 (2012 | ISO/IEC 9594-1:2014, Information technology — Open S)
I nter connection — The Directory: Overview of concepts, models and services.

— Recommendation |TU-T X.501 (2012) | ISO/IEC 9594-2:2014, Information technology — Open S)
Interconnection — The Directory: Models.

—  Recommendation ITU-T X.509 (2012) | ISO/IEC 9594-8:2014, Information technology — Open S)
Interconnection — The Directory: Public-key and attribute certificate frameworks.

—  Recommendation ITU-T X.511 (2012) | ISO/IEC 9594-3:2014, Information technology — Open S)
Interconnection — The Directory: Abstract service definition.

— _‘Recommendation ITU-T X.519 (2012) | ISO/IEC 9594-5:2014, Information technology — Open S)
Interconnection — The Directory: Protocol specifications.

—  Recommendation ITU-T X.520 (2012) | ISO/IEC 9594-6:2014, Information technology — Open S)

pctory
owed
buted
| DAP
byond

. It is

5 text,
cated
n this
recent
rently
rently

stems
stems
stems
stems
stems
stems

stems

Lot ' Tha il + Cal dacl afteilol o+
TTICT CUTTTICLUTUNT = TTIT ITTULUN y. SCITULTU At TOULT Ly JCo.

— Recommendation ITU-T X.521 (2012) | ISO/IEC 9594-7:2014, Information technology — Open Systems

Interconnection — The Directory: Selected object classes.

—  Recommendation ITU-T X.525 (2012) | ISO/IEC 9594-9:2014, Information technology — Open Systems

Interconnection — The Directory: Replication.

— Recommendation ITU-T X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Specification of basic notation.

— Recommendation ITU-T X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Information object specification.

— Recommendation ITU-T X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Constraint specification.

Rec. ITU-T X.518 (10/2012)
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2.2

3

31
Thef

3.2
Thef

3.3
Thef

Recommendation ITU-T X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

Other references

IETF RFC 3672 (2003), Subentries in the Lightweight Directory Access Protocol (LDAP).

IETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road
Map.

IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

IETF RFC 4514 (2006), Lightweight Directory Access Protocol (LDAP): String Representation of
Distinguished Names.

a)
b)

a)
b)
0
d)
)
)
9)

a)
b)
0
d)
e)

f)

h)
i)
)
k)

Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

Basic Directory definitions
pllowing terms are defined in Rec. ITU-T X.500 | ISO/IEC 9594-1:

Directory model definitions
Dllowing terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:

DSA information modeltdefinitions
Dllowing terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:

L —g) DSA-Specific-Entry (DSE),

(the) Directory;
Directory Information Base.

access point;

alias;

Directory Information Tree;
Directory System Agent (DSA);
Directory User Agent (DUA);
distinguished name;

relative distinguished name.

category;,

commonly usable;
context prefix;
crossreference;

BIB fragment;

DSA information tree;

DSE type;

immediate superior reference;
knowledge information;

knowl edge reference category;
knowl edge reference type;

naming context;

non-specific knowledge;
non-specific subordinate reference;

Rec. ITU-T X.518 (10/2012)
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p) operational attribute;
q) reference path;

r)  specific knowledge;

s)  subordinate reference;
t)  superior reference.

34 Abstract service definitions
The following terms are defined in Rec. ITU-T X.511 | ISO/IEC 9594-3:

a) reply,
b—Tequest;
C) requester.

35 Protocol definitions

The fpllowing terms are defined in Rec. ITU-T X.519 | ISO/IEC 9594-5:
a) application-association;
b) application-entity-title.

3.6 Directory replication definitions

The fpllowing terms are defined in Rec. ITU-T X.525 | ISO/IEC 9594-9:
a) attribute completeness,

b) shadowing operational binding;

¢) subordinate completeness;

d) unit of replication.

3.7 Distributed operation definitions
The fpllowing terms are defined in this Recommendation | International Standard:
371 base object: The object or alias entry(hat is the target for an operation asissued by the requester.

372 bound DSA: The DSA to which the requesting DUA or LDAP client has bound, by having performed a Bind
opergion with that DSA.

373 bound-DSA paged results/The paging is performed entirely by the DSA to which the DUA is bound.
NOTE — Thisis the only mode-of.paging supported by systems conforming to editions prior to the fifth edition.

374 chaining: The getieric term for uni-chaining or multi-chaining.

3.75 context préfix information: Operational and user information supplied by the superior DSA fo the
suborginate DSA in'an RHOB regarding DIT vertices superior to the subordinate context prefix.

3.7.6 directory server: A DSA or an LDAP server.

3.7.7 distributed directory: An interconnected set of directory servers where at least one directory server stfall be
aDSA!

3.7.8 distributed name resolution: The process by which name resolution startsin a DSA and continues in one or
more Directory servers.

379 DSP paged results: The DSP protocol provisions when a performing DSA is different from a bound DSA,
whereby paged results by theinitial performer are accomplished.

3.7.10 error: Information sent from the performer to the requester conveying a negative outcome of a previously
received request.

3711 hard error: A definite error which indicates that the operation cannot currently be performed without
external intervention.
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3.7.12 hierarchical operational binding (HOB): Relationship between two master DSAs holding naming contexts,
one of which is immediately subordinate to the other, in which the superior DSA holds a subordinate reference to the
subordinate DSA.

3.7.13 initial performer: The first DSA or LDAP server to start performing on an operation, i.e., the first DSA or
LDAP server to enter the evaluation phase of the operation.

3714 LDAPrequester: A DSA that hasthe ability to access an LDAP server by using the LDAP protocol.

3.7.15 maodification operations: These are the Directory Modify operations, i.e., Modify Entry, Add Entry, Remove
Entry, Modify DN, Change Password and Administer Password operations.

3.7.16  multi-chaining: A mode of interaction in which a DSA processing a request itself sends multiple requests
either in parallel or sequentialy to a set of other DSAS.

multiple entry interrogation operations. These are the Directory Search operations, i.e., List and\Jearch

name resolution: The process of locating an entry by sequentially matching each RDN in aspurported{name
tex of the DIT.

non-specific hierarchical operational binding (NHOB): Relationship between twovmaster DSAs holding
namimg contexts, one of which isimmediately subordinate to the other, in which the superior. DSA holds a non-sgecific

NSSR decomposition: Decomposition of non-specific knowledge referencesinto subrequests for other DSAs
to pursue; these subrequests may be either chained to these DSAs by the DSA. performing the decomposition, or a
continuation reference identifying the DSAs may be returned to the requester fof«it to pursue, or the decomposing DSA

operation progress. A set of values which denotes the extent t@which name resolution has taken place.

paging: A search or list result is returned piecewise in.the form of one or more pages that are comprised

NQTE — The performer is aso the initia performer except-possibly for operations that involve more than one DSA fdr their

procedure: An (informal) specification*of’how a DSA maps a given set of input arguments and it§ DSA

NQTE — Input arguments and results may correspond to information received in a requested operation and information sgnt in a
ly, or they may represent intermediate stages in the computation of a reply from a requested operation. In clause 142, the

relevant hierarchical operational binding (RHOB): Either an HOB or an NHOB, depending on the cantext.

referral: An outcome)which can be returned by a DSA or LDAP server which cannot perform an operation

request decomposition: Decomposition by a DSA of arequest into subrequests for other Directory servers to
pursug; these subrequests may be either chained to these Directory servers by the DSA performing the decompogition,
or continuation references identifying the Directory servers may be returned to the requester for it to pursue, pr the

single entry interrogation operations. These are the Directory Read operations, i.e., Read and Cofnpare

3.7.29 soft error: Anerror which may be transient, or which may indicate alocalized problem, in which case the use
of adifferent knowledge reference or access point may enable aresult or hard error to be obtained.

3.7.30 subordinate DSA: Of the two DSAs sharing an HOB or an NHOB, the DSA holding the subordinate naming
context.

3.7.31 subrequest: A request generated by request decomposition.

3.7.32 superior DSA: Of the two DSAs sharing an HOB or an NHOB, the DSA holding the superior naming
context.
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3.7.33 superior, subordinate DSA: Two master DSAs holding naming contexts, one of which is immediately
subordinate to the other; the relationship between the two DSAs is managed explicitly viaan HOB (or NHOB), or exists
implicitly by virtue of the superior DSA holding a subordinate (or non-specific subordinate) reference to the
subordinate DSA.

3.7.34 target object name: The name of an entry either to which the operation is to be directed at a particular stage
of name resolution, or which isinvolved in the evaluation of the operation.

3.7.35 uni-chaining: A mode of interaction optionally used by a DSA which cannot perform an operation itself. The
DSA chains by invoking an operation of another DSA or LDAP server and then relaying the outcome to the original
requester.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ASN.1  Abstract Syntax Notation One

DAP Directory Access Protocol

DIB Directory Information Base

DISP  Directory Information Shadowing Protocol

DMD  Directory Management Domain

DOP Directory Operational Binding Management Protocol
DSA Directory System Agent

DSE DSA-Specific Entry

DSP Directory System Protocol

DUA Directory User Agent

HOB Hierarchical Operational Binding

LDAP Lightweight Directory Access Protocol

NHOB  Non-specific Hierarchical Operational-Binding
NSSR  Non-Specific Subordinate Reference

RHOB Relevant Hierarchical Operational Binding

5 Conventions

The term "Directory Specification” (as in "this Directory Specification”) shall be taken to mean Rec. ITU-T X|518 |
I SO/IEC 9594-4. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendations gnd all
parts pf 1SO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition jof the
Direory Specifications, i.e., the 1988 edition of the CCITT X.500-series Recommendations and the
I SO/IEC 9594:1990 edition.

This Directory~Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e, the 1993 edition of the ITU-T X.500-series Recommendations anf the
I SO/IEC9594:1995 edition.

This Ditectory Specification Usss the tarm thiTd edition SyStems 1o refer 1o SyStams conformimg to the thirdeditiom of the
Directory Specifications, i.e, the 1997 edition of the ITU-T X.500-series Recommendations and the
| SO/IEC 9594:1998 edition.

This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of Rec. ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525, and X.530, the 2000 edition of Rec. ITU-T X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition of the
Directory Specifications, i.e, the 2005 edition of the ITU-T X.500-series Recommendations and the
I SO/IEC 9594:2005 edition.
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This Directory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edition of the
Directory Specifications, i.e, the 2008 edition of the ITU-T X.500-series Recommendations and the
I SO/IEC 9594:2008 edition.

This Directory Specification uses the term seventh edition systems to refer to systems conforming to the seventh edition
of the Directory Specifications, i.e., the 2012 edition of the ITU-T X.500-series Recommendations and the
| SO/IEC 9594:2014 edition.

This Directory Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and values
are referenced in normal text, they are differentiated from normal text by presenting them in the bold Courier New
typeface. The names of procedures, typically referenced when specifying the semantics of processing, are differentiated
from normal text by displaying them in bold Times New Roman. Access control permissions are presented in italicized
Times New Roman.

If thgitems in a list are numbered (as opposed to using "—"' or letters), then the items shall be considered steps in a
procedure.
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SECTION 2 - OVERVIEW

6 Overview

The Directory abstract service allows the interrogation, retrieval and modification of Directory information in the DIB.
This service is specified in in Rec. ITU-T X.511 | ISO/IEC 9594-3. Similarly, the lightweight directory access protocol
(LDAP) allows the interrogation, retrieval and modification of Directory information in the DIB. This protocol and the
servicesit enables are specified in IETF RFC 4511.

The abstract service as specified in Rec. ITU-T X.511 | ISO/IEC 9594-3 does not address the specification of Directory
system agents (DSA) within which the DIB is stored and managed, and through which the service is provided.
Furthermore, it does not consider whether the DIB is centralized, i.e., contained within asingle DSA, or distributed over
a DSA and a number of additional DSAs and/or LDAP servers. Directory server is the common name for a DSA|or an
LDAP server. Consequently, the requirements for DSAs to have knowledge of, navigate to and cooperate with| other
DSA$ and or LDAP servers, in order to support the abstract service in a distributed environment is also not-covetled by
the aljstract service specification.

This Pirectory Specification specifies how a set of one or more DSAs and zero or more LDAPyservers colledtively
constitute the distributed directory service.

In addglition, this Directory Specification specifies the permissible ways in which the DIB may be distributed over ¢ne or
more|DSAs and zero or more LDAP servers. For the limiting case where the DIB is contaihed within asingle DSA, the
i e and
DSAs

Cation
buted

pctory
SA(9)
Lirther

by an

buted
directiory inquiries. These.procedures will ensure that users of the distributed Directory service perceive it to bg both
user-friendly and consistent.

NQTE — AlthoughaLDAP server may participate in a distributed operation, it is not aware of this cooperation.
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SECTION 3 -DISTRIBUTED DIRECTORY MODELS

7 Distributed Directory system model

The Directory abstract service, as defined in Rec. ITU-T X.511 | ISO/IEC 9594-3, models the Directory as an entity
which provides a set of directory servicesto its users. Users of the Directory access its services through an access point.

Figure 1 illustrates the distributed directory model which will be used as the basis for specifying the distributed aspects
of the directory. It illustrates the Directory as comprising a set of one or more DSAs and zero or more LDAP servers.

X.518(12)_FO1

Figure1—Thedistributed ditectory model

DSA{ are specified in detail in the subsequent clauses,of this Directory Specification. This clause merely sthtes a
number of their characteristics, in order to serve as_an~introduction and to establish the relationship betweep this
Direcfory Specification and the other Directory Specifications.

DSAs are defined in order that distribution of the DIB can be accommodated and that a number of physically distributed
DSA$ and LDAP servers can interact in a prescribed, cooperative manner to provide directory services to the ugers of
the directory (DUAs and/or LDAP clients).

doing this, the DSA 4sycalled an LDAP requester and the DSA abstract service does not apply for this type of
interaction. A DSA<that is directly bound to a DUA or LDAP client is called the bound DSA (for that DUA or LDAP
client).

Asinflicated.in Figure 1, each of two interacting DSAs may provide a DSA abstract service to the other DSA. However,
an LDDAP‘server is not able to send requests to a DSA or to another LDAP server. LDAP servers are therefore alwjays at
the edgeof theinfrastructure.

The DSA abstract service is provided through a number of operations, termed chained operations, each having a
counterpart in the Directory abstract service. Thus, a given operation in the directory abstract service, e.g., Read, may
require that the DSA providing the service interact with one or more other DSAs using chained operations,
e.g., Chained Read.

A DUA or LDAP client can only access the Directory by interacting with a DSA.

NOTE —An LDAP client interaction with an LDAP server is specified by IETF RFC 4510 and is outside the scope of these
Directory Specifications.
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8 DSA interactions model

A basic characteristic of the Directory is that, given a distributed DIB, a requester should potentially be able to have any
service request satisfied (subject to security, access control, service restrictions and administrative policies) irrespective
of the access point at which the request originates. In accommodating this requirement, it is necessary that any DSA
involved in satisfying a particular service request has some knowledge (as specified in Rec. ITU-T X.501 |
ISO/IEC 9594-2) of where the requested information is located and either return this knowledge to the requester or
attempt to have the request satisfied on its behalf. (The requester may be a DUA, an LDAP client or another DSA
(possibly on behalf of bound LDAP clients). In the latter case, both DSAs shall support the DSP.

Three modes of DSA interaction are defined to meet these requirements, namely "uni-chaining”, "multi-chaining”, and
"referral”. Throughout the remainder of this Directory Specification, the generic term chaining is used to refer to

uni- cha| ning and/or multi- chat ning as appropnate to the part|cular stuatlon "Chal ning" refers to the attempt by a DSA
~ & trn of

know]edge information to the requester, wh|ch may then itself mteract with the DSA(s) |dent|f|ed in the knoWledge
information.

LDAP servers may be components of a Directory. A DSA may chain requests to an LDAP server using the L DAP
protogol as specified in IETF RFC 4511. A DSA ableto chain requestsin thisway is called an LDAP\requester.

Uni-ghaining or a referral interaction may result from a single request. Alternatively, the request-may be decomposed
into gevera subrequests prior to the interaction. Multi-chaining or referral interactions, or(a;mixture of the twag, may
resulff from a decomposed request. Two types of decomposition are defined: NSSR/decomposition and request
decomposition.

81 Decomposition of arequest

8.1.1 NSSR decomposition

NSSR decomposition is the process of preparing (semantically) identical>requests ready for transfer (either sequentially
or in|parallel) to severa subordinate directory servers as a result.ofr encountering an NSSR during name resoljution.
Non-$pecific subordinate references do not hold the RDNs of>the referenced subordinate naming contexts, $o the
refergncing DSA is unable to tell which subordinate directory server holds which subordinate naming contgxt(s).
Durirlg name resolution, a DSA encountering NSSRs shallisend a semantically identical request to each suborflinate
directory server (in the absence of shadowing). This.may be done sequentialy or in parallel. Typicaly, only one
directiory server will be able to continue with name Tresolution; the other DSAs will return a serviceErroyg with
probleém unableToProceed, While other LDAP sétvers will return nosuchobject. In certain (rare) circumstanges, it
is pogsible that more than one DSA will continuewith name resolution, giving rise to duplicate results.

8.1.2 Request decomposition

Request decomposition, the other forim-of decomposing a request, is a process performed internally by a DSA ptior to
comnunication with one or movre ‘ether directory servers. A request is decomposed into several, possibly different,
subrefjuests such that each of thesubrequests accomplishes a part of the origina task. Request decomposition gan be
used pnly during operation@valuation of a List, Search or LDAP Search operation. After request decompositionf each
of the subreguests may then.be chained to other directory servers to continue the task, or a partia result (an embpdded
referrpl) may be retured-to the requester. An example of the same subrequest being generated to different dirgctory
servefs is when an<entry has subordinate references and/or NSSRs that together reference more than one dirgctory
servef. An example of different subrequests being generated to the same or different directory servers is when two
differpnt entries are encountered during a Search (subtree), and each has a subordinate reference.

8.2 Uni-chaining

This mode of interaction (depicted in Figure 2) may be used by one DSA to pass on arequest to another directory server
when the former has knowledge about naming contexts held by the latter. Uni-chaining may be used to contact a single
DSA or LDAP server pointed to in a cross reference or a subordinate reference. In addition, a superior reference,
supplier reference or a master reference may be used to contact asingle DSA.

NOTE — In Figure 2, the order of interactions is defined by the numbers associated with the interaction lines.
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X.518(12)_F02

Figure 2 — Uni-chaining mode

8.3 Multi-chaining

This mode of interaction is used by a DSA for transferring several outgoing requests which have resulted from one
inconfing request, as aresult of either request decomposition or NSSR decomposition.

831 Par allel multi-chaining

With|parallel multi-chaining, the DSA transfers several outgoing requests simultaneously (see Figure 3a). \Vhilst
paraliel multi-chaining may give improved performance, it may under certain circumstances, e.g., in the presefce of
shadgwing, cause duplicate results to be received.

X518(12)_F03a

832 Sequential multi-chaining

With sequential multi-chaining, the DSA transfers one outgoing request at atime and waits for the result or error of one
request before sending the next (see Figure 3b). Whilst sequential multi-chaining may not be the quickest mode of
interaction, it is unlikely that duplicate results will be received.

NOTE — A DSA may use a combination of parallel multi-chaining and sequential multi-chaining.
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a) X.518(12)_F03b
Unabl e to proceed

Figure 3b — Sequential multi-chaining
(asaresult of NSSR decomposition)

8.4 Referral

A referral (depicted in Figures 4a and 4b) is returned by aDSA in response to,arequest from a DUA, an LDAP client or
another DSA. The referral may constitute the whole response (in which casg'it is categorized as an error) or just gart of
the rgsponse. An LDAP server may also return areferral as specified in/ETF RFC 4511. A referra returned by g DSA
contalns a knowledge reference, which may be either a superior, subordinate, cross, non-specific subordinate, supplier,
or master reference. A referral from an LDAP server is equivalent t6.d cross reference.

The DSA (Figure 4a) receiving the referral may use the knowledge reference contained therein, to subsequently|chain
or mylti-cast (depending upon the type of reference) the original request to other directory servers. Alternatively, § DSA
receijing areferral, may in turn pass the referral back indts response. A DUA or LDAP client (Figure 4b) receiying a
referrpl may use it to contact one or more other DSAs to*'progress the request.

NQTE 1 — In Figures 4a and 4b, the order of interactions is defined by the numbers associated with the interaction lines.

D E F

8
Request Response
1

DUA or

a) LDAP

b Referral to E client
Referral to F X.518(12)_F04a

Figure 4a— Referral mode (DSA actson referrals)
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N Case

es not
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:; Referral to E X.518(12)_FO4b
Referral to F
Licuwradh Raoforvral moda (DLIA Aar 1L DAD clicnt antc an rfarralc)
Fgure4b—Referral-mede{BUA-e-EBAR-cliertactsenreterrals)
NOTE 2 — In Figure 4b, areferral to an LDAP client may be to an LDAP server. However, this situation is outside the'sg
this Directory Specification.
85 M ode deter mination
If aDSA cannot itself fully resolve arequest, it shall chain the request (or arequest formed by decemposing the orfiginal
one), to another DSA or LDAP server, unless;

a) chaning is prohibited by the requester or a bound DSA on behaf\6f an LDAP client v
chainingProhibited Service control, in which case the DSA )shall return a referral
serviceError With problem chainingRequired; Or

b) the DSA has administrative, operational, or technical reasons farpreferring not to chain, in whic
the DSA shall return areferral.

NOTE 1 — A "technical reason” for not chaining is that the DSAvidentified in the knowledge reference dg
support the DSP.
NOTE 2 — If the 1ocalscope service control is set, then the:DSA (or DMD) shall either resolve the request or|
an error.
NOTE 3 —If the user prefersreferrals, the user should'set chainingProhibited.
NOTE 4 — An LDAP server will always return a referral.
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SECTION 4 —DSA ABSTRACT SERVICE

9 Overview of DSA abstract service

The service of the Directory isfully described in Rec. ITU-T X.511 | ISO/IEC 9594-3. When such a serviceis provided
in a distributed environment, as modelled in clause 7, it can be regarded as being provided by means of a set of DSAs
and zero or more LDAP servers. Thisisillustrated in Figure 1.

For each operation defined in the Directory service, a corresponding "chained" operation is defined in the DSA abstract
service for use between DSASs cooperating in the accomplishment of that Directory service operation. Thus, a DSA
receiving a Read operation from a DUA might require the assistance of another directory server (e.g., a DSA holding
the target entry or a copy of it) to satisfy it, and so send that DSA a Chained Read operation.

The ipformation types exchanged in the DSA abstract service are defined in clause 10. The operations and errors/of the
DSA pghstract service are defined in clauses 11 to 13.

NOTE — Communication between a DSA (LDAP requester) and an LDAP server is outside the scope of DSA abstract service.

10 Information types

10.1 Introduction

This flause identifies, and in some cases defines, a number of information types‘which are subsequently used jn the
definition of the various operations of the DSA abstract service. The information types concerned are those whi¢h are
comnon to more than one operation or which are sufficiently complex-or-self-contained to merit being defined
separgtely from the operation which uses them.

Sever@ of the information types used in the definition of the DSA abstract service are defined elsewhere. Clause 10.2
identifies these types and indicates the source of their definition. Clauses 10.3 to 10.10 each identifies and defimes an
information type.

10.2 Information types defined elsewhere

The fpllowing information types are defined in Rec. |ITU-T X.501 | ISO/IEC 9594-2:
(Attributes)

— aliasedEntryName,

(Data types)

— DistinguishedName,

— Name;

— RelativeDistinguishedName.

The fpllowing information’types are defined in Rec. ITU-T X.511 | ISO/IEC 9594-3:
(Operations)

- abandon,

(Errers)

= abandoned,

- attributeError,

- nameError,

- securityError,

- serviceError,

— updateError.
(Information Object Class)

- OPTIONALLY-PROTECTED;
(Data Type)

- SecurityParameters.
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The following information typeis defined in Rec. ITU-T X.520 | ISO/IEC 9594-6:
(DataType)

- PresentationAddress

10.3 Chaining arguments

The chainingArguments shall be present in each chained operation, to convey to a DSA the information needed to

successfully perform its part of the overall task:

ChainingArguments ::= SET {
originator [0] DistinguishedName OPTIONAL,
targetObject [1] DistinguishedName OPTIONAL,

[2—OperationProgress
DEFAULT {nameResolutionPhase notStarted},

trpceInformation [3] TraceInformation,
alfiasDereferenced [4] BOOLEAN DEFAULT FALSE,
aljiasedRDNs [5] INTEGER OPTIONAL,

-- only present in first edition systems
refurnCrossRefs [6] BOOLEAN DEFAULT FALSE,
referenceType [7] ReferenceType DEFAULT superior,
inffo [8] DomainInfo OPTIONAL,
tipeLimit [9] Time OPTIONAL,
sefurityParameters [10] SecurityParameters DEFAULT {},
enkryOnly [11] BOOLEAN DEFAULT FALSE,
unfiqueIdentifier [12] UniqueIdentifier OPTIONAL,
aukhenticationLevel [13] AuthenticationLevel OPTIONAL,
exflusions [14] Exclusions OPTIONAL,
exfpludeShadows [15] BOOLEAN DEFAULT FALSEj;
nameResolveOnMaster [16] BOOLEAN DEFAULT FALSE,
OpErationIdentifier [17] INTEGER OPTIONAL,
seprchRuleId [18] SearchRuleId OPTIONAL,
chpinedRelaxation [19] MRMapping OPTIONAL,
rellatedEntry [20] INTEGER OPTIONAL,
dspPaging [21] BOOLEAN DEFAULT FALSE,

- [22] Not to be-used
- [23] Not to be“used

exfludeWriteableCopies [24] BOOLEAN DEFAULT FALSE,
Time| : := CHOICE {

utfpTime UTCTime,

geheralizedTime GeneralizedTime,
DomafinInfo ::= ABSTRACT-SYNTAX.&Type

The various components haveithe following meaning:

14

a)

b)

The originator component need not be present if the requester component is presq
CommohArguments Vvalue, if the certification-path component is present in
SecurityParameters value, or if requester information is only made available in the request, b
during the Bind operation. It shall not be present if requester information is not available. It sh
present, if requester information is only available as the result of the Bind operation.

The targetobject component shall convey the name of the object whose directory entry is
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object

whose entry is to be operated on, or which is to be the base object for a request or subrequest involving

multiple objects (e.g., chainedList Of chainedSearch). This component need not be present if

it has

the same value as the object or base object parameter in the chained operation, in which case its implied

valueisthat value. Otherwiseg, it shall be present.

The operationProgress component is used to inform the DSA of the progress of the operation, and
hence of the role which it is expected to play in its overall performance. The information conveyed in
this component is specified in clause 10.5. The default vaue indicates that the name resolution has not

started.
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The traceInformation component shall be used to prevent looping among DSAs when chaining isin
operation. A DSA shall add a new element to trace information prior to chaining an operation to another
DSA. On being requested to perform an operation, a DSA shall check, by examination of the trace
information, that the operation has not formed a loop. The information conveyed in this component is
specified in clause 10.6.

The aliasDereferenced component is a BOOLEAN value which shall be used to indicate whether or
not one or more aias entries have so far been encountered and dereferenced during the course of
distributed name resolution. The default value of FaLse indicates that no alias entry has been
dereferenced.

The aliasedRDNs component indicates how many of the RDNs of the targetobject component

have been generated from the aliasedEntryName attributes of one (or more) alias entries. The integer
value is set whenever an alias entry is encauntered and dereferenced. This component shall he present if

9)

h)

)

k)

the aliasDereferenced component is TRUE. Otherwise, it shall be absent.

NOTE — This component is provided for compatibility with first edition implementations of the Directory~"DUASs (and
DSAs) implemented according to later editions of the Directory Specifications shall always omit thisparametgr from
the commonarguments Of a subsequent request. In this way, the Directory will not signal ap<érror if Hliases
dereference to further aliases.

The returnCrossRefs component is a Boolean value which indicates whethér or not knowledge
references, used during the course of performing a distributed operation, are requested to be passed back
to the initiadl DSA as cross references, adong with a result or referral.<Fhe’ default value of BaLse
indicates that such knowledge references shall not be returned.

The referenceType component, when present, shall indicate, to.they DSA being asked to perform the
operation, what type of knowledge was used to route the request to. it. The DSA may therefore be gble to
detect errors in the knowledge held by the invoker. If such arerrer is detected, it shall be indicateq by a
serviceError With problem invalidReference. ReferenceType iS Specified fully in clausd 10.7.
If the referenceType is absent, then the value superidr shall be assumed.

The info component is used to convey DM D-specificinformation among DSAs which are involyed in
the processing of a common request. This companent is of type bomainInfo, which is of unresfricted
type:
The timeLimit component, if present, shalliindicate the time by which the operation is to be completed
(see clause 16.1.4.1). Before a value of Time is used in any comparison operation and if the synfax of
Time has been chosen as the uTcTime type, the value of the two-digit year field shall be rationalized into
afour-digit year value as follows:

—  If the 2-digit value is 004049 inclusive, the value shall have 2000 added to it.

—  If the 2-digit value is 50 to 99 inclusive, the value shall have 1900 added to it.
NOTE 3 —The use of GeneralizedTime May prevent interworking with implementations unaware of the possibility
of choosing either uTeTime Or GeneralizedTime. It iS the responsibility of those specifying the domains in|which
this Directory Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be used In no
case shall uTcTime be used for representing dates beyond 2049.

The secugityParameters datatypeis specified in Rec. ITU-T X.511 | ISO/IEC 9594-3. Its absgnce is
deemed.equivalent to there being an empty set of security parameters.

Theentryonly component shall be set to TRUE if the origina operation was a Search with the sybset
argument set to oneLevel, and an alias entry was encountered as an immediate subordinate of the
baseoObject. The DSA which successfully performs name resolution on the targetobject nameg shall
perform abject evaluation on only the named entry.

bed in Rec. ITU-T X.501 | ISO/IEC 9594-2.
authenticationLevel component, when present, shall indicate the authentication level as established
during the Bind operation. If this component is absent, a performing DSA shall assume that there has
been no authentication (anonymous Bind). This component should be present whenever the requester has
been authenticated. The aAuthenticationLevel data type is described in Rec. ITU-T X.501 |
ISO/IEC 9594-2.

The exclusions component has significance only for Search operations; it shall indicate, if present,
which subtrees of entries subordinate to the targetobject shall be excluded from the result of the
Search operation (see clause 10.10).

rauelde +-fie cBohen opnllona ~

ox—Componentis-optionallysu equester
name. The uniqueIdentifier datatypeis descri
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p)

Q)

r

The excludeShadows component has significance only for Search, LDAP Search and List operations; it
indicates that the search shall be applied to entries and not to entry copies. If arequest is received by an
LDAP requester for forwarding it to an LDAP server, the request shall not be forwarded if the referenced
naming context within the LDAP server is of category shadow (See clause 10.8). This optional
component may be used by a DSA as one way to avoid the receipt of duplicate results (see clause 20.1).

The nameResolveOnMaster component only has significance during name resolution, and isonly set if
NSSRs have been encountered. If set to TRUE, it signals that subsequent name resolution, i.e., matching
the remaining RDNs from nextRDNToBeResolved, shall not employ entry copy information, including
writeable copies in a multi-master LDAP server implementation; subsequent resolution of each
remaining RDN shall be done in the master DSA for the entry identified by that RDN (see clause 20.1).

The operationIdentifier component facilitates the correlation of DAP operations with subsequent
related DSP nr\nrnfinnc aswell aswith results 1t isassi gnnrl h\ll the DSA that first receivesa DAP request

s)

)

u)

v)

or is copied from the chaining arguments of DSP requests that require further chaining. The| DSA
assigning the operationIdentifier shal not reuse the assigned integer for a sufficienthy, long time
period. The correlation of related DAP and DSP requests and results are facilitated by DSA! loggirg, for
each operation and result, the operationIdentifier together with the name of the DSA ‘that assigned
it (the first DSA in traceInformation 0N a chained request). Such correlation may‘be useful fpr the
purposes of logging, auditing, charging and settlements, etc.

The searchrRuleId component, when present, shall convey the unique identity of a search-rulg. It is
included by the DSA performing the initial Search procedure (1) in case\this procedure starts within a
service-specific administrative area and the search operation is progressed to other DSASs either|when
progressing down the DIT, when following aliases or when following-hierarchical group pointers.

The chainedRelaxation component enables relaxation to be-Carried out in a distributed manner for
chained Search operations. If a DSA received a chained Search operation, and supports relakation
policies, it can use the supplied chainedRelaxation conmiponent in place of any other relaxation policy
that it might implement, thereby enabling relaxation to be coordinated among the DSAS that poteftially
return search results.

The relatedEntry element shall be present whenever the receiving DSA is required to resolve related
entries. When present, the receiving DSA shall respond only to the specific related entry element
specified by the relatedEntry value im\ joinAttributes Of the SearchArgument. Thus, a
relatedEntry value of zero shal seleét the first element in the joinattributes Sequenge the
SearchArgument. The value shall-néver exceed one less than the number of elements ih the
joinAttributes component of SearchArgument. The absence of the relatedEntry element|in the
ChainingArguments Of a DSP operation specifying related entries shall indicate that the distributed
operation being chained on iS the base search, and not the related entry part of the search.

If a DSA to which chaining is being carried out is required to handle both normal search resul{s and
related-entry results, thisshall be done by sending the DSA two distinct DSP operations.

When the relatedEntry element is present, the following special rules shall apply:

— in evaluating the infoTypes subcomponent of selection component of SearchArgument,
infoTypes shal be taken as having the value attributeTypesAndvalues, Whatever the
originally specified value;

— o4l attributes specified in any joinatt component of JoinattpPair shal be included In the
selection, whether or not previously included there;

~ the DSA coordinating related entry results shall omit values and unspecified arguments, so as to
make the result conform with the original user request.

DSA that supports related entries.

The dsppaging component may be used to request DSP paging. If the bound DSA is different from the
initial performer (see clause 15.5.4) and the bound DSA supports DSP paged results, it may set this
component to TRUE to instruct the initial performer to provide DSP paged results. If this component is
FALSE (default), the initial performer shall not perform DSP paged results. An initial performer that
supports DSP paged results shall not forward this component to DSA(S) to which it is sending
subrequests.

s by a
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W) The excludeWriteableCopies component has significance only for an LDAP requester receiving a
Search, LDAP search and List operation to be forwarded to an LDAP server. The request shall not be
forwarded if the referenced naming context within the LDAP server is of category writeableCopy
(see clause 10.8). This optional component may be used by a DSA as one way to avoid the receipt of
duplicate results (see clause 20.1).

104  Chainingresults

The chainingResults are present in the result of each operation and provide feedback to the DSA which invoked the
operation.

ChainingResults ::= SET {
info [0] DomainInfo OPTIONAL,
crpssReferences [1] SEQUENCE SIZE (1..MAX) OF CrossReference OPTIONAL,
sefurityParameters [2] SecurityParameters DEFAULT {},
alfeadySearched [3] Exclusions OPTIONAL,
-}
CrospReference ::= SET {
coptextPrefix [0] DistinguishedName,
acfpessPoint [1] AccessPointInformation,
-}

The arious components have the following meaning:

a) The info component, when present, shall be used to convey DMD-<gpecific information among PSAs
which are involved in the processing of a common request. This component is of type Domainfinfo,
which is of unrestricted type.

b) The crossReferences component shall not be present in the chainingResults unlegs the
returnCrossRefs component of the corresponding. request had the value TrRuge. This compgonent
consists of a sequence of crossReference items;€ach of which contains a contextPrefix gnd an
accessPoint descriptor (see clause 10.8).

A CcrossReference May be added by a DSA when it matches part of the targetobject argument of
an operation with one of its context prefixes: The administrative authority of a DSA may have a policy
not to return such knowledge, and will, in‘this case, not add an item to the sequence.

C) ThesecurityParameters datatypeis specified in Rec. ITU-T X.511 | ISO/IEC 9594-3. The alsence
of the securityParameters component is deemed equivalent to there being an empty set of sqcurity
parameters.

d) The alreadysearched component, if present, shall indicate which subordinate RDNs subordinate to
the targetobject have'been processed as part of a chained Search operation and therefore shiall be
excluded in a subseguent subrequest.

105 Operation praogress

An operationProgress’value describes the state of progressin the performance of an operation which several DSAs
shall participate in.

OperptionProgress ::= SET {
napmeResolutionPhase [0] ENUMERATED {

hotStarted (1),

broceeding (2),

compreted 3~

...}

nextRDNToBeResolved [1] INTEGER OPTIONAL,

-}

The various components have the following meaning:

d) The nameResolutionPhase component shall indicate which phase has been reached in handling the
targetObject name of an operation. Where this indicates that name resolution has notstarted, then
a DSA has not hitherto been reached with a naming context containing the initial RDN(s) of the name. If
name resolution is proceeding, then theinitia part of the name has been recognized, although the DSA
holding the target object has not yet been reached. The nextRDNToBeResolved indicates how much of
the name has already been recognized (see item b). If name resolution is completed, then the DSA
holding the target object has been reached, and performance of the operation proper is proceeding.
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D) The nextRDNToBeResolved, When present, shall indicate to the DSA which of the RDNs in the
targetObject name is the next to be resolved. It takes the form of an integer in the range one to the
number of RDNs in the name. This component shall be absent if the nameResolutionPhase
component does not have the value proceeding.

10.6 Traceinformation

A TraceInformation value carries forward arecord of the DSAs that have been involved in the performance of an
operation. It is used to detect the existence of, or avoid, loops that might arise from inconsistent knowledge or from the
presence of aliasloopsintheDIT.

TraceInformati

TractItem =
ds
tafgetObject

opprationProgress [2] OperationProgress,

-}

Each[DSA, which is propagating an operation to another DSA, shall add a new TraceItem-”to the end

TracpInformati

b) the

if:

10.7 Reference type

A RéferenceTypel Vaue indicates one of the various kinds of references defined in Rec. ITU-T X.

| SO/IEC 9594-2:

RefekrenceType :

superior
subordinate

a) thedsa component shall hold the name of the DSA which is adding the item;

c) theoperationProgress component shall-have avalue determined asfollows:

on ::= SEQUENCE OF TraceItem
SET {

[0] Name,

[1] Name OPTIONAL,

on. Each such TraceItem vaue has the following components:

targetObject component, when present, shall be the value (received on the targetox

of the

ject

component of the chainingArguments value of the incoming request. This parameter shall be omitted

the request being chained came from a DUA, in which’case its implied value is the objelct or

baseObject inthe DAP operation;

the request is received from an LDAP client, innwhich case its implied value is the obje
baseObject Of the LDAP request; or

if its value is the same as the (actual or implied) targetobject inthe chainingArgument
outgoing request;

If the incoming request isxfeceived from a DUA, the value shall be taken fron
operationProgress compenent of the CommonArguments of the DAP request. |
component is absent on thé DAP request, the default value notStarted shall be used.

If the incoming request iSreceived from an LDAP client, the value notstarted shal be used
If the incoming.request is received from a DSA, the vaue shall be taken fron

ct or

of the

h the
this

h the

operationPfrogress component of the chainedarguments value. If this component is gbsent

on the request, the default value notstarted shal be used.

:= ENUMERATED {
(1),

501 |

(2),

cross
nonSpecificS
supplier
master

(3)I
ubordinate (4),
(5)'
(6)'

immediateSuperior (7),

self
ditBridge

-}

(8),
(9),

18 Rec. ITU-T X.518 (10/2012)


https://standardsiso.com/api/?name=f6a8189d311214569c1825c33764f777

| SO/l EC 9594-4:2014 (E)

10.8 Access point information

There are three types of access points:

AccessPoint ::= SET {
ae-title [0] Name,
address [1] PresentationAddress,

protocolInformation [2] SET SIZE (1l..MAX) OF ProtocolInformation OPTIONAL,
-- [6] Not to be used

}
MasterOrShadowAccessPoint ::= SET {
COMPONENTS OF AccessPoint,
category [3] ENUMERATED (
Ea's\,'er (07
hadow (1),
vriteableCopy (2),

... } DEFAULT master,
chpiningRequired [5] BOOLEAN DEFAULT FALSE,

}

MastprAndShadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccessPoint

ad) An accessPoint vaue identifies a particular point at which access to the\Directory, specifically to a
DSA or LDAP server, can occur. When referring to a DSA, the access peint shall have a Name, that of
the DSA concerned. It shall have a Presentationaddress to be used in communications to thal DSA
or LDAP server (see clause 11 of Rec. ITU-T X.519 | ISO/IEC9594-5 for additional information {about
NSAP formats). When referring to a DSA using IDM pretocol, pSelector, sSelectox and
tSelector components shall be ignored. When referring to an LDAP server, the ae-tfitle,
protocolInformation pSelector, sSelector and t£Selector components shall be ignorefl (see
clause 11.3 of Rec. ITU-T X.519 | ISO/IEC 9594-5).

b) A MasteroOrshadowAccessPoint vaue identifiéssan access point to the Directory. The category,
either master Or shadow, Of the access point is dependent upon whether it points to a naming context or
to a commonly usable replicated area. The category writeableCopy isonly applicable if the access
point is for an LDAP server with writeable;copy entries. The chainingRequired component indicates
whether chaining is required for that DSAYT.e., areferral shall not be returned for that DSA.

Cc) A MasterAndShadowAccessPoints/vaue identifies a set of access points to the Directory, i.e.| a set
of related Directory servers. These-access points share the property that each refers to a DSA or LDAP
server holding entry information-from a common naming context (or a common set of naming contexts
mastered in one DSA wher’ the value is a value of the nonSpecificknowledge attribute). A
MasterAndShadowAccessPoints vaue indicates the category Of each AccessPoint vdue it
contains. The access point of the master DSA or LDAP server of the naming context need not be
included in the set(

NOTE — Implementors should recognize that it is possible for an LDAP server, even if identified as shadow, to ipdate
entries in respense’to an LDAP update operation that it receives.

An A¢cessPointInformation Value identifies one or more access pointsto the Directory.

AccepsPointInformation ::= SET {
COMPONENTS\ OF MasterOrShadowAccessPoint,
adfitionalPoints [4] MasterAndShadowAccessPoints OPTIONAL,
}
In the : H Faecesste - bf the

setisabsent. In the case of first edition DSAs interpreting an AccessPointInformation Vvalue, any
MasterAndShadowAccessPoints value present isignored.

In the case of second and subseguent edition DSAS, the MasterOrShadowAccessPoint value component produced
for an AccessPointInformation value may be of category master or shadow, as determined by the knowledge se-
lection procedure of the DSA producing the value. It may be viewed as a suggested access point provided by the DSA
generating the value to the DSA receiving it. A MasterAndShadowAccessPoints vValue may optionaly also be
produced for an AccessPointInformation vValue. This constitutes additional information which may be employed
by the receiving DSA's knowledge selection procedure to determine an alternative access point.
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DIT bridge knowledge

A pitBridgeKnowledge Value identifies a particular point at which access to another DIT, specifically to aDSA or an
LDAP server, can occur. DitBridgeKnowledge Specifies an access point at which that DSA or LDAP server may be
accessed.

DitBridgeKnowledge ::= SEQUENCE {
domainLocalID UnboundedDirectoryString OPTIONAL,
accessPoints MasterAndShadowAccessPoints,

-}

domainLocalID contains areadable description identifying the DIT included in the reference.

10.1
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fined in clause 10.3, the exclusions component of ChainingArguments is used to limit the scope-afia S
fion by identifying a number of entries subordinate to the target object which, together with) al of
dinates, shall not be included in the processing of a Search operation. The exclusion componentds define
of the ASN.1 type Exclusions.

hsions ::= SET SIZE (1l..MAX) OF RDNSequence

RDNSequence Valuein the Exclusions Set should identify the context prefix of afaming context subordir]
rget object. If a DSA receives a search request with an RDNSequence value'\that does not conform t

puished name of the context prefix.

Search subrequests performed in the presence of shadowed information.

b 5 illustrates an example of the use of Exclusions. In thistexample, a DSA holds two replicated area
th the other. One starts with context prefix X, the other with’context prefix C. An entry copy at Y hag
finate references to naming contexts, A, B and C.

an example, a subtree Search is performed in this DSA, starting with a base object within naming context
can provide information from replicated areas X and/C. The information from naming contexts A and B has
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Continuation reference

A continuationReference describes how the performance of al or part of an operation can be continued at one or
more different directory servers. It is typicaly returned as a referral when the DSA involved is unable or unwilling to
propagate the request itself.

ContinuationReference ::= SET {
targetObject [0] Name,
aliasedRDNs [1] INTEGER OPTIONAL, -- only present in first edition systems
operationProgress [2] OperationProgress,
rdnsResolved [3] INTEGER OPTIONAL,
referenceType [4] ReferenceType,
accessPoints [5] SET OF AccessPointInformation,
entryoOnly [6] BOOLEAN DEFAULT FALSE,
exfplusions [7] Exclusions OPTIONAL,
refurnToDUA [8] BOOLEAN DEFAULT FALSE,
nameResolveOnMaster [9] BOOLEAN DEFAULT FALSE,

-}

The arious components have the following meaning:

a) The targetobject component shall indicate the name which is proposed to be\dsed in continuing the
operation. This might be different from the name received in targetobject-of the incoming reqyest if,
for example, an aias has been dereferenced, or the base object in a search has been located.

b) The aliasedrpNs component indicates how many (if any) of the RDNs\in the target object name have
been produced by dereferencing an alias. The argument is only presehtif an alias has been dereferenced.

NOTE — This component is provided for compatibility with first edition implementations of the Directory.
This component shall not be included in CommonaArguments when implementing according o the
second or later editions of these Directory Specifications.

C¢) The operationProgress shal indicate the amount:of. name resolution which has been achievefl, and
which will govern the further performance of the operation by the DSAs named, should the DEA or
DUA receiving the continuationReference Wish to follow it up.

d) The rdnsResolved component value (which need only be present if some of the RDNSs in the|name
have not been the subject of full name:résolution, but have been assumed to be correct from af cross
reference) shall indicate how many RDNSs have actually been resolved, using internal references only.

€) The referenceType component, shall indicate what type of knowledge was used in generating this
continuation.

f) TheaccessPoints compohent shal indicate the access points which are to be contacted to achieve this
continuation. Only where non-specific subordinate references are involved can there be more than one
AccessPointInformation item.

g) Theentryonly component shall be set to TRUE if the original operation was a search, with the sybset
argument set to oneLevel, and an alias entry was encountered as an immediate subordinate of the
baseobject .1 he DSA which successfully performs name resolution on the targetobject namg shall
perform-ebject evaluation on only the named entry. If the original operation was not a search, with the
subsét argument set to oneLevel, this component shall be absent or take the value FALSE.

h) Thelexclusions component, when present, shal identify a set of subordinate naming contexts that
should not be explored by the receiving DSA.

i) ¢ The returnTobUA element is optionally supplied when the DSA creating the continuation reférence
wishes to indicate that it is unwilling to return information via an intermediate DSA (e.g., for 'aiurity
reasons), and wisnes to Indicate that Information may be directly available via an operation over a DAP
or LDAP between the originating DUA or LDAP client and the DSA. When returnToDUA is Set to
TRUE, referenceType May be set to self.

j)  The nameResolveOnMaster element is optionally supplied when the DSA creating the continuation

reference has encountered NSSRs. If set to TRUE, it signals that subsequent name resolution, i.e.,
matching the remaining RDNs from nextRDNToBeResolved, shall not employ entry copy information
including writeable copies in a multi-master LDAP server implementation; subsequent resolution of each
remaining RDN shall be donein the master DSA for the entry identified by that RDN (see clause 20.1).
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Bind and Unbind
Bind and DSA Unbind operations, respectively, are used by a DSA at the beginning and at the end of a period of

accessing another DSA. The binding or unbinding of a DSP application-association shall not, of itself, cause the loss of

any d

111

istributed paged results which were requested in the course of the application-association.

DSA Bind

11.1.1  DSA Bind syntax

A dsaBind operation is used to begin aperiod of cooperation between two DSASs providing the directory service.

dSAB

RE
ER

DSABf

DSAC

simple [0] SimpleCredentials,

st
ex

sp

DSAB

11.1.2

The
Rec.

11.1.

The
(see R

3 DSA Bind results

4 DSABinderrors

ind OPERATION ::= {

ULT DSABindResult
ORS { directoryBindError } }

ndArgument ::= SET {
dentials [0] DSACredentials OPTIONAL,
rsions [1] Versions DEFAULT {vl1} }

redentials ::= CHOICE ({

Fong [1] StrongCredentials,
FernalProcedure [2] EXTERNAL,
km [3] SpkmCredentials }

indResult ::= DSABindArgument

DSA Bind arguments

components of the DsaABindargument are identica to “their counterparts in the DirectoryBind (see
TU-T X.511 | ISO/IEC 9594-3) with the following differences:

— Thecredentials oOf theDirectoryBindArgument allowsinformation identifying the AE-Titlejof the
initiating DSA to be sent to the responding*DSA. The AE-Title shall be in the form of a Dirgctory
Distinguished Name.

— Thesaslcredentials shdl not beincluded inthe credentials.

— The credentials of the DirectoryBindResult allows information identifying the AE-Title pf the
responding DSA to be sent to the initiating DSA. The AE-Title shall be in the form of a Distingdished
Name.

components of the DSABiIndResult are identical to their counterparts in the DirectoryBindResult
Rec. ITU-T X.511 | ISQ/IEC 9594-3) with the following differences:

— The credentials of the DirectoryBindResult alows information identifying the AE-Title pf the
responding DSA to be sent to the initiating DSA. The AE-Title shall be in the form of a Distingyished
Name:

— <Thesaslcredentials shall not beincluded in the credentials.

Should

SPKM credentials are supplled then the Bi nd r&sponder may sign the error parameters

d-the-Bihdreaues] Bind-erro be-teal ed- ha Bind+regues) c Al 4 1 it on or

Theversions parameter of the dsaBindError indicates which versions are supported by the responding DSA.

The SecurityParameters components (see clause 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) shall be included if the
error isto be signed.

A securityError Of serviceError shall be supplied asfollows:

securityError inappropriateAuthentication

invalidCredentials
blockedCredentials

serviceError unavailable

22
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112 DSA Unbind

The unbinding at the end of a period of cooperation between two DSAs providing the Directory service is for the OSI
environment specified in clauses 7.6.4 and 7.6.5 of Rec. ITU-T X.519 | ISO/IEC 9594-5 and for the TCP/IP
environment in clause 9.2.2 of Rec. ITU-T X.519 | ISO/IEC 9594-5.

12 Chained operations

For each of the operations used to access the directory abstract service, there is an operation used between cooperating
DSAs in a one-to-one correspondence. The names of the operations have been chosen to reflect that correspondence by
prefixing the names of operations used between cooperating DSAs with the term "Chained".

The grgurmerts—resdisand-errers-of-thechahed-operatitensare—with-ene-oeepten—tormed-sysiemattealy—Hem the
arguments, results and errors of the corresponding operations in the Directory abstract service (as specified in«¢lause
12.1)] The one exception is the Chained Abandon operation, which is syntactically equivalent to its Directery sprvice
counterpart (specified in clause 12.2).

121 Chained operations

A D$A, having received an operation from a DUA, having created an LDAP Transport eperation resulting ffom a
receiJed request from an LDAP client, or having created a Linked LDAP operation resulting-from a partial resul{ from
an LIDAP server, shall construct a chained form of that operation if it is to be propagéated to another DSA. A |DSA,
having received a chained form of an operation, may also elect to chain it to another-DSA. The DSA invoking a chiained
form pf an operation may sign the argument of the operation; the DSA performing the operation, if so requested, may
sign the result or error returned by the responder of the operation.

The dhained form of an operation is specified using the parameterized typeehained { }.

chpined{OPERATION:operation} OPERATION ::= {

ARGUMENT OPTIONALLY-PROTECTED {SET {
chainedArgument ChainingArguments,
argument [0] operation.&ArgumentType } }
RESULT OPTIONALLY-PROTECTED {SET {
chainedResult ChainingResultsy
result [0] operation.&ResultType}}

ERRORS

{operation.&Errors EXCEPT referral | dsaReferral}
CODE operation. &gperationCode }
NQTE 1 —The operations of the Directory(abstract service which may be used as the actual parameter of chained { }
inglude the abandoned error. The presence of this error among the set of possible errors of a chained operation reflegts the
pdssibility discussed in clause 12.2, that 'a chainedabandon Can be generated for a chainedModi £y operation when aflinked
aspociation fails.
NOTE 2 — The definitive specification of the DSA abstract servicein Annex A applies this parameterized type to construct|all the
chiained operations of the abstract service.

The grgument of the derived operation has the components:

ad) chainedArgument — This is a value of chainingArguments that contains the informfation,
supplementing the information provided in the DAP argument. This additional information is neegled in
order for the receiving DSA to handle the operation properly. This datatype is defined in clause 10.3.

b)\"~argument — This is a value operation.&Argument and consists of the origina DAP argumgnt, as
specified in the appropriate clause of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Should the request succeed, the result of the derived operation has the components:

a) chainedResult — Thisis a vaue of chainingResults which contains that information, over and
above that to be supplied in the DAP result, which may be needed by previous DSAs in a chain. This
information type is defined in clause 10.4.

b) result—Thisisavalueoperation.&Result and consists of the result which is being returned by the
performer of this operation, and which is intended to be passed back in the result to the requester. This
information is as specified in the appropriate clause of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Should the request fail, one of the errors of the set operation.&Errors will be returned, except that dsaReferral is
returned instead of referral. The set of errors, which may be reported, is as described for the corresponding operation
in Rec. ITU-T X.511 | ISO/IEC 9594-3. The error dsaReferral isdescribed in clause 13.2.
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Chained Abandon operation

A chainedabandon request is used by one DSA to indicate to another that it is no longer interested in having a
previously invoked distributed operation performed. This may be for any number of reasons, of which the following are
examples:

— the operation which led to the DSA originally chaining has itself been abandoned, or has implicitly been

aborted by the breakdown of an application-association;

— the DSA has obtained the necessary information in another way, e.g., from a faster responding
involved in the parallel multi-chaining.

DSA

A DSA isnever obliged to issue a chainedabandon request, or indeed to actually abandon an operation if requested to

do so.
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Chained Abandon operation actually succeeds in stopping the performance of an operation, then a result.\
ed, and the subject operation will return an abandoned error. If the chainedabandon does not. SUCCE
ng the operation, then it will return an abandonFailed error itself.

A may also issue an AbandonRequest t0 an LDAP server under the same conditions as above.

Chained operations and protocol version

hents) or which return different results when used with a protocol version greater-than v1 (such as modi £y

hat used to convey the request.

Chained errors

I ntroduction

e most part, the same errors can be returned in the DSA- abstract service which can be returned in the dir
service. The exceptions are that the dsaReferral™ error” is returned (see clause 13.2), instead of refe
e following service problems have the same abstract syntax but different semantics:

d) serviceError With problem invalidrReference — The DSA returning this error detected an e
the calling DSA's knowledge as specified in the referenceType chaining argument.

b) serviceError with problém)looppetected — The DSA returning this error detected a loop
knowledge information in the Directory.

TU-T X.511 | ISO/IEC 9594-3.

brror occurs during a chained operation, the responding DSA may sign the error returned.

DSA referral

isaRefexrfal error shal be generated by a DSA when, for whatever reason, it does not wish to co

il be
bed in

ertain
ntry

h signed argument) shall only be chained on application-associations with the-same or a greater version ngimber

pCtory
rral,

ror in

n the

recedence of the errors which(may occur is as for their precedence in the directory abstract service, as specified in

htinue

ming an-operation by chaining the operation to one or more other directory servers. The circumstances where it
may fleturn ateferral are described in clause 8.3.

dsaR

bfarral ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED { DsaReferralData }
CODE id-errcode-dsaReferral }

DsaReferralData ::= SET {
reference [0] ContinuationReference,
contextPrefix [1] DistinguishedName OPTIONAL,

ooy

.oy

COMPONENTS OF CommonResults }
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The various components of DsaReferralData datatype have the following meaning:

a) Thereference component contains the information needed by the invoker to propagate an appropriate
further request, perhaps to another DSA or to an LDAP server. The ContinuationReference data type is
specified in clause 10.11.

D) The contextPrefix component may optionally be included if the returncrossRefs component of
the chainingArguments for this operation had the value TRUE, and the referral is being based upon a
subordinate or cross-reference. Otherwise, it shall be absent. The administrative authority of any DSA
will decide which knowledge references, if any, can be returned in this manner (the others, for example,
may be confidential to that DSA).

The information provided can optionally be qualified by the use of the notification component of CommonResults.
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SECTION 5 -DISTRIBUTED PROCEDURES

14 I ntroduction

141 Scope and limits

This clause specifies the procedures for distributed operation that are performed by DSAs. Each DSA individually
performs the procedures described below; the collective action of all DSAs produces the full set of services provided to

users of the Directory.

14.2 Conformance

The description of DSA procedures in this section is based on the models in clauses 8 and 9 of Rec. ITUT X
ISO/EC 9594-2 and clauses 7 and 8 of this Directory Specification. The flow charts and their correspending t
descriptions are one of the means of mapping a given set of external (DAP, LDAP and/or DSP) inputs'to’a DA
one dr more external outputs (i.e., a result, error, referral, chained requests or LDAP request) produced by that
deperjding on the particular DSA information tree held by that DSA.

It is grobable that the Directory will be distributed across DSAs implemented according to-different editions of
ory Specifications. The DUA or LDAP client initiating the request will be unaware’as-to which edition the
s satisfying the DUA's or LDAP client's request will have been implemented. Therefore to allow operat

12 of Rec. ITU-T X.519 | ISO/IEC 9594-5.

implementation shall be functionally equivalent to the external behaviour specified by the procedures dest
here. [The algorithms used by a particular DSA implementation to derivethe correct output(s) from the given
and OSA information tree held are not standardized.

.501 |
Extual
\ into
DSA,

these
DSA
onin

heterogeneous environment, a DSA shall be implemented according to the.rules of extensibility defimed in

Cribed
nputs

NOTE — The flowcharts which accompany the procedures are intended to\be used as aids towards understanding the procedures.

They are not to be considered as being a precise aternative to the textua descriptions. Where there is a disparity betwe
textual description and the flowchart for a particular procedure, it isintended that the textual description take precedence.

14.2. Interaction involving a first edition DSA

If thel modify operations evaluate across DSA boundaries (i.e., addEntry With TargetSystem, Remove or Ren
context prefix), then this Directory Specification«only specifies how two second or subsequent edition DSAY
behafe. The interaction between two first editipn-DSAS, or between a first edition DSA and a second or subse
editidn DSA, is outside the scope of these-Directory Specifications. When mixed edition DSAs have a hierar|
opergional binding, knowledge of each other'’s edition may allow a consistent error to be given to the user.

14.3

The ¢omplexity of the Directory's distributed operation gives rise to a need for conceptual modelling using
narraiive and pictorial descfiptive techniques. However, neither the narrative nor the diagrams should be construg
formal description of distributed directory operation.

Conceptual model

144 Individual and cooper ative oper ation of DSAs

The model views' DSA operation from two separate perspectives, which, taken together, provide a complete, operg
picture of4he Directory.

en the

Ame a
shall
pquent
chical

both
dasa

fional

a) DSA-centred perspective — In this perspective, the set of procedures that support the Direct

Dry is

described from the viewpoint of a single DSA. This makes it possible to provide a defi

nitive

specification of each procedure and to fully account for their interrelationships and overal control

structure. Clauses 16 to 22 describe the DSA procedures from a DSA-centred perspective.

b) operation-centred perspective — The DSA-centred view provides complete detail but makes it difficult
to understand the structure of individual operations, which may undergo processing by multiple DSAs.
Consequently, clause 15 adopts a primarily operation-centred view to introduce the processing phases

applicable to each.

To support the distributed operation of the Directory, each DSA shall perform actions needed to realize the intent of

each operation and additional actions needed to distribute that realization across multiple DSAs. Clause 15 explor
distinction between these two kinds of actions. In clauses 16 to 22, both kinds of actions are specified in detail.
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145 Cooper ative agreements between DSAs

All DSAs which are in a subordinate/superior relationship due to the naming contexts that they hold have hierarchical
and/or non-specific hierarchical operational bindings between them, depending upon the types of knowledge reference
held by those DSAs.

Hierarchica and non-specific hierarchical operational bindings between DSAs may be administered using the
procedures of clauses 24 and 25, or by off-line means.

A DSA holding entries which are within the administrative area of its superior DSA shall administer the subschema,
shall follow the governing-search-rule (if any) and shall control access to the entries, as required by the administrative
authority. The regulation of entries within an administrative area may be performed as defined in Rec. ITU-T X.501 |
| SO/IEC 9594-2 or may be performed by local mechanisms.

15 Distributed Directory behaviour

151 Cooperative fulfilment of operations

Each DSA is equipped with procedures capable of completely fulfilling all directory operations. I the case that 4 DSA
contalns the entire DIB, all operations are completely carried out within that DSA. In the case that the DIB is distributed
acrosp a distributed directory, the completion of a typical operation is fragmented, with just-a portion of that opgration
carrigd out in each of potentially many cooperating directory servers.

In the distributed environment, the typical DSA sees each operation as a transitory ‘event: the operation is invoked by a
DUA| an LDAP client or some other DSA; the DSA carries out processing of.the object and then directs it tpward
another directory server for further processing.

An aternative view considers the total processing experienced by an“operation during its fulfilment by pgssible
multiple, cooperating directory servers. This perspective reveals the eommon processing phases that apply [to all
opergions.

152 Phases of operation processing

Everyf directory operation may be thought of as comprising’three distinct phases:

a) the Name Resolution phase in which the name of the object on whose entry a particular operation igto be
performed is used to locate the DSA or LDAP server that holds the entry;

b) the Evaluation phase in whichthe operation specified by a particular directory request (e.g., al Read
operation) is actually performed;

¢) the Results Merging phase in which the results of a specified operation are returned to the requesting
DUA or LDAP clieht)If a chaining mode of interaction was chosen, the Results Merging phas¢ may
involve several DSA's, each of which chained the original request or subrequest (as defined in ¢lause
15.3.1 — Request decomposition) to other DSAs and LDAP servers during either or both of the pregeding
phases.

In the case of a Readi\Compare, List, Search, Modify Entry, Modify DN, Remove Entry, LDAP Transport or Llinked
LDAP operation, name resol ution takes place on the object name provided in the argument of the operation. In the case
of an[ Add Entry~Operation, name resolution's target entry is the immediately superior entry of that provided |n the
argument of the“operation — it can be easily derived by removing the fina RDN from the name provided |n the
opergionargument. (Thisisdone vialoca argument m in the FindDSE procedure of clause 18.3.1.)

An operation on a particular entry may initially be directed at any DSA in a distributed directory. That DSA uses its
knowledge, possibly in conjunction with other Directory servers, to process the operation through the three phases.

15.21 Name Resolution phase

Name Resolution is the process of sequentially matching each RDN in a purported Name to an arc (or vertex) of the
DIT, beginning logically at the Root and progressing downwards in the DIT. However, because the DIT is distributed
among arbitrarily many Directory servers, each DSA may only be able to perform a fraction of the Name Resolution
process. A given DSA performs its part of the Name Resolution process by traversing its local DSA information tree.
This process is described in clause 18 and the accompanying diagrams (see Figures 9 to 12). Based on its local DSA
information tree, and the knowledge information contained therein, a DSA is able to infer whether the resolution can be
continued by one or more other DSAS/LDAP servers, or whether the name is erroneous.

NOTE — Name Resolution within an LDAP server is outside the scope of this Directory Specification.
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The Name Resolution phase is constrained to work within a DSA information tree if the manageDSAIT service control
option is set.

15.2.2 Evaluation phase
When the Name Resol ution phase has completed, the actual operation required (e.g., Read or Search) is performed.

Operations that involve a single entry interrogation — Read, Search with subset Set t0 baseobject and Compare —
may be carried out entirely within the DSA or LDAP server in which the entry islocated.

Operations that involve multiple entries interrogation — List, Search and an LDAP search carried by an LDAP Transport
operation — need to locate subordinates of the target, which may or may not reside in the same DSA. If they do not all
reside in the same DSA, operations need to be directed to the DSAs specified in the subordinate, non-specific
subordinate, supplier, or master references (as appropriate) and/or LDAP servers specified in subordinate, non-specific
suborfinate or cross references to complete the evaluation process.

The Bvaluation phase is constrained to work within a DSA information tree if the manageDsAIT Service control gption
is set Likewise, if the evaluation phase starts within a service-specific administrative area, the evaluation isconstfained
to that administrative area.

15.2.3 ResultsMerging phase
The Results Merging phase is entered once some of the results of the Evaluation phase are avaijable.

In thgse cases where the operation affected only a single entry, the result of the operation:¢an simply be returned to the
requesting DUA or LDAP client. In those cases where the operation has affected multiple entries on multiple Dirgctory
servefs, results can be combined. If signing is performed on the results of an operation initiated by a DUA, the rlesults
shall hot be combined. The results should be returned to the DUA without performing merging.

The permissible responses returned to arequester after results merging include:
a) acomplete result of the operation;

b) aresult which is not complete because some parts of the DIT remain unexplored (applies to List, $earch
and LDAP search only). Such a partial result magZinclude continuation references for those parts pf the
DIT not explored;

c) anerror (areferral being aspecia case); and

d) if therequester wasaDSA, acChainingResults value

153 Managing Distributed Oper atiohs

Information is included in the argument of each operation which a DSA may be asked to perform indicating the
progress of each operation as it traverses various DSAs of the Directory. This makes it possible for each DEA to
perfofm the appropriate aspect of the)processing required, and to record the completion of that aspect before dirgcting
the operation outward toward further directory servers.

Additional procedures are ificluded in the DSA to physically distribute the operations and support other needs arising
from their distribution.

15.3.

Request decomposition is a process performed internally by a DSA prior to communication with one or more| other
directiory servers. A reguest is decomposed into several subrequests such that each of the latter accomplishes a gart of
the ofiginal ‘task. Request decomposition can be used, for example, in the search operation, after the base objegt has
been found. After decomposition, each of the subrequests may then be uni-chained or multi-chained to other dirgctory
servers, 1o continue the task.

Request decomposition

The argument of a chained request (see clause 12.1) or subrequest shall be the unmodified operation argument of the
origina DAP operation. A DSA receiving a chained request shall not change argument of the DAP request when
doing request decomposition.
NOTE —The following subclauses specify this requirement for individual components of argument. This should not be
interpreted to mean that the component not explicitly mentioned can be changed.
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15.3.2 DSA asRequest Responder

A DSA that receives arequest can check the progress of that request as follows:

— if the request is received from a DUA then using the operationProgress component of the
CommonArguments Value, or its default value;

— if therequest isreceived from an LDAP client then assume that Name Resolution has not started; or

— if the request is received from a DSA then using the operationProgress component of the
ChainingArguments value, or its default value.

Thiswill determine whether the operation is still in the Name Resolution phase or has reached the evaluation phase, and
what portion of the operation the DSA should attempt to satisfy. If the DSA cannot fully satisfy the request, it shall
either pass (by uni-chaining or multi-chaining) the operation on to one or more Directory servers which can help to
fulfil fReTequest, or return areferral 1o another DSA Or LDAP Sefver, or terminate the request with an error.

15.3.3 Completion of operations

Each [DSA that has initiated an operation or propagated an operation to one or more other Directory servers shall keep
track |of that operation's existence until each of the other Directory servers has returned a result or error, ¢r the
opergion's maximum time limit has expired. This requirement applies to al operations, propagation modgs and
processing phases, except when an LDAP abandon request has been sent to an LDAP server)(see clause 20.65). It
ensures the orderly closing down of distributed operations that have propagated out into the Directory.

154 L oop handling

The DIT may be in a state that can cause looping. As an example, looping can.occur during name resolution where
deref@rencing one or more aliases brings the resolution back to the same branch-of the DIT. Another potential calise of
loopiing is through misconfigured knowledge references.

Withiln the context of a particular directory operation, a loop occursif at any time the operation returns to a prgvious
state,|where state is defined by the following components:

— thename of the DSA currently processing the operation;
— thename of the targetobject as containedwithin the chainingArguments value of the operatipn;

— the operationProgress as contained within the chainingaArguments value of the operation @nd as
defined in clause 10.5.

This gloes not mean that an operation cannot beprocessed multiple times by a particular DSA. However, it does|mean
that the DSA will not process the same operation in the same state multiple times.

Looping is controlled using the Traceinformation value of the CchainingArguments value as defined in
clausg 10.6, which records the sequence of states a particular operation has gone through. Two strategies are defiped to
determine whether looping has ogcurred, or is about to occur. These are loop detection and loop avoidance, and they are
described in clauses 15.4.1 and-15:4.2, respectively.

L oop|detection is mandatory-and loop avoidance is optional.

NOTE — An LDAPserver cannot perform loop detection. Loop detection has to be performed by the DSA acting as L DAP
refluester. Detectianof“a loop may be delayed if more than one LDAP requester is forwarding requests to the same LDAP|server
fof the same opetation.

154.1 Loop-detection
On recel pt of a d| rectory operatron a DSA shall mrtrally valrdate the operatron to ensure that it can be progrased. An

the sequence of prevrous stames recorded in the TraceInformation value for that operatron This step of loop
checking isloop detection.

15.4.2 Loop avoidance

Loop avoidance requires that a DSA, immediately prior to forwarding an operation to another DSA as part of achaining
procedure, determines whether the consequential state of the operation (which is the Traceitem value that the
receiving DSA will add to the TraceInformation value when it receives it) appears on the sequence of previous
states recorded in the traceInformation argument for the original incoming operation.
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In the case where referrals are received or acted upon, loop avoidance and loop detection cannot be achieved purely by
examining traceInformation. In this case, each time a DSA acts on areferral, it needs to store the consequential
state of the operation (i.e., the TraceItem vValue that the receiving DSA is going to add when it receives the request)
along with arecord of the incoming request. Before acting on or returning areferral, a DSA needs to check through this
list, in order to check that an identical request has not been previously sent whilst trying to service the incoming
operation.

155 Other considerationsfor distributed operation

15.5.1 Servicecontrols

Some service controls need specia consideration in the distributed environment in order that the operation is processed
the way that was requested

@) chainingProhibited — A DSA consults this service control when determining the,mofe of
propagation of an operation. If it is set, then the DSA shall always use referral mode. If, howevey, it is
not set, the DSA can choose whether to use chaining or referral depending on its capabilities.

b) timeLimit — A DSA shall take account of this service control to ensure that thetime limit |s not
exceeded in that DSA. A DSA requested to perform an operation by a DUA;initialy heegs the
timeLimit expressed by the DUA as the available elapsed time in seconds’for completion ¢f the
operation. If chaining is required, the timeLimit isincluded in the chaining arguments to be passed to
the next DSA(S). In this case, the same vaue of the limit is used for each/Chained request, and |is the
(UTC) time by which the operation shall complete to meet the originaly specified constraint. On
receiving chainingArguments With a timeLimit Specified, the recgiving DSA respects this limif.

C) sizeLimit — A DSA shal take account of this service control* for List, Search and LDAP $earch
operations to ensure that the list of results does not exceed thésize specified. The limit, asincluded|in the
common argument of the original request, is conveyed unchanged as the request is chained. If request
decomposition is required, the same value is included.in the argument to be passed to the next DSA, the
full limit is used for each subrequest. When the results are returned, the requester DSA resolvgs the
multiple results and applies the limit to the total to ensure that only the requested number is returned. If
the limit had been exceeded, thisis indicated inthe reply.

d) priority — In al modes of propagation,.each DSA is responsible for ensuring that the process|ng of
operations is ordered so as to support this'service control, if present.

€) localsScope — The operation islimited to alocally defined scope and each DSA shall not propagdte the
reguest outside of this.

f) scopeOfReferral —If theDSA returnsareferral or partial result to a List or Search operation, then the
embedded continuation references shall be within the requested scope.

All ofher service controls need to beTespected, but their use does not require any specia consideration in the distributed
envirpnment.

1552 Extensions

If a DSA encounters an_extended operation in the Name Resolution phase of processing and determines thet the
opergtion should bechained to one or more DSAS, it shall include unchanged in the chained operation any extepsions
preseft.

NOTE — An\administrative authority may determine that it is appropriate to return a serviceError with pfoblem
urwillingToPerform if it does not wish to propagate an extension.

If a SA-encounters an extension it does not support in the evaluation phase of processing, two possibilities may|arise.
If theextensom s Tot Triticat, the DSA Shatgnore the extenson, Hftheextensionm s critical; the DSA ShatTaturn a
serviceError With problem unavailableCriticalExtension. A critical extension to a multiple object operation
may result in both results and service errors of this variety. A DSA merging such results and errors shall discard these
service errors and employ the unavailableCriticalExtension component of PartialOutcomeQualifier as
described in Rec. ITU-T X.511 | ISO/IEC 9594-3.

If an LDAP requester is about to chain arequest initiated by a DUA to an LDAP server and it does not have knowledge
of an LDAP control corresponding to each critical extension, it shall return an unavailableCriticalExtensions aS
specified above. However, if thisis not the case and there are no other reasons for not chaining the request, it shall in
the chained request add all known LDAP controls corresponding to the extensions signalled in the received request.
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155.3 Aliasdereferencing

Alias dereferencing is the process of creating a new target object name, by replacing the alias entry distinguished name
part of the original target object name with the AliasedEntryName attribute value from the alias entry. The object
name in the operation shall not be affected by alias dereferencing.

1554 Paged results

When a DUA includes the PagedResultsRequest iN the search oOr 1ist request (see clause 7.9 of Rec. ITU-T
X.511 | ISO/IEC 9594-3), the paging may be performed by the bound DSA, or it can be performed by the DSA that
holds the baseobject/object entry of the search or 1ist request (possible after one or more aias dereferencings),
also called the initial performer. If the paging is performed by the bound DSA, which could aso be the initial
performer the pagr ng is called bound-DSA paged results. If the pagr ng is performed by the initial performer, and the

A DSA that supports DSP paged results shall:

—  support DSA-bound paged results;

—  support DSP paged results as bound DSA;

—  support DSP paged results as an initial performer; and

—  support the entryCount subcomponent of the PartialoutcomeQualifier:

Wher} a bound DSA receives a search or 1ist request with the pagedresultsReguést included, and the bound
DSA [is not the initial performer for that request, then the bound DSA may elect to include the dsppaging compgonent
in thg chainingArguments value. The initial performer may elect to do DSP paged results. This is signalled o the
boundd DSA by including a queryReference in the PartialoutcomeQualifier. This is the queryRefezence
returnjed to the DUA to be used for retrieval of the next page.

If the initial performer either does not support DSP paged results or ehoeses not to perform it, the bound DSA may
perfofm normal bound-DSA paging.

A D$A that is a performer, but is not the initial performer, shal ignore a possible dsppaging component |n the
ChaipingArguments value, and it shall honour the sizeLimit Service control if present.

155.% Handling requestsfrom LDAP client

Wher) an LDAP client sends a request into a boundary DSA, the request is formatted according to IETF RFC |4511.
How the request is handled by the boundary DSA, depends on theinitial destination of the request:

a) If the bound DSA and/or the LDAP servers for which the bound DSA is an LDAP responder complete
the operation, then the procedure is outside the scope of this Directory specification.

b) If the request is initially \handled as in @) but it becomes necessary to chain one or more subrequésts to
other DSAS, then such stibrequests shall be chained wrapped as LDAP Transport operations.

c) |If the original request is chained to another DSA, it shall be chained wrapped as an LDAP Trahsport
operation.

15.6 Authentication of Distributed operations

Userg of the Directory together with the administrative authorities that provide directory services may, atf their
discration, require that directory operations be authenticated. For any particular directory operation, the nature pf the
authenti cationprocess will depend upon the security policy in force.

Two $etsof authentication procedures are available which collectively enable arange of authentication requirements to
be mef. One st of procedures are those provided by the Bind operation: these facilitaie authentication between two
directory application-entities for the purposes of establishing an application-association. The Bind procedures
accommodate a range of authentication exchanges from a simple exchange of identities to strong authentication.

In addition to the peer entity authentication of an association as provided by the Bind operation, additional procedures
are defined within the directory to enable individual operations to be authenticated. Two distinct sets of directory
authentication procedures are defined. One facilitates requester authentication services, which address the
authentication, by a DSA, of the requester of the original service request. The second set facilitates results
authentication services which address the authentication, by a requester, of any results that are returned.
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For requester authentication, two procedures are defined, one based upon a simple exchange of identities, termed
identity based authentication, and one based upon digital signature techniques, termed signature based authentication. The
former of these procedures is rudimentary in nature since the identity exchange is based upon the exchange of
distinguished names which are transmitted in the clear.

For authentication of results a single results authentication procedure is defined, based upon digital signature techniques;
due to the generally complex nature of results collation, a simpler, identity-based procedure is not defined.

Authentication of error responses may be supported by these procedures.

The services described below are to be considered as augmenting those provided by the Bind service; Bind procedures
are assumed to have been effected successfully prior to authentication of directory operations.

The procedures to be effected by aDSA in providing requester and results authentication are specified in clause 22.
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General concepts

Procedures

pf the procedures employed by the Operation Dispatcher consists of a definition of its conceptual interfacein

procedures is described by flowcharts and text. Within a flow chart, the used symbols have the semantics §
ure 7.

Use of common data structures

Focedures make use of some data structures that arexavailable during the processing of an operation
ber ation Dispatcher. These data structures serve to coordinate the data flow within the Operation Dispatcher .
se structures are directly associated with the afgument of the operation and the result to be create

1 definition (e.g., the operationProgress component of the chaining arguments). If any of these structur
pund  structure, a component of . this™ structure may be referred to as compound.compg
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Figure 6 — Operation Dispatcher
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. Return to the calling proccdure with X.
The entry point of the procedure .
Enter niry por pr ! Return X X may be a result, null, an error, a string,
or a referral, or it may be absent.

No

Loop
detected?

Branch based on a condition All Xs

Yes
— processed
(2 or more outcomes) I Process each X contained in... |—>

R Process a set of steps for each value X
Sct excl .
¢ t:);nl;st;jms An Action to be performed until all values X have been processed
Continue with the execution of the steps ~—~_ Cantinuation of
Call of the called sub-procedure. After completion procedures that span
Brocedure of the sub-procedure, continue with the multiple flow charts <
outgoing arrow of this box.
Figure 7 — Symbolsused in flow charts
The fpllowing data structures are defined within the Operation Dispatcher :

Furthermore, a procedure may use a set of locally(defined variables.

16.1.3 Errors

At each stage
identiffied with

the Operation Dispatcher isterminated immediately. In the case that multiple errors are received, one shall be seleg
be refurned (see clause 13.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3).

Alternatively, a procedure may choose to process errors (e.g., if a serviceError with problem busy is returng
chainpd search subregUest) at certain points of operation processing. In this case, the procedure continues w
execytion and no erfar-is returned to the requester.

The ¢onditions‘under which a DSA may sign the errors returned are specified in clause 13 of Rec. ITU-T X
ISO/IEC 9594-3.

16.1. Asynchronous events

NRcontinuationList —A list of continuation references created for \uUse” in the Name Resg
Continuation Reference procedure.

SRcontinuationList — A list of continuation references created for, use-in the List or Search Contin
Reference procedure.

admPoints— A list of references to DSEs of type administrative point that is collected during
Resolution.

referralRequests — A list of the requests or subrequestswhich have been chained as a result of exe
referrals. Each such request/subrequest is summarised’in the form of a TraceItem. Thislist is us
the Loop Avoidance procedure of clause 15.4.2.

emptyHierarchySelect — A Boolean type variahle that can be set in the Hierarchy Selection procedur
variable is assumed to be reset when entering Hierarchy Selection procedure the first time during a §
operation.

of the processing, an_error may be detected during the execution of any sub-procedure. The
in this sub-procedureisnormally returned to the requester as a corresponding protocol error. In this
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511 |

During the processing of an operation request within the Operation Dispatcher, several asynchronous events may occur.
The following subclauses specify how to handle an exceeded time limit or size limit or administrative limit, a loss of
association and an abandon request for an operation that is being processed. The handling of all other asynchronous
events, e.g., local policy decisions, etc., is outside the scope of this Directory Specification.

16.1.4.1 Timelimit

A timeLimit, as specified in the commonArguments value, can expire at any point in time during the operation. In
this case, normally a serviceError with problem timeLimitExceeded iS returned to the requesting DUA or DSA
and the Operation Dispatcher isterminated. If the requester is an LDAP client, the bound DSA shall convert the error to
a timeLimitExceeded LDAP result code. Alternatively, a procedure may choose to handle this event in a different
way (e.g., during processing of a search request).

34 Rec. ITU-T X.518 (10/2012)


https://standardsiso.com/api/?name=f6a8189d311214569c1825c33764f777

| SO/l EC 9594-4:2014 (E)

If a DSA receives a request from another DSA with the time limit exceeded, it shall send a serviceError with
problem timeLimitExceeded Without any further processing of the request.

If aDSA has outstanding (sub)requests, when the timeLimit expires, and there are no results available, it shall return
aserviceError With problem timeLimitExceeded to the requester.

If the request was not an 1dapTransport request, and if a DSA has outstanding subrequests, when the timeLimit
expires, and there are results available, it shall return aresult to the requester with the following contents:

a) dl the collected results, up to the timeLimit expiring;

b) the l1imitProblem subcomponent of the partialoutcomeQualifier component shall be set to

timeLimitExceeded; and

¢) the unexplored subcomponent of the partialOutcomeQualifier component shall cont

If the
expir

16.1.4
If the

for epch outstanding interrogation (sub)request to DSAs sehdha chainedAbandon request, unless the applid

assoC|
outstd
outsta
Page
send

If the]
the re
anoth
after

continuation reference value for each set of directory servers to which subrequests were sent.b
result of which is not included in the result to the requester, in addition to continuation referen
DSAsto which this DSA did not attempt to send subrequests.

request was an ldapTransport request, and if a DSA has outstanding subrequests, when the timer
bS;

a) if there areretained results, these results shall bereturned in @ 1inkedLDAP request;

SearchResultDone With resultCode egqual t0 timeLimitExcéeded embedded i
ldapTransport result;

¢) if the embedded LDAP request in the 1dapTransport request was Not a SsearchRequest, then rg
result for the type operation with resultCode set t0,timeLimitExceeded embedded
ldapTransport result.

1.2 Lossof an application-association

application-association to the requester is lost, the possibility of returning resultsislost. The DSA may opti

ation to the DSA in question has also been lost. All réplies to such chainedabandon requests and all rep
Inding (sub)requests shall be discarded. In the .¢ase of DSP paged results, the bound DSA should

Inding paged results by generating a new paged-result request by taking the abandonQuery alternative
HResultsRequest value. The DSA may al'so-for each outstanding interrogation (sub)request to LDAP
bn LDAP AbandonRequest and all results tooutstanding (sub)requests shall be discarded.

guester is not lost, the DSA may, for interrogation operations only, optionally try any alternative refere
br directory server of the same-type that is able to process the chained request (e.g., a reference to a shadow
0ss of the association to the'master DSA). If this does not succeed, the DSA shall act as follows:

1) If operationProgress.nameResolution iSSet tO notStarted Of proceeding, return either:

— if thereply isto be returned to a DUA (or DSA), a serviceError With problem unavailak
therequester or a referral error whose continuation reference contains the set of directory
that are able to continue the operation.

<\if the reply is to be returned to an LDAP client, an LDAP result with resultCode €q
unavailable Or With resultCode Set t0 referral and with referrals (URIs) to the
directory serversthat are able to continue the operation.

an a
ut the
Ces to
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b) if the embedded LDAP request in the 1dapTransport request was a sedrchRequest, then retyirn an

n an

turn a
n an

bnally
ation-
iesto
rancel
bf the
Brvers

application-association to one of the'outstanding chained subrequests is lost and the application-associatiof with
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If non-specific subordinate references are used during the Name Resolution phase and not 3

|l the

application-associations in question are lost, optionally attempt to do the name resolution witho
directory serversto which the associations are lost. If thisfails:

ut the

— if the reply is to be returned to a DUA (or DSA), return either a serviceError with problem

unavailable, Or areferral error containing the complete set of NSSRs.

— if thereply isto be returned to an LDAP client, return either an LDAP result with resultcCode Set
t0 unavailable Or With resultCode equa to referral and with referrals (URIS) corresponding

to the complete set of NSSRs.
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2)

3)

16.1.4.3 Abandoning the operation

If the DSA using loca knowledge knows, possibly reflected in the appropriate
MasterOrShadowAccessPoint Vvalue, that chaining is required to a DSA to which an application-
association is lost, it shall elect to send a serviceError with problem unavailable. The
notification component of the CommonResults datatype may beincluded and shall then contain:

— adsAProblem notification attribute with the value id-pr-targetDsaUnavailable; and
— adistinguishedName attribute having as value the distinguished name of the DSA.

If operationProgress.nameResolution IS Set t0 completed and the request is a single object
operation:

— if the reply is to be returned to a DUA (or DSA), return a serviceError with problem
unavailable t0 the requester.

set to
unavailable.

If operationProgress.nameResolution iS S&t 10 completed and the request is a multiple| entry
interrogation  operation, the DSA shall add a  continuation reference| to
partialOutcomeQualifier.unexplored Of the operation result, with AccessPointInformgtion
identifying the set of directory servers that are able to continue the operation, including directory sprvers
to which application-associations have been lost.

Durirlg the processing of an operation, an abandon request can be received for this'operation. In this case, during the

processing of the abandon request, the Abandon procedure is called for the operatien-to be abandoned.

16.1.4.4 Administrative Limits

Therg may be limits imposed by the local directory server administratoror by the directory server implementation|itself,
e.g., the amount of time to spend on processing a request, or the maximum size of data to be returned, etc. If any of

theseflimits is exceeded, a DSA shall:

if the reply is to be returned to a DUA (orDSA), return either a serviceError with prpblem
administrativeLimitExceeded Or a partial result (taken from the set of already collected rgsults)
with 1imitProblem Set tO administrat@yeLimitExceeded,;

if the reply is to be returned to an LDAP client, return possible retained results collected befofe the
administrative limit was exceeded and L DAP result with resultCode Set t0 adminLimitExceeded.

If thereply is to be returned to a DUA (or DSA), additional information may be returned by a DSA in a dsaPrdblem

notififation attribute as follows:

a)

b)

0)

16.1.4.57Sizelimit

if the limit is imposedsby the administrator, the dsaproblem notification attribute shall take the|value
id-pr-administratorImposedLimit;

NOTE —This does-not” imply that an implementation is required to have customization capabilities for an
administrator toimplant administrative limits.

if the limif-caused by an implementation restriction and the problem is perceived to be of permanent
nature, the dsaproblem notification attribute shall take the value id-pr-permanentRestrictidn;

if theimit caused by an implementation restriction and the problem is perceived to be of a temporary
Nature, e.g., temporary congestion, the dsarroblem notification attribute shall take the |value
id-pr-temporaryRestriction.

A size limit, as specified in commonArguments, can be exceeded at any point in time during processing of a List,
Search or LDAP Search operation. In this case, a partial result (taken from the set of already collected results) shall be
returned to the requester with limitProblem Set tO sizeLimitExceeded. In addition, the unexplored component
may be used for returning Continuation References of unaccessed directory servers.

If it isa DAP Search operation and the entrycCount Search control option is set, the DSA shall make a best estimate on
how many entries would potentially have been returned had there been no size limit by taking into account access
control but not hierarchical selections, and then return that figure in the entrycCount component of the
PartialOutcomeQualifier USING the bestEstimate aternative if there are N0 unaccessed directory servers,
otherwise, it shall makethe LowEstimate aternative.

Operation Dispatcher isthen terminated.
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16.2 Procedures of the Operation Dispatcher

The procedure that is performed by the Operation Dispatcher for processing each received request (over DAP, LDAP or
DSP) is defined by the following steps. Due to alias dereferencing, this procedure may also call itself (alocal request),
in which case alocal reply (rather than a DAP or DSP reply) is returned.

1)
2)

3

4)

5)

6)

7)

8)

9)

10)

Validate several aspects of the operation arguments (Request Validation procedures). If an error is
encountered during validation, return this error locally or over a DAP/DSP.

If the request received was a DAP abandon request, call the DAP/DSP Abandon procedure and return a
reply afterwards.

If the request received was an 1dapTransport request with an embedded abandonRequest, cal the
L DAP abandon procedure.

Found and Target Not Found sub-procedures). If the requested entry was found and is suitable (acegrding
to the setting of the service controls, chaining arguments and local policy decisions), contifte with the
Evaluation Phase at step 6). If during Name Resolution an error was encountered, it is returned. |If the
entry was found not to be suitable, continue at step 4).

The Name Resolution Continuation Reference procedure is called to process the™list of Continpiation
References as stored in the NRcontinuationList. In order to process these Continuation References,
chained reguests may be issued to other DSAS (if service controls and local policy decision alow it).

In case of an error, this error is directly returned either locally or viaa DAR/DSP. If the chained r¢quest
generated aresult, then continue with step 5).

The Results Merging procedure is called to merge the local results with the received Chained Resllts. If
the Chained Results contain embedded Continuation References, these may first be resolved |if the
service controls and local policy alow or requireit.

This may cause additional Chained Requests to be isstied”(whose Chained Results may also cpntain
embedded Continuation References).

The merged results are returned to the caller, and processing of the request ceases.

If protection is performed on the results, the metging of results shall not be performed.
If the operation is a modification operation,;continue at step 7).

If the operation is asingle entry interrogation operation, continue at step 8).

If the operation is a multiple entry interrogation operation, continue at step 9).

When carrying out a modificatien’procedure, Operational Bindings may need to be established, modified
or terminated, or shadows 'may need to be updated as a consequence of performing the opetfation.
Whether these are done synchronously or asynchronously with the performance of the original opgration
depends on the respeetive modification operations (and on local policy). A local or a DAP/LDAR/DSP
result or error isreturned to the caller.

The result of & Single entry interrogation operation is directly returned to the caler as a local or a
DAP/DSP restilt.

If the operation is a multiple entry interrogation operation, then check the nameResolutionPhalse Of
the operétion. If it is not completed, then call the List(l) or Search(l) procedure, otherwise, C1|| the
List(T) or Search(ll) procedure, respectively.

The outcome of a call to the List(11) procedure (result or error) and the outcome of a call to the List(l)
procedure (in case that the outcome is an error) can directly be returned to the caller (as alocd or a
DAP/DSP result).

11)

If the procedure called was the List(l) procedure, the result might contain Continuation References that
have to be dereferenced (depending on service controls and local policy). This may result in chained List
operations being sent off to the respective DSAs. To merge the results continue at step 5) with the call to
the Results Merging procedure.

If the operation was a Search operation, any Continuation References are resolved by the Search
Continuation Reference procedure (if required and allowed). This may cause chainedSearch requests to
be sent off to the respective DSAs and/or LDAP searchRequest t0 be sent to the respective adjacent
LDAP servers. The Results Merging procedure [see step 5)] is called to merge the search results and
possibly to dereference contained Continuation References, if any.
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16.3 Overview of procedures

This clause gives an overview of the basic functionality of the procedures employed by the Operation Dispatcher which
are defined in clauses 17 to 22.

16.3.1 Request Validation procedure

This procedure, described in clause 17, is called to perform loop checking, limit checking, and security checking prior
to performing local name resolution. This procedure aso provides default settings for those parameters of the
ChainingArguments that are not provided by the DAP in the case that the request came from a DUA. Furthermore,
this procedure singles out any abandon request and notifies this to Operation Dispatcher.

16.3.2 Abandon procedures

The IPAP/DSP abandon procedure, described in clause 20.5.T, Tries o Tind the operaiion that is to be abandoned and
termipate it. If there are any outstanding subrequests, Chained Abandon operations may be sent after then]. The
procedure either returns an empty result to the caller, or an error indication (e.g., abandonError With prpblem
tooLpte).

The ILDAP abandon request, described in clause 20.5.2, forwards the abandon to the appropriate LDAP servér and
returr)s an empty 1dapTransport result.

16.3.3 Find DSE procedure

This procedure, described in clauses 18.2 and 18.3, matches the components of the name.of the target object against the
locally held DSEs to resolve the target object name. If an alias DSE is encountered, the alias is dereferenged (if
permiftted) and the procedure is restarted to resolve the new name.

If theltarget was not found, the procedure is continued at the Target Not Found sub-procedure. If the target was found,
the priocedure is continued at the Target Found sub-procedure.

NOTE — Target Not Found and Target Found are continuations of the Find.BSE procedure.

The procedure may result in various errors, in which case, the associated protocol DAP error or LDAP resulf with
assoc|ated resultCode isreturned to the requester and the Operation Dispatcher isterminated.

16.3.3.1 Target Not Found sub-procedure

This procedure, described in clause 18.3.2, performs.an-evaluation of the located intermediate DSEs and creates alset of
Contipuation References in NRcontinuationList, based on the set of knowledge references that have been detected
during the Find DSE procedure. This set of references is then further processed within the Name Resolution Continfiation
Refer nce procedure.

The procedure may result in various errors, in which case the associated DAP error or LDAP result with assogiated
resull tCode isreturned to the requester and the Operation Dispatcher isterminated.

16.3.3.2 Target Found sub-procedure

This procedure, defined inclause 18.3.3, checks if the found DSE is suitable for the requested operation, i.e., in the case
wherg it is shadowed-information. This may include checking the suitability of the whole subtree of shadowed
information below thetarget object in the case of a multiple object operation (e.g., subtree search).

If the located~entry is suitable, the appropriate operation evaluation procedure is invoked. Otherwise, a
ContfinuatienReference pointing to the supplier (or master) of the information is created in NRcontinuationLigt and
the Name Resolution Continuation Reference procedure isinvoked.

16.3. Qinglppnrrv inrprrngarinn prnrpdllrp

This procedure, described in clause 19.2, is invoked to actually execute those operations that only affect a single entry,
i.e.,, Read and Compare operations. After completion, areply (result or error) created by the procedure is returned to the
requesting DSA/DUA/LDAP client.

16.3.5 Madification procedures

These procedures, described in clause 19.1, are executed to process the modification operations, i.e.,, Add Entry,
Remove Entry, Modify Entry, Modify DN, Change Password and Administer Password. This is done by executing a
specific sub-procedure defined for each of these operations. During (or after) these sub-procedures, DOP and DISP
reguests may be issued to other DSAs. After successful completion, a result (created by the sub-procedures) is returned
to the requesting DSA/DUA/LDAP client.
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16.3.6  Multipleentry interrogation procedures

These procedures, described in clause 19.3, are executed to process operations that affect multiple entries which may or
may not be located in the same DSA or LDAP server. This is done by executing specific sub-procedures defined for
each of the Search and List operations to accomplish request decomposition. These procedures create a local result of
the operation evaluation and optionally a set of continuation references in SRcontinuationList. If SRcontinuationList is
empty at the end of this procedure, the created result is directly returned to the requesting DSA/DUA/LDAP client.

If it isa DAP Search operation, if the result is empty and if the variable emptyHierarchySelect is set, then return in the
notification component of the PartialOutcomeQualifier:

— asearchServiceProblem Notification attribute with the value id-pr-emptyHierarchySelection.

If SReontinuationList is not empty, these continuation references are processed by invoking List or Search Continuation

- <l P H + +lo P +
1T |Jl ULCUUIC, aculruri Iy Wi U|JC| CALTUTT l.y |JC.

Name Resolution Continuation Reference procedure

e Resolution phase. These continuation references are either used to issue chained subrequests or returned in a
. In the case of chaining, the results or errors returned from the chained request are-returned for further
ing by the Results Merging procedure.

16.3. List and Search Continuation Reference procedure

procedures, described in clauses 20.4.2 and 20.4.3, process the continuation_references in SRcontinuatipnList
created by the multiple entry interrogation procedures and either resolve them byZssuing chained subrequestsjor by
creatipg continuation reference(s) within the partialoutcomeQualifier.unexplored. When results or errgrs for
al ouitstanding subrequests have been received, they are returned for fdrther processing by the Results Mgrging

Results Merging procedure

This procedure, described in clause 21, either examines the result from a chained request or combines the local
ion results with the results received from the chained:subrequests. If a subrequest had returned an errof, this
ure determines how this error has to be handled.

e are any continuation references left in the result,'they will (if local policy allows it and service controls require
it) be dereferenced by the Name Resolution, List, or Search Continuation Reference procedures, accordingly.

erged result (with al merged results and unresolved continuation references) is returned to the requesting
DUA|DSA.

If the|results are signed, the mergingof-results shall not be performed.

17 Request Validation procedure

17.1 I ntroduction

The Request Vialidation procedure is the entry point of the Operation Dispatcher for inputs from DUAS, LDAP ¢lients
and OSAs, preparing such inputs for Name Resolution processing. The function of this procedure is to detect Abgandon
opergions, to perform security checks, to adjust input received from DUASs or LDAP clients so that it may be progessed
in thg same way as input received from DSAS, to check the arguments of the request for valid syntax and semant|cs, to
perform loop detection, and to perform other miscellaneous checks. The flow of Request Validation is depicted in
Figure 8.
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Figure 8 — Request Validation procedure

nput argument to Request Validation consists of the chainingArguments value (except in the cgse of

hedAbandon request), if the request is received from a DSA, and the argument issued by the requester.

Results

The output result of Request Validation consists of the following possibilities.

40

a
b)
0)

d)
e

If the security check fails, an error is returned to the requester.
If theinput is an abandon Or chainedAbandon operation, the output is the argument of the operation.

If the arguments of the request are invalid, then an error is returned to the requester. Depending on local
policy, the DSA may choose whether to return a serviceError OF a securityError.

If aloop is detected, a serviceError With problem loopDetected isreturned to the requester.

If, based on resource problems or policy considerations, the DSA is unable or unwilling to perform the
operation, a serviceError (with problem busy, unavailable, Of unwillingToPerform) iS
returned to the requester. If relevant, a serviceError with problem datasourceUnavailable may
be returned.
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In al other cases, the validated input, transformed by the addition of chainingArguments if received
from a DUA or LDAP client or the update of chainingArguments.traceInformation if received
fromaDSA, isthe output of the procedure and subsequently the input to the Name Resolution procedure.

17.3 Procedur e definition

The security check described in clause 17.3.2 is performed. This may result in the return of an error and the termination
of the Operation Dispatcher.

If the input is an abandon Or chainedAbandon Operation, only the stepsin clause 17.3.1 are subsequently performed,
otherwise, the stepsin clauses 17.3.3-17.3.5 are performed. Clause 17.3.5 describes the loop detection procedure which
may result in the return of an error and the termination of the Oper ation Dispatcher.

17.3.2  Security checks

Df the

BOS in
lution

5), to

If the|argument to the operation is signed, the signature may be checked. Should-the signature be invalid, or be abgent in
acasg when it should be present, an error may be returned to the requestercAlternatively, a DSA may perform any| other
locallly defined action.

17.3.3 Input preparation

17.3.3.1 DUA request

If the|operation is received from a DUA client, aChainingArguments Value is created asfollows:

a)
b)

<)

d)

e

f)

h)

ChainingArguments.originator shall be set as described in clause 10.3.

ChainingArguments.operationProgress iS Set to the value of
CommonArguments.operationProgress.

ChainingArguments.traceInformation iS Set to a sequence containing asingle TraceItem
This value is constructed as follows. TraceItem.dsa isS set to the name of the DSA executing R
Validation. TraceItlem.targetObject shal be omitted. TraceItem.operationProgress iS
the incoming value,

If the service-control of the operation specifies a time limit (the available elapsed time in secon
completion of-the operation), ChainingArguments. timeLimit iS Set to the (UTC) time by whi
operatienshall complete to meet the user's specified time limit.

value.
bouest
set to

is for
Ch the

ChainingArguments.AuthenticationLevel and ChainingArguments.UniqueIdentifigr are

setvaccording to the local security policy.

ChainingArguments.nameResolveOnMaster iS copied from
CommonArguments .nameResolveOnMaster.

ChainingArguments.referenceType ae copied from CommonArguments.exclusions,
CommonArguments.entryOnly and CommonArguments.referenceType if they are present,

otherwise, they are omitted.

If themanageDSAIT option isset in the serviceControls, then:

— thenameResolutionPhase component of operationProgress shal be set to completed;
— thenextRDNToBeResolved component of the operationProgress shall be omitted;

— referenceType shdl takethevaue self;

—  entryonly shal take the value FALSE;

— nameResolveOnMaster Shall take the value FALSE; and
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— thechainingProhibited OptioN in ServiceControls shal be set;

— the remaining optional elements of ChainingArguments are omitted, with default values
assumed where specified.

being

i) If themanageDSAIT option isnot setinthe serviceControls, then the remaining optional elements of

ChainingArguments are omitted, with default values being assumed where specified.

j) ChainingArguments.SecurityParameters.ProtectionRequest iS used to indicate the level of

protection (no signing or signing) to be applied to the results.

17.3.3.2 LDAP request

A request received from an LDAP client is validated according to the procedure specified in IETF RFC 4511. If an error
is returned, the procedure is complete.

If the)
suppd

the prjocedure is compl ete.

If thg

specified.

If the

If the
acting
accor
Other

If thd

reque
1SO/I

request includes a control value with the criticality component set to TRUE and this control value
rted, then an LDAP result with resultCode Set t0 unavailableCriticalExtension shall be.feturng

request includes a control value that is recognised and supported, this control value shall be proces;

request is evaluated entirely within the bound DSA, the procedure defined by IETF REC 4511 shall be folloy

operation is received from an LDAP client and the next destination is an adjacent.LDAP server, then the
as an LDAP requester forwards the request according to IETF RFC 4511, exeept-that the MessageId isch
Hing to the procedures for the LDAP server. If the request is an LDAP abandon-request, the procedure is con
Wise, on the return of the reply, thereply isforwarded to the LDAP client with the original Messageld.

LDAP client request is to be forwarded to or beyond an adjacent DSA, it is wrapped in an 1dapTrans
5t argument together with some additional information as spéeified in clause 12.1.2 of ITU Rec. X
FC 9594-3. A chainingArguments value shall be created as follows:

@) ThechainingArguments.originator component shall be set asdescribed in clause 10.3.
b) ThechainingArguments.targetObject COMponent need not be present.
C¢) ThecChainingArguments.operationProgress shall be absent or take the value notstarted

d) The chainingArguments.traceInformation IS Set t0 a sequence containing a single Tracd
value. This value shall be constsucted as follows. TraceItem.dsa is Set to the name of the
executing Request Validation. Traceltem.targetObject shall be on
Traceltem.operationProgress Shall besettonotStarted.

€) The ChainingArguments.aliasDereferenced shal be TRUE if an aias has been derefer
within the bound DSA". Otherwise, it shall be absent or shall have the value FALSE.

f) ThechainingArguments.aliasedRDNs shal be absent.

g) The chHaihingArguments.returnCrossRefs, ChainingArguments.referenceType
ChainingArguments.info components shall be set as described in clause 10.3.

h) ThéchainingArguments.timelimit component shall be present if the LDAP request inclu
{imeLimit component different from zero. Otherwise, it shall be absent.

i)\>~The chainingArguments.entryOnly component shall be absent.

bound DSA has not performed any name¥esolution. Otherwise, it shall take the value proceeding}

is not
d and

bed as
ved.
DSA

anged
plete.

port
511 |

if the

Item
DSA
nitted.

enced

and

i) The chainingArguments.uniqueIdentifier component shall be absent.

42

K) ChainingArguments.AuthenticationLevel component shall be set asdescribed in clause 10.3.

[) The chainingArguments.exclusions component shall be absent.
m) The ChainingArguments.excludeShadows component shall be set as described in clause 10.3.

n) The ChainingArguments.nameResolutionOnMasters component shall be set as described in

clause 10.3.

0) The cChainingArguments.operationIdentifier component shall be set as described in

clause 10.3.
p) The chainingArguments.searchRuleId component shall be absent.
) The chainingArguments.chainedRelaxation component shall be absent.
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r) The ChainingArguments.relatedEntry component shall be absent.
s) The chainingArguments.dspPaging component shall be absent.

17.3.3.3 DSA request

If the operation is received from a DSA, ChainingArguments.traceInformation iSupdated by appending avalue

at the

17.34

Thed
claus
exces
operg

17.3.5

If an
identi

17.3.4

Requ
deter

IfaD

end of sequence TraceItem. Thisvalueis constructed asfollows:
ad) TraceItem.dsa iSSettothename of the DSA executing Request Validation.

b) TraceItem.targetObject iS Set to the value of chainingArguments.targetObject unless the
object (Or baseoObject in the case of a Search operation) of the request argument is identical to
ChainingArguments.targetObject, in Which case TraceItem. targetobject shall be omitted.

—C)—TraceltemoperationProgress s settothevatteof
ChainingArguments.operationProgress.
|l Validity assertion

peration shall be checked for valid syntax and semantics of its arguments according to the rulies’contained

ding the number of RDNSs in the targetobiject). If the request is detected to contain’invalid argumen
lion is terminated and an error is returned to the user, depending on the kind of invalidity detected.

b Loop detection

twWo TraceItem values Of ChainingArguments.traceInformation\(as prepared in clause 17.3.
cal, processing of the operation has returned to a previous state, i.e., aloopfjas been detected. In this case,

a) if thereply isto bereturned to aDUA (or DSA), a serviceEzror (With problem loopDetected
be returned to the requester and the Oper ation Dispatcher {erminates;

b) if thereply isto bereturned to an LDAP client, an LDAP result with resultCode Set t0 loopDete
shall be returned to the requester and the Oper ation Dispatcher terminates.

Unable or unwilling to perform

Validation may assess available resources and;determine that the operation cannot be performed. It mal
ine, based on policy considerations, that the operation should not be performed. In these cases,

Or unwillingToPerform) may\be returned to the requester and the Operation Dispatcher terminatg

b) If the reply is to be returned to an LDAP client, an LDAP result with resultCode Set to
unavailable OF unwillingToPerform shal be returned to the requester and the Opeg
Dispatcher terminates.

SA by local means can determine that the problem is related to the unavailability of local DIB resources, it S

— @adsarroblem notification attribute with the value id-pr-dataSourceUnavailable; and
< ")'adistinguishedName &ttribute having as value the distinguished name of the DSA.

b)If the reply isto be returned to an LDAP client, an LDAP result with resultCode Set t0 unavail
shall be returned to the requester.

in the

s defining each operation (e.g., it should be checked that the nextRDNToBeResolved doesnot provide a nTmber

s, the

B) are
shall

cted

y also

a) If thereply isto bereturned to aDUA (or DSA), a serviceError (With problem busy, unavailpble,

£S.

busy,
ation

nall

a) If the reply.isto be returned to a DUA (or DSA), send a serviceError With problem unavailpble,
and the optional notification component of the commonResults value, if present, shall contain:

able

17.3.

Output processing

In the final phase of Request Validation the validated input, transformed by addition of chainingArguments if
received from a DUA or an LDAP client, or the update of ChainingArguments.traceInformation if received
fromaDSA, isreturned and employed as input to the Name Resolution procedure.
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Name Resolution procedure

I ntroduction

This clause describes the Name Resolution procedure, its Arguments, Results, and its possible Error conditions. As
shown in Figure 6 (Operation Dispatcher), the Name Resolution procedure consists of two procedures:

—  Find DSE procedure;

—  Name Resolution Continuation Reference procedure.

The Find DSE procedure is described in three flow charts, namely Find DSE, Target Found, and Target Not Found. The
Find DSE procedure matches the target entry name to locally stored DSES, component by component. If the target entry
is found locally, then Find DSE continues with the Target Found sub-procedure, which then calls the Check Suitability

procTure to check the suitability of the found DSE tor evaluation. It the target entry is not found locally, then Fin
contimues with the Target Not Found sub-procedure prepares Continuation Reference(s) to be added”t

NRco

18.2

18.2.1

Thep

N

18.2.2

Therg

The
NRco
Namg

The S
oneo

18.2.1
Thef

htinuationList for the Name Resolution Continuation Reference procedure to dispatch it.

Find DSE procedure parameters

Arguments

rocedure uses the following arguments:

a) ChainingArguments.aliasDereferenced,
b) ChainingArguments.aliasedRDNs;

C) ChainingArguments.excludeShadows;

d) ChainingArguments.nameResolveOnMaster;

f) cChainingArguments.referenceType,
0) ChainingArguments.targetObject;
h) ChainingArguments.relatedEntry;
i) theoperation type;
j)  the operation argument.
DTE — Where no actual values exist, default.ar(implied values are used, as specified in clause 10.3.
Results
are two cases of a successful putcome from Find DSE (indicated by entry suitable or entry unsuitable):

first successful case returns (from the Target Not Found sub-procedure) Continuation Reference

Resolution phase.

econd successfulhcase returns (from the Target Found sub-procedure) a (reference to @) DSE, which is pas
the Evaluation.procedures.

g Errors

i DSE
b the

e) ChainingArguments.operationProgress (nameResolutionPhase, nextRDNToBeResolvad);

s) in

htinuationList which is.then passed on to the Name Resolution Continuation Reference procedure to continie the

5ed to

unavailableCriticalExtension, requestedServiceNotAvailable,

D) nameError with problems: noSuchobject, aliasDereferencingProblem.

LDAP results with the following resultcode may be returned to an LDAP client:

@) noSuchObject;
b) unavailableCriticalExtension,

C) aliasDereferencingProblem.
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18.2.4 Global variables

The procedure uses the following global variables:
— NRcontinuationList list to store the Continuation Reference(s) needed to continue name resolution in the
Name Resolution Continuation Reference procedure.

18.25 Local and shared variables

The procedure uses the following local variables:
a i Index used to identify the component of the target name being worked on.

b) m Thelength of the target object name to be used in name resolution. For operations that name resolve
to the parent entry, i.e., Add Entry, m is set to (the number of RDNsin the target object) — 1. For all other

npargfinnc m-issattothenumbaer of RDNs intha fgrgnf nhjmf
eFaHoRSHH Ho-He-RdRRbe—o =S HiHRearge-opect

¢) lasEntryFound Index, sothat DSE(lastEntryFound) is the last matched DSE that is of type entzy.
d) lastCP Index, sothat DSE(lastCP) isthe last shadowed context prefix encountered.
€) candidateRefs A set of continuation references.

The ghared variable admPoints (defined in Operation Dispatcher) is aso used. For conveniengg,“component i of the
targef object name is denoted as N(i).

18.3 Procedures

NOTE — Some of the text in the flow charts is only relevant to specific operations. Thigiisnot shown in the flow charts| but is
described in the accompanying text.
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18.3.1 Find DSE procedure
See Figure 9.
lastEntryFound = 0
LastCP = nameResolution- manageDSALT or
» admPoints = { } Phasc = completed? ManageDSAITPlane-
lzlngndateRefs ={} Ref set?
A Yes
T — 1117
% Yes Reference
< Type is supp{)lier
Match subordinates of No match or master?
DSE(i) to RDN N (i + 1)
Match #
i=i+1 Continue at .
DSE(i) = matched DSE Taﬁget lgot S]‘Sbsolrf((iil)nfst eot(‘)f
QUL typelcp? v
Return
ResolveOnMast Wes entry suitaljle
i = nextRDNToB nameResolveOnMaster
! “ﬁé‘solvedr_;o ¢ Is TRUE and DSE(i) is not }
master
Return scrviccError
unableToProceed
| Check next unprocessed type of DSE(i)> |<—
|
All t!ypes alias subelntry enltl'y subr N\ imm!Supr admPoint  cp and other
processed shadow
y A 4
M?ke a continuation A 4
reference usin -
SpecificKnow %edge lastCP =i
and add to candidateRefs
Return
b 4 NaéneEr(r)glj of | dd (i) to th
noSuchObje Add DSE(i) to the
o list of admPoints
E don’tDereference-
Aliases set? \ v v
Y
A
No lastEntryFound = i
Continue at
TargetFound
- . anageDSAIT or Yes
nameResolution-
Return 9 Phase = completed? ManageDSAlTP]ane— >—
NameE: Ref set?
aliasD lr’%rencmg]’roblem
aliasDereferenced = true
nameResolutionPhase = notStarted Reference
L N = aliasedObjectName + RDNs Type 18 suppher >

N 10 N(n)
aliasedRDNs = 1 (for 92 systems)

46

Any
subordinate
of DSEC(i) is of
type cp?

Return
ServiceError
invalidReference

Return
Entry suitable

X.518_F08

Figure 9 —Find DSE procedure
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The target object name is determined as follows:

a)

b)

0)

If the targetObject component is present in the chainingArguments, the value of that component is

used.

If the relatedEntry, but not the targetobject, iS present in the ChainingArguments, the

baseObject component of the JoinArgument identified by the relatedEntry isused.
NOTE 1 - Thisisonly relevant for a protected search request.

If neither the relatedEntry nor the targetobject ispresent in the chainingArguments, the
(baseoObject) component of the operation argument is used.

This procedure attempts to resolve the target object name locally.

base

1) Initiaize the local variables lastEntryFound and lastCP to 0; admPoints and candidateRefs to an empty
Sef, and initidizei to 0.

2) Comparei and m. If they are not equal, then continue at step 5).

3) If they are equal, check if nameResolutionPhase iS completed. If Not completed, continue at
Target Not Found sub-procedure.

If the nameResolutionPhase iS completed and the manageDSAIT critical .extension is set| then

return with entry suitable.

4) |f nameResolutionPhase iS completed, then check if any immediate, subordinate of DSE(i) is a
context prefix (of type cp).

—  If one (or more) immediate subordinate DSE(s) is of type cp, thénjreturn with entry suitable.

NOTE 2 -Thiscaseisfor List (1) and Search (1) subrequests.

— If no immediate subordinates of DSE(i) are of type_.cp, then continue at Target Not Found
sub-procedure.

5) Try tofind amatch for the (i + 1)-th component of thetarget object name with the name of a suborglinate
of the last matched DSE. In the case of i = 0, try t&<match one of the DSEs immediately subordirfate to
the root DSE. If no match can be found, continue @ty Target Not Found sub-procedure. If amatch is flound,
increment i, and store the matched DSE as the i<th 'element in the vector of found DSEs.

6) Ifi equalsnextRDNToBeResolved, then gheck if the following two conditions are both met:

— thechainingArgument.nameResolveOnMaster iS TRUE,;

— DSE(i) isnot amaster entry.

If both conditions are met, thenreturn serviceError with problem unableToProceed.

NOTE 3 — Thisindicates the'Use of nameResolveonMaster to avoid multiple paths to the same target object.

7) Check all the DSE type-bits of DSE(i). For each type bit, some processing is potentialy requireq. The
action to take for each.type found is given below:

—  If both the'ép-and shadow hits are set, then remember theindex i in lastCP.

— If theadmPoint hit isset, check the administrativeRole oOperationa attribute. If thisisthe start
of ;an~altonomous administrative area, then empty the admPoints list. If this is the start of ¢ne or
more specific administrative areas, then check the admPoints list and remove any existing points
that are no longer relevant (i.e., their roles have been superseded by the new administrative point).
Store DSE (i) in thelist.

= If one of the subr, xr, immSupr, Or ditBridge bitsis set, then generate a continuation reférence
using the specificknowledge aitribute with operationProgress.nameResolutionBhase

| 3 , FRDNTFoBeR !md—set—teq—aqd—accmmmdm', i Type

set as appropriate. Add the continuation reference to the list of continuation references in
candidateRefs.

If the entry bit is set, then test for i equal to m (and therefore the target object name being
completely matched). If i does not equal m, then remember the found entry by setting
lastEntryFound to i and continue processing the type bits of DSE(i). If i and m are equal, continue at

step 8).
If the subentry hit is set, then test for i equal to m (and therefore the target object name being

completely matched). If they are equal, then continue at Target Found procedure; if they are not
equal, then return anameError with problem noSuchobject.

If thealias bitisset, test if dontDereferencealiases iSSat.
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If dontDereferenceAliases IS not set, the alias can be dereferenced. Therefore, set
chainingArguments.aliasDereferenced {0 TRUE, nameResolutionPhase tO notStarted,
the name of the target object to the aliasedEntryName as supplied in the alias entry concatenated
with the remaining unmatched components of the previous target object name (i.e., concatenate with
the (i + 1)-th to m-th component of the previous target object name). Second and subsequent edition
DSAs do not set aliasedrDNs (Whereas first edition DSAS set aliasedRDNs to the number of

RDNsin aliasedEntryName). Start Name Resolution again by continuing at step 1).

If dontDereferenceAliases iS set, then the alias cannot be dereferenced. Check if the
object name has been processed completely by comparing i and m for equality. If they are

target
equal

(and the name therefore fully matched), then continue at Target Found sub-procedure. If they are not
equal (and the name therefore not fully matched), then return nameError with problem

aliasDereferencingProblem.

—  For @l other possible DSE types, no action is needed. Internally mark that DSE type as, pro(
and continue processing the still unprocessed DSE type bits of the DSE()).

— If al type bits of DSE(i) are processed, then continue at step 2).

8) Check if nameResolutionPhase IS completed. If it is not, then continue\>a Target
sub-procedure.

9) If the nameResolutionPhase iS aready completed and the manageDsazT critica extension
then return with entry suitable.

10) Otherwise, check if any of the DSEs immediately subordinate to DSE(i) is a Context Prefix
therefore of type cp). If thereis (one or more), return entry suitable. I#none of the immediate subor
entriesis of type Context Prefix, then return a serviceError with problem invalidreference.

NOTE 6 — Thiscaseisfor List (11) and Search (1) subrequests.

essed

Found
S st

(and
Hinate
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18.3.2 Target Not Found sub-procedure
See Figure 10.

Continue
from
Find DSE

notStarted name Completed Return
ResolutionPhase? > ServiceError
invalidReference

Proceeding

lastEntryFound
< nextRDNToBeResolved?

lastEntryFound
=07

nameResolutionPhase =
proceeding

Return
ServiceError
unableToProceed

Yes

Root DSE . .
of type supr? Make continuation )
reference using the superior
knowledge found in the root
DSE; and include it in
candidateRef

1s DSE(i) shadow
and with Yes

subordinateCompleteness v

flag FALSE?

Make continuation
reference using the nssr
knowledge found in the root
DSE; and include it in
candidateRef

Make a continuation reference]
usir;g the supplierKnowledge
No attribute found in DSE (lastCH);
and add it to NRcontinuationLjist

Is DSE
(lastEntryFound)
of type nssr?

Yes

candidateRef§

Make an nssr
empty?,

continuation reference
and add it to the

candidateRefs candidateRefs

empty?

A 4

nextRDNToBeResolyed
=i

|
List or XX
Search?

Ne

PartialName-
Resolution True?

Return
NameError ) )
noSuchObject UseLlocal Selection Function
A 7 —ﬂ o eTIoO st arCoTTtI TR aTIONT
reference from candidateRefs
and add to NRcontinuationList

N nameResolution- Return
Phasc = complected entry suitable
v
Return
NameError partialNameResolution = TRUE in result ol Return
noSuchObject nameResolutionPhase = completed 1 entry unsuitable
X.518_F10

Figure 10 — Target Not Found sub-procedure
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This sub-procedure is called when the target object name is not found in the local DSA. This sub-procedure determines
the best type of knowledge reference to use to continue name resolution, unless an error is detected in which case the
error is returned.

50

1)

2)

4)

5)

6)

7

8)

9)

it o o — o '

When continuing from Find DSE procedure, distinguish between the three possible phases of the Name
Resolution phase.

— If nameResolutionPhase is notStarted, continue at step 2).
—  If nameResolutionPhase is proceeding, continue at step 8).
—  If nameResolutionPhase is completed, continue at step 12).

If an entry was found (lastEntryFound not equal to 0), Set nameResolutionPhase t0 proceeding and
continue at step 9).

If itisaFirst Level DSA, then the root DSE does not contain a Superior Reference and therefore i's hot of
type supr. In this case, continue at step 4).

If the DSA isnot aFirst Level DSA, then the root DSE contains a Superior Reference and:thereforg is of
type supr. In this case, generate a Continuation Reference using the superior knowledge as found|in the
root DSE. Set:

— targetObject to the name of the target object;

—  operationProgress.nameResol utionPhase to notStarted;
—  referenceType to superior; and

—  accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation’ References in candidateRefs. Contiue at
step 6).
Check if the operation was directed to the root entry (m.='0?). If it was, continue at step 5). If it was not,
generate a Continuation Reference using any NSSR&noewledge found in the root DSE. Set:

—  targetObject to the name of the target object;

—  operationProgress.nameResol utionPhase\to proceeding;
—  operationProgress.nextRDNToBeResolved to 1;

— referenceType to nonSpecificSubordinate; and

— accessPoints as appropriate,

Add the Continuation Reference to the list of Continuation References in candidateRefs. Contifiue at
step 6).
At a First Level DSA,only List or Search operations may be performed with the root entry a$ base
object. Therefore, if the operation was not a List or Search operation, return nameError with prpblem
noSuchobject|f it was a List or Search operation, Set nameResolutionPhase tO completed and
return with entry suitable.

Check jf there are any Continuation References in candidateRefs. If candidateRefs is empty and
partialNameResolution IS FALSE, return nameError With problem noSuchobjeck. If
candidateRefs is empty and partialNameResolution iS TRUE, then in the result set partialNgdme to
TRUE, nameResolutionPhase t0 completed, and return with entry suitable. Otherwise, continue at
step 7).
Use a IocaI selectlon functlon to choose a Contlnuanon Reference from the list of ContanaIion

return Wlth entry uns.utable

If the DSA was unable to proceed with Name Resolution (in which case lastEntryFound is less than
nextRDNToBeResolved), continue at step 11). Otherwise, continue with next step.

If DSE(i) is ashadow DSE with incomplete subordinate knowledge (subordinateCompletenessFlag
is FALSE), then generate a Continuation Reference from the supplierknowledge attribute found in
DSE(lastCP). Set:

— targetObject tothe name of the target object;
— operationProgress.nameResolutionPhase {0 proceeding;

— operationProgress.nextRDNToBeResolved t0 lastEntryFound,
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- referenceType t0 supplier; and

— accessPoints asappropriate.

Add the Continuation Reference to the list of Continuation References in NRcontinuationList, and return

with entry unsuitable.

10) If the last entry found contains an NSSR (DSE(lastEntryFound) is of type nssr), then generate a

Continuation Reference from the NSSR knowledge found in DSE(lastEntryFound). Set:
— targetObject to the name of the target object;
— operationProgress.nameResolutionPhase tO proceeding;

— operationProgress.nextRDNToBeResolved t0 lastEntryFound+1;

—  referenceType t0nonSpecificsubordinate; and

— accessPoints asappropriate.

step 7).
If DSE(lastEntryFound) is not of type nssr, then continue at step 6).

11) If chainingArguments.referenceType iS Of type nssr, then continue atystep 13), otherw
step 12).

12) Return serviceError With problem invalidrReference.

DSA is unable to proceed with name resolution; in this caserétrn serviceError with pr
unableToProceed; Otherwise, continue at step 12).

B Target Found sub-procedure

sub-procedure is entered when the target object name matches.with an entry DSE locally. This sub-prog
sif the found entry is suitable for processing the request locally (it is shown in Figure 11):

1) Call the Check Suitability procedure.

2) If theentry issuitable (entry suitable), then do‘the following:
— St nameResolutionPhase 1O completed;
—  return entry suitable.

3) If the entry is not suitable.(éntry unsuitable), then generate a Continuation Reference usir
supplierKnowledge attributefound in DSE(lastCP). Set:

— targetObject tQ the hame of the target object;

— operationProgress.nameResolutionPhase tO proceeding;
- operatiofiProgress.nextRDNToBeResolved tOm;

- referenceType {0 supplier; and

— acCesgsPoints asappropriate.

Add-.the Continuation Reference to the list of Continuation References in NRcontinuationList. H
enthy unsuitable.

DTE —(f the 1ocalscope service control is set, however, the DSA could, based on local policies, decide to consider thi
suitable and proceed asin step 2).

Add the Continuation Reference to the list of Continuation References in candidateRefs)) €ontiue at

ise at

13) If i + 1isegua to nextRDNToBeResolved, then the request was routed here due to an NSSR and the

bblem

edure

g the

Return

5 entry

problem unavailableCriticalExtension.
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Continue
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Find DSE

Call Check Suitability entry nameResolutionPhase =
procedure suitable completed
entry
unsuitable

Return
cntry suitable

y

nameResolutionPhase =
proceeding, and

nextRDNToBeResolved = i

18.34  Check Suitability procedure

This
(see R
the us

52

Make a continuation reference
using the supplierKnowledge
attribute found in DSE(lastCP);
and add it to NRcontinuation List

Retunn
entry unsuitable

Figure 11 —Target Found sub-procedure

X.518_F11

procedure is called to decide whether a found DSE is suitable forkperforming the requested operation
igure 12). It takes into account the ChainingArguments, the ServiceControls, the arguments as supplied by
er, the operation type and the characteristics of the DSE (shadow, subordinate knowledge, attributes present, [etc.).
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Figure 12 — Check Suitability procedure

18.3.4.1 Procedure parameters
The input argument to this procedure is:
— areferenceto aDSE;
— the operation type for which the suitability of the DSE is to be checked;
— thechainingArguments;
—  the DAP operation argument; and
—  therequest components, if an LDAP request.
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18.3.4.2 Procedure definition

The output is either entry suitable, entry unsuitable, or unsupported critical extension.

19
This

1) If the DSE is not of type shadow, then check if al criticalExtensions are supported. If they are,
then return entry suitable, else return unsupported critical extension.

2) TheDSE isof type shadow. Return entry unsuitable, if any of the following istrue:

—  Therequested operation type is a modification operation.
—  Theservice control dontUseCopy IS Set.
Otherwise, continue with the next step.

3) If the service control copyShallbo is set, then check if all criticalExtensions are supported. If
fhﬂy ae, then return entry suitable, elseraeturn ||nq|'r_\lr_\nrfnd critical extension

4) If the service control copyshallbo iSnot set, then check if al criticalExtensions are supporfed. If
they are, then go to step 5) else return entry unsuitable.

5) Distinguish between operation types:

If List operation, continue at step 6).
If Read operation, continue at step 7).
If Search or Compare operation, continue at step 8).

6) If theentry hasfull subordinate knowledge, the List operation can be performed. In this case, return entry
suitable, otherwise, return entry unsuitable.

7) If dl the requested attributes are present in the DSE, then returi entry suitable. |f some attributes are
missing, then determine by loca means whether the shadow cepy holds al the attributes held by the
master (e.g., by reference to the shadowing agreement). Lf~they are, the entry is suitable (return|entry
suitable). Otherwise, the supplier may hold the requested_attributes which are not present at the shadow;
in this case, the request has to be chained (return entry unsuitable).

8) IfitisaDAP search request with searchaliases'set to TRUE or it isan LDAP searchRequest With
derefInSearching OF derefAlways Sefv"and the DSE is of type alias thgn if
chainingArguments.excludeShadows iS FALSE return entry suitable, if it is TRUE return|entry
unsuitable.

9) If the DSA supports the matching rule for comparing or searching as requested and the operatjon is
compare Of search operation with-subset Of baseObject, then continue at step 7). If thel DSA
supports the matching rule and” the operation is search with subset oneLevel Or subtree| then
continue at step 10). Otherwise,return entry unsuitable.

10) If chainingArguments. excludeShadows iS TRUE, then return entry unsuitable. Otherwise, chegk the

Operationevaluation

local understanding ef-thie shadowed information specification against the operation filter and selgction.
If al necessary entries and attributes are present, then return entry suitable. If any entry or attriute is
missing, then return entry unsuitable.

Clause defines the procedure that a DSA shall follow if the target entry of an operation has been found Ipcally
(during Name-Resol ution). According to the type of operation, one of the following procedures isinvoked:

For an addeEntry, chainedAddEntry, removeEntry, chainedRemoveEntry, modifyEptry,
chainedModifyEntry, modifyDN, chainedModifyDN, changePassword, chainedChangePasgword,

administerPassword Of chainedAdministerPassword oOperaiion, the procedures in clause 19.1
shall be followed.

For a read, chainedRead, compare Of chainedCompare operation, the procedures in clause 19.2
shall be followed.

For a search, chainedSearch, 1list Of chainedList operation, the procedures in clause 19.3 shall
be followed.
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M odification procedures

According to the type of modification operation, the corresponding procedures defined in clauses 19.1.1 to 19.1.4 shall
be followed for DAP requests. Clause 19.1.5 specifies special procedures for how DAP modify operations affect
NSSRs. An LDAP request embedded in an 1dapTransport request shall be handled as specified in clause 19.1.6.

1911

Add Entry operation
1) The DSA shal check that the initiator has sufficient access rights, e.g., as defined, in clause 11.1.5 of

2)

Rec. ITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.
The DSA shall assure that an entry with the name of the entry to be added does not already

exist.

Otherwise, it shal return an updateError with problem entryalreadyExists. If the superior DSE is
of additional type nssr, the DSA shall follow the procedure defined in clause 19.1.5 (Modify Operations

3

4)

5)

6)

7)

AU NSSRS o aTre tha the Tame of theTew entry isurnampiguoos. ]
If targetSystem component of the AddEntryArgumentData Value is present, and the AccessH
is not that of the current DSA, go to step 4). If targetsSystem component of a DAP fequest
present, or it is present and the AccessPoint isthat of the current DSA, go to step 5).

If the entry is a subentry, the DSA shall return updateError with problem affectsMultipleDS
the entry is not a subentry, the DSA has alocal choice asto whether or not it wighésto establish an
with the specified DSA. If it does not, the DSA shal return seryviceError with pr
unwillingToPerform; Otherwise, the DSA shall establish a hierarchicel operationa binding (
with the specified subordinate DSA. If the DOP is supported, the procetlure in clause 24.3.1.1 sh
followed. Otherwise, local means are used to establish the HOB. If the-subordinate DSA is unwill
establish the operational binding, a serviceError with problenunwillingToPerform iSreturn
the addEntry operation. If the HOB is successfully established, Continue at step 7).

oint
S not

As. If
HOB
bblem
HOB)
all be
ng to
ed for

NOTE 1 — This step of the procedure does not apply to the-création of autonomous administrative aregs in a

subordinate DSA.

The DSA shall ensure that the new entry conforms to the sub-schema, or that the new subentry or D
other types conform to the system schema (e.g., that the immediate superior DSE of a subentry isg
admPoint). If not, it shal return an appropriate @pdateError Or attributeError, €lse it sh3
the new DSE. If entry, continue at step 7). If subentry, continue at step 6). Otherwise, apprd
knowledge management procedures for theother types of DSE are executed. See Section 6.

The DSA shall forward, at an appropriate time, a modify operational binding to all relevant subor
DSAs with which it has hierarchical” or non-specific hierarchical operational bindings. The re
bindings are those which are associated with naming contexts that are subordinate to the superior

SE of

f type
| add

priate

Hinate
evant
DSE.

Naming contexts whose context prefixes correspond to autonomous administrative points aje not

relevant. If the DOP is supported, the procedures in clauses 24.3.2.1 and 25.3.2 shall be followed.
DOP is not supported, local means shall be used to modify the RHOBs.

NOTE 2 — An appropriate time is specified by the DSA administrator, and might range from immediatel
(or even before) the operation result is returned to a periodic strategy (e.g., a an appointed hour). The tim

If the

y after
e may

vary depending upon the reason for the modification, e.g., updatesto ACI taking immediate effect and chapges to

schema being)done periodically.

If the added entry or subentry is within the unitofReplication Of one or more shad
agreements, then the shadow consumers shall be updated using the procedures of the Dir
infopmation shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

bWing
bctory
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Figure 13— DAP Add Entry procedure

A

The DSA shall check that the initiator has sufficient access rights, e.g., as defined, in clause 11.p.5 of
RecyITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

The DSA shall ensure that the entry to be removed is a leaf entry. Otherwise, the DSA shall retdrn an
updateError With problem notAllowedOnNonLeaf.

he DSE type of the en 0 be removed is checked iben ontinue at step p, contihue at
step 6). If entry Or alias, continue at step 4). Otherwise, appropriate knowledge management
procedures for the other types of DSE are executed. See Section 6.

Remove the entry or alias entry and continue at step 7).

Remove the subentry. At an appropriate time, modify the operational bindings of all relevant subordinate
DSAs with which the current DSA has hierarchical or non-specific hierarchical operational bindings. The
relevant bindings are those which are associated with naming contexts subordinate to the superior DSE.

Naming contexts whose context prefixes correspond to autonomous administrative points are not
relevant. If the DOP is supported, the procedures in clauses 24.3.2.1 and 25.3.2 shall be followed.
Otherwise, local means shall be used. Continue at step 7).
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6) Remove the naming context. If the DSA has a hierarchical operational binding for this naming context, it
shall terminate the hierarchical operational binding with itsimmediately superior DSA. If the DSA has a
non-specific hierarchical operational binding for this naming context, and this is the last naming context
of the non-specific hierarchical operational binding, then it shall terminate the non-specific hierarchical
operational binding with its immediately superior DSA. If the DOP is supported, the procedures
in clauses 24.3.3.2 and 25.3.3.2 shall be followed. Otherwise, loca means are used to terminate the
RHOB.

7) If the removed naming context, entry, alias entry or subentry was within the unitOfReplication Of
one or more shadowing agreements, then the shadow consumers shall be updated using the procedures of
the Directory information shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

If the removed subordinate or non-specific subordinate reference in the immediately superior DSA
(whose RHOB was terminated), was within the UnitOfReplication Of one or more shadowing
agreements, then the shadow consumers shall be updated using the procedures of the Directory
information shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

Check ACI

Fails > Return Return
4 Error
K

Note
Return shadow(s)
Is target a}) leaf No =( UpdateError will need to
entry? k notAllowedOnNonLeaf be updated
Remove the
entry or
entry/alias alias
Apply appropriate
Type of DSE to Remove procedures for DSE >
be removed? DSE type
subentry Remove the Schedule modification
cp subentry of RHOBs with >
subordinate DSAs
Non-specific ) . .
hierarchical binding Lagt Naml{)ng Remove naming
ontext? context

exists?

Terminate NHOB
with superior DSA

\ 4

Terminate HOB X.518_F14
with supcrior DSA B

Figure 14 — DAP Remove Entry procedure

19.1.3 Madify Entry, Change Password and Administer Passwor d operations

1) The DSA shall check that the initiator has access rights, eg., as defined, in clause 11.3.5 of
Rec. ITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

Rec. ITU-T X.518 (10/2012) 57


https://standardsiso.com/api/?name=f6a8189d311214569c1825c33764f777

| SO/l EC 9594-4:2014 (E)

19.1.4

2)

3

The modifications to the entry or alias shall conform to the sub-schema. The modification to a DSE of
other types, including subentry, shall conform to the system schema. Otherwise, the DSA shall return an
appropriate updateError Or attributeError. After performing the modifications, if the target DSE
is of type subentry, continue at step 3); if the target DSE is of type entry Or alias, continue at
step 4); otherwise, appropriate knowledge management procedures for the other types of DSE are
executed. See Section 6.

The DSA shall, at an appropriate time, modify the operational bindings with all relevant subordinate
DSAs with which it has hierarchical or non-specific hierarchical operational bindings. The relevant
bindings are those which are associated with haming contexts that are subordinate to the administrative
point that the modified subentry is located below. Naming contexts whose context prefixes correspond to
autonomous administrative points are not relevant. If the DOP is supported, the procedure in clauses
24.3.2.1 and 25.3.2 shall be followed. Otherwise, local means are used.

4)

Modify DN operation

1)

If the modified entry, alias entry or subentry was within the unitofReplication Of One @r|more
shadowing agreements, then the shadow consumers shall be updated using the procedures ¢f the
Directory information shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

Return
N Return
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Note
shadow(s)
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be moditied?

Other DSE
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System-schema

Return UpdateError
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A 4
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DSE type

Take appropriate
action for DSE type
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Figure 15— DAP Modify Entry procedure
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Rec. ITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

If the operation is either to move an entry or to both move an entry and change its Relative Distinguished
Name, go to step 3). If the operation isto only change the Relative Distinguished Name of an entry, go to
step 4).

The operation shall be performed according to the definition in clause 11.4.1 of Rec. ITU-T X.511 |
ISO/IEC 9594-3. If either the old superior, the new superior, the entry or any of its subordinates are not
in this DSA, or if the new superior has NSSRs, then the operation shall be rejected with updateError
with problem affectsMultipleDsas. The DSA shall ensure that no other entry with the new name
dready exists. Otherwisg, it shall return an updateError with problem entryalreadyExists. The
DSA shall ensure that the new name of the entry conforms to the subschema. Otherwise, it shal return an
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appropriate attributeError OF updateError. If none of these problems arise, then move the entry
(changing the RDN if required) and go to step 9).

The following text is applicable to changing the relative distinguished name of an entry, which may or
may not be aleaf entry, and which may or may not have one or more subordinates in one or more DSAS.
The DSE type of the entry to be renamed is checked. If subentry, continue at step 7). If cp, continue at
step 6). If entry Or alias, continue at step 5).

The DSA shall ensure that no other entry with the new name already exists. Otherwise, it shall return an
updateError With problem entryalreadyExists. If the superior DSE of the entry to be renamed is
of additional type nssr, the DSA shall follow the procedure defined in clause 19.1.5 (Modify Operations
and NSSRs) to ensure that the new name of the entry is unambiguous. The DSA shall ensure that the new

name of the entry conforms to the subschema Otherwise, it shall return an appropriate
attributeError Or updateError Renamethe entry or alias entry If the entry isanon-leaf ent Y and

6)

8)

9)

has subordinates in other DSAS, continue at step 8), otherwise, continue at step 9).

The DSA shall ensure that the new name of the naming context conforms to the subschema;, atherwise, it
shall return an appropriate attributeError Of updateError.

If the DSA has an HOB with the superior DSA, then the subordinate DSA shall attéwipt to modify the
HOB before responding to the Modify DN operation. The superior DSA shall ensure’'that no other| entry
with the new name already exists, before accepting the modification. If the-DOP is supportefl, the
procedure in clauses 24.3.2.2 shall be followed. If the DOP is not supporteditiis alocal matter hgw the
HOB is modified and the new name is checked for uniqueness. If the HOB'is successfully modifiefl, and
the naming context has subordinate naming contexts in other DSAS, go 1o step 8); otherwise, go tp step
9). If the HOB cannot be modified, return updateError with problémaftfectsMultipleDSas.

If the DSA has an NHOB for this naming context with the superier DSA, then how duplicate entries are
detected is outside the scope of this Directory Specification. Rename the entry. If the naming context has
subordinate naming contextsin other DSAS, go to step 8);-0therwise, go to step 9).

The DSA shall ensure that the new name of the subentry ‘conforms to the system schema. Otherwfise, it
shall return an appropriate attributeError Of updateError. The DSA shall ensure that no|other
subentry with the new name aready exists. Othérwise, it shall return an updateError with prpblem
entryAlreadyExists.

The DSA shall, at an appropriate time, madify the operational bindings of all relevant subordinate DSAS
with which it has hierarchical or non-specific hierarchical operational bindings. The relevant bindings are
those which are associated with all ‘naming contexts that are subordinate to the entry being renamed, or
relevant naming contexts that aré.subordinate to the administrative point whose subentry was renamed.
Naming contexts whose context’ prefixes correspond to autonomous administrative points afe not
relevant. If the DOP is supported, the procedures in clauses 24.3.2.1 and 25.3.2 shall be follpwed.
Otherwise, local means shall be used to update the RHOBS.

If the renamed naming context, entry or any of its subordinates, alias entry or subentry is withjn the
UnitOfReplication Of one or more shadowing agreements held by the DSA, then the shadow
consumers shall_be updated using the procedures of the Directory information shadow service specified
in Rec. ITU-T-X.525 | ISO/IEC 9594-9.

If the entry, alias entry or subentry was within the unitofReplication Of one or more shadpwing
agreéments held by the DSA, and the superior of the renamed entry, alias entry or subentry is not yithin
this\UnitofReplication, the shadow consumers shall be updated using the procedures qf the
Directory shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9; in this case the shadowed
entry and al its subordinates shall be removed.

If the entry, alias entry or subentry was not within the tnitofReplication of one or more shadpwing

agreements held by the DSA, and the renamed entry, allas entry or subentry IS now within this
UnitOfReplication, the shadow consumers shall be updated using the procedures of the Directory
shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9; in this case the shadowed entry and all
its subordinates shall be shadowed.

If the renamed subordinate reference in the immediately superior DSA [whose HOB was modified in
step 6) above] iswithin the unitofReplication Of one or more of its shadowing agreements, then the
shadow consumers shall be updated using the procedures of the Directory information shadow service
specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

If components of an RHOB with a subordinate DSA [as modified in step 8) above] are within the
UnitOfReplication Of one or more shadowing agreements held by the subordinate DSA, then the
shadow consumers shall be updated using the procedures of the Directory information shadow service
specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.
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Figure 16 — DAP Modify DN procedure

19.1.5 Madify operations and non-specific subordinate references

If aDSA has NSSRs and does not know the complete set of names of the subordinates of an entry, to which either:
@) anaddeEntry operation has been directed, or
b) amodifyDN operation has been directed;

then the DSA may perform the following set of procedures prior to performing the operation.

1) If the chainingProhibited Service control option is set on the addEntry OF modifyDN Operation,
return updateError With problem affectsMultipleDSAs.

2) If the DSA isunwilling or unable to multi-chain outgoing requests, return serviceError with problem
unwillingToPerform Of unavailable, respectively.
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3) The DSA shall multi-chain a chainedReadEntry oOperation to each master DSA in the set of
accessPointInformation Of the NSSR. (The DSA shal only use the master DSA from
MasterAndShadowAccessPoints due to transient inconsistency caused by shadowing.)

a) Thecomponents of the Readargument shall be set asfollows:
— object component: to either the name of the entry to be added (in the case of addentry), or
to the proposed name of an existing entry (in the case of modi £yDN);
— selection component: to the object class attribute.
b) The parameters of commonarguments shall be set asfollows:
— setthe dontDereferenceAliases Service control option;
— Set OperationProgress.nameResolutionPhase {0 completed.
C) Theparametersof ChainingArguments shall be set asfollows:
— setoriginator to the name of the requester;
— targetObject iSomitted,;
— setoperationProgress.nameResolutionPhase {0 proceeding and
nextRDNToBeResolved to (number of RDNsin the object name) — 1;
— Set traceInformation t0 an empty sequence;
— SetreferenceType tOnonSpecificSubordinate,
— timeLimit, asappropriate according to the incoming requiest.
d) Other parameters, e.g., SecurityParameters, may be set asappropriate, e.g., by local policy.

4) The DSA waits for the complete set of responses. If any of the response is a ReadResult, then ar
shall be returned asin 6) below.

5) If al responses are serviceError With problemiunableToProceed, oOperation evaluation
proceed.

6) |If aReadResult isreturned, an updateError'With problem entryalreadyExists shall be rejurned
for the original operation.

7) If any other error is returned to _the readEntry request, a serviceError Wwith pr

unwillingToPerform shal be returned.

SA receiving the chainedread regquest shall give aresponse according to the presence or not of the entry, g
5 control policy.

L DAP Modify operations

brocedure shall be executed-when an 1dapTransport request holding an LDAP update request has reach
btion phase.

DTE — An LDAP modify-eperation handled by the bound DSA is specified fully by the LDAP specifications and the¢refore
tside the scope of thisDirectory Specification,

bblem

ind its

bd the

DAP

511 |

gned.

An LDAP request/Carried by an ldapTransport request is unpacked and processed according to the I
specifications. However, there are some additional considerations depending on the setting of the commomArgunents
valugland the chainingArguments value.
a)\~If the target component of the SecurityParameters (see clause 7.10 of Rec. ITU-T X
ISO/IEC 9594-3) in the request is set to signed and aresult is to be returned, the result may be S
Cthcl vv;a::, thC |cau:t eha“ 1 IUt bc Dlyl ICA‘:II.
b) The DSA shall ensure that the requester has sufficient access according to the type of operation. If not,

return an LDAP response with resultCode equa t0 insufficientAccessRights.
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19.2 Single entry interrogation procedure

The operations read, chainedRead, compare, and chainedCompare fall into the group of single entry interrogation
procedures. These procedures contain only the following three steps:

1) Check access control, as described in clause 9 of Rec. ITU-T X.511 | ISO/IEC 9594-3. If the operation is
disallowed, return the appropriate security error.

2) Perform the operation on the found DSE as described in clause 9 of Rec. ITU-T X.511 | ISO/IEC 9594-3.
3) Preparethereply, and return.

19.3 Multiple entry interrogation procedure

ined in

Accordi he i 0
clauses 19.3.1 and 19.3.2 shall be followed.

19.3.1 List procedures
This ¢lause specifies the evaluation procedure specificto 1ist and chainedList Operations.

The List (1) procedure shall be followed when the List request's operationProgress.nameResolutionBhase
comppnent is set to notStarted Or proceeding and when the DSA, after performing Name-Resolution, finds that it
holdg the base object. The List (11) procedure shall be followed when the List request's-nameResolutionHhase
comppnent is set to completed.

19.3.1.1 Procedure parameters

19.3.1.1.1 Arguments

The grguments that are used by this procedure are:
— theListArgument;

— thetarget DSE €

— operationProgress Of the chainingArgument.

19.3.1.1.2 Reaults

If thig procedure is successfully executed, it returns;
— aset of subordinates of ein 1istInfo.subordinates;
— limitProblemindicated injpartialOoutcomeQualifier;

— aset of continuation references in SRcontinuationList.
19.3.1.2 Procedure definition

19.3.1.2.1 List (l) procedure

The Uist (1) procedure consists of the following steps as depicted in Figure 17:
1) If theSetvice control subentry is Set, then go to step 5); otherwise, go to step 2).

2) |IfDSE eis of type nssr, then add a Continuation Reference to SRcontinuationList with the follpwing
components:

— targetObject shall be set to the DSE g;

= aliasedRDNs absent;

— operationProgress With nameResolutionPhase Set tO completed and
nextRDNtoBeResolved absent;

— rdnsResolved absent;
— referenceType Set tO nonSpecificSubordinate;

— accessPoints Set t0 a Set Of accessPointInformation each derived from a value of the
nonSpecificKnowledge attribute of DSE e.
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3) For each DSE € immediately subordinate to DSE e execute the following steps:

a) Check the ACl in ¢ if available. If the ACI disallows listing the RDN of e, then skip this DSE. If
the ACI is not available (for example in the case of subordinate references and glue), then it is a
local policy whether to proceed.

b) Check all the DSE typesof €.

i) If e isof type subr, then there are two cases. In the first case, the subordinate entry's ACI and
object classis available locally, in which case, based on local policy and the ACI's permission,
add the RDN of € t0 1istInfo.subordinates With aliasEntry Set to TRUE if € isof type
sa, and fromEntry Set FALSE. The other case is when the ACI of the entry is not available in
€, in which case add a Continuation Reference to SRcontinuationList with the following
components:

— targetObject to the distinguished name of the DSE €;

— aliasedRDNs absent;

— operationProgress With nameResolutionPhase Set 10 completed| and
nextRDNtoBeResolved absent;

— rdnsResolved absent;

— referenceType Set {0 subordinate;

— accessPoints Set to the value contained in the specificknowledge attribute of DSE €.

ii) IftheDSE ¢ isof type entry Or glue, then add the RDN,of\e/t0 1istInfo.subordifates
with aliasEntry Set to FALSE and fromEntry Set according to whether € isacopy.

NOTE — In the case that € is glue, it must have one or more subordinates which implies it carjnot be
an diasin the master DSA. Also, any ACI relevant tothie List operation is stored in this DSE, sypplied
viathe shadowing protocol.

iii) If the DSE € is of type alias, then add the.RDN of € t0 1istInfo.subordinateg With
aliasEntry Set tO TRUE, and fromEntry.Set according to whether € isacopy.

¢) Check if time, size or administrative limit'is exceeded. If so, set 1imitProblem accordingly in
partialOutcomeQualifier and returh.

d) Continuefrom step 3) @) until al subordinate DSEs have been processed.

4) If al subordinate DSEs have been pracessed, return to the Operation Dispatcher.
5) For each subentry ¢ immediatel y-subordinate to DSE e, execute the following steps:

a) Checkthe ACl ine. Ifthe’ACI disallows listing the RDN of e, then skip this DSE. Otherwisg, add
the RDN of € 10 1istInfo.subordinates With aliasEntry Set t0 FALSE and fromEntry Set
according to whether'e isacopy.

b) Check if timé, size or administrative limit is exceeded. If so, Set 1imitProblem accordingly in
partialQutcomeQualifier and return.

6) Return to the Operation Dispatcher.
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Figure17 —List (1) procedure

19.3.1.2.2 List (11)precedure

The Uist (11) procedure consists of the following steps as depicted in Figure 18:
1):>-For each DSE € immediately subordinate to DSE e, execute steps 1 a) to 1 d):
a) If ¢ isnot an entry or alias, continue with the next immediate subordinate.

b) Check ACI in €. If the operation is disallowed by the ACI, continue with the next immediate
subordinate of e.

¢) Add the RDN of DSE € to listInfo.subordinates, With the aliasEntry component of
listInfo.subordinates according to whether € isan alias, and the fromEntry component set
depending on whether € is a copy or not. Ignore those DSES of type shadow Of writableCopy, if
excludeShadows iS TRUE.

d) Check if time, size or administrative limit is exceeded. If so, set the limitProblem Of
partialOutcomeQualifier accordingly and return.

€) Continuefrom step 1) @) until al subordinate DSEs have been processed.
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2) If dl subordinate DSEs have been processed, check if this subrequest came from a DAP or DSP. In case
this subrequest is submitted via a DAP, and the ListResult iS empty, then return a serviceError
with problem invalidReference t0 the Operation Dispatcher. Otherwise, the ListResult iS
returned.

NOTE — invalidReference iS USed as a security precaution in case the user does not have access to the
superior entry. If the superior's entry ACI is available (provided by the RHOB), then a null result may be
returned if allowed.

TistResult
Enter
A A

1932

This
LDA

The

oper

Return
ServiceError
invalid reference

Null
result?

Process each DSE e' immediately subordinate to DSE e

All es
N processed
exte'
set limitProblem of
partialOutcomeQualifier
Check Fails
ACI

Time,
size, administrative
limit exceeded?

Yes

X.518_{f18

OK

Add RDN of e' to listinfo. Set aliasEntry
and fromEntry according to DSE type

Figure 18 —List (I1) procedure
Search procedures

clause specifies the evaluafion” procedures specific t0 chainedLdapTransport requests with an embedded
P SearchRequest, seafeh requests and chainedSearch requests.

Search-rule-check ~ ()~ procedure, when relevant, shall be followed when the search request's
btionProgress~-nameResolutionPhase component is set t0 notStarted Of proceeding and when the

DSA,
with
the

procedure shalt be followed for a chainedLdapTransport request.

after performing-Name Resolution, finds that it holds the target object. If this procedure returns an error, feturn
hat error. |f.the Search-rule-check (1) procedure was not followed or was followed without returning an erroi, then
ch () procedure shall be followed for a search Or chainedSearch request, while the LDAP Searfch (1)

The |Search-rule-check (I1) procedure, when relevant, shal be followed when the search request's

nameResolutionPhase COMponent is set to completed. If this procedure returns an error, return with that error. If
the Search-rule-check (1) procedure was not followed or was followed without returning an error, then the Search (11)
procedure shall be followed for a search Or chainedSearch request, while the LDAP Search (11) procedure shall be
followed for achainedrdapTransport request
NOTE —When nameResolutionPhase iS completed, the target object is expected to be the immediate superior of a context
prefix.
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19.3.2.1 Procedure parameters

19.3.2.1.1 Arguments

The arguments that are used by this procedure are:

19.3.3
If this

19.3.2.

19.3.
This

any) ¢loes not have arelatedEntry CoOmponent.

— thesearchArgument;
— thetarget DSE €

— operationProgress Of the ChainingArguments;

— exclusions Of the ChainingArguments (alist of RDNsto exclude from search);

- traceInformation Of the ChainingArguments;

— searchRuleId Of the chainingArguments;

— chainedRelaxation Of the ChainingArguments; and

— relatedEntry Of the ChainingArguments.

1.2 Results
procedure is successfully executed, it returns:
— aset of matched entriesin searchResult.entryInformation,
— alreadySearched inChainingResults;
—  dependent on conditions, acount inthe partialOutcomeQualifier rentryCount; and
— aset of continuation references in SRcontinuationList.

2.1 Related Entry Argument procedure

2 Proceduredefinition

procedure is only relevant if the search request has a joinArguments component and ChainingArguments (if

1) |If the search request is protected, generate\a DSP request for each element of the joinArgunents

component each including the original DAPrequest. The chainingArguments shall be asfollowg;

if the incoming request has a chainingArguments With component originator, the value ¢f this
component is copied into theloriginator component of generated requests; otherwise, the pise of
this component is determinéd by local security policy.

NOTE — The receiving DSA-may not be able to make use of the name given in this component, as it is from a
separate DIT.

the operationPriogress component shall be omitted or set to default value;

the traceInformation, aliasDereferenced, aliasedRDNs, returnCrossRefs,
entryOnly; exclusions, nameResolutionOnMaster, searchRuleId, chainedRelaxdtion
compenents shall be omitted; and

theé.relatedEntry component is set to a value corresponding to the relative position ¢f the
JoinArgument that applies to the DSA to which the request is forwarded; where the first
JoinArgument iS given the value 0, the next one the value 1, etc.

2)>-If the incoming search request is not protected, generate a DSP request for each element ¢f the

jointArguments component where the searchArgument shall be generated as follows:

66

the—bazeobieetcomponent—shat—be—copred—fromthe—JotnBasesobiser—component—of the

corresponding JoinArgument;

the subset component shall be copied from the joinsubset component of the corresponding
JoinArgument;

the filter component shal be copied from the filter component of the corresponding
JoinArgument; and

the remaining components shall be as in the original request, except that the joinArguments and
joinType components shall be omitted.

The chainingArguments shall be as above for protected requests, except that the relatedEntry
component shall be omitted.
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3) Call the Operation Dispatcher for each request to be locally continued.
4) If the Operation Dispatcher returns a referral error, or busy, or unavailable errors then add (or

make

and add) the continuation reference to partialOutcomeQualifier Of SearchResult, and return.

5) If the Operation Dispatcher returns other errors, discard it and return.
6) If the Operation Dispatcher returns a searchResult, then:
i) Iftheresultissigned, add it t0 uncorrelatedSearchInfo iN SearchResult.

ii) If the result is not signed, perform the join process as specified in Rec. ITU-T X.
ISO/IEC 9594-3.

19.3.2.2.2 Search-rule check procedure (1)

If the
deref

administrative area having a different dmdazd, or if the target DSE is outside a service-specific administrative

returr
inse
N
ad

pr
If the
such

If the)
hasb

N
ng

Othe

searchRuleId component is present in the chainingArguments, the operation is the resultcof“an
brencing procedure during a previous evaluation phase. Then, if the target DSE is within a service-s

with an unwillingToPerform Service error. Otherwise, select the appropriate search-rulebased on inforn
hrchRuleId and return.

ministration, receives a chained search request with a searchrRulerd component, it will,return a serviceErro
bblem unavailableCriticalExtension.

searchRuleId isnot present and the target DSE is outside a service-specific-administrative area; or if it is
bn area, but no subentries are associated with that area, return.

target DSE is within a service-specific administrative area and the tra¢eInformation revealsthat the opg
ben in a previous evaluation phase, return with an unwillingToP&r£drm Service error.

DTE 2 — This is the situation where a search has started its initial evaltiation outside a service-specific administrative ar|
W attempts to spread into a different service-specific administrative area.

Wwise, the following procedure is followed:

1) Locate al search-rules associated with the target DSE, i.e., all search-rules in service subentries
the target DSE within its subtree specifications (e.g., by use of the searchRulesSubentry Operg
attribute). These search-rules are in the following called candidate-search-rules. If there are ng
search-rules, generate a service error with problem requestedServiceNotAvailable, includ
the notification component ©f the CommonResults a searchServiceProblem attribute wi
vaue id-pr-unidentifiddoperation, and return.

2) If the serviceType and/orthe userclass service controls are included in the search request, elin
al search-rules not complying with those service controls from the candidate-search-rules. If that

thenotification component of the CommonResults theinformation as detailed below and retu

— asearchServiceProblem atribute with thevalue id-pr-unidentifiedOperation;

with the value of that service control.
3) Split the candidate-search-rule list up into four lists (some of which may be empty):

a GoodPer mittedSR list containing al the candidate-search-rules to which the requester hasi
permission and with which the search request complies according to the search-validation prog

511 |

dias
ecific
area,
hation

DTE 1 — Service administration has been defined as a critical extension. When a DSA, which “does not support gervice

- with
vithin
ration
Fa and
aving
itional

such

B into
th the

ninate
eaves

the list empty, geQieéate a service error with problem requestedserviceNotAvailable; incl:rde in

n:

— if.the serviceType service control was included in the search request, a serviceType atfribute

nvoke
edure

QpP("ifiPd inclanuse 14 of Rec 1TU-T X 511 ! 1SO/IEC 9704-3:
NOTE 3 —If thislist is not empty, thereis no reason to create the other lists.

4)

— aMatchProblemSR list containing all the candidate search-rules to which the requester has invoke
permission and with which the search request complies except for matchingUse in one or more
request-attribute-profiles;

— aBadPermittedSR list containing all the candidate-search-rules to which the requester has invoke
permission but with which the search request does not comply;

— a DeniedSR list containing al the candidate-search-rules to which the requester does not have
invoke permission.

If the GoodPermittedSR list contains one or more empty search-rule, select using a local algorithm one
of these empty search-rules as the governing search-rule and return.
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5)

6)

If the GoodPermittedSR list is not empty, discard all search-rules except those with the highest
userClass indication.

Select one of the remaining search-rule in the GoodPer mittedSR list as the governing-search-rule, using
alocal algorithm, and return.

NOTE 4 - If in the list above there are severa search-rules to select from, the implementation should log the incident
for administrative attention, as the search-rule definitions probably need re-working.

7) If the MatchProblemSR list is not empty, select one of its search-rules following an algorithm similar to
the one specified in 5) and 6) above; generate a service error and associated information as detailed in
clause 14.4 of Rec. ITU-T X.511 | ISO/IEC 9594-3, and then return.

8) If the DeniedSR list is empty, continue with 10); otherwise, discard any search-rule from the list with
which the search request does not comply and discard any empty search-rule. If the list is now empty,
CUI It;l UcT vv;th 10), uthu vv;ac, HCI Il a.l.‘C A po v | v;\,c CITul vv;th pl )b'em
requestedServiceNotAvailable; include in the notification component , of| the
CommonResults the subcomponents detailed below, and return:

— asearchServiceProblem dtribute with the value id-pr-unavailableOperation;
— if al the remaining search-rules in the DeniedSR list have the same value in the servicdType
component, aserviceType attribute with that value.

9) If the BadPermittedSR is empty, generate a service ( eror  with  prpblem
requestedServiceNotAvailable; include into the notifica®ion component of| the
CommonResults the subcomponents detailed below and return:

— asearchServiceProblen atribute with the value id-pr-unidentifiedOperation.

10) For each numbered item in the procedure in clause 14.1 of Rec. (TU-T X.511 | ISO/IEC 9594-3 taken in
order, check the search request against the remaining searChi-rules in BadPer mittedSR, and thén for
each item:

— if the search complies with the item for some seareh-rules, but not for all search-rules, disceyd the
search rules with which it does not comply;

— if the BadPermittedSR now only holds 'ene search-rule, perform the procedure specified in
clause 14 of Rec. ITU-T X.511 | ISO/IEC 9594-3, and return;

—  otherwise, the next item is checked.

11) If the BadPermittedSR now only holds search-rules with which the search does not comply according to
the procedure so far, generatesa.service error with problem requestedServiceNotAvailpble;
include in the notificationscomponent of the commonResults the subcomponents detailed pelow
and return:

— asearchServiceProblen atribute with thevalue id-pr-unidentifiedOperation;
— if dl the search-rules in BadPermittedSR specifies the same service-type, a servicdType
attribute with that service-type asvalue.

12) For each numbered item in clause 14.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3 taken in order, chetk the
search reguest against the remaining search-rules in BadPer mittedSR, and then for each item:

— ifthe search complies with the item for some search-rules, but not for al search-rules, discard the
search rules with which it does not comply;

=V if the BadPermittedSR now only holds one search-rule, perform the procedure specified in
clause 14 of Rec. ITU-T X.511 | ISO/IEC 9594-3, and return;

—  otherwise, the next item is checked.

13) For each numbered item in clause 14.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3 taken in order, check the
search reguest against the remaining search-rulesin BadPer mittedSR, and then for each item:

—  if the search complies with the item for some search-rules, but not for all search-rules, discard the
search rules with which it does not comply;
— if the BadPermittedSR now only holds one search-rule, perform the procedure specified in
clause 14 of Rec. ITU-T X.511 | ISO/IEC 9594-3, and return;
—  otherwise, the next item is checked.
14) Generate a service eror with problem requestedServiceNotAvailable; include in the

notification component of the CommonResults the subcomponents detailed below and return:

— asearchServiceProblemn attribute with thevalue id-pr-unidentifiedOperation;
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— if al the search-rules in BadPermittedSR specifies the same service-type, a serviceType
attribute with that service-type asvalue.

19.3.2.2.3 Search-rule check procedure (I1)
This procedure is only relevant, if the DSA supports service-specific administrative areas.

If the searchRuleId is not present, and all the immediate subordinate entries (context prefixes) of the target DSE are
service-specific administrative points, then return with a serviceError with problem unwillingToPerform. If,
however, some of the subordinate entries are not service-specific administrative points, then select the corresponding
naming contexts for the search evaluation and return.

If the searchRulelId is present, each subordinate entry of the target DSE is checked to verify that it is within the same
service-specific administration area as the target DSE. If not, the corresponding naming context is excluded from the
searc’t. If there are remaining naming contexts (including ones in the performing DSA) in which the search can
contifue, select the search-rule identified in searchRule1d and return. If there are no remaining naming.contexts in
which the search can continue, generate a serviceError With problem unwillingToPerform and return.

NOTE — The latter should not occur if knowledge information is consistent between the DSA and the DSA halding the sfiperior
ngming context.

19.3.2.2.4 Entry information selection

For matched entries and for entry selected as part of hierarchy selection, attribute information is selected @s the
intergection of:

a) what is specified by the searchArgument.selection, possible-modified by the default cpntext
specifications, and for matched entries also by the searchArgument .matchedvaluesOnly;

b) what isdetermined by the governing-search-rule (if any).
This entry information is added to the list of entries in sear chResult.enttylnfor mation.

Only jgdd attributes whose size (type and all values) is not greater thanthe attributesSizeLimit.

19.3.2.2.5 Search (1) procedure

This Is arecursive procedure that applies to a search request that starts at a given target entry e. It searches theltarget
entry je and then processes the DSEs immediately subordiniate to e. The procedure is invoked by itself recursively jin the
case that awhole subtree is to be searched. The praocedure consists of the following steps as shown in Figure 19:

1) |If thetype of DSE eis of type cp\(a DSE at a context prefix), check if any element of the exclugions
argument is aprefix of the DNt e.

a) |If so, return.
b) Else, call Check-Stitability.

i) If e is_unsuitable, make a continuationReference as follows and add [it to
SRCantinuationList:

~\targetobject Set to the distinguished name of the immediate superior of DSE €;

*+ operationProgress With nameResolutionPhase S&t t0 proceeding| and
nextRDNtoBeResolved Set to the number of RDNsin e

— al other components of continuationReference are unchanged.

Then return.
NOTE 1 — This is the only place when a search subrequest is chained to a shadow's suppliier. In
I et hrorchei I . e
ii) Else, add the Distinguished Name of et0 alreadySearched in ChainingResults.
NOTE 2 — alreadySearched only contains context prefixes.

2) If eis of type alias and searchAliases iN SearchArgument IS TRUE, then call Search Alias
procedure and then return.
3) If subset iSoneLevel, then proceed to step 6).

NOTE 3 — The e cannot be subordinate incomplete at this point since the Check Suitability at the context prefix should
have ascertained that this cannot happen.
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4) If subset iS baseObject, Or if entryonly iS TRUE then continue with this step; otherwise, go to
step 5).
If one of the following istrue:
a) eisof type subentry and the service control subentry iS Set; or
b) eisnot of type subentry and the service control subentry iSnot set, then do the following steps:
i) Check ACI. If the operation is disallowed, return.
i)  Apply the filter argument specified in the searchArgument. filter to the DSE e. Ensure
that access to al attributes used in the filter is permitted as defined in Rec. ITU-T X.501 |
ISO/IEC 9594-2. If the filter matches, and if the entry is not excluded due to hierarchy
selection, add the attribute information as specified in clause 19.3.2.2.3.
[if)_ 1T the hierarchySelection SeaCn COMToOl 1S Inciuded in the search request (possibly
modified by a search-rule specification), the entry is part of a hierarchical group having more
than one member, and more than the sel£ indication is set, then call the Hierar chy Select|on (1)
procedure.
Then return.
5) If subset iSsubtree (and entryonly iSnot TRUE), and in addition one of thefollowing istrue:
a) eisof type subentry and the service control subentry iS Set; or
b) eisnot of type subentry and the service control subentry is not set, then do the following geps:
i) Check ACI. If the operation is disallowed, go to step 6).
ii) Apply the filter argument specified in the searchArgtiment. filter to the DSE e. Bnsure
that access to all attributes used in the filter is permitted as defined in Rec. ITU-T X501 |
ISO/IEC 9594-2. If the filter matches, and if 4he*entry is not excluded due to hiefarchy
selection, add the attribute information as specified in clause 19.3.2.2.3.
iii) If the hierarchyselection Search cantrol is included in the search request (possibly
modified by a search-rule specification);»the entry is part of a hierarchical group having more
than one member, and more than the:se1£ indication is set, then call the Hierarchy Select|on (1)
procedure.
iv) Proceed to step 6).
6) If e is of type nssr, then add axContinuation Reference to SRcontinuationList with the follpwing
components:
— targetObject to the distinguished name of the DSE €,
— aliasedRDNs absent;
— operationPrdgress with nameResolutionPhase set to completed and
nextRDNtoBeResolved absent;
— rdnsResolved absent;
— refereénceType SettOnssr;
— 4@&ccéssPoints Set {0 AccessPointInformation derived from the value(s) found in the
nonSpecificKnowledge atribute.
7) <Process all DSEs € that are located immediately subordinate to the target DSE e until al suborglinate

DSEs have been processed. If e is within a service-specific administrative area, only those immediately
subordinate DSESs that are part of the same service-specific administrative area shall be processed.

If eis

outsitearservicesspecifrcadmimistrative—areathosetmmediatety—subordimate B SEsthet—arepar
service-specific administrative area shall not be processed. During this loop, if the list of matched entries
in searchResult.entryInformation exceeds the size limit, or time or administrative limit is
exceeded then set 1imitProblem accordingly in partialOutcomeQualifier and return.

NOTE 4 — The check for size limit isaso implicitly applied every time searchResult is updated.

a)

If the DSE € is of type subr, is not of type cp, and is not representing a subordinate entry th

of a

atisa

service-specific administrative point, then add a Continuation Reference to SRcontinuationList with

the following components:
— targetObject to the distinguished name of the DSE €;
— aliasedRDNs absent;
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— operationProgress With nameResolutionPhase Set t0 completed and
nextRDNtoBeResolved absent;
— rdnsResolved absent;
— referenceType Set O subr;

— accessPoints Set to the access point information contained in the specificknowledge
attribute of DSE €'.

NOTE5-If € is of both type cp and subr, a search subrequest can be generated potentialy from either the
subordinate reference or the supplier knowledge, but not both. This procedure uses the latter (supplier references
foundin ep).

b) For al cases:
ii) Recursively execute Search (1) procedure for target DSE €.
8) If al subordinates have been processed, return to the Operation Dispatcher for further processing.
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19.3.2.2.6 Search (I1) procedure

This procedure applies if a search request is processed that originated from a request decomposition at the DSA from
which the request was received. The procedure processes the DSEs below the target DSE e and calls the Search (1)
procedure for each object entry:

1) Process dl DSEs e that are located immediately subordinate to the target DSE e until all subordinate
DSEs have been processed. When all subordinates have been processed, return to the Operation
Dispatcher for further processing.

2) If the DSE isnot of type cp then ignoreit. Return to step 1).
3) Call Check Suitability. If suitable go to step 4); otherwise, ignore it and return to step 1).
4) Execute the Search Procedure (1) for the DSE € as described in clause 19.3.2.2. If the DSE is of type

] Al +h A of th 1 - ot HPS P $ T 3 %t
arras T oric varoc Ot T SToSeC P icrer TS XU O olnrenevedr,

ChainingArguments.entryOnly t0 TRUE When calling Search (I) procedure. Return to step 1).

=)

All'es
procéssed
Process each DSEs e' of type cp immediately subordinate to DSE e
Next e'
Call Check Suitability procedure entry v
unsuitable
. Return
entry suitable

One lgvel
search?

dse type
= alias

entryOnly =
TRUE

Call Search procedure(l) with DSE e'

X.518_F20

Figure 20 — Search (I1) procedure
19.3.2.2.7 LDAP Search(l)procedure

This is a recursive proeedure that applies to a chainedL dapTransport request with embedded LDAP SearchRequest that
starts|at a given targef entry e. It searches the target entry e and then processes the DSEs immediately subordinate to e.
The grocedure isinvoked by itself recursively in the case that a whole subtree is to be searched. The procedure cgnsists
of thg following-Steps as shown in Figure 19:

1) If thetype of DSE eisof type cp (a DSE at a context prefix), call Check Suitability.

ets-UnRsUHableMake-acentinuationReference-aStOHOWSaAd-aad alls Hadat ist:

— targetObject Set to the distinguished name of the immediate superior of DSE €;

— operationProgress With nameResolutionPhase Set t0 proceeding and
nextRDNtoBeResolved Set to the number of RDNsin g;

—  dl other components of continuationReference are unchanged.

Then return.

NOTE 1 — This is the only place when a search subrequest is chained to a shadow's supplier. In other words,
the target object for such a chained subrequest is always a context prefix.

b) Else, add the Distinguished Name of et0 alreadySearched in ChainingResults.
NOTE 2 — alreadySearched only contains context prefixes.
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2) |If eisof type alias and the derefaliases component of the embedded LDAP searchRequest iS
either derefInsearching Or derefAlways, then call Search Alias procedure and then return.
3) If scope of the embedded LDAP searchRequest iSsingleLevel, then proceed to step 6).

NOTE 3 — The e cannot be subordinate incomplete at this point since the Check Suitability at the context prefix should
have ascertained that this cannot happen.

4) If scope iSbaseObject, Or if entryonly iSTRUE then continue with this step; otherwise, go to step 5).
If one of the following is true:

a) eisof type subentry and the LDAP subentries control is included, is recognised and has the
value TRUE; or
b) eisnot of type subentry and the LDAP subentries control is absent, has the value FALSE or is
1 IUt TCLUYI Iibcd, t: ICI1 dU thC fU”UVV;I Y QC}JD
NOTE 4 — As specified in clause 17.3.3.2, if a control value has the criticality component set to TruE(|and is
not recognised, the request has been rejected.
i) Check ACI. If the operation is disallowed, return.

ii) Apply the filter argument specified in the £ilter component of the searchRequest fo the
DSE e. Ensure that access to al attributes used in the filter is parmitted as defined in
Rec. ITU-T X.501 | ISO/IEC 9594-2. If the filter matches, add the attribute information as
specified in clause 19.3.2.2.3.

Then return.

5) If scope iSwholeSubtree (and entryonly isnot TRUE), and in addition one of the following is frue:

a) eisof type subentry and the LDAP subentries contrahis included, is recognised and hps the
value TRUE; or

b) eisnot of type subentry and the LDAP subentries’control is absent, has the value FALSE or is
not recognised, then do the following steps:

i) Check ACI. If the operation is disallowed, go to step 6).

ii) Apply the filter argument specified if'the £ilter component of the searchRequest [0 the
DSE e. Ensure that access to al“attributes used in the filter is permitted as defined in
Rec. ITU-T X.501 | ISO/IEC 9594-2. If the filter matches, add the attribute information as
specified in clause 19.3.2.2.3,
iii) Proceed to step 6).
6) If e is of type nssr, then-add a Continuation Reference to SRcontinuationList with the follpwing
components:
—  targetObject tOithe distinguished name of the DSE €,
— aliasedRDNs absent;

— operationProgress with nameResolutionPhase set to completed and
nextRDNtoBeResolved absent;

— rdnsResolved absent;
— \xreferenceType SettOnssr;

~V accessPoints S&t 10 AccessPointInformation derived from the value(s) found in the
nonSpecificKnowledge atribute,

i7) Process all DSEs €' that are located immediately subordinate to the target DSE e until al suborglinate
DSES have been processed. 1T e 1S WIThin a Ssefvice-Speciiic adminisiralive area, only those rmmediately
subordinate DSEs that are part of the same service-specific administrative area shall be processed. If eis
outside a service-specific administrative area, those immediately subordinate DSEs that are part of a
service-specific administrative area shall not be processed. During thisloop, if the list of matched entries
in searchResult.entryInformation exceeds the size limit, or time or administrative limit is
exceeded then set 1imitProblem accordingly in partialOutcomeQualifier and return.

NOTE 4 — The check for size limit isalso implicitly applied every time searchResult is updated.
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If the DSE € is of type subr, iSnot of type cp, and is not representing a subordinate entry that is a
service-specific administrative point, then add a Continuation Reference to SRcontinuationList with

the following components:
— targetObject to the distinguished name of the DSE €;
— aliasedRDNs absent;

— operationProgress With nameResolutionPhase Set t0O completed
nextRDNtoBeResolved absent;

— rdnsResolved absent;
— referenceType Set O subr;
— accessPoints Set to the access point information contained in the specificknowl

19.3.2.2.8 LDAP Search (I1) procedure
19.3.2.2.9 Search Aliasprocedure

(seeH

8)

attribute of DSE €'.
NOTE 5-If € isof both type cp and subr, a search subrequest can be generated potentially from el

and

edge

her

the subordinate reference or the supplier knowledge, but not both. This procedure uses the latter.(supplier

references found in cp).
b) For all cases:
i) If subset iSoneLevel, Set entryonly tO TRUE.
ii) Recursively execute Search (1) procedure for target DSE €'
If all subordinates have been processed, return to the Oper ation Dispatcher for further processing.

This procedure is executed if a DSE of type alias has been encounteréd during the processing of a search r¢quest
igure 21):
1) If subset iSbaseObject Or oneLevel, gO to step‘4).
2) If aliasedEntryName iSa prefix of targetObject Or baseObject Or any of the previous vallies of
the targetObject iN ChainingArgumentg. traceInformation, then the diasis excluded frgm the
Search because this would cause a recursive search with duplicate results.
3) If targetObject Or baseObject. Or any of the previous values of the targetobje¢t in

4)

5)

6)

7)
8)

ChainingArguments.traceInformation iS a prefix of aliasedEntryName, then no s
processing of the dliasis required because the aliased subtree will be searched anyway.

NOTE — For both of the above cases, baseobject may not be a prefix of targetobject, dueto alias dereferel
If the search is performed within a service-specific administrative area and if the service-g

administrative points\not a prefix of aliasedEntryName, then no specific processing of the &
required, as the aliased entry is outside the service-specific administrative area.

ecific
ncing.

ecific
iasis

Build a DSP request with the targetobject Set to the aliasedEntryName. If subset iS oneLpvel,

set entryonly to TRUE. Call the Operation Dispatcher for the request to be locally continued.

If the Operation Dispatcher returns a referral error, or busy, or unavailable errors then add (or
and.add) the continuation reference to partialoutcomeQualifier Of SearchResult, and retur

[f.the Operation Dispatcher returns other errors, discard it and return.
If the Operation Dispatcher returns a SearchResult, then:
i) Iftheresultissigned, add it to uncorrelatedSearchInfo iN SearchResult.

make
.

ii) If theresultisnot signed, add it t0 searchInfo in SearchResult.
And return.
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Figure 21 — Search Alias procedure

brocedure is executed'if a member of a hierarchical group is encountered during the processing of a s¢arch
5t specifying hierarchy selection.

a) Ifahierarchy selection that is not supported by the DSA is present, then return with:

aserviceError With problem requestedserviceNotAvailable;

a searchServiceProblem notification atribute  with the  value id-pr-
unavailableHierarchySelect,

76

a serviceType hotification attribute having as value the serviceType component of the search-
rule; and

ahierarchySelectList notification attribute indicating the invalid selection(s).

b) Otherwise, add al the entries defined by the hierarchical selection as defined in clause 19.3.2.2.4. If that
results in no entry being added, i.e., the hierarchy selections only specify non-existing entries, then set
the emptyHierarchySelect global variable.
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20 Continuation Reference procedures

The procedures in this clause are called to process the list of continuation references (NRcontinuationList or
SRcontinuationL ist) created by other procedures.

The Continuation Reference procedures consist of the steps shown in Figures 24, 25 and 26. The first stage is to identify
sets of continuation references from the continuation list that have a common target object component. These have been
created from a set of subordinate or non-specific subordinate references associated with the same entry in the DIT.
Within each of these sets there may be continuation references which occur more than once. The sets should be scanned
and any duplicates found should be discarded.

These sets (each with a different targetobject component) may be processed independently, either sequentially or in
parallel by the DSA, smce there iS no risk thar[ the same results will be returned from any two sets However the

NQTE — Some continuation references may be unusable if the AccessPoint contains a PresentationaddressAvherefal the
N$AP addresses have an unknown structure (see clause 12.3 of Rec. ITU-T X.519 | ISO/IEC 9594-5).

The grocedure adopted in the APInfo procedure is to process one by one the set of access points-.contained in agingle
AccepsPointInformation. These all point to (copies of) the same naming context (or pessibly a set of naming
contexts held in one DSA, in the case of NSSRs). If the first access point produces a result or a hard error, further
access points do not need to be processed. However, if the error is a soft error, i.e., asérviceError (With problem
busy| unavailable, unwillingToPerform, invalidReference, Of adminigtrativeLimitExceeded)| then

Procgssing of the AccessPointInformation valueswithin one set of contindation references is handled in a urjiform
way, |rrespective of which continuation reference they originated from. (ThiS.is because two DSEs of type subr pelow
a single entry would produce two continuation references, each contéining one AccessPointInformation Value,
whergas one DSE of type nssr to the same two subordinates (assuming that they are held in different DSAS) yould
prodyce one continuation reference containing a set of two AccessRointInformation vValues.)

The hccessPointInformation values may be processed“either sequentially or in parallel, as described in
clausg 20.1. The parallel strategy is more likely to produce duplicate results. Duplicates shall always be discarded.

20.1 Chaining strategy in the presence of shadowing

In the presence of shadowing, a DSA may choose between different strategies when it has to multi-chain a reqyest to
morelthan one DSA. This choice always occurs'if the DSA has to process more than one continuation reference with the
same|targetObject. This situation can occur from multi-chaining caused by NSSR decomposition during Name
Resoljution (as shown in Figure 22) or.ftem request decomposition during the evaluation of a multiple object operation
(see Rigure 23).

The goal of these strategies isto.deal with the problem of duplicate results and duplicate processing when shadowed
information is used in multi-ehaining of requests (caused by either NSSR or request decomposition). For example, in
Figurp 22, DSA 1 multicehains a request to both DSAs 2 and 3 because of the NSSR held in DSE B. If the Uise of
shadgwed informationi.is allowed, both DSAs 2 and 3 may apply the chained operation to both subtrees starting at X
and Y.

Similgrly, in Figure 23, DSA 1 multi-chains (as a result of request decomposition) to the two subordinate refefences
held in DSEsX and Y. Again, if the use of shadowed information is allowed, both DSAs 2 and 3 may apply the chjained
opergion to both subtrees startingat X and Y.

fring to

multiple DSA requests with the same targetObj ect.
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Figure 23 — M ulti-chaining request decomposition using subordinate r efer ences
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20.1.1 Master only strategy

A DSA may choose this strategy to prevent the usage of shadowed information when performing a parallel or sequential
multi-chaining caused by NSSR decomposition, or request decomposition during a Search or List evaluation. For this
strategy, during a Search or List operation evaluation, the excludeShadows component of the ChainingArguments
is set to TrRUE. If NSSRs are encountered during Name Resolution, a DSA may set nameResolveOnMaster {0 TRUE tO
ensure that only a single path is followed. nameResolveonMaster shal be set to TRUE if NSSRs are encountered and
the operation is one of the Directory modification operations. In either case, only the DSA(S) that hold the master entry
(or entries) relevant to the operation shall perform the operation. This master only strategy can be used during both
parallel, aswell as sequential multi-chaining.

NOTE — Setting nameResolveOnMaster t0 TRUE €liminates the possibility of multiple paths during name resolution by:

1) ignoring shadow entries; and

2) i

oy ensurmo-tratomy onme DSA i T i i T X rstri T would
otherwise permit more than one to proceed.

Thisis achieved by allowing only the DSA holding the master entry corresponding to the first nextRDNToBeResolved RIPNS of
the target object name to continue with name resolution. Any other DSAs will not be able to proceed even though they may hold
mester entries which match more of the target object name.

20.1.2 Paralld strategy

Using this strategy, a DSA sends out al chained requests by parallel multi-chaining. This strategy may be used guring
Search or List evaluation, and name resolution of the NSSRs. This will allow the use‘ef, shadowed informati¢n for
processing of the chained requests, but may result in duplicate executions and duplicate results for the operation. If a
DSA kelects this strategy, it shall remove duplicate results from the operation resultdhat it returns.

Becallise the removal of duplicate results is not possible if a signed result has been requested, a DSA shall not choose
this Sfrategy if signed results are requested during Search evaluation, unless éxcludeshadows iSalso Set.

20.1.3 Sequential strategy

This ptrategy avoids duplicate results by using sequential multi<chaining to process the chained (sub)request$ of a
Search decomposition or of an NSSR decomposition. Each chained request is processed one after the other.

In the case of NSSR decomposition, if aresult or ahard error is returned to a request, further requests do not need to be
chainpd. If a soft error is returned, a further request may be chained, or the soft error returned to the requester,
deperyding upon local policy.

In the case of Search evaluation, the exclusions ‘component of the chainingArguments iS Set to the set of RDNs
that | have aready been processed. ()" This is done by incorporating the €element§ in
ChaihingResults.alreadySearched 10 the exclusions argument of the next chained request. This is the only
strateyy that completely avoids duplication.during Search evaluation.

A sequentia strategy is not definéd)for List evaluation (although sequential multi-chaining may be used), si]nce a
super|or DSA has no way of excluding specific subordinates from being returned in further List subrequests (nofe that
exclhiideshadows does not exclude specific subordinates, but rather is a coarse way of excluding all shadow copigs).

20.2 I ssuing chained subrequeststo aremote DSA or L DAP server

Prior o issuing a Subrequest, a DSA has to execute a dsaBind operation when the DSA has to establish an assodiation
to thg remote DSA. Management of associations is outside the scope of the Directory Specifications. An associatjon to
another DSA is considered unavailable if the association cannot be established or the DSA for local reasons decides not
to esfablishone. In this case, the dsaBind has failed. It is a local decision when to stop trying to establish an
assoc|ation and declare an association as unavailable.

When a DSA tries dsaBind to another DSA and receives a directoryBindError, the issuing of the subrequest
failed.
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20.3

Procedures parameters

20.3.1 Arguments

These procedures make use of the following arguments:

— thelist of continuation references to process in NRcontinuationList (for the Name Resolution Continuation
Reference procedure), and SRcontinuationList (for the List Continuation Reference and Search

Continuation Reference procedures, respectively);
—  the CommonArguments oOf the operation argument;

— thechainingArguments.

20.3.2 Resaults

Thesg procedures create the following results:

20.3.

Thesg procedures can return one of the following errors:

— alist of received results/errors of issued chained requests if chaining has been selected;
— anupdated list of unprocessed continuation referencesin continuationList.

. Errors

— aserviceError With problem outofscope in the case that a referral watld have been created which
isnot within scopeOfReferral;
— @aserviceError with problem ditError in the case that an invalid knowledge reference hag been
detected;
— anameError With problem nosuchobject in the case that'al subrequests from NSSR decompdsition
returned unableToProceed;
— any other error that is returned by a chained subrequest;
— areferral in the case that chaining was not selected and operationProgress .nameResolutionPhase
issetto notStarted Of proceeding.
20.4 Definition of the procedures
If ogerationProgress.nameResolutionPhase” iS Se&f t0 notStarted Of proceeding, the procedLre in
clausg 20.4.1 (Name Resolution Continuation Reference procedure) shall be followed. The multiple entry interrogation
opergions List and Search respectively callithe proceduresin clauses 20.4.2 and 20.4.3.
20.4.1 NameResolution Continuatien 'Reference procedure
The Name Resolution Continuation-Refer ence procedure consists of the steps as shown in Figure 24. The basic pripciple
of thils procedure is to sequentially process the set of continuation references created during Name Resolutior). The
following steps shall be executed for each continuation reference C contained in NRcontinuationList in a selected|order
until Bl references havebeen processed or an error or result has been returned. If all references have been processed,
returr) to the Operation Dispatcher to continue with the Results Merging procedure to process the received reqult or
referrgl.
1) Check whether chainingProhibited isset. If it isset the DSA isnot allowed to chain, then
— if the request is not an ldapTransport request, then according to local policy, either a
serviceError With problem chainingRequired OF a referral shal be returned fo the
Operation Dispatcher: or
— if the request is an ldapTransport request, then an LDAP referral shall be included in the
ldapTransport result.
2) If chainingProhibited iSnot set, then check if local paolicy alows chaining. If chaining is not allowed,
then
— if therequest isnot an 1dapTransport request, return areferral; Or
— if the request is an ldapTransport request, then an LDAP referral shall be included in the
ldapTransport result.
If local policy allows chaining, then continue with the next step.
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Process each of the Continuation References of the list of Continuation References found in
NRcontinuationList. If there are no more unprocessed Continuation References, then return with
serviceError.

Process the next Continuation Reference from NRcontinuationList. If it is an NSSR, then continue at
step 5). If it is not an NSSR, then call the APInfo procedure to process it. Distinguish between the
possible returns of the APInfo procedure:

— If the APInfo procedure returns a null result, continue at step 3) with processing the next
Continuation Reference.

—  If the APInfo procedure returns an error, referral or result, then return it.

In this case, the Continuation Reference is of type NSSR and the DSA has the choice of doing sequential
or parald chaining, depending on the local choice of strategy. If the NSSR is to be processed

6)

7)

sequentidly, then continue at step 6). If it Is to be processed in pardlel, then for each of the
AccessPointInformation (API) in the NSSR, the APInfo procedure is called so that\thay are
processed in parallel. Wait for all the APl to be processed, i.e., wait for al the cals t@\the APInfo
procedure to return. Check all the results received from the call to the APInfo procedureiin the follpwing
order:

— If dl the cadls return a serviceError Wwith problem wundbleToProceed| and
partialNameResolution iSFALSE, then return nameError.

— If dl the cdls return a serviceError Wwith problem/ unableToProceed| and
partialNameResolution IS TRUE, then in the result ~s&t* partialName {0 [RUE,
nameResolutionPhase t0 completed, Set entry suitable (thiswill' be for the lastEntryFound), and
go to the appropriate operation evaluation.

— If one or more results are received, then discard possible duplicates and return the result.

— Ifanerror isreceived that isnot a serviceError (€0:/anameError), thenreturn anerror.

— Otherwise return a referral Or serviceErrox to the Operation Dispatcher, according tg local
choice.

Choose the next unprocessed API from the set©f "APIs in the NSSR and continue at step 7). If @l the
APIs have been processed, then check if all the calls to the APInfo procedure returned a serviceBrror
with problem unableToProceed.

— If they did and partialNameResolution iS FALSE, then the entry cannot be found pnd a
nameError IS returned. If they'did and partialnameResolution iS TRUE, then in the resplt set
partialName {0 TRUE, naméResolutionPhase 10 completed, Set entry suitable (this will pe for
the lastEntryFound), and go to the appropriate operation evaluation. If they did not, then according
to local choice, return'areferral Of serviceError.

Call the APInfo procedure. Distinguish between the possible results from the call to APInfo procedure:

— If a serviceError with problem unableToProceed iS received, try another access |point.
Continue at _step 6).

— If & serviceError Wwith problem busy, unavailable, unwillingToPerform Of
indvalidReference iSreceived, then the indicated problem may be of atransient nature and|it is a
lacal choice to try and chain the request on to another DSA. If it is chosen to try another DSA, then
continue at step 6); otherwise, return areferral Of serviceError, according to local choicg.

— If an error other than serviceError with problem busy, unavailable, unwillingToPer|form,
invalidReference OF unableToProceed iS received, that error should be returned fo the
Operation Dispatcher. If the serviceError iS invalidReference, this shall be convertefl into

ditError before being returned to the requester.
— If aresult or referral isreceived, return it to the Operation Dispatcher.
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Figure 24 — Name Resolution Continuation Reference procedure
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List Continuation Reference procedure

The List Continuation Reference procedure consists of the steps shown in Figure 25. This procedure is invoked when a
List request cannot be satisfied in the loca DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. All these continuation references (CR) have the same targetoObject.
Those CRs with referenceType nss have one or more AccessPointInformation vaues (APIS), whereas other
type CRs have only one API in them. Each of these APIsis extracted and considered for chaining or referral.

Thef

Yes

Limit

exceeded?

DIl ow/i g steps shall be executed:

chainingProhibited

All APIs processed

Extract all APIs from the continuation references, and process each using either
parallel or sequential strategy

Next API

error or
Call APInfo procedure o A‘!d a continuation
reference based on

this API, and add it to
partialOutcomeQualifier.
unexplored

referral reSult

A 4

| Implausible I

Result
signed

Add result to listInfo

Add result to
uncorrelatedListInfo

X.518_F25

Figure 25— List Continuation Reference procedure

1) If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to
continue with the Results Merging procedure.

2) If the chainingProhibited flag in CommonArguments.serviceControls iS St or the DSA
decides not to do any chaining because of its local operational policy, then the DSA shall directly return
to the Operation Dispatcher to continue with the Results Merging procedure.

3) Create a set of AccessPointInformation vaues from the accessPoints component of every

continuation references in the SRcontinuationL ist.
Use either aparallel or sequential strategy to process each API as follows:
i)  Call the APInfo procedure with the next API in the set.

ii) If a result is returned then add it to 1listInfo if it is not signed, or add it to
uncorrelatedListInfo if itissigned.
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iii) If the return is an error or null, it means that APInfo has already tried all access points in the API
without success. Based on local operational and security policy, either ignore and proceed to the
next API, or add a continuation reference based on this API to the partialoutcomeQualifier.

NOTE -1t is not plausible to get a referral back from APInfo. Any "referral” should come in the form of

unexplored iNpartialOutcomeQualifier.

4) When all APIsare processed, return to the Operation Dispatcher .

20.4.3  Search Continuation Reference procedure

The Search Continuation Reference procedure consists of the steps shown in Figure 26. This procedure is invoked when
a Search request cannot be satisfied in the local DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. The procedure is very similar to the List Continuation Reference procedure.
The difference is that, in this case, the continuation referencesin SRcontinuationl ist may have different targetobject
. Thus, the continuation references are sorted into sets of continuation references with the same targetOblject.
Also,|the use of exclusions in chaining arguments and of alreadySearched in chaining resultsis defined, as thisis
portant strategy for search. The use of exclusions and alreadySearched is applied to processing each[set of

contifuation references with the same targetobject.
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Figure 26 — Sear ch Continuation Reference procedure

The following steps shall be executed:

1) If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to
continue with the Results Merging procedure.

2) If the chainingProhibited flag in CommonArguments.serviceControls iS St or the DSA
decides not to do any chaining because of its local operational policy, then the DSA shall directly return
to the Operation Dispatcher to continue with the Results Merging procedure.

3) Sort the continuation references in SRcontinuationList into sets that have the same targetobject.
Continuation references of type ditBridge are not included in such sets, but each such continuation
reference constitutes a set of its own. Within each set, remove any duplicates.
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4)

For each subset of continuation references, create a set of AccessPointInformation vaues from the
accessPoints component of every continuation reference in the subset, and choose either the
sequential or parallel strategy for further processing. If the parallel strategy is chosen, then skip the steps
below that are indicated only applicable to the sequential strategy.

a)

b)

If the sequentia strategy is chosen, maintain a loca variable localExclusions for each set of
continuation references that have the same targetObject. Initially, localExclusions is set to the
exclusions of the incoming chaining request (if it exists), and all locally searched subtrees directly
under targetObject.

If the sequential strategy is used, compare the targetObject to all the elements of local Exclusions,
and remove those elements which do not contain targetObject as a prefix. These are the relevant
exclusions for the current target object.

20.4.4

This
(see R
such
policy

permits:
1)

2)

3)

d)

e

5) When al the continuation references are processed, return to the Operation Dispatcher.

I APInfo procedure

Perform loop detection:If\a loop is detected, then:

Otherwisg, continue at step 2).

| 2 3 t+all o ADlLcf (NI tH ki of £+l + & >3 |2 o ook
LAUGLL AT UIT AT TOTTUNT AT UTIC CUNMUOTIUCLIUNIT TTITI TN ICCO UT TUIC CUINtTeric LGIHCL UUJC\.:LQM.
L oop through each API. For each API:

i) Cal APInfo.

i) If aresult is returned, then add the result to searchinfo if it is not signed, or add it to
uncorrelatedSearchInfo if it is signed. If the sequential stratégy 'is used, ypdate
localExclusions using alreadySearched in the incoming reply;yand aso merge the
alreadySearched in the incoming reply to this DSA's
ChainingResults.alreadySearched. Then proceed to the nextAPI.

iii) 1f anerror or null isreturned, it means that APInfo has already tried all access pointsin the API
without success. Based on the local operational and securitypolicy, either ignore and prjoceed
to the next API, or add a continuation reference based on this APl t@ the
partialOutcomeQualifier.

NOTE — It isnot plausible to get areferral back from ARInfo. Any "referral” should come in the form of

unexplored iNpartialOutcomeQualifier.

When al APIs are processed, proceed to the next set of continuation references with the| same
targetObject.

procedure is called to process an AccessPointInformation, Which contains one or more access points
igure 27). They are processed one by ong.until either a result or error is returned. If the error is a servicg error
hat trying another access point may suceeed, then additional access points are tried as long as local operational

if the request;<iS not an 1ldapTransport request, refurn serviceError with prpblem
loopDetected, Or

if the reqUest is an 1dapTransport request, an 1dapTransport result with an embedded | DAP
resultWith resultcode Set t0 1oopDetected.

Process each of the access points from the access point information. If al have been processed, return a

Aull result. If there is any access point to process, continue at step 3).

Check whether local policy alows chaining to this access point. This check should take into account the
settings of the service controls and chaining arguments (e.0., chainingProhibfited,

86

4)

preferChaining, Whether the access point is within the localScope Or not, excludeShadows). If
the local policy or the setting of the respective service controls do not alow the use of this particular
access point, then ignore the access point and continue at step 2). If the access point can be used,
continue at step 4).

If local policy selected the master only strategy, then set the chaining argument excludeShadows t0O
TRUE.

If nameResolutionPhase iSNOt completed and the strategy is to continue name resolution on master
entries, then set nameResolveOnMaster tO TRUE.

The chaining argument nameResolveOnMaster shall be set to TRUE if either of the following istrue:
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— in the incoming chaining agument nameResolutionPhase IS proceeding and

nameResolveOnMaster iS TRUE; Of

— the operation is one of the modification operations, the referenceType of the chaining request to be

issued isNSSR, and a parallel strategy is used.
NOTE — This method of using nameResolveOnMaster iS to prevent modification operations being applied
multiple times due to the presence of NSSR.
Build a chained request and try to issueiit:
a) Perform loop avoidance by checking if an item with the same targetobject and
operationProgress OCCUrSiN traceInformation Of thereceived chainingArguments. If the

resulting request [(asdescribed in step 5), ¢)] would result in a loop, then the DSA shall either
return a serviceError With problem loopbDetected to the requesting DUA/LDAP client/DSA or

6)

TgnoTe the access point and Ty the NEXt acCess Point by continuing at Step 2)-

b) If the request or subrequest to be chained is the result of executing areferral, then an extra'check for
loop avoidance is required. Check if an item with the same targetObject, operationProgress
and target DSA occurs in referralRequests. If so, then take the action specified in a).}f *not, then add
anew TraceItem tO referralRequests with the following components:

— targetObject and operationProgress Set to the value of the chainedrequest/subrequest;
—  dsa set to the name of the DSA to which the request/subrequest is to be chained.

C) If the AccessPointInformation point to an LDAP server, then'continue at step 9). Othefwise,
after a successful Bind, the DSA shall issue a chained operation‘of’ the same operation type ps the
operation that is processed with the following parameters:

— the operation argument within the chained operationis set as for the operation argiiment
received,

— ChainingArguments.originator Set asreCeived;

— ChainingArguments.targetObject Sef)'t0 the targetobject of the continyiation
reference;

— ChainingArguments.operationProgress Set to the value of operationProgress [of the
continuation reference;

— ChainingArguments.traceInformation Set to trace information as updated by the
Request Validation procedure if the continuation reference is not of type ditBrlidge,
otherwise, the component-shall be absent;

— ChainingArguments.aliasDereferenced t0 the updated value of the locally updated
aliasDer efer enced;

— ChainingArguments.returnCrossRefs to alocal choice;

— ChainingArguments.referenceType {0 the value of referenceType Of the continpiation
reference;

— ChainingArguments.timeLimit t0 the value of thereceived timeLimit;

—y\chainingArguments.exclusions iS Set to either the relevant exclusions for the current
target object if called by the Search Continuation Reference procedure, or absent if the APInfo
procedure was called by the Name Resolution or the List Continuation procedures;

— SecurityParameters Set to the value of thereceived securityParameters.
If the request could not be issued successfully, then continue at step 7). If it could be issued wcceeffully,

7)

8)

4 s Q)
CUNITUC a sty o).

Itisaloca choice whether or not to continue. If the DSA chooses to continue, then the error is ignored
and the next access point will be tried. Continue at step 2). If the DSA decides not to try another access
point, then it is a choice of local policy whether to return arespective referral Or a serviceError tO
the caller of the procedure.

If the request could be issued successfully, then the DSA shall wait for the reply and processit:
a) If aresult isreceived, theresult isreturned to the caller of the procedure.

b) If a serviceError with problem busy, unavailable, unwillingToPerform Of
invalidReference iSreceived, continue at step 7).

¢) |If referral isreceived and returnToDUA is Set t0 TRUE, then the receiving DSA shall not act on
the Referral, but shall return the Referral to the requester.
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9)

10)

d)

e

If a referral is received and returnToDUA iS S&t t0 FALSE, then the same local policy
considerations apply as in step 3) (taking into account service controls, chaining arguments,
chaining strategy, etc.). If it is decided not to dereference the referral, then return the referral
to the caller. If it is decided to dereference the referral, then empty the NRcontinuationList, place
the Continuation Reference as received in the Referral in NRcontinuationList and call the Name
Resolution Continuation Reference procedure. This may produce a result, referral,
serviceError Or another error. Whatever is received from the call of the Name Resolution
Continuation Reference procedure shall be given back to the caller.

If any other error occurs, it shall be given back to the caller.

If the incoming request is an 1dapTransport request, the embedded LDAP request shall be unpacked
and forwarded unchanged to the LDAP server with the following exceptions:

question.

If the incoming request has the entryonly component set to TRUE in the ChainingXtgumerts Or
if the operation is a Search operation with the scope component set to singleLevel and an dias
entry within this DSA was encountered as an immediate subordinate to the basedbject, then the
scope component shall be set to baseobject.

If the incoming request has originated from a DUA, the DAP request-shall be converted to a

corresponding LDAP request as specified in clause 20.6 and then forwarded tothe LDAP server.
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Figure 27 — APInfo procedure

20.5  Abandon procedures

20.5.1 DAP/DSP Abandon procedure

This procedure is invoked if an abandon Or chainedAbandon request is received either to be handled localy or
chained to another DSA.. It consists of the following steps as shown in Figure 28:

1) When an abandon Or chainedAbandon request is received, which references an unknown operation, an
abandonFailed With problem nosuchoperation shall be returned to the requester.

2) If therequest to be abandoned has already been replied to, and the DSA has retained information to know
SO, an abandonError With problem tooLate may be returned to the requester.
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3)

4)

If the Abandon request is not valid, i.e., asks to abandon a request that is not an interrogation request, an
abandonFailed With problem cannotabandon shall be returned to the requester.

If aDSA has outstanding chained (sub)requests when receiving a valid Abandon request for the original
reguest, and the DSA decides to attempt abandoning, it may send Abandon requests for none, some or all
outstanding (sub)requests for the operation in question, and then wait for the replies to Abandon request
and the outstanding (sub)requests. At any time during this operation, the DSA may send an Abandon
result and an abandonFailed to the requester and then discard replies to the issued Abandon requests
and the outstanding (sub)requests as they arrive.

If the DSA decides not to send replies to the requester until there are no more outstanding (sub)requests,
it may optionally send an abandonedFailed error to the requester if al the issued abandon requests
were replied to with abandonedFailed errorsand if no local abandon operation has been performed.

if the
Enter J

Find Request AbandonError
with invokelD "noSuchOperation"

Reply already ’ AbandonError
sent? "tookate"

Abandon AbandonError
valid? "cannotAbandon"

Send an Abandon . »
requestJor cach Terminate further processing of serviceError
que this request within operation
oustanding’subrequest. . "abandoned"
: dispatcher
Diseard any local result
X.518_F28

20.5.2—tDbAPAbandormprocedure

Figure 28 — DAP/DSP Abandon procedure

When an LDAP abandon request is to be handled by a DSA functioning as both the boundary DSA for the LDAP client
issuing the request and the LDAP requester against an LDAP server serving the request, it shall forward the
AbandonReguest to the LDAP server in question.

When an LDAP abandon request received by a boundary DSA isto be forwarded to or beyond an adjacent DSA, it shall
be wrapped into an 1dapTransport request and chained to the DSA in question.

A DSA acting as LDAP requester receiving a DSP request with an embedded LDAP abandonRequest, shall forward
the request unchanged to the LDAP server, except that the MessageID has to be changed to have alega value for the
LDAP application-association in question.

90
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20.6 DAP request to LDAP request procedure

20.6.1 Introduction

The DAP request to LDAP request procedure is used when a DAP request that is not an 1dapTransport request isto
be converted to an LDAP request. This happens if the name resolution is not completed by the LDAP reguester and the
name resolution is to be continued in an LDAP server. If the name resolution is completed by the LDAP requester for
an addEntry request, but the new entry is to be added to an LDAP server (see clause 20.6.8), then this procedure also

applies.
20.6.2 General on conversion

a) If the DSA des not support a critical extension or if it is not able to reflect a critical extension in the
LDAP protocol, it shall return a serviceError with problem unavailableCriticalExtension.

b) Attribute values of certain attributes requires a binary encoding (see IETF RFC 4522).

Cc) The MessageIDp of an LDAP request shall set as required on the LDAP connection. The DSA| shall
maintain information about the relationship between this MessagelD and the DAP InyvokeId [n the
incoming DAP request until the result of the LDAP request is returned or a time;out has ocgurred
(seeclause 20.7.1).

d) An attribute received on the DAP shall be converted to an LDAP attribute. “The LDAP information
needed for the conversion is provided as part of the of the attribute type-spetification for the type of
attribute. If such information or similar information is not available, the\conversion is not possibl¢. The
behaviour in this situation is dependent on the type of operation to be converted.

€) An attribute type specification received on the DAP shall be converted to an LDAP counterparf with
syntax OID, as described in clause 9.2.25 of Rec. ITU-T X.520(}SO/IEC 9594-6 and which may |either
be an object identifier in dot-decimal format or a descriptor. The LDAP information needed for the
conversion is provided as part of the attribute type specification for the attribute type. If such information
or similar information is not available, the conversion:is not possible. The behaviour in this situation is
dependent on the type of operation to be converted.

f)  AnEntryInfomationSelection (Seeclause 7.6.0f Rec. ITU-T X.511 | ISO/IEC 9594-3) received in a
request on the DAP shal be converted to, BDAP AttributeSelection and typesonly I DAP
SearchRequest components as follows:

—  The typesonly component of the'bDAP searchrRequest shall be set to TRUE if the infoTypes
component of EntryInfomationSelection Of the DAPrequestissetto attributeTypespnly.
Otherwiseg, it shall be set to FALSE.

- If the EntryInformationSelection.contextSelection and/or
EntryInformationSelection.returnContext are present and are defined as non-critical, they
shall be ignored,-Othérwise, an error is returned as specified b) above.

— IftheEntryInformationSelection. familyReturn iS present and is defined as non-critical, it
shall be ignored. Otherwise, an error is returned as specified b) above.

—  Other.eomponents of EntryInfomationSelection Of the DAP request shal be converfed as
specified by clause 4.5.1.8 of IETF RFC 4511.

g) The pagedresults component of a list Or search request does not affect a resulting LDAP
geatrchRequest, but shall be retained to allow proper handling of the LDAP results.

20.6.3 ConvertingaDAP read request

A DAP-£ead request shall be converted to an LDAP searchRequest.

The baseobject component of the LDAP search request shall be the distinguished name given in the object
component of the DAP read request converted as specified in IETF RFC 4514,

The scope component of the LDAP search request shall be set to baseobject.

The derefaliases component of the LDAP search request shall be set t0 neverDerefaliases if the
dontDereferenceAliases Service control option is set in the DAP read request. Otherwise, it shall be set to
derefFindingBaseObj.

The sizeLimit component of the LDAP search request shall be set to zero.
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The timeLimit component of the LDAP search request shall,

— if the DAP request has not been chained, be set to zero if the timeLimit Service control of the DAP
reguest is not present, or, if this service control is present, be set to its value; or

— if the DAP request has been chained, be set to zero if the timeLimit component of the
ChainedArguments iS Not present, or, if this component is present, be set to its value minus the current
time with the result rounded up to the nearest integer.

The typesonly component of the LDAP search request shall be set as specified in clause 20.6.2 item f).

The filter component of the LDAP search request shall consist of a single element by taking the present
alternative with the value of objectclass.

Thea

20.6.4 Converting a DAP comparerequest
The DAP compare request shall be converted to an LDAP CompareRequest.

The gntry component of the LDAP compareRequest shal be the distinguished name given in the ohject
comppnent of the DAP compare request converted as specified in IETF RFC 4514.

The ava component of the LDAP compareRequest shall be the AttributevValueAs§ertion data of thel DAP
compgre request converted to LDAP format as specified in clause 4.1.6 of IETF RFC 4511

The qommonArguments Of the DAP request shall be ignored, except for the nosubtypeMatch Service control gption.
If this service control option is set, then a serviceError with problem notSupportedByLDAP required shgll be
returrjed.

20.6.% Handlingand converting a DAP abandon request

Based on the retained information about outstanding operation for the LDAP server in question, an LDAP reguester
shall theck the validity according to the procedures in clause 20.5:4;-5teps 1) to 3) and if any of the steps apply, feturn
the agpropriated reply.

If the|above does not apply an LDAP abandonRequest shall be forwarded to the LDAP server. The Message1D [of the
LDAP AbandonRequest shall be the Messagel D correspending to the 1nvokeId component of the DAP request| to be
abandoned.

Wher) forwarding an LDAP aAbandonRequest t0.an LDAP server, atimer shall be started with alocally defined time
valug| If an LDAPResult is returned from the LDAP server for the operation to be abandoned before the timer eXpires,
it shall discard possible result(s) for that operation and return:

— an abandoned error with.the problem component absent shall be returned for the abandoned opetfation;
and

— an abandon result'shall be returned for the Abandon operation.
20.6.6 Convertinga DAPist request
A DAP 1ist request-shall be converted to an LDAP searchRequest.

The Baseobjeet \Component of the LDAP search request shall be the distinguished name given in the ogject
comppnent of the'DAP 1ist request.

The g

cope component of the LDAP search request shall be set to singleLevel.

The Geretatizses—componen of—the A ecitest—s! set—to 3 f the
dontDereferenceAliases Service control option is set in the DAP read request. Otherwise, it shall be set to
derefFindingBaseObj.

B sverDerefh

The sizeLimit component of the LDAP search request shall be set to zero if the sizeLimit Service control is not
present in the DAP request. Otherwise, it shall be set to the value specified in the sizeLimit service control in the
DAP request.
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The timeLimit component of the LDAP search request shall,

— if the DAP request has not been chained, be set to zero if the timeLimit Service control of the DAP
request is not present or, if this service control is present, be set to its value; or

— if the DAP request has been chained, be set to zero if the timeLimit component of the
ChainedArguments iS not present or, if this component is present, be set to its value minus the current
time with the result rounded up to the nearest integer.

The typesonly component of the LDAP search request shall be set to FALSE.

The filter component of the LDAP search request shall consist of a single element by taking the present
alternative with the value of objectclass.

The s 1.8 of

|IETF|RFC 4511.

20.6.1 Converting a DAP search request
A DAP search request shall be converted to an LDAP searchRequest.

The Baseobject component of the LDAP search request shall be the converted distinguistied’name given |n the
basepbject component of the DAP search request.

The gcope component of the LDAP search request shall be set according to subset compenent of the DAP reqliest.

The derefaliases component of the LDAP search request shall be set to:

— neverDerefAliases if the dontDereferencealiases Service control optionis setin the DAP|read
request and the searchaliases component of the DAP search request is set to FALSE.

— derefInSearching if the dontDereferencealiases-Service control option is set in the DAP|read
request and the searchaliases component of the DAP Search request is set to TRUE.

— derefFindingBaseObj if the dontDereferencealiases Service control option is not set |n the
DAP read request and the searchaliases component of the DAP search request is set to FALSE

— derefAlways if the dontDereferencealiases Service control option is not set in the DAP|read
request and the searchaliases component of the DAP search request is set to TRUE.

The dizeLimit component of the LDAP search request shall be set to zero if the sizeLimit Service control |is not
present in the DAP request. Otherwise, it shall \be set to the value specified in the sizeLimit Service control jn the
DAPfequest.

The gimeLimit component of the LDAP search request shal,

— if the DAP request hasinot been chained, be set to zero if the timeLimit service control of thg DAP
request is not present;-er, if this service control is present, be set to its value; or
— if the DAP request has been chained, be set to zero if the timeLimit component df the
chainedArgdments iS Not present, or, if this component is present, be set to its value minus the current
time with‘the result rounded up to the nearest integer.

The gypesonly component of the LDAP search request shall be set as specified in clause 20.6.2 item f)

The flilter component of the LDAP search request shall be set as follows:

~\~If the £ilter component is absent in the DAP request or has the value and: {}, then the fiiter
component of the LDAP request shall consist of a single element by taking the present alternative with

——————thevalbie of objectetass:
— If the filter component is present in the DAP request, then the LDAP £ilter component shall be

constructed to have the same effect. Possible context information in the DAP filter shall be ignored,
unlessit is marked critical (see clause 20.6.2 item a)).

The attributes component of the LDAP search request shall be set as specified in clause 20.6.2 item f).
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20.6.8 Converting a DAP addEntry request

A DAP addEntry request shall be converted to an LDAP AddRequest if

— the targetsystem component is not present in the DAP addEntry request; or
— the targetSystem component is present in the DAP addEntry request, the immediate superior

entry

of the new entry is located within the LDAP requester, the targetsystem component is an LDAP

access point and the DSA supports the targetSystem extension.

The entry component of the LDAP addrequest shal be the converted distinguished name given in the object
component of the DAP addEntry request.

The attributes component of the LDAP addrequest shall be the set of attributes as given in the entry component of

the D

If the]
entry

unavhilableCriticalExtension shall be returned.

20.6.9
A DA
distin
20.6.]
A DA

The g
comp|

If the
know
probl

If the

serv

The g

modi

AP addEntry request converted as specified in clause2062d).

targetSystem cOmponent is present in the DAP addEntry request and the immediate superior entry of 'th
is not located within the LDAP requester, then a serviceError Wwitho) pr

) Converting a DAP removeEntry request

AP removeEntry request shall be converted to an LDAP pelRequest with a value being the con
puished name given in the object component of the DAP 1ist request.

|0 Converting a DAP modifyEntry request
Pmodi fyEntry request shall be converted to an LDAP ModifyRequest:

bject component of the LDAP ModifyRequest shall be the converted distinguished name given in the o
pnent of the DAP modi fyEntry request.

EntryModification data type of the DAP request includesian alter aternative and the LDAP server
h to support the LDAP extended feature specified in IETF\RFC 4525, it shall return a serviceErrox
PN not SupportedByLDAP.

i ceError With problem notSupportedByLDAP.

hanges component of the LDAP ModifyReguest shall be converted to the changes component of the
FyEntry as shown below:

— An addattribute Or addvalues aternative of the DAP request shall be converted to a cH
component of the LDAP ModifyRequest Where the operation subcomponent shall take the
add and the modification subcomponent shall hold the converted attributes specified by the
request.

— A removeAttfibute alternative of the DAP request shall be converted to a change component
LDAP ModifgRequest Where the operation subcomponent shall take the value delete and W
empty modification subcomponent shall hold the converted attributes specified by the DAP reqy

— A removevalues dternative of the DAP request shall be converted to a change component
LDAP ModifyRequest Where the operation subcomponent shall take the value delete ar
modification subcomponent shall hold the converted attributes specified by the DAP reguest.

&\ A replacevalues dternative of the DAP request shal be converted to a change component

e new
bblem

erted

ject

is not
with

EntryModification data type of the DAP regiest includes a resetvalue alternative, it shal refurn a

DAP

lange
value
DAP

of the
ith an
est.

bf the
d the

Of the

LDAP ModifyRequest Where the operation subcomponent shall take the value replace and the
—d'r—ﬁmﬂmet_mWWﬂm Tfication Subcomponen old the conver TIDUTES Speciiied by the Tequest.

If the selection component included in the DAP modifyEntry request is present, it shall be ignored unless
selectionOnModify extensionis marked as critical (see clause 20.6.2, item a).

20.6.11 Converting a DAP modifyDN request

A DAPmodi fyDN request shall be converted to an LDAP Modi fyDNRequest

The entry component of the LDAP modi £yDN request shall be the converted distinguished name given in the object
component of the DAP search request.

The newrdn component of the LDAP modi £yDN request shall be the RDN given in the newrpN component of the DAP
reguest converted according to IETF RFC 4514.
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The deleteoldrdn component of the LDAP modifyDN request shall be set to false, if the deleteo1dRDN component
of the DAP request is absent. Otherwise, it shall be set to the same value as in the deleteoldrRpN component of the
DAP request.

The newsuperior component of the LDAP request shall not be present if the newsuperior component is not present
in the DAP request. Otherwise, the newsuperior component of the LDAP request shall be the converted distinguished
name of the DAP request. This conversion may be performed in the case where the LDAP requester does not support
the newSuperior extension.

20.7 LDAP result to DAP reply procedure

20.7.1 Introduction

The [ DAP result to DAP reply procedure is used when the result of a converted DAP request is received With a
non-grror result code included.

20.7.2  General on conversion

An LDAP reference is converted to acontinuationReference value, where

a) The targetobject component shall hold the converted distinguished name hetd.in the LDAP referral.
If this name is not included in the referral, then this component shall be an empty Sequence.

b) ThealiasedrDNs component shall be absent.

C) the operationProgress component shall have an OperationProgress value asfollows;
— thenameResolutionPhase component shall be set to notStarted; and
— thenextRDNToBeResolved component shall be absents

d) TherdnsResolved component shall be absent.

€) ThereferenceType component shall be set to cross:

f) The accessPoint component shall hold a single AccessPointInformation value with a single
MasterOrShadowAccessPoint value with thefollowing:

— TheaccessPoint vaue shall have thefollowing components:
i) theae-title component shaltbe an empty distinguished name;

ii) the address component“shall have the pselector, sSelector and the tseldctor
subcomponents absent}.and

—  The category component shall take the value master or be absent.

—  The chainingRequired component shall take the value FaLsE or be absent.
g) Theentryonly components.
h) The exclusicons component shall be absent.
i) ThereturnTsDua component shall have the value FALSE or be absent.

20.7. ConvertingLDAP search resultsto DAP read result

The DAP read(result shall be created on the receipt of the final searchResultbDone if it is areply to a DAP|read
request and amcerror was not encountered.

If an L DAP searchResultEntry iSthe result of a DAP read request, this result is converted to a DAP read |result
after therece pt of thefinal searchResultDone.

—  the entry component of the read result shall be the converted attributesin the attributes component
of the LDAP resullt.

— themodifyRights component of the read result shall not be included.
— the objectName component of the LDAP result shall be ignored.
20.7.4  Converting LDAP compareresult to a DAP compare result

The DAP compare result shall be created on the receipt of the fina SearchResultDone if an error was not
encountered.
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ompareResultData Vvalue shall have the following component:

—  The name component, when present, shall take the value in the targetobject component of the

ChainingArguments value. If that value is equal to the object component of the ListArgumentData

value, it may be absent. Otherwise, it shall be present.

—  The matched component shall have the value TRUE if the resultcode Of the LDAPResult has the
value compareTrue. If resultCode Of the LDAPResult hasthe value compareFalse, this component

shall have the value FALSE.
— The fromEntry component shall be absent or has the default value.
— Thematchedsubtype component shall be absent.

-  The commonResults value shall be present with the securityParameters component included, if the
resufttstobesigned(seectauses9:2-1and9-2-3jof Rec 0= X511 HSOHEC9594-3:
20.7.% Converting LDAP search resultsto DAP list result
The DAP 1ist result shall be created on the receipt of the final searchResultDone if it isareply|to.da DAP|list
request and an error was not encountered. The 1istInfo aternative of the ListResultData Value'shall be taken.
The |name component, when present, shal take the vaue in the targetobject’Jcomponent of the
ChaihingArguments vaue. If that value is equal to the object component of the ListArgumentData value, it may
be abpent. Otherwise, it shall be present.
NOTE — An LDAP server does not report if an alias has been dereferenced within the LDAP server.
Each|LDAP searchResultEntry iSconverted to an element of the subordinates’/component as follows:
a) The rdn subcomponent shall be the first RDN component of the'ebjectName of the LDAP resullt.
b) ThealiasEntry and fromEntry subcomponents shall bgabsent or encoded with their default values.
C¢) ThepartialOutcomeQualifier value shall beset asfollows:

— The limitProblem component shall be present if the LDAP SearchResultDone [1@S a
resultCode equa to either  timéLimitExceeded, sizeLimitExceeded | and
adminLimitExceeded and shall encode accordingly.

— The unexplored component shall'he present if one or more searcResultReference are
received and shall then hold the set of converted references.

— TheunavailableCriticalExtensions component shall be present and have the value TRuUE if
the LDAP SearchResultDone has a resultCode equal to
unavailableCriticalExtensions. Otherwise, it shall be absent or take the value FALSE.

—  TheunknownErrors components shall be absent.

— The queryRefexrence component shall be coded according to the DSP paging requirements.

— TheovergpecFilter component shall be absent.

— Thenotification component shall be absent.

— Theentrycount component shall be absent

d) TheecommonResults value shall set as specified in clause 7.4 of Rec. ITU-T X.511 | ISO/IEC 9594-3.
20.7.6 Converting LDAP search resultsto DAP search result
The DAP search result shall be created on the receipt of the fina SearchResultbDone if it is a reply to g DAP
seartchieduestang an errorwas not encountered Ne sea hInfo aternative of the sea hRe Data \/a g’]a”
be taken
The name component, when present, shal take the value in the targetobject component of the

ChainingArguments Value. If that valueis equal to the object component of the searchArgumentData value, it may
be absent. Otherwise, it shall be present.
NOTE — An LDAP server does not report if an alias has been dereferenced within the LDAP server.

Each
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LDAP searchResultEntry iSconverted to an element of the entries component as follows:
a) Thename subcomponent shall be the converted objectName of the LDAP result.
b) The fromEntry subcomponent shall be absent or encoded with its default value.
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¢) The information subcomponent shall take the attributeType dlternative if the LDAP
SearchRequest had the typeonly component set to true and shall then hold the converted attribute

type of the LDAP searchResultEntry. Otherwise, the attribute aternative shall be taken and
then hold the converted attribute of the LDAP SearchResultEntry.

shall

d) The incompleteEntry, partialName and derivedEntry components shall be absent or encoded

with their default values.
€) ThepartialoutcomeQualifier value shall befilled as specifiedinitem c) of clause 20.7.5.

f)  The commonResults value shall set as specified in clause 7.4 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

20.7.7 Converting LDAP AddResponseto DAP addEntry result
The DAP addEntry result shall be created on the receipt of the searchResultbone if an error was not encountered.

The 1
11.1.]

20.7.8  Converting LDAP DelResponseto DAP removeEntry result

Thel

The
claus

20.7.
The O
The i1

entr
atern

20.7.]
Thell
The 3

newR
Rec.

21

The Results Merging procedure in ‘Figure 29 is caled following one of the Continuation Reference procedures
dure removes duplicates.if-the result is not signed, and if there are additional continuation referenges in

procg
part
operag

information component of the RemoveEntryResult value shal be taken if the(result is to be signegl

| and 11.1.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3. Otherwise, thenul1l alternative shall be taken.,

b511.2.1 and 11.2.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3. Otherwise, the nul1 alternative shall be taken.

D Converting LDAP ModifyResponse to DAP madifyEntry result

ative shall be taken.
|0 Converting LDAP ModifyDNResponse to DAP madifyDN result

AP modi £yDN result shall be created on receipt of thelsearchResultDone if an error was not encountered

nformation alternative Of the ModifyDNResult value shal be taken if the result is to be signed.

TU-T X.511 | ISO/IEC 9594-3. Otherwise, thenull aternative shall be taken.

Results M erging procedure

i alOoutcomeQualifier<unexplored. Then the relevant Continuation Reference procedure(s) is called, if
fional policy permits;

1) If the-Operation is a List operation, continue at step 2); if the operation is a Search operation

Meérging procedure.

be used for chaining but returned to the user. In this case, continue at step 6).

nformation component of the AddEntryResult vaue shall be taken if the result is to be signed (see‘tlauses

AP removeEntry result shall be created on receipt of the searchResultbone if an errordwas not encountgred.

AP modifyEntry result shall be created on receipt of the searchResultDone if an error was not encountered.

nformation component of the ModifyEntryResult value shal betaken if the result is to be signed with the
iy component absent (see clauses 11.3.1 and 11.3.3) of Rec. ITU-T X511 | ISO/IEC 9594-3. Otherwise, thejnull

The

bN component shall have the value given in, the corresponding DAP request (see clauses 11.4.1 and 11.4.3) of

This

locdl

then

continue at step 3); otherwise, return the result that was supplied as the input parameter to the Results

2)-.\The operation is a List operation. Remove all duplicates, giving preference to master information over
shadow information.
1f the npnr::finn result \was gmnrafnrl Inr‘::ll\J/ and-it_ contains-Continuation Dntfnrnnr‘nc, then-thesewdll not

If the operation result was received as the result of a Chained List operation, then the result might contain
Continuation References. In this case, check if the preferchaining Service control was set. If TRUE,

the Continuation References should be used for chaining by the DSA. Continue at step 4).

3) Theoperation is a Search operation. Remove all duplicates, giving preference to master information
shadow information. If thereis alimit problem, then return the result. Otherwise, continue at step 4).

over

4) Process each Continuation Reference that is in the partialoutcomeQualifier.unexplored Of the
result of any chained operation. If the local policy decides not to use it for chaining, then ignore it and
choose another Continuation Reference. If the local policy allows the use of the Continuation Reference

for chaining, then perform the following:
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In cage a DSA receives search or list results from other DSAs and such results have parameters.uaknown to the
the upcorrelated results shall be returned. Otherwise, the DSA shall perform merging, if thé\search results al
signefl, or if the DSA is an initia performer that is allowed to remove the signatures (see clause

Rec.

A DSA which has received unsigned, uncorrelated results from a DSA that was not-able to perform consolidation
perfofm merging, if it has the proper knowledge of all parameters of the uncorrel ated-results.

If a OSA receives unsigned results from other DSAS, and possibly also has,aloeal result and when generating an
count| to be returned in the entryCount Of the PartialoutcomeQualifier generated by the DSA, the DSA
take the sum of all entrycount values received, the local result and thesnumber of entries received from DSASs th

Check nameResolutionPhase that is supplied in the Continuation Reference. If it iSnotStarted oOr
proceeding, then add it to the list of Continuation References that will be supplied to the Name
Resolution Continuation procedure (NRcontinuationList). If nameResolutionPhase iScompleted, then
add the Continuation Reference to the list of Continuation References that is supplied to the subrequest
Continuation procedure (SRcontinuationL ist).

Proceed until all Continuation References have been processed.

5) If there are Continuation References to be processed in SRcontinuationList, check the operation type. If

the operation is a List operation, call the List Continuation Reference procedure and continue at step 2). If
the operation is a Search operation, call the Search Continuation Reference procedure and continue at
step 3).

If SRcontmuatlonLlst is empty, then check if there are Contl nuatlon References in NRcontinuationList. If

If both continuation lists are empty, continue at step 6).

6) Check whether the result is empty. If it is not empty, then return it. If it is empty, either return
result if the access control and local policy allows, or return an appropriate error.

TU-T X.511 | ISO/IEC 9594-3).

ia null

DSA,
e not

1.9 of

shall

entry
shall
at did

not rgturn an entrycount value and then compensate for duplicate entries. If the DSA is the initial performgr and

pageq results have been requested, then it shall also include the entry. ‘counts for signed results from other DSASs.

If paged results are requested and no limit problem has been encountered by any DSA, then the DSA shall take the

exack choicefor the entryCount parameter. The same value shall be given for each returned page.

If ong or more DSAs have encountered a limit problem;then:

98

bestEstimate choice, it shall take the bestEstimate choice if just one DSA had taken that ¢
otherwise, it shall take the exa¢t choice;

— if just one DSA that hasiencountered a limit problem and has returned an entrycount with the (
lowEstimate Or didnotreturn an entryCount, it shall take the 1owEstimate choice.

— if dl the DSAs that have encountered a limit problem have returned an entryCount with the exgct or

hoice;

hoice
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Figure 29 — Results Merging procedure

22 Proceduresfor distributed authentication

This [clause-specifies the procedures necessary to support the directory distributed authentication services. [These
serviges,‘and hence the procedures, are categorized as:

requester ai |fhmfir~::rrinn' which is sunnorted-in either an ||nprnfnr\fnr~l (cimpln ir’lmfih]l h::cnrl) oL ure

(b?alsed upon digital signatures) form; :ar'\d
—  results authentication which is similarly protected (again based upon digital signatures).
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Requester authentication

22.1.1 ldentity-based authentication

The identity-based authentication service enables DSASs to authenticate the original requester of information for the
purpose of effecting local access controls. DSAs wishing to exploit this service shall adopt the following procedure:

2212

— For aDSA requiring to authenticate a DAP or LDAP request, the DSA acquires the distinguished

name

of the requester through the Bind procedures at the time a DUA association (DUA to DSA) or LDAP
client association (LDAP client to DSA) is established. Successful conclusion of these procedures does
not in any way prejudice the level of authentication that may subsequently be required for processing
operations using that association.

- The DSA W|th WhICh the DUA association exists shaII insert the requesters d|st| ngwshed name

— A DSA, on receiving a chained operation, may satisfy that operation, or not, depending™upd
determination of access rights (a locally defined mechanism). If the outcome is not satisfact
securityError With problem insufficientAccessRights may be returned.

Signature-based requester authentication

This signature-based requester authentication service enables a DSA to authenticate (in a secure manner) the req
of a particular service request. The procedures to be effected by a DSA in realizing this service are described i

clau
AD

opergion. Assuming the result of any signature verification proves to be satisfactory, the DSA will continue to pr

the o
operg

in the

n the
Dry, a

Lester
n this

, On receiving a signed request from another DSA, shall remove that DSA’s Signature prior to processing the

eration. If, during processing, the DSA needs to perform chaining, the argument set for each associated cff
fion shall be constructed as follows:

— the DSA forms an argument set which may be optionally signed; the argument set comprisg
incoming signed argument set together with amodified ¢hainingArguments.

Dgress
ained

bs the

In the event that the DSA is able to contribute information to.the response, requester authentication, based upgn the

signe

If a
authel

22.2
This
using
of wh

| service request, may be used for the determination of ascess rights to that information.

DSA receives an unsigned service request for information which will only be released subject to req
ntication, a securityError With problem proteetionRequired shall be returned.

Results authentication

bervice is provided to enable requesters of directory operations (DUASs or DSAS) to verify (in a secure n
digital signature techniques) the.source of results. The results authentication service may be requested irresp
ether requester authentication(isto be used.

Lester

anner
ective

The fesults authentication service is initiated using the signed value of the protectionRequest compongnt as

contal
then
DSA,

In the
to the

ned within the argument-set of directory operations, a DSA receiving an operation with this option selecteq
pptionally sign any¢subsequent results. The signed option in the protection request serves as an indication,
of the requester's preference; the DSA may, or may not, actually sign any subsequent results.

case where @B SA performs chaining, the DSA has a number of options in terms of the form of results sen
reguester;\namely:

a)\~return a composite response (signed or unsigned) to the requester;

i may
to the

back

b)

return a set of two or more uncoIIated part|al responses (sgned or unsugned) to the requester W|th

result is present, thls member may in fact be acollation of one or more unsigned partlal responses which

have been received from other DSAS, contributed by this DSA, or both.

In the case where a DSA performs ajoin of related entries, then the DSA performing the join may sign the result.
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SECTION 6 — KNOWLEDGE ADMINISTRATION

23 Knowledge administration overview

To operate a widely distributed Directory with an acceptable degree of consistency and performance, procedures are
required to create, maintain and extend the knowledge held by each DSA. The following mechanisms together are used
to administer aDSA's knowledge.

a)

Hierarchical and non-specific hierarchical operational bindings — These procedures and protocols are
defined in clauses 24 and 25. They are used to create and maintain subordinate references, non-specific
subordinate references, and immediate superior references, as well as the context prefix information for
naming contexts. These operational bindings are established between master DSAs holding naming

b)

c)

23.1 Maintenance of knowledge r eferences

CONEXts thel are hierarchically related 1o each other as immediale supordinaie to immediate superiof. The
procedures may be triggered as a side effect of modifying the RDN of, or adding or removing.artentry,
whose immediate superior isnot held in the same DSA that holds the entry.

Shadowing operational bindings — These procedures and protocols are defined in Recl)ITU-T X525 |
ISO/IEC 9594-9. They are used to create and maintain knowledge references in two ways. First, asja side
effect of establishing (or terminating) shadowing agreements, access points are added (or removed) from
the consumerknowledge and optionally the secondaryshadow operational attributes.| This
information may then be used by the procedures and protocols discussed aboveto update the suborflinate
reference in the superior master DSA and the immediate superior referefice in the subordinate master
DSA. Second, the DISP propagates the knowledge references held by master DSAs to shadow consumer
DSAs.

Cross-references — Cross-reference distribution is a feature of the DSP. Its use to create and maintain
cross-references is summarized in clause 23.2.

NOTE — Mechanisms for initializing and maintaining the superior reference and myAccessPoint are outs|de the
scope of this Directory Specification.

This ¢lause describes how the DOP is used to maintain DSA operational attributes that express knowledge. A dimple
example of the relationship between knowledge attributes’and the protocols employed to maintain them is described in

Annek E.

2311 Maintenance of consumer knowledgeby supplier and master DSAs

A compsumer reference is expressed through a value of the consumerknowledge éttribute, held by a shadow supplier
DSA [and associated with the context prefix for a naming context; a supplier reference, through a value ¢f the
supp[LierkKnowledge ditribute, heldiby a shadow consumer DSA and also associated with the context prefix{ for a
namimg context. Both attributes are-held in DSEs of type cp. A value of each one of these attributes is creaied on
establishment of the Shadow Opefational Binding, and updated on modification of the Shadow Operational Bindirg.

A supplier DSA may obtain_the information to construct values of the secondaryshadows attribute if the optional
secohdaryShadows camponent of itS ShadowingAgreementInfo With a consumer is TRUE. In this case, whenever

The set of supplieraAndConsumers received from a consumer by means of a
modifyOperationalBinding Operation may be used to create, or replace values of the attribute. The
supplier component of supplierAndConsumers represents the access point of a consumer DSA (or of
its consumers, etc. depending upon the depth of secondary shadowing); the consumers component, the
set of the consumer's consumers (or of their consumers, etc. depending upon the depth of secondary
shadowing).

Rec. ITU-T X.518 (10/2012) 101


https://standardsiso.com/api/?name=f6a8189d311214569c1825c33764f777

| SO/l EC 9594-4:2014 (E)

b) Every consumer providing its supplier with amodi fyOperationalBinding Operation containing a set
of supplierAndConsumers, includes the following values: the values of its secondaryShadows
attribute, and a newly constructed value. This value is constructed using its own access point,
myAccessPoint, (asthe supplier component), and the values of the consumers' access points, contained
within the consumerknowledge attribute, that represent consumers holding commonly usable shadows
(as the consumers component).

Recursive use of this procedure permits a master DSA for a naming context to know all about its secondary shadow
consumer DSAs holding commonly usable replicated areas derived from the naming context. This information is then
available for the maintenance of subordinate, non-specific subordinate and immediate superior references.

23.1.2 Maintenance of subordinate and immediate superior knowledgein master DSAs

ate—rel a5 avald ow o - 8 type
subr|by the DSA holding the immediately superior naming context to that referenced; an immediate superior,reference,
through a value of the specificKnowledge attribute, held in a DSE of type immsupr by the DSA (holding the
immgdiately subordinate naming context to that referenced. A value of each one of these attributes is created jn the
super|or and subordinate master DSAs on establishment of the HOB, and updated on modification of theHOB.

A subjordinate master DSA provides a superior master DSA the information to construct its suberdinate referente via
the afcessPoints component of the subordinateToSuperior parameter it transfers to the superior in the|DOP.
The ipformation included in accessPoints is determined by values of attributes held by/the subordinate DA as
follows:

a) The value of the myaccesspPoint attribute (held in the root DSE)~is used to form the element in
accessPoints With category having thevaluemaster.

b) The values of the consumerknowledge and secondaryshadows (both held in the subordinate cpntext
prefix DSE) are used to form additional elements in acc€ssPoints With category having the|value
shadow.

A superior master DSA provides a subordinate master DSA withithe information to construct its immediate superior
refergnce via the contextPrefixInfo component of the supériorToSubordinate parameter it transfers fo the
suborginate in the DOP. This component is a value of type SEQUENCE OF Vertex, cOntaining a sequence of elegments
corregponding to the path from the root of the DIT to.the subordinate context prefix. For one of these elements,
corresponding to the context prefix of the immediately superior naming context, the optional component
accepsPoints Will be present. The subordinate DSA holds this information as a specificknowledge attribute in
the OSE, of type immsupr, corresponding to.this element of contextPrefixInfo. The information included in
accepsPoints by the superior DSA is determined by values of attributes held by the superior DSA asfollows:

a) The value of the myaccessPoint attribute (held in the root DSE) is used to form the element in
accessPoints With category having the valuemaster.

b) The values of the consumerknowledge and secondaryShadows (both held in the superior cpntext
prefix DSE) are used to form additional elements in accessPoints With category having thelvalue
shadow.

NOTE — Only.those access points corresponding to consumer DSAS receiving commonly usable replicated areas
should beSelected by the superior and subordinate DSAS from their consumerknowledge attributes for inclugion in

acceséPoints. The procedures for the construction of secondaryshadows guarantee that these access points will
identifyshadow DSAs holding commonly usable replicated areas.

23.1.3 Mamtenance of subordinate and immediate superior knowledgein consumer DSAs

A shadow consumer DSA contracting with its supplier to receive the immediate superior and subordinate knowledge

assoc atad st A cuait AFf ponli Aot A 1 At Aot ante t0 Ihon s te taa Al b vt o Al oAl Nt ences
TLCT—vvItH ot or it O TCPmCatror 1T eI COMtroctSto Ty CtS Tt S~ SO P oo i Soioor g erer cl

maintained by its shadow supplier DSA viathe DISP.

NOTE — For certain units of replication specifications, it may be necessary for the consumer DSA to contract to receive
extendedKnowledge in order that subordinate knowledge may be provided to it by its supplier.

23.2 Requesting crossreference

To improve the performance of the Directory System, the local set of cross references can be expanded using ordinary
Directory operations. If a DSA supports the DSP, it may request another DSA (which aso supports the DSP) to return
those knowledge references which contain information about the location of naming contexts related to the target object
name of an ordinary Directory operation.
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