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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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technical
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technolog
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an Interna
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rights. 1S(

ISO/IEC

Subcomnpittee SC 6, Telecommunications and information exchange ‘between systems, in collaboration wi

ITU-T. Th
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revised.

ISO/IEC {
Interconn

— Part
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— Part

— Part ¥: Procedures for distributed operation

— Part

— Part

— Part

tby-the—respective—organization—to—dea—with—particttar—fietds—oftechnicat-activity 150—eand—h
committees collaborate in fields of mutual interest. Other international organizations, governmen
jovernmental, in liaison with ISO and IEC, also take part in the work. In the field of infarmati
y, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hal Standards are drafted in accordance with the rules given in the ISO/IEC Directivesy Part 2.

task of the joint technical committee is to prepare International Standards. Draft Internatior
5 adopted by the joint technical committee are circulated to national bodies for voting. Publication

tional Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of pate
D and IEC shall not be held responsible for identifying any or all suchypatent rights.

D594-4:2008 was prepared by Joint Technical Committee JISO©/IEC JTC 1, Information technolog
e identical text is published as ITU-T Rec. X.518 (11/2008):

edition cancels and replaces the fifth edition (ISQ/IEC 9594-4:2005), which has been technica

D594 consists of the following parts, under the'general title Information technology — Open Syster
pction — The Directory:.

1: Overview of concepts, models and services
P: Models

B: Abstract service definition

b: Protocol specifications
b: Selected attribute types

V (Selected object classes

al
DN

ya
th

y

— Part 8: Public-key and attribute certificate frameworks

— Part 9: Replication

— Part

Vi

10: Use of systems management for administration of the Directory
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;

— of different levels of complexity; and
—  of different ages.

his Recommendation | International Standard specifies the procedures by which the. distributed components of the
irectory interwork in order to provide a consistent service to its users.

his Recommendation | International Standard provides the foundation framewerksupon which industry profijes can be
efined by other standards groups and industry forums. Many of the features defined as optional in these frameworks
ay be mandated for use in certain environments through profiles. This sixth edition technically revises and enhances,
it does not replace, the fifth edition of this Recommendation | International Standard. | mplementations may gtill claim
pnformance to the fifth edition. However, at some point, the fifth.edition will not be supported (i.e., reported defects
ill no longer be resolved). It is recommended that implementatiens conform to this sixth edition as soon as pgssible.

his sixth edition specifies versions 1 and 2 of the Directory protocols.

he first and second editions specified only version 1. Most of the services and protocols specified in this gdition are
bsigned to function under version 1. However, some enhanced services and protocols, e.g., signed errorg, will not
nction unless all Directory entities involved in theioperation have negotiated version 2. Whichever version] has been
otiated, differences between the services and between the protocols defined in the six editions, except|for those
ecifically assigned to version 2, are accommodated using the rules of extensibility defined in ITU-T Rep. X.519 |
$O/IEC 9594-5.

o4 4 sggz3o-d g

T&5

nnex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 mjodule for
rectory distributed operations.

nnex B, which is not an iptegral part of this Recommendation | International Standard, describes an example of
stributed name resol utiop.

nnex C, which is not.anjintegral part of this Recommendation | International Standard, describes authentication in the
stributed operationsenvironment.

nnex D, which{is an integral part of this Recommendation | International Standard, provides the definitigns of the
SN. 1 information object classes introduced in this Directory Specification.

nnex E.\which is not an integral part of this Recommendation | International Standard, illustrates kihowledge
aiptenance.

3> > 2> Q> Q>

Anrex-Fwhtchsmotarintegrapartof thisRecommendatiomHternationat-Standardtsts theamendmentsand defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nformation technology — Open Systems I nter connection —
The Directory: Proceduresfor distributed operation

1

This
appli
the D

The [

Scope

Recommendation | International Standard specifies the behaviour of DSAs taking part in the'distributed Dir
ation. The allowed behaviour has been designed so as to ensure a consistent service given a wide distribut
B across many DSASs.

Directory is not intended to be a general purpose database system, although it may, b€ built on such system:

assunned that there is a considerably higher frequency of queries than of updates.

2

The f]
const
were

Nor mative refer ences

bllowing Recommendations and International Standards contain_provisions which, through reference in thi
tute provisions of this Recommendation | International Standard:*At the time of publication, the editionsind
valid. All Recommendations and Standards are subject to revision, and parties to agreements based o

Recommendation | International Standard are encouraged tonvestigate the possibility of applying the most

editio
valid
valid

21

n of the Recommendations and Standards listed below, Members of IEC and SO maintain registers of cur
International Standards. The Telecommunication.Standardization Bureau of the ITU maintains a list of cur
TU-T Recommendations.

Identical Recommendations| | nternational Standards

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open S)
Inter connection — Basic Reference Model: The Basic Modd!.

— ITU-T Recommendation X.500 (2008) | | SO/IEC 9594-1:2008, Information technology — Open S)
Interconnection — The Directory: Overview of concepts, models and services.

— ITU-T Recommendation X.501 (2008) | | SO/IEC 9594-2:2008, |nformation technology — Open S)
Interconnection — The Directory: Models.

— ITU-T.Recommendation X.509 (2008) | | SO/IEC 9594-8:2008, Information technology — Open S)
Interconnection — The Directory: Public-key and attribute certificate frameworks.

—  JTU-T Recommendation X.511 (2008) | | SO/IEC 9594-3:2008, Information technology — Open S)
I'nterconnection — The Directory: Abstract service definition.

=~ " ITU-T Recommendation X.519 (2008) | | SO/IEC 9594-5:2008, Information technology — Open S)

bctory
on of

. It is

5 text,
cated
n this
recent
rently
rently

stems
stems
stems
stems
stems

Sstems

Inter connection — The Directory: Protocol specifications

— ITU-T Recommendation X.520 (2008) | | SO/IEC 9594-6:2008, |nformation technology — Open Systems

Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (2008) | | SO/IEC 9594-7:2008, Information technology — Open Systems

Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (2008) | I SO/IEC 9594-9:2008, Information technology — Open Systems

Interconnection — The Directory: Replication.

— ITU-T Recommendation X.530 (2008) | ISO/IEC 9594-10:2008, Information technology — Open Systems

Interconnection — The Directory: Use of systems management for administration of the Directory.

— ITU-T Recommendation X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Specification of basic notation.

ITU-T Rec. X.518 (11/2008)

1
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2.2

3

For the purposes of this Recommendation | International Standard, the following definitions apply:

31
Thef

3.2
Thef

3.3
Thef

34
Thef

— ITU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Information object specification.

— ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

Other references

— |ETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road
Map.

— IFTE REC 4511 (20068) | ightweight Directory Access Protacal (1 DAP)- The protacal

Definitions

Communication Modéel Definitions

Dllowing term is defined in ITU-T Rec. X.519 | ISO/IEC 9594-5:
a) application-entity-title.

Basic Directory Definitions

pllowing terms are defined in ITU-T Rec. X.500 | 1ISO/IEC 9594-1;
a) (the) Directory;
b) Directory Information Base.

Directory Model Definitions
Dllowing terms are defined in ITU-T Rec. X.501 H'SO/IEC 9594-2:
a) accesspoint;
b) alias;
¢) distinguished name;
d) Directory Information ree;
€) Directory System Agent (DSA);
f)  Directory User(Agent (DUA);
g) relative distinguished name.

DSA Infofmation Model definitions

pllowing texms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a)\(category;

b) commonly usable;

Cc) context prefix;

d) crossreference;

e) DIB fragment;

f) DSAinformation tree;

g) DSA-Specific Entry (DSE);

h) DSE type;

i) immediate superior reference;
i) knowledge information;

k)  knowledge reference category;

ITU-T Rec. X.518 (11/2008)
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[)  knowledge reference type;

m) naming context;

n)  non-specific knowledge;

0) non-specific subordinate reference;
p) operational attribute;

q) reference path;

r)  specific knowledge;

s) subordinate reference;

t)  superior reference.

35 Abstract Service definitions

Thefpllowing termis defined in ITU-T Rec. X.511 | ISO/IEC 9594-3:
a) streamed result.

3.6 Directory replication definitions

The fpllowing terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:
a) attribute completeness;

b) shadowing operational binding;

¢) subordinate completeness;

d) unit of replication.

3.7 Distributed operation definitions
The fpllowing terms are defined in this Recommendation | Integnational Standard:
371 base abject: The object or alias entry that isthe target for an operation as issued by the originator.

3.7.2 bound DSA: The DSA to which the requesting DUA has bound by having performed a Bind operation with
that DSA.

3.7.3 bound-DSA paged results: The pagihg'is performed entirely by the DSA to which the DUA is bound.
NQTE — Thisis the only mode of paging supported by systems conforming to editions prior to the fifth edition.

374 chaining: The generic termd{oruni-chaining or multi-chaining.

3.75 context prefix information: Operational and user information supplied by the superior DSA fo the
suborginate DSA in aRHOB regarding DIT vertices superior to the subordinate context prefix.

3.7.6 distributed name resolution: The process by which name resolution is performed in more than one DSA.

3.7.7 DSP paged results: The DSP protocol provisions when performing DSA is different from bound |DSA,
whergby paged results by theinitial performer is accomplished.

3.7.8 errorNMformation sent from the performer to the requester conveying a negative outcome of a prev|ously
received request.

3.7.9 hard error: A definite error which indicates that the operation cannot currently be performed wjthout
external Tntervention.

3.7.10 hierarchical operational binding (HOB): Relationship between two master DSAs holding naming contexts,
one of which is immediately subordinate to the other, in which the superior DSA holds a subordinate reference to the
subordinate DSA.

3.7.11 initial performer: The first DSA to start performing on an operation, i.e., the first DSA to enter the
evaluation phase of the operation.

3.7.12 maodification operations: These are the Directory Modify Operations, i.e., Modify Entry, Add Entry, Remove
Entry and Modify DN.

3.7.13 multi-chaining: A mode of interaction in which a DSA processing a request itself sends multiple requests
either in parallel or sequentialy to a set of other DSAS.

ITU-T Rec. X.518 (11/2008) 3
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3.7.14 multipleentry interrogation operations. These are the Directory Search Operations, i.e., List and Search.

3.715 nameresolution: The process of locating an entry by sequentially matching each RDN in a purported name
to avertex of the DIT.

3.7.16 non-specific hierarchical operational binding (NHOB): Relationship between two master DSAs holding
naming contexts, one of which isimmediately subordinate to the other, in which the superior DSA holds a non-specific
subordinate reference to the subordinate DSA.

3.7.17 NSSR decomposition: Decomposition of non-specific knowledge references into subrequests for other DSAs
to pursue; these subrequests may be either chained to these DSAs by the DSA performing the decomposition, or a
continuation reference identifying the DSAs may be returned to the requester for it to pursue, or the decomposing DSA
may pursue some of the subrequests, leaving others unexplored for the requester to pursue.

3.7.19 originator: The DUA that hasinitiated a specific (distributed) operation.

3.7.20 paging: A search or list result is returned piecewise in form of one or more pages that are;comprised by a

OTE — The performer is also the initial performer except possibly for operations that involve-more than one DSA fqr their

3.7.22 procedure: An (informal) specification of how a DSA maps a given set(of \input arguments and it§ DSA

OTE — Input arguments and results may correspond to information received in a reguested operation and information sgnt in a
reply, or they may represent intermediate stages in the computation of a reply from‘a requested operation. In 14.2, the former
vgiety of input arguments and results are termed external.

3.7.23 relevant hierarchical operational binding (RHOB): Either aHOB or aNHOB, depending on the contéxt.

3.7.24 referral: An outcome which can be returned by a DSA Which cannot perform an operation itself, and which

3.7.2% reply: A result or an error.

3.7.2 request: Information consisting of an operation code and associated arguments to convey a dirgctory
opergion from arequester to a performer.

3.7.27 request decomposition: Decomposition of a request into subrequests for other DSAs to pursue; |these
subrefjuests may be either chained to these DSAs by the DSA performing the decomposition, or continuation refefences
identifying the DSAs may be returned to-the requester for it to pursue, or the decomposing DSA may pursue sone of
the sbrequests, leaving others unexplered for the requester to pursue.

3.7.2 requester: A DUA or DSA sending arequest to perform (i.e., invoke) an operation.
3.7.29 singleentry interfrogation operations: These are the Directory Read Operations, i.e., Read and Compare.

3.7.3 soft error: An‘error which may be transient, or which may indicate alocalized problem, in which case the use
of adifferent knowledgereference or access point may enable aresult or hard error to be obtained.

3.7.3]1 subordinate DSA: Of the two DSAs sharing a HOB or a NHOB, the DSA holding the subordinate naming
contekt.

3.7.32 “subrequest: A request generated by request decomposition.

3 7 3 anarior MOA . N tha iy MOA o charina A LINMD Ay A NLIAD tha MOA_Ihaldina thia o inari oy nanaiina ~ona vt
e, SOPCUm DO . O iC o DO T oo g o T oD U i T To D tHc DOy ot gt oo or i gcortt .

3.7.34 superior, subordinate DSA: Two master DSAs holding naming contexts, one of which is immediately
subordinate to the other; the relationship between the two DSAs is managed explicitly viaa HOB (or NHOB), or exists
implicitly by virtue of the superior DSA holding a subordinate (or non-specific subordinate) reference to the
subordinate DSA.

3.7.35 target object name: The name of an entry either to which the operation is to be directed at a particular stage
of name resolution, or which isinvolved in the evaluation of the operation.

3.7.36 uni-chaining: A mode of interaction optionally used by a DSA which cannot perform an operation itself. The
DSA chains by invoking an operation of another DSA and then relaying the outcome to the original requester.
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Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

ASN.1 Abstract Syntax Notation One

DISP  Directory Information Shadowing Protocol

DMD  Directory Management Domain

DOP Directory Operational Binding Management Protocol
DSE DSA-Specific Entry

HOB Hierarchical Operational Binding

NHOB Non-specific Hierarchical Operational Binding
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NSSR  Non-specific Subordinate Reference
RHOB Relevant Hierarchical Operational Binding

Conventions

brm "Directory Specification” (as in "this Directory Specification™) shall be taken to.mean ITU-T Rec. X
-C 9594-4. The term "Directory Specifications" shall be taken to mean the X.500-seri s Recommendations
pf 1SO/IEC 9594.

Directory Specification uses the term first edition systems to refer to systems conforming to the first edition
fory Specifications, i.e, the 1988 edition of the series of CCITT X.500 Recommendations an
F-C 9594:1990 edition.

Directory Specification uses the term second edition systems to referto systems conforming to the second €
b Directory Specifications, i.e., the 1993 edition of the seriestof ITU-T X.500 Recommendations an
F-C 9594:1995 edition.

Directory Specification uses the term third edition systemste-refer to systems conforming to the third edition
fory Specifications, i.e, the 1997 edition of the“series of ITU-T X.500 Recommendations an
F-C 9594:1998 edition.

Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edit
rectory Specifications, i.e., the 2001 editions.of ITU-T Recs X.500, X.501, X.511, X.518, X.519, X.520, X
, and X.530, the 2000 edition of ITU-T Re¢:X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition
fory Specifications, i.e., the 2005 edition of the series of ITU-T X.500 Recommendations an
F-C 9594:2005 edition.

Directory Specification usesithe term sixth edition systems to refer to systems conforming to the sixth edition
fory Specifications, j.e,)the 2008 edition of the series of ITU-T X.500 Recommendations an
FC 9594:2008 edition,

Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and valu
nced in normal(text, they are differentiated from normal text by presenting them in the bold Helvetica typ
ames of pracedures, typically referenced when specifying the semantics of processing, are differentiated
bl text by-displaying them in bold Times. Access control permissions are presented in italicized Times.

items'in a list are numbered (as opposed to using "—" or letters), then the items shall be considered step
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SECTION 2 - OVERVIEW

6 Overview

The Directory Abstract Service alows the interrogation, retrieval and modification of Directory information in the DIB.
This service is described in terms of the abstract Directory object as specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.
Similarly, the Lightweight Directory Access Protocol (LDAP) alows the interrogation, retrieval and modification of

Directory information in the DIB. This protocol and the services it enables are specified in IETF RFC 4511.
Necessarily, the specification of the abstract Directory object does not in any way address the physical realization

of the

Dlrectory in part|cular it does not address the speC|f|cat|on of Dlrectory &/stem Agents (DsA) Wlthm WhICh the DIB is

IBis

centrglized, i.e., contau ned within asingle DSA or dlstrlbuted over a number of DSAS Consequently, the reqwrements
for DAs to have knowledge of, navigate to, and cooperate with other DSAS, in order to support the abstractiservice in

This Directory Specification specifies the refinement of the abstract Directory object, the refinementibeing expressed in

igns of the DIB may also be replicated in multiple DSAs. The protocols déscribed in this Directory Specifi
the use of replicated information to improve the availability, perfermance and efficiency of the distr

pne or

dlized;

cified

Cation
buted
se of
nities

f the

imquiry

ally, the decision by a DSA to chain or refer is determined by the service controls set by the user, and lhy the

DSA's own administrative, operational or technieal circumstances.
Recognizing that, in general, the Directory” will be distributed, and that directory inquiries will be satisfied py an
arbitrpry number of cooperating DSAs which may arbitrarily chain or refer according to the above criterig, this

Diredtory Specification specifies.the appropriate procedures to be effected by DSAs in responding to distr

buted

direcfory inquiries. These procedures will ensure that users of the distributed Directory service perceive it to b¢ both

user-friendly and consistent,
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SECTION 3 -DISTRIBUTED DIRECTORY MODELS

7 Distributed Directory System M odel

The Directory abstract service, as defined in ITU-T Rec. X.511 | ISO/IEC 9594-3, models the Directory as an object
which provides a set of directory servicesto its users. Users of the Directory access its services through an access point.
The Directory may have one or more access points and each access point is characterized by the services it provides and
the mode of interaction used to provide these services.

Figure 1 illustrates the distributed directory model which will be used as the basis for specifying the distributed aspects
of the directory. It illustrates the Directory as comprising a set of one or more DSAs.

access point  f----.

. The Directory

chainedRead

chainedModify

X.518_F01

Figure 1 — Objects of the distributed Directory model

DSA{ are specified in detail in the subsequent clauses,of this Directory Specification. This clause merely sthates a
number of their characteristics in order to serve as_an-introduction and to establish the relationship betweep this
Direcfory Specification and the other Directory Specifications.

DSAS$ are defined in order that distribution of the BIB can be accommodated and that a number of physically distributed
DSAS$ can interact in a prescribed, cooperative imanner to provide directory services to the users of the directory (PUAs
or LOAP clients).

Figurg 1 illustrates the relationship bétween the Directory abstract service and the DSA abstract service. The Dirgctory
abstrdgct service defined in ITU-T-Ree. X.511 | ISO/IEC 9594-3 is provided through a number of Directory opergtions.
To reflize this service, the DSAs that comprise the Directory interact with one another. The nature of thisinteraction is
defingd in terms of the servicethat one DSA may provide to another DSA, the DSA abstract service. The DSA ahistract
servige is provided through-a number of operations, termed chained operations, each having a counterpart {n the
Directory abstract service” Thus, a given operation in the Directory abstract service, e.g., Read, may require that the
DSA providing the service interact with one or more other DSAs using chained operations, e.g., Chained Read.

NQTE — It may.also be possible for DSAs that are LDAP requestors to chain operations, for example, using LDAP Contfols or

tended Operations; however, the procedures and protocols necessary to achieve this are outside the scope of this Difjectory
ecification.

8 DSA Interactions M odel

A basic characteristic of the Directory is that, given a distributed DIB, a user should potentially be able to have any
service request satisfied (subject to security, access control, and administrative policies) irrespective of the access point
at which the request originates. In accommodating this requirement, it is necessary that any DSA involved in satisfying
a particular service request have some knowledge (as specified in ITU-T Rec. X.501 | ISO/IEC 9594-2) of where the
regquested information is located and either return this knowledge to the requester or attempt to have the request satisfied
on its behalf. (The requester may be a DUA, an LDAP client or another DSA: in the latter case, both DSAs shall
support the DSP.)

Three modes of DSA interaction are defined to meet these requirements, namely "uni-chaining”, "multi-chaining”, and
"referral". Throughout the remainder of this Directory Specification, the generic term chaining is used to refer to uni-
chaining and/or multi-chaining as appropriate to the context. "Chaining" refers to the attempt by a DSA to satisfy a

ITU-T Rec. X.518 (11/2008) 7


https://standardsiso.com/api/?name=c6a7dd4df2d1b3c875220b7ded38455c

| SO/IEC 9594-4:2008 (E)

reguest by sending one or more chained operations to other DSAS; "referral”, to the return of knowledge information to
the requester, which may then itself interact with the DSA(s) identified in the knowledge information.

Uni-chaining or a referral interaction may result from a single request. Alternatively, the request may be decomposed
into severa subrequests prior to the interaction. Multi-chaining or referral interactions, or a mixture of the two, may
result from a decomposed request. Two types of decomposition are defined; NSSR decomposition and request
decomposition.

8.1 Decomposition of a request

811 NSSR decomposition

NSSR decomposrtron isthe process of preparr ng |dent|cal requests ready for transfer (erther sequentrally orin parallel)

Y f reX horplinate
ple to
tering
done
return
DSA

ior to
ssibly
differpnt, subrequests such that each of the subrequests accomplishes a part ©f the original task. Request decompaqsition
can be used only during operation evaluation of a List or Search. After request decomposition, each of the subrefluests
may then be chained to other DSAs and/or LDAP servers to continue the'task, or a partial result (an embedded referral)
may Ipe returned to the requester. An example of the same subrequest-being generated to different DSAs and/or LDAP
servels is when an entry has subordinate references and/or NSSRs that together reference more than one DSA or LDAP
servef. An example of different subrequests being generated.to“the same or different DSAs and/or LDAP serjers is
when|two different entries are encountered during a Search (subtree), and each has a subordinate reference.

8.2 Uni-chaining

This mode of interaction (depicted in Figure 2) may be used by one DSA to pass on arequest to another DSA when the
formgr has knowledge about naming contexts held by the latter. Uni-chaining may be used to contact a singlg DSA
pointgd to in a cross reference, a subordinate reference, a superior reference, a supplier reference, or a master reference.

NOTE — In Figure 2, the order of interattions is defined by the numbers associated with the interaction lines.

X.518_F02

Reguest Resnonse
T i

DUA or
LDAP
client

Figure 2 — Uni-chaining mode
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Multi-chaining

This mode of interaction is used by a DSA for transferring several outgoing requests which have resulted from one
incoming request, as aresult of either request decomposition or NSSR decomposition.

831

Parallel multi-chaining

With parallel multi-chaining, the DSA transfers several outgoing requests simultaneously (see Figure 3a). Whilst
parallel multi-chaining may give improved performance, it may under certain circumstances, e.g., in the presence of
shadowing, cause duplicate results to be received.

832

With
reque
intera

N

() G (o)

DUA or
LDAP
client
X.518_FO3A

Figure 3a—Parallel multi-ehaining

Sequential multi-chaining

sequential multi-chaining, the DSA transfers one outgoing request at atime and waits for the result or error
5t before sending the next (see Figure 3b). Whilstzsequential multi-chaining may not be the quickest mg
ction, it isunlikely that duplicate results will be received.

DTE — A DSA may use a combination of parallel mukti-chaining and sequential multi-chaining.

bf one
de of

X.518_F03B

¥ Unable to proceed.

Figure 3b — Sequential multi-chaining
(asaresult of NSSR decomposition)

ITU-T Rec. X.518 (11/2008)
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8.4 Referral

A referral (depicted in Figures 4a and 4b) is returned by aDSA in response to arequest from aDUA, an LDAP client or
another DSA. The referral may constitute the whole response (in which case it is categorized as an error) or just part of
the response. The referral contains a knowledge reference, which may be either a superior, subordinate, cross,
non-specific subordinate, supplier, or master reference.

The DSA (Figure 4a) receiving the referral may use the knowledge reference contained therein, to subsequently chain
or multi-cast (depending upon the type of reference) the original request to other DSAs. Alternatively, a DSA receiving
areferral, may in turn passthe referral back in itsresponse. A DUA or LDAP client (Figure 4b) receiving areferral may
use it to contact one or more other DSAs to progress the request.

NOTE — In Figures 4a and 4b, the order of interactions is defined by the numbers associated with the interaction lines.

DUA or
LDAP
client
X.518_FO4A

Y Referral to B.
" Referral to C.

Figure 4a—Referral mode (DSA actson referrals)

Response

DUA or

LDAP

client

" X.518_F04B
Referral to E.

" Referral to F.

Figure 4b — Referral mode (DUA actson referrals)

8.5 M ode deter mination

If aDSA cannot itself fully resolve arequest, it shall chain the request (or a request formed by decomposing the original
one), to another DSA, unless:

a) chaining is prohibited by the user via the service controls, in which case the DSA shall return areferral
or aserviceError with problem chainingRequired; or

b) the DSA has administrative, operational, or technical reasons for preferring not to chain, in which case
the DSA shall return areferral.

NOTE 1 — A "technical reason” for not chaining is that the DSA identified in the knowledge reference does not
support the DSP.

NOTE 2 — If the localScope service control is set, then the DSA (or DMD) shall either resolve the request or
return an error.

NOTE 3 —If the user prefersreferrals, the user should set chainingProhibited.

10 ITU-T Rec. X.518 (11/2008)
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SECTION 4 —DSA ABSTRACT SERVICE

Overview of DSA Abstract Service

The service of the Directory is fully described in ITU-T Rec. X.511 | ISO/IEC 9594-3. When such a service is provided
in a distributed environment, as modelled in clause 7, it can be regarded as being provided by means of a set of DSAs.
Thisisillustrated in Figure 1.

For each operation defined in the Directory service, a corresponding "chained" operation is defined in the DSA abstract
service for use between DSASs cooperating in the accomplishment of that Directory service operation. Thus, a DSA
receiving a Read operation from a DUA might require the assistance of another DSA (e.g., a DSA holding the target

entry

Thei
DSA

10

10.1
This

definition of the various operations of the DSA abstract service. The informationtypes concerned are those whi
com
merit

10.2
Thef

Thef

L acopy of if) tQ Qﬂfid_\ll if’ and.-so.send-that DSA_a Chained Read npnr:\'rinn

hformation types exchanged in the DSA abstract service are defined in clause 10. The operations and erfors
pbstract service are defined in clauses 11 through 13.

Information types

I ntroduction

identiffies and defines an information type.

Clause identifies, and in some cases defines, a number of information types which are subsequently used

on to more than one operation, are likely to bein the future, or which are sufficiently complex or self-contai
being defined separately from the operation which uses them.

of the information types used in the definition of the DSA abstract service are actually defined elsey
se 10.2 identifies these types and indicates the source of their, definition. Subclauses 10.3 through 10.1(€

Information types defined elsewhere
Dllowing information types are defined in ITU-T Re¢/ X.501 | ISO/IEC 9594-2:

aliasedEntryName;

DistinguishedName;
— Name;

— RelativeDistinguishedName.

Dllowing information types are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3:
(Bind)

— DirectoryBind

(Operations)

— Abandon

(Errars)

~\»>~abandoned,;

—  attributeError;

of the

n the
th are
hed to

Vhere.
each

— namekError;

— securityError;

— serviceError;

— updateError.

(Information Object Class)

— OPTIONALLY-PROTECTED
(Data Type)

—  SecurityParameters

ITU-T Rec. X.518 (11/2008)
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The following information typeis defined in ITU-T Rec. X.520 | ISO/IEC 9594-6:

10.3

— PresentationAddress.

Chaining Arguments

The ChainingArguments are present in each chained operation, to convey to a DSA the information needed to
successfully perform its part of the overall task:

ChainingArguments ::= SET {

Time

The v

12

originator [0] DistinguishedName OPTIONAL,
targetObject [1] DistinguishedName OPTIONAL,
operationProgress [2] OperationProgress

DEFAULT { nameResolutionPhase notStarted },
AL TITTuUTITTatruTt L\JJ rmacchnmnmurtimantutT,
aliasDereferenced [4] BOOLEAN DEFAULT FALSE,
aliasedRDNs [5] INTEGER OPTIONAL,

-- only present in first edition systems
returnCrossRefs [6] BOOLEAN DEFAULT FALSE,
referenceType [7] ReferenceType DEFAULT superior,
info [8] Domaininfo OPTIONAL,
timeLimit [9] Time OPTIONAL,
securityParameters [10] SecurityParameters DEFAULT {},
entryOnly [11] BOOLEAN DEFAULT FALSE,
uniqueldentifier [12] Uniqueldentifier OPTIONAL,
authenticationLevel [13] AuthenticationLevel OPTIONAL,
exclusions [14] Exclusions OPTIONAL,
excludeShadows [15] BOOLEAN DEFAULT FALSE,
nameResolveOnMaster [16] BOOLEAN DEFAULT FALSE,
operationldentifier [17] INTEGER OPTIONAL,
searchRuleld [18] SearchRuleld OPTIONAY,
chainedRelaxation [19] MRMapping OPTIONAL,
relatedEntry [20] INTEGER OPTIQNAL,
dspPaging [21] BOOLEAN DEFAULT FALSE,
nonDapPdu [22] ENUMERATED{Idap (0) } OPTIONAL,
streamedResults [23] INTEGER.,OPTIONAL,
excludeWriteableCopies [24] BOOLEAN DEFAULT FALSE }

::= CHOICE {
utcTime UTCTime,
generalizedTime  GeneralizedTime )
arious components have the following-meaning:

a) The originator comporent conveys the name of the (ultimate) originator of the request unless already
specified in the security parameters. If requester is present in CommonArguments, this argumernt may
be omitted.

NOTE 1 — Where the originator has alternative names differentiated by context, then the name used as the value
of origimator shall be the primary distinguished name, if known. Otherwise, authentication and access ¢ontrol
based.onthe value of originator may not work as desired.

b) The targétObject component conveys the name of the object whose directory entry is being routed to.

multiple distinguished values differentiated by context, the RDNs that have been resolved shall be
primary RDNs.
¢) The operationProgress component is used to inform the DSA of the progress of the operation, and

hence of the role which it is expected to play in its overall performance. The information conveyed in
this component is specified in 10.5.

d) Thetracelnformation component is used to prevent looping among DSAs when chaining is in operation.
A DSA adds anew element to trace information prior to chaining an operation to another DSA. On being
requested to perform an operation, a DSA checks, by examination of the trace information, that the
operation has not formed aloop. The information conveyed in this component is specified in 10.6.

ITU-T Rec. X.518 (11/2008)
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The aliasDereferenced component isaBOOLEAN vaue which is used to indicate whether or not one or
more alias entries have so far been encountered and dereferenced during the course of distributed name
resolution. The default value of FALSE indicates that no alias entry has been dereferenced.

The aliasedRDNs component indicates how many of the RDNSs in the targetObject Name have been
generated from the aliasedEntryName attributes of one (or more) alias entries. The integer value is set
whenever an alias entry is encountered and dereferenced. This component shall be present if and only if
the aliasDereferenced component is TRUE.
NOTE 2 — This component is provided for compatibility with first edition implementations of the Directory.
DUAs (and DSAs) implemented according to later editions of the Directory Specifications shall always omit this
parameter from the CommonArguments of a subsequent request. In this way, the Directory will not signal an
error if aiases dereference to further aiases.

The returnCrossRefs component is a Boolean value which indicates whether or not knowledge

h)

)

k)

Tererences, used during the course of performing a distributed operation, are requesied 1o be passed back
to the initial DSA as cross references, along with a result or referral. The default value of (FALSE
indicates that such knowledge references are not to be returned.

ThereferenceType component indicates, to the DSA being asked to perform the operation; what type of
knowledge was used to route the request to it. The DSA may therefore be able to_detect errors |n the
knowledge held by the invoker. If such an error is detected, it shall be indicated by.a serviceErrof with
problem invalidReference. ReferenceType isdescribed fully in 10.7.

NOTE 3 -If thereferenceType ismissing, then the value superior shall be assumed.

The info component is used to convey DMD-specific information ameng*DSAs which are involyed in
the processing of a common request. This component is of type Demaininfo, which is of unresfricted
type:

Domaininfo ::= ABSTRACT-SYNTAX.&Type
The timeLimit component, if present, indicates the time by.which the operation is to be completed
(see 16.1.4.1). Before avalue of Time is used in any comparison operation and if the syntax of Tinmje has
been chosen as the UTCTime type, the value of the two-digit year field shall be rationalized into g four-
digit year value as follows:

—  If the 2-digit value is 00 through 49 inclusive/the value shall have 2000 added to it.

—  If the 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

NOTE 4—-The use of GeneralizedTimesfiay prevent interworking with implementations unaware pf the
possibility of choosing either UTCTime or GeneralizedTime. It is the responsibility of those specifyipg the
domains in which this Directory< Specification will be used, eg., profiling groups, as to whegn the
GeneralizedTime may be used. Ih/no case shall UTCTime be used for representing dates beyond 2049.

The SecurityParameters component is specified in ITU-T Rec. X.511 | ISO/IEC 9594-3. Its absence is
deemed equivalent to there beihg an empty set of security parameters.

The entryOnly compgnent is set to TRUE if the original operation was a Search with the spibset
argument set to onelevel, and an aias entry was encountered as an immediate subordinate ¢f the
baseObject. The DSA which successfully performs name resolution on the targetObject namg shall
perform objeet‘evaluation on only the named entry.

uniqueldéntifier component is optionally supplied when it is required to confirm the originator hame.
The Uniqueldentifier datatypeisdescribed in ITU-T Rec. X.501 | ISO/IEC 9594-2.

autRenticationLevel component is optionally supplied when it is required to indicate the manper in
which authentication has been carried out. The AuthenticationLevel data type is described in [TU-T
Rec. X.501 | ISO/IEC 9594-2.

The exclusions component has significance only for Search operations; it indicates, if present, yvhich
subtrees of entries subordinate to the targetQbiect shall be excluded from the result of the Search

p)

o)

N

operation (see 10.9).

The excludeShadows component has significance only for Search and List operations; it indicates that
the search shall be applied to entries and not to entry copies. This optional component may be used by a
DSA asone way to avoid the receipt of duplicate results (see 20.1).

The nameResolveOnMaster component only has significance during name resolution, and is only set if
NSSRs have been encountered. If set to TRUE, it signals that subsequent name resolution, i.e., matching
the remaining RDNs from nextRDNToBeResolved, shall not employ entry copy information, including
writeable copies in a multi-master implementation; subsequent resolution of each remaining RDN shall
be done in the master DSA for the entry identified by that RDN (see 20.1).

The operationldentifier component facilitates the correlation of DAP operations with subsequent related
DSP operations as well as with results. It is assigned by the DSA that first receives a DAP request or is
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copied from the chaining arguments of DSP requests that require further chaining. The DSA assigning
the operationidentifier shall not reuse the assigned integer for a sufficiently long time period.
Correlation of related DAP and DSP requests and results is facilitated by a DSA logging, for each
operation and result, the operationldentifier together with the name of the DSA that assigned it (the first
DSA in tracelnformation on a chained request). Such correlation may be useful for the purposes of
logging, auditing, charging and settlements, etc.

s) The searchRuleld component conveys the unique identity of a search-rule. It is included by the DSA
performing the initial Search procedure (1) in case this procedure starts within a service specific
administrative area and the search operation is progressed to other DSAs either when progressing down
the DIT, when following aliases or when following hierarchical group pointers.

t) The chainedRelaxation component enables relaxation to be carried out in a distributed manner for
chained search operations. If a DSA received a chained search operation, and supports relaxation
policies, it can use the supplied chainedRelaxation component in place of any other relaxation_policy
that it might implement, thereby enabling relaxation to be coordinated among the DSASs that potentially
return search results.

u) The relatedEntry element shall be present whenever the receiving DSA is required to’resolve rglated
entries. When present, the receiving DSA shall respond only to the specific related entry element
specified by the relatedEntry value in joinAttributes of the SearchArgumenti Thus, a relatedfEntry
value of zero shall select the first element in the joinAttributes sequence the“SearchArgumen{. The
value shall never exceed one less than the number of elements in the joinAttributes compongnt of
SearchArgument. The absence of the relatedEntry element in the_ChainingArguments of d DSP
operation specifying related entries shall indicate that the distributed ‘operation being chained onfis the
base search, and not the related entry part of the search.

NOTE 5-1If a DSA to which chaining is being carried out is required*to handle both normal search results and
related-entry results, this shall be done by sending the DSA two distinct DSP operations.

When the relatedEntry element is present, the followingspeeia rules shall apply:

— in evaluating the infoTypes subcomponent of- selection component of SearchArgument,
infoTypes shall be taken as having the valueattributeTypesAndValues, whatever the oridinally
specified value;

— al attributes specified in any joinAtt component of JoinAttPair shall be included in the selgction,
whether or not previously included there;

— the DSA coordinating related entry results shall omit values and unspecified arguments, so as to
make the result conform with the original user request.

The relatedEntry argument shall-be passed on in consequent outgoing ChainingArguments by g DSA
that supports related entries.

v) If the bound DSA is different from the initial performer (see 15.5.5) and the bound DSA support$ DSP
paged results, it may(set this component to TRUE to instruct the initial performer to provide DSP paged
results. If this component is FALSE (default), the initial performer shall not perform DSP paged fesullt.
An initial that(supports DSP paged results performer shall not forward this component to DSA|(s) to
which it is sending subrequests.

w) The nonbapPdu component is used to indicate if the PDU encapsulated in the chained arguiment
originated from a non-DAP request such as an LDAP request.

X) ThelstreamedResults component is used as a counter to determine whether streamed results njay be
chained in response to this operation. Each DSA involved in Name Resol ution increments the counter by
oneif and only if the counter is present, the DSA understands streamed results, and the DSA iswilling to
accept streamed results for thls cha| ned operatlon ThIS counter is then used by the DSA that completes

y) The excludeWriteableCopies component has significance only for Search and List operations; it
indicates that the search shall be applied to primary master copies of entries and not to writeable copies
of those entries. This optional component may be used by a DSA as one way to avoid the receipt of
duplicate results (see 20.1).

104  Chaining Results

The ChainingResults are present in the result of each operation and provide feedback to the DSA which invoked the
operation.

ChainingResults ::= SET {
info [O] Domaininfo OPTIONAL,
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crossReferences [1] SEQUENCE SIZE (1..MAX) OF CrossReference OPTIONAL,
securityParameters [2] SecurityParameters DEFAULT { },
alreadySearched [3] Exclusions OPTIONAL }

The various components have the following meaning:

CrosgReference —— SET
contextPrefix [O] DistinguishedName,
accessPoint [1] AccessPointinformation }

10.5

a)

b)

The info component is used to convey DMD-specific information among DSAs which are involved in
the processing of a common request. This component is of type Domaininfo, which is of unrestricted
type.

The crossReferences component is not present in the ChainingResults unless the returnCrossRefs
component of the corresponding request had the value TRUE. This component consists of a sequence of
CrossReference items, each of which contains a contextPrefix and an accessPoint descriptor
(see 10.8).

0)

d)

Operation Progress

A CrossReference may be added by a DSA when it matches part of the targetObjectiargdment|of an
operation with one of its context prefixes. The administrative authority of a DSA may_have a poli¢y not
to return such knowledge, and will, in this case, not add an item to the sequence.

The SecurityParameters data type is specified in ITU-T Rec. X.511 | ISO/IEC-9594-3. The absence of
the securityParameters component is deemed equivalent to there being. an empty set of sqcurity
parameters.
The alreadySearched component, if present, indicates which suberdinate RDNs subordinate {o the
targetObject have been processed as a part of a chained Search operation and therefore shall be exgluded
in a subsequent subrequest.

NOTE — Names in contextPrefix or alreadySearched shall b€ primary distinguished names and shal not
contain alternative distinguished names.

An OperationProgress value describes the state of progress:inthe performance of an operation which several DSAs

shall participatein.
OpergtionProgress ::= SET {

The V

nameResolutionPhase [O] ENUMERATED {
notStarted ),
proceeding 2),
completed 3}
nextRDNToBeResolved [1] INTEGER OPTIONAL }
arious components have the follewing meaning:
a) The nameResolutionPhase component indicates what phase has been reached in handling the
targetObject nameof an operation. Where this indicates that name resolution has notStarted, then a
DSA has nothitherto been reached with a naming context containing the initial RDN(s) of the name. If
name resolution is proceeding, then the initial part of the name has been recognized, athough thg DSA
holdingthetarget object has not yet been reached. The nextRDNToBeResolved indicates how muich of
the_name has already been recognized [see 10.5 b)]. If name resolution is completed, then the DSA
helding the target object has been reached, and performance of the operation proper is proceeding.
b) <The nextRDNToBeResolved indicates to the DSA which of the RDNs in the targetObject name|is the

next to be resolved. It takes the form of an integer in the range one to the number of RDNs in the hame.
This component isonly present if the nameResolutionPhase component has the value proceeding.

10.6

Trace Information

A Tracelnformation value carries forward a record of the DSAs that have been involved in the performance of an
operation. It is used to detect the existence of, or avoid, loops that might arise from inconsistent knowledge or from the
presence of aliasloopsintheDIT.

Tracelnformation ::= SEQUENCE OF Traceltem

Traceltem ::= SET {
dsa [O] Name,
targetObject [1] Name OPTIONAL,

operationProgress [2] OperationProgress }
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Each DSA which is propagating an operation to another adds a new item to the end of the sequence of Traceltem. Each
such Traceltem contains:

a)
b)

0)

the name of the DSA which is adding the item;

the targetObject name which the DSA adding the item received on the incoming request. This parameter
is omitted if the request being chained came from a DUA (in which case its implied value is the object

or baseObject in XOperation), or if its value is the same as the (actual or implied) targetObject
ChainingArgument of the outgoing request;

the operationProgress which the DSA adding the item received on the incoming request.

in the

dsa shall be the primary distinguished name and shall not contain alternative distinguished names. Each RDN in
targetObject which has been processed shall be a primary RDN. Alternative distinguished values with contexts may be
included within the valuesWithContext component of AttributeTypeAndDistinguishedValue in the RDN.

10.7 Reference Type

A ReferenceType vaueindicates one of the various kinds of reference defined in ITU-T Rec. X.501 | ISO/TEC 95
ReferenceType ::= ENUMERATED {

superior 2),
subordinate 2),
Cross 3),
nonSpecificSubordinate 4,
supplier 5),
master (6),
immediateSuperior @),
self (8),
ditBridge 9}

10.8| Access point information

Therg are three types of access points:

a)

An AccessPoint value identifies a particular*point at which access to the Directory, specificall
DSA or LDAP server, can occur. When referring to a DSA, the access point shall have a Name, t
the DSA concerned, and may have a PreséntationAddress, to be used in OS| or IDM communici
to that DSA, in which case labeledURI.shall not be present.

When referring to an LDAP server, the access point may have a labeledURI component, to be u
LDAP communications to that<-lLDAP server. When the labeledURI component is present, the al
component and the address.component and the protocolinformation component (if present) sh
ignored. This way of providing LDAP access point information is deprecated. Instead the f
specified in 11.4 of TH=T Rec. X.519 | ISO/IEC 9594-5 should be used. Also, in this case the a
and protocolinforpration components shall be ignored.

AccegsPoint ::= SET {
ae-title [O] Name,
address [1] PresentationAddress,
protocolinformation [2] SET SIZE (1..MAX) OF Protocolinformation OPTIONAL,
labeledURI [6] LabeledURI OPTIONAL }
LabeledURI ::=_UnboundedDirectoryString
b) «A'MasterOrShadowAccessPoint vaue identifies an access point to the Directory. The category,

master or shadow, of the access point is dependent upon whether it points to a naming cont
commonly usable replicated area. The chainingRequired component indicates whether chain

94-2.

to a
hat of
ations

5ed in
b-title
all be
ormat
B-title

either
bXt or
ng is

roaauired forthat DSA_ 1 o arafarral chall nat ha rattirnad for that DSA
FegtH-ea+otHaor+-e—aereHar-Sharr e BeFettHRea+otHar o

MasterOrShadowAccessPoint ::= SET {

COMPONENTS OF AccessPoint,
category [3] ENUMERATED {
master 0),
shadow (1) } DEFAULT master,
chainingRequired [5] BOOLEAN DEFAULT FALSE}
¢) A MasterAndShadowAccessPoints value identifies a set of access points to the Directory, i.e., a

set of

related DSAs and/or LDAP servers. These access points share the property that each refersto a DSA or
LDAP server holding entry information from a common naming context (or a common set of naming
contexts mastered in one DSA when the value is a value of the nonSpecificknowledge attribute). A
MasterAndShadowAccessPoints value indicates the category of each AccessPoint value it contains.
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The access point of the master DSA or LDAP server of the naming context need not be included in the
Set.

NOTE - Implementors should recognize that it is possible for an LDAP server, even if identified as shadow, to
update entries in response to an LDAP update operation that it receives.

MasterAndShadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccessPoint

An AccessPointinformation value identifies one or more access points to the Directory.

AccessPointIinformation ::= SET {
COMPONENTS OF MasterOrShadowAccessPoint ,
additionalPoints [4] MasterAndShadowAccessPoints OPTIONAL }

In the case of first edition DSAs producing an AccessPointinformation value, the optional component of the
setisabsent. In the case of first edition DSAs interpreting an AccessPointinformation vaue, any
MastgerAndShadowAccessPoints value present 1IS1gnored.

In the case of second and subsequent edition DSAS, the MasterOrShadowAccessPoint value component produced for
an AdcessPointinformation value may be of category master or shadow, as determined by the knowledge selgction
procedure of the DSA producing the value. It may be viewed as a suggested access point provided by the| DSA
generpting the value to the DSA receiving it. A MasterAndShadowAccessPoints value may, optionally also be
prodyced for an AccessPointinformation value. This constitutes additional information which may-be employed by the
receiJing DSA's knowledge selection procedure to determine an alternative access point.

10.9 DIT Bridge knowledge

A ditBridgeKnowledge value identifies a particular point at which access to another' DIT, specificaly to a DSA|or an
LDAP server, can occur. ditBridgeKnowledge specifies an accessPoint at which that DSA or the LDAP server may
be acgessed.

DitBrldgeKnowledge ::= SEQUENCE {

domainLocallD UnboundedDirectoryString OPTIONAL,
accessPoints MasterAndShadowAccessPoints,}

domdinLocallD contains a readable description identifying the DET included in the reference.

10.10 Exclusions

As ddfined in 10.3, the exclusions component of ChainingArguments is used to limit the scope of a Search opgation
by identifying a number of entries subordinate to the target object which, together with all of their subordinates| shall
not be included in the processing of a Searchgperation. The exclusion component is defined as a value of the ASN.1
type Exclusions.

Exclysions ::= SET SIZE (1..MAX) OF.RDNSequence

Each |RDNSequence vaue in the.Exclusions set should identify the context prefix of a naming context subordirjate to
the tgrget object. If a DSA receives a search reguest with an RDNSequence value that does not conform tp this
constfaint, the DSA may jgnore that value. The RDNSequence is relative to the target object, and is ngt the
distinguished name of the.context prefix.

Exclysions shall be-the'primary distinguished names. Alternative distinguished names and context informatiof may
also e included.

Exclysions can,\besides being part of a user request, be used by DSAS to minimize duplicate information returned from
Search subreguests performed in the presence of shadowed information.

Figurg &rillustrates an example of the use of Exclusions. In this example, a DSA holds two replicated areas, one
beneath the other. One Starts With context prefix X, the other with context prefix C. An entry copy a& Y has three
subordinate references to naming contexts, A, B and C.

If, as an example, a subtree Search is performed in this DSA, starting with a base object within naming context X, the
DSA can provide information from replicated areas X and C. The information from naming contexts A and B has to be
provided via the subordinate references. When performing request decomposition, continuation references, to be used in
either partialResults or chaining, will specify Y as the target object and C as a single element of an Exclusions set.
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10.11

A Co

Continuation Reference

X.518_F05

Figure5— Exclusions

htinuationReference describes how the performance of al or part of an operatioen\can be continued at a different

DSA [LDAP server, or some combination thereof. It is typicaly returned as a referral-.when the DSA involved is ynable
or unyvilling to propagate the request itself.
ContinuationReference ::= SET{
targetObject [O] Name,
aliasedRDNs [1] INTEGER OPTIONAL, -- only/present in first edition systems
operationProgress [2] OperationProgress,
rdnsResolved [3] INTEGER OPTIONAL,
referenceType [4] ReferenceType,
accessPoints [5] SET OF AccessPajntinformation,
entryOnly [6] BOOLEAN DEFAULT FALSE,
exclusions [7] Exclusions ORTIONAL,
returnToDUA [8] BOOLEAN DEFAULT FALSE,
nameResolveOnMaster  [9] BOOLEAN-DEFAULT FALSE}
The Various components have the following meaning:

a) The targetObject component,indicates the name which is proposed to be used in continuirlg the
operation. This might be different from the name received in targetObject of the incoming request fif, for
example, an alias has beer dereferenced, or the base object in a search has been located.

RDNs in target@bject shall be primary RDNs (for the RDNs already processed). Alterpative
distinguished valueswith context may be included.

b) The aliasedRDNs component indicates how many (if any) of the RDNs in the target object nam¢ have
been produced by dereferencing an alias. The argument is only present if an alias has been dereferenced.

NOTE+4 This component is provided for compatibility with first edition implementations of the Directory. [DUAs
(and DSAs) implemented according to later editions of the Directory Specifications shall always onjit this
parameter from the CommonArguments of a subsequent request. In this way, the Directory will not signal an
error if aliases dereference to further aliases.

¢)¢ The operationProgress indicates the amount of name resolution which has been achieved, and hich
will govern the further performance of the operation by the DSAs named, should the DSA or |DUA
receiving the ContinuationReference wisn to tollow It up.

d) TherdnsResolved component value (which need only be present if some of the RDNs in the name have
not been the subject of full name resolution, but have been assumed to be correct from a cross reference)
indicates how many RDNs have actually been resolved, using internal references only.

€) The referenceType component indicates what type of knowledge was used in generating this
continuation.

f)  The accessPoints component indicates the access points which are to be contacted to achieve this
continuation. Only where non-specific subordinate references are involved can there be more than one
AccessPointinformation item.

g) The entryOnly component is set to TRUE if the original operation was a search, with the subset

18
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baseObject. The DSA which successfully performs name resolution on the targetObject name shall
perform object evaluation on only the named entry.

The exclusions component identifies a set of subordinate naming contexts that should not be explored
by the receiving DSA.

The returnToDUA element is optionally supplied when the DSA creating the continuation reference
wishes to indicate that it is unwilling to return information via an intermediate DSA (e.g., for security
reasons), and wishes to indicate that information may be directly available via an operation over DAP or
LDAP between the originating DUA or LDAP client and the DSA. When returnToDUA s set to TRUE,
referenceType may be set to self.

The nameResolveOnMaster element is optionally supplied when the DSA creating the continuation
reference has encountered NSSRs. If set to TRUE, it signals that subsequent name resolutlon i.e,

|ncI udmg wrrteable copres in a multi- master |mplementat|0n subsequent reeol ution of each rem
RDN shall be done in the master DSA for the entry identified by that RDN (see 20.1).

ation,
hining

11 Bind and Unbind
DSABind and DSAUnNbind, respectively, are used by a DSA at the beginning and at the end‘ef a period of accgssing
another DSA. The binding or unbinding of a DSP association shall not, of itself, cause the'less of any distributed paged
results which were requested in the course of the association.
111 DSA Bind
A DSPABind operation is used to begin a period of cooperation between two DSAS providing the Directory service
DSABind ::= BIND
ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
BIND-ERROR DirectoryBindError
The ¢gomponents of the DSABind are identical to their counterparts in the DirectoryBind (see ITU-T Rec. X|511 |
| SO/IEC 9594-3) with the following differences:
— The Credentials of the DirectoryBindArgument alows information identifying the AE-Title ¢f the
initiating DSA to be sent to the responding DSA. The AE-Title shall be in the form of a Dirgctory
Distinguished Name.
— The Credentials of the DirectoryBindResult allows information identifying the AE-Title af the
responding DSA to be sent to'the initiating DSA. The AE-Title shall be in the form of a Distingdished
Name.
— The DSA's name-or_AE-Title may use alternative distinguished names and may include cpntext
information.
NPTE — Where names areused’in either simple or strong credentials, it is possible to use aternative distinguished names, jf they
eqst. However, authentication and access control based on the name may not work as desired if the primary distinguished name
isjot used. Following-sticcessful processing of an authenticated BIND operation, whatever the name used in the BIND argyiment,
the bound entities shall thereafter know each other by their primary distinguished names, to facilitate operation of access cpntrols
while the BIND isin effect.
11.2 DSA Unbind
The ynbinding at the end of a period of cooperation between two DSAs providing the Directory service is for the OSI
environment specitied T 7.6.4 and 7.6.5 of 1TU-T Rec. X.519 [ TSOMEC 9594-5 and for the TCH/TP environment

in9.2.2 of ITU-T Rec. X.519 | ISO/IEC 9594-5.

12

Chained operations

For each of the operations used to access the Directory abstract service, there is an operation used between cooperating
DSAs in a one-to-one correspondence. The names of the operations have been chosen to reflect that correspondence by
prefixing the names of operations used between cooperating DSAs with the term "Chained".

The arguments, results, and errors of the chained operations are, with one exception, formed systematically from the
arguments, results, and errors of the corresponding operations in the Directory abstract service (as described in 12.1).

ITU-T Rec. X.518 (11/2008)
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The one exception is the ChainedAbandon operation, which is syntactically equivalent to its Directory service
counterpart (described in 12.2).

12.1 Chained operations

A DSA, having received an operation from a DUA or LDAP client, may elect to construct a chained form of that
operation to propagate to another DSA. A DSA, having received a chained form of an operation, may also elect to chain
it to another DSA. The DSA invoking a chained form of an operation may sign, encrypt, or sign and encrypt the
argument of the operation; the DSA performing the operation, if so requested, may sign, encrypt, or sign and encrypt
the result or error returned by the responder of the operation. A DSA, having received an operation from an LDAP
client or having received an LDAP operation from another DSA, may elect to propagate the original LDAP client-
supplied operation to an LDAP server.

The chained form of an operation is specified using the parameterized type chained { }.

chained { OPERATION : operation } OPERATION ::= {
ARGUMENT OPTIONALLY-PROTECTED {
SET {
chainedArgument ChainingArguments,
argument [0] operation.&ArgumentType } }
RESULT OPTIONALLY-PROTECTED {
SET {
chainedResult ChainingResults,
result [O] operation.&ResultType } }
ERRORS { operation.&Errors EXCEPT referral | dsaReferral }
CODE operation.&operationCode }
NQTE 1 — The operations of the Directory abstract service which may be used as the-astual parameter of chained { } inclyde the
adandoned error. The presence of this error among the set of possible errors’of ‘@ chained operation reflects the possibility
digcussed in 12.2, that achainedAbandon can be generated for a chainedModify,operation when a linked association fails.
NOTE 2 — The definitive specification of the DSA abstract servicein AnnexA applies this parameterized type to construct(all the
chiained operations of the abstract service.

The grgument of the derived operation has the components:

a) chainedArgument — Thisis avalue of ChainingArguments which contains that information, ovér and
above the original DUA- or LDAP client-supplied argument, which is needed in order for the performing
DSA or LDAP server to carry out the operation. Thisinformation type is defined in 10.3.

b) argument — Thisisavalue operatiefi.& Argument and consists of the original DUA-supplied argyment,
as specified in the appropriate clause of ITU-T Rec. X.511 | ISO/IEC 9594-3, or the origina {DAP
client-supplied argument, as specified in the appropriate clause of IETF RFC 4510.

NOTE 3 -1t may aso be possible to encapsulate PDU types other than those originating from DAP or LIDAP if
deemed appropriate. Specification of the mechanismsto do so isleft for further study.

Should the request succeed, the restilt of the derived operation has the components:

a) chainedResult/=This is a value of ChainingResults which contains that information, over and gbove
that to be supplied to the originating DUA, which may be needed by previous DSAs in a chainl This
informatien-type is defined in 10.4.

b) result+~This is a value operation.&Result and consists of the result which is being returned by the
perfermer of this operation, and which is intended to be passed back in the result to the originating PUA.
Thisinformation is as specified in the appropriate clause of ITU-T Rec. X.511 | ISO/IEC 9594-3.

Should the'request fail, one of the errors of the set operation.&Errors will be returned, except that dsaRefefral is
returned-instead of referral. The set of errors, which may be reported, is as described for the corresponding operatli onin

ITU- X C-9594.3 The-errordsaRefertalisdescribed-in-13.2

122 Chained Abandon operation

A chainedAbandon operation is used by one DSA to indicate to another that it is no longer interested in having a
previously invoked distributed operation performed. This may be for any of a number of reasons, of which the
following are examples:

— the operation which led to the DSA originally chaining has itself been abandoned, or has implicitly been
aborted by the breakdown of an association;

— the DSA has obtained the necessary information in another way, e.g., from a faster responding DSA
involved in the parallel multi-chaining.
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A DSA isnever obliged to issue achainedAbandon, or indeed to actually abandon an operation if requested to do so.

If chainedAbandon actually succeeds in stopping the performance of an operation, then a result will be returned, and
the subject operation will return an abandoned error. If the chainedAbandon does not succeed in stopping the
operation, then it itself will return an abandonFailed error.

123 Chained operations and protocol version

Operations which require a protocol version greater than v1 (such as the modifyEntry operation with certain arguments)
or which return different results when used with a protocol version greater than v1 (such as modifyEntry with a signed
argument) shall only be chained on associations with the same or a greater version number than that used to convey the
request.

13 Chained errors

13.1 I ntroduction

For the most part, the same errors can be returned in the DSA abstract service which can be refufned in the Dirgctory
abstract service. The exceptions are that the dsaReferral "error" is returned (see 13.2), instead of Referral, and the
following service problems have the same abstract syntax but different semantics:

a) invalidReference — The DSA returning this error detected an error in-the calling DSA's knowlegge as
specified in thereferenceType chaining argument.

b) loopDetected — The DSA returning this error detected a loopkin*the knowledge information |n the
Directory.

The grecedence of the errors which may occur is as for their precedenceiithe Directory abstract service, as specified in
ITU-T Rec. X.511 | ISO/IEC 9594-3.

If an|error occurs during a chained operation, the responding DSA“may sign, encrypt, or sign and encrypt thg error
returned.

13.2 DSA Referral

The dsaReferral error is generated by a DSA when,)for whatever reason, it does not wish to continue performing an
opergion by chaining the operation to one or more other DSAs. The circumstances where it may return a referna are
descr{bed in 8.3.

dsaRpferral ERROR ::= {
PARAMETER OPTIONALLY*PROTECTED {
SET {
reference [O] ContinuationReference,
contextPrefix [1] DistinguishedName OPTIONAL,
COMPONENTS OF CommonResults }}
CODE id-erreode-dsaReferral }

The arious parameter's have the following meaning:

a) ThéeEontinuationReference contains the information needed by the invoker to propagate an apprdpriate
further request, perhaps to another DSA or to an LDAP server. This information type is specifjed in
10.11.

p)  If the returnCrossRefs component of the ChainingArguments for this operation had the value TRUE,
and-the referral is bel ng based upon-a-sl bordinate or cross-referencethen the contextPrefix parameter
may optionally be included. The administrative authority of any DSA will decide which knowledge
references, if any, can be returned in this manner (the others, for example, may be confidentia to
that DSA).

A contextPrefix or a Continuation Reference shall be the primary distinguished name. Alternative distinguished values
with context may be included within the valueswithContext component of an AttributeTypeAndDistinguishedValue
of any RDN.

The information provided can optionally be qualified by the use of the notification component of CommonResults.
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SECTION 5 -DISTRIBUTED PROCEDURES

Introduction

Scope and Limits

This clause specifies the procedures for distributed operation of the Directory which are performed by DSAs. Each
DSA individually performs the procedures described below; the collective action of all DSAs produces the full set of
services provided to users by the Directory.

14.2

The description of DSA procedures in this section is based on the models in clauses 8 and 9 of ITU-T Rec) X
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FC 9594-2 and clauses 7 and 8 of this Directory Specification. The flow charts and their corresponding t
ptions are one means of mapping a given set of external (DAP, LDAP and/or DSP) inputs to a DSA into
external outputs (i.e., a result, error, referral, or chained requests) produced by that DSA, | depending
ular DSA information tree held by that DSA.

brobable that the Directory will be distributed across DSAs implemented accordingto, different editions

fory Specifications, as well as those implemented to support only LDAP. The DUALor LDAP client initiati

st will be unaware as to which edition the DSA or DSAs satisfying the DUA's or-LDAP client's request wil
mplemented. Therefore to allow operation in such a heterogeneous environment, a DSA shall be implen
Hing to the rules of extensibility defined in clause 12 of ITU-T Rec. X.519 | SO/IEC 9594-5.

DTE 1 — DSAs implemented to support only LDAP may or may not be implemented’according to the rules of extensibilit]

bed here. The algorithms used by a particular DSA implementation to derive the correct output(s) from the
5 and DSA information tree held are not standardized.
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e of the Directory.

a) DSA-centered perspective — In this perspective, the set of procedures that support the Directory is

described from the viewpoint of a single DSA. This makes it possible to provide a defi

nitive

specification of each procedure and to fully account for their interrelationships and overall control

structure. Clauses 16 through 22 describe the DSA procedures from a DSA-centered perspective.

b) operation-centered perspective — The DSA-centered view provides complete detail but makes it
difficult to understand the structure of individual operations, which may undergo processing by multiple
DSAs. Consequently, clause 15 adopts a primarily operation-centered view to introduce the processing

phases applicable to each.
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To support the distributed operation of the Directory, each DSA shall perform actions needed to realize the intent of
each operation and additional actions needed to distribute that realization across multiple DSAs. Clause 15 explores the
distinction between these two kinds of actions. In clauses 16 through 22, both kinds of actions are specified in detail.

145 Cooper ative agreements between DSAs

All DSAs which are in a subordinate/superior relationship due to the naming contexts that they hold have hierarchical
and/or non-specific hierarchical operational bindings between them, depending upon the types of knowledge reference
held by those DSAS.

Hierarchica and non-specific hierarchical operational bindings between DSAs may be administered using the
procedures of clauses 24 and 25, or by other means (e.g., telephone).

shall follow the governing-search-rule (if any) and shall control access to the entries, as required by the administ
authority. The regulation of entries within an administrative area may be performed as defined in ITU-T_Ree! X/.501 |
| SO/IEC 9594-2 or may be performed by local mechanisms.

oA A.i

15 Distributed Directory behaviour

1511 Cooperative fulfilment of operations

Each DSA is equipped with procedures capable of completely fulfilling all Directory-operations. In the case that § DSA
contalns the entire DIB, all operations are, in fact, completely carried out within that DSA. In the case that the DIB is
distributed across multiple DSASs, the completion of a typical operation is fragmented, with just a portion df that
opergion carried out in each of potentially many cooperating DSAS.

In the distributed environment, the typical DSA sees each operation as atransitory event: the operation is invokegl by a
DUA| an LDAP client or some other DSA; the DSA carries out processing on the object and then directs it tpward
another DSA for further processing.

An aternative view considers the total processing experienced by an operation during its fulfilment by muyltiple,
coopgrating DSASs. This perspective reveal s the common pracessing phases that apply to all operations.

15.2 Phases of operation processing

Every Directory operation may be thought of.as.comprising three distinct phases:

a) the Name Resolution phase in-which the name of the object on whose entry a particular operation igto be
performed is used to locate the DSA which holds the entry;

b) the Evaluation phase in which the operation specified by a particular directory request (e.g., a| Read
operation) is actually’ performed,;

c) the Results Merging phase in which the results of a specified operation are returned to the requsting
DUA or LDAP client. If a chaining mode of interaction was chosen, the Results Merging phas¢ may
involve(several DSAS, each of which chained the original request or subrequest (as defined in 19.3.1 —
Request-decomposition) to another DSA during either or both of the preceding phases.

In th¢ case ofthe operations Read, Compare, List, Search, Modify Entry, Modify DN and Remove Entry, [name
resolytion takes place on the object name provided in the argument of the operation. In the case of Add Entry,|name
resolytion's target entry is the immediately superior entry of that provided in the argument of the operation — it ¢an be
easily| derived by removing the final RDN from the name provided in the operation argument. (This is done vig loca
argument m In the FindDSE procedure of 18.3.1.)

An operation on a particular entry may initially be directed at any DSA in the Directory. That DSA uses its knowledge,
possibly in conjunction with other DSAS, to process the operation through the three phases.

15.21 Name Resolution phase

Name Resolution is the process of sequentially matching each RDN in a purported Name to an arc (or vertex) of the
DIT, beginning logically at the Root and progressing downwards in the DIT. However, because the DIT is distributed
between arbitrarily many DSAs, each DSA may only be able to perform a fraction of the name resolution process. A
given DSA performs its part of the Name Resolution process by traversing its local DSA information tree. This process
is described in clause 18 and the accompanying diagrams (see Figures 9 through 12). Based on its local DSA
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information tree, and the knowledge information contained therein, a DSA is able to infer whether the resolution can be
continued by one or more other DSAS, or whether the name is erroneous.

The Name Resolution phase is constrained to work within aDSA Information Treeif the manageDSAIT service control
option is set.

15.2.2 Evaluation phase
When the Name Resol ution phase has completed, the actual operation required (e.g., Read or Search) is performed.

Operations that involve a single entry interrogation — Read and Compare — may be carried out entirely within the DSA
in which the entry islocated.

Operatlons that mvoIve muIt| pIe entries mterrogatlon — List and Search — need to locate subordlnates of the target,

option is set. Likewise, if the evaluation phase starts within a service specific administrative ared,.the evaluatjon is
constfained to that administrative area.

15.2.3 ResultsMerging phase
The Results Merging phase is entered once some of the results of the Evaluation phase are.available.

In thgse cases where the operation affected only a single entry, the result of the opération can simply be returnedto the
requesting DUA or LDAP client. In those cases where the operation has affected multiple entries on multiple DSAS,
results can be combined. If protection is performed on the results, the results shall not be combined. The results ghould
be returned to the DUA or LDAP client without performing merging.

The germissible responses returned to a requester after results merging.inelude:
a) acomplete result of the operation;

b) aresult which is not complete because some parts of the DIT remain unexplored (applies to Ligt and
Search only). Such a partial result may include continuation references for those parts of the DI[T not
explored;

c) anerror (areferral being aspecia casg); and
d) if therequester wasaDSA, a ChainingResults.

15.3| Managing Distributed Oper ations

Information is included in the argument of each operation which a DSA may be asked to perform indicating the
progress of each operation as it traverses various DSAs of the Directory. This makes it possible for each DBA to
perfofm the appropriate aspect-of;the processing required, and to record the completion of that aspect before dirgcting
the oIeration outward toward further DSASs.

Additional procedures,are’included in the DSA to physically distribute the operations and support other needs grising
from their distribution.

15.3.1 Requést decomposition

Request decomposition is a process performed internally by a DSA prior to communication with one or more| other
DSA$ and LDAP servers. A request is decompo&d into several subrequests such that each of the |atter accomplishes a
part d ; bbj ect
has been found. After decomposmon each of the subrequests may then be uni- chal ned or muIt| chai ned to other DSAs
and/or LDAP severs, to continue the task.

The argument of achained request (see 12.1) or subrequest shall be the unmodified operation argument if the operation
was initiated by a DUA and shall be the unmodified LDAPMessage if the operation was initiated by an LDAP client. A
DSA receiving a chained regquest shall not change argument when doing request decomposition.

NOTE —The following subclauses specify that requirement for individua components of argument. This should not be
interpreted to mean that the component not explicitly mentioned can be changed.
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15.3.2 DSA asRequest Responder

A DSA that receives arequest can check the progress of that request using the operationProgress parameter. This will
determine whether the operation is still in the Name Resolution phase or has reached the evaluation phase, and what
portion of the operation the DSA should attempt to satisfy. If the DSA cannot fully satisfy the request, it shall either
pass (by uni-chaining or multi-chaining) the operation on to one or more DSAs and/or LDAP servers which can help to
fulfil the request, or return areferral to another DSA or LDAP server, or terminate the request with an error.

15.3.3 Completion of Operations

Each DSA that has initiated an operation or propagated an operation to one or more other DSAs and/or LDAP servers
shall keep track of that operation's existence until each of the other DSAs and/or LDAP servers has returned a result or
error, or the operation’'s maximum time limit has expired. This requirement applies to all operations, propagation modes
and [ acessi ng Inhaqpc It ensures the nrdprly closi ng down of distributed nlnpm‘rinnq that have prnpaga’rpd aut into the

Diredory.

154 L oop handling

The DIT may be in a state that can cause looping. As an example, looping can occur during namesresolution where
deref@rencing one or more aliases brings the resolution back to the same branch of the DIT. Anether potential calise of
loopilng is through misconfigured knowledge references.

Withiin the context of a particular directory operation, a loop occurs if at any time the Opération returns to a prgvious
state,|where state is defined by the following components:

— thename of the DSA currently processing the operation;
— the name of the targetObject as contained within the argument of the operation;
— theoperationProgress as contained within the argument of the operation and as defined in 10.5.

This gloes not mean that an operation cannot be processed multiple times by a particular DSA. However, it does|mean
that the DSA will not process the same operation in the same state multiple times.

Looping is controlled using the tracelnformation argument as-defined in 10.6, which records the sequence of states a
partiqular operation has gone through. Two strategies are defined to determine whether looping has occurred, or is|about
to ocgur. These are loop detection and loop avoidance, and they are described in 15.4.1 and 15.4.2, respectively.

L oop|detection is mandatory and loop avoidance is optional.

154.1 Loop detection

On receipt of adirectory operation, a DSA\shall initialy validate the operation to ensure that it can be progressad. An
impoitant task of validation is to check.for loops, by determining whether the current state of the operation appgars in
the spquence of previous states recorded in the tracelnformation argument for that operation. This step off loop
checling isloop detection.

L ooplavoidance requiresthat a DSA, immediately prior to forwarding an operation to another DSA as part of a chg@ining
procedure, determines\whether the consequential state of the operation (which is the traceltem that the receiving DSA
will ' ' n the

In the case Where referrals are received or acted upon, loop avoidance and loop detection cannot be achieved purgly by
exam nmg tracelnformatlon In this case, each t| mea DSA acts ona referral, it needs to store the consequential sfate of
vith a
record of the incoming requst Before acting on or returnlng areferral, a DSA needs to check through thislist, in order
to check that an identical request has not been previously sent whilst trying to service the incoming operation.

155 Other considerationsfor distributed operation

155.1 Servicecontrols

Some service controls need specia consideration in the distributed environment in order that the operation is processed
the way that was requested.

a) chainingProhibited — A DSA consults this service control when determining the mode of propagation of
an operation. If it is set, then the DSA always uses referral mode. If, however, it is not set, the DSA can
choose whether to use chaining or referral depending on its capabilities.

ITU-T Rec. X.518 (11/2008) 25


https://standardsiso.com/api/?name=c6a7dd4df2d1b3c875220b7ded38455c

| SO/IEC 9594-4:2008 (E)

b) timeLimit — A DSA needs to take account of this service control to ensure that the time limit is not
exceeded in that DSA. A DSA requested to perform an operation by a DUA, initialy heeds the
timeLimit expressed by the DUA as the available elapsed time in seconds for completion of the
operation. If chaining is required, the timeLimit is included in the chaining argument to be passed to the
next DSA(S). In this case, the same value of the limit is used for each chained request, and is the (UTC)
time by which the operation shall complete to meet the originaly specified constraint. On receiving
ChainingArguments with atimeLimit specified, the receiving DSA respects this limit.

c) sizeLimit — A DSA needs to take account of this service control to ensure that the list of results does not
exceed the size specified. The limit, as included in the common argument of the origina request, is
conveyed unchanged as the request is chained. If request decomposition is required, the same value is
included in the argument to be passed to the next DSA, the full limit is used for each subrequest. When
the results are returned, the requester DSA resolves the multiple results and applies the limit to the total

g g T d g ~t T I v -y - T T T r ted |n

thereply.

d) priority — In al modes of propagation, each DSA is responsible for ensuring that theproecessing of
operations is ordered so as to support this service control, if present.

€) localScope — The operation is limited to a locally defined scope and each DSA shall’hot propagdgte the
reguest outside of this.

f)  scopeOfReferral — If the DSA returns areferral or partial result to a List orSearch operation, theén the
embedded continuation references shall be within the requested scope.

All other service controls need to be respected, but their use does not require any speciall consideration in the distributed

envir

15.5.2 Extensions
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DSA encounters an extended operation in the Name Resolution~phase of processing and determines thet the

opergion should be chained to one or more DSAS, it shall include unchanged in the chained operation any extepsions
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DTE — An Administrative Authority may determine that it (4s appropriate to return a serviceError with pfoblem
willingToPerform if it does not wish to propagate an extension.

SA encounters an extension it does not support in the'evaluation phase of processing, two possibilities may|arise.
extension isnot critical, the DSA shall ignore the'extension. If the extension is critical, the DSA shall refurn a
teError with problem unavailableCriticalExtension. A critical extension to a multiple object operation may
in both results and service errors of thisivariety. A DSA merging such results and errors shall discard|these
e errors and employ the unavailableCriticalExtension component of PartialOutcomeQualifier as descrilped in
" Rec. X.511 | ISO/IEC 9594-3.

B Aliasdereferencing
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dereferencing is the process of creating a new target object name, by replacing the aias entry distinguished|name
f the original target abject ‘name with the AliasedEntryName attribute value from the alias entry. The gbject
in the operation is not-affected by alias dereferencing.

Resolving,context-variant names

g the name.resolution phase, as RDNSs are processed, a new target object name is created by ensuring that [every
uteTypeAndDistinguishedValue in the RDN uses the primary distinguished value of that attribute asits vajue. In
ay, thetarget object name is progressed towards a primary distinguished name. This is done to provide congistent
handling, in particular where pre-third edition DSAs may be involved in name resolution. The object namelin the
iorvis not affected by this substitution

1555 Paged results

When a DUA include the PagedResultsRequest in the search or list request (see 7.9 of ITU-T Rec. X.511 |

SO/
D&A,

EC 9594-3), the paging may be performed by the DSA that is directly bound to the DUA, also called the bound
or it can be performed by the DSA that holds the baseObject/object entry of the search or list request (possible

after one or more alias dereferencings), also called the initial performer. If the paging is performed by the bound DSA,
which could aso be the initial performer, the paging is called bound-DSA paged results. If the paging is performed by
the initial performer, and the initial performer is different from the bound DSA, then the paging is called DSP paged

result
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A DSA that supports DSP paged results shall:
—  support DSA-bound paged results;
—  support DSP paged results as bound DSA,;
—  support DSP paged results as an initial performer; and
—  support the entryCount subcomponent of the PartialOutcomeQualifier.

When a bound DSA receives asearch or list request with the PagedResultsRequest included, and the bound DSA is
not the initial performer for that request, then the bound DSA may elect to include the dspPaging parameter in the
ChainingArguments. The initial performer may elect to do DSP paged results. This is signalled to the bound DSA by
including a queryReference in the PartialOutcomeQualifier. This is the queryReference returned to the DUA to be
used for retrieval of the next page.

If thg initial performer either does not support DSP paged results or chooses not to perform it, the bound DSA may
perfofm normal bound-DSA paging.

that is a performer, but is not the initial performer, shall ignore a possible dspPaging compoenent [n the

15.6

requite that directory operations be authenticated. For any particular directory operation,'the nature of the authentigation

s of authentication procedures are available which collectively enable arange of authentication requiremgnts to
be mgt. One set of procedures are those provided by Bind: these facilitate-authentication between two dirgctory
appligation-entities for the purposes of establishing an association. Thé Bind procedures accommodate a rarjge of
autheftication exchanges from a simple exchange of identities to strong‘authentication.

In adflition to the peer entity authentication of an association as pravided by Bind, additional procedures are defined
withiip the directory to enable individual operations to be authenticated. Two distinct sets of directory authentigation
procefdures are defined. One facilitates originator authentication ‘'services, which address the authentication, by a[DSA,
of the initiator of the original service request. The second set‘facilitates results authentication services which addrgss the
authentication, by an initiator, of any results that are returnéd.

riginator authentication, two procedures are.defined, one based upon a simple exchange of identities, tgrmed

of these procedures is rudimentary~in-nature since the identity exchange is based upon the excharlge of
uished names which are transmitted in.the clear.

thentication of results a single results authentication procedure is defined, based upon digital signature techn|ques;

tication of error responses may be supported by these procedures.

The services described helow are to be considered as augmenting those provided by the Bind service; Bind procedures
are agsumed to have beeneffected successfully prior to authentication of directory operations.

o

The procedures tothe effected by aDSA in providing originator and results authentication are specified in clause 2

16 T.he Operation Dispatcher

The Operation Dispatcher 15 the maifT COMtroting procedure i a DSA. T guides each operation through the three phases
of processing arequest. The Operation Dispatcher therefore makes use of a set of proceduresto fully process the request
as shown in Figure 6.

16.1 General Concepts
16.1.1  Procedures

Each of the procedures employed by the Operation Dispatcher consists of a definition of its conceptual interfacein terms
of its parameters, i.e., arguments, results and errors, and a description of the procedure steps itself. The behaviour of the
procedures is described by flowcharts and text. Within a flow chart, the used symbols have the following semantics
(see Figure 7).
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16.1.2

All procedures make use of some data structures that are available during the processing of an operation within
the Operation Dispatcher. These data structures serve to coordinate the data flow within the Operation Dispatcher. Most
of these structures are directly associated with the argument of the operation and the result to be created for
the operation. Components of the argument and result are referred to using their names within the associated
ASN.1 definition (e.g., the operationProgress component of the chaining arguments). If any of these structures is
acompound structure, a component of this structure may be referred to as compound.component (eg.,
operationProgress.nameResolutionPhase).

Use of common data structures

4
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Figure 6 — Operation Dispatcher
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The entry point of the procedure Return to the calling procedure with X.
P P Return X X may be a result, null, an error, a string,
or a referral, or it may be absent.

Branch based on a condition All Xs .
2 - - processe
(2 or more outcomes) | Process each X contained in... |—>

. Process a set of steps for each value X
Sct exel .
¢ tgtinl;;ms An Action to be performed until all values X have been processed
Continne with the execufion of the steng = Continuation-of
Call of the called sub-procedure. After completion procedures that span
rocedure of the sub-procedure, continue with the multiple flow charts X,
outgoing arrow of this box.
Figure 7 — Symbolsused in flow charts
The fpllowing data structures are defined within the Oper ation Dispatcher :

Further, a procedure may use a set of locally defined variables.

16.1.3 Errors

At each stage
identiffied with

the Oper ation DispatcherCis terminated immediately. In the case that multiple errors are received, local procedure
select one of them to.be returned.

Alternatively,

chainpd search.subrequest) at certain points of operation processing. In this case, the procedure continues w
execytion ane-no error is returned to the requester.

The DSA May

NRcontinuationList —A list of continuation references created for- use in the Name Resd
Continuation Reference procedure.

SRcontinuationList — A list of continuation references created foruse in the List or Search Contin
Reference procedure.

admPoints— A list of references to DSEs of type administrative point that is collected during
Resolution.

referralRequests— A list of the requests or subrequestswhich have been chained as a result of exe
referrals. Each such request/subrequest is summarised in the form of a Traceltem. Thislist is used
Loop Avoidance procedure of 15.4.2.

emptyHierarchySelect — A Boolean type variable that can be set in the Hierarchy Selection procedur
variable is assumed to be reset when entering Hierarchy Selection procedure the first time during a §
operation.

streamedResultsOK — A Boolean-type variable that is set in the Name Resolution procedure to in
that streamed results may be acCepted for this operation. The default value for thisvariable is false.

of the processing; an error may be detected during the execution of any sub-procedure. The
in this sub-precedure is normally returned to the requester as a corresponding protocol error. In this

aprecedure may choose to process errors (e.g., if a serviceError with problem busy is returne

18_F07

lution
Liation
Name

cuting
by the

2. The
bearch

dicate

error
case,
5 may

l to a
th its

optionally sign the errors returned in a distributed operation based on error protection requested.

16.1.4  Asynchronousevents

During the processing of an operation request within the Operation Dispatcher, several asynchronous events may occur.
The following subclauses specify how to handle an exceeded time limit or size limit or administrative limit, a loss of
association and an Abandon request for an operation that is being processed. The handling of all other asynchronous
events, e.g., local policy decisions, etc., is outside the scope of this Directory Specification.

16.1.4.1 Timelimit

A timeLimit, as specified in the CommonArguments, can expire at any point in time during the operation. In this case,
normally a serviceError with problem timeLimitExceeded is returned to the requesting DUA, LDAP client or DSA
and the Operation Dispatcher is terminated. Alternatively, a procedure may choose to handle this event in a different
way (e.g., during processing of asearch request).
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If a DSA receives a request from another DSA with the time limit exceeded, it shall send a serviceError with problem
timeLimitExceeded without any further processing of the request.

If aDSA has outstanding (sub)reguests, when the timeLimit expires, and there are no results available, it shall return a
serviceError with problem timeLimitExceeded to the requester.

If aDSA has outstanding subrequests, when the timeLimit expires, and there are results available, it shall return a result
to the requester with the following contents:

a) all the collected results, up to the timeLimit expiring;

b) the limitProblem component of the partialOutcomeQualifier result-parameter shall be set to
timeLimitExceeded,;

¢) theunexplored component of the partialOutcomeQualifier result-parameter shall contain a continuation
referencevatue foreach—setof DSAs to-which—sobreguestswere—sentbuottheresottofwhichjs not
included in the result to the requester, in addition to continuation references to DSAs to which-thig DSA
did not attempt to send subrequests.

16.1.4.2 Lossof an association

If the association to the requester is lost, al possibility of returning results is lost. The DSA may/optionally for each
outstanding interrogation (sub)request send a chainedAbandon request, unless the associationto'the DSA in question
has also been lost. All replies to such chainedAbandon requests and all replies to outstariding (sub)requests shjall be
discafded. In the case of DSP paged results, the bound DSA should cancel outstanding gaged results by genergting a
new gaged result request by making the abandonQuery choice of the PagedResultsRéguest.

If the|association to one of the outstanding chained subrequests is lost and the association with the requester is nat lost,
the DISA may, for interrogation operations only, optionally try any alternative reference to another DSA that is ghle to
process the chained request (e.g., a reference to a shadow DSA, after loss of. the association to the master DSA). |f this
does not succeed, the DSA shall act asfollows:

1) If operationProgress.nameResolution is set to notStarted or proceeding, return either aservicgError
with problem unavailable to the requester or a reféral error whose continuation reference contains the
set of DSAs that are able to continue the operationZlf non-specific subordinate references are used dluring
the Name Resolution phase and not all the assaciations in question are lost, optionally attempt to ¢lo the
name resolution without the DSAs to which the associations are lost. If this fails, return either a
serviceError with problem unavailable,ef-areferral error containing the complete set of NSSRs.

If the DSA using loca krowledge knows, possibly reflected in the apprgpriate
MasterOrShadowAccessPoint value, that chaining is required to the DSA to which an associatjon is
lost, it shall elect to send a servieeError with problem unavailable, and the notification compongent of
the CommonResults data type shall contain:

— adSAProblem natification attribute with the value id-pr-targetDsaUnavailable; and
— adistinguishedName attribute having as value the distinguished name of the DSA.

2) If operationProgress.nameResolution is set to completed and the request is a single object opeffation,
return aservieeError with problem unavailable to the requester.

3) If operationProgress.nameResolution is set to completed and the request is a multiple|entry
interrogation  operation, the  DSA shall add a  continuation reference| to
partialOutcomeQualifier.unexplored of the operation result, with AccessPointinformation identjfying
the)set of DSASs that are able to continue the operation, including any DSAs to which associationg have
been lost.

16.1.4.8~Abandoning the operation

During the processing of an operation, an Abandon request can be received for this operation. In this case, during the
processing of the Abandon request, the Abandon procedure is called for the operation to be abandoned.

16.1.4.4 Administrative Limits

There may be limits imposed by the local DSA administrator or by the DSA implementation itself, e.g., the amount of
time to spend on processing a request, or the maximum size of data to be returned, etc. If any of these limits is
exceeded, the DSA shall return either a serviceError with problem administrativeLimitExceeded or a partial result
(taken from the set of already collected results) with limitProblem set to administrativeLimitExceeded.

Additional information shall be returned in adSAProblem notification attribute as follows:

a) if thelimit is imposed by the administrator, the dSAProblem notification attribute shall take the value
id-pr-administratorimposedLimit;

30 ITU-T Rec. X.518 (11/2008)


https://standardsiso.com/api/?name=c6a7dd4df2d1b3c875220b7ded38455c

b)

0)

| SO/IEC 9594-4:2008 (E)

NOTE - This does not imply that an implementation is required to have customization capabilities for an
administrator to implant administrative limits.
if the limit caused by an implementation restriction and the problem is perceived to be of permanent
nature, the dSAProblem notification attribute shall take the value id-pr-permanentRestriction;

if the limit caused by an implementation restriction and the problem is perceived to be of temporary
nature, e.g., temporary congestion, the dSAProblem notification attribute shall take the value
id-pr-temporaryRestriction.

16.1.45 SizeLimit

A size limit, as specified in CommonArguments, can be exceeded at any point in time during processing of a List or
Search operatlon In this case, a partlal r%ult (taken from the set of already collected results) shaII be returned to the

returr

Ifiti
many|
not h
using

Oper ation Dispatcher isthen terminated.

16.2

Thep
DSP)
inwh

1)
2)

3)

4)

5)

|ng Contl nuanon Referenc& of unacc&ssed DSAs

Procedures of the Operation Dispatcher

5 a search operation and the entryCount search control option is set, the DSA shall make a best estitmate on how
entries would potentially have been returned had there been no size limit by taking into account agcess control but
erarchical selections, and then return that figure in the entryCount component of the PartialOutcomeQuaplifier
the bestEstimate choice if there are no unaccessed DSAS, otherwise it shall make the lowEstimate choice

rocedure that is performed by the Operation Dispatcher for processing each recelved request (over DAP, LDAP or
is defined by the following steps. Due to alias dereferencing, this procedure may also call itself (alocal request),
ch case alocal reply (rather than a DAP, LDAP or DSP reply) is returned.

Validate several aspects of the operation arguments (Request Validation procedure). If an erfor is
encountered during validation, return this error locally-or over DAP/LDAP/DSP.

If the operation received was an Abandon operation; call the Abandon procedure and return al reply
afterwards.

Resolve the name of the target object by executing the Find DSE procedure (which includes the Target
Found and Target Not Found sub-procedures). If the requested entry was found and is suitable (according
to the setting of the service controls, chaining arguments and local policy decisions), continue with the
Evaluation Phase at step 6). If during-Name Resolution an error was encountered, it is returned. |If the
entry was found not to be suitabl&;iecontinue at step 4).

The Name Resolution Contifiuation Reference procedure is called to process the list of Continpiation
References as stored in the NRcontinuationList. In order to process these Continuation References,
chained regquests may bejissued to other DSAS (if service controls and local policy decision alow it).

In case of an error; this error is directly returned either locally or via DAP/LDAP/DSP. If the chained
regquest generated aresult, then continue with step 5).

The Result Menging procedure is called to merge the local results with the received Chained Results. If
the Chained ‘Results contain embedded Continuation References, these may first be resolved |if the
service eontrols and local policy allow or requireit.

This’may cause additional Chained Requests to be issued (whose Chained Results may also cpntain
embedded Continuation References).

The merged results are returned to the caller, and processing of the request ceases.
If protection is performed on the results, the merging of results shall not be performed.

6)

7)

8)

If the operation is a modification operation, continue at step 7).
If the operation is asingle entry interrogation operation, continue at step 8).
If the operation is a multiple entry interrogation operation, continue at step 9).

When carrying out a modification procedure, Operational Bindings may need to be established, modified
or terminated, or shadows may need to be updated as a consequence of performing the operation.
Whether these are done synchronously or asynchronously with the performance of the original operation
depends on the respective modification operations (and on local policy). A local or a DAP/LDAP/DSP
result or error isreturned to the caller.

The result of a single entry interrogation operation is directly returned to the caller as a local or a
DAP/LDAP/DSP result.
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9) If the operation is a multiple entry interrogation operation, then check the nameResolutionPhase

of the

operation. If it isnot completed, then call the List(1) or Search(l) procedure, otherwise call the List(11) or

Search(l 1) procedure, respectively.

10) The outcome of a call to the List(I1) procedure (result or error) and the outcome of a cal to the List(l)
procedure (in case that the outcome is an error) can directly be returned to the caller (as a local or a

DAP/LDAP/DSP result).

If the procedure called was the List(l) procedure, the result might contain Continuation References that
have to be dereferenced (depending on service controls and local policy). This may result in chained List
operations being sent off to the respective DSAs. To merge the results continue at step 5) with the call to

the Result Merging procedure.

11) If the operation was a Search operation, any Continuation References are resolved by the Search

Contiruation-Rafarcnca-pnrocedura (f roauired-and-alowed) Thic mav causae Chained-Saarch-reau
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are défined in clauses 17 through 22.
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16.3.3

This

Conti
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be sent off to the respective DSAs. The Result Merging procedure [see step 5)] is called to mer;
search results and to possibly dereference contained Continuation References, if any.

Overview of procedures

lause gives an overview of the basic functionality of the procedures employed by the Opefation Dispatcher

Request Validation procedure

procedure, described in clause 17, is called to perform loop checking, limit chiecking, and security checking

ingArgument that are not provided by the DAP or LDAP in the case that(the request came from a DUA or |
Further, this procedure singles out any abandon request and notifiesthis to Operation Dispatcher.

Abandon procedure

Inding subrequests, Chained Abandon operations may be-sént after them. The procedure either returns an
to the caler, or an error indication (e.g., abandonError with problem tooLate).

g Find DSE procedure

brocedure, described in 18.2 and 18.3, matchées the components of the name of the target object against the |
DSESs to resolve the target object name. If an-alias DSE is encountered, the aias is dereferenced (if permitte

DTE — Target Not Found and TargetFound are continuations of the Find DSE procedure.

rocedure may result in-various errors, in which case, the associated protocol error is returned to the request
ber ation Dispatcher isterminated.

.1 Target NotyFound sub-procedure

procedure~described in 18.3.2, performs an evaluation of the located intermediate DSEs and creates a
huation.References in NRcontinuationList, based on the set of knowledge references that have been de
) the Find DSE procedure. This set of referencesis then further processed within the Name Resolution Contin
bnce procedure.

he the

hich

prior

rforming local name resolution. This procedure also provides default ¢settings for those parameters ¢f the

L DAP

procedure, described in 20.5, tries to find the operation that is'to be abandoned and terminate it. If there afe any

bmpty

beally
) and

target was not found, the procedure is continued at the Target Not Found sub-procedure. If the target was found,
the prjocedure is continued at the Target-Found sub-procedure.

br and

5t of
tected
Liation

The procedure may result in various errors, in which case the associated error is returned to the reguester and the
Operation Dispatcher isterminated.

16.3.3.2 Target Found sub-procedure

This procedure, defined in 18.3.3, checks if the found DSE is suitable for the requested operation, i.e., in the case where
it is shadowed information. This may include checking the suitability of the whole subtree of shadowed information
below the target object in the case of a multiple object operation (e.g., subtree search).

If the located entry is suitable, the appropriate operation evaluation procedure is invoked. Otherwise, a
ContinuationReference pointing to the supplier (or master) of the information is created in NRcontinuationList and the
Name Resolution Continuation Reference procedure is invoked.

32
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16.34 Singleentry interrogation procedure

This procedure, described in 19.2, is invoked to actually execute those operations that only affect a single entry, i.e.,
Read and Compare operations. After completion, a reply (result or error) created by the procedure is returned to the
requesting DSA/DUA/LDAP client.

16.3.5 Madification procedures

These procedures, described in 19.1, are executed to process the modification operations, i.e.,, Add Entry, Remove
Entry, Modify Entry and Modify DN. This is done by executing a specific sub-procedure defined for each of these
operations. During (or after) these sub-procedures, DOP and DISP requests may be issued to other DSAs. After
successful completion, aresult (created by the sub-procedures) is returned to the requesting DSA/DUA/LDAP client.

16.3.6  Multiple entry interrogation procedur es

Thesg procedures, described in 19.3, are executed to process operations that affect multiple entries which may(oy may
not b¢ located in the same DSA. This is done by executing specific sub-procedures defined for each of the Seargh and
List dperations to accomplish request decomposition. These procedures create a local result of the operation evalpiation

oy

procedure, the created result is directly returned to the requesting DSA/DUA/LDAP client. If it is@Search operat|on, if
gsult is empty and if the variable emptyHierarchySelect is set, then return in the notification component pf the

If SReontinuationList is not empty, these continuation references are processed by invoKing List or Search Continpiation

Name Resolution Continuation Reference procedure

procedure, described in 20.4.1, processes the continuation referénces in NRcontinuationList created during the
Name Resolution phase. These continuation references are either used to issue chained subrequests or returnefl in a
error. In the case of chaining, the results or errors returned-from the chained request are returned for further

List and Search Continuation Reference procedure

g procedures, described in 20.4.2 and 20.4.3, proeess the continuation references in SRcontinuationList crealed by
ultiple entry interrogation procedures and either resolve them by issuing chained subrequests or by creating
continuation reference(s) within the partialOutecbmeQualifier.unexplored. When results or errors for al outstanding

16.3.9 Result Merging procedure

procedure, described in clause)21, either examines the result from a chained request or combines the]| local
opergion results with the results_received from the chained subrequests. If a subrequest had returned an errof, this
procedure determines how this error has to be handled.

If thefe are any continuation references left in the result, they will (if local policy alows so and service controls réquire
it) b¢ dereferenced_dy) the Name Resolution, List, or Search Continuation Reference procedures, accordingly.
Duplicates are removed from the result if it is unsigned.

The merged result (with all merged results and unresolved continuation references) is returned to the requesting
DUA|LDARclient/DSA.

If proteCtion is performed on the results, the merging of results shall not be performed.

17 Request Validation procedure

17.1 I ntroduction

The Request Validation procedure is the entry point of the Operation Dispatcher for inputs from DUAs, LDAP clients
and DSAs, preparing such inputs for Name Resolution processing. The function of this procedure is to detect abandon
operations, to perform security checks, to adjust input received from DUASs or LDAP clients so that it may be processed
in the same way as input received from DSAS, to check the arguments of the request for valid syntax and semantics, to
perform loop detection, and to perform other miscellaneous checks. The flow of Request Validation is depicted in
Figure 8.
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Figure 8 — Request Validation procedure

17.2 Procedure parameters

17.21 Arguments

The ipput argument to Request Validation consists of ChainingArguments (except in the case of chainedAbgndon
opergions)ifithe request isreceived from a DSA, and the argument issued by the originator of the request.

17.2.2 ““Results

The output result of Request Validation consists of five possibilities.
a) If the security check fails, an error is returned to the requester.
b) If theinput isan abandon or chainedAbandon operation, the output is the argument of the operation.

c) If the arguments of the request are invalid, then an error is returned to the requester. Depending on local
policy, the DSA may choose whether to return aserviceError or asecurityError.

d) If aloop isdetected, aserviceError with problem loopDetected isreturned to the requester.

e) |If, based on resource problems or policy considerations, the DSA is unable or unwilling to perform the
operation, a serviceError (with problem busy, unavailable, or unwillingToPerform) is returned to the
requester. If relevant, aserviceError with problem dataSourceUnavailable may be returned.
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f)  Inal other cases, the validated input, transformed by addition of ChainingArguments if received from a
DUA or LDAP client or the update of ChainingArguments.tracelnformation if received fromaDSA, is

the output of the procedure and subsequently the input to the Name Resolution procedure.

Procedur e definition

The security check described in 17.3.2 is performed. This may result in the return of an error and the termination of the
Operation Dispatcher.

If the input is an abandon or chainedAbandon operation, only the steps in 17.3.1 are subsequently performed,
otherwise the stepsin 17.3.3-17.3.5 are performed. Subclause 17.3.5 describes the loop detection procedure which may
in the return of an error and the termination of the Operation Dispatcher.

result

Next,rthe-ehee

Dispal

If the
perfol

1731

The @rgument of an abandon or chainedAbandon is passed to the Abandon procedure,~(see 20.5), to proce

aband

1732

If the]l

acasg when it should be present, an error may be returned to the requester. Alternatively, a DSA may perform anyj

locall
17.3.1

17.3.1
If the

cher.

checks in 17.3.2-17.3.6 do not result in the termination of the Operation Dispatcher, the steps’in-17.3
rmed and the procedure terminates with the transfer of its output to the Name Resolution procedure!

Abandon processing

on request.
Security checks

y defined action.
B Input preparation
.1 DUA or LDAP client request

operation isreceived from a DUA or LDAP client, aChainingArguments valueis created as follows:
a) ChainingArguments.originator is set as described in 10.3.

b) ChainingArguments.operationProgress is set to the value of
CommonArguments.operationProgress.

C¢) ChainingArguments.tracelnforfmation is set to a sequence containing a single Traceltem valug
value is constructed as follows. Traceltem.dsa is set to the name of the DSA executing R
Validation. Traceltem.targetObject shall be omitted. Traceltem.operationProgress is set f
incoming value.

d) If the service control of the operation specifies a time limit (the available elapsed time in secon
completion of the-operation), ChainingArguments.timeLimit is set to the (UTC) time by whig
operation shal complete to meet the user's specified time limit.

to thelocdl security policy.

f)  ChainingArguments.nameResolveOnMaster is copied from
CommonArguments.nameResolveOnMaster.

@)¥ ChainingArguments.exclusions, ChainingArguments.entryOnly and

y ation

7 are

55 the

argument to the operation is signed, the signature may be checked. Should the'signature be invalid, or be abgent in

other

This
bguest
o the

is for
h the

€) ChainingArguments.AuthenticationLevel and ChainingArguments.Uniqueldentifier are set according

ChainingArguments.referenceType are copied from CommonArguments.exclus

ions,

CcommonArguments.entryOnly and CommonArguments.reterencelype IT They are present, otn
they are omitted.

h) If the manageDSAIT option is set in the ServiceControls, then:
— thenameResolutionPhase component of operationProgress shall be set to completed;
— thenextRDNToBeResolved component of the operationProgress shall be omitted;
— referenceType shall take the value self;
— entryOnly shall take the value FALSE;
— nameResolveOnMaster shall take the value FALSE; and
— thechainingProhibited option in ServiceControls shall be set;
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— the remaining optional elements of ChainingArguments are omitted, with default values being
assumed where specified.

i) If the manageDSAIT option is not set in the ServiceControls, then the remaining optional elements of
ChainingArguments are omitted, with default values being assumed where specified.

j)  ChainingArguments.SecurityParameters.ProtectionRequest is used to indicate the level of protection
(no signing or signing) to be applied to the results.

17.3.3.2 LDAP request

If the operation is received from an LDAP client, a ChainingArguments value is created as per 17.3.3.1, with the
exception that ChainingArguments.operationProgress shall be set to nameResolutionPhase notStarted, and the
valuesfor ChainingArguments.exclusions, ChainingArguments.entryOnly, and ChainingArguments.referenceType
shall be-emitted:

17.3.3.3 DSA request

If the|operation is received from a DSA, ChainingArguments.tracelnformation is updated by appending a'valuelat the
end of sequence Traceltem. Thisvalue is constructed as follows:

a) Traceltem.dsa is set to the name of the DSA executing Request Validation.

b) Traceltem.targetObject is set to the value of ChainingArguments.targetObject unless the gbject
(or baseObject in the case of a Search operation) of the request,‘argument is identigal to
ChainingArguments.targetObject, in which case Traceltem.targetObject shall be omitted.

¢) Traceltem.operationProgress is set to the value of ChainingArgunients.operationProgress.
If the|operation is received from a DSA, and if ChainingArguments.streamedRésults contains a value greater than or

equal|to 1, then if and only if the DSA understands streamed results and iswilling to accept streamed results f@r this
opergion, increment the value of ChainingArguments.streamedResults by 1.

17.34 Validity assertion

The gperation shall be checked for valid syntax and semantics afits arguments according to the rules contained jin the
clausgs defining each operation (e.g., it should be checked that the nextRDNToBeResolved does not provide a niimber
excegding the number of RDNs in the targetObject). Ifithe request is detected to contain invalid arguments, the
opergion isterminated and an error is returned to the user;-depending on the kind of invalidity detected.

17.3% Loop detection

If any two Traceltem values of ChainingArgumeénts.tracelnformation (as prepared in 17.3.3) are identical, procgssing
of the operation has returned to a previous/state, i.e., a loop has been detected. In this case, a serviceError|(with
problem loopDetected) shall be returned to the requester and the Oper ation Dispatcher terminates.

17.3.6  Unableor unwilling to-pecform

Requgst Validation may assess available resources and determine that the operation cannot be performed. It may also
determine, based on policy‘considerations, that the operation should not be performed. In these cases, a servicgError
(with| problem busy, uhavailable, or unwillingToPerform) may be returned to the requester and the Opefation
Dispatcher terminates:

If aSA by localméans can determine that the problem is related to unavailability of local DIB resources, it shal| send
a seryiceErrornwith problem unavailable, and the notification component of the CommonResults data typg shall
contan:

— adSAProblem notification attribute with the value id-pr-dataSourceUnavailable; and
— adistinguishedName attribute having as value the distinguished name of the DSA.

17.3.7 Output processing

In the final phase of Request Validation the validated input, transformed by addition of ChainingArguments if received
from a DUA or an LDAP client, or the update of ChainingArguments.tracelnformation if received from a DSA, is
returned and employed as input to the Name Resolution procedure.
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18 Name Resolution procedure

18.1 I ntroduction

This clause describes the Name Resolution procedure, its Arguments, Results, and its possible Error conditions. As
shown in Figure 6 (Operation Dispatcher), the Name Resolution procedure consists of two procedures:

—  Find DSE procedure;
—  Name Resolution Continuation Reference procedure.

The Find DSE procedure is described in three flow charts, namely Find DSE, Target Found, and Target Not Found. The
Find DSE procedure matches the target entry name to locally stored DSES, component by component. If the target entry
is found locally, then Find DSE continues with the Target Found sub-procedure, which then calls the Check Suitability
proce'tjure to check the suitability of the found DSE for evaluation. It the target entry 1s not found locally, then Fing DSE
contimues with the Target Not Found sub-procedure prepares Continuation Reference(s) to be added“tp the
NRcoptinuationList for the Name Resolution Continuation Reference procedure to dispatch it.

NOTE 1 — Name Resolution shall perform name matching against multiple distinguished values differentiated-by context, as

described in 9.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2, when determining a match.

NPTE 2 — Name Resolution may fail if a pre-third edition superior DSA holds a subordinate referenceto-an entry held infa later
edition DSA and the RDN for that entry includes contexts. Name Resolution will fail against the shadew copy of an entry when
ar| aternative name is used as a purported name and the shadow entry isheld in afirst or second edition DSA.

18.2| Find DSE procedure parameters

18.2.1 Arguments

The grocedure uses the following arguments:

@) ChainingArguments.tracelnformation;

b) ChainingArguments.aliasDereferenced;

C) ChainingArguments.aliasedRDNSs;

d) ChainingArguments.excludeShadows;

€) ChainingArguments.nameResolveOnMaster;

f)  ChainingArguments.operationProgress (nameResolutionPhase, nextRDNToBeResolved);
g) ChainingArguments.referenceType;

h) ChainingArguments.target@bject;

i) ChainingArguments.relatedEntry;

j)  ChainingArguments-stiteamedResults;

k) the operation type;

[) the operation-argument.

NOTE — Where no actual vaues exist, default or implied values are used, as specified in 10.3.

1822 Results
Therg are two cases of successful outcome from Find DSE (indicated by entry suitable or entry unsuitable):

The ffirst, successful case returns (from the Target Not Found sub-procedure) Continuation Reference(s) in
NRcoptinuationList which is then passed on to the Name Resolution Continuation Reference procedure to ContinTle the
NameResolution phase.

The second successful case returns (from the Target Found sub-procedure) a (reference to a) DSE, which is passed to
one of the Evaluation procedures.

18.2.3 Errors

The following errors may be returned:

a) serviceError: unableToProceed, invalidReference, unavailableCriticalExtension,
requestedServiceNotAvailable;

b) nameError: noSuchObject, aliasDereferencingProblem, contextProblem.
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18.2.4 Global variables

The procedure uses the following global variables:

— NRcontinuationList list to store the Continuation Reference(s) needed to continue name resolution in the
Name Resolution Continuation Reference procedure.

—  StreamedResultsOK to store the determination of whether this DSA may chain streamed results in
response to this operation.

18.25 Local and shared variables

The procedure uses the following local variables:
a i Index used to identify the component of the target name being worked on.

B m _ Thelength of the target object name to be USed 1N name resolution. For operations that name resolve
to the parent entry, i.e., Add Entry, m is set to (the number of RDNsin the target object) — 1. For.@l| other
operations, m is set to the number of RDNs in the target object.

¢) lagEntryFound Index, sothat DSE(lastEntryFound) is the last matched DSE that is of typeentry.
d) latCP Index, sothat DSE(lastCP) isthe last shadowed context prefix encountered:
€) candidateRefs A set of continuation references.

The ghared variable admPoints (defined in Operation Dispatcher) is also used. For convenience, component i pf the
targef object name is denoted as N(i).

18.3 Procedures

NOTE — There are some texts in the flow chart that are only relevant to specific operations. Thisis not shown in the flow harts,
byt is described in the accompanying text.
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18.3.1 Find DSE procedure
See Figure 9.
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Figure 9 —Find DSE procedure
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The target object name is determined as follows:

a)
b)

0)

If thetargetObject is present in the ChainingArguments, the value of that component is used.

If the relatedEntry, but not the targetObject, is present in the ChainingArguments, the baseObject

component of the JoinArgument identified by the relatedEntry is used.
NOTE 1 - Thisisonly relevant for a protected search request.

If neither the relatedEntry nor the targetObject is present in the ChainingArguments, the
(baseObject) component of the operation argument is used.

This procedure attempts to resolve the target object name locally.
Initialize the local variables lastEntryFound and lastCP to 0; admPoints and candidateRefs to an empty

40

1)

set, and initializei to 0.

base

2)
3

4)

5)

6)

7)

Comparei and m. If they are not equal, then continue at step 5).

If they are equal, check if nameResolutionPhase is completed. If not completed, continue.at ]
Not Found sub-procedure.

If the nameResolutionPhase is completed and the manageDSAIT critical extension is’set, then
with entry suitable.

If nameResolutionPhase is completed, then check if any immediate subordinate of DSE(i) isac

prefix (of typecp).

— If one (or more) immediate subordinate DSE(S) is of type cp, then refurn’with entry suitable.
NOTE 2 —Thiscaseisfor List (11) and Search (I1) subrequests.

— If no immediate subordinates of DSE(i) are of type cpi then continue at Target Not
sub-procedure.

Try to find amatch for the (i + 1)-th component of the targét object name with the name of a subor
of the last matched DSE. In the case of i = 0, try to mateh one of the DSEs immediately subordir]

ar get

return

bntext

tound

Hinate
ate to

the root DSE. If no match can be found, continue at Target Not Found sub-procedure. If asingle match is

found, increment i, and store the matched DSE as the'i-th element in the vector of found DSEs.

NOTE 3 — Name matching includes handling of\multiple distinguished values differentiated by context,
known, as described in 9.4 of ITU-T Rec. X.501 [1SO/IEC 9594-2.

If more than one match is found, then retufanameError with problem contextProblem.

where

NOTE 4 —For example, this can be the case when an AttributeTypeAndDistinguishedValue in a purported

name contains multiple distinguished-attribute values differentiated by contexts and different of these
match vauesin different target names.

If i equalsnextRDNToBeResolved, then check if the following two conditions are both met:
— theChainingArgument.nameResolveOnMaster is TRUE;
—  DSE(i) isnot amaster entry.

If both conditions are met, then return serviceError with problem unableToProceed.
NOTE 5 —This'indicates the use of nameResolveOnMaster to avoid multiple paths to the same target objé

Check allthe DSE type bits of DSE(i). For each type hit, some processing is potentially requireg.

action.to take for each type found is given below:
— UHboth the cp and shadow hits are set, then remember the index i in lastCP.

=~V If the admPoint bhit is set, check the administrativeRole operational attribute. If thisis the
an autonomous administrative area, then empty the admPoints list. If thisis the start of one or
specific administrative areas, then check the admPoints list and remove any existing points th

\values

bCt,
The

art of
more
at are

Store

no. Inngpr relevant (i e their roles have heen qlpprepdpd hy the new administrative Inni nt)

DSE (i) in the list.

— If one of the subr, xr, immSupr, or ditBridge bits is set, then generate a continuation reference

using the specificknowledge attribute with operationProgress.nameResolutionPhase Set to
proceeding, nextRDNToBeResolved set to i, targetObject constructed from the resolved
components using primary RDNSs (alternative distinguished values may be included in the RDNSs)
concatenated with the remaining unresolved components, and accessPoints and referenceType set
as appropriate. Add the continuation reference to the list of continuation references in candidateRefs.

If the entry bit is set, then test for i equal to m (and therefore the target object name being
completely matched). If i does not equal m, then remember the found entry by setting
lastEntryFound to i and continue processing the type bits of DSE(i). If i and m are equal, continue at

step 8).
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If the subentry bit is set, then test for i equal to m (and therefore the target object name being
completely matched). If they are equal, then continue at Target Found procedure; if they are not
equal, then return anameError with problem noSuchObject.

If the alias bit is set, test if dontDereferenceAliases is Set.

If dontDereferenceAliases is not set, the aias can be dereferenced. Therefore, set
chainingArguments.aliasDereferenced to TRUE, nameResolutionPhase to notStarted, the name
of the target object to the aliasedEntryName as supplied in the dias entry concatenated with the
remaining unmatched components of the previous target object name (i.e., concatenate with the
(i + 1)-th to m-th component of the previous target object name). Second and subsequent edition
DSAs do not set aliasedRDNs (whereas first edition DSAs set aliasedRDNs to the number of
RDNs in aliasedEntryName). Start Name Resolution again by continuing at step 1).

dantDaorafaran al a caot _than tha nnot-ba-daraef aranced

name has been processed completely by comparing i and m for equality. If they are equal(
name therefore fully matched), then continue at Target Found sub-procedure. If they arenot|equal
(and the name therefore not fully matched), then return nameError with  problem
aliasDereferencingProblem.

For all other possible DSE types, no action is needed. Internally mark that DSE type as progessed
and continue processing the still unprocessed DSE type bits of the DSE(i).

If al type bits of DSE(i) are processed, then continue at step 2).

Check if nameResolutionPhase iscompleted. If it isnot, then continue'atTar get Found sub-proce

If the nameResolutionPhase is aready completed and the manageDSAIT critical extension is sef
return with entry suitable.

Otherwise, check if any of the DSEs immediate subordinate t0 DSE(i) is a Context Prefix (and the
of typecp). If thereis (one or more), return entry suitable. If hone of the immediate subordinate ent]
of type Context Prefix, then return aserviceError with prgblem invalidReference.

NOTE 6 — Thiscaseisfor List (11) and Search (1) subteguiests.

idure.
, then

refore
riesis
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18.3.2 Target Not Found sub-procedure
See Figure 10.
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Figure 10 — Target Not Found sub-procedure
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This sub-procedure is called when the target object name is not found in the local DSA. This sub-procedure determines
the best type of knowledge reference to use to continue name resolution, unless an error is detected in which case the
error is returned.

1) When continuing from Find DSE procedure, distinguish between the three possible phases of the Name
Resolution phase.

— If nameResolutionPhase isnotStarted, continue at step 2).

— If nameResolutionPhase isproceeding, continue at step 8).

— If nameResolutionPhase iscompleted, continue at step 12).

2) If an entry was found (lastEntryFound not equal to 0), set nameResolutionPhase to proceeding and
continue at step 9).

’2) If na entry was found (Imﬂ:nfrylznu |nri—ﬂ)’ then check if the DSA isa First | evel DSA
If itisaFirst Level DSA, then the root DSE does not contain a Superior Reference and thereforeiishot of
type supr. In this case, continue at step 4).

If the DSA isnot aFirst Level DSA, then the root DSE contains a Superior Reference and. thereforg is of

type supr. In this case, generate a Continuation Reference using the superior knowletigé as found |in the

root DSE. Set:

— targetObject to the name of the target object constructed from the resolved components|using
primary RDNs (alternative distinguished values may be included in the . RDNs) concatenated with
the remaining unresolved components;

— operationProgress.nameResolutionPhase to notStarted;

— referenceType to superior; and

— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation’ References in candidateRefs. Contiue at

step 6).

4) Check if the operation was directed to the root entry(m = 0?). If it was, continue at step 5). If it was not,
generate a Continuation Reference using any NSSR/knowledge found in the root DSE. Set:

— targetObject to the name of the target object constructed from the resolved components|using
primary RDNs (alternative distinguished values may be included in the RDNs) concatenated with
the remaining unresolved components;

— operationProgress.nameResolutionPhase to proceeding;

— operationProgress.nextRDNToBeResolved to 1;

— referenceType to nonSpecificSubordinate; and

— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in candidateRefs. Contifiue at

step 6).

5) At aFirst Level/DSA, only List or Search operations may be performed with the root entry ag base
object. Therefore, if the operation was not a List or Search operation, return nameError with prpblem
noSuchObiject. If it wasa List or Search operation, set nameResolutionPhase to completed and feturn
withéntey suitable.

6) Check if there are any Continuation References in candidateRefs. If candidateRefs is empty and
partialNameResolution is FALSE, return nameError with problem noSuchObject. If candidateRefs is
empty and partialNameResolution is TRUE, then in the result set partialName to TRUE,
nameResolutionPhase to completed, and return with entry suitable. Otherwise, continue at step 7).

7) Use a local sdlection function to choose a Continuation Reference from the list of Continuation
References in candidateRefs, add it to the list of Continuation References in NRcontinuationList and
return with entry unsuitable.

8) If the DSA was unable to proceed with Name Resolution (in which case lastEntryFound is less than
nextRDNToBeResolved), continue at step 11). Otherwise, continue with next step.

9) If DSE(i) is a shadow DSE with incomplete subordinate knowledge (subordinateCompletenessFlag is

FALSE), then generate a Continuation Reference from the supplierkKnowledge attribute found in
DSE(lastCP). Set:

— targetObject to the name of the target object constructed from the resolved components using
primary RDNs (alternative distinguished values may be included in the RDNs) concatenated with
the remaining unresolved components;
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18.3.

This
check

10)

operationProgress.nameResolutionPhase to proceeding;

operationProgress.nextRDNToBeResolved to lastEntryFound;

referenceType to supplier; and

accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in NRcontinuationList, and return
with entry unsuitable.

If the last entry found contains a NSSR (DSE(lastEntryFound) is of type nssr), then generate a
Continuation Reference from the NSSR knowledge found in DSE(lastEntryFound). Set:

— targetObject to the name of the target object constructed from the resolved components using
primary RDNs (alternative distinguished values may be included in the RDNs) concatenated with

11)
12)
13)

B Target Found sub-procedure

the-rematthgtnresotved-compenents:
— operationProgress.nameResolutionPhase to proceeding;
— operationProgress.nextRDNToBeResolved to lastEntryFound+1;
— referenceType to nonSpecificSubordinate; and
— accessPoints as appropriate.
Add the Continuation Reference to the list of Continuation References in candidateRefs. Continue at
step 7).
If DSE(lastEntryFound) is not of type nssr, then continue at step 6).
If chainingArguments.referenceType is of type nssr, then continug-at step 13), otherwise at step 12).
Return serviceError with problem invalidReference.

If i + 1 isequa to nextRDNToBeResolved, then the requestiwas routed here due to an NSSR and the
DSA is unable to proceed with name resolution; in¢this case, return serviceError with prpblem
unableToProceed; otherwise continue at step 12).

sub-procedure is entered when the target object name matches with an entry DSE locally. This sub-progedure

44

sif the found entry is suitable for processing the requiest locally (it is shown in Figure 11):
1) Call the Check Suitability procedure.
2) If theentry issuitable (entry suitable);then do the following:

— set nameResolutionPhaséto completed;

— compare the value in ChainingArguments.streamedResults (if present) with the numiyer of
elementsin ChainingArguments.tracelnformation; if equal, set StreamedResultsOK to true] and

—  return entry suitable.

3) If the entry ismot suitable (entry unsuitable), then generate a Continuation Reference using the
supplierkKngwledge attribute found in DSE(lastCP). Set:

— targetObject to the name of the target object constructed from the resolved components|using
ptimary RDNs (alternative distinguished values may be included in the RDNs) concatenated with
the remaining unresolved components,

=V operationProgress.nameResolutionPhase to proceeding;

— operationProgress.nextRDNToBeResolved to m;

— referenceType to supplier; and

— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in NRcontinuationList. Return

entry unsuitable.

NOTE - If the localScope service control is set, however, the DSA could, based on local policies, decide to
consider this entry as suitable and proceed asin step 2).
4) If acritica extension is not supported (unsupported critical extension), then return serviceError with

problem unavailableCriticalExtension.
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Figure 11 — Target Found sub-procedure

| Check Suitability procedure

procedure is called to decide whether a found DSE is suitable for performing the requested operatio
2 12). It takes into account the ChainingArguments, the ServiceContfols, the arguments as supplied by th

X.518_F11

the operation type and the characteristics of the DSE (shadow, subordinaté kinowledge, attributes present, etc.).
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18.3.4.1 Procedure parameters

The input argument to this procedure is:

areferenceto aDSE;

the operation type for which the suitability of the DSE isto be checked,;
the ChainingArguments; and

the operation argument.

The output is either entry suitable, entry unsuitable, or unsupported critical extension.

1) |If the DSE is not of type shadow and it is not of type writeableCopy, then check if all
criticalExtensions are supported. If they are, then return entry suitable, else return unsupported critical
extension

2) TheDSE isof type shadow. Return entry unsuitable, if any of the following istrue:

—  Therequested operation type is a modification operation.
—  Theservice control dontUseCopy is Set.
Otherwise, continue with the next step.

3) IftheDSE isof typewriteableCopy, return entry unsuitableif either of the follewing istrue:

—  The requested operation type is a modification operation and the sexvice’control dontUseCqgpy is
Set.

—  The requested operation type is a query operation and the serice control allowWriteableCagpy is
not set.

Otherwise, return entry suitable.

4) If the service control copyShallDo is set, then check if atycriticalExtensions are supported. If thay are,
then return entry suitable, €lse return unsupported critical extension.

5) If the service control copyShallDo is not set, then check if all criticalExtensions are supported. If they
are, then go to step 5) elsereturn entry unsuitable.

6) Distinguish between operation types:

If List operation, continue at step 6).
If Read operation, continue at step 7)¢
If Search or Compare operation, cantinue at step 8).

7) If theentry has full subordinéte knowledge, the List operation can be performed. In this case, return entry
suitable, otherwise return entry unsuitable.

8) If al the requested attributes are present in the DSE, then return entry suitable. If some attributes are
missing, then determine by loca means whether the shadow copy holds all the attributes held by the
master (e.g., by-reference to the shadowing agreement). If they are, the entry is suitable (return|entry
suitable). Otherwise, the supplier may hold the requested attributes which are not present at the shadow;
in this case-the request has to be chained (return entry unsuitable).

9) If the~Operation is search with searchAliases set to TRUE and the DSE is of type alias then if
chaipingArguments.excludeShadows is FALSE return entry suitable, if it is TRUE return|entry
unsuitable.

10)-If the DSA supports the matching rule for comparing or searching as requested and the operatjon is
compare or search operation with subset of baseObject, then continue at step 7). If the DSA supports
the matching rule and the operation is search with subset onel evel or subtree, then continue gt step
10). Otherwise return entry unsuitable.

11) If chainingArguments.excludeShadows is TRUE, then return entry unsuitable. Otherwise, check the

local understanding of the shadowed information specification against the operation filter and selection.
If al necessary entries and attributes are present, then return entry suitable. If any entry or attribute is

missing, then return entry unsuitable.
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19 Operation evaluation

This clause defines the procedure that a DSA shall follow if the target entry of an operation has been found locally
(during Name Resolution). According to the type of operation, one of the following proceduresisinvoked:

For an addEntry, chainedAddEntry, removeEntry, chainedRemoveEntry, modifyEntry,
chainedModifyEntry, modifyDN or chainedModifyDN operation, the procedures in 19.1 shal be
followed.

For a read, chainedRead, compare or chainedCompare operation, the procedures in 19.2 shall be
followed.

For asearch, chainedSearch, list or chainedList operation, the proceduresin 19.3 shall be followed.

191 rodificatiomprocedure

Accofding to the type of modification operation, the corresponding procedures defined in 19.1.1 through 19:1:4 shal be

followed.

19.1.1 Add Entry Operation

1)

2)

3)

4)

5)

6)

7)

The DSA shal check that the initiator has sufficient access rights, e.g., as‘defined, in 11.1.5 of
ITU-T Rec. X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

The DSA shall assure that an entry with the name of the entry to be.added does not already |exist.
Otherwise, it shall return an updateError with problem entryAlreadyExists. If the superior DSH is of
additional type nssr, the DSA shall follow the procedure defined~in 19.1.5 (Modify Opergtions
and NSSRs) to ensure that the name of the new entry is unambiguous. If the name of the entry|to be
added includes multiple distinguished values differentiated by(context for some attribute in the final
RDN, the DSA shall assure that none of the possible alternative RDNs that may be constructed yields
(regardless of context) a name for an entry that already exists:

If targetSystem is present, and the AccessPoint iSwnot that of the current DSA, go to stepl4). If
targetSystem is not present, or is present and the AcegssPoint isthat of the current DSA, go to step 5).

If the entry is a subentry, the DSA shall returaUpdateError with problem affectsMultipleDSAs. |If the
entry is not a subentry, the DSA has alocal choice as to whether or not it wishes to establish a HOB with
the specified DSA. If it does not, the DSAShall return serviceError with problem unwillingToPerform,
otherwise the DSA shal establish a-hierarchical operational binding (HOB) with the specified
subordinate DSA. If the DOP is supperted, the procedure in 24.3.1.1 shall be followed. Otherwise| local
means are used to establish the HOB. If the subordinate DSA is unwilling to establish the opergtional
binding, aserviceError with-problem unwillingToPerform is returned for the addEntry operation.|If the
HOB is successfully establjshed, continue at step 7).

NOTE 1 — This step.ofithe procedure does not apply to the creation of autonomous administrative aregs in a
subordinate DSA.

The DSA shall ensure that the new entry conforms to the sub-schema, or that the new subentry or OSE of
other types confarm to the system schema (e.g., that the immediate superior DSE of a subentry is df type
admPoint).\f-not, it shall return an appropriate updateError or attributeError, else it shall add the new
DSE. If-entry, continue at step 7). If subentry, continue at step 6). Otherwise, appropriate knowledge
management procedures for the other types of DSE are executed. See Section 6.

TheDSA shall forward, at an appropriate time, a modify operational binding to al relevant suborflinate
BSAs with which it has hierarchical or non-specific hierarchical operational bindings. The rejevant
bindings are those which are associated with naming contexts that are subordinate to the superior|DSE.
Naming contexts whose context prefixes correspond to autonomous admlmsxranve points are not

not supported Iocal means shaII be used to modlfy the RHOBs V

NOTE 2 — An appropriate time is specified by the DSA administrator, and might range from immediately after
(or even before) the operation result is returned to a periodic strategy (e.g., at an appointed hour). The time may
vary depending upon the reason for the modification, e.g., updates to ACI taking immediate effect and changes to
schema being done periodically.

If the added entry or subentry is within the UnitOfReplication of one or more shadowing agreements,
then the shadow consumers shall be updated using the procedures of the Directory information shadow
service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.
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Figure 13 —Add Entry procedure

The>DSA shal check that the initiator has sufficient access rights, e.g., as defined, in 11.2.5 of
ITU-T Rec. X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

The DSA shall ensure that the entry to be removed is a leaf entry. Otherwise, the DSA shall retdirn an
updateError with problem notAllowedOnNonLeaf.

step 6). If entry or alias, continue at step 4). OtherW|se aopropnate knowl edge management procedures
for the other types of DSE are executed. See Section 6.

Remove the entry or alias entry and continue at step 7).

Remove the subentry. At an appropriate time, modify the operational bindings of al relevant subordinate
DSAs with which the current DSA has hierarchical or non-specific hierarchical operational bindings. The
relevant bindings are those which are associated with naming contexts subordinate to the superior DSE.

Naming contexts whose context prefixes correspond to autonomous administrative points are not
relevant. If the DOP is supported, the procedures in 24.3.2.1 and 25.3.2 shall be followed. Otherwise,
local means shall be used. Continue at step 7).
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6)

7)

Remove the naming context. If the DSA has a hierarchical operational binding for this naming context, it
shall terminate the hierarchical operational binding with itsimmediately superior DSA. If the DSA has a
non-specific hierarchical operational binding for this naming context, and this is the last naming context
of the non-specific hierarchical operational binding, then it shall terminate the non-specific hierarchical
operational binding with its immediately superior DSA. If the DOP is supported, the procedures
in 24.3.3.2 and 25.3.3.2 shall be followed. Otherwise, local means are used to terminate the RHOB.

If the removed naming context, entry, alias entry or subentry was within the UnitOfReplication of one or
more shadowing agreements, then the shadow consumers shall be updated using the procedures of the
Directory information shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

If the removed subordinate or non-specific subordinate reference in the immediately superior DSA
(whose RHOB was terminated), was within the UnitOfReplication of one or more shadowing
agreements, then the shadow consumers shall be updated using the procedures of the Directory

hierarchical binding

information shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.
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Figure 14 — Remove Entry procedure

Modify Entry Operation

1)

2)

The DSA shall check that the initiator has access rights, e.g., as defined, in 11.3.5 of ITU-T Rec. X.511 |
ISO/IEC 9594-3. If not, an appropriate error is returned.

The modifications to the entry or alias shall conform to the sub-schema. The modification to a DSE of
other types, including subentry, shall conform to the system schema. Otherwise, the DSA shall return an
appropriate updateError or attributeError. After performing the modifications, if the target DSE is of
type subentry, continue at step 3); if the target DSE is of type entry or alias, continue at step 4);
otherwise, appropriate knowledge management procedures for the other types of DSE are executed. See
Section 6.
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The DSA shall, at an appropriate time, modify the operational bindings with all relevant subordinate
DSAs with which it has hierarchical or non-specific hierarchical operational bindings. The relevant
bindings are those which are associated with naming contexts that are subordinate to the administrative
point that the modified subentry islocated below. Naming contexts whose context prefixes correspond to
autonomous administrative points are not relevant. If the DOP is supported, the procedure in 24.3.2.1
and 25.3.2 shall be followed. Otherwise, local means are used.

If the modified entry, alias entry or subentry was within the UnitOfReplication of one or more
shadowing agreements, then the shadow consumers shall be updated using the procedures of the
Directory information shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

I Enter I
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Figure 15— Modify Entry procedure

The DSA shall check that the initiator has sufficient access rights, eg., as defined in 11.4.5 of
ITU=-F.Rec. X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

[f.the operation is either to move an entry or to both move an entry and change its Relative Distingdished
Name, go to step 3). If the operation isto only change the Relative Distinguished Name of an entry) go to
step 4).

The. npnrnfinn shall he pnrfnrmnrl :mr‘nrrling to—the definition—in-11.4.1 of 1TU-T Rec— X511 |

4)

ISO/IEC 9594-3. If either the old superior, the new superior, the entry or any of its subordinates are not
in this DSA, or if the new superior has NSSRs, then the operation shall be rejected with updateError
with problem affectsMultipleDSAs. The DSA shall ensure that no other entry with the new name
dready exists. Otherwise, it shal return an updateError with problem entryAlreadyExists. The DSA
shall ensure that the new name of the entry conforms to the subschema. Otherwise, it shal return an
appropriate attributeError or updateError. If none of these problems arise, then move the entry
(changing the RDN if required) and go to step 9).

The following text is applicable to changing the relative distinguished name of an entry, which may or
may not be aleaf entry, and which may or may not have one or more subordinates in one or more DSAS.
The DSE type of the entry to be renamed is checked. If subentry, continue at step 7). If cp, continue at
step 6). If entry or alias, continue at step 5).
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5)

6)

The DSA shall ensure that no other entry with the new name already exists. Otherwise, it shall return an
updateError with problem entryAlreadyExists. If the superior DSE of the entry to be renamed is of
additional type nssr, the DSA shall follow the procedure defined in 19.1.5 (Modify Operations and
NSSRs) to ensure that the new name of the entry is unambiguous. If the new name includes multiple
distinguished values differentiated by context for some attribute in an RDN, the DSA shall assure that
none of the possible RDNs that may be constructed yields (regardless of context) a name for an entry that
aready exists. The DSA shall ensure that the new name of the entry conforms to the subschema.
Otherwise, it shall return an appropriate attributeError or updateError. Rename the entry or alias entry.
If the entry is a non-leaf entry and has subordinates in other DSAS, continue at step 8), otherwise
continue at step 9).

The DSA shall ensure that the new name of the naming context conforms to the subschema; otherwise, it
shall return an appropriate attributeError or updateError.

7)

8)

9)

If the DSA has a HOB with the superior DSA, then the subordinate DSA shall attempt to medify the
HOB before responding to the Modify DN operation. The superior DSA shall ensure that no.other| entry
with the new name aready exists, before accepting the modification. If the DOP is sypportef], the
procedure in 24.3.2.2 shall be followed. If the DOP is not supported, it is alocal matter how the HOB is
modified and the new name is checked for uniqueness. If the HOB is successfullyi\riodified, apd the
naming context has subordinate naming contexts in other DSAS, go to step 8); otherwise, go to steg 9). If
the HOB cannot be modified, return updateError with problem affectsMultipleDSAS.

If the DSA has a NHOB for this naming context with the superior DSA, then-how duplicate entrigs are
detected is outside the scope of this Directory Specification. Rename the entry. If the naming context has
subordinate naming contexts in other DSAS, go to step 8); otherwise, go.to step 9).

The DSA shall ensure that the new name of the subentry conforms'to the system schema. Otherwjise, it
shall return an appropriate attributeError or updateError. The DSA shall ensure that no other sulpentry
with the new name aready exists. Otherwise, it shall return an updateError with prpblem
entryAlreadyExists.

The DSA shall, at an appropriate time, modify the operational bindings of all relevant subordinate DSASs
with which it has hierarchical or non-specific hierarchical operational bindings. The relevant bindi
those which are associated with all naming contexts that are subordinate to the entry being ren

Naming contexts whose context prefixes-correspond to autonomous administrative points afje not
relevant. If the DOP is supported, the procedures in 24.3.2.1 and 25.3.2 shall be followed. Othefwise,
local means shall be used to update they\RHOBS.

If the renamed naming context,-entry or any of its subordinates, alias entry or subentry is withjn the
UnitOfReplication of one or-more shadowing agreements held by the DSA, then the shadow consiimers
shall be updated using the-procedures of the Directory information shadow service specified in
ITU-T Rec. X.525 | ISOMEC 9594-9.

If the entry, alias-entry or subentry was within the UnitOfReplication of one or more shadpwing
agreements held by-the DSA, and the superior of the renamed entry, alias entry or subentry is not yithin
this UnitOfReplication, the shadow consumers shall be updated using the procedures of the Dirgctory
shadow servige specified in ITU-T Rec. X.525 | ISO/IEC 9594-9; in this case the shadowed entry gnd all
its subordinates shall be removed.

If theentry, alias entry or subentry was not within the UnitOfReplication of one or more shadpwing
agreements held by the DSA, and the renamed entry, alias entry or subentry is now withip this
WhitOfReplication, the shadow consumers shall be updated using the procedures of the Dirgctory
shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9; in this case the shadowed entry gnd all
its subordinates shall be shadowed.

IT the renamed supordinate reference 1n the rmmediately supertor DoA [whose HOB WasS modit edin
step 6) above] is within the UnitOfReplication of one or more of its shadowing agreements, then the
shadow consumers shall be updated using the procedures of the Directory information shadow service
specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

If components of a RHOB with a subordinate DSA [as modified in step 8) above] are within the
UnitOfReplication of one or more shadowing agreements held by the subordinate DSA, then the shadow
consumers shall be updated using the procedures of the Directory information shadow service specified
inITU-T Rec. X.525 | ISO/IEC 9594-9.
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Figure 16 —Modify DN procedure

19.1.5 Madify operations and Non-Specific Subor dinate References

If aDSA has NSSRs and does not know the complete set of names of the subordinates of an entry, to which either:
a) anaddEntry operation has been directed; or
b) amodifyDN operation has been directed,

then the DSA may perform the following set of procedures prior to performing the operation.

1) If the chainingProhibited service control option is set on the addEntry or modifyDN operation, return
updateError with problem affectsMultipleDSAs.

2) If the DSA is unwilling or unable to multi-chain outgoing requests, return serviceError with problem
unwillingToPerform or unavailable, respectively.
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3) The DSA shall multi-chain a chainedReadEntry operation to each master DSA in the set of
accessPointinformation of the NSSR. (The DSA shall only use the master DSA from each
MasterAndShadowAccessPoints due to transient inconsistency caused by shadowing.) The parameters
of the Read Argument shall be set as follows:
object to either the name of the entry to be added (in the case of addEntry), or to the proposed name

of an existing entry (in the case of modifyDN).
selection the object class attribute.
The parameters of CommonArguments shall be set asfollows:
— setthedontDereferenceAliases service control option;
— set OperationProgress.nameResolutionPhase to completed.
Thc palcullauauf \/:Iaillillylc\lgulllclltb oha“ bcﬁ anU::UVVO.
— setoriginator to the name of the originator;
— targetObject isomitted;
— set OperationProgress.nameResolutionPhase to proceeding and nextRDNToBeResolved to
(number of RDNs in the object name) — 1;
— Settracelnformation to an empty sequence;
— setreferenceType to nonSpecificSubordinate;
— timeLimit, as appropriate according to the incoming request.
Other parameters, e.g., SecurityParameters, may be set as appropriate) e.g., by local policy.

4) The DSA waits for the complete set of responses. If any of the response is a ReadResult, then ar] error
shall be returned asin 6) below.

5) If all responses are serviceError with problem unableToProceed, operation evaluation may procegd.

6) If aReadResult isreturned, an updateError with problem entryAlreadyExists shall be returned fpr the
original operation.

7) If any other eror is returned to thexreadEntry request, a serviceError with prpblem
unwillingToPerform shall be returned.

The DSA receiving the chainedRead request shall givearesponse according to the presence or not of the entry, and its
access control policy.

19.2 Single entry interrogation procedure

The qperations read, chainedRead, compare, and chainedCompare fall into the group of single entry interrogation
procedures. These procedures contain.anly the following three steps:

1) Check access control, as described in clause 9 of ITU-T Rec. X.511 | ISO/IEC 9594-3. If the operation is
disallowed, retarn the appropriate security error.

2) Perform the'operation on the found DSE as described in clause 9 of ITU-T Rec. X.511 | ISO/IEC 9%94-3.

3) Preparéthereply, and return.

19.3 Multiple entry interrogation procedure
Accolding to the type of interrogation operation (list or search), the corresponding procedures defined in 19.3.1
and 1p3.2 shall be followed.

19.31 List procedures

This subclause specifies the evaluation procedure specific to list and chainedList operations.

The List (1) Procedure shall be followed when the List request's operationProgress.nameResolutionPhase component
is set to notStarted or proceeding and when the DSA, after performing Name Resolution, finds that it holds the base
object. The List (11) Procedure shall be followed when the List request's nameResolutionPhase component is set to

completed.
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19.3.1.1 Procedure parameters

19.3.1.1.1 Arguments

The arguments that are used by this procedure are:

19.3.1.1.2 Results

the ListArgument;
the target DSE €;

operationProgress of the chainingArgument.

If this procedure is successfully executed, it returns:

19.3.1

19.3.]
The Ll

1)
2)

3)

ok £ Lo P H oy £ H [N P 4 1 Lo -
A STl Ul SUDUIUImicdltco Ul © T iistinimru. SubuUTuUITIidilcs,
limitProblem indicated in partialOutcomeQualifier;
aset of continuation references in SRcontinuationList.

.2 Proceduredefinition

|.2.1 List (1) procedure

ist (1) procedure consists of the following steps as depicted in Figure 17:
If the service control subentry is set, then go to step 5); otherwise, go to-step 2).

If DSE e is of type nssr, then add a Continuation Reference to SRcontinuationList with the foll
components:

For each DSE € immediately stibordinate to DSE e execute the following steps:

a)

b)

targetObject to the primary distinguished name of the DSE e (alternative distinguished valug
be included in the RDNSs);

aliasedRDNs absent;

operationProgress with nameResolutionPhase set to completed and nextRDNtoBeRes
absent;

rdnsResolved absent;
referenceType set to nonSpecificSubordinate;

accessPoints set to a set ‘of JaccessPointinformation each derived from a value ¢
nonSpecificKnowledge attfibute of DSE e.

Check the ACI in e\ if available. If the ACI disallows listing the RDN of e, then skip this D
the ACI is not available (for example in the case of subordinate references and glue), then
local policy whether to proceed.

Check all the DSE typesof €.
i) Me-isof type subr, then there are two cases. In the first case, the subordinate entry's A(

plved

f the

SE. If
tisa

Ul and

object classis available locally, in which case, based on local policy and the ACl's permifssion,

add the RDN of €' to listinfo.subordinates with aliasEntry set to TRUE if € isof types
fromEntry set FALSE. The other case is when the ACI of the entry is not available in
which case add a Continuation Reference to SRcontinuationList with the foll
components:

h, and
e, in
bwing

— targetObject to the primary distinguished name of the DSE e (aternative disti ngtllished

valuas mgy haeincluded-inthe Dnl\lc-)-
V-arHEeSHay-Be-HiG HRE-=EHNS)S

— aliasedRDNs absent;

— operationProgress with  nameResolutionPhase set to completed
nextRDNtoBeResolved absent;

— rdnsResolved absent;

— referenceType set to subordinate;

and

— accessPoints set to the value contained in the specificKnowledge attribute of DSE €'
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ii) If the DSE € is of type entry or glue, then add the RDN of € to listinfo.subordinates with
aliasEntry set to FALSE and fromEntry set according to whether € isacopy.

NOTE — In the case that € isglue, it must have one or more subordinates which implies it cannot be an
aliasin the master DSA. Also, any ACI relevant to the List operation is stored in this DSE, supplied via
the shadowing protocol.

iii) If the DSE € isof type alias, then add the RDN of € to listinfo.subordinates with aliasEntry
set to TRUE, and fromEntry set according to whether € isa copy.

¢) Check if time, size or administrative limit is exceeded. If so, set limitProblem accordingly in
partialOutcomeQualifier and return.

d) Continuefrom step 3) @) until al subordinate DSEs have been processed.
4) If al subordinates DSEs have been processed, return to the Operation Dispatcher.
5) For each subentry e immediately subordinate to DSE e, execute the following steps:

a) Check the ACl ine. If the ACI disallowslisting the RDN of €, then skip this DSE. Otherwisg, add
the RDN of € to listinfo.subordinates with aliasEntry set to FALSE and fromEntry set according
to whether € isacopy.

b) Check if time, size or administrative limit is exceeded. If so, set limitProbleém accordingly in
partialOutcomeQualifier and return.

6) Return to the Operation Dispatcher.
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|.2.2 List (1B),procedure
ist (11) procedure consists of the following steps as depicted in Figure 18:

DSE type Yes Add a continuation reference
of target = > with all APIs contained in
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W SF\.UIIL;IIUOL;UIIL.EL
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next e prdcessed
setlimitProblem of
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Availability of ACI OK
and local policy

A 4
v

Not OK ] ]
Adda continuation reference from

access point information in
specificKnowledge attribute
to SRcontinuationList

X.518_F17

Figure17 —List (1) procedure

For each DSEs ¢ immediately subordinate to DSE e, execute steps 1), a) to 1), d):
a) |If ¢ isnot an entry or alias, continue with the next immediate subordinate.

b) Check ACI in €. If the operation is disallowed by the ACI, continue with the next immediate
subordinate of e.

¢) Add the RDN of DSE € to listinfo.subordinates, with the aliasEntry component of
listinfo.subordinates according to whether € is an aias, and the fromEntry component set
depending on whether € is a copy or not. Ignore those DSEs of type shadow or writableCopy, if
excludeShadows is TRUE.

d) Check if time, size or administrative limit is exceeded. If so, set the limitProblem of
partialOutcomeQualifier accordingly and return.

€) Continuefrom step 1) @) until al subordinate DSEs have been processed.
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2) If al subordinate DSES have been processed, check if this subrequest came from DAP or DSP. In case
this subrequest is submitted via DAP, and the ListResult is empty, then return a serviceError with
problem invalidReference to the Operation Dispatcher. Otherwise, the ListResult isreturned.

NOTE —invalidReference is used as a security precaution in case the user does not have access to the

superior entry. If the superior's entry ACI is available (provided by the RHOB), then a null result may be
returned if allowed.

( ] ( TistResult ]
Enter

Return
ServiceError

. . N result?
invalid reference

Process each DSE e' immediately subordinate to DSE e

All es
N processed
ext e'
set limitProblem of
partialOutcomeQualifier
Check Fails
g ACI

Time,
size, administrative
limit exceeded?

Yes

X.518_f18
OK

Add RDN of e' to listinfo. Set aliasEntry
and fromEntry according to DSE type

Figure18 —List (I1) procedure

19.3.2  Search procedures
This subclause specifies the evaluatioh procedure specific to search and chainedSearch operations.

The Sear ch-rule-check ) procedure shall be followed when the search request's
operationProgress.nameRe&solutionPhase component is set to notStarted or proceeding and when the DSA| after
perfofming Name Resolution, finds that it holds the target object. If this procedure returns an error, return with that
error.|Otherwise, the Search (1) procedure shall be followed.

The Jear ch-rule-ctieek (11) procedure shall be followed when the search request's nameResolutionPhase component is
set tolcompleteéd I this procedure returns an error, return with that error. Otherwise, the Search (I1) procedure shall be
followed.

NOTE ~When nameResolutionPhase is completed, the target object is expected to be the immediate superior of a gontext
prefix.

19.3.2.1 Procedure parameters

19.3.2.1.1 Arguments

The arguments that are used by this procedure are;
— theSearchArgument;
— thetarget DSE €;
— operationProgress of the ChainingArguments;
— exclusions of the ChainingArguments (alist of RDNsto exclude from search);

— tracelnformation of the ChainingArguments;
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searchRuleld of the ChainingArguments;

chainedRelaxation of the ChainingArguments; and

relatedEntry of the ChainingArguments.

If this procedure is successfully executed, it returns:

19.3.

19.3.1
This

aset of matched Entriesin searchResult.entryinformation;

alreadySearched in ChainingResults;

dependent on conditions, a count in the partialOutcomeQualifier.entryCount; and

aset of continuation references in SRcontinuationList.

.2 Procedure definition

2.1 Related Entry Argument procedure

brocedure is only relevant if the search request has a joinArguments component and ChainidgArgumerjts (if
any) dloes not have arelatedEntry component.

1) If the search request is protected, generate a DSP request for each element™of the joinArguments
component each including the original DAP request or LDAPMessage. The'€hainingArgumentq shall
be asfollows:

— if the incoming request has a ChainingArguments with component originator, the value gf this
component is copied into the originator component of generated requests; otherwise, the use of this
component is determined by local security policy;

NOTE — The receiving DSA may not be able to make useofthe name given in this component, as it is from
aseparate DIT.

— theoperationProgress component shall be omitted-or set to default value;

— the tracelnformation, aliasDereferenced, * aliasedRDNs, returnCrossRefs, entryOnly,
exclusions, nameResolutionOnMaster,SearchRuleld, chainedRelaxation components shgll be
omitted; and

— the relatedEntry component is set“to a value corresponding to the relative position of the
JoinArgument that applies to~the DSA to which the request is forwarded; where the first
JoinArgument is given the value O, the next one the value 1, etc.

2) If the incoming search request’is not protected, generate a DSP request for each element ¢f the
jointArguments component'where the SearchArgument shall be generated as follows:

— the baseObject .component shall be copied from the joinBaseObject component df the
corresponding JoinArgument;

— the subset. component shall be copied from the joinSubset component of the correspdnding
JoinArgument;

— thefitfercomponent shall be copied from the filter component of the corresponding JoinArgument;
and

— _the remaining components shall be as in the original request, except that the joinArguments and
joinType components shall be omitted.

The ChainingArguments shall be as above for protected requests, except that the relatedEntry

component shall be omitted.

3—CatttheOperatiom Disparcher for eactrequest to-betocatty tontimoed:

4) If the Operation Dispatcher returns areferral error, or busy, or unavailable errors then add (or make and
add) the continuation reference to partialOutcomeQualifier of SearchResult, and return.

5) If the Operation Dispatcher returns other errors, discard it and return.

6) If the Operation Dispatcher returns a SearchResult, then:

i)

i)

If the result issigned, add it to uncorrelatedSearchinfo in SearchResult.

If the result is not signed, perform the join process as specified in ITU-T Rec. X.
|SO/IEC 9594-3.
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19.3.2.2.2 Search-rule check procedure (1)

This procedure is only relevant, if the DSA supports service specific administration areas.

If the searchRuleld component is present in the ChainingArguments, the operation is the result of an aias
dereferencing procedure during a previous evaluation phase. Then, if the target DSE is within a service specific
administrative area having a different dmdid, or if the target DSE is outside a service specific administrative area,
return with an unwillingToPerform service error. Otherwise, select the appropriate search-rule based on information in
searchRuleld and return.

NOTE 1 — Service administration has been defined as a critical extension. When a DSA, which does not support service

administration, receives a chained search request with a searchRuleld component, it will return a serviceError with problem
unavailableCriticalExtension.

If the searchRuleld is not present and the target DSE is outside a service specific administrative area; or if it is within

such én area, but no subentries are associated with that area, return.
If theltarget DSE is within a service specific administrative area and the tracelnformation reveals that the operati¢n has
been |n a previous evaluation phase, return with an unwillingToPerform service error.
NQTE 2 —This is the situation where a search has started its initial evaluation outside a service specific administrative ara and
ngw attempts to spread into a different service specific administrative area.
Othenwise, the following procedure is followed:

1) Locate al search-rules associated with the target DSE, i.e., al search-rules,in-service subentries having
the target DSE within its subtree specifications (e.g., by use of the searehRulesSubentry opergtional
attribute). These search-rules are in the following called candidate-search-rules. If there are nq such
search-rules, generate a service error with problem requestedSérviceNotAvailable, include info the
notification component of the CommonResults asearchServiceProblem attribute with the valuejid-pr-
unidentifiedOperation, and return.

2) If theserviceType and/or the userClass service controlsare‘included in the search request, elimingte all
search-rules not complying with those service controlsfrom the candidate-search-rules. If that leavies the
list empty, generate a service error with problémJrequestedServiceNotAvailable; include in the
notification component of the CommonResults _the information as detailed below and return:

— asearchServiceProblem attribute with the'value id-pr-unidentifiedOperation;

— if the serviceType service control wasincluded in the search request, a serviceType attributg with
the value of that service control.

3) Split the candidate-search-rule list upinto four lists (some of which may be empty):

— aGoodPer mittedSR list:containing all the candidate-search-rules to which the requester has ihvoke
permission and with which the search request complies according to the search-validation progedure
specified in clause 13 of ITU-T Rec. X.511 | ISO/IEC 9594-3;

NOTE 3 - Ifthislist is not empty, thereis no reason to create the other lists.

— aMatchProblemSR list containing al the candidate search-rules to which the requester has ihvoke
permission_and with which the search request complies except for matchingUse in one or|more
request-attribute-profiles,

— aBadPermittedSR list containing all the candidate-search-rules to which the requester has invoke
permission but with which the search request does not comply;

< )'a DeniedSR list containing all the candidate-search-rules to which the requester does not| have
invoke permission.

4)" |If the GoodPermittedSR list contains one or more empty search-rule, select using local algorithm pne of
these empty search-rules as the governing search-rule and return.

5) If the GoodPermittedSR list is not empty, discard all search-rules except those with the highest
userClass indication.

6) Select one of the remaining search-rule in the GoodPer mittedSR list as the governing-search-rule, using
local algorithm, and return.

NOTE 4 — If in the list above there are severa search-rules to select from, the implementation should log the
incident for administrative attention, as the search-rule definitions probably need re-working.

7) If the MatchProblemSR list is not empty, select one of its search-rules following an algorithm similar to

the one specified in 5) and 6) above; generate a service error and associated information as detailed

in 13.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3, and then return.
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8) If the DeniedSR list is empty, continue with 10); otherwise, discard any search-rule from the list with
which the search request does not comply and discard any empty search-rule. If the list is now empty,
continue with 10); otherwise generate a service error with problem requestedServiceNotAvailable;
include in the notification component of the CommonResults the subcomponents detailed below, and
return:

— asearchServiceProblem attribute with the value id-pr-unavailableOperation;

— if al the remaining search-rules in the DeniedSR list have the same value in the serviceType
component, aserviceType attribute with that value.

9) If the BadPermittedSR is empty, generate a service eror with  problem
requestedServiceNotAvailable; include into the notification component of the CommonResults the
subcomponents detailed below and return:

= asearchServiceProblem aitribute with the value id-pr-unidentifiedOperation.

10) For each numbered item in the procedure in 13.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3 taken in prder,
check the search request against the remaining search-rules in BadPer mittedSR, and then for each jtem:

— if the search complies with the item for some search-rules, but not for al search-rules, discard the
search rules with which it does not comply;

— if the BadPermittedSR now only holds one search-rule, perform the procedure specified in
clause 13 of ITU-T Rec. X.511 | ISO/IEC 9594-3, and return;

—  otherwise, the next item is checked.

11) If the BadPermittedSR now only holds search-rules with which the search does not comply according to
the procedure so far, generate a service error with problem requestedServiceNotAvailable; incliide in
the notification component of the CommonResults the subcomgonents detailed below and return:

— asearchServiceProblem attribute with the value id-pr-unidentifiedOperation;

— if al the search-rules in BadPer mittedSR specifiesthe same service-type, a serviceType attribute
with that service-type as value.

12) For each numbered item in 13.2 of ITU-T Rec. X511 | ISO/IEC 9594-3 taken in order, check the $earch
reguest against the remaining search-rulesin BadPer mittedSR, and then for each item:

—  if the search complies with the item for some search-rules, but not for all search-rules, disceyd the
search rules with which it does not.comply;

— if the BadPermittedSR now+enly holds one search-rule, perform the procedure specified in
clause 13 of ITU-T Rec. X.51%| ISO/IEC 9594-3, and return;

—  otherwise, the next item’i's checked.

13) For each numbered itemin 13.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3 taking in order, check the gearch
reguest against the remaining search-rulesin BadPer mittedSR, and then for each item:

— if the search complies with the item for some search-rules, but not for all search-rules, disceyd the
search ruléswith which it does not comply;

— if the'BadPermittedSR now only holds one search-rule, perform the procedure specified in
clause413 of ITU-T Rec. X.511 | ISO/IEC 9594-3, and return;

— otherwise, the next item is checked.

14) Generate a service error with problem requestedServiceNotAvailable; include in the notifigation
component of the CommonResults the subcomponents detailed below and return:

— asearchServiceProblem attribute with the value id-pr-unidentifiedOperation;

—fat-thesearchrrotes i BadPermitted SRspecifres thesameservicetypearservice Type—=ttribute
with that service-type as value.

19.3.2.2.3 Search-rule check procedure (11)
This procedure is only relevant, if the DSA supports service specific administrative areas.

If the searchRuleld is not present, and all the immediate subordinate entries (context prefixes) of the target DSE are
service specific administrative points, then return with a serviceError with problem unwillingToPerform. If, however,
some of the subordinate entries are not service specific administrative points, then select the corresponding naming
contexts for the search evaluation and return.
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If the searchRuleld is present, each subordinate entry of the target DSE is checked to verify that it is within the same
service specific administration area as the target DSE. If not, the corresponding naming context is excluded from the
search. If there are remaining naming contexts (including ones in the performing DSA) in which the search can
continue, select the search-rule identified in searchRuleld and return. If there are no remaining naming contexts in
which the search can continue, generate aserviceError with problem unwillingToPerform and return.

NOTE — The latter should not occur if knowledge information is consistent between the DSA and the DSA holding the superior
naming context.

19.3.2.2.4 Entry information selection

For matched entries and for entry selected as part of hierarchy selection, attribute information is selected as the
intersection of:

a) what is specified by the searchArgument.selection, possible modified by the default context
specifications, and for matched entries also by the searchArgument.matchedValuesOnly;

b) what is determined by the governing-search-rule (if any).
This entry information is added to the list of entries in sear chResult.entryl nfor mation.

Only jgdd attributes whose size (type and all values) is not greater than the attributeSizeLimit.

19.3.2.2.5 Search (1) procedure

This s a recursive procedure that applies to a search request that starts at a given targetientry e. It searches thetarget
entry Je and then processes the DSEs immediately subordinate to e. The procedure is invoked by itself recursively jin the
case that awhole subtree is to be searched. The procedure consists of the following steps as shown in Figure 19:

1) If the type of DSE eis of type cp (a DSE at a context prefix), check if any element of the exclusions
argument is a prefix of the DN of e.

a) |If so, return.
b) Else, call Check Suitability.

i) If e is unsuitable, make a continuationReference as follows and add |t to
SRContinuationList:

— targetObject set to the DN of BSE ;

— operationProgress  with\~ nameResolutionPhase set to proceeding | and
nextRDNtoBeResolved set to the number of RDNsin e;

— all other componentslef continuationRefer ence are unchanged.

Then return.

NOTE 1 - Thisisthe only place when asearch subrequest is chained to a shadow's supplier. I other
words, thetarget object for such a chained subrequest is always a context prefix.

ii) Else, addtheDistinguished Name of eto alreadySearched in ChainingResults.

NOTE2 —alreadySearched only contains context prefixes.
2) If eisof typéalias and searchAliases in SearchArgument iS TRUE, then call Search Alias procedufe and
then returh:

3) If subsetisonelLevel, then proceed to step 6).

NOTE 3 — The e cannot be subordinate incomplete at this point since the Check Suitability at the context|prefix
should have ascertained that this cannot happen.

4)~1f subset isbaseObiject, or if entryOnly is TRUE then continue with this step; otherwise, go to step 5).

If one of the following is true:

a) eisof typesubentry and the service control subentry is set; or
b) eisnot of type subentry and the service control subentry is not set, then do the following steps:
i) Check ACI. If the operation is disallowed, return.

i) Apply the filter argument specified in the SearchArgument.filter to the DSE e. Ensure that
access to all attributes used in the filter is permitted as defined in ITU-T Rec. X.501 |
ISO/IEC 9594-2. If the filter matches and if the entry is not excluded due to hierarchy
selection, add the attribute information as specified in 19.3.2.2.3.

iii) If the hierarchySelection search control is included in the search request (possibly modified
by a search-rule specification), the entry is part of a hierarchical group having more than one
member, and more than the self indication is set, then call the Hierarchy Selection (1) procedure.
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Then return.

If subset issubtree (and entryOnly is hot TRUE), and in addition one of the following is true:

a) eisof typesubentry and the service control subentry is set; or

b) eisnot of type subentry and the service control subentry isnot set, then do the following steps:
i) Check ACI. If the operation is disallowed, go to step 6).

ii) Apply the filter argument specified in the SearchArgument.filter to the DSE e. Ensure that
access to al attributes used in the filter is permitted as defined in ITU-T Rec. X.501 |
ISO/IEC 9594-2. If the filter matches and if the entry is not excluded due to hierarchy
selection, add the attribute information as specified in 19.3.2.2.3.

iii) If the hierarchySelection search control is included in the search request (possibly modified
member, and more than the self indication is set, then call the Hierarchy Selection (1) praceédure.
iv) Proceed to step 6).

6) If e is of type nssr, then add a Continuation Reference to SRcontinuationList with<the follpwing
components:

— targetObject to the primary distinguished name of the DSE e (aternative distihguished values may
beincluded in the RDNS);

— aliasedRDNs absent;

— operationProgress with nameResolutionPhase set to compléeted and nextRDNtoBeResplved
absent;

— rdnsResolved absent;

— referenceType set to nssr;

— accessPoints set to AccessPointinformation “derived from the vaue(s) found im the
nonSpecificKnowledge attribute.

7) Process al DSEs € that are located immediatelyzsubordinate to the target DSE e until all suborglinate
DSEs have been processed. If e is within a service specific administrative area, only those immediately
subordinate DSEs that are part of the same sefvice specific administrative area shall be processed. [If e is
outside a service specific administrativenarea, those immediately subordinate DSEs that are parf of a
service specific administrative area shall not be processed. During this loop, if the list of matched gntries
in searchResult.entryinformation exceeds the size limit, or time or administrative limit is exageeded
then set limitProblem accordingly,in partialOutcomeQualifier and return.

NOTE 4 — The check for size limit is also implicitly applied every time searchResult is updated.

a) Ifthe DSE e isof type subr, is not of type cp, and is not representing a subordinate entry thet isa
service specificadministrative point, then add a Continuation Reference to SRcontinuationLig with
the following(Coniponents:

— targ€etObject to the primary distinguished name of the DSE e (alternative distinguished yalues
may_be included in the RDNs);
— (aliasedRDNs absent;
~ "~ operationProgress with nameResolutionPhase set to  completed and
nextRDNtoBeResolved absent;
— rdnsResolved absent;
— referenceType set to subr;
- accesskoints Set 10 e aCCess point rrormation contained In the speciticknow edge
attribute of DSE €.
NOTES5-If € is of both type cp and subr, a search subrequest can be generated potentialy from
either the subordinate reference or the supplier knowledge, but not both. This procedure uses the latter
(supplier references found in cp).
b) For al cases:
i) If subsetisoneLevel, set entryOnly to TRUE.
ii) Recursively execute Search (1) procedure for target DSE €.
8) If all subordinates have been processed, return to the Operation Dispatcher for further processing.
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19.3.2.2.6 Search (I1) procedure

This procedure applies if asearch request is processed that originated from a request decomposition at the DSA from
which the request was received. The procedure processes the DSEs below the target DSE e and calls the Search (1)
procedure for each object entry:

1)

2)
3)
4)

Process all DSEs e that are located immediately subordinate to the target DSE e until all subordinate
DSEs have been processed. When al subordinates have been processed, return to the Operation
Dispatcher for further processing.

If the DSE is not of type cp then ignoreit. Return to step 1).
Call Check Suitability. If suitable go to step 4); otherwise, ignore it and return to step 1).
Execute the Search Procedure (1) for the DSE € as described in 19.3.2.2. If the DSE is of type alias and

o JE when
[ Enter J

All'es
processed
Process each DSEs e' of type cp immediately subordinate to DSE e
Next e'
Call Check Suitability procedure entry y
unsuitable
. Return

entry suitable

One level
search?

dse type
= alias

entryOnly =
TRUE

A 4

Call Search precedure(l) with DSE e'

19.3.2.2.7 Search Aliasprocedure

X.518_F20

Figure 20 — Search (I1) procedure

This procedure is executed if a DSE of type alias has been encountered during the processing of a search r¢quest

(see Higure 21):

1)
2)

if\subset isbaseObject or oneLevel, go to step 4).

If aliasedEntryName is a prefix of targetObject or baseObject or any of the previous values pf the
targetObject in ChainingArguments.tracelnformation, then the alias is excluded from the $earch

3

4)

5)

1 s Lol " 1 deral. L e L
peLaduse Uirs Wwulll LAdUSTS aTeLurIve sed U WILNT UUPITLALE TESUTNS.

If targetObject or baseObject or any of the previous values of the targetObject in
ChainingArguments.tracelnformation is a prefix of aliasedEntryName, then no specific processing of
the aliasis required because the aliased subtree will be searched anyway.

NOTE - For both of the above cases, baseObject may not be prefix of targetObject, due to alias dereferencing.

If the search is performed within a service specific administrative area and if the service specific
administrative point is not a prefix of aliasedEntryName, then no specific processing of the dias is
required, as the aliased entry is outside the service specific administrative area.

Build a DSP request with the targetObject set to the aliasedEntryName. If subset is oneLevel, set
entryOnly to TRUE. Call the Operation Dispatcher for the request to be locally continued.
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6) If the Operation Dispatcher returns areferral error, or busy, or unavailable errors then add (or make and
add) the continuation reference to partialOutcomeQualifier of SearchResult, and return.

7) If the Operation Dispatcher returns other errors, discard it and return.

8) If the Operation Dispatcher returns a SearchResult, then:
i) If theresultissigned, add it to uncorrelatedSearchinfo in SearchResult.
ii) If theresult is not signed, add it to searchinfo in SearchResult.

And return.

aliasedObjectName is Yes
prefix of baseObject or

targetObject?

~

Return J

baseObject or
targetObject is prefix
of aliasedObjectName?

Yes

v

No

Add continuationReference

Build a local DSP request to partialOutcomeQualifier

Referral

Error
Call Operation Dispatcher Discard

A 4

Result

A 4

Signed? Add to searchinfo

Add to uncorrelatedSearchinfo
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Figure 21 —Search Alias procedure

19.3.2.2.8 Hierarchy Selection procedure (1)

This procedure is executed if a member of ahierarchical group is encountered during the processing of asearch request
specifying hierarchy selection.
a) If ahierarchy selection that is not supported by the DSA is present, then return with:
— aserviceError with problem requestedServiceNotAvailable;
— asearchServiceProblem notification attribute with the value id-pr-unavailableHierarchySelect;

— aserviceType notification attribute having as value the serviceType component of the search-rule;
and
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— ahierarchySelectList notification attribute indicating the invalid selection(s).

b) Otherwise, add al the entries defined by the hierarchical selection as defined in 19.3.2.2.4. If that results
in no entry being added, i.e., the hierarchy selections only specify non-existing entries, then set the
emptyHierarchySelect global variable.

20 Continuation Reference procedures

The procedures in this clause are caled to process the list of continuation references (NRcontinuationList or
SRcontinuationList) created by other procedures.

The Continuation Reference procedures consst of the steps shown in Figures 24, 25 and 26. Thefirst stage isto identify

from a set of subordinate or non-specific subordinate references associated with the same entry in thg DIT.
each of these sets there may be continuation references which occur more than once. The sets should.be)scanned

sets (each with a different targetObject component) may be processed independently, either, sequentially| or in
by the DSA, since there is no risk that the same results will be returned from any two)sets. Howevar, the
ing of each continuation reference within one set, and of each AccessPointinformation-within one continpiation
refergnee, and of each access point within one AccessPointinformation, has to be controlled, 6r duplicate results may
occur} as described in 20.1.

NOTE — Some continuation references may be unusable if the AccessPoint contains aPresentationAddress where Hll the
N$AP addresses have an unknown structure (see 12.3 of ITU-T Rec. X.519 | ISO/IEC 9594-5).

The grocedure adopted in the APInfo procedure is to process one by one the set*of access points contained in agingle
AccegsPointinformation. These all point to (copies of) the same naming cantext (or possibly a set of naming coptexts
held ijn one DSA, in the case of NSSRS). If the first access point produces aresult or a hard error, further access points
do nat need to be processed. However, if the error is a soft error, i.e., a'serviceError (with problem busy, unavailable,
unwillingToPerform, invalidReference, or administrativeLimitExceeded), then the DSA may choose, as & local
option, to process another access point from the set.

Procassing of the AccessPointinformation values within one set of continuation references is handled in a urjiform
way, |rrespective of which continuation reference they origihated from. (This is because two DSEs of type subr bglow a
singlg entry would produce two continuation references;@ach containing one AccessPointinformation value, wiereas
one OSE of type nssr to the same two subordinates (assuming that they are held in different DSASs) would produge one
contimuation reference containing a set of two AccessPointinformation values.)

The accessPointinformation values may be processed either sequentially or in parallel, as described in 20.1. The
parallel strategy is more likely to produce duplicate results. Duplicates shall aways be discarded.

20.1 Chaining strategy in-thepresence of shadowing

In the presence of shadowing; a DSA may choose between different strategies when it has to multi-chain request to
morefthan one DSA. This cheice always occursif the DSA has to process more than one continuation reference with the
same|targetObject. This~situation can occur from multi-chaining caused by NSSR decomposition during Name
Resolution (as shown, i Figure 22) or from request decomposition during the evaluation of a multiple object operation
(see Rigure 23).

Similarly, in Figure 23, DSA 1 multi-chains (as a result of request decomposition) to the two subordinate references
held in DSEs X and Y. Again, if the use of shadowed information is allowed, both DSAs 2 and 3 may apply the chained
operation to both subtrees startingat X and Y.

To deal with this problem of duplication, a DSA may choose one of the following strategies when multi-chaining to
multiple DSA requests with the same targetObject.
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20.1.1 Master only strategy

A DSA may choose this strategy to prevent the usage of shadowed information when performing a parallel or sequential
multi-chaining caused by NSSR decomposition, or request decomposition during a Search or List evaluation. For this
strategy, during a Search or List operation evaluation, the excludeShadows component of the ChainingArguments is

set to

TRUE. If NSSRs are encountered during Name Resolution, a DSA may set nameResolveOnMaster to TRUE to

ensure that only a single path is followed. nameResolveOnMaster shall be set to TRUE if NSSRs are encountered and
the operation is one of the Directory modification operations. In either case, only the DSA(s) that hold the (primary)
master entry (or entries) relevant to the operation shall perform the operation. This master only strategy can be used
during both parallel aswell as sequential multi-chaining.

NOTE — Setting nameResolveOnMaster to TRUE eliminates the possibility of multiple paths during name resolution by:

1

ignoring shadow entries and writeable copies of entries, and

2)

TH
R

méy hold master entries which match more of the target object name.

20.1.2

Using
Seard
proceg
DSA

Bec
this

20.1.1

This
Searc

In the
chain
deper

In thg
have
exclu
Seard

by ensuring that only one DSA_may proceed with name resolution in situations where a complex DIT distribution would
otherwise permit more than one to proceed.

isis achieved by alowing only the DSA holding the (primary) master entry corresponding to the first nextRDNToBeRegolved
DN's of the target object name to continue with name resolution. Any other DSAs will not be able to proceed everrthough they

Parallel strategy

this strategy, a DSA sends out al chained requests by parallel multi-chaining. This strategy may be used during
n or List evaluation, and name resolution of the NSSRs. This will allow the use of\shadowed informatigon for
5sing of the chained requests, but may result in duplicate executions and duplicate.results for the operation. If a
el ects this strategy, it shall remove duplicate results from the operation result that it returns.

se the removal of duplicate results is not possible if a signed result has been requested, a DSA shall not ghoose
rategy if signed results are requested during Search evaluation, unless excludeShadows is also set.

B Sequential strategy

strategy avoids duplicate results by using sequential multi-chaining to process the chained (sub)requests of a
n decomposition or of aNSSR decomposition. Each chained request is processed one after the other.

case of NSSR decomposition, if aresult or a hard errorisreturned to a request, further requests do not neeq to be
bd. |f a soft error is returned, a further request may* be chained, or the soft error returned to the reqyester,
ding upon local policy.

case of Search evaluation, the exclusions component of the ChainingArguments is set to the set of RDNs that
plready been processed. This is done by ifeerporating the elements in ChainingResults.alreadySearched [fo the
sions argument of the next chained reguest. This is the only strategy that completely avoids duplication gluring
h evaluation.

A

uential strategy is not defined“for List evaluation (although sequential multi-chaining may be used), since a

super|or DSA has no way of excluding specific subordinates from being returned in further List subrequests (note that
excludeShadows does not excluee specific subordinates, but rather is a coarse way of excluding all shadows and

writ

20.2

Prior
to the
anoth
to esf

le copies).

I ssuing chained subrequeststo aremote DSA

to issuing,a.subrequest, a DSA has to execute a dSABind operation when the DSA has to establish an assodiation
remote DSA. Management of associations is outside the scope of the Directory Specifications. An associatjon to
br DSAIS considered unavailable if the association cannot be established or the DSA for local reasons decides not
ablish ‘one. In this case, the dSABind has failed. It is a local decision when to stop trying to establish an

aSSOC!

attan and declare an assnciation as tnavailable

When a DSA triesdSABind to another DSA and receives adirectoryBindError, the issuing of the subrequest failed.

20.3

Procedures parameters

20.3.1 Arguments

These procedures make use of the following arguments:

— thelist of continuation references to process in NRcontinuationList (for the Name Resolution Continuation
Reference procedure), and SRcontinuationList (for the List Continuation Reference and Search
Continuation Reference procedures, respectively);

— theCommonArguments of the operation argument;
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20.3.2

the ChainingArguments.

Results

These procedures create the following results:

20.3.3

alist of received results/errors of issued chained requestsif chaining has been selected;
an updated list of unprocessed continuation references in continuationL ist.

Errors

These procedures can return one of the following errors:

a serviceError with problem outOfScope in the case that a referral would have been created which is
not within scopeQfReferral;

20.4

If op
Resol
Seard

204.1

The N

Definition of the procedures

Name Resolution Continuation Reference procedure

aserviceError with problem ditError in the case that an invalid knowledge reference has been deterted;

a nameError with problem noSuchObject in the case that al subrequests from NSSR decompagsition
returned unableToProceed;

any other error that is returned by a chained subrequest;

areferral in the case that chaining was not selected and operationProgress.nagieResolutionPhase is
Set to notStarted or proceeding.

erationProgress.nameResolutionPhase is set to notStarted or proceeding, the procedure in 20.4.1 (Name
tion Continuation Reference procedure) shall be followed. The multiple(entry interrogation operations Ligt and
h respectively call the proceduresin 20.4.2 and 20.4.3.

ame Resolution Continuation Reference procedure consists of ‘the steps as shown in Figure 24. The basic pripciple

of thils procedure is to sequentially process the set of continuation references created during Name Resolutior). The

follov
until

returri
referr

Al.
1

2)

3

4)

Ving steps shall be executed for each continuation reference C contained in NRcontinuationList in a selected|order
bl | references have been processed or an error or result has been returned. If al references have been processed,
to the Operation Dispatcher to continue with the Result Merging procedure to process the received reqult or

Check whether chainingProhibited-is set. If it is set, then the DSA is not allowed to chain. According to
local policy, either a serviceError with problem chainingRequired or a referral is returned {o the
Operation Dispatcher.

If chainingProhibited«iS'not set, then check if local policy allows chaining. If chaining is not allpwed,
then return areferral. _If local policy allows chaining, then continue with the next step.

Process each ,of the Continuation References of the list of Continuation References fouhd in
NRcontinuationtist. If there are no more unprocessed Continuation References, then return with
serviceErromh

Process\the next Continuation Referenced C from NRcontinuationList. If it is a NSSR, then continue at
step-5). If it isnot a NSSR, then call the APInfo procedure to process it. Distinguish between the pgssible
returns of the APInfo procedure:

— If the APInfo procedure returns a null result, continue at step 3) with processing thg next
Continuation Reference.

70

5)

Htha ADlnfo nracadiraratirne an cvvrar voforral o vocnlt than rat e 14
HtHE-Ar- R O-PrecEaurE+eEruriSaR-eH-oereHar-BrestrttHeRretar 1t

In this case, the Continuation Reference is of type NSSR and the DSA has the choice of doing sequential
or parale chaining, depending on the local choice of strategy. If the NSSR is to be processed
sequentialy, then continue at step 6). If it is to be processed in parallel, then for each of the
AccessPointInformation (API) in the NSSR, the APInfo procedure is called so that they are processed in
parallel. Wait for all the API to be processed, i.e., wait for all the calls to the APInfo procedure to return.
Check all the results received from the call to the APInfo procedure in the following order:

— If dl the callsreturn a serviceError with problem unableToProceed and partialNameResolution
iS FALSE, then return nameError.

— If dl the cdlsreturn a serviceError with problem unableToProceed and partialNameResolution
is TRUE, then in the result set partialName to TRUE, nameResolutionPhase to completed, set
entry suitable (thiswill be for the lastEntryFound), and go to the appropriate operation evaluation.
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If one or more results are received, then discar d possible duplicates and return the result.
If an error isreceived that is not aserviceError (e.g., anameError), then return an error.
Otherwise return areferral or serviceError to the Operation Dispatcher, according to local cho

ice.

Choose the next unprocessed API from the set of APIs in the NSSR and continue at step 7). If al the
APIs have been processed, then check if all the calls to the APInfo procedure returned a serviceError
with problem unableToProceed.

If they did and partialNameResolution is FALSE, then the entry cannot be found and anameError
is returned. If they did and partialnameResolution is TRUE, then in the result set partialName to
TRUE, nameResolutionPhase to completed, set entry suitable (this will be for the
lastEntryFound), and go to the appropriate operation evaluation. If they did not, then according to

local choice, return areferral or serviceError.

7)

Call the APInfo procedure. Distinguish between the possible results from the call to APInfo procedu

If aserviceError with problem unableToProceed is received, try another Access Poift,Co
at step 6).

If a serviceError with problem busy, unavailable, unwillingToPerform or invalidReferer
received, then the indicated problem may be of atransient nature and it is aloea choicetot
chain the request on to another DSA. If it is chosen to try another DSA, then continue at st
otherwise return areferral or serviceError, according to local choice.

re:
ntinue

ce is
y and
Ep 6);

If an error other than serviceError with problem busy, unavailable, unwillingToPerform,

invalidReference or unableToProceed is received, that error should be returned to the Ops
Dispatcher. If the serviceError is invalidReference, this shallZbe converted into ditError
being returned to the requester.

If aresult or referral isreceived, return it to the Oper ation/Dispatcher.

Iation
pefore
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Figure 24 — Name Resolution Continuation Reference procedure
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20.4.2 List Continuation Reference procedure

The List Continuation Reference procedure consists of the steps shown in Figure 25. This procedure is invoked when a
List request cannot be satisfied in the loca DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. All these continuation references (CR) have the same targetObject. Those
CRs with referenceType nssr have one or more AccessPointinformation values (APIS), whereas other type CRs have
only one API in them. Each of these APIsis extracted and considered for chaining or referral.

Yes

Limit
exceeded?

The fpllowing steps shall be executed:

-

Return <

Local policy

All APIs processed

Extract all APIs from the continuation references, and progess each using either
parallel or sequential strategy

Next API

error or
null Add a continuation
reference based on

this API, and add it to
partialOutcomeQualifier.
unexplored

Call APInfo procedure

referral

| Implausible I

result

Result
signed

Add result to listInfo

Add result to
uncorrelatedListInfo

X.518_F25

Figure 25— List Continuation Reference procedure

1) If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to
continue with the Result Merging procedure.

2) If thechainingProhibited flag in CommonArguments.serviceControls is set or the DSA decides not to
do any chaining because of its local operationa policy, then the DSA shal directly return to the
Operation Dispatcher to continue with the Result M erging procedure.

3) Create a set of AccessPointinformation vaues from the accessPoints component of every

continuation references in the SRcontinuationList.
Use either parallel or sequentia strategy to process each API as follows:
i)  Call the APInfo procedure with the next API in the set.

ii) If aresultisreturned then add it to listinfo if it is not signed, or add it to uncorrelatedListinfo if it
issigned.
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iii) If the return is an error or null, it means that APInfo has already tried all access points in the API
without success. Based on local operational and security policy, either ignore and proceed to the
next API, or add a continuation reference based on this API to the partialOutcomeQualifier.

NOTE -1t is not plausible to get a referral back from APInfo. Any "referral” should come in the form of
unexplored in partialOutcomeQualifier.

4) When al APIs are processed, return to the Operation Dispatcher.

20.4.3  Search Continuation Reference procedure

The Search Continuation Reference procedure consists of the steps shown in Figure 26. This procedure is invoked when
a Search request cannot be satisfied in the local DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. The procedure is very similar to the List Continuation Reference procedure.
The difference is that, in this case, the continuation references in SRcontinuationList may have different targetObject
values. Thus, the continuation references are sorted into sets of continuation references with the same targetOpject.
Also,[the use of exclusions in chaining arguments and of alreadySearched in chaining results is defined, a5 this is an
impoftant strategy for search. The use of exclusions and alreadySearched is applied to processing)each get of
continuation references with the same targetObject.
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Figure 26 — Sear ch Continuation Reference procedure

X.518_F26

The following steps shall be executed:

If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to
continue with the Result Merging procedure.

If the chainingProhibited flag in CommonArguments.serviceControls is set or the DSA decides not to
do any chaining because of its local operational policy, then the DSA shal directly return to the
Oper ation Dispatcher to continue with the Result Merging procedure.

Sort the continuation references in SRcontinuationList into sets that have the same targetObject.
Continuation references of type ditBridge are not included in such sets, but each such continuation

1)

2)

3

reference congtitutes a set of its own. Within each set, remove any duplicates.
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4)

NOTE 1 —If one or more targetObject values is not a primary RDN, then this sorting may not be accurate. The
sorting shall take into account alternative distinguished RDNSs, if known.

For each subset of continuation references, create a set of AccessPointinformation vaues from the
accessPoints component of every continuation reference in the subset, and choose either sequential or
parallel strategy for further processing. If the parallel strategy is chosen, then skip the steps below that
are indicated only applicable to the sequential strategy.

a)

b)

If the sequential strategy is chosen, maintain a local variable localExclusions for each set of
continuation references that have the same targetObject. Initialy, localExclusions is set to the
exclusions of the incoming chaining request (if it exists), and all locally searched subtrees directly
under targetObject.

If the sequential strategy is used, compare the targetObject to all the elements of localExclusions,
and remove those elements which do not contain targetObject as a prefix. These are the relevant

20.4.4

5) When al the continuation references are proeessed, return to the Operation Dispatcher.

APInfo procedure

d)

e

exclusions for the current target object.

Extract al the APIsfrom al the continuation references of the current target object's set,

Loop through each API. For each API:

i) Cal APInfo.

ii) If aresult is returned, then add the result to searchinfo if it is not-signed, or add it to
uncorrelatedSearchinfo if it issigned. If the sequential strategy is used) Update local Exclpisions
using alreadySearched in the incoming reply, and also merge thejalreadySearched |n the
incoming reply to this DSA's ChainingResults.alreadySearch&ds Then proceed to th¢ next
API.

iii) If anerror or null isreturned, it means that APInfo has already tried all access pointsin the API
without success. Based on local operational and security. policy, either ignore and procged to
the next API, or add a -continuation reference based on this APl tq the
partialOutcomeQualifier.

NOTE 2 -1t is not plausible to get a referral back from APInfo. Any "referral” should come|in the
form of unexplored in partialOutcomeQualifiér:

When al APIs are processed, proceed to the next set of continuation references with the|same

targetObject.

This procedure is called to process an AccessPointinformation, which contains one or more access points (see
Figurg 27). They are processed one by one until-€ither aresult or error isreturned. If the error is a service error sugh that
trying another access point may succeed, then additional access points are tried as long as local operational policy

permits:

1) Perform loop detection. If a loop is detected, return serviceError with problem loopDetgcted.
Otherwise, contintie.at step 2).
2) Process eachrof-the access points from the access point information. If all have been processed, return a

null resultAAf\there is any access point to process, continue at step 3).

3) Check-whether local policy allows chaining to this access point. This check should take into accoy

4) If local policy selected the master only strategy, then set the chaining argument excludeShado

settings of the service controls and chaining arguments (e.g., chainingProhibited, preferCha
whether the access point is within the localScope or not, excludeShadows). If the local policy
setting of the respective service controls do not alow the use of this particular access point, then i
the access point and continue at step 2). If the access point can be used, continue at step 4).

nt the
ning,
or the
gnore

ws to
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TRUE.

If nameResolutionPhase is not completed and the strategy is to continue name resolution on master

entries, then set nameResolveOnMaster to TRUE.

The chaining argument nameResolveOnMaster shall be set to TRUE if either of the following istrue:

— in the incoming chaining argument nameResolutionPhase is proceeding
nameResolveOnMaster iS TRUE; or

and

— the operation is one of the modification operations, the referenceType of the chaining request to be

issued isNSSR, and a parallel strategy is used.

NOTE — This method of using nameResolveOnMaster is to prevent modification operations being applied

multiple times due to the presence of NSSR.
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5) Build achained request and try to issueit:

a) Perform loop avoidance by checking if an item with the sametargetObject and operationProgress
occurs in tracelnformation of the received ChainingArguments. If the resulting request

[(as described in step 5), ¢)] would result in aloop, then the DSA shall either return a serviceError

with problem loopDetected to the requesting DUA/LDAP client/DSA or ignore the access point

and try the next access point by continuing at step 2).

b) If the request or subrequest to be chained is the result of executing areferral, then an extra check for
loop avoidance is required. Check if an item with the same targetObject, operationProgress and

target DSA occurs in referralRequests. |f so, then take the action specified in a). If not, then add a

new Traceltem to referralRequests with the following components:

— targetObject and operationProgress set to the value of the chained request/subrequest;

= dsa S| to the ame of the DSA o WhithT the Tequest/Subrequest 1510 be chamed:

c) After asuccessful Bind, the DSA shall issue a chained operation of the same operation.type ps the
operation that is processed with the following parameters:

— the operation argument within the chained operation is set as for the opefration argiiment
received;

— ChainingArguments.originator set as received;

— ChainingArguments.targetObject set to thetargetObject of the continuation reference;

— ChainingArguments.operationProgress set to the value of‘dperationProgress qf the
continuation reference;

— ChainingArguments.tracelnformation set to trace information as updated by the Request
Validation procedure if the continuation reference is~hot of type ditBridge, otherwige the
component shall be absent;

— ChainingArguments.aliasDereferenced to theupdated value of the locally updated
aliasDer eferenced;

— ChainingArguments.returnCrossRefs to‘@tocal choice;

— ChainingArguments.referenceTypexto~the value of referenceType of the continyiation
reference;

— ChainingArguments.timeLimit t0 the value of the received timeLimit;

— chainingArguments.exclusions is set to either the relevant exclusions for the current ftarget
object if called by the Search Continuation Reference procedure, or absent if the APInfo
procedure was called by the Name Resolution or the List Continuation procedures;

—  SecurityParameters)set to the value of the received SecurityParameters.

6) If the request could not be,issued successfully, then continue at step 7). If it could be issued succesgfully,
continue at step 8).

7) ltisaloca choice'whether or not to continue. If the DSA chooses to continue, then the error is ignored
and the next access point will be tried. Continue at step 2). If the DSA decides not to try another gccess
point, then.it is a choice of local policy whether to return a respective referral or a serviceError [fo the
caller of-the’procedure.

8) If thewequest could be issued successfully, then the DSA shall wait for the reply and processit:

)
b)

d)

If aresult isreceived, theresult isreturned to the caller of the procedure.

If a serviceError with problem busy, unavailable, unwillingToPerform or invalidRefererce is
received, continue at step 7).

Referral, but shall return the Referral to the requester.

If a referral is received and returnToDUA is set to FALSE, then the same local policy
considerations apply as in step 3) (taking into account service controls, chaining arguments,
chaining strategy, etc.). If it is decided not to dereference the referral, then return the referral to the
caler. If it is decided to dereference the referral, then empty the NRcontinuationList, place the
Continuation Reference as received in the Referral in NRcontinuationList and call the Name
Resolution Continuation Reference procedure. This may produce a result, referral, serviceError or
other error. Whatever is received from the call of the Name Resolution Continuation Reference
procedure shall be given back to the caller.

If any other error occurs, it shall be given back to the caller.
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Figure 27 — APInfo procedure

20.5  Abandon procedure

This procedure isinvoked if an abandon request is received. It consists of the following steps as shown in Figure 28:

1) When an abandon request is received, which references an unknown operation, an abandonFailed with
problem noSuchOperation shall be returned to the requester.

2) If therequest to be abandoned has aready been replied to, and the DSA has retained information to know
S0, an abandonError with problem toolLate may be returned to the requester.

3) If the Abandon request is not valid, i.e., asks to abandon a request that is not an interrogation request, an
abandonFailed with problem cannotAbandon shall be returned to the requester.
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If aDSA has outstanding chained (sub)requests when receiving a valid Abandon request for the original
request, and the DSA decides to attempt abandoning, it may send Abandon regquests for none, some, or
al outstanding (sub)requests for the operation in question, and then wait for the replies to Abandon
request and the outstanding (sub)requests. At any time during this operation, the DSA may send an
Abandon result and an abandonFailed to the requester and then discard replies to the issued Abandon
reguests and the outstanding (sub)requests as they arrive.

If the DSA decides not to send replies to the requester until there are no more outstanding (sub)requests,
it may optionaly send an abandonedFailed error to the requester if all the issued abandon requests
were replied to with abandonedFailed errors and if no local abandon operation has been performed.

If an AbandonedFailed error is returned to the requester, the original request shall be treated as if the
Abandon request had never been received.

Find Request AbandonError
with invokelD "noSuchOperation"

Reply already § AbandonError:
sent? "tooLate"

Abandon AbandonError
valid? "cannotAbandon"

Send an Abandon
request for each
oustanding subfequest.
Discard any-loealresult

Terminate further processing of
this request within operation
dispatcher

serviceError
"abandoned"

X.518_F28

Results M erqing procedure

Figure 28 — Abandon procedure

The Result Merging procedure in Figure 29 is called following one of the Continuation Reference procedures. This
procedure removes duplicates, if the result is not signed, and if there are additional continuation references in
partialOutcomeQualifier.unexplored. Then the relevant Continuation Reference procedure(s) is called, if loca
operational policy permits:

1)

If the operation is a List operation, continue at step 2); if the operation is a Search operation, then
continue at step 3); otherwise, return the result that was supplied as input parameter to the Result Merging
procedure.
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2) The operation is a List operation. Remove all duplicates, giving preference to master information over
shadow information.

If the operation result was generated locally and it contains Continuation References, then these will not
be used for chaining but returned to the user. In this case, continue at step 6).

If the operation result was received as the result of a Chained List operation, then the result might contain
Continuation References. In this case, check if the preferChaining service control was set. If TRUE, the
Continuation References should be used for chaining by the DSA. Continue at step 4).

3) The operation is a Search operation. Remove all duplicates, giving preference to master information over
shadow information. If thereis alimit problem, then return the result. Otherwise, continue at step 4).

4) Process each Continuation Reference that isin the partialOutcomeQualifier.unexplored of the result of
any chained operation. If the local policy decides not to use it for chaining, then ignore it and choose

another Continuation Reference. 11 the loca policy allows the Use of the Continuation Rererente for
chaining, then perform the following:

Check nameResolutionPhase that is supplied in the Continuation Reference. If it is fptStarted or
proceeding, then add it to the list of Continuation References that will be supplied to the [Name
Resolution Continuation procedure (NRcontinuationList). If nameResolutionPhase.iS<completed} then
add the Continuation Reference to the list of Continuation References that is supplied to the subré¢gquest
Continuation procedure (SRcontinuationL ist).

Proceed until all Continuation References have been processed.

5) If there are Continuation References to be processed in SRcontinuationtist, check the operation type. If
the operation isa List operation, call the List Continuation Referencerocedure and continue at steq 2). If
the operation is a Search operation, call the Search Continuatiof Reference procedure and contifpue at
step 3).
If SReontinuationList is empty, then check if there are Continuation References in NRcontinuationlist. If
so, call the Name Resolution Continuation Reference procédure and continue at step 3).

If both continuation lists are empty, continue at step:6).

6) Check whether the result is empty. If it is not_efpty, then return it. If it is empty, either return ja null
result if the access control and local policy alows, or return an appropriate error.

In cage a DSA receives search or list results from other.DSAs and such results have parameters unknown to the(DSA,

the upcorrelated results shall be returned. Otherwise,the DSA shall perform merging, if the search results afe not

signefl, or if the DSA is an initial performer that is-alowed to remove the signatures (see 7.9 of ITU-T Rec. X511 |
I SO/IEC 9594-3).
A DSA received unsigned, uncorrelated results from a DSA not able to perform consolidation, shall perform merg|ng, if

it hasjthe proper knowledge of all parameters of the uncorrelated results.

If a SA receives unsigned resultsifrom other DSASs, and possibly also has alocal result and when generating an entry
count|to be returned in the entry€olunt of the PartialOutcomeQualifier generated by the DSA, the DSA shall take the

returr) an entryCount valueZand then compensate for duplicate entries. If the DSA is the initial performer and
results have been requested, then it shall also include the entry counts for signed results from other DSAS.

if al the DSAs that have encountered a limit problem have returned an entryCo

otherwise, it shall take the exact choice;

d not
paged

het or
hoice;

— if just one DSA that has encountered a limit problem and has returned an entryCount with the choice

lowEstimate or did not return an entryCount, it shall take the lowEstimate choice.
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Figure 29 — Results Merging procedure

22 Proceduresfor distributed authentication

This [clausespecifies the procedures necessary to support the directory distributed authentication services. [These
serviges,-and hence the procedures, are categorized as:

— originator authentication, which Is supported in either an unprotected (ssmple i1dentity based) or secure
(based upon digital signatures) form; and

—  results authentication which is similarly protected (again based upon digital signatures).
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Originator authentication

22.1.1 ldentity-based authentication

The identity-based authentication service enables DSASs to authenticate the original requester of information for the
purpose of effecting local access controls. DSAs wishing to exploit this service shall adopt the following procedure:

— For aDSA requiring to authenticate a DAP or LDAP request, the DSA acquires the distinguished

name

of the requester through the Bind procedures at the time a DUA association (DUA to DSA) or LDAP
client association (LDAP client to DSA) is established. Successful conclusion of these procedures does
not in any way prejudice the level of authentication that may subsequently be required for processing

operations using that association.

—  The DSA with which the DUA or LDAP client association exists shall insert the requester's distinguished

22172

This
of a
clau

The signature-based authentication service is invoked by a DUA using the PROTECTED variant of an opti
protegted service request with DirQOP signed or signedAndEncrypted.

AD

opergion. Assuming the result of any signature verification proves to-besatisfactory, the DSA will continue to pr

the o
opera

In the
signe

If a
authe

22.2

This
secur
reque
Ther
withi

optionally sign<any" subsequent results. The signed option in the protection request serves as an indication, to the

of the
In the
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DSAs.
— A DSA, on receiving a chained operation, may satisfy that operation, or not, depending’ upg

other

n the

determination of access rights (a locally defined mechanism). If the outcome is not, satisfactpry, a

securityError with probleminsufficientAccessRights may be returned.

Signature-based originator authentication

i gnature-based originator authentication service enables a DSA to authenticate (in asecure manner) the orig
articular service request. The procedures to be effected by a DSA in readlizing this'sérvice are described i

nator
n this

bnally

, On receiving a signed request from another DSA, shall removye.that DSA's signature prior to processifg the

eration. If, during processing, the DSA needs to perform chaining, the argument set for each associated ch
lion shall be constructed as follows:

incoming signed argument set together with.amodified ChainingArguments.

| service request, may be used for the determination of access rights to that information.

DSA receives an unsigned service request' for information which will only be released subject to orig
ntication, asecurityError with problem protectionRequired shall be returned.

Results authentication

service is provided to enable’requesters of directory operations (DUAS, LDAP client or DSAS) to verify
b manner using digital- signature techniques) the source of results. The results authentication service m
sted irrespective of whether originator authentication is to be used.

bsults authentication service is initiated using the signed value of the protectionRequest component as con
[ the argumentiset of directory operations, a DSA receiving an operation with this option selected may

requester's preference; the DSA may, or may not, actually sign any subsequent results.

case'where a DSA performs chaining, the DSA has a number of options in terms of the form of results sen

toth

reguester _namely:
1 7 P4

a) return acomposite response (signed or unsigned) to the requester;
b) return a set of two or more uncollated partial responses (signed or unsigned) to the requester; withi

hgress

ained

— the DSA forms an argument set which maybe optionally signed; the argument set compris¢s the

event that the DSA is able to contribute information to the response, originator authentication, based upgn the

nator

(ina
ay be
ained

then

DSA,

back

n this

set zero or more members may be signed and zero or one unsigned. In the event that an unsigned partial
result is present, this member may in fact be a collation of one or more unsigned partial responses which

have been received from other DSAS, contributed by this DSA, or both.

In the case where a DSA performs ajoin of related entries, then the DSA performing the join may sign the result.
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SECTION 6 —- KNOWLEDGE ADMINISTRATION

Knowledge administration overview

To operate a widely distributed Directory with an acceptable degree of consistency and performance, procedures are
required to create, maintain, and extend the knowledge held by each DSA. The following mechanisms together are used
to administer a DSA's knowledge.

a)

Hierarchical and non-specific hierarchical operational bindings — These procedures and protocols are
defined in clauses 24 and 25. They are used to create and maintain subordinate references, non-specific
subordinate references, and immediate superior references, as well as the context prefix information for
naming contexts. These operational bindings are established between master DSAs holding naming

23.1

b)

Maintenance of knowledge r eferences

contexts that are hierarchically related to each other asimmediate subordinate to immediate superiof. The
procedures may be triggered as a side effect of modifying the RDN of, or adding or removing_ an entry,
whose immediate superior is not held in the same DSA that holds the entry.

Shadowing operational bindings — These procedures and protocols are defined in ITUST Rec. X525 |
ISO/IEC 9594-9. They are used to create and maintain knowledge references in twoways. First, asja side
effect of establishing (or terminating) shadowing agreements, access points are added (or removed) from
the consumerKnowledge and optionally the secondaryShadow operationa attributes. Thisinformation
may then be used by the procedures and protocols discussed above to updatée the subordinate referehce in
the superior master DSA and the immediate superior reference in the subordinate master DSA. Sgcond,
the DISP propagates the knowledge references held by master DSAs to'shiadow consumer DSAS.

Cross-references — Cross-reference distribution is a feature of the DSP. Its use to create and mdintain
cross-references is summarized in 23.2.

NOTE — Mechanisms for initializing and maintaining the superior. reference and myAccessPoint are outs{de the
scope of this Directory Specification.

This $ubclause describes how the DOP is used to maintain DSAoperationa attributes that express knowledge. A simple
ble of the relationship between knowledge attributes-and the protocols employed to maintain them is described in

exam
Anng

2311

K E.

Maintenance of consumer knowledge by:supplier and master DSAs

A comsumer reference is expressed through awalue of the consumerKnowledge attribute, held by a shadow supplier
and associated with the context prefix for a naming context; a supplier reference, through a value o¢f the
ierKnowledge attribute, held by.a shadow consumer DSA and also associated with the context prefix|for a

DSA
supp

nami

establlishment of the Shadow Operatienal Binding, and updated on modification of the Shadow Operational Binding.

g context. Both attributes are-held in DSEs of type cp. A value of each one of these attributes is creatied on

A supplier DSA may obtain ‘the information to construct values of the secondaryShadows attribute if the ogtional
secomdaryShadows component of its ShadowingAgreementinfo with a consumer is TRUE. In this case, whenever the
consymer DSA detects-that the set of DSAs holding copies of the commonly usable replicated area (its consumg's, or,
in tugn, consumers/of Nits consumers, etc., to whatever depth secondary shadowing might be carried) has changed
dition, modification or deletion of access points), it communicates this new information (a [set-of
ierAndConsumers) by means of a modifyOperationalBinding operation, as described in ITU-T Rec. X525 |

(by
Supp
1SO/I

A supd

FC 9504-9.

plier DSA maintains its own secondaryShadows attribute associated with the context prefix as follows:

a)

b)

The set of SupplierAndConsumers received from a consumer by means of a
modifyOperationalBinding operation may be used to create, or replace values of the attribute. The
supplier component of SupplierAndConsumers represents the access point of a consumer DSA (or of
its consumers, etc. depending upon the depth of secondary shadowing); the consumers component, the
set of the consumer's consumers (or of their consumers, etc. depending upon the depth of secondary
shadowing).

Every consumer providing its supplier with a modifyOperationalBinding operation containing a set of
SupplierAndConsumers, includes the following values: the values of its secondaryShadows attribute,
and a newly constructed value. This value is constructed using its own access point, myAccessPoint,
(asthe supplier component), and the values of the consumers access points, contained within the
consumerKnowledge attribute, that represent consumers holding commonly usable shadows (as the
consumers component).
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Recursive use of this procedure permits a master DSA for a naming context to know about all of its secondary shadow
consumer DSAs holding commonly usable replicated areas derived from the naming context. This information is then
available for the maintenance of subordinate, non-specific subordinate, and immediate superior references.

23.1.2 Maintenance of subordinate and immediate superior knowledgein master DSAs

A subordinate reference is expressed through a value of the specificknowledge attribute, held in a DSE of type subr
by the DSA holding the immediately superior naming context to that referenced; an immediate superior reference,
through a value of the specificknowledge attribute, held in a DSE of type immSupr by the DSA holding the
immediately subordinate naming context to that referenced. A value of each one of these attributes is created in the
superior and subordinate master DSAs on establishment of the HOB, and updated on modification of the HOB.

A subordinate master DSA provides a superior master DSA the information to construct its subordinate reference via
the accessPaints component of the SubordinateToSuperior parameter it transfers to the Qllpprinr in the DOP. The

information included in accessPoints is determined by values of attributes held by the subordinate DSA as follows:

a) The value of the myAccessPoint attribute (held in the root DSE) is used to form the glement in
accessPoints with category having the value master.

b) The vaues of the consumerKnowledge and secondaryShadows (both held in the subordinate cpntext
prefix DSE) are used to form additional elements in accessPoints with category having the|value
shadow.

A superior master DSA provides a subordinate master DSA the information to congruct its immediate superior
refergnce viathe contextPrefixinfo component of the SuperiorToSubordinate parametenit transfers to the suborglinate
in thg DOP. This component is avalue of type SEQUENCE OF Vertex, containing seguence of elements correspdnding
to thg path from the root of the DIT to the subordinate context prefix. For one of ‘these elements, corresponding to the
context prefix of the immediately superior naming context, the optional companent accessPoints will be present. The
suborginate DSA holds this information as a specificknowledge attribute inthe DSE, of type immSupr, correspdnding
to thig element of contextPrefixInfo. The information included in accessRgints by the superior DSA is determirjed by
values of attributes held by the superior DSA asfollows:

a) The value of the myAccessPoint attribute (held*in’the root DSE) is used to form the element in
accessPoints with category having the value master.

b) The values of the consumerknowledge and secondaryShadows (both held in the superior cpntext
prefix DSE) are used to form additionalcelements in accessPoints with category having the|value
shadow.

NOTE - Only those access points corresponding to consumer DSAS receiving commonly usable replicateql areas
should be selected by the supérier and subordinate DSAs from their consumerknowledge attributes for

inclusion in accessPoints. The-procedures for the construction of secondaryShadows guarantee thal these
access points will identify shadow DSAs holding commonly usable replicated areas.

23.1.3 Maintenance of subordinateand immediate superior knowledgein consumer DSAs

A shadow consumer DSA contracting with its supplier to receive the immediate superior and subordinate knowledge
assoc|ated with a unit of replication, in effect, contracts to have its immediate superior and subordinate refefences
maintained by its shadow supplier DSA viathe DISP.

NQTE — For certain uhits ‘of replication specifications, it may be necessary for the consumer DSA to contract to Heceive
extendedKnowledgé.in order that subordinate knowledge may be provided to it by its supplier.

23.2| Reguesting crossreference

To improve\the performance of the Directory System the local set of cross references can be expanded using ordlinary
i return
object

name of an ordmary Di rectory operat|on

If the returnCrossRefs component of the ChainingArguments is set to TRUE, the crossReferences component of the
ChainingResults may be present, consisting of a sequence of cross reference items.

If a DSA is not able to chain a request to the next DSA, a referral is returned to the originating DSA. If the
returnCrossRefs component of ChainingArguments was TRUE, the referral may contain additionally the context
prefix of the naming context which the referral refers to. The contextPrefix component is absent if the referral is based
on a non-specific subordinate reference. The cross reference returned by a referral is based on knowledge held by the
DSA which generated the referral.

In both cases (chaining result and referral) an administrative authority, through its DSA, may elect to ignore the request
for returning cross references.
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23.3 Knowledge inconsistencies

The Directory has to support consi stency-checking mechanisms to guarantee a certain degree of knowledge consistency.

NOTE — In certain circumstances, a knowledge reference will be accurate (not invalid in the senses described below) but not
valid for use by a DSA because the DMD of the referenced DSA does not wish it to be contacted at all by the referencing DSA
(e.g., a DSA which has somehow acquired a cross reference to the referenced DSA) or does not wish it to be contacted in a
particular role (e.g., asthe master DSA for a naming context).

2331 Detection of knowledge inconsistencies

The kind of inconsistency and its detection varies for the different types of knowledge references:

a) Crossand Subordinate references — This type of referenceisinvalid if the referenced DSA does not hold
anaming context or a replicated area derived from the naming context with the context prefix contained

m-tha raforconeca Thic itneanacictanen anll Iha Aokt ad A ety thhn Rlaman Dacali i o iras~ee bay g o -vvtlon
T T CrCrCnCe T ir ST ICONSrStCrCy —vv T IO CCrCC e Ut g tHC TN T T IC - C30rTtr o Prottas oy 1T iopPEL

of the operationProgress and referenceType components of ChainingArguments.

b) Non-specific Subordinate references — This type of reference is invalid if the referenced BSA dogs not
hold a local naming context with the context prefix contained in the reference minus the last RDN. The
consistency check is applied as above.

¢) Superior references — An invalid superior reference is one which does not form gart-of a reference path
to the root. The maintenance of superior references shall be done by external means and is outsigle the
scope of this Directory Specification.

NOTE — It is not always possible to detect an invalid superior reference.

d) Immediate Superior references — This type of reference is invalid if thereferenced DSA does not hold a
naming context or areplicated area derived from the naming contextwith context prefix contained(in the
reference. Furthermore, usage of this type of reference is only valid when the operationProfgress
component of ChainingArguments has the value notStartedOr proceeding. This inconsistency Will be
detected during the Name Resolution process by inspection of the operationProgresq and
referenceType components of ChainingArguments.

e) Supplier references — This type of reference, which’identifies the supplier of a replicated arga and
optionally the master for the naming context fromwhich the replicated area is derived, is invaid|if the
referenced DSA is not the shadow supplier forthe DSA using the reference (when the referencgType
component of ChainingArguments has thevalue supplier), or if the referenced DSA is not the master
for the naming context (when referenceType has the value master). This inconsistency will be detected
during the Name Resolution and operation evaluation phases of operation processing by inspection [of the
referenceType component of ChainingArguments.

23.3.2 Reporting of knowledge inconsistencies

If chgining is used in performing a Diréctory request, all knowledge inconsistencies will be detected by the DSA Wwhich
holds|the invalid knowledge reference, through receiving aserviceError with problem invalidReference.

If a DSA returns a referral whieh is based on an invalid knowledge reference, the requester will be returped a
servigeError with problem invalidReference if it uses the referral. How the error condition will be propagated fo the
DSA Wwhich stores the inyalidTeference is not within the scope of this Directory Specification.

2333 Treatment)ofvinconsistent knowledgereferences

After|a DSA has'detected an invalid reference, it should try to re-establish knowledge consistency. For examplg, this
can be done hy>simply deleting an invalid cross reference or by replacing it with a correct one which can be obtained
using|theretirnCrossRefs mechanisms.

The way-in which a DSA actually handles invalid references is a local matter and outside the scope of this Dirgctory
Specification.

234 Knowledgereferences and contexts

The names in knowledge references shall be the primary distinguished names and may include alternative distinguished
values and context information held in valuesWithContext for any attribute contributing to any RDN, as described
in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

Depending on how a knowledge reference is obtained (in particular, if a pre-third edition DSA is holding the reference
or has been part of the chain through which the reference has been obtained), it is possible that a knowledge reference
will not include all possible alternative distinguished names. This may result in a purported name not being recognized
as the same name by the holder of the knowledge reference, leading to extra steps in name resolution or, in some
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situations, inconsistent results or failure of name resolution. The general use of the primary distinguished names, where
known, optimizes the ability of the Directory to deal with context variantsin names.

24 Hierarchical operational bindings

A hierarchical operational binding is used to represent the relationship between two DSAs holding two naming
contexts, one immediately subordinate to the other. In the case of a HOB, the superior DSA holds a subordinate
reference to the naming context held by the subordinate DSA; the subordinate DSA holds an immediate superior
reference to the naming context held by the superior DSA. The operational binding ensures that the appropriate
knowledge information is exchanged and maintained between the two DSAs so that both DSAs are able to behave
during the process of Name Resolution and Operation Evaluation as defined in clauses 18 and 19.

24.1 Operational binding type characteristics

2411 Symmetry and roles

The Hierarchical operational binding type is an asymmetrical type of operational binding. The two roles in a bindjng of
thistype are:

a) therole of the master DSA for the superior naming context, the superior DSA (associated with alpstract
role"A"); and

b) the role of the master DSA for the subordinate naming context, the subordinate DSA (associated with
abstract role "B").

2412 Agreement

The agreement information exchanged during the establishment of the hierarchical operational binding is a value of
HierafchicalAgreement. This contains the relative distinguished name.ef the new context prefix (the rdn compgnent)
and the distinguished name of the entry immediately superior to the new naming context (the immediateSuJ:erior
comppnent). This information shall be provided by the DSA that initiates the HOB.

HierafchicalAgreement ::= SEQUENCE {
rdn [0] RelativeDistinguishedName,
immediateSuperior [1] DistinguishedName }

The fdn shall be the primary RDN, and immediateSuperior shall be a primary distinguished name. Cpntext
infornation and al aternative distinguished values’shall be included in the valueswithContext component of the
AttriquteTypeAndDistinguishedValue of any RDN, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

24.1.3 Initiator

24.1.3.1 Establishment

The gstablishment of a hierarchical’ operational binding can be initiated by either role. Initiation by the superiorf DSA
can be caused by an Add Entry operation with the subordinate DSA specified in the targetSystem extension, |or by
administrative intervention: Iitiation by the subordinate DSA (which connects alocally existing entry or subtreefto the
globg DIT) is caused by.administrative intervention.

24.1.3.2 Modification

The modification’of a hierarchical operational binding can be initiated by either role. The superior DSA may isslie the
modification’as a result of a modification of the superior context prefix information. This can be as aresult of any [of the
modification operations, or by administrator intervention.

Either DSA may modify the agreement as a result of a modification of the RDN of the context prefix entry of the
subordinate naming context. The superior DSA initiates this modification because of a relative distinguished name
being modified higher up the DIT, or because of administrative intervention. The subordinate DSA initiates
modification because of aModifyDN of a context prefix, or because of administrative intervention.

Either DSA may also modify the HOB if the access point information for its naming context changes.
24.1.3.3 Termination

The termination of a hierarchical operational binding can be initiated by either role. Initiation by the superior DSA can
be caused by administrative intervention. Initiation by the subordinate DSA can be caused either by a Remove Entry
operation that removes the context prefix entry of the subordinate naming context, or by administrative intervention.
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2414 Establishment parameters

The establishment parameters for the two roles of a HOB, superior DSA and subordinate DSA, differ. The
establishment parameter for the superior DSA role is a value of SuperiorToSubordinate, the parameter for the
subordinate role, avalue of SubordinateToSuperior.

24.1.4.1 Superior DSA establishment parameter

The establishment parameter issued by the superior DSA, avalue of SuperiorToSubordinate, provides the subordinate
DSA with information regarding DIT vertices superior to the context prefix of the new naming context (which includes
the immediate superior reference) and optionally user and operational attributes for the subordinate context prefix entry
and copies of user and operational attributes from the entry immediately superior to the new context prefix.

SuperiorToSubordinate ::= SEQUENCE {

cortextPretbdatfe 167 BHeonrtext

entrylnfo [1] SET SIZE (1..MAX) OF
Attribute{{SupportedAttributes}} OPTIONAL,

immediateSuperiorinfo [2] SET SIZE (1..MAX) OF

Attribute{{SupportedAttributes}} OPTIONAL }

The rdn in Vertex or in Subentryinfo shall be the primary RDN, and context information and allyether distinguished
values shall be included in the AttributeTypeAndDistinguishedValue components of the RDN,/as described in P.3 of
ITU-T Rec. X.501 | ISO/IEC 9594-2.

24.1.4.1.1 Context prefix information
The dontextPrefixinfo component of SuperiorToSubordinate is a value of type DiFcontext, this being a sequence of
Vertex values.

DITcgntext ::= SEQUENCE OF Vertex
Vertek ::= SEQUENCE {

rdn [O] RelativeDistinguishedName,

admPointinfo [1] SET SIZE (1..MAX) OF Attribute{{SupportedAttributes}} OPTIONAL,
subentries [2] SET SIZE (1..MAX) OF Subentrylnfo OPTIONAL,

accessPoints [3] MasterAndShadowAccessPoints OPTIONAL }

The dontextPrefixinfo component is the sequence of RDNsthat form the distinguished name of the immediate superior
of thg new context prefix, each RDN (given by the rdn caomponent) optionally accompanied by additional information.

The gptional admPointinfo component of a Vertex signals that the DIT vertex is an administrative point and provides,
at leakt, itsadministrativeRole operational attribute:

The qubentry information associated with an-administrative point is provided by the subentries component of a Vertex,
which is a set of one or more Subentryinfo-values. Each Subentryinfo value is composed of the RDN of the sulpentry
(the rfin component) and the attributes of the subentry (theinfo component).
Subeptryinfo ::= SEQUENCE {

rdn [0O] RelativeDistinguishedName,
info [1] SET OF Attribute{{SupportedAttributes}} }

The gptiona accessPoints.-Component of a Vertex signals that the vertex corresponds to the context prefix pf the
immgdiately superior ilaming context. The superior uses this component to provide the subordinate the information
requited for itsimmediate superior reference.

NPTE — Theimaster access point within accessPoints is the same as that passed in the accessPoint parameter of the Egablish
and Modify Operational Binding operations.

24.1.4.1.2\Entry information

context prefix entry.

24.1.4.1.3 Immediate superior entry information

The optional immediateSuperiorinfo component of SuperiorToSubordinate is a copy of a set of attributes, in
particular objectClass and entryACI, from the entry immediately superior to the new context prefix.

NOTE — This component may be used by the subordinate for optimizing the evaluation of a List request which generates an
empty ListResult for a base object which is the immediate superior of the subordinate context prefix [see Note of 19.3.1.2.2,
item 2)].
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24.1.4.2 Subordinate DSA establishment parameter

The establishment parameter issued by the subordinate DSA, a value of SubordinateToSuperior, provides the superior
DSA with information regarding the subordinate naming context.

SubordinateToSuperior ::= SEQUENCE {
accessPoints [0] MasterAndShadowAccessPoints OPTIONAL,
alias [1] BOOLEAN DEFAULT FALSE,
entrylnfo [2] SET SIZE (1..MAX) OF Attribute{{SupportedAttributes}} OPTIONAL,
subentries [3] SET SIZE (1..MAX) OF Subentryinfo OPTIONAL }

The accessPoints component of SubordinateToSuperior is used by the subordinate to provide the superior the
information required for its subordinate reference.

NOTE 1 — The master access point within accessPoints is the same as that passed in the accessPoint parameter of the Establish
and Modify Operational Binding operations.
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lias component of SubordinateToSuperior is used to signal to the superior that the subordinate namingc
its of asingle alias entry.

ntryinfo component of SubordinateToSuperior consists of a copy of a set of attributes, in particltar object
ntryACI, but also, if applicable, the administrativeRole operational attribute, from the new context prefix en

whose base object is the entry immediately superior to the subordinate context prefix, while the last/attribute is used tg
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The $ubentries component of SubordinateToSuperior is used by the subordinate\te” pass subentries cont
prescfiptive ACI to the superior.
24.1% Modification parameters
For modifications of a HOB, the modification parameter of the superior rolé; SuperiorToSubordinateModificati
SupefiorToSubordinate, with the restriction that the entrylnfo component’may not be present; that of the subor
rolei$ SubordinateToSuperior.
SupefiorToSubordinateModification ::= SuperiorToSubordinate {

WITH COMPONENTS { ..., entryinfo ABSENT})
Thesg parameters are identical (with the restriction noted abave) to the corresponding establishment parameters al
used |to signal changes occurring to information provided in the establishment parameters subsequent to the
establishment of the HOB.
If anhy component of SuperiorToSubordidate (or subsequently SuperiorToSubordinateModification
SubofdinateToSuperior experiences a change-(e.g., the contextPrefixinfo component of SuperiorToSubordi
the g¢orresponding component of the \modification parameter (e.g., the contextPrefixinfo componel
SupefiorToSubordinateModification)shall be provided in its entirety in the Modify Operational Binding.
2416 Termination parameters
Neither role provides a termination parameter when terminating a HOB.
2417 Typeidentification
The [hierarchical Operational binding is identified by the object identifier assigned when defining the
hierafchicalOperationalBinding OPERATIONAL-BINDING information object in 24.2.
24.2| Operational binding information object Class definition
This lkubclause defines the hierarchical operational binding type using the OPERATIONAL -BINDING infor

hation

object class template defined in ITU-T Rec. X.501 | ISO/IEC 9594-2.
hierarchicalOperationalBinding OPERATIONAL-BINDING ::= {
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AGREEMENT HierarchicalAgreement
APPLICATION CONTEXTS {
{directorySystemAC} }
ASYMMETRIC
ROLE-A { -- superior DSA
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER SuperiorToSubordinate

MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER  SuperiorToSubordinateModification
TERMINATION-INITIATOR TRUE }

ROLE-B { -- subordinate DSA
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ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER SubordinateToSuperior

MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER  SubordinateToSuperior
TERMINATION-INITIATOR TRUE }

ID id-op-binding-hierarchical }

24.3 DSA proceduresfor hierarchical operational binding management

In the following procedures, a new DSE or a mark (i.e., a state indication associated with some item of inform:

ation)

created by a DSA shall be stored in stable storage. By doing so, it is possible for the two DSAs following the

procedures below to maintain a consistent understanding of the parameters of the HOB in the presen
communication and end system failures.

ce of

In both the establishment and modification procedure described below, the DSA playing the responding role (i

initiafing the establishment or modification) may provide the DSA playing the initiating role with information
opergiona attributes) that are not acceptable for one reason or another. The initiating DSA may ‘terminal
opergiona binding in such cases

Establishment procedure

1.1 Establishment initiated by superior DSA

If a DSA evaluates an Add Entry operation with a different DSA specified in the targetSystem extension, it
establlish a hierarchical operational binding according to the following procedure. 1f-aDSA, for administrative res
wishgs to establish a HOB with a subordinate DSA, and it supports the DOP\HOB protocol, then the foll
procedure shall be followed:

1) The superior DSA creates a new DSE of type subr, with thename of the new entry, and marks thi
DSE as being added. The superior DSA generates a unigye bindingID and stores it with the new DS

2) The superior DSA shall send an Establish Operationa Binding operation to the subordinate
containing the following parameters:

a) bindingType set to hierarchicalOperationalBindingID;

b) SuperiorToSubordinate establishment* parameter with contextPrefixinfo and ent
components present; all other parameters are optional;

C) HierarchicalAgreement with thelimmediateSuperior component set to the distinguished ng
the immediate superior of thelnew entry and the rdn component set to the RDN of the new ent

d) thebindingID, myAccessPoint and valid parameters, as appropriate.

3) If the subordinate DSAaccepts the operation, it creates the required DSES of types glue, sub
admPoint, rhob and immSupr, as appropriate, to represent the contextPrefixinfo; a DSE of type d
entry or alias to represent the new context prefix object or alias entry; and, as appropriate, aDSE g
rhob and entry-torepresent the immediateSuperiorinfo. It stores the bindingID with the DSE
new context prefix entry and returns a SubordinateToSuperior parameter to the superior DSA.
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If the subordinate DSA refuses the operation, it returns an Operational Binding Error wi
appropfiate problem value set.

If tRe-haming context already exists and the bindingID values for the existing and the new context
Same, the subordinate DSA has already created the requested naming context, in which ¢

inconsistency that requires correction by an administrator.

h the

ethe
the

subordinate DSA returns a result to the superior. If the values are not equal, an Operational Binding Error
with problem invalidAgreement is sent; this means the superior DSA has a permanent knowledge

4) If the superior DSA receives an error, it deletes the marked DSE of type subr and returns an error f
Add Entry operation.

or the

If the superior DSA receives a result, it removes the mark from the DSE that represents the subr and

returns aresult for the Add Entry operation.

If any failure occurs (e.g., communication or end system), the superior DSA shall repeat the
starting at step 2) until a result or error has been received for each pending establishment

steps
of a

hierarchical operational binding for which it is the initiator. If the establishment is as a result of an Add
Entry operation, and the requester aborts the operation (e.g., by releasing or aborting the application
association) before the establishment is complete, the superior DSA shall ignore this event and complete

the establishment (which may or may not be successful). In this case, the user will not be informed
outcome of the Add Entry operation.
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