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Foreword

I1SO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of 1SO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal
with particular fields of technical activity. 1SO and IEC technical committees collaborate in fields of mutual interest.
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ISO/IEC 9594-4 was prepared by Joint Technica Committee +SO/IEC JTC 1, Information technology, Subcommittee

SC 6, Telgcommunications and information exchange betweendsystems, in collaboration with ITU-T. The identical text

published

This fourth edition of ISO/IEC 9594-4 constitutes atechnical revision of the third edition (ISO/IEC 9594-4:1998), whi

ITU-T Rec. X.518.
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is provisignally retained in order to support implementations based on the third edition. This edition also incorporates
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— Part4:

— Part§:

m 1:2002.

594 consists of the following) parts, under the general title Information technology — Open Systel
ction — The Directory:

Overview of concepts,.models and services
Models

Abstract service definition

Proeedures for distributed operation

Protocol specifications

ns

— Part 6: Selected attribute types

— Part 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks

— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory

Annexes A and D form a normative part of this part of ISO/IEC 9594. Annexes B, C, E and F are for information only.
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Introduction

This Recommendation | International Standard part together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
echnical agreement outside of the interconnection standards themselves the interconnection of informatia processing

Bystems:

—  from different manufacturers;

— under different managements;

—  of different levels of complexity; and

— of different ages.

Chis Recommendation | International Standard specifies the procedures by¢which the distributed compopents of the
Pirectory interwork in order to provide a consistent service to its users.

[his fourth edition technically revises and enhances, but does not replace, the third edition of this Reconjmendation |
nternational Standard. Implementations may still claim conformafice’to the third edition. However, at sone point, the
hird edition will not be supported (i.e. reported defects will ‘no longer be resolved). It is recomthended that
mplementations conform to this fourth edition as soon as possible.

[his fourth edition specifies version 1 and version 2 of the'Directory protocols.

[he first and second editions specified only version’l. Most of the services and protocols specified in thi§ edition are
esigned to function under version 1. Howeyer, some enhanced services and protocols, e.g. signed errgrs, will not
function unless all Directory entities involvedin the operation have negotiated version 2. Whichever version has been
hegotiated, differences between the services and between the protocols defined in the four editions, excgpt for those
specifically assigned to version 2, ar€ accommodated using the rules of extensibility defined in this editign of ITU-T
Rec. X.519 | ISO/IEC 9594-5.

Annex A, which is an integral_part of this Recommendation | International Standard, provides the ASN.1[ module for
Hirectory distributed operations.

Annex B, which is~not’an integral part of this Recommendation | International Standard, describes an|example of
Histributed namegesolution.

Annex C, which is not an integral part of this Recommendation | International Standard, describes authenti¢ation in the
Histributed eperations environment.

Apnex D, which is an integral part of this Recommendation | International Standard, provides the definftions of the

A SN 1 information n]’\jp(‘f classes introduced.in this nirpr“rnry Qppr‘iﬁr‘aﬁnn

Annex E, which is not an integral part of this Recommendation | International Standard, illustrates knowledge
maintenance.

Annex F, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.

© ISO/IEC 2001 — All rights reserved Vi
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Procedures for distributed operation
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2.1

[ION 1 — GENERAL

Scope

ption. The allowed behaviour has been designed so as to ensure a consistent service given a wide distribution|
Cross many DSAS.

irectory is not intended to be a general purpose database system, although it-may be built on such system
ed that there is a considerably higher frequency of queries than of updates.

Normative references

llowing Recommendations and International Standards contain provisions which, through reference in thi
ute provisions of this Recommendation | International Stanmdard. At the time of publication, the editions ing
valid. All Recommendations and Standards are subject.to revision, and parties to agreements based d
hmendation | International Standard are encouragedtto investigate the possibility of applying the most
1 of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of cu
nternational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of cul
TU-T Recommendations.

Identical Recommendations |\Initernational Standards

—  ITU-T Recommendation.X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Sj
Interconnection — Basic)Reference Model: The Basic Model.

— ITU-T Recommendation X.500 (2001) | ISO/IEC 9594-1:2001, Information technology — Open S
Interconnectiony=The Directory: Overview of concepts, models and services.

— ITU-T Recommendation X.501 (2001) | ISO/IEC 9594-2:2001, Information technology — Open S
Intereonneéction — The Directory: Models.

—  ITUST Recommendation X.509 (2000) | ISO/IEC 9594-8:2001, Information technology — Open S|
Interconnection — The Directory: Public-key and attribute certificate frameworks.

=, ' ITU-T Recommendation X.511 (2001) | ISO/IEC 9594-3:2001, Information technology — Open S

b ecommendation | International Standard specifies the behaviour of DSAs taking part incthe’distributed Ditectory

of the

5. It is

S text,
icated
n this
recent
rrently
'rently

stems

stems

stems

stems

stems

Interconnection — The Directory: Abstract service definition.

— ITU-T Recommendation X.519 (2001) | ISO/IEC 9594-5:2001, Information technology — Open Systems

Interconnection — The Directory: Protocol specifications.

— ITU-T Recommendation X.520 (2001) | ISO/IEC 9594-6:2001, Information technology — Open Systems

Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (2001) | ISO/IEC 9594-7:2001, Information technology — Open Systems

Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (2001) | ISO/IEC 9594-9:2001, Information technology — Open Systems

Interconnection — The Directory: Replication.

— ITU-T Recommendation X.530 (2001) | ISO/IEC 9594-10:2001, Information technology — Open Systems

Interconnection — The Directory: Use of systems management for administration of the Directory.
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— ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abstract Syntax

Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abstract Syntax

Notation One (ASN.1): Information object specification.

—  ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract Syntax

Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abstract Syntax

Notation One (ASN.1): Parameterization of ASN.1 specifications.

— ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote

Operations: Concepts, model and notation plus Technical Corrigendum 1 (1995).

3
For th|

3.1
The fq

3.2
The fq

3.3
The fq
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technology — Remote Operations: Concepts, model and notation — Amendment 1: Built-in operqtiony.

— ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:1995, Information technology-— R
Operations: OSI realizations — Remote Operations Service Element (ROSE) service definition.

— ITU-T Recommendation X.881 (1994)/Amd.1(1995) | ISO/IEC 13712-2:1995/Amd31v1996, Inforr
technology — Remote Operations: OSI realizations — Remote Operations Service-Blement (ROSE)
definition — Amendment 1: Mapping to A-UNIT-DATA and built-in operations;

Definitions

e purposes of this Recommendation | International Standard the following definitions apply:

OSI Reference Model Definitions
llowing term is defined in ITU-T Rec. X.200 | ISO/IEC 7498%]+

a) application entity title.

Basic Directory Definitions
llowing terms are defined in ITU-T Rec. X.500 ISO/IEC 9594-1:
a)  (the) Directory;

b) Directory Information Base.

Directory Model Definitions
llowing terms are defined.in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) access point;
b) alias;
c) distinguished name;

d)esDirectory Information Tree;

ation

emote

nation
ervice

€)' Directory System Agent (DSA);
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f)  Directory User Agent (DUA);

g) relative distinguished name.

DSA Information Model definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

a) category,
b) commonly usable;
c) context prefix;

d) cross reference;
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e) DIB fragment;
f)  DSA information tree;
g) DSA-Specific Entry (DSE),
h) DSE ype;
i) immediate superior reference;
) knowledge information;
k) knowledge reference category,
1)  knowledge reference type;,
—— MR E-CORteXE:

n) non-specific knowledge;

0) non-specific subordinate reference;
p) operational attribute;

q) reference path,

r) specific knowledge;

s) subordinate reference;

t)  superior reference.

3.5 Directory replication definitions

The fgllowing terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:
a)  attribute completeness;

b) shadowing operational binding;

c) subordinate completeness;

d) unit of replication.

3.6 Distributed operation definitions

The fgllowing terms are defined in this Recommendation | International Standard:

3.6.1 base object: The object of\alias entry that is the target for an operation as issued by the originator.
3.6.2 chaining: The generic term for uni-chaining or multi-chaining.
3.63 context prefix information: Operational and user information supplied by the superior DSA to the suboidinate

DSA in a RHOB regarding DIT vertices superior to the subordinate context prefix.
3.64 distributed name resolution: The process by which name resolution is performed in more than one DSA.

3.6.5 error: Information sent from the performer to the requester conveying a negative outcome of a preyiously
received request.

3.6.6 hard error. A dclinite error which indicates that the operation cannot currently be periormed without external
intervention.

3.6.7 hierarchical operational binding (HOB): Relationship between two master DSAs holding naming contexts,
one of which is immediately subordinate to the other, in which the superior DSA holds a subordinate reference to the
subordinate DSA.

3.6.8 modification operations: These are the Directory Modify Operations, i.e. Modify Entry, Add Entry, Remove
Entry and Modify DN.

3.6.9 multi-chaining: A mode of interaction in which a DSA processing a request itself sends multiple requests
either in parallel or sequentially to a set of other DSAs.

3.6.10 multiple entry interrogation operations: These are the Directory Search Operations, i.e. List and Search.

ITU-T Rec. X.518 (02/2001) 3
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3.6.11 name resolution: The process of locating an entry by sequentially matching each RDN in a purported name to
a vertex of the DIT.

3.6.12  non-specific hierarchical operational binding (NHOB): Relationship between two master DSAs holding
naming contexts, one of which is immediately subordinate to the other, in which the superior DSA holds a non-specific
subordinate reference to the subordinate DSA.

3.6.13  NSSR decomposition: Decomposition of non-specific knowledge references into subrequests for other DSAs
to pursue; these subrequests may be either chained to these DSAs by the DSA performing the decomposition, or a
continuation reference identifying the DSAs may be returned to the requester for it to pursue, or the decomposing DSA
may pursue some of the subrequests, leaving others unexplored for the requester to pursue.

3.6.14__ operation progress: A set of values which denotes the extent to which name resolution has taken place.

3.6.1§ originator: The DUA that has initiated a specific (distributed) operation.
3.6.1 performer: DSA receiving a request (i.e. to perform an operation).

3.6.171 procedure: An (informal) specification of how a DSA maps a given set of input atguments and it§ DSA
infornpation tree into a result.

NOTE — Input arguments and results may correspond to information received in a requested operation and information s¢nt in a
refly, or they may represent intermediate stages in the computation of a reply from a requested operation. In 14.2 the |former
vatfiety of input arguments and results are termed external.

3.6.18 relevant hierarchical operational binding (RHOB): Either a HOB or-a.NHOB, depending on the contejxt.

3.6.19 referral: An outcome which can be returned by a DSA which. cannot perform an operation itself, and [which
identifies one or more other DSAs more able to perform the operation.

3.6.200 reply: A result or an error.

3.6.21] request: Information consisting of an operation code and associated arguments to convey a directory op¢ration
from g requester to a performer.

3.6.22] request decomposition: Decomposition<‘of a request into subrequests for other DSAs to pursue;| these
subrequests may be either chained to these DSAs/by the DSA performing the decomposition, or continuation refefences
identifying the DSAs may be returned to thereguester for it to pursue, or the decomposing DSA may pursue some|of the
subrequests, leaving others unexplored for the’requester to pursue.

3.6.23] requester: A DUA or DSA-sending a request to perform (i.e. invoke) an operation.

3.6.24  single entry interrogation operations: These are the Directory Read Operations, i.e. Read and Compare|

3.6.25 soft error: An €mor which may be transient, or which may indicate a localized problem, in which case the use
of a different knowledge reference or access point may enable a result or hard error to be obtained.

3.6.260 subordinate DSA: Of the two DSAs sharing a HOB or a NHOB, the DSA holding the subordinate naming
context.

3.6.27| Csubrequest: A request generated by request decomposition.

3.6.28  superior DSA: Of the two DSAs sharing a HOB or a NHOB, the DSA holding the superior naming context.

3.6.29  superior, subordinate DSA: Two master DSAs holding naming contexts, one of which is immediately
subordinate to the other; the relationship between the two DSAs is managed explicitly via a HOB (or NHOB), or exists
implicitly by virtue of the superior DSA holding a subordinate (or non-specific subordinate) reference to the
subordinate DSA.

3.6.30 target object name: The name of an entry either to which the operation is to be directed at a particular stage of
name resolution, or which is involved in the evaluation of the operation.

3.6.31 uni-chaining: A mode of interaction optionally used by a DSA which cannot perform an operation itself. The
DSA chains by invoking an operation of another DSA and then relaying the outcome to the original requester.
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Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

ASN.1  Abstract Syntax Notation One

DISP  Directory Information Shadowing Protocol

DMD  Directory Management Domain

DOP Directory Operational Binding Management Protocol
DSE DSA-Specific Entry

5
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EC common text" in the Guide for ITU-T and ISO/IEC JTC 1 Cooperation{ October 1996.

rm "Directory Specification" (as in "this Directory Specification")“shall be taken to mean ITU-T Rec. X
EC 9594-4. The term "Directory Specifications" shall be taken to.mean the X.500-series Recommendations
f ISO/IEC 9594.

Directory Specification uses the term "1988 edition systems" to refer to systems conforming to the first edi
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SECTION 2 — OVERVIEW

6

Overview

The Directory Abstract Service allows the interrogation, retrieval and modification of Directory information in the DIB.
This service is described in terms of the abstract Directory object as specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Necessarily, the specification of the abstract Directory object does not in any way address the physical realization of the
Directory: in particular it does not address the specification of Directory System Agents (DSA) within which the DIB is
stored and managed, and through which the service is provided. Furthermore, it does not consider whether the DIB is
centralized, i.e. contained within a single DSA, or distributed over a number of DSAs. Consequently, the requirements
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uted environment is also not covered by the service description.

pf a set of one or more DSA objects which collectively constitute the distributed directory service:

ensure that the whole of the DIB is potentially accessible from all DSAs that hold constituent entries.

optimizations when using the replicated information.

er it should respond with information about other. DSA(s) which could further progress the inquiry (referral).

dministrative, operational or technical circuimstances.

ication specifies the appropriate procedures to be effected by DSAs in responding to distributed di
es. These procedures will.enisure that users of the distributed Directory service perceive it to be both user-fi
nsistent.
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ition, this Directory Specification specifies the permissible ways in which the DIB may be)distributed over pne or
PDSASs. For the limiting case where the DIB is contained within a single DSA, the Directory is in fact centrflized;
case where the DIB is distributed over two or more DSAs, knowledge and navigatioh mechanisms are spg¢cified

ns of the DIB may also be replicated in multiple DSAs. The protocols déscribed in this Directory Specification
the use of replicated information to improve the availability, performance and efficiency of the distgibuted
ry service. The use of replicated information is, to some extent, und€r'the user's control, through the use of gervice
| options. The procedures described in this Directory Specification“also indicate some of the opportunities for
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SECTION 3 — DISTRIBUTED DIRECTORY MODELS

7 Distributed Directory System Model

The Directory abstract service, as defined in ITU-T Rec. X.511 | ISO/IEC 9594-3, models the Directory as an object
which provides a set of directory services to its users. Users of the Directory access its services through an access point.
The Directory may have one or more access points and each access point is characterized by the services it provides and
the mode of interaction used to provide these services.

Figure 1 illustrates the distributed directory model which will be used as the basis for specifying the distributed aspects
of the directory. It illustrates the Directory as comprising a set of one or more DSAs.

access point  p-------

The Directory

chainedModify

TISO3580-94

Figure 1 — Objects of the distributed Directory model

DSAs|are specified in detail in the subsequent clauses of'this Directory Specification. This clause merely states a number
of thejir characteristics in order to serve as an infroduction and to establish the relationship between this Directory
Specification and the other Directory Specifications.

DSAs|are defined in order that distribution ofthe DIB can be accommodated and that a number of physically distfibuted
DSAs|can interact in a prescribed, coopérative manner to provide directory services to the users of the directory (D[JAs).

Figurg 1 illustrates the relationship between the Directory abstract service and the DSA abstract service. The Directory
abstraft service defined in ITU=T.Rec. X.511 | ISO/IEC 9594-3 is provided through a number of Directory opergtions.
To reglize this service, the IDSAS that comprise the Directory interact with one another. The nature of this interaction is
defingd in terms of the setvice that one DSA may provide to another DSA, the DSA abstract service. The DSA apstract
servicg is provided through a number of operations, termed chained operations, each having a counterpart [in the
Directiory abstract seryice. Thus, a given operation in the Directory abstract service, e.g. Read, may require that thg DSA
providing the service interact with one or more other DSAs using chained operations, e.g. Chained Read.

8 DSA Interactions Model

A basic characteristic of the Directory is that, given a distributed DIB, a user should potentially be able to have any
service request satisfied (subject to security, access control, and administrative policies) irrespective of the access point
at which the request originates. In accommodating this requirement, it is necessary that any DSA involved in satisfying a
particular service request have some knowledge (as specified in ITU-T Rec. X.501 | ISO/IEC 9594-2) of where the
requested information is located and either return this knowledge to the requester or attempt to have the request satisfied
on its behalf. (The requester may either be a DUA or another DSA: in the latter case both DSAs shall support the DSP.)

nn

Three modes of DSA interaction are defined to meet these requirements, namely "uni-chaining", "multi-chaining", and
"referral”. Throughout the remainder of this Directory Specification, the generic term chaining is used to refer to uni-
chaining and/or multi-chaining as appropriate to the context. "Chaining" refers to the attempt by a DSA to satisfy a
request by sending one or more chained operations to other DSAs; "referral", to the return of knowledge information to
the requester, which may then itself interact with the DSA(s) identified in the knowledge information.
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Uni-chaining or a referral interaction may result from a single request. Alternatively, the request may be decomposed
into several subrequests prior to the interaction. Multi-chaining or referral interactions, or a mixture of the two, may
result from a decomposed request. Two types of decomposition are defined; NSSR decomposition and request
decomposition.

8.1 Decomposition of a request

8.1.1 NSSR decomposition

NSSR decomposition is the process of preparing identical requests ready for transfer (either sequentially or in parallel) to
several subordinate DSAs as a result of encountering an NSSR during name resolution. Non-specific subordinate
references do not hold the RDNs of the referenced subordinate naming contexts, so the referencing DSA is unable to tell
whichrsubordmmate—DS2 otds—wi mbordimateTTa . OTItC ;u; aIIIc ’!l!c PSA—emncon tering
NSSRfs shall send an identical request to each subordinate DSA (in the absence of shadowing). This may bg done
sequentially or in parallel. Typically, only one DSA will be able to continue with name resolution; the othets\will|return
a seryiceError with problem unableToProceed. In certain (rare) circumstances it is possible that more-than on¢g DSA
will continue with name resolution, giving rise to duplicate results.

8.1.2 Request decomposition

Requgst decomposition, the other form of decomposing a request, is a process performed internally by a DSA prior to
commjunication with one or more other DSAs. A request is decomposed into several, possibly different, subrequesfs such
that egch of the subrequests accomplishes a part of the original task. Request decomposition can be used only during
operatiion evaluation of a List or Search. After request decomposition, each of the subrequests may then be chained to
other DSASs to continue the task, or a partial result (an embedded referral) may bewreturned to the requester. An example
of the|same subrequest being generated to different DSAs is when an entry has subordinate references and/or NSSRs that
together reference more than one DSA. An example of different subrequests being generated to the same or different
DSAs|is when two different entries are encountered during a Search (subtfee), and each has a subordinate referencd.

8.2 Uni-chaining

This hode of interaction (depicted in Figure 2) may be used-by one DSA to pass on a request to another DSA when the
formef has knowledge about naming contexts held by thé latter. Uni-chaining may be used to contact a singl¢ DSA
pointed to in a cross reference, a subordinate reference, a superior reference, a supplier reference, or a master referdnce.

NOTE — In Figure 2, the order of interactions is defined by the numbers associated with the interaction lines.

Request | | Response

1
‘ TISO3590-94

Figure 2 — Uni-chaining mode

8.3 Multi-chaining

This mode of interaction is used by a DSA for transferring several outgoing requests which have resulted from one
incoming request, as a result of either request decomposition or NSSR decomposition.

8 ITU-T Rec. X.518 (02/2001)
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8.3.1 Parallel multi-chaining
With parallel multi-chaining, the DSA transfers several outgoing requests simultaneously (see Figure 3a). Whilst parallel

multi-chaining may give improved performance, it may under certain circumstances, e.g. in the presence of shadowing,
cause duplicate results to be received.

3"

TISO3600-94

Figure 3a — Parallel Multi-chaining

8.3.2 Sequential multi-chaining

With $equential multi-chaining, the DSA transfers one outgoing request at a time and waits for the result or error pf one
requedt before sending the next (see Figure 3b). Whilst sequential multi-chaining may not be the quickest mpde of
interagtion, it is unlikely that duplicate results will belreceived.

NOTE — A DSA may use a combination of paralleDmulti-chaining and sequential multi-chaining.

TISO3610-94

) Unable to proceed.

Figure 3b — Sequential Multi-chaining
(as a result of NSSR decomposition)
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8.4 Referral

A referral (depicted in Figures 4a and 4b) is returned by a DSA in response to a request from either a DUA or another
DSA. The referral may constitute the whole response (in which case it is categorized as an error) or just part of the
response. The referral contains a knowledge reference, which may be either a superior, subordinate, cross, non-specific
subordinate, supplier, or master reference.

The DSA (Figure 4a) receiving the referral may use the knowledge reference contained therein, to subsequently chain or
multi-cast (depending upon the type of reference) the original request to other DSAs. Alternatively, a DSA receiving a
referral, may in turn pass the referral back in its response. A DUA (Figure 4b) receiving a referral may use it to contact
one or more other DSAs to progress the request.

Request
1

Resporise

TISO3620-94

) Referral'to B.
b) Referral to C.

Figureda — Referral mode (DSA acts on referrals)

Request Response
1
TISO3630-94
3) Referral to E.
b) Referral to F.

Figure 4b — Referral mode (DUA acts on referrals)
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8.5 Mode Determination

If a DSA cannot itself fully resolve a request, it shall chain the request (or a request formed by decomposing the original
one), to another DSA, unless:

a)

b)

chaining is prohibited by the user via the service controls, in which case the DSA shall return a referral or
a serviceError with problem chainingRequired; or

the DSA has administrative, operational, or technical reasons for preferring not to chain, in which case the
DSA shall return a referral.

NOTE 1 — A "technical reason" for not chaining is that the DSA identified in the knowledge reference does not
support the DSP.

NOTE 2 — If the localScope service control is set, then the DSA (or DMD) shall either resolve the request or

TCLUrt aI CIror.

NOTE 3 — If the user prefers referrals, the user should set chainingProhibited.

ITU-T Rec. X.518 (02/2001) 11
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SECTION 4 — DSA ABSTRACT SERVICE

9

Overview of DSA Abstract Service

The service of the Directory is fully described in ITU-T Rec. X.511 | ISO/IEC 9594-3. When such a service is provided
in a distributed environment, as modelled in clause 7, it can be regarded as being provided by means of a set of DSAs.
This is illustrated in Figure 1.

For each operation defined in the Directory service, a corresponding "chained" operation is defined in the DSA abstract
service for use between DSAs cooperating in the accomplishment of that Directory service operation. Thus, a DSA
receiving a Read operation from a DUA might require the assistance of another DSA (e.g. a DSA holding the target entry
or a copy of it) to satisfy it, and so send that DSA a Chained Read operation.

of the

in the
ch are
ned to

where.
each

The iffformation types exchanged in the DSA abstract service are defined in clause 10. The operations and errors
DSA abstract service are defined in clauses 11 through 13.
10 Information types
10.1 Introduction
This dlause identifies, and in some cases defines, a number of information types which are subsequently used
definition of various of the operations of the DSA abstract service. The information types concerned are those wh
commpn to more than one operation, are likely to be in the future, or which are sufficiently complex or self-contai
merit peing defined separately from the operation which uses them.
Several of the information types used in the definition of the DSA dbstract service are actually defined else
Subclause 10.2 identifies these types and indicates the source of théir definition. Subclauses 10.3 through 10.1
identifies and defines an information type.
10.2 Information types defined elsewhere
The fgllowing information types are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

—  aliasedEntryName;

—  DistinguishedName;

— Name;

— RelativeDistinguishedName.
The fgllowing information types are/defined in ITU-T Rec. X.511 | ISO/IEC 9594-3:

(Bind)

—  DirectoryBind

(Operatioris)

—  Abandon

(Etrers)

= abandoned,;

— attributeError;

— nameéError;

—  securityError;

—  serviceError;

—  updateError.

(Information Object Class)

—  OPTIONALLY-PROTECTED

(Data Type)

—  SecurityParameters
12 ITU-T Rec. X.518 (02/2001)
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The following information type is defined in ITU-T Rec. X.520 | ISO/IEC 9594-6:

10.3

— PresentationAddress.

Chaining Arguments

The ChainingArguments are present in each chained operation, to convey to a DSA the information needed to
successfully perform its part of the overall task:

ChainingArguments ::= SET {

Time [::=

The v

originator [0] DistinguishedName OPTIONAL,
targetObject [1] DistinguishedName OPTIONAL,
operationProgress [2] OperationProgress

DEFAULT { nameResolutionPhase notStarted },
tracelnformation [3] Tracelnformation,
aliasDereferenced [4] BOOLEAN DEFAULT FALSE,
aliasedRDNs [51 INTEGER OPTIONAL,

-- only present in 1988 systems
returnCrossRefs [6] BOOLEAN DEFAULT FALSE,
referenceType [71 ReferenceType DEFAULT superior,
info [8] Domaininfo OPTIONAL,
timeLimit [91 Time OPTIONAL,
securityParameters [10] SecurityParameters DEFAULT {},
entryOnly [11] BOOLEAN DEFAULT FALSE,
uniqueldentifier [12] Uniqueldentifier OPTIONAL,
authenticationLevel [13] AuthenticationLevel OPTIONAL,
exclusions [14] Exclusions OPTIONAL,
excludeShadows [15] BOOLEAN DEFAULT FALSE,
nameResolveOnMaster [16] BOOLEAN DEFAULT FALSE,
operationldentifier [17] INTEGER OPTIONAL,
searchRuleld [18] SearchRuleld OPTIONAL,
chainedRelaxation [19] MRMapping OPTIONAL,
relatedEntry [20] INTEGER - (OPTIONAL }

CHOICE ({

utcTime UTCTime,
generalizedTime GeneralizedTime }
hrious components have the meanings as defined below:

a) The originator component conveys the name of the (ultimate) originator of the request unless dlready
specified in the{security parameters. If requester is present in CommonArguments, this argument may
be omitted.

NOTE I\ ~Where the originator has alternative names differentiated by context, then the name used as the jalue of
originator shall be the primary distinguished name, if known. Otherwise, authentication and access contro] based
ofisthe value of originator may not work as desired.

b) The targetObject component conveys the name of the object whose directory entry is being roufed to.
The role of this object depends on the particular operation concerned: it may be the object whose entry is
to be operated on, or Wthh is to be the base object for a request or subrequest 1nvolv1ng multlple bjects

= edSe elas the

Ob_] ect or base Ob_]GCt parameter in the charned operatron in whrch case 1ts implied Value is that Value

Where the targetObject includes RDNs containing attribute type and value pairs for which there are
multiple distinguished values differentiated by context, the RDNs that have been resolved shall be primary
RDNeS.

c¢) The operationProgress component is used to inform the DSA of the progress of the operation, and hence
of the role which it is expected to play in its overall performance. The information conveyed in this
component is specified in 10.5.

d) The tracelnformation component is used to prevent looping among DSAs when chaining is in operation.

A DSA adds a new element to trace information prior to chaining an operation to another DSA. On being
requested to perform an operation, a DSA checks, by examination of the trace information, that the
operation has not formed a loop. The information conveyed in this component is specified in 10.6.
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14

e)

g)

The aliasDereferenced component is a BOOLEAN value which is used to indicate whether or not one or
more alias entries have so far been encountered and dereferenced during the course of distributed name
resolution. The default value of FALSE indicates that no alias entry has been dereferenced.

The aliasedRDNs component indicates how many of the RDNs in the targetObject Name have been
generated from the aliasedEntryName attributes of one (or more) alias entries. The integer value is set
whenever an alias entry is encountered and dereferenced. This component shall be present if and only if
the aliasDereferenced component is TRUE.
NOTE 2 — This component is provided for compatibility with 1988 edition implementations of the Directory.
DUAs (and DSAs) implemented according to later editions of the Directory Specifications shall always omit this

parameter from the CommonArguments of a subsequent request. In this way, the Directory will not signal an error
if aliases dereference to further aliases.

The returnCrossRefs component is a Boolean value which indicates whether or not knowledge

h)

)

k)

)

references, used during the course of performing a distributed operation, are requested to be passefl back
to the initial DSA as cross references, along with a result or referral. The default value of FALSE\indicates
that such knowledge references are not to be returned.

The referenceType component indicates, to the DSA being asked to perform the operation, what type of
knowledge was used to route the request to it. The DSA may therefore be able te,détect errors [in the
knowledge held by the invoker. If such an error is detected it shall be indicated by,a serviceErrgr with
problem invalidReference. ReferenceType is described fully in 10.7.

NOTE 3 - If the referenceType is missing then the value superior shall be assumed:

The info component is used to convey DMD-specific information amorg DSAs which are involved|in the
processing of a common request. This component is of type Domainlnfo, which is of unrestricted type:

Domaininfo ::= ABSTRACT-SYNTAX.&Type

The timeLimit component, if present, indicates the time by which the operation is to be conjpleted
(see 16.1.4.1). Before a value of Time is used in anycomparison operation and if the syntax of Time has
been chosen as the UTCTime type, the value of the, two-digit year field shall be rationalized into g four-
digit year value as follows:

—  If the 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it.
—  If the 2-digit value is 50 through 99-inclusive, the value shall have 1900 added to it.

NOTE 4 — The use of GeneralizedTime may prevent interworking with implementations unaware |of the
possibility of choosing either UFCTime or GeneralizedTime. It is the responsibility of those specify|ng the
domains in which this DirecterynSpecification will be used, e.g. profiling groups, as to when the Generaliz¢dTime
may be used. In no case shall'"UTCTime be used for representing dates beyond 2049.

The SecurityParameters,component is specified in ITU-T Rec. X.511 | ISO/IEC 9594-3. Its absgnce is
deemed equivalent tolthere being an empty set of security parameters.

The entryOnly component is set to TRUE if the original operation was a Search with the subset argument
set to oneLevel,and an alias entry was encountered as an immediate subordinate of the baseObjegt. The
DSA whichssuccessfully performs name resolution on the targetObject name shall perform [object
evaluationjon only the named entry.

uniqueldentifier component is optionally supplied when it is required to confirm the originator name. The
Uniqueldentifier data type is described in ITU-T Rec. X.501 | ISO/IEC 9594-2.

authenticationLevel component is optionally supplied when it is required to indicate the manner in|which

authentication has been carried out. The AuthenticationLevel data type is described in [TU-T
Dar‘. Y.Q(ﬂ I TS(\/TE(“ Q504 ’).

0)

p)

qQ

The exclusions component has significance only for Search operations; it indicates, if present, which
subtrees of entries subordinate to the targetObject shall be excluded from the result of the Search
operation (see 10.9).

The excludeShadows component has significance only for Search and List operations; it indicates that
the search shall be applied to entries and not to entry copies. This optional component may be used by a
DSA as one way to avoid the receipt of duplicate results (see 20.1).

The nameResolveOnMaster component only has significance during name resolution, and is only set if
NSSRs have been encountered. If set to TRUE, it signals that subsequent name resolution, i.e. matching
the remaining RDNs from nextRDNToBeResolved, shall not employ entry copy information; subsequent
resolution of each remaining RDN shall be done in the master DSA for the entry identified by that RDN
(see 20.1).
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The operationldentifier component facilitates the correlation of DAP operations with subsequent related
DSP operations as well as with results. It is assigned by the DSA that first receives a DAP request or is
copied from the chaining arguments of DSP requests that require further chaining. The DSA assigning the
operationldentifier shall not reuse the assigned integer for a sufficiently long time period. Correlation of
related DAP and DSP requests and results is facilitated by a DSA logging, for each operation and result,
the operationldentifier together with the name of the DSA that assigned it (the first DSA in
tracelnformation on a chained request). Such correlation may be useful for the purposes of logging,
auditing, charging and settlements, etc.

The searchRuleld component conveys the unique identity of a search-rule. It is included by the DSA
performing the initial Search procedure (I) in case this procedure starts within a service specific
administrative area and the search operation is progressed to other DSAs either when progressing down
the DIT, when following aliases or when following hierarchical group pointers.

t)

10.4 Chaining Results

The chainedRelaxation component enables relaxation to be carried out in a distributed mander for
chained search operations. If a DSA received a chained search operation, and supports relaxation, pglicies,
it can use the supplied chainedRelaxation component in place of any other relaxation poligy that it|might
implement, thereby enabling relaxation to be coordinated among the DSAs that potentially. feturn search
results.

The relatedEntry element shall be present whenever the receiving DSA is required to resolve felated
entries. When present, the receiving DSA shall respond only to the specific related entry element sp¢cified
by the relatedEntry value in joinAttributes of the SearchArgument. Thus; a.relatedEntry value ¢f zero
shall select the first element in the joinAttributes sequence the SearchArgument. The value shall| never
exceed one less than the number of elements in the joinAttributes component of SearchArgument. The
absence of the relatedEntry element in the ChainingArguments of@ DSP operation specifying felated
entries shall indicate that the distributed operation being chained on.is the base search, and not the felated
entry part of the search.

NOTE 5 — If a DSA to which chaining is being carried out is\required to handle both normal search resylts and
related-entry results, this shall be done by sending the DSA two distinct DSP operations.

When the relatedEntry element is present, the following special rules shall apply:

—  in evaluating the infoTypes subcomponent pfselection component of SearchArgument, infolypes
shall be taken as having the value attributeTypesAndValues, whatever the originally sp¢cified
value;

— all attributes specified in any joinAtt component of JoinAttPair shall be included in the sel¢ction,
whether or not previously included there;

—  the DSA coordinating related* entry results shall omit values and unspecified arguments, sq as to
make the result conform/with the original user request.

The relatedEntry argument shall be passed on in consequent outgoing ChainingArguments by a DSA that
supports related entrigs.

The ChainingResults ar¢ present in the result of each operation and provide feedback to the DSA which invokied the

operaTon.
ChainjingResults- ;= SET {
info [0] Domaininfo OPTIONAL,
crossReferences [11 SEQUENCE SIZE (1..MAX) OF CrossReference OPTIONAL,
securityParameters [2] SecurityParameters DEFAULT {},
alreadySearched [3] Exclusions OPTIONAL }

The various components have the meanings as defined below:

a) The info component is used to convey DMD-specific information among DSAs which are involved in the
processing of a common request. This component is of type DomainiInfo, which is of unrestricted type.

b) The crossReferences component is not present in the ChainingResults unless the returnCrossRefs
component of the corresponding request had the value TRUE. This component consists of a sequence of
CrossReference items, each of which contains a contextPrefix and an accessPoint descriptor
(see 10.8).

CrossReference ::= SET {
contextPrefix [0] DistinguishedName,
accessPoint [11 AccessPointinformation }
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A CrossReference may be added by a DSA when it matches part of the targetObject argument of an
operation with one of its context prefixes. The administrative authority of a DSA may have a policy not to
return such knowledge, and will, in this case, not add an item to the sequence.

c¢) The SecurityParameters data type is specified in ITU-T Rec. X.511 | ISO/IEC 9594-3. The absence of
the securityParameters component is deemed equivalent to there being an empty set of security
parameters.

d) The alreadySearched component, if present, indicates which subordinate RDNs subordinate to the
targetObject have been processed as a part of a chained Search operation and therefore shall be excluded
in a subsequent subrequest.

NOTE — Names in contextPrefix or alreadySearched shall be primary distinguished names and shall not contain
alternative distinguished names.

10.5 Operation Progress

An OperationProgress value describes the state of progress in the performance of an operation whichrseveral [DSAs
shall participate in.

OperdtionProgress ::= SET {

nameResolutionPhase [0] ENUMERATED {
notStarted 1),
proceeding (2),
completed 3)},

nextRDNToBeResolved [11 INTEGER OPTIONAL }

The various components have the meanings as defined below:

a) The nameResolutionPhase component indicates what\phase has been reached in handlinig the
targetObject name of an operation. Where this indicates that name resolution has notStarted, then § DSA
has not hitherto been reached with a naming context.¢ortaining the initial RDN(s) of the name. Iff name
resolution is proceeding, then the initial part of the,name has been recognized, although the DSA hplding
the target object has not yet been reached. The,nextRDNToBeResolved indicates how much of thd name
has already been recognized [see 10.5 b)]. Ifiname resolution is completed, then the DSA holdipg the
target object has been reached, and perforni@nce of the operation proper is proceeding.

b) The nextRDNToBeResolved indicates,to the DSA which of the RDNs in the targetObject name|is the
next to be resolved. It takes the form ot an integer in the range one to the number of RDNSs in the[name.
This component is only present.if the nameResolutionPhase component has the value proceeding

10.6 Trace Information

A Trj]celnformation value carries. forward a record of the DSAs that have been involved in the performance| of an
operatfion. It is used to detect the existence of, or avoid, loops that might arise from inconsistent knowledge or fr¢m the
preserjce of alias loops in the-DIT.

Trace|nformation ::= SEQUENCE OF Traceltem

Traceltem ::= SEF..{

dsa [0] Name,
targetObject [11 Name OPTIONAL,
operationProgress [2] OperationProgress }

Each DSA which is propagating an operation to another adds a new item to the end of the sequence of Traceltem. Each
such Traceltem contains:

a) the name of the DSA which is adding the item;

b) the targetObject name which the DSA adding the item received on the incoming request. This parameter
is omitted if the request being chained came from a DUA (in which case its implied value is the object or
baseObject in XOperation), or if its value is the same as the (actual or implied) targetObject in the
ChainingArgument of the outgoing request;

c) the operationProgress which the DSA adding the item received on the incoming request.

dsa shall be the primary distinguished name and shall not contain alternative distinguished names. Each RDN in
targetObject which has been processed shall be a primary RDN. Alternative distinguished values with contexts may be
included within the valuesWithContext component of AttributeTypeAndDistinguishedValue in the RDN.
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10.7 Reference Type
A ReferenceType value indicates one of the various kinds of reference defined in ITU-T Rec. X.501 | ISO/IEC 9594-2.

ReferenceType ::= ENUMERATED ({

superior (1),
subordinate (2),
cross (3),
nonSpecificSubordinate (4),
supplier (5),
master (6),
immediateSuperior (7),
self (8)}

10.8 Access point information

There|are three types of access points:

a) An AccessPoint value identifies a particular point at which access to the Directeny, specifically to a
DSA, can occur. The access point has a Name, that of the DSA concerned, and(@\PresentationAdgress,
to be used in OSI communications to that DSA.

[AccessPoint ::= SET {
ae-title [0] Name,
address [11 PresentationAddress,
protocolinformation [2] SET SIZE (1..MAX) OF Protocolinformation OPTIONAL }

b) A MasterOrShadowAccessPoint value identifies an acéess point to the Directory. The category,|either
master or shadow, of the access point is dependentiupon whether it points to a naming context or
commonly usable replicated area. The chainingRequired component indicates whether chainfing is
required for that DSA, i.e. a referral shall not be.retirned for that DSA.

MasterOrShadowAccessPoint ::= SET {

COMPONENTS OF AccessPoint,
category [31 ENUMERATED {

master (0),

shadow (1) ¥ DEFAULT master,
chainingRequired [5] (BOOLEAN DEFAULT FALSE }

¢) A MasterAndShadowAccessPoints value identifies a set of access points to the Directory, i.e. afset of
related DSAs. These aecess points share the property that each refers to a DSA holding entry information
from a common-naming context (or a common set of naming contexts mastered in one DSA when the
value is a value“of the nonSpecificKnowledge attribute. A MasterAndShadowAccessPoints| value
indicates the eategory of each AccessPoint value it contains. The access point of the master DSA|of the
naming €ontéxt need not be included in the set.

MasterAndShadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccessPoint

An AdcessPointinformation value identifies one or more access points to the Directory.

AccegsPointinformation ::= SET {
lcwmmo'l-—WﬁmW Point,

additionalPoints [4] MasterAndShadowAccessPoints OPTIONAL }

In the case of 1988 edition DSAs producing an AccessPointinformation value, the optional component of the
set is absent. In the case of 1988 edition DSAs interpreting an AccessPointinformation value, any
MasterAndShadowAccessPoints value present is ignored.

In the case of post-1988 edition DSAs, the MasterOrShadowAccessPoint value component produced for an
AccessPointinformation value may be of category master or shadow, as determined by the knowledge selection
procedure of the DSA producing the value. It may be viewed as a suggested access point provided by the DSA
generating the value to the DSA receiving it. A MasterAndShadowAccessPoints value may optionally also be
produced for an AccessPointinformation value. This constitutes additional information which may be employed by the
receiving DSA's knowledge selection procedure to determine an alternative access point.
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10.9

Exclusions

As defined in 10.3, the exclusions component of ChainingArguments is used to limit the scope of a Search operation
by identifying a number of entries subordinate to the target object which, together with all of their subordinates, shall not
be included in the processing of a Search operation. The exclusion component is defined as a value of the ASN.1 type
Exclusions.

Exclusions ::= SET SIZE (1..MAX) OF RDNSequence

Each RDNSequence value in the Exclusions set should identify the context prefix of a naming context subordinate to
the target object. If a DSA receives a search request with an RDNSequence value that does not conform to this
constraint, the DSA may ignore that value. The RDNSequence is relative to the target object, and is not the
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10.10

Continuation Reference

A ContinuationReference describes how the performance of all or part of an operation can be continued at a different
DSA or DSAs. It is typically returned as a referral when the DSA involved is unable or unwilling to propagate the
request itself.

ContinuationReference ::= SET {
targetObject [0] Name,
aliasedRDNs [11 INTEGER OPTIONAL, -- only present in 1988 systems
operationProgress [2] OperationProgress,
rdnsResolved [3] INTEGER OPTIONAL,
referenceType [4] ReferenceType,
accessPoints [5] SET OF AccessPointinformation,
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entryOnly [6] BOOLEAN DEFAULT FALSE,
exclusions [71 Exclusions OPTIONAL,
returnToDUA [8] BOOLEAN DEFAULT FALSE,
nameResolveOnMaster [91 BOOLEAN DEFAULT FALSE }

The various components have the meanings as defined below:

a)

The targetObject component indicates the name which is proposed to be used in continuing the ope

01 (E)

ration.

This might be different from the name received in targetObject of the incoming request if, for example,

an alias has been dereferenced, or the base object in a search has been located.

RDNs in targetObject shall be primary RDNs (for the RDNs already processed). Alternative

distinguished values with context may be included.

D)

2)

h)

)

The aliasedRDNs component indicates how many (i1 any) ol the RDINS in the target object name hav

produced by dereferencing an alias. The argument is only present if an alias has been dereferenced.
NOTE - This component is provided for compatibility with 1988 edition implementations of the Directory|
(and DSAs) implemented according to later editions of the Directory Specifications shallpdlways on

parameter from the CommonArguments of a subsequent request. In this way, the Directory will'hot signal
if aliases dereference to further aliases.

The operationProgress indicates the amount of name resolution which has been”achieved, and
will govern the further performance of the operation by the DSAs named, should the DSA or
receiving the ContinuationReference wish to follow it up.

The rdnsResolved component value (which need only be present if some of the RDNs in the nam|
not been the subject of full name resolution, but have been assumed.fo/be correct from a cross refd
indicates how many RDNs have actually been resolved, using internal references only.

The referenceType component indicates what type of-Knowledge was used in generatin
continuation.

The accessPoints component indicates the access peints which are to be contacted to achiey
continuation. Only where non-specific subordinate references are involved can there be more th3
AccessPointinformation item.

The entryOnly component is set to TRUE if the original operation was a search, with the subset arg
set to onelLevel, and an alias entry was enéountered as an immediate subordinate of the baseObjeqg
DSA which successfully performs name resolution on the targetObject name shall perform
evaluation on only the named entry.

The exclusions component idenfifies a set of subordinate naming contexts that should not be explo
the receiving DSA.

The returnToDUA eclembent ‘is optionally supplied when the DSA creating the continuation ref]
wishes to indicate that\it is unwilling to return information via an intermediate DSA (e.g. for s{
reasons), and wishesyto indicate that information may be directly available via an operation ove
between the originating DUA and the DSA. When returnToDUA is set to TRUE, referenceType 1
set to self.

The nameResolveOnMaster clement is optionally supplied when the DSA creating the contin
referenicev'has encountered NSSRs. If set to TRUE, it signals that subsequent name reso
i.e, matching the remaining RDNs from nextRDNToBeResolved, shall not employ entry
information; subsequent resolution of each remaining RDN shall be done in the master DSA for thg
identified by that RDN (see 20.1).
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11 Bind and Unbind

DSABind and DSAUnbind, respectively, are used by a DSA at the beginning and at the end of a period of accessing

another DSA.

11.1 DSA Bind

A DSABInd operation is used to begin a period of cooperation between two DSAs providing the Directory service.

DSABind ::=

BIND

ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
BIND-ERROR DirectoryBindError

ITU-T Rec. X.518 (02/2001)
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The components of the DSABind are identical to their counterparts in the DirectoryBind (see ITU-T Rec. X.511 |
ISO/IEC 9594-3) with the following differences:

11.2
A DS/

— The Credentials of the DirectoryBindArgument allows information identifying the AE-Title

of the

initiating DSA to be sent to the responding DSA. The AE-Title shall be in the form of a Directory

Distinguished Name.

— The Credentials of the DirectoryBindResult allows information identifying the AE-Title of the
responding DSA to be sent to the initiating DSA. The AE-Title shall be in the form of a Distinguished

Name.

— The DSA's name or AE-Title may use alternative distinguished names and may include context

information.

NOTE 1 — Where names are used in either simple or strong credentials, it is possible to use alternative

desired if the primary distinguished name is not used. Following successful processing of an authenticated
operation, whatever the name used in the BIND argument, the bound entities shall thereafter know each o
their primary distinguished names, to facilitate operation of access controls while the BIND is in effect:

NOTE 2 - The credentials required for authentication may be carried by the Security Exchange<Service H

(see ITU-T Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

DSA Unbind

AUnbind is used to end a period of cooperation between two DSAs providing the Direetory service.

DSAUnbind ::= UNBIND
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Chained operations

ch of the operations used to access the Directory abstract-service, there is an operation used between coopq
in a one-to-one correspondence. The names of the operations have been chosen to reflect that corresponde
ng the names of operations used between cooperatitig DSAs with the term "Chained".

Feuments, results, and errors of the chained‘gperations are, with one exception, formed systematically frq
ents, results, and errors of the corresponding operations in the Directory abstract service (as described in
ne exception is the ChainedAbandonoperation, which is syntactically equivalent to its Directory §
rpart (described in 12.2).

Chained operations

A, having received an operation from a DUA, may elect to construct a chained form of that operation to pro
ther DSA. A DSA, having received a chained form of an operation, may also elect to chain it to another DS/
nvoking a chained form of an operation may sign, encrypt, or sign and encrypt the argument of the operati
performing the operation, if so requested, may sign, encrypt, or sign and encrypt the result or error returned
der of the operation.

nained form*of an operation is specified using the parameterized type chained { }.

bd-{ OPERATION : operation } OPERATION ::= {
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by the

ARGUMENT  OPTIONALLY.PROTECTED {
LY

SET {
chainedArgumentChainingArguments,
argument [0] operation.&ArgumentType }}
RESULT OPTIONALLY-PROTECTED {
SET {
chainedResult ChainingResults,
result [0] operation.&ResultType }}
ERRORS { operation.&Errors EXCEPT referral | dsaReferral }
CODE operation.&operationCode }

NOTE 1 — The operations of the Directory abstract service which may be used as the actual parameter of chained { } include the
abandoned error. The presence of this error among the set of possible errors of a chained operation reflects the possibility
discussed in 12.2, that a chainedAbandon can be generated for a chainedModify operation when a linked association fails.
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NOTE 2 — The definitive specification of the DSA abstract service in Annex A applies this parameterized type to construct all the
chained operations of the abstract service.

The argument of the derived operation has the components:

a) chainedArgument — This is a value of ChainingArguments which contains that information, over and
above the original DUA-supplied argument, which is needed in order for the performing DSA to carry out
the operation. This information type is defined in 10.3.

b) argument — This is a value operation.&Argument and consists of the original DUA-supplied argument,
as specified in the appropriate clause of ITU-T Rec. X.511 | ISO/IEC 9594-3.

Should the request succeed, the result of the derived operation has the components:

a) chainedResult — This is a value of ChainingResults which contains that information, over and above
that to he qnpplied to the m‘iginaﬁng DIJA__which may be needed by previmm DSAs in a chain. This

information type is defined in 10.4.

b) result — This is a value operation.&Result and consists of the result which is being retirned py the
performer of this operation, and which is intended to be passed back in the result to the originating[DUA.
This information is as specified in the appropriate clause of ITU-T Rec. X.511 | ISO/IEC.9594-3.

Shoulgl the request fail, one of the errors of the set operation.&Errors will be returned, excépt-that dsaRefefral is
returnpgd instead of referral. The set of errors, which may be reported, is as described for the coresponding operafion in
ITU-T Rec. X.511 | ISO/IEC 9594-3. The error dsaReferral is described in 13.2.

12.2 Chained Abandon operation

A chginedAbandon operation is used by one DSA to indicate to another that)it is no longer interested in haying a
previdusly invoked distributed operation performed. This may be for any of &number of reasons, of which the following
are expmples:

—  the operation which led to the DSA originally chaining-has itself been abandoned, or has implicitly been
aborted by the breakdown of an association;

— the DSA has obtained the necessary informationin another way, e.g. from a faster responding DSA
involved in the parallel multi-chaining.

A DSA is never obliged to issue a chainedAbandon, or;indeed to actually abandon an operation if requested to do|so.

If chalnedAbandon actually succeeds in stopping the performance of an operation, then a result will be returned, gnd the
subjedt operation will return an abandoned errot.-If the chainedAbandon does not succeed in stopping the opefation,
then if itself will return an abandonFailed error.

12.3 Chained operations and«pretocol version

Operations which require a proto¢ol,version greater than v1 (such as the modifyEntry operation with certain arguments)
or which return different resultss\when used with a protocol version greater than v1 (such as modifyEntry with a pigned
argumient) shall only be chained on associations with the same or a greater version number than that used to convey the
requegt.

13 Chained errors

13.1 Introduction

For the most part, the same errors can be returned in the DSA abstract service which can be returned in the Directory
abstract service. The exceptions are that the dsaReferral "error" is returned (see 13.2), instead of Referral, and the
following service problems have the same abstract syntax but different semantics:

a) invalidReference — The DSA returning this error detected an error in the calling DSA's knowledge as
specified in the referenceType chaining argument.

b) loopDetected — The DSA returning this error detected a loop in the knowledge information in the
Directory.

The precedence of the errors which may occur is as for their precedence in the Directory abstract service, as specified in
ITU-T Rec. X.511 | ISO/IEC 9594-3.

If an error occurs during a chained operation, the responding DSA may sign, encrypt, or sign and encrypt the error
returned.

ITU-T Rec. X.518 (02/2001) 21


https://standardsiso.com/api/?name=a6c96057fd3ff137f8a3a7463cd733cd

ISO/IEC 9594-4:2001 (E)

13.2

DSA Referral

The dsaReferral error is generated by a DSA when, for whatever reason, it does not wish to continue performing an
operation by chaining the operation to one or more other DSAs. The circumstances where it may return a referral are
described in 8.3. If the parameters of the operation were signed by the requester, then the Directory applies the protection
specified in the DIRQOP.

dsaReferral ERROR ::= {

The v

A cor
with @
of any

The in

PARAMETER OPTIONALLY-PROTECTED {
SET {
reference [0] ContinuationReference,
contextPrefix [11 DistinguishedName OPTIONAL,
[ COMPONENTS OF CommonResults J f
CODE id-errcode-dsaReferral }

irious parameters have the meanings as described below:

a) The ContinuationReference contains the information needed by the invoker to pfepagate an appr
further request, perhaps to another DSA. This information type is specified in 10.10.

b) If the returnCrossRefs component of the ChainingArguments for this gpération had the value
and the referral is being based upon a subordinate or cross-reference, /then the contextPrefix par
may optionally be included. The administrative authority of any DSA will decide which knoy
references, if any, can be returned in this manner (the othersg for example, may be confiden]
that DSA).

textPrefix or a Continuation Reference shall be the primary distinguished name. Alternative distinguished
ontext may be included within the valuesWithContext component of an AttributeTypeAndDistinguished
RDN.

formation provided can optionally be qualified by the use(of the notification component of CommonResult$

ppriate

IRUE,
pimeter
vledge
tial to

values
Value
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SECTION 5 — DISTRIBUTED PROCEDURES

14

14.1

Introduction

Scope and Limits

This clause specifies the procedures for distributed operation of the Directory which are performed by DSAs. Each DSA
individually performs the procedures described below; the collective action of all DSAs produces the full set of services

provid

ed to users by the Directory.

14.2

Pal £
CoOHIUIN Iiaiicc

The dpscription of DSA procedures in this section is based on the models in clauses 8 and 9 of ITU-T Rec!

ISO/MTEC 9594-2 and clauses 7 and 8 of this Recommendation | International Standard. The flow charts an
corresponding textual descriptions are one means of mapping a given set of external (DAP and/or DSP)\inputs to § DSA
into ohe or more external outputs (i.e. a result, error, referral, or chained requests) produced by that DSA, dependjing on

the pafticular DSA information tree held by that DSA.

It is g

Directiory Specifications, e.g. 1988, 1993 and 1997 editions. The DUA initiating the request will be unaware as to
edition the DSA or DSAs satisfying the DUA's request will have been implemented. Thérefore to allow operation i
a hetefogeneous environment, a DSA shall be implemented according to the rules.6fextensibility defined in clau

ITU-T

A DSA implementation shall be functionally equivalent to the external<behaviour specified by these proc
descriped here. The algorithms used by a particular DSA implementation to’ derive the correct output(s) from the

inputs
N(

Thpy are not to be considered as being a precise alternative to the(fextual descriptions. Where there is a disparity betw:
texftual description and the flowchart for a particular procedure, itasuntended that the textual description take precedence.

14.2.1

If the
contey
intera
scope
each g

14.3
The ¢
and pil
descri
14.4

The 1
pictur

robable that the Directory will be distributed across DSAs implemented according(to different editions

Rec. X.519 | ISO/IEC 9594-5.

and DSA information tree held are not standardized.

TE — The flowcharts which accompany the procedures are intended,to be used as aids towards understanding the proc

Interaction involving a 1988 edition DSA

modify operations evaluate across DSA boundaries (i.e. addEntry with TargetSystem, Remove or Ren
t prefix), then this Directory Specification-only specifies how two post-1988 edition DSAs shall behav
tion between two 1988 edition DSAs,.otbetween a 1988 edition DSA and a post-1988 edition DSA, is outs
of the Directory Specifications. When.mixed edition DSAs have a hierarchical operational binding, knowle]
ther's edition may allow a consistént error to be given to the user.

Conceptual model

mplexity of the Directdry's distributed operation gives rise to a need for conceptual modelling using both na|
ctorial descriptive-feChniques. However, neither the narrative nor graphic diagrams should be construed as a
ption of distributeéd/Directory operation.

Individual and cooperative operation of DSAs

odélviews DSA operation from two separate perspectives, which, taken together, provide a complete, oper

501 |
their

of the
which
n such
be 7 of

edures
given

edures.
ben the

ame a
. The
de the
dge of

frative
formal

hitional

E 0fthe Directory.

a) DSA-centered perspective — In this perspective the set of procedures that support the directory is
described from the viewpoint of a single DSA. This makes it possible to provide a definitive specification
of each procedure and to fully account for their interrelationships and overall control structure. Clauses 16

through 22 describe the DSA procedures from a DSA-centered perspective.

b) operation-centered perspective — The DSA-centered view provides complete detail but makes it difficult
to understand the structure of individual operations, which may undergo processing by multiple DSAs.
Consequently clause 15 adopts a primarily operation-centered view to introduce the processing phases

applicable to each.

To support the distributed operation of the Directory, each DSA shall perform actions needed to realize the intent of each
operation and additional actions needed to distribute that realization across multiple DSAs. Clause 15 explores the
distinction between these two kinds of actions. In clauses 16 through 22, both kinds of actions are specified in detail.
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14.5 Cooperative agreements between DSAs

All DSAs which are in a subordinate/superior relationship due to the naming contexts that they hold, have hierarchical
and/or non-specific hierarchical operational bindings between them, depending upon the types of knowledge reference
held by those DSAs.

Hierarchical and non-specific hierarchical operational bindings between DSAs may be administered using the procedures
of clauses 24 and 25 of this Recommendation | International Standard, or by other means (e.g. telephone).

A DSA holding entries which are within the administrative area of its superior DSA shall administer the subschema,
shall follow the governing-search-rule (if any) and shall control access to the entries as required by the administrative
authority. The regulation of entries within an administrative area may be performed as defined in ITU-T Rec. X.501 |
ISO/TEC 9594-2 or may be performed by local mechanisms.

15 Distributed Directory behaviour

15.1 Cooperative fulfilment of operations

Each DSA is equipped with procedures capable of completely fulfilling all Directory operatiorishIn the case that § DSA
contaips the entire DIB, all operations are, in fact, completely carried out within that DSA( In the case that the PIB is
distriuted across multiple DSAs, the completion of a typical operation is fragmented{ with just a portion ¢f that
operatiion carried out in each of potentially many cooperating DSAs.

In the|distributed environment, the typical DSA sees each operation as a transitorysevent: the operation is invoked by a
DUA |or some other DSA; the DSA carries out processing on the object and(then directs it toward another D$A for
furthel processing.

An alternative view considers the total processing experienced by, anl operation during its fulfilment by multiple,
coopetating DSAs. This perspective reveals the common processing phases that apply to all operations.

15.2 Phases of operation processing

Every|Directory operation may be thought of as comprisirigsthree distinct phases:

a) the Name Resolution phase in which the name of the object on whose entry a particular operation i§ to be
performed is used to locate the DSA which holds the entry;

b) the Evaluation phase in which the operation specified by a particular directory request (e.g. a Read
operation) is actually performed;

c) the Results Merging phase in which the results of a specified operation are returned to the reqyesting
DUA. If a chaining ‘mode of interaction was chosen, the Results Merging phase may involve deveral
DSAs, each of which chained the original request or subrequest (as defined in 15.3.1 Request
Decomposition)to another DSA during either or both of the preceding phases.

In the case of the operations Read, Compare, List, Search, Modify Entry, Modify DN and Remove Entry,| name
resolufion takes placeyon’ the object name provided in the argument of the operation. In the case of Add Entry,| name
resolution's target entry is the immediately superior entry of that provided in the argument of the operation — it fan be
easily|derived by temoving the final RDN from the name provided in the operation argument. (This is done vig local
argument m ifithe FindDSE procedure of 18.3.1.)

An opleration on a particular entry may initially be directed at any DSA in the Directory. That DSA uses its knowledge,

1Hl 4 tlh-atl DA s +la $1 +la htlha il ‘N
possibly-reenjunetton-with-other DSAstoprocessthe-operatton-through-the-threephases:

15.2.1 Name Resolution phase

Name Resolution is the process of sequentially matching each RDN in a purported Name to an arc (or vertex) of the DIT,
beginning logically at the Root and progressing downwards in the DIT. However, because the DIT is distributed between
arbitrarily many DSAs, each DSA may only be able to perform a fraction of the name resolution process. A given DSA
performs its part of the Name Resolution process by traversing its local DSA information tree. This process is described
in clause 18 and the accompanying diagrams (see Figures 9 through 12). Based on its local DSA information tree, and
the knowledge information contained therein, a DSA is able to infer whether the resolution can be continued by one or
more other DSAs, or whether the name is erroneous.

The Name Resolution phase is constrained to work within a DSA Information Tree if the manageDSAIT service control
option is set.
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15.2.2 Evaluation phase
When the Name Resolution phase has completed, the actual operation required (e.g. Read or Search) is performed.

Operations that involve a single entry interrogation — Read and Compare — may be carried out entirely within the DSA in
which the entry is located.

Operations that involve multiple entries interrogation — List and Search — need to locate subordinates of the target, which
may or may not reside in the same DSA. If they do not all reside in the same DSA, operations need to be directed to the
DSAs specified in the subordinate, non-specific subordinate, supplier, or master references (as appropriate) to complete
the evaluation process.

The Evaluation phase is constrained to work within a DSA Information Tree if the manageDSAIT service control option
is set. Likewise, if the evaluation phase starts within a service specific administrative area, the evaluation is constrained
to thaf administrative area.

15.2.3 Results merging phase
The Results Merging phase is entered once some of the results of the Evaluation phase are available.

In thope cases where the operation affected only a single entry, the result of the operation can simply be returned|to the
requedting DUA. In those cases where the operation has affected multiple entries on multiple DSAs, results ¢an be
combined. If protection is performed on the results, the results shall not be combined. Thé results should be returpned to
the DUA without performing merging.

The p¢rmissible responses returned to a requester after results merging include:
a) acomplete result of the operation;

b) a result which is not complete because some parts of the!DIT remain unexplored (applies to List and
Search only). Such a partial result may include contintation references for those parts of the D|T not
explored;

¢) an error (a referral being a special case); and

d) if the requester was a DSA, a ChainingResults.

15.3 Managing Distributed Operations

Infornhation is included in the argument of each operation which a DSA may be asked to perform indicating the progress
of each operation as it traverses various of the.DSAs of the Directory. This makes it possible for each DSA to pg¢rform
the apjpropriate aspect of the processing. required, and to record the completion of that aspect before directipg the
operation outward toward further DSAs!

Additjonal procedures are includéd il the DSA to physically distribute the operations and support other needs grising
from their distribution.

15.3.1] Request Decomposition

Requgst decomposition-is a process performed internally by a DSA prior to communication with one or morq other
DSAs| A request-iscdecomposed into several subrequests such that each of the latter accomplishes a part of the ofiginal
task. Request_decomposition can be used, for example, in the search operation, after the base object has been found.
After decompesition, each of the subrequests may then be uni-chained or multi-chained to other DSAs, to continue the
task.

The argument of a chained request (see 12.1) or subrequest shall be the unmodified operation argument if the operation
was initiated by a DUA. A DSA receiving a chained request shall not change argument when doing request
decomposition.

NOTE - The following subclauses specifies that requirement for individual components of argument. This should not be
interpreted to mean that component not explicitly mentioned can be changed.

15.3.2 DSA as Request Responder

A DSA that receives a request can check the progress of that request using the operationProgress parameter. This will
determine whether the operation is still in the Name Resolution phase or has reached the evaluation phase, and what
portion of the operation the DSA should attempt to satisfy. If the DSA cannot fully satisfy the request, it shall either pass
(by uni-chaining or multi-chaining) the operation on to one or more DSAs which can help to fulfil the request, or return a
referral to another DSA, or terminate the request with an error.

ITU-T Rec. X.518 (02/2001) 25


https://standardsiso.com/api/?name=a6c96057fd3ff137f8a3a7463cd733cd

ISO/IEC 9594-4:2001 (E)

15.3.3 Completion of Operations

Each DSA that has initiated an operation or propagated an operation to one or more other DSAs shall keep track of that
operation's existence until each of the other DSAs has returned a result or error, or the operation's maximum time limit
has expired. This requirement applies to all operations, propagation modes and processing phases. It ensures the orderly
closing down of distributed operations that have propagated out into the Directory.

15.4 Loop handling

The DIT may be in a state that can cause looping. As an example, looping can occur during name resolution where
dereferencing one or more aliases brings the resolution back to the same branch of the DIT. Another potential cause of
looping is through misconfigured knowledge references.

Withigrthetomtextof @ particutar tirectory Operation, @ toop OCCTUrS 1f at ammy tinTe the Operation TSuTITS toa prEvious
state, Where state is defined by the following components:

—  the name of the DSA currently processing the operation;

—  the name of the targetObject as contained within the argument of the operation;

—  the operationProgress as contained within the argument of the operation and as defined in 10.5.

This does not mean that an operation cannot be processed multiple times by a particular DSA.“However, it doe§ mean
that the DSA will not process the same operation in the same state multiple times.

Loopipg is controlled using the tracelnformation argument as defined in 10.6, which records the sequence of sfates a
particilar operation has gone through. Two strategies are defined to determine whethier looping has occurred, or if about
to occpir. These are loop detection and loop avoidance, and they are described in 15,4.1 and 15.4.2 respectively.

Loop fletection is mandatory and loop avoidance is optional.

15.4.1 Loop detection

On reg¢eipt of a directory operation a DSA shall initially validate,the operation to ensure that it can be progress¢d. An
imporfant task of validation is to check for loops, by determinihgwhether the current state of the operation appeard in the
sequence of previous states recorded in the tracelnformatiofn argument for that operation. This step of loop checking is
loop detection.

15.4.2) Loop avoidance

Loop pvoidance requires that a DSA, immediatély prior to forwarding an operation to another DSA as part of a chaining
procedure, determines whether the consequential state of the operation (which is the traceltem that the receiving DSA
will 4dd to tracelnformation when it receives it) appears on the sequence of previous states recorded [n the
tracelpformation argument for the original incoming operation.

In the|case where referrals are received or acted upon, loop avoidance and loop detection cannot be achieved purely by
examihing tracelnformation. In this case, each time a DSA acts on a referral, it needs to store the consequential state of
the operation (i.e. the traceltém that the receiving DSA is going to add when it receives the request) along with a pecord
of thelincoming request-~Before acting on or returning a referral, a DSA needs to check through this list, in order to|check
that an identical requestihas not been previously sent whilst trying to service the incoming operation.

15.5 Other considerations for distributed operation

15.5.1] ~Service controls

Some service controls need special consideration in the distributed environment in order that the operation is processed
the way that was requested.

a) chainingProhibited — A DSA consults this service control when determining the mode of propagation of
an operation. If it is set, then the DSA always uses referral mode. If, however, it is not set, the DSA can
choose whether to use chaining or referral depending on its capabilities.

b) timeLimit — A DSA needs to take account of this service control to ensure that the time limit is not
exceeded in that DSA. A DSA requested to perform an operation by a DUA, initially heeds the timeLimit
expressed by the DUA as the available elapsed time in seconds for completion of the operation. If
chaining is required, the timeLimit is included in the chaining argument to be passed to the next DSA(s).
In this case, the same value of the limit is used for each chained request, and is the (UTC) time by which
the operation shall complete to meet the originally specified constraint. On receiving
ChainingArguments with a timeLimit specified, the receiving DSA respects this limit.
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c) sizeLimit — A DSA needs to take account of this service control to ensure that the list of results does not
exceed the size specified. The limit, as included in the common argument of the original request, is
conveyed unchanged as the request is chained. If request decomposition is required, the same value is
included in the argument to be passed to the next DSA, the full limit is used for each subrequest. When
the results are returned, the requester DSA resolves the multiple results and applies the limit to the total to
ensure that only the requested number are returned. If the limit had been exceeded, this is indicated in the

reply.

d) priority — In all modes of propagation, each DSA is responsible for ensuring that the processing of
operations is ordered so as to support this service control, if present.

e) localScope — The operation is limited to a locally defined scope and each DSA shall not propagate the
request outside of this.

f) scopeOfReferral — If the DSA returns a referral or partial result to a List or Search operation,Mhien the
embedded continuation references shall be within the requested scope.

All other service controls need to be respected, but their use does not require any special consideration in the distdibuted
envirdnment.

15.5.2l Extensions

If a IPSA encounters an extended operation in the Name Resolution phase of proc¢ssing and determines that the
operation should be chained to one or more DSAs, it shall include unchanged in the chained operation any extepnsions
present.

NOTE — An Administrative Authority may determine that it is appropriat¢_to return a serviceError with problem
unpillingToPerform if it does not wish to propagate an extension.

If a DA encounters an extension it does not support in the evaluation phase of processing, two possibilities may afise. If
the exytension is not critical, the DSA shall ignore the extension.. If\the extension is critical, the DSA shall rgturn a
servideError with problem unavailableCriticalExtension. A critical extension to a multiple object operation may| result
in both results and service errors of this variety. A DSA merging'such results and errors shall discard these service|errors
and dmploy the unavailableCriticalExtension component ‘of PartialOutcomeQualifier as described in [TU-T
Rec. {.511 | ISO/IEC 9594-3.

15.5.3] Alias dereferencing

Alias fereferencing is the process of creatingasfiew target object name, by replacing the alias entry distinguished name
part of the original target object name with the AliasedEntryName attribute value from the alias entry. The objec{ name
in the poperation is not affected by alias dereferencing.

15.5.4 Resolving context-variant names

During the name resolution‘phase, as RDNs are processed, a new target object name is created by ensuring that| every
AttributeTypeAndDistingtishedValue in the RDN uses the primary distinguished value of that attribute as its vajlue. In
this why, the target object name is progressed towards a primary distinguished name. This is done to provide congistent
name |handling, inyparticular where pre-1997 DSAs may be involved in name resolution. The object name [in the
operaffion is not @affected by this substitution.

15.5.5 _/DirQOP and Protection Request

Warning — This subclause refers to specifications that have been deprecated with respect to encryption. Signing of
requests is not deprecated.

The dirqop selected on the DSP Bind and the ProtectionRequest field in the DAP request govern the operation of
various security features associated with distributed directory operation.

The selection of point-to-point protection for DSP requests and responses (including chaining arguments and results) is
indicated by the dirqop established between the DSAs on DSP Bind.

The selection of protection preferred by the requester for chained DAP Results or Errors is indicated by the
SecurityParameters.ProtectionRequest field in the DAP request or, if this field is not present, the
SecurityParameters.ProtectionRequest ficld in the ChainingArguments is to be set to reflect the dirqop in the DAP
bind.
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Where a DAP request is signed, the protection is maintained in the chained DAP request. Any encryption on a DAP
request is removed before chaining, although this information may be protected using point-to-point protection of the
DSP requests, if required. Encryption of errors is also applied only on a point-to-point basis.

The Security Parameters govern the distributed operation of various security features associated with a distributed
directory operation.
15.6 Authentication of Distributed Operations

Users of the Directory together with Administrative Authorities that provide directory services may, at their discretion,
require that directory operations be authenticated. For any particular directory operation, the nature of the authentication
process will depend upon the security policy in force.

Two gets of authentication procedures are available which collectively enable a range of authentication requirements to
be mgt. One set of procedures are those provided by Bind: these facilitate authentication between two. ditectory
applichtion-entities for the purposes of establishing an association. The Bind procedures accommodate;a ralge of
authentication exchanges from a simple exchange of identities to strong authentication.

In addition to the peer entity authentication of an association as provided by Bind, additional precedures are defined
within| the directory to enable individual operations to be authenticated. Two distinct sets of_directory authentfcation
procedlures are defined. One facilitates originator authentication services, which address the authentication, by a DSA, of
the injtiator of the original service request. The second set facilitates results authenticatiefyservices which addr¢ss the
autherjtication, by an initiator, of any results that are returned.

For originator authentication, two procedures are defined, one based upon a¢simple exchange of identities, termed
identify based authentication, and one based upon digital signature techniques, térimed signature based authenticatiop. The
formef of these procedures is rudimentary in nature since the identity-eXchange is based upon the exchapge of
distinguished names which are transmitted in the clear.

For aythentication of results a single results authentication procedure, is*defined, based upon digital signature techriques;
due tof the generally complex nature of results collation, a simplergidentity-based procedure is not defined.

Autheptication of error responses may be supported by these procedures.

The s¢rvices described below are to be considered as augmenting those provided by the Bind service; Bind procgdures
are asyumed to have been effected successfully prior ¢ authentication of directory operations.

The procedures to be effected by a DSA in proyiding originator and results authentication are specified in clause 23.

16 The Operation Dispatcher
The Operation Dispatcher is the-main controlling procedure in a DSA. It guides each operation through the three phases

of professing a request. The’Operation Dispatcher therefore makes use of a set of procedures to fully process the request
as shown in Figure 6.

16.1 General Concepts

16.1.1 Precedures

Each ¢f‘the procedures employed by the operation dispatcher consists of a definition of its conceptual interface in| terms
of its parameters, 1.e. arguments, results and errors, and a description of the procedure steps itself. The behaviour of the
procedures is described by flowcharts and text. Within a flow chart, the used symbols have the following semantics
(see Figure 7).

16.1.2  Use of common data structures

All procedures make use of some data structures that are available during the processing of an operation within
the Operation Dispatcher. These data structures serve to coordinate the data flow within the Operation Dispatcher. Most
of these structures are directly associated with the argument of the operation and the result to be created for
the operation. Components of the argument and result are referred to using their names within the associated
ASN.1 definition (e.g. the operationProgress component of the chaining arguments). If any of these structures is
acompound structure, a component of this structure may be referred to as compound.component
(e.g. operationProgress.nameResolutionPhase).
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Figure 6 — Operation Dispatcher
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- ) Return to the calling procedure with X.
Enter The entry point of the procedure Return X X may be a result, null, an error, a string,
or a referral, or it may be absent.

All Xs

Loop

detected? Yes Branch based on a condition
etected?

- - processed
(2 or more outcomes) | Process each X contained in... }—»

Set exclusions Process a set of steps for each value X

to empty An Action to be performed until all values X have been processed
Continue with the execution of the steps Contintation of
Call of the called sub-procedure. After completion

; . procedures that span
ptocedure of the.sub-proceduref continue with the multiple flow charts Tsol
outgoing arrow of this box.

Figure 7 — Symbols Used in Flow Charts

The fqllowing data structures are defined within the Operation Dispatcher:

—  NRcontinuationList — A list of continuation references created for use in-the'\Name Resolution Contin
Reference procedure.

Reference procedure.

— admPoints — A list of references to DSEs of type administrative point that is collected during
Resolution.

—  referralRequests — A list of the requests or subrequests’ which have been chained as a result of exe
referrals. Each such request/subrequest is summariséd in the form of a Traceltem. This list is used
Loop Avoidance procedure of 15.4.2.

—  emptyHierarchySelect — A Boolean type vatiable that can be set in the Hierarchy Selection procedur
variable is assumed to be reset when entering Hierarchy Selection procedure the first time during a
operation.

Furthgr, a procedure may use a set of locally defided variables.

16.1.3) Errors

At eagh stage of the processing an-etror may be detected during the execution of any sub-procedure. The error ide
withir] this sub-procedure is normally returned to the requester as a corresponding protocol error. In this ca
operatiion dispatcher is terminated immediately. In the case that multiple errors are received, local procedures may
one off them to be returned.

Alterrfatively, a procedure may choose to process errors (e.g. if a serviceError with problem busy is returne
chaingd search subsequest) at certain points of operation processing. In this case, the procedure continues W
executfion and ne_error is returned to the requester.

The OSA imay- optionally sign, encrypt, or sign and encrypt the errors returned in a distributed operation based
select¢dDirQOP and error protection requested.

660-94

uation

—  SRcontinuationList — A list of continuation references created for<use in the List or Search Contiuation
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16.1.4  Asynchronous events

During the processing of an operation request within the Operation Dispatcher several asynchronous events may

occur.

The following paragraphs specify how to handle an exceeded time limit or size limit or administrative limit, a loss of
association and an Abandon request for an operation that is being processed. The handling of all other asynchronous

events, e.g. local policy decisions etc., is outside the scope of this Directory Specification.

16.1.4.1 Time limit

A timeLimit as specified in the CommonArguments can expire at any point in time during the operation. In this case,
normally a serviceError with problem timeLimitExceeded is returned to the requesting DUA or DSA and the operation
dispatcher is terminated. Alternatively, a procedure may choose to handle this event in a different way (e.g. during

processing of a search request).
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If a DSA receives a request from another DSA with the time limit exceeded, it shall send a serviceError with problem
timeLimitExceeded without any further processing of the request.

If a DSA has outstanding (sub)requests, when the timeLimit expires, and there are no results available, it shall return a
serviceError with problem timeLimitExceeded to the requester.

If a DSA has outstanding subrequests, when the timeLimit expires, and there are results available, it shall return a result
to the requester with the following contents:

a) all the collected results, up to the timeLimit expiring;

b) the limitProblem component of the partialOutcomeQualifier result-parameter shall be set to
timeLimitExceeded;

¢) the unexplored component of the partialOutcomeQualifier result-parameter shall contain a continuation
reference value for each set of DSAs to which subrequests were sent but the result of which gre not
included in the result to the requester, in addition to continuation references to DSAs to which this DSA
did not attempt to send subrequests.

16.1.4.2 Loss of an association

If the pssociation to the requester is lost, the DSA may optionally for each outstanding intertogation (sub)request send a
chaingdAbandon request, unless the association to the DSA in question has also.bgeni lost. All replies to such
chainedAbandon requests and all replies to outstanding (sub)requests shall be discarded)

If the pssociation to one of the outstanding chained subrequests is lost and the association with the requester is ngt lost,
the DSA may, for interrogation operations only, optionally try any alternative reference to another DSA that is gble to
procegs the chained request (e.g. a reference to a shadow DSA, after loss¢0f the association to the master DSA). [If this
does ot succeed, the DSA shall act as follows:

1) If operationProgress.nameResolution is set to notStarted or proceeding, return ecither a serviceError
with problem unavailable to the requester or a referral error whose continuation reference contains the set
of DSAs that are able to continue the operationIf non-specific subordinate references are used during the
Name Resolution phase and not all the associations in question are lost, optionally attempt to do thg name
resolution without the DSAs to which the'associations are lost. If this fails, return either a serviceError
with problem unavailable, or a referral.ertor containing the complete set of NSSRs.

If the DSA using local knowledgeknows, possibly reflected in the appropriate
MasterOrShadowAccessPojnt.value, that chaining is required to the DSA to which an association |s lost,
it shall elect to send a serviceError with problem unavailable, and the notification component of the
CommonResults data type shall contain:

— a dSAProblenmrnetification attribute with the value id-pr-targetDsaUnavailable; and
— adistinguishedName attribute having as value the distinguished name of the DSA.

2) If operationProgress.nameResolution is set to completed and the request is a single object opefation,
return,a serviceError with problem unavailable to the requester.

3) If~operationProgress.nameResolution is set to completed and the request is a multiple| entry
inferrogation operation, the DSA shall add a continuation reference to
partialOutcomeQualifier.unexplored of the operation result, with AccessPointinformation idenfifying

the set of DSAs that are able to continue the operation, including any DSAs to which associations have
]'\ngr\ ]r\of'

16.1.4.3 Abandoning the operation

During the processing of an operation, an Abandon request can be received for this operation. In this case, during the
processing of the Abandon request, the Abandon procedure is called for the operation to be abandoned.

16.1.4.4 Administrative Limits

There may be limits imposed by the local DSA administrator or by the DSA implementation itself, e.g. the amount of
time to spend on processing a request, or the maximum size of data to be returned, etc. If any of these limits are exceeded
the DSA shall return either a serviceError with problem administrativeLimitExceeded or a partial result (taken from
the set of already collected results) with limitProblem set to administrativeLimitExceeded.
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Additional information shall be returned in a dSAProblem notification attribute as follows:

16.1.4

A sizg

a) if the limit is imposed by the administrator, the dSAProblem notification attribute shall take the va
pr-administratorimposedLimit;

NOTE — This does not imply that an implementation is required to have customization capabilities
administrator to implant administrative limits.

lue id-

for an

b) if the limit caused by an implementation restriction and the problem is perceived to be of permanent

nature, the dSAProblem notification attribute shall take the value id-pr-permanentRestriction;

¢) if the limit caused by an implementation restriction and the problem is perceived to be of temporary

nature, e.g. temporary congestion, the dSAProblem notification attribute shall take the value
temporaryRestriction.

id-pr-

.5 Size Limit

limit, as specified in CommonArguments, can be exceeded at any point in time during processing of a

Searchy operation. In this case, a partial result (taken from the set of already collected results) shall b&returned

requey
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If it i3
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Opera

16.2

The p
DSP)
which|

ter with limitProblem sct to sizeLimitExceeded. In addition, the unexplored componentyimay be us
ng Continuation References of unaccessed DSAs.

a search operation and the entryCount search control option is set, the DSA shall make a best estimate 0|
entries would potentially have been returned had there been no size limit by taking iute account access cont
prarchical selections, and then return that figure in the entryCount component™of the PartialOutcomeQy
the bestEstimate choice if there are no unaccessed DSAs, otherwise it shall make the lowEstimate choice.

tion Dispatcher is then terminated.

Procedures of the Operation Dispatcher

Focedure that is performed by the Operation Dispatcher for precessing each received request (either over D)
s defined by the following steps. Due to alias dereferenging; this procedure may also call itself (a local requ
case a local reply (rather than a DAP or DSP reply) is returned.

1) Validate several aspects of the operation” arguments (Request Validation procedure). If an ef
encountered during validation, return this error locally or over DAP/DSP.

2) If the operation received was an\Abandon operation, call the Abandon procedure and return a
afterwards.

3) Resolve the name of the,target object by executing the Find DSE procedure (which includes the
Found and Target Not-Found sub-procedures). If the requested entry was found and is suitable (acc
to the setting of the- service controls, chaining arguments and local policy decisions), continue w,
Evaluation Phase-at step 6). If during Name Resolution an error was encountered, it is returned. If th
was found notto-be suitable, continue at step 4).

4) The Namé-Resolution Continuation Reference procedure is called to process the list of Contin
References as stored in the NRcontinuationList. In order to process these Continuation References, ¢
requests may be issued to other DSAs (if service controls and local policy decision allow it).

InCase of an error, this error is directly returned either locally or via DAP/DSP. If the chained 1
generated a result, then continue with step 5).
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5) The Result Merging procedure is called to merge the local results with the received Chained Results

If the

32

Chained Results contain embedded Continuation References, these may first be resolved if the service

controls and local policy allow or require it.

This may cause additional Chained Requests to be issued (whose Chained Results may also ¢
embedded Continuation References).

The merged results are returned to the caller, and processing of the request ceases.

If protection is performed on the results, the merging of results shall not be performed.
6) If the operation is a modification operation, continue at step 7).

If the operation is a single entry interrogation operation, continue at step 8).

If the operation is a multiple entry interrogation operation, continue at step 9).
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7) When carrying out a modification procedure, Operational Bindings may need to be established, modified
or terminated, or shadows may need to be updated as a consequence of performing the operation. Whether
these are done synchronously or asynchronously with the performance of the original operation depends

on the respective modification operations (and on local policy). A local or a DAP/DSP result or e
returned to the caller.

8) The result of a single entry interrogation operation is directly returned to the caller as a loca
DAP/DSP result.

9) If the operation is a multiple entry interrogation operation, then check the nameResolutionPhase

rror is

] ora

of the

operation. If it is not completed, then call the List(I) or Search(I) procedure, otherwise call the List(II) or

Search(II) procedure, respectively.

10) The outcome of a call to the List(Il) procedure (result or error) and the outcome of a call to the

List(I)
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procedure (Il casc that e OUICOIME 1S an errfor) can directly be reurmed to e caller (a5 a 10ca
DAP/DSP result).

If the procedure called was the List(I) procedure, the result might contain Continuation Réfetrenc
have to be dereferenced (depending on service controls and local policy). This may resulpdn chaing
operations being sent off to the respective DSAs. To merge the results continue at step>S) with the
the Result Merging procedure.

11) If the operation was a Search operation, any Continuation References are, resolved by the
Continuation Reference procedure (if required and allowed). This may cause{€hained Search request|
sent off to the respective DSAs. The Result Merging procedure [see step-3)} is called to merge the
results and to possibly dereference contained Continuation References;.if-any.

Overview of procedures

lause gives an overview of the basic functionality of the procedufes émployed by the Operation Dispatcher
fined in clauses 17 through 22.

Request Validation procedure

rocedure, described in clause 17, is called to performIoop checking, limit checking, and security checking p
ming local name resolution. This procedure also provides default settings for those parameters
ingArgument that are not provided by the DAP in the case that the request came from a DUA. Furthg
fure singles out any abandon request and notifi€s this to Operation Dispatcher.

Abandon procedure

rocedure, described in 20.5, tries\to find the operation that is to be abandoned and terminate it. If there aj
hding subrequests, Chained Abandon operations may be sent after them. The procedure either returns an
to the caller, or an error indication (e.g. abandonError with problem tooLate).

Find DSE procedure

rocedure, described in 18.2 and 18.3, matches the components of the name of the target object against the
SEs to resolvedhe target object name. If an alias DSE is encountered, the alias is dereferenced (if permitte]
cedure isgqestarted to resolve the new name.
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arget Was not found, the procedure is continued at the Target Not Found sub-procedure. If the target was foupd, the

lure s continued at the Target Found sub-procedure.

- - 1

The procedure may result in various errors, in which case, the associated protocol error is returned to the requester and
the Operation Dispatcher is terminated.

16.3.3

.1 Target Not Found sub-procedure

This procedure, described in 18.3.2, performs an evaluation of the located intermediate DSEs and creates a set of
Continuation References in NRcontinuationList, based on the set of knowledge references that have been detected during
the Find DSE procedure. This set of references is then further processed within the Name Resolution Continuation
Reference procedure.

The procedure may result in various errors, in which case the associated error is returned to the requester and the
Operation Dispatcher is terminated.
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16.3.3.2 Target Found sub-procedure

This procedure, defined in 18.3.3, checks if the found DSE is suitable for the requested operation, i.e. in the case where it
is shadowed information. This may include checking the suitability of the whole subtree of shadowed information below
the target object in the case of a multiple object operation (e.g. subtree search).

If the located entry is suitable, the appropriate operation evaluation procedure is invoked. Otherwise, a
ContinuationReference pointing to the supplier (or master) of the information is created in NRcontinuationList and the
Name Resolution Continuation Reference procedure is invoked.

16.3.4  Single entry interrogation procedure

This procedure, described in 19.2, is invoked to actually execute those operations that only affect a single entry, i.e. Read

— At 1t 1 1s PR +] 1 - + k BURDE | .
al’ld C DLIPAlT UPCIAUUIS. AIICT CUILIPICUUIL, d TTPIY (ITSUIL U TITOI ) CITAlCU Uy UIT PDIOCCUUIT 15 TCLUTTITU 10 UIT TTUY eStll’lg

DSA/DUA.

16.3.5f Modification procedures

These|procedures, described in 19.1, are executed to process the modification operations, i.e. Add Entfy, Remove [Entry,
Modify Entry and Modify DN. This is done by executing a specific sub-procedure defined for eachof these operftions.
During (or after) these sub-procedures, DOP and DISP requests may be issued to other DSAs. After sucgessful
completion, a result (created by the sub-procedures) is returned to the requesting DSA/DUA.

16.3.6¢ Multiple entry interrogation procedures

These[procedures, described in 19.3, are executed to process operations that affect'multiple entries which may or nfay not
be located in the same DSA. This is done by executing specific sub-procedures defined for each of the Search and List
operatiions to accomplish request decomposition. These procedures create{a)local result of the operation evaluatipn and
optionjally a set of continuation references in SRcontinuationList. If SRcontinuationList is empty at the end ¢f this
procedlure, the created result is directly returned to the requesting DSA/DUA. If it is a Search operation, if the rdsult is
empty] and if the variable emptyHierarchySelect is set, then: return in the notification component ¢f the
Partial OutcomeQualifier:

— asearchServiceProblem notification attribute'with the value id-pr-emptyHierarchySelection.

If SRdentinuationList is not empty, these continuation references are processed by invoking List or Search Contifuation
Referdnce procedure, according to the operation typé.

16.3.7] Name Resolution Continuation Reference procedure

This procedure, described in 20.4.1, protesses the continuation references in NRcontinuationList created during the[Name
Resolyition phase. These continuatignyreferences are either used to issue chained subrequests or returned in a rgferral
error. [[n the case of chaining, the(results or errors returned from the chained request are returned for further progessing
by the| Result Merging Procedure:

16.3.8f List and Search"Continuation Reference procedure

These| procedures, described in 20.4.2 and 20.4.3, process the continuation references in SRcontinuationList created by
the mpultiple entry,‘interrogation procedures and either resolve them by issuing chained subrequests or by cieating
continuation reference(s) within the partialOutcomeQualifier.unexplored. When results or errors for all outstanding
subrequests have been received, they are returned for further processing by the Result Merging Procedure.

16.3.9—ResuitMer giug PT ocedure

This procedure, described in clause 21, either examines the result from a chained request or combines the local operation
results with the results received from the chained subrequests. If a subrequest had returned an error, this procedure
determines how this error has to be handled.

If there are any continuation references left in the result, they will (if local policy allows so and service controls require
it) be dereferenced by the Name Resolution, List, or Search Continuation Reference procedures, accordingly.
Duplicates are removed from the result if it is unsigned.

The merged result (with all merged results and unresolved continuation references) is returned to the requesting
DUA/DSA.

If protection is performed on the results, the merging of results shall not be performed.
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17 Request Validation procedure

17.1 Introduction

The Request Validation procedure is the entry point of the Operation Dispatcher for inputs from DUAs and DSAs,
preparing such inputs for Name Resolution processing. The function of this procedure is to detect abandon operations, to
perform security checks, to adjust input received from DUAs so that it may be processed in the same way as input
received from DSAs, to check the arguments of the request for valid syntax and semantics, to perform loop detection,
and to perform other miscellaneous checks. The flow of Request Validation is depicted in Figure 8.

Abandon or Return
ChainedAbandon Abandon

Update or Create
ChainingArguments

Request
Parameters
Valid?

Return
Error

Return
ServiceError
loopDetected

Loop
detected?

No

Unwilling Yes
or unable?

unavailable or
unwilling ToPerform

TISO3670-94

Return

Figure 8 — Request Validation procedure
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17.2

17.2.1

Procedure parameters

Arguments

The input argument to Request Validation consists of ChainingArguments (except in the case of chainedAbandon
operations), if the request is received from a DSA, and the argument issued by the originator of the request.

17.2.2

Results

The output result of Request Validation consists of five possibilities.

a) If the security check fails, an error is returned to the requester.

b) Ifthe input is an abandon or chainedAbandon operation, the output is the argument of the operation.

17.3

The s4
Opera

If the
otherv
result

Next fhe checks in 17.3.6 are performed. They may resul#’in the return of an error and the termination of the Opq{

Dispa

If the
perfor

17.3.1

The 4
aband

17.3.2

If the
signat]
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17.3.3

C) I the arguments ol the request are invalid, then an error is returned to the requester. Depending o]
policy, the DSA may choose whether to return a serviceError or a securityError.

d) Ifaloop is detected, a serviceError with problem loopDetected is returned to the requester.

e) If, based on resource problems or policy considerations, the DSA is unable or unwilling to perfo
operation, a serviceError (with problem busy, unavailable, or unwillingToPerform) is returned
requester. If relevant, a serviceError with problem dataSourceUnavaliable may/b¢ returned.

f) In all other cases, the validated input, transformed by addition of ChainingArguments if received
DUA or the update of ChainingArguments.tracelnformation if received ftom a DSA, is the output
procedure and subsequently the input to the Name Resolution procedure:

Procedure definition

curity check described in 17.3.2 is performed. This may result in the ¥eturn of an error and the termination
tion Dispatcher.

input is an abandon or chainedAbandon operation, only~the steps in 17.3.1 are subsequently perfi
Vise the steps in 17.3.3-17.3.5 are performed. Subclause 173.5 describes the loop detection procedure whid
in the return of an error and the termination of the Operation Dispatcher.

cher.

checks in 17.3.2-17.3.6 do not result in\the termination of the Operation Dispatcher, the steps in 17.3
med and the procedure terminates with the-transfer of its output to the Name Resolution procedure.

Abandon processing

rgument of an abandon or.chainedAbandon is passed to the Abandon procedure, (see 20.5), to procd
bn request.

Security checks

ire be invalid or the decryption fail, or be absent in a case when it should be present, an error may be retur
juester. Alternatively, a DSA may perform any other locally defined action.

Input preparation

17.3.3
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argument to the Opgeration is signed, encrypted, or signed and encrypted, the signature may be checked. Shoyld the

ned to

H—DUArequest

If the operation is received from a DUA, a ChainingArguments value is created as follows:

36

a) ChainingArguments.originator is set as described in 10.3.

b) ChainingArguments.operationProgress is set to the value of CommonArguments.operationProgress.

¢) ChainingArguments.tracelnformation is set to a sequence containing a single Traceltem value. This
value is constructed as follows. Traceltem.dsa is set to the name of the DSA executing Request
Validation. Traceltem.targetObject shall be omitted. Traceltem.operationProgress is set to the

incoming value.

d) If the service control of the operation specifies a time limit (the available elapsed time in seconds for
completion of the operation), ChainingArguments.timeLimit is set to the (UTC) time by which the

operation shall complete to meet the user's specified time limit.
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e) ChainingArguments.AuthenticationLevel and ChainingArguments.Uniqueldentifier are set according
to the local security policy.

f) ChainingArguments.nameResolveOnMaster is copied from
CommonArguments.nameResolveOnMaster.

g) ChainingArguments.exclusions, ChainingArguments.entryOnly and
ChainingArguments.referenceType are copied from CommonArguments.exclusions,
CommonArguments.entryOnly and CommonArguments.referenceType if they are present, otherwise
they are omitted.

h) If the manageDSAIT option is set in the ServiceControls, then:
— the nameResolutionPhase component of operationProgress shall be set to completed;
—thenextRBNToBeResotvedcomponentof the-operationProgress-shatt-be-omitted;—
—  referenceType shall take the value self;
—  entryOnly shall take the value FALSE;

— nameResolveOnMaster shall take the value FALSE; and
— the chainingProhibited option in ServiceControls shall be set;

— the remaining optional elements of ChainingArguments are omitted({ with default values|being
assumed where specified.

i)  If the manageDSAIT option is not set in the ServiceControls, then-the/remaining optional elemgnts of
ChainingArguments are omitted, with default values being assumed\where specified.

j)  ChainingArguments.SecurityParameters.ProtectionRequest is_used to indicate the level of profection
(sign, encrypt, or sign and encrypt) to be applied to the results,

17.3.3.2 DSA request

If the pperation is received from a DSA, ChainingArguments.tracelnformation is updated by appending a value] at the
end of sequence Traceltem. This value is constructed as follows:

a) Traceltem.dsa is set to the name of the DSA-executing Request Validation.

b) Traceltem.targetObject is set to the “value of ChainingArguments.targetObject unless the pbject
(or baseObject in the case of ‘a’-Search operation) of the request argument is identi¢al to
ChainingArguments.targetObject;in which case Traceltem.targetObject shall be omitted.

c) Traceltem.operationProgress 15 set to the value of ChainingArguments.operationProgress.

17.3.4 Validity assertion

The operation shall be checked for valid syntax and semantics of its arguments according to the rules contained|in the
clauses defining each operation (€.g. it should be checked that the nextRDNToBeResolved does not provide a number
exceefling the number of \RDNs in the targetObject). If the request is detected to contain invalid arguments, the

operajlon is terminated and an error is returned to the user, depending on the kind of invalidity detected.

17.3. Loop detection

If any|two Traceltem values of ChainingArguments.tracelnformation (as prepared in 17.3.3) are identical, progessing
of the|operation has returned to a previous state, i.e. a loop has been detected. In this case, a serviceError (with problem
Ioopqetected) shall be returned to the requester and the Operation Dispatcher terminates.

17.3.6  Unable or unwilling to perform

Request Validation may assess available resources and determine that the operation cannot be performed. It may also
determine, based on policy considerations, that the operation should not be performed. In these cases, a serviceError
(with problem busy, unavailable, or unwillingToPerform) may be returned to the requester and the Operation
Dispatcher terminates.

If a DSA by local means can determine that the problem is related to unavailability of local DIB resources, it shall send a
serviceError with problem unavailable, and the notification component of the CommonResults data type shall
contain:

— a dSAProblem notification attribute with the value id-pr-dataSourceUnavailable; and

— adistinguishedName attribute having as value the distinguished name of the DSA.
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17.3.7

Output processing

In the final phase of Request Validation the validated input, transformed by addition of ChainingArguments if received
from a DUA or the update of ChainingArguments.tracelnformation if received from a DSA, is returned and employed
as input to the Name Resolution procedure.

18

18.1

Name Resolution procedure

Introduction

This clause describes the Name Resolution procedure, its Arguments, Results, and its possible Error conditions. As shown

in Fig

The F|
Find I
is fou
proceq
contin|
NRcor

N(
de

N(
DY
alt

18.2

18.2.1

The pf

ire 6 (Operation Dispatcher), the Name Resolution procedure consists of two procedures:
—  Find DSE procedure;

—  Name Resolution Continuation Reference procedure.

nd DSE procedure is described in three flow charts, namely Find DSE, Target Found, and/Target Not Foun
SE procedure matches the target entry name to locally stored DSEs, component by component. If the targe

lure to check the suitability of the found DSE for evaluation. If the target entry is ndt/foeund locally, then Fi
ues with the Target Not Found sub-procedure prepares Continuation Reference(s) to be added
tinuationList for the Name Resolution Continuation Reference procedure to dispateh it.

TE 1 — Name Resolution shall perform name matching against multiple distingunished values differentiated by con
cribed in 9.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2, when determining a mateh.

TE 2 — Name Resolution may fail if a pre-1997 superior DSA holds a subordinate reference to an entry held in a later

prnative name is used as a purported name and the shadow entry is held.iura first or second edition DSA.

Find DSE procedure parameters

Arguments

ocedure uses the following arguments:
a) ChainingArguments.aliasDereferenced;
b) ChainingArguments.aliasedRDNs;
¢) ChainingArguments(excludeShadows;
d) ChainingArguments.nameResolveOnMaster;
e) ChainingArguments.operationProgress (nameResolutionPhase, nextRDNToBeResolved);
f) ChainingArguments.referenceType;
g) ChainingArguments.targetObject;
h)_<€hainingArguments.relatedEntry;

I\ the operation type;

nd locally, then Find DSE continues with the Target Found sub-procedure, which then ¢alls the Check Sufl:;bility

. The
entry

DSE
o the

ext, as

edition

A and the RDN for that entry includes contexts. Name Resolution wilk fail against the shadow copy of an entry when an

18.2.2

There

J)  the operation argument.

NOTE — Where no actual values exist, default or implied values are used, as specified in 10.3.

Results

are two cases of successful outcome from Find DSE (indicated by entry suitable or entry unsuitable):

The first successful case returns (from the Target Not Found sub-procedure) Continuation Reference(s) in
NRcontinuationList which is then passed on to the Name Resolution Continuation Reference procedure to continue the

Name

Resolution phase.

The second successful case returns (from the Target Found sub-procedure) a (reference to a) DSE, which is passed to one
of the Evaluation procedures.
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18.2.3  Errors

The following errors may be returned:

a) serviceError: unableToProceed, invalidReference, unavailableCriticalExtension,
requestedServiceNotAvailable;

b) nameError: noSuchObiject, aliasDereferencingProblem, contextProblem.

18.2.4  Global Variables

The procedure uses the following global variable:

—  NRecontinuationList list to store the Continuation Reference(s) needed to continue name resolution in the
Name Resolution Continuation Reference procedure.

18.2.5§ Local and Shared Variables

The procedure uses the following local variables:
a) i Index used to identify the component of the target name being werked on.

b) m The length of the target object name to be used in name reSolution. For operatiops that
name resolve to the parent entry, i.e. Add Entry, m is set\tothe number of RDNs|in the
target object) — 1. For all other operations, m is set to(the' number of RDNs in theftarget
object.

¢) lastEntryFound Index, so that DSE(lastEntryFound) is the last matched DSE that is of type entry.
d) lastCP Index, so that DSE(lastCP) is the last shadowed context prefix encountered.

e) candidateRefs A set of continuation references.

The shared variable admPoints (defined in Operation Dispatcher) 9 also used. For convenience, component i of the target
object|name is denoted as N(i).

18.3 Procedures

NQTE — There are some texts in the flow chart that are only relevant to specific operations. This is not shown in the flow|charts,
bug is described in the accompanying text.

18.3.1 Find DSE procedure

See Figure 9.

The target object name is detérmined as follows:
a) If the targetObject is present in the ChainingArguments, the value of that component is used.

b) If the relatedEntry, but not the targetObject, is present in the ChainingArguments, the baseQbject
component of the JoinArgument identified by the relatedEntry is used.

NOTE 1 — This is only relevant for a protected search request.

¢) If neither the relatedEntry nor the targetObject is present in the ChainingArguments, the| base
(baseUDbject) component oI the operation argument 1S used.

This procedure attempts to resolve the target object name locally.

1) Initialize the local variables lastEntryFound and lastCP to 0; admPoints and candidateRefs to an empty set,
and initialize i to 0.

2) Compare i and m. If they are not equal, then continue at step 5).

3) Ifthey are equal, check if nameResolutionPhase is completed. If not completed, continue at Target Not
Found sub-procedure.

If the nameResolutionPhase is completed and the manageDSAIT critical extension is set, then return
with entry suitable.
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lastEntryFound = 0
LastCP =0
admPoints = { }
g:an(c)iidateRefs ={}
i=

manageDSAIT or
ManageDSAITPlane-
Ref set?

nameResolution-
Phase = completed?

Reference
Type is supplier
or master?

Match subordinates of No match

DSE(i) to RDN N (i + 1)
Match v
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Return
entry suitalple
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‘ Check next unprocessed type of DSE(i)?
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Make a confinuation *
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v

lastEntryFound = i

Continue at
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manageDSAIT or
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Return
NameError
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N

aliasDereferented = true
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Figure 9 — Find DSE procedure
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If nameResolutionPhase is completed, then check if any immediate subordinate of DSE(i) is a context
prefix (of type cp).

—  If one (or more) immediate subordinate DSE(s) is of type cp, then return with entry suitable.
NOTE 2 — This case is for List (II) and Search (I) subrequests.

—  If no immediate subordinates of DSE(i) are of type cp, then continue at Target Not Found sub-
procedure.

Try to find a match for the (i + 1)-th component of the target object name with the name of a subordinate
of the last matched DSE. In the case of i = 0, try to match one of the DSEs immediately subordinate to the
root DSE. If no match can be found, continue at Target Not Found sub-procedure. If a single match is
found, increment i, and store the matched DSE as the i-th element in the vector of found DSEs.

6)

7)

NOTE- 3 Name-matching includes-handling of multinle distinauished values—differentiated by context. where
T =2

known, as described in 9.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

If more than one match is found, then return a nameError with problem contextProblem.

NOTE 4 — For example, this can be the case when an AttributeTypeAndDistinguishedValue in\a purportefl name
contains multiple distinguished attribute values differentiated by contexts and different of these values| match
values in different target names.

If i equals nextRDNToBeResolved, then check if the following two conditions.are)both met:
—  the ChainingArgument.nameResolveOnMaster is TRUE;
—  DSE(i) is not a master entry.

If both conditions are met, then return serviceError with problem tinableToProceed.

o

NOTE 5 — This indicates the use of nameResolveOnMaster to avdid multiple paths to the same target objed

Check all the DSE type bits of DSE(i). For each type bity"some processing is potentially requirefl. The
action to take for each type found is given below:

—  If both the cp and shadow bits are set, then remember the index i in lastCP.

—  If the admPoint bit is set, check the administrativeRole operational attribute. If this is the starf of an
autonomous administrative area then empty the admPoints list. If this is the start of one of more
specific administrative areas, then che€k the admPoints list and remove any existing points thatjare no
longer relevant (i.e. their roles have been superseded by the new administrative point). Store DISE (i)
in the list.

—  If one of the subr, xr or.immSupr bits is set, then generate a continuation reference usipg the
specificKnowledge attfibyite with operationProgress.nameResolutionPhase sct to procegeding,
nextRDNToBeResolved set to i, targetObject constructed from the resolved components| using
primary RDNs (alternative distinguished values may be included in the RDNs) concatenated wijith the
remaining unteselved components, and accessPoints and referenceType set as appropriat¢. Add
the continuation‘reference to the list of continuation references in candidateRefs.

—  If the entry bit is set, then test for i equal to m (and therefore the target object name being completely
matchied). If i does not equal m, then remember the found entry by setting lastEntryFound tq i and
continue processing the type bits of DSE(i). If i and m are equal, continue at step 8).

— ~ \If the subentry bit is set, then test for i equal to m (and therefore the target object name| being
completely matched). If they are equal, then continue at Target Found procedure; if they gare not
equal, then return a nameError with problem noSuchObject.

— Ifthe alias bit is set, test if dontDereferenceAliases is set.

If dontDereferenceAliases is not set, the alias can be dereferenced. Therefore, set
chainingArguments.aliasDereferenced to TRUE, nameResolutionPhase to notStarted, the name
of the target object to the aliasedEntryName as supplied in the alias entry concatenated with the
remaining unmatched components of the previous target object name (i.e. concatenate with the (i +
1)-th to m-th component of the previous target object name). Post-1988 edition DSAs do not set
aliasedRDNs (whereas 1988 edition DSAs set aliasedRDNs to the number of RDNs in
aliasedEntryName). Start Name Resolution again by continuing at step 1).

If dontDereferenceAliases is set, then the alias cannot be dereferenced. Check if the target object
name has been processed completely by comparing i and m for equality. If they are equal (and the
name therefore fully matched), then continue at Target Found sub-procedure. If they are not equal
(and the name therefore not fully matched), then return nameError with problem
aliasDereferencingProblem.
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—  For all other possible DSE types, no action is needed. Internally mark that DSE type as processed and

continue processing the still unprocessed DSE type bits of the DSE(i).
— Ifall type bits of DSE(i) are processed, then continue at step 2).

8) Check if nameResolutionPhase is completed. If it is not, then continue at Target Found sub-procedure.

9) If the nameResolutionPhase is already completed and the manageDSAIT critical extension is se
return with entry suitable.

t, then

10) Otherwise, check if any of the DSEs immediate subordinate to DSE(i) is a Context Prefix (and therefore
of type cp). If there is (one or more), return entry suitable. If none of the immediate subordinate entries is

of type Context Prefix, then return a serviceError with problem invalidReference.
NOTE 6 — This case is for List (II) and Search (IT) subrequests.

18.3.2
See Fi

This §
the be
error |

Target Not Found sub-procedure
cure 10.

ub-procedure is called when the target object name is not found in the local DSA. This sub-procedure dete
st type of knowledge reference to use to continue name resolution, unless an error is detected’in which c4
5 returned.

1)  When continuing from Find DSE procedure, distinguish between the three possible phases of the
Resolution phase.

— If nameResolutionPhase is notStarted, continue at step 2).
— If nameResolutionPhase is proceeding, continue at step 8).
— If nameResolutionPhase is completed, continue at step/12)-

2) If an entry was found (lastEntryFound not equal to 0), s¢t nameResolutionPhase to proceedir
continue at step 9).

3) Ifno entry was found (lastEntryFound=0), then checkifthe DSA is a First Level DSA.

If it is a First Level DSA, then the root DSE does ot contain a Superior Reference and therefore is
type supr. In this case, continue at step 4).

If the DSA is not a First Level DSA, then.the root DSE contains a Superior Reference and therefor
type supr. In this case, generate a Contiftuation Reference using the superior knowledge as found
root DSE. Set:

—  targetObject to the name.'of the target object constructed from the resolved components
primary RDNs (alternative distinguished values may be included in the RDNs) concatenated w
remaining unresolved components;

— operationProgress:nameResolutionPhase to notStarted;
—  referenceType.to superior; and
— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in candidateRefs. Conti
step 6):

4) Checek-if the operation was directed to the root entry (m = 0?). If it was, continue at step 5). If it w
generate a Continuation Reference using any NSSR knowledge found in the root DSE. Set:

= targetObject to the name of the target object constructed from the resolved components
primary RDNss (alternative distinguished values may be included in the RDNs) concatenated w|

mines
se the
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rematning-tnresotved-components:
— operationProgress.nameResolutionPhase to proceeding;
— operationProgress.nextRDNToBeResolved to 1;
—  referenceType to nonSpecificSubordinate; and

— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in candidateRefs. Continue at

step 6).

5) Ata First Level DSA, only List or Search operations may be performed with the root entry as base object.
Therefore, if the operation was not a List or Search operation, return nameError with problem

noSuchObiject. If it was a List or Search operation, set nameResolutionPhase to completed and
with entry suitable.
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Figure 10 — Target Not Found sub-procedure

Return
entry unsuitable

TISO8940-99

ITU-T Rec. X.518 (02/2001) 43


https://standardsiso.com/api/?name=a6c96057fd3ff137f8a3a7463cd733cd

ISO/IEC 9594-4:2001 (E)

6) Check if there are any Continuation References in candidateRefs. If candidateRefs is empty and
partialNameResolution is FALSE, return nameError with problem noSuchObject. If candidateRefs is
empty and partialNameResolution is TRUE, then in the result set partialName to TRUE,
nameResolutionPhase to completed, and return with entry suitable. Otherwise, continue at step 7).

7) Use a local selection function to choose a Continuation Reference from the list of Continuation
References in candidateRefs, add it to the list of Continuation References in NRcontinuationList and return
with entry unsuitable.

8) If the DSA was unable to proceed with Name Resolution (in which case lastEntryFound is less than
nextRDNToBeResolved), continue at step 11). Otherwise, continue with next step.

9) If DSE(i) is a shadow DSE with incomplete subordinate knowledge (subordinateCompletenessFlag is
FALSE), then generate a Continuation Reference from the supplierKnowledge attribute found in
DSE\L!MCP). Set:

—  targetObject to the name of the target object constructed from the resolved components| using
primary RDNs (alternative distinguished values may be included in the RDNs) concatenated wijith the
remaining unresolved components;

— operationProgress.nameResolutionPhase to proceeding;

— operationProgress.nextRDNToBeResolved to lastEntryFound,;

—  referenceType to supplier; and

— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in NRcontinuationList, and [return

with entry unsuitable.

10) If the last entry found contains a NSSR (DSE(lastEntryFound) is of type nssr), then gendrate a
Continuation Reference from the NSSR knowledge found/in DSE(lastEntryFound). Set:

—  targetObject to the name of the target object constructed from the resolved components| using
primary RDNs (alternative distinguished values may be included in the RDNs) concatenated wijith the
remaining unresolved components;

— operationProgress.nameResolutionPhase to proceeding;

— operationProgress.nextRDNToBeResolved to lastEntryFound+1;

—  referenceType to nonSpecificSubordinate; and

— accessPoints as appropriate-

Add the Continuation Reference to the list of Continuation References in candidateRefs. Contihue at

step 7).

If DSE(lastEntryFound)’is not of type nssr, then continue at step 6).

11) If chainingArguments.referenceType is of type nssr, then continue at step 13), otherwise at step 1[2).

12) Return serviceéError with problem invalidReference.

13) Ifi +yis/equal to nextRDNToBeResolved, then the request was routed here due to an NSSR apd the
DSA-is unable to proceed with name resolution; in this case, return serviceError with pioblem
unableToProceed; otherwise continue at step 12).

18.3.3 Aarget Found sub-procedure

1)
2)

3)

Call the Check Suitability procedure.

If the entry is suitable (entry suitable), then set nameResolutionPhase to completed and return entry
suitable.

If the entry is not suitable (entry unsuitable), then generate a Continuation Reference using the
supplierKnowledge attribute found in DSE(lastCP). Set:

—  targetObject to the name of the target object constructed from the resolved components using
primary RDNs (alternative distinguished values may be included in the RDNs) concatenated with the
remaining unresolved components;

— operationProgress.nameResolutionPhase to proceeding;
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— operationProgress.nextRDNToBeResolved to m;
—  referenceType to supplier; and
— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in NRcontinuationList. Return entry
unsuitable.

NOTE - If the localScope service control is set, however, the DSA could, based on local policies, decide to
consider this entry as suitable and proceed as in step 2).

If a critical extension is not supported (unsupported critical extension), then return serviceError with
problem unavailableCriticalExtension.

Continue
from
Find DSE

Call Check Suitability en.tgx - nameResolutionPhase = Return
Procedure suitable completed entry suitable

entry
unsuitable

. Make a continuation'reference
nameResolutionPhase =

@i q using the supplierKnowledge
procecding, an . " attribute founddh DSE(lastCP); -] Return
nextRDNToBeResolved = i and add it to.NRcontinuation List entry unsuitable

18.3.4  Check Suitability procedure

TISO3700-94

Figure 11 —Target Found sub-procedure
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18.3.4.

The in

procedure is called to decide) whether a found DSE is suitable for performing the requested op{
gure 12). It takes into account the ChainingArguments, the ServiceControls, the arguments as supplied

1 Procedure parameters
put argument-to-this procedure is:
—  aveference to a DSE;

4.\ the operation type for which the suitability of the DSE is to be checked;

he operation type and the characteristics of the DSE (shadow, subordinate knowledge, attributes present, etc.).

ration
by the

ths eha' H A + q
YA guimTeTitS,—arcr

—  the operation argument.

The output is either entry suitable, entry unsuitable, or unsupported critical extension.

1) If the DSE is not of type shadow, then check if all criticalExtensions are supported. If they are, then

return entry suitable, else return unsupported critical extension.

2) The DSE is of type shadow. Return entry unsuitable, if any of the following is true:
—  The requested operation type is a modification operation.
—  The service control dontUseCopy is set.

Otherwise, continue with the next step.
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Figure 12 — Check Suitability procedure

3)

4)

If the service control copyShallDo is set, then check if all criticalExtensions are supported. If they are,
then return entry suitable, else return unsupported critical extension.

If the service control copyShallDo is not set, then check if all criticalExtensions are supported. If they
are, then go to step 5) else return entry unsuitable.

5) Distinguish between operation types:

If List operation, continue at step 6).
If Read operation, continue at step 7).

If Search or Compare operation, continue at step 8).
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If the entry has full subordinate knowledge, the List operation can be performed. In this case, return entry
suitable, otherwise return entry unsuitable.

If all the requested attributes are present in the DSE, then return entry suitable. If some attributes are
missing, then determine by local means whether the shadow copy holds all the attributes held by the
master (e.g. by reference to the shadowing agreement). If they are, the entry is suitable (return entry
suitable). Otherwise, the supplier may hold the requested attributes which are not present at the shadow; in
this case, the request has to be chained (return entry unsuitable).

If the operation is search with searchAliases set to TRUE and the DSE is of type alias then if
chainingArguments.excludeShadows is FALSE return entry suitable, if it is TRUE return entry
unsuitable.

If the DSA supports the matching rule for comparing or searching as requested and the operation is
T T ject; T . pports
the matching rule and the operation is search with subset oneLevel or subtree, then continue at'st¢gp 10).
Otherwise return entry unsuitable.

If chainingArguments.excludeShadows is TRUE, then return entry unsuitable. Othetwise, chegk the
local understanding of the shadowed information specification against the operation filtef and selecfion. If
all necessary entries and attributes are present, then return entry suitable. If any-entry or attribpute is
missing, then return entry unsuitable.

lause defines the procedure that a DSA shall follow if the target entry of an operation has been found locally
o Name Resolution). According to the type of operation, one of the following procedures are invoked:

For an addEntry, chainedAddEntry, removeEntry; chainedRemoveEntry, modifyEntry,
chainedModifyEntry, modifyDN or chainedModifyDN* operation the procedures in 19.1 shpll be
followed.

For a read, chainedRead, compare or chainedCompare operation the procedures in 19.2 sHall be
followed.

For a search, chainedSearch, list or chainedList operation the procedures in 19.3 shall be followef.

ding to the type of modification operation, the corresponding procedures defined in 19.1.1 through 19.1.4 shall be

The DSA shall~check that the initiator has sufficient access rights, e.g. as defined, in 11.[.5 of
ITU-T Rec. X:5H | ISO/IEC 9594-3. If not, an appropriate error is returned.

The DSA'shall assure that an entry with the name of the entry to be added does not already| exist.
Otherwise; it shall return an updateError with problem entryAlreadyExists. If the superior DSK is of
additional type nssr, the DSA shall follow the procedure defined in 19.1.5 (Modify Opetations
and)NSSRs) to ensure that the name of the new entry is unambiguous. If the name of the entry to be|added
includes multiple distinguished values differentiated by context for some attribute in the final RD|N, the
DSA shall assure that none of the possible alternative RDNs that may be constructed yields (regard]ess of
context) a name for an entry that already exists.

3)

4)

If targetSystem is present, and the AccessPoint is not that of the current DSA, go to step 4). If
targetSystem is not present, or is present and the AccessPoint is that of the current DSA, go to step 5).

If the entry is a subentry, the DSA shall return updateError with problem affectsMultipleDSAs. If the
entry is not a subentry, the DSA has a local choice as to whether or not it wishes to establish a HOB with
the specified DSA. If it does not, the DSA shall return serviceError with problem unwillingToPerform,
otherwise the DSA shall establish a hierarchical operational binding (HOB) with the specified subordinate
DSA. If the DOP is supported, the procedure in 24.3.1.1 shall be followed. Otherwise, local means are
used to establish the HOB. If the subordinate DSA is unwilling to establish the operational binding,
a serviceError with problem unwillingToPerform is returned for the addEntry operation. If the HOB is
successfully established, continue at step 7).

NOTE 1 — This step of the procedure does not apply to the creation of autonomous administrative areas in a
subordinate DSA.
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5)

6)

The DSA shall ensure that the new entry conforms to the sub-schema, or that the new subentry or DSE of
other types conform to the system schema (e.g. that the immediate superior DSE of a subentry is of type
admPoint). If not, it shall return an appropriate updateError or attributeError, else it shall add the new
DSE. If entry, continue at step 7). If subentry, continue at step 6). Otherwise, appropriate knowledge
management procedures for the other types of DSE are executed. See Section 6.

The DSA shall forward, at an appropriate time, a modify operational binding to all relevant subordinate
DSAs with which it has hierarchical or non-specific hierarchical operational bindings. The relevant
bindings are those which are associated with naming contexts that are subordinate to the superior DSE.
Naming contexts whose context prefixes correspond to autonomous administrative points are not relevant.
If the DOP is supported, the procedures in 24.3.2.1 and 25.3.2 shall be followed. If the DOP is not
supported, local means shall be used to modify the RHOBs.

NOTE 2 — An appropriate time is specified by the DSA administrator, and might range from immediately after (or

7)

Enter

Check Fails Return
L Error

Check name
is unique

TargetSystem
present?

even before) the operation result is returned to a periodic strategy (e.g. at an appointed hour). The timeymay vary
depending upon the reason for the modification, e.g. updates to ACI taking immediate effect and ehampges to
schema being done periodically.

If the added entry or subentry is within the UnitOfReplication of one or more shadowing agreementg, then
the shadow consumers shall be updated using the procedures of the Directory information shadow dervice
specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

Return Return
UpdateError\ ServiceError
entry AlreadyExists unwillingToPerform /™

TargetSystem is
this(DSA?

Establish hierarchical
operational binding with

subordinate DSA
Type of ehfty Check Add the new No
to be added? Sub-schema entry Successful?
Subpntry or ‘ oo Yes
other DSE i‘ i L
Note
Check
Return UpdateError shadows(s)
System-schema or AttributeError will need to
be updated

Schedule modification
Add the new > of RHOBs with
Subentry or DSE subordinate DSAs
TISO8960-99

Figure 13 — Add Entry procedure
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Remove Entry Operation

1)

2)

3)

The DSA shall check that the initiator has sufficient access rights, e.g. as defined, in 11.2.5 of
ITU-T Rec. X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

The DSA shall ensure that the entry to be removed is a leaf entry. Otherwise, the DSA shall return an
updateError with problem notAllowedOnNonLeaf.

The DSE type of the entry to be removed is checked. If subentry, continue at step 5). If cp, continue at
step 6). If entry or alias, continue at step 4). Otherwise, appropriate knowledge management procedures
for the other types of DSE are executed. See Section 6.

19.1.3

4)

5)

6)

7)

Modify Entry Operation

1

2)

Remove the entry or alias entry and continue at step /).

Remove the subentry. At an appropriate time, modify the operational bindings of all relevantsubordinate
DSAs with which the current DSA has hierarchical or non-specific hierarchical operational bindings. The
relevant bindings are those which are associated with naming contexts subordinate to the’superior DSE.

Naming contexts whose context prefixes correspond to autonomous administrative)points are not relevant.
If the DOP is supported, the procedures in 24.3.2.1 and 25.3.2 shall be followed. Otherwise, local neans
shall be used. Continue at step 7).

Remove the naming context. If the DSA has a hierarchical operationalbinding for this naming confext, it
shall terminate the hierarchical operational binding with its immediately superior DSA. If the DSA has a
non-specific hierarchical operational binding for this naming¢context, and this is the last naming dontext
of the non-specific hierarchical operational binding, then_it shall terminate the non-specific hieragchical
operational binding with its immediately superior DSA. If the DOP is supported, the procpdures
in 24.3.3.2 and 25.3.3.2 shall be followed. Otherwise, local means are used to terminate the RHOB.

If the removed naming context, entry, alias entry. of subentry was within the UnitOfReplication of pne or
more shadowing agreements, then the shadoWw consumers shall be updated using the procedures [of the
Directory information shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

If the removed subordinate or non-specific subordinate reference in the immediately superior DSA (whose
RHOB was terminated), was withifr the UnitOfReplication of one or more shadowing agreements, then
the shadow consumers shall be updated using the procedures of the Directory information shadow dervice
specified in ITU-T Rec. X.5251 ISO/IEC 9594-9.

The DSA shdlicheck that the initiator has access rights, e.g. as defined, in 11.3.5 of ITU-T Rec. X.511 |
ISO/IEC 9594-3. If not, an appropriate error is returned.

Thetmodifications to the entry or alias shall conform to the sub-schema. The modification to a DSE of
other types, including subentry, shall conform to the system schema. Otherwise, the DSA shall rethirn an
appropriate updateError or attributeError. After performing the modifications, if the target DSiis of

type subentry, continue at step 3); if the target DSE is of type entry or alias, continue at step 4);
otherwise, appropriate knowledge management procedures for the other types of DSE are executed. See

3)

4)

Section 6.

The DSA shall, at an appropriate time, modify the operational bindings with all relevant subordinate
DSAs with which it has hierarchical or non-specific hierarchical operational bindings. The relevant
bindings are those which are associated with naming contexts that are subordinate to the administrative
point that the modified subentry is located below. Naming contexts whose context prefixes correspond to
autonomous administrative points are not relevant. If the DOP is supported, the procedure in 24.3.2.1
and 25.3.2 shall be followed. Otherwise, local means are used.

If the modified entry, alias entry or subentry was within the UnitOfReplication of one or more shadowing
agreements, then the shadow consumers shall be updated using the procedures of the Directory
information shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.
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19.1.4

with superior DSA

Fails Ret
Note
No Return shadow(s)
Is target a leaf UpdateError will need to
entry? notAllowedOnNonLeaf be updated
Remove the
Yes entry or L
entry/alias alias
Apply appropriate
Type of DSE to Remove ||  procedures for DSE L N |
be removed? DSE type
Remove the Schedule modification,
bent —m= of RHOBs with -
subentry subordinate DSAs
. Non-specific. Last Namin No Remove naming | g
hierarchical binding & - 1
; Context? context
exists?
Terminate NHOB
with superior DSA »
Terminate HOB - TISO8970-99

Figure 14 — Remove Entry procedure

Modify DN operation

1) The DSA shall check that the initiator has sufficient access rights, e.g. as defined in 11.

ITU T Ree.-X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

2) Ifthe’operation is either to move an entry or to both move an entry and change its Relative Disting
Name, go to step 3). If the operation is to only change the Relative Distinguished Name of an entryj

step 4).

3) The operation shall be performed according to the definition in 11.4.1 of ITU-T Rec X511 | IS

1.5 of

hished
go to

/IEC

50

9594-3. If either the old superior, the new superior, the entry or any of its subordinates are not in this
DSA, or if the new superior has NSSRs, then the operation shall be rejected with updateError with
problem affectsMultipleDSAs. The DSA shall ensure that no other entry with the new name already
exists. Otherwise, it shall return an updateError with problem entryAlreadyExists. The DSA shall ensure
that the new name of the entry conforms to the subschema. Otherwise, it shall return an appropriate
attributeError or updateError. If none of these problems arise then move the entry (changing the RDN if

required) and go to step 9).

4) The following text is applicable to changing the relative distinguished name of an entry, which may or
may not be a leaf entry, and which may or may not have one or more subordinates in one or more DSAs.
The DSE type of the entry to be renamed is checked. If subentry, continue at step 7). If cp, continue at
step 6). If entry or alias, continue at step 5).
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»
Error

5)

6)

Note
Type of DSE to . entry/alias Check shadow(s)
gg modified? Sub-schema Update entry [ will need to
. be updated
Other DSE Fail ‘

Check

System-schema

Return UpdateError
or AttributeError

Schedule modification
of RHOBs with -

DSE subordinaté DSAs
Other
DSE type Take appropriate
action for DSE type

TISO3740-94

Figure 15 — Modify Entry procedure

The DSA shall ensure that no other entry with the new name already exists. Otherwise, it shall retirn an
updateError with problem entryAlreadyExists. If the superior DSE of the entry to be renamed is of
additional type nssr, the DSA @hall follow the procedure defined in 19.1.5 (Modify Operations and
NSSRs) to ensure that the new nhame of the entry is unambiguous. If the new name includes mpltiple
distinguished values differentiated by context for some attribute in an RDN, the DSA shall assute that
none of the possible RBNg that may be constructed yields (regardless of context) a name for an entfy that
already exists. The.DSA shall ensure that the new name of the entry conforms to the subsdhema.
Otherwise, it shall return an appropriate attributeError or updateError. Rename the entry or alias eftry. If
the entry is a non-leaf entry and has subordinates in other DSAs, continue at step 8), otherwise cont|nue at
step 9).

The DSA.shall ensure that the new name of the naming context conforms to the subschema; otherwise, it
shall'seturn an appropriate attributeError or updateError.

Ithe DSA has a HOB with the superior DSA, then the subordinate DSA shall attempt to modify th¢ HOB
before responding to the Modify DN operation. The superior DSA shall ensure that no other entry wiith the
new name already exists, before accepting the modification. If the DOP is supported, the progedure

7)

n 24°3.2.2 shall be tollowed. 1T the DOP 15 not supported, it 15 a local matter how the HOB 15 modified
and the new name is checked for uniqueness. If the HOB is successfully modified, and the naming context
has subordinate naming contexts in other DSAs, go to step 8); otherwise, go to step 9). If the HOB cannot
be modified return updateError with problem affectsMultipleDSAs.

If the DSA has a NHOB for this naming context with the superior DSA, then how duplicate entries are
detected is outside the scope of this Directory Specification. Rename the entry. If the naming context has
subordinate naming contexts in other DSAs, go to step 8); otherwise, go to step 9).

The DSA shall ensure that the new name of the subentry conforms to the system schema. Otherwise, it
shall return an appropriate attributeError or updateError. The DSA shall ensure that no other subentry
with the new name already exists. Otherwise, it shall return an updateError with problem
entryAlreadyExists.
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19.1.5

IfaD

then tl

8) The DSA shall, at an appropriate time, modify the operational bindings of all relevant subordinate

DSAs

with which it has hierarchical or non-specific hierarchical operational bindings. The relevant bindings are
those which are associated with all naming contexts that are subordinate to the entry being renamed, or
relevant naming contexts that are subordinate to the administrative point whose subentry was renamed.
Naming contexts whose context prefixes correspond to autonomous administrative points are not relevant.

If the DOP is supported, the procedures in 24.3.2.1 and 25.3.2 shall be followed. Otherwise, local
shall be used to update the RHOBs.

means

9) If the renamed naming context, entry or any of its subordinates, alias entry or subentry is within the
UnitOfReplication of one or more shadowing agreements held by the DSA, then the shadow consumers
shall be updated using the procedures of the Directory information shadow service specified in

ITU-T Rec. X.525 | ISO 9594-9.

shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9; in this case the shadowed'€ntry
its subordinates shall be removed.

If the entry, alias entry or subentry was not within the UnitOfReplication of-orié ‘or more shad
agreements held by the DSA, and the renamed entry, alias entry or subentry is now withi
UnitOfReplication, the shadow consumers shall be updated using the procedures of the Directory s
service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9; in this case\th¢” shadowed entry and
subordinates shall be shadowed.

If the renamed subordinate reference in the immediately superior, DSA [whose HOB was modi
step 6) above] is within the UnitOfReplication of one or more of its shadowing agreements, th
shadow consumers shall be updated using the proceduresof the Directory information shadow §
specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

If components of a RHOB with a subordinate DSA" [as modified in step 8) above] are with
UnitOfReplication of one or more shadowing agreements held by the subordinate DSA, then the s

ITU-T Rec. X.525 | ISO/IEC 9594-9.

Modify operations and Non-Specific Subordinate References

BA has NSSRs and does not know the coniplete set of names of the subordinates of an entry, to which either:
a) an addEntry operation has been directed; or

b) a modifyDN operation has been directed,

e DSA may perform the\following set of procedures prior to performing the operation.

1) If the chainingProhibited service control option is set on the addEntry or modifyDN operation,
updateError with problem affectsMultipleDSAs.

unwillingToPerform or unavailable, respectively.

52

plication O0I on€ Oor more Ssha Wll’lg

€ cniry, alias enity Of subenty was within the uni G
agreements held by the DSA, and the superior of the renamed entry, alias entry or subentry ismot within
this UnitOfReplication, the shadow consumers shall be updated using the procedures of-th¢ Directory

aind all

owing
n this
hadow
all its

ied in
en the
ervice

in the
hadow

consumers shall be updated using the procedures-of the Directory information shadow service specified in

return

2) If the DSA is unwilling or unable to multi-chain outgoing requests, return serviceError with problem

et of

3) The DSA shall multi-chain a chainedReadEntry operation to each master DSA in the
Pointinf . F—tho—NSSR—(Fho—DSA—shat—onl ] DSA—f

each

MasterAndShadowAccessPoints due to transient inconsistency caused by shadowing.) The parameters

of the ReadArgument shall be set as follows:

object to either the name of the entry to be added (in the case of addEntry), or to the proposed name

of an existing entry (in the case of modifyDN).
selection the object class attribute.
The parameters of CommonArguments shall be set as follows:
— set the dontDereferenceAliases service control option;

—  set OperationProgress.nameResolutionPhase to completed.
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in the same DSA? be updated
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OK Return No Yes
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- Rename the
" Sub
ubentry TIS09470-(2
Figure 16 — Modify DN procedure

The parameters of ChainingArguments shall be set as follows:
—  set originator to the name of the originator;
—  targetObject is omitted;

— set OperationProgress.nameResolutionPhase to proceeding and nextRDNToBeResolved to
(number of RDNs in the object name) — 1;

— set tracelnformation to an empty sequence;
—  set referenceType to nonSpecificSubordinate;
—  timeLimit, as appropriate according to the incoming request.

Other parameters, e.g. SecurityParameters, may be set as appropriate, e.g. by local policy.
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4) The DSA waits for the complete set of responses. If any of the response is a ReadResult, then an error

shall be returned as in 6) below.

5) [If all responses are serviceError with problem unableToProceed, operation evaluation may proceed.

6) If a ReadResult is returned, an updateError with problem entryAlreadyExists shall be returned for the

original operation;

7) If any other error is returned to the readEntry request, a serviceError with problem unwillingToPerform

shall be returned.

The DSA receiving the chainedRead request shall give a response according to the presence or not of the entry, and its
access control policy.

19.2
The o

procedures. These procedures contain only the following three steps:

19.3

Accorfling to the type of interrogation operation (list or search), the corrgsponding procedures defined in
and 19.3.2 shall be followed.

19.3.1
This s

The Ljst (I) Procedure shall be followed when the List request's.operationProgress.nameResolutionPhase com|]

is set

object
comp
19.3.1

19.3.1

The atguments that are used by this procedure are:

19.3.1
If this

19.3.1

perations read, chainedRead, compare, and chainedCompare fall into the group of single entry interrg

1) Check access control, as described in clause 9 of ITU-T Rec. X.511 | ISO/IEC 9594-3. If"the opera
disallowed, return the appropriate security error.

2) Perform the operation on the found DSE as described in clause 9 of ITU-T Rec. X)911 | ISO/IEC 95
3) Prepare the reply, and return.

Multiple entry interrogation procedure

List procedures

hbclause specifies the evaluation procedure specific to list and.chainedList operations.

lo notStarted or proceeding and when the DSA, after performing Name Resolution, finds that it holds th|
The List (Il) Procedure shall be followed when.the List request's nameResolutionPhase component is
eted.

L1 Procedure parameters

1.1  Arguments

—  the ListArgument;
—  the target DSE.¢;

—  operationProgress of the chainingArgument.

1.2 Results

procedurenis/successfully executed, it returns:

— \»4d set of subordinates of e in listinfo.subordinates;

oation

tion is

D4-3.

19.3.1

bonent
e base
set to

3+  limitProblem indicated in partialOutcomeQualifier;

— a set of continuation references in SRcontinuationList.

.2 Procedure definition

19.3.1.2.1  List (I) procedure

The List (I) procedure consists of the following steps as depicted in Figure 17:

54

1) Ifthe service control subentry is set, then go to step 5); otherwise, go to step 2).

2) If DSE e is of type nssr, then add a Continuation Reference to SRcontinuationList with the following

components:

—  targetObject to the primary distinguished name of the DSE e (alternative distinguished values may

be included in the RDNs);
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aliasedRDNs absent;

operationProgress with nameResolutionPhase set to completed and nextRDNtoBeResolved
absent;

rdnsResolved absent;
referenceType set to nonSpecificSubordinate;

accessPoints set to a set of accessPointInformation each derived from a value of the
nonSpecificKnowledge attribute of DSE e.

10

3) For each DSE e' immediately subordinate to DSE e execute the following steps:
a) Check the ACI in e' if available. If the ACI disallows listing the RDN of e', then skip this DSE. If the
ACI is not available (for example in the case of subordinate references and glue), then it is a local
policy whether to proceed.
b) Check all the DSE types of e'.
i) Ife'is of type subr, then there are two cases. In the first case, the subordinate'entry's ACI and
object class is available locally, in which case, based on local policy and the,ACI's permijssion,
add the RDN of e' to listinfo.subordinates with aliasEntry set to TRUE if-¢' is of type sa, and
fromEntry set FALSE. The other case is when the ACI of the entry'4§ ot available i e', in
which case add a Continuation Reference to SReontinuationList with. the following compoments:
—  targetObject to the primary distinguished name of the DSE e (alternative distingpished
values may be included in the RDNs);

— aliasedRDNs absent;
operationProgress  with nameResolutionPhase set to completed and
nextRDNtoBeResolved absent;

— rdnsResolved absent;

— referenceType set to subordinate;

— accessPoints set to the value contained in the specificKnowledge attribute of DSE

it) If the DSE e' is of type entry -ot’glue, then add the RDN of e' to listinfo.subordinateg with
aliasEntry set to FALSE and fromEntry set according to whether e' is a copy.

NOTE - In the case that ¢' 1s-glue, it must have one or more subordinates which implies it canndt be an
alias in the master DSA='Also, any ACI relevant to the List operation is stored in this DSE, supplied via
the shadowing protecol:

iii) If the DSE e' is of.type alias, then add the RDN of e' to listinfo.subordinates with aliagEntry
set to TRUE, and fromEntry set according to whether e' is a copy.

¢) Check if tim¢, size or administrative limit is exceeded. If so, set limitProblem accordingly in
partialOutcomeQualifier and return.

d) Continuefrom step 3) a) until all subordinate DSEs have been processed.

4) If all subordinates DSEs have been processed, return to the Operation Dispatcher.
5) For each subentry e' immediately subordinate to DSE e execute the following steps:

a) "~ Check the ACI in e'. If the ACI disallows listing the RDN of e', then skip this DSE. Otherwide, add
the RDN of e' to listinfo.subordinates with aliasEntry set to FALSE and fromEntry set according to
whether e' is a copy.

b) Check if time, size or administrative limit is exceeded. If so, set limitProblem accordingly in
partialOutcomeQualifier and return.

6) Return to the Operation Dispatcher.
19.3.1.2.2  List (I) procedure

The List (IT) procedure consists of the following steps as depicted in Figure 18:

1) For each DSEs e' immediately subordinate to DSE e, execute steps 1), a) to 1), d):

a)
b)

If e' is not an entry or alias, continue with the next immediate subordinate.

Check ACI in e'. If the operation is disallowed by the ACI, continue with the next immediate
subordinate of e.
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¢) Add the RDN of DSE e' to listinfo.subordinates, with the aliasEntry component of
listinfo.subordinates to according to whether e' is an alias, and the fromEntry component set
depending on whether e' is a copy or not. Ignore those DSEs of type shadow, if excludeShadows is

TRUE.

d) Check if time, size or administrative limit is exceeded. If so, set the limitProblem of
partialOutcomeQualifier accordingly and return.

e) continue from step 1) a) until all subordinate DSEs have been processed.

2) If all subordinate DSEs have been processed, check if this subrequest came from DAP or DSP. In case
this subrequest is submitted via DAP, and the ListResult is empty, then return a serviceError with
problem invalidReference to the Operation Dispatcher. Otherwise, the ListResult is returned.

NOTE — invalidReference is used as a security precaution in case the user does not have access to the s
entry. If the superior's entry ACI is available (provided by the RHOB), then a null result may be retu

allowed.

Subentries
set?

DSE type
of target =
nssr?

No

Return
error

Include all
subentry
RDNSs in result

Add a continuation referénce
with all APIs contained\in
nonSpecificKnowledge attribute
to SRcontinuafionList

Y

Return
ListResult

uperior
rmed if

Process each DSE e' immediately-subordinate to DSE e P
All es
next e processed
set limitProblem ¢f
< Check Fails partialOutcomeQualjifier
Time,
size, administrative
limit exceeded?
subr Add RDN of e' to listinfo. Set
—< aliasEntry and fromEntry .
according to dse type
.
Add RDN of e' to listinfo. Set
ilabili K
o Availability Of,ACI © P aliasEntry and fromEntry P
and local policy :
according to dse type
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specificKnowledge attribute
to SRcontinuationList

Figure 17 — List (I) procedure
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19.3.2  Search procedures
This subclause specifies the evaluation procedure specific to search and chainedSearch operations.

The Search-rule-check 1)) procedure shall be followed when the search request's
operationProgress.nameResolutionPhase component is set to notStarted or proceeding and when the DSA, after
performing Name Resolution, finds that it holds the target object. If this procedure returns an error, return with that error.
Otherwise, the Search (I) procedure shall be followed.

The Search-rule-check (IT) procedure shall be followed when the search request's nameResolutionPhase component is
set to completed. If this procedure returns an error, return with that error. Otherwise, the Search (II) procedure shall be
followed.

NOTE — When nameResolutionPhase is completed, the target object is expected to be the immediate superior of a context
prefix

[ Enter ] L listResult j

ServiceError

Return
invalid reference

Yes Yes

Process each DSE e' immediately subordinate to DSE e

All es
Next e processed
set limitProblem of
. partialOutcomeQualifie
Check Fails
< ACI

Time,
size, administrative
limit exceeded?

TISO377¢-94

OK*

Add RDN of e’ to listinfé. Set aliasEntry
and fromEntry according to dse type

Figure 18 — List (II) procedure

19.3.2l1 Procedure parameters

19.3.2L1C1, © Arguments

The arguments that are used by this procedure are:
—  the SearchArgument;
—  the target DSE e;
—  operationProgress of the ChainingArguments;
— exclusions of the ChainingArguments (a list of RDNs to exclude from search);
— tracelnformation of the ChainingArguments;
— searchRuleld of the ChainingArguments;
— chainedRelaxation of the ChainingArguments: and

—  relatedEntry of the ChainingArguments.
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19.3.2.1.2

Results

If this procedure is successfully executed, it returns:

19.3.2.2

19.3.22.1

a set of matched Entries in searchResult.entrylnformation;
alreadySearched in ChainingResults;
dependent on conditions, a count in the partialOutcomeQualifier.entryCount; and

a set of continuation references in SRcontinuationList.

Procedure definition

Related anry Argnmpnt prncodnrp

This pgrocedure is only relevant if the search request has a joinArguments component and ChainingArgumehts (If any)
does ot have a relatedEntry component.

—__add) thc COMmMUuAtion Ieference o partatoutcomeqQuatifierof SearchResult, and et

19.3.2.2.2

1)

2)

3)
4

5)
6)

If the search request is protected, generate a DSP request for each element of the'joinArgu
component each including the original DAP request. The ChainingArguments shall(be’as follows:

— if the incoming request has a ChainingArguments with component originator, the value
component is copied into the originator component of generated requests; otherwise the use
component is determined by local security policy;

ments

f this
bf this

NOTE — The receiving DSA may not be able to make use of the name given in this component, as it is|from a

disjoint view of the DIT.

— the operationProgress component shall be omitted or set to\default value;

—  the tracelnformation, aliasDereferenced, aliasedRDNs) returnCrossRefs, entryOnly, exclusions,

nameResolutionOnMaster, searchRuleld, chainedRelaxation components shall be omitted;

— the relatedEntry component is set to a value’ corresponding to the relative position
JoinArgument that applies to the DSA -fo’ which the request is forwarded; where th
JoinArgument is given the value 0, the next'one the value 1, etc.

If the incoming search request is not:protected, generate a DSP request for each element
jointArguments component where the SearhArgument shall be generated as follows:

hind

bf the
b first

bf the

— the baseObject component( shall be copied from the joinBaseObject component ¢f the

corresponding JoinArgumeht;

— the subset component shall be copied from the joinSubset component of the corresp
JoinArgument;

nding

— the filter component shall be copied from the filter component of the corresponding JoinArgument;

and

— the remaining components shall be as in the original request, except that the joinArgumen
joinType components shall be omitted.

s and

The.ChainingArguments shall be as above for protected requests, except that the relatedEntry

component shall be omitted.
Call the Operation Dispatcher for each request to be locally continued.

If the Operation Dispatcher returns a referral error, or busy, or unavailable errors then add (or ma

If the Operation Dispatcher returns other errors, discard it and return.
If the Operation Dispatcher returns a SearchResult, then:

i)  If the result is signed, encrypted, or signed and encrypted, add it to uncorrelatedSearchl
SearchResult.

ke and

nfo in

ii) If the result is not signed, encrypted, or signed and encrypted, perform the join process as specified in

ITU-T Rec. X.511 | ISO/IEC 9594-3.

Search-rule check procedure (I)

This procedure is only relevant, if the DSA supports service specific administration areas.
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If the searchRuleld component is present in the ChainingArguments, the operation is the result of an alias
dereferencing procedure during a previous evaluation phase. Then, if the target DSE is within a service specific
administrative area having a different dmdld, or if the target DSE is outside a service specific administrative area, return
with an unwillingToPerform service error. Otherwise, select the appropriate search-rule based on information in
searchRuleld and return.

NOTE 1 — Service administration has been defined as a critical extension. When a DSA, which does not support service
administration, receives a chained search request with a searchRuleld component, it will return a serviceError with problem
unavailableCriticalExtension.

If the searchRuleld is not present and the target DSE is outside a service specific administrative area; or if it is within
such an area, but no subentries are associated with that area, return.

If the target DSE is within a service specific administrative area and the tracelnformation reveals that the operation has
been ih a previous evaluation phase, return with an unwillingToPerform service error.

NQTE 2 — This is the situation where a search has started its initial evaluation outside a service specific administrative afea and
no attempts to spread into a different service specific administrative area.

Otheryise, the following procedure is followed:

1) Locate all search-rules associated with the target DSE, i.e. all search-rules in servige’subentries having the
target DSE within its subtree specifications (e.g. by use of the searchRulesSubentry operational
attribute). These search-rules are in the following called candidate-searchi-rules. If there are n¢ such
search-rules, generate a service error with problem requestedServiceNotAvailable, include into the
notification component of the CommonResults a searchServiceProblem attribute with the value|id-pr-
unidentifiedOperation, and return.

2) If the serviceType and/or the userClass service controls arefincluded in the search request, elimirfate all
search-rules not complying with those service controls from the candidate-search-rules. If that leayes the
list empty, generate a service error with problem .requestedServiceNotAvailable; include |n the
notification component of the CommonResults thednformation as detailed below and return:

— asearchServiceProblem attribute with the yalue id-pr-unidentifiedOperation;

— if the serviceType service control was.included in the search request, a serviceType attribute with
the value of that service control.

3) Split the candidate-search-rule list uptinto four lists (some of which may be empty):

— a GoodPermittedSR list ¢ontaining all the candidate-search-rules to which the requester has {nvoke
permission and with which the search request complies according to the search-validation progedure
specified in clause 13 of ITU-T Rec. X.511 | ISO/IEC 9594-3;

NOTE 3 — If this list is not empty, there is no reason to create the other lists.

— a MatchProblemSR list containing all the candidate search-rules to which the requester has {nvoke
permission,-and with which the search request complies except for matchingUse in one o1 more
request-attribute-profiles;

— a/BadPermittedSR list containing all the candidate-search-rules to which the requester has fnvoke
permission but with which the search request does not comply;

=>  a DeniedSR list containing all the candidate-search-rules to which the requester does nof have
invoke permission.

) If the GoodPermittedSR list contains ohe-or-more. pmpfy search v'n]p’ selectusing local alaorithm ne Of
o o

these empty search-rules as the governing search-rule and return.

5) If the GoodPermittedSR list is not empty, discard all search-rules except those with the highest
userClass indication.

6) Select one of the remaining search-rule in the GoodPermittedSR list as the governing-search-rule, using
local algorithm, and return.

NOTE 4 — If in the list above there are several search-rules to select from, the implementation should log the
incident for administrative attention, as the search-rule definitions probably need re-working.

7) If the MatchProblemSR list is not empty, select one of its search-rules following an algorithm similar to
the one specified in 5) and 6) above; generate a service error and associated information as detailed in
13.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3, and then return.
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8)

9)

If the DeniedSR list is empty, continue with 10); otherwise, discard any search-rule from the list with
which the search request does not comply and discard any empty search-rule. If the list is now empty,
continue with 10); otherwise generate a service error with problem requestedServiceNotAvailable;
include in the notification component of the CommonResults the subcomponents detailed below, and
return:

— asearchServiceProblem attribute with the value id-pr-unavailableOperation;

— if all the remaining search-rules in the DeniedSR list have the same value in the serviceType
component, a serviceType attribute with that value.

If the BadPermittedSR is empty, generate a service error with problem requestedServiceNotAvailable;
include into the notification component of the CommonResults the subcomponents detailed below and
return:

10)

11)

12)

13)

19.3.2.2.3

— asearchServiceProblem attribute with the value id-pr-unidentifiedOperation.

For each numbered item in the procedure in 13.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3 taken in|order,
check the search request against the remaining search-rules in BadPermittedSR, and then foreach item:

— if the search complies with the item for some search-rules, but not for all search-rules, discgrd the
search rules with which it does not comply;

—  if the BadPermittedSR now only holds one search-rule, perform the procedure specified in clause
13 of ITU-T Rec. X.511 | ISO/IEC 9594-3, and return;

—  otherwise, the next item is checked.

If the BadPermittedSR now only holds search-rules with which the's€arch does not comply according to
the procedure so far, generate a service error with problem requestedServiceNotAvailable; includd in the
notification component of the CommonResults the subcompofents detailed below and return:

— asearchServiceProblem attribute with the value id*pr-unidentifiedOperation;

— if all the search-rules in BadPermittedSR specifies the same service-type, a serviceType atfribute
with that service-type as value.

For each numbered item in clause 13.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3 taken in order, check the
search request against the remaining search-fules in BadPermittedSR, and then for each item:

—  if the search complies with the item' for some search-rules, but not for all search-rules, discqrd the
search rules with which it does fiot’comply;

—  if the BadPermittedSR now’only holds one search-rule, perform the procedure specified in [clause
13 of ITU-T Rec. X.5114 ISO/IEC 9594-3, and return;

—  otherwise, the next.item is checked.

For each numbered-item in 13.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3 taking in order, check the gearch
request against the temaining search-rules in BadPermittedSR, and then for each item:

— if the seafch complies with the item for some search-rules, but not for all search-rules, discgrd the
searchtules with which it does not comply;

— _if/the BadPermittedSR now only holds one search-rule, perform the procedure speciffed in
clause 13 of ITU-T Rec. X.511 | ISO/IEC 9594-3, and return;

< otherwise, the next item is checked.

Generate a service error with problem requestedServiceNotAvailable; include in the notification

embonento he ocmmonke he subcomponents-detatled below and-return.

— asearchServiceProblem attribute with the value id-pr-unidentifiedOperation;

— if all the search-rules in BadPermittedSR specifies the same service-type, a serviceType attribute
with that service-type as value.

Search-rule check procedure (IT)

This procedure is only relevant, if the DSA supports service specific administrative areas.

If the searchRuleld is not present, and all the immediate subordinate entries (context prefixes) of the target DSE are
service specific administrative points, then return with a serviceError with problem unwillingToPerform. If, however,
some of the subordinate entries are not service specific administrative points, then select the corresponding naming
contexts for the search evaluation and return.
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If the searchRuleld is present, each subordinate entry of the target DSE is checked to verify that it is within the same
service specific administration area as the target DSE. If not, the corresponding naming context is excluded from the
search. If there are remaining naming contexts (including ones in the performing DSA) in which the search can continue,
select the search-rule identified in searchRuleld and return. If there are no remaining naming contexts in which the
search can continue, generate a serviceError with problem unwillingToPerform and return.

NOTE — The latter should not occur if knowledge information is consistent between the DSA and the DSA holding the superior
naming context.

19.3.2.2.4  Entry information selection

For matched entries and for entry selected as part of hierarchy selection, attribute information is selected as the
intersection of:

a) what is specified by the searchArgument.selection, possible modified by the default context
specifications, and for matched entries also by the searchArgument.matchedValuesOnly;

b) what is determined by the governing-search-rule (if any).
This entry information is added to the list of entries in searchResult.entryInformation.

Only 3dd attributes whose size (type and all values) is not greater than the attributeSizeLimit.

19.3.2l2.5  Search (I) procedure

This if a recursive procedure that applies to a search request that starts at a given targeténtry e. It searches the|target
entry ¢ and then processes the DSEs immediately subordinate to e. The procedure is invoked by itself recursively|in the
case that a whole subtree is to be searched. The procedure consists of the following.steps as shown in Figure 19:

1) If the type of DSE e is of type cp (a DSE at a context prefix), chieck if any element of the exclysions
argument is a prefix of the DN of e.

a) Ifso, return.
b) Else, call Check Suitability.
i)  If e is unsuitable, make a continuationReference as follows and add it to SRContinuatiopList:
—  targetObject set to the DN of DSE e;

—  operationProgress  with(”) nameResolutionPhase set to proceeding | and
nextRDNtoBeResolved set to the number of RDNs in e;

—  all other components of continuationReference are unchanged.

Then return.

NOTE 1 — This, is*the only place when a search subrequest is chained to a shadow's supplier. Ih other
words, the tatget‘object for such a chained subrequest is always a context prefix.

ii) Else, add the Distinguished Name of e to alreadySearched in ChainingResults.
NOTE2+ alreadySearched only contains context prefixes.

2) Ifeis of typecalias and searchAliases in SearchArgument is TRUE then call Search Alias procedure and
then return:

3) If subset is oneLevel, then proceed to step 6).

NOTE 3 — The e cannot be subordinate incomplete at this point since the Check Suitability at the contex{ prefix
should have ascertained that this cannot happen.

4)f subset is baseObject, or if entryOnly is TRUE then continue with this step; otherwise, go to step(5).

If one of the following is true:

a) e1s of type subentry and the service control subentry 1s set; or

b) e isnot of type subentry and the service control subentry is not set,
then do the following steps:
i)  Check ACI. If the operation is disallowed, return.

il) Apply the filter argument specified in the SearchArgument.filter to the DSE e. Ensure that
access to all attributes used in the filter is permitted as defined in ITU-T Rec. X.501 |
ISO/IEC 9594-2. If the filter matches and if the entry is not excluded due to hierarchy selection,
add the attribute information as specified in 19.3.2.2.3.

iii) If the hierarchySelection search control is included in the search request (possibly modified
by a search-rule specification), the entry is part of a hierarchical group having more than one
member, and more than the self indication is set, then call the Hierarchy Selection (I) procedure.
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Then return.

5) If subset is subtree (and entryOnly is not TRUE), and in addition one of the following is true:

a) eis of type subentry and the service control subentry is set; or

b) eisnot of type subentry and the service control subentry is not set,
then do the following steps:

i)  Check ACI. If the operation is disallowed, go to step 6).

ii) Apply the filter argument specified in the SearchArgument.filter to the DSE e. Ensure that
access to all attributes used in the filter is permitted as defined in ITU-T Rec. X.501 |
ISO/IEC 9594-2. If the filter matches and if the entry is not excluded due to hierarchy selection,
add the attribute information as specified in 19.3.2.2.3.

iii) If the hierarchySelection search control is included in the search request (possibly mqdified
by a search-rule specification), the entry is part of a hierarchical group having mote’thgn one
member, and more than the self indication is set, then call the Hierarchy Selection (I) procedure.

iv) Proceed to step 6).

6) If e is of type nssr, then add a Continuation Reference to SRcontinuationList’with the following
components:

—  targetObject to the primary distinguished name of the DSE e (alternative/distinguished valuds may
be included in the RDNs);

—  aliasedRDNs absent;

—  operationProgress with nameResolutionPhase set to completed and nextRDNtoBeRegolved
absent;

— rdnsResolved absent;

— referenceType set to nssr;

— accessPoints set to AccessPointinformation derived from the value(s) found ip the
nonSpecificKnowledge attribute.

7) Process all DSEs e' that are located immediately subordinate to the target DSE e until all subofdinate
DSEs have been processed. If e is withinva’service specific administrative area, only those immedliately
subordinate DSEs that are part of thesame service specific administrative area shall be processed.|If e is
outside a service specific administrative area, those immediately subordinate DSEs that are paitt of a
service specific administrative ar€a‘shall not be processed. During this loop, if the list of matched ¢ntries
in searchResult.entrylnformation exceeds the size limit, or time or administrative limit is exceeddd then
set limitProblem accordingly in partialOutcomeQualifier and return.

NOTE 4 — The check-A£otsize limit is also implicitly applied every time searchResult is updated.

a) If the DSE e' s of type subr, is not of type cp, and is not representing a subordinate entry that is a
service specific administrative point, then add a Continuation Reference to SRcontinuationLigt with
the following components:

— o targetObject to the primary distinguished name of the DSE e (alternative distinguished values
may be included in the RDNs);

- aliasedRDNSs absent;

—  operationProgress with nameResolutionPhase set to completed and
nextRDNtoBeResolved absent;
rdnsResolved aksnnf;

— referenceType set to subr;

— accessPoints set to the access point information contained in the specificKnowledge attribute
of DSE e'.

NOTE 5 —If e' is of both type cp and subr, a search subrequest can be generated potentially from either
the subordinate reference or the supplier knowledge, but not both. This procedure uses the latter
(supplier references found in cp).

b) For all cases:

i) If subset is oneLevel, sct entryOnly to TRUE.

ii) Recursively execute Search (I) procedure for target DSE e'.

8) If all subordinates have been processed, return to the operation dispatcher for further processing.
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Figure 19 — Search (I) procedure
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19.3.2.

2.6  Search (II) procedure

This procedure applies if a search request is processed that originated from a request decomposition at the DSA from
which the request was received. The procedure processes the DSEs below the target DSE e and calls the Search (I)
procedure for each object entry:

1) Process all DSEs e' that are located immediately subordinate to the target DSE e until all subordinate
DSEs have been processed. When all subordinates have been processed, return to the operation dispatcher

for further processing.
2) If the DSE is not of type cp then ignore it. Return to step 1).
3) Call Check Suitability. If suitable go to step 4); otherwise, ignore it and return to step 1).

4) Execute the Search Procedure (I) for the DSE e' as described in 19.3.2.2. If the DSE is of type alias and

19.3.2,

This {
(see F

the value of the subset parameter is set to oneLevel, set ChainingArguments.entryOnly to TRUE
calling Search (I) procedure. Return to step 1).

[ Enter J
$ All es

processed

—— Process each DSEs e' of type cp immediately subordinate to DSE e

+ Next e'
entry

Call Check Suitability Procedure unsuitable

] Return
entry suitable

dse type
= alias

One level
search?

entryOnly =
j TRUE

TISO3790-94

Call(SearchProcedure(l) with DSE e'

Figure 20 — Search (II) procedure

2.7  Search Alias procedure

rocedure’ is executed if a DSE of type alias has been encountered during the processing of a search 1
gure21):

when

equest

64

1) If subset i1s baseObject or onelLevel, go to step 4).

2) If aliasedEntryName is a prefix of targetObject or baseObject or any of the previous values

of the

targetObject in ChainingArguments.tracelnformation, then the alias is excluded from the Search

because this would cause a recursive search with duplicate results.

3) If targetObject or baseObject or any of the previous values of the targetObje

ct in

ChainingArguments.tracelnformation is a prefix of aliasedEntryName, then no specific processing of

the alias is required because the aliased subtree will be searched anyway.

NOTE — For both of the above cases, baseObject may not be prefix of targetObject, due to alias dereferenc

4) If the search is performed within a service specific administrative area and if the service specific
administrative point is not a prefix of aliasedEntryName, then no specific processing of the alias is
required, as the aliased entry is outside the service specific administrative area.
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6)

7)

8)
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Build a DSP request with the targetObject set to the aliasedEntryName. If subset is oneLevel, set

entryOnly to TRUE. Call the Operation Dispatcher for the request to be locally continued.

If the Operation Dispatcher returns a referral error, or busy, or unavailable errors then add (or make and

add) the continuation reference to partialOutcomeQualifier of SearchResult, and return.
If the Operation Dispatcher returns other errors, discard it and return.

If the Operation Dispatcher returns a SearchResult, then:

i)  If the result is signed, encrypted, or signed and encrypted, add it to uncorrelatedSearchinfo in

SearchResult.

ii) If the result is not signed, encrypted, or signed and encrypted, add it to searchinfo in SearehR¢

And return.

S

aliasedObjectName is Yes
prefix of baseObject or - Return
targetObject?

A

bsult.

baseObject or v
P ) es
targetObj ecF is prefix -—
of aliasedObjectName?
Add continuationReference -
BUild a local DSP request to partialOutcomeQualifier
* Referral
Error
Call operation Dispatcher —®| Discard —
Result
Add to searchinfo L
Add to uncorrelatedSearchinfo TISO3800-94

Figure 21 — Search alias procedure
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19.3.2

.2.8  Hierarchy Selection procedure (I)

This procedure is executed if a member of a hierarchical group is encountered during the processing of a search request
specifying hierarchy selection.

a) If a hierarchy selection that is not supported by the DSA is present, then return with:

— aserviceError with problem requestedServiceNotAvailable;

— asearchServiceProblem notification attribute with the value id-pr-unavailableHierarchySelect;

— a serviceType notification attribute having as value the serviceType component of the search-rule;

and

— a hierarchySelectList notification attribute indicating the invalid selection(s).

20

The {

b) Otherwise, add all the entries defined by the hierarchical selection as defined in 19.3.2.2.4. If that

emptyHierarchySelect global variable.

Continuation Reference procedures

SRconftinuationList) created by other procedures.

The
sets o
create

continuation references from the continuation list that have a common target object component. These hav

results

in no entry being added, i.e. the hierarchy selections only specify non-existing entries,. then det the

rocedures in this clause are called to process the list of continuation references (NRcontinuationllist or

ontinuation Reference procedures consist of the steps shown in Figures 24,¢25%and 26. The first stage is to identify

E been

1 from a set of subordinate or non-specific subordinate references-associated with the same entry in th¢ DIT.

Withip each of these sets there may be continuation references which oeCurmore than once. The sets should be s¢anned

and ar

These
parallg
proceq
refere
occur,

The p
Acceg
held i1
not ng

y duplicates found should be discarded.

bl by the DSA, since there is no risk that the same results will be returned from any two sets. Howev

hce, and of each access point within one AccessPointinformation, has to be controlled, or duplicate resul
as described in 20.1.

Focedure adopted in the APInfo procedure is-to process one by one the set of access points contained in a

h one DSA, in the case of NSSRs). If the first access point produces a result or a hard error, further access po

sets (each with a different targetObject component) may>be processed independently, either sequentially or in

br, the

sing of each continuation reference within one set, and of each AccessPointinformation within one continuation

s may

single

sPointInformation. These all point te-(Copies of) the same naming context (or possibly a set of naming cqntexts

nts do

ed to be processed. However, if'the error is a soft error, i.e. a serviceError (with problem busy, unavajlable,

unwillingToPerform, invalidReference, or administrativeLimitExceeded), then the DSA may choose, as g local

option

Proce
irrespq
entry
DSE
contin

, to process another access point from the set.

pctive of which continpation reference they originated from. (This is because two DSEs of type subr below a
would produce two continuation references, each containing one AccessPointinformation value, where
f type nssr tolthe same two subordinates (assuming that they are held in different DSAs), would produ
uation refererice containing a set of two AccessPointinformation values.)

The accessPointinformation values may be processed either sequentially or in parallel, as described in 20.

paralld

bl strategy is more likely to produce duplicate results. Duplicates shall always be discarded.

sing of the AccessPointinformation values within one set of continuation references is handled in a uniform way,

single
IS one
e one

. The

20.1

Chaining strategy in the presence of shadowing

In the presence of shadowing, a DSA may choose between different strategies when it has to multi-chain request to more
than one DSA. This choice always occurs if the DSA has to process more than one continuation reference with the same
targetObject. This situation can occur from multi-chaining caused by NSSR decomposition during Name Resolution (as
shown in Figure 22) or from request decomposition during the evaluation of a multiple object operation (see Figure 23).

The goal of these strategies is to deal with the problem of duplicate results and duplicate processing when shadowed
information is used in multi-chaining of requests (caused by either NSSR or request decomposition). For example, in
Figure 22, DSA 1 multi-chains a request to both DSAs 2 and 3 because of the NSSR held in DSE B. If the use of
shadowed information is allowed, both DSAs 2 and 3 may apply the chained operation to both subtrees starting at X

and Y
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Similarly, in Figure 23, DSA 1 multi-chains (as a result of request decomposition) to the two subordinate references held
in DSEs X and Y. Again, if the use of shadowed information is allowed, both DSAs 2 and 3 may apply the chained
operation to both subtrees starting at X and Y.

To deal with this problem of duplication, a DSA may choose one of the following strategies when multi-chaining to
multiple DSA requests with the same targetObject.

20.1.1

A DS;
multi-
strateg
set to
ensurg

nssr to DSA 2

Chained and DSA 3 Chained
Request with - Requést with
targetObject B targ€tObject B

/

Shadow

Figure 22 —Multi-chaining caused by NSSR during Name Resolution

Master only strategy

TISO3810-94

A\ may choose;this strategy to prevent the usage of shadowed information when performing a parallel or seqyiential
chaining .6aused by NSSR decomposition, or request decomposition during a Search or List evaluation. F
y, during a Search or List operation evaluation the excludeShadows component of the ChainingArgume
TRUESIf NSSRs are encountered during Name Resolution, a DSA may set nameResolveOnMaster to TR
that only a single path is followed. nameResolveOnMaster shall be set to TRUE if NSSR are encounter

br this
nts is
UE to
bd and

the operation is one of the Directory modification operations. In either case, only the DSA(s) that hold the master entry
(or entries) relevant to the operation shall perform the operation. This master only strategy can be used during both
parallel as well as sequential multi-chaining.

NOTE - Setting nameResolveOnMaster to TRUE eliminates the possibility of multiple paths during name resolution by:

1) ignoring shadow entries; and

2) by ensuring that only one DSA may proceed with name resolution in situations where a complex DIT distribution would

otherwise permit more than one to proceed.

This is achieved by allowing only the DSA holding the master entry corresponding to the first nextRDNToBeResolved RDNs of
the target object name to continue with name resolution. Any other DSAs will not be able to proceed even though they may hold

ma

ster entries which match more of the target object name.
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Figure 23 — Multi-chaining Request De¢omposition using Subordinate
Referernces

Parallel strategy

this strategy, a DSA sends out all chained requests by parallel multi-chaining. This strategy may be used

Search or List evaluation, and name resélution of the NSSRs. This will allow the use of shadowed informati

proces
DSA 5

Becaul
strateg

20.1.3

This |
decony

sing of the chained requests, biit-may result in duplicate executions and duplicate results for the operatio
elects this strategy, it shall remove duplicate results from the operation result that it returns.

se the removal of duplicate results is not possible if a signed result has been requested, a DSA shall not choo|

y if signed results are'r€quested during Search evaluation, unless excludeShadows is also set.

Sequential strategy

frategy.avoids duplicate results by using sequential multi-chaining to process the chained (sub)requests of a

position or of a NSSR decomposition. Each chained request is processed one after the other.

Huring
on for
n. If a

se this

Search

In the case of NSSR decomposition, if a result or a hard error is returned to a request, further requests do not need to be
chained. If a soft error is returned, a further request may be chained, or the soft error returned to the requester, depending
upon local policy.

In the case of Search evaluation, the exclusions component of the ChainingArguments is set to the set of RDNs that
have already been processed. This is done by incorporating the elements in ChainingResults.alreadySearched to the
exclusions argument of the next chained request. This is the only strategy that completely avoids duplication during
Search evaluation.

A sequential strategy is not defined for List evaluation (although sequential multi-chaining may be used), since a
superior DSA has no way of excluding specific subordinates from being returned in further List subrequests (note that
excludeShadows does not exclude specific subordinates, but rather is a coarse way of excluding all shadows).
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20.2 Issuing chained subrequests to a remote DSA

Prior to issuing a subrequest, a DSA has to execute a dSABind operation when the DSA has to establish an association to
the remote DSA. Management of associations is outside the scope of the Directory Specifications. An association to
another DSA is considered unavailable if the association cannot be established or the DSA for local reasons decides not
to establish one. In this case, the dSABind has failed. It is a local decision when to stop trying to establish an association
and declare an association as unavailable.

When a DSA tries dSABind to another DSA and receives a directoryBindError, the issuing of the subrequest failed.

20.3 Procedures' parameters

20.3.1—Axrguments
These|procedures make use of the following arguments:

—  the list of continuation references to process in NRcontinuationList (for the Name Resolution Conti:]uation
Reference procedure), and SReontinuationList (for the List Continuation Reference and Search Contifuation
Reference procedures, respectively);

— the CommonArguments of the operation argument;

—  the ChainingArguments.

20.3.2] Results

These|procedures create the following results:
— alist of received results/errors of issued chained requests if Chaining has been selected;

— anupdated list of unprocessed continuation references it.continuationList.

20.3.3( Errors

These[procedures can return one of the following errors:

—  a serviceError with problem outOfScope\in the case that a referral would have been created which| is not
within scopeOfReferral;

—  aserviceError with problem ditErrof in the case that an invalid knowledge reference has been detect¢d;

— a nameError with problem noSuchObject in the case that all subrequests from NSSR decomp¢sition
returned unableToProceed;

—  any other error that isreturned by a chained subrequest;

— areferral in thescase that chaining was not selected and operationProgress.nameResolutionPhase is set
to notStarted ot proceeding.

20.4 Definition of'the Procedures

If opé¢rationProgress.nameResolutionPhase is set to notStarted or proceeding, the procedure in 20.4.1 [Name
Resolytion Continuation Reference procedure) shall be followed. The multiple entry interrogation operations List and
Searcl[ respectively call the procedures in 20.4.2 and 20.4.3.

20.4.1 Name Resolution Continuation Reference procedure

The Name Resolution Continuation Reference procedure consists of the steps as shown in Figure 24. The basic principle of
this procedure is to sequentially process the set of continuation references created during Name Resolution. The
following steps shall be executed for each continuation reference C contained in NRcontinuationList in a selected order
until all references have been processed or an error or result has been returned. If all references have been processed,
return to the Operation Dispatcher to continue with the Result Merging procedure to process the received result or referral.

1) Check whether chainingProhibited is set. If it is set, then the DSA is not allowed to chain. According to
local policy, either a serviceError with problem chainingRequired or a referral is returned to the
Operation Dispatcher.

2) If chainingProhibited is not set, then check if local policy allows chaining. If chaining is not allowed, then
return a referral. If local policy allows chaining, then continue with the next step.
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3)

4)

5)

Process each of the Continuation References of the list of Continuation References found in
NRcontinuationList. If there are no more unprocessed Continuation References then return with
serviceError.

Process the next Continuation Referenced C from NRcontinuationList. If it is a NSSR, then continue at
step 5). If it is not a NSSR, then call the APInfo procedure to process it. Distinguish between the possible
returns of the APInfo procedure:

—  If the APInfo procedure returns a null result, continue at step 3) with processing the next Continuation
Reference.

—  If the APInfo procedure returns an error, referral or result, then return it.

In this case, the Continuation Reference is of type NSSR and the DSA has the choice of doing sequential

6)

7)

or parallel chaining, depending on the local choice of strategy. If the NSSR is to be professed
sequentially, then continue at step 6). If it is to be processed in parallel, then for each pf the
AccessPointinformation (API) in the NSSR the APInfo procedure is called so that they are procedsed in
parallel. Wait for all the API to be processed, i.e. wait for all the calls to the APInfo progedure to feturn.
Check all the results received from the call to the APInfo procedure in the following order:

—  If all the calls return a serviceError with problem unableToProceed and partialNameResolution is
FALSE, then return nameError.

— Ifall the calls return a serviceError with problem unableToProceed and partialNameResolution is
TRUE, then in the result set partialName to TRUE, nameResolufionPhase to completed, sef entry
suitable (this will be for the lastEntryFound), and go to the appropriate operation evaluation.

—  If one or more results are received, then discard possible duplicates and return the result.
—  If an error is received that is not a serviceError (e.ga nameError), then return an error.
—  Otherwise return a referral or serviceError to the\Operation Dispatcher, according to local choilce.

Choose the next unprocessed API from the set of APIs in the NSSR and continue at step 7). If all thg APIs
have been processed, then check if all the _ealls to the APInfo procedure returned a serviceError with
problem unableToProceed.

—  If they did and partialNameResolution is FALSE, then the entry cannot be found and a nameError
is returned. If they did and partialnameResolution is TRUE, then in the result set partiaINgme to
TRUE, nameResolutionPhase to completed, sct entry suitable (this will be for the lastEntryFound),
and go to the appropriate-operation evaluation. If they did not, then according to local choice,|return
a referral or serviceError.

Call the APInfo procedure. Distinguish between the possible results from the call to APInfo procedure:

—  If a serviceError with problem unableToProceed is received, try another Access Point. Continue at
step 6).

—  IfhasserviceError with problem busy, unavailable, unwillingToPerform or invalidReference is
teeeived, then the indicated problem may be of a transient nature and it is a local choice to tfy and
chain the request on to another DSA. If it is chosen to try another DSA, then continue at sfep 6);
otherwise return a referral or serviceError, according to local choice.

— If an error other than serviceError with problem busy, unavailable, unwillingToPe
i i T Tved; ration
Dispatcher. If the serviceError is invalidReference, this shall be converted into ditError before
being returned to the requester.

—  If aresult or referral is received, return it to the Operation Dispatcher.

20.4.2 List Continuation Reference procedure

The List Continuation Reference procedure consists of the steps shown in Figure 25. This procedure is invoked when a
List request cannot be satisfied in the local DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. All these continuation references (CR) have the same targetObject. Those
CRs with referenceType nssr have one or more AccessPointinformation values (APIs), whereas other type CRs have
only one API in them. Each of these APIs is extracted and considered for chaining or referral.
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Figure 24 — Name Resolution Continuation Reference procedure
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Figure.25-— List Continuation Reference procedure

llowing steps shall be executed:

If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to co
with the/Result Merging procedure.

If the,chainingProhibited flag in CommonArguments.serviceControls is set or the DSA decides
d@ any chaining because of its local operational policy, then the DSA shall directly return to the Opg
Dispatcher to continue with the Result Merging procedure.

Create a set of AccessPointInformation values from the accessPoints component of every contin

ntinue

not to
ration

uation

references in the SRcontinuationlist

Use either parallel or sequential strategy to process each API as follows:
i)  Call the APInfo procedure with the next API in the set.

ii) If aresult is returned then add it to listInfo if it is not signed, or add it to uncorrelatedListinfo
signed.

ifitis

iii) If the return is an error or null, it means that APInfo has already tried all access points in the API
without success. Based on local operational and security policy, either ignore and proceed to the next

API, or add a continuation reference based on this API to the partialOutcomeQualifier.

NOTE - It is not plausible to get a referral back from APInfo. Any "referral" should come in the form of

unexplored in partialOutcomeQualifier.

When all APIs are processed, return to the Operation Dispatcher.
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20.4.3  Search Continuation Reference procedure

The Search Continuation Reference procedure consists of the steps shown in Figure 26. This procedure is invoked when a
Search request cannot be satisfied in the local DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. The procedure is very similar to the List Continuation Reference procedure.
The difference is that in this case the continuation references in SRcontinuationList may have different targetObject
values. Thus, the continuation references are sorted into sets of continuation references with the same targetObject.
Also, the use of exclusions in chaining arguments and of alreadySearched in chaining results is defined, as this is an
important strategy for search. The use of exclusions and alreadySearched is applied to processing each set of
continuation references with the same targetObject.

Limit
exceeded?

Yes

chainingProhibited Yes y

set?

Do not chain

Local policy? Return

Sort continuation references into
sets that have the same target object

* All sets
Process each target objet set (either sequentially or in parallel) processed
A * Next set
Compare each element of alreadySearched with target object, and add matched elements to exclusions
Extract all APIs from-the set of continuation references
* Add to uncorrelated-
All APIs | Process~¢ach accessPointInformation API " SearchInfo
processed \
Next API
Add to searchInfo
No
error result parallel
W Call APInfo Procedure Strategy Signed? ¥ es
Y 1
referral
Add to il
partialOutcomeQualifier. sequentia
unexplored Implausible v
Update exclusions for Merge alreadySearched

next AP, using incoming | — |

alreadySearched of incoming result into

ChainingResults.alreadySearched

TISO3850-94

Figure 26 — Search Continuation Reference procedure
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The following steps shall be executed:

20.4.4 APInfo procedure

This procedure is called to process an AccessPointinformation, which contains one or more access point
Figurg 27). They are processed one by one until either a result or error is returned. If the error is a service error su

trying|
permi

74

1) If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to continue

with the Result Merging procedure.

2) If the chainingProhibited flag in CommonArguments.serviceControls is set or the DSA decides

not to

do any chaining because of its local operational policy, then the DSA shall directly return to the Operation

Dispatcher to continue with the Result Merging procedure.

3) Sort the continuation references in SRcontinuationList into sets that have the same targetObject. Within

each set, remove any duplicates.

NOTE 1 — If one or more targetObject values is not a primary RDN, then this sorting may not be accurate. The

sorting shall take into account alternative distinguished RDNSs, if known.

4) For each subset of contlnuatron references create a set of AccessPomtInformatlon Values from the

parallel strategy for further processing. If the parallel strategy is chosen, then skrp the steps below't
indicated only applicable to the sequential strategy.

a) If the sequential strategy is chosen, maintain a local variable localExclusions for”each
continuation references that have the same targetObject. Initially, localExclusions is set
exclusions of the incoming chaining request (if it exists), and all locally searched subtrees d
under targetObject.

b) If the sequential strategy is used, compare the targetObject to all the elements of localExclusiof
remove those elements which do not contain targetObject as a‘\prefix. These are the rd
exclusions for the current target object.

c) Extract all the APIs from all the continuation references of the cuifent target object's set.
d) Loop through each API. For each API:
i)  Call APInfo.

ii) If a result is returned, then add the resultto“searchinfo if it is not signed, or add
uncorrelatedSearchinfo if it is signed. If‘thersequential strategy is used, update localExc
using alreadySearched in the incoming;reply, and also merge the alreadySearched
incoming reply to this DSA's ChainingResults.alreadySearched. Then proceed to th
API.

iii) If an error or null is returned, it\neans that APInfo has already tried all access points in t}
without success. Based on Jgcal operational and security policy, either ignore and proceed
next API, or add a continuation reference based on this API to the partialOutcomeQualifie

NOTE 2 — It is not pldusible to get a referral back from APInfo. Any "referral" should come in t}
of unexplored in partialOutcomeQualifier.

e) When all APIs are‘processed, proceed to the next set of continuation references with thg
targetObject.

5) When all the continuation references are processed, return to the Operation Dispatcher.

another access point may succeed, then additional access points are tried as long as local operational
s:

D).* Perform loop detection. If a loop is detected, return serviceError with problem loopDetected. Othd

ftial or
hat are

set of
to the
irectly

1s, and
levant

it to
usions
in the
£ next

e API
to the

=

e form

same

s (see
h that

policy

rwise,

continue at step 2).

2) Process each of the access points from the access point information. If all have been processed, return a

null result. If there is any access point to process, continue at step 3).

3) Check whether local policy allows chaining to this access point. This check should take into account the
settings of the service controls and chaining arguments (e.g. chainingProhibited, preferChaining,

whether the access point is within the localScope or not, excludeShadows). If the local policy
setting of the respective service controls do not allow the use of this particular access point, then
the access point and continue at step 2). If the access point can be used, continue at step 4).

or the
ignore

4) If local policy selected the master only strategy, then set the chaining argument excludeShadows to

TRUE.

If nameResolutionPhase is not completed and the strategy is to continue name resolution on master

entries, then set nameResolveOnMaster to TRUE.
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The chaining argument nameResolveOnMaster shall be set to TRUE if either of the following is true:

— in the incoming chaining argument nameResolutionPhase is proceeding and
nameResolveOnMaster is TRUE; or

— the operation is one of the modification operations, the referenceType of the chaining request to be
issued is NSSR, and a parallel strategy is used.

NOTE — This method of using nameResolveOnMaster is to prevent modification operations being applied
multiple times due to the presence of NSSR.

Build a chained request and try to issue it:

a) Perform loop avoidance by checking if an item with the same targetObject and operationProgress
occurs 1n tracelnformatlon of the recelved ChalnlngArguments If the resultlng request

w1th problem IoopDetected to the requestlng DUA/DSA or ignore the access pomt and try“the next
access point by continuing at step 2).

b) If the request or subrequest to be chained is the result of executing a referral, then an exfra chgck for
loop avoidance is required. Check if an item with the same targetObject, operationProgregs and
target DSA occurs in referralRequests. If so, then take the action specified in‘a). If not, then|add a
new Traceltem to referralRequests with the following components:

—  targetObject and operationProgress set to the value of the chainédsequest/subrequest;
—  dsa set to the name of the DSA to which the request/subrequestys to be chained.

c) After a successful Bind, the DSA shall issue a chained operation/of the same operation type|as the
operation that is processed with the following parameters:

—  the operation argument within the chained operation is set as for the operation argument
received;

—  ChainingArguments.originator set as received;
—  ChainingArguments.targetObject set tajthe targetObject of the continuation reference;

— ChainingArguments.operationProgress set to the value of operationProgress o¢f the
continuation reference;

—  ChainingArguments.tracelnformation set to trace information as updated by the Request
Validation procedure;

—  ChainingArguments:aliasDereferenced to the updated value of the locally updated
aliasDereferenced,;

—  ChainingArguments.returnCrossRefs to a local choice;

—  ChainingArguments.referenceType to the value of referenceType of the continuation
reference;

—  ChainingArguments.timeLimit to the value of the received timeLimit;

— o~chainingArguments.exclusions is set to either the relevant exclusions for the current|target
object if called by the Search Continuation Reference procedure, or absent if the APInfo
procedure was called by the Name Resolution or the List Continuation procedures;

—  SecurityParameters set to the value of the received SecurityParameters.

If the request could not be issued successfully, then continue at step 7). If it could be issued succepsfully
continue at step 8).

7)

8)

It is a local choice whether or not to continue. If the DSA chooses to continue, then the error is ignored
and the next access point will be tried. Continue at step 2). If the DSA decides not to try another access
point, then it is a choice of local policy whether to return a respective referral or a serviceError to the
caller of the procedure.

If the request could be issued successfully, then the DSA shall wait for the reply and process it:
a) Ifaresult is received, the result is returned to the caller of the procedure.

b) If a serviceError with problem busy, unavailable, unwillingToPerform or invalidReference is
received, continue at step 7).

c) Ifreferral is received and returnToDUA is set to TRUE, then the receiving DSA shall not act on the
Referral, but shall return the Referral to the requester.
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d) Ifareferral is received and returnToDUA is set to FALSE, then the same local policy considerations
apply as in step 3) (taking into account service controls, chaining arguments, chaining strategy, etc.).
If it is decided not to dereference the referral, then return the referral to the caller. If it is decided to
dereference the referral, then empty the NRcontinuationList, place the Continuation Reference as
received in the Referral in NRcontinuationList and call the Name Resolution Continuation Reference
procedure. This may produce a result, referral, serviceError or other error. Whatever is received
from the call of the Name Resolution Continuation Reference procedure shall be given back to the
caller.

e) Ifany other error occurs, it shall be given back to the caller.

Return
null

Return
ServiceError
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Perform loop
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Process each access point AP from AccessPointInformation

A All APs
processed

Set excludeShadows or
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Figure 27 — APInfo procedure
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20.5 Abandon procedure

This procedure is invoked if an abandon request is received. It consists of the following steps as shown in Figure 28:

1)

2)

3)

4)

When an abandon request is received, which references an unknown operation, an abandonFailed with

problem noSuchOperation shall be returned to the requester.

If the request to be abandoned has already been replied to, and the DSA has retained information to
so, an abandonError with problem tooLate may be returned to the requester.

know

If the Abandon request is not valid, i.e. asks to abandon a request that is not an interrogation request, an

abandonFailed with problem cannotAbandon shall be returned to the requester.

If a DSA has outstanding chained (sub)requests when receiving a valid Abandon request for the o

request, and the DSA decides to attempt abandoning, it may send Abandon requests for none, some

iginal
or all

outstanding (sub)requests for the operation in question, and then wait for the replies to Abandon request

and the outstanding (sub)requests. At any time during this operation the DSA may send an Abandon

result

and an abandonFailed to the requester and then discard replies to the issued Abandon {tequests and the

outstanding (sub)requests as they arrive.

If the DSA decides not to send replies to the requester until there are no more outstaniding (sub)requsts, it
may optionally send an abandonedFailed error to the requester if all the issued abandon requestp were

replied to with abandonedFailed errors and if no local abandon operation-has/been performed.

If an AbandonedFailed error is returned to the requester, the originmal~request shall be treated as
Abandon request had never been received.

Enter j

Find Request AbandonError
with invokelD "neSuchOperation"
Reply already AbandonError
sent? "tooLate"
Abapdon AbandonError
valid? "cannotAbandon"
¢ Yes
Send an Abandon Terminate further processing of serviceError
request for each —p|  this request within operation " "
oustanding subrequest ques P dlpzuionzd
. dispatcher
Discard any local result
TISO3870-94

Figure 28 — Abandon procedure

ITU-T Rec. X.518 (02/2001)

if the

77


https://standardsiso.com/api/?name=a6c96057fd3ff137f8a3a7463cd733cd

ISO/IEC 9594-4:2001 (E)

21 Results Merging procedure

The Result Merging procedure in Figure 29 is called following one of the Continuation Reference procedures. This
procedure removes duplicates, if the result is not signed, and if there are additional continuation references in
partialOutcomeQualifier.unexplored. Then the relevant Continuation Reference procedure(s) is called, if local
operational policy permits:

1)

If the operation is a List operation, continue at step 2); if the operation is a Search operation, then continue
at step 3); otherwise, return the result that was supplied as input parameter to the Result Merging

procedure.

2)
shadow information.

The operation is a List operation. Remove all duplicates, giving preference to master information over

not be

In cas
uncorl

A DS/
it has

IfaD
includ

If the ﬂpprnﬁnn result was gpnm‘ﬂfpd locally and it contains Continuation References then these will

used for chaining but returned to the user. In this case, continue at step 6).

If the operation result was received as the result of a Chained List operation, then the result-night g
Continuation References. In this case, check if the preferChaining service control was set. If TRU
Continuation References should be used for chaining by the DSA. Continue at step 4).

3) The operation is a Search operation. Remove all duplicates, giving preference to master informatiol

shadow information. If there is a limit problem then return the result. Otherwise centinue at step 4).

4) Process each Continuation Reference that is in the partialOutcomeQualifiér.unexplored of the re
any chained operation. If the local policy decides not to use it for chaining, then ignore it and
another Continuation Reference. If the local policy allows the use~of-the Continuation Referen

chaining, then perform the following:

Check nameResolutionPhase that is supplied in the Continuation Reference. If it is notStar
proceeding, then add it to the list of Continuation Referencesthat will be supplied to the Name Res
Continuation procedure (NRcontinuationList). If nameResolutionPhase is completed then a
Continuation Reference to the list of Continuation\References that is supplied to the subr
Continuation procedure (SRcontinuationList).

Proceed until all Continuation References have.been processed.

5) If there are Continuation References to be processed in SReontinuationList, check the operation type
operation is a List operation, call the ListContinuation Reference procedure and continue at step 2)

operation is a Search operation, call the.Search Continuation Reference procedure and continue at ste

If SReontinuationList is empty, theh-check if there are Continuation References in NRcontinuation)
s0, call the Name Resolution Continuation Reference procedure and continue at step 3).

If both continuation lists are empty, continue at step 6).

6) Check whether the result'is empty. If it is not empty then return it. If it is empty, either return a nul

if the access controland local policy allows, or return an appropriate error.

e a DSA receives search'or/list results from other DSAs and such results have parameters unknown to the DS
elated results shall bereturned. Otherwise, the DSA shall perform merging, if the search results are not signg

A received unsigned, uncorrelated results from a DSA not able to perform consolidation, shall perform merg
he proper knewledge of all parameters of the uncorrelated results.

BA receivesunsigned results from other DSAs, and possibly also has a local result, and some or all of these
c the entryCount parameter, then the values from these results shall be added together to form a single valug
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the repults have included the entryCount parameter and all have taken the bestEstimate choice, the c
shall bhe g1 i e i e i 5 i g
lowEstimate choice shall be taken.

se, the

If protection is performed, the merging of results shall not be performed.

22 Procedures for distributed authentication

This clause specifies the procedures necessary to support the directory distributed authentication services. These
services, and hence the procedures, are categorized as:

originator authentication, which is supported in either an unprotected (simple identity based) or secure
(based upon digital signatures) form; and

results authentication which is similarly protected (again based upon digital signatures).
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Figure 29 — Results Merging procedure

The identity-based authentication service enables DSAs to authenticate the original requester of information for the
purpose of effecting local access controls. DSAs wishing to exploit this service shall adopt the following procedure:

For a DSA requiring to authenticate a DAP request, the DSA acquires the distinguished name of the
requester through the Bind procedures at the time a DUA association (DUA to DSA) is established.
Successful conclusion of these procedures does not in any way prejudice the level of authentication that
may subsequently be required for processing operations using that association.

The DSA with which the DUA association exists shall insert the requester's distinguished name in the
initiator field of the ChainingArguments for all subsequent chained operations to other DSAs.

A DSA, on receiving a chained operation, may satisfy that operation, or not, depending upon the
determination of access rights (a locally defined mechanism). If the outcome is not satisfactory, a
securityError with problem insufficientAccessRights may be returned.
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22.1.2

Signature-based originator authentication

This signature-based originator authentication service enables a DSA to authenticate (in a secure manner) the originator
of a particular service request. The procedures to be effected by a DSA in realizing this service are described in this
clause.

The signature-based authentication service is invoked by a DUA using the PROTECTED variant of an optionally
protected service request with DirQOP signed or signedAndEncrypted.

A DSA, on receiving a signed request from another DSA, shall remove that DSA's signature prior to processing the
operation. Assuming the result of any signature verification proves to be satisfactory, the DSA will continue to progress
the operation. If, during processing, the DSA needs to perform chaining, the argument set for each associated chained
operation shall be constructed as follows:

In the]
signed

If a ]
auther

22.2

This s
using
of wh
The rg
within
option
the re

In the
the re

In the

—  the DSA forms an argument set which may be optionally signed; the argument set comprises the.if¢
signed argument set together with a modified ChainingArguments.

event that the DSA is able to contribute information to the response, originator authentication,vbased up
service request, may be used for the determination of access rights to that information.

SA receives an unsigned service request for information which will only be releaséd subject to orig
tication, a securityError with problem protectionRequired shall be returned.

Results authentication

ervice is provided to enable requesters of directory operations (either DUAs or DSAs) to verify (in a secure 1}
digital signature techniques) the source of results. The results authentication service may be requested irres]
pther originator authentication is to be used.

sults authentication service is initiated using the signed value of the protectionRequest component as con

the argument set of directory operations; a DSA receiving an operation with this option selected ma
ally sign any subsequent results. The signed option in the.protection request serves as an indication, to the D|
juester's preference; the DSA may, or may not, actually sign any subsequent results.

case where a DSA performs chaining, the DSA-has a number of options in terms of the form of results sent b
juester, namely:

a) return a composite response (signed or unsigned) to the requester;

b) return a set of two or more uncollated partial responses (signed or unsigned) to the requester; withj
set zero or more members may be signed and zero or one unsigned. In the event that an unsigned
result is present, this member may in fact be a collation of one or more unsigned partial responses
have been receiyed from other DSAs, contributed by this DSA, or both.

case where a DSA petforms a join of related entries, then the DSA performing the join may sign the result.
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TION 6 — KNOWLEDGE ADMINISTRATION

Knowledge administration overview

To operate a widely distributed Directory with an acceptable degree of consistency and performance, procedures are
required to create, maintain, and extend the knowledge held by each DSA. The following mechanisms together are used
to administer a DSA's knowledge.

23.1

This spibclause describes how the DOP is used to maintain DSA operational attributes that express knowledge. A
example of the relationship between knowledge attributes’and the protocols employed to maintain them is descri
Anney E.

23.1.1] Maintenance of consumer knowledge by supplier and master DSAs

A consumer reference is expressed through a value of the consumerKnowledge attribute, held by a shadow sy

DSA

suppljerKnowledge attribute, held by.ashadow consumer DSA and also associated with the context prefix for a n
context. Both attributes are held im"DSEs of type cp. A value of each one of these attributes is created on establis
of the[Shadow Operational Binding; and updated on modification of the Shadow Operational Binding.

A supplier DSA may obtdin-the information to construct values of the secondaryShadows attribute if the oj
secorjdaryShadows cemponent of its ShadowingAgreementinfo with a consumer is TRUE. In this case, wheney
consufner DSA detects.that the set of DSAs holding copies of the commonly usable replicated area (its consumers

turn,

additipn, modification or deletion of access points), it communicates this new information (a

Supp
ISO/T

a) Hierarchical and non-specific hierarchical operational bindings — These procedures and protocols are
defined in clauses 24 and 25. They are used to create and maintain subordinate references, non-specific
subordinate references, and immediate superior references, as well as the context prefix information for
naming contexts. These operational bindings are established between master DSAs holding naming

contexts that are hierarchically related to each other as immediate subordinate to immediate superid
procedures may be triggered as a side effect of modifying the RDN of, or adding or removing an
whose immediate superior is not held in the same DSA that holds the entry.

b) Shadowing operational bindings — These procedures and protocols are defined in ITU-T Rec. X
ISO/IEC 9594-9. They are used to create and maintain knowledge references in twa-ways. First, as
effect of establishing (or terminating) shadowing agreements, access points are added (or removed

may then be used by the procedures and protocols discussed above to update the subordinate referd
the superior master DSA and the immediate superior reference in the suberdinate master DSA. S
the DISP propagates the knowledge references held by master DSAs te shadow consumer DSAs.

references is summarized in 23.2.

scope of this Directory Specification.

Maintenance of Knowledge References

and associated with the context, prefix for a naming context; a supplier reference, through a value

onsumers_ofits consumers, etc., to whatever depth secondary shadowing might be carried) has chang

%erAndConsumers) by means of a modifyOperationalBinding operation, as described in ITU-T Rec. X
C.9594-9.

r. The
entry,

525 |
a side
from

the consumerKnowledge and optionally the secondaryShadow operationalattributes. This inforfnation

nce in
bcond,

c) Cross references — Cross reference distribution is a feature of the DSP. Its use to create and maintaif cross

NOTE — Mechanisms for initializing and maintaining the superior reference and myAccessPoint are outside the

simple
bed in

pplier
of the
aming
hment

tional
er the
or, in
ed (by
set-of
525 |

A supplier DSA maintains 1ts own secondaryshadows atiribute associated with the context pretix as 1ollows:

a) The set of SupplierAndConsumers received from a consumer by means of a modifyOperationalBinding
operation may be used to create, or replace values of the attribute. The supplier component of

SupplierAndConsumers represents the access point of a consumer DSA (or of its consumer

s, etc.

depending upon the depth of secondary shadowing); the consumers component, the set of the consumer's

consumers (or of their consumers, etc. depending upon the depth of secondary shadowing).

b) Every consumer providing its supplier with a modifyOperationalBinding operation containing a

set of

SupplierAndConsumers, includes the following values: the values of its secondaryShadows attribute,

and a newly constructed value. This value is constructed using its own access point, myAccessPoi

nt, (as

the supplier component), and the values of the consumers' access points, contained within the

consumerKnowledge attribute, that represent consumers holding commonly usable shadows (
consumers component).
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Recursive use of this procedure permits a master DSA for a naming context to know about all of its secondary shadow
consumer DSAs holding commonly usable replicated areas derived from the naming context. This information is then
available for the maintenance of subordinate, non-specific subordinate, and immediate superior references.

23.1.2 Maintenance of subordinate and immediate superior knowledge in master DSAs

A subordinate reference is expressed through a value of the specificKnowledge attribute, held in a DSE of type subr by
the DSA holding the immediately superior naming context to that referenced; an immediate superior reference, through a
value of the specificKnowledge attribute, held in a DSE of type immSupr by the DSA holding the immediately
subordinate naming context to that referenced. A value of each one of these attributes is created in the superior and
subordinate master DSAs on establishment of the HOB, and updated on modification of the HOB.

A subordmate master DSA pr0V1des a superlor master DSA the mformatlon to construct its subordmate reference via the
acces : . The
infornpation included in accessPoints is determmed by values of attributes held by the subordmate DSA as fOIIOW>:

a) The value of the myAccessPoint attribute (held in the root DSE) is used to form the ‘element in
accessPoints with category having the value master.

b) The values of the consumerKnowledge and secondaryShadows (both held in the Subordinate dontext
prefix DSE) are used to form additional elements in accessPoints with category having the| value
shadow.

A supgrior master DSA provides a subordinate master DSA the information to construct it§ immediate superior reference
via the contextPrefixinfo component of the SuperiorToSubordinate parameter it transfers to the subordinate [in the
DOP. [This component is a value of type SEQUENCE OF Vertex, containing sequernce-of elements corresponding|to the
path ffom the root of the DIT to the subordinate context prefix. For one of these;elements, corresponding to the dontext
prefix| of the immediately superior naming context, the optional component)‘accessPoints will be presenf. The
subordlinate DSA holds this information as a specificKnowledge attribute ifnithe DSE, of type immSupr, correspgnding
to thi element of contextPrefixinfo. The information included in accessRoints by the superior DSA is determified by
valueq of attributes held by the superior DSA as follows:

a) The value of the myAccessPoint attribute (held “ir’the root DSE) is used to form the element in
accessPoints with category having the value master.

b) The values of the consumerKnowledge and secondaryShadows (both held in the superior dontext
prefix DSE) are used to form additionalCelements in accessPoints with category having the| value
shadow.

NOTE - Only those access points cortesponding to consumer DSAs receiving commonly usable replicatefl areas
should be selected by the superior-and subordinate DSAs from their consumerKnowledge attributes for influsion

in accessPoints. The procedurés for the construction of secondaryShadows guarantee that these accesy points
will identify shadow DSAs helding commonly usable replicated areas.

23.1.31 Maintenance of subordinate:and immediate superior knowledge in consumer DSAs

A shadow consumer DSA contracting with its supplier to receive the immediate superior and subordinate knoyledge
associpted with a unit of replication, in effect, contracts to have its immediate superior and subordinate refefences
maintgined by its shadow supplier DSA via the DISP.

NOTE — For certain~units of replication specifications, it may be necessary for the consumer DSA to contract to feceive
ex{endedKnowledge iw order that subordinate knowledge may be provided to it by its supplier.

23.2 Requesting cross reference

To improve, the performance of the Directory System, the local set of cross references can be expanded using ordinary
Directioryoperations. If a DSA supports the DSP, it may request another DSA (which also supports the DSP) to|return
those knowledge references which contain information about the location of naming contexts related to the target object
name of an ordinary Directory operation.

If the returnCrossRefs component of the ChainingArguments is set to TRUE, the crossReferences component of the
ChainingResults may be present, consisting of a sequence of cross reference items.

If a DSA is not able to chain a request to the next DSA, a referral is returned to the originating DSA. If the
returnCrossRefs component of ChainingArguments was TRUE, the referral may contain additionally the context prefix
of the naming context which the referral refers to. The contextPrefix component is absent if the referral is based on a
non-specific subordinate reference. The cross reference returned by a referral is based on knowledge held by the DSA
which generated the referral.

In both cases (chaining result and referral) an administrative authority, through its DSA, may elect to ignore the request
for returning cross references.
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23.3 Knowledge inconsistencies

The Directory has to support consistency-checking mechanisms to guarantee a certain degree of knowledge consistency.

NOTE — In certain circumstances a knowledge reference will be accurate (not invalid in the senses described below) but not valid
for use by a DSA because the DMD of the referenced DSA does not wish it to be contacted at all by the referencing DSA (e.g. a
DSA which has somehow acquired a cross reference to the referenced DSA) or does not wish it to be contacted in a particular role
(e.g. as the master DSA for a naming context).

23.3.1 Detection of knowledge inconsistencies

The kind of inconsistency and its detection varies for the different types of knowledge references:

a) Cross and Subordinate references — This type of reference is invalid if the referenced DSA does not hold
a naming context or a replicated area derived from the naming context with the context prefix contained in
the reference. This inconsistency will be detected during the Name Resolution process by in§pection of
the operationProgress and referenceType components of ChainingArguments.

b) Non-specific Subordinate references — This type of reference is invalid if the referenced*DSA ddes not
hold a local naming context with the context prefix contained in the reference minus'the last RDIN. The
consistency check is applied as above.

c) Superior References — An invalid superior reference is one which does not fermJpart of a reference path to
the root. The maintenance of superior references shall be done by external\heans and is outside the] scope
of this Directory Specification.

NOTE - It is not always possible to detect an invalid superior reference,

d) Immediate Superior References — This type of reference is inyalid if the referenced DSA does not fhold a
naming context or a replicated area derived from the naming ‘context with context prefix contained|in the
reference. Furthermore, usage of this type of reference is only valid when the operationPrggress
component of ChainingArguments has the value notStarted or proceeding. This inconsistency will be
detected during the Name Resolution process by inspection of the operationProgress and referencpType
components of ChainingArguments.

e) Supplier References — This type of reference, which identifies the supplier of a replicated ar¢a and
optionally the master for the naming context from which the replicated area is derived, is invalid| if the
referenced DSA is not the shadow supplier for the DSA using the reference (when the referencgType
component of ChainingArguments has the value supplier), or if the referenced DSA is not the magter for
the naming context (when referenceType has the value master). This inconsistency will be dgtected
during the Name Resolution @ngd operation evaluation phases of operation processing by inspection|of the
referenceType component ‘of ChainingArguments.

23.3.2] Reporting of knowledge inconsistencies

If chalning is used in performing a Directory request, all knowledge inconsistencies will be detected by the DSA [which
holds fhe invalid knowledgeéreference, through receiving a serviceError with problem invalidReference.

If a IDSA returns areferral which is based on an invalid knowledge reference, the requester will be retufned a

servideError with \problem invalidReference if it uses the referral. How the error condition will be propagated|to the
DSA yhich stores,the invalid reference is not within the scope of this Directory Specification.

23.3.3] ~Treatment of inconsistent knowledge references

After a DSA has detected an invalid reference it should try to re-establish knowledge consistency. For example, this can
be done by simply deleting an invalid cross reference or by replacing it with a correct one which can be obtained using
the returnCrossRefs mechanisms.

The way in which a DSA actually handles invalid references is a local matter, and outside the scope of this Directory
Specification.

234 Knowledge References and contexts

The names in knowledge references shall be the primary distinguished names and may include alternative distinguished

values and context information held in valuesWithContext for any attribute contributing to any RDN, as described in 9.3
of ITU-T Rec. X.501 | ISO/IEC 9594-2.
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Depending on how a knowledge reference is obtained (in particular if a pre-1997 DSA is holding the reference or has
been part of the chain through which the reference has been obtained), it is possible that a knowledge reference will not
include all possible alternative distinguished names. This may result in a purported name not being recognized as the
same name by the holder of the knowledge reference, leading to extra steps in name resolution or, in some situations,
inconsistent results or failure of name resolution. The general use of the primary distinguished names, where known,
optimizes the ability of the Directory to deal with context variants in names.

24

Hierarchical operational bindings

A hierarchical operational binding is used to represent the relationship between two DSAs holding two naming contexts,
one immediately subordinate to the other. In the case of a HOB, the superior DSA holds a subordinate reference to the

namin

o context held by the subordinate DSA: the subordinate DSA holds an immediate superior reference to the n

aming

contey
exchaf
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HieragchicalAgreement. This contains the relative distinguished name of the new context prefix (the rdn comp|
e distinguished name of the entry immediately superior to the new naming context (the immediateSuperior
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t held by the superior DSA. The operational binding ensures that the appropriate knowledge informa
hged and maintained between the two DSAs so that both DSAs are able to behave during the process of
ition and Operation Evaluation as defined in clauses 18 and 19.

Operational binding type characteristics

Symmetry and roles

erarchical operational binding type is an asymmetrical type of operational binding: The two roles in a bind
pe are:

a) the role of the master DSA for the superior naming context, the superior DSA (associated with a
role "A"); and

b) the role of the master DSA for the subordinate naming context, the subordinate DSA (associate
abstract role "B").

Agreement

preement information exchanged during the establishment of the hierarchical operational binding is a v4

nent). This information shall be provided by the DSA that initiates the HOB.

chicalAgreement ::= SEQUENCE {
rdn [0] RelatjiveDistinguishedName,
immediateSuperior [1] DistinguishedName }
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Name
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The rdn shall be the primary RDN; and immediateSuperior shall be a primary distinguished name. Context inforfnation

and
Attrib

24.1.3

24.1.3

The eg
be ca

uteTypeAndDistinguishedValue of any RDN, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.
Initiator

.1 Establishment

hsed\by an Add Entry operation with the subordinate DSA specified in the targetSystem extension,

il alternative distinguished values shall be included in the valuesWithContext component qf the

tablishment of a hierarchical operational binding can be initiated by either role. Initiation by the superior DA can

or by

admin|

istrative intervention. Initiation by the subordinate DSA (which connects a locally existing entry or subtree

to the

global

24.1.3

DIT) is caused by administrative intervention.

.2 Modification

The modification of a hierarchical operational binding can be initiated by either role. The superior DSA may issue the
modification as a result of a modification of the superior context prefix information. This can be as a result of any of the
modification operations, or by administrator intervention.

Either DSA may modify the agreement as a result of a modification of the RDN of the context prefix entry of the
subordinate naming context. The superior DSA initiates this modification because of a relative distinguished name being
modified higher up the DIT, or because of administrative intervention. The subordinate DSA initiates modification
because of a ModifyDN of a context prefix, or because of administrative intervention.

Either

84

DSA may also modify the HOB if the access point information for its naming context changes.
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24.1.3.3 Termination

The termination of a hierarchical operational binding can be initiated by either role. Initiation by the superior DSA can
be caused by administrative intervention. Initiation by the subordinate DSA can be caused either by a Remove Entry
operation that removes the context prefix entry of the subordinate naming context, or by administrative intervention.

24.1.4  Establishment parameters

The establishment parameters for the two roles of a HOB, superior DSA and subordinate DSA, differ. The establishment
parameter for the superior DSA role is a value of SuperiorToSubordinate, the parameter for the subordinate role, a
value of SubordinateToSuperior.

24.1.4.1 Superior DSA establishment parameter

The establishment parameter issued by the superior DSA, a value of SuperiorToSubordinate, provides the suboidinate
DSA with information regarding DIT vertices superior to the context prefix of the new naming context (whichincludes
the immediate superior reference) and optionally user and operational attributes for the subordinate context\prefiy entry
and cdpies of user and operational attributes from the entry immediately superior to the new context prefix.

SupeliorToSubordinate ::= SEQUENCE {

contextPrefixinfo [0] DITcontext,
entryinfo [11 SET SIZE (1..MAX) OF Attribute OPTIONAL,
immediateSuperiorinfo [2] SET SIZE (1..MAX) OF Attribute OPTIONAL$

The rdin in Vertex or in Subentrylnfo shall be the primary RDN, and context information and all other distingpished
valueq shall be included in the AttributeTypeAndDistinguishedValue components of the RDN, as described in (9.3 of
ITU-T Rec. X.501 | ISO/IEC 9594-2.

24.141.1 Context prefix information

The cpntextPrefixinfo component of SuperiorToSubordinate is avalue of type DITcontext, this being a sequepce of
Vertex values.

DITcontext ::= SEQUENCE OF Vertex

Vertex ::= SEQUENCE {

rdn [0] RelativeDistinguishedName,
admPointinfo [11 SET SIZE (1..MAX) OF Attribute OPTIONAL,
subentries [2] SET SIZE (1:=MAX) OF Subentryinfo OPTIONAL,

accessPoints [31 MasterAndShadowAccessPoints OPTIONAL }

The cpntextPrefixInfo component is-the sequence of RDNs that form the distinguished name of the immediate syperior
of thejnew context prefix, eachrRDN (given by the rdn component) optionally accompanied by additional informatjon.

The optional admPointinfo-cemponent of a Vertex signals that the DIT vertex is an administrative point and provides, at
least, {ts administrativeRole operational attribute.

The sybentry informdtion associated with an administrative point is provided by the subentries component of a Vertex,
which| is a set of one or more SubentryInfo values. Each SubentryInfo value is composed of the RDN of the subentry
(the rdn component) and the attributes of the subentry (the info component).

Subenttyinfo ::= SEQUENCE {

info [1] SET OF Attribute }

The optional accessPoints component of a Vertex signals that the vertex corresponds to the context prefix of the
immediately superior naming context. The superior uses this component to provide the subordinate the information
required for its immediate superior reference.

NOTE — The master access point within accessPoints is the same as that passed in the accessPoint parameter of the Establish
and Modify Operational Binding operations.

24.14.1.2  Entry information

The optional entrylnfo component of SuperiorToSubordinate is a set of attributes establishing the content of the new
context prefix entry.
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24.1.4.1.3 Immediate superior entry information
The optional immediateSuperiorinfo component of SuperiorToSubordinate is a copy of a set of attributes, in particular
objectClass and entryACl, from the entry immediately superior to the new context prefix.

NOTE — This component may be used by the subordinate for optimizing the evaluation of a List request which generates an empty

ListResult for a base object which is the immediate superior of the subordinate context prefix [see Note of 19.3.1.2.2, item 2)].

24.1.4.2 Subordinate DSA establishment parameter

The establishment parameter issued by the subordinate DSA, a value of SubordinateToSuperior, provides the superior
DSA with information regarding the subordinate naming context.

L
C

accessPoints [0] MasterAndShadowAccessPoints OPTIONAL,

alias [11 BOOLEAN DEFAULT FALSE,
entryinfo [2] SET SIZE (1..MAX) OF Attribute OPTIONAL,
subentries [31 SET SIZE (1..MAX) OF Subentrylnfo OPTIONAL }

The dccessPoints component of SubordinateToSuperior is used by the subordinate to jprovide the superipr the
infornpation required for its subordinate reference.

NOTE 1 — The master access point within accessPoints is the same as that passed in the accessPoint parameter of the E4tablish
andl Modify Operational Binding operations.

The alias component of SubordinateToSuperior is used to signal to the superior that the subordinate naming gontext
consislts of a single alias entry.

The eptrylnfo component of SubordinateToSuperior consists of a copy of a set of attributes, in particular objectClass
and entryACI, but also, if applicable, the administrativeRole operational attribute, from the new context prefix entfy.

NAQTE 2 — The first two attributes may be used by the superior for-0pfimizing the evaluation of a List or one-level Search fequest

whose base object is the entry immediately superior to the subordinate context prefix, while the last attribute is used t¢ avoid
unyanted progression of a search operation into or out from a-setvice specific administrative area.

The qubentries component of SubordinateToSuperior is used by the subordinate to pass subentries containing
prescriptive ACI to the superior.

24.1.8 Modification parameters

For miodifications of a HOB, the modification parameter of the superior role, SuperiorToSubordinateModificatjon, is
SupetliorToSubordinate, with the gestriction that the entrylnfo component may not be present; that of the subordinate
role is{ SubordinateToSuperior.

SupelliorToSubordinateModification ::= SuperiorToSubordinate (
WITH COMPONENTS { ..., entrylnfo ABSENT})

These|parameters are identical (with the restriction noted above) to the corresponding establishment parameters and are
used [fo signal changes occurring to information provided in the establishment parameters subsequent fo the
establ{shment of the HOB.

If any component of SuperiorfoSubordinate (or subsequenily SuperiorToSubordinateModification) or
SubordinateToSuperior experiences a change (e.g. the contextPrefixinfo component of SuperiorToSubordinate), the
corresponding component of the modification parameter (e.g. the contextPrefixinfo component of
SuperiorToSubordinateModification) shall be provided in its entirety in the Modify Operational Binding.

24.1.6 Termination parameters

Neither role provides a termination parameter when terminating a HOB.

24.1.7 Type identification

The hierarchical operational binding is identified by the object identifier assigned when defining the
hierarchicalOperationalBinding OPERATIONAL-BINDING information object in 24.2.
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Operational binding information object Class definition

This subclause defines the hierarchical operational binding type using the OPERATIONAL-BINDING information object
class template defined in ITU-T Rec. X.501 | ISO/IEC 9594-2.

hierar

chicalOperationalBinding OPERATIONAL-BINDING ::= {
AGREEMENT HierarchicalAgreement
APPLICATION CONTEXTS {

{directorySystemAC} }

243

In the|
create

ASYMMETRIC

ROLE-A { -- superior DSA
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER  SuperiorToSubordinate
MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER SuperiorToSubordinateModification
TERMINATION-INITIATOR TRUE }

ROLE-B { -- subordinate DSA
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER SubordinateToSuperior
MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER SubordinateToSuperior
TERMINATION-INITIATOR TRUE }

ID id-op-binding-hierarchical }

DSA procedures for hierarchical operational binding management

1 by a DSA shall be stored in stable storage. By doing so, it ispossible for the two DSAs following the proc

below
syste

In bo

initiating the establishment or modification) may previde the DSA playing the initiating role with infort

(e.g.

operational binding in such cases.

24.3.1

24.3.1

If a O
establ
wishe
shall 4

to maintain a consistent understanding of the parameters 6fjthe HOB in the presence of communication at
h failures.

the establishment and modification procedure de§¢ribed below, the DSA playing the responding role (i

erational attributes) that are not acceptabléifer one reason or another. The initiating DSA may terming

Establishment procedure

L1 Establishment initiated bysuperior DSA

SA evaluates an Add Entry operation with a different DSA specified in the targetSystem extension, i
sh a hierarchical operational binding according to the following procedure. If a DSA, for administrative re
to establish a HOB:with a subordinate DSA, and it supports the DOP HOB protocol, then the following pro
e followed:

1) Thessuperior DSA creates a new DSE of type subr, with the name of the new entry, and marks th

2)\»~The superior DSA shall send an Establish Operational Binding operation to the subordinate
containing the following parameters:

DSE'as being added. The superior DSA generates a unique bindinglID and stores it with the new DSE.

following procedures, a new DSE or a mark (i.e. a state indi¢ation associated with some item of information)

edures
nd end

e. not
mation
ite the

I shall
asons,
tedure

S new

DSA

a) bindingType set to hierarchicalOperationalBindingID;

b) SuperiorToSubordinate establishment parameter with contextPrefixInfo and entrylnfo components

present; all other parameters are optional;

¢) HierarchicalAgreement with the immediateSuperior component set to the distinguished name of
the immediate superior of the new entry and the rdn component set to the RDN of the new entry;

d) the bindinglD, myAccessPoint and valid parameters, as appropriate.

3) If the subordinate DSA accepts the operation, it creates the required DSEs of types glue, subentry,
admPoint, rhob and immSupr, as appropriate, to represent the contextPrefixinfo; a DSE of type cp and
entry or alias to represent the new context prefix object or alias entry; and, as appropriate, a DSE of type
rhob and entry to represent the immediateSuperiorinfo. It stores the bindingID with the DSE of the new

context prefix entry and returns a SubordinateToSuperior parameter to the superior DSA.
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If the subordinate DSA refuses the operation it returns an Operational Binding Error with the appropriate

problem value set.

If the naming context already exists and the bindinglID values for the existing and the new context are the
same, the subordinate DSA has already created the requested naming context, in which case the
subordinate DSA returns a result to the superior. If the values are not equal, an Operational Binding Error
with problem invalidAgreement is sent; this means the superior DSA has a permanent knowledge

inconsistency that requires correction by an administrator.

4) If the superior DSA receives an error, it deletes the marked DSE of type subr and returns an error for the

Add Entry operation.

If the superior DSA receives a result, it removes the mark from the DSE that represents the subr and

returns a result for the Add Entry operation.

24.3.1

The st
to cor
shall g

If any failure occurs (e.g. communication or end system), the superior DSA shall repeat the steps\s
at step 2) until a result or error has been received for each pending establishment of a-hiera
operational binding for which it is the initiator. If the establishment is as a result of ‘an. Add
operation, and the requester aborts the operation (e.g. by releasing or aborting the application assoc
before the establishment is complete, the superior DSA shall ignore this event\and comple
establishment (which may or may not be successful). In this case, the user will mot’be informed
outcome of the Add Entry operation.

NOTE 1 — Marking the subordinate aids recovery and concurrency control. Anether user cannot add an en

is already marked, and the DSA repeats the establish operational binding-for~all marked subordinates
failure.

NOTE 2 — With the above procedure, knowledge has only transient¢inconsistency. It is a local matter h
superior DSA treats unrelated operations that read the subordinate reférence while it is marked.

.2 Establishment initiated by subordinate DSA

ibordinate DSA may initiate a hierarchical operational binding, This might result from the wish of an admini
nect a subtree of entries held in the DSA to a certain point, int the global DIT. In this case, the subordinats
stablish a HOB according to the following procedure:

1) The subordinate DSA either has a DSE of type cp as a part of an existing naming context or it crq
new one. It marks the DSE being added,sand generates a unique bindinglID and stores it with the ©
prefix DSE.

2) The subordinate DSA sends an Establish Operational Binding operation to the superior DSA cont
the following parameters:

a) bindingType sct to hierarchicalOperationalBindingID;
b) SubordinateToSuperior establishment parameter, as appropriate;

¢) HierarchicalAgreement with the immediateSuperior component set to the distinguished n4
the immediate superior of the new entry and the rdn component set to the RDN of the new entr]

d) the bindinglD, myAccessPoint and valid parameters, as appropriate.

If the'superior DSA refuses the operation, it returns an Operational Binding Error with the apprq
problem value set.

returns an operationalBindingError with problem roleAssignment.

tarting
chical

Entry
ation)
te the
of the

ry that
after a

ow the

strator
DSA

pates a
ontext

aining

me of

B

ppriate

3)t>The superior DSA checks that it is master for the immediate superior of the new context prefix emtry or

88

#4y—Thesuperior DSA cthecksthat the Tequested RDNfor the rew comtext prefix s ot atready s

. If no

matching RDN is found using locally held information, but the immediately superior DSE is of type nssr,
the procedure in 19.1.5 is followed. If no matching RDN is discovered using this procedure, the superior

DSA creates a DSE of type subr, stores the bindingIlD with it, and returns a result.

If a subordinate reference is found with this RDN, the two values of bindingID are compared. If they are

equal, a result is returned. The SuperiorToSubordinate parameter returned by the superior DSA sh

all not

contain the entry component. If the two values of bindingID are not equal, an operationalBindingError
with problem invalidAgreement is sent; this means the superior DSA has a permanent knowledge

inconsistency that requires correction by an administrator.

If a matching RDN is found by exploring an NSSR, an operationalBindingError with problem

invalidAgreement is sent; this also means the superior DSA has a permanent knowledge inconsi
that requires correction by an administrator.
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5) If the subordinate DSA receives an error, it deletes the new context prefix DSE and its mark. It is a local
matter to determine the fate of the entry information from which the context prefix DSE was derived.

If the subordinate DSA receives a result, it adds the necessary DSEs of types glue, subentry, adm

Point,

rhob and immSupr, as appropriate, to represent the contextPrefixInfo; and, as appropriate, a DSE of type
rhob and entry to represent the immediateSuperiorinfo. The mark of the context prefix DSE is removed.

If any failure occurs (e.g. communication of end system), the subordinate DSA shall repeat the steps
starting at step 2) until a result or error has been received for each pending establishment of a hierarchical

operational binding for which it is the initiator.

Modification procedure

The following procedures are defined for modification of a HOB which has been initiated by the procedure detailed

in 24.]

24.3.2

This
admin|
Also,

1.

L1 Modification procedure initiated by superior

procedure may be invoked as a result of modification operations, as described in 19.1, or"as a req
istrative intervention (e.g. to convey changes to the myAccessPoint, agreement or valid parameters of the
if a superior DSA detects changes to the contextPrefixinfo or immediateSuperiorlnfo "components

Supe:lliorToSubordinate value that it supplied to the subordinate DSA, it shall propagate the new information

subor

inate DSA employing the following procedure:

1) Mark the DSE of type subr as being modified, and if this modificationis‘as a result of a modifica
the RDN of the subordinate context prefix entry, a new DSE of typé-subr is added and marked as
added.

2) The superior DSA produces a new bindingID value from th& existing value by incrementing its v
component. Using this new bindingID, it sends a Modify Operational Binding operation
subordinate DSA with the modification parameter SuperiorToSubordinateModification.

3) The subordinate DSA checks the identifier component-of the bindinglD. If it has no such agreemer
the superior, or if the version component is 1éss than the version of the HOB, it shall rety
operationalBindingError with problem invalidAgreement.

4) The subordinate DSA may accept the modification to the HOB, modify or rebuild the DSEs repres
the context prefix information, update~the version component of its bindinglD and return a
Alternatively, it may return an error and then terminate the agreement.

5) If the superior DSA receives a.result, the modification is completed. If this modification is as a resu

ult of
HOB).
pf the
to the

ion to
being

brsion
o the

t with
Irn  an

lenting
result.

It ofa

modification to the RDN of the subordinate context prefix entry, the new DSE having type subr and

marked as being added has its mark removed, and the old DSE marked as being modified is dele
not, the mark being modified is simply removed.

If the superior DSA receives an error, the modification has failed. The mark being modified is remo
this modificatiofi“is as a result of a modification to the RDN of the subordinate context prefix ent
new DSE having type subr and marked as being added is removed. If not, the measures taken are ¢
the scope 6fthis Directory Specification.

If any(failtre occurs (e.g. communication or end system), the superior DSA shall repeat the steps s
at_step-2) until a result or error has been received for each pending modify of a hierarchical oper:
binding for which it is the initiator. If the modification is as a result of a ModifyDN operation mod
the RDN of the subordinate context prefix entry, and the requester aborts the operation (e.g. by rel
or aborting the application association) before the modification is complete, the superior DSA shall

ted. If

ved. If
ry, the
utside

farting
ntional
ifying
casing
ignore

this event and complete the modification (which may or may not be successful). In this case, the us

er will

24.3.2

not be informed of the outcome of the ModifyDN operation.

.2 Modification procedure initiated by subordinate

This procedure may be invoked as a result of administrative intervention (e.g. to convey changes to the myAccessPoint,
agreement or valid parameters of the HOB). Also if a subordinate DSA detects changes to the SubordinateToSuperior
value that it supplied to the superior DSA, it shall propagate the new information to the superior DSA employing the
following procedure:

1) Mark the DSE of type cp as being modified.

2) The subordinate DSA produces a new bindinglD value from the existing value by incrementing its

version component. Using this new bindingID, it sends a Modify Operational Binding operation
superior DSA with the modification parameter SubordinateToSuperior.
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