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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals,
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:

—  from different manufacturers;

— under different managements;

— of different levels of complexity; and

— of different ages.
This Recommendation | International Standard defines the capabilities provided by the Directory toits users.
This Recommendation | International Standard provides the foundation frameworks upon which-industry profiles g
defingd by other standards groups and industry forums. Many of the features defined as optienalin these framework
be mandated for use in certain environments through profiles. This ninth edition technically revises and enhanc
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semaitics associated with Basic Access Contrglas it applies to the processing of a Directory operation.

Anne
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extermal ASN.1 module referenced by this Directory Specification.

Anne
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eightl edition of this Recommendation | International Standard.

inth edition specifies versions 1 and 2 of the Directory protocols.

TU-T X.511 (1993) | ISO/IEC 9594-3 (1995), Rec. ITU-T X.518 (1993) | ISO/IEC 9594-4 (1995) and
[ X.519 (1993) | ISO/IEC 9594-5 (1995) and their previous edition.Specified only version 1. Most of the se
Fotocols specified in this edition are designed to function under version 1. However, some enhanced service
Lols, e.g., signed errors, will not function unless all Directory €ntities involved in the operation have nego

he editions, except for those specifically assigned to version’2, are accommodated using the rules of extens
d in Rec. ITU-T X.519 | ISO/IEC 9594-5.

fory abstract service.
K B, which is not an integral part of this Recemmendation | International Standard, provides charts that descri
es of entries.

K D, which is not an integral part of this Recommendation | International Standard, includes an updated copy

K E, which is not anciftegral part of this Recommendation | International Standard, provides a suggested tech
nd protected password.

s that have.peen incorporated to form this edition of this Recommendation | International Standard.

an be
5 may
ps the

Rec.
rvices
s and
tiated

n 2. Whichever version has been negotiated, differences between the services and between the protocols defiped in

bility

K A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module fpr the

De the

K C, which is not an integral part,of this Recommendation | International Standard, gives examples of the fise of

of an

nique

K F, which is\net an integral part of this Recommendation | International Standard, lists the amendments and glefect
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

1

Information technology — Open Systems Interconnection — The Directory:

Abstract service definition

Scope

This Recommendation | International Standard defines in an abstract way the externally visible service provided by the
Directory.

This Recommendation | International Standard does not specify individual implementations or products

2
The fi

Normative references

bllowing Recommendations and International Standards contain provisions which, through referénce in thi

constitute provisions of this Recommendation | International Standard. At the time of publication; the editions ind

were

valid. All Recommendations and Standards are subject to revision, and parties to agreements based o

Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent e

of thg
Intern
ITU-T

2.1

Recommendations and Standards listed below. Members of IEC and 1SO maintainregisters of currently
ational Standards. The Telecommunication Standardization Bureau of the ITU (maintains a list of currently|
- Recommendations.

Identical Recommendations | International Standards

Recommendation ITU-T X.500 (2019) | ISO/IEC 9594-1:2020, Information technology — Open Sy
Interconnection — The Directory: Overview of concepts,\models and services.

Recommendation ITU-T X.501 (2019) | ISO/IEC 9594-2:2020, Information technology — Open Sy
Interconnection — The Directory: Models.

Recommendation ITU-T X.509 (2019) | ISOAEC 9594-8:2020, Information technology — Open Sy
Interconnection — The Directory: Public-key and attribute certificate frameworks.

Recommendation ITU-T X.518 (2019),| ISO/IEC 9594-4:2020, Information technology — Open Sy
Interconnection — The Directory:.Rrocedures for distributed operation.

Recommendation ITU-T X.519:(2019) | ISO/IEC 9594-5:2020, Information technology — Open Sy
Interconnection — The Directory: Protocol specifications.

Recommendation ITU-T\X.520 (2019) | ISO/IEC 9594-6:2020, Information technology — Open Sy
Interconnection — The Directory: Selected attribute types.

Recommendation ITFU-T X.521 (2019) | ISO/IEC 9594-7:2020, Information technology — Open Sy
Interconnection— The Directory: Selected object classes.

Recommendation ITU-T X.525 (2019) | ISO/IEC 9594-9:2020, Information technology — Open Sy
Interconnection — The Directory: Replication.

Recommendation ITU-T X.680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abstract S
Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract
Notation One (ASN.1): Information object specification.

text,
cated
N this
Hition
valid
valid

stems

stems
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stems

stems

stems

stems

yntax

yntax

2.2
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Recommendation ITU-T X687 (Z015) [ TSO/TEC 8824-3: 2015, Tniormation technology — ADSTract syntax

Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology — Abstract Syntax

Notation One (ASN.1): Parameterization of ASN.1 specifications.

Paired Recommendations | International Standards equivalent in technical content
Recommendation ITU-T X.800 (1991), Security architecture for Open Systems Interconnection for CCITT

applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model — Part 2: Security Architecture.

Rec. ITU-T X.511 (10/2019)
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2.3 Additional references

—  Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The basic model.

— IETF RFC 2025 (1996), The Simple Public-Key GSS-API Mechanism (SPKM).
— IETF RFC 4422 (2006), Simple Authentication and Security Layer (SASL).
— |ETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 OSI Reference Model security architecture definitions

The fpllowing terms are defined in Rec. ITU-T X.800 | ISO 7498-2:
a) password.

3.2 Basic Directory definitions

The fpllowing terms are defined in Rec. ITU-T X.500 | ISO/IEC 9594-1:
a) Directory;

b) Directory Information Base;

c) (Directory) User.

3.3 Directory model definitions

The fpllowing terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) Directory System Agent;
b) Directory User Agent.

3.4 Directory information base definitions

The fpllowing terms are defined in Rec. ITU-T\X.501 | ISO/IEC 9594-2:
a) aliasentry;

b) ancestor;

c) compound entry;

d) (Directory) entty;

e) Directorynformation Tree;

f)  family(ef entries);

g) immediate superior;

h) immediately superior entry/object;

i) \ “object;

j) object class;

k) object entry;
1) subordinate;
m) superior.

3.5 Directory entry definitions

The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) attribute;
b) attribute type;
c) attribute value;

2 Rec. ITU-T X.511 (10/2019) © ISO/IEC 2020 - All rights reserved
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d) attribute value assertion;
e) context;

f)  context type;

g) context value;

h) operational attribute;

i) matching rule;

j)  user attribute.

3.6 Name definitions

ISO/IEC 9594-3:2020 (E)

The fottowing-termsaredefined-inRec
a) alias, alias name;

b) distinguished name;

C) (directory) name;

d) purported name;

e) relative distinguished name.

3.7 Distributed operations definitions

The fpllowing terms are defined in Rec. ITU-T X.518 | ISO/IEC 9594-4:

a) bound DSA;

b) chaining;

c) initial performer;
d) LDAP requester;
e) referral.

3.8 Abstract service definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.8.1 additional search: A search that starts from joinBaseObject as specified by the originator in the sdarch

requet.

3.8.2 contributing member: A family member within a compound entry, which has made a contribution to either a

Read| Search or Modify Entry operdtion.

3.8.3 explicitly unmarkeg-entry: An entry or a family member that is excluded from the SearchResult accqrding

to a specification given in acontrol attribute referenced by the governing-search-rule.

3.84 family grouping: A set of members of a compound attribute that are grouped together for the purpgse of

operation evaluation:

3.85 filteriZAn assertion about the presence or value of certain attributes of an entry in order to limit the scopg of a

searchn.

3.8.6 originator: The user that originated an operation.

3.8.7 — participating member: A family member that is either a contributing member or is a member of a family

grouping that as a whole matched a search filter.

3.8.8 Password expiration: The situation where a user password has reached the end of its validity period: the
account is locked and the user has to change the password before doing any other directory operation.

3.8.9 Password quality attributes: Attributes that specify how a password shall be constructed. Password quality
attributes include things like minimum length, mixture of characters (uppercase, lowercase, figures, punctuations, etc),

and avoidance of trivial passwords.

3.8.10  Password history: List of old passwords and the times they were inserted in the history.

3.8.11 primary search: The search that starts from base0Object as specified by the originator in the search request.

© ISO/IEC 2020 - All rights reserved
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3.8.12  relaxation: A progressive modification of the behaviour of a filter during a search operation so as to achieve
more matched entries if too few are received, or fewer matched entries if too many are received.

3.8.13  reply: A DAP/DSP result or an error; or an LDAP result.

3.8.14  request: Information consisting of an operation code and associated components to convey a directory operation
from a requester to a performer.

3.8.15 requester: A DUA, an LDAP client or a DSA sending a request to perform (i.e., invoke) an operation.

3.8.16  service controls: Parameters conveyed as part of an operation, which constrain various aspects of its
performance.

3.8.17  strand: A family grouping comprising all the members in a path from a leaf family member up to the ancestor
inclusive. A family member will reside in as many strands as there are leaf family members helow it (as immediate or

non-inmediate subordinates).

4 Abbreviations
For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ACI Access Control Information
AVA  Attribute Value Assertion
DIB Directory Information Base
DIT Directory Information Tree

DMD  Directory Management Domain

DSA Directory System Agent

DUA Directory User Agent

LDAP  Lightweight Directory Access Protocol
RDN Relative Distinguished Name

5 Conventions

The term "Directory Specification” (as in "this\Directory Specification™) shall be taken to mean Rec. ITU-T X511 |
ISO/IEC 9594-3. The term "Directory Specifications"” shall be taken to mean the Rec. ITU-T X.500 | ISO/IEC 9%94-1,
Rec. |[TU-T X.501 | ISO/IEC 9594-2, Rec.\l'PU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9594-4f Rec.
ITU-T X.519 | ISO/IEC 9594-5, Rec. ITU-T X.520 | ISO/IEC 9594-6, Rec ITU-T X.521 | ISO/IEC 9594-7 and Rec] ITU-
T X.525 | ISO/IEC 9594-9.

If an [International Standard or ITY-T Recommendation is referenced within normal text without an indication pf the
editiop, the edition shall be taken to be the latest one as specified in the normative references clause.

Prior fo year 2020, the parts making up the Directory Specifications progressed together and can therefore collectivgly be
identiffied as the Directory Specifications of a specific edition using the format: Rec. ITU-T X.5** (yyyy) | ISO/IEC pP594-
*: (e.g.; Rec ITY-T X.5** (1993) | ISO/IEC 9594-*:1995).

This Directory Specification makes extensive use of Abstract Syntax Notation One (ASN.1) for the formal specifigation
of data types;and values, as it is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, ITU-T X.681 (2015) | ISO/IEC B824-
2, ITY-F X682 (2015) | ISO/IEC 8824-3, ITU-T X.683 (2015) | ISO/IEC 8824-4 and Rec. ITU-T X.690 | ISO/IEC B825-
1.

This Directory Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and values
are referenced in normal text, they are differentiated from normal text by presenting them in the bold Courier New
typeface. The names of procedures, typically referenced when specifying the semantics of processing, are differentiated
from normal text by displaying them in bold Times New Roman. Access control permissions are presented in italicized
Times New Roman.

If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be considered steps in a
procedure.

4 Rec. ITU-T X.511 (10/2019) © ISO/IEC 2020 - All rights reserved
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Overview of the Directory service

As described in Rec. ITU-T X.501 | ISO/IEC 9594-2, the services of the Directory are provided through access points to
directory user agents (DUAS), each acting on behalf of a user. These concepts are depicted in Figure 1. Through an access

point,

the Directory provides service to its users by means of a number of Directory operations.

Access point

Directory The

user Directory

The O

The [
clauss
1SO/I

7.1
This

X.511(12)_FO1

Figure 1 — Access to the Directory

irectory operations are of three different kinds:
a) Directory Read operations, which interrogate a single Directory entry;
b) Directory Search operations, which interrogate potentially several Directory‘entries; and
c) Directory Modify operations.

Directory Read operations, the Directory Search operations and the Directory ‘Modify operations are specif
s 10, 11, and 12, respectively. Conformance to Directory operations-is specified in Rec. ITU-T X
FC 9594-5.

Information types and common procedures

Introduction

Clause identifies, and in some cases defines, a number of information types which are subsequently used

defin

ion of Directory operations. The information.-types concerned are those which are common to more thal

operation, are likely to be in the future, or which-are sufficiently complex or self-contained as to merit being d
separgtely from the operation which uses them:.

Severgl of the information types used in.the.definition of the Directory Service are actually defined elsewhere. Clau

identiffies these types and indicates théwsource of their definition. Each of the clauses (7.3 to 7.10) identifies and d

anin

This

7.2
The f

rmation type.

lause also specifies some common elements of procedure that apply to most or all of the Directory operation

Informatiomtypes defined elsewhere

bllowing information types are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) _Attribute;
b){ "AttributeType;

C) AttributeValue,

ed in
519 |

n the
h one
pfined

ke 7.2
pfines

d) AttributeValueAssertion;
€) Context;

f) ContextAssertion;

0) DistinguishedName;

h) Name;

i) OPTIONALLY-PROTECTED;

j) OPTIONALLY-PROTECTED-SEQ;

k) RelativeDistinguishedName.
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The following information type is defined in Rec. ITU-T X.520 | ISO/IEC 9594-6:

a) PresentationAddress.

The following information types are defined in Rec. ITU-T X.509 | ISO/IEC 9594-8:

a) Certificate;
b) SIGNED;
C) CertificationPath.

The following information type is defined in Rec. ITU-T X.880 | ISO/IEC 13712-1:

a) InvokeId.

The following information types are defined in Rec, ITU-T X.518 | ISO/IEC 9594-4:
a) OperationProgress
b) ContinuationReference.
7.3 Common arguments
The dommonArguments information may be present to qualify the invocation of each operation)that the Directo
perfofm.
CommpnArguments ::= SET {
sekviceControls [30] ServiceControls DEFAULT {},
sepurityParameters [29] SecurityParameters OPTIONAL,
refjuestor [28] DistinguishedName OPTIONAL,
opgrationProgress [27] OperationProgress
DEFAULT {nameResolutionPhase) notStarted},
alfasedRDNs [26] INTEGER OPTIONAL,
crfiiticalExtensions [25] BIT STRING OPTTIONAL,
referenceType [24] ReferenceType OPTIONAL,
enkryOnly [23] BOOLEAN DEFAULT TRUE,
exflusions [22] Exclusions OPTIONAL,
nameResolveOnMaster [21] BOOLEAN DEFAULT FALSE,
OEErationContexts [20] ContextSelection OPTIONAL,
familyGrouping [19] FamilyGrouping DEFAULT entryOnly,
o}
NOTE 1 - The above data type can only be used when included in set-constructs. An alternative data type CommonArgumen

ha

The S
set of]

The S
the rg
comp

The 1
opera
equal
publi
N
(i

5 been defined to be used in sequence-construets (see Annex A).

erviceControls component is specified in clause 7.5. Its absence is deemed equivalent to there being an
controls.

ecurityParameters component is specified in clause 7.10. If the argument of the operation is to be sign

bnent is deemed equivalent to an empty set.

y can

ksSeq

mpty

ed by

quester, the SsecurityParameters component shall be included. The absence of the securityParamgters

tequestor component, when present, shall hold the distinguished name of the originator (requester)

hplementations based on Rec. ITU-T X.511 (2008) | ISO/IEC 9594-3:2008) or earlier editions may not do that).

f the

tion. If the distinguished name of the requester was established at bind time, the requestor component shall be
to that distinguished name. Likewise, it shall be equal to the distinguished name in subject field of the end4entity
-key certifiCate of the requester if the certification-path component of the SecurityParameters is present.

DTEA2 < The bound directory system agent (DSA) should check the equality of the distinguished names as indicated|above

NOTE 3 - If the distinguished name of the requester was not established at bind time and the certification-path component
of the SecurityParameters isnot present in the request, a possible value in the requester component should not be considered
reliable for access control purposes.

The operationProgress, referenceType, entryOnly, exclusions and nameResolveOnMaster COMPONENts are
defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. They are supplied by a DUA either:

a) when acting on a continuation reference returned by a DSA in response to an earlier operation, and their

values are copied by the DUA from the continuation reference; or

b) when the DUA represents an administrative user that is managing the DSA Information Tree and the

manageDSAIT option is set in the service controls.
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The aliasedRDNs component indicates to the DSA that the object component of the operation was created by the
dereferencing of an alias on an earlier operation attempt. The integer value indicates the number of relative distinguished
names (RDNs) in the name that came from dereferencing the alias. (The value would have been set in the referral response
of the previous operation.)
NOTE 4 — This component is provided for compatibility with implementations based on Rec CCITT X.511 (1988) | IEC 9594:1990.
DUAs (and DSAs) implemented according to later editions of the Directory Specifications shall always omit this parameter from

the CommonArguments of a subsequent request. In this way, the Directory will not signal an error if aliases dereference to further
aliases.

The operationContexts component supplies a set of context assertions which are applied to attribute value assertions
and entry information selection made within this operation, which do not otherwise contain context assertions for the
same attribute type and context type. If operationContexts is not present or does not address a particular attribute
type or context type, then default context assertions shall be applied by the DSA as described in clause 7.6.1 and in
clausgs 8.9.2.2 and 12.8 of Rec. ITU-T X.501 | ISO/IEC 9594-2. If allContexts Is chosen, then all contexts for all
attribyite types are valid and context defaults that might have been supplied by the DSA are overridden.
(ContextSelection is defined in clause 7.6).

famillyGrouping is used to describe which family members should be selected for processing by a given-‘operatiop. It is
descr{bed more fully in clause 7.3.2.

7.3.1 Critical extensions

The ¢riticalExtensions component provides a mechanism to list a set of extensions that are critical o the
perfofmance of a Directory operation. If the originator of the extended operation wighes to indicate that the opefation
shall pe performed with one or more extensions (i.e., that performing the operation without these extensions |s not
acceptable), it does so by setting the criticalExtensions bit(s) which corresponds to the extension(s). If the Directory,
or some part of it, is unable to perform a critical extension, it returns an indication of unavailableCriticalExtersion
(as a gerviceError Of PartialOutcomeQualifier). If the Directory/is unable to perform an extension that fis not
critical, it ignores the presence of the extension.

This Directory Specification does not establish rules regarding theerder in which a performing DSA is to decode and
proceps PDUs that it receives. A DSA that receives an unknownveritical extension shall return a ServiceErroz with
problem unavailableCriticalExtension to signal that the.operation failed.

Thesq Directory Specifications define a number of extensions. The extensions take such forms as additional numbered
bits i a BIT STRING, or additional components of a SET or SEQUENCE, and are ignored by implementations baged on
the 1988 edition of the CCITT X.500 Recommendations series or the ISO/IEC 9594:1990 edition. Each such extgnsion
is assigned an integer identifier, which is the number of the bit that may be set in criticalExtensions. If the criticality
of an pxtension is defined to be critical, the DUAShall set the corresponding bit in criticalExtensions. If the d¢fined
criticglity is non-critical, the DUA may or.may not set the corresponding bit in criticalExtensions.

The extensions, their identifiers, the-operations in which they are permitted, the recommended criticality, the clauses in
which they are defined, and the cerresponding lightweight directory access protocol (LDAP) controls (if any) are gnown
in Table 1.

Table 1 — Extensions

Extension Identifier Operations Criticality (Eﬁ;mgg) LDAP control
subentries 1 All Non-critical 7.5 1.3.6.1.4.1.4203.1.1p.1
copyShallDo 2 Read, Compare, List, Non-critical 7.5

Search
attribute size limit 3 Read, Search Non-critical 7.5
extraAttributes 4 Read, Search Non-critical 7.6
modifyRightsRequest 5 Read Non-critical 10.1
pagedResultsRequest 6 List, Search Non-critical 111 1.2.840.113556.1.4.319
matchedValuesOnly 7 Search Non-critical 11.2 1.2.826.0.1.3344810.2.3
extendedFilter 8 Search Non-critical 11.2
targetSystem 9 Add Entry Critical 121
useAliasOnUpdate 10 Add Entry, Remove Critical 12.1
Entry, Modify Entry
newsSuperior 11 Modify DN Critical 124

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.511 (10/2019) 7
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Table 1 — Extensions

Defined

Extension Identifier Operations Criticality LDAP control
(clauses)
manageDSAIT 12 All Critical 75,712 2.16.840.1.113730.3.4.2
Use of contexts 13 Read, Compare, List, Non-critical 7.6,7.8

Search, Add Entry,
Modify Entry, Modify

DN
partialNameResolution 14 Read, Search Non-critical 7.5
overspecFilter 15 Search Non-critical 11.1.31)
selegtionOnModify 16 Modify Entry Non-critical 12.3.2
17 Reserved 7.10
Security parameters — 18 All Non-critical 7.10
Opetlation code
Security parameters — 19 All Non-critical 7.10
Attripute certification
path
Security parameters — 20 All Non-critical 7.10
Errof Protection
21-24 Reserved
Serv|ce administration 25 Read, Search, Critical 11.2.2, 13,
ModifyEntry clause 16 of Rec.
ITU-T X.501 |
ISO/IEC 9594-2
entryfCount 26 Search Non-critical 11.1.3
hiergrchySelections 27 Search Non=Critical 11.2.2
relaXation 28 Search Nen-critical 7.8
fami|yGrouping 29 Compare, Non-critical 7.32,7.8.3
Search, Non-critical &
RemoveEntry Critical 10.2.2
11.2
12.2.2
fami|yReturn 30 Read, Non-critical 764,771
Searchy Non-critical &
ModifyEntry Non-critical 10.1.3
11.2.3
12.3.3
dnAftributes 31 Search Non-critical 11.2.2
frienp attributes 32 Read, Search Non-critical 7.6,7.82
Abandon of paged 33 List, Search critical 7.9
results
Paged results on the 34 List, Search Non-critical 7.9
DSP
replgceValues 35 ModifyEntry critical 12.3.1,12.3.2 1.3.6.1.1.14
N03|E 1 - Thefirst extension is given the identifier 1 and corresponds to bit 1 of the BIT STRING. Bit 0 of the BIT STRING]is
not Ysed:
NOTIE 2.4 Use of signing on errors Add Entry, Remove Entry, Modify Entry, Modify DN requires version 2 or higher of the

protocol.
NOTE 3 — The SPKM credentials extension shall be critical unless used in associations established using version 2 or higher.

7.3.2 Family grouping

Family grouping allows a single family member, several family members or all family members of a compound entry, to
be grouped together for joint consideration prior to operation evaluation. These semantics can then be applied to the
following operations (as indicated in the descriptions below): Compare (to define the scope within which the compared
attribute might lie), Search (to define the groupings for which filtering might take place), Remove Entry (to define the
groupings for removal). The following ASN.1 is used to select members of a family:

FamilyGrouping ::= ENUMERATED {
entryOnly (1),
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compoundEntry (2),

strands (3),
multiStrand (4),
}

entryOnly means that the specific family member selected by the operation is to be considered in the group. This is the
default value, and ensures backward compatibility with previous editions of the Directory Specifications.

compoundEntry means that the complete compound entry selected by the operation is to be considered as a unit by
combining all the attributes. For Remove Entry operations, it is only applicable when the object name specified is that of
an ancestor of a compound entry, and it causes all family members to be removed by the same operation (subject to access
control).

strands means that all the strands associated with the family member are to be selected by the operation. This option is
not v4
If the
If the| base object is a child member, only those strands that go through the base object are considered. Faoh Co pare
operations, all the attributes from all the family members in all the strands to which the entry belongs are 16 be uged in
the cgmparison.

multfiStrand is only applicable to the Search operation, and qualifies the matching rule_for-filtering on family
inforrpation. It is ignored for other operations. It specifies that one strand from each family within-a compound entry is to
be copsidered at one time, but in all combinations. multistrand is not applicable if the’base object is a child family
membier, in which case multiStrand shall be ignored and entryonly shall be substituted:

7.4 Common results

The qommonResults Or CommonResultsSeq information is present to qualify the result of each retrieval operatidn that
the Djrectory can perform. In addition, it is present in any returned error,

CommpnResults ::= SET {
sepurityParameters [30] SecurityParameters OPTIONAL,
pekformer [29] DistinguishedName OPTIONAL,
alliiasDereferenced [28] BOOLEAN DEFAULT FALSE,
nofkification [27] SEQUENCE SIZE (1.'MAX) OF Attribute
{ {SupportedAttributes}} OPTIONAL,
}
CommpnResultsSeq ::= SEQUENCE ({
sefurityParameters [30] SecurityParameters OPTIONAL,
pekformer [29] DistinguishedName OPTIONAL,
alliasDereferenced [28] BOQOLEAN DEFAULT FALSE,
nofkification [27] _SEQUENCE SIZE (l1..MAX) OF Attribute
{ {SupportedAttributes}} OPTIONAL,
}

NOTE — CommonResults,and.CommonResultsSeq consist of the same components. The former is used when included in set
types by the COMPONENT. ‘oF-type, while the latter is used similarly in sequence types.

The JecurityParameters component is specified in clause 7.10. If the result is to be signed by the Directory, the
SecukityParametérs component shall be included in the result. The absence of the SecurityParamgters
comppnent is deemed equivalent to an empty set.

The gerfozrmer Distinguished Name identifies the performer of a particular operation. It may be required when the|result
is to e,signed (see clause 7.10) and shall hold the name of the DSA that signed the result.

The aliasDereferenced cOmponent is set to TRUE when the purported name of an object or base object which is the
target of the operation included any aliases which were dereferenced.

The notification component shall be used to qualify returned result and error APDUSs, for example providing more
precise error information. Standard notification attributes are defined in clause 6.13 of Rec. ITU-T X.520 |
ISO/IEC 9594-6. Such notification attributes are not necessarily stored in directory entries.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.511 (10/2019) 9
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7.5 Service controls

A serviceControls parameter contains the controls, if any, that are to direct or constrain the provision of the service.

ServiceControls ::= SET {
options [0] ServiceControlOptions DEFAULT ({},
priority [1] INTEGER {low(0), medium(l), high(2)} DEFAULT medium,
timeLimit [2] INTEGER OPTIONAL,
sizeLimit [3] INTEGER OPTIONAL,
scopeOfReferral [4] INTEGER {dmd(0), country(l)} OPTIONAL,
attributeSizeLimit [5] INTEGER OPTIONAL,
manageDSAITPlaneRef [6] SEQUENCE {
dsaName Name,
agreementID AgreementID,
.. ] OPTIONAL,
setviceType [7] OBJECT IDENTIFIER OPTIONAL,
usgerClass [8] INTEGER OPTIONAL,
}
ServjiceControlOptions = BIT STRING {
prEferChaining (0),
chpiningProhibited (1),
lofalScope (2),
dohtUseCopy (3),
dohtDereferenceAliases (4),
supbentries (5),
copyShallDo (6),
paftialNameResolution (7),
mahageDSAIT (8),
nopubtypeMatch (9),
nofubtypeSelection (10),
copntFamily (11),
dohtSelectFriends (12),
doptMatchFriends (13),
alllowWriteableCopy (14)}
The dgptions component contains a number of indications;-€ach of which, if set, asserts the condition suggested. Thus:
a) preferChaining indicates that the preference is that chaining, rather than referrals, be used to provide
the service. The Directory is not obliged to follow this preference.
b) chainingProhibited indicates that chaining, and other methods of distributing the request aroupd the
Directory, are prohibited.
C) localscope indicates that the operation is to be limited to a local scope. The definition of this opfion is
itself a local matter, for,example, within a single DSA or a single directory management domain (DMD).
d) dontUseCopy indicates that copied information as defined in Rec. ITU-T X.518 | ISO/IEC 9594-4 shall
not be used to_provide the service.
€) dontDereferenceAliases indicates that any alias used to identify the entry affected by an operation is
not to bg dereferenced.
NOTE 1 — This is'necessary to allow reference to an alias entry itself rather than the aliased entry, e.g., in order to read thg alias
enfry.

f)

subentries indicates that a Search or List operation is to access subentries only; normal entries be
inaccessible, i.e., the Directory behaves as though normal entries do not exist. If this service control
set, then the operation accesses normal entries only and subentries become inaccessible. The s

come
is not
brvice

CONrot 15 1gnored Tor Operations other thamn Searci or LISt

NOTE 2 — The effects of subentries on access control, schema and collective attributes are still observed even if subentries are

inaccessible.

NOTE 3 - If this service control is set, normal entries may still be specified as the base object of an operation.

10

9)

Rec. ITU-T X.511 (10/2019)

copyShallbDo indicates that if the Directory is able to partly but not fully satisfy a query at a copy of an
entry, it shall not chain the query. It is meaningful only if dontUseCopy is not set. If copyShallDo is not
set, the Directory will use shadow data only if it is sufficiently complete to allow the operation to be fully
satisfied at the copy. A query may be only partly satisfied because some of the requested attributes are
missing in the shadow copy, some of the attribute values for a given attribute are missing in the shadow
copy, because the DSA does not hold all context information for the attribute values it does have, or
because the DSA holding the shadowed data does not support the requested matching rules on that data. If
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copyShallbDo is set and the Directory is not able to fully satisfy a query, it shall set incompleteEntry

in the returned entry information.

h) partialNameResolution indicates that if the Directory is able to resolve only part of the purported
name in a Read or Search operation, i.e., it is about to return a nameError, the entry whose name consists
of all resolved RDNs is to be considered the target of the operation and partialName iS Set to TRUE in

the result. This service control is ignored for operations other than Read or Search.

If this service control is set, the purported name is a context prefix entry to which access is denied, and the requester has

access to the superior entry, then the existence of the context prefix entry will be indirectly disclosed to the requester even if

Di

N
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on the
alias

shada
Servid

The g
that th
impli
The 4

provi
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scloseOnError permission to the entry is denied.
i) manageDSAIT indicates that the operation has been requested by an administrative user so that the

DSA

Information Tree is managed If multlple replication planes eX|st in the DSA to be managed, and the

suitable repllcatlon plane for the operatlon

j) noSubtypeMatch indicates that attribute subtype matching shall not be attempted. This service con
ignored for operations other than Compare and Search operations.

k) nosubtypeSelection indicates that subtype selection shall not be made.

) countFamily indicates that each member of a compound entry shall be counted-as aseparate entry,

for the purposes of size and administrative limits, and relaxation controls. If this-control is not set
members of a compound attribute shall be counted as a single entry.

m) dontSelectFriends indicates that the specification of an anchor attripute in entry information sel
does not automatically include friend attributes in the selection.

elects a

trol is

e.g.,

then

pction

n) dontMatchFriends indicates that the specification of an ancherattribute in a filter item can only be

satisfied by the values of the anchor attribute, and not by frieng attributes.

0) allowWriteableCopy indicates that a DSE of type writeableCopy is acceptable in the provisig
query service request.
DTE 5 — The allowWriteableCopy Service control is distinct from\espysnaiine in that this service control is used to i

t a complete copy is requested, but that it does not need to be the primary master, whereas copyShallbo is used to indica
)y copy, whether complete or not, is acceptable.

component is omitted, the following are assumed: o preference for chaining but chaining not prohibited, ng
scope of the operation, use of copy permitted, aliases shall be dereferenced (except for modify operations for
Hereferencing is not supported), subentries ate’not accessible, and operations that cannot be fully satisfi
wed data are subject to further chaining:\However, these defaults may be overwritten by search-rules
e-specific administrative areas.

riority Service control (low, medium, Or high) indicates the priority at which the service is to be provided
is is not a guaranteed service inthat the Directory, as a whole, does not implement queueing. There is no relatig
bd with the use of priorities ja underlying layers.

imeLimit service control indicates the maximum elapsed time, in seconds, within which the service sh
led. If the constraint-capnot be met, an error is reported. If this component is omitted, no time limit is impli
se of time limit exceeded on a List or Search, the result is an arbitrary selection of the accumulated results.

n of a

dicate
te that

limit
vhich
bd by
vithin

Note
nship

bl be
ed. In

DTE 6 — This component does not imply the length of time spent processing the request during the elapsed time: any nunjber of

5As may be invelved in processing the request during the elapsed time.

dizeLimit'Service control is only applicable to List and Search operations. It indicates the maximum num

per of
istor
thher

performlng the paglng as detalled in clause 7.9.

e DSA

The scopeOfReferral service control indicates the scope to which a referral returned by a DSA should be relevant.
Depending on whether the values dmd or country are selected, only referrals to other DSAs within the selected scope
shall be returned. This applies to the referrals in both a referral error and the unexplored parameter of 1ist and
search results.

The attributeSizeLimit Service control indicates the largest size of any attribute (i.e., the type and all its values) that
is included in returned entry information. If an attribute exceeds this limit, all of its values are omitted from the returned
entry information and incompleteEntry is Set in the returned entry information. The size of an attribute is taken to be
its size in octets in the local concrete syntax of the DSA holding the data. Because of different ways applications store
the data, the limit is imprecise. If this parameter is not specified, no limit is implied.

©
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NOTE 7 — Attribute values returned as part of an entry's Distinguished Name are exempt from this limit.

Certain combinations of priority, timeLimit, and sizeLimit may result in conflicts. For example, a short time limit

could

conflict with low priority; a high size limit could conflict with a low time limit, etc.

The manageDSAITPlaneRef Service control indicates that the operation has been requested by an administrative user so
that a specific replication plane of the DSA Information Tree is managed. The manageDSAITPlaneRef Service control
is ignored if the manageDSAIT option is not set. The plane is identified by the dsaName component which is the name
of the supplying DSA and the agreementID component which contains the shadowing agreement identifier.

The serviceType service control is only relevant for a search request that starts its initial evaluation phase within a
service-specific administrative area; it is otherwise ignored. If supplied, it increases the possibility of getting useful
notification information returned in case of a faulty formulated search request.

The 4serClass service control is only relevant for a search request that starts its initial evaluation phase wifhin a
servide-specific administrative area and is otherwise ignored. It identifies a user-class. It allows a requester(to-specify
anothpr user-class than the Directory would otherwise apply. If supplied, it also increases the possibility ofigetting yiseful
notifigation information returned in case of a faulty formulated search request.
7.6 Entry information selection
An instance of the EntryInformationSelection data type indicates what information(is being requested frgm an
entryin a retrieval operation.
EntryInformationSelection ::= SET {
atkributes CHOICE {
hl1UserAttributes [0] NULL,
pelect [1] SET OF AttributeType
-— empty set implies no attributes are requested --A}) DEFAULT allUserAttributes:NULL,
infoTypes [2] INTEGER {
attributeTypesOnly (0),
attributeTypesAndValues (1)} DEFAULT attributeTypesAndValues,
exkraAttributes CHOICE ({
hllOperationalAttributes [3] NULL,
pelect [4] SET SIZE (l1..MAX) OF AttributeType } OPTIONAL,
coptextSelection ContextSelection OPTIONAL,
rekurnContexts BOOLEAN “DEFAULT FALSE,
familyReturn FamilyReturn DEFAULT
{memberSelect contributingEntriesOnly} }
ContextSelection ::= CHOICE {
alllContexts NULL,
sellectedContexts SET SIZE. (l..MAX) OF TypeAndContextAssertion,
}
TypeAndContextAssertion™; := SEQUENCE ({
type AttributeType,
cohtextAssertions” ‘CHOICE ({
breference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion,
- b
}
FamillyReéturn ::= SEQUENCE ({
memberSelect ENUMERATED {
oftributi ngﬁ'n"-r'i nehrﬂy (1)

=77

participatingEntriesOnly (2),

compoundEntry (3),
...},

familySelect SEQUENCE SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,

12
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The attributes component specifies the user and operational attributes for which information is requested:

a) Ifthe select option ischosen, then the attributes involved are listed. If the list is empty, then no attributes
shall be returned. Information about a selected attribute shall be returned if the attribute is present. An
attributeError With problem noSuchAttributeorvalue shall only be returned if none of the
attributes selected is present.

b) Ifthe alluserAttributes option is selected, then information is requested about all user attributes in
the entry.

Attribute information is only returned if access rights are sufficient. A securityError (with problem
insufficientAccessRights) shall only be returned in the case where access rights preclude the reading of all attribute
values requested. Note that access control is also applied to the attributes and values eligible to be returned according to
the components of EntryInformationSelection, and may further reduce the information that is returned.

NOTE 1 — Access control is also applied to the attributes and values eligible to be returned according to the compongnts of
ErftryInformationSelection, and may further reduce the information that is returned.

The infoTypes component specifies whether both attribute type and attribute value information (the defaulty or attfibute
type [information only is requested. If an attribute is of a type that is a carrier of other . attributes,| e.g.,
a fanlily-information attribute, then the value(s) shall be returned independent of the setting of the infoTypes
comppnent, but the infoTypes specification shall be applied to the contained attributes. If the attributes comgonent
is such as to request no attributes, then this component is not meaningful.

The gxtraAttributes component specifies a set of additional user and operational attributes for which information is
requepted. If the alloperationalAttributes option is chosen, then informatioh_is requested about all dirg¢ctory
operational attributes in the entry. If the select option is chosen, then information abeut the listed attributes is requested.

NQTE 2 — This component may be used to request information about, for example, specific operational attributes| when

afftributes iS Set t0 allUserAttributes, Or about all operational attributes\f the same attribute is listed or implied ip both
afftributes and extraAttributes, it is treated as though it has been requested only once.

A reqpest for a particular attribute is always treated as a request for the.attribute and all subtypes of that attribute (¢xcept
for requests processed by implementations based on Rec. CCITT X.511 (1988) | ISO/IEC 9594-3:1990) |f the
noSubtypeSelection service control option is not set. If the.neSubtypeSelection Service control option is sef, only
the requested attributes are returned, not their subtypes. Similarly, a request for a particular attribute that has friepds is
treatef as a request for the attribute and all friend attributes;*subject to the dontSelectFriends service control gption
not bging set.

In responding to a request for attribute information, the Directory treats all collective attributes of an entry as if they were
actual user attributes of the entry, i.e., they are selected like other user attributes and are merged into the returned|entry
information. A request for alluserAttributes requests all collective attributes of the entry as well as orginary
attribyites of the entry. An attribute is a collective attribute of an entry if all of the following are true:

a) itis located in a subentty-whose subtree specification includes the entry;

b) itis not excluded hy the presence in the entry of a collectiveExclusions attribute value equal [to the
collective attriljute type; and

c) itis permitted-by the content rule for the structural object class for the entry.

The dontextSelection component is used to specify which attribute values shall be returned of the attributes se|ected
by agtributes OrextraAttributes. The contextSelection is evaluated only against the values of attributgs that
are cgndidates.to_be returned according to those other components of EntryInformationSelection. The evaljiation
of cohtextSelection, and the use of defaults if it is not supplied, is discussed in clauses 7.6.1 to 7.6.3.

If the iaEoTypes component is such as to request no attribute values, or the attributes component is such as to re¢quest

no attributes—thenm—the—comtextsetectionr—component—is—not—meaningfut—f—as—a—resutt—of—applying
contextSelection, there are no values of an attribute eligible to be returned, the attribute may be returned without any
values.

The returnContexts component is used to request the Directory to return attribute values with their associated context
lists. If this component is absent or is specified with a value of FALSE, then no context information is returned in the
result. If this component is specified with a value of TRUE, then all context information is returned for each attribute value
returned. Note that the contextSelection component does not selectively affect which context information is returned
when returnContexts iS TRUE.

The familyReturn component (if present) is used to determine which entries within a compound entry shall be returned
if one or more family members have been marked (see clause 7.6.4).
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7.6.1 Use of contextSelection or context selection defaults

The contextSelection component is used to select certain attribute values of attributes selected by attributes or
extraAttributes. The contextSelection is evaluated only against the values of attributes that are candidates to be
returned according to those other components of EntryInformationSelection. For each attribute value, any context
selection governing its attribute type shall evaluate to TRUE (as defined in clause 7.6.2), in order for that attribute value
to be selected.

A contextSelection is said to govern one or more attribute types if any of the following conditions occur:

— the ContextSelection data type specifies allContexts (in which case all attribute values of all
attribute types are selected);

— the ContextSelection data type has a selectedContexts component which includes a set of
- o - ot oo b orxa-tha oo oo H = a aa Udlng

— the ContextSelection data type has a selectedContexts component whichyincluges a
TypeAndContextAssertion data type where the type component specifies the object identifier id-oa-
allAttributeTypes.

If contextSelection is not provided or it does not govern the given attribute type, then a defaulf.contextSeledtion
shall |be applied. In addition t0 contextSelection iN EntryInformationSelection, there are three pofential
sourcgs for a contextSelection: that specified for the operation as a whole, that available within subentries jn the
directory information tree (DIT), and that available locally in the DSA. They are applied according to the follpwing
preceflence:

1) If contextSelection is present in EntryInformationSelection and it governs the given attfibute
type as described above, then it shall be applied.

2) If contextSelection is not present within the EntryInformationSelection, Or it is present but
does not govern the given attribute type, then the operationContexts which has been supplied fpr the
operation as described in clause 7.3 shall be applied if\Qne is present and it governs the given attributp type
as described above.

3) If the request has neither a contextSelection in the EntryInformationSelection nor
operationContexts for the operation, gr-neither governs the given attribute, then the values of the
contextAssertionDefaults attribute\in the context assertion subentries (if any) controlling the|entry
shall be applied as the selectedContexts. (Context assertion subentries are described in clause 144.7 of
Rec. ITU-T X.501 | ISO/IEC 9594%2).

4) If there is no contextSelection from the sources described above that govern the given attributg type,
then the DSA may apply a locally-defined default contextSelection. Such a default shall tygically
reflect local parameters, Such as the language or location of the place of deployment of the DSA, pr the
current time of day, butymay be tailored differently by the DSA for each DUA to which it responds.

5) Ifno contextSelection is available from any of these sources that govern the given attribute typg, then
all values of the-attribute are considered selected (i.e., al1lContexts is assumed as the base default).

NOTE — A default contextselection that governs the given attribute type and makes an assertion about a certain context type
shpll be applied in addition to an earlier contextSelection governing the same attribute type but making an assertion goout a
different context type; in the same order of precedence as described above.

7.6.2 Evaluation of contextSelection

A contextSelection is TRUE (i.e., selects a given attribute value) if:

rwise

3 ontexts is specified (this permits a context sele
be applied if this contextSelection were omitted); or
b) each TypeAndContextAssertion in selectedContexts is TRUE as described in clause 7.6.3.

A contextSelection is FALSE otherwise.

7.6.3 Evaluation of a TypeAndContextAssertion

A TypeAndContextAssertion iS TRUE (i.e., selects a given attribute value) if:

a) the type of the attribute is not the same as (nor a subtype of) the type in the TypeAndContextAssertion
and the type in the TypeAndContextAssertion iS N0t id-oa-allAttributeTypes. In this case, the
TypeAndContextAssertion is not applicable to the attribute type of the given attribute value and so
does not eliminate the attribute value from selection; or
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b) for the attribute value, the contextAssertions in TypeAndContextAssertion is TRUE as defined

below.

NOTE 1 — The OBJECT IDENTIFIER Value id-oa-allAttributeTypes may be used as the value of type in the
TypeAndContextAssertion t0 force evaluation of the contextAssertions against an attribute value of any attribute type.

contextAssertions is expressed either as an ordered sequence of preferred contexts or as a compound set of context

assert
a)

b)

(e
A Tyj
7.6.4

The f
more
meml

ions:

If all is specified, then contextAssertions is TRUE for any attribute value only if each ContextAssertion in

the SET is TRUE, as defined in clause 8.9.2.4 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

If preference is specified, then each ContextAssertion in the SEQUENCE is evaluated in turn against all candidate

attribute values of the same attribute type, until a ContextAssertion evaluates TRUE as defined in clause 8.9
Rec. ITU-T X.501 | ISO/IEC 9594-2. (The fallback flag, if present, is

a N

be evaluated for every candidate attribute value of the same attribute type, but subsequent ContextAssertifon
SEQUENCE are ignored.

DTE 2 — preference provides a means for selection to be specified in terms of a first, second, etc., choice of g
g., Language = French but if no French then Language = English).

beAndContextAssertion iS FALSE otherwise.

Family Return

amilyReturn component is used to determine which entries within a compound entry shall be returned if ¢
family members have been marked as contributing or participating members:._The procedures for how f
ers are marked are further described in clause 7.13.

The nlemberselect component specifies which entries are selected for return in-the result:

The 1
select

operation are to be returned. In the case of Read or Madify-Entry operations, this is the family m¢
identified by the object operation argument; for the ‘Search operation, it includes family membe
contributed to the match.

— participatingEntriesOnly means that only.family members marked as participating members
operation are to be returned. In the case of Read or Modify-Entry, this is the same 4
contributingEntriesOnly.

— compoundEntry means that each family member within the compound entry is to be returned, ¢

amilySelect component supplemefts the memberSelect component by specifying that all child memb
ed families shall be returned in addition to what is specified by memberselect. The sequence of elements |

significance. A family is identified by:the structural object class of the family members immediately subordinate

ances|

N
1S

1.7

7.7.1

or. This component has no effect if the memberselect specifies compoundEntry.

DTE — A governing-search=rule may modify what information shall be returned (see clause 16.10 of Rec. ITU-T X
D/IEC 9594-2).

Entry infermation

Entry’information data type

The EntryInformation data type conveys selected information from an entry.

those that possibly have been explieitly unmarked by a governing-search-rule for a Search operation.

2.4 of
entire
jt shall
in the

ontext

ne or
pmily

— contributingEntriesOnly means that only family members marked as contributing members by the

mber
s that

Dy the
s for

xcept

brs of
as no
to the

501 |

EntryInformation ::= SEQUENCE ({
name Name,
fromEntry BOOLEAN DEFAULT TRUE,
information SET SIZE (1..MAX) OF CHOICE {
attributeType AttributeType,
attribute Attribute{ {SupportedAttributes}},

...} OPTIONAL,

incompleteEntry [3] BOOLEAN DEFAULT FALSE,

partialName [4] BOOLEAN DEFAULT FALSE,
derivedEntry [5] BOOLEAN DEFAULT FALSE,
}
© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.511 (10/2019)
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ame parameter indicates the Distinguished Name of the entry or the name of an alias to the entry. The Distinguished

Name of the entry is returned whenever permitted by the access control policy. If access is allowed to the attributes of the

entry

but not to its Distinguished Name, the Directory may return either an error or the name of a valid alias to the entry.

NOTE 1 - If the entry was located using an alias, then that alias is known to be a valid alias. Otherwise, how it is ensured that the

ali

as is valid, is outside the scope of these Directory Specifications.

NOTE 2 — Where a particular component of the Directory has a choice of alias names available to it for return, it is recommended
that where possible it chooses the same alias name for repeated requests by the same requester, in order to provide a consistent
service.

The fromEntry parameter indicates whether the information was obtained from the entry (TRUE) or a copy of the entry
(FALSE).

The i

nformation parameter is included if any attribute information from the entry is being returned, and contains a set

of atfributeTypes and attributes, & appropriate.

The ilncompleteEntry parameter is included and set to TRUE whenever the returned entry information is incomplete in
relatipn to the user's request, e.g., because attributes or attribute values are omitted for reasons of access control (and their
existgnce is permitted to be disclosed), the presence of incomplete shadow information together with copysShallpo, or
because the attributeSizeLimit has been exceeded. It is not set to TRUE because an alias namg-has been returned

inste

| ISOJIEC 9594-3:1990).

The [
know

of the Distinguished Name (this component is not present for implementations based on Ree-CCITT X.511 ({L988)

Directory shall complete the name resolution phase of operations in its entirety (in€luding checking all relevant
edge references, following up on referrals, etc.) before the partialNaméResolution service conffol is

consiglered. If all name resolution options have been exhausted and at least one RDN.has been resolved, the partialName

comp
Direc
TRUE
resol
or lat

The 4
result]
TRUE
may
deri

pnent is included and set to TRUE if the request had the partialNameResolution service control set afd the
fory was unable to complete name resolution on all RDNs of the relevant.entry. When partialName is returped as
it indicates that the information being returned is from the entry at theypoint where the last RDN was successfully
ed. This function is only available for implementations based on Rec. ITU-T X.511 (1997) | ISO/IEC 9594-3:1998
br editions.

lerivedEntry parameter is included and set to TRUE whenever the returned entry information contains joined
5 obtained by performing a join on data that originated fram more than one directory entry. When this paramgter is
the value in name may be the name of any of the related entries from which the entry information is derived, or it
e the name of an alias to any of those entries. The value in name should not be used in subsequent operations.|If the
redEntry parameter is set to TRUE and the respgnse is signed, the signature is that of the DSA performing th¢ join.

This function is only available for implementations based on Rec. ITU-T X.511 (2001) | ISO/IEC 9594-3:2001 of later

editio
7.7.2

Wher
accor
sepa
entry,
inforn

appro

ns.

Family information in entry information

information from a compoundientry is to be returned, attributes from each member to be returned are se|ected
ling to the EntryInformationSelection (possibly modified by a governing-search-rule). Whep the
FateFamilyMembers S€arch control option is set in the search request, each member is returned as a separate
Otherwise, if more thamone member is to be returned, the entry information shall be packed in such a way that the
nation appears to_cenie from a single entry, which can be the ancestor or a subordinate member (the lajter is
priate when the-base object of the search request is a family member subordinate to the ancestor and the anfestor

has ot been selected by FamilyReturn). The attributes from the other members shall be packed ipto a

familly-infofmation derived attribute as described below.

NOTE 1+.According to the above, multiple family members are always packed in a read or modifyEntry result.
The UseCof the family-information derived attribute is for packaging only; the attribute does not exist as a d{stinct
entity; i entrylnformationsSelection i ~TTOr can
it be protected directly by access control.
family-information ATTRIBUTE ::= {

WITH SYNTAX FamilyEntries

USAGE directoryOperation

iD id-at-family-information }
FamilyEntries ::= SEQUENCE {

family-class OBJECT-CLASS. &id, -- structural object class value

familyEntries SEQUENCE OF FamilyEntry,

16

}
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FamilyEntry ::= SEQUENCE {
rdn RelativeDistinguishedName,
information SEQUENCE OF CHOICE {
attributeType AttributeType,
attribute Attribute{ {SupportedAttributes}},
R
family-info SEQUENCE SIZE (1..MAX) OF FamilyEntries OPTIONAL,
o}

The family-information attribute is a multi-valued attribute. If the ancestor is designated as the source of information,
each attribute value holds information from a single family. If a family member subordinate to the ancestor is designated
as the source of information, information is sorted into attribute values based on the structural object classes of the
immediately subordinate members of the designated member.

Each famity memberthatisSetectedis Tepresented by @ vatue of type Fami IyERTTyY, WHICHT COTTHiTTS:

—  Selected attribute information (where appropriate), either as an attribute type or as a completé attijibute,
depending on the infoTypes Value in EntryInformationSelection;

NOTE 2 — As stated in clause 7.6, the infoTypes specification only applies for the contained attributes, not’for the family-
irfformation attribute itself

— Any nested FamilyEntries information in the form of a complete family-information attfibute,
collected in terms of the structural object classes of the subordinate entries.

—  Unselected entries are not represented at all unless they are superior to one 0 more family membeis that
have been selected.

7.8 Filter

7.8.1 Filter parameter

A Fi]ter parameter applies a test that is either satisfied or not by aarticular entry. The filter is expressed in tefms of
assertions about the presence or value of certain attributes of the entry;.and is satisfied if, and only if it evaluates to TRUE.
NOTE — A filter may be TRUE, FALSE or UNDEFINED.

Filter ::= CHOICE {
itepm [0] FilterItem,
anf [1] SET OF Filter,
or [2] SET OF Filter,
noft [3] Filter,

}

FiltprItem ::= CHOICE {
eqgpality [0] AttributeValueAssertion,
substrings [1] SEQUENCE ({
ype ATTRIBUTE. &id ({SupportedAttributes}),
trings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributes} {@substrings. type}),
any [1] ATTRIBUTE.&Type
({SupportedAttributes} {@substrings. type}),
final [2] ATTRIBUTE. &Type
({SupportedAttributes} {@substrings. type}),
control Attribute{ {SupportedAttributes}},
-- Used to specify interpretation of following items
},

— ¥
greaterOrEqual [2] AttributeValueAssertion,

lessOrEqual [3] AttributeValueAssertion,
present [4] AttributeType,

approximateMatch [5] AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion,

contextPresent [7] AttributeTypeAssertion,
}
MatchingRuleAssertion ::= SEQUENCE {
matchingRule [1] SET SIZE (1..MAX) OF MATCHING-RULE. &id,
type [2] AttributeType OPTIONAL,
matchValue [3] MATCHING-RULE. &AssertionType (CONSTRAINED BY {

-- matchValue shall be a value of type specified by the &AssertionType field of
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-- one of the MATCHING-RULE information objects identified by matchingRule -- }),
dnAttributes [4] BOOLEAN DEFAULT FALSE,
}

A Filter is either a FilterItem (See clause 7.8.2), or an expression involving simpler filters composed together with
the logical operators and, or, and not. The evaluation of a filter can be affected by the action of a relaxation policy,
which can cause a substitution of one matching rule for another, or can supply values that are to be considered for
matching.

A Filter which is a FilterItem has the value of the FilterItem (i.e., TRUE, FALSE or UNDEFINED).

A Filter which is the and of a set of filters is TRUE if the set is empty or if each filter is TRUE; it is FALSE if at least
one filter is FALSE; otherwise, it is UNDEFINED (i.e., if at least one filter is UNDEFINED and no filters are FALSE).

least
).
fitis

vithin
bntain
n the

outernost Filter.

7.8.2 Filter item

A Fi]lterItem is an assertion about the presence or value(s) of attributes in the entry under test. An assertion alpout a
particular attribute type is also satisfied if the entry contains a subtype of the attribute and the assertion is TRUE fpr the
subtype and the noSubtypeMatch service control option is not set, or&if)there is a collective attribute of the|entry
(see dlause 7.6) for which the assertion is TRUE, or if:

— the dontMatchFriends service control option is nétset; and

— the entry contains a friend attribute for the specified attribute which has a matching rule compatibl¢ with
the assertion; and

—  the assertion is TRUE for the friend attribute.
Each pssertion is TRUE, FALSE or UNDEFINED.

Every FilterItem includes or implies one oF more AttributeTypes Which identify the particular attribute(s)
concgrned.

mechgnism, the purported Attribatevalue(s) conforms to the attribute syntax defined for that attribute typg, the
implig¢d or indicated matching rulé is applicable to that attribute type, and (when used) a presented matchvalue conforms
to the|syntax defined for the indigated matching rules. When these conditions are not met, the FilterItem shall evpluate
to theflogical value UNDEEINED.

NOTE 1 — Access contralrestrictions may affect the evaluation of the FilterItem and may cause the FilterItem to eyaluate
toJUNDEFINED.

Any 3ssertion about the values of suchtan attribute is only defined if the AttributeType is known by the evalEating

An aggertion which(is defined by these conditions additionally evaluates to UNDEFINED if it relates to an attribute|value
and the attribute.type is not present in an attribute against which the assertion is being tested. An assertion which is d¢fined
by th@se conditions and relates to the presence of an attribute type evaluates to FALSE.

Attriqute value assertions in filter items are evaluated using the matching rules defined for that attribute type, as
substituted for, where applicable, in accordance with the action of a relaxation policy. Matching rule assertions are
evaluated as specified in their definition. A matching rule defined for a particular syntax can only be used to make
assertions about attributes of that syntax or subtypes of that syntax.

NOTE 2 — The action of a relaxation policy can cause a particular matching rule to revert to a nuliMatch matching rule (which
always evaluates as TRUE (if non-negated) or FALSE (if negated)) — see clause 8.7.2 of Rec. ITU-T X.520 | ISO/IEC 9594-6.

A FilterItem may be UNDEFINED (as described above). Otherwise, where the FilterItem asserts:

a) equality— Itis TRUE if, and only if there is a value of the attribute or one of its subtypes for which the
equality matching rule applied to that value and the presented value returns TRUE.

b) substrings - Itis TRUE if, and only if there is a value of the attribute or one of its subtypes for which
the substring matching rule applied to that value and the presented value in strings returns TRUE.
See Rec. ITU-T X.520 | ISO/IEC 9594-6 for a description of the semantics of the presented value.
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greaterOrEqual — It is TRUE if, and only if there is a value of the attribute or one of its subtypes for
which the ordering matching rule applied to that value and the presented value returns FALSE, i.e., there
is a value of the attribute which is greater than or equal to the presented value.

lessOrEqual — It is TRUE if, and only if there is a value of the attribute or one of its subtypes for which
either the equality matching rule or the ordering matching rule applied to that value and the presented
value returns TRUE, i.e., there is a value of the attribute which is less than or equal to the presented value.

present — It is TRUE if, and only if the attribute or one of its subtypes is present in the entry.

approximateMatch — It is TRUE if, and only if there is a value of the attribute or one of its subtypes for
which a locally-defined approximate matching algorithm (e.g., spelling variations, phonetic match, etc.)
returns TRUE. If an item matches for equality, it shall also satisfy an approximate match. Otherwise, there
are no specific guidelines for approximate matching in this edition of this Directory Specification.

If con
only
1SO/I

9)

h)

T approxXimate matcning IS Not SUPPOTTed, TNIS FiltexrTtem SNOUIG DE Treated as a matCh 10r equality.

extensibleMatch — It is TRUE if, and only if there is a value of the attribute with the indicated type or
one of its subtypes for which the matching rule specified in matchingRule applied to that'value and the
presented value matchvalue returns TRUE.

If several matching rules are given, the way in which these rules are combined into a newrule is unspegified
(it is a locally-defined algorithm, which reflects the semantics of the constituent_matching rules| e.g.,
phonetic + keyword match).

If type is omitted, the match is made against all attribute types which arexcompatible with that matching
rule. If dnAttributes iS TRUE, the attributes of the Distinguished Name'of the entry are used in adlition
to those of the entry in evaluating the match.

If an extensibleMatch is requested in a filter (rather than an extendedFilter), the
extendedFilter bit in the criticalExtensions parameter in CommonArguments shall be set,
indicating that the extension is critical.

If an implementation does not support any of thexmatching rules defined in the matchingRule
subcomponent, or if none of the matching rules” are compatible with the attribute typp, an
extensibleMatch filter item evaluates to UNDEFINED if the performExactly search control ¢ption
is not set. If the performExactly search control option is set, the search request is rejected with;

— aserviceError With problem unsupportedMatchingUse;

— a  searchServiceProblem~, notification attribute with  the  value id-pr-
unsupportedMatchingRule if all the matching rules are unsupported, otherwise with the [value
id-pr-unsupportedMatchingUse;

— an attributeTypeList notification attribute which has as value the attribute type for whigh the
invalid matching rules were defined; and

— a matchingRuleList notification attribute which has as values the object identifiers ¢f the
unsupported and/or incompatible matching rules.

NOTE 3 — An extensibleMatch is not permitted for implementations based on Rec. CCITT X.500 (1988) | ISPO/IEC
9594-3:1990.

contextPresent — It is TRUE if, and only if, the AttributeTypeAssertion for this attribute type or,
if the hioSubtypeMatch service control option is not set, one of its subtypes evaluates to TRUE.

text assertions are included in an attribute value assertion in a filter item, then the filter item is evaluated apainst

hose values which satisfy all the given context assertions, as described in clause 8.9.2 of Rec. ITU-T X|501 |

be ap

FC’9594-2. If no context assertions are included in an attribute value assertion, then default context assertiong shall
lied as described in clause 8.9.2.2 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

7.8.3

Evaluating filters with family information

Specific family groupings work as follows in fulfilling filter requirements:

entryOnly means that only family members that completely fulfil the filter requirements are marked as contributing and
participating members (for the definition of contributing and participating members, see clause 7.13).

compoundEntry means that the entire compound entry forms the group that shall satisfy the complete filter; within each
compound entry that satisfies the filter, family members that contribute to the match are marked as contributing members,
while all members of the compound entry are marked as participating entries.
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strands means that the filter applies to each complete strand from a leaf to the ancestor. The compound entry matches
the filter if at least one strand matches the filter. Family members on a matching strand that contribute to the match are
marked as contributing members, while all the members on a matching strand are marked as participating members.

A strand is a set of members within a family that form a path from a leaf to the ancestor, so that there are as many strands
as there are leaf entries.

multiStrand means that a combination of one strand from each family class is a family grouping for the purpose of
matching. All combinations are to be considered one at a time. The compound entry matches the filter if at least one
combination of strands matches the filter. Family members on a matching strand combination that contribute to the match
are marked as contributing members, while all members of a matching strand combination are marked as participating
members.

Two strands are of the same family class if, and only if the family members that are immediately subordinate fo the
ancesfor have the same structural object class.

A strgnd is matched for a filter if, and only if it is present in at least one of all possible combinations of strands_that qauses
the entry to match for the subfilter. The following are corollaries:

—  If the ancestor matches the subfilter completely, all strands are matched.

—  Similarly, if there are three family classes for a particular ancestor, and the subfilteris fulfilled by two of
the classes without considering the third one, all strands for the third family class are matched.

multfiStrand is only applicable if the base object is the ancestor (or higher) in the DIF.4f'the base object is a family
membier, but not the ancestor, then multiStrand shall be ignored and entryonly shall be substituted.

7.9 Paged results

A PagedResultsRequest parameter is used by the DUA to request that the results of a List or Search operatipn be
returrjed to it "page-by-page": it requests the DSA to return only a subset — a page — of the results of the operatipn, in
particular the next pagesize subordinates or entries, and to return a queryReference Which can be used to requgst the
next et of results on a follow-up query.

Paged results may either be performed by the DSA to which the DUA has bound by a Bind operation (the bound PSA)
or by the DSA that started the initial evaluation phase® (the initial performer as detailed in clause 15.3.5 of
Rec. [TU-T X.518 | ISO/IEC 9594-4).

pageq results that the DSA performing the paging-may remove the signatures on results received from other DSAs and
then itself sign the results to be returned towatdthe DUA. The way such an understanding is established is outsigle the
scope] of this Directory Specification. Although a DUA may request pagedResults, a DSA is permitted to ignore the
requept and return its results in the normal manner.

NOTE 1 — The result may be unpredictable in case of a configuration that is not "well-connected", e.g., where due to shadowing
and use of NSSRs, the name resolution will locate more than one base object.

It shall not be used if results are to be signed, unless-there is an understanding among DSAs cooperating to prov;Ee the

If paged results are requested-and paging is performed, then the paging DSA shall ignore the sizeLimit service cgntrol,
. If paging is not.performed, the sizeLimit service control shall be honoured. A contributing |DSA

::= CHOICE {
SEQUENCE {
INTEGER,
SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,

pageNumber [3] INTEGER OPTIONAL,
R
queryReference OCTET STRING,

abandonQuer [0] OCTET STRING,
}

SortKey ::= SEQUENCE {
type AttributeType,
orderingRule MATCHING-RULE. &id OPTIONAL,
}
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new list or search operation, the PagedResultsRequest is et t0 newRequest, which consists of the following

parameters:

For a
befor
in the|
which
to det

The [0
befor
value
return

a) The pagesize parameter specifies the maximum number of subordinates or entries to return in the results.
The DSA shall return up to but not more than the requested number of subordinates or entries. The
sizeLimit, if any, isignored. The inclusion of family information does not count towards page size when
packaged in family-information derived attributes.

b) The sortkeys parameter specifies a sequence of attribute types with optional ordering matching rules to
use as sort keys for sorting the returned entries prior to the return to the DUA. In the case of List operations,
the sorting shall be by RDN, but the sorting requirements shall apply only to attributes within the RDN. In
the case of Search operations, ordering shall only apply to attributes that are actually supplied (as a result
of selection, and access control, with sorting by distinguished name as a fallback). The entries are sorted

: . . . - : nt of

multiple entries with the same sort position, of the next sortKey in the sequence, and so on.

will be able to comply with only one sort key sequence). If it cannot support the requested seque
shall use a default sort sequence.

A hierarchical group shall not be separated, but returned in the sequence ‘as specified by clause 1p.3 of
Rec. ITU-T X.501 | ISO/IEC 9594-2. When sorting is performed, the-first entry of a hierarchical grgup to
be returned determines the position of the hierarchical group within.the sorted result.

DTE 2 — A hierarchical group may span pages.

c) Ifthe reverse parameter is TRUE, then the DSA shall retarn.the sorted results in reverse order (i.e.| from
"greatest” to "least" — if the attribute type is multi-valued; the "greatest" is used; if the attribute type is
missing from the returned results, it is regarded as "less’ than all other matched values). If it is FALSE, the
DSA shall return them in forward order. If no soxrtKeys parameter is specified, this parameter is igTored.

d) If the unmerged parameter is TRUE and the DSA responsible for the paging is collecting results ffom a
number of other DSAs, it shall return all the'data from one DSA (in sort order) before returning datd from
the next DSA. If the parameter is FALSE) the DSA shall collect the results from all other DSAs angd sort
the merged data before returning anyoof it. If no sortKeys parameter is specified, this paramdter is
ignored. The semantic of the unmerged parameter is the same whether the DSA supports DSP paged
results or not.

e) If the pageNumber parameter is present, it indicates that the user wants to start with a particulan page
rather than the first one:-This parameter shall be ignored if ordering is not requested.

follow-up request, i.e., to réquest the next set of paged results, the DUA makes the same list or search request as
P, but sets PagedResultsRequest t0 queryReference, With the value of this parameter the same as that refurned
PartialOutcomeQualifier Of the previous results. The DUA has no understanding of the queryRefergnce,
is available to a DSAto use as it wishes to record context information for the query. The DSA uses this infornpation
Ermine which results to return next.

DUA may at any time indicate that no more pages are required by making the same 1ist or search request as
P, by settingthe PagedResultsRequest Set t0 abandonQuery, With the value identical to the queryRefentence
returngd in the PartialOutcomeQualifier Of the previous results. No further pages shall be requested or
ed; An abandoned error with problem code pagingAbandoned shall be returned. It is implementation-depgndent

as to

uuuuuuu

In the case where the queryReference Or the abandonQuery choice is made, the new request and the original
information shall be identical in the following respects:

©

— baseObject Within SearchArgument Or object Within ListArgument shall match for the present and
the original request;

—  the queryReference subcomponent of pagedresults shall be identical to the queryReference value
returned in the PartialOutcomeQualifier Of the previous result;

—  the options component of the ServiceControls data type shall specify identical options for the present
and the original request;

— operationProgress (if present) shall be identical for the present and the original request.
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Otherwise a serviceError With problem invalidQueryReference shall be returned.
NOTE 3 - If the DIB changes between search requests, the DUA may not see the effects of these changes. This is
implementation-dependent.
NOTE 4 — A query-reference may remain valid even if a DUA begins a new list or search operation. A DUA may request paged

results with several queries and then return to an earlier query and request the next page of results using the query-reference supplied
for it. The number of "active" query-references to which a DUA can return is a local DSA implementation option, as is the lifetime

of

those query-references.

NOTE 5 — Support of the abandonQuery choice is only available for implementations based on Rec. ITU-T X.511 (2005) |
ISO/IEC 9594-3:2005 or later editions.

NOTE 6 — When a DAP association terminates, access to all associated paged results is lost. Paged results can only be accessed

Wi

thin the DAP application-association within which they were originally invoked.

7.10

The s
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opgrationCode [6] Code OPTIONAL,

er
er

ProtectionRequest ::= INTEGER {none(0), signed (1)}

Time| :

ut
ge
Erro

The p
defing

aﬁe [1] DistinguishedName OPTIONAL,
ime

Security parameters

ecurityParameters govern the operation of various security features associated with a Directory operatio

DTE 1 — These parameters are conveyed from sender to recipient. Where the parameters appear in the argument of an opg
P requester is the sender, and the performer is the recipient. In a result, the roles are reversed.

rityParameters ::= SET {
rtification-path [0] CertificationPath OPTIONAL,

[2] Time OPTIONAL,

hdom [3] BIT STRING OPTIONAL,

rget [4] ProtectionRequest OPTIONAL,
[5] Not to be used

[7] Not to be used
rorProtection [8] ErrorProtectionRequest) OPTIONAL,
rorCode [9] Code OPTIONAL,
}

:= CHOICE ({
ETime UTCTime,
heralizedTime GeneralizedTime,

}
rProtectionRequest ::= INTEGER{none(0), signed(1l)}

ublic-key certificate framework definéd in Rec. ITU-T X.509 | ISO/IEC 9594-8 is used in all Directory pro
d in these Directory Specifications to optionally protect the operations including requests, responses and ¢

n.
ration

ocols
rrors.

Integiity protection is provided through the digital signature of the sender and the verification of that signature iy the

recipi

The dertification-patheomponent isdefined in clause 7.7 in Rec. ITU-T X.509 | ISO/IEC 9594-8.). This comy

shall

recipi
reject]
the di

The
gener

ent using the sender’s corresponding public-key certificate.

De present and contdin‘the signer's public-key certificate if the request argument, response or error is signed.
ent requires a cettification path for validation, and an acceptable parameter is not present, whether the rec
5 the signature,«Orattempts to determine a certification path, is a local matter. The public-key certificate shal
stinguishedname in the subject field as specified by the name component.

ame is.the distinguished name of the first intended recipient of the argument or result. For example, if a
htes a.signed argument, the name is the distinguished name of the DSA to which the operation is submitted.

The t

rando

onent
If the
pient
have

DUA

m number to enable the detection of replay attacks.

The random value is a number that should be different for each request, response or error. It is used in conjunction with
the time parameter to enable the detection of replay attacks. If sequence integrity is required, then the random argument
may be used to carry a sequence integrity number as follows:

a) Therandom value used with operation arguments is derived using a pre-agreed sequence (e.g., the previous

22

value plus 1) from:

i)  for the first operation sent from a system on a binding, the random value passed in the bind operation

argument/result by the remote peer system; and

ii)  for subsequent operations, the random value passed in the previous operation in the same direction.
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b) The random value used with operation results or errors is derived using some pre-agreed sequence from
the random value in the request (e.g., random in request argument plus 1).

The target ProtectionRequest may appear only in the request for an operation to be carried out, and indicates the
requester's preference regarding the degree of protection to be provided to the result. Two levels are provided: none
(no protection requested, the default), and signed (the Directory is requested to sign the result). The degree of protection
actually provided to the result is indicated by the form of result and may be equal to or lower than that requested, based
on the limitations of the Directory.

The operationCode parameter is used to bind securely the operation code to the message (request arguments, results or
errors). If this parameter is present, it shall take the value of the operation code for the operation and the receiver shall
check that the value in this parameter is equal to the operation code in the received message. If not, the assumption is that
the operation code has been changed and the message shall be discarded,

NOTE 2 -— The operation code is only securely bound to the message if the message is signed,

The grrorProtection request may appear only in the request for an operation to be carried out, and indicatgs the
requepter's preference regarding the degree of protection to be provided to any error. Two levels are proyided: [none
(no protection requested, the default), and signed (the Directory is requested to sign the error). The degree of protgction
actually provided to the error is indicated by the form of error and may be equal to or lower than thatyrequested, baded on
the limitations of the Directory.

NOTE 3 — A DUA may request that any security label context be returned with an attribute value using the context selectiof.

The grrorCode is used to secure the error code where an error is returned in response to an‘operation.

If the|syntax of Time has been chosen as the uTcTime type, the value of the two-digit-year field shall be rationalized into
a four-digit year value as follows:

—  Ifthe 2-digit value is 00 to 49 inclusive, the value shall have 2000 added to it.
—  Ifthe 2-digit value is 50 to 99 inclusive, the value shall have.2900 added to it.

GenekalizedTime shall be used if the negotiated version is v2 or gréater. The use of GeneralizedTime When ¥1 has
been pegotiated may prevent interworking with implementations unaware of the possibility of choosing either UTQTime
or GeheralizedTime. It is the responsibility of those specifying the domains in which this Directory Specification will
be usgd, e.g., profiling groups, as to when the GeneralizedTime may be used. In no case shall uTcTime be usgd for
repregenting dates beyond 2049.

7.11 Common elements of procedure for access control

This ¢lause defines the elements of procedure-that are common to all abstract service operations when basic-access-cqntrol,
rule-Hased-access-control or both are in effect” If both mechanisms are in effect, the order in which they are applidd is a
local atter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanisnt, then
a grart from the other mechanism shall not override it. In this respect, DiscloseOnError permission of basic-access-cpntrol
is a grant that shall not override aldeny of rule-based-access-control.

7.11.1  Common elements-of procedure for basic access control

7.11.1.1 Alias derefefencing

If, in|the process oflocating a target object entry (identified in the argument of an abstract service operation)] alias
derefg¢rencing is.required, no specific permissions are necessary for alias dereferencing to take place. However, if alias
derefg¢rencing'would result in a ContinuationReference being returned (i.e., in a Referral), the following sequence
of ac¢ess'controls applies. If the DSA chains the request to another DSA and receives a referral back from it, th¢n the
accesp controls shall be applied to the referral if the targetobject in the referral is the same as in the chained repuest.
That is, the DSA shall police all referrals whether they were generated locally or remotely.

1) Read permission is required to the alias entry. If permission is not granted, the operation fails in accordance
with the procedure described in clause 7.11.1.

2)  Read permission is required to the aliasedEntryName attribute and to the single value that it contains.
If permission is not granted, the operation fails and nameError with problem
aliasDereferencingProblem shall be returned. The matched element shall contain the name of the
alias entry.
NOTE - In addition to the access controls described above, security policy may prevent the disclosure of knowledge information
which would otherwise be conveyed as a ContinuationReference in Referral. If such a policy is in effect and if a DUA
constrains the service by specifying chainingProhibited, the Directory may return a serviceError With problem
chainingRequired. Otherwise, a securityError with problem insufficientAccessRights Or noInformation shall be
returned.
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7.11.1.2 Return of Name Error

If, while performing an abstract service operation, the specified target object (alias or entry) — e.g., the Name of an entry
to be read or the baseObject in a search request — could not be found, a nameError with problem noSuchObject
shall be returned. The matched element shall either contain the name of the next superior entry to which DiscloseOnError

permi

ssion is granted, or the name of the DIT root (i.e., an empty RDNSequence).

NOTE — The second alternative may be taken by a DSA which does not have access to all superior entries.

7.11.1.3 Non-disclosure of the existence of an entry

If acc

ess is denied under rule-based-access-control, then the DiscloseOnError permission is not applicable.

If, while performing an abstract service operation, the necessary entry level permission is not granted to the specified
object entry — e.q., the entry to be read — the operation fails and the error returned is one of: if DiscloseOnError

targe

perm
noln
matc
grants

N

ssion is granted to the target entry, a securityError with problem insufficientAccessRigh

d, or the name of the DIT root (i.e., an empty RDNSequence).
DTE — The second alternative may be taken by a DSA which does not have access to all superior entries

Es Or

Formation shall be returned; otherwise, a nameError with problem noSuchobject shall be returped. The
hed element shall either contain the name of the next superior entry to which DiscloseOnError‘permissjon is

Additionally, whenever the Directory detects an operational error (including a referral), it shall-ensure that in retyrning
that efror, it does not compromise the existence of the named target entry and any of its superiors. For example, hefore
returring a serviceError Wwith problem timeLimitExceeded Of an updateError with pr
notAl lowedOnNonLeaf, the Directory verifies that DiscloseOnError permission is(granted to the target entry.

not, t

7.11.]

Inad
result
result
as deg

If a A
in cla
the er

If the
be sef

7.11.2

7.11.2

e procedure described in the paragraph above shall be followed.

4 Return of Distinguished Name

ompare, List, or Search operation, ReturnDN permission is required,to/the object (0r baseObject) entry i
of dereferencing an alias, the object's distinguished name is to be returned in the name parameter of the ope
(see clause 10.2.3). If this permission is not granted, the Directory shall return an alias name for the entry in
cribed in clause 7.7, or it shall omit the name parameter altogether.

ead or Search operation, is not granted, the Directory shall return the name of an alias instead, as des
Ise 7.7, or if no alias name is available, it shall fail the operation with a nameError (in the case of Read) o
try from the results (in the case of Search).

{0 TRUE.

Common elements of procedure for rule-based-access-control

.1 Accessing an entry (entry level permission)

bblem
fitis

F asa
Fation
Stead,

ribed
omit

user supplied alias name is returned in the result, then the aliasDeferenced flag of CommonResults shall not

In orgler to access an entry, permiSsion is required to access at least one attribute value in the entry. If entry| level

perm

7.11.2

In ord
of the
entry|
which

N

ssion is not granted, then-nameError with problem noSuchobject shall be returned.

.2 Returning the,name of an entry

RDN of the)entry (this is termed RDN permission). No permissions are required from any of the superiors

RDN'permission has been granted, or to omit the name component from the operation result.
DTE- The selection of an appropriate alias name is further described in the notes of clause 7.7.

er to return the.DN of an entry, permission is required to access all the attribute values of at least one context Variant

Df the

If RDNspermission is not granted, then a DSA may choose to either return the DN of a valid alias of the enfry for

7.11.2.3 Alias dereferencing

In order to dereference an alias, permission is required to access the aliasedEntryName attribute value.

7.11.2.4 Return of Name Error (noSuchObject)

The matched component of nameError With problem noSuchob3ject shall be set to the name of the next superior entry
to which the requester has RDN permission. If such an entry is not available to the DSA generating the error, then the

name

of the DIT root shall be returned.

7.11.2.,5 Accessing an attribute

In order to access an attribute, permission is needed to access at least one of the values of the attribute.

24
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7.11.2.6 Deleting information

In order to delete an attribute value, permission is needed to access that value. When deleting an entry or an attribute, the
operation shall return a successful response if at least one attribute value is deleted, irrespective of how many values were
requested to be deleted.

7.11.2.7 Invoking search-rules

In order to evaluate a search-rule against the arguments of a search operation, invoke permission to the search-rule is
required for the requester originating the search operation. The user needs no other permissions to access the search-rule
attribute or the subentry that contains it.

7.11.3  Family information

Familymformationistreatedthe Same way as any Other formation, except that the-access tontrotinformatiom (AG 1) for
whicl the ProtectedItem is marked as is includeFamily; if the ACI is applicable to an ancestor or family m¢mber
this cquses subordinate family members to be subject to the same ACI. IncludeFamily is only meaningfulwhen applied
to an pntry protected item.

7.12 Managing the DSA Information Tree

The DSA Information Tree held by a DSA can be managed using the Directory abstract ,service. When the| DSA
Information Tree is managed:

— all DSEs in a DSA are visible through the DAP including the root DSE{

— attributes defined as no user modification may be modified .(though the DSA can reply with a
serviceError With problem unwillingToPerform if it cannatySupport the requested change);

—  knowledge is merely another attribute which can be read and~modified; and
—  the DSA never chains requests or returns referrals or contifiuation references.

Visib|lity of DSEs and the retrieval of or changes to operational aftributes can be controlled via access control jn the
normal way.

The management of a DSA Information Tree is achieved by.a DUA using the following procedures:
1) The DUA BINDs directly to the DSA which holds the DSA Information Tree that is to be managed
2) For each operation that is used to mariage the DSA Information Tree:
—  the manageDSAIT extension bit shall be set;
—  the manageDSAIT option shall be set;
— the manageDSAITPlaneRef option shall be included if a specific replication plane is to be marjaged.
The following companents are ignored by the Directory:
- operationProgress iN CommonArgument;
— referenceType iN CommonArgument;
—  entryOnly in CommonArgument;
— (nameResolveOnMaster iN CommonArgument; and

\/ chainingProhibited iN ServiceControls.

7.13 Procedures for families of entries

As specified in clause 7.3.2, family members within a compound entry may be grouped together for the purpose of
operation evaluation. This grouping is only relevant for Compare, Search and Remove Entry operations. If family
grouping is specified for any other operation, it shall be ignored.

For determining which family members that shall be returned according to the familyReturn component of the
entryInformationSelection, the concepts of contributing member and participating member is introduced. These
concepts are only relevant for operations that return entry information, i.e., Read, Search and Modify Entry operations.

If a family member makes an active contribution to the operation evaluation, it is marked as a contributing member. A
family member makes a contribution to the match if it is part of a family grouping that matches the filter and if it holds
one or more attributes that are matched by non-negated filter items. It also contributes if it holds an attribute of a given
type if a negated filter item for the same type does not match. In the case of a Read or Modify Entry operation, the family
member that is selected by the operation (as specified by the object component of the operation) is the only member
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marked as a contributing member and as a participating member. In the case of a Search operation, family grouping is
done for filter matching. If a family grouping matches a filter (see clause 7.8.3), all members that have contributed actively
to the matching are marked as contributing members, while all entries of the grouping are marked as participating
members. If the filter used is the default filter (and : { 1}), then all members of a family grouping shall be marked as
participating members, but not as contributing members.

When a family grouping of compound entry matches the filter and the searchargument specifies hierarchy selection
(except for sel£), the selected entries shall also be marked if applicable. If the ancestor of the compound entry is marked
as participating (and possibly also as contributing), all referenced entries of the hierarchical group that are not compound
entries shall be selected, otherwise they shall be excluded. If a referenced entry is a compound entry, the marking of its
members shall be done as follows. Each member of the referenced compound entry that have the same local member
name as a member of the matched compound entry is marked the same way. All other members of the referenced
compound entry are left unmarked.

As a $earch filter can possibly match several compound entries, the resulting selection and marking shall be the‘unjon of
those|for the individual matched compound entries.

If a matched entry not being a compound entry references a compound entry in its hierarchy selection,‘all‘the mebers
of that compound entry are marked as participating.

How this marking of entries affects the return of entry information is detailed in clause 7.6.4.

Family members may be packed into a family-information derived attribute. If only a single member of a compound
entry|is returned in the result, packaging shall not be performed. However, if several members are returned from aRead
or Mqdify Entry operation, these members shall be packed. In the case of a Search operation where several membgrs of
a cor:tpound attribute are returned they shall be packed unless the separateFamilyMembers search control option is
set, il which case the members shall be returned as separate entries.

Wher| performing search operations involving compound entries, there are/four relevant phases for a Search operatjion:

a) The groupings of family members within each entry of‘interest, as defined by familyGroupinl, are
logically considered within each candidate entry (i.e,, ‘as selected by subset). By pooling together all the
attributes of the group, all attribute values for a given attribute type are considered to belong to that pingle
attribute type, even if they originate from differeqit-family members.

b) The filter is applied to each family grouping;if the filter is satisfied for the grouping, the compound|entry
then satisfies the filter, and is considered<to be selected by the filter. Family members are marKed as
described above.

¢) The marked entries are augmentedj.as specified by familyReturn in EntryInformationSeleckion,
to mark all entries that would be.réturned.

d) If the additionalControl~Component is present in a governing-search-rule (see clause 16.10.8 of
Rec. ITU-T X.501 | ISQAEC 9594-2), the markings, and thereby what is returned, may be changed ps the
result of processing the)referenced control attributes.

8 Directory authentication

The Directory suppors.the authentication of users accessing the Directory via DUAs and the authentication of dirg¢ctory
systerns (DSAs) ta-users and to other DSAs. Depending on the environment, either simple or strong authentication may
be us¢d. The procedures to be used for simple and strong authentication in the Directory are described in the follgwing
subclquses.

8.1 Simple authentication procedure

Simple authentication is intended to provide local authorization based upon the distinguished name of a user, a bilaterally
agreed (optional) password, and a bilateral understanding of the means of using and handling this password within a
single domain. The utilization of simple authentication is primarily intended for local use only, i.e., for peer entity
authentication between one DUA and one DSA or between one DSA and one DSA. Simple authentication may be
achieved by several means:

a) the transfer of the user's distinguished name and (optional) password in the clear (non-protected) to the
recipient for evaluation;

b) the transfer of the user's distinguished name, password and a random number and/or a timestamp, all of
which are protected by applying a one-way function;
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c) thetransfer of the protected information described in b) together with a random number and/or a timestamp,

all of which is protected by applying a one-way function.

NOTE 1 — There is no requirement that the one-way functions applied be different.
NOTE 2 — The signalling of procedures for protecting passwords may be a matter for an extension to the document.

Where passwords are not protected, a minimal degree of security is provided for preventing unauthorized access. It should
not be considered a basis for secure services. Protecting the user's distinguished name and password provides greater
degrees of security. The algorithms to be used for the protection mechanism are typically non-enciphering one-way

functi
The g

ons that are very simple to implement.

eneral procedure for achieving simple authentication is shown in Figure 2.
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Figure 2 — The unprotected simple authentication proeedure

bllowing steps are involved:
1) Anoriginating user A sends its distinguished name and.password to recipient user B.

2) B sends the purported distinguished name and password of A to the Directory, where the passw
checked against that held as the UserPassword(attribute within the directory entry for A (usin
Compare operation of the Directory).

3) The Directory confirms (or denies) to B that the credentials are valid.
4) The success (or failure) of authentication-may be conveyed to A.

host basic form of simple authentication involves only step 1) and after B has checked the distinguished nam
ord, may include step 4).

Generation of protected identifying information

e 3 illustrates two approaches byywhich protected identifying information may be generated. f1 and f2 are on
ons (either identical or different) and the timestamps and random numbers are optional and subject to bi
ments.

K E provides a suggested algorithm to be used for protected passwords.
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A User's distinguished name

t Timestamps

passw"  Password of A

q Random numbers, optionally with a counter included

Figure 3 — Protected simple authentication
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8.1.2 Procedure for protected simple authentication

Figure 4 illustrates the procedure for protected simple authentication.

X.511(16)_F04

Figure 4 — The protected simple authentication procedure

The fpllowing steps are involved (initially using f1 only):

1) An originating user, user A, sends its protected identifying information (Authenticatorl) to uger B.
Protection is achieved by applying the one-way function (f1) of Figure 3, where the timestamp and/or
random number (when used) is used to minimize replay and to conceal the password:

The protection of A's password is of the form:
Protectedl = f1 (t14, g1, A, passw”)

The information conveyed to B is of the form:
Authenticatorl = t1#, g1, A, Protectedl

2) B verifies the protected identifying information offered by A by generating (using the distinguished|name
and optional timestamp and/or random number provided by A¢together with a local copy of A's passjvord)
a local protected copy of A's password (of the form Protected1). B compares for equality the purgorted
identifying information (Protectedl) with the locally generated value.

3) B confirms or denies to A the verification of the protected identifying information.

The grocedure can be modified to afford greater protection using-f1 and f2. The main differences are as follows:

1) A sends its additionally protected identifying.information (Authenticator2) to B. Additional protecron is
achieved by applying a further one-way fufction, f2, as illustrated in Figure 3. The further protectiof is of
the form:

Protected2 = f2 (124, q24, Protected1)
The information conveyed to.B.is-of the form:
Authenticator2 = t14, t2% q14, g2, A, Protected?

For cpmparison, B generates a local-value of A's additionally protected password and compares it for equality with that
of Prgtected?.

2) B confirms or_deniés to A the verification of the protected identifying information.

8.2 Password policy

8.2.1 Introduction

Password policyis a set of rules that controls how passwords are used and administered in the Directory. It improvgs the
securlty of the Directory and makes it difficult for password cracking programs to break into the Directory. These rules
ensurg that ‘users change their passwords periodically, that passwords meet quality requirements, that the reuse ¢f old
pass i fCted; i i T i es the
user to update its password after it has been set for the first time, or has been reset by a password administrator. However,
in some cases, it is desirable to disallow users from adding and updating their own passwords.

A password is supposed not to be well known. If a password is frequently changed, the chance of misuse is minimized.
Password policy administrators may deploy a password policy that causes passwords to expire after a given amount of
time thus forcing users to change their passwords periodically. There must be a way to make users aware of the need to
change their password before being locked out of their accounts. One or both of the following methods could be used:

— A warning may be returned to the user sometime before the password is due to expire. If the user ignores
this warning before the expiration time, the account will be locked.

—  The user may Bind to the directory a certain number of times after the password has expired. If the user
fails to change the password following one of the 'grace’ authentications, the account will be locked.
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Password quality rules are rules for how a password shall be constructed. It is not the intention to provide a specification
for password qualities, as requirements on quality may change over time. Password quality includes things like:
—  minimum length;
— amixture of characters (uppercase, lowercase, figures, punctuations, etc.); and
— avoidance of trivial passwords.
A particular quality rule requires specialized code within the implementation. It may therefore be of advantage to

standardize password quality rules and assign object identifiers to such rules. An implementation may then claim support
to one or more of such standardized quality rules.

An intruder may try to guess a password to get access to protected information. Currently, two different safeguards have
been identified:

—  Specification of the maximum number of failed attempts before a successful attempt within a given time
span (which could be indefinitely): This approach allows for "denial of service attacks". One or|more
genuine users could have their access to the directory barred by the action of an attacker.

—  The other mechanism is to insert a delay before returning information on authentication failurg, and
increasing this delay for repeated failed authentications on the same connection. AFhis approach [slows
authentication, and makes brute force attacks impractical.

Password history is a mechanism to prevent password reuse. Previously used passwords shiould be stored to allow the
Direcfory to ensure that a new password has not been previously used. Old passwords are'stered for a time specified by
the password policy, and after this time a password may be reused. The history is maintained in a userPwdHigtory
multitvalued operational attribute. A value is purged after a specific time, and the purged password may in principle be
reusefl. The maximum time a password is kept in the userPwdHistory attribute is specified illl the
pwdMlaxTimelnHistory operational attribute, and the minimum time is- specified in the pwdMinTimelnHjstory
operational attribute. The number of passwords stored is limited by the pwdHistorySlots operational attribute apd the
password cannot be changed if there is no free slot in the history and no‘passwords in the history have been for lesg than
the pwdMinTimelnHistory, so a user cannot revert to a "preferred password" simply by making lots of password changes.

The gassword policy can be used with clear passwords (using the>clear alternative of the userpwd attribute), of with
ted passwords (using the encrypted alternative of the'userPwd attribute) or with another password attribute. All

entries in the same specific password administrative area shall use the same password attribute type.
8.2.2 Operational attributes and procedures
The pissword policy uses specific operational attributes to register policy parameters, times and dates related to pasgword

Wher| a password value is first stored in the directory, in the userpwd attribute, the pwdStartTime operational attyibute

pwdskartTime Of the entry\in which case it does not need to be stored in the directory entry, or it is set py an
administrator, in which case.jtshall be stored in the directory entry. The pwdEndTime Operational attribute which coptains
the eXpiration of the agcaunt may either be automatically computed from the pwdMaxAge operational attribute or pet by
expligit administratap/action. It is an implementation option whether the value is dynamically computed by addit{on of
the pydMaxAge t0'the pwdstartTime Of the entry, in which case it does not need to be stored in the directory enfry, or
is set py an administrator, in which case it shall be stored in the directory entry.

The gwdstartTime operational attribute may also be set by an Administrator to specify that the account cannot bg used
befor¢ a-given time.

When the user (or an administrator acting on behalf of the user) changes the userpwd attribute within the pwdMaxage
period, the pwdstartTime operational attribute should be updated. The pwdExpiryTime and the pwdEndTime
operational attributes should be recomputed and updated to reflect the new password creation time.

NOTE - If a user does bind with the Directory for a long time, the values of pwdExpiryTime and pwdEndTime operational
attributes may be exceeded and the account automatically locked.
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Figure 5 — Time chart for password attributes
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pwdRecentlyExpired). When the recently expired password duration time is over, the recently expired pas
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Figure 6 — Time line for recently expired passwords
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ord duration time or until the user changes their password again. However, it will be kept in the password hjstory

The password history attribute is used to prevent password reuse, by storing old values of the user's password so that the
user cannot reuse the same password again whilst it is stored in the password history (see Figure 7). When the user (or an
administrator acting on behalf of the user) changes their password, it may be copied into the password history
(userPwdHistory) operational attribute along with the time that the password was changed. The password maximum
time in history attribute (pwdMaxTimeInHistory) specifies the maximum duration (in seconds) that a password should
remain in the password history. Once this time has expired for a particular password, then it is removed from the password
history, and the user may use this password again.

The number of slots in the password history table (or password history attribute values) is defined in the
pwdHistorySlots operational attribute. When all the slots are filled, the oldest password may be removed subject to it
having been in the history for a minimum duration time (as specified in the pwdMinTimeInHistory attribute).
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NOTE — If an administrator has to change the password of a user when all the history slots are full and no passwords are older than
pwdMinTimeInHistory, then the administrator might free two slots in the history table (i.e., delete two attribute values), reset
the user's password to a temporary value (which is copied into the history), leaving one spare slot for the user to choose their own
new password.
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NOTE — If the Directory system changes its encryption algorithm then a user will be able to us¢)the same
password again since the encrypted password will be different.

Figure 7 — userPwdHistory attribute

9 Bind, Unbind operations, Change Password and Administer Password operations
The Directory Bind and Directory Unbind operations, defined in clauses 9. and 9.2 respectively, are used by the]DUA
at the|beginning and end of a particular period of accessing the Directary.

9.1 Directory Bind

911 Directory Bind syntax

A Directory Bind operation is used at the beginning of a'period of accessing the Directory.
direftoryBind OPERATION ::= {

ARGUMENT DirectoryBindArgument
REBULT DirectoryBindResult

ERRORS {directoryBindError}. }
DireftoryBindArgument ::=_SET {
cregdentials [0] Credentials OPTIONAL,
veksions [1] Vetrsions DEFAULT {vl},
}
Credentials ::= _CHOICE ({
simple [0] SimpleCredentials,
strong [1] StrongCredentials,
exfkernalProcedure [2] EXTERNAL,
sp [3] SpkmCredentials,
sagl [4] SaslCredentials,
}
SimpleCredentials ::= SEQUENCE ({
name [0] DistinguishedName,
validity [1] SET {
timel [0] CHOICE {
utc UTCTime,
gt GeneralizedTime} OPTIONAL,
time2 [1] CHOICE {
utc UTCTime,
gt GeneralizedTime} OPTIONAL,

randoml [2] BIT STRING OPTIONAL,

random2 [3] BIT STRING OPTIONAL} OPTIONAL,
password [2] CHOICE ({

unprotected OCTET STRING,
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protected HASH{OCTET STRING},

userPwd [0] UserPwd } OPTIONAL }

StrongCredentials ::= SET {
certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token,
name [2] DistinguishedName OPTIONAL,
-- [3] Not to be used
}
SpkmCredentials ::= CHOICE ({
req [0] SPKM-REQ,
rep [1] SPKM-REP-TI,
¥
Saslfredentials ::= SEQUENCE ({
mefhanism [0] DirectoryString{ub-saslMechanism},
crgdentials [1] OCTET STRING OPTIONAL,
saplAbort [2] BOOLEAN DEFAULT FALSE,
}
ub-shslMechanism INTEGER ::= 20 -- According to RFC 2222
Tokeh ::= SIGNED{TokenContent}
TokehContent ::= SEQUENCE ({
algorithm [0] AlgorithmIdentifier{{SupportedAlgorithms}};
name [1] DistinguishedName,
time [2] Time,
rahdom [3] BIT STRING,

regponse [4] BIT STRING OPTIONAL,
}

Verslfions ::= BIT STRING {v1(0), v2(1)}

DireftoryBindResult ::= SET {
crgdentials [0] Credentials OPTIONAL,
veksions [1] Versions DEFAULT {vl},

4

pwfiResponseValue [2] PwdResponseValue OPTIONAL }

PwdResponseValue ::= SEQUENCE {
wapning CHOICE ({
LimeLeft [0] INTEGER (0..MAX),

jraceRemaining [1] ANTEGER (0..MAX),
...} OPTIONAL,
erkor ENUMERATED {
pbasswordExpired « (0) ,
thangeAfterReset) (1),
} OPTIONAL}

direftoryBindEfror ERROR ::= {
PARAMETER\OPTIONALLY-PROTECTED {SET ({
rersions [0] Versions DEFAULT {vl},
rror CHOICE ({
r ServiceError [1] ServiceProblem,
securityError [2] SecurityProblem,
...},
securityParameters [30] SecurityParameters OPTIONAL }}}
BindKeyInfo ::= ENCRYPTED{BIT STRING}

9.1.2 Directory Bind arguments

The credentials component of the DirectoryBindArgument allows the Directory to establish the identity of the
user. The credentials may be simple, or strong or externally defined (externalProcedure) (as described in

Rec. ITU-T X.509 | ISO/IEC 9594-8).

If simple is used, it consists of a name (always the distinguished name of an object), an optional validity, and an optional
password. This provides a limited degree of security. The password may be unprotected, or it may be protected (either
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Protectedl or Protected2) as described in clause 18.1 of Rec. ITU-T X.509 | ISO/IEC 9594-8 or it may be the userpPwd
attribute. The validity supplies timel, time2, randoml and random2 arguments, which derive their meaning through
bilateral agreement, and which may be used to detect replay. In some instances a protected password may be checked by
an object which knows the password only after locally regenerating the protection to its own copy of the password and
comparing the result with the value in the bind argument (password). In other instances, a direct comparison may be
possible. A possible approach for protected passwords may be found in Annex K of ITU-T X.509 | ISO/IEC 9594-8. If the
userPwd attribute is used, the password may be transmitted in the clear or encrypted and the matching rule is defined in
clause 18.1.8 of Rec. ITU-T X.509 | ISO/IEC 9594-8.

GeneralizedTime shall be used for timel and time2 if the negotiated version is v2 or greater. The use of
GeneralizedTime When v1 has been negotiated may prevent interworking with implementations unaware of the
possibility of choosing either UTCTime Or GeneralizedTime. It is the responsibility of those specifying the domains
in which this Directory Specification will be used, e.qg., profiling groups, as to when the GeneralizedTime may be used.
uTcTfime shall not be used for representing dates beyond 2049.

For the strong alternative, the specification for the parameters of StrongCredential are:

— the certificate-path component, if present, shall hold a certification path as Specified Ry the
CertificationPath data type as defined in clause 7.6 of Rec. ITU-T X.509 | ISOAEE 9594-8;

— the bind-token component shall be signed and shall have the subcomponents asySpecified below; and
—  the name component shall hold the distinguished name of the requester.

This ¢nables the bound DSA to authenticate the identity of the requester establishing-the application-association. The
corregponding information in the result allows the requester to authenticate the bound.DSA.

If the|spkm alternative is taken in, information relating to identity is conveyed. This enables the identity of either pntity
to be puthenticated.

The arguments of the bind token are used as follows. algorithm is theqdentifier of the algorithm employed to sign this
inforration. name is the name of the intended recipient. The time patameter contains the expiry time of the tokerL. The
randpm number is a number which should be different for each unexpired token, and may be used by the recipifent to
detect replay attacks.

If externalProcedure is used, then the semantics of the authentication scheme being used are outside the scope [of the
Direcfory Specifications.

sasl|is used when using the Simple Authentication and Security Layer (SASL) specified in IETF RFC 4423. If a
direftoryBind operation is invoked with alsaslCredentials mechanism value set to the empty string, a
SecufityError Of inappropriateAuthentication shall be returned.

The Yersions component of the DirectoryBindArgument identifies the versions of the service which the DJA is
prepafed to participate in. The valuestdenotes the protocol version 1 and the value v2 denotes the protocol vergion 2.
The vialue v2 shall be used if, in a;subsequent Modi £yEntry operation, the altervValues Or resetvValue modififation
types|are to be sent in a request.or-a result other than NULL is required (see clause 12.3). The value shall be set tq v2 if
signing of errors or result to/Add Entry, Remove Entry, Modify Entry, Modify DN is used.

Migrgtion to future versions of the Directory should be facilitated by:

a) any elements of DirectoryBindArgument other than those defined in this Directory Specification shall
be-accepted and ignored;

b) _<additional options for named bits of DirectoryBindArgument (e.g., versions) not defined shhll be
accepted and ignored.

The ftespc
required.

9.1.3 Directory Bind results
Should the bind request succeed, a result shall be returned.

The credentials component of the DirectoryBindResult allows the user to establish the identity of the Directory.
It allows information identifying the DSA (that is directly providing the Directory service) to be conveyed to the DUA.
It shall be of the same form (i.e., CHOICE) as that supplied by the user.

The versions parameter of the DirectoryBindResult indicates which of the versions of the service requested by the
DUA is actually going to be provided by the DSA.
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The following applies independently whether the DSA holds the responder's master entry or a replicated entry:

a) Ifthe warning.timeLeft component is present and different from zero, the error component shall be

absent.

b) Ifthe warning.graceRemaining component is present, the error.passwordExpired may be set.

The following applies when the DSA holds the master entry for the requester:

a) If warning is present with either the timeLe£ft Set to zero or graceRemaining Set to zero and
error.passwordExpired Set, only a change-password operation is accepted.

b) if error.changeAfterReset iS Set, warning shall not be present. Only a change-password operation

is accepted.

9.14

Should the bind request fail, a bind error shall be returned. If the Bind request was using strong authentication or)ifS
credeptials were supplied, then the Bind responder may sign the error parameters.

The lersions parameter of the directoryBindError indicates which versions are supported by the DSA.
The SecurityParameters components (see clause 7.10) shall be included if the error is to be signed.

A se¢urityError Ofr serviceError shall be supplied as follows:

sefurityError inappropriateAuthentication

sekviceError unavailable

For details on serviceError and securityError, seeclauses 14.7 and 14.8.

9.2

The
and 7
1SO/I

N

10

Therg
opera

10.1

10.1.]

Directorv: Bind arrarce
SHECtoHyDmaSrrots

invalidCredentials
blockedCredentials

spkmError
unsupportedAuthenticationMethod
passwordPolicyRequired
passwordExpired
inappropriateAlgorithms

saslBindInProgress

Directory Unbind

nbinding at the end of a period of accessing the Directory is for the OSI environment specified in clauses
6.5 of Rec. ITU-T X.519 | ISO/IEC 9594-5 and for the TCP/IP environment in clause 9.2.2 of Rec. ITU-T X
FC 9594-5.

DTE — On unbinding, all paged resulfs that have not been accessed so far become inaccessible, and they should be dispos

Directory Read operations

are two 'read-liKe"\operations: read and compare, defined in clauses 10.1 and 10.2, respectively. The ab4
fion, defined inc€lause 10.3, is grouped with these operations for convenience.

Read

Read syntax

PKM

7.6.4
519 |

pd of.

Indon

A Read operation is used to extract information from an explicitly identified entry. It may also be used to verify a
distinguished name. The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X.501 |
ISO/IEC 9594-2) by the requester. If the target component of the SecurityParameters (see clause 7.10) in the
request is set to signed and a result is to be returned, the result may be signed. Otherwise, the result shall not be signed.

read

OPERATION ::= {

ARGUMENT ReadArgument
RESULT ReadResult
ERRORS {attributeError |

34

nameError |
serviceError |
referral |
abandoned |
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securityError}
CODE id-opcode-read }
ReadArgument ::= OPTIONALLY-PROTECTED { ReadArgumentData }
ReadArgumentData ::= SET ({
object [0] Name,
selection [1] EntryInformationSelection DEFAULT ({},

modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,

-7

4

COMPONENTS OF CommonArguments }

ReadResult ::= OPTIONALLY-PROTECTED { ReadResultData }
ReadResultData ::= SET {
enkry [0] EntryInformation,

mo
CO

Modi
it

HifyRights [1] ModifyRights OPTIONAL,

4

10.1.3

The g
maore

The selection component indicates which information from the entry is requested (see clause 7.6). However, it 3

not be

The @
to the|
If the
shall

The nodi fyRightsRequest/component is used to request the return of the requester's modification rights to the

and it
10.1.9

Shou
The 4

- 7
MPONENTS OF CommonResults }
FyRights ::= SET OF SEQUENCE ({

m CHOICE {

ntry [0] NULL,

bttribute [1] AttributeType,

ralue [2] AttributeValueAssertion,
...},

rmission [3] BIT STRING {

dd (0),
emove (1),
ename (2),
ove (3)},
-}

Read components
aliases, they are dereferenced (unless this is prohibited by the relevant service controls).
assumed that the attributes returned aré-the same as or limited to those requested.

request. For the purposes of thisioperation, the sizeLimit component is not relevant and is ignored if pro
argument of this operation istg-be signed by the requester, the SecurityParameters (See clause 7.10) comp
De included in the arguments.

5 attributes.

Read results
d the reguest succeed, the result shall be returned.

ntrysresult parameter holds the requested information (see clause 7.7). This may include family informat

requiedby the presence of a familyReturn element in EntryInformationSelection.

bject component identifies the object entry fromwhich information is requested. Should the Name involve ¢ne or

hould

ommonArguments (See clause 7.3) include a specification of the service controls and security parameters applying

ided.
onent

entry

on, if

The modifyRights parameter is present if it was requested via the modifyRightsRequest component, and the user
has modification privileges to some or all of the requested entry information, and the return of this information is permitted
by the local security policy. If returned, the modification rights of the requester are returned for the entry and for the
attributes specified in the selection component. The parameter contains the following:

©

— Anelement of the SET is returned for the entry; for each user attribute requested which the user has
the right to add or remove; and for each returned attribute value for which the user's rights to add or

remove it differ from those of the corresponding attribute.

—  The returned permission indicates which operations or actions on the entry by the user would succeed.
In the case of an entry, remove indicates that a RemoveEntry operation would succeed; rename indicates

that a ModifyDN operation with the newSuperior parameter absent would succeed; and move

that a

Modi fyDN operation with the newSuperior parameter present and an unchanged RDN would succeed.
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In the case of attributes and values, add indicates that a ModifyEntry operation that adds the attribute
or value would succeed; and remove indicates that a Modi fyEntry operation that removes the attribute
or value would succeed.

NOTE — An operation to move an entry to a new superior may also depend on permissions associated with the new superior (as for
example with basic-access-control). These are ignored when determining permission.

The commonResults (see clause 7.4) include the security parameters applying to the response. If this result is to be
signed by the Directory, the SecurityParameters (See clause 7.10) component shall be included in the results.

10.1.4 Read errors

Should the request fail, one of the listed errors shall be reported. If none of the attributes explicitly listed in selection
can be returned, then an attributeError with problem noSuchAttributeOrValue shall be reported. The
CircunTStarces umnder Wit other errors stratt-be Teported-are defimed-imclause 14:

10.1.3 Read operation decision points for basic access control

If rul¢-based-access-control is also to be applied, the order in which it is applied with respect to basic-aceess-contrpl is a
local matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it
shall pot be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-contrpl is a
permission that shall not override a deny of rule-based-access-control.

If basfc-access-control is in effect for the entry being read, the following sequence of access eontrols applies:

1) Read permission is required to the entry being read. If permission is not\granted, the operation fails in
accordance with clause 7.11.1.3.

2) If the infoTypes element of selection specifies that attribute-types only are to be returned, then for
each attribute type that is to be returned, Read permission is_required. If permission is not grantef, the
attribute type is omitted from the ReadResult. If, as a conseguence of applying these controls no attyibute
information is returned, the entire operation fails in accordance with clause 10.1.5.1.

3) Ifthe infoTypes element of selection specifies that attribute types and values are to be returned, then
for each attribute type and for each value that is tode returned, Read permission is required. If permjssion
to an attribute type is not granted, the attribute is;omitted from ReadResult. If permission to an attfibute
value is not granted, the value is omitted frefiits corresponding attribute. In the event that permisgion is
not granted to any of the values within the-attribute, an Attribute element containing an empty SET OF
AttributeValue is returned. If, as aconsequence of applying these controls, no attribute inform:jion is
returned, the entire operation fails_ in accordance with clause 10.1.5.1.

NOTE — Privileges that permit a DAP read operation may not work in an LDAP environment where browse permission is reguired
tolsupport an equivalent read service.

10.1.%.1 Error returns

If the|operation fails as defined inclatse 10.1.5, items 2) or 3), the valid error returns are one of:

a) If an open-ended option was specified (i.e., allUserAttributes Of allOperationalAttribuTs), a
securityExror With problem insufficientAccessRights Of noInformation shall be returfed.

b) Otherwise,if a select option was specified (in attributes and/or in extraAttributes), then|if the
DiscloseOnError permission is granted to any of the selected attributes, a securityError with problem
ifisufficientAccessRights Of noInformation shall be returned. Otherwise, an attributeBrror
with problem noSuchAttributeOrvalue shall be returned.

10.1.%.2-_Non-disclosure of incomplete results

If an incomplete result is being returned in EntryInformation, i.€., Some of the attributes or attribute values have been
omitted because of the applicable access controls, the incompleteEntry element shall be set to TRUE if
DiscloseOnError permission is granted to at least one attribute type withheld from the result, or at least one attribute
value withheld from the result (for which attribute type Read permission was granted).

10.1.6  Read operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.
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If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry being
read, the following access controls apply:

1
2)

3)

If entry level access is denied under rule-based-access-control, then the operation fails with nameError
with problem noSuchoObject in accordance with clause 7.11.2.4.

If access to the entry is not permitted under the basic-access-control scheme as described in clause 10.1.5,
item 1), then the operation fails in accordance with clause 7.11.1.3.

If the infoTypes element of selection specifies that attribute types only are to be returned, then if
under rule-based-access-control, access is not granted for all attribute values of that type, the attribute type
is omitted from the ReadResult. If, as a consequence of applying these controls, no attribute information
is returned, the entire operation fails returning an attributeError Wwith problem
noSuchAttributeOrValue in accordance with clause 10.1.5.1, item b).

4)

5)

6)
7)

10.2 Compare

10.2.] Compare syntax

If the infoTypes element of selection specifies that attribute types only are to be returned, basic-dccess-
control is applied as described in clause 10.1.5, item 2).

Under rule-based access controls, if the infoTypes element of selection specifies that attribute typgs and
values are to be returned, then for each attribute value that is to be returned, access shalPbe granfed. If
access to an attribute value is not granted, the attribute value is omitted from its corresponding attrjibute.
In the event that access is not granted to any of the attribute values within an attribute, the whole attfibute
is omitted from ReadResult. If, as a consequence of applying these controls;no-attribute information is
returned, the entire operation fails returning an attribdteéError Wwith  problem
noSuchAttributeOrValue.

basic-access-control is applied as described in clause 10.1.5, item 3).
The name of the entry returned in the operation result is determinechas defined in clause 7.11.2.2.

ACo
partig
Rec.
(see g
result

Any \

are t¢ be used in the comparison against the purported attribute value assertion. If familyGrouping Sp{

mult

comp
AR
RE
ER]

CO

mpare operation is used to compare a value (which is supptiéd as a component of the request) with the value(
ular attribute type in a particular object entry. The arguments of the operation may be signed (see clause 1

) of a
7.3 of

ITU-T X.501 | ISO/IEC 9594-2) by the requesters If the target component of the SecurityParamdters

lause 7.10) in the request is set to signed and a-result is to be returned, the result may be signed. Otherwis
shall not be signed.

alue of familyGrouping except multiStrand may be used, and the attributes in all the grouped family me

i Strand, compoundEntry iS assumed.

bre OPERATION ::= {

GUMENT CompareArgument

SULT CompareRestlt

RORS {attributeError |
nameEfror |
serviceError |
referral |
abandoned |
securityError}

DE id-opcode-compare }

CompFreArgument ::= OPTIONALLY-PROTECTED { CompareArgumentData }

e, the

mbers
cifies

CompareArgumentData ::= SET {
object [0] Name,
purported [1] AttributeValueAssertion,

-7

ey
COMPONENTS OF CommonArguments }

CompareResult ::= OPTIONALLY-PROTECTED { CompareResultData }

CompareResultData ::= SET {
name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [1] BOOLEAN DEFAULT TRUE,
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matchedSubtype [2] AttributeType OPTIONAL,

-7

ey
COMPONENTS OF CommonResults }

10.2.2 Compare arguments

The object component is the name of the particular object entry concerned. Should the Name involve one or more aliases,
they are dereferenced (unless prohibited by the relevant service control).

The purported component identifies the attribute type and value to be compared with that in the entry. The comparison
is TRUE if the entry holds the purported attribute type or one of its subtypes, or there is a collective attribute of the entry
which is the purported attribute type or one of its subtypes (see clause 7.6), and if there is a value of that attribute which
matches the purported value using the attribute's equality matching rule.

N

If con
value
If no
descr

The @
to the|
If the
shall

10.2.
Shou

DTE — A compare request cannot be satisfied by a friend attribute type of the attribute type specified in this component.

text assertions are included in the attribute value assertion, then the matching shall be attempted only-against

which satisfy all the given context assertions, as described in clause 8.9.2 of Rec. ITU-T X.501 | ISO/IEC 9
context assertions are included in the attribute value assertion, then default context assertions shal be appl
bed in clause 8.9.2.2 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

request. For the purposes of this operation, the sizeLimit component is not relevantand is ignored if pro
argument of this operation is to be signed by the requester, the SecurityParameters*(see clause 7.10) comy
De included in the arguments.

Compare results

d the request succeed (i.e., the comparison is actually carried out), the-tesult shall be returned.

The name component, if present, shall be the distinguished name of the entry or an alias name of the entry, as des

in clal
name

Lise 7.7. It shall be present if an alias has been dereferenced andythe name to be returned differs from the ok
supplied in the operation argument.

The nfatched result parameter holds the result of the comparison. The parameter takes the value TRUE if the values

comp

If £rq
acop

bred and matched, and FALSE if they did not.

mEntry iS TRUE, the information was compared, against the entry; if FALSE, the information was compared a
.

The matchedSubtype parameter is present.only-if the result of the match was TRUE and if the match succeeded be

a sub
availd

The d

ype of the purported attribute was matched. It contains the matched subtype. If more than one such subt
ble, the one highest in the hierarchy is returned.

ommonResults (See clause-7#4) include the security parameters applying to the response. If this result is

signedl by the Directory, the securityParameters (See clause 7.10) component shall be included in the results.

10.2.4

Shou
be ref

10.2.9

If rul
matte,

Compare errors

d the request fail,xone of the listed errors shall be reported. The circumstances under which the particular error
orted are definéd in clause 14.

Compare operation decision points for basic access control

-based:access-control is also applied, the order in which it is applied with respect to basic-access-control is 3

those
b04-2.
ed as

ommonArguments (See clause 7.3) include a specification of the service controls and security parameters applying

ided.
onent

ribed
ject

were

jainst

cause
pe is

to be

shall

local
Il not

[, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it sh

be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the entry being compared, the following sequence of access controls applies:

38

1) Read permission is required to the entry to be compared. If permission is not granted, the operation fails

in accordance with clause 7.11.1.3.

2)  Compare permission is required to the attribute being compared. If permission is not granted, the ope
fails in accordance with clause 10.2.5.1.

ration

3) If there exists a value within the attribute being compared that matches the purported argument and for

which Compare permission is granted, the operation returns the value TRUE in the matched
parameter of the CompareResult. Otherwise, the operation returns the value FALSE.

result
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10.2.5.1 Error returns

If the operation fails as defined in clause 10.2.5, item 2), the valid error returns are one of: if the DiscloseOnError
permission is granted to the attribute being compared, a securityError with problem insufficientAccessRights
or noInformation shall be returned; otherwise, an attributeError with problem noSuchAttributeOrvalue shall
be returned.

10.2.6  Compare operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.

If rulg-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry|being
comppred, the following access controls apply:

1) if entry level access is denied under rule-based-access-control, then the operation fails with| nameBrror
with problem noSuchobject in accordance with clause 7.11.2.4;

2) if access to the entry is not permitted under the basic-access-control scheme as described in clause 10.2.5,
item 1), then the operation fails in accordance with clause 7.11.1.3;

3) ifaccessis not granted to the attribute value being compared, the Directory shall act as though the attfibute
value was not present;

4) basic-access-control is applied as described in clause 10.2.5, items 2) and.3);
5) the name returned in the operation result is determined as defined in clause 7.11.2.2.

10.2.] Remote checking of password

A DUA may bind to another DSA than the one holding the entry for the{requester. These Directory specification$ only
considler the case where a DUA only uses simple credentials with thesaserPwd alternative. Handling of other types of
autheptication is not specified by these Directory Specifications. A'DSA receiving such a bind may have to contgct the
DSA holding the entry for the requester.

This |procedure also uses a notification attribute type pwdResponse (see clause 6.13.17 of ITU Rec. XJ520 |
ISO/IEC 9594-6).

This PSA may use a Compare operation against the’ DSA holding the entry in question to check the validity pf the
password. If the DSA does not know the password attribute type used by the DSA holding requester informatiof, this
information may be obtained by first sedding the pwdAdminSubentryList attribute and subsequently the
pwdAktribute attribute.

Wher| generating a Compare operatiof:to' be forwarded to another DSA based on a DUA bind request, the DSA shall in
the pyrported component of the Compare Argument use the value from the userPwd alternative together with the pas$word
attribyite type. The name compenent of the SimpleCredentials shall be used as the name component df the
CompareArgument.

If it isja DSA holding the entry of the requester, it shall respond as follows:

a) If thepresented password matches the password in the designated password attribute type and it h@s not
expired, TRUE shall be returned in he matched component of the result. If relevant, either a notifigation
attribute of type pwdResponse may be included in the result with the warning component taking [either
the timeleft or the graceRemaining alternative, as appropriate. The error component shall be absent.

b) " If the presented password matches the password in a stored attribute of the proper type, but it has expired
ar it requires to he reset due to administrative action TrRue shall be returned in the matched component
of the result. A notification attribute of type pwdResponse shall be included with the error component
which has the appropriate value. The warning component may optionally be present with a zero value.

c) Ifthe presented password does not match the password in a stored attribute of the proper type, FALSE shall
be returned in the matched component of the result.

d) If the entry does not hold a password attribute of the proper type, an attributeError with problem
noSuchAttributeOrValue shall be returned.

The DSA that initiated the result of the Compare operation shall handle the result as follows:

In the case of a) above, the authenticity of requester has been established and the DSA may complete the binding.
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In the case of b) above, the authenticity of requester has been established and the DSA may conditionally complete the
binding by including in the bind result the pwdResponseValue component with the value copied from the received
pwdResponse notification.

In the cases of c) or d) above, an appropriate error shall be returned.

10.3 Abandon

Operations that interrogate the Directory may be abandoned using the abandon operation if the user is no longer
interested in the result. The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X.501 |
ISO/IEC 9594-2) by the requester. If the target component of the SecurityParameters (see clause 7.10) in the
request is set to signed and a result is to be returned, the result may be signed. Otherwise, the result shall not be signed.

abanfdon OPERATION ::= {
ARFUMENT AbandonArgument
RESULT AbandonResult

ERRORS {abandonFailed}
COpPE id-opcode-abandon }
AbanflonArgument ::=

OPIONALLY-PROTECTED-SEQ { AbandonArgumentData }

AbanflonArgumentData ::= SEQUENCE {
inpokeID [0] Invokeld,
}
AbanfonResult ::= CHOICE {
nufll NULL,
information OPTIONALLY-PROTECTED-SEQ { AbandonResultData 1},
}
AbanflonResultData ::= SEQUENCE {
inpokeID Invokeld,

4

l4

COMPONENTS OF CommonResultsSeq }

Therq is a single argument, the invokeID which identifies the operation that is to be abandoned. The value pf the
invokeID is the same invokeID that was used.to invoke the operation that is to be abandoned.

Should the request succeed, a result shall‘be returned. If this result is to be signed by the Directory, the
SecukityParameters (See clause 7.10) component of CommonResultsSeq (See clause 7.4) shall be included jin the
result. If the result of the operation is<at.to be signed by the Directory, no information shall be conveyed with the fesult.
The griginal operation shall fail with an abandoned error.

Should the request fail, the abandonFailed error shall be reported. As a local matter, a DSA may choose not to abgndon
the operation and shall thenceturn the abandonFailed error. This error is described in clause 14.3.

Abanflon is only applicable’to interrogation operations, i.e., Read, Compare, List and Search operations.

A DS|A may abandenan operation locally. If the DSA has chained or multicasted the operation to other DSAs, it may in
turn rpquest them to abandon the operation.

11 Directory Search operations

There are two 'search-like' operations: List and Search, defined in clauses 11.1 and 11.2 respectively.

111 List

11.1.1  List syntax

A List operation is used to obtain a list of the immediate subordinates of an explicitly identified entry. Under some
circumstances, the list returned may be incomplete. The arguments of the operation may be signed (see clause 17.3 of
Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester. If the target component of the SecurityParameters (see
clause 7.10) in the request is set to signed and a result is to be returned, the result may be signed. Otherwise, the result
shall not be signed.
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list OPERATION ::= {
ARGUMENT ListArgument
RESULT ListResult

ERRORS {nameError |
serviceError |
referral |
abandoned |
securityError}
CODE id-opcode-list }
ListArgument ::= OPTIONALLY-PROTECTED { ListArgumentData }
ListArgumentData ::= SET {
object [0] Name,
paEEdResu1ts——T1T——?zgedResuttsRequest—O?T:ONAh,
liptFamily [2] BOOLEAN DEFAULT FALSE,
Y
Y
COMPONENTS OF CommonArguments
}
ListResult ::= OPTIONALLY-PROTECTED { ListResultData }
ListResultData ::= CHOICE ({
liktInfo SET {
Eame Name OPTIONAL,
ubordinates [1] SET OF SEQUENCE ({
rdn RelativeDistinguishedName;
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE/,

R
bartialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,

-7

L ..,
COMPONENTS OF CommonResults
},
unforrelatedListInfo [0] SET OF ListResult,
}
PartfialOutcomeQualifier ::= SET {
limitProblem [0] ~"TimitProblem OPTIONAL,
unexplored [\ SET SIZE (1l..MAX) OF ContinuationReference OPTIONAL,
unpvailableCriticalExtensions [2] BOOLEAN DEFAULT FALSE, j:
unknownErrors [3] SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type OPTIONAL,
queryReference [4] OCTET STRING OPTIONAL,
overspecFilter [5] Filter OPTIONAL,
nokification [6] SEQUENCE SIZE (l1..MAX) OF
Attribute{ {SupportedAttributes}} OPTIONAL,
enkryCount CHOICE {
estEstimate [7] INTEGER,
owEstimate [8] INTEGER,
xact [9] INTEGER,
. ..} OPTIONAL

-- [10] Not to be used -- }

LimigProblem ::= INTEGER {
timelimitExceeded (0),
sizeLimitExceeded (1),

administrativeLimitExceeded (2) }

11.1.2  List arguments

The object argument identifies the object entry (or possibly the root) whose immediate subordinates are to be listed.
Should the Name involve one or more aliases, they are dereferenced (unless prohibited by the relevant service control).

The pagedResults argument is used to request that results of the operation be returned page-by-page, as described
in clause 7.9.

If 1istFamily iS TRUE and the object is an ancestor, the listed subordinates are taken from immediately subordinate
family members; no other subordinates are included. Otherwise, the listed subordinates are taken only from immediately
subordinate entries that are not family members.
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The commonArguments (see clause 7.3) include a specification of the service controls applying to the request. If the
argument of this operation is to be signed by the requester, the SecurityParameters (see clause 7.10) component shall
be included in the arguments.

11.1.3  List results

The request succeeds, subject to access controls, if the object is located, regardless of whether there is any subordinate
information to return.

The name component, if present, shall be the distinguished name of the entry or an alias name of the entry, as described
in clause 7.7. It shall be present if an alias has been dereferenced and the name to be returned differs from the object
name supplied in the operation argument.

The subordinates component conveys the information on the immediate subordinates, if any, of the named entry.

Should any of the subordinate entries be aliases, they shall not be dereferenced.

The gdn subcomponent is the relative distinguished name of the subordinate.

The fromEntry subcomponent indicates whether the information was obtained from the entry (TRUE) OF a copy

entry (FALSE).

The d1iasEntry subcomponent indicates whether the subordinate entry is an alias entry (TRUE)'Of not (FALSE).

The gartialOutcomeQualifier component consists of eight subcomponents as desctibed below. This comp
shall pe present whenever the result is incomplete because of a time limit, size limit-ar, administrative limit pro
because regions of the DIT were not explored, because some critical extensions were-unavailable, because an uni
error was received or because paged results are being returned, an overspecified filter is to be indicated, one or
notifigation attributes are to be returned:

a)

b)

The LimitProblem subcomponent indicates whether the time limit, size limit or an administrative
has been exceeded. The results being returned are those which were available when the limit was rea

The unexplored subcomponent shall be present if regions of the DIT were not explored. Its inforrPation
i

allows the DUA to continue the processing of the List operation by contacting other access points
chooses. The subcomponent consists of a set:(possibly empty) of ContinuationReferences
consisting of the name of a base object from which the operation may be progressed, an appropriate
of operationProgress, and a set of access points from which the request may be further progr
The continuationReferences thatare returned shall be within the scope of a referral requested
operation service control. See clause‘14.6.

The unavailableCriticalExtensions subcomponent indicates, if present, that one or more c
extensions were unavailable insome part of the Directory.

The unknownErrors sibcomponent is used to return unknown error types or parameters received
other DSAs in the processing of the operation. Each member of the SET contains one such unknown
See clause 12.2.4 6f Rec. ITU-T X.519 | ISO/IEC 9594-5.

The queryReference subcomponent shall be present when the DUA has requested paged results a
DSA has not-returned all the available results. See clause 7.9. It shall be absent when the DS
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nown
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each
value
pssed.
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ritical

from
error.

nd the
\ can

determinethat all results valid for the user have been returned (i.e., other than as a result of applying gccess

controh).

The'‘overspecFilter subcomponent is only used in conjunction with the Search operation wher
consequence of overspecified filtering, the returned Search result is empty, although there are can
entries either matching only portions of the filter or matching only approximately the filter. It is ret
only if the search request included the checkOverspecified item and the Directory can determir]

,asa
lidate
urned
e that

ments

of the filter that succeeded in matching some omitted entries. The actual procedure for generating the

overspecFilter is a local matter.

NOTE 1 — The return of a suitable overspecFilter in adistributed Directory is for further study.

9)

The notification subcomponent may be used to send qualifications of error outcomes, and may also
for the Search operation be used to return a proposedRelaxation attribute (see clause 6.13.15 of Rec.

ITU-T X.520 | ISO/IEC 9594-6) which provides a relaxation policy that could be applied by the

user.

In this case, the sequence of MRMapping elements that would have been used to affect the relaxation

(or tightening) policy specified by the relevant search-rule may be supplied.

NOTE 2 — The ordering of sequence-of Attribute in notification is not significant.
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h) The entryCount subcomponent is only relevant in search results and if then present, it gives a best
estimate of the number of entries that fulfil the search criteria. This subcomponent shall be present if, and
only if:

— entryCount search control option is set in the search argument or by a governing-search-rule;
—  if paged results have been requested or a size limit has been exceeded; and
— if the feature is supported by at least one of the participating DSAs.

When the entryCount subcomponent is present, the bestEstimate or exact choice shall be taken if all
performing DSAs support the feature and if all eligible DSAs have participated in the operation. The exact
choice shall be taken if all participating DSAs can supply an exact count; otherwise, the bestEstimate
choice shall be taken. If not all the eligible DSAs participated in the operation or if some of the participating
DSAs do not support the entryCount parameter, the lowEstimate choice shall be taken. Family

If a limit problem is encountered which results in a 1imitProblem element being used in PartialOutcomeQuali

this ¢

Wher
infor
from
shall

members of a compound entry only count as a single entry.

bmponent shall be repeated in all subsequent results supplied as part of the paged result set.

the DUA has requested a protection request of signed, or if the Directory for other reasons is-not able to co
nation, the uncorrelatedListInfo parameter may comprise a number of sets of result{parameters origi
and signed by different components of the Directory. If no DSA in the chain can correlate-all the results, the
hssemble the actual result from the various pieces.

fier,

relate
ating
DUA

The gommonResults (See clause 7.4) include the security parameters applying to theyresponse. If this result is|to be
signedl by the Directory, the SecurityParameters value (see clause 7.10) shall bé&.included in the results.

11.1.4 List errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errorg shall
be regorted are defined in clause 14.

11.1.1 List operation decision points for basic access control

If rulg-based-access-control is also applied, the order in whichsit.is applied with respect to basic-access-control is g local
mattef, except that if access is denied to the entry, an attribute.type or an attribute value, by either mechanism, it shall not
be ovgrridden by the other mechanism. In this respect, Disé€loseOnError permission of basic-access-control is a permjission

that s

If bas|
seque]

N

hall not override a deny of rule-based-access-control.

hce of access controls applies:
1) No specific permission is required to the entry identified by the object argument.

2) For each immediate-subordinate for which a RelativeDistinguishedName iS t0 be return
subordinates, Browse and ReturnDN permissions are required to that entry. Entries for which
permissions are-notgranted are ignored. If, as a consequence of applying these controls, no subor

and if DiscloseOnError permission is not granted to the entry identified by the object argume
operation fails and a nameError with problem noSuchObject shall be returned. The matched el
shall_either contain the name of the next superior entry to which DiscloseOnError permission is gr
or-the name of the DIT root (i.e., an empty RDNSequence). Otherwise, the operation succeeds §
subordinate information (excluding any ContinuationReferences in PartialOutcomeQuali
Is conveyed with it.

DTFEL — In the case of a nameError being returned, the empty RDNSequence may be used by a DSA which does not have

c-access-control is in effect for the portionof-the DIB where the 1ist operation is being performed, the follpwing

ed in
these
Hinate

information (excluding any ContinuationReferences in PartialOutcomeQualifier) iS reJurned

t, the
Ement
hnted,
ut no
Fier)

RCCESS

to

all superior entries.

NOTE 2 — Security policy may prevent the disclosure of subordinate information which would otherwise be conveyed as
ContinuationReferences iN PartialOutcomeQualifier. If such apolicy is in effect and if a DUA constrains the service by
specifying chainingProhibited, the Directory may return a serviceError with problem chainingRequired. Otherwise,
the procedure described in item 2) above is followed.

NOTE 3 — Security policy may prevent the Directory from indicating that a listed subordinate entry is an alias entry. For example,
if the DUA is not granted Read access to the alias entry, its objectClass attribute and the value alias that it contains, the
Directory may omit the aliasEntry component of subordinates from the ListResult Or set it t0 FALSE.

NOTE 4 - If DiscloseOnError permission is not granted to the entry identified by the object argument, a

partialOutcomeQualifier indicating a 1imitProblem Of unavailableCriticalExtensions should not be returned as it
may compromise the security of this entry.
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11.1.6  List operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the portion of
the DIB where the List operation is being performed, the following access controls apply:

1) If rule-based entry level permission is denied to the entry identified by the object argument, then
nameError With problem noSuchObject is returned in accordance with clause 7.11.2.4.

2) For each immediate subordinate for which a RelativeDistinguishedName iS t0 be returned in

ased RDN narm on-m be-granted-to-thaten —Entries-forwhich-access,is not

granted are ignored.
3) basic-access-control is applied as described in clause 11.1.5.
11.2 Search
11.2.1  Search syntax
A Segrch operation is used to search one or more portions of the Directory for entries of ihterest, and to return selected
information from those entries. The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X{.501 |
ISO/IEC 9594-2) by the requester. If the target component of the SecurityParameters (see clause 7.10) jn the
requept is set to signed and a result is to be returned, the result may be signed. Qtherwise, the result shall not be signed.
searfh OPERATION ::= {
ARGUMENT SearchArgument
REBULT SearchResult
ERRORS {attributeError |
nameError |
serviceError |
referral |
abandoned |
securityError}
COpPE id-opcode-search }
SearfhArgument ::= OPTIONALLY-PROTECTED { SearchArgumentData }
SearfhArgumentData ::= SET {
bageObject [0] Name,
supset [1] «INTEGER {
baseObject (0),
bneLevel (1),
wholeSubtree (2) }/DEFAULT baseObject,
fillter [2] Filter DEFAULT and:{},
seprchAliases [3] BOOLEAN DEFAULT TRUE,
sellection [4] EntryInformationSelection DEFAULT {},
pagedResults [5] PagedResultsRequest OPTIONAL,
mafchedValuesOnly [6] BOOLEAN DEFAULT FALSE,
exfkendedFilter [7] Filter OPTIONAL,
checkOverspecified [8] BOOLEAN DEFAULT FALSE,
rellaxdtion [9] RelaxationPolicy OPTIONAL,
[10] INTEGER OPTIONAL,

searchControlOptions [12] SearchControlOptions DEFAULT {searchAliases},

joinArguments [13] SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL,
joinType [14] ENUMERATED ({
innerJoin (0),

leftOuterJoin (1),
fullOuterJoin (2)} DEFAULT leftOuterJoin,

-7

ey
COMPONENTS OF CommonArguments }
HierarchySelections ::= BIT STRING {
self (0),
children (1),
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parent (2),
hierarchy (3),
top (4),
subtree (5),
siblings (6),
siblingChildren (7),
siblingSubtree (8),
all (9) }
SearchControlOptions ::= BIT STRING ({
searchAliases (0),
matchedValuesOnly (1),
checkOverspecified (2),
performExactly (3),
inFYudeXTIATreas 2
nopystemRelaxation (5),
dnpAttribute (6),
makchOnResidualName (7),
enkryCount (8),
useSubset (9),
separateFamilyMembers (10),
seprchFamily (11) }
JoinArgument ::= SEQUENCE {

jojinBaseObject [0] Name,
domainLocallD [1] DomainLocalID OPTIONAL,

jofinSubset [2] ENUMERATED {
baseObject (0),
bneLevel (1),

wholeSubtree (2),
} DEFAULT baseObject,

jofinFilter [3] Filter OPTIONAL,
jofinAttributes [4] SEQUENCE SIZE (1..MAX) OF JoinAttPair OPTIONAL,
jofinSelection [5] EntryInformationSelection,
. }
DomafinLocallID ::= UnboundedDirectoryString
JoinAttPair ::= SEQUENCE ({
bageAtt AttributeType,
jofinAtt AttributeType,

joinContext SEQUENCE SIZE (1l..,MAX) OF JoinContextType OPTIONAL,
}

JoinfontextType ::= CONTEXT-.&id ({SupportedContexts})
SearfhResult ::= OPTIONALLY-PROTECTED { SearchResultData }
SearfhResultData ::=_CHOICE ({
seprchInfo SET {
Eame Name OPTIONAL,
ntries [0] SET OF EntryInformation,
bartialOQut¢omeQualifier [2] PartialOutcomeQualifier OPTIONAL,
altMatching [3] BOOLEAN DEFAULT FALSE,
L2
L .7,
COMPONENTS OF CommonResults

uncorrelatedSearchInfo [0] SET OF SearchResult,
}

11.2.2  Search components

The baseObject component identifies the object entry (or possibly the root) relative to which the primary search is to

take place.

The subset component indicates whether the primary search is to be applied to:
a) the baseObject only;
b) the immediate subordinates of the base object only (oneLevel);
c) the base object and all its subordinates (wholeSubtree).

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.511 (10/2019)
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If the base object is an ordinary entry, compound entries shall be counted as a single entry with respect to the subset
specification. If the base object is the ancestor of a compound entry, the searchFamily search control option controls
the exact behaviour. If the base object is a child family member, family members shall count as individual entries.

The £ilter component is used to eliminate entries from the primary search space which are not of interest. Information
shall only be returned on entries which satisfy the filter (see clause 7.8). In the presence of a basic user-supplied or search-
rule-supplied relaxation policy, the filter shall be evaluated for the first time with the required substitutions of matching
rules.

In the presence of a user-supplied or a search-rule-supplied relaxation policy, or both, the return of fewer results than
minimum shall cause a re-evaluation of the filter, using the appropriate relaxations (see clause 7.8 and also below, for the
relaxation element of searchArgument), progressively until there are enough entries or no more relaxations are defined.
Similarly, the return of more results than the maximum shall cause a re-evaluation of the filter, using the appropriate
tighteymings, progressivety untitthere-are few enougTentries or o more tgtenings are defined.

NOTE 1 - If no search-rule relaxations are provided, the user may need to simplify the filter and try again, or alternatively to|define
a ‘]ser defined relaxation.

The flamilyGrouping component of CommonArguments is used to logically merge together entries in‘afamily prior to
applyjng the filter, as described in clauses 7.3.2 and 7.8.3.

Aliases shall be dereferenced while locating the base object, subject to the setting of the dontDereferenceAliases
servige control. Aliases among the subordinates of the base object shall be dereferenced duringthe search, subject o the
setting of the searchAliases parameter. If the searchAliases parameter is TRUE, aliases shall be dereferenged, if
the parameter is FALSE, aliases shall not be dereferenced. If the searchAliases pdrameter is TRUE, the search shall
contisrLue in the subtree of the aliased entry.

The selection component indicates which information from the entries is requested (see clause 7.6). However, it should
not b¢ assumed that the attributes returned are the same as or limited to thoseequested.

NOTE 2 — A DSA that is coordinating distributed operations for related entries’ (i.e., has finished name resolution for a fearch
argument containing joinArguments and needs to acquire a collection-Qf potentially related entries from non-internal squrces)
nepds to override the DAP-supplied infoTypes value with attributeTypesAndvalues for the purposes of distfibuted
operations, and needs also to include join attributes (i.e., attributes in the set specified by JoinaAttPair.joinAtt |within
JdinArgument. joinAttributes) in the selection of attributesto,be returned using distributed operations. However, entries and
derived entries that are returned to the user by the coordinating:RSA shall omit attribute values in the DAP-returned information if
th¢ infoTypes Value was attributeTypesOnly, and shallthus return EntryInformation in accordance with the origingl user
reguest.

The gagedResults component is used to request that results of the operation be returned page-by-page, as des¢ribed
in clafise 7.9.

The matchedvaluesOnly component indicates that certain attribute values are to be omitted from the returned|entry
inforrpation. Specifically, where an attribute to be returned is multi-valued, and some but not all of the values df that
attribyite contributed to the search filter; in its last effective form (i.e., taking relaxed matching rules into account) retdrning
TRUE via filter items other than\pzesent, then the values that did not contribute are omitted from the returned|entry
information.

If thejmatchedvaluesonly component is specified in the search argument, the following logic processing applies to
the atfributes to be retdrned:

a) If thefilter consists of one filter item, the following rules apply:

/' if the type of the filter item is present, then the matchedvaluesOnly component has no effect on
the attribute in this filter item.

— If the type of the filter item iS equality, substrings, greaterOrEqual, lessOrEfual,
approximateMatch, contextPresent Ul extensibleMatch and the assertionis not TRUE for
the attribute, then the matchedvaluesOnly component has no effect on this attribute. If the assertion
is TRUE, then the values of this attribute that did not match the filter item are omitted from the
returned entry information.

—  Ifthe filter item is negated, then the matchedvaluesOnly argument has no effect on this attribute.
b) If the filter is complex (consists of more than one filter item), then the following rules apply:

—  Ifthe filter contains a negated (i.e., not) filter, then the matchedvaluesoOnly argument has no effect
on any attribute within the negated filter.

NOTE 3 — This applies to nested negated filters as well.

—  The matchedvaluesOnly component has no effect on the attributes of any elements of or filters
that evaluate to FALSE or UNDEFINED.
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— An attribute that occurs multiple times in the filter, only needs one of its occurrences to evaluate to
TRUE as described in a), second bullet above, for the matchedvaluesOnly argument to be effective,

i.e., one instance of effectiveness overrides one or more instances of ignore.

—  Each filter in an or filter should be evaluated for matchedvaluesOnly, even if the truth of the filter

can be determined before full evaluation is complete.

The extendedFilter component is used in mixed version environments to specify an alternative filter to that described
above. When this component is present, the £ilter component (if any) shall be ignored by implementations based on
Rec. ITU-T X.511 (1993) | ISO/IEC 9594-3:1995 and later editions. The extendedFilter is always ignored by
implementations based on Rec. CCITT X.511 (1988) ISO/IEC 9594-3:1990. Search relaxation is applied just as for
filter.

NOTE 4 — By mcludmg both fllters a DUA can spemfy one fllter to be used by |mplementat|ons based on Rec. CCITT X.511
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REC. ITO-T X0IT (1999) | 15
94 3:1995 and later edltlons in the distributed processmg of the Search request Implementatlons based on Rec. CCITD
D88) ISO/IEC 9594-3:1990 do not support attribute polymorphism or matching rule assertions.

theckOverspecified component is used to request the Directory to return an overspecFilter it
ialOutcomeQualifier if the result of the search operation is empty and the Directory is ableto determin
due to the filter being overspecified.

elaxation component may be used to specify a user-supplied RelaxationPolicyusing the construct d
Ise 16.10 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

tutions specified by a search request shall not be performed within a servicespecific administrative area

ed when the substituting matching rule:
a) effectively removes one or more filter items from the searchilter; or

b) violates the matchingUse specification for the attribute‘type (see clause 16.10.2 of Rec. ITU-T X
ISO/IEC 9594-2).

tching rule, the governing-search-rule might be violated.

Search operation is performed outside a service-specific administrative area or if the governing-search-rulg
Fovide a RelaxationPolicy component, the user-supplied RelaxationPolicy is applied as descril
16.10.7 of Rec. ITU-T X.501 | ISO/IEC 9594-2. When a search-rule-provided RelaxationPolicy I
nt, the combination is applied according to.the following procedure:

process. The possible basic.substitutions specified by the governing-search-rule are thereby a|
a priori.

2) The basic substitutiofis and the mapping-based matching specified in the search request, if present
then be applied. However, basic substitutions that cause the governing-search-rule to be violated sh
be applied, but.shall be ignored. The oldMatchingRule Vvalue (if supplied) in this case applies
basic matching/rule, i.e., the one that would have been applicable in the absence of a search-rule-a
basic substitution policy.

1) The search-rule specified basic.substitution policy, if any, is applied already during the search—valixation
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DTE 5 — The nullMatch matching rule has the effect of removing one or more filter items from the filter. When using this
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3) The refaxation/tightening substitutions, if any, specified in the search request are then applied to
with( any specified mapping-based matching following the rules defined in clause 16.10
Rec. ITU-T X.501 | ISO/IEC 9594-2. If a substituting matching rule is encountered at any point that o
non-conformance with the governing-search-rule, this particular substitution is abandoned comp

together Wlth any further substltutlons that may have been speC|f|ed by the search request for that att

satlsfled the process stops

jether
.7 of
aused
etely,
|bute

4) The governing search-rule-supplied relaxation or tightening substitutions are applied, with the exception
that there shall be no substitution for attribute types for which relaxation or tightening substitutions have
been performed. That is, further relaxation or tightening substitutions apply only to matching rules for
attribute types that so far have not been exposed to relaxation or tightening substitution. In this part of the

process, the maximum Or minimum specifications in the search request still apply, rather than
specified in the governing-search-rule.

those

If a substitution specified in the search request proposes an unsupported matching rule, the existing matching rule stays
in place. If this strategy fails to produce a supported matching rule, the filter-item is evaluated as UNDEFINED.
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The user can propose that the system provides a relaxation or tightening by specifying the dummy matching rule
systemProposedMatch.

The extendedarea component indicates the level of relaxation (if greater than zero) or the level of tightening (if less
than zero). If this component is present, it affects relaxation or tightening, as it is described in clause 16.10.7 of
Rec. ITU-T X.501 | ISO/IEC 9594-2.

The hierarchySelections search control specifies by means of a bit string the hierarchical selection to be performed
within a hierarchical group with respect to each matched entry. It is ignored for matched entries that are not part of a
hierarchical group. If several entries within a hierarchy are matched, hierarchical selection will not result in the same
entry being returned more than once. If this search control is not present, no hierarchical selection is performed. When
present, the following choices are possible either alone or in combinations:

a)

self indicates that entry information shall be returned from the matched entries. If this is the only choice,

The
comp
imple
imple
this d
comp
settin

b)

c)

d)

€)

9)

h)

)

a)

it corresponds to performing no hierarchical selection.

children indicates that for each matched entry, the entry information is returned from all immediately
hierarchical children, if any, of each matched entry. No information is returned from the matched entry if
this is the only setting.

parent indicates that for each matched entry, the entry information is returned, from the immediately
hierarchical parent, if any, of each matched entry. No information is returned from‘the matched entry if
this is the only setting.

hierarchy indicates that for each matched entry, the entry information is returned from all the
hierarchical parents. No information is returned from the matched entry.if)this is the only setting.

top indicates that for each matched entry, the entry information, from the hierarchical top is retlirned.
No information is returned from the matched entry if this is the @nly setting, unless the matched entry is
the top entry.

subtree indicates that for each matched entry, the entryiinformation is returned from all its hierarghical
children, if any. No information is returned from the matehed entry if this is the only setting.

siblings indicates that for each matched entry,.the entry information from all hierarchical siblipgs is
returned. No information is returned from the matched entry if this is the only setting.

siblingChildren indicates that for each-matched entry, the entry information from the immediately
hierarchical children of all hierarchical siblings is returned. No information is returned from the mgtched
entry and its siblings if this is the only-setting.

siblingSubtree indicates that for.each matched entry, the entry information from all the childrenfof all
hierarchical siblings is returned:\No information is returned from the matched entry and its siblings |f this
is the only setting.

all indicates that for each matched entry, the entry information from all entries of the hierarchical group
is returned.

$earchControlOptions\component contains only control options applicable for the Search operation] This
pnent has indicators Wwith the same semantics as the Boolean type components of the search argument. An
mentation supportifg,the service administration extension shall support this component. A sending suppprting
mentation (e.g.,-a.DUA) shall in addition to setting the Boolean type components also set the corresponding bits in
omponent (unless defaults apply). If a supporting DSA implementation receives a search request with this
bnent, it shall ignore the Boolean type components in the request. If this component is absent in a request, the default
) shall be-understood to be all bits reset, except as indicated below:

The searchAliases search control option is a replacement for the searchaliases search argyiment
component. If this bit is set, it corresponds to the searchAliases component being TRUE. |f the

48

b)

searchControlOptions component is absent, the default value is according to the searchAliases
component, i.e., if the searchaAliases component is absent or set to TRUE, this bit defaults to being set.

The matchedvaluesOnly Search control option is a replacement for the matchedvaluesOnly Search
component. If this bit is set, it corresponds to the matchedvaluesOnly component being TRUE. If the
searchControlOptions component is absent, the default value is according to the
matchedValuesOnly component, i.e., if the matchedvaluesOnly component is set to TRUE, this bit
defaults to being set; otherwise, it defaults to being reset.

The checkOverspecified search control option is a replacement for the checkOverspecified search
component. If this bit is set, it corresponds to the checkOverspecified component being TRUE. If the
searchControlOptions component is absent, the default value is according to the
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checkOverspecified component, i.e., if the checkOverspecified component is set to TRUE, this bit
defaults to being set; otherwise, it defaults to being reset.

d) The performExactly search control option indicates that an operation shall be performed exactly
according to the relevant matching rules as specified or implied by the filter after a basic matching rule
substitution, if applicable. When an extensibleMatch filter item specifies an unsupported matching rule,
the search request shall be rejected when this search control option is set. Otherwise, the filter item
evaluates to UNDEFINED. If the Search operation starts its initial evaluation phase within a
service-specific administrative area and a matching restriction in a search-rule is violated, that search-rule
will fail the search-validation if, and only if, this search control option is set.

e) The includeAllAreas search control option is only relevant if the extendedArea component is
mcluded Wlth a value of zero or greater In aII other cases, it is |gnored If the value iS TRUE, inclusive
X2 a .6 of

Rec. ITU- -T X501 | ISO/IEC 9594-2).

f) The noSystemRelaxation search control option is used when the user requires that DSA“supplied
relaxation policies shall not be applied. The DSA still applies a basic policy, unless there is,a user-supplied
basic policy that overrides it, but no subsequent relaxations or tightenings shall be applied. That {s, the
filter is never evaluated more than once over the set of candidate entries, except becauise of user-supplied
relaxations.

g) The dnAttribute search control option is used to indicate that the attributes.of the Distinguished Name
of an entry are used in addition to those of the entry when evaluating a filter against the entry. If|set, it
overrides any possible dnattribute specification in extensibleMatch filter items. It also applies to
all filter item types.

h) The matchOnResidualName Search control option is only relevant if the partialNameResolytion
service control option is set. It is used to indicate that if the Birectory is able to resolve only part pf the
purported name in a search operation, the attribute valugsassertions (AVAs) of the unresolved RDNs
shall be treated as AND'ed equality filter items. These.filter items are AND'ed with the search filter both
for search evaluation against search-rules and for entry matching.

i) The entryCount search control option indicates-that an entry count shall be supplied in the search|result
in case either a service control size limit orvan administrative size limit has been exceeded. The
entryCount gives an indication of how many entries would have been returned had a size limit nof been
encountered. This search control is ignored if the subentries service control option is set.

j)  The usesubset search control optien‘indicates that the imposedSubset search-rule component shall
be ignored (see clause 16.10.9 of-Rec. ITU-T X.501 | ISO/IEC 9594-2).

k) The separateFamilyMembers search control option indicates that family members are returred as
separate entries rather than'being embedded in the family-information derived attribute.

) The searchFamily/Search control option specifies how the search is performed if the base object|is the
ancestor of a compound attribute. This option is ignored if the base object is not an ancestor or [if the
entryOnly is 8t in either the CommonArguments Or in the ChainingArguments. If this option |is set,
the operatiog-is)only performed on the compound entry and each family member count as a separatelentry
with respéct to the subset and sizeLimit sSpecifications. If searchFamily option is not sgt, the
compeund entry is considered a single entry with respect to the subset specification.

NOTE 6 — The latter implies that if, as an example, subset is set t0 baseObject and familyGrouping iS entryOnly, then each
inglividual family member is within the scope of the search.

The joinArguments argument is used to specify additional portions of the Directory to be searched for the purppse of
identi |ng and accessmg entries related to those in the prlmary search and to speC|fy the attrlbutes to be used in j( ining
3 A58 N i pear-is not

5|gn|f|cant

NOTE 7 — When joinArguments is specified, the primary search and each additional search is considered to produce a set of
intermediate results. Each set of intermediate results resulting from a specification of joinargument will be joined with the results
of the primary search, and all joins will be performed prior to returning any results in searchResult. Intermediate results are not
visible to users of the directory.

The joinBaseObject component identifies the object entry (or possibly the root) relative to which each additional
search is to take place. The joinBaseObject may be an alternative name and may include context information, as
described in clause 9.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

The domainLocalID component optionally specifies a separate DIT in which the search for joinBaseObject is to be
initiated. If absent, the search for joinBaseObject is to be initiated in all DITs known to the DSA.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.511 (10/2019) 49


https://standardsiso.com/api/?name=09e71dd75f5b714cc1b53e274938a736

ISO/IEC 9594-3:2020 (E)

The joinSubset component indicates whether the additional search is to be applied to:

a) the joinBaseObject only;
b) the immediate subordinates of the join base object only (oneLevel);
c) the join base object and all its subordinates (wholeSubtree).

The joinFilter component is used to eliminate entries from the additional search space which are not of interest. Only
information which satisfies the joinFilter will be considered for joining with related entries. If joinFilter is not
specified, the value in the £i1ter component of the SearchArgument will be used. If the £il1ter component of the
SearchArgument iS not supplied, the default value for that component will be used. When present, joinFilter will
be treated according to the rules for extendedFilter.

The joinAttributes component is used to specify the pairs of attributes to be used in joining entries from the primary

searcl with entries from an additional search. An entry from the primary search (the "primary entry") is considerechr

to an
condi

entry from an additional search (the "additional entry") if there exists a joinAttrPair such that the foll
lions are true:

a) the primary entry has a value for the attribute type specified by baseatt;
b) the additional entry has a value for the attribute type specified by joinatt;

equal according to the following rules:
i)  if the attribute types are the same, the equality matching rule for that.attribute type is applied;

attribute type specified for the primary entry is applied;

in accordance with rule i) or ii) above. If joinContexts is absent, attribute values of all co
may be used in evaluating in accordance with rulesi) or ii) above.

blated
bwing

c) one of the attribute values in the primary entry and one of the attribute values.inthe additional entfy are

ii) if the attribute types are not the same, but have the same syntax;the equality matching rule fpr the

iii) if joinContexts is present, only attribute values of the specified contexts may be used in evaltiating

Ntexts

In evaluating joinAttributes for potential joins, subtypes ©of-the join attributes shall be ignored. Only the

expligitly-identified baseAtt and joinAtt shall be used to evalddte a potential join.

If an

If no
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buitable matching rule can be applied under condition c¢) above, the entries are not considered to be related.

htaining group member names, telephone.numbers, electronic mail addresses, and so on. Nevertheless, when outer jo
ecified, all entries that are retrieved will be returned, even if not related.

oinSelection component is used to eliminate attributes from the additional search intermediate result whi
interest.

oinType component is-used to specify the type of join to be performed on related entries, as follows:
a) If innerdoin is specified, the resulting entry set will include only those entries for which a join ha

all the-corresponding related entries as relatedEntry attribute values.

b) «If'leftouterdoin is specified, the resulting entry set will include all entries selected by the pr
search; all entries for which a join has been performed based on the attribute pairs specifi
joinAttributes will include all the corresponding related entries as relatedEntry attribute va

pquality rule is applied and evaluates to either FALSE.oF UNDEFINED, the entries are not considered to be rdlated.

DTE 8 — Care should be taken to prevent the urintentional retrieval of meaningless data when specifying joins invplving
i1ti-valued attributes. For example, if an entry uses-a multi-valued attribute such as an employee identifier to denote membership
a committee, specification of that multi-valuéd-attribute in performing the join could result in the return of an uncorrelated set

ns are

ch are

been

performed based on the attribute pairs specified in joinAttributes. Each resulting entry will irjclude

mary
ed in
ues.

c) If fullouterJoin is specified, the resulting entry set will include all entries from the primary and

additional searches; all entries for which a join has been performed based on the attribute pairs spe

cified

in joinAttributes Will include all the corresponding related entries as relatedEntry attribute values

rather than as explicit entries.

No attempt at joining shall take place unless the joinAttributes Value contains at least one JoinAttPair and each
JoinAttPair is valid in terms of matching rules. If this is not the case, no attempt at joining shall take place, and the
following shall be the outcome of merging for each JoinaAttPair, depending on the join-type:
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Join-type Merged output
inner-join empty
left-outer-join primary results only
full-outer-join results from primary and joined search

wise, entries shall only be eligible for joining when they can supply all of the relevant join-attribute values.

The results of joining shall include all combinations of matched join attributes.
NOTE 9 — For example, consider A B and C as entries from the primary search and P, Q, R as entries from an additional search

us

ing J, a corresponding JoinAttPair value, and suppose that the following matches take place as a result of J:
A with P, A with Q, Awith R

eV

The g
to th
(see g

11.2.3

The 1
subor
that p
N
Ré
At

B with Q
C with P and C with Q
en, the joined results will include:
A with {P,Q,R}
B with {Q}
C with {P,Q}
en though Q's results occur three times.

b request. If the argument of this operation is to be signed by the reqUester, the SecurityParame
lause 7.10) component shall be included in the arguments.

Search results

Hinates to return, and if there are no service restrictions as specified within a service-specific administrativ
Fevent the Search operation from proceeding.

DTE 1 — As a corollary to this, the outcome of an unfiltered Seafch operation applied to a single entry may not be identid
ad operation which seeks to interrogate the same set of attributes of the entry. This is because the latter shall ret
tributeError if none of the selected attributes exist in the'entry.

The fame component, if present, shall be the distinguished name of the entry or an alias name of the entry, as des

incla
name

The €
(see ©
Entr

ise 7.7. It shall be present if an alias has been dereferenced and the name to be returned differs from the baseok
supplied in the operation argument.

ntries parameter conveys the requested information from each entry (zero or more) which satisfied the
lause 7.5). The entry information'may include family information, as required by the familyReturn elem
yInformationSelection. The' interaction between familyGrouping and familyReturn is defineg

The
N
pd

four—Jhase evaluation of a filter and’subsequent evaluation of what to return, as described in clause 7.8.3.

artialOutcomeQualifier is as described in clause 11.1.3.

ameter in the returned entry information.

The

1ltMatching’parameter indicates that a matching rule has not been applied exactly as specified in the se

requet.

The appfiedRelaxation attribute in the notifications element of CommonResults shall be used to li
attribyites of the filter which have been subject to relaxation or tightening, other than those made by the basic el

ommonArguments (See clause 7.3) include a specification of the service controls-and security parameters applying

ters

pquest succeeds, subject to access controls, if the baseoObject ‘is located, regardless of whether there are any

P area

al to a
rn an

ribed
ject

filter
ent of
in a

DTE 2 — Where retufned” entry information is incomplete for a particular entry, it is indicated via the incompleteBntry

arch

5t the
Ement

of a relaxation policy (see clause 6.13.16 of Rec. ITU-T X.520 | ISO/IEC 9594-6).

The uncorrelatedSearchInfo parameter is as described for uncorrelatedListInfo in clause 11.1.3.

The commonResults (see clause 7.4) include the security parameters applying to the response. If this result is to be
signed by the Directory, the SecurityParameters (See clause 7.10) component shall be included in the results.

11.2.4  Service administration

An administrative authority may establish service-specific administrative areas as specified in clause 7 of
Rec. ITU-T X.501 | ISO/IEC 9594-2. This allows the administrative authority to administer the service by restricting the
Search operation with respect to what areas of the DIT can be searched and what type of searches can be formed, what
information can be returned, etc., by definition of search-rules.
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11.25

Search errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors shall
be reported are defined in clause 14.

When searches are performed within service-specific administrative areas, a number of additional, quite detailed elements
of error information may be returned as detailed in clause 14.

11.2.6

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.

Search operation decision points for basic access control

If bag
applig

or

ic-access-control is in effect for the portion of the DIT to be searched, the following sequence of access'\co
S:

1)

DTE 1 - If the baseObject is within the scope of the searchArgument (i.e., when the subset argument speCifies baseo
wholeSubtree) the access controls specified in items 2) to 5) apply.

2)

3)

4)

5)

No specific permission is required to the entry identified by the baseobject argument.

ntrols

bject

For each entry within the scope of the SearchArgument which is to be a candidate for consideration,

Browse permission is required. Entries for which this permission is not granted-are ignored.

The £ilter component is applied to each entry left to be considered aftentaking item 2) into accoynt, in

accordance with the following:
a) For each FilterItem that specifies an attribute, FilterMaich permission for the attribute t

pe is

required before the FilterItem can be evaluated as either TRUE or FALSE. A FilterIteém for

which this permission is not granted evaluates as UNDEFINED.

b) For each FilterItem that additionally specifies an attribute value, FilterMatch permiss
required for each stored attribute value which<s.10 be considered for the purposes of match
there is a value that both matches the FilterItem and for which permission is grante
FilterItem evaluates to TRUE, otherwise.t evaluates to FALSE.

on is
ng. If
i, the

If present, the joinCriteria componentisapplied to each entry left to be considered after taking item

3) into account, in accordance with the following:

a) Foreach JgoinCriteriaItem'Which specifies an attribute, FilterMatch permission for the attribute

type is required before theJeinCriteriaItem can be evaluated as either TRUE or FAL
JoinCriteriaItem for which this permission is not granted evaluates as UNDEFINED.

b) For each JoinCriteriaItem that additionally specifies an attribute value, FilterMatch perm|

bE. A

ssion

is required for each:stored attribute value which is to be considered for the purposes of matching. If

there is a value that both matches the JoinCriteriaItem and for which permission is grante
JoinCriteriaItem evaluates to TRUE, otherwise it evaluates to FALSE.

d, the

Once the procedures defined in 2) to 4) have been applied, the entry is either selected or discarded. If, as a

consequence of applying these controls to the entire scoped subtree, no entries have been se
(excluding any ContinuationReferences in partialOutcomeQualifier) and if DiscloseOn
permission is not granted to the entry identified by the baseobject component, the operation fails
fameError With problem noSuchobject shall be returned. The matched element shall either ¢

ected
Error
and a
bntain
Df the

the name of the next superior entry to which DiscloseOnError permission is granted, or the name

DIT root (i.e., an empty RDNSequence). Otherwise, the operation succeeds but no subordinate infornration

is conveyed with it.

NOTE 2 — In the case of a nameErroxr being returned, the empty RDNSequence may be used by a DSA which does not have access
to all superior entries.
NOTE 3 — Security policy may prevent the disclosure of knowledge information which would otherwise be conveyed as
ContinuationReferences iN partialOutcomeQualifier. If such apolicy is in effect and if a DUA constrains the service by
specifying chainingProhibited, the Directory may return a serviceError with problem chainingRequired. Otherwise,
the ContinuationReference is omitted from partialOutcomeQualifier.
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Otherwise, for each selected entry, the information returned is as follows:

a)

b)

If the infoTypes element of selection specifies that attribute types only are to be returned, then
for each attribute type that is to be returned, Read permission is required. If permission is not granted,
the attribute type is omitted from EntryInformation. If, as a consequence of applying these
controls no attribute type information is selected, the EntryInformation element is returned but no
attribute type information is conveyed with it (i.e., the SET OF CHOICE element is omitted or empty).

If the infoTypes element of selection specifies that attribute types and values are to be returned,
then for each attribute type and for each value that is to be returned, Read permission is required. If
permission to an attribute type is not granted, the attribute is omitted from EntryInformation. If
permission to an attribute value is not granted, the value is omitted from its corresponding attribute.
In the event that permission is not granted to any of the values within the attribute, an Attribute
pplying
these controls no attrlbute mformatlon is selected the EntryInformatJ.on element is returm d but
no attribute information is conveyed with it (i.e., the SET OF CHOICE element is omitted or'empty).

NOTE 4 — If DiscloseOnError permission is not granted to the entry identified by the baseObject comporent, a

partialOutcomeQualifier indicating a 1imitProblem Or unavailableCriticalExtensdions should hot be

refurned, as it may compromise the security of this entry.

11.2.6.1 Search operation decision points for basic-access-control in the presence of additiohal searches

If the

joinArguments argument is present, and if basic-access-control is in effect for the partion of the DIT to be sea

the fallowing sequence of access controls applies to each additional search:

1) No specific permission is required to the entry identified by the joinBaseObject component.
DTE 1 — If the joinBaseObject is within the scope of the joinArgument (i.e.,(When the joinSubset component sp

bgseObject Or wholeSubtree) the access controls specified in items 2) to 6).apply.

2)  For each entry within the scope of the joinArgument which'is to be a candidate for consideration, B
permission is required. Entries for which this permissionnis not granted are ignored.

ched,

bcifies

fowse

3) If present, the joinFilter component is appliedto each entry left to be considered after taking item 2)

4)

NOTE 2 -

into account, in accordance with the following:

a) For each FilterItem which specifiesan attribute, FilterMatch permission for the attribute type is
required before the FilterItem can‘be evaluated as either TRUE or FALSE. A FilterIteém for
which this permission is not granted evaluates as UNDEFINED.

b) For each FilterItem which-additionally specifies an attribute value, FilterMatch permissjon is

required for each stored.attribute value which is to be considered for the purposes of matching. If
there is a value which“both matches the FilterItem and for which permission is grantefl, the
FilterItem evaluatesto TRUE, otherwise it evaluates to FALSE.

If the joinFilter. COmponent is not present, the £ilter component is applied to each entry left|to be

considered after taking item 2) into account, in accordance with the following:

a) For eaclCEilterItem Which specifies an attribute, FilterMatch permission for the attribute type is
required-before the FilterItem can be evaluated as either TRUE or FALSE. A FilterItém for
which this permission is not granted evaluates as UNDEFINED.

b) For each FilterItem Which additionally specifies an attribute value, FilterMatch permissjon is

required for each stored attribute value which is to be considered for the purposes of matching. If
there is a value which both matches the FilterItem and for which permission is grantefl, the
FilterItem evaluates to TRUE, otherwise it evaluates to FALSE.

consequence of applylng these controls to the entlre scoped subtree no entrles have been selected
(excluding any ContinuationReferences in partialOutcomeQualifier) and if DiscloseOnError
permission is not granted to the entry identified by the baseoObject component, the operation fails and a
nameError With problem noSuchobject shall be returned. The matched element shall either contain
the name of the next superior entry to which DiscloseOnError permission is granted, or the name of the
DIT root (i.e., an empty RDNSequence). Otherwise, the operation succeeds but no subordinate information
is conveyed with it.

In the case of a nameError being returned, the empty RDNSequence may be used by a DSA which does not have access

to all superior entries.

NOTE 3 — Security policy may prevent the disclosure of knowledge information which would otherwise be conveyed as
ContinuationReferences iN partialOutcomeQualifier. If such apolicy is in effect and if a DUA constrains the service by
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11.2.6.2 Alias dereferencing during Search

specifying chainingProhibited, the Directory may return a serviceError With problem chainingRequired. Otherwise,
the ContinuationReference is Omitted from partialOutcomeQualifier.

6) Otherwise, for each selected entry, the information returned is as follows:

a) Ifthe infoTypes element of selection specifies that attribute types only are to be returned, then
for each attribute type that is to be returned, Read permission is required. If permission is not granted,
the attribute type is omitted from EntryInformation. If, as a consequence of applying these
controls no attribute type information is selected, the EntryInformation element is returned but no
attribute type information is conveyed with it (i.e., the SET OF CHOICE element is omitted or empty).

b) Ifthe infoTypes element of selection specifies that attribute types and values are to be returned,
then for each attribute type and for each value that is to be returned, Read permission is required. If
permission to an attribute type is not granted, the attribute is omitted from EntryInformation. If

S X . , . . . . ibute.

In the event that permission is not granted to any of the values within the attribute, an Attzribute

element containing an empty SET OF AttributeValue is returned. If, as a consequencé . of‘applying

these controls no attribute information is selected, the EntryInformation element isireturng¢d but
no attribute information is conveyed with it (i.e., the SET OF CHOICE element is,omitted or empty).

NOTE 4 — If DiscloseOnError permission is not granted to the entry identified by the baseObject argumgnt, a

pgrtialOutcomeQualifier indicating a 1imitProblem Of unavailableCriticalExtensions(Should not be returngd as it

mqy compromise the security of this entry.

No specific permissions are necessary for alias dereferencing to take place in the coufse of a search operation (spibject
to thel searchAliases parameter being set to TRUE). However, for each alias entry encountered, if alias derefergncing
would result in a ContinuationReference being returned in partialQutcomeQualifier, the following gccess
contrTIs apply: Read permission is required to the alias entry, the aliasédEntryName attribute and to the single[value

that i

contains. If any of these permissions is not granted, the Con¥inuationReference shall be omitted| from

partfialOutcomeQualifier. These access controls shall also bevapplied t0 @ continuationReference that is
receiJed in a response from another DSA. That is, the DSA shall,police all continuationReferences Whethef they

were penerated locally or not.

11.2.6.3 Non-disclosure of incomplete results

NOTE — In addition to the access controls described above, security policy may prevent the disclosure of knowledge inforfnation
that would otherwise be conveyed as ContinuationReferences iN partialOutcomeQualifier. If such a policy is inf effect
and if a DUA constrains the service by specifying chainingProhibited, the Directory may return a serviceErrof With
prpblem chainingRequired. Otherwise, the ContinuationReference iS omitted from partialOutcomeQualifier.

If an jncomplete result is being returned in EntryInformation, i.e., Some of the attributes or attribute values havg been
omittgd because of the applicablesaccess controls, the incompleteEntry element shall be set to TRUE if
DisclpseOnError permission is granted to at least one attribute type withheld from the result, or at least one attfibute

value|withheld from the result (for-which attribute type Read permission was granted).

11.2.7  Search operationdecision points for rule-based access control

If bagjc-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is g local
mattef, except that.if«access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be ovgrridden by-thé other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permjssion

that shall not-everride a deny of rule-based-access-control.

If rulg-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the port|on of

the D]B"Where the search operation is being performed, the following access controls apply:

54

1) If rule-based entry level permission is denied to the entry identified by the baseobject component, then
nameError With problem noSuchobject is returned as defined in clause 7.11.2.4.

2)  Under rule-based-access-control, each entry within the scope of the SearchArgument for which entry level
access is denied is ignored.

3) basic-access-control on entries is applied as defined in clause 11.2.6, item 2).

4) The £ilter is applied ignoring attribute values to which access is denied under rule-based-access-control.
5) basic-access-control on the £ilter is applied as defined in clause 11.2.6, items 3) and 4).

6) For any selected entry:
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a) for each attribute type that may be returned under rule-based-access-control, access must be granted to

at least one attribute value of that type;
b) attribute values to which access is denied under rule-based-access-control shall not be returned.
7) basic-access-control is applied to the information returned as defined in clause 11.2.6, item 5).

Directory Modify operations

There are four operations to modify the Directory: addEntry, removeEntry, modifyEntry, and modifyDN defined
in clauses 12.1 to 12.4, respectively.

ac
T

N
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12.1.]
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the o
comp
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AddE
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AddE
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oss the Directory. Failure shall be
X.518 | ISO/IEC 9594-4.

e user should use Directory interrogation operations to check whether the attempted modification operation Succeeded o

Add Entry

Add Entry syntax

dEntry operation is used to add a leaf entry (either an object entry or an alias entry) to the DIT. The argums
eration may be signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594<2) by the requester. If the t

bnent of the SecurityParameters (see clause 7.10) in the request is set t0.signed and a result is to be ret
Sult may be signed. Otherwise, the result shall not be signed.

htry OPERATION ::= {

CUMENT AddEntryArgument

SULT AddEntryResult

RORS {attributeError |
nameError |
serviceError |
referral |
securityError |
updateError}

DE id-opcode-addEntry }

htryArgument ::= OPTIONALLY-PROTECTED { AddEntryArgumentData }

htryArgumentData ::= SET_{

ject [0] Name,

kry [1] SET ©OE-Attribute{{SupportedAttributes}},
rgetSystem [2] AccessPoint OPTIONAL,

> 7
> 7
MPONENTS OF CommonArguments }

htryResult- :\:= CHOICE {

11 NULL,

formation OPTIONALLY-PROTECTED-SEQ { AddEntryResultData },
}

reported with an updateError with problem affectsMultipleDSAs. See (Ref

DTE 3 — In the event of failure of the underlying communications mechanism, the outcome of the operations iS undetermi

nts of
rget
rned,

AddE

htryResultData ::= SEQUENCE {

-7

ceey
COMPONENTS OF CommonResultsSeq }

12.1.2  Add Entry arguments

The object component identifies the entry to be added. Its immediate superior, which must already exist for the operation
to succeed, is determined by removing the last RDN component (which belongs to the entry to be created).

The entry component contains the attribute information which, together with that from the RDN, constitutes the entry
to be created. The Directory shall ensure that the entry conforms to the Directory schema. Where the entry being created
is an alias, no check is made to ensure that the aliasedEntryName attribute points to a valid entry.

©
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The targetSystem component indicates the DSA to hold the new entry. If this component is absent, it shall be taken to
mean the same DSA as holds the superior of the new object. If the component is present, it shall be the DSA with the
specified AccessPoint. The parameter shall be absent when subentries are to be added.

If the component is present, the targetSystem bitinthe criticalExtensions parameter in CommonArguments shall
be set, indicating that this extension is critical.

NOTE 1 - If the choice of indicated or implied DSA conflicts with local administrative policy, the operation is not performed and
an error is returned.

The commonArguments (see clause 7.3) includes a specification of the service controls and security parameters applying
to the request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate
critical extension bit is set in criticalExtensions. Thus aliases are dereferenced by this operation only if
dontDereferenceAlias iS NOt set and useAliasOnUpdate is Set. The sizeLimit component is ignored if provided.
If the fargument of this operation Is to be signed by the requester, the SecurityParameters (see clause 7.10) component
shall be included in the arguments.

NOTE 2 — Update operations that involve dereferencing of an alias name will always fail if they encounter DSAS implemented
acfording to Rec. CCITT X.5** (1988) | ISO/IEC 9594-*:1990.

12.1.3 Add Entry results

Should the request succeed, a result shall be returned. If this result is to be signed-by the Directory, the
SecukityParameters (See clause 7.10) component of CommonResultsSeq (See clausg’ 74) shall be included jin the
result. If the result of this operation is not to be signed by the Directory, no information shallbe conveyed with the fesult.

12.14  Add Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errorg shall
be reported are defined in clause 14.

12.1.%  Add operation decision points for basic access control

If rulg-based-access-control is also applied, the order in which it is‘applied with respect to basic-access-control is g local
mattef, except that if access is denied to the entry, an attribute typg-or an attribute value, by either mechanism, it shall not
be ovgrridden by the other mechanism. In this respect, Disclose©OnError permission of basic-access-control is a permjission
that shall not override a deny of rule-based-access-control.

If basfc-access-control is in effect for the entry being added, the following sequence of access controls applies:

1) No specific permission is required to the immediate superior of the entry identified by the ogject

component.
NOTE 1 — Security policy may prevent Directory users from adding entries across DSA boundaries (e.g., using the targetsSstem
component). In this event, an appropriate ‘nameError, serviceError, securityError Of updateError may be regturned

prpvided that it does not compromisg-the existence of the immediate superior entry. If it does (i.e., DiscloseOnError is not granted
to[the superior entry), the procedure defined in clause 7.11.3 shall be followed with respect to the superior entry.

2) Ifan entry alreddy exists with a distinguished name equal to the object component, the operation fhils in
accordance With clause 12.1.5.1, item a).
3) Add permission is required for the new entry being added. If this permission is not granted, the opefation
fails inlaccordance with clause 12.1.5.1, item b).

NOTE 2 — The-Add permission shall be provided as prescriptiveacI when attempting to add an entry and as prescriptipeACI
or|subentryaeI when attempting to add a subentry.

4)\ "For each attribute type and for each value that is to be added, Add permission is required. If any permjssion
is absent, the operation fails in accordance with clause 12.1.5.1, item c).

12.1.5.1 Error returns

If the operation fails as defined in clause 12.1.5, the following procedure applies:

a) If the operation fails as defined in clause 12.1.5, item 2), the valid error returns are one of: if
DiscloseOnError or Add permission is granted to the existing entry, an updateError with problem
entryAlreadyExists shall be returned. Otherwise, the procedure described in clause 7.11.3 is followed
with respect to the entry being added.

b) If the operation fails as defined in clause 12.1.5, item 3), the procedure described in clause 7.11.3 is
followed with respect to the entry being added.

c) If the operation fails as defined in clause 12.1.5, item 4), the valid error return is securityError with
problem insufficientAccessRights Of noInformation.
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12.1.6  Add Entry operation decision points for rule-based-access-control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the portion of
the DIB where the addEntry operation is being performed, the following sequence of access control applies:

1) If rule-based entry level permission to the immediate superior is denied, then nameError with problem
noSuchObject is returned as defined in clause 7.11.2.4.

2) basic-access-control is applied as defined in clause 11.1.5.

12.2 Remove Entry

12.2.] Remove Entry syntax

A Remove Entry operation is used to remove a leaf entry (either an object entry, family member or an alias entry)) or a
non-l¢af ancestor and its children, from the DIT. The arguments of the operation may be signéd-(see clause 1f.3 of
Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester. If the target component of the ‘SecurityParamgters
(see dlause 7.10) in the request is set to signed and a result is to be returned, the result may_be signed. Otherwige, the
result{shall not be signed.

remoyeEntry OPERATION ::= {
ARFUMENT RemoveEntryArgument
REBULT RemoveEntryResult

ERRORS {nameError |
serviceError |
referral |
securityError |
updateError}
CODE id-opcode-removeEntry }
RemoyeEntryArgument ::= OPTIONALLY-PROTECTED.\{ RemoveEntryArgumentData }
RemoyeEntryArgumentData ::= SET {
obfject [0] Name,

4

R A
COMPONENTS OF CommonArguments

}
RemoyeEntryResult ::= CHOICE) {
nufll NULL,

information OPTIONALLY-PROTECTED-SEQ { RemoveEntryResultData },
}

RemoyeEntryResultData ::= SEQUENCE ({

COMPONENTS\QF CommonResultsSeq }

12.2. Remove Entry arguments

Th T FUP-P-N tadantifinc tha antey g +a
e OO JeC T TUMpPUTCTITOIuC T itriiC ST Critry to

The commonArguments (See clause 7.3) includes a specification of the service controls and security parameters applying
to the request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate
critical extension bit is set in criticalExtensions. Thus, aliases are dereferenced by this operation only if
dontDereferenceAlias iS N0t set and useAliasOnUpdate is Set. The sizeLimit component is ignored if provided.
If the argument of this operation is to be signed by the requester, the SecurityParameters (see clause 7.10) component
shall be included in the arguments.

NOTE - Update operations that involve dereferencing of an alias name will always fail if they encounter DSAs_implemented
according to Rec. CCITT X.5** (1988) | ISO/IEC 9594-*:1990.

FamilyGrouping may be set as follows:
— entryOnly is the default for this operation. The entry to be removed shall be a leaf entry.
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— compoundEntry may be specified for an ancestor. All the members of the compound entry will be
removed. The operation will fail with an updateError with problem notancestor if the target object
is not an ancestor. The operation will also fail with an appropriate error if it is not possible to remove all
members, e.g., for security reasons.

If FamilyGrouping is absent or set to any other value than above, entryOnly is assumed.

12.2.3 Remove Entry results

Should the request succeed, a result shall be returned. If this result is to be signed by the Directory, the
SecurityParameters (See clause 7.10) component of CommonResultsSeq (see clause 7.4) shall be included in the
results. If the result of the operation is not to be signed by the Directory, no information shall be conveyed with the result.

When family information is selected by familyReturn in EntryInformationSelection, the information returned
is defjned in clause 7.6.4.

The information returned in information component corresponds to the state of the DIB after the (successful) Modify
Entry|operation.

12.2.4 Remove Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which‘the particular error$ shall
be regorted are defined in clause 14.

12.2.% Remove Entry operation decision points for basic access control

If rulg-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is g local
mattef, except that if access is denied to the entry, an attribute type or an attribute-value, by either mechanism, it shall not
be ovgrridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permjssion
that shall not override a deny of rule-based-access-control.

If basfc-access-control is in effect for the entry being removed, the following access controls apply:

—  Remove permission is required for the entry being removed. If this permission is not granted, the operation
fails in accordance with clause 7.11.1.

NOTE — No specific permissions are required for any of the attributes and attribute values present within the entry being remioved.

12.2.6  Remove Entry operation decision points forirule-based access control

If bagjc-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is g local
mattef, except that if access is denied to the entry,an attribute type or an attribute value, by either mechanism, it shall not
be ovgrridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permjssion
that shall not override a deny of rule-based-access-control.

If rulg-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry [oeing
remoyed, the following sequence(ofjaccess control applies:

1) If rule-based entry level permission is not granted to the target entry, the operation fails with nameBrror
with problem noSuchobject as defined in clause 7.11.2.4.

2) Entry lével basic-access-control is applied as specified in clause 12.2.5.
3) If rale=based access is not granted to an attribute value, then it shall not be removed.

4) Ifrule-based RDN permission is not granted, then none of the attribute values of the RDN shall be removed.
If all the values of an attribute are removed, then the attribute is removed from the entry. If all the attr|butes
are removed, then the entry is removed from the DIT. If at least one attribute value is removed, and the

issi i ingi ith one

or more attributes.

NOTE 1 — Unless all the values of the label context for distinguished values of the entry have all the same values, this may not
support a rule-based access-control policy.

5) Under rule-based-access-control, if RDN permission is granted, but permission to access at least one other
attribute value is not granted, then the RDN is not removed, and the operation fails with securityError
with problem insufficientAccessRights. It is a local matter whether other attribute values to which
the requester has access permission are removed or not.

NOTE 2 — This reveals to the requester that at least one attribute value exists that is inaccessible.

6) If all the attributes of the entry are removed, then the entry is removed from the DIT, and the operation is

successful.
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12.3 Modify Entry

12.3.1 Modify Entry syntax

The Modify Entry operation is used to perform a series of one or more of the following modifications to a single entry:
a) add a new attribute;

b) remove an attribute;

c) add attribute values;

d) remove attribute values;

e) replace attribute values;

f)  modify an alias;

g) add a constant to all values of an attribute;

h) delete all attribute values for which fallback is FALSE in every context.

The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the)reqyester.
If the|target component of the SecurityParameters (See clause 7.10) in the request is set to signed and a repult is
to be feturned, the result may be signed. Otherwise, the result shall not be signed.

modifyEntry OPERATION ::= ({
ARGUMENT ModifyEntryArgument
REBULT ModifyEntryResult

ERRORS {attributeError |
nameError |
serviceError |
referral |
securityError |
updateError}

CODE id-opcode-modifyEntry }
ModifyEntryArgument ::= OPTIONALLY-PROTECTED { ModifyEntryArgumentData }
ModifyEntryArgumentData ::= SET ({

objject [0] Name,

changes [1] SEQUENCE OF EntryModification,

sellection [2] EntryInformationSelection“OPTIONAL,
> 7

l4

COMPONENTS OF CommonArguments }

ModifyEntryResult ::= CHOICE {

nufll NULL,

information OPTIONALLY-PROTECTED-SEQ { ModifyEntryResultData },
}

ModifyEntryResultData ( :=" SEQUENCE {
enkry [0] EntryInformation OPTIONAL,

4

COMPONENTS OF\«CommonResultsSeq }

EntryModification ::= CHOICE ({

adfAttribute [0] Attribute{{SupportedAttributes}},
removeAttribute [1] AttributeType,

adEValues [2] Attribute{{SupportedAttributes}},
re 1R
alterValues [4] AttributeTypeAndValue,

resetValue [5] AttributeType,

replaceValues [6] Attribute{{SupportedAttributes}},

}
12.3.2  Modify Entry arguments
The object component identifies the entry to which the modifications should be applied.

The changes component defines a sequence of modifications that are applied in the order specified. If any of the
individual modifications fail, then an attributeError is generated and the entry left in the state that it was prior to the
operation. That is, the operation is atomic. The end result of the sequence of modifications shall not violate the Directory
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schema. However, it is possible, and sometimes necessary, for the individual EntryModification changes to appear

to do

s0. The following types of modification may occur:

a) addattribute — This identifies a new attribute to be added to the entry, which is fully specified by the

component. Any attempt to add an already existing attribute results in an attributeError.

b) removeAttribute — The component identifies (by its type) an attribute to be removed from the entry.

Any attempt to remove a non-existing attribute results in an attributeError.

NOTE 1 — This operation is not allowed if the attribute type is present in the RDN.
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C) addvalues — This identifies an attribute by the attribute type in the argument, and specifies one or
attribute values to be added to the attribute. An attempt to add an already existing value results in an
An attempt to add a value to a non-existent type results in the type and value being added.

more attribute values to be removed from the attribute. If the values are not present in the attrilut
results in an attributeError. An attempt to remove the last value from an attribute results
attribute type being removed.

DTE 2 — This operation is not allowed if one of the values is present in the RDN.
Attributes or attribute values to be added may be specified with or without a context-list. Contexts g

more
error.

ne or
| this
n the

annot

be added to existing attribute values, removed from existing attribute values, aor-modified. To ¢

value with the new context list. When an attribute value is removed, no contéext list shall be supplie
any existing context list associated with the attribute value being removed ‘is removed with the att
value.

e) alterValues — This identifies an attribute type, and specifies a quantity to be added to all values
attribute. An attempt to apply this modification to an attrijute"whose syntax is anything othe
INTEGER Of REAL results in an attributeError.

f) resetvalue — This identifies an attribute by its type, and removes all values of the attribute (if any)
have an associated attribute value context for which fallback is FALSE. resetvalue does not remo
attribute values that have no context.

0) replaceValues — This replaces all existing.values of the given attribute type with the values sup
creating the attribute type if it did not exist=A replace with no value removes the attribute type if it 4
and is ignored if the type does not exist.

DTE 3 — This Directory Specification does not establish rules regarding the order in which a performing DSA is to deco

bcess PDUs that it receives. If a DSA decodes\the entire PDU before processing each element, and if a new and unex

ue, such as replacevalues, is in place for.anon-optional CHOICE, it is possible that the DSA will signal an encoding
however, the DSA decodes the elements as they are needed, it will most likely detect an unknown critical extension and
unsupported critical extension reason code to signal that the operation failed. In either case, it is correct for the DSA
hcess the operation; however, implementers should be aware that either signal may be used to indicate the failure of the opé|

request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUg
| extension bit<{iS)set in criticalExtensions. Thus, aliases are dereferenced by this operation o
DereferenceRlias iS Not set and useAliasOnUpdate iS Set. The sizeLimit component is ignored if pro
argument of\this operation is to be signed by the requester, the SecurityParameters (See clause 7.10) comy
be included'in the arguments.

DTE4 ¥ Update operations that involve dereferencing of an alias name will always fail if they encounter DSAs implen
Cording to Rec. CCITT X.5** (1988) | ISO/IEC 9594-*:1990.

context list of an existing attribute value, first remove the attribute value, and then insert the same atl]j'ibute

s may be replaced by a combination of addvalues and removeValues in a single Modi fyEntry operatior].
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ommonArguments (See.clause 7.3) includes a specification of the service controls and security parameters applying
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The selection component specifies an optional entry information selection that controls whether information is
returned in the operation result and specifies the specific attributes and values to be returned. It shall only be specified if
the version negotiated through the bind operation is v2 or higher.

The operation may be used to modify directory operational attributes. Only those directory operational attributes which
are not classified noUserModification (and to which the user has effective modification access rights) may be
modified.

NOTE 5 — Whether or not user modification is permitted, the Directory may change the values of directory operational attributes

as

a side effect of other Directory operations.

The operation may be used to modify collective attributes only if the service control subentries is TRUE and if the
object is the subentry actually holding the collective attribute(s) to be modified.
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NOTE 6 — Caution should therefore be exercised when modifying the information returned on reading an entry: some of the
information may be from collective attributes, and cannot be modified in an operation directed at the entry itself. For example, it
is not possible to delete a collective attribute from an (ordinary) entry via a removeAttribute entry modification to the entry
(an attributeError with problem noSuchAttributeOrValue would be returned).

The operation may be used to modify an entry's Object Class attribute value if the values specify auxiliary object classes.
However, an attempt to change an Object Class value which specifies an entry's structural object class shall result in an
updateError With problem objectClassModificationProhibited. Any modification to auxiliary object classes
shall leave the superclass chains consistent and correct with the resultant object class definition.

12.3.3  Modify Entry results

Should the request succeed, a result shall be returned. If no selection was specified in the operation argument and

the re

sult is not to be signed, the null result is returned. If no selection was specified (but the result is to be signed by

the D
(see g
to be

12.3.4

Shou
be ref

12.3.1

If rul
matte
be ov
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lause 7.10) component of CommonResultsSeq (see clause 7.4) shall be included in the results. If the result
Signed by the Directory, no entry information shall be conveyed with the result.

Modify Entry errors

d the request fail, one of the listed errors shall be reported. The circumstances under which thé_particular error
orted are defined in clause 14.

Modify Entry operation decision points for basic access control

I, except that if access is denied to the entry, an attribute type or an attribute‘value, by either mechanism, it sh
erridden by the other mechanism. In this respect, DiscloseOnError permissionh of basic-access-control is a perm
hall not override a deny of rule-based-access-control.

c-access-control is in effect for the entry being modified, the follewing sequence of access controls applies:

1) Modify permission is required for the entry being modified. If this permission is not granted, the ope
fails in accordance with clause 7.11.1.

2) Foreach of the specified EntryModification drguments applied in sequence, the following permi
are required:

parameter. If these permissionsare not granted or the attribute already exists, the operation f
accordance with clause 12.3:5:1, item a).

i) Remove permission for_the attribute type specified in a removeAttribute parameter. |
permission is not granted, the operation fails in accordance with clause 12.3.5.1, item b).

DTE 1 — No specific permissions are réquired for any of the attribute values present within the attribute being removed.

iii) Add permissian) on each of the attribute values specified in an addvalues parameter. If

accordance with clause 12.3.5.1, item c).

iv) Remove permission on each of the values specified in a removevalues parameter. If
permissions are not granted, the operation fails in accordance with clause 12.3.5.1, item d).
DTE 2 — If theend result of a removeValues modification is to remove the last value of an attribute (which causes the af]
Elf to besremoved), Remove permission is also required on the specified attribute type.

V) Add and Remove permission on each of the values specified in an altervalues parameter. If

permissions are not granted, the operation fails in accordance with clause 12.3.5.1, item €).

rectory), the entry component is omitted. If the result is to be signed by the Directory, the SecurityParamgters

is not

shall

-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is g local

Il not
ssion

ration

sions

i)  Add permission for the attribute-type and for each of the values specified in an addAttribute

hils in

If this

these

permissions Jare not granted or any of the attribute values already exist, the operation fdils in

these

ribute

these

©

Vi) Remove permission on each of the values to be removed via a resetvalue parameter. If at least one

value is to be removed and these permissions are not granted, the operation fails in accor
with clause 12.3.5.1, item f).

vii) Add permission for the attribute type and for each of the values in the replacevalues

dance

if the

operation attempts to add the attribute type. If these permissions are not granted, the operation fails

in accordance with clause 12.3.5.1, item g).

viii) Remove permission for the attribute type in the replacevalues parameter if the operation attempts
to remove the attribute. If this permission is not granted, the operation fails in accordance with clause

12.3.5.1, item b).

ix) Remove permission for all the values currently in the attribute and Add permission for all values in

the replacevalues if the operation attempts to replace the values.
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— If all the Remove permissions are not granted, the operation fails in accordance with
clause 12.3.5.1, item d).

— If all the Remove permissions are granted, but all the Add permissions are not granted, the
operation fails in accordance with clause 12.3.5.1, item g).

12.3.5.1 Error returns

If the operation fails as defined in clause 12.3.5, the following procedure applies:

a)

If the operation fails as defined in clause 12.3.5, item 2), subitem i), the valid error returns are one of: if
the attribute already exists and DiscloseOnError or Add is granted to that attribute, an attributeError
with problem attributeOrValueAlreadyExists shall be returned; otherwise, a securityError
with problem insufficientAccessRights Of noInformation shall be returned.

12.3.4

If bas
matte|
be ov
that s

If rul

b)

d)

€)

9)

Modify Entry operation decision points for rule-based access control

are one of: if DiscloseOnError permission is granted to the attribute being removed and the attribute’g¢xists,

If the operation fails as defined in clause 12.3.5, item 2), subitem ii) or subitem viii), the valid error r{turns
rned;

a securityError With problem insufficientAccessRights Or noInformation shathbe ret
otherwise, an attributeError With problem noSuchAttributeorvalue shall be retarned.

If the operation fails as defined in clause 12.3.5, item 2), subitem iii), the valid error-returns are ong of: if
an attribute value already exists and DiscloseOnError or Add is granted to_that~attribute valde, an
attributeError with problem attributeOrValueAlreadyExists shall e returned; othefwise,
DiscloseOnError permission at the attribute level shall be verified. If DiscloseOnError is granted to the
attribute, a securityError with problem insufficientAccessRights Or noInformation shall be
returned; otherwise, an attributeError With problem noSuchAttribiateOrvalue shall be retufned.

If the operation fails as defined in clause 12.3.5, item 2), subitem iv) or subitem ix), first bullet point, the
valid error returns are one of: if DiscloseOnError permission is granted to any of the attribute values|being
removed, a securityError With problem insufficientAccessRights Of noInformation Shall be
returned; otherwise, an attributeError with problem féstichAttributeOrvalue shall be retufned.

If the operation fails as defined in clause 12.3.5, item 2), subitem v), the valid error returns are ong of: if
DiscloseOnError permission is granted to any of the attribute values being altered, a securityBrror
with problem insufficientAccessRights\0l noInformation Shall be returned; otherwige, an
attributeError With problem noSuchAttxibuteOrvalue shall be returned.

If the operation fails as defined in clause 12/3.5, item 2), subitem vi), the valid error returns are ong of: if
DiscloseOnError permission is granted to any of the attribute values being removed, a securityBrror
with problem insufficientAccessRights Of noInformation Shall be returned; otherwide, an
attributeError With problem(noSuchAttributeOrvalue shall be returned.

If the operation fails as defined in clause 12.3.5, item 2), subitem vii) or subitem ix), second bullet jpoint,
a securityError withiproblem insufficientAccessRights Of noInformation shall be retyrned.

c-access-control is alsa.applied, the order in which it is applied with respect to rule-based-access-control is g local
[, except that if access.is-denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
erridden by the otherimechanism. In this respect, DiscloseOnError permission of basic-access-control is a permjssion
nall not overridexadeny of rule-based-access-control.

-based-acegss<control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry [being
modified, thesfallowing sequence of access control applies:

62

1)% If rule-based entry level permission is not granted to the target entry, then the operation faild with
nameError With problem noSuchobject according to clause 7.11.2.4.

2) Entry level basic-access-control is applied according to clause 12.3.5.1.

3) Access must be granted to each of the attribute values (if any) that are removed. If rule-based-access-control
permission is not granted to any attribute value that is to be removed, the operation fails with
attributeError with problem noSuchAttributeOrValue.

4)  Attribute level basic-access-control is applied as in clause 12.3.5, item 2).
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124  Modify DN

12.4.1 Modify DN syntax

The Modify DN operation is used to change the Relative Distinguished Name of an entry, and/or to move an entry to a
new superior in the DIT. It may be used with object entries, including compound entries or alias entries.

For family members, its use is restricted to the case where the affected family members stay within the same compound
entry.

If the entry has subordinates, then all subordinates are renamed or moved accordingly (i.e., the subtree remains intact).
The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester.
If the target component of the SecurityParameters (See clause 7.10) in the request is set to signed and a result is
to be returned, the result may be signed. Otherwise, the result shall not be signed.

NOTE 1 — Implementations based on Rec. CCITT X.511 (1988) ISO/IEC 9594-3:1990 may use the operation only to charjge the
Rglative Distinguished Name of a leaf entry.

NOTE 2 — Implementations based on Rec. ITU-T X.511 (1993) | ISO/IEC 9594-3:1995 and later editions may use ‘the operation to
move entries to a new superior only if the old superior, the new superior, the entry, and all its subordinates are in“gne DSA.

NOTE 3 — The operation does not move entries to a new DSA, all entries remain in the original DSA.

NOTE 4 — The operation either succeeds or fails in its entirety; it shall not fail with some entries moved'and some not movgd. No
infermediate states of the operation shall be externally visible to users of the Directory.

NOTE 5 — Some offline activity may be required following this operation to preserve consistency; foreéxample, to update attfibutes
infany entries that hold Distinguished Name values that refer to the renamed or moved entry(ies):

NOTE 6 — The modifyTimeStamp attribute is not updated for entries subordinate to the renamed or moved entry.

modifyDN OPERATION ::= {
ARGUMENT ModifyDNArgument
REBULT ModifyDNResult

ERRORS {nameError |
serviceError |
referral |
securityError |
updateError}
CODE id-opcode-modifyDN }
ModifyDNArgument ::= OPTIONALLY-PROTECTED.\{' ModifyDNArgumentData }
ModifyDNArgumentData ::= SET {
obfject [0] DistinguishedName,
newRDN [1] RelativeDistinguishedName,

delleteO1dRDN [2] BOOLEAN DEFAULT FALSE,
nepSuperior [3] DistinguishedName OPTIONAL,
> 7

l4

COMPONENTS OF CommonArguments }

ModifyDNResult ::=_,CHOICE {
nufll NULL,
information OPTIONALLY-PROTECTED-SEQ { ModifyDNResultData },
}
ModifyDNResultData ::= SEQUENCE ({
newRDN RelativeDistinguishedName,

* /

COMPONENTS OF CommonResultsSeq }

12.4.2  Modify DN arguments

The object component identifies the entry whose Distinguished Name is to be modified. Aliases in the name shall not
be dereferenced.

The newRDN component specifies the new RDN of the entry. If the operation moves the entry to a new superior without
changing its RDN, the old RDN is supplied for this parameter.

If an attribute value in the new RDN does not already exist in the entry (either as part of the old RDN or as a
non-distinguished value), it is added. If it cannot be added, an error is returned.
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If the deleteO1dRDN flag is set, all attribute values in the old RDN that are not in the new RDN are deleted. If this flag
is not set, the old distinguished values shall remain in the entry (but are no longer distinguished values). The flag shall be
set where a single value attribute in the RDN has its value changed by the operation. If this operation removes the last
attribute value of an attribute, that attribute shall be deleted.

The newSuperior component, if present, specifies that the entry is to be moved to a new superior in the DIT. The entry
becomes an immediate subordinate of the entry with the indicated Distinguished Name, which must be an already existing
object entry. The new superior shall not be the entry itself or any of its subordinates, or an alias, or such that the moved
entry violates any DIT structure rules. It is possible that entries subordinate to the moved entry may violate the active
subschema, in which case it is the responsibility of the Subschema Administrative Authority to
make subsequent adjustments to these entries to make them consistent with the subschema, as described in clause 14 of
Rec. ITU-T X.501 | ISO/IEC 9594-2.

If the
be sef

g shall

U PUITIC UIToC c ew Opé& O

indicating that this extension is critical.

to the request. For the purposes of this operation, the dontDereferenceaAlias option and the sizeLimit comgonent
are ngt relevant and are ignored if provided. Aliases are never dereferenced by this operation. If the<argument qf this
operation is to be signed by the requester, the securityParameters (See clause 7.10) componént-shall be inclugled in
the arguments.

12.4.3 Modify DN results

Should the request succeed, a result shall be returned. If this result is tocbe—signed by the Directory, the
SecufityParameters (See clause 7.10) component of CommonResultsSeq (see Clause 7.4), and the new RDN shall
be in¢luded in the results. If the result is not to be signed by the Directory, noinformation shall be conveyed with the
result

12.4.4  Modify DN errors

Should the request fail, one of the listed errors shall be reported. The'circumstances under which the particular error$ shall
be returned are defined in clause 14.

12.4%  ModifyDN decision points for basic access control

If rul¢-based-access-control is also applied, the order in-which it is applied with respect to basic-access-control is g local
mattef, except that if access is denied to the entry, an'attribute type or an attribute value, by either mechanism, it shall not
be ovgrridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permjssion
that shall not override a deny of rule-based-aecess-control.

If basfc-access-control is in effect for the.entry being renamed, the following access controls apply:

—  Ifthe effect of the operation is to change the RDN of the entry, Rename permission is required for thg entry
being renamed (cohsidered with its original name). If this permission is not granted, the operation fgils in
accordance withiclause 12.4.5.1.

—  Ifthe effectaf-the operation is to move an entry to a new superior in the DIT, Export permission is required
for the entry’being considered with its original name, and Import permission is required for the entry|being
considered with its new name. If either of these permissions is not granted, the operation fails in accorflance
witfelause 12.4.5.1.

NOTE 1 —Thedmport permission shall be provided as prescriptive ACI.

NOTE 2 *~No additional permissions are required even if, as a result of modifying the last RDN of the name, a new distingpished
vajue-needs to be added or an old one removed.

12.45.1 Error returns

If the operation fails as defined in clause 12.4.5, the procedure described in clause 7.11.1 is followed with respect to the
entry being renamed (considered with its original name).

1246 Modify DN operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.
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If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry being
renamed, the following sequence of access control applies:

12.5

1) [If rule-based RDN permission is not granted to the target entry, the operation fails with nameError with

problem noSuchObject in accordance with clause 7.11.2.4.
2) Entry level basic-access-control is applied as in clause 12.4.5.
3) Ifthe effect of the operation is to move the entry to a new superior in the DIT, rule-based RDN perm

ission

is required to the new superior, otherwise the operation fails with nameError with problem

noSuchObject in accordance with clause 7.11.2.4.

Change Password

This gperation S Mendedto be used by DITECtoTy USETS {0 Change their owm passwords-———————____|

12.5.]

Change Password syntax

A Directory Change Password operation is used by a user to change a password to prevent password expiration o

passw
user i
DSA
pwdC

chan
AR
RE
ER]

(e0)
Chan
Chan

ob

ol
ne

Chan
nu
in

Chan
co
12.5.

The ¢
Passw

1253

ord reset by an administrator. The password may be changed at any time during an applicatignassociatior
5 allowed as many attempts as specified in the pwdMaxCompareFailure attribute. When thisdimit is reache
shall unbind the application-association and, if the pwdCompareLockout attribute is TRUE; lock the accou

bmpareLockoutDuration.
jePassword OPERATION ::= ({
CUMENT ChangePasswordArgument
SULT ChangePasswordResult
RORS {securityError |
updateError }
DE id-opcode-changePassword }
jePasswordArgument ::= OPTIONALLY-PROTECTED-SEQ.{‘ChangePasswordArgumentData }
jePasswordArgumentData ::= SEQUENCE ({

ject [0] DistinguishedName,
HPwd [1] UserPwd,
WwPwd [2] UserPwd,

}

jePasswordResult ::= CHOICE ({
11 NULL,
Formation OPTIONALLY-PROTECTED+SEQ { ChangePasswordResultData },

- }

jePasswordResultData :{=)SEQUENCE ({

- 7

> 7
MPONENTS OF CommonResultsSeq }

Change Password arguments

Lrrent password (o1dPwd component) and the new password (newPwd component) have to be supplied ina C
ord opération. The o1dPwd and newPwd components shall contain a clear or encrypted password.

Change Password results

after
. The
d, the
nt for

hange

If the password is changed successfully, no information is returned by the operation and normal communication may
continue.

1254  Change Password errors

Should the request fail, a securityError oOr updateError shall be supplied as follows:
securityError inappropriateAlgorithms
updateError insufficientPasswordQuality
pwdInHistory
pwdHistoryFull
The circumstances under which other errors shall be reported are defined in clause 14.

©
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Administer Password

This operation is intended to be used by Directory Administrators to change users' passwords. If two free slots are not
available in the userPwdHistory attribute, this operation will free two slots before proceeding. At the end of the
successful operation, there will be one free slot for the user to change the password which has been set by the

Admi

nistrator.

12.6.1 Administer Password syntax

Admi

nister password operation is used by an administrator to change a user's password.

administerPassword OPERATION ::= {
ARGUMENT AdministerPasswordArgument
RESULT AdministerPasswordResult

ER]
Co

Admi
OoP

Admi
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Admi
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Admi
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12.6.
If the

12.6.4
Shou

se
up

The ¢

RORS {securityError |
updateError}
DE id-opcode-administerPassword }

histerPasswordArgument ::=
FTONALLY-PROTECTED-SEQ { AdministerPasswordArgumentData }

histerPasswordArgumentData ::= SEQUENCE ({
ject [0] DistinguishedName,

WwPwd [1l] UserPwd,

}

histerPasswordResult ::= CHOICE {
11 NULL,
formation OPTIONALLY-PROTECTED-SEQ { AdministerPasswotdRésultData },

- }

histerPasswordResultData ::= SEQUENCE {

> 7
> 7
MPONENTS OF CommonResultsSeq }

Administer Password arguments

ew password (newPwd component) has to be supplied in Administer Password operation. The newPwd com(
Contain a clear or encrypted password.

Administer Password results

Administer Password errors

d the request fail, a securityError or updateError shall be supplied as follows:

curityError - ‘inappropriateAlgorithms
HateError insufficientPasswordQuality
pwdInHistory
rcumstances under which other errors shall be reported are defined in clause 14.

13

Operations for LDAP messages

onent

password is changed successfully, no information is returned by the operation and normal communication may
continue.

The operations for carrying LDAP messages are defined by this clause. These operations are used for carrying all types
of LDAP messages through a Directory infrastructure established according to these Directory Specifications. These
operations are not used on the DAP. They are only used on the DSP between DSAs. However, they are defined in this
Directory Specification to keep together all definitions operation types carried on the DSP.

An LDAP request may eventually be chained to an LDAP server and it may result in multiple results, like for an LDAP

Searc

66

h operation. The LDAP requester may operate in two different ways:

a) Itmay collectall the results and return the combined results in an 1dapTransport result. The DSA bound
to the LDAP client shall decompose such combined results before returning them to the LDAP client.
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b) Return the results one by one in 1inkedLDAP requests, except for the last result, which shall be carried in
the 1dapTransport result.

131 LDAP Transport operation

13.1.1 LDAP Transport syntax

An LDAP Transport operation is used to carry an LDAP request and some or all of the results. This is achieved by means
of a specific operation, 1dapTransport defined below. This operation is only relevant if an LDAP request is to be
forwarded to an adjacent DSA.

The bound DSA may sign the 1dapTransport request based on its own identity or based on the identity of the requester.
If the target component of the SecurityParameters (See clause 7.10) in the request is set to signed and a result is
to be feturned, the result together with possible 1inkedLDAP requests may be signed. Otherwise, the result andpossible
1inkedLDAP requests shall not be signed.

ldapffransport OPERATION ::= ({

ARSUMENT LdapArgument

REBULT LdapResult

ERRORS { abandonFailed | abandoned }

CODE id-opcode-ldapTransport }
LdapArgument ::= OPTIONALLY-PROTECTED-SEQ { LdapArgumentData }
LdapArgumentData ::= SEQUENCE ({

obfject DistinguishedName,

ldppMessage LDAPMessage,

linkId LinkId OPTIONAL,

COMPONENTS OF CommonArgumentsSeq }
Link[ld ::= INTEGER
LdapResult ::= OPTIONALLY-PROTECTED-SEQ { LdapResultData }

LdapResultData ::= SEQUENCE {
ldppMessages SEQUENCE SIZE (1..MAX)\.OF LDAPMessage OPTIONAL,
rekurnToClient BOOLEAN DEFAULT FALSE,

> 7
N
COMPONENTS OF CommonResultsSeq }

13.1. LDAP Transport arguments

The dbject component shalleld the distinguished name as converted from the LDAP distinguished name in ogject
Or bakeObject component©fithe LDAPMessage. If the LDAPMessage is an AddRequest, the last RDN shall be removed.

The 1dapMessage compoenent shall hold the LDAP request as defined by RFC 4511.

The Jink1d compenent shall hold a unique identifier that uniquely identifies an outstanding LDAP operation among
other joutstanding L. DAP operations forwarded to a particular adjacent DSA. This component shall be present for LDAP
operations possibly providing multiple results. Otherwise, it shall be absent.

NOTE 1. An implementation could use the same value as used for the Invoke1d for the chained request.

CommonArguments Needs not to be fittedforcomponents oty affecting the performing BDSA(S)Performing BSAS shall
act on the embedded LDAP request when performing evaluation.

LDAP controls may specify capabilities corresponding to the components of CommonArguments (see clause 7.3). If such
controls are recognised, relevant for other than the performing DSA(s) and supported by the bound DSA, the relevant
components and/or service controls shall be filled accordingly. Otherwise, the CommonArguments shall be filled as
specified in the following. If a component is not referenced below, it shall be encoded as specified in clause 7.3.

The serviceControls component shall be encoded as follows:

The options subcomponent shall be set as follows:
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a)

b)

The preferChaining Service control option may be set according to local policy for the bound
DSA. If this option is set, it is the preference of the bound DSA that chaining is preferred beyond the
adjacent DSA.

The chainingProhibited service control may be set according to local policy for the bound DSA.
If this option is set, it is the preference of the bound DSA that chaining shall not be done beyond the
adjacent DSA.

NOTE 2 — An adjacent DSA may not react on this service control option, as it might see the request as a chained request.

c)
d)

The 1ocalScope service control option may be set according to local policy for the bound DSA.

If the LDAP Don't Use Copy control extension (see IETF RFC 6171) is included in the LDAP request
and supported by the bound DSA, the dontUseCopy service control option shall be set. Otherwise,
this service control option may be set according to local policy.

€)

f)

9)
h)

i)
),
K)

1)

m)

n)

— The priority service control may he_set according to local policy for the bound DSA.

— The timeLimit service control may be set according to local policy for the bound DSA.

— The sizeLimit service control is not relevant for intermediate DSAs and shall be absent.

—  The scopeOfReferral subcomponent may be set according to local policy for the bound DSA.
— The attributeSizeLimit subcomponent may be set according to local policy for the bound DSA.
—  The manageDSATTPlaneRef subcomponent shall be absent.
—  The serviceType subcomponent shall be absent.

—  The usér€lass subcomponent shall be absent.

The dontDereferenceAliases shall be set, if the embedded LDAP request is of a ¢yge not
allowing dereferencing of aliases. Otherwise, this service control option may be set according tq local

policy.
The subentries service control option is not relevant for intermediate DSAs and shall not be] set.
The copyShalilDo service control option is not relevant for intermediate DSAS-and shall not He set.

The partialNameResolution shall not be set if the embedded LDAP Fequest is not a dearch
request. Otherwise, it shall be set according to local policy.

The manageDSAIT service control option is not relevant for intermediate DSAs and shall not le set.

The nosubtypeMatch service control option is not relevant for-intermediate DSAs and shall ot be
set.

The noSubtypeSelection service control option is not relevant for intermediate DSAs and shall
not be set.

The countFamily service control option is not rélevant for intermediate DSAs and shall not He set.

The dontSelectFriends service control option is not relevant for intermediate DSAs and shall not
be set.

The dontMatchFriends service contr@l option is not relevant for intermediate DSAs and shll not
be set.

SecufityParameters component is specified in clause 7.10. If the argument of the operation is to be signed By the
bound DSA, the.SecurityParameters component shall be included. The absence of the SecurityParamgters

comppnent is-deemed equivalent to an empty set.

The gequestor component shall be present if the distinguished name of the requester is known from the LDAR Bind

operation. Utherwise, IT shall be absent.

The operationProgress, referenceType, entryOnly, exclusions and nameResolveOnMaster COMponents are
defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. They are supplied by the bound DSA when acting on a continuation
reference returned by another DSA in response to an earlier operation, and their values are copied by the bound DSA
from the continuation reference. Otherwise, they shall be absent.

The operationContexts and familyGrouping components shall be absent.

13.1.3 LDAP Transport results

An ldapTransport result shall be returned when:
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a) all results from the LDAP server has been collected by the LDAP requester to be transmitted together in

the 1dapTransport result; or

b) all results have been transmitted by 1inkedLDAP requests, except for the last one(s) to be transmitted by

the 1dapTransport result.

The 1dapMessages component shall hold one or more LDAP results as defined by RFC 4511. This parameter shall be
present except if the result is for a previous embedded LDAP abandon request or no result was received for an abandoned
operation. Such IdapTransport results shall be discarded by the bound DSA. When the 1dapMessages component is
present, the LDAP messages shall be transmitted to the LDAP client one by one in the same sequence as provided in the
component.

The 1

inkId component shall echo the 1ink1Id in the argument in the corresponding 1dapTransport request.

The o

present and has the value TRUE, it signals that the referral shall be returned to the LDAP client rather than being'hg

by the
DSA

inforrpation may be supplied by administrative means outside the scope of this Directory Specification.

13.2

13.2.]
A Lin

carried by this operation.

linkpdLDAP OPERATION ::= {
ARSUMENT LinkedArgument
RESULT LinkedResult
CODE id-opcode-1linkedLDAP }

Link

obfject DistinguishedName,
ldppMessage LDAPMessage,

lipkId LinkId,
returnToClient BOOLEAN DEFAULT FALSE,

4

LinkgdResult ::= NULL

13.2.3

The dbject argument shalkhold the distinguished name of the bound DSA as provided in the dsa component of th
TracgItem element of the'TraceInformation data type.

The 1dapMessage-argument shall hold an LbAPMessage result.
The Jink1de¢omponent shall hold the same value as provided in the corresponding 1dapTransport request.

The gdetarnToClient component shall be handled as specified in clause 12.1.3.

Link[dArgument ::= OPTIONALLY-PROTECTED-SEQ { LifkedArgumentData }

R
COMPONENTS OF CommonArgumentsSeq }

eturnToClient CcOmponent may be present when an LDAF reterral IS returned. Otnherwise, It shall be abs

bound DSA . It shall be set by the DSA generating the referral. If the referral is generated by an LDAR Servg
adjacent to that server may set this component based on knowledge of the policy of the LDAP .server.

Linked LDAP operation

Linked LDAP syntax

ked LDAP operation is used to carry a single result of an LDAP multiple results-eperation. The final result

dArgumentData ::= SEQUENCE {

Linked LDAP arguments

nt. If
ndled
r, the
Such

is not

e first

13.2.3

Linked LDAP results

The 1inkedLDAP result shall be returned for each 1inkedLDAP request received to complete the handling by intermediate
DSAs.

14

141

Errors

Error precedence

The Directory does not continue to perform an operation beyond the point at which it determines that an error is to be
reported.

©

ISO/IEC 2020 - All rights reserved Rec. ITU-T X.511 (10/2019)

69


https://standardsiso.com/api/?name=09e71dd75f5b714cc1b53e274938a736

ISO/IEC 9594-3:2020 (E)

NOTE 1 — An implication of this rule is that the first error encountered can differ for repeated instances of the same query, as there
is not a specific logical order in which to process a given query. For example, DSAs may be searched in different orders.

NOTE 2 — The rules of error precedence specified here apply only to the abstract service provided by the Directory as a whole.
Different rules apply when the internal structure of the Directory is taken into account.

Should the Directory simultaneously detect more than one error, the following list determines which error is reported. An
error higher in the list has a higher logical precedence than one below it, and is the error which is reported.

a) nameError,
b) updateError;
C) attributeError;

d) securityError;

€) serviceError

The fpllowing errors do not present any precedence conflicts:
a) abandonFailed, because it is specific to one operation, Abandon, which can encountermo other efror.

b) abandoned, which is not reported if an Abandon operation is received simultaneously with the detgction
of an error. In this case, an abandonFailed error with problem tooLate is returnédialong with the feport
of the actual error encountered.

C) referral, wWhich is not a "real" error, only an indication that the Directoty has detected that the|]DUA
should present its request to another access point.

14.2 Abandoned

This putcome may be reported for any outstanding directory enquiry operatiof (i.e., Read, Search, Compare, List)|if the
DUA]invokes an Abandon operation with the appropriate InvokeId.dt)shall be returned as a response to a lilst or
searth request with the pageResults component included with the value abandonQuery. If the arguments pf the
operation were signed (see clause 17.3 of Rec. ITU-T X.50%LN ISO/IEC 9594-2) by the requester or (f the
errofProtection parameter of the SsecurityParameters data type was set to signed in the request, then thd error
paranmeters may be signed. Otherwise, they shall not be signed:

abanfloned ERROR ::= {-- not literally an "etror"
PARAMETER OPTIONALLY-PROTECTED { AbandonedData }
CODPE id-errcode-abandoned Y}
AbanfonedData ::= SET {
problem AbandonedProblem) OPTIONAL,

7
L ..,
COMPONENTS OF CommonResults }

AbanflonedProblem ::= ENUMERATED {
pagingAbandoned (0).~+}

The groblem componentshall not be present if this error is returned for an Abandon operation.

The groblem compenent shall be present if this error is returned for a 1ist or search request with the pageReqults
comppnent incltded with the value abandonQuery. In this case, the component shall take the value pagingaAbandpned.

signegl.

The Tcurityparameters component shall be included in the CommonResults (see clause 7.4) if the error is|to be

14.3 Abandon Failed

The abandonFailed error reports a problem encountered during an attempt to abandon an operation. If the arguments
of the operation were signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester or if the
errorProtection parameter of the SecurityParameters data type was set to signed in the request, then the error
parameters may be signed. Otherwise, they shall not be signed.

abandonFailed ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { AbandonFailedData }
CODE id-errcode-abandonFailed }

AbandonFailedData ::= SET {
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problem [0] AbandonProblem,
operation [1] Invokeld,

-’

ceey
COMPONENTS OF CommonResults }

AbandonProblem ::= INTEGER ({
noSuchOperation (1),
tooLate (2),

cannotAbandon (3) }

The various parameters have the following meanings.

A particular problem that is encountered is specified. Any of the following problems may be indicated:

The
error

The i

of ConmonResults.

144

An at
of R
Secu
they 4
attr

PA]

CcoO

Attr
ob

CO

The 1entification of the particular operation (invocation) to be abandoned.

a) noSuchOperation — VWHen the Directory has no knowledge of the operation which 1S to be aban
(this could be because no such invoke took place, or because the Directory has forgotten about dt);

b) tooLate — When the Directory has already responded to the operation;

C) cannotAbandon — When an attempt has been made to abandon an operation for which this is proh
(e.g., modify), or the abandon could not be performed.

curityParameters component (see clause 7.10) shall be included in the CommonRésults (see clause 7.4
s to be signed by the Directory.

hformation provided by the error problem can optionally be qualified by the use-0f the notification comy

Attribute Error

L tributeError reports an attribute-related problem. If the arguments of the operation were signed (see claus

rityParameters data type was set to signed in the reguest, then the error parameters may be signed. Othe

hall not be signed.

ibuteError ERROR ::= {

RAMETER OPTIONALLY-PROTECTED {xAttributeErrorData }
DE id-errcode-attributeError }

ibuteErrorData ::= SET {

ject [0] Name,

bblems [1l] SET OF SEQUENCE {

broblem [0] AttributeProblem,

Fype [1] AttributeType,

ralue [2] AttributeValue OPTIONAL,
L ..},

4

’

MPONENTS OF, _CommonResults }

Honed

ibited

if the

onent

p 17.3

pc. ITU-T X.501 | ISO/IEC 9594-2) by the requestep, or if the errorProtection parameter df the

wise,

AttrjibuteProblem ::= INTEGER ({
nopuchAttributeOrValue (1),
inyalidAttributeSyntax (2),
ungdéfinedAttributeType (3),
inappropriateMatching 4
constraintViolation (5),
attributeOrValueAlreadyExists (6),
contextViolation (7) 1}

The various parameters have the following meaning.

The object component identifies the entry to which the operation was being applied when the error occurred.

One or more problems may be specified. Each problem (identified below) is accompanied by an indication of the
attribute type, and, if necessary to avoid ambiguity, the value, which caused the problem:

©

a) noSuchAttributeOrValue — The named entry lacks one of the attributes or attribute values specified as

an argument of the operation.
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b) invalidAttributeSyntax — A purported attribute value, specified as an argument of the operation,
does not conform to the attribute syntax of the attribute type.

C) undefinedAttributeType — An undefined attribute type was provided as an argument to the operation.
This error may occur only in relation to addEntry Or modifyEntry operations.

d) inappropriateMatching— An attempt was made, e.g., in a filter, to use a matching rule not defined for
the attribute type concerned.

€) constraintViolation — An attribute value supplied in the argument of an operation does not conform
to the constraints imposed by Rec. ITU-T X.501 | ISO/IEC 9594-2 or by the attribute definition (e.g., the
value exceeds the maximum size allowed).

f) attributeOrValueAlreadyExists — An attempt was made to add an attribute which already existed
in the entry, or a value which already existed in the attribute.

0) contextViolation — A context list or context supplied with an attribute value in the argument|of an

operation does not conform to the constraints imposed by Rec. ITU-T X.501 | ISO/IEC 9594-2, Iby the
context definition (e.g., the context value is not of the correct syntax), or the DIT Context Use:

The SecurityParameters component (see clause 7.10) shall be included in the CommonResults (seg clause 7.4)if the

error

The i

14.5

An

s to be signed by the Directory.

Name Error

hformation provided by the error problem can optionally be qualified by the use of the iotification comgonent
of CommonResults.

eError reports a problem related to the name provided as an argument‘to an operation. If the arguments pf the

operation were signed (see clause 17.3 of Rec. ITU-T X.501 | ISOHEC 9594-2) by the requester or (f the
errofProtection parameter of the SecurityParameters data typedwas set to signed in the request, then thd error

paranpeters may be signed. Otherwise, they shall not be signed.

name
PA]
CO

Name

pxr
ma

CO]
Name
no
al
in
al

The \
A par

DE

- 7

2)

b)

Error ERROR ::= {
RAMETER OPTIONALLY-PROTECTED { NameErrorData }

ErrorData ::= SET ({
bblem
Fched

> 7
MPONENTS OF CommonResults }

Pproblem ::= INTEGER {
SuchObject (1),
iasProblem (2),
ralidAttributeSyntax (3),
iasDereferencingProblem (4)

not to be used (5)-- 1}

arious compenents have the following meaning.

ficular pzoblem is encountered. Any of the following problems may be indicated:

id-errcode-nameError }

[0] NameProblem,
[1] Name,

noSuchObject — The name supplied does not match the name of any object.

aliasProblem — An alias has been dereferenced which names no object.

c)

d)

invalidAttributeSyntax — An attribute type and its accompanying attribute value in an AVA in the
name are incompatible.

aliasDereferencingProblem — An alias was encountered in a situation where it was not allowed or
where access was denied.

The matched parameter contains the name of the lowest entry (object or alias) in the DIT that was matched, and is a
truncated form of the name provided or, if an alias has been dereferenced, of the resulting name.
NOTE - If there is a problem with the attribute types and/or values in the name offered in a Directory operation argument, this is
reported via a nameError with problem invalidAttributeSyntax rather than as an attributeError or an
updateError
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The securityParameters component (see clause 7.10) shall be included in the CommonResults (see clause 7.4) if the
error is to be signed by the Directory.

The information provided by the error problem can optionally be qualified by the use of the notification component
of CommonResults.

14.6

Referral

A referral redirects the service-user to one or more access points better equipped to carry out the requested operation.
If the arguments of the operation were signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester
or if the errorProtection parameter of the SecurityParameters data type was set to signed in the request, then

the er

refe
PA]
(e]0)

Refe
caj

co
Thee
(see H

If the
shall
shall

ror parameters may be signed. Otherwise, they shall not be signed.
rral ERROR ::= { -- not literally an "error"
RAMETER OPTIONALLY-PROTECTED { ReferralData }
DE id-errcode-referral }

rralData ::= SET {

hdidate [0] ContinuationReference,

- 7
> 7
MPONENTS OF CommonResults }

'ror has a single parameter which contains a ContinuationReference Which canbe\Used to progress the ope
ec. ITU-T X.518 | ISO/IEC 9594-4).

DSA is responding to an LDAP request, the naddresses component of the PresentationAddress dat
nold one or more LDAP URLS as specified in clause 11.4 of Rec. ITU-T,X.519 | ISO/IEC 9594-5. This inforn
pe used by the bound DSA to create an LDAP referral.

The SecurityParameters component (see clause 7.10) shall be included in the CommonResults (see clause 7.4

error

Befor
from
DUA

147

A se
were

s to be signed by the Directory.

E acting on a continuation reference, the DUA shall check:that an identical request to the one that would be gen
the continuation reference has not already been issuedias a part of processing the same user request. If it ha
shall not act on the continuation reference. This avgids loops.

Security Error

burityError reports a problem in caprying out an operation for security reasons. If the arguments of the ope
signed (see clause 17.3 of Rec. ITU-T'X.501 | ISO/IEC 9594-2) by the requester or if the errorProteg

paranLeter of the securityParameters data type was set to signed in the request, then the error parameters n

signe

secu
PA]
CO

Secu
PIr
Sp.
en

. Otherwise, they shall not be(sighed.

rityError ERROR (= {
RAMETER OPTIONALLY-PROTECTED { SecurityErrorData }
DE id-errcode-securityError }

rityErrorData.” := SET {

bblem [0] SecurityProblem,
kmInfo [1] SPKM-ERROR OPTIONAL,
cPwdInfo [2] EncPwdInfo OPTIONAL,

- 7

> "

Fation

h type
hation

if the

brated
s, the

Fation
tion

ay be

Co

MPONENTES—OF—CommonResults—7

SecurityProblem ::= INTEGER ({
inappropriateAuthentication (1),
invalidCredentials (2),
insufficientAccessRights (3),
invalidSignature (4),
protectionRequired (5),
noInformation (6),
blockedCredentials (7),
-- invalidQOPMatch (8), obsolete
spkmError (9),
unsupportedAuthenticationMethod (10),
passwordExpired (11),
© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.511 (10/2019)
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inappropriateAlgorithms (12) }
EncPwdInfo ::= SEQUENCE {
algorithms [0] SEQUENCE OF AlgorithmIdentifier

{{SupportedAlgorithms}} OPTIONAL,

pwdQualityRule [1l] SEQUENCE OF AttributeTypeAndValue OPTIONAL,

}

The error has a single parameter, which reports the particular problem encountered. The following problems may be

indicated:

a) inappropriateAuthentication — The level of security associated with the requester's credentials is
inconsistent with the level of protection requested, e.g., simple credentials were supplied while strong
credentials were required.

b) invalidCredentials — The supplied credentials were invalid.

C) insufficientAccessRights — The requester does not have the right to carry out the. reqdiested
operation.

d) invalidSignature — The signature of the request was found to be invalid.

€) protectionRequired — The Directory was unwilling to carry out the requested eperation becaupe the
argument was not signed.

f) noInformation — The requested operation produced a security error £for-which no informatjon is
available.

g) blockedCredentials — The credentials are blocked from .¢ensideration for security rdasons
(e.g., because an invalid password has been presented too many tinies in succession). The decision to feturn
this error is governed by the security policy in effect for the DSA:

h) spkmError — The supplied SPKM token was found to be.nvalid. The spkmInfo parameter contajns an
indication that this is an SPKM error token and the identifier of the SPKM context with which this efror is
associated.

i) unsupportedAuthenticationMethod — The althentication method suggested is not supported by the
DSA.

j) passwordExpired — The requester cannot™log onto the DSA because the password has expired. The
password has to be reset by an administrator.

k) inappropriateAlgorithms - The“algorithms used to encrypt the password are not compatiblg with

N
w
us

the algorithms stored in the DSAfor the entry. The algorithms parameter contains the list of algofithms

supported by the DSA.

DTE — For the Bind operation or Comparge operation, one or two algorithms can be specified to check the proposed pag
th the encrypted password and the pessibly recently expired encrypted password. For change password operation the alg
bd by the current password and all the algorithms used by the password present in the history shall be returned.

The SecurityParameters component (see clause 7.10) shall be included in the CommonResults (see clause 7.4

error

The i

s to be signed by the Dirgctory.

nformation provided-by the error problem can optionally be qualified by the use of the notification comy

of CojnmonResults

14.8
A sej

(see a

Service Error

tviceError reports a problem related to the provision of the service. If the arguments of the operation were g

sword
Drithm

if the

onent

igned

lause 173 of Rec 1 TU-T X 501 ! ISQUEC Q'—'\QA_’)) hy the requester or ifthe exrorProtection parameter

f the

SecurityParameters data type was set to signed in the request, then the error parameters may be signed. Otherwise,
they shall not be signed.

serviceError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { ServiceErrorData }
CODE id-errcode-serviceError }
ServiceErrorData ::= SET ({
problem [0] ServiceProblem,

.7

ey
COMPONENTS OF CommonResults }
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ServiceProblem ::= INTEGER ({
busy (1),
unavailable (2),
unwillingToPerform (3),
chainingRequired (4),
unableToProceed (5),
invalidReference (6),
timeLimitExceeded (7),
administrativeLimitExceeded (8),
loopDetected (9),
unavailableCriticalExtension (10),
outOfScope (11),
ditError (12),
invalidQueryReference (13),
re i i 47
unpupportedMatchingUse (15),
iguousKeyAttributes (1e6) ,
saflBindInProgress (17),
nokSupportedByLDAP (18) }
The drror has a single parameter which reports the particular problem encountered. The following problems nmjay be
indicgted:
a) busy— The Directory, or some part of it, is presently too busy to perform the requested operation, but may
be able to do so after a short while.
b) unavailable — The Directory, or some part of it, is currently unavaitable.
C) unwillingToPerform — The Directory, or some part of it, is ndt prepared to execute this request, e.g.,
because it would lead to excessive consumption of resources, or violates the policy of an Administrative
Authority involved.
d) chainingRequired- The Directory is unable to accomplish the request other than by chaining; however,
chaining was prohibited by means of the chainingProhibited service control option.
€) wunableToProceed — The DSA returning thisCerror did not have administrative authority fqr the
appropriate naming context and, as a consequerice, was not able to participate in name resolution.
f) invalidReference — The DSA was unable to perform the request as directed by the PUA,
(via OperationProgress) — This may-have arisen due to using an invalid referral.
g) timeLimitExceeded — The Directory has reached the limit of time set by the user in a service cqntrol.
No partial results are available targturn to the user.
h) administrativeLimitExceeded — The Directory has reached the limit set by an adminisfrative
authority, and no partial esults are available to return to the user.
i) loopDetected — The Directory is unable to accomplish this request due to an internal loop.
j) unavailableCriticalExtension — The Directory was unable to satisfy the request because qne or
more critical extensions were not available.
K) outofscépe'— No referrals were available within the requested scope.
) ditEfror — The Directory is unable to accomplish the request due to a DIT consistency problem.
m) invalidQueryReference — The parameters of the requested operation are invalid. This problem is
reported if the queryReference in paged results is invalid.
NOTE4 This problem is not supported by implementations based on Rec. CCITT X.511 (1988) ISO/IEC 9594-3:1990.
nN) requestedServiceNotAvailable — A search request failed within a service-specific adminisfrative
area because no search-rule was available for the search or because the search violated an applicable
search-rule. Additional diagnostic information may be returned together with this service problem. Such
additional information for different situations is defined in clause 14.
0) unsupportedMatchingUse — An attempt was made, e.g., in a filter, to use a matching rule not supported
by the DSA when the performExactly search option is set.
p) ambiguousKeyAttributes — A mapping-based matching rule was selected, but the mappable filter

items provided multiple matches against the relevant mapping table. This error situation is accompanied

by a notification attribute, as indicated by the relevant matching-based matching rule.
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g) saslBindInProgress — For some authentication mechanisms, it may be necessary for the requester to

invoke the directoryBind operation multiple times. This is indicated by the responder sending a
serviceError With problem saslBindInProgress. This indicates that the responder requires the
requester to invoke a new directoryBind operation, with the same SaslCredentials mechanism, to
continue the authentication process. If at any stage the requester wishes to abort the process, it may invoke

a directoryBind operation with SaslaAbort set t0 TRUE.

r) notSupportedByLDAP — A DAP request was about to be converted to a corresponding LDAP request by
an LDAP requester, but the DAP requester determined that the request could not be served by LDAP.

The securityParameters component (see clause 7.10) shall be included in the CommonResults (see clause 7.4) if the
error is to be signed by the Directory.

The i

formation provided by the problem component can optionally be qualified by the use of the notifica

tion

comp

14.9

An ug
of th

erro

paranfeters may be signed. Otherwise, they shall not be signed.

bnent of CommonResults.

Update Error

dateError reports problems related to attempts to add, delete, or modify information in the DIB: If the argu
operation were signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by.the-requester or
FProtection parameter of the SecurityParameters data type was set to signed in the'request, then the

updafkeError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { UpdateErrorData }
CODE id-errcode-updateError }
UpdakeErrorData ::= SET {
prpblem [0] UpdateProblem,
atkributeInfo [1] SET SIZE (1..MAX) OF CHOICE ({
bttributeType AttributeType,
bhttribute Attribute{{SupportedAttributes}},

} OPTIONAL,

- 7

> 7
MPONENTS OF

CommonResults }
UpdafkeProblem ::= INTEGER {
napingViolation (I) ,

jectClassViolation
llowedOnNonLeaf

jectClassModificationProhibited

(2),
(3),
(4),
(3),
(6),
(7).,

nofuchSuperior (8),
no cestor (9),
pakentNotAncestot (10),
hiprarchyRuleViolation (11),
familyRuleViolation (12),
inpufficientPasswordQuality (13),
papswordInHistory (14),
nopPasswordSlot (15) }

The prablem parameter reports the particular problem encountered. The following problems may be indicated.

ments
if the
error

76

a) namingViolation — The attempted addition or modification would violate the structure rules of the DIT
as defined in the Directory schema and Rec. ITU-T X.501 | ISO/IEC 9594-2. That is, it would place an
entry as the subordinate of an alias entry, or in a region of the DIT not permitted to a member of its object
class, or would define an RDN for an entry to include a forbidden attribute type.

b) objectClassViolation — The attempted update would produce an entry inconsistent with the rules for
entry content; for example, its object class definition, the DIT content rules, or with the definitions of Rec.
ITU-T X.501 | ISO/IEC 9594-2 as they pertain to object classes.

C) notAllowedOnNonLeaf — The attempted operation is only allowed on leaf entries of the DIT.

d) notAllowedOnRDN — The attempted operation would affect the RDN (e.g., removal of an attribute which
is a part of the RDN).
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€) entryAlreadyExists— Anattempted addEntry Or modifyDN Operation names an entry which already

exists.

NOTE 1 — This includes a conflict caused by RDNs which include multiple distinguished values differentiated by contexts,
regardless of context, as described in clause 9.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

f) affectsMultipleDSAs — An attempted update would need to operate on multiple DSAs where this

by| the DUA.

The gttributeInfo parameter identifies the particular attribute type(s) and possibly value(s) causing a problem

objeftClassViolation is being reported, an attributeiitem shall be present indicating the objectClass attribute

type
(e.g.,
N

addEntry, removeEntry, modifyEntry, Of modifyDN operation. Such problems are reported via an attributeError.

The SecurityParameters component (see ¢lause 7.10) shall be included in the CommonResults (see clause 7.4

error

The i

of ConmonResults.

15

This
admi

This

operation is not permitted.

g) objectClassModificationProhibited— An operation attempted to modify the structural object class

of an entry.

h) noSuchSuperior — An attempted ModifyDN operation names a new superior entry that does not exist.

i) notAncestor — An operation attempted to delete a compound entry without specifying the ancestor as

the object.

j) parentNotAncestor — An operation attempted to establish an entry as an immediately hierarchica
under a family member that is not the ancestor.

k) hierarchyRuleViolation — An operation attempted to break a rule applicable to a hierarchical g
a hierarchical group has to be completely outside any service-specific administrative.area or has

single DSA.

) familyRuleViolation — An operation attempted to break a rule applicable to families wit
compound entry.

m) insufficientPasswordQuality — The new password does notssatisfy the quality rules (no
passwords, mixture of characters, too short, etc) imposed by the Directory.

DTE 2 - When the password is not transmitted in clear text to the DSA, the quality*rule cannot be checked by the DSA b

n) passwordInHistory — The new password has been found in the history kept by the Directory.
o) noPasswordSlot — There are no free slots left in the.password history.

nd listing the object class(es) that caused the problem; additional attributeType items may also be p
to identify missing mandatory attributes or extraneous attributes).

DTE 3 — The updateError is not used to report problems with attribute types, values, or constraint violations encountere

s to be signed by the Directory.

nformation provided by the erfor)problem can optionally be qualified by the use of the notification comy

Analysis af'search arguments

clause is only~relevant for a Search operation starting its initial evaluation phase within a service-sg
;[istrative area.

rocedure has two purposes:
a) It provides the search-validation function (see clause 16.12 of Rec. ITU-T X.501 | ISO/IEC 95

child

roup:
to be

completely contained within a service-specific administrative area; hierarchical greup is confineql to a

hin a
rivial

t only

If an

Fesent

i in an

if the

onent

ecific

D4-2).

However, the search-validation function does not produce error information. It during the procedure an
error is encountered, the evaluation stops and returns FALSE; otherwise, it returns TRUE.

A search-validation against an empty search-rule will always return TRUE.
b) It is the procedure to be used when no governing-search-rule can be located and where it is possi

ble to

identify a single search-rule the searchArgument can be evaluated against, to identify why the search
request failed. When an error condition is found in this case, the evaluation stops, the necessary diagnostic
information is supplied in the notification component of the CommonResults data type and a service
error with problem requestedServiceNotAvailable iS returned. What diagnostic information is

included, depends on the type of error identified.

NOTE - According to the specification above, a search request may be evaluated twice against the same search-rule. How this
could be optimized is not part of this specification, but is an implementation decision.
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The procedure assumes that an implementation will not allow an invokable search-rule to:

specify unsupported attribute types, context types, matching rules, matching restrictions, etc.;

specify mapping-based matching algorithms that are unsupported or not relevant for the type of search for
which the search-rule is governing;

specify matching rule substitutions that would violate the search-rule;
refer to optional search-rule features not supported by the implementation; or
be inconsistent or erroneous.

15.1 General check of search filter

The evaluation is performed by first checking whether the filter violates some basic restrictions using the following

proceflure:

78

1) If there are attribute types represented in the filter but not represented by any request-attribute;profile in

the inputAttributeTypes Search-rule component, the notification shall contain:
—  asearchServiceProblem notification attribute with the value id-pr-searchaAttributevViolatlion;

— a serviceType notification attribute which has as value the serviceType component ¢f the
search-rule; and

— an attributeTypeList notification attribute which has as values the/object identifiers identjfying
the illegal attribute types.

2) If there are attribute types only represented by negated filter items, thefthe notification shall contain:

—  asearchServiceProblem notification attribute with the value id-pr-attributeNegationViolation;

— a serviceType notification attribute which has as¢value the serviceType component ¢f the
search-rule; and

— anattributeTypeList notification attributewhere the values are the object identifiers identjfying
the attribute types illegally negated in the filter,

3) Check that the condition specified in the attributeCombination is fulfilled with respect fo the

non-negated presence of attribute types;iIf mandatory attribute types, i.e., attribute typeq that
unconditionally have to be represented by non-negated filter items in the filter, are missing in any sulfilter,
the notification shall contain:

— a  searchServiceProblem  notification attribute with  the  value id-pr-
missingSearchAttribute,

— aserviceType notification attribute which has as value the serviceType component of the s¢arch-
rule; and

— an attributeTypeList notification attribute which has as values the object identifiers identjfying
the missingattribute types.

If a required.combination is not present, the notification shall contain:

— asearchServiceProblem notification attribute with the value
id-pr=searchAttributeCombinationViolation,

< )'a serviceType notification attribute which has as value the serviceType component ¢f the
search-rule; and

— an attributeCombinations notification attribute identifying the missing combination(s).

- 3 smponentbut-the—set—o tes is
empty, it is checked whether there is any filter item for those attribute types that do not meet one of the
following requirements:

VV I

—  the filter item is of type present and the contexts subcomponent is not present in the
request-attribute-profile; or

— thefilter item is of type contextPresent and the contexts subcomponent is present in the request-
attribute-profile.

If the above check fails for any filter item, the notification shall contain:
—  asearchServiceProblem notification attribute with the value id-pr-searchvalueNotAllowed;

— a serviceType notification attribute which has as value the serviceType component of the
search-rule; and
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— afilterItem notification attribute with the failing filters items as values.

5) For request-attribute-profiles which have a contexts subcomponent, it is checked whether there are any
filter items that refer to context types not included in this subcomponent. If so, the notification shall

contain:
— asearchServiceProblem notification attribute with the value id-pr-searchContextviolat

ion,;

— a serviceType notification attribute which has as value the serviceType component of the

search-rule; and

— a contextTypeList notification attribute which has as values the object identifiers for the illegal

context types.
6) If the aliowed choice for the subset component is taken in the search-rule, it is checked wheth

qose argu v ed [2 gume O v, vV c v atroTT; O O

shall contain:

- a searchServiceProblem notification attribute with the value id
searchSubsetViolation; and

search-rule.

Check of request-attribute-profiles

above procedure did not yield any error, it has to be checked for each subfilter that any attribute type repreg
t subfilter is also effectively present. This procedure does not specify any order in which subfilters shot
hted. For an attribute type to be effectively present in a subfilter, it has to be-fepresented by at least one non-ne
tem that complies with the corresponding request-attribute-profile. A non-negated filter item is evaluated usi
fure below.

on-negated filter items are checked in the following order:

1) the filter items for the attribute types that unconditionally have to be represented are checked for
subfilter;

2) the filter items for the attribute types that.conditionally have to be represented are checked for
subfilter; and

3) the remaining filter items are checked(for each subfilter.

pttribute type in a subfilter is represented by several non-negated filter items, each such filter item is in pri
ed until either a complying filter.tem is found or all filter items are checked. If a filter item fails durin
Hure, it is dropped for furtherevaluation. It is the last filter item to fail for the attribute type that determin
pstic information returned.

br item is evaluated usjng.the following procedure:

1) If the selectedvalues component in the request-attribute-profile is absent; or if it is preser
non-empty, check whether the filter item is of type equality, substrings, approximateMat
extensibleMatch. If not, the notification shall contain:

</ @ searchServiceProblem notification attribute with the value id-pr-searchvalueRequil

search-rule; and

er the

gtion

-pr-

— a serviceType notification attribute which has as value the serviceType \Component ¢f the

ented
Id be
gated
ng the

each

each

nciple
g the
S the

t and
ch Or

red,;

=~ a serviceType notification attribute which has as value the serviceType component ¢f the

— an attributeTypeList notification attribute Which has as value the object 1dentifier rdent
the attribute type from the filter item.

fying

2) If the selectedvalues subcomponent in the corresponding request-attribute-profile is present and

non-empty, check whether the filter item fails to match any value specified in that subcomponent.
the notification shall contain:

If so,

— asearchServiceProblem notification attribute with the value id-pr-invalidSearchvalue;

— a serviceType notification attribute which has as value the serviceType component of the

search-rule; and
— afilterItem notification attribute with the failing filter item as the only value.
3) Ifthe contexts subcomponent is not present, continue with the next subclause.
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4)  Check that the condition specified in the contextCombination subcomponent is fulfilled with respect
to the presence of context types. If mandatory context types, i.e., context types that unconditionally have
to be represented for the attribute type, are missing, the notification shall contain:

— asearchServiceProblem hotification attribute with the value id-pr-missingSearchContext;

— a serviceType notification attribute which has as value the serviceType component of the
search-rule;

— an attributeTypeList notification attribute which has as a single value the object identifier
identifying the attribute type from the filter item;

— acontextTypeList notification attribute with the object identifiers identifying the missing context
types.

Ifavorunrnd nnmalhinatins 10 nat nencant tha -3 e chall contain:

mo Ibqullbu CUTTIVTITIULTVUTT TO TTUL 'JI\,J\,III., I IV CLL L Ca iUl ot vuriianttT.

— asearchServiceProblem notification attribute with the value

id-pr-searchContextCombinationViolation,;

— a serviceType notification attribute which has as value the serviceType component ¢f the
search-rule;

— an attributeTypeList notification attribute which has as the only value/the object ideptifier
identifying the attribute type from the filter item;

— acontextCombinations notification attribute identifying the missing.Combination(s).

5) Check if the context assertions for the attribute type in the subfilter-are all included in the contexts
subcomponent. If not, the notification shall contain:

—  asearchServiceProblem notification attribute with the value’id-pr-searchContextViolatfion,;

— a serviceType notification attribute which has as\wvalue the serviceType component ¢f the
search-rule;

— an attributeTypeList notification attribute®which has as the only value the object ideptifier
identifying the attribute type from the filter itetn; and

— a contextTypeList notification attribute’which has as values the object identifiers identifyipg the
context types not allowed for the attribute type.

6) If context values are included for any of the context types in the contexts subcomponent ¢f the

15.3 Check of controls and hierarchy selections

If thg
Rec. |

2)

Search request fails the test against the control and hierarchy selections as specified in clause 16.1

request-attribute-profile, check whether any of the context assertions specified for the attribute typelin the
subfilter contains values not specified for the corresponding context types in contexts subcompgnent.
If 50, the notification shallcontain:

—  asearchServiceProblem notification attribute with the value id-pr-searchContextValueViolatjion;

— a serviceType notification attribute which has as value the serviceType component ¢f the
search-rule;

— an attributeTypeList notification attribute which has as the only value the object ideftifier
identifying the attribute type from the filter item; and

— a-contextList notification attribute which has as values the context assertions not allowed fpr the
attribute type.

.5 of

If the defaultControls component of the search-rule or the hierarchyOptions subcomponent of the
defaultControls is absent, and the search request specifies hierarchy selections beside self, then the
notification shall contain:

—  asearchServiceProblem notification attribute with the value id-pr-hierarchySelectForbidden; and

— a serviceType notification attribute which has as value the serviceType component of the
search-rule.

If there are hierarchy select options in the request that are not allowed, or some selections are missing
according to the combination of the defaultControls and mandatoryControls components of the
search-rule, then the notification shall contain:
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a searchServiceProblem notification attribute with the value id-pr-invalidHierarchySelect;

a serviceType notification attribute which has as value the serviceType component of the
search-rule; and

ahierarchySelectList notification attribute which has as value a bitstring identifying the invalid

hierarchy selection options.

If there are hierarchy select options in the request that are not supported by the DSA and which are not

covered by 2), then the notification shall contain:

—  asearchServiceProblem notification attribute with the value id-pr-unavailableHierarchySelect;

— a serviceType notification attribute which has as value the serviceType component of the

search-rule; and

154

In the
reque|
(see g

If thg
Rec.
reque

4)

5)

— a hierarchySelectList notification attribute which has as value a bitstring identifyirn
unsupported hierarchy selection options.

If there are search control options (as defined by clause 11.2.1) in the request that are not allowed, or]
options are missing according to the combination of the defaultControls and mandatoryCont
components of the search-rule, then the notification shall contain:

—  asearchServiceProblem notification attribute with the value id-pr-invalidSearchControlOpti.

g the

some
rols

bns,;

— a serviceType notification attribute which has as value the serviceType component ¢f the

search-rule; and

— asearchControlOptionsList notification attribute which has'as'value a bitstring identifyi
invalid search control options.

If there are service control options in the request that are not allowed or some options are missing accq
to the combination of the defaultControls and mandateryControls components of the search
then the notification shall contain:

—  asearchServiceProblem notification attribute with the vValue id-pr-invalidServiceControlOpt:

ng the

rding
-rule,

Lons,

— a serviceType notification attribute whict;has as value the serviceType component ¢f the

search-rule; and

— a serviceControlOptionsList.notification attribute which has as value a bitstring ident]
the invalid service control options.

Check of matching use

fying

search-validation procedure, this clause’represents the last step in the validation and it is assumed that the sqarch
5t has passed all other validationtsteps. A search-rule failing this last step is put on the MatchProblems
lause 19.3.2.2.1, item 3) of Rec™ITU-T X.518 | ISO/IEC 9594-4).

search request does pot-comply with the matchingUse requirement as specified in clause 16.1(
TU-T X.501 | ISO/IEC-9594-2 for any of the request-attribute-profiles, then a notification for one of the f
5t-attribute-profiles,shall contain:

a searchServiceProblem notification attribute with the value ig
attributeMatchingViolation if the matching restriction is violated, or with the value ig
unsupportedMatchingUse if the matching rule is to be applied in an unsupported way;

a serviceType notification attribute which has as value the serviceType component of the search
an attributeTypeList notification attribute which has as the only value the object identifier ident

R list

2 of
ailing

-pr-
-pr-

-rule;

fying

) W ) - e l
UIC attnuute ty e, diid

for the matching restriction that is violated, additional notification attributes as specified by the

specification for that matching restriction.

NOTE — When several request-attribute-profiles fail the validation, it is a local matter to select which one for which to create a
notification
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Annex A

Abstract Service in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value and information object definitions contained in this Directory
Specification in the form of the ASN.1 module DirectoryAbstractService.

DirectoryAbstractService

{joint-iso-itu-t ds(5) module(l) directoryAbstractService(2) 9}
DEFINITIONS ::=
BEGIN

-- EKPORTS All
/*
The kypes and values defined in this module are exported for use in the other,-ASN.1
modufles contained within these Directory Specifications, and for the use ofother
appljications which will use them to access Directory services. Other appilications may
use khem for their own purposes, but this will not constrain extensions-and
modifications needed to maintain or improve the Directory service.

*/
IMPORTS

--| from Rec. ITU-T X.501 | ISO/IEC 9594-2

idfat
FROM UsefulDefinitions
{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS

Atkribute{}, ATTRIBUTE, AttributeType, AttributeTypeAndValue, AttributeTypeAssertion,
AtkributeValue, AttributeValueAssertion, CONTEXT, ContextAssertion,
DiptinguishedName, MATCHING-RULE, Name, OBJECT-CLASS,
RellativeDistinguishedName, SupportedAttributes, SupportedContexts

FROM InformationFramework

{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

RellaxationPolicy
FROM ServiceAdministration
{joint-iso-itu-t ds(5) module(l) serviceAdministration(33) 9} WITH SUCCESSORS

OP'IONALLY-PROTECTED{}, OPTIONALLY-PROTECTED-SEQ{}

FROM EnhancedSecurity

{joint-iso-itu-t ds(5) modules(l) enhancedSecurity(28) 9} WITH SUCCESSORS

-- From Rec. ITU-T X.518 | ISO/IEC 9594-4

AcftessPoint, CohtinuationReference, Exclusions, OperationProgress, ReferenceType
FROM DistributedOperations

{joint-isoe-itu-t ds(5) module(l) distributedOperations(3) 9} WITH SUCCESSORS

-- ffkom Re&:™ ITU-T X.519 | ISO/IEC 9594-5

Cofle,. ERROR, id-errcode-abandoned, id-errcode-abandonFailed,

idk - - - eError id-errcode—-—referral
4 T

id-errcode-securityError, id-errcode-serviceError, id-errcode-updateError,
id-opcode-abandon, id-opcode-addEntry, id-opcode-administerPassword,
id-opcode-compare, id-opcode-changePassword, id-opcode-ldapTransport,
id-opcode-linkedLDAP, id-opcode-list, id-opcode-modifyDN,
id-opcode-modifyEntry, id-opcode-read, id-opcode-removeEntry,
id-opcode-search, Invokeld, OPERATION

FROM CommonProtocolSpecification

{joint-iso-itu-t ds(5) module(l) commonProtocolSpecification(35) 9} WITH SUCCESSORS

-- from Rec. ITU-T X.520 | ISO/IEC 9594-6

DirectoryString{}, UnboundedDirectoryString
FROM SelectedAttributeTypes

82 Rec. ITU-T X.511 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=09e71dd75f5b714cc1b53e274938a736

ISO/IEC 9594-3:2020 (E)
{joint-iso-itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS
-- from Rec. ITU-T X.509 | ISO/IEC 9594-8

AlgorithmIdentifier{}, CertificationPath, ENCRYPTED{}, HASH{}, SIGNED{},
SupportedAlgorithms
FROM AuthenticationFramework
{joint-iso-itu-t ds(5) module(l) authenticationFramework(7) 9} WITH SUCCESSORS

UserPwd
FROM PasswordPolicy
{joint-iso-itu-t ds(5) module(l) passwordPolicy(39) 9} WITH SUCCESSORS

AttributeCertificationPath

ROM—2 1 - 4 DefiTit
{joint-iso-itu-t ds(5) module(l) attributeCertificateDefinitions(32) 9}
WITH SUCCESSORS

--| from Rec. ITU-T X.525 | ISO/IEC 9594-9

AgkeementID

FROM DirectoryShadowAbstractService
{joint-iso-itu-t ds(5) module(l) directoryShadowAbstractService(1l5) 9}
WITH SUCCESSORS

--| from IETF RFC 2025

SPKM-ERROR, SPKM-REP-TI, SPKM-REQ

FROM SpkmGssTokens {iso(l) identified-organization(3),dod(6) internet(1)
security(5) mechanisms (5) spkm(l) spkmGssTokens (109}

- from IETF RFC 4511

LDAPMessage

FROM Lightweight-Directory-Access-Protocol<¥3
{iso(1l) identified-organization(3) dod(6)-internet(l) directory(l) 1ldap(18)}

Cpmmon data types

CommpnArguments ::= SET {
sekviceControls [30] ServiceControls DEFAULT {},
sefurityParameters [29] SecurityParameters OPTIONAL,
refjuestor [28] DistinguishedName OPTIONAL,
opprationProgress [27] OperationProgress

DEFAULT {nameResolutionPhase notStarted},

alliasedRDNs [26]../ INTEGER OPTIONAL,
crfiiticalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
enkryOnly [23] BOOLEAN DEFAULT TRUE,
exflusions [22] Exclusions OPTIONAL,
nameResolveOnMaster [21] BOOLEAN DEFAULT FALSE,
o;ErationContexts [20] ContextSelection OPTIONAL,
familyGrouping [19] FamilyGrouping DEFAULT entryOnly,

CommpnArgumentsSeq ::= SEQUENCE ({
sefviceControls [30] ServiceControls DEFAULT {},
securityParameters [29] SecurityParameters OPTIONAL,
requestor [28] DistinguishedName OPTIONAL,
operationProgress [27] OperationProgress

DEFAULT {nameResolutionPhase notStarted},

aliasedRDNs [26] INTEGER OPTIONAL,
criticalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
entryOnly [23] BOOLEAN DEFAULT TRUE,
exclusions [22] Exclusions OPTIONAL,
nameResolveOnMaster [21] BOOLEAN DEFAULT FALSE,
operationContexts [20] ContextSelection OPTIONAL,
familyGrouping [19] FamilyGrouping DEFAULT entryOnly,

}

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.511 (10/2019) 83


https://standardsiso.com/api/?name=09e71dd75f5b714cc1b53e274938a736

ISO/IEC 9594-3:2020 (E)

FamilyGrouping
entryOnly (1),

compoundEntry (2),

ENUMERATED {

strands (3),
multiStrand (4),
}
CommonResults ::= SET {
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE,
notification [27] SEQUENCE SIZE (1..MAX) OF Attribute
{{SupportedAttributes}} OPTIONAL,
}
CommpnResultsSeq ::= SEQUENCE ({
sefurityParameters [30] SecurityParameters OPTIONAL,
pekformer [29] DistinguishedName OPTIONAL,
alliasDereferenced [28] BOOLEAN DEFAULT FALSE,
nofkification [27] SEQUENCE SIZE (1..MAX) OF Attribute
{{SupportedAttributes}} OPTIONAL,
}
ServijiceControls ::= SET ({
opkions [0] ServiceControlOptions DEFAULT {},
priiority [1] INTEGER {low(0), medium(l), high(2).} DEFAULT medium,
tipeLimit [2] INTEGER OPTIONAL,
sipelLimit [3] INTEGER OPTIONAL,
scppeOfReferral [4] INTEGER {dmd(0), country(l)} OPTIONAL,
atkributeSizeLimit [5] INTEGER OPTIONAL,
mahageDSAITPlaneRef [6] SEQUENCE {
saName Name,
greementID AgreementID,
...} OPTIONAL,
sefviceType [7] OBJECT IDENTIFIER OPTIONAL,
userClass [8] INTEGER OPTIONAL,
}
ServficeControlOptions = BIT STRING {
pregferChaining (0),
chpiningProhibited (1),
lofalScope (2),
doptUseCopy (3),
dohtDereferenceAliases (4)4
subentries (S)
copyShallDo 6,
paktialNameResolution (7),
mahageDSAIT (8),
nofubtypeMatch (9),
nopubtypeSelection (10),
copntFamily (11),
dohtSelectFriends (12),
doptMatchEriénds (13),
aljlowWriteableCopy (14)}
EntryInformationSelection ::= SET {
atkributes CHOICE {
allUserAttributes [0] NULL,
select [1] SET OF AttributeType
-- empty set implies no attributes are requested -- } DEFAULT allUserAttributes:NULL,
infoTypes [2] INTEGER {
attributeTypesOnly (0),
attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,
extraAttributes CHOICE {
allOperationalAttributes [3] NULL,
select [4] SET SIZE (l1..MAX) OF AttributeType } OPTIONAL,
contextSelection ContextSelection OPTIONAL,
returnContexts BOOLEAN DEFAULT FALSE,
familyReturn FamilyReturn DEFAULT
{memberSelect contributingEntriesOnly} }
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ContextSelection ::= CHOICE {
allContexts NULL,
selectedContexts SET SIZE (1..MAX) OF TypeAndContextAssertion,
}

TypeAndContextAssertion ::= SEQUENCE ({
type AttributeType,
contextAssertions CHOICE ({
preference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion,
.-}
}
FamilyReturn ::= SEQUENCE {
membersSeiect ENUMERATED
tontributingEntriesOnly (1),
pbarticipatingEntriesOnly (2),
tompoundEntry (3),

.1,
familySelect SEQUENCE SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,

}

EntryInformation ::= SEQUENCE ({
name Name,
frpmEntry BOOLEAN DEFAULT TRUE,
information SET SIZE (l1..MAX) OF CHOICE {
ttributeType AttributeType,
ttribute Attribute{{SupportedAttributes}},
...} OPTIONAL,
infompleteEntry [3] BOOLEAN DEFAULT FALSE,
partialName [4] BOOLEAN DEFAULT FALSE,
defivedEntry [5] BOOLEAN DEFAULT FALSE,
-}
familly-information ATTRIBUTE ::= ({
WI'H SYNTAX FamilyEntries
USAGE directoryOperation
D id-at-family-information }
FamillyEntries ::= SEQUENCE {
f:ﬁily—class OBJECT-CLASS. &id, 7~structural object class value
familyEntries SEQUENCE OF FamidyEntry,

40}

FamillyEntry ::= SEQUENCE {
rdh RelativeDistinguishedName,
information SEQUENCE“QF CHOICE {
pttributeType AttrxibuteType,
bttribute Attribute{ {SupportedAttributes}},
L ..},
family-info SEQUENCE SIZE (1..MAX) OF FamilyEntries OPTIONAL,
}

Filter ::=_CHOICE {
item [O] FilterItem,
an [1] SET OF Filter,
or [2] SET OF Filter,

not [3] Filter,
}

FilterItem ::= CHOICE ({
equality [0] AttributeValueAssertion,
substrings [1] SEQUENCE ({
type ATTRIBUTE. &id ({SupportedAttributes}),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributes} {@substrings. type}),
any [1] ATTRIBUTE. &Type
({SupportedAttributes} {@substrings. type}),
final [2] ATTRIBUTE. &Type

({SupportedAttributes} {@substrings. type}),
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control Attribute{ {SupportedAttributes}},
-- Used to specify interpretation of following items
...},
R
greaterOrEqual [2] AttributeValueAssertion,

lessOrEqual [3] AttributeValueAssertion,
present [4] AttributeType,

approximateMatch [5] AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion,

contextPresent [7] AttributeTypeAssertion,
}
MatchingRuleAssertion ::= SEQUENCE {
matchingRule [1] SET SIZE (1..MAX) OF MATCHING-RULE. &id,
type [2T—AttributeType OPTIONAL;
makchValue [3] MATCHING-RULE. &AssertionType (CONSTRAINED BY {
-- matchValue shall be a value of type specified by the &AssertionType field\ of
-— one of the MATCHING-RULE information objects identified by matchingRule ‘4-7}),

dnAttributes [4] BOOLEAN DEFAULT FALSE,
}

PageflResultsRequest ::= CHOICE ({

nepRequest SEQUENCE {
bageSize INTEGER,
portKeys SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL,
reverse [1] BOOLEAN DEFAULT FALSE,
hinmerged [2] BOOLEAN DEFAULT FALSE,
pbageNumber [3] INTEGER OPTIONAL,
L ..},

queryReference OCTET STRING,

abpndonQuery [0] OCTET STRING,
}

SortKey ::= SEQUENCE ({

type AttributeType,

orfderingRule MATCHING-RULE. &id OPTIONAL,
}

SecufityParameters ::= SET {
certification-path [0] CertificationPath OPTIONAL,
naEe [1] , DistinguishedName OPTIONAL,
time [2}-\Time OPTIONAL,
rahdom [3} BIT STRING OPTIONAL,
tafpget [4] ProtectionRequest OPTIONAL,
-- [5] Not to be used
operationCode [6] Code OPTIONAL,
-- [7] Not to be used
erkorProtection [8] ErrorProtectionRequest OPTIONAL,
erkorCode [9] Code OPTIONAL,

}

ProtpctionRequest™ ::= INTEGER {none(0), signed(1l)}

Time| : := CHOICE ({
utfpTime UTCTime,

geperalizedTime GeneralizedTime,

1

ErrorProtectionRequest ::= INTEGER {none(0), signed(1l)}
-- Bind and unbind operations

directoryBind OPERATION ::= {
ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
ERRORS {directoryBindError} }

DirectoryBindArgument ::= SET ({
credentials [0] Credentials OPTIONAL,
versions [1] Versions DEFAULT {vl},

}
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Credentials ::= CHOICE {
simple [0] SimpleCredentials,
strong [1] StrongCredentials,
externalProcedure [2] EXTERNAL,
spkm [3] SpkmCredentials,
sasl [4] SaslCredentials,
}
SimpleCredentials ::= SEQUENCE {
name [0] DistinguishedName,
validity [1] SET {
timel [0] CHOICE ({
utc UTCTime,
gt GeneratrizedTime} OPTIONAL;
Eime2 [1] CHOICE {
utc UTCTime,
gt GeneralizedTime} OPTIONAL,

randoml [2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL} OPTIONAL,
papsword [2] CHOICE {

hinprotected OCTET STRING,

brotected HASH{OCTET STRING},

-7

iserPwd [0] UserPwd } OPTIONAL }

StrohpgCredentials ::= SET {
certification-path [0] CertificationPath OPTIONAL,
bihd-token [1] Token,
name [2] DistinguishedName OPTIONAL,

atkributeCertificationPath [3] AttributeCertificationPath OPTIONAL,
}

Spkm{redentials ::= CHOICE ({
refy [0] SPKM-REQ,
rep [1] SPKM-REP-TI,
}

Saslfredentials ::= SEQUENCE ({
mefhanism [0] DirectoryString{ub-saslMechanism},
crgdentials [1] OCTET STRING OPTIONAL,
saplAbort [2] BOOLEAN DEFAULT\FALSE,

}

ub-shslMechanism INTEGER ::='20 -- According to RFC 2222
Tokeh ::= SIGNED{TokenContent}

TokehContent ::= SEQUENCE ({
algorithm [0] _Af¥gorithmIdentifier{{SupportedAlgorithms}},
napme [1].\DistinguishedName,
time [2Y ~Time,
rahdom [3] BIT STRING,
regponse [4] BIT STRING OPTIONAL,

}

Versfions ::= BIT STRING {v1(0), v2(1)}
DirectoryBindResult ::= SET {
credentials [0] Credentials OPTIONAL,
versions [1] Versions DEFAULT {vl},

-7

pwdResponseValue [2] PwdResponseValue OPTIONAL }

PwdResponseValue ::= SEQUENCE {
warning CHOICE {
timeLeft [0] INTEGER (0..MAX),
graceRemaining [1] INTEGER (0..MAX),
} OPTIONAL,

error ENUMERATED {
passwordExpired (0),
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changeAfterReset (1),
} OPTIONAL}

directoryBindError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {SET ({
versions [0] Versions DEFAULT {vl},
error CHOICE {
serviceError [1] ServiceProblem,
securityError [2] SecurityProblem,
...},
securityParameters [30] SecurityParameters OPTIONAL }}}
BindKeyInfo ::= ENCRYPTED{BIT STRING}

-- fpperations, arguments, and resuits

read| OPERATION ::= {
ARGUMENT ReadArgument
REBULT ReadResult

ERRORS {attributeError |
nameError |
serviceError |
referral |
abandoned |
securityError}
COpPE id-opcode-read }
ReadArgument ::= OPTIONALLY-PROTECTED { ReadArgumentData J}
ReadArgumentData ::= SET ({
obfject [0] Name,
sellection [1] EntryInformationSelection DEFAULT ({},

mofifyRightsRequest [2] BOOLEAN DEFAULT FALSE,

l4

R
COMPONENTS OF CommonArguments-}
ReadResult ::= OPTIONALLY-PROTECTED { ReadResultData }
ReadResultData ::= SET {
enkry [0] EntryInformatien,

mofdifyRights [1] ModifyRights.OPTIONAL,

4

R
COMPONENTS OF CommonResults }

ModifyRights ::= SET OF SEQUENCE ({
itEm CHOICE {
ntry [0]“"NULL,
bttribute [1],/ AttributeType,
ralue [2] AttributeValueAssertion,
L ..},
pekmission [3] BIT STRING {

dd (0),
emove (1),
ehame (2),

move (3)},

}

compare OPERATION ::= {
ARGUMENT CompareArgument
RESULT CompareResult
ERRORS {attributeError |
nameError |
serviceError |
referral |
abandoned |
securityError}
CODE id-opcode-compare }
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CompareArgument ::= OPTIONALLY-PROTECTED { CompareArgumentData }
CompareArgumentData ::= SET {

object [0] Name,

purported [1] AttributeValueAssertion,

.7

ceey

COMPONENTS OF CommonArguments }
CompareResult ::= OPTIONALLY-PROTECTED { CompareResultData }
CompareResultData ::= SET {

name Name OPTIONAL,

matched [0] BOOLEAN,

frpmEmtry it} BOOLEAN"DEFAULTTRUEY

makchedSubtype [2] AttributeType OPTIONAL,

~ 7
R
COMPONENTS OF CommonResults }

abanfdon OPERATION ::= {
ARGUMENT AbandonArgument
RESULT AbandonResult

ERRORS {abandonFailed}
CODE id-opcode-abandon }
AbanflonArgument ::=

OPIONALLY-PROTECTED-SEQ { AbandonArgumentData }

AbanflonArgumentData ::= SEQUENCE {
inpokeID [0] Invokeld,
}

AbanfonResult ::= CHOICE {

nufll NULL,

information OPTIONALLY-PROTECTED-SEQ { AbandonResultData },
}

AbanflonResultData ::= SEQUENCE {
inyokeID Invokeld,

- 7

R
COMPONENTS OF CommonResultsSeq‘}

list| OPERATION ::= {
ARGUMENT ListArgument
REBULT ListResult
ERRORS {nameErrox' |
serviceEtror |
referral |
abandoned |
securityError}
CODPE idftopcode-list }
ListArgument ::= OPTIONALLY-PROTECTED { ListArgumentData }
ListpArgumentData ::= SET {
object [0] Name,
pagedResults [1] PagedResultsRequest OPTIONAL,
listFamily [2] BOOLEAN DEFAULT FALSE,
-7
ceey
COMPONENTS OF CommonArguments
}
ListResult ::= OPTIONALLY-PROTECTED { ListResultData }
ListResultData ::= CHOICE ({
listInfo SET {
name Name OPTIONAL,
subordinates [1] SET OF SEQUENCE {
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rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE,

R
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,

-7

ey
COMPONENTS OF CommonResults

},
uncorrelatedListInfo [0] SET OF ListResult,
}
PartialOutcomeQualifier ::= SET {
limitProblem [0] LimitProblem OPTIONAL,

T SET SIZE (I -MAX) OF ComtinuationReference OPTIONAL,
unpvailableCriticalExtensions [2] BOOLEAN DEFAULT FALSE,

unknownErrors [3] SET SIZE (l1..MAX) OF ABSTRACT-SYNTAX.&Type OPTIONAL,
queryReference [4] OCTET STRING OPTIONAL,
overspecFilter [5] Filter OPTIONAL,
nokification [6] SEQUENCE SIZE (l1..MAX) OF
Attribute{ {SupportedAttributes}} OPTIONAL,
enfkryCount CHOICE {
estEstimate [7] INTEGER,
owEstimate [8] INTEGER,
xact [9] INTEGER,
. ..} OPTIONAL
-- [10] Not to be used -- }
LimigProblem ::= INTEGER {
timelLimitExceeded (0),
s;EeLimitExceeded (1),
administrativelLimitExceeded (2) }
searfh OPERATION ::= {
ARGUMENT SearchArgument
RESULT SearchResult
ERRORS {attributeError |
nameError |
serviceError |
referral |
abandoned |
securityError}
COpPE id-opcode-search }
SearfhArgument ::= OPTIONALLY=PROTECTED { SearchArgumentData }
SearfhArgumentData ::= SET/{
bageObject [0] Name,
subset [1] INTEGER {
baseObject ¢0) ,
bneLevel (1),
wholeSubtree =~ (2) } DEFAULT baseObject,
fillter [2] Filter DEFAULT and:({},
seprchAliases [3] BOOLEAN DEFAULT TRUE,
sellection [4] EntryInformationSelection DEFAULT {},
pagedResults [5] PagedResultsRequest OPTIONAL,
mafkchedValuesOnly [6] BOOLEAN DEFAULT FALSE,
extendedFilter [7] Filter OPTIONAL,
checkOverspecified [8] BOOLEAN DEFAULT FALSE,
relaxation [9] RelaxationPolicy OPTIONAL,
extendedArea [10] INTEGER OPTIONAL,

hierarchySelections [11] HierarchySelections DEFAULT {self},
searchControlOptions [12] SearchControlOptions DEFAULT {searchAliases},

joinArguments [13] SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL,
joinType [14] ENUMERATED {
innerJoin (0),

leftOuterJoin (1),
fullOuterJoin (2)} DEFAULT leftOuterJdoin,

.7

cey
COMPONENTS OF CommonArguments }
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::= BIT STRING ({

(0),
(1),
(2),
(3),
(4),
(5),
(6),
(7,
(8),
(9) 1}

::= BIT STRING {

segrchAiiases O
makchedValuesOnly (1),
checkOverspecified (2),
pekformExactly (3),
infludeAllAreas (4),
nofystemRelaxation (5),
dnAttribute (6),
makchOnResidualName (7),
enkryCount (8),
usgSubset (9),
separateFamilyMembers (10),
seprchFamily (11) }
JoinArgument ::= SEQUENCE {
jofinBaseObject [0] Name,

domainLocallID [1] DomainLocalID OPTIONAL,

jofinSubset [2] ENUMERATED {
baseObject (0),
bneLevel (1),

wholeSubtree (2),
} DEFAULT baseObject,

jolinFilter [3] Filter OPTIONAL,
jofinAttributes [4] SEQUENCE SIZE (1..MAX), OF JoinAttPair OPTIONAL,
jofinSelection [5] EntryInformationSelection,
}
DomafinLocallID ::= UnboundedDirectoryString
JoinAttPair ::= SEQUENCE ({
bageAtt AttributeType,
jofinAtt AttributeType,

jofinContext SEQUENCE STIZE’/ (1..MAX) OF JoinContextType OPTIONAL,
. }

JoinfontextType ::= ‘CONTEXT. &id ({SupportedContexts})

SearfhResult ::="'OPTIONALLY-PROTECTED { SearchResultData }

SearfhResultbata ::= CHOICE {

seprchInfo SET {

hame Name OPTIONAL,
ntries [0] SET OF EntryInformation,
EartialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
altMatching [3] BOOLEAN DEFAULT FALSE,

-7

’

COMPONENTS OF

CommonResults
},
uncorrelatedSearchInfo [0] SET OF SearchResult,
}
addEntry OPERATION ::= {
ARGUMENT AddEntryArgument
RESULT AddEntryResult
ERRORS {attributeError |
nameError |
serviceError |
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referral |
securityError |
updateError}
CODE id-opcode-addEntry }
AddEntryArgument ::= OPTIONALLY-PROTECTED { AddEntryArgumentData }
AddEntryArgumentData ::= SET {
object [0] Name,
entry [1] SET OF Attribute{{SupportedAttributes}},

targetSystem [2] AccessPoint OPTIONAL,

-7

ey
COMPONENTS OF CommonArguments }

AddEptryResult ::= CHOICE {
nulll NULL,

information OPTIONALLY-PROTECTED-SEQ { AddEntryResultData },
}

AddEntryResultData ::= SEQUENCE ({

COMPONENTS OF CommonResultsSeq }

remoyfeEntry OPERATION ::= ({
ARFUMENT RemoveEntryArgument
REBULT RemoveEntryResult

ERRORS {nameError |
serviceError |
referral |
securityError |
updateError}
CODE id-opcode-removeEntry }
RemoyeEntryArgument ::= OPTIONALLY-PROTECTED | ‘RemoveEntryArgumentData }
RemoyeEntryArgumentData ::= SET {
objject [0] Name,

4

l4

COMPONENTS OF CommonArguments

RemoyeEntryResult ::= CHOICE \{
nufll NULL,
information OPTIONALLY~PROTECTED-SEQ { RemoveEntryResultData },

}

RemoyeEntryResultData ::= SEQUENCE {

COMPONENTS~QF CommonResultsSeq }

modifyEntrys OPERATION ::= {
ARFUMENT ModifyEntryArgument
REBULT ModifyEntryResult

ERRORS {attributeError |
nameError |
serviceError |
referral |
securityError |
updateError}

CODE id-opcode-modifyEntry }
ModifyEntryArgument ::= OPTIONALLY-PROTECTED { ModifyEntryArgumentData }
ModifyEntryArgumentData ::= SET {

object [0] Name,

changes [1] SEQUENCE OF EntryModification,

selection [2] EntryInformationSelection OPTIONAL,
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ModifyEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ { ModifyEntryResultData },
}

ModifyEntryResultData ::= SEQUENCE {
entry [0] EntryInformation OPTIONAL,

-7

ey
COMPONENTS OF CommonResultsSeq }

EntryModification ::= CHOICE ({
adfAttribute [0] Attribute{{SupportedAttributes}},
removeAttribute [1] AttributeType,
adfiValues [2] Attribute{{SupportedAttributes}},
removeValues [3] Attribute{{SupportedAttributes}},
alkerValues [4] AttributeTypeAndValue,
regetValue [5] AttributeType,
replaceValues [6] Attribute{{SupportedAttributes}},

}
modifyDN OPERATION ::= {

ARGUMENT ModifyDNArgument
REBULT ModifyDNResult

ERRORS {nameError |
serviceError |
referral |
securityError |
updateError}
CODE id-opcode-modifyDN }
ModifyDNArgument ::= OPTIONALLY-PROTECTED { ModifyDNArgumentData }
ModifyDNArgumentData ::= SET {
objject [0] DistinguishedName,
newRDN [1] RelativeDistinguishedName,

defleteO1dRDN [2] BOOLEAN DEFAULT ‘FALSE,
nepSuperior [3] DistinguishedName OPTIONAL,

- 7

R
COMPONENTS OF CommonArguments }

ModifyDNResult ::= CHOICE“{
nufll NULL,

information OPTIONALLY-PROTECTED-SEQ { ModifyDNResultData },
}

ModifyDNResultData ::= SEQUENCE ({
newRDN RelativeDistinguishedName,

- 7

R
COMPONENTS OF CommonResultsSeq }

changePassword OPERATION ::= {
ARGUMENT ChangePasswordArgument
RESULT ChangePasswordResult

ERRORS {securityError |
updateError }
CODE id-opcode-changePassword }
ChangePasswordArgument ::= OPTIONALLY-PROTECTED-SEQ { ChangePasswordArgumentData }
ChangePasswordArgumentData ::= SEQUENCE {
object [0] DistinguishedName,

oldPwd [1] UserPwd,
newPwd [2] UserPwd,
}
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ChangePasswordResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ { ChangePasswordResultData },
-1

ChangePasswordResultData ::= SEQUENCE {

-7

ey
COMPONENTS OF CommonResultsSeq }

administerPassword OPERATION ::= {
ARGUMENT AdministerPasswordArgument
RESULT AdministerPasswordResult
ERRORS {securityError |
updateError}
CODE id-opcode-administerPassword }

AdmihisterPasswordArgument ::=
OPIONALLY-PROTECTED-SEQ { AdministerPasswordArgumentData }

AdmihisterPasswordArgumentData ::= SEQUENCE ({
obfject [0] DistinguishedName,
newPwd [1l] UserPwd,

}

AdmipisterPasswordResult ::= CHOICE ({
nufll NULL,
information OPTIONALLY-PROTECTED-SEQ { AdministerPasswordResultData },

- }

AdmihisterPasswordResultData ::= SEQUENCE {

- 7

R
COMPONENTS OF CommonResultsSeq }

ldapffransport OPERATION ::= ({

AR{GUMENT LdapArgument

RESULT SEQUENCE OF LDAPMessage

ERRORS { abandonFailed | abandoned }

COpPE id-opcode-ldapTransport.}
LdapArgument ::= OPTIONALLY-PROTECTED-SEQ { LdapArgumentData }
LdapprgumentData ::= SEQUENCE “{

obfject DistinguishedName,

ldppMessage LDAPMessage,

lipkId LinkId\ OPTIONAL,

> 7
R

COMPONENTS OF .CommonArgumentsSeq }
Link[[d ::= INTEGER

LdapResult.: := OPTIONALLY-PROTECTED-SEQ { LdapResultData }

LdapResultData ::= SEQUENCE {
ldapMessages SEQUENCE SIZE (1..MAX) OF LDAPMessage OPTIONAL,
returnToClient BOOLEAN DEFAULT FALSE,

-7

ceey
COMPONENTS OF CommonResultsSeq }
linkedLDAP OPERATION ::= {
ARGUMENT LinkedArgument
RESULT LinkedResult
CODE id-opcode-1linkedLDAP }
LinkedArgument ::= OPTIONALLY-PROTECTED-SEQ { LinkedArgumentData }

LinkedArgumentData ::= SEQUENCE {
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object DistinguishedName,
ldapMessage LDAPMessage,
linkId LinkId,

returnToClient BOOLEAN DEFAULT FALSE,

-’
ceey
COMPONENTS OF CommonArgumentsSeq }
LinkedResult ::= NULL

-- Errors and parameters

abandoned ERROR ::= {-- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED { AbandonedData }
COpE Td=errcode=abandoned }
AbanflonedData ::= SET {
problem AbandonedProblem OPTIONAL,

-
L ..,
COMPONENTS OF CommonResults }

AbanfonedProblem ::= ENUMERATED ({
pagingAbandoned (0) }

abanflonFailed ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { AbandonFailedData }
CODPE id-errcode-abandonFailed }

AbanflonFailedData ::= SET {
prpblem [0] AbandonProblem,
opgration [1] Invokeld,

- 7

A
COMPONENTS OF CommonResults }

AbanfonProblem ::= INTEGER ({
nopfuchOperation (1),
topLate (2),
cahnotAbandon (3) }
attrfibuteError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { AttributeErrorData }
CODE id-errcode-attributeError }
AttrfibuteErrorData ::= SET \{
objject [0] Name,

prpblems [1] SET OF\SEQUENCE ({

problem [0] AtttibuteProblem,

Lype [1] _AttributeType,

ralue [2)}.\AttributeValue OPTIONAL,
...},

4

’

COMPONENTS OF CommonResults }

AttrfibuteProblem ::= INTEGER ({
noSuchAttributeOrValue (1),
invalidAttributeSyntax (2),
undefinedAttributeType (3),
inappropriateMatching (4),
constraintViolation (5),
attributeOrValueAlreadyExists (6),
contextViolation (7) }

nameError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED { NameErrorData }
CODE id-errcode-nameError }
NameErrorData ::= SET {

problem [0] NameProblem,
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matched [1]

Name,

-7

ey
COMPONENTS OF CommonResults }

NameProblem ::= INTEGER ({
noSuchObject (1),
aliasProblem (2),
invalidAttributeSyntax (3),

aliasDereferencingProblem (4)
-- not to be used (5)-- 1}

referral ERROR ::= { -- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED { ReferralData }

COpE Td=errcode=referral—F

RefekralData ::=
cahdidate [O0]

SET {
ContinuationReference,
> 7

R
COMPONENTS OF CommonResults }

securityError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { SecurityErrorData }
CODE id-errcode-securityError }
SecukityErrorData ::= SET {
prpblem [0] SecurityProblem,
spkmInfo [1] SPKM-ERROR OPTIONAL,

entPwdInfo [2] EncPwdInfo OPTIONAL,

- 7

A
COMPONENTS OF CommonResults }

SecufityProblem ::= INTEGER ({
inpppropriateAuthentication (1),
inEalidCredentials (2),
inpufficientAccessRights (3),
inyalidSignature (4),
prptectionRequired (5),
noflnformation (e),
blpckedCredentials (7),

--| invalidQOPMatch (8), obsolete
spkmError (9),
ungupportedAuthenticationMethod (10),
papswordExpired (11),
inpppropriateAlgorithms (12) }

EncPwdInfo ::= SEQUENCE ({
algorithms [01) SEQUENCE OF AlgorithmIdentifier

{{SupportedAlgorithms}} OPTIONAL,
pwfiQualityRule [1] SEQUENCE OF AttributeTypeAndValue OPTIONAL,
R A

servjiceErxror ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED { ServiceErrorData }
CODE id-errcode-serviceError }

ServiceErrorData ::= SET ({

problem [0] ServiceProblem,

-7

ey
COMPONENTS OF CommonResults }

ServiceProblem ::= INTEGER {
busy (1),
unavailable (2),
unwillingToPerform (3),
chainingRequired (4),
unableToProceed (5),
invalidReference (6),
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