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Foreword

:2014(E)

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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hnical committees collaborate in fields of mutual interest. Other international organizations, gov

International Standard requires approval by at least 75 % of the national bodies casting a vote.

tention is drawn to the possibility that some of the elements of this . document may be the subject
rights. ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

IJO/IEC 9594-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information te
Subcommittee SC 6, Telecommunications and information.exchange between systems, in collabor
ITIU-T. The identical text is published as Rec. ITU-T X.511.(10/2012).

This seventh edition cancels and replaces the ‘sixth edition (ISO/IEC 9594-3:2008), which
technically revised. It also incorporates the Technical Corrigenda ISO/IEC 9594-3:2008/Cor.1:]
ISO/IEC 9594-3:2008/Cor.2:2012.

ISO/IEC 9594 consists of the following parts;“under the general title Information technology — Oper
Inferconnection — The Directory:

— Part 1: Overview of concepts, models and services
— Part 2: Models

—  Part 3: Abstract service definition

— Part 4: Procedures for distributed operation

— Part 5: Protocol specifications

— Part.6: Selected attribute types
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—t Part 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks

— Part 9: Replication
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Intro

duction

This Recommendation | Internationa Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typicaly used to facilitate communication between, with or about objects such as application entities, people, terminals,

and d

istribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

This
This

defingd by other standards groups and industry forums. Many of the features defined as'gptional in these frame

may
enhar

This $eventh edition specifies versions 1 and 2 of the Directory protocols.
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extermal ASN.1 module referenced by this Directory Specification.
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repor

s fronTdifferent manufactorers,

e under different managements,

«  of different levels of complexity; and
e of different ages.

Recommendation | International Standard defines the capabilities provided by the Directory to,its users.

Recommendation | International Standard provides the foundation frameworks upon which industry profiles

be mandated for use in certain environments through profiles. This seventh™edition technicaly revise
ces the sixth edition of this Recommendation | International Standard.

rst and second editions specified only version 1. Most of the services'and protocols specified in this editi

on unless all Directory entities involved in the operation have negotiated version 2. Whichever version has
ated, differences between the services and between the protocols defined in the six editions, except for
ically assigned to version 2, are accommodated using thé‘rules of extensibility defined in Rec. ITU-T X
FC 9594-5.

fory abstract service.

X B, which is not an integra part of this Recommendation | International Standard, provides charts that de
manti cs associated with Basic Access Control asit applies to the processing of a Directory operation.

K C, which is not an integral part of this Recommendation | International Standard, gives examples of the
es of entries.

XK D, which is not an integral part of this Recommendation | International Standard, includes an updated copy

K E, which isnot an-integral part of this Recommendation | International Standard, lists the amendments and
s that have beenincerporated to form this edition of this Recommendation | International Standard.

an be
ivorks
S and

pn are

ned to function under version 1. However some enhanced services“and protocols, e.g., signed errors, will not

been
those
1519 |

K A, whichisan integral part of this Recommendatien | International Standard, provides the ASN.1 module for the
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| SO/l EC 9594-3:2014 (E)

INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

I nformation technology — Open Systems I nter connection —
The Directory: Abstract service definition

1 Scope

This Recommendation | International Standard defines in an abstract way the externally visible service provided by the

Directory.

This Recommendation | International Standard does not specify individual implementations or products

2 Nor mative refer ences

The fpllowing Recommendations and International Standards contain provisions which, through reference in thi
constftute provisions of this Recommendation | International Standard. At the time of publication;the editions ind
were|valid. All Recommendations and Standards are subject to revision, and parties to agreements based o
Recommendation | International Standard are encouraged to investigate the possibility ,of applying the most

editian of the Recommendations and Standards listed below. Members of IEC and 1SO~maintain registers of cun
valid [International Standards. The Telecommunication Standardization Bureau of the TTU maintains a list of cur
valid | TU-T Recommendations.

2.1 Identical Recommendations| International Standards

Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Sy
Interconnection — Basic Reference Model: The basic model.

Recommendation ITU-T X.500 (2012) | ISO/IEC 9594-1:2014, Information technology — Open Sy
I nterconnection — The Directory: Overview of concepts, models and services.

Recommendation ITU-T X.501 (2012) | ISOAEC 9594-2:2014, Information technology — Open S
Interconnection — The Directory: Models:

Recommendation ITU-T X.509 (2012),| ISO/IEC 9594-8:2014, Information technology — Open Sy
Interconnection — The Directory:.Rublic-key and attribute certificate frameworks.

Recommendation ITU-T X.518(2012) | ISO/IEC 9594-4:2014, Information technology — Open Sy
Interconnection — The Directory: Procedures for distributed operation.

Recommendation 1TU-T\X.519 (2012) | ISO/IEC 9594-5:2014, Information technology — Open Sy
Interconnection — The Directory: Protocol specifications.

Recommendation [TFU-T X.520 (2012) | ISO/IEC 9594-6:2014, Information technology — Open Sy
Interconnection— The Directory: Selected attribute types.

Recommendation ITU-T X.521 (2012) | ISO/IEC 9594-7:2014, Information technology — Open Sy
Intercaennection — The Directory: Selected object classes.

Recommendation ITU-T X.525 (2012) | ISO/IEC 9594-9:2014, Information technology — Open Sy
[nter connection — The Directory: Replication.

Recommendation ITU-T X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Ab
Syntax Notation One (ASN.1): Specification of basic notation.

5 text,
cated
n this
recent
rently
rently

stems
Stems
stems
stems
stems
stems
stems
stems
stems

Stract

Recommendation 1TU-T X.681 (2008) | TSOMEC 8824-2:2008, Information technotogy —
Syntax Notation One (ASN.1): Information object specification.

Stract

Recommendation ITU-T X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

Rec. ITU-T X.511 (10/2012)
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2.2 Other references
— |ETF RFC 2025 (1996), The Smple Public-Key GSS-API Mechanism (SPKM).
— |ETF RFC 4422 (2006), Smple Authentication and Security Layer (SASL).
— |ETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 Basic Directory definitions

The fpllowing terms are defined in Rec. ITU-T X.500 | ISO/IEC 9594-1.
a) Directory;

b) Directory Information Base;

c) (Directory) User.

3.2 Directory model definitions

The fpllowing terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) Directory System Agent;
b) Directory User Agent.

3.3 Directory information base definitions

The fpllowing terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) aliasentry;

b) ancestor;

¢) compound entry;

d) (Directory) entry;

e) Directory Information Tree;

f)  family (of entries);

g) immediate superior;

h) immediately superiorentry/object;
i) object;

j) object class;

k) object entty;

1)  subordinate;

m) superior.

34 Directory entry definitions

The feHewing-terms-are-defined--RecHHJ-TX-501-HSOHEC9594-2:
a) attribute;
b) attribute type;
c) attribute value;
d) attribute value assertion;
€) context;
f)  context type;
g) context value;
h) operational attribute;

2 Rec. ITU-T X.511 (10/2012)
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i) matching rule;
j)  user attribute.

35 Name definitions
The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) alias, aliasname;
b) distinguished name;
c) (directory) name;
d) purported name;

N [ (e ) !
<) rerative uratrigursicu riartie.

3.6 Distributed oper ations definitions

The fpllowing terms are defined in Rec. ITU-T X.518 | ISO/IEC 9594-4:
a) bound DSA;

b) chaining;

c) initial performer;

d) LDAP requester;

e) referral.

3.7 Abstract service definitions
For the purposes of this Recommendation | International Standard, the folowing definitions apply.

371 additional search: A search that starts from joinBaseObject as specified by the originator in the sgarch
request.

372 contributing member: A family member within.aicompound entry, which has made a contribution to either a
Read| Search or Modify Entry operation.

373 explicitly unmarked entry: An entry«@p a family member that is excluded from the searchRgsult
accorfling to a specification given in acontrol attribute referenced by the governing-search-rule.

374 family grouping: A set of members of a compound attribute that are grouped together for the purppse of
opergion evaluation.

3.75 filter: An assertion about(thepresence or value of certain attributes of an entry in order to limit the scope of a
searcl.

3.7.6 originator: The userthat originated an operation.

3.7.7 participation-member: A family member that is either a contributing member or is a member of a flamily
grouging that as a whole'matched a search filter.

3.7.8 primary ‘sear ch: The search that starts from baseobject as specified by the originator in the search request.

379 refaxation: A progressive modification of the behaviour of afilter during a search operation so as to aghieve
more|matched entries if too few are received, or fewer matched entries if too many are received.

3.7.10 teply: ADAPIDSPTESUIT or an error, or an LOAPTEsUIT.

3.711 request: Information consisting of an operation code and associated arguments to convey a directory
operation from arequester to a performer.

3.712 requester: A DUA, an LDAP client or aDSA sending arequest to perform (i.e., invoke) an operation.

3.7.13 service controls. Parameters conveyed as part of an operation, which constrain various aspects of its
performance.

3.7.14 strand: A family grouping comprising all the membersin a path from aleaf family member up to the ancestor
inclusive. A family member will reside in as many strands as there are leaf family members below it (as immediate or
non-immediate subordinates).

Rec. ITU-T X.511 (10/2012) 3
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4 Abbreviations
For the purposes of this Recommendation | International Standard, the following abbreviations apply.
ACI Access Control Information
AVA  Attribute Value Assertion
DIB Directory Information Base
DIT Directory Information Tree

DMD  Directory Management Domain

DSA Directory System Agent

DUA Directory User Agent

LDAP Lightweight Directory Access Protocol
RDN Relative Distinguished Name

5 Conventions

The term "Directory Specification” (as in "this Directory Specification”) shall be taken to.mean Rec. ITU-T X|511 |
| SO/IEC 9594-3. The term "Directory Specifications” shall be taken to mean the X.500-seri s Recommendations and all
parts pf |SO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition jof the
Diredtory Specifications, i.e, the 1988 edition of the series of CCITT. X.500 Recommendations anfl the
I SO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to referto systems conforming to the second edition
of thp Directory Specifications, i.e., the 1993 edition of the seriestof ITU-T X.500 Recommendations arid the
| SO/IEC 9594:1995 edition.

This Directory Specification uses the term third edition systemsta-refer to systems conforming to the third editionof the
Diregory Specifications, i.e, the 1997 edition of the“series of ITU-T X.500 Recommendations anfl the
| SO/IEC 9594:1998 edition.

This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth editjon of
the Djrectory Specifications, i.e., the 2001 editions.of Recs ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.52%, and X.530, the 2000 edition of Rec. ITU-TX.509, and parts 1-10 of the |SO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition jof the
Diregory Specifications, i.e, the 2005 edition of the series of ITU-T X.500 Recommendations anfl the
| SO/IEC 9594:2005 edition.

This Directory Specification usesithe term sixth edition systems to refer to systems conforming to the sixth editionof the
Direqory Specifications, i.e,)the 2008 edition of the series of ITU-T X.500 Recommendations anfl the
I SO/IEC 9594:2008 edition.,

This Directory Specifieation uses the term seventh edition systemsto refer to systems conforming to the seventh edition
of the Directory Spéecifications, i.e, the 2012 edition of the ITU-T X.500-series Recommendations and the
I SO/IEC 9594:2014 edition.

This DirectorySpecification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and yalues
are rg erenced in normal text, they are differentiated from normal text by presenn ng them in the bold Cour| New
f [

from normal text by dlsplay| ng them in bold Times Nevv Roman Acce$ control perm|SS|ons are presented in italicized
Times New Roman.

If the items in a list are numbered (as opposed to using
procedure.

or letters), then the items shall be considered steps in a

6 Overview of the Directory service

Asdescribed in Rec. ITU-T X.501 | ISO/IEC 9594-2, the services of the Directory are provided through access pointsto
DUAs, each acting on behalf of a user. These concepts are depicted in Figure 1. Through an access point, the Directory
provides service to its users by means of a number of Directory operations.

4 Rec. ITU-T X.511 (10/2012)
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Access point

Directory The

user Directory

X.511(12)_FO1

Figure 1 — Accesstothe Directory

The Directory operations are of three different kinds:
a) Directory Read operations, which interrogate a single Directory entry;
b) Directory Search operations, which interrogate potentially several Directory entries; and
c) Directory Modify operations.
The Directory Read operations, the Directory Search operations and the Directory Modify operations are specifjed in
clausgs 9, 10, and 11, respectively. Conformance to Directory operations is specified- in”Rec. ITU-T X519 |
I SO/IEC 9594-5.
7 Information types and common procedures
7.1 Introduction
This flause identifies, and in some cases defines, a number of information types which are subsequently used |n the

definition of Directory operations. The information types concerhed are those which are common to more thgn one

opera
separ

Sever
Claug
and d

This

7.2
Thef

lion, are likely to be in the future, or which are sufficiently;complex or self-contained as to merit being d
btely from the operation which uses them.

Efines an information type.

Information types defined\elsewhere

Dllowing information types are-defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) Attribute;

b) AttributeType;

C) AttributeValue;

d) AtfributeValueAssertion;

€) . Context;

f) { ContextAssertion;

0) DistinguishedName;

lause al so specifies some common el ements of procedure that apply to most or all of the Directory operationg.

efined

Al of the information types used in the definition; of the Directory Service are actualy defined elsawhere.
e 7.2 identifies these types and indicates the souree of their definition. Each of the clauses (7.3 to 7.10) identifies

h) Name;
i) OPTIONALLY-PROTECTED;
j) OPTIONALLY-PROTECTED-SEQ;

K) RelativeDistinguishedName.

The following information type is defined in Rec. ITU-T X.520 | ISO/IEC 9594-6:

ad) PresentationAddress.

The following information types are defined in Rec. ITU-T X.509 | ISO/IEC 9594-8:

a) Certificate;

Rec. ITU-T X.511 (10/2012)
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b) SIGNED;
C) CertificationPath.

The following information typeis defined in Rec. ITU-T X.880 | ISO/IEC 13712-1:
@) InvokeId.

The following information types are defined in Rec. ITU-T X.518 | ISO/IEC 9594-4:
@ OperationProgress,

b) ContinuationReference.

7.3 Common arguments
The qommonArguments information may be present to qualify the invocation of each operation that the Directo
perform.
CommpnArguments ::= SET {

sefviceControls [30] ServiceControls DEFAULT {},

sefurityParameters [29] SecurityParameters OPTIONAL,

refjuestor [28] DistinguishedName OPTIONAL,

opprationProgress [27] OperationProgress

DEFAULT {nameResolutionPhase notStarted}y;

aljiasedRDNs [26] INTEGER OPTIONAL,

crfiticalExtensions [25] BIT STRING OPTIONAL,

referenceType [24] ReferenceType OPTIONAL,

enkryOnly [23] BOOLEAN DEFAULT TRUEY

exfplusions [22] Exclusions OPTIONAL,

napeResolveOnMaster [21] BOOLEAN DEFAULT -EALSE,

opErationContexts [20] ContextSelection OPTIONAL,

familyGrouping [19] FamilyGrouping DEFAULT entryOnly,

NOTE 1 — The above data type can only be used when,included in set-constructs. An aternative data

cdmmonArgumentsSeq has been defined to be used in sequence:constructs (see Annex A).

The derviceControls component is specified in clauses7:5. Its absence is deemed equivalent to there being an
set of|controls.

The decurityParameters component is specifiedin clause 7.10. If the argument of the operation is to be sigr]
the requester, the securityParameters component shall be included. The absence of the securityParame
comppnent is deemed equivalent to an empty set.

The tequestor component, when pfesent, shall hold the distinguished name of the originator (requester)

end-entity public-key certificate of the requester if the certification-path component Of
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a) when acting on a continuation reference returned by a DSA in response to an earlier operation, and their

values are copied by the DUA from the continuation reference; or

b) when the DUA represents an administrative user that is managing the DSA Information Tree and the

manageDSAIT Option is set in the service controls.

The aliasedrRDNs component indicates to the DSA that the object component of the operation was created by the

dereferencing of an aias on an earlier operation attempt. The integer value indicates the number of RDNs in the

name

that came from dereferencing the alias. (The value would have been set in the referral response of the previous

operation.)

NOTE 4 — This component is provided for compatibility with first edition implementations of the Directory. DUAs (and DSAS)
implemented according to later editions of the Directory Specifications shall always omit this parameter from the
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CommonArguments of a subseguent request. In this way, the Directory will not signal an error if aliases dereference to further

ai

ases.

The operationContexts component supplies a set of context assertions which are applied to attribute value
assertions and entry information selection made within this operation, which do not otherwise contain context assertions
for the same attribute type and context type. If operationContexts iS not present or does not address a particular
attribute type or context type, then default context assertions shall be applied by the DSA as described in clause 7.6.1
and in clauses 8.9.2.2 and 12.8 of Rec. ITU-T X.501 | ISO/IEC 9594-2. If allcontexts ischosen, then all contexts for
al attribute types are valid and context defaults that might have been supplied by the DSA are overridden.
(contextSelection isdefined in clause 7.6).

familyGrouping iS used to describe which family members should be selected for processing by a given operation. It
is described more fully in clause 7.3.2.

731 Critical extensions
The ¢riticalExtensions component provides a mechanism to list a set of extensions that are gritica {o the
perfofmance of a Directory operation. If the originator of the extended operation wishes to indicate that the opgation
shall foe performed with one or more extensions (i.e., that performing the operation without these extensions |s not
acceptable), it does so by setting the criticalExtensions bit(s) which corresponds to the-extension(s). |If the
Diregory, or some part of it, is unable to perform a critica extension, it retumns an indicatign of
unavhilableCriticalExtension (@S a serviceError Of PartialOutcomeQualifier). If the Directory is
unable to perform an extension that is not critical, it ignores the presence of the extension.
This Directory Specification does not establish rules regarding the order in which a performing DSA is to decode and
process PDUs that it receives. A DSA that receives an unknown critical extensionshall return a serviceErrogf with
problem unavailableCriticalExtension to signal that the operation failed:
Thesg Directory Specifications define a number of extensions. The extensions take such forms as additional numbered
bitsin a BIT STRING, or additional components of a SET or SEQUENCE, and are ignored by first edition systems.
Each|such extension is assigned an integer identifier, which is-the number of the bit that may be s$et in
critficalExtensions. If the criticality of an extension is defined-to be critical, the DUA shall set the correspgnding
bit in|criticalExtensions. If the defined criticality is nop<critical, the DUA may or may not set the correspdnding
bitinlcriticalExtensions.
The gxtensions, their identifiers, the operations in whichithey are permitted, the recommended criticality, the claysesin
which they are defined, and the corresponding LDAP-controls (if any) are shown in Table 1.
Table1-Extensions
Extension Identifier Operations Criticality Defined L DAP control
(clauses)
subentries 1 All Non-critical | 7.5 1.3.6.1.4.1.4203.1.10.1
copyfshallDo 2 Read, Compare, List, Non-critical | 7.5
Search
attrilpute size limit 3 Read, Search Non-critical | 7.5
extrgAttributes 4 Read, Search Non-critical | 7.6
modifyRightsReguest 5 Read Non-critical | 9.1
pagedResultsRequest 6 List, Search Non-critical | 10.1 1.2.840.113556.1.4319
matghedV'a uesOnly 7 Search Non-critical | 10.2 1.2.826.0.1.3344810.2.3
extel AadEiltar Q VQea‘rﬁh Nan. nrifica! 1('\.’7 I
targetSystem 9 Add Entry Critical 111
useAliasOnUpdate 10 Add Entry, Remove Critica 111
Entry, Modify Entry
newSuperior 11 Modify DN Critical 114
manageDSAIT 12 All Critical 75,712 2.16.840.1.113730.3.4.2
Use of contexts 13 Read, Compare, List, Non-critical | 7.6, 7.8
Search, Add Entry,
Modify Entry, Modify
DN
partialNameResolution | 14 Read, Search Non-critical | 7.5
overspeckilter 15 Search Non-critical | 10.1.3f)
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Table 1 - Extensions

Extension Identifier Operations Criticality Defined L DAP control
(clauses)
selectionOnModify 16 Modify Entry Non-critical | 11.3.2
17 Reserved 7.10
Security parameters — 18 All Non-critical | 7.10
Operation code
Security parameters — 19 All Non-critical | 7.10
Attribute certification
path
Secyyity parameters— | 20 All Non-critical | 7.10
Errof Protection
21-24 Reserved
Serv|ce administration | 25 Read, Search, Critical 10.2.2, 13,
ModifyEntry clause 16 of Rec.
ITU-T X.501 |
| SO/IEC 9594-2
entryCount 26 Search Non-critical | 10.1.3
hiergrchySelections 27 Search Non-critical | 10.2.2
relaxation 28 Search Non-critical | 7.8
fami|yGrouping 29 Compare, Non-critical | 7.3.2,,7.8.3
Search, Non-critical /&
RemoveEntry Critical 022
10.2
1122
fami|yReturn 30 Read, Nen- 76.4,7.7.1
Search, critical &
ModifyEntry Non- 9.13
critical 10.2.3
Non- 11.3.3
critical
dnAftributes 31 Search Non-critical | 10.2.2
friend attributes 32 Read, Search Non-critical | 7.6, 7.8.2
Abandon of paged 33 List, Search critical 7.9
results
Pagdd results on the 34 List, Search Non-critical | 7.9
DSP
replgceVaues 35 ModifyEntry critical 11.3.1,11.32 136.1.1.14
NOT|E 1 — The first extensionis.given the identifier 1 and corresponds to bit 1 of the BIT STRING. Bit O of the BIT STRING|is
not Used.
NOT|E 2 — Use of signing.on’errors Add Entry, Remove Entry, Modify Entry, Modify DN requires version 2 or higher of the
protgcol.
NOT|E 3 — The SPK:M\credentials extension shall be critical unless used in associations established using version 2 or higher.
732 Family grouping
Family grouping allows a single family member, several family members or all family members of a compound fentry,
to be grot lppri ’rngﬂthpr for jni nt consideration lhrinr‘ ta nppmfinn evaluation. These semantics can then bhe npplipd to the

following operations (as indicated in the descriptions below): Compare (to define the scope within which the compared
attribute might lie), Search (to define the groupings for which filtering might take place), Remove Entry (to define the

groupings for removal). The following ASN.1 is used to select members of afamily:

FamilyGrouping ::= ENUMERATED ({

entryOnly (1),

compoundEntry (2),

strands (3),

multiStrand (4),
}

entryonly means that the specific family member selected by the operation is to be considered in the group. Thisis

the default value, and ensures backward compatibility with previous editions of the Directory Specifications.
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compoundEntry means that the complete compound entry selected by the operation is to be considered as a unit by
combining all the attributes. For Remove Entry operations, it is only applicable when the object name specified is that
of an ancestor of a compound entry, and it causes all family members to be removed by the same operation (subject to
access control).

strands means that al the strands associated with the family member are to be selected by the operation. This option
is not valid for the Remove Entry operation. For the Search operation, individua strands are considered for filter
purposes. If the combined set of attributes of one or more strands matches the filter, the compound entry is said to
match the filter. If the base object is a child member, only those strands that go through the base object are considered.
For Compare operations, all the attributes from all the family members in al the strands to which the entry belongs are
to be used in the comparison.

multiStrand |s only appllcable to the Search operatlon and qudlifies the matchmg rule for filtering on farnlly

to be onsdered a onetime, but inal comblnatlons multiStrand iSnot appllcable if the base object is a childfjamily
memlper, in which casemultistrand shall beignored and entryonly shall be substituted.

7.4 Common results

The ¢ommonResults Of CommonResultsSeq information is present to qualify the result ofceach retrieval operation
that the Directory can perform. In addition, it is present in any returned error.

CommpnResults ::= SET {
sepurityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
alfiasDereferenced [28] BOOLEAN DEFAULT FALSE,
nokification [27] SEQUENCE SIZE (1..MAX) OF Attribute
{{Supportedattributes}} OPTIONAL,
}
CommpnResultsSeq ::= SEQUENCE {
sepurityParameters [30] SecurityParameters OPTIONAL,
pekrformer [29] DistinguishedName .OPTIONAL,
alfiasDereferenced [28] BOOLEAN DEFAULT FALSE,
nofkification [27] SEQUENCE SIZE_ (13%.MAX) OF Attribute
{{supportedattributes}} OPTIONAL,
}

NQTE — commonResults and CommonResultsséq consist of the same components. The former is used when included in set
types by the coMPoNENT OF type, while the latter.is used similarly in sequence types.

The §ecurityParameters component is specified in clause 7.10. If the result is to be signed by the Directory, the
SecukityParameters component «shall be included in the result. The absence of the securityParamgters
comppnent is deemed equivalent tolan empty set.

The gerformer Distinguished\Name identifies the performer of a particular operation. It may be required when the
result]is to be signed (see clause 7.10) and shall hold the name of the DSA that signed the result.

The 41iasDereferenced cOMponent is set to TRUE when the purported name of an object or base object which|is the
targef| of the operatien-iricluded any aliases which were dereferenced.

Thegotification component shall be used to qualify returned result and error APDUS, for example providing more
precige error~information. Standard notification attributes are defined in clause 6.13 of Rec. ITU-T X520 |
| SO/IEC9594-6. Such notification attributes are not necessarily stored in directory entries.

75 Service controls

A serviceControls parameter contains the controls, if any, that are to direct or constrain the provision of the service.

ServiceControls ::= SET ({
options [0] ServiceControlOptions DEFAULT {},
priority [1] INTEGER {low(O), medium (1), high(2)} DEFAULT medium,
timeLimit [2] INTEGER OPTIONAL,
sizeLimit [3] INTEGER OPTIONAL,
scopeOfReferral [4] INTEGER {dmd(0), country(l)} OPTIONAL,

attributeSizeLimit [5] INTEGER OPTIONAL,

manageDSAITPlaneRef [6] SEQUENCE {
dsaName Name,
agreementID AgreementID,
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...} OPTIONAL,

serviceType [7] OBJECT IDENTIFIER OPTIONAL,
userClass [8] INTEGER OPTIONAL,
-}
ServiceControlOptions ::= BIT STRING {
preferChaining (0),
chainingProhibited (1),
localScope (2),
dontUseCopy (3),
dontDereferencelAliases (4),
subentries (5).,
copyShallDo (6),
partialNameResolution (7).,
mafageDSAIT (&7,
nopubtypeMatch (9),
nopubtypeSelection (10),
cointFamily (11),
doptSelectFriends (12),
dontMatchFriends (13),
alllowWriteableCopy (14)}
The gptions component contains anumber of indications, each of which, if set, asserts the eondition suggested. Thus:

a) preferchaining indicates that the preference isthat chaining, rather thanreferras, be used to pfovide
the service. The Directory is not obliged to follow this preference.

b) chainingProhibited indicatesthat chaining, and other methods of-distributing the request aroupd the
Directory, are prohibited.

C) 1localscope indicates that the operation isto be limited to-aloca scope. The definition of this option is
itself aloca matter, for example, within asingle DSA or@single DMD.

d) dontusecopy indicates that copied information as defined in Rec. ITU-T X.518 | ISO/IEC 9594-4 shall
not be used to provide the service.

€) dontDereferenceAliases indicates that any‘alias used to identify the entry affected by an opgration
is not to be dereferenced.

NOTE 1 - Thisis necessary to allow referencedtan alias entry itself rather than the aliased entry, e.g., in order {o read
the alias entry.

f) subentries indicates that a Search or List operation is to access subentries only; normal entries
become inaccessible, i.e., the.Directory behaves as though normal entries do not exist. If this sprvice
control is not set, then the @peration accesses normal entries only and subentries become inaccegsible.
The service control isignored for operations other than Search or List.

NOTE 2 — The effects pf\subentries on access control, schema and collective attributes are still observed gven if
subentries are inaccessible:
NOTE 3 - If this service control is set, normal entries may still be specified as the base object of an operation.

g) copyshallDéindicatesthat if the Directory is able to partly but not fully satisfy a query at a copy| of an
entry, it-shall not chain the query. It is meaningful only if dontUsecCopy isnot set. If copyshallpo is
not set) the Directory will use shadow data only if it is sufficiently complete to allow the operatior] to be
fullyysatisfied at the copy. A query may be only partly satisfied because some of the requested attrjbutes
are)missing in the shadow copy, some of the attribute values for a given attribute are missing |n the
shadow copy, because the DSA does not hold all context information for the attribute values it doeq have,
or because the DSA holding the shadowed data does not support the requested matching rules on that
data. If copyshallDo is set and the Directory is not able to fully satisfy a query, it shgll set
incompleteEntry in the returned entry information.

h) partialNameResolution indicates that if the Directory is able to resolve only part of the purported
name in a Read or Search operation, i.e, it is about to return a nameError, the entry whose name
consists of all resolved RDNs is to be considered the target of the operation and partialName is Set to
TRUE in the result. This service control isignored for operations other than Read or Search.

NOTE 4 — If this service control is set, the purported name is a context prefix entry to which accessis denied, and the
reguester has access to the superior entry, then the existence of the context prefix entry will be indirectly disclosed to
the requester even if DiscloseOnError permission to the entry is denied.

i) manageDSAIT indicates that the operation has been requested by an administrative user so that the DSA

Information Tree is managed. If multiple replication planes exist in the DSA to be managed, and the
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manageDSAITPlaneRef Service control has not been included in the operation, then the DSA selects a
suitable replication plane for the operation.

j) nosSubtypeMatch indicates that attribute subtype matching shall not be attempted. This service control
isignored for operations other than Compare and Search operations.

k) nosSubtypeSelection indicatesthat subtype selection shall not be made.

[) countFamily indicatesthat each member of acompound entry shall be counted as a separate entry, e.g.,
for the purposes of size and administrative limits, and relaxation controls. If this control is not set, then
members of a compound attribute shall be counted as asingle entry.

m) dontSelectFriends indicates that the specification of an anchor attribute in entry information
selection does not automatically include friend attributes in the selection.

satisfied by the values of the anchor attribute, and not by friend attributes.
0) allowWriteableCopy indicatesthat a DSE of typewriteableCopy iS acceptablein theprovisign of a
query service request.
NOTE 5 — The allowWriteableCopy Service control is distinct from copyshalilbo in that this service coiftrol is

used to indicate that a complete copy is requested, but that it does not need to be the primary master, whereas
copyShallbo isused to indicate that any copy, whether complete or not, is acceptable.

ly be

If thig component is omitted, the following are assumed: no preference for chaining but chaining not prohibited, ng limit
on the scope of the operation, use of copy permitted, aliases shall be dereferenced (except for modify operations for
which alias dereferencing is not supported), subentries are not accessible, and operations that cannot be fully satisfied
by shiadowed data are subject to further chaining. However, these defaults may, be-overwritten by search-rules yithin
servige-specific administrative areas.

The griority service control (Low, medium, Or high) indicates the priority at which the service is to be proyided.
Note that this is not a guaranteed service in that the Directory, as a whel€, does not implement queueing. Therg is no
relatipnship implied with the use of prioritiesin underlying layers.

The gimeLimit Service control indicates the maximum elapsed;time, in seconds, within which the service shgll be
provigled. If the constraint cannot be met, an error is reporteds M ‘this component is omitted, no time limit is implied. In
the case of time limit exceeded on a List or Search, the resultiis an arbitrary selection of the accumulated results.

NQTE 6 — This component does not imply the length of titne“spent processing the request during the elapsed time: any nunpber of
D$HAs may beinvolved in processing the request during.the elapsed time.

izeLimit Service control is only applicable to List and Search operations. It indicates the maximum numper of
to be returned when paged results are\not to be returned. In the case of size limit exceeded, the results of ja List
ch operation may be an arbitrary selection of the accumulated results, equal in number to the size limitt Any
results shall be discarded. Wheh.paged results are being returned, the value of sizeLimit shal be ignoied by
performing the paging as detailed in clause 7.9.

The dcopeOfReferral service control indicates the scope to which a referral returned by a DSA should be relpvant.
Depending on whether the values dmd or country are selected, only referrals to other DSAs within the selected |scope
shall pe returned. This apphies to the referrals in both a referral error and the unexplored parameter of 1isft and
searfh results.

The dttributesizeLimit Service control indicates the largest size of any attribute (i.e., the type and al its vplues)
that i includedhin returned entry information. If an attribute exceeds this limit, al of its values are omitted from the
returned entryninformation and incompleteEntry iS Set in the returned entry information. The size of an attrifute is
taken| to’beits size in octets in the local concrete syntax of the DSA holding the data. Because of different|ways
appligations store the data, the limit isimprecise. If this parameter is not specified, no limit isimplied.

NOTE 7 — Attribute values returned as part of an entry's Distinguished Name are exempt from this limit.

Certain combinations of priority, timeLimit, and sizeLimit may result in conflicts. For example, a short time
limit could conflict with low priority; a high size limit could conflict with alow time limit, etc.

The manageDSAITPlaneRef Service control indicates that the operation has been requested by an administrative user
s0 that a specific replication plane of the DSA Information Tree is managed. The manageDSAITPlaneRef Sefvice
control isignored if themanageDSAIT option isnot set. The planeisidentified by the dsaname component which isthe
name of the supplying DSA and the agreementID component which contains the shadowing agreement identifier.

The serviceType service control is only relevant for a search request that starts its initial evaluation phase within a
service-specific administrative area; it is otherwise ignored. If supplied, it increases the possibility of getting useful
notification information returned in case of afaulty formulated search request.
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The userclass service control is only relevant for a search request that starts its initial evaluation phase within a
service-specific administrative area and is otherwise ignored. It identifies a user-class. It allows a requester to specify
another user-class than the Directory would otherwise apply. If supplied, it also increases the possibility of getting
useful notification information returned in case of afaulty formulated search request.

7.6 Entry information selection

An instance of the EntryInformationSelection data type indicates what information is being requested from an
entry in aretrieval operation.

EntryInformationSelection ::= SET {
attributes CHOICE {
allUserAttributes [0] NULL,
Eelect [1] SET OF AttributeType ]JU
- - empty set implies no attributes are requested -- } DEFAULT allUserAttributesyNULL,
infoTypes [2] INTEGER {
attributeTypesOnly (0),
attributeTypesAndValues (1)} DEFAULT attributeTypesAndValues,
exfraAttributes CHOICE {
hllOperationalAttributes [3] NULL,
Eelect [4] SET SIZE (1..MAX) OF AttributeType }JOPTIONAL,
cohtextSelection ContextSelection OPTIONAL,
rekurnContexts BOOLEAN DEFAULT FALSE,
familyReturn FamilyReturn DEFAULT

{memberSelect contributingEntriesOnly} }

ContpxtSelection ::= CHOICE {

alllContexts NULL,
sellectedContexts SET SIZE (1..MAX) OF TypeAndContextAssertion,
TypehAndContextAssertion ::= SEQUENCE {
type AttributeType,
coptextAssertions CHOICE {
breference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion,
FamillyReturn ::= SEQUENCE {

mefberSelect  ENUMERATED {
tontributingEntriesOnly (1)
barticipatingEntriesOnly, \(2),

tompoundEntry (3),

L ..},
familySelect SEQUENEE,SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
..F )

The dttributes comporent specifies the user and operational attributes for which information is requested:

a) |If theé/sselect option is chosen, then the attributes involved are listed. If the list is empty, then no
attributes shall be returned. Information about a selected attribute shall be returned if the attribute is
present. An attributeError With problem noSuchAttributeorvalue shall only be returned if none
of the attributes selected is present.

b) |If the alluserattributes option is selected, then information is requested about all user attribytes in
Theentry.

Attribute information is only returned if access rights are sufficient. A securityError (with problem
insufficientAccessRights) shall only be returned in the case where access rights preclude the reading of al
attribute values requested. Note that access control is also applied to the attributes and values eligible to be returned
according to the components of EntryInformationSelection, and may further reduce the information that is
returned.

NOTE 1 — Access control is also applied to the attributes and values €eligible to be returned according to the components of
EntryInformationSelection, and may further reduce the information that is returned.

The infoTypes component specifies whether both attribute type and attribute value information (the default) or
atribute type information only is requested. If an attribute is of a type that is a carrier of other attributes, eg., a
family-information attribute, then the value(s) shall be returned independent of the setting of the infoTypes
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component, but the infoTypes specification shall be applied to the contained attributes. If the attributes
component is such as to request no attributes, then this component is not meaningful.

The extraaAttributes component specifies a set of additional user and operational attributes for which information is
requested. If the alloperationalattributes Option is chosen, then information is requested about all directory
operational attributes in the entry. If the select option is chosen, then information about the listed attributes is
reguested.
NOTE 2 — This component may be used to request information about, for example, specific operational attributes when
attributes iS Set t0 allUserAttributes, Or about all operational attributes. If the same attribute is listed or implied in both
attributes and extraAttributes, it iStreated as though it has been requested only once.

A request for a particular attribute is always treated as a request for the attribute and all subtypes of that attribute (except
for requests processed by first-edition systems) if the nosubtypeSelection Service control option is not set. If the
nosu
Similgrly, a request for a particular attribute that has friends is treated as a request for the attrlbute andralf*friend
attribpites, subject to the dontSelectFriends Service control option not being set.

In regponding to a request for attribute information, the Directory treats al collective attributes of an entry as if they
were pctual user attributes of the entry, i.e., they are selected like other user attributes and are merged into the rejurned
entry linformation. A request for alluseraAttributes requests al collective attributes of the efitry as well as ordlinary
attribpites of the entry. An attribute is a collective attribute of an entry if al of the following are true:

a) itislocated in a subentry whose subtree specification includes the entry;

b) itisnot excluded by the presencein the entry of a collectiveExclusions attribute value equal [to the
collective attribute type; and

c) itispermitted by the content rule for the structural object class farthe entry.

The ¢ontextSelection component is used to specify which attributeyvalues shall be returned of the attrjbutes
selectied by attributes Or extraAttributes. The contextSelection is evaluated only against the vallies of
attribyites that are candidates to be returned according to those otherscomponents of EntryInformationSeleckion.
The ¢valuation of contextSelection, and the use of defaults'if it is not supplied, is discussed in clauses| 7.6.1
to 7.6.3.

If thg infoTypes component is such as to request no attribute values, or the attributes component is such as to
request no attributes, then the contextselection\‘cOmponent is not meaningful. If, as a result of applying
contpxtSelection, there are no values of an attribute eligible to be returned, the attribute may be returned wjthout
any values.

The returnContexts component is used te' request the Directory to return attribute values with their assogiated
context lists. If this component is absent or S specified with a value of FALSE, then no context information is re:lurned
in the result. If this component is specified with a value of TRUE, then all context information is returned fof each
attribyite value returned. Note that_the contextSelection component does not selectively affect which cpntext
information is returned when returnContexts iS TRUE.

The familyReturn compenent (if present) is used to determine which entries within a compound entry shell be
returned if one or more family members have been marked (see clause 7.6.4).

7.6.1 Use of contextSelection or context selection defaults

The dontextSelection component is used to select certain attribute values of attributes selected by attributes or
extrhAttributes. The contextSelection iS evaluated only against the values of attributes that are candidates to
be ref urned accordmg to those other components of EntryInformationSelection. For each attrlbute valug, any

attri bute value to be selected.

A contextSelection iSsaid to govern one or more attribute types if any of the following conditions occur:
— the ContextSelection data type specifies allcontexts (in which case al attribute values of all
attribute types are selected);

— the ContextSelection data type has a selectedContexts component which includes a set of
TypeAndContextAssertion data types where the type component specifies an attribute type,
including its subtypes, that is governed by the contextAssertions cOmponents; or

— the ContextSelection data type has a selectedContexts component which includes a
TypeAndContextAssertion data type where the type component specifies the object identifier
id-oa-allAttributeTypes.
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If contextSelection iS not provided or it does not govern the given attribute type, then a default
contextSelection shall be applied. In addition t0 contextSelection iN EntryInformationSelection, there
are three potential sources for a contextselection: that specified for the operation as a whole, that available within
subentriesin the DIT, and that available locally in the DSA. They are applied according to the following precedence:

1) If contextSelection iSpresentin EntryInformationSelection and it governs the given attribute

type as described above, then it shall be applied.

2) If contextSelection iS not present within the EntryInformationSelection, Or it is present but
does not govern the given attribute type, then the operationcontexts which has been supplied for the
operation as described in clause 7.3 shall be applied if one is present and it governs the given attribute

type as described above.

3) If the request has neither a contextSelection in the EntryInformationSelection hOr

7.6.2

A col

A col

7.6.3

A Ty}

N

TypeAndContextAssertion t0 force evaluation of the contextassertions against an attribute value of any attribute ty

operationContexts 10r e operalion, of neither governs the given airibute, then the vaues
contextAssertionDefaults attribute in the context assertion subentries (if any) controlling.the

of Rec. ITU-T X.501 | ISO/IEC 9594-2).

4) If thereisno contextSelection from the sources described above that govern the.given attribute
then the DSA may apply a locally-defined default contextselection. Such &default shal typ

current time of day, but may be tailored differently by the DSA for each DUA-te which it responds.

5) If nO contextSelection iS available from any of these sources that~-govern the given attribute
then all values of the attribute are considered selected (i.e., allContexts iS assumed as thd
default).

DTE — A default contextselection that governs the given attribute type and'makes an assertion about a certain conte
ferent context type, in the same order of precedence as described above.

Evaluation of contextSelection

htextSelection iS TRUE (i.e., selects agiven attributeyalle) if:

be applied if this contextSelection Were omitted); or
b) each TypeAndContextAssertion ifMselectedContexts iS TRUE asdescribed in clause 7.6.3.

htextSelection isS FALSE otherwise.

Evaluation of a TypeAndContextAssertion

beAndContextAssertion iISTRUE (i.e, selects agiven attribute value) if:

a) the type of the attribute is not the same as (nor a subtype of) the type if
TypeAndContéxtAssertion andthe type in the TypeAndContextAssertion iS not id

type of thegiven attribute value and so does not eliminate the attribute value from selection; or

below:
DTE 1 —-THe OBJECT IDENTIFIER Vaue id-oa-allAttributeTypes May be used as the value of type

cont

bxtAssertions isexpressed either as an ordered sequence of preferred contexts or as a compound set of ¢

assertions:
If all is specified, then contextAssertions is TRUE for any attribute value only if each ContextAssertion in

a)

b)

the SET is TRUE, as defined in clause 8.9.2.4 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

f the
entry

shall be applied as the selectedcontexts. (Context assertion subentries are described innclausg 14.7

type,
ically

reflect local parameters, such as the language or location of the place of deployment of the DSA, pr the

type,
base

t type

Al be applied in addition to an earlier contextselection governing the same attribute type but making an assertion gbout a

d) allcontexts is specified (this permits a context selection to override any default that might otherwise

the

-oa-

allAattributeTypes. In this case, the TypeAndContextAssertion iS not applicable to the attribute

b) for theattribute value, the contextaAssertions in TypeAndContextAssertion iS TRUE as d¢fined

in the
pe.

bntext

If preference is specified, then each ContextAssertion in the SEQUENCE is evaluated in turn against all

candidate attribute values of the same attribute type, until a ContextAssertion evauates TRUE as defined in

clause

8.9.2.4 of Rec. ITU-T X.501 | ISO/IEC 9594-2. (The £allback flag, if present, is not taken into consideration until the
entire SEQUENCE is exhausted.) Once a ContextAssertion evauates TRUE for one of the candidate attribute
values, it shall be evaluated for every candidate attribute value of the same attribute type, but subsequent

ContextAssertion inthe SEQUENCE areignored.

NOTE 2 — preference provides a means for selection to be specified in terms of a first, second, etc., choice of context
(e.g., Language = French but if no French then Language = English).

14
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A TypeAndContextAssertion iSFALSE otherwise.

764 Family Return

The familyReturn component is used to determine which entries within a compound entry shall be returned if one or
more family members have been marked as contributing or participating members. The procedures for how family
members are marked are further described in clause 7.13.

Thememberselect component specifies which entries are selected for return in the result:

— contributingEntriesonly means that only family members marked as contributing members by the
operation are to be returned. In the case of Read or Modify-Entry operations, this is the family member
identified by the object operation argument; for the Search operation, it includes family members that
contributed to the match.

— participatingEntriesOnly means that only family members marked as participating mermbérs by
the operation are to be returned. In the case of Read or Modify-Entry, this is the same gs for
contributingEntriesOnly.

— compoundEntry means that each family member within the compound entry is to he-returned, ¢xcept
those that possibly have been explicitly unmarked by a governing-search-rule for a.Search operation.

The familySelect component supplements the memberselect component by specifying. that all child members of
selectied families shall be returned in addition to what is specified by memberselect. The sequence of elements has no
significance. A family isidentified by the structural object class of the family members\immediately subordinatefto the
anceqor. This component has no effect if the memberselect specifies compoundEntry.

NOTE — A governing-search-rule may modify what information shall be returned: (see”clause 16.10 of Rec. ITU-T X.501 |
IO/IEC 9594-2).

7.7 Entry information

7.7.1 Entry information data type

The HntryInformation datatype conveys selected informationfrom an entry.

EntryInformation ::= SEQUENCE {
name Name,
frpmEntry BOOLEAN DEFAULT~TRUE,
information SET SIZE (1..MAX) OF CHOICE {
ttributeType AttributeType,
bttribute Attribute{{SupportedAttributes}},
...} OPTIONAL,
infompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in first edition systems
paftialName [4] BOOLEAN DEFAULT FALSE, -- not in first or second edition systlems
dekivedEntry [5] BOOLEAN DEFAULT FALSE, -- not in pre-fourth edition systems -|-
}

The wame parameter indicates the Distinguished Name of the entry or the name of an dlias to the entryl The

Distinpguished Name of.th&entry is returned whenever permitted by the access control policy. If accessis allowed to the

attribyites of the entry;but not to its Distinguished Name, the Directory may return either an error or the name of g valid

aliasfo the entry.
NOTE 1 - Ifithe'entry was located using an alias, then that aliasis known to be avalid aias. Otherwise, how it is ensured that the
difasis valid, Ts outside the scope of these Directory Specifications.
NQTE 2 — Where a particular component of the Directory has a choice of aias names available to it for return, it is recomnjended
thet here possible it chooses the same alias name for repeated requests by the same requester, in order to provide a corjsistent
service.

The fromEntry parameter indicates whether the information was obtained from the entry (TRUE) or a copy of the entry
(FALSE).

The information parameter isincluded if any attribute information from the entry is being returned, and contains a
set of attributeTypes and attributes, as appropriate.

The incompleteEntry parameter is included and set to TRUE whenever the returned entry information is incomplete
in relation to the user's request, e.g., because attributes or attribute values are omitted for reasons of access control (and
their existence is permitted to be disclosed), the presence of incomplete shadow information together with
copyShallDo, or because the attributesSizelLimit has been exceeded. It is not set to TRUE because an alias name
has been returned instead of the Distinguished Name.
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The Directory shall complete the name resolution phase of operations in its entirety (including checking all relevant
knowledge references, following up on referrals, etc.) before the partialNameResolution Service control is
considered. If al name resolution options have been exhausted and at least one RDN has been resolved, the
partialName parameter isincluded and set to TRUE if the request had the partialNameResolution Service control
set and the Directory was unable to complete name resolution on all RDNs of the relevant entry. When partialName
is returned as TRUE, it indicates that the information being returned is from the entry at the point where the last RDN
was successfully resolved.

The derivedEntry parameter is included and set to TRUE whenever the returned entry information contains joined
results obtained by performing ajoin on data that originated from more than one directory entry. When this parameter is
TRUE, the value in name may be the name of any of the related entries from which the entry information is derived, or it
may be the name of an aiasto any of those entries. The val ue |n name should not be used in subsequent operatlons If

‘ R ng the

7.7.2 Family information in entry information

Wher information from a compound entry is to be returned, attributes from each member to be returned are selected
accorfling to the EntryInformationSelection (possibly modified by a governing-searchérule). Whep the
sepakateFamilyMembers Search control option is set in the search request, each memberdis'returned as a separate
entry) Otherwise, if more than one member is to be returned, the entry information shall bepacked in such a way that
the irfformation appears to come from a single entry, which can be the ancestor or a subordinate member (the l&tter is
appropriate when the base object of the search request isafamily member subordinate to the ancestor and the angestor
has mot been selected by FamilyReturn). The attributes from the other members shall be packed ipto a
famifly-information derived attribute as described below.

NQTE 1 — According to the above, multiple family members are always packed in a read or modifyEntry result.
The Use of the family-information derived attribute is for packaging enly; the attribute does not exist as a d{stinct

entity;; it cannot directly be selected by entryInformationSelection (any attempt to do so shal be ignored), nor
can it|be protected directly by access control.

famifly-information ATTRIBUTE ::= {
WIfH SYNTAX FamilyEntries

USAGE directoryOperation
ID id-at-family-information }
FamillyEntries ::= SEQUENCE {
faﬁily—class OBJECT-CLASS.&id,. ¢£5* structural object class value
familyEntries SEQUENCE OF FamilyEntry,
FamillyEntry ::= SEQUENCE {
rdp RelativeDistinguishedName,
information SEQUENCE “OF CHOICE (
pttributeType AttributeType,
bttribute Attribute{{Supportedattributes}},
Y
family-info SEQUENCE SIZE (1l..MAX) OF FamilyEntries OPTIONAL,
-}

The family-information attribute is a multi-valued attribute. If the ancestor is designated as the source of
information; each attribute value holds information from a single family. If afamily member subordinate to the anfestor
is de;gnated as the source of |nformat|on information |s sorted into attribute values based on the structural pbject
classd

Each family member that is selected is represented by avalue of type FamilyEntry, which contains:

—  Sdected attribute information (where appropriate), either as an attribute type or as a complete attribute,
depending onthe infoTypes Value in EntryInformationSelection;
NOTE 2 — As stated in clause 7.6, the infoTypes specification only applies for the contained attributes, not for the family-
information atributeitself.

— Any nested FamilyEntries information in the form of a complete family-information attribute,
collected in terms of the structural object classes of the subordinate entries.

— Unsdlected entries are not represented at all unless they are superior to one or more family members that
have been selected.
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7.8 Filter

7.8.1 Filter parameter

A Filter parameter applies atest that is either satisfied or not by a particular entry. The filter is expressed in terms of
assertions about the presence or value of certain attributes of the entry, and is satisfied if, and only if it evaluates to
TRUE.

NOTE — A filter may be TRUE, FALSE or UNDEFINED.

Filter ::= CHOICE {
item [0] FilterItem,
and [1] SET OF Filter,

or [2] SET OF Filter,
no [3] Filter
}
FiltprItem ::= CHOICE {
eqpality [0] AttributeValueAssertion,
supstrings [1] SEQUENCE {
Fype ATTRIBUTE. &id ({SupportedAttributes}),
Etrings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.typel),
any [1] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings’.type}),
final [2] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
control Attribute{{SupportedAttributes}},
-- Used to specify interpretation of “following items
.},
.1,
grpaterOrEqual [2] AttributeValueAssertion,
leEsOrEqual [3] AttributeValueAssertion,
present [4] AttributeType,
approximateMatch [5] AttributeValueAssertion,
exfkensibleMatch [6] MatchingRuleAssertidn,
coptextPresent [7] AttributeTypeAsseértion,

}

MatchingRuleAssertion ::= SEQUENCE {
mafchingRule [1l] SET SIZE (1..:MAX) OF MATCHING-RULE.&id,

type [2] AttributeType) OPTIONAL,
mafchValue [3] MATCHING-RULE.&AssertionType (CONSTRAINED BY ({
- - matchValue shall be aswvalue of type specified by the &AssertionType field of
- - one of the MATCHINGL{RULE information objects identified by matchingRule -- }),
dnAttributes [4] BOOLEAN DEFAULT FALSE,
}

A Filter iseither arilterItem (See clause 7.8.2), or an expression involving simpler filters composed togethg with
the Iqgical operators and; or, and not. The evaluation of a filter can be affected by the action of a relaxation golicy,
which can cause a‘substitution of one matching rule for another, or can supply values that are to be consider¢d for
matching.

A Filter WhichisaFilterItem hasthevalueof theFilteritem (i.e, TRUE, FALSE or UNDEFINED).

A Fil€er Which is the and of a set of filtersis TRUE if the set is empty or if each filter is TRUE; it is FALSE if at
FALSE).

A Filter which isthe or of a set of filtersis FALSE if the set is empty or if each filter is FALSE; it is TRUE if at
least one filter is TRUE; otherwise, it is UNDEFINED (i.e, if at least one filter is UNDEFINED and no filters are
TRUE).

A Filter which isthe not of afilter is TRUE if the filter is FALSE; FALSE if it is TRUE; and UNDEFINED if it is
UNDEFINED.

A non-negated filter item is defined as one that is nested within an even number of not elements (possibly zero) within
the outermost Filter. Thus, a filter comprising only filter items in an and or or combination would only contain
non-negated items. A negated filter item is defined as one nested within an odd number of not elements within the
outermost Filter.
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Filter item

A FilterItem iSan assertion about the presence or valueg(s) of attributes in the entry under test. An assertion about a
particular attribute type is also satisfied if the entry contains a subtype of the attribute and the assertion is TRUE for the
subtype and the nosubtypeMatch Service control option is not set, or if there is a collective attribute of the entry
(see clause 7.6) for which the assertion is TRUE, or if:

— thedontMatchFriends Service control option isnot set; and

— theentry contains afriend attribute for the specified attribute which has a matching rule compatible with

the assertion; and
— theassertion is TRUE for the friend attribute.

Each assertion is TRUE, FALSE or UNDEFINED.

Every FilterItem includes or implies one or more AttributeTypes Which identify the particular attrib
concerned.

Any
mech
impli
confo
shall

N
to

An &
value
is def

tion about the values of such an attribute is only defined if the AttributeType is known by.the eval
bnism, the purported Attributevalue(S) conforms to the attribute syntax defined for thatiattribute typ
bd or indicated matching rule is applicable to that attribute type, and (when used) a presented matchy
rms to the syntax defined for the indicated matching rules. When these conditions are net)met, the Filtex
bvaluate to the logical value UNDEFINED.

DTE 1 — Access control restrictions may affect the evaluation of the FilterItem and may'\Causethe FilterItem to €\
UNDEFINED.

and the attribute type is not present in an attribute against which the asseftion is being tested. An assertion
ned by these conditions and relates to the presence of an attribute typeevaluates to FALSE.

Attril

substituted for, where applicable, in accordance with the action of\a'relaxation policy. Matching rule assertio
evalu[Fled as specified in their definition. A matching rule defiped for a particular syntax can only be used to
assertions about attributes of that syntax or subtypes of that syntax.

ute value assertions in filter items are evaluated using the mat¢hing rules defined for that attribute ty

DTE 2 — The action of arelaxation policy can cause a particular matching rule to revert to anullMatch matching rule

presented value.
€) present —ItisTRUEIf, and only if the attribute or one of its subtypes is present in the entry.

ute(s)

iating
e, the
alue
Item

auate

bsertion which is defined by these conditions additionally evaluates to UNDEFINED if it relates to an attyibute

wwhich

be, as
S are
make

which

vays evaluates as TRUE (if non-negated) or FAL SE (if négated)) — see clause 8.7.2 of Rec. ITU-T X.520 | ISO/IEC 9594-6.
i]lterItem may be UNDEFINED (as described@bove). Otherwise, wherethe FilterItem asserts:

a) equality—ItisTRUEIf, and only if thereisavalue of the attribute or one of its subtypes for whigh the
equality matching rule appliedto that value and the presented value returns TRUE.

b) substrings —ItisTRUEIf, and only if there is a value of the attribute or one of its subtypes for Wwhich
the substring matching rule applied to that value and the presented value in strings returns TRUE.
See Rec. ITU-T X520/ |SO/IEC 9594-6 for a description of the semantics of the presented value.

C) greaterOrEqual— Itis TRUE if, and only if there is a value of the attribute or one of its subtyges for
which the ordering matching rule applied to that value and the presented value returns FALSE,
i.e., thereisavalue of the attribute which is greater than or equal to the presented value.

d) 1lessOrEqual — It is TRUE if, and only if there is a value of the attribute or one of its subtypes for
which-either the equality matching rule or the ordering matching rule applied to that value and the
presented value returns TRUE, i.e., there is a value of the attribute which is less than or equal o the

18

f)

9)

approximateMatch — It iS TRUE if, and only if there is a value of the attribute or one of its subtypes
for which a locally-defined approximate matching algorithm (e.g., spelling variations, phonetic match,
etc.) returns TRUE. If an item matches for equality, it shall also satisfy an approximate match.
Otherwise, there are no specific guideines for approximate matching in this edition of this Directory
Specification. If approximate matching is not supported, this FilterItem should be treated as a match
for equality.

extensibleMatch — It is TRUE if, and only if there is a value of the attribute with the indicated type

or one of its subtypes for which the matching rule specified in matchingRule applied to that value and
the presented value matchvalue returns TRUE.
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If several matching rules are given, the way in which these rules are combined into a new rule is
unspecified (it is a locally-defined algorithm, which reflects the semantics of the constituent matching
rules, e.g., phonetic + keyword match).

If type is omitted, the match is made against all attribute types which are compatible with that matching
rule. If dnattributes iS TRUE, the attributes of the Distinguished Name of the entry are used in

addition to those of the entry in evaluating the match.

If an extensibleMatch iS requested in a filter (rather than an extendedFilter), the
extendedFilter hit in the criticalExtensions parameter in CommonArguments shal be set,

indicating that the extension is critical.

If an implementation does not support any of the matching rules defined in the matchingRule
subcomponent, or if none of the matching rules are compatible with the attribute type, an

If corjtext assertions are included in an attribute value assertion intafilter item, then the filter item is evaluated 4

only
SO/
shall

7.8.3
Speci

entr

and p

comp
each

memipers, while all members of the compound entry are marked as participating entries.

stra

the fi
mark

A strand is a sét of members within a family that form a path from a leaf to the ancestor, so that there are as

stranc

mult

extensibleMatch IIIIH I[Hi EUHI 02 (S () UNDEF' NED | [l (5] performExacEIy el C‘ Y Cont U‘
isnot set. If the per formExactly Search control option is set, the search request is rejected with

— aserviceError With problem unsupportedMatchingUse,

- a searchServiceProblem notification attribute with the vallie id
unsupportedMatchingRule if al the matching rules are unsupported, otherwise with the
id-pr-unsupportedMatchingUse,

— an attributeTypeList notification attribute which has as value the @ttribute type for whi
invalid matching rules were defined; and

unsupported and/or incompatible matching rules.
NOTE 3 —An extensibleMatch iSnot permitted for first-edition systems)

h) contextPresent —Itis TRUE if, and only if, the AttributeTypeaAssertion for this attribut
or, if the nosubtypeMatch service control option is not‘set, one of its subtypes evaluates to TRUE]

hose values which satisfy all the given context assertions;;as described in clause 8.9.2 of Rec. ITU-T X
F-C 9594-2. If no context assertions are included in anattribute value assertion, then default context asse
be applied as described in clause 8.9.2.2 of Rec. ITU-TEX.501 | ISO/IEC 9594-2.

Evaluating filterswith family infor mation
fic family groupings work as follows in fulfilling filter requirements:

yonly means that only family membersithat completely fulfil the filter requirements are marked as contri
prticipating members (for the definition of contributing and participating members, see clause 7.13).

bundEntry means that the entite compound entry forms the group that shall satisfy the complete filter;
compound entry that satisfi€s;the filter, family members that contribute to the match are marked as contri

hds means that the filter'applies to each complete strand from aleaf to the ancestor. The compound entry mi
ter if at least one’strand matches the filter. Family members on a matching strand that contribute to the mat
bd as contributing-members, while all the members on a matching strand are marked as participating member

s as thereare leaf entries.

i strand means that a combination of one strand from each family class is a family grouping for the purp

match

bption

_pr_
vaue

th the

— amatchingRuleList notification attribute which has as values the object identifiers ¢f the

P type

gainst
501 |
rtions

buting

vithin
buting

htches
Ch are

D.

many

bse of

|nn A || r\r\mhlnc\hr\no ara tao-ha-considerad one-at-a- h me- Thr\ CORAPO! fTaal SRt mc\fnhm fhr\ fllfnr |f at |r\c\
oy

€ast one

Tto-oT-cororac

combi natlon of strands matches the filter. Family members on a matching strand combination that contribute to the
match are marked as contributing members, while all members of a matching strand combination are marked as
participating members.

Two strands are of the same family class if, and only if the family members that are immediately subordinate to the
ancestor have the same structural object class.

A strand is matched for afilter if, and only if it is present in at least one of al possible combinations of strands that
causes the entry to match for the subfilter. The following are corollaries:

—  If the ancestor matches the subfilter completely, all strands are matched.

—  Similarly, if there are three family classes for a particular ancestor, and the subfilter is fulfilled by two of

the classes without considering the third one, all strands for the third family class are matched.
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multiStrand isonly applicable if the base object is the ancestor (or higher) in the DIT. If the base object is a family
member, but not the ancestor, then multistrand shall be ignored and entryonly shall be substituted.

79 Paged results

A PagedResultsRequest parameter is used by the DUA to request that the results of a List or Search operation be
returned to it "page-by-page": it requests the DSA to return only a subset — a page — of the results of the operation, in
particular the next pagesize subordinates or entries, and to return a queryReference Which can be used to request
the next set of results on afollow-up query.

Paged results may either be performed by the DSA to which the DUA has bound by a Bind operation (the bound DSA)
or by the DSA that started the initia evaluation phase (the initia performer as detailed in clause 15.5.5 of
Rec. ITU-T X.518 | ISO/IEC 9594-4).

It shgl not be used if results are to be signed, unless there is an understanding among DSA's cooperating to provifle the
paged results that the DSA performing the paging may remove the signatures on results received from othér'DSAs and
then itself sign the results to be returned toward the DUA. The way such an understanding is established is'outsifle the
scopq of this Directory Specification. Although a DUA may request pagedResults, a DSA is permitted to igndre the
request and return its resultsin the normal manner.

NOTE 1 — The result may be unpredictable in case of a configuration that is not "well-connected”, e/@)where due to shagowing
use of NSSRs, the name resolution will locate more than one base object.

If paged results are requested and paging is performed, then the paging DSA shall ignore the sizeLimit Sprvice
contrgl, if any. If paging is not performed, the sizeLimit Service control shall -be honoured. A contributing DSA
(see dlause 15.5.5 of Rec. ITU-T X.518 | ISO/IEC 9594-4) shall honour the sizeLimit Service control.

PageflResultsRequest ::= CHOICE {

nepRequest SEQUENCE {
bageSize INTEGER,
BortKeys SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL,
Freverse [1] BOOLEAN DEFAULT FALSE,
hinmerged [2] BOOLEAN DEFAULT FALSE,
bageNumber [3] INTEGER OPTIONAL,
L. 03,

qupryReference OCTET STRING,

abhndonQuer [0] OCTET STRING,
-}

SortKey ::= SEQUENCE {

type AttributeType,

orfleringRule MATCHING-RULE.&id OPTIONAL,
-}

For ajnew list or search operation; the PagedResultsRequest iS Set t0 newRequest, Which consists of the follpwing
paraneters:

a) The pagesize parameter specifies the maximum number of subordinates or entries to return |n the
results. ThRe)DSA shall return up to but not more than the requested number of subordinates or eftries.
The sizeLimit, if any, isignored. The inclusion of family information does not count towards page
sizewhen packaged in family-information derived attributes.

b) _The sortkeys parameter specifies a sequence of attribute types with optional ordering matching rules to
use as sort keys for sorting the returned entries prior to the return to the DUA. In the case of List
operations, the sorting shall be by RDN, but the sorti ing requirements shall apply onIy to attri but% ithin

supplied (as a r&ult of selectlon and access control, with sortmg by dlstlngwshed name as afallback)
The entries are sorted according to their values of the type attribute of the first sortkey in the
sequence, and in the event of multiple entries with the same sort position, of the next sortkey in the
sequence, and so on.

For a particular sortkey, the DSA uses the orderingRule matching ruleif it is present, otherwise the
ordering matching rule of the attribute if one is defined; it ignores the sort key if none are defined. If
the attribute type is multi-valued, the "least” value is used; if the attribute type is missing from the
returned results, it is regarded as "greater” than all other matched values. A DSA is permitted to support
only certain sort key sequences (thus, a DSA that holds and returns its data in the internal order
"aphabetic by surname" will be able to comply with only one sort key sequence). If it cannot support the
requested sequence, it shall use a default sort sequence.
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A hierarchical group shall not be separated, but returned in the sequence as specified by clause 10.3 of
Rec. ITU-T X.501 | ISO/IEC 9594-2. When sorting is performed, the first entry of a hierarchical group to

be returned determines the position of the hierarchical group within the sorted result.

NOTE 2 — A hierarchical group may span pages.

For al
befor
return
quer

DSA

The [
befor
quer
be re
implg

c) If the reverse parameter is TRUE, then the DSA shal return the sorted results in reverse order (i.e.,
from "greatest” to "least” — if the attribute type is multi-valued, the "greatest” is used; if the attribute type
ismissing from the returned results, it is regarded as "less' than all other matched values). If it is FALSE,
the DSA shall return them in forward order. If no sortkeys parameter is specified, this parameter is

ignored.
d) [If the unmerged parameter is TRUE and the DSA responsible for the paging is collecting results f

ignored. The semantic of the unmerged parameter is the same whether the DSA supports’BSP
results or not.

roma

number of other DSAS, it shall return all the data from one DSA (in sort order) before returning data

\s and
Bter is
paged

e) If the pageNumber parameter is present, it indicates that the user wants to start with aparticulaj page

rather than the first one. This parameter shall be ignored if ordering is not requested.

follow-up request, i.e., to request the next set of paged results, the DUA makes the same list or search requ
b, but sets PagedResultsRequest t0 queryReference, With the value of this parameter the same 3

est as
S that

ed in the PartialoutcomeQualifier Of the previous results. The DUA \haS no understanding ¢f the

yReference, Which is available to a DSA to use as it wishes to record context/information for the query
Lises this information to determine which results to return next.

DUA may at any time indicate that no more pages are required by making the same 1ist or search requ

. The

est as

b by setting the PagedResultsRequest Set t0 abandonQuery, with the value identical t¢ the

yReference Value returned in the PartialoutcomeQualifier<of the previous results. No further pages
guested or returned. An abandoned error with problem,code pagingAbandoned shall be returned.
Imentation-dependent as to when the pages will be purged.

shall
It is

In the¢ case where the queryReference Or the abandongQuery choice is made, the new request and the ofliginal

inforn

Othey
N
in
N

hation shall be identical in the following respects:

— baseObject Within SsearchArgument-0f object Within ListArgument shall match for the p
and the original request;

— the queryReference subcomponent of pagedResults shall be identical to the queryRefes
valuereturned in the Partidl@utcomeQualifier Of the previous result;

— the options component of the ServiceControls data type shall specify identical options f
present and the original fequest;

— operationProgress (if present) shall beidentical for the present and the original request.

Wise a serviceErrotWith problem invalidQueryReference shall be returned.

DTE 3 — If the DIB~thanges between search requests, the DUA may not see the effects of these changes. 1
plementation-dependent.

r

DTE 4 — A query=reference may remain valid even if a DUA begins anew list or search operation. A DUA may request
Its with several queries and then return to an earlier query and request the next page of results using the query-ref]

resent

ence

br the

his is

paged
prence

supplied for-+: The number of "active" query-references to which a DUA can return is alocal DSA implementation optiof, asis
the lifetimeof those query-references.

NQTE)5 — Support of the abandonguery choice isonly available for post fourth edition systems.

NOTE 6 — When a DAP association terminates, access to all associated paged results is lost. Paged results can only be accessed

wi

7.10

thin the DAP application-association within which they were originally invoked.

Security parameters

The securityParameters govern the operation of various security features associated with a Directory operation.

NOTE 1 — These parameters are conveyed from sender to recipient. Where the parameters appear in the argument of an operation
the requester is the sender, and the performer isthe recipient. In aresult, the roles are reversed.

SecurityParameters ::= SET {
certification-path [0] CertificationPath OPTIONAL,
name [1] DistinguishedName OPTIONAL,
time [2] Time OPTIONAL,
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random [3] BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL,
-- [5] Not to be used
operationCode [6] Code OPTIONAL,
-- [7] Not to be used
errorProtection [8] ErrorProtectionRequest OPTIONAL,
errorCode [9] Code OPTIONAL,
-}

ProtectionRequest ::= INTEGER {none(0), signed(1)}

Time ::= CHOICE {
utcTime UTCTime,

generalizedTime GeneralizedTime,

Erro

The
comp
signe
the re¢
certif

The 1
gener

The 4
randg

The n

may

The t
reque
prote
actual

on the limitations of the DPirectory.

The g
or erf
shall

isthal

N

theti lre parameter to enable the detection of replay attacks. If sequence ihtegrity is required, then the random arg

3

rProtectionRequest ::= INTEGER {none(0), signed(1)}

bertification-path component is defined in clause 7.7 in Rec. ITU-T X.509 | ISO/IEC)9594-8.)
pnent shall be present and contain the signer's public-key certificate if the request argument, fiesponse or €
. If the recipient requires a certification path for validation, and an acceptable parameter is-not present, w

bcipient rejects the signature, or attempts to determine a certification path, is a localCmatter. The publ
cate shall have the distinguished name in the subject field as specified by the name component.

ame is the distinguished name of the first intended recipient of the argument or\result. For example, if a
ptes a signed argument, the name is the distinguished name of the DSA to whigh'the operation is submitted.

M number to enable the detection of replay attacks.

andom Value is a number that should be different for each request{response or error. It is used in conjunctio

e used to carry a sequence integrity number as follows:

a) The random value used with operation arguments is derived using a pre-agreed seguence (e.q
previous value plus 1) from:

i) for the first operation sent from a.system on a binding, the random value passed in the
operation argument/result by the remote peer system; and

ii) for subsequent operations, the random value passed in the previous operation in the same direc

b) The random value used with.operation results or errors is derived using some pre-agreed sequence
the random value in the request (e.g., random in request argument plus 1).

ster's preference regarding the'degree of protection to be provided to the result. Two levels are provided: nor
'tion requested, the default),-and signed (the Directory is requested to sign the result). The degree of prot
ly provided to the resultiis'indicated by the form of result and may be equal to or lower than that requested,

ors). If this parameter is present, it shall take the value of the operation code for the operation and the ref
Check that'the'value in this parameter is equal to the operation code in the received message. If not, the assun
the operation code has been changed and the message shall be discarded,

DTE 2 - The operation code is only securely bound to the message if the message is signed,

The e

This
ror is
hether

c-key

DUA

ime istheintended expiry time for the validity of the request, response or-gtror. It is used in conjunction with the

h with
Iment

., the

bind

tion.
from

arget ProtectionRequest Mmay appear only in the request for an operation to be carried out, and indicates the

e (no
bction
based

perationCode parameter is used to bind securely the operation code to the message (request arguments, results

Ceiver
hption

regquester's preference regarding the degree of protection to be prowded to any error. Two levelsare prowded none (N0
protection requested, the default), and signed (the Directory is requested to sign the error). The degree of protection
actually provided to the error isindicated by the form of error and may be equal to or lower than that requested, based
on the limitations of the Directory.

NOTE 3 — A DUA may request that any security |abel context be returned with an attribute value using the context selection.

Thee

rrorCode is used to secure the error code where an error is returned in response to an operation.

If the syntax of Time has been chosen as the uTcTime type, the value of the two-digit year field shall be rationalized
into afour-digit year value asfollows:

22

—  If the 2-digit value is 00 to 49 inclusive, the value shall have 2000 added to it.

Rec. ITU-T X.511 (10/2012)


https://standardsiso.com/api/?name=6dd2b717bb49b04ae7ac0c1be0797c76

| SO/l EC 9594-3:2014 (E)

— If the 2-digit value is 50 to 99 inclusive, the value shall have 1900 added to it.

GeneralizedTime shall be used if the negotiated version is v2 or greater. The use of GeneralizedTime When vi
has been negotiated may prevent interworking with implementations unaware of the possibility of choosing either
UTCTime OF GeneralizedTime. It is the responsibility of those specifying the domains in which this Directory
Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be used. In no case shall
UTCcTime be used for representing dates beyond 2049.

7.11 Common elements of procedure for access control

This clause defines the elements of procedure that are common to all abstract service operations when basic-access-
control, rule-based-access-control or both are in effect. If both mechanisms are in effect, the order in which they are
applied is a local matter, except that if access is denied to the entry, an attribute type or an attribute value, by either
mechpnism, then a grant from the other mechanism shall not override it. In this respect, DiscloseOnError permisgon of
basic-access-control isagrant that shall not override a deny of rule-based-access-control.

7.11.1 Common elements of procedurefor basic access control

7.11.1.1 Aliasdereferencing

If, in[the process of locating a target object entry (identified in the argument of an abstract ‘service operation)| alias
deref@rencing is required, no specific permissions are necessary for alias dereferencing to-také place. However, if alias
dereferencing would result in a ContinuationReference being returned (i.e, inN\a’Referral), the follpwing
sequence of access controls applies. If the DSA chains the request to another DSA and receives a referral back frpm it,
then the access controls shall be applied to the referral if the targetobject in thereferral isthe same asin the chained
request. That is, the DSA shall police all referrals whether they were generated lecally or remotely.

1) Read permission is required to the alias entry. If permisSion is not granted, the operation fails in
accordance with the procedure described in clause 7.11. 1

2) Read permission isrequired to the aliasedEntryName éttribute and to the single value that it contains.
If permission is not granted, the operation fails and nameError with prpblem
aliasDereferencingProblem shal be returned/ The matched element shall contain the name pf the
dias entry.

NOTE — In addition to the access controls described above,(security policy may prevent the disclosure of knowledge infor%nati on

wihich would otherwise be conveyed as a continuationReference inN Referral. |If such a policy isin effect and if 3 DUA
constrains the service by specifying chainingProhibited, the Directory may return a serviceError With problem
cHainingRequired. Otherwise, a securityErxrér With problem insufficientAccessRights Of noInformation shal be
refurned.

7.11.1.2 Return of Name Error

If, while performing an abstract seryice operation, the specified target object (alias or entry) —e.g., the Name of arf entry
to befread or the baseObject inasearch request — could not be found, a nameError with problem nosuchohject
shall |be returned. The matiched element shall either contain the name of the next superior entry to which
DisclpseOnError permission’is granted, or the name of the DIT root (i.e., an empty RDNSequence).

NPTE — The second alternative may be taken by a DSA which does not have access to all superior entries.

7.11.1.3 Non-disclosure of the existence of an entry

If acgess is deniied under rule-based-access-control, then the DiscloseOnError permission is not applicable.

If, whilesperforming an abstract service operation, the necessary entry level permission is not granted to the specified
targef] object entry — e.g., the entry to be read — the operation fails and the error returned is one of: if DiscloseOnError
permission Is granted to the target entry, a securityError with problem insufficientAccessRights Of
noInformation shall be returned; otherwise, a nameError with problem nosuchobject shal be returned. The
matched element shall either contain the name of the next superior entry to which DiscloseOnError permission is
granted, or the name of the DIT root (i.e., an empty RDNSequence).

NOTE — The second alternative may be taken by a DSA which does not have access to all superior entries.

Additionally, whenever the Directory detects an operational error (including areferral), it shall ensure that in returning
that error, it does not compromise the existence of the named target entry and any of its superiors. For example, before
returning a serviceError With problem timeLimitExceeded OF an updateError Wwith problem
notAllowedOnNonLeaf, the Directory verifies that DiscloseOnError permission is granted to the target entry. If it is
not, the procedure described in the paragraph above shall be followed.
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7.11.1.4 Return of Distinguished Name

In a Compare, List, or Search operation, ReturnDN permission isreguired to the object (Or baseObject) entry if, asa
result of dereferencing an alias, the object's distinguished name is to be returned in the name parameter of the operation
result (see clause 9.2.3). If this permission is not granted, the Directory shall return an alias name for the entry instead,
as described in clause 7.7, or it shall omit the name parameter altogether.

In aRead or Search operation, ReturnDN permission is required to an entry in order to return its distinguished name in
EntryInformation. If this permission is not granted, the Directory shall return the name of an alias instead, as
described in clause 7.7, or if no alias name is available, it shall fail the operation with a nameError (in the case of
Read) or omit the entry from the results (in the case of Search).

If the user supplied alias name is returned in the result, then the aliaspeferenced flag of commonResults shall not
be setto-TrRUE

7.11.2 Common elements of procedurefor rule-based-access-control

7.11.2.1 Accessing an entry (entry level permission)

In ordler to access an entry, permission is required to access at least one attribute value in thecentry. If entry| level

permijssion is not granted, then nameError with problem nosuchobject shall be returned.

7.11.2.2 Returning the name of an entry

In o;;ﬂer to return the DN of an entry, permission is required to access al the attribate values of at least one cpntext
variant of the RDN of the entry (thisistermed RDN permission). No permissions afetequired from any of the sugeriors
of the entry. If RDN permission is not granted, then a DSA may choose to either return the DN of avalid alias pf the
entry ffor which RDN permission has been granted, or to omit the name component from the operation result.

NOTE — The selection of an appropriate alias name is further described in theqiotes of clause 7.7.

7.11.2.3 Aliasdereferencing

In order to dereference an dlias, permission is required to access the aliasedEntryName attribute value.

7.11.2.4 Return of Name Error (noSuchObject)

entry [to which the requester has RDN permission. Ifsuch an entry is not available to the DSA generating the erroi, then

The matched component of nameError with problem miosuchobject shal be set to the name of the next superior
the nlve of the DIT root shall be returned.

7.11.25 Accessing an attribute

In order to access an attribute, permission is needed to access at |east one of the values of the attribute.

7.11.2.6 Deleting information

In ordler to delete an attributelvalue, permission is needed to access that value. When deleting an entry or an attifibute,
the operation shall return a.sticcessful response if at least one attribute value is deleted, irrespective of how many yalues
were [equested to be deleted.

7.11.2.7 Invoking.Search-rules

In ordler to evaluiate a search-rule against the arguments of a search operation, invoke permission to the search-fule is
requited forithe requester originating the search operation. The user needs no other permissions to access the search-rule
attribyite-‘onthe subentry that containsit.

7.11.3 Family information

Family information is treated the same way as any other information, except that the access control information (ACI)
for which the ProtectedItem iS marked as iS includeFamily; if the ACI is applicable to an ancestor or family
member this causes subordinate family members to be subject to the same ACI. IncludeFamily iS only meaningful
when applied to an entry protected item.

7.12 Managing the DSA Information Tree

The DSA Information Tree held by a DSA can be managed using the Directory abstract service. When the DSA
Information Tree is managed:

— al DSEsinaDSA arevisible through the DAP including the root DSE;
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—  attributes defined as no user modification may be modified (though the DSA can reply with a
serviceError With problem unwillingToPerformif it cannot support the requested change);
— knowledge is merely another attribute which can be read and modified; and
— the DSA never chains requests or returns referrals or continuation references.

Visihility of DSEs and the retrieval of or changes to operational attributes can be controlled via access control in the
normal way.

The management of a DSA Information Treeis achieved by a DUA using the following procedures:
1) TheDUA BINDsdirectly to the DSA which holds the DSA Information Tree that is to be managed.
2) For each operation that is used to manage the DSA Information Tree:
I o bitchall ;
— themanageDpsaIT option shall be set;

— the manageDsaITPlaneRef option shal be included if a specific replication plane is [to be
managed.

The following components are ignored by the Directory:
- operationProgress in CommonArgument;
- referenceType in CommonArgument;
- entryOnly in CommonArgument;
— nameResolveOnMaster iN CommonArgument; and

— chainingProhibitedin ServiceControls.

7.13 Proceduresfor families of entries

As secified in clause 7.3.2, family members within a compound entry may be grouped together for the purppse of
opergion evauation. This grouping is only relevant for Compare, Search and Remove Entry operations. If family
grougding is specified for any other operation, it shall be ignored:

For determining which family members that shall be returned according to the familyReturn component ¢f the
entryInformationSelection, the concepts of contributing member and participating member is introduced. [These
concdpts are only relevant for operations that return.entry information, i.e., Read, Search and Modify Entry operatiions.

If afamily member makes an active contribution to the operation evaluation, it is marked as a contributing memiper. A
family member makes a contribution to theé match if it is part of afamily grouping that matches the filter and if it|holds
one of more attributes that are matched, by .non-negated filter items. It also contributes if it holds an attribute of ajgiven
type If a negated filter item for the Same type does not match. In the case of a Read or Modify Entry operation, the
family member that is selected by the operation (as specified by the object component of the operation) is th¢ only
memliper marked as a contributing“member and as a participating member. In the case of a Search operation, family
grouging is done for filter matehing. If a family grouping matches a filter (see clause 7.8.3), al members thaj have
contrifbuted actively to the rmatching are marked as contributing members, while al entries of the grouping are marked
as palticipating members-1f the filter used is the default filter (and : { }), then al members of a family grquping
e marked as partiCipating members, but not as contributing members.

Wher) a family‘grouping of compound entry matches the filter and the searchargument Specifies hierarchy selgction
(except foreself), the selected entries shall also be marked if applicable. If the ancestor of the compound entry is
marked aS.participating (and possibly also as contributing), all referenced entries of the hierarchical group thate%ye not
comppund entries shall be selected, otherwise they shall be excluded. If a referenced entry is a compound entry, the
marking of its members shall be done as follows. Each member of the referenced compound entry that have the same
local member name as a member of the matched compound entry is marked the same way. All other members of the
referenced compound entry are left unmarked.

As a Search filter can possibly match several compound entries, the resulting selection and marking shall be the union
of those for the individual matched compound entries.

If a matched entry not being a compound entry references a compound entry in its hierarchy selection, al the members
of that compound entry are marked as participating.

How this marking of entries affects the return of entry information is detailed in clause 7.6.4.

Family members may be packed into a family-information derived attribute. If only a single member of a
compound entry is returned in the result, packaging shall not be performed. However, if several members are returned
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from a Read or Modify Entry operation, these members shall be packed. In the case of a Search operation where several
members of a compound attribute are returned they shall be packed unless the separateFamilyMembers Search

control option is set, in which case the members shall be returned as separate entries.

When performing search operations involving compound entries, there are four relevant phases for a Search operation:

a)

b)

The groupings of family members within each entry of interest, as defined by familyGrouping, are
logically considered within each candidate entry (i.e., as selected by subset). By pooling together all the
attributes of the group, all attribute values for a given attribute type are considered to belong to that

single attribute type, even if they originate from different family members.

Thefilter is applied to each family grouping; if thefilter is satisfied for the grouping, the compound entry
then satisfies the filter, and is considered to be selected by the filter. Family members are marked as

described above.

©)

d)

8 Bind, Unbind operations, Change Password and Administer Password oper ations

The Directory Bind and Directory Unbind operations, defined in clauses 8.1 and 8.2.respectively, are used by the)
at thetbeginning and end of a particular period of accessing the Directory.

The marked entries are augmented, as specified by familyReturn in EntryInformationSeleac

to mark al entries that would be returned.

If the additionalControl component is present in a governing-search-rule (see clause 16.1
Rec. ITU-T X.501 | ISO/IEC 9594-2), the markings, and thereby what is returned, may be-changed

result of processing the referenced control attributes.

8.1 Directory Bind

811 Directory Bind syntax

A Dinectory Bind operation is used at the beginning of a period of acCessing the Directory.

direftoryBi
ARFUMENT
REBULT
ERRORS

DireftoryBi
crpdentia
veksions

nd OPERATION ::= {
DirectoryBindArgument
DirectoryBindResult
{directoryBindError} }

ndArgument ::= SET {
ls [0] Credentials OPTIONAL,
[1] Versions DEFAULT {v1},

tion,

D.8 of
as the

DUA

-}
Credpntials ::= CHOICE {
simple [0] \.SimpleCredentials,
stfrong [1]) ' StrongCredentials,
exkernalProcedure . f2] EXTERNAL,
sp [3] SpkmCredentials,
sapl [4] SaslCredentials,
}
Simp[leCredentials ::= SEQUENCE {

name [0] DistinguishedName,
vallidity [1] SET {

imel [0] CHOICE {

TUtC UTCTIime,
gt GeneralizedTime} OPTIONAL,
time2 [1] CHOICE {
utc UTCTime,
gt GeneralizedTime} OPTIONAL,

randoml [2] BIT STRING OPTIONAL,

random2 [3] BIT STRING OPTIONAL} OPTIONAL,
password [2] CHOICE {

unprotected OCTET STRING,

protected HASH{OCTET STRING},

o7

userPwd [0] UserPwd } OPTIONAL }

StrongCredentials ::= SET {
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certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token,
name [2] DistinguishedName OPTIONAL,
-- [3] Not to be used
cee }
SpkmCredentials ::= CHOICE {
req [0] SPKM-REQ,
rep [1] SPKM-REP-TI,
}
SaslCredentials ::= SEQUENCE {
mechanism [0] DirectoryString{ub-saslMechanism},

credentials [1] OCTET STRING OPTIONAL,
safIzbort— 22— BOOLEAN DEFAULT FALSE;

}

ub-shslMechanism INTEGER ::= 20 -- According to RFC 2222
Tokep ::= SIGNED{TokenContent}
TokehContent ::= SEQUENCE {

algorithm [0] AlgorithmIdentifier{{SupportedAlgorithms}},

name [1] DistinguishedName,

time [2] Time,

rahdom [3] BIT STRING,

repponse [4] BIT STRING OPTIONAL,
Versfions ::= BIT STRING {v1(0), v2(1)}
DireftoryBindResult ::= SET {

crpdentials [0] Credentials OPTIONAL,

vefsions [1] Versions DEFAULT {vl},

ool s

pwfResponseValue [2] PwdResponseValue OPTIONAL }

PwdRpsponseValue ::= SEQUENCE {
wafning CHOICE {
FimeLeft [0] INTEGER (0..MAX),
braceRemaining [1] INTEGER (0.,.MAX),
...} OPTIONAL,
erpor ENUMERATED {
basswordExpired (0),
thangeAfterReset (1),
... } OPTIONAL}

direftoryBindError ERROR) ::= {
PARAMETER OPTIONALLY-PROTECTED {SET {
rersions [0] Versions DEFAULT {vl1},
error CHOICE {
serviceErxor [1] ServiceProblem,
securityError [2] SecurityProblem,
BecurityParameters [30] SecurityParameters OPTIONAL }}}
BindKeyInfo ::= ENCRYPTED{BIT STRING}

8.12 Directory Bind arguments

The credentials argument of the birectoryBindArgument alows the Directory to establish the identity of the
user. The credentials may be simple, Or strong or externally defined (externalProcedure) (as described in Rec.
ITU-T X.509 | ISO/IEC 9594-8).

If simple is used, it consists of a name (always the distinguished name of an object), an optiona validity, and an
optional password. This provides alimited degree of security. The password may be unprotected, or it may be protected
(either Protectedl or Protected2) as described in clause 18.1 of Rec. ITU-T X.509 | ISO/IEC 9594-8 or it may be the
userPwd attribute. The validity supplies timel, time2, randoml and random2 arguments, which derive their meaning
through bilateral agreement, and which may be used to detect replay. In some instances a protected password may be
checked by an object which knows the password only after locally regenerating the protection to its own copy of the
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password and comparing the result with the value in the bind argument (password). In other instances, a direct
comparison may be possible. A possible approach for protected passwords may be found in Annex K of ITU-T X.509 |
ISO/IEC 9594-8. If the userPwd attribute is used, the password may be transmitted in the clear or encrypted and the
matching rule is defined in clause 18.1.8 of Rec. ITU-T X.509 | ISO/IEC 9594-8.

GeneralizedTime shall be used for timel and time2 if the negotiated version is v2 or greater. The use of
GeneralizedTime When v1 has been negotiated may prevent interworking with implementations unaware of the
possibility of choosing either uTCcTime Or GeneralizedTime. It iSthe responsibility of those specifying the domains
in which this Directory Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be

used.

uTcTime shall not be used for representing dates beyond 2049.

For the strong alternative, the specification for the parameters of strongCredential are

This
COITE
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Thed
inforn
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detec

If ex

the D

sasl
dire
Secu

The

prepd
The

modification types are to be sent in arequest or aresult other than NULL is required (see clause 11.3). The value sh

set to

Migration to future versions of the Directory should be facilitated by:

The o
requi

813

CertificationPath datatypeasdeflned in clause 7.6 of Rec. ITU-T X.500 | 1SO/IEC 9594-8;
— thebind-token component shall be signed and shall have the subcomponents as specified below;

— thename component shall hold the distinguished name of the requester.

fponding information in the result allows the requester to authenticate the bound DSA.

spkm alternative is taken in, information relating to identity is conveyed. This enables.the identity of either
puthenticated.

Fguments of the bind token are used as follows. algorithm isthe identifier of’the'a gorithm employed to sig
hation. name is the name of the intended recipient. The time parameter cofitains the expiry time of the tok
bm humber is a number which should be different for each unexpired token, and may be used by the recipi
replay attacks.

rectory Specifications.

btoryBind operation is invoked with a saslcredertials mechanism value set to the empty stri
rityError Of inappropriateAuthentication(hall be returned.

ersions argument of the pirectoryBindargument identifies the versions of the service which the D
red to participate in. The value v1 denotes the'protocol version 1 and the value v2 denotes the protocol vers
yalue v2 shall be used if, in a subsequent ModifyEntry operation, the altervValues Or resetV

v2 if signing of errors or result to,Add Entry, Remove Entry, Modify Entry, Modify DN is used.

a) any elements of\DirectoryBindArgument Other than those defined in this Directory Specifi
shall be acceptedrand ignored;

b) additional“gptions for named bits of pDirectoryBindArgument (€.9., versions) not defined sh
accepted.and ignored.

ed.

Directory Bind results

Pnables the bound DSA to authenticate the identity of the requester establishing the application-association.

is used when using the Simple Authentication and Secutity Layer (SASL) specified in IETF RFC 4422.

y the

and

The

entity

n this
. The
t to

ternalProcedure iS Used, then the semantics of the authentication scheme being used are outside the scope of

If a
ng, a

UA is
jon 2.
alue

al be

Cation

Al be

esponse, component is used to carry a number derived from random if challenge response of authenticafion is

Shou

d the Dind request succeed, a result snall be returned.

The credentials argument of the DirectoryBindResult alows the user to establish the identity of the Directory.
It allows information identifying the DSA (that is directly providing the Directory service) to be conveyed to the DUA.
It shall be of the same form (i.e., cHOICE) asthat supplied by the user.

The versions parameter of the DirectoryBindResult indicates which of the versions of the service requested by
the DUA is actually going to be provided by the DSA.

The following applies independently whether the DSA holds the responder's master entry or areplicated entry:
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a) If thewarning.timeLeft component ispresent and different from zero, the error component shall be

absent.

b) If thewarning.graceRemaining component is present, the error.passwordExpired may be set.
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The following applies when the DSA holds the master entry for the requester:

a) If warning ispresent with either the timeLeft Set t0 zero or graceRemaining Set to zero and
error.passwordExpired Set, only achange-password operation is accepted.

b) if error.changeAfterReset iSSet, warning shall not be present. Only a change-password operation
is accepted.

814 Directory Bind errors

Should the bind request fail, a bind error shall be returned. If the Bind request was using strong authentication or if
SPKM credentials were supplied, then the Bind responder may sign the error parameters.

The versions parameter of the directoryBindError indicates which versions are supported by the DSA.

The decurityParameters COMpPONENts (See clause 7.10) shall be incTuded 1T the error IS to be signed.

A seturityError Of serviceError shall be supplied asfollows:

sepurityError inappropriateAuthentication
invalidCredentials
blockedCredentials

spkmError
unsupportedAuthenticationMethod
passwordPolicyRequired
passwordExpired
inappropriateAlgorithms

serviceError unavailable
saslBindInProgress

For ditailson serviceError and securityError, See clauses 13.7 and\13.8.

8.2 Directory Unbind

The ynbinding at the end of a period of accessing the Directary is for the OSI environment specified in clauseq 7.6.4
and 76.5 of Rec. ITU-T X.519 | ISO/IEC 9594-5 and for theTCP/IP environment in clause 9.2.2 of Rec. ITU-T X.519 |
ISO/IEC 9594-5.

NPTE — On unbinding, all paged results that have not been accessed so far become inaccessible, and they should be disposed of .

9 Directory Read operations

Therg are two 'read-like' operations. «cead and compare, defined in clauses 9.1 and 9.2, respectively. The abgndon
opergion, defined in clause 9.3, is.grouped with these operations for convenience.

9.1 Read

9.1.1 Read syntax

A Regd operationtisiused to extract information from an explicitly identified entry. It may also be used to verify a
distinguished name. The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X501 |
ISO/EC 9594-2) by the requester. If the target component of the securityParameters (see clause 7.10) |n the
request is\sét to signed and a result is to be returned, the result may be signed. Otherwise, the result shall ot be
signegl. T

read OPERATION ::= {
ARGUMENT ReadArgument
RESULT ReadResult
ERRORS {attributeError |
nameError |
serviceError |
referral |
abandoned |
securityError}
CODE id-opcode-read }
ReadArgument ::= OPTIONALLY-PROTECTED { ReadArgumentData }
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ReadArgumentData ::= SET {
object [0] Name,
selection [1] EntryInformationSelection DEFAULT {},

modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,

o7

COMPONENTS OF CommonArguments }
ReadResult ::= OPTIONALLY-PROTECTED { ReadResultData }
ReadResultData ::= SET {

entry [0] EntryInformation,

modifyRights [1] ModifyRights OPTIONAL,

o7

COLIPONENTS OF CommonResults }
ModifyRights ::= SET OF SEQUENCE ({
itpm CHOICE {
ntry [0] NULL,
ttribute [1] AttributeType,
ralue [2] AttributeValueAssertion,
Y

pefmission [31 BIT STRING {

pdd (0),
remove (1),
rename (2),
pove (3)},

}

9.1.2 Read arguments

The dbject argument identifies the object entry from which information is requested. Should the Name involve
morelaliases, they are dereferenced (unless thisis prohibited by the relevant service controls).

The
not b1 assumed that the attributes returned are the same as.or limited to those requested.

The

apply|

provi

(see dlause 7.10) component shall be included'in the arguments.

pne or

election argument indicates which information from thee entry is requested (see clause 7.6). However, it ghould

"ommonArguments (See clause 7.3) include a“specification of the service controls and security parameters
ng to the request. For the purposes of this operation, the sizeLimit component is not relevant and isignared if
Jed. If the argument of this operation“is to be signed by the requester, the SecurityParamgters

The nodi fyRightsRequest argument.isused to request the return of the requester's modification rights to the entry
and it attributes.

9.13

Read results

Should the request succeed, the result shall be returned.

The 6

requi

The
has

ed by the presefiCe of a familyReturn element in EntryInformationSelection.

lodifyRights parameter is present if it was requested via the modifyRightsRequest argument, and th

Ntry result parameter holds the requested information (see clause 7.7). This may include family informatjon, if

P user

odification privileges to some or all of the requested entry information, and the return of this informatjon is

permitted by the Iocal securrty polrcy If returned the modification rrghts of the requester are returned for the ent

30

y and

— Anéelement of the seT isreturned for the entry; for each user attribute requested which the user has
the right to add or remove; and for each returned attribute value for which the user's rights to add or

remove it differ from those of the corresponding attribute.

— Thereturned permission indicates which operations or actions on the entry by the user would succeed.
In the case of an entry, remove indicates that a RemoveEntry operation would succeed; rename

indicates that a Modi £yDN operation with the newsuperior parameter absent would succeed; and

move

that a ModifyDN operation with the newsuperior parameter present and an unchanged RDN would

succeed.
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In the case of attributes and values, add indicates that a Modi fyEntry operation that adds the attribute
or value would succeed; and remove indicates that a Modi fyEntry operation that removes the attribute
or value would succeed.

NOTE — An operation to move an entry to a new superior may also depend on permissions associated with the new superior (as
for example with basic-access-control). These are ignored when determining permission.

The commonResults (See clause 7.4) include the security parameters applying to the response. If this result is to be
signed by the Directory, the securityParameters (See clause 7.10) component shall beincluded in the results.

914 Read errors

Should the request fail, one of the listed errors shall be reported. If none of the attributes explicitly listed in selection
can be returned, then an attributeError with problem noSuchaAttributeorvalue shall be reported. The

circumstarcesumder whictrother grors sttt beteportedaredefimedmctanrse 13—
9.15 Read operation decision pointsfor basic access control

If rulg-based-access-control is also to be applied, the order in which it is applied with respect to basic-aceess-contrpl is a
local matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanifsm, it
shall pot be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-contrpl is a
permijssion that shall not override a deny of rule-based-access-control.

If bagc-access-control isin effect for the entry being read, the following sequence of access eontrols applies:

1) Read permission is reguired to the entry being read. If permission is nof\granted, the operation fails in
accordance with clause 7.11.1.3.

2) If the infoTypes element of selection specifies that attributetypes only are to be returned, then for
each attribute type that is to be returned, Read permission is required. If permission is not grantgd, the
attribute type is omitted from the Readresult. If, as.a.consequence of applying these contrgls no
attribute information is returned, the entire operation failsin accordance with clause 9.1.5.1.

3) |If the infoTypes element of selection specifiésithat attribute types and values are to be retyirned,
then for each attribute type and for each value thet is to be returned, Read permission is requited. If
permission to an attribute type is not granted, the attribute is omitted from Readresult. If permission to
an attribute value is not granted, the value-iS‘omitted from its corresponding attribute. In the event that
permission is not granted to any of the valties within the attribute, an Attribute €lement containjng an
empty SET OF AttributeValue (S returned. If, as a consequence of applying these contrals, no
attribute information is returned, the entire operation fails in accordance with clause 9.1.5.1.

NQTE — Privileges that permit a DAP read-opefation may not work in an LDAP environment where browse permisgion is
refiuired to support an equivalent read service.

9.150 Error returns

If the|operation fails as defined inclatdse 9.1.5, items 2) or 3), the valid error returns are one of:

a) If an open-ended)option was specified (i.e., allUserAttributes OF allOperationalAttribytes),
asecurityError With problem insufficientAccessRights Or noInformation shall beretyrned.

b) Otherwisg,if aselect option was specified (in attributes and/or in extraAttributes), then|if the
DiscloseOnError permission is granted to any of the selected attributes, a securityErrox| with
problem insufficientAccessRights Of noInformation shall be returned. Otherwisg
attributeError With problem noSuchAttributeorvalue shall bereturned.

3

9.1.5P~ Non-disclosure of incompleteresults

If an incomplete result is being returned in EntryInformation, i.e., Some of the attributes or attribute values have
been omitted because of the applicable access controls, the incompleteEntry element shall be set to TrRUE if
DiscloseOnError permission is granted to at least one attribute type withheld from the result, or at least one attribute
value withheld from the result (for which attribute type Read permission was granted).

9.1.6 Read operation decision pointsfor rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is alocal
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.
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If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-contral is in effect for the entry being
read, the following access controls apply:

1) If entry level access is denied under rule-based-access-control, then the operation fails with nameError

with problem nosuchobject in accordance with clause 7.11.2.4.

2) If accessto the entry is not permitted under the basic-access-control scheme as described in clause
item 1), then the operation fails in accordance with clause 7.11.1.3.

9.15

3) If the infoTypes element of selection specifies that attribute types only are to be returned, then if
under rule-based-access-control, access is not granted for al attribute values of that type, the attribute type
is omitted from the ReadrResult. If, as a consequence of applying these controls, no attribute
information is returned, the entire operation fails returning an attributeError with problem

noSuchAttributeOrValue in accordance with clause 9.1.5.1, item b).

9.2

921

A Co
partig
Rec.
(seeq
result

Any

4) If the infoTypes element of selection specifies that attribute types only are to be returned,
access-control is applied as described in clause 9.1.5, item 2).

values are to be returned, then for each attribute value that is to be returned, access shall be gran
access to an attribute value is not granted, the attribute value is omitted from its corresponding att:l
In the event that access is not granted to any of the attribute values within an attribute, the whole at

is omitted from ReadResult. If, as a consequence of applying these controls-no-attribute informal

noSuchAttributeOrValue
6) basic-access-control isapplied as described in clause 9.1.5, item 3).
7) Thename of the entry returned in the operation result is determined-as defined in clause 7.11.2.2.

Compare

Compar e syntax

ITU-T X.501 | ISO/IEC 9594-2) by the requester: It the target component of the SecurityParame

shall not be signed.

value of familyGrouping except mul€istrand may be used, and the attributes in al the grouped f

basic-

5) Under rule-based access contrals, if the infoTypes element of selection specifies that attribute typgs and

ed. If
ibute.
ribute
ionis

returned, the entire operation fails returning an attribdateError With  prpblem

mpare operation is used to compare avalue (which is supplied as an argument of the request) with the value(s) of a
ular attribute type in a particular object entry. The arguments of the operation may be signed (see clause 1J7.3 of

ters

lause 7.10) in the request is set to signed and aresult is to be returned, the result may be signed. Otherwise, the

amily

memipers are to be used in the comparison @gainst the purported attribute value assertion. If familyGrouping specifies

mult

comppre OPERATION ::= {

AR
RE
ER

co

i Strand, compoundEntry iS assured.

GUMENT CompareArgument

SBULT CompareRestult

RORS {attributeError |
nameEfror |
servigeError |
reéferral |
abandoned |
gsecurityError}

DE id-opcode-compare }

CompptreArgument ::= OPTIONALLY-PROTECTED CompareArgumentData
PF g P g

CompareArgumentData ::= SET {
object [0] Name,
purported [1] AttributeValueAssertion,

o7

o7

COMPONENTS OF CommonArguments }

CompareResult ::= OPTIONALLY-PROTECTED { CompareResultData }

CompareResultData ::= SET {
name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [1] BOOLEAN DEFAULT TRUE,
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matchedSubtype [2] AttributeType OPTIONAL,

.oy

e e ey

COMPONENTS OF CommonResults }

9.2.2 Compare arguments

The object argument is the name of the particular object entry concerned. Should the Name involve one or more
aliases, they are dereferenced (unless prohibited by the relevant service control).

The purported argument identifies the attribute type and value to be compared with that in the entry. The comparison
is TRUE if the entry holds the purported attribute type or one of its subtypes, or there is a collective attribute of the
entry which is the purported attribute type or one of its subtypes (see clause 7.6), and if there is avaue of that attribute
which matches the purported value using the attribute's equality matching rule.

NPTE — A compare request cannot be satisfied by afriend attribute type of the attribute type specified in the argument.

If corftext assertions are included in the attribute value assertion, then the matching shall be attempted only-against|those
vauep which satisfy al the given context assertions, as described in clause 8.9.2 of Rec. ITU-T X.501 | ISOMEC 9594-2.
If no fcontext assertions are included in the attribute value assertion, then default context assertionsshall be appljed as
described in clause 8.9.2.2 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

The ¢ommonArguments (See clause 7.3) include a specification of the service controls and security parameters
applyjng to the request. For the purposes of this operation, the sizeLimit component ismoetrelevant and isigngred if
provigled. If the argument of this operation is to be signed by the requester,\the SecurityParamgters
(see dlause 7.10) component shall be included in the arguments.

9.2.3 Compareresults
Should the request succeed (i.e., the comparison is actually carried out), the-result shall be returned.

The ame component, if present, shall be the distinguished name of the entry or an alias name of the entry, as destribed
in clause 7.7. It shall be present if an alias has been dereferenced and the name to be returned differs from the odject
name|supplied in the operation argument.

The natched result parameter holds the result of the comparison. The parameter takes the value TRUE if the yalues
were fompared and matched, and FaLSE if they did not,

If £frpmEntry iS TRUE, the information was compared against the entry; if FALSE, the information was conpared
againgt a copy.

The patchedsubtype parameter is presentionly if the result of the match was TRUE and if the match sucgeeded
becalse a subtype of the purported attribute was matched. It contains the matched subtype. If more than ong such
subtype is available, the one highest in the hierarchy is returned.

The ¢ommonResults (see clause-%4) include the security parameters applying to the response. If this result igto be
signefl by the Directory, the SecurityParameters (See clause 7.10) component shall be included in the results.

9.24 Compareerrors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular jerrors
shall pe reported are defined in clause 13.

9.25 Compar e operation decision pointsfor basic access control

If rulg-based-access-control is aso applied, the order in which it is applied with respect to basic-access-control is @ local
mattey, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, i shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If basic-access-control isin effect for the entry being compared, the following sequence of access controls applies:

1) Read permission is required to the entry to be compared. If permission is not granted, the operation fails
in accordance with clause 7.11.1.3.

2) Compare permission is required to the attribute being compared. If permission is not granted, the
operation failsin accordance with clause 9.2.5.1.

3) If there exists a value within the attribute being compared that matches the purported argument and for
which Compare permission is granted, the operation returns the value TRUE in the matched result
parameter of the compareResult. Otherwise, the operation returns the value FALSE.
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9.25.1 Error returns

If the operation fails as defined in clause 9.2.5, item 2), the valid error returns are one of: if the DiscloseOnError
permission is granted to the attribute being compared, a securityError Wwith problem
insufficientAccessRights Of noInformation shal be returned; otherwise, an attributeError With problem
noSuchAttributeOrValue shall bereturned.

9.2.6 Compar e operation decision pointsfor rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is alocal
matter, except that if accessis denied to the entry, an attribute type or an attribute value, by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rulg-based-access-controal, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry [being
compgred, the following access controls apply:

1) if entry level access is denied under rule-based-access-control, then the operation fails with|nameError
with problem nosuchobject in accordance with clause 7.11.2.4;

2) if access to the entry is not permitted under the basic-access-control scheme as described in clause(9.2.5,
item 1), then the operation fails in accordance with clause 7.11.1.3;

3) if access is not granted to the attribute value being compared, the Diregtory shall act as though the
attribute value was not present;

4) basic-access-control is applied as described in clause 9.2.5, items 2) and'3),
5) the name returned in the operation result is determined as defined in clause 7.11.2.2.

9.2.7 Remote checking of password

A DUA may bind to another DSA than the one holding the entry for thelrequester. These Directory specificationg only
consifler the case where a DUA only uses simple credentials with thewaserpwd aternative. Handling of other types of
authetication is not specified by these Directory Specifications, A 'DSA receiving such a bind may have to contgct the
DSA holding the entry for the requester.

This |procedure also uses a notification attribute type pwdResponse (See clause 6.13.17 of ITU Rec. X]520 |
| SO/IEC 9594-6).

This PSA may use a Compare operation against ‘the DSA holding the entry in question to check the validity pf the
password. If the DSA does not know the password attribute type used by the DSA holding requester information, this
inforfation may be obtained by first #éading the pwdadminSubentryList attribute and subsequently the
pwdAktribute attribute.

Wher) generating a Compare operation:to be forwarded to another DSA based on a DUA bind request, the DSA shall in
the purported component of the-CompareArgument use the value from the userPwd alternative together with the
passyord attribute type. The pame’component of the SimpleCredentials shall be used as the name component pf the
CompareArgument.

If it isja DSA holding the entry of the requester, it shall respond as follows:
a) If thepresented password matches the password in the designated password attribute type and it hps not
expired, TRUE shall be returned in hematched component of the result. If relevant, either a notifitation

attribute of type pwdResponse may be included in the result with the warning component taking [either
the timel eft or the graceRemaining alternative, as appropriate. The error component shall be absent.

b) If the preeented password matches the pasa/vord in astored attri bute of the proper type, but it has expired

of the result. A notification attribute of type pwdResponse shall be |ncI uded with the error component
which has the appropriate value. The warning component may optionally be present with a zero value.

c) If the presented password does not match the password in a stored attribute of the proper type, FALSE
shall be returned in the matched component of the result.

d) If the entry does not hold a password attribute of the proper type, an attributeError with problem
noSuchAttributeOrValue shall be returned.

The DSA that initiated the result of the Compare operation shall handle the result as follows:
In the case of a) above, the authenticity of requester has been established and the DSA may complete the binding.
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In the case of b) above, the authenticity of requester has been established and the DSA may conditionally complete the
binding by including in the bind result the pwdResponseVaue component with the value copied from the received
pwdResponse natification.

In the cases of ¢) or d) above, an appropriate error shall be returned.

9.3 Abandon

Operations that interrogate the Directory may be abandoned using the abandon operation if the user is no longer
interested in the result. The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X.501 |
ISO/IEC 9594-2) by the requester. If the target component of the securityParameters (see clause 7.10) in the
request is set to signed and a result is to be returned, the result may be signed. Otherwise, the result shall not be
signed.

abanflon OPERATION ::= {
ARGUMENT AbandonArgument
REBULT AbandonResult
ERRORS {abandonFailed}
CODE id-opcode-abandon }

AbanflonArgument ::=
OPFIONALLY-PROTECTED-SEQ { AbandonArgumentData }

AbanflonArgumentData ::= SEQUENCE {

inpokeID [0] InvokeId,

-}

AbanflonResult ::= CHOICE {

nufll NULL,

information OPTIONALLY-PROTECTED-SEQ { AbandonResiltData },
AbanfionResultData ::= SEQUENCE {

inpokeID InvokeId,

ol s

ol s

COMPONENTS OF CommonResultsSeq }

Therg is a single argument, the invokeID which ‘identifies the operation that is to be abandoned. The value pf the
invokeID iSthe same invokeID that was used to invoke the operation that is to be abandoned.

Should the request succeed, a result shall be returned. If this result is to be signed by the Directory, the
SecukityParameters (See clause 7.10) component of CommonResultsSeq (See clause 7.4) shal be included fin the
results. If the result of the operatian s not to be signed by the Directory, no information shall be conveyed with the
resultl The original operation shall fail with an abandoned error.

Should the request fail, th€-abandonFailed error shall be reported. As a local matter, a DSA may choose pot to
abandon the operation and-ghall then return the abandonFailed error. Thiserror isdescribed in clause 12.3.

Abanfion is only applicable to interrogation operations, i.e., Read, Compare, List and Search operations.

A DSA may abandon an operation locally. If the DSA has chained or multicasted the operation to other DSAS, it may in
turn request them to abandon the operation.

10 Directory Sear ch operations
There are two 'search-like' operations: List and Search, defined in clauses 10.1 and 10.2 respectively.

10.1 List

10.1.1  List syntax

A List operation is used to obtain a list of the immediate subordinates of an explicitly identified entry. Under some
circumstances, the list returned may be incomplete. The arguments of the operation may be signed (see clause 17.3 of
Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester. If the target component of the securityParameters (See
clause 7.10) in the request is set to signed and aresult is to be returned, the result may be signed. Otherwise, the result
shall not be signed.
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list OPERATION ::= {
ARGUMENT ListArgument
RESULT ListResult
ERRORS {nameError |
serviceError |
referral |
abandoned |
securityError}
CODE id-opcode-list }
ListArgument ::= OPTIONALLY-PROTECTED { ListArgumentData }
ListArgumentData ::= SET {

obfect [0 Name?
pagedResults [1l] PagedResultsRequest OPTIONAL,
ligtFamily [2] BOOLEAN DEFAULT FALSE,

ool s

ool s

COMPONENTS OF CommonArguments

}

ListResult ::= OPTIONALLY-PROTECTED { ListResultData }

ListResultData ::= CHOICE {

ligtInfo SET {
Eame Name OPTIONAL,
ubordinates [1] SET OF SEQUENCE ({
rdn RelativeDistinguishedName;
aliasEntry [0] BOOLEAN DEFAULT FALSEy
fromEntry [1] BOOLEAN DEFAULT TRUE,
.. )

partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,

e o o/

e o o 7

COMPONENTS OF CommonResults
}I
unforrelatedListInfo [0] SET OF ListResult,
by
PartfialOutcomeQualifier ::= SET {
limitProblem [0]\N" LimitProblem OPTIONAL,
unpxplored [1] SET SIZE (l..MAX) OF ContinuationReference OPTIONAL,
unpvailableCriticalExtensions ‘[2] BOOLEAN DEFAULT FALSE, j:
unknownErrors [3] SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type OPTIONAL,
queryReference [4] OCTET STRING OPTIONAL,
oveprspecFilter [5] Filter OPTIONAL,
nofkification [6] SEQUENCE SIZE (1..MAX) OF
Attribute{{SupportedAttributes}} OPTIONAL,
enkryCount CHOICE {
bestEstimate [7] INTEGER,
lowEstimate [8] INTEGER,
bxact [9] INTEGER,
...} OPTIONAL
-- [10] Not to be used -- }
LimifPfoblem ::= INTEGER {
timeLimitExceeded (0),
sizeLimitExceeded (1),

administrativeLimitExceeded (2) }

10.1.2 List arguments

The object argument identifies the object entry (or possibly the root) whose immediate subordinates are to be listed.
Should the Name involve one or more aliases, they are dereferenced (unless prohibited by the relevant service control).

The pagedrResults argument is used to request that results of the operation be returned page-by-page, as described
inclause 7.9.
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If 1istFamily iS TRUE and the object is an ancestor, the listed subordinates are taken from immediately subordinate
family members;, no other subordinates are included. Otherwise, the listed subordinates are taken only from
immediately subordinate entries that are not family members.

The commonArguments (See clause 7.3) include a specification of the service controls applying to the request. If the
argument of this operation is to be signed by the requester, the securityParameters (See clause 7.10) component
shall be included in the arguments.

10.1.3 Listresults

The request succeeds, subject to access controls, if the object islocated, regardless of whether there is any subordinate
information to return.

The name component, if present, shall be the distinguished name of the entry or an alias name of the entry, as described
in clguse 7.7. It shall be present if an alias has been dereferenced and the name to be returned differs from thejogject
name|supplied in the operation argument.

The gubordinates component conveys the information on the immediate subordinates, if any, of the hamed jentry.
Should any of the subordinate entries be aliases, they shall not be dereferenced.

The gdn subcomponent is the relative distinguished name of the subordinate.

The fromEntry subcomponent indicates whether the information was obtained from the entry (TRUE) or a copy [of the
entry |(FALSE).

The 41iasEntry subcomponent indicates whether the subordinate entry is an aliasentry (TRUE) or not (FALSE).

The gartialoutcomeQualifier component consists of eight subcomponents.as described below. This component
shall pe present whenever the result is incomplete because of a time limit{size limit or administrative limit prgblem,
becaljse regions of the DIT were not explored, because some critical extefisions were unavailable, because an unknown
error was received or because paged results are being returned, an overSpecified filter is to be indicated, one or| more
notififation attributes are to be returned:

a) TherimitProblem subcomponent indicates whether the time limit, size limit or an administrative limit
has been exceeded. The results being returned ‘are those which were available when the limif was
reached.

b) Theunexplored subcomponent shall hepresent if regions of the DIT were not explored. Itsinformation
allows the DUA to continue the proceSsing of the List operation by contacting other access pointsiiff it so
chooses. The subcomponent consists of a set (possibly empty) of continuationReferences| each
consisting of the name of a base' object from which the operation may be progressed, an apprgpriate
value of operationProgress, and a set of access points from which the request may be further
progressed. The continuationReferences that are returned shall be within the scope of a réferral
requested in the operation service control. See clause 13.6.

Cc) TheunavailableCriticalExtensions Subcomponent indicates, if present, that one or more gritical
extensions were unavailable in some part of the Directory.

d) The unknownErrors subcomponent is used to return unknown error types or parameters received from
other DSAS in the processing of the operation. Each member of the seT contains one such unknown
erroriSee clause 12.2.4 of Rec. ITU-T X.519 | ISO/IEC 9594-5.

€) The'queryReference subcomponent shall be present when the DUA has requested paged resulis and
the DSA has not returned al the available results. See clause 7.9. It shall be absent when the DSA can
determine that all results valid for the user have been returned (i.e., other than as a result of applying
access contral).

f) The overspecFilter subcomponent isonly used in conjunction with the Search operation when, as a
consequence of overspecified filtering, the returned Search result is empty, athough there are candidate
entries either matching only portions of the filter or matching only approximately the filter. It is returned
only if the search request included the checkoverspecified item and the Directory can determine that
the filter was overspecified. It consists of the filter supplied in the search argument with those elements
of the filter that succeeded in matching some omitted entries. The actual procedure for generating the
overspecFilter isalocal matter.

NOTE 1 —Thereturn of asuitable overspecFilter inadistributed Directory is for further study.

g) Thenotification Subcomponent may be used to send qualifications of error outcomes, and may also
for the Search operation be used to return a proposedrRelaxation attribute (see clause 6.13.15 of Rec.
ITU-T X.520 | ISO/IEC 9594-6) which provides a relaxation policy that could be applied by the user. In
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If

this case, the sequence of MRMapping €lements that would have been used to affect the relaxation (or
tightening) policy specified by the relevant search-rule may be supplied.

NOTE 2 — The ordering of sequence-of Attribute iNnotification iSnot significant.

h) The entrycount subcomponent is only relevant in search results and if then present, it gives a best
estimate of the number of entries that fulfil the search criteria. This subcomponent shall be present if, and
only if:

— entryCount Search control option is set in the search argument or by a governing-search-rule;
— if paged results have been requested or a size limit has been exceeded; and
— if thefeature is supported by at least one of the participating DSAs.

When the entryCount subcomponent is present the bestEstlmate or exact ch0|ce shall be taken if

A ¢ i eratron. The
exact choice shal be taken if aII part|C| pating DSAs can supply an exact count; otherwisg, the
bestEstimate choice shall be taken. If not al the eligible DSAs participated in the operationor if|some
of the participating DSASs do not support the entryCount parameter, the lowEstimate choice shall be
taken. Family members of a compound entry only count as a single entry.

a limit problem is encountered which results in a limitProblem elemént~ being used in

PartfialOutcomeQualifier, this component shall be repeated in all subsequent results supplied as part of the paged

result| set.

Wher) the DUA has requested a protection request of signed, or if the Directory for other\reasons is not able to cofrelate
informnation, the uncorrelatedListInfo parameter may comprise a number of SetS’of result parameters origipating
from pnd signed by different components of the Directory. If no DSA in the chaifa can correlate al the results, the] DUA

shall gssemble the actual result from the various pieces.

The ¢ommonResults (See clause 7.4) include the security parameters.applying to the response. If this result igto be

signefl by the Directory, the securityParameters vaue (see clause7.10) shall beincluded in the results.

10.14 Listerrors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular ferrors

shall pe reported are defined in clause 13.

10.1.% List operation decision pointsfor basic accéss control

If rulg-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is g local
mattey, except that if access is denied to the'entry, an attribute type or an attribute value, by either mechanism, it shall
not be overridden by the other mechanism./In this respect, DiscloseOnError permission of basic-access-contrgl is a

permilssion that shall not override a deny. of rule-based-access-control.

If bagc-access-control isin effect for.the portion of the DIB where the 1ist operation is being performed, the follpwing

sequence of access controls applies:

38

1) No specific germission isrequired to the entry identified by the object argument.

2) For each.immediate subordinate for which a RelativeDistinguishedName iS t0 be returrjed in
subofdinates, Browse and ReturnDN permissions are required to that entry. Entries for which|these
permissions are not granted are ignored. If, as a consequence of applying these controls, no suborflinate
information (excluding any continuationReferences iN PartialOutcomeQualifier) is rejurned
and if DiscloseOnError permission is not granted to the entry identified by the object argument, the
operation fails and anameError with problem nosuchobject shall be returned. The matched element
shall either contain the name of the next superior entry to which DiscloseOnFError permission is granted,
or the name of the DIT root (i.e., an empty RDNSequence). Otherwise, the operation succeeds but no
subordinate information (excluding any ContinuationReferences in PartialOutcomeQualifier)
is conveyed with it.

NOTE 1 — In the case of a nameError being returned, the empty RDNSequence may be used by a DSA which does not have

accessto al superior entries.

NOTE 2 — Security policy may prevent the disclosure of subordinate information which would otherwise be conveyed as

ContinuationReferences iN PartialOutcomeQualifier. If such apolicy isin effect and if a DUA constrains the service

by specifying chainingProhibited, the Directory may return a serviceError Wwith problem chainingRequired.

Otherwise, the procedure described in item 2) above is followed.

NOTE 3 — Security policy may prevent the Directory from indicating that a listed subordinate entry is an alias entry. For

example, if the DUA is not granted Read access to the adlias entry, its objectclass attribute and the value alias that it

contains, the Directory may omit the aliasEntry component of subordinates from the ListResult Or Set it to FALSE.
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NOTE 4—If DiscloseOnError permission is not granted to the entry identified by the object argument, a
partialOutcomeQualifier indicating @ limitProblem Of unavailableCriticalExtensions should not be returned asit
may compromise the security of this entry.

10.1.6 List operation decision pointsfor rule-based access control

If basic-access-controal is also applied, the order in which it is applied with respect to rule-based-access-control is alocal
matter, except that if accessis denied to the entry, an attribute type or an attribute value, by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the portion of

the DIB where the List operation is being performed, the following access controls apply:
H—H-—rute-based-entrytevelpermissienis—dentedtothe-entry—tdentifted-bythe object—argument then

nameError With problem nosuchobject isreturned in accordance with clause 7.11.2.4.

2) For each immediate subordinate for which a RelativeDistinguishedName iS to be‘returrjed in
subordinates, rule-based RDN permission must be granted to that entry. Entries forwhich acgess is
not granted are ignored.

3) basic-access-control is applied as described in clause 10.1.5.

10.2 Sear ch
10.21 Search syntax

A Segrch operation is used to search one or more portions of the Directory for eftries of interest, and to return selected
informnation from those entries. The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X[.501 |
ISO/EC 9594-2) by the requester. If the target component of the se€urityParameters (see clause 7.10) |n the
request is set to signed and a result is to be returned, the result may, be signed. Otherwise, the result shall ot be
signeql.

searfh OPERATION ::= {
ARBUMENT SearchArgument

REBULT SearchResult
ERRORS {attributeError |
nameError |
serviceError |
referral |
abandoned |
securityError}
CODE id-opcode-search }
SearfhArgument ::= OPTIONALLY-PROTECTED { SearchArgumentData }
SearfhArgumentData ::=(SET {
bageObject [0] Name,
supset [1] INTEGER {
aseObject (0) ,
neLevel (1),
holeSubtree (2)} DEFAULT baseObject,
fillter [2] Filter DEFAULT and:{},
seprchAliases [3] BOOLEAN DEFAULT TRUE,
sellection [4] EntryInformationSelection DEFAULT {},
pagédResults [5] PagedResultsRequest OPTIONAL,
UDLIrAULL T'ALoL,
extendedFilter [7] Filter OPTIONAL,
checkOverspecified [8] BOOLEAN DEFAULT FALSE,
relaxation [9] RelaxationPolicy OPTIONAL,
extendedArea [10] INTEGER OPTIONAL,

hierarchySelections [11] HierarchySelections DEFAULT {self},
searchControlOptions [12] SearchControlOptions DEFAULT {searchAliases},

joinArguments [13] SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL,
joinType [14] ENUMERATED ({
innerdJoin (0),

leftOuterJoin (1),
fullOuterJoin (2)} DEFAULT leftOuterJoin,

e e ey

o7
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COMPONENTS OF CommonArguments }

HierarchySelections ::= BIT STRING {

self (0),
children (1),
parent (2),
hierarchy (3),
top (4),
subtree (5),
siblings (6),
siblingChildren (7),
siblingSubtree (8).,
all (9) }
Sear = e
seprchAliases (0),
mafchedValuesOnly (1),
chpckOverspecified (2),
formExactly (3),

ludeAllAreas (4),
ystemRelaxation (5),
ttribute (6),
chOnResidualName (7),
ryCount (8),
Subset (9),
arateFamilyMembers (10),
rchFamily (11) }

JoinArgument ::= SEQUENCE {
jolinBaseObject [0] Name,
domainLocalID [1] DomainLocalID OPTIONAL,

jofinSubset [2] ENUMERATED ({
baseObject (0),
bneLevel (1),

wholeSubtree (2),
... } DEFAULT baseObject,

jolinFilter [3] Filter OPTIONAL,

jofinAttributes [4] SEQUENCE SIZE (1..MAX) OF JoinAttPair OPTIONAL,
jofinSelection [5] EntryInformationSelection,

oF 2

DomafinLocalID ::= UnboundedDirectoxyString

JoinAttPair ::= SEQUENCE {

bageAtt AttributeType,

jolinAtt AttributeTypes

jojinContext SEQUENCE SIZE (1..MAX) OF JoinContextType OPTIONAL,
1

JoinflontextType ::5 CONTEXT.&id ({SupportedContexts})
SearfhResult ::% OPTIONALLY-PROTECTED { SearchResultData }

SearfhResultbata ::= CHOICE ({

sehrchInfo SET {
hame Name OPTIONAL,
entries [0] SET OF EntryInformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
altMatching [3] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonResults
uncorrelatedSearchInfo [0] SET OF SearchResult,

10.2.2  Search arguments

The baseobject argument identifies the object entry (or possibly the root) relative to which the primary search is to
take place.
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The subset argument indicates whether the primary search isto be applied to:
a) thebaseoObject only;
b) theimmediate subordinates of the base object only (oneLevel);
c) thebaseobject and dl its subordinates (wholeSubtree).

If the base object is an ordinary entry, compound entries shall be counted as a single entry with respect to the subset
specification. If the base object is the ancestor of a compound entry, the searchFamily Search control option controls
the exact behaviour. If the base object isachild family member, family members shall count asindividual entries.

The filter argument is used to eliminate entries from the primary search space which are not of interest. Information
shall only be returned on entries which satisfy the filter (see clause 7.8). In the presence of a basic user-supplied or
search-rule-supplied relaxation policy, the filter shall be evaluated for the first time with the required substitutions of
matching rules.

In the presence of a user-supplied or a search-rule-supplied relaxation policy, or both, the return of fewer(results than
imum shall cause a re-evaluation of the filter, using the appropriate relaxations (see clause 7.8 and alse below, for
the rglaxation element of searchargument), progressively until there are enough entries or no more-relaxations are

defingd. Similarly, the return of more results than the maximum shall cause a re-evaluation ofthe filter, using the
appropriate tightenings, progressively until there are few enough entries or no more tightenings-arédefined.

NPTE 1 — If no search-rule relaxations are provided, the user may need to simplify the filter and try again, or aternatiyely to
The familyGrouping component of CommonArguments is used to logically merge together entries in a family prior

shall be dereferenced while locating the base object, subject to the setting of the dontDereferencealiases
servige control. Aliases among the subordinates of the base object shall bedeteferenced during the search, subject|to the
setting of the searchAliases parameter. If the searchAliases paraneter is TRUE, aliases shall be dereferenged, if
the pgrameter is FALSE, aliases shall not be dereferenced. If the searchaliases parameter is TRUE, the search) shall
contimue in the subtree of the aliased entry.

The gelection argument indicates which information from. the entries is requested (see clause 7.6). Howeyer, it
shoulfl not be assumed that the attributes returned are the same as or limited to those requested.
NQTE 2 — A DSA that is coordinating distributed operations for related entries (i.e., has finished name resolution for a Search
argument containing joinarguments and needs to acquire a collection of potentially related entries from non-internal squrces)
ngeds to override the DAP-supplied infoTypes Valle with attributeTypesaAndvalues for the purposes of distfibuted
oferations, and needs also to include join attributes (i.e., attributes in the set specified by JoinAttPair.joinatt jwithin
JdinArgument.joinAttributes) in the selection of attributes to be returned using distributed operations. However, pntries
and derived entries that are returned to the-user by the coordinating DSA shall omit attribute values in the DAP-rgturned
information if the infoTypes value Was attributeTypesOnly, and shall thus return EntryInformation in accordande with
the original user request.

The gagedrResults argument is.used to request that results of the operation be returned page-by-page, as destribed
inclause 7.9.

The gatchedvaluesodly ‘argument indicates that certain attribute values are to be omitted from the returned| entry
information. Specifically, where an attribute to be returned is multi-valued, and some but not al of the values gf that
attribyite contributed‘to the search filter, in its last effective form (i.e., taking relaxed matching rules into ac¢ount)
returning TRUE Via filter items other than present, then the values that did not contribute are omitted from the
returrjed entrysinformation.

If thgmatehedvaluesonly argument is specified in the search argument, the following logic processing applies to
the attributesto be returned:

a) If thefilter consists of one filter item, the following rules apply:

— if the type of thefilter item is present, then the matchedvaluesonly argument has no effect on
the attribute in this filter item.

— If the type of the filter item is equality, substrings, greaterOrEqual, lessOrEqual,
approximateMatch, contextPresent Of extensibleMatch and the assertion is not TRUE for
the attribute, then the matchedvaluesonly argument has no effect on this attribute. If the
assertion is TRUE, then the values of this attribute that did not match the filter item are omitted
from the returned entry information.

— If thefilter item is negated, then thematchedvaluesonly argument has no effect on this attribute.
b) If thefilter is complex (consists of more than one filter item), then the following rules apply:
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— If the filter contains a negated (i.e., not) filter, then the matchedvaluesonly argument has no

effect on any attribute within the negated filter.
NOTE 3 — This applies to nested negated filters as well.

— The matchedvaluesonly argument has no effect on the attributes of any elements of or
that evaluate to FALSE or UNDEFINED.

filters

— An attribute that occurs multiple times in the filter, only needs one of its occurrences to evaluate to

TRUE as described in a), second bullet above, for the matchedvaluesonly argument
effective, i.e., one instance of effectiveness overrides one or more instances of ignore.

to be

—  Each filter in an or filter should be evaluated for matchedvaluesonly, even if the truth of the

filter can be determined before full evaluation is complete.

PY.

bd by second and subseguent edition systems in the distributed processing of the Search request. First(edition systems
pport attribute polymorphism or matching rule assertions.

due to the filter being overspecified.

elaxation component may be used to specify a user-supplied RelaxationPolicy using the construct d
lise 16.10 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

when the substituting matching rule:
a) effectively removes one or more filter items from the search filter; or

I SO/IEC 9594-2).
DTE 5 — The nullMatch matching rule has the effect-of removing one or more filter items from the filter. When usi

mgtching rule, the governing-search-rule might be viglated.

If the]

not prlovide aRelaxationPolicy component, the user-supplied RelaxationPolicy isapplied as described in

16.10
comb

nation is applied according to thefollowing procedure;

1) The search-rule specified basic substitution policy, if any, is applied already during the search-vali
process. The possible basic substitutions specified by the governing-search-rule are thereby app
priori.

shall then’ be applied. However, basic substitutions that cause the governing-search-rule to be vi

applied basic substitution policy.
3) The relaxation/tightening substitutions, if any, specified in the search request are then applied to

scribed

dition
Bs for

DTE 4 — By including both filters, a DUA can specify one filter to be used by first edition systems and a different filter to be

do not

theckOverspecified argument is used to request the Directory to return an ovierspecFilter itém in
ialoutcomeQualifier if the result of the search operation is empty and the Directory is able to determinje that

efined

tutions specified by a search request shall not be performed within a'service-specific administrative areg|if the
ution causes the search to be invalid with respect to the governing=search-rule. The governing-search-rule ¢an be

b) violatesthematchingUse specification for the'attribute type (see clause 16.10.2 of Rec. ITU-T X.501 |

ng this

Search operation is performed outside a Service-specific administrative area or if the governing-search-rul¢ does

Clause

7 of Rec. ITU-T X.501 | ISO/IEC 9594-2. When a search-rule-provided RelaxationPolicy iS also present, the

Hation
ied a

2) The basic substitutions and the mapping-based matching specified in the search request, if present,

bl ated

shall>rot be applied, but shall be ignored. The o1dMatchingRule value (if supplied) in this case applies
to.the basic matching rule, i.e., the one that would have been applicable in the absence of a search-rule-

jether

e TU-T
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X.501 | ISO/IEC 9594-2. If a substituting matching rule is encountered at any point that caused non-
conformance with the governing-search-rule, this particular substitution is abandoned completely,
together with any further substitutions that may have been specified by the search request for that
attribute type. If during the process, the minimum Or maximum Specification specified in the search

regquest is satisfied, the process stops.

4) The governing search-rule-supplied relaxation or tightening substitutions are applied, with the exception
that there shall be no substitution for attribute types for which relaxation or tightening substitutions have

been performed. That is, further relaxation or tightening substitutions apply only to matching rul

es for

attribute types that so far have not been exposed to relaxation or tightening substitution. In this part of

the process, the maximum Or minimum Specifications in the search request still apply, rather than
specified in the governing-search-rule.
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If a substitution specified in the search request proposes an unsupported matching rule, the existing matching rule
staysin place. If this strategy fails to produce a supported matching rule, the filter-item is evaluated as UNDEFINED.

The user can propose that the system provides a relaxation or tightening by specifying the dummy matching rule
systemProposedMatch.

The extendedarea component indicates the level of relaxation (if greater than zero) or the level of tightening (if less
than zero). If this component is present, it affects relaxation or tightening, as it is described in clause 16.10.7 of
Rec. ITU-T X.501 | ISO/IEC 9594-2.

The hierarchySelections search control specifies by means of a bit string the hierarchical selection to be
performed within a hierarchical group with respect to each matched entry. It isignored for matched entries that are not
part of ahierarchical group. If several entries within a hierarchy are matched, hierarchical selection will not result in the

same entry hei ng returned maore than once 1f this search control is not present _no hierarchical selection is pprf

med.

When present, the following choices are possible either alone or in combinations:

a)

b)

0)

d)

€)

f)
0)

h)

)

The gearchControlOptions component contains only control options applicable for the Search operation
comppnent has indicators with the same semantics as the Boolean type components of the search argumer]
implgmentation supporting the service administration extension shall support this component. A sending supp|
implgmentation.(e.g., aDUA) shall in addition to setting the Bool ean type components al so set the corresponding
this qgomponent (unless defaults apply). If a supporting DSA implementation receives a search request wit
companent it shall ignore the Boolean type components in the request If thls component is absent in a regque;

b)

self indicates that entry information shall be returned from the matched entries. If this.is thd
choice, it corresponds to performing no hierarchical selection.

children indicates that for each matched entry, the entry information is returned from all immeg
hierarchical children, if any, of each matched entry. No information is returned framrthe matched &
thisisthe only setting.

parent indicates that for each matched entry, the entry information is returned from the immeq
hierarchical parent, if any, of each matched entry. No information is returned from the matched e
thisisthe only setting.

hierarchy indicates that for each matched entry, the entry <information is returned from g
hierarchical parents. No information is returned from the matchetl.entry if thisis the only setting.

top indicates that for each matched entry, the entry information from the hierarchical top is returnd
information is returned from the matched entry if this is the only setting, unless the matched entry
top entry.

subtree indicates that for each matched entry, the,entry information is returned from all its hierar|
children, if any. No information is returned fronithe matched entry if thisisthe only setting.

siblings indicates that for each matchedsentry, the entry information from all hierarchical sibli
returned. No information is returned from the matched entry if thisis the only setting.

siblingChildren indicates that for-each matched entry, the entry information from the immed

only

iately
ntry if

iately
ntry if

| the

d. No
isthe

chica
ngsis

iately

hierarchical children of all hierarchical siblingsis returned. No information is returned from the matched

entry and its siblings if thisistheonly setting.

siblingSubtree indicates that for each matched entry, the entry information from all the child
all hierarchical siblingSisreturned. No information is returned from the matched entry and its sibli
thisisthe only setting.

all indicates that for each matched entry, the entry information from all entries of the hierarchical
isreturned.

ren of
ngs if

group

This
t. An
prting
hitsin
h this
5, the

The searchaliases search control option is a replacement for the searchaliases search argument

component. If this bit is set, it corresponds to the searchaliases component being TRUE.

If the

searchControlOptions component is absent, the default value is according to the searchaliases
component, i.e., if the searchaliases component is absent or set to TRUE, this bit defaults to being set.

The matchedvaluesoOnly Search control option is a replacement for the matchedvaluesonly search

argument component. If this bit is set, it corresponds to the matchedvaluesonly component

being

TRUE. If the searchControlOptions component is absent, the default value is according to the
matchedvValuesOnly component, i.e., if the matchedvaluesonly component is set to TRUE, this bit

defaults to being set; otherwise, it defaults to being reset.
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0)

d)

The checkoverspecified Search control option is a replacement for the checkoverspecified
search argument component. If this bit is set, it corresponds to the checkOverspecified component
being TRUE. If the searchControloptions component is absent, the default value is according to the
checkOverspecified component, i.e, if the checkoverspecified component is set to TRUE, this
bit defaults to being set; otherwise, it defaults to being reset.

The performExactly Search control option indicates that an operation shall be performed exactly
according to the relevant matching rules as specified or implied by the filter after a basic matching rule
substitution, if applicable. When an extensibleMatch filter item specifies an unsupported matching
rule, the search request shal be rgjected when this search control option is set. Otherwise, the filter
item evaluates to UNDEFINED. If the Search operation starts its initial evaluation phase within a
service-specific administrative area and a matching restriction in a search-rule is violated, that search-
rule will fail the search-validation if, and only if, this search control option is set.

f)

0)

h)

)

k)

The includeAllareas Search control option is only relevant if the extendedarea component is
included with a value of zero or greater. In all other cases, it is ignored. If the value is TRUE, indusive
relaxation is performed; otherwise, exclusive relaxation is performed if possible (see clause 18.6 of
Rec. ITU-T X.501 | ISO/IEC 9594-2).

The nosystemRelaxation Search control option is used when the user requirés'that DSA-supplied
relaxation policies shall not be applied. The DSA till applies a basic policypunless there is g user-
supplied basic policy that overrides it, but no subsequent relaxations or tightenings shall be applied. That
is, the filter is never evaluated more than once over the set of candidate entries, except because off user-
supplied relaxations.

Thednattribute search control option is used to indicate that the.attributes of the Distinguished Name
of an entry are used in addition to those of the entry when evaluating a filter against the entry. If [set, it
overrides any possible dnattribute Specification in extengibleMatch filter items. It also applies to
al filter item types.

The matchonResidualName Search control option is.only relevant if the partialNameResolytion
service control option is set. It is used to indicate thatif the Directory is able to resolve only part pf the
purported name in a search operation, the AVAS;of the unresolved RDNs shall be treated as AND'ed
equality filter items. These filter items are*AND'ed with the search filter both for search evalpation
against search-rules and for entry matching.

The entrycount search control option\indicates that an entry count shall be supplied in the sgarch
result in case either a service control size limit or an administrative size limit has been exceeded. The
entryCount gives an indication.of how many entries would have been returned had a size linjit not
been encountered. This search control isignored if the subentries Service control option is set.

The usesubset search control option indicates that the imposedsubset search-rule component shall
beignored (see clause 46.10.9 of Rec. ITU-T X.501 | ISO/IEC 9594-2).

The separateFamilyMembers Search control option indicates that family members are returrjed as
separate entriesrather than being embedded in the family-information derived attribute.

The searchFamily Search control option specifies how the search is performed if the base object|is the
ancestor6f“a compound attribute. This option is ignored if the base object is not an ancestor or|if the
entryonly iS set in either the CommonArguments Or in the ChainingArguments. If thisoption|is set,
thetgperation is only performed on the compound entry and each family member count as a separate
entby with respect to the subset and sizeLimit specifications. If searchFamily option isnot sgt, the
compound entry is considered a single entry with respect to the subset specification.

NQTE 6,~ The latter implies that if, as an example, subset iS Set t0 baseobject and familyGrouping iS entryonly, then

eachrindividual family member is within the scope of the search.

The joinarguments argument is used to specify additional portions of the Directory to be searched for the purpose of
identifying and accessing entries related to those in the primary search and to specify the attributes to be used in joining
the related entries. Although specified as a SEQUENCE, the order in which joinArgument arguments appear is not

significant.

NOTE 7 — When joinArguments is specified, the primary search and each additional search is considered to produce a set of
intermediate results. Each set of intermediate results resulting from a specification of joinArgument will be joined with the
results of the primary search, and all joins will be performed prior to returning any resultsin searchResult. Intermediate results
are not visible to users of the directory.

The joinBaseObject argument identifies the object entry (or possibly the root) relative to which each additional
search is to take place. The joinBaseObject may be an aternative name and may include context information, as
described in clause 9.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2.
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The domainLocalID argument optionally specifies a separate DIT in which the search for joinBaseObject isto be
initiated. If absent, the search for joinBaseObject isto beinitiated in al DITs known to the DSA.

The joinsubset argument indicates whether the additional search isto be applied to:
a) thejoinBaseObject only;
b) theimmediate subordinates of the join base object only (oneLevel);
c) thejoin base object and all its subordinates (wholeSubtree).

The joinFilter argument is used to eliminate entries from the additional search space which are not of interest. Only
information which satisfies the joinFilter will be considered for joining with related entries. If joinFilter is not
specified, the value in the £ilter component of the searchArgument will be used. If the £ilter component of the
SearchArgument iS not supplied, the default value for that component will be used. When present, joinFilter will
be tregated according to therules for extendedFilter.

The joinattributes argument is used to specify the pairs of attributes to be used in joining entries fromithe primary
search with entries from an additional search. An entry from the primary search (the "primary entry:) is considered
related to an entry from an additional search (the "additional entry") if there exists a joinattrrRadir such thgt the
following conditions are true:

a) theprimary entry has avalue for the attribute type specified by baseatt;
b) theadditional entry has avalue for the attribute type specified by joinatt;

c) one of the attribute values in the primary entry and one of the attribute'values in the additional entry are
equal according to the following rules:

i) if the attribute types are the same, the equality matching rulefer that attribute type is applied;

ii) if the attribute types are not the same, but have the samg syntax, the equality matching rule fpr the
attribute type specified for the primary entry is applied;
iii) if joinContexts is present, only attribute values of the specified contexts may be uged in
evaluating in accordance with rulei) or ii) aboveIf joinContexts isabsent, attribute valueq of al
contexts may be used in evaluating in accordance with rule i) or ii) above.

In eMaluating joinAttributes for potential joins, subtypes of the join attributes shall be ignored. Only the
expligitly-identified baseatt and joinaAtt shall be used0 evaluate a potential join.

If an|equality rule is applied and evaluates to either FALSE or UNDEFINED, the entries are not considered|to be
related.

If no puitable matching rule can be applied Under condition c) above, the entries are not considered to be related.

NPTE 8 — Care should be taken to prevent the unintentional retrieval of meaningless data when specifying joins inMolving
mplti-valued attributes. For exampleif an entry uses a multi-valued attribute such as an employee identifier to Henote
membership in a committee, speeification of that multi-valued attribute in performing the join could result in the returny of an
urfcorrelated set containing group-member names, telephone numbers, electronic mail addresses, and so on. Nevertheless| when
outer joins are specified, al.entries that are retrieved will be returned, even if not related.

The joinselection argument is used to eliminate attributes from the additional search intermediate result which are
not of interest.

The jloinType argument is used to specify the type of join to be performed on related entries, asfollows:

a) <M innerJdoin is specified, the resulting entry set will include only those entries for which a jojn has
been performed based on the attribute pairs specified in joinattributes. Each resulting entry will
include all the corresponding related entries as relatedEntry attribute values.

b) If LeftouterJoin is specified, the resulting entry set will include all entries selected by the primary
search; al entries for which a join has been performed based on the attribute pairs specified in
joinAttributes Will include all the corresponding related entries as relatedEntry attribute values.

c) If fullouterdoin is specified, the resulting entry set will include al entries from the primary and
additional searches; all entries for which ajoin has been performed based on the attribute pairs specified
in joinAttributes Will include all the corresponding related entries as relatedEntry attribute
values rather than as explicit entries.
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No attempt at joining shall take place unless the joinAttributes value contains at least one JoinAttPair and each
JoinAttPair isvalid in terms of matching rules. If thisis not the case, no attempt at joining shall take place, and the
following shall be the outcome of merging for each Joinattprair, depending on the join-type:

Join-type Merged output
inner-join empty
|eft-outer-join primary results only
full-outer-join results from primary and joined search

Otherwise, entries shall only be eligible for joining when they can supply al of the relevant join-attribute val ues.
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pSOttsof jomimg shatmchode atcombimations of Tratched joimrattribotes:
DTE 9 — For example, consider A B and C as entries from the primary search and P, Q, R as entries from an additienal
ng J, acorresponding JoinattPair vValue, and suppose that the following matches take place as aresult of J:
A with P, A with Q, A withR
B with Q
C with Pand Cwith Q
en, the joined results will include:
A with {P,Q,R}
B with { Q}
Cwith{P,Q}
en though Q's results occur three times.

fommonArguments (See clause 7.3) include a specification of the\service controls and security parar
ng to the request. If the argument of this operation is to be signed by the requester, the securityParame
lause 7.10) component shall be included in the arguments.

Sear ch results

dinates to return, and if there are no service restrictions as specified within a service-specific administrativi
revent the Search operation from proceeding.

DTE 1 — Asacorollary to this, the outcome of an unfiltered Search operation applied to a single entry may not be identig

Reéad operation which seeks to interrogate the same set of attributes of the entry. This is because the latter shall ret
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tributeError if none of the selected attributes exist in the entry.

ame component, if present, shall be.thedistinguished name of the entry or an aias name of the entry, as deg
use 7.7. It shall be present if<anvaias has been dereferenced and the name to be returned differs fro
bbject Name supplied in the Operation argument.

ntries parameter conyeys the requested information from each entry (zero or more) which satisfied thg
lause 7.5). The entry_information may include family information, as required by the familyReturn elem
yInformationSelection. Theinteraction between familyGrouping and familyReturn iSdefinedin 3
evauation of afilter and subsegquent evaluation of what to return, as described in clause 7.8.3.

The

artialOutcomeQualifier isasdescribed in clause 10.1.3.

NOTE 2 <\Wheére returned entry information is incomplete for a particular entry, it is indicated via the incompleteR
parameterin the returned entry information.
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The 41tMatching parameter indicates that a matching rule has not been applied exactly as specified in the sd

arch

request.

The appliedRelaxation attribute in the notifications element of CommonResults shall be used to list the
attributes of the filter which have been subject to relaxation or tightening, other than those made by the basic element
of arelaxation policy (see clause 6.13.16 of Rec. ITU-T X.520 | ISO/IEC 9594-6).

TheuncorrelatedSearchInfo parameter isas described for uncorrelatedristInfo in clause 10.1.3.

The commonResults (See clause 7.4) include the security parameters applying to the response. If this result is to be
signed by the Directory, the securityParameters (see clause 7.10) component shall beincluded in the results.
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10.2.4  Service administration

An administrative authority may establish service-specific administrative areas as specified in clause 7 of
Rec. ITU-T X.501 | ISO/IEC 9594-2. This alows the administrative authority to administer the service by restricting the
Search operation with respect to what areas of the DIT can be searched and what type of searches can be formed, what
information can be returned, etc., by definition of search-rules.

10.25 Searcherrors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 13.

When searches are performed within service-specific administrative areas, a humber of additional, quite detailed
elements of error information may be returned as detailed in clause 13.

10.2.6  Search operation decision pointsfor basic access control

If rulg-based-access-control is aso applied, the order in which it is applied with respect to basic-access-control is g local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, i shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basiczaccess-contrgl is a
permijssion that shall not override a deny of rule-based-access-control.

If bagc-access-control is in effect for the portion of the DIT to be searched, the following seguence of access cantrols
appligs:
1) No specific permission is required to the entry identified by the baseokiject argument.

NOTE 1 — If the baseobject is within the scope of the searchargument (i.e., when the subset ardument
specifiesbaseobject Or wholeSubtree) the access controls specified in items 2) to 5) apply.

2) For each entry within the scope of the searchargument which is to be a candidate for considetlation,
Browse permission is required. Entries for which this permission is not granted are ignored.

3) The filter argument is applied to each entry left to.be considered after taking item 2) into accodnt, in
accordance with the following:

a) For each FilterItem that specifies an dttribute, FilterMatch permission for the attribute type is
required before the FilterItem can beevaluated as either TRUE or FALSE. A FilterIteém for
which this permission is not granted €valuates as UNDEFINED.

b) For each FilterItem that additionally specifies an attribute value, FilterMatch permisson is
required for each stored attribute value which is to be considered for the purposes of matching. If
there is a value that bothimatches the Filteritem and for which permission is grantefl, the
FilterItem evaluatesto TRUE, otherwiseit evaluatesto FALSE.

4) If present, the joincriteria argument is applied to each entry left to be considered after taking item 3)
into account, in accofdance with the following:

a) For each goineriteriaItem Which specifiesan attribute, FilterMatch permission for the atfribute
type is reguired before the JoincriteriaItem can be evauated as either TRUE or FALEE. A
Join€riteriaItem for which this permission is not granted evaluates as UNDEFINED.

b) Foreach JoincriteriaItem that additionally specifiesan attribute value, FilterMatch permyssion
1S.required for each stored attribute value which is to be considered for the purposes of matching. If
there is a value that both matches the JoincriteriaItem and for which permission is grantgd, the
JoinCriteriaItem evaluatesto TRUE, otherwiseit evaluatesto FALSE.

5)* Once the procedures defined in 2) to 4) have been applied, the entry is either selected or discarded| If, as
a consequence of applying these controls to the entire scoped subtree, no entries have been selected
(excluding any ContinuationReferences iN partialOutcomeQualifier) and if DiscloseOnError
permission is not granted to the entry identified by the baseobject argument, the operation fails and a
nameError With problem nosuchobject shall be returned. The matched element shall either contain
the name of the next superior entry to which DiscloseOnError permission is granted, or the name of the
DIT root (i.e., an empty RDNSequence). Otherwise, the operation succeeds but no subordinate
information is conveyed with it.

NOTE 2 — In the case of anameError being returned, the empty RDNSequence may be used by a DSA which
does not have access to all superior entries.

NOTE 3 — Security policy may prevent the disclosure of knowledge information which would otherwise be
conveyed as continuationReferences iN partialoutcomeQualifier. If such apolicy isin effect and if a
DUA constrains the service by specifying chainingProhibited, the Directory may return a serviceError
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6)

with problem chainingRequired. Otherwise, the continuationReference IS oOmitted
partialOutcomeQualifier.

from

Otherwise, for each selected entry, the information returned is as follows:

a)

b)

If the infoTypes element of selection specifies that attribute types only are to be returned, then
for each attribute type that is to be returned, Read permission is required. If permission is not
granted, the attribute type is omitted from EntryInformation. If, @ a consequence of applying
these controls no attribute type information is selected, the EntryInformation element is returned
but no attribute type information is conveyed with it (i.e., the SET oF cHoICE element is omitted
or empty).

If the infoTypes element of selection specifies that attribute types and values are to be
returned, then for each attribute type and for each value that is to be returned, Read permission is

N
P3

|cqui|cd. :f }JCIIII;DJUII tU Al atllbutc t)’PC ;D IIUt ylalltcul, thc atllbutc ;Q Ulll;ttc\j from
EntryInformation. If permission to an atribute valueis not granted, the value is omitted\frpm its
corresponding attribute. In the event that permission is not granted to any of the values'\within the
attribute, an attribute element containing an empty SET OF AttributeValue iSireturned. If,
as a consequence of applying these controls no attribute information, is-selected, the
EntryInformation element is returned but no attribute information is conveyed with it (i.¢., the
SET OF CHOICE element isomitted or empty).

DTE 4 — If DiscloseOnError permission is not granted to the entry identified by thé baseObject argunjent, a
rtialOutcomeQualifier indicating a l1imitProblem Or unavailableCriticdlExtensions should pot be
refurned, as it may compromise the security of this entry.

hbset
ation,
em 2)

ypeis

onis

0, the

to be

ypeis
bm fOr

onis

ng. If

10.2.6.1 Search operation decision pointsfor basic-access-control in the presence of additional searches
If thg joinAarguments argument is present, and if basic-access-control isdn effect for the portion of the DIT|to be
searched, the following sequence of access controls applies to each additienal ‘search:
1) No specific permission isrequired to the entry identified Dy the joinBaseobject argument.
NOTE 1 - If the joinBaseObject is within the seope of the joinArgument (i.e., when the joins
argument specifiesbaseobject Or wholeSubtred)'the access controls specified in items 2) to 6) apply.
2) For each entry within the scope of the joinArgument which is to be a candidate for considey
Browse permission is required. Entries for which this permission is not granted are ignored.
3) If present, the joinFilter argument is‘applied to each entry left to be considered after taking it

into account, in accordance with the'following:

a) For each FilterItem WhiCh'specifies an attribute, FilterMatch permission for the attribute t
required before the FilterItem can be evaluated as either TRUE or FALSE. A FilterIteém for
which this permission’is not granted evaluates as UNDEFINED.

b) For each FiltérTtem Which additionally specifies an attribute value, FilterMatch permiss
required for éach stored attribute value which is to be considered for the purposes of matching. If
there is a(value which both matches the Filteritem and for which permission is grantg
Filter'Item evaluatesto TRUE, otherwiseit evaluatesto FALSE.

4) If the jeinFilter argument is not present, the £ilter argument is applied to each entry left
considered after taking item 2) into account, in accordance with the following:

a)"\ ‘For each FilterItem Which specifies an attribute, FilterMatch permission for the attribute t
required before the FilterItem can be evaluated as either TRUE or FALSE. A FilterItq
which this permission is not granted evaluates as UNDEFINED.

b) For each FilterItem Which additionally specifies an attribute value, FilterMatch permisg
required for each stored attribute value which is to be considered for the purposes of matchi
there is a value which both matches the Filteritem and for which permission is granted, the
FilterItem evauatesto TRUE, otherwiseit evaluatesto FALSE.

5) Once the procedures defined in 2) to 4) have been applied, the entry is either selected or discarded.
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If, as

a consequence of applying these controls to the entire scoped subtree, no entries have been selected
(excluding any continuationReferences iN partialOutcomeQualifier) and if DiscloseOnError

permission is not granted to the entry identified by the baseobject argument, the operation fails

and a

nameError With problem nosuchobject shal be returned. The matched element shall either contain

the name of the next superior entry to which DiscloseOnError permission is granted, or the name

of the

DIT root (i.e, an empty RDNSequence). Otherwise, the operation succeeds but no subordinate

information is conveyed with it.
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NOTE 2 — In the case of anameError being returned, the empty RoNSequence may be used by a DSA which
does not have accessto al superior entries.

NOTE 3 — Security policy may prevent the disclosure of knowledge information which would otherwise be
conveyed as ContinuationReferences iN partialOutcomeQualifier. If such apolicy isin effect and if a
DUA constrains the service by specifying chainingProhibited, the Directory may return a serviceError
with problem chainingRequired. Otherwise, the cContinuationReference IS omitted from
partialOutcomeQualifier.

6) Otherwise, for each selected entry, the information returned is as follows:

a) IftheinfoTypes element of selection Specifiesthat attribute types only are to be returned, then
for each attribute type that is to be returned, Read permission is required. If permission is not
granted, the attribute type is omitted from EntryInformation. If, as a consequence of applying
these controls no attribute type information is selected, the EntryInformation element is returned
but no attribute type information is conveyed with it (i.e,, the SET oF cHOICE element is.omitted
or empty).

b) If the infoTypes element of selection Specifies that attribute types and values are [to be
returned, then for each attribute type and for each value that is to be returned, Read permisgion is
required. If permission to an attribute type is not granted, the attributevis omitted | from
EntryInformation. If permission to an attribute valueis not granted, the value is omitted from its
corresponding attribute. In the event that permission is not granted to any of the values within the
attribute, an Attribute element containing an empty SET OF AttfibuteValue iS returngd. If,
as a consequence of applying these controls no attribute \information is selected, the
EntryInformation element is returned but no attribute information is conveyed with it (i.¢., the
SET OF CHOICE element isomitted or empty).

NPTE 4 — If DiscloseOnError permission is not granted to the entry identified by the baseobject argument, a

pdrtialoutcomeQualifier indicating @ limitProblem Of unavailableCriticalExtensions should not be returned as it

mgy compromise the security of this entry.

10.2.6.2 Aliasdereferencing during Sear ch

No specific permissions are necessary for alias dereferencing to.teke place in the course of a search operation (shbject
to thg searchaliases parameter being set to TRUE). However, for each alias entry encountered, if alias derefergncing
wouldl result in a ContinuationReference being returned in partialoutcomeQualifier, the following access
controls apply: Read permission is required to the alias'entry, the aliasedEntryName attribute and to the singlelvalue
that if contains. If any of these permissions is not)granted, the continuationReference shall be omitted| from
partfialoutcomeQualifier. These access controls shall also be applied to a continuationReference that is
received in a response from another DSA. That-i's, the DSA shall police al continuationReferences Whethg they
were penerated locally or not.
NOTE — In addition to the access contrals described above, security policy may prevent the disclosure of knowledge inforination
thet would otherwise be conveyed aS'€ontinuationReferences iN partialoutcomeQualifier. If such apolicy isin effect
ard if a DUA constrains the service by specifying chainingProhibited, the Directory may return a serviceErrof with
prpblem chainingRequired-Otherwise, the continuationReference iSOmitted from partialoutcomeQualifier.

10.2.6.3 Non-disclosur e of ithcomplete results

If an [incomplete result\is being returned in EntryInformation, i.e.,, some of the attributes or attribute values have
been |omitted because of the applicable access controls, the incompleteEntry element shall be set to THUE if
DisclpseOnErrdr permission is granted to at least one attribute type withheld from the result, or at least one attribute
valuglwithheld.from the result (for which attribute type Read permission was granted).

10.2.T7 C~Sear ch operation decision pointsfor rule-based access control

If basic-access-controal is also applied, the order in which it is applied with respect to rule-based-access-control is alocal
matter, except that if accessis denied to the entry, an attribute type or an attribute value, by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the portion of
the DIB where the search operation is being performed, the following access controls apply:

1) If rule-based entry level permission is denied to the entry identified by the baseobject argument, then
nameError With problem nosuchobject isreturned as defined in clause 7.11.2.4.

2) Under rule-based-access-control, each entry within the scope of the searchargument for which entry
level accessisdenied isignored.
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3) basic-access-control on entriesis applied as defined in clause 10.2.6, item 2).

4) The filter is applied ignoring attribute values to which access is denied under rule-based-access-

control.
5) basic-access-control onthe £ilter isapplied as defined in clause 10.2.6, items 3) and 4).
6) For any selected entry:

a) for each attribute type that may be returned under rule-based-access-control, access must be gr
to at least one attribute value of that type;

b) attribute values to which access is denied under rule-based-access-control shall not be returned.
7) basic-access-control isapplied to the information returned as defined in clause 10.2.6, item 5).
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Directory M odify operations

lIses 11.1 to 11.4, respectively.
DTE 1 — Each of these operations identifies the target entry by means of its distinguished name.

e user should use Directory interrogation operations to check whether the attempted modifiCation operation succeeded of

Add Entry
Add Entry syntax

operation may be signed (see clause 17.3 of Rec. ITU-T X501 | ISO/IEC 9594-2) by the requester. If the t4

rgetSystem [2] AccessPoint OPTIONAL,

anted

are four operations to modify the Directory: addEntry, removeEntry, modifyEntry, and modi fyDN defined

DTE 2 — The success of addEntry, removeEntry, and modifyDN operations may depend on the<physical distribufion of
p DIB across the Directory. Failure shall be reported with an updateError with problem @ffectsMultipleDsSak. See
Rec ITU-T X.518 | ISO/IEC 9594-4.

DTE 3 — In the event of failure of the underlying communications mechanism, the outcome of the operations is undeternined.

not.

idEntry operation is used to add a leaf entry (either an object entry or an alias entry) to the DIT. The arguments

rget

pnent of the SecurityParameters (See clause 7.10) inthe request is set to signed and aresult is to be retlirned,
sult may be signed. Otherwise, the result shall not be.signed.
htry OPERATION ::= {
GUMENT AddEntryArgument
SULT AddEntryResult
RORS {attributeError |
nameError |
serviceError |
referral |
securityError( |
updateError}
DE id-opcode-addEntry }
htryArgument :¢= OPTIONALLY-PROTECTED { AddEntryArgumentData }
htryArgumentData ::= SET {
ject [0] Name,
Lry [1] SET OF Attribute{{SupportedAttributes}},

AddEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ { AddEntryResultData },
}

AddEntryResultData ::= SEQUENCE {

.7

.7

COMPONENTS OF CommonResultsSeq }
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11.1.2  Add Entry arguments

The object argument identifies the entry to be added. Its immediate superior, which must aready exist for the
operation to succeed, is determined by removing the last RDN component (which belongs to the entry to be created).

The entry argument contains the attribute information which, together with that from the RDN, constitutes the entry to
be created. The Directory shall ensure that the entry conforms to the Directory schema. Where the entry being created is
an alias, no check is made to ensure that the aliasedEntryName attribute pointsto avalid entry.

The targetsSystem argument indicates the DSA to hold the new entry. If this argument is absent, it shall be taken to
mean the same DSA as holds the superior of the new object. If the argument is present, it shall be the DSA with the
specified AccessPoint. The parameter shall be absent when subentries are to be added.

If the argument is present, the targetSystem hit in the criticalExtensions parameter in CommonArguments
shall pe set, indicating that this extension is critical.

NQTE 1 — If the choice of indicated or implied DSA conflicts with local administrative policy, the operation is not ‘performed
an error is returned.

The fommonArguments (See clause 7.3) includes a specification of the service controls and security parameters
ng to the request. The dontDereferenceAlias option is ignored (and treated (as set) unless the
useAlliasOnUpdate critical extension bit is set in criticalExtensions. Thus aliases arg.dereferenced by this
opergion only if dontDereferenceAlias iSNOt Set and useAliasOnUpdate iS Set. The'sizeLimit comporjent is
if provided. If the argument of this operation is to be signed by the requester, thé SecurityParameterf (See

NQTE 2 — Update operations that involve dereferencing of an alias name will always failif they encounter first edition DSAs.

11.1.

Should the request succeed, a result shal be returned. If this restlt) is to be signed by the Directory, the
SecukityParameters (See clause 7.10) component of CommonResul€sSeq (See clause 7.4) shal be included fin the
. If the result of this operation is not to be signed by the Directory, no information shall be conveyed with the

Should the request fail, one of the listed errors shall bexeported. The circumstances under which the particular ferrors

Add operation decision pointsfor basic access control

based-access-control is aso applied, the order in which it is applied with respect to basic-access-contral is g local
, except that if access is denied tQ the entry, an attribute type or an attribute value, by either mechanism, it shall
not bp overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-contrql is a

If bagc-access-control isin effect)for the entry being added, the following sequence of access controls applies:

1) No specificpermission is required to the immediate superior of the entry identified by the oQject
argument:

NOTE 1 — Security policy may prevent Directory users from adding entries across DSA boundaries (e.g., usifg the

DiscloséOnError is not granted to the superior entry), the procedure defined in clause 7.11.3 shall be followed with respect to
the supexior entry.

3) Add permission isrequired for the new entry being added. If this permission is not granted, the operation
failsin accordance with clause 11.1.5.1, item b).

NOTE 2 — The Add permission shall be provided as prescriptiveacI When attempting to add an entry and as
prescriptiveACI Of subentryACI When attempting to add a subentry.

4) For each attribute type and for each value that is to be added, Add permission is required. If any
permission is absent, the operation fails in accordance with clause 11.1.5.1, item c).
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11.1.5.1 Error returns

If the operation fails as defined in clause 11.1.5, the following procedure applies:
a) If the operation fails as defined in clause 11.1.5, item 2), the valid error returns are one of; if

DiscloseOnError or Add permission is granted to the existing entry, an updateError with problem
entryAlreadyExists shall be returned. Otherwise, the procedure described in clause 7.11.3 is
followed with respect to the entry being added.

b) If the operation fails as defined in clause 11.1.5, item 3), the procedure described in clause 7.11.3 is

followed with respect to the entry being added.

c) If the operation fails as defined in clause 11.1.5, item 4), the valid error return iS securityError with

problem insufficientAccessRights Of noInformation.

11.1.4

If bag
matte
not b
permi

If rul
the D

11.2

11.21

A Rel
non-I
Rec.
(seeq
result]
remo
AR

RE
ER

CO
Remo

Remo
ob

Add Entry operation decision pointsfor rule-based-access-control

c-access-control is also applied, the order in which it is applied with respect to rule-based-access-contfol I's 4 local
I, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall
 overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-aceess-contrgl is a
ssion that shall not override adeny of rule-based-access-control.
b-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in-effect for the portfon of
B where the addentry operation is being performed, the following sequence of access control applies:
1) If rule-based entry level permission to the immediate superior is denied, then nameError with prpblem
noSuchObject isreturned as defined in clause 7.11.2.4.
2) basic-access-control isapplied as defined in clause 11.1.5.
Remove Entry
Remove Entry syntax
move Entry operation is used to remove a leaf entry (eitherzan object entry, family member or an aias entry) or a
paf ancestor and its children, from the DIT. The arguments of the operation may be signed (see clause 1f.3 of
TU-T X.501 | ISO/IEC 9594-2) by the requester.-If* the target component of the securityParamgters
lause 7.10) in the request is set to signed and aresult is to be returned, the result may be signed. Otherwise, the
shall not be signed.
yeEntry OPERATION ::= {
SUMENT RemoveEntryArgument
SULT RemoveEntryResult
RORS {nameError |
serviceError |
referral |
securityError” |
updateError}
DE id-opcode-removeEntry }
yeEntryArgument ::= OPTIONALLY-PROTECTED { RemoveEntryArgumentData }

yeEntryArgumentData ::= SET {
ject [0] Name,

o #

COMPONENTS OF CommonArguments

RemoveEntryResult ::= CHOICE {
null NULL,

information OPTIONALLY-PROTECTED-SEQ { RemoveEntryResultData },

-}

RemoveEntryResultData ::= SEQUENCE {

.7

o7

COMPONENTS OF CommonResultsSeq }
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11.2.2 Remove Entry arguments
The object argument identifies the entry to be deleted.

The commonArguments (see clause 7.3) includes a specification of the service controls and security parameters
applying to the request. The dontDereferenceAlias oOption is ignored (and trested as set) unless the
useAliasOnUpdate critical extension bit is set in criticalExtensions. Thus, aliases are dereferenced by this
operation only if dontDereferenceAlias iSNOt Set and useAliasOnUpdate iS Set. The sizeLimit component is
ignored if provided. If the argument of this operation is to be signed by the requester, the securityParameters
(see clause 7.10) component shall be included in the arguments.

NOTE — Update operations that involve dereferencing of an alias name will dwaysfail if they encounter first edition DSAs.

FamilyGrouping May be set asfollows:

— entryonly isthe default for this operation. The entry to be removed shall be aleaf entry.

— compoundEntry may be specified for an ancestor. All the members of the compound entry will be
removed. The operation will fail with an updateError with problem notancestor if thejtarget pbject
is not an ancestor. The operation will also fail with an appropriate error if it is not possiblé to remqgve al
members, e.g., for security reasons.

If FathilyGrouping iSabsent or set to any other value than above, entryonly isassumed.

11.2.3 RemoveEntry results

Should the request succeed, a result shal be returned. If this result is to, be signed by the Directory, the
SecufityParameters (See clause 7.10) component of CommonResultsSeq (See elause 7.4) shall be included n the
results. If the result of the operation is not to be signed by the Directory, no information shall be conveyed with the
result

Wher) family information is selected by familyReturn in EntryInférmationSelection, the information refurned
is deflned in clause 7.6.4.

The information returned in information component corresponds to the state of the DIB after the (successful) Modify
Entry|operation.

11.24 RemoveEntry errors

Should the request fail, one of the listed errors shali“be reported. The circumstances under which the particular ferrors
shall pe reported are defined in clause 13.

11.2% RemoveEntry operation decision pointsfor basic access control

If rulg-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is g local
matter, except that if access is denigdyto the entry, an attribute type or an attribute value, by either mechanism, i{ shall
not bp overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-contrql is a
permission that shall not overridea deny of rule-based-access-control.

If bagc-access-control is in effect for the entry being removed, the following access controls apply:

—  Remoyé\permission is required for the entry being removed. If this permission is not grantel, the
operation failsin accordance with clause 7.11.1.

NPTE — Nofispecific permissions are required for any of the attributes and attribute values present within the entry| being
refnoved,

11.2.6 <-Remove Entry operation decision pointsfor rule-based access control

If basic-access-controal is also applied, the order in which it is applied with respect to rule-based-access-control is alocal
matter, except that if accessis denied to the entry, an attribute type or an attribute value, by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-contral is in effect for the entry being
removed, the following sequence of access control applies:

1) If rule-based entry level permission is not granted to the target entry, the operation fails with nameError
with problem nosuchobject as defined in clause 7.11.2.4.

2) Entry level basic-access-control is applied as specified in clause 11.2.5.
3) If rule-based accessis not granted to an attribute value, then it shall not be removed.
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4) If rule-based RDN permission is not granted, then none of the attribute values of the RDN shall be

removed. If all the values of an attribute are removed, then the attribute is removed from the entry.

If all

the attributes are removed, then the entry is removed from the DIT. If at least one attribute value is
removed, and the requester does not have RDN permission, the operation succeeds but the entry remains

in the DIT with one or more attributes.

NOTE 1 — Unless dl the values of the label context for distinguished values of the entry have al the same values, this may not
support a rule-based access-control policy.

5) Under rule-based-access-control, if RDN permission is granted, but permission to access at least one other

attribute value is not granted, then the RDN is not removed, and the operation fails
securityError With problem insufficientAccessRights. It is a loca matter whether
attribute values to which the requester has access permission are removed or not.

NOTE 2 — Thisreveals to the requester that at |east one attribute value exists that isinaccessible.

with
other
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11.31
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The grguments of the operation may be signed (see'clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) |
ster. If the target component of the securityParameters (See clause 7.10) in the request is set to signdd and
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6) If all the attributes of the entry are removed, then the entry is removed from the DIT, and the operal
successful.

Modify Entry
Modify Entry syntax

lodify Entry operation is used to perform a series of one or more of the following madifications to asingle el
a) add anew attribute;

b) remove an attribute;

c) add attribute values,

d) remove attribute values,

€) replace attribute values;

f)  modify an dlias;

g) addaconstant to all values of an attribute;

h) deleteall attribute values for which fallback is FALSE in every context.

It isto be returned, the result may be signed. Otherwise, the result shall not be signed.

fyEntry OPERATION ::= {

ionis

htry:

y the

GUMENT ModifyEntryArgument
SULT ModifyEntryResult
RORS {attributeError~|
nameError |
serviceError'
referral.|
securityError |
updateError}
DE id-opcode-modifyEntry }
fyEntryArgament ::= OPTIONALLY-PROTECTED { ModifyEntryArgumentData }
fyEntpyArgumentData ::= SET {
ject [0] Name,
hriges [1] SEQUENCE OF EntryModification,

se

lection [2] EntryInformationSelection OPTIONAL,

o7

COMPONENTS OF  CommonArguments }

Modi
nu
in

Modi
en

fyEntryResult ::= CHOICE {
11 NULL,
formation OPTIONALLY-PROTECTED-SEQ { ModifyEntryResultData },

-}

fyEntryResultData ::= SEQUENCE {
try [0] EntryInformation OPTIONAL,

o7

o7
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COMPONENTS OF CommonResultsSeq }

EntryModification ::= CHOICE {
addAttribute [0] Attribute{{SupportedAttributes}},
removeAttribute [1l] AttributeType,

pf the

te the
langes

by the

entry.
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addvalues [2] Attribute{{SupportedAttributes}},

removeValues [3] Attribute{{SupportedAttributes}},

alterValues [4] AttributeTypeAndValue,

resetValue [5] AttributeType,

replaceValues [6] Attribute{{SupportedAttributes}},

}

11.3.2 Modify Entry arguments
The qidece-argumentidentifiesthe-entry-te-which-themeditications-shedteHbe-appHed:
The ¢hanges argument defines a sequence of modifications that are applied in the order specified. If-any
individual modifications fail, then an attributeError is generated and the entry left in the state that it)was pfior to
the operation. That is, the operation is atomic. The end result of the sequence of modifications shall*not viold
Diredory schema. However, it is possible, and sometimes necessary, for the individual EntryModification Ch
to appear to do so. The following types of modification may occur:

a) addattribute — Thisidentifies a new attribute to be added to the entry, which is fully specified
argument. Any attempt to add an already existing attribute resultsin an attributeError.

b) removeattribute — The argument identifies (by its type) an attribyte to be removed from the
Any attempt to remove a non-existing attribute resultsin an attrib@teError.

NOTE 1 — This operation is not allowed if the attribute type is presentiin the RDN.

C) addvalues — Thisidentifies an attribute by the attribute typédin the argument, and specifies one off
attribute values to be added to the attribute. An attempt-to.add an already existing value results
error. An attempt to add a value to a non-existent typeresults in the type and value being added.

d) removevalues — Thisidentifies an attribute by théattribute type in the argument, and specifies pne or
more attribute values to be removed from the attribute. If the values are not present in the attribut
results in an attributeError. An attempt to'remove the last value from an attribute results
attribute type being removed.

NOTE 2 — This operation is not allowed-if,one of the valuesis present in the RDN.
Attributes or attribute values to be added may be specified with or without a context list. Contexts d
be added to existing attribute valties, removed from existing attribute values, nor modified. To glter a
context list of an existing attribute value, first remove the attribute value, and then insert the
attribute value with the newcontext list. When an attribute value is removed, no context list sh
supplied, and any existing.context list associated with the attribute value being removed is removeg
the attribute vaue.

€) alterValues —=ThiSidentifiesan attribute type, and specifies a quantity to be added to all values
attribute. An-attempt to apply this modification to an attribute whose syntax is anything othe
INTEGER Of REAL resultSin an attributeError.

f) resetValue — This identifies an attribute by its type, and removes all values of the attribute (i
whighshave an associated attribute value context for which fallback is FALSE. resetvalue do
remove any attribute values that have no context.

O)>-replacevValues — Thisreplaces al existing values of the given attribute type with the values sug

creating the attribute type if it did not exist. A replace with no value removes the attribute typ

plied,
b if it

exists, and isignored if the type does not exist

NOTE 3 — This Directory Specification does not establish rules regarding the order in which a performing DSA is to decode and
process PDUs that it receives. If a DSA decodes the entire PDU before processing each element, and if a new and unexpected
value, such as replacevalues, isin place for a non-optional CHOICE, it is possible that the DSA will signal an encoding error.
If, however, the DSA decodes the elements as they are needed, it will most likely detect an unknown critical extension and return
an unsupported critical extension reason code to signal that the operation failed. In either case, it is correct for the DSA to not
process the operation; however, implementers should be aware that either signal may be used to indicate the failure of the

operation.

Values may be replaced by a combination of addvalues and removevalues in asingle Modi fyEntry Operation.

The commonArguments (See clause 7.3) includes a specification of the service controls and security parameters
applying to the request. The dontDereferenceAlias option is ignored (and treated as set) unless the
useAliasOnUpdate critica extension bit is set in criticalExtensions. Thus, diases are dereferenced by this
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operation only if dontDereferenceAlias iSNOt Set and useAliasOnUpdate iS Set. The sizeLimit component is
ignored if provided. If the argument of this operation is to be signed by the requester, the securitypParameters (See
clause 7.10) component shall be included in the arguments.

NOTE 4 — Update operations that involve dereferencing of an alias name will alwaysfail if they encounter first edition DSAs.

The selection argument specifies an optional entry information selection that controls whether information is
returned in the operation result and specifies the specific attributes and values to be returned. It shall only be specified if
the version negotiated through the bind operation isv2 or higher.

The operation may be used to modify directory operationa attributes. Only those directory operational attributes which
are not classified nouserModification (and to which the user has effective modification access rights) may be
modified.

NOTE 5 — Whether or not user modification is permitted, the Directory may change the values of directory operational attributes
as|a side effect of other Directory operations.

The gperation may be used to modify collective attributes only if the service control subentries is TRUE\and|if the
objeft isthe subentry actually holding the collective attribute(s) to be modified.
NOTE 6 — Caution should therefore be exercised when modifying the information returned on reading an entry: some|of the
information may be from collective attributes, and cannot be modified in an operation directed at the entry)itself. For example, it
ishot possible to delete a collective attribute from an (ordinary) entry viaa removeAttribute entry’modification to the entry
(ah attributeError withproblem noSuchAttributeOrValue would be returned).

The ¢peration may be used to modify an entry's Object Class attribute value if the walues specify auxiliary pbject
classgs. However, an attempt to change an Object Class value which specifies an_enthy's structural object clasg shall
resul] in an updateError With problem objectClassModificationProhibited. Any modification to auxiliary
object classes shall leave the superclass chains consistent and correct with the restiltant object class definition.

11.3.3 Maodify Entry results

d the request succeed, aresult shall be returned. If no selection was specified in the operation argument and
It is not to be signed, the null result is returned. If no selec¢tion was specified (but the result is to be signed by
the Djrectory), the entry component is omitted. If the result isto be signed by the Directory, the securityParamgters
(see dause 7.10) component of CommonResultsSeq (See clause 7.4) shall be included in the results. If the resultfis not

Should the request fail, one of the listed errors.shall be reported. The circumstances under which the particular ferrors

11.3. Modify Entry operation decision pointsfor basic access control
If rulg-based-access-control is aso applied, the order in which it is applied with respect to basic-access-control is @ local
matter, except that if accessis denied to the entry, an attribute type or an attribute value, by either mechanism, i{ shall

not bp overridden by the otherymechanism. In this respect, DiscloseOnError permission of basic-access-contrql is a

If bagc-access-control iSin-effect for the entry being modified, the following sequence of access controls applies:

1) Modify. permission is required for the entry being modified. If this permission is not grantefl, the
aperation failsin accordance with clause 7.11.1.

2)~~For each of the specified EntryModification arguments applied in sequence, the follpwing
permissions are required:

A Add narmicaiaon for tha attributa tvna-and - for-each—of thavaluec-chacifiedin-—an—a-d-d-ddei ibute
1} raa—pPeHHSSHERTO—He—CtHPte—ty pe—k Ho—Edcr-B—tHe—YartdeS—Speerea—H—an e

parameter. If these permissions are not granted or the attribute already exists, the operation fails in
accordance with clause 11.3.5.1, item a).
ii) Remove permission for the attribute type specified in a removeattribute parameter. If this
permission is not granted, the operation failsin accordance with clause 11.3.5.1, item b).
NOTE 1 — No specific permissions are required for any of the attribute values present within the attribute being
removed.

iii) Add permission on each of the attribute values specified in an addvalues parameter. If these
permissions are not granted or any of the attribute values aready exist, the operation fails in
accordance with clause 11.3.5.1, item c).

56 Rec. ITU-T X.511 (10/2012)


https://standardsiso.com/api/?name=6dd2b717bb49b04ae7ac0c1be0797c76

| SO/l EC 9594-3:2014 (E)

iv) Remove permission on each of the values specified in a removevalues parameter. If these
permissions are not granted, the operation fails in accordance with clause 11.3.5.1, item d).

NOTE 2 — If the end result of a removeValues modification is to remove the last value of an attribute
(which causes the attribute itself to be removed), Remove permission is also required on the specified
attribute type.

V) Add and Remove permission on each of the values specified in an altervalues parameter. If these
permissions are not granted, the operation fails in accordance with clause 11.3.5.1, item €).

Vi) Remove permission on each of the values to be removed via a resetvalue parameter. If at least
one value is to be removed and these permissions are not granted, the operation fails in accordance
with clause 11.3.5.1, item f).

vii) Add permission for the attribute type and for each of the values in the replacevalues if the

11.31
If the

a)

b)

d)

b.1 Error returns

operation fails as defined in clause 11.3.5, the following procedure applies:

operation aitempts 1o add the attribute type. 1T these permissions are not granted, the operation fails
in accordance with clause 11.3.5.1, item g).

viii) Remove permission for the attribute type in the replacevalues parameter if the” opgation
attempts to remove the attribute. If this permission is not granted, the operation fail'siin accordance
with clause 11.3.5.1, item b).

iX) Remove permission for all the values currently in the attribute and Add perriission for al vallies in
the replacevalues if the operation attempts to replace the values.

— If dl the Remove permissions are not granted, the operatiofy fails in accordancg with
clause 11.3.5.1, item d).

— If dl the Remove permissions are granted, but al the Add’permissions are not grantet, the
operation failsin accordance with clause 11.3.5.1, item-g)-.

If the operation fails as defined in clause 11.3.5, item'2), subitem i), the valid error returns are ong of: if
the attribute already exists and DiscloseOnError0FAdd is granted to that attribute, an attributeBrror
with problem attributeOrValueAlreadyExists shall be returned; otherwise, a securityBrror
with problem insufficientAccessRights Of noInformation shall be returned.

If the operation fails as defined in clause 11.3.5, item 2), subitem ii) or subitem viii), the valid error
returns are one of: if DiscloseOnError permission is granted to the attribute being removed and the
atribute exists, a securityError With problem insufficientAccessRights Of noInformgdtion
shall be returned; otherwiseyan'attributeError With problem noSuchattributeorvalue Stal be
returned.

If the operation fails as'defined in clause 11.3.5, item 2), subitemiii), the valid error returns are one of : if
an attribute value-already exists and DiscloseOnError or Add is granted to that attribute valyie, an
attributeError With problem attributeOrvValueAlreadyExists shall be returned; otherwise,
DiscloseOnErrov¥’'permission at the attribute level shall be verified. If DiscloseOnError is granted fto the
attribute, a@securityError With problem insufficientAccessRights Of noInformation shall be
returned; otherwise, an attributeError With problem nosuchattributeorvalue shall be returned.

If theloperation fails as defined in clause 11.3.5, item 2), subitem iv) or subitem ix), first bullet point, the
vaid error returns are one of: if DiscloseOnError permission is granted to any of the attribute yalues
being removed, a securityError with problem insufficientAccessRights Of noInformgtion
shall be returned; otherwise, an attributeError with problem nosuchattributeorvalue Stall be
returned.

e

f)

9)

If the operation fails as defined in clause 11.3.5, item 2), subitem v), the valid error returns are one of : if
DiscloseOnError permission is granted to any of the attribute values being altered, a securityError
with problem insufficientAccessRights Of noInformation shall be returned; otherwise, an
attributeError With problem noSuchAttributeorvalue shall bereturned.

If the operation fails as defined in clause 11.3.5, item 2), subitem vi), the valid error returns are one of ; if
DiscloseOnError permission is granted to any of the attribute values being removed, a securityError
with problem insufficientAccessRights Of noInformation shall be returned; otherwise, an
attributeError With problem nosuchattributeorvalue shal be returned.

If the operation fails as defined in clause 11.3.5, item 2), subitem vii) or subitem ix), second bullet point,
asecurityError With problem insufficientAccessRights Of noInformation shall bereturned.
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11.3.6  Madify Entry operation decision pointsfor rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is alocal
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry being
modified, the following sequence of access control applies:

1) |If rule-based entry level permission is not granted to the target entry, then the operation fails with
nameError With problem nosuchobject according to clause 7.11.2.4.

2) Entry level basic-access-controal is applied according to clause 11.3.5.1.

3 —ATTESS TUSt e grantedtoeaciT of theattribute vaues (i —any ) thatare TemovedHTutebaset-aceess
control permission is not granted to any attribute value that is to be removed, the operation,fait$ with
attributeError With problem nosuchAttributeOrvValue

4) Attribute level basic-access-control isapplied asin clause 11.3.5, item 2).

11.4| Modify DN

1141 Modify DN syntax

The Nlodify DN operation is used to change the Relative Distinguished Name of an entty, and/or to move an entiyy to a
new guperior in the DIT. It may be used with object entries, including compound entriesor alias entries.

For family members, its use is restricted to the case where the affected family members stay within the same compound
entry

If thelentry has subordinates, then all subordinates are renamed or moved accordingly (i.e., the subtree remains itact).
The grguments of the operation may be signed (see clause 17.3 of\Rec. ITU-T X.501 | ISO/IEC 9594-2) hy the
requester. If the target component of the securityParameters'(see clause 7.10) in the request is set to signdd and
aresit isto be returned, the result may be signed. Otherwise, thedresult shall not be signed.

DTE 1 — First edition systems may use the operation only to change the Relative Distinguished Name of aleaf entry.

DTE 2 — Second and subsequent edition systems may: use the operation to move entries to a new superior only if the old
perior, the new superior, the entry, and al its subordinates are in the one DSA.

DTE 3 — The operation does not move entries to anew DSA; all entries remain in the original DSA.

DTE 4 — The operation either succeeds or failsinits entirety; it shall not fail with some entries moved and some not movgd. No
fermediate states of the operation shall be externally visible to users of the Directory.

DTE 5 — Some offline activity may be required following this operation to preserve consistency, for example, to bpdate
{ributesin any entries that hold Distinguished Name values that refer to the renamed or moved entry(ies).

NOTE 6 — ThemodifyTimestamp'attribute is not updated for entries subordinate to the renamed or moved entry.

Szz@ez z

Q=2

modiffyDN OPERATION ::=({
ARGFUMENT ModifyDNArgument
REBULT ModifyDNResult

ERRORS {nameEx¥or |
serviceError |
referral |
securityError |
updateError}
CODE id-opcode-modifyDN }
ModifyE ¥

ModifyDNArgumentData ::= SET {
object [0] DistinguishedName,
newRDN [1] RelativeDistinguishedName,
deleteOldRDN [2] BOOLEAN DEFAULT FALSE,
newSuperior [3] DistinguishedName OPTIONAL,

o7

COMPONENTS OF CommonArguments }
ModifyDNResult ::= CHOICE {
null NULL,

information OPTIONALLY-PROTECTED-SEQ { ModifyDNResultData },
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-}
ModifyDNResultData ::= SEQUENCE {
newRDN RelativeDistinguishedName,

e e ey

COMPONENTS OF CommonResultsSeq }

11.4.2 Modify DN arguments

The object argument identifies the entry whose Distinguished Name is to be modified. Aliases in the name shall not

be dereferenced.

The newRDN argument specifies the new RDN of the entry. If the operation moves the entry to a new superior w
chanaimer , ) . .

If an [attribute value in the new RDN does not aready exist in the entry (either as part of the old RDN pr'as 4

where a single value attribute in the RDN has its value changed by the operation. If this\eperation remov|
tribute value of an attribute, that attribute shall be deleted.

ithout

L non-

sflag
shall

s the

The fewsuperior argument, if present, specifies that the entry isto be moved to a new/'superior in the DIT. The
becormes an immediate subordinate of the entry with the indicated Distinguished-Name, which must be an

entry
ready

existing object entry. The new superior shall not be the entry itself or any of its subordinates, or an dlias, or sugh that
the mpved entry violates any DIT structure rules. It is possible that entries suberdinate to the moved entry may \fiolate

the agtive subschema, in which case it is the responsibility of the<{Subschema Administrative Author
makelsubseguent adjustments to these entries to make them consistent with the subschema, as described in clause
Rec. |[TU-T X.501 | ISO/IEC 9594-2.

ty to
14 of

If thelargument is present, the newSuperior bit inthe criticalExtensions parameter in CommonArgumentsd shall

be sef, indicating that this extension is critical.

The fommonArguments (See clause 7.3) includes a specification of the service controls and security parar
applyjng to the request. For the purposes of this operation, the dontDereferencealias oOption and the sizel
comppnent are not relevant and are ignored if provided. Aliases are never dereferenced by this operation.
argument of this operation is to be signed by the requester, the securityParameters (See clause 7.10) comy
shall peincluded in the arguments.

11.4.3 Modify DN results

Should the request succeed, a restlt shal be returned. If this result is to be signed by the Directory
SecufityParameters (See clause-#.10) component of CommonResultsSeq (See clause 7.4), and the new RDN

neters
imit
I the
onent

, the
shall

be in¢luded in the results. If the result is not to be signed by the Directory, no information shall be conveyed wifth the

resul

11.4. Modify DN errers

Should the request-fail, one of the listed errors shall be reported. The circumstances under which the particular
shall pe returned are defined in clause 13.

11.4. MadifyDN decision pointsfor basic access control

errors

locd

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control iS g

matter, except that if accessis denied to the entry, an attribute type or an attribute value, by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a

permission that shall not override a deny of rule-based-access-control.

If basic-access-control isin effect for the entry being renamed, the following access controls apply:

— If the effect of the operation is to change the RDN of the entry, Rename permission is required for the
entry being renamed (considered with its original name). If this permission is not granted, the operation

failsin accordance with clause 11.4.5.1.

— If the effect of the operation is to move an entry to a new superior in the DIT, Export permission is

required for the entry being considered with its original name, and Import permission is required f

or the

entry being considered with its new name. If either of these permissionsis not granted, the operation fails

in accordance with clause 11.4.5.1.
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NOTE 1 —The Import permission shall be provided as prescriptive ACI.

NOTE 2 — No additional permissions are required even if, as aresult of modifying the last RDN of the name, a new distinguished
value needs to be added or an old one removed.

11.45.1 Error returns

If the operation fails as defined in clause 11.4.5, the procedure described in clause 7.11.1 is followed with respect to the
entry being renamed (considered with its original name).

11.4.6 Maodify DN operation decision pointsfor rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is alocal
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permijssion that shall not override a deny of rule-based-access-control.

If rul¢-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for thé entry [being
renanped, the following sequence of access control applies:

1) If rule-based RDN permission is not granted to the target entry, the operation fails with:hameErroz with
problem noSuchobject in accordance with clause 7.11.2.4.
2) Entry level basic-access-control isapplied asin clause 11.4.5.

3) If the effect of the operation is to move the entry to a new superior.in the DIT, rule-based [RDN
permission is required to the new superior, otherwise the operation faits\with nameError with prpblem
noSuchoObject in accordance with clause 7.11.2.4.

115 Change Passwor d

This pperation is intended to be used by Directory usersto change their Qwn’passwords.

11.5.1 Change Password syntax

A Directory Change Password operation is used by a user to chiange a password to prevent password expiration of after
password reset by an administrator. The password may be changed at any time during an application-association. The
user i alowed as many attempts as specified in the pwdMaxCompareFailure attribute. When this limit is reachgd, the
DSA [shall unbind the application-association and, if the pwdcompareLockout attribute is TRUE, lock the accoynt for
pwdCpmpareLockoutDuration.

changePassword OPERATION ::= {
ARFUMENT ChangePasswordArgument

REBULT ChangePasswordResult

ERRORS {securityError |
updateError }

COPE id-opcode-chandePassword }

ChangePasswordArgument’): := OPTIONALLY-PROTECTED-SEQ { ChangePasswordArgumentData }

ChangePasswordArduméntData ::= SEQUENCE {
obfject [0] {PistinguishedName,
olfPwd [1]\/“UserPwd,
newPwd [2) UserPwd,

}

ChangéPasswordResult ::= CHOICE {
nurr NULLY

information OPTIONALLY-PROTECTED-SEQ { ChangePasswordResultData },

)

ChangePasswordResultData ::= SEQUENCE {

o7

.7

COMPONENTS OF CommonResultsSeq }
11.5.2 Change Password arguments

The current password (o1dpwd component) and the new password (newPwd component) have to be supplied in a
Change Password operation. The o1dpwd and newPwd components shall contain a clear or encrypted password.
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11.5.3 Change Password results

If the password is changed successfully, no information is returned by the operation and normal communication may
continue.

1154 Change Password errors

Should the request fail, a securityError Or updateError shall be supplied asfollows:

securityError inappropriateAlgorithms
updateError insufficientPasswordQuality
pwdInHistory
pwdHistoryFull

The citcumstances-underwhich-other errorsshall-be rnpnrfnd aredefinedinclause 13

11.6 Administer Password

This pperation is intended to be used by Directory Administrators to change users passwords. If two free slots gre not
availgble in the userPwdHistory attribute, this operation will free two slots before proceeding.\At the end pf the
successful operation, there will be one free dot for the user to change the password which~has been set hy the
Administrator.

11.6.1 Administer Password syntax

Admijnister password operation is used by an administrator to change a user's password:

admipisterPassword OPERATION ::= {
ARBUMENT AdministerPasswordArgument

REBULT AdministerPasswordResult
ERRORS {securityError |

updateError}
COpDE id-opcode-administerPassword }

AdmihisterPasswordArgument ::=
OP['IONALLY-PROTECTED-SEQ { AdministerPasswordArgumentData }

AdmipisterPasswordArgumentData ::= SEQUENCE {
objject [0] DistinguishedName,
newPwd [1l] UserPwd,

AdmihisterPasswordResult ::= CHOICE {

nufll NULL,

information OPTIONALLY-PROTECTED-SEQ { AdministerPasswordResultData },
AdmihisterPasswordRegultData ::= SEQUENCE {

o 7

ool s

COMPONENTS OF/ CofmonResultsSeq }

11.6.2 Administer Password arguments

The rlew password (newPwd component) has to be supplied in Administer Password operation. The newPwd compgonent
shall fantain aclear or encrypted password.

11.6.3 Administer Password results

If the password is changed successfully, no information is returned by the operation and normal communication may
continue.

11.6.4 Administer Password errors

Should the request fail, a securityError Or updateError shall be supplied as follows:
securityError inappropriateAlgorithms
updateError insufficientPasswordQuality

pwdInHistory

The circumstances under which other errors shall be reported are defined in clause 13.
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12 Operationsfor LDAP messages

The operations for carrying LDAP messages are defined by this clause. These operations are used for carrying all types
of LDAP messages through a Directory infrastructure established according to these Directory Specifications. These
operations are not used on the DAP. They are only used on the DSP between DSAs. However, they are defined in this
Directory Specification to keep together all definitions operation types carried on the DSP.

An LDAP request may eventually be chained to an LDAP server and it may result in multiple results, like for an LDAP
Search operation. The LDAP requester may operate in two different ways:

a) It may collect al the results and return the combined results in an 1dapTransport result. The DSA
bound to the LDAP client shall decompose such combined results before returning them to the LDAP
client.

RetdrA-theresaHs-enre-by-ore-Hri+ PAP vk ‘ arried
inthe 1dapTransport result.

12.1 LDAP Transport operation

12.1.1 LDAP Transport syntax

An LDAP Transport operation is used to carry an LDAP request and some or all of the results. This is achievied by
meank of a specific operation, 1dapTransport defined below. This operation is only relevant if an LDAP request isto
be fowarded to an adjacent DSA.

The ound DSA may sign the 1dapTransport request based on its own identity or based on the identity ¢f the
requester. If the target component of the securityParameters (See clause 7:40) in the request is set to signdd and
aresylt is to be returned, the result together with possible 1inkedLDAP reguests may be signed. Otherwise, the|result
and ppssible 1inkedLDAP requests shall not be signed.

ldapffransport OPERATION ::= {

ARFUMENT LdapArgument

REBULT LdapResult

ERRORS { abandonFailed | abandoned }
COpPE id-opcode-ldapTransport }

LdapArgument ::= OPTIONALLY-PROTECTED-SEQ\{ LdapArgumentData }

LdapArgumentData ::= SEQUENCE {

objject DistinguishedName,
ldppMessage LDAPMessage,
lipkId LinkId OPTIONAL,

ol s

ol s

éOMPONENTS OF CommonArguméntsSeq }

Link[fd ::= INTEGER

LdapResult ::= OPTIONALLY-PROTECTED-SEQ { LdapResultData }
LdapResultDatdy::= SEQUENCE {

ldppMessades SEQUENCE SIZE (1..MAX) OF LDAPMessage OPTIONAL,
refurnToClient BOOLEAN DEFAULT FALSE,

ool s

COMPONENTS OF CommonResultsSeq }

12.1.2 LDAP Transport arguments

The object component shall hold the distinguished name as converted from the LDAP distinguished name in object
Or baseObject component of the LDAPMessage. If the LDAPMessage is an AddRequest, the last RDN shall be
removed.

The 1dapMessage component shall hold the LDAP request as defined by RFC 4511.

The 1ink1d component shall hold a unique identifier that uniquely identifies an outstanding LDAP operation among
other outstanding LDAP operations forwarded to a particular adjacent DSA. This component shall be present for LDAP
operations possibly providing multiple results. Otherwise, it shall be absent.

NOTE 1 — An implementation could use the same value as used for the Invokezd for the chained request.
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CommonArguments Needs not to be filled for components only affecting the performing DSA(S). Performing DSAs
shall act on the embedded L DAP request when performing evaluation.

LDAP controls may specify capabilities corresponding to the components of CommonArguments (See clause 7.3). If
such controls are recognised, relevant for other than the performing DSA(s) and supported by the bound DSA, the
relevant components and/or service controls shall be filled accordingly. Otherwise, the commonArguments shal be
filled as specified in the following. If a component is not referenced below, it shall be encoded as specified in

clause 7.3.

The serviceControls component shall be encoded as follows:

The options subcomponent shall be set asfollows:

a) The preferChaining Service control option may be set according to local policy for the bound
ImYa.\ L+l koot ottt ot e f il bt MOA ot oo wraf. = 2o
O 1T Uno U'JLIUII To oL, TUTO UNIC HIClCIClI\.:C Ul U1IC JUUTNIU oy tricl ol IGIIIIIIU o PIUIC!IW U._)/ond
the adjacent DSA.

b) The chainingProhibited Service control may be set according to local policy for.the bound
DSA. If this option is set, it is the preference of the bound DSA that chaining shall.'hot be done
beyond the adjacent DSA.

NOTE 2 — An adjacent DSA may not react on this service control option, as it might see‘the’request as a chained
request.

¢) Thelocalscope service control option may be set according to local policy for the bound DSA.

d) If the LDAP Don't Use Copy control extension (see IETF RFC-6171) is included in the L DAP
request and supported by the bound DSA, the dontUsecopy(Service control option shall he set.
Otherwise, this service control option may be set according to.|oca policy.

€) The dontDereferencealiases shall be set, if the embedded LDAP request is of a tyge not
allowing dereferencing of aliases. Otherwise, this setvice control option may be set accord|ng to
local policy.

f) The subentries service control option is not televant for intermediate DSAs and shall not bg set.

0) Thecopyshallbo service control option isnot relevant for intermediate DSAs and shall not Qe set.

h) The partialNameResolution shall not be set if the embedded LDAP request is not a $earch
request. Otherwise, it shall be set according to local policy.

i) ThemanageDSAIT Service contrel option is not relevant for intermediate DSAs and shall not he set.

i) ThenosubtypeMatch servige control option is not relevant for intermediate DSAs and shall hot be
Set.

k) ThenosubtypeSelection Service control option is not relevant for intermediate DSAs and shall
not be set.

)  The countFamily Service control option is not relevant for intermediate DSAs and shall not he set.

m) The dontSelectFriends Service control option is not relevant for intermediate DSAs and shall
not be et

n) ThedentMatchFriends Service control option is not relevant for intermediate DSAs and shall not

be.set.

Thepriority service control may be set according to local policy for the bound DSA.

The timeLimit Service control may be set according to local policy for the bound DSA.

The sizeLimit Service control isnot relevant for intermediate DSASs and shall be absent.

ThE scopeOEReferral SUDCOMPONENt May De Set according to focal policy Tor the bound DSA.

The attributesSizeLimit Subcomponent may be set according to local policy for the bound DSA.

ThemanageDSAITPlaneRef subcomponent shall be absent.

The serviceType subcomponent shall be absent.

Theuserclass subcomponent shall be absent.

SecurityParameters component is specified in clause 7.10. If the argument of the operation is to be signed by the
bound DSA, the securityParameters component shall be included. The absence of the securityParameters
component is deemed equivalent to an empty set.
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The requestor component shall be present if the distinguished name of the requester is known from the LDAP Bind
operation. Otherwisg, it shall be absent.

The operationProgress, referenceType, entryOnly, exclusions and nameResolveOnMaster components

aredefined in Rec. ITU-T X.518 | ISO/IEC 9594-4. They are supplied by the bound DSA when acting on a continuation
reference returned by another DSA in response to an earlier operation, and their values are copied by the bound DSA
from the continuation reference. Otherwise, they shall be absent.

The operationContexts and familyGrouping components shall be absent.

12.1.3 LDAP Transport results

An ldapTransport result shall be returned when:
) Al racilic fraom tha l DA R carvar hac hoon callactad v tha |l DAR roauectar ta-batrancmittoad toaeat. er In
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the 1dapTransport result; or

b) all results have been transmitted by 1inkedLDAP requests, except for the last one(s) to be transmit{ed by
the 1dapTransport result.

The dapMessages component shall hold one or more LDAP results as defined by RFC 4511. Thisparameter shall be
present except if the result is for a previous embedded LDAP abandon request or no result_was received for an
abandoned operation. Such IdapTransport results shall be discarded by the bound DSA. When the 1dapMesgages
comppnent is present, the LDAP messages shall be transmitted to the LDAP client one by,one in the same sequence as
provigled in the component.

The Jink1d component shall echo the 1ink1d in the argument in the correspondingldapTransport request.

The geturnToClient component may be present when an LDAP referral is refurned. Otherwise, it shall be absent. If
present and has the value TRUE, it signalsthat the referral shall be returnedtothe LDAP client rather than being handled
by thé bound DSA . It shall be set by the DSA generating the referral {f the referral is generated by an LDAP gerver,
the DISA adjacent to that server may set this component based on knowledge of the policy of the LDAP server| Such
informnation may be supplied by administrative means outside the seope of this Directory Specification.

122 Linked LDAP operation

12.2.1 Linked LDAP syntax

A Linked LDAP operation is used to carry a singléesult of an LDAP multiple results operation. The final result|is not
carrigd by this operation.

linkpdLDAP OPERATION ::= {
AR[GUMENT LinkedArgument
REBULT LinkedResult
COpPE id-opcode-LinkedLDAP }

Link[dArgument ::= OPTIONALLY-PROTECTED-SEQ { LinkedArgumentData }

LinkpdArgumentData %:= SEQUENCE {
objject DistinguishedName,
ldppMessage LDAPMessage,
lipkId LinkId,

refurnToClient BOOLEAN DEFAULT FALSE,

ol s

COMPONENTS OF CommonArgumentsSeq }

LinkedResult ::= NULL

12.22 Linked LDAP arguments

The object argument shall hold the distinguished name of the bound DSA as provided in the dsa component of the
first TraceItem element of the TraceInformation datatype.

The 1dapMessage argument shall hold an LbDAPMessage result.
The 1ink1d component shall hold the same value as provided in the corresponding 1dapTransport request.

The returnTocClient component shall be handled as specified in clause 12.1.3.
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12.2.3 Linked LDAP results

The 1inkedLpapr result shall be returned for each linkedLDAP request received to complete the handling by
intermediate DSASs.

13 Errors

131 Error precedence

The Directory does not continue to perform an operation beyond the point at which it determines that an error is to be
reported.

N@ AR-HrPpHEaHBR-6 A > AaE—tRE St—EH-er-eReotRtereaEan—aHer—o epeCaCeHISTaREESo RE-Same-guf

there is not a specific logical order in which to process a given query. For example, DSAs may be searched in different ordgrs.

OTE 2 — The rules of error precedence specified here apply only to the abstract service provided by the Directory as a yvhole.
Different rules apply when the internal structure of the Directory is taken into account.

Should the Directory simultaneously detect more than one error, the following list determines which.érror is regorted.
An eyor higher in the list has a higher logical precedence than one below it, and is the error whichisreported.

a) nameError,

b) updateError;

C) attributeError;
d) securityError;

€) serviceError.

The fpllowing errors do not present any precedence conflicts:
a) abandonFailed, becauseit is specific to one operation; Abandon, which can encounter no other efror.

b) abandoned, which isnot reported if an Abandon gperation is received simultaneously with the detgction
of an error. In this case, an abandonFailed €f0r with problem tooLate is returned along with the
report of the actual error encountered.

C) referral, Whichisnot a"rea" error, erly an indication that the Directory has detected that the|]DUA
should present its request to another aecess point.

13.2 Abandoned

This putcome may be reported for any gutstanding directory enquiry operation (i.e., Read, Search, Compare, List)|if the
DUA|invokes an Abandon operationtwith the appropriate Invoke1d.It shall be returned as a response to a 1ilst or
searfh request with the pagerResults component included with the value abandongQuery. If the arguments pf the
opergion were signed (seeclause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester or |f the
errofProtection parameter-of the securityParameters datatype was set to signed in the request, then the error
paraneters may be signed, ©therwise, they shall not be signed.

abanfloned ERROR :3< {-- not literally an "error"

PARAMETER OPTIONALLY-PROTECTED { AbandonedData }
CODE id-errcode-abandoned }
AbanflonedbPata ::= SET {
broblem AbandonedProblem OPTIONAL,

o7

COMPONENTS OF CommonResults }

AbandonedProblem ::= ENUMERATED {
pagingAbandoned (0) }

The problem component shall not be present if this error is returned for an Abandon operation.

The problem component shall be present if this error is returned for a 1ist or search request with the pageResults
component included with the value abandonQuery. In this case, the component shall take the value
pagingAbandoned.
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The securityParameters component shall be included in the commonResults (see clause 7.4) if the error is to be

signed.

13.3 Abandon Failed

The abandonFailed error reports a problem encountered during an attempt to abandon an operation. If the argu
of the operation were signed (seeclause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester or

ments
if the

errorProtection parameter of the securityParameters datatype was set to signed in the request, then the error

parameters may be signed. Otherwise, they shall not be signed.

abandonFailed ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { AbandonFailedData }

CODE id-errcode-abandonFailed }
AbanflonFailedData ::= SET {
prpblem [0] AbandonProblem,

oppration [1] InvokeId,

o 7

COMPONENTS OF CommonResults }

AbanflonProblem ::= INTEGER {
nopuchOperation (1),
topLate (2),

capnotAbandon (3) }
The arious parameters have the following meanings.

A particular problem that is encountered is specified. Any of the following-problems may be indicated:

d noSuchoperation —When the Directory has no knowletge of the operation which is to be aban
(this could be because no such invoke took place, or,because the Directory has forgotten about it);

b) tooLate —When the Directory has already responded to the operation;

C) cannotAbandon —When an attempt has been made to abandon an operation for which thisis proh
(e.g., modify), or the abandon could not be-performed.

Theiglentification of the particular operation (invocation) to be abandoned.

The decurityParameters component (see clase 7.10) shall be included in the commonResults (See clause
the eryor is to be signed by the Directory.

The ipformation provided by the error problem can optionally be qualified by the use of thenotification comy
of CojimonResults.

134 Attribute Error

An gttributeError feports an attribute-related problem. If the arguments of the operation were signed
clausg 17.3 of Rec. ITUsT X.501 | ISO/IEC 9594-2) by the requester or if the errorProtection parameter
SecufityParameters data type was set t0 signed in the request, then the error parameters may be S
Otherwise, they,shall not be signed.

attrfibutéBrror ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { AttributeErrorData }

Honed

ibited

7 4) if

onent

(see
bf the
gned.

COpDE id-errcode-attributeError }

AttributeErrorData ::= SET {
object [0] Name,
problems [1] SET OF SEQUENCE {
problem [0] AttributeProblem,

type [1] AttributeType,
value [2] AttributeValue OPTIONAL,
Ny

o7

o7

COMPONENTS OF CommonResults }

AttributeProblem ::= INTEGER {
noSuchAttributeOrvValue (1),
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tributeSyntax (2),
AttributeType (3),
iateMatching (4),
tViolation (5),
OrValueAlreadyExists (6),
olation (7) }

The various parameters have the following meaning.

The object component identifies the entry to which the operation was being applied when the error occurred.

One or more problems May be specified. Each problem (identified below) is accompanied by an indication of the

attribute type,

and, if necessary to avoid ambiguity, the value, which caused the problem:

ad) noSuchAttributeOrvalue — The named entry lacks one of the attributes or attribute values specified
as an argument of the operation.

b) invalidattributeSyntax — A purported attribute value, specified as an argument of the.opetfation,
does not conform to the attribute syntax of the attribute type.

C) undefinedAttributeType — An undefined attribute type was provided as an_argument o the
operation. This error may occur only in relation to addEntry Or modifyEntry Operations.

d) inappropriateMatching — An attempt was made, e.g., in afilter, to use a matching rule not defined
for the attribute type concerned.

€) constraintViolation —An attribute value supplied in the argument.of.an operation does not copform
to the constraints imposed by Rec. ITU-T X.501 | ISO/IEC 9594-2 or-by-the attribute definition (e.g., the
value exceeds the maximum size allowed).

f) attributeOrValueAlreadyExists — An attempt was made te’add an attribute which already existed
in the entry, or avalue which already existed in the attribute

g) contextViolation — A context list or context supplied with an attribute value in the argument|of an
operation does not conform to the constraints impased by Rec. ITU-T X.501 | ISO/IEC 9594-2, by the
context definition (e.g., the context value is not of the'correct syntax), or the DIT Context Use.

The decurityParameters component (see clause 7.10) shall'be included in the commonResults (see clause ¥.4) if

the eryor is to be signed by the Directory.

The information provided by the error problem can optionally be qualified by the use of thenotification comy

of CojnmonRes

135 Name Error

A napeError

opergion were signed (seeclause_17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester or

errofProtec

paranpeters may be signed. Otherwise, they shall not be signed.

ults.

reports a problem related to the name provided as an argument to an operation. If the arguments

tion parameter of\the securityParameters datatype was set to signed in the request, then the

onent

of the
f the
error

rror ERROR ::="{

AMETER ORTIONALLY-PROTECTED { NameErrorData }

E id-errcode-nameError }

rrorData’ : := SET {

blem »'[0] NameProblem,

ched’ [1] Name,
COMPONENTS OF CommonResults }

NameProblem ::= INTEGER {

noSuchObject (1),
aliasProblem (2),
invalidAttributeSyntax (3),
aliasDereferencingProblem (4)
-- not to be used (5)-- }

The various co

mponents have the following meaning.

A particular problem isencountered. Any of the following problems may be indicated:

a)

noSuchobject — The name supplied does not match the name of any object.
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b) aliasProblem— An aliashas been dereferenced which names no object.

C) invalidAttributeSyntax — An attribute type and its accompanying attribute value in an AVA in the
name are incompatible.

d) aliasDereferencingProblem — An aliaswas encountered in a situation where it was not allowed or
where access was denied.

The matched parameter contains the name of the lowest entry (object or alias) in the DIT that was matched, and is a
truncated form of the name provided or, if an aias has been dereferenced, of the resulting name.

NOTE - If there is a problem with the attribute types and/or values in the name offered in a Directory operation argument, thisis
reported via a nameError With problem invalidAttributeSyntax rather than as an attributeError or an

updateError.
The gecurityParameters—€OMmpoRen v.4) if
the eryor is to be signed by the Directory.
The information provided by the error problem can optionally be qualified by the use of the notificatién comgonent

of CopmonResults.

13.6

Referral

Ar

ferral redirects the service-user to one or more access points better equipped to’carry out the reqiiested

opergion. If the arguments of the operation were signed (see clause 17.3 of Rec. ITU-T %501 | ISO/IEC 9594-2) by the

requ
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13.7

er or if the errorProtection parameter of the securityParameters datatype was set to signed |n the
, then the error parameters may be signed. Otherwise, they shall not be signed.

ral ERROR ::= { -- not literally an "error"
AMETER OPTIONALLY-PROTECTED { ReferralData }
E id-errcode-referral }

ralData ::= SET {
didate [0] ContinuationReference,

’

PONENTS OF CommonResults }

ror has a single parameter which contains a.ContinuationReference Which can be used to progregs the
fion (see Rec. ITU-T X.518 | ISO/IEC 9594-4):

DSA isresponding to an LDAP request;the naddresses component of the PresentationAddress datptype
hold one or more LDAP URLs as‘specified in clause 11.4 of Rec. ITU-T X.519 | ISO/IEC 9594-5] This
nation shall be used by the bound' ®SA to create an LDAP referral.

ecurityParameters component (see clause 7.10) shall be included in the commonResults (see clause ¥.4) if
For isto be signed by the Directory.

e acting on a continuation reference, the DUA shall check that an identical request to the one that would be
pted from the contindation reference has not already been issued as a part of processing the same user requegt. If it
ne DUA shall not'act on the continuation reference. This avoids loops.

Security Error

A s

urityError reports a problem in carrying out an operation for security reasons. If the arguments ¢f the

opergion) were signed (see clause17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester or |f the

errorProtection parameter of the securitypParameters datatype was set to signed in the request, then the error
parameters may be signed. Otherwise, they shall not be signed.

securityError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { SecurityErrorData }
CODE id-errcode-securityError }
SecurityErrorData ::= SET ({
problem [0] SecurityProblem,
spkmInfo [1] SPKM-ERROR OPTIONAL,

encPwdInfo [2] EncPwdInfo OPTIONAL,

o7

o7

COMPONENTS OF CommonResults }
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SecurityProblem ::= INTEGER {
inappropriateAuthentication (1),
invalidCredentials (2),
insufficientAccessRights (3),
invalidSignature (4),
protectionRequired (5),
noInformation (6),
blockedCredentials (7),

-- invalidQOPMatch (8), obsolete

spkmError

(9),

unsupportedAuthenticationMethod (10),
passwordExpired (11),
inappropriateAlgorithms (12) }

EncPwdInfo :
algorithms [0] SEQUENCE OF AlgorithmIdentifier

pwfQualityRule [1l] SEQUENCE OF AttributeTypeAndValue OPTIONAL,

The grror has a single parameter, which reports the particular problem encountered. The follewing problems m

indicdted:
)

f)

9)

h)

)

k)

NOTE,— For the Bind operation or Compare operation, one or two algorithms can be specified to check the proposed pas

:= SEQUENCE ({

{{Supportedalgorithms}} OPTIONAL,

inappropriateAuthentication — The level of security associated with(the requester's credent
inconsistent with the level of protection requested, e.g., simple credentials were supplied while
credentials were required.

invalidCredentials — The supplied credentials wereinvalid.

ay be

asis
5trong

insufficientAccessRights — The requester does not-have the right to carry out the reqliested

operation.
invalidsignature — The signature of the request wasfound to be invalid.

protectionRequired — The Directory was unwilling to carry out the requested operation becaul
argument was not signed.

noInformation — The requested operation produced a security error for which no informat
available.

blockedCredentials — The credentials are blocked from consideration for security reasons
because an invalid password has'feen presented too many times in succession). The decision to
this error is governed by the secuirity policy in effect for the DSA.

spkmError — The supplied SPKM token was found to be invalid. The spkmInfo parameter conta
indication that this is an-SPKM error token and the identifier of the SPKM context with which this
is associated.

unsupportedAuthenticationMethod — The authentication method suggested is not supported
DSA.

passwordExpired — The requester cannot log onto the DSA because the password has expired.

password‘has to be reset by an administrator.

inappropriateAlgorithms — The algorithms used to encrypt the password are not compatibls
the’ algorithms stored in the DSA for the entry. The algorithms parameter contains the |
agorithms supported by the DSA.

se the
on is

(eg.,
return

ns an
error

by the
The

b with
ist of
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used by the current password and all the algorithms used by the password present in the history shall be returned.

rithm

The securityParameters component (see clause 7.10) shall be included in the CommonResults (See clause 7.4) if
the error isto be signed by the Directory.

The information provided by the error problem can optionally be qualified by the use of thenotification component
of CommonResults.

13.8 ServiceError

A serviceError reports a problem related to the provision of the service. If the arguments of the operation were
signed (see clause17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester or if the errorProtection
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parameter of the securityParameters datatype was set to signed in the request, then the error parameters may be
signed. Otherwise, they shall not be signed.

serviceError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { ServiceErrorData }
CODE id-errcode-serviceError }
ServiceErrorData ::= SET {
problem [0] ServiceProblem,

o7

o7

COMPONENTS OF CommonResults }

ServiceProblem ::= INTEGER {

Y
vailable

illingToPerform
iningRequired
bleToProceed
inyalidReference
eLimitExceeded
inistrativeLimitExceeded
pDetected

(1)I
(2),
(3)I
(4),
(5)'
(6)'
(7)I
(8)'
(9)I

unpvailableCriticalExtension (10),
oukOfScope (11),
ditkError (12),
inyalidQueryReference (13),
refluestedServiceNotAvailable (14),
ungupportedMatchingUse (15),
ampiguousKeyAttributes (16),
saplBindInProgress (17),
nokSupportedByLDAP (18) }

The

indi

70

ror has a single parameter which reports the particular problem encountered. The following problems njay be

ed:

a) busy — The Directory, or some part of it, isipresently too busy to perform the requested operation, but

may be able to do so after ashort while,
D) wunavailable —The Directory, or some part of it, is currently unavailable.
C) unwillingToPerform — The Ditectory, or some part of it, is not prepared to execute this reques!

, €0,

because it would lead to exeessive consumption of resources or violates the policy of an Adminisrative

Authority involved.

d) chainingRequired--~The Directory is unable to accomplish the request other than by chg
however, chainingwas’prohibited by means of the chainingProhibited Service control option.

ning;

€) unableToProceed — The DSA returning this error did not have administrative authority for the

appropriate-aming context and, as a consequence, was not able to participate in name resolution.

f) invalidReference — The DSA was unable to perform the request as directed by the DUA
OperationProgress) — Thismay have arisen due to using an invalid referral.

, (via

0) timeLimitExceeded — The Directory has reached the limit of time set by the user in a service control.

No partial results are available to return to the user.

authority, and no partial results are available to return to the user.

h)' administrativeLimitExceeded — The Directory has reached the limit set by an adminisTative

i) loopbDetected — The Directory isunable to accomplish this request dueto an internal loop.

j) unavailableCriticalExtension — The Directory was unable to satisfy the request because one or

more critical extensions were not available.
K) outofscope —No referrals were available within the requested scope.
) ditError — The Directory isunable to accomplish the request dueto aDIT consistency problem.

M) invalidQueryReference — The parameters of the requested operation are invalid. This probl
reported if the queryReference in paged resultsisinvalid.

NOTE - This problem is not supported by first edition systems.

Rec. ITU-T X.511 (10/2012)
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requestedServiceNotAvailable — A search request failed within a service-specific administrative
area because no search-rule was available for the search or because the search violated an applicable
search-rule. Additional diagnostic information may be returned together with this service problem. Such
additiona information for different situationsis defined in clause 13.

unsupportedMatchingUse — An attempt was made, eg., in a filter, to use a matching rule not
supported by the DSA when the per formExactly Search option is set.

ambiguousKeyAttributes — A mapping-based matching rule was selected, but the mappable filter
items provided multiple matches against the relevant mapping table. This error situation is accompanied
by anotification attribute, as indicated by the relevant matching-based matching rule.

saslBindInProgress — For some authentication mechanisms, it may be necessary for the requester to
invoke the directoryBind operation multiple times. This is indicated by the responder sending a

y

o 7

Update Error

LeError ERROR ::= {
RAMETER  OPTIONALLY-PROTECTED { UpdateErrorData }

DE id-errcode-updateError }

LeErrorData ::= SET {

bblem [0] UpdateProblem,

tributeInfo [1] SET SIZE «(1..MAX) OF CHOICE {
httributeType AttrdibuteType,

pttribute Attribute{{SupportedAttributes}},

... } OPTIONAL,

servicekrror WILI Probi€m saslBindInProgress. [TIS INUICAES Ndl e responader requir the
reguester to invoke anew directoryBind Operation, with the same saslcredentials mechanism, to
continue the authentication process. If at any stage the requester wishes to abort the preeess, it may
invoke adirectoryBind operation with saslabort Set to TRUE.

notSupportedByLDAP — A DAP request was about to be converted to a corresponding LDAP regquest
by an LDAP requester, but the DAP requester determined that the request could net-be served by LDAP.

ecurityParameters component (see clause 7.10) shall be included in the CommonResults (see clause J.4) if
For isto be signed by the Directory.

hformation provided by the problem component can optionally be qualified-by.the use of the notificdtion
pnent of CommonResults.

pdateError reports problems related to attempts to add, delete, or modify information in the DIB. |f the
nents of the operation were signed (see clause 17.3 of Rec. ITUST X.501 | ISO/IEC 9594-2) by the requester or if
FrorProtection parameter of the securityParametens,data type was set to signed in the request, then the
pbarameters may be signed. Otherwise, they shall not be signed.

COMPONENTS OF CommonResults }
UpdafeProblem :£x“VINTEGER {
napingViolation (1),
obfjectClassViolation (2),
nokAllowedOnNonLeaf (3),
nofkAlYowedOnRDN (4),
enkryAlreadyExists (5),
afffectsMultipleDSAs (8)
objectClassModificationProhibited (7),
noSuchSuperior (8),
notAncestor (9),
parentNotAncestor (10),
hierarchyRuleViolation (11),
familyRuleViolation (12),
insufficientPasswordQuality (13),
passwordInHistory (14),
noPasswordSlot (15) }

The problem parameter reports the particular problem encountered. The following problems may be indicated.

a)

namingViolation — The attempted addition or modification would violate the structure rules of the
DIT as defined in the Directory schemaand Rec. ITU-T X.501 | ISO/IEC 9594-2. That is, it would place
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b)

c)
d)

an entry as the subordinate of an alias entry, or in aregion of the DIT not permitted to a member of its
object class, or would define an RDN for an entry to include a forbidden attribute type.

objectClassViolation — The attempted update would produce an entry inconsistent with the rules
for entry content; for example, its object class definition, the DIT content rules, or with the definitions of
Rec. ITU-T X.501 | ISO/IEC 9594-2 as they pertain to object classes.

notAllowedOnNonLeaf — The attempted operation isonly allowed on leaf entries of the DIT.

notAllowedOnRDN — The attempted operation would affect the RDN (e.g., remova of an attribute
which isa part of the RDN).

entryAlreadyExists — An aftempted addEntry Or modifyDN oOperation names an entry which
aready exists.
NOTE 1 — This includes a conflict caused by RDNs which include multiple distinguished values differentiated

f)
0)

h)

)

k)

m)

n)

o)

by contexts, regardless of context, as described in clause 9.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

affectsMultipleDSAs — An attempted update would need to operate on multiple DSAs whete this
operation is not permitted.

objectClassModificationProhibited — An operation attempted to modify the-structural pbject
class of an entry.

noSuchSuperior —An attempted ModifyDN operation names a new superior entry that does not gxist.

notAncestor — An operation attempted to delete a compound entry without-Specifying the ancegtor as
the object.

parentNotAncestor — An operation attempted to establish an entry as an immediately hierarthical
child under afamily member that is not the ancestor.

hierarchyRuleViolation —An operation attempted to break arule applicable to a hierarchica group:
a hierarchical group has to be completely outside any sefvice-specific administrative area or has{to be
completely contained within a service-specific administrative area; hierarchical group is confinefl to a
single DSA.
familyRuleViolation — An operation attempted to break a rule applicable to families within a
compound entry.

insufficientPasswordQuality — Thenew password does not satisfy the quality rules (no frivia
passwords, mixture of characters, too shert, etc) imposed by the Directory.

NOTE 2 - When the password is not transmitted in clear text to the DSA, the quality rule cannot be checked by the
DSA but only by the DUA.

passwordInHistory — Thé new password has been found in the history kept by the Directory.
noPasswordSlot — There are no free slots left in the password history.

The 4qttributeInfo parameter identifies the particular attribute type(s) and possibly value(s) causing a problem} If an
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btClassViolation IS _being reported, an attribute item shall be present indicating the objectdlass
Iite type and listing the ebject class(es) that caused the problem; additional attributeType items may also be
nt (e.g.,
DTE 3 —
addEntry, remoVeEntry, modifyEntry, Of modifyDN operation. Such problems are reported viaan attributeErrdr.

to identify missing mandatory attributes or extraneous attributes).
The upddteError iS not used to report problems with attribute types, values, or constraint violations encountered in

ecurityParameters component (see clause 7.10) shall be included in the CommonResults (see clause J.4) if
For isto be signed by the Directory.

nformeation provided by the error problem can optionally be qualified by the use of thenotification comgonent
of commonRresUITS.

Analysis of search arguments

This clause is only relevant for a Search operation starting its initial evaluation phase within a service-specific
administrative area.

This procedure has two purposes:

72

a)

It provides the search-validation function (see clause 16.12 of Rec. ITU-T X.501 | ISO/IEC 9594-2).
However, the search-validation function does not produce error information. If during the procedure an
error is encountered, the evaluation stops and returns FALSE; otherwise, it returns TRUE. A search-
validation against an empty search-rule will always return TRUE.
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It is the procedure to be used when no governing-search-rule can be located and where it is possible to
identify a single search-rule the searchargument can be evaluated againgt, to identify why the search
request failed. When an error condition is found in this case, the evaluation stops, the necessary
diagnostic information is supplied in the notification component of the CommonResults data type
and a service error with problem requestedserviceNotAvailable is returned. What diagnostic
information isincluded, depends on the type of error identified.

NOTE — According to the specification above, a search request may be evaluated twice against the same search-rule. How this
could be optimized is not part of this specification, but is an implementation decision.

The procedure assumes that an implementation will not allow an invokable search-rule to:

specify unsupported attribute types, context types, matching rules, matching restrictions, etc.;
specify mapping-based matching algorithms that are unsupported or not relevant for the type of search

for which the search-rule s governing;
specify matching rule substitutions that would violate the search-rule;
refer to optional search-rule features not supported by the implementation; or

The gvaluation is performed by first checking whether the filter violates some basic resfrictions using the follpwing

If there are attribute types represented in the filter but not represented-by any request-attribute-profile in
the inputAttributeTypes Search-rule component, the notification shall contain:

— asearchServiceProblem Notification attribute with thevalle id-pr-searchAttributevViolation;
— a serviceType natification attribute which has as value the serviceType component ¢f the

— anattributeTypeList notification attribute which has as values the object identifiers identjfying
theillegal attribute types.

If there are attribute types only represented by negated filter items, then the notification| shall

—  asearchServiceProblem Notification atribute with thevalue id-pr-attributeNegationViolation;
— a serviceType natification attribute which has as value the serviceType component ¢f the

— an attributeTypeList notification attribute where the values are the object identifiers
identifying the attribute typesillegally negated in the filter.

Check that the condition specified in the attributeCombination is fulfilled with respect {o the
non-negated presence of attribute types. If mandatory attribute types, i.e, attribute type$ that
unconditionally have to be represented by non-negated filter items in the filter, are missing ip any
subfilter-the notification shall contain:

- & searchServiceProblem notification attribute with the value id-pr-
missingSearchAttribute,

= a serviceType natification attribute which has as value the serviceType component ¢f the

. fying
the missing attribute types.

If arequired combination is not present, thenotification shal contain:

— asearchServiceProblem Nnotification attribute with the value
id-pr-searchAttributeCombinationViolation,

— a serviceType notification attribute which has as value the serviceType component of the

— @nattributeCombinations notification attribute identifying the missing combination(s).

— beinconsistent or erroneous.
14.1 General check of search filter
procedure:
1)
search-rule; and
2)
contain:
search-rule; and
3)
search-rule; and
= dl attributeTvpelis
search-rule; and
4)

For request-attribute-profiles which have a selectedvalues subcomponent but the set of values is
empty, it is checked whether there is any filter item for those attribute types that do not meet one of the
following requirements:
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5

the filter item is of type present and the contexts subcomponent is not present in the
request-attribute-profile; or

the filter item is of type contextPresent and the contexts subcomponent is present in the
request-attribute-profile.

If the above check fails for any filter item, thenotification shall contain:

asearchServiceProblem Notification attribute with the value id-pr-searchvalueNotAllowed;

a serviceType hotification attribute which has as value the serviceType component of the
search-rule; and

a filterItem hotification attribute with the failing filtersitems as values.

For request-attribute-profiles which have a contexts subcomponent, it is checked whether there are any

6)

14.2 Check of request-attribute-profiles

filter items that refer to context types not included in this subcomponent. If so, the notificatior shall

contain:

asearchServiceProblem Notification attribute with the value id-pr-searchContextViolatfion;

a serviceType hotification attribute which has as value the serviceTypecomponent ¢f the
search-rule; and

a contextTypeList notification attribute which has as values the object‘identifiers for the {llegal
context types.

If the allowed choice for the subset component is taken in the search-rule, it is checked whether the
subset argument of the searchargument complies with that specifieation. If not, the notificdtion

shall contain:

a searchServiceProblem notification attribute with the value id-pr-
searchSubsetViolation; and

a serviceType hotification attribute which has & value the serviceType component ¢f the
search-rule.

If the|above procedure did not yield any error, it has to-bechecked for each subfilter that any attribute type repregented

evalupted. For an attribute type to be effectivelypresent in a subfilter, it has to be represented by at |
non-riegated filter item that complies with the corresponding request-attribute-profile. A non-negated filter i
evalupted using the procedure below.

The non-negated filter items are checked in the following order:

1)
2)

3)

If aslibfilter fails the-evaluation, the evaluation stops and error information is returned as detailed below.

in that subfilter is also effectively present. This procedure does not specify any order in which subfilters shoalld be

one
is

the filter items for theattribute types that unconditionally have to be represented are checked fof each

subfilter;

the filter items.for the attribute types that conditionally have to be represented are checked fof each

subfilter; ane
the remaining filter items are checked for each subfilter.

If an pttribute:type in a subfilter is represented by several non-negated filter items, each such filter item isin pripciple

checled until~either a complying filter item is found or al filter items are checked. If a filter item fails during the
procedure, it is dropped for further evauation. It is the last filter item to fail for the attribute type that determi n'%

the

H ks H 4 ki oy (]
dldglluuu, O TIatror retar e

A filter item is evaluated using the following procedure:

1)

If the selectedvalues component in the request-attribute-profile is absent; or if it is present and
non-empty, check whether the filter item is of type equality, substrings, approximateMatch Of
extensibleMatch. If not, thenotification shall contain:

asearchServiceProblem Notification attribute with the value id-pr-searchvalueRequired;

a serviceType hotification attribute which has as value the serviceType component of the
search-rule; and

an attributeTypeList notification attribute which has as value the object identifier identifying
the attribute type from the filter item.
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If the selectedvalues subcomponent in the corresponding request-attribute-profile is present and non-
empty, check whether the filter item fails to match any value specified in that subcomponent. If so, the
notification shall contain:

asearchServiceProblem Notification attribute with thevalue id-pr-invalidsearchvalue;

a serviceType hotification attribute which has as value the serviceType component of the
search-rule; and

afilterItem notification attribute with the failing filter item as the only value.

If the contexts subcomponent is not present, continue with the next subclause.

Check that the condition specified in the contextCombination subcomponent is fulfilled with respect

If arequired combination is not present, thenotification shal contain:

asearchServiceProblem Notification attribute with thevalue id-pr-missingSearchContext;

a serviceType notification attribute which has as value the serviceType component ¢f the
search-rule;

an attributeTypeList notification attribute which has as a single value(thie object ideftifier
identifying the attribute type from the filter item;

a contextTypeList notification attribute with the object identifiers) identifying the missing
context types.

asearchServiceProblem Notification attribute with the vaue
id-pr-searchContextCombinationViolation,

a serviceType hotification attribute which has as\value the serviceType component ¢f the
search-rule;

an attributeTypeList notification attribute’which has as the only value the object identifier
identifying the attribute type from the filter item;

acontextCombinations notification attribute identifying the missing combination(s).

Check if the context assertions for the attfibute type in the subfilter are all included in the conyexts

subcomponent. If not, the notification shall contain:

asearchsServiceProblem Rotification attribute with the value id-pr-searchContextViolatfion,

a serviceType hotifieation attribute which has as value the serviceType component ¢f the
search-rule;

an attributeTypeList notification attribute which has as the only value the object identifier
identifying the-attribute type from the filter item; and

a contextTypeList notification attribute which has as values the object identifiers ident|fying
the context types not allowed for the attribute type.

If contextvalues are included for any of the context types in the contexts subcomponent ¢f the
request-attribute-profile, check whether any of the context assertions specified for the attribute type in
the'\'subfilter contains values not specified for the corresponding context types in conyexts

subcomponent. If so, thenotification shall contain;

asearchServiceProblem Natification atributewith thevaue id-pr-searchContextValueViolatjon;

a serviceType notification attribute which has as value the serviceType component ¢f the

search-rule;

an attributeTypeList notification attribute which has as the only value the object identifier
identifying the attribute type from the filter item; and

acontextList notification attribute which has as values the context assertions not allowed for the
attribute type.
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14.3 Check of controlsand hierarchy selections

If the search request fails the test against the control and hierarchy selections as specified in clause 16.10.5 of
Rec. ITU-T X.501 | ISO/IEC 9594-2, the procedure in this clause is performed.

1) If the defaultcontrols component of the search-rule or the hierarchyoptions subcomponent of
the defaultControls iSabsent, and the search request specifies hierarchy selections beside sel £, then
thenotification shal contain:

— asearchServiceProblem Nnatification atribute with the vaue id-pr-hierarchySelectForbidden,;
and

— a serviceType natification attribute which has as value the serviceType component of the
search-rule.

2) I Nere are nierarchny Salect opuons 1 the Tequest thal are not aTowed, Or SOme Selections are mjssing
according to the combination of the defaultControls and mandatoryControls components pf the
search-rule, then thenotification shall contain:

— asearchServiceProblem notification attribute with thevalue id-pr-invalidHiefarchySellect;

— a serviceType natification attribute which has as value the serviceType component ¢of the
search-rule; and

— a hierarchySelectList notification attribute which has as value(abitstring identifying the
invalid hierarchy selection options.

3) If there are hierarchy select options in the request that are not supported’by the DSA and which ge not
covered by 2), then the notification shal contain:

—  asearchServiceProblem notification atribute with the value id- pr-unavailableHierarchySelect;

— a serviceType natification attribute which has as{value the serviceType component ¢of the
search-rule; and

— a hierarchySelectList notification attributerwhich has as value a bitstring identifying the
unsupported hierarchy selection options.

4) If there are search control options (as defined by clause 10.2.1) in the request that are not allowpd, or
some options are missing according-10 the combination of the defaultControls| and
mandatoryControls components of the'search-rule, then thenotification shall contain:

—  asearchServiceProblem natificgion atributewith thevaue id-pr-invalidSearchControlOpti¢ns;

— a serviceType natification attribute which has as value the serviceType component ¢f the
search-rule; and

— asearchControlOptionsList notification attribute which has as value a bitstring identjfying
the invalid seareh control options.

5) If there are service/control options in the request that are not alowed or some options are missing
according to the combination of the defaultControls and mandatoryControls components pf the
search-rulg\then thenotification shall contain:

—  asearchServiceProblem Natificaion atributewith thevaue id-pr-invalidServiceControlOptjions;

— {Aa'serviceType notification attribute which has as value the serviceType component of the
search-rule; and

~ aserviceControlOptionsList notification attribute which has as value a bitstring identjfying
the invalid service control options.

144  Check of matching use

In the search-validation procedure, this clause represents the last step in the validation and it is assumed that the
search request has passed al other validation steps. A search-rule failing this last step is put on the MatchProblemSR
list (seeclause 19.3.2.2.1, item 3) of Rec. ITU-T X.518 | ISO/IEC 9594-4).

If the search request does not comply with the matchingUse requirement as specified in clause 16.10.2 of
Rec. ITU-T X.501 | ISO/IEC 9594-2 for any of the request-attribute-profiles, then a notification for one of the
failing request-attribute-profiles shall contain:

- a searchServiceProblem notification attribute with the value id-pr-
attributeMatchingViolation if the matching restriction is violated, or with the value id-pr-
unsupportedMatchingUse if the matching ruleisto be applied in an unsupported way;
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— aserviceType notification attribute which has as value the serviceType component of the search-
rule;

— an attributeTypeList notification attribute which has as the only value the object identifier
identifying the attribute type; and
— for the matching restriction that is violated, additional notification attributes as specified by the
specification for that matching restriction.
NOTE — When severa request-attribute-profiles fail the validation, it is alocal matter to select which one for which to create a

notification.
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Annex A

Abstract Servicein ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value and information object definitions contained in this Directory
Specification in the form of the ASN.1 module DirectoryAbstractService.

DirectoryAbstractService {joint-iso-itu-t ds(5) module(1)
directoryAbstractService(2) 7} DEFINITIONS ::=
BEGIN

IMPORTS

EKPORTS All

The types and values defined in this module are exported for use in the othexr\ASN.
mpdules contained within these Directory Specifications, and for the use of‘other
applications which will use them to access Directory services. Other applications
uge them for their own purposes, but this will not constrain extensionsy,and
mpdifications needed to maintain or improve the Directory service.

atkributeCertificateDefinitions, authenticationFramework, basicAccessControl,
coEmonProtoc01Specification, directoryShadowAbstractService;
t

di

pa

Atfkribute{}, ATTRIBUTE, AttributeType, AttributeTypeAndValue, AttributeTypeAssertio
AttkributeValue, AttributeValueAssertion, CONTEXT, ContextAssertion,
igptinguishedName, MATCHING-RULE, Name, OBJECT-CLASS,
RellativeDistinguishedName, SupportedAttributes, SupportedContexts

RellaxationPolicy

OPFIONALLY-PROTECTED{}, OPTIONALLY-PROTECTED-SEQ{}

ActessPoint, ContinuationReference, Exclusions, OperationProgress, ReferenceType

Cofle, ERROR, »id-errcode-abandoned, id-errcode-abandonFailed,
idlerrcodé-attributeError, id-errcode-nameError, id-errcode-referral,
idferrcode-securityError, id-errcode-serviceError, id-errcode-updateError,
idfopcode-abandon, id-opcode-addEntry, id-opcode-administerPassword,

id} opcode-compare, id-opcode-changePassword, id-opcode-ldapTransport,

id lo-linkedLDAR _id lon1 i d 3 34 £3DN,

from Rec. ITU-T X.501 | ISO/IEC 9594-2

ributedOperations, enhancedSecurity, id-at, informationFramework,
swordPolicy, selectedAttributeTypes, serviceAdministration
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 7}

FROM InformationFramework informationFramework

FROM ServiceAdministration serviceAdministration

FROM EnhancedSecurity enhancedSecurity

from Rec. ITU-T X.518 | ISO/IEC 9594-4

FROM DistributedO@perations distributedOperations

rom Rec. ITULT\X.519 | ISO/IEC 9594-5

=)

may

id-opcode-modifyEntry, id-opcode-read, id-opcode-removeEntry,
id-opcode-search, InvokeId, OPERATION

FROM CommonProtocolSpecification commonProtocolSpecification

-- from Rec. ITU-T X.520 | ISO/IEC 9594-6

78

Di

su;

rectoryString{}, UnboundedDirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes

from Rec. ITU-T X.509 | ISO/IEC 9594-8

AlgorithmIdentifier{}, CertificationPath, ENCRYPTED{}, HASH{}, SIGNED{},

pportedAlgorithms
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FROM AuthenticationFramework authenticationFramework

UserPwd

FROM PasswordPolicy passwordPolicy

AttributeCertificationPath
FROM AttributeCertificateDefinitions attributeCertificateDefinitions

-- from Rec. ITU-T X.525

AgreementID

| ISO/IEC 9594-9

FROM DirectoryShadowAbstractService directoryShadowAbstractService

from IETF RFC 2025

SPKM-ERROR, SPKM-REP-TI,

from IETF RFC 4511

LDAPMessage

SPKM-REQ

FROM SpkmGssTokens {iso(l) identified-organization(3) dod(6) internet (1)
security(5) mechanisms(5) spkm(l) spkmGssTokens (10)}

FROM Lightweight-Directory-Access-Protocol-V3 {iso(l) identified- organization(3)

dod(p) internet (1)
directory(1l) 1ldap(18)} ;

-- Cpmmon data types

CommpnArguments ::= SET {
sefviceControls [30] ServiceControls DEFAULT ~{}.,
sepurityParameters [29] SecurityParameters OPTIONALy
refjuestor [28] DistinguishedName OPTIONAL,
opprationProgress [27] OperationProgress

DEFAULT {nameResolutionPhase notStarted},

alliasedRDNs [26] INTEGER OPTIONAL,
criiticalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
enkryOnly [23] BOOLEAN DEFAULT TRUE,
exflusions [22] Exclusions OPTIONAL,
napeResolveOnMaster [21] BOOLEAN DEFAULT FALSE,
opprationContexts [20] ContextSelection OPTIONAL,
familyGrouping [19] FamilyGrouping DEFAULT entryOnly,
oeb 3

CommpnArgumentsSeq ::= SEQUENCE {
sefviceControls [30]\) ServiceControls DEFAULT {},
sepurityParameters [29) SecurityParameters OPTIONAL,
refjuestor [28] DistinguishedName OPTIONAL,
opprationProgress [27] OperationProgress

DEFAULT {nameResolutionPhase notStarted},

aljiasedRDNs [26] INTEGER OPTIONAL,
criiticalExtensions [25] BIT STRING OPTIONAL,
referenceTypé [24] ReferenceType OPTIONAL,
enkryOnly [23] BOOLEAN DEFAULT TRUE,
exflusions [22] Exclusions OPTIONAL,
napeResolveOnMaster [21] BOOLEAN DEFAULT FALSE,
opprationContexts [20] ContextSelection OPTIONAL,
familyGrouping [19] FamilyGrouping DEFAULT entryOnly,

FamilyGrouping ::= ENUMERATED ({
entryOnly (1),
compoundEntry (2),
strands (3),
multiStrand (4),
.o}

CommonResults ::= SET {
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE,
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notification [27] SEQUENCE SIZE (1..MAX) OF Attribute
{{SupportedaAttributes}} OPTIONAL,
e}
CommonResultsSeq ::= SEQUENCE {
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE,
notification [27] SEQUENCE SIZE (1..MAX) OF Attribute
{{Supportedattributes}} OPTIONAL,
.o}
ServiceControls ::= SET {
options [0] ServiceControlOptions DEFAULT {},
PrEorIty ] I 7 r
tippeLimit [2] INTEGER OPTIONAL,
sipeLimit [3] INTEGER OPTIONAL,
scppeOfReferral [4] INTEGER {dmd(0), country(l)} OPTIONAL,
atkributeSizeLimit [5] INTEGER OPTIONAL,
mahageDSAITPlaneRef [6] SEQUENCE {
isaName Name,
pgreementID AgreementID,
...} OPTIONAL,
sefviceType [7] OBJECT IDENTIFIER OPTIONAL,
usprClass [8] INTEGER OPTIONAL,
)
ServjiceControlOptions ::= BIT STRING {
preferChaining (0),
chEiningProhibited (1),
lofalScope (2),
doptUseCopy (3),
dontDereferenceAliases (4),
supentries (5),
copyShallDo (6),
pafrtialNameResolution (7).,
mahageDSAIT (8),
nopubtypeMatch (9),
nopubtypeSelection (10),
cointFamily (11),
dopntSelectFriends (12),
doptMatchFriends (13),
alllowWriteableCopy (14)}
EntryInformationSelection ;= SET {
atfributes CHOICE {
llUserAttributes [0] NULL,
Eelect [1] SET OF AttributeType
- - empty set implieés no attributes are requested -- } DEFAULT allUserAttributes:NULL,
infoTypes [2] INTEGER {
attributeTypesOnly (0),
attributeTypesAndValues (1)} DEFAULT attributeTypesAndValues,
exfraAttributes CHOICE {
hllOperationalAttributes [3] NULL,
elect [4] SET SIZE (1l..MAX) OF AttributeType } OPTIONAL,
cohtextSelection ContextSelection OPTIONAL,
regurnContexts BOOLEAN DEFAULT FALSE,
familyReturn FamilyReturn DEFAULT
{memberSelect contributingEntriesOnly} }
ContextSelection ::= CHOICE (
allContexts NULL,
selectedContexts SET SIZE (1..MAX) OF TypeAndContextAssertion,
.o}
TypeAndContextAssertion ::= SEQUENCE {
type AttributeType,
contextAssertions CHOICE {
preference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion,
Y
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)

FamilyReturn ::= SEQUENCE (
memberSelect  ENUMERATED {
contributingEntriesOnly (1),
participatingEntriesOnly (2),

compoundEntry (3),
...},
familySelect SEQUENCE SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
e}
EntryInformation ::= SEQUENCE {
name Name,
fromEntry BOOLEAN DEFAULT TRUE,
in C1lOIl oLl olahbh \J...MI'LA) Ul COoUlCL {
EttributeType AttributeType,
ttribute Attribute{{SupportedAttributes}},
...} OPTIONAL,
infompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in first edition systems
paftialName [4] BOOLEAN DEFAULT FALSE, -- not in first or second edition systlems
defkivedEntry [5] BOOLEAN DEFAULT FALSE, -- not in pre-fourth edition) systems -|-
by
familly-information ATTRIBUTE ::= {
WITH SYNTAX FamilyEntries
USAGE directoryOperation
ID id-at-family-information }
FamillyEntries ::= SEQUENCE {
family-class OBJECT-CLASS.&id, -- structural object elass value
fapmilyEntries SEQUENCE OF FamilyEntry,
-ebd
FamillyEntry ::= SEQUENCE {
rd RelativeDistinguishedName,
information SEQUENCE OF CHOICE {
ttributeType AttributeType,
ttribute Attribute{{SupportedAttxributes}},
Ny
family-info SEQUENCE SIZE (1l..MAX).OF FamilyEntries OPTIONAL,
by
Filtpr ::= CHOICE {
itpm [0] FilterItem,
anfl [1] SET OF Filter,
or [2] SET OF Filter,
nokt [3] Filter,
o
FiltprItem ::= CHOICE {
eqpality [0] AttributeValueAssertion,
supstrings [1] SEQUENCE {
Lype ATTRIBUTE. &id ({SupportedAttributes}),
Etrings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
any [1] ATTRIBUTE.&Type
({SupportedAttributes;{@substrings.type;),
final [2] ATTRIBUTE.&Type
({supportedAttributes}{@substrings.type}),
control Attribute{{SupportedAttributes}},
-- Used to specify interpretation of following items
...}
...}
greaterOrEqual [2] AttributeValueAssertion,
lessOrEqual [3] AttributeValueAssertion,
present [4] AttributeType,
approximateMatch [5] AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion,
contextPresent [7] AttributeTypeAssertion,
e}
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MatchingRuleAssertion ::= SEQUENCE {
matchingRule [1] SET SIZE (1..MAX) OF MATCHING-RULE.&id,
type [2] AttributeType OPTIONAL,
matchvValue [3] MATCHING-RULE.&AssertionType (CONSTRAINED BY ({
-- matchValue shall be a value of type specified by the &AssertionType field of
-- one of the MATCHING-RULE information objects identified by matchingRule -- }),
dnAttributes [4] BOOLEAN DEFAULT FALSE,

o}

PagedResultsRequest ::= CHOICE {
newRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE SIZE (1l..MAX) OF SortKey OPTIONAL,

FEveErse Il BOOLEANDEFAULT FALSE;
inmerged [2] BOOLEAN DEFAULT FALSE,
bageNumber [3] INTEGER OPTIONAL,
L.},

qupryReference OCTET STRING,
abpndonQuery [0] OCTET STRING,

oy

SortKey ::= SEQUENCE {
type AttributeType,
orfleringRule MATCHING-RULE.&id OPTIONAL,

)

SecufityParameters ::= SET {
cefrtification-path [0] CertificationPath OPTIONAL,
name [1] DistinguishedName OPTIONAL,
tipme [2] Time OPTIONAL,
rahdom [3] BIT STRING OPTIONAL,
tafpget [4] ProtectionRequest, OPTIONAL,
-- [5] Not to be used
opprationCode [6] Code OPTIONAL,
-- [7] Not to be used
erforProtection [8] ErrorProtectionRequest OPTIONAL,
erfporCode [9] Code OPBRTIONAL,

)
ProtpctionRequest ::= INTEGER {none(0), signed(1)}
Time| : := CHOICE {

utpTime UTCTime,
geheralizedTime GeneralizedTime,

oy

ErrofProtectionRequest( ::= INTEGER {none(0), signed(1)}
-- Bind and unbind“operations

direfptoryBind ORERATION ::= {
ARBUMENT _DifectoryBindArgument

REBULT DirectoryBindResult
ERRORS {directoryBindError} }
Direft6ryBindArgument ::= SET {
credentials [0] Credentials OPTIONAL,
versions [1] Versions DEFAULT {v1},
e}
Credentials ::= CHOICE {
simple [0] SimpleCredentials,
strong [1] StrongCredentials,
externalProcedure [2] EXTERNAL,
spkm [3] SpkmCredentials,
sasl [4] sSaslCredentials,
.o}
SimpleCredentials ::= SEQUENCE {
name [0] DistinguishedName,
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StropgCredentials ::= SET (
certification-path [0] CertificationPath OPTIONAL,
bihd-token [1] Token,
name [2] DistinguishedName OPTIONAL,
atkributeCertificationPath [3] AttributeCertificationPath OPTIONAL,
L
Spkmfredentials ::= CHOICE {
ref [0] SPKM-REQ,
rep [1] SPKM-REP-TI,
Saslfredentials ::= SEQUENCE (
mefhanism [0] DirectoryString{ub-saslMechanism},
crpdentials [1] OCTET STRING OPTIONAL,
saglAbort [2] BOOLEAN DEFAULT FALSE,
ub-spslMechanism INTEGER ::= 20 -- According to RFC 2222
Tokep ::= SIGNED{TokenContent}
TokepContent ::= SEQUENCE {
aljorithm [0] AlgorithmIdentifier{{SupportedAlgorithms}},
name [1] DistinguishedName,
time [2] Time,
rapdom [31 BIT STRING,
repponse [4] BIT STRING OPTIONAL,
L
Versfions ::= BIT STRING {~1.0), v2(1)}
DireftoryBindResult ::5 SET {
crpdentials [0)] Credentials OPTIONAL,
vefpsions [1] Versions DEFAULT {vl1},

lidity [1] SET {
timel [0] CHOICE {

utc UTCTime,

gt GeneralizedTime} OPTIONAL,
time2 [1] CHOICE {

utc UTCTime,

gt GeneralizedTime} OPTIONAL,

randoml [2] BIT STRING OPTIONAL,

random2 [3] BIT STRING OPTIONAL} OPTIONAL,
ssword [2] CHOICE {

unprotected OCTET STRING,

protected HASH{OCTET STRING},

« ooy

userPwd [0] UserPwd } OPTIONAL }

| SO/l EC 9594-3:2014 (E)

o 7

pwResponseValue [2] PwdResponseValue OPTIONAL }

PwdR
wa

er

dire
PA

sponseValue ::= SEQUENCE {
ningCHOICE {
imeLeft [0] INTEGER (0..MAX),

raceRemaining [1] INTEGER (0..MAX),

... J OPTIONAL,

ror  ENUMERATED {
passwordExpired (0),
changeAfterReset (1),
... } OPTIONAL}

ctoryBindError ERROR ::= {
RAMETER OPTIONALLY-PROTECTED {SET (
versions [0] Versions DEFAULT {vl},
error CHOICE {
serviceError [1] ServiceProblem,
securityError [2] SecurityProblem,
Y
securityParameters [30] SecurityParameters OPTIONAL }}}
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BindKeyInfo ::= ENCRYPTED{BIT STRING}

-- Operations, arguments, and results

read OPERATION ::= {
ARGUMENT ReadArgument
RESULT ReadResult
ERRORS {attributeError |
nameError |
serviceError |
referral |
abandoned |
S'Ecurll:yn.x.:.u:.}
CODE id-opcode-read }
ReadArgument ::= OPTIONALLY-PROTECTED { ReadArgumentData }
ReadhrgumentData ::= SET {
obfject [0] Name,
sellection [1] EntryInformationSelection DEFAULT {},

mofli fyRightsRequest [2] BOOLEAN DEFAULT FALSE,

ool s

COMPONENTS OF CommonArguments }
ReadResult ::= OPTIONALLY-PROTECTED { ReadResultData }
ReadResultData ::= SET {

enkry [0] EntryInformation,

moflifyRights [1] ModifyRights OPTIONAL,

ool s

ool s

COMPONENTS OF CommonResults }
ModifyRights ::= SET OF SEQUENCE {
itpm CHOICE {
ntry [0] NULL,
ttribute [1] AttributeType,
ralue [2] AttributeValueAssertion,
L ..},
pefmission [31 BIT STRING {
pdd (0),

Femove (1),
rename (2),
fove (3) 3},

Sy

comppre OPERATION &+ {
ARGUMENT CompareArgument

REBULT CompareResult
ERRORS {attributeError |
nameError |
serviceError |
referral |
abandoned |
securityError;
CODE id-opcode-compare }
CompareArgument ::= OPTIONALLY-PROTECTED { CompareArgumentData }
CompareArgumentData ::= SET {
object [0] Name,
purported [1] AttributeValueAssertion,
COMPONENTS OF CommonArguments }
CompareResult ::= OPTIONALLY-PROTECTED { CompareResultData }
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CompareResultData ::= SET {
name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [1] BOOLEAN DEFAULT TRUE,
matchedSubtype [2] AttributeType OPTIONAL,

« e ey

e e ey

COMPONENTS OF

abandon OPERATION
ARGUMENT AbandonArgument

CommonResults }

ri=

RESULT AbandonResult
ERRORS {abandonFailed}
CODE id-opcode-abandon }

AbanflonArgument

OPFIONALLY-PROTECTED-SEQ { AbandonArgumentData }

AbanflonArgumentData ::= SEQUENCE {
InvokeId,

inyokeID [0]

oy

AbanflonResult ::= CHOICE {

nufll NULL,

information OPTIONALLY-PROTECTED-SEQ { AbandonResultData },
AbanfionResultData ::= SEQUENCE {

inpokeID InvokeId,

ool s

ool s

COMPONENTS OF CommonResultsSeq }

list| OPERATION

ARUMENT ListArgument
REBULT ListResult
ERRORS {nameError |
serviceError |
referral |
abandoned |
securityError}
CODE id-opcode-list }

ListArgument ::= OPTIONALLY-PROTECTED { ListArgumentData }

ListArgumentData

obfject
pagedResults
ligtFamily

ool s

[0]
[1]
[2]

::= SET

{

Namey,
PagedResultsRequest OPTIONAL,
BOOLEAN DEFAULT FALSE,

COMPONENTS OF CommonArguments
}
ListResult.: := OPTIONALLY-PROTECTED { ListResultData }
ListRegultData ::= CHOICE {
listInfo SET {
name Name OPTIONAL,
subordinates [1] SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE,
Y

partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,

e e ey

ooy

COMPONENTS OF CommonResults
uncorrelatedListInfo [0] SET OF ListResult,

Rec. ITU-T X.511 (10/2012) 85


https://standardsiso.com/api/?name=6dd2b717bb49b04ae7ac0c1be0797c76

| SO/l EC 9594-3:2014 (E)

PartialOutcomeQualifier ::= SET {
limitProblem [0] LimitProblem OPTIONAL,
unexplored [1] SET SIZE (1l..MAX) OF ContinuationReference OPTIONAL,
unavailableCriticalExtensions [2] BOOLEAN DEFAULT FALSE,
unknownErrors [3] SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type OPTIONAL,
queryReference [4] OCTET STRING OPTIONAL,
overspecFilter [5] Filter OPTIONAL,
notification [6] SEQUENCE SIZE (1..MAX) OF
Attribute{{SupportedAttributes}} OPTIONAL,
entryCount CHOICE {
bestEstimate [7] INTEGER,
lowEstimate [8] INTEGER,
exact [9] INTEGER,
e o o AL
-- [10] Not to be used -- }
LimifProblem ::= INTEGER {
timeLimitExceeded (0),
s;EeLimitExceeded (1),
adpinistrativeLimitExceeded (2) }

searfh OPERATION ::= {

ARBUMENT SearchArgument

REBULT SearchResult
ERRORS {attributeError |
nameError |
serviceError |
referral |
abandoned |
securityError}
COpPE id-opcode-search }
SearfhArgument ::= OPTIONALLY-PROTECTED { SearchArgumentData }
SearfhArgumentData ::= SET {
bageObject [0] Name,
supset [1] INTEGER {
aseObject (0),
neLevel (1),
holeSubtree (2)} DEFAULT baseObject,
filter [2] Filtexr\DEFAULT and:{},
seprchAliases [3] BOOLEAN DEFAULT TRUE,
sellection [4] EntryInformationSelection DEFAULT {},
pagedResults [5] -~ PagedResultsRequest OPTIONAL,
makchedValuesOnly [6]\../ BOOLEAN DEFAULT FALSE,
exkendedFilter [7] Filter OPTIONAL,
chpckOverspecified [8] BOOLEAN DEFAULT FALSE,
rellaxation [9] RelaxationPolicy OPTIONAL,
exkendedArea [10] INTEGER OPTIONAL,

Hi

86

hiprarchySelections [11] HierarchySelections DEFAULT {self},
sehrchControl@ptions [12] SearchControlOptions DEFAULT {searchAliases},

jolinArgument's [13] SEQUENCE SIZE (1l..MAX) OF JoinArgument OPTIONAL,
jofinType [14] ENUMERATED (
innerdoin (0),

eftOuterJoin (1),
uIlOuterJoin (2)} DEFAULT leftOuterJoin,

e e ey

e e ey

COMPONENTS OF CommonArguments }
erarchySelections ::= BIT STRING {

self (0) ’

children (1),

parent (2),

hierarchy (3),

subtree (5),

siblings (6),

siblingChildren (7),

siblingSubtree (8).,
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all (9) }
SearchControlOptions ::= BIT STRING {
searchAliases (0),
matchedValuesOnly (1),
checkOverspecified (2),
performExactly (3),
includeAllAreas (4),
noSystemRelaxation (5),
dnAttribute (6),
matchOnResidualName (7),
entryCount (8),
useSubset (9),
separateFamilyMembers (10),
seprchFamity T
JoinArgument ::= SEQUENCE {

jolinBaseObject [0] Name,
domainLocalID [1] DomainLocalID OPTIONAL,

jofinSubset [2] ENUMERATED (
baseObject (0),
bneLevel (1),

wholeSubtree (2),
... } DEFAULT baseObject,

jolinFilter [3] Filter OPTIONAL,
jolinAttributes [4] SEQUENCE SIZE (1..MAX) OF JoinAttPair OPTIONAL,
jolinSelection [5] EntryInformationSelection,
DomafinLocalID ::= UnboundedDirectoryString
JoinAttPair ::= SEQUENCE {
bageAtt AttributeType,
jolinAtt AttributeType,
jolinContext SEQUENCE SIZE (1..MAX) OF JoinContextType OPTIONAL,
L

JoinffontextType ::= CONTEXT.&id ({SupportedContexts})
SearfhResult ::= OPTIONALLY-PROTECTED {.SearchResultData }

SearfhResultData ::= CHOICE {

seprchInfo SET {
hame Name OPTIONAL,
entries [0] SET OF EntryInformation,
pbartialOutcomeQualifier./ [2] PartialOutcomeQualifier OPTIONAL,
pltMatching [3] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonResults

}

unforrelatedSe€archInfo [0] SET OF SearchResult,

1y

addEptry \OPERATION ::= {
ARGFUMENT AddEntryArgument
REBULT AddEntryResult

ERRORS rattributeError |
nameError |
serviceError |
referral |
securityError |
updateError}
CODE id-opcode-addEntry }
AddEntryArgument ::= OPTIONALLY-PROTECTED { AddEntryArgumentData }
AddEntryArgumentData ::= SET {
object [0] Name,
entry [1] SET OF Attribute{{SupportedAttributes}},

targetSystem [2] AccessPoint OPTIONAL,
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COMPONENTS OF CommonArguments }

AddEntryResult ::= CHOICE ({

null NULL,
information OPTIONALLY-PROTECTED-SEQ { AddEntryResultData },
cee }

AddEntryResultData ::= SEQUENCE {

e e ey

e e ey

COMPONENTS OF CommonResultsSeq }

remofeETtTy OPERATION TT=¢
ARFUMENT RemoveEntryArgument
REBULT RemoveEntryResult
ERRORS {nameError |

serviceError |

referral |

securityError |

updateError}

COpPE id-opcode-removeEntry }

RemoyeEntryArgument ::= OPTIONALLY-PROTECTED { RemoveEntryArgumentData }

RemoyeEntryArgumentData ::= SET {
obfject [0] Name,

ool s

COMPONENTS OF CommonArguments

RemojeEntryResult ::= CHOICE {
nufll NULL,

information OPTIONALLY-PROTECTED-SEQ { RemoveEntryResultData },

A

RemopeEntryResultData ::= SEQUENCE {

ool s

ool s

COMPONENTS OF CommonResultsSeq,}

modifyEntry OPERATION ::= {
ARFUMENT ModifyEntryArgument

REBULT ModifyEntryResult

ERRORS {attributeError |

nameErrorl |
serviceEtror |
referral |
securityError |
ypdateError}

CODE id¢opcode-modifyEntry }
ModifyEntryArgument ::= OPTIONALLY-PROTECTED { ModifyEntryArgumentData }
ModifyEntryArgumentData ::= SET {

object [0] Name,

changes [1] SEQUENCE OF EntryModification,

selection [2] EntryInformationSelection OPTIONAL,

e e ey

e ooy

COMPONENTS OF CommonArguments }

ModifyEntryResult ::= CHOICE ({
null NULL,
information OPTIONALLY-PROTECTED-SEQ { ModifyEntryResultData },

o}

ModifyEntryResultData ::= SEQUENCE {
entry [0] EntryInformation OPTIONAL,
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COMPONENTS OF CommonResultsSeq }

EntryModification ::= CHOICE {

addAttribute [0] Attribute{{SupportedAttributes}},
removeAttribute [1l] AttributeType,

addvalues [2] Attribute{{SupportedAttributes}},
removeValues [3] Attribute{{SupportedAttributes}},
alterValues [4] AttributeTypeAndValue,

resetValue [5] AttributeType,

replaceValues [6] Attribute{{SupportedAttributes}},
cee }

P

modifyDN—OPERATION —TT= 3
AR[GUMENT ModifyDNArgument
REBULT ModifyDNResult
ERRORS {nameError |

serviceError |

referral |
securityError |
updateError}

CODE id-opcode-modifyDN }

ModifyDNArgument ::= OPTIONALLY-PROTECTED { ModifyDNArgumentData }

ModifyDNArgumentData ::= SET {
obfject [0] DistinguishedName,
newRDN [1] RelativeDistinguishedName,
delleteO1dRDN [2] BOOLEAN DEFAULT FALSE,
newSuperior [3] DistinguishedName OPTIONAL,

ool s

COMPONENTS OF CommonArguments }
ModifyDNResult ::= CHOICE {

nufll NULL,

information OPTIONALLY-PROTECTED-SEQ {\ModifyDNResultData },
ModifyDNResultData ::= SEQUENCE {

newRDN RelativeDistinguishedName,

ool s

ool s

COMPONENTS OF CommonResultsSeq }

changePassword OPERATION ‘w.¢= {
ARFUMENT ChangePasswordArgument
REBULT ChangePasswordResult
ERRORS {securityError |
updateError }
COpPE id-opcode-changePassword }

ChanfjePasswordArgument ::= OPTIONALLY-PROTECTED-SEQ { ChangePasswordArgumentData }

ChangePasswordArgumentData ::= SEQUENCE {
objjectt [0] DistinguishedName,
oldPwd [1] TUserPwd,
newPwd [2] TUserPwd,

e}

ChangePasswordResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ { ChangePasswordResultData },

)

ChangePasswordResultData ::= SEQUENCE {

« e ey

e ooy

COMPONENTS OF CommonResultsSeq }
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administerPassword OPERATION ::= {
ARGUMENT AdministerPasswordArgument
RESULT AdministerPasswordResult
ERRORS {securityError |
updateError}
CODE id-opcode-administerPassword }

AdministerPasswordArgument ::=
OPTIONALLY-PROTECTED-SEQ { AdministerPasswordArgumentData }

AdministerPasswordArgumentData ::= SEQUENCE {
object [0] DistinguishedName,
newPwd [1l] UserPwd,

AdmihisterPasswordResult ::= CHOICE {
nuflll NULL,
information OPTIONALLY-PROTECTED-SEQ { AdministerPasswordResultData },

AdmihisterPasswordResultData ::= SEQUENCE {

ool s

COMPONENTS OF CommonResultsSeq }

ldapfransport OPERATION ::= {

AR[GUMENT LdapArgument

REBULT SEQUENCE OF LDAPMessage

ERRORS { abandonFailed | abandoned }

COpPE id-opcode-ldapTransport }
LdappArgument ::= OPTIONALLY-PROTECTED-SEQ { LdapArgumentData }
LdapArgumentData ::= SEQUENCE {

objject DistinguishedName,

ldppMessage LDAPMessage,

lipkId LinkId OPTIONAL,

ool s

ool s

COMPONENTS OF CommonArgumentsSeq }
Link[[d ::= INTEGER
LdapResult ::= OPTIONALLY-PROTECTED-SEQ { LdapResultData }

LdapResultData ::= SEQUENCE.{
ldppMessages SEQUENCE-SIZE (1..MAX) OF LDAPMessage OPTIONAL,
refurnToClient BOOLEAN) DEFAULT FALSE,

ool s

COMPONENTS OF .CommonResultsSeq }

linkpdLDAP OPERATION ::= {
AR[GUMENT LinkedArgument
REBULT LinkedResult
CODE id-opcode-linkedLDAP }

LinkedArgument ::= OPTIONALLY-PROTECTED-SEQ { LinkedArgumentData }

LinkedArgumentData ::= SEQUENCE {
object DistinguishedName,
ldapMessage LDAPMessage,
linkId LinkId,

returnToClient BOOLEAN DEFAULT FALSE,

e e ey

e e ey

COMPONENTS OF CommonArgumentsSeq }
LinkedResult ::= NULL

-- Errors and parameters
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abandoned ERROR ::= {-- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED { AbandonedData }
CODE id-errcode-abandoned }
AbandonedData ::= SET {
problem AbandonedProblem OPTIONAL,

e e oy

oo ey

COMPONENTS OF CommonResults }

AbandonedProblem ::= ENUMERATED {
pagingAbandoned (0) }

abanffonFatiedERROR TT=¢
PARAMETER OPTIONALLY-PROTECTED { AbandonFailedData }
COpDE id-errcode-abandonFailed }

AbanflonFailedData ::= SET {
prpblem [0] AbandonProblem,
oppration [1] Invokeld,

ool s

COMPONENTS OF  CommonResults }

AbanflonProblem ::= INTEGER {
nopuchOperation (1),
topLate (2),

capnotAbandon (3) }

attrfibuteError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { AttributeErroxData }
COpE id-errcode-attributeError }

AttrfibuteErrorData ::= SET {
objject [0] Name,
prpblems [1] SET OF SEQUENCE ({
broblem [0] AttributeProblem,

type [1] AttributeType,
ralue [2] AttributeValue OPTIONAL,

ool s

ool s

COMPONENTS OF CommonResults}

AttrfibuteProblem ::= INTEGER/ {
nopuchAttributeOrValue (1),
injalidAttributeSyntax (2),
unflefinedAttributeType (3),
inpppropriateMatehing (4),
copstraintViolation (5),
atfributeOrValueAlreadyExists (6),
coptextViolation (7) }

nameError>ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED { NameErrorData }
CODE id-errcode-nameError }
NameErrorData ::= SET {

problem [0] NameProblem,
matched [1] Name,

e e ey

COMPONENTS OF CommonResults }

NameProblem ::= INTEGER {
noSuchObject (1),
aliasProblem (2),
invalidAttributeSyntax (3),
aliasDereferencingProblem (4)

-- not to be used (5)-- 1}

Rec. ITU-T X.511 (10/2012) 91


https://standardsiso.com/api/?name=6dd2b717bb49b04ae7ac0c1be0797c76

	ITU-T Rec. X.511 (10/2012) –
Information technology - Open systems interconnection - The Directory: Abstract service definition
	Summary
	History
	CONTENTS
	Introduction
	1 Scope
	2 Normative references
	2.1 Identical Recommendations | International Standards
	2.2 Other references

	3 Definitions
	3.1 Basic Directory definitions
	3.2 Directory model definitions
	3.3 Directory information base definitions
	3.4 Directory entry definitions
	3.5 Name definitions
	3.6 Distributed operations definitions
	3.7 Abstract service definitions

	4 Abbreviations
	5 Conventions
	6 Overview of the Directory service
	7 Information types and common procedures
	7.1 Introduction
	7.2 Information types defined elsewhere
	7.3 Common arguments
	7.4 Common results
	7.5 Service controls
	7.6 Entry information selection
	7.7 Entry information
	7.8 Filter
	7.9 Paged results
	7.10 Security parameters
	7.11 Common elements of procedure for access control
	7.12 Managing the DSA Information Tree
	7.13 Procedures for families of entries

	8 Bind, Unbind operations, Change Password and Administer Password operations
	8.1 Directory Bind
	8.2 Directory Unbind

	9 Directory Read operations
	9.1 Read
	9.2 Compare
	9.3 Abandon

	10 Directory Search operations
	10.1 List
	10.2 Search

	11 Directory Modify operations
	11.1 Add Entry
	11.2 Remove Entry
	11.3 Modify Entry
	11.4 Modify DN
	11.5 Change Password
	11.6 Administer Password

	12 Operations for LDAP messages
	12.1 LDAP Transport operation
	12.2 Linked LDAP operation

	13 Errors
	13.1 Error precedence
	13.2 Abandoned
	13.3 Abandon Failed
	13.4 Attribute Error
	13.5 Name Error
	13.6 Referral
	13.7 Security Error
	13.8 Service Error
	13.9 Update Error

	14 Analysis of search arguments
	14.1 General check of search filter
	14.2 Check of request-attribute-profiles
	14.3 Check of controls and hierarchy selections
	14.4 Check of matching use

	Annex A – 
Abstract Service in ASN.1
	Annex B –
Operational semantics for Basic Access Control
	Annex C – 
Examples of searching families of entries
	C.1 Single family example
	C.2 Multiple families example

	Annex D – 
External ASN.1 module
	Annex E –
Amendments and corrigenda
	Blank Page



