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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of 1ISO or IEC

participate in the development of International Standard
respective izertt i i 6

collabg
liaison
establig

rate in fields of mutual interest. Other international organizations, governmental and non-goyern
with ISO and IEC, also take part in the work. In the field of information technology, ISO and
bhed a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.
The m

adopte
Standg

hin task of the joint technical committee is to prepare International Standards., Draft International
rd requires approval by at least 75 % of the national bodies casting a vote.

Attentiq
patent

n is drawn to the possibility that some of the elements of this part,of JSO/IEC 9594 may be the
Fights. 1ISO and IEC shall not be held responsible for identifying anyorall such patent rights.

Users and implementors should note the existence of a “defect resolution” procedure in ISO/IEC JTC 1
and co

H by the joint technical committee are circulated to national bodies for votingZ Publication as an Int

s through technical committees established by the
i i i epmmittees

mental, in
IEC have

Standards
ernational

subject of

to identify

are ma

Implem
publish
Corrigg

ISO/IE

Subcoimmittee SC 6, Telecommunications and information exchange between systems, in collaboration w

rrect errors in International Standards through the publication of Technical Corrigenda. Identical cprrections
de to the corresponding ITU-T Recommendations through,Corrigenda and may also be made in the form of
entors' Guides. Details of Technical Corrigenda to International Standards are available on the ISQ website;
ed Technical Corrigenda can be obtained via the JSO webstore or from the ISO and IEC nationpl bodies.
nda and Implementors' Guides to ITU-T Recommendations can be obtained from the ITU-T website.
Committee ISO/IEC JTC 1, Information te

C 9594-3 was prepared by Joint Technical chnology,

ith ITU-T.

The idgntical text is published as ITU-T Rec. X:511.

This [fourth edition of ISO/IEC 9594-3 constitutes a technical revision of the third edition
(ISO/IHC 9594-3:1998), which is provisionally retained in order to support implementations based on| the third
edition| This edition also incorporates*Corrigendum 1:2002.

ISO/IEL 9594 consists of the following parts, under the general title Information technology — Open| Systems
Interconnection — The Directory:

— Payt 1: Overview-of.concepts, models and services

— Payt 2: Models

— Part 3: Abstract service definition

— PartA4.: Procedures for distributed operation

Part 5: Protocol specifications

Part 6: Selected aftribute types

Part 7: Selected object classes

Part 8: Public-key and attribute certificate frameworks
Part 9: Replication

Part 10: Use of systems management for administration of the Directory

Annex A forms a normative part of this part of ISO/IEC 9594. Annexes B, C and D are for information only.
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals,
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical| agreement outside of the interconnection standards themselves, the interconnection of information procesging
systems:

* from different manufacturers;
+ under different managements;
+ of different levels of complexity; and

+ of different ages.
This Recpmmendation | International Standard defines the capabilities provided by thé\Ditectory to its users.

This foufth edition technically revises and enhances, but does not replace, th€ third edition of this Recommendatipn |
Internatignal Standard. Implementations may still claim conformance to the'third edition. However, at some point, [the
third edition will not be supported (i.e. reported defects will no longer be resolved). It is recommended that
implementations conform to this fourth edition as soon as possible.

This fourth edition specifies version 1 and version 2 of the Directoty~protocols.

The first|and second editions specified only version 1. Most of the services and protocols specified in this edition |are
designed| to function under version 1. However, some enhanced services and protocols, e.g. signed errors, will not
function junless all Directory entities involved in the ‘operation have negotiated version 2. Whichever version has bgen
negotiated, differences between the services and between the protocols defined in the four editions, except for those
specifically assigned to version 2, are accommodated using the rules of extensibility defined in this edition of ITY-T
Rec. X.519 | ISO/IEC 9594-5.

Annex Al which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for|the
Directory abstract service.

Annex B| which is not an integral part of this Recommendation | International Standard, provides charts that describe|the
semantic$ associated with Basic' Access Control as it applies to the processing of a Directory operation.

Annex (), which is net.an integral part of this Recommendation | International Standard, gives examples of the us¢ of
families ¢f entries,

Annex D} which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports thattiave been incorporated to form this edition of this Recommendation | International Standard.

vi © ISO/IEC 2001 — All rights reserved
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Abstract service definition

1

This H
Direct

This R

2

The f
consti
were

Recorl
editiol
valid
valid ]

2.1

Scope

fecommendation | International Standard defines in an abstract way the externally visible service proyided
ory.

lecommendation | International Standard does not specify individual implementations or products.

Normative references

llowing Recommendations and International Standards contain provisions which, through reference in thi
ute provisions of this Recommendation | International Standard. At the tirhe of publication, the editions ing
valid. All Recommendations and Standards are subject to revision,, and parties to agreements based d
hmendation | International Standard are encouraged to investigate~thie possibility of applying the most
h of the Recommendations and Standards listed below. Members(of TEC and ISO maintain registers of cu
nternational Standards. The Telecommunication Standardization, Bureau of the ITU maintains a list of cu
TU-T Recommendations.

Identical Recommendations | International Standards

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open S
Interconnection — Basic Reference Model: The Basic Model.

— ITU-T Recommendation X.500 (2001) | ISO/IEC 9594-1:2001, Information technology — Open
Interconnection — The Directory~Overview of concepts, models and services.

— ITU-T Recommendation X.501 (2001) | ISO/IEC 9594-2:2001, Information technology — Open S
Interconnection — The-Directory: Models.

— ITU-T Recommendafion X.509 (2000) | ISO/IEC 9594-8:2001, Information technology — Open S
Interconnection—The Directory: Public-key and attribute certificate frameworks.

— ITU-T Recommendation X.518 (2001) | ISO/IEC 9594-4:2001, Information technology — Open S
Interconnection — The Directory: Procedures for distributed operation.

— ITUYFRecommendation X.519 (2001) | ISO/IEC 9594-5:2001, Information technology — Open S|
Tnterconnection — The Directory: Protocol specifications.

¢\ TTU-T Recommendation X.520 (2001) | ISO/IEC 9594-6:2001, Information technology — Open S

by the

S text,
icated
n this
recent
rrently
rrently

stems

stems

stems

stems

stems

stems

stems

Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (2001) | ISO/IEC 9594-7:2001, Information technology — Open Systems

Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (2001) | ISO/IEC 9594-9:2001, Information technology — Open Systems

Interconnection — The Directory: Replication.

— ITU-T Recommendation X.530 (2001) | ISO/IEC 9594-10:2001, Information technology — Open Systems

Interconnection — The Directory: Use of systems management for administration of the Directory.

— ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abstract Syntax

Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abstract Syntax

Notation One (ASN.1): Information object specification.

ITU-T X.511 (02/2001 E)
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2.2

— ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract Syntax

Notation One (ASN.1).: Constraint specification.

— ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

— ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote

Operations: Concepts, model and notation.

— ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:1995, Information technology — Remote
Operations: OSI realizations — Remote Operations Service Element (ROSE) service definition.

Other references

3

For th|

3.1

The fq

3.2

The fq

3.3

The fq

— RFC 2025 (1996), The Simple Public-Key GSS-API Mechanism (SPKM).

Definitions

e purposes of this Recommendation | International Standard, the following definitions apply+

Basic Directory definitions

llowing terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:
a) Directory;
b) Directory Information Base;

¢) (Directory) User.

Directory model definitions

llowing terms are defined in ITU-T Rec. X.501 | ISO/TEC 9594-2:
a) Directory System Agent;
b) Directory User Agent.

Directory information base definitions

llowing terms are defined imTFU-T Rec. X.501 | ISO/IEC 9594-2:
a) alias entry;
b) DirectoryInformation Tree;
c) (Directory) entry;
d) _immediate superior;

e)\ immediately superior entry/object,

D—obyect;

g) object class;

h) object entry;

1) subordinate;

J)  superior;

k) ancestor;

1) family (of entries);

m) compound entry.

ITU-T X.511 (02/2001 E)
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34 Directory entry definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) attribute,
b) attribute type;
c) attribute value,
d) attribute value assertion;
e) context,

f) context type;

g) context value;
h) operational attribute;
1) user attribute;

j)  matching rule.

3.5 Name definitions

The fgllowing terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) alias, alias name;

b) distinguished name;

c) (directory) name;

d) purported name;

e) relative distinguished name.

3.6 Distributed operations definitions

The fgllowing terms are defined in ITU-T Rec. X.5%8 ISO/IEC 9594-4:
a) chaining;

b) referral.

3.7 Abstract service definitions

For thg purposes of this Recommendation | International Standard, the following definitions apply.

3.7.1 additional search: A search that starts from joinBaseObject as specified by the originator in the gearch
requegt.
3.7.2 contributing member: A family member within a compound entry, which made a contribution to ejther a

Read, [Search 8r-Modify Entry operation.

3.7.3 explicitly unmarked entry: An entry or a family member that is excluded from the SearchResult accprding

o 0t — . . IS ROV £ 11 4] . 1 1
tO a SL CUITICAtlUIL BIVCII Il a4 Culmuul Atu1ouiv 1CICICIICUU U_y UIC guvcuuug—bccubuﬂ uic.

3.74 family grouping: A set of members of a compound attribute that are grouped together for the purpose of
operation evaluation.

3.75 filter: An assertion about the presence or value of certain attributes of an entry in order to limit the scope of a
search.
3.7.6 originator: The user that originated an operation.

3.7.7 participation member: A family member that is either a contributing member or is a member of a family
grouping that as a whole matched a search filter.

3.7.8 primary search: The search that starts from baseObject as specified by the originator in the search request.

ITU-T X.511 (02/2001 E) 3
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3.7.9 relaxation: A progressive modification of the behaviour of a filter during a search operation so as to achieve
more matched entries if too few are received, or fewer matched entries if too many are received.

3.7.10 service controls: Parameters conveyed as part of an operation, which constrain various aspects of its
performance.

3.7.11 strand: A family grouping comprising all the members in a path from a leaf family member up to the ancestor
inclusive. A family member will reside in as many strands as there are leaf family members below it (as immediate or
non-immediate subordinates).

4 Abbreviations

For thppurposes of this Recommendation | International Standard, the following abbreviations apply.
AVA  Attribute Value Assertion

DIB Directory Information Base

DIT Directory Information Tree

DMD  Directory Management Domain

DSA Directory System Agent

DUA  Directory User Agent

RDN Relative Distinguished Name

5 Conventions

With minor exceptions, this Directory Specification has been prepared according to the "Rules for presentation of [TU-T
| ISO/JEC common text" in the Guide for ITU-T and ISO/IEC JFC-1 Cooperation, October 1996.

The tgrm "Directory Specification” (as in "this Directory Specification") shall be taken to mean this Recommendation |
Internptional Standard. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendations
and al| parts of ISO/IEC 9594.

This IDirectory Specification uses the term "1988,edition systems" to refer to systems conforming to the first edifion of
the Directory Specifications, i.e. the 1988 (edition of the series of CCITT X.500 Recommendations and the ISP/IEC
9594:1990 edition. This Directory Specification uses the term "1993 edition systems" to refer to systems confornjing to
the sgcond (1993) edition of the Directory Specifications, i.e. the 1993 edition of the series of ITU-T [X.500
Recompmendations and the ISO/FEC/9594:1995 edition. This Directory Specification uses the term "1997 ¢dition
systems" to refer to systems conforming to the third edition of the Directory Specifications, i.e. the 1997 edition|of the
series jof ITU-T X.500 Recommendations and the ISO/IEC 9594:1998 edition. This Directory Specification uses the term
"4th edition systems" to refer-to systems conforming to this fourth edition of the Directory Specifications, i.e. th¢ 2001
editiops of ITU-T X.500,-X.501, X.511, X.518, X.519, X.520, X.521, X.525, and X.530, the 2000 edition of [TU-T
X.509, and parts 1-10.0fthe ISO/IEC 9594:2001 edition.

This IbirectorySpecification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and valyes are
refereficed in normal text, they are differentiated from normal text by presenting them in the bold Helvetica, 9 point
typeface./Fhe names of procedures, typically referenced when specifying the semantics of processing, are differeftiated
from njormal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

If the items in a list are numbered (as opposed to using "-" or letters), then the items shall be considered steps in a
procedure.

This Directory Specification defines directory operations using the Remote Operation notation defined in
ITU-T Rec. X.880 | ISO/IEC 13712-1.

6 Overview of the Directory service

As described in ITU-T Rec. X.501 | ISO/IEC 9594-2, the services of the Directory are provided through access points to
DUAs, each acting on behalf of a user. These concepts are depicted in Figure 1. Through an access point, the Directory
provides service to its users by means of a number of Directory operations.

4 ITU-T X.511 (02/2001 E)
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Access Point

Directory The
user Directory
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Figure 1 — Access to the Directory

The D

The O
clause
1SOM]

7

7.1

This (
defini

irectory operations are of three different kinds:
a) Directory Read operations, which interrogate a single Directory entry;
b) Directory Search operations, which interrogate potentially several Directory entries; and

c) Directory Modify operations.

irectory Read operations, the Directory Search operations and the Directory Maodify” operations are speci
s 9, 10, and 11, respectively. Conformance to Directory operations is spegified in ITU-T Rec. X]
EC 9594-5.

Information types and common procedures

Introduction

lause identifies, and in some cases defines, a number of information types which are subsequently used
ion of Directory operations. The information types concerned are those which are common to more th{

operatiion, are likely to be in the future, or which are sufficiently complex or self-contained as to merit being d

separg

Sever:
Subcl
identif

This ¢

7.2
The fq

tely from the operation which uses them.

il of the information types used in the définition of the Directory Service are actually defined else
iuse 7.2 identifies these types and indicates the source of their definition. Each of the subclauses (7.3 through
ies and defines an information type.

Information types defined elsewhere

llowing information types are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) Attribute;
b) AttributeType;
c) AttributeValue;
d)¢ AttributeValueAssertion;

lause also specifies some commoneléments of procedure that apply to most or all of the Directory operationy.

fied in
519 |

in the
n one
efined

ivhere.
7.10)

e)  Context:

f) ContextAssertion;

g) DistinguishedName;

h) Name;

i) OPTIONALLY-PROTECTED;

j) OPTIONALLY-PROTECTED-SEQ;
k) RelativeDistinguishedName.

The following information type is defined in ITU-T Rec. X.520 | ISO/IEC 9594-6:

a) PresentationAddress.

ITU-T X.511 (02/2001 E)
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The following information types are defined in ITU-T Rec. X.509 | ISO/IEC 9594-8:
a) Certificate;
b) SIGNED;
c) CertificationPath.

The following information types are defined in ITU-T Rec. X.880 | ISO/IEC 13712-1:
a) Invokeld.

The following information types are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:

a) OperationProgress;

—b)—ContimuationReference:

7.3 Common arguments

The CommonArguments information may be present to qualify the invocation of each operation that the Directo
perform.

CommonArguments ::= SET {

’TserviceControls [30] ServiceControls DEFAULT {},
securityParameters [29] SecurityParameters OPTIONAL,
requestor [28] DistinguishedName OPTIONAL,
operationProgress [27] OperationProgress

DEFAULT { nameResolutionPhase notStarted },
aliasedRDNs [26] INTEGER OPTIONAL,
criticalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
entryOnly [23] BOOLEAN DEFAULT TRUE,
nameResolveOnMaster [21] BOOLEAN DEFAULTFALSE,
operationContexts [20] ContextSelection'OPTIONAL,
familyGrouping [19] FamilyGrouping DEFAULT entryOnly }

The ServiceControls component is specified in 7.5: Its absence is deemed equivalent to there being an empty
contrqls.

The SecurityParameters component is specified in 7.10. If the argument of the operation is to be signed
requedtor, the SecurityParameters.‘component shall be included in the argument. The absence (d
SecurjityParameters component is deémed equivalent to an empty set.

The r¢questor Distinguished Name identifies the originator of a particular operation. It holds the name of the y
identified at the time of bindingto the Directory. It may be required when the request is to be signed (see 7.10), an
hold the name of the usen‘who initiated the request.

NOTE 1 — Where a-user has alternative distinguished names differentiated by context, the name used as the value of req

shdll be the primary distinguished name where known. Otherwise, authentication and access control based on the v
requestor may not work as desired.

The operationProgress, referenceType, entryOnly, exclusions and nameResolveOnMaster components are d
in ITY-TRec. X.518 | ISO/IEC 9594-4. They are supplied by a DUA either:

ry can

set of

by the
f the

ser as
 shall

uestor
hlue of

efined

A) WICIH acting on a CONUMUAtion Teierence retined by @ DSA 11 TCSPONSe 10 ail carticr operation, an
values are copied by the DUA from the continuation reference; or

their

b) when the DUA represents an administrative user that is managing the DSA Information Tree and the

manageDSAIT option is set in the service controls.

The aliasedRDNs component indicates to the DSA that the object component of the operation was created by the

dereferencing of an alias on an earlier operation attempt. The integer value indicates the number of RDNs in the

name

that came from dereferencing the alias. (The value would have been set in the referral response of the previous

operation.)

NOTE 2 — This component is provided for compatibility with 1988 edition implementations of the Directory. DUAs (and

DSAs)

implemented according to later editions of the Directory Specifications shall always omit this parameter from the

CommonArguments of a subsequent request. In this way, the Directory will not signal an error if aliases dereference to
aliases.
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The operationContexts component supplies a set of context assertions which are applied to attribute value assertions
and entry information selection made within this operation, which do not otherwise contain context assertions for the
same attribute type and context type. If operationContexts is not present or does not address a particular attribute type
or context type, then default context assertions shall be applied by the DSA as described in 7.6.1 and in 8.8.2.2 and 12.8
of ITU-T Rec. X.501 | ISO/IEC 9594-2. If allContexts is chosen, then all contexts for all attribute types are valid and
context defaults that might have been supplied by the DSA are overridden. (ContextSelection is defined in 7.6).

familyGrouping is used to describe which family members should be selected for processing by a given operation. It is
described more fully in 7.3.2.

7.3.1 Critical extensions

The criticalExtensions component provides a mechanism to list a set of extensions that are critical to the performance of
a Direfctory operation. IT the originator of the extended operation wishes to indicafe that the operafion shall be performed
with dne or more extensions (i.e. that performing the operation without these extensions is not acceptable), itcdoeq so by
setting the criticalExtensions bit(s) which corresponds to the extension(s). If the Directory, or some part of.it, is inable
to pefform a critical extension, it returns an indication of unavailableCriticalExtension (as a (serviceErfor or
PartialOutcomeQualifier). If the Directory is unable to perform an extension that is not critical, it ignores the prgsence
of thelextension.

These|Directory Specifications define a number of extensions. The extensions take such forms-as additional numbered
bits i1 a BIT STRING, or additional components of a SET or SEQUENCE, and are igndred by 1988 edition systems.
Each [such extension is assigned an integer identifier, which is the number of\'the bit that may be et in
criticglExtensions. If the criticality of an extension is defined to be critical, the DUA-shall set the corresponding bit in
critic}Extensions. If the defined criticality is non-critical, the DUA may or, may not set the corresponding|bit in
criticglExtensions.

The extensions, their identifiers, the operations in which they are permitted, the recommended criticality, and the dlauses
in which they are defined are shown in Table 1.

Table 1 — Extensions

Extension Identifier Operations Criticality (stll?)ecf;élm(ies)
subetries 1 All Non-critical 7.5
copy[ShallDo 2 Read, Compare, List, Search Non-critical 7.5
attripute size limit 3 Read; Search Non-critical 7.5
extrgAttributes 4 Read, Search Non-critical 7.6
modjfyRightsRequest 5 Read Non-critical 9.1
pagedResultsRequest 6 List, Search Non-critical 10.1
matdhedValuesOnly 7 Search Non-critical 10.2
extendedFilter 8 Search Non-critical 10.2
targqtSystem 9 Add Entry Critical 11.1
useAliasOnUpdate 10 Add Entry, Remove Entry, Modify Entry Critical 11.1
new$uperior 11 Modify DN Critical 11.4
manggeDSAIT 12 All Critical 7.5,7.13
useContexts 13 Read, Compare, List, Search, Add Entry, Non-critical 7.6,7.8

Modify Entry, Modify DN
partialNameResolution 14 Read, Search Non-critical 7.5
overspecFilter 15 Search Non-critical 10.1.3 )
selectionOnModify 16 Modify Entry Non-critical 11.3.2
Security parameters — 17 All Non-critical 7.10
Response
Security parameters — 18 All Non-critical 7.10
Operation code
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Table 1 — Extensions (concluded)

Extension Identifier Operations Criticality Defined
(subclauses)
Security parameters — 19 All Non-critical 7.10
Attribute certification path
Security parameters — Error 20 All Non-critical 7.10
Protection
SPKM Credentials 21 Directory Bind (Note 3) 8.1.1
Bind token — Response 22 Directory Bind Non-critical 8.1.1
Bindtoken —Bind Int A]g 23 DirectorzBind Non-critical 1.1
Bind Int Key, Conf Alg and
Conf Key Info
Bind token — DIRQOP 24 Directory Bind Non-critical 8ir.1
Servjce administration 25 Read, Search, ModifyEntry Critical 10.2.2, 13,
clause 16|of
ITU-T
Rec. X.501 |
ISO/IEC
9594-2
entryCount 26 Search Non-critical 10.1.3
hierqrchySelection 27 Search Non-critical 7.5
relaxlation 28 Search Non-critical 7.8
fami|yGrouping 29 7.3.2,7.83
Compare, Non-critical &
Search, Non-critical 9.2.2
RemoveEntry Critical 10.2
11.2.2
familyReturn 30 7.6.4,7.711
Read, Non-critical &
Search, Non-critical 9.1.3
ModifyEntry Non-critical 10.2.3
1133
dnAftributes 31 Search Non-critical 10.2.2
NOTE 1 — The first extension is given-the identifier 1 and corresponds to bit 1 of the BIT STRING. Bit 0 of the BIT STRING is
not ysed.
NOTE 2 — Use of encrypted or(Signed and encrypted security transformation or any protection on errors or results to Add Hntry,
Rempve Entry, Modify Entry,.Modify DN requires version 2 or higher of the protocol.
NOTE 3 — Use of GULS.SESE (see ITU-T Rec. X.519 | ISO/IEC 9594-5) to exchange credentials requires version 2 or highe} and
an application contextwhich includes GULS SESE.
NOTE 4 — The SPKM-credentials extension shall be critical unless used in associations established using version 2 or higher.
7.3.2 Family grouping

Family grouping allows a single family member, several family members or all family members of a compound entry, to
be grouped together for joint consideration prior to operation evaluation. These semantics can then be applied to the
following operations (as indicated in the descriptions below): Compare (to define the scope within which the compared
attribute might lie), Search (to define the groupings for which filtering might take place), Remove Entry (to define the
groupings for removal). The following ASN.1 is used to select members of a family:

FamilyGrouping ::= ENUMERATED ({

entryOnly (1),
compoundEntry (2),
strands (3),
multiStrand (4)}
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entryOnly means that the specific family member selected by the operation is to be considered in the group. This is the
default value, and ensures backward compatibility with previous editions of the Directory Specifications.

compoundEntry means that the complete compound entry selected by the operation is to be considered as a unit by
combining all the attributes. For Remove Entry operations, it is only applicable when the object name specified is that of
an ancestor of a compound entry, and it causes all family members to be removed by the same operation (subject to
access control).

strands means that all the strands associated with the family member are to be selected by the operation. This option is
not valid for the Remove Entry operation. For the Search operation, individual strands are considered for filter purposes.
If the combined set of attributes of one or more strands matches the filter, the compound entry is said to match the filter.
If the base object is a child member, only those strands that go through the base object are considered. For Compare
operations, all the attributes from all the family members in all the strands to which the entry belongs are to be used in
the co upaliauu.

multi$trand is only applicable to the Search operation, and qualifies the matching rule for filtering.on family
infornpation. It is ignored for other operations. It specifies that one strand from each family within a compdund entty is to
be comsidered at one time, but in all combinations. multiStrand is not applicable if the base object ‘i$)a child family
member, in which this case multiStrand shall be ignored and entryOnly shall be substituted.

7.4 Common results

The QommonResults or CommonResultsSeq information is present to qualify the result’ of each retrieval opg¢ration
that the Directory can perform. In addition, it is present in any returned error.

CommonResults ::= SET {

securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE,
notification [27] SEQUENCE SIZE (1..MAX) OF-Attribute OPTIONAL }
CommonResultsSeq ::= SEQUENCE {

securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE,
notification [27] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL }

NOTE — CommonResults and CommonResultsSeq consist of the same components. The former is used when included in set
tygles by the COMPONENT OF type, while theatter is used similarly in sequence types.

The $ecurityParameters component\is specified in 7.10. If the result is to be signed by the Directory, the
SecurjityParameters component ghall’ be included in the result. The absence of the SecurityParameters compoment is
deemdd equivalent to an empty-set.

The performer Distinguished-Name identifies the performer of a particular operation. It may be required when the result
is to be signed (see 7.10)and shall hold the name of the DSA that signed the result.

The aliasDereferenneed component is set to TRUE when the purported name of an object or base object which|is the
targetof the opération included any aliases which were dereferenced.

The nfotification component shall be used to qualify returned result and error APDUs, for example providing more
precisg @rror information. Standard notification attributes are defined in 5.12 of ITU-T Rec. X.520 | ISO/IEC 9p594-6.

s . .1 .1 1. 10 .
Such OUIICAUOIT altITOULCS dIC TIOUTITUCSSAIIly SLOICU T UIICCLOLY CIIUITS.

7.5 Service controls

A ServiceControls parameter contains the controls, if any, that are to direct or constrain the provision of the service.

ServiceControls ::= SET {

options [0] ServiceControlOptions DEFAULT { },

priority [11 INTEGER {low (0), medium (1), high (2) } DEFAULT medium,
timeLimit [2] INTEGER OPTIONAL,

sizeLimit [31 INTEGER OPTIONAL,

scopeOfReferral [4] INTEGER {dmd(0), country(1) } OPTIONAL,

attributeSizeLimit [5] INTEGER OPTIONAL,
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manageDSAITPlaneRef [6]

dsaName
agreementiD

serviceType [71
userClass [8]

ServiceControlOptions ::= BIT STRING {

SEQUENCE {
Name,

AgreementID } OPTIONAL,
OBJECT IDENTIFIER OPTIONAL,

INTEGER OPTIONAL }

preferChaining (0),
chainingProhibited (1),
localScope (2),
dontUseCopy (3),
dontDereferenceAliases (4),
subentries (5),
copyShallDo (6),
partialNameResolution (7),
manageDSAIT (8),
noSubtypeMatch (9),
noSubtypeSelection (10),
countFamily (11)}
The options component contains a number of indications, each of which, if set, asserts.the condition suggested. Thus:

a) preferChaining indicates that the preference is that chaining, rather than referrals, be used to provide the
service. The Directory is not obliged to follow this preference,

b) chainingProhibited indicates that chaining, and other methods of distributing the request around the
Directory, are prohibited.

¢) localScope indicates that the operation is to be limited to a local scope. The definition of this option is
itself a local matter, for example, within a single PSA or a single DMD.

d) dontUseCopy indicates that copied information as defined in ITU-T Rec. X.518 | ISO/IEC 9594-4 shall
not be used to provide the service.

e) dontDereferenceAliases indicates that)any alias used to identify the entry affected by an operation is not
to be dereferenced.

NOTE 1 — This is necessary te-allow reference to an alias entry itself rather than the aliased entry, e.g. in order to
read the alias entry.

f) subentries indicates that\a Search or List operation is to access subentries only; normal entries bepcome
inaccessible, i.e. the.-Directory behaves as though normal entries do not exist. If this service control is not
set, then the operation accesses normal entries only and subentries become inaccessible. The dervice
control is ignored for operations other than Search or List.

NOTE 2=-The effects of subentries on access control, schema, and collective attributes are still observed evgn if
subenfriesare inaccessible.
NOTE 3 — If this service control is set, normal entries may still be specified as the base object of an operatiop.

g) _copyShallDo indicates that if the Directory is able to partly but not fully satisfy a query at a copyf of an
entry, it shall not chain the query. It is meaningful only if dontUseCopy is not set. If copyShallDg is not
set, the Directory will use shadow data only if it is sufficiently complete to allow the operation to bp fully
satisfied at the copy. A query may be only partly satisfied because some of the requested attribufes are
missing in the shadow copy, some of the attribute values for a given attribute are missing in the shadow
copy, because the DSA does not hold all context information for the attribute values it does have, or
because the DSA holding the shadowed data does not support the requested matching rules on that data. If
copyShallDo is set and the Directory is not able to fully satisfy a query, it shall set incompleteEntry in
the the returned entry information.

h) partialNameResolution indicates that if the Directory is able to resolve only part of the purported name

in a Read or Search operation, i.e. it is about to return a nameError, the entry whose name consists of all

resolved RDNs is to be considered the target of the operation and partialName is set to TRUE
result. This service control is ignored for operations other than Read or Search.

in the

NOTE 4 — If this service control is set, the purported name is a context prefix entry to which access is denied, and
the requestor has access to the superior entry, then the existence of the context prefix entry will be indirectly

disclosed to the requestor even if DiscloseOnError permission to the entry is denied.
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i) manageDSAIT indicates that the operation has been requested by an administrative user so that the DSA
Information Tree is managed. If multiple replications planes exist in the DSA to be managed, and the
manageDSAITPlaneRef service control has not been included in the operation, then the DSA selects a
suitable replication plane for the operation.

j) noSubtypeMatch indicates that attribute subtype matching shall not be attempted. This service control is
ignored for operations other than Compare and Search.

k) noSubtypeSelection indicates that subtype selection shall not be made.
1) countFamily indicates that each member of a compound entry shall be counted as a separate entry, e.g.

for the purposes of size and administrative limits, and relaxation controls. If this control is not set, then
members of a compound attribute shall be counted as a single entry.

If this|component is omitted, the following are assumed: no preference for chaining but chaining not prohibitédy np limit
on thg scope of the operation, use of copy permitted, aliases shall be dereferenced (except for modify copetratiqns for
which|alias dereferencing is not supported), subentries are not accessible, and operations that cannot berfully satisfied by
shadoved data are subject to further chaining. However, these defaults may be overwritten by search-rules within gervice
specifjc administrative areas.

The ptliority (low, medium, or high) at which the service is to be provided. Note that this,i§ not a guaranteed seryice in
that the Directory, as a whole, does not implement queuing. There is no relationship implied’with the use of priorfties in
underlying layers.

The timeLimit indicates the maximum elapsed time, in seconds, within whiclithe service shall be provided. |If the
constrpint cannot be met, an error is reported. If this component is omitted, io titne limit is implied. In the case df time
limit gxceeded on a List or Search, the result is an arbitrary selection of the{agcumulated results.

NOTE 5 — This component does not imply the length of time spent processing the request during the elapsed time: any nutpber of
DYAs may be involved in processing the request during the elapsed tinie:

The sjizeLimit is only applicable to List and Search operations. It indicates the maximum number of objects| to be
returngd. In the case of size limit exceeded, the resultstof List and Search may be an arbitrary selection pf the
accunjulated results, equal in number to the size limit. Any-further results shall be discarded.

The scopeOfReferral indicates the scope to whiclr a referral returned by a DSA should be relevant. Depending on
whethpr the values dmd or country are selected; only referrals to other DSAs within the selected scope shall be refurned.
This applies to the referrals in both a referrdl error and the unexplored parameter of list and search results.

The aftributeSizeLimit indicates theJargest size of any attribute (i.e. the type and all its values) that is inclufled in
returnpd entry information. If ap~attribute exceeds this limit, all of its values are omitted from the returned entry
infornpation and incompleteEntryis set in the returned entry information. The size of an attribute is taken to be ifs size
in oct¢ts in the local concrete syntax of the DSA holding the data. Because of different ways applications store th¢ data,
the limhit is imprecise. If this\parameter is not specified, no limit is implied.

NOTE 6 — Attributevalues returned as part of an entry's Distinguished Name are exempt from this limit.

Certaip combinations of priority, timeLimit, and sizeLimit may result in conflicts. For example, a short time limif could
confligt with-low priority; a high size limit could conflict with a low time limit, etc.

The manageDSAITPlaneRef indicates that the operation has been requested by an administrative user so that a specific
replication plane of the DSA Information Tree is managed. The manageDSAITPlaneRef service control is ignored if the

manageDSAIT option is not set. The plane is identified by the dsaName component which is the name of the supplying
DSA and the agreementID component which contains the shadowing agreement identifier.

The serviceType service control is only relevant for a search request that starts its initial evaluation phase within a
service specific administrative area; it is otherwise ignored. If supplied, it increases the possibility of getting useful
notification information returned in case of a faulty formulated search request.

The userClass service control is only relevant for a search request that starts its initial evaluation phase within a service
specific administrative area and is otherwise ignored. It identifies a user-class. It allows a requestor to specify another
user-class than the Directory would otherwise apply. If supplied, it also increases the possibility of getting useful
notification information returned in case of a faulty formulated search request.
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7.6

Entry information selection

An EntrylnformationSelection parameter indicates what information is being requested from an entry in a retrieval

service.
EntrylnformationSelection ::= SET {
attributes CHOICE {
allUserAttributes [0] NULL,
select [11 SET OF AttributeType
-- empty set implies no attributes are requested -- } DEFAULT allUserAttributes : NULL,
infoTypes [2] INTEGER {
attributeTypesOnly (0),
attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,
extraAttributes €HOIEES
allOperationalAttributes [3] NULL,
select [4] SET SIZE (1..MAX) OF AttributeType } OPTIONAL;
contextSelection ContextSelection OPTIONAL,
returnContexts BOOLEAN DEFAULT FALSE,
familyReturn FamilyReturn DEFAULT
{ memberSelect contributingEntriesOnly } }

TypeA

Famil

The af

Attrib

values
the co

N(
En

allContexts NULL,
selectedContexts SET SIZE (1..MAX) OF TypeAndContextAssertion }

ContTtSelection ::= CHOICE {

\ndContextAssertion ::= SEQUENCE {

type AttributeType,

contextAssertions CHOICE {
preference SEQUENCE OF ContextAssertion;
all SET OF ContextAssertion } }

yReturn ::= SEQUENCE {
memberSelect ENUMERATED {
contributingEntriesOnly (1),
participatingEntriesOnly (2),
compoundEntry 3)},
familySelect SEQUENCE SIZE (1..MAX)'OF OBJECT-CLASS.&id OPTIONAL }

tributes component specifies the userand operational attributes about which information is requested:

a) If the select option is chesen, then the attributes involved are listed. If the list is empty, then no att
shall be returned. Information about a selected attribute shall be returned if the attribute is prese
attributeError with-preblem noSuchAttributeOrValue shall only be returned if none of the att
selected is present,

b) If the allUserAttributes option is selected, then information is requested about all user attributes
entry.

ibutes
nt. An
ibutes

in the

ite  informatiefi~ is only returned if access rights are sufficient. A securityError (with prhoblem
insufffcientAccessRights) shall only be returned in the case where access rights preclude the reading of all at]

requested."Note that access control is also applied to the attributes and values eligible to be returned accorg
fnponeiits of EntrylnformationSelection, and may further reduce the information that is returned.

TE~l — Access control is also applied to the attributes and values eligible to be returned according to the compon

ribute
ing to

ents of

trynformationSetection—mdmay-forther rerree-the-trormatiomthattsretrrmed———————————

The infoTypes component specifies whether both attribute type and attribute value information (the default) or attribute
type information only is requested. If an attribute is of a type that is a carrier of other attributes, e.g. a family-information
attribute, then the value(s) shall be returned independent of the setting of the infoTypes component, but the infoTypes
specification shall be applied to the contained attributes. If the attributes component is such as to request no attributes,
then this component is not meaningful.

The extraAttributes component specifies a set of additional user and operational attributes about which information is
requested. If the allOperationalAttributes option is chosen, then information is requested about all directory operational
attributes in the entry. If the select option is chosen, then information about the listed attributes is requested.

NOTE 2 — This component may be used to request information about, for example, specific operational attributes when attributes
is set to allUserAttributes, or about all operational attributes. If the same attribute is listed or implied in both attributes and
extraAttributes, it is treated as though it has been requested only once.
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A request for a particular attribute is always treated as a request for the attribute and all subtypes of that attribute (except
for requests processed by 1988-edition systems) if the noSubtypeSelection service control option is not set. If the
noSubtypeSelection service control option is set, only the requested attributes are returned, not their subtypes.

In responding to a request for attribute information, the Directory treats all collective attributes of an entry as if they
were actual user attributes of the entry, i.e. they are selected like other user attributes and are merged into the returned
entry information. A request for allUserAttributes requests all collective attributes of the entry as well as ordinary
attributes of the entry. An attribute is a collective attribute of an entry if all of the following are true:

a) it is located in a subentry whose subtree specification includes the entry;

b) it is not excluded by the presence in the entry of a collectiveExclusions attribute value equal to the
collective attribute type; and

¢) itis permitted by the content rule for the structural object class for the entry.

The cpntextSelection component is used to specify which attribute values shall be returned of the attributes selected by
attribyites or extraAttributes. The contextSelection is evaluated only against the values of attributes that are candidates
to be teturned according to those other components of EntrylnformationSelection. The evaluation-ef/¢ontextSelgction,
and the use of defaults if it is not supplied, is discussed in 7.6.1 to 7.6.3.

If the JnfoTypes component is such as to request no attribute values, or the attributes component is such as to reqyest no
attribytes, then the contextSelection component is not meaningful. If, as a result of applying contextSelection| there
are no| values of an attribute eligible to be returned, the attribute may be returned without/any values.

The returnContexts component is used to request the Directory to return attribute values with their associated gontext
lists. If this component is absent or is specified with a value of FALSE, theén no context information is returned|in the
result| If this component is specified with a value of TRUE, then all context information is returned for each atfribute
value [returned. Note that the contextSelection component does not s€lectively affect which context information is
returnpd when returnContexts is TRUE.

The fgmilyReturn component (if present) is used to determine which entries within a compound entry shall be returned if
one o1l more family members have been marked (see 7.6.4).

7.6.1 Use of contextSelection or context selection defaults

The dontextSelection component is used to Select certain attribute values of attributes selected by attributes or
extraAttributes. The contextSelection is evaluated only against the values of attributes that are candidates|to be
returnpd according to those other components of EntrylnformationSelection. For each attribute value, any dontext
selection governing its attribute type shall evaluate to TRUE (as defined in 7.6.2), in order for that attribute valug to be
selectgd.

A contextSelection is said to goyern an attribute type if any of the following conditions occur:

— the ContextSelection specifies allContexts (in which case all attribute values of all attribute types are
selected);

— the.GontextSelection has a selectedContexts which includes a TypeAndContextAssertion whode type
is.the same as or a supertype of the attribute type; or

% ' the ContextSelection has a selectedContexts which includes a TypeAndContextAssertion whode type
is id-oa-allAttributeTypes.

If contextSelection is not provided or it does not govern the given attribute type, then a default contextSelection shall
be applied. In addition to contextSelection in EntrylnformationSelection, there are three potential sources for a
contextSelection: that specified for the operation as a whole, that available within subentries in the DIT, and that
available locally in the DSA. They are applied according to the following precedence:

1) If contextSelection is present in EntrylnformationSelection and it governs the given attribute type as
described above, then it shall be applied.

2) If contextSelection is not present within the EntrylnformationSelection, or it is present but does not
govern the given attribute type, then the operationContexts which has been supplied for the operation as
described in 7.3 shall be applied if one is present and it governs the given attribute type as described
above.
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3) If the request has neither a contextSelection in the EntrylnformationSelection nor operationContexts
for the operation, or neither governs the given attribute, then the values of the contextAssertionDefaults
attribute in the context assertion subentries (if any) controlling the entry shall be applied as the
selectedContexts. (Context assertion subentries are described in 14.7 of ITU-T Rec. X.501 |

ISO/IEC 9594-2).

4) If there is no contextSelection from the sources described above that govern the given attribute type, then
the DSA may apply a locally-defined default contextSelection. Such a default shall typically reflect local
parameters, such as the language or location of the place of deployment of the DSA, or the current time of

day, but may be tailored differently by the DSA for each DUA to which it responds.

5) Ifno contextSelection is available from any of these sources that govern the given attribute type, then all

values of the attribute are considered selected (i.e. allContexts is assumed as the base default).

7.6.2

NOTE — A default contextSelection that governs the given attribute type and makes an assertion about ajce
context type shall be applied in addition to an earlier contextSelection governing the same attribute type\bu
making an assertion about a different context type, in the same order of precedence as described aboye.

Evaluation of contextSelection

A contextSelection is TRUE (i.e. sclects a given attribute value) if:

a) allContexts is specified (this permits a context selection to override any default that might otherw
applied if this contextSelection were omitted); or

b) each TypeAndContextAssertion in selectedContexts is TRUE as described in 7.6.3.

A contextSelection is FALSE otherwise.

7.6.3

Evaluation of a TypeAndContextAssertion

A TypgeAndContextAssertion is TRUE (i.e. selects a given attribute value) if:

conte
assert]

and the type in the TypeAndContextAssertion is not id-oa-allAttributeTypes. In this cas
TypeAndContextAssertion is not applicable to the attribute type of the given attribute value and s
not eliminate the attribute value fromxSelection; or

NOTE 1 — The OBJECT IDENTIFIER value id-oa-allAttributeTypes may be used as the value of type in thd
TypeAndContextAssertion to force evaluation of the contextAssertions against an attribute value of any a

type.

ktAssertions is expressed,either as an ordered sequence of preferred contexts or as a compound set of d
ons:

b) for the attribute value, the contextAssertions in TypeAndContextAssertion is TRUE as defined b¢

rtain

ise be

a) the type of the attribute is not the same as (nor a subtype of) the type in the TypeAndContextAssertion

e, the
b does

low.

itribute

ontext

a) If all is specified, then contextAssertions is TRUE for any attribute value only if each ContextAs
in theSET is TRUE as defined in 8.8.2.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

in 8.8.2.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2. (The fallback flag, if present, is not tak

rtion

b) If\preference is specified, then each ContextAssertion in the SEQUENCE is evaluated in turn agajnst all
candidate attribute values of the same attribute type, until a ContextAssertion evaluates TRUE as defined

into

consideration until the entire SEQUENCE is exhausted.) Once a ContextAssertion evaluates TRUE for

one of the candidate attribute values, it shall be evaluated for every candidate attribute value of the same

attribute type, but subsequent ContextAssertion in the SEQUENCE are ignored.

NOTE 2 — preference provides a means for selection to be specified in terms of a first, second, etc., choice
context (e.g. Language = French but if no French then Language = English).

A TypeAndContextAssertion is FALSE otherwise.

7.6.4

Family Return

of

The familyReturn component is used to determine which entries within a compound entry shall be returned if one or
more family members have been marked as contributing or participating members. The procedures for how family

memb

14

ers are marked are further described in 7.13.
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The memberSelect component specifies what entries are selected for return in the result:

contributingEntriesOnly means that only family members marked as contributing members by the operation are
to be returned. In the case of Read or Modify-Entry operations, this is the family member identified by the object

operation argument; for the Search operation, it includes family members that contributed to the match.

participatingEntriesOnly means that only family members marked as participating members by the operation

are to be returned. In the case of Read or Modify-Entry, this is the same as for contributingEntriesOnly.

compoundEntry means that each family member within the compound entry is to be returned, except those that

possible have been explicitly un-marked by a governing-search-rule for a Search operation.

The famllySeIect component supplements the memberSeIect component by spec1fy1ng that all child members of

selected

signifi
ancest

N({
IS

7.7

7.7.1
The E

Entryinformation ::= SEQUENCE {

The N
Distin
attriby
alias t

The p
an attf
used 4
the ref
Attrib

The R
inforn|
return

cance. A famlly is identified by the structural object class of the family members immediate subordinate
or. This component has no effect if the memberSelect specifies compoundEntry.

TE — A governing-search-rule may modify what information shall to be returned (see 16.10 of ITU-T"Rec. }
/IEC 9594-2).

Entry information

Entry information data type

htrylnformation data type conveys selected information from an entry.

ouished Name of the entry is returned whenever permitted by the access control policy. If access is allowed]
tes of the entry but not to its Distinguished Name, the Directory may return either an error or the name of
b the entry.

imary distinguished name\is used for the Name parameter. This means that if an RDN forming the name in|
ibute which has multipl¢ distinguished values differentiated by context, then the primary distinguished v
s the value in the fetiirned RDN's AttributeTypeAndDistinguishedValue for that attribute. Since for each
turned value is‘thus always the primary distinguished value, primaryDistinguished shall be omitted
uteTypeAndDistinguishedValue.

DN in.Name shall include alternative distinguished values only if a context selection has been applied to th
lation \being returned. The alternative distinguished values are returned as part of valuesWithContext
bd-RDN's AttributeTypeAndDistinguishedValue. The context selections applied to the entry information

name Name,
fromEntry BOOLEAN DEFAULT TRUE;
information SET SIZE (1..MAX) OF CHOICE {

attributeType AttributeType,

attribute Attribute } OPTIONAL,
incompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in 1988-edition systems
partialName [4] BOOLEAN DEFAULT FALSE, -- not in 1988 or 1993 edition systems
derivedEntry [5] BOOLEAN DEFAULT FALSE -- not in pre-2001 edition systems -- }
ame parameter indicates the Distinguished Name of the entry or the name of an alias to the entry.

(501 |

The
to the
n valid

cludes
hlue is

RDN
for all

b entry
in the
being

return

bd (See 7 6 1) are also applipd to the alternative rﬁqﬁngnichpr] values to determine which (ﬂqﬁncmlithﬂ values

to use

in valuesWithContext. Note that the context selection is not applied to the primary distinguished values returned in
Name.

NOTE 1 — The context selection is not applied to the primary distinguished values returned in Name.

If a request has been made to return context information with the result, then context information shall also be included
where available for the distinguished value within Name (using the valuesWithContext element of the RDNs). When
alternative distinguished values are being returned, context information is always returned, for all distinguished values.

NOTE 2 — If the entry was located using an alias, then that alias is known to be a valid alias. Otherwise, how it is ensured that the
alias is valid is outside the scope of these Directory Specifications.

NOTE 3 — Where a particular component of the Directory has a choice of alias names available to it for return, it is recommended
that where possible it choose the same alias name for repeated requests by the same requestor, in order to provide a consistent
service.

ITU-T X.511 (02/2001 E)
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The fromEntry parameter indicates whether the information was obtained from the entry (TRUE) or a copy of the entry
(FALSE).

The information parameter is included if any attribute information from the entry is being returned, and contains a set of
attributeTypes and attributes, as appropriate.

The incompleteEntry parameter is included and set to TRUE whenever the returned entry information is incomplete in
relation to the user's request, e.g. because attributes or attribute values are omitted for reasons of access control (and their
existence is permitted to be disclosed), the presence of incomplete shadow information together with copyShallDo, or
because the attributeSizeLimit has been exceeded. It is not set to TRUE because an alias name has been returned instead
of the Distinguished Name.

The Directory shall complete the name resolution phase of operations in its entirety (including checking of all relevant
'l;---- '!l":lll CICITAlS, CIC.) DCIOIT cpartiaiNameResotutio CIVITT TO ot omsidered.
If all pame resolution options have been exhausted and at least one RDN has been resolved, the partialName-parameter
is included and set to TRUE if the request had the partialNameResolution service control set and the Dit¢cto
unabl¢ to complete name resolution on all RDNs of the relevant entry. When partialName is returnedias TRUE, it
indicafes that the information being returned is from the entry at the point where the last RDN was successfully resplved.

The derivedEntry parameter is included and set to TRUE whenever the returned entry informatiofiroontains joined fesults
obtained by performing a join on data that originated from more than one directory entry. When'this parameter is TRUE,
the vaJue in name may be the name of any of the related entries from which the entry information is derived, or it thay be
the ngme of an alias to any of those entries. The value in name should not be used in\stbsequent operations.|If the
derivgdEntry parameter is set to TRUE and the response is signed, the signature is that.of the DSA performing the join.

7.7.2 Family information in entry information

When|information from a compound entry is to be returned, attributes ffom' each member to be returned are sglected
according to the EntrylnformationSelection (possibly modified{ by a governing-search-rule). When the
separpteFamilyMembers search control option is set in the search reguest each member is returned as a separate{entry.
Otheryise, if more than one member are to be returned, the entry~information shall be packed in such way that the
informpation appears to come from a single entry, which can¢be’the ancestor or a subordinate member (the ldtter is
appropriate when the base object of the search request is a_family member subordinate to the ancestor and the arjcestor
has npt been selected by FamilyReturn). The attributes“from the other members shall be packed into a family-
information derived attribute as described below.

NAQTE 1 — According to above, multiple family members are always packed in a read or modifyEntry result.

The use of the family-information derived attribute is for packaging only; the attribute does not exist as a distinct pntity;
it canhot directly be selected by entrylnformationSelection (any attempt to do so shall be ignored), nor can it be
protedted directly by access control.

family-information ATTRIBUTE\.:= {

WITH SYNTAX FamilyEntries
USAGE directoryOperation
ID id-at-family-information }

FamilyEntries :7=,'SEQUENCE {
family-class OBJECT-CLASS.&id, -- structural object class value
familyEntries SEQUENCE OF FamilyEntry }

FamilyEntry ::= SEQUENCE {

rdn RelativeDistinguishedName,
information SEQUENCE OF CHOICE {
attributeType AttributeType,
attribute Attribute },
family-info SEQUENCE SIZE (1..MAX) OF FamilyEntries OPTIONAL }

The family-information attribute is a multi-valued attribute. If the ancestor is designated as the source of information,
each attribute value holds information from a single family. If a family member subordinate to the ancestor is designated
as the source of information, information is sorted into attribute values based on the structural object classes of the
immediately subordinate members of the designated member.
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Each family member that is selected is represented by a value of type FamilyEntry, which contains:

7.8

7.8.1

— Selected attribute information (where appropriate), either as an attribute type or as a complete attribute,

depending on the infoTypes value in EntrylnformationSelection;

NOTE 2 — As stated in 7.6, the infoTypes specification only applies for the contained attributes, not for the
information attribute itself.

— Any nested FamilyEntries information in the form of a complete family-information attribute, co
in terms of the structural object classes of the subordinate entries;

family-

llected

— Unselected entries are not represented at all unless they are superior to one or more family members that

have been selected.

Filter

Filter parameter

A Filtpr parameter applies a test that is either satisfied or not by a particular entry. The filter is expressed in te
assertlons about the presence or value of certain attributes of the entry, and is satisfied if and only iPit evalu

TRUB.

NOTE — A filter may be TRUE, FALSE, or UNDEFINED.

Filter

;= CHOICE {

item [0] Filteritem,
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter}

Filterltem ::= CHOICE {
equality [0] AttributeValueAssertion,
substrings [11 SEQUENCE {
type ATTRIBUTE.&id ({ SupportedAttributes }),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
any [11 ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
final [2] “\LATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
control Attribute } }, -- Used to specify interpretation of following items|
greaterOrEqual [2] AttributeValueAssertion,
lessOrEqual [3] ~AttributeValueAssertion,
present [4] -AttributeType,
approximateMatch [5]~ AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion,
contextPresent [7]1 AttributeTypeAssertion }
MatcHingRuleAssertion ::= SEQUENCE {
matchingRule [11 SET SIZE (1..MAX) OF MATCHING-RULE.&id,
type [2] AttributeType OPTIONAL,
matchValue [3] MATCHING-RULE.&AssertionType ( CONSTRAINED BY {

-- matchValue shall be a value of type specified by the & AssertionType field of

- one of the MATCHING-RULE information objects identified by matchingRule --}), |
dnAttributes [41 BOOLEAN DEFAULT FALSE }

'ms of
tes to

A Filter is either a Filterltem (see 7.8.2), or an expression involving simpler filters composed together with the logical
operators and, or, and not. The evaluation of a filter can be affected by the action of a relaxation policy, which can cause

a subs

titution of one matching rule for another, or can supply values that are to be considered for matching.

A Filter which is a Filterltem has the value of the Filterltem (i.e. TRUE, FALSE, or UNDEFINED).

A Filter which is the and of a set of filters is TRUE if the set is empty or if each filter is TRUE; it is FALSE if at least
one filter is FALSE; otherwise it is UNDEFINED (i.e. if at least one filter is UNDEFINED and no filters are FALSE).

A Filter which is the or of a set of filters is FALSE if the set is empty or if each filter is FALSE; it is TRUE if at least
one filter is TRUE; otherwise it is UNDEFINED (i.e. if at least one filter is UNDEFINED and no filters are TRUE).

ITU-T X.511 (02/2001 E)
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A Filter which is the not of a filter is TRUE if the filter is FALSE; FALSE if it is TRUE; and UNDEFINED if it is
UNDEFINED.

A non-negated filter item is defined as one that is nested within an even number of not elements (possibly zero) within
the outermost Filter. Thus, a filter comprising only filter items in an and or or combination would only contain non-
negated items. A negated filter item is defined as one nested within an odd number of not elements within the outermost
Filter.

7.8.2 Filter item

A Filterltem is an assertion about the presence or value(s) of attributes in the entry under test. An assertion about a
particular attribute type is also satisfied if the entry contains a subtype of the attribute and the assertion is TRUE for the

subtype_and the naSubtypeMatch service control option is not set _or if there is a collective attribute of the entry (see
7.6) far which the assertion is TRUE. Each assertion is TRUE, FALSE, or UNDEFINED.

Every|Filterltem includes or implies one or more AttributeTypes which identifies the particular attribute(s) concerped.

Any gssertion about the values of such an attribute is only defined if the AttributeType is known>by the evaluating
mechgdnism, the purported AttributeValue(s) conforms to the attribute syntax defined for that attfibute type, the ifnplied
or indjcated matching rule is applicable to that attribute type, and (when used) a presented matehValue conforms|to the
syntay defined for the indicated matching rules. When these conditions are not met, the Filterltem shall evaluate|to the
logical value UNDEFINED.

NOTE 1 — Access control restrictions may affect the evaluation of the Filterltem and @ay cause the Filterltem to evaluate to
UNDEFINED.

An asgertion which is defined by these conditions additionally evaluates to UNDEFINED if it relates to an attributg value
and tHe attribute type is not present in an attribute against which the assertion is being tested. An assertion wlhich is
defineld by these conditions and relates to the presence of an attribute typerevaluates to FALSE.

Attriblite value assertions in filter items are evaluated using the matching rules defined for that attribute type, as
substifuted for, where applicable, in accordance with the action of a relaxation policy. Matching rule assertiops are
evaludted as specified in their definition. A matching rule.defined for a particular syntax can only be used tol make
assertjons about attributes of that syntax or subtypes of that’syntax.

NOTE 2 — The action of a relaxation policy can caus€ a particular matching rule to revert to a nullMatch matching rule (which
always evaluates as TRUE (if non-negated) or FALSE (if negated) — see 6.7.2 of ITU-T Rec. X.520 | ISO/IEC 9594-6.

A Filterltem may be UNDEFINED (as desctibed above). Otherwise, where the Filterltem asserts:

a) equality — It is TRUE df'and only if there is a value of the attribute or one of its subtypes for which the
equality matching rule applied to that value and the presented value returns TRUE.

b) substrings — It(iS\FRUE if and only if there is a value of the attribute or one of its subtypes for which the
substring matching rule applied to that value and the presented value in strings returns TRUE. See
ITU-T Re€~X:520 | ISO/IEC 9594-6 for a description of the semantics of the presented value.

c) greaterOrEqual — It is TRUE if and only if there is a value of the attribute or one of its subtypes for
which the ordering matching rule applied to that value and the presented value returns FALSE, i.e{ there
182 value of the attribute which is greater than or equal to the presented value.

d)' lessOrEqual — It is TRUE if and only if there i isa value of the attrlbute or one of its subtypes for[which
either the equa : 2 esented
value returns TRUE, i.e. there is a value of the attrlbute Wthh is less than or equal to the presented value.

e) present—Itis TRUE if and only if the attribute or one of its subtypes is present in the entry.

f) approximateMatch — It is TRUE if and only if there is a value of the attribute or one of its subtypes for
which some locally-defined approximate matching algorithm (e.g. spelling variations, phonetic match,
etc.) returns TRUE. If an item matches for equality, it shall also satisfy an approximate match. Otherwise
there are no specific guidelines for approximate matching in this edition of this Directory Specification. If
approximate matching is not supported, this Filterltem should be treated as a match for equality.

g) extensibleMatch — It is TRUE if and only if there is a value of the attribute with the indicated type or one
of its subtypes for which the matching rule specified in matchingRule applied to that value and the
presented value matchValue returns TRUE.
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If several matching rules are given, the way in which these rules are combined into a new rule is

unspecified (it is a locally-defined algorithm, which reflects the semantics of the constituent ma
rules, e.g. phonetic + keyword match).

If type is omitted, the match is made against all attribute types which are compatible with that ma

tching

tching

rule. If dnAttributes is TRUE, the attributes of the Distinguished Name of the entry are used in addition to

those of the entry in evaluating the match.

If an extensibleMatch is requested in a filter (rather than an extendedFilter), the extendedFilter bit in
the criticalExtensions parameter in CommonArguments shall be set, indicating that the extension is

critical.

If an 1mp1ementat10n does not support any of the matchlng rules deﬁned in the matchin

exten5|bIeMatch filter item evaluates to UNDEFINED if the performExactIy search control option i
set. If the performExactly search control option is set, the search request is rejected with:

a serviceError with problem unsupportedMatchingUse;

— a searchServiceProblem notification attribute with the value id-pr-unsupportedMatchingH

— an attributeTypeList notification attribute having as value the attribute” type for which the 1§
matching rules were defined; and

— a matchingRuleList notification attribute having as values the object identifiers of the unsup
and/or incompatible matching rules.

NOTE 3 — An extensibleMatch is not permitted for 1988;edition systems.

h) contextPresent — It is TRUE if, and only if, the AttributeTypeAssertion for this attribute type or
noSubtypeMatch service control option is not set, one of its subtypes evaluates to TRUE.

fext assertions are included in an attribute value asserfion in a filter item, then the filter item is evaluated 4

FC 9594-2. If no context assertions are included iman attribute value assertion, then default context assertion
lied as described in 8.8.2.2 of ITU-T Rec. X.504 | ISO/IEC 9594-2.

Evaluating filters with family information

pating members (for the'definition of contributing and participating members see 7.13).

pundEntry meansthat the entire compound entry forms the group that shall satisfy the complete filter; withi
und entry thdt’satisfies the filter, family members that contribute to the match are marked as contri
ers, while all\iiembers of the compound entry are marked as participating entries.

hose values which satisfy all the given contextZassertions, as described in 8.8.2 of ITU-T Rec. Xl

gRuIe

ule if

all the matching rules are unsupported, otherwise with the value id-pr-unsupportedMatchingUse;

nvalid

ported

if the

gainst
501 |
5 shall

Dnly means that only familysmembers that completely fulfil the filter requirements are marked as contributipg and

h each
buting

atches
ch are

A strand is a set of members within a family that form a path from a leaf to the ancestor, so that there are as many strands
as there are leaf entries.

multiStrand means that a combination of one strand from each family class is a family grouping for the purpose of
matching. All combinations are to be considered one at the time. The compound entry matches the filter if at least one
combination of strands matches the filter. Family members on a matching strand combination that contribute to the
match are marked as contributing members, while all members of a matching strand combination are marked as
participating members.

Two strands are of the same family class if and only if the family members that are immediately subordinate to the
ancestor have the same structural object class.

ITU-T X.511 (02/2001 E)
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A strand is matched for a filter if and only if it is present in at least one of all possible combinations of strands that causes

the entry to match for the subfilter. The following are corollaries:

If the ancestor matches the subfilter completely, all strands are matched.

the classes without considering the third one, all strands for the third family class are matched.

Similarly, if there are three family classes for a particular ancestor, and the subfilter is fulfilled by two of

multiStrand is only applicable if the base object is the ancestor (or higher) in the DIT. If the base object is a family

member, but not the ancestor, then multiStrand shall be ignored and entryOnly shall be substituted.

7.9 Paged results
A Pa@edRe SqUESt paramerer by The e at the 1¢ ; OT 5¢a atjon be
returngd to it "page-by-page": it requests the DSA to return only a subset — a page — of the results of the operatjon, in
particplar the next pageSize subordinates or entries, and to return a queryReference which can be used.to request the
next det of results on a follow-up query. It shall not be used if results are to be signed, and is not stpported by
1988-¢dition systems. Although a DUA may request pagedResults, a DSA is permitted to ignore the request and|return
its respilts in the normal manner.
PagedResultsRequest ::= CHOICE {
newRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL,
reverse [11 BOOLEAN DEFAULT FALSE,
unmerged [2] BOOLEAN DEFAULT FALSE?};
queryReference OCTET STRING }

SortKpy ::= SEQUENCE {

type
orderingRule

AttributeType,
MATCHING-RULE.&id OPTIONAL'}

For a
param|

new list or search operation, the PagedResultsRequest is sct to newRequest, which consists of the following

eters:

a) The pageSize parameter specifies the maximum number of subordinates or entries to return in the results.
The DSA shall return upite but not more than the requested number of entries. The sizeLimit, if jny, is
ignored. The inclusion of family information does not count towards page size when packaged in family-
information derived attributes.

hles to
sorted
ent of

b)

The sortKeys-parameter specifies a sequence of attribute types with optional ordering matching 11
use as soft-Keys for sorting the returned entries prior to return to the DUA. The entries are
according jto their values of the type attribute of the first SortKey in the sequence, and in the ey
multiple entries having the same sort position, of the next SortKey in the sequence, and so on.

se the
If the
furned

For’a particular SortKey, the DSA uses the orderingRule matching rule if it is present, otherw
ordering matching rule of the attribute if one is defined; it ignores the sort key if none is defined,
attribute type is multi-valued, the "least" value is used; if the attribute type is missing from the re

"
O A A pErm d 1o alalali
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certain sort key sequences (thus, a DSA that holds and returns its data in the internal order "alphabetic by
surname" will be able to comply with only one sort key sequence). If it cannot support the requested
sequence, it shall use a default sort sequence.

If the reverse parameter is TRUE, then the DSA will return the sorted results in reverse order (i.e. from
"greatest" to "least" — if the attribute type is multi-valued, the "greatest" is used; if the attribute type is
missing from the returned results, it is regarded as "less" than all other matched values). If it is FALSE,
the DSA returns them in forward order. If no sortKeys parameter is specified, this parameter is ignored.

©)

d) If the unmerged parameter is TRUE and the DSA shall merge results from a number of other DSAs, it
shall return all the data from one DSA (in sort order) before returning data from the next DSA. If the
parameter is FALSE, the DSA shall collect the results from all other DSAs and sort the merged data

before returning any of it. If no sortKeys parameter is specified, this parameter is ignored.
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For a follow-up request, i.e. to request the next set of paged results, the DUA makes the same list or search request as
before, but sets PagedResultsRequest to queryReference, with the value of this parameter the same as that returned in
the PartialOutcomeQualifier of the previous results. The DUA has no understanding of the queryReference, which is
available to a DSA to use as it wishes to record context information for the query. The DSA uses this information to
determine which results to return next.

NOTE 1 — If the DIB changes between search requests, the DUA may not see the effects of these changes. This is implementation
dependent.

NOTE 2 — A query-reference may remain valid even if a DUA begins a new list or search operation. A DUA may request paged
results with several queries and then return to an earlier query and request the next page of results using the query-reference
supplied for it. The number of "active" query-references to which a DUA can return is a local DSA implementation option, as is
the lifetime of those query-references.

NOTE 3 — Paged results are not supported in the Directory System Protocol. Paged results are provided entirely by the DSA to
whiich the DUA has connected.

7.10 Security parameters

The SpcurityParameters govern the operation of various security features associated with a Directory,operation.

NQTE 1 — These parameters are conveyed from sender to recipient. Where the parameters appear in thevabgument of an operation
thg requestor is the sender, and the performer is the recipient. In a result, the roles are reversed.

SecurjityParameters ::= SET {

certification-path [0] CertificationPath OPTIONAL,
name [1] DistinguishedName OPTIONAL,
time [2] Time OPTIONAL,
random [31 BIT STRING OPTIONAL,

target [4] ProtectionRequest OPTIONAL,
response [5] BIT STRING OPTIONAL,
operationCode [6] Code OPTIONAL,
attributeCertificationPath [7]1 AttributeCertificationPath OPTIONAL,
errorProtection [8] ErrorProtectionRequestOPTIONAL,
errorCode [91 Code OPTIONAL }

Prote¢tionRequest ::= INTEGER { none (0),'signed (1), encrypted (2), signed-encrypted (3) }

Time [::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

ErrorProtectionRequest_:;= INTEGER { none (0), signed (1), encrypted (2), signed-encrypted (3) }

The QertificationBath component is a sequence containing the signer's user certificate, and, optionally, a sequepce of
one of more certification authority (CA) certificates. (See clause 7 in ITU-T Rec. X.509 | ISO/IEC 9594-8.) THe user
certifipateds\tsed to bind the signer's public key and distinguished name, and may be used to verify the signature on a
requedt argument, response, or error. This parameter shall be present and contain the signer's user certificate|if the
requesTarguIeIT, TCSPOIIST, O CITOT 15 Signed. AddItionat Certiicates may be Prescit and may be used to determime if the
signer's user certificate is valid. Additional certificates are not required if the recipient shares the same certification
authority as the signer. If the recipient requires a certification path for validation, and an acceptable parameter is not
present, whether the recipient rejects the signature, or attempts to determine a certification path, is a local matter.

The name is the distinguished name of the first intended recipient of the argument or result. For example, if a DUA
generates a signed argument, the name is the distinguished name of the DSA to which the operation is submitted.

NOTE 2 — Where the first intended recipient has alternative distinguished names differentiated by context, name may be an
alternative name. However, authentication and access control which may be based on the value of name may not work as desired
if the primary distinguished name is not used.

The time is the intended expiry time for the validity of the request, response, or error. It is used in conjunction with the
random number to enable the detection of replay attacks.
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The random value is a number that should be different for each request, response, or error. It is used in conjunction with
the time parameter to enable the detection of replay attacks. If sequence integrity is required then the random argument
may be used to carry a sequence integrity number as follows:

a) The random value used with operation arguments is derived using a pre-agreed sequence (e.g. the
previous value plus 1) from:

i)  for the first operation sent from a system on a binding, the random value passed in the bind operation
argument/result by the remote peer system; and

ii) for subsequent operations, the random value passed in the previous operation in the same direction.

b) The random value used with operation results or errors is derived using some pre-agreed sequence from
the random value 1n the request (€.g. random 1n request argument plus 1).

The target ProtectionRequest may appear only in the request for an operation to be carried out, andyindicafes the
requegtor's preference regarding the degree of protection to be provided to the result. Four levels are providéd: nope (no
protedtion requested, the default), signed (the Directory is requested to sign the result), encrypted/(the Direcfory is
requegted to encrypt the result), or signed-encrypted (the Directory is requested to both sign and encrypt the resulf). The
degre¢ of protection actually provided to the result is indicated by the form of result and may beg equal to or lowgr than
that r¢quested, based on the limitations of the Directory. This may override the protectiof selected using the dirqop
parameeter in the bind token.

The r¢sponse is used to convey any information back to the initiator of the request,
The operationCode is used to securely bind the operation code to the request’arguments, results or errors.

The attributeCertificationPath is used to convey a security clearance.for rule based access control, or other attribute, in
an Attribute Certificate, optionally with the certificates needed to validate the Attribute Certificate.

The €rrorProtection request may appear only in the request for an operation to be carried out, and indicates the
requedtor's preference regarding the degree of protection to be provided to any error. Four levels are provided: nope (no
protegtion requested, the default), signed (the Directory”is requested to sign the error), encrypted (the Directory is
requegted to encrypt the error), or signed-encrypted (the Directory is requested to both sign and encrypt the errof). The
degreg of protection actually provided to the error isiindicated by the form of error and may be equal to or lower than that
requeqted, based on the limitations of the Direetory. This may override the protection selected using the dirqop
paramieter in the bind token.

NOTE 3 — A DUA may request that anyssecurity label context be returned with an attribute value using the context selectior].
The efrorCode is used to secure the error code where an error is returned in response to an operation.

If the [syntax of Time has béen chosen as the UTCTime type, the value of the two-digit year field shall be ratiorjalized
into a [four-digit year value-as follows:

— Ifthe 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it.

— Ifithe 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

GeneralizedTime shall be used if the negotiated version is v2 or greater. The use of GeneralizedTime when v1 has been
negotiated event-nterworkimg—with—mptlementations—umawarc-of-thepossthitity-of-choosirg—cithe fme or
GeneralizedTime. It is the responsibility of those specifying the domains in which this Directory Specification will be
used, e.g. profiling groups, as to when the GeneralizedTime may be used. In no case shall UTCTime be used for
representing dates beyond 2049.

e IV 0) § WA N atro grrawa POSSTO ARY, O

7.11 Common elements of procedure for access control

This subclause defines the elements of procedure that are common to all abstract service operations when basic-access-
control, rule-based-access-control, or both are in effect. If both mechanisms are in effect, the order in which they are
applied is a local matter, except that if access is denied to the entry, an attribute type or an attribute value by either
mechanism, then a grant from the other mechanism shall not override it. In this respect, DiscloseOnError permission of
basic-access-control is a grant that shall not override a deny of rule-based-access-control.
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7.11.1 Common elements of procedure for basic access control

7.11.1.1 Alias dereferencing

If, in the process of locating a target object entry (identified in the argument of an abstract service operation), alias
dereferencing is required, no specific permissions are necessary for alias dereferencing to take place. However, if alias
dereferencing would result in a ContinuationReference being returned (i.e. in a Referral), the following sequence of
access controls applies. If the DSA chains the request to another DSA and receives back a referral from it, then the
access controls shall be applied to the referral if the targetObject in the referral is the same as in the chained request.
That is, the DSA shall police all referrals whether they were generated locally or remotely.

1) Read permission is required to the alias entry. If permission is not granted, the operation fails in
accordance to the procedure described in 7.11.1.

2) Read permission is required to the aliasedEntryName attribute and to the single value that it ‘contains.
If permission is not granted, the operation fails and nameError with~“’problem
aliasDereferencingProblem shall be returned. The matched element shall contain the name of the alias
entry.

NOTE - In addition to the access controls described above, security policy may prevent thé.disclosure of
knowledge information which would otherwise be conveyed as a ContinuationReference in Referral. If sudh a
policy is in effect and if a DUA constrains the service by specifying chainingProhibited-the Directory may teturn
a serviceError with problem chainingRequired. Otherwise, a securityError with’preblem
insufficientAccessRights or nolnformation shall be returned.

7.11.1{2 Return of Name Error

If, while performing an abstract service operation, the specified target object’(alias or entry) — e.g. the Name of an} entry
to be fead or the baseObject in a search request — could not be found, a iameError with problem noSuchObjedt shall
be rethrned. The matched element shall either contain the name of theext superior entry to which DiscloseOgError
permisgsion is granted, or the name of the DIT root (i.e. an empty RDNSequence).

NQTE — The second alternative may be taken by a DSA which does not have access to all superior entries.

7.11.1.3 Non-disclosure of the existence of an entry
If accgss is denied under rule-based-access-control, then the DiscloseOnError permission is not applicable.

If, whiile performing an abstract service operation; the necessary entry level permission is not granted to the spg¢cified
target|object entry — e.g. the entry to be read'<>the operation fails and the error returned is one of: if DiscloseOgError
permission is granted to the target entry, a~securityError with problem insufficientAccessRights or nolnformation
shall be returned; otherwise, a nameError ‘with problem noSuchObject shall be returned. The matched elemenit shall
either [contain the name of the next(uperior entry to which DiscloseOnError permission is granted, or the name|of the
DIT r¢ot (i.e. an empty RDNSequence).

NOTE — The second alternative.may be taken by a DSA which does not have access to all superior entries.

Additjonally, whenevep-the’Directory detects an operational error (including a referral), it shall ensure that in retirning
that etror it does not'ecompromise the existence of the named target entry and any of its superiors. For example, pefore
returnjng a servicéError with problem timeLimitExceeded or an updateError with problem notAllowedOnNopLeaf,
the Directory vérifies that discloseOnError permission is granted to the target entry. If it is not, the procedure degcribed
in the [parageaph above shall be followed.

7.11.1{4"_Return of Distinguished Name

In a Compare, List, or Search operation, ReturnDN permission is required to the object (or baseObject) entry if as a
result of dereferencing an alias, the object's distinguished name is to be returned in the name parameter of the operation
result (see 9.2.3). If this permission is not granted, the Directory shall return an alias name for the entry instead, as
described in 7.7, or shall omit the name parameter altogether.

In a Read or Search operation, ReturnDN permission is required to an entry in order to return its distinguished name in
Entrylnformation. If this permission is not granted, the Directory shall return the name of an alias instead, as described
in 7.7, or if no alias name is available shall fail the operation with a nameError (in the case of Read) or omit the entry
from the results (in the case of Search).

If the user supplied alias name is returned in the result, then the aliasDeferenced flag of CommonResults shall not be
set to TRUE.
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7.11.2

Common elements of procedure for rule-based-access-control

7.11.2.1 Accessing an entry (entry level permission)

In order to access an entry, permission is required to access at least one attribute value in the entry. If entry level
permission is not granted, then nameError with problem noSuchObject shall be returned.

7.11.2.

2 Returning the name of an entry

In order to return the DN of an entry, permission is required to access all the attribute values of at least one context
variant of the RDN of the entry (this is termed RDN permission). No permissions are required from any of the superiors
of the entry If RDN permlssmn is not granted then a DSA may choose to elther return the DN of a valid alias of the

entry fo
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TE — The selection of an appropriate alias name is further described in the Notes of 7.7.

3 Alias dereferencing

br to dereference an alias, permission is required to access the aliasedEntryName attribute yalue.

4 Return of Name Error (noSuchObject)

atched component of nameError with problem noSuchObject shall be set to theyname of the next superior

ch the requestor has RDN permission. If such an entry is not available to theDSA generating the error, th
pf the DIT root shall be returned.

LS Accessing an attribute

br to access an attribute, permission is needed to access at least omnie of the values of the attribute.

6 Deleting information

er to delete an attribute value, permission is needed to-access that value. When deleting an entry or an attriby

operajion shall return a successful response if at least.one attribute value is deleted, irrespective of how many
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equested to be deleted.

7 Invoking search-rules
er to evaluate a search-rule against the arguments of a search operation, invoke permission to the search-

bd for the requestor originating-the' search operation. The user needs no other permissions to access the searg
te or the subentry that contains-it.

Family information
y information isreated as for any other information, except that ACI for which the Protectedltem is mar

eFamily; if the{ACI is applicable to an ancestor or family member this causes subordinate family member:
t to the same ACI. IncludeFamily is only meaningful when applied to an entry protected item.

Managing the DSA Information Tree
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The

SA Information Tree held by a DSA can be managed using the Directory Abstract Service. When the DSA
Information Tree is managed:

all DSEs in a DSA are visible through DAP including the root DSE;

serviceError with problem unwillingToPerform if it cannot support the requested change);

knowledge is merely another attribute which can be read and modified; and

the DSA never chains requests or returns referrals or continuation references.

attributes defined as no user modification may be modified (though the DSA can reply with an

Visibility of DSEs and retrieval of or changes to operational attributes can be controlled via access control in the normal

way.
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anagement of a DSA Information Tree is achieved by a DUA using the following procedures:
1) the DUA BINDs directly to the DSA which holds the DSA Information Tree that is to be managed;
2) for each operation that is used to manage the DSA Information Tree:
— the manageDSAIT extension bit shall be set;
—  the manageDSAIT option shall be set;
— the manageDSAITPlaneRef option shall be included if a specific replication plane is to be man:
the following components are ignored by the Directory:
- operationProgress in CommonArgument;

—  referenceType in CommonArgument;

—  entryOnly in CommonArgument;
— nameResolveOnMaster in CommonArgument; and

— chainingProhibited in ServiceControls.

Procedures for families of entries

peified in 7.3.2, family members within a compound entry may be grouped together for the purpose of op{
tion. This grouping is only relevant for Compare, Search and Remoye(Entry operations. If family grouf
ed for any other operation, it shall be ignored.

ctermining what family members that shall be returned according to the familyReturn component
bts are only relevant for operations that return entry information, i.e. Read, Search and Modify Entry operatig

mily member makes an active contribution to the opetration evaluation, it is marked as a contributing mem|
member makes a contribution to the match if it is part of a family grouping that match the filter and if it hol|
e attributes that are matched by non-negated filtet-items. It also contributes if it holds an attribute of a given
ited filter item for the same type does not match. In the case of a Read or Modify Entry operation, the
er that is selected by the operation (as specified by the object component of the operation) is the only m
d as a contributing member and as a participating member. In the case of a Search operation, family grou
or filter matching. If a family grouping matches a filter (see 7.8.3) all members that have contributed actiy
tching are marked as contributing\members, while all entries of the grouping are marked as participating me
filter used is the default filten((and : { }), then all members of a family grouping shall be marked as partici
ers, but not as contributing members.

a family grouping of-compound entry matches the filter and the SearchArgument specifies hierarchy se

icipating (and possibly also as contributing), all referenced entries of the hierarchical group that are not com
shall be selected, otherwise they shall be excluded. If a referenced entry is a compound entry, the marking
ers shall Be'done as follows. Each member of the referenced compound entry that have the same local m|
as a meémber of the matched compound entry is marked the same way. All other members of the refe
undentry are left unmarked.
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If a matched entry not being a compound entry references a compound entry in its hierarchy selection, all the members of
that compound entry are marked as participating.

How this marking of entries affects the return of entry information is detailed in 7.6.4.

Family members may be packed into a family-information derived attribute. If only a single member of a compound
entry is returned in the result, packaging shall not be performed. However, if several members are returned from a Read
or Modify Entry operation, these members shall be packed. In the case of a Search operation where several members of a
compound attribute are returned they shall be packed unless the separateFamilyMembers search control option is set, in

which

case the members shall be returned as separate entries.
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When performing search operations involving compound entries, there are four relevant phases for a Search operation:

a)

b)

The groupings of family members within each entry of interest, as defined by familyGrouping, are
logically considered within each candidate entry (i.e. as selected by subset). By pooling together all the
attributes of the group, all attribute values for a given attribute type are considered to belong to that single
attribute type, even if they originated from different family members.

The filter is applied to each family grouping; if the filter is satisfied for the grouping, the compound entry
then satisfies the filter, and is considered to be selected by the filter. Family members are marked as
described above.

The marked entries are augmented, as specified by familyReturn in EntrylnformationSelection, to mark

all entries that would be returned.

d) If the additionalControl component is present in a governing-search-rule (see 16.10.8 of

ITU-T Rec. X.501 | ISO/IEC 9594-2), the markings, and thereby what is returned, may be changed
result of processing the referenced control attributes.

as the

8 Bind and Unbind operations

The Directory Bind and Directory Unbind operations, defined in 8.1 and 8.2 respectively, are-used by the DUA|at the
beginming and end of a particular period of accessing the Directory.

8.1 Directory Bind

8.1.1 Directory Bind syntax

A Directory Bind operation is used at the beginning of a period of accessing the Directory. The arguments [of the
operation may be signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the

requey

tor. If so requested, the Directory may sign, encrypt, or sign and.enCrypt the results.

directoryBind OPERATION ::= {

IARGUMENT DirectoryBindArgument

Cred

RESULT DirectoryBindResult
ERRORS { directoryBindError } }
DirecforyBindArgument ::= SET {
credentials [0] Credentials OPTIONAL,
versions [11 Versions DEFAULT {v1}}
ntials ::= CHOICE {
simple [0] ~SimpleCredentials,
strong [11" ;-StrongCredentials,
externalProcedure [2] ~ EXTERNAL,
spkm [8] SpkmCredentials }
SimpleCredentials ::= SEQUENCE {
name [0] DistinguishedName,
validity [11 SET{
time1 [0] CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
time2 [1]1 _ CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
random1 [2] BIT STRING OPTIONAL,
random2 [31 BIT STRING OPTIONAL },
password [2] CHOICE {
unprotected OCTET STRING,
protected SIGNATURE {OCTET STRING} } OPTIONAL}
StrongCredentials ::= SET {
certification-path [0] CertificationPath OPTIONAL,
bind-token [11 Token,
name [2] DistinguishedName OPTIONAL,

26

attributeCertificationPath [3] AttributeCertificationPath OPTIONAL }
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SpkmCredentials ::= CHOICE {
req [0] SPKM-REQ,
rep [1] SPKM-REP-TI}

Token ::= SIGNED { SEQUENCE {

algorithm [0] Algorithmldentifier,
name [1] DistinguishedName,
time [2] Time,
random [3] BIT STRING,
response [4] BIT STRING OPTIONAL,
bindIntAlgorithm [51 SEQUENCE SIZE (1..MAX) OF Algorithmlidentifier OPTIONAL,
bindintKeylnfo [6] BindKeyinfo OPTIONAL,
bindConfAlgorithm [71 SEQUENCE SIZE (1..MAX) OF Algorithmidentifier OPTIONAL,
bindConfKeylnfo [8] BindKeylnfo OPTIONAL--,
-- dirqop [91 OBJECT IDENTIFIER OPTIONAL--}}

Versions ::= BIT STRING {v1(0), v2(1) }
DirecforyBindResult ::= DirectoryBindArgument

directoryBindError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET {
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError [11 ServiceProblem,
securityError [2] SecurityProblem}}}}

BindKeylnfo ::= ENCRYPTED {BIT STRING }

8.1.2 Directory Bind arguments

The ctedentials argument of the DirectoryBindArgument allows the Directory to establish the identity of the usdr. The
credenjtials may be simple, or strong or extetnally defined (externalProcedure) (as described in ITU-T Rec. X.509 |
ISO/TEC 9594-8).

If simple is used, it consists of a mame (always the distinguished name of an object), an optional validity, gnd an
optiorjal password. This provides :a“limited degree of security. The password may be unprotected, or it nmjay be
prote¢ted (either Protected] or-Protected2) as described in 18.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8. The \rlrLIidity
supplies time1, time2, randomt‘and random2 arguments, which derive their meaning by bilateral agreement, and|which
may He used to detect repldy. In some instances a protected password may be checked by an object which knows the
passwprd only after locally regenerating the protection to its own copy of the password and comparing the result wiith the
value |n the bind argufnent (password). In other instances, a direct comparison may be possible.

GeneralizedTime/shall be used for time1 and time2 if the negotiated version is v2 or greater. The yse of
GeneralizedTime when v1 has been negotiated may prevent interworking with implementations unaware pf the
possilility ‘ef choosing either UTCTime or GeneralizedTime. It is the responsibility of those specifying the domgins in

which| this Directory Specification will be used. e.g. profiling groups, as to when the GeneralizedTime may bd used.
UTCTime shall not be used for representing dates beyond 2049.

If strong is used, it consists of a bind-token, and, optionally, a certification-path (certificate and sequence of
certification-authority cross-certificates, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8) and the name of the
requestor. This enables the Directory to authenticate the identity of the requestor establishing the association, and vice
versa. If StrongCredentials or SpkmCredentials are used in a bind operation, information relating to identity and
authorization is conveyed. This enables the identity of either entity to be authenticated, and also enables use of
established encryption and integrity cryptographic keying material.

The bindIntAlgorithm and bindConfAlgorithm components are used to negotiate the cryptographic algorithms used to
protect subsequent operations on the binding. The requestor includes a list of supported algorithms in order of
preference. The Directory chooses one from the list which conforms to its own security policy, and indicates this in the
response.
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The session keys to be used by the integrity and confidentiality algorithms are established using the bindIntKeylnfo and
bindConfKeyInfo fields. Both the requestor and the Directory may contribute to the selection of the session key by
generating a session key of appropriate length, and encrypting with the other's public key. The session key is the
exclusive OR of the two components. Note that the requestor may leave the generation of the session key to the
Directory, in which case the above fields will be omitted from the bind argument.

NOTE 1 — The credentials required for authentication may be carried by the Security Exchange Service Element (see ITU-T
Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

If the operation is to be signed and encrypted, an attribute certificate containing the attribute (see clause 12 of ITU-T
Rec. X.509 | ISO/IEC 9594-8) may be used to convey the clearances required to access the attribute. The
attributeCertificationPath is used to convey a security clearance for rule based access control, or other attribute,
conveyed in an Attribute Certificate, optionally with the certificates needed to validate the Attribute Certificate.

The arguments of the bind token are used as follows. algorithm is the identifier of the algorithm employed to,sign this
infornpation. name is the name of the intended recipient. The time parameter contains the expiry time of thefokep. The
random number is a number which should be different for each unexpired token, and may be used by the\recipjent to
detect|replay attacks.

NQTE 2 — Where names are used in either simple or strong credentials, it is possible to use alternative distingtiished names|if they
exist. However, authentication and access control based on the name may not work as desired if the primasy’distinguished fame is
nof used. Following successful processing of an authenticated BIND operation, whatever the name used in the BIND argument,
the bound entities shall thereafter know each other by their primary distinguished names, to facilitatejoperation of access dontrols
whiile the BIND is in effect.

If externalProcedure is used, then the semantics of the authentication scheme being-used is outside the scope [of the
Directory Specifications.

The versions argument of the DirectoryBindArgument identifies the versiofis of the service which the DUA is pregpared
to parficipate in. The value v1 denotes the protocol version 1 and the valie y2 denotes the protocol version 2. Thq value
v2 shall be used if in a subsequent ModifyEntry operation the alterValues or resetValue modification types arg to be
sent i1 a request or a result other than NULL is required (see 11.3). The value shall be set to v2 if following are useq:

a) encrypted or signedAndEncrypted protection;, and
b) any protection on errors or response to Add Entry, Remove Entry, Modify Entry, Modify DN.

Migration to future versions of the Directory should befacilitated by:

a) any elements of DirectoryBindArgunient other than those defined in this Directory Specification shall be
accepted and ignored;

b) additional options for named bits of DirectoryBindArgument (e.g. versions) not defined shall be acgepted
and ignored.

The résponse component is used to carry a number derived from random if challenge response of authenticafion is
requirgd.

The bjndintAlgorithm, bindKeylnfo, bindConfAlgorithm, and bindConfKey components are used to carry inforination
used tp protect subsequent operations on the binding.

The dirqop compeneit is used to indicate the protection selected by the initiator in the bind.

8.1.3 Directory Bind results

Should_the hind request succeed a resnlt shall be returned

The credentials argument of the DirectoryBindResult allows the user to establish the identity of the Directory. It allows
information identifying the DSA (that is directly providing the Directory service) to be conveyed to the DUA. It shall be
of the same form (i.e. CHOICE) as that supplied by the user.

The versions parameter of the DirectoryBindResult indicates which of the versions of the service requested by the
DUA is actually going to be provided by the DSA.

8.14 Directory Bind errors
Should the bind request fail, a bind error shall be returned.

The versions parameter of the directoryBindError indicates which versions are supported by the DSA.
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A securityError or serviceError shall be supplied as follows:
. securityError inappropriateAuthentication
invalidCredentials
blockedCredentials
. serviceError unavailable
8.2 Directory Unbind
A Directory Unbind operation is used at the end of a period of accessing the Directory.

d' lLlabind ODPRERATIOMN = agl Laalot ool
irecteryUnbind—OPERAHON—=—emptybnbind

The d{rectoryUnbind has no arguments.

9 Directory Read operations

There|are two 'read-like' operations: read and compare, defined in 9.1 and 9.2, respectively.(The abandon opefation,
defingd in 9.3, is grouped with these operations for convenience.

9.1 Read

9.1.1 Read syntax

A Regd operation is used to extract information from an explicitly identified entry. It may also be used to v¢rify a
distinguished name. The arguments of the operation may be signed, efierypted, or signed and encrypted (see 1|7.3 of
ITU-T| Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign and
encrypt the result.

read DPERATION ::= {
IARGUMENT ReadArgument

RESULT ReadResult

ERRORS { attributeError | nameError,| serviceError | referral | abandoned |
securityError }

CODE id-opcode-read }

ReadArgument ::= OPTIONALLY-PROTECTED {

SET {
object [0] Name,
selection [11 EntryinformationSelection DEFAULT { },
modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }

ReadResult ::= OPTIONALLY-PROTECTED {

SET {
entry [0] Entryinformation,
modifyRights [11 ModifyRights OPTIONAL,
COMPONENTS OF CommonResults } }

ModifyRights ::= SET OF SEQUENCE {

item CHOICE {
entry [0] NULL,
attribute [1] AttributeType,
value [2] AttributeValueAssertion },
permission [3] BIT STRING { add (0), remove (1), rename (2), move (3) } }

9.1.2 Read arguments

The object argument identifies the object entry from which information is requested. Should the Name involve one or
more aliases, they are dereferenced (unless this is prohibited by the relevant service controls). The Name may be an
alternative name and may include context information, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.
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The selection argument indicates what information from the entry is requested (see 7.6). However, it should not be
assumed that the attributes returned are the same as or limited to those requested.

The CommonArguments (see 7.3) include a specification of the service controls and security parameters applying to the
request. For the purposes of this operation the sizeLimit component is not relevant and is ignored if provided. If the
argument of this operation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters
(see 7.10) component shall be included in the arguments.

The modifyRightsRequest argument is used to request return of the requestor's modification rights to the entry and its
attributes.

9.1.3 Read results

Should the request succeed, the result shall be returned.

The emtry result parameter holds the requested information (see 7.7). This may include family information{ ifrequired by
the prgsence of a familyReturn element in EntrylnformationSelection.

The modifyRights parameter is present if it was requested via the modifyRightsRequest arguiment, and the uder has
modifjcation privileges to some or all of the requested entry information, and the return of this-anformation is permitted
by thd local security policy. If returned, the modification rights of the requestor are returned for the entry and for the
attribytes specified in the selection argument. The parameter contains the following:

— An clement of the SET is returned for the entry; for each user attribGtetequested which the user has the
right to add or remove; and for each returned attribute value for which the user's rights to add or remove it
differ from those of the corresponding attribute.

— The returned permission indicates what operations or actions on the entry by the user would succged. In
the case of an entry, remove indicates that a RemoveEntry operation would succeed; rename indlicates
that a ModifyDN operation with the newSuperior¢parameter absent would succeed; and move [that a
ModifyDN operation with the newSuperior parameter present and an unchanged RDN would succegd.

In the case of attributes and values, add indicates that a ModifyEntry operation that adds the attrijute or
value would succeed; and remove indicates that a ModifyEntry operation that removes the attrijute or
value would succeed.

NOTE — An operation to move an entry-to a new superior may also depend on permissions associated with the new
superior (as for example with basie-access-control). These are ignored when determining permission.

The GommonResults (see 7.4) include the“security parameters applying to the response. If this result is to be signed,
encrypted, or signed and encrypted by.the Directory, the SecurityParameters (see 7.10) component shall be included in
the regults.

9.14 Read errors
Shouldl the request fail enie/of the listed errors shall be reported. If none of the attributes explicitly listed in selectipn can

be retprned, then ancattributeError with problem noSuchAttributeOrValue shall be reported. The circumstances|under
which|other errors Shall be reported are defined in clause 12.

9.1.5 Read operation decision points for basic access control

If rule-based-access-control is also to be applied. the order in which it is applied with respect to basic-access-contiol is a
local matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it
shall not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the entry being read, the following sequence of access controls applies:

1) Read permission is required to the entry being read. If permission is not granted, the operation fails in
accordance with 7.11.1.3.

2) If the infoTypes element of selection specifies that attribute types only are to be returned, then for each
attribute type that is to be returned, Read permission is required. If permission is not granted, the attribute
type is omitted from the ReadResult. If as a consequence of applying these controls no attribute
information is returned, the entire operation fails in accordance with 9.1.5.1.
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If the infoTypes eclement of selection specifies that attribute types and values are to be returned, then for
each attribute type and for each value that is to be returned, Read permission is required. If permission to
an attribute type is not granted, the attribute is omitted from ReadResult. If permission to an attribute
value is not granted, the value is omitted from its corresponding attribute. In the event that permission is
not granted to any of the values within the attribute, an Attribute element containing an empty SET OF
AttributeValue is returned. If as a consequence of applying these controls, no attribute information is
returned, the entire operation fails in accordance with 9.1.5.1.

Error returns

If the operation fails as defined in 9.1.5 items 2) or 3), the valid error returns are one of:

9.1.5.]

If an

omitte
permi
the req

9.1.6

b)

Non-disclosure of incomplete results

= T T e i i i s), a
securityError with problem insufficientAccessRights or nolnformation shall be returned.

Otherwise, if a select option was specified (in attributes and/or in extraAttributes), then |if the
DiscloseOnError permission is granted to any of the selected attributes, a securityError with pioblem
insufficientAccessRights or nolnformation shall be returned. Otherwise, ancattributeErroq with
problem noSuchAttributeOrValue shall be returned.

ncomplete result is being returned in Entrylnformation, i.c. some of the attributes or attribute values hav
d because of the applicable access controls, the incompleteEntry element shall be set to TRUE if DiscloseO
sion is granted to at least one attribute type withheld from the result, or at’least one attribute value withhel

b been
 Error
] from

ult (for which attribute type Read permission was granted).

Read operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it issapplied with respect to rule-based-access-control is § local

matte
be 0V
permi

If ruld

1)

2)

3)

5)

6)

7)

, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shiall not
erridden by the other mechanism. In this respéct, DiscloseOnError permission of basic-access-control is a
sion that shall not override a deny of rule-based-access-control.

based-access-control, rule-and-basic-access=Control, or rule-and-simple-access-control is in effect for the entry| being
read, the following access controls apply:

If entry level access is.denied under rule-based-access-control, then the operation fails with nameError
with problem noSuchObject in accordance with 7.11.2.4.

If access to the(ertry is not permitted under the basic-access-control scheme as described in 9.1.5 ifem 1)
then the operation fails in accordance with 7.11.1.3.

If the infoTypes element of selection specifies that attribute types only are to be returned, then iffunder
ruleshased-access-control, access is not granted for all attribute values of that type, the attribute fype is
omitted from the ReadResult. If as a consequence of applying these controls no attribute informafion is
returned, the entire operation fails returning an attributeError with problem noSuchAttributeOrV3alue in
accordance with 9.1.5.1 b).

" access-
control is applied as described in 9.1.5 item 2).

Under rule-based access controls, if the infoTypes element of selection specifies that attribute types and
values are to be returned, then for each attribute value that is to be returned, access shall be granted. If
access to an attribute value is not granted, the attribute value is omitted from its corresponding attribute. In
the event that access is not granted to any of the attribute values within an attribute, the whole attribute is
omitted from ReadResult. If as a consequence of applying these controls, no attribute information is
returned, the entire operation fails returning an attributeError with problem noSuchAttributeOrValue.

basic-access-control is applied as described in 9.1.5 item 3).

The name of the entry returned in the operation result is determined as defined in 7.11.2.2.
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9.2 Compare

9.2.1 Compare syntax

A Compare operation is used to compare a value (which is supplied as an argument of the request) with the value(s) of a
particular attribute type in a particular object entry. The arguments of the operation may be signed, encrypted, or signed
and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may
sign, encrypt, or sign and encrypt the result.

Any value of familyGrouping except multiStrand may be used, and the attributes in all the grouped family members are
to be used in the comparison against the purported attribute value assertion. If familyGrouping specifies multiStrand,
compoundEntry is assumed.

compare OPERATION—T™=
IARGUMENT CompareArgument

RESULT CompareResult

ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }

CODE id-opcode-compare }

CompareArgument ::= OPTIONALLY-PROTECTED {

SET {
object [0] Name,
purported [1] AttributeValueAssertion,
COMPONENTS OF CommonArguments } }
CompareResult ::= OPTIONALLY-PROTECTED {
SET {
name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [11 BOOLEAN DEFAULT TRUE,
matchedSubtype [2] AttributeType OPTIONAL,
COMPONENTS OF CommonResults } }
9.2.2 Compare arguments

The opject argument is the name of the particular object entry concerned. Should the Name involve one or more aliases,
they afe dereferenced (unless prohibited by the relevant service control). The Name may be an alternative name anld may
include context information, as described.in' 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The pprported argument identifies the attribute type and value to be compared with that in the entry. The comparfson is
TRUH if the entry holds the purported attribute type or one of its subtypes, or there is a collective attribute of th¢ entry
which| is the purported attribute’ type or one of its subtypes (see 7.6), and if there is a value of that attribute [which
matchgs the purported valuewising the attribute's equality matching rule.

If context assertionsatre ncluded in the attribute value assertion, then the matching shall be attempted only against those
valueqd which satisfyall the given context assertions, as described in 8.8.2 of ITU-T Rec. X.501 | ISO/IEC 9594-2. If no
context assertiens/are included in the attribute value assertion, then default context assertions shall be applied as
descriped ing8.8.2.2 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The CommonArguments (see 7.3) include a specification of the service controls and security parameters applying to the
requesTFor The purposes of This operation The SizeLimit component is ot Tetevant and s ignored it provided: If the
argument of this operation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters
(see 7.10) component shall be included in the arguments.

9.2.3 Compare results
Should the request succeed (i.e. the comparison is actually carried out), the result shall be returned.

The name is the distinguished name of the entry or an alias name of the entry, as described in 7.7. It is present only if an
alias has been dereferenced, RDNs have been resolved to primary RDNs, or context selection has been applied and the
name to be returned differs from the object name supplied in the operation argument.

The matched result parameter, holds the result of the comparison. The parameter takes the value TRUE if the values
were compared and matched, and FALSE if they did not.
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If fromEntry is TRUE the information was compared against the entry; if FALSE the information was compared against
a copy.

The matchedSubtype parameter is present only if the result of the match was TRUE and if the match succeeded because
a subtype of the purported attribute was matched. It contains the matched subtype. If more than one such subtype is
available, the one highest in the hierarchy is returned.

The CommonResults (see 7.4) include the security parameters applying to the response. If this result is to be signed,
encrypted, or signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall be included in
the results.

9.24

Compare errors
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9.2.5

If ruld
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grantg
shall b

9.2.6

If basic-access-control i§ also applied, the order in which it is applied with respect to rule-based-access-control is

matter
be 0V
permi
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1 the request fail, one of the listed errors shall be reported. The circumstances under which the particular
e reported are defined in clause 12.

Compare operation decision points for basic access control

-based-access-control is also applied, the order in which it is applied with respect to basic*access-control is
, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it sh

sion that shall not override a deny of rule-based-access-control.

c-access-control is in effect for the entry being compared, the following sequence of access controls applies:

1) Read permission is required to the entry to be compared. If permission is not granted, the operation
accordance with 7.11.1.3.

2) Compare permission is required to the attribute being compared. If permission is not grante
operation fails in accordance to 9.2.5.1.

3) If there exists a value within the attribute being compared that matches the purported argument 3
which Compare permission is granted,-the operation returns the value TRUE in the matched
parameter of the CompareResult. Otherwise, the operation returns the value FALSE.

Error returns
operation fails as defined in 9.2.5 item2), the valid error returns are one of: if the DiscloseOnError permis

d to the attribute being compatedy a securityError with problem insufficientAccessRights or nolinforn
e returned; otherwise, an attributeError with problem noSuchAttributeOrValue shall be returned.

Compare operation decision points for rule-based access control

, except that ifaecess is denied to the entry, an attribute type or an attribute value by either mechanism, it sh
sion that'shall not override a deny of rule-based-access-control.

-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entryj]
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1) if entry level access is denied under rule-based-access-control, then the operation fails with nameError

with problem noSuchObject in accordance with 7.11.2.4;

2) if access to the entry is not permitted under the basic-access-control scheme as described in 9.2.5 it
then the operation fails in accordance with 7.11.1.3;

em 1),

3) if access is not granted to the attribute value being compared, the Directory shall act as though the

attribute value was not present;
4) basic-access-control is applied as described in 9.2.5 items 2) and 3);

5) the name returned in the operation result is determined as defined in 7.11.2.2.
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9.3 Abandon

Operations that interrogate the Directory may be abandoned using the abandon operation if the user is no longer
interested in the result. The arguments of the operation may be signed, encrypted, or signed and encrypted (see 17.3 of
ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign and
encrypt the result.

abandon OPERATION := {
ARGUMENT AbandonArgument

RESULT AbandonResult

ERRORS { abandonFailed }

CODE id-opcode-abandon }
AbandionArgument -= OPTIONALLY-PROTECTED-SEQ{

SEQUENCE {

invokelD [0] Invokeld}}

AbandonResult ::= CHOICE {

null NULL,

information OPTIONALLY-PROTECTED-SEQ {

SEQUENCE {

invokelD Invokeld,
COMPONENTS OF CommonResultsSeq } }'}

There|is a single argument, the invokelD which identifies the operation that‘is to be abandoned. The value [of the
invokelD is the same invokelD that was used to invoke the operation that is to be-abandoned.

Shoulgl the request succeed, a result shall be returned. If this result is to be signed, encrypted, or signed and encrypted by
the Directory, the SecurityParameters (see 7.10) component of CommonResultsSeq (see 7.4) shall be included|in the
resulty. If the result of the operation is not to be signed by the Directory, no information shall be conveyed with the
result| The original operation shall fail with an abandoned error.

Shoulgl the request fail, the abandonFailed error shall be reported. As a local matter, a DSA may choose not to ajandon
the opration and shall then return the abandonFailed error; This error is described in 12.3.

Abandon is only applicable to interrogation operationsy i.e. Read, Compare, List, and Search operations.

A DSA may abandon an operation locally. If the DSA has chained or multicasted the operation to other DSAs, it fay in
turn rgquest them to abandon the operation.

10 Directory Search operations

There|are two 'search-like' operations: List and Search, defined in 10.1 and 10.2 respectively.

10.1 List

10.1.1]  List syntax

A List operationnis used to obtain a list of the immediate subordinates of an explicitly identified entry. Underl some
circunistancess.the list returned may be incomplete. The arguments of the operation may be signed, encrypted, or pigned
and ejcrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directorfy may
sign, anceypt, or sign and encrypt the result

list OPERATION ::= {
ARGUMENT ListArgument

RESULT ListResult
ERRORS { nameError | serviceError | referral | abandoned | securityError }
CODE id-opcode-list }
ListArgument ::= OPTIONALLY-PROTECTED ({
SET {
object [0] Name,
pagedResults [11 PagedResultsRequest OPTIONAL,
listFamily [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }
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ListResult ::= OPTIONALLY-PROTECTED {

CHOICE {
listinfo SET{

name Name OPTIONAL,

subordinates [11 SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [11 BOOLEAN DEFAULT TRUE },

partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,

COMPONENTS OF CommonResults },

uncorrelatedListinfo [0] SET OF ListResult } }

PartiatOutcomeQuatifier ——=SET <

limitProblem [0] LimitProblem OPTIONAL,
unexplored [11 SET SIZE (1..MAX) OF ContinuationReference OPTIONAL,
unavailableCriticalExtensions[2] BOOLEAN DEFAULT FALSE,
unknownErrors [31 SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type “OPTIONAL,
queryReference [4] OCTET STRING OPTIONAL,
overspeckFilter [5] Filter OPTIONAL,
notification [6] SEQUENCE SIZE (1 .. MAX) OF Attributée OPTIONAL,
entryCount CHOICE {

bestEstimate [7]1 INTEGER,

lowE