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Foreword

:1998(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
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rate in fields of mutual interest. Other international organizations, governmental and non-goyern
with 1ISO and IEC, also take part in the work.

ield of information technology, ISO and IEC have established a joint technical committee, ISO/IH
ternational Standards adopted by the joint technical committee are circulated-to national bodies
tion as an International Standard requires approval by at least 75 % of the national bodies casting

Fights. 1ISO and IEC shall not be held responsible for identifying any or all’'such patent rights.

ogy, Subcommittee SC 6, Telecommunications and information exchange between sy
ration with ITU-T. The identical text is published as ITU-T .Recommendation X.511.

rd edition cancels and replaces the second edition (ISO/IEC 9594-3:1995), of which it constitute
.

C 9594 consists of the following parts, underithe general title Information technology — Open
hnection — The Directory :

rt 1: Overview of concepts, models and;services
rt 2: Models

rt 3: Abstract service definition

rt 4: Procedures for distributed operation

rt 5: Protocol specifications

rt 6: Selected attribute types

rt 7z Selected object classes
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— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory

Annex

A forms a normative part of this part of ISO/IEC 9594. Annexes B and C are for information only.
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I ntroduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals,
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical_agreement outside of the interconnection standards themselves, the interconnection of information processing
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Recommendation | International Standard defines the capabilities provided by’the’ Directory to its us

ational Standard. Implementations may still claim conformance to the second edition. However, at
d edition will not be supported (i.e. reported defects will no longer be resolved). It is recg
mentations conform to this third edition as soon as possible.

hird edition specifies version 1 and version 2 of the Directory pretocols.

rst and second editions also specified version 1. Most of the services and protocols specified ir
ned to function under version 1. When version 1 has been negotiated differences between the ser|
rotocols defined in the three editions are accommodated using the rules of extensibility de|
K.519 | ISO/IEC 9594-5. However some enhanced services and protocols, e.g. signed errors,
5 all Directory entities involved in the operationhave negotiated version 2.

ational Standard in the form of technical Corrigenda. The identical corrections will be applied to t

in the form of corrigenda and/or.an Implementor's Guide. A list of approved technical corri
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION —
THE DIRECTORY: ABSTRACT SERVICE DEFINITION

1 Scope

This Recommendation | International Standard defines in an abstract way the externaly visible service provided by the
Directory.

This Recommendation | International Standard does not specify individual implementations or produets.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in thifs text,
constifute provisions of this Recommendation | International Standard part. At\the time of publication, the eflitions
indicged were valid. All Recommendations and Standards are subject to révision, and parties to agreements baged on
this Recommendation | International Standard are encouraged to investigate the possibility of applying the most [recent
edition of the Recommendations and Standards listed below. Members'of IEC and 1SO maintain registers of cufrently
valid |nternational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of cufrently
valid ITU-T Recommendations.

21 Identical Recommendations | Inter national-Standar ds

— ITU-T Recanmendation X.200 (1994)"| ISO/IEC 7498-1:199#prmation technology — Oper Systems
Interconnection- Basic Reference*Model: The Basic Miode

— ITU-T Recanmendation X.500.(1997) | ISO/IEC 9594-1:199&prmation technology — Oper] Systems
Interconnection — The Directory: Overview of concepts, models and service

— ITU-T Recanmendation™X.501 (1997) | ISO/IEC 9594-2:199&prmation technology — Oper] Systems
Interconnection — The Directory: Modgel

— ITU-T Recanmendation X.509 (1997) | ISO/IEC 9594-8:199&prmation technology — Oper} Systems
Interconnectiofn~ The Directory: Authentication framekvor

— ITU-T Recanmendation X.518 (1997) | ISO/IEC 9594-4:199#prmation technology — Oper Systems
Interconmection — The Directory: Procedures for distributed openatio

— IPYST Recanmendation X.519 (1997) | ISO/IEC 9594-5:199&prmation technology — Oper] Systems
Intérconnection — The Directory: Protocol specificaon

=." ITU-T Recanmendation X.520 (1997) | ISO/IEC 9594-6:199&prmation technology — Oper] Systems
Interconnection — The Directory: Selected attribute sype

— ITU-T Recanmendation X.521 (1997) | ISO/IEC 9594-7:199&prmation technology — Open Systems
Interconnection — The Directory: Selected object classe

— ITU-T Recanmendation X.525 (1997) | ISO/IEC 9594-9:199&prmation technology — Open Systems
Interconnection — The Directory: Replicatio

— ITU-T Recanmendation X.530 (1997) | ISO/IEC 9594-10:1988prmation technology — Open Systems
Interconnection The Directory: Use of System management for Administration of the Directory.

— ITU-T Recanmendation X.680 (1997) | ISO/IEC 8824-1:1988prmation technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notatio

— ITU-T Recanmendation X.681 (1997) | ISO/IEC 8824-2:1988prmation technology — Abstract Syntax
Notation One (ASN.1): Information object specificatio

ITU-T Rec. X.511 (1997 E) 1
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— ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:19®@rmation technology — Abstract Syntax
Notation One (ASN.1): Constraint specification

— ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:19%%9@rmation technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications

— ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:198%rmation technology — Remote
Operations: Concepts, model and notation

— ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:198%rmation technology — Remote
Operations: OSI realizations — Remote Operations Service Element (ROSE) service definition

Other references
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Definitions

e purposes of this Recommendation | International Standard, the following definitionsyapply.

Basic Directory definitions

bllowing terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:
a) Directory;

b) Directory Information Base;

c) (Directory) User.

Directory model definitions

pllowing terms are defined in ITU-T Rec. X.501 | ISOAEC 9594-2:
a) Directory System Agent;
b) Directory User Agent.

Directory information base definitiens

bllowing terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) aliasentry;

b) Directory Information.Tree;

c) (Directory) entry,

d) immediate superior;

e) immediately superior entry/object;

f)  object

g) Object class;

k) (' object entry;

34

i) subordinate:

i) superior.

Directory entry definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

a) attribute;

b) attribute type;

c) attribute value;

d) attribute value assertion;
e) context;

ITU-T Rec. X.511 (1997 E)
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f)  context type;
g) context value;
h) operational attribute;
i) user attribute;

j)  matching rule.

35 Name definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

a) alias, alias name;

b) distinguished name;

¢) (directory) name;

d) purported name;

e) relative distinguished name.

3.6 Distributed oper ations definitions

The fgllowing terms are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:
a) chaining;
b) referral.

3.7 Abstract service definitions
The following terms are defined in this Recommendation | International Standard.

371 filter: An assertion about the presence or valtie of certain attributes of an entry in order to limit the scope of a
search).

372 originator: The user that originated anoperation.

3.7.3 service controls: Parameters.conveyed as part of an operation which constrain various aspects|of its
perforimance.

4 Abbreviations

For the purposes of this'Recommendation | International Standard, the following abbreviations apply:
AVA \Attribute Value Assertion

DIB Directory Information Base

DIT Directory Information Tree

DMD  Directory Management Domain
DSA Directory System Agent

DUA Directory User Agent

RDN Relative Distinguished Name

5 Conventions

With minor exceptions, this Directory Specification has been prepared according to the "Presentation of ITU-T |
| SO/IEC common text" guidelinesin the Guide for ITU-TS and ISO/IEC JTC 1 Cooperation, March 1993.

ITU-T Rec. X.511 (1997 E) 3
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The term "Directory Specification" (asin "this Directory Specification") shall be taken to mean this Recommendation |
International Standard. The term "Directory Specifications' shall be taken to mean the X.500-series Recommendations
and all parts of 1SO/IEC 9594.

This Directory Specification uses the term "1988 edition systems' to refer to systems conforming to the first (1988)
edition of the Directory Specifications, i.e. the 1988 edition of the series of CCITT X.500 Recommendations and the
ISO/IEC 9594:1990 edition. This Directory Specification uses the term "1993 edition systems" to refer to systems
conforming to the second (1993) edition of the Directory Specifications, i.e. the 1993 edition of the series of
ITU-T X.500 Recommendations and the ISO/IEC 9594:1995 edition. Systems conforming to this third edition of the
Directory Specifications are referred to as "1997 edition systems'.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The names-of procedurestyprcattyreferencec-when—specifymgthe—semanticsof processmy;—aredif ferentrateq from
normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

If the|items in a list are numbered (as opposed to using "-" or letters), then the items shall be, cons|dered steps in a
procedure.

This |Directory Specification defines directory operations using the Remote Operation notatign defined in
ITU-T| Rec. X.880 | ISO/IEC 13712-1.

6 Overview of the Directory service

As dgscribed in ITU-T Rec. X.501 | ISO/IEC 9594-2, the services of the Directory are provided through gccess points to
DUASY, each acting on behalf of a user. These concepts are depicted in Eigure 1. Through an access ppint, the Directory
provides service to its users by means of a number of Directory operations.

Access Point

Directory The
user Directory

TISO3050-94/d01

Figure 1 — Access to the Directory

The Diirectory operatiofnsyare of three different kinds:

a) Diregtory Read operations, which interrogate a single Directory entry;

b) _Directory Search operations, which interrogate potentially several Directory entries; and
¢€) \ Directory Modify operations.

The O imr"mry Read nlnpr::a’rinney the nirp(‘mry Search nlnprnfinnc and the nirp(*fnry M ndify nlnprnfinnc ae -:pp(‘i ied in

clauses 9, 10, and 11, respectively. Conformance to Directory operations is specified in ITU-T Rec. X.519 |
ISO/IEC 9594-5.

7 Information types and common procedures

71 Introduction

This clause identifies, and in some cases defines, a number of information types which are subsequently used in the
definition of Directory operations. The information types concerned are those which are common to more than one
operation, are likely to be in the future, or which are sufficiently complex or self-contained as to merit being defined
separately from the operation which uses them.

4 ITU-T Rec. X.511 (1997 E)
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Severa of the information types used in the definition of the Directory Service are actually defined elsewhere.
Subclause 7.2 identifies these types and indicates the source of their definition. Each of the remaining subclauses
(7.3 through 7.11) identifies and defines an information type.

This clause also specifies some common elements of procedure that apply to most or all of the Directory operations.

7.2

Information types defined elsewhere

The following information types are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

a) Attribute;

b) AttributeType;

C) AttributeValue;

d) AttributevalueAssertion;
€) Context;

f)  ContextAssertion;

g) DistinguishedName;

h) Name;

i) OPTIONALLY-SIGNED;

j) RelativeDistinguishedName.

The fgllowing information type is defined in ITU-T Rec. X.520 | |SO/|E€ 9594-6:

The f

The f

The f

— PresentationAddress.

bllowing information types are defined in ITU-T ReciX.509 | ISO/IEC 9594-8:
a) Certificate;

b) SIGNED;

C) CertificationPath.

bllowing information types are defined in ITU-T Rec. X.880 | ISO/IEC 13712-1:
— Invokeld.

bllowing information types.are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4.
a) OperationRrogress;

b) ContinuationReference.

Directory can

7.3 Common arguments
The CommoenArguments information may be present to qualify the invocation of each operation that the
perfokms-
CommonArguments ::= SET {
serviceControls [30] ServiceControls DEFAULT {},
securityParameters [29] SecurityParameters OPTIONAL,
requestor [28] DistinguishedName OPTIONAL,
operationProgress [27] OperationProgress
DEFAULT { nameResolutionPhase notStarted },
aliasedRDNs [26] INTEGER OPTIONAL,
criticalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
entryOnly [23] BOOLEAN DEFAULT TRUE,
nameResolveOnMaste [21] BOOLEAN DEFAULT FALSE,
operationContexts [20] ContextSelection OPTIONAL }

ITU-T Rec. X.511 (1997 E)
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The ServiceControls component is specified in 7.5. Its absence is deemed equivalent to there being an empty set of
controls.

The SecurityParameters component is specified in 7.10. If the argument of the operation is to be signed by
therequestor, the SecurityParameters component shall be included in the argument. The absence of the
SecurityParameters component is deemed equivalent to an empty set.

The requestor Distinguished Name identifies the originator of a particular operation. It holds the name of the user as
identified at the time of binding to the Directory. It may be required when the request is to be signed (see 7.10), and shall
hold the name of the user who initiated the request.

NOTE 1 — Where a user has alternative distinguished names differentiated by context, the name used as thequahierof
shall be the primary distinguished name where known. Otherwise, authentication and access control basefl on the value of
redquestor may not work as desired.

The operationProgress, referenceType, entryOnly, exclusions and nameResolveOnMaster components are defined
inITU-T Rec. X.518 | ISO/IEC 9594-4. They are supplied by a DUA either:

a) when acting on a continuation reference returned by a DSA in response to an.earlier operation, anf their
values are copied by the DUA from the continuation reference; or

b) when the DUA represents an administrative user that is managing,the.DSA Information Tree and the
manageDSAIT option is set in the service controls.

The operationContexts component supplies a set of context assertions which are applied to attribute value assgrtions
and entry information selection made within this operation, which do fototherwise contain context assertions for the
same gttribute type and context type. If operationContexts is not present or does not address a particular attri b:rF type

or corjtext type, then default context assertions shall be applied by the’'DSA as described in 7.6.1 and in 8.8.2.2 11.8
of ITY-T Rec. X.501 | ISO/IEC 9594-2. If allContexts is choseny then al contexts for all attribute types are valjd and
context defaults that might have been supplied by the DSA are'overridden. (ContextSelection isdefined in 7.6).

The aliasedRDNs component indicates to the DSA that the object component of the operation was created py the
derefarencing of an alias on an earlier operation attémpt. The integer value indicates the number of RDNSs in the name
that came from dereferencing the alias. (The value would have been set in the referral response of the previous
operation.)

NOQTE 2 — This component is provided for compatibility with 1988 edition implementations of the Directory. DUAs (and DSAS)

implemented according to later~editions of the Directory Specifications shall always omit this parameter from the
CommonArguments of a subsequent request. In this way, the Directory will not signal an error if aliases derefdrence to further
aligses.

7.3.1 Critical extensions

The criticalExtensions component provides amechanism to list a set of extensions which are critical to the perforfnance
of a Directory~operation. If the originator of the extended operation wishes to indicate that the operation shall be
perforimed wiith one or more extensions (i.e. that performing the operation without these extensions is not acceptaple), it
does o0 by setting the criticalExtensions bit(s) which corresponds to the extension(s). If the Directory, or some part of
it, is Uunable to perform a critical extension, it returns an indication of unavailableCriticalExtension (as a ServiceFError
or PartialOutcomeQualifier). If the Directory is unable to perform an extension which is not critical, it ignores the
presence of the extension.

This Directory Specification defines a number of extensions. The extensions take such forms as additional numbered bits
inaBIT STRING, or additional components of a SET or SEQUENCE, and are ignored by 1988 edition systems. Each
such extension is assigned an integer identifier, which is the number of the bit which may be set in criticalExtensions.
If the criticality of an extension is defined to be critical, the DUA shall set the corresponding bit in criticalExtensions.
If the defined criticality is non-critical, the DUA may or may not set the corresponding bit in criticalExtensions.

The extensions, their identifiers, the operations in which they are permitted, the recommended criticality, and the clauses
in which they are defined are shown in Table 1.
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Table 1 — Extensions

. - . L Defined
Extension Identifier Operations Criticality (subclauses)
subentries 1 All Non-critical 7.5
copyShallDo 2 Read, Compare, List, Search Non-critica| 7.5
attribute size limit 3 Read, Search Non-critical | 7.5
extraAttributes 4 Read, Search Non-critical | 7.6
modifyRightsRequest 5 Read Non-critical 9.1
pagedResultsRequest 6 List, Search Non-critical 10.1
mat¢hedValuesOnly 7 Search Non-critical 10.2
extendedFilter 8 Search Non-critical 10,2
targgtSystem 9 Add Entry Critical 111
usepliasOnUpdate 10 Add Entry, Remove Entry, Modify Entry Critical 11.1
newfSuperior 11 ModifyDN Critical 11.4
manageDSAIT 12 All Crifical 7.5, 7.3
useContexts 13 Read, Compare, List, Search, Add Entry, Non-critical 7.6,7.8
Modify Entry, Modify DN
partiaiNameResolution 14 Read, Search Non-critical 7.5
ovelspeckFilter 15 Search Non-critical 10.1.8 f)
selectionOnModify 16 Modify Entry Non-critical 11.3.2
Seclrrity parameters — 17 All Non-critical 7.10
Response
Seclrity parameters - 18 All Non-critical 7.10
Operation code
Seclrrity parameters — 19 All Non-critical 7.10
Attripute certification path
Seclrrity parameters — Errof 20 All Non-critical 7.10
Protection
SPKM Credentials 21 Directory Bind Note 3 8.1.1
Bing token — Response 22 Directory Bind Non-critica 8.1.1
Bind token — Bind Int. Alg, 28 Directory Bind Non-critical 8.1.1
Bing Int Key, Conf Alg and
Conf Key Info
Bing token — DIRQOP 24 Directory Bind Non-critical 8.1.1
NQTE 1 — The/first extension is given the identifier 1 and corresponds to bit 1 of the BIT STRING. Bit 0 of the BIT STRING is
not used;
NQTE 2, ~Use of encrypted or signed and encrypted security transformation or any protection on errors or resplts to Add Entry,
Rgmaove Entry, Modify Entry, Modify DN requires version 2 or higher of the protocol.

NOTE 3 — Use of GULS SESE (see ITU-T Rec. X.519 | ISO/IEC 9594-5) to exchange credentials requires version 2 or higher and
an application context which includes GULS SESE.

NOTE 4 — The SPKM credentials extension shall be critical unless used in associations established using version 2 or higher.

7.4 Common results

The CommonResults information should be present to qualify the result of each retrieval operation that the Directory
can perform.

CommonResults ::= SET{
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE}

ITU-T Rec. X.511 (1997 E) 7
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The SecurityParameters component is specified in 7.10. If the result is to be signed by the Directory, the
SecurityParameters component shall be included in the result. The absence of the SecurityParameters component is
deemed equivalent to an empty set.

The performer Distinguished Name identifies the performer of a particular operation. It may be required when the result
isto be signed (see 7.10) and shall hold the name of the DSA which signed the result.

The aliasDereferenced component is set to TRUE when the purported name of an object or base object which is the
target of the operation included any aliases which were dereferenced.

75 Service controls

A S H o " 1 s o o e 1 +E ook % P H % ok H +la Hp £ Ll H
erpreeContrors MAATICITT CUTIAITIO UNT CUNMITUNS, 1T dily, trdal car'c tU Uimttut U CUTISLU AN Uic proviorurm ur |cac|vue.

ServigeControls ::= SET {

options [0] BIT STRING {

preferChaining (0),

chainingProhibited (),

localScope (2),

dontUseCopy 3),

dontDereferenceAliases 4),

subentries (5),

copyShallDo (6),

partialNameResolution ),

manageDSAIT (8) } DEFAULT{ },
priority [1] INTEGER {low (0), medium (1), high (2)} DEFAULT medium,
timeLimit [2] INTEGER OPTIONAL,
sizeLimit [3] INTEGER OPTIONAL,
scopeOfReferral [4] INTEGER { dmd(0), country(l) } OPTIONAL,
attributeSizeLimit [5] INTEGER OPTIONALg
manageDSAITPlaneRef [6] SEQUENCE {

dsaName Name,

agreementID AgreementID } OPTIONAL }

The options component contains a number of indications, each of which, if set, asserts the condition suggested. Thus:

a) preferChaining indicates that the preference is that chaining, rather than referrals, be used to provide the
service. The Directory is not obliged to follow this preference.

b) chainingProhibited indicates-that chaining, and other methods of distributing the request aroupd the
Directory, are prohibited.

c) localScope indicatesthat the operation is to be limited to a local scope. The definition of this option is
itself alocal matter, for example, within asingle DSA or asingle DMD.

d) dontUseCopy-indicates that copied information (as defined in ITU-T Rec. X.518 | ISO/IEC 9594-41 shall
not be used-to provide the service.

e) dontDereferenceAliases indicates that any alias used to identify the entry affected by an operation is not
ta be dereferenced.

NOTE 1 — This is necessary to allow reference to an alias entry itself rather than the aliased entry, e.g. in order to
read the alias entry.

I) aubcnuica ;Ildibamt:la Cl:ﬁxcll\.lh Ul LISL‘ UPCIaLL;UII ;btU aLlTao bubCIItI;CDUII:y, IIUIIIICI: UItI;CDI ome
inaccessible, i.e. the Directory behaves as though normal entries do not exist. If this service controal is not
set, then the operation accesses normal entries only and subentries become inaccessible. The service
control isignored for operations other than Search or List.

NOTE 2 — The effects of subentries on access control, schema, and collective attributes are still observed even if
subentries are inaccessible.

NOTE 3 - If this service control is set, normal entries may still be specified as the base object of an operation.

g) copyShallDo indicates that if the Directory is able to partly but not fully satisfy a query at a copy of an
entry, it shall not chain the query. It is meaningful only if dontUseCopy is not set. If copyShallDo is hot
set, the Directory will use shadow data only if it is sufficiently complete to allow the operation to be fully
satisfied at the copy. A query may be only partly satisfied because some of the requested attributes are
missing in the shadow copy, some of the attribute values for a given attribute are missing in the shadow
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copy, because the DSA does not hold all context information for the attribute values it does have, or
because the DSA holding the shadowed data does not support the requested matching rules on that data. If
copyShallDo is set and the Directory is not able to fully satisfy a query, it shall set incompleteEntry in
the returned entry information.

h) partialNameResolution indicates that if the Directory is able to resolve only part of the purported name
in a Read or Search operation, i.e. it is about to return a nameError, the entry whose name consists of all
resolved RDNs is to be considered the target of the operation and partialName is set to TRUE in the
result. This service control isignored for operations other than Read or Search.
NOTE 4 - If this service control is set, the purported name is a context prefix entry to which access is denied, and

the requestor has access to the superior entry, then the existence of the context prefix entry will be indirectly
disclosed to the requestor evemifcloseOnError permission to the entry is denied.

i) manageDSAIT indicates that the nlnpr:-\finn has heen reg) lested hy an administrative user so that the DSA
Information Tree is managed. If multiple replications planes exist in the DSA to be managed,-ghd the
manageDSAITPlaneRef service control has not been included in the operation, then the DSA se|ects a
suitable replication plane for the operation.

If thigcomponent is omitted, the following are assumed: no preference for chaining but chaining notprohibited, np limit
on the scope of the operation, use of copy permitted, aliases shall be dereferenced (except for modify operatigns for
whichlalias dereferencing is not supported), subentries are not accessible, and operations that cannot be fully satisfied by
shadoyved data are subject to further chaining.

The pfiority (low, medium, or high) at which the service is to be provided. Note that/this'is not a guaranteed seryice in
that the Directory, as a whole, does not implement queuing. There is no relationshi pisnplied with the use of prioritiesin
underlying layers.

The timeLimit indicates the maximum elapsed time, in seconds, within.which the service shall be provided.|If the
constrigint cannot be met, an error is reported. If this component is omitted,/ho time limit is implied. In the case af time
limit @xceeded on a List or Search, the result is an arbitrary selection of.the accumulated results.

NQTE 5 — This component does not imply the length of time spehnt-processing the request during the elapsed tine: any number of
D3SAs may be involved in processing the request during the elapsed time.

The sjizeLimit is only applicable to List and Search operations. It indicates the maximum number of objectq to be
returned. In the case of size limit exceeded, the results of List and Search may be an arbitrary selection ppf the
accumulated results, equal in number to the size limit. Any further results shall be discarded.

The sicopeOfReferral indicates the scope to which a referral returned by a DSA should be relevant. Depending on
whether the values dmd or country are selected;-only referrals to other DSAs within the selected scope shall be refurned.
This gppliesto the referralsin both a Referralerror and the unexplored parameter of List and Search results.

The atributeSizeLimit indicates thefargest size of any attribute (i.e. the type and all its values) that is included in
returned entry information. If an-attribute exceeds this limit, all of its values are omitted from the returned entry
infornpation and incompleteEntry 1S set in the returned entry information. The size of an attribute is taken to be ifts size
in octgts in the local concrete syntax of the DSA holding the data. Because of different ways applications store the data,
thelimit isimprecise. If thiSyparameter is not specified, no limit isimplied.

NQTE 6 — Attribute values returned as part of an entry's Distinguished Name are exempt from this limit.

Certain combinatiors of priority, timeLimit, and sizeLimit may result in conflicts. For example, a short time limif could
confligt with low priority; a high size limit could conflict with alow time limit, etc.

The nfanageDSAITPlaneRef indicates that the operation has been requested by an administrative user so that a specific
replicgtion plane of the DSA Information Tree is managed. The manageDSAITPlaneRef service control isignoreq if the
manageDSAIT option is not set. The plane is identified by the dsaName component which is the name of the supplying
DSA and the agreementID component which contains the shadowing agreement identifier.

7.6 Entry information selection

An EntryinformationSelection parameter indicates what information is being requested from an entry in a retrieval
service.

EntryInformationSelection ::= SET {

attributes CHOICE {
allUserAttributes [0] NULL,
select [1] SET OF AttributeType

-- empty set implies no attributes are requested -- } DEFAULT allUserAttributes : NULL,
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infoTypes [2] INTEGER {
attributeTypesOnly (0),
attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,
extraAttributes CHOICE {
allOperational Attributes [3] NULL,
select [4] SET OF AttributeType } OPTIONAL,
contextSelection ContextSelection OPTIONAL,
returnContexts BOOLEAN DEFAULT FALSE }
ContextSelection ::= CHOICE {
allContexts NULL,
selectedContexts SET OF TypeAndContextAssertion }
TypeAndContextAssertion ::= SEQUENCE {
type AttributeType,
contextAssertions CHOICE {
preference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion } }
The aftributes component specifies the user and operational attributes about which information is reguested:
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a) If the select option is chosen, then the attributes involved are listed. If the list is'empty, then no att
shall be returned. Information about a selected attribute shall be returned if\the attribute is prese
AttributeError with the noSuchAttributeOrValue problem shall only be returned if none of the att
selected is present.

b) If the allUserAttributes option is selected, then information is reguested about all user attributes
entry.

Lite information is only returned if accessrights are sufficient. A SecuwityError (with an insufficientAccess
M) shall only be returned in the case where access rights preclude the reading of all attribute values requestey
TE 1 — Access control is also applied to the attributes and*values eligible to be returned according to th
ryinformationSelection, and may further reduce the information that is returned.

foTypes component specifies whether both attribute type and attribute value information (the default) or at
hformation only is requested. If the attributes companent is such as to request no attributes, then this compo
paningful.

KtraAttributes component specifies a set of-additional user and operational attributes about which informg
ted. If the allOperational Attributes option' is chosen, then information is requested about all directory oper
tesin the entry. If the select option is:ehosen, then information about the listed attributes is requested.

TE 2 — This component may besused to request information about, for example, specific operational attribuatd

raAttributes, it is treated as though it has been requested only once.
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entry information A request for allUserAttributes requests all collective attributes of the entry as well as or
attribytes of ‘the entry. An attribute is a collective attribute of an entry if al of the following are true:

est for a particular attfibute is always treated as a request for the attribute and all subtypes of that attribute (
uests processed by 1988-edition systems).

onding to a request for attribute information, the Directory treats al collective attributes of an entry as
tual user-attributes of the entry, i.e. they are selected like other user attributes and are merged into the rg

ibutes
nt. An
ibutes

in the

Rights
.

e components of

tribute
hentis

tion is
ational

Sowvtesn

Set toallUserAttributes, or about Jall operational attributes. If the same attribute is listed or implied inatootutes and
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a) itislocated in a subentry whose subtree specification includes the entry;

b) it is not excluded by the presence in the entry of a collectiveExclusions attribute value equal
collective attribute type; and

c) itispermitted by the content rule for the structural object class for the entry.

to the

The contextSelection component is used to specify which attribute values shall be returned of the attributes selected by
attributes or extraAttributes. The contextSelection is evaluated only against the values of attributes that are candidates
to be returned according to those other components of EntryinformationSelection. The evaluation of contextSelection,

and th

e use of defaultsif it isnot supplied, is discussed in 7.6.1 to 7.6.3.

If the infotypes component is such as to request no attribute values, or the attributes component is such as to request no
attributes, then the contextSelection component is not meaningful. If, as a result of applying contextSelection, there

areno

10

values of an attribute eligible to be returned, the attribute may be returned without any values.
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The returnContexts component is used to request the Directory to return attribute values with their associated context
lists. If this component is absent or is specified with a value of FALSE, then no context information is returned in the
result. If this component is specified with a value of TRUE, then all context information is returned for each attribute
value returned. Note that the contextSelection component does not selectively affect which context information is
returned when returnContexts is TRUE.

7.6.1 Use of contextSelection or context selection defaults

The contextSelection component is used to select certain attribute values of attributes selected by attributes or
extraAttributes. The contextSelection is evaluated only against the values of attributes that are candidates to be
returned according to those other components of EntrylnformationSelection. For each attribute value, any context
selection governing its attribute type shall evaluate to true (as defined in 7.6.2), in order for that attribute value to be

selects

A contextSelection issaid to govern an attribute type if any of the following conditions occur:

If conftextSelection is not provided or it does not govern the given attribute type, then a defatdktSelectio
be applied. In addition t@ontextSelection in EntrylnformationSelectiod, there are three potential sou
contektSelection: that specified for the operation as a whole, that\available within subentries in the
availgble locally in the DSA. They are applied according to the following precedence:

1)

2)

3)

4)

the ContextSelection specifiesallContexts (in which case all attribute values of all-attributg
selected);

theContextSelection has aselectedContexts which includes &ypeAndContéxtAssertion who
is the same as or a supertype of the attribute type; or

theContextSelection has aselectedContexts which includes aypeAndContextAssertion who
is id-oa-allAttributeTypes.

types are

se type

be type

h shall
ces for a
DIT, and that

If contextSelection is present irEntryinformationSelection and it governs the given attribufe type as

described above, then it shall be applied.

If contextSelection is not present within thEntryinformationSelection, or it is present but
govern the given attribute type, then-tiyeerationContexts which has been supplied for the of
described in 7.3 shall be applied (f) one is present and it governs the given attribute tyq
above.

If the request has neithergantextSelection in the EntrylnformationSelection nor operationCo
for the operation, or neither governs the given attribute, then the valuescohthgtAssertionDeg
attribute in the context assertion subentries (if any) controlling the entry shall be &
selectedContexts,~(Context assertion subentries are described in 13.7 of ITU-T R
ISO/IEC 9594-2).

Hoes not
eration as
e as described

ntexts

faults

pplied as the
ec. X.501 |

If there is.nOcontextSelection from the sources described above that govern the given gttribute type,

then the-DSA may apply a locally-defined defauwlhtextSelection. Such a default shall typical

ly reflect

local ggarameters, such as the language or location of the place of deployment of the DSA, or the current

timé of day, but may be tailored differently by the DSA for each DUA to which it responds.

If*no contextSelection is available from any of these sources that govern the given attribute|
values of the attribute are considered selecteda(i@ntexts is assumed as the base default).

type, then all

ain context type

shall be applled in addltlon to an earltmntextSelecnon governing the same attrlbute type but making an assertlon about a
different context type, in the same order of precedence as described above.

7.6.2

Evaluation of contextSelection

A contextSelection istrue (i.e. selects agiven attribute value) if:

a) allContexts is specified (this permits a context selection to override any default that might otherwise be
applied if this contextSelection were omitted); or
b) each TypeAndContextAssertion in selectedContexts istrue as described in 7.6.3.

A contextSelection isfalse otherwise.
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7.6.3 Evaluation of a TypeAndContextAssertion

A TypeAndContextAssertion is TRUE (i.e. selects agiven attribute value) if:

a) thetype of the attribute is not the same as (nor a subtype of) the type in the TypeAndContextAssertion
and the type in the TypeAndContextAssertion is not id-oa-allAttributeTypes. In this case, the
TypeAndContextAssertion is not applicable to the attribute type of the given attribute value and so does
not eliminate the attribute value from selection; or

b) for the attribute value, the contextAssertions in TypeAndContextAssertion is true as defined below.

NOTE 1 — TheOBJECT IDENTIFIER valueid-oa-allAttributeTypes may be used as the value tgpe in the
TypeAndContextAssertion to force evaluation of theontextAssertions against an attribute value of any
attribute type.

contektAbssertions is expressed either as an ordered sequence of preferred contexts or as a compound set_af-gontext
assertions:

a) If all isspecified, then contextAssertions istrue for any attribute value only if each ContéxtAssertion in
the SET istrue as defined in 8.8.2.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

b) If preference is specified, then each ContextAssertion in the SEQUENCE is evalyated in turn agajnst all
candidate attribute values of the same attribute type, until a ContextAssertion evaluates true as defined
in8.8.2.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2. (The fallback flagif-present, is not takgn into
consideration until the entire SEQUENCE is exhausted). Once a ContextAssertion evaluates true flor one
of the candidate attribute values, it shall be evaluated for every candidate attribute value of the same
attribute type, but subsequent ContextAssertion in the SEQUENCE are ignored.

NOTE 2 —preference provides a means for selection to be,sspecified in terms of a first, second,|etc., choice of
context (e.g. Language=French but if no French then Language=English).

A TypdeAndContextAssertion is false otherwise.

7.7 Entry information
An EntryInformation parameter conveys selected information from an entry.

Entry|nformation ::= SEQUENCE {

name Name,

fromEntry BOOLEAN DEFAULT TRUE,

information SET OF CHOICE {

attributeType AttributeType,

attribute Attribute} OPTIONAL,

incompleteEntry [3] BOQLEAN DEFAULT FALSE, -- not in 1988-edition systems --,
partialName [4] BOOLEAN DEFAULT FALSE -- not in 1988 or 1993 edition systems -- }

The Name parameter indi¢ateS the Distinguished Name of the entry or the name of an alias to the entry. The
Distinguished Name of the-entry is returned whenever permitted by the access control policy. If accessis allowed to the
attribytes of the entry-put not to its Distinguished Name, the Directory may return either an error or the name of a valid
aliastp the entry.

The pfimary distinguished name is used for the Name parameter. This means that if an RDN forming the name includes
an attribute which has multiple distinguished values differentiated by context, then the primary distinguished vglue is
used gsthevalue in the returned RDN'attributeTypeAndDistinguishedValue for that attribute. Since for each RDN

AttributeTypeAndDistinguishedValue.

The RDNs inName shall include alternative distinguished values only if a context selection has been applied to the
entry information being returned. The alternative distinguished values are returned asgardsofithContext in the

returned RDN'sAttributeTypeAndDistinguishedValue. The context selections applied to the entry information being
returned (see 7.6.1) are also applied to the alternative distinguished values to determine which distinguished values to
use invaluesWithContext.

NOTE 1 — The context selection is not applied to the primary distinguished values retuxa@dein

If arequest has been made to return context information with the result, then context information shall also be included
where available for the distinguished value within Name (using the valuesWithContext element of the RDNs). When
alternative distinguished values are being returned, context information is always returned, for all distinguished values.
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NOTE 2 — If the entry was located using an alias, then that alias is known to be a valid alias. Otherwise, how it is &rthiered th
alias is valid is outside the scope of these Directory Specifications.

NOTE 3 — Where a particular component of the Directory has a choice of alias names available to it for return, it is redommende
that where possible it choose the same alias name for repeated requests by the same requestor, in order to provide a consisten
service.

The fromEntry parameter indicates whether the information was obtained from the entry (TRUE) or a copy of the entry
(FALSE).

Theinformation parameter isincluded if any attribute information from the entry is being returned, and contains a set of
attributeTypes and attributes, as appropriate.

The incompleteEntry parameter is included and set to TRUE whenever the returned entry information is incomplete in

relatig
their ¢
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The [
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n to the user's request, e.g. because attributes or attribute values are omitted for reasons of.a
pxistence is permitted to be disclosed), the presence of incomplete shadow information togethpy S
Cause thettributeSizeLimit has been exceeded. It is not seTRUE because an alias name has be
|d of the Distinguished Name.
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7.8 Filter
781 Filter parameter
A Filter parameter applies a test that is either satisfied or mot by a particular entry. The filter is expreg
assertions about the presence or value of certain attributés of the entry, and is satisfied if and only
TRUE.
NOQTE — A Filter may be TRUE, FALSE, or undefined.
Filter [::= CHOICE {
item [0] Filterltem,
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter}
Filterltem ::= CHOICE {
equality [0] AttributeValueAssertion,
substrings [1] SEQUENCE {
type ATTRIBUTE.&id({SupportedAttributes}),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributesH{ @substrings.type}),
any [1] ATTRIBUTE.&Type
({SupportedAttributesl{ @substrings.type}),
final [2] ATTRIBUTE.&Type
({Qllppnrtnd Aﬂ'rihl|fnc}{ﬂc||hcfringe f‘\]/pn}) } },
greaterOrEqual [2] AttributeValueAssertion,
lessOrEqual [3] AttributeValueAssertion,
present [4] AttributeType,
approximateMatch [5] AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion }
MatchingRuleAssertion ::= SEQUENCE {
matchingRule [1]  SET SIZE (1..MAX) OF MATCHING-RULE.&id,
type [2] AttributeType OPTIONAL,
matchValue [83] MATCHING-RULE.&AssertionType (CONSTRAINED BY {

-- matchValue must be a value of type specified by the &AssertionType field of
-- one of the MATCHING-RULE information objects identified by matchingRule -- } ),
dnAttributes [4] BOOLEAN DEFAULT FALSE}
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A Filter is either a Filterltem (see 7.8.2), or an expression involving simpler filters composed together with the logical
operators and, or, and not.

A Filter which isaFilterltem hasthe value of the Filteritem (i.e. TRUE, FALSE, or undefined).

A Filter which isthe and of a set of filtersis TRUE if the set is empty or if each filter is TRUE; it is FALSE if at least

one fi

Iter is FALSE; otherwise it is undefined (i.e. if at least one filter is undefined and no filters are FALSE).

A Filter which isthe or of a set of filtersis FALSE if the set is empty or if each filter is FALSE; it is TRUE if at least

onefi

Iter is TRUE; otherwise it isundefined (i.e. if at least onefilter is undefined and no filters are TRUE).

A Filter which is the not of a filter is TRUE if the filter is FALSE; FALSE if it is TRUE; and undefined if it is

undef

782
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Filter item

Ilar attribute type is also satisfied if the entry contains a subtype of the attribute and the assertion s TRUE

TRUH, FALSE, or undefined.

Every

Any 4

mechanism, the purported AttributeValue(s) conforms to the attribute syntax defihed'for that attribute type, the i

or ind

syntax defined for the indicated matching rules.

NOTE 1 — Where these conditions are not mefiheritem is undefined.

NOQTE 2 — Access control restrictions may affect the evaluation dfitfegltem.

Attrib
rule &

used t

A Filt

14

D make assertions about attributes of that syntax or subtypes of that syntax.

britem may be undefined (as described above).Otherwise, where the Filterltem asserts:

a) equality — It is TRUE if and onlyif there is a value of the attribute or one of its subtypes
equality matching rule applied'to that value and the presented value returns TRUE.

b) substrings — It is TRUE.f and only if there is a value of the attribute or one of its subtypes

is a value,of the attribute whichgseater than or equal to the presented value.

e) present — Itis TRUE if and only if the attribute or one of its subtypes is present in the entry.

eritem is an assertion about the presence or value(s) of attributes in the entry under test. An assertion apout a

or the

e, or if there is a collective attribute of the entry (see 7.6) for which the assertion is TRUE. Each asserfion is

Filterltem includes or implies one or more AttributeTypes which identifies the partiCular attribute(s) concerned.

Issertion about the values of such an attribute is only defined if the AttributeType is known by the evaluating

plied

cated matching rule is applicable to that attribute type, and (when used) a-presented matchValue conformgto the

Lite value assertions in filter items are evaluated using the-métching rules defined for that attribute type. Matching
bsertions are evaluated as specified in their definition. A'matching rule defined for a particular syntax can dnly be

or which the

for which the

substring matching-rule applied to that value and the presented valsgimys returns TRUE. See
ITU-T Rec. X.52Q7] [SO/IEC 9594-6 for a description of the semantics of the presented valye.

c) greaterOrEqual= It is TRUE if and only if there is a value of the attribute or one of its $ubtypes for
which theerdefing matching rule applied to that value and the presented value returns FALSE, i.e., there

d) lessOrEqual — It is TRUE if and only if there is a value of the attribute or one of its subtypes for which
€ither theequality matching ruleor the ordering matching rule applied to that value and thg presented
value returns TRUE, i.e. there is a value of the attribute whikglssshan or equal to the presented value.

f) approximateMatch — It is TRUE if and only if there is a value of the attribute or one of its subtypes for
which some locally-defined approximate matching algorithm (e.g. spelling variations, phonetic match,
etc.) returns TRUE. If an item matches for equality, it shall also satisfy an approximate match. Otherwise
there are no specific guidelines for approximate matching in this edition of this Directory Specification. If

approximate matching is not supported, tigeritem should be treated as a matchdquality.

g) extensibleMatch — Itis TRUE if and only if there is a value of the attribute with the indicstes
of its subtypes for which the matching rule specifiednistchingRule applied to that value
presented valumatchValue returns TRUE.

If several matching rules are given, the way in which these rules are combined into

or one
and the

a new rule is

unspecified (it is a locally-defined algorithm, which reflects the semantics of the constituent matching

rules, e.gphonetic + keyword match).
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If type is omitted, the match is made against all attribute types which are compatible with that matching
rule. If dnAttributes is TRUE, the attributes of the Distinguished Name of the entry are used in addition

to those of the entry in evaluating the match.

If an extensibleMatch is requested in a filter (rather than an extendedFilter), the extendedFilter

bit in

the criticalExtensions parameter in CommonArguments shall be set, indicating that the extension is

critical.

NOTE 3 — AnextensibleMatch is not permitted for 1988-edition systems.

If context assertions are included in an attribute value assertion in a filter item, then the filter item is evaluated against
only those values which satisfy all the given context assertions, as described in 8.8.2 of ITU-T Rec. X.501 |
ISO/IEC 9594-2. If no context assertions are included in an attribute value assertion, then default context assertions shall

be appHed-as-describedH1-8-8-22 o U-T Rec X501 HSOUEC 9594-2.

7.9

Paged results

A PagedResultsRequest parameter is used by the DUA to request that the results of a list or.search operat

returri
partic]
next

19884
its reg

Paged

SortK

For a
paran

ed to it "page-by-page": it requests the DSA to return only a subgedge a of the results of the ope
ular the nexpageSize subordinates or entries, and to returuaryReference which ¢an be used to rg
et of results on a follow-up query. It shall not be used if results are to be signed, and is n
edition systems. Although a DUA may requesfedResults, a DSA is permitted .t ignore the request

ults in the normal manner.
ResultsRequest ::= CHOICE {
newRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE OF SortKey OPTIONAL,
reverse [1] BOOLEAN DEFAULT FALSE,
unmerged [2] BOOLEAN DEFAULTEALSE},
gqueryReference OCTET STRING }

Py 1= SEQUENCE {
type AttributeType,
orderingRule MATCHING-RULE.&id OPTIONAL }

new list or search operation, PegedResultsRequest is set tonewRequest, which consists of the f

heters:

The DSA shall returntip to but not more than the requested number of entrieszellwit, if
ignored.

use as sprt.keys for sorting the returned entries prior to return to the DUA. The ent

multiple-entries having the same sort position, of the 8exKey in the sequence, and so on.

Far)a particulaiSortKey, the DSA uses therderingRule matching rule if it is present, othe
ordering matching rule of the attribute if one is defined; it ignores the sort key if none is d
attribute type is multi-valued, the "least" value is used; if the attribute type is missing fron

on be

ration, in

quest the

bt supported by
and return

bllowing

a) ThepageSize parameter specifies the maximum number of subordinates or entries to return in the results.

any, is

b) Thesortkeys-parameter specifies a sequence of attribute types with optional ordering malching rules to

ies are sorted

according,to their values of thgpe attribute of the firsSortkey in the sequence, and in the event of

rwise the
efined. If the
h the returned

results, it is regarded as "greater" than all other matched values. A DSA is permitted t

D support only

certain sort key sequences (thus, a DSA that holds and returns its data in the internal order "alphabetic by

surname” will be able to comply with only one sort key sequence). If it cannot support
sequence, it shall use a default sort sequence.

the requested

c) If thereverse parameter iFRUE, then the DSA will return the sorted results in reverse order (i.e. from
"greatest” to "least" — if the attribute type is multi-valued, the "greatest” is used; if the attribute type is
missing from the returned results, it is regarded as "less" than all other matched values). If it is false, the
DSA returns them in forward order. If BortKeys parameter is specified, this parameter is ignored.

d) If theunmerged parameter iSRUE and the DSA must merge results from a number of other DSAs, it
shall return all the data from one DSA (in sort order) before returning data from the next DSA. If the
parameter is false, the DSA shall collect the results from all other DSAs and sort the merged data before

returning any of it. If nGortkeys parameter is specified, this parameter is ignored.

ITU-T Rec. X.511 (1997 E)
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For a followup request, i.e. to request the next set of paged results, the DUA makes the same list or search request as
before, but sets PagedResultsRequest to queryReference, with the value of this parameter the same as that returned in
the PartialOutcomeQualifier of the previous results. The DUA has no understanding of the queryReference, which is
available to a DSA to use as it wishes to record context information for the query. The DSA uses this information to
determine which results to return next.

NOTE 1 - If the DIB changes between search requests, the DUA may not see the effects of these changes. This is implementation
dependent.

NOTE 2 — A query-reference may remain valid even if a DUA begins a new list or search operation. A DUA may request paged
results with several queries and then return to an earlier query and request the next page of results using the query-reference
supplied for it. The number of "active" query-references to which a DUA can return is a local DSA implementation option, as is
the lifetime of those query-references.

NOTE 3 — Paged results are not supported in the Directory System Protocol. Paged results are provided entirely by the DSA to

W
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Security parameters

bcurityParameters govern the operation of various security features associated with a Directory,gperation.

CtionRequest ::= INTEGER { none (0), signed (1), encrypted (2), signed-encrypted (3) }

ProtectionRequest ::= INTEGER { none (0), signed (1), encrypted (2), signed-encrypted (3) }

ertificationPath component consists of thé\sender’s certificate, and, optionally, a sequence of certif
Cate is used to associate the sender’s-public key and distinguished name, and may be used to v
e argument or result. This parameter shall be present if the argument or result is signed. 7
Cation pairs consists of certification”authority cross certificates. It is used to enable the sender’s
ted. It is not required if the recipient shares the same certification authority as the sender. If the re
Set of certificate pairs, and this'parameter is not present, whether the recipient rejects the signaturg
ult, or attempts to generate’the certification path, is a local matter.

ame is the distinguished name of the first intended recipient of the argument or result. For exar
ates a signed argument, the name is the distinguished name of the DSA to which the operation is s

TE 2 — Wheré)the first intended recipient has alternative distinguished names differentiated by rcaantexta
brnative namer~However, authentication and access control which may be based on thensalaenafy not work a
e primary.distinguished name is not used.

me is\the intended expiry time for the validity of the signature, when signed arguments are used. It is U

conj urpcti en'with the random number to enable the detection of replay attacks.

TE 1 — These parameters are conveyed from sender to recipient. Where the parameters appear in the argument of an operatior
requestor is the sender, and the performer is the recipient. In a result, the roles are reversed.

ityParameters ::= SET {

certification-path [0] CertificationPath OPTIONAL,

name [1] DistinguishedName OPTIONAL,

time [2] UTCTime OPTIONAL,

random [3] BIT STRING OPTIONAL,

target [4] ProtectionRequest OPTIONAL;

response [5] BIT STRING OPTIONAL,

operationCode [6] OBJECT IDENTIFIER OPTIONAL,
attributeCertificationPath [7]  AttributeCertificationPathr OPTIONAL,
errorProtection [8] ErrorProtectionRequest OPTIONAL }

cate pairs. The
brify the signature
[he sequence of
certificate to be
Cipierdt requires
e on the argument

hple, if a DUA
submitted.

be an
5 desired

sed in

The random number is a number which should be different for each unexpired token. It is used in conjunction with the
time parameter to enable the detection of replay attacks when the argument or result has been signed. If sequence
integrity is required, then the random argument may be used to carry a sequence integrity number as follows:

16

a)

previous value plus 1) from:

i)
argument / result by the remote peer system; and

i)

b)
the random value in the request (e.g. random in request argument plus 1).
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The target ProtectionRequest may appear only in the request for an operation to be carried out, and indicates the
requestor’s preference regarding the degree of protection to be provided to the result. Four levels arenprowighexd:
protection requested, the defaulfjgned (the Directory is requested to sign the result;rypted (the Directory is
requested to encrypt the result),sbgned-encrypted (the Directory is requested to both sign and encrypt the result).
The degree of protection actually provided to the result is indicated by the form of result and may be equal to or lower
than that requested, based on the limitations of the Directory. This may override the protection selecteddiging the
parameter in the bind token.

Theresponse is used to convey any information back to the initiator of the request.

TheoperationCode object identifier is used to securely bind the operation code to the request arguments or results.

TheattributeCertificationPath is used to convey a security clearance for rule based access control, or other attribute, in

an At

The &
requs
prote
requs
degre
that r
paran

NQ

7.11

This
contrg
applisg
mech

basic-@iccess-control is a grant that shall not override a deny wé-based-access-control.

7.11.1

7.11.1

If, in

deref
deref
acceg
anoth

ribute Certificate, optionally with the certificates needed to validate the Attribute Certificate.

rrorProtection request may appear only in the request for an operation to be carried eut,) an
stor’s preference regarding the degree of protection to be provided to any error. Four levels areran
Ction requested, the defaul)gned (the Directory is requested to sign the errengrypted./(the Direq
sted to encrypt the error),stgned-encrypted (the Directory is requested to both signaand encrypt the
e of protection actually provided to the error is indicated by the form of error andymay be equal

neter in the bind token.

Common elements of procedure for access control

ubclause defines the elements of procedure that are common to ai abstract service operations when basic
I, rule-based-access-controlor both are in effect. If both mechanisms are in effect, the order in which th
d is a local matter, except that if access is denied to the entry, an attribute type or an attribute value by
anism’ then a grant from the other mechanism, shallet override it. In this rBsgeaseONError permig

Common elements of procedurefor basic access control

.1 Aliasdereferencing

the process of locating a target, object entry (identified in the argument of an abstract service

brencing is required, no specific_permissions are necessary for alias dereferencing to take place.
prencing would result inGoritinuationReference being returned (i.e. in Referral), the following seqy
s controls applies. These access controls shall also be applied to a referral that is received irf
er DSA. That is, the DSA shall police all referrals whether they were generated locally or remotely.

1) Read permission is required to the alias entry. If permission is not granted, the operation

dance _to the procedure described in 7.11.1.

2) Read’permission is required to theiasedEntryName attribute and to the single value that if
i permission is not granted, the operation fails and the emameError with p
aliasDereferencingProblem shall be returned. Thaatched element shall contain the name g

entry.

TE 3 —A DUA may request that any security label context be returned with an attribute value using the context selection.

d indicates the
ow i (el
tory is
error). The
o or lower than

pquested, based on the limitations of the Directory. This may override the protection selected ggingpthe

[aCCess-
ey are
either
sion of

bperation), alias
However, if alias
ence of

a response frorm

fails in accor-

contains.
oblem
f the alias

NOTE—fm additiom tothe access Contrors descrbed above, becurily pUIiLy ITiay  pPreverit
of knowledge information which would otherwise be conveyed @snainuationReference in Referral.

the disclosure
If such

a policy is in effect and if a DUA constrains the service by specifgimgningProhibited the Directory
may return aserviceError with problem chainingRequired. Otherwise, asecurityError with problem

insufficientAccessRights or noinformation shall be returned.

7.11.1.2 Return of NameError

If, while performing an abstract service operation, the specified target object (alias or entry) — e.g. the Name of an entry
to be read or thBaseObject in asearch request — could not be foundnameError with problemnoSuchObject shall
be returned. Thenatched element shall either contain the name of the next superior entry to @tsdieseOnError

permi

ssion is granted, or the name of the DIT root (i.e. an eRipt\Sequence).

NOTE — The second alternative may be taken by a DSA which does not have access to all superior entries.

ITU-T Rec. X.511 (1997 E)
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7.11.1.

3 Non-disclosur e of the existence of an entry

If accessis denied under rule-based-access-control, then the DiscloseOnError permission is not applicable.

If, while performing an abstract service operation, the necessary entry level permission is not granted to the specified

target object entry — e.g. the entry to be read

— the operation fails and the error returned is @isclufsdOnError

permission is granted to the target entreaurityError with probleminsufficientAccessRights or nolnformation
shall be returned; otherwisenameError with problemnoSuchObject shall be returned. Th@atched element shall
either contain the name of the next superior entry to widisboseOnError permission is granted, or the name of the
DIT root (i.e. an emptiRDNSequence).

NOTE — The second alternative may be taken by a DSA which does not have access to all superior entries.

Add|t|0nally, whenever the D|rectory detects an operatlonal error (| ncluding a Referral) it shaII ensure that in returning

return|
the Di
inthe

7.11.12,

Inad
result]
result]
descr

In a A
Entry
in7.7

from the results (in the case of Search).

If the
set to

7.11.2

7112

In org
perm

7.11.2

In ord
variar
of the
entry

N(

7.11.2

Inord

ng a serviceError with problem timeLimitExceeded or an updateError with problem notAIIowedOnNo
rectory verifies that discloseOnError permission is granted to the target entry. If it is not, the procedire-deg
paragraph above shall be followed.

4 Return of Distinguished Name

ompare, List, or Search operation, ReturnDN permission is required to the object (or baseObject) entry
of dereferencing an alias, the object’s distinguished name is to be returnedaindhEarameter of the g
(see 9.2.3). If this permission is not granted, the Directory shall return analias name for the ¢
bed in 7.7, or shall omit the name parameter altogether.

xead or Search operatidteturnDN permission is required to an entry in order to return its distinguis
nformation. If this permission is not granted, the Directory shall return the name of an alias instea
or if no alias name is available shall fail the operation witanaError (in the case of Read) or omit

user supplied alias name is returned in the result, thestidh®eferenced flag of CommonResults shall
TRUE.

Common elements of procedurefor rule-based+access-control
1 Accessing an entry (entry level permission)

er to access an entry, permission is\fequired to access at least one attribute value in the en
ssion is not granted, theameError with.problemnoSuchObject shall be returned.

2 Returning the name of an entry

er to return the DN of an ‘entry, permission is required to access all the attribute values of at I¢
t of the RDN of the entry-(this is termRBN permission). No permissions are required from any of t
entry. If RDN permission is not granted, then a DSA may choose to either return the DN of a v
for which RDN permissSion has been granted, or to omit the name component from the operation re

TE — The selection) of an appropriate alias name is further described in the Notes of 7.7

3 Aliasdereferencing

Er to dereference an dlias, permission is required to access the aliasedEntryName attribute value.

before
hLeaf,
icribed

fasa
peration
entry instead, as

hed name in
d, as described
the entry

not be

ry. If entry level

bast one context
he superiors

alid alias of the
sult.

7.11.2

4-Return of NameError (noSuchObject)

The matched component of nameError with problem noSuchObject shall be set to the name of the next superior entry
to which the requestor has RDN permission. If such an entry is not available to the DSA generating the error, then the
name of the DIT root shall be returned.

7.11.2.5 Accessing an attribute

In order to access an attribute, permission is needed to access at least one of the values of the attribute.

7.11.2.6 Deleting information

In order to delete an attribute value, permission is needed to access that value. When deleting an entry or an attribute, the
operation shall return a successful response if at least one attribute value is deleted, irrespective of how many values
were reguested to be deleted.
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Managing the DSA Information Tree
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The DSA Information Tree held by a DSA can be managed using the Directory Abstract Service. When the DSA
Information Tree is managed:

Visibift

way.

The n

8

The [
begin

8.1
8.1.1
A Dir

reque

— all DSEs in a DSA are visible through DAP including the root DSE;

— attributes defined as no user modification may be modified (though the DSA can reply with an
unwillingToPerform serviceError if it cannot support the requested change);

— knowledge is merely another attribute which can be read and modified; and

— the DSA never chains requests or returns referrals or continuation references.

Directory Bind

DirectoryBind syntax

direct

Direct

— themanageDSAIT extension bit shall be set;

themanageDSAIT option shall be set;

— the following components are ignored by the Directory:
e operationProgress in CommonArgument;
e referenceType in CommonArgument;
. entryOnly in CommonArgument;
¢ nameResolveOnMaster in CommaonArgument; and

. chainingProhibited in ServiceControls.

Bind and Unbind oper ations

hanagement of a DSA Information Tree is achieved by a DUA using the following procedures:

2) for each operation that is used to manage the DSA Information Tree:

— themanageDSAITPlaneRef option shall be included if a spéecific replication plane is to be

Directory Bind and Directory_Bnbind operations, defined in 8.1 and 8.2 respectively, are used by
hing and end of a particularperiod of accessing the Directory.

pctory Bihd 'operation is used at the beginning of a period of accessing the Directory. The ar
operdtion may be signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IE(
stor. If so requested, the Directory may sign, encrypt, or sign and encrypt the results.

1) the DUA BINDs directly to the DSA which holds the DSA Information Tree thatlis’to be mafaged;

b managed;

the DUA at the

juments of the
C 9594-2) by the

oTyBIM—OPERATION—T—¢

ARGUMENT DirectoryBindArgument

RESULT DirectoryBindResult

ERRORS { directoryBindError } }

oryBindArgument ::= SET {

credentials [0] Credentials OPTIONAL,

versions [1]  Versions DEFAULT {v1}}
Credentials ::= CHOICE {

simple [0] SimpleCredentials,

strong [1]  StrongCredentials,

externalProcedure [2] EXTERNAL,

spkm [3] SpkmCredentials }

ITU-T Rec. X.511 (1997 E)

19


https://standardsiso.com/api/?name=40bf5eb5e0188be643f1be2322b445c0

|SO/IEC 9594-3: 1998 (E)

Simpl

eCredentials ::= SEQUENCE {

name [0] DistinguishedName,
validity [1] SET{
validityPeriod CHOICE {

COMPONENTS OF ValidityPeriodUTC, -- UTC when v1
COMPONENTS OF ValidityPeriodGT }, -- GT when > than v1

random1 [2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL } OPTIONAL,
password [2] CHOICE{
unprotected OCTET STRING,
protected SIGNATURE {OCTET STRING} } OPTIONAL}
ValidityPeriodUTC ::= SET ({
tmed [ —UFCFime-ORHONAL:
time2 [1] UTCTime OPTIONAL }
ValidityPeriodGT ::= SET {
timel [0] GeneralizedTime OPTIONAL,
time2 [1] GeneralizedTime OPTIONAL }
StrongCredentials ::= SET ({
certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token,
name [2] DistinguishedName OPTIONAL,

Spkm

Toker

Versiq

attributeCertificationPath [3] AttributeCertificationPath OPTIONAL¢}

Credentials ::= CHOICE {
req [0] SPKM-REQ,
rep [1] SPKM-REP-TI}

::= SIGNED { SEQUENCE {
algorithm [0] Algorithmldentifier,
name [1] DistinguishedName,
time [2] UTCTime,
random [3] BIT STRING,
response [4] BIT STRING OPTIONAL,
bindIntAlgorithm [5] SEQUENCE OFAlgorithmldentifier OPTIONAL,
bindIntKeyInfo [6] BindKeyinfo OPTIONAL,
bindConfAlgorithm [71 SEQUENCE OF Algorithmldentifier OPTIONAL,
bindConfKeyInfo [8] BindKeyinfo OPTIONAL,
dirqop [9] OBJECT IDENTIFIER OPTIONAL }}
ns ::= BIT STRING {v1(0), v2(1) }

DirecforyBindResult ::= DirectoryBindArgument

direct

pryBindError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET{
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError [1]  ServiceProblem,
securityError [2]  SecurityProblem }},

DIRQOP.&dirBindError-OOP{@dirqop} } }

BindKeyInfo ::= ENCRYPTED { BIT STRING }

812

The credentials argument of the DirectoryBindArgument alows the Directory to establish the identity of the user. The
credentials may be simple, or strong or externaly defined (externalProcedure) (as described in ITU-T Rec. X.509 |

Directory Bind arguments

I SO/IEC 9594-8).

If simple is used, it consists of a name (always the distinguished name of an object), an optional validity, and an
optional password. This provides a limited degree of security. The password may be unprotected, or it may be
protected (either Protectedl or Protected2) as described in clause 5 of ITU-T Rec. X.509 | ISO/IEC 9594-8. The
validity supplies timel, time2, random1 and random2 arguments, which derive their meaning by bilateral agreement,

20
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and which may be used to detect replay. In some instances a protected password may be checked by an object which
knows the password only after locally regenerating the protection to its own copy of the password and comparing the
result with the value in the bind argument (password). In other instances, a direct comparison may be possible.

NOTE 1 — TheGeneralizedTime format shall be used foimel andtime2 if v2 is being negotiated.

If strong is used, it consists of a bind-token, and, optionally, a certification-path (certificate and segquence of
certification-authority cross-certificates, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8) and the name of the
requestor. This enables the Directory to authenticate the identity of the requestor establishing the association, and vice
versa. If StrongCredentials or SpkmCredentials are used in a bind operation, information relating to identity and
authorization is conveyed. This enables the identity of either entity to be authenticated, and also enables use of
established encryption and integrity cryptographic keying material.

The bindIntAlgorithm and bindConfAlgorithm components are used to negotiate the cryptographic algorithms used to
protedt subsequent operations on the binding. The requestor includes a list of supported algorithms in orfler of
preference. The Directory chooses one from the list which conforms to its own security policy, and indicates thigin the

response.

The sgssion keys to be used by the integrity and confidentiality algorithms are established using the bindintkeyinfo and
bindQonfKeyinfo fields. Both the requestor and the Directory may contribute to the selection, of\the session key by
genefating a session key of appropriate length, and encrypting with the other’s public’key. The sesgsion key is the
exclugsive OR of the two components. Note that the requestor may leave the gengration of the sepsion key to the
Direcfory, in which case the above fields will be omitted from the bind argument.

NQTE 2 — The credentials required for authentication may be carried by the Security Exchange Service Elgment (see ITU-T
Rqgc. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

If the pperation is to be signed and encrypted, an attribute certificate containingcthe attribute certificate (see clausg 13 of
ITU-T Rec. X.509 | ISO/IEC 9594-8) may be used to convey the clearances required to access the attribute. The
attribyiteCertificationPath is used to convey a security clearance for-rule based access control, or other attribute,
conveyed in an Attribute Certificate, optionally with the certificates needed to validate the Attribute Certificate.

The arguments of the bind token are used as follows. algorithm is'the identifier of the algorithm employed to sign this
infornpation. name is the name of the intended recipient. The time’ parameter contains the expiry time of the token. The
randojm number is a number which should be different for each unexpired token, and may be used by the recipjent to
detect|replay attacks.
NOQTE 3 — Where names are used in either simple or-strong credentials, it is possible to use alternative distinguishétegames if
ex|st. However, authentication and access contrel\based on the name may not work as desired if the primary digtinguished name i
not used. Following successful processing of\an authenticated BIND operation, whatever the name used in the BIND argument,
the bound entities shall thereafter know each.other by their primary distinguished names, to facilitate operation [of @otsess con
wHile the BIND is in effect.

If externalProcedure is used, then the\semantics of the authentication scheme being used is outside the scope|of the
Directiory Specifications.

The versions argument of theDirectoryBindArgument identifies the versions of the service which the DUA is prepared
to participate in. The value vi~déenotes the protocol version 1 and the value v2 denotes the protocol version 2. The value
v2 shall be used if in a slibsequent ModifyEntry operation the alterValues or resetValue modification types arg to be
sent i arequest or arésult other than NULL is required (see 11.3). The value shall be set to v2 if following are usefl:

a) enchypted or signedAndEncrypted protection;
b) <any protection on errors or response to Add Entry, Remove Entry, Modify Entry, Modify DN;
€).' GULSSESE (see 6.7.6 of ITU-T Rec. X.519 | ISO/IEC 9594-5).

Migralfonto futare varsions of the DiTectory Shoutd be facititared by

a) any elements of DirectoryBindArgument other than those defined in this Directory Specification shall be
accepted and ignored;

b) additional options for named bits of DirectoryBindArgument (e.g. versions) not defined shall be accepted
and ignored.

The response component is used to carry a number derived from random if challenge response of authentication is
required.

The bindIntAlgorithm, bindKeyInfo, bindConfAlgorithm, and bindConfKey components are used to carry information
used to protect subsequent operations on the binding.

The dirqop component is used to indicate the protection selected by the initiator in the bind.
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Directory Bind results

Should the bind request succeed, a result shall be returned.

The credentials argument of the DirectoryBindResult allows the user to establish the identity of the Directory. It allows
information identifying the DSA (that is directly providing the Directory service) to be conveyed to the DUA. It shall be

of the

same form (i.e. CHOICE) as that supplied by the user.

The versions parameter of the DirectoryBindResult indicates which of the versions of the service requested by the

DUA

8.14

isactually going to be provided by the DSA.

Directory Bind errors

Should the bind request fail, a bind error shall be returned.

Thev

A sec

8.2
A Dir
directq

The D

9

There
defing

9.1

911
AR

distinguished name. The arguments of the operation may be signed, encrypted, or signed and encrypted (see

encry

read

ITU-T Rec. X.501 | ISO/IEC(9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or si
t the result.
DPERATION ::=\{

brsions parameter of the DirectoryBindError indicates which versions are supported by the DSA.
urityError or serviceError shall be supplied as follows:

. securityError inappropriateAuthentication
invalidCredentials
blockedCredentials

g serviceError unavailable

Directory Unbind
betory Unbind operation is used at the end of a period of accessing the Dirgctory.
ryUnbind OPERATION ::= emptyUnbind

rectoryUnbind has no arguments.

Directory Read operations

are two 'read-like’ operations: read and compare,‘defined in 9.1 and 9.2, respectively. The abandon opg
d in 9.3, is grouped with these operations for convenience.

Read

Read syntax

operation is used to extratt information from an explicitly identified entry. It may also be used to v

ration,

brify a
5.3 of
n and

ARGUMENT. ReadArgument
RESULT ReadResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-read }
ReadArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] Name,
selection [1]  EntrylnformationSelection DEFAULT {},
modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments },

DIRQOP.&dapReadArg-QOP{@dirqop} }

ReadResult ::= OPTIONALLY-PROTECTED {

22

SET {
entry [0]  EntryInformation,
modifyRights [1] ModifyRights OPTIONAL,
COMPONENTS OF CommonResults },
DIRQOP.&dapReadRes-QOP{@dirqop} }

ITU-T Rec. X.511 (1997 E)
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ModifyRights ::= SET OF SEQUENCE {

item CHOICE {
entry [0] NULL,
attribute [1]  AttributeType,
value [2] AttributeValueAssertion },
permission [3] BIT STRING { add (0), remove (1), rename (2), move (3) } }

9.1.2 Read arguments

The object argument identifies the object entry from which information is requested. Should the Name involve one or
more aliases, they are dereferenced (unless this is prohibited by the relevant service controls). The Name may be an
alternative name and may include context information, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The S :CbtiUll ouyunla It IIIdIbQI.A‘-C-D vvhat ;IIfUIIIIaL‘-;UII fIUIII thC cntly ;3 IC\.{UC&AC\JI (wc 7.6). : :UVVCVCl, It §1uu:d Ot be
assumed that the attributes returned are the same as or limited to those requested.

The CommonArguments (see 7.3) include a specification of the service controls and security parameters.applying to the
request. For the purposes of this operation the sizeLimit component is not relevant and is ignored if ‘provided.| If the
argument of this operation is to be signed, encrypted, or signed and encrypted by the requestor, the-SecurityParameters
(see 7|10) component shall be included in the arguments.

The nfodifyRightsRequest argument is used to request return of the requestor’'s madification rights to the entry and its
attriblites.

9.1.3 Read results

Should the request succeed, the result shall be returned.

The gntry result parameter holds the requested information (see 7.7):

The modifyRights parameter is present if it was requested viantbdifyRightsRequest argument, and the [user has
modifjcation privileges to some or all of the requested entryinformation, and the return of this informati

by thq

attribyites specified in theelection argument. The parameter contains the following:

The G

encry
ther

914

An element of th&ET is returned for-thentry; for each useattribute requested which the us

it differ from those of the correspending attribute.

the case of an entryemove indicates that &emoveEntry operation would succeetgname in
that aModifyDN operation with thenewSuperior parameter absent would succeed; ande
ModifyDN operatien\with the@ewSuperior parameter present and an unchanged RDN would

In the case of(attributes and valuagd indicates that &odifyEntry operation that adds the a
value would-Succeed; andmove indicates that aModifyEntry operation that removes the a
value would succeed.

NOTE — An operation to move an entry to a new superior may also depend on permissions as
new superior (as for example witlasic-access-control). These are ignored when determinfggmission

ommoenResults (see 7.4) include the security parameters applying to the response. If this result is to be s
ted;or signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall be incly

b |local security policy. If returned, the modification<rights of the requestor are returned for the er

right to add or remove; and for each returned attribaiige for which the user’s rights to add ¢

The returneghermission indicates what operations or actions on the entry by the user woul

bn is permitted
try and for the

br has the
r remove

d succeed. In
licates

that a
succeed.

tribute or
tribute or

sociated with the

igned,
ded in

HS)

Read errors

Should the request fail, one of the listed errors shall be reported. If none of the attributes explicitly listed in selection
can be returned, then an AttributeError with problem noSuchAttributeOrValue shal be reported. The circumstances
under which other errors shall be reported are defined in clause 12.

9.15 Read operation decision pointsfor basic access control

If rule-based-access-control is aso to be applied, the order in which it is applied with respect to basic-access-contral is a
local matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism it
shall not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control isa
permission that shall not override a deny of rule-based-access-control.
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If bas

c-access-control isin effect for the entry being read, the following sequence of access controls applies:

1) Read permission is required to the entry being read. If permission is not granted, the operation f
accordance with 7.11.1.3.

alsin

2) If theinfoTypes element of selection specifies that attribute types only are to be returned, then for each
attribute type that is to be returned, Read permission is required. If permission is not granted, the attribute
type is omitted from the ReadResult. If as a consegquence of applying these controls no attribute

information is returned, the entire operation failsin accordance with 9.1.5.1.

3) IftheinfoTypes element of selection specifies that attribute types and values are to be returned, then for
each attribute type and for each value that is to be returned, Read permission is required. If permission to
an attribute type is not granted, the attribute is omitted from ReadResult. If permission to an attribute
value is not granted, the value is omitted from its corresponding attribute. In the event that permission is

9.1.5.
If the

9.1.5.]

not-grantec-to—any of the-vatues withimtheattributeamAttriboteefementcontammgarempty—S
AttributeValue is returned. If as a consequence of applying these controls, no attribute inferma
returned, the entire operation failsin accordance with 9.1.5.1.

|  Error returns

pperation fails as defined in 9.1.5 items 2) or 3), the valid error returns are one of:

a) If an open-ended option was specified (i.e. allUserAttributes or allOperatjienalAttributes), a S
Error with problem insufficientAccessRights or noinformation shall be returned.

b) Otherwise, if a select option was specified (in attributes and/or¢in\ extraAttributes), then

insufficientAccessRights or nolnformation shall be returnedx Otherwise, an Attribute Erro
problem noSuchAttributeOrValue shall be returned.

P Non-disclosur e of incomplete results

If an Incomplete result is being returned in Entryinformation, i.e.sofve of the attributes or attribute values hav

omitte
Disclq
value

9.1.6

If b
matt
be oV
permi

If ruld

d because of the applicable access controls, the incompleteEntry element shall be set to TR
seOnError permission is granted to at least one attributé\type withheld from the result, or at least one at
withheld from the result (for which attribute type Readpermission was granted).

Read operation decision pointsfor rule-based access control

c-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is
, except that if accessis denied to the entfy, an attribute type or an attribute value by either mechanism it sh
erridden by the other mechanism. (Iny'this respect, DiscloseOnError permission of basic-access-contrd
bsion that shall not override a deny, of .rule-based-access-contral.

-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entryj

read, the following access controls apply:

1) If entry level-aceess is denied under rule-based-access-control, then the operation fails with Nam
(noSuchQhbject) in accordance with 7.11.2.4.

2) If accessto the entry is not permitted under the basic-access-control scheme as described in 9.1.5 i
thenthe operation failsin accordance with 7.11.1.3.

3) _ItheinfoTypes element of selection specifies that attribute types only are to be returned, then if
rule-based-access-control, access is not granted for al attribute values of that type, the attribute
omitted from the ReadResult. If as a consequence of applying these controls no attribute informg

FT OF
lion is

bcurity

if the

DiscloseOnError permission is granted to any of the selected attributes, a Security Error with prloblem

with

P been
UE if
tribute

h |ocal
Al not
| is a

being

PError

em 1)

under

ype is
tion is

returned. the entire operation fails returning an attributeError with problem noSuchAttributeOrv4

luein
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accordance with 9.1.5.1 b).

4) If theinfoTypes element of selection specifies that attribute types only are to be returned, basic-access-

control isapplied as described in 9.1.5 item 2).

5) Under rule-based access contrals, if the infoTypes element of selection specifies that attribute types and
values are to be returned, then for each attribute value that is to be returned, access must be granted. If

access to an attribute value is not granted, the attribute value is omitted from its corresponding att

ribute.

In the event that access is not granted to any of the attribute values within an attribute, the whole attribute
is omitted from ReadResult. If as a consequence of applying these controls, no attribute information is

returned, the entire operation fails returning an attributeError with problem noSuchAttributeOrVval
6) basic-access-control isapplied as described in 9.1.5 item 3).
7) The name of the entry returned in the operation result is determined as defined in 7.11.2.2.
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Compare

Compar e syntax

A Compare operation is used to compare avalue (which is supplied as an argument of the request) with the value(s) of a
particular attribute type in a particular object entry. The arguments of the operation may be signed, encrypted, or signed
and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may
sign, encrypt, or sign and encrypt the result.

compare OPERATION ::= {

ARGUMENT CompareArgument
RESULT CompareResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
SecurityError §
CODE id-opcode-compare }
CompareArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
purported [1] AttributeValueAssertion,
COMPONENTS OF CommonArguments },

Comp

922

The o
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DIRQOP.&dapCompareArg-QOP{@dirqop} }

areResult ::= OPTIONALLY-PROTECTED {

SET {
name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [1] BOOLEAN DEFAULT TRUE,
matchedSubtype [2] AttributeType OPTIONAL,
COMPONENTS OF CommonResults },

DIRQOP.&dapCompareRes-QOP{@dirqop} }

Compare arguments

bject argument is the name the particular object entry concerned. Should the Name involve one or more §
Fe dereferenced (unless prohibited by the relevant-service control). The Name may be an alternative name arj
e context information, as described in 9.3 of FTU-T Rec. X.501 | ISO/IEC 9594-2.

iIrported argument identifies the attribute:type and value to be compared with that in the entry. The compar

liases,
d may

onis

if the entry holds the purported attribute type or one of its subtypes, or there is a collective attribute of the entry

is the purported attribute type or,_one of its subtypes (see 7.6), and if there is a value of that attribute
es the purported value using\the attribwtelslity matching rule.

text assertions are included in the attribute value assertion, then the matching shall be attempted
5 which satisfy all the-given context assertions, as described in 8.8.2 of ITU-T Rec. X.501 | ISO/IE
Xt assertions areZinCluded in the attribute value assertion, then default context assertions sh
bed in 8.8.2.2 6fITU-T Rec. X.501 | ISO/IEC 9594-2.

bmmonArguments (see 7.3) include a specification of the service controls and security parameters
st. For_the/purposes of this operationsikeLimit component is not relevant and is ignored if provi
nent of>this operation is to be signed, encrypted, or signed and encrypted by the requSstar;ityfearar
.20)"component shall be included in the arguments.

which

bnly against those
C 9594-2. If no
bl be applied as

applying to the
ded. If the
heters

9.23

Compareresults

Should the request succeed (i.e. the comparison is actually carried out), the result shall be returned.

Thename is the distinguished name of the entry or an alias name of the entry, as described in 7.7. It is present only if an
alias has been dereferenced, RDNs have been resolved to primary RDNs, or context selection has been applied and the

name

to be returned differs from thigject name supplied in the operation argument.

The matched result parameter, holds the result of the comparison. The parameter takes theRugLué the values

were

compared and matched, &#d SE if they did not.

If fromEntry is TRUE the information was compared against the entriyAifSE the information was compared against
a copy.

ITU-T Rec. X.511 (1997 E)
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The matchedSubtype parameter is present only if the result of the match was TRUE and if the match succeeded
because a subtype of the purported attribute was matched. It contains the matched subtype. If more than one such
subtype is available, the one highest in the hierarchy is returned.

The CommonResults (see 7.4) include the security parameters applying to the response. If this result is to be signed,
encrypted, or signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall be included in
the results.

9.24

Compareerrors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

9.25

If rulg-based-access-control is also applied, the order in which it is applied with respect to basic-access;centrol is
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either maechanism, it sh
be overridden by the other mechanism. In this respect, DiscloseOnError permission of ~asic-access-contrd

permi

If basic-access-control isin effect for the entry being compared, the following sequence-of\access controls applies:

9.2.5.
If the

isgr
shall

9.2.6

If bas|c-access-control is alsoapplied, the order in which it is applied with respect to rule-based-access-contral is
mattey), except that if acCess is denied to the entry, an attribute type or an attribute value by either mechanism it sh
be overridden by the-other mechanism. In this respect, DiscloseOnError permission of basic-access-contrd

permi

If rulg-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry]
comparred, the following access controls apply:

26

Compar e operation decision pointsfor basic access control

5sion that shall not override a deny of rule-based-access-contral.

1) Read permission is required to the entry to be compared. If permission is not granted, the operatig
in accordance with 7.11.1.3.

2) Compare permission is required to the attribute being compared. If permission is not grantd
operation failsin accordance to 9.2.5.1.

3) If there exists a value within the attribute being compared that matches the purported argument 3
which Compare permission is granted, the operation returns the value TRUE in the matched
parameter of the Compar eResult. Otherwise,-the operation returns the value FAL SE.

|  Error returns

ted to the attribute being compared, a-SecurityError with problem insufficientAccessRights or nolnforn
e returned; otherwise, an AttributeError with problem noSuchAttributeOrValue shall be returned.

Compar e operation decision pointsfor rule-based access control

bsion that shall hot override a deny of rule-based-access-control.

h local

Al not

| is a

n fails

d, the

ind for
result

operation fails as defined in 9.2.5 item\2); the valid error returns are one of: if the DiscloseOnError pernpission

hation

h local
Al not
| is a

being

1) if entry level access is denied under rule-based-access-control, then the operation fails with NameError

(noSuchObject) in accordance with 7.11.2.4;

2) if accessto the entry is not permitted under the basic-access-control scheme as described in 9.2.5 it
then the operation fails in accordance with 7.11.1.3;

em 1),

3) if access is not granted to the attribute value being compared, the Directory shall act as though the

attribute value was not present;
4) basic-access-control is applied as described in 9.2.5 items 2) and 3);

5) thenamereturned in the operation result is determined as defined in 7.11.2.2.
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Abandon

Operations that interrogate the Directory may be abandoned using the abandon operation if the user is no longer
interested in the result. The arguments of the operation may be signed, encrypted, or signed and encrypted (see 15.3 of
ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign and
encrypt the result.

aband

on OPERATION ::= {
ARGUMENT AbandonArgument
RESULT AbandonResult
ERRORS { abandonFailed }
CODE id-opcode-abandon }
AbandonArgument ::= OPTIONALLY-PROTECTED {
SEQUENCE {
invokelD [0] Invokeld}

AbangonResult ::= CHOICE {

There
invok

Shoul
the D
results
result.

Shoul
the op

Abandon is only applicable to interrogation operations, i.e. Read, Compare, List, and Search operations.

A DS

turn request them to abandon the operation.

10
There

10.1

10.1.1

A LiS
circun

DIRQOP.&dapAbandonArg-QOP{@dirqop} }

null NULL,
information OPTIONALLY-PROTECTED {
SEQUENCE {
invokelD Invokeld,
COMPONENTS OF CommonResults },
DIRQOP.&dapAbandonRes-QOP{@dirqop} } }

is a single argument, the invokelD which identifies the operation that <is'to be abandoned. The value
bID isthe sameinvokelD that was used to invoke the operation which is to.be abandoned.

H the request succeed, aresult shall be returned. If thisresult is to be'signed, encrypted, or signed and encryg
rectory, the SecurityParameters (see 7.10) component of CommonResults (see 7.4) shal be included
. If the result of the operation is not to be signed by the Directory, no information shall be conveyed w
The original operation shall fail with an Abandoned error,

] the request fail, the AbandonFailed error shall be reported. As alocal matter, a DSA may choose not to al
eration and shall then return the AbandonFailed error This error is described in 12.3.

A\ may abandon an operation locally. If the DSA has chained or multicasted the operation to other DSAS, it

Directory Search operations

are two 'search-like' operations: List and Search, defined in 10.1 and 10.2 respectively.
List

List syntax

of the

ted by
in the
th the

andon

may in

nstanees, the list returned may be incomplete. The arguments of the operation may be signed, encrypted, or

and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directo

operation is used to obtain a list of the immediate subordinates of an explicitly identified entry. Unda’bsome

igned
may

sign, encrypt, or sign and encrypt the result.

list

OPERATION ::= {

ARGUMENT ListArgument

RESULT ListResult

ERRORS { nameError | serviceError | referral | abandoned | securityError }

CODE id-opcode-list }

ListArgument ::= OPTIONALLY-PROTECTED {

SET {
object [0] Name,
pagedResults [1] PagedResultsRequest OPTIONAL,
COMPONENTS OF CommonArguments },

DIRQOP.&dapListArg-QOP{@dirqop} }

ITU-T Rec. X.511 (1997 E)
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ListResult ::= OPTIONALLY-PROTECTED {

PartialOutcomeQualifier = SET {

LimitH

10.1.2

The o
Shoul
The N
SO/}

The p
in7.9

The ¢

argunt
(see?

10.1.3
The rd
Then
aliasH
name

Thes

any of| the subordinate entries be aliases, they shall not be dereferenced.

CHOICE {
listinfo SET{

name Name OPTIONAL,

subordinates [1] SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE},

partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,

COMPONENTS OF CommonResults },

uncorrelatedListinfo  [0] SET OF ListResult },
DIRQOP.&dapListRes-QOP{@dirqop} }

limitProblem [0] LimitProblem OPTIONAL,
unexplored [1] SET OF ContinuationReference OPTIONAL,
unavailableCriticalExtensions

[2] BOOLEAN DEFAULT FALSE,
unknownErrors [3] SET OF ABSTRACT-SYNTAX.&Type OPTIONAL,
gqueryReference [4] OCTET STRING OPTIONAL,
overspecFilter [5]  Filter OPTIONAL }

roblem ::= INTEGER {
timeLimitExceeded (0), sizeLimitExceeded (1), administrativeLimitExceeded~(2) }

List arguments

bject argument identifies the object entry (or possibly the root) whaseé immediate subordinates are to be
 the Name involve one or more aliases, they are dereferenced (unless prohibited by the relevant service cg
ame may be an alternative name and may include context information, as described in 9.3 of ITU-T Rec. X
FC 9594-2.

agedResults argument is used to request that results.of ‘the operation be returned page-by-page, as des
ommonArguments (see 7.3) include a specifieation of the service controls applying to the request.

ent of this operation is to be signed, encrypted;-or signed and encrypted by the requestor, the SecurityParar
10) component shall be included in the arguments.

List results

as been dereferenced,"RDNSs have been resolved to primary RDNS, or context selection has been applied 3
fo be returned differs from the object name supplied in the operation argument.

bordinates,parameter conveys the information on the immediate subordinates, if any, of the named entry. §

Ther

for Ndmedn 7.7

n-parameter is the relative distinguished name of the subordinate. This may be affected by contexts as deg

listed.
ntrol).
501 |

icribed

If the
heters

Pauest succeeds, subject to aceess-contrals, if the object is located, regardless of whether there is any suboidinate
infornpation to return.

bme iS the distinguishédsname of the entry or an alias name of the entry, as described in 7.7. 1t is present only if an

nd the

bhould

icribed

The fromEntry parameter indicates whether the information was obtained from the entry (TRUE) or a copy of the entry
(FALSE).

Theal

iasEntry parameter indicates whether the subordinate entry is an alias entry (TRUE) or not (FALSE).

The partialOutcomeQualifier consists of six subcomponents as described below. This parameter shall be present
whenever the result is incomplete because of atime limit, size limit, or administrative limit problem, because regions of
the DIT were not explored, because some critical extensions were unavailable, because an unknown error was received,
because paged results are being returned, or an overspecified filter is to be indicated:

28

a) ThelLimitProblem parameter indicates whether the time limit, the size limit, or an administrative limit has
been exceeded. The results being returned are those which were available when the limit was reached.
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b) The unexplored parameter shall be present if regions of the DIT were not explored. Its information
allows the DUA to continue the processing of the List operation by contacting other access points if it so
chooses. The parameter consists of a set (possibly empty) of ContinuationReferences, each consisting of
the name of a base object from which the operation may be progressed, an appropriate value of
OperationProgress, and a set of access points from which the request may be further progressed. The
ContinuationReferences that are returned shall be within the scope of referral requested in the operation
service control. See 12.6.

¢) The unavailableCriticalExtensions parameter indicates, if present, that one or more critical extensions
were unavailable in some part of the Directory.

d) TheunknownErrors parameter is used to return unknown error types or parameters received from other

DSAs in the processing of the operation. Each member of the SET contains one such unknown error. See
ITLLT Rec. X 510 ! ISOUEC. QRQA-R, 7524

€) ThequeryReference parameter shall be present when the DUA has requested paged results and\thg DSA
has not returned all the available results. See 7.9.

f)  The overspecFilter component is only used in conjunction with the Search operation when, as a
consequence of over-specified filtering, the returned Search result is empty, although'there are carjdidate
entries either matching only portions of the Filter or matching only approximately‘the’Filter. It is returned
only if the search request included the checkOverspecified item and the Directory can determine that the
filter was overspecified. It consists of the filter supplied in the search argument with those elemgnts of
the filter that succeeded in matching some entries omitted. The actual“\pfocedure for generating the
overspecFilter isalocal matter.

NOTE — The return of a suitabteverspecFilter in a distributed Directory system is for further study

When| the DUA has requested a protection request of signed, the uncorfelatedListinfo parameter may comprise a
number of sets of result parameters originating from and signed by differént/components of the Directory. If no QSA in
the chgin can correlate all the results, the DUA must assembl e the actual fesult from the various pieces.

The CommonResults (see 7.4) include the security parameters applying to the response. If this result is to be gigned,
encrypted, or signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall be inclyded in
the results.

10.1. Listerrors

Should the request fail, one of the listed errors.shalt be reported. The circumstances under which the particular|errors
shall e reported are defined in clause 12.

10.1.5 List operation decision pointsfor basic access control

If rulg-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is @ local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism, it shiall not
be overridden by the other (mechanism. In this respect, DiscloseOnError permission of basic-access-contrd is a
permission that shall not overfide a deny of rule-based-access-control.

If basic-access-control.s in effect for the portion of the DIB where the list operation is being performed, the following
sequence of access.controls applies:

1) _Nospecific permission isrequired to the entry identified by the object argument.

2)\For each immediate subordinate for which a RelativeDistinguishedName is to be returned in
subordinates, Browse and ReturnDN permissions are required to that entry. Entries for which these
PErMISSIONS are Not granted are rgnored. 135 a CONSequente of applyimg these comtrots, 1o subordinate
information (excluding any ContinuationReferences in PartialOutcomeQualifier) is returned and if
DiscloseOnError permission is not granted to the entry identified by the object argument, the operation
fails and a NameError with problem noSuchObject shall be returned. The matched element shall either
contain the name of the next superior entry to which DiscloseOnError permission is granted, or the name
of the DIT root (i.e. an empty RDNSequence). Otherwise, the operation succeeds but no subordinate
information (excluding any ContinuationReferences in PartialOutcomeQualifier) is conveyed with it.

NOTE 1 — In the case of dameError being returned, the empBDNSequence may be used by a DSA which
does not have access to all superior entries.

NOTE 2 — Security policy may prevent the disclosure of subordinate information which would otherwise be
conveyed asontinuationReferences in PartialOutcomeQualifier. If such a policy is in effect and if a DUA
constrains the service by specifyiaigainingProhibited, the Directory may return serviceError with problem
chainingRequired. Otherwise, the procedure described in item 2) above is followed.
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NOTE 3 — Security policy may prevent the Directory from indicating that a listed subordinate entry is an alias
entry. For example, if the DUA is not grantBgad access to the alias entry, itsjectClass attribute and the

value alias that it contains, the Directory may omit théasEntry component ofsubordinates from the
ListResult or set it toFALSE.

NOTE 4 - If DiscloseOnError permission is not granted to the entry identified by dhject argument, a
partialOutcomeQualifier indicating alimitProblem or unavailableCriticalExtensions should not be returned as it
may compromise the security of this entry.

10.1.6 List operation decision pointsfor rule-based access control

If basic-access-control is aso applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a

OOV ocat V- O Ore-10aset=a CSS-CO o)

If rulg-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the porfion of
the DI[B where the List operation is being performed, the following access controls apply:

1) If rule-based entry level permission is denied to the entry identified by the object argument, then
nameError with problem noSuchObject is returned in accordance with 7.11.2.4.

2) For each immediate subordinate for which a RelativeDistinguishedName ~is to be returned in
subordinates, rule-based RDN permission must be granted to that entry. Entries for which accesg is not
granted are ignored.

3) basic-access-control is applied as described in 10.1.5.

10.2 Search

10.2.1] Search syntax

A Segrch operation is used to search a portion of the DIT for entries of interest, and to return selected informatiop from
those entries. The arguments of the operation may be signed, ‘encrypted, or signed and encrypted (see 15.3 of | TU-T
Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign and encrypt the
result.

search OPERATION ::= {

ARGUMENT SearchArgument

RESULT SearchResult

ERRORS { attributeError | nameError | serviceError | referral | abandoned |

securityError
CODE id-opcoderséarch }
SearchArgument ::= OPTIONALLY-PROTECTED {

SET {
baseObject [0] Name,
subset [1] INTEGER {

base®@bject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,

filter [2] Filter DEFAULT and:{},
searchAliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntryinformationSelection DEFAULT { },
pagedResults [5] PagedResultsRequest OPTIONAL,
matchedValuesOnly [6] BOOLEAN DEFAULT FALSE,

——exterdedfitter {7 Fitter OPTIONAL;
checkOverspecified [8] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments },

DIRQOP.&dapSearchArg-QOP{@dirqop} }

SearchResult ::= OPTIONALLY-PROTECTED {

CHOICE {
searchinfo SET{
name Name OPTIONAL,
entries [0] SET OF Entrylnformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults },
uncorrelatedSearchinfo [0] SET OF SearchResult },

DIRQOP.&dapSearchRes-QOP{@dirqop} }
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10.2.2  Search arguments

The baseObject argument identifies the object entry (or possibly the root) relative to which the search is to take place.
The baseObject may be an aternative name and may include context information, as described in 9.3 of ITU-T
Rec. X.501 | ISO/IEC 9594-2.

The subset argument indicates whether the search isto be applied to:
a) thebaseObject only;
b) theimmediate subordinates of the base object only (oneLevel);
¢) thebaseobject and al its subordinates (wholeSubtree).

Thefilter argument is used to eliminate entries from the search space which are not of interest. Information shall only be

2l dact sl atiaf. +la £l L Z.0O\
returneeron-entrres witrCSattsry-tne-rer(See—+-oy-

NQTE 1 - If the filter is overspecified, it may eliminate all entries from the search result, even though there-are|catigidate e
matching portions of the filter. The user must simplify the filter and try again. The Directory provides no support fgingentif
these entries, or for identifying the changes that should be made to the filter.

Aliasgs shall be dereferenced while locating the base object, subject to the setting of the dontDefeferenceAlliases
service control. Aliases among the subordinates of the base object shall be dereferenced during thie:search, subject to the
setting of the searchAliases parameter. If the searchAliases parameter is TRUE, aliases shal)be dereferenced| if the
parameter is FALSE, aliases shall not be dereferenced. If the searchAliases parameter.is TRUE, the search shall
continue in the subtree of the aliased entry.

The sglection argument indicates what information from the entries is requested (See”7.6). However, it should hot be
assumed that the attributes returned are the same as or limited to those requested.

The plagedResults argument is used to request that results of the operation be returned page-by-page, as degcribed
in7.9

The matchedValuesOnly argument indicates that certain attribute values are to be omitted from the returned entry
inforniation. Specifically, where an attribute to be returned is multi-valued, and some but not al of the values pf that
attribute contributed to the search filter returning TRUE via filtef<items other than equality or present, then the values
that difd not so contribute are omitted from the returned entry«information.

The ektendedFilter argument is used in mixed versiomenvironments to specify an alternative filter to that degcribed
abovel When this argument is present, the filter_argument (if any) shall be ignored by 1993-edition systems. The
extenfledFilter is always ignored by 1988-edition,systems.

NOQTE 2 — By including both filters, a DUA can specify one filter to be used by 1988-edition systems and a different élter to b

used by 1993-edition systems in the distributed processing of the Search request. 1988-edition systems do npt support attribute
polymorphism or matching rule assertions.

The ¢heckOverspecified argumentyNis used to request the Directory to return an overspecFilter itém in
partia)OutcomeQualifier if the résult of the search operation is empty and the Directory is able to determine that|this is
due tg the filter being overspecified.

The CommonArguments (€€ 7.3) include a specification of the service controls and security parameters applying to the
requegt. If the argument)of this operation is to be signed, encrypted, or signed and encrypted by the requestor, the
SecurjityParameters(see 7.10) component shall be included in the arguments.

10.2.3 Searchvesults

The request 'succeeds, subject to access controls, if the baseObject is located, regardliess of whether there are any
subordli nates to return.
NOTE 1 — As a corollary to this, the outcome of an unfiltered search applied to a single entry may not be identical foichread w

seeks to interrogate the same set of attributes of the entry. This is because the latter shallAatitsnterror if none of the
selected attributes exist in the entry.

The name is the distinguished name of the entry or an alias name of the entry, as described in 7.7. It is present only if an
alias has been dereferenced, RDNs have been resolved to primary RDNSs, or context selection has been applied and the
name to be returned differs from the baseObject name supplied in the operation argument.

The entries parameter conveys the requested information from each entry (zero or more) which satisfied the filter
(see 7.5). The names supplied as part of entries may be affected by contexts as described for Name in 7.7.

The partialOutcomeQualifier is as described in 10.1.3.

NOTE 2 — Where returned entry information is incomplete for a particular entry, it is indicated viecdheleteEntry
parameter in the returned entry information.
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TheuncorrelatedSearchinfo parameter is as described for uncorrelatedListinfo in 10.1.3.
The CommonResults (see 7.4) include the security parameters applying to the response. If this result is to be signed,

encrypted, or signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall be included in
the results.

10.24 Searcherrors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

10.25  Search operation decision pointsfor basic access control

If rulg-based-access-control is also applied, the order in which it is applied with respect to basic-access-contrahis’'a local
mattey, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism;it shiall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-acgéss-contrdl is a
permission that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the portion of the DIT to be searched, the following sequerce of access controls
applies:

1) No specific permission is required to the entry identified by the baseObject argument.

NOTE 1 — If thebaseObject is within the scope of th&earchArgumient (i.e. when thesubset argument
specifiesbaseObject or wholeSubtree) the access controls specified in items 2) through 4) apply.

2) For each entry within the scope of the SearchArgument dvhich is to be a candidate for considgration,
Browse permission is required. Entries for which this perfmission is not granted are ignored.

3) The filter argument is applied to each entry left to'be considered after taking item 2) into accopnt, in
accordance with the following:

a) For each Filterltem that specifies an-atribute, FilterMatch permission for the attribute type is
required before the Filterltem can be'evaluated as either TRUE or FALSE. A Filterltem for [which
this permission is not granted evaluates as undefined.

b) For each Filterltem that additionally specifies an attribute value, FilterMatch permission is required
for each stored attribute"value which is to be considered for the purposes of matching. If thgeisa
value that both matches the Filterlitem and for which permission is granted, the Filteritem ev@luates
to TRUE, otherwiseit evaluatesto FALSE.

4) Once the procedures.defined in 2) and 3) have been applied, the entry is either selected or discardedl. If as
a consequenceof) applying these controls to the entire scoped subtree no entries have been sglected
(excluding_sany ContinuationReferences in partialOutcomeQualifier) and if DiscloseOfpError
permissiens not granted to the entry identified by the baseObject argument, the operation faild and a
NameErrer with problem noSuchObject shall be returned. The matched element shall either contgin the
namerof the next superior entry to which DiscloseOnError permission is granted, or the name of the DIT
roat (i.e. an empty RDNSequence). Otherwise, the operation succeeds but no subordinate informdtion is
eonveyed with it.

NOTE 2 — In the case of @ameError being returned, the empBDNSequence may be used by a DEA which

! -l & Il e
UuToS TIUL TIave dLLT OO TU All SUPTTIUT TTIUITS.

NOTE 3 — Security policy may prevent the disclosure of knowledge information which would otherwise be
conveyed a<ontinuationReferences in partialOutcomeQualifier. If such a policy is in effect and if a DUA
constrains the service by specifyiaigainingProhibited, the Directory may return serviceError with problem
chainingRequired. Otherwise, th€ontinuationReference is omitted frompartialOutcomeQualifier.

5) Otherwise, for each selected entry the information returned is as follows:

a) If theinfoTypes element of selection specifies that attribute types only are to be returned, then for
each attribute type that is to be returned, Read permission is required. If permission is not granted,
the attribute type is omitted from Entryinformation. If as a consequence of applying these controls
no attribute type information is selected, the Entryinformation element is returned but no attribute
typeinformation is conveyed with it (i.e. the SET OF CHOICE element is omitted or empty).
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b) If the infoTypes element of selection specifies that attribute types and values are to be returned,

then for each attribute type and for each value that is to be returned, Read permission is requi
permission to an attribute type is not granted, the attribute is omitted from Entryinformati
permission to an attribute value is not granted, the value is omitted from its corresponding att

red. If
on. If
ribute.

In the event that permission is not granted to any of the values within the attribute, an Attribute
element containing an empty SET OF AttributeValue is returned. If as a consequence of applying

these controls no attribute information is selected, the Entryinformation element is returned

but no

attribute information is conveyed with it (i.e. the SET OF CHOICE element is omitted or empty).

NOTE 4 — If DiscloseOnError permission is not granted to the entry identified by hgeObject

argument, gartialOutcomeQualifier indicating alimitProblem or unavailableCriticalExtensions
not be returned as it may compromise the security of this entry.

should

10.25

No sp
to the)
would
apply:
contai
partial
respol
locally

N(
thd
DU
ch

10.2.5

If an Incomplete result is being returned in Entryinformation,.€! some of the attributes or attribute values hav

omitte
Disclq
value

10.2.9

If basi
matt

be ov
permi

If ruld
of the

.L  AllaSdererer encing auring sear cn

Feific permissions are necessary for alias dereferencing to take place in the course of a search operation (4
searchAliases parameter being set to TRUE). However, for each alias entry encountered, if alias derefer
result in a ContinuationReference being returned in partialOutcomeQualifier, the following-access c
Read permission is required to the alias entry, the aliasedEntryName attribute and to the\Single value
hs. If any of these permissions is not granted, the ContinuationReference shal be omitted

se from another DSA. That is, the DSA shall police al continuationReferences\wvhether they were geri
or not.

TE — In addition to the access controls described above, security policy may\prevent the disclosure of know
it would otherwise be conveyed @stinuationReferences in partialOutcomeQualifier. If such a policy is in effec
A constrains the service by specifyirghainingProhibited, the Directory™~may return &erviceError with
hiningRequired. Otherwise, th&€ontinuationReference is omitted fronpartialOutcomeQualifier.

.2 Non-disclosure of incomplete results

d because of the applicable access controls, the ‘incompleteEntry element shall be set to TR
seOnError permission is granted to at least one attribute type withheld from the result, or at least one at
withheld from the result (for which attribute type-Read permission was granted).

Sear ch operation decision points for rule-based access control

c-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is
, except that if accessis denied toithe entry, an attribute type or an attribute value by either mechanism, it sh
erridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-contrd
bsion that shall not override(@ deny of rule-based-access-control.

-based-access-control -rule-and-basi c-access-control, or rule-and-simple-access-control isin effect for the |
DIB where the sedrch operation is being performed, the following access controls apply:

1) If rulesdased entry level permission is denied to the entry identified by the baseObject argumen
nameéError (noSuchObject) isreturned as defined in 7.11.2.4.

2)-Under rule-based-access-control, each entry within the scope of the SearchArgument for whicH
level accessisdenied areignored.
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3) basic-access-control on entriesis applied as defined in 10.2.5 item 2).
4) Thefilter is applied ignoring attribute values to which accessis denied under rule-based-access-contr
5) basic-access-control on thefilter is applied as defined in 10.2.5 items 3) and 4).

6) For any selected entry:

ol.

a) for each attribute type that may be returned under rule-based-access-control, access must be granted

to at least one attribute value of that type;

b) attribute values to which accessis denied under rule-based-access-control shall not be returned.

7) basic-access-control is applied to the information returned as defined in 10.2.5 item 5.
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11 Directory M odify operations
There are four operations to modify the Directory: addEntry, removeEntry, modifyEntry, and modifyDN defined
in 11.1 through 11.4, respectively.

NOTE 1 — Each of these operations identifies the target entry by means of its distinguished name.

NOTE 2 — The success afldEntry, removeEntry, andmodifyDN operations may depend on the physical distribution of the DIB
across the Directory. Failure shall be reported witlu@dateError with problemaffectsMultipleDSAs. See ITU-T Rec. X.518 |
ISO/IEC 9594-4.

NOTE 3 — In the event of failure of the underlying communications mechanism, the outcome of the operations is undetermined.
The user must use Directory interrogation operations to check whether the attempted modification operation succeeded or not.

11.1| AddEntry

11.1.1 Add Entry syntax

An addEntry operation is used to add aleaf entry (either an object entry or an alias entry) to the DKIZ*The argumgnts of
the operation may be signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501})1SO/IEC 9594-2) by
the requestor. If so requested, the Directory may sign, encrypt, or sign and encrypt the result.

addEmntry OPERATION ::= {
ARGUMENT AddEntryArgument

RESULT AddEntryResult
ERRORS { attributeError | nameError | serviceError | referral |.SecurityError |
updateError }
CODE id-opcode-addEntry }
AddEptryArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
entry [1]  SET OF Attribute;
targetSystem [2] AccessPoint QPTIONAL,
COMPONENTS OF CommonArgaments},

DIRQOP.&dapAddEntryArg-QOP{@dirqop} }

AddEptryResult ::= CHOICE {

null NULL,

information PROTECTED {
SEQUENCE { €OMPONENTS OF CommonResults },
DIRQOP.&dapAddEntryRes-QOP{@dirqop} } }

11.1.2 Add Entry arguments

The opject argument identifies the entry to be added. Its immediate superior, which must already exist for the opération
to suckeed, is determined by removing the last RDN component (which belongs to the entry to be created). obje¢t may
be an plternative nanie and may include context information, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.
The last RDN camponent shall be the primary RDN and shall include al distinguished values with their context lijsts for
all attributes contributing to the RDN. Where any AttributeTypeAndDistinguishedValue in the last RDN compopnent is
provided without alternative distinguished values, the single value provided shall be used as the single distingished
value forthat attribute.

The entry argument contains the attribute information which, together with that from the RDN, constitutes the entry to
be created. The Directory shall ensure that the entry conforms to the Directory schema. Where the entry being created is
an alias, no check is made to ensure that the aliasedEntryName attribute pointsto avalid entry.

The targetSystem argument indicates the DSA to hold the new entry. If this argument is absent, it shall be taken to
mean the same DSA as holds the superior of the new object. If the argument is present, it shall be the DSA with the
specified AccessPoint. The parameter shall be absent when subentries are to be added.

If the argument is present, the targetSystem bit in the criticalExtensions parameter in CommonArguments shal be
set, indicating that this extension iscritical.

NOTE 1 — If the choice of indicated or implied DSA conflicts with local administrative policy, the operation is not perfodned a
an error is returned.
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The CommonArguments (see 7.3) includes a specification of the service controls and security parameters applying to
the request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate critical
extension bit is set in criticalExtensions. Thus aliases are dereferenced by this operation only if dontDereferenceAlias
is not set and useAliasOnUpdate is set. The sizeLimit component is ignored if provided. If the argument of this
operation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters (see 7.10)
component shall be included in the arguments.

NOTE 2 — Update operations that involve dereferencing of an alias name will always fail if they encounter 1988 -edition DSAs.

11.1.3 Add Entry results

Should the request succeed, aresult shall be returned. If thisresult isto be signed, encrypted, or signed and encrypted by
the Directory, the SecurityParameters (see 7.10) component of CommonResults (see 7.4) shall be included in the
results. If the result of this operation is not to be signed by the Directory, no information shall be conveyed-w|th the
result.

11.1.4 AddEntryerrors

Shoul the request fail, one of the listed errors shall be reported. The circumstances under whichithe particular|errors
shall e reported are defined in clause 12.

11.1.4 Add operation decision pointsfor basic access control

If rulg-based-access-control is aso applied the order in which it is applied with respect to basic-access-control is @ local
meatter], except that if access is denied to the entry, an attribute type or an attribute value by either mechanism it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError jpermission of basic-access-contrd is a
permigsion that shall not override a deny of rule-based-access-control.

If basilc-access-control isin effect for the entry being added, the following sequence of access controls applies:
1) No specific permission is required to the immediate~superior of the entry identified by the pbject
argument.

NOTE 1 — Security policy may prevent Directory users from adding entries across DSA boundaries (e.g. using
the targetSystem argument). In this event, an appropriatameError, serviceError, securityEfror or
updateError may be returned provided-that'it does not compromise the existence of the immediate superior entry.
If it does (i.e.DiscloseOnError is not.granted to the superior entry), the procedure defined in 7{11.3 shall be
followed with respect to the superiarentry.

2) If an entry aready exists with a.distinguished name equal to the object argument, the operation fiails in
accordance with 11.1.5.1, item a):

3) Add permission is required for the new entry being added. If this permission is not granted, the opgration
failsin accordance with’11.1.5.1, item b).

NOTE 2 — TheAdd,permission must be provided as prescriptive ACI.

4) For each attribute type and for each value that is to be added, Add permission is required. |f any

permission.isabsent, the operation fails in accordance with 11.1.5.1, item c).
11.1.81 Error returns

If the pperation fails as defined in 11.1.5, the following procedure applies:

a) > the operation fails as defined in 11.1.5 item 2), the valid error returns are one of: if DiscloseOnEfror or
Add permission is granted to the existing entry, an updateError with problem entryAlreadyExist$ shall

Otherwise being
added
b) If the operation fails as defined in 11.1.5 item 3), the procedure described in 7.11.3 is followed with
respect to the entry being added.

c) If the operation fails as defined in 11.1.5 item 4), the valid error return is securityError with problem
insufficientAccessRights or nolnformation.

11.1.6  Add Entry operation decision points for rule-based-access-control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

ITU-T Rec. X.511 (1997 E) 35


https://standardsiso.com/api/?name=40bf5eb5e0188be643f1be2322b445c0

|SO/IEC 9594-3: 1998 (E)

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the portion of
the DIB where the addEntry operation is being performed, the following sequence of access control applies:

1) If rule-based entry level permission to the immediate superior is denied then nameError with problem
noSuchObject isreturned as defined in 7.11.2.4.

2) basic-access-control is applied as defined in 11.1.5.

11.2 Remove Entry

11.2.1 Remove Entry syntax

A Remove Entry operation is used to remove a leaf entry (either an object entry or an alias entry) from the DIT. The
arguments of the operation may be signed, encrypted, or signed and encrypted (see 15.3 of ITU-T RecnX.501 |
I SO/IEEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign and encrypt the result:

remoyeEntry OPERATION ::= {

ARGUMENT RemoveEntryArgument
RESULT RemoveEntryResult
ERRORS { namekError | serviceError | referral | securityError | updateError }
CODE id-opcode-removeEntry }
RemopeEntryArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
COMPONENTS OF CommonArguments },

DIRQOP.&dapRemoveEntryArg-QOP{@dirqop} }

RemojveEntryResult ::= CHOICE {

null NULL,

information PROTECTED {
SEQUENCE { COMPONENTS OF CommonResultsi};
DIRQOP.&dapRemoveEntryRes-QOP{@dirqop}}}

11.2.4 Remove Entry arguments

The opject argument identifies the entry to be deleted. The object may be an alternative name and may include dontext
infornpation, as described in 9.3 of ITU-T Rec, X:501 | ISO/IEC 9594-2.

The JommonArguments (see 7.3) includes-a specification of the service controls and security parameters applying to
the reguest. The dontDereferenceAlias.option is ignored (and treated as set) unless the useAliasOnUpdate ¢ritical
extengion bit is set in criticalExtensions. Thus aliases are dereferenced by this operation only if dontDereferencpAlias
is not| set and useAliasOnUpdate jiS set. The sizeLimit component is ignored if provided. If the argument of this
operation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters (seq 7.10)
component shall be included-in the arguments.

NQTE — Update operations that involve dereferencing of an alias name will always fail if they encounter 1988 -edition DSAs.

11.2.3 RemoveEntry results

Should the request succeed, a result shall be returned. If thisresult isto be signed, encrypted, or signed and encrygted by
the Dfrectary, the SecurityParameters (see 7.10) component of CommonResults (see 7.4) shall be included|in the
results. ‘Hthe result of the operation is not to be signed by the Directory, no information shall be conveyed wjth the
result.

11.24 RemoveEntryerrors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

11.25 Remove Entry operation decision pointsfor basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.
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If basic-access-control isin effect for the entry being removed, the following access controls apply:

— Remove permission is required for the entry being removed. If gesmission is not granted, the
operation fails in accordance with 7.11.1.

NOTE — No specific permissions are required for any of the attributes and attribute values present within the
entry being removed.

11.2.6 Remove Entry operation decision pointsfor rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rulg-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry] being
remoMed, the following sequence of access control applies:

1) If rule-based entry level permission is not granted to the target entry, the operation fails-with nameError
with problem noSuchObject asdefined in 7.11.2.4.

2) Entry level basic-access-control is applied as specified in 11.2.5.
3) If rule-based access is not granted to an attribute value then it shall not be removed.

4) If rule-based RDN permission is not granted, then none of the attribute‘values of the RDN shall be
removed. If al the values of an attribute are removed, then the attribute is removed from the entryf. If all
the attributes are removed, then the entry is removed from the DIT) If at least one attribute vﬂTl]Je is
removed, and the requestor does not have RDN permission, the gperation succeeds but the entry r¢mains
in the DIT with one or more attributes.

NOTE 1-Unless al the values of the label context for distinguished values of the entry have al the samejvalues,
this may not support a rule-based access-control policy.

5) Under rule-based-access-control, if RDN permission is.granted, but permission to access at least on¢ other
attribute value is not granted, then the RDN is net;removed, and the operation fails with SecurityError
(insufficientAccessRights). It is alocal matter.whether other attribute values to which the requestor has
access permission are removed or not.

NOTE 2 — Thisrevealsto the requestor thatat least one attribute value exists that isinaccessible.

6) If all the attributes of the entry are removed, then the entry is removed from the DIT, and the opergtion is
successful.

11.3 Modify Entry

11.3.1 Modify Entry syntax

The Modify Entry operation isused to perform a series of one or more of the following modifications to a single entry:
a) add anewttribute;
b) remove anattribute;
c) add attribute values,
d)._Sremove attribute values;

€)' replace attribute values;

T) _moaiy an dias,
g) addaconstant to all values of an attribute;
h) deleteal attribute values for which fallback isfalse in every context.

The arguments of the operation may be signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 |
| SO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign and encrypt the result.

modifyEntry OPERATION ::= {

ARGUMENT ModifyEntryArgument

RESULT ModifyEntryResult

ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }

CODE id-opcode-modifyEntry }
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ModifyEntryArgument ::= OPTIONALLY-PROTECTED {

SET{
object [0] Name,
changes [1] SEQUENCE OF EntryModification,
selection [2] EntryInformationSelection OPTIONAL,

COMPONENTS OF CommonArguments },
DIRQOP.&dapModifyEntryArg-QOP{@dirqop} }

ModifyEntryResult ::= CHOICE {

null NULL,
information OPTIONALLY-PROTECTED{
SEQUENCE {
entry [0] Entrylnformation OPTIONAL,
COMPONENTS QE CommonResults }’

DIRQOP.&dapModifyEntryRes-QOP{@dirqop} } }

EntryModification::=  CHOICE {
addAttribute [0] Attribute,
removeAttribute [1]  AttributeType,
addValues [2] Attribute,
removeValues [3] Attribute,
alterValues [4] AttributeTypeAndValue,
resetValue [5] AttributeType}

11.3.2 Maodify Entry arguments

Theo
name

The d
indivi

bject argument identifies the entry to which the modifications should be applied. The object may be an altef
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argument. Any attempt to add an, already existing attribute resultsAinréruteError.
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attempt to remove a non-existing attribute results iatatbuteError.

NOTE 1 — This operationis not allowed if the attribute type is present in the RDN.

addValues — This identifies an attribute by the attribute type in the argument, and specifie
attribute values to.be added to the attribute. An attempt to add an already existing value re
An attempt to @dd a value to a non-existent type results in an error.

removeValues — This identifies an attribute by the attribute type in the argument, and sp
more attribute values to be removed from the attribute. If the values are not present in th
results in amttributeError.

NOTE 2 — This operation is not allowed if one of the values is present in the RDN.
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r to do

cified by the

e entry. Any

5 one or more
sults in an error.

bcifies one or
e attribute, this

cannot
dlter a

be added to existing attribute values, removed from existing attribute values, nor modified. To

e

f)

e + it £ HP=~ atteilon it | fivad +la atbeilont | it H b
CUINMCAL TToU U AT TATOUTIY  AllITUULT varuc, TiTol TTITIUVE UIC AltITUULlT vAautc, diu thici T TTioct U T

same

attribute value with the new context list. When an attribute value is removed, no context list shall be
supplied, and any existing context list associated with the attribute value being removed is removed with

the attribute value.

altervValues — This identifies an attribute type, and specifies a quantity to be added to all

values of the

attribute. An attempt to apply this modification to an attribute whose syntax is otheNWBBER or

REAL results in arAttributeError.

resetValue — This identifies an attribute by its type, and removes all values of the attribute (if any) which

have an associated attribute value context for which fallback is fatsg#tValue does not rem
attribute values that have no context.

Values may be replaced by a combinatioadifvalues andremoveValues in a singleModifyEntry operation.

38

ITU-T Rec. X.511 (1997 E)

ove any


https://standardsiso.com/api/?name=40bf5eb5e0188be643f1be2322b445c0

I SO/IEC 9594-3 : 1998 (E)

The altervalues and resetValue modification types shall only be specified if the version negotiated through the Bind
operation isv2 or higher.

The CommonArguments (see 7.3) includes a specification of the service controls and security parameters applying to
the request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate critical
extension bit is set in criticalExtensions. Thus, aliases are dereferenced by this operation only if dontDereferenceAlias
is not set and useAliasOnUpdate is set. The sizeLimit component is ignored if provided. If the argument of this
operation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters (see 7.10)
component shall be included in the arguments.

NOTE 3 — Update operations that involve dereferencing of an alias name will always fail if they encounter 1988 -edition DSAs.

The selection argument specifies an optional entry information selection that controls whether information is returned in
the operation result and specifies the specific attributes and values to be returned. It shall only be specified if the version
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TE 4 — Whether or not user modification is permitted, the Directory may change the values of direetory ope
a side effect of other Directory operations.

peration may be used to modify collective attributes only if the service control subentrigs is TRUE and
is the subentry actually holding the collective attribute(s) to be modified.

brmation may be from collective attributes, and cannot be modified in an operation)directed at the entry itsel
not possible to delete a collective attribute from an (ordinary) entry reia@veAttribute entry modification to the
ibuteError with problemnoSuchAttributeOrValue would be returned).
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bs. However, an attempt to change an Object Class value which specifies an entry’s structural
in anupdateError with problem objectClassModificationProhibited. Any modification to auxiliary
bs shall leave the superclass chains consistent and correctwith the resultant object class definition

Modify Entry results

d the request succeedeault shall be returned. If-neelection was specified in the operation argume

he result is to be signed, encrypted, or signed and encrypted by the Directory), the entry compon|
bsult is to be signed, encrypted, or signed and encrypted by the Directo®gciieyParameters (se
pnent offommonResults (see 7.4) shallbe included in the results. If the result is not to be signed,
0 and encrypted by the Directory, hojentry information shall be conveyed with the result.

Modify Entry errors

d the request fail, one of_the listed errors shall be reported. The circumstances under which the
be reported are defined in"clause 12.

M odify Entry ©peration decision pointsfor basic access control

-based-access-éontrol is also applied, the order in which it is applied with respebtdia-access-control is
r, except that'if access is denied to the entry, an attribute type or an attribute value by either mech
erriddenyby the other mechanism. In this resgeisttloseOnError permission ofbasic-access-contrd
ssion‘that shall not override a deny wé-based-access-contral.
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If basilc-access-control is in effect for the entry being modified, the following sequence of access controls ag

plies:

1) Modify permission is required for the entry being modified. If g@smission is not granted, the

fails in accordance with 7.11.1.
2)
are required:

operation

For each of the specifigehtryModification arguments applied in sequence, the following permissions

peration fails in

i) Add permission for the attribute type and for each of the values specified #ldantribute
parameter. If these permissions are not granted or the attribute already exists, the o
accordance with 11.3.5.1, item a).

i) Remove permission for the attribute type specified inr@moveAttribute parameter. If this

permission is not granted, the operation fails in accordance with 11.3.5.1, item b).

NOTE 1 — No specific permissions are required for any of the attribute values present within the attribute

being removed.
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iii) Add permission on each of the attribute values specified in an addValues parameter. If these
permissions are not granted or any of the attribute values aready exist, the operation fails in
accordance with 11.3.5.1, item c).

iv) Remove permission on each of the values specified in a removevalues parameter. If these
permissions are not granted, the operation fails in accordance with 11.3.5.1, item d).

NOTE 2 - If the end result of @movevalues modification is to remove the last value of an attribute
(which causes the attribute itself to be remové&Bmove permission is also required on the specified
attribute type.

v) Add and Remove permission on each of the values specified in an alterValues parameter. If these
permissions are not granted, the operation fails in accordance with 11.3.5.1, item €).

\/i) Remave Inprmicqinn on each of the values to be remaved via a resetValue parameter If at least one
value is to be removed and these permissions are not granted, the operation fails in accordande with
11.35.1, itemf).

11.3.9.1 Error returns

If the pperation fails as defined in 11.3.5, the following procedure applies:

a) If the operation fails as defined in 11.3.5 item 2), subitem i), the valid error returns are one of:fif the
attribute already exists and discloseOnError or add is granted to that attribute, an AttributeError with
problem attributeOrValueAlreadyExists shall be returned; otherwisena SecurityError with prjoblem
insufficientAccessRights or nolnformation. shall be returned.

b) If the operation fails as defined in 11.3.5 item 2), subitem ii);ythe valid error returns are one of: if
DiscloseOnError permission is granted to the attribute being removed and the attribute exjsts, a
SecurityError with problem insufficientAccessRights arnelnformation shall be returned; otherwjse, an
AttributeError with problem noSuchAttributeOrValuesshall be returned.

c) If the operation fails as defined in 11.3.5 item 2), subitem iii), the valid error returns are one off if an
attribute value already exists and discloseOnEfror or add is granted to that attribute valyie, an
AttributeError  with problem attributeQrValueAlreadyExists shall be returned; otherwise,
discloseOnError permission at the attribute,fevel must be verified. If discloseOnError is granted|to the
attribute, a SecurityError with problem-insufficientAccessRights or nolnformation. shall be returned;
otherwise, an AttributeError with preblem noSuchAttributeOrValue shall be returned.

d) If the operation fails as defined_in 11.3.5 item 2), subitem iv), the valid error returns are ong of: if
DiscloseOnError permission_is'granted to any of the attribute values being removed, a SecurityError
with problem insufficientAccessRights or nolnformation shal be returned; otherwise, an
AttributeError with problem noSuchAttributeOrValue shall be returned.

e) If the operation fails as defined in 11.3.5 item 2), subitem v), the valid error returns are one of: if
DiscloseOnError permission is granted to any of the attribute values being altered, a SecurityErrdr with
problem insufficientAccessRights or nolnformation shall be returned; otherwise, an AttributgError
with praoblem noSuchAttributeOrValue shall be returned.

f) If the'Operation fails as defined in 11.3.5 item 2), subitem vi), the valid error returns are ong of: if
DiscloseOnError permission is granted to any of the attribute values being removed, a SecurityError
with problem insufficientAccessRights or noinformation shal be returned;, otherwige, an
AttributeError with problem noSuchAttributeOrValue shall be returned.

11.3.6— nModify Emtry operation gecision pomts for rutebased accesscontrot————————_

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry being
modified, the following sequence of access control applies:

1) If rule-based entry level permission is not granted to the target entry, then the operation fails with
nameError with problem noSuchObject according to 7.11.2.4.

2) Entry level basic-access-control is applied according to 11.3.5.1.

40 ITU-T Rec. X.511 (1997 E)


https://standardsiso.com/api/?name=40bf5eb5e0188be643f1be2322b445c0

I SO/IEC 9594-3 : 1998 (E)

3) Access must be granted to each of the attribute values (if any) that are removed. If rule-based-access-
control permission is not granted to any attribute value that is to be removed, the operation fails with
attributeError with problem noSuchAttributeOrValue.

4) Attribute level basic-access-control isapplied asin 11.3.5. item 2).

114  Modify DN

1141 Modify DN syntax

The Modify DN operation is used to change the Relative Distinguished Name of an entry, to change the primary
Relative Distinguished Name of an entry, to add and subtract distinguished values of attributes, and/or to move an entry
to a new superlor in the DIT. It may be used Wlth object entrles or allas entries. If the entry has subordlnates then all

signed, encrypted, or signed and encrypted (see 15 3 of ITU- T Rec. X. 501 | ISO/IEC 9594-2) by the requestor]. If so
requegted, the Directory may sign, encrypt, or sign and encrypt the result.

NQTE 1 — 1988 edition systems may use the operation only to change the Relative Distinguished Name of a leaf entry.

NQTE 2 — 1993 edition systems may use the operation to move entries to a new superior only'if the old superior, the new
superior, the entry, and all its subordinates are in the one DSA.

NQTE 3 — The operation does not move entries to a new DSA, all entries remain in the original DSA.

NQTE 4 — The operation either succeeds or fails in its entirety; it shall not fail with some’ entries moved and some ndbmoved.
intermediate states of the operation shall be externally visible to users of the Directory;

NQTE 5 — Some offline activity may be required following this operation to preserye.consistency, for example tolupdate attribut
in Any entries that hold Distinguished Name values that refer to the renamed or maved entry(ies).

NQTE 6 — ThanodifyTimeStamp attribute is not updated for entries subordinate-te the renamed or moved entry.

modifyDN OPERATION ::= {

ARGUMENT ModifyDNArgument
RESULT ModifyDNResult
ERRORS { namekError | serviceError | referral | securityError | updateError }
CODE id-opcode-modifyDN }
ModifyDNArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] DistinguishedName,
newRDN [1]  RelativeDistinguishedName,

deleteOIdRDN  [2] BOOLEAN DEFAULT FALSE,

newSuperior [3] DistinguishedName OPTIONAL,

COMPONENTS OF CommonArguments },
DIRQOP.&dapModifyDNArg-QOP{@dirqop} }

ModifyDNResult ::= CHOICE {

null NULL,
information OPTIONALLY-PROTECTED {
SEQUENCE {
newRDN RelativeDistinguishedName,

COMPONENTS OF CommonResults },
DIRQOR/&dapModifyDNRes-QOP{@dirqop} } }

1144 Modifty.DN arguments

The opjeet_argument identifies the entry whose Distinguished Name is to be modified. Aliases in the name shall jnot be
derefarénced. The object may be an aternative name and may include context information, as described in 9.3 of
ITU-T Rec. X.501 [TSOTEC 9594-2.

The newRDN argument specifies the new RDN of the entry. If the operation moves the entry to a new superior without
changing its RDN, the old RDN is supplied for this parameter.

If an attribute value in the new RDN does not already exist in the entry (either as part of the old RDN or as a non-
distinguished value) it is added. If it cannot be added, an error is returned.

For each attribute contributing to the RDN, newRDN may provide aternative distinguished values if those distinguished
values are differentiated by context, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2. If so, newRDN shall be
aprimary RDN and shall include al distinguished values with their context lists for all attributes contributing
tothe RDN (including existing distinguished values that are to be retained as distinguished values). An
AttributeTypeAndDistinguishedValue in newRDN which is provided without aternative distinguished values indicates
asingle distinguished value for that attribute.
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If the deleteOIdRDN flag is set, all attribute values in the old RDN that are not in the new RDN are deleted. This
includes aternative distinguished values differentiated by contexts, if they exist in the old RDN but are not included in
the new RDN. If this flag is not set, the old distinguished values shall remain in the entry (but are no longer
distinguished values). The flag shall be set where a single value attribute in the RDN has its value changed by the
operation. If an attribute value in the old RDN is the same as one in the new RDN except for their context lists, the one
in the old RDN is replaced by the one in the new RDN. If this operation removes the last attribute value of an attribute,
that attribute shall be deleted.

The newSuperior argument, if present, specifies that the entry is to be moved to a new superior in the DIT. The entry
becomes an immediate subordinate of the entry with the indicated Distinguished Name, which must be an already
existing object entry. The new superior shall not be the entry itself or any of its subordinates, or an alias, or such that
the moved entry violates any DIT structure rules. It is possible that entries subordinate to the moved entry may violate
the active subschema, in which case it is the responsibility of the Subschema Administrative Authority to
make pubseguent adjustments to these entries to make them consistent with the subschema, as described in clausg 13 of
ITU-T Rec. X.501 | ISO/IEC 9594-2.

If the prgument is present, the newSuperior bit in the criticalExtensions parameter in CommonArguments shall pe set,
indicging that this extension is critical.

The newSuperior may be an alternative name and may include context information, as described‘in 9.3 of ITU-T Rec.
X.50Y | ISO/IEC 9594-2.

The JommonArguments (see 7.3) includes a specification of the service controls and\security parameters applying to
the refluest. For the purposes of this operation the dontDereferenceAlias option and-the sizeLimit component gre not
relevent and are ignored if provided. Aliases are never dereferenced by this operation. If the argument of this opgration
isto be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters (see 7.10) component shall
be incuded in the arguments.

1143 Modify DN results

Shoul the request succeed, a result shall be returned. If this resultjs to be signed, encrypted, or signed and encrypted by
the Dilrectory, the SecurityParameters (see 7.10) component*of CommonResults (see 7.4), and the new RDN shall be
included in the results. If the result is not to be signed by the:Directory, no information shall be conveyed with the fesult.

1144 Modify DN errors

Shoulfl the request fail, one of the listed errors-shall be reported. The circumstances under which the particular|errors
shall lye returned are defined in clause 12.

11459 ModifyDN decision pointsfar basic access contr ol

If rulg-based-access-control is also. applied, the order in which it is applied with respect to basic-access-control is @ local
matter, except that if access is{denied to the entry, an attribute type or an attribute value by either mechanism it shall not
be overridden by the othermechanism. In this respect, DiscloseOnError permission of basic-access-contrd is a
permission that shall not.override a deny of rule-based-access-control.

If basic-access-contralisin effect for the entry being renamed, the following access controls apply:

- Jfthe effect of the operation is to change the RDN of the eRayame permission is required for the
entry being renamed (considered with its original name). Ifglisission is not granted, the Joperation
fails in accordance with 11.4.5.1.

— If the effect of the operation is to move an entry to a new superior in theERdrt permission is
required for the entry being considered with its original name)m@pdrt permission is required for the
entry being considered with its new name. If either of tipesmissions is not granted, the operation fails
in accordance with 11.4.5.1.

NOTE 1 — Thdmport permission must be provided as prescriptive ACI.

NOTE 2 — No additional permissions are required even if, as a result of modifying the last RDN of the name, a
new distinguished value needs to be added or an old one removed.

11.45.1 Error returns

If the operation fails as defined in 11.4.5, the procedure described in 7.11.1 is followed with respect to the entry being
renamed (considered with its original name).
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11.4.6 Modify DN operation decision pointsfor rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-controal is a local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-controal is in effect for the entry being
renamed, the following sequence of access control applies:

1) If rule based RDN permission is not granted to the target entry, the operation fails with nameError with
problem noSuchObject in accordance with 7.11.2.4.

2) Entry level basic-access-control isapplied asin 11.4.5.

3) If the effect of the operation is to move the entry to a new superior in the DIT, rule-based| RDN
permission is required to the new superior, else the operation fails with nameError with)prloblem
noSuchObject in accordance with 7.11.2.4.

12 Errors

121 Error precedence

The Qirectory does not continue to perform an operation beyond the point at which-it-Oetermines that an error i$ to be
reported.

NOTE 1 — An implication of this rule is that the first error encountered can differ for repeated instances of th¢ samg query, a
there is not a specific logical order in which to process a given query. For€xample, DSAs may be searched in different orders.

NQTE 2 — The rules of error precedence specified here apply only te/the abstract service provided by the Dirgctory as a whole.
Different rules apply when the internal structure of the Directory is taken into account.

Shoulg the Directory simultaneously detect more than one errorg;the following list determines which error is reported.
An erfor higher in the list has a higher logical precedence than<one below it, and is the error which is reported.

a) NameError;

b) UpdateError;
c) AttributeError;
d) SecurityError;

€) ServiceError.

The following errors do not present @ny precedence conflicts:
a) AbandonFailed;heCauseit is specific to one operation, Abandon, which can encounter no other errgr;

b) AbandonedyWhich is not reported if an Abandon operation is received simultaneously with the defection
of an errot:h this case an AbandonFailed error, reporting the problemtooLate is reported along wjth the
report-of the actual error encountered;

¢) Referfral, whichisnot a"red" error, only an indication that the Directory has detected that the DUA must
present its request to another access paint.

12.2 Abandoned

This outcome may be reported for any outstanding directory enquiry operation (i.e. read, search, compare, list) if the
DUA invokes an abandon operation with the appropriate Invokeld. If the parameters of the operation were signed,
encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor, then the
Directory may sign, encrypt, or sign and encrypt the error parameters.

abandoned ERROR ::= { -- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED {
SET {COMPONENTS OF CommonResults},
DIRQOP.&dirErrors-QOP{@dirqop} }
CODE id-errcode-abandoned }

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the error is to be
signed, encrypted, or signed and encrypted by the Directory.
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12.3 Abandon Failed

The abandonFailed error reports a problem encountered during an attempt to abandon an operation. If the parameters of
the operation were signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the
requestor, then the Directory may sign, or sign and encrypt the error parameters.

abandonFailed ERROR ::={

PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] AbandonProblem,
operation [1] Invokeld,

COMPONENTS OF CommonResults },
DIRQOP - &UTETors-QOP{@dTqop;
CODE id-errcode-abandonFailed }

AbangonProblem ::= INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon (3) }
The vérious parameters have the following meanings.

The particular problem encountered is specified. Any of the following problems may be indicated:

a) noSuchOperation — When the Directory has no knowledge of the operation which is to be abandoned
(this could be because no such invoke took place, or because the DirecCtory has forgotten gbout it);

b) tooLate — When the Directory has already responded to the opération;

c) cannotAbandon — When an attempt has been made to abandon an operation for which th|s is prohibited
(e.g. modify), or the abandon could not be performed.

The igentification of the particulaperation (invocation) to be abandened.

The SecurityParameters component (see 7.10) shall be included inGhenmonResults (see 7.4) if the erroi is to be
signef, encrypted, or signed and encrypted by the Directory:

12.4 Attribute Error

An atfributeError reports an attribute-related problem. If the parameters of the operation were signed, encrypted, or
signef and encrypted (see 15.3 of ITU-T Reeg: X.501 | ISO/IEC 9594-2) by the requestor, then the Dir¢ctory may sign,
encrypt, or sign and encrypt the error parameters.

attribfiteError ERROR ::= {
PARAMETER OPTIONALLY:PROTECTED {
SET {
object [O]~" Name,
problems-\41] SET OF SEQUENCE {
preblem [0] AttributeProblem,
type [1]  AttributeType,
value [2] AttributeValue OPTIONAL },
COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }

CODE id-errcode-attributeError }
AttributeRroblem ::= INTEGER {
||uGuuhAtt|ibutcol‘vlq:uc (1),
invalidAttributeSyntax (2),
undefinedAttributeType 3),
inappropriateMatching 4,
constraintViolation (5),
attributeOrValueAlreadyExists (6),
contextViolation "}

The various parameters have the following meanings.

Theobject parameter identifies the entry to which the operation was being applied when the error occurred. The name
returned may include only the primary distinguished values for attributes containing multiple distinguished values
differentiated by context (i.e. the DSA need not apply context selection as described in 7.7, as it does for successful
operations).
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One or more problems may be specified. Each problem (identified below) is accompanied by an indication of the

attribute type,

and, if necessary to avoid ambiguity, the value, which caused the problem:

a) noSuchAttributeOrValue — The named entry lacks one of the attributes or attribute values specified as an
argument of the operation.

b) invalidAttributeSyntax — A purported attribute value, specified as an argument of the operation, does not
conform to the attribute syntax of the attribute type.

¢) undefinedAttributeType — An undefined attribute type was provided as an argument to the operation.
This error may occur only in relation &ddEntry or modifyEntry operations.

d) inappropriateMatching — An attempt was made, e.g. in a filter, to use a matching rule not defined for the
attribute type concerned.

e) constraintViolation — An attribute value supplied in the argument of an operation does ml)t conform to
the constraints imposed by ITU-T Rec. X.501 | ISO/IEC 9594-2 or by the attribute_definjition (e.g. the
value exceeds the maximum size allowed).

f) attributeOrValueAlreadyExists — An attempt was made to add an attribute which already gxisted in the
entry, or a value which already existed in the attribute.

g) contextViolation — A context list or context supplied with an attributé yvalue in the argyiment of an

operation does not conform to the constraints imposed by ITU-T Rec: X.501 | ISO/IEC 9594-2, by the
context definition (e.g. the context value is not of the correct syntax); or the DIT Context Uge.

The SgecurityParameters component (see 7.10) shall be included inGhenmanResults (see 7.4) if the erroif is to be

signef, encrypted, or signed and encrypted by the Directory.

125 Name Error

A nameError

namefError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTEDY
SET{

DIRQOP.&dirErrors-QOR{@dirqop} }
CODE id-errcode-namekError }
NameProblem ::= INTEGER({
noSuchObject 2),
aliasProblem (2),
invalidAttributeSyntax 3),
aliasDereferenicingProblem  (4),
contextProhlem ®)}

The viarious/parameters have the following meanings.

reports a problem related to the name provided*as an argument to an operation. If the pprameters of the
operdtion were signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEQ
requgstor, then the Directory may sign, encrypt, or signiand encrypt the error parameters.

9594-2) by the

problem [0] NameéProblem,
matched [1] (Name,
COMPONENTS OF CommonResults },

The [ 2rfi{"ll|nllhrnh|nm encountered Any of the fnlln\l\/ing prnhlnmc may. be indicated:

a)
b)
<)

d)

e)

noSuchObject — The name supplied does not match the name of any object.
aliasProblem — An alias has been dereferenced which names no object.

invalidAttributeSyntax — An attribute type and its accompanying attribute value in an AVA in the name
are incompatible.

aliasDereferencingProblem — An alias was encountered in a situation where it was not allowed or where
access was denied.

contextProblem — A context type or value used in a name is not understood or is invalid, the use of a

context variant name is not acceptable, or during name resolution a purported name matches the names of

more than one DIT entry.
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The matched parameter contains the name of the lowest entry (object or dias) in the DIT that was matched, and is a
truncated form of the name provided or, if an alias has been dereferenced, of the resulting name. The name returned may
include only the primary distinguished values for attributes containing multiple distinguished values differentiated by
context (i.e. the DSA need not apply context selection as described in 7.7, as it does for successful operations).

NOTE - If there is a problem with the attribute types and/or values in the name offered in a Directory operation arguiment, this
reported via &lameError (with probleminvalidAttributeSyntax) rather than as asttributeError or anUpdateError.

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the error is to be
signed, encrypted, or signed and encrypted by the Directory.

12.6 Referral

A referrattredirectsthe-service-tserto-onre-orm ace RtSPE Carry e Erope
the parameters of the operation were signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec.({.501 |
I SO/IEEC 9594-2) by the requestor, then the Directory may sign, encrypt, or sign and encrypt the error parameters.

referrall ERROR ::= { -- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED {
SET {
candidate [0] ContinuationReference,
COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }
CODE id-errcode-referral }

The efror has a single parameter which contains a ContinuationReference which tan be used to progress the opération
(see ITU-T Rec. X.518 | ISO/IEC 9594-4).

The SecurityParameters component (see 7.10) shall be included in the-CommonResults (see 7.4) if the error i$ to be
signed, encrypted, or signed and encrypted by the Directory.

Before acting on a continuation reference, the DUA shall check that an identical request to the one that wopld be
genergted from the continuation reference has not already beendssued as a part of processing the same user requegt. If it
has, the DUA shall not act on the continuation reference. This avoids loops.

12.7 Security Error

A sedurityError reports a problem in carrying @ut an operation for security reasons. If the parameters of the opgration
were §igned, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the reqliestor,
then the Directory may sign, encrypt, or sign-and encrypt the error parameters.

secur|tyError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] SecurityProblem,
spkminfo [1] SPKM_ERROR,
CONPONENTS OF CommonResults },
DIRQOR«&dirErrors-QOP{@dirqop} }

CODE id-errcode-securityError }
SecurfityProblem ::= INTEGER {
inappropriateAuthentication (1),
invalidCredentials 2),
InsufficientAccessRIghts 3),
invalidSignature 4,
protectionRequired 5),
nolnformation (6),
blockedCredentials ),
invalidQOPMatch (8),
spkmError 9)}

The error has a single parameter, which reports the particular problem encountered. The following problems may be
indicated:

a) inappropriateAuthentication — The level of security associated with the requestor’'s credentials is
inconsistent with the level of protection requested, e.g. simple credentials were supplied while strong
credentials were required.
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b) invalidCredentials — The supplied credentials were invalid.

98 (E)

c) insufficientAccessRights — The requestor does not have the right to carry out the requested operation.

d) invalidSignature — The signature of the request was found to be invalid.

e) protectionRequired — The Directory was unwilling to carry out the requested operation
argument was not signed.

because the

f)  nolnformation — The requested operation produced a security error for which no information is available.

g) blockedCredentials — The credentials are blocked from consideration for security reasons

(e.g. because

an invalid password has been presented too many times in succession). The decision to return this error is

governed by the security policy in effect for the DSA.

The S
signe
12.8

A ser
encry
Direc

servig

Servig

h) invalidQOPMatch — The two entities have differing protection parameters defined foroth
security services.

i) spkmError — The supplied SPKM token was found to be invalid. Sieminfo parameter cor
indication that this is an SPKM error token and the identifier of the SPKM context with whid
associated.

ecurityParameters component (see 7.10) shall be included inGhexmonResults (see”7.4) if the erron
1, encrypted, or sighed and encrypted by the Directory.

ServiceError

iceError reports a problem related to the provision of the servicé: If the parameters of the operati

ory may sign, encrypt, or sign and encrypt the error parameters.

eError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] ServiceProblem,
COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }

CODE id-errcode-serviceError }
eProblem ::= INTEGER {

busy (1),
unavailable (2),
unwillingToPerform 3),
chainingRequired (4),
unableToProceed (5),
invalidReference (6),
timeLimitExceeded (),
administrativeLimitExceeded (8),
loopDetected (9),
unavailableCriticalExtension (20),
outOfScope (1),
ditError (12),
invalidQueryReference (13)}

e respective

tains an
h this error is

is to be

bn were signed,

pted, or signed and encrypted (see 15.3 of ITU-T Rec. X501 | ISO/IEC 9594-2) by the requestor, then the

The error has a single parameter which reports the partistdatem encountered. The following problems may be

indicated:

a) busy — The Directory, or some part of it, is presently too busy to perform the requested operation, but
may be able to do so after a short while.

b) unavailable — The Directory, or some part of it, is currently unavailable.

¢) unwillingToPerform — The Directory, or some part of it, is not prepared to execute this request,
e.g. because it would lead to excessive consumption of resources or violates the policy of an
Administrative Authority involved.

d) chainingRequired — The Directory is unable to accomplish the request other than by chaining, however

chaining was prohibited by means of thainingProhibited service control option.
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CODE id-errcode-updateError }
UpdafeProblem ::= INTEGERA
namingViolation (1),
objectClassViolatioh (2),
notAllowedOnNenl-eaf 3),
notAllowed OnRDN 4),
entryAlreadyExists (5),
affectsMltipleDSAs (6),
objectClassModificationProhibited ),
noSuchSuperior 8)}

EC 9594-3: 1998 (E)
€) unableToProceed — The DSA returning this error did not have administrative authority for the
appropriate naming context and as a consequence was not able to participate in name resolution.

f) invalidReference — The DSA was unable to perform the request as directed by the DUA, (via
OperationProgress) — This may have arisen due to using an invalid referral.

g) timeLimitExceeded — The Directory has reached the limit of time set by the user in a service control. No
partial results are available to return to the user.

h) administrativeLimitExceeded — The Directory has reached some limit set by an administrative authority,
and no partial results are available to return to the user.

i) loopDetected — The Directory is unable to accomplish this request due to an internal loop.

j) unavailableCriticalExtension — The Directory was unable to satisfy the request because one or more
critical extensions were not available.

k) outOfScope — No referrals were available within the requested scope.
I) ditError — The Directory is unable to accomplish the request due to a DIT consisténcy problem.

m) invalidQueryReference — The parameters of the requested operation are invalid/ This probl¢m is reported
if the queryReference in paged results is invalid.
NOTE — This problem is not supported by 1988 edition systems.

ecurityParameters component (see 7.10) shal be included in the CommonResults (see 7.4) if the error i$ to be
, encrypted, or signed and encrypted by the Directory.

UpdateError

dateError reports problems related to attempts to add, delete, or modify information in the DIB. If the parameters
operation were signed, encrypted, or signed and encrypted (see15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by
uestor, then the Directory may sign, encrypt, or sign and encryjpt the error parameters.

pError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] UpdateProblem,
attributelnfo [1] SET OREHOICE {
attributeType AttributeType,
attribute Attribute } OPTIONAL,

COMPONENTS OF €ommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }

48

a) namingViolation — The attempted addition or modification would violate the structure rules of the DIT as
defined in the Directory schema and ITU-T Rec. X.501 | ISO/IEC 9594-2. That is, it would place an entry
as the subordinate of an alias entry, or in a region of the DIT not permitted to a member of its object class,
or would define an RDN for an entry to include a forbidden attribute type.

b) objectClassViolation — The attempted update would produce an entry inconsistent with the rules for
entry content; for example, its object class definition, the DIT content rules, or with the definitions of
ITU-T Rec. X.501 | ISO/IEC 9594-2 as they pertain to object classes.

c) notAllowedOnNonLeaf — The attempted operation is only allowed on leaf entries of the DIT.

d) notAllowedOnRDN — The attempted operation would affect the RDN (e.g. removal of an attribute which
is a part of the RDN).
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€) entryAlreadyExists — An attemptechddEntry or modifyDN operation names an entry which already
exists.

NOTE 1 — This includes a conflict caused by RDNs which include multiple distinguished values differentiated by
contexts, regardless of context, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

f) affectsMultipleDSAs — An attempted update would need to operate on multiple DSAs where this
operation is not permitted.

g) objectClassModificationProhibited — An operation attempted to modify the structural object class of an
entry.

h) noSuchSuperior — An attemptednodifyDN operation names a new superior entry that does not exist.

The attributeinfo parameter identifies the particular attribute type(s) and possibly value(s) causing a problem. If an
objec R ) : . . L . X pe and

listing the object class(es) that caused the problem; additianidlute Type items may also be present (eg.fo identify
missing mandatory attributes or extraneous attributes).

NQTE 2 — TheupdateError is not used to report problems with attribute types, values, or constraint violations engountered in an
adflEntry, removeEntry, modifyEntry, or modifyDN operation. Such problems are reported viaarbuteErrof:

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see-74) if the error i$ to be
signed, encrypted, or signed and encrypted by the Directory.
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Annex A

Abstract Servicein ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object definitions contained in this Directory
Specification in the form of the ASN.1 module DirectoryAbstractService.

DirecforyAbstractService {joint-iso-itu-t ds(5) module(1) directoryAbstractService(2) 3}
DEFINITIONS ::=
BEGIN

-- EXRORTS All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules containgd
-- within the Directory Specifications, and for the use of other applications which wifl.Gse them to access
-- Dirgctory services. Other applications may use them for their own purposes,(but this will not constrain
-- extensions and modifications needed to maintain or improve the Directory.Service.

IMPORTS
informationFramework, distributedOperations, authenticationFraméwork, dap,
directoryShadowAbstractService

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l)usefulDefinitions(0) 3}

AgreementID
FROM DirectoryShadowAbstractService directoryShadowAbstractService

Attribute, AttributeType, AttributeValue, AttributeVValueAssertion, DistinguishedName, Name,
RelativeDistinguishedName, SupportedAttributeSyATTRIBUTE, MATCHING-RULE, ContextAssertion
FROM InformationFramework informationFramework

OperationProgress, ReferenceType, Exclusions, AccessPoint, ContinuationReference
FROM DistributedOperations distributedOperations

CertificationPath, SIGNED {}, SIGNATURE {}, Algorithmldentifier, AttributeCertificationPath
FROM AuthenticationFramework authenticationFramework

OPTIONALLY-PROTECTED
FROM EnhancedSecurity enhancedSecurity

id-opcode-read, id-epCode-compare, id-opcode-abandon, id-opcode-list, id-opcode-search,
id-opcode-addEntry) id-opcode-removeEntry, id-opcode-modifyEntry, id-opcode-modifyDN,
id-errcode-abandoned, id-errcode-abandonFailed, id-errcode-attributeError,
id-errcode-nameError, id-errcode-referral, id-errcode-securityError, id-errcode-serviceError,
id-errcod€-updateError

FROM DirectoryAccessProtocol dap

OPERATION, ERROR
FROM Remote-Operations-Information-Objects {joint-iso-ccitt remote-operations(4)
informationObjects(5) version1(0) }

emptyUnbind
FROM Remote-Operations-Useful-Definitions {joint-iso-ccitt remote-operations(4)
useful-definitions(7) version1(0)}

Invokeld
FROM Remote-Operations-Generic-ROS-PDUs {joint-iso-ccitt remote-operations(4)
generic-ROS-PDUs(6) version1(0)} ;

SPKM-REQ, SPKM-REP-IT, SPKM-ERROR
FROM SpkmGssTokens { iso (1) identified-organization (3) dod(6) internet (1)
security (5) mechanisms (5) spkm (1) spkmGssTokens (10) }

-- Common data types --
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CommonArguments ::= SET {
serviceControls [30] ServiceControls DEFAULT {},
securityParameters [29] SecurityParameters OPTIONAL,
requestor [28] DistinguishedName OPTIONAL,
operationProgress [27] OperationProgress

DEFAULT { nameResolutionPhase notStarted },

aliasedRDNs [26] INTEGER OPTIONAL,
criticalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
entryOnly [23] BOOLEAN DEFAULT TRUE,
nameResolveOnMaste [21] BOOLEAN DEFAULT FALSE,
operationContexts [20] ContextSelection OPTIONAL }

ComnlmnResuIts = SET{

securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE}

ServigeControls ::= SET {

Entry

options [0] BIT STRING {

preferChaining (0),

chainingProhibited (2),

localScope (2),

dontUseCopy 3),

dontDereferenceAliases 4),

subentries (5),

copyShallDo (6),

partialNameResolution (),

manageDSAIT (8) } DEFAULT { },
priority [1] INTEGER {low (0), medium (1), high (2) } DEFAULT medium,
timeLimit [2] INTEGER OPTIONAL,
sizeLimit [3] INTEGER OPTIONAL,
scopeOfReferral [4] INTEGER {.dmd(0), country(1) } OPTIONAL,
attributeSizeLimit [5] INTEGER-QPTIONAL,
manageDSAITPlaneRef [6] SEQUENCE {

dsaName Name,

agreement|D AgreementID } OPTIONAL }
nformationSelection ::= SET «{
attributes CHOICE {

allUserAttributes [0] NULL,

select [1]  SET OF AttributeType

-- empty set implies no attributes are requested -- } DEFAULT allUserAttributes : NULL,
infoTypes [2] INTEGER {

attributeTypesOnly 0),

attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,
extraAttributes CHOICE {

allOperationalAttributes [3] NULL,

select [4] SET OF AttributeType } OPTIONAL,
contextSelection ContextSelection OPTIONAL,

reterrContexts—— BOOLEAN-DERAULTFALSES
J

ContextSelection ::= CHOICE {

allContexts NULL,
selectedContexts SET OF TypeAndContextAssertion }

TypeAndContextAssertion ::= SEQUENCE ({

type AttributeType,

contextAssertions CHOICE {
preference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion } }
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EntryInformation ::= SEQUENCE {

Filter

name Name,

fromEntry BOOLEAN DEFAULT TRUE,

information SET OF CHOICE {

attributeType AttributeType,

attribute Attribute } OPTIONAL,

incompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in 1988-edition systems
partialName [4] BOOLEAN DEFAULT FALSE -- not in 1988- or 1993-edition systems -- }
::= CHOICE {

item [0] Filterltem,
and [1] SET OF Filter,

or [2] SET OF Filter,
not [’2] Eilter }

Filterltem ::= CHOICE {
equality [0] AttributeValueAssertion,
substrings [1] SEQUENCE{
type ATTRIBUTE.&id({SupportedAttributes}),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributesl{ @substrings.type}),
any [1] ATTRIBUTE.&Type
({SupportedAttributesl{ @substrings.type}),
final [2] ATTRIBUTE.&Type
({SupportedAttributes}{ @stbstrings.type}) } 1,
greaterOrEqual [2] AttributeValueAssertion,
lessOrEqual [3] AttributeValueAssertion,
present [4] AttributeType,
approximateMatch [5] AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion }
MatcHingRuleAssertion ::= SEQUENCE {
matchingRule [1]  SET SIZE (1..MAX) OF MATCHING-RULE.&id,
type [2] AttributeType OPTIONAL,
matchValue [83] MATCHING-RULE:&AssertionType (CONSTRAINED BY {
-- matchValue must be a value oftype specified by the &AssertionType field of
-- one of the MATCHING-RULE information objects identified by matchingRule -- } ),
dnAttributes [4] BOOLEAN,DEFAULT FALSE }
PagedResultsRequest ::= CHOICE {
newRequest SEQUENCE {
pageSize INTEGER,
sortkeys SEQUENCE OF SortKey OPTIONAL,
reverse [1] BOOLEAN DEFAULT FALSE,
unmerged [2] BOOLEAN DEFAULT FALSE},
queryReference OCTET STRING }
SortKpy ::= SEQUENCE ({
type AttributeType,
orderingRule MATCHING-RULE.&id OPTIONAL }
SecurjityParameters ::= SET {
certification-path [0] CertificationPath OPTIONAL,
name [T DistinguisnedName OP TTONAL,
time [2] UTCTime OPTIONAL,
random [3] BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL,
response [5] BIT STRING OPTIONAL,
operationCode [6] OBJECT IDENTIFIER OPTIONAL,
attributeCertificationPath [7]  AttributeCertificationPath OPTIONAL,
errorProtection [8] ErrorProtectionRequest OPTIONAL }

ProtectionRequest ::= INTEGER { none (0), signed (1), encrypted (2), signed-encrypted (3) }

ErrorProtectionRequest ::= INTEGER { none (0), signed (1), encrypted (2), signed-encrypted (3) }

-- Bind and unbind operations --
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directoryBind OPERATION ::= {

ARGUMENT DirectoryBindArgument

RESULT DirectoryBindResult

ERRORS { directoryBindError } }
DirectoryBindArgument ::= SET {

credentials [0] Credentials OPTIONAL,

versions [1]  Versions DEFAULT {v1}}
Credentials ::= CHOICE {

simple [0] SimpleCredentials,

strong [1]  StrongCredentials,

externalProcedure [2] EXTERNAL,

spkm [3] SpkmCredentials }
SimpILCredentiaIs 1= SEQUENCE {

name [0] DistinguishedName,

validity [1] SET{

validityPeriod CHOICE {

COMPONENTS OF ValidityPeriodUTC, -- UTC when v1
COMPONENTS OF ValidityPeriodGT }, -- GT when > than'v1

random1 [2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL } OPTIONAL,
password [2] CHOICE{
unprotected OCTET STRING,
protected SIGNATURE {OCTET STRING} } OPTIONAL}
ValidityPeriodUTC ::= SET ({
timel [0] UTCTime OPTIONAL,
time2 [1] UTCTime OPTIONAL }
ValidityPeriodGT ::= SET {
timel [0] GeneralizedTime OPTIONAL,
time2 [1] GeneralizedTime OPTIONAL }
StrongCredentials ::= SET ({
certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token,
name [2] DistinguishedName OPTIONAL,

attributeCertificationPath [3] AttributeCertificationPath OPTIONAL }
Spkm[Credentials ::= CHOICE {

req [0] SPKM-REQ,

rep [1] SPKM-REP-TI}

Tokern ::= SIGNED { SEQUENCE {

algorithm [0] Algorithmldentifier,

name [1] DistinguishedName,

time [2] UTCTime,

random [3] BIT STRING,

response [4] BIT STRING OPTIONAL,

bindIntAlgerithm [5] SEQUENCE OF Algorithmldentifier OPTIONAL,
bindIntkeylnfo [6] BindKeyIinfo OPTIONAL,

bindConfAlgorithm [71 SEQUENCE OF Algorithmldentifier OPTIONAL,
bindConfKeylInfo [8] BindKeyInfo OPTIONAL,

dirqop [9] OBJECT IDENTIFIER OPTIONAL }}

Versions ::= BIT STRING {v1(0), v2(1) }
DirectoryBindResult ::= DirectoryBindArgument

directoryBindError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET{
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError [1]  ServiceProblem,
securityError [2]  SecurityProblem }},

DIRQOP.&dirBindError-QOP{@dirqop} } }
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BindKeyInfo ::= ENCRYPTED { BIT STRING }
directoryUnbind OPERATION ::= emptyUnbind
-- Operations, arguments, and results --

read OPERATION ::= {

ARGUMENT ReadArgument
RESULT ReadResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-read }
ReadArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
selection [1] EntryinformationSelection DEFAULT {},
modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments },

DIRQOP.&dapReadArg-QOP{@dirqop} }

ReadResult ::= OPTIONALLY-PROTECTED {

SET {
entry [0] EntryIinformation,
modifyRights [1] ModifyRights OPTIONAL,
COMPONENTS OF CommonResults },

DIRQOP.&dapReadRes-QOP{@dirqop} }

ModifyRights ::= SET OF SEQUENCE {

item CHOICE {
entry [0] NULL,
attribute [1] AttributeType,
value [2]  AttributeValueAssefition },
permission [3] BIT STRING { add (0), remové.(1), rename (2), move (3) } }
comppre OPERATION ::= {
ARGUMENT CompareArgument
RESULT CompareResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-compare’}
CompareArgument ::= OPTIONALLY=PROTECTED {
SET {
object [0] Name,
purported [1] AttributeValueAssertion,
COMPONENTS ©F CommonArguments },

DIRQOP.&dapCompareArg-QOP{@dirqop} }

ComplareResult :{=-OPTIONALLY-PROTECTED {

SET {
name Name OPTIONAL,
rmatched [0] BOOLEAN,
fromEntry [1] BOOLEAN DEFAULT TRUE,
mratchredSubtype P2—Attribute Type OPTHONAL;
COMPONENTS OF CommonResults },

DIRQOP.&dapCompareRes-QOP{@dirqop} }

abandon OPERATION ::= {
ARGUMENT AbandonArgument

RESULT AbandonResult
ERRORS { abandonFailed }
CODE id-opcode-abandon }
AbandonArgument ::= OPTIONALLY-PROTECTED {
SEQUENCE {
invokelD [0] Invokeld}

DIRQOP.&dapAbandonArg-QOP{@dirqop} }

54 ITU-T Rec. X.511 (1997 E)


https://standardsiso.com/api/?name=40bf5eb5e0188be643f1be2322b445c0

I SO/IEC 9594-3 : 1998 (E)

AbandonResult ::= CHOICE {

list

null NULL,
information OPTIONALLY-PROTECTED {
SEQUENCE {
invokelD Invokeld,
COMPONENTS OF CommonResults },
DIRQOP.&dapAbandonRes-QOP{@dirqop} } }

OPERATION ::= {

ARGUMENT ListArgument

RESULT ListResult

ERRORS { nameError | serviceError | referral | abandoned | securityError }
CODE id-opcode-list }

ListAf

ListR{

Partig

LimitH

searc

gument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
pagedResults [1] PagedResultsRequest OPTIONAL,
COMPONENTS OF CommonArguments },
DIRQOP.&dapListArg-QOP{@dirqop} }

bsult ;= OPTIONALLY-PROTECTED {
CHOICE {
listinfo SET {
name Name OPTIONAL,
subordinates [1] SET OF SEQUENCE {
rdn RelativeDistingdishedName,
aliasEntry [0 BOOLEANDEFAULT FALSE,
fromEntry [1] BOOLEAN'DEFAULT TRUE},
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults },
uncorrelatedListinfo  [0] SET OF ListResult },
DIRQOP.&dapListRes-QOP{@dirqop} }

[OutcomeQualifier ::= SET {
limitProblem [0] LimitProblem OPTIONAL,
unexplored [1] SET OF ContinuationReference OPTIONAL,
unavailableCriticalExtensions
[2] BOOLEAN DEFAULT FALSE,
unknownErrors [3] SET OF ABSTRACT-SYNTAX.&Type OPTIONAL,
gqueryReference [4] OCTET STRING OPTIONAL,
overspecFilter [5] Filter ORTIONAL }

roblem ::= INTEGER {
timeLimitExceeded (0){ sizeLimitExceeded (1), administrativeLimitExceeded (2) }

N OPERATION ::=+4

ARGUMENT SearchArgument

RESULT SearchResult

ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }

CODE id-opcode-search }

Searc

Argllmnn’r = QPTIONALL V-DDOTF(‘TFD{

SET{
baseObject [0] Name,
subset [1] INTEGER {
baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,
filter [2] Filter DEFAULT and :{},
searchAliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntrylnformationSelection DEFAULT { },
pagedResults [5] PagedResultsRequest OPTIONAL,
matchedValuesOnly  [6] BOOLEAN DEFAULT FALSE,
extendedFilter [71  Filter OPTIONAL,
checkOverspecified [8] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments },
DIRQOP.&dapSearchArg-QOP{@dirqop} }
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Searc

hResult ::= OPTIONALLY-PROTECTED {

CHOICE {
searchinfo SET{
name Name OPTIONAL,
entries [0] SET OF EntryInformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults },
uncorrelatedSearchinfo [0] SET OF SearchResult },

DIRQOP.&dapSearchRes-QOP{@dirqop} }

addEntry OPERATION ::= {

ARGUMENT AddEntryArgument

AddE

AddE

remo

Remo|

Remo|

modif]

RESULT AddEntryResult

ERRORS {"attributeError | namekError | servicekrror | referral | securityError |
updateError }

CODE id-opcode-addEntry }

ntryArgument ::= OPTIONALLY-PROTECTED {

SET {
object [0] Name,
entry [1]  SET OF Attribute,
targetSystem [2] AccessPoint OPTIONAL,
COMPONENTS OF CommonArguments},

DIRQOP.&dapAddEntryArg-QOP{@dirqop} }

ntryResult ::= CHOICE {

null NULL,

information PROTECTED {
SEQUENCE { COMPONENTS OF CommonResults },
DIRQOP.&dapAddEntryRes-QOP{@dirgop} } }

eEntry OPERATION ::= {

ARGUMENT RemoveEntryArgument

RESULT RemoveEntryResult

ERRORS { namekError | serviceError{referral | securityError | updateError }
CODE id-opcode-removeEntry }

veEntryArgument ::= OPTIONALLY-PROTECTED {
SET {

object [0} Name,

COMPONENTS OF CommonArguments },
DIRQOP.&dapRemoveEntryArg-QOP{@dirqop} }

veEntryResult ::5CHOICE {

null NULL,

information PROTECTED {
SEQUENCE { COMPONENTS OF CommonResults },
DIRQOP.&dapRemoveEntryRes-QOP{@dirqop} } }

VEntry OPERATION ::= {

ARCLINCNT Maodifvwemnte s Ao mant

H L
LAY "A4M =10 o) VIOCTTy =t y 7 xr gotitert

RESULT ModifyEntryResult

ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }

CODE id-opcode-modifyEntry }

ModifyEntryArgument ::= OPTIONALLY-PROTECTED {

56

SET {
object [0] Name,
changes [1] SEQUENCE OF EntryModification,
selection [2] EntryInformationSelection OPTIONAL,

COMPONENTS OF CommonArguments },
DIRQOP.&dapModifyEntryArg-QOP{@dirqop} }
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ModifyEntryResult ::= CHOICE {

null NULL,
information OPTIONALLY-PROTECTED{
SEQUENCE {
entry [0] Entryinformation OPTIONAL,
COMPONENTS OF CommonResults },
DIRQOP.&dapModifyEntryRes-QOP{@dirqop} } }

EntryModification::=  CHOICE {

addAttribute [0] Attribute,
removeAttribute [1]  AttributeType,
addValues [2] Attribute,
removeValues [3] Attribute,

alterValues [4] AttributeTypeAndValue

modif]

Modif

Modif

-- Err

abang

aband

resetValue [5] AttributeType}

yDN OPERATION ::= {

ARGUMENT ModifyDNArgument

RESULT ModifyDNResult

ERRORS { namekError | serviceError | referral | securityError | updateError }
CODE id-opcode-modifyDN }

DNArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] DistinguishedName,
newRDN [1] RelativeDistinguishedName,
deleteOIdRDN  [2] BOOLEAN DEFAULT FALSE,
newSuperior [3] DistinguishedName OPTIONAL,
COMPONENTS OF CommonArguments },
DIRQOP.&dapModifyDNArg-QOP{@dirqop} }

yDNResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED {
SEQUENCE {
newRDN RelativeDistiilguishedName,
COMPONENTS OF CommonResults },
DIRQOP.&dapModifyDNRes-QOP{@ditqop} } }

Drs and parameters --

oned ERROR ::= { -- not literally-an "error"
PARAMETER OPTIONALLY-RROTECTED {
SET {COMPONENTS OF CommonResults},
DIRQOP.&dirErrors‘QOP{@dirqop} }
CODE id-errcode-abandoned }

onFailed ERROR¢::=1
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] AbandonProblem,
operation [1] Invokeld,
COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }

CODE id-errcode-abandonFailed }

AbandonProblem ::= INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon (3) }

attributeError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET{
object [0] Name,
problems [1] SET OF SEQUENCE {
problem [0] AttributeProblem,
type [1] AttributeType,
value [2] AttributeValue OPTIONAL },
COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }
CODE id-errcode-attributeError }
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AttributeProblem ::= INTEGER {
noSuchAttributeOrValue (1),
invalidAttributeSyntax (2),
undefinedAttributeType 3),
inappropriateMatching (4),
constraintViolation (5),
attributeOrValueAlreadyExists (6),
contextViolation ™}

nameError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {

preblem fo—NamePRroblem

matched [1] Name,

COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }

CODE id-errcode-namekError }
NameProblem ::= INTEGER {
noSuchObject 1),
aliasProblem 2),
invalidAttributeSyntax 3),
aliasDereferencingProblem (4),
contextProblem 5)}
referral ERROR ::= { --not literally an "error"
PARAMETER OPTIONALLY-PROTECTED ({
SET {
candidate [0] ContinuationReferepce,

COMPONENTS OF CommonResults };
DIRQOP.&dirErrors-QOP{@dirqop} }
CODE id-errcode-referral }

secur|tyError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] *,SecurityProblem,
spkminfo [1]> SPKM-ERROR,
COMPONENTS.OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }
CODE id-errcode-securityError }

SecurjityProblem ::=1NTEGER {
inappropriateAuthentication (1),

invalidCredentials (2),
insuffiecientAccessRights 3),
invalidSignature (4),
protectionRequired 5),
nalhformation (R)’
blockedCredentials ),
invalidQOPMatch (8),
spkmError 9)}

serviceError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] ServiceProblem,
COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }
CODE id-errcode-serviceError }
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