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Foreword

ISO (the International Organization for Standardization) and IEC (the Inter-
national Electrotechnical Commission) form the specialized system for worldwide
standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other
internatiopal organizations, governmental and non-governmental, in liaison with
ISO and IEC, also take part in the work.

In the figld of information technology, ISO and IEC have established a joint
technical gommittee, ISO/IEC JTC 1. Draft International Standards adopted by the
joint techpical committee are circulated to national bodies for voting. Publication
as an Intgrnational Standard requires approval by at least 75 % of the national
bodies cagting a vote.

Internatiopal Standard ISO/IEC 9594-3 was prepared by Joint Technical
Committeg ISO/IEC JTC 1, Information technology, Subcommittee SC 21, Open
systems ingterconnection, data management and open distributed processing, in
collaboratjon with ITU-T. The identical text is published as ITU.T
Recommendation X.511.

Implementors should note that a defect resolution process exists and,that correc-
tions may be applied to this part of ISO/IEC 9594 in the form of technical corri-
genda. Allist of approved technical corrigenda for this part of ISO/IEC 9594 can
be obtairfed from the subcommittee secretariat. Published. technical corrigenda
are availgble from your national standards organization.

This secnd edition technically revises and enhances ISO/IEC 9594-3:1990. It
also incofporates technical corrigendum 1:1991\technical corrigendum 2:1992,
technical| corrigendum 3:1992 and .technical corrigendum 4:1993.
ImplemeFations may still claim conformance to the first edition of this part of

ISO/IEC9594. However, at some pdint,” the first edition will no longer be
supported (i.e. reported defects will\nd longer be resolved). It is recommended
that implementations conform to. this second edition as soon as possible.

ISO/IEC 9594 consists of theZfollowing parts, under the general title Information
technology — Open Systems/nterconnection — The Directory:

— Payt 1: Overview of concepts, models and services

—  Paft 2: Models

—  Payt3)Abstract service definition

— Part 4: Procedures for distributed operation
— Part 5: Protocol specifications

— Part 6: Selected attribute types

—  Part 7: Selected object classes

—  Part 8: Authentication framework

—  Part 9: Replication

Annexes A and B form an integral part of this part of ISO/IEC 9594. Annex C is
for information only.

v
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Introduction

-3:1995(E)

his Recommendation | International Standard, together with the other Recommendations | International <St;

een produced to facilitate the interconnection of information processing systems to provide directory servid

ch systems, together with the directory information which they hold, can be viewed as an integrated whol

irectory. The information held by the Directory, collectively known as the Directory Information Bas

typically used to facilitate communication between, with or about objects such as application entities, peopl
d distribution lists.

he Directory plays a significant role in Open Systems Interconnection, whose aim\is' to allow, with a 1
technical agreement outside of the interconnection standards themselves, the interconrection of informatior
systems:

. from different manufacturers;
* under different managements;
»  of different levels of complexity; and

o  of different ages.

This Recommendation | International Standard defines the capabilities provided by the Directory to its users.

f

hternational Standard. Implementations may still claim conformance to the first edition.

This second edition specifies version 1 of the,Directory service and protocols. The first edition also specifie
Differences between the services and betwéen the protocols defined in the two editions are accommodate
rples of extensibility defined in this edition-ef X.519 | ISO/IEC 9594-5.

p—

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 mo
directory abstract service.

semantics associated with Basic Access Control as it applies to the processing of a Directory operation.

Annex C, which is not an integral part of this Recommendation | International Standard, lists the amendment
rpports that have been incorporated to form this edition of this Recommendation | International Standard.

indards, has
es. A set of
e called the
e (DIB), is
e, terminals,

ninimum of
processing

This second edition technically revises and enhances,.but does not replace, the first edition of this Recommendation |

s version 1.
d using the

dule for the

Annex B, which is an integral) part of this Recommendation | International Standard, provides charts that ¢lescribe the

5 and defect
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INTERNATIONAL STANDARD

ITU-T

RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -

1

This Rg
Directo

This Rg

2

The fo
constit
indicatg
this Re
edition

valid Imternational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of cur

valid I

2.1

THE DIRECTORY: ABSTRACT SERVICE DEFINITION

Scope

ry.

commendation | International Standard does not specify individual implementations or-products.

Normative references

owing Recommendations and International Standards contain provisions\which, through reference in thig

bd were valid. All Recommendations and Standards are subject to revision, and parties to agreements bas
rommendation | International Standard are encouraged to investigate the possibility of applying the most §
of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of cur

'U-T Recommendations.

Identical Recommendations | International Standards

—  ITU-T Recommendation X.500 (1993)-/ ISO/IEC 9594-1:1995, Information technology — Open S)
Interconnection — The Directory; @verview of concepts, models and services.

—  ITU-T Recommendation X.501 (1993) | ISO/IEC 9594-2:1995, Information technology — Open Sy
Interconnection —The Directory: Models.

—  ITU-T Recommendation, X.518 (1993) | ISO/IEC 9594-4:1995, Information technology — Open S)
Interconnection —THe Directory: Procedures for distributed operation.

—  ITU-T Recommendation X.519 (1993) | ISO/IEC 9594-5:1995, Information technology — Open Sy
Interconnection*The Directory: Protocol specifications.

—  ITU-T Recommendation X.520 (1993) | ISO/IEC 9594-6:1995, Information technology — Open Sy
Interconnection —The Directory: Selected attribute types.

—  ITU-T Recommendation X.521 (1993) | ISO/IEC 9594-7:1995, Information technology — Open Sy
Interconnection —The Directory: Selected object classes.

commendation | International Standard defines in an abstract way the externally visible service.provided by the

text,

te provisions of this Recommendation | International Standard part,/At the time of publication, the editions

ed on
ecent
rently
rently

stems

stems

stems

stems

stems

stems

stems

= * ITU-T Recommendation X.509 (1993) | ISO/IEC 9594-8:1995, Information technology — Open Sy

L
————Imterconmection=The Birectory—Authenticationframework:

—  ITU-T Recommendation X.525 (1993) | ISO/IEC 9594-9:1995, Information technology — Open Systems

Interconnection — The Directory: Replication

—  ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:1995, Information technology — Abstract Syntax

Notation One (ASN.1): Specification of basic notation.

—  ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1995, Information technology — Abstract Syntax

Notation One (ASN.1): Information object specification.

—  ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:1995, Information technology — Abstract Syntax

Notation One (ASN.1): Constraint specification.

—  ITU-T Recommendation X.683 (1994) | ISO/IEC 8824-4:1995, Information technology — Abstract Syntax

Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Rec. X.511 (1993 E)
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— ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote
Operations: Concepts, model and notation.

— ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:1995, Information technology — Remote
Operations: OSI realizations — Remote Operations Service Element (ROSE) service definition.

2.2 Paired Recommendations | International Standards equivalent in technical content

—  CCITT Recommendation X.200 (1988), Reference Model of Open Systems Interconnection for CCITT
Applications.

ISO 7498:1984, Information processing systems — Open Systems Interconnection — Basic Reference Model.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 Basic Directory definitions

The fpllowing terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:
a) Directory;
b) Directory Information Base;

c) (Directory) User.

3.2 Directory model definitions

The fpllowing terms aree defined in ITU-T Rec. X.501 | ISO/IEC;9594-2:
a) Directory System Agent;

b) Directory User Agent.

33 Directory Information Base definitions

The fpllowing terms are defined in ITU-T Rec: X.501 | ISO/IEC 9594-2:
a) alias entry;

b) Directory Information-Tree;

c) (Directory) entry)

d) immediate superior;

e) immediately superior entry/object;

f) object;

g)-\object class;

h) object entry;

i)  subordinate;

j)  superior.

34 Directory entry definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) attribute;
b) attribute type;
c) attribute value;

d) attribute value assertion;

2 ITU-T Rec. X.511 (1993 E)
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€) operational attribute;
f)  user attribute;

g) matching rule.

3.5 Name definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) alias, alias name;
b) distinguished name;

c) (directory) name;

d)— purported narme,

e) relative distinguished name.

3.6 Distributed operations definitions

The following terms are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4.
a) chaining;

b) referral.

3.7 Abstract Service definitions
The following terms are defined in this Recomendation | International Standard:

3.71 filter: An assertion about the presence or value of certain attributes of an entry in order to limit the scopg of a
search.

3.7.2 originator: The user that originated an operation.

3.7.3 service controls: Parameters conveyed as parttof an operation which constrain various aspects pf its
performance.

4 Abbreviations

For the| purposes of this Recommendation | International Standard, the following abbreviations apply:
AVA  Attribute Value Assertion

DIB Directory Information Base

DIT Directory Information Tree

DSA Directory System Agent

DUA  Directory User Agent

DMD.<_'Directory Management Domain

RDN Relative Distinguished Name

5 Conventions

With minor exceptions this Directory Specification has been prepared according to the “Presentation of ITU-T | ISO/IEC
common text” guidelines in the Guide for ITU-TS and ISO/IEC JTC 1 Cooperation, March 1993.

The term “Directory Specification” (as in “this Directory Specification”) shall be taken to mean ITU-T Rec. X.511 |
ISO/IEC 9594-3. The term “Directory Specifications” shall be taken to mean the X.500-Series Recommendations and all
parts of ISO/IEC 9594.

This Directory Specification uses the term “1988 edition systems” to refer to systems conforming to the previous (1988)
edition of the Directory Specifications, i.e. the 1988 edition of the series of ITU-T X.500 Recommendations and the
ISO/EC 9594:1990 edition. Systems conforming to the current Directory Specifications are referred to as “1993 edition
systems”.

ITU-T Rec. X.511 (1993 E) 3
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If the items in a list are numbered (as opposed to using “~” or letters), then the items shall be considered steps in a
procedure.

This Directory Specification defines directory operations using the Remote Operation notation defined in ITU-T
Rec. X.880 | ISO/IEC 9072-1.

6 Overview of the Directory Service

As described in ITU-T Rec. X.501 | ISO/IEC 9594-2, the services of the Directory are provided through access points to
DUAs, each acting on behalf of a user. These concepts are depicted in Figure 1. Through an access point the Directory
provides service to its users by means of a number of Directory operations.

Access Point

TISO3050-94/d01

Figure 1 — Access to the Directory

The Directory operations are of three different kinds:
a) Directory Read operations, which.interrogate a single Directory entry;
b) Directory Search operationsj.which interrogate potentially several Directory entries; and

c) Directory Modify operations.

The Directory Read operations, the Directory Search operations and the Directory Modify operations are specified
in clapses 9, 10, and 11, Gespectively. Conformance to Directory operations is specified in ITU-T Rec. X.519 |
ISO/IEC 9594-5.

7 Information types and common procedures

7.1 —Intreduction

This clause identifies, and in some cases defines, a number of information types which are subsequently used in the
definition of Directory operations. The information types concerned are those which are common to more than one
operation, are likely to be in the future, or which are sufficiently complex or self-contained as to merit being defined
separately from the operation which uses them.

Several of the information types used in the definition of the Directory service are actually defined elsewhere. Subclause
7.2 identifies these types and indicates the source of their definition. Each of the remaining subclauses (7.3 through 7.11)
identifies and defines an information type.

This clause also specifies some common elements of procedure that apply to most or all of the Directory operations.

4 ITU-T Rec. X.511 (1993 E)
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7.2 Information types defined elsewhere

The following information types are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) Attribute;
b) AttributeType;
c) AttributeValue;
d) AttributeValueAssertion;
e) DistinguishedName;
f) Name;

The fol;owing information type is defined in ITU-T Rec. X.520 | ISO/IEC 9594-6:

—  PresentationAddress.

The following information types are defined in ITU-T Rec. X.509 | ISO/IEC 9594-8:
a) Certificate,

b) SIGNED;

c) CertificationPath.

The following information types are defined in ITU-T Rec. X.880 | ISO/IEC 9072-1+
—  InvokelD.

The following information types are defined in ITU-T Rec. X.518 | ISO/IEC.9594-4:
a) OperationProgress;

b) ContinuationReference.

7.3 Common arguments

The CommonArguments information may be presentito qualify the invocation of each operation that the Directofy can
perfortn.

Commg¢nArguments = SET {
erviceControls [30] ServiceControls DEFAULT {},
ecurityParameters [29]  SecurityParameters OPTIONAL,
equestor [28] DistinguishedName OPTIONAL,

perationProgress [27] ‘OperationProgress
DEFAULT { nameResolutionPhase notStarted },

iasedRDNs {26] INTEGER OPTIONAL,
riticalExtensions [25] BIT STRING OPTIONAL,
eferenceType [24] ReferenceType OPTIONAL,
ntryOnly [23] BOOLEAN DEFAULT TRUE,
xclusions [22] Exclusions OPTIONAL,
ameResolveOnMaster

[21] BOOLEAN DEFAULT FALSE }

set of

controls.

The SecurityParameters component is specified in 7.9. Its absence is deemed equivalent to there being an empty set of
security parameters.

The requestor Distinguished Name identifies the originator of a particular operation. It holds the name of the user as
identified at the time of binding to the Directory. It may be required when the request is to be signed (see 7.10), and shall
hold the name of the user who initiated the request.

The operationProgress, referenceType, entryOnly, exclusions, and nameResolveOnMaster components are defined
in ITU-T Rec. X.518 | ISO/IEC 9594-4. They are supplied by a DUA only when acting on a continuation reference
returned by a DSA in response to an earlier operation, and their values are copied by the DUA from the continuation
reference.

ITU-T Rec. X.511 (1993 E) 5
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The aliasedRDNs component indicates to the DSA that the object component of the operation was created by the
dereferencing of an alias on an earlier operation attempt. The integer value indicates the number of RDNs in the name
that came from dereferencing the alias. (The value would have been set in the referral response of the previous
operation.)

NOTE - This component is provided for compatibility with 1988 edition implementations of the Directory. DUAs (and
DSAs) implemented according to later editons of the Directory specifications shall always omit this parameter from the
CommonArguments of a subsequent request. In this way, the Directory will not signal an error if aliases dereference to further
aliases.

7.3.1 Critical extensions

The cntncalExtensnons component prov1des a mechanism to list a set of extensnons whxch are critical to the performance
of a Dire exte : : €

perforped with one or more extensxons (1 e. that performmg the operatlon without these extensions is not acceptable), it
does sg by setting the criticalExtensions bit(s) which corresponds to the extension(s). If the Directory, or some part of

or PartialOutcomeQualifier). If the Directory is unable to perform an extension which is not critical) it ignores the
presen¢e of the extension.

This dpcument defines a number of extensions which are available to 1993 edition implementations of the Dire
The extensions take such forms as additional numbered bits in a BIT STRING, or additional’componeénts of a SET or
SEQUENCE, and are ignored by 1988 edition systems. Each such extension is assigned an integer identifier, which is
the number of the bit which may be set in criticalExtensions. If the criticality of an extension is defined to be critical,
the DUA shall set the corresponding bit in criticalExtensions. If the defined criticality is non-critical, the DUA rhay or
may ngt set the corresponding bit in criticalExtensions.

The exftensions, their identifiers, the operations in which they are permitted;.the recommended criticality, and the dlauses
in whi¢h they are defined are shown in Table 1.

Table 1 - Extensions

Extension Identifier Operations Criticality (sgitli::sis)
suberjtries 1 all non-critical 7.5
copy$hallDo 2 Read, Compare, List, Search non-critical 7.5
attribpite size limit 3 Read, Search non-critical 7.5
extraAttributes 4 Read, Search non-critical 7.6
modifyRightsRequest 5 Read non-critical 9.1
pagedResultsRequest 6 List, Search non-critical 10.1
matchedValuesOnly 7 Search non-critical 10.2
extendedFilter 8 Search non-critical 10.2
targetSystem 9 AddEntry critical 111
useAliasOnUpdate 10 AddEntry, RemoveEntry, ModifyEntry critical 11.1
newSuperior 11 ModifyDN critical 114

7.4 Common results

The CommonResults information should be present to qualify the result of each retrieval operation that the Directory
can perform.

6 ITU-T Rec. X.511 (1993 E)
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CommonResults  ::= SET {
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,

aliasDereferenced [28] BOOLEAN DEFAULT FALSE }

The SecurityParameters component is specified in 7.9. Its absence is deemed equivalent to there being an empty set of
security parameters.

The performer Distinguished Name identifies the performer of a particular operation. It may be required when the result
is to be signed (see 7.10) and shall hold the name of the DSA which signed the result.

The aliasDereferenced component is set to TRUE when the purported name of an object or base object which is the
target of the operation included any aliases which were dereferenced.

7.5 Service controls

A SeryiceControls parameter contains the controls, if any, that are to direct or constrain the provision of the.servige.

Servic¢Controls u= SET {
pptions [0] BIT STRING {
prefer Chaining ),
chainingProhibited ),
localScope 2),
dontUseCopy A3),
dontDereferenceAliases @,
subentries 5,
copyShallDo (6) } DEFAULT {},
priority [1] INTEGER { low (0), medium (1), high (2) }) DEFAULT medium,
limeLimit 2] INTEGER OPTIONAL,
sizeLimit 31 INTEGER OPTIONAL,

scopeOfReferral [4] INTEGER { dmd(0), country(1).} OPTIONAL,
ttributeSizeLimit [5] INTEGER OPTIONAL }
The 01[

tions component contains a number of indications, €ach of which, if set, asserts the condition suggested. Thus:

a) preferChaining indicates that the preference is that chaining, rather than referrals, be used to provide the
service. The Directory is not obliged’to-follow this preference.

b) chainingProhibited indicates that chaining, and other methods of distributing the request aroupd the
Directory, are prohibited.

c) localScope indicates that the operation is to be limited to a local scope. The definition of this option is
itself a local matter, for example, within a single DSA or a single DMD.

d) dontUseCopy indicates that copied information (as defined in ITU-T Rec. X.518 | ISO/IEC 9594-## shall
not be used taprovide the service.

e) dontDereférenceAliases indicates that any alias used to identify the entry affected by an operation is not
to be dereferenced.

NOTE 1 - This is necessary to allow reference to an alias entry itself rather than the aliased entry, e.g., in order
to read the alias entry.

f) \('subentries indicates that a Search or List operation is to access subentries only; normal entries become
inaccessible — i.e. the Directory behaves as though normal entries do not exist. If this service contro} is not
——Set; el e Operation acCesSes ToTat entries onty —amd—subentries—become—imaccessible—The—service

control is ignored for operations other than Search or List.

NOTE 2 - The effects of subentries on access control, schema, and collective attributes are still observed even if
subentries are inaccessible.

NOTE 3 - If this service control is set, normal entries may still be specified as the base object of an operation.

g) copyShallDo indicates that if the Directory is able to partly but not fully satisfy a query at a copy of an
entry, it shall not chain the query. It is meaningful only if dontUseCopy is not set. If copyShallDo is not
set, the Directory will use shadow data only if it is sufficiently complete to allow the operation to be fully
satisfied at the copy. A query may be only partly satisfied because some of the requested attributes are
missing in the shadow copy, or because the DSA holding the shadowed data does not support the
requested matching rules on that data. If copyShallDo is set and the Directory is not able to fully satisfy a
query, it shall set incompleteEntry in the the returned entry information.
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If this component is omitted, the following are assumed: no preference for chaining but chaining not prohibited, no limit
on the scope of the operation, use of copy permitted, aliases shall be dereferenced (except for modify operations for
which alias dereferencing is not supported), subentries are not accessible, and operations not fully satisfiable with
shadowed data are subject to further chaining.

The priority (low, medium, or high) at which the service is to be provided. Note that this is not a guaranteed service in
that the Directory, as a whole, does not implement queuing. There is no relationship implied with the use of priorities in
underlying layers.

The timeLimit indicates the maximum elapsed time, in seconds, within which the service shall be provided. If the
constraint cannot be met, an error is reported. If this component is omitted, no time limit is implied. In the case of time
limit exceeded on a List or Search, the result is an arbitrary selection of the accumulated results.

NOTE 4 - This component does not imply the length of time spent processing the request during the elapsed

CU UILIC,

The sizeLimit is only applicable to List and Search operations. It indicates the maximum number of objects|to be
returned. In the case of size limit exceeded, the results of List and Search may be an arbitrary selection ¢f the
accumylated results, equal in number to the size limit. Any further results shall be discarded.

The scopeOfReferral indicates the scope to which a referral returned by a DSA should be relevant. Dependipg on
whethdr the values dmd or country are selected, only referrals to other DSAs within the‘selected scope shpll be
returned. This applies to the referrals in both a Referral error and the unexplored parameter of List and Search reshlts.

The attributeSizeLimit indicates the largest size of any attribute (i.e. the type and all\its values) that is included in
returned entry information. If an attribute exceeds this limit, all of its values ate-omitted from the returned|entry
informption and incompleteEntry is set in the returned entry information. The size of an attribute is taken to be ifs size
in octefs in the local concrete syntax of the DSA holding the data. Because of different ways applications store th¢ data,
the limiit is imprecise. If this parameter is not specified, no limit is implied.

NOTE 5 - Attribute values returned as part of an entry’s Distinguished!Name are exempt from this limit.
Certainn combinations of priority, timeLimit, and sizeLimit may“tesult in conflicts. For example, a short timg limit
could ¢onflict with low priority; a high size limit could conflict with a low time limit, etc.
7.6 Entry information selection

An EinjtryInformationSelection parameter indicates.what information is being requested from an entry in a rejrieval
servicg.

EntryIpformationSelection n= SET{
ittributes CHOICE {
allUserAttributes [0] NULL,
select [1] SET OF AttributeType
-- empty set implies-na attributes are requested -- } DEFAULT allUserAttributes : NULL,
infoTypes [2] INTEGER {
attributeTypesOnly ),
attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,

bxtraAttributes CHOICE {
allOQperationalAttributes [3] NULL,
select [4] SET OF AttributeType } OPTIONAL }

The atrributes component specifies the user and operational attributes about which information is requested:

a) I the select option is chosen, then the aftribuies ivolved are 1isted. I th€ TiST 1S empty, Ten no att 'ibutes
shall be returned. Information about a selected attribute shall be returned if the attribute is present. An
AttributeError with the noSuchAttributeOrValue problem shall only be returned if none of the
attributes selected is present.

b) If the allUserAttributes option is selected, then information is requested about all user attributes in the
entry.

Attribute information is only returned if access rights are sufficient. A SecurityError (with an insufficientAccessRights
problem) shall only be returned in the case where access rights preclude the reading of all attribute values requested.

The infoTypes component specifies whether both attribute type and attribute value information (the default) or attribute
type information only is requested. If the attributes component is such as to request no attributes, then this component is
not meaningful.
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The extraAttributes component specifies a set of additional user and operational attributes about which information is

requested. If the allOperationalAttributes option is chosen, then information is requested about all directory

operational attributes in the entry. If the select option is chosen, then information about the listed attributes is requested.
NOTE - This component may be used to request information about, for example, specific operational attributes when

attributes is set to allUserAttributes, or about all operational attributes. If the same attribute is listed or implied in both attributes
and extraAttributes, it is treated as though it has been requested only once.

A request for a particular attribute is always treated as a request for the attribute and all subtypes of that attribute (except
for requests processed by1988-edition systems).

In responding to a request for attribute information, the Directory treats all collective attributes of an entry as if they
were actual user attributes of the entry, i.e. they are selected like other user attributes and are merged into the returned
entry information. A request for allUserAttributes requests all collective attributes of the entry as well as ordinary
attribu‘ he en N 1 1 oective 1 e 2 1 of-the 1tollo 1ng are-true.

a) itis located in a subentry whose subtree specification includes the entry;

b) it is not excluded by the presence in the entry of a collectiveExclusions attribute value“equal o the
collective attribute type; and

c) itis permitted by the content rule for the structural object class for the entry.

7.7 Entry information

An EntryInformation parameter conveys selected information from an entry.

EntryIhformation ::= SEQUENCE {

me Name,
romEntry BOOLEAN DEFAULT TRUE,
‘ormation SET OF CHOICE {
attributeType AttributeType,
attribute Attribute } OPTIONAL,

completeEntry [31 BOOLEAN DEFAULT FALSE™=- not in 1988-edition systems -- }

The Name parameter indicates the Distinguished Name;-of the entry or the name of an alias to the entry. The
Distinguished Name of the entry is returned whenever permitted by the access control policy. If access is allowed|to the
attribufes of the entry but not to its Distinguished Natne, the Directory may return either an error or the name of 4 valid
alias td the entry.

NOTES

1 If the entry was located using an alias, then that alias is known to be a valid alias. Otherwise, how it is ensurgd that
the alia} is valid is outside the scope of these Directory Specifications.

2 Where a particular component of the Directory has a choice of alias names available to it for returt, it is
recommended that where possible it choose the same alias name for repeated requests by the same requestor, in order to pr¢vide a
consistgnt service.

The fromEntry parametefinidicates whether the information was obtained from the entry (TRUE) or a copy of thg entry
(FALSE).

The information-parameter is included if any attribute information from the entry is being returned, and contains 4 set of
attribyteTypes and attributes, as appropriate.

The incompleteEntry parameter is included and set to TRUE whenever the returned entry information is incomplete in
relatiop_to’the user’s request, e.g. because attributes or attribute values are omitted for reasons of access contrdl (and
their existence is permitted to be disclosed), the presence of incomplete shadow information together with copyShallDo,
or because the attributeSizeLimit has been exceeded. It is not set to TRUE because an alias name has been returned
instead of the Distinguished Name.

7.8 Filter

7.8.1 Filter

A Filter parameter applies a test that is either satisfied or not by a particular entry. The filter is expressed in terms of
assertions about the presence or value of certain attributes of the entry, and is satisfied if and only if it evaluates to
TRUE.

NOTE - A Filter may be TRUE, FALSE, or undefined.
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Fiiter ::= CHOICE {

item [0] FilterItem,
and [1] SET OF Filter,
or 2] SET OF Filter,
not [3] Filter }
FilterItem ::= CHOICE {
equality [0] AttributeValueAssertion,
substrings 11 SEQUENCE {
type ATTRIBUTE.&id({SupportedAttributes}),
strings SEQUENCE OF CHOICE {
initial {0] ATTRIBUTE.&Type
({SupportedAttributes{ @substrings.type}),
any [1] ATTRIBUTE.&Type
{{SuppertedAtiributesH@substrings:-type})s
finai {2] ATTRIBUTE.&Type
({SupportedAttributes}{ @substrings.type})}},
reaterOrEqual [2] AttributeValueAssertion,
essOrEqual [3] AttributeValueAssertion,
resent [4] AttributeType,
pproximateMatch  [5] AttributeValueAssertion,
xtensibleMatch [6] MatchingRuleAssertion }
MatchjngRuleAssertion ::= SEQUENCE {
matchingRule [1] SET SIZE (1.MAX) OF MATCHING-RULE &id,
ype [2] AttributeType OPTIONAL,
atchValue 3] MATCHING-RULE.&AssertionType ( CONSTRAINED BY {

— matchValue must be a value of type specified by the &AssertionType field of
-- one of the MATCHING-RULE information objects identified by/matchingRule -- } ),
nAttributes [4] BOOLEAN DEFAULT FALSE }

A Filter is either a FilterItem (see 7.8.2), or an expression involving.simpler filters composed together with the Jogical
operators and, or, and not.

A Filter which is a FilterItem has the value of the FilterItem'(i.e. TRUE, FALSE, or undefined).

A Filter which is the and of a set of filters is TRUE if thié’set is empty or if each filter is TRUE; it is FALSE if at least
one filter is FALSE; otherwise it is undefined (i.e. if at Teast one filter is undefined and no filters are FALSE).

A Filter which is the or of a set of filters is FALSE if the set is empty or if each filter is FALSE; it is TRUE if t least

A Filter which is the not of a filter is TRUE if the filter is FALSE; FALSE if it is TRUE; and undefined (if it is

A FillerItem is an assertiofrabout the presence or value(s) of attributes in the entry under test. An assertion gbout a
particylar attribute type is-also satisfied if the entry contains a subtype of the attribute and the assertion is TRUE ffor the
subtype, or if there is a.collective attribute of the entry (see 7.6) for which the assertion is TRUE. Each assertion is
TRUH, FALSE, oriundefined.

Every|FilterItem'includes or implies one or more AttributeTypes which identifies the particular attribute(s) concerned.

Any sertxon about the values of such an attribute is only defined if the AttributeType is known by the evaluating
(s) conforms to the attribute syntax defined for that attribute type, the implied
or indicated matching rule is applicable to that attribute type, and (when used) a presented matchValue conforms to the
syntax defined for the indicated matching rules.

NOTE 1 — Where these conditions are not met the FilterItem is undefined.

NOTE 2 — Access control restrictions may affect the evaluation of the FilterItem.

Attribute value assertions in filter items are evaluated using the matching rules defined for that attribute type. Matching
rule assertions are evaluated as specified in their definition. A matching rule defined for a particular syntax can only be
used to make assertions about attributes of that syntax or subtypes of that syntax.

A FilterItem may be undefined (as described above). Otherwise, where the FilterItem asserts:

a) equality — It is TRUE if and only if there is a value of the attribute or one of its subtypes for which the
equality matching rule applied to that value and the presented value returns TRUE.
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b) substrings — It is TRUE if and only if there is a value of the attribute or one of its subtypes for which the
substring matching rule applied to that value and the presented value in strings returns TRUE. See
ITU-T Rec. X.520 | ISO/IEC 9594-6 for a description of the semantics of the presented value.

¢) greaterOrEqual — It is TRUE if and only if there is a value of the attribute or one of its subtypes for
which the ordering matching rule applied to that value and the presented value returns FALSE. LE., there
is a value of the attribute which is greater than or equal to the presented value.

d) lessOrEqual - It is TRUE if and only if there is a value of the attribute or one of its subtypes for which
either the equality matching rule or the ordering matching rule applied to that value and the presented
value returns TRUE, i.e. there is a value of the attribute which is less than or equal to the presented value.

e) present — It is TRUE if and only if the attribute or one of its subtypes is present in the entry.

which some locally- : ;
etc.) returns TRUE. There are no specific guidelines for approximate matching in this edition
Directory Specification. If approximate matching is not supported, this FilterItem should bé-treated as a
match for equality.

g) extensibleMatch — It is TRUE if and only if there is a value of the attribute with the indicated type pr one
of its subtypes for which the matching rule specified in matchingRule appliedto-that value apd the
presented value matchValue returns TRUE.

If several matching rules are given, the way in which these rules are Combined into a new fule is
unspecified (it is a locally-defined algorithm, which reflects the semantics of the constituent matching
rules — e.g. phonetic + keyword match).

If type is omitted, the match is made against all attribute types which are compatible with that matching
rule. If dnAttributes is TRUE, the attributes of the Distinguished Name of the entry are used in addition
to those of the entry in evaluating the match.

If an extensibleMatch is requested in a filter (rather than'an extendedFilter), the extendedFilter] bit in
the criticalExtensions parameter in CommonArgutnents shall be set, indicating that the extendion is
critical.

NOTE 3 - An extensibleMatch is not permittedfor 1988-edition systems.

Paged results

A PagedResultsRequest parameter is used by‘the DUA to request that the results of a list or search operati
returngd to it “page-by-page”: It requests the'DSA to return only a subset — a page — of the results of the operat
particylar the next pageSize subordinates or-entries, and to return a queryReference which can be used to requ

on be
on, in
st the

next s

t of results on a follow-up query:.It'shall not be used if results are to be signed, and is not supported by |1988-

editior] systems. Although a DUA may-request pagedResults, a DSA is permitted to ignore the request and retfirn its

results|in the normal manner.

PagedResultsRequest S CHOICE {
ewRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE OF SortKey OPTIONAL,
reverse [1] BOOLEAN DEFAULT FALSE,
unmerged [2] BOOLEAN DEFAULT FALSE },
jueryReference OCTET STRING }
SortKdy = SEQUENCE {
yYpe ATtribute Iype,
orderingRule MATCHING-RULE.&id OPTIONAL }
For a new list or search operation, the PagedResultsRequest is set to newRequest, which consists of the following

parameters:

a) The pageSize parameter specifies the maximum number of subordinates or entries to return in the results.
The DSA shall return up to but not more than the requested number of entries. The sizeLimit, if any, is
ignored.

b) The sortKeys parameter specifies a sequence of attribute types with optional ordering matching rules to
use as sort keys for sorting the returned entries prior to return to the DUA. The entries are sorted
according to their values of the type attribute of the first SortKey in the sequence, and in the event of
multiple entries having the same sort position, of the next SortKey in the sequence, and so on.
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For a particular SortKey, the DSA uses the orderingRule matching rule if it is present, otherwise the
ordering matching rule of the attribute if one is defined; it ignores the sort key if none is defined. If the
attribute type is multivalued, the “least” value is used; if the attribute type is missing from the returned
results, it is regarded as “greater” than all other matched values. A DSA is permitted to support only
certain sort key sequences (thus, a DSA that holds and returns its data in the internal order “alphabetic by
surname” will be able to comply with only one sort key sequence). If it cannot support the requested
sequence, it shall use a default sort sequence.

¢) If the reverse parameter is TRUE then the DSA will return the sorted results in reverse order (i.e. from
“greatest” to “least” — if the attribute type is multivalued, the “greatest” is used; if the attribute type is
missing from the returned results, it is regarded as “less” than all other matched values). If it is false, the
DSA returns them in forward order. If no sortKeys parameter is specified, this parameter is ignored.

d) _If the unmerged parameter is TRUE and the DSA must merge results from a number of other DSAs, it
shall return all the data from one DSA (in sort order) before returning data from the next DSA] If the
parameter is false, the DSA shall collect the results from all other DSAs and sort the merged data [before
returning any of it. If no sortKeys parameter is specified, this parameter is ignored.

For a [followup request, i.e. to request the next set of paged results, the DUA makes the same list or search reqpest as
beford, but sets PagedResultsRequest to queryReference, with the value of this parameter the sdme as that retufned in
the PdrtialOutcomeQualifier of the previous results. The DUA has no understanding of the queryReference, which is
available to a DSA to use as it wishes to record context information for the query. The DSA uses this information to
deternmiine which results to return next.

NOTES

1 If the DIB changes between search requests, the DUA may not see\the effects of these changes. [This is
implementation dependent.

2 A query-reference may remain valid even if a DUA begins a new listr search operation. A DUA may requedt paged
results|with several queries and then return to an earlier query and request the next.page of results using the query-reference lpplied
for it. The number of “active” query references to which a DUA can return is a [ocal DSA implementation option, as is the lifgtime of
those query-references.

3 Paged results are not supported in the Directory SystemsProtocol. Paged results are provided entirely by the DSA to
which the DUA has connected.

7.10 Security parameters

The SgcurityParameters govern the operation of various security features associated with a Directory operation.

NOTE - These parameters are conveyed from sender to recipient. Where the parameters appear in the argument of an
operation the requestor is the sender, and the performer is the recipient. In a result, the roles are reversed.

SecurityParameters u= SET {
certification-path [0] CertificationPath OPTIONAL,
name 1] DistinguishedName OPTIONAL,
time 2] UTCTime OPTIONAL,
random 31 BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL }
ProtedtionRequest. \:*= INTEGER { none(0), signed (1) }

The (ertificationPath component consists of the sender's certificate, and, optionally, a sequence of certificate paifs. The
certificateds used to associate the sender's public key and distinguished name, and may be used to verify the signafure on
the argument or result. This parameter shall be present if the argument or result is signed. The sequence of certification
pairs consists of certification authority cross certificates. It is used to enable the sender's certificate to be validated. It is
not required if the recipient shares the same certification authority as the sender. If the recipient requires a valid set of
certificate pairs, and this parameter is not present, whether the recipient rejects the signature on the argument or result, or
attempts to generate the certification path, is a local matter.

The name is the distinguished name of the first intended recipient of the argument or result. For example, if a DUA
generates a signed argument, the name is the distinguished name of the DSA to which the operation is submitted.

The time is the intended expiry time for the validity of the signature, when signed arguments are used. It is used in
conjunction with the random number to enable the detection of replay attacks.

The random number is a number which should be different for each unexpired token. It is used in conjunction with the
time parameter to enable the detection of replay attacks when the argument or result has been signed.
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The target ProtectionRequest may appear only in the request for an operation to be carried out, and indicates the
requestor's preference regarding the degree of protection to be provided to the result. Two levels are provided: none (no
protection requested, the default), and signed (the Directory is requested to sign the result). The degree of protection
actually provided to the result is indicated by the form of result and may be equal to or lower than that requested, based
on the limitations of the Directory.

7.11 Common elements of procedure for basic-access-control

This subclause defines the elements of procedure that are common to all abstract service operations when basic-access-
control is in effect.

7.11.1  Alias dereferencing

If, in the pr arge : e AT gUIe ETVice Ope , alias
derefetencing is required, no specific permissions are necessary for alias dereferencing to take place. Howeyer,Jif alias
derefeencing would result in a ContinuationReference being returned (i.e. in a Referral), the following'sequence of
access|controls applies. These access controls shall also be applied to a referral that is received in a‘responsg¢ from

anothef DSA. That is, the DSA shall police all referrals whether they were generated locally or remotely-

1) Read permission is required to the alias entry. If permission is not granted,(the’ operation fails in
accordance to the procedure described in 7.11.3.

2) Read permission is required to the AliasedObjectName attribute and to thessingle value that it coptains.
If permission is not granted the operation fails and the error\‘NameError with problem
aliasDereferencingProblem shall be returned. The matched element shall contain the name of th alias
entry.

NOTE - In addition to the access controls described above, security policy-may prevent the disclosure of knowledge

informTtion which would otherwise be conveyed as a ContinuationReference in Referral. If such a policy is in effect and if p DUA

constrajns the service by specifying chainingProhibited the Directory may retutn a’ServiceError with problem chainingRequired.
Otherwiise, a SecurityError with problem insufficientAccessRights or noInformation shall be returned.

7.11.2|] Return of NameError

If, wh']le performing an abstract service operation, the specified-target object (alias or entry) — e.g. the Name of an entry
to be fead or the baseObject in a Search — could not be>found, a NameError with problem noSuchObject shall be
returngd. The matched element shall either contain the*name of the next superior entry to which DiscloseOgError
permigsion is granted, or the name of the DIT root (i.e.an empty RDNSequence).

NOTE - The second alternative may be takenby a DSA which does not have access to all superior entries.

7.11.3] Non-disclosure of the existence of-an entry

If, while performing an abstract seryiCe‘Operation, the necessary entry level permission is not granted to the sp¢cified
target pbject entry — e.g. the entry-to-be read — the operation fails and the error returned is one of: if DiscloseOllError
permigsion is granted to the target entry, a SecurityError with problem insufficientAccessRights or noInformation
shall Be returned; otherwise/a-NameError with problem noSuchObject shall be returned. The matched element shall
either fontain the name of thé next superior entry to which DiscloseOnError permission is granted, or the name|of the
DIT rdot (i.e. an empty!RDNSequence).

NOTE - The‘second alternative may be taken by a DSA which does not have access to all superior entries.

Additipnally, whenever the Directory detects an operational error (including a Referral) it shall ensure that in retiirning
that eryor it does not compromise the existence of the named target entry and any of its superiors. For example, pefore
returning_. “a  ServiceError with problem timeLimitExceeded or an UpdateError with problem

. Naonkl ag he Directors arifia . . oceOn or-permissionis-aranted-to-the-target-ents 'isnot’

the procedure described in the paragraph above shall be followed.

7.11.4  Return of Distinguished Name

In a Compare, List, or Search operation, ReturnDN permission is required to the object (or baseObject) entry if as a
result of dereferencing an alias, the object’s distinguished name is to be returned in the name parameter of the operation
result (see 9.2.3). If this permission is not granted, the Directory shall return an alias name for the entry instead, as
described in 7.7, or shall omit the name parameter altogether.

In a Read or Search operation, ReturnDN permission is required to an entry in order to return its distinguished name in
EntryInformation. If this permission is not granted, the Directory shall return the name of an alias instead, as described
in 7.7, or if no alias name is available shall fail the operation with a NameError (in the case of Read) or omit the entry
from the results (in the case of Search).
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If the user supplied alias name is returned in the result, then the aliasDeferenced flag of CommonResults shall not be
set to TRUE.

7.12 Optionally-signed parameters

An OPTIONALLY-SIGNED information type is one whose values may, at the option of the generator, be
accompanied by their digital signature. This capability is specified by means of the following type:

OPTIONALLY-SIGNED {Type} = CHOICE {
unsigned Type,
signed SIGNED {Type}}

The SIGNED type, which describes the form of the signed form of the information, is specified in ITU-T Rec. X.509 |
ISO/IEC-9594-8-

8 Bind and Unbind operations

The DijirectoryBind and DirectoryUnbind operations, defined in 8.1 and 8.2 respectively, are used\by the DUA| at the
beginrjing and end of a particular period of accessing the Directory.

8.1 Directory Bind

8.1.1 Directory Bind syntax

A DirgctoryBind operation is used at the beginning of a period of accessing the(Directory.

directgryBind OPERATION := {
ARGUMENT DirectoryBindArgument
ESULT DirectoryBindResult
RRORS {directoryBindError }}
DirectpryBindArgument u= SET {
credentials [0] Credentials OPTIONAL,
versions [1] Versions DEFAULT {v1}}
Credeptials ::= CHOICE {
simple [0] SimpleCredentials,
strong [1] StrongCredentials,
externalProcedure [2] EXTERNAL }
Simpl¢Credentials  ::= SEQUENCE {
name [0] DistinguishedName,
validity 11 SET {
timel [0] UTCTime OPTIONAL,
time2 (1] UTCTime OPTIONAL,
randoml [2] BIT STRING OPTIONAL,
randoin2 [3] BIT STRING OPTIONAL} OPTIONAL,
password [2] CHOICE {
unprotected OCTET STRING,
protected SIGNATURE {OCTET STRING} } OPTIONAL}
StrongCredemtials— 7= SETH
certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token,
name [2] DistinguishedName OPTIONAL }
Token u= SIGNED { SEQUENCE {
algorithm [0] AlgorithmIdentifier,
name 11 DistinguishedName,
time [2] UTCTime,
random [3] BIT STRING }}
Versions = BIT STRING {v1(0)}
DirectoryBindResult = DirectoryBindArgument

14 ITU-T Rec. X.511 (1993 E)


https://standardsiso.com/api/?name=1c846adb98451712dc29e3106e2c3974

ISO/IEC 9594-3 : 1995 (E)

directoryBindError ERROR = {
PARAMETER SET {
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError [1] ServiceProblem,
securityError [2] SecurityProblem }}}

8.1.2 Directory Bind arguments

The credentials argument of the DirectoryBindArgument allows the Directory to establish the identity of the user. The
credentials may be simple, or strong or externally defined (externalProcedure) (as described in ITU-T Rec. X.509 |

ISO/IEC 9594-8.

optional is provides a limited degree of security. The password may be unprotected, or it/

ich may be used to detect replay. In some instances a protected password may be checked by, an object
knows|the password only after locally regenerating the protection to its own copy of the password,and compari
result with the value in the bind argument (password). In other instances a direct comparison maybe possible.

and an

ay be
. The
ment,
which
hg the

If strdng is used, it consists of a bind-token, and, optionally, a certification-path (certificate and sequence of

certifidation-authority cross-certificates, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8) and the name
requestor. This enables the Directory to authenticate the identity of the requestor establishing the association, an|
versa.

The arpuments of the bind token are used as follows. algorithm is the identifier-of the algorithm employed to sig

bf the
d vice

n this

informption. name is the name of the intended recipient. The time paramefes contains the expiry time of the tokep. The

random number is a number which should be different for each unexpired token, and may be used by the recip:
detect feplay attacks.

If externalProcedure is used, then the semantics of the authenfication scheme being used is outside the scope
Directgry Specifications.

The versions argument of the DirectoryBindArgument’ identifies the versions of the service which the D
prepar¢d to participate in. For this version of the protocol the value shall be set to v1(0).

Migratiion to future versions of the Directory should-be facilitated by:

a) Any elements of DirectoryBindArgument other than those defined in this Directory Specificatios
be accepted and ignored.

b) Additional options for)named bits of DirectoryBindArgument (e.g. Versions) not defined sh
accepted and ignored.

8.1.3 Directory Bind results
Should the bind requestsucceed, a result shall be returned.

The credentials argument of the DirectoryBindResult allows the user to establish the identity of the Direct
allows|information’ identifying the DSA (that is directly providing the Directory service) to be conveyed to the D
shall bg of the’same form (i.e. CHOICE) as that supplied by the user.

ent to

of the

JA is

W shall

all be

bry. It
JA. Tt

The versions parameter of the DirectoryBindResult indicates which of the versions of the service requested
DUA is actually going to be provided by the DSA.

8.14 Directory Bind errors
Should the bind request fail, a bind error shall be returned.
The versions parameter of the DirectoryBindError indicates which versions are supported by the DSA.

A securityError or serviceError shall be supplied as follows:

. securityError inappropriateAuthentication
invalidCredentials
. serviceError unavailable

ITU-T Rec. X.511 (1993 E)
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8.2 Directory Unbind

A DirectoryUnbind operation is used at the end of a period of accessing the Directory.
directoryUnbind OPERATION = emptyUnbind

The DirectoryUnbind has no arguments.

9 Directory Read operations

There are two ‘read-like’ operations: read and compare, defined in 9.1 and 9.2, respectively. The Abandon operation,

defined in 9.3, is grouped with these operations for convenience.

9.1 Read
9.1.1 Read syntax

A reafl operation is used to extract information from an explicitly identified entry. It may also be-used to v
distinguished name. The arguments of the operation may optionally be signed (see 7.10) by-the requestor.
requested, the Directory may sign the result.

read [DPERATION ::= {

ARGUMENT ReadArgument
ESULT ReadResult
RRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
ODE id-opcode-read }
ReadArgument HES OPTIONALLY-SIGNED { SET {
object [0] Name,
selection 1] EntryInformationSelection DEFAULT { },
modifyRightsRequest
2] BOOLEAN DEFAULT FALSE,
ICOMPONENTS OF CommonArguments }}
ReadResult ::= OPTIONALLY-SIGNED { SET {
entry [0] EntryInformation,
modifyRights [1] ModifyRights OPTIONAL,
ICOMPONENTS OF CommonResults }}
ModifyRights 1= SET OF SEQUENCE {
item CHOICE {
entry [0] NULL,
attribute [1] AttributeType,
value 2] AttributeValueAssertion },
permission [3] BIT STRING { add (0), remove (1), rename (2) , move(3) }}

9.1.2 Read arguments

The oject argumient identifies the object entry from which information is requested. Should the Name involve
more fliasés)they are dereferenced (unless this is prohibited by the relevant service controls).

UL W,
erity a

If so

one or

not be

The selection—argy ates wha 2
assumed that the attributes returned are the same as or limited to those requested.

The CommonArguments (see 7.3) include a specification of the service controls applying to the request. For the

purposes of this operation the sizeLimit component is not relevant and is ignored if provided.

The modifyRightsRequest argument is used to request return of the requestor’s modification rights to the entry and its

attributes.

9.1.3 Read results
Should the request succeed, the result shall be returned.

The entry result parameter holds the requested information (see 7.7).
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The modifyRights parameter is present if it was requested via the modifyRightsRequest argument, and the user has
modification privileges to some or all of the requested entry information, and the return of this information is permitted
by the local security policy. If returned, the modification rights of the requestor are returned for the entry and for the
attributes specified in the selection argument. The parameter contains the following:

9.14

Should

An element of the SET is returned for the entry; for each user attribute requested which the user has the
right to add or remove; and for each returned attribute value for which the user’s rights to add or remove
it differ from those of the corresponding attribute.

The returned permission indicates what operations or actions on the entry by the user would succeed. In
the case of an entry, remove indicates that a RemoveEntry operation would succeed; rename indicates
that a ModifyDN operation with the newSuperior parameter absent would succeed; and move that a
ModifyDN operation with the newSuperior parameter present and an unchanged RDN would succeed.

Read errors

In the case of attributes and values, add indicates that a ModifyEntry operation that adds the attrillute or
value would succeed; and remove indicates that a ModifyEntry operation that removes the attribute or
value would succeed.

NOTE - An operation to move an entry to a new superior may also depend on permissions, associated with the
new superior (as for example with basic-access-control). These are ignored when determining-permission.

the request fail, one of the listed errors shall be reported. If none of the attributes'explicitly listed in selectipn can

be retyrned, then an AttributeError with problem noSuchAttributeOrValue shall be reported. The circumstances

under

9.1.5

If basic-access-control is in effect for the entry being read, the following sequence of access controls applies.

9.1.5.1

If the

1)

2)

3)

peration-fails as defined in 9.1.5 items 2) or 3), the valid error returns are one of:

b)

which other errors shall be reported are defined in clause 12.

Read operation decision points for basic-access-control

Error returns

Read permission is required to the entry being read. If permission is not granted, the operation fails in ‘
accordance with 7.11.3.

If the infoTypes element of selection specifies that attribute types only are to be returned, then for each
attribute type that is to be returned, Read permission is required. If permission is not granted, the atfribute
type is omitted from the ReadResult. If as a consequence of applying these controls no atfribute
information is returned, the entire operation fails in accordance with 9.1.5.1.

If the infoTypes element of selection specifies that attribute types and values are to be returned, tHen for
each attribute type and foreach value that is to be returned, Read permission is required. If permisgion to
an attribute type is not\granted, the attribute is omitted from ReadResult. If permission to an atfribute
value is not granted, the value is omitted from its corresponding attribute. In the event that permispion is
not granted to_any)of the values within the attribute, an Attribute element containing an empty SET OF
AttributeValu@ is returned. If as a consequence of applying these controls no attribute information is
returned,th€ entire operation fails in accordance with 9.1.5.1.

a) If an open-ended option was specified (i.e. allUserAttributes or allOperationalAttribuTs), a
ecurityError with problem insufficientAccessRig -

Otherwise, if a select option was specified (in attributes and/or in extraAttributes), then if the
DiscloseOnError permission is granted to any of the selected attributes a SecurityError with problem
insufficientAccessRights or nolnformation shall be returned. Otherwise, an AttributeError with
problem noSuchAttributeOrValue shall be returned.

9.1.5.2 Non-disclosure of incomplete results

If an incomplete result is being returned in EntryInformation, i.e. some of the attributes or attribute values have been
omitted because of the applicable access controls, the incompleteEntry element shall be set to TRUE if
DiscloseOnError permission is granted to at least one attribute type withheld from the result, or at least one attribute
value withheld from the result (for which attribute type Read permission was granted).
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9.2 Compare

9.2.1 Compare syntax

A compare operation is used to compare a value (which is supplied as an argument of the request) with the value(s) of a
particular attribute type in a particular object entry. The arguments of the operation may optionally be signed (see 7.10)
by the requestor. If so requested, the Directory may sign the result.

compare OPERATION = {

ARGUMENT CompareArgument

RESULT CompareResult

ERRORS { attributeError | nameError | serviceError | referral | abandoned |

securityError }

CODE id-opcode-compare }
Comp&lreArgument u= OPTIONALLY-SIGNED { SET {

bbject [0] Name,

purported [1] AttributeValueAssertion,

COMPONENTS OF CommonArguments }}
Comp4greResult u= OPTIONALLY-SIGNED { SET {

hame Name OPTIONAL,

matched [0] BOOLEAN,

fromEntry [1] BOOLEAN DEFAULT TRUE,

matchedSubtype [2] AttributeType OPTIONAL,

COMPONENTS OF CommonResults }}

9.2.2 Compare arguments

The object argument is the name the particular object entry concerned. Sheuld the Name involve one or more dliases,
they afe dereferenced (unless prohibited by the relevant service control).

The purported argument identifies the attribute type and value to be compared with that in the entry. The comparson is
TRUE if the entry holds the purported attribute type or one of its subtypes, or there is a collective attribute of th¢ entry
which|is the purported attribute type or one of its subtypes (s¢¢’7.6), and if there is a value of that attribute |which
matchgs the purported value using the attribute’s equality matching rule.

The (ommonArguments (see 7.3) specify the service“Controls applying to the request. For the purposes ¢f this
operatjon the sizeLimit component is not relevant and-is ignored, if provided.

9.2.3 Compare results

Shouldl the request succeed (i.e. the comparison is actually carried out), the result shall be returned.

The name is the distinguished name of:the entry or an alias name of the entry, as described in 7.7. It is present only if an
alias las been dereferenced and-the/name to be returned differs from the object name supplied in the opgration
argument.

The matched result paramet€r, holds the result of the comparison. The parameter takes the value TRUE if the [values
were dompared and matchéd, and FALSE if they did not.

If fromEntry is TRUE the information was compared against the entry; if FALSE the information was cothpared
against a copy.

a subtype of the purported attribute was matched. It contains the matched subtype. If more than one such subfype is
le—the one highest in the hierarchy is returned

The n%atchedSubtype parameter is present only if the result of the match was TRUE and if the match succeeded because

availa

9.2.4 Compare errors
Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

9.2.5 Compare operation decision points for basic-access-control

If basic-access-control is in effect for the entry being compared, the following sequence of access controls applies.

1) Read permission is required to the entry to be compared. If permission is not granted, the operation fails
in accordance with 7.11.3.

2) Compare permission is required to the attribute being compared. If permission is not granted, the
operation fails in accordance to 9.2.5.1.
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3) If there exists a value within the attribute being compared that matches the purported argument and for
which Compare permission is granted, the operation returns the value TRUE in the matched result
parameter of the CompareResult. Otherwise, the operation returns the value FALSE.

9.2.5.1 Error returns

If the operation fails as defined in 9.2.5 item 2), the valid error returns are one of: if the DiscloseOnError permission is
granted to the attribute being compared, a SecurityError with problem insufficientAccessRights or nolnformation
shall be returned; otherwise, an AttributeError with problem noSuchAttributeOrValue shall be returned.

9.3 Abandon

aband¢n OPERATION e {
ARGUMENT AbandonArgument
RESULT AbandonResult
RRORS { abandonFailed }
ODE id-opcode-abandon }
AbandpnArgument u= SEQUENCE {
nvokelD [0] Invokeld}
AbandpnResult = NULL

There |is a single argument, the invokeID which identifies the operation~that is to be abandoned. The value [of the
invokelID is the same invokeID which was used to invoke the operation‘which is to be abandoned.

Should the request succeed, a result shall be returned, although né<information shall be conveyed with it. The ofiginal
operatjon shall fail with an Abandoned error.

Should the request fail, the AbandonFailed error shall be reported. As a local matter, a DSA may choose not to alandon
the opgration and shall then return the AbandonFailed érrot. This error is described in 12.3.

Abandon is only applicable to interrogation operatious, i.e. Read, Compare, List, and Search.

A DSA may abandon an operation locally. Ifthe DSA has chained or multicasted the operation to other DSAs, it fnay in
turn rgquest them to abandon the operation.

10 Directory Search operations

There jare two 'search-like’ operations: list and search, defined in 10.1 and 10.2 respectively.

10.1 List

10.1.1] List'syntax

A list|operation is used to obtain a list of the immediate subordinates of an explicitly identified entry. Undeg some

H +} 1t - 3 . L DR o 4 £ elo 4 4o Harbo + dL 7 10
CIrCunrstances; e ISt TCtUTIeU Iay 0T MICOMPTICIeT TIIe ar gummentsoT- tne-operanonmayoptonarty oC—S1gnea—(sce /.

by the requestor. If so requested, the Directory may sign the result.

list OPERATION ::= {
ARGUMENT ListArgument
RESULT ListResult
ERRORS { nameError | serviceError | referral | abandoned | securityError }
CODE id-opcode-list }
ListArgument = OPTIONALLY-SIGNED { SET {
object [0] Name,
pagedResults [1] PagedResultsRequest OPTIONAL,
COMPONENTS OF CommonArguments }}
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ListResult = OPTIONALLY-SIGNED { CHOICE {
listInfo SET {
name Name OPTIONAL,
subordinates [1] SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE },
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults},
uncorrelatedListInfo
[0] SET OF ListResult }}
PartialOutcomeQualifier u= SET {
mitProblem [0} LimitProblem OPTIONAL,
nexplored [1] SET OF ContinuationReference OPTIONAL,

nknownErrors [3] SET OF ABSTRACT-SYNTAX.&Type OPTIONAL,
ueryReference [4] OCTET STRING OPTIONAL }
LimitProblem = INTEGER {

10.1.2 List arguments

The o

Should

navailableCriticalExtensions
[2] BOOLEAN DEFAULT FALSE,

imeLimitExceeded (0), sizeLimitExceeded (1), administrativeLimitExceeded (2) }

hject argument identifies the object entry (or possibly the root) whose immediate subordinates are to be

listed.

the Name involve one or more aliases, they are dereferenced (unless prohibited by the relevant service confrol).

The pagedResults argument is used to request that results of the operation be returned page-by-page, as despribed

in7.9.

10.1.3| List results
The refjuest succeeds if the object is located, regardless of whether there is any subordinate information to return.

The ngme is the distinguished name of the entry or ap.alias name of the entry, as described in 7.7. It is present onl

alias

argument.

The s

any of|the subordinate entries be aliases, they shall not be dereferenced.
The rdn parameter is the relative distinguished name of the subordinate.

The frpmEntry parameter indicates whether the information was obtained from the entry (TRUE) or a copy of thg
(FALSE).

The aljasEntry parametet indicates whether the subordinate entry is an alias entry (TRUE) or not (FALSE).

The p

whenejver the result is incomplete because of a time limit, size limit, or administrative limit problem, because regi
the DIT wére'not explored, because some critical extensions were unavailable, because an unknown error was req
or becguse’paged results are being returned.

20

s been dereferenced and the name to be returned differs from the baseObject name supplied in the opg

bordinates parameter conveys the information on the immediate subordinates, if any, of the named entry. §

rtialQutcomeQualifier consists of five subcomponents as described below. This parameter shall be f

y if an
ration

hould

entry

resent
ons of
eived,

a) The LimitProblem parameter indicates whether the time limit, the size limit, or an administrative limit
has been exceeded. The results being returned are those which were available when the limit was reached.

b) The unexplored parameter shall be present if regions of the DIT were not explored. Its information
allows the DUA to continue the processing of the List operation by contacting other access points if it so
chooses. The parameter consists of a set (possibly empty) of ContinuationReferences, each consisting of
the name of a base object from which the operation may be progressed, an appropriate value of
OperationProgress, and a set of access points from which the request may be further progressed. The
ContinuationReferences that are returned shall be within the scope of referral requested in the operation

service control.

¢) The unavailableCriticalExtensions parameter indicates, if present, that one or more critical extensions

were unavailable in some part of the Directory.
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The unknownErrors parameter is used to return unknown error types or parameters received from other
DSAs in the processing of the operation. Each member of the SET contains one such unknown error. See

ITU-T Rec. X.519 | ISO/IEC 9594-5 7.5.2.4.

The queryReference parameter shall be present when the DUA has requested paged results and the DSA

has not returned all the available results. See 7.9

When the DUA has requested a protection request of signed, the uncorrelatedListInfo parameter may comprise a
number of sets of result parameters originating from and signed by different components of the Directory. If no DSA in
the chain can correlate all the results, the DUA must assemble the actual result from the various pieces.

10.1.4 List errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors

1 o .
shall TCPOT tedare defimed i clause 12-

10.1.5| List operation decision points for basic-access-control

If basic-access-control is in effect for the portion of the DIB where the List operation is being performéd, the fol
sequerjce of access controls applies.

1y
2)

10.2 Search

10.2.1 Search syntax

A seafrch operation is used to search a portion of the DIT for entries of interest, and to return selected informatio
those fentries; The arguments of the operation may optionally be signed (see 7.10) by the requestor. If so request
Direcfofy-may sign the result.

No specific permission is required to the entry identified by the object argument;

owing

For each immediate subordinate for which a RelativeDistinguishedName is to be returped in

subordinates, Browse and ReturnDN permissions are required to that eftry. Entries for which
permissions are not granted are ignored. If as a consequence of applying these controls no subo
information (excluding any ContinuationReferences in PartialOutcomeQualifier) is returned
DiscloseOnError permission is not granted to the entry identified by the object argument, the op
fails and a NameError with problem noSuchObject shall beceturned. The matched element shal
contain the name of the next superior entry to which DiscloseOnError permission is granted, or thq
of the DIT root (i.e. an empty RDNSequence). Otherwise, the operation succeeds but no subo
information (excluding any ContinuationReferences.in‘PartialOutcomeQualifier) is conveyed w

NOTE 1 - In the case of a NameError being returned, the empty RDNSequence may be used by a DSA
does not have access to all superior entries.

NOTE 2 — Security policy may prevent thé:disclosure of subordinate information which would other
conveyed as ContinuationReferences in PartialOutcomeQualifier. If such a policy is in effect and if
constrains the service by specifying chainingProhibited the Directory may return a ServiceError with g
chainingRequired. Otherwise, the procedure described in item 2) above is followed.

NOTE 3 - Security policy may-prevent the Directory from indicating that a listed subordinate entry is
entry. For example, if the DUA jis'riot granted Read access to the alias entry, its ObjectClass attribute and th
alias that it contains the Directory’may omit the aliasEntry component of subordinates from the ListResult
to FALSE.

NOTE 4 — If DiscloseOnError permission is not granted to the entry identified by the object argu
partialOutcomeQualifier indicating a limitProblem or unavailableCriticalExtensions should not be return
may compromise,the s€curity of this entry.

these
rdinate
and if
pration
either
name
rdinate
th it.

which

vise be
h DUA
roblem

hn alias
e value
br set it

ment, a
ed as it

n from
ed, the

search OPERATION ::= {
ARGUMENT SearchArgument
RESULT SearchResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-search }
SearchArgument u= OPTIONALLY-SIGNED { SET {
baseObject [0] Name,
subset [1] INTEGER {
baseObject(0), oneLevel(1), wholeSubtree(2)} DEFAULT baseObject,
filter [2] Filter DEFAULT and :{ },
searchAliases [3] BOOLEAN DEFAULT TRUE,
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selection [4] EntryInformationSelection DEFAULT { },
pagedResults [5] PagedResultsRequest OPTIONAL,
matchedValuesOnly
[6] BOOLEAN DEFAULT FALSE,
extendedFilter [7] Filter OPTIONAL,
COMPONENTS OF CommonArguments }}
SearchResult = OPTIONALLY-SIGNED { CHOICE {
searchInfo SET {
name Name OPTIONAL,
entries [0] SET OF EntryInformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults },

uncorrelatedSearchInfo

[0} SET OF SearchResult }

10.2.2| Search arguments
The bIeObject argument identifies the object entry (or possibly the root) relative to which the search is-to take pls

The subset argument indicates whether the search is to be applied to:

a) the baseObject only;
b) the immediate subordinates of the base object only (oneLevel);

c) the base object and all its subordinates (wholeSubtree).

The filter argument is used to eliminate entries from the search space which are not.of/interest. Information shall o]
returnegd on entries which satisfy the filter (see 7.8).
NOTE 1 - If the filter is overspecified, it may eliminate all entries from the’ search result, even though there are ca

entries |matching portions of the filter. The user must simplify the filter and {ry Jagain. The Directory provides no supp
identifyling these entries, or for identifying the changes that should be made to thedilter.

\ICC.

hly be

hdidate
prt for

Aliase$ shall be dereferenced while locating the base object, subject to the setting of the dontDereferenceAliases

servicq control. Aliases among the subordinates of the base object’shall be dereferenced during the search, subject
setting| of the searchAliases parameter. If the searchAliases parameter is TRUE, aliases shall be dereferenced,
paramg¢ter is FALSE, aliases shall not be dereferenced, If‘the searchAliases parameter is TRUE, the search
contingie in the subtree of the aliased entry.

The sdlection argument indicates what information.from the entries is requested (see 7.6). However, it should
assumé¢d that the attributes returned are the same-asor limited to those requested.

to the
if the
shall

not be

The pagedResults argument is used to requést that results of the operation be returned page-by-page, as desfribed

in7.9.

The mlatchedValuesOnly argument.indicates that certain attribute values are to be omitted from the returned
informlation. Specifically, where _an“attribute to be returned is multivalued, and some but not all of the values
attribufe contributed to the search filter returning TRUE via filter items other than equality or present, then the
that digl not so contribute aré.omitted from the returned entry information.

entry
f that
values

The extendedFilter argument is used in mixed version environments to specify an alternative filter to that described

above.| When this argument is present, the filter argument (if any) shall be ignored by 1993-edition systems.

extendedFilter.is always ignored by 1988-edition systems.

The

NOZE:2 — By including both filters, a DUA can specify one filter to be used by 1988-edition systems and a differe
to be uged By, 1993-edition systems in the distributed processing of the Search request. 1988-edition systems do not support a
polymdrphism or matching rule assertions.

10.2.3  Search results

The request succeeds if the baseObject is located, regardless of whether there are any subordinates to return.

t filter
tribute

NOTE 1 — As a corollary to this, the outcome of an unfiltered search applied to a single entry may not be identical to a read
which seeks to interrogate the same set of attributes of the entry. This is because the latter shall return an AttributeError if none of

the selected attributes exist in the entry.

The name is the distinguished name of the entry or an alias name of the entry, as described in 7.7. It is present only if an
alias has been dereferenced and the name to be returned differs from the baseObject name supplied in the operation

argument.

The entries parameter conveys the requested information from each entry (zero or more) which satisfied the filter

(see 7.5).
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The partialOutcomeQualifier is as described in 10.1.3.

NOTE 2 — Where returned entry information is incomplete for a particular entry, it is indicated via the incompleteEntry
parameter in the returned entry information.

The uncorrelatedSearchInfo parameter is as described for uncorrelatedListInfo in 10.1.3.

10.2.4  Search errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

10.2.5 Search operation decision points for basic-access-control

If basic-access-control is in effect for the portion of the DIT to be searched, the following sequence of access controls
applief:

1) No specific permission is required to the entry identified by the baseObject argument.

NOTE 1 - If the baseObject is within the scope of the SearchArgument (i.e. when the .subset aggument
specifies baseObject or wholeSubtree) the access controls specified in items 2) through 4) apply.

2) For each entry within the scope of the SearchArgument which is to be a candidate for considg¢ration,
Browse permission is required. Entries for which this permission is not granted are ignored.

3) The filter argument is applied to each entry left to be considered after taking item 2) into accqunt, in
accordance with the following:

a) For each FilterItem which specifies an attribute, FilterMatch_permission for the attribute fype is
required before the FilterItem can be evaluated as either TRUE or FALSE. A FilterItem fo which
this permission is not granted evaluates as undefined.

b) For each FilterItem which additionally specifies dn jattribute value, FilterMatch permispion is
required for each stored attribute value which is to'be considered for the purposes of matching. If
there is a value which both matches the FilterItem and for which permission is grantgd, the
FilterItem evaluates to TRUE, otherwise it evaluates to FALSE.

4) Once the procedures defined in 2) and 3) have ‘been applied, the entry is either selected or discarded. If as
a consequence of applying these controls-to' the entire scoped subtree no entries have been sglected
(excluding any ContinuationReferences’ in partialOutcomeQualifier) and if DiscloseOpError
permission is not granted to the entryyidentified by the baseObject argument, the operation faily and a
NameError with problem noSuchObject shall be returned. The matched element shall either confain the
name of the next superior entry.fo’which DiscloseOnError permission is granted, or the name of the DIT
root (i.e. an empty RDNSequence). Otherwise, the operation succeeds but no subordinate information is
conveyed with it.

NOTE 2 - In the ¢ase-of a NameError being returned, the empty RDNSequence may be used by a DSA which
does not have access(to,all superior entries.

NOTE 3 —(Security policy may prevent the disclosure of knowledge information which would otherwise be
conveyed as_CentinuationReferences in partialOutcomeQualifier. If such a policy is in effect and if a DUA
constrains the service by specifying chainingProhibited the Directory may return a ServiceError with problem
chainingRequired. Otherwise, the ContinuationReference is omitted from partialOutcomeQualifier.

5) Otherwise, for each selected entry the information returned is as follows:

a)./ If the infoTypes element of selection specifies that attribute types only are to be returned, then for
each attribute type that is to be returned, Read permission is required. If permission is not granted,
the attrlbute type 1s omltted from EntryInformatlon Ifasa consequence of applymg these dontrols

: aftribute

type information is conveyed with it (i.e. the SET OF CHOICE element is omitted or empty).

b) If the infoTypes element of selection specifies that attribute types and values are to be returned, then
for each attribute type and for each value that is to be returned, Read permission is required. If
permission to an attribute type is not granted, the attribute is omitted from EntryInformation. If
permission to an attribute value is not granted, the value is omitted from its corresponding attribute.
In the event that permission is not granted to any of the values within the attribute, an Attribute
element containing an empty SET OF AttributeValue is returned. If as a consequence of applying
these controls no attribute information is selected, the EntryInformation element is returned but no
attribute information is conveyed with it (i.e. the SET OF CHOICE element is omitted or empty).

NOTE 4 — If DiscloseOnError permission is not granted to the entry identified by the baseObject

argument, a partialQutcomeQualifier indicating a limitProblem or unavailableCriticalExtensions should not
be returned as it may compromise the security of this entry.
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10.2.5.1 Alias dereferencing during Search

No specific permissions are necessary for alias dereferencing to take place in the course of a Search operation (subject
to the searchAliases parameter being set to TRUE). However, for each alias entry encountered, if alias dereferencing
would result in a ContinuationReference being returned in partialOutcomeQualifier, the following access controls
apply: Read permission is required to the alias entry, the AliasedObjectName attribute and to the single value that it
contains. If any of these permissions is not granted, the ContinuationReference shall be omitted from
partialOutcomeQualifier. These access controls shall also be applied to a continuationReference that is received in a
response from another DSA. That is, the DSA shall police all continuationReferences whether they were generated
locally or not.

NOTE - In addition to the access controls described above, security policy may prevent the disclosure of knowledge

information which would otherwise be conveyed as ContinuationReferences in partialOutcomeQualifier. If such a policy is in
effect and if a DUA constrains the service by specifying chainingProhibited the Directory may return a ServiceError with problem

chainiffgRequired. Otherwise, the T

10.2.52 Non-disclosure of incomplete results

If an incomplete result is being returned in EntryInformation, i.e. some of the attributes or attribute values havg been
omitte]i because of the applicable access controls, the incompleteEntry element shall be|set to TRUE if
DisclofeOnError permission is granted to at least one attribute type withheld from the result, gr-at least one atfribute
value Withheld from the result (for which attribute type Read permission was granted).

11 Directory Modify operations

There fare four operations to modify the Directory: addEntry, removeEntry,-modifyEntry, and modifyDN defined
in 11.1] through 11.4, respectively.

NOTES
1 Each of these operations identifies the target entry by means ofiits distinguished name.

2 The success of AddEntry, RemoveEntry, and ModifyDN-operations may depend on the physical distribytion of
the DIB across the Directory. Failure shall be reported with an UpdateError and problem affectsMultipleDSAs. See |ITU-T
Rec. X|518 | ISO/IEC 9594-4.

3 Inthe event of failure of the underlying communications mechanism, the outcome of the operations is undetefmined.
The us¢r must use Directory interrogation operations to check whether the attempted modification operation succeeded or not.

11.1 Add Entry

11.1.1] Add Entry syntax

An adiEntry operation is used to agd'a-leaf entry (either an object entry or an alias entry) to the DIT. The argumgnts of
the opgration may optionally be signed (see 7.10) by the requestor.

addEngfry OPERATION _ \:= {

RGUMENT AddEntryArgument
ESULT AddEntryResult
RRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }
ODE id-opcode-addEntry }
AddEntryArgument ::= OPTIONALLY-SIGNED { SET {
bject [0] Name,
entry 11 SET OF Attribute;
targetSystem [2] AccessPoint OPTIONAL,
COMPONENTS OF CommonArguments}}
AddEntryResult u= NULL

11.1.2 Add Entry arguments

The object argument identifies the entry to be added. Its immediate superior, which must already exist for the operation
to succeed, is determined by removing the last RDN component (which belongs to the entry to be created).

The entry argument contains the attribute information which, together with that from the RDN, constitutes the entry to
be created. The Directory shall ensure that the entry conforms to the Directory schema. Where the entry being created is
an alias, no check is made to ensure that the aliasedObjectName attribute points to a valid entry.
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The targetSystem argument indicates the DSA to hold the new entry. If this argument is absent, it shall be taken to
mean the same DSA as holds the superior of the new object. If the argument is present, it shall be the DSA with the
specified AccessPoint. The parameter shall be absent when subentries are to be added.

If the argument is present, the targetSystem bit in the criticalExtensions parameter in CommonArguments shall be
set, indicating that this extension is critical.

NOTE 1 - If the choice of indicated or implied DSA conflicts with local adminstrative policy, the operation is not
performed and an error is returned.

The CommonArguments (see 7.3) include a specification of the service controls applying to the request. The
dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate critical extension bit is set in
criticalExtensions. Thus aliases are dereferenced by this operation only if dontDereferenceAlias is not set and
useAliasOnUpdate is set. The sizeLimit component is ignored if provided.

NOTE 2 - Update operations that involve dereferencing of an alias name will always fail if they. erjcounter
1988-ddition DSAs.

11.1. Add Entry results

Shoulf the request succeed, a result shall be returned, although no information shall be conveyed with'it.

11.1. Add Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particulaf errors
shall be reported are defined in clause 12.

11.1.§ Add operation decision points for basic-access-control

If basjc-access-control is in effect for the entry being added, the following-séquence of access controls applies:
1) No specific permission is required to the immediate Superior of the entry identified by the [object
argument.

NOTE 1 - Security policy may prevent Directoryusers from adding entries across DSA boundaries (e.p. using
the targetSystem argument). In this event, an‘appropriate NameError, ServiceError, SecurityEfror or
UpdateError may be returned provided that it do€s not compromise the existence of the immediate superior gntry. If
it does (i.e. DiscloseOnError is not granted to(the superior entry), the procedure defined in 7.11.3 shall be fpllowed
with respect to the superior entry.

2) If an entry already exists with a distinguished name equal to the object argument, the operation ffails in
accordance with 11.1.5.1, item.a):

3) Add permission is required for'the new entry being added. If this permission is not granted, the operation
fails in accordance with 41.1.5.1, item b).

NOTE 2 - The Add permission must be provided as prescriptive ACI.
4) For each attribute “type and for each value that is to be added, Add permission is required. [If any
permission is-absént, the operation fails in accordance with 11.1.5.1, item c).

11.1.3.1 Error returns

If the [operation fails-as defined in 11.1.5, the following procedure applies:

a) <If'the operation fails as defined in 11.1.5 item 2), the valid error returns are one of: if DiscloseOnHrror or
Add permission is granted to the existing entry, an UpdateError with problem entryAlreadyExiT shall

be returned. Otherwise, the procedure described in 7.11.3 is followed with respect to the entry being

111
dUUTU.

b) If the operation fails as defined in 11.1.5 item 3), the procedure described in 7.11.3 is followed with
respect to the entry being added.

c) If the operation fails as defined in 11.1.5 item 4), the valid error return is SecurityError with problem
insufficientAccessRights or noInformation.

11.2 Remove Entry

11.2.1 Remove Entry syntax

A removeEntry operation is used to remove a leaf entry (either an object entry or an alias entry) from the DIT. The
arguments of the operation may optionally be signed (see 7.10) by the requestor.
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removeEntry OPERATION := {
ARGUMENT RemoveEntryArgument
RESULT RemoveEntryResult
ERRORS { nameError | serviceError | referral | securityError | updateError }
CODE id-opcode-removeEntry }
RemoveEntryArgument u= OPTIONALLY-SIGNED { SET {
object [0] Name,
COMPONENTS OF CommonArguments }}
RemoveEntryResult = NULL
11.2.2 Remove Entry arguments

The obj

The
dont

umentidentifies the entry to be deleted

ereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate critical extension-bit i

ommonArguments (see 7.3) include a specification of the service controls applying to the requesf. The

set in

criticgdlExtensions. Thus aliases are dereferenced by this operation only if dontDereferenceAlias-is not sgt and

useAljasOnUpdate is set. The sizeLimit component is ignored if provided.
NOTE - Update operations that involve dereferencing of an alias name will always(ail if they enfounter
1988-eflition DSAs.
11.2.3] Remove Entry results
Should the request succeed, a result shall be returned, although no information shall be-conveyed with it.
11.2.4 Remove Entry errors
Shouldl the request fail, one of the listed errors shall be reported. The cifcumstances under which the particular| errors
shall he reported are defined in clause 12.
11.2.§ Remove Entry operation decision points for basic-access-control
If basjc-access-control is in effect for the entry being removed, the following access controls apply:
—  Remove permission is required for the. entry being removed. If this permission is not grant¢d, the
operation fails in accordance with 7.11.3.
NOTE - No specific permissions are-required for any of the attributes and attribute values present within the
entry being removed.
11.3 Modify Entry
11.3.1 Modify Entry syntax
The njodifyEntry operation isused to perform a series of one or more of the following modifications to a single eptry:
a) add a new attribute;
b) remove‘anattribute;
c) add'attribute values;
d) <remove attribute values;
@) ' replace attribute values;
: Y modifican-aliags
7 J
The arguments of the operation may optionally be signed (see 7.10) by the requestor.
modifyEntry OPERATION := {
ARGUMENT ModifyEntryArgument
RESULT ModifyEntryResult
ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }
CODE id-opcode-modifyEntry }
ModifyEntryArgument u= OPTIONALLY-SIGNED { SET {
object [0] Name,
changes [1] SEQUENCE OF EntryModification,
COMPONENTS OF CommonArguments }}
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ModifyEntryResult ::= NULL

EntryModification ::= CHOICE {
addAttribute [0] Attribute,
removeAttribute [1] AttributeType,
addValues [2] Attribute,
removeValues [3] Attribute}

11.3.2 ModifyEntry arguments
The object argument identifies the entry to which the modifications should be applied.

The changes argument defines a sequence of modifications that are applied in the order specified. If any of the
individual modifications fails, then an AttributeError is generated and the entry left in the state it was prior to the
opefatiom: is; forri (o i i 1 irectory
schgma. However, it is possible, and sometimes necessary, for the individual EntryModification changes-t6_4ppear to
do sp. The following types of modification may occur:

a) addAttribute — This identifies a new attribute to be added to the entry, which is fully, specifigd by the
argument. Any attempt to add an already existing attribute results in an AttributeError.

b) removeAttribute — The argument identifies (by its type) an attribute to be remdved from the entry. Any
attempt to remove a non-existing attribute results in an AttributeError.

NOTE 1 - This operation is not allowed if the attribute type is present in the RDN.

c) addValues — This identifies an attribute by the attribute type in the argument, and specifies onel or more
attribute values to be added to the attribute. An attempt to add an already existing value results injan error.
An attempt to add a value to a non-existent type results in an error.

d) removeValues — This identifies an attribute by the attribute type in the argument, and specifigs one or
more attribute values to be removed from the attribute If'the values are not present in the attribute, this
results in an AttributeError.

NOTE 2 — This operation is not allowed if one of.the values is present in the RDN.
Valyies may be replaced by a combination of addValues and-removeValues in a single ModifyEntry operation

The|] CommonArguments (see 7.3) include a specification of the service controls applying to the request. The
donftDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate critical extension bif is set in
critjcalExtensions. Thus aliases are dereferenced by this operation only if dontDereferenceAlias is not| set and
useAliasOnUpdate is set. The sizeLimit component is ignored if provided.

NOTE 3 - Update operations that involve dereferencing of an alias name will always fail if they fncounter
198%-edition DSAs.

The| operation may be used to mddify directory operational attributes. Only those directory operational attributes which
are hot classified noUserModification (and to which the user has effective modification access rights) may be modified.

NOTE 4 — Whether'or not user modification is permitted, the Directory may change the values of directory operational
attriputes as a side effect of ‘other Directory operations.

The| operation may-be’used to modify collective attributes only if the service control subentries is TRUE and if the
obje¢ct is the subentry actually holding the collective attribute(s) to be modified.

NOTE/5 — Caution should therefore be exercised when modifying the information returned on reading an entry: some of
the information may be from collective attributes, and cannot be modified in an operation directed at the entry itself. For exgmple, it is
not jpossiblé to delete a collective attribute from an (ordinary) entry via a removeAttribute entry modification to thefentry (an
attrjbuteError with problem noSuchAttributeOrValue would be returned).

The operation may be used to modify an entry’s Object Class attribute value if the values specify auxiliary object
classes. However, an attempt to change an Object Class value which specifies an entry’s structural object class shall
result in an updateError with problem objectClassModificationProhibited. Any modification to auxiliary object
classes shall leave the superclass chains consistent and correct with the resultant object class definition.

11.3.3 Modify Entry results

Should the request succeed, a result shall be returned, although no information shall be conveyed with it.

11.3.4 Modify Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.
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11.3.5 Modify Entry operation decision points for basic-access-control

If basic-access-control is in effect for the entry being modified, the following sequence of access controls applies:

1) Modify permission is required for the entry being modified. If this permission is not granted, the operation
fails in accordance with 7.11.3.

2) For each of the specified EntryModification arguments applied in sequence, the following permissions
are required:

i) Add permission for the attribute type and for each of the values specified in an addAttribute
parameter. If these permissions are not granted or the attribute already exists, the operation fails in
accordance with 11.3.5.1, item a).

ii) Remove permission for the attribute type specified in a removeAttribute parameter. If this

NOTE 1 - No specific permissions are required for any of the attribute values present within the.attfibute
being removed.

ili) Add permission on each of the attribute values specified in an addValues pardmeter. If [these
permissions are not granted or any of the attribute values already exist, the 'Operation fajls in
accordance with 11.3.5.1, item c).

iv) Remove permission on each of the values specified in a removeValues parameter. If these
permissions are not granted, the operation fails in accordance with 11.3:51; item d).
NOTE 2 - If the end result of a removeValues modification is to rémove the last value of an attfibute

(which causes the attribute itself to be removed), Remove permission is(also required on the specified attfibute
type.

11.3.5.1 Error returns

If the operation fails as defined in 11.3.5, the following procedure applies:

a) If the operation fails as defined in 11.3.5 item 2), sabitém i), the valid error returns are one of: {f the
attribute already exists and discloseOnError or add’is granted to that attribute, an AttributeError| with
problem attributeOrValueAlreadyExists shall<be returned; otherwise a SecurityError with prablem
insufficientAccessRights or noInformation.-shall be returned.

b) If the operation fails as defined in 11.3.5‘item 2), subitem ii), the valid error returns are one f: if
DiscloseOnError permission is granted to the attribute being removed and the attribute exigts, a
SecurityError with problem insufficientAccessRights or nolnformation shall be returned; otherwise,
an AttributeError with problemnoSuchAttributeOrValue shall be returned.

c) If the operation fails as defined in 11.3.5 item 2), subitem iii), the valid error returns are one of: [if an
attribute value already %exXists and discloseOnError or add is granted to that attribute valu¢, an
AttributeError with._problem attributeOrValueAlreadyExists shall be returned; otherjwise,
discloseOnError permission at the attribute level must be verified. If discloseOnError is granted tp the
attribute, a SecurityError with problem insufficientAccessRights or noInformation. shall be retufned;
otherwise, an AttributeError with problem noSuchAttributeOrValue shall be returned.

d) If the operation fails as defined in 11.3.5 item 2), subitem iv), the valid error returns are one ¢f: if
DisclgseOnError permission is granted to any of the attribute values being removed, a SecurityHrror
with ) ‘problem insufficientAccessRights or noInformation shall be returned; otherwise| an
AttributeError with problem noSuchAttributeOrValue shall be returned.

114 Mndify DN

11.4.1 Modify DN syntax

The modifyDN operation is used to change the Relative Distinguished Name of an entry, move an entry to a new
superior in the DIT, or do both. It may be used with object entries or alias entries. If the entry has subordinates, then all
subordinates are renamed or moved accordingly (i.e. the subtree remains intact). The arguments of the operation may
optionally be signed (see 7.10) by the requestor.

NOTES
1 1988-edition systems may use the operation only to change the Relative Distinguished Name of a leaf entry.

2 1993-edition systems may use the operation to move entries to a new superior only if the old superior, the new
superior, the entry, and all its subordinates are in the one DSA.

3 The operation does not move entries to a new DSA; all entries remain in the original DSA.
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4  The operation either succeeds or fails in its entirety; it shall not fail with some entries moved and some not moved.
No intermediate states of the operation shall be externally visible to users of the Directory.

5  Some offline activity may be required following this operation to preserve consistency, for example to update
attributes in any entries that hold Distinguished Name values that refer to the renamed or moved entry(ies).

6  The modifyTimeStamp attribute is not updated for entries subordinate to the renamed or moved entry.

modifyDN  OPERATION := {

ARGUMENT ModifyDNArgument

RESULT ModifyDNResult

ERRORS { nameError | serviceError | referral | securityError | updateError }

CODE id-opcode-modifyDN }
ModifyDNArgument = OPTIONALLY-SIGNED { SET {

object [0] DistinguishedName,

newRDN 1] RelativeDistinguishedName,

deleteOIdRDN 21 BOOLEAN DEFAULT FALSE,

newSuperior 31 DistinguishedName OPTIONAL,

COMPONENTS OF CommonArguments }}
ModjfyDNResult = NULL

11.4{2 Modify DN arguments

The pbject argument identifies the entry whose Distinguished Name is to be modified, *Aliases in the name shajl not be
dereferenced.

The
cha

ewRDN argument specifies the new RDN of the entry. If the operation mioves the entry to a new superior| without
ing its RDN, the old RDN is supplied for this parameter.

If an] attribute value in the new RDN does not already exist in the entry” (either as part of the old RDN or af a non-
distipguished value) it is added. If it cannot be added, an error is retatned.

If the deleteOIdRDN flag is set, all attribute values in the olddRDN which are not in the new RDN are deleted. If this
flag fis not set, the old values should remain in the entry (not as a part of the RDN). The flag shall be set wherea single
valug attribute in the RDN has its value changed by the operation. If this operation removes the last attribute value of an
attribute, that attribute shall be deleted.

The newSuperior argument, if present, specifies'that the entry is to be moved to a new superior in the DIT. The entry
becdmes an immediate subordinate of the eptry with the indicated Distinguished Name, which must be an| already
existing object entry. The new superior shalliot be the entry itself or any of its subordinates, or an alias, or guch that
the moved entry violates any DIT structure-rules. It is possible that entries subordinate to the moved entry may violate
the 4ctive subschema, in which case ‘it is the responsibility of the Subschema Administrative Authprity to
makg subsequent adjustments to thése entries to make them consistent with the subschema, as described ip ITU-T
Rec|X.501  ISO/IEC 9594-2, clause 13.

If th¢ argument is present, the newSuperior bit in the criticalExtensions parameter in CommonArguments shafll be set,
indigating that this extefision is critical.

The |CommonArguments (see 7.3) include a specification of the service controls applying to the request.| For the
purposes of this, 'operation the dontDereferenceAlias option and the sizeLimit component are not relevant|and are
ignofed if provided. Aliases are never dereferenced by this operation.

11.4|3 Modify DN results

Should the request succeed, a result shall be returned, although no information shall be conveyed with it.

11.4.4 Modify DN errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be returned are defined in clause 12.

11.4.5 ModifyDN decision points for basic-access-control

If basic-access-control is in effect for the entry being renamed, the following access controls apply.

— If the effect of the operation is to change the RDN of the entry, Rename permission is required for the
entry being renamed (considered with its original name). If this permission is not granted, the operation
fails in accordance with 11.4.5.1.
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If the effect of the operation is to move an entry to a new superior in the DIT, Export permission is
required for the entry being considered with its original name, and Import permission is required for the

entry being considered with its new name. If either of these permissions is not granted, the operation fails

L Ta P ithkh 11 4 &1
111 atloludadlitC wiul 11.4.0.1.
‘‘‘‘‘‘

1 The Import permission must be provided as prescriptive ACI.

2 No additional permissions are required even if, as a result of modifying the last RDN of the name, a new

distinguished value needs to be added or an old one removed.

11.4.5.1 Error returns

If the o

being

The Dljlecto.ry does not continue to perform an operation beyond the peint at which it.detérmines that an error isfto be
reporte

NOTES

1 An implication of this rule is that the first error encountered can diffef for repeated instances of the same qudry, as
there is pot a specific logical order in which to process a given query. For examplg;\DSAs may be searched in different orders.

2 The rules of error precedence specified here apply only to the abstract service provided by the Directory as a Wwhole.
Different rules apply when the internal structure of the Directory is taken into_account.
Should|the Directory simultaneously detect more than one error; the following list determines which error is repgrted.

An errg

The fol

r higher in the list has a higher logical precedence thaione below it, and is the error which is reported.
a) NameError;

b) UpdateError;

c) AttributeError;

d) SecurityError;

e) ServiceError.

owing errors do not présent any precedence conflicts:

b) Abandoned, which is not reported if an Abandon operation is received simultaneously with the detd
ofvan error. In this case an AbandonFailed error, reporting the problem tooLate is reported along
the report of the actual error encountered;

a) AbandonFailed, because it is specific to one operation, Abandon, which can encounter no other errgr;

ction
with

¢) __Referral, which is not a "real" error, only an indication that the Directory has detected that the DUA

12.2

present its request to another access point.

Abandoned

must

This outcome may be reported for any outstanding directory enquiry operation (i.e. Read, Search, Compare, List) if
the DUA invokes an Abandon operation with the appropriate InvokeID.

abandoned ERROR 2= {--notliterally an "error"
CODE id-errcode-abandoned }

There are no parameters associated with this error.

30
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Abandon Failed

The AbandonFailed error reports a problem encountered during an attempt to abandon an operation.

abandonFailed

ERROR B {

PARAMETER SET {

problem [0] AbandonProblem,
operation [1] Invokeld}
CODE

id-errcode-abandonFailed }

AbandonProblem ::= INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon (3) }

The various parameters have the following meanings.

The |

The {dentification of the particular operation (invocation) to be abandoned.
124 Attribute Error
An AttributeError reports an attribute-related problem.
attrihuteError ERROR = {
PARAMETER SET {
object [0] Name,
problems [1] SET OF SEQUENCE {
problem [0] AttributeProblem,
type [1] AttributeType,
value [2] AttributeValue OPTIONAL }}
CODE id-errcode-attributeError }
AttriputeProblem ::= INTEGER {
noSuchAttributeOrValue (1),
invalidAttributeSyntax ),
undefinedAttributeType 3,
inappropriateMatching @,
constraintViolation ),

The Y
The ¢

One
attrib

a)

b)
)

a)

)

d)

particular problem encountered is specified. Any of the following problems may be indicated:

attributeOrValueAlreadyExists (6) }
arious parameters have.the following meanings.

bbject parameter identifies the entry to which the operation was being applied when the error occurred.

noSuchOperation — When the Directory has no knowledge of the operation which is te 'be abandoned
(this could be because no such invoke took place, or because the Directory has forgottemabout it);

tooLate — When the Directory has already responded to the operation;

cannotAbandon — When an attempt has been made to abandon an operation for' which this is prphibited
(e.g. modify), or the abandon could not be performed.

or more problems may be specified. Each problem (identified below) is accompanied by an indicatiop of the
ute type, and; if necessary to avoid ambiguity, the value, which caused the problem:

noSuchAttributeOrValue — The named entry lacks one of the attributes or attribute values spe¢ified as
an argument of the operation.

ed—s attre atton, does

not conform to the attribute syntax of the attribute type.

undefinedAttributeType — An undefined attribute type was provided as an argument to the operation.
This error may occur only in relation to AddEntry or ModifyEntry operations.

inappropriateMatching — An attempt was made, e.g. in a filter, to use a matching rule not defined for
the attribute type concerned.

constraintViolation — An attribute value supplied in the argument of an operation does not conform to
the constraints imposed by ITU-T Rec. X.501 | ISO/IEC 9594-2 or by the attribute definition (e.g. the
value exceeds the maximum size allowed).

attributeOrValueAlreadyExists — An attempt was made to add an attribute which already existed in the
entry, or a value which already existed in the attribute.
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12.5 Name Error

A NameError reports a problem related to the name provided as an argument to an operation.

nameError ERROR = {
PARAMETER SET {
problem [0] NameProblem,
matched [1] Name }
CODE id-errcode-nameError}
NameProblem = INTEGER ({
noSuchObject v,
aliasProblem 2,
invalidAttributeSyntax A3,
aliasDereferencingProblem @}

The various parameters have the following meanings.

The pafticular problem encountered. Any of the following problems may be indicated:
a) noSuchObject — The name supplied does not match the name of any object.
b) aliasProblem — An alias has been dereferenced which names no object.

c) invalidAttributeSyntax — An attribute type and its accompanying attribute value in an AVA in the|name
are incompatible.

d) aliasDereferencingProblem — An alias was encountered in a situation where it was not allowed or where
access was denied.

The mpatched parameter contains the name of the lowest entry (object or alias).in the DIT that was matched, arld is a
truncated form of the name provided or, if an alias has been dereferenced, of-the resulting name.

NOTE - If there is a problem with the attribute types and/or values irf\the name offered in a Directory operation argphment,
this is reported via a NameError (with problem invalidAttributeSyntax) rather.than as an AttributeError or an UpdateErrox.

12.6 Referral

A Reférral redirects the service-user to one or more access-points better equipped to carry out the requested operatjon.

referral ERROR s= { -- not literally an'error”
PARAMETER SET {
candidate [0] ContinuationReference }
CODE id-errcode-referral }

The erfor has a single parameter which contains a ContinuationReference which can be used to progress the operation
(see ITU-T Rec. X.518 1 ISO/IEC 9594-4).

12.7 Security Error

A SecyrityError reports a-problem in carrying out an operation for security reasons.

securityError ERROR n= {

PARAMETER SET {
problem [0] SecurityProblem }

CODE id-errcode-securityError }

SecurityPreblem u= INTEGER {
%z‘p‘p‘ru‘pﬁﬂfdmfhmﬁmﬁm; th;
invalidCredentials 2),
insufficientAccessRights 3),
invalidSignature @),
protectionRequired (5),
nolnformation )}

The error has a single parameter, which reports the particular problem encountered. The following problems may be
indicated:

a) inappropriateAuthentication — The level of security associated with the requestor’s credentials is
inconsistent with the level of protection requested, e.g. simple credentials were supplied while strong
credentials were required.

b) invalidCredentials — The supplied credentials were invalid.
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c) insufficientAccessRights — The requestor does not have the right to carry out the requested operation.

d) invalidSignature — The signature of the request was found to be invalid.

e) protectionRequired — The Directory was unwilling to carry out the requested operation because the

argument was not signed.

f) nolnformation — The requested operation produced a security error for which no information is

available.

12.8 Service Error

A ServiceError reports a problem related to the provision of the service.

serviceError ERROR = {
PARAMETER SET {

problem [0] ServiceProblem}

CODE id-errcode-serviceError }

ServigeProblem = INTEGER ({
busy ),
unavailable 2),
unwillingToPerform 3),
chainingRequired @),
unableToProceed (5),
invalidReference 6),
timeLimitExceeded @,
administrativeLimitExceeded 8),
loopDetected ),
unavailableCriticalExtension (10),
outOfScope (11),
ditError (12),
invalidQueryReference 13)}

The ¢rror has a single parameter which reports the particular problem encountered. The following problems

indic

hted:

a) busy — The Directory, or some part oflit, is presently too busy to perform the requested operat]
may be able to do so after a short while.

b) unavailable — The Directory, or’some part of it, is currently unavailable.

¢) unwillingToPerform — The/Directory, or some part of it, is not prepared to execute this
e.g. because it would tlead to excessive consumption of resources or violates the policy
Administrative Authority involved.

chaining was-prohibited by means of the chainingProhibited service control option.

e) unableToProceed — The DSA returning this error did not have administrative authority
appropriate naming context and as a consequence was not able to participate in name resolution.

f) invalidReference — The DSA was unable to perform the request as directed by the DU
OperationProgress) — This may have arisen due to using an invalid referral.

g)/~ timeLimitExceeded — The Directory has reached the limit of time set by the user in a service con
partial results are available to return to the user.

may be

on, but

request,
of an

d) chainingRequired - The Directory is unable to accomplish the request other than by chaining, however

for the

A, (via

trol. No

h) administrativeLimitExceeded — The Directory has reached some limit set by an administrative

authority, and no partial results are available to return to the user.

i) loopDetected — The Directory is unable to accomplish this request due to an internal loop.

j) unavailableCriticalExtension — The Directory was unable to satisfy the request because one or more

critical extensions were not available.
k) outOfScope — No referrals were available within the requested scope.
1)  ditError — The Directory is unable to accomplish the request due to a DIT consistency problem.

m) invalidQueryReference — The parameters of the requested operation are invalid. This pro
reported if the queryReference in paged results is invalid.

NOTE - This problem is not supported by 1988 edition systems.
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129 Update Error

An UpdateError reports problems related to attempts to add, delete, or modify information in the DIB.

updateError ERROR = {

PARAMETER SET {
problem [0] UpdateProblem }

CODE id-errcode-updateError }

UpdateProblem ::= INTEGER {
namingViolation 1),
objectClassViolation {2),
notAllowedOnNonLeaf ),
notAllowedOnRDN @),

' 5

ffectsMultipleDSAs ©),

The e
indicated:

o
~

b)

c)

d)

e)

f)

g)

bjectClassModificationProhibited ™}

or has a single parameter, which reports the particular problem encountered. The following problems m

NOTE - The UpdateError is not used to report problems with attribute types, values, or constraint violations encou|
in an AJdEntry, RemoveEntry, ModifyEntry; or ModifyDN operation. Such problems are reported via an AttributeError.

ay be

namingViolation — The attempted addition or modification wouid violate the structare rules of the I)IT as
defined in the Directory schema and ITU-T Recommendation X.501 | ISO/IEE 9594-2. That is, it would
place an entry as the subordinate of an alias entry, or in a region of the DIT<pot permitted to a memper of

its object class, or would define an RDN for an entry to include a forbidden attribute type.

objectClassViolation — The attempted update would produce an entty inconsistent with the rul¢s for

entry content; for example, its object class definition, the DIT content rules, or with the definitid
ITU-T Rec. X.501 | ISO/IEC 9594-2 as they pertain to object classes.

notAllowedOnNonLeaf — The attempted operation is only-allowed on leaf entries of the DIT.

notAllowedOnRDN - The attempted operation would affect the RDN (e.g. removal of an attribute
is a part of the RDN).

ns of

which

entryAlreadyExists — An attempted AddEntry or ModifyDN operation names an entry which already

exists.

affectsMultipleDSAs — An attempted update would need to operate on multiple DSAs wher{
operation is not permitted.

objectClassModificationProhibited — An operation attempted to modify the structural object class
entry.

e this

of an

htered
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Annex A

Abstract Service in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object definitions contained in this Directory
Specification in the form of the ASN.1 module DirectoryAbstractService.

DirectoryAbstractService {joint-iso-ccitt ds(5) module(1) directoryAbstractService(2) 2}
DEF b+
BEGIN

-- EX[PORTS All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to(access
-- Directory services. Other applications may use them for their own purposes, but this will not-constrain
-- extensions and modifications needed to maintain or improve the Directory service.

IMPQRTS
informationFramework, distributedOperations, authenticationFramework, dap
FROM UsefulDefinitions {joint-iso-ccitt ds(5) module(1) usefulDefinitions(0) 2}

Attribute, AttributeType, AttributeValue, AttributeValueAssertion, DistinguishedName, Name,
RelativeDistinguishedName, SupportedAttributes, ATTRIBUTE, MATCHING-RULE
FROM InformationFramework informationFramework

OperationProgress, ReferenceType, Exclusions, AccessPoint, ContinuationReference
FROM DistributedOperations distributedOperations

CertificationPath, SIGNED {}, SIGNATURE {}, AlgorithmlIdentifier
FROM AuthenticationFramework authenticationFramework

id-opccde-read, id-opcode-compare, id-opcode-abandon, id-opcode-list, id-opcode-search,
id-opcode-addEntry, id-opcode-removeEntry, id-opcode-modifyEntry, id-opcode-modifyDN,
id-errcode-abandoned, id-errcode-abandonFailed, id-errcode-attributeError,
id-errcode-nameError, id-errcode-referral; id-errcode-securityError, id-errcode-serviceError,
id-errcode-updateError

FROM DirectoryAccessProtocol-dap

OPERATION, ERROR
FROM Remote-Operations-Information-Objects {joint-iso-ccitt remote-operations(4)
informationObjects(5) version1(0) }

emptyUnbind
FROM Remote-Operations-Useful-Definitions {joint-iso-ccitt remote-operations(4)
useful-definitions(7) version1(0)}

Invokeld
FROM Remote-Operations-Generic-ROS-PDUs {joint-iso-ccitt remote-operations(4)
generic-ROS-PDUs(6) version1(0)} ;

-- Pajpameterized type for representing optional signing --

OPTIONALLY-SIGNED {Type} = CHOICE {
unsigned Type,
signed SIGNED {Type}}

-- Common data types --

CommonArguments u= SET {
serviceControls [30] ServiceControls DEFAULT {},
securityParameters [29] SecurityParameters OPTIONAL,
requestor [28] DistinguishedName OPTIONAL,

operationProgress [27]  OperationProgress

DEFAULT { nameResolutionPhase notStarted },
aliasedRDNs [26] INTEGER OPTIONAL,
criticalExtensions [25] BIT STRING OPTIONAL,
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referenceType [24] ReferenceType OPTIONAL,
entryOnly [23] BOOLEAN DEFAULT TRUE,
exclusions [22] Exclusions OPTIONAL,
nameResolveOnMaster
[21] BOOLEAN DEFAULT FALSE }
CommonResults = SET {
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE }
ServiceControls = SET {
options [0] BIT STRING {
preferChaining 0),
T,
localScope (2),
dontUseCopy ),
dontDereferenceAliases @,
subentries 5),
copyShallDo (6) } DEFAULT {},
riority [1] INTEGER { low (0), medium (1), high (2) } DEFAULT medium,
meLimit [2] INTEGER OPTIONAL,
zeLimit [31 INTEGER OPTIONAL,
opeOfReferral [4] INTEGER { dmd(0), country(1) } OPTIONAL,
ttributeSizeLimit [5] INTEGER OPTIONAL }
EntryIpformationSelection ::= SET {
ttributes CHOICE {
allUserAttributes [0] NULL,
select 1] SET OF AttributeType
-- empty set implies no attributes are requested -- } DEFAULT allUserAfttributes : NULL,
infoTypes [2] INTEGER {
attributeTypesOnly 0),
attributeTypesAnd Values (1) } DEFAULT attributeTypesAndValues,
¢xtraAttributes CHOICE {

allOperationalAttributes

3]

NULL,

select [4] SET, OF AttributeType } OPTIONAL }
EntryInformation =  SEQUENCE {
ame Name,
omEntry BOOLEAN.DEFAULT TRUE,
ormation SET OF CHOICE {
attributeType AttributeType,
attribute Attribute } OPTIONAL,
ipcompleteEntry [3] BOOLEAN DEFAULT FALSE -- not in 1988-edition systems -- }
Filter : CHOICE {
i [0] FilterItem,
[1] SET OF Filter,
2] SET OF Filter,
[3] Filter }
FilterItfm CHOICE {
[0] AttributeValueAssertion,
=3 SEQUENCEE-
type ATTRIBUTE.&id ({SupportedAttributes}),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributes}{ @substrings.type}),
any [1] ATTRIBUTE.&Type
({SupportedAttributes}{ @substrings.type}),
final [2] ATTRIBUTE.&Type
({SupportedAttributes}{ @substrings.type})}},
greaterOrEqual [2] AttributeValueAssertion,
lessOrEqual [3] AttributeValueAssertion,
present [4] AttributeType,
approximateMatch  [5] AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion }
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MatchingRuleAssertion ::= SEQUENCE {

matchingRule [1] SET SIZE (1.MAX) OF MATCHING-RULE.&id,
type [2] AttributeType OPTIONAL,
matchValue [3] MATCHING-RULE.&AssertionType ( CONSTRAINED BY {

-- matchValue must be a value of type specified by the &AssertionType field of
-- one of the MATCHING-RULE information objects identified by matchingRule -- } ),

dnAttributes [4] BOOLEAN DEFAULT FALSE }
PagedResultsRequest = CHOICE {
newRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE OF SortKey OPTIONAL,
reverse [1] BOOLEAN DEFAULT FALSE,
unmerged [2] BOOLEAN DEFAULT FALSE },
lLml@fe_rence OCTET STRING }
SortKey u= SEQUENCE {
type AttributeType,
orderingRule MATCHING-RULE.&id OPTIONAL }
SecurityParameters ::= SET {
certification-path [0] CertificationPath OPTIONAL,
name [1] DistinguishedName OPTIONAL,
time [2] UTCTime OPTIONAL,
random [31 BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL }
ProtdctionRequest  ::= INTEGER { none(0), signed (1) }

-- Bind and unbind operations --

direcforyBind OPERATION ::= {
ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
ERRORS { directoryBindError } }
DiredtoryBindArgument = SET {
credentials [0] Credentials OPTIONAL,
versions [1] Versions DEFAULT {v1}}
Credpntials ::= CHOICE {
simple [0] SimpleCredentials,
strong [1] StrongCrédentials,
externalProcedure [2] EXTERNAL }
SimpjeCredentials  ::= SEQUENCE {
name [0] DistinguishedName,
validity [H SET {
timel [0] UTCTime OPTIONAL,
time2 1 UTCTime OPTIONAL,
random} [2] BIT STRING OPTIONAL,
random? [3] BIT STRING OPTIONAL} OPTIONAL,
password [2] CHOICE {
unprotected OCTET STRING,
protected SIGNATURE {OCTET STRING} } OPTIONAL}
Strong€redentials——= SET-
certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token,
name [2] DistinguishedName OPTIONAL }
Token ::= SIGNED { SEQUENCE {

algorithm [0] AlgorithmlIdentifier,

name [1] DistinguishedName,

time [2] UTCTime,

random [3] BIT STRING }}
Versions = BIT STRING {v1(0)}
DirectoryBindResult n= DirectoryBindArgument
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directoryBindError ERROR = {
PARAMETER SET {
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError 1] ServiceProblem,
securityError [2] SecurityProblem }}}
directoryUnbind OPERATION ::= emptyUnbind

-- Operations, arguments, and results --

read OPERATION ::= {
ARGUMENT ReadArgument
RESULT ReadResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
secarityError}
CODE id-opcode-read }
ReadAfrgument = OPTIONALLY-SIGNED { SET {
¢bject [0] Name,
gelection [1] EntryInformationSelection DEFAULT { },
modifyRightsRequest
[2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments }}
ReadResult ::= OPTIONALLY-SIGNED { SET {
¢ntry [0] EntryInformation,
odifyRights [1] ModifyRights OPTIONAL,
OMPONENTS OF CommonResults }}
ModifyRights u= SET OF SEQUENCE {
em CHOICE {
entry [0] NULL,
attribute 1] AttributeType,
value [2] AttributeValueAssertion },
ermission [3] BIT STRING { add (0), remove (1), rename (2) , move(3) }}
compare OPERATION := {
RGUMENT CompareArgument
SULT CompareResult
RRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
ODE id-opcode-compare }
CompareArgument ::= OPTIONALLY-SIGNED { SET {
bject [0] Namie,
urported 11 AttributeValueAssertion,
OMPONENTS OF CommonArguments }}
CompajreResult u= OPTIONALLY-SIGNED { SET {
ame Name OPTIONAL,
atched [0] BOOLEAN,
omEntry [1] BOOLEAN DEFAULT TRUE,
atchedSubtype [2] AttributeType OPTIONAL,
OMPONENTS OF CommonResults }}
aband OPERATION ::= {
RGUMENT AbandonArgument
RESULT AbandonResult
ERRORS { abandonFailed }
CODE id-opcode-abandon }
AbandonArgument ::= SEQUENCE {
invokelD [0] Invokeld }
AbandonResult = NULL
list OPERATION ::= {
ARGUMENT ListArgument
RESULT ListResult
ERRORS { nameError | serviceError | referral | abandoned | securityError }
CODE id-opcode-list }
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ListArgument u= OPTIONALLY-SIGNED { SET {
object [0] Name,
pagedResults [1] PagedResultsRequest OPTIONAL,
COMPONENTS OF CommonArguments }}
ListResult u= OPTIONALLY-SIGNED { CHOICE {
listInfo SET {
name Name OPTIONAL,
subordinates [1] SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE },
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults},
—uncorretatedEistinfo
[0] SET OF ListResult }}
PartiplOutcomeQualifier = SET {
limitProblem [0] LimitProblem OPTIONAL,
unexplored [1] SET OF ContinuationReference OPTIONAL,
unavailableCriticalExtensions
2] BOOLEAN DEFAULT FALSE,
unknownErrors [3] SET OF ABSTRACT-SYNTAX.&Type OPTIONAL,
queryReference [4] OCTET STRING OPTIONAL }
Limi{Problem u= INTEGER ({
timeLimitExceeded (0), sizeLimitExceeded (1), administrativeLimitExceeded, (2)
search OPERATION := {
ARGUMENT SearchArgument
RESULT SearchResult
ERRORS { attributeError | nameError | serviceError| referral | abandoned |
securityError }
CODE id-opcode-search }
Sear¢hArgument = OPTIONALLY-SIGNED { SET.{
baseObject [0} Name,
subset [1] INTEGER ({
baseObject(0), oneLevel(1), wholeSubtree(2)} DEFAULT baseObject,
filter [2] Filter DEFAULT and : { },
searchAliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntryInformationSelection DEFAULT { },
pagedResults [5] PagedResultsRequest OPTIONAL,
matchedValuesOnly
[6] BOOLEAN DEFAULT FALSE,
extendedFilter A Filter OPTIONAL,
COMPONENTS OF CommonArguments }}
Sear¢hResult B2 OPTIONALLY-SIGNED { CHOICE {
searchInfo SET {
name Name OPTIONAL,
entries [0] SET OF EntryInformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults },
uncorrelatedSearchInfo
[0 SET OF SearchResult Jf
addEntry OPERATION := {
ARGUMENT AddEntryArgument
RESULT AddEntryResult
ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }
CODE id-opcode-addEntry }
AddEntryArgument ::= OPTIONALLY-SIGNED { SET {
object [0] Name,
entry [1] SET OF Attribute,
targetSystem [2] AccessPoint OPTIONAL,
COMPONENTS OF CommonArguments}}
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AddEntryResult = NULL

removeEntry OPERATION ::= {
ARGUMENT RemoveEntryArgument
RESULT RemoveEntryResult
ERRORS { nameError | serviceError | referral | securityError | updateError }
CODE id-opcode-removeEntry }

RemoveEntryArgument u= OPTIONALLY-SIGNED { SET {
object [0] Name,
COMPONENTS OF CommonArguments }}

NULL

modifyEntry OPERATION ::= {
ARGUMENT ModifyEntryArgument

RemoveEntryResult

44
1]

ESULT ModifyEniryResult

RRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }

ODE id-opcode-modifyEntry }

ModifyEntryArgument 0= OPTIONALLY-SIGNED { SET {
¢bject [0] Name,

¢hanges [1] SEQUENCE OF EntryModification,
COMPONENTS OF CommonArguments }}

NULL

EntryModification CHOICE {
ddAttribute [0] Attribute,
emoveAttribute 1] AttributeType,
ddValues [2] Attribute,
emoveValues [3] Attribute}

modifyDN OPERATION ::= {
ARGUMENT ModifyDNArgument
RESULT ModifyDNResult
RRORS { nameError | serviceError | referral\'securityError | updateError }
ODE id-opcode-modifyDN }

Modify)DNArgument ::= OPTIONALLY-SIGNED { SET {
bbject [0] DistinguishedName,
ewRDN (1] RelativeDistinguishedName,
leleteOldRDN [2] BOOLEANDEFAULT FALSE,
hewSuperior [3] DistinguishedName) OPTIONAL,
OMPONENTS OF CommonArguments }}

ModifyiDNResult u= NULL

ModifyEntryResult

-- Errdrs and parameters --

abanddned ERROR = {-- not literally an "error"
ODE id-errcode-abandoned }

abandgnFailed ERROR 3= {
PARAMETER’SET {
problem [0] AbandonProblem,
eperation [1] Invokeld }
ODE id-errcode-abandonFailed }

Vie AWM |

Abanden

7

attributeError ERROR
PARAMETER SET {
object [0] Name,
problems [1] SET OF SEQUENCE {
problem [0] AttributeProblem,
type [1] AttributeType,
value [2] AttributeValue OPTIONAL }}
CODE id-errcode-attributeError }

AttributeProblem u= INTEGER {
noSuchAttributeOrValue (1),
invalidAttributeSyntax 2),
undefinedAttributeType 3),

I
—~—
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inappropriateMatching 4),
constraintViolation (5),
attributeOrValueAlreadyExists 6)}
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nameError ERROR u= {
PARAMETER SET {
problem [0] NameProblem,
matched [1] Name }
CODE id-errcode-nameError}
NameProblem HE INTEGER {
noSuchObject 1),
aliasProblem ),
invalidAttributeSyntax A3),
aliasDereferencingProblem  (4) }
referral ERROR = {-- not literally an "error”
PARAMETER SET {
candidate [0] ContinuationReference }
CODE id-errcode-referral }
securjtyError ERROR = {
PARAMETER SET {
problem [0] SecurityProblem }
CODE id-errcode-securityError }
SecurjityProblem = INTEGER {
inappropriateAuthentication 1),
invalidCredentials ),
insufficientAccessRights A3,
invalidSignature @),
protectionRequired S),
nolnformation 6)}
servi¢eError ERROR = {
PARAMETER SET {
problem [0] ServiceProblem}
CODE id-errcode-serviceError }
Servi¢eProblem ::= INTEGER {
busy 1),
unavailable (2),
unwillingToPerform 3),
chainingRequired @),
unableToProceed (5),
invalidReference 6),
timeLimitExceeded ),
administrativeLimitExceeded (8),
loopDetected 9),
unavailableCriticalExtension (10),
outOfScope (11),
ditError 12),
invalidQueryReference 13) }
updateError ERROR = {
PARAMETER SET {
problem [0}—YpdatePreblem}
CODE id-errcode-updateError }
UpdateProblem u= INTEGER {
namingViolation 1),
objectClassViolation 2),
notAllowedOnNonLeaf 3),
notAllowedOnRDN ),
entryAlreadyExists (5),
affectsMultipleDSAs (6),

objectClassModificationProhibited (7)}
END
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Annex B

Operational semantics for Basic Access Control
(This annex does not form an integral part of this Recommendation | International Standard)

This annex contains a number of charts that describe the semantics associated with Basic Access Control as it applies to
the processing of a Directory operation (see Figures B.1 to B.16).

Alias Dereferencing on Name Resolution

resultin
ContinuationReference?

Read granted to
alias entry?

Read granted to
AliasedObjectName attribute
type and its value?

:v Continue

TISO3060-94/d02

matched = name of alias

NameError with
 aliasDereferencingProblem

Figure B.1 — Alias Dereferencing in Name Resolution

Return of NameError Procedure

|

Matched object corresponds to next superior
entry for which DisclosureOnError is granted
(root if no such entry can be found)

ameError with

noSuchObject

TISO3070-94/d03

Figure B.2 — Return of Name Error
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Non-Disclosure Procedure

DiscloseOnError
granted for entry?

List or Search?

A

Return of NameError
. procedure

SecurityError with
sufficientAccessRights or
nolnformation

TISO3080-94/d04

 return empty set of results

Figure B.3 — Non-Disclosure of the Existence of an Entry

ITU-T Rec. X.511 (1993 E)

43


https://standardsiso.com/api/?name=1c846adb98451712dc29e3106e2c3974

ISO/IEC 9594-3 : 1995 (E)

Return of DN

ReturnDN granted ?

List operation ?

alias name available? DAP operation if entry

gorrespondto (base) object

entry corresponds
to (base) object of DAP
operation?

eturn (base) objectname as. )
__supplied by DAP operation -

omit entry information :
(in Search)

Figure B.4 — Return of Distinguished Name

TISO3090-94/d05
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Read Operation

Read granted to entry? Non-disclosuré_pr_pc_:edufe; "

eturn of DN procedure to obtai

incompleteEntry = FALSE name to be supplied in result

v

selection
emply?

Finished

—— For each attribute in selection ' L
o Such Attribute or Valte
Read Procedure

Read
granted to
attribute

type?

Attribute
present in

entry?

No

Attribgte types and values
required?

DiscloseOnError granted to
attribute type?

include attribute type

incompleteEntry = TRUE | |
[

Finished

> For each-attribute value

Yes

Read granted to atiribute
value?

DiscloseOnError granted to
attribute value?

incompleteEntry = TRUE I | include attribute value

1 ]

TISO3100-94/d06

Figure B.5 — Read Operation
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