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Foreword

ISO (the International Organization for Standardization) and<IEC (the Inkernational
Electrotechnical Commission) form the specialized system.for worldwide jtandardiz-
ation, National bodies that are members of ISO or IEC(participate in the d¢velopment
of International Standards through technical committees established by th¢ respective
organization to deal with particular fields of technical activity. ISO.and IE{ technical
committees collaborate in fields of mutual interest: Other international orgpnizations,
governmental and non-governmental, in liajson.with ISO and IEC, also takd part in the
work.

In the field of information technoldgy, ISO and IEC have established a joint technical
committee, ISO/IEC JTC 1. Draft International Standards adopted by the joint
technical committee are circulated to national bodies for voting. Publicgtion as an
International Standard requires approval by at least 75 % of the national boglies casting
a vote.

International Standard ISO/IEC 9594-3 was prepared by Joint Technical [Committee
ISO/IEC JTC L7 Information technology.

ISO/IEC*9594 consists of the following parts, under the general title Ipformation
technglogy — Open Systems Interconnection — The Directory:

1 Part 1: Overview of concepts, models and services
—  Part 2: Models

—  Part 3: Abstract service definition

— Part 4: Procedures for distributed operation

— Part 5: Protocol specifications

— Part 6: Selected attribute types

— Part 7: Selected object classes

— Part 8: Authentication framework

Annexes A and B form an integral part of this part of ISO/IEC 9594,

it
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Introdugtion

0.1 This part of ISO/IEC 9594, together with the other parts, has been produced to facilitate the interconnection of
informatior] processing systems to provide directory services. The set of all such systems, together“with the dirgctory
informatior] which they hold, can be viewed as an integrated whole, called the Directory. The infé6rmation held by the
Directory, gollectively known as the Directory Information Base (DIB), is typically used to facilitdtejcommunication beween,
with or abodit objects such as application entities, people, terminals, and distribution lists.

0.2 The Directory plays a significant role in Open Systems Interconnection, whose dim-is to allow, with a minimpm of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:
« from|different manufacturers;
e undef different managements;
» of different levels of complexity; and

« of different ages.
0.3 This part of ISO/IEC 9594 defines the capabilities provided by the Directory to its users.

0.4 Anney A provides the ASN.1 module which contains'all the definitions associated with the Abstract Service

iv
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Information technology — Open Systems Interconnection —
The Directory — | |

Part 3:
Abstract service definition

SECTION 1: GENERAL

1 Scope
1.1 - This part of ISO/IEC 9594 defines in an aibstract way

the ex

ernally visible service provided by the Directory.

1.2 This part of ISO/IEC 9594 does not specify

indivi

fual implementations or products.

2 Normative references

The fqllowing standards contain provisions which, through

refere
ISO/I

hce in this text, constitute provisions of this part of
EC 9594, At the time of publication, the editions

indicated were valid. All standards are subject to revision,
and parties to agreements based on this part of
ISO/IEC 9594 are encouraged to investigate the possibility
of apglying the most recent editions of the standards listed

below.

Members of IEC and ISO maintain registers of:

currerjtly valid International Standards.

ISO 7

198:1984, Information Processing Systems —
Open Systems Interconnection —

Basic Reference Model.

ISO/IEC 8824:1990, Information Technology — Open

ISO/1

1SO/1

Systems InterConnection —
Specification of Abstract Syntax
Notatiofi One (ASN.1).

EC 9072-1:1989, Information Processing Systems —
Text Communication — Remote
Operations — Part 1: Model, Nota-
tion and Service Definition.

FC 9072-2:1989, Information Processing Systems —
Text Communication — Remote
Qperations — Part 2: Protocol

ISO/IEC 9594-4:1990,

ISO/IEC 9594-5:1990,

ISO/IEC 9594-6:1990,

ISO/IEC 9594-7:1990,

ISO/IEC 9594-8:1990,

ISO/IEC 10021-3:1990, Information Technolo

3 Definitions

3.1 Basic Directory Definitions

This part of ISO/IEC 9594 makes use of th
terms defined in ISO/IEC 9594-1:

Information Technology
Systems Interconnection
Directory — Part 4: Pro|
Distributed Operation.

Information Technology
Systems Interconnection
\Directory — Part 5: Pro|
Specifications.

Information Technology
Systems Interconnection

— Open
- The
cedures for

— Open
— The
Yocol

— Open
— The

Directory — Part 6: Seldcted At-

tribute Types.

Information Technology
Systems Interconnection
Directory — Part 7: Selé
Classes.

Information Technology
Systems Interconnection
Directory — Part 8: Aul
Framework.

Communication — Mes:
Oriented Text Interchan
(MOTIS) — Part 3: Abs
Definition.

— Open
— The
cted Object

~- Open
— The
hentication

— Text
age

be System
tract Service

e following

Specification,

ISO/IEC 9594-1:1990, Information Technology — Open

Systems Interconnection — The
Directory — Part 1: Overview of
Concepts, Models and Services.

ISO/IEC 9594-2:1990, Information Technology — Open

Systems Interconnection — The
Directory — Part 2: Models.

a) Directory;

b) Directory Information Base;

c) (Directory) User.

3.2 Directory Model Definitions

This part of ISO/IEC 9594 makes use of the following
terms defined in ISO/IEC 9594-2:

a) Directory System Agent;

b) Directory User Agent.
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33 Directdry Information Base Definitions

This part of ISO/IEC 9594 makes use of the following
terms defined in ISO/IEC 9594-2:

a) alias entry;
b) Directory Information Tree;

c) (Directory) entry;

3.6 Distributed Operations Definitions

This part of ISO/IEC 9594 makes use of the following
terms defined in ISO/IEC 9594-4:

a) chaining;

b) referral.

3.7 Abstract Service Definitions

d) imnjediate superior;

e) imnjediately superior entry/object;

f) objact;

g) objdct class;
h) objgct entry;
i) subgrdinate;

j} supgrior.

3.4 Dinectory Entry Definitions

This part pf ISO/IEC 9594 makes use of the following
terms defiped in ISO/IEC 9594-2:

ute value assertion.

3.5 Name Definitions

This part pf ISO/IEC 9594 makes use of the following
terms defi[ed in ISO/IEC 9594-2:

a) aliap, alias name;
b) distinguished name;
¢) (dirpctory) name
d) purported name;

e) relative distinguished-name.

For the purpose of this part of ISO/IEC 9594 the following
definitions apply:

3.7.1 filter: An assertion about the presence or value of
certain attributes of an entry in order to limit the scope of a
search;

3.7.2 service controls: Parafmeters conveyed as part of an
abstract-operation which.Genstrain various aspects of its
performance.

3.7.3 originator; The user that originated an opergtion.

4 Abbreviations

This.patt of ISO/IEC 9594 makes use of the following
abbreviations:

AVA Attribute Value Assertion

DIB Directory Information Base
DIT Directory Information Tree
DSA Directory System Agent

DUA Directory User Agent

DMD Directory Management Domain
RDN Relative Distinguished Name

5 Conventions

This part of ISO/IEC 9594 makes use of the abstract service
definition conventions defined in ISO/IEC 10021-3.
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SECTION 2: ABSTRACT SERVICE

6 Overview of the Directory Service

6.1 As described in ISO/IEC 9594-2, the services of the
Directdry are provided through access points t0 DUAS,
each acting on behalf of a user. These concepts are
depicted in figure 1.

1990 (E)

The DUA consumes the services provided by the

Directory.

6.5 The ports cited from 6.2 through 6.4 can

be defined

Directory

Access Point

fv*

The

user Directory

Figure 1 —Access to the Directory

6.2 Iy principle, access points to the Directory may be of

differe
servicg

object

definesd

can p

COITESy)

63 U
Directd

nt types, providing different combinations of
s. It is valuable to consider the Directory as an
supporting a number of types of port. Each port
a particular kind of interaction which the Directory
irticipate in with a DUA. Each accesspeoint
onds to a particular combination of port types.

sing the notation defined in ISO/IEE-8505-3, the
ry can be defined as follows:

directory

The D
suppor
inthe |
the DIJ
of entr,

OBJECT

PORTS { readPort [S],
seatchPort [S],
modifyPott [S1}

= id-ot-directory

rectory suppli€s operations via: Read Ports, which
[ reading ififormation from a particular named entry
DIB; SearchPorts, which allow more 'exploration’ of
B; and\Modify Ports, which enable the modification
es.in the DIB.

as 1oliows:

readPort
PORT
CONSUMER INVOKES {
Read, Compare, Ahandon}
= id-pt-read
searchPart
PORT
CONSUMER INVOKES {
List,’Search}
= id-pt-search

modifyPort
PORT
CONSUMER INVOKES {
AddEntry, RemoveEntry,
ModifyEntry, ModifyRDN}
= id-pt-modify

6.6 The operations from the readPort, searc
the modifyPort are defined in clauses 9, 1
respectively.

6.7 These ports are used only as a method of
the description of the Directory service. Confi
Directory operations is specified in ISO/IEC 95

7 Information Types

7.1 Introduction

7.1.1 This clause identifies, and in some case
number of information types which are subseq
in the definition of Directory operations. The i
types concerned are those which are common tg
one operation, are likely to be in the future, o
sufficiently complex or self-contained as to g
defined separately from the operation which usg

hPort and
0, and 11

structuring
brmance to
D4.-5.

b defines, a
ently used
formation
more than
which are
nerit being
s them.

Note -

It is intended that in the future there may be other types

of Directory port.

64 S

imilarly, a DUA (from the viewpoint of the

Directory) can be defined as follows:

dua

0BJECT
PORTS { readPort [C],
searchPort [C],
modifyPort [C]}
u= id-ot-dua

7.1:2—Severat of The informmation Types

sed in the

definition of the Directory service are actually defined

elsewhere. Subclause 7.2 identifies these

types and

indicates the source of their definition. Each of the

remaining subclauses (7.3 through 7.11) ide
defines an information type.

ntifies and
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7.2 Information Types Defined Elsewhere

7.2.1 The following information types are defined in
ISO/IEC 9594-2:

a) Attribute;
b) AttributeType;
c) AttributeValue;

d) AttributeValueAssertion;

7.3.2.1  The ServiceControls component is specified in
7.5. Its absence is deemed equivalent to there being an
empty set of controls.

7.3.2.2  The SecurityParameters component is
specified in 7.9. Its absence is deemed equivalent to there
being an empty set of security parameters.

7.3.2.3 The requestor Distinguished Name identifies
the originator of a particular abstract-operation. It holds the

e) DistinguishedName;

f) Name;

2) RelativeDistinguishedName.
7.2.2 The following information type is defined in
ISO/IEC 9594-6:

a) PresentationAddress.
7.2.3 The following information types are defined in
ISO/IEC 9594-8:

a) Certificate;

b) SIGNED;

¢) CertificationPath.

7.2.4 The following information types are defined in ISO
9072-1:

a) InyokelD.

7.2.5 The following information types are defined in ISO
9594-4:

a) OperationProgress;

b) ContinuationReference.

73 C

7.3.1 The CommonArguments information may be
present td qualify the invocation of each operation that the
Directory|can perform.

mmon Arguments

CommonArguments = ~“\SET{
[3p] ServiceControls DEFAULT {},
[2B] SecurityParameters DEFAULT {},
reguestor [28] DistinguishedName
OPTIONAL,
[2[7] 7"OperationProgress DEFAULT {notStarted},

name of the user as identified at the time of binding to the
Directory. It may be required when the request |is to be
signed (see 7.10), and shall hold the namerof-the yser who
initiated the request.

7.3.24 The OperationProgress’ defines the rple that
the DSA is to play in the disfributed evaluation of the
request. It is more fully defined in ISO/IEC 9594-4,

7.3.2.5  The aliasedRDNs component indicatef to the
DSA that the object, component of the operation was
created by the dereferencing of an alias on an earlier
operation attempt; The integer value indicates the[number
of RDNs in‘the object that came from dereferenging the
alias. (The _value would have been set in the |referral
response ©of the previous operation.)

7.3.2.6 The extensions component proviides a
mechanism to express standardized extensions to the form
of the argument of a Directory abstract-operation.

Note — The form of the result of such an extended jbstract-
operation is identical to that of the non-extended |version.
(Nonetheless, the result of a particular extended abstract-
operation may differ from its non-extended counterpart)

The subcomponents are as defined in 7.3.2.6.1 through
7.3.2.6.3.

7.3.2.6.1 The identifier serves to identify a particular
extension. Values of this component shall be assighed only
by future versions of ISO/IEC 9594.

7.3.2.6.2 The critical subcomponent allows the orjginator
of the extended abstract-operation to indicate fhat the
performance of only the extended form of the gbstract-
operation is acceptable (i.e. that the non-extended form is
not acceptable). In this case the extensions is g critical
extension. If the Directory, or some part of it, is unable to
?prf‘nrm a-critical-extension-it-returns—an-indication of

extensions X
OPTIONAL }
Extension = SET{
Identifier [0]  INTEGER,
critical {11  BOOLEAN DEFAULT FALSE,
item [2]  ANY DEFINED BY Identifier}

7.3.2 The various components have the meanings as
defined in 7.3.2.1 through 7.3.2.4.

unavailableCriticalExtension (as a serviceError or
PartialOutcomeQualifier). If the Directory is unable to
perform an extension which is not critical, it ignores the
presence of the extension.

7.3.2.6.3 The item subcomponent provides the
information needed for the Directory to perform the
extended form of the abstract-operation.
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7.4 Common Results

7.4.1 The CommonResults information should be
present to qualify the result of each retrieval operation that
the Directory can perform.

CommonResults ::= SET{
[30] SecurityParameters OPTIONAL,
performer [29] Distinguisheddame OPTIONAL,

ISO/IEC 9594-3 : 1990 (E)

7.5.2.1 The options component contains a number of
indications, each of which, if set, asserts the condition
suggested. Thus: '

a) preferChaining indicates that the preference is that
chaining, rather than referrals, be used to provide
the service. The Directory is not obliged to follow
this preference;

b) _chainingProhibi indicates that chaining, and

aliasDereferenced—281—BOOLEAN-—BEFAULT-FALSE}

7.4.2 [The various components have the meanings as
defined in 7.4.2.1 through 7.4.2.3.

74.21 The SecurityParameters component is
specifigd in 7.9. Its absence is deemed equivalent to there
being an empty set of security parameters.

7.4.22( The performer Distinguished Name identifies

the performer of a particular operation. It may be required
when tle result is to be signed (see 7.10) and shall hold the
name of the DSA which signed the result.

74.2.3 The aliasDereferenced component is set to
TRUE when the purported name of an object or base object
which is the target of the operation included an alias which
was defeferenced.

7.5 Service Controls

7.5.1 |A ServiceControls parameter contains the
controlp, if any, that are to direct or constrain the provisiofn
of the service.

ServicgControls i= SET{
oplions [0] BIT STRING {
preferChaining(0),
chainingProhibited (1),
localScope (2),
dontUseCopy (3),
dontDereferenceAliases(4)}
DEFAULT {},

priority [1] INTEGERA
low (0),
medium (1);
high (2)4 DEFAULT medium,

timeLimit 2]  INTEGER OPTIONAL,
sizeLintit {31  INTEGER OPTIONAL,

dmd(0),
country(1)}
OPTIONAL }

7.5.2 The various components have the meanings as
defined in 7.5.2.1 through 7.5.2.5.

other methods of distributing the request pround the
Directory, are prohibited;

¢) localScope indicates that the.operation is to be
limited to a local scope . The definitipn of this
option is itself a local matter)for example, within a
single DSA or a single BMD;

d) dontUseCopy indicates that copied information (as
defined in ISOAEC9594-4 shall not be used to
provide the service;

e) dontDereferenceAliases indicates thaf any alias
used to identify the entry affected by an operation is
not to be dereferenced.

Note - This is necessary to allow reference|to an alias
entry itself rather than the aliased entry, e.g.] in order to
read the alias entry.

If this component is omitted, the following ar¢ assumed:
no preference for chaining but chaining not prohibited, no
limit on the scope of the operation, use of copy|permitted,
and aliases shall be dereferenced (except for modify
operations where aliases shall never be dereferenced).

7.5.2.2 The priority (low, medium or high) at which the ser-
vice is to be provided. Note that this is not a guaranteed ser-
vice in that the Directory, as a whole, does not| implement
queuing. There is no relationship implied with|the use of
‘priorities’ in underlying layers.

7.5.2.3 The timeLimit indicates the maximum elapsed
time, in seconds, within which the servicg¢ shall be
provided. If the constraint cannot be met, 4n error is
reported. If this component is omitted, no tigne limit is
implied. In the case of time limit exceeded op a List or
Search, the result is an arbitrary selectipn of the
accumulated results.

Note -—— This component does not imply the length of time
spent processing the request during the elapsed time: any

scopebfReferral—H4——INTERER——————————Tromber of DSAs Ty be—inmvotved i processimg-the request

during the elapsed time.

7.5.2.4  The sizeLimit is only applicable to List and
Search operations. It indicates the maximum number of
objects to be returned. In the case of size limit exceeded,
the results of List and Search may be an arbitrary selection
of the accumulated results, equal in number to the size
limit. Any further results shall be discarded.

7.52.5  The scopeOfReferral indicates the scope to
which a referral returned by a DSA should be relevant.
Depending on whether the values dmd or country are
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selected, only referrals to other DSAs within the selected
scope shall be returned. This applies to the referrals in both
a Referral error and the unexplored parameter of List and
Search results.

7.5.3 Certain combinations of priority, timeLimit, and
slzeLimit may result in conflicts. For example, a short
time limit could conflict with low priority; a high size limit
could conflict with a low time limit, etc.

7.7 Entry Information

7.7.1 An Entrylnformation parameter conveys selected
information from an entry.

Entrylnformation m=  SEQUENCE {
DistinguishedName,
fromEntry BOOLEAN DEFAULT TRUE,
SET OF CHOICE {

7.6 Entry Information Selection

7.6.1 n EntrylnformationSelection parameter
indicates| what information is being requested from an
entry in g retrieval service.

EntryinformationSelection::= SET{
attributeTypes

CHOICE {

allAttributes [0] NULL,

select [1] SET OF AtiributeType

emply set implies no attributes

are requested - - }

DEFAULT allAttributes NULL,

infoTypes [2] INTEGER {
attributeTypesOnly (0),
attributeTypesAndValues (1) }

DEFAULT attributeTypesAndValues }

7.6.2 e various components have the meanings as
defined ih 7.6.2.1 and 7.6.2.2.

7.6.2.1 The attributeTypes component specifies, the
set of attfibutes about which information is requested:

a) If the select option is chosen, then the- attributes
inyolved are listed. If the list is empty; then no
atfributes shall be returned. Information about a
selected attribute shall be returnedyif the attribute is
present. An attributeError with the
ngSuchAttribute problemyshall only be returned if
nope of the attributes sel€cted is present.

b) If|the allAttributes)option is selected, then
information is requested about all attributes in the

Attribute| information is only returned if access rights are
sufficiept. <A{ securityError (with an
insuffici¢gntAccessRights problem) shall only be returned
in the ca i i
attribute values requested.

7.6.2.2  The infoTypes component specifies whether
both attribute type and attribute value information (the
default) or attribute type information only is requested. If
the attributeTypes component (7.6.2.1) is such as to
request no attributes, then this component is not
meaningful.

AttributeType
Attribute } OPTIONAL }

7.7.2 The DistinguishedName of thejentry i always
included.

7.7.3 The fromEntry parameter indicates |whether
the information was obtained from the entry (TRUE) or a
copy of the entry (FALSE).

7.7.4 A set of AttributeTypes or Attributes are ipcluded,
if relevant, each of which may be alone or accompanied by
one or more attributé values.

7.8 Filter

7.8.1 "X Filter parameter applies a test that {s either
satisfied or not by a particular entry. The filter is expressed
in terms of assertions about the presence or yalue of
¢ertain attributes of the entry, and is satisfied if arld only if
it evaluates to TRUE.

‘Note — A Filter may be TRUE, FALSE or undefined

Filter == CHOICE {
item [0] Filterltem,
and [1] SET OF Filter,
or [2]1 SET OF Filter,
not [31 Filter}

Filterltem u=  CHOICE{
equality [0] AttributeValueAsserjon,
substrings [1] SEQUENGCE {
type AttributeType,
strings SEQUENCE OF CHO|CE {
initial [0] AftribyteValue,
any [1] AttribyteValue,
final [2]
AttributeValue}},
greaterOrEqual [2] AttributeValueAssertion,
lessOrEqual = [3] AttributeValueAssertion,
present [4] AttributeType,
roximateMatech [5] AttributeValueAssertion}

7.8.2 A Filter is either a Filterltem (see 7.8.3), or an
expression involving simpler Filters composed together
using the logical operators and, or, and not. The Filter is
undefined if it is a Filterltem which is undefined, or if it
involves one or more simpler Filters, all of which are
undefined. Otherwise, where the Filter is:

a) anitem, it is TRUE if and only if the corresponding
Filterltem is TRUE;

b) anand, it is TRUE unless any of the nested Filters is
FALSE.
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Note - thus, if there are no nested Filters the and
evaluates to TRUE;

¢) anor, itis FALSE unless any of the nested Filters is
TRUE.

Note - thus, if there are no nested Filters the or evaluates
to-FALSE; .

d) anot, itis TRUE if and only if the nested Fllter is
FALSE.

ISO/IEC 9594-3 : 1990 (E)

algorithm) places the supplied value after or equal
to any value of the attribute;

) present, it is TRUE if and only if such an attribute
is present in the entry;

f) approximateMatch, it is TRUE if and only if there
is a value of the attribute which matches that which
is asserted by some locally-defined approximate
matching algorithm (e.g., spelling variations,

7.8.3 | A Filterltem is an assertion about the presence or
value(§) of an attribute of a particular type in the entry
under fest. Each such assertion is TRUE, FALSE, or

undefingd.

7.8.3.1 Every Filterltem includes an AttributeType
which |dentifies the particular attribute concerned.

7.8.3.2 Any assertion about the value of such an
attribufe is only defined if the AttributeType is known,
and th¢ purported AttributeValue(s) conforms to the
attribute syntax defined for that attribute type.

Notes

1.  Where these conditions are not met, the Filteritem is
undefiped.

2. Akcess control restrictions may require that the Filteritem
be conpidered undefined.

7.8.3.3]  Assertions about the value of an attribute are
evaluated using the matching rules associated with the
attribute syntax defined for that attribute type. A matching
rule not defined for a particular attribute syntax cannet,be
used toymake assertions about that attribute.

Note +— Where this condition is not met, the Filteritem is
undefiped.

7.8.3.4| A Filteritem may be undefined (as described in
7.8.2-3 above). Otherwise, where the Filterltem asserts:

a) equality, it is TRUE if and only if there is a value of
[he attribute which is.gqual to that asserted;

b) substrings, it is TRUE if and only if there is a value
f the attribut€)in’which the specified substrings
ippear in thé given order. The substrings shall be
pon-overlapping, and may (but need not) be
eparated from the ends of the attribute value and

romofie another by zero or more string elements.

initial substring of the attribute value; if final is
present, the substring shall match the final substring
of the attribute value; if any is present, the substring
may match any substring in the attribute value.

c) greaterOrEqual, it is TRUE if and only if the
relative ordering (as defined by the appropriate
ordering algorithm) places the supplied value before
or equal to any value of the attribute;

d) lessOrEqual, it is TRUE if and only if the relative
ordering (as defined by the appropriate ordering

phonetie—m specrflc

guidelines for approx1mate matching.in this version
of this part of ISO/IEC 9594. (If approximate
matching is not supported, this FiltetIten should be
treated as a match for equality.

7.9 Security Parameters

7.9.1 The SecurityParameters govern the operation of
various security featirés associated with a| Directory
operation. ~

Note — These paratiieters are conveyed from sender fo recipient.
Where the parameters appear in the argument of pn abstract-
operation the requestor is the sender, and the perf¢rmer is the
recipient, In‘a result, the roles are reversed.

SécurityParameters:= SET{
certification-path [0] CertificationPath OPTIONAL,

name [1] DistinguishedName OPTIONAL,
time [2] UTCTime OPTIONAL,

random(3] BIT STRING OPTIONAL,

farget [4]

ProtectionRequest OPTION[\L }
ProtectionRequest ::= INTEGER{  none(0),
signed|(1)}

7.9.2 The various components have the meanings as
defined in 7.9.2.1 through 7.9.2.5. ‘

7.9.2.1  The CertificationPath component ¢onsists of
the sender's certificate, and, optionally, a sgquence of
certificate pairs. The certificate is used to asgociate the
sender's public key and distinguished name, ahd may be
used to verify the signature on the argument or fesult. This
parameter shall be present if the argument qr result is
signed. The sequence of certification pairs ¢onsists of
certification authority cross certificates. It is usdd to enable
the sender's certificate to be validated. It is not|required if
the recipient shares the same certification authgrity as the
sender. If the recipient requires a valid set of] certificate
hether the
recrplent rejects the signature on the argument or result, or
attempts to generate the certification path, is a local matter.

7.9.2.2  The name is the distinguished name of the first
intended recipient of the argument or result. For example,
if a DUA generates a signed argument, the name is the
distinguished name of the DSA to which the operation is
submitted.

7.9.2.3 The time is the intended expiry time for the
validity of the signature, when signed arguments are used.
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It is used in conjunction with the random number to enable
the detection of replay attacks.

79.24 The random number is a number which
should be different for each unexpired token. It is used in
conjunction with the time parameter to enable the
detection of replay attacks when the argument or result has
been signed.

7.9.2.5 1

Credentials: = CHOICE {
simple [0]1  SimpleCredentials,
~ strong [11  StrongCredentials,
externalProcedure [2]  EXTERNAL}

SimpleCredentials ::= SEQUENCE{

the request for an operation to be carried out, and indicates
the requegtor’s preference regarding the degree of protection
to be proyided to the result. Two levels are provided: none
(no protedtion requested, the default), and signed (the Direc-
tory is requested to sign the result). The degree of protection
actually provided to the result is indicated by the form of
result and|may be equal to or lower than that requested, based
on the limitations of the Directory.

7.10 QPTIONALLY-SIGNED

7.10.1 OPTIONALLY-SIGNED information type is one
whose values may, at the option of the generator, be
accompanied by their digital signature. This capability is
specified by means of the following macro:

OPTIONA] LY-SIGNED MACRO ::=
BEGIN

TYPE NOTATION = type (Type)
VALUE NOTATION  ::=value (VALUE
CHOICE{ Type, SIGNED Type})

END

7.10.2 The SIGNED macro, which describes the form of
the signgd form of the information, is specified in
ISO/IEC p594-8.

8 Bind and Unbind Operations

The DirecforyBind and DirectoryUnbind operations, defined
in 8.1 angl 8.2 respectively,)are used by the DUA at the
beginning and end of a patticular period of accessing the
Directory

8.1 Directory Bind

8.1.1 A|DirectoryBind operation is used at the beginning

name [01 DistinguishedName,

validity [1]  SET{

timet [0} UTCTime OPTIONAL,

time2 {11  UTCTime OPTIONAL,

random1 [2]  BIT STRING OPTIONAL,

randomée [3T  BITSTRING UPTIONAL] ]
OPTIONAL,

- - in most instances the argumentsfor
. =~ time and random are relevant.in

- - dialogues employing protected
- - password mechanisms-and derive
- - their meaning as perhilateral
- - agreement

password [21° OCGTET STRING OPTIONAL
- - the value would be an unprotected
- - password; or'Protected1 or Protected
- - as specified in ISO/IEC 9594-8

StrongCredentials :'= SET{

N -

certification-path [0]  CertificationPath
OPTIONAL,
bind-token [1]  Token}
Token. ;=  SIGNED SEQUENCE {
algorithm [0]  Algerithmidentifier,
name [11  DistinguishedName,
time [2] UTCTime,
random {31  BITSTRING }
Versions ;= BIT STRING {v1988(0)}
DirectoryBindResult ::= DirectoryBindArgument
DirectoryBindError =  SET{
versions [0] Versions DEFAULT {v1988},
CHOICE {
serviceError  [1]
ServiceProblem,

securityError [2]  SecurityProblem }

8.1.2 The various arguments are defined in 8.1j2.1 and
8.1.2.2.

8.1.21 The Credentials of the
DirectoryBindArgument allow the Directory to dstablish
the identity of the user. They may be either simple, or
strong or externally defined (external Procedure)(as
described in ISO/IEC 9594-8].

8.1.2.1.1 SimpleCredentials consist of a name [always

of a period of accessing the Directory.

DirectoryBind ::= ABSTRACT-BIND
T0 { readPort, searchPort, modifyPort }
BIND
ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
BIND-ERROR DirectoryBindError

DirectoryBindArgument u= SET{
credentials  [0]  Credentials OPTIONAL,
versions [1]  Versions DEFAULT {v1988}}

the—distinguistred mameof anobject)yamt—(optionally) a
password. This provides a limited degree of security. If
the password is protected as described in clause 5 of
ISO/IEC 9594-8, then SimpleCredentials includes name,
password, and (optionally) time and/or random numbers
which are used to detect replay. In some instances a
protected password may be checked by an object which
knows the password only after locally regenerating the
protection to its own copy of the password and comparing
the result with the value in the bind argument (password).
In other instances a direct comparison may be possible.
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8.1.2.1.2 StrongCredentials consist of a bind token,
and, optionally, a certificate and sequence of certification-
authority cross-certificate (as defined in ISO/IEC 9594-8).
This enables the Directory to authenticate the identity of
the requestor establishing the association, and vice versa.

The arguments of the bind token are used as follows.
algorithm is the identifier of the algorithm employed to
sign this information. name is the name of the 1ntended
recipiept—he-time—parametercontainsthe-expirytime-of
the token. The random number is a number which should
be different for each unexpired token, and may be used by
the recipient to detect replay attacks.

8.1.2.1)3 If externalProcedure is used, then the semantics
of the [authentication scheme being used is outside the
scope df the Directory document.

8.1.22| The Versions argument of the
Direct¢oryBindArgument identifies the versions of the
servicg which the DUA is prepared to participate in. For
this vgrsion of the protocol the value shall be set to
v1988(D).

8.1.2.3| Migration to future versions of the Directory
should |be facilitated by:

a) Any elements of DirectoryBindArgument other
han those defined in this part of ISO/IEC 9594
bhall be accepted and ignored.

b) Additional options for named bits of
DirectoryBindArgument (e.g., Versions) not
lefined shall be accepted and ignored.

8.1.3 |[Should the bind request succeed, a result shall be
returngd. The result parameters have the‘meanings as
defined in 8.1.3.1 and 8.1.3.2.

8.1.3.1) The Credentials of the DirectoryBindResult
allow the user to establish the-identity of the Directory.
They allow information identifying the DSA (that is
directly providing the Directory service) to be conveyed to
the DUA. They shall bef,the same form (i.e.,CHOICE) as
those spipplied by the@ser.

8.1.3.2 The\Versions parameter of the
DirectgryBindResult indicates which of the versions of the
servicg requested by the DUA is actually going to be
provided-by the DSA.

ISO/IEC 9594-3 : 1990 (E)

*  securityError inappropriateAuthentication

invalidCredentials

» serviceError unavailable

8.2 Directory Unbind

8.2.1 A DirectoryUnbind operation is used at the end of a
period of accessing.the Directory.

DirectoryUnbind ::= ABSTRACT-UNBIND
FROM {readPort, searchPort, modifyPort }

8.2.2 The DirectoryUnbind has no arguments.

9 Directory Read Operations

There are two 'read-like' operations: Read and[Compare,
defined in 9.1 and 9.2} respectively. Thej Abandon
operation, defined in 973, is grouped with|the Read
operations for convénience.

9.1 Read

9.1.1 ARead operation is used to extract information
from anexplicitly identified entry. It may also|be used to
verify“a distinguished name. The arguments of the
operation may optionally be signed (see 7.10) by the
requestor. If so requested, the Directory may sign the
result.

Read ::= ABSTRACT-OPERATION
ARGUMENT ReadArgument
RESULT ReadResult
ERRORS { AttributeError, NameError,
ServiceError, Referral, Abandoned,
SecurityError }

ReadArgument = OPTIONALLY-SIGNED|SET {
object [0] Name,
selection {11  EntrylnformatipnSelection

DEFAULT{},
COMPONENTS OF CommonArguments }

ReadResult ::= OPTIONALLY-SIGNED SET {
entry [0]  Entryinformation,
COMPONENTS OF CommonResuits }

9.1.2 The various arguments have the meanings as
defined in 9.1.2.1-3.

9.1.2.1 The object argument identifies the gbject entry

w1l

8.1.4 Should the bind request fail, a bind error shall be
returned as defined in 8.1.4.1 and 8.1.4.2.

8141 The Versions parameter of the
DirectoryBindError indicates which versions are supported
by the DSA.

8.14.2 A securityError or serviceError shall be
supplied as follows:

fl\.llll VVhl\/h lllf\}llllublull 1o l\dLiu\/OL\/d uuvulu the Name
involve one or more aliases, they are dereferenced (unless
this is prohibited by the relevant service controls).

9.122 The selection argument indicates what
information from the entry is requested (see 7.6).

9.1.2.3 The CommonArguments (see 7.3) include a
specification of the service controls applying to the
request. For the purposes of this operation the sizeLimit
component is not relevant and is ignored if provided.
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9.1.3 Should the request succeed, the result shall be
returned. The result parameters have the meanings as
defined in 9.1.3.1-2 and 7.4.

9.1.3.1 The entry result parameter holds the requested
information (see 7.7).

9.1.4 Should the request fail, one of the listed errors
shall be reported. If none of the attributes explicitly listed
in selection-can-be-returned;thenamAttribute Error-with
problem| noSuchAttribute shall be reported. The
circumstgnces under which other errors shall be reported
are defingd in clause 12.

9.2 Compare

9.2.1 Al[Compare operation is used to compare a value
{which is|supplied as an argument of the request) with the
value(s) ¢f a particular attribute type in a particular object
entry. The arguments of the operation may optionally be
signed (see 7.10) by the requestor. If so requested, the
Directoryl may sign the result.

Compare|::= ABSTRACT-OPERATION

ARGUMENT CompareArgument

RESULT CompareResult

ERRORS { AttributeError, NameError,
ServiceError, Referral, Abandoned,
SecurityError }

Comparefrgument := OPTIONALLY-SIGNED SET {
ofjject (0] Name,
purported [1]  AttributeValueAssertion,
COMPONENTS OF CommonArguments }

CompareResult = OPTIONALLY-SIGNED SET{
DistinguishedName OPTIONAL,

n%tched [01 BOOLEAN,

fromEntry [1] BOOLEAN DEFAULT TRUE,
CDMPONENTS OF CommonResults }

9.2.2 The various arguments have\the meanings as
defined in 9.2.2.1 through 9.2.2.3.

9.2.2.1 The object argument-is the name the particular
object enfry concerned. Should the Name involve one or
more aligses, they are dereferenced (unless prohibited by
the relevgnt service control).

9.2.2.2 | Thepurported argument identifies the attribute
type and the ¥alte to be compared with that in the entry.

9.2.3.1 The DistinguishedName is present if an alias
was dereferenced, and represents the distinguished namie
of the object itself.

9.2.3.2 The matched result parameter, holds the result
of the comparison. The parameter takes the value TRUE if
the values were compared and matched, and FALSE if they
did not.

-23- POt y18 HE-the—nformation was
compared against the entry; if FALSE the inforination was
compared against a copy.

9.2.4 Should the request fail, one of)the listdd errors
shall be reported. The circumstances under which the
particular errors shall be reported(are’defined in clause 12.

9.3 Abandon

9.3.1 Operations that\interrogate the Directory| may be
abandoned using the.Abandon operation if the uger is no
longer interesteddn‘thie result.

Abandon ::=ABSTRACT-OPERATION

ARGUMENT AbandonArgument
RESULT AbandonResult
ERRORS {AbandonFailed}

AbandonArgument ::= SEQUENCE {
invokelD [0] InvokelD}

AbandonResult ::= NULL

9.3.2 There is a single argument, the invokell) which
identifies the operation that is to be abandoned. The value
of the invokelD is the same invokeID which was|used to
invoke the operation which is to be abandoned.

9.3.3 Should the request succeed, a result shall be
returned, although no information shall be conveyed with
it. The original operation shall fail with an Abafidoned
errot.

9.3.4. Should the request fail, the AbandonFailed error
shall be reported. This error is described in 12.3.

9.3.5 Abandon is only applicable to interfogation
operations, i.c., Read, Compare, List, and Search.

9.3.6 A DSA may abandon an operation locally. Iff the DSA

9.2.2.3 The CommonArguments (see 7.3) specify the
service controls applying to the request. For the purposes
of this operation the sizeLimit component is not relevant
and is ignored, if provided.

9.2.3 Should the request succeed (i.e., the comparison is
actually carried out), the result shall be returned. The result
parameters have the meanings as described in 9.2.3.1
through 9.2.3.4 and 7.4.

10

has chained or multicasted the operation to other DSAs, it
may in turn request them to abandon the operation. A DSA
may choose not to abandon the operation and shall then
return the AbandonFailed error.

10 Directory Search Operations

There are two 'search-like' operations: List and Search,
defined in 10.1 and 10.2 respectively.
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10.1 List

10.1.1 A List operation is used to obtain a list of the
immediate subordinates of an explicitly identified entry.
Under some circumstances, the list returned may be
incomplete. The arguments of the operation may
optionally be signed (see 7.10) by the requestor. If so
requested, the Directory may sign the result.

ISO/IEC 9594-3 : 1990 (E)

10.1.3.2 The subordinates parameter conveys the
information on the immediate subordinates, if any, of the
named entry. Should any of the subordinate entries be
aliases, they shall not be dereferenced.

10.1.3.2.1 The RelativeDistinguishedName is that of the
subordinate.

10.1.3.2.2 The fromEntry parameter indicates whether the

List :: ¥ mformatiomrwas obtaimed—fronrthre Ty (FRUE) or a
A GUMENT' ListArgument copy of the entry (False).
RESULT ListResult
ERRORS { NameError, ServiceError, Referral,

Abandoned, SecurityError }

ListArgument ::= OPTIONALLY-SIGNED SET {
object [0 Name,
COMPONENTS OF CommonArguments }

ListResult ::= OPTIONALLY-SIGNED CHOICE{
listipfo SET {
DistinguishedName OPTIONAL,
subordinates [1] SET OF SEQUENGE {
RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT
FALSE,
fromEntry [1] BOOLEAN DEFAULT
TRUE},
partialOutcomeQualifier [2]
PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResuits},
uncrrrelatedListlnfu [0] SET OF ListResult}

OutcomeQualifier ::= SET {
limitProblem [0] LimitProblem OPTIONAL;
unexplored [1] - SETOF
ContinuationReference OPTIONAL,
unavailableCriticalExtensions [2] BOOLEAN
DEFAULT FALSE }

Partia

LimitProblem ::= INTEGER {

timeLimitExceeded (0),
sizeLimitExceeded (1);
administrativeLimjtExceeded (2) }

10.1.2 | The various argumeiits have the meanings as
defined in 10.1.2.1, 10.12,2] and 7.3.

10.1.2.1  The object argument identifies the object entry
(or possibly the ‘rooet) whose immediate subordinates are to
be listg¢d. Should the Name involve one or more aliases,
they afe dereferenced (unless prohibited by the relevant
service control).

10.1.3.2.3 The aliasEntry parameter indicates whether the
subordinate entry is an alias entry (TRUE) or ngt (FALSE).

10.1.3.3  The PartialOutcomeQualifier consibts of three
subcomponents as defined in-10.1.3.3.1 through| 10.1.3.3.3.
This parameter shall be\present whenever thie result is
incomplete.

10.1.3.3.1 The LimitProblem parameter indicafes whether
the time limit,"the size limit, or an administrative limit has
been exceeded. The results being returned are those which
were available when the limit was reached.

10:1.3.3.2 The unexplored parameter shall bg present if
regions of the DIT were not explored. Its ipformation
allows the DUA to continue the processing ¢f the List
operation by contacting other access points if it fo chooses.
The parameter consists of a set (possibly |empty) of
ContinuationReferences, each consisting of the name of
a base object from which the operation may be progressed,
an appropriate value of OperationProgress, apd a set of
access points from which the request may [be further
progressed. The ContinuationReferences that ale returned
shall be within the scope of referral requested in the
operation service control.

10.1.3.3.3 The unavailableCriticalExtensiong parameter
indicates, if present, that one or more critical |extensions
were unavailable in some part of the Directory.

10.1.3.4 When the DUA has requested a protectjon request
of signed, the uncorrelatedListinfo parameter may
comprise a number of sets of result parameters foriginating
from and signed by different components of thq Directory.
If no DSA in the chain can correlate all the fesults, the
DUA must assemble the actual result from the various
pieces.

10.1.3 The request succeeds if the object is located,
regardless of whether there is any subordinate information
to return. The result parameters have the meanings as
defined in 10.1.3.1 through 10.1.3.5 and 7.4.

10.1.3.1 The DistinguishedName is present if an alias
was dereferenced. It represents the distinguished name of
the object itself.

10.1.4 Should the request fail, one of the listed errors
shall be reported. The circumstances under which the
particular errors shall be reported are defined in clause 12.

10.2 Search

10.2.1 A operation is used to search a portion of the DIT
for entries of interest, and to return selected information
from those entries. The arguments of the operation may
optionally be signed (see 7.10) by the requestor. If so
requested, the Directory may sign the result.

11
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Search ::= ABSTRACT-OPERATION

10.2.3 The request succeeds if the baseObject is located,
regardless of whether there are any subordinates to return.

Note — As a corollary to this, the outcome of an unfiltered
search applied to a single entry may not be identical to a read
which seeks to interrogate the same set of attributes of the entry.
This is because the latter shall return an AttributeError if none
of the selected attributes exist in the entry.

The result parameters have the meanings as defined in

ARGUMENT SearchArgument
RESULT SearchResult
ERRORS { AttributeError, NameError,
ServiceError, Referral, Abandoned,
SecurityError }
SearchArgument = OPTIONALLY-SIGNED SET{
baseObject [0] Name,
subset {11  INTEGER{
haseObject(0),
oneLevel(t),
wholeSubtree(2)} DEFAULT haseObject,
filtpr [2] Filter DEFAULT and{ },

sedrchAliases|[3] BOOLEAN DEFAULT TRUE,
selection [4]  EntrylnformationSelection

DEFAULT { },
COMPONENTS OF CommonArguments }
SearchRegult ::= OPTIONALLY-SIGNED

CHDICE{
searchinfo SET {
DistinguishedName QOPTIONAL,
entries [0)  SET OF Entrylnformation,
partialQutcomeQualifier

[2] PartialQutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResuits },
ungorrelatedSearchinfo [0] SET OF SearchResult }

10.2.2 The various arguments have the meanings as
defined in[10.2.2.1 through 10.2.2.5 and 7.3.

10.2.2.1 | The baseObject argument identifies the object
entry (or possibly the root) relative to which the search is
to take place.

10.2.2.2 |The subset argument indicates whetherlthe
search is tp be applied to:
a) the paseobject only;

b) thelimmediate subordinates of the-base object only
(onpLevel);

¢) the| base object and all “its subordinates
(wholeSubtree).

10.2.2.3 | The filter argumient is used to eliminate entries
from the| search spacg. which are not of interest.
Informatidn shall only\be returned on entries which satisfy
the filter (s3ee 7.8):

10.2.2.4 | Aliases shall be dereferenced while locating the

10.2.3.1 through 10.2.3.5.

10.2.3.1 The DistinguishedName is present if dn alias
was dereferenced, and represents the distinguishefl name
of the base object.

10.2.3.2 The entries parameter’ conveys the requested
information from each entry (zero‘or more) which shtisfied
the filter (see 7.5).

10.2.3.3  The PartialOutcomeQualifier consists ¢f three
subcomponents as\described for the List operdtion in
clause 10.1.3.3 '

10.2.3.4 _The "uncorrelatedSearchinfo parameter is as
described\for uncorrelatedListinfo in 10.1.3.4.

10.2.4" Should the request fail, one of the listed errors
shall be reported. The circumstances under whjch the
particular errors shall be reported are defined in clapse 12.

11 Directory Modify Operations

There are four operations to modify the Dirgctory:
AddEntry, RemoveEntry, ModifyEntry, and ModifyRDN
defined in 11.1 through 11.4, respectively.

Notes

1" Each of these abstract-operations identifies the target entry
by means of its distinguished name.

2 The success of AddEntry, RemoveEntty, and
ModifyRDN operations shall be dependant on the physical
distribution of the DIB across the Directory. Failure [shall be
reported with an UpdateError and problem
affectsMultipleDSAs. See ISO/IEC 9594-4 .

11.1 Add Entry
11.1.1 An AddEntry operation is used to add a leaf entry

(pifhar an n]'\jpnf entry or an alias pnfry) to-the DIT. The

base objeet;—subjeet—to—the—setting—of—the
dontDereferenceAliases Service Control. Aliases among
the subordinates of the base object shall be dereferenced
during the search, subject to the setting of the
searchAliases parameter. If the searchAliases parameter
is TRUE, aliases shall be dereferenced, if the parameter if
FALSE, aliases shall not be dereferenced. If the
searchAliases parameter is TRUE, the search shall
continue in the subtree of the aliased object.

10.2.2.5 The selection argument indicates what
information from the entries is requested (see 7.6).

12

arguments of the operation may optionally be signed (see
7.10) by the requestor.

AddEntry ::=  ABSTRACT-OPERATION
ARGUMENT AddEntryArgument
RESULT AddEntryResult
ERRORS { AttributeError, NameError,
ServiceError, Referral, SecurityError,
UpdateError}
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AddEntryArgument :: = OPTIONALLY-SIGNED SET {

ohject [0] DistinguishedName,

entry [11  SET OF Atiribute,

COMPONENTS OF CommonArguments}
AddEntryResult = NULL

11.1.2 The various arguments have the meanings as
defined in 11.1.2.1 through 11.1.2.3.

11.1.2.1 The object argument identifies the entry to be

ISO/IEC 9594-3 : 1990 (E)

11.2.2.2 The CommonArguments (see 7.3) include a
specification of the service controls applying to the
request. For the purposes of this operation the
dontDereferenceAlias.option and the sizelimit component
are not relevant and are ignored if provided. Aliases are
never dereferenced by this operation.

11.2.3 Should the request succeed, a result shall be
returned, although no information shall be conveyed with
it i

added. Its immediate superior, which must already exist
for the operation to succeed, can be determined by
remoying the last RDN component (which belongs to the
entry fo be created).

11.1.3.2 The entry argument contains the attribute
information which, together with that from the RDN,
constjtutes the entry to be created. The Directory shall
ensurg that the entry conforms to the Directory schema.
Wherg the entry being created is an alias, no check is made
to endure that the aliasedObjectName attribute points to a
valid pntry.

11.1.2.3 The CommonArguments (see 7.3) include a
specification of the service controls applying to the
requgst. For the purposes of this operation the
dontDereferenceAlias option and the sizelLimit
comppnent are not relevant and are ignored if provided.
Alias¢s are never dereferenced by this operation.

11.1.3 Should the request succeed, a result shall be
returrjed, although no information shall be conveyed with
it.

11.1.4 Should the request fail, one of the .listed errors
shall |be reported. The circumstances under'which the
particular errors shall be reported are definedin clause 12.

11.2| RemoveEntry

11.2.1 A RemoveEntry operation is used to remove a leaf
entry [(either an object entry-or an alias entry) from the
DIT. [The arguments of the Operation may optionally be
signedl (see 7.10) by th€ tequestor.

RemgveEntry ::= ABSTRACT-OPERATION

11.2.4 Should the request fail, one of the listed errors
shall be reported. The circumstancés_undef which the
particular errors shall be reported are-detined in clause 12.

11.3 Modify Entry

11.3.1 The ModifyEntry operation is used tp perform a
series of one or more(of the following modif]cations to a
single entry:

a) add a new-atfribute

b) remoye an attribute

c) .add attribute values

d){ remove attribute values
e) replace attribute values
f) modify an alias.

The arguments of the operation may optionally be signed
(see 7.10) by the requestor.

ModifyEntry .= ABSTRACT-OPERATION
ARGUMENT ModifyEntryArgument
RESULT ModifyEntryResult
ERRORS { AttributeError, NameError,

ServiceError, Referral, SecurityErrg
UpdateError}

-

ModifyEntryArgument ::= OPTIONALLY-SIGNED SHT {
object [0] DistinguishedName,
changes [11 SEQUENCE QF EntryMopification,
COMPONENTS OF CommonArguments }

ModifyEntryResult ::= NULL

ARGUMENT RemoveEntryArgument
RESULT “RemoveEntryResuit EntryModification ::= CHOICE {
ERRORS { NameError, ServiceError, Referral, addAttribute {0]  Attribute,
SecurityError, UpdateError) removeAttribuie {11  AttributeTypg,
addValues 21— Al
RemoveEntryArgument ::= OPTIONALLY-SIGNED SET { removeValues 31  Attribute}

object [0]  DistinguishedName,
COMPONENTS OF CommonArguments }

RemoveEntryResult ::= NULL
11.2.2 The various arguments have the meanings as
defined in 11.2.2.1 and 11.2.2.2.

11.2.2.1 The object argument identifies the entry to be
deleted. Aliases in the name shall not be dereferenced.

11.3.2 The various arguments have the meanings as
defined in 11.3.2.1 and 11.3.2.2.

11.3.2.1 The object argument identifies the entry to
which the modifications should be applied. Any aliases in
the name shall not be dereferenced.

11.3.2.2 The changes argument defines a sequence of
modifications that are applied in the order specified. If any

13
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of the individual modifications fails, then an
AttributeError is generated and the entry left in the state it
was prior to the operation. That is, the operation is atomic.
The end result of the sequence of modifications shall not
violate the Directory schema. However, it is possible, and
sometimes necessary, for the individual EntryModification
changes to appear to do so. The following types of
modification may occur:

a) addAttribute. This identifies a new attribute to be

of the operation may optionally be signed (see 7.10) by the
requestor.

ModifyRDN ::= ABSTRACT-OPERATION

ARGUMENT ModifyRDNArgument
RESULT ModifyRDNResult
ERRORS { NameError, ServiceError, Referral,

SecurityError, UpdateError }
ModifyRDNArgument ::= O_PTIO_NALLY-SIGNED SET{

added to the entry, which is fully specified by the
argyment. Any attempt to add an already existing
attripute results in an AttributeError.

b) removeAttribute. The argument identifies (by its
typd) an attribute to be removed from the entry.
Any| attempt to remove a non-existing attribute
resufts in an AttributeError .

Not¢ — This operation is not allowed if the attribute type
is present in the RDN.

¢) addValues. This identifies an attribute by the

attripute type in the argument, and specifies one or
attribute values to be added to the attribute.
An attempt to add an already existing value results
in ap error. An attempt to add a value to a non-

d) removeValues. This identifies an attribute by the

attribute values to be removed from the
attrjbute. If the values are not present in the

s is present in the RDN.

eValues in a single ModifyEntry operation.

11.3.2.3 [The CommonArguments (see 7.3) include a
specification of the service controls applying to the
request. For the purposes)of this operation the
dontDerefarenceAlias option and the sizeLimit component
are not relpvant and are.ignored if provided. Aliases are
never dereferenced by this operation.

11.3.3 Shpuld: the request succeed, a result shall be

ahi
ne:MRDN [1] HelativeDisti’nguishedNa;l

deleteOIdRDN [2]  BOOLEAN DEFAULT
FALSE,
GOMPONENTS. OF CommonArguments.}

ModifyRDNResuit ::= NULL

11.4.2 The various parameters have the meanings as |defined
in 11.4.2.1 to 11.4.2.5.

11.4.2.1 The object argument identifies the entry|whose
Relative Distinguished Name is to be modified. Aljases in
the name shall not be dereferenced. The immediate
superior entry shall'not have any Non-Specific Subgrdinate
References (s€e ISO/IEC 9594-4).

11.4.2.2 “{The newRDN argument specifies the ney RDN
of the entry.

H4.2.3 If an attribute value in the new RDN dpes not
already exist in the entry (either as part of the old RDN or
as a non-distinguished value) it is added. If it capnot be
added, an error is returned.

11.4.2.4 If the deleteOldRDN flag is set, all aftribute
values in the old RDN which are not in the new RPN are
deleted.  If this flag is not set, the old values should fremain
in the entry (not as a part of the RDN). The flag shall be
set where a single value attribute in the RDN has itk value
changed by the operation. If this operation removes fhe last
attribute value of an attribute, that attribute shall be
deleted.

11.4.2.5 The CommonArguments (see 7.3) in¢glude a
specification of the service controls applying [to the
request. For the purposes of this operatign the
dontDereferenceAlias option and the sizegLimit
component are not relevant and are ignored if provided.
Aliases are never dereferenced by this operation.

returned, dlthough no information shall be conveyed with
it 1—1—1—4%—81%eu4d—t-he—peqaes{—sueeeed—a—re&lm—s¥-all be

11.3.4 Should the request fail, one of the listed errors
shall be reported. The circumstances under which the
particular errors shall be reported are defined in clause 12.

11.4 Modify RDN

11.4.1 The ModifyRDN operation is used to change the
Relative Distinguished Name of a leaf entry (either an
-object entry or an alias entry) in the DIT. The arguments

14

returned, although no information shall be conveyed with
it.

11.4.4 Should the request fail, one of the listed errors
shall be reported. The circumstances under which the
particular errors shall be returned are defined in clause 12.

11.4.5 As defined in this part of ISO/IEC 9594, this
operation shall only be used on a leaf entry.
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12.1

Errors

Error Precedence

12.1.1 The Directory does not continue to perform an
operation beyond the point at which it determines that an

error

is to be reported.

Notes

ISO/IEC 9594-3 : 1990 (E)

12.3 Abandon Failed

12.3.1 The AbandonFailed error reports a problem
encountered during an attempt to abandon an operation.

AbandonFailed ::= ABSTRACT-ERROR
PARAMETER SET {
problem [0]  AbandonProblem,
operation {11  InvokelD}

1.

can
not 4
For ¢

2,

the
Diffd
is tal

‘ 12.1.

than

An implication of this rule is that the first error encountered

Hiffer for repeated instances of the same query, as there is
specific logical order in which to process a given query.
xample, DSAs may be searched in different orders.

The rules of error precedence specified here apply only to
nbstract service provided by the Directory as a whole.
rent rules apply when the internal structure of the Directory
ken into account.

P Should the Directory simultaneously detect more
bne error, the following list determines which error is

repofted. An error higher in the list has a higher logical

precg
repo]

a)
b)
c)
d)
e)

12.1.

dence than one below it, and is the error which is
ted.

NameError
UpdateError
AttributeError
SecurityError

ServiceError

B The following errors do not present any precedence

conflicts:

a)

X

)

AbandonFailed, because it is specific to one
operation, Abandon, which can.encounter no other
error;

Abandoned, which is not reported if an Abandon
operation is received simultaneously with the
detection of an Cerror. In this case an
AbandonFailed-grror, reporting the problem
toolate is repowted along with the report of the
actual error éncountered;

Referral,) which is not a "real" error, only an
indication that the Directory has detected that the
DUA must present its request to another access

point.

AbandonProblem ::= INTEGER{  noSuchOperation (1),
tooLate’(2),
canpotAbandon (3) }

12.3.2 The various parameters hayve the mmeanings as
defined in 12.3.2.1 and 12.3.2.2.

12.3.2.1 The particulat)problem encountered is
specified. Any of the jfollowing problems may be
indicated:

a) noSuchOperation, when the Directory has no
knowledge of the operation whidh is to be
abandoned (this could be because no|such invoke
teok ‘place, or because the Directory fjas forgotten
about it);

b)" tooLate, when the Directory has already responded
to the operation;

¢) cannotAbandon, when an attempt hap been made
to abandon an operation for which this|is prohibited
(e.g., modify), or the abandon cquld not be
performed.

12.3.2.2 The identification of the particular operation
(invocation) to be abandoned.

12.4 Attribute Error

12.4.1 An AtiributeError reports an attripute-related
problem.

AttributeError ::= ABSTRACT-ERROR
PARAMETER SET{
ohject [0]  Name,
problems f11  SET OF SEQUENGE {
problem [0]  AttriuteProblem,

type [1]  AttrihuteType,
value [2] AttrijuteValue
OPTIONAL }}

12.2

Abandoned

12.2.1 This outcome may be reported for any outstanding
directory enquiry operation (i.e., Read, Search, Compare,

List)

if the DUA invokes an Abandon operation with the

appropriate InvokelD.

Abandoned ::= ABSTRACT-ERROR - - not literally an

“error”

12.2.2 There are no parameters associated with this error.

noSuchAttributeOrValue (1) ,
invalidAttributeSyntax (2),
undefinedAttributeType (3),
inappropriateMatching (4),
constraintViolation (5),
attributeOrValueAlreadyExists (6))

12.4.2 The various parameters have the meanings as
described in 12.4.2.1 and 12.4.2.2.

15
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12.4.2.1 The object parameter identifies the entry to
which the operation was being applied when the error
occurred.

12.4.2.2 One or more problems may be specified. Each
problem (identified below) is accompanied by an
indication of the attribute type, and, if necessary to avoid
ambiguity, the value, which caused the problem:

a) noSuchAttributeOrValue. The named entry lacks
one|of the aitributes or attribute values specified as
an grgument of the operation;

b) invplidAttributeSyntax. A purported attribute
valye, specified as an argument of the operation,
does not conform to the attribute syntax of the
attribute type;

¢) undefinedAttributeType. An undefined attribute
typ¢ was provided as an argument to the operation.
Thi$ error may occur only in relation to AddEntry
or ModifyEntry operations;

d) inappropriateMatching. An attempt was made,
e.g/| in a filter, to use a matching rule not defined
for the attribute type concerned.

e) constraintViolation. An attribute value supplied in
the|argument of an abstract-operation does not
corfform to the constraints imposed by
ISQ/IEC 9594-2] or by the attribute definition (e.g.,
the value exceeds the maximum size allowed).

f) att:llibuteOrVaIueAIreadyExists. An attempt was
made to add an attribute which already existed in
the [entry, or a value which already existed in the
attribute.

12.5 Name Error

12.5.1 A NameError reports a problemtrelated to the
name provlided as an argument to an opetation.

NameErrof ::= ABSTRACT-ERROR
PARAMETER SET {
probiem [0} NameProbiem,
matched [11  Name}
NameProblem = INTEGER {
noSuchObject (1),

aliasProblem (2),
invalidAtiributeSyntax (3) ,
aliasDereferencingProblem (4) }

¢) invalidAttributeSyntax. An attribute type and its
accompanying attribute value in an AVA in the
name are incompatible;

d) aliasDereferencingProblem. An alias was
encountered in a situation where it was not allowed.

12.5.2.2 The matched parameter contains the name of
the lowest entry (object or alias) in the DIT that was
matched, and is a truncated form of the name provided or,
if an alias has been dereferenced, of the resulting-ngme.

Note — If there is a problem with the attribute types and/or
values in the name offered in a directory opération argument,
this is reported via a NameError-/(with problem
invalidAttributeSyntax) rather than as,an AttributeBrror or
-an UpdateError.

12.6 Referral

12.6.1 A Referral redirects the service-user to one ¢r more
access points better(equipped to carry out the requested
operation.

Referral ::= ABSTRACT-ERROR - - not literally an “arroft
PARAMETER SET {
candidate [0] ContinuationReference}

12:6.2 The error has a single parameter which comtains a
ContinuationReference which can be used to progfess the
operation (see ISO/IEC 9594-4),

12.7 Security Error

12.7.1 A SecurityError reports a problem in carryfjng out
an operation for security reasons,

SecurityError ::= ABSTRACT-ERROR
PARAMETER SET {
problem [01  SecurityProblem )}

SecurityProblem = INTEGER{
inappropriateAuthentication (1),
invalidGredentials (2),
insufficientAccessRights (3),
invalidSignature (4),
protectionRequired (5),
noinformation (6)}

12,7.2 The error has a single parameter, which reports the
particular problem encountered. The following problems

12.5.2 The various parameters have the meanings as
described in 12.5.2.1 and 12.5.2.2.

12.5.2.1 The particular problem encountered. Any of
the following problems may be indicated:

4) noSuchObject. The name supplied does not match
the name of any object;

b) aliasProblem. An alias has been dereferenced
which names no object;

16

may be indicated:

a) inappropriateAuthentication. The level of security
associated with the requestor's credentials is
inconsistent with the level of protection requested,
e.g., simple credentials were supplied while strong
credentials were required;

b) invalidCredentials. The supplied credentials were
invalid;

¢) insufficientAccessRights. The requestor does not
have the right to carry out the requested operation;
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d)

©)

f)

12.8
12.8.1

invalidSignature. The signature of the request was
found to be invalid;

protectionRequired. The Directory was unwilling
to carry out the requested operation because the
argument was not signed.

nolnformation. The requested operation produced a
security error for which no information is available.

M E
_S,e,rtnnn PrOol
YICC T O

2

h)
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timeLimitExceeded. The Directory has reached the
limit of time set by the user in a service control. No
partial results are available to return to the user.

administrativeLimitExceeded. The Directory has
reached some limit set by an administrative
authority, and no partial results are available to
return to the user.

i) loopDetected. The Directory is unable to accomplish

this request due to an internal loop

A ServiceError reports a problem related to the

provigion of the service.

Servi

ServigeProbhlem u=

12.8.2
partic
may b

a)

b)

)

d)

teError ::= ABSTRACT-ERROR
PARAMETER SET{
problem [0]  SetviceProblem}

INTEGER {
busy(1),

unavailahle (2},
unwillingToPerform (3),
chainingRequired (4),
unableToProceed (5),
invalidReference (6)
timeLimitExceeded (7),
administrativeLimitExceeded (8),
loopDetected (9),
unavailableCriticalExtension (10),
outOfScope (11),

ditError (12)}

The error has a single parameter which reports_the
hlar problem encountered. The following problems
e indicated:

busy. The Directory, or some part of ityis-presently
too busy to perform the requested ‘operation, but
may be able to do so after a shortwwhile;

unavailable. The Directory{ or 'some part of it, is
currently unavailable;

unwillingToPerform ~The Directory, or some part
of it, is not prepared tO execute this request, e.g.,
because it would-lead to excessive consumption of
resources oflviolates the authority of an
Administrative Authority involved.

chainingRequired. The Directory is unable to
accomplish the request other than by chaining,
however chaining was prohibited by means of the

chaininaProhibited service control ontion
~ I

k)

k)

)

12.9 Update Exrror

unavailableCriticalExtension. The,Directory was
unable to satisfy the request becatise gne or more
critical extensions were not ayailable.

outOfScope. No referrals were available within the
requested scope.

ditError. The Directory is unable to accpmplish the
request due to a DIT consistency problem.

12.9.1 An UpdateError reports problems| related to
attempts to add, delete, or modify information {n the DIB.

UpdateError ::= ABSTRACT-ERROR

PARAMETER SET {
prohlem [0] UpdateProblem }
UpdateProblem = INTEGER {

namingViolation (1),
objectClassViolation (2),
notAtiowedOnNonLeaf (3),
notAllowedOnRDN (4),
entryAlreadyExists (5),
affectsMultipleDSAs (6),
objectClassMaodificationProhibited {7)}

12.9.2 The error has a single parameter, which reports the
particular problem encountered. The followirnlg problems

may be indicated:

a)

namingViolation. The attempted 3
modification would violate the structurej

ddition or
rules of the

DIT as defined in the Directory schema and

ISO/IEC 9594-2. That is, it would plac
the subordinate of an alias entry, or in
the DIT not permitted to a member d
class, or would define an RDN for
include a forbidden attribute type.

objectClassViolation. The attempted uj

P an entry as
a region of
f its object
an entry to

pdate would

pmdn(‘e an entry inconsistent with th

e definition

e)

unableToProceed. The DSA returning this error
did not have administrative authority for the
appropriate naming context and as a consequence
was not able to participate in name resolution.

invalidReference. The DSA was unable to perform
the request as directed by the DUA, (via
OperationProgress). This may have arisen due to
using an invalid referral.

0

d

€)

provided by its object class, or with the definitions
of ISO/IEC 9594-2. as they pertain to object classes.

notAllowedOnNonLeaf. The attempted operation is
only allowed on leaf entries of the DIT.

notAllowedOnRDN. The attempted operation
would affect the RDN (e.g., removal of an attribute
which is a part of the RDN).

entryAlreadyExists. An attempted AddEntry
operation names an entry which already exists.

17
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g

affectsMultipleDSAs. An attempted update would
need to operate on multiple DSAs, which is not
permitted.

objectClassModificationProhibited. An operation
attempted to modify the object class attribute.

Note - The UpdateError is not used to report problems with
attribute types, values, or constraint violations encountered in an
AddEntry , RemoveEntry , ModifyEntry, or ModifyRDN operation,

Such problems are reported via an AttributeError.
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Annex A
( Normative )
Abstract Service in ASN.1

This annex includes all of the ASN.1 type, value and macro definitions contained in this part of ISO/IEC 9594 in the form of the
ASN.1 module ‘‘DirectoryAbstractService”’.

DEFI
BEGI

EXP(

ITIONS =

DiretﬁoryAhstractService {joint--iso-ceitt ds(5) modules(1) directoryAbstractService(2)}

RTS
directory, readPort, searchPort, modifyPort,
DirectoryBind, DirectoryBindArgument,
DirectoryUnbind,
Read, ReadArgument, ReadResuit,
Abandon, AbandonArgument, AbandonResuit,
Compare, CompareArgument, CompareResult,
List, ListArgument, ListResuit,
Search, SearchArgument, SearchResult,
AddEntry, AddEntryArgument, AddEntryResult,
RemoveEniry, RemoveEntryArgument, RemoveEntryResult,
ModifyEntry, ModifyEntryArgument, ModifyEntryResult,
ModifyRDN, ModifyRDNArgument, ModifyRDNResult,
Abandoned, AbandonFailed, AttrihuteErvor, NameError,
Referral, SecurityError, ServiceError, UpdateError, OPTIONALLY-SIGNED, SecurityParameters;

IMPQRTS

informationFramework, authenticationFramework, distrihutedOperations, directoryObjectidentifiers
FROM UsefulDefinitions {joint-iso-ccitt ds(5) modules(1) usefulDefinitions(0)}

OBJECT, PORT, ABSTRACT-BIND, ABSTRACT-UNBIND,
ABSTRACT-OPERATION, ABSTRACT-ERROR
FROM AbstractServiceNotation {joint-iso-ccitt mhs-motis(6) asde(2) modules(0) notation(1) }

Aftribute, AttributeType, AttributeValue, AttributeValueAssertion,
DistinguishedName, Name, RelativeDistinguishedName
FROM InformationFramework informationFramework

id-ot-directory, id-ot-dua;-id-pt-read, id-pt-search, id-pt-modify
FROM DirectoryObjectidentifiers directoryObjectldentifiers

ContinuationReference
FROM DistributedOperations distributedOperations

Certificate, GertificationPath, SIGNED,
PROTECTED, AlgorithmIdentifier
FROM AuthenticationFramework authenticationFramework
InvokelD,
FROM Remote-Operations-Notation {joint-iso-ccitt remoteOperations(4) notation(0)};

- - NTATFO TOF TEpTESentny OptoTal STgmmy ==

OPTIONALLY-SIGNED MACRO ::=
BEGIN

END

TYPE NOTATION = type (Type)
VALUE NOTATION  ::=value (VALUE CHOICE{ Type, SIGNED Type})

- objects and ports - -

19
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directory
OBJECT
PORTS { readPort [S],
searchPort [S],
modifyPort [S1}
= id-ot-directory
dua
OBJECT
PORTS { readPort [C],
searchPort{Cl;
modifyPort [C]}
u= id-ot-dua
readPort
PORT
CONSUMER INVOKES {
Read, Compare, Abandon}
= id-pt-read
searchPor
PORT
CONSUMER INVOKES {
List, Search}
i= id-pt-search
modifyPort
PORT
CONSUMER INVOKES {
AddEntry, RemoveEntry,
ModifyEntry, ModifyRDN}
= id-pt-modify

-« bind and unbind- -

DirectoryBind ::= ABSTRACT-BIND
TO|{ readPort, searchPort, modifyPort }
BIND
ARGUMENT  DirectoryBindArgument
RESULT DirectoryBindResult
BIND-ERROR DirectoryBindError

DirectoryBindArgument = SET{ credentials [0] Credentials OPTIONAL,
versions [1] Versions DEFAULT {v1988}}
Credentials :=  CHOICE { simple [0]  SimpleCredentials,
strong [1] StrongCredentials,
externalProcedure  [2) EXTERNAL}
SimpleCredentials ::= SEQUENCE{ name [0] DistinguishedName,
validity [1] SET{ timet [0] UTCTime OPTIONAL,
time2 1] UTCTime OPTIONAL,
random1 [2] BIT STRING OPTIONAL
random2 [31 BIT STRING OPTIONAL}
OPTIONAL,

- in most instances the arguments for time and random are relevant i
- a—mqweﬁﬁrgmwnmmmnrmmMMEjna employl

- - their meaning as per bilateral agreement
password [2] OCTET STRING OPTIONAL}
- - the value would be an unprotected password, or Protected1 or Protected2
- - as specified in SO/IEC 9594-8]

StrongGredentials ::= SET{ certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token }
Token ::=  SIGNED SEQUENCE{ algorithm [01 Algorithmldentifier,
name (11  DistinguishedName,
time [2]  UTCTime,

random [31 BIT STRING }

20
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