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Introduction

This Recommendation | International Standard, together with other Recommendations in the ITU-T X.500-series | parts
of ISO/IEC 9594, has been produced to facilitate the interconnection of information processing systems to provide
directory services. A set of such systems, together with the directory information that they hold, can be viewed as an
integrated whole, called the Directory. The information held by the Directory, collectively known as the Directory
Information Base (DIB), is typically used to facilitate communication between, with or about objects such as application
entities, people, terminals and distribution lists.

The Directory plays a significant role in Open Systems Interconnection (OSI), whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;
— of different levels of complexity; and
— of different ages.

This Recommendation | International Standard provides a number of different models for the Directory as a framgwork
for the other Recommendations in the ITU-T X.500 series | parts of ISO/IEC 9594. The models are the overall (functjonal)
mode]; the administrative authority model, generic Directory Information Models proyiding Directory Usef and
Ameistrative User views on Directory information, generic DSA and DSA information” models, an Operational
Framg¢work and a security model.

The deneric Directory Information Models describe, for example, how informationabout objects is grouped to| form
Directory entries for those objects and how that information provides names for ghjects.

The generic DSA and DSA information models and the Operational -Framework provide support for Dir¢ctory
distripution.

This Recommendation | International Standard provides a specialization of the generic Directory Information Models to
suppgrt Directory Schema administration.

This Recommendation | International Standard provides the foundation frameworks upon which industry profiles dan be
defingd by other standards groups and industry forums. Many'of the features defined as optional in these frameworkp may
be mandated for use in certain environments through profiles. This ninth edition technically revises and enhancgs the
eighth edition of this Recommendation | International-Standard.

Annek A, which is an integral part of this Recommendation | International Standard, summarizes the usage of ASN.1
object identifiers in the ITU-T X.500-series,Recommendations | parts of ISO/IEC 9594.

Annek B, which is an integral part of this’/Recommendation | International Standard, provides the ASN.1 module which
contalns all of the definitions associatédwith the information framework.

Annek C, which is an integrak_part of this Recommendation | International Standard, provides the subsdhema
administration schema in ASN.1)

Annek D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modyle for
Servige Administration,

Annek E, which is‘an-integral part of this Recommendation | International Standard, provides the ASN.1 module for[Basic
Accegs Control;

Annek F,avhich is an integral part of this Recommendation | International Standard, provides the ASN.1 module ywhich
conta|ns-all'the definitions associated with DSA operational attribute types.

Annex G, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.

Annex H, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with enhanced security.

Annex |, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains the definitions for LDAP system schema using the ASN.1 ATTRIBUTE information object.

Annex J, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex K, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.
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Annex L, which is not an integral part of this Recommendation | International Standard, provides some examples of
various aspects of Schema.

Annex M, which is not an integral part of this Recommendation | International Standard, provides an overview of the
semantics associated with Basic Access Control permissions.

Annex N, which is not an integral part of this Recommendation | International Standard, provides an extended example

of the

use of Basic Access Control.

Annex O, which is not an integral part of this Recommendation | International Standard, describes some DSA specific

entry

combinations.

Annex P, which is not an integral part of this Recommendation | International Standard, provides a framework for the
modelling of knowledge.

Anne
subfil

Anne
exam

Anne
conce

Anne
defing

Anne
repor

K Q, which is not an integral part of this Recommendation | International Standard, describes the caone
ters.

K R, which is not an integral part of this Recommendation | International Standard, describes recommendation
bles on how family members can be named.

K S, which is not an integral part of this Recommendation | International Standard, gives anntroduction to n
pts and considerations.

K T, which is not an integral part of this Recommendation | International Standard,dists alphabetically the
d in this Recommendation | International Standard.

K U, which is not an integral part of this Recommendation | International Standard, lists the amendments and
s that have been incorporated to form this edition of this RecommendationfyInternational Standard.

pt of

s and

ming

terms

jefect
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Models

SECTION 1 - GENERAL

1 Scope

The nodels defined in this Recommendation | International Standard provide a conceptual and terminological framiwork

for the other ITU-T X.500-series Recommendations | parts of ISO/IEC 9594 which define various aspects
Directory.

The functional and administrative authority models define ways in which the Directory can be distributed,
functionally and administratively. Generic Directory System Agent (DSA) and DSA information models a
Opergtional Framework are also provided to support Directory distribution.

The deneric Directory Information Models describe the logical structure of the Directory Information Base (DIB
the pgrspective of Directory and Administrative Users. In these models, the fact that thesDirectory is distributed,
than gentralized, is not visible.

This Recommendation | International Standard provides a specialization of the generic Directory Information Mod
suppgrt Directory Schema administration.

The gther ITU-T Recommendations in the X.500 series | parts of ISO/IEC594 make use of the concepts defined

f the

both
nd an

from
rather

els to

n this

Recommendation | International Standard to define specializations of the‘generic information and DSA models to pfovide

specific information, DSA and operational models supporting particular-directory capabilities (e.g., Replication):

a) the service provided by the Directory is described (in Rec. ITU-T X.511 | ISO/IEC 9594-3) in terms
concepts of the information framework: this alldws the service provided to be somewhat independ
the physical distribution of the DIB;

b) the distributed operation of the Directory~is specified (in Rec. ITU-T X.518 | ISO/IEC 9594-4) sO
provide that service, and therefore maintain that logical information structure, given that the DIB is
highly distributed;

c) replication capabilities offered:by the component parts of the Directory to improve overall Dirg
performance are specified (in\Rec. ITU-T X.525 | ISO/IEC 9594-9).

The spcurity model establishes a framework for the specification of access control mechanisms. It provides a mech
for idpntifying the access control scheme in effect in a particular portion of the Directory Information Tree (DIT),
defings three flexible, specific access control schemes which are suitable for a wide variety of applications and sty
use. The security model also-provides a framework for protecting the confidentiality and integrity of directory oper
using|mechanisms such as'eneryption and digital signatures. This makes use of the framework for authentication d
in Rep. ITU-T X.509 JASO/IEC 9594-8 as well as generic upper layers security tools defined in Rec. ITU-T X
ISO/IEC 11586-1.

DSA models establish a framework for the specification of the operation of the components of the Directory. Specif
a)-the Directory functional model describes how the Directory is manifested as a set of one or

of the
ent of

as to
n fact

ctory

Bnism
and it
les of
htions
efined
1830 |

cally:
more

components, each being a DSA;

and

c) the DSA information model describes the structure of the Directory user and operational information held

ina DSA,;

d) the DSA operational framework describes the means by which the definition of specific forms of

cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016)
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2

2.1

References

Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent edition
of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

211

2.1.2

2.1.3

ldentical Recommendations I International Standards

Recommendation ITU-T X.500 (2019) | ISO/IEC 9594-1:2020, Information technology — Open Sy
Interconnection — The Directory: Overview of concepts, models and services.

Recommendation ITU-T X.509 (2019) | ISO/IEC 9594-8:2020, Information technology+ ©Open Sy
Interconnection — The Directory: Public-key and attribute certificate frameworks.

Recommendation ITU-T X.511 (2019) | ISO/IEC 9594-3:2020, Information technology — Open Sy
Interconnection — The Directory: Abstract service definition.

Recommendation ITU-T X.518 (2019) | ISO/IEC 9594-4:2020, Information’ technology — Open Sy
Interconnection — The Directory: Procedures for distributed operation,

Recommendation ITU-T X.519 (2019) | ISO/IEC 9594-5:2020, Information technology — Open Sy
Interconnection — The Directory: Protocol specifications.

Recommendation ITU-T X.520 (2019) | ISO/IEC 9594-6:2020, Information technology — Open Sy
Interconnection — The Directory: Selected attribute types,

Recommendation ITU-T X.521 (2019) | ISO/IEC 9594x7:2020, Information technology — Open Sy
Interconnection — The Directory: Selected object classes.

Recommendation ITU-T X.525 (2019) | ISO/IEE.9594-9:2020, Information technology — Open Sy
Interconnection — The Directory: Replication.

Recommendation ITU-T X.660 (2011) |ISO/IEC 9834-1:2012, Information technology — Open Sy
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedurg
top arcs of the ASN.1 Object Identifiet-tree.

Recommendation ITU-T X.680.(2015) | ISO/IEC 8824-1:2015, Information technology — Abstract $
Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-TX.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract $
Notation One (ASN.1)~Information object specification.

Recommendation FLU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Abstract §
Notation One(ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology — Abstract S
Notation ©rie (ASN.1): Parameterization of ASN.1 specifications.

Recemmendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Information technology — ASN.1 eng
rQles: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distingu
Encoding Rules (DER).

Paired Recommendations | International Standards equivalent in technical content

stems
stems
stems
stems
stems
stems
stems
stems

stems
s and

yntax
yntax
yntax
yntax

oding
ished

Recommendafion TTU-T X800 (1991) (previously CCITT Recommendation), Security architeciu
Open Systems Interconnection for CCITT applications.

re for

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model — Part 2: Security Architecture.

Other references

Rec. ITU-T X.501 (10/2019)

IETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification
Map.

IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

Road

IETF RFC 4512 (2006), Lightweight Directory Access Protocol (LDAP): Directory Information Models.
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Non-normative references

Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model.

IETF RFC 4526 (2006), Lightweight Directory Access Protocol (LDAP): Absolute True and False Filters.

Recommendation ITU-T X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Authentication framework.

Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Access control framework.

Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Non-repudiation framework.

2.2

3

For

3.1

The f
a)
b)
c)

3.2

The f
a)
b)
c)
d)
e)
f)

3.3

The f
a)
b)
c)
d)
e)

3.4

Definitions

the purposes of this Recommendation | International Standard, the following definitions apply.

Communication definitions
bllowing terms are defined in Rec. ITU-T X.519 | ISO/IEC 9594-5:

Basic Directory definitions
bllowing terms are defined in Rec. ITU-T X.500 | ISO/IEC 9594-1:

Distributed operation definitions
bllowing terms are defined in Rec. ITU-T X.518 | ISO/IEC 9594-4:

Replication definitions

application-context;
application-entity;
application process.

Directory;

Directory Access Protocol;

Directory Information Base;

Directory Operational Binding Management Protocol;
Directory System Protocol;

(Directory) user.

access point;

hierarchicaloperational binding;
namesreselution;

nenispecific hierarchical operational binding;
relevant hierarchical operational binding.

The following terms are defined in Rec. ITU-T X.525 | ISO/IEC 9594-9:

a)
b)
c)
d)
e)
f)

9)
h)

cache-copy;
consumer reference;
entry-copy;

master DSA,

primary shadowing;
replicated area;
replication;
secondary shadowing;
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i) shadow consumer;

j)  shadow supplier;

k) Shadowed DSA Specific Entry;
) shadowing;

m) supplier reference.

The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of these terms is provided in Annex T for easy reference.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.

ACDF  Access Control Decision Function
ACI Access Control Information
ACIA  Access Control Inner Area
ACSA  Access Control Specific Area
ASN.1  Abstract Syntax Notation One
AVA  Attribute Value Assertion

BER (ASN.1) Basic Encoding Rules
DACD Directory Access Control Domain
DAP Directory Access Protocol

DIB Directory Information Base
DISP  Directory Information Shadowing Protocol
DIT Directory Information Tree

DMD  Directory Management Domain

DMO  Domain Management Organization

DOP Directory Operational Binding Management Protocol
DSA Directory System Agent

DSE DSA Specific Entry

DSP Directory System Protocol

DUA Directory User Agent

HOB Hierarchical @perational Binding

IDM Internet Directly Mapped

LDAP  Lightweight Directory Access Protocol

MHS Message Handling Systems

NHOB-~, ¥Non-specific Hierarchical Operational Binding
NSSR* Non-Specific Subordinate Reference

QSlI Open Systems Interconnection

Raolativn My

| IS
™ etrve-oHs

RHOB Relevant Hierarchical Operational Binding (a HOB or NHOB, as appropriate)
SDSE  Shadowed DSE

TLS Transport Layer Security

TCP Transmission Control Protocol

4 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=01f711206997eb9c559cd96c397b0e95

5

ISO/IEC 9594-2:2020 (E)

Conventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean Rec. ITU-T X.501 |
ISO/IEC 9594-2. The term "Directory Specifications" shall be taken to mean Rec. ITU-T X.500 | ISO/IEC 9594-1,
Rec. ITU-T X.501 | ISO/IEC 9594-2, Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9594-4,
Rec. ITU-T X.519 | ISO/IEC 9594-5, Rec. ITU-T X.520 | ISO/IEC 9594-6, Rec ITU-T X.521 | ISO/IEC 9594-7 and

Rec. |

TU-T X.525 | ISO/IEC 9594-9.

If an International Standard or ITU-T Recommendation is referenced within normal text without an indication of the
edition, the edition shall be taken to be the latest one as specified in the normative references clause.

Prior to year 2020, the parts making up the Directory Specifications have been progressed together and can therefore
collectively be identified as the Directory Specifications of a specific edition using the format: Rec. ITU-T X.5** (yyyy)

|1SO/,

IEC 9594-*'yyyy (e g - Rec ITU-T X 5** (1993) | ISQ/IEC 9594-*:1905)

This
of daf]
ITU-T

This
referd
The

norm

If the
proce

Directory Specification makes extensive use of Abstract Syntax Notation One (ASN.1) for the formal specifi
A types and values, as it is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, ITU-T X.681 (2015) | ISO/IEC 8§
[ X.682 (2015) | ISO/IEC 8824-3, ITU-T X.683 (2015) | ISO/IEC 8824-4 and Rec. ITU-T X.690 | FISOHEC 8¢

Directory Specification presents ASN.1 notation in bold Courier New typeface. When ASN.1types and valu
nced in normal text, they are differentiated from normal text by presenting them in the bold‘Courier New typ
ames of procedures, typically referenced when specifying the semantics of processing, dre differentiated
| text by displaying them in bold Times. Access control permissions are presented igvitalicized Times.

items in a list are numbered (as opposed to using "-" or letters), then the items'shall be considered step
Hure.

cation
24-2,
25-1.

BS are
pface.
from

5 in a
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SECTION 2 - OVERVIEW OF THE DIRECTORY MODELS

Directory Models

Definitions

For the purposes of this Directory Specification, the following definitions apply:

6.1.1

Admi

administrative authority: An agent of the Domain Management Organization concerned with various aspects
of Directory administration. The term administrative authority (in lower case) refers to the power vested in an

nistrative Authority by the Domain Management Organization to execute policy.

6.1.2
and o

6.1.3
formi

6.1.4
more

6.1.5
6.1.6

6.1.7
the D

6.1.8

6.1.9
N

6.1.1
acces

6.1.1]
respo

6.2

The O
The 1]
with

Thes

berational purposes.

directory information tree (DIT) domain: That part of the global DIT held by the DSAs and-LDAP s
ng a DMD.

directory management domain (DMD): A set of one or more DSAS, zero or more -DAP servers, z
DUAs and zero or more LDAP clients managed by a single organization.

directory user information: Information of interest to users and their applications.

directory system agent (DSA): An Open Systems Interconnection (OS]) application process which is
rectory.

(directory) user: The end user of the Directory, i.e., the entity,erperson which accesses the Directory.

directory user agent (DUA): An OSI application process which represents a user in accessing the Direc
DTE — DUAS may also provide a range of local facilities to assist users compose queries and interpret the responses.

lightweight directory access protocol (LDAP) client: An application process which represents a u
bing the Directory via the Lightweight Directory Acce$s'Protocol (LDAP).

LDAP server: An application process which is part of the Directory, holds a part of the DIB, and
nds to requests via the Lightweight DirectoryAccess Protocol (LDAP).

The Directory and its users

irectory is a repository of information and protocols and procedures for accessing and maintaining that inform
bpository is known as the Directory Information Base (DIB). Directory services provided to users are cong
arious kinds of access to this information.

brvices provided by the-Directory are defined in Rec. ITU-T X.511 | ISO/IEC 9594-3.

A Di

ectory user (e.g.,.a-person or an application-process) obtains Directory services by accessing the Directory.

precigely, a Directory,User Agent (DUA) or a Lightweight Directory Access Protocol (LDAP) client actually access
Directory and interacts with it to obtain the service on behalf of a particular user. The Directory provides one or
accesp points at‘which such accesses can take place. These concepts are illustrated in Figure 1.

A DUA is manifested as an application-process. In any instance of communication, each DUA represents precise
directory.user.

directory administrative and operational information: Information used by the Directory for admipistrative

Ervers

ero or

domain management organization: An organization that manages a DMD (and.the associated DIT Dorpain).

art of

fory.

Ber in

vhich

ation.
erned

More
es the
more

y one

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSASs)
and/or LDAP servers, each of which provides zero, one or more of the access points. For a more detailed description of
DSAs, see 21.2.

An access point is provided by a particular DSA providing access to distributed directory. The DSA to which a DUA or
LDAP client has an application-association is called the bound DSA.
NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). This is transparent to the Directory.
NOTE 2 — The DUA functions and a DSA can be within the same open system; it is an implementation choice whether to make
one or more DUAs visible within that open system.
NOTE 3 — A DUA may exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications. For
example, a DUA which represents a human directory user may provide a range of local facilities to assist its user to compose
queries and interpret the responses.
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Access point

DUA/
LDAP
client

Directory
user

The Directory

X.501(12)_F01

Figure 1 — Access to the Directory

6.3 Directory and DSA Information Models

6.3.1 Generic Models

Directory information may be classified as either:

— user information, placed in the Directory by, or on behalf of, users; and subsequently-administered py, or
on behalf of, users. Section 3 provides a model of this information; or

— administrative and operational information, held by the Directory to meet ‘various administrative and
operational requirements. Section 5 provides a model of this information,\Also provided in Section|5 is a
specification of the relationship between the user, administrative and eperational information models.

Thesq models, presenting views of the DIB from different perspectives, arexreferred to as the generic Dirgctory
Information Models.

Directory information models describe how the Directory as a whole represents information. The composition pf the
Direcfory as a set of potentially cooperating DSAs is abstracted from.the model. The DSA information model, ¢n the
other [hand, is especially concerned with DSAs and the informatiopsthat must be held by DSAs in order that the fset of
DSAq comprising the Directory may together realize the Directory information model. The DSA Information Mddel is
provigled in clauses 22 through 23.

The DSA information model is a generic model describing the information held by DSAs and the relationship befween
this information and the DIB and DIT.

Some}, but not all, of the information represented by-the DSA information model is accessible via the Directory ahjstract
servige. Therefore, administration of all of the information described in these Directory Specifications is not possil]le via
the Djrectory abstract service. It is envisiongd that administration of DSA information will initially be a local mattgr, but
that eventually some generic system management service will be employed to provide access to all of the information
descr{bed in the DSA information model.

6.3.2 Specific information models

Subsqquent to the development of generic models for the Directory as a whole and for its components, specific
inforrpation models are required for the standardization of particular aspects of the operation of the Directory apd its
comppnents.

The generic Directory Information Models establish a framework for the following specific information models:
— anvaccess control information model;
¢ \("a subschema information model;

L acollective attribute information model.

The generic DSA Information Model in turn establishes a framework for the following specific information models:
— amodel for a DSA's distribution knowledge;
— amodel for a DSA's replication knowledge.

6.4 Directory Administrative Authority Model

A Directory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAs managed by a single
organization.

That part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a one-to-one
correspondence between DMDs and DIT Domains. The term "DMD" is used when referring to the management of the

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016) 7
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functional components of the Directory. The term "DIT Domain" is used when referring to the management of Directory
Information. Two important points regarding this terminology are:

A DIT Domain consists of one or more disjoint subtrees of the DIT (see 11.5). A DIT Domain shall not
contain the root of the global DIT.

The term "DMD" may also be used as a general term when both aspects of management are considered
together.

An organization that manages a DMD (and the associated DIT Domain) is referred to as a Domain Management
Organization (DMO).

Figure 2 illustrates the relationship between a DMO, DMD and DIT Domain.

( A
L Domain management organization J
Manages Manages
Y A
DIT Domain DMD

s
T L
(our)

X.501(12)_F02

Figure 2 — Directory management

Management of a DUA by a DMO implies an ongoing:rgsponsibility for service to that DUA, e.g., maintenance, or in
some|cases ownership, by the DMO. The DMO may. or may not elect to make use of the Directory Specificatigns to

govern any interactions among DUAs and DSAs which are wholly within the DMD.

An agent of a DMO concerned with varioustaspects of Directory administration is referred to as an Administrative
Authdrity. The term administrative authority-(in lower case) refers to the power vested in an Administrative Authority by
a DMO to execute policy.

NOTE — A Directory Administrativé Authority Model is specified in Section 4.

A DMD may be assigned an objectidentifier (a DMD-id) for convenience in reference, for example, in search-rulds.
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SECTION 3 - MODEL OF DIRECTORY USER INFORMATION

Directory Information Base

Definitions

For the purposes of this Directory Specification, the following definitions apply:

7.1.1

7.1.2

alias entry: An entry of the class "alias" containing information used to provide an alternative name for an
object or alias entry.

ancestor: The entry at the root of the hierarchy of family members that comprise a compound entry.

713
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7.1.4
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7.1.6
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7.1.7
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7.1.8

7.1.9
a con
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7.1.1

7.1.1]
intend

7.1.17
the D

7.1.13
super

7.1.14
proce
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7.1.15

7.1.14
can th

compound entry: A representation of an object in terms of family members that are hierarchically,0rgs
ne or more families of entries.

derived entry: Entry information in a search result containing attribute values obtained by performing
a that originated from more than one Directory entry.

direct superclass: Relative to a subclass — an object class from which the subclass is ditectly derived.

directory information base (DIB): The complete set of information to which the-Directory provides a
hich includes all of the pieces of information which can be read or manipulated using the operations of the Dire

directory information tree (DIT): The DIB considered as a tree, whose &ertices (other than the root) 4
fory entries.

DTE — The term "DIT" is used instead of "DIB" only in contexts where the treesstructure of the information is relevant.
(directory) entry: A named collection of information within the'D1B. The DIB is composed of entries.

family: A hierarchical subset of family member entries that.represents a particular class of information
pound entry. The root of each family within a compound entry is the ancestor, but apart from the shared and
es do not share common members. A family is distinguished:from other families within a compound entry by h
mon class (structural object class) for each family member that is immediately subordinate to the ancestor.

family member: A member of a hierarchical callection of entries that comprise a compound entry.

immediate superior (noun): Relative to'a'particular entry or object (it shall be clear from the context wi
ed), the immediately superior entry or objéect:

immediately superior entry: Relative to a particular entry — an entry which is at the initial vertex of an
T whose final vertex is that of the particular entry.

immediately superior object: Relative to a particular object — an object whose object entry is the imm
or of any of the entries (object or alias) for the second object.

5sing or some part theréof, which is identifiable (can be named), and which it is of interest to hold informati
DIB.

object class: An identified family of objects (or conceivable objects) which share certain characteristics.

objeet-entry: An entry which is the primary collection of information in the DIB about an object, and
erefore’be said to represent that object in the DIB.

7.1.1]

nized

R join

CCess,
ctory.

re the

vithin
estor,
aving
ichis
arc in

pdiate

object (of interest).-Anything in some ‘world’, generally the world of telecommunications and infornpation

pbn on

vhich

related entries: A set of (directory) entries, each of which can be identified as holding information in th

p DIB

about a particular real-world object of interest. Different entries in the set may contain different types of information

about

the real-world object, and may even contain conflicting information.

NOTE 1 — The value of information within a set of related entries depends on the reliability of the identification of each entry with
the real-world.

NOTE 2 — It is possible, but not necessary, for related entries to exist in separate DITs and to have identical distinguished names.
Similarly, it is possible for non-related entries to have identical distinguished names; however, it is recommended that identical
distinguished names be used only for related entries.

7.1.18

subclass: Relative to one or more superclasses — an object class derived from one or more superclasses. The

members of the subclass share all the characteristics of the superclasses and additional characteristics possessed by none

of the

members of those superclasses.

7.1.19  subordinate: The converse of superior.

©
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7.1.20 superclass: Relative to a subclass — a direct superclass, or superclass to an object class that is a direct superclass
(recursively).

7.1.21  superior: (Applying to entry or object) immediately superior, or superior to one which is immediately superior
(recursively).

7.2 Objects

The purpose of the Directory is to hold, and provide access to, information about objects of interest (objects) which exist
in some 'world'. An object can be anything in that world which is identifiable (can be named).

NOTE — The objects known to the Directory may not correspond exactly with the set of 'real’ things in the world. For example, a
real-world person may be regarded as two different objects, a business person and a residential person, as far as the Directory is
concerned. The mapping is not defined in this Directory Specification, but is a matter for the users and providers of the Directory
infthe context of their applications.

An ohject class is an identified family of objects, or conceivable objects, which share certain characteristics. Every pbject
belonps to at least one object class. An object class may be a subclass of other object classes, in which case the members
of theg former class, the subclass, are also considered to be members of the latter classes, the superclasses./There may be
subclgsses of subclasses, etc., to an arbitrary depth.

7.3 Directory entries
The Dyirectory Information Base (DIB) is composed of (Directory) entries. An entry is a named collection of information.

Therg are four kinds of entries:

—  Object entries: Representing the primary collection of informatien.in the DIB about a particular dbject.
For any particular object, there is precisely one object entry or€ompound entry (see 8.10). The objecfentry
is said to represent the object. An object entry is either a sifigle entry or a compound entry comprising an
aggregate of entries together representing the object.

— Alias entries: Used to provide alternative names forobject entries (possibly the ancestor of a compound
entry, but not child family members).

—  Subentries: Representing a collection of information in the DIB used to meet administrativg and
operational requirements of the Directory. Subentries are discussed in Section 5.

—  Family members: Special entries that are:components of a compound entry. The ancestor of a compound
entry is also a family member.

A user view of the structure of Directory entrigs.is depicted in Figure 3 and described in 8.2.

Each pntry contains an indication of the object classes, and their superclasses, to which the entry belongs.

Some| object entries are specially designated for the purpose of Directory administration. These entries are t¢rmed
administrative entries. The Directory-user is not normally aware of this, and views these entries in the same way as|other
object entries.

7.4 Directory Information Tree (DIT)

In order to satisfy réguirements for the distribution and management of a very large DIB, and to ensure that entrig¢s can
be unambiguousty.'named and rapidly found, a flat structure is not likely to be feasible. Accordingly, the hierarghical
relatipnship eemmonly found among objects (e.g., a person works for a department, which belongs to an organizgtion,
which) is headguartered in a country) can be exploited, by the arrangement of the entries into a tree, known as the Dirg¢ctory
Information Tree (DIT).

NOTE—Amintroduction to the CONCeEpPLs ana lerminolugy Of tree SIrucCtuTesS Tarm be found i ATeEX J.

The component parts of the DIT have the following interpretations:

a) the vertices are the entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are
always leaf vertices. The root is not an entry as such, but can, where convenient to do so [e.g., in the
definitions of b) and c) below], be viewed as a null object entry [see d) below];
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b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);

c) the object represented by an entry is, or is closely associated with, the naming authority (see clause 8) for
its subordinates;

d) the root represents the highest level of naming authority for the DIB.

A superior/subordinate relationship between objects can be derived from that between object entries. An object is an
immediately superior object (immediate superior) of another object if and only if the object entry for the first object is
the irmmediate superior of any of theobject entries for-the—secondobject T e terms mmediately subordimate gbject,
immegliate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted superior/subordinate relationships among objects are governed by the DIT structure definitions (see"13.7).

The Directory maintains, in addition to information concerning Directory entries, additional information regdrding
collegtions of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not fa true
tree sjructure). See clause 12.

8 Directory entries

8.1 Definitions
For the purposes of this Directory Specification, the following definitions &pply:

8.1.1 anchor attribute: A user attribute having friends, as defined.within the relevant subschema. An anchor attribute
can bg used to cause friend attributes to be included in the set of attributes to be selected or considered for matching in a
Search operation, without having to be itself present in an entry.

8.1.2 attribute: Information of a particular type. Entriesare composed of attributes.
8.1.3 user attribute: An attribute holding user infornjation.

8.14 attribute hierarchy: The aspect of an attribute that permits a user attribute type to be derived from ajmore
generfc user attribute type. The relationship of the-two attribute type definitions (which mandates certain behavigur of
attribyites corresponding to these attribute types)is thus hierarchical.

8.1.5 attribute subtype (subtype)iAn attribute type A is related to another attribute type B by the fact that either A
has bgen derived from B, in which caSe-A is a direct subtype of B, or A has been derived from an attribute type which is
a subfype of B, in which case A is-an-indirect subtype of B.

8.1.6 attribute supertype (Supertype): An attribute type B is related to another attribute type A by the fact thatither
A hagbeen derived from By ittwhich case B is a direct supertype of A, or A has been derived from an attribute type Which
is a sybtype of B, in whicticase B is an indirect supertype of A.

8.1.7 attribute type: That component of an attribute which indicates the class of information held by that attripute.
8.1.8 attribute value: A particular instance of the class of information indicated by an attribute type.

8.1.9 attribute value assertion: A proposition, which may be true, false, or undefined, according to the spegified
matching-rules for the type, concerning the presence in an entry of an attribute value of a particular type.

8.1.10  auxiliary object class: An object class which is descriptive of entries or classes of entries and is not used for
the structural specification of the DIT.

8.1.11  collective attribute: A user attribute whose values are the same for each member of an entry collection.

8.1.12  context: A property that can be associated with a user attribute value to specify information that can be used to
determine the applicability of the value.

8.1.13  context assertion: A proposition, which may be true or false, regarding a context type and particular context
values for that type, that determines the applicability of an attribute value.

8.1.14  context type: That component of a context which indicates its type or purpose.

8.1.15 context list: The set of contexts associated with an attribute value.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016) 11
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8.1.16  context value: A particular instance of the property indicated by a context type.

8.1.17  derived attribute: An attribute whose value or values is computed in whole or in part at the time of retrieval
rather than directly stored.

8.1.18 derived object class value: A value of an object class whose presence is not administered by a user but is
computed. Derived object class values are categorized as abstract.

8.1.19  direct attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of their attribute type.

8.1.20 distinguished value: An attribute value in an entry that appears in the relative distinguished name of the entry.

8.1.21 dummy attribute: An attribute that is defined as a user attribute but which shall never be present in an entry.
Only an anchaor attribute can be a dummy attribute

8.1.22 entry collection: A collection of entries belonging to an explicitly specified subtree or subtree refinemgnt of
the D|T.

8.1.23 friend attributes: A set of user attributes associated with a specific user attribute (known as an’anchor attrjbute)
by anjadministrative authority, for inclusion in a set of attributes returned when the anchor attribute-is’specified, of used
potentially to match a predicate which includes a condition on the anchor attribute.

8.1.24 indirect attribute reference: Reference (in the Directory and DSA abstract seryice) to one or more attfibute
value$ using the identifier of a supertype of their attribute type.

8.1.2%  matching rule: A rule, forming part of the Directory Schema, which allows entries to be selected by making a
particular statement (a matching rule assertion) concerning their attribute values.

8.1.26  matching rule assertion: A proposition, which may be true, false or undefined, concerning the presence in an
entry jof attribute values meeting the criteria defined by the matching rule.

8.1.21T operational attribute: An attribute representing operationaliand/or administrative information.
8.1.28  structural object class: An object class used for the structural specification of the DIT.

8.1.29 structural object class of an entry: With respect to‘aparticular entry, the single structural object class uped to
determine the DIT Content Rule and DIT Structure Rule-applying to the entry. This object class is indicated Ry the
strucfuralObjectClass operational attribute. This object'class is the most subordinate object class of the entry's structural
object class superclass chain.
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8.2 Overall structure

As depicted in Figure 3, an entry consists of a set of attributes.

ENTRY
| Attribute | Attribute | - - - | Attribute |
ATTRIBUTE
One or more per entry
ATTRIBUTE
Attribute Attribute
type value(s)
ATTRIBUTE VALUE(s)
One or more per attribute
| Distinguished || Attribute [ | Attribute
! attribute 1 value value
| value i
! -1 | Context(s) | | Context(s) |
Context(s) | _~
CONTEXT(s).
zero, one or more per attribute value
CONTEXT LIST d
| Context | Context ° oo | Context \\
L NS
Context Context ‘—§§L:———1
ontex ontext |{
type value(s) Fallback
s.‘\J

X.501(12)_F03

Figure 3 — Structure of an entry

Each fattribute provides a piece of information.about, or describes a particular characteristic of, the object to whi¢h the
entry [corresponds.

NOTE 1 - Examples of attributes whichumight be present in an entry include naming information such as the object's pdrsonal
ngme, and addressing information, sueh.as its telephone number.

An aftribute consists of an attribute type, which identifies the class of information given by an attribute, ard the
corregponding attribute values, which are the particular instances of that class of information appearing in the attfibute
within the entry. A user.atiribute value may have zero, one, or more contexts associated with it in its context list.
Operational attribute values shall not have contexts.
NOTE 2 — Attribute‘types, attribute values, and contexts are described in 8.4, 8.5 and 8.8 respectively. Operational attribufes are
described in clause12.

Attrjibute. {ATTRIBUTE:SupportedAttributes} ::= SEQUENCE ({

type ATTRIBUTE. &id ({SupportedAttributes}),
vallues SET SIZE (0..MAX) OF ATTRIBUTE. &Type ({SupportedAttributes} { @typle}) ,
va — £

value ATTRIBUTE. &Type ({ SupportedAttributes} {@type}),

contextList SET SIZE (1..MAX) OF Context,

...} OPTIONAL,

}

An attribute may be designated as single-valued or multi-valued. The Directory shall ensure that single-valued attributes
have only a single value. This value may have a context list to associate properties with the attribute value. Attributes in
storage shall have at least one value, but may at times appear to have zero values when transferred to or from storage
(e.g., because values are hidden by access control).
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8.3 Object classes

Object classes are used in the Directory for a number of purposes:
—  describing and categorizing objects and the entries that correspond to these objects;
—  where appropriate, controlling the operation of the Directory;
—  regulating, in conjunction with DIT structure rule specifications, the position of entries in the DIT;

— regulating, in conjunction with DIT content rule specifications, the attributes that are contained in entries;

— identifying classes of entry that are to be associated with a particular policy by the appropriate

administrative authority.

Some object classes WI|| be mternatlonally standardlzed Others WI|| be deflned by national admmlstratlve authorltles

and/o , -
classgs and unamblguously identifying them Th|s is accompllshed by |dent|fy|ng each ObjECt class with .an
identifier when the object class is defined. A notation for this purpose is provided in 13.3.3.

NOTE 1 — An administrative authority may use object classes other than the useful object classes defined and, registered

Directory Specifications. An administrative authority may itself specify and register object classes, for example; to supp
thpse defined in the Directory Specifications.

bject
bbject

in the
ement

An object class (a subclass) may be derived from an object class (its direct superclass) which(syitself derived from an

even more generic object class. For structural object classes, this process stops at the most géeneric object class, tg

ordergd set of superclasses up to the most superior object class of an object class is its supetelass chain.

An oljject class may be derived from two or more direct superclasses (superclasses npt part of the same superclass ¢
This feature of subclassing is termed multiple inheritance.

The specification of an entry's or family member's object class identifies whéther an attribute is mandatory or opEonaI;

this specification also applies to its subclasses. The subclass may be said to ‘inherit the mandatory and optional at
specification of its superclass. The specification of a subclass may indicate that an optional attribute of the superc
mandptory in the subclass.

p. An

hain).

ibute
ass is

If an|object class specifies an anchor attribute having friend attributes as optional or mandatory, this automatically

includes friend attributes as optional attributes without necessatily being included in any object class definition or
content rule.

An object class may define a dummy attribute as a mandatory or optional attribute if the dummy attribute is an a
attribyite. If an object class specifies a dummy anghor attribute type as a mandatory or optional attribute, the a

attribyite shall not appear in an entry of this objectelass, but if specified as a mandatory attribute, at least one of its fi
attribyite shall be present. However, if a non-dummy anchor attribute type is specified as a mandatory attribute ty,
attribyite of the anchor attribute type shall be-present.

Friengl attribute types shall not be present'if excluded by content rules.

Therg are three kinds of object classes:

—  abstract object class;

—  structural gbject class; and

— auxiljaryebject class.

NOTE 2 — For restriction on definition of subclasses, see 13.3.1.

Each pbject class'is of precisely one of these kinds, and remains of this kind in whatever situation it is encountered
the Djrectory. The definition of each object class shall specify what kind of object that it is.

n any

nchor
hchor
iends
De, an

vithin

All entries shall be a member of the object class top and at least one other structural object class.

8.3.1 Abstract object class

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such object

classes. An entry shall not belong only to abstract object classes.

top is an abstract object class used as a superclass of all structural object classes.
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In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is, its
presence is computed or inferred by the Directory. For example, the parent object class value for a particular entry is
computed or inferred from the presence of a family member, of auxiliary object class child, immediately subordinate to
the entry.

8.3.2 Structural object class

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural
object classes are used in the definition of the structure of the names of the objects for compliant entries.

An object or alias entry is characterized by precisely one structural object class superclass chain which has a single
structural object class as the most subordinate object class. This structural object class is referred to as the structural
object class of the entry.

Structural object classes are related to associated entries:

— an entry conforming to a structural object class shall represent the real-world object constraihed by the
object class;

—  DIT structure rules only refer to structural object classes; the structural object class of,an entry is uged to
specify the position of the entry in the DIT;

—  the structural object class of an entry is used, along with an associated DIT cohtent rule, to contrpl the
content of an entry.

The sfructural object class of an entry shall not be changed.

8.3.3 Auxiliary object class

Specific applications using the Directory will frequently find it useful to spegcify-an auxiliary object class which may be
used |n the construction of entries of several types. For example, message handling systems make use of the auXiliary
class MHS User (see Rec. ITU-T X.402 | ISO/IEC 10021-2) to specify.a package of mandatory and optional mgssage
handljng attributes for entry types whose structural object class is vatiable, e.g., Organizational Person or Residential
Persop.

In ce:ltain environments, there is a need to be able to add to orremove from the list of attributes permitted in an entry of
a partjcular, perhaps standardized, class (or classes).

This fequirement may be met by the definition and-use of an auxiliary object class having semantics, knowh and
maintpined within a local community, which change®rom time to time as needed.

This fequirement may also be met using the facilities of DIT content rule definitions to dynamically (i.e., wjthout
registfation) allow the addition or exclusionofattributes from entries at particular points in the DIT (see 13.3.3).

Auxilliary object classes are descriptive of entries or classes of entries.

Thergfore, besides being a member\of the structural object class, an entry may be optionally a member of one orfmore
auxilipry object classes.

An entry's auxiliary object.classes may change over time.

NOTE — The unregistered’ object class facility, available in Rec. CCITT X.501 (1988) | ISO/IEC 9594-2:1990 to suppprt the
reuirements discussédAn this clause, is now deprecated in favour of the use of DIT content rules.

8.3.4 Objectelass definition and Rec. CCITT X.501 (1988) | ISO/IEC 9594-2:1990

Objeqt classes:defined using the terminology of Rec. CCITT X.501 (1988) | ISO/IEC 9594-2:1990 will not be clagsified
as on¢ of structural, auxiliary or abstract.

Alias object tlasses specified USing the terminotogy of Rec. CCITT X501 (1988)  1SOMAEC 9594-271990 ay be
considered to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema
accordingly.
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8.4 Attribute types

Some attribute types will be internationally standardized. Other attribute types will be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for defining
types and unambiguously identifying them. This is accomplished by identifying each attribute type with an object
identifier when the type is defined. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an
attribute type is defined as:

AttributeType ::= ATTRIBUTE. &id
All attributes in an entry shall be of distinct attribute types.

Certain attributes may not be stored and accessible in entries, but are intended to be carried in operations to convey
information, e.g., diagnostics information, that conveniently can be expressed as attributes. Other attributes, called control
attributes, may as part of their definition specify a special procedure to be executed based on the information_|n the
attribyite. A control attribute may be specified in an operation, placed in entries, etc. See 8.5.3 of Rec. ITU-TX.520 |
ISO/IEC 9594-6 for an example.

174

Therg are a number of attribute types which the Directory knows about and uses for its own purposes, They includ

a) objectClass — An attribute of this type shall appear in every entry, and shall indicate the object cjasses
and superclasses to which the object belongs.

b) aliasedEntryName — An attribute of this type shall appear in every alias entry, and shall hold the[name
(see 8.5) of the entry which the alias entry references.

Thesq attributes are defined in 13.4.8.

The types of user attributes which shall or which may appear within an object or atigs entry are governed by rules applying
to thel indicated object classes as well as by the DIT content rule for that entry (see 13.8). The types of attributes yhich
may gppear in a subentry are governed by the rules of the system schemas

Some| Directory entries may contain special attributes not normally Wisible to the Directory User. These attributgs are
called operational attributes and are used to meet the administrative and operational requirements of the Diregctory.
Opergtional attributes are discussed in more detail in Section 5.

8.5 Attribute values

Definling an attribute also involves specifying the syntax, and hence data type, to which every value in such attr{butes
shall ponform. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an attribute value is
defingd as:

AttrjibuteValue ::= ATTRIBUTE. &Type

An aftribute value may be designatedas a distinguished value, in which case the attribute value can form part pf the
relatiye distinguished name of the'entry (see 9.3). Generally, an attribute with a distinguished value will have only a ingle
distinpuished value. If such an(attribute value has associated context information (see 8.8), the context informationl|is not
consiglered part of the distinggished value when being part of a relative distinguished name (see 8.8 and 9.3).

NOTE — A distinguished.value may have contexts attached, but such context information is not part of a distinguished namg.

Clienf-supplied valueSshall be preserved for storage in the Directory. Comparison values are ephemeral, and shgll not
affect the stored-value.

8.6 Attribute type hierarchies

Whe dt‘fill;llg alt attl ibutc tpr, thc bhal abtUl ;Dt;ba Uf SQUITTIT TTTUTT UUIICI i\., Qttl ibutc typc |||ay Upﬁuna”y bC CIIIP:U) ed as
the basis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supertype,
from which it is derived.

Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allowing the value
components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to the
attribute) or by the identifier of a more generic attribute type (an indirect reference).

Semantically and syntactically related attribute types may be placed in a hierarchical relationship, the more specialized
being subtypes to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting
the more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for the
quoted type; a context assertion specified for the more generalized attribute type is also applied to the more specialized

type.

16 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

Where specialized subtypes are selected to be returned as part of a search result these types shall be returned if available.
Where the more general types are selected to be returned as part of a search result, both attributes of the general and the
specialized types shall be returned, if available. An attribute value shall always be returned as a value of its own attribute

type.
For an entry to contain a value of a user attribute type belonging to an attribute hierarchy, that type shall be explicitly

included either in the definition of an object class to which the entry belongs, or in the DIT content rule applicable to that
entry.

All of the attribute types in an attribute hierarchy are treated as distinct and unrelated types for the purpose of
administration of the entry and for user modification of entry content.

An attribute value stored in a Directory object or alias entry is of precisely one attribute type. The type is indicated when
the value is originally added to the entry.

8.7 Friend attributes

Frieng attributes are user attributes specified by an administrative authority as related in some practical Way to a sgecific
anchgr attribute. When an anchor attribute is specified in the information to be returned by a Read orySearch operation,
the fepture permits friend attributes for the anchor attribute to be returned, subject to service and @dministrative controls
(including access control, search rules, etc.). Similarly, when an anchor attribute is specified in a filtér item within a dearch
predigate, friend attributes can be used to satisfy the predicate if the matching rule for the friend is compatible with the
propgsed value.

If an pnchor attribute is permitted within an entry by being included in the mandatory“or optional lists of object class
valuef for the entry, friend attributes are also permitted unless excluded by contentrules. If the anchor attribute ig not a
mandptory attribute, it may be absent in the entry, even if friend attributes are, present.

Any yser attribute can be designated within a subschema as an anchor attribute.
NOTE 1 — As an example of an anchor attribute, consider a hypothetical attriblte commsaddr, which has, in a particular subsghema,
friend attributes which are communications addresses attribute types, e.g.)telephone number, e-mail address, URL, etc.

The anchor-friend relationship is neither commutative nor transjtive:

— If an anchor attribute A has a friend B, it cannot be deduced that A is a friend of B.

— Ifan anchor attribute A has a friend B, and<®B has a friend C, it cannot be deduced that C is a friend pf A.

If an fattribute A is a friend of some anchor attribute) then all subtypes of A are also friends of that anchor attrjibute.
Howgver, it cannot be deduced that supertypes of A are also friends of that anchor attribute.

Designating an attribute as a friend conferS no special access control or search-rule protection unless associateq with
membRership of the anchor's object class (of which it is automatically a member).

NOTE 2 — At present, access control-and Search rules make no use of object classes as a means of defining sets of attribufes for
special privileges or protections.

8.8 Contexts

The ipformation modelmay be refined by associating with attribute values properties called contexts. Associated with
any uper attribute valuemay be a list of contexts which provide additional information that can be used to determipe the
appligability of the\attribute value.

NOTE 1 —Forexample, contexts can be used to associate a particular language, time, or locale with an attribute value.

Each pontext consists of a type component, a value component whose syntax is determined by the type, and a fallback
flag. Using the notation of the CONTEXT information object class defined in 13.9, a Context is defined as:

Context ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
contextValues
SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE,

}
The contextType component shall hold the object identifier identifying the type of context.

The contextvalues component shall hold one or more values of the property specified by contextType that are
associated with the particular attribute value.
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The fallback component is used to designate one or more attribute values for specific behaviour in relation to a context
type. In addition to having any specific contextvalues of that context type associated with it, an attribute value for
which fallback is TRUE for a given contextType iS:

—  considered as being associated with any value of the given contextType for which no other values of the
same attribute are otherwise associated. Thus, a context assertion of this context type that fails to match
any values of the attribute based on the rules for matching contextvalues shall match with any attribute
value for which fallback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shall yield those
values with £allback set to TRUE if none of the attribute values is otherwise associated with the chosen language.

— considered as a value to preserve during an operation which resets attribute values for a given attribute
type. A Modify (reset value) removes all values of a chosen attribute type which have an associated context

foraphich tha oo 11, lejcocat CAL O
oot rarroacrk 1o oSttt T/ =ot:

NOTE 3 — Modify (reset value) is further described in 11.3.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

An atfribute value without contexts, or one whose context list does not contain a context of a specific typef is-considered
to be ppplicable under all context values of that specific type.

NOTE 4 — For example, a selection based on the French context value of a language context shall select an attribute value thgt does
ngt have any language context specifically associated with it (as well as those attribute values having thé/French language dontext
aspociated with them specifically).

All cqntexts in an attribute value's context list shall be of distinct context types.

Contgxt information associated with attribute values may be retrieved along with the attribute values (e.qg., to differgntiate
betwgen those attribute values). A user of the Directory may also make use of contexts’to refine selection and retriejval of
information during Directory operations.

8.9 Matching rules

8.9.1 Overview

Of pafamount importance to the Directory is the ability to be able-toselect a set of entries from the DIB based on asseftions
concdrning attribute values held by these entries.

A majching rule allows entries to be selected by makinga¢articular assertion concerning their attribute values.

The most primitive type of assertion is the attribute'value assertion. More complex assertions may be supported |using
matching rule assertions. A matching rule assertion is a proposition, which may be TRUE, FALSE, or UNDEFINED,
concdrning the presence in an entry of attribute\values meeting the criteria defined by the matching rule.

An atfribute value or matching rule assertion is evaluated based on the matching rule associated with the assertion.

A majching rule is defined through the ‘specification of:

—  the range of attribute’syntaxes supported by the rule;

—  the specific types’of matches supported by the rule;

— the syntax-réquired to express an assertion of each specific type of match;

— rulesqforderiving a value of the assertion syntax from a value of the attribute syntax, if required.

NOTE — No restrictions are placed on the matching rules that may be defined to support a particular application. Howevet, rules
deffined to suppart one particular application may not be widely supported by DUAs and DSAs. Wherever possible, the matching
rufes defined in Rec. ITU-T X.520 | ISO/IEC 9594-6 should be used in preference to the specification of new ones.

Sometifmes there will be a one-to-one correspondence between a matching rule and the types of matches supportefl. For
exampte, the DITectory AbStract SErVICE SUPPOTTS @ PresSence matching TUie 10 detect the Presence of an atribute ofa given
type in an entry.

Sometimes there will be a many-to-many correspondence between a rule and the types of matches supported. For example,
the Directory Abstract Service supports a generic ordering rule allowing greater than or equal and less than or equal types
of matches.

8.9.2 Attribute value assertion

An attribute value assertion (AVA) is a proposition, which may be TRUE, FALSE, or UNDEFINED, according to the
specified matching rules for the type, concerning the presence in an entry of an attribute value of a particular type. It
involves an attribute type, an asserted attribute value, and optionally an assertion about contexts associated with the
attribute value:

18 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

AttributeValueAssertion ::= SEQUENCE ({
type

assertion

ATTRIBUTE. &id ({SupportedAttributes}),
ATTRIBUTE. &equality-match. &AssertionType
({SupportedAttributes} {@typel}),

assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1l] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL,

}
ContextAssertion ::= SEQUENCE ({
contextType CONTEXT. &id ({SupportedContexts}),

contextValues SET SIZE (1l..MAX) OF
CONTEXT . &éAssertion ({SupportedContexts} {QcontextType}l) ,

}

Thes
type,

8.9.2,
An A

8.9.2,
The i

VA is:
a)

b)

c)

1 Evaluation of an AVA

value contains a context that matches the assertedContexts as described in 8.9.2.2;

P Use of assertedContexts or context assertion defaults

yntax of the assertion component of an AVA is determined by the equality matching rule defined for the atthbute
hnd may be different from the syntax of the attribute itself.

undefined, if any of the following holds:
1) the attribute type is unknown;
2) the attribute type has no equality matching rule;

3) the value does not conform to the data type indicated by the syntax of the assertion of the attribute's
equality matching rule;

NOTE - 2) and 3) normally indicate a faulty AVA; 1) however, may<ecur as a local situation (e.g., a particulaf DSA
has not been configured with support for that particular attribute type).

true, if the entry contains an attribute of that type, and the attribute contains a value of that value, and the

false, otherwise.

nclusion of assertedContexts within an AttributeValueAssertion is optional. If assertedContexts is

specified, then the assertion shall be evaluated only against those values of the attribute for which the

assefktedContexts is true, as defined in 8.9.2.3;

If asgertedContexts is not provided within'an AttributevValueAssertion, then a default context assertion may be
appligd in the same manner; that is, the assertion shall be evaluated only against those values of the attribute for which,
as deflined in 8.9.2.3, the default context assertion is true. There are three potential sources for a default context assgrtion:

that s
DSA.

8.9.2.

1)

2)

4)

pecified for the operation as-a,whole, that available within subentries in the DIT, and that available locally jn the
They are applied as follpws:

If assertedContexts is not provided within an AttributeValueAssertion, then any context
assertion.fgp the given attribute type which has been supplied for the operation as a whole, as part of
operationContexts as described in 7.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3, shall be applied.

If-the user has not provided assertedContexts for the AVA and there is no context assertion fpr the
given attribute type which has been supplied for the operation as a whole, then the default context assprtion
for the given attribute type in the context assertion subentries (if any) controlling the entry shall be applied,
as described in 14.7.

context assertlon for the glven attribute type Such a default shaII typically reflect local parameters such
as the language or location of the place of deployment of the DSA, or the current time of day, but may be
tailored differently by the DSA for each DUA to which it responds.

If no context assertion is available from any of these sources, then the assertion shall be evaluated
against all values of the attribute.

3 Evaluation of assertedContexts

assertedContexts is true if:
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asse

8.9.2.

a) allcontexts is specified (this permits a context assertion to override any default context assertion that

might  otherwise be applied if assertedContexts were omitted from
AttributeValueAssertion); Or

b) each ContextAssertion in selectedContexts is true as described in 8.9.2.4.

rtedContexts is false otherwise.

4  Evaluation of a ContextAssertion

A ContextAssertion is true for a particular attribute value if:

a) the attribute value has a context of the same contextType Of the ContextAssertion and any

the

of the

stored contextvValues Of that context matches with any of the asserted contextvalues according to

———the-definition-of-how-a-match-is-determined-forthat-eentextTypeor
b) the attribute value contains no contexts of the asserted contextType; Or

c) none of the other attribute values for the attribute satisfies the ContextAssertion accordingto 1
in 8.9.2.2 above, but the attribute value does contain a context of the asserted contextType Wi
fallback Set t0 TRUE.

A ContextAssertion is false otherwise.

8.9.3
An at

Attr

Attribute Type Assertions

ibuteTypeAssertion ::= SEQUENCE ({

type ATTRIBUTE. &id ({SupportedAttributes}),

as

8.9.3.
An at

8.9.3,
The i

pertedContexts SEQUENCE SIZE (l1..MAX) OF ContextAssertion OPTIONAL,
}

1 Evaluation of an attribute type assertion

ribute type assertion is:
a) undefined, if the attribute type is unknown orif the attribute is not present in the entry;

contain a context that matches the assertedcContexts as described in 8.9.3.2;
¢) FALSE, otherwise.

P Use of assertedContexts or context assertion defaults

specified, the assertedContexts(shall be true for at least one attribute value according to the rules defined in 8.

If ass

applig
the ru

8.9.4

les defined in 8.9.2(4 The potential sources for a default context assertion are as specified in 8.9.2.2.

Built-in matching rule assertions

A number of categories of related matching rules, whose semantics are generally understood and applicable to val

many

different.types of attributes, are understood by the Directory:
-\ present;

or 2)
th the

ribute type assertion is a proposition, which may be true, false, or undefined, acéording to the associated confexts.

b) TRUE, if the entry contains an attributeof-that type, and the attribute contains one or more valugs that

nclusion of assertedContexts Within an AttributeTypeAssertion is optional. If assertedContex}ts is

D.2.4.

ertedContexts is notyprovided within an AttributeTypeAssertion, then a default context assertion njay be
d in the same manner{-that is, the default context assertion shall be true for at least one attribute value accordjng to

les of

—equality;

—  substrings;

— ordering;

—  approximate match.

Syntax for asserting certain types of matches associated with these categories of matching rules has been built into the
Directory Abstract Service:

20

— apresent syntax for the present rule;
—  an equality syntax for equality rules;
— greaterOrEqual and lessOrEqual syntaxes for ordering rules;
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— initial, any and £inal syntaxes for substrings rules;
—  an approximateMatch Syntax for approximate matching rules.

The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of
a particular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning these
attributes are undefined.

The approximateMatch Syntax supports an approximate matching rule whose definition is a local matter to a DSA.

8.9.5 Muateht

In order for the Directory to behave in a consistent and well-defined manner, it is necessary that certain restrictigns be
place¢l upon the matching rules that shall be used in conjunction with the syntax that has been built intorthe’Dir¢ctory
Abstrpct Service.

For ah equality matching rule in which the syntax of the assertion is different from the attribute_syntax to whigh the
matching rule applies, rules for deriving a value of the syntax of the assertion from a value of the-attribute syntax shall be
suppljed.

Equality matching rules for attributes used for naming shall be transitive, commutative.and have an assertion gyntax
identifal to the attribute syntax.

A trafsitive matching rule is characterized by the fact that if a value a matches a.valle b; and if that value b matghes a
third yalue c; then value a matches value c using the rule.

A cormpmutative matching rule is characterized by the fact that if a value amatches a value b, then that value b matches
the value a. The attribute presentationAddress is an example of.andattribute supporting an attribute syntax Jhose
matching rule is not commutative.

With fespect to a specific attribute type, the equality and ordering‘cules (if both present) shall always be related in a} least
the fgllowing respect: two values are equal using the equality~relation if and only if they are equal using the ordering
relatipn. In addition, the ordering relation shall be well-ordered; that is, for all X, y and z for which x precedes y fand y
precefles z according to the relation, then x precedes z.

NOTE — These requirements imply that when ordering(is defined, it also defines equality.

With fespect to a specific attribute type, the equality and substrings rule (if both present) shall always be related in af least
the fgllowing respect: for all x and y that match according to the equality relation, then for all values z of the subptring
relatipn, the result of evaluating the assertionagainst the value x equals the result of evaluating the assertion agairfst the
value|y. That is, two values that are«indistinguishable using the equality relation are also indistinguishable using the
substifings relation.

8.9.6 Object Identifier andyDistinguished Name equality matching rules

Therg are a number of equality matching rules used to evaluate attribute value assertions which the Directory knowsfabout
and upes for its own purposes. They include:

— objeétIdentifierMatch: This rule is used to match attributes with objectIdentifier Syntax
— _distinguishedNameMatch: This rule is used to match attributes with DistinguishedName Synfax.

8.10 Entry collections

8.10.1 Overview

A collection of object and alias entries may have certain common characteristics (e.g., certain attributes that have the
same value for each entry of the collection) because of some common characteristic or shared relationship of the
corresponding objects. Such a grouping of entries is termed an "entry collection".

Entry collections may contain object and alias entries that are related by their position in the DIT. These collections are
specified as subtrees or subtree refinements as described in Section 5.

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.

8.10.2  Collective attributes

When user attributes are shared by the entries of an entry collection, they are termed collective attributes.
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It is also permissible that the same collective attribute be independently associated with two or more of these collections.
In such cases, the entry's collective attribute has multiple values. Collective attributes shall, therefore, always be specified
as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are treated
differently from entry attributes in the Directory information model. This difference is manifested to users of the Directory
modification operations in that collective attributes cannot be administered (i.e., modified) via the entries in which they
appear but shall be administered via their associated subentries.

NOTE — The independent sources of these values are not manifested to the users of the Directory interrogation operations.

For a collective attribute to appear in an entry, the presence of that attribute type must be permitted according to the DIT
content rule governing the entry.

Entries_may specifically exclude a particular collective attribute This is achieved through the use of the
collpctiveExclusions attribute, described in 12.7 and defined in 14.6.

8.11 Compound entries and families of entries

A compound entry is a special entry that comprises family member entries. These family members form a hierarchy and
therelyy provide hierarchically organized information about the object represented by the compoung-entry. The compound
entry Js represented in the DIT by an ancestor family member, which is at the root of a tree containing the family members.

Family members can themselves be organized into one or more families for the purposésof filtering and infornpation
retrieyal. Each family is a subtree; distinct families have no common family members-apart from the shared root that is
the arjcestor. A family thus comprises an ancestor plus a set of subordinate family members.

A family is, beside the ancestor, composed of all of the immediately subordinate family members being of the[same
structpral object class. Their subordinate members, if any, are also part of theisame family independent of their structural
object classes.

Thesq concepts are illustrated in Figure 4.

Compound The Z?::; Structural
entry (ancastor) objectclass A

-
.
-
.
e
-
-
PR
.
-
.

Structural
object class B

Figure 4 — Families of entries

A family-member that is a child within a family tree is marked with the auxiliary object class child. The presence|of the
chil j i i i i i stract
object class value parent. An entry that is both a parent and a child within a family tree is marked with both object
class values. The ancestor is the only family member that is not of object class child. The construction of compound
entries is carried out by marking entries with child object class values.

Each subordinate of a non-ancestor family member shall itself be a family member, and marked with a child object class
value.

The ASN.1 definition of these object classes can be found in 13.3.3.

All family members of a compound entry shall be placed in the same naming context as the ancestor. Family members
are not permitted to be alias entries. An alias shall not point to a child family member.
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9 Names

9.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

9.11 alias, alias name: An alternative name for an object, provided by the use of alias entries.

9.1.2 (alias) dereferencing: The process of converting an object's alias name to its distinguished name.

9.13 distinguished name (of an entry): The name of an entry which is formed from the sequence of the relative
distinguished names (RDNs) of the entry and each of its superior entries. Every object entry, alias entry and subentry has
precisely one distinguished name.

9.14 (directory) name: A construct that singles out a particular object from all other objects. A name_shpll be
unampiguous (that is, denote just one object); however, it need not be unique (that is, be the only name-Wwhich
unampiguously denotes the object).

9.15 (entry) name: A construct that singles out a particular entry from all other entries.

9.1.6 local member name: A name for a family member constructed by the sequence of RDNs from the angestor
down(to the member in question not including the RDN for the ancestor.

9.1.7 naming authority: An authority responsible for the allocation of names in somelregion of the DIT.

9.1.8 purported name: A construct which is syntactically a name, but which has(not'(yet) been shown to be g valid
name

9.1.9 relative distinguished name (RDN): A set of one or more attribute typeand value pairs, each of which matches
a dist|nct distinguished attribute value of the entry.

9.2 Names in general

A (directory) name is a construct that identifies a particular ohjéct from among the set of all objects. A name shill be
unampiguous, that is, denotes just one object. However, a_name need not be unique, that is, be the only namp that
unampiguously denotes the object. A (directory) name alsatidentifies an entry. This entry is either an object entry that
repregents the object or an alias entry which contains inforthation that helps the Directory to locate the entry that reprgsents
the olyject.

NOTE 1 - The set of names of an object thus comprises the set of alias names for the object, together with the distinguished name
of|the object.

An oljject can be assigned a distinguished. name without being represented by an entry in the Directory, but this ngme is
then the name its object entry would have had were it represented in the Directory.

Syntactically, each name for an object’'or entry is an ordered sequence of relative distinguished names (see 9.3).

Name| : := CHOICE { --‘only one possibility for now -- rdnSequence RDNSequence }
RDNSgquence ::= SEQUENCE OF RelativeDistinguishedName
DistfinguishedName ::= RDNSequence

NOTE 2 —[Names which are formed in other ways than as described herein are a possible future extension.

Each [initial Sub-sequence of the name of an object is also the name of an object. The sequence of objects so iden}ified,
starting-with the root and ending with the object being named, is such that each is the immediate superior of that yhich
follows it in the sequence.

A purported name is a construct which is syntactically a name, but which has not (yet) been shown to be a valid name.

9.3 Relative distinguished name

Each object and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry consists of
a set of attribute type and value pairs, each of which matches, using the equality matching rule, a distinct distinguished
attribute value of the entry.

NOTE 1 — The equality matching rule can be used because for naming attributes, the attribute syntax and the assertion syntax of
the equality matching rule are the same.
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The RDNs of all of the entries with a particular immediate superior are distinct. It is the responsibility of the relevant
naming authority for an entry to ensure that this is so by appropriately assigning distinguished attribute values. Allocation
of RDNSs is considered an administrative undertaking that may or may not require some negotiation between involved
organizations or administrations. This Directory Specification does not provide such a negotiation mechanism, and makes
no assumption as to how it is performed.

RelativeDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
value ATTRIBUTE. &§Type ( {SupportedAttributes} {@type}) ,
}

The set that forms an RDN contains exactly one AttributeTypeAndvalue for each attribute which contains
distinguished values in the entry; that is, a given attribute type cannot appear twice in the same RDN.

An atfribute value that has been designated to appear in an RDN is called a distinguished value. There may be'ather yalues
of thel same attribute that are not distinguished values and thus may not be used in an RDN.

An RPN for a given entry is formed by using one distinguished value from each attribute that has distinguished vplues.
The sjmplest case is an entry that has one distinguished value; it thus has one RDN, formed by using that distingdished
value| More than one attribute in an entry may contribute to the RDN.

Each |RDN for an entry shall contain a type and value pair for each given attribute type forming part of the RDN.
primpryDistinguished is used to indicate that the value is the primary distinguished\walue of that attribute tyﬂze.

The RDN may be modified, if necessary, by the complete replacement of the distiriguished value of all contrilhuting

attribyites.

Family members, like other entries, have RDNs. An RDN can consist of mdltiple attribute type and value pairs. Thg local
membjer name of a family member is the sequence of RDNs from the aneestor down to that member. The local m¢mber
name|of the ancestor is an empty sequence.

NOTE 2 — RDNs are intended to be long-lived so that the users of the Directory can store the distinguished names of objectf (e.g.,
infthe Directory itself) without concerns for their obsolescence. Thus‘'RDNs should be changed cautiously.

NOTE 3 — Changing the RDN of a non-leaf entry automatically\changes the name of subordinate entries.

94 Name matching

It is often necessary in the operation of the Directory to determine if two names match. This requires that correspopding
RDNS$ be matched. The general approach to.niame matching is described here; specific approaches for particular uses for
name|matches are described, where appropriate.

A purported RDN is said to match a target RDN if each AttributeTypeAndvalue in the purported RDN matchep with
the AttributeTypeAndvalue for'the same attribute type in the target RDN.

NOTE — The equality matching-rule can be used because, for naming attributes, the attribute syntax and the assertion syntaxof the
equality matching rule are the same.

If mafching attribute valués are not found as a result of the above, then the RDNs do not match.

95 Distinguished names

The distinguished name of a given object is defined as that name which consists of the sequence of the RDNSs of thelentry
which) represents the object and those of all of its superior entries (in descending order). Because of the one-fo-one
corregpandence between objects and object entries, the distinguished name of an object is the distinguished name pf the
object entry.

NOTE 1 - It is preferable that the distinguished names of objects which humans have to deal with be user-friendly.

NOTE 2 — Rec. ITU-T X.650 | ISO/IEC 7498-3 defines the concept of a primitive name. A distinguished name can be used as a
primitive name for the object it identifies.

NOTE 3 — Because only the object entry and its superiors are involved, distinguished names of objects can never involve alias
entries.

Alias entries also have distinguished names; however, this name cannot be the distinguished name of an object. When
this distinction needs to be made, the complete term "distinguished name of an alias entry" is used. The distinguished
name of an alias entry is defined, as for the distinguished hame of an object entry, to be the sequence of RDNs of the alias
entry and those of all of its superior entries (in descending order).
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It also proves convenient to define the 'distinguished name' of the root, although this can never be the distinguished name

of an

object. The distinguished name of the root is defined to be an empty sequence.

An example which illustrates the concepts of RDN and distinguished name appears in Figure 5.

9.6

An al

of ali

Each
the al

N

name of any entry.

RDN Distinguished name
ROOT
{}
Countries
C=GB {C=GB}
OrganiEati\bns
O = Telecom {C =GB, O =Telecom}
Organizationalhunits
Iﬁ (OU = sales, {C =GB, O =Telecom,
L = Ipswich) (OU = sales, L = Ipswich)}
People
{C =GB, O =Telecom,
CN = Smith (OU = Sales, k=Adpswich),
CN =Smith}

X.501(12)_F05

Figure 5 — Determination of distinguished names

Alias names

s entries.

as entry is thus also a name for this object.
DTE — The name within the aliasedEntzyName is said to be pointed to by the alias. It does not have to be the disting

jas, or an alias name, for an object is an alternative namie for an object or object entry which is provided by tie use

alias entry contains, within the aliasedEntryName attribute, a name of some object. The distinguished name of

Lished

The qonversion of an alias name te-an object name is termed (alias) "dereferencing” and comprises the systgmatic

repla

Any
point

An al

Every alias entryxshall belong to the alias object class which is defined in 13.3.3.

Fami

10

10.1

articular entry in the.DIT may have zero or more alias names. It therefore follows that several alias entrie
to the same entry~AbJalias entry may point to an entry that is not a leaf entry and may point to another alias ¢

as entry shall.have no subordinates, so that an alias entry is always a leaf entry.

y mémbers are not permitted to be alias entries.

ement of alias names, where found within a purported name, by the value of the corresponding
aliagedEntryName attribute=The process may require the examination of more than one alias entry.

may
ntry.

Hierarchical groups

Definitions

For the purposes of this Directory Specification, the following definitions apply:

10.1.1 hierarchical child: For an entry, a hierarchical child is an entry for which it is a hierarchical parent.

10.1.2  hierarchical group: A hierarchical group is a collection of entries, including compound entries, that fo
logical tree that is not necessarily related to the DIT.

10.1.3  hierarchical leaf: This is an entry within a hierarchical group that has no hierarchical children.

©
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10.1.4 hierarchical level: An integer that gives the distance from an entry within a hierarchical group to the
hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5 hierarchical link: This is a general term for the logical relationship between two entries that have a hierarchical
immediate parent/immediate child relationship.

10.1.6  hierarchical parent: For an entry, the hierarchical parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively all the way up to and including the hierarchical top.

10.1.7  hierarchical sibling: For an entry, the hierarchical siblings are the entries having the same immediately
hierarchical parent as itself.

10.1.8  hierarchical sibling-child: For an entry, its hierarchical sibling-children are the complete set of hierarchical
children, at all lower levels, of its hierarchical siblings.

10.1.9  hierarchical top: This is the entry within a hierarchical group that is the root of the hierarchy. A hierarghical
top has no immediately hierarchical parent.

10.1.10 immediately hierarchical child: For an entry, an immediately hierarchical child is an entry for"which it|is the
immefdiately hierarchical parent. This immediately hierarchical child does not need to be an immediately suborglinate
entry within the DIT.

10.1.11 immediately hierarchical parent: For an entry, its immediately hierarchical parent-is the entry that, wittin the
hieranchical group, is its immediately superior entry. The immediately hierarchical parent“does not need to ke the
immegdiately superior entry within the DIT.

10.2 Hierarchical relationship

Directory entries have a hierarchical relationship in the way they are placed in the DIT. However, entries may alsq have
hieranchical relationships not reflected in the DIT structure. As an example, a dynamic organization may not wpnt to
reflect its current organization directly in the DIT, as it may require frequent changes to the DIT structure. There is
therefore a requirement in the Directory to be able to reflect hierarchical relationships independent of the DIT structure.
Hiergrchical groups form such relationships. A hierarchical group,forms a logical tree with a root called the hierarghical
top.

By referring to hierarchical relationships, it is possible in a-Search operation to retrieve information not only from afgiven
entry, but also from other entries within the same hierarchical group.

A compound entry is considered a single entry in the“context of hierarchical groups. A child family member cannpot be
part df a hierarchical group in its own right.
NOTE — Hierarchical groups are intended to permit modelling of collections of distinct objects that have logically informal
refationships, and particularly relationships that are, or could be, temporary. Compound entries, in contrast, model objedts that
comprise sub-objects that are conveniently considered as a hierarchy.

To describe navigation within a hierarchical group, it is convenient to define terms for the relationships that a given|entry
has with other entries within the group. This is done in 10.1. Some of these defined terms for direct relationships are
parallel to those defined fer-entry relationships within the DIT (immediately hierarchical child, hierarchical |child,
immefliately hierarchicalparent and hierarchical parent). However, it is also convenient to define terms for more distant
relatipnships. In someituations, a user may want to retrieve information for hierarchical siblings, and even fof their
hierafchical children(hierarchical sibling-children).

An erftry can only be a member of a single hierarchical group at one time.

An entry that'is part of a hierarchical group holds operational attributes as defined in 14.10. These operational attr|butes
refleg
When

A hierarchical group has to be completely outside any service-specific administrative area (see 16.3) or has to be
completely contained within a service-specific administrative area. A hierarchical group shall be confined to a
single DSA. The Directory service shall detect and prevent attempts to break these rules.

10.3 Sequential ordering of a hierarchical group

In some situation, e.g., when transmitting a hierarchical group, a sequential ordering rule is required. The sequential order
of a hierarchical group comes from following all the strands of the hierarchical group as follows:

a) The top entry is the first entry in the sequence followed by the remaining entries within a complete strand
going down from top to a hierarchical leaf. It is a local choice which strands to select as the first one.
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b) The next strand to be selected is one that has not previously been selected and which has the maximum
number of entries common with the previous selected strand. If several strands are identical in that respect,
selection is a local matter. Only those entries not previously included are included in the sequence.

c) The procedure in b) is repeated until all strands have been included.
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111

SECTION 4 - DIRECTORY ADMINISTRATIVE MODEL

Directory Administrative Authority model

Definitions

For the purposes of this Directory Specification, the following definitions apply:

11.1.1 administrative area: A subtree of the DIT considered from the perspective of administration.

11.1.2 administrative entry: An entry located at an administrative point.

11.1.3—=administrative point-The oot vertex of amadministrativearea:

11.1.4

11.1.3 autonomous administrative area: A subtree of the DIT whose entries are all administered by the
Administrative Authority. Autonomous administrative areas are non-overlapping.

11.1.4 DIT domain administrative authority: An Administrative Authority in its role’as the entity h

respo

11.1.7 DIT domain policy: An expression of the general goals and acceptable procedures for a DIT Domain.

11.1.3 DMD administrative authority: An Administrative Authority in its rele”as the entity responsible f
administration of a DMD.

11.1.9 DMD policy: A policy governing the operation of the DSAs in a DMD.
11.1.10 DMO policy: A policy defined by a DMO, expressed in terms of DMD and DIT Domain policies.

11.1.11 inner administrative area: A specific administrative area whose scope is wholly contained within the
of angther specific administrative area of the same type.

11.1.12 policy: An expression by an Administrative Authdrity of general goals and acceptable procedures.
11.1.13 policy attribute: A generic term for any Direetory operational attribute which expresses policy.
11.1.14 policy object: An entity with which a policy is concerned.

11.1.15 policy procedure: A rule defining-hew a set of policy objects should be considered and what actions sho

taken

11.1.16 policy parameter: A poliey-procedure is characterized by certain policy parameters which are subj

confi

11.1.17 specific administrative area: A subset (in the form of a subtree) of an autonomous administrative area d
for a [particular aspect of administration: access control, subschema or entry collection administration. When de

speci

11.1.18 specific administrative point: The root vertex of a specific administrative area.

nsibility for the administration of a part of the DIT.

as a result of this consideration.

uration (i.e., choice) by an Administrative Authority.

ic administrative.ateas of a particular kind partition an autonomous administrative area.

administrative user: A representative of an Administrative Authority. The full definition of the admipistrative
user doncept is outside the scope of this Directory Specification.

same

aving

Dr the

scope

ild be

Pct to

fined
Fined,

t they

le for

11.2 Overview

A fundamental objective of the Directory information model is to consider well-defined collections of entries so thg

may beadministeredconsistentty asaunit—Thisclausectarifies the natureand-scopeof theauthorities responsit

that administration and the means by which their authority is exercised.

The concept of policy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of
the Directory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Operational Information (see clause 12). This is to allow the modelling of information required for the regulation of

Direc

tory user information and for other administrative purposes.

Other aspects of the Directory Administrative Model require support for the distribution of administrative and operational
information among the component parts of the Directory, i.e., DSAs. Clauses 22 through 24 describe a DSA Information
Model to support these requirements.
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11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and acceptable
procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and in terms of
aspects within which an administrative user has some degree of freedom of action and specific responsibilities.
An Administrative Authority expresses DMO policy in terms of:

—  DIT Domain Policy;

— DMD Policy.

These policies may be expressed as policy attributes. A model of DIT policies is defined in 11.6.

NOTE - Clause 14 defines the system schema necessary to support the administration of collective attributes. Clause 15 defines a
framework for supporting subschema administration policies. Clause 17 defines a framework supporting access control policies.

DMD policies relate specifically to DSAs as components of the distributed Directory. These DMD policies are-des¢ribed
in 11[7 which defines a model for DSA administration.

Finally, there are policies which relate to external matters (such as bilateral agreements between DMOs) andt are thefefore
not fyrther described here.

A poljcy object is an entity with which a policy is concerned (e.g., a subschema administrative arga’is a policy objgct).

A poliicy procedure is a rule defining how a set of policy objects should be considered and-what actions should be|taken
(and dnder what circumstances) as a result of this consideration (e.g., clause 15 defines subschema administration policy
procefures).

A poILcy procedure is characterized by certain policy parameters which are subjectto configuration (i.e., choice) [by an
Administrative Authority.

Opergtional attributes are used to represent policy parameters. The values-0f such an attribute form an expression ofjsome
or allfof the policy parameter it represents.

114 Specific administrative authorities

The apiministration of a DIT Domain involves the execution ef five functions related to different aspects of administration:
—  naming administration;

—  subschema administration;

—  security administration;

—  collective attribute administration;
—  service administration.

A spdcific Administrative Authoritynis'an Administrative Authority in its role as the entity responsible for one of{these
specific aspects of DIT Domain.policy.

The térm Naming Authority (see clause 9) identifies the role of the Administrative Authority as it pertains to the allogation
of names and administration of the structure of these names. A role of the Subschema Authority is to implement]these
naming structures inthe subschema.

The term Subschema Authority identifies the role of the Administrative Authority as it pertains to the establishment,
administration-ahd execution of the subschema policy controlling the naming and content of entries in a DIT Dgmain.
Clause 15 deseribes Directory support of Subschema Administration.

The teraSecurity Authority (see Rec. ITU-T X.509 | ISO/IEC 9594-8) identifies the role of the Administrative Authority
as it pertains to the establishment, administration and execution of a security policy governing the behaviour of the
Directory with respect to entries in a DIT Domain.

The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertains to the
establishment and administration of collective attributes (see 12.7) in a DIT Domain.

The term Service Authority identifies the role of the Administrative Authority as it pertains to the establishment and
administration of service constraints and adjustment.
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115 Administrative areas and administrative points

11.5.1  Autonomous administrative areas

Each entry in the DIT is administered by precisely one Administrative Authority (which may operate in different roles).
An autonomous administrative area is a subtree of the DIT whose entries are all administered by the same Administrative

Authority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas.

The set of one or more autonomous administrative areas for which a DMO has administrative authority is its DIT Domain.

This is represented in Figure 6.

Autonomous
Area (,‘AA)

DIT
domain

X 561(12)_F06

Figure 6 — A DIT Domain

11.5.2  Specific administrative areas

In thel same way that an Administrative Authority may operate‘in a specific role, entries in an administrative area m
consifered in terms of a specific administrative function. \When viewed in this context, an administrative area is ter
specific administrative area. There are six kinds of specific administrative area:

—  subschema administrative areas;

— access control administrative areas;

—  collective-attribute administrative areas;
—  context default administrative areas;

—  service administrative areas; and

—  password admipistrative areas.

An aytonomous administrative' area may be considered as implicitly defining a single specific administrative area fo

ay be
med a

Feach

specific aspect of admipistration. In this case, there is a precise correspondence between each such specific adminisfrative

area gnd the autonomous’administrative area.

Altermatively, foreach specific aspect of administration, the autonomous administrative area may be partitioned intg
overlgpping specific administrative areas.

If so partitioned for a particular aspect of administration, each entry of the autonomous administrative area is con

non-

ained

in ong and only one specific administrative area of that aspect.

A specific Administrative Authority is responsible for each specific administrative area. If, for a particular administrative
aspect, an autonomous administrative area is not partitioned, a specific Administrative Authority is responsible for that

administrative aspect for the entire autonomous administrative area.

11.5.3  Inner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kinds of

specific administrative areas may be defined:
a) to represent a limited form of delegation; or
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b) for administrative or operational convenience (e.g., where the administrative point of a subtree isina DSA
other than the one holding the entries within the subtree, that subtree may be designated as an inner area
to allow administration via the local DSA).

An inner administrative area may be nested within another inner administrative area.

Inner areas represent areas of limited autonomy. Entries in inner areas are administered by the specific Administrative
Authorities of the specific administrative areas within which they are contained, and also by the Administrative
Authorities of the inner areas within which they are contained. The former authorities have overall control of the policies
regulating these entries, while the latter authorities have (limited) control over those aspects of policy delegated to them
by the former.

The rules for nested inner areas, should they be permitted, shall be defined as part of the definition of the specific
administrative aspect within which they are contained.

11.54  Administrative points

The gpecification of the extent of an autonomous administrative area is implicit and consists of the identification of a
point|in the DIT (the root of the autonomous administrative area's subtree), an autonomous administrative point| from
whicl} the administrative area proceeds downwards until another autonomous administrative point\is encountergd, at
which another autonomous area begins.

NOTE 1 — The immediate subordinates of the root of the DIT are autonomous administrative points:
Wherg an autonomous administrative area is not partitioned for a specific aspect of administration, then the administrative

area fpr that aspect coincides with the autonomous administrative area. In this case, thé autonomous administrative|point
is alsg the specific administrative point for this aspect of administration.

Wherg an autonomous administrative area is partitioned for a specific aspect,of@dministration, then the specificatjon of
the eXtent of each specific administrative area consists of the identification of'the root of the specific administrativelarea's
subtrge, a specific administrative point, from which the specific administrative area proceeds downwards until afpother
specific administrative point (of the same administrative aspect) is enceuntered, at which another specific administrative
area hjegins.

Specific administrative areas are always bounded by the autonemous administrative area they partition.

A particular administrative point may be the root of an autdhomous administrative area and may be the root of ¢ne or
more [specific administrative areas.

The dpecification of the extent of an inner administrative area (within a specific administrative area) consists ¢f the
identification of the root of the inner administrative-area's subtree, an inner administrative point. An inner adminisfrative
area ip bounded by the specific administratiye area within which it is defined.

An a@iministrative point corresponding, to.the root of an autonomous administrative area represents a DIT D@main
(and DSA) boundary. That is, its itamediate superior in the DIT must be under the administrative authorfty of
another DMD.

NOTE 2 — This implies that aDMO cannot arbitrarily partition a DIT Domain into autonomous administrative areas.

An administrative point is-represented in the Directory information model by an entry holding an administrativdRole
attribyite. The values of-this attribute identify the type of administrative point. This attribute is defined in 14.3.

Clauses 22 through-24 describe how administrative areas are mapped onto DSAs and the DSA information model.

Figurg 7 depicts.an autonomous administrative area which has been partitioned into two specific administrative areas for
a spegific aspect of administration (e.g., access control). In one specific administrative area, a nested inner adminisfrative
area Tas been created (e.g., because the subtree is to be held in a different DSA from the remainder of the s+cific
administeative area)

Figure 7 uses the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) and IAP
(Inner Administrative Point).
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Figure 7 — Administrative points and areas

11.5.1 Administrative entries

An entry located at an administrative point is an administrative entry. Administrative entries may have special eptries,
called subentries, as immediate subordinates. The administrative entry and its associated<ubentries are used to cpntrol

the ertries encompassed by the associated administrative area.
Wherg inner administrative areas are used, the scopes of these areas may overlap.

Thergfore, for each specific aspect of administrative authority, a definition is required of the method of combinat
administrative information when it is possible for entries to be included in-more than one subtree or subtree refin
assoclated with an inner area defined for that aspect.

theére might be an administrative point, subordinate to the root of the*autonomous administrative area, which is used for
control purposes only.

11.6 DIT Domain policies

on of
bment

NOTE — It is not necessary for an administrative point to represent each specific aspect of administrative authority. For exgmple,

ACCESS

A DIl Domain policy has the following components:” DIT policy objects, DIT policy procedures, and DIT policy

paranpeters.

An operational attribute that represents a DIT-policy parameter is termed a DIT policy attribute (e.g., subsq
administration operational attributes defined-in clause 14 are DIT Domain policy attributes).

hema

For aparticular DSA, the possible values.of a policy parameter may not correspond to distinct, realizable courses of gction

for that component. This may be the'case, for example, when the DSA lacks the technical capability to perform all a
of thelpolicy procedure (e.g., implement a particular access control scheme). To be well-defined, a policy procedurg
take guch circumstances into-account as part of its definition.

Specific DIT Domain policy objects and attributes are defined in clause 15 to support subschema administration.

11.7 DMD.poticies

A DMD policyis a policy that pertains to the operation of one or more of the DSAs in the DMD. A DMD policy
apply|eithér'to all the DSAs in the DMD in a uniform manner, to a subset of the DSAs in the DMD, or it may ap

pects
shall

may
bly to

one speeific DSA.

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by one or

more DSAs.
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Examples of such restrictions are:

a) Limiting the basic service provided to Directory (i.e., non-administrative) users to interrogation operations
only.

b) Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

¢) Limitations on requests accepted from users accessing the DSA directly when chaining is required to DSAs
in the DMD known to be subject to limitations of the kind indicated in the previous point.

d) Constraints on the kinds of searches certain users can perform, and on the characteristics of such searches
(e.g., relaxation policies).
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SECTION 5 - MODEL OF DIRECTORY ADMINISTRATIVE
AND OPERATIONAL INFORMATION

Model of Directory Administrative and Operational Information

Definitions

For the purposes of this Directory Specification, the following definitions apply:

12.1.1  base: The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree specific

12.1.

chop: A set of assertions concerning the names of the subordinates of a base

ation.

12.1.
and G

12.1.4

12.1.5
appli

12.1.4
or sulf

12.1.7

that the base (or root) vertex of this tree is usually subordinate to the root of the DIT.

12.1.8
at the

12.1.4
consi
(inco
subtre

12.2

From
inforn

perational information model.
directory system schema: The set of rules and constraints concerning operational attributes and-subentr

entry: A Directory entry or extended Directory entry, depending on the context (either users and
ations or administration and operation of the Directory) in which the term is used.

tree refinement.

subtree: A collection of object and alias entries situated at the vertices of-gtree. The prefix "sub" emph

subtree refinement: An explicitly specified subset of the entries.in@ subtree, where the entries are not Ig
vertices of a single subtree.

subtree specification: The explicit specification of a subtree or subtree refinement. A subtree specifi

htrast to that of an administrative area) because the portiomef'the DIT subordinate to the base that is included
e or subtree refinement is explicitly specified.

Overview

an administrative perspective, user information held in the DIB is supplemented by administrative and opera
hation represented by:

— operational attributes, whichTepresent information used to control the operation of the Directory
access control information) or used by the Directory to represent some aspect of its operation (e.g.
stamp information); and

—  subentries, which associate the values of a set of attributes (e.g., collective attributes) with entries
the scope of the'subentry. The scope of a subentry is a subtree or subtree refinement.

This

Two

used Ly the Directoryyin.the course of its operation.

nformation, illustrateéd in Figure 8, may be placed in the Directory by administrative authorities or by DSAs,

echanisms-in the Directory abstract service that relate to this view of Directory information are:
—«_ \EntryInformationSelection permits the selection of operational attributes in an entry; and
- " the subentries service control permits the List and Search operations to apply either to object ang

directory operational attribute: An operational attribute defined and visible in the Directory Adminileative

es.

their

subentry: A special sort of entry, known by the Directory, used to hold information’associated with a stibtree

hsizes

cated

cation

ts of zero or more of the specification elements base, chop and specification filter. The definition is termed "explicit"

in the

tional

(e.q9.,
time

vithin

and is

alias

entries or to subentries

Access to operational information, as for user information, may be limited by an access control mechanism.

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 22 through 24, expresses the mapping of

these

34

entries onto the information repositories of DSAs.
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Figure 8 — Model of Directory Administrative and Operational Information

12.3 Subtrees

12.3.] Overview

A sulftree is a collection of object and alias entries situated at the vertices,of<a tree. Subtrees do not contain subentries.
The grefix "sub", in subtree, emphasizes that the base (or root) vertex of this tree is usually subordinate to the rpot of
the D|T.

A subjtree begins at some vertex and extends to some identifiable lower boundary, possibly extending to leaves. A slibtree
is alwjays defined within a context which implicitly bounds the.subtree. For example, the vertex and lower boundaiies of
a subtree defining a replicated area are bounded by a naming context. Similarly, the scope of a subtree defining a sgecific
administrative area is limited to the context of an enclosing,autonomous administrative area.

12.3.2  Subtree specification

Subtrge specification is the definition of a subsét-of the entries below a specified vertex which forms the base pf the
subtrge or subtree refinement.

The ertex and/or the lower boundary of the subtree may be implicitly specified, in which case they are determined by
the cqntext within which the subtree-is\used.

The \ertex and/or the lower boundary may be explicitly specified using the mechanism specified in this clause| This
mechgnism may also be used.to specify subtree refinements which are not true tree structures.
NOTE — The topological-cancept of a (sub)tree is useful in considering such specifications, although a particular specificatign may
determine a collection-ef-entries that are not located at the vertices of a single (sub)tree. The term subtree refinement is pré¢ferred
wien the entries of the-Collection are not so located.

Specification of-asubtree consists of three optional elements of specification which identify the base of the subtreg, and
then reduce the-eollection of subordinate entries. These elements of specification are:

a) ¢ Base — The root vertex of the subtree or subtree refinement produced by the evaluation of a siibtree
specification; T

b) Chop — A set of assertions concerning the names of the subordinate entries; and
c) Specification filter — A proper subset of the assertive capability of a filter applied to the subordinates.

The specification of a subtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE {
base [0] LocalName DEFAULT {},
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL,
}

-- empty sequence specifies whole administrative area
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The three components of this sequence correspond to the three specification elements identified above.

Where a value of subtreeSpecification identifies a collection of entries that are located at the vertices of a single
subtree, the collection is termed a "subtree"; otherwise, the collection is termed a "subtree refinement".

The subtreeSpecification type provides a general purpose mechanism for the specification of subtrees and subtree
refinements. Any particular use of this mechanism defines the specific semantics of precisely what is specified and may
impose limitations or constraints on the components of SubtreeSpecification.

When each of the components of SubtreeSpecification is absent (i.e., a value of type SubtreeSpecification
which is an empty sequence, {}), the subtree so specified is implicitly determined by the context within which the
SubtreeSpecification is used.

These terms are illustrated in Figure 9, for the case where subtrees are deployed within the context of administrative areas.

Q Administrative

(R Point (AP)
A
Local name
¥ Subtree
T AP
T 74
117
Subtree
refinement AN
X.501(12)_FO¢

Figure 9 — Specification of Subtrees'and Subtree Refinements
within the context of Administrative Areas

12.3.3 Base

The Hase component of subtreeSpecification'represents the root vertex of the subtree or subtree refinementl This
may le an entry which is subordinate to the roet.vertex of the identified scope or may be the root vertex of the identified
scope itself (the default).

The relative name of the root vertex of.the subtree with respect to the root vertex of the identified scope is a value of type
Loca|lName:

LocaflName ::= RDNSequence

Note fhat the root vertexof\the identified scope and the root vertex of the subtree coincide when LocalName is ofitted
from pubtreeSpecifigation.

12.3.4  Chop Specification

The gomponeénts of the ChopSpecification data type specify assertions concerning the names of the subordingtes of
a basg.

ChopSpecificationr——=—SEQUENCE—

specificExclusion [1] SET SIZE (1..MAX) OF CHOICE {
chopBefore [0] LocalName,
chopAfter [1] LocalName,
...} OPTIONAL,

minimum [2] BaseDistance DEFAULT O,

maximum [3] BaseDistance OPTIONAL,

}

This type is intended to permit the specification of a tree structure (or subset thereof) starting at the base by two methods,
specific exclusions and base distance.
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12.3.4.1 Specific Exclusions

The specificExclusions component has two forms, chopBefore and chopAfter, which may be used individually
or in combination.

The chopBefore component defines a list of exclusions, each in terms of some limit point which is to be excluded, along
with its subordinates, from the subtree or subtree refinement. The limit points are the entries identified by a LocalName,
relative to the base.

The chopAfter component defines a list of exclusions, each in terms of some limit point whose subordinates are to be
excluded from the subtree or subtree refinement. The limit points are the entries identified by a LocalName, relative to
the base.

12.3.4.2 Minimum and Maximum

Thesq components allow exclusion of all entries that are superior to entries that are minimum RDN arcs below,thg
as wdll as entries which are subordinate to entries that are maximum RDN arcs below the base. These-distdnc

expre

Base

For t
meml

A val
no lo

5sed by values of the type BaseDistance:
Distance ::= INTEGER (0. .MAX)

e purpose of chop specifications, a compound entry is counted as a single entry. In a compound entry, all f

le of minimum equal to zero (the default), corresponds to the base. An absent maximum component indicatg
ver limit should be imposed on the subtree or subtree refinement.

12.3.%  Specification Filter

The gpecificationFilter component consists of a proper subset of the assertive capability of a filter (see Rec

T X.5

included in the resulting subtree refinement. It consists of a value of type Refinement:

Refi

hement ::= CHOICE ({

itkm [0] OBJECT-CLASS.&id,

an
or
no

ARe

ol [1] SET SIZE (1l..MAX) OF Refinement]
[2] SET SIZE (l1l..MAX) OF Refinemént/,
E [3] Refinement,
}

type ¢bjectClass only.

If a fgmily member is excluded from asubtree by this specification, all its subordinate family members are also exc

124

Operational attributes

Therg are three varieties of\Qperational attributes: Directory operational attributes, DSA shared operational attribute

DSA

Direc
(e.g.

specific operationpal-attributes.

access control information) or other information provided by the Directory (e.g., an indication of whether an

is a lgaf or non-leaf entry).

DSA

hared operational attributes occur only in the DSA Information Model, and are not visible at all in the Dir

base,
S are

amily

ers are counted as having the same base distance as the ancestor, since they are all part.of the same logical eftry.

s that

ITU-

11 | ISO/IEC 9594-3) applied to the subordinates of a base. Only*entries for which the filter evaluates to trjie are

Finement evaluates to TRUE as if it weré.a filter making an equality assertion regarding values of the attyibute

uded.

5, and

tory operational attributes occur in the Directory information model and are used to represent control information

entry

bctory

Information Models.

DSA specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

NOTE — These are described in clauses 23 through 24.

The definition and use of each operational attribute is a matter for specification in the appropriate Directory Specification.

12.5

Entries

12.5.1 Overview

From an administrative perspective, user information held in an entry may be supplemented by administrative and

operational information represented by operational attributes.
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The Directory uses the object class attribute and DIT content rules applicable to an entry to control the user attributes
required and permitted in the entry. The operational attributes of an entry are governed by the Directory system schema
(see clause 14) applicable to the entry.

1252

Although not normally visible, the directory operational attributes within entries may be made visible to authorized
(e.g., administrative) users of the directory abstract service. Certain operational attributes (e.g., entryacIi, or
modifyTimestamp) might also be available to ordinary users.

Access to operational attributes

12.6 Subentries

12.6.1 Overview

A subentry is a special kind of entry immediately subordinate to an administrative point. It contains attributes that pertain
to a shibtree (or subtree refinement) associated with its administrative point. The subentries and their administrativelpoint
are pdrt of the same naming context (see clause 21).

A sirfgle subentry may serve all or several aspects of administrative authority. Alternatively, a\specific aspgct of
administrative authority may be handled through one or more of its own subentries. At most, oné-subentry is permitted
for a $ubschema administrative authority. Access control and collective attribute authorities may-have several subentries.

A subentry is not considered in List and Search operations unless the subentries service control is included jn the
requept.

A subentry shall not have subordinates.

The sfructure of a subentry corresponding to an administrative point is depicted i Figure 10.

ADMINISTRATIVE ENTRY

User Operational
attributes attributes
Subentry Subentry
SUBENTRY
Subentry Subtree Object
RDN specification class Attribute Attribute
attribute attribute attribute

X.501(12)_F10

Figure 10 — Structure of a subentry

A suljentry consists of:

-~ ' a commonName attribute, specified in Rec. ITU-T X.520 | ISO/IEC 9594-6 which contains the RDN [of the
subentry:

— asubtreeSpecification attribute, specified in clause 14;

—  an objectClass attribute, specified in clause 13, which indicates the purpose(s) of the subentry in the
operation of the Directory;

—  other attributes, depending on the values of the objectClass attribute.

Subentries may also contain operational attributes with appropriate semantics (see 12.6.4).

12.6.2  Subentry RDN attribute

The commonName attribute used as the subtree identifier serves to distinguish the various subentries that may be defined
as immediate subordinates of a specific administrative entry.
NOTE — The value of this attribute might be selected to serve as a mnemonic to representatives of the Administrative Authority.
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12.6.3  Subtree Specification attribute

The subtreeSpecification attribute defines the collection of entries within the administrative area with which the
subtree is concerned.

12.6.4  Use of Object Class attribute
The content of a subentry is regulated by the values of the subentry's objectClass attribute.

The objectClass attribute of all subentries shall contain the value subentry. The subentry object class is a structural
object class, defined in clause 14, used to include the commonName, subtreeSpecification and objectClass
attributes in all subentries.

In order to regulate the remaining attributes, the other values of the objectClass attribute, representing the auxiliary
objecfctasses attowed for the subentry, shatt e used:

The definition of the semantics of one of these values includes an identification and specification of zero or mere attyibute
types|that shall or may appear in the subentry when the objectClass attribute assumes the value. The définition pf the
semaitics of a value for the objectClass attribute shall include:

— an indication of whether an entry may be included in more than one subtree orrsubtree refingment
associated with the particular purpose (e.g., it may not be permitted in the case of\stbschema, but may
be permitted for access control); and if so

—  the effects of the combination of associated subentry attributes, if any.

A subentry of a particular object class may only be subordinate to an administrativecentry if the administrativgRole
attribyite permits that class of subentry as a subordinate.

As fof object and alias entries, information held in a subentry may be supplemented by administrative and operafional
information represented by operational attributes. For example, a subentry, is permitted to contain entry ACI, prgvided
only fhat this ACI is permitted by and consistent with the value of'the accessControlScheme attribute ¢f the
corregponding access control specific point. Similarly, a subentry may,contain a modi fyTimestamp.

12.6.%  Other subentry attributes

The r¢maining attributes within a subentry depend on the valties of the objectClass attribute. For example, a subsghema
attribyite may only be placed in a subentry if its objectClass attribute has subschema as one of its values.

12.7 Information model for collective dttributes

An afitonomous administrative area may le designated as a collective attribute specific administrative area in|order
to degloy and administer collective_ -attributes. This shall be indicated by the presence of the |value
id-afk-collectiveAttributeSpeeificArea in the associated administrative entry's administrativgRole
attribyite (in addition to the presenee-of the value autonomousArea, and possibly other values).

Such pn autonomous administfative area may be partitioned in order to deploy and administer collective attributes fin the
specific partitions. In this case) the administrative entries for each of the collective attribute specific administrative|areas
are ihdicated by the.presence of the value id-at-collectiveAttributeSpecificArea in these eptries'
admihistrativeRoleattributes.

If such an autonomous administrative area is not partitioned, there is a single specific administrative area for collgctive
attribyites encempassing the entire autonomous administrative area.

AddiIonaIIy, a specific administrative area defined for the purpose of collective attribute administration may be flirther
divid¢d-into nested inner areas for the same purpose. The administrativeRole attribute of the administrative gntries

for each such inner administrative area shall indicate this by the presence of the value
id-ar-collectiveAttributeInnerArea.

An entry collection and its associated collective attributes are represented in the Directory information model by a
subentry, termed a collective attribute subentry, whose objectClass attribute has the value
id-sc-collectiveAttributeSubentry, as defined in clause 14. A subentry of this class may be the immediate
subordinate of an administrative entry whose administrativeRole attribute contains the value
id-ar-collectiveAttributeSpecificArea Ol id-ar-collectiveAttributeInnerArea.

Where there are different entry collections within a given collective attribute area, each shall have its own subentry.
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The entry collection itself is defined by the value of the subtreeSpecification operational attribute of the subentry.
This value defines the scope of the collective attribute subentry. The user attributes of the subentry are the collective
attributes of the entry collection.
NOTE 1 — Because subtree refinement is based on object class, the association of collective attributes with object entries can be
done in a manner that naturally extends the schema for these entries. For example, the organizationalPerson entries of an
organization might be extended with a set of collective attributes appropriate for all persons affiliated with the organization by the
creation of a subentry whose associated subtree is refined to include only organizationalPerson entries and which contains
the organization's set of collective attributes. Additionally, a DIT Content Rule for such entries would need to be defined to allow

co

llective attributes to become visible in the entries.

Collective attribute types and non-collective attribute types differ semantically. An attribute type capable of expressing
collective semantics shall be designated as a collective attribute type at the time of its definition.

NOTE 2 — Merging procedures employed by the Directory in the case of independent sources of values of a collective attribute
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Information model for context defaults

tonomous administrative area may be designated as a context default specific administrative‘area in order to d
administer  context defaults. This shall be indicated by the _presence of the

r-contextDefaultSpecificArea in the associated administrative entry's adminiétrativeRole attribl
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SECTION 6 — THE DIRECTORY SCHEMA

Directory Schema

Definitions

For the purposes of this Directory Specification, the following definitions apply:

13.1.1 attribute syntax: The ASN.1 data type used to represent values of an attribute.

13.1.2

directory schema: The set of rules and constraints concerning DIT structure, DIT content, DIT context use,

object classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory Schema is

maniflested as a set of non-overlapping subschemas each governing entries of an autonomous administrative area
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hema specific partition thereof). The Directory schema is concerned only with Directory User Informatién,

(directory) subschema: The set of rules and constraints concerning DIT structure, DIT content; abject ¢

pr a subschema specific partition thereof).

DIT content rule: A rule governing the content of entries of a particular structural object class. It specifi
ary object classes and additional attribute types permitted to appear, or excluded from\appearing, in entries
ted structural object class.

ite types. It specifies the permitted and the mandatory context types for the attribute type.

DIT structure rule: A rule governing the structure of the DIT by specifying a permitted superior to subor
relationship. A structure rule relates a name form, and therefore a strictural object class, to superior structure

hed by the indicated superior structure rules.

governing structure rule (of an entry): With respectto a particular entry, the single DIT structure ru
s to the entry. This rule is indicated by the governingStructureRule operational attribute.

name form: A name form specifies a permissibleZRDN for entries of a particular structural object class. A
dentifies a named object class and one or more-attribute types to be used for naming (i.e., for the RDN).
are primitive pieces of specification used in the-definition of DIT structure rules.

DTE — Name forms are registered and have. glabal scope. DIT structure rules are not registered and have the scope
ministrative area with which they are associated.

superior structure rule: With.respect to a particular entry, the DIT structure rule governing the entry's sug

Overview

irectory Schema is a set-0f definitions and constraints concerning the structure of the DIT, the possible ways &
hmed, the informationsthat can be held in an entry, the attributes used to represent that information and
zation into hierafchies to facilitate search and retrieval of the information and the ways in which values of attr
e matched in attribute value and matching rule assertions.

DTE 1 — The schema enables the Directory system to, for example:
— «._\prevent the creation of subordinate entries of the wrong object class (e.g., a country as a subordinate of a perso
-, ' prevent the addition of attribute-types to an entry inappropriate to the object class (e.g., a serial number to a p

(ora

asses

tribute types, syntaxes and matching rules which characterize the DIB entries within an autonomous/administrative

ps the
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DIT context use: A rule governing the context types that may be associated,with attribute values of particular
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);

brson's

entry);

—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type (e.g., a printable

string to a bit string).

Formally, the Directory Schema comprises a set of:

©

a) Name Form definitions that define primitive naming relations for structural object classes;

b) DIT Structure Rule definitions that define the names that entries may have and the ways in which the

entries may be related to one another in the DIT;

c) DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond
indicated by the structural object classes of the entries;
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d) Object Class definitions that define the basic set of mandatory and optional attributes that shall be present,
and may be present, respectively, in an entry of a given class, and which indicate the kind of object class
that is being defined (see 7.3);

e) Attribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a collective
attribute, whether it is permitted to have multiple values and whether or not it is derived from another
attribute type;

f)  Matching Rule definitions that define matching rules;

g) DIT Context Use definitions that govern the context types that may be associated with attribute values of
any particular attribute type.

Figure 11 illustrates the relationships between schema and subschema definitions on the one side, and the DIT, directory
entries, attributes, and attribute values on the other.

N
Directory Rules for N Directory
schema i’ information tree
- J
Usesl TBeIong ta
4 2\
Subschema Rules for - Subschemé
DIT structure rule d administrative‘areas
o J
Usesl TBeIong to
Name form )
DIT content rule Rules for > Entries
object class
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Usel TBeIong to
2\
Attribute types Rules for N .
DIT conte%puse v Attributes
- J
Usel TBeIong to
2\
ASN.1 type Rules for -
matching rule > Values
- J

X.501(12)_F11

Figure11 — Overview of Directory Schema

Figurg 11 is interpreted as follows:
— the items listed-vertically on the left represent elements of schema;

— the items‘listed vertically on the right represent instances of corresponding schema items, instarftiated
according/to the rules defined by these schema items;

—  the xefationship between items of schema is illustrated by the "uses" relationship;

— «the relationship between instances of different aspects of schema is illustrated using the "belong to
relationship.

The Diréctory Schema is distributed, like the DIB itself. It is manifested as a set of non-overlapping subschemag each
governing entries of an autonomous administrative area (or a subschema specific partition thereof). A subschema
administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema having global
scope which are defined in these Directory Specifications: name forms, object classes and attributes (types and matching
rules). It may also choose to define alternatives to these elements more appropriate to its own environment or it may
choose some intermediate approach, using both standardized and proprietary schema elements.

The subschema administrative authority defines those schema elements whose scope is limited to the subschema: DIT
structure rules, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicable to which attribute types.
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The Directory Schema is concerned only with directory user information. Although some support for the specification of
operational information is provided in the notation defined in this clause, the regulation of Directory Administrative and
Operational Information is the concern of the Directory System Schema.

NOTE 2 — The Directory System Schema is described in clause 14.

13.3 Object class definition

The definition of an object class involves:
a) indicating which classes this object class is to be a subclass of;
b) indicating what kind of object class is being defined,;

c) listing the mandatory attribute types that an entry of the object class shall contain in addition to the
mandatory attritute types of alitsSuperclasses;

d) listing the optional attribute types that an entry of the object class may contain in addition to the opttional
attributes of all its superclasses;

e) assigning an object identifier for the object class.

NOTE — Collective attributes shall not appear in the attribute types of an object class definition.

13.3.1  Subclassing

Therd are restrictions on subclassing, namely:

— only abstract object classes shall be superclasses of other abstract object classes.
— astructural object class shall not be derived from auxiliary object ¢lasses.

— an auxiliary object class shall not be derived from structural object'classes.

Therg is one special object class, of which every structural object class is-asubclass. This object class is called tog. top
is an abstract object class.

13.3.2  Object class attribute

Every entry shall contain an attribute of type objectClass,to-identify the object classes and superclasses to whi¢h the
entry pelongs. The definition of this attribute is given in 13:4.8. This attribute is multi-valued.

Therg shall be one value of the objectClass attribute“for the entry's structural object class and a value for each|of its
superglasses. top may be omitted.

An erltry's structural object classes shall not be:changed. The initial values of the objectClass attribute are provided by
the uger when the entry is created.

Wherg auxiliary object classes are used,*an entry may contain values of the objectClass attribute for the auxiliary
object classes and their superclasses.allowed by a DIT content rule. If a value for an allowed auxiliary object class is
present, then values for the superclasses of the auxiliary object class shall also be present.

Wherp the objectClass @ttfibute contains an object identifier value for an auxiliary object class, then the entry shall
conta|n the mandatory attributes indicated by that object class.

NQTE 1 — The reqairément that the objectClass attribute be present in every entry is reflected in the definition of top.

NOTE 2 — Becauséan object class is considered to belong to all its superclasses, each member of the chain of superclasse§ up to
tdp is represented by a value in the objectClass attribute (and any value in the chain may be matched by a filter).

NOTE 3*>Access Control restrictions may be placed on modification of the objectClass attribute.

In copjunction with the applicable DIT content rules, the Directory enforces the defined object class for every entry in
the DIB. Any attempt to modify an entry that would violate the entry's object class definition that is not explicitly allowed
by the entry's DIT content rule shall fail.

NOTE 4 — In particular, the Directory will ordinarily prevent:

a) attribute types absent from an entry's structural object class definition and not permitted by the entry's DIT content rule being
added to an entry of that object class;

b)  anentry being created with one or more absent mandatory attribute types for an object class of the entry;
¢) amandatory attribute type for the object class of the entry being deleted.
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Obiject class specification

Obiject classes may be defined as instances (information objects) of the oOBJECT-cLASS information object class:

OBJECT-CLASS ::= CLASS {
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {

[SUBCLASS OF &Superclasses]
[KEND skindi
[gEST CONTAIN &MandatoryAttributes]
[MAY CONTAIN &OptionalAttributes]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapDesc]
iD &id }
ObjeftClassKind ::= ENUMERATED {

abgtract (0),
stfuctural (1),
aukiliary (2)}

For an object class which is defined using this information object class:

The gbject classes preyiously mentioned (top and alias) are defined below:

a) the ssuperclasses field is used for specifying the set of objéct classes which are its direct supercl

b) the skind field is used for specifying the kind of object classbeing defined, i.e., whether it is an ab
structural or auxiliary object class;

ASSES;
stract,

c) the sMandatoryAttributes field, if relevant, is used for specifying the set of user attribute typds that

shall be represented in entries of that object class:

d) the soptionalAttributes field is used for specifying the set of user attribute types that m
represented in entries of that object class,.except that if an attribute type appears in both the mandato
optional sets, it shall be considered mandatory;

by be
y and

NOTE — There are special rules for object'classes for subentries, where operational attribute types may be included in

the object class specification.

e) the sldapName field, if relevant, is used for specifying one or more values for the NAME specifi
used in the corresponding LDAP definition defined either by the IETF or by these Directory Specificg
It allows multiple valués-to be specified.

f) the sldapDesc field,”if relevant, is used for specifying the DESC used in the corresponding L
definition defined,either by the IETF or by these Directory Specifications.

g) the &id field is’used for specifying the object identifier assigned to this object class.

ation
tions.

L DAP

top PBJECT-CILASS ::= {
KIND abstract
MUBT CONTAIN {objectClass}
LDAP-NAME {"top"}
ID id-oc-top }
alias OBJECT-CLASS ::= {

SUBCLASS OF {top}
MUST CONTAIN {aliasedEntryName}
LDAP-NAME {"alias"}

ID

id-oc-alias }

NOTE 1 — The object class alias does not specify appropriate attribute types for the RDN of an alias entry. Administrative
Authorities may specify subclasses of the class alias which specify useful attribute types for RDNs of alias entries.

parent OBJECT-CLASS ::= {
KIND abstract
ID id-oc-parent }
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child OBJECT-CLASS ::= {
KIND auxiliary
ID id-oc-child }

Neither the parent nor the child object classes shall be combined with the alias object class to form an alias entry.

The parent object class is derived by the presence of an immediately subordinate family member, marked by the
presence of a child object class value. It may not be directly administered. The child object class value may only be
added or removed when the result is consistent with the architecture of compound entries (e.g., the subordinates of family
members shall always have a child object class).

NOTE 2 — The object classes parent and child do not specify any appropriate attribute types for the RDNs of family members.
This will be done in the normal way via the appropriate structural object classes and name forms for these entries.

134 Attribute type definition

The definition of an attribute type involves:

a) optionally indicating that the attribute type is a subtype of a previously defined attribute, type, its direct
supertype;

b) specifying the attribute syntax for the attribute type;

c) optionally indicating the equality, ordering and/or substring matching rule(s) for the attribute type;
d) indicating whether an attribute of this type shall have only one or may have\mere than one value;
e) indicating whether the attribute type is operational or user;

f) optionally indicating that a user attribute type is collective;

g) optionally indicating that a user attribute type is dummy attribute ‘type;

h) optionally indicating that an operational attribute is not usef\modifiable;

i) for operational attributes, indicating the application;

j)  optionally indicating the object identifier for the associated LDAP attribute syntax;

k) optionally indicating the NAME of the correspanding LDAP attribute type;

I) optionally indicating the attribute descriptionito be used in the LDAP protocol;

m) assigning an object identifier to the attribute type.

Any (iser attribute can be identified by an administrative authority as an anchor attribute, having friend attriputes.
Thergfore, the attribute type definition does not identify the friends of an anchor attribute. This may vary from subsghema
to suljschema.

13.4.1  Operational attributes

Some| operational attributes are under“direct user control. In other cases, the operational attribute's values are contfolled
by th¢ Directory. In the latter ease, the definition of the operational attribute shall indicate that no user modificatipns to
the atfribute values are permitted.

The specification of an-eperational attribute type shall indicate its application, which shall be one of the following:
—  Directory operational attribute (e.g., access control attributes);

— BSA shared operational attribute (e.g., a master-access-point attribute);

—t>-DSA specific operational attribute (e.g., a copy-status attribute).

13.4. Attribute hierarchies

An attribute hierarchy shall contain either user attributes or operational attributes but not both. It follows that a user
attribute shall not be derived from an operational attribute, and that an operational attribute shall not be derived from a
user attribute.

An operational attribute that is a subtype of another operational attribute shall have the same application as its supertype.

If an attribute type is not a subtype of another attribute type, the attribute syntax and matching rules (if applicable) shall
be specified in the attribute type definition. Specifying an attribute syntax shall be done by directly specifying the ASN.1
data type.

If an attribute type is a subtype of an indicated type, the definition need not specify an attribute syntax, in which case its
attribute syntax is that of its direct supertype. If the attribute syntax is indicated and the attribute has a direct supertype,

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016) 45


https://standardsiso.com/api/?name=01f711206997eb9c559cd96c397b0e95

1SO/I

EC 9594-2:2020 (E)

the indicated syntax shall be compatible with the supertype's syntax, i.e., every possible value satisfying the attribute's
syntax shall also satisfy the supertype's syntax.

If an attribute type is a subtype of another attribute type, the matching rules applicable to the supertype are applicable to
the subtype, unless extended or modified in the definition of the subtype. A matching rule defined for a supertype may
not be removed when defining a subtype.

13.4.3  Friend attributes

The list of friends of an anchor attribute shall only contain user attributes. The relationship imposes no restraints whatever
on the semantics, syntax, or other characteristics of a friend attribute.

NOTE — An anchor attribute may be defined as a dummy attribute.

13.4.4

Collective attributes
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Ctive attributes shall be multi-valued.

Derived attributes

A derfived attribute is one that contains information using the syntax of attribute information, but where the valu
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hation. Its characteristics are defined in 7.7.1 of Rec. ITU-T X.511 | ISQ/IEC 9594-3.

may also use derived attribute technology to provide other attributes,/For example, all operational attributg
e the AccessPoint Vvalue of a specific DSA may (and probably, should) derive the value from a single sou
formation, which may be suitably administered.

Attribute syntax

bquality matching rule is specified for the attribute type, the Directory shall ensure that the correct attribute s
[ for every value of this attribute type.

Matching rules

Equarl:ty, ordering and substrings matching.rules may be indicated in the attribute type definition. The same mat

ay be used for one or more of these types of matches if the semantics of the rule allows for more than one of|
bnt types of matches.

DTE 1 — This fact should be reflected in the definition of the indicated matching rule.
pquality matching rule is,indjcated, the Directory:

a) treats values“of this attribute as having type ANy, i.e., the Directory may not check that those
conform with'the data type or any other rule indicated for the attribute;

b) doesaqotpermit the attribute to be used for naming;

¢) doesnot allow individual values of multi-valued attributes to be added or removed;
d)._Sdoes not perform comparisons of values of the attribute;

e) ~ will not attempt to evaluate avas using values of such an attribute type.

I attribute may be defined to be collective. This indicates that the same attribute values will appear in the entijies of
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yntax
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If an equality matching rule 1s indicated, the Direciory:

a) treats values of this attribute as having the type defined in the sType field in the attribute's definition (or

that of the attribute from which the attribute is derived);

b) will use the indicated equality matching rule for the purpose of evaluating attribute value asse
concerning the attribute;

c) will only match a presented value of a suitable data type as specified in the attribute type definition.

rtions

NOTE 2 — This subclause applies equally to an attribute whose equality matching rule uses an assertion syntax different from the
syntax of the attribute type.

If no ordering matching rule is indicated, the Directory shall treat any assertion of an ordering match using the syntax
provided by the Directory Abstract Service as undefined.
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If no substrings matching rule is indicated, the Directory shall treat any assertion of a substring match using the syntax
provided by the Directory Abstract Service as undefined.

An attribute type shall only specify matching rules whose definition applies to the attribute's attribute syntax.

13.4.8  Attribute definition

Attributes may be defined as values of the ATTRIBUTE information object class:

ATTRIBUTE ::= CLASS {
&derivation
&Type
&equality-match
&ordering-match

&s

id

ngle-valued

llective

y

operational extensions
-user-modification

age

HapSyntax

HapName

HapDesc

bsolete

SYNTAX {

UBTYPE OF

[TH SYNTAX

DUALITY MATCHING RULE
RDERING MATCHING RULE
JBSTRINGS MATCHING RULE

ATTRIBUTE OPTIONAL,

OPTIONAL, -- either &Type or &derivation required

MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,

BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,

AttributeUsage DEFAULT userApplications,
SYNTAX-NAME. &id OPTIONAL,

SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,
UTF8String OPTIONAL,

BOOLEAN DEFAULT FALSE,

OBJECT IDENTIFIER UNIQUE }

&derivation]
&Type]
&equality-match]
&ordering-match]
&substrings-match]

[SENGLE VALUE &single-valued]
[COPLLECTIVE &collective]
[DpMMY &dummy ]
[ND USER MODIFICATION &no-user-modification]
[UBAGE &usage]
[LPAP-SYNTAX &ldapSyntax]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapDesc]
[OBSOLETE &obsolete]
ID &id }
AttrjibuteUsage ::= ENUMERATED{
userApplications (0),
diEectoryOperation (1)-,
diptributedOperation (2).
dShOperation (3),

}

For an attribute type whigh'is defined using this information object class:

asubtype;

© ISO/IEC 2020 - All rights reserved
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d) the sordering-match field, if relevant, is used for specifying the ordering matching rule;

e) the ssubstrings-match field, if relevant, is used for specifying the substrings matching rule;

a) thewderivation field, if relevant, is used for specifying the attribute type, of which this attribute t

ype is

b)>-the sType field, if relevant, is used for specifying the syntax. This shall be an ASN.1 type and it is required
if the sderivation field is not relevant;

f) the esingle-valued field is used for specifying that an attribute of the type shall have only one value by
using the value TRUE, while a multi-valued attribute type is defined by not applying this field or by using

the value FALSE;

g) the scollective field is used for specifying that an attribute of the type is a collective attribute type by
using the value TRUE, while an attribute type that is not a collective attribute type is defined by not applying
this field or by using the value FALSE;

Rec. ITU-T X.501 (10/2016)
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h) the sdummy field is used for specifying that an attribute of the type is a dummy attribute type by using the
value TRUE, while an attribute type that is not a dummy attribute type is defined by not applying this field

or by using the value FALSE;
i) the sno-user-modification field is used for specifying that an operational attribute of the type

is not

user modifiable by using the value TRUE, while an attribute type that is user modifiable is defined by not

applying this field or by using the value FALSE;
j) the susage field is used for indicating the operational usage of an attribute of this

type.

userApplications means it is a user attribute type, directoryOperation,
distributedOperation, and dSAOperation mean it is a directory, distributed, or DSA operational

attribute type respectively;

k) the s1dapsyntax field, if relevant, is used for specifying the object identifier for the syntax used for the

corresponding LDAP attribute type ;
I) the sl1dapName field, if relevant, is used for specifying one or more values for the NAME specifi

used in the corresponding LDAP definition either defined by the IETF or by these Directory Specificg

attribute type specification;

protocol possibly including relevant attribute options, but not including possibleitagging options.
0) the &id field is used for specifying the object identifier assigned to this attriblte type.

m) the sldapbesc field, if relevant, is used for specifying the DESC used in the corresponding IL

n) the sattributeDescription field, if relevant, shall specify the attribute description used in the I

ation
tions;
DAP

DAP

d for

ity to

The gttribute types defined in Rec. CCITT X.501 (1988) | ISO/IEC 9594-2:1990,which are known to and used by the
Directory for its own purposes, are defined as follows:
objertClass ATTRIBUTE ::= {

WIH SYNTAX OBJECT IDENTIFIER

EQPALITY MATCHING RULE objectIdentifierMatch

LDAP-SYNTAX oid.&id

LDAP-NAME {"objectClass"}

iD id-at-objectClass }
aliagedEntryName ATTRIBUTE ::= {

WI'H SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

LDAP-SYNTAX dn.s&id

LDAP-NAME {"aliasedObjectName"}

iD id-at-aliasedEntryName }

NOTE — The matching rules referred to_in.these definitions are defined in 13.5.2.
The gbjectClass and aliasedEntryName attributes are defined as user attributes even though they are us
Directory operations and semantically should be defined as operational. This is because these attributes were defined as
user gttributes before the operational attribute concept and must remain as user attributes for backward compatibi
facilifate interworking between systems implementing different editions of this Directory Specification.
13.5 Matching-rule definition
13.5.1 Overwew
The definition of a matching rule involves:

AY i Ll P P I $lo 4+ talas 1 £, lasala 4l 4 $+alas L la. ol H |
a) UplIUI ID.II_y ucthnmi Ig uiIc pal CITL ratcertn IU TUIcS 1TTUTTT Wil uic |JI COCTIt ITriatermt Iy TUIc 11 ID._y UT ucrtivceu,
b) defining the syntax of an assertion of the matching rule;

c) specifying the different types of matches supported by the rule;

d) defining the appropriate rules for evaluating a presented assertion with respect to target attribute values

held in the DIB;
e) assigning an object identifier to the matching rule.

A matching rule shall be used to evaluate attribute value assertions of attributes indicating the rule as their equality
matching rule. The syntax used in the attribute value assertion (i.e., the assertion component of the attribute value

assert

ion) is the matching rule's assertion syntax.

A matching rule may apply to many different types of attributes with different attribute syntaxes.
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The definition of a matching rule shall include a specification of the syntax of an assertion of the matching rule and the
way in which values of this syntax are used to perform a match. This does not require a full specification of the attribute
syntax to which the matching rule may apply. A definition of a matching rule for use with attributes with different ASN.1
syntaxes shall specify how matches shall be performed.

The applicability of defined matching rules to the attributes contained in a subschema specification (over and above the
matching rules used in the definition of these attribute types) is indicated through the subschema specification operational
attribute matchingRuleUse, defined in 15.7.7.

13.5.2  Matching rule definition

Matching rules may be defined as values of the MATCHING-RULE information object class:

MATCHING-RULE ::= CLASS {
&PtrentMatchingRules MATCHING-RULE OPTIONAL,
&AEsertionType OPTIONAL,
&uhiqueMatchIndicator ATTRIBUTE OPTIONAL,
&ldapSyntax SYNTAX-NAME. &id OPTIONAL,
&lfdapName SEQUENCE SIZE(l..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&ifd OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
[PARENT &ParentMatchingRules]
[SENTAX &AssertionType]
[UNIQUE-MATCH-INDICATOR &uniqueMatchIndicator]
[LPAP-SYNTAX &ldapSyntax]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapDesc]
D &id }

For a|matching rule which is defined using this information object class:

a) The sParentMatchingRules field is used if the matchirng rule being defined combines the charactefistics
of two or more other matching rules. It is given as,a set of two or more object identifiers for the mafching
rules that supply the basic characteristics of the matching rule being defined (e.g., matching algorithm); it
shall be omitted for a basic matching rule.

b) sAssertionType is the syntax for an assertion using this matching rule; if it is omitted, the assprtion
syntax is the same syntax as that of the attribute the rule is applied to unless the matching rule spqcifies
otherwise. If it is present, it may specify a restriction on the parent matching rule(s) if present, but |n this
case it shall be compatible with the syntax for the parent matching rule(s) (i.e., a value complying with
&AssertionType shall also’camply with sAssertionType for the parent matching rule(s)).

C) suniqueMatchIndicatoris a notification attribute type. When present, unique matching is required.
For a mapping-based-matching rule (see 13.6), that means mapping against the mapping table shallfyield
an unambiguous result’If there are multiple matches against the mapping table, the search request shall be
rejected with arserviceError with problem ambiguousKeyAttributes. In addition, a notifigation
attribute of thie-type specified by this field shall be placed in CommonResults of the error returned.

NOTE 1 — Such a situation can occur in geographical matching when, for example, an assertion can specify "Ngwton"
as a locality in the United Kingdom; there are many distinct towns with this name, which need to be distinguishqd by a
qualifier{(€.g., "Newton, Cambs").

d) the)sldapsyntax field, when relevant, is used for specifying the object identifier for the syntax usgd for
the corresponding LDAP assertion type;

€)  the sldapName field, if relevant, is used for specifying one or more values for the NAME specifi¢ation
used in the carresponding L DAP definition defined either by the IETE ar by these Directary Specifications;

m) the sldapbesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
matching rule specification;

f) the sid field is used for specifying the object identifier assigned to this matching rule.

If two or more matching rules are used for parentMatchingRules, the result is a combined matching rule that returns
a result, for values that are compatible with AssertionType, as prescribed by the following rule:
a) if the result of any parent matching rule is TRUE, the combined matching rule shall return TRUE;

b) otherwise, if the result of any parent matching rule is FALSE, the combined matching rule shall return
FALSE; or

c) otherwise, the combined matching rule shall return undefined.
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The following table shows the rules of combination of two matching rules A and B; the table could in principle be
extended into multiple dimensions, with similar result patterns, to cover the case of three or more parent matching rules:

Rule A
TRUE FALSE UNDEFINED
TRUE TRUE TRUE TRUE
Rule B FALSE TRUE FALSE FALSE
UNDEFINED TRUE FALSE UNDEFINED

By combining matching rules as specified above, it is possible to obtain valid matching in cases where the matching
would otherwise fa|I

i ith the special
nt, the
bsent.

SYNTAX OBJECT IDENTIFIER
LDAP-SYNTAX oid.&id

LDAP-NAME {"objectIdentifierMatch"}

iD id-mr-objectIdentifierMatch }

A presented value of type object identifier matches a target value of type object, identifier if and only if they both have
the same number of integral components, and each integral component of the firstis-equal to the corresponding component
of the second. This matching rule is inherent in the definition<ef the ASN.1 type object identifier.
objeftIdentifierMatch is an equality matching rule.

The distinguishedNameMatch is defined as follows:

distfinguishedNameMatch MATCHING-RULE ::= ({
SYNTAX DistinguishedName
LDAP-SYNTAX dn.é&id
LDAP-NAME {"distinguishedNameMatch"}
D id-mr-distinguishedNameMatech }

A presented distinguished name value matches a target distinguished name value if and only if all of the following are
true:

a) the number of RDNs in each'is’the same;
b) corresponding RDNs have-the same number of AttributeTypeAndvalue;

c) corresponding Att¥ibtteTypeAndValue (i.e., those in corresponding RDNs and with identical attfibute
types) have attribute’values which match as described in clause 9.4.

distfinguishedNameMatchs an equality matching rule.

13.6 Relaxatiotrand tightening

Relaxation and.tightening are functions that in a systematic way modify the matching of one or more filter itefns. If
relaxation is-performed, the modification of the matching is done in such a way as to increase the likelihood of Having
more [matched entries. Relaxation is performed when the number of matched entries is below a certain minifnum.
Tightgning is performed in a similar way when the number of matched entries is above a certain maximum. There afe two
modes of relaxation/tightening:

a) the matching rule applied for a particular attribute type can be replaced by matching rule substitution in a
stepwise fashion until the required effect is achieved or the possibilities have been exhausted as detailed
in 13.6.1; and

b) the relaxation/tightening can be applied as part of a mapping-based matching as detailed in 13.6.2.
13.6.1 Matching rule substitution

The matching rule substitution can be controlled by a governing-search-rule within a service-specific administrative area
(see 16.10.7). It can also be controlled by the user in the search request (see 10.2.1 of Rec. ITU-T X.511 | ISO/IEC 9594-
3). In both cases, the RelaxationPolicy construct, as defined in 16.10, controls the substitution.
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Relaxation/tightening by matching rule substitution modifies the action of a filter by systematically substituting the
previously applicable matching rules for selected attributes onto matching rules that provide looser (or tighter) matching.
Having relaxed, or tightened by matching rule substitution, the whole of the search process is re-evaluated on the same
set of entries within the scope of the search. Re-evaluation can continue until no more relaxations exist, or until a
satisfactory return (less than or equal t0 maximum, or more than minimum, by reference to the controlling
RelaxationPolicy elements) is made.

The result is that the filter remains the same for each re-evaluation, but the individual matching rules used to evaluate the
filter undergo a substitution as necessary (see Figure 12). Relaxation may either be evaluated on a DSA by-DSA basis,
using no coordinated relaxation between DSAs, or may alternatively use the chainedRelaxation component of
ChainingArguments to define what relaxation is to be used.

Friter

Search l l l l l l l l l l
relaxation —p| Matching rule mapping

e T T I T I T T T

Filter evaluation on local
part of DIT

X.501(12)_F12

Figure 12 — Matching rule substitution

Wher a relaxation policy is to be used, the DSA before starting a local sear¢h’'makes a basic substitution for each attribute
type flor which a basic substitution is defined, as specified by the relaxatign policy.
NOTE 1 — A particular useful application of basic substitution is, as anexample, for the 1ocalityName attribute type to sulstitute
th¢ caseIgnoreSubstringMatch matching rule with the generalWordMatch matching rule in situations where this mgtching
rule is more appropriate and the user is expected to formulate a substrings filter item accordingly.

If too|few entries result from the search, as applied to this patticular DSA, the first relaxation policy is applied; if tgo few
entriep still result, the next relaxation policy is applied; and’so on.

Similgrly, if too many entries result from the searchi.the first tightening policy is applied in a similar fashion. Therg is no
revergal from a tightening to a relaxation, or vice'versa.

A relaxation applied by one set of MRSubstitution for a particular attribute applies until countermanded by amother
MRMapping. The countermanding can_be explicit by specifying the matching rule, or implicit by omitting the
oldMhtchingRule identifier.

If a relaxed evaluation is performed due to too few results from the previous evaluation, and if too many resulfs are
returrfed from the relaxed evaluation, some or all of the results from the relaxed evaluation shall be returned. If a tightened
evalugtion is performed dué-to too many results from the previous evaluation, and if too few are returned from the
ed evaluation, senje-or all of the results from the previous evaluation shall be returned. In either case, the relaxation

elaxation natification attribute (see 6 of Re -T X 0 0
6) in a search result within the notification subcomponent of the PartialOutcomeQualifier. The information
here can then in a subsequent search request be used as a user-supplied relaxation policy.

As an ultimate case of relaxation, a policy can cause a particular filter item to be evaluated as TRUE (or FALSE, if the
filter-item is negated) in accordance with the nul1Match matching rule.

Within a service specific administrative area, validation against search-rules is performed after possible basic substitutions
have been made, as dictated by the search-rule against which the search request is being evaluated. A governing-search-
rule is selected prior to any subsequent matching rule substitution, including possible basic substitutions specified in the
search request.
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13.6.2 Mapping-based matching

Mapping-based matching is relevant for the Search operation when the users' conception of the real world may in several
ways differ from the idealized model often used by the Directory. As an example, users' notions of locality names and
how localities relate to each other may be quite different from how localities are represented in the Directory. To bridge
that gap and to improve the rate of successful searches, it is essential to have a mapping between the users' conception of
some real-world objects, including their mutual relationships, and the Directory model for the same objects. The same
mapping should also allow for "fuzzy" matching, i.e., allowing some attribute values to reflect more than their precise
definition.

NOTE 1 - As an example, a user may specify a location name in the filter, but the object being looked for may be close to the

border in a neighbouring location.

The mapping-based matching is applicable to geographical aspects of White Pages searches, business category aspects of

Yellopy Pagesseat ches;ete:

The mapping-based matching employs some intermediate table, a mapping table, in order to control the mapping. The
exact|pehaviour of a mapping-based matching and the structure of the mapping table are local matters. However, the basic
principle for the technique is common as illustrated in Figure 13.

Mapping-based matching Mapped
filter items
Mappable
filter items .
for specified ) _ >
attribute types List of possible >
matchable . >
Mapping >
values - >
4 . algorithm >
(Intermediate
i table) Result
EE—

X.501(12)_F13

Figure 13 — Mapping-based matching

Using this technique, filter items for designated attribute types (mappable filter items) go through a mapping pfocess
usingla mapping table and some kind of mappingalgorithm. This mapping results in some new filter items called mapped
filter [items as replacements for the mappablefilter items. In exception cases, the mapping is not performefl and
inforrpation is returned as to the exact nature-of the exception.

The qumber of mapped filter items.dees not need to be the same as the number of mappable filter items, and will in
generpl be different.

A filtgr item of type extensibleMatch with the type specification absent cannot be a mappable filter item.

A mapping-based mapping-may be local to a DSA. If the Search evaluation is distributed, other DSASs participatingfin the
evalugtion phase of a Search may apply their own mapping-based mapping. However, the mapping used can be conyeyed
to other DSAS in thé«chainedRelaxation component of the ChainedArguments.

NOTE 2 — Tolbe ‘able to provide a consistent service to users, administrators of DSAs potentially participating in a distfibuted
Sdarch evaluation should consider harmonizing their mapping tables and functions.

Figurg 14nillustrates the principle behind the establishment of the mapping function between the real world and the
Directory’model of that world. Users have some perception of the real world. This perception may not consider all afpects
of the real world. The aspects of the real world that have some importance for how a user formulates a Search request
constitute a model of the real world. This model then forms the basis for how the mapping is performed. The precise
model of the real world has to be based on experience and is likely to require regular updates based on observed search
behaviour by users.
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Figure 14 — Information derivation
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possiTIy only a single attribute type is relevant. As an example, in considering a model of the real world with resp
i

model of the real world may only involve a subset of the attribute types used by a userdn @ Search reques

ies, only locality-related attribute types would be relevant to consider. Filter items<aot referring to such att
are not mapped, but are retained and used together with the mapped filter items for,entry match.

el of the real world is used for establishing a mapping table of matchable values;.e., a set of values to be pote
ed against the mappable filter items. How this mapping table of matchable,values is established is a local

tems. The mapping algorithm determines how the mapped filter items are applied against entries. How this ig
cal matter. It could be based on values of traditional attributes in the entries or it could be based on values p
entries that have no meaning outside the Directory, e.g., numeri¢yidentifiers.

ay mapping is employed and the resulting mapped filter items are handled is conveniently specified by referr
ters as defined in 16.5 and further detailed in Annex Q, The concept of subfilters is only used here as a descr
(\n implementation can use any other algorithm givingthe same result.

subfilter is evaluated against the mapping table, and the resulting mapped filter items are combined with the
bd filter items in a way determined by the detaited mapping algorithm. The resulting matched entries are the
entries matched by each of the subfilters.

DTE 3 — In many situations, the mappablefilter items will be replaced by a logical OR of the mapped filter items.

are in principle two different modes-of mapping. Each mappable filter item could be mapped one at the tin

tems are applicable to a single'mapping-based match if and only if they are combinable filter items; that is t
ned as elements within assingle subfilter.

DTE 4 — For example, w0) separate geographical names ANDed together in a subfilter can be used to specify a
pbgraphical location of~useful size, where the use of a single geographical name may specify an ambiguous or o
pgraphical location.

The

filter jtem, possibly after a basic matching rule substitution either specified in the governing-search-rule (if any)
the searchyreguest.

NOTE 5 This could involve a complex matching rule like generalWordMatch defined in Rec. ITU-T X.520 | ISO/IEC
allowing word rotation, word truncation, approximate word match, etc

atching of a'filter item against the mapping table is performed using the matching rule implied or specified b
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NOTE 6 — These Directory Specifications do not specify how an implementation combines the relevant matching rules into a
combined matching. It is expected that implementation may restrict what combinations of filter items and matching rules that are

Su

pported.

If the matching attempted by a filter item or combinable filter items against the mapping table does not result in any match
for any subfilter, i.e., the match yields a FALSE or undefined result, it will result in zero mapped filter items. If there are
mappable filter items in every subfilter, the Search would yield no result. An error shall then be returned to the user.

In some situations, e.g., in geographical zonal matching, it is a requirement that the matching against the mapping table
yields a single, unambiguous result. If a subfilter matches more than one entry in the mapping table or if different subfilters
match different entries in the mapping table, the search may return too many unwanted entries. Instead, information is
returned to the user to allow a new and better targeted search request to be initiated.

©
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NOTE 7 — In a simpler situation, the mappable filter items are just checked against the mapping table. If this match is successful,
the mappable filter items are used unchanged.

The mapping can be dynamic in the sense that the mapping can be adjusted (relaxed) if the search yields zero or too few
matched entries. The details on how such a relaxation is performed are outside the scope of these Directory Specifications.
These are determined by local requirements. The relaxation can be performed in steps, potentially causing more entries
to be found. The relaxation shall be done in such a way that when one additional step in relaxation is taken, all entries
returned from previous steps are returned together with potentially some new entries.

The relaxation is performed in steps by specifying different levels of relaxation. A level of zero corresponds to no
relaxation. Level one corresponds to a first level of relaxation, etc. Figure 15 is an abstract way of illustrating this stepwise
relaxation mechanism. What the different levels of relaxations exactly imply is not defined by these Directory
Specifications. The relaxation level can be controlled by the RelaxationPolicy construct, which may be supplied in a
search=rule in a search request,or both.-This-allows the relaxation-of the mnpping-hncnd mnpping and-relaxation by
matching rule substitutions to be synchronized with each other, as both can be determined from each step of relakatjon as
specified by the RelaxationPolicy.

413121

X.501(12)/F15

Figure 15 — Search relaxation

The dxtendedArea search control is an integer that providés an alternative way of controlling the level of relaxatipn for
a magping-based matching algorithm. It is part of the customization of a mapping-based mapping algorithm whether it
can bg controlled by this search control.

If thelextendedArea search control present in asearch request and its use is allowed for a mapping-based algofithm,
any lg¢vel specification in the RelaxationPolicy, whether included in the search or the governing-search-rile, is
ignored.

The includeAllareas search conttel option specifies the mode of relaxation when this is controlled the
extehdedArea search control. Ifthis option is set, the relaxing is performed as described above, i.e., potentially|more
entriep are returned for higher Jevels of relaxation (inclusive relaxation). If this option is not set, the user is only intefested
in the[result corresponding tg:the incremental relaxation (exclusive relaxation). The latter could be interesting, if the user
is stepwise relaxing and¢is,not interested in getting entries that were returned in previous results, but only additional
entriep resulting from the) fatest step of relaxation.

NOTE 8 — There.isto guarantee (particularly with a complex filter) that the user will not get some entries received previoudy, nor

that all entries that could be of interest will be returned. For example, looking for French restaurants in Winkfield could fail;

relaxing todaek for all restaurants in the Winkfield area but excluding Winkfield would then cause the mixed-cuisine Whife Hart
Inp restatirant in Winkfield to be left out of the search results.

Some| mapping-based matching algorithms may not support exclusive relaxation or may be customized not to allow it. In
this case, the includeAllAreas search control option shall be ignored for that mapping function and a possible
relaxation shall be performed as an inclusive relaxation.

In some environments, it may also be relevant to be able to specify a negative level for relaxation, which corresponds to
a tightening of the matching. In this case, the includeAllAreas search control option has no significance and is ignored,
if present. Tightening may not be relevant for all types of mapping-based matching.

A DSA may simultaneously support several mapping functions, i.e., hold multiple mapping tables with corresponding
mapping algorithms. The reasons for multiple mapping functions could be:

a) The mapping function to be done is dependent on the type of application. Geographical zonal matching
(see 8.8 of Rec. ITU-T X.520 | ISO/IEC 9594-6) is a particular important application of mapping-based
matching. Other examples are mapping-based matching for Yellow Pages searches, bibliographic searches,
etc.
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b) Within a particular application, the detailed specification for how the mapping is performed may vary
dependent on specific conditions. As an example, the mapping for geographical zonal matching may
depend on the geographical area (e.g., as reflected by the baseObject of the Search) or by the type of
search the user is attempting, i.e., based on information in the search filter. As another example, mapping
may depend on the language used in the request.

If multiple mapping functions are simultaneously applicable and the execution of one of these results in an exception
condition that shall be reported to the user, an implementation is not required to check whether multiple exceptions exist
(but it may do so).

A mapping-based mapping specification (see later) determines whether the extendedaArea search control shall be
applicable for the mapping function in question. If several mapping functions are active for the same Search operation
and some of those can be controlled by extendedArea Search control they all perform simultaneous relaxation or

ATIA 3earch

NOTE 9 — The example given earlier shows that using includeAllAreas with more than one mapping-based mappifg can
giye rise to difficulties.

If the|lextendedArea search control specifies a level of relaxation or tightening not supported by the®DSA for some of
the mpping functions affected by that search control, then the DSA shall perform the mapping.fased on best effprt. If
the extendedarea search control specifies a level of relaxation or tightening not supported-by“the DSA for any pf the
mappjng functions affected by that search control, a searchsServiceProblem notification attribute with the valug id-
pr-uhavailableRelaxationLevel shall be returned in the notification parameterof CommonResults.

NOTE 10 - If the evaluation of a Search operation is distributed across multiple DSAs, such,DSAs may employ different m@pping
fupctions giving inconsistent result unless some coordination among the DSAs is established.

Although the details of mapping-based matching are local matters, it is possible’to define the overall characteristics of
mappjng-based matching by defining a special type of matching rules called mapping-based matching rules. Such a

specify syntax for the matching. However, as part of its definition_it'gives specifications of its purpose, how it is applied
and how exception conditions are handled. The specific behaviour of a mapping-based matching rule can parfly be
descr{bed by an instance of the ASN.1 information object class derived from the below generic (parameterized) MAPRING-
BASEP-MATCHING information object class. This information object class is only intended to specify those aspects that
are pptentially customizable. This Directory Specification does not dictate how and where an instance of sugh an

&sglectBy SelectedBy OPTIONAL,

&ApplicableTo ATTRIBUTE,

&spbtypesIncluded BOOLEAN DEFAULT TRUE,

&cpmbinable BOOLEAN (combinable) ,

&mpppingResults MappingResult OPTIONAL,

&ugerControl BOOLEAN DEFAULT FALSE,

&ekclusive BOOLEAN DEFAULT TRUE,

&mptching-rule MATCHING-RULE. &id (matchingRule) ,

&id OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {

[SELECT BY &selectBy]

APPLICABLE TO &ApplicableTo

[SPBTYPES INCLUDED &subtypesIncluded]

Co INARLE &nnmbg'__nab'l o

[MAPPING RESULTS &mappingResults]

[USER CONTROL &userControl]

[EXCLUSIVE &exclusive]

MATCHING RULE &matching-rule

ID &id }

The MAPPING-BASED-MATCHING information object class has the following field specifications:

a) The sselectBy field is a dummy reference for a specification of how an instance of a specialization of
the information object class is selected for a mapping-based mapping. The specialized information object
class shall, if applicable, specify an ASN.1 type determining together with a textual description on how
the selection is to be performed. This component shall be ignored if the user in the search request supplies
a non-empty mapping component of the RelaxationPolicy construct.
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13.7

13.7.]

A fun
in the|

NOTE 11 — In principle, several instances possibly of different derived information object classes can be selected
by the same search request.

b) The sapplicableTo field specifies what filter items shall be considered mappable filter items by
specifying the attribute types for such filter items. Any filter item for an attribute type listed by this
subcomponent is subject to mapping-based matching. This component shall always be present. Attribute
types listed by this component may not necessarily all be present in the filter. The value is determined by
the information object instance of a specialization of this information object class.

€) The esubtypesIncluded field isa value of boolean type which specifies whether an instance of a derived
information object class can accept subtypes of sApplicableTo attributes, in addition to the specified
attribute types. If absent, subtypes are permitted, provided that they are not turned off by other mechanisms.
The value is determined by the information object instance of the derived information object class.

ha cecombinable eld a-value-of booleantype-that > —pe mi he-mabpina-based-ma ngto
use multiple combinable filter items in the satisfaction of the match against the mapping tabld. The
combinable is a dummy reference for the value of this component to be determined by a specidlization
of this information object class.

e) The smappingResults field is dummy reference for a specification on how exception”conditiops are
reported. The derived information object class shall specify an ASN.1 type for reporting relevant exception
conditions.

f) The susercControl field is a value of boolean type which specifies whether/an instance of a dgrived
information object class and its associated mapping-based matching tule” can be controlled Ry the
extendedArea search control.

NOTE 12 — If several mapping-based matchings are simultaneously being applied, it may be appropriatg to let
only one of these allow use of the extendedarea search control.

g) The sexclusive field is a value of boolean type which~specifies whether an instance of a dg¢rived
information object class and its associated mapping-based matching rule allows exclusive relaxatior to be
performed. The value, if present, is determined by<the information object instance of the dgrived
information object class. If the value is FALSE or if the/DSA does not support exclusive matching for this
mapping-based matching, this particular mapping<shall act as if the includeAllAreas search cpntrol
option were set.

NOTE 13 — If several mapping-based matchings are simultaneously being applied, it may be appropriatq to let
only one of these allow exclusive relaxation.

h) The smatching-rule field is a value’of object identifier type identifying the matching-based mafching
rule for which this instance provides additional specification and which shall be applied for the magping-
based matching. The matchingRile dummy reference for the value of this component is to be deterfnined
by a specialization of this, information object class. The matching rule specified shall be used fpr the
particular mapping-based\matching.

i) The &id field is an-objgct identifier allocated to the particular mapping-based mapping.

DIT structure definition

Overview

damental aspect of the Directory schema is the specification of where an entry of a particular class may be glaced
DIT and.how it should be named, considering:

~\~the hierarchical relationship of entries in the DIT (DIT structure rules);
+~  the attribute or attributes used to form the RDN of the entry (name forms).

13.7.2  Name form definition

The d

56

efinition of a name form involves:
a) specifying the named object class;

b) indicating the mandatory attributes to be used for the RDNs for entries of this object class where this name
form applies;

¢) indicating the optional attributes, if any, that may be used for the RDNs for entries of this object class
where this name form applies;

d) assigning an object identifier for the name form.
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If different sets of naming attributes are required for entries of a given structural object class, then a name form shall be
specified for each distinct set of attributes to be used for naming.

Only structural object classes are used in name forms.

For entries of a particular structural object class to exist in a portion of the DIB, at least one name form for that object
class shall be contained in the applicable part of the schema. The schema contains additional name forms as required.

The RDN attribute (or attributes) need not be chosen from the list of permitted attributes of the structural object class as
specified in its structural or alias object class definition.

NOTE — Naming attributes are governed by DIT content rules and DIT context use in the same way as other attributes.
A name form is only a primitive element of the full specification required to constrain the form of the DIT to that required

by the administrative and naming authorities that determine the naming policies of a given region of the DIT. The
remaining aspects ot the specitication ot DI'T structure are discussed In 15.7.5.

13.7.3  Name form specification

Namg forms may be defined as values of the NAME-FORM information object class:

NAMERFORM ::= CLASS {
&npmedObjectClass OBJECT-CLASS,
&MpndatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE(l..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
NAMES &namedObjectClass
WI'H ATTRIBUTES &MandatoryAttributes
[AND OPTIONALLY &OptionalAttributes]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapDesc]
D &id }

For ajname form which is defined using this information object-class:

a) the snamedoObjectClass field is used farspecifying the structural object class for which the namg form
applies;

b) the sMandatoryAttributes field isthe set of attributes which shall be present in the RDN of the|entry
it governs;

c) the soptionalAttributes-field is the set of attributes which may be present in the RDN of the eptry it
governs;

e) the sldapName field, if relevant, is used for specifying one or more values for the NAME specifi¢ation
used in the correspending LDAP definition either defined by the IETF or by these Directory Specificgtions;

m) the sldapDesc-field, if relevant, is used for specifying the DESC used in the corresponding LDAP
attribute typeSpecification;

d) the sidfield is used for specifying the object identifier assigned to this name form.

All atfribute types,in the mandatory and optional lists shall be different.

13.7.4  Structural object class of an entry

Some|subschema specifications will include name forms for no more than one structural object class per structural pbject
class SUPerctass chalm Tepresented T the Subschema.

Some subschema specifications may include name forms for more than one structural object class per structural object
class superclass chain represented in the subschema.

In either case, with respect to a particular entry, only the most subordinate structural object class in the structural
superclass chain present in the entry's objectClass attribute determines the DIT content rule and DIT structure rule
applying to the entry. This class is referred to as the structural object class of the entry and is indicated by the
structuralObjectClass operational attribute.

13.7.5 DIT structure rule definition

A DIT structure rule is a specification provided by the subschema administrative authority which the Directory uses to
control the placement and naming of entries within the scope of the subschema. Each object and alias entry is governed
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by a single DIT structure rule. A subschema governing a subtree of the DIT will typically contain several DIT structure
rules permitting several types of entries within the subtree.

A DIT structure rule definition includes:
a) an integer identifier which is unique within the scope of the subschema;
b) an indication of the name form for entries governed by the DIT structure rule;
c) the set of allowed superior structure rules, if required.

The set of DIT structure rules for a subschema specifies the forms of distinguished names for entries governed by the
subschema.

A DIT structure rule allows entries in a given subschema to subscribe to a particular name form. The form of the last RDN
comp i i i ine e ing the
entry.

The namedObjectClass component of the name form (the name form's object class) corresponds to the struetural pbject
class pf the entry.

A DIT structure rule shall only permit entries belonging to the structural object class identified by,its associated[name
form.|It does not permit entries belonging to any of the subclasses of the structural object class.

With [respect to a particular entry, the DIT structure rule governing the entry is termed the(entry's governing striicture
rule. This rule may be identified by examining the entry's governingStructureRule attfibute.

With Jrespect to a particular entry, the DIT structure rule governing the entry's superier is termed the entry's superior
structure rule.

An entry may only exist in the DIT as a subordinate to another entry (the superior) if a DIT structure rule exists jn the
governing subschema which:

— indicates a name form for the structural object class of the entry; and

— either includes the entry's superior structure rule as a‘possible superior structure rule or does not spdcify a
superior structure rule, in which case the entry shallbe a subschema administrative point.

If an gntry which is itself a subschema administrative point is\not included for the purposes of subschema administration
in its pubschema subentry, then the subschema from the.immediately superior subschema administrative area is uged to
govern the entry.

Entrigs which are administrative point entries butthave no subschema subentry (e.g., newly created administrative| point
entrieg) have no governing structure rule. The.Pirectory shall not allow subordinates to be created below such gntries
until & subschema subentry has been added.!

If an pntry is converted to a new subschema administrative point, then the governing structure rule of all entries jin the
new gubschema administrative areais automatically changed to that implied by the new subschema.

13.7.6  DIT structure ruleSpecification

The apstract syntax of a DI structure rule is expressed by the following ASN.1 type:

DITSEkructureRule/ .= SEQUENCE ({
rulleIdentifier RuleIdentifier,
-- shall be unique within the scope of the subschema
nameForm NAME-FORM. &id,
superiorStructureRules SET SIZE (l1..MAX) OF RuleIdentifier OPTIONAL,
}
RuleIdentifier ::= INTEGER

The correspondence between the parts of the definition, as listed in 13.7.5, and the various components of the ASN.1 type
defined above, is as follows:

a) the ruleIdentifier component identifies the DIT structure rule uniquely within a subschema;

b) the nameForm component of the DIT structure rule specifies the name form for entries governed by the
DIT structure rule;

€) the superiorStructureRules component identifies permitted superior structure rules for entries
governed by the rule. If this component is omitted, then the DIT structure rule applies to a subschema
administrative point.
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The STRUCTURE-RULE information object class is provided to facilitate the documentation of DIT structure rules:

STRUCTURE-RULE ::= CLASS {
&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE. &id OPTIONAL,
&id RuleIdentifier }

WITH SYNTAX {
NAME FORM &nameForm
[SUPERIOR RULES &SuperiorStructureRules]
ID &id }

13.8 DIT content rule definition

138. OVt‘l ViCVV

A DIT content rule specifies the permissible content of entries of a particular structural object class via the identifi

of an

A DI

For any valid subschema specification, there is at most one DIT content rule for each structural object class.

Every
of the

If no

permitted by the structural object class definition.

The O

As a
class

An entry governed by a DIT content’rule may, in addition to the structural object class of the DIT structure ru|

assoc
the er

An entry's content shalbe’ consistent with the object classes indicated by its objectClass attribute in the foll

way:

[ content rule definition includes:
a) an indication of the structural object class to which it applies;
b) optionally, an indication of the auxiliary object classes allowed for entries governed by the rule;

c) optionally, an indication of the mandatory attributes, over and above these\called for by the structur
auxiliary object classes, required for entries governed by the DIT confentrule;

d) optionally, an indication of the optional attributes, over and aboyveé.those called for by the structur
auxiliary object classes, permitted for entries governed by the.DIT content rule;

e) optionally, an indication of optional attribute(s) from theyentry's structural and auxiliary object ¢
which are precluded from appearing in entries governed.by the rule.

entry in the DIT is governed by at most one DIT contentxule. This rule may be identified by examining the
entry's structuralObjectClass attribute.

DIT content rule is present for a structural object class, then entries of that class shall contain only the attr

IT content rules of superclasses of the strlctural object class for an entry do not apply to that entry.

DIT content rule is associated with a structural object class, it follows that all entries of the same structural
ill have the same DIT content rule.regardless of the DIT structure rule governing their location in the DIT.

ated with a subset of the-auxiliary object classes identified by the DIT content rule. This association is refleg
try's objectClass attribute.

—  mandatory attributes of object classes indicated by the objectClass attribute shall always be pres
the'entry;

cation

optional set of auxiliary object classes, mandatory, optional and precluded attributes. Collective attributes shall be
included in DIT Content rules if they are to be permitted in an entry.

hl and
| and

asses

value

butes

pbject

e, be
ted in

bwing

ent in

< X optional attributes (not indicated as additional optional or mandatory in the DIT content rule) of aux

iliary

object classes indicated by the DIT content rule may only be present if the objectClass atffibute

indicates these auxiliary object classes.

Mandatory attributes associated with the structural or indicated auxiliary object classes shall not be precluded in a DIT
content rule.

13.8.2  DIT content rule specification

The abstract syntax of a DIT content rule is expressed by the following ASN.1 type:
DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS. &id,
auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016)
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precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

}

The correspondence between the parts of the definition, as listed in 13.8.1, and the various components of the ASN.1 type
defined above, is as follows:

N

on

The @

CONT
&s
&A

a)
b)

c)

the structuralobjectClass component identifies the structural object class to which the DIT content

rule applies;

the auxiliaries component identifies the auxiliary object classes allowed for an entry to which the DIT

content rule applies;

the mandatory component specifies user attribute types which an entry to which the DIT content rule
applies shall contain in addition to those which it shall contain according to its structural and auxiliary

object classes;

d)

€)

the optional components specify user attribute types which an entry to which the DIT conten
applies may contain in addition to those which it may contain according to its structural and laux

object classes;

the precluded component specifies a subset of the optional user attribute types of.the’structura

auxiliary object classes which are precluded from an entry to which the DIT content(rule applies.

DTE — Content rules for directly identified attributes (e.g., attributes in the mandatory, optional, and(precluded lists) appl
ly to the attributes that they specify, and not to subtypes and friend attributes.

ONTENT-RULE information object class is provided to facilitate the documentation'0f.DIT content rules:

ENT-RULE ::= CLASS {
kructuralClass OBJECT-CLASS. &id UNIQUE,
hxiliaries OBJECT-CLASS OPTIONAL,

&Mandatory ATTRIBUTE OPTIONAL,

&0
&P
WITH
ST
[A]

[

13.9
The d

13.9.]

a)
b)
c)
d)
e)
f)
9)

A pre

ptional
recluded ATTRIBUTE OPTIONAL }
SYNTAX {
RUCTURAL OBJECT-CLASS &structuralClass
UXILIARY OBJECT-CLASSES &Auxiliaries]
[MPST CONTAIN &Mandatory]
[EEY CONTAIN &Optional]

ST-NOT CONTAIN &Precluded] }

ATTRIBUTE OPTIONAL,

Context type definition

efinition of a context type involves:

specifying the syntax of the context;

specifying the syntax of a context assertion;

optionally specifying a default value for the context;
defining the Semantics of the context;

specifying how matches are done;

specifying behaviour in the absence of a context value; and
assigning an object identifier to the context type.

Caofitext value matching

t rule
iliary

| and

rules

sented context assertion matches a stored context value of the same context type according to the descript

matching which is part of the context definition.

13.9.2

Context definition

Contexts are defined using the cONTEXT information object class:

on of

CONTEXT ::= CLASS {
&Type,
&defaultvValue &Type OPTIONAL,
&Assertion OPTIONAL,
&absentMatch BOOLEAN DEFAULT TRUE,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH SYNTAX &Type
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[DEFAULT-VALUE &defaultValue]
[ASSERTED AS &Assertion]
[ABSENT-MATCH &absentMatch]

ID

&id }
a) The &Type field is used for specifying the syntax: This shall be an ASN.1 type

b) A DEFAULT-VALUE will cancel out effect (a) of ABSENT-MATCH. Effect (b) of ABSENT-MATCH could be

assumed for any context defined with a DEFAULT-VALUE, in which case the ABSENT-MATCH field
be dispensed with.

could

If sdefaultvalue is specified, then entry modification requests to add values with contexts will behave

in a manner consistent with the following pre-processing and post-processing specification.

NOTE — A DSA is not obligated to implement the exact sequence of steps below, so long as the end result exhibits the same

ex

ernally observahle behaviour

Pre-g

For ¢
conte

Nornpal Processing

Post-

For ¢
conte

If the

Specifying sabsentMatch as FALSE in a context definition has the following two effects:

Wher

is evaluated.

Rec.

13.1(

13.10,

rocessing

ach modifyEntry request to add values with contexts, remove values with contexts or remove_all| values
kts. For each context type applicable to the attribute type, if the context type is defined with a &defaultValue

1) if the context type is not explicitly listed in the request, add the context type with the &defaultvalue
request;

2) for each stored attribute value of the attribute type, if the attribute value does_not have the context
then add the context type with the &defaultValue to the attribute value.

brocessing

ach modifyEntry request to add values with contexts, remove valuesiwith contexts or remove all values

3) if the attribute value does not have the context type, then remove the attribute value;

4) if the attribute value has the context type and*the only context value of that context type
&defaultvalue, remove the context (but natithe attribute value).

s&Assertion is omitted, the context assertion syntax is the same as &Type.

a) An attribute value that does nothave a context of the specified context type is treated as though it 1
values of that context type. That is, if an attribute value contains no contexts of an asserted context
then the ContextAssertion evaluates to FALSE.

regardless of its actual setting.

a context is defined, the)Specification shall include a description of the semantics of the context, and how a

TU-T X.520 |[4SO/IEC 9594-6 specifies selected Context Definitions.

DIT-€ontext Use definition

1. Overview

with
then:
to the

type,

with

Kts. For each context type applicable to the attribute type, if the context type is defined with a sdefaultvalue,
then for each stored attribute value of the attribute type,

s the

as no
Type,

b) The fallback compaonent of context values of such a context type is treated as being set to HALSE

match

A DIT Context Use is a specification provided by the subschema administrative authority to specify the permissible
context types that may be stored with an attribute, and the mandatory context types that shall be stored with an attribute.

A DIT Context Use definition includes:

a) an indication of the attribute type to which it applies;

b) optionally, an indication of the mandatory context types that shall be associated with values of the att
type whenever the attribute is stored;

ribute

c) optionally, an indication of the optional context types that may be associated with values of the attribute

type whenever the attribute is stored.

If no DIT Context Use definition is present for a given attribute type, then values of attributes of that type shall contain
no context lists. For a given subschema administrative area, there can be only one DIT Context Use for a given attribute

©
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type. A DIT Context Use may be defined to apply to all attribute types, in which case it shall be the only DIT Context
Use in the subschema.

13.10.2 DIT Context Use specification

The abstract syntax of a DIT Context Use is expressed by the following ASN.1 type:

DITContextUse ::= SEQUENCE {
attributeType ATTRIBUTE. &id,
mandatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

}

The correspondence between the parts of the definition, as listed in 13.10.1, and the various components of the ASN.1

£ (| 1o H £all
type gqefmetanove; 1sas-fottows:

a) the attributeType component identifies the attribute type to which the DIT Context Use applies; |if it if

it applies to any attribute type, the object identifier id-oca-allAttributeTypes may becused (d¢fined
in Annex B);

b) the mandatoryContexts component specifies context types that shall be associated*with an attfibute

value of the given type whenever the attribute is stored. If this is omitted, then attribute values may exist
without context lists;

c) the optionalContexts component specifies context types that may be assaCiated with an attribute|value

of the given type whenever the attribute is stored. If this is omitted butmandatoryContexts is present,
then all attribute values shall appear with the mandatory context types.afnd no others. If this is omittdd and
mandatoryContexts is also omitted, it is equivalent to having no ©IT Context Use for the attribute type;
that is, attribute values of the given attribute type shall not have associated context lists.

The QIT-CONTEXT-USE-RULE information object class is provided to facilitate the documentation of the DIT Context

Use rples:

DIT-CONTEXT-USE-RULE ::= CLASS {
&afgtributeType ATTRIBUTE. &id UNIQUE,
&Mpndatory CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL}

WITH| SYNTAX {

ATTRIBUTE TYPE &gattributeType

[MANDATORY CONTEXTS &Mandatory]
[OPTIONAL CONTEXTS &Optional] }

13.11 Friends definition

The definition of a set of friends involves:

FRIE

a) specifying the anchor attribute that has the set of friends;
b) specifying theset of attributes that are the friends of the anchor.

The T:IENDS informatien-object class is provided to facilitate the documentation of sets of friends:

DS :
&ahchor ATTRIBUTE. &id UNIQUE,
&Friends<—ATTRIBUTE }

WITH| SYNTAX {

ANEHOR &anchor
FR i }

:= CLASS {

Any given attribute can only have one set of friends in any subschema.

Example:
postal FRIENDS ::= {
ANCHOR {postalAddress}
FRIENDS { physicalDeliveryOfficeName |
postalCode |
postOfficeBox |

62

streetAddress }
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13.12  Syntax definitions

While these Directory Specifications specify syntaxes as ASN.1 data type, LDAP assigns object identifier to the different
syntaxes. The following information object class may be used to define LDAP syntaxes.

SYNTAX-NAME ::= CLASS {

&desc UTF8String,

&Type,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

DESC &desc

DIRECTORY SYNTAX &Type

D &id }

h diu 4+ £ o1 la Lo +la £oll 2 i
T e HTTTTTUTITTUS TIdVve U TUTTUWITIY TTIETUTTY.

Rec.

14

141

a) the sdesc field is used for specifying the LDAP description of the syntax;

b) the sType field is used for specifying the corresponding ASN.1 data type for the syntax as| specif
used by these Directory Specifications; and

c) the &id field is for specifying the object identifier assigned to the syntax.

TU-T X.520 | ISO/IEC 9594-6 defines syntaxes based on this information object class;

Directory System Schema

Overview

The Directory System Schema is a set of definitions and constraints concerning the information that the Directory
needg/to know in order to operate correctly. This information is specified in terms of subentries and operational attri

Form

The ¢

DTE — The system schema enables the directory system to, for example:

prevent the association of subentries of the wrong type with.administrative entries (e.g., the creation of a subschema sul
subordinate to an administrative entry defined only as a security administrative entry);

prevent the addition of inappropriate operational attributes to an entry or subentry (e.g., a subschema operational attri
a person's entry).

hlly, the Directory System Schema comprises'a:set of:
a) Obiject class definitions that definethe attributes that shall or may be present in a subentry of a given

used by the Directory.

pmplete definition of an operational attribute includes a specification of the way in which the Directory uses 3

appropriate) provides or manages the attribute in the course of its operation.

The Directory System Schemais distributed, like the DIB itself. Each Administrative Authority establishes the part
systefn schema that will apply for those portions of the DIB administered by the authority.

The Directory System-Schema defined in this Directory Specification is an integral part of the Directory System

Each

Admi

using

DSA participating in a directory system requires a full knowledge of the system schema established
jistrative Authority. The system schema for an Administrative Area may be defined by the Administrative Aut
the notation defined in this clause.

ed or

itself
butes.

bentry

ute to

class;

b) Operational Attribute Type definitions that specify the characteristics of operational attributes known and

nd (if

of the

itself.
Dy its
hority

The Directory System Schema is not regulated by DIT structure or content rules. When an element of system sche
defined, a specification of how It IS USEd and Where It appears In the DIT 1s provided.

ma is

Certain aspects of the directory system schema are specified in the following subclauses.

The directory system schema required to support directory distribution is specified in clauses 25 through 28.

14.2

System schema supporting the administrative and operational information model

Although subentry and subentryNameForm are specified using the notation of clause 13, subentries are not regulated
by DIT structure or DIT content rules.

14.2.1  Subentry object class

The subentry object class is a structural object class and is defined as follows:

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016)
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subentry OBJECT-CLASS ::= ({
SUBCLASS OF {top}
KIND structural
MUST CONTAIN {commonName |
subtreeSpecification}
LDAP-NAME {"subentry"}
ID id-sc-subentry }

14.2.2  Subentry name form

The subentryNameForm name form allows entries of class subentry to be named using the commonName attribute:

ed as

y the

subentryNameForm NAME-FORM ::= ({

NAMES subentry

WIH ATTRIBUTES {commonName}

ID id-nf-subentryNameForm }
No other name form shall be used for subentries.
14.2.3  Subtree Specification operational attribute
The gubtreeSpecification operational attribute type, whose semantics are specified in ‘elause 12, is defin
follows:
subtfeeSpecification ATTRIBUTE ::= ({

WI'H SYNTAX SubtreeSpecification

USAGE directoryOperation

LDAP-SYNTAX subtreeSpec. &id

LDAP-NAME "subtreeSpecification"

iDp id-oa-subtreeSpecification }
This gttribute is present in all subentries; each value defines a set of:entries (in terms of a portion of an adminisllative
area possibly with refinement by selection on an object class filter):which may be subject to the policies defined
subentry.

N
re
14.3

The A
attrib

DTE — This permits a single complex policy (e.g., a search-rule) to be directed at many object class combinations, in d
jions of an administrative area, while being defined in a sifgle subentry.

System schema supporting the admihistrative model

te to indicate that the associated administrative area is concerned with one or more administrative roles.

The administrativeRole operational attribute type is specified as follows:

admi
WI
EQ
US|
LD}
LDJ
ID

The p

id-a

id-a

isjoint

A\dministrative Model defined in clause-ll-requires that administrative entries contain an administrativdRole

histrativeRole ATTRIBUTE ::= {

TH SYNTAX OBJECT-CLASS. &id

JDALITY MATCHING RULE objectIdentifierMatch

AGE directoryOperation

AP-SYNTAX oid. &id

AP-NAME "administrativeRole"
id-oa-administrativeRole }

ossible walues of an attribute of this type defined by this Directory Specification are:

FrautonomousArea

r—accessControlSpecificArea

id-ar-accessControlInnerArea
id-ar-subschemaAdminSpecificArea
id-ar-collectiveAttributeSpecificArea
id-ar-collectiveAttributeInnerArea
id-ar-contextDefaultSpecificArea
id-ar-serviceSpecificArea
id-ar-pwdAdminSpecificArea

The semantics of these values are defined in clause 12.

The administrativeRole Operational attribute is also used to regulate the subentries permitted to be subordinate to an
administrative entry. A subentry not of a class permitted by the administrativeRole attribute may not be subordinate

to the

64

administrative entry.
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144 System schema supporting general administrative and operational requirements

The following clauses describe subschema operational attributes which are not attributes in the usual sense (i.e., are not
held within an entry), but may be thought of as 'virtual' attributes, representing information which is derivable (e.g., from
existing operational attributes, their values, and other information). Such virtual attributes are valid for all entries within
an administrative area. This has the effect that these subschema operational attributes appear to be present in every entry.

1441 Timestamps

An attribute of the createTimestamp operational attribute type indicates the time that an entry was created:

createTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORPERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation
LDAP-SYNTAX generalizedTime. &id
LDAP-NAME "createTimestamp"

iD id-oa-createTimestamp }

An atfribute of the modifyTimestamp operational attribute type indicates the time that anlentry was last modified

modifyTimestamp ATTRIBUTE ::= ({
WI'H SYNTAX GeneralizedTime
--las per 46.3 b) or c) of Rec.ITU-T X.680 | ISO/IEC 8824-1
EQPALITY MATCHING RULE generalizedTimeMatch
ORPERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation
LDAP-SYNTAX generalizedTime. &id
LDAP-NAME "modifyTimestamp"

iD id-oa-modifyTimestamp” }

An atfribute of the subschemaTimestamp operational attribute type indicates the time that the subschema subentry for
the entry (see 15.3) was created or last modified. It is-available in every entry:

subsfhemaTimestamp ATTRIBUTE ::= {
WIH SYNTAX GeneralizedTime
--las per 46.3 b) or c) of Rec~ITU-T X.680 | ISO/IEC 8824-1
EQPUALITY MATCHING RULE genéralizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaTimestamp }

The |generalizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in
Rec. ITU-T X.5204.1SO/IEC 9594-6.

14.42  EntryaModifier operational attributes

An atfribute 'of the creatorsName operational attribute type indicates the distinguished name of the Directory usgr that
creatqd an entry:

creatorsName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn.&id
LDAP-NAME "creatorsName"
ID id-oa-creatorsName }

An attribute of the modi fiersName operational attribute type indicates the distinguished name of the Directory user that
last modified the entry:
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modifiersName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn. &id
LDAP-NAME "modifiersName"
ID id-oca-modifiersName }

14.43  Subentry identification operational attributes

An attribute of the subschemaSubentryList operational attribute type identifies the subschema subentry that governs
the entry. It is available in every entry:

substhemaSubentrylList ATTRIBUTE ::= ({
WI'H SYNTAX DistinguishedName
EQPALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn. &id
LDAP-NAME {"subschemaSubentry"}
iDp id-oa-subschemaSubentryList }

An atfribute of the accessControlsubentryList operational attribute type identifiés all access control subentrigs that
affectjthe entry. It is available in every entry.

accepsControlSubentryList ATTRIBUTE ::= ({
WI'H SYNTAX DistinguishedName
EQPALITY MATCHING RULE distinguishedNameMatch
NO| USER MODIFICATION TRUE
USAGE directoryOperation
iD id-oa-accessControlSubentryList }

An affribute of the collectiveAttributeSubentryList Operational attribute type identifies all collective attfibute
suberytries that affect the entry. It is available in every entry:

collectiveAttributeSubentryList ATTRIBUTE ::= {
WIH SYNTAX DistinguishedName
EQPUALITY MATCHING RULE distinguishedNameMatch
NO| USER MODIFICATION TRUE
USAGE directoryOperation
iD id-ea-collectiveAttributeSubentrylList }

An atfribute of the contextDefaultSubentryList operational attribute type identifies all context default subgntries
that affect the entry. It is available.in every entry:

contextDefaultSubentrylist ATTRIBUTE ::= ({
WITH SYNTAX DistinguishedName
EQPALITY MATCHING RULE distinguishedNameMatch
NO| USER MODIFICATION TRUE
USAGE directoryOperation
D id-oa-contextDefaultSubentryList }

An ajtribatel of the serviceAdminSubentryList operational attribute type identifies all service administyation
subentries, if any, that affect the entry. It is available in every entry affected by any such subentry.

serviceAdminSubentryList ATTRIBUTE ::= ({
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE
USAGE directoryOperation
D id-oa-serviceAdminSubentryList }

An attribute of the pwdAadminSubentryList operational attribute type identifies the password administration subentry,
if any, that affect the entry. It is available in every entry affected by any such subentry.

pwdAdminSubentrylList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
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SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation
LDAP-SYNTAX dn. &id

LDAP-NAME "pwdAdminSubentryList"

D id-oa-pwdAdminSubentryList }

14.4.4  Has Subordinates operational attribute

The hasSubordinates operational attribute indicates whether any subordinate entries exist below the entry holding this
attribute. A value of TRUE indicates that subordinates may exist. A value of FALSE indicates that no subordinates exist.
If this attribute is absent, no information is provided about the existence of subordinate entries. The attribute will
ordinarily disclose the existence of subordinates even if the immediate subordinates are hidden by access controls — to
prevent disclosure of the existence of subordinates, the operational attribute itself shall be protected by access controls.

NOTE — A value of TRUE may be returned when no subordinates exist if all possible subordinates are available only throughja non-

specific subordinate reference (see Rec. ITU-T X.518 | ISO/IEC 9594-4) or if the only subordinates are subentries orchild family
members.

hasSpbordinates ATTRIBUTE ::= {
WICH SYNTAX BOOLEAN
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-hasSubordinates }

145 System schema supporting access control

If a spbentry contains prescriptive access control information, then its objectClass attribute shall contain the|value
accepsControlSubentry:

accepsControlSubentry OBJECT-CLASS ::= {
KIND auxiliary
D id-sc-accessControlSubentry }

A suljentry of this object class shall contain precisely one prescriptive ACI attribute of a type consistent with the vajue of
the a¢cessControlScheme attribute of the corresponding access control specific point.

14.6 System schema supporting the-collective attribute model

Subentries supporting collective attribute specific or inner administrative areas are defined as follows:

collectiveAttributeSubentry~OBJECT-CLASS ::= ({
KIND auxiliary
ID id-sc-collectiveAttributeSubentry }

A subentry of this object clasSshall contain at least one collective attribute.

Collegtive attributes contained within a subentry of this object class are conceptually available for interrogation and
filtering at every entey-within the scope of the subentry's subtreeSpecification attribute, but are administer¢d via
the sybentry.

The dollectiveExclusions operational attribute allows particular collective attributes to be excluded from an ¢ntry:

collgctiveExclusions ATTRIBUTE ::= {
WIEH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch
USAGE directoryOperation
ID id-oa-collectiveExclusions }

This attribute is optional for every entry.

The OBJECT IDENTIFIER Value id-oa-excludeAllCollectiveAttributes may be used, by its presence as a value
of the collectiveExclusions attribute, to exclude all collective attributes from an entry.

14.7 System schema supporting context assertion defaults

Subentries providing default values for context assertions are defined as follows:
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contextAssertionSubentry OBJECT-CLASS ::= ({
KIND auxiliary
MUST CONTAIN {contextAssertionDefaults}
ID id-sc-contextAssertionSubentry }

A subentry of this object class shall contain a contextAssertionDefaults attribute;

contextAssertionDefaults ATTRIBUTE ::= {
WITH SYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-oa-contextAssertionDefault }

Whenever a context is evaluated and no context assertion is provided by the user, the Directory provides context assertion
defau tc aaual tn tha valilas af thic attrihita 1n tha cantavt accartinn cithantry cantrallina tha antry halna accace d as
ts-equal-to-the-valdes-of-this-attribute—th-the-context-assertion-subentry-controtin g-the-entry-being ,
descr{bed in 8.9.2.2.
NOTE — TypeAndContextAssertion is defined in 7.6 of (and evaluation of it is defined in 7.6.3 of) Rec. ITU;T X.511 |
ISP/IEC 9594-3.

14.8 System schema supporting the service administration model

servjiceAdminSubentry OBJECT-CLASS ::= ({
KIND auxiliary
MUBT CONTAIN {searchRules}
iDp id-sc-serviceAdminSubentry }

A subentry of this object class shall contain a searchRules operational attributé:

searfhRules ATTRIBUTE ::= {
WI'H SYNTAX SearchRuleDescription
EQPALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
D id-oa-searchRules }
SearfhRuleDescription ::= SEQUENCE {
COMPONENTS OF SearchRule,
nate [28] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription [29] UnboundedDirectoryString OPTIONAL,

}

A valpe of the searchRules operational attribute is either a search-rule containing actual search restrictions, or|it is a
dumnpy search-rule that specifies no searchurestrictions at all. This dummy search-rule is identified by having an|id of
zero gnd by having no serviceType component (or any other components of SearchRule other than id and dndId).
dmd1d is an identifier for the controlting DMD (see 6.4).

14.9 System schema stpporting password administration

If a [subentry holds password policy information, then its objectClass attribute shall contain the [value
pwdAdminSubentry:

pwdAdminSubentry OBJECT-CLASS ::= ({
KIND auxiliary
MUET CONTAIN { pwdAttribute }
LDAP-NAME {"pwdAdminSubentry"}
D id-sc-pwdAdminSubentry }

A subentry of the object class pwdAdminSubentry may contain the following attributes pwdModifyEntryAllowed,
pwdChangeAllowed, pwdMaxAge, pwdExpiryAge, pwdMinLength, pwdVocabulary, pwdAlphabet,
pwdDictionary, pwdExpiryWarning, pwdGraces, pwdFailureDuration, pwdLockoutDuration,
pwdMaxFailures, pwdMaxTimeInHistory, pwdMinTimeInHistory, pwdHistorySlots,
pwdRecentlyExpiredDuration, pwdEncAlg.

pwdAttribute contains the password attribute that is being controlled by the password administration subentry. Every
password attribute can only have at most one password policy that applies to it. If two or more subtree specifications
overlap, then only one of them can apply to each entry in the overlapping space as controlled by the
pwdAdminSubentryList attribute in each entry.

pwdAttribute ATTRIBUTE ::= ({
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EQUALITY MATCHING RULE
SINGLE VALUE
LDAP-SYNTAX

LDAP-NAME

ID

ATTRIBUTE. &id
objectIdentifierMatch
TRUE

oid. &id
"pwdAttribute"
id-at-pwdAttribute }
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One password attribute is currently defined, userPwd which contains a password stored in clear text or encrypted. This
attribute shall have a matching rule for comparison of a proposed password value with the password value stored in the
Directory. For each defined password attribute, two attributes for password history and recently expired password
respectively are needed as well as a matching rule for comparison of a presented password value with a password stored
in the history. The attribute userPwdHistory and the matching rule userPwdHistoryMatch are defined for the
password attribute. The attribute userPwdRecentlyExpired and the matching rule

na-the arPwud f\no
9 © DA

userPwd

user

If new password attributes using other syntaxes are needed, new attributes and new matching rules will also_be defined.
The fpllowing parameterized objects can be used for that.

14.9.1 Definition of an history attribute from the password attribute, the history matching ruleand an gbject
identifier

pwdHfistory {ATTRIBUTE : passwordAttribute ,MATCHING-RULE :historyMatch,OBJECT” IDENTIFIER: id}
ATTR[BUTE ::= {
WI'H SYNTAX PwdHistory{passwordAttribute}
EQPALITY MATCHING RULE historyMatch

USAGE directoryOperation
ID id}
PwdHfistory{ATTRIBUTE:passwordAttribute} ::= SEQUENCE ({
tiEe GeneralizedTime,
sword passwordAttribute. &Type,

pa
!

14.9.2  Definition of a recently expired password attribute-ffom the password attribute and an object identifier

pwdRecentlyExpired {ATTRIBUTE : passwordAttribute ,OBJECT IDENTIFIER:id} ATTRIBUTE ::= ({
WI'H SYNTAX passwordAttribute“/&Type
EQPALITY MATCHING RULE passwordAttribute.&equality-match

SINGLE VALUE TRUE
USAGE directoryOperation
ID id}

=

14.9.3 Definition of a password history matching rule from the password attribute and an object identifig

pwdHlistoryMatch{ATTRIBUTE:passwordAttribute,OBJECT IDENTIFIER:id}
MATCHING-RULE ::= {

SYNTAX passwordAttribute. &Type

ID id}

14.1Q  System schema supporting hierarchical groups

hierprchylLevel ATTRIBUTE ::= {
WITH SYNTAX HierarchyLevel
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGEE—VALUE TRY:

NO USER MODIFICATION TRUE

USAGE directoryOperation

D id-oa-hierarchyLevel }
HierarchyLevel ::= INTEGER
hierarchyBelow ATTRIBUTE ::= {

WITH SYNTAX HierarchyBelow

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

D id-oa-hierarchyBelow }
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HierarchyBelow ::= BOOLEAN
hierarchyParent ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyParent }
hierarchyTop ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

USKGE directoryoperation

D id-oa-hierarchyTop }
The HierarchyLevel operational attribute shall be present in any entry that is a member of a hierarchical \group. The
Directory shall create and maintain this attribute. The Directory shall delete this attribute when the entry is no lpnger
memlbyer of a hierarchical group. This attribute shall take the value zero for the hierarchical top. This.attribute shall pot be
present in a child family member.
The HierarchyBelow operational attribute indicates whether the entry has any hierarchical-children. A value of|TRUE
indicgtes that hierarchical children exist. A value of FALSE or the absence of the attribUte type indicates that no

hierarchical children exist. The Directory shall create and maintain this attribute. The Ditectory shall delete this att

when

The 1
existi

hieranchical parent. If the immediately hierarchical parent is a compound.entry, the value shall be the distinguished
ancestor. Otherwise, the Directory shall return an Update Error with.problem parentNotaAncestor. This atffibute

of the]
shall

hierarchical top.

The 1
by thq
the v
anen

N

Wher
remo

1411

It is the responsibility of DSAs_to maintain consistency of subentries and operational attributes with the system sc

Incon
attrib

The [
existi

schema; if it does, the modification shall fail.

In p3

the entry is no longer member of a hierarchical group.

ierarchyParent attribute shall be present in an Add Entry or Modify Entry operation when a new entry
ng entry becomes a hierarchical child. The attribute value shall be the distinguished name of the immed

not be present in a child family member, in an entry that is net.within a hierarchical group, nor an entry that

ierarchyTop attribute points to the top entry of the hierarchical group. This attribute is supplied and main

Directory. The attribute value shall be the distinguished name of the top entry. If the top entry is a compound
lue shall be the distinguished name of the ancestor.~This attribute shall not be present in a child family memt
ry that is not within a hierarchical group, nor.amentry that is the hierarchical top.

DTE — This attribute provides a unique identification of the hierarchical group to which the entry belongs.

an entry within a hierarchical group is-deleted by a Remove Entry operation, all its hierarchical childre
ed from the hierarchical group.

Maintenance of system-schema

Sistency between various aspects of system schema, and between system schema and subentries and operg
tes, shall not ocgur;

irectory exeeutes entry addition and modification procedures whenever a new subentry is added to the DIT]|
ng subentry"is modified. The Directory shall determine whether the proposed operation would violate the s

rticular, the Directory ensures that subentries added to the DIT are consistent with the values o

Fibute

or an
iately
name

is the

ained
entry,
er, in

n are

hema.
tional

or an
stem

f the

admi

histrativeRole affribute, that the attributes within the subentry are consistent with the values of the sube

objectClass attribute.

ntry's

The value of the administrativeRole attribute may be modified to permit classes of subentries to be subordinate to
the administrative entry that are not yet present. The value of the administrativeRole attribute shall not be modified
S0 as to cause existing subentries to become inconsistent.

The Directory also ensures, where the values of operational attributes are provided by the Directory, that they are correct.
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14.12  System schema for first-level subordinates

The Directory enforces the following rules and constraints on entries created immediately subordinate to the DIT root:
—  All such entries shall be created as administrative point entries.

—  The object class and naming attributes of such entries shall be as specified in Rec. ITU-T X.660 | ISO/IEC
9834-1.

15 Directory schema administration

15.1 Overview

The dverall administration of the directory schema of the global DIT is realized through independent administrat{on of
the sybschemas of the autonomous administrative areas of the DIT Domains that constitute the global DIT.

Coordination of the administration of the directory schema at boundaries between DIT Domains is a subjectfor bilateral
agreement between DMOs and is beyond the scope of this Directory Specification.

The spbschema administrative capabilities defined in this clause for the purpose of managing a DIA domain includ

D

a) creation, deletion and modification of subschema subentries;

b) support of the publication mechanism for the purpose of permitting DSAs\te’include schema information
in operational binding protocol exchanges and DUAS to retrieve subschéma information via DAP;

c) subschema regulation for the purpose of ensuring that any modify/operations will be performed in
accordance with the applicable subschema specification.

15.2 Policy objects

A suljschema policy object may be one of the following:

— asubschema administrative area;

— anobject or alias entry within a subschema administrative area;
— auser attribute of such an object or alias entry.

An aytonomous administrative area may be designated as a subschema specific administrative area in order to administer
the sybschema. This shall be indicated by the presence of the value id-oa-subschemaAdminSpecificArea [N the
assoclated administrative entry's administrativeRole attribute (in addition to the presence of the |value
id-oh-autonomousArea, and possibly other values).

Such fan autonomous administrative area may be partitioned in order to deploy and administer the subschema ¢f the
specific partitions. In this case, the.administrative entries for each of the subschema specific administrative aregs are
indicated by the presence “.of the value id-oa-subschemaAdminSpecificArea in these eptries'
admihistrativeRole attributes.

15.3 Policy parameters

Subsghema policy\parameters are used to express the policies of the subschema Administrative Authority. [These
parameters, and the operational attributes used to represent them, are:

+ \7~a DIT structure parameter: used to define the structure of the subschema administrative area and tg store
information about obsolete DIT structure rules which some entries may have identified as their govgrning

cCto v} Lom oo v, 10y - - orenru oG amerorms
operational attributes;

— aDIT content parameter: used to define the type of content of object and alias entries contained within the
subschema administrative area and to store information about obsolete DIT content rules which the
Directory may have used in determining the content of some entries. This parameter is represented by the
dITContentRules, objectClasses, attributeTypes, contextTypes, friends, and
dITContextUse operational attributes;

— amatching capability parameter: used to define the matching capabilities supported by matching rules as
applied to the attribute types defined in a subschema administrative area. This parameter is represented by
the matchingRules and matchingRuleUse operational attributes.
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A single subschema subentry is used by the subschema authority to administer the subschema for the subschema
administrative area. For this purpose, the subschema subentry contains the operational attributes representing the policy
parameters used to express subschema policies. The subtreeSpecification attribute of a subschema subentry shall
specify the whole subschema administrative area, i.e., it shall be an empty sequence.

The subschema subentry is specified as follows:

subschema OBJECT-CLASS ::= {
KIND auxiliary
MAY CONTAIN { dITStructureRules |

nameForms |
dITContentRules |
objectClasses |
attributeTypes |

ID

Theo

15.4
Therg

155

friends |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse |
ldapSyntaxes }
id-soc-subschema }

perational attributes of the subschema subentry are defined in 15.7.

Policy procedures

are two policy procedures associated with subschema administration:
— asubschema modification procedure;
— anentry modification procedure.

Subschema modification procedures

A su

modifications. This may be accomplished by modifying dhe values of the subschema operational attributes,
Direcfory modify operations, effectively changing the sulbschema which is in force in the subschema administrative

A su
remo

Befor
auxili
be de
match
matc]

The d
synta
Chan

DIT

schema authority may administer a subschema in a dynamic fashion, including making restrictive subsg

schema authority may also create new subschéma areas, or remove existing subschema areas by creatif
ing subschema subentries, respectively.

ary object class, or a mandatory or an'‘optional attribute to an existing rule, the referenced schema informatior

ing rules that are referenced~(directly or indirectly) by a dITStructureRule, dITContentRule Of
hingRuleUse attribute shall'not be removed from the subschema subentry.

es, which have been‘tegistered (i.e., assigned a name of type object identifier), are static and cannot be mog
jes to the semantics of such information objects require the assignment of new object identifiers.

tructure and:DIT content rules may be active or obsolete. Only active rules are used to regulate the DIT

identi

ication and preservation of obsolete rules is an administrative convenience allowing location (and possibly r

of obsolete rules at any time.
NOTE — The obsolete mechanism provided in subschema operational attributes ensures that all entries with obsolete schema can

be

identified and repaired before the obsolete subschema operational attribute is deleted.

hema
using
area.
ng or

e the subschema authority extends the DIFP structure or DIT content rules by adding a new rule, or by addipg an

shall

scribed in the appropriate attribute in the subschema subentry. Name forms, object classes, attribute typgs and

by a

efinition of information.objects such as object classes, attribute types, matching rules, name forms and LDAP

ified.

. The
Ppair)

pating
fetion

It is the responsibility of the Subschema Administrative Authority to maintain consistency of entries with the active
subschema by means of the Directory abstract service, or by other local means. This may be done at the convenience of
the Subschema Administrative Authority. It is not defined when such an adjustment of inconsistent entries should be
done. However, deletion of obsolete rules prior to the location and repair of inconsistent entries will make this task more
difficult.
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Entry addition and modification procedures

The Directory executes entry addition and modification procedures whenever a new entry is added to the DIT or an
existing entry is modified. The Directory shall determine whether the proposed operation would violate a subschema

policy.

In particular, the Directory shall ensure that entries added to the DIT are consistent with appropriate active DIT structure
and DIT content rules.

The Directory shall allow interrogation of entries which are inconsistent with their active rules.

The Directory enforces active rules when requested to modify the DIB. If an entry is inconsistent with its active rule, a
request to modify the entry shall be permitted if it repairs an existing inconsistency, or does not introduce a new
inconsistency. A request which introduces a new inconsistency shall fail.

For a
class
subor
the ern

Wher
consi
be pr

Direc

an enfry. The content of an entry shall remain consistent with the DIT content rulegoverning the entry following a ¢
values of the objectClass attribute. In particular, where a value of the objectClass attribute identifies a

to the
partig
shall
other

15.7
The f

The
Rec.

The i
also d

For 1

identIies a particular object class having superclasses other than top, then values for all of these superclasses sha

n the structural object class superclass chain. When an entry is added to the DIT, the Directory determines this
Hinate structural object class from the objectClass attribute values provided and permanently associates i
try via the entry's structuralObjectClass attribute.

an entry is created, values of the objectClass attribute shall be provided so that the content of the en

vided. Otherwise, the Directory operation creating the entry shall fail.

fory users may subsequently add or delete values of the objectClass attribute,for the auxiliary object clas

ular object class having superclasses other than top is added or deleted, then values for all of these superc
hlso be added or deleted, except where such superclasses are also<uresent in the superclass chains associateq
values not being added or deleted respectively.

Subschema policy attributes

bllowing subclauses specify the subschema policy opefational attributes. These attributes are:

—  present in the subschema subentry. The-values of these attributes are administered via Directory n
operations using the distinguished name of the subschema subentry;

— available for interrogation in all entries governed by the subschema.

ASN.1 parameterized type UnboundedDirectoryString, used in the following definitions, is defin
TU-T X.520 | ISO/IEC 9594-6.

ntegerFirstComponentMatch and objectIdentifierFirstComponentMatch equality matching rul
efined in Rec. ITU-T X.52044SO/IEC 9594-6.

nanagement purposesi~a number of human-readable name components and a description compone

optio

subclauses.

A number of subschema policy operational attributes defined in the following subclauses contain an obsg
comppnent. This” component is used to indicate whether the definition is active or obsolete in the subsg
administrative-area.

15.7.

ally allowed as components of a number of the subschema policy operational attributes defined in the foll

ny valid entry in a valid subschema administrative area, there can be only one most subordinate structural J)bject

most
[ with

try is

tent with the DIT content rule governing the entry. In particular, where a value of the'ebjectClass attribute

| also

ces of
hange

asses
with

odify

ed in

ES are

t are
wing

lete
hema

DIT Structure Rules operational attribute

The dITStructureRules operational attribute defines the DIT structure rules which are in force within a subschema:

dITStructureRules ATTRIBUTE ::= {
WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX dITStructureRuleDescription. &id
LDAP-NAME "dITStructureRules"

ID

id-soa-dITStructureRule }

DITStructureRuleDescription ::= SEQUENCE ({
COMPONENTS OF DITStructureRule,
name [1] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

©
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description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

}

The d1TstructureRules operational attribute is multi-valued; each value defines one DIT structure rule.

The components of DITStructureRule have the same semantics as the corresponding ASN.1 definition in 13.7.6.

15.7.2  DIT Content Rules operational attribute

The dITContentRules operational attribute defines the DIT content rules which are in force within a subschema. Each

value of the operational attribute is tagged by the object identifier of the structural object class to which it pertains:
dITContentRules ATTRIBUTE ::= {

WITH _SYNTAX DITContentRuleDescri P+i on

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX dITContentRuleDescription. &id

LDAP-NAME "dITContentRules"

ID id-soa-dITContentRules }
DITCpntentRuleDescription ::= SEQUENCE {

COMPONENTS OF DITContentRule,

name [4] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

d:Ecription UnboundedDirectoryString OPTIONAL,

obgolete BOOLEAN DEFAULT FALSE,

}

The dITContentRules operational attribute is multi-valued; each value defines'one DIT content rule.

The ¢

15.7.3

pmponents of DITContentRule have the same semantics as the corfesponding ASN.1 definition in 13.8.2.

Matching Rules operational attribute

The nfatchingRules operational attribute specifies the matchingsrules used within a subschema:

matchingRules ATTRIBUTE ::= ({
WI'H SYNTAX MatchingRuleDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX matchingRuleDescription. &id
LDAP-NAME "matchingRules"
iD id-soa=matchingRules }
MatchingRuleDescription ::= SEQUENCE {
identifier MATCHING-RULE. &id,
name SET STZE’ (1..MAX) OF UnboundedDirectoryString OPTIONAL,
depgcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
information [0] ,.UnboundedDirectoryString OPTIONAL,

The il
rule.

The d

-~.describes the ASN.1l syntax
}

dentifier¢omponent of a value of the matchingRules attribute is the object identifier identifying the mat

eséription component contains a natural language description of the algorithms associated with the rule.

ching

The i

nEformation COMpPONENt coM@ins the ASN-Idefinition of the assertion synmtax of the Tule:

Such an ASN.1 definition shall be given as an optional ASN.1 Imports production, followed by optional ASN.1
Assignment productions, followed by an ASN.1 Type production. All type names defined in Directory modules are
implicitly imported and do not require explicit import. All type names, whether imported or defined via an Assignment,
are local to the definition of this syntax. If the ASN.1 type includes a user-defined constraint and is not one of the ASN.1
types defined in the Directory modules, then the last UserDefinedConstraintParameter Of the constraint shall be
an actual parameter whose governing type is SyntaxConstraint and whose value is the object identifier assigned to
the constraint.

SyntaxConstraint ::= OBJECT IDENTIFIER
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NOTE 1 - The ASN.1 productions Imports, Assignment, and Type are defined in Rec. ITU-T X.680 | ISO/IEC 8824-1.

UserDefinedConstraintParameter is defined in Rec. ITU-T X.682 | ISO/IEC 8824-3.
NOTE 2 — A typical ASN.1 definition is simply a Type name.

The matchingRules operational attribute is multi-valued; each value describes one matching rule.

15.7.4  Attribute Types operational attribute

The attributeTypes operational attribute specifies the attribute types used within a subschema:

attributeTypes ATTRIBUTE ::= {
WITH SYNTAX AttributeTypeDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX attributeTypeDescription. &1d
LDAP-NAME "attributeTypes"
ID id-soa-attributeTypes }
AttrjibuteTypeDescription ::= SEQUENCE {
identifier ATTRIBUTE. &id,

e SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONALy,
cription UnboundedDirectoryString OPTIONAL,

olete BOOLEAN DEFAULT FALSE,

ormation [0] AttributeTypeInformation,

}

buteTypeInformation ::= SEQUENCE {

defkivation [0] ATTRIBUTE.&id OPTIONAL,

eqpalityMatch [1] MATCHING-RULE. &id OPTIONAL,

orfderingMatch [2] MATCHING-RULE. &id OPTIONAL,

substringsMatch [3] MATCHING-RULE.&id OPTIONAL,
atkributeSyntax [4] UnboundedDirectoryString OPTIONAL,

mullti-valued [5] BOOLEAN DEFAULT TRUE,

colllective [6] BOOLEAN DEFAULT FALSE,
userModifiable [7] BOOLEAN DEFAULT TRUE,

application AttributeUsage DEFAULT userApplications,

}

The gerivation, equalityMatch, ‘attributeSyntax, multi-valued, collective and applic
comppnents have the same semantic.as‘the equivalent pieces of notation introduced by the corresponding infor

object class.

The dttributeSyntax componeént contains a text string giving the ASN.1 definition of the attribute's syntax. SU

entifier component of a value of the attributeTypes attribute is the object identifier identifying the attribute

tion
ation

ch an

ASNL.[L definition shall be given as specified for the information component of the Matching Rules operational attrfibute.

15.7.%  Object Classes operational attribute

The dbjectClasses operational attribute specifies the object classes used within a subschema.

objeftClasses ATTRIBUTE ::= {
WIH SYNTAX ObjectClassDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX objectClassDescription. &id
LDAP-NAME "objectClasses"
ID id-soa-objectClasses }
ObjectClassDescription ::= SEQUENCE {
identifier OBJECT-CLASS. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] ObjectClassInformation,

}

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016)
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The identifier component of a value of the objectClasses attribute is the object identifier identifying the object
class.

The objectClasses operational attribute is multi-valued; each value describes one object class:

ObjectClassInformation ::= SEQUENCE {
subclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,
mandatories [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

}

The subclassOf, kind, mandatories and optionals components have the same semantics as the corresponding
pieces of notation introduced by the corresponding information object class.

15.7.¢  Name Forms operational attribute
The nameForms operational attribute specifies the name forms used within a subschema.
nameforms ATTRIBUTE ::= {
WIH SYNTAX NameFormDescription
EQPALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX nameFormDescription. &id
LDAP-NAME "nameForms"
ID id-soa-nameForms }
NameFormDescription ::= SEQUENCE {
identifier NAME-FORM. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,

information [0] NameFormInformation,

}
The ildentifier component of a value of the nameForms attribute is the object identifier identifying the object cjass.

The nameForms operational attribute is multi-valued; eachvalue describes one name form:

NameFormInformation ::= SEQUENCE {
subordinate OBJECT-CLASS. &id,
nampingMandatories SET OF ATTRIBUTE. &id,
n:ﬁingOptionals SET SIZE (1| .MAX) OF ATTRIBUTE. &id OPTIONAL,

}

The $ubordinate, namingMandétpries and namingOptionals components have the same semantics 4s the
corregponding pieces of notation introduced by the corresponding information object class.

15.7.1 Matching Rule Usejoperational attribute

The jatchingRuleUse operational attribute is used to indicate the attribute types to which a matching rule appligs in a
subschema:

matchingRuleUse ATTRIBUTE ::= ({
WITH SYNTAX MatchingRuleUseDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP—SYNTAX m&tch!‘:ﬂg‘Rulcerseo\_L J‘.yta-.uu —&id
LDAP-NAME "matchingRuleUse"
D id-soa-matchingRuleUse }
MatchingRuleUseDescription ::= SEQUENCE ({
identifier MATCHING-RULE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] SET OF ATTRIBUTE.&id,
}

The identifier component of a value of the matchingRulesUse attribute is the object identifier identifying the
matching rule.
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The information component of a value identifies the set of attribute types to which the matching rule applies.

15.7.8  Structural Object Class operational attribute type

Every entry in the DIT has a structuralObjectClass operational attribute which indicates the structural object class

of the entry:
structuralObjectClass ATTRIBUTE ::= ({

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX oid.&id

LDAP-NAME TstructuralObjectCIass™

ID id-soa-structuralObjectClass }
15.7.9  Governing Structure Rule operational attribute
Every entry in the DIT, with the exception of administrative point entries that have no subschema’ subentry,
govekningStructureRule operational attribute which indicates the governing structure rule of the entry:
govefrningStructureRule ATTRIBUTE ::= ({

WITH SYNTAX INTEGER

EQPUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

D id-soa-governingStructureRule }
15.7.10 ContextTypes operational attribute

The dontextTypes operational attribute specifies the context types.used within a subschema.
contpxtTypes ATTRIBUTE ::= {
WI'H SYNTAX ContextDescription
EQPALITY MATCHING RULE objectIdentifierEirstComponentMatch
USAGE directoryOperation
iD id-soa-contextTypes }
ContextDescription ::= SEQUENCE {
identifier CONTEXT. &id,
name SET SIZE (1.:MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
information [0] ContextInformation,

The i
the cq

The o

}

dentifier compongnt)of a value of the contextTypes operational attribute is the object identifier ident
ntext type.

ontextTypes.Operational attribute is multi-valued; each value describes one context type:

Cont

xtInfoxmation ::= SEQUENCE ({

syptax UnboundedDirectoryString,
aspertionSyntax UnboundedDirectoryString OPTIONAL,

¥

has a

fying

The syntax and assertionSyntax components have the same semantics as the corresponding pieces of notation
introduced in the corresponding information object class.

The syntax component and the assertionSyntax component each contain a text string giving the ASN.1 definition
of the context syntax and context assertion syntax respectively. Such an ASN.1 definition shall be given as an optional
ASN.1 Imports production, followed by optional ASN.1 Assignment productions, followed by an ASN.1 Type
production. All type names defined in Directory modules are implicitly imported and do not require explicit import. All
type names, whether imported or defined via an Assignment, are local to the definition of this syntax. If the ASN.1 type
includes a user-defined constraint and is not one of the ASN.1 types defined in the Directory modules, then the last
UserDefinedConstraintParameter of the constraint shall be an actual parameter whose governing type is
SyntaxConstraint and whose value is the object identifier assigned to the constraint.
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NOTE 1 - The ASN.1 productions Imports, Assignment, and Type are defined in Rec. ITU-T X.680 | ISO/IEC 8824-1.
UserDefinedConstraintParameter iS defined in Rec. ITU-T X.682 | ISO/IEC 8824-3. syntaxConstraint is defined

in

15.7.3.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

15.7.11 DIT Context Use operational attribute

The dITContextUse operational attribute is used to indicate the contexts which shall or may be used with an attribute:

dITContextUse ATTRIBUTE ::= {
WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
D id-soa-dITContextUse }
DITCpntextUseDescription ::= SEQUENCE ({
identifier ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,

in
The 3

attrib

The i
typei

DITC
ma]

formation [0] DITContextUseInformation,

}

dentifier component of a value of the dITContextUse operational attribute 45 the object identifier

nformation component of a value identifies the mandatory and optional context'types associated with the att
fentified by identifier:

bntextUseInformation ::= SEQUENCE ({
hdatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT./&id OPTIONAL,

Df the

te type to which it applies. The value id-oa-allAttributeTypes indicates that\t applies to all attribute types.

ribute

opkionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
R A
15.7.12 Friends operational attribute
The flriends operational attribute is used to indicate the sets of attribute types which are friends within a subschema:
friehds ATTRIBUTE ::= ({
WI'H SYNTAX FriendsDescription
EQPUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-friends }
FriehdsDescription ::= SEQUENCE ({
anfthor ATTRIBUTE. &id,
name SET-.SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
d:Ecription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
friiends [0} _SET SIZE (1..MAX) OF ATTRIBUTE.é&id,

}

The anchor component of a value of the £riends attribute is the object identifier of the attribute type that is the 4

to the
attrib

set of friends. The friends component of a value of the friends attribute is the set of object identifiers
te types-that are the friends of the anchor attribute type.

hchor
Df the
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SECTION 7 - DIRECTORY SERVICE ADMINISTRATION

16 Service Administration Model

This clause provides a model for how an administrative authority can control, constrain and adjust the service both with
respect to what a user can specify in a Search, a Read or Modify Entry request and what information is to be returned.

16.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

16.1.1  effectively present attribute type: An attribute type that is present in at least one non-negated filter item in
each gubfilter of a search filter and which fulfils the requirements as specified for that attribute type in the relevant.sgarch-
rule. For definitions of negated and non-negated filter items, see 7.8.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3

16.1.2  governing-search-rule: A search-rule with which a particular operation complies and which has been se|ected
for gqverning that operation.

16.1.3 named-service: A collection of service-types that together provide an overall servicg;e'g., a White Pages
servige.

16.1.4  request-attribute-profile: A specification of what is required for a filter item.for the corresponding attfibute
type tp be effectively present.

16.1.% request-attribute-type: An attribute type that according to a search-rule Specification may be represented in
the filter of a Search operation.

16.1.6  Search-rule: The detailed specification of the service constraints/enhancement aspects provided for a|given
servige-type primarily intended for a given user-class and tailored to a particular group of users.

16.1.7 service-type: A globally unique identification of a service\capability for a particular purpose within a|well-
defingd scope, e.g., a capability of search for a particular type of-entries within an area of the DIT. Not all aspects of a
servige-type may be available to all users.

16.1.8  subfilter: A Boolean component of a filter that-comprises only logical ANDs of non-negated filter items and
of nepated filter items, i.e., that can be expressed informally as NOT (filter-item). Any filter can be expressed in a
canorjical form comprising a logical OR of subfilters;as discussed in Annex Q.

16.1.9 user-class: An identified set of userscthat due to their functions, position in an organization, etc., can ifivoke
certaip aspects of the service-types within anamed-service. Different groups of users identified by their names within a
user-¢lass may see variations in the service provided. A user group can span user-classes.

16.2 Service-type/user-class-model

The Dyirectory Abstract Service as'specified in Rec. ITU-T X.511 | ISO/IEC 9594-3 is the representation of all the service
capalilities offered by the Directory Specifications. A service-type is a subset of that service for performing a particular
function, e.g., searching-far a particular type of object within a defined scope.

A nafned-service is‘a collection of service-types for a particular purpose, e.g., to provide a White Pages service, a
particular type of+Yellow Pages service, etc.

A seryice-typenis realized primarily through the Search operation, but also through other operations that can specifylentry
inforrpation Selection, i.e., Read and Modify Entry operations. For the purpose of service administration, a reagl or a
modifEyEntry request is considered in some respect equivalent to a search request with subset equal to baseOhject
and £filter equal to and : {}. Service administration does not affect what information can be modified by a Modify
Entry operation. This is solely governed by access control.

An object identifier identifies a service type, thereby giving it a global unique identification. Different user-classes,
dependent on their role, position in the organization, etc., may have somewhat different perceptions of a service-type. A
user-class is identified by an integer that is only required to be unique with a DMD. Different DMDs could assign a
different identifier to what could be considered the same user-class. However, it is expected that administrative authorities
cooperating to provide a common named-service across several DMDs will coordinate the user-group identifiers. Even
for a particular user-class, there may be variations in the service available to users in the class. Such variations are based
on the distinguished names of the users. As an example, users of a particular user-class in one country may not have
exactly the same view of a service-type as the users of the same user-class in another country, e.g., to reflect local privacy
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laws. The definition of a service-type for a user group is expressed by a search-rule specifying the details as to how the
operation is to be performed.

The service-type and the user-class for which it is primarily intended are indicated in a search-rule.

A user group may span several user-classes. A user within a user-class could possibly also utilize search-rules that were
primarily intended for other user-classes, e.g., users in a user class with a greater capability would also be granted
permissions intended for user-classes that are generally offered lower service capabilities.

A user group is not directly identified by a search-rule, but is indirectly identified by having the Invoke permission to that
search-rule. A user group can invoke any search-rule to which it has the Invoke permission. If a particular user has the
Invoke permission to several search-rules for the same service-type but for different user-groups, the procedures defined
in these Directory Specifications will, everything else being equal, select the search-rule with the highest user-group
identifier. This allows the administrative authority by proper assignment of user-class identifiers to control this selection.

16.3 Service-specific administrative areas

An ajtonomous administrative area may be designated as a service-specific administrative area in order to depldy and
administer search-rules. This shall be indicated by the presence of the value id-ar-serviceSpe¢ificArea jn the
assocl|ated administrative entry's administrativeRole attribute (in addition to the presence/gf'the value id-ar-
autohomousArea, and possibly other values).

Such jan autonomous administrative area may be partitioned in order to deploy and administer search-rules in specific
partitjons. In this case, the administrative entries for each of the service-specific administrative areas are indicated by the
presepce of the value id-ar-serviceSpecificArea in these entries' administfativeRole attributes. Service
policies for superior service-specific administrative areas are not relevant subordinate to such an administrative enfry.

If sugh an autonomous administrative area is not partitioned, there is a single service-specific administrative arpa for
search-rules encompassing the entire autonomous administrative area.

One qr more search-rules are represented in the Directory informationymodel by a subentry, termed a service subgentry,
whos¢ objectClass attribute contains the value id-sc-servicéAdminSubentry, as defined in 14.8. A subentry of
this class shall be the immediate subordinate of an administrative'éntry whose administrativeRole attribute coptains
the vdlue id-ar-serviceSpecificArea.

The ejaluation phase of an operation within a service-specific administrative area is among other dependent on what base
object is used for the operation, possibly after alias dereferencing. Search-rules are therefore tied to entries. Wh¢n the
base pbject for an operation has been determined, the search-rules tied to that entry are candidates for governing the
searcly. The ties between search-rules within acsubentry and entries within the service-specific administrative arga are
established by the subtreeSpecificatign Operational attribute of the subentry. The entries identified by the valpes of
the stibtreeSpecification operational attribute are in this way tied to the search-rules placed in the same subeptry.

A pairticular entry can be associated with search-rules from multiple subentries; these may have the same or different
subtrge specifications. Conversely, different parts of the administrative area can be targeted by the one subentry, Jusing
multiple values of the subtree specification.

The arguments of an operation can be validated against a search-rule by using an algorithm called the search-valiglation
functipn.

Operation
arguments

TRUE (OK)
or
FALCSE(MOT OK)

Search-validation
function

Search-rule
e

X.501(12)_F16

Figure 16 — Search-validation function

An operation is valid and allowed to proceed if, and only if, the search-validation-function yields TRUE for at least one
of the available search-rules associated with the base object for the operation. For a search-rule to be available for an
operation, the requestor must have Invoke permissions to the attribute value that holds the search-rule. If there is only one
available search-rule with which the operation complies, this search-rule is called the governing-search-rule for that
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operation, i.e., the search-rule that is used when the operation is further progressed. If there are several such search-rules,
one of these is selected by local choice as the governing-search-rule. The procedure for selecting a governing-search-rule
is given in 19.3.2.2.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4. The governing-search-rule is thereby permanently
associated with the operation for its evaluation within the service-specific administrative area. This is also the case when
part of the operation is carried out by other DSAs holding parts of that service-specific administrative area.

It is the choice of administrative authorities as to whether:

—  to collect several search-rules requiring different Invoke permissions into a single subentry (thereby
requiring access control down to attribute value level if these Invoke permissions vary from value to value);
or

—  to collect search-rules with the same access control permissions into distinct subentries, so that access
control permissions can be granted on the basis of permissions to the complete attribute; different
sutentries car therr totddifferemtaccess tomrot permissions.

If thefe is no search-rule available for an operation specifying a base object entry within a service-specific administrative
area, pr if the search validation function returns FALSE for all available search-rules, the operation is rejected with an
error.

If a sgrvice-specific administrative area has no subentries, there are no service constraints associated’with that area|

Therg may be users that should not be limited by service restrictions, e.g., administrators, and.theré may be entries,|when
servirjg as base object entries, for which restriction is not required, e.g., entries low in/the/DIT. The administrative
authority can therefore include special search-rules, empty search-rules.

A hiefarchical group within a service-specific administrative area has to be completély, contained by that area.

The scope of a Search operation cannot cross the border of a service-specific administrative area. Rec. ITU-T X.518 |
ISO/IEC 9594-4 specifies procedures that do not allow a Search operation‘starting within a particular service-sgecific
administrative area to go outside that area even when aliases are dereferenced during the search evaluation. Likewise, a
searcln starting outside a service-specific administrative area cannot spread into that area.

16.4 Introduction to search-rules

Searcp-rules are expressions of policies that, on one hand,constrain and adjust operations that can be carried oyt in a
regiof of the DIT, and, on the other hand, assist in their eXecution by guiding the operation process. A search-rule has the
following main characteristics:

— it gives requirements that an operatiorr shall meet if the operation is to be carried out based on that s¢arch-
rule;

— it specifies adjustment of the‘operation request;

— it provides specificationfor details of the evaluation of the operation, e.g., by specifying relaxation pglicies
if too many or too few entries are found for Search operation; and

— it provides entry-information selection specifications.

Wher] a processing of an operation starts, the base entry of the operation corresponds to one or more service subgntries
whosg¢ subtree-specification values include that base entry. Thereby, potentially a number of candidate-search-rules are
identiffied. The detaits of the operation are evaluated against these candidate-search-rules. An operation can only be
executed if a compatible search-rule can be found.

16.5 Subfilters

If a sqarch-rule is designed to control the Search operation, it may specify a set of attribute types that may be preseft in a
filter of a search request. These attribute types are called the request-attribute-types for the search-rule. Other attribute
types shall not be present in the filter in any form, negated or non-negated. This subclause further qualifies what it means
for an attribute type to be present in a search filter. A search-rule also specifies requirements on valid combinations of
request attribute types. It might be a requirement that certain attribute shall be present; it might be a requirement that at
least one out of two attribute types shall be present; it might be a requirement that one attribute type is not allowed without
another being present, etc. To further elaborate on how to express combinations, it is useful to introduce the concept of
subfilters.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016) 81


https://standardsiso.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

According to propositional calculus, any filter whatsoever can be written as a sequence of subfilters separated by OR
operators. This can be written as:

f=fi+f,+.. +f;

where each subfilter, fi, is a sequence of filter items or negated filter items that are separated by AND operators, which
can be written as:

fi = filfi2 ... fis
where fij is either a filter item or its negation.
The subfilter concept is further described in Annex Q.

For a filter to comply with a search-rule, each subfilter shall comply with the search-rule.

the request-attribute-profile for the attribute type. The request-attribute-profiles are part of the search-rule spécifigation.
If at Igast one filter-item for an attribute type in each subfilter complies with the request-attribute-profile forthat atribute
type, the attribute type is said to be an effectively-present-attribute-type.

For affilter item to effectively represent an attribute type in a subfilter, it is required to comply with the requirem?ts of

16.6 Filter requirements

For ap attribute type to be effectively present in a filter, the attribute type or, if the includesubtypes option pf the
requept-attribute-profile is set, one of its subtypes shall be present in at least one non-negated-filter item of each sulfilter.
Such p non-negated filter item shall comply with all of the following requirements:

— It shall be a non-negated filter item that is not one of the following types:
greaterOrEqual,
lessOrEqual,
present Of contextPresence unless explicitly allowed*by the request-attribute-profile.
— It shall comply with the request-attribute-profile specification for that attribute type.

— Ifitis an extensibleMatch filter item, the attribute type shall be specified in the type compongnt of
the MatchingRuleAssertion.

NOTE - If this last restriction is not introduced¢-this filter item could implicitly include an unspecified number of
attribute types into the search filter and thereby-impair the search validation procedure.

If an attribute type is represented in a filter, it shall_be effectively present.

It is allowed to have extensibleMatch filteritems without the type component in the filter. Their presence dogs not
affect| the search validation against search-rules. However, such a filter item shall only be applied to attributes yhose
typesfare request-attribute-types, i.e., represented in the governing-search-rule by a request-attribute-profile (see 1610.2).

16.7 Attribute information selection based on search-rules

Outsifle a service-specific.administrative area, attribute information returned is selected by the selection comgonent
of thg operation request,possibly modified by the operationContext 0f the CommonArguments, and any context
defaults established€ither within a context default specific administrative area or by local context defaults. For a Jearch
operafion, selection- of information may also be modified by the matchedvaluesOnly component ip the
SearfhArgument. However, when an operation is controlled by a governing-search-rule, this search-rule may specify
what jnformation is to be returned. When this is the case, the user attribute information returned shall be the intersgction
of whit the.governing-search-rule specifies and what would have been returned had there been no governing-search-rule.
If the i ion selection i i ifi i i ibute e rule
shall apply for operational attributes. If the entry information selection does not specify return of operational attribute
information, operational attribute information returned shall solely be determined by the governing-search-rule.

A governing-search-rule may specify what attribute information is to be returned completely independently of what
attribute types may be specified in a search filter.

When information is to be returned based on hierarchical groups, selection of attribute information from such entries is
based on the principle above, except that matchedvaluesOnly specifications have no effect.

NOTE — Family member selection is not governed by the above principle (see 16.10.6).
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16.8 Access control aspects of search-rules

Search-rules provide some additional access control capabilities besides those capabilities described in clause 18. In a
service-minded approach, it is necessary to apply restrictions on how operations can be formulated and what information
can be returned. This should be based not only on the identity of the user, but also on the service-type and the user-class,
thereby allowing the administrative authorities to tailor the service based on quality of information, charging
considerations, etc.

The access control capabilities as defined in clause 18 are used for ensuring that only proper user groups can invoke
search-rules. These capabilities can also protect information never to be accessed by particular user groups.

A DSA that caches information originating from a service-specific administrative area may not have search-rules for
controlling the restrictions on that information. As for access control (see 18.8.2), a Security Administrator should be
aware that a DSA with the capability of caching may impose a significant security risk to other DSA

16.9 Contexts aspects of search-rules

As context assertions can be part of a filter item for the Search operation, search-rule specifications need to‘take coptexts
into afcount. Inclusion of contexts into the search-rule brings new capabilities into the contexts featurexthat may simplify
requifements on DUA and DSA implementations.

The basic context feature allows the user to specify contexts for the Search filter and for entry information selection; and
it allows the administrative authorities to establish context defaults within a context default’specific administrativd area.
Thesq defaults apply indiscriminately to all users and to all service-types. However, the\context feature as provided by
the search-rules allows the user to specify a minimum of context information, and it@Hows the administrative authgrities
to make individual context specifications for each search-rule. In addition, it is possible, as indicated in 16.8, to p:rovide
access control like function through proper design of the search-rule context spécification. Use of context specificptions
in search-rules could make establishment of context default specific administrative areas redundant.

16.1Q  Search-rule specification

The jearchRule ASN.1 data type gives the syntax of a search-rale.

SearfhRule ::= SEQUENCE {
COMPONENTS OF SearchRuleld,
sefviceType [1] OBJECT IDENTIFIER OPTIONAL,
userClass [2] INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE_SIZE (0..MAX) OF RequestAttribute OPTIONAL,
atkributeCombination [4] AttributeCombination DEFAULT and: {|},
oukputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaultControls [6] ControlOptions OPTIONAL,
mahdatoryControls [7] «ControlOptions OPTIONAL,
seprchRuleControls [8] )ControlOptions OPTIONAL,
familyGrouping [9) FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
rellaxation [11] RelaxationPolicy OPTIONAL,
additionalControlk [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
alllowedSubset [13] AllowedSubset DEFAULT '1l11'B,
imposedSubset: [14] ImposedSubset OPTIONAL,
enkryLimit [15] EntryLimit OPTIONAL,
}
SearfhRuleld ::= SEQUENCE ({
id| INTEGER,
dmdId 0 OBJEC DENTIEFIER }
AllowedSubset ::= BIT STRING {baseObject(0), onelLevel(l), wholeSubtree(2)}
ImposedSubset ::= ENUMERATED {baseObject(0), onelLevel(l), wholeSubtree(2),...}
RequestAttribute ::= SEQUENCE ({
attributeType ATTRIBUTE. &id ({SupportedAttributes}),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({SupportedAttributes} {Q@attributeType}) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE ({
entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE. &Type
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({SupportedAttributes} {QattributeTypel}),

.} OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and:({},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL,

}

ContextProfile ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion
({SupportedContexts} {QcontextType}) OPTIONAL,
}

ContextCombination ::= CHOICE ({
cofrtext— {0 CONTEXT sid({SupportedContexts});
anf [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
nof [3] ContextCombination,
}
MatchingUse ::= SEQUENCE {

regtrictionType MATCHING-RESTRICTION. &id ({SupportedMatchingRestrictions}),

regtrictionValue MATCHING-RESTRICTION. &Restriction
({SupportedMatchingRestrictions} {Q@restrictionType}),

}

-- Definition of the following information object set is defexred, perhaps to
-- skandardized profiles or to protocol implementation confo¥mance statements.
-- The set is required to specify a table constraint on the‘components of

-- SppportedMatchingRestrictions

SuppprtedMatchingRestrictions MATCHING-RESTRICTION ::=“{...}
AttrfibuteCombination ::= CHOICE {
atkribute [0] AttributeType,
anf [1] SEQUENCE OF AttributeCombination,
or [2] SEQUENCE OF AttributeCombination,
nogt [3] AttributeCombination,
}
ResulltAttribute ::= SEQUENCE ({
atkributeType ATTRIBUTE. &id({SupportedAttributes}),
oukputValues CHOICE {
electedValues SEQUENCE OF ATTRIBUTE. &Type
[a ({SupportedAttributes} {QattributeType}),
tchedValuesOnly NULL.} OPTIONAL,
cohtexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL,
}
ContfolOptions ::=“SEQUENCE {
sekviceControls [0] ServiceControlOptions DEFAULT {},
seErchOPtions [1] SearchControlOptions DEFAULT {searchAliases},
hiprarchyOptions [2] HierarchySelections OPTIONAL,

}

EntryLimit ::= SEQUENCE {
defatilt INTEGER,
max INTEGER,
}

RelaxationPolicy ::= SEQUENCE ({
basic [0] MRMapping DEFAULT ({},
tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,

maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1,
}
MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,

substitution [1] SEQUENCE SIZE (1l..MAX) OF MRSubstitution OPTIONAL,
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}

Mapping ::= SEQUENCE {
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY {-- shall be an--
-- object identifier of a mapping-based matching algorithm -- }),
level INTEGER DEFAULT O,
}
MRSubstitution ::= SEQUENCE ({
attribute AttributeType,

oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
newMatchingRule [1] MATCHING-RULE.&id OPTIONAL,

}

16.10pt—Searchruteiderntificationr tomporerts

The ild component allows for the unique identification of search-rules within a DMD. The value zero is reserved f
empty search-rule. The purpose of an empty search rule is described in 16.3.

The

together with id permits the definition of a unique, global identification of a search-rule.
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erviceType component is an object identifier that identifies the service-typesupported by this search-rule]
pbnent shall always be present except for an empty search-rule.

serClass component indicates the user-class for which the search-puléis primarily intended. For a given se
here can be several search-rules specifying the same user-class. THi$ component shall always be present exce
pty search-rule.

2 Request-attribute-profiles

nputAttributeTypes component shall specify request-attribute-profiles for all attribute types that shall o
resented in a search filter. If a search filter includes a filter item for an attribute type not represented by a re
te-profile, the search validation against this search-rule fails. The RequestAttribute data type specifi
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bllowing subcomponents are relevant for all operation types controlled by search-rules:

a) The attributeType subcomponent specifies the attribute type for which this specification applie
the only mandatony subcomponent. There can only be one Requestattribute specification for a
attribute typeDwithin a search-rule. If this is the only subcomponent, except possibly fg
includeStbtypes subcomponent, there are no restrictions on search filter items for this attribute
exceptihat if such filter items are in the filter, at least one of them shall be non-negated.

b) The\includeSubtypes subcomponent specifies that this request-attribute-profile can be satisfie
filter item for a subtype of this attribute type.

bllowing subcomponents are only relevant for the Search operation:
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attributeType. If this attribute type is represented in the filter, there shall be at least one non-negated
filter item for this attribute type that matches at least one value of this subcomponent. Otherwise, this

attribute type is not effectively present in the filter.

If this subcomponent is absent, the above matching evaluates to TRUE.

If an empty set of attribute values is given, this attribute type can only be effectively present in:
— apresent filter item if the contexts subcomponent is not present; or

— acontextPresent filter item if the Contexts subcomponent is present.

d)

The defaultvalues subcomponent does not affect the evaluation of a search request against the search-
rule, but controls the Search operation when a search-rule has been selected as the governing-search-rule.
This component provides a set of attribute values of the type given in attributeType. If a filter item
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using this attribute type is defined within the filter, but there is no attribute of this type present in an entry
(or a family grouping), then this filter item evaluates to TRUE (or to FALSE if negated) if the filter item
matches one of the values in this subcomponent. If this subcomponent is absent, there are no default values.

If this component is present, but empty, it indicates that this component takes all possible values, i.e., a
filter item for this attribute type always evaluates to TRUE (or to FALSE if negated) if the attribute type
is absent in an entry.

NOTE 1 — This reflects the situation where a filter item shall be ignored if an attribute of the type referenced is
absent.

If an entry holds an attribute of this type, normal matching against this attribute is done.

e) The contexts subcomponent specifies the context types that are allowed to be represented in a filter item
for this attribute type. A particular context type shall not be represented more than once in this

[ +.
SUMULUITIPUTITTIL.

—  Ifthe subcomponent is absent, any context information may be present in a filter item for this attyibute
type.
—  If the subcomponent is present, only context types specified by this subcomponent may be present in
a filter item for this attribute type. If it is an empty sequence, no context informatioen may be pfesent
in a filter item for this attribute type.

— If only a context type is specified, any context value of that type may-be“present in the context
assertion.

—  If context values for a given context type are present in this subcomponent, only those values may be
present in a corresponding context assertion in a filter item.

If the context specification in the filter item does not comply with the.above, the filter item does not comply
with the request-attribute-profile for the attribute type.

f) The contextCombination subcomponent specifies thesvalid combination of the context types as|listed
in the contexts subcomponent within this request-attribute-profile. If this subcomponent is absent| there
is no restriction on the combination of these contexttypes. If an invalid combination of context types is
present, the filter item does not comply with the’;request-attribute-profile for the attribute type] This
component may specify that certain context types shall unconditionally be present.

g) The matchingUse subcomponent is used>to specify possible constraints on the use of the appljcable
matching rule, e.g., minimum lengths for'substring matching. The applicable matching rule is the orfe that
actually is going to be used before any velaxation but after a possible basic substitution. The details ¢n the
restrictions and how they are evaluated are described as part of the restriction specification. If this
subcomponent specifies a matching restriction defined for the matching rule to be used, it is chpcked
whether this matching restriction is violated or whether unsupported aspects of the matching rule have to
be applied. If that is the ease, then:

—  ifthe performExactly search control option is not set, the implementation may use a local ryile on
how to apply the matching rule in a different way;

NOTE-2.—Such a local rule requires a customization capability to be applied for the matching rule in qupstion.

— if theoperformExactly Search control option is set or it is not possible to apply a local rule, the
searich request does not comply with this search-rule.

16.10{3 Attribute’combinations

The 4ttributeCombination component specifies the valid combination of the request-attribute-types as listed [in the
inpufAttributeTypes component. If this component is absent or has the default value (and : { }), therefis no
restri¢tign on the combination of request-attribute-type and all relevant types of operations comply with this compgnent.
If an Invalid combination of request-attribute-types is present, the search validation against this search-rule fails. This
component may specify that certain attribute types shall unconditionally be effectively present in the filter. This
component shall be absent if inputAttributeTypes iS absent or empty. If this component is present and has a
non-default value, only a Search operation with a non-default filter can potentially comply with this component.

16.10.4 Attributes in the result

The outputAttributeTypes component specifies what attribute types (or their subtypes if the nosubtypeSelection
service control option is not set) will potentially be present in the result, subject to access control (see 16.7). If a matched
entry or compound entry does not contain any of the attributes defined in this component, it is not included in the result.
A similar rule applies for individual family member marked as the result of the matching or through operations specified
by control attributes in the additionalControl component. If such a family member holds none of the attribute types
defined by this component, this corresponds to the family member and all its subordinates being explicitly unmarked. The
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ResultAttribute data type specifies the details about how such an attribute type shall be represented in the result. This
component does not affect search validation. If absent, the search-rule does not affect the entry information selection
except as possibly specified by the familyReturn and additionalControl components. This component has the
following subcomponents:

a) The attributeType subcomponent specifies the attribute type for which this specification applies. It is
the only mandatory subcomponent. There can only be one Resultattribute specification for a given
attribute type within a search-rule.

b) The outputvalues subcomponent specifies what attribute values of this attribute type are candidates for
being returned. The set of values may be further restricted by the context subcomponent, entry information
selection as provided by the requestor, access control, etc. If this subcomponent is absent, all the attribute
values are candidates. The selectedvalues choice provides a set of attribute values of the type given in
attributeType—ON hose values listed are candidates for attribute wvalues to he returned. The
matchedValuesOnly choice specifies that only those attribute values of the attribute that contributed to
the filter returning TRUE via filter items other than present are candidates for being returned-(see 10.2.2
of Rec. ITU-T X.511 | ISO/IEC 9594-3 for a definition of the term "contributed").

c) The context subcomponent holds a set of context profiles that specify what attribute.valle informpation
is returned for this attribute type.

—  Ifthis subcomponent is absent, the search-rule does not make any restrictions-0n what attribute yalues
can be returned based on contexts.

— Ifacontext type is not included in this subcomponent, no context information of this type is returned
with any returned attribute value of this attribute type.

— If a context profile does not include the contextvalue data.type, all context values of the cpntext
type are returned with each attribute value.

— If one or more context profiles include the contextValue data type, each such context profile is
treated as a ContextAssertion to be applied agaifst the attribute values as specified in 8{9.2.4.
Only those attribute values for which this evaluation yields TRUE for all such context typgs are
returned. If this selection results in no value being returned for this attribute type, the attribute fis not
included in the result. Likewise, if this selection results in no information left for an entry, thiglentry
iS not returned.

— If all returned attribute values of this\attribute type have the same {context type, context valuel} pair
to be returned, such a context value is removed from all the attribute values. If that leaves a cpntext
without any context value, it is completely removed.

NOTE — This will perniita service to be tailored in such a way that a user with simple equipment i most
cases can receive infarmation without contexts.

16.1015 Service and search controls

The defaultControls component;-if present, is used to specify setting of bits not explicitly set for an operation|in the
ServliceControlOptions Within the service controls of the operation argument, and if the operation is a Search, the
SearfhControlOptions @nd HierarchySelections. If any specific option is absent, the defaultConfirols
elemgnt, if present, is used:

If all{the hierarchyOptions subcomponent is absent in defaultControls, Or the defaultControls iS apsent,
hierafchy selection/shall not be used. If the hierarchySelection component is present in a search argument and
speciqies anything than self, the search validation against this search-rule fails. Corresponding eleme:rts in
mandhtoryCentrols and searchRuleControls shall be omitted.

If the] defaultControls component is completely absent, it shall be considered to take the standard default|value
{ serviceControls { }, searchOptions {searchAliases} }.

The mandatoryControls component specifies, by setting specific bits, the bitstring options that shall be present as
specified in defaultControls; if any bit specified by mandatoryControls differs in the user-supplied options from
defaultControls, the search validation against this search-rule fails. Bits not specified by the mandatoryControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.

The searchRuleControls component specifies, by setting specific bits, the bitstring options that are to be taken from
the defaultControls rather than from the user-supplied options. Bits not specified by the searchRuleControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.
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NOTE — If the user supplies Uo 1o p in a Search operation, and the default bits are Do w© n, the result of applying the
defaultControls component is a bit string Cot n Where bits 0 to p are taken from U and the remaining ones from D. The search
validation against this search-rule fails if the bitstring C&M is not equal to D&M, where C means Cotw N , '&' represents a bitwise-
AND operation, and Mot n is the bitstring specified by mandatoryControls. Otherwise, the value of options that is used is
(C&~S | D&S) where S is the bitstring specified by searchRuleControls, ~S is its bitwise negation, and '[' represents a bitwise-
OR operation. This last manipulation has the effect of excising the bits indicated by searchRuleControls and replacing them
with the default bit values. The familyGrouping component specifies a family grouping specification that, if present, takes

precedence over (i.e., substitutes for) the familyGrouping in the CommonArguments of the search argument.

16.10.6 Family specifications

The familyGrouping component specifies a family grouping selection that, if present, takes precedence
(i.e., substitutes for) the familyGrouping Of the CommonArguments of the search argument.

over

The familyReturn component specifies family member return selection. It adjusts the specification given gy the
famillyReturn in the EntryInformationSelection (0Or its default) of the search argument. The search-rule
specification takes precedence with respect to the specification in memberSelect component, whileythe sgdarch
argunpent specification takes precedence with respect to familySelect component, i.e., if the (familySdlect

comppnent is present in the search argument, a possible familySelect component in the search-rule’shall be ig

16.10l7 Control of relaxation

The gelaxation component defines the relaxation policy using the RelaxationPolicy,/COnstruct. The same cor

ored.

struct

may e included in a search request in the relaxation component. The procedure_associated with this constquct is

descr{bed here, covering both the case where it is included in a search-rule and the case-where it is included in a s¢
requept. If RelaxationPolicy is included in both the search-rule and in the search request, additional specific
iven in 10.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

The RelaxationPolicy has the following subcomponents:

a) The basic subcomponent, if present, defines MRMapping i.€., a set of matching-rule substitutions
mapping-based matching functions that are applied to-aysearch filter for the first evaluation (i.e., W
tightening or relaxation). This permits the selectior,of a more appropriate match than the original n
Omission of the item or supplying it with anxempty set causes all the normal matching rules w|
applying any mapping-based matching to be used for the first evaluation.

b) The tightenings subcomponent, if present, comprises a sequence of substitutions and of mappings

defined by MRMapping, that are to be@pplied in the order given, one at the time, if the matched entri
too numerous (greater than maximym).

€) The relaxations subcompenent, if present, comprises a sequence of substitutions and mappings
defined by MRMapping, that are to be applied in the order given, one at the time, if the matched entri
too few (less than minimum).

d) The maximum subeomponent shall always be present if tightenings is present, and then specifi
number of entries found above which a tightening is to be applied.

e) TheminimumsSubcomponent specifies the number of entries found for which (or below which) a rela’
is to be apptied; if absent, it defaults to zero.

NOTE 1 — Relaxation/tightening is not affected by the performExactly search control option.

arch
htions

nd/or
thout
hatch.
thout

each
es are

each
es are

ES the

ation

Matching rule substitutions and mappings are defined by MRMapping elements, each of which consists of a sequence-of

Mappling elements and a sequence-of MRSubstitution elements. The sequence orders of these elements ha
significance:

VE NO

A Mapping element has the following components:

a) The mappingFunction component identifies a mapping-based mapping function with associated

mapping table to be applied.

b) The 1evel component identifies the level of relaxation (or tightening if negative) to be applied for the
mapping-based matching. This component shall be ignored if the suserControl is set for the mapping-
based matching and the extendedarea search control is included in the search request, in which case

the value specified in extendedArea is applied.
NOTE 2 — For the basic substitution and mapping, the 1evel should in many cases be set to zero.

A MRSubstitution element has the following components:
a) attribute describes the attribute to which the substitution is to be applied.
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b) oldMatchingRule isthe matching rule that is to be substituted for. If absent, it applies to the previously
applicable matching rule of the specified type for the attribute, if there is one. For basic substitution, or if
basic substitution is not performed, for the first relaxation/tightening substitution, the applicable matching
is the one that would otherwise have been used. For subsequent substitutions, the applicable matching rule
is the one brought in by the previous substitution. If this subcomponent specifies a matching rule that is
not the previously applicable matching rule, then no substitution is performed.

NOTE 3 — As an example, if the filter item is of type equality and thereby selecting an equality matching rule, and this
subcomponent specifies a substring matching rule, then no substitution is performed.

C) newMatchingRule iS the object identifier for the substitute matching rule that is to be used in place of
the old matching rule. If absent, any corresponding filter-items are evaluated as TRUE for a non-negated
item, and FALSE for a negated item (i.e., in accordance with id-mr-nullMatch).

The fnllnwing applipc nnly for mntr‘hing rule substitution cppr‘ifind ina search request.1fa matchi g rule
is specified for which there is a matching restriction for the attribute type (see 16.10.2, item g)){hat will
make the search request non-compliant with the governing-search-rule; or an unsupperted or
incompatible matching rule is specified, the substitution is abandoned and no further Substitutjon is
performed for the attribute type.

NOTE 4 — It is assumed that a DSA will not allow invalid substitutions to be present in a search-rule.

One gttribute can have multiple MRSubstitution elements in an MRMapping provided that the-combination of attribute
and dldMatchingRule (if present) is unique. When oldMatchingRule is absent in one_MRSubstitution, jout is
presept in another MRSubstitution, the latter takes precedence in mapping the Smatching rule defingd by
oldMptchingRule.

16.1018 Additional control component

The additionalControl component allows the effect of a governing<search-rule to be adapted to a sgecific
envirpnment where additional control of a Search operation is required.t'specifies one or more control attribute fypes.
The semantics, syntax and placement of such a control attribute type:referenced by this component shall be defined as
part of the control attribute definition. Such a specification may be made outside these Directory Specifications. A cpntrol
attribyite specified includes a part of its definition procedures tobe executed based on the information provided by the
contrgl attribute.

This gomponent does not affect the search-validation funetion.

A control attribute could be placed in such way that-it affects several entries, e.g., in a service-specific adminisfrative
pointfor in a service administration subentry. It can also be placed in individual entries. When a control attribute is glaced
in individual entries, it can only affect entry.information selection for those entries. A control attribute may reqult in
certaip entries or family members being explicitly unmark, which will prevent their presence in the Search result.
NOTE 1 - By placing a control attribute ‘in the service-specific administrative point, the control attribute can affect the way
matching is performed. As an examplé;-an attribute type specified in a filter item can be mapped into or supplemented by g set of
atfribute types ("friendly” attribute.types) against which matching can be performed in some defined way, e.g., to obtain th¢ same
effect provided by attribute subtypirlg. Similarly, a control attribute could adjust the entry information returned.
NOTE 2 — By placing a contrel attribute in a given entry, it is possible to take individual requirements into account, e.g., tg cover
personal data protection requirements.

If compound entries afe been marked or unmarked as the result of the processing of one or more control attributeg, this
shall | be done befere applying the family return specification (as specified by the familyReturn ip the
EntryInformationSelection Or as overridden by the familyReturn search-rule component). If the explicit
unmafking resuits in no member of a compound entry being returned, the compound entry is completely removed from
the repult,

16.1019—Miscellanecus-components

The allowedSubset component specifies the valid choices of the Search request subset specification. This search-
rule component is ignored if the imposedsubset search-rule component is present and the useSubset search control
is not set in a search request. As default, any subset choice is possible. If the subset parameter of a search request
does not specify a value compatible with this search-rule component, the search validation against this search-rule fails.
For a Read or Modify Entry operation to comply with this component, it must include the value baseObject.

The imposedSubset component specifies a subset that substitutes the subset specification in a search request. If
this component is not present or if the useSubset Search control is set in the search request, no substitution is performed
and the restriction expressed by the allowedSubset is exercised. This component shall be ignored when evaluating a
read Or modifyEntry request against a search-rule.
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The entryLimit component has two subcomponents. The default subcomponent indicates the size limit to be imposed
by the Directory if the sizeLimit service control is not set. The max subcomponent indicates the maximum allowable
value for the sizeLimit Service control. If exceeded, the effective sizeLimit is reduced to this max value. This

component shall be ignored when evaluating a read or modifyEntry request against a search-rule.

16.10.10 ASN.1 information object classes

The SEARCH-RULE, REQUEST-ATTRIBUTE and RESULT-ATTRIBUTE information object classes are provided to facilitate

the documentation of search-rules:

SEARCH-RULE ::= CLASS {
&dmdId OBJECT IDENTIFIER,
&serviceType OBJECT IDENTIFIER OPTIONAL,
&nt-nrf"'l ass INTEGER QPTIONAL -
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&cpmbination AttributeCombination OPTIONAL,
&OptputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mpandatoryControls ControlOptions OPTIONAL,
&sparchRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL,
&familyReturn FamilyReturn OPTIONAL,
&aflditionalControl AttributeType OPTIONAL,
&rglaxation RelaxationPolicy OPTIONAL;
&alllowedSubset AllowedSubset DEFAULT "“111'B,
&imposedSubset ImposedSubset OPTIONAL,
gentryLimit EntryLimit OPTIONAL,
&ifl INTEGER UNIQUE }
WITH| SYNTAX {
DMp ID &dmdId
[SERVICE-TYPE &serviceType]
[UBER-CLASS &userClass]
[INPUT ATTRIBUTES &InputAttributeTypes]
[COMBINATION &combination]
[OPTPUT ATTRIBUTES &OutputAttributeTypes’]
[DEFAULT CONTROL &defaultControls]
[ DATORY CONTROL &mandatoryControls]
[SEARCH-RULE CONTROL &searchRuleControls]
[FAMILY-GROUPING &familyGrouping]
[FAMILY-RETURN &familyRetuxn]
[APDITIONAL CONTROL &additionalControl]
[RELAXATION &relaxation]
[ALLOWED SUBSET &allowedSubset]
[IMPOSED SUBSET &imposedSubset]
[ENTRY LIMIT &entryLimit]
D &id }
REQUEST-ATTRIBUTE : :=-CLASS {
&aktributeType ATTRIBUTE. &id,
&SelectedValues ATTRIBUTE. &Type OPTIONAL,
&DEfaultValues SEQUENCE {
ntryType OBJECT-CLASS. &id OPTIONAL,
ralues SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&cpntexts SEQUENCE OF ContextProfile OPTIONAL,
&cpntéxtCombination ContextCombination OPTIONAL,
&MptehingUse MatchingUse OPTIONAL,
&iE‘r:]:u‘deSutrtypes BOOLEAN DEFAULT FALSE—}
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[SELECTED VALUES &SelectedValues]
[DEFAULT VALUES &DefaultValues]
[CONTEXTS &contexts]
[CONTEXT COMBINATION &contextCombination]
[MATCHING USE &MatchingUse]

RESULT-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE. &id,
&outputvValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE. &Type,
90 Rec. ITU-T X.501 (10/2019)
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matchedValuesOnly NULL } OPTIONAL,
&contexts ContextProfile OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[OUTPUT VALUES &outputValues]
[CONTEXTS &contexts] }

16.11  Matching restriction definition

An administrative authority may want to put restrictions on how a matching rule is applied. As an example, a restriction
on a substring matching rule may specify minimum lengths on substrings provided in a search filter item. Such a restriction
is of a permanent nature and has no dynamic characteristics, as it is the case for search relaxation.

Matching restrictions may be defined as values of the MATCHING-RESTRICTION information object class:
MATCHING-RESTRICTION ::= CLASS {
&Restriction,
&Rpiles MATCHING-RULE. &id,
&ifl OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
REBTRICTION &Restriction
RULES &Rules
ID &id }
For ajmatching rule restriction that is defined using this information object class:

Sever

16.17
Thes

a particular search-rule. The search-validatien’ function yields TRUE if the search request complies with the searc

Othen

a) &Restriction isthe syntax for the matching restriction to-belapplied;

specified for a basic matching rule, i.e., does not inglude the sParentMatchingRules field
definition;

€) &idisthe object identifier assigned to it.

al matching restrictions can be defined for any one matching rule, but only one can be applied in a given situ

Search-validation function

parch-validation function is an abstract-funetion that is used to determine the compatibility of a search reques

Wwise, it yields FALSE. For a search request to comply with a search-rule:

— attribute types other than those represented by the inputAttributeTypes shall not be present
form in the search filter, negated or non-negated;

— if an attribute'type is present in a filter, it shall also be effectively present;
DTE — This implies thiatan attribute type shall not be only represented by negated filter items.

— the condition for the effective presence of request attributes as specified by the searc
attpibuteCombination component shall be fulfilled;

— ifthere are request-attribute-profiles that include the selectedvalues subcomponent, the correspo
attributes shall only be represented by non-negated filter items;

+  the subset specification in the search argument shall comply with the search-rule subset specific

s, and

b) s&Rules is the set of matching rules to which this restriction can be applied. The restrictions can ofly be

in its

tion.

E with
-rule.

n any

n-rule
nding

htion;

—  the mandatory control as specified by the mandatoryControls component shall be exactly
defaultControls for the search-rule.

as in

For an attribute type represented by one or more filter items in a subfilter to be effectively present in that subfilter, at least
one of the filter items shall comply with the Requestattribute specification for that attribute type, i.e.:

©

— the filter items shall be of type as specified in 16.6;

— ifthe selectedvalues subcomponent is present and non-empty in the request-attribute-profile, the filter

item shall match this subcomponent;

—  the context specification in the filter item shall comply with the context specifications in the request-

attribute-profile;
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—  the matching rule specification in the filter item shall comply with the matching rule specifications in the
request-attribute-profile; and

— any matching restriction shall be fulfilled.
The detailed search-validation procedure is specified in clause 13 of Rec. ITU-T X.511 | ISO/IEC 9594-3.
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SECTION 8 — SECURITY

17 Security model

171 Definitions

This Directory Specification makes use of the following terms defined in Rec ITU-T. X.800 | ISO 7498-2
(formerly:CCITT. X.800 | ISO 7498-2).

— access control;
— authentication;

—  security policy;

—  confidentiality;

—  integrity.

The fpllowing terms are defined in this Directory Specification:

17.1.1  access control scheme: The means by which access to Directory information and patentially to access [rights
themgelves may be controlled.

17.1.2 protected item: An element of Directory information to which access can\ be” separately controlled. The
protegted items of the Directory are entries, attributes, attribute values and names.

17.2 Security policies

The Qirectory exists in an environment where various administrative authefities control access to their portion of the|DIB.
Such jaccess is generally in conformance with some administration-centfolled security policy (see Rec. ITU-T X]|509 |
ISO/IEC 9594-8).

Two gspects or components of the security policy which effect access to the Directory are the authentication proceflures
and the access control scheme.

NOTE — Clause 18 defines two access control schemes known as Basic Access Control and Simplified Access Control, and|clause
19 defines Rule-based Access Control. These schemes may be used in conjunction with local administrative controls; hoyvever,
since local administrative policy has no standardized, representation, it cannot be communicated in shadowed information.

17.2.1  Authentication procedures and mechanisms

Authgntication procedures and mechanisms-in the context of the Directory include the methods to verify and progagate
wherg necessary:

—  the identity of DSAsland Directory users;

—  the identity of the arigin of information received at an access point.
NOTE 1 — The administrative “authority may stipulate different provisions for the authentication of administrative uders as

compared to provisionsdfor'the authentication of non-administrative users.
General-use authentication procedures are defined in Rec. ITU-T X.509 | ISO/IEC 9594-8 and can be used in conjuriction
with the access cofitrol schemes defined in this Directory Specification to enforce security policy.

NOTE 2 — L'ecal administrative policy may stipulate that authentication taking place in certain other DSAs (e.g., DSAs in} other
DIMDs) is-t0be disregarded.

In gemeral, there will be a mapping function from the authenticated identity (e.g., human user identity as authentirated
by an fcati i i tstingr - th an
optional unique identifier, representing the user). A particular security policy may state that the authenticated identity
and the access control identity are the same.

17.2.2  Access control scheme

The definition of an access control scheme in the context of the Directory includes methods to:
—  specify access control information (ACI);
—  enforce access rights defined by that access control information;
—  maintain access control information.

The enforcement of access rights applies to controlling access to:
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—  Directory information related to names;
—  Directory user information;
—  Directory operational information including access control information.

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However, administrative authorities may stipulate separate provisions for the protection of some or all of the Directory
operational information. Administrative authorities are not required to provide ordinary users with the means to detect
provisions for the protection of operational information.

NOTE 1 — Administrative policy may grant or deny any form of access to particular attributes (e.g., operational attributes)
irrespective of access controls which may otherwise apply.

The Directory provides a means for the access control scheme In force in a particular portion of the DIB to be identified
through the use of the operational attribute accessControlscheme. The scope of such a scheme is defined by ‘an-Access
Contrpl Specific Area (ACSA), which is a specific administrative area that is the responsibility of the eorrespgnding
Securfity Authority. This attribute is placed in the Administrative Entry for the corresponding Administrative’Point| Only
administrative entries for Access Control Specific Points are allowed to contain an accessControlScheme attribute.
NOTE 2 — If this operational attribute is missing with respect to access to a given entry, then the DSA shall"behave as specified in

Rdc. CCITT X.5** (1988) | ISO/IEC 9594-*:1990 (i.e., it is a local matter to determine an access controlymechanism and itq effect
orj operations, results and errors).

accepsControlScheme ATTRIBUTE ::= {
WIH SYNTAX OBJECT IDENTIFIER
EQPALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-aca-accessControlScheme }

Any dubentry or entry in an ACSA is permitted to contain entry ACI if.and only if such ACI is permitted and congistent
with the value of the accessControlScheme attribute of the corresponding ACSA.

17.3 Protection of Directory operations
Therg are two forms of protection available for Directory.6perations: confidentiality and integrity.

Confidentiality is available only on a point-to-pointasis through the use of Transport Layer Security (TLS), which may
be inyoked for the Internet Directly Mapped (IBM) Directory protocols, for the Open Systems Interconnection [(OSI)
Trangport Layer on top of the Transmission-Control Protocol (TCP) and for LDAP. TLS is not available for a purg OSI
Directory protocol stack. It is noted that point-to-point protection may be inadequate in a distributed environment;
howeyer, end-to-end confidentiality is only provided through the protection of the attributes themselves.

Integtity is provided in two ways,-Paint-to-point integrity may be provided for IDM Directory protocols and for L DAP
through the use of TLS. End-to-end integrity may be provided by signing and optionally chaining signed Dirg¢ctory
operafions using OPTIONALLY¥-PROTECTED as specified below. The PDUs containing the Directory operations afe not
protegted; rather, the arguments, results, and errors are protected. There is no mechanism for providing a secure pergistent
recorg of events such as"DAP operations.

OPTIPNALLY-PROTECTED iS a parameterized data type where the parameter is a data type whose values may, jt the
option of the geherator, be accompanied by their digital signature. This capability is specified by means of the follpwing
type:

OPTIPNALLY-PROTECTED{Type} ::= CHOICE {
uns gﬁc r
signed SIGNED{Type} }

The OPTIONALLY-PROTECTED-SEQ is used instead of OPTIONALLY-PROTECTED When the protected data type is a
sequence data type that is not tagged.

OPTIONALLY-PROTECTED-SEQ{Type} ::= CHOICE {
unsigned Type,
signed [0] SIGNED{Type} }

The SIGNED parameterized data type, which describes the signed form of the information, is specified in 6.1 of
Rec. ITU-T X.509 | ISO/IEC 9594-8.
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When the signed alternative is taken, the information shall be DER encoded (see 6.2 of Rec. ITU-T X.509 |
ISO/IEC 9594-8) following the principles specified in 6.3 of Rec. ITU-T X.509 | ISO/IEC 9594-8.

18 Basic Access Control

18.1 Scope and application

This clause defines one specific access control scheme (of possibly many) for the Directory. The access control scheme
defined herein is identified with the accessControlScheme operational attribute by giving it the value
basic-access-control. Clause 17.2.2 describes which entries contain the accessControlScheme operational
attribute.
NOTE — An access control scheme known as "Simplified Access Control™ is specified in 18.9. It is defined as a subset of thq Basic
Agcess Control scheme. When Simplified Access Control is used, the accessControlScheme operational attribute'shall have
th¢ value simplified-access-control. Additional access control schemes known as "Rule-based Access\Contrgl" are
specified in clause 19.

The scheme defined here is only concerned with providing means of controlling access to the Ditgetory information
withim the DIB (potentially including tree structure and access control information). It does not address controlling access
for the purpose of communication with a DSA application-entity. Control of access to information means the prevention
of unquthorized detection, disclosure, or modification of that information.

18.2 Basic Access Control model

The Basic Access Control model for the Directory defines, for every Directory-Qperation, one or more points at yhich
access control decisions take place. Each access control decision involves:

— that element of Directory information being accessed, calledhthe protected item;

—  the user requesting the operation, called the requestor;

— aparticular right necessary to complete a portion of, the operation, called the permission;

— one or more operational attributes that collectively contain the security policy governing access tp that
item, called ACI items.

Thus,|the basic access control model defines:

—  the protected items;

—  the user classes;

—  the permission categories requited to perform each Directory operation;

—  the scope of application-and syntax of ACI items;

—  the basic algorithnr, jealled the Access Control Decision Function (ACDF), used to decide whether a
particular requestor has a particular permission by virtue of applicable ACI items.

18.2.] Protected items

A progected item is anelement of Directory information to which access can be separately controlled. The protected jtems
of the| Directory are.entries, attributes, attribute values and names. For convenience in specifying access control policies,
Basic| Access Gontrol provides the means to identify collections of related items, such as attributes in an entry pr all
attribyite valuesof a given attribute, and to specify a common protection for them.

18.2.2 C~Access control permissions and their scope

Access is controlled by granting or denying permissions. The permission categories are described in 18.2.3 and 18.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the
scope of a subentry for a particular administrative point.
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Permission categories are generally independent. Since all Directory entries have a relative position within the DIT, access
to user and operational information always involves some form of access to DIT related information. Thus, there are two
main forms of access control decision associated with a Directory operation: access to entries as named objects (referred
to as entry access); and access to attributes containing user and operational information (referred to as attribute access).
For many Directory operations, both forms of permission are required. In addition, where applicable, separate permissions
control the name or error type returned. Some important aspects of permissions categories, forms of access, and access
control decision making are as follows:

a)

b)

To perform Directory operations on entire entries (e.g., read an entry or add an entry), it is usually
necessary for permission to be granted with respect to the attributes and values contained within that entry.
Exceptions are permissions controlling entry renaming and removal: in neither case is attribute or attribute
value permissions taken into account.

To perform Directory operations that require access to attributes or attribute values, it is necessary to have

18.2.3

The
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h)

Permission categories for entry access

entry access permission to the entry or entries that contain those attributes or values.

NOTE 1 — The removal of an entry or of an attribute does not require access to the contents of the entry-or|of the
attribute.

The decision whether or not to permit entry access is strictly determined by the position oflthe entry|in the
DIT, in terms of its distinguished name, and is independent of how the Directory locates that entry.

A design principle of Basic Access Control is that access may be allowed only wher’there is an explicitly
provided grant present in the access control information used by the Directory to make the access cpntrol
decision. Granting one form of access (e.g., entry access) never automatically’or implicitly grants the other
form (e.g., attribute access). In order to administer meaningful Directory-access control policies, it ip thus
usually necessary to explicitly set access policy for both forms of access:
NOTE 2 — Certain combinations of grants or denials are illogical, but«it is the responsibility of users, rath¢r than
the Directory, to ensure that such combinations are absent.
NOTE 3 — Consistent with the above design principle, granting or'denying permissions for an attribute valye does
not automatically control access to the related attribute. Méreover, in order to access an attribute value(s)|in the
course of a Directory interrogation operation, a user must be granted access to both the attribute type gnd its
value(s).

The only default access decision provided in the model is to deny access in the absence of explicit dccess
control information that grants access.

A denial specified in access control information always overrides a grant, all other factors being equal.

A particular DSA may not have the access control information governing the Directory data it cgches.
Security Administrators should be aware that a DSA with the capability of caching may pose a signifficant
security risk to other DSAs, in that'it may reveal information to unauthorized users.

For the purposes of interrogation, collective attributes that are associated with an entry are profected
precisely as if they wereattributes that form part of the entry.
NOTE 4 — For the purpeses of modification, collective attributes are associated with the subentry that holdq them,
not with entriesWithin the scope of the subentry. Modify-related access controls are therefore not releyant to
collective attributes, except when they apply to the collective attribute and its values within the subentry.

permission categories used to control entry access are Read, Browse, Add, Remove, Modify, Repame,
pseOnError, Export, and Import and ReturnDN. Their use is described in more detail in Rec. ITU-T X.511 | ISQ/IEC
3. AnnexdVIprovides an overview of their meaning in general situations. This subclause introduces the categories
efly indicating the intent associated with the granting of each. The actual influence of a particular granted permjssion
cess<control decisions are, however, determined by the full context of the ACDF and access control decision points

ch-Birectory operation.

96

a)

b)

c)

Read, if granted, permits read access for Directory operations which specifically name an entry (i.e., as
opposed to the List and Search operations) and provides visibility to the information contained in the entry
to which it applies.

Browse, if granted, permits entries to be accessed using Directory operations which do not explicitly
provide the name of the entry.

Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes and attribute
values to be placed in the new entry at time of creation.

NOTE 1 — In order to add an entry, permission shall also be granted to add at least the mandatory attributes and
their values.

NOTE 2 — There is no specific "add subordinate permission”. Permission to add an entry is controlled using
prescriptiveACTI operational attributes as described in 18.3.
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Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or
attribute values within the entry.

Modify, if granted, permits the information contained within an entry to be modified.

NOTE 3 — In order to modify information contained within an entry other than the distinguished name attribute
values, appropriate attribute and value permissions shall also be granted.

Granting Rename is necessary for an entry to be renamed with a new RDN, taking into account the
consequential changes to the distinguished names of subordinate entries, if any; if the name of the superior
is unchanged, the grant is sufficient.
NOTE 4 — In order to rename an entry, there are no prerequisite permissions to contained attributes or values,
including the RDN attributes; this is true even when the operation causes new attribute values to be added or
removed as a result of the changes of RDN.

g7

h)

)

Permission categories for attribute and attribute valug access
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Export, if granted, permits an entry and its subordinates (if any) to be exported; that is, removed,from the
current location and placed in a new location subject to the granting of suitable permissions at the
destination. If the last RDN is changed, Rename is also required at the current location.
NOTE 5 — In order to export an entry or its subordinates, there are no prerequisite permisSions to corftained
attributes or values, including the RDN attributes; this is true even when the operation causes attribute vajues to
be added or removed as a result of the changes of RDN.

Import, if granted, permits an entry and its subordinates, if any, to be importedithat is, removed from|some
other location and placed at the location to which the permission applies (subject to the granting of s{itable
permissions at the source location).

NOTE 6 — In order to import an entry or its subordinates, there are ng-prerequisite permissions to corjtained
attributes or values, including the RDN attributes; this is true even when the operation causes attribute values to
be added or removed as a result of the changes of RDN.

ReturnDN, if granted, allows the distinguished name of thejentry to be disclosed in an operation resylt.

ermission categories used to control attribute and attributé’yvalue access are Compare, Read, FilterMatch
ve, and DiscloseOnError. They are described in more ‘detail in Rec. ITU-T X.511 | ISO/IEC 9594-3. Anr]
les an overview of their meaning in general situations.This subclause introduces the categories by briefly indi
fent associated with the granting of each. The actual<hfluence of a particular granted permission on access ¢
ons are, however, determined by the full context of the ACDF and access control decision points for each ty
fory operation.

a) Compare, if granted, permits atttibutes and values to be used in a Compare operation.

b) Read, if granted, permits attributes and values to be returned as entry information in a Read or S
access operation.

c) FilterMatch, if grapted, permits evaluation of a filter within a search criterion.

values. If granted for an attribute value, it permits adding a value to an existing attribute.

Add,
ex M
Cating
bntrol
pe of

earch

d) Add, if granted for an attribute, permits adding an attribute subject to being able to add all specified attfibute

e) Remove,.ifgranted for an attribute, permits removing an attribute complete with all of its values. If gfanted
for ap-attribute value, it permits the attribute value to be removed from an existing attribute.
f)  DiscloseOnError, if granted for an attribute, permits the presence of the attribute to be disclosed py an

attribute or security error. If granted for an attribute value, it permits the presence of the attribute va
be disclosed by an attribute or security error.

carried out by mvocatlon is attrlbute dependent No other permlssmns are requwed for user for the

operational attribute or on the entry/subentry that holds it.
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18.3 Access control administrative areas

The DIT is partitioned into subtrees termed "autonomous administrative areas"”, each of which is under the administrative
authority of a single Domain Management Organization. It may be further partitioned into subtrees termed "specific
administrative areas" for the purposes of specific aspects of administration; alternatively, the whole of an autonomous
administrative area may comprise a single specific administrative area. Each such specific administrative area is the
responsibility of a corresponding specific administrative authority. A particular administrative area may be shared by
several specific administrative authorities. See clause 11.

18.3.1  Access control areas and Directory Access Control Domains

In the case of access control, the specific administrative authority is a Security Authority, and the specific administrative
area is termed an "Access Control SpeC|f|c Area" (ACSA) The root of the ACSA is termed an "Access Control Specific

respegtively, to the administrative point (and possibly its subentries) and to collectiong-of-entries (within the adminis atlve
area) defined by the subentry subtreeSpecification.

The accessControlsScheme attribute shall be present if and only if the holding administrative entry is an access cpntrol
specific entry. An administrative entry can never be both an access contfol)specific and an access control inner gntry;
corregponding values can therefore never be present simultaneously in.thé administrativeRole attribute.

The sgope of a subentry that contains access control information, as defined by its subtreeSpecification (Which may
include subtree refinements), is termed a Directory Access Contrgl’Domain (DACD).

NOTE — A DACD can contain zero entries, and can encompass\entries that have not yet been added to the DIT.

The $ecurity Authority may permit an Access Control<Specific Area to be partitioned into subtrees termed |inner
(administrative) areas. Each such inner area is termed.an "Access Control Inner Area" (ACIA) with access-confjrol-
innek-area as the value of the administrativeRole operational attribute. Each subentry of the correspanding
administrative point that contains prescriptive-ACl has, as before, an accessControlSubentry value within its pbject
class pttribute.

The qcope (subtreeSpecification)ispecified in a subentry within an ACIA is also a DACD and contains gntries
insidg the associated Access Control Tnner Area.

ACIAs allow a degree of delegation’of access control authority within the ACSA. The authority for the ACSA still rgtains
authority within the ACIA since’the ACI in the subentries of the ACSA's administrative point apply as well as thg ACI
in the|subentries of the reteant ACIAs (clause 18.6 explains how the ACSA controls authority).

In summary, in evaluating access controls, the type of access control scheme (e.g., Basic Access Control) is indicafed by
the afcessContfolscheme attribute value of the relevant access control specific entry; the role of each relevant
administrative-gntry within the ACSA is indicated by its administrativeRole attribute values; the preserjce of
prescfiptive;access control in a particular subentry is indicated by an accessControlSubentry Value in its object class
attribyite.

Subentries; tikeotherentries; camholdamentryacTattribute for protectionofitsowncontents—

18.3.2  Associating controls with administrative areas

Access to a given entry is (potentially) controlled by the totality of superior access control administrative points (both
inner and specific) up to and including the first non-inner access control administrative point or Autonomous
Administrative Point encountered moving up the DIT from the entry towards the root. Access Control Specific Points
superior to this access control administrative point have no effect on access control to the given entry.

NOTE 1 — An Autonomous Administrative Point is considered implicitly to be an Access Control Specific Point for the purpose
of this description, even if it is not associated with any prescriptive controls.

Some important points regarding the association between access controls and administrative areas are:
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Access controls for Directory information may apply to only selected entries, or may have scope extending
throughout portions of the DIB that are logically related by a common security policy and a common
Access Control administration.

Access control may be imposed on entries within ACSAs or within ACIAs by placing prescriptiveACI
attributes (see 18.5) within one or more subentries of the corresponding Access Control Administrative
Entry, with scope defined by an appropriate subtreeSpecification.

NOTE 2 — prescriptiveACI attributes are not collective attributes. There are a number of significant differences
between prescriptiveacI and collective attributes:

— although a prescriptiveAcI attribute may affect access control decisions for each entry within the scope of
the subentry that holds it, the prescriptiveact attribute is not considered to supply accessible information to
any such entry or to be in any sense a part of such an entry;

sqciated

with Access Control Specific and Inner Points, not with entry-collection administrative points;
—  the purpose of a prescriptiveACI attribute is to express a policy that influences across a defined(set'of gntries,
while the purpose of a collective attribute is to provide information that associates a user-accessible|set of

attributes within a defined set of entries;

- prescriptiveACI attributes represent policy information that will, in general, not,ierwidely accessiple by
ordinary users. Administrative users who need to access prescriptiveaAcI information can access them as
operational attributes within subentries.

A prescriptiveACI operational attribute contains ACIItems (see 18.4,1)common to all entries Within
the scope of the subentry, i.e., DACD, in which the prescriptiveéACI occurs. A DACD normally
contains entries inside the associated Access Control Specific Area (butyCan contain no entries at aII’L.

Although particular AcIItems may specify attributes or values asprotected items, ACIItems are lodically
associated with entries. The particular set of ACIItems associated with an entry and with the contents of
that entry is a combination of:

— ACIItems that apply to that particular entry, specified as values of the entryacI opergtional
attribute, if present (see 18.5.2);

— ACIItems from prescriptiveACTI operational attributes applicable to the entry by virtue of|being
placed in subentries of administrative entries whose scope includes the particular entry (see 18J5.1).

Each entry (controlled by entryAcCI and/efprescriptiveAcT) necessarily falls within one and only one
ACSA. Each such entry may also fall within one or more ACIAs nested inside the ACSA containifng the
entry. The prescriptiveacI that potentially affects the outcome of access control decisions for ajgiven
entry are located within subentries (of the administrative entry) for the ACSA and for each ACIA
containing the entry. Other subentries cannot affect access control decisions regarding that entry.

If an entry is within the seope of more than one DACD, the complete set of ACIItems that may poteftially
affect access control decisions regarding that entry includes all prescriptiveAcCT item attributes of{those
DACDs, in additionto-any entryACTI attributes in the entry itself. An example is shown in Figure 1. The
effective access-eontrol at entry E1 is a combination of the prescriptiveacI for DACD1, DACD?2,
DACD3, andlentryact (if present) in entry E1. The effective access control at entry E2 is a combiiation
of the pre&seriptiveacI for DACD1 and DACD3, and entryAcI (if present) in entry E2.

NOTE 3~-Rrotection of access control information is described in 18.6.

TheVsubtreeSpecification attribute in each subentry defines a collection of entries within an
administrative area. Since a subtreeSpecification may define a subtree refinement, DACD$ may
arbitrarily overlap within the intersection of their respective administrative areas. For simplicity, Figyre 17
does not show administrative points, subentries, or administrative areas; however, it may be considefed as

three DACD:s in the same ACSA with each DACD corresponding to a single subentry of the administrative

point for that ACSA (and there are no ACIAS). Alternatively, Figure 17 may be considered in the context
of a single ACSA containing a single ACIA where DACD1 is congruent to the ACSA and DACD3 is
congruent to the ACIA (DACD1 and DACD2 would correspond to subentries of the ACSA administrative
point and DACD3 would correspond to a subentry of the ACIA administrative point). An administrative
area is congruent to a DACD when the collection of entries in the DACD is the same as the collection of
entries in the implicitly defined subtree corresponding to the administrative area. See the example in Annex
N for figures depicting the relationship between administrative entries, administrative areas, subentries and
DACD:s.
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Figure 17 — Effective Access Control using DACDs

Representation of Access Control Information

ASN.1 for Access Control Information

regar

s Control Information is represented as a set of ACIItems, where each ACIItem grants or denies permissid
to certain specified users and protected items.

In ASN.1, the information is expressed as:

nsin

ACIIkem ::= SEQUENCE {
identificationTag UnboundedDirectoryString,
precedence Precedence,
aukhenticationlLevel Authenticationlevel,
itemOrUserFirst CHOICE ({
itemFirst [0] SEQUENCE {
protectedItems ProtectedItems,
itemPermissions SET “OF ItemPermission,
I I
hserFirst [1] (SEQUENCE ({
userClasses UserClasses,
userPermissions SET OF UserPermission,
N
R
}
Precgdence «\:= INTEGER(0..255,...)
Prot[ctedItems : := SEQUENCE ({
enkty [0] NULL OPTIONAL,
alltuserattributefypes— {11 NGEI OPFIONAL
attributeType [2] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
allAttributeValues [3] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue
OPTIONAL,
selfvalue [6] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
rangeOfValues [7] Filter OPTIONAL,
maxValueCount [8] SET SIZE (1l..MAX) OF MaxValueCount
OPTIONAL,
maxImmSub [9] INTEGER OPTIONAL,
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restrictedBy [10] SET SIZE (1l..MAX) OF RestrictedValue
OPTIONAL,

contexts [11] SET SIZE (1..MAX) OF ContextAssertion
OPTIONAL,

classes [12] Refinement OPTIONAL,

}
MaxValueCount ::= SEQUENCE ({
type AttributeType,

maxCount INTEGE
}

R,

RestrictedValue ::= SEQUENCE ({
type AttributeType,
va i 7
Userflasses ::= SEQUENCE {
alllUsers [0] NULL OPTIONAL,
thfisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames
subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONALY,
}
ItemPermission = SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
userClasses UserClasses,
grantsAndDenials GrantsAndDenials,
o}
UserPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
prptectedItems ProtectedItems,
grantsAndDenials GrantsAndDenials,
o}
AuthenticationLevel ::= CHOICE ({
bagicLevels SEQUENCE {
evel ENUMERATED, {none (0), simple(l), strong(2),...},
ocalQualifier INTEGER-OPTIONAL,
igned BOOLEAN.DEFAULT FALSE,
L ..},
other EXTERNAL,
}
GrangsAndDenials,\ = BIT STRING ({
--| permissions that may be used in conjunction
--| with any\ component of ProtectedItems
grantAdd (0),
dehyAdd (1),
grantDiscloseOnError (2),
depyDiscloseOnError (3),
grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7),
-- permissions that may be used only in conjunction
-- with the entry component
grantBrowse (8),
denyBrowse (9),
grantExport (10),
denyExport (11),
grantImport (12),
denyImport (13),
grantModify (14),
denyModify (15),
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grantRename (16),
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),
-- permissions that may be used in conjunction
-- with any component, except entry, of ProtectedItems
grantCompare (20),
denyCompare (21),
grantFilterMatch (22),
denyFilterMatch (23),
grantInvoke (24),
denyInvoke (25) }

18.4.2  Description of AClItem Parameters

18.4.3

iden
for th

18.4.3

Prece
contr

preceflence values, other factors being equal. Precedence values are integers and are compared as such.

Preceflence can be used by a superior authority within the Security Authority to permitpartial delegation of access cq
policy setting within an ACSA. This can be achieved by the superior authority setting a general policy at a
preceflence and authorizing users representing the subordinate authority (e.g., associated with an ACIA) to creat

modi
thus
assig

Basic
autho

18.4.3

AuthenticationLevel defines the minimum requestor security level required for this ACIItem. It has two form

Wheri
be ass
a min
reque|
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a reqdiirement for no authentication. For access control purposes, the "simple™ authentication level requires a pass

the c3
in the
additi
TRUE

.1 Identification Tag

LificationTag is used to identify a particular ACIItem. This is used to discriminate among individdal:AcI1
b purposes of protection, management and administration.

.2 Precedence

fence is used to control the relative order in which AcIItems are considered during the eourse of making an g
I decision in accordance with 18.8. ACIItems having higher precedence values may prevail over others with

ACI with a lower precedence, in order to tailor the general policy(for specific purposes. The partial deleg
quires the means for the superior authority to limit the maximum precedence which the subordinate authorit
to ACI under its control.

Access Control does not specify or describe how to limit themaximum precedence that can be used by a suborg
Fity. This is to be done by local means.

.3 Authentication Level

— basicLevels which indicates the-level of authentication, optionally qualified by positive or ne
integer localQualifier, and:\whether the request is required to be signed;

—  other: an externally defined measure.

basicLevels is used, an AdthenticationLevel consisting of a level and optional localQualifiex
igned to the requestor by the DSA according to local policy. For a requestor's authentication level to meet or g
mum requirement, the requestor's level shall meet or exceed that specified in the ACIItem, and in additi
5tor's localQualifier/shall be arithmetically greater than or equal to that of the ACIItem. Strong authenti
requestor is considered to exceed a requirement for simple or no authentication, and simple authentication ex

se of identification only, with no password supplied, is considered "none”. If a localQualifier iS not spe
ACIItem; then the requestor need not have a corresponding value (if such a value is present, it is ignore
on to meeting or exceeding above requirements, the request shall be signed if the ACIItem specifies signed

temS
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other IS USed, an appropriate AuthenticationLevel SNall D€ aSSIgned 1o Tnhe requestor by the DSA acc

rding

to local policy. The form of this AuthenticationLevel and the method by which it is compared with the
AuthenticationLevel in the ACI is a local matter.
NOTE 1 — An authentication level associated with an explicit denial indicates the minimum level to which a requestor shall be
authenticated in order not to be denied access. For example, an AcIItem that denies access to a particular user class and requires
strong authentication will deny access to all requestors who cannot prove, by means of a strongly authenticated identity, that they
are not in that user class.

NOTE 2 — The DSA may base authentication level on factors other than values received in protocol exchanges.
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18.4.2.4 itemFirst and userFirst Parameters

Each ACcIItem contains a choice of itemFirst Or userFirst. The choice allows grouping of permissions depending
on whether they are most conveniently grouped by user classes or by protected items. itemFirst and userFirst are
equivalent in the sense that they capture the same access control information; however, they organize that information
differently. The choice between them is based on administrative convenience. The parameters used in itemFirst or
userFirst are described below.

a) ProtectedItems define the items to which the specified access controls apply. It is defined as a set
selected from the following:

entry means the entry contents as a whole. In case of a family member, it also means the entry
content of each subordinate family member within the same compound attribute. It does not
necessarily include the information in these entries. This element shall be ignored if the classes

which is the protected item.

The following items provide constraints that may disable the granting of certain permissions to profected
items in the same SEQUENCE:

element is present, since this latter element selects protected entries (and subordinate family menpbers)
on the basis of their object class.

allUserAttributeTypes means all user attribute type information associated with'the entry, but
not values associated with those attributes.

allUserAttributeTypesAndvalues means all user attribute informationi_associated with the
entry, including all values of all user attributes.

attributeType means attribute type information pertaining to specificjattributes but not yalues
associated with the type.

allAttributeValues means all attribute value information pertaining to specific attributes.
attributevalue means a specific value of specific attributes.

selfvalue means the attribute value assertion corresponding to the current requestor. The protected
item selfvalue applies only when the access controlsjare to be applied with respect to a sgecific
authenticated user. It can only apply in the specific case where the attribute specified [is of
DistinguishedName Or uniqueMember Syntaxand the attribute value within the specified atfribute
matches the distinguished name of the originator of the operation.
NOTE 1 — allUserAttributeTypes and allUserAttributeTypesAndvalues do not include opergtional
attributes, which should be specified on a pertattribute basis, using attributeType, allAttributeValfies Of
attributeValue.

rangeOfValues means any attribute value which matches the specified filter, i.e., for whigh the
specified filter evaluated on thatattribute value would return TRUE.

NOTE 2 — The filter is not evaluated on any entries in the DIB; it is evaluated using the semantics defined|in 7.8
of Rec. ITU-T X.511 | ISO/IEC 9594-3, operating on a fictitious entry that contains only the single attributg value

maxValuéCount restricts the maximum number of attribute values allowed for a specified attyibute
type. It\is.examined if the protected item is an attribute value of the specified type and the permjssion
soughtis add. Values of that attribute in the entry are counted without regard to context or gccess
eontrol and as though the operation which adds the values were successful. If the number of valpes in
the attribute exceeds maxCount, the ACI item is treated as not granting add access.

maxImmSub restricts the maximum number of immediate subordinates of the superior entry|to an
entry being added or imported. It is examined if the protected item is an entry, the permission gought
is add or import, and the immediate superior entry is in the same DSA as the entry being added or

importedImmediate subordinates of the superiorentry are counted without regard to contéxt or
HRpoHea—HRMeatate—SuboraHRates—o++A HpeHo Rty —afe—-codhtea—WHRObHegara—o0—coht

access control as though the entry addition or importing were successful. If the number of
subordinates exceeds maxImmSub, the ACI item is treated as not granting add or import access.

restrictedBy restricts values added to the attribute type to being values that are already present in
the same entry as values of the attribute valuesIn. It is examined if the protected item is an attribute
value of the specified type and the permission sought is add. Values of the valuesIn attribute are
checked without regard to context or access control and as though the operation which adds the values
were successful. If the value to be added is not present in valuesIn, the ACI item is treated as not
granting add access.

contexts restricts values added to the entry to having context lists that satisfy all of the context
assertions in contexts. It is examined if the protected item is an attribute value and the permission
sought is add. If the value to be added does not satisfy the context assertions, the ACI item is treated

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016) 103


https://standardsiso.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

104

as not granting add access; if it does satisfy all of them, the ACI item is treated as not denying add
access.

NOTE 3 — This is only relevant when the permission sought is add, and all context assertions shall be satisfied. It

does not provide for general use of contexts to differentiate protected items for other permissions.

classes means the contents of entries (possibly a family member) which are restricted to those that
have object class values that satisfy the predicate defined by Refinement (See 12.3.5), together (in
the case of an ancestor or other family member) with the entry contents as a whole of each subordinate
family member entry; it does not necessarily include the information in these entries.

NOTE 4 — By the rules for entry and classes, all family members inherit the access control of the ancestor or

of superior family members within the same family. This does not preclude family members being subject to

further policies from entryACI Or prescriptiveAcCI that increase or decrease protection.

UserClasses defines a set of zero or mare users the permissions apply to The set of users is se

ected

d)

from the following:
— allUsers means every directory user (with possible requirements for authenticatidnLéve

—  thisEntry means the user with the same distinguished name as the entry being accessed, or
entry is a member of a family, then additionally the user with the distinguished name of the ang

— name is the user with the specified distinguished name (with an optional unjqué)identifier).

1).

if the
estor.

— userGroup is the set of users who are members of the groupOfNames(0F groupO£fUniqueNames

entry, identified by the specified distinguished name (with an optionakufique identifier). Memb
a group of unique names are treated as individual object names, and™Rot as the names of other ¢
of unique names. How group membership is determined is described in 18.4.2.5.

— subtree is the set of users whose distinguished names fall-within the definition of the (unre
subtree.

SubtreeSpecification is used to specify a subtree relative to the root entry named in base. The

ers of
roups

fined)

base

represents the distinguished name of the root of subtreesThe subtree extends to the leaves of the DIT finless

otherwise specified in chop. The use of a specificationFilter component is not permitted; if pn

it shall be ignored.
NOTE 5 — subtreeSpecification does not allow subtree refinement because a refinement might reg
DSA to use a distributed operation in order to-determine if a given user is in a particular user class. Basic
Control is designed to avoid remote operations in the course of making an access control decision. Member:
a subtree whose definition includes only.base and chop can be evaluated locally, whereas membership in a
definition using specificationFilter can only be evaluated by obtaining information from the user"
which is potentially in another DSA:

ItemPermission contains @ collection of users and their permissions with respect to Protected1
within an itemFirst specification. The permissions are specified in grantsAndDenials as disq
in item f) of this subclause. Each of the permissions specified in grantsAndDenials is conside
have the precedence-level specified in precedence for the purpose of evaluating access c
information as discussed in 18.8. If precedence is omitted within ItemPermission, then prece
is taken fromthe-precedence specified for the ACIItem (See 18.4.2.2).

UserPermission contains a collection of protected items and the associated permissions with res
userClasses Within a userFirst specification. The protected items are specified in protected
as discussed in 18.4.2. The associated permissions are specified in grantsAndDenials as discus
item f) of this subclause. Each of the permissions specified in grantsAndDenials is considered tg
the precedence level specified in precedence for the purpose of evaluating access control informat
discussed in 18.8. If precedence is omitted within UserPermission, the precedence is taken frg

Psent,

uire a
\ccess
hip in
ubtree

entry

tems
ussed
ed to
bntrol
(dence

ect to
tems
bed in
have
on as
m the

precedence specified for the ACIItem (see 18.4.2.2).

Rec. ITU-T X.501 (10/2019)

GrantsAndDenials specify the access rights that are granted or denied in the AcIItem specification.

The precise semantics of these permissions with respect to each protected item is discuss
Rec. ITU-T X.511 | ISO/IEC 9594-3.

ed in
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0) UniqueIdentifier may be used by the authentication mechanism to distinguish between instances of
distinguished name reuse. The value of the unique identifier is assigned by the authentication authority
according to its policy and is provided by the authenticating DSA. If this field is present, then for an
accessing user to match the name user class of an ACIItem that grants permissions, in addition to the
requirement that the user's distinguished name match the specified distinguished name, the authentication
of the user shall yield an associated unique identifier, and that value shall match for equality with the

specified value.
NOTE 6 — When authentication is based on supplied SecurityParameters, the unique identifier associate

d with

the user may be taken from the subjectUniqueIdentifier field of the sender's certificate in the optional

CertificationPath.

18.4.2.5 Determining group membership

Deter
be co
group

18.5

AcCCes
attrib

18.5.]

A Pre
applid

pres
WI
EQ
US|
ID

hstrained if the group definition is not known locally. The criteria for membership and the treatment of non
S are discussed below.

a) A DSA is not required to perform a remote operation to determine whether the requestor:belong
particular group for the purposes of Basic Access Control. If membership in the group-cannot be eval
the DSA shall assume that the requestor does not belong to the group if the ACI item-grants the perm
sought, and does belong to the group if it denies the permission sought.

NOTE 1 — Access control administrators should beware of basing access controls‘en membership of non-
available groups or groups which are available only through replication (and which’may, therefore, be out of

NOTE 2 — For performance reasons, it is usually impractical to retrieve group’membership from remote D
part of the evaluation of access controls. However, in certain circumstanees it may be practical, and a [0
permitted, for example, to perform remote operations to obtain or refrésh a local copy of a group entry or
Compare operation to check membership prior to applying this clause:

b) In order to determine whether the requestor is a member of.a.userGroup user class, the following c
apply:
— The entry named by the userGroup specification shall be an instance of the object
groupOfNames O groupOfUniqueNames.

—  The name of the requestor shall be a value 0f the member Or uniqueMember attribute of that e

NOTE 3 — Values of the member Or unigueMember attribute that do not match the name of the reques
ignored, even if they represent the namesof groups of which the originator could be found to be a member.
nested groups are not supported when'evaluating access controls.

ACI operational attributes

te is multi-valued, which allows ACI to be represented as a set of AcIItems (defined in 18.4).

Prescriptive accesscantrol information

scriptive ACI attribute-is defined as an operational attribute of a subentry. It contains access control inform

able to entries within’that subentry's scope:

criptiveACI. ATTRIBUTE ::= {

'H SYNTAX ACIItem

DALITY<MATCHING RULE directoryStringFirstComponentMatch

AGE directoryOperation
id-aca-prescriptiveACI }

nining whether a given requestor 1S a group member requires checking two criteria. Also, the determination may

-local

5 t0 a
hated,
ssion

ocally
date).

BAS as
SA is
se the

riteria

class

ntry.

or are
Hence,

s control information is stored in the Directory as an operational attribute of entries and subentries. The operaional

ation

18.5.2  Entry access control information

An Entry ACI attribute is defined as operational attributes of an entry. It contains access control information applicable

to the entry in which it appears, and that entry's contents:
entryACI ATTRIBUTE ::= {
WITH SYNTAX ACIItem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
iD id-aca-entryACI }
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18.5.3  Subentry ACI

Subentry ACI attributes are defined as operational attributes of administrative entries, and provide access control
information that applies to each of the subentries of the corresponding administrative point. Prescriptive ACI within the
subentries of a particular administrative point never applies to the same or any other subentry of that administrative point,
but can be applicable to the subentries of subordinate administrative points. Subentry ACI attributes are contained only
in administrative points and do not affect any element of the DIT other than immediately subordinate subentries.

In evaluating access control for a specific subentry, the ACI that shall be considered is:
—  the entryAcI within the subentry itself (if any);
—  the subentryAcCI within the associated administrative entry (if any);

— prescriptiveACI associated with other relevant administrative points within the same access control
Specific area (If any).

subehtryACI ATTRIBUTE ::= {
WITH SYNTAX ACIItem
EQPALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
iDp id-aca-subentryACI }

18.6 Protecting the ACI

ACI gperational attributes may be subjected to the same protection mechanisms as ordinary attributes. Some impprtant
relatef points are:

a) The identificationTag provides an identifier for each AcTTtem. This tag can be used to remove a
specific AcIItem value, or to protect it by prescriptive or entfy ACI.

NOTE 1 - Directory rules ensure that only one AcIItem/pPer/access control attribute possesses any specific
identificationTag Value.

b) The creation of subentries for an Administrative "Entry may be access controlled by means ¢f the
subentryACI operational attribute in the Administrative Entry.

NOTE 2 — The right to create prescriptive access controls may also be governed directly by security poligy; this
provision is required to create access controls;in new autonomous administrative areas.

18.7 Access control and Directory operatiohs

Each [Directory operation involves making a-series of access control decisions on the various protected items that the
operafion accesses.

For spme operations (e.g., Modify operations), each such access control decision must grant access for the operatipn to
succepd; if access is denied to any'protected item, the whole operation fails. For other operations, protected ites to
whicl} access is denied are simply~omitted from the operation result and processing continues.

If thqg requested access isCderied, further access control decisions may be needed to determine if the usgr has
DisclloseOnError permissions to the protected item. Only if DiscloseOnError permission is granted mgy the
Direcfory respond with.an error that reveals the existence of the protected item; in all other cases, the Directory actd so as
to conceal the existence of the protected item.

The afcess control requirements for each operation, i.e., the protected items and the access permission required to access
eachaTrotected item, are specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

The algerithm by which any particular access control decision is made is specified in 18.8.

18.8 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular protected item. It provides a conceptual
description of the Access Control Decision Function (ACDF) for basic-access-control. It describes how ACI
items are processed in order to decide whether to grant or deny a particular requestor a specified permission to a given
protected item.

18.8.1  Inputs and outputs

For each invocation of the ACDF, the inputs are:

a) the requestor's Distinguished Name (as defined in 7.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3), unique
identifier, and authentication level, or as many of these as are available;
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b) the protected item (an entry, an attribute, or an attribute value) being considered at the current decision
point for which the ACDF was invoked;

c) the requested permission category specified for the current decision point;

d) the ACI items associated with the entry containing (or which is) the protected item. Protected items are
described in 18.4.2.4. The scope of influence for ACI items within a prescriptiveAcCI attribute is
described in 18.3.2 and 18.5.1. The scope of influence for ACI items within an entryacI attribute is
described in 18.3.2 and 18.5.2. The scope of influence for ACI items within a subentryACI attribute is
described in 18.5.3.

When an entry is a family member, it also inherits the access control of the ancestor or of superior family
members within the same family. This does not preclude family members being subject to further policies
from entryACI Or prescriptiveACI that increase or decrease protection.

In adtliition, if the ACI items include any of the protected item constraints described in 18.4.2.4, the whole entry and the
numbgr of immediate subordinates of its superior entry may also be required as inputs.

The qutput is a decision to grant or deny access to the protected item.

In any particular instance of making an access control decision, the outcome shall be the same as if the steps in 18.8.2
through 18.8.4 were performed.

18.8.2 Tuples

For eqch ACI value in the ACI items of 18.8.1 d), expand the value into a set of tuples,one‘tuple for each element ¢f the
itemPermissions and userPermissions sets. Collect all tuples from all ACI alues into a single set. Each [tuple
conta|ns the following items:

( userClasses, authenticationLevel, protectedItems, ‘grantsAndDenials, precedencq )

For ahy tuple whose grantsAndDenials specify both grants and denials, replace the tuple with two tuples|- one
specifying only grants and the other specifying only denials.

18.8.3  Discarding non-relevant tuples

Perfofm the following steps to discard all non-relevant tuples:
1) Discard all tuples that do not include the feguestor in the tuple's userClass (18.4.2.4 b)) as follows:

—  Fortuples that grant access, diseard all tuples that do not include the requestor's identity in the typles's
userClasses element taking-into account uniqueIdentifier elements if relevant. Where g tuple
specifies a uniqueIdentifier, a matching value shall be present in the requestor's identity|if the
tuple is not to be discarded. Discard tuples that specify an authentication level higher thap that
associated with the requestor in accordance with 18.4.2.3.

—  For tuples that.deny access, retain all tuples that include the requestor in the tuple's usercldsses
element, taking/into account uniqueIdentifier elements if relevant. Also retain all tuplgs that
deny access.and which specify an authentication level higher than that associated with the regliestor
in accordance with 18.4.2.3. All other tuples that deny access are discarded.

NOTE 1 — The second requirement in the second sub-item above (i.e., to retain any tuple that denies
access and also specifies an authentication level higher than that associated with the requestor) reflects
the fact that the requestor has not adequately proved non-membership in the user class for which the
denial is specified.

2)~Discard all tuples that do not include the protected item in protectedItems (18.4.2.4 a)).

3) Examine all tuples that include the maxValueCount, maxImmSub, restrictedBy, Of contpxts.

ﬁ_ﬁﬁ#ﬁtﬂTﬁ_ﬁlx/—rﬂht_m%lscar alisuch tuples Which grant access and which do not satisty any of these constraints (18.4.2-4 a)).

4) Discard all tuples that do not include the requested permission as one of the set bits in grantsAndDenials
(18.4.1,18.4.2.41)).

NOTE 2 — The order in which discarding of non-relevant tuples is performed does not change the output of
the ACDF.

18.8.4  Selecting highest precedence, most specific tuples
Perform the following steps to select those tuples of highest precedence and specificity:
1) Discard all tuples having a precedence less than the highest remaining precedence.

2) If more than one tuple remains, choose the tuples with the most specific user class. If there are any tuples
matching the requestor with UserClasses element name or thisEntry, discard all other tuples.
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Otherwise, if there are any tuples matching UserGroup, discard all other tuples. Otherwise, if there are
any tuples matching subtree, discard all other tuples.

3) If more than one tuple remains, choose the tuples with the most specific protected item. If the protected
item is an attribute and there are tuples that specify the attribute type explicitly, discard all other tuples. If
the protected item is an attribute value, and there are tuples that specify the attribute value explicitly,
discard all other tuples. A protected item which is a rangeOfValues is to be treated as specifying an
attribute value explicitly.

Grant access if and only if one or more tuples remain and all grant access. Otherwise deny access.

18.9 Simplified Access Control

18.9.] frtroguction

This $ubclause describes the functionality of an access control scheme, known as Simplified Access Controly that is
designed to provide a subset of functionality found in Basic Access Control.

18.9.2  Definition of Simplified Access Control functionality

The functionality of Simplified Access Control is defined as follows:

a) access control decisions shall be made only on the basis of ACIItem values(ofjprescriptiveadr and
subentryACI operational attributes.

NOTE 1 — entryact, if present, shall not be used to make access control decisions.

b) access control specific administrative areas shall be supported. Access control inner administrative|areas
shall not be used. Particular access decisions shall be made on the basis of ACIItem values obtained from

a single Administrative Point, or from subentries of that Administrative Point.
NOTE 2 — Values of prescriptiveACI attributes appearing in subentries of Administrative Points confaining

no id-ar-accessControlSpecificArea Administrative Role attribute value shall not be used to make pccess
control decisions.

c) all other provisions shall be as defined for basic.ac¢éss control.

19 Rule-based Access Control

19.1 Scope and application

This ¢lause defines a specific access control-scheme (of possibly many) for the Directory. The access control sgheme
defingd herein is identified with the acéessControlScheme operational attribute by giving it the value rule-bgsed-
accegs-control or if used in conjunction with the basic or simplified access control schemes defined in clauge 18,
rulefand-basic-access-cortrol Of rule-and-simple-access-control. Clause 17.2.2 describes hich
entries contain the accessCofitrolScheme operational attribute.

The 4cheme defined here.iS" only concerned with controlling access to the Directory information within thg DIB
(potentially including treg‘structure and access control information). It does not address controlling access for the pyrpose
of communication with another DSA or LDAP server. Control of access to information means the preventipn of
unauthorized detection, disclosure, or modification of that information.

19.2 Rule-based Access Control model

Therebmaybe-e oRments ore-formationtelating-to-the-clearance-{instead-ofidentity)-of-thereguestorisused in
determining whether or not access to an attribute value is to be denied. This is defined as Rule-based Access Control and
uses administratively imposed access control policy rules in determining when access is to be denied to certain contents
of the Directory. If access is denied under Rule-based Access Control, it cannot be allowed under other access control
schemes. The Rule-based Access Control model identifies the information used in determining whether access is to be
denied. This is applied to every operation. Each access control decision involves:

a) Access control information associated with the attribute values being accessed. This access control
information is called a security label.

b) Access control information associated with the user requesting the operation. This access control
information is called the clearance. The user requesting the operation is called the requestor.

¢) Rules which define whether an access is authorized given a security label and a clearance, called security
policies.

108 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

See Figure 18.
Access control decision
Access request
Requestor argument > Grant/deny
h Op_erat-ion,IDNi Access decision
authentication level, grant/deny
and clearance
Protected Security label
———p
Item X.501(12)_F18
Access control policy rules
Figure 18 — Rule-based Access Control Decision Model
The sgcurity label(s) can be securely associated with attribute values by binding the label tothe information through the

use of

a digital signature or other integrity mechanism. A security label is a property of the attribute value and is asso

with the value as a context.

The ¢
Distin
or thr
effect

N

earance is needed to enable a comparison to be made against the security label:"The clearance can be bound

Ciated

to the

guished Name of the requestor through a public-key certificate with a subjectDirectoryAttributes extgnsion
pugh an attribute certificate. The means selected for providing the cleatance is a matter for the security poljcy in

DTE — The use of other clearance information (e.g., that associated witthany intermediate DSAs which may have chained the

bntrol

operation), is outside the scope of this Directory Specification.
The security rules to be applied in making an access control decision are defined as part of the security policy. The sepurity
policy is either identified in the security label or defined for.the environment containing the labelled object.
19.3 Access control administrative areas
As for basic access control (see 18.3), the DIT is-divided into administrative areas including Access Control Specific
Areaq (ACSAs). The administrative entry foran ACSA identifies the labelling security policies (access rules) thiat are
appligable for that administrative area as well-as the applicable access control scheme (rule-based-access-control
Or ryle-and-basic-access-control ‘' OF rule-and-simple-access-control Of some other access C
schenpe).
194 Security Label
19.4.] Introduction
Security labels may beused to associate security-relevant information with attributes within the Directory.

Secun

secur

ty policy~may also define how security labels are to be used to enforce that security policy.

ty labelssmay be assigned to an attribute value in line with the security policy in force for that attribute. The

A Sec fity Iabel comprlses a set of elements optlonally mcludlng a security policy |dent|f|er a securlty classmca on, a

or another |ntegr|ty mechanlsm

19.4.2  Administration of Security Labels

A sec

urity label is assigned to an attribute value by an administrative function before being placed in the Directory.

This administrative function is responsible for assigning security labels to attribute values in line with the security policy
in force for the ACSA.

The binding of a security label is protected using a digital signature or another integrity mechanism. This protection is
applied by the administrative function, or creator of the attribute value.
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19.4.3 Labelled Attribute Values

A security label context associates a security label with an attribute value. Only a single label can be associated with an
attribute value. That is, the security label context is single-valued. In addition, matching rules for the security label context
are not supported.

NOTE — The concept of contexts is introduced in 8.8.

attributeValueSecuritylLabelContext CONTEXT ::= {

WITH SYNTAX SignedSecuritylLabel -- At most one security label context can

-- be assigned to an attribute value

ID id-avc-attributeValueSecurityLabelContext }
SignedSecurityLabel ::= SIGNED{SignedSecurityLabelContent}
SignedSecuritylLabelContent ::= SEQUENCE ({

atkHash HASH{AttributeTypeAndValue},

ispuer Name OPTIONAL, -- name of labelling authority

keyIdentifier KeyIdentifier OPTIONAL,
sefuritylLabel SecurityLabel,
}

SecufityLabel ::= SET {
sefurity-policy-identifier SecurityPolicyIdentifier OPTIONAL,
sefurity-classification SecurityClassification OPTIONAL,
priivacy-mark PrivacyMark OPTIONAL,
sefurity-categories SecurityCategories OPTIONAL,
40
(ALL EXCEPT ({ -- none, at least one component shall be present --}))
SecufityPolicylIdentifier ::= OBJECT IDENTIFIER
SecufrityClassification ::= INTEGER {
unmarked (0),
qulassified (1),
regtricted (2),
copfidential (3),
sefret (4),
top-secret (5)1}
PrivhcyMark ::= PrintableString(SIZE ((1..MAX))
SecufityCategories ::= SET SIZE ((1,'.MAX) OF SecurityCategory

This gontext is not used to filter or seleGt.particular attributes, as for other contexts, and the mechanisms associated with
contekts (fallback, default context values, etc.) are not used to apply rule-based access control.

The dttHash component contains-the resulting value of applying a cryptographic hashing procedure to DER-engoded
octetq, as defined in Rec. ITJ-TX.509 | ISO/IEC 9594-8.

The issuer componenttonveys the name of the labelling authority.

The KeyIdentifief Component may be the identifier of a certified public key as held in the Subject Public Key Ideftifier
extension field defined in Rec. ITU-T X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and associated segurity
contrgl information.

The gecurityLabel component is composed of a set of elements optionally including a security policy identifier, a
secur ificati i 2 i ie ined in 8 411 |

195 Clearance

A clearance attribute associates a clearance with a named entity including DUASs.

clearance ATTRIBUTE ::= {
WITH SYNTAX Clearance
ID id-at-clearance }
Clearance ::= SEQUENCE ({
policyId OBJECT IDENTIFIER,
classList ClassList DEFAULT {unclassified},
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securityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL,

}

ClassList ::= BIT STRING {
unmarked (0),
unclassified (1),
restricted (2),
confidential (3),
secret (4),
topSecret (5)1}

SecurityCategory ::= SEQUENCE {

type [0] SECURITY-CATEGORY. &id({SecurityCategoriesTable}),
value [1] EXPLICIT SECURITY-CATEGORY. &Type ({SecurityCategoriesTable} {Qtype}),

SECURITY-CATEGORY ::= TYPE-IDENTIFIER
SecufityCategoriesTable SECURITY-CATEGORY ::= {...}
The golicyId component conveys an identifier that may be used to identify the security policy inyforce to whi

cleard
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The d
restri

N
pu

IS
19.6

Each
acces

For s
acces
prote

The 4
The a

¥

nce classList and securityCategories relates
lassList component includes a list of classifications that are associated with the named entity.

ecurityCategories (See 8.5.9 of Rec. ITU-T X.411 | ISO/IEC 10021-4) component, if present, provides f
tions within the context of a classList.

DTE — A clearance is securely bound to a named entity using an attribute certificater(Rec. ITU-T X.509 | ISO/IEC 959
blic-key certificate extension field (e.g., within the subjectDirectoryAttribute extension) (Rec. ITU-T X
D/IEC 9594-8), or by means outside the scope of this Directory Specification.

Access Control and Directory operations

Directory operation involves making a series of access control decisions on the attribute values that the ope
bes.

bme operations (e.g., the Remove Entry operation),“éven though the operation may appear to have succee
E is denied to one or more attribute values, the hidden attributes would remain in the Directory. For other operg
ted items to which access is denied are simply~omitted from the operation result and processing continues.

Ccess control requirements for each operation are specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

gorithm by which any particular access control decision is made is specified as:

is denied to that entry for all operations.

— If access to all‘the attribute values of an attribute is denied under rule-based-access-contro)
access is denied to that attribute for all operations.

— Rule-based-access control affects operations on reading attribute values (e.g., Read, Search) in th
attribute-value is not visible (the operation is carried out as though the attribute value is not presg
aecess is denied to the attribute value.

they do not remove those attribute values to which access is denied.

h the

Lirther

1-8), a
509 |

ation

ed if
tions,

— Ifaccess to all the attriblite values of an entry is denied under rule-based-access-control, the access

1, the

At the
nt) if

—__SRule-based access control affects operations which involve removing an entry (e.g., Remove Entry) In that

L Rule-based access control affects operations which involve removing an attribute type (e.g., Modify

Entry

19.7

— Remove Attribute) in that they do not remove those attribute values to which access is denied.

— Rule-based access control affects operations which involve removing an attribute value (e.g., Modify
— Remove Value) in that these operations fail if the access is denied to the attribute value.

Access Control Decision Function

Entry

This subclause specifies how an access control decision is made for any particular attribute value. It provides a conceptual
description of the Access Control Decision Function (ACDF) for rule-based-access-control. It describes how a
clearance and a security label are processed in order to decide whether to grant or deny a particular requestor a specified
permission to a given attribute value. The decision function applies the security policy rules which establish whether an
access is authorized on an attribute value given its security label and the requestor's clearance. The definition of the
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security rules is outside the scope of these Directory Specifications. A simplified example of security policy rules for
rule-based-access-control is given in M.10.

For each invocation of the ACDF, the inputs are:

a) the requestor's clearance (as defined in 19.5);

b) attribute value being considered at the current decision point for which the ACDF was invoked;
c) the security policy in force for the access-control-specific area;

d) security label bound to the attribute value.

The output is a decision whether to deny access to the attribute value.

For any particular instance of making an access control decision, the outcome shall be the same as if the steps in 19.6
were performed:

19.8 Use of Rule-based and Basic Access Control

If both rule-based and basic access control are in effect, the order in which they are applied is a local,matter, except that
if accpss is denied to the entry, an attribute type or an attribute value by either mechanism, it shall fiot'be granted by the
other mechanism. In this respect, DiscloseOnError (see 18.2.3 and 18.2.4) permission of basig=access-conttol is

a permission that shall not override a deny of rule-based-access-control.

20

20.1

Inso
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Infor
(see 2

N

20.2
Data

are prjotecting. The integrity of a whole entry;.er-of all attribute values for selected attributes in an entry, is protect

an att

This dligital signature is created by an<authority or directory user responsible for placing the information in the dirg

entry,
itself

This

comp
Servid
Digit
attr

Data Integrity in Storage

Introduction

Is. The integrity of data stored in the Directory may be validated using digital signatures held as part of the Dir¢
ation. Either the digital signature of an entry or selected attributes within an entry may be held as an att
0.2), or the digital signature of a single attribute value may.be held in a context (see 20.3).

DTE — Confidentiality of attribute values is outside the scope of this specification.

Protection of an Entry or Selected Attribute Types

ntegrity of attributes in storage is providedthrough the use of digital signatures held alongside the attribute

ribute holding a digital signature of alkthe attribute values being protected.

The digital signature can be-Validated by any user reading the attribute values for the entry. The directory s
s not involved in the creation-or validation of the digital signature held in this attribute.

ntegrity mechanism. protects the integrity of directory attributes both in storage and during transfer be
bnents of the Directory (DSAs and DUAS). This integrity mechanism does not depend on the security of the dirs
e itself.

|| signatures/~applied to the whole entry do not include operational, collective attributes o
ibuteIntegrityInfo itself. Any attribute value contexts are included.

The fpllowing defines an attribute type to hold a digital signature, along with associated control information,
proviflesintegrity of a whole entry or all values of selected attribute types.

he situations, the Directory may not give sufficient assurance that data'is unchanged in storage, regardless of gccess

ctory
Fibute

3 they
ed by

ctory
Brvice

ween
ctory

the

which

attributelIntegrityInfo ATTRIBUTE ::= {
WITH SYNTAX AttributelIntegrityInfo
SINGLE VALUE TRUE

ID id-at-attributeIntegrityInfo }
AttributelIntegrityInfo ::= SIGNED{AttributeIntegrityInfoContent}
AttributeIntegrityInfoContent ::= SEQUENCE {

scope Scope, -- Identifies the attributes protected

signer Signer OPTIONAL, -- Authority or data originators name

attribsHash AttribsHash, -- Hash value of protected attributes

}
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Signer ::= CHOICE {
thisEntry [0] EXPLICIT ThisEntry,
thirdParty [1] SpecificallyIdentified,
..}

ThisEntry ::= CHOICE {
onlyOne NULL,
specific IssuerAndSerialNumber,
}

IssuerAndSerialNumber ::= SEQUENCE ({
issuer Name,
serial CertificateSerialNumber,

}

SpecfificallyIdentified ::= SEQUENCE ({
name GeneralName,
ispuer GeneralName OPTIONAL,
serial CertificateSerialNumber OPTIONAL }

(WLTH COMPONENTS { ..., issuer PRESENT, serial PRESENT } |
(WLTH COMPONENTS { ..., issuer ABSENT, serial ABSENT }))
Scopg ::= CHOICE ({
whpleEntry [0] NULL, -- Signature protects all attribute valies” in this entry

sellectedTypes [1l] SelectedTypes,
-- Signature protects all attribute values of the selected attribute types

}

SeleftedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType
AttrlibsHash ::= HASH{HashedAttributes}
HashedAttributes ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

-I Attribute type and values with associated context values for the selected Scope

integrityInfo OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MUBT CONTAIN {attributeIntegrityInfoj}
D id-oc-integrityInfo }

An AttributeIntegrityInfo Value can beCreated in three different ways:

known by off-line means:

b) The owner of the entryyi.e., the object represented by the entry, can create and sign the value. If the
has several certificates, or expected to have that in the future, the certificate has to be identified by t
issuing the certificate together with the certificate serial number.

c) A third party"may create and sign the value. The name of the signer, the name of the CA issuiH
certificate/and the certificate serial number is required.

If the|scope is whokeEntry, all the applicable attributes shall be ordered as specified for a set-of type in 6.2 of Rec
T X.509 | ISOIEC 9594-8. If scope is selectedTypes, the ordering shall be the same as the one given
SeleftedTypes.

NOTE-1- If a user does not retrieve all the complete attributes that are defined within the Scope data type, it will not be p

a) An administrative authority can create and sign the value, and the public key to verify the signatpre is

wner
e CA

g the

ITU-
n the

ssible

f +h S ibrtha ot ++ £+l il ot
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The creator of the attributeIntegrityInfo attribute shall, when creating the AttribsHash data type, use

DER

encoding (see 6.2 of Rec. ITU-T X.509 | ISO/IEC 9594-8) of the attributes ordering the attributes as specified above, and

then create the hash from the resulting encoding.
NOTE 2 — The creator needs to have full knowledge of all the attribute syntaxes to create the hash.

The verifier of the integrity shall produce its own version of AttribsHash using the same procedure as above for

retrieved attributes, and then compare the result with the value in the attribsHash component.
NOTE 3 — The verification is only possible if the verifier has full knowledge of all the attribute syntaxes.

An entry that shall hold an attributeIntegrityInfo attribute shall include the integrityInfo auxiliary object-

class.
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20.3 Context for Protection of a Single Attribute Value

The following defines a context to hold a digital signature, along with associated control information, which provides
integrity for a single attribute value. Any attribute value contexts are included in the integrity check, excluding the context
used to hold signatures.

attributeValueIntegrityInfoContext CONTEXT ::= {
WITH SYNTAX AttributeValuelIntegrityInfo
D id-avc-attributeValueIntegrityInfoContext }

AttributeValueIntegrityInfo ::= SIGNED{AttributeValueIntegrityInfoContent}

AttributeValuelIntegrityInfoContent ::= SEQUENCE ({
signer Signer OPTIONAL, -- Authority or data originators name
aV[[Hash AVIHash, -- Hash value of protected attribute

}

AVIHpsh ::= HASH{AttributeTypeValueContexts}
--| Attribute type and value with associated context values

AttrjibuteTypeValueContexts ::= SEQUENCE ({
type ATTRIBUTE. &id ({SupportedAttributes}),
vallue ATTRIBUTE. &Type ({SupportedAttributes} {@type}),

cohtextList SET SIZE (1..MAX) OF Context OPTIONAL,
}

The dontextList shall be ordered as specified for a set-of type in 6.2 of Rec. ITU-T’X.509 | ISO/IEC 9594-8.
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SECTION 9 — DSA MODELS

21 DSA Models

This clause is concerned with general models describing various aspects of the components comprising the Directory,
Directory System Agents (DSAs). Subsequent clauses treat additional DSA models.

21.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

21.1.1  DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more naming
contekts.

21.1.2  context prefix: The sequence of RDNs leading from the Root of the DIT to the initial vertex. 0fya naming
contekt; corresponds to the distinguished name of that vertex.

21.1.3 naming context: A subtree of entries held in a single master DSA.

21.2 Directory Functional Model

The Directory is manifested as a set of one or more application-processes known as Diréctory System Agents ([DSAs)
and/of LDAP servers. Each DSA provides zero, one or more of the access points. Each'LDAP server provides qne or
more [access points. This is illustrated in Figure 19. Where the Directory is composed of more than one DSA or LDAP
servel, it is said to be distributed. The procedures for the operation of the Directory when it is distributed are speciflied in
Rec. ITU-T X.518 | ISO/IEC 9594-4.

The Directory

LDAP
Server

X.501(12)_F19

Figure 19 — The Directory Provided by Multiple DSAs

NOTE 1~ ADSA will likely exhibit local behaviour and structure which is outside the scope of envisaged Directory Specificptions.
Fdr example, a DSA which is responsible for holding some or all of the information in the DIB will normally do so by meaps of a
dagabase, the interface to which is a local matter.

A particular pair of application-processes which need to interact in the provision of directory services may be located in
different open systems. Such an interaction is carried out by means of Directory protocols, as specified in
Rec. ITU-T X.519 | ISO/IEC 9594-5, or by means of the Lightweight Directory Access Protocol (LDAP), as specified in
IETF RFC 4510.

NOTE 2 — LDAP server behaviours are specified in IETF RFC 4510 and may differ from DSA behaviours specified in this clause.

Clause 23 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A
framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAs, is provided in clauses 25 through 28.
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21.3

Directory Distribution Model

This subclause defines the principles according to which the DIB can be distributed across multiple DSAs.

NOTE 1 — The DIB may also be distributed across any number of LDAP servers, which may or may not coexist with one or more
DSAs. LDAP servers and their characteristics and behaviours are specified in IETF RFC 4510 and may differ from DSA

ch

aracteristics and behaviours specified in this clause.

Each entry within the DIB is administered by one, and only one, DSA's Administrator who is said to have administrative
authority for that entry. Maintenance and management of an entry shall take place in a DSA administered by the
administrative authority for the entry. This DSA is the master DSA for the entry.

Each master DSA within the Directory holds a fragment of the DIB. The DIB fragment held by a master DSA is described
in terms of the DIT and comprises one or more naming contexts. A naming context is a subtree of the DIT, all entries of
which have a common administrative authority and are held in the same master DSA. A naming context starts at a

of thq DIT (other than the root) and extends downwards to leaf and/or non-leaf vertices. Such vertices constity

Subo

N
D

N

ertex

bord% of the naming context. The superior of the starting vertex of a naming context is not held in that master

dinates of the non-leaf vertices belonging to the border denote the start of further naming contexts.

DTE 2 — The DIT is therefore partitioned into disjoint naming contexts, each under the administrative authority of a single
bA.

DTE 3 — A naming context in itself is not an administrative area having an administrative point or an explicit'subtree specifi

but it may coincide with an administrative area.

A family of entries shall reside in a single nhaming context.

It is possible for a master DSA's administrator to have administrative authority for several disjoint naming context

every
which
RDN

naming context for which a master DSA has administrative authority, it shalNogically hold the sequence of

is called the context prefix of the naming context.

A makter DSA's administrator may delegate administrative authority fot,any immediate subordinates of any entry

locall

ly to another master DSA. A master DSA that delegated authority~is.called a superior DSA and the context that

the syperior entry of one for which the administrative authority was’delegated, is called the superior naming cq
Deledation of administrative authority begins with the root and proceeds downwards in the DIT; that is, it can only

from

Figur
are p

From
meet
repre
comp.
those

From

Whils
locati

hn entry to its subordinates.

p 20 illustrates a hypothetical DIT logically partitioried into five naming contexts (named A, B, C, D and E),
ysically distributed over three DSAs (DSA 1, DSA 2, and DSA 3).

the example, it can be seen that the naming_contexts held by particular master DSAs may be configured sd
a wide range of operational requirements’ Certain master DSAs may be configured to hold those entrie
ent higher level naming domains within some logical part(s) of the DIB, the organizational structure of a

naming contexts representing primarily leaf entries.

the above definitions, the limiting case for a naming context can be either a single entry or the whole of the [}

pbn and managementiis'simplified if the master DSAs are configured to hold a small number of naming conte

DSA4 may hold entry2copies as well as entries. Shadowed entries, the only sort of entry-copy considered in the Dir

Speci
additi

Fications, are\maintained by means of the shadowing service described in Rec. ITU-T X.525 | ISO/IEC 9594
on to this.standardized sort of replicated information, two additional non-standardized sorts of entry-copy n

encoyntered-innthe Directory.

—  Copies of an entry may be stored in other DSA(s) through bilateral agreement.

te the
DSA.

naster

ation,

5. For
RDNSs

lead from the root of the DIT to the initial vertex of the subtree comprising‘the naming context. This sequemce of

held
holds
ntext.
occur

vhich

as to
5 that
large

bny say, but not necessarily all the.subordinate entries. Alternatively, master DSAs may be configured to holg only

D

T.

t the logical to physicalymapping of the DIT onto master DSAs is potentially arbitrary, the task of infornmation

ts.

ctory
-9.In
ay be

— Copies of an entry may be acquired by storing (Tocally and dynamically) a cache-copy of an entry which

results from a request.

NOTE 4 — The means by which these copies are maintained and managed is not defined in these Directory Specifications. Due to
more precise handling of features like access control, it is recommended that the shadow service be used instead of using

ca

116

ched-copies.
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DSA3
DSA1
Context A Context B ™ Context D
Context C
O =DEF
O =ABC
ou=¢6 Context E
o= ouU=K
CN=l CN=m CN=n

CN=0o CN=p CN=q

X.501(12)_F20

. DIB object entry
O DIB alias entry

Figure 20 — Hypothetical DIT

A DSA holding an entry-copy is a shadow DSA for that entry. A shadow<DSA may hold a copy of a naming context or a
portign thereof. The specification of the portion of a naming context that is shadowed is termed a unit of replicatiop.

As dgscribed in 9.2 of Rec. ITU-T X.525 | ISO/IEC 9594-9, @ unit or replication is defined within the Dirgctory
inforration model, and a specification mechanism is provided. " The shadowing mechanism in the Directory is baged on
the d¢finition of the subset of the DIT that will be shadawed. This subset is called unit of replication. The unit of
replication comprises a three-part specification which defihes the scope of the portion of the DIT to be replicated, the
attribyites to be replicated within that scope, and the requirements for subordinate knowledge. The unit of replicatiop also
impligitly causes the shadowed information to include policy information in the form of operational attributes hgld in
entrieg and subentries (e.g., access control information) which is to be used to correctly perform Directory opergtions.
The grefix information to be included begirs at'an autonomous administrative point and extends to the replication base
entry.

The driginator of a Directory requestis informed (via £romEntry) as to whether information returned in response to a
requept is from an entry-copy or fiot.”A service control, dontUseCopy, is defined which allows the user to prohilit the
use of entry-copies to satisfy theyrequest (although copy information may be used in name resolution).

In order for a DUA to begin-processing a request, it shall hold some information, specifically the presentation address,
aboutat least one DSA(that it can contact initially. How it acquires and holds this information is a local matter.

During the process;af modification of entries, it is possible that the Directory may become inconsistent. This will be
particqularly likely)if modification involves aliases or aliased objects which may be in different DSAs. The inconsigtency
shall be corrected by specific administrator action, for example, to delete aliases if the corresponding aliased object$ have
been gleleted The Directory continues to operate during this period of inconsistency.
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SECTION 10 — DSA INFORMATION MODEL

22 Knowledge

22.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
22.1.1  category: A characteristic of a knowledge reference that qualifies it as identifying a master or a shadow DSA.

22.1.2 commonly usable: A characteristic of a replicated area that permits general distribution of the access point of
the DSA holding it; a commonly usable replicated area is normally a complete shadow copy of a naming context.

22.1. cross reference: A knowledge reference containing information about a DSA that holds an entry or entry-copy.
This i used for optimization. The entry need have no superior or subordinate relationship to any entry in the DSAh¢lding
the crpss reference.

DIT bridge knowledge reference: A knowledge reference containing information about a DSA that |holds
in a different DIT. The entry need have no superior or subordinate relationship to any entry#n the DSA hglding

immediate superior reference: A knowledge reference containing informatiofabout a DSA that holﬁs the
ing context (or a commonly usable replicated area derived from it) that is immediately superior to one held By the
DSA ffor which the knowledge reference is relevant.

22.1.6 knowledge (information): DSA operational information held by a DSA that it uses to locate remote ertry or
entry{copy information.

22.1.1 knowledge reference: Knowledge which associates, either directly or indirectly, a DIT entry or entryj-copy
with ghe DSA in which it is located.

22.1.8  master knowledge: Knowledge of the master DSA fora haming context.

22.1.9  non-specific subordinate reference: A knowledge reference containing information about a DSA that|holds
one of more unspecified subordinate entries or entry-copigs:

22.1.10 reference path: A continuous sequence of knowledge references.
22.1.11 root naming context: The set of subordinate references of the root to be held by the first level DSAs.

22.1.12 shadow knowledge: Knowledge(of one or more shadow DSAs for a naming context (if the knowledlge is
specific) or contexts (if non-specific).

22.1.13 subordinate reference: A~knowledge reference containing information about a DSA that holds a specific
suborfinate entry or entry-copy.

22.1.14 superior referenee;-A knowledge reference containing information about a DSA considered capafple of
resoljing (i.e., finding any entry within) the whole of the DIT.

22.2 Introduction

The DQIB is distributed across a large number of master DSAs, each holding and having administrative authority for g DIB
fragment. The-principles governing this distribution are specified in 21.3.

In addlition, these and other DSAs may hold copies of portions of the DIB.

It is a requirement of the Directory that, for particular modes of user interaction, the distribution of the directory be
rendered transparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order to support this operational requirement, it is necessary that each DSA be able to gain access to the information
held in the DIB associated with any name (i.e., any object's distinguished or alias names). If the DSA does not itself hold
an object entry or object entry-copy associated with the name, it shall be able to interact with a DSA that does, either
directly or indirectly by means of direct and/or indirect interactions with other DSAs.

When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA servicing
the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information associated
with the name supplied in the user's request.
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This clause defines knowledge as that DSA operational information required to achieve these technical objectives.
Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.
NOTE — The preceding statements represent technical objectives of the Directory. Realization of these technical objectives depends
on other matters (e.g., policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 25 through 28
establish a framework to address some of these matters.

Annex P contains an illustration of the modelling of knowledge. The illustration is based on the hypothetical DIT given

in Fig

22.3

ure 20.

Knowledge References

Knowledge is that operational information held by a DSA that represents a partial description of the distribution of entry
and entry-copy information held in other DSAs. Knowledge is used by a DSA to determine an appropriate DSA to contact

when
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a request received from a DUA or another DSA cannot be satisfied with locally held information.

ledge consists of knowledge references. A knowledge reference associates, either directly or indirectly; the
irectory entry with a DSA holding the entry or a copy of the entry.

Knowledge Categories
are two categories of knowledge reference: master knowledge references and shadow knawledge references

r knowledge is knowledge of the access point of the master DSA for a naming context.

ers to shadow consumers by means of the replication procedures described inRec. ITU-T X.525 | ISO/IEC 9
w knowledge is knowledge of the access point of a set of one or more shadow DSAs for a replicated area (a n
Kt or a portion thereof).

A that is the object of shadow knowledge shall hold a commonly usable’replicated area. One form of replicate

y a DSA may be commonly usable if it is sufficiently complete to satisfy the interrogation requests that
only make to the DSA. It is the responsibility of the administrative authority who causes shadow knowledg

en DSA may hold both master and shadow knowledge, the latter involving multiple shadow DSAs, regarg

e.g., in the name resolution process, is detefmined by a DSA specific selection procedure whereby the
Lites, based on any non-standardized criteriaideémed appropriate by the administrative authority, an access pg
\ capable of progressing the request.

DTE — The Directory Specifications do not-constrain how master and shadow knowledge is used by DSAs (other than ind
ough constraints on DSA behaviour,tfor example, the dontUseCopy and copyShallbo Service controls as specified i
JU-T X.511 | ISO/IEC 9594-3).

Knowledge Reference Fypes

nowledge possessed by @DSA is defined in terms of a set of one or more knowledge references where each refe
ates, either directly-orindirectly, entries (or entry-copies) of the DIB with the DSA which holds those entri
copies).
A may hole-the following types of knowledge reference:

— __superior references;

~. ' immediate superior references;

holding an incomplete copy of a naming context to be distributed that the replicated area be commonly usablg.
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commonly usable is a complete shadow copy of a haming context, An incomplete shadow copy of a naming cpntext
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ular naming context. The specific knowledge used,in the processing of a request received from a DUA or ajother
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subordinatereferenses;
— non-specific subordinate references; and
—  cross references.

A knowledge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the
following types of knowledge reference:

—  supplier references; and
—  consumer references.

These knowledge reference types are described below.
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22.3.2.1 Superior References

A superior reference consists of:
—  the Access Point of a DSA.

Each non-first level DSA (see 22.5) shall maintain at least one superior reference. The superior reference shall form part
of a reference path to the root. Unless some method outside the standard is employed to ensure this, for example within a
DMD, this shall be accomplished by referring to a DSA which holds a naming context or replicated area whose context
prefix has fewer RDNSs than the context prefix with fewest RDNSs held by the DSA holding the reference.

22.3.2.2 Immediate Superior References

An immediate superior reference consists of:

) - - - - - ) - - | - | - - Il | 4 . - H
- e CUTTIEAL }JlUfI)& Uf a Tdimiy COMEAU Ulat 1S TTTeuldateTy SUPETTUT U UTE TIETU (as ETIUIES Ul ETILNY =L )ples)

by the DSA holding the reference;
—  the Access Point of the DSA holding that naming context (as entries or entry-copies).

Immediate superior references are an optional reference type that only occur when there is a hierarchieal operagional
bindig to the referenced DSA (see clause 24 in Rec. ITU-T X.518 | ISO/IEC 9594-4). In the absence of such explicit
operational bindings, an immediate superior naming context may be referenced by means of a cross reference.

22.3.2.3 Subordinate References

A suordinate reference consists of:

— a context prefix corresponding to a naming context immediately subordinate to one held (as entrjies or
entry-copies) by the DSA holding the reference;

—  the Access Point of the DSA holding that naming context (as-entries or entry-copies).

All naming contexts immediately subordinate to naming contexts held by a master DSA shall be represented by
suborginate references (or non-specific subordinate references as described in 22.3.2.4).

In thel case where a DSA holds entry-copies, the subordinate naming contexts may or may not be represented, depgnding
on thg shadowing agreement in effect.

22.3.2.4 Non-Specific Subordinate References

A non-specific subordinate reference consists of:

—  the Access Points of a DSA that helds the entries (or entry-copies) of one or more immediately suborflinate
Naming Contexts.

This type of reference is optional, to allew for the case in which a DSA is known to contain some subordinate entries (or
entry4copies) but the specific RDNs,efthose entries (or entry-copies) is not known.

For each naming context that it helds, a master DSA may hold zero or more non-specific subordinate references. PSAs
accesped via a non-specific reference shall be able to resolve the request directly (either success or failure). In thelevent
of failure, a serviceErzrox reporting a problem of unableToProceed is returned to the requestor.

In thq case where a DSA holds entry-copies, the non-specific subordinate references may or may not be represgnted,
deper{ding on the shadowing agreement in effect.

22.3.2.5 Cross.References

A cross réference consists of:

- a Context Prefix;

—  the Access Point of a DSA which holds the entries or entry-copies for that naming context.

This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including zero)
of cross references.

22.3.2.6 Supplier References

A supplier reference held by a shadow consumer DSA consists of:

—  the context prefix of the naming context from which the replicated area received from the shadow supplier
is derived;

— the identifier of the shadowing agreement that the shadow consumer has established with a shadow
supplier;
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—  the Access Point of the shadow supplier DSA;
— anindication of whether the shadow supplier of the replicated area is or is not the master; and
— optionally, the access point of the master DSA if the supplier is not the master.

22.3.2.7 Consumer References

A consumer reference held by a shadow supplier DSA consists of:

—  the context prefix of a naming context from which the replicated area provided by the shadow supplier is
derived;

—  the identifier of the shadowing agreement that the shadow supplier has established with a consumer; and
—  the Access Point of the shadow consumer DSA.

22.4 Minimum Knowledge
It is a|property of the Directory that each entry can be accessed independently of where a request is generated.

It is also a property of the Directory that, to achieve adequate levels of performance and availability, some requesfs can
be satisfied using a copy of an entry, while other requests may only be satisfied using the entry itself;(i.e., the information
held 3t the master DSA for the entry).

To replize these location independence properties of the Directory, each DSA shall maintain a minimum quantity of
know]edge which depends on the particular configuration of the DSA.

The objective of these minimum requirements is to permit the distributed name resoltion process to establish a refgrence
path, bs a continuous sequence of master knowledge references, to all naming contexts within the Directory.

It is also a requirement that the minimum knowledge consists of references-that can be processed by the DSA (se¢ 12.3
of Ref. ITU-T X.519 | ISO/IEC 9594-5).

Beyond these minimum requirements, additional knowledge may be.employed to establish other reference paths to ¢opies
of naming contexts. Cross reference knowledge (master and shadew) may be employed to establish optimized refdrence
pathsfto naming contexts and copies of naming contexts.

The minimum knowledge requirements for DSAs are spegcified in 22.4.1-22.4.4.

22.4.1  Superior Knowledge

Each DSA that is not a first level DSA shall majhtain at least one superior reference. Additional superior referencef may
be held for operational reasons as alternative-paths to the root of the DIT.

22.4.2  Subordinate Knowledge

A DS that is the master DSA of a‘naming context shall maintain subordinate or non-specific subordinate referenges of
categpry master knowledge to each-master DSA holding (as master) an immediately subordinate naming context.

2243  Supplier Knowledge

referdnce. If the shadow consumer's subordinate knowledge for the copy of the naming context is incomplete, it shgll use
its supplier referenge to establish a reference path to subordinate information. This procedure is described in clause| 20 of
Rec. [TU-T X.518 | ISO/IEC 9594-4.

For e{ch shadow supplier DSA that supplies it with a replicated area, a shadow consumer DSA shall maintain a supplier

22.4.4 . Consumer Knowledge

For each shadow consumer DSA that It supplies with a replicated area, a shadow supplier DSA shall maintain a consumer
reference.

22.5 First Level DSAs

The DSA referenced by a superior reference assumes the burden of establishing a reference path to all of the DIT that is
unknown to the referring DSA. A DSA referenced by other DSAs may itself maintain one or more superior references.
This recursive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility for the
establishment of reference paths falls.

A first level DSA is characterized as follows:
a) itdoes not hold a superior reference;
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b) it may hold one or more naming contexts immediately subordinate to the root of the DIT (as master or
shadow DSA for the naming context); and

c) itholds subordinate references (of category master and/or shadow) and non-specific subordinate references
(of category master and/or shadow) which account for all the naming contexts immediately subordinate to
the root of the DIT which it does not itself hold.

The administrative authorities for first level DSAs are jointly responsible for the administration of the immediate
subordinates of the root of the DIT. This set of subordinate references is called the root naming context. The procedures
governing this joint root naming context are determined by multilateral agreements which are outside the scope of these
Directory Specifications.

The subordinate references making up the root naming context are conceptually placed in DSA specific entries (DSES)
immediately subordinate to the root DSE (see 24.2). The DSE type shall be subr.

NOTE — In a related entries environment, it is possible that some first-level entries will have the same name, creating-multiple
DITs. The administrative authorities for the associated first level DSAs are jointly responsible for the administration ofthesd DITs.

To limit the quantity of interrogation requests that might be directed to a master first level DSA (i.e., a-DSA that is a
mastgr for a naming context immediately subordinate to the root of the DIT), it is possible to establish shadow firs{ level
DSA{ for that master first level DSA. Such shadow DSAs hold copies of the entries and the root naming context held in
its master (or supplier) first level DSA. They therefore may serve as a superior reference for non-first level DSAs.

22.6 Knowledge references to LDAP servers

LDAP does not have the concept of knowledge references. However, DSA may have-knowledge references to LDAP
servers in the form of subordinate references, non-specific subordinate references and-cross references. An LDAP $erver
may glso be included in the root context held by first level DSAs.

The references to an LDAP server may be both of category master and/or shadow.

23 Basic Elements of the DSA Information Maodel

23.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

23.1.1 DSA information tree: The set of all DSES held by a DSA when viewed from the perspective of their ngmes.

23.1.2 DSA shared attribute: An operational attribute in the DSA information model associated with a particular
name|whose value or values, if held by several DSAs, are identical (except during periods of transient inconsistendy).

23.1.3 DSA specific attribute: An‘operational attribute in the DSA information model associated with a particular
name|whose value or values, if held by several DSAs, need not be identical.

23.1.4 DSA specific entry(DSE): The information held by a DSA that is associated with a particular name; thg DSE
may (but need not) containthe' information associated with the corresponding Directory entry.

23.1.% DSE type:An indication of the particular purpose of a DSE; a DSE may serve multiple purposes and thug have
multiple types.

23.2 Introduction

The Directory information model describes how the Directory as a whole represents information about objects haying a
distingurstred mameand optionatty atias rames- trits descriptionof the DT emtriesand-attributes; the compositiomof the
Directory as a set of potentially cooperating DSASs is abstracted from the model.

The DSA information model, on the other hand, is especially concerned with DSAs and the information that must be held
by DSAs in order that the set of DSAs comprising the Directory may together realize the Directory information model. It
is concerned with:

—  how Directory information (object and alias entries and subentries) is mapped onto DSAS;

—  how copies of Directory information may be held by DSAs;

—  the operational information required by DSAs to perform name resolution and operation evaluation; and
—  the operational information required by DSAs to engage in shadowing and to use shadowed information.
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The purpose for modelling a representation of DSA operational information such as knowledge is to establish the general
framework for management access to DSA operational information.

23.3 DSA Specific Entries and their Names

In the DSA information model, the information repositories holding the information associated with a particular name are
termed DSA Specific Entries (DSEs). Directory entries exist in the DSA information model only as information elements
from which DSEs may be composed. Operational attributes specific to the DSA information model comprise the other
variety of information element from which DSEs may be composed.

If a DSA holds any information concerning a name directly (i.e., information held in a repository identified by the name),
it is said to know or have knowledge of that name.

oW

FOfe et 1 A" " TeMrotaa ot neraoy et eCTy—aSSOCta tneTameotne nthe
name|itself is represented by one DSE. This latter information (i.e., the RDN and its relationship to the DIT)Js not
repregented explicitly as attributes in the DSA information model; the set of names known by a DSA constitutean’inpplicit
fabrig on which the associated DSEs can be considered to be attached.
NOTE — One consequence of the way the DSA information model handles names is that, for DSEs that are not.oftype entry, alias
or|subentry, the AVA(s) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).

The spt of all names known by a DSA, together with the information associated with each name; \when viewed from the
perspgctive of these names, is termed the DSA information tree for that DSA. A DSA information tree is depicfed in
Figurg 21.

Root DSE
Root @
| DSA-specific
attributes
::I DSE
Ade:n!sttraX;)/e Directory DSA-shared DSA-specific
oint (AP) entry attributes attributes
DSE
Sub\ntry @
| | | Directory DSA-shared DSA-specific
subentry attributes attributes
AP
DSE (e.g., for subordinate references)
| | | | | | | DSA-shared DSA-specific
attributes attributes

X501(12)_F21

Figure 21 — A DSA Information Tree

The minimum information that a DSA may associate with a name, and thus know the name, consists of an expression of
the purpose for which the name is known (i.e., the role played by the name in the operation of the DSA knowing it). This
purpose is represented in the DSA information model by the DSA specific attribute, dseType.

In addition, a DSE may hold other information associated with the name such as an entry or entry-copy, DSA shared
attributes and DSA specific attributes.

A DSE may represent a Directory entry directly, a portion of an entry or no Directory information. The information held
in a DSE varies, depending on its type or purpose. In general, the following sorts of DSEs may occur in DSAs.
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A DSE directly representing a Directory entry contains the user and operational attributes corresponding
to that Directory entry (as depicted in DSE 2 in Figure 21). The DSE may also contain DSA shared and
DSA specific attributes.

A DSE representing a portion of an entry (as a result of shadowing) contains some of the user and
operational attributes corresponding to the Directory entry, DSA specific attributes and may also contain
DSA shared attributes.

A subentry DSE representing, for example prescriptive ACI or collective attributes, contains the relevant
user and operational attributes corresponding to a Directory subentry (as depicted in DSE 3 in Figure 21).
The DSE may also contain DSA shared and DSA specific attributes.

A DSE representing no Directory entry information contains only DSA shared and/or DSA specific
attributes (as depicted in DSEs 1 and 4 in Figure 21). For example, a DSE representing a subordinate
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attribute to indicate that the DSE is a subordinate reference.

DTE 3 — The DSE is a conceptual entity which facilitates the specification and modelling of information componen
hsistent and convenient way. Although DSEs are said to "hold" or "store™ information, this is not intended to’ impo
ticular constraints or data structure on implementations.

Basic Elements

F is comprised of three basic elements: the DSE type, some number of DSA operatignal-attributes (the DSE t
f these) and optionally an entry or entry-copy.

DSA Operational Attributes

varieties of operational attribute occur in the DSA information model that ‘do not correspond to informat
fory entries. Those are DSA shared and DSA specific attributes.

A\ shared attribute is an operational attribute in the DSA information{model associated with a particular name
or values, if held by several DSAs, are identical (except duting periods of transient inconsistency). A DSA
shadow-copy of a DSA shared attribute.

A\ specific attribute is an operational attribute in the DSA information model associated with a particular name
or values, if held by several DSAs, need not be-identical. A DSA specific attribute represents operd

hation that is specific to the functioning of the DSAholding it. A DSA cannot hold a shadow-copy of a DSA s
te.

t a shadow-copy of information held by the.supplier but, rather, information produced by the supplier for the consumer
P consumer may then use and modify.

DSE Types

ype of a DSE, represented¢in;the DSA information model by the DSA specific operational attribute dse
tes the particular purpose~(or role) of a DSE. This purpose is indicated by the named bits of the single value
pe attribute. As a DSE;may serve several purposes, several named bits of the dseType attribute may be

te has been.set: For a DSE of type x, other named bits may or may not be set, as required. The alternate phrag

ent these purposesCAnumber of combinations of named bits that are likely to occur are specified in Annex Q.
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DTE — While a shadow-supplier DSA may provide a shadow-consumer DSA with a DSA specific attribute, this is conceptually
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hrase "a DSE aftype x" is used in the Directory Specifications to indicate that the named bit x of the DSE's dsgType

e "the

DSE type includes X" may also be used.
The syntactic specification of the dseType operational attribute may be expressed using the attribute notation as fo{lows:
dseType ATTRIBUYUTE ——=+

WITH SYNTAX DSEType

EQUALITY MATCHING RULE bitStringMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

D id-doa-dseType }

This DSA specific operational attribute is managed by the DSA itself.

The ASN.1 type that represents the syntax of the possible values of the dseType attribute is DSEType. Its definition is:

DSEType ::= BIT STRING {
root (0), =-- root DSE
glue (1), -- represents knowledge of a name only
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cp (2), -- context prefix

entry (3), -- object entry

alias (4), -- alias entry

subr (5), -- subordinate reference

nssr (6), -- non-specific subordinate reference

supr (7), -- superior reference

Xr (8), -- cross reference

admPoint (9), -- administrative point

subentry (10) , -- subentry

shadow (11) , -- shadow copy

immSupr (13), -- immediate superior reference

rhob (14) , -- rhob information

sa (15) , -- subordinate reference to alias entry

dsSubentry (16) , -- DSA Specific subentry

famtiyMember (7, —= family member

dikBridge (18)} -- DIT bridge reference
--wrfiteableCopy (19) writeable copy (currently not used)
The Vialues of DSEType are:

a) root: The root DSE contains DSA specific attributes, used by the DSA, that characterize that DSA\ as a
whole. The name corresponding to the root DSE is the degenerate name consisting of a sequence of zero
RDNSs.

NOTE - Information that characterizes a DSA that is to be made available.viasthe Directory abstract seryice is
contained in the DSA's entry. A DSA may, but need not, hold its own entry\or’a copy of its own entry.

b) glue: A glue DSE represents knowledge of a name only. A DSA holding a context prefix DSE or g cross
reference DSE may hold glue DSEs to represent the names of the_superiors of the context prefix or|cross
reference DSE if no other operational information (e.g., knowledge) is associated with those names{ This
is illustrated in Figure 22. A DSE of type glue shall not havé\any other DSEType bit set.

c) cp: The DSE representing the context prefix of a naming-context.

d) entry: A DSE that holds an object entry.

e) alias: A DSE that holds an alias entry.

f) subr: A DSE that holds a specific knowledge attribute to represent a subordinate reference.

g) nssr: A DSE that holds a non-spegific knowledge attribute to represent a non-specific suborflinate
reference.

h) supr: A DSE that holds a specifie’knowledge attribute to represent the DSAs superior references.

i) xr: A DSE that holds a specific knowledge attribute to represent a cross reference.

j) admPoint: A DSE cofresponding to an administrative point.

k) subentry: A DSE that holds a subentry.

) shadow: A DSE’ that holds a shadow-copy of an entry (or part of an entry) or other information
(e.g., knowledge) received from a shadow-supplier; this named bit is set by the shadow consumer.

m) immSupzr)A DSE that holds a specific knowledge attribute to represent an immediate superior refergnce.

n) rhob~A DSE that holds administrative point and subentry information received from a superior DSA in a
Relevant Hierarchical Operational Binding (i.e., in either a Hierarchical Operational Binding or a|Non-
specific Hierarchical Binding as described in clauses 24 and 25 of Rec. ITU-T X.518 | ISO/IEC 959%4-4).

0) sa: A qualifier of a subr DSE indicating that the subordinate naming context entry is an alias.

P)  dsSubentry: A DSE that holds a DSA Specific Subentry.

g) familyMember: A DSE that holds a family member.

r) ditBridge: A DSE that holds a DIT bridge reference.

The use of this operational attribute to represent aspects of the DSA information model is described in clause 23.

24 Representation of DSA Information

This clause treats the representation of DSA information. It describes the representation of DSA operational information
(knowledge), Directory user information and Directory operational information.
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24.1 Representation of Directory User and Operational Information

This clause specifies the representation of Directory user and Directory operational information in the DSA information

model.

24.1.1 Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes
associated with the Directory entry. The name of the DSE is the name of the object entry (i.e., the object's distinguished

name).

If the DSE holds a copy of the entry, the DSE type includes shadow.

24.1.2  Alias Entry

An alias entry is represented by a DSE of type alias which contains the attributes associated with the alias efitry

the RDN attributes and the aliased object name attribute). The name of the DSE is the name of the alias entry:

If the|DSE holds a copy of the alias entry, the DSE type includes shadow.

24.1.3 Administrative Point

administrative point. The name of the DSE is the name of the administrative point.

If the] DSE represents an entry, the DSE type includes entry. If the DSE holds a(copy of the administrative

information, the DSE type includes shadow.

24.14  Subentry

A sublentry is represented by a DSE of type subentry Which contains the operational and user information asso

with the subentry. The name of the DSE is the name of the subentry.

If the|DSE holds a copy of the subentry, the DSE type is subentry'and shadow.

24.1%  Family member

A family member (including the ancestor) is represented.by a DSE of type familyMember. The ancestor also is 0

type entry; it is the only family member that is permitted to have this DSE type.

24.2 Representation of Knowledge References

A knpwledge reference consists of a DSE0f an appropriate type which holds a correspondingly appropriate
operational attribute and which is identified by a name bearing a defined relationship to the naming context held

refergnced DSA.

An a:rministrative point is represented by a DSE of type admPoint which contains the attributes associated wi

(ie.,

h the

point

Ciated

DSE

DSA
by the

The name of this DSE shall be the primary distinguished name and may include alternative names and context information
if they are present in the contextprefix of the naming context held by the referenced DSA. In the case of a DSE that|holds
a shagow, the name of theeDSE may include a subset of the alternative names. In the case of a DSE that is not a coply, the

name|of the DSE shalliinclude all distinguished names.

24.2.1 Knewledge Attribute Types

DSA pperational attributes are defined in the DSA information model to express a DSA's:

NOTE — Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is preserjt.

knowledge of Hsown-accesspoint;
—  superior knowledge;
—  specific knowledge (its subordinate references);
— non-specific knowledge (its non-specific subordinate references);
—  knowledge of its supplier(s), optionally including the master, if it is a shadow consumer;
—  knowledge of its consumer(s) if it is a shadow supplier;
—  knowledge of secondary shadows, if it is a shadow supplier; and

—  knowledge of another DIT.

Object Identifier values are assigned in Annex F for these operational attributes.
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24.2.1.1 My Access Point

The myAccessPoint operational attribute type is used by a DSA to represent its own access point. It is a DSA specific
attribute. All DSAs shall hold this attribute in their root DSE. It is single-valued and managed by the DSA itself.

myAccessPoint ATTRIBUTE ::= ({
WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-myAccessPoint }

The ASN.1 type AccessPoint is defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1 specification is reproduced
here l[r theconvenience of the Teaer.

AccepsPoint ::= SET ({
aeltitle [0] Name,
adfiress [1] PresentationAddress,

prptocolInformation [2] SET SIZE (1..MAX) OF ProtocolInformation OPTIONAL,
- [6] Not to be used
}

How p DSA obtains the information held in myAccessPoint is not described in the Directory Specifications.
An atfribute of the myAccessPoint attribute type shall be held in a DSE of type root.

The ipformation held in myAccessPoint may be employed in the DOP when establishing or modifying an operational
binding.

24.2.1.2 Superior Knowledge

The superiorKnowledge operational attribute type is used by a non=first level DSA to represent its superior referg¢nces.
It is § DSA specific attribute. All non-first level DSAs shall hold this attribute in their root DSE. It is multi-valugd and
manafjed by the DSA itself.

superiorKnowledge ATTRIBUTE ::= {
WIH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
NO| USER MODIFICATION TRUE
USAGE dSAOperation
iD id-doa-superiorKnowledge }

A D$A may acquire the information held in superiorKnowledge by means not described in the Dirgctory
Specifications. It might also construgtsit from its immediate superior references, e.g., from its immediate superior
referdnce whose context prefix has-the' least number of RDNs in its name.

The superiorKnowledge afttripute type is held in a DSE of type root.

The information held in superiorKnowledge may be employed by a DSA when constructing a continuation refdrence
returrjed in a DAP or BSPreferral or when performing chaining.

24.2.1.3 Specific Knowledge

Specific knowledge consists of the access points for the master DSA of a haming context and/or shadow DSAs fqr that
namirng centext. It is specific because the context prefix of the naming context is known and associated with the gccess
point [information. Specific knowledge is represented by the specificKnowledge oOperational attribute type. |t is a
DSA shared attribute, 1s single-valued, and managed by the DSA itself.

specificKnowledge ATTRIBUTE ::= {
WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE distributedOperation
ID id-doa-specificKnowledge }

The ASN.1 type MasterAndShadowAccessPoints is defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1
specification is reproduced here for the convenience of the reader.

MasterAndShadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccessPoint
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MasterOrShadowAccessPoint ::= SET {
COMPONENTS OF AccessPoint,
category [3] ENUMERATED {
master (0),
shadow (1) } DEFAULT master,
chainingRequired [5] BOOLEAN DEFAULT FALSE,

}

A DSA may acquire the information held in specificKnowledge by means not described in the Directory
Specifications. In the case of a cross reference (DSE of type xr), it might also construct it from information received in
the crossReference component of ChainingResults of a DSP reply. In the case of a subordinate reference (DSE of
type subr), it might construct it from information received in the DOP when establishing or modifying a HOB.

The gpecificKnowledge attribuie type is neld in a DSE Of Type subr, immSupr, OF xr. 1L 1S USed by a DSATO rep
suborginate, immediate superior and cross references.

The i

returrled in a DAP or DSP referral (or when performing chaining) and when constructing Shadowed DSA Specific B

(SDS

24.2.1.4 Non-Specific Knowledge

Non-

DSA{ for the same one or more haming contexts. It is non-specific because the context-prefixes of the naming cont
is (arg) not known. The immediate superior of the naming context(s) is known, however;and the access point infor

is asspciated with its name. Non-specific knowledge is represented by the nonSpecificKnowledge operational at
type. It is a DSA shared attribute, is multi-valued and managed by the DSA itself.
nonSpecificKnowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints

EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch

NO| USER MODIFICATION TRUE

USAGE distributedOperation

iD id-doa-nonSpecificKnowledge }

The MasterAndShadowAccessPoints Vvalue consists‘of an access point for a master DSA holding one or

subor|
conte

A DSA may acquire the information held.Nin-nonSpecificKnowledge by means not described in the Dir

Speci
infor

The monSpecificKnowledge attribute type is held in a DSE of type nssr. It is used to represent non-sg
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24.2.1.5 Supplier*Knowledge
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for itg supplier(s) of a copy (or copies) of a replicated area. Optionally, if the supplier is not the master of the n
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nformation held in specificKnowledge may be employed by a DSA when constructing a continuation refe

ES) of type subr, immSupr, Or xr provided in the DISP.

pecific knowledge consists of the access points for the master DSA of one or more naming contexts and/or sH

Hinate naming contexts, and zero or more access points of DSAs holding shadows of some or all of these na
KtS.

Fications. In the case of a non-specific-subordinate reference (DSE of type nssr), it might also construct if
hation received in the DOP when establishing or modifying a NHOB.

Hinate references.

led in the DISP:

Lipplier knowledge of a shadow consumer DSA consists of the access point(s) and shadowing agreement identi

Fesent
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jhformation held in nonSpecificKnowledge may be employed by a DSA when constructing a continfiation
referdnce returned in a, DAP or DSP referral (or when performing chaining) and when constructing SDSEs of type

nssr

ier(s)
ming

Kt from which a replicated area is derived, the access point of the master may be included in supplier know

edge.

Supplier knowledge is represented by the supplierKnowledge operational attribute type. It is DSA specific, multi-
valued and managed by the DSA itself.

The ASN.1 syntax for a value of supplierKnowledge iS SupplierInformation. A value of this attribute is composed
of a shadow supplier DSA's access point and the agreement 1D of the shadowing agreement between the supplier DSA
and the consumer DSA holding the DSA specific attribute (expressed as a value of the type SupplierOrConsumer),
an indication of whether the supplier of the replicated area is or is not the master of the naming context from which it is
derived, and, if not, optionally, the access point of the master DSA.

SupplierOrConsumer ::= SET {
COMPONENTS OF AccessPoint, -- supplier or consumer
agreementID [3] OperationalBindingID,
}
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SupplierInformation ::= SET ({
COMPONENTS OF SupplierOrConsumer, -- supplier
supplier-is-master [4] BOOLEAN DEFAULT TRUE,

non-supplying-master [5] AccessPoint OPTIONAL,
o}

supplierKnowledge ATTRIBUTE ::= {
WITH SYNTAX SupplierInformation
EQUALITY MATCHING RULE supplierOrConsumerInformationMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation
ID id-doa-supplierKnowledge }
A D$ irformatio : d : B

Specifications. A shadow consumer DSA might also mation received in the DOP when establ
or madifying a shadowing agreement.

The gupplierKnowledge attribute type is held in a DSE of type cp. It is used to represent one on more su
refergnces. All shadow consumer DSAs shall hold a value of this attribute for each shadowing agreement they eng
as a cpnsumer.

The ipformation held in supplierKnowledge may be employed by a DSA when constructing a continuation refg

pplier
ge in

rence

returrled in a DAP or DSP referral. The agreementID component (its type, OperationalBindingID, is defified in

28.2) [of supplierKnowledge is required in the operations of the DOP for managing-a-shadowing agreement and
the DJSP operations.

24.2.1.6 Consumer Knowledge

The cpnsumer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing agreement identi
for the consumer(s) of a copy (or copies) of a naming context provided te'them by the supplier. Consumer knowle
repregented by the consumerknowledge operational attribute type, I1tis DSA specific, multi-valued and managed
DSA jtself.

The ASN.1 syntax for a value of consumerKnowledge iS ‘€onsumerInformation (Which has the same syn
SuppllierOrConsumer, but refers to a consumer access peint).

ConspimerInformation ::= SupplierOrConsumer -- consumer
conspmerKnowledge ATTRIBUTE ::= ({
WIH SYNTAX ConsumerInformation

EQPALITY MATCHING RULE supplierOrConsumerInformationMatch
NO| USER MODIFICATION TRUE

USAGE dSAOperation

D idrdoa-consumerKnowledge }

A D$A may acquire the information held in consumerKnowledge by means not described in the Dir
Specifications. A shadow supplier DSA might also construct it from information received in the DOP when establ
or madifying shadowing‘agreements.

The qonsumerKnowledge attribute type is held in a DSE of type cp. It is used to represent one or more con
referdnces. All shadow supplier DSAs shall hold a value of this attribute for each shadowing agreement they eng
as a spipplier.

The agréementID component of consumerKnowledge is required in the operations of the DOP for manag

in all

ier(s)
ge is
Dy the

ax as

pctory
shing

umer
ge in

ing a

shadgwing agreement and in all the DISP operations.

24.2.1.7 Secondary Shadow Knowledge

Secondary shadow knowledge consists of information a supplier DSA (e.g., a master DSA) may choose to ma

intain

regarding consumer DSAs that are engaged in secondary shadowing from its perspective. Secondary shadow knowledge

is represented by the secondaryShadows operational attribute type. It is DSA specific, multiple-valued and ma
by the DSA itself. The ASN.1 syntax for a value of secondaryShadows iS SupplierAndConsumers. It consists
access point of a shadow supplier and a list of its direct consumers.

SupplierAndConsumers ::= SET ({
COMPONENTS OF AccessPoint, -- supplier
consumers [3] SET OF AccessPoint,

}
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secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
D id-doa-secondaryShadows }

The consumers component of SuppliersAndConsumers contains only access points of DSAs that hold commonly
usable copies of a replicated area.

A supplier DSA may obtain the information required to construct values of this attribute from a consumer DSA by
following the procedure described in 23.1.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4,

The secondaryShadows attribute type is held in a DSE of type cp.

Suppdrt for secondary shadow knowledge is optional.

24.2.1.8 DIT Bridge Knowledge

A master DSA of a naming context in another DIT is represented by a ditBridgeKnowledge, Which consistp of a
domajn identifier and its access point. The dITBridgeKnowledge oOperational attribute containg the
DITBridgeKnowledge Of all known such DSAs. It is a multi-valued, DSA shared attribute and-is_managed by thg DSA
administrator. This attribute is held in a DSE of type root, which additionally gets the DSE type ditBridge for DIT
bridge reference.

ditBfridgeKnowledge ATTRIBUTE ::= {
WI'H SYNTAX DitBridgeKnowledge
EQPALITY MATCHING RULE directoryStringFirstComponentMatch
NO| USER MODIFICATION TRUE
USAGE dSAOperation
iD id-doa-ditBridgeKnowledge }

The ASN.1 type DitBridgeKnowledge is defined in Rec. ITU-T, X.,518 | ISO/IEC 9594-4. Its ASN.1 specification is
reprofluced here for the convenience of the reader.

DitBfidgeKnowledge ::= SEQUENCE {
domainLocallD UnboundedDirectoryString OPTIONAL,
acftessPoints MasterAndShadowAccessPoints,

}

The ipformation held in ditBridgeKnowledge:will be employed by the DSA when performing a Search opefation
involying related entries.

24.2.1.9 Matching Rules

Four pquality matching rules for the_preceding knowledge attributes are specified below. They apply to attribute with
syntaxes of types AccessPoint, MasterAndShadowAccessPoints, SupplierInformalion,
ConsfimerInformation and‘\SuppliersAndConsumers.

24.2.1.9.1 Access Point Match

The Access Point Match rule is specified as:

accepsPointMatch MATCHING-RULE ::= {
SYNTAX (“Name
ID id-kmr-accessPointMatch }
The accesspPointMateh matchingTuteapplies toattribute vatues of type accessPoint . A vatue of theassertiomsyntax

is derived from a value of the attribute syntax by using the value of the [0] context specific tag (Name) component. Two
values are considered to match for equality if the Name component of each match using the matching procedure for
DistinguishedName Vvalues.

24.2.1.9.2 Master And Shadow Access Points Match

The Master and Shadow Access Point Match equality matching rule is specified as:

masterAndShadowAccessPointsMatch MATCHING-RULE ::= {
SYNTAX SET OF Name
ID id-kmr-masterShadowMatch }
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The  masterAndShadowAccessPointsMatch  matching rule  applies to  attributes of  type
MasterAndShadowAccessPoints. A value of the assertion syntax is derived from a value of the attribute syntax by
removing the category and address components of each SET in the SET OF MasterOrShadowAccessPoints. TWO
such values are considered to match for equality if both values have the same number of SET oF elements, and, after
ordering the sET OF elements of each in any convenient fashion, the ae-title component of each pair of SET OF
elements matches using the matching procedure for distinguishedNameMatch.

24.2.1.9.3 Supplier or Consumer Information Match

The Supplier or Consumer Information Match rule is specified as:

supplierOrConsumerInformationMatch MATCHING-RULE ::= {
SYNTAX SET {
e—title [G] Name-;
Egreement-identifier [2] INTEGER}
D id-kmr-supplierConsumerMatch }

The | supplierOrConsumerInformationMatch matching rule applies to attribute values” of | type
SuppllierInformation O ConsumerInformation (and other attributes having valuescompatible | with
SuppllierInformation Of ConsumerInformation). A value of the assertion syntax is derived-from a value pf the
attribyite syntax by selecting the SET components with tags that match the seT components of the assertion syntax| Two
such yalues are considered to match for equality if the ae-title component of each (after rémoving the explicit [¢] tag
information) matches using the matching procedure for bistinguishedName values andthe identifier comgonent
contalned in the agreement component of each (after removing the explicit [2] and SEQUENCE tag information) matches
using|the matching procedure for INTEGER values.

24.2.1.9.4 Suppliers and Consumers Match

The Jupplier and Consumers Match rule is specified as:

suppllierAndConsumersMatch MATCHING-RULE ::= {
SYNTAX Name
D id-kmr-supplierConsumersMatch }

The $upplier and Consumers Match rule applies to attribute values of type SupplierAndConsumers (and|other
attribyites having values compatible with supplierAndConsumers). Two such values are considered to mat¢h for
equallty if the ae-title component of each (after removing the explicit [0] tag information) matches using the mafching
procefure for DistinguishedName values.

24.2.2  Knowledge Reference Types

This gubclause specifies the representation of knowledge in the DSA information model.

24.2.2.1 Self Reference

A self reference represents a(DSA's knowledge of its own access point. It is represented by a value of the attfibute
myAcfessPoint held in theZDSA's root DSE, a DSE of type root.

24.2.2.2 Superior Réference

A superior referenceis represented by a DSE of type supr and root which contains a superiorKnowledge attifibute.
Since[a superiorKnowledge attribute value may contain access points of several DSAs, it may therefore repfesent
several supérior references.

24.2.2.3 Ammediate Superior Reference

An immediate superior reference is represented by a DSE of type immSupr which contains a specificKnowledge
attribute. The name of the DSE holding the attribute corresponds to the context prefix of the naming context held by the
referenced superior DSA.

Since a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several immediate superior references, at most one of category master and zero or more of category shadow.

If the DSE holding the immediate superior reference is received from a shadow supplier, the DSE type includes shadow.
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24.2.2.4 Subordinate Reference

A subordinate reference is represented by a DSE of type subr which contains a specificKnowledge attribute. The
name of the DSE holding the attribute corresponds to the context prefix of the relevant naming context held by the
referenced subordinate DSA.

Since a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several subordinate references, at most one of category master and zero or more of category shadow.

If the DSE holding the subordinate reference is shadowed information, received from a shadow supplier, the DSE type
includes shadow.

The DSE may also include immsupr in a DSA holding two naming contexts, one superior to the other, which are separated
by a third single-entry naming context held in another DSA. An example of this situation is depicted in Annex P.

24.2.2.5 Non-Specific Subordinate Reference

A non-specific subordinate reference is represented by a DSE of type nssr (and entry normally) whichcontgins a
nonSpecificKnowledge attribute. The name of the DSE holding the attribute corresponds to the hame formgd by
elimimating the final RDN of the context prefixes of the naming context held by the referenced subgrdinate DSAs.

Sincela nonSpecificKnowledge attribute value may contain access points of several DSAs, itmay therefore repfesent
several non-specific subordinate references, at most one of category master and zero or more of category shadow| Each
nonSpecificKnowledge attribute value represents a related set of non-specific subordinate references — the DYAs of
categpry shadow hold one or more replicated areas derived from the naming context(s) held by the DSA of category
master.

If the|[DSE holding the non-specific subordinate reference is shadowed information, received from a shadow-suppli¢r, the
DSE type includes shadow.

The DSE includes shadow in the situation of a shadow DSA when the.DSE corresponds to an entry for which the master
DSA |has non-specific subordinate knowledge and for which only the'nonsSpecificKnowledge attribute for thg non-
specific subordinate reference is shadowed.

The DSE includes cp and shadow in the situation of a shadow-DSA whose replicated area does not include the context
prefiy entry and the master DSA for the naming context has-non-specific subordinate knowledge for the context prgfix.

The DSE includes admPoint and shadow in the-situation of a shadow DSA when the DSE corresponds [to an
admi:[istrative point, the entry information for the“administrative point is not shadowed, and the master DSA fpr the
naming context has non-specific subordinate knowledge for the administrative point.

Wher| the administrative point coincides with a context prefix in the preceding two cases, the DSE may irfclude
admPpint, cp and shadow.

24.2.2.6 Cross Reference

A crops reference is representéd by a DSE of type xr which contains a specificKnowledge attribute. The name jof the
DSE holding the attribute_catresponds to the context prefix of the naming context held by the referenced DSA.

Since|a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several cross references, at most one of category master and zero or more of category shadow.

24.2.2.7 Supplier Reference

A sugplierreference is represented by a DSE of type cp which contains a supplierKnowledge attribute. The name of
the DBE-holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a supplierKnowledge attribute may have several values, it may represent several supplier references. Each
attribute value represents one supplier reference.

24.2.2.8 Consumer Reference

A consumer reference is represented by a DSE of type cp which contains a consumerKnowledge attribute. The name
of the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a consumerKnowledge attribute may have several values, it may represent several consumer references. Each
attribute value represents one consumer reference.
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Representation of Names and Naming Contexts

24.3.1 Names and Glue DSEs

As described in 23.3, the minimum information that a DSA may associate with a name is the purpose for which it holds
the name, represented by a DSE holding a value of the attribute dseType. When a DSE contains only such a minimal
information, its DSE type shall be glue. In this case, the DSE shall not hold an entry or subentry (or a shadow-copy of
an entry or subentry) or a DSA shared attribute.

Glue DSEs arise in the DSA information model to represent names that are known by a DSA as a consequence of holding
information associated with other names. For example, consider the cross reference depicted in Figure 22. The DSA
holding this cross reference also "knows" (in the sense described in 23.3) the names that are superior to the context prefix
name associated with the cross reference. When no other information is associated with such superior names, they are
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ning context consists of a context prefix, a subtree of zero or more entries subordinate to the contextyprefix (th

e root

subtree), and, if there are naming contexts subordinate to it, subordinate and/or non-specific subardihate refefences

ent to constitute full subordinate knowledge.

text prefix is represented by a DSE of type cp. If the context prefix corresponds to an entry;’the DSE type ing

ludes

entry. If it corresponds to an alias, the DSE type includes alias. If the context prefix cortesponds to an adminisgrative
point)the DSE type includes admPoint.
The gubtree of entries and subentries subordinate to the context prefix is represeqted by DSEs as described in 24.1.1
to 24[1.5.
The representation of the subordinate knowledge of the naming context is reptesented by DSEs as described in 24.p.2.
A repllicated area (a shadow-copy of all or part of a naming context).is\tepresented as above except that the DSH type
includes shadow in each DSE for which user or operational attributes-are received from the shadow supplier. In th¢ case
of inqgomplete replicated areas, DSEs of type glue may occur to.represent a bridge between the separate pieces pf the
shadgwed information. No user or operational attributes are associated with these (or any) glue DSEs.
24.3.3 Example
Figurg 22 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context) orfto the
inforrpation tree of a DSA. In addition to the naming‘eontext information itself, the DSA's root DSE containing its superior
referdnce (this is not the DSA information treecfor a first level DSA), a glue DSE and a DSE representing a refgrence
(eithey a cross reference or an immediate superior reference) to an immediately superior naming context are also degicted.
@) Root + supr
O E:l Glue
O Xr (or immSupr)
B | cp+entry
Enty | B3 | |B3pzA| Entry +nssr
\ Bl
Other Entry  Alias  Subr
subordinates
Knowledge attribute
Bl Object entry By Object/alias entry
A Aliasentry I:I DSE X.501(12)_F22
DIT subtree corresponding DSA information tree
to a Naming Context for the Naming Context
Figure 22 — DSEs for a Naming Context
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SECTION 11 — DSA OPERATIONAL FRAMEWORK

25 Overview

25.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

25.1.1  cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding instance
has been established and has not been terminated.

25.1.2  directory operational framework: Provides the framework from which specific operational models concerned
with garticular aspects (e.g., shadowing or creating a naming context) of the operation of the components of the Dirg¢ctory
(DSAs) may be derived by application of the framework. It factors out common elements which are present |in all
interactions between Directory components.

25.1.3 non-cooperative state: With respect to a second DSA, the state of a DSA prior to the establishment or affer the
termipation of an operational binding instance.

25.1.4 operational binding: A mutual understanding between two DSAs that, once established, expressey their
"agregment” subsequently to engage in some sort of interaction.

25.1.% operational binding establishment: The process of establishing an operational, binding instance.
25.1.6  operational binding instance: An operational binding of a specific type‘etween two DSAS.

25.1.1 operational binding management: The process of establishing, termihating or modifying an instance|of an
operafional binding. This management may be achieved via information exchianges defined by Directory Specificgtions,
via eXchanges defined in other Specifications, or by other means.

25.1.8 operational binding modification: The process of modifying an operational binding instance.
25.1.9 operational binding termination: The process of terminating an operational binding instance.

25.1.10 operational binding type: A particular type of operational binding specified for some distinct purposg, that
exprepses the "agreement" of two DSAs to engage in specific types of interaction (e.g., shadowing).

25.2 Introduction

This Pirectory Specification defines application protocol information exchanges and associated DSA procedures that
defing the distributed operation of the Directory. Clauses 25 through 28 define a DSA operational framework yhich
mode|s certain common elements in these information exchanges and procedures.

Two DSAs interact in a cooperative,manner because, in addition to their technical capacity to exchange informatign and
perfofm procedures associated-with these exchanges, each has been configured to accept certain interactions with the
other

Thesq clauses are coneetned with the expression of a common framework for the specification of the structure pf the
elemgnts of the coopgration between two DSAs.

One qgbjective of this framework is that it be sufficiently general to account for all of the forms of DSA cooperation that
are defined_and*will be defined in the future. The framework is used within these Directory Specifications to ¢lefine
shadgwing and hierarchical operational binding types.

26 Operational bindings

26.1 General

This clause is concerned with the definition of a general framework, the DSA operational framework, within which the
specification of the nature of the cooperative interactions of components of the Directory (DSAs) may be structured in
order to achieve a commonly agreed objective.

The general framework factors out common features which characterize all interactions between DSAs. By applying the
DSA operational framework to specific aspects of cooperative interaction between DSAS, the resulting specifications will
be both concise and consistent so that the overall number of mechanisms a DSA shall support will be reduced.
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The mutual understanding between two DSAs that, once established, expresses their "agreement™ subsequently to engage
in some sort of interaction is termed an operational binding. Two DSAs may share as many operational binding instances
of a specific type as are required.

The DSA operational framework provides a common approach to the definition of an operational binding type. An
operational binding type is a particular type of operational binding specified for some distinct purpose, that expresses the
"agreement" of two DSAS to engage in specific types of interaction (e.g., shadowing). This interaction allows operations
from a well-defined set to be invoked by one or the other party to the agreement.

Two particular DSAs that have reached such an "agreement” share an operational binding instance of a specific
operational binding type. They are said to be in the cooperative state of that instance of an operational binding type.

Prior to the establishment or after the termination of an operational binding instance, two DSAs are said to be in the non-
cooperative state.

Operational binding management is the process of establishing, terminating or modifying an instance of an operational
bindipg. This management may be achieved via information exchanges defined by these Directory Specificatior]s, via
exchanges defined in other Specifications, or by other means.

Thesq general concepts are depicted in Figure 23.

X501(12)_F23

Agreement Y @ % Operations
C] Operational binding — Initiation

Figure 23'="An operational binding

26.2 Application of the operational. framework

The application of the DSA operational-framework to define an operational binding type is concerned with the follpwing
basic elements:

a) two DSAs;
b) an "agreement™of the service that one DSA will provide to another DSA,;

c) aset of.one-Or more operations, together with the accompanying procedures a DSA shall follow, thfough
which the service can be realized;

d) aspecification of the DSA interactions needed to manage the agreement.

of th¢se-basic elements that are involved to represent the abstract agreement in technical terms. It represenfs the

The relationship of these basic elements is expressed by an operational binding. An operational binding comprises r[e set
envirgnment, governed by an "agreement", in which one DSA provides a defined service to the other (and vice verga).

26.21  Two DSAs

The DSA operational framework provides a structure within which the interaction of one DSA with another and the
procedures they consequently execute may be specified.

The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operational binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to follow
the same set of procedures. This is termed a symmetric operational binding.

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This is
termed an asymmetric operational binding.
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26.2.2  The agreement

An "agreement” is a mutual understanding reached between the administrative authorities of two DSAS about a service
that shall be provided by one DSA to the other (and/or vice versa). The "agreement™ is initially negotiated by the
administrative authorities of the DSAs by means outside of the scope of these Directory Specifications.

Parameters of this "agreement" can be formalized by the recording in a DSA of an ASN.1 data type for use in a protocol
exchange in the management of the operational binding. In this way, both DSAs reach a mutual understanding of the
service that each is providing to the other.

26.2.3  Operations

Operations are the basic medium that DSASs use to interact. A pair of DSAs will pass on one or more operations between
themselves, in order to provide the agreed-to service.

Whilgt a DSA may be technically capable of supporting a large number of operations, it may only be willing to.cooperate
with another DSA in the processing of a small number of these operations, or in the processing of operatians ithaf only
have particular values set for certain parameters.

The definition of an operational binding type requires the enumeration of the operations that can belexchanged. It also
allowp restrictions to be placed on the values of parameters defined within the operations.

26.2.4 Management of the agreement

The framework provides generic operations for managing an instance of an operational binding. These operations prjovide
for thg establishment, modification and termination of an operational binding.

The application of the framework to the specification of a particular operational binding type requires the initiator of each
of th¢ three management operations to be specified and also requires the ‘procedures to be defined for each of
establishment, modification and termination. Whenever a management operation is applied to an operational bind|ng of
the sgecified type, the DSA shall follow the corresponding procedure.

26.3 States of cooperation

The deneric operational model defines two states of cooperation, as governed by an instance of a particular operational
binding type, between two DSAS as seen by one DSA with-Fespect to the other DSA and three transitions between|these
states| Each identified instance of an operational binding type shared by two DSAs has its own states of cooperatiofy. The
states|of cooperation are:

a) Non-cooperative state: A partictlar identified instance of an operational binding type has not| been
established or has been terminated between the two DSAs. The interaction between the two DSAs|(with
respect to the identified instance of an operational binding type) is not defined. A DSA contacted by
another with whom it is in @ non-cooperative state may, for example, refuse to engage in any intergction
at all, or it may be prepared to service the request.

b) Cooperative state:\There is an instance of an operational binding of the type in question between the two
DSAs. Their caoperative behaviour is governed by the definition of the operational binding type and its
specific parameters and associated procedures.

The tfansitions betweeh these two states of cooperation may be invoked in two ways: by standardized protocol interaftions
or by [other means.

The ipteractions\between two DSAs to manage an instance of an operational binding (e.g., to establish and termipate a
shadgwing agreement) are distinct from their potential interactions as governed by the binding (e.g., the interact|on to
updat a.Unit of replication).

The statetransitions are as fottows:

a) The establishment transition creates an instance of an operational binding of a particular type between two
DSAs, resulting in the movement from the non-cooperative to the cooperative state.

b) The termination transition destroys a particular instance of an operational binding of a particular type
between two DSAs, resulting in the movement from the cooperative to the non-cooperative state.

¢) The modification transition modifies the parameters of a particular instance of an operational binding
between two DSAS, resulting in the movement from the cooperative state to the cooperative state.
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These generic states and transitions are illustrated in Figure 24.

Non-cooperative

state ‘\
Establishment Termination
Cooperative J

state

27

27.1

Wher
shall

Operational binding specification and management

Operational binding type specification

applying the framework to define a specific type of operational binding, the\following characteristics of th
De specified:

a)

b)

c)

d)

€)

Modification

X.501(12)_F24

Figure 24 — States of cooperation

Symmetry
A specification of the respective roles of the DSAs that.are party to the operational binding.

Operational bindings may be symmetric, in which case the role of one DSA is interchangeable wi['h the

other and both DSAs exhibit the same external interactions. They may also be asymmetric, in whic
each DSA plays a distinct role and both DSAs exhibit different external interactions. In this latter cag
Directory operational framework distinguishes.the two abstract roles as "/ROLE-A" and "ROLE-B",

Each of the abstract roles "ROLE-A" and™ROLE-B" have to be associated with a concrete rolé
defined semantics (e.g., "ROLE-A" ag'shadow supplier, "ROLE-B" as shadow consumer).

Agreement

b type

case
e, the

with

A definition of the semantics™and representation of the components of the "agreement". This information

parameterizes the specific instance of an operational binding between two DSAs.
Initiator

A definition which jof the two abstract roles "ROLE-A" and "ROLE-B" is allowed to initia
establishment, modification or termination of an operational binding of this type.

Management procedures

A set of procedures that a DSA shall follow when the operational binding of this type is establ
modified or terminated.

Type identification

This identifies the type of DSA interaction that is determined by the operational binding. These iden
are object identifier values.

e the

shed,

ifiers

A L 2 + %+, - Al <l
APPTITILATTUTTECUTTICALS " UPTT AU dimfu PgTuttutn©s

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed

during the cooperative phase of the operational binding.
For each operation referenced by the operational binding type, a description of the procedures

to be

followed by a DSA if the operation is invoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations
provided in this clause, the binding type shall be specified using the three information object classes
OPERATIONAL-BINDING, OP-BINDING-COOP and oP-BIND-ROLE defined in this clause.
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27.2 Operational binding management

In general, the management of an operational binding requires initially the establishment of an operational binding
instance. This may optionally be followed by one or more modifications to some or all of the parameters of the initial
agreement, and finally may involve the termination of the operational binding instance. The precise details of how an
instance may be managed are defined during the definition of the operational binding type. This type definition requires
the specification of:

a) the initiator of each of the management operations (this can be either, both, or neither of the two DSAS);

b) the parameters for each of the management operations; and

c) the procedures that each DSA shall follow for each of the management operations.
During the establishment of an operational binding instance, an operational binding instance identifier (binding id) is
creatdd. This identitier, when combined wi € distinguished names of he two S involved In the operational
ing, will form a unique identifier for the binding instance. All management operations subsequent to the establis

of theloperational binding instance will use the binding id to identify which operational binding instance is being ‘moflified
or terminated.

The initiator of the establish operation always transfers the parameters of the "agreement™ to the secondDSA. In addition,
the injtiator may also transfer some establishment parameters which are specific to its role in the‘operational binding. If
the responding DSA is willing to enter into the operational binding, it may return in the result establishment parameters
whichy are specific to its role. If the responding DSA is unwilling to enter into the operatignal-binding, it shall retyrn an
error,Jwhich may optionally contain an agreement with a revised set of parameters. This'isvdepicted in Figure 25|in the
case Where Role A and in Figure 26 in the case where Role B is the initiator of the establish operation.

Result (pa_, B

Establish (a, pg _,a)

Error (a") X.501(12)_F25

a Agreement
b Establishment parameter

Figure 25 —DSA with Role A initiating establishment

Result (pg_, 2

Establish (a, pa_, g)

Error (a) X501(12)_F26

a_Adgreement
b Establishment parameter

Figure 26 — DSA with Role B initiating establishment

27.3 Operational binding specification templates

For the definition of a specific type of operational binding, the following three ASN.1 information object classes may be
used as templates. They allow those parts of the operational binding type that can be formalized to be specified by the use
of ASN.1. Other aspects of the operational binding type, such as the procedures a DSA has to follow when an operational
binding is established or terminated, have to be specified by some other means (this can be done in a manner similar to
the informal description of the DSA procedures during the name resolution process described in Rec. ITU-T X.518 |
ISO/IEC 9594-4).
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27.3.1  Operational binding information object class

OPERATIONAL-BINDING ::= CLASS {
&Agreement ,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[SYMMETRIC &both]
[ASYMMETRIC
ROLE-A &roleA|
[ROLE-B &roleB]]
ID &id }
The JPERATIONAL-BINDING information object class serves as a specification template for an operational binding type.
A varjable notation is defined for this class to simplify its use as a template. The correspondence between the defihition
of an pperational binding type and the fields of the variable notation is as follows:
a) The ASN.1 type of the agreement parameter that is used for this type of ,epéerational binding if that

27.3.2

OP-B
&a;
&0
WITH

[a

Thed
ofan
is me

to sinplify its uSe as a template. The correspondence between the definition of an operational binding type and the

of thel

referenced by the AGREEMENT field.
b) The application contexts and the operations of these application-contexts that are employed with

n the

cooperation phase of an operational binding instance of the defined type are those enumerated foll

information object class.

OP-BIND-ROLE that is valid for both roles of{the operational binding. In the case of an asym
operational binding, the term AsyMMETRIC S followed by two information objects of class op-§
ROLE, one referenced by the subfield ROLE<A and the other by ROLE-B.

d) The object identifier value that serves tg identify this type of operational binding is defined by the 1D

Operational binding cooperation information object class

TNDING-COOP ::= CLASS ({
bplContext APPLICATION-CONTEXT,
berations OPERATION OPTIONAL }
SYNTAX {

&applContext
PPLIES TO &Operations] }

P-BINDING-COOR'ififormation object class serves as a specification template for the identification of the oper
pmed application‘context, some aspect of which is determined by the operational binding. An instance of this
aningful onlyywithin the context of a particular operational binding type. A variable notation is defined for this
variablenotation is as follows:

a) ' The applcontext field identifies an application context, some or all of whose operations are in som

wing

the APPLICATION-CONTEXTS field. All operations of a listed application-context are selected unless the
optional appLIES TO field is present and followed by a list of references to operations that are se|ected
from the application context. This list is an object class set\composed of instances of the OPERATION

¢) The class of the operational binding is defined by the . sYMMETRIC or ASYMMETRIC fields. In the cage of a
symmetric operational binding, the term symMETRIC"is followed by a single information object ofl class

etric
IND-

field.

htions
class
class
fields

b way

determined by an operational binding

140

b) The appLIES TO field, if present, identifies the particular operations to which the operational bi
applies. If the field is absent, the operational binding applies to all the operations of the application-co

nding
ntext.
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27.3.3  Operational binding role information object class

OP-BIND-ROLE ::= CLASS {
&establish BOOLEAN DEFAULT FALSE,
&EstablishParam,
&modify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }

WITH SYNTAX {
[ESTABLISHMENT-INITIATOR &establish]
ESTABLISHMENT-PARAMETER &EstablishParam
[MODIFICATION-INITIATOR &modify]
[MODIFICATION-PARAMETER &ModifyParam]
[T &terminate]
[TERMINATION-PARAMETER &TerminateParam] }

The qpr-BIND-ROLE information object class serves as a specification template for roles of an operational binding type.
An inptance of this class is meaningful only within the context of a particular operational binding type. A%variable ngtation
is defined for this class to simplify its use as a template. The correspondence between the definitionof an operational
bindig role and the fields of the variable notation is as follows:

a) The ESTABLISHMENT-INITIATOR field indicates whether the DSA assumingthe defined role may initiate
the establishment of an operational binding of a particular type.

b) The ESTABLISHMENT-PARAMETER field defines the ASN.1 type for the parameters exchanged by g DSA
assuming the defined role when an instance of the operational binding-type is established. If no parameters
are to be exchanged, then the NULL ASN.1 type shall be specified.

€) The MODIFICATION-INITIATOR field indicates whether thedDSA assuming the defined role may ifitiate
the modification of an operational binding of a particular type:

d) The MODIFICATION-PARAMETER field definesthe ASN:1 type exchanged by a DSA assuming the d¢fined
role when an instance of the operational binding typeis'modified.

e) The TERMINATION-INITIATOR field indicateswhether the DSA assuming the defined role may terminate
the establishment of an operational binding ofia particular type.

f) The TERMINATION-PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the d¢fined
role when an instance of the operational binding type is terminated.

Thesq Directory Specifications define three Opérational Binding information objects as expressed by the follpwing
inforration object set.

OpBihdingSet OPERATIONAL-BINDING. ::= ({
shadowOperationalBinding |
hiErarchicalOperationalBinding |
nohSpecificHierarchicalQperationalBinding }

Additional operational binding types may be defined in the future.

28 Operatigns for operational binding management

This ¢lause defines a set of operations that can be used to establish, modify and terminate operational bindings of various
types| Theseoperations are generic in the way that they can be used to manage operational bindings of any typd. The
specification of these operations makes use of the definitions provided for a certain type of operational bindipg by

NOTE — By using this facility, arbitrary types of operational bindings may be managed. These operations (together with the
associated application-context) provide a means of extensibility concerning DSA interactions. New types of operational bindings
may be defined in the future which extend the functionality that is provided between DSAs.

28.1 Application-context definition

The set of operations for managing operational binding instances can be used for the definition of an application-context
in the following two ways:

a) An application-context may be constructed containing only the operations for operational binding
management. An application-context for generic operational binding management is defined in Rec. ITU-
T X.519 | ISO/IEC 9594-5.
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The operations that may be exchanged during the cooperative phase of the operational binding for
or more separate application-contexts.

m one

b) The set of operations can be imported into the module used to define a specific application-context. The
operational binding management operations can then be used together with the operations of the

cooperative phase within a single application-context.
NOTE — The first approach is useful in the case where a specialized component of a DSA wants to use an association sol

ely for

managing the set of operational bindings of that DSA, and it is not prepared to accept any of the operations defined for the co-

operative phase (e.g., Update Shadow).

28.2 Establish Operational Binding operation

28.2.1  Establish Operational Binding syntax

The Hstablish Operational Binding operation allows establishment of an operational binding instance of a predefine
betwgen two DSAs. This is achieved through the transfer of the establishment parameters and the terms of-agre

li type
bment

which) were defined in the definition of the operational binding type. The arguments of the operation may be digned
(see 17.3) by the requestor. If the target component of the SecurityParameters (see 7.10 of ReC.UTU-T X.511 |
ISO/IEC 9594-3) in the request is set to signed and a result is to be returned, the result may be signed. Otherwige, the

result{shall not be signed.

In the|case of a symmetrical operational binding, either of the two DSAs may take the initiative to establish an operational

bindipg instance of the predefined type.

In thg case of an asymmetrical operational binding, just one of the roles is designated.te initiate the establishment of an
operational binding, or either of the two DSAs may take the initiative depending“on the definition of the operational

binding type.

establishOperationalBinding OPERATION ::= {
ARSUMENT EstablishOperationalBindingArgument
REBULT EstablishOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-establishOperationalBinding, }

EstaplishOperationalBindingArgument ::=
OPIONALLY-PROTECTED-SEQ { EstablishOperationalBindingArgumentData }

EstaplishOperationalBindingArgumentData\.: := SEQUENCE {
bihdingType [0] OPERATIONAL-BINDING. &id ({OpBindingSet}),
bihdingID [1] OperationalBindingID OPTIONAL,
acfessPoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B initiates
infitiator CHOICE {
pymmetric [3]1( OPERATIONAL-BINDING. &both.&EstablishParam
({opBindingSet} {@bindingTypel}) ,
roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB. &EstablishParam
({OpBindingSet} {@bindingType}) },
agkeement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet} {@bindingType}) ,
vallid [7] Validity DEFAULT {},

sefurityParameters [8] SecurityParameters OPTIONAL,

}

OperatromaiBindingIb———=SEQUENCE—
identifier INTEGER,
version INTEGER,

}

OpBindingSet OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

Validity ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
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...} DEFAULT now:NULL,

validUntil [1] CHOICE {

explicitTermination [0] NULL,
time [1] Time,
} DEFAULT explicitTermination:NULL,
}

Time ::= CHOICE {

utcTime UTCTime,

generalizedTime GeneralizedTime,

...}
EstablishOperationalBindingResult ::=

OPTIONALLY-PROTECTED-SEQ { EstablishOperationalBindingResultData }
EstapblishOperationalBindingResultData ::= SEQUENCE {

bihdingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),

bihdingID [1] OperationalBindingID OPTIONAL,

acftessPoint [2] AccessPoint,

--| symmetric, Role A replies, or Role B replies

infitiator CHOICE ({

pymmetric [3] OPERATIONAL-BINDING. &both.&EstablishParam

CoO

({OpBindingSet} {@bindingType}) ,
roleA-replies [4] OPERATIONAL-BINDING. &roleA.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleB-replies [5] OPERATIONAL-BINDING. &roleB.&EstablishParam
({OpBindingSet} {@bindingType})} OPTIONAL,

4

- 7
MPONENTS OF CommonResultsSeq }

28.2.2  Establish Operational Binding arguments

The nindingType component shall specify which type of operational binding is to be established. An operational bi

typei
value

5 defined by an instance of the OPERATIONAL-BINDING information object class which assigns an object ide
to the operational binding type. If the receiver does not recognize or support the operational binding type, i

returr] an operationalBindingError With problem unsupportedBindingType.

The BindingID component, when present, shall hold an identification of the new operational binding instance.
bindfngID is absent within the operation argument; the responding DSA shall assign an 1D to the operational bi
instarjce and return it in the bindingID component of the EstablishOperationalBindingResult data
In eitter case, when establishing an operationhal binding, both the identifier and version components

Oper
comp

nding
htifier
shall

If the
nding
type.

DSA9. However, the DSA not maKing the assignment shall accept an identifier component that is only unique

a spe

N

anlearlier edition may.not follow the above rule for assigning identities.

The

The ilnitiater component shall specify the role the DSA issuing the Establish Operational Binding operation ass

The

alternptives:

DTE — An implementation of the Rec. ITU-T X.5** (2001) | ISO/IEC 9594-*:2001 edition of the Directory Specification|

ccessPoint/component shall specify the access point of the initiator for subsequent interactions.

mahtics of the roles are defined as part of the definition of the operational binding type. It is a choice of

f the

tionalBindingID value shall be assigned and issued by the DSA making the assignment. The identifier
bnent of the operationalBindingID data type shall be unique for all operational bindings between any two

ithin

Cific operational binding-type. If the identifier component specifies an identifier already in use for the particular
binding type, the respondingZBSA shall return an operationalBindingError With problem duplicatelID.

5 or of

limes.
three

The symmetric alternative shall be taken if the type of operational binding requires identical roles for the
two DSAs. The establishment parameter for the initiating DSA is determined by the OP-BIND-ROLE
associated with the syMMETRIC field of the instance of the OPERATIONAL-BINDING information object
class. If this alternative is chosen in the request, but the operational binding type specifies asymmetric

roles, then the responding DSA shall return an operationalBindingError Wwith problem
notAllowedForRole.

The rolea-initiates alternative may be taken if both roles may be the initiator of an asymmetric
operational binding and it shall be taken when only the initiating DSA may take ROLE-A. The
establishment parameter for the initiating DSA is determined by the oP-BIND-ROLE associated with the
ROLE-A field of the instance of the OPERATIONAL-BINDING information object class. If the DSA in
ROLE-A is not allowed to initiate the operational binding, the responding DSA shall return an
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operationalBindingError With problem notAllowedForRole. If the responding system does not
accept the role allocation, it shall return an operationalBindingError With problem
roleAssignment.

— The roleB-initiates alternative may be taken if both roles may be the initiator of an asymmetric
operational binding and it shall be taken when only the initiating DSA may take ROLE-B. The
establishment parameter for the initiating DSA is determined by the oP-BIND-ROLE associated with the
ROLE-B field of the instance of the OPERATIONAL-BINDING information object class. If the DSA in
ROLE-B is not allowed to initiate the operational binding, the responding DSA shall return an
operationalBindingError With problem notaAllowedForRole. If the responding DSA does not
accept the role allocation, it shall return an operationalBindingError Wwith problem
roleAssignment.

If for@ny©
to the operational bmdmg type should be another data type, then the respondmg DSA shall @etufn an
operptionalBindingError With problem parametersMissing.

The agreement component, when present, shall specify the terms of agreement governing the operational binding
instar]ce. Its actual content depends on the type of operational binding to be established. The ASN.1 typefor this pargmeter
is deflned by the AGREEMENT field of the OPERATIONAL-BINDING information object for the gperational binding|type.

The walid component shall specify the duration of the operational binding.

—  The validFrom subcomponent shall specify the starting time of the operational binding instance. |If the
now alternative is taken, the operational binding becomes active when’/the operation has successfully
completed. If the time alternative is taken, the operational binding hecomes active at the specified| time.
If the receiving DSA cannot accept the starting time, e.g., the starting time makes no sense or for|other
reasons, it shall return an operationalBindingError Witli\groblem invalidStartTime.

— The validuntil shall specify the time that the opefational binding instance is terminated. |f the
explicitTermination alternative is taken, the operational binding is active until explicitly termipated.
If the time alternative is taken, the operational bindihg is terminated at the time specified. If the rec¢iving
DSA cannot accept the ending time, e.g., the endifg time makes no sense or for other reasons, if shall
return an operationalBindingError With\problem invalidEndTime.

Wher] a value of Time in the UTCTime Syntax, the value.6f the two-digit year field shall be normalised into a four-digit
year Value as follows:

— Ifthe 2-digit value is 00 through 49.inclusive, the value shall have 2000 added to it.
—  If the 2-digit value is 50 through*99 inclusive, the value shall have 1900 added to it.
The Use of GeneralizedTime may prevent interworking with implementations unaware of the possibility of chqosing
either] UTCTime OF GeneralizedTime [t is the responsibility of those specifying the domains in which this Dirgctory

Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be used. In no case shall
uTCTlime be used for representing dates beyond 2049.

If the|validity data type‘is-an empty sequence or if the valid component is not present, then the operational binding
is val|d from the currepttime and until it is explicitly terminated.

The securityParameters component shall be present if the request is signed or if the result or error is requested to be
signegl.

28.2.3 _Establish Operational Binding results

If the|EStablish Operational Binding operation succeeds. the result shall be returned.

The bindingType component shall have the same value as that provided by the establishment initiator.

The bindingID component shall hold a valid identification of the established operational binding instance if the
corresponding component of the request was absent (see 28.2.2). Otherwise, it may be present, but shall then echo the
value in the request.

The accessPoint component shall specify the access point of the responding DSA for subsequent interactions.

The initiator component shall specify the role that the responding DSA assumes. The semantics of the roles are
defined as part of the definition of the operational binding type. It is a choice of three alternatives:

— The symmetric alternative shall be taken if the corresponding alternative was taken in the received
request. The establishment parameter for the responding DSA is the same as given in the request.
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— The roleA-replies alternative shall be taken, if the initiating DSA took the ROLE-B. The establishment
parameter for the responding DSA is determined by the oP-BIND-ROLE associated with ROLE-a field of
the instance of OPERATIONAL-BINDING information object class.

— The roleB-replies alternative shall be taken if the initiating DSA took ROLE-A. The establishment
parameter for the responding DSA is determined by the oP-BIND-ROLE associated with ROLE-B field of
the instance of OPERATIONAL-BINDING information object class.

result is to be signed by the responding DSA, the securityParameters component of CommonResultsSeq shall

be present.

28.3

28.3.
The

Modify Operational Binding operation

Modity Operational Binding syntax

odify Operational Binding operation is used to modify an established operational binding. The right to,modify is

indicgted by the MODIFICATION INITIATOR field(s) within the definition of the operational binding type usifg the

OP-B[[ND-ROLE and OPERATIONAL-BINDING information object.

The qomponents of an operational binding that can be modified are the content of the agreement-for the operational

bindi

g and its period of validity. Further, a modification parameter can be specified by thé-iritiator of the Modify

Operational Binding operation. The arguments of the operation may be signed (see 17.3) by the requestor. If the t4rget

comp

signgd and a result is to be returned, the result may be signed. Otherwise, the result shall not be signed.

If the

pnent of the SsecurityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) in the request is [set to

initiator of the Modify Operational Binding operation according to the operational binding type is not allowed to

be thq initiator, the responding DSA shall return an operationalBindingErrox With problem notAllowedForRole.

modi
AR
RE

ERRORS {operationalBindingError | securityError}

Co

Modi

OPTIONALLY-PROTECTED-SEQ { ModifyOperationalBindingArgumentData }
ModifyOperationalBindingArgumentData :%=" SEQUENCE {
bihdingType [0] OPERATIONAL=-BINDING.&id({OpBindingSet}),
bihdingID [1] OperationalBindingID,
acfessPoint [2] AccessPoint OPTIONAL,
--| symmetric, Role A initiates. or Role B initiates
infitiator CHOIECE {
pymmetric [3],-\OPERATIONAL-BINDING. &both. &ModifyParam

neyBindingID [6] OperationalBindingID,

nepAgreement [7] OPERATIONAL-BINDING. &Agreement
({OpBindingSet} {@bindingType}) OPTIONAL,

vallid [8] ModifiedvValidity OPTIONAL,

sefurityParameters [9] SecurityParameters OPTIONAL,

fFyOperationalBinding OPERATION ::= {
CUMENT ModifyOperationalBindingArgument
SULT ModifyOperationalBindingResult

DE id-op-modifyOperationalBinding }

FyOperationalBindingArgument ::=

({OpBindingSet} {@bindingType}) ,
roleA-initiates [4] OPERATIONAL-BINDING. &roleA. &ModifyParam

({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB. &ModifyParam

({OpBindingSet} {@bindingType})} OPTIONAL,

- }
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ModifiedValidity ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
...} DEFAULT now:NULL,
validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time,
unchanged [2] NULL,

} DEFAULT unchanged:NULL,
}

ModifyOperationalBindingResult ::= CHOICE {
null NULL,

pr

Modi

28.3.

Theb
of th

The b
to the

The &
comp

The i
opera
MODI
Othen

oper

The Ao
comp
uncha
bind|
inva

The g

ptected 11— OPTIONALLY=-PROTECTED-SEQ{ ModifyOperationaiBimdinmgResuitbata T,
-}

fFyOperationalBindingResultData ::= SEQUENCE ({

hewBindingID OperationalBindingID,

bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}) ,

hewAgreement OPERATIONAL-BINDING. &Agreement ({OpBindingSet}{Q.bindingType}),
ralid Validity OPTIONAL,

-7

L ..
COMPONENTS OF CommonResultsSeq
}

Modify Operational Binding argument

indingType component shall specify which type of operational bindings to be modified. If no operational bi

indingID component shall specify the operational bindinginstance to be modified. If the bindingID is unk
responding DSA, it shall return an operationalBindingError With problem invalidIb.

lccessPoint component, if present, shall specify-the initiator's access point for subsequent interactions
pnent shall be present, if the access point is changeck

nitiator component, when present, shall specify the role that the DSA issuing the Modify Operational Bi
fion assumed during the Establish Operational Binding operation. This component shall be present
FICATION-PARAMETER Of the initiator'ssoP-BIND-ROLE information object for the taken alternative is pr
Wwise, it shall be absent. If the choSen role is not the correct one, the responding DSA shall retu
btionalBindingError With problem roleAssignment.

tewBindingID component(shall hold the revised identifier of the operational binding instance. The vez
bnent of newBindingID Shall be greater than that of bindingID. The identifier subcomponent shall r
nged. If the identifi@r subcomponent in this component is different from the identifier subcompon
ingID component;Hthe responding DSA shall return an operationalBindingError Wwith pr
| i dNewID.

bindi

information‘abject class template of the operational binding type. If newAgreement is not present, the agreement
changed-by'the operation.

ewAgreemerit component, if present, shall contain the modified terms of agreement governing the opera

hding

e specified type has been established between the two DSAs, the responding DSA shall retufn an
operptionalBindingError With problem invalidBindingType.

nown

This

nding
f the
psent.
n an

sion
bmain
ent of
bblem

tional

g instance."The ASN.1 type for this parameter is defined by the AGREEMENT field of the OPERATIONAL-BINDING

is not

The valid component, if present, may be used to indicate a revised period of validity for the altered agreement. If the
valid component is absent, the validFrom component is presumed to have the value now and the validuntil
component is assumed unchanged. If the validFrom component is present and refers to an instant of time in the future,
the current agreement remains in effect until that time, unless operational binding is explicitly terminated before that time.

The securityParameters component shall be present if the request is signed or if the result or error is requested to be
signed.

28.3.3  Modify Operational Binding results

If the

Modify Operational Binding operation succeeds, the result shall be returned.

The newBindingID component shall echo the newBindingID component in the request.
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The bindingType component shall echo the bindingType component in the request.

The newAgreement component shall echo the newAgreement component in the request.

The valid component shall echo the valid component in the request.

If the result is to be signed by the responding DSA, the securityParameters component of CommonResultsSeq shall

nding
on of

f the

be present.

It is not possible for the responding DSA to return the modification parameter defined for its role to the modification
initiator.

28.4 Terminate Operational Binding operation

28.4.1 Terminate Operational Binding syntax

The Terminate Operational Binding operation is used to request the termination of an established operatiénal bi
instarjce. The right to request termination is indicated by the TERMINATION INITIATOR field(s) withinthe!definit

the operational binding type using the OP-BIND-ROLE and OPERATIONAL-BINDING information object class templates.
The @rguments of the operation may be signed (see 17.3) by the requestor. If the target’Component (

Secu

to be

If the
be thd

term
AR
RE
ER]
CO

Term

FityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) in the request is set t0\signed and a re
returned, the result may be signed. Otherwise, the result shall not be signed.

initiator of the Terminate Operational Binding operation according to the operationahbinding type is not alloyj
initiator, the responding DSA shall return an operationalBindingError With.problem notaAllowedFor

inateOperationalBinding OPERATION ::= {

CUMENT TerminateOperationalBindingArgument

SULT TerminateOperationalBindingResult

RORS {operationalBindingError | securityError}
DE id-op-terminateOperationalBinding }

inateOperationalBindingArgument ::=

OPIONALLY-PROTECTED-SEQ { TerminateOperationalBindingArgumentData }
TermfinateOperationalBindingArgumentData ::=>SEQUENCE ({
bihdingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bihdingID [1] OperationalBindingID,
--| symmetric, Role A initiates, or Role B initiates
infitiator CHOICE {
pymmetric [2] OPERATIONAL-BINDING. &both.&TerminateParam
({OpBindingSet} {@bindingType}) ,
roleA-initiates [3] A OPERATIONAL-BINDING. &roleA. &TerminateParam
({OpBindingSet} {@bindingType}) ,
roleB-initiates [41~" OPERATIONAL-BINDING. &roleB. &§TerminateParam
({OpBindingSet} {@bindingType})} OPTIONAL,
terminateAt [5] Time OPTIONAL,
sefurityParameters\ -[6] SecurityParameters OPTIONAL,

- }

sult is

ed to
Role.

TermfinateOperationalBindingResult ::= CHOICE {
nufll [0] NULL,
prptected\"[1] OPTIONALLY-PROTECTED-SEQ{ TerminateOperationalBindingResultData },
. }
TermfinateOperationalBindingResultData ::= SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

-7

’

COMPONENTS OF CommonResultsSeq }

28.4.2  Terminate Operational Binding argument

The bindingType component shall specify which type of operational binding is to be terminated. If no operational
binding of the specified type has been established between the two DSAs, the responding DSA shall return an

oper

ationalBindingError with problem invalidBindingType.
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The bindingID component shall specify the operational binding instance to be terminated. The version component
present in the bindingID shall be ignored. If there are supplicate IDs for different binding types, then the combination
of bindingType and bindingID components shall be used for identifying the operational binding to be terminated. If
it is not possible to locate an existing operational binding between the two DSAs where the binding type and the binding
id fit the combination of the bindingType and bindingID components in the request, the responding DSA shall return
an operationalBindingError With problem invalidBindingType.

The initiator component, when present, shall specify the role that the DSA issuing the Terminate Operational Binding
operation assumed during the Establish Operational Binding operation. This component shall be present if the
TERMINATION-PARAMETER Of the initiator's oP-BIND-ROLE information object for the taken alternative is present.
Otherwise, it shall be absent.

The terminateAt component, when present, shall specify a time at which the operational binding shall terminate. If this
comppnent Is not present, the operational binding terminates at the completion of the operation.

The securityParameters component shall be present if the request is signed or if the result or error is requested to be
signegl.

28.4.3  Terminate Operational Binding result

If the|Terminate Operational Binding operation succeeds, the result shall be returned.

The newBindingID component shall echo the newBindingID component in the request.
The HindingType component shall echo the bindingType component in the request.
The germinateaAt component shall echo the terminateaAt component in the request.

If thelresult is to be signed by the responding DSA, the securityParametefs component of CommonResultsSeq shall
be présent.

It is npt possible for the responding DSA to return the termination parameter defined for its role to the termination inifiator.

28.5 Operational Binding Error

An Qperational Binding Error reports a problem related;t0 the usage of operations for management of operational
bindings. If the arguments of the operation were signed (see”17.3) by the requestor or if the errorProtection pargmeter
of thq securityParameters data type was set to"signed in the request, then the error parameters may be signed.
Othenwise, they shall not be signed.

operptionalBindingError ERROR ::& {
PARAMETER OPTIONALLY-PROTECTED-SEQ {OpBindingErrorParam}
CODPE id-err-operationalBindingError }
OpBiphdingErrorParam ::= SEQUENCE ({
prpblem [0\ - ENUMERATED {
invalidID (0),
HuplicatelD (1),
hinsupportedBindingType (2),
hotAllowedFOrROle (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),

currentl yNn{-nnr-i dable Q)
modificationNotAllowed (10),

invalidBindingType (11),
invalidNewID (12),
R
bindingType [1] OPERATIONAL-BINDING. &id({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet} {@bindingType}) OPTIONAL,
retryAt [3] Time OPTIONAL,

.7

ceey
COMPONENTS OF CommonResultsSeq }
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The values of problem have the following meanings:

a)

b)

c)
d)

invalidiD: The operational binding ID given in the request is not known by the receiving DSA or is in
the wrong state for the requested operation.

duplicateID: The operational binding ID given in the establishment request already exists at the
responder. This may be caused by a prior attempt to establish an operational binding instance when the
result was lost and initiator has repeated the establishment request.

unsupportedBindingType: The requested operational binding type is not supported by the DSA.

notAllowedForRole: A management operation on the operational binding instance has been requested
which is not allowed for the role that the requestor plays (e.g., a Terminate Operational Binding operation
has been issued by a DSA that takes a role which is not allowed to initiate the termination of the operational
binding instance).

€)

9)

h)

)

k)

m) invalidNewID: The new binding ID-given in the request is invalid.

parametersMissing: Any required establishment or termination parameters that are defined fof.thg type
of operational binding are missing.

roleAssignment: The requested role assignment for an asymmetric operational binding-instance hps not
been accepted.

invalidStartTime: The specified starting time for the operational binding 4nstance has not| been
accepted.

invalidEndTime: The specified termination time for the operational binding instance has not| been
accepted.

invalidAgreement: The terms of agreement for the requested operational binding instance haJe not
been accepted. The terms of agreement that would be accepted by the'responding DSA can be retured in
agreementProposal.

currentlyNotDecidable: The DSA is not able to-decide on-line about the establishmgnt or
modification of the requested operational binding instance. A time when the request should be repeated
can be given in retryat.

modificationNotAllowed: The Modify Operational Binding operation is rejected since modifi¢ation
is not permitted for this binding instance.

invalidBindingType: A modifyOpefationalBinding Or 8 terminateOperationalBirnding
request specifies an operational binding-type not established between the two DSAs in question.

The BindingType component shall be the-saime as that transmitted by the invoker of the failed operational bipding

manafjement operation.

he agireementProposal componentshall only be used in response to an establishOperationalBinding reqyest to

propdse a revised set of agreement-parameters as described in 28.2.

The getryat component shall )be used only in conjunction with the problem value currentlyNotDecidaHle t0
indicgte a time when the\EstablishOperationalBinding Or modifyOperationalBinding request shoyld be

retriegl.

The JommonResultsSeq component (see 7.4 of Rec. ITU-T X.511 | ISO/IEC 9594-3) includes SecurityParamefers.
The §ecurityParameters component (see 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) shall be included jn the

CommpnResultsSeq if the parameter of the error is to be signed by the responder.

28.6 Operational Binding Management Bind and Unbind

The DSA Operational Binding Management Bind and DSA Operational Binding Management UnBind operations,
defined in 28.6.1 and 28.6.2, are used by a DSA at the beginning and end of a particular period of operational binding
management activity.

28.6.1 DSA Operational Binding Management Bind

A DSA Operational Binding Management Bind operation is used to begin a period of operational binding management.

dSAOperationalBindingManagementBind OPERATION ::= dSABind

The components of the dSAOperationalManagementBind are identical to their counterparts in dsaBind (see Rec.
ITU-T X.518 | ISO/IEC 9594-4).
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28.6.2  DSA Operational Binding Management Unbind

The unbinding at the end a period of providing operational binding management is for the OSI environment specified in
7.6.4 and 7.6.5 of Rec. ITU-T X.519 | ISO/IEC 9594-5 and for the TCP/IP environment in 9.2.2 of Rec. ITU-T X.519 |

ISO/IEC 9594-5.
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SECTION 12 — INTERWORKING WITH LDAP

29 Overview
29.1 Definitions
29.1.1 LDAP requestor: A DSA that is capable of issuing requests via the Lightweight Directory Access Protocol

(LDAP) and that is capable of understanding and handling LDAP responses.

29.1.2 LDAP responder: A DSA that is capable of understanding and processing requests initiated by LDAP clients.

29.2

LDA
and L

As di
client

Thes

An L

A DS
acts 4
(see H

AnL
toan
AnL
mean
DAP

30

30.1

Introduction

P servers that make part of a distributed directory contain their part of the distributed DIT. Naming across-al
DAP servers requires to be coordinated.

scussed in 6.2, a DSA that is directly connected to (having an application-association with) a\RUA or an |
is acting as a bound DSA.

Lpport of an LDAP client using the LDAP protocol by a DSA may be provided in two distinct ways:
— An LDAP-DAP gateway is provided between the LDAP client and the DSA or
—  The DSA acts as an LDAP server by supporting the LDAP protocol.

DAP-DAP gateway is outside the scope of these Directory Specifications.

A that is able to handle LDAP operations is called a LDAP responder, An LDAP responder may be a DSA thd
5 bound DSA or it may be a DSA that receives an LDAP request being imbedded in an 1dapTransport I¢
ec. ITU-T X.511 | ISO/IEC 9594-3).

DAP server is added to a directory infrastructure by connecting'toa DSA. A DSA that in this way acts as the int
| DAP is acting as an LDAP requestor and shall in the commuhication with the LDAP server act as an LDAP
DAP responder may receive a request that is initiated by asDUA, but is to be forwarded to an adjacent LDAP
ng that it has to convert a DAP request to an LDAPR-fequest and subsequently convert a possible LDAP resu
result or error.
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Figure 27 — LDAP interworking scenarios

Figure 27 illustrates a possible directory infrastructure comprised of interconnected DUAS, LDAP clients, DSAs and
LDAP servers.
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Figure 27 also illustrates different interworking scenarios:
A request initiated by an LDAP client may be processed by a DSA (LDAP responder), not acting as the

a)

bound DSA for the LDAP client.

NOTE - If the LDAP responder is also acting as the bound DSA for the same operation, the procedures is outside the scope of
these Directory Specifications, but is determined entirely by the LDAP specifications.

b) A request initiated by an LDAP client may be processed by an LDAP server accessed through a DSA
acting as LDAP requestor, where this LDAP requestor is different from the bound DSA for a particular

c)

operation. If the DSA is acting both as bound DSA and as LDAP requestor for the same operatio
DSA acts according to the LDAP specifications.

A request initiated by a DUA may be processed by an LDAP server.

n, the

30.2
This

Wher
serve

Wher
LDA

30.3
The L

a)
b)

<)

a)

b)

c)
d)

€)

3)
b)

Overview of bound DSA handling LDAP operations

ubclause is only concerned with the situation where a DSA acting as a bound DSA receives an LDAP\requ
consiglers two situations:

the LDAP request is to be forwarded into the Directory infrastructure, then the DSA may act as a proxy f
P client in the following areas:

General 1“DAP requestor characteristics

DAP server considers the DSA as an LDAP client and the DSA must act accordingly.

the request is to be forwarded to an LDAP server towards which the DSA also acts as LDAP reqy
and

the request is to be forwarded into the Directory infrastructure, i.e., it has to be forwarded to some
DSA.

the request is to be forwarded to an adjacent LDAP server, the DSA forwards therequest unchanged to the I
and returns the result(s) unchanged to the LDAP client, with the following exCeptions:

It shall use its own name in the LDAP bindRequest.

It needs to generate a unique value for MessageID for each-request sent to the LDAP server. This
will typically be different from the value provided in the received request.

An unknown Unsolicited Notification received from the.LDAP server shall be ignored. The DSA m
on a Notice of Disconnection by generating an LDAP response with LDAPResult With result
having the value unavailable for each adjacent £DAP client with outstanding requests.

est. It

estor;

other

DAP

value

by act
Code

Dr the

The DSA may sign the generated 1dapTranport request using it own credentials and may set the t4rget

component of the SsecurityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) to si
to request the result to be signed.

Fill the ServiceControls data‘type according to local policy for the DSA (see 12.1.2 of Rec. ITU-T
| ISO/IEC 9594-3).

Verify signatures on received results.
Persuade returned réferrals on behalf of the LDAP client.
Prepare received results for transmission to the LDAP client.

It shall use its own name in the LDAP bindRequest.

It needs to generate a unique value for MessageID for each request sent to the LDAP server. It g
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Copy the value provided In InvokelId (Ol Tne MessageID). UINErwise uniqueness cannot be guara

nteed

as requests may come from multiple DUAs and/or LDAP clients. The DSA needs to maintain a mapping
between MessageID Vvalues sent to the LDAP server and the InvokeId (Or MessageID) Values received

in requests (similar to normal DSA behaviour when chaining messages on the DSP).
The receipt of an unknown LDAP Controls value shall be ignored.
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d) Anunknown Unsolicited Notification received from the LDAP server shall be ignored. The DSA may act
on a Notice of Disconnection by generating an LDAP response with LDAPResult With resultCode with
value unavailable for each outstanding request from an LDAP client if the request is not an LDAP
search request or is an LDAP search request, where the LDAP server is the initial performer.

304 LDAP extension mechanisms

30.4.1 General

Extension LDAP mechanisms are described below and are documented in attributes held by the root DSE of the DAP
server (see 31.1.4, 31.1.5 and 31.1.8). A DSA acting as LDAP requestor may read these attributes to learn about the
capabilities of an LDAP server. A DSA acting as an LDAP responder may also hold such attributes in the root DSE.

30.4. LDAP controls

As dqscribed in 4.1.11 of IETF RFC 4511, LDAP uses Controls to add new capabilities to operations. (AyCortrol
specification is given an object identifier. An LDAP server maintains an attribute of type supportedCent£ol hdlding
the oRject identifiers of the controls it supports in requests (see 31.1.5).

30.4.3 LDAP extended operations

As dgscribed in 4.12 of IETF RFC 4511, LDAP have a mechanism for extended operations. Such extended operptions
are gilven an object identifier. An LDAP server maintains an attribute of type supportedExtension holding the pbject
identiffiers of the extended operations it supports (see 31.1.4).

30.4.4 LDAP extended features

LDAP have a mechanism for extended features. Such extended features are<given an object identifier. An LDAP $erver
maintains an attribute of type supportedFeatures holding the object-identifiers of the extended features it supports
(see 31.1.8).

31 LDAP specific system schema

311 Operational Attribute types from IETE\RFC 4512

31.1.1 Introduction

IETF|RFC 4512 defines a number of DSA specific operational attributes relevant for a DSA acting as LDAP resppnder
or for)DSA functioning as LDAP requestor. ‘Attributes of these types, when present, shall be placed in the root DSE.

Only p brief description of the attributestypes is given here. Detailed information may be found in IETF RFC 4512

A DS acting as a bound DSA toward an LDAP, or as a DSA responder, may support some or all of the attribute|types
listed|in this clause.

NOTE 1 — If the bound DSA-for an LDAP client is not the same as the LDAP responder, the LDAP operational attributes supported
by  the bound DSA may,net be supported by the LDAP responder, causing return of unexpected errors.

NOTE 2 — Attributes-of the attribute types listed in this clause, when present, are held in the root DSE. When an LDAP clight or a
DUA accesses.the’root DSE using an empty distinguished name, it always accesses the root DSA of the bound DSA.

A DSA acting-as' LDAP requestor may read some or all of the attributes in the root DSE of adjacent LDAP servers to
adapt(to the ‘capabilities of those LDAP servers.

NOTE)3 — As the root DSE does not hold an attribute of type objectClass, the standard LDAP way of emulating 4 Read
operation cannot be used. Instead, an LDAP searches with an OR'ed filter specifying the presence of the attribute types of interest.
If an LDAP server is known to support the feature defined in IETF RFC 4526, the LDAP requestor may use the simplified filter
specified in this RFC for ‘absolute true’.

31.1.2  Naming contexts

An attribute of type namingContexts lists the context prefixes of holds the distinguished names of the naming context
held by an LDAP server.

namingContexts ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
USAGE dSAOperation
LDAP-SYNTAX dn. &id
LDAP-NAME "namingContexts"
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ID

id-lat-namingContexts }

31.1.3 Alternative server

An attribute of type altServer lists the URLSs referring to alternative servers.
altServer ATTRIBUTE ::= {

WITH SYNTAX IA5String

USAGE directoryOperation

LDAP-SYNTAX ia5String. &id

LDAP-NAME "altServer"

D id-lat-altServer }

31.1.4  Supported extension

An atfribute of type supportedExtension lists object identifiers identifying the extended operations.
suppprtedExtension ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

USAGE dSAOperation

LDAP-SYNTAX oid.&id

LDAP-NAME "supportedExtension"

iD id-lat-supportedExtension }
31.1.%  Supported control
An atfribute of type supportedControl lists object identifiers identifying the requést-controls the server supports.
suppprtedControl ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

USAGE dSAOperation

LDAP-SYNTAX oid.&id

LDAP-NAME "supportedControl"

iD id-lat-supportedControl}
31.1.6 Supported SASL Mechanisms
An atfribute of type supportedsALSMechanisms lists the'SASL mechanisms that the server recognizes and/or sup
suppprtedSASLMechanisms ATTRIBUTE ::= {

WI'H SYNTAX DirectoryString{ub-saslMechanism}

USAGE dSAOperation

LDAP-SYNTAX directoryString. &id

LDAP-NAME "supportedSASLMechanisms"

D id~lat-supportedSASLMechanisms }
31.1.1 Supported LDAP version
An atfribute of type supportedLDAPVersion lists the versions of LDAP that the server supports.
suppprtedLDAPVersion’/ ATTRIBUTE ::= ({

WITH SYNTAX INTEGER

USAGE dSAOperation

LDAP-SYNTAX integer. &id

LDAP-NAME "supportedLDAPVersion"

ID id-lat-supportedlLDAPVersion }
31.1.8 _~Supported features

ports.

An attribute of type supportedFeatures lists object identifiers identifying elective features that the server supports.

supportedFeatures ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

USAGE dSAOperation

LDAP-SYNTAX oid.&id

LDAP-NAME "supportedFeatures"

D id-oat-supportedFeatures }
31.1.9 LDAP Syntaxes
An attribute of type 1dapSyntaxes lists supported LDAP syntaxes.
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ldapSyntaxes ATTRIBUTE ::= {
WITH SYNTAX LdapSyntaxDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX ldapSyntaxDescription. &id
LDAP-NAME {"ldapSyntax"}
ID id-soa-ldapSyntaxes }
LdapSyntaxDescription ::= SEQUENCE ({
identifier SYNTAX-NAME. &id,
description UnboundedDirectoryString OPTIONAL,

}
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Annex A

Object identifier usage

(This annex forms an integral part of this Recommendation | International Standard.)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which all
non-leaf nodes in the subtree are assigned names.

UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9}
DEFINITIONS - :-=
BEGI

-- EKPORTS All
/*
The kypes and values defined in this module are exported for use in the other ASN.1
modulles contained within these Directory Specifications, and for the use ¢6f“other
appllications which will use them to access Directory services. Other appYications
may pse them for their own purposes, but this will not constrain extensions and
modifications needed to maintain or improve the Directory service.

*

Ié = OBJECT IDENTIFIER

ds Ip = {joint-iso-itu-t ds(5)}

-- The following definition is for ASN.l definitions movéd from

-- Rpc. ITU-T X.660 | ISO/IEC 9834-1:

id IPp ::= {joint-iso-itu-t registration-procedures(17) module(l) directory-defs(2)}

-- The following defition is for ASN.1l definitionhs of LDAP schema

inteknet ID = {iso(1l) identified-organization(3) dod(6) internet(1l)}
ldapfdir ID = {internet directory (1)}

intSecurity ID = {internet security(5)}

ldapfenterprise ID = {internet private(4) enterprise(l)}

ldap|x509 iD = {ldap-dir\x509(15)}

ldapfopenLDAP D {ldap-enterprise openLDAP (4203) ldap(1l)}

openlL.DAP-attributes ID
openLDAP-controls D

{ldapsopenlLDAP attributeType (3)}
{l1dap-openLDAP controls(10)}

ldapfwall ID {ldap-enterprise wahl (1466)}

ldapfdynExt D =({ldap-wall 101 119}

ldapfattr ID =){1ldap-wall 101 120}

ldapfmatch ID = {ldap-wall 109 114}

ldapfsyntax ID = {ldap-wall 115 121 1}

cosihe ID = {itu-t(0) data(9) pss(2342) ucl(19200300) pilot(100)}
cosipeAttr ID = {cosine pilotAttributeType (1)}

-- chtegories 'of information object

modulfle D = {ds 1}
servijiceElément D = {ds 2}
applic¢ationContext D = {ds 3}
attribute®ype ID——={ds—4}
attributeSyntaxVendor ID ::= {ds 5}
-- This arc will not be used by these Dlrectory Specifications
objectClass D = {ds 6}
-- attributeSet ID = {ds 7}
algorithm ID = {ds 8}
abstractSyntax ID = {ds 9}
-- object D = {ds 10}
-- port ID = {ds 11}
dsaOperationalAttribute ID = {ds 12}
matchingRule ID = {ds 13}
knowledgeMatchingRule ID = {ds 14}
nameForm ID ::= {ds 15}
group ID ::= {ds 16}
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subentry ID = {ds 17}
operationalAttributeType ID = {ds 18}
operationalBinding ID = {ds 19}
schemaObjectClass ID = {ds 20}
schemaOperationalAttribute ID = {ds 21}
administrativeRoles D = {ds 23}
accessControlAttribute ID = {ds 24}

--rosObject D = {ds 25}

--contract ID = {ds 26}

--package ID = {ds 27}
accessControlSchemes ID = {ds 28}
certificateExtension D = {ds 29}
managementObject ID = {ds 30}
attributeValueContext ID = {ds 31}

-- s i ID ={ds—32F%

idmpP ID = {ds 33}

prob ID = {ds 34}

noti ID = {ds 35}
matchingRestriction iD = {ds 36} -- None are currently |defined
contfpolAttributeType ID = {ds 37}

keyPlirposes ID = {ds 38}
passwordQuality ID = {ds 39}
attrfibuteSyntax ID = {ds 40}

avReptriction IDp = {ds 41}
cmsCpntentType ID = {ds 42}

- nonyms

id-o ID = objectClass

id-a ID = attributeType

id-a ID = abstractSyntax

id-m ID = matchingRule

id-n ID = nameForm

id-s ID = subentry

id-o D ="operationalAttributeType
id-o ID =- operationalBinding
id-dpa iD = dsaOperationalAttribute
id-kmr ID = knowledgeMatchingRule
id-spc ID = schemaObjectClass
id-spa ID = schemaOperationalAttribute
id-af iD = administrativeRoles
id-ata ID = accessControlAttribute
id-ag iD = applicationContext

-- ifl-rosObject ID = rosObject

-- ifl-contract iD = contract

-- id-package ID = package

id-afScheme iD = accessControlSchemes
id-c ID = certificateExtension
id-mgt ID = managementObject
id-ayc ID = attributeValueContext
-- if-se ID = securityExchange

id-i ID = idmProtocol

id-p ID = problem

id-npt ID = notification

id-mfre ID = matchingRestriction
id-cat ID = controlAttributeType
id-k ID = keyPurposes

id-pgq ID = passwordQuality
id-ats ID = attributeSyntax
--id-1lc ID = ldapControl

id-asx ID = attributeSyntax
id-1sx ID = ldap-syntax

id-1dx ID = ldap-x509

id-lat ID = ldap-attr

id-1lmr ID = ldap-match

id-oat ID = openlLDAP-attributes
id-coat ID = cosineAttr

id-avr ID = avRestriction
id-cmsct ID = cmsContentType

-- LDAP syntax object identifiers
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--userpwdMatch 1D = {id-1s 0}
--userPwdHisoricMatch ID = {id-1ls 1}
-- LDAP control object identifiers

--pwdControl ID = {id-1lc 0}
--pwdResponse D = {id-1lc 1}
-- obsolete module identifiers

-- usefulDefinition ID = {module 0}
-- informationFramework ID = {module 1}
-- dj ID =—{moduie2F}
-- dfistributedOperations D = {module 3}
-- pfotocolObjectIdentifiers ID = {module 4}
-- selectedAttributeTypes ID = {module 5}
-- selectedObjectClasses ID = {module 6}
-- apthenticationFramework ID = {module 7}
-- allgorithmObjectIdentifiers ID = {module 8}
-- dfirectoryObjectIdentifiers ID = {module 9}
-- upperBounds ID = {module 10}
-- dpp ID = {module 11}
-- dpp ID = {module 12}
-- dfistributedDirectoryObjectIdentifiers ID = {module 13}
-- uhused module identifiers

-- directoryShadowOIDs ID = {module 14}
-- dfirectoryShadowAbstractService ID = {module “I5}
-- dfisp ID = {module 16}
-- dpp ID = {module 17}
-- opBindingManagement ID = {module 18}
-- opBindingOIDs ID =~{module 19}
-- hlierarchicalOperationalBindings ID = {module 20}
-- dfaOperationalAttributeTypes iD = {module 22}
-- sfhemaAdministration ID = {module 23}
-- bpasicAccessControl ID = {module 24}
-- operationalBindingOIDs IDp = {module 25}
END |- UsefulDefinitions
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Annex B

Information framework in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex provides a summary of all the ASN.1 type, value and macro definitions contained in this Directory
Specification. The definitions form the ASN.1 module InformationFramework.

InformationFramework
{joint-iso-itu-t ds(5) module(l) informationFramework (1) 9}
DEFINITIONS ::=

BEGIN

-- E
/*

The
modu
appl
may
modi
*/

IMPO

id

Se

bo
ge
in
Un!

Attr

ty
va

KPORTS All

types and values defined in this module are exported for use in the other ASN.1
les contained within these Directory Specifications, and for the use oflother
ications which will use them to access Directory services. Other applications
ise them for their own purposes, but this will not constrain extensions and
fFications needed to maintain or improve the Directory service.

RTS
from Rec. ITU-T X.501 | ISO/IEC 9594-2

-ar, id-at, id-mr, id-nf, id-oa, id-oc, id-sc
FROM UsefulDefinitions
{joint-iso-itu-t ds(5) module(l)usefulDefinitions (0) 9} WITH SUCCESSORS

brchRule
FROM ServiceAdministration
{joint-iso-itu-t ds(5) module(l) serviceAdministration(33) 9} WITH SUCCESSORS

from Rec. ITU-T X.511 | ISO/IEC 959443

pbeAndContextAssertion
FROM DirectoryAbstractService
{joint-iso-itu-t ds(5) modulel(l) directoryAbstractService(2) 9} WITH SUCCESSORS

from Rec. ITU-T X.520 | ISO/IEC 9594-6

bleanMatch, commonName; dn, generalizedTime, generalizedTimeMatch,
heralizedTimeOrderingMatch, integerFirstComponentMatch, integerMatch,
FegerOrderingMatchy objectIdentifierFirstComponentMatch, oid, subtreeSpec,
pboundedDirectoryString
FFROM SelectedAttributeTypes

{joint-iso7itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS ;

Etribute data types
ibute {ATTRIBUTE:SupportedAttributes} ::= SEQUENCE {

be ATTRIBUTE. &id ({SupportedAttributes}),
| yes SET SIZE (0..MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{@t

va

LussWithContext— SET SIZE (1. MAX) OF SEQUENCE {

value ATTRIBUTE. &Type ({SupportedAttributes} {Q@type}),
contextList SET SIZE (1..MAX) OF Context,

...} OPTIONAL,
}

AttributeType ::= ATTRIBUTE. &id

AttributeValue ::= ATTRIBUTE. &Type

Context ::= SEQUENCE ({
contextType CONTEXT. &id ({SupportedContexts}),
contextValues
SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
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fallback BOOLEAN DEFAULT FALSE,
}
AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
assertion ATTRIBUTE. &equality-match. &AssertionType

({SupportedAttributes}{Q@type}),
assertedContexts CHOICE ({
allContexts [0] NULL,
selectedContexts [1] SET SIZE (l..MAX) OF ContextAssertion } OPTIONAL,
}

ContextAssertion ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
cortextValues—SET SIZE (1 —MAX) OF
CONTEXT . &Assertion ({SupportedContexts} {QcontextType}) ,
}

AttrjibuteTypeAssertion ::= SEQUENCE ({
type ATTRIBUTE. &id ({SupportedAttributes}),
aspertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL,
}

finition of the following information object set is deferred, ¢perhaps to
Eandardized profiles or to protocol implementation conformance ‘statements. The sg:
required to specify a table constraint on the values component of Attribute, t
vAlue component of AttributeTypeAndValue, and the assertion-component of
-- AktributeValueAssertion.

SuppprtedAttributes ATTRIBUTE ::= {objectClass | aliasedEntryName, ...}

-- skandardized profiles or to protocol implementation conformance statements. The seit

-- DEfinition of the following information object set is deferred, perhaps to
-- ip required to specify a table constraint on the context specifications.

SuppprtedContexts CONTEXT ::= {...}

-- npming data types

Name| : := CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }
RDNSgquence ::= SEQUENCE OF RelativeDistinguishedName
DistfinguishedName ::= RDNSequence
RelativeDistinguishedName~::.= SET SIZE (1l..MAX) OF AttributeTypeAndValue
AttrfibuteTypeAndValue. ::= SEQUENCE {

type ATTRIBUTE. &id ({SupportedAttributes}),

vallue ATTRIBUTE. &Type ({ SupportedAttributes} {@type}),

}

-- spbtree data types

SubtfeeSpecification ::= SEQUENCE {
bage [0] LocalName DEFAULT {},
COEPONENTS OF ChopSpecification,

specificationFilter [4] Refinement OPTIONAL,
}

-- empty sequence specifies whole administrative area

LocalName ::= RDNSequence
ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {

chopBefore [0] LocalName,
chopAfter [1] LocalName,

...} OPTIONAL,
minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL,

}
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BaseDistance ::= INTEGER (0. .MAX)

Refinement ::= CHOICE ({
item [0] OBJECT-CLASS.&id,
and [1] SET SIZE (1..MAX) OF Refinement,
or [2] SET SIZE (1..MAX) OF Refinement,
not [3] Refinement,

}

-- OBJECT-CLASS information object class specification

OBJECT-CLASS ::= CLASS {
&Superclasses OBJECT-CLASS OPTIONAL,
skjmd ObjectClassKind DEFAULT Structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
[SPBCLASS OF &Superclasses]
[K[END &kind]
[MPST CONTAIN &MandatoryAttributes]
[MAY CONTAIN &OptionalAttributes]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapDesc]
D &id }
ObjeftClassKind ::= ENUMERATED {

abgtract (0),
stfuctural (1),
aukiliary (2)}

-- opject classes

top PBJECT-CLASS ::= {
KIND abstract
MUBT CONTAIN {objectClass}
LDAP-NAME {"top"}
ID id-oc-top }
aliap OBJECT-CLASS ::= {

SUBCLASS OF {top}
MUBT CONTAIN {aliasedEntxyName}

LDAP-NAME {"alias"}

ID id-oc-alias }
pareht OBJECT-CLASS = ({

KIND abstract

ID id-oc-parent }
chilfd OBJECT~CLASS ::= {

KIND auxiliary

ID id-oc-child }

-- AFTRIBUTE information object class specification

ATTRIBUTE ::= CLASS {
&derivation ATTRIBUTE OPTIONAL,
&Type OPTIONAL, -- either &Type or &derivation required
&equality-match MATCHING-RULE OPTIONAL,
&ordering-match MATCHING-RULE OPTIONAL,
&substrings-match MATCHING-RULE OPTIONAL,
&single-valued BOOLEAN DEFAULT FALSE,
&collective BOOLEAN DEFAULT FALSE,
&dummy BOOLEAN DEFAULT FALSE,
-- operational extensions
&no-user-modification BOOLEAN DEFAULT FALSE,
&usage AttributeUsage DEFAULT userApplications,
&ldapSyntax SYNTAX-NAME. &id OPTIONAL,
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&ldapName
&ldapDesc
&obsolete
&id
WITH SYNTAX {
[SUBTYPE OF
[WITH SYNTAX
[EQUALITY MATCHING RULE
[ORDERING MATCHING RULE

[SUBSTRINGS MATCHING RULE

[SINGLE VALUE

SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,
UTF8String OPTIONAL,

BOOLEAN DEFAULT FALSE,

OBJECT IDENTIFIER UNIQUE }

&derivation]
&Type]
&equality-match]
&ordering-match]
&substrings-match]
&single-valued]

[COLLECTIVE &collective]
[DUMMY &dummy ]
[NO USER MODIFICATION &no-user-modification]
[UPAGE SUSage]
[LPAP-SYNTAX &ldapSyntax]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapDesc]
[OBSOLETE &obsolete]
D &id }
AttrjibuteUsage ::= ENUMERATED {
usprApplications (0),
diEectoryOperation (1),
digptributedOperation (2),
dSAOperation (3),
}
-- aktributes
objertClass ATTRIBUTE ::= {
WICH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
LDAP-SYNTAX oid. &id
LDAP-NAME {"objectClass"}
D id-at-objectClass }

aliapedEntryName ATTRIBUTE

WI'H SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE
LDAP-SYNTAX

LDAP-NAME

ID

-- MATCHING-RULE information’/object class specification

MATCHING-RULE CLASS [
&ParentMatchingRules

= {
DistinguishedName
distinguishedNameMatch
TRUE
dn. &id
{"aliasedObjectName"}
id-at-aliasedEntryName }

MATCHING-RULE OPTIONAL,

&ApsertionType OPTIONAL,

SupiqueMatchIndicator ATTRIBUTE OPTIONAL,

&ldapSyntax SYNTAX-NAME. &id OPTIONAL,

&ldapName SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,

&lfdapDesc UTF8String OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {

[PARENT &ParentMatchingRules]

[SYNTAX &AssertionType]

[UNIQUE-MATCH-INDICATOR &uniqueMatchIndicator]

[LDAP-SYNTAX &ldapSyntax]

[LDAP-NAME &ldapName]

[LDAP-DESC &ldapDesc]

ID &id }

-- matching rules

objectIdentifierMatch MATCHING-RULE
OBJECT IDENTIFIER

SYNTAX
LDAP-SYNTAX
LDAP-NAME
ID

oid. &id
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distinguishedNameMatch MATCHING-RULE ::= {
SYNTAX DistinguishedName
LDAP-SYNTAX dn.é&id
LDAP-NAME {"distinguishedNameMatch"}
D id-mr-distinguishedNameMatch }

-- MATCHING-RULE information object class specification

MAPPING-BASED-MATCHING

{SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule}
CLASS {

&selectBy SelectedBy OPTIONAL,

&A]

To ATTRIBUTE;
typesIncluded BOOLEAN DEFAULT TRUE,
mbinable BOOLEAN (combinable) ,
ppingResults MappingResult OPTIONAL,
erControl BOOLEAN DEFAULT FALSE,
clusive BOOLEAN DEFAULT TRUE,

&mptching-rule MATCHING-RULE. &id (matchingRule) ,
&i OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
[SELECT BY &selectBy]
APPLICABLE TO &ApplicableTo
[SPBTYPES INCLUDED &subtypesIncluded]

COMBINABLE &combinable
[MAPPING RESULTS &mappingResults]
[UBER CONTROL &userControl]
[EKCLUSIVE &exclusive]
MATCHING RULE &matching-rule
D &id }

-- NAME-FORM information object class specification

NAME[FORM ::= CLASS {
&npmedObjectClass OBJECT-CLASS,
&MpndatoryAttributes ATTRIBUTE,

&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE (1.".MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String, OPTIONAL,
&i OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
N. S &namedObjectClass
WIH ATTRIBUTES &MandatoryAttributes
[AND OPTIONALLY &OptionalAttributes]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapDesc]
ID &id }

-- S[FRUCTURE-RULE\ class and DIT structure rule data types

DITSgkructureRule ::= SEQUENCE ({
rufleIdentifier RuleIdentifier,
-- shall be unique within the scope of the subschema
nameForm NAME-FORM. &id,
siEeriorStructureRules SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL,
}
RuleIdentifier ::= INTEGER
STRUCTURE-RULE ::= CLASS {
&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE. &id OPTIONAL,
&id RuleIdentifier }
WITH SYNTAX {
NAME FORM &nameForm
[SUPERIOR RULES &SuperiorStructureRules]
ID &id }

-- DIT content rule data type and CONTENT-RULE class

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016)

163


https://standardsiso.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS. &id,
auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,
optional [2] SET SIZE (l1..MAX) OF ATTRIBUTE. &id OPTIONAL,
precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,

}

CONTENT-RULE := CLASS {
&structuralClass OBJECT-CLASS. &id UNIQUE,
&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&P ATTRIBUTEOPTIONAL |
WITH| SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ADXILIARY OBJECT-CLASSES &Auxiliaries]
[MPST CONTAIN &Mandatory]
[MAY CONTAIN &Optional]

ST-NOT CONTAI

N &Precluded] }

CONT := CLASS {
&Type,
&defaultValue &Type OPTIONAL,
&ABsertion OPTIONAL,
&absentMatch BOOLEAN DEFAULT TRUE,
&id OBJECT IDENTIFIER UNIQUE }

WITH| SYNTAX {

WIH SYNTAX &§Type
[DEFAULT-VALUE &defaultValue]
[ABSERTED AS &Assertion]
[ABSENT-MATCH &absentMatch]
ID &id }

DITCpntextUse ::= SEQUENCE {
atkributeType ATTRIBUTE. &id,
mahdatoryContexts [1l] SET SIZE (1..MAX) “OF CONTEXT.&id OPTIONAL,
opkionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

}

DIT-CONTEXT-USE-RULE := CLASS {
&afktributeType ATTRIBUTE. &id UNIQUE,
&Mpndatory CONTEXTOPTIONAL,
&Optional CONTEXT “OPTIONAL}

WITH| SYNTAX {

ATRIBUTE TYPE sgattributeType
[ DATORY CONTEXTS. &§Mandatory]
[OPTIONAL CONTEXTS, _&Optional] }
FRIENDS = CLASS\ {
&ahchor ATTRIBUTE. &id UNIQUE,
&Friends _ATTRIBUTE }
WITH| SYNTAX\{
ANCHOR &anchor
FRENDS &Friends }
SYNTAX-NAME ::= CLASS {
&ldapDesc UTF8String,
&Type OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
LDAP-DESC &ldapDesc
[DIRECTORY SYNTAX &§Type]
ID &id }

-- system schema information objects

-- object classes

subentry OBJECT-CLASS
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SUBCLASS OF {top}

KIND structural

MUST CONTAIN {commonName |

subtreeSpecification}

LDAP-NAME {"subentry"}

ID id-sc-subentry }
subentryNameForm NAME-FORM ::= ({

NAMES subentry

WITH ATTRIBUTES {commonName}

ID id-nf-subentryNameForm }
subtreeSpecification ATTRIBUTE ::= {

WITH SYNTAX SubtreeSpecification

USKGE directoryoperation

LDAP-SYNTAX subtreeSpec. &id

LDAP-NAME {"subtreeSpecification"}

iD id-oa-subtreeSpecification }
admipistrativeRole ATTRIBUTE ::= {

WICH SYNTAX OBJECT-CLASS. &id

EQPALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

LDAP-SYNTAX oid. &id

LDAP-NAME {"administrativeRole"}

ID id-oa-administrativeRole }
creakeTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime

--las per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC-8824-1
EQPUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime. &id

LDAP-NAME {"createTimestamp}

D id-oa-createTimestamp }
modifyTimestamp ATTRIBUTE ::= ({

WIH SYNTAX GeneralizedTime

--|as per 46.3 b) or c) of Rec,ITU-T X.680 | ISO/IEC 8824-1
EQPUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime. &id

LDAP-NAME {"modifyTimestamp"}

D id-oa-modifyTimestamp }
subsfhemaTimestamp ATTRIBUTE ::= ({

WI'H SYNTAX GeneralizedTime

--| as per\46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
EQPUALITY.MATCHING RULE generalizedTimeMatch
ORPERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaTimestamp }
creatorsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn. &id

LDAP-NAME {"creatorsName"}

ID id-oa-creatorsName }
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modifiersName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn. &id
LDAP-NAME {"modifiersName"}
ID id-oca-modifiersName }
subschemaSubentryList ATTRIBUTE ::= ({
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO[USER MODIFICATION  TRUE
USAGE directoryOperation
LDAP-SYNTAX dn. &id
LDAP-NAME {"subschemaSubentry"}
iDp id-oa-subschemaSubentryList }
accepsControlSubentryList ATTRIBUTE ::= ({
WIH SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch
NO| USER MODIFICATION TRUE

USAGE directoryOperation

iD id-oa-accessControlSubentryList }
collectiveAttributeSubentryList ATTRIBUTE ::= {

WIH SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch
NO| USER MODIFICATION TRUE

USAGE directoryOperation

iD id-oa-collectiveAttributeSubentrylList }
contextDefaultSubentryList ATTRIBUTE ::= ({

WI'H SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
NO| USER MODIFICATION TRUE

USAGE directoryOperation

D id-oa-contextDefaultSubentryList }
servijiceAdminSubentryList ATTRIBUTE\::= ({

WIH SYNTAX DistinguishedName

EQPUALITY MATCHING RULE distinguishedNameMatch
NO| USER MODIFICATION TRUE

USAGE directoryOperation

iD id-oa-serviceAdminSubentryList }
pwdAdminSubentryList, TATTRIBUTE ::= ({

WI'H SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn. &id

LDAP-NAME {"pwdAdminSubentryList"}

D id-oa-pwdAdminSubentryList }
hasSubordinates ATTRIBUTE ::= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

D id-oa-hasSubordinates }
accessControlSubentry OBJECT-CLASS ::= {

KIND auxiliary

D id-sc-accessControlSubentry }
collectiveAttributeSubentry OBJECT-CLASS ::= ({
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KIND auxiliary

ID id-sc-collectiveAttributeSubentry }
collectiveExclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

D id-oa-collectiveExclusions }
contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUST CONTAIN {contextAssertionDefaults}

ID id-sc-contextAssertionSubentry }
contgxtAssertionDefaults—ATTRIBUTE T — ¢

WI'H SYNTAX TypeAndContextAssertion

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

ID id-oa-contextAssertionDefault }
servijiceAdminSubentry OBJECT-CLASS ::= ({

KIND auxiliary

MUBET CONTAIN {searchRules}

ID id-sc-serviceAdminSubentry }
searfhRules ATTRIBUTE ::= ({

WIH SYNTAX SearchRuleDescription

EQPALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

ID id-oa-searchRules }
SearfhRuleDescription ::= SEQUENCE {

COMPONENTS OF SearchRule,

nape [28] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

d:tcription [29] UnboundedDirectoryString OPTIONAL,

}

d}

pwdAdminSubentry OBJECT-CLASS ::= ({

KIND auxiliary

MUET CONTAIN { pwdAttribute }

LDAP-NAME {"pwdAdminSubentry}

D id-sc-pwdAdminSubentry }
pwdAktribute ATTRIBUTE ::= ({

WIH SYNTAX ATTRIBUTE. &id

EQUALITY MATCHING RULE ~objectIdentifierMatch

SINGLE VALUE TRUE

LDAP-SYNTAX oid.&id

LDAP-NAME {"pwdAttribute"}

D id-at-pwdAttribute }
pwdHfistory {ATTRIBUTE : passwordAttribute ,MATCHING-RULE :historyMatch,OBJECT IDENTIFIER: i
ATTR[BUTE : :=\{

WITH SYNTAX PwdHistory{passwordAttribute}

EQPALITY.MATCHING RULE historyMatch

USAGE directoryOperation

ID id}
PwdHistory{ATTRIBUTE:passwordAttribute} ::= SEQUENCE ({

time GeneralizedTime,

password passwordAttribute. &Type,
-}

pwdRecentlyExpired {ATTRIBUTE :passwordAttribute,OBJECT IDENTIFIER:id} ATTRIBUTE ::=

WITH SYNTAX passwordAttribute. &Type

EQUALITY MATCHING RULE passwordAttribute. &equality-match
SINGLE VALUE TRUE

USAGE directoryOperation

ID id}

pwdHistoryMatch{ATTRIBUTE:passwordAttribute,OBJECT IDENTIFIER:id}
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MATCHING-RULE ::= {
SYNTAX
ID id}

hierarchylLevel ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

rchyBelow ATTRIBUTE
H SYNTAX

ALITY MATCHING RULE
SINGLE VALUE

USER MODIFICATION
GE

rchyBelow ::=

H SYNTAX

ALITY MATCHING RULE
SINGLE VALUE

GE

rchyTop ATTRIBUTE

H SYNTAX

ALITY MATCHING RULE
SINGLE VALUE

USAGE

-- object identifier assignments

-- opject classes

id-of-top
id-of-alias
id-of-parent
id-of-child
-- aftributes

id-ak-objectClass
id-ak-aliasedEntryName
id-ag-pwdAttribute

-- mptching rules

passwordAttribute. &Type

= {

HierarchyLevel
integerMatch
integerOrderingMatch
TRUE

TRUE
directoryOperation
id-oa-hierarchylLevel }

HierarchyBelow

BOOLEAN

rchyParent ATTRIBUTE

1= {

booleanMatch

TRUE

TRUE
directoryOperation
id-oca-hierarchyBelow }

.:={
DistinguishedName
distinguishedNameMatch
TRUE
directoryOperation
id-oa-hierarchyParent }

{
DistinguishedName
distinguishedNameMatch
TRUE
directoryOperation
id-oa-hierarchyTop }

id-mr-objectIdentifierMatch
id-mr-distinguishedNameMatch

-- operational attributes

id-oa-excludeAllCollectiveAttributes
id-oa-createTimestamp
id-oa-modifyTimestamp
id-oa-creatorsName
id-oa-modifiersName
id-oa-administrativeRole
id-oa-subtreeSpecification
id-oa-collectiveExclusions
id-oa-subschemaTimestamp
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OBJECT IDENTIFIER ::= {id-oc 0}
OBJECT IDENTIFIER = {id-oc 1}
OBJECT IDENTIFIER ::= {id-oc 28}
OBJECT IDENTIFIER ::= {id-oc 29}
OBJECT IDENTIFIER ::= {id-at 0}
OBJECT IDENTIFIER ::= {id-at 1}
OBJECT IDENTIFIER ::= {id-at 84}
OBJECT IDENTIFIER ::= {id-mr 0}
OBJECT IDENTIFIER = {id-mr 1}
OBJECT IDENTIFIER = {id-oa 0}
OBJECT IDENTIFIER = {id-oa 1}
OBJECT IDENTIFIER = {id-oa 2}
OBJECT IDENTIFIER = {id-oa 3}
OBJECT IDENTIFIER = {id-oa 4}
OBJECT IDENTIFIER = {id-oa 5}
OBJECT IDENTIFIER = {id-oa 6}
OBJECT IDENTIFIER = {id-oa 7}
OBJECT IDENTIFIER = {id-oa 8}
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id-oa-hasSubordinates OBJECT IDENTIFIER ::= {id-oa 9}
id-oa-subschemaSubentryList OBJECT IDENTIFIER ::= {id-oa 10}
id-oa-accessControlSubentryList OBJECT IDENTIFIER ::= {id-oa 11}
id-oa-collectiveAttributeSubentryList OBJECT IDENTIFIER ::= {id-oa 12}
id-oa-contextDefaultSubentrylList OBJECT IDENTIFIER ::= {id-oa 13}
id-oa-contextAssertionDefault OBJECT IDENTIFIER ::= {id-oa 14}
id-oa-serviceAdminSubentrylist OBJECT IDENTIFIER ::= {id-oa 15}
id-oa-searchRules OBJECT IDENTIFIER ::= {id-oa 16}
id-oa-hierarchyLevel OBJECT IDENTIFIER ::= {id-oa 17}
id-oa-hierarchyBelow OBJECT IDENTIFIER ::= {id-oa 18}
id-oa-hierarchyParent OBJECT IDENTIFIER ::= {id-oa 19}
id-oa-hierarchyTop OBJECT IDENTIFIER ::= {id-oa 20}
id-oa-pwdAdminSubentryList OBJECT IDENTIFIER ::= {id-oa 21}

-- id-oa-pwdStartTime OBJECT IDENTIFIER ::= {id-oa 22} X.520|Parté6
-- ip=oa-pwdEXpiryTime OBJECT IDENTIFIER = {id-oa 23} X-5201Part6
-- ifl-oca-pwdEndTime OBJECT IDENTIFIER ::= {id-oa 24} X.520|Parté
-- ifi-oca-pwdFails OBJECT IDENTIFIER ::= {id-oa 25} X.520|Parté6
-- ifl-oca-pwdFailureTime OBJECT IDENTIFIER ::= {id-oa 26} X.520|Parté
-- ifd-oa-pwdGracesUsed OBJECT IDENTIFIER ::= {id-oa 27} X.520|Parté6
-- ifl-oa-userPwdHistory OBJECT IDENTIFIER ::= {id-oa 28} X.520|Parté6
-- if-oa-userPwdRecentlyExpired OBJECT IDENTIFIER ::= {id-oa 29} X.520|Parté6
-- ifd-oa-pwdModifyEntryAllowed OBJECT IDENTIFIER ::= {id-oa 30} X<520]|Parté6
-- ifd-oa-pwdChangeAllowed OBJECT IDENTIFIER ::= {id-oa 31} X.520|Parté6
-- if-oa-pwdMaxAge OBJECT IDENTIFIER ::= {id-oa’, 32} X.520|Parté
-- ifd-oa-pwdExpiryAge OBJECT IDENTIFIER ::= {id-oa.33} X.520|Parté6
-- ifl-oa-pwdMinLength OBJECT IDENTIFIER ::= {id-oa 34} X.520|Parté6
-- ifl-oa-pwdVocabulary OBJECT IDENTIFIER ::= {id-oa 35} X.520|Parté6
-- ifd-oa-pwdAlphabet OBJECT IDENTIFIER ::=%X{id-oa 36} X.520|Parté6
-- ifl-oca-pwdDictionaries OBJECT IDENTIFIER . :='{id-oa 37} X.520|Parté6
-- if-oa-pwdExpiryWarning OBJECT IDENTIFIER-%:= {id-oa 38} X.520|Parté6
-- if-oa-pwdGraces OBJECT IDENTIFIER/::= {id-oa 39} X.520|Parté6
-- if-oa-pwdFailureDuration OBJECT IDENTIEIER ::= {id-oa 40} X.520|Parté6
-- ifl-oa-pwdLockoutDuration OBJECT IDENTIFIER ::= {id-oa 41} X.520|Parté6
-- if-oa-pwdMaxFailures OBJECT IDENTIFIER ::= {id-oa 42} X.520|Parté6
-- ifl-oca-pwdMaxTimeInHistory OBJECT IDENTIFIER ::= {id-oa 43} X.520|Parté6
-- if-oca-pwdMinTimeInHistory OBJECT, IDENTIFIER ::= {id-oa 44} X.520|Parté6
-- ifl-oa-pwdHistorySlots OBJECT IDENTIFIER ::= {id-oa 45} X.520|Parté6
-- if-oa-pwdRecentlyExpiredDuration OBJECT IDENTIFIER ::= {id-oa 46} X.520|Parté6
-- ifl-oa-pwdEncAlg OBJECT IDENTIFIER ::= {id-oa 47} X.520|Parté6
id-op-allAttributeTypes OBJECT IDENTIFIER ::= {id-oa 48}

-- spbentry classes

id-sg-subentry OBJECT IDENTIFIER ::= {id-sc 0}
id-sf-accessControlSubentry OBJECT IDENTIFIER ::= {id-sc 1}
id-sg-collectiveAttributeSubentry OBJECT IDENTIFIER ::= {id-sc 2}
id-sfg-contextAssertionSubentry OBJECT IDENTIFIER ::= {id-sc 3}
id-sg-serviceAdminSubentry OBJECT IDENTIFIER ::= {id-sc 4}
id-sg-pwdAdminSubentry OBJECT IDENTIFIER ::= {id-sc 5}

-- Name forms

id-nf-subentryNameForm OBJECT IDENTIFIER ::= {id-nf 16}

-- afiministrative roles

id-af~auntonomousArea OBJECT IDENTIFIER ::= {id-ar 1}
id-ar-accessControlSpecificArea OBJECT IDENTIFIER ::= {id-ar 2}
id-ar-accessControlInnerArea OBJECT IDENTIFIER ::= {id-ar 3}
id-ar-subschemaAdminSpecificArea OBJECT IDENTIFIER ::= {id-ar 4}
id-ar-collectiveAttributeSpecificArea OBJECT IDENTIFIER ::= {id-ar 5}
id-ar-collectiveAttributeInnerArea OBJECT IDENTIFIER ::= {id-ar 6}
id-ar-contextDefaultSpecificArea OBJECT IDENTIFIER ::= {id-ar 7}
id-ar-serviceSpecificArea OBJECT IDENTIFIER ::= {id-ar 8}
id-ar-pwdAdminSpecificArea OBJECT IDENTIFIER ::= {id-ar 9}

END -- InformationFramework
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Annex C

Subschema administration in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined in
clause 15, in the form of an ASN.1 module, SchemaAdministration.

SchemaAdministration

{joint-iso-itu-t ds(5) module(l) schemaAdministration (23) 9}
DEFINITIONS ::=
BEGIN

-- EKPORTS All
/*
The kypes and values defined in this module are exported for use in the other ASN.1
modufles contained within the Directory Specifications, and for the use of other
appljications which will use them to access Directory services. Other appilications may
use khem for their own purposes, but this will not constrain extensions-and
modifications needed to maintain or improve the Directory service.

*/
IMPORTS

--| from Rec. ITU-T X.501 | ISO/IEC 9594-2

idfsoa, id-soc
FROM UsefulDefinitions
{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS

ATTRIBUTE, AttributeUsage, CONTEXT, DITContentRule’, DITStructureRule, MATCHING-RULEH,
NAME-FORM, OBJECT-CLASS, ObjectClassKind, objectIdentifierMatch, SYNTAX-NAME
FROM InformationFramework

{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

ldppSyntaxes
FFROM LdapSystemSchema
{joint-iso-itu-t ds(5) module (1) ldapSystemSchema (38) 9} WITH SUCCESSORS

--| from Rec. ITU-T X.520 | ISO/IEC 9594-6

atkributeTypeDescription, dITContentRuleDescription, dITStructureRuleDescription,
inkeger, integerFirstComponentMatch, integerMatch, matchingRuleDescription,
mafkchingRuleUseDescription, nameFormDescription, objectClassDescription,
obfjectIdentifierFirstComponentMatch, oid, UnboundedDirectoryString

FFROM SelectedAttributeTypes

{joint-iso-itu>t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS ;

subsfhema OBJECT~CLASS ::= {

KIND auxiliary

MAY CONTAIN ){ dITStructureRules |
nameForms |
dITContentRules |

objectClasses |
attributeTuynes |
£ L T

friends |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse |
ldapSyntaxes }

LDAP-NAME {"subschema"}

ID id-soc-subschema }

dITStructureRules ATTRIBUTE ::= {
WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
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dITStructureRuleDescription. &id

id-soa-dITStructureRule }

name [1] SET SIZE (l1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
}
dITContentRules ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE

DITContentRuleDescription
objectIdentifierFirstComponentMatch

USKGE directoryOperation
LDAP-SYNTAX dITContentRuleDescription. &id
LDAP-NAME {"dITContentRules"}

iD id-soa-dITContentRules }

DITCpntentRuleDescription ::= SEQUENCE {
COMPONENTS OF DITContentRule,

nape [4] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
d:Ecription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
}
matchingRules ATTRIBUTE ::= ({

WITH SYNTAX
EQUALITY MATCHING RULE

USAGE directoryOperation
LDAP-SYNTAX matchingRuleDescription. &id
LDAP-NAME {"matchingRules"}

iD id-soa-matchingRules }

MatchingRuleDescription ::= SEQUENCE {

identifier MATCHING-RULE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
information [0] UnboundedDirectoryString OPTIONAL,
-- describes the ASN.Il syntax
}
attrjibuteTypes ATTRIBUTE ::= {

WI'H SYNTAX
EQUALITY MATCHING RULE

USAGE directoryOperation
LDAP-SYNTAX attributeTypeDescription. &id
LDAP-NAME {"attributeTypes"}

D id-soa-attributeTypes }

AttrfibuteTypeDescription ::= SEQUENCE ({

identifier ATTRIBUTE. &id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
degcription UnboundedDirectoryString OPTIONAL,

obgolete BOOLEAN DEFAULT FALSE,

information [0] AttributeTypeInformation,

MatchingRuleDescription
objectIdentifierFirstComponentMatch

AttributeTypeDescription
objectIldentifierFirstComponentMatch

}

AttributeTypeInformation ::= SEQUENCE ({

derivation [0] ATTRIBUTE.é&id
equalityMatch [1] MATCHING-RULE. &id
orderingMatch [2] MATCHING-RULE. &id
substringsMatch [3] MATCHING-RULE.&id
attributeSyntax [4] UnboundedDirectoryString
multi-valued [5] BOOLEAN

collective [6] BOOLEAN

userModifiable [7] BOOLEAN

application AttributeUsage

}

© ISO/IEC 2020 - All rights reserved
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objectClasses ATTRIBUTE ::= {
WITH SYNTAX ObjectClassDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX objectClassDescription. &id
LDAP-NAME {"objectClasses"}
ID id-soa-objectClasses }
ObjectClassDescription ::= SEQUENCE ({
identifier OBJECT-CLASS. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] ObjectClassInformation,
¥
ObjeftClassInformation ::= SEQUENCE ({
subclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,
maphdatories [3] SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,
opkionals [4] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
}
nameforms ATTRIBUTE ::= {
WI'H SYNTAX NameFormDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX nameFormDescription. &id
LDAP-NAME {"nameForms" }
ID id-soa-nameForms }
NameFormDescription ::= SEQUENCE {
identifier NAME-FORM. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,

information [0] NameFormInformation,

}

NameFormInformation ::= SEQUENCE {
subordinate OBJECT-CLASS. &id,
nampingMandatories SET OF ATTRIBUTE. &id,
n:EingOptionals SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
o}
matchingRuleUse ATTRIBUTE~::= {
WIH SYNTAX MatchingRuleUseDescription
EQPALITY MATCHING RULE objectIldentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX matchingRuleUseDescription. &id
LDAP-NAME {"matchingRuleUse"}
D id-soa-matchingRuleUse }
MatchingRuleUseDescription ::= SEQUENCE ({
identifier MATCHING-RULE. &id,
naEe SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] SET OF ATTRIBUTE. &id,
}

structuralObjectClass ATTRIBUTE ::= ({
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX oid.&id
LDAP-NAME {"structuralObjectClass"}
ID id-soa-structuralObjectClass }
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governingStructureRule ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX integer. &id
LDAP-NAME {"governingStructureRule"}
ID id-soa-governingStructureRule }
contextTypes ATTRIBUTE ::= {
WITH SYNTAX ContextDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID Td=soa-contextTypes |
ContextDescription ::= SEQUENCE ({
identifier CONTEXT. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
degcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT ‘FALSE,
information [0] ContextInformation,
}
ContextInformation ::= SEQUENCE ({
syEtax UnboundedDirectoryString,
aspertionSyntax UnboundedDirectoryString OPTIONAL,
}
dITCpntextUse ATTRIBUTE ::= {
WIH SYNTAX DITContextUseDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }
DITCpntextUseDescription ::= SEQUENCE ({
identifier ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
degcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
information [0] DITContextUseInformation,
}
DITCpntextUseInformation ::= SEQUENCE ({
mahdatoryContexts [1] SETSIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
opkionalContexts [2] ~SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
}
friehds ATTRIBUTE ::=_{
WI'H SYNTAX FriendsDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
D id-soa-friends }
FriehdsDescription ::= SEQUENCE ({
anfhor ATTRIBUTE. &id,
nape SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
friends [0] SET SIZE (1..MAX) OF ATTRIBUTE.&id,

}

-- object identifier assignments

-- schema object classes

id-soc-subschema OBJECT IDENTIFIER = {id-soc 1}
-- schema operational attributes
id-soa-dITStructureRule OBJECT IDENTIFIER = {id-soa 1}
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id-soa-dITContentRules OBJECT
id-soa-matchingRules OBJECT
id-soa-attributeTypes OBJECT
id-soa-objectClasses OBJECT
id-soa-nameForms OBJECT
id-soa-matchingRuleUse OBJECT
id-soa-structuralObjectClass OBJECT

id-soa-governingStructureRule OBJECT

id-soa-contextTypes
id-soa-dITContextUse
id-soa-friends

OBJECT
OBJECT
OBJECT

END -- SchemaAdministration
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IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

{id-soa 2}
{id-soa 4}
{id-soa 5}
{id-soa 6}
{id-soca 7}
{id-soa 8}
{id-soa 9}
{id-soa 10}
{id-soa 11}
{id-soa 12}
{id-soa 13}
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Annex D

Service administration in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined in
clause 16 in the form of an ASN.1 module, ServiceAdministration.

ServiceAdministration

{joint-iso-itu-t ds(5) module(l) serviceAdministration(33) 9}
DEFINITIONS ::=
BEGIN

-- EKPORTS All
/*
The kypes and values defined in this module are exported for use in the other ASN.1
modufles contained within these Directory Specifications, and for the use of‘other
appljications which will use them to access Directory services. Other appilications may
use khem for their own purposes, but this will not constrain extensions-and
modifications needed to maintain or improve the Directory service.

*/
IMPORTS

--| from Rec. ITU-T X.501 | ISO/IEC 9594-2

ATTRIBUTE, AttributeType, CONTEXT, MATCHING-RULE, OBJECT-CLASS,
SupportedAttributes, SupportedContexts
FROM InformationFramework

{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

--| from Rec. ITU-T X.511 | ISO/IEC 9594-3

FamilyGrouping, FamilyReturn, HierarchySelections, SearchControlOptions,
SefkviceControlOptions

FROM DirectoryAbstractService

{joint-iso-itu-t ds(5) module(l)ydirectoryAbstractService(2) 9} WITH SUCCESSORS ;

-- types

SearfhRule ::= SEQUENCE {
COMPONENTS OF SearchRuleld,
sefviceType [1] YOBJECT IDENTIFIER OPTIONAL,
userClass [2)) INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
atkributeCombination~~[4] AttributeCombination DEFAULT and:{|},
oukputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaultControls [6] ControlOptions OPTIONAL,
mahdatoryContzols [7] ControlOptions OPTIONAL,
seprchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
rellaxdation [11] RelaxationPolicy OPTIONAL,
adfitionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
al otiedSubset [1 'l] AllowedSubset DEFAULT '111" ,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL,

}

SearchRuleId ::= SEQUENCE ({

id INTEGER,

dmdId [0] OBJECT IDENTIFIER }

AllowedSubset = BIT STRING {baseObject(0), oneLevel(l), wholeSubtree(2)}
ImposedSubset ::= ENUMERATED {baseObject(0), onelLevel(l), wholeSubtree(2),...}
RequestAttribute ::= SEQUENCE ({
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attributeType ATTRIBUTE. &id ({SupportedAttributes}),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({SupportedAttributes} {@attributeType}) OPTIONAL,
defaultvValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE. &Type
({SupportedAttributes} {QattributeType}),
...} OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and:{},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL,
}
ContpxXtProfite—TT=SEQUENCE—

cohtextType CONTEXT. &id ({SupportedContexts}),

cohtextValue SEQUENCE SIZE (l1..MAX) OF CONTEXT.&Assertion
({SupportedContexts} {QcontextType}) OPTIONAL,

}

ContextCombination ::= CHOICE {
cohtext [0] CONTEXT.&id({SupportedContexts}),
anfl [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
nog [3] ContextCombination,
}
MatchingUse ::= SEQUENCE {

regtrictionType MATCHING-RESTRICTION. &id ({SupportedMatchingRestrictions}),

regtrictionValue MATCHING-RESTRICTION. &Restriction
({SupportedMatchingRestrictions}{RrestrictionType}),

}

-- Dpfinition of the following information object, set is deferred, perhaps to
-- skandardized profiles or to protocol implementation conformance statements.
-- The set is required to specify a table constraint on the components of

-- SppportedMatchingRestrictions

SuppprtedMatchingRestrictions MATCHING-RESTRICTION ::= {...}
AttrfibuteCombination ::= CHOICE {
atkribute [0] AttributeType,
anf [1] SEQUENCE OF AttributeCombination,
or [2] SEQUENCE OFtAttributeCombination,
nof [3] AttributeCombination,
}
ResulltAttribute ::= SEQUENCE {
atkributeType ATTRIBUTE. &id ({SupportedAttributes}),
oukputValues CHOICE {
electedValues SEQUENCE OF ATTRIBUTE. &Type
E ({SupportedAttributes} {QattributeType}),
atchedValuesOnly NULL } OPTIONAL,
cohtexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL,
}
ContfpolOptions ::= SEQUENCE {
serviceControls [0] ServiceControlOptions DEFAULT {},
searchOptions [1] SearchControlOptions DEFAULT {searchAliases},

hierarchyOptions [2] HierarchySelections OPTIONAL,
}

EntryLimit ::= SEQUENCE ({
default INTEGER,
max INTEGER,
}

RelaxationPolicy ::= SEQUENCE ({
basic [0] MRMapping DEFAULT ({},
tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (l1..MAX) OF MRMapping OPTIONAL,
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maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1,
}
MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,

substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL,

}

Mapping ::= SEQUENCE ({
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY {-- shall be an--
-- object identifier of a mapping-based matching algorithm -- }),
level INTEGER DEFAULT O,
}
MRSupstitution ::= SEQUENCE ({
atkribute AttributeType,

olgMatchingRule [0]
nepMatchingRule [1]
}

MATCHING-RULE. &id OPTIONAL,
MATCHING-RULE. &id OPTIONAL,

-- ABN.1 information object classes

SEARCH-RULE ::= CLASS {
&dmdId OBJECT IDENTIFIER,
&:ErviceType OBJECT IDENTIFIER OPTIONAL,
&ugerClass INTEGER OPTIONAL,
&ThputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&cpmbination AttributeCombination OPTIONAL,
&OptputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mpandatoryControls ControlOptions OPTIONAL,
&sparchRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL,
&familyReturn FamilyReturn OPTIONAL,
&aflditionalControl AttributeType OPTIONAL,
&rglaxation RelaxationPolicy OPTIONAL,
&alllowedSubset AllowedSubset DEFAULT '111'B,
&imposedSubset ImposedSubset OPTIONAL,
gentryLimit EntryLimit OPTIONAL,
&id INTEGER UNIQUE }
WITH| SYNTAX {
DMp ID &dmdId
[SERVICE-TYPE &serviceType]
[UBER-CLASS &userClass]
[INPUT ATTRIBUTES &InputAttributeTypes]
[COMBINATION &combination]
[OPTPUT ATTRIBUTES &OutputAttributeTypes]
[DEFAULT CONTROL &defaultControls]
[ DATORY CONTROL &mandatoryControls]
[SEARCH-RULE CONTROL &searchRuleControls]
[FAMILY-GROUPING &familyGrouping]
[FAMILY-RETURN &familyReturn]
[APDITIONAL/ CONTROL &additionalControl]
[RELAXATION &relaxation]
[ALLOWED SUBSET &allowedSubset]
[IMPOSED SUBSET &imposedSubset]
[ENTRY LIMIT &entryLimit]
ID &id }
REQUEST-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE. &id,
&SelectedValues ATTRIBUTE. &Type OPTIONAL,
&DefaultValues SEQUENCE ({
entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE }

WITH SYNTAX {
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ATTRIBUTE TYPE &attributeType
[SELECTED VALUES &SelectedValues]
[DEFAULT VALUES &DefaultValues]
[CONTEXTS &contexts]

[CONTEXT COMBINATION &contextCombination]
[MATCHING USE &MatchingUse]

[INCLUDE SUBTYPES

&includeSubtypes] }

RESULT-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE. &id,
&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE. &Type,
matchedValuesOnly NULL } OPTIONAL,
&contexts ContextProfile OPTIONAL }
WITH SYNTAX—
ATTRIBUTE TYPE &attributeType
[OPTPUT VALUES &outputValues]

[CONTEXTS &contexts] }
MATCHING-RESTRICTION ::= CLASS {

&Restriction,

&Rles MATCHING-RULE. &id,

&id OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {

RESTRICTION &Restriction

RULES &Rules

ID &id }
END |- ServiceAdministration
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Annex E

Basic Access Control in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.1 module BasicAccessControl.

BasicAccessControl

{joint-iso-itu-t ds(5) module(l) basicAccessControl (24) 9}
DEFINITIONS ::=
BEGIN

-- EKPORTS All
/*
The kypes and values defined in this module are exported for use in the other ASN.1
modufles contained within these Directory Specifications, and for the use of‘other
appljications which will use them to access Directory services. Other applications may
use khem for their own purposes, but this will not constrain extensions-and
modifications needed to maintain or improve the Directory service.

*/
IMPORTS

--| from Rec. ITU-T X.501 | ISO/IEC 9594-2

idfaca, id-acScheme
FROM UsefulDefinitions
{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS

ATTRIBUTE, AttributeType, AttributeTypeAndValue,‘ContextAssertion, DistinguishedName,
MATCHING-RULE, objectIdentifierMatch, Refinement, SubtreeSpecification,
SupportedAttributes

FROM InformationFramework

{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

-- from Rec. ITU-T X.511 | ISO/IEC 959433

Fillter
FFROM DirectoryAbstractService
{joint-iso-itu-t ds(5) module(l) directoryAbstractService(2) 9} WITH SUCCESSORS

--| from Rec. ITU-T X.520(|)ISO/IEC 9594-6

dikectoryStringFirstComponentMatch, NameAndOptionalUID,

UnpoundedDirectoryString, Uniqueldentifier

FFROM SelectedAttributeTypes

{joint-iso7itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS ;

accepsControlScheme ATTRIBUTE ::= {
WI'H SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
D id-aca-accessControlScheme—}
-- types
ACIItem ::= SEQUENCE {
identificationTag UnboundedDirectoryString,
precedence Precedence,
authenticationLevel Authenticationlevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE ({
protectedItems ProtectedItems,
itemPermissions SET OF ItemPermission,
R
userFirst [1] SEQUENCE {
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userClasses UserClasses,
userPermissions SET OF UserPermission,
N I
R
}
Precedence ::= INTEGER(0..255,...)
ProtectedItems ::= SEQUENCE {
entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType
OPTIONAL,
allAttributeValues [3] SET SIZE (1..MAX) OF AttributeType

UFr11UNAL,

alllUserAttributeTypesAndValues [4] NULL OPTIONAL,

atkributeValue [5] SET SIZE (l1l..MAX) OF AttributeTypeAndValue
OPTIONAL,

sellfValue [6] SET SIZE (1..MAX) OF AttributeType
OPTIONAL,

rahgeOfValues [7] Filter OPTIONAL,

makValueCount [8] SET SIZE (1l..MAX) OF MaxValueCount
OPTIONAL,

makImmSub [9] INTEGER OPTIONAL,

regtrictedBy [10] SET SIZE (1l..MAX) OF RestrictedvValue
OPTIONAL,

cohtexts [11] SET SIZE (l1..MAX) OF ContextAssertion
OPTIONAL,

clpsses [12] Refinement OPTIONAL,

}
MaxValueCount ::= SEQUENCE {
type AttributeType,

makCount INTEGER,
}

RestkictedValue ::= SEQUENCE ({
type AttributeType,
vajluesIn AttributeType,

}

Userflasses ::= SEQUENCE ({
alllUsers [0] NULL OPTIONAL,
thiisEntry [1] NULL OPTIONAL,

nate [2] SET SIZE (l:.MAX) OF NameAndOptionalUID OPTIONAL,
usprGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn_component shall be the name of an

-- entry of GroupOfUniqueNames

subtree [4] SET_SIZE (l1..MAX) OF SubtreeSpecification OPTIONAL,
}
ItemPermission_ %{:= SEQUENCE {
precedence Precedence OPTIONAL,
[ ~- defaults to precedence in ACIItem
userCldsses UserClasses,

grantsAndDenials GrantsAndDenials,
}

UserPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
protectedItems ProtectedItems,

grantsAndDenials GrantsAndDenials,
}

AuthenticationLevel ::= CHOICE {
basicLevels SEQUENCE {
level ENUMERATED {none(0), simple(l), strong(2),...},
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE,
NN I

180 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=01f711206997eb9c559cd96c397b0e95

other

}

GrantsAndDenials ::=

ISO/IEC 9594-2:2020 (E)

EXTERNAL,

BIT STRING {

-- permissions that may be used in conjunction
-- with any component of ProtectedItems

grantAdd (0),
denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),
grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7),

with the

grantBrowse (8),
dephyBrowse (9),
grantExport (10),
depyExport (11),
grantImport (12),
dehyImport (13),
grantModify (14),
depyModify (15),
grantRename (1e6) ,
dehyRename (17),
grantReturnDN (18),
dehyReturnDN (19),

grantCompare (20),
dehyCompare (21),
grantFilterMatch (22) ,
dehyFilterMatch (23),
grantInvoke (24),
dehyInvoke (25) }

-- aftributes

prespriptiveACI ATTRIBUTE ::= ({
WITH SYNTAX ACIItem

EQUALITY MATCHING RULE

USAGE
ID

entryACI ATTRIBUTE ::=
WI'H SYNTAX

EQUALITY MATCHING RULE

entry component

permissions that may be used in conjunction
with any component, except entry, of ProtectedItems

{

Oniy imm comnjunctiomn

directoryStringFirstComponentMatch
directoryOperation
id-aca-prescriptiveACI }

ACIItem
directoryStringFirstComponentMatch

USAGE directoryOperation
iD id-aca-entryACI }
subehtryACI ATTRIBUTE ::= {
WITH SYNTAX ACIItem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch

Us|

ID

-- o

AGE

directoryOperation
id-aca-subentryACI }

bject identifier assignments

-- attributes

id-aca-accessControlScheme
id-aca-prescriptiveACI
id-aca-entryACI
id-aca-subentryACI

-- access control schemes
basicAccessControlScheme

simplifiedAccessControlScheme
rule-based-access-control

© ISO/IEC 2020 - All rights reserved

OBJECT IDENTIFIER ::= {id-aca 1}
OBJECT IDENTIFIER ::= {id-aca 4}
OBJECT IDENTIFIER ::= {id-aca 5}
OBJECT IDENTIFIER ::= {id-aca 6}
OBJECT IDENTIFIER ::= {id-acScheme 1}
OBJECT IDENTIFIER ::= {id-acScheme 2}
OBJECT IDENTIFIER ::= {id-acScheme 3}
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{id-acScheme 4}

rule-and-basic-access-control OBJECT IDENTIFIER ::
{id-acScheme 5}

rule-and-simple-access-control OBJECT IDENTIFIER ::

END -- BasicAccessControl
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Annex F

DSA operational attribute types in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type and value definitions contained in clauses 23 and 24 in the form of an ASN.1
module, DSAOperationalAttributeTypes.

DSAOperationalAttributeTypes

{joint-iso-itu-t ds(5) module(l) dsaOperationalAttributeTypes (22) 9}
DEFINITIONS ::=
BEGIN
-- EKPORTS All
/*
The kypes and values defined in this module are exported for use in the other ASN.1
modufles contained within these Directory Specifications, and for the use of‘other
appljications which will use them to access Directory services. Other appilications may
use them for their own purposes, but this will not constrain extensions-and
modifications needed to maintain or improve the Directory service.
*/
IMPORTS

from Rec. ITU-T X.501 | ISO/IEC 9594-2

idfdoa, id-kmr

AT

op

FROM UsefulDefinitions
{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS

TRIBUTE, MATCHING-RULE, Name
FROM InformationFramework
{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

erationalBindingID
FROM OperationalBindingManagement
{joint-iso-itu-t ds(5) module (1) ‘opBindingManagement(18) 9} WITH SUCCESSORS
from Rec. ITU-T X.518 | ISO/IEC,9594-4
tessPoint, DitBridgeKnowledge, MasterAndShadowAccessPoints
FROM DistributedOperations
{joint-iso-itu-t ds(5) )module(l) distributedOperations(3) 9} WITH SUCCESSORS

from Rec. ITU-T X520 | ISO/IEC 9594-6

ikStringMatch, directoryStringFirstComponentMatch

FFROM SelectedAttributeTypes
{joint-iso7itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS ;

dseType ATTRIBUTE ::= ({
WICH SYNTAX DSEType
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
NO[USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-dseType }
DSEType ::= BIT STRING {
root (0), =-- root DSE
glue (1), -- represents knowledge of a name only
cp (2), -- context prefix
entry (3), -- object entry
alias (4), -- alias entry
subr (5), -- subordinate reference
nssr (6), -- non-specific subordinate reference
supr (7), -- superior reference
Xr (8), =-- cross reference
admPoint (9), -- administrative point
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subentry (10), --
shadow (11), --
immSupr (13), --
rhob (14), --
sa (15), --
dsSubentry (16), --
familyMember (17), --
ditBridge (18)} --
--writeableCopy (19)

myAccessPoint ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE

subentry

shadow copy

immediate superior reference

rhob information

subordinate reference to alias entry
DSA Specific subentry

family member

DIT bridge reference

writeable copy (currently not used)

ti= |

AccessPoint
accessPointMatch
TRUE

NOUSER MODIFICATION—  TRUE

USAGE dSAOperation

ID id-doa-myAccessPoint }
superiorKnowledge ATTRIBUTE ::= {

WIH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

NO| USER MODIFICATION TRUE

USAGE dSAOperation

iD id-doa-superiorKnowledge }
specfificKnowledge ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE distributedOperation

iDp id-doa-specificKnowledge }
nonSpecificKnowledge ATTRIBUTE ::= {

WI'H SYNTAX
EQUALITY MATCHING RULE

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch

NO| USER MODIFICATION TRUE

USAGE distributedOperation

iD id-doa-nonSpecificKnowledge }
SuppflierOrConsumer ::= SET {

COMPONENTS OF AccessPoint, -- supplier or consumer

agkeementID [3] OperationalBindingID,

}

SuppllierInformation ::=
COMPONENTS OF

SET._{

SupplierOrConsumer, -- supplier

supplier-is-master [4] BOOLEAN DEFAULT TRUE,
noh-supplying-mastet’) [5] AccessPoint OPTIONAL,
}
suppllierKnowledge ATTRIBUTE ::= {

WITH SYNTAX
EQPALITY MATCHING RULE

SupplierInformation
supplierOrConsumerInformationMatch

NO| USER-MODIFICATION TRUE

USAGE dSAOperation

D id-doa-supplierKnowledge }
ConsumerInformation ::= SupplierOrConsumer -- consumer
consumerKnowledge ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE

ConsumerInformation
supplierOrConsumerInformationMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-consumerKnowledge }
SupplierAndConsumers ::= SET {

COMPONENTS OF AccessPoint, -- supplier

consumers

}

[31]
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secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadows }
ditBridgeKnowledge ATTRIBUTE ::= {

WITH SYNTAX DitBridgeKnowledge

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

D id-doa-ditBridgeKnowledge }

-- mptching rules

accepsPointMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-accessPointMatch }

mastprAndShadowAccessPointsMatch MATCHING-RULE ::= {
SYNTAX SET OF Name
ID id-kmr-masterShadowMatch }

suppllierOrConsumerInformationMatch MATCHING-RULE ::= {
SYNTAX SET {

e-title [0] Name,

agreement-identifier [2] INTEGER}

iDp id-kmr-supplierConsumerMatch }

suppllierAndConsumersMatch MATCHING-RULE ::= {
SYNTAX Name
D id-kmr-supplierConsumersMatch }

-- opject identifier assignments

a operational attributes

a-dseType OBJECT \IDENTIFIER ::= {id-doa 0}
a-myAccessPoint OBJECT IDENTIFIER ::= {id-doa 1}
a-superiorKnowledge OBJECT IDENTIFIER = {id-doa 2}
a-specificKnowledge OBJECT IDENTIFIER ::= {id-doa 3}
a-nonSpecificKnowledge OBJECT IDENTIFIER ::= {id-doa 4}
a-supplierKnowledge OBJECT IDENTIFIER = {id-doa 5}
a-consumerKnowledge OBJECT IDENTIFIER = {id-doa 6}
a-secondaryShadows OBJECT IDENTIFIER ::= {id-doa 7}
a-ditBridgeKnowledge OBJECT IDENTIFIER ::= {id-doa 8}
owledge matching rules

r-accessPointMatch OBJECT IDENTIFIER ::= {id-kmr 0}
r-masterShadowMatch OBJECT IDENTIFIER ::= {id-kmr 1}
r-supplierConsumerMatch OBJECT IDENTIFIER ::= {id-kmr 2}
r-supplierConsumersMatch OBJECT IDENTIFIER ::= {id-kmr 3}

~_DSAOperationalAttributeTypes
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Annex G

Operational binding management in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational Bindings
relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperationalBindingManagement

{joint-iso-itu-t ds(5) module(l) opBindingManagement(18) 9}
DEFINITIONS ::=
BEGIN

-- EKPORTS All
/*
The kypes and values defined in this module are exported for use in the other ASN.1
modufles contained within these Directory Specifications, and for the use of‘other
applications which will use them to access Directory services. Other appilications may
use khem for their own purposes, but this will not constrain extensions-and
modifications needed to maintain or improve the Directory service.

*/
IMPORTS

--| from Rec. ITU-T X.501 | ISO/IEC 9594-2

OPFIONALLY-PROTECTED-SEQ
FROM EnhancedSecurity
{joint-iso-itu-t ds(5) modules(l) enhancedSecurity(28) 9} WITH SUCCESSORS

hiprarchicalOperationalBinding, nonSpecificHieratxchicalOperationalBinding
FROM HierarchicalOperationalBindings

{joint-iso-itu-t ds(5) module(l) hierarchicalOperationalBindings (20) 9}
WITH SUCCESSORS

-- ffom Rec. ITU-T X.511 | ISO/IEC 9594-3

CommonResultsSeq, securityError, SelcurityParameters
FROM DirectoryAbstractService
{joint-iso-itu-t ds(5) module(l) directoryAbstractService(2) 9} WITH SUCCESSORS

--| from Rec. ITU-T X.518 |~ISO/IEC 9594-4

AcfessPoint, dSABind
FROM DistributedOpetrations
{joint-iso-itu<{t ds(5) module(l) distributedOperations(3) 9} WITH SUCCESSORS

--| from Rec. ITU-~T X.519 | ISO/IEC 9594-5

idferr-operationalBindingError, id-op-establishOperationalBinding,
idfop-modifyOperationalBinding, id-op-terminateOperationalBinding,
OPERATION;" ERROR

FROM CommonProtocolSpecification

{joint-iso-itu-t ds(5) module(l) commonProtocolSpecification(35) 9} WITH SUCCESISORS

APPLICATION-CONTEXT
FROM DirectoryOSIProtocols
{joint-iso-itu-t ds(5) module(l) directoryOSIProtocols(37) 9} WITH SUCCESSORS

-- from Rec. ITU-T X.525 | ISO/IEC 9594-9
shadowOperationalBinding
FROM DirectoryShadowAbstractService
{joint-iso-itu-t ds(5) module(l) directoryShadowAbstractService(15) 9}
WITH SUCCESSORS ;

-- bind and unbind
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dSAOperationalBindingManagementBind OPERATION ::= dSABind
OPERATIONAL-BINDING ::= CLASS {
&Agreement ,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &§Agreement
APPLICATION CONTEXTS &Cooperation
[SYMMETRIC &both]
[ASYMMETRIC
OLE=A &TOLIEA]
[ROLE-B &roleB]]
D &id }
OP-B[INDING-COOP = CLASS {
&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }
WITH| SYNTAX {
&applContext
[APPLIES TO &Operations] }
OP-B[[ND-ROLE = CLASS {
&eptablish BOOLEAN DEFAULT FALSE,
&EptablishParam,
&mpdify BOOLEAN DEFAULT FALSE,
&MpdifyParam OPTIONAL,
&tprminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }
WITH| SYNTAX {
[EBTABLISHMENT-INITIATOR &establish]
ESTABLISHMENT-PARAMETER &EstablishParam
[MPDIFICATION-INITIATOR &modify]
[MDDIFICATION-PARAMETER &ModifyParam]
[TERMINATION-INITIATOR &terminate]
[TERMINATION-PARAMETER &TerminateParam] }
-- operations, arguments and results
estaplishOperationalBinding OPERATION ::= {
AR{GUMENT EstablishOperationalBindingArgument
REBULT EstablishOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-establishOperationalBinding }
EstaplishOperationalBindingArgument ::=
OP'IONALLY-PROTECTED-SEQ { EstablishOperationalBindingArgumentData }
EstaplishOperationalBindingArgumentData ::= SEQUENCE {
bihdingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),
bihdingID [1] OperationalBindingID OPTIONAL,
acfessPoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B initiates
infitiator CHOICE {
symmetric [3] OPERATIONAL-BINDING. &both.&EstablishParam

({OpBindingSet} {@bindingType}) ,

roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB. &EstablishParam
({OpBindingSet} {@bindingType}) },
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet} {@bindingType}) ,
valid [7] Validity DEFAULT ({},

securityParameters [8]

}

OpBindingSet OPERATIONAL-BINDING
shadowOperationalBinding |
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hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OperationalBindingID ::= SEQUENCE ({
identifier INTEGER,
version INTEGER,
}
Validity ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
...} DEFAULT now:NULL,
validUntil [1] CHOICE {
EXpIfcitTermination [0 NULLY
Eime [1] Time,

} DEFAULT explicitTermination:NULL,
}

Time| : := CHOICE ({
utpTime UTCTime,
geheralizedTime GeneralizedTime,

}

EstaplishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ
{ EstkablishOperationalBindingResultData }

EstaplishOperationalBindingResultData ::= SEQUENCE {
bihdingType [0] OPERATIONAL-BINDING. &id({OpBindingSet})-
bihdingID [1] OperationalBindingID OPTIONAL,
acfessPoint [2] AccessPoint,
--| symmetric, Role A replies, or Role B replies
infitiator CHOICE {
pymmetric [3] OPERATIONAL-BINDING. &both,&EstablishParam

({OpBindingSet} {@bindingType}) ,
roleA-replies [4] OPERATIONAL-BINDING. &roleA.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleB-replies [5] OPERATIONAL-BINDING:.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) },

l4
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modifyOperationalBinding OPERATION ::= ({
ARGUMENT ModifyOperationalBindingArgument
REBULT ModifyOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-modifyOperationalBinding }

ModifyOperationalBindingArgument ::=
OP'IONALLY-PROTECTED-SEQ { ModifyOperationalBindingArgumentData }

ModifyOperationalBindingArgumentData ::= SEQUENCE ({
bihdingType [0] OPERATIONAL-BINDING. &id ({OpBindingSet}),
bihdingID [1] OperationalBindingID,
acfessPoint [2] AccessPoint OPTIONAL,
--| symmetric, Role A initiates, or Role B initiates
initiator CHOICE ({
symmetric [3] OPERATIONAL-BINDING. &both.&ModifyParam

({OpBindingSet} {@bindingType}) ,
roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&ModifyParam

({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB.&ModifyParam

({OpBindingSet} {@bindingType})} OPTIONAL,

newBindingID [6] OperationalBindingID,

newAgreement [7] OPERATIONAL-BINDING. &Agreement
({OpBindingSet} {@bindingType}) OPTIONAL,

valid [8] ModifiedValidity OPTIONAL,

securityParameters [9] SecurityParameters OPTIONAL,

-}
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ModifiedValidity ::= SEQUENCE {

validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
...} DEFAULT now:NULL,

validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time,
unchanged [2] NULL,

} DEFAULT unchanged:NULL,
}

ModifyOperationalBindingResult ::= CHOICE {

null NULL,

prptected— I OPTIONALLY=-PROTECTED=-SEQ{ ModifyOperationaiBindimgResutitbata };
}

ModifyOperationalBindingResultData ::= SEQUENCE ({
hewBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}) ,
hewAgreement OPERATIONAL-BINDING. &Agreement ({OpBindingSet}{Q.bindingType}),
ralid Validity OPTIONAL,

-7
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}

termjinateOperationalBinding OPERATION ::= ({
ARGUMENT TerminateOperationalBindingArgument
REBULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }

TerminateOperationalBindingArgument ::=
OPIONALLY-PROTECTED-SEQ { TerminateOperationalBindingArgumentData }

TerminateOperationalBindingArgumentData ::=,SEQUENCE ({
bihdingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bihdingID [1] OperationalBindingID,
--| symmetric, Role A initiates, or Role B initiates
infitiator CHOICE {
pymmetric [2] OPERATIONAL-BINDING. &both.&TerminateParam
({OpBindingSet} {@bindingType}) ,
roleA-initiates [3] OPERATIONAL-BINDING. &roleA.&TerminateParam
(fOpBindingSet} {@bindingType}) ,
roleB-initiates [4]../ OPERATIONAL-BINDING. &roleB. &§TerminateParam
({OpBindingSet} {@bindingType})} OPTIONAL,
tekminateAt [5] Time OPTIONAL,

sefurityParameters,_[6] SecurityParameters OPTIONAL,

- }

TerminateOperationalBindingResult ::= CHOICE ({

nufll NULL,

prptected\"{1] OPTIONALLY-PROTECTED-SEQ{ TerminateOperationalBindingResultData },
}

TermfinateOperationalBindingResultData ::= SEQUENCE {
bindingID OperationalBindinglID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

-7
ceey
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-- errors and parameters

operationalBindingError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED-SEQ {OpBindingErrorParam}
CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016) 189


https://standardsiso.com/api/?name=01f711206997eb9c559cd96c397b0e95

	Blank Page



