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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest
international organizations, governmental and non-governmental, in liaison with ISO and I

. Other
EC, also

take part in the work. In the field of information technology, ISO and IEC have established a joint
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The procedures used to develop this document and those intended for its further mainten:
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria neg
the different types of document should be noted. This document was drafted in accordance {
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this decument may be the
of patent rights. ISO and IEC shall not be held responsible for identifying any or all suck
rights. Details of any patent rights identified during the developmentof the document will I
Introduction and/or on the ISO list of patent declarations received.(see www.iso.org/patentg
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Any trade name used in this document is information given{for the convenience of users a
not constitute an endorsement.

For an explanation on the meaning of ISO specific.terms and expressions related to cor
assessment, as well as information about ISO's.adherence to the World Trade Organization
principles in the Technical Barriers® to Trade (TBT) see the fd
URL: www.iso.org/iso/foreword.html.

This eighth edition cancels and replaces the seventh edition (ISO/IEC 9594-2:2014),
has been technically revised.

This document was prepared-by ISO/IEC JTC 1, Information technology, SC 6, Telecommun
and information exchanges:between systems, in collaboration with ITU-T. The identicg
published as ITU-T X.504\(10/2016).

Alist of all parts in'the'ISO/IEC 9594 series, published under the general title Information tec
— Open Systemsdnterconnection — The Directory, can be found on the ISO website.
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Introduction

This Recommendation | International Standard, together with other Recommendations in the ITU-T X.500-series | parts
of ISO/IEC 9594, has been produced to facilitate the interconnection of information processing systems to provide
directory services. A set of such systems, together with the directory information that they hold, can be viewed as an
integrated whole, called the Directory. The information held by the Directory, collectively known as the Directory
Information Base (DIB), is typically used to facilitate communication between, with or about objects such as application
entities, people, terminals and distribution lists.

The Directory plays a significant role in Open Systems Interconnection (OSI), whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;
— of different levels of complexity; and
—  of different ages.

This Recommendation | International Standard provides a number of different models for the Directory as a framgwork
for the other Recommendations in the ITU-T X.500 series | parts of ISO/IEC 9594. The models are the overall (functjonal)
mode]; the administrative authority model, generic Directory Information Models providing Directory Usef and
Ameistrative User views on Directory information, generic DSA and DSA information” models, an Operational
Framg¢work and a security model.

The deneric Directory Information Models describe, for example, how information”about objects is grouped to| form
Directory entries for those objects and how that information provides names for ghjects.

The generic DSA and DSA information models and the Operational -Framework provide support for Dirgctory
distripution.

This Recommendation | International Standard provides a specialization of the generic Directory Information Models to
suppgrt Directory Schema administration.

This Recommendation | International Standard provides the foundation frameworks upon which industry profiles gan be
defingd by other standards groups and industry forums. Manyof the features defined as optional in these frameworkp may
be mandated for use in certain environments through profiles. This eight edition technically revises and enhancgs the
seventh edition of this Recommendation | International Standard.

This gight edition specifies versions 1 and 2 of the-Directory protocols.

The fjrst and second editions specified only version 1. Most of the services and protocols specified in this editiTn are
desigped to function under version 1..However, some enhanced services and protocols, e.g., signed errors, will not
function unless all Directory entities-involved in the operation have negotiated version 2. Whichever version hag been
negotjated, differences between the\services and between the protocols defined in this eight editions, except for|those
specifically assigned to version 2;“are accommodated using the rules of extensibility defined in Rec. ITU-T X519 |
ISO/IEC 9594-5.

Annek A, which is an integral part of this Recommendation | International Standard, summarizes the usage of ASN.1
object identifiers in the\lTU-T X.500-series Recommendations | parts of ISO/IEC 9594.

Annek B, whichris\an integral part of this Recommendation | International Standard, provides the ASN.1 module yhich
contalns all of-the‘definitions associated with the information framework.

Annek Chwhich is an integral part of this Recommendation | International Standard, provides the subsghema
administration schema in ASN.1.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for Basic
Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with DSA operational attribute types.

Annex G, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.
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Annex H, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with enhanced security.

Annex I, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains the definitions for LDAP system schema using the ASN.1 ATTRIBUTE information object.

Annex J, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex K, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.

Annex L, which is not an integral part of this Recommendation | International Standard, provides some examples of
various aspects of Schema.

Anne

semaiptics associated with Basic Access Control permissions.

Anne
of the

Anne
entry

Anne
mode

Anne
subfil

Anne
exam

Anne
conce

Anne
defing

Anne
repor

K M, which is not an integral part of this Recommendation | International Standard, provides an overview

K N, which is not an integral part of this Recommendation | International Standard, provides an exténded ex
use of Basic Access Control.

K O, which is not an integral part of this Recommendation | International Standard, describessome DSA sy
combinations.

K P, which is not an integral part of this Recommendation | International Standard, provides a framework fi
ling of knowledge.

K Q, which is not an integral part of this Recommendation | International\Standard, describes the conc
fers.

K R, which is not an integral part of this Recommendation | Internatienal*Standard, describes recommendation
bles on how family members can be named.

X S, which is not an integral part of this Recommendation | International Standard, gives an introduction to n
pts and considerations.

K T, which is not an integral part of this Recommendatioh | International Standard, lists alphabetically the
d in this Recommendation | International Standard.

K U, which is not an integral part of this Recommendation | International Standard, lists the amendments and
s that have been incorporated to form this edition of this Recommendation | International Standard.
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ISO/IEC 9594-2:2017 (E)

INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Models

SECTION 1 - GENERAL

1 CAnnn

\JUUP\'

The npodels defined in this Recommendation | International Standard provide a conceptual and terminological-framg

work

for the other ITU-T X.500-series Recommendations | parts of ISO/IEC 9594 which define various aspects ¢f the

Directory.

The functional and administrative authority models define ways in which the Directory can(be distributed,
functionally and administratively. Generic Directory System Agent (DSA) and DSA information models a
Opergtional Framework are also provided to support Directory distribution.

The deneric Directory Information Models describe the logical structure of the Directory~Information Base (DIB
the pgrspective of Directory and Administrative Users. In these models, the fact that the Directory is distributed,
than gentralized, is not visible.

This Recommendation | International Standard provides a specialization of the generic Directory Information Mod
suppgrt Directory Schema administration.

The gther ITU-T Recommendations in the X.500 series | parts of ISO/IEE 9594 make use of the concepts defined

both
nd an

from
rather

els to

n this

Recommendation | International Standard to define specializations of.the'generic information and DSA models to pfovide

specific information, DSA and operational models supporting particular directory capabilities (e.g., Replication):

a) the service provided by the Directory is described-(in Rec. ITU-T X.511 | ISO/IEC 9594-3) in terms
concepts of the information framework: this%allows the service provided to be somewhat independ
the physical distribution of the DIB;

b) the distributed operation of the Directory is specified (in Rec. ITU-T X.518 | ISO/IEC 9594-4) so
provide that service, and therefore maintain that logical information structure, given that the DIB is
highly distributed;

c) replication capabilities offered by the component parts of the Directory to improve overall Dirg
performance are specified\(in Rec. ITU-T X.525 | ISO/IEC 9594-9).

The spcurity model establishes a framework for the specification of access control mechanisms. It provides a mech
for idpntifying the access contrel scheme in effect in a particular portion of the Directory Information Tree (DIT),
defings three flexible, specificiaccess control schemes which are suitable for a wide variety of applications and sty
use. The security model atso.provides a framework for protecting the confidentiality and integrity of directory oper
usingmechanisms suchi asencryption and digital signatures. This makes use of the framework for authentication d
in Rep. ITU-T X.5094-ISO/IEC 9594-8 as well as generic upper layers security tools defined in Rec. ITU-T X
ISO/IEC 1158654

DSA models.establish a framework for the specification of the operation of the components of the Directory. Specif
a) the Directory functional model describes how the Directory is manifested as a set of one or

of the
ent of

as to
n fact

ctory

hnism
and it
les of
htions
fined
1830 |

cally:
more

components _each being a DSA:

b) the Directory distribution model describes the principals according to which the DIB entries and

entry-copies may be distributed among DSAs;

c) the DSA information model describes the structure of the Directory user and operational information held

ina DSA,;

d) the DSA operational framework describes the means by which the definition of specific forms of

cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.

Rec. ITU-T X.501 (10/2016)
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2

2.1

References

Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent edition
of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

211

2.1.2

2.13

Identical Recommendations | International Standards

Recommendation ITU-T X.500 (2016) | ISO/IEC 9594-1:2017, Information technology — @pen Sy
Interconnection — The Directory: Overview of concepts, models and services.

Recommendation ITU-T X.509 (2016) | ISO/IEC 9594-8:2017, Information technalogy — Open Sy
Interconnection — The Directory: Public-key and attribute certificate frameworks,

Recommendation ITU-T X.511 (2016) | ISO/IEC 9594-3:2017, Information technology — Open Sy
Interconnection — The Directory: Abstract service definition.

Recommendation ITU-T X.518 (2016) | ISO/IEC 9594-4:2017, Information technology — Open Sy
Interconnection — The Directory: Procedures for distributed operation:

Recommendation ITU-T X.519 (2016) | ISO/IEC 9594-5:2017, Information technology — Open Sy
Interconnection — The Directory: Protocol specifications.

Recommendation ITU-T X.520 (2016) | ISO/IEC 9594-6:2017, Information technology — Open Sy
Interconnection — The Directory: Selected attribute types.

Recommendation ITU-T X.521 (2016) | ISO/IEC 9594-7:2017, Information technology — Open Sy
Interconnection — The Directory: Selected object-classes.

Recommendation ITU-T X.525 (2016) | ISOAEC 9594-9:2017, Information technology — Open Sy
Interconnection — The Directory: Replication.

Recommendation ITU-T X.660 (2011),| ISO/IEC 9834-1:2012, Information technology — Open Sy
Interconnection — Procedures for, thexoperation of OSI Registration Authorities: General procedurg
top arcs of the ASN.1 Object Identjfier tree.

Recommendation ITU-T X.680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abstract
Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract $
Notation One (ASN.1): Information object specification.

Recommendation/ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Abstract §
Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology — Abstract §
Notation One (ASN.1): Parameterization of ASN.1 specifications.

Paired*Recommendations | International Standards equivalent in technical content

Recommendation ITU-T X.800 (1991) (previously CCITT Recommendation), Security architectu

stems

stems

stems

stems

stems

stems

stems

stems

stems
s and

yntax

yntax

yntax

yntax

re for

Open Systems Interconnection for CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model — Part 2: Security Architecture.

Other references

IETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification
Map.

IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

Road

IETF RFC 4512 (2006), Lightweight Directory Access Protocol (LDAP): Directory Information Models.
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2.2 Non-normative references

—  Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model.

— IETF RFC 4526 (2006), Lightweight Directory Access Protocol (LDAP): Absolute True and False Filters.

—  Recommendation ITU-T X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Authentication framework.

—  Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Access control framework.

—  Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems

Lotor n. Fron Conripib fromaaanrlie for anman ovotoma MNear-kendiatian-feataariarl
TTCCTCUTIICC IO — SCCUTTtY T ATCVWWOTRS TOT UPTIT SYSTCTTTS — INOTT T CPUUTatiUTT T AT IcvWwOoTRe

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Communication definitions

The fpllowing terms are defined in Rec. ITU-T X.519 | ISO/IEC 9594-5:
a) application-context;

b) application-entity;

c) application process.

3.2 Basic Directory definitions

The fpllowing terms are defined in Rec. ITU-T X.500 | ISO/IEC 9594-1:
a) Directory;

b) Directory Access Protocol,;

c) Directory Information Base;

d) Directory Operational Binding Management Protocol,;

e) Directory System Protocol;

f)  (Directory) user.

3.3 Distributed operation definitions

The fpllowing terms are defined)in Rec. ITU-T X.518 | ISO/IEC 9594-4:
a) access point,

b) hierarchical operational binding;

C) name-resolution;

d) <-hon-specific hierarchical operational binding;

e) ¢ relevant hierarchical operational binding.

3.4 Replication definitions

The following terms are defined in Rec. ITU-T X.525 | ISO/IEC 9594-9:
a) cache-copy;
b) consumer reference;
c) entry-copy;
d) master DSA;
e) primary shadowing;
f) replicated area;

Rec. ITU-T X.501 (10/2016) 3
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g) replication;

h) secondary shadowing;

i) shadow consumer;

j)  shadow supplier;

k) Shadowed DSA Specific Entry;
I) shadowing;

m) supplier reference.

The definitions of terms defined in this Recommendation | International Standard are included at the beginning of

individual-clauses—-as npprnpriqfn An-index of these terms-is prn\lidnd in-Annex T for easy. referance
T - -

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.
ACDF  Access Control Decision Function

ACI Access Control Information

ACIA  Access Control Inner Area

ACSA  Access Control Specific Area

ASN.1  Abstract Syntax Notation One

AVA  Attribute Value Assertion

BER (ASN.1) Basic Encoding Rules

DACD Directory Access Control Domain

DAP Directory Access Protocol

DIB Directory Information Base

DISP  Directory Information Shadowing Pratacol
DIT Directory Information Tree

DMD  Directory Management Domain

DMO  Domain Management Organization

DOP Directory Operational-Binding Management Protocol
DSA Directory System-Agent

DSE DSA Specific Entry

DSP Directory System Protocol

DUA Directory User Agent

HOB Hierarchical Operational Binding

IDM Internet Directly Mapped

LDAR." Lightweight Directory Access Protocol
MHS Message Handling Systems

NHOB I\Inn-cppr‘ifir‘ Hierarchical ﬂlnara'rinnal Rinding

NSSR  Non-Specific Subordinate Reference

Osl Open Systems Interconnection

RDN Relative Distinguished Name

RHOB Relevant Hierarchical Operational Binding (a HOB or NHOB, as appropriate)
SDSE  Shadowed DSE

TLS Transport Layer Security

TCP Transmission Control Protocol

4 Rec. ITU-T X.501 (10/2016)


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

5

ISO/IEC 9594-2:2017 (E)

Conventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean Rec. ITU-T X.501 |
ISO/IEC 9594-2. The term "Directory Specifications" shall be taken to mean the ITU-T X.500-series Recommendations,
except for Rec. ITU-T X.509, and all parts of ISO/IEC 9594, except for ISO/IEC 9594-8.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the series of (CCITT) ITU-T X.500 Recommendations and the

ISO/I

EC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition of
the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the

1SO/I

00041000 adhitian
w JIJITF. LIIJJ TUTUUIT.

This
Direc
1SO/I

This

the Djrectory Specifications, i.e., the 2001 editions of Recs ITU-T X.500, ITU-T X.501, ITU-T.X.511, ITU-T

ITU-T
parts
This
Direc
1SO/I

This
Direc
1SO/I

This
of th
1SO/I
This
these
1SO/I

This
refere
The 1
norm

If the
proce

Directory Specification uses the term third edition systems to refer to systems conforming to the third edition

FC 9594:1998 edition.

Directory Specification uses the term fourth edition systems to refer to systems conforming ta_the fourth edit

[ X.519, ITU-T X.520, ITU-T X.521, ITU-T X.525, and ITU-T X.530, the 2000 edition-of Rec. ITU-T X.50
1-10 of the ISO/IEC 9594:2001 edition.

Directory Specification uses the term fifth edition systems to refer to systems confarming to the fifth edition
fory Specifications, i.e., the 2005 editions of the series of ITU-T X500 Recommendations an
FC 9594:2005 edition.

Directory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edition
fory Specifications, i.e., the 2008 editions of the series of) TU-T X.500 Recommendations an
FC 9594:2008 edition.

Directory Specification uses the term seventh edition systems to refer to systems conforming to the seventh ¢
bse Directory Specifications, i.e., the 2012 edition of the series of ITU-T X.500 Recommendations an
FC 9594:2014 edition.

Directory Specification uses the term eight edition systems to refer to systems conforming to the eight edit
Directory Specifications, i.e., the 2016 edition of the series of ITU-T X.500 Recommendations an
FC 9594:2017 edition.

Directory Specification presents ASN & hotation in bold Courier New typeface. When ASN.1 types and valu
nced in normal text, they are differentiated from normal text by presenting them in the bold Courier New typ
ames of procedures, typically referenced when specifying the semantics of processing, are differentiated
| text by displaying them in bold Times. Access control permissions are presented in italicized Times.

items in a list are numpered (as opposed to using "-" or letters), then the items shall be considered step
Hure.
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6.1

SECTION 2 - OVERVIEW OF THE DIRECTORY MODELS

Directory Models

Definitions

For the purposes of this Directory Specification, the following definitions apply:

6.1.1

Admi

6.1.2
and o

6.1.3
formi

6.14
more

6.1.5
6.1.6

6.1.7
the D

6.1.8

6.1.9
N

6.1.1
acces

administrative authority: An agent of the Domain Management Organization concerned with various aspects
of Directory administration. The term administrative authority (in lower case) refers to the power vested in an

M o

berational purposes.

directory information tree (DIT) domain: That part of the global DIT held by the DSAsyand’LDAP s
g a DMD.

directory management domain (DMD): A set of one or more DSAs, zero or more-LDAP servers, z
DUAs and zero or more LDAP clients managed by a single organization.

directory user information: Information of interest to users and their applications.

directory system agent (DSA): An Open Systems Interconnection (OSI) application process which is
rectory.

(directory) user: The end user of the Directory, i.e., the entity or person which accesses the Directory.

directory user agent (DUA): An OSI application process 'which represents a user in accessing the Direc
DTE — DUAs may also provide a range of local facilities to assiSt users compose queries and interpret the responses.

lightweight directory access protocol (LDAR)-Client: An application process which represents a u
bing the Directory via the Lightweight Directory Aceess Protocol (LDAP).

6.1.11 LDAP server: An application process, which is part of the Directory, holds a part of the DIB, and

respo

6.2

nds to requests via the Lightweight Directery Access Protocol (LDAP).

The Directory and its users

The Dyirectory is a repository of information and protocols and procedures for accessing and maintaining that inform

The 1]
with

Thes
A Di

bpository is known as the Diréctory Information Base (DIB). Directory services provided to users are cong
arious kinds of access t@_this information.

ervices provided bythe Directory are defined in Rec. ITU-T X.511 | ISO/IEC 9594-3.

ectory user (e«3’-a person or an application-process) obtains Directory services by accessing the Directory.

precigely, a Directory User Agent (DUA) or a Lightweight Directory Access Protocol (LDAP) client actually access
Directory and intgracts with it to obtain the service on behalf of a particular user. The Directory provides one or
accesp points,at which such accesses can take place. These concepts are illustrated in Figure 1.

directory administrative and operational information: Information used by the Directory for administrative

Ervers

ero or

domain management organization: An organization that manages a DMD(and the associated DIT Dotpain).

art of

fory.

Ber in

vhich

ation.
erned

More
es the
more

A DUACis manifested as an application-process. In any instance of communication, each DUA represents precise

y one

directoryuser

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSASs)
and/or LDAP servers, each of which provides zero, one or more of the access points. For a more detailed description of
DSAs, see 21.2.

An access point is provided by a particular DSA providing access to distributed directory. The DSA to which a DUA or
LDAP client has an application-association is called the bound DSA.
NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). This is transparent to the Directory.

NOTE 2 — The DUA functions and a DSA can be within the same open system; it is an implementation choice whether to make
one or more DUAs visible within that open system.

Rec. ITU-T X.501 (10/2016)
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NOTE 3 — A DUA may exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications. For
example, a DUA which represents a human directory user may provide a range of local facilities to assist its user to compose
queries and interpret the responses.

Access point

DUA/
LDAP
client

Directory
user

The Directory

X.501(12)_F01

Figure 1 — Access to the Directory

6.3 Directory and DSA Information Models

6.3.1 Generic Models

Directory information may be classified as either:

— user information, placed in the Directory by, or on behalf of, users; dnd subsequently administered py, or
on behalf of, users. Section 3 provides a model of this information:.or

— administrative and operational information, held by the Directory to meet various administrative and
operational requirements. Section 5 provides a model of this_information. Also provided in Section|5 is a
specification of the relationship between the user, administrative and operational information models.

Thesq models, presenting views of the DIB from different perspectives, are referred to as the generic Dirgctory
Information Models.

Directory information models describe how the Directory as a whole represents information. The composition pf the
Direcfory as a set of potentially cooperating DSAs is abstracted from the model. The DSA information model, ¢n the
other [hand, is especially concerned with DSAs and the~information that must be held by DSAs in order that the [set of
DSA94 comprising the Directory may together realize-the Directory information model. The DSA Information Mddel is
provigled in clauses 22 through 23.

The IDSA information model is a generic model describing the information held by DSAs and the relationship befween
this information and the DIB and DIT.

Some}, but not all, of the informatioh represented by the DSA information model is accessible via the Directory ahjstract
servige. Therefore, administration.of all of the information described in these Directory Specifications is not possiljle via
the Djrectory abstract service.\Itis envisioned that administration of DSA information will initially be a local mattgr, but
that eventually some gengric-system management service will be employed to provide access to all of the information
descr{bed in the DSA information model.

6.3.2 Specificiinformation models

Subsqquent to“thé development of generic models for the Directory as a whole and for its components, specific
informationimodels are required for the standardization of particular aspects of the operation of the Directory ahd its
comppnents.

The generic Directory Information Models establish a framework for the following specific information models:
—  anaccess control information model;
— asubschema information model;
— acollective attribute information model.

The generic DSA Information Model in turn establishes a framework for the following specific information models:
— amodel for a DSA's distribution knowledge;
— amodel for a DSA's replication knowledge.

Rec. ITU-T X.501 (10/2016) 7
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6.4 Directory Administrative Authority Model

A Directory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAs managed by a single
organization.

That part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a one-to-one
correspondence between DMDs and DIT Domains. The term "DMD" is used when referring to the management of the
functional components of the Directory. The term "DIT Domain" is used when referring to the management of Directory
Information. Two important points regarding this terminology are:

— A DIT Domain consists of one or more disjoint subtrees of the DIT (see 11.5). A DIT Domain shall not
contain the root of the global DIT.

Tla 4+ JIFESA AT [l la | & o laadla. +. £ 4+ H d
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together.

An ofganization that manages a DMD (and the associated DIT Domain) is referred to as a Domain”Managgment
Orgapization (DMO).

Figurg 2 illustrates the relationship between a DMO, DMD and DIT Domain.

[ Domain management organization ]

Manages Manages
4 A 4

DIT Domain DMD

X.501(12)_F02

A
Y

Figure 2 — Directory management

Management of a DUA by a DMO implies an ongoing responsibility for service to that DUA, e.g., maintenance, or in
some|cases ownership, by the-DMO. The DMO may or may not elect to make use of the Directory Specificatipns to
goverh any interactions amang-DUAs and DSAs which are wholly within the DMD.

An agent of a DMO carncerned with various aspects of Directory administration is referred to as an Administrative
Authdrity. The term administrative authority (in lower case) refers to the power vested in an Administrative Authorjity by
a DMO to executetpelicy.

NOTE — A Directory Administrative Authority Model is specified in Section 4.

A DMD miay be assigned an object identifier (a DMD-id) for convenience in reference, for example, in search-rulgs.
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SECTION 3 - MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base
7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
7.1.1 alias entry: An entry of the class "alias" containing information used to provide an alternative name for an
object or alias entry.
7.1.2 ancestor: The entry at the root of the hierarchy of family members that comprise a compound entry.
7.1.3 compound entry: A representation of an object in terms of family members that are hierarchically orggnized
into one or more families of entries.
7.14 derived entry: Entry information in a search result containing attribute values obtained by performing g join
on data that originated from more than one Directory entry.
7.15 direct superclass: Relative to a subclass — an object class from which the subclass(isydirectly derived.
7.16 directory information base (DIB): The complete set of information to whichthe Directory provides afcess,
and which includes all of the pieces of information which can be read or manipulated using the operations of the Direftory.
7.1.7 directory information tree (DIT): The DIB considered as a tree, whaose vertices (other than the root) gre the
Direcfory entries.

NOTE — The term "DIT" is used instead of "DIB" only in contexts where the tree)structure of the information is relevant.
7.1.8 (directory) entry: A named collection of information withinithe DIB. The DIB is composed of entries.
7.1.9 family: A hierarchical subset of family member entriesthat represents a particular class of information yvithin
a compound entry. The root of each family within a compound(ntry is the ancestor, but apart from the shared andestor,
familjes do not share common members. A family is distinguished from other families within a compound entry by Having
a common class (structural object class) for each family-mémber that is immediately subordinate to the ancestor.
7.1.1 family member: A member of a hierarchical collection of entries that comprise a compound entry.
7.1.11 immediate superior (noun): Relative-to-a particular entry or object (it shall be clear from the context which is
intended), the immediately superior entry orobject.
7.1.12 immediately superior entryxRelative to a particular entry — an entry which is at the initial vertex of anfarc in
the DJT whose final vertex is that of-the particular entry.
7.1.13 immediately superior ebject: Relative to a particular object — an object whose object entry is the immpdiate
super|or of any of the entries.(abject or alias) for the second object.
7.1.14  object (of interest): Anything in some 'world', generally the world of telecommunications and infornpation
procepsing or some pdrt thereof, which is identifiable (can be named), and which it is of interest to hold informatipn on
in the| DIB.
7.1.1% object class: An identified family of objects (or conceivable objects) which share certain characteristics.
7.1.16 AAbject entry: An entry which is the primary collection of information in the DIB about an object, and yvhich
can therefore be said to represent that object in the DIB.
7.1.17  related entries: A set of (directory) entries, each of which can be identified as holding information in the DIB

about a particular real-world object of interest. Different entries in the set may contain different types of information

about

the real-world object, and may even contain conflicting information.

NOTE 1 — The value of information within a set of related entries depends on the reliability of the identification of each entry with
the real-world.

NOTE 2 — It is possible, but not necessary, for related entries to exist in separate DITs and to have identical distinguished names.

Similarly, it is possible for non-related entries to have identical distinguished names; however, it is recommended that identical
distinguished names be used only for related entries.

Rec. ITU-T X.501 (10/2016)
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7.1.18 subclass: Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share all the characteristics of the superclasses and additional characteristics possessed by none
of the members of those superclasses.

7.1.19  subordinate: The converse of superior.

7.1.20 superclass: Relative to a subclass — a direct superclass, or superclass to an object class that is a direct superclass
(recursively).

7.1.21  superior: (Applying to entry or object) immediately superior, or superior to one which is immediately superior
(recursively).

7.2 Objects

The purpose of the Directory is to hold, and provide access to, information about objects of interest (objects)ywhich exist
in some 'world'. An object can be anything in that world which is identifiable (can be named).
NOTE — The objects known to the Directory may not correspond exactly with the set of 'real’ things in the world/ For exaple, a
reql-world person may be regarded as two different objects, a business person and a residential person, as-far*as the Direcfory is
copcerned. The mapping is not defined in this Directory Specification, but is a matter for the users and_providers of the Directory
inthe context of their applications.

An oljject class is an identified family of objects, or conceivable objects, which share certaity’characteristics. Every pbject
belonps to at least one object class. An object class may be a subclass of other object classes, in which case the members
of the former class, the subclass, are also considered to be members of the latter classes; the superclasses. There may be
subclgsses of subclasses, etc., to an arbitrary depth.

7.3 Directory entries
The Directory Information Base (DIB) is composed of (Directory) entfies. An entry is a named collection of information.

Therg are four kinds of entries:

—  Object entries: Representing the primary collgetion of information in the DIB about a particular gbject.
For any particular object, there is precisely orig'object entry or compound entry (see 8.10). The objectentry
is said to represent the object. An object entry is either a single entry or a compound entry comprising an
aggregate of entries together representing the object.

— Alias entries: Used to provide alternative names for object entries (possibly the ancestor of a compound
entry, but not child family members).

—  Subentries: Representing a “eollection of information in the DIB used to meet administrativg and
operational requirements\ef the Directory. Subentries are discussed in Section 5.

—  Family members: Special entries that are components of a compound entry. The ancestor of a compound
entry is also a family’member.

A user view of the structuretef Directory entries is depicted in Figure 3 and described in 8.2.
Each pntry contains an/indication of the object classes, and their superclasses, to which the entry belongs.

Some| object entries-are specially designated for the purpose of Directory administration. These entries are t¢rmed
administrative gnthies. The Directory user is not normally aware of this, and views these entries in the same way as|other
object entries:

7.4 Dirprmry Information Tree (I')IT)

In order to satisfy requirements for the distribution and management of a very large DIB, and to ensure that entries can
be unambiguously named and rapidly found, a flat structure is not likely to be feasible. Accordingly, the hierarchical
relationship commonly found among objects (e.g., a person works for a department, which belongs to an organization,
which is headquartered in a country) can be exploited, by the arrangement of the entries into a tree, known as the Directory
Information Tree (DIT).

NOTE — An introduction to the concepts and terminology of tree structures can be found in Annex J.
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The component parts of the DIT have the following interpretations:

a) the vertices are the entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are
always leaf vertices. The root is not an entry as such, but can, where convenient to do so [e.g., in the
definitions of b) and c) below], be viewed as a null object entry [see d) below];

b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);

Ty e ObjeCt TEPTESEMted by arm emry 1S, o 15 Tlosety associated with; the Trarmingauthority (see cthause8) for
its subordinates;

d) the root represents the highest level of naming authority for the DIB.
A superior/subordinate relationship between objects can be derived from that between object entries.. An object|is an
immegliately superior object (immediate superior) of another object if and only if the object entrycfer the first object is

the immediate superior of any of the object entries for the second object. The terms immediatéely subordinate dbject,
immefliate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted superior/subordinate relationships among objects are governed by the DIT structure definitions (see 13.7).

The Directory maintains, in addition to information concerning Directory entries,~additional information reggrding
collegtions of Directory entries. Such collections may be subtrees (of the DIT) ar subtree refinements (when not fa true
tree sfructure). See clause 12.

8 Directory entries

8.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

8.1.1 anchor attribute: A user attribute having friends, as defined within the relevant subschema. An anchor attyibute
can bg used to cause friend attributes to be includediin’the set of attributes to be selected or considered for matching in a
Search operation, without having to be itself present in an entry.

8.1.2 attribute: Information of a particular type. Entries are composed of attributes.
8.1.3 user attribute: An attributeshalding user information.

8.1.4 attribute hierarchy: Theyaspect of an attribute that permits a user attribute type to be derived from ajmore
generjc user attribute type. The relationship of the two attribute type definitions (which mandates certain behavigur of
attribyites corresponding to, these attribute types) is thus hierarchical.

8.1.5 attribute subtype (subtype): An attribute type A is related to another attribute type B by the fact that eifher A
has bgen derived from-B; in which case A is a direct subtype of B, or A has been derived from an attribute type which is
a subtype of B, in.which case A is an indirect subtype of B.

8.1.6 attribute supertype (supertype): An attribute type B is related to another attribute type A by the fact that either
A hagbeen derived from B, in which case B is a direct supertype of A, or A has been derived from an attribute type which
is a sybtype of B, in which case B is an indirect supertype of A.

8.1.7 attribute type: That component of an attribute which indicates the class of information held by that attribute.
8.1.8 attribute value: A particular instance of the class of information indicated by an attribute type.

8.1.9 attribute value assertion: A proposition, which may be true, false, or undefined, according to the specified
matching rules for the type, concerning the presence in an entry of an attribute value of a particular type.

8.1.10  auxiliary object class: An object class which is descriptive of entries or classes of entries and is not used for
the structural specification of the DIT.

8.1.11  collective attribute: A user attribute whose values are the same for each member of an entry collection.
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determine the applicability of the value.

8.1.13

values for that type, that determines the applicability of an attribute value.

8.1.14  context type: That component of a context which indicates its type or purpose.

8.1.15 context list: The set of contexts associated with an attribute value.

8.1.16  context value: A particular instance of the property indicated by a context type.

8.1.17  derived attribute: An attribute whose value or values is computed in whole or in part at the time of ret

thaon A

context: A property that can be associated with a user attribute value to specify information that can be used to

context assertion: A proposition, which may be true or false, regarding a context type and particular context

rieval

rather
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determine the DIT Content Rule-and DIT Structure Rule applying to the entry. This object class is indicated
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derived object class value: A value of an object class whose presence is not administered by a.User
Lited. Derived object class values are categorized as abstract.

5 using the identifier of their attribute type.
distinguished value: An attribute value in an entry that appears in the relative distingtiished name of the

dummy attribute: An attribute that is defined as a user attribute but which shallshever be present in an
AN anchor attribute can be a dummy attribute.

entry collection: A collection of entries belonging to an explicitly specified subtree or subtree refinem
T.

friend attributes: A set of user attributes associated with a specific\iser attribute (known as an anchor attr|
administrative authority, for inclusion in a set of attributes returned’when the anchor attribute is specified, o
lially to match a predicate which includes a condition on the ancher attribute.

indirect attribute reference: Reference (in the Directory and DSA abstract service) to one or more att
b using the identifier of a supertype of their attribute type.

matching rule: A rule, forming part of the Direetory Schema, which allows entries to be selected by ma
ular statement (a matching rule assertion) concerning their attribute values.

matching rule assertion: A proposition, which may be true, false or undefined, concerning the presence
of attribute values meeting the criteria defined by the matching rule.

operational attribute: An attributerepresenting operational and/or administrative information.
structural object class: Anebject class used for the structural specification of the DIT.

structural object class(ofjan entry: With respect to a particular entry, the single structural object class u

uralObjectClass operational attribute. This object class is the most subordinate object class of the entry's stru
class superclass chain.

but is

direct attribute reference: Reference (in the Directory and DSA abstract service) to one or/more attibute
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8.2 Overall structure

As depicted in Figure 3, an entry consists of a set of attributes.

ENTRY
| Attribute | Attribute | - - - | Attribute |

ATTRIBUTE
One or more per entry

ATTRIBUTE

Attribute Attribute
type Varue(s)

ATTRIBUTE VALUE(s)
One or more per attribute

i Distinguished E Attribute | | Attribute
! attribute 1 value value
i value i
! -1 | Context(s) | | Context(s) |
Context(s) | _~
CONTEXT(s).
zero, one or more per attribute value
CONTEXT LIST \\
| Context | Context o oo | Contéxt
<V~
\V
Context Context.
type value(s) Fallback
N

X.501(12)_F03

Figure 3'<)Structure of an entry

Each fattribute provides a piece of informatien about, or describes a particular characteristic of, the object to whi¢h the
entry [corresponds.

NOTE 1 — Examples of attributes which might be present in an entry include naming information such as the object's pgrsonal
ngme, and addressing information, such as its telephone number.

An aftribute consists of an-attribute type, which identifies the class of information given by an attribute, arjd the
corregponding attribute values, which are the particular instances of that class of information appearing in the attfibute
withim the entry. A user attribute value may have zero, one, or more contexts associated with it in its context list.
Operational attributé xralues shall not have contexts.

NOTE 2 — Attriblte types, attribute values, and contexts are described in 8.4, 8.5 and 8.8 respectively. Operational attribufes are
dekcribed intlatse 12.

Attrjibute’' {ATTRIBUTE:SupportedAttributes} ::= SEQUENCE ({

type ATTRIBUTE. &id ({SupportedAttributes}),
values SET SIZE (0..MAX) OF ATTRIBUTE. &Type ({SupportedAttributes}{@typel}),
valuesWithContext SET SIZE (l1l..MAX) OF SEQUENCE ({

value ATTRIBUTE. &Type ({ SupportedAttributes} {@type}),

contextList SET SIZE (1..MAX) OF Context,

...} OPTIONAL,

}

An attribute may be designated as single-valued or multi-valued. The Directory shall ensure that single-valued attributes
have only a single value. This value may have a context list to associate properties with the attribute value. Attributes in
storage shall have at least one value, but may at times appear to have zero values when transferred to or from storage
(e.g., because values are hidden by access control).
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8.3 Object classes

Object classes are used in the Directory for a number of purposes:
—  describing and categorizing objects and the entries that correspond to these objects;
—  where appropriate, controlling the operation of the Directory;
—  regulating, in conjunction with DIT structure rule specifications, the position of entries in the DIT,;

— regulating, in conjunction with DIT content rule specifications, the attributes that are contained in entries;

— identifying classes of entry that are to be associated with a particular policy by the appro
administrative authority.

Somerohie . . . . . . . L . :

classgs and unambiguously identifying them. This is accomplished by identifying each object class with)yan
identifier when the object class is defined. A notation for this purpose is provided in 13.3.3.

OTE 1 — An administrative authority may use object classes other than the useful object classes defined \and ‘registered
Directory Specifications. An administrative authority may itself specify and register object classes, for, €xample, to supp
thpse defined in the Directory Specifications.

priate

brities
bbject
bbject

in the
ement

An object class (a subclass) may be derived from an object class (its direct superclass) which is itself derived frgm an

even more generic object class. For structural object classes, this process stops at the most.generic object class, tq
ordergd set of superclasses up to the most superior object class of an object class is its(superclass chain.

An ohject class may be derived from two or more direct superclasses (superclasses not part of the same superclass ¢
This feature of subclassing is termed multiple inheritance.

The specification of an entry's or family member's object class identifies-whether an attribute is mandatory or oplional;

this specification also applies to its subclasses. The subclass may be said<to inherit the mandatory and optional at
specification of its superclass. The specification of a subclass may indicate that an optional attribute of the superc
mandptory in the subclass.

p. An

hain).

ibute
ass is

If an|object class specifies an anchor attribute having friendvattributes as optional or mandatory, this automatically

includes friend attributes as optional attributes without necessarily being included in any object class definition or
contet rule.

An olject class may define a dummy attribute as a\mandatory or optional attribute if the dummy attribute is an a
attribyite. If an object class specifies a dummy-anchor attribute type as a mandatory or optional attribute, the &
attribyite shall not appear in an entry of this object class, but if specified as a mandatory attribute, at least one of its f
attribyite shall be present. However, if a non=dummy anchor attribute type is specified as a mandatory attribute ty
attribyite of the anchor attribute type shatl.be present.

Friengl attribute types shall not bespresent if excluded by content rules.

Therd are three kinds of object classes:

—  abstract objectlass;

—  structural object class; and

— auxiliary object class.

NOTE 2 — Forestriction on definition of subclasses, see 13.3.1.

Each pbjett €lass is of precisely one of these kinds, and remains of this kind in whatever situation it is encountered
the Djrectory. The definition of each object class shall specify what kind of object that it is.

n any

hchor
nchor
iends
De, an

vithin

All entries shall be a member of the object class top and at least one other structural object class.

8.3.1 Abstract object class

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such object

classes. An entry shall not belong only to abstract object classes.

top is an abstract object class used as a superclass of all structural object classes.
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In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is, its
presence is computed or inferred by the Directory. For example, the parent object class value for a particular entry is
computed or inferred from the presence of a family member, of auxiliary object class child, immediately subordinate to
the entry.

8.3.2 Structural object class

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural
object classes are used in the definition of the structure of the names of the objects for compliant entries.

An object or alias entry is characterized by precisely one structural object class superclass chain which has a single
structural object class as the most subordinate object class. This structural object class is referred to as the structural
objectctassof theentry:

Structural object classes are related to associated entries:

— an entry conforming to a structural object class shall represent the real-world object constrained by the
object class;

—  DIT structure rules only refer to structural object classes; the structural object class‘efian entry is uged to
specify the position of the entry in the DIT;

—  the structural object class of an entry is used, along with an associated DI \cantent rule, to contrpl the
content of an entry.

The sfructural object class of an entry shall not be changed.

8.3.3 Auxiliary object class

Specific applications using the Directory will frequently find it useful to specify an auxiliary object class which may be
used |n the construction of entries of several types. For example, message handling systems make use of the auxiliary
class MHS User (see Rec. ITU-T X.402 | ISO/IEC 10021-2) to specify a package of mandatory and optional mgssage
handljng attributes for entry types whose structural object class is variable, e.g., Organizational Person or Residential
Persop.

In ce:ltain environments, there is a need to be able to add te‘or remove from the list of attributes permitted in an erftry of
a partjcular, perhaps standardized, class (or classes).

This fequirement may be met by the definition and use of an auxiliary object class having semantics, knowh and
maintained within a local community, which change from time to time as needed.

This fequirement may also be met using the facilities of DIT content rule definitions to dynamically (i.e., wjthout
registfation) allow the addition or exclusion of attributes from entries at particular points in the DIT (see 13.3.3).

Auxilliary object classes are descriptive of entries or classes of entries.

Thergfore, besides being a member of the structural object class, an entry may be optionally a member of one or|more
auxilipry object classes.

An erftry's auxiliary object.classes may change over time.

NOTE — The unregistered object class facility, available in the first edition of these Directory Specifications to suppgrt the
reuirements discussed in this clause, is now deprecated in favour of the use of DIT content rules.

8.34 Object class definition and the first edition of this Directory Specification

Obijeqt classes defined using the terminology of the first edition of this Directory Specification will not be classifjed as

one okstrlctural, nllwllnry or-abstract

Alias object classes specified using the terminology of the first edition of this Directory Specification may be considered
to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema accordingly.
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8.4 Attribute types

Some attribute types will be internationally standardized. Other attribute types will be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for defining
types and unambiguously identifying them. This is accomplished by identifying each attribute type with an object
identifier when the type is defined. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an
attribute type is defined as:

AttributeType ::= ATTRIBUTE. &id

All attributes in an entry shall be of distinct attribute types.

Certajn_attributes may nat be stored and accessible in entries, but are intended to be carried in operations to convey
inforrpation, e.g., diagnostics information, that conveniently can be expressed as attributes. Other attributes, called,cpntrol
attributes, may as part of their definition specify a special procedure to be executed based on the information |n the
attribyite. A control attribute may be specified in an operation, placed in entries, etc. See 8.5.3 of Rec. ITU-T X.520 |
ISO/IEC 9594-6 for an example.

Therd are a number of attribute types which the Directory knows about and uses for its own purposesy They includg:

a) objectClass — An attribute of this type shall appear in every entry, and shall indicate the object classes
and superclasses to which the object belongs.

b) aliasedEntryName — An attribute of this type shall appear in every alias entry, and shall hold the[name
(see 8.5) of the entry which the alias entry references.

Thesq attributes are defined in 13.4.8.

The types of user attributes which shall or which may appear within an object.or alias entry are governed by rules applying
to thel indicated object classes as well as by the DIT content rule for thatentry (see 13.8). The types of attributes which
may gppear in a subentry are governed by the rules of the system schema.

Some| Directory entries may contain special attributes not normally- visible to the Directory User. These attributgs are
called operational attributes and are used to meet the adminiStrative and operational requirements of the Direftory.
Opergtional attributes are discussed in more detail in Section\5.

8.5 Attribute values

Defining an attribute also involves specifying the-syntax, and hence data type, to which every value in such attrjbutes
shall ponform. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an attribute value is
defingd as:

AttrjibuteValue ::= ATTRIBUTE,&Type

An aftribute value may be designated as a distinguished value, in which case the attribute value can form part pf the
relatiye distinguished name ofithe entry (see 9.3). Generally, an attribute with a distinguished value will have only a fingle
distinpuished value. If such.ar’attribute value has associated context information (see 8.8), the context information|is not
consiflered part of the distinguished value when being part of a relative distinguished name (see 8.8 and 9.3).

NOTE — A distingUished value may have contexts attached, but such context information is not part of a distinguished name.

Clienf-supplied<values shall be preserved for storage in the Directory. Comparison values are ephemeral, and shgll not
affect the stored*value.

8.6 Attribute type hierarchies

When defining an attribute type, the characteristics of some more generic attribute type may optionally be employed as
the basis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supertype,
from which it is derived.

Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allowing the value
components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to the
attribute) or by the identifier of a more generic attribute type (an indirect reference).

Semantically and syntactically related attribute types may be placed in a hierarchical relationship, the more specialized
being subtypes to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting
the more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for the

16 Rec. ITU-T X.501 (10/2016)


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

quoted type; a context assertion specified for the more generalized attribute type is also applied to the more specialized
type.

Where specialized subtypes are selected to be returned as part of a search result these types shall be returned if available.
Where the more general types are selected to be returned as part of a search result, both attributes of the general and the
specialized types shall be returned, if available. An attribute value shall always be returned as a value of its own attribute

type.
For an entry to contain a value of a user attribute type belonging to an attribute hierarchy, that type shall be explicitly

included either in the definition of an object class to which the entry belongs, or in the DIT content rule applicable to that
entry.

All o
administration of the entry and for user modification of entry content.

se of

An atfribute value stored in a Directory object or alias entry is of precisely one attribute type. The type is indicated|when
the vglue is originally added to the entry.

8.7 Friend attributes

Friengl attributes are user attributes specified by an administrative authority as related in some practical way to a specific
anchqr attribute. When an anchor attribute is specified in the information to be returned By a Read or Search opetation,
the fepture permits friend attributes for the anchor attribute to be returned, subject to service and administrative coptrols
(including access control, search rules, etc.). Similarly, when an anchor attribute is spéeified in a filter item within a §earch
predigate, friend attributes can be used to satisfy the predicate if the matching rule for the friend is compatible with the
propgsed value.

If an pnchor attribute is permitted within an entry by being included in-the/mandatory or optional lists of object class
valuef for the entry, friend attributes are also permitted unless excluded by content rules. If the anchor attribute is{not a
mandptory attribute, it may be absent in the entry, even if friend attributes are present.

Any yser attribute can be designated within a subschema as an.anchor attribute.
NOTE 1 — As an example of an anchor attribute, consider a hypothetical attribute commsaddr, which has, in a particular subsghema,
friend attributes which are communications addresses attribute types, e.g., telephone number, e-mail address, URL, etc.

The anchor-friend relationship is neither commutative, nor transitive:

— Ifan anchor attribute A has a friend B; it cannot be deduced that A is a friend of B.

— Ifan anchor attribute A has a-friend B, and B has a friend C, it cannot be deduced that C is a friend pf A.

If an fattribute A is a friend of some anchor attribute, then all subtypes of A are also friends of that anchor attrjibute.
Howsgver, it cannot be deduced that supertypes of A are also friends of that anchor attribute.

Designating an attribute as a friend confers no special access control or search-rule protection unless associateq with
membRership of the anchor's object class (of which it is automatically a member).

NOTE 2 — At present, access’control and search rules make no use of object classes as a means of defining sets of attribufes for
special privileges or pratections.

8.8 Contexts

The ipformation model may be refined by associating with attribute values properties called contexts. Associated with
any uper attribute value may be a list of contexts which provide additional information that can be used to determipe the
appligability of the attribute value.

NOTE 1 — For example, contexts can be used to associate a particular language, time, or locale with an attribute value.

Each context consists of a type component, a value component whose syntax is determined by the type, and a fallback
flag. Using the notation of the cONTEXT information object class defined in 13.9, a Context is defined as:

Context ::= SEQUENCE ({
contextType CONTEXT. &id ({SupportedContexts}),
contextValues
SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE,

}
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The contextType component shall hold the object identifier identifying the type of context.

The contextvalues component shall hold one or more values of the property specified by contextType that are
associated with the particular attribute value.

The £allback component is used to designate one or more attribute values for specific behaviour in relation to a context
type. In addition to having any specific contextvalues of that context type associated with it, an attribute value for
which fallback is TRUE for a given contextType is:

—  considered as being associated with any value of the given contextType for which no other values of the
same attribute are otherwise associated. Thus, a context assertion of this context type that fails to match
any values of the attribute based on the rules for matching contextvalues shall match with any attribute

—valueforwhich-fallbaelisTRUEfor thiscontext-type:
NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shallyyield those
values with £allback set to TRUE if none of the attribute values is otherwise associated with the chosen (anguage.

— considered as a value to preserve during an operation which resets attribute values for @ giVen attfibute
type. A Modify (reset value) removes all values of a chosen attribute type which have anassociated cpntext
for which the fallback is set FALSE.

NOTE 3 — Modify (reset value) is further described in 11.3.2 of Rec. ITU-T X.511 | ISO/IE€)9594-3.

An atfribute value without contexts, or one whose context list does not contain a context of.a specific type, is considered
to be ppplicable under all context values of that specific type.

NOTE 4 — For example, a selection based on the French context value of a language contexi-shall select an attribute value that does
ngt have any language context specifically associated with it (as well as those attributevalues having the French language gontext
aspociated with them specifically).

All cqntexts in an attribute value's context list shall be of distinct context types.

Contgxt information associated with attribute values may be retrieved dalong with the attribute values (e.g., to differgntiate
betwgen those attribute values). A user of the Directory may also make'use of contexts to refine selection and retrigval of
information during Directory operations.

8.9 Matching rules

8.9.1 Overview

Of pafamount importance to the Directory is the ability to be able to select a set of entries from the DIB based on asseftions
concerning attribute values held by these entrigs.

A majching rule allows entries to be selected by making a particular assertion concerning their attribute values.

The most primitive type of assertion is the attribute value assertion. More complex assertions may be supported |using
matching rule assertions. A matching rule assertion is a proposition, which may be TRUE, FALSE, or UNDEFINED,
concarning the presence in an'‘entry of attribute values meeting the criteria defined by the matching rule.

An atfribute value or matching rule assertion is evaluated based on the matching rule associated with the assertion.

A majching rule is defined through the specification of:

—  theyange of attribute syntaxes supported by the rule;

—«\the specific types of matches supported by the rule;

- the syntax required to express an assertion of each specific type of match;

—Tutes for deriving a vatte of the-assertion syntax fronma vatue of the-attribute symtax; if Tequited:

NOTE — No restrictions are placed on the matching rules that may be defined to support a particular application. However, rules
defined to support one particular application may not be widely supported by DUAs and DSAs. Wherever possible, the matching
rules defined in Rec. ITU-T X.520 | ISO/IEC 9594-6 should be used in preference to the specification of new ones.

Sometimes there will be a one-to-one correspondence between a matching rule and the types of matches supported. For
example, the Directory Abstract Service supports a presence matching rule to detect the presence of an attribute of a given
type in an entry.

Sometimes there will be a many-to-many correspondence between a rule and the types of matches supported. For example,
the Directory Abstract Service supports a generic ordering rule allowing greater than or equal and less than or equal types
of matches.
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8.9.2 Attribute value assertion

An attribute value assertion (AVA) is a proposition, which may be TRUE, FALSE, or UNDEFINED, according to the
specified matching rules for the type, concerning the presence in an entry of an attribute value of a particular type. It
involves an attribute type, an asserted attribute value, and optionally an assertion about contexts associated with the
attribute value:

AttributeValueAssertion ::= SEQUENCE {

type

ATTRIBUTE. &id ({SupportedAttributes}),

assertion ATTRIBUTE. &éequality-match. &AssertionType

({SupportedAttributes}{Q@type}),

assertedContexts CHOICE ({

allContexts [ﬁ] NULL.,

EelectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL,

}

ContextAssertion ::= SEQUENCE {
cohtextType CONTEXT. &id ({SupportedContexts}),
cohtextValues SET SIZE (1..MAX) OF

CONTEXT . &Assertion ({SupportedContexts} {QcontextType}) ,

}

The syntax of the assertion component of an AVA is determined by the equality matching rule defined for the attyibute

type, pnd may be different from the syntax of the attribute itself.

8.9.2[L Evaluation of an AVA

An AVA is:
a)

b)

c)

8.9.2P Use of assertedContexts©rcontext assertion defaults

undefined, if any of the following holds:
1) the attribute type is unknown;
2) the attribute type has no equality matching rule;

3) the value does not conform to the data typelindicated by the syntax of the assertion of the attripute's
equality matching rule;

NOTE - 2) and 3) normally indicate a faulty AVA; 1) however, may occur as a local situation (e.g., a particulay DSA
has not been configured with support for thatyparticular attribute type).

true, if the entry contains an attribute of that type, and the attribute contains a value of that value, apd the
value contains a context that matches the assertedContexts as described in 8.9.2.2;

false, otherwise.

The ipclusion of assertedConteéxts within an AttributeValueAssertion is optional. If assertedContexts is
specified, then the assertion shall be evaluated only against those values of the attribute for which the

assefktedContexts is trug, as defined in 8.9.2.3.

If asgertedContexts\s not provided within an AttributevValueAssertion, then a default context assertion may be
appligd in the same manner; that is, the assertion shall be evaluated only against those values of the attribute for which,
as deflined in 8:9:2.3, the default context assertion is true. There are three potential sources for a default context assgrtion:
that specified-for the operation as a whole, that available within subentries in the DIT, and that available locally jn the

DSA|They.are applied as follows:

1)

1f not nra O D de

-7

2)

3)

H—assertedContexts—isHot-provided—withinaA—AttributevValueAssertiom—then—any—context
assertion for the given attribute type which has been supplied for the operation as a whole, as part of
operationContexts as described in 7.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3, shall be applied.

If the user has not provided assertedContexts for the AVA and there is no context assertion for the
given attribute type which has been supplied for the operation as a whole, then the default context assertion
for the given attribute type in the context assertion subentries (if any) controlling the entry shall be applied,
as described in 14.7.

If there is no context assertion through steps 1) and 2) above, the DSA may apply a locally-defined default
context assertion for the given attribute type. Such a default shall typically reflect local parameters, such
as the language or location of the place of deployment of the DSA, or the current time of day, but may be
tailored differently by the DSA for each DUA to which it responds.
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4) If no context assertion is available from any of these sources, then the assertion shall be evaluated

against all values of the attribute.

8.9.2.3 Evaluation of assertedContexts

asse

asse

8.9.2,

rtedContexts is true if:

a) allcContexts is specified (this permits a context assertion to override any default context assertion that

might  otherwise be applied if assertedContexts were omitted from
AttributeValueAssertion); Or

b) each ContextAssertion in selectedContexts is true as described in 8.9.2.4.

the

Ha | +lo H
rtedComrtexts 1S Tarse-otnerwise:

1 Evaluation of a ContextAssertion

A ComtextAssertion is true for a particular attribute value if:

a) the attribute value has a context of the same contextType Of the ContextAssertidn and any

the definition of how a match is determined for that contextType; or
b) the attribute value contains no contexts of the asserted contextType; Or

¢) none of the other attribute values for the attribute satisfies the ContextaAssertion according to 1
in 8.9.2.2 above, but the attribute value does contain a context of‘the’ asserted contextType Wi
fallback Set t0 TRUE.

A ContextAssertion is false otherwise.

8.9.3
An at

Attr

Attribute Type Assertions

ibuteTypeAssertion ::= SEQUENCE ({

type ATTRIBUTE. &id ({SupportedAttributes}),

as

8.9.3.
An at

8.9.3,
The i

pertedContexts SEQUENCE SIZE (1..MAX)\OF ContextAssertion OPTIONAL,
}

1 Evaluation of an attribute type assertion

ribute type assertion is:
a) undefined, if the attributetype is unknown or if the attribute is not present in the entry;

contain a context that matches the assertedcontexts as described in 8.9.3.2;
¢) FALSE, otherwise.

P Use of assertedContexts or context assertion defaults

specified, the assertedContexts shall be true for at least one attribute value according to the rules defined in 8.

If ass

applig

ddimythe same manner; that is, the default context assertion shall be true for at least one attribute value accord

Df the

stored contextvalues Of that context matches with any of the asserted contextvalues accordjing to

or 2)
th the

ribute type assertion is a proposition, which may be true, false, or undefined, according to the associated confexts.

b) TRUE, if the entry-contains an attribute of that type, and the attribute contains one or more valugs that

hclusion of dssertedContexts Within an AttributeTypeAssertion is optional. If assertedContexts is

D.2.4.

ertedContexts is not provided within an AttributeTypeAssertion, then a default context assertion njay be

ng to

the r

8.9.4

S vefinedim8:9:24The potertiat sources for a default tontext assertiomare as specified i 89:2:2:

Built-in matching rule assertions

A number of categories of related matching rules, whose semantics are generally understood and applicable to values of

many

20

different types of attributes, are understood by the Directory:
—  present;
—  equality;
—  substrings;
— ordering;
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—  approximate match.

Syntax for asserting certain types of matches associated with these categories of matching rules has been built into the
Directory Abstract Service:

— apresent syntax for the present rule;

—  an equality syntax for equality rules;

— greaterOrEqual and lessOrEqual syntaxes for ordering rules;
— initial, any and £inal syntaxes for substrings rules;

—  an approximateMatch Syntax for approximate matching rules.

The dresent Syntax may be used for any attribute of any Type. The present match tests for the presence of any value of
a partjcular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it-is defined.

Thess
synta
attrib

The gpproximateMatch Syntax supports an approximate matching rule whose definition jsia local matter to a DS

8.9.5

In ord
place
Abstr

For a
matc

suppl

Equality matching rules for attributes used for naming shallxbe*transitive, commutative and have an assertion S

identi

A tramsitive matching rule is characterized by the fact that if a value a matches a value b; and if that value b mat

third

A co
the va
match

With
the fq
relati
prece

N

With
the fd
relati
value

specific rules are used when evaluating assertions of the equality, ordering and substrings rules made usi
built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made‘concerning
Ites are undefined.

Matching rule requirements

er for the Directory to behave in a consistent and well-defined manner, it is\necessary that certain restrictig
I upon the matching rules that shall be used in conjunction with the syntax'that has been built into the Dirg
hct Service.

N equality matching rule in which the syntax of the assertion is different from the attribute syntax to whig
ing rule applies, rules for deriving a value of the syntax of the assertion from a value of the attribute syntax sh
ed.

Cal to the attribute syntax.

alue c; then value a matches value ¢ using theule.

nmutative matching rule is characterized by the fact that if a value a matches a value b, then that value b m
lue a. The attribute presentationAddress is an example of an attribute supporting an attribute syntax
ing rule is not commutative.

Fespect to a specific attribute type;the equality and ordering rules (if both present) shall always be related in &
llowing respect: two values are equal using the equality relation if and only if they are equal using the org
n. In addition, the ordering-relation shall be well-ordered; that is, for all x, y and z for which x precedes y
Hes z according to the felation, then x precedes z.

DTE — These requirements imply that when ordering is defined, it also defines equality.

fespect to a spéeific attribute type, the equality and substrings rule (if both present) shall always be related in &
Ilowing respect: for all x and y that match according to the equality relation, then for all values z of the sub)
n, the result of evaluating the assertion against the value x equals the result of evaluating the assertion agair
y. That-is, two values that are indistinguishable using the equality relation are also indistinguishable usir

substllings relation.
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8.9.6

Object Identifier and Distinguished Name equality matching rules

There are a number of equality matching rules used to evaluate attribute value assertions which the Directory knows about
and uses for its own purposes. They include:

— objectIdentifierMatch: This rule is used to match attributes with objectIdentifier syntax.

— distinguishedNameMatch: This rule is used to match attributes with bistinguishedName Syntax.
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8.10 Entry collections
8.10.1  Overview

A collection of object and alias entries may have certain common characteristics (e.g., certain attributes that have the
same value for each entry of the collection) because of some common characteristic or shared relationship of the

corresponding objects. Such a grouping of entries is termed an "entry collection".

Entry collections may contain object and alias entries that are related by their position in the DIT. These collections are

specified as subtrees or subtree refinements as described in Section 5.

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.

8.10. Collective attributes
Wher| user attributes are shared by the entries of an entry collection, they are termed collective attributes.

It is ajso permissible that the same collective attribute be independently associated with two or more of these colleg
In sugh cases, the entry's collective attribute has multiple values. Collective attributes shall, therefore, always be spej
as mylti-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, colective attributes are t
differently from entry attributes in the Directory information model. This difference is manifested to users of the Dirg

tions.
cified

eated
ctory

modification operations in that collective attributes cannot be administered (i.e., modified) via the entries in whicl they

appedr but shall be administered via their associated subentries.
NOTE — The independent sources of these values are not manifested to the users of the.Directory interrogation operations.

For a|collective attribute to appear in an entry, the presence of that attribute type must be permitted according to th
conteft rule governing the entry.

e DIT

Entrigs may specifically exclude a particular collective attribute. This is achieved through the use df the

collgctiveExclusions attribute, described in 12.7 and defined in+14.6.

8.11 Compound entries and families of entries

A compound entry is a special entry that comprises family member entries. These family members form a hierarch

y and

therelpy provide hierarchically organized information@bout the object represented by the compound entry. The compound

entry Js represented in the DIT by an ancestor family member, which is at the root of a tree containing the family men

nbers.

Family members can themselves be organized-into one or more families for the purposes of filtering and infornpation

retrieyal. Each family is a subtree; distinct families have no common family members apart from the shared root
the arjcestor. A family thus comprises<anancestor plus a set of subordinate family members.

A family is, beside the ancestor,camposed of all of the immediately subordinate family members being of the
structpral object class. Their subordinate members, if any, are also part of the same family independent of their stru
object classes.

Thesq concepts are illustrated in Figure 4.

hat is

same
ctural

22 Rec. ITU-T X.501 (10/2016)


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

The same
Compound entry

entry (ancestor)

.
-
s
-
.
R
-
.
-
.

Structural
object class A

Structural
object class B

Figure 4 — Families of entries

A fanmily member that is a child within a family tree is marked with the auxiliary object cldss,child. The presence of the
chilf object class value for an entry causes the immediately superior entry automaticathy.to be marked with the aljstract
object class value parent. An entry that is both a parent and a child within a family tree is marked with both pbject
class palues. The ancestor is the only family member that is not of object class ‘€hi1d. The construction of compound
entries is carried out by marking entries with child object class values.

Each pubordinate of a non-ancestor family member shall itself be a family-member, and marked with a chi1ld object class
value

The ASN.1 definition of these object classes can be found in 13.3.3.

All family members of a compound entry shall be placed in the:same naming context as the ancestor. Family members
are nqt permitted to be alias entries. An alias shall not pointto a child family member.

9 Names

9.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

911 alias, alias name: An alternative name for an object, provided by the use of alias entries.

9.1.2 (alias) dereferenéing: The process of converting an object's alias name to its distinguished name.

9.1.3 distinguished~name (of an entry): The name of an entry which is formed from the sequence of the rdlative
distinguished names{(RDNs) of the entry and each of its superior entries. Every object entry, alias entry and subentfy has
precigely one distinguished name.

9.14 (directory) name: A construct that singles out a particular object from all other objects. A name shpll be
unampiguous (that is, denote just one object); however, it need not be unique (that is, be the only name yhich
unampiguously denotes the object).

9.15 (entry) name: A construct that singles out a particular entry from all other entries.

9.1.6 local member name: A name for a family member constructed by the sequence of RDNs from the ancestor
down to the member in question not including the RDN for the ancestor.

9.1.7 naming authority: An authority responsible for the allocation of names in some region of the DIT.

9.1.8 purported name: A construct which is syntactically a name, but which has not (yet) been shown to be a valid
name.

9.1.9 relative distinguished name (RDN): A set of one or more attribute type and value pairs, each of which matches
a distinct distinguished attribute value of the entry.
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9.2 Names in general

A (directory) name is a construct that identifies a particular object from among the set of all objects. A name shall be
unambiguous, that is, denotes just one object. However, a name need not be unique, that is, be the only name that
unambiguously denotes the object. A (directory) name also identifies an entry. This entry is either an object entry that
represents the object or an alias entry which contains information that helps the Directory to locate the entry that represents
the object.
NOTE 1 — The set of names of an object thus comprises the set of alias names for the object, together with the distinguished name
of the object.

An object can be assigned a distinguished name without being represented by an entry in the Directory, but this name is
then the name its object entry would have had were it represented in the Directory.

Syntactically, each name for an object or entry is an ordered sequence of relative distinguished names (see 9.3):

Name| : := CHOICE { -- only one possibility for now -- rdnSequence RDNSequence~}
RDNSgquence ::= SEQUENCE OF RelativeDistinguishedName
DistfinguishedName ::= RDNSequence

NOTE 2 — Names which are formed in other ways than as described herein are a possible future€xtension.

Each finitial sub-sequence of the name of an object is also the name of an object. The(seéquence of objects so identified,
starting with the root and ending with the object being named, is such that each is.the)immediate superior of that which
follows it in the sequence.

A purported name is a construct which is syntactically a name, but which has¢ot (yet) been shown to be a valid ngme.

9.3 Relative distinguished name

Each pbject and entry has at least one relative distinguished name(RDN). An RDN of an object or alias entry cons|sts of
a set ¢f attribute type and value pairs, each of which matchesyusing the equality matching rule, a distinct distingyished
attribyite value of the entry.

NOTE 1 — The equality matching rule can be used because.for naming attributes, the attribute syntax and the assertion syftax of
th¢ equality matching rule are the same.

The RDNs of all of the entries with a particulat\immediate superior are distinct. It is the responsibility of the relevant
naming authority for an entry to ensure that this\is'so by appropriately assigning distinguished attribute values. Allogation
of RIPNs is considered an administrative undertaking that may or may not require some negotiation between invfolved
organjizations or administrations. This Directory Specification does not provide such a negotiation mechanism, and fakes
no asgumption as to how it is performed.

RelativeDistinguishedName ~ := SET SIZE (1l..MAX) OF AttributeTypeAndValue
AttrfibuteTypeAndValue ~: := SEQUENCE {

type ATTRIBUTE. &id ({SupportedAttributes}),

vallue ATTRIBUTE. &Type ({ SupportedAttributes} {@type}),

}

The $et that.forms an RDN contains exactly one AttributeTypeAndvalue for each attribute which coptains
distinguished-values in the entry; that is, a given attribute type cannot appear twice in the same RDN.

An atfriliute value that has been designated to appear in an RDN is called a distinguished value. There may be other yalues
of the same attribute that are not distinguished values and thus may not be used in an RDN.

An RDN for a given entry is formed by using one distinguished value from each attribute that has distinguished values.
The simplest case is an entry that has one distinguished value; it thus has one RDN, formed by using that distinguished
value. More than one attribute in an entry may contribute to the RDN.

Each RDN for an entry shall contain a type and value pair for each given attribute type forming part of the RDN.
primaryDistinguished iS used to indicate that the value is the primary distinguished value of that attribute type.

The RDN may be modified, if necessary, by the complete replacement of the distinguished value of all contributing
attributes.
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Family members, like other entries, have RDNs. An RDN can consist of multiple attribute type and value pairs. The local
member name of a family member is the sequence of RDNs from the ancestor down to that member. The local member

name

of the ancestor is an empty sequence.

NOTE 2 — RDNs are intended to be long-lived so that the users of the Directory can store the distinguished names of objects (e.g.,

in

the Directory itself) without concerns for their obsolescence. Thus RDNs should be changed cautiously.

NOTE 3 — Changing the RDN of a non-leaf entry automatically changes the name of subordinate entries.

9.4

Name matching

It is often necessary in the operation of the Directory to determine if two names match. This requires that corresponding
RDNSs be matched. The general approach to name matching is described here; specific approaches for particular uses for

name
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The distinguished name of a given object is defined as that name which consists of the’sequence of the RDNSs of the
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matches are described, where appropriate.

ported RDN is said to match a target RDN if each AttributeTypeAndvalue in the purported RDN matche
L tributeTypeAndValue for the same attribute type in the target RDN.

DTE — The equality matching rule can be used because, for naming attributes, the attribute syntax and the assertion syntax
pality matching rule are the same.

ching attribute values are not found as a result of the above, then the RDNs do not match.

Distinguished names

represents the object and those of all of its superior entries (in descending order). Because of the one-{
pondence between objects and object entries, the distinguished name of an-object is the distinguished name
entry.
DTE 1 — It is preferable that the distinguished names of objects which humans have to deal with be user-friendly.
DTE 2 — Rec. ITU-T X.650 | ISO/IEC 7498-3 defines the concept of a‘primitive name. A distinguished name can be usg
mitive name for the object it identifies.

DTE 3 — Because only the object entry and its superiors are involved, distinguished names of objects can never involy
fries.

entries also have distinguished names; however,_this name cannot be the distinguished name of an object.
stinction needs to be made, the complete term'distinguished name of an alias entry" is used. The distingu
of an alias entry is defined, as for the distinguished name of an object entry, to be the sequence of RDNs of th¢
and those of all of its superior entries (in.descending order).

proves convenient to define the 'distinguished name' of the root, although this can never be the distinguished
pbject. The distinguished name of‘the root is defined to be an empty sequence.

5 with

of the

entry
0-0ne
Df the

d as a

b alias

When
ished
alias

name
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An example which illustrates the concepts of RDN and distinguished hame appears in Figure 5.

9.6

RDN Distinguished name
ROOT
{1}
Countries
C=GB {C=GB}
OrganiI ations
O = Telecom {C =GB, O =Telecom}
Organizationalhunits

Iﬁ (OU = Sales, {C =GB, O =Telecom,
L = Ipswich) (OU = sales, L = Ipswich)}

{C =GB, O = Telecony
CN = Smith (OU = Ssales, L = Ipswich),

CN = Snrith¥

X.501(12)_F05

Figure 5 — Determination of distinguished names

Alias names

An aljas, or an alias name, for an object is an alternative namefor-an object or object entry which is provided by the use

of ali

Each
the al

N

s entries.

as entry is thus also a name for this object.

name of any entry.

The ¢
replag

Any

articular entry in the DFT\may have zero or more alias names. It therefore follows that several alias entrie

plias entry contains, within the aliasedEntryName attribute, a name of some object. The distinguished name of

DTE — The name within the aliasedEntryName-is said to be pointed to by the alias. It does not have to be the distingpished

onversion of an alias name to an object name is termed (alias) "dereferencing” and comprises the systgmatic
ement of alias names, where\Mfound within a purported name, by the value of the correspopding
aliaIeﬂntrmee attribute. The process may require the examination of more than one alias entry.

may

point to the same entry. An @ligs entry may point to an entry that is not a leaf entry and may point to another alias gntry.

Anal
Every

as entry shall hayve\ne subordinates, so that an alias entry is always a leaf entry.

alias entry shall belong to the alias object class which is defined in 13.3.3.

Family membersare not permitted to be alias entries.

10

10.1

L1 las [
rracrarvincar yroups

Definitions

For the purposes of this Directory Specification, the following definitions apply:

10.1.1

10.1.2
logica

10.1.3

26

hierarchical child: For an entry, a hierarchical child is an entry for which it is a hierarchical parent.

hierarchical group: A hierarchical group is a collection of entries, including compound entries, that forms a

| tree that is not necessarily related to the DIT.

hierarchical leaf: This is an entry within a hierarchical group that has no hierarchical children.
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10.1.4 hierarchical level: An integer that gives the distance from an entry within a hierarchical group to the
hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5 hierarchical link: This is a general term for the logical relationship between two entries that have a hierarchical
immediate parent/immediate child relationship.

10.1.6  hierarchical parent: For an entry, the hierarchical parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively all the way up to and including the hierarchical top.

10.1.7  hierarchical sibling: For an entry, the hierarchical siblings are the entries having the same immediately
hierarchical parent as itself.

10.1.8  hierarchical sibling-child: For an entry, its hierarchical sibling-children are the complete set of hierarchical
children, at all lower levels, of its hierarchical siblings.

10.1.9 hierarchical top: This is the entry within a hierarchical group that is the root of the hierarchy. Achigrarghical
top has no immediately hierarchical parent.

10.1.10 immediately hierarchical child: For an entry, an immediately hierarchical child is an entrysfor which it|is the
immegdiately hierarchical parent. This immediately hierarchical child does not need to be an immediately suborlinate
entry within the DIT.

10.1.11 immediately hierarchical parent: For an entry, its immediately hierarchical paréntis the entry that, wittin the
hieranchical group, is its immediately superior entry. The immediately hierarchical-parent does not need to ke the
immegdiately superior entry within the DIT.

10.2 Hierarchical relationship

Directory entries have a hierarchical relationship in the way they are placed.in the DIT. However, entries may alsq have
hieranchical relationships not reflected in the DIT structure. As an example, a dynamic organization may not wgnt to
reflect its current organization directly in the DIT, as it may require frequent changes to the DIT structure. There is
therefore a requirement in the Directory to be able to reflect hierarchical relationships independent of the DIT structure.
Hiergrchical groups form such relationships. A hierarchical group forms a logical tree with a root called the hierarghical
top.

By referring to hierarchical relationships, it is possible in\a Search operation to retrieve information not only from afgiven
entry] but also from other entries within the same higrarchical group.

A compound entry is considered a single entrydn-the context of hierarchical groups. A child family member canmpot be
part df a hierarchical group in its own right;
NOTE — Hierarchical groups are intended to permit modelling of collections of distinct objects that have logically informal
relationships, and particularly relationships that are, or could be, temporary. Compound entries, in contrast, model objegts that
comprise sub-objects that are conyveniently considered as a hierarchy.

To describe navigation within@Hhierarchical group, it is convenient to define terms for the relationships that a given|entry
has with other entries within-the group. This is done in 10.1. Some of these defined terms for direct relationships are
parallel to those definedfor entry relationships within the DIT (immediately hierarchical child, hierarchical [child,
immefliately hierarchicalparent and hierarchical parent). However, it is also convenient to define terms for more distant
relatipnships. In seme Situations, a user may want to retrieve information for hierarchical siblings, and even fof their
hieranchical children (hierarchical sibling-children).

An entry cansonly be a member of a single hierarchical group at one time.

An entry-that is part of a hierarchical group holds operational attributes as defined in 14.10. These operational attr|butes
reflectthe Tefationship With other entries Withim the group, including the hierarchical fevet of the entry Within the group.
When a compound entry is part of a hierarchical group, the ancestor holds these operational attributes.

A hierarchical group has to be completely outside any service-specific administrative area (see 16.3) or has to be
completely contained within a service-specific administrative area. A hierarchical group shall be confined to a
single DSA. The Directory service shall detect and prevent attempts to break these rules.
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10.3 Sequential ordering of a hierarchical group

In some situation, e.g., when transmitting a hierarchical group, a sequential ordering rule is required. The sequential order
of a hierarchical group comes from following all the strands of the hierarchical group as follows:

a) The top entry is the first entry in the sequence followed by the remaining entries within a complete strand
going down from top to a hierarchical leaf. It is a local choice which strands to select as the first one.

b) The next strand to be selected is one that has not previously been selected and which has the maximum
number of entries common with the previous selected strand. If several strands are identical in that respect,
selection is a local matter. Only those entries not previously included are included in the sequence.

c) The procedure in b) is repeated until all strands have been included.
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SECTION 4 - DIRECTORY ADMINISTRATIVE MODEL

11 Directory Administrative Authority model

11.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
11.1.1 administrative area: A subtree of the DIT considered from the perspective of administration.

11.1.2 administrative entry: An entry located at an administrative point

11.1.3 administrative point: The root vertex of an administrative area.

11.1.4 administrative user: A representative of an Administrative Authority. The full definition of the.administrative
user doncept is outside the scope of this Directory Specification.

11.1.% autonomous administrative area: A subtree of the DIT whose entries are all administered by the|same
Administrative Authority. Autonomous administrative areas are non-overlapping.

11.1.6 DIT domain administrative authority: An Administrative Authority in its role as the entity Having
respopsibility for the administration of a part of the DIT.

11.1.7 DIT domain policy: An expression of the general goals and acceptable praCedures for a DIT Domain.

11.1.34 DMD administrative authority: An Administrative Authority in its)role as the entity responsible for the
administration of a DMD.

11.1.9 DMD policy: A policy governing the operation of the DSAs.inia DMD.
11.1.10 DMO policy: A policy defined by a DMO, expressed in terms of DMD and DIT Domain policies.

11.1.11 inner administrative area: A specific administrative area whose scope is wholly contained within the scope
of angther specific administrative area of the same type.

11.1.12 policy: An expression by an Administrative Authority of general goals and acceptable procedures.
11.1.13 policy attribute: A generic term for any Directory operational attribute which expresses policy.
11.1.14 policy object: An entity with which.apolicy is concerned.

11.1.15 policy procedure: A rule defining how a set of policy objects should be considered and what actions sholild be
takenlas a result of this consideration.

11.1.16 policy parameter: A policy procedure is characterized by certain policy parameters which are subjgct to
configuration (i.e., choice) by@nAdministrative Authority.

11.1.17 specific administrative area: A subset (in the form of a subtree) of an autonomous administrative area d¢fined
for a [particular aspect/of -administration: access control, subschema or entry collection administration. When defined,
specific administrative-areas of a particular kind partition an autonomous administrative area.

11.1.18 specific administrative point: The root vertex of a specific administrative area.

11.2 Qverview

A fundamental objective of the Directory information model is to consider well-defined collections of entries so that they
may be administered consistently as a unit. This clause clarifies the nature and scope of the authorities responsible for
that administration and the means by which their authority is exercised.

The concept of policy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of
the Directory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Operational Information (see clause 12). This is to allow the modelling of information required for the regulation of
Directory user information and for other administrative purposes.
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Other aspects of the Directory Administrative Model require support for the distribution of administrative and operational
information among the component parts of the Directory, i.e., DSAs. Clauses 22 through 24 describe a DSA Information
Model to support these requirements.

11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and acceptable
procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and in terms of
aspects within which an administrative user has some degree of freedom of action and specific responsibilities.

An Administrative Authority expresses DMO policy in terms of:

- D:T DUIIIO.;II PU:;L:_)’,
— DMD Policy.

Thesq policies may be expressed as policy attributes. A model of DIT policies is defined in 11.6.
NOTE — Clause 14 defines the system schema necessary to support the administration of collective attributes, CGlause 15 defines a
frgmework for supporting subschema administration policies. Clause 17 defines a framework supporting aceess control polcies.

DMD policies relate specifically to DSAs as components of the distributed Directory. These DMD policies are des¢ribed
in 117 which defines a model for DSA administration.

Finally, there are policies which relate to external matters (such as bilateral agreements between DMOs) and are thefefore
not further described here.

A poljcy object is an entity with which a policy is concerned (e.g., a subschema administrative area is a policy objgct).

A poliicy procedure is a rule defining how a set of policy objects should be-eonsidered and what actions should be|taken
(and dnder what circumstances) as a result of this consideration (e.g., clause“15 defines subschema administration policy
procefures).

A poILcy procedure is characterized by certain policy parameters-which are subject to configuration (i.e., choice) [by an
Admipistrative Authority.

Opergtional attributes are used to represent policy parameters. The values of such an attribute form an expression ofjsome
or allfof the policy parameter it represents.

114 Specific administrative authorities

The afministration of a DIT Domain involves the execution of five functions related to different aspects of administration:
—  naming administration;

—  subschema administration;

—  security administration;

—  collective attribute administration;
—  service administration.

A spdcific Administrative Authority is an Administrative Authority in its role as the entity responsible for one of|these
specific aspects©fyDIT Domain policy.

The t¢rm Naming Authority (see clause 9) identifies the role of the Administrative Authority as it pertains to the allogation
of names and administration of the structure of these names. A role of the Subschema Authority is to implement|these
nami g-structures inthe subschema

The term Subschema Authority identifies the role of the Administrative Authority as it pertains to the establishment,
administration and execution of the subschema policy controlling the naming and content of entries in a DIT Domain.
Clause 15 describes Directory support of Subschema Administration.

The term Security Authority (see Rec. ITU-T X.509 | ISO/IEC 9594-8) identifies the role of the Administrative Authority
as it pertains to the establishment, administration and execution of a security policy governing the behaviour of the
Directory with respect to entries in a DIT Domain.

The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertains to the
establishment and administration of collective attributes (see 12.7) in a DIT Domain.
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The term Service Authority identifies the role of the Administrative Authority as it pertains to the establishment and
administration of service constraints and adjustment.

115 Administrative areas and administrative points

11.5.1 Autonomous administrative areas

Each entry in the DIT is administered by precisely one Administrative Authority (which may operate in different roles).
An autonomous administrative area is a subtree of the DIT whose entries are all administered by the same Administrative
Authority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas.

The st of one or more autonomous administrative areas for which a DMO has administrative authority is its DIT Dgmain.
This is represented in Figure 6.

Auto ‘®gus
L}/\AA)

Area

X.501(12)_F06

Figure 6 —ADIT Domain

11.5.2  Specific administrative areas

In thel same way that an Administrative Authoritymay operate in a specific role, entries in an administrative area may be
consifered in terms of a specific administrative function. When viewed in this context, an administrative area is terfned a
specific administrative area. There are six Kinds of specific administrative area:

—  subschema administrative areas;

—  access control administrative areas;

—  collective-attribute ‘administrative areas;
—  context defaultadministrative areas;

—  servicgadministrative areas; and

—  password administrative areas.

An aytonomous:administrative area may be considered as implicitly defining a single specific administrative area fof each
speci%ic aspect-of administration. In this case, there is a precise correspondence between each such specific adminisfrative

area gnd:the autonomous administrative area.

Alternatively, for each specific aspect of administration, the autonomous administrative area may be partitioned into non-
overlapping specific administrative areas.

If so partitioned for a particular aspect of administration, each entry of the autonomous administrative area is contained
in one and only one specific administrative area of that aspect.

A specific Administrative Authority is responsible for each specific administrative area. If, for a particular administrative
aspect, an autonomous administrative area is not partitioned, a specific Administrative Authority is responsible for that
administrative aspect for the entire autonomous administrative area.
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11.5.3  Inner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kinds of
specific administrative areas may be defined:

a) to represent a limited form of delegation; or

b) for administrative or operational convenience (e.g., where the administrative point of a subtree is ina DSA
other than the one holding the entries within the subtree, that subtree may be designated as an inner area
to allow administration via the local DSA).

An inner administrative area may be nested within another inner administrative area.

Inner areas represent areas of limited autonomy. Entries in inner areas are administered by the specific Administrative
Authgrities of the specific administrative areas within which they are contained, and also by the Administrative
Authgrities of the inner areas within which they are contained. The former authorities have overall control of the paglicies
reguldting these entries, while the latter authorities have (limited) control over those aspects of policy delegated tg them
by thg former.

The nules for nested inner areas, should they be permitted, shall be defined as part of the definition of the specific
administrative aspect within which they are contained.

11.54  Administrative points

The gpecification of the extent of an autonomous administrative area is implicit and(Consists of the identificatiop of a
point|in the DIT (the root of the autonomous administrative area’'s subtree), an autenomous administrative point} from
which the administrative area proceeds downwards until another autonomous administrative point is encountergd, at
which another autonomous area begins.

NOTE 1 - The immediate subordinates of the root of the DIT are autonomous@dministrative points.
Wherg an autonomous administrative area is not partitioned for a specific aspect of administration, then the administrative

area fpr that aspect coincides with the autonomous administrative atear In this case, the autonomous administrative|point
is alsg the specific administrative point for this aspect of administration.

Wherg an autonomous administrative area is partitioned for_a specific aspect of administration, then the specificatjon of
the eXtent of each specific administrative area consists of thé“identification of the root of the specific administrativejarea’s
subtrge, a specific administrative point, from which the\specific administrative area proceeds downwards until a:lwother
specific administrative point (of the same administrative aspect) is encountered, at which another specific administrative
area hegins.

Specific administrative areas are always bodnded by the autonomous administrative area they partition.

A particular administrative point may_Be, the root of an autonomous administrative area and may be the root of ¢ne or
more [specific administrative areas.

The gpecification of the extent.of-an inner administrative area (within a specific administrative area) consists of the
identiffication of the root of thesinner administrative area's subtree, an inner administrative point. An inner administrative
area ip bounded by the specifiC administrative area within which it is defined.

(and IPSA) boundasy: That is, its immediate superior in the DIT must be under the administrative authorfty of

NOTE 2 «.This implies that a DMO cannot arbitrarily partition a DIT Domain into autonomous administrative areas.
An ad represented in the Directory information model by an entry holding an administrativgRole
attriblte isattributetdentify-thetypeof administrative point—Thisattribute s defimedim 143

Clauses 22 through 24 describe how administrative areas are mapped onto DSAs and the DSA information model.

Figure 7 depicts an autonomous administrative area which has been partitioned into two specific administrative areas for
a specific aspect of administration (e.g., access control). In one specific administrative area, a nested inner administrative
area has been created (e.g., because the subtree is to be held in a different DSA from the remainder of the specific
administrative area).

Figure 7 uses the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) and IAP
(Inner Administrative Point).
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Figure 7 — Administrative points and areas

Administrative entries

tries,
bntrol

try located at an administrative point is an administrative entry. Administrative entries may have special e
subentries, as immediate subordinates. The administrative entry and its associated, Subentries are used to ¢
tries encompassed by the associated administrative area.

b inner administrative areas are used, the scopes of these areas may overlap:

on of
bment

fore, for each specific aspect of administrative authority, a definitiop-is\required of the method of combinat

ated with an inner area defined for that aspect.

DTE — It is not necessary for an administrative point to represent each.Specific aspect of administrative authority. For example,
bre might be an administrative point, subordinate to the root of the’ autonomous administrative area, which is used for pccess
htrol purposes only.

DIT Domain policies

T Domain policy has the following compenents: DIT policy objects, DIT policy procedures, and DIT policy

paranpeters.

An o
admi

perational attribute that represents a BIT policy parameter is termed a DIT policy attribute (e.g., subsq
istration operational attributes defined in clause 14 are DIT Domain policy attributes).

hema

For aparticular DSA, the possiblevalues of a policy parameter may not correspond to distinct, realizable courses of action

for that component. This may be.the case, for example, when the DSA lacks the technical capability to perform all a
of thelpolicy procedure (e.g4itmplement a particular access control scheme). To be well-defined, a policy procedurg
take guch circumstances into-account as part of its definition.

Specific DIT Domaimpelicy objects and attributes are defined in clause 15 to support subschema administration.

11.7 DMD policies

A DMD _pelicy is a policy that pertains to the operation of one or more of the DSAs in the DMD. A DMD policy

pects
shall

may

apply|either to all the DSAs in the DMD in a uniform manner, to a subset of the DSAs in the DMD, or it may ap

bly to

one specific DSA.

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by one or

more DSAs.
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Examples of such restrictions are:

a) Limiting the basic service provided to Directory (i.e., non-administrative) users to interrogation operations
only.

b) Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

¢) Limitations on requests accepted from users accessing the DSA directly when chaining is required to DSAs
in the DMD known to be subject to limitations of the kind indicated in the previous point.

d) Constraints on the kinds of searches certain users can perform, and on the characteristics of such searches
(e.g., relaxation policies).
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SECTION 5 - MODEL OF DIRECTORY ADMINISTRATIVE
AND OPERATIONAL INFORMATION

Model of Directory Administrative and Operational Information

Definitions

For the purposes of this Directory Specification, the following definitions apply:

12.1.1  base: The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree specific

12.1.3

12.1.
and G

12.1.4

12.1.1
appli

12.1.4
or sulf

12.1.7

that the base (or root) vertex of this tree is usually subordinate to the root of the DIT.

12.1.4
at the

12.1.9
consi
(inco
subtre
12.2

From
inforn

This

Two

used Ly the Directary in the course of its operation.

chop: A set of assertions concerning the names of the subordinates of a base.

ation.

directory operational attribute: An operational attribute defined and visible in the Directory Administrative

perational information model.
directory system schema: The set of rules and constraints concerning operational attributes’and subentr

entry: A Directory entry or extended Directory entry, depending on the context-(either users and
ations or administration and operation of the Directory) in which the term is used.

es.

their

subentry: A special sort of entry, known by the Directory, used to hold information associated with a siibtree

tree refinement.

subtree: A collection of object and alias entries situated at the vertices\of a tree. The prefix "sub™ emph

subtree refinement: An explicitly specified subset of the entrigs in a subtree, where the entries are not Ig
vertices of a single subtree.

subtree specification: The explicit specification of a subtree or subtree refinement. A subtree specifi

hSizes

cated

cation

ts of zero or more of the specification elements base, chopand specification filter. The definition is termed "explicit"

htrast to that of an administrative area) because the portion of the DIT subordinate to the base that is included
e or subtree refinement is explicitly specified.

Overview

an administrative perspective, user information held in the DIB is supplemented by administrative and opera
hation represented by:

— operational attributes,“which represent information used to control the operation of the Directory
access control information) or used by the Directory to represent some aspect of its operation (e.g.
stamp information):-and

—  subentries, which associate the values of a set of attributes (e.g., collective attributes) with entries
the scope ©fthe subentry. The scope of a subentry is a subtree or subtree refinement.

nformation, illastrated in Figure 8, may be placed in the Directory by administrative authorities or by DSAs,

echanisms in the Directory abstract service that relate to this view of Directory information are:
' EntryInformationSelection permits the selection of operational attributes in an entry; and

arpatte thn | 1ot anAd Canpalh AnAratiang

in the

tional

(e.q9.,
time

vithin

and is

tha Jo ] capon nantral o o annlhy Atha
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entries or to subentries.

Access to operational information, as for user information, may be limited by an access control mechanism.

alias

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 22 through 24, expresses the mapping of

these

entries onto the information repositories of DSAs.
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Figure 8 — Model of Directory Administrative and Operational Infarmation

Subtrees

Overview

refix "sub™, in subtree, emphasizes that the base (or root) vertex.of this tree is usually subordinate to the r
T.

tree is a collection of object and alias entries situated at the vertiegs ‘of a tree. Subtrees do not contain subeptries.

pot of

ays defined within a context which implicitly bounds the Subtree. For example, the vertex and lower bounda
ree defining a replicated area are bounded by a naming context. Similarly, the scope of a subtree defining a sp
istrative area is limited to the context of an enclosing autonomous administrative area.

Subtree specification

be specification is the definition of a(supset of the entries below a specified vertex which forms the base
e or subtree refinement.

ertex and/or the lower boundary, of the subtree may be implicitly specified, in which case they are determin
ntext within which the subtree is used.

ertex and/or the lower-boundary may be explicitly specified using the mechanism specified in this clause
hnism may also be used-to specify subtree refinements which are not true tree structures.

DTE — The topological concept of a (sub)tree is useful in considering such specifications, although a particular specificatid
fermine a collection of entries that are not located at the vertices of a single (sub)tree. The term subtree refinement is pr¢
en the entries'of'the collection are not so located.

educe the collection of subordinate entries. These elements of specification are:

btree
ies of
ecific

Df the

ed by
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n may
ferred

p, and

a) Base — The root vertex of the subtree or subtree refinement produced by the evaluation of a slibtree
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specification;
b) Chop — A set of assertions concerning the names of the subordinate entries; and

c) Specification filter — A proper subset of the assertive capability of a filter applied to the subordinates.
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The specification of a subtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE {
base [0] LocalName DEFAULT ({},
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL,
}

-- empty sequence specifies whole administrative area
The three components of this sequence correspond to the three specification elements identified above.

Where a value of subtreeSpecification identifies a collection of entries that are located at the vertices of a single
subtree, the collection is termed a "subtree™; otherwise, the collection is termed a "subtree refinement".

The JubtreeSpecification type provides a general purpose mechanism for the specification of subtrees and sJ;btree
refingments. Any particular use of this mechanism defines the specific semantics of precisely what is specified angl may
impoge limitations or constraints on the components of SubtreeSpecification.

Wher| each of the components of subtreeSpecification is absent (i.e., a value of type SubtreeSpecificdtion
which is an empty sequence, {}), the subtree so specified is implicitly determined by the context within whigh the
SubtkeeSpecification is used.

Thesq terms are illustrated in Figure 9, for the case where subtrees are deployed within the-Cantext of administrative preas.

Administrative
2

_E:\ Point (AP)
A
Local name
Subtree
AP
7
Subtree
refinement AA

X.501(12)_F09

Figure 9 5 Specification of Subtrees and Subtree Refinements
within the context of Administrative Areas

12.3.3 Base

The Hase component of\subtreeSpecification represents the root vertex of the subtree or subtree refinementl This
may lje an entry which-iS subordinate to the root vertex of the identified scope or may be the root vertex of the iderftified
scope| itself (the default).

The relative.name of the root vertex of the subtree with respect to the root vertex of the identified scope is a value of type
LocallName!

LocalName = RDNSeguence

Note that the root vertex of the identified scope and the root vertex of the subtree coincide when LocalName is omitted
from subtreeSpecification.

12.3.4  Chop Specification

The components of the ChopSpecification data type specify assertions concerning the names of the subordinates of
a base.

ChopSpecification ::= SEQUENCE {

specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {
chopBefore [0] LocalName,
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chopAfter [1] LocalName,
...} OPTIONAL,

minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL,

}

This type is intended to permit the specification of a tree structure (or subset thereof) starting at the base by two methods,
specific exclusions and base distance.

12.3.4.1 Specific Exclusions

The specificExclusions component has two forms, chopBefore and chopAfter, which may be used individually
or in combination.

with
relati

The dqhopAfter component defines a list of exclusions, each in terms of some limit point whose subordinates are
led from the subtree or subtree refinement. The limit points are the entries identified by a LocalName, relafive to
the base.

exclu

12.3.4.2 Minimum and Maximum

Thesq components allow exclusion of all entries that are superior to entries that are iinimum RDN arcs below the
as wdll as entries which are subordinate to entries that are maximum RDN arcs bélow the base. These distanc

expre

Base

For the purpose of chop specifications, a compound entry is counted.as a single entry. In a compound entry, all f

meml

A val
no lo

12.3.%  Specification Filter

The specificationFilter component consists.of a proper subset of the assertive capability of a filter (see Rec

T X.5
includ

Refi

itkm [0] OBJECT-CLASS.-&id,

an
or
no

A Re
type 4

If a fg
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The r{:aopBefore component defines a list of exclusions, each in terms of some limit point which is to be excluded,
i

along

s subordinates, from the subtree or subtree refinement. The limit points are the entries identified by a LocalName,

e to the base.

5sed by values of the type BaseDistance:

Distance ::= INTEGER (0..MAX)

le of minimum equal to zero (the default), corresponds tQ:the base. An absent maximum component indicatg
ver limit should be imposed on the subtree or subtree-fefinement.

11 | ISO/IEC 9594-3) applied to the suberdinates of a base. Only entries for which the filter evaluates to tr
ed in the resulting subtree refinement:lt consists of a value of type Refinement:

hement ::= CHOICE ({

ol [1] SET SIZE (1..MAX) OF Refinement,
[2] SET SIZE_ (1) .MAX) OF Refinement,
L [3] Refinement,

}

Finement evaluatés to TRUE as if it were a filter making an equality assertion regarding values of the att
bjectClass Only.

mily member is excluded from a subtree by this specification, all its subordinate family members are also exc

to be

base,
S are

amily

ers are counted as having the same base distance as the ancester, since they are all part of the same logical eftry.

s that

ITU-
e are

ribute

uded.

ﬂpnratinnal attributes

There are three varieties of operational attributes: Directory operational attributes, DSA shared operational attributes, and

DSA

specific operational attributes.

Directory operational attributes occur in the Directory information model and are used to represent control information
(e.g., access control information) or other information provided by the Directory (e.g., an indication of whether an entry
is a leaf or non-leaf entry).

DSA shared operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.
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DSA specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

NOTE — These are described in clauses 23 through 24.

The definition and use of each operational attribute is a matter for specification in the appropriate Directory Specification.

12.5

1251

Entries

Overview

From an administrative perspective, user information held in an entry may be supplemented by administrative and

operational information represented by operational attributes.

The
requi
(see g

12.5.3

Althoj
(e.g.,

modi

12.6

12.6.]
A sub

irectory uses the object class attribute and DIT content rules applicable to an entry to control the usenattr
ed and permitted in the entry. The operational attributes of an entry are governed by the Directory systéem sq
lause 14) applicable to the entry.

Access to operational attributes

ugh not normally visible, the directory operational attributes within entries may be made-visible to auth
administrative) users of the directory abstract service. Certain operational attributes (e.g., entryAd
FyTimestamp) Might also be available to ordinary users.

Subentries

Overview

toas

fora

A sul
reque|

A sub
Thes

butes
hema

rized
I, or

entry is a special kind of entry immediately subordinate to an admifistrative point. It contains attributes that pertain

btree (or subtree refinement) associated with its administrative point. The subentries and their administrative| point
are pdrt of the same naming context (see clause 21).
A single subentry may serve all or several aspects of administrative authority. Alternatively, a specific aspgct of
administrative authority may be handled through one or mafe of its own subentries. At most, one subentry is permitted

ubschema administrative authority. Access control.and collective attribute authorities may have several subentries.

entry is not considered in List and Search operations unless the subentries service control is included jn the

5.

entry shall not have subordinates.

ructure of a subentry corresponding to an administrative point is depicted in Figure 10.

ADMINISTRATIVE ENTRY
User Operational
attributes attributes
Subentry Subentry
SUBENTRY
Subentry Subtree Object
RDN specification class Attribute Attribute
attribute attribute attribute
X.501(12)_F10
Figure 10 — Structure of a subentry
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A subentry consists of:

—  acommonName attribute, specified in Rec. ITU-T X.520 | ISO/IEC 9594-6 which contains the RDN of the
subentry;

— asubtreeSpecification attribute, specified in clause 14;

— an objectClass attribute, specified in clause 13, which indicates the purpose(s) of the subentry in the
operation of the Directory;

—  other attributes, depending on the values of the objectClass attribute.
Subentries may also contain operational attributes with appropriate semantics (see 12.6.4).
12.6.2—Subentry RBiNattribute
The dommonName attribute used as the subtree identifier serves to distinguish the various subentries that may-be defined

as immediate subordinates of a specific administrative entry.
NOTE — The value of this attribute might be selected to serve as a mnemonic to representatives of the Administrative Authgrity.

12.6.3  Subtree Specification attribute

The dubtreeSpecification attribute defines the collection of entries within the administrative area with whigh the
subtrge is concerned.

12.6.4  Use of Object Class attribute
The cpntent of a subentry is regulated by the values of the subentry's objectClass attribute.

The dbjectClass attribute of all subentries shall contain the value subentxy. The subentry object class is a structural
object class, defined in clause 14, used to include the commonName,(subtreeSpecification and objectdlass
attribyites in all subentries.

In order to regulate the remaining attributes, the other values of the'objectClass attribute, representing the auyiliary
object classes allowed for the subentry, shall be used.

The definition of the semantics of one of these values includes an identification and specification of zero or more attfibute
types|that shall or may appear in the subentry when the objectClass attribute assumes the value. The definition pf the
semaitics of a value for the objectClass attribute Shall include:

— an indication of whether an entry-may be included in more than one subtree or subtree refingment
associated with the particular-purpose (e.g., it may not be permitted in the case of subschema, but may
be permitted for access control); and if so

—  the effects of the combination of associated subentry attributes, if any.

A subjentry of a particular object €lass may only be subordinate to an administrative entry if the administrativdRole
attribyite permits that class of subentry as a subordinate.

As fof object and alias entri€s, information held in a subentry may be supplemented by administrative and operafional
information represented by operational attributes. For example, a subentry is permitted to contain entry ACI, provided
only fhat this ACI%is—permitted by and consistent with the value of the accessControlScheme attribute ¢f the
corregponding aceess control specific point. Similarly, a subentry may contain a modi fyTimestamp.

12.6.3  Other subentry attributes

The rémdining attributes within a subentry depend on the values of the objectClass attribute. For example, a subsghema
attribute may only be placed in a subentry If its objectClass attribute has subschema as one of its values.

12.7 Information model for collective attributes

An autonomous administrative area may be designated as a collective attribute specific administrative area in order
to deploy and administer collective attributes. This shall be indicated by the presence of the value
id-ar-collectiveAttributeSpecificArea in the associated administrative entry's administrativeRole
attribute (in addition to the presence of the value autonomousArea, and possibly other values).
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Such an autonomous administrative area may be partitioned in order to deploy and administer collective attributes in the
specific partitions. In this case, the administrative entries for each of the collective attribute specific administrative areas
are indicated by the presence of the value id-at-collectiveAttributeSpecificArea in these entries'
administrativeRole attributes

If such an autonomous administrative area is not partitioned, there is a single specific administrative area for collective
attributes encompassing the entire autonomous administrative area.

Additionally, a specific administrative area defined for the purpose of collective attribute administration may be further
divided into nested inner areas for the same purpose. The administrativeRole attribute of the administrative entries

for each such inner administrative area shall indicate this by the presence of the value
id-ar-collectiveAttributelInnerArea.

An e||1try collection and its associated collective attributes are represented in the Directory information modell by a
subentry, termed a collective attribute subentry, whose objectClass attribute has (ther [value
id-sf-collectiveAttributeSubentry, as defined in clause 14. A subentry of this class may be the immegdiate
suborfinate of an administrative entry whose administrativeRole attribute containg” the [value
id-af-collectiveAttributeSpecificArea O id-ar-collectiveAttributeInnerArea:

Wherk there are different entry collections within a given collective attribute area, each shall have its own subentry.

The entry collection itself is defined by the value of the subtreeSpecification operational attribute of the subentry.
This yalue defines the scope of the collective attribute subentry. The user attributes of'the subentry are the collgctive
attriblites of the entry collection.
NOTE 1 — Because subtree refinement is based on object class, the association of collective attributes with object entries fan be
ddne in a manner that naturally extends the schema for these entries. For example,\the organizationalPerson entrie§ of an
orfanization might be extended with a set of collective attributes appropriate for-all persons affiliated with the organizationfby the
creation of a subentry whose associated subtree is refined to include only otganizationalPerson entries and which cqntains
the organization's set of collective attributes. Additionally, a DIT Content:Rule for such entries would need to be defined td allow
cofllective attributes to become visible in the entries.

Collegtive attribute types and non-collective attribute types differ’semantically. An attribute type capable of expréssing
collegtive semantics shall be designated as a collective attribute-type at the time of its definition.

NOTE 2 — Merging procedures employed by the Directory(if-the case of independent sources of values of a collective atfribute
type are described in Rec. ITU-T X.511 | ISO/IEC 9594-3!

Colleftive attributes may be excluded from appearing’in a particular entry through use of the collectiveExclugions
attribyite defined in clause 14.

12.8 Information model for context defaults

An aytonomous administrative arealmay be designated as a context default specific administrative area in order to deploy
and | administer context defaults. This shall be indicated by the presence of the |[value
id-afk-contextDefaultSpecificArea in the associated administrative entry's administrativeRole attribyte (in
additipon to the presence of ‘the’value id-ar-autonomousArea, and possibly other values).

Such an autonomous-administrative area may be partitioned in order to deploy and administer context defaults |n the
specix\c partitions.Inithis case, the administrative entries for each of the context default specific areas are indicated by
the presence of thg value id-ar-contextDefaultSpecificArea in these entries' administrativeRole attr|bute.

If an autonomous administrative area is not partitioned, there is a single specific administrative area for context dgfaults
encompassing the entire autonomous administrative area.

ConteXt defaults are represented in the Directory Information model by a subentry, termed a context default subentry,
whose objectClass attribute has the value id-sc-contextAssertionSubentry as defined in 14.7. A subentry of
this class may be the immediate subordinate of an administrative entry whose administrativeRole attribute contains
the value id-ar-contextDefaultSpecificArea

The context default subentry defines a set of context assertions, any one of which is applied whenever there is no context
assertion applicable to a given attribute type specified by the user when accessing the portion of the DIT defined by the
subtreeSpecification operational attribute of the subentry. Application of default context assertions is described
in 8.9.2.2, and in 7.6.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.
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SECTION 6 — THE DIRECTORY SCHEMA

Directory Schema

Definitions

For the purposes of this Directory Specification, the following definitions apply:

13.1.1 attribute syntax: The ASN.1 data type used to represent values of an attribute.

13.1.

t use,

object classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory Schgma is
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sted as a set of non-overlapping subschemas each governing entries of an autonomous administrative, are
hema specific partition thereof). The Directory schema is concerned only with Directory User Information.

(directory) subschema: The set of rules and constraints concerning DIT structure, DIT content; object ¢
tribute types, syntaxes and matching rules which characterize the DIB entries within an autonemous adminis
pr a subschema specific partition thereof).

DIT content rule: A rule governing the content of entries of a particular structural 'ebject class. It specifi
ary object classes and additional attribute types permitted to appear, or excluded fron appearing, in entries
ted structural object class.

ite types. It specifies the permitted and the mandatory context types forthe-attribute type.

DIT structure rule: A rule governing the structure of the DIT by'specifying a permitted superior to subor
relationship. A structure rule relates a name form, and therefore a structural object class, to superior structure

hed by the indicated superior structure rules.

governing structure rule (of an entry): With respeet to a particular entry, the single DIT structure ru
s to the entry. This rule is indicated by the governingStructureRule operational attribute.

name form: A name form specifies a permissible RDN for entries of a particular structural object class. A
dentifies a named object class and one or more attribute types to be used for naming (i.e., for the RDN).
are primitive pieces of specification useddn-the definition of DIT structure rules.

DTE — Name forms are registered and have)global scope. DIT structure rules are not registered and have the scope
ministrative area with which they are associated.

superior structure rule: With respect to a particular entry, the DIT structure rule governing the entry's suf

Overview

irectory Schema isaset of definitions and constraints concerning the structure of the DIT, the possible ways ¢

hmed, the information that can be held in an entry, the attributes used to represent that information and
zation into hierarchies to facilitate search and retrieval of the information and the ways in which values of attr
e matched inattribute value and matching rule assertions.

DTE 1 - The schema enables the Directory system to, for example:
=, ' prevent the creation of subordinate entries of the wrong object class (e.g., a country as a subordinate of a perso

(or a

asses
rative

bs the
Df the

DIT context use: A rule governing the context types that may be associated with attribute values of particular

Hinate
rules.
ntries

e that

name
Name

of the

erior.

ntries
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entry);

—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type (e.g., a printable

string to a bit string).

Formally, the Directory Schema comprises a set of:

42

a) Name Form definitions that define primitive naming relations for structural object classes;

b) DIT Structure Rule definitions that define the names that entries may have and the ways in which the

entries may be related to one another in the DIT;

c) DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond
indicated by the structural object classes of the entries;
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d) Object Class definitions that define the basic set of mandatory and optional attributes that shall be present,
and may be present, respectively, in an entry of a given class, and which indicate the kind of object class
that is being defined (see 7.3);

e) Attribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a collective
attribute, whether it is permitted to have multiple values and whether or not it is derived from another
attribute type;

f)  Matching Rule definitions that define matching rules;

g) DIT Context Use definitions that govern the context types that may be associated with attribute values of
any particular attribute type.

Figurg 11 illustrates the relationships between schema and subschema definitions on the one side, and the DIT, dirg¢ctory
entriep, attributes, and attribute values on the other.

e N
Directory Rules for Directory
schema information tree
. J
Usesl TBeIong to
e N
Subschema Rules for R Subschiefnd
DIT structure rule adminisfrative areas
o J
Usesl TBeIong to
Name form )
DIT content rule Rules for > Entries
object class
- J
Usel TBeIong to
2\
Attribute types Rules for R .
DIT conte%puse Attributes
- J
Usel TBeIong to
2\
ASN.1 type Rules for
matching rule Values
- o/
X.501(12)_F11

Figure 11 — Overview of Directory Schema

Figurg 11 is interpreted as follows:
—  the items listed vertically on the left represent elements of schema;

— the items/listed vertically on the right represent instances of corresponding schema items, instarftiated
according to the rules defined by these schema items;

— the’relationship between items of schema is illustrated by the "uses" relationship;

¢ \("the relationship between instances of different aspects of schema is illustrated using the "belong to
relationship.

The Directory Schema is distributed, like the DIB itself. It is manifested as a set of non-overlapping subschemas each
governing entries of an autonomous administrative area (or a subschema specific partition thereof). A subschema
administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema having global
scope which are defined in these Directory Specifications: name forms, object classes and attributes (types and matching
rules). It may also choose to define alternatives to these elements more appropriate to its own environment or it may
choose some intermediate approach, using both standardized and proprietary schema elements.

The subschema administrative authority defines those schema elements whose scope is limited to the subschema: DIT
structure rules, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicable to which attribute types.
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The Directory Schema is concerned only with directory user information. Although some support for the specification of
operational information is provided in the notation defined in this clause, the regulation of Directory Administrative and

Opera

tional Information is the concern of the Directory System Schema.

NOTE 2 — The Directory System Schema is described in clause 14.

13.3

Object class definition

The definition of an object class involves:

a) indicating which classes this object class is to be a subclass of;
b) indicating what kind of object class is being defined;

NOTE — Collective attributes shall not appear in the attribute types of an object class definition.
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c) listing the mandatory attribute types that an entry of the object class shall contain in addition
mandatory attribute types of all its superclasses;

attributes of all its superclasses;
e) assigning an object identifier for the object class.

Subclassing

are restrictions on subclassing, namely:
— only abstract object classes shall be superclasses of other abstract objeet classes.
— astructural object class shall not be derived from auxiliary object.classes.
— anauxiliary object class shall not be derived from structural object classes.

bstract object class.

Object class attribute

shall be one value of the objectClass attribute for the entry's structural object class and a value for each

try's structural object classes shall not be changed. The initial values of the objectClass attribute are provid
er when the entry is created.

b auxiliary object classes are used, an entry may contain values of the objectClass attribute for the au
classes and their superetasses allowed by a DIT content rule. If a value for an allowed auxiliary object ¢
nt, then values for the stiperclasses of the auxiliary object class shall also be present.

e the objectClass.attribute contains an object identifier value for an auxiliary object class, then the entry
n the mandatory.attributes indicated by that object class.

DTE 1 — The-tequirement that the objectClass attribute be present in every entry is reflected in the definition of top.

DTE 2 —Because an object class is considered to belong to all its superclasses, each member of the chain of superclasse
p is represented by a value in the objectClass attribute (and any value in the chain may be matched by a filter).

DTE-3"— Access Control restrictions may be placed on modification of the objectClass attribute.

is one special object class, of which every structural object class:is a subclass. This object class is called top.

o the

d) listing the optional attribute types that an entry of the object class may contain in addition fo the opitional

top

entry shall contain an attribute of type objectClasg' to identify the object classes and superclasses to whigh the
entry pelongs. The definition of this attribute is given in\13.4.8. This attribute is multi-valued.

of its

ed by

iliary
ass is

shall

up to

In conjunction with the applicable DIT content rules, the Directory enforces the defined object class for every entry in
the DIB. Any attempt to modify an entry that would violate the entry's object class definition that is not explicitly allowed
by the entry's DIT content rule shall fail.

NOTE 4 — In particular, the Directory will ordinarily prevent:
attribute types absent from an entry's structural object class definition and not permitted by the entry's DIT content rule being

a)
ad

b)
©)

44

ded to an entry of that object class;
an entry being created with one or more absent mandatory attribute types for an object class of the entry;
a mandatory attribute type for the object class of the entry being deleted.
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13.3.3  Object class specification

Obiject classes may be defined as instances (information objects) of the o0BJECT-cLASS information object class:

OBJECT-CLASS ::= CLASS {
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[SPBCLASS OF &Superclasses]
[K[END &kind]
[MPST CONTAIN &MandatoryAttributes]
[MAY CONTAIN &OptionalAttributes]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapDesc]
ID &id }
ObjeftClassKind ::= ENUMERATED {

abgtract (0),
stfuctural (1),
aukiliary (2)}

For an object class which is defined using this information object class:
a) the ssuperclasses field is used for specifying the set of-Object classes which are its direct superclpsses;

b) the skind field is used for specifying the kind of object:class being defined, i.e., whether it is an abptract,
structural or auxiliary object class;

c) the sMandatoryAttributes field, if relevantydis-used for specifying the set of user attribute typds that
shall be represented in entries of that object class;

d) the sOptionalAttributes field is used’for specifying the set of user attribute types that mpy be
represented in entries of that object class, except that if an attribute type appears in both the mandatofy and
optional sets, it shall be considered mandatory;

NOTE — There are special rules for:object classes for subentries, where operational attribute types may be included in
the object class specification.

e) the sldapName field, ifwelevant, is used for specifying one or more values for the NAME specifi¢ation

used in the corresponding'LDAP definition defined either by the IETF or by these Directory Specificgtions.
It allows multiple values to be specified.

f) the sldapDpesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
definition defined either by the IETF or by these Directory Specifications.

g) the sidfield is used for specifying the object identifier assigned to this object class.

The dbject classesipreviously mentioned (top and alias) are defined below:

top PBJECT=CLASS ::= {

KIND abstract
MUBT _CONTAIN {objectClass}
1.D - { ll...nPll}

ID id-oc-top }

alias OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUST CONTAIN {aliasedEntryName}
LDAP-NAME {"alias"}
ID id-oc-alias }

NOTE 1 — The object class alias does not specify appropriate attribute types for the RDN of an alias entry. Administrative
Authorities may specify subclasses of the class alias which specify useful attribute types for RDNs of alias entries.

parent OBJECT-CLASS ::= {
KIND abstract
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ID id-oc-parent }
child OBJECT-CLASS ::= {

KIND auxiliary

ID id-oc-child }

Neither the parent nor the child object classes shall be combined with the alias object class to form an alias entry.

The parent object class is derived by the presence of an immediately subordinate family member, marked by the
presence of a child object class value. It may not be directly administered. The child object class value may only be
added or removed when the result is consistent with the architecture of compound entries (e.g., the subordinates of family
members shall always have a child object class).

N@FE2—"Theobjectclasses parentandchtddonotspecify-any-appropriate-attributetypes-for-the RBNsof-famity-members.
THis will be done in the normal way via the appropriate structural object classes and name forms for these entries.

134 Attribute type definition

The definition of an attribute type involves:

a) optionally indicating that the attribute type is a subtype of a previously defined attribute type, its direct
supertype;

b) specifying the attribute syntax for the attribute type;

c) optionally indicating the equality, ordering and/or substring matching-rule(s) for the attribute type;
d) indicating whether an attribute of this type shall have only one or may have more than one value;
e) indicating whether the attribute type is operational or user;

f)  optionally indicating that a user attribute type is collective;

g) optionally indicating that a user attribute type is dummycattribute type;

h) optionally indicating that an operational attribute is,not user modifiable;

i)  for operational attributes, indicating the application;

j)  optionally indicating the object identifier, fof;the associated LDAP attribute syntax;

k) optionally indicating the NAME of the Corresponding LDAP attribute type;

I) optionally indicating the attribute. deseription to be used in the LDAP protocol;

m) assigning an object identifier to:the attribute type.

Any pser attribute can be identified hy ‘an administrative authority as an anchor attribute, having friend attriputes.
Thergfore, the attribute type definitionsdoes not identify the friends of an anchor attribute. This may vary from subsghema
to suljschema.

13.4.1  Operational attribtes

Some| operational attributes are under direct user control. In other cases, the operational attribute's values are contfolled
by th¢ Directory. In the latter case, the definition of the operational attribute shall indicate that no user modificatipns to
the atfribute values are-permitted.

The specification of an operational attribute type shall indicate its application, which shall be one of the following:
~ \»~Directory operational attribute (e.g., access control attributes);

+  DSA shared operational attribute (e.g., a master-access-point attribute);

—  DSA specific operational attribute (e.g., a copy-status attribute).

13.4.2  Attribute hierarchies

An attribute hierarchy shall contain either user attributes or operational attributes but not both. It follows that a user
attribute shall not be derived from an operational attribute, and that an operational attribute shall not be derived from a
user attribute.

An operational attribute that is a subtype of another operational attribute shall have the same application as its supertype.

46 Rec. ITU-T X.501 (10/2016)


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

If an attribute type is not a subtype of another attribute type, the attribute syntax and matching rules (if applicable) shall
be specified in the attribute type definition. Specifying an attribute syntax shall be done by directly specifying the ASN.1
data type.

If an attribute type is a subtype of an indicated type, the definition need not specify an attribute syntax, in which case its
attribute syntax is that of its direct supertype. If the attribute syntax is indicated and the attribute has a direct supertype,
the indicated syntax shall be compatible with the supertype's syntax, i.e., every possible value satisfying the attribute's
syntax shall also satisfy the supertype's syntax.

If an attribute type is a subtype of another attribute type, the matching rules applicable to the supertype are applicable to
the subtype, unless extended or modified in the definition of the subtype. A matching rule defined for a supertype may
not be removed when defining a subtype.

13.4.3
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Friend attributes

st of friends of an anchor attribute shall only contain user attributes. The relationship imposes no restraints wh
semantics, syntax, or other characteristics of a friend attribute.

DTE — An anchor attribute may be defined as a dummy attribute.

Collective attributes

erational attribute shall not be defined to be collective.

ry collection subject to the use of the collectiveExclusions attribute.

Ctive attributes shall be multi-valued.

Derived attributes

A derfived attribute is one that contains information using the syntax.ef attribute information, but where the valu

comp

Lited as returned rather than being held in the DIB.

The flamily-information derived attribute is introduced for.use in the Directory service for the containment of f
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hation. Its characteristics are defined in 7.7.1 of Rec. {TU-T X.511 | ISO/IEC 9594-3.

may also use derived attribute technology to provide other attributes. For example, all operational attributg
e the AccessPoint value of a specific DSA«may (and probably should) derive the value from a single sou
formation, which may be suitably administered.

Attribute syntax

bquality matching rule is specified\for the attribute type, the Directory shall ensure that the correct attribute
[ for every value of this attribute type.

Matching rules

Equarl:ty, ordering and substrings matching rules may be indicated in the attribute type definition. The same mat

ay be used for ofe)or more of these types of matches if the semantics of the rule allows for more than one of|
bnt types of matches.

DTE 1 — ThiSfact should be reflected in the definition of the indicated matching rule.

pquality.matching rule is indicated, the Directory:

htever

I attribute may be defined to be collective. This indicates that the same attribute Values will appear in the entties of

ES are

pmily

s that
rce of

yntax

ching
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alues

a) treats values of this attribute as having type ANy, i.e., the Directory may not check that those

eonformwith-the-tatatype-orany-otherruteinticated-for- theattribtte:
b) does not permit the attribute to be used for naming;
c) does not allow individual values of multi-valued attributes to be added or removed;
d) does not perform comparisons of values of the attribute;
e) will not attempt to evaluate AvAs using values of such an attribute type.
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If an equality matching rule is indicated, the Directory:

a) treats values of this attribute as having the type defined in the &Type field in the attribute's definition (or
that of the attribute from which the attribute is derived);

b) will use the indicated equality matching rule for the purpose of evaluating attribute value assertions
concerning the attribute;

c) will only match a presented value of a suitable data type as specified in the attribute type definition.

NOTE 2 — This subclause applies equally to an attribute whose equality matching rule uses an assertion syntax different from the
syntax of the attribute type.

If no ordering matching rule is indicated, the Directory shall treat any assertion of an ordering match using the syntax
pro\/i ed h‘,’ the himr*'rnr\]/ Abstract Service as-undefined

If no
provi

An at

13.4.4
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llective
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ality-match
dering-match
strings-match
ngle-valued

Attribute definition

[BUTE ::= CLASS {

operational extensions
-user-modification

UALITY MATCHING RULE
ERING MATCHING RULE
BSTRINGS MATCHING _, RULE
NGLE VALUE

substrings matching rule is indicated, the Directory shall treat any assertion of a substring match using the's
led by the Directory Abstract Service as undefined.

ribute type shall only specify matching rules whose definition applies to the attribute’s attribute syntax.

utes may be defined as values of the ATTRIBUTE information object class:

ATTRIBUTE OPTIONAL,

OPTIONAL, -- either &Type or &derivation required

MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,

AttributeUsage DEFAULT userApplications,
SYNTAX-NAME. &id>OPTIONAL,

SEQUENCE SIZE(l..MAX) OF UTF8String OPTIONAL,
UTF8String OPTIONAL,

BOOLEAN DEFAULT FALSE,

OBJECT: IDENTIFIER UNIQUE }

&derivation]
&Type]
&equality-match]
&ordering-match]
&substrings-match]
&single-valued]

yntax

[COLLECTIVE &collective]
[D &dummy ]
[ND USER MODIFICATION &no-user-modification]
[UBAGE &usage]
[LPAP-SYNTAX &ldapSyntax]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapDesc]
[OBSOLETE &obsolete]
ID &id }
AttributeUsage ::= ENUMERATED {
userApplications (0),
directoryOperation (1),
distributedOperation (2),
dSAOperation (3),

48

}

Rec. ITU-T X.501 (10/2016)


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

For an attribute type which is defined using this information object class:

a) the sderivation field, if relevant, is used for specifying the attribute type, of which this attribute type is
a subtype;

b) the sType field, if relevant, is used for specifying the syntax. This shall be an ASN.1 type and it is required
if the sderivation field is not relevant;

c) the sequality-match field, if relevant, is used for specifying the equality matching rule;

d) the sordering-match field, if relevant, is used for specifying the ordering matching rule;

e) the ssubstrings-match field, if relevant, is used for specifying the substrings matching rule;

f) the ssingle-valued field is used for specifying that an attribute of the type shall have only one value by
using the value TRUE, while a multi-valued attribute type is defined by not applying this field orAy|using
the value FALSE;

g) the scollective field is used for specifying that an attribute of the type is a collective attribute tyjpe by
using the value TRUE, while an attribute type that is not a collective attribute type is defined by not applying
this field or by using the value FALSE;

h) the sdummy field is used for specifying that an attribute of the type is a dummy attribute type by using the
value TRUE, while an attribute type that is not a dummy attribute type is defined )by not applying thig field
or by using the value FALSE;

i) the sno-user-modification field is used for specifying that an operational attribute of the typelis not
user modifiable by using the value TRUE, while an attribute type that.is user modifiable is defined iy not
applying this field or by using the value FALSE;

j) the susage field is used for indicating the operational usage of an attribute of this |type.
userApplications means it is a user “/aftribute type, directoryOperalion,
distributedOperation, and dSAOperation meanhit is a directory, distributed, or DSA operational
attribute type respectively;

k) the s1dapsyntax field, if relevant, is used forsSpecifying the object identifier for the syntax used fpr the
corresponding LDAP attribute type ;

I) the sl1dapName field, if relevant, is used, for specifying one or more values for the NAME specifigation
used in the corresponding LDAP definition either defined by the IETF or by these Directory Specificgtions;

m) the sldapbesc field, if relevanty-is used for specifying the DESC used in the corresponding LLDAP
attribute type specification;

n) the sattributeDescription field, if relevant, shall specify the attribute description used in the LDAP
protocol possibly including relevant attribute options, but not including possible tagging options.

0) the &id field is used for specifying the object identifier assigned to this attribute type.

The gttribute types defined.in_the first edition of this Directory Specification, which are known to and used Ry the
Direcfory for its own purposes, are defined as follows:
objertClass ATTRIBUTE ::= {

WIH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

LDAP-SYNTAX oid.&id

LDAP-NAME {"objectClass"}

ID id-at-objectClass }
aliasedEntryName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

LDAP-SYNTAX dn.s&id

LDAP-NAME {"aliasedObjectName"}

ID

id-at-aliasedEntryName }

NOTE — The matching rules referred to in these definitions are defined in 13.5.2.
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The objectClass and aliasedEntryName attributes are defined as user attributes even though they are used for
Directory operations and semantically should be defined as operational. This is because these attributes were defined as
user attributes before the operational attribute concept and must remain as user attributes to facilitate interworking

between systems implementing different editions of this Directory Specification.

135 Matching rule definition
13.5.1 Overview

The definition of a matching rule involves:

a) optionally defining the parent matching rules from which the present matching rule may be derived;

b) defining the syntax of an assertion of the matching rule;
c) specifying the different types of matches supported by the rule;

held in the DIB;
e) assigning an object identifier to the matching rule.

A matching rule shall be used to evaluate attribute value assertions of attributes indicating the rule as their eq
matchjing rule. The syntax used in the attribute value assertion (i.e., the assertion compoenent of the attribute

assertion) is the matching rule's assertion syntax.

A majching rule may apply to many different types of attributes with different attribute syntaxes.

d) defining the appropriate rules for evaluating a presented assertion with respect to target-attribute

alues

Lality
value

The definition of a matching rule shall include a specification of the syntax of an’assertion of the matching rule apd the

way in which values of this syntax are used to perform a match. This doesdiat-require a full specification of the att
syntax to which the matching rule may apply. A definition of a matchingtul€ for use with attributes with different A

syntaxes shall specify how matches shall be performed.

The applicability of defined matching rules to the attributes contained in a subschema specification (over and abo
matching rules used in the definition of these attribute types) isdhdicated through the subschema specification operg

attriblite matchingRuleUse, defined in 15.7.7.

13.5.2  Matching rule definition

Matching rules may be defined as values of the MATCHING-RULE information object class:

MATCHING-RULE ::= CLASS {
&PprentMatchingRules MATCHING-RULE OPTIONAL,
&AEsertionType OPTIONAL,
&uhiqueMatchIndicator ATTRIBUTE OPTIONAL,
slfapSyntax SYNTAX-NAME . §id OPTIONAL,
&ldapName SEQUENCE SIZE(l..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
[PARENT &ParentMatchingRules]
[SENTAX &AssertionType]
[UNIQUE-MATCH-INDICATOR &uniqueMatchIndicator]
[LPAP-SYNTAX &ldapSyntax]
[LPAPANAME &ldapName]
[LPAP-DESC &ldapDesc]
ID sid }

ribute
SN.1

e the
tional

For a matching rule which is defined using this information object class:

a) The sParentMatchingRules field is used if the matching rule being defined combines the characteristics
of two or more other matching rules. It is given as a set of two or more object identifiers for the matching
rules that supply the basic characteristics of the matching rule being defined (e.g., matching algorithm); it

shall be omitted for a basic matching rule.

50 Rec. ITU-T X.501 (10/2016)


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

b) sAssertionType is the syntax for an assertion using this matching rule; if it is omitted, the assertion

syntax is the same syntax as that of the attribute the rule is applied to unless the matching rule spe
otherwise. If it is present, it may specify a restriction on the parent matching rule(s) if present, but i

cifies
n this

case it shall be compatible with the syntax for the parent matching rule(s) (i.e., a value complying with

s&AssertionType shall also comply with sAssertionType for the parent matching rule(s)).

C) suniqueMatchIndicator iS a notification attribute type. When present, unique matching is required.

For a mapping-based matching rule (see 13.6), that means mapping against the mapping table shall
an unambiguous result. If there are multiple matches against the mapping table, the search request sh

yield
all be

rejected with a serviceError with problem ambiguousKeyAttributes. In addition, a notification

attribute of the type specified by this field shall be placed in commonResults of the error returned.

wton"

If twd
a resy

NOTE 1 — Such-a-situation-can-occurin gnngmphir:l m:trhing \Alhnh’ for t:-\(:\mrr_\lt:-7 an-assertion-can :rr_mrif\}/ "Ne

as a locality in the United Kingdom; there are many distinct towns with this name, which need to be distinguiShq
qualifier (e.g., "Newton, Cambs").

d) the sldapsyntax field, when relevant, is used for specifying the object identifier for the.syntax us
the corresponding LDAP assertion type;

e) the sldapName field, if relevant, is used for specifying one or more values for the'NNAME specifi
used in the corresponding LDAP definition defined either by the IETF or by these Directory Specificg

matching rule specification;
f) the sid field is used for specifying the object identifier assigned to this.matching rule.
or more matching rules are used for ParentMatchingRules, the result is/a combined matching rule that r
It, for values that are compatible with AssertionType, as prescribed Qy the following rule:
a) if the result of any parent matching rule is TRUE, the comibined matching rule shall return TRUE;

b) otherwise, if the result of any parent matching rule is;cEALSE, the combined matching rule shall
FALSE; or

¢) otherwise, the combined matching rule shall rettith undefined.

m) the sldapbesc field, if relevant, is used for specifying the DESC usedrin-the corresponding L

d by a
pd for
ation

tions;
DAP

pturns

feturn

The fpllowing table shows the rules of combination of twe matching rules A and B; the table could in principle be

exten

jed into multiple dimensions, with similar result pattérns, to cover the case of three or more parent matching
Rule A
TRUE FALSE UNDEFINED
TRUE TRUE TRUE TRUE
Rule B FALSE TRUE FALSE FALSE
UNDEFINED TRUE FALSE UNDEFINED

fules:

By cqmbining matching rules.as specified above, it is possible to obtain valid matching in cases where the matching
would otherwise fail.
NOTE 2 — A specificcase0f the use of a parent matching rule is with the combination of an arbitrary matching rule with the gpecial
matching rule ignézeTIfabsentMatch. The latter causes a filter-item to return TRUE if the attribute is absent; if it is presgnt, the
ndrmal rules apply=This enables a search filter to examine entries when some attributes specified in the search filter are absent.
See 8.7.1 of Rec! ITU-T X.520 | ISO/IEC 9594-6.
The dbjectIdentifierMatch matching rule is defined as follows:
objebt¥dentifierMatch MATCHTNG-RULE :-= {
SYNTAX OBJECT IDENTIFIER
LDAP-SYNTAX oid.&id
LDAP-NAME {"objectIdentifierMatch"}
D id-mr-objectIdentifierMatch }

A presented value of type object identifier matches a target value of type object identifier if and only if they both have
the same number of integral components, and each integral component of the first is equal to the corresponding component
of the second. This matching rule is inherent in the definition of the ASN.1 type object identifier.
objectIdentifierMatch is an equality matching rule.
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The distinguishedNameMatch is defined as follows:

distinguishedNameMatch MATCHING-RULE ::= {
SYNTAX DistinguishedName
LDAP-SYNTAX dn.é&id
LDAP-NAME {"distinguishedNameMatch"}

ID

id-mr-distinguishedNameMatch }

A presented distinguished name value matches a target distinguished name value if and only if all of the following are

true:

distfinguishedNameMatch i an equality matching rule.

13.6

) lino RDNS have tf her of hnteTyneAndValne:

c) corresponding AttributeTypeAndVvalue (i.e., those in corresponding RDNs and with identical attlibute

a) the number of RDNs in each is the same;

types) have attribute values which match as described in 9.4.

Relaxation and tightening

Relax@ation and tightening are functions that in a systematic way modify the matching of,ene or more filter itemns. If

relaxa
more

Tightening is performed in a similar way when the number of matched entries is above-a certain maximum. There a
modep of relaxation/tightening:

13.6.]

The matching rule substitution can be controlled by a governing-search-rule within a service-specific administrativj

(see 1
3). In

Relax
previ
Havir
set of
satisf
Rela

Ther
filter
using
Chai]

tion is performed, the modification of the matching is done in such a way as to increase the likelihood of h
matched entries. Relaxation is performed when the number of matched entries is below a certain mini

a) the matching rule applied for a particular attribute type can beeplaced by matching rule substitutio)
stepwise fashion until the required effect is achieved or the‘possibilities have been exhausted as dg
in 13.6.1; and

b) the relaxation/tightening can be applied as part of a mapping-based matching as detailed in 13.6.2.

Matching rule substitution

6.10.7). It can also be controlled by the user in the’search request (see 10.2.1 of Rec. ITU-T X.511 | ISO/IEC
both cases, the RelaxationPolicy construct;-as defined in 16.10, controls the substitution.

ation/tightening by matching rule substitution modifies the action of a filter by systematically substitutir
usly applicable matching rules for selected attributes onto matching rules that provide looser (or tighter) mat
g relaxed, or tightened by matching rule substitution, the whole of the search process is re-evaluated on the
entries within the scope of thetsearch. Re-evaluation can continue until no more relaxations exist, or u
ictory return (less than or equal t0 maximum, or more than minimum, by reference to the contn
kationPolicy elementskis made.

bsult is that the filter.remains the same for each re-evaluation, but the individual matching rules used to evalua
Lindergo a substitution as necessary (see Figure 12). Relaxation may either be evaluated on a DSA by-DSA
no coordinated.relaxation between DSAs, or may alternatively use the chainedRelaxation compon
hingArguments to define what relaxation is to be used.

Filter

aving
mum.
e two

hina
tailed

£ area
0594-

g the
hing.
same
ntil a
plling

te the
basis,
ent of

52

A 4 A 4 A 4

Search YV VvV VvV VvV VYV
relaxation — Matching rule mapping

!

Filter evaluation on local
part of DIT

X.501(12)_F12

Figure 12 — Matching rule substitution
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When a relaxation policy is to be used, the DSA before starting a local search makes a basic substitution for each attribute
type for which a basic substitution is defined, as specified by the relaxation policy.
NOTE 1 — A particular useful application of basic substitution is, as an example, for the 1localityName attribute type to substitute
the caseIgnoreSubstringMatch matching rule with the generalWwordMatch matching rule in situations where this matching
rule is more appropriate and the user is expected to formulate a substrings filter item accordingly.

If too few entries result from the search, as applied to this particular DSA, the first relaxation policy is applied; if too few
entries still result, the next relaxation policy is applied; and so on.

Similarly, if too many entries result from the search, the first tightening policy is applied in a similar fashion. There is no
reversal from a tightening to a relaxation, or vice versa.

A relpxationapptied-by-one-set- of MRSubstitutionforaparticularattribute-apphesuntiH-countermanded-by—another
MRMapping. The countermanding can be explicit by specifying the matching rule, or implicit by omitting the
oldMhtchingRule identifier.

If a relaxed evaluation is performed due to too few results from the previous evaluation, and if too Many results are
returrfed from the relaxed evaluation, some or all of the results from the relaxed evaluation shall be returred. If a tightened
evalugtion is performed due to too many results from the previous evaluation, and if too few¢are returned from the
tightened evaluation, some or all of the results from the previous evaluation shall be returned. In gither case, the relaxation
or tightening process stops.

An afplicable relaxation policy applies both to £ilter Or extendedFilter, as appropriate.

NOTE 2 — Because relaxation allows filter item evaluations to be relaxed or tightened forhe ordinary filter, the need for exfended
filfers to achieve more complex filtering is diminished.

A DSA may supply the proposedRelaxation notification attribute (see 6.43.15 of Rec. ITU-T X.520 | ISO/IEC P594-
6) in f search result within the notification subcomponent of the PaxtialOutcomeQualifier. The information
here qan then in a subsequent search request be used as a user-supplied¥elaxation policy.

As ar| ultimate case of relaxation, a policy can cause a particular filter item to be evaluated as TRUE (or FALSE,|if the
filter{item is negated) in accordance with the nul1Match matching rule.

Withih a service specific administrative area, validation against search-rules is performed after possible basic substitfitions
have been made, as dictated by the search-rule against which the search request is being evaluated. A governing-sgarch-
rule i$ selected prior to any subsequent matching rule-substitution, including possible basic substitutions specified fin the
searfh request.

13.6.2  Mapping-based matching

Mapging-based matching is relevant forthe Search operation when the users' conception of the real world may in sgveral
ways [differ from the idealized modekaften used by the Directory. As an example, users' notions of locality namgs and
how Ipcalities relate to each othermay be quite different from how localities are represented in the Directory. To Bridge
that gpp and to improve the rate-of'successful searches, it is essential to have a mapping between the users' conceptjon of
some|real-world objects, including their mutual relationships, and the Directory model for the same objects. The|same
mappjng should also allew.for "fuzzy" matching, i.e., allowing some attribute values to reflect more than their pfecise
definition.

NOTE 1 - As an.example, a user may specify a location name in the filter, but the object being looked for may be close|to the

bdrder in a neighbouring location.

The mapping-based matching is applicable to geographical aspects of White Pages searches, business category aspdcts of
Yellow Pages searches, etc.

The ing= i i i ; i — ind. The
exact behaviour of a mapping-based matching and the structure of the mapping table are local matters. However, the basic
principle for the technique is common as illustrated in Figure 13.
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Figure 13 — Mapping-based matching

Using this technique, filter items for designated attribute types (mappable filter items) go through’a mapping pfocess
usingfa mapping table and some kind of mapping algorithm. This mapping results in some new filter'items called mapped
filter [items as replacements for the mappable filter items. In exception cases, the mapping is not performefl and
information is returned as to the exact nature of the exception.

The jumber of mapped filter items does not need to be the same as the number of mappable filter items, and will in
generpl be different.

A filter item of type extensibleMatch with the type specification absent eannot be a mappable filter item.

A mapping-based mapping may be local to a DSA. If the Search evaluationis distributed, other DSAs participatingfin the
evalugtion phase of a Search may apply their own mapping-based mapping. However, the mapping used can be conyeyed
to other DSAS in the chainedRelaxation component of the ChainedArguments.

NOTE 2 — To be able to provide a consistent service to users, adniinistrators of DSAs potentially participating in a distfibuted
Sdarch evaluation should consider harmonizing their mapping tables and functions.

Figurg 14 illustrates the principle behind the establishment of the mapping function between the real world arjd the
Directory model of that world. Users have some perception of the real world. This perception may not consider all agpects
of thg real world. The aspects of the real world that\have some importance for how a user formulates a Search rgquest
constjtute a model of the real world. This modglithen forms the basis for how the mapping is performed. The pfecise
mode] of the real world has to be based on experience and is likely to require regular updates based on observed dearch
behayiour by users.

List of
User possible J\ Mapping
percéption matchable ‘\/ algorithm
values Entries
Model of the real world A
AANNNNSREEERRRARNRRRARARL [/

/
The real world
X.501(12) F14

Figure 14 — Information derivation

This model of the real world may only involve a subset of the attribute types used by a user in a Search request, and
possibly only a single attribute type is relevant. As an example, in considering a model of the real world with respect to
localities, only locality-related attribute types would be relevant to consider. Filter items not referring to such attribute
types are not mapped, but are retained and used together with the mapped filter items for entry match.
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A model of the real world is used for establishing a mapping table of matchable values, i.e., a set of values to be potentially
matched against the mappable filter items. How this mapping table of matchable values is established is a local matter.
Matching against this mapping table can then result in zero or more matches. Each match results in one or more mapped
filter items. The mapping algorithm determines how the mapped filter items are applied against entries. How this is done
is a local matter. It could be based on values of traditional attributes in the entries or it could be based on values planted
in the entries that have no meaning outside the Directory, e.g., numeric identifiers.

The way mapping is employed and the resulting mapped filter items are handled is conveniently specified by referring to
subfilters as defined in 16.5 and further detailed in Annex Q. The concept of subfilters is only used here as a descriptive
tool. An implementation can use any other algorithm giving the same result.

Each subfilter is evaluated against the mapping table, and the resulting mapped filter items are combined with the non-
mappEd fitter items in a way determined Dy the detaifed mapping atgorithm. The Tesutting matched entries are e union
of the entries matched by each of the subfilters.

NOTE 3 — In many situations, the mappable filter items will be replaced by a logical OR of the mapped filter items:

Therg are in principle two different modes of mapping. Each mappable filter item could be mapped one.at the time, or
multiple combinable mappable filter items could be used to satisfy a single match against the mapping table. Myltiple
filter Jtems are applicable to a single mapping-based match if and only if they are combinable filter items; that is tp say,
contalned as elements within a single subfilter.
NOTE 4 — For example, two separate geographical names ANDed together in a subfilter_can be used to specify a|single
gepgraphical location of useful size, where the use of a single geographical name may.specify an ambiguous or oyersize
gepgraphical location.

The matching of a filter item against the mapping table is performed using the matching rule implied or specified by that
filter jtem, possibly after a basic matching rule substitution either specified jn the governing-search-rule (if any) and in
the search request.
NOTE 5 — This could involve a complex matching rule like generalWordMatch defined in Rec. ITU-T X.520 | ISO/IEC $594-6
allowing word rotation, word truncation, approximate word match, etc.
NOTE 6 — These Directory Specifications do not specify how an implementation combines the relevant matching rules|into a
combined matching. It is expected that implementation may restrict\what combinations of filter items and matching rules that are
supported.

If the|matching attempted by a filter item or combinable filter items against the mapping table does not result in any match
for arfy subfilter, i.e., the match yields a FALSE or undéfined result, it will result in zero mapped filter items. If theye are
mapppble filter items in every subfilter, the Search Would yield no result. An error shall then be returned to the usef.

In sorne situations, e.g., in geographical zonal wmatching, it is a requirement that the matching against the mapping table
yieldg a single, unambiguous result. If a subfilter matches more than one entry in the mapping table or if different subfilters
match different entries in the mapping table, the search may return too many unwanted entries. Instead, information is
returrjed to the user to allow a new and better targeted search request to be initiated.

NOTE 7 — In a simpler situation,(the mappable filter items are just checked against the mapping table. If this match is succpssful,
the mappable filter items are ySed-unchanged.

The

The

relaxatio

Specifications. The relaxatlon level can be controlled by the RelaxationPolicy construct, which may be supplied in a
search-rule, in a search request, or both. This allows the relaxation of the mapping-based mapping and relaxation by
matching rule substitutions to be synchronized with each other, as both can be determined from each step of relaxation as
specified by the RelaxationPolicy.
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Figure 15 — Search relaxation

The éxtendedArea search control is an integer that provides an alternative way of controlling the level of relaxatipn for
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ping-based matching algorithm. It is part of the customization of a mapping-based mapping:algorithm whether it
b controlled by this search control.

extendedArea Search control present in a search request and its use is allowed far-a-mapping-based algofithm,
bvel specification in the RelaxationPolicy, Whether included in the search-0rithe governing-search-rule, is
pd.

includeAllAreas Search control option specifies the mode of relaxation when this is controlled the
hdedArea Search control. If this option is set, the relaxing is performed as described above, i.e., potentially|more
5 are returned for higher levels of relaxation (inclusive relaxation). Ifthis option is not set, the user is only intefested
result corresponding to the incremental relaxation (exclusive relaxation). The latter could be interesting, if the user
pwise relaxing and is not interested in getting entries that were returned in previous results, but only additional
5 resulting from the latest step of relaxation.
DTE 8 — There is no guarantee (particularly with a complex filter) that the user will not get some entries received previous]y, nor
t all entries that could be of interest will be returned. For.gxample, looking for French restaurants in Winkfield coulld fail;

axing to look for all restaurants in the Winkfield area butexcluding Winkfield would then cause the mixed-cuisine Whife Hart
N restaurant in Winkfield to be left out of the search results.

mapping-based matching algorithms may not'support exclusive relaxation or may be customized not to allow it. In
ase, the includeAllAareas search control option shall be ignored for that mapping function and a possible
tion shall be performed as an inclusive relaxation.

In some environments, it may also be rélevant to be able to specify a negative level for relaxation, which correspopds to

atigh
if pre

A DS
mapp|

ening of the matching. In this case, the includeAllAreas search control option has no significance and is igfored,
ent. Tightening may not be(relevant for all types of mapping-based matching.

A may simultaneously-support several mapping functions, i.e., hold multiple mapping tables with correspgnding
ng algorithms. The-reasons for multiple mapping functions could be:

a) The mapping function to be done is dependent on the type of application. Geographical zonal matching
(see-88of Rec. ITU-T X.520 | ISO/IEC 9594-6) is a particular important application of mappingoased
matching. Other examples are mapping-based matching for Yellow Pages searches, bibliographic seafches,
etc.

h)" Within a particular application, the detailed specification for how the mapping is performed may vary

dependent on specific conditions. As an example, the mapping for geographical zonal matching may

If mu

depend on the geographical area (e.g., as reflected by the baseobject of the Search) or by the type of
search the user is attempting, i.e., based on information in the search filter. As another example, mapping
may depend on the language used in the request.

Itiple mapping functions are simultaneously applicable and the execution of one of these results in an exception

condition that shall be reported to the user, an implementation is not required to check whether multiple exceptions exist
(but it may do so).

A mapping-based mapping specification (see later) determines whether the extendedaArea search control shall be
applicable for the mapping function in question. If several mapping functions are active for the same Search operation
and some of those can be controlled by extendedArea search control, they all perform simultaneous relaxation or
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tightening according to the extendedaArea search control, and if applicable, also to the includeAllAreas search
control option.

NOTE 9 — The example given earlier shows that using includeAllAreas with more than one mapping-based mapping can
give rise to difficulties.

If the extendedArea search control specifies a level of relaxation or tightening not supported by the DSA for some of
the mapping functions affected by that search control, then the DSA shall perform the mapping based on best effort. If
the extendedArea search control specifies a level of relaxation or tightening not supported by the DSA for any of the
mapping functions affected by that search control, a searchServiceProblem notification attribute with the value id-
pr-unavailableRelaxationLevel shall be returned in the notification parameter of CommonResults.

fuy

Altho
mapp
match
tradit
specit
and h
descr

ng-based matching by defining a special type of matching rules called mapping-based matching(rules.

[y syntax for the matching. However, as part of its definition it gives specifications of its putpose, how it is a|
ow exception conditions are handled. The specific behaviour of a mapping-based matehing rule can par|
bed by an instance of the ASN.1 information object class derived from the below generic.(parameterized) MAPE

BASEP-MATCHING information object class. This information object class is only intended\to specify those aspec
are pptentially customizable. This Directory Specification does not dictate how and)where an instance of su
inforrpation object class is stored, just that it is made available to the DSA in somewway.
MAPPING-BASED-MATCHING

{SplectedBy, BOOLEAN:combinable, MappingResult, OBJECT~IDENTIFIER:matchingRule} ::5
CLASE {

&selectBy SelectedBy OPTIONAL,

&ApplicableTo ATTRIBUTE,

&spbtypesIncluded BOOLEAN DEFAULT TRUE,

&cpmbinable BOOLEAN (combinable) ,

&mpppingResults MappingResult OPTIONAL,

&uperControl BOOLEAN DEFAULT FALSE,

&ekclusive BOOLEAN DEFAULT TRUE,

&mptching-rule MATCHING-RULE. &id (matchingRule) ,

&ifl OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {

[SELECT BY &selectBy]

APPLICABLE TO &ApplicableTo

[SPBTYPES INCLUDED &subtypesIncluded]

COMBINABLE &combinable

[MAPPING RESULTS &mappingResults]

[UBER CONTROL &userControl]

[EKCLUSIVE &exclusive]

MACHING RULE &matching-rule

ID &id }

The MAPPING-BASED=MATCHING information object class has the following field specifications:

a) .Jhe'sselectBy field is a dummy reference for a specification of how an instance of a specializat
the information object class is selected for a mapping-based mapping. The specialized information

ugh the details of mapping-based matching are local matters, it is possible to define the overall characteristi

NOTE 10 - If the evaluation of a Search operation is distributed across multiple DSAs, such DSAs may employ different mapping

s that
ch an

on of

class shall, if applicable, specify an ASN.1 type determining together with a textual description o

pbject
how

the selection is to be performed. This component shall be ignored if the user in the search request supplies

a non-empty mapping component of the RelaxationPolicy CONstruct.

NOTE 11 — In principle, several instances possibly of different derived information object classes can be selected

by the same search request.

b) The sapplicableTo field specifies what filter items shall be considered mappable filter items by
specifying the attribute types for such filter items. Any filter item for an attribute type listed by this

subcomponent is subject to mapping-based matching. This component shall always be present. Att
types listed by this component may not necessarily all be present in the filter. The value is determin
the information object instance of a specialization of this information object class.
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c)

d)

€)

The ssubtypesIncluded field isa value of boolean type which specifies whether an instance of a derived
information object class can accept subtypes of sApplicableTo attributes, in addition to the specified
attribute types. If absent, subtypes are permitted, provided that they are not turned off by other mechanisms.
The value is determined by the information object instance of the derived information object class.

The scombinable field is a value of boolean type that, if TRUE, permits the mapping-based matching to
use multiple combinable filter items in the satisfaction of the match against the mapping table. The
combinable is a dummy reference for the value of this component to be determined by a specialization
of this information object class.

The smappingResults field is dummy reference for a specification on how exception conditions are
reported. The derived information object class shall specify an ASN.1 type for reporting relevant exception

waitian.
CUTTUTUVUTIO.

9)

h)

13.7 DIT structure definition

13.7.] Overview

The susercControl field is a value of boolean type which specifies whether an instance ofta d¢rived
information object class and its associated mapping-based matching rule can be controlled Ry the
extendedArea search control.

NOTE 12 — If several mapping-based matchings are simultaneously being applied, it may\bé appropriatq to let
only one of these allow use of the extendedarea search control.

The sexclusive field is a value of boolean type which specifies whether an’instance of a dgrived
information object class and its associated mapping-based matching rule allows-exclusive relaxatior] to be
performed. The value, if present, is determined by the information_gbject instance of the dgrived
information object class. If the value is FALSE or if the DSA does not-support exclusive matching for this
mapping-based matching, this particular mapping shall act as if the.¥ncludeAllareas search cpntrol
option were set.

NOTE 13 - If several mapping-based matchings are simultaneously being applied, it may be appropriatg to let
only one of these allow exclusive relaxation.

The smatching-rule field is a value of object identifier type identifying the matching-based mafching
rule for which this instance provides additional specification and which shall be applied for the magping-
based matching. The matchingRule dummy reference for the value of this component is to be deterfnined
by a specialization of this information object class. The matching rule specified shall be used for the
particular mapping-based matching.

The &id field is an object identifier allocated to the particular mapping-based mapping.

A fundamental aspect of the Directoryschema is the specification of where an entry of a particular class may be glaced

in the| DIT and how it should be named, considering:

13.7.2 Name form.definition

The definition af'a hame form involves:

the hierarchical relationship of entries in the DIT (DIT structure rules);
the attribute ar-attributes used to form the RDN of the entry (name forms).

a)~,specifying the named object class;

b)  indicating the mandatory attributes to be used for the RDNs for entries of this object class where thisjname
form nrr_\rr_\linc;

¢) indicating the optional attributes, if any, that may be used for the RDNs for entries of this object class
where this name form applies;

d) assigning an object identifier for the name form.

If different sets of naming attributes are required for entries of a given structural object class, then a name form shall be
specified for each distinct set of attributes to be used for naming.

Only structural object classes are used in name forms.

For entries of a particular structural object class to exist in a portion of the DIB, at least one name form for that object
class shall be contained in the applicable part of the schema. The schema contains additional name forms as required.
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The RDN attribute (or attributes) need not be chosen from the list of permitted attributes of the structural object class as
specified in its structural or alias object class definition.

NOTE — Naming attributes are governed by DIT content rules and DIT context use in the same way as other attributes.

A name form is only a primitive element of the full specification required to constrain the form of the DIT to that required
by the administrative and naming authorities that determine the naming policies of a given region of the DIT. The
remaining aspects of the specification of DIT structure are discussed in 13.7.5.

13.7.3  Name form specification

Name forms may be defined as values of the NAME-FORM information object class:

NAME f——=—CHEASS—
&npmedObjectClass OBJECT-CLASS,
&MpndatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&lfdapName SEQUENCE SIZE(l..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&ifd OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
NAMES &namedObjectClass
WI'H ATTRIBUTES &MandatoryAttributes
[AND OPTIONALLY &OptionalAttributes]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapDesc]
ID &id }

For ajname form which is defined using this information object class:

a) the snamedObjectClass field is used for specifying the strdctural object class for which the namg form
applies;

b) the sMandatoryAttributes field is the set of attributes which shall be present in the RDN of thelentry
it governs;

c) the soptionalaAttributes field is the set.af attributes which may be present in the RDN of the eptry it
governs;

e) the sldapName field, if relevant, is.used for specifying one or more values for the NAME specifi¢ation
used in the corresponding LDAP definition either defined by the IETF or by these Directory Specificgtions;

m) the sldapbesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
attribute type specification;

d) the &id field is used farspecifying the object identifier assigned to this name form.

All attribute types in the mandatoryjand optional lists shall be different.

13.7.4  Structural object-class of an entry

Some|subschema specifications will include name forms for no more than one structural object class per structural pbject
class puperclass chain*represented in the subschema.

Some| subschema specifications may include name forms for more than one structural object class per structural pbject
class puperclass'chain represented in the subschema.

In either case, with respect to a partrcular entry, only the most subordrnate structural object class in the structural

: e rule
applylng to the entry Thrs class is referred to as the structural object class of the entry and is |nd|cated by the
structuralObjectClass operational attribute.

13.7.5  DIT structure rule definition

A DIT structure rule is a specification provided by the subschema administrative authority which the Directory uses to
control the placement and naming of entries within the scope of the subschema. Each object and alias entry is governed
by a single DIT structure rule. A subschema governing a subtree of the DIT will typically contain several DIT structure
rules permitting several types of entries within the subtree.
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A DIT structure rule definition includes:

a) an integer identifier which is unique within the scope of the subschema;
b) an indication of the name form for entries governed by the DIT structure rule;
c) the set of allowed superior structure rules, if required.

The set of DIT structure rules for a subschema specifies the forms of distinguished names for entries governed by the
subschema.

A DIT structure rule allows entries in a given subschema to subscribe to a particular name form. The form of the last RDN
component of an entry's DistinguishedName is determined by the name form of the DIT structure rule governing the

entry.

The nlamedObjectClass component of the name form (the name form's object class) corresponds to the structufal

class

A DI
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13.7.6
The 4

DITS
ru

nameForm NAME-FORM. &id,

su

Rule

Df the entry.

[ structure rule shall only permit entries belonging to the structural object class identified by itsfassociated
It does not permit entries belonging to any of the subclasses of the structural object class.

[his rule may be identified by examining the entry's governingStructureRule attripute:

respect to a particular entry, the DIT structure rule governing the entry's superiofNs-termed the entry's su
ure rule.

try may only exist in the DIT as a subordinate to another entry (the superier)*if a DIT structure rule exists
hing subschema which:

— indicates a name form for the structural object class of the entry; and

— either includes the entry's superior structure rule as a possible superior structure rule or does not spe
superior structure rule, in which case the entry shall be a'subschema administrative point.

bbject

name

respect to a particular entry, the DIT structure rule governing the entry is termed the entry's’ governing striicture

berior

n the

cify a

bntry which is itself a subschema administrative point is netincluded for the purposes of subschema administration

subschema subentry, then the subschema from the immediately superior subschema administrative area is u
h the entry.

s which are administrative point entries but have no subschema subentry (e.g., newly created administrative
5) have no governing structure rule. The Direetory shall not allow subordinates to be created below such ¢
subschema subentry has been added.

bntry is converted to a new subschema-administrative point, then the governing structure rule of all entries
ubschema administrative area is automatically changed to that implied by the new subschema.

DIT structure rule specification
bstract syntax of a DIT_structure rule is expressed by the following ASN.1 type:
EructureRule ;=) SEQUENCE ({
leIdentifier RuleIdentifier,

=- shall be unique within the scope of the subschema

beriorStructureRules SET SIZE (1l..MAX) OF RuleIdentifier OPTIONAL,
}

[déntifier ::= INTEGER

ed to

point
ntries

n the

The correspondence between the parts of the definition, as listed in 13.7.5, and the various components of the ASN.1 type
defined above, is as follows:

60

a) the ruleIdentifier component identifies the DIT structure rule uniquely within a subschema;

b) the nameForm component of the DIT structure rule specifies the name form for entries governed by the

DIT structure rule;

c) the superiorStructureRules component identifies permitted superior structure rules for entries
governed by the rule. If this component is omitted, then the DIT structure rule applies to a subschema

administrative point.
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The STRUCTURE-RULE information object class is provided to facilitate the documentation of DIT structure rules:

STRUCTURE-RULE ::= CLASS ({
&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE. &id OPTIONAL,
&id RuleIdentifier }

WITH SYNTAX {
NAME FORM &nameForm
[SUPERIOR RULES &SuperiorStructureRules]
ID &id }

13.8 DIT content rule definition

13.8.] Overview

A DIT content rule specifies the permissible content of entries of a particular structural object class via the identifi

of an
inclug

A DI

a)
b)
c)

d)

€)

optional set of auxiliary object classes, mandatory, optional and precluded attributes. Collective attributes sh
ed in DIT Content rules if they are to be permitted in an entry.

[ content rule definition includes:

an indication of the structural object class to which it applies;
optionally, an indication of the auxiliary object classes allowed for entrjes'governed by the rule;

optionally, an indication of the mandatory attributes, over and above those called for by the structur
auxiliary object classes, required for entries governed by the DIT ¢ontent rule;

optionally, an indication of the optional attributes, over and above those called for by the structur
auxiliary object classes, permitted for entries governed by.the, DIT content rule;

optionally, an indication of optional attribute(s) from-the"entry's structural and auxiliary object ¢
which are precluded from appearing in entries governed by the rule.

For any valid subschema specification, there is at most one DI eontent rule for each structural object class.

Every
of the

If no

entry in the DIT is governed by at most one DIT content rule. This rule may be identified by examining the
entry's structuralObjectClass attribute.

DIT content rule is present for a structural object class, then entries of that class shall contain only the attr

permitted by the structural object class definition,

The O

As a
class

IT content rules of superclasses of the.structural object class for an entry do not apply to that entry.

DIT content rule is associated with'a structural object class, it follows that all entries of the same structural
Will have the same DIT content rule regardless of the DIT structure rule governing their location in the DIT.

An entry governed by a DIT «content rule may, in addition to the structural object class of the DIT structure ru

assoc
the er

ated with a subset of the auxiliary object classes identified by the DIT content rule. This association is refleg
try's objectClas&-attribute.

An entry's content shall’be consistent with the object classes indicated by its objectClass attribute in the foll

way:

mandatory attributes of object classes indicated by the objectClass attribute shall always be preg
the entry;

ation
all be

il and
| and

asses

value

butes

bbject

le, be
ted in

bwing

ent in

optional attributes (not indicated as additional optional or mandatory in the DIT content rule) of auy

iliary

object classes indicated by the DIT content rule may only be present if the objectClass att
indicates these auxiliary object classes.

ribute

Mandatory attributes associated with the structural or indicated auxiliary object classes shall not be precluded in a DIT

content rule.

13.8.2

DIT content rule specification

The abstract syntax of a DIT content rule is expressed by the following ASN.1 type:

DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS. &id,
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auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

}

The correspondence between the parts of the definition, as listed in 13.8.1, and the various components of the ASN.1 type
defined above, is as follows:

a)

b)

the structuralObjectClass component identifies the structural object class to which the DIT content

rule applies;
the auxiliaries component identifies the auxiliary object classes allowed for an entry to which th

e DIT

The JONTENT-RULE information object class is provided to facilitate the doeGmeéntation of DIT content rules:

CONTENT-RULE ::= CLASS {
&skructuralClass OBJECT-CLASS. &id UNIQUE,
&Anxiliaries OBJECT-CLASS OPTIONAL,
&Mpndatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Pfrecluded ATTRIBUTE OPTIONAL }

WITH| SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ADXILIARY OBJECT-CLASSES &Auxiliaries]

[MPST CONTAIN &Mandatony]
[MAY CONTAIN &Optional]
[MPST-NOT CONTAIN &Precluded] }

13.9

The definition of a context type invelves:

c)

d)

€)

NOTE — Content rules for directly identified attributes (e.g., attributes in the mandatory, @ptiohal, and precluded lists) appl
only to the attributes that they specify, and not to subtypes and friend attributes.

Context type definition

a) specifying thesyntax of the context;

b) specifying-the syntax of a context assertion;

c) optionally specifying a default value for the context;

d) defining the semantics of the context;

)~ Specifying how matches are done;

f). " specifying behaviour in the absence of a context value; and
g)——assigming ar ubject identifier tothe comext type:

contant ride annlias:
GoRteRtHe-appHes;

the mandatory component specifies user attribute types which an entry to which the DIT conter]
applies shall contain in addition to those which it shall contain according to its structural and au
object classes;

the optional components specify user attribute types which an entry to which thexDIT conten
applies may contain in addition to those which it may contain according to its strUetural and aux
object classes;

the precluded component specifies a subset of the optional user attribute types of the structurd
auxiliary object classes which are precluded from an entry to which the BITcontent rule applies.

t rule
iliary

t rule
iliary

| and

rules

13.9.1

Context value matching

A presented context assertion matches a stored context value of the same context type according to the description of
matching which is part of the context definition.

13.9.2

Context definition

Contexts are defined using the cONTEXT information object class:

CONTEXT ::

&Type

62
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CLASS {
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&defaultvValue &§Type OPTIONAL,

&Assertion OPTIONAL,

&absentMatch BOOLEAN DEFAULT TRUE,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

WITH SYNTAX &Type

[DEFAULT-VALUE &defaultValue]

[ASSERTED AS &Assertion]

[ABSENT-MATCH &absentMatch]

ID &id }

a) The &Type field is used for specifying the syntax: This shall be an ASN.1 type

= = - 1ld be
assumed for any context defined with a DEFAULT-VALUE, in which case the ABSENT-MATCH fi€ld |could
be dispensed with.

If sdefaultvalue is specified, then entry modification requests to add values with contexts-will behave
in a manner consistent with the following pre-processing and post-processing specification’

NOTE — A DSA is not obligated to implement the exact sequence of steps below, so long as the end- result exhibits thq same
externally observable behaviour.

Pre-grocessing

For epch modifyEntry request to add values with contexts, remove values with contexts or remove all valueg with
contekts. For each context type applicable to the attribute type, if the context type is@efined with a &defaultvalue] then:

1) if the context type is not explicitly listed in the request, add the context type with the &defaultValuelto the
request;

2) for each stored attribute value of the attribute type, if the-attribute value does not have the contex{ type,
then add the context type with the &defaultValue to theattribute value.

Nornpal Processing
Post-processing

For epch modifyEntry request to add values with contexts, remove values with contexts or remove all valueg with
contekts. For each context type applicable to the attribute type, if the context type is defined with a sdefaultvhlue,
then for each stored attribute value of the attribute type,

3) if the attribute value does not have the context type, then remove the attribute value;

4) if the attribute value has thel context type and the only context value of that context type [s the
&defaultvalue, remove the context (but not the attribute value).

If the|sAssertion is omitted, the-context assertion syntax is the same as &Type.

Specifying sabsentMatch as FALSE in a context definition has the following two effects:

a) An attribute\value that does not have a context of the specified context type is treated as though it has no
values of-that context type. That is, if an attribute value contains no contexts of an asserted contextType,
then the.ContextAssertion evaluates to FALSE.

b) The‘fallback component of context values of such a context type is treated as being set to HALSE
redardless of its actual setting.

Wherl a.context is defined, the specification shall include a description of the semantics of the context, and how a match
is evaluated.

Rec. ITU-T X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.

13.10 DIT Context Use definition

13.10.1 Overview

A DIT Context Use is a specification provided by the subschema administrative authority to specify the permissible
context types that may be stored with an attribute, and the mandatory context types that shall be stored with an attribute.

Rec. ITU-T X.501 (10/2016) 63


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

1SO/I

EC 9594-2:2017 (E)

A DIT Context Use definition includes:

a) an indication of the attribute type to which it applies;

b) optionally, an indication of the mandatory context types that shall be associated with values of the attribute
type whenever the attribute is stored;

c) optionally, an indication of the optional context types that may be associated with values of the attribute
type whenever the attribute is stored.

If no DIT Context Use definition is present for a given attribute type, then values of attributes of that type shall contain
no context lists. For a given subschema administrative area, there can be only one DIT Context Use for a given attribute
type. A DIT Context Use may be defined to apply to all attribute types, in which case it shall be the only DIT Context

Usei

the subschema

13.10
The a
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at
maj

The g
type ¢

The O
User

DIT-
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2 DIT Context Use specification
bstract syntax of a DIT Context Use is expressed by the following ASN.1 type:

bntextUse ::= SEQUENCE ({

EributeType ATTRIBUTE. &id,

hdatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
FionalContexts [2] SET SIZE (l1..MAX) OF CONTEXT.&id OPTIONAL,

}

orrespondence between the parts of the definition, as listed in 13.10.1, and the various components of the ASN.1
efined above, is as follows:

a) the attributeType component identifies the attribute type to which the DIT Context Use applies; |if it if
it applies to any attribute type, the object identifier id-oa-allAttributeTypes may be used (d¢fined
in Annex B);

b) the mandatoryContexts component specifies context types that shall be associated with an attyibute
value of the given type whenever the attribute is stored. If this is omitted, then attribute values may exist
without context lists;

c) the optionalContexts component specifiesicontext types that may be associated with an attribute|value
of the given type whenever the attribute is*stored. If this is omitted but mandatoryContexts is present,
then all attribute values shall appear with the mandatory context types and no others. If this is omittgd and
mandatoryContexts is also omitted, it'is equivalent to having no DIT Context Use for the attribute type;
that is, attribute values of the given-attribute type shall not have associated context lists.

&M
&0
WITH
AT

[
[o

131

IT-CONTEXT-USE-RULE information-object class is provided to facilitate the documentation of the DIT Context
les:

CONTEXT-USE-RULE ::= CLASS {

LtributeType ATTRIBUTE. §id UNIQUE,

ndatory CONTEXT OPTIONAL,

tional CONTEXT OPTIONAL}

SYNTAX {

RIBUTE TYPE &attributeType

DATORY CONTEXTS &Mandatory]
TIONAL (CONTEXTS &Optional] }

Eriends definition

s £ P (P 1
The CETIMIIOT OT a SETOT ITIETTOS 1MVOTVES:

a) specifying the anchor attribute that has the set of friends;
b) specifying the set of attributes that are the friends of the anchor.

The FRIENDS information object class is provided to facilitate the documentation of sets of friends:

FRIENDS ::= CLASS {
&anchor ATTRIBUTE. &id UNIQUE,

&Friends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor

FR

64

IENDS &Friends }
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Any given attribute can only have one set of friends in any subschema.

Exam

ple:

postal FRIENDS ::= {
ANCHOR {postalAddress}
FRIENDS { physicalDeliveryOfficeName |

postalCode |
postOfficeBox |
streetAddress }

13.12  Syntax definitions

Whilg these Directory Specifications specify syntaxes as ASN.1 data type, LDAP assigns object identifier to thedif
syntaxes. The following information object class may be used to define LDAP syntaxes.
SYNTAX-NAME ::= CLASS {
&desc UTF8String,
&Type,
&ifl OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
DEBC &desc
DIRECTORY SYNTAX &Type
ID &id }

The different fields have the following meeting:

Rec.

14
141

The [
needs

Form

a) the sdesc field is used for specifying the LDAP description af the syntax;

b) the sType field is used for specifying the correspondingZASN.1 data type for the syntax as specif
used by these Directory Specifications; and

c) the &id field is for specifying the object identifier assighed to the syntax.

TU-T X.520 | ISO/IEC 9594-6 defines syntaxes based on this information object class:

Directory System Schema

Overview
irectory System Schema is a set @f definitions and constraints concerning the information that the Directoryj
to know in order to operate coprectly. This information is specified in terms of subentries and operational attri
DTE — The system schema enables-the directory system to, for example:

prevent the association 6f'subentries of the wrong type with administrative entries (e.g., the creation of a subschema su
subordinate to an administrative entry defined only as a security administrative entry);

prevent the additiomof inappropriate operational attributes to an entry or subentry (e.g., a subschema operational attri
a person's entr$n).

hlly, the Directory System Schema comprises a set of:
a) <Object class definitions that define the attributes that shall or may be present in a subentry of a given
b)¢ Operational Attribute Type definitions that specify the characteristics of operational attributes know

ferent

ed or

itself
butes.

bentry

ute to

class;
n and

used by the Directory.

The complete definition of an operational attribute includes a specification of the way in which the Directory uses and (if

appro

priate) provides or manages the attribute in the course of its operation.

The Directory System Schema is distributed, like the DIB itself. Each Administrative Authority establishes the part of the
system schema that will apply for those portions of the DIB administered by the authority.

The Directory System Schema defined in this Directory Specification is an integral part of the Directory System itself.
Each DSA participating in a directory system requires a full knowledge of the system schema established by its
Administrative Authority. The system schema for an Administrative Area may be defined by the Administrative Authority

using

the notation defined in this clause.

Rec. ITU-T X.501 (10/2016)
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The Directory System Schema is not regulated by DIT structure or content rules. When an element of system schema is
defined, a specification of how it is used and where it appears in the DIT is provided.

Certain aspects of the directory system schema are specified in the following subclauses.

The directory system schema required to support directory distribution is specified in clauses 25 through 28.

14.2 System schema supporting the administrative and operational information model

Although subentry and subentryNameForm are specified using the notation of clause 13, subentries are not regulated
by DIT structure or DIT content rules.

14.2. T —Subentry objecttlass

The gubentry object class is a structural object class and is defined as follows:

subeptry OBJECT-CLASS ::= ({
SUBCLASS OF {top}
KIND structural
MUET CONTAIN {commonName |
subtreeSpecification}
LDAP-NAME {"subentry"}
ID id-sc-subentry }

14.2.2  Subentry name form

The gubentryNameForm name form allows entries of class subentry to be, named using the commonName attribjite:

subeptryNameForm NAME-FORM ::= ({
NAMES subentry
WI'H ATTRIBUTES {commonName}
iDp id-nf-subentryNameForm }

No other name form shall be used for subentries.

14.2.3  Subtree Specification operational attribute

The gubtreeSpecification operational attribute’type, whose semantics are specified in clause 12, is defirjed as
follows:

subtfpeeSpecification ATTRIBUTE :(=)%{
WIH SYNTAX SubtreeSpecification
USAGE dixectoryOperation
LDAP-SYNTAX subtreeSpec. &id
LDAP-NAME "'subtreeSpecification"
iD id-oa-subtreeSpecification }

This gttribute is present jn“ali’subentries; each value defines a set of entries (in terms of a portion of an administlative
area gossibly with refinement by selection on an object class filter) which may be subject to the policies defined by the
subentry.

NOTE — This-permits a single complex policy (e.g., a search-rule) to be directed at many object class combinations, in disjoint
regions of anadministrative area, while being defined in a single subentry.

14.3 System schema supporting the administrative model

The Administrative Model defined in clause 11 requires that administrative entries contain an administrativeRole
attribute to indicate that the associated administrative area is concerned with one or more administrative roles.

The administrativeRole oOperational attribute type is specified as follows:

administrativeRole ATTRIBUTE ::= {
WITH SYNTAX OBJECT-CLASS. &id
EQUALITY MATCHING RULE objectIdentifierMatch
USAGE directoryOperation
LDAP-SYNTAX oid. &id
LDAP-NAME "administrativeRole"
ID id-oa-administrativeRole }
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The possible values of an attribute of this type defined by this Directory Specification are:

id-ar-autonomousArea
id-ar-accessControlSpecificArea
id-ar-accessControlInnerArea
id-ar-subschemaAdminSpecificArea
id-ar-collectiveAttributeSpecificArea
id-ar-collectiveAttributeInnerArea
id-ar-contextDefaultSpecificArea
id-ar-serviceSpecificArea
id-ar-pwdAdminSpecificArea

The semantics of these values are defined in clause 12.

The a’ldministrativeRole operational attribute is also used to regulate the subentries permitted to be subordinatg
administrative entry. A subentry not of a class permitted by the administrativeRole attribute may not helsubor

to theladministrative entry.

144 System schema supporting general administrative and operational requiremients

The fi
held v
existi
an ad

bllowing clauses describe subschema operational attributes which are not attributes in the usual sense (i.e., a
vithin an entry), but may be thought of as 'virtual' attributes, representing information{which is derivable (e.g.
ng operational attributes, their values, and other information). Such virtual attributes ‘are valid for all entries

Ministrative area. This has the effect that these subschema operational attributes:appear to be present in every

1441 Timestamps

An atfribute of the createTimestamp operational attribute type indicates:the-time that an entry was created:

creakeTimestamp ATTRIBUTE ::= {
WI'H SYNTAX GeneralizedTime

--las per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

EQPALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation
LDAP-SYNTAX generalizedTime. &id
LDAP-NAME "createTimestamp"

D id-oa-createTimestamp }

An atfribute of the modi fyTimestamptgperational attribute type indicates the time that an entry was last modified

modifyTimestamp ATTRIBUTE~:+= {
WI'H SYNTAX GeneralizedTime

--|as per 46.3 b) oxr'c) of Rec.ITU-T X.680 | ISO/IEC 8824-1

EQPALITY MATCHING ‘RULE generalizedTimeMatch
ORPERING MATCHING_RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIEICATION TRUE

USAGE directoryOperation
LDAP-SYNTAX generalizedTime. &id
LDAP-NAME "modifyTimestamp"

ID id-oa-modifyTimestamp }

toan
Hinate

Fe not
from
vithin
entry.

An attribute of The subschemaTimestamp operational attribute type Indicates the time that the subschema subentry for

the entry (see 15.3) was created or last modified. It is available in every entry:

subschemaTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime

-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaTimestamp }

Rec. ITU-T X.501 (10/2016)
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The generalizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in
Rec. ITU-T X.520 | ISO/IEC 9594-6.

14.42  Entry Modifier operational attributes

An attribute of the creatorsName operational attribute type indicates the distinguished name of the Directory user that
created an entry:

creatorsName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRIUE.
USAGE directoryOperation
LDAP-SYNTAX dn.&id
LDAP-NAME "creatorsName"
ID id-oa-creatorsName }

An atfribute of the modifiersName operational attribute type indicates the distinguished name of the'Directory usgr that
last modified the entry:

modifiersName ATTRIBUTE ::= {
WIH SYNTAX DistinguishedName
EQPALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn. &id
LDAP-NAME "modifiersName"
ID id-oca-modifiersName }

14.4.3  Subentry identification operational attributes

An atfribute of the subschemaSubentryList operational attribute type identifies the subschema subentry that gqverns
the entry. It is available in every entry:

subsfhemaSubentryList ATTRIBUTE ::= {
WIH SYNTAX DistinguishedName
EQPALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dne.&id
LDAP-NAME {"subschemaSubentry"}
iD jld-oa-subschemaSubentryList }

An atfribute of the access@ontrolSubentryList operational attribute type identifies all access control subentrigs that
affect|the entry. It is avaifable in every entry.

accepsControlSubentryList ATTRIBUTE ::= ({
WITH SYNTAX DistinguishedName
EQPALITY MATCHING RULE distinguishedNameMatch
NO| USER_MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-accessControlSubentryList }

An attribute of the collectiveAttributeSubentryList operational attribute type identifies all collective attribute
subentries that affect the entry. It is available in every entry:

collectiveAttributeSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE
USAGE directoryOperation
D id-oa-collectiveAttributeSubentryList }
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An attribute of the contextDefaultSubentryList operational attribute type identifies all context default subentries
that affect the entry. It is available in every entry:

contextDefaultSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch

NO

USER MODIFICATION TRUE

USAGE directoryOperation

ID

id-oa-contextDefaultSubentryList }

An attribute of the serviceAdminSubentryList operational attribute type identifies all service administration

subentries, if any, that affect the entry. It is available in every entry affected by any such subentry.
servjiceAdminSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch

NO| USER MODIFICATION TRUE

USAGE directoryOperation

iD id-oa-serviceAdminSubentryList }
An atfribute of the pwdAdminSubentryList operational attribute type identifies the password-administration sub
if any), that affect the entry. It is available in every entry affected by any such subentry.
pwdAgminSubentryList ATTRIBUTE ::= {

WI'H SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn.&id

LDAP-NAME "pwdAdminSubentryList"

iD id-oa-pwdAdminSubentryList’ }
14.4.4  Has Subordinates operational attribute
The hasSubordinates operational attribute indicates whéther any subordinate entries exist below the entry holdin
attribyite. A value of TRUE indicates that subordinates may exist. A value of FALSE indicates that no subordinates
If thi$ attribute is absent, no information is provided about the existence of subordinate entries. The attribut
ordingrily disclose the existence of subordinates even if the immediate subordinates are hidden by access contro
prevent disclosure of the existence of subordinates, the operational attribute itself shall be protected by access cont

NOTE — A value of TRUE may be returned when no subordinates exist if all possible subordinates are available only through

specific subordinate reference (see Ree. ITU-T X.518 | ISO/IEC 9594-4) or if the only subordinates are subentries or child

members.
hasSpbordinates ATTRIBUTE. ::= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING- RULE booleanMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }
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If a subentry contains prescripiive access control information, then 1tS objectClass attribute shall contain the value
accessControlSubentry:

accessControlSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-accessControlSubentry }

A subentry of this object class shall contain precisely one prescriptive ACI attribute of a type consistent with the value of
the accessControlScheme attribute of the corresponding access control specific point.

Rec. ITU-T X.501 (10/2016)
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14.6 System schema supporting the collective attribute model

Subentries supporting collective attribute specific or inner administrative areas are defined as follows:

collectiveAttributeSubentry OBJECT-CLASS ::= ({
KIND auxiliary
ID id-sc-collectiveAttributeSubentry }

A subentry of this object class shall contain at least one collective attribute.

Collective attributes contained within a subentry of this object class are conceptually available for interrogation and
filtering at every entry within the scope of the subentry's subtreeSpecification attribute, but are administered via
the subentry.

The dollectiveExclusions operational attribute allows particular collective attributes to be excluded from.an ¢ntry:

collgctiveExclusions ATTRIBUTE ::= {
WICH SYNTAX OBJECT IDENTIFIER
EQPALITY MATCHING RULE objectIdentifierMatch
USAGE directoryOperation
ID id-oa-collectiveExclusions }

This attribute is optional for every entry.

The QBJECT IDENTIFIER vValue id-oa-excludeAllCollectiveAttributes may be'used, by its presence as alvalue
of thg collectiveExclusions attribute, to exclude all collective attributes fromarientry.

14.7 System schema supporting context assertion defaults

Subentries providing default values for context assertions are defined asfollows:

contextAssertionSubentry OBJECT-CLASS ::= {
KIND auxiliary
MUBET CONTAIN {contextAssertionDefaults}
D id-sc-contextAssertionSubentry }

A subentry of this object class shall contain a contextAssertionDefaults attribute:

contpxtAssertionDefaults ATTRIBUTE ::= {
WI'H SYNTAX TypeAndContextAssertion
EQPALITY MATCHING RULE objectidentifierFirstComponentMatch
USAGE directoryOperation
D id-oca-contextAssertionDefault }

Wherlever a context is evaluated andno context assertion is provided by the user, the Directory provides context assprtion
defaults equal to the values of-this attribute in the context assertion subentry controlling the entry being accessgd, as
described in 8.9.2.2.

NOTE — TypeAndContextAssertion is defined in 7.6 of (and evaluation of it is defined in 7.6.3 of) Rec. ITU-T A.511 |
ISP/IEC 9594-3.

14.8 Systém schema supporting the service administration model

servjiceAdminSubentry OBJECT-CLASS ::= ({
KIND auxiliary
MU tes}
ID id-sc-serviceAdminSubentry }

A subentry of this object class shall contain a searchRules operational attribute:

searchRules ATTRIBUTE ::= {
WITH SYNTAX SearchRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
ID id-oa-searchRules }
SearchRuleDescription ::= SEQUENCE {
COMPONENTS OF SearchRule,
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name [28] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

de

scription [29] UnboundedDirectoryString OPTIONAL,
}

A value of the searchRules operational attribute is either a search-rule containing actual search restrictions, or it is a
dummy search-rule that specifies no search restrictions at all. This dummy search-rule is identified by having an id of
zero and by having no serviceType component (or any other components of SearchRule other than id and dmd1d).

value

dmd1d is an identifier for the controlling DMD (see 6.4).
14.9 System schema supporting password administration
If a subentry holds password policy information, then its objectClass attribute shall contain the
pwdAiminSubentry:
pwdAdminSubentry OBJECT-CLASS ::= ({
KIND auxiliary
MUET CONTAIN { pwdAttribute }

LDj

ID

AP-NAME {"pwdAdminSubentry"}
id-sc-pwdAdminSubentry }

A suljentry of the object class pwdadminSubentry may contain the following attributes,pwdModi fyEntryAllpwed,
pwdChangeAllowed, pwdMaxAge, pwdExpiryAge, pwdMinLength, pwdVocabulary, pwdAlphpbet,

pwdDjictionary, pwdExpiryWarning, pwdGraces, pwdFailureDuration, pwdLockoutDurakion,
pdeExFailures, pwdMaxTimeInHistory, pwdMinTimeInHistory, pwdHistorySJlots,
pwdRecentlyExpiredDuration, pwdEncAlg.

pwdaktribute contains the password attribute that is being controlled by-the password administration subentry. Every

password attribute can only have at most one password policy that applies’to it. If two or more subtree specifictions
overlap, then only one of them can apply to each entry in\the overlapping space as controlled by the
pwdAfiminSubentryList attribute in each entry.
pwdAktribute ATTRIBUTE ::= ({

WIH SYNTAX ATTRIBUTE. §id

EQPALITY MATCHING RULE objectIdentifierMatch

SINGLE VALUE TRUE

LDAP-SYNTAX oid. &id

LDAP-NAME "pwdAttribute"

ID id-at-pwdAttribute }

One
attrib
Direc
respe
in thd
user
user

If nev
The f

14.9.]

ite shall have a matching rule for comparison of a proposed password value with the password value stored
fory. For each defined password" attribute, two attributes for password history and recently expired pas
Ctively are needed as well as.aymatching rule for comparison of a presented password value with a password

pwd ~ password _attfibute. The attribute userPwdRecentlyExpired and the matching
pwdHistoryMatehare defined for the userPwd using the UserPwd type.

bllowing parameterized objects can be used for that.

identifier

assword attribute is currently defined, dserPwd which contains a password stored in clear text or encrypted| This

n the
word
tored

history. The attribute dserPwdHistory and the matching rule userPwdHistoryMatch are defined fpr the

rule

V password attributes using other syntaxes are needed, new attributes and new matching rules will also be defined.

Definition of an history attribute from the password attribute, the history matching rule and an gbject

pwdHistory{ATTRIBUTE:passwordAttribute, MATCHING-RULE:historyMatch,OBJECT IDENTIFIER:id}

ATTRIBUTE ::= {
WITH SYNTAX PwdHistory{passwordAttribute}
EQUALITY MATCHING RULE historyMatch
USAGE directoryOperation
ID id}
PwdHistory{ATTRIBUTE:passwordAttribute} ::= SEQUENCE ({
time GeneralizedTime,

password passwordAttribute. &Type,

-}

Rec. ITU-T X.501 (10/2016)
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14.9.2  Definition of a recently expired password attribute from the password attribute and an object identifier

pwdRecentlyExpired {ATTRIBUTE :passwordAttribute,OBJECT IDENTIFIER:id} ATTRIBUTE ::= ({
WITH SYNTAX passwordAttribute. &Type
EQUALITY MATCHING RULE passwordAttribute.&equality-match
SINGLE VALUE TRUE
USAGE directoryOperation
ID id}

14.9.3  Definition of a password history matching rule from the password attribute and an object identifier

pwdHistoryMatch{ATTRIBUTE:passwordAttribute,OBJECT IDENTIFIER:id}

MATCHING-RULE ::= {
SYNTAX passwordAttribute. &Type
ID id}

System schema supporting hierarchical groups

rchyLevel ATTRIBUTE ::= ({

H SYNTAX HierarchyLevel

ALITY MATCHING RULE integerMatch

ERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

iD id-oa-hierarchylLevel }
HierprchyLevel ::= INTEGER
hierprchyBelow ATTRIBUTE ::= ({

WITH SYNTAX HierarchyBelow

ALITY MATCHING RULE booleanMatch
GLE VALUE TRUE
USER MODIFICATION TRUE

USAGE directoryOperation

D id-oca-hierarchyBelow }
HierprchyBelow ::= BOOLEAN
hierprchyParent ATTRIBUTE ::= {

WIH SYNTAX DistingdishedName

ALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE
USAGE directoryOperation
D id-oa-hierarchyParent }
hierprchyTop ATTRIBUTE’ ::= ({
WI'H SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
USAGE directoryOperation
iD id-oca-hierarchyTop }
The HierarchyLevel operational attribute shall be present in any entry that is a member of a hierarchical groug. The
Directory’shall create and maintain this attribute. The Directory shall delete this attribute when the entry is no longer

member of a hierarchical group. This attribute shall take the value zero for the hierarchical top. This attribute shall not be
present in a child family member.

The hierarchyBelow operational attribute indicates whether the entry has any hierarchical children. A value of TRUE
indicates that hierarchical children exist. A value of FALSE or the absence of the attribute type indicates that no
hierarchical children exist. The Directory shall create and maintain this attribute. The Directory shall delete this attribute
when the entry is no longer member of a hierarchical group.

The hierarchyParent attribute shall be present in an Add Entry or Modify Entry operation when a new entry or an
existing entry becomes a hierarchical child. The attribute value shall be the distinguished name of the immediately
hierarchical parent. If the immediately hierarchical parent is a compound entry, the value shall be the distinguished name
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of the ancestor. Otherwise, the Directory shall return an Update Error with problem parentNotAncestor. This attribute
shall not be present in a child family member, in an entry that is not within a hierarchical group, nor an entry that is the
hierarchical top.

The hierarchyTop attribute points to the top entry of the hierarchical group. This attribute is supplied and maintained
by the Directory. The attribute value shall be the distinguished name of the top entry. If the top entry is a compound entry,
the value shall be the distinguished name of the ancestor. This attribute shall not be present in a child family member, in
an entry that is not within a hierarchical group, nor an entry that is the hierarchical top.

NOTE — This attribute provides a unique identification of the hierarchical group to which the entry belongs.

When an entry within a hierarchical group is deleted by a Remove Entry operation, all its hierarchical children are
removed from the hierarchical group.

14.11 Maintenance of system schema

It is the responsibility of DSAS to maintain consistency of subentries and operational attributes with the system schema.
Incongistency between various aspects of system schema, and between system schema and subentries and operational
attribyites, shall not occur.

The Directory executes entry addition and modification procedures whenever a new subentry is-added to the DIT|or an
existipg subentry is modified. The Directory shall determine whether the proposed operation“would violate the system
schema; if it does, the modification shall fail.

In pdrticular, the Directory ensures that subentries added to the DIT are «consistent with the values df the
admihistrativeRole attribute, that the attributes within the subentry are consistent with the values of the subgntry's
objeftClass attribute.

The alue of the administrativeRole attribute may be modified to péermit classes of subentries to be subordinate to
the agministrative entry that are not yet present. The value of the administrativeRole attribute shall not be mogified
S0 as fo cause existing subentries to become inconsistent.

The Dyirectory also ensures, where the values of operational attributes are provided by the Directory, that they are correct.

1412  System schema for first-level subordinates

The Directory enforces the following rules and constraints on entries created immediately subordinate to the DIT rpot:
— All such entries shall be created. &y administrative point entries.

—  The object class and naming ‘attributes of such entries shall be as specified in Rec. ITU-T X.660 | ISP/IEC
9834-1.

15 Directory schemayadministration

15.1 Overview

The gverall administration of the directory schema of the global DIT is realized through independent administratjon of
the sybschemas‘ofjthe autonomous administrative areas of the DIT Domains that constitute the global DIT.

Coordinatiotref the administration of the directory schema at boundaries between DIT Domains is a subject for bilateral
agreement between DMOs and is beyond the scope of this Directory Specification.

The subschema administrative capabilities defined in this clause for the purpose of managing a DIT domain include:
a) creation, deletion and modification of subschema subentries;

b) support of the publication mechanism for the purpose of permitting DSASs to include schema information
in operational binding protocol exchanges and DUASs to retrieve subschema information via DAP;

c) subschema regulation for the purpose of ensuring that any modify operations will be performed in
accordance with the applicable subschema specification.
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Policy objects

A subschema policy object may be one of the following:

— asubschema administrative area;
— an object or alias entry within a subschema administrative area;
— auser attribute of such an object or alias entry.

An autonomous administrative area may be designated as a subschema specific administrative area in order to administer
the subschema. This shall be indicated by the presence of the value id-oa-subschemaAdminSpecificArea in the
associated administrative entry's administrativeRole attribute (in addition to the presence of the value
id-oa-autonomousArea, and possibly other values).

Such

specific partitions. In this case, the administrative entries for each of the subschema specific administrative, are

indica
admi

15.3
Subsd

paranjeters, and the operational attributes used to represent them, are:

an autonomous administrative area may be partitioned in order to deploy and administer the subschema

ted by the presence of the value id-oa-subschemaAdminSpecificArea in ~these e
histrativeRole attributes.

Policy parameters

hema policy parameters are used to express the policies of the subschema Adfministrative Authority.

— aDIT structure parameter: used to define the structure of the subschema administrative area and tg
information about obsolete DIT structure rules which some entries‘may have identified as their gove
DIT structure rule. This parameter is represented by the’,dITStructureRules and namek
operational attributes;

— aDIT content parameter: used to define the type of contentof object and alias entries contained with
subschema administrative area and to store information about obsolete DIT content rules whig
Directory may have used in determining the content, of some entries. This parameter is represented
dITContentRules, objectClasses, attributeTypes, contextTypes, friends,
dITContextUse operational attributes;

applied to the attribute types defined ima subschema administrative area. This parameter is represen
the matchingRules and matchingRuleUse operational attributes.

Df the
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— amatching capability parameter: used to\define the matching capabilities supported by matching ryles as

ed by

hema

shall

A single subschema subentry is used by the.subschema authority to administer the subschema for the subsq
administrative area. For this purpose, the subschema subentry contains the operational attributes representing the policy
parameters used to express subschema.pelicies. The subtreeSpecification attribute of a subschema subentry
specify the whole subschema admirlistrative area, i.e., it shall be an empty sequence.
The spbschema subentry is specified as follows:
subsfhema OBJECT-CLASS” ::= {
KIND auxiliary
MAY CONTAIN {/dITStructureRules |
nameForms |
dITContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes ]
dITContextUse |
matchingRules |
matchingRuleUse |

ID

ldapSyntaxes }
id-soc-subschema }

The operational attributes of the subschema subentry are defined in 15.7.
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154 Policy procedures

There are two policy procedures associated with subschema administration:
— asubschema modification procedure;
— an entry modification procedure.

155 Subschema modification procedures

A subschema authority may administer a subschema in a dynamic fashion, including making restrictive subschema
modifications. This may be accomplished by modifying the values of the subschema operational attributes, using
Directory modify operations, effectively changing the subschema which is in force in the subschema administrative area.
A sulpschema authority may also create new subschema areas, or remove existing subschema areas by creating or
remoying subschema subentries, respectively.

Beforge the subschema authority extends the DIT structure or DIT content rules by adding a new rule, or by addipg an
auxiliary object class, or a mandatory or an optional attribute to an existing rule, the referenced schema informatior) shall
be described in the appropriate attribute in the subschema subentry. Name forms, object classes,»attribute typgs and
matching rules that are referenced (directly or indirectly) by a dITStructureRule, dITC€éntentRule Or| by a
matchingRuleUse attribute shall not be removed from the subschema subentry.

The definition of information objects such as object classes, attribute types, matching xtiles, name forms and LDAP
syntaxes, which have been registered (i.e., assigned a hame of type object identifier), fare 'static and cannot be modified.
Changes to the semantics of such information objects require the assignment of new0bject identifiers.

DIT gtructure and DIT content rules may be active or obsolete. Only active fules are used to regulate the DIT|. The
identiffication and preservation of obsolete rules is an administrative convenience allowing location (and possibly rgpair)
of enfries added under old rules that have since changed.

This gbsolete mechanism shall be used where restrictive changes are.made to DIT structure or DIT content rules crgating
inconkistencies in the DIB; otherwise, the appropriate active rule maybe modified directly. The Directory permits defetion
of obgolete rules at any time.

NOTE — The obsolete mechanism provided in subschema operational attributes ensures that all entries with obsolete scherha can
befidentified and repaired before the obsolete subschema operational attribute is deleted.

subschema by means of the Directory abstract service, or by other local means. This may be done at the convenieifice of
the Subschema Administrative Authority. It.is‘not defined when such an adjustment of inconsistent entries shodld be
done.[However, deletion of obsolete rules priorto the location and repair of inconsistent entries will make this task| more
difficplt.

It is the responsibility of the Subschema Administrative Authority to maintain consistency of entries with the fctive

15.6 Entry addition and modification procedures

The Directory executes entry addition and modification procedures whenever a new entry is added to the DIT |or an
existipg entry is modified.-The Directory shall determine whether the proposed operation would violate a subsghema
policy.

In pafticular, the Directory shall ensure that entries added to the DIT are consistent with appropriate active DIT striicture
and QIT content.rules.

The Directory-shall allow interrogation of entries which are inconsistent with their active rules.

The Directory enforces active rules when requested to modify the DIB. If an entry is inconsistent with its active fule, a
request to modify the entry shall be permitted if it repairs an existing inconsistency, or does not introduce a new
inconsistency. A request which introduces a new inconsistency shall fail.

For any valid entry in a valid subschema administrative area, there can be only one most subordinate structural object
class in the structural object class superclass chain. When an entry is added to the DIT, the Directory determines this most
subordinate structural object class from the objectClass attribute values provided and permanently associates it with
the entry via the entry's structuralObjectClass attribute.

When an entry is created, values of the objectClass attribute shall be provided so that the content of the entry is
consistent with the DIT content rule governing the entry. In particular, where a value of the objectClass attribute
identifies a particular object class having superclasses other than top, then values for all of these superclasses shall also
be provided. Otherwise, the Directory operation creating the entry shall fail.
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Directory users may subsequently add or delete values of the objectClass attribute for the auxiliary object classes of
an entry. The content of an entry shall remain consistent with the DIT content rule governing the entry following a change
to the values of the objectClass attribute. In particular, where a value of the objectClass attribute identifies a
particular object class having superclasses other than top is added or deleted, then values for all of these superclasses
shall also be added or deleted, except where such superclasses are also present in the superclass chains associated with
other values not being added or deleted respectively.

15.7 Subschema policy attributes
The following subclauses specify the subschema policy operational attributes. These attributes are:

—  present in the subschema subentry. The values of these attributes are administered via Directory m

operations using the distinguished name of the subschema subentry;

— available for interrogation in all entries governed by the subschema.
The ASN.1 parameterized type UnboundedDirectoryString, used in the following definitions) jis defin
Rec. [TU-T X.520 | ISO/IEC 9594-6.
The integerFirstComponentMatch and objectIdentifierFirstComponentMatch equality matching rul
also defined in Rec. ITU-T X.520 | ISO/IEC 9594-6.
For management purposes, a number of human-readable name components and a ‘de€cription compone
optionally allowed as components of a number of the subschema policy operational. attributes defined in the foll
subclquses.

A number of subschema policy operational attributes defined in the followihg subclauses contain an obsg
comppnent. This component is used to indicate whether the definition\is active or obsolete in the subsg
administrative area.

odify

ed in
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t are
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15.7.1  DIT Structure Rules operational attribute
The dITstructureRules operational attribute defines the DT structure rules which are in force within a subsch
dITSkructureRules ATTRIBUTE ::= {

WIH SYNTAX DITStructureRuleDescription

EQPALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX dITStructureRuleDescription. &id

LDAP-NAME "dITStructureRules"

ID id-spoa=dITStructureRule }
DITSkructureRuleDescription—i\'= SEQUENCE {

COMPONENTS OF DITStructureRule,

name [1] SET.SIZE (1l..MAX) OF UnboundedDirectoryString OPTIONAL,

d:Ecription UnboundedDirectoryString OPTIONAL,

obkolete BOOLEAN DEFAULT FALSE,

}

The dITStructureRules operational attribute is multi-valued; each value defines one DIT structure rule.
The cpmponents.of DITStructureRule have the same semantics as the corresponding ASN.1 definition in 13.7.6.
15.7.2 “DIT Content Rules operational attribute
The dF ationat-attribute-gdefines-the-DiTconten cHes-w 3 vithira-subsehem 3
value of the operational attribute is tagged by the object identifier of the structural object class to which it pertains:
dITContentRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX dITContentRuleDescription. &id

LDAP-NAME "dITContentRules"

ID id-soa-dITContentRules }
DITContentRuleDescription ::= SEQUENCE {

COMPONENTS OF DITContentRule,
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name [4] SET SIZE (l1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

}
The dITContentRules operational attribute is multi-valued; each value defines one DIT content rule.
The components of DITContentRule have the same semantics as the corresponding ASN.1 definition in 13.8.2.
15.7.3  Matching Rules operational attribute

The matchingRules operational attribute specifies the matching rules used within a subschema:

matchimgRutesATTRIBYTE——
WITH SYNTAX MatchingRuleDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX matchingRuleDescription. &id
LDAP-NAME "matchingRules"
iD id-soa-matchingRules }
MatchingRuleDescription ::= SEQUENCE {
identifier MATCHING-RULE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString \OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,

information [0] UnboundedDirectoryString OPTIONAL,
-- describes the ASN.1l syntax

}

The ildentifier component of a value of the matchingRules attributédis the object identifier identifying the mafching
rule.

The description component contains a natural language description of the algorithms associated with the rule.
The information component contains the ASN.1 definition of the assertion syntax of the rule.

Such [an ASN.1 definition shall be given as an optional ASN.1 Imports production, followed by optional ASN.1
Assighment productions, followed by an ASN.1 Type production. All type names defined in Directory modulgs are
impligitly imported and do not require explicit import. All type names, whether imported or defined via an Assigriment,
are logal to the definition of this syntax. If thesASN.1 type includes a user-defined constraint and is not one of the ASN.1
types|defined in the Directory modules, then.the last UserDefinedConstraintParameter Of the constraint shall be
an acfual parameter whose governing type‘is SyntaxConstraint and whose value is the object identifier assigfed to
the cqnstraint.

SyntpxConstraint ::= OBJECT IDENTIFIER

NOTE 1 —The ASN.1¢productions Imports, Assignment, and Type are defined in Rec. ITU-T X.680 | ISO/IEC 8B824-1.
UderDefinedConstraintParameter is defined in Rec. ITU-T X.682 | ISO/IEC 8824-3.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

The nfatchingRules operational attribute is multi-valued; each value describes one matching rule.

15.7.4 “Attribute Types operational attribute

Th FRFRSECE TN . ) neratianal-atteihita cnanifine tha atteibhbn B nne ead vapthan o cohenly o
€ attribu CelYyPeS UptIatiura it o UtC—SPT eI S tNC Tt T UtC Ty P S U ST U vV It i - SUD SCHCTITOS

attributeTypes ATTRIBUTE ::= {

WITH SYNTAX AttributeTypeDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX attributeTypeDescription. &id

LDAP-NAME "attributeTypes"

ID id-soa-attributeTypes }
AttributeTypeDescription ::= SEQUENCE ({

identifier ATTRIBUTE. &id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
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description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] AttributeTypeInformation,

}

The identifier component of a value of the attributeTypes attribute is the object identifier identifying the attribute

type.

The attributeTypes operational attribute is multi-valued; each value describes one attribute type:

AttributeTypeInformation ::= SEQUENCE {

derivation [0] ATTRIBUTE.&id OPTIONAL,

equalityMatch [1] MATCHING-RULE.&id OPTIONAL,

orfleringMatch [2]T MATCHING-RULE.&id OPTIONAL,

substringsMatch [3] MATCHING-RULE. &id OPTIONAL,

atkributeSyntax [4] UnboundedDirectoryString OPTIONAL,

muflti-valued [5] BOOLEAN DEFAULT TRUE,

colllective [6] BOOLEAN DEFAULT FALSE,

usprModifiable [7] BOOLEAN DEFAULT TRUE,

application AttributeUsage DEFAULT userApplications,

R A
The gerivation, equalityMatch, attributeSyntax, multi-valued, colléctive and applicdtion
comppnents have the same semantic as the equivalent pieces of notation introduced by\the corresponding infornpation
object class.
The gttributeSyntax component contains a text string giving the ASN.1 definition of the attribute's syntax. Such an
ASN.[L definition shall be given as specified for the information componentof the Matching Rules operational atttfibute.
15.7.%  Object Classes operational attribute
The dbjectClasses operational attribute specifies the object classes)used within a subschema.
objefrtClasses ATTRIBUTE ::= ({

WI'H SYNTAX ObjectClassDescription

EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX objectClassDescription. &id

LDAP-NAME "objectClasses"

iDp id-soa-objectClasses }
ObjeftClassDescription ::= SEQUENCE {

identifier OBJECT-CLASS'. &id,

name SET SIZE\\(1l..MAX) OF UnboundedDirectoryString OPTIONAL,

depcription UnbournidedDirectoryString OPTIONAL,

obgolete BOOLEAN DEFAULT FALSE,

information [0] ObjectClassInformation,

}

The identifier component of a value of the objectClasses attribute is the object identifier identifying the pbject
class.
The dbjectClasses operational attribute is multi-valued; each value describes one object class:
ObjeftClassInformation ::= SEQUENCE {

subclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,

kind ObjectClassKind DEFAULT structural,

mandatories [3] SET SIZE (l..MAX) OF ATTRIBUTE.&id OPTIONAL,

optionals [4] SET SIZE (l1..MAX) OF ATTRIBUTE.&id OPTIONAL,

}

The subclassOf, kind, mandatories and optionals components have the same semantics as the corresponding
pieces of notation introduced by the corresponding information object class.

15.7.6  Name Forms operational attribute

The nameForms operational attribute specifies the name forms used within a subschema.

nameForms ATTRIBUTE ::= {
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WITH SYNTAX NameFormDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX nameFormDescription. &id
LDAP-NAME "nameForms"
D id-soa-nameForms }
NameFormDescription ::= SEQUENCE {
identifier NAME-FORM. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] NameFormInformation,

The i

The nameForms operational attribute is multi-valued; each value describes one name form:

Name
su

n.

The
corre

n:ﬁingMandatories SET OF ATTRIBUTE. &id,

}

dentifier component of a value of the nameForms attribute is the object identifier identifying the object ¢

FormInformation ::= SEQUENCE ({
bordinate OBJECT-CLASS. &id,

ingOptionals SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,
}

subordinate, namingMandatories and namingOptionals components~have the same semantics &
ponding pieces of notation introduced by the corresponding information object class.

15.7.1 Matching Rule Use operational attribute
The mMatchingRuleUse operational attribute is used to indicate the attribute types to which a matching rule applig
subschema:
matchingRuleUse ATTRIBUTE ::= {
WI'H SYNTAX MatchingRuleUseDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX matchingRuleUseDescription. &id
LDAP-NAME "matchingRuleUse"
iD id-soa-matchingRuleUse }
MatchingRuleUseDescription ::= SEQUENCE ({
identifier MATCHING-RULE. &id,
name SET SIZE \(1..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
information [0] SET OF ATTRIBUTE. &id,

The 1
match

The information component of a value identifies the set of attribute types to which the matching rule applies.

}

ing rule.

ass.

s the

sina

dentifier component of a value of the matchingRulesUse attribute is the object identifier identifyigg the

15.7.8 _“Structural Object Class operational attribute type
Every-ef
of the entry:
structuralObjectClass ATTRIBUTE ::= ({
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX oid. &id
LDAP-NAME "structuralObjectClass"
D id-soa-structuralObjectClass }

Rec. ITU-T X.501 (10/2016)
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15.7.9  Governing Structure Rule operational attribute

Every entry in the DIT, with the exception of administrative point entries that have no subschema subentry,
governingStructureRule operational attribute which indicates the governing structure rule of the entry:

governingStructureRule ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-soa-governingStructureRule }

has a

15.7.10 ContextTypes operational attribute

The dontextTypes operational attribute specifies the context types used within a subschema.

contpxtTypes ATTRIBUTE ::= {
WIH SYNTAX ContextDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
iDp id-soa-contextTypes }
ContextDescription ::= SEQUENCE {
identifier CONTEXT. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,

information [0] ContextInformation,

}

The jdentifier component of a value of the contextTypes operational attribute is the object identifier ident
the cgntext type.

The dontextTypes operational attribute is multi-valued; each*value describes one context type:

ContextInformation ::= SEQUENCE ({
syEtax UnboundedDirectoryString,
aspertionSyntax UnboundedDirectoryString OPTIONAL,

}

The gyntax and assertionSyntax compenents have the same semantics as the corresponding pieces of ng
introduced in the corresponding information object class.

The gyntax component and the assertionSyntax component each contain a text string giving the ASN.1 defi
of thg context syntax and context assertion syntax respectively. Such an ASN.1 definition shall be given as an op
ASN.[L Imports production;- followed by optional ASN.1 Assignment productions, followed by an ASN.1
prodyction. All type names defined in Directory modules are implicitly imported and do not require explicit impo
type names, whether imported or defined via an Assignment, are local to the definition of this syntax. If the ASN.
includes a user-defified“constraint and is not one of the ASN.1 types defined in the Directory modules, then th
UserefinedConstraintParameter of the constraint shall be an actual parameter whose governing ty
SyntpxConstraint and whose value is the object identifier assigned to the constraint.

NQTEA ->Fhe ASN.1 productions Imports, Assignment, and Type are defined in Rec. ITU-T X.680 | ISO/IEC 8
UderDefinedConstraintParameter is defined in Rec. ITU-T X.682 | ISO/IEC 8824-3. SyntaxConstraint is ¢
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NOTE 2 — A typical ASN.1 definition is simply a Type name.

15.7.11 DIT Context Use operational attribute

The dITContextUse operational attribute is used to indicate the contexts which shall or may be used with an attri
dITContextUse ATTRIBUTE ::= {

WITH SYNTAX DITContextUseDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

D id-soa-dITContextUse }
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DITContextUseDescription ::= SEQUENCE {
identifier ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] DITContextUseInformation,

}

The identifier component of a value of the dITContextUse operational attribute is the object identifier of the
attribute type to which it applies. The value id-oa-allAttributeTypes indicates that it applies to all attribute types.

The information component of a value identifies the mandatory and optional context types associated with the attribute

type i

DITC
maj

dentified by identifier:

bntextUseInformation ::= SEQUENCE ({
hdatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

opkionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
. }
15.7.12 Friends operational attribute
The friends operational attribute is used to indicate the sets of attribute types which are friends within a subschefna:
friehds ATTRIBUTE ::= {
WIH SYNTAX FriendsDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-friends }
FriehdsDescription ::= SEQUENCE ({
anthor ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
d:Ecription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
frliends [0] SET SIZE (1..MAX) OF ATTRIBUTE.&id,

The anchor component of a value of the £riends attribute is the object identifier of the attribute type that is the §

to the
attrib

}

set of friends. The £riends component of; a value of the £riends attribute is the set of object identifiers
ite types that are the friends of the anchor @ttribute type.

nchor
Df the
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SECTION 7 - DIRECTORY SERVICE ADMINISTRATION

16 Service Administration Model

This clause provides a model for how an administrative authority can control, constrain and adjust the service both with
respect to what a user can specify in a Search, a Read or Modify Entry request and what information is to be returned.

16.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

16.1.1 effectively present attribute type: An attribute type that is present in at least one non-negated filtef\item in
each gubfilter of a search filter and which fulfils the requirements as specified for that attribute type in the relevant sg¢arch-
rule. For definitions of negated and non-negated filter items, see 7.8.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3:

16.1.2  governing-search-rule: A search-rule with which a particular operation complies and which _has been se|ected
for gqverning that operation.

16.1.3 named-service: A collection of service-types that together provide an overall service, e.g., a White Pages
servige.

16.1.4  request-attribute-profile: A specification of what is required for a filter item,for the corresponding attfibute
type tp be effectively present.

16.1.% request-attribute-type: An attribute type that according to a search-rule specification may be represented in
the filter of a Search operation.

16.1.6  Search-rule: The detailed specification of the service constraints/enhancement aspects provided for a [given
servige-type primarily intended for a given user-class and tailored to ayparticular group of users.

16.1.7 service-type: A globally unique identification of a service capability for a particular purpose within a|well-
defingd scope, e.g., a capability of search for a particular type.of entries within an area of the DIT. Not all aspects of a
servige-type may be available to all users.

16.1.8 subfilter: A Boolean component of a filter that comprises only logical ANDs of non-negated filter items and
of nefjated filter items, i.e., that can be expressed:informally as NOT (filter-item). Any filter can be expressed in a
canorjical form comprising a logical OR of subfilters as discussed in Annex Q.

16.1.9  user-class: An identified set of uSers that due to their functions, position in an organization, etc., can ihvoke
certaip aspects of the service-types within a named-service. Different groups of users identified by their names within a
user-¢lass may see variations in the service provided. A user group can span user-classes.

16.2 Service-type/usersclass model

The Directory Abstract Service as specified in Rec. ITU-T X.511 | ISO/IEC 9594-3 is the representation of all the sgrvice
capalyilities offered by.the-Directory Specifications. A service-type is a subset of that service for performing a parficular
function, e.g., searching“for a particular type of object within a defined scope.

A naed-service s a collection of service-types for a particular purpose, e.g., to provide a White Pages service, a
particular type:of Yellow Pages service, etc.

A seryiee-type is realized primarily through the Search operation, but also through other operations that can specifylentry
information selection i.eRead and I\/Indify I:n'rry nlnﬂmfinnc Eor the purpose of service administration a xead or a
modifyEntry request is considered in some respect equivalent to a search request with subset equal to baseObject
and £filter equal to and : {}. Service administration does not affect what information can be modified by a Modify
Entry operation. This is solely governed by access control.

An object identifier identifies a service type, thereby giving it a global unique identification. Different user-classes,
dependent on their role, position in the organization, etc., may have somewhat different perceptions of a service-type. A
user-class is identified by an integer that is only required to be unique with a DMD. Different DMDs could assign a
different identifier to what could be considered the same user-class. However, it is expected that administrative authorities
cooperating to provide a common named-service across several DMDs will coordinate the user-group identifiers. Even
for a particular user-class, there may be variations in the service available to users in the class. Such variations are based
on the distinguished names of the users. As an example, users of a particular user-class in one country may not have
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y the same view of a service-type as the users of the same user-class in another country, e.g., to reflect local privacy
The definition of a service-type for a user group is expressed by a search-rule specifying the details as to how the

operation is to be performed.

The service-type and the user-class for which it is primarily intended are indicated in a search-rule.

A use
prima

r group may span several user-classes. A user within a user-class could possibly also utilize search-rules that were
rily intended for other user-classes, e.g., users in a user class with a greater capability would also be granted

permissions intended for user-classes that are generally offered lower service capabilities.

A use

r group is not directly identified by a search-rule, but is indirectly identified by having the Invoke permission to that

search-rule. A user group can mvoke any search-rule to WhICh it has the Invoke permlssmn If a particular user has the

identi

16.3

An al

fined
se Directory SpeC|f|cat|ons will, everything else belng equal, select the search-rule with the hlghest user-group
ier. This allows the administrative authority by proper assignment of user-class identifiers to control this Seldction.

Service-specific administrative areas

tonomous administrative area may be designated as a service-specific administrative areafin order to deplgy and

administer search-rules. This shall be indicated by the presence of the value id-ar-serviceSpecificArea jn the

assoc
auto

Such
partit
prese
polici

If sug

ated administrative entry's administrativeRole attribute (in addition to the presence of the value id-ar-
homousArea, and possibly other values).

an autonomous administrative area may be partitioned in order to deploy and-administer search-rules in sgecific
ons. In this case, the administrative entries for each of the service-specific administrative areas are indicated by the
ice of the value id-ar-serviceSpecificArea in these entries’ administrativeRole attributes. Service
es for superior service-specific administrative areas are not relevant stbordinate to such an administrative enfry.

h an autonomous administrative area is not partitioned, there is.a‘single service-specific administrative arpa for

search-rules encompassing the entire autonomous administrative area,

One ¢
whos
thisc
the va

The €
objec
base

r more search-rules are represented in the Directory infermiation model by a subentry, termed a service subentry,
P objectClass attribute contains the value id-sc-serviceAdminSubentry, as defined in 14.8. A subentry of
ass shall be the immediate subordinate of an administrative entry whose administrativeRole attribute coptains
lue id-ar-serviceSpecificArea

valuation phase of an operation within a service=specific administrative area is among other dependent on what base
is used for the operation, possibly after. @lias dereferencing. Search-rules are therefore tied to entries. Wh¢n the
pbject for an operation has been determined, the search-rules tied to that entry are candidates for governing the

searcip.

The ties between search-rules within a subentry and entries within the service-specific administrative arga are

established by the subtreeSpecifigation operational attribute of the subentry. The entries identified by the valpes of
the stibtreeSpecification operational attribute are in this way tied to the search-rules placed in the same subeptry.

A pa
subtre
multi

The a
functi

icular entry can be assaciated with search-rules from multiple subentries; these may have the same or different

e specifications. Conversely, different parts of the administrative area can be targeted by the one subentry, [using
ble values of the subtfee specification.
Fguments of an<peration can be validated against a search-rule by using an algorithm called the search-valiglation
on.

Operation

arguments

Search-validation ;’rRUE (OK)
function FALSE (not OK)
Search-rule
X.501(12)_F16

Figure 16 — Search-validation function
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An operation is valid and allowed to proceed if, and only if, the search-validation-function yields TRUE for at least one
of the available search-rules associated with the base object for the operation. For a search-rule to be available for an
operation, the requestor must have Invoke permissions to the attribute value that holds the search-rule. If there is only one
available search-rule with which the operation complies, this search-rule is called the governing-search-rule for that
operation, i.e., the search-rule that is used when the operation is further progressed. If there are several such search-rules,
one of these is selected by local choice as the governing-search-rule. The procedure for selecting a governing-search-rule
is given in 19.3.2.2.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4. The governing-search-rule is thereby permanently
associated with the operation for its evaluation within the service-specific administrative area. This is also the case when
part of the operation is carried out by other DSAs holding parts of that service-specific administrative area.

It is the choice of administrative authorities as to whether:

hereby
alue);

requiring access control down to attribute value level if these Invoke permissions vary from value to
or

—  to collect search-rules with the same access control permissions into distinct subentries; s’ that access

subentries can then hold different access control permissions.

If thefe is no search-rule available for an operation specifying a base object entry within a service-specific administ
area, pr if the search validation function returns FALSE for all available search-rules, the’operation is rejected with an
error.

If a sgrvice-specific administrative area has no subentries, there are no service constraints associated with that area

Therg may be users that should not be limited by service restrictions, e.g., administrators, and there may be entries,|when
servirjg as base object entries, for which restriction is not required, e.g.,.éntries low in the DIT. The administyrative
authority can therefore include special search-rules, empty search-rules.

A hierarchical group within a service-specific administrative area has.to-be completely contained by that area.

The scope of a Search operation cannot cross the border of a setvice-specific administrative area. Rec. ITU-T X.518 |
ISO/IEC 9594-4 specifies procedures that do not allow a Search operation starting within a particular service-sgecific
admi;Listrative area to go outside that area even when aliases‘are dereferenced during the search evaluation. Likewise, a
search starting outside a service-specific administrative aréa cannot spread into that area.

16.4 Introduction to search-rules

Search-rules are expressions of policies that, ©h one hand, constrain and adjust operations that can be carried oyt in a
regiom of the DIT, and, on the other hand, assist in their execution by guiding the operation process. A search-rule has the
following main characteristics:

— itgives requirements that an operation shall meet if the operation is to be carried out based on that s¢arch-
rule;

— it specifies adjustment of the operation request;

— it provides specification for details of the evaluation of the operation, e.g., by specifying relaxation pqlicies
if too{many or too few entries are found for Search operation; and

— itprovides entry information selection specifications.

Wher] a proeessing of an operation starts, the base entry of the operation corresponds to one or more service subgntries
whosg subtree-specification values include that base entry. Thereby, potentially a number of candidate-search-rules are
identiffied! The details of the operation are evaluated against these candidate-search-rules. An operation can only be
executed if a compatible search-rule can be found.

16.5 Subfilters

If a search-rule is designed to control the Search operation, it may specify a set of attribute types that may be present in a
filter of a search request. These attribute types are called the request-attribute-types for the search-rule. Other attribute
types shall not be present in the filter in any form, negated or non-negated. This subclause further qualifies what it means
for an attribute type to be present in a search filter. A search-rule also specifies requirements on valid combinations of
request attribute types. It might be a requirement that certain attribute shall be present; it might be a requirement that at
least one out of two attribute types shall be present; it might be a requirement that one attribute type is not allowed without
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another being present, etc. To further elaborate on how to express combinations, it is useful to introduce the concept of
subfilters.

According to propositional calculus, any filter whatsoever can be written as a sequence of subfilters separated by OR
operators. This can be written as:

f=fi+f,+.. +f;

where each subfilter, fi, is a sequence of filter items or negated filter items that are separated by AND operators, which
can be written as:

fi = filfi2 ... fis

where fj is either a filter item or its negation.

The spbfilter concept is further described in Annex Q.
For affilter to comply with a search-rule, each subfilter shall comply with the search-rule.

For affilter item to effectively represent an attribute type in a subfilter, it is required to comply with the’requirements of
the request-attribute-profile for the attribute type. The request-attribute-profiles are part of the searfch-rule specifigation.
If at Igast one filter-item for an attribute type in each subfilter complies with the request-attribute=profile for that attribute
type, the attribute type is said to be an effectively-present-attribute-type.

16.6 Filter requirements

For ap attribute type to be effectively present in a filter, the attribute type or, if:the includeSubtypes option pf the
requept-attribute-profile is set, one of its subtypes shall be present in at least ane‘non-negated filter item of each sulfilter.
Such p non-negated filter item shall comply with all of the following requirements:

— It shall be a non-negated filter item that is not one of the fallowing types:
greaterOrEqual,
lessOrEqual,
present Of contextPresence unless expligitly allowed by the request-attribute-profile.
— It shall comply with the request-attribute<profile specification for that attribute type.

— Ifitis an extensibleMatch filter.item, the attribute type shall be specified in the type compongnt of
the MatchingRuleAssertion.

NOTE - If this last restriction is-not~introduced, this filter item could implicitly include an unspecified numper of
attribute types into the search filter-and thereby impair the search validation procedure.

If an gttribute type is represented in afilter, it shall be effectively present.

It is ajlowed to have extensibleMatch filter items without the type component in the filter. Their presence dogs not
affect| the search validation against search-rules. However, such a filter item shall only be applied to attributes yhose
typesfare request-attribute-types, i.e., represented in the governing-search-rule by a request-attribute-profile (see 1610.2).

16.7 Attributéinformation selection based on search-rules

Outsifle a service-specific administrative area, attribute information returned is selected by the selection comgonent
of the operation request possibly modified by the operationContext 0f the CommonArguments, and any cpntext
defaults eStablished either within a context default specific administrative area or by local context defaults. For a Jearch
operafion) selection of information may also be modified by the matchedvaluesOnly component ip the
SearchArgument. However, when an operation is controlled by a governing-search-rule, this search-rule may specify
what information is to be returned. When this is the case, the user attribute information returned shall be the intersection
of what the governing-search-rule specifies and what would have been returned had there been no governing-search-rule.
If the entry information selection in the selection component specifies selection of operational attributes, the same rule
shall apply for operational attributes. If the entry information selection does not specify return of operational attribute
information, operational attribute information returned shall solely be determined by the governing-search-rule.

A governing-search-rule may specify what attribute information is to be returned completely independently of what
attribute types may be specified in a search filter.
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When information is to be returned based on hierarchical groups, selection of attribute information from such entries is
based on the principle above, except that matchedvaluesOnly specifications have no effect.

NOTE — Family member selection is not governed by the above principle (see 16.10.6).

16.8 Access control aspects of search-rules

Search-rules provide some additional access control capabilities besides those capabilities described in clause 18. In a
service-minded approach, it is necessary to apply restrictions on how operations can be formulated and what information
can be returned. This should be based not only on the identity of the user, but also on the service-type and the user-class,
thereby allowing the administrative authorities to tailor the service based on quality of information, charging
considerations, etc.

The 1ccess control capabilities as defined in clause 18 are used for ensuring that only proper user groups cah ilmvoke
search-rules. These capabilities can also protect information never to be accessed by particular user groups.

A DJA that caches information originating from a service-specific administrative area may not haversearch-rules for
contrglling the restrictions on that information. As for access control (see 18.8.2), a Security Administrator shoygld be
awarq that a DSA with the capability of caching may impose a significant security risk to other DSAS.

16.9 Contexts aspects of search-rules

As context assertions can be part of a filter item for the Search operation, search-rule specifications need to take coptexts
into account. Inclusion of contexts into the search-rule brings new capabilities into the-contexts feature that may simplify
requifements on DUA and DSA implementations.

The basic context feature allows the user to specify contexts for the Search filter and for entry information selectiof; and
it allows the administrative authorities to establish context defaults withina,context default specific administrative area.
Thesq defaults apply indiscriminately to all users and to all service-types. However, the context feature as provided by
the serch-rules allows the user to specify a minimum of context informiation, and it allows the administrative authgrities
to make individual context specifications for each search-rule. In-addition, it is possible, as indicated in 16.8, to pfjovide
access control like function through proper design of the seareh:rule context specification. Use of context specificptions
in segrch-rules could make establishment of context defaultspecific administrative areas redundant.

hRule ::= SEQUENCE ({

COMPONENTS OF SearchRuleld,

sefviceType [1]1~ OBJECT IDENTIFIER OPTIONAL,
userClass [2]~ INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
atkributeCombination' _[4] AttributeCombination DEFAULT and: {|},
oukputAttributeTypes,/ [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,

defaultControls [6] ControlOptions OPTIONAL,
mahdatoryControils [7] ControlOptions OPTIONAL,
seprchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
rellaxation [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
alllowedSubset [13] AllowedSubset DEFAULT '1l11'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL,
}
SearchRuleld ::= SEQUENCE ({
id INTEGER,

dmdId [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING {baseObject(0), onelLevel(l), wholeSubtree(2)}

ImposedSubset ::= ENUMERATED {baseObject(0), onelLevel(l), wholeSubtree(2),...}
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RequestAttribute ::= SEQUENCE ({
attributeType ATTRIBUTE. &id ({SupportedAttributes}),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({SupportedAttributes} {Q@attributeType}) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE ({
entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE. &Type
({SupportedAttributes} {QattributeTypel}),
...} OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and:({},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL,
}
ContextProfile ::= SEQUENCE {

cohtextType CONTEXT. &id ({SupportedContexts}),

cohtextValue SEQUENCE SIZE (l1..MAX) OF CONTEXT.&Assertion
({SupportedContexts}{@contextType}) OPTIONAL,

}

ContextCombination ::= CHOICE ({
cohtext [0] CONTEXT.&id ({SupportedContexts}),
anf [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
nogk [3] ContextCombination,
}
MatchingUse ::= SEQUENCE {

regtrictionType MATCHING-RESTRICTION. &id ({SupportedMatchingRestrictions}),

reptrictionvValue MATCHING-RESTRICTION. &Restriction
({SupportedMatchingRestrictions} {@restrictionType}),

}

-- Definition of the following information object set is deferred, perhaps to
-- skandardized profiles or to protocol implementation conformance statements.
-- The set is required to specify a table.\constraint on the components of

-- SppportedMatchingRestrictions

SuppprtedMatchingRestrictions MATCHING-RESTRICTION ::= {...}
AttrfibuteCombination ::= CHOICE. {
atkribute [0] AttributeType,
anf [1] SEQUENCE (OF*AttributeCombination,
or [2] SEQUENCE ,OF AttributeCombination,
nof [3] AttributeCombination,
}
ResulltAttribute +=-SEQUENCE {
atkributeType ATTRIBUTE. &id ({SupportedAttributes}),
oukputValues CHOICE {
electedValues SEQUENCE OF ATTRIBUTE. &Type
E ({SupportedAttributes} {QattributeType}),
atchedValuesOnly NULL } OPTIONAL,
cohtexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL,
}
ControlOptions ::= SEQUENCE {
serviceControls [0] ServiceControlOptions DEFAULT {},
searchOptions [1] SearchControlOptions DEFAULT {searchAliases},

hierarchyOptions [2] HierarchySelections OPTIONAL,
}

EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER,

}
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RelaxationPolicy ::= SEQUENCE ({
basic [0] MRMapping DEFAULT ({},

tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,

maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1,
}
MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL,
}
Mappfing ::= SEQUENCE ({
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY {-- shall be an--
-- object identifier of a mapping-based matching algorithm-<3 })
leyel INTEGER DEFAULT O,
}
MRSubstitution ::= SEQUENCE ({
atkribute AttributeType,
olfdMatchingRule [0] MATCHING-RULE.&id OPTIONAL,

ne
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WwMatchingRule [1] MATCHING-RULE.&id OPTIONAL,
}

1 Search-rule identification components

d component allows for the unique identification of search-rules withiora DMD. The value zero is reserved f
search-rule. The purpose of an empty search rule is described in 1643.

dId component gives a unique identification of the DMD that\has established the search-rule. This comg
er with id permits the definition of a unique, global identification of a search-rule.

DTE — How this uniqueness is to be policed is outside the scope efdhis specification.

d component (with the value of zero) and the dmdid components are the only components relevant for the

erviceType component is an object identifiet_that identifies the service-type supported by this search-rule]
bnent shall always be present except for anémpty search-rule.

here can be several search-rules specifying the same user-class. This component shall always be present exce
pty search-rule.

2 Request-attribute-profilés

nputAttributeTypés,component shall specify request-attribute-profiles for all attribute types that shall o
resented in a searéhfilter. If a search filter includes a filter item for an attribute type not represented by a re
Ite-profile, the search validation against this search-rule fails. The RequestAttribute data type specifi

requi

absent, the searchsrule does not put any restriction on the presence of attribute types, i.e., any operation complie
this copmponent=If the component is present, but empty, only a read request, amodifyEntry request or a search rg
with default'filter (and : { }) complies with this component.

The ft IIn\A/ing Qllhrnmlnnnpnrq are relevant for all nppmrinn types. controlled hy search-rules:

ement on a filter item for the attribute type specified in the filter item to be effectively present. If this compor]
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a) The attributeType subcomponent specifies the attribute type for which this specification applies. It is

the only mandatory subcomponent. There can only be one Requestattribute specification for a

given

attribute type within a search-rule. If this is the only subcomponent, except possibly for the
includeSubtypes subcomponent, there are no restrictions on search filter items for this attribute type,

except that if such filter items are in the filter, at least one of them shall be non-negated.

b) The includeSubtypes subcomponent specifies that this request-attribute-profile can be satisfied by a

filter item for a subtype of this attribute type.
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The following subcomponents are only relevant for the Search operation:

c)

The selectedvalues subcomponent provides a set of attribute values of the type given in
attributeType. If this attribute type is represented in the filter, there shall be at least one non-negated
filter item for this attribute type that matches at least one value of this subcomponent. Otherwise, this
attribute type is not effectively present in the filter.

If this subcomponent is absent, the above matching evaluates to TRUE.

If an empty set of attribute values is given, this attribute type can only be effectively present in:
— apresent filter item if the Contexts subcomponent is not present; or

— acontextPresent filter item if the Contexts subcomponent is present.

d)

€)

9)

The defaultvalues subcomponent does not affect the evaluation of a search request against the s¢arch-
rule, but controls the Search operation when a search-rule has been selected as the governing-search-rule.
This component provides a set of attribute values of the type given in attributeType. Hja-filtef item
using this attribute type is defined within the filter, but there is no attribute of this type présent in an/entry
(or a family grouping), then this filter item evaluates to TRUE (or to FALSE if negated)’if the filtef item
matches one of the values in this subcomponent. If this subcomponent is absent, there:are no default vilues.

If this component is present, but empty, it indicates that this component takes all-possible values, Ji.e., a
filter item for this attribute type always evaluates to TRUE (or to FALSE if negated) if the attribut¢ type
is absent in an entry.
NOTE 1 — This reflects the situation where a filter item shall be ignoreg-if-an attribute of the type referenjced is
absent.

If an entry holds an attribute of this type, normal matching against_this attribute is done.

The contexts subcomponent specifies the context types that'are allowed to be represented in a filtef item
for this attribute type. A particular context type shall{not be represented more than once in this
subcomponent.

—  Ifthe subcomponent is absent, any context infermation may be present in a filter item for this attyibute
type.
— If the subcomponent is present, only context types specified by this subcomponent may be pregent in
a filter item for this attribute type. Ifit-is an empty sequence, no context information may be pfesent
in a filter item for this attribute type.

— If only a context type is speéified, any context value of that type may be present in the context
assertion.

— I context values for a-given context type are present in this subcomponent, only those values njay be
present in a corresponding context assertion in a filter item.

If the context specification in the filter item does not comply with the above, the filter item does not comply
with the request-attribute-profile for the attribute type.

The contextCombination subcomponent specifies the valid combination of the context types as|listed
in the cortexts subcomponent within this request-attribute-profile. If this subcomponent is absent] there
is no _restriction on the combination of these context types. If an invalid combination of context types is
present, the filter item does not comply with the request-attribute-profile for the attribute type] This
component may specify that certain context types shall unconditionally be present.

The matchingUse subcomponent is used to specify possible constraints on the use of the appljcable
matching rule, e.g., minimum lengths for substring matching. The applicable matching rule is the orfe that
actually is going to be used before any relaxation but after a possible basic substitution. The details on the

restrictions and how they are evaluated are described as part of the restriction specification. If this
subcomponent specifies a matching restriction defined for the matching rule to be used, it is checked
whether this matching restriction is violated or whether unsupported aspects of the matching rule have to
be applied. If that is the case, then:

—  if the performExactly search control option is not set, the implementation may use a local rule on
how to apply the matching rule in a different way;

NOTE 2 — Such a local rule requires a customization capability to be applied for the matching rule in question.

—  if the performExactly Search control option is set or it is not possible to apply a local rule, the
search request does not comply with this search-rule.
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16.10.3 Attribute combinations

The attributeCombination component specifies the valid combination of the request-attribute-types as listed in the
inputAttributeTypes component. If this component is absent or has the default value (and : { 1}), there
restriction on the combination of request-attribute-type and all relevant types of operations comply with this component.
If an invalid combination of request-attribute-types is present, the search validation against this search-rule fails. This
component may specify that certain attribute types shall unconditionally be effectively present in the filter. This
component shall be absent if inputAttributeTypes is absent or empty. If this component is present and has a
non-default value, only a Search operation with a non-default filter can potentially comply with this component.

16.10.4 Attributes in the result
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a) The attributeType subcomponent specifies the attribute type forwhich this specification applie
the only mandatory subcomponent. There can only be one ResultAttribute specification for a
attribute type within a search-rule.

b) The outputvalues subcomponent specifies what attribute values of this attribute type are candidat
being returned. The set of values may be further restricted by the context subcomponent, entry infor
selection as provided by the requestor, access controlxgetc. If this subcomponent is absent, all the attribute
values are candidates. The selectedvalues choice provides a set of attribute values of the type giyen in
attributeType. Only those values listed are candidates for attribute values to be returned] The
matchedValuesOnly choice specifies that.only those attribute values of the attribute that contributed to
the filter returning TRUE via filter items other than present are candidates for being returned (see 10.2.2
of Rec. ITU-T X.511 | ISO/IEC 9594-3 for a definition of the term "contributed").

¢) The context subcomponent holds.a Set of context profiles that specify what attribute value infornpation
is returned for this attribute type.

ilar rule applies for individual family member marked as the result of the matching or through operations sp
htrol attributes in the additionalControl component. If such a family member holds none of. the‘attribute|types
d by this component, this corresponds to the family member and all its subordinates being explicitly unmarke
L tAttribute data type specifies the details about how such an attribute type shall be represénted in the result
bnent does not affect search validation. If absent, the search-rule does not affect the @ntry information sel
t as possibly specified by the familyReturn and additionalControl components. This component h
Ving subcomponents:

is no

e control option is not set) will potentially be present in the result, subject to access control (see 16.7). If @ mgtched
or compound entry does not contain any of the attributes defined in this component, it is not included.insthe fesult.

ified

. The
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hs the
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If this subcomponent is absent, the search-rule does not make any restrictions on what attribute
can be returned based. on contexts.

If a context type.is'not included in this subcomponent, no context information of this type is ret
with any returned attribute value of this attribute type.

es for
ation

alues

urned

If a contextprofile does not include the contextvalue data type, all context values of the cpntext

type are'returned with each attribute value.

IHone or more context profiles include the contextvalue data type, each such context pro
treated as a ContextAssertion to be applied against the attribute values as specified in 8
Only those attribute values for which this evaluation yields TRUE for all such context typ
returned. If this selection results in no value being returned for this attribute type, the attribute
included in the result. Likewise, if this selection results in no information left for an entry, this
is not returned.

file is
9.2.4.
S are
is not
entry

If all returned attribute values of this attribute type have the same {context type, context value} pair
to be returned, such a context value is removed from all the attribute values. If that leaves a context

without any context value, it is completely removed.

NOTE — This will permit a service to be tailored in such a way that a user with simple equipment in most

cases can receive information without contexts.
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16.10.5 Service and search controls

The defaultControls component, if present, is used to specify setting of bits not explicitly set for an operation in the
ServiceControlOptions Within the service controls of the operation argument, and if the operation is a Search, the
SearchControlOptions and HierarchySelections. If any specific option is absent, the defaultControls
element, if present, is used.

If all the hierarchyOptions subcomponent is absent in defaultControls, Or the defaultControls is absent,
hierarchy selection shall not be used. If the hierarchySelection component is present in a search argument and
specifies anything than self, the search validation against this search-rule fails. Corresponding elements in
mandatoryControls and searchRuleControls shall be omitted.

value

{ sefviceControls { }, searchOptions {searchAliases} }.

The mandatoryControls component specifies, by setting specific bits, the bitstring options that shall‘be presgnt as
specified in defaultControls; if any bit specified by mandatoryControls differs in the user-supplied optiond from
defapltControls, the search validation against this search-rule fails. Bits not specified by the mandatoryConffrols
comppnent are taken as zero. If the operation is a Read or Modify Entry operation, only thé)serviceConfjrols
subcgmponent is considered.

The dearchRuleControls component specifies, by setting specific bits, the bitstring eptions that are to be taker] from
the defaultControls rather than from the user-supplied options. Bits not specifi€éd Dy the searchRuleControls
comppnent are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceConfjrols
subcgmponent is considered.

NOTE — If the user supplies Uo to p in a Search operation, and the defaulfbits are Do w© n, the result of applyifg the

ddfaultControls component is a bit string Cot n Where bits 0 to p are taken‘from U and the remaining ones from D. The pearch
vaidation against this search-rule fails if the bitstring C&M is not equal to D&M, where C means Cotwo N , '&' represents a bftwise-

(G&~S | D&S) where S is the bitstring specified by searchRuleControls, ~S is its bitwise negation, and '|' represents a bitwise-
OR operation. This last manipulation has the effect of excising the.bits indicated by searchRuleControls and replacing them
with the default bit values. The familyGrouping component ‘specifies a family grouping specification that, if present| takes
precedence over (i.e., substitutes for) the familyGrouping inthe CommonArguments of the search argument.

16.1016 Family specifications

The familyGrouping component specifies ‘a-family grouping selection that, if present, takes precedence over
(i.e., ubstitutes for) the familyGrouping 0fthe CommonArguments of the search argument.

The familyReturn component specifies, family member return selection. It adjusts the specification given Ry the
famillyReturn in the EntryInformationSelection (0Or its default) of the search argument. The search-rule
specification takes precedence with-respect to the specification in membersSelect component, while the sgdarch
argunpent specification takes precedence with respect to familySelect component, i.e., if the familysqlect
comppnent is present in the geazch argument, a possible familySelect component in the search-rule shall be igpored.

16.10l7 Control of retaxation

The delaxationcomponent defines the relaxation policy using the RelaxationPolicy construct. The same corjstruct
may e included in a search request in the relaxation component. The procedure associated with this constijuct is
described here, covering both the case where it is included in a search-rule and the case where it is included in a sdarch
requept. f\RelaxationPolicy is included in both the search-rule and in the search request, additional specificptions
are giverin 10.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

The RelaxationPolicy has the following subcomponents:

a) The basic subcomponent, if present, defines MRMapping, i.€., a set of matching-rule substitutions and/or
mapping-based matching functions that are applied to a search filter for the first evaluation (i.e., without
tightening or relaxation). This permits the selection of a more appropriate match than the original match.
Omission of the item or supplying it with an empty set causes all the normal matching rules without
applying any mapping-based matching to be used for the first evaluation.

b) The tightenings subcomponent, if present, comprises a sequence of substitutions and of mappings, each
defined by MRMapping, that are to be applied in the order given, one at the time, if the matched entries are
too numerous (greater than maximum).
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c)

d)

€)

The relaxations subcomponent, if present, comprises a sequence of substitutions and mappings,

defined by MRMapping, that are to be applied in the order given, one at the time, if the matched entri
too few (less than minimum).

each
es are

The maximum subcomponent shall always be present if tightenings is present, and then specifies the

number of entries found above which a tightening is to be applied.

The minimum subcomponent specifies the number of entries found for which (or below which) a relaxation

is to be applied; if absent, it defaults to zero.

NOTE 1 — Relaxation/tightening is not affected by the performExactly search control option.

Matchmg rule substltutlons and mappmgs are defmed by MRMapp:Lng elements each of which consists of a sequence-of

signi

A Maj

N

'cance

a)

b)

bping element has the following components:

The mappingFunction component identifies a mapping-based mapping function \with asso
mapping table to be applied.

The 1evel component identifies the level of relaxation (or tightening if negative)-to be applied f
mapping-based matching. This component shall be ignored if the suserControl is set for the may

Ciated

Dr the
ping-

based matching and the extendedarea search control is included in the.s€arch request, in which case

the value specified in extendedArea is applied.

DTE 2 — For the basic substitution and mapping, the 1evel should in many cases bessef.to zero.

A MR$ubstitution element has the following components:

Su

N

One 3
and o

a)
b)

<)

prese

it 0 \another MRSubstitution,

attribute describes the attribute to which the substitutior(i$ to be applied.
oldMatchingRule is the matching rule that is to be substituted for. If absent, it applies to the prev

applicable matching rule of the specified type for the-attribute, if there is one. For basic substitution,

basic substitution is not performed, for the first relaxation/tightening substitution, the applicable mat
is the one that would otherwise have been usedxFor subsequent substitutions, the applicable matchin

ously
or if
ching
g rule

is the one brought in by the previous substitution. If this subcomponent specifies a matching rule that is

not the previously applicable matching rulé;then no substitution is performed.

DTE 3 — As an example, if the filter item is of type equality and thereby selecting an equality matching rule, al
bcomponent specifies a substring matching rule, thenno substitution is performed.

newMatchingRule iS the object-identifier for the substitute matching rule that is to be used in pl
the old matching rule. If absent, any corresponding filter-items are evaluated as TRUE for a non-ng
item, and FALSE for a negated item (i.e., in accordance with id-mr-nullMatch).

The following applies only for matching rule substitution specified in a search request. If a matchin
is specified for which there is a matching restriction for the attribute type (see 16.10.2, item g)) th3
make the sedreh request non-compliant with the governing-search-rule; or an unsupport
incompatible~matching rule is specified, the substitution is abandoned and no further substitut
performed-for the attribute type.

DTE 4 — It is asstmed that a DSA will not allow invalid substitutions to be present in a search-rule.

d this

ce of
gated

g rule
t will
bd or
on is

ttribute cafihave multiple MRSubstitution elements in an MRMapping provided that the combination of at
ldMatéhingRule (if present) is unique. When oldMatchingRule iS absent in one MRSubstitution,
the latter takes precedence in mapping the matching rule defindd by

oldMFtchingRule.

ibute
ut is

16.10.8 Additional control component

The additionalControl component allows the effect of a governing-search-rule to be adapted to a specific
environment where additional control of a Search operation is required. It specifies one or more control attribute types.
The semantics, syntax and placement of such a control attribute type referenced by this component shall be defined as
part of the control attribute definition. Such a specification may be made outside these Directory Specifications. A control
attribute specified includes a part of its definition procedures to be executed based on the information provided by the
control attribute.

This component does not affect the search-validation function.

92
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A control attribute could be placed in such way that it affects several entries, e.g., in a service-specific administrative
point or in a service administration subentry. It can also be placed in individual entries. When a control attribute is placed
in individual entries, it can only affect entry information selection for those entries. A control attribute may result in

certai

n entries or family members being explicitly unmark, which will prevent their presence in the Search result.

NOTE 1 - By placing a control attribute in the service-specific administrative point, the control attribute can affect the way
matching is performed. As an example, an attribute type specified in a filter item can be mapped into or supplemented by a set of
attribute types (“friendly" attribute types) against which matching can be performed in some defined way, e.g., to obtain the same
effect provided by attribute subtyping. Similarly, a control attribute could adjust the entry information returned.

NOTE 2 — By placing a control attribute in a given entry, it is possible to take individual requirements into account, e.g., to cover
personal data protection requirements.

If compound entries are been marked or unmarked as the result of the processing of one or more control attributes, this

shall
Entr
unma|
the re

16.109 Miscellaneous components

The d1lowedsubset component specifies the valid choices of the Search request subset-specification. This s

rule ¢

be done before applying the family return specification (as specified by the familyReturn i
yInformationSelection Or as overridden by the familyReturn search-rule component). If the. e

sult.

pmponent is ignored if the imposedSubset Search-rule component is present and the ‘useSubset search ¢

N the
plicit

rking results in no member of a compound entry being returned, the compound entry is completely removed from

parch-
bntrol

is notfset in a search request. As default, any subset choice is possible. If the subset\parameter of a search r¢quest
does not specify a value compatible with this search-rule component, the search validation against this search-rulg fails.
For a|Read or Modify Entry operation to comply with this component, it must include’the value baseObject.
The imposedSubset component specifies a subset that substitutes the subset specification in a search request. If
this c}mponent is not present or if the usesubset search control is set in the search request, no substitution is perfgrmed
and the restriction expressed by the allowedSubset is exercised. This<Component shall be ignored when evaluating a
read|or modifyEntry request against a search-rule.
The entryLimit component has two subcomponents. The default subcomponent indicates the size limit to be imposed
by th¢ Directory if the sizeLimit service control is not set, The max subcomponent indicates the maximum allopvable
value|for the sizeLimit Service control. If exceeded, the effective sizeLimit is reduced to this max value| This
comppnent shall be ignored when evaluating a read or.modifyEntry request against a search-rule.
16.10[10 ASN.1 information object classes
The SEARCH-RULE, REQUEST-ATTRIBUTE and' RESULT-ATTRIBUTE information object classes are provided to fadilitate
the dgcumentation of search-rules:
SEAR[CH-RULE ::= CLASS {

&dindId OBJECT IDENTIFIER,

&:ErviceType OBJECT IDENTIFIER OPTIONAL,

superClass INTEGER OPTIONAL,

&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,

&cpmbination AttributeCombination OPTIONAL,

&OitputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,

&defaultControls ControlOptions OPTIONAL,

&mandatoryControls ControlOptions OPTIONAL,

&sparchRuleControls ControlOptions OPTIONAL,

&familyGrouping FamilyGrouping OPTIONAL,

&£ FamilyReturn OPTIONAL,

&a AttributeType OPTIONAL,

&relaxation RelaxationPolicy OPTIONAL,

&allowedSubset AllowedSubset DEFAULT '111'B,

&imposedSubset ImposedSubset OPTIONAL,

&gentryLimit EntryLimit OPTIONAL,

&id INTEGER UNIQUE }
WITH SYNTAX {

DMD ID &dmdId

[SERVICE-TYPE &serviceType]

[USER-CLASS &userClass]

[INPUT ATTRIBUTES &InputAttributeTypes]

[COMBINATION &combination]

[OUTPUT ATTRIBUTES &OutputAttributeTypes]
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[DEFAULT CONTROL &defaultControls]
[MANDATORY CONTROL &mandatoryControls]
[SEARCH-RULE CONTROL &searchRuleControls]
[FAMILY-GROUPING &familyGrouping]
[FAMILY-RETURN &familyReturn]
[ADDITIONAL CONTROL &additionalControl]
[RELAXATION &relaxation]
[ALLOWED SUBSET &allowedSubset]
[IMPOSED SUBSET &imposedSubset]
[ENTRY LIMIT &entryLimit]
ID &id }
REQUEST-ATTRIBUTE ::= CLASS {
&aktributeType ATTRIBUTE. &id,
&SelectedValues ATTRIBUTE. &Type OPTIONAL,
&DefaultValues SEQUENCE {
ntryType OBJECT-CLASS. &id OPTIONAL,
alues SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&cpntexts SEQUENCE OF ContextProfile OPTIONAL,
&cpntextCombination ContextCombination OPTIONAL,
&MptchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE)}
WITH| SYNTAX {
ATTRIBUTE TYPE &attributeType
[SELECTED VALUES &SelectedValues]
[DEFAULT VALUES &DefaultValues]
[CONTEXTS &contexts]
[CONTEXT COMBINATION &contextCombination]
[MﬁTCHING USE &MatchingUse]
[INCLUDE SUBTYPES &includeSubtypes] }
RESULT-ATTRIBUTE ::= CLASS {
&afktributeType ATTRIBUTE. &id,
&optputvValues CHOICE {
electedValues SEQUENCE OF ATTRIBUTE. &Type,
tchedValuesOnly NULL } OPTIONAL,
&cpntexts ContextProfile OPTIONAL }
WITH| SYNTAX {
ATTRIBUTE TYPE &attributeType
[OPTPUT VALUES &outputValueés]
[CONTEXTS &contexts] M}
16.11 Matching restriction definition
An administrative authority may want to put restrictions on how a matching rule is applied. As an example, a rests
on a spibstring matching rule may/specify minimum lengths on substrings provided in a search filter item. Such a restr
is of 4 permanent nature and has no dynamic characteristics, as it is the case for search relaxation.

Withi
this i9

h a service-specific administrative area, restrictions can be applied by the proper construction of search rule
the only plage‘where matching restrictions can be introduced.

Matching restrictions may be defined as values of the MATCHING-RESTRICTION information object class:

iction
ction

5, and

MATCHING-RESTRICTION ::= CLASS {

&RFstriction,

&Rules MATCHING-RULE. &1d,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

RESTRICTION &Restriction

RULES &Rules

iD &id }
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matching rule restriction that is defined using this information object class:
a) &Restriction isthe syntax for the matching restriction to be applied;

b) &Rules is the set of matching rules to which this restriction can be applied. The restrictions can only be

specified for a basic matching rule, i.e., does not include the sParentMatchingRules field
definition;
€) &idisthe object identifier assigned to it.

in its

Several matching restrictions can be defined for any one matching rule, but only one can be applied in a given situation.

16.12  Search-validation function

The srtzarch—validation function is an abstract function that is used to determine the compatibility of a search reques
a particular search-rule. The search-validation function yields TRUE if the search request complies with the(Search

Other

For af attribute type represented by one or more filter items in\a'subfilter to be effectively present in that subfilter, aj

one o

The d

Wise, it yields FALSE. For a search request to comply with a search-rule:

— attribute types other than those represented by the inputAttributeTypes shall not e present
form in the search filter, negated or non-negated;

— ifan attribute type is present in a filter, it shall also be effectively present;
DTE — This implies that an attribute type shall not be only represented by negated filter items.

— the condition for the effective presence of request attributes as-~specified by the searc
attributeCombination component shall be fulfilled;

— ifthere are request-attribute-profiles that include the selectedvalues subcomponent, the correspo
attributes shall only be represented by non-negated filter items;

—  the subset specification in the search argument shall comply’'with the search-rule subset specific

—  the mandatory control as specified by the mandatoryControls component shall be exactly
defaultControls for the search-rule.

f the filter items shall comply with the Requestattribute specification for that attribute type, i.e.:
— the filter items shall be of type as specified-in 16.6;

—  ifthe selectedvalues subcomponent is present and non-empty in the request-attribute-profile, the
item shall match this subcomponent;

attribute-profile;

—  the matching rule specification in the filter item shall comply with the matching rule specifications
request-attribute-profite; and

— any matching réstriction shall be fulfilled.
etailed search-validation procedure is specified in clause 13 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

t with
-rule.

n any

n-rule

nding

htion;
as in

| least

filter

—  the context specification in ¢he filter item shall comply with the context specifications in the reguest-

in the
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SECTION 8 — SECURITY

17 Security model

171 Definitions

This Directory Specification makes use of the following terms defined in Rec ITU-T. X.800 | ISO 7498-2
(formerly:CCITT. X.800 | ISO 7498-2).

— access control;
— authenticafion;

—  security policy;

—  confidentiality;

— integrity.

The fpllowing terms are defined in this Directory Specification:

17.1.1  access control scheme: The means by which access to Directory information and.potentially to access frights
themgelves may be controlled.

17.1.2 protected item: An element of Directory information to which accesscan be separately controlled. The
protegted items of the Directory are entries, attributes, attribute values and names;

17.2 Security policies

The Qirectory exists in an environment where various administrative authorities control access to their portion of the|DIB.
Such jaccess is generally in conformance with some administration=controlled security policy (see Rec. ITU-T X]|509 |
ISO/IEC 9594-8).

Two gspects or components of the security policy which effect access to the Directory are the authentication procefures
and the access control scheme.

NOTE — Clause 18 defines two access control schemes knewn as Basic Access Control and Simplified Access Control, and|clause
19 defines Rule-based Access Control. These schemes-may be used in conjunction with local administrative controls; hopvever,
since local administrative policy has no standardized.representation, it cannot be communicated in shadowed information.

17.2.1  Authentication procedures and{megchanisms

Authgntication procedures and mechanisms in the context of the Directory include the methods to verify and progagate
wherg necessary:

— the identity of DSAs‘and Directory users;

—  the identity ofthe origin of information received at an access point.
NOTE 1 — The administrative authority may stipulate different provisions for the authentication of administrative ugers as
compared to provisions/for the authentication of non-administrative users.

General-use authentication procedures are defined in Rec. ITU-T X.509 | ISO/IEC 9594-8 and can be used in conjuriction
with the accesscontrol schemes defined in this Directory Specification to enforce security policy.
NOTE 2 ‘»Future editions of the Directory Specifications may define other access control schemes.

NOTE-3- Local administrative policy may stipulate that authentication taking place in certain other DSAs (e.g., DSAs in} other

D AR 1o ta ha dicranardnd
T 515 SHegT
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In general, there will be a mapping function from the authenticated identity (e.g., human user identity as authenticated
by an authentication exchange) to the access control identity (e.g., the distinguished name of an entry, together with an
optional unique identifier, representing the user). A particular security policy may state that the authenticated identity
and the access control identity are the same.

17.2.2  Access control scheme

The definition of an access control scheme in the context of the Directory includes methods to:
—  specify access control information (ACI);
— enforce access rights defined by that access control information;
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—  maintain access control information.

The enforcement of access rights applies to controlling access to:
—  Directory information related to names;
—  Directory user information;
—  Directory operational information including access control information.

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However admlnlstratlve authorltles may stlpulate separate provmons for the protectlon of some or aII of the Directory
, Ay jetect

butes)

ccess
hding
Securfity Authority. This attribute is placed in the Administrative Entry for the corresponding Administrative Point| Only
administrative entries for Access Control Specific Points are allowed to contain an accessCéntrolScheme attribute.

NOTE 2 — If this operational attribute is missing with respect to access to a given entry, then the DSA shall behave as for|a first
edjtion DSA (i.e., it is a local matter to determine an access control mechanism and its effect on operations, results and errofs).

accepsControlScheme ATTRIBUTE ::= {
WICH SYNTAX OBJECT IDENTIFIER
EQPALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-aca-accessControlScheme }

Any dubentry or entry in an ACSA is permitted to contain entfy*ACI if and only if such ACI is permitted and congistent

17.3 Protection of Directory operations
Therd are two forms of protection available for.Directory operations: confidentiality and integrity.

Confidentiality is available only on a point-to=point basis through the use of Transport Layer Security (TLS), which may
be inyoked for the Internet Directly Mapped (IDM) Directory protocols, for the Open Systems Interconnection [(OSI)
Trangport Layer on top of the Transmission Control Protocol (TCP) and for LDAP. TLS is not available for a purg OSI
Directory protocol stack. It is nated that point-to-point protection may be inadequate in a distributed environment;
howeyer, end-to-end confidentiality is only provided through the protection of the attributes themselves.

Integtlity is provided in twa'ways. Point-to-point integrity may be provided for IDM Directory protocols and for LDAP
through the use of TKS)End-to-end integrity may be provided by signing and optionally chaining signed Dirg¢ctory
operafions using OPTIONALLY-PROTECTED as specified below. The PDUs containing the Directory operations afe not
prote¢ted; rather;the arguments, results, and errors are protected. There is no mechanism for providing a secure pergistent
recordl of events.stch as DAP operations.

OPTIPNATLY-PROTECTED iS a parameterized data type where the parameter is a data type whose values may, pt the
option of-the generator, be accompanied by their digital signature. This capability is specified by means of the follpwing

type:

OPTIONALLY-PROTECTED{Type} ::= CHOICE ({
unsigned Type,
signed SIGNED{Type} }

The OPTIONALLY-PROTECTED-SEQ iS used instead of OPTIONALLY-PROTECTED wWhen the protected data type is a
sequence data type that is not tagged.

OPTIONALLY-PROTECTED-SEQ{Type} ::= CHOICE {

unsigned Type,
signed [0] SIGNED{Type} }
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The SIGNED parameterized data type, which describes the signed form of the information, is specified in 6.1 of
Rec. ITU-T X.509 | ISO/IEC 9594-8.

When the signed alternative is taken, the information shall be DER encoded (see 6.2 of Rec. ITU-T X.509 |
ISO/IEC 9594-8) following the principles specified in 6.3 of Rec. ITU-T X.509 | ISO/IEC 9594-8.

18 Basic Access Control

18.1 Scope and application

This ¢glause-defires-one Dpcbifib aceess-controt-seheme (uf puaalbly many) forthe Dii’cutui’y. Fhe-aceesscontrot-sgheme
defingd herein is identified with the accessControlScheme operational attribute by giving it the, |value
basif-access-control. Clause 17.2.2 describes which entries contain the accessControlScheme(0pergtional
attribyte.

NOTE — An access control scheme known as "Simplified Access Control™ is specified in 18.9. It is defined as.asubset of thq Basic
Agcess Control scheme. When Simplified Access Control is used, the accessControlScheme operational attribute shal|l have
th¢ value simplified-access-control. Additional access control schemes known as "Rule-pased Access Contrgl" are
specified in clause 19.

The scheme defined here is only concerned with providing means of controlling access.to’the Directory information
within the DIB (potentially including tree structure and access control information). It doés not address controlling access
for thg purpose of communication with a DSA application-entity. Control of access.tgZinformation means the prevention
of unquthorized detection, disclosure, or modification of that information.

18.2 Basic Access Control model

The Basic Access Control model for the Directory defines, for every.Directory operation, one or more points at yhich
accesp control decisions take place. Each access control decision involves:

— that element of Directory information being accgssed, called the protected item;

—  the user requesting the operation, called the ¥equestor;

— aparticular right necessary to complete a\portion of the operation, called the permission;

— one or more operational attributes that collectively contain the security policy governing access tp that
item, called ACI items.

Thus,|the basic access control model defines:

—  the protected items;

—  the user classes;

—  the permission categories required to perform each Directory operation;

—  the scope of.application and syntax of ACI items;

—  the basic algorithm, called the Access Control Decision Function (ACDF), used to decide whether a
particular requestor has a particular permission by virtue of applicable ACI items.

18.2.] Protested items

A protected item is an element of Directory information to which access can be separately controlled. The protected jtems
of the| Directory are entries, attributes, attribute values and names. For convenience in specifying access control poljicies,
Basic i fdtenti i i i i rall
attribute values of a given attribute, and to specify a common protection for them.

18.2.2  Access control permissions and their scope
Access is controlled by granting or denying permissions. The permission categories are described in 18.2.3 and 18.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the
scope of a subentry for a particular administrative point.
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Permission categories are generally independent. Since all Directory entries have a relative position within the DIT, access
to user and operational information always involves some form of access to DIT related information. Thus, there are two
main forms of access control decision associated with a Directory operation: access to entries as named objects (referred
to as entry access); and access to attributes containing user and operational information (referred to as attribute access).
For many Directory operations, both forms of permission are required. In addition, where applicable, separate permissions
control the name or error type returned. Some important aspects of permissions categories, forms of access, and access
control decision making are as follows:

a)

To perform Directory operations on entire entries (e.g., read an entry or add an entry), it is usually
necessary for permission to be granted with respect to the attributes and values contained within that entry.
Exceptions are permissions controlling entry renaming and removal: in neither case is attribute or attribute
value permissions taken into account.

18.2.3

The
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b)

d)

€)

9)

h)

Permission €ategories for entry access

To perform Directory operations that require access to attributes or attribute values, it is necessary\tq have
entry access permission to the entry or entries that contain those attributes or values.

NOTE 1 - The removal of an entry or of an attribute does not require access to the contents of the entry or{of the
attribute.

The decision whether or not to permit entry access is strictly determined by the positiof of the entry|in the
DIT, in terms of its distinguished name, and is independent of how the Directory lgcates that entry.

A design principle of Basic Access Control is that access may be allowed only when there is an expjicitly
provided grant present in the access control information used by the Directoty to make the access cpntrol
decision. Granting one form of access (e.g., entry access) never automatically or implicitly grants thefother
form (e.g., attribute access). In order to administer meaningful Directery access control policies, it if thus
usually necessary to explicitly set access policy for both forms of access.
NOTE 2 — Certain combinations of grants or denials are illogical,,but’it is the responsibility of users, rathg¢r than
the Directory, to ensure that such combinations are absent.
NOTE 3 — Consistent with the above design principle, granting or denying permissions for an attribute valye does
not automatically control access to the related attribute. {Moreover, in order to access an attribute value(s){in the
course of a Directory interrogation operation, a user ‘must be granted access to both the attribute type gnd its
value(s).

The only default access decision provided in the"model is to deny access in the absence of explicit gccess
control information that grants access.

A denial specified in access control information always overrides a grant, all other factors being equal.

A particular DSA may not have the access control information governing the Directory data it cqches.
Security Administrators should besaware that a DSA with the capability of caching may pose a signifficant
security risk to other DSAs, in that it may reveal information to unauthorized users.

For the purposes of intérrogation, collective attributes that are associated with an entry are profected
precisely as if they were attributes that form part of the entry.
NOTE 4 — For the purposes of modification, collective attributes are associated with the subentry that holdd them,

not with entrie§ within the scope of the subentry. Modify-related access controls are therefore not releyant to
collective attnibutes, except when they apply to the collective attribute and its values within the subentry.

permission_ €ategories used to control entry access are Read, Browse, Add, Remove, Modify, Repame,
pseOnError, Export, and Import and ReturnDN. Their use is described in more detail in Rec. ITU-T X.511 | ISQ/IEC
3. Anpex M provides an overview of their meaning in general situations. This subclause introduces the categories
efly‘indicating the intent associated with the granting of each. The actual influence of a particular granted permjssion
cessicontrol decisions are, however, determined by the full context of the ACDF and access control decision points

for each Directory operation.

a)

b)

Read, if granted, permits read access for Directory operations which specifically name an entry (i.e., as
opposed to the List and Search operations) and provides visibility to the information contained in the entry
to which it applies.

Browse, if granted, permits entries to be accessed using Directory operations which do not explicitly
provide the name of the entry.

Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes and attribute
values to be placed in the new entry at time of creation.

NOTE 1 — In order to add an entry, permission shall also be granted to add at least the mandatory attributes and
their values.
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d)

€)

NOTE 2 — There is no specific "add subordinate permission”. Permission to add an entry is controlled using
prescriptiveACI operational attributes as described in 18.3.

Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or
attribute values within the entry.

Modify, if granted, permits the information contained within an entry to be modified.

NOTE 3 — In order to modify information contained within an entry other than the distinguished name attribute
values, appropriate attribute and value permissions shall also be granted.

Granting Rename is necessary for an entry to be renamed with a new RDN, taking into account the
consequential changes to the distinguished names of subordinate entries, if any; if the name of the superior
is unchanged, the grant is sufficient.

18.2.4

The {
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Permission categories for attribute and attribute value access

NOTE 4—=Tn order 0 rename an entry, there are no prerequisiie Permissions t0 contained attributes or yalues,
including the RDN attributes; this is true even when the operation causes new attribute values to be adped or
removed as a result of the changes of RDN.

DiscloseOnError, if granted, permits the name of an entry to be disclosed in an error (or empty) restlt.

Export, if granted, permits an entry and its subordinates (if any) to be exported; that is,xemoved frgm the
current location and placed in a new location subject to the granting of suitable-~permissions at the
destination. If the last RDN is changed, Rename is also required at the current location.
NOTE 5 — In order to export an entry or its subordinates, there are no prerequisite permissions to corftained
attributes or values, including the RDN attributes; this is true even when the operation causes attribute vajues to
be added or removed as a result of the changes of RDN.

Import, if granted, permits an entry and its subordinates, if any, to be imported; that is, removed from|some
other location and placed at the location to which the permission applies (subject to the granting of suitable
permissions at the source location).

NOTE 6 — In order to import an entry or its subordinates; fhere are no prerequisite permissions to corjtained
attributes or values, including the RDN attributes; this is:true even when the operation causes attribute values to
be added or removed as a result of the changes of RDN:

ReturnDN, if granted, allows the distinguished namg of the entry to be disclosed in an operation resylt.

ermission categories used to control attribute and attribute value access are Compare, Read, FilterMatch| Add,
ve, and DiscloseOnError. They are described(n more detail in Rec. ITU-T X.511 | ISO/IEC 9594-3. Anrlex M
les an overview of their meaning in generahgituations. This subclause introduces the categories by briefly indigating
fent associated with the granting of each~Fhe actual influence of a particular granted permission on access cpntrol
ons are, however, determined by the full context of the ACDF and access control decision points for each type of

100

fory operation.

a) Compare, if granted,(permits attributes and values to be used in a Compare operation.

b) Read, if granted, permits attributes and values to be returned as entry information in a Read or Jearch
access operation.

c) FilterMatch;if granted, permits evaluation of a filter within a search criterion.

d) Add,ifigranted for an attribute, permits adding an attribute subject to being able to add all specified attfibute
valaes: If granted for an attribute value, it permits adding a value to an existing attribute.

e) .Remove, if granted for an attribute, permits removing an attribute complete with all of its values. If gfanted
for an attribute value, it permits the attribute value to be removed from an existing attribute.

f) DiscloseOnError, if granted for an attribute, permits the presence of the attribute to be disclosed by an
attributeorsecurity error- H granted-foramattribute vatue, it permits the presence of theattribute value to
be disclosed by an attribute or security error.

g) Invoke, if granted, the object (always an operational attribute or a value of an operational attribute) to

which the permission applies can be invoked on behalf of the authenticated user by the DSA. The function
carried out by invocation is attribute-dependent. No other permissions are required for user for the
operational attribute or on the entry/subentry that holds it.
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18.3 Access control administrative areas

The DIT is partitioned into subtrees termed "autonomous administrative areas", each of which is under the administrative
authority of a single Domain Management Organization. It may be further partitioned into subtrees termed "specific
administrative areas" for the purposes of specific aspects of administration; alternatively, the whole of an autonomous
administrative area may comprise a single specific administrative area. Each such specific administrative area is the
responsibility of a corresponding specific administrative authority. A particular administrative area may be shared by
several specific administrative authorities. See clause 11.

18.3.1  Access control areas and Directory Access Control Domains

In the case of access control the speC|f|c admlnlstratlve authorlty isa Securlty Authorlty, and the specmc admmlstratlve
area i A

Pointf.
cont
more
the
admihi
infor
basif
acce
conta

respe
area) defined by the subentry subtreeSpecification.

The dccessControlScheme attribute shall be present if and only if the holding administrative entry is an access cpntrol
specific entry. An administrative entry can never be both an access control specific and an access control inner pntry;
corregponding values can therefore never be present simultaneously.inthe administrativeRole attribute.

The sgope of a subentry that contains access control information;as’defined by its subtreeSpecification (which may
include subtree refinements), is termed a Directory Access Control Domain (DACD).

NOTE — A DACD can contain zero entries, and can encompass entries that have not yet been added to the DIT.

The $ecurity Authority may permit an Access Cantrol Specific Area to be partitioned into subtrees termed |inner
(administrative) areas. Each such inner area is termed an "Access Control Inner Area" (ACIA) with access-confjrol-
innek-area as the value of the administfativeRole operational attribute. Each subentry of the correspanding
administrative point that contains prescriptive ACI has, as before, an accessControlSubentry value within its pbject
class pttribute.

The qcope (subtreeSpecification) specified in a subentry within an ACIA is also a DACD and contains gntries
insidg the associated Access Control Inner Area.

ACIAs allow a degree of delegation of access control authority within the ACSA. The authority for the ACSA still r¢tains
authority within the ACIA-since the ACI in the subentries of the ACSA's administrative point apply as well as thg ACI
in the|subentries of the\relevant ACIAs (clause 18.6 explains how the ACSA controls authority).

In summary, in evaluating access controls, the type of access control scheme (e.g., Basic Access Control) is indicafed by
the afcessControlScheme attribute value of the relevant access control specific entry; the role of each relevant
administrative>entry within the ACSA is indicated by its administrativeRole attribute values; the preserjce of
prescliptive access control in a particular subentry is indicated by an accessControlSubentry value in its objecf class
attribute

Subentries, like other entries, can hold an entryAcT attribute for protection of its own contents.

18.3.2  Associating controls with administrative areas

Access to a given entry is (potentially) controlled by the totality of superior access control administrative points (both
inner and specific) up to and including the first non-inner access control administrative point or Autonomous
Administrative Point encountered moving up the DIT from the entry towards the root. Access Control Specific Points
superior to this access control administrative point have no effect on access control to the given entry.

NOTE 1 — An Autonomous Administrative Point is considered implicitly to be an Access Control Specific Point for the purpose
of this description, even if it is not associated with any prescriptive controls.
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Some important points regarding the association between access controls and administrative areas are:

a) Access controls for Directory information may apply to only selected entries, or may have scope extending
throughout portions of the DIB that are logically related by a common security policy and a common
Access Control administration.

b)  Access control may be imposed on entries within ACSAs or within ACIAs by placing prescriptiveACI
attributes (see 18.5) within one or more subentries of the corresponding Access Control Administrative
Entry, with scope defined by an appropriate subtreeSpecification.

NOTE 2 — prescriptiveACI attributes are not collective attributes. There are a number of significant differences
between prescriptiveacI and collective attributes:

— although a prescriptiveAcI attribute may affect access control decisions for each entry within the scope of
the subentry that holds it, the prescriptiveACT attribute is not considered to supply accessible informafion to
any such entry or to be in any sense a part of such an entry;

-  prescriptiveACT attributes are associated with the access control aspects of administration, andyare assqciated
with Access Control Specific and Inner Points, not with entry-collection administrative points;

—  the purpose of a prescriptiveACT attribute is to express a policy that influences across.a defined set of gntries,
while the purpose of a collective attribute is to provide information that associates a user-accessible|set of
attributes within a defined set of entries;

- prescriptiveACI attributes represent policy information that will, in general._not be widely accessiple by
ordinary users. Administrative users who need to access prescriptiveACt ‘iriformation can access them as
operational attributes within subentries.

C¢) AprescriptiveACI operational attribute contains ACIItems (se€\18.4.1) common to all entries (vithin
the scope of the subentry, i.e., DACD, in which the prescriptiveAcI occurs. A DACD normally
contains entries inside the associated Access Control Specific’Area (but can contain no entries at aII’L.

d) Although particular ACIItems may specify attributes or values as protected items, ACIItems are lodically
associated with entries. The particular set of ACIItems associated with an entry and with the contents of
that entry is a combination of:

— ACIItems that apply to that particular entry, specified as values of the entryacI opergtional
attribute, if present (see 18.5.2);

— ACIItems from prescriptiveAcCT.Operational attributes applicable to the entry by virtue of|being
placed in subentries of administrative entries whose scope includes the particular entry (see 18J5.1).

e) Eachentry (controlled by entryacI and/or prescriptiveAcI) necessarily falls within one and only one
ACSA. Each such entry may also-fall within one or more ACIAs nested inside the ACSA containing the
entry. The prescriptiveaAcT'that potentially affects the outcome of access control decisions for afgiven
entry are located within\subentries (of the administrative entry) for the ACSA and for each ACIA
containing the entry. ©ther subentries cannot affect access control decisions regarding that entry.

f) Ifanentry is withinthe scope of more than one DACD, the complete set of ACIItems that may potentially
affect access control decisions regarding that entry includes all prescriptiveacI item attributes of{those
DACDs, in.addition to any entryACT attributes in the entry itself. An example is shown in Figure 1. The
effective-aceess control at entry E1 is a combination of the prescriptiveacI for DACD1, DACD?2,
DACDSand entryact (if present) in entry E1. The effective access control at entry E2 is a combimnation
of-the'prescriptiveacI for DACD1 and DACD3, and entryAcI (if present) in entry E2.

NOTE 3 — Protection of access control information is described in 18.6.

0){ The subtreeSpecification attribute in each subentry defines a collection of entries within an
administrative area. Since a subtreeSpecification may define a subtree refinement, DACD$ may

does not show administrative points, subentries, or administrative areas; however it may be considered as
three DACDs in the same ACSA with each DACD corresponding to a single subentry of the administrative
point for that ACSA (and there are no ACIAs). Alternatively, Figure 17 may be considered in the context
of a single ACSA containing a single ACIA where DACD1 is congruent to the ACSA and DACD3 is
congruent to the ACIA (DACD1 and DACD2 would correspond to subentries of the ACSA administrative
point and DACD3 would correspond to a subentry of the ACIA administrative point). An administrative
area is congruent to a DACD when the collection of entries in the DACD is the same as the collection of
entries in the implicitly defined subtree corresponding to the administrative area. See the example in Annex
N for figures depicting the relationship between administrative entries, administrative areas, subentries and
DACD:s.
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Figure 17 — Effective Access Control using DACDs

18.4 Representation of Access Control Information

18.4.] ASN.1 for Access Control Information

Accegs Control Information is represented as a set of ACIItemS where each ACIItem grants or denies permissigns in
regarg to certain specified users and protected items.

In ASN.1, the information is expressed as:

ACIIkem ::= SEQUENCE {
identificationTag UnboundedDirectoryString,
precedence Precedence,
aukhenticationLevel Authenticationlevel,
itpmOrUserFirst CHOICE {
i temFirst [0] SEQUENCE ({
protectedItems ProtectedItems,
itemPermissions SET OF ItemPermission,
...},
hserFirst [1}._ SEQUENCE {
userClasses UserClasses,
userPermissionhs SET OF UserPermission,
N
R
}
Precgdence~": := INTEGER(0..255,...)
Prot[ctedItems ::= SEQUENCE {
entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
allAttributeValues [3] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributevValue [5] SET SIZE (l1..MAX) OF AttributeTypeAndValue
OPTIONAL,
selfvalue [6] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
rangeOfValues [7] Filter OPTIONAL,
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}

MaxValueCount ::=
type Attrib
maxCount INTEGER,

Rest

ty
va

User
al
th
n
us

su.

[8] SET SIZE (1..MAX) OF MaxValueCount

OPTIONAL,
[9] INTEGER OPTIONAL,

[10] SET SIZE (1..MAX) OF RestrictedValue

OPTIONAL,

[11] SET SIZE (1..MAX) OF ContextAssertion

OPTIONAL,
[12] Refinement OPTIONAL,

SEQUENCE {
uteType,

}

rictedValue

be Attrib

luesIn Attrib
}

Classes ::= SE
lUsers [0]
isEntry [1]
e [2]
rGroup [3]

btree [4]
}

ItemPermission ::=

pr
us

gr

User
pPr

pxr

Auth
ba

ot]

Gran

gr
de

gr

cedence
[ -- de
rClasses

antsAndDenials

}

Permission ::=
ecedence

-- de
btectedItems
antsAndDenials
}

nticationLeve
icLevels

evel
ocalQualifier
igned

L ..},

her

}

EsAndDenials

antAdd
nyAdd

| with any component of ProtectedItems

::= SEQUENCE {

uteType,
uteType,

QUENCE {

NULL OPTIONAL,
NULL OPTIONAL,
SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an

-- entry of GroupOfUniqueNames

SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL,

SEQUENCE {
Precedence OPTIONAL,

faults to precedence in ACIItem
UserClasses,
GrantsAndDenials,

SEQUENCE {
Precedence OPTIONAL,

faults to precedefnce in ACIItem
ProtectedItems,
GrantsAndDenials,

1 ::= CHOICE {

SEQUENCE ™ {
ENUMERATED {none(0), simple(l), strong(2),...},
INTEGER OPTIONAL,
BOOLEAN DEFAULT FALSE,

EXTERNAL,

:= BIT STRING {

permissions that may be used in conjunction

(0),
(1),

grantDiscloseOnError (2),
denyDiscloseOnError (3),

gr
de
gr
de

antRead
nyRead
antRemove
nyRemove

(4),
(5),
(6),
(7)),

-- permissions that may be used only in conjunction
-- with the entry component

gr
de
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antBrowse
nyBrowse

(8),
(9),
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grantExport (10),
denyExport (11),
grantImport (12),
denyImport (13),
grantModify (14),
denyModify (15),
grantRename (1e6) ,
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),

-- permissions that may be used in conjunction
-- with any component, except entry, of ProtectedItems

grantCompare (20) ,
dehyCompare (21),
grantFilterMatch (22),
dephyFilterMatch (23),
grantInvoke (24),
dehyInvoke (25) }

18.4.2  Description of ACIlItem Parameters

18.4.2.1 Identification Tag

identificationTag is used to identify a particular ACIItem. This is used to discrimjnate-among individual ACIJtems
for thg purposes of protection, management and administration.

18.4.2.2 Precedence

Precefence is used to control the relative order in which AcIItems are considered during the course of making an access
contrl decision in accordance with 18.8. AcIItems having higher prece@ience values may prevail over others with fower
preceflence values, other factors being equal. Precedence values are integers and are compared as such.

Preceplence can be used by a superior authority within the SecurityAuthority to permit partial delegation of access cgntrol
policy setting within an ACSA. This can be achieved by the. superior authority setting a general policy at a|high
preceflence and authorizing users representing the subordinate authority (e.g., associated with an ACIA) to creatg and
modify ACI with a lower precedence, in order to tailor:the general policy for specific purposes. The partial deledation
thus requires the means for the superior authority to limit the maximum precedence which the subordinate authority can
assign to ACI under its control.

Basic|Access Control does not specify or descriie’how to limit the maximum precedence that can be used by a subordinate
authority. This is to be done by local means:

18.4.2.3 Authentication Level

AuthpnticationLevel definesithe minimum requestor security level required for this ACIItem. It has two forms:

— basicLeveXks which indicates the level of authentication, optionally qualified by positive or negative
integer LocalQualifier, and whether the request is required to be signed;

—  otherjan externally defined measure.

Wher| basicLevels is used, an AuthenticationLevel consisting of a 1level and optional localQualifieg shall
be asgigned to-the‘requestor by the DSA according to local policy. For a requestor's authentication level to meet or ekceed
a minimum\requirement, the requestor's Level shall meet or exceed that specified in the AcIItem, and in additipn the
requeptor's localQualifier shall be arithmetically greater than or equal to that of the ACIItem. Strong authentigation
of the'refuestoris-consideredto-exceed-areguirerment-for-simple-erno-authenticationand-shnple-authentication-exceeds
a requirement for no authentication. For access control purposes, the "simple" authentication level requires a password,;
the case of identification only, with no password supplied, is considered "none". If a localQualifier is not specified
in the AcIItem, then the requestor need not have a corresponding value (if such a value is present, it is ignored). In
addition to meeting or exceeding above requirements, the request shall be signed if the ACIItem specifies signed equal
TRUE.

When other is used, an appropriate AuthenticationLevel shall be assigned to the requestor by the DSA according
to local policy. The form of this AuthenticationLevel and the method by which it is compared with the
AuthenticationLevel inthe ACI is a local matter.
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NOTE 1 — An authentication level associated with an explicit denial indicates the minimum level to which a requestor shall be
authenticated in order not to be denied access. For example, an aciItem that denies access to a particular user class and requires
strong authentication will deny access to all requestors who cannot prove, by means of a strongly authenticated identity, that they
are not in that user class.

NOTE 2 — The DSA may base authentication level on factors other than values received in protocol exchanges.

18.4.2.4

itemFirst and userFirst Parameters

Each AcIItem contains a choice of itemFirst or userFirst. The choice allows grouping of permissions depending
on whether they are most conveniently grouped by user classes or by protected items. itemFirst and userFirst are
equivalent in the sense that they capture the same access control information; however, they organize that information
differently. The choice between them is based on administrative convenience. The parameters used in itemFirst or
First are described below.

user

106

a)

ProtectedItems define the items to which the specified access controls apply. It is defined~ag
selected from the following:

entry means the entry contents as a whole. In case of a family member, it also.means the
content of each subordinate family member within the same compound ,attribute. It doe

necessarily include the information in these entries. This element shall becignored if the clrlsses

element is present, since this latter element selects protected entries (and subordinate family me
on the basis of their object class.

allUserAttributeTypes means all user attribute type information associated with the entr
not values associated with those attributes.

allUserAttributeTypesAndvValues means all user attribute information associated wi
entry, including all values of all user attributes.

attributeType means attribute type information{pertaining to specific attributes but not
associated with the type.

allAttributeValues means all attribute value information pertaining to specific attributes.
attributeValue means a specific value of specific attributes.

selfvalue means the attribute value@assertion corresponding to the current requestor. The pro
item selfvalue applies only when the access controls are to be applied with respect to a sg
authenticated user. It can only__apply in the specific case where the attribute specified

a set

entry
s not

bers)
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h the

alues

ected
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DistinguishedName Or unilqueMember Syntax and the attribute value within the specified atfribute

matches the distinguishec\name of the originator of the operation.

NOTE 1 — allUserAttributeTypes and allUserAttributeTypesAndvalues do not include oper
attributes, which should:be ‘specified on a per attribute basis, using attributeType, allAttributeVal
attributeValue,

rangeOfValues means any attribute value which matches the specified filter, i.e., for whi
specified.filter evaluated on that attribute value would return TRUE.

NOTE 2~Fhe filter is not evaluated on any entries in the DIB; it is evaluated using the semantics defined
of Recy, FPU-T X.511 | ISO/IEC 9594-3, operating on a fictitious entry that contains only the single attributg
wihichvis the protected item.

The\following items provide constraints that may disable the granting of certain permissions to pro
items in the same SEQUENCE:

— maxValueCount restricts the maximum number of attribute values allowed for a specified athute
Sougnt 15 add. values of that attribute in the entry are counted without regard 10 CONTEXt Of access

tional
hes OF

h the

in7.8
value

ected

type. It is examined if the protected item is an attribute value of the specified type and the permjssion

control and as though the operation which adds the values were successful. If the number of values in

the attribute exceeds maxCount, the ACI item is treated as not granting add access.
maxImmSub restricts the maximum number of immediate subordinates of the superior entry

to an

entry being added or imported. It is examined if the protected item is an entry, the permission sought
is add or import, and the immediate superior entry is in the same DSA as the entry being added or
imported. Immediate subordinates of the superior entry are counted without regard to context or
access control as though the entry addition or importing were successful. If the number of

subordinates exceeds maxImmSub, the ACI item is treated as not granting add or import access
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— restrictedBy restricts values added to the attribute type to being values that are already present in
the same entry as values of the attribute valuesIn. It is examined if the protected item is an attribute
value of the specified type and the permission sought is add. Values of the valuesIn attribute are
checked without regard to context or access control and as though the operation which adds the values
were successful. If the value to be added is not present in valuesIn, the ACI item is treated as not
granting add access.

— contexts restricts values added to the entry to having context lists that satisfy all of the context
assertions in contexts. It is examined if the protected item is an attribute value and the permission
sought is add. If the value to be added does not satisfy the context assertions, the ACI item is treated
as not granting add access; if it does satisfy all of them, the ACI item is treated as not denying add
access

b)

c)

d)

NOTE 3 — This is only relevant when the permission sought is add, and all context assertions shall be satisfied. It
does not provide for general use of contexts to differentiate protected items for other permissions.

- classes means the contents of entries (possibly a family member) which are restrictedito thogde that
have object class values that satisfy the predicate defined by Refinement (See 12.3'5), together (in

the case of an ancestor or other family member) with the entry contents as a wholeof each suborflinate
family member entry; it does not necessarily include the information in these)éntries.

NOTE 4 — By the rules for entry and classes, all family members inherit the atcess control of the ancegtor or
of superior family members within the same family. This does not preclude, fafily members being subject to
further policies from entryACI Or prescriptiveAcCI that increase or decreaseprotection.

UserClasses defines a set of zero or more users the permissions.apply to. The set of users is selected
from the following:

— allUsers means every directory user (with possible requirements for authenticationLevdl).

—  thisEntry means the user with the same distinguished name as the entry being accessed, or|if the
entry is a member of a family, then additionally the:user with the distinguished name of the andestor.

— name is the user with the specified distinguished*name (with an optional unique identifier).

— userGroup is the set of users who are members of the groupOfNames Or groupO£fUniqueNames
entry, identified by the specified distingaished name (with an optional unique identifier). Members of
a group of unique names are treated as“individual object names, and not as the names of other groups
of unique names. How group membership is determined is described in 18.4.2.5.

— subtree is the set of users«whose distinguished names fall within the definition of the (unrefined)
subtree.

SubtreeSpecification.isused to specify a subtree relative to the root entry named in base. The|base
represents the distinguished name of the root of subtree. The subtree extends to the leaves of the DIT {inless
otherwise specified if chop. The use of a specificationFilter component is not permitted; if present,
it shall be ignored.
NOTE 5 — subtreeSpecification does not allow subtree refinement because a refinement might require a
DSA to.use-a distributed operation in order to determine if a given user is in a particular user class. Basic fccess
Contrelis'designed to avoid remote operations in the course of making an access control decision. Member$hip in
a subtree whose definition includes only base and chop can be evaluated locally, whereas membership in a qubtree
definition using specificationFilter can only be evaluated by obtaining information from the user's entry
which is potentially in another DSA.

ItemPermission contains a collection of users and their permissions with respect to Protected]tems
within an itemFirst specification. The permissions are specified in grantsAndDenials as disqussed
in item f) of this subclause. Each of the permissions specified in grantsAndDenials is considefed to

have the precedence level specified in precedence for the purpose of evaluating access control
information as discussed in 18.8. If precedence is omitted within ItemPermission, then precedence
is taken from the precedence specified for the ACIItem (See 18.4.2.2).

UserPermission contains a collection of protected items and the associated permissions with respect to
userClasses Within a userFirst specification. The protected items are specified in protectedItems
as discussed in 18.4.2. The associated permissions are specified in grantsAndDenials as discussed in
item f) of this subclause. Each of the permissions specified in grantsAndDenials is considered to have
the precedence level specified in precedence for the purpose of evaluating access control information as
discussed in 18.8. If precedence is omitted within UserPermission, the precedence is taken from the
precedence Specified for the ACIItem (See 18.4.2.2).
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18.4.2.5 Determining group membership
Deter

be co

18.5

AcCCes
attrib

18.5.]

A Pre
applid

pres

f) GrantsAndDenials specify the access rights that are granted or denied in the ACIItem Specification.
The precise semantics of these permissions with respect to each protected item is discussed in

Rec. ITU-T X.511 | ISO/IEC 9594-3.
g) UniqueIdentifier may be used by the authentication mechanism to distinguish between instan

ces of

distinguished name reuse. The value of the unique identifier is assigned by the authentication authority
according to its policy and is provided by the authenticating DSA. If this field is present, then for an

accessing user to match the name user class of an ACIItem that grants permissions, in addition

to the

requirement that the user's distinguished name match the specified distinguished name, the authentication

of the user shall yield an associated unique identifier, and that value shall match for equality wi
specified value.

the user may be taken from the subjectUniqueIdentifier field of the sender's Certificate in thé\o
CertificationPath.

a) A DSA is not required to perform a remote operation to determine whethet,the requestor belong
particular group for the purposes of Basic Access Control. If membership-inthe group cannot be eval

sought, and does belong to the group if it denies the permission sought.
NOTE 1 — Access control administrators should beware of basing,aceess controls on membership of non-

NOTE 2 — For performance reasons, it is usually impracticalto retrieve group membership from remote D

Compare operation to check membership prior to applying this clause.

b) In order to determine whether the requestor is.a member of a userGroup user class, the following c
apply:
— The entry named by the userGroup specification shall be an instance of the object
groupOfNames O groupOfUnigueNames.

NOTE 3 — Values of the member Or uniqueMember attribute that do not match the name of the reques
ignored, even if they represent the names of groups of which the originator could be found to be a member.
nested groups are not.supported when evaluating access controls.

ACI operational attributes

s control informatien is-stored in the Directory as an operational attribute of entries and subentries. The opera
Ite is multi-valued;ywhich allows ACI to be represented as a set of AcIItems (defined in 18.4).

Prescriptive access control information

scriptive;ACI attribute is defined as an operational attribute of a subentry. It contains access control inform
able to/entries within that subentry's scope:

briptiveACI ATTRIBUTE ::={

th the

NOTFE 6 — When authentication is hased on supplied Securi tyParameters the unique identifier associated with

tional

ining whether a given requestor is a group member requires checking two criteria. Also, the.determinatiop may
nstrained if the group definition is not known locally. The criteria for membership and the'treatment of nonf-local
groups are discussed below.

5 t0 a
hated,

the DSA shall assume that the requestor does not belong to the group ifthe ACI item grants the permjssion

ocally

available groups or groups which are available only through reptication (and which may, therefore, be out of date).

BAS as

part of the evaluation of access controls. However, in certain circumstances it may be practical, and a [PSA is
permitted, for example, to perform remote operations tg abtain or refresh a local copy of a group entry or yse the

riteria

class

—  The name of the requestorshall be a value of the member or uniqueMember attribute of that entry.

or are
Hence,

ional

ation

WITH SYNTAX ACIItem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID

id-aca-prescriptiveACI }

18.5.2  Entry access control information

An Entry ACI attribute is defined as operational attributes of an entry. It contains access control information applicable

to the

entry in which it appears, and that entry's contents:

entryACI ATTRIBUTE ::= {
WITH SYNTAX ACIItem
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EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID

id-aca-entryACI }

18.5.3  Subentry ACI

Subentry ACI attributes are defined as operational attributes of administrative entries, and provide access control
information that applies to each of the subentries of the corresponding administrative point. Prescriptive ACI within the
subentries of a particular administrative point never applies to the same or any other subentry of that administrative point,
but can be applicable to the subentries of subordinate administrative points. Subentry ACI attributes are contained only
in administrative points and do not affect any element of the DIT other than immediately subordinate subentries.

In evaluating access control for a specific subentry, the ACI that shall be considered is:

sube
WI
EQ
US|
ID

18.6

—  the entryAcI within the subentry itself (if any);
—  the subentryACI within the associated administrative entry (if any);

— prescriptiveACI associated with other relevant administrative points within the same,access ¢
specific area (if any).

htryACI ATTRIBUTE ::= {

’H SYNTAX ACIItem

DALITY MATCHING RULE directoryStringFirstComponentMatch

AGE directoryOperation
id-aca-subentryACI }

Protecting the ACI

ACI gperational attributes may be subjected to the same protection meehanisms as ordinary attributes. Some imp|

relate

18.7

Each
operal

i points are:
a) The identificationTag provides an identifier for'each aAcIItem. This tag can be used to rem
specific AcIItem value, or to protect it by preseriptive or entry ACI.

NOTE 1 — Directory rules ensure that only ohe AcIItem per access control attribute possesses any s
identificationTag Value.

bntrol

prtant

ove a

becific

b) The creation of subentries for an Administrative Entry may be access controlled by means ¢f the

subentryACI operational attribute in'the Administrative Entry.
NOTE 2 — The right to create prescriptive access controls may also be governed directly by security polig

provision is required to create access controls in new autonomous administrative areas.
Access control and Directory operations

Directory operation involves-making a series of access control decisions on the various protected items th
fion accesses.

For s

me operations (e.¢.+IModify operations), each such access control decision must grant access for the operati

y; this

t the

on to

succepd; if access is-denied to any protected item, the whole operation fails. For other operations, protected items to

which

If the
Disc|
Direc

access is deplgd are simply omitted from the operation result and processing continues.

requestedvaccess is denied, further access control decisions may be needed to determine if the usg
1 oseOnError permissions to the protected item. Only if DiscloseOnError permission is granted ma
fory respond with an error that reveals the existence of the protected item; in all other cases, the Directory actg

r has
y the
S0 as

to conceal the existence of the protected item

The access control requirements for each operation, i.e., the protected items and the access permission required to access
each protected item, are specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

The a

Igorithm by which any particular access control decision is made is specified in 18.8.
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18.8 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular protected item. It provides a conceptual
description of the Access Control Decision Function (ACDF) for basic-access-control. It describes how ACI
items are processed in order to decide whether to grant or deny a particular requestor a specified permission to a given
protected item.

18.8.1  Inputs and outputs

For each invocation of the ACDF, the inputs are:

a) the requestor's Distinguished Name (as defined in 7.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3), unique
identifier, and authentication level, or as many of these as are available;

b) the protected item (an entry, an attribute, or an attribute value) being considered at the current“degision
point for which the ACDF was invoked;

c) the requested permission category specified for the current decision point;

d) the ACI items associated with the entry containing (or which is) the protected item. PrOtected items are
described in 18.4.2.4. The scope of influence for ACI items within a prescriptiveAcCI attribute is
described in 18.3.2 and 18.5.1. The scope of influence for ACI items within anentryAcT attriljute is
described in 18.3.2 and 18.5.2. The scope of influence for ACI items within a_subentryACI attrifjute is
described in 18.5.3.

When an entry is a family member, it also inherits the access control of the ancestor or of superior family
members within the same family. This does not preclude family members being subject to further pglicies
from entryACI Ofr prescriptiveACI that increase or decrease(protection.

In addlition, if the ACI items include any of the protected item constraintsdescribed in 18.4.2.4, the whole entry and the
numbgr of immediate subordinates of its superior entry may also be reguifed as inputs.

The gutput is a decision to grant or deny access to the protected itef:

In any particular instance of making an access control decision; the outcome shall be the same as if the steps in 18.8.2
through 18.8.4 were performed.

18.8.2  Tuples

For eagch ACI value in the ACI items of 18.8.1 d), expand the value into a set of tuples, one tuple for each element ¢f the
itempPermissions and userPermissions.S€ts. Collect all tuples from all ACI values into a single set. Each ftuple
conta|ns the following items:

( userClasses, authenticationLevel, protectedItems, grantsAndDenials, precedencq )

For any tuple whose grantsAndDenials specify both grants and denials, replace the tuple with two tuples|- one
specifying only grants and the,other specifying only denials.

18.8.3  Discarding nop-relevant tuples

Perfofm the following steps to discard all non-relevant tuples:
1) Discard all tuples that do not include the requestor in the tuple's userClass (18.4.2.4 b)) as follows:

=" For tuples that grant access, discard all tuples that do not include the requestor's identity in the tUples's
userClasses element taking into account uniqueIdentifier elements if relevant. Where g tuple
specifies a uniqueIdentifier, a matching value shall be present in the requestor's identity|if the
tupte—is ot to—bediscarded Discardtuptes—thatspecify amauthenticatiom fevettigherthan that
associated with the requestor in accordance with 18.4.2.3.

—  For tuples that deny access, retain all tuples that include the requestor in the tuple's userClasses
element, taking into account uniqueIdentifier elements if relevant. Also retain all tuples that
deny access and which specify an authentication level higher than that associated with the requestor
in accordance with 18.4.2.3. All other tuples that deny access are discarded.

NOTE 1 - The second requirement in the second sub-item above (i.e., to retain any tuple that denies
access and also specifies an authentication level higher than that associated with the requestor) reflects

the fact that the requestor has not adequately proved non-membership in the user class for which the
denial is specified.
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2) Discard all tuples that do not include the protected item in protectedItems (18.4.2.4 a)).

3) Examine all tuples that include the maxValueCount, maxImmSub, restrictedBy, Of contexts.
Discard all such tuples which grant access and which do not satisfy any of these constraints (18.4.2.4 a)).

4) Discard all tuples that do not include the requested permission as one of the set bits in grantsAndDenials

(18.4.1,18.4.2.4 ).

NOTE 2 — The order in which discarding of non-relevant tuples is performed does not change the output of

the ACDF.

18.8.4  Selecting highest precedence, most specific tuples

Perform the following steps to select those tuples of highest precedence and specificity:

Grant

18.9

18.9.]

This
desig

18.9.
The f

19

1) Discard all tuples having a precedence less than the highest remaining precedence.

2) If more than one tuple remains, choose the tuples with the most specific user class. If there afe‘any
matching the requestor with UserClasses element name or thisEntry, discard all other t
Otherwise, if there are any tuples matching UserGroup, discard all other tuples. OtherwiSe, if the]
any tuples matching subtree, discard all other tuples.

3) If more than one tuple remains, choose the tuples with the most specific protected item. If the pro
item is an attribute and there are tuples that specify the attribute type explicitly, discard all other tup

uples
Liples.
Fe are

ected
es. If

the protected item is an attribute value, and there are tuples that specify.thé attribute value expljcitly,

discard all other tuples. A protected item which is a rangeOfvalues$ i$'to be treated as specifyi
attribute value explicitly.

access if and only if one or more tuples remain and all grant access. Otherwise deny access.

Simplified Access Control

Introduction

ubclause describes the functionality of an access control scheme, known as Simplified Access Control, t
ned to provide a subset of functionality found in Basic+Access Control.

Definition of Simplified Access Control functionality

nctionality of Simplified Access Control isdefined as follows:
a) access control decisions shall-be:made only on the basis of ACIItem values of prescriptiveAd
subentryACI operational attributes.
NOTE 1 — entryacL,ifpresent, shall not be used to make access control decisions.
b) access control specific.administrative areas shall be supported. Access control inner administrative

shall not be used. Particular access decisions shall be made on the basis of Ac11tem values obtained
a single Administrative Point, or from subentries of that Administrative Point.

NOTE Z~Values of prescriptiveACT attributes appearing in subentries of Administrative Points con
no id-ar-accessControlSpecificArea Administrative Role attribute value shall not be used to make
contrel decisions.

c) all'ether provisions shall be as defined for basic access control.

Rule-based Access Control

ng an

hat is

I and

areas
from

@ining
pccess

19.1

Scope and application

This clause defines a specific access control scheme (of possibly many) for the Directory. The access control scheme
defined herein is identified with the accessControlScheme operational attribute by giving it the value rule-based-
access-control Or if used in conjunction with the basic or simplified access control schemes defined in clause 18,
rule-and-basic-access-control Of rule-and-simple-access-control. Clause 17.2.2 describes which
entries contain the accessControlScheme operational attribute.
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The scheme defined here is only concerned with controlling access to the Directory information within the DIB
(potentially including tree structure and access control information). It does not address controlling access for the purpose
of communication with another DSA or LDAP server. Control of access to information means the prevention of
unauthorized detection, disclosure, or modification of that information.

19.2 Rule-based Access Control model

There may be environments where information relating to the clearance (instead of identity) of the requestor is used in
determining whether or not access to an attribute value is to be denied. This is defined as Rule-based Access Control and
uses administratively imposed access control policy rules in determining when access is to be denied to certain contents
of the Directory. If access is denied under Rule-based Access Control, it cannot be allowed under other access control
schenes—TheRute=tased-Access-Controt-modetidentifiesthe-informationused-imdetermining-whether-access s to be
deniefl. This is applied to every operation. Each access control decision involves:

a) Access control information associated with the attribute values being accessed. This access cpntrol
information is called a security label.

b) Access control information associated with the user requesting the operation. ~This access cpntrol
information is called the clearance. The user requesting the operation is called the fequestor.

¢) Rules which define whether an access is authorized given a security label and-a clearance, called sefurity
policies.

See Fgure 18.

Access control decision
Access request

argument
Requestor g N Grant/deny

Operation, DN,
authentication level,
and clearance

Access decision
grant/deny

Protected Security label
tem X.501(12)_F18

?

Access control policy rules

A 4

Figure:d8'— Rule-based Access Control Decision Model

The spcurity label(s) can be securely associated with attribute values by binding the label to the information through the
use of a digital signature or ather integrity mechanism. A security label is a property of the attribute value and is assogiated
with the value as a context:

The cJearance is needed to enable a comparison to be made against the security label. The clearance can be bound |to the
Distigguished Name of the requestor through a public-key certificate with a subjectDirectoryAttributes extgnsion
or thrpugh anattribute certificate. The means selected for providing the clearance is a matter for the security polficy in
effect

NOTEX The use of other clearance information (e.g., that associated with any intermediate DSAs which may have chained the
operation), is outside the scope of this Directory Specification.

The security rules to be applied in making an access control decision are defined as part of the security policy. The security
policy is either identified in the security label or defined for the environment containing the labelled object.
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19.3 Access control administrative areas

As for basic access control (see 18.3), the DIT is divided into administrative areas including Access Control Specific
Areas (ACSAs). The administrative entry for an ACSA identifies the labelling security policies (access rules) that are
applicable for that administrative area as well as the applicable access control scheme (rule-based-access-control
Or rule-and-basic-access-control Of rule-and-simple-access-control Of Some other access contro
scheme).

194 Security Label

19.4.1 Introduction

Securjity labels may be used to associate security-relevant information with attributes within the Directory.

Securfity labels may be assigned to an attribute value in line with the security policy in force for that attribute. The
security policy may also define how security labels are to be used to enforce that security policy.

A security label comprises a set of elements optionally including a security policy identifier, a security cIassificann, a
priva¢y mark, and a set of security categories. The security label is bound to the attribute value using a digital sigpature
or angther integrity mechanism.

19.4.2  Administration of Security Labels
A secprity label is assigned to an attribute value by an administrative function before-being placed in the Directory

This gdministrative function is responsible for assigning security labels to attribute.values in line with the security policy
in forge for the ACSA.

The Hinding of a security label is protected using a digital signature or@nother integrity mechanism. This protection is
appligd by the administrative function, or creator of the attribute value.

19.4.1 Labelled Attribute Values

A secprity label context associates a security label with an attribute value. Only a single label can be associated wiith an
attribite value. That is, the security label context is single-yalued. In addition, matching rules for the security label cpntext
are ngt supported.

NOTE — The concept of contexts is introduced in 8.8+

attrjibuteValueSecuritylLabelContext «\CONTEXT ::= {

WI'H SYNTAX SignedSecurityLabel -- At most one security label context can

-- be assigned to an attribute value

iD id-avc-attribiiteValueSecuritylLabelContext }
SignedSecurityLabel ::= SIGNED{SignedSecurityLabelContent}
SignedSecuritylLabelContént ::= SEQUENCE ({

atkHash HASH{AttributeTypeAndValue},

ispuer Name OPTIONAL, -- name of labelling authority

keyIdentifier{ ~KeyIdentifier OPTIONAL,
sefurityLabel™~ SecurityLabel,
}

SecufkitylLabel ::= SET {
urity-policy-identifier SecurityPolicylIdentifier OPTIONAL,

privacy-mark PrivacyMark OPTIONAL,

security-categories SecurityCategories OPTIONAL,

o}

(ALL EXCEPT ({ -- none, at least one component shall be present --}))

SecurityPolicyIdentifier ::= OBJECT IDENTIFIER
SecurityClassification ::= INTEGER {

unmarked (0),

unclassified (1),

restricted (2),

confidential (3),
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secret (4),

top-secret (5)1}
PrivacyMark ::= PrintableString(SIZE (1..MAX))
SecurityCategories ::= SET SIZE (l1..MAX) OF SecurityCategory

This context is not used to filter or select particular attributes, as for other contexts, and the mechanisms associated with
contexts (fallback, default context values, etc.) are not used to apply rule-based access control.

The attHash component contains the resulting value of applying a cryptographic hashing procedure to DER-encoded
octets, as defined in Rec. ITU-T X.509 | ISO/IEC 9594-8.

The 4

Ssuer COMPONENt CONVEysS the rame of the tabettimg authority:

The keyIdentifier component may be the identifier of a certified public key as held in the Subject Public Key Ide

exten

bion field defined in Rec. ITU-T X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and assaciated se

contrgl information.

ntifier
Curity

ier, a
411 |

h the

The gecurityLabel component is composed of a set of elements optionally including a security)policy identi
securlty classification, a privacy mark, and a set of security categories as defined in 8.5.9(0fRec. ITU-T X
ISO/IEC 10021-4.
19.5 Clearance
A clegrance attribute associates a clearance with a named entity including DUAS.
cleafance ATTRIBUTE ::= ({

WITH SYNTAX Clearance

ID id-at-clearance }
Cleakance ::= SEQUENCE {

poflicyId OBJECT IDENTIFIER,

clhssList ClassList DEFAULT {unclassified},

sefpurityCategories SET SIZE (l..MAX) OF SecurityCategory OPTIONAL,

}

ClaspList ::= BIT STRING {

unmarked (0),

unftlassified (1),

regtricted (2),

copfidential (3),

sefret (4),

topSecret (5)}
SecufityCategory ::= SEQUENCE {

type [0] SECURITY>CATEGORY. &id ({SecurityCategoriesTable}),

vajlue [1] EXPLICIT SECURITY-CATEGORY. &Type ({SecurityCategoriesTable}{@typel}),

}

SECURITY-CATEGORY ::= TYPE-IDENTIFIER
SecufrityCategoriesTable SECURITY-CATEGORY ::= {...}
The golicyId component conveys an identifier that may be used to identify the security policy in force to whi
ChaknceclassLlstanGsecurltyCategorlesrmawS

The classList component includes a list of classifications that are associated with the named entity.

The securityCategories (See 8.5.9 of Rec. ITU-T X.411 | ISO/IEC 10021-4) component, if present, provides further
restrictions within the context of a classList.
NOTE — A clearance is securely bound to a named entity using an attribute certificate (Rec. ITU-T X.509 | ISO/IEC 9594-8), a
public-key certificate extension field (e.g., within the subjectDirectoryAttribute extension) (Rec. ITU-T X.509 |
ISO/IEC 9594-8), or by means outside the scope of this Directory Specification.
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19.6 Access Control and Directory operations

Each Directory operation involves making a series of access control decisions on the attribute values that the operation
accesses.

For some operations (e.g., the Remove Entry operation), even though the operation may appear to have succeeded if
access is denied to one or more attribute values, the hidden attributes would remain in the Directory. For other operations,
protected items to which access is denied are simply omitted from the operation result and processing continues.

The access control requirements for each operation are specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

The algorithm by which any particular access control decision is made is specified as:

is denied to that entry for all operations.

RE8-4CCESS

— If access to all the attribute values of an attribute is denied under rule-based-access-controll, the
access is denied to that attribute for all operations.

— Rule-based access control affects operations on reading attribute values (e.g., Read, Séarch) in that the
attribute value is not visible (the operation is carried out as though the attribute ¥alue is not presgnt) if
access is denied to the attribute value.

— Rule-based access control affects operations which involve removing an entry (e’g., Remove Entry) in that
they do not remove those attribute values to which access is denied.

— Rule-based access control affects operations which involve removing@n attribute type (e.g., Modify [Entry
— Remove Attribute) in that they do not remove those attribute values‘to which access is denied.

— Rule-based access control affects operations which involve remigving an attribute value (e.g., Modify[Entry
— Remove Value) in that these operations fail if the access.iS denied to the attribute value.

19.7 Access Control Decision Function

This qubclause specifies how an access control decision is madeforany particular attribute value. It provides a concgptual
description of the Access Control Decision Function (ACDE), for rule-based-access-control. It describes how a
cleargnce and a security label are processed in order to decide whether to grant or deny a particular requestor a spegified
permission to a given attribute value. The decision funetion applies the security policy rules which establish whether an
accesp is authorized on an attribute value given its‘security label and the requestor's clearance. The definition ¢f the
securfty rules is outside the scope of these Directery Specifications. A simplified example of security policy rulgs for
rulefbased-access-control is given in.NL10.

For eqch invocation of the ACDF, the inputs are:

a) the requestor's clearance-(as defined in 19.5);

b) attribute value being.considered at the current decision point for which the ACDF was invoked,;
c) the security paliey in force for the access-control-specific area;

d) security label*bound to the attribute value.
The qutput is a decision‘'whether to deny access to the attribute value.

For apy particufar)instance of making an access control decision, the outcome shall be the same as if the steps i 19.6
were performed:

19.8 Use of Rule-hased and Basic Access Caontrol

If both rule-based and basic access control are in effect, the order in which they are applied is a local matter, except that
if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not be granted by the
other mechanism. In this respect, DiscloseOnError (see 18.2.3 and 18.2.4) permission of basic-access-control i$
a permission that shall not override a deny of rule-based-access-control.
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20 Data Integrity in Storage

20.1 Introduction

In some situations, the Directory may not give sufficient assurance that data is unchanged in storage, regardless of access
controls. The integrity of data stored in the Directory may be validated using digital signatures held as part of the Directory
Information. Either the digital signature of an entry or selected attributes within an entry may be held as an attribute
(see 20.2), or the digital signature of a single attribute value may be held in a context (see 20.3).

NOTE - Confidentiality of attribute values is outside the scope of this specification.

20.2 —Protection of an Entry or Selected Attribute Types—————

Data |ntegrity of attributes in storage is provided through the use of digital signatures held alongside the attribute$ they
are prjotecting. The integrity of a whole entry, or of all attribute values for selected attributes in an entry, is\protected by
an attfibute holding a digital signature of all the attribute values being protected.

This gligital signature is created by an authority or directory user responsible for placing the information in the dirgctory
entry) The digital signature can be validated by any user reading the attribute values for the entry/ The directory sg¢rvice
itself js not involved in the creation or validation of the digital signature held in this attribute;

This Jntegrity mechanism protects the integrity of directory attributes both in storage.and during transfer befween
comppnents of the Directory (DSAs and DUAS). This integrity mechanism does not depengd on the security of the dirg¢ctory
servige itself.

Digitagl signatures applied to the whole entry do not include operational, collective attributes of the
attrfibuteIntegrityInfo itself. Any attribute value contexts are included

The fpllowing defines an attribute type to hold a digital signature, along with associated control information, which
provigles integrity of a whole entry or all values of selected attribute types.

attrfibuteIntegrityInfo ATTRIBUTE ::= {
WI'H SYNTAX AttributeIntegrityInfo
SINGLE VALUE TRUE

D id-at-attributelIntegrityInfo }
AttrfibuteIntegrityInfo ::= SIGNED{AttributeIntegrityInfoContent}
AttrfibuteIntegrityInfoContent ::='SEQUENCE ({
scppe Scope, ~-) Identifies the attributes protected
signer Signer OPTIONAL, ~- Authority or data originators name
atkribsHash AttribsHash, -- Hash value of protected attributes
}
Signer ::= CHOICE {

thiisEntry [0] EXPLICIT ThisEntry,
thirdParty [1] (SpecificallylIdentified,

ThisEntry ::= CHOICE {
onflyOne NULL,
specific \ IssuerAndSerialNumber,

Issu
issuer Name,
serial CertificateSerialNumber,

}

T .= SEQUENCE {

SpecificallyIdentified ::= SEQUENCE ({
name GeneralName,
issuer GeneralName OPTIONAL,
serial CertificateSerialNumber OPTIONAL }
(WITH COMPONENTS { ..., issuer PRESENT, serial PRESENT } |
(WITH COMPONENTS { ..., issuer ABSENT, serial ABSENT }))

116 Rec. ITU-T X.501 (10/2016)


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

Scope ::= CHOICE {
wholeEntry [0] NULL, -- Signature protects all attribute values in this entry
selectedTypes [1l] SelectedTypes,
-- Signature protects all attribute values of the selected attribute types

}

SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType
AttribsHash ::= HASH{HashedAttributes}
HashedAttributes ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}
-- Attribute type and values with associated context values for the selected Scope

integrityInfo OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MUBT CONTAIN {attributeIntegrityInfo}

iD id-oc-integrityInfo }

An AttributeIntegrityInfo value can be created in three different ways:

a) An administrative authority can create and sign the value, and the public key to-verify the signat
known by off-line means.

b) The owner of the entry, i.e., the object represented by the entry, can create,and sign the value. If the
has several certificates, or expected to have that in the future, the certificate has to be identified by t
issuing the certificate together with the certificate serial number.

c) A third party may create and sign the value. The name of the Signer, the name of the CA issuin
certificate and the certificate serial number is required.

If the|scope is wholeEntry, all the applicable attributes shall be ordered as specified for a set-of type in 6.2 of Rec
T X.509 | ISO/IEC 9594-8. If scope is selectedTypes, the Ordering shall be the same as the one given
SeleftedTypes.
NOTE 1 — If a user does not retrieve all the complete attributes that are defined within the Scope data type, it will not be p
fof the user to verify the integrity of the attributes.

The greator of the attributeIntegrityInfo attribute shall, when creating the AttribsHash data type, use
encoding (see 6.2 of Rec. ITU-T X.509 | ISO/IEC 9594-8) of the attributes ordering the attributes as specified abov
then greate the hash from the resulting encoding:

NOTE 2 — The creator needs to have full kngwledge of all the attribute syntaxes to create the hash.

The Verifier of the integrity shall produce’ its own version of AttribsHash using the same procedure as abo
retrieyed attributes, and then comparethe result with the value in the attribsHash component.

NOTE 3 — The verification is only_possible if the verifier has full knowledge of all the attribute syntaxes.

An entry that shall hold an@ttributeIntegrityInfo attribute shall include the integrityInfo auxiliary o
class.

20.3 Contextfor Protection of a Single Attribute Value

The fpllowing-defines a context to hold a digital signature, along with associated control information, which prd

lre is
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vides

integrity forasingle attribute value. Any attribute value contexts are included in the integrity check, excluding the cpntext

used fodield signatures.

attributeValueIntegrityInfoContext CONTEXT ::= {
WITH SYNTAX AttributeValueIntegrityInfo
D id-avc-attributeValueIntegrityInfoContext }

AttributeValueIntegrityInfo ::= SIGNED{AttributeValueIntegrityInfoContent}
AttributeValueIntegrityInfoContent ::= SEQUENCE ({
signer Signer OPTIONAL, -- Authority or data originators name

aVIHash AVIHash, -- Hash value of protected attribute
}
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AVIHash ::= HASH{AttributeTypeValueContexts}
-- Attribute type and value with associated context wvalues

AttributeTypeValueContexts ::= SEQUENCE ({
type ATTRIBUTE. &id ({SupportedAttributes}),
value ATTRIBUTE. &Type ({SupportedAttributes} {@typel}),

contextList SET SIZE (1..MAX) OF Context OPTIONAL,
}
The contextList shall be ordered as specified for a set-of type in 6.2 of Rec. ITU-T X.509 | ISO/IEC 9594-8.
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SECTION 9 — DSA MODELS

21 DSA Models

This clause is concerned with general models describing various aspects of the components comprising the Directory,
Directory System Agents (DSAs). Subsequent clauses treat additional DSA models.

21.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

21.1.1 DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more’\naming
contekts.

21.1.2  context prefix: The sequence of RDNs leading from the Root of the DIT to the initial vertex.'0f a naming
contekt; corresponds to the distinguished name of that vertex.

21.1.3 naming context: A subtree of entries held in a single master DSA.

21.2 Directory Functional Model

The Directory is manifested as a set of one or more application-processes known as.Directory System Agents (IDSAs)
and/of LDAP servers. Each DSA provides zero, one or more of the access pointssEach LDAP server provides qne or
more [access points. This is illustrated in Figure 19. Where the Directory is composed of more than one DSA or LDAP
servel, it is said to be distributed. The procedures for the operation of the Directory when it is distributed are speciflied in
Rec. ITU-T X.518 | ISO/IEC 9594-4.

The Directosy

LDAP
Server

X.501(12)_F19

Figure 19 — The Directory Provided by Multiple DSAs

NOTE 1~ A DSA will likely exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifichtions.
Fdr example, a DSA which is responsible for holding some or all of the information in the DIB will normally do so by meafs of a
database, the interface to which is a local matter.

A particular pair of application-processes which need to interact in the provision of directory services may be located in
different open systems. Such an interaction is carried out by means of Directory protocols, as specified in
Rec. ITU-T X.519 | ISO/IEC 9594-5, or by means of the Lightweight Directory Access Protocol (LDAP), as specified in
IETF RFC 4510.

NOTE 2 — LDAP server behaviours are specified in IETF RFC 4510 and may differ from DSA behaviours specified in this clause.

Clause 23 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A
framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAs, is provided in clauses 25 through 28.
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21.3 Directory Distribution Model

This subclause defines the principles according to which the DIB can be distributed across multiple DSAs.
NOTE 1 - The DIB may also be distributed across any number of LDAP servers, which may or may not coexist with one or more

DSAs. LDAP servers and their characteristics and behaviours are specified in IETF RFC 4510 and may differ from DSA
characteristics and behaviours specified in this clause.

Each entry within the DIB is administered by one, and only one, DSA's Administrator who is said to have administrative
authority for that entry. Maintenance and management of an entry shall take place in a DSA administered by the
administrative authority for the entry. This DSA is the master DSA for the entry.

Each master DSA Wlthln the D|rectory holds a fragment of the DIB. The DIB fragment held by a master DSAs descrlbed
: S : ies of

ertex
of thq DIT (other than the root) and extends downwards to leaf and/or non-leaf vertrces Such vertices constitute the
border of the naming context. The superior of the starting vertex of a naming context is not held in that master DSA.
Suboidinates of the non-leaf vertices belonging to the border denote the start of further naming contexts,
NOTE 2 — The DIT is therefore partitioned into disjoint naming contexts, each under the administrative authority of a single naster
D$A.
NOTE 3 - A naming context in itself is not an administrative area having an administrative point or an-explicit subtree specifigation,

but it may coincide with an administrative area.

A family of entries shall reside in a single nhaming context.

It is possible for a master DSA's administrator to have administrative authority for several disjoint naming contexts. For
everylnaming context for which a master DSA has administrative authority, it shall logically hold the sequence of RDNs
which) lead from the root of the DIT to the initial vertex of the subtree compriSing the naming context. This sequece of
RDNS is called the context prefix of the naming context.

A magter DSA's administrator may delegate administrative authority-for any immediate subordinates of any entry held
locallly to another master DSA. A master DSA that delegated authority’is called a superior DSA and the context that|holds
the syperior entry of one for which the administrative authority‘was delegated, is called the superior naming cqntext.
Deledation of administrative authority begins with the root and‘proceeds downwards in the DIT; that is, it can only|occur
from an entry to its subordinates.

Figurg 20 illustrates a hypothetical DIT logically partitioned into five haming contexts (named A, B, C, D and E), yhich
are physically distributed over three DSAs (DSA 1,'DSA 2, and DSA 3).

From|the example, it can be seen that the namiing contexts held by particular master DSAs may be configured sd as to
meet [a wide range of operational requirements. Certain master DSAs may be configured to hold those entrigs that
repregent higher level naming domainsywithin some logical part(s) of the DIB, the organizational structure of a|large
comppny say, but not necessarily allthe subordinate entries. Alternatively, master DSAs may be configured to hold only
those|naming contexts representinig primarily leaf entries.

From|the above definitions, the_limiting case for a naming context can be either a single entry or the whole of the DDIT.

Whilgt the logical to physical mapping of the DIT onto master DSAs is potentially arbitrary, the task of information
locatipn and management is simplified if the master DSAs are configured to hold a small number of naming contexts.

DSAg may hold.entfy-copies as well as entries. Shadowed entries, the only sort of entry-copy considered in the Dirgctory
Specifications, are maintained by means of the shadowing service described in Rec. ITU-T X.525 | ISO/IEC 9594-9. In
additijon to this standardized sort of replicated information, two additional non-standardized sorts of entry-copy may be
encoyntered in the Directory.

—COpIEs Of amentry may be Stored i other DSA(S) through bitateratagreement:
—  Copies of an entry may be acquired by storing (locally and dynamically) a cache-copy of an entry which
results from a request.

NOTE 4 — The means by which these copies are maintained and managed is not defined in these Directory Specifications. Due to
more precise handling of features like access control, it is recommended that the shadow service be used instead of using
cached-copies.
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Figure 20 — Hypothetical DIT

A DSHA holding an entry-copy is a shadow DSA for that entry. A shadew DSA may hold a copy of a naming context or a
portign thereof. The specification of the portion of a naming context'that is shadowed is termed a unit of replicatiop.

As dgscribed in 9.2 of Rec. ITU-T X.525 | ISO/IEC 9594-9; a unit or replication is defined within the Dirgctory
inforrmation model, and a specification mechanism is proyided. The shadowing mechanism in the Directory is baded on
the d¢finition of the subset of the DIT that will be shadowed. This subset is called unit of replication. The unit of
repligation comprises a three-part specification whieh defines the scope of the portion of the DIT to be replicated, the
attribyites to be replicated within that scope, and the requirements for subordinate knowledge. The unit of replication also
impligitly causes the shadowed information tofinclude policy information in the form of operational attributes hgld in
entries and subentries (e.g., access control information) which is to be used to correctly perform Directory operdtions.
The grefix information to be included hegins at an autonomous administrative point and extends to the replication base
entry.

The driginator of a Directory request is informed (via fromEntry) as to whether information returned in responge to a
requept is from an entry-copy(or)not. A service control, dontUseCopy, is defined which allows the user to prohilit the
use of entry-copies to satisfydhe request (although copy information may be used in name resolution).

In order for a DUA tobegin processing a request, it shall hold some information, specifically the presentation adfress,
aboutat least one DSA-that it can contact initially. How it acquires and holds this information is a local matter.

During the process of modification of entries, it is possible that the Directory may become inconsistent. This will be
particqularlydikely if modification involves aliases or aliased objects which may be in different DSAs. The inconsigtency
shall be cOrrected by specific administrator action, for example, to delete aliases if the corresponding aliased objects have
been flefeted. The Directory continues to operate during this period of inconsistency.
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SECTION 10 — DSA INFORMATION MODEL

Knowledge

Definitions

For the purposes of this Directory Specification, the following definitions apply:

22.1.1  category: A characteristic of a knowledge reference that qualifies it as identifying a master or a shadow DSA.

22.1.
the D

22.1.]

with the DSA in which it is located.

22.1.8

22.1.9
one o

22.1.]
22.1.]
22.1.]

specific) or contexts (if non-specific).

22.1.]
subor|

22.1.]
resol

22.2

The [
fragm

ing context (or a commonly usable replicated area derived from it) that is imniediately superior to one held

{copy information.

eristic 0 eplicated area that permits gene distribution of the ess pqint of

A holding it; a commonly usable replicated area is normally a complete shadow copy of a naming context,

cross reference: A knowledge reference containing information about a DSA that holds an entry prentry{copy.
used for optimization. The entry need have no superior or subordinate relationship to any entry in the DSA h¢lding
pSs reference.

DIT bridge knowledge reference: A knowledge reference containing information apout a DSA that |holds

ies in a different DIT. The entry need have no superior or subordinate relationship to any. entry in the DSA hqlding

immediate superior reference: A knowledge reference containing information about a DSA that hOTS the
y the
for which the knowledge reference is relevant.

knowledge (information): DSA operational information held by &/DSA that it uses to locate remote entry or
knowledge reference: Knowledge which associates, eithet directly or indirectly, a DIT entry or entry-copy

master knowledge: Knowledge of the master DSA for ‘a naming context.

non-specific subordinate reference: A knowledge reference containing information about a DSA that|holds
 more unspecified subordinate entries or entry-copies.

0 reference path: A continuous sequence of-knowledge references.
1 root naming context: The set of subordinate references of the root to be held by the first level DSAs.

2 shadow knowledge: Knowledge of one or more shadow DSAs for a naming context (if the knowledige is

3 subordinate reference: A knowledge reference containing information about a DSA that holds a specific
Hinate entry or entry-copy.

4 superior reference: A knowledge reference containing information about a DSA considered capalple of
ing (i.e., findingfny entry within) the whole of the DIT.

Introduction

IB is distributed across a large number of master DSAs, each holding and having administrative authority for p DIB
ent- The principles governing this distribution are specified in 21.3.

In addition, these and other DSAs may hold copies of portions of the DIB.

It is a requirement of the Directory that, for particular modes of user interaction, the distribution of the directory be
rendered transparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order to support this operational requirement, it is necessary that each DSA be able to gain access to the information

held i

n the DIB associated with any name (i.e., any object's distinguished or alias names). If the DSA does not itself hold

an object entry or object entry-copy associated with the name, it shall be able to interact with a DSA that does, either
directly or indirectly by means of direct and/or indirect interactions with other DSAs.
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When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA servicing
the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information associated
with the name supplied in the user's request.

This clause defines knowledge as that DSA operational information required to achieve these technical objectives.
Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.
NOTE — The preceding statements represent technical objectives of the Directory. Realization of these technical objectives depends

on other matters (e.g., policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 25 through 28
establish a framework to address some of these matters.

Annex P contains an illustration of the modelling of knowledge. The illustration is based on the hypothetical DIT given
in Figure 20.

22.3

Know

Knowledge References

ledge is that operational information held by a DSA that represents a partial description of the distribution of]

and entry-copy information held in other DSAs. Knowledge is used by a DSA to determine an appropriate DSA to ¢

when

Know
ofal

22.3.]
Therg
Mastg

a request received from a DUA or another DSA cannot be satisfied with locally held information.

ledge consists of knowledge references. A knowledge reference associates, either directly-or indirectly, the
irectory entry with a DSA holding the entry or a copy of the entry.

Knowledge Categories
are two categories of knowledge reference: master knowledge references andshadow knowledge references

r knowledge is knowledge of the access point of the master DSA for aqiaming context.

Shad

w knowledge is knowledge of DSAs holding replicated Directory information; it may be distributed by sh

suppllers to shadow consumers by means of the replication procedures.described in Rec. ITU-T X.525 | ISO/IEC 9
Shadgw knowledge is knowledge of the access point of a set of one @r.more shadow DSAs for a replicated area (a n
contekt or a portion thereof).

ADS

that is the object of shadow knowledge shall hold a commonly usable replicated area. One form of replicate

that ig commonly usable is a complete shadow copy of a naming context. An incomplete shadow copy of a naming ¢
held by a DSA may be commonly usable if it is sufficiently complete to satisfy the interrogation requests that

com
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comp
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only make to the DSA. It is the responsibility'of the administrative authority who causes shadow knowledg

en DSA may hold both master and shadow knowledge, the latter involving multiple shadow DSAs, regarg

e.g., in the name resolution process, is determined by a DSA specific selection procedure whereby the
Lites, based on any non-standardized criteria deemed appropriate by the administrative authority, an access pg
\ capable of progressing the‘request.

DTE — The Directory Specifieations do not constrain how master and shadow knowledge is used by DSAs (other than ind

ough constraints on PSAbehaviour, for example, the dontUseCopy and copyShallbo Service controls as specified i
U-T X.511 | ISO/IEC,9594-3).

Knowledge Reference Types

nowledge-possessed by a DSA is defined in terms of a set of one or more knowledge references where each refe
ates; either directly or indirectly, entries (or entry-copies) of the DIB with the DSA which holds those entri

holding an incomplete copy of a naming context to be distributed that the replicated area be commonly usablg.
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ular naming context. The specific.knowledge used in the processing of a request received from a DUA or arjother
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COPies).

A DSA may hold the following types of knowledge reference:

—  superior references;

—  immediate superior references;

—  subordinate references;

— non-specific subordinate references; and
—  cross references.
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A knowledge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the
following types of knowledge reference:

—  supplier references; and
—  consumer references.

These knowledge reference types are described below.

22.3.2.1 Superior References

A superior reference consists of:

Each
ofar
DMD
prefix

22.3.2
An in

Imme

binding to the referenced DSA (see clause 24 in Rec. ITU-T X.518 [SO/IEC 9594-4). In the absence of such e

opera|

22.3.2
A sub

All n
subor

In the
on thq

22.3.2

A nor

This 1
entry-

—  the Access Point of a DSA.

hon-first level DSA (see 22.5) shall maintain at least one superior reference. The superior reference shalb for
bference path to the root. Unless some method outside the standard is employed to ensure this, for example w
, this shall be accomplished by referring to a DSA which holds a naming context or replicated area’whose ¢
has fewer RDNs than the context prefix with fewest RDNs held by the DSA holding the refererice.

.2 Immediate Superior References

mediate superior reference consists of:

—  the context prefix of a naming context that is immediately superior to.ene’held (as entries or entry-c
by the DSA holding the reference;

—  the Access Point of the DSA holding that naming context (as entries or entry-copies).

diate superior references are an optional reference type that only,.0ccur when there is a hierarchical opera

fional bindings, an immediate superior naming context may be.referenced by means of a cross reference.

.3 Subordinate References

ordinate reference consists of:

— a context prefix corresponding to a naming context immediately subordinate to one held (as entn
entry-copies) by the DSA holding the(reference;

—  the Access Point of the DSA holding that naming context (as entries or entry-copies).

aming contexts immediately subordinate to naming contexts held by a master DSA shall be represent
finate references (or non-specific subordinate references as described in 22.3.2.4).

case where a DSA holds entry-copies, the subordinate naming contexts may or may not be represented, depe
shadowing agreement in effect.

.4 Non-Specific Subordinate References

-specific subordinate reference consists of:

—  theAccess Points of a DSA that holds the entries (or entry-copies) of one or more immediately subor
Naming Contexts.

ype ofireference is optional, to allow for the case in which a DSA is known to contain some subordinate entri
copies) but the specific RDNs of those entries (or entry-copies) is not known.
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For each naming context that it holds, a master DSA may hold zero or more non-specific subordinate references.

SAs

accessed via a non-specific reference shall be able to resolve the request directly (either success or failure). In the event
of failure, a serviceError reporting a problem of unableToProceed is returned to the requestor.

In the case where a DSA holds entry-copies, the non-specific subordinate references may or may not be represented,
depending on the shadowing agreement in effect.
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22.3.2.5 Cross References

A cross reference consists of:
— aContext Prefix;
—  the Access Point of a DSA which holds the entries or entry-copies for that naming context.

This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including zero)
of cross references.

22.3.2.6 Supplier References

A supplier reference held by a shadow consumer DSA consists of:

—  the context prefix of the naming context from which the replicated area received from the shadow’supplier
is derived;

—  the identifier of the shadowing agreement that the shadow consumer has established-with a sHadow
supplier;

—  the Access Point of the shadow supplier DSA,;
— anindication of whether the shadow supplier of the replicated area is or is not thetaster; and
— optionally, the access point of the master DSA if the supplier is not the master,

22.3.2.7 Consumer References

A corlsumer reference held by a shadow supplier DSA consists of:

—  the context prefix of a naming context from which the replicated area provided by the shadow supplier is
derived;

— the identifier of the shadowing agreement that the shadow supplier has established with a consumer] and
—  the Access Point of the shadow consumer DSA.

22.4 Minimum Knowledge

It is a|property of the Directory that each entry can be accessed independently of where a request is generated.

It is also a property of the Directory that, to achieve-adequate levels of performance and availability, some requests can
be satlisfied using a copy of an entry, while otherrequests may only be satisfied using the entry itself (i.e., the infornpation
held 3t the master DSA for the entry).

To replize these location independence properties of the Directory, each DSA shall maintain a minimum quantity of
knowjedge which depends on the particular configuration of the DSA.

The objective of these minimum regquirements is to permit the distributed name resolution process to establish a refgrence
path, ps a continuous sequenee.of master knowledge references, to all naming contexts within the Directory.

It is also a requirement that the minimum knowledge consists of references that can be processed by the DSA (se¢ 12.3
of Ref. ITU-T X.51944SO/IEC 9594-5).

Beyond these minimum requirements, additional knowledge may be employed to establish other reference paths to ¢opies
of naming contexts. Cross reference knowledge (master and shadow) may be employed to establish optimized refgrence
paths|to naming contexts and copies of naming contexts.

The mihilmum knowledge requirements for DSAs are specified in 22.4.1-22.4.4.

22.4.1  Superior Knowledge

Each DSA that is not a first level DSA shall maintain at least one superior reference. Additional superior references may
be held for operational reasons as alternative paths to the root of the DIT.

22.4.2  Subordinate Knowledge

A DSA that is the master DSA of a haming context shall maintain subordinate or non-specific subordinate references of
category master knowledge to each master DSA holding (as master) an immediately subordinate naming context.
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22.4.3  Supplier Knowledge

For each shadow supplier DSA that supplies it with a replicated area, a shadow consumer DSA shall maintain a supplier
reference. If the shadow consumer's subordinate knowledge for the copy of the naming context is incomplete, it shall use
its supplier reference to establish a reference path to subordinate information. This procedure is described in clause 20 of
Rec. ITU-T X.518 | ISO/IEC 9594-4.

22,44  Consumer Knowledge

For each shadow consumer DSA that it supplies with a replicated area, a shadow supplier DSA shall maintain a consumer

reference.
225 First Level DSAs
The DSA referenced by a superior reference assumes the burden of establishing a reference path to all of the DIT that is
unkngwn to the referring DSA. A DSA referenced by other DSAs may itself maintain one or more superiop refer¢nces.
This fecursive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility fpr the
establishment of reference paths falls.
A firgt level DSA is characterized as follows:

a) it does not hold a superior reference;

b) it may hold one or more naming contexts immediately subordinate tothe. root of the DIT (as magter or

shadow DSA for the naming context); and

(of category master and/or shadow) which account for all the paming contexts immediately subordin
the root of the DIT which it does not itself hold.

The administrative authorities for first level DSAs are jointly responsible for the administration of the imm
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Hinates of the root of the DIT. This set of subordinate referenées’is called the root naming context. The proce
ning this joint root naming context are determined by multilateral agreements which are outside the scope off
fory Specifications.

Lbordinate references making up the root naming.cantext are conceptually placed in DSA specific entries ([
diately subordinate to the root DSE (see 24.2). The.DSE type shall be subr.

DTE — In a related entries environment, it is possible that some first-level entries will have the same name, creating m
Ts. The administrative authorities for the associated first level DSAs are jointly responsible for the administration of these
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r for a naming context immediately subordinate to the root of the DIT), it is possible to establish shadow firsf
for that master first level DSA..Such shadow DSAs hold copies of the entries and the root naming context h
ster (or supplier) first level BSA. They therefore may serve as a superior reference for non-first level DSAs.

Knowledge reférences to LDAP servers

s in the form of’subordinate references, non-specific subordinate references and cross references. An LDAP
Iso be included in the root context held by first level DSAs.

bferences.to an LDAP server may be both of category master and/or shadow.

P does not have the ‘concept of knowledge references. However, DSA may have knowledge references to I

¢) itholds subordinate references (of category master and/or shadow)-and non-specific subordinate refefences
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23

23.1

Basic Elements of the DSA Information Model

Definitions

For the purposes of this Directory Specification, the following definitions apply:

2311
23.1.2

DSA information tree: The set of all DSEs held by a DSA when viewed from the perspective of their names.

DSA shared attribute: An operational attribute in the DSA information model associated with a particular

name whose value or values, if held by several DSAs, are identical (except during periods of transient inconsistency).
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23.1.3 DSA specific attribute: An operational attribute in the DSA information model associated with a particular
name whose value or values, if held by several DSAs, need not be identical.

23.1.4  DSA specific entry (DSE): The information held by a DSA that is associated with a particular name; the DSE
may (but need not) contain the information associated with the corresponding Directory entry.

23.1.5 DSE type: Anindication of the particular purpose of a DSE; a DSE may serve multiple purposes and thus have
multiple types.

23.2 Introduction

The Directory information model describes how the Directory as a whole represents information about objects having a
distinguished name and optionally alias names. In Its description of the DIT, entries and attributes, the composition of the
Direcfory as a set of potentially cooperating DSAs is abstracted from the model.

The DSA information model, on the other hand, is especially concerned with DSAs and the information that must bg held
by D$As in order that the set of DSAs comprising the Directory may together realize the Directory information mogel. It
is corfcerned with:

—  how Directory information (object and alias entries and subentries) is mapped onte! DSAS;
—  how copies of Directory information may be held by DSAs;

—  the operational information required by DSAs to perform name resolutionand operation evaluation; and
—  the operational information required by DSAs to engage in shadowing-and to use shadowed informgtion.

The purpose for modelling a representation of DSA operational information such-as knowledge is to establish the ggneral
framgwork for management access to DSA operational information.

23.3 DSA Specific Entries and their Names

In thel DSA information model, the information repositories holding the information associated with a particular name are
termed DSA Specific Entries (DSEs). Directory entries exist in'the DSA information model only as information elements
from which DSEs may be composed. Operational attributes'specific to the DSA information model comprise the|other
variety of information element from which DSEs may be €omposed.

If a DISA holds any information concerning a name directly (i.e., information held in a repository identified by the name),
it is sgid to know or have knowledge of that name,

For eqch name known by a DSA, all the information held by the DSA directly associated with the name other than the
namelitself is represented by one DSE. This latter information (i.e., the RDN and its relationship to the DIT) |s not
repregented explicitly as attributes in the\BSA information model; the set of names known by a DSA constitute an impplicit
fabrig on which the associated DSES can be considered to be attached.

NOTE — One consequence of the'way the DSA information model handles names is that, for DSEs that are not of type entry, alias
or|subentry, the AVA(S) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).

The sgt of all names knownby a DSA, together with the information associated with each name, when viewed from the
perspgctive of these names, is termed the DSA information tree for that DSA. A DSA information tree is depicted in
Figurg 21.
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Figure 21 — A DSA Information Tree

The minimum information that a DSA may associate with-aname, and thus know the name, consists of an expressjon of
the pyrpose for which the name is known (i.e., the role played by the name in the operation of the DSA knowing it)l This
purpdse is represented in the DSA information model by the DSA specific attribute, dseType.

In adglition, a DSE may hold other information associated with the name such as an entry or entry-copy, DSA ghared
attriblites and DSA specific attributes.

A DSE may represent a Directory entry'directly, a portion of an entry or no Directory information. The information held
in a OSE varies, depending on its type,or purpose. In general, the following sorts of DSEs may occur in DSAs.

— A DSE directly representing a Directory entry contains the user and operational attributes corresponding
to that Directory entry (as depicted in DSE 2 in Figure 21). The DSE may also contain DSA shargd and
DSA specific attributes.

— A DSECrepresenting a portion of an entry (as a result of shadowing) contains some of the usgr and
operational attributes corresponding to the Directory entry, DSA specific attributes and may also cpntain
DSA'shared attributes.

—._SAsubentry DSE representing, for example prescriptive ACI or collective attributes, contains the relevant
user and operational attributes corresponding to a Directory subentry (as depicted in DSE 3 in Figurg 21).
The DSE may also contain DSA shared and DSA specific attributes.

— A DSE representing no Directory entry information contains only DSA shared and/or DSA specific
attributes (as depicted in DSEs 1 and 4 in Figure 21). For example, a DSE representing a subordinate
reference may have a DSA shared attribute that indicates the master access point and a DSA specific
attribute to indicate that the DSE is a subordinate reference.

NOTE 3 — The DSE is a conceptual entity which facilitates the specification and modelling of information components in a

consistent and convenient way. Although DSEs are said to "hold" or "store" information, this is not intended to impose any
particular constraints or data structure on implementations.
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23.4 Basic Elements

A DSE is comprised of three basic elements: the DSE type, some number of DSA operational attributes (the DSE type is
one of these) and optionally an entry or entry-copy.

23.4.1 DSA Operational Attributes

Two varieties of operational attribute occur in the DSA information model that do not correspond to information in
Directory entries. Those are DSA shared and DSA specific attributes.

A DSA shared attribute is an operational attribute in the DSA information model associated with a particular name whose
value or values, if held by several DSAs, are identical (except during periods of transient inconsistency). A DSA may
hold a_shadow-copy of a DSA shared attribute

A DSA specific attribute is an operational attribute in the DSA information model associated with a particular name yhose
value| or values, if held by several DSAs, need not be identical. A DSA specific attribute represents\operational
information that is specific to the functioning of the DSA holding it. A DSA cannot hold a shadow-copy of,a DSA sgecific
attribyte.

NOTE — While a shadow-supplier DSA may provide a shadow-consumer DSA with a DSA specific attribute, this is conceptually

ndt a shadow-copy of information held by the supplier but, rather, information produced by the supplier-for the consumer jwhich
the consumer may then use and modify.

23.4.2  DSE Types

The type of a DSE, represented in the DSA information model by the DSA spetific operational attribute dse[rype,
indicqtes the particular purpose (or role) of a DSE. This purpose is indicated by the named bits of the single value of the
dseType attribute. As a DSE may serve several purposes, several named bits of the dseType attribute may be |set to
repregent these purposes. A number of combinations of named bits that are likely to occur are specified in Annex Q.

The phrase "a DSE of type X" is used in the Directory Specifications to-indicate that the named bit x of the DSE's dsdType
attribyite has been set. For a DSE of type X, other named bits may orimay not be set, as required. The alternate phrase "the
DSE type includes x" may also be used.

The syntactic specification of the dseType operational attribute’'may be expressed using the attribute notation as fo|lows:

dseType ATTRIBUTE ::= {
WI'H SYNTAX DSEType
EQPALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-dseType }

This [DSA specific operational attribute is managed by the DSA itself.

The ASN.1 type that represents the syntax of the possible values of the dseType attribute is DSEType. Its definitipn is:

DSEType ::= BIT STRING {

ropt (0), -- root DSE

glpe (1), -- represents knowledge of a name only

cp (2), -- context prefix

enkry (3), -- object entry

alfias (4), -- alias entry

subr (5), -- subordinate reference

nsgr (6), -- non-specific subordinate reference

supr (7), -- superior reference

Xr (8), -- cross reference

admPoint (9), -- administrative point

subentry (10) , -- subentry

shadow (11) , -- shadow copy

immSupr (13), -- immediate superior reference

rhob (14) , -- rhob information

sa (15) , -- subordinate reference to alias entry

dsSubentry (16) , -- DSA Specific subentry

familyMember (17), -- family member

ditBridge (18) } -- DIT bridge reference
--writeableCopy (19) writeable copy (currently not used)
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The values of DSEType are:

The u

24
This
(know
24.1
This

a) root: The root DSE contains DSA specific attributes, used by the DSA, that characterize that DSA as a
whole. The name corresponding to the root DSE is the degenerate name consisting of a sequence of zero
RDNSs.

NOTE - Information that characterizes a DSA that is to be made available via the Directory abstract service is
contained in the DSA's entry. A DSA may, but need not, hold its own entry or a copy of its own entry.

b) glue: A glue DSE represents knowledge of a name only. A DSA holding a context prefix DSE or a cross
reference DSE may hold glue DSEs to represent the names of the superiors of the context prefix or cross
reference DSE if no other operational information (e.g., knowledge) is associated with those names. This
is illustrated in Figure 22. A DSE of type glue shall not have any other DSEType bit set.

c) cp: The DSE representing the context prefix of a naming context.

d) entry: A DSE that holds an object entry.

e) alias: A DSE that holds an alias entry.

f) subr: A DSE that holds a specific knowledge attribute to represent a subordinate reference.

g) nssr: A DSE that holds a non-specific knowledge attribute to represent a pofi2specific suborflinate
reference.

h) supr: A DSE that holds a specific knowledge attribute to represent the DSASsuperior references.

i) xr: A DSE that holds a specific knowledge attribute to represent a cross.reference.

j) admPoint: A DSE corresponding to an administrative point.

k) subentry: A DSE that holds a subentry.

) shadow: A DSE that holds a shadow-copy of an entry“(or part of an entry) or other information
(e.g., knowledge) received from a shadow-supplier; thissnamed bit is set by the shadow consumer.

m) immSupr: A DSE that holds a specific knowledge attribute to represent an immediate superior refergnce.

n) rhob: A DSE that holds administrative point and subentry information received from a superior DSA in a
Relevant Hierarchical Operational Binding (i‘e., in either a Hierarchical Operational Binding or a] Non-
specific Hierarchical Binding as described @n clauses 24 and 25 of Rec. ITU-T X.518 | ISO/IEC 95H4-4).

0) sa: A qualifier of a subr DSE indicating that the subordinate naming context entry is an alias.

p) dsSubentry: A DSE that holds 8 BSA specific subentry.

g) familyMember: A DSE thatholds a family member.

r) ditBridge: A DSE that.holds a DIT bridge reference.

se of this operational attributelto)represent aspects of the DSA information model is described in clause 23.

Representation-of DSA Information

Representation of Directory User and Operational Information

lause treats the-representation of DSA information. It describes the representation of DSA operational information
ledge), Directary user information and Directory operational information.

lause specifies the representation of Directory user and Directory operational information in the DSA infornpation

model.
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24.1.1  Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes
associated with the Directory entry. The name of the DSE is the name of the object entry (i.e., the object's distinguished

name).

If the DSE holds a copy of the entry, the DSE type includes shadow.

24.1.2  Alias Entry

An alias entry is represented by a DSE of type alias which contains the attributes associated with the alias entry (i.e.,

the RDN attributes and the aliased object name attribute). The name of the DSE is the name of the alias entry.

If the[DSE holds a copy of the alias eniry, the DSE type includes shadow.

24.1.1 Administrative Point

administrative point. The name of the DSE is the name of the administrative point.

If the] DSE represents an entry, the DSE type includes entry. If the DSE holds a copy of (the’administrative

inforrpation, the DSE type includes shadow.

24.14  Subentry

A suljentry is represented by a DSE of type subentry which contains the operatignal and user information asso

with the subentry. The name of the DSE is the hame of the subentry.

If the|DSE holds a copy of the subentry, the DSE type is subentry and shadow.

24.1%  Family member

A fanily member (including the ancestor) is represented by a DSE of type familyMember. The ancestor also is 0

type entry; it is the only family member that is permitted to hiavethis DSE type.

24.2 Representation of Knowledge References

A knpwledge reference consists of a DSE of an*appropriate type which holds a correspondingly appropriate

An a:rministrative point is represented by a DSE of type admPoint which contains the attributes associated wi

th the

point

Ciated

DSE

DSA

operational attribute and which is identified by aname bearing a defined relationship to the naming context held lpy the

refergnced DSA.

The name of this DSE shall be the primary distinguished name and may include alternative names and context information

if they are present in the context prefixiof the naming context held by the referenced DSA. In the case of a DSE that

holds

a shadow, the name of the DSE may~include a subset of the alternative names. In the case of a DSE that is not a cogly, the

name|of the DSE shall include.all distinguished names.

NOTE — Name resolution iSienhanced if every distinguished value (and thus every alternative distinguished name) is preserjt.

24.2.1 Knowledge Attribute Types

DSA pperational attributes are defined in the DSA information model to express a DSA's:
— _knowledge of its own access point;

+ \/superior knowledge;

>  specific knowledge (its subordinate references);

— non-specific knowledge (its non-specific subordinate references);

—  knowledge of its supplier(s), optionally including the master, if it is a shadow consumer;
—  knowledge of its consumer(s) if it is a shadow supplier;

—  knowledge of secondary shadows, if it is a shadow supplier; and

—  knowledge of another DIT.

Obiject Identifier values are assigned in Annex F for these operational attributes.
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24.2.1.1 My Access Point

The myAccessPoint operational attribute type is used by a DSA to represent its own access point. It is a DSA specific
attribute. All DSAs shall hold this attribute in their root DSE. It is single-valued and managed by the DSA itself.

myAccessPoint ATTRIBUTE ::= ({
WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-myAccessPoint }

The ASN.1type AccessPoint IS defined in Rec. ITU-T X.518 [ISO/TEC 9594-4. Tts ASN.1 specification is reprofluced
here for the convenience of the reader.

AccepsPoint ::= SET ({
ael-title [0] Name,
adfiress [1] PresentationAddress,

prptocolInformation [2] SET SIZE (1..MAX) OF ProtocolInformation OPTIONAL,
- [6] Not to be used
}

How p DSA obtains the information held in myAccessPoint is not described in the Directory Specifications.
An atfribute of the myAccessPoint attribute type shall be held in a DSE of type root.

The ipformation held in myAccessPoint may be employed in the DOP when establishing or modifying an operational
binding.

24.2.1.2 Superior Knowledge

The superiorKnowledge operational attribute type is used by anon-first level DSA to represent its superior refer¢nces.
It is § DSA specific attribute. All non-first level DSAs shall held this attribute in their root DSE. It is multi-valugd and
manafjed by the DSA itself.

superiorKnowledge ATTRIBUTE ::= {
WIH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
NO| USER MODIFICATION TRUE
USAGE dSAOperation
iD id-doa-superiorKnowledge }

A D$A may acquire the information® held in superiorKnowledge by means not described in the Dirgctory
Specifications. It might also construct it from its immediate superior references, e.g., from its immediate superior
refergnce whose context prefix-hasthe least number of RDNSs in its name.

The superiorKnowledgé. attribute type is held in a DSE of type root.

The information held-in superiorKnowledge may be employed by a DSA when constructing a continuation refdrence
returrjed in a DAPar‘DSP referral or when performing chaining.

24.2.1.3 Spegific Knowledge

Specific.knowledge consists of the access points for the master DSA of a haming context and/or shadow DSAs fqr that
naming tontext. It is specific because the context prefix of the naming context is known and associated with the gccess
point information. Specific knowledge is represented by the specificKnowledge oOperational attribute type. It is a
DSA shared attribute, is single-valued, and managed by the DSA itself.

specificKnowledge ATTRIBUTE ::= {
WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE distributedOperation
ID id-doa-specificKnowledge }
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The ASN.1 type MasterAndShadowAccessPoints is defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1
specification is reproduced here for the convenience of the reader.

MasterAndShadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccessPoint
MasterOrShadowAccessPoint ::= SET {
COMPONENTS OF AccessPoint,
category [3] ENUMERATED {
master (0),
shadow (1)} DEFAULT master,

chainingRequired [5] BOOLEAN DEFAULT FALSE,

}

A DtA may acquire the information held in specificKnowledge by means not described in the Dir
Specifications. In the case of a cross reference (DSE of type xr), it might also construct it from information-récei

the c1
type 4

The specificKnowledge attribute type is held in a DSE of type subr, immSupr, or xr. Itis used byya DSA to rep

subor|

The i
return
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The MasterAndShadowAccessPoints-value consists of an access point for a master DSA holding one or

subor|
conte

A DS

Specifications. In the case, 6f-a hon-specific subordinate reference (DSE of type nssx), it might also construct if

infor

The monSpecificKnowledge attribute type is held in a DSE of type nssr. It is used to represent non-sp

subor|

fossReference component of ChainingResults 0f a DSP reply. In the case of a subordinate referenee (D
ubr), it might construct it from information received in the DOP when establishing or modifying ‘@) HOB.

Hinate, immediate superior and cross references.

nformation held in specificKnowledge may be employed by a DSA when constructing a continuation refe
ed in a DAP or DSP referral (or when performing chaining) and when constructing.Shadowed DSA Specific B
ES) of type subr, immSupr, Or xr provided in the DISP.

4 Non-Specific Knowledge

pecific knowledge consists of the access points for the master DSA of-Qhie or more haming contexts and/or sh
for the same one or more naming contexts. It is non-specific because'the context prefixes of the naming cont
) not known. The immediate superior of the naming context(s) issknown, however, and the access point infor
pciated with its name. Non-specific knowledge is represented by'the nonSpecificKnowledge operational at
tis a DSA shared attribute, is multi-valued and managed b¥/’the DSA itself.

becificKnowledge ATTRIBUTE ::= {

'H SYNTAX MasterAndShadowAc¢cessPoints

JALITY MATCHING RULE masterAndShadowAccessPointsMatch

USER MODIFICATION TRUE

AGE distributedOperation
id-doa-nonSpecificKnowledge }

Hinate naming contexts, and zere.gr more access points of DSAs holding shadows of some or all of these na
KtS.

A may acquire the information held in nonSpecificKnowledge by means not described in the Dirg

hation received in the;DOP when establishing or modifying a NHOB.

Hinate references.

provigled’in the DISP.
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formation held in nonSpecificKnowledge may be employed by a DSA when constructing a continfiation
refergnce’returned in a DAP or DSP referral (or when performing chaining) and when constructing SDSEs of type

nssr

24.2.1.5 Supplier Knowledge

The supplier knowledge of a shadow consumer DSA consists of the access point(s) and shadowing agreement identifier(s)
for its supplier(s) of a copy (or copies) of a replicated area. Optionally, if the supplier is not the master of the naming
context from which a replicated area is derived, the access point of the master may be included in supplier knowledge.
Supplier knowledge is represented by the supplierKnowledge operational attribute type. It is DSA specific, multi-
valued and managed by the DSA itself.
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The ASN.1 syntax for a value of supplierKnowledge is SupplierInformation. A value of this attribute is composed
of a shadow supplier DSA's access point and the agreement ID of the shadowing agreement between the supplier DSA
and the consumer DSA holding the DSA specific attribute (expressed as a value of the type supplierOrConsumer),
an indication of whether the supplier of the replicated area is or is not the master of the naming context from which it is
derived, and, if not, optionally, the access point of the master DSA.

SupplierOrConsumer ::= SET {
COMPONENTS OF AccessPoint, -- supplier or consumer
agreementID [3] OperationalBindingID,
}
SupplierInformation ::= SET ({
COMPONENTS OF SupplierOrConsumer, -- supplier
supplier-is-master [4] BOOLEAN DEFAULT TRUE,

no.

h-supplying-master [5] AccessPoint OPTIONAL,

suppllierKnowledge ATTRIBUTE ::= {
WITH SYNTAX SupplierInformation
EQPALITY MATCHING RULE supplierOrConsumerInformationMatch
NO| USER MODIFICATION TRUE
USAGE dSAOperation
iD id-doa-supplierKnowledge }
A D$A may acquire the information held in supplierKnowledge by means) not described in the Dir

Speci

fications. A shadow consumer DSA might also construct it from informationeceived in the DOP when establ

or mddifying a shadowing agreement.

The gupplierKnowledge attribute type is held in a DSE of type cp) is used to represent one or more su
refergnces. All shadow consumer DSAs shall hold a value of this attribute for each shadowing agreement they eng

as a C

Thei
return
28.2)
the D

pnsumer.

nformation held in supplierKnowledge may be employ€d by a DSA when constructing a continuation refe

of supplierKnowledge is required in the operatigns of the DOP for managing a shadowing agreement and
SP operations.

24.2.1.6 Consumer Knowledge

The ¢
for th
repre
DSA

bnsumer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing agreement identi
b consumer(s) of a copy (or copies) of a naming context provided to them by the supplier. Consumer knowle
ented by the consumerKnowledge operational attribute type. It is DSA specific, multi-valued and managed
tself.

The ASN.1 syntax for a value of consumerKnowledge iS ConsumerInformation (Which has the same syn

pctory
shing

pplier
ge in

rence

ed in a DAP or DSP referral. The agreementID component (its type, OperationalBindingID, is defifed in

in all

ier(s)
lge is
Dy the

ax as

Supp[lierOrConsumer, butTefers to a consumer access point).
ConspimerInformation ::= SupplierOrConsumer -- consumer
conspmerKnowledge ATTRIBUTE ::= {

WI'H SYNTAX ConsumerInformation

EQUALITY. MATCHING RULE supplierOrConsumerInformationMatch

NO| USER'MODIFICATION TRUE

USAGE dSAOperation

ID 1d-doa-consumerKnowledge }

A DSA may acquire the information held in consumerKnowledge by means not described in the Directory
Specifications. A shadow supplier DSA might also construct it from information received in the DOP when establishing
or modifying shadowing agreements.

The consumerKnowledge attribute type is held in a DSE of type cp. It is used to represent one or more consumer
references. All shadow supplier DSAs shall hold a value of this attribute for each shadowing agreement they engage in
as a supplier.

The agreementID component of consumerKnowledge iS required in the operations of the DOP for managing a
shadowing agreement and in all the DISP operations.
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24.2.1.7 Secondary Shadow Knowledge

Secondary shadow knowledge consists of information a supplier DSA (e.g., a master DSA) may choose to maintain
regarding consumer DSAs that are engaged in secondary shadowing from its perspective. Secondary shadow knowledge
is represented by the secondaryShadows operational attribute type. It is DSA specific, multiple-valued and managed
by the DSA itself. The ASN.1 syntax for a value of secondaryShadows iS SupplierAndConsumers. It consists of the
access point of a shadow supplier and a list of its direct consumers.

SupplierAndConsumers ::= SET {
COMPONENTS OF AccessPoint, -- supplier
consumers [3] SET OF AccessPoint,
}
secohdaryShadows ATTRIBUTE ::= {
WITH SYNTAX SupplierAndConsumers

EQPALITY MATCHING RULE supplierAndConsumersMatch
NO| USER MODIFICATION TRUE

USAGE dSAOperation

iD id-doa-secondaryShadows }

The donsumers component of SuppliersAndConsumers contains only access points of BDSAs that hold commonly
usablé copies of a replicated area.

A supplier DSA may obtain the information required to construct values of this attribute from a consumer DSA by
following the procedure described in 23.1.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4!

The secondaryShadows attribute type is held in a DSE of type cp.
Supp1
24.2.1.8 DIT Bridge Knowledge

rt for secondary shadow knowledge is optional.

A master DSA of a naming context in another DIT is represented by a ditBridgeKnowledge, Which consistp of a
domajn identifier and its access point. The dITBridgeKnowledge oOperational attribute containg the
DITBfkidgeKnowledge Of all known such DSAs. It is a multi-valued, DSA shared attribute and is managed by thg DSA
administrator. This attribute is held in a DSE of type rog¥, which additionally gets the DSE type ditBridge for DIT
bridge reference.

ditBfridgeKnowledge ATTRIBUTE ::= {
WI'H SYNTAX DitBridgeKnowledge
EQPALITY MATCHING RULE directoryStringFirstComponentMatch
NO| USER MODIFICATION TRUE
USAGE dSAOperation
ID id~doa-ditBridgeKnowledge }

The ASN.1 type DitBridgeKnowledge is defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1 specificatfion is
reprofluced here for the convenience of the reader.

DitBfidgeKnowledge  ::= SEQUENCE {
domainLocallD{ UnboundedDirectoryString OPTIONAL,
acfessPoints MasterAndShadowAccessPoints,

}

The ipformation held in ditBridgeKnowledge Will be employed by the DSA when performing a Search opefation
involyingrelated entries.

24.2.1.9 Matching Rules

Four equality matching rules for the preceding knowledge attributes are specified below. They apply to attributes with
syntaxes of types AccessPoint, MasterAndShadowAccessPoints, SupplierInformation,
ConsumerInformation and SuppliersAndConsumers.
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24.2.1.9.1 Access Point Match

The Access Point Match rule is specified as:

acce

ssPointMatch MATCHING-RULE ::= {

SYNTAX Name

ID

id-kmr-accessPointMatch }

The accessPointMatch matching rule applies to attribute values of type AccessPoint . A value of the assertion syntax
is derived from a value of the attribute syntax by using the value of the [0] context specific tag (Name) component. Two
values are considered to match for equality if the Name component of each match using the matching procedure for

Dist

24.2.1.9.2 Master And Shadow Access Points Match

The Master and Shadow Access Point Match equality matching rule is specified as:

mast;
SY
ID

The
Mast;
remo
such
order

elemgnts matches using the matching procedure for distinguishedNameMatch.

24.2.1.9.3 Supplier or Consumer Information Match

The Jupplier or Consumer Information Match rule is specified as:

supp
SY

ID

The

Supp

Supp
attrib

such
infor

contalned in the agreement component of each (after removing the explicit [2] and SEQUENCE tag information) m

using

24.2.1.9.4 Suppliers;and Consumers Match

The Jupplier ane~Consumers Match rule is specified as:

supp
SY

ID

inguishedName Vvalues.

rAndShadowAccessPointsMatch MATCHING-RULE ::= {
TAX SET OF Name
id-kmr-masterShadowMatch }

masterAndShadowAccessPointsMatch matching rule applies  to attributes of
prAndShadowAccessPoints. A value of the assertion syntax is derived from a value of the attribute synt

alues are considered to match for equality if both values have the same number of ST oF elements, and
ng the SET OF elements of each in any convenient fashion, the ae-title component of each pair of SE

lierOrConsumerInformationMatch MATCHING-RULE\." := {
TAX SET {

Ee—title [0] Name,
greement-identifier [2] INTEGER}

id-kmr-supplierConsumerMatch j}

supplierOrConsumerInformationMatch matching rule applies to attribute values of
lierInformation Or ConsumerInformation (and other attributes having values compatible
lierInformation Or ConsumerInformation). A value of the assertion syntax is derived from a value
ite syntax by selecting the SET components with tags that match the SET components of the assertion syntax
alues are considered to match(for equality if the ae-title component of each (after removing the explicit [
hation) matches using the matthing procedure for bistinguishedName values and the identifier comg

the matching procedure-for INTEGER values.

|l ierAndConsumersMatch MATCHING-RULE ::= {

type
ax by

ing the category and address components of each SET in the SET OF MasterOrShadowAccessPoints| Two

after
T OF

type
with
Df the
Two
] tag
onent
tches

TAX, 'Name
id-kmr-supplierConsumersMatch }

The Supplier and Consumers Match rule applies to attribute values of type SupplierAndConsumers (and other
attributes having values compatible with SupplierAndConsumers). Two such values are considered to match for
equality if the ae-title component of each (after removing the explicit [0] tag information) matches using the matching
procedure for DistinguishedName Values.

24.2.2  Knowledge Reference Types

This subclause specifies the representation of knowledge in the DSA information model.
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24.2.2.1 Self Reference

A self reference represents a DSA's knowledge of its own access point. It is represented by a value of the attribute
myAccessPoint held in the DSA's root DSE, a DSE of type root.

24.2.2.2 Superior Reference

A superior reference is represented by a DSE of type supr and root which contains a superiorKnowledge attribute.
Since a superiorKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several superior references.

24.2.2.3 Immediate Superior Reference

An immediate superior reference is represented by a DSE of type immSupr which contains a specificKnowledge
attribyite. The name of the DSE holding the attribute corresponds to the context prefix of the naming context-held by the
refergnced superior DSA.

Since|a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several immediate superior references, at most one of category mastexr and zero or more of categofyyshadow.

If the|DSE holding the immediate superior reference is received from a shadow supplier, the DSE-type includes shadow.

24.2.2.4 Subordinate Reference

A suljordinate reference is represented by a DSE of type subr which contains a specificKnowledge attributg. The
name|of the DSE holding the attribute corresponds to the context prefix of the relevant naming context held Qy the
referdnced subordinate DSA.

Since|a specificKnowledge attribute value may contain access points.of several DSAs, it may therefore represent
several subordinate references, at most one of category master and zero‘r more of category shadow.

If the] DSE holding the subordinate reference is shadowed information, received from a shadow supplier, the DSE type
includes shadow.

The OSE may also include immsupr in a DSA holding two naming contexts, one superior to the other, which are sepgrated
by a third single-entry naming context held in another DSA. An example of this situation is depicted in Annex P.

24.2.2.5 Non-Specific Subordinate Reference

A non-specific subordinate reference is represented by a DSE of type nssr (and entry normally) which contpins a
nonSpecificKnowledge attribute. The name of the DSE holding the attribute corresponds to the name formed by
elimimating the final RDN of the context prefixes of the naming context held by the referenced subordinate DSAs.

Since|a nonSpecificKnowledge attfibute value may contain access points of several DSAs, it may therefore repfesent
several non-specific subordinate references, at most one of category master and zero or more of category shadow| Each
nonSpecificKnowledge attribute value represents a related set of non-specific subordinate references — the DJAs of
categpry shadow hold onewor' more replicated areas derived from the naming context(s) held by the DSA of category
master.

If theDSE holding:the non-specific subordinate reference is shadowed information, received from a shadow-suppligr, the
DSE type includes shadow.

The DSE includes shadow in the situation of a shadow DSA when the DSE corresponds to an entry for which the master
DSA has-non-specific subordinate knowledge and for which only the nonspecificKnowledge attribute for th¢ non-

S ec' 1o Eihardinatas pafaranan 1o chadavand
p TC SUoUTUTTIOtC TCTCTCTICC TS STt Ovwe Tt

The DSE includes cp and shadow in the situation of a shadow DSA whose replicated area does not include the context
prefix entry and the master DSA for the naming context has non-specific subordinate knowledge for the context prefix.

The DSE includes admPoint and shadow in the situation of a shadow DSA when the DSE corresponds to an
administrative point, the entry information for the administrative point is not shadowed, and the master DSA for the
naming context has non-specific subordinate knowledge for the administrative point.

When the administrative point coincides with a context prefix in the preceding two cases, the DSE may include
admPoint, cp and shadow.
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24.2.2.6 Cross Reference

A cross reference is represented by a DSE of type xr which contains a specificKnowledge attribute. The name of the
DSE holding the attribute corresponds to the context prefix of the naming context held by the referenced DSA.

Since a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several cross references, at most one of category master and zero or more of category shadow.

24.2.2.7 Supplier Reference

A supplier reference is represented by a DSE of type cp which contains a supplierKnowledge attribute. The name of
the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.
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a supplierKnowledge attribute may have several values, It may represent several supplier references.
te value represents one supplier reference.

.8 Consumer Reference

sumer reference is represented by a DSE of type cp which contains a consumerKnowledge.attribute. The
DSE holding the attribute corresponds to the context prefix of the shadowed naming context:

a consumerKnowledge attribute may have several values, it may represent several(consumer references.
Ite value represents one consumer reference.

Representation of Names and Naming Contexts

Names and Glue DSEs

scribed in 23.3, the minimum information that a DSA may associate with a name is the purpose for which it
me, represented by a DSE holding a value of the attribute dseType. When a DSE contains only such a mi
hation, its DSE type shall be glue. In this case, the DSE shall*not hold an entry or subentry (or a shadow-cq
ry or subentry) or a DSA shared attribute.

DSEs arise in the DSA information model to represent names that are known by a DSA as a consequence of hq
nation associated with other names. For example,, consider the cross reference depicted in Figure 22. The

associated with the cross reference. When ne_other information is associated with such superior names, thg
ented in the DSA information model by glue-DSEs.

Naming Contexts

ning context consists of a contextprefix, a subtree of zero or more entries subordinate to the context prefix (th

ent to constitute full subordinate knowledge.

text prefix is represented by a DSE of type cp. If the context prefix corresponds to an entry, the DSE type in

the DSE type includes admPoint.

ubtree of entri€s and subentries subordinate to the context prefix is represented by DSEs as described in !
1.5.

bpreSentation of the subordinate knowledge of the naming context is represented by DSEs as described in 24.

Each

name

Each

holds
nimal

py of

Iding
DSA
brefix
y are

P root

subtree), and, if there are namling contexts subordinate to it, subordinate and/or non-specific subordinate refefences

ludes

. I it corresponds tesan alias, the DSE type includes alias. If the context prefix corresponds to an administrative

4.1.1

p.2.

Are

1e8tnd avan (A chad carngs af All Ay ~apt AF naman atavet) 1o ranpracantad Ao ol avonnt that tha MNC

acloaag oy afa o o moon Ta\Vi 1o o Fa\w7ay t e
reotC Uit ({0 Srau oV COP Yy U aiT U Pt O o Ha g COUTIICAT) TS TCPTCSCTIICU TS aidUVC—CATC P that thic oo yp

includes shadow in each DSE for which user or operational attributes are received from the shadow supplier. In the case
of incomplete replicated areas, DSEs of type glue may occur to represent a bridge between the separate pieces of the
shadowed information. No user or operational attributes are associated with these (or any) glue DSEs.
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Figure 22 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context) onto the
information tree of a DSA. In addition to the naming context information itself, the DSA's root DSE containing its superior
reference (this is not the DSA information tree for a first level DSA), a glue DSE and a DSE representing a reference
(either a cross reference or an immediate superior reference) to an immediately superior naming context are also depicted.

Q Root + supr

Q@ |::| Glue

@) xr (or immSupr)
B | cp+entry

Other
subordinates

Il Objectentry

A Alias entry

DIT subtree corresponding
to a Naming Context

Entry + nssr

Enty | B2 | (=174

Bl
Entry Alias  Sulbr

Knowledge attribute
B Object/alias entry

[ e N

DSA information tree
for the Naming Context

Figure 22 — DSEsfor a Naming Context
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SECTION 11 — DSA OPERATIONAL FRAMEWORK

Overview

Definitions

For the purposes of this Directory Specification, the following definitions apply:

2511

has been established and has not been terminated.

cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding instance

with
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25.1.1 directory operational framework: Provides the framework from which specific operational models cond

articular aspects (e.g., shadowing or creating a naming context) of the operation of the components of the Dirg
5) may be derived by application of the framework. It factors out common elements which are ‘present
ctions between Directory components.

non-cooperative state: With respect to a second DSA, the state of a DSA prior to the establishment or aff
hation of an operational binding instance.

operational binding: A mutual understanding between two DSAs that, once established, expresses
bment” subsequently to engage in some sort of interaction.

operational binding establishment: The process of establishing an operational binding instance.
operational binding instance: An operational binding of a specific type‘between two DSAs.

operational binding management: The process of establishing, terminating or modifying an instance
fional binding. This management may be achieved via informatioriexchanges defined by Directory Specifica
changes defined in other Specifications, or by other means.

operational binding modification: The process of modifying an operational binding instance.
operational binding termination: The process of terminating an operational binding instance.

0 operational binding type: A particular type Of-Operational binding specified for some distinct purpose
5ses the "agreement” of two DSASs to engage inrspecific types of interaction (e.g., shadowing).

Introduction

Directory Specification defines application protocol information exchanges and associated DSA procedure
the distributed operation of the-Directory. Clauses 25 through 28 define a DSA operational framework
s certain common elements,inthese information exchanges and procedures.

DSASs interact in a coopefative manner because, in addition to their technical capacity to exchange informatig

erned
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of an
tions,
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5 that
which
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m procedures associated with these exchanges, each has been configured to accept certain interactions with the

clauses are concerned with the expression of a common framework for the specification of the structure
nts of the ceoperation between two DSAS.

bjective of this framework is that it be sufficiently general to account for all of the forms of DSA cooperation

d in\this and future editions of these Directory Specifications. The framework is used within these Dirg

bf the

to be
ctory

Specifications to define shadowing and hierarchical operational binding types.

26

26.1

Operational bindings

General

This clause is concerned with the definition of a general framework, the DSA operational framework, within which the
specification of the nature of the cooperative interactions of components of the Directory (DSAS) may be structured in

order

140

to achieve a commonly agreed objective.
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The general framework factors out common features which characterize all interactions between DSAs. By applying the
DSA operational framework to specific aspects of cooperative interaction between DSAs, the resulting specifications will
be both concise and consistent so that the overall number of mechanisms a DSA shall support will be reduced.

The mutual understanding between two DSAs that, once established, expresses their "agreement" subsequently to engage
in some sort of interaction is termed an operational binding. Two DSAs may share as many operational binding instances
of a specific type as are required.

The DSA operational framework provides a common approach to the definition of an operational binding type. An
operational binding type is a particular type of operational binding specified for some distinct purpose, that expresses the
"agreement” of two DSAS to engage in specific types of interaction (e.g., shadowing). This interaction allows operations
from a well-defined set to be invoked by one or the other party to the agreement.

Two [particular DSAs that have reached such an "agreement” share an operational binding instance of a’specific
operational binding type. They are said to be in the cooperative state of that instance of an operational binding typ¢.

Prior fo the establishment or after the termination of an operational binding instance, two DSAs are said¢tg b€ in thg non-
coopqrative state.

Operational binding management is the process of establishing, terminating or modifying an instance of an operational
bindipg. This management may be achieved via information exchanges defined by these Directory Specificatiors, via
exchanges defined in other Specifications, or by other means.

Thesq general concepts are depicted in Figure 23.

- %: ,@@j .

Agreement Y @ % Operations
C] Operational binding — Initiation

Figure 23 — An operational binding

X.501(12)_F23

26.2 Application of the-eperational framework

The application of the DSA operational framework to define an operational binding type is concerned with the follpwing
basic elements:

a) two\DSAs;
b) <:an™agreement” of the service that one DSA will provide to another DSA,;

€)' aset of one or more operations, together with the accompanying procedures a DSA shall follow, through
which the service can be realized:;

d) aspecification of the DSA interactions needed to manage the agreement.

The relationship of these basic elements is expressed by an operational binding. An operational binding comprises the set
of these basic elements that are involved to represent the abstract agreement in technical terms. It represents the
environment, governed by an "agreement”, in which one DSA provides a defined service to the other (and vice versa).
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26.2.1  Two DSAs

The DSA operational framework provides a structure within which the interaction of one DSA with another and the
procedures they consequently execute may be specified.

The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operational binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to follow
the same set of procedures. This is termed a symmetric operational binding.

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This is
termed an asymmetric operational binding.

26.2.

An "ggreement” is a mutual understanding reached between the administrative authorities of two DSAs about a s¢rvice
that ghall be provided by one DSA to the other (and/or vice versa). The "agreement" is initially negotiated Ly the
administrative authorities of the DSAs by means outside of the scope of these Directory Specifications.

The agreement

Parameters of this "agreement” can be formalized by the recording in a DSA of an ASN.1 data type,for use in a prgtocol
exchgnge in the management of the operational binding. In this way, both DSAs reach a mutual understanding pf the
servige that each is providing to the other.

26.2. Operations

Opergtions are the basic medium that DSASs use to interact. A pair of DSAs will pass:on one or more operations befween
themgelves, in order to provide the agreed-to service.

Whilgt a DSA may be technically capable of supporting a large humber of Gperations, it may only be willing to cooperate
with @another DSA in the processing of a small number of these operations, or in the processing of operations thaj only
have particular values set for certain parameters.

The definition of an operational binding type requires the enumeration of the operations that can be exchanged. It also
restrictions to be placed on the values of parameters defined within the operations.

Management of the agreement

The framework provides generic operations for managing an instance of an operational binding. These operations prjovide
for thg establishment, modification and termination of an operational binding.

The application of the framework to the specification of a particular operational binding type requires the initiator of each
of th¢ three management operations to-be” specified and also requires the procedures to be defined for each of
establishment, modification and termination. Whenever a management operation is applied to an operational bind|ng of
the specified type, the DSA shall follow the corresponding procedure.

26.3 States of cooperation

The deneric operational-madel defines two states of cooperation, as governed by an instance of a particular operational
binding type, between.two DSAs as seen by one DSA with respect to the other DSA and three transitions between|these
states| Each identified instance of an operational binding type shared by two DSAs has its own states of cooperatiof. The
states|of cooperation are:

a)\~Non-cooperative state: A particular identified instance of an operational binding type has not| been
established or has been terminated between the two DSAs. The interaction between the two DSAs|(with
respect ta the identified instance of an npprnfinnnl hinding t\llpp) is_not defined. A _DSA_contacted by
another with whom it is in a non-cooperative state may, for example, refuse to engage in any interaction
at all, or it may be prepared to service the request.

b) Cooperative state: There is an instance of an operational binding of the type in question between the two
DSAs. Their cooperative behaviour is governed by the definition of the operational binding type and its
specific parameters and associated procedures.

The transitions between these two states of cooperation may be invoked in two ways: by standardized protocol interactions
or by other means.
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The interactions between two DSASs to manage an instance of an operational binding (e.g., to establish and terminate a
shadowing agreement) are distinct from their potential interactions as governed by the binding (e.g., the interaction to
update a unit of replication).

The state transitions are as follows:

a)
b)

c)

The establishment transition creates an instance of an operational binding of a particular type between two

DSAs, resulting in the movement from the non-cooperative to the cooperative state.

The termination transition destroys a particular instance of an operational binding of a particular type

between two DSASs, resulting in the movement from the cooperative to the non-cooperative state.

The modification transition modifies the parameters of a particular instance of an operational bi
between two DSAs, resulting in the movement from the cooperative state to the cooperative state

nding

These

27

27.1

Wher
shall

a)

b)

generic states and transitions are illustrated in Figure 24.

Non-cooperative

state ‘\
Establishment Termination
Cooperative J

state

Modification
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Figure 24 — States of cooperation

Operational binding specification and-management

Operational binding type specification

applying the framework to define a specific type of operational binding, the following characteristics of th
De specified:

Symmetry
A specification of the respective roles of the DSAs that are party to the operational binding.

b type

other and bath"DSAs exhibit the same external interactions. They may also be asymmetric, in whic
each DSAyplays a distinct role and both DSAs exhibit different external interactions. In this latter ca
Directery operational framework distinguishes the two abstract roles as "ROLE-A" and "ROLE-B",

Each of the abstract roles "ROLE-A" and "ROLE-B" have to be associated with a concrete rolg
defined semantics (e.g., "ROLE-A" as shadow supplier, "ROLE-B" as shadow consumer).

Agreement

Operational bindings may be symmetric, in which case the role of one DSA is interchangeable wilth the

case
e, the

with

c)

d)

A-definitionof the semantics-andrepresentation-of the components-of the “agreement™This-infor

parameterizes the specific instance of an operational binding between two DSAs.
Initiator

1ation

A definition which of the two abstract roles "ROLE-A" and "ROLE-B" is allowed to initiate the

establishment, modification or termination of an operational binding of this type.
Management procedures

A set of procedures that a DSA shall follow when the operational binding of this type is established,

modified or terminated.
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e) Type identification

This identifies the type of DSA interaction that is determined by the operational binding. These identifiers

are object identifier values.
f)  Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed

during the cooperative phase of the operational binding.
For each operation referenced by the operational binding type, a description of the procedures

to be

followed by a DSA if the operation is invoked is required (this may be done by reference to another part

of these Directory Specifications).

led in this clause, the binding type shall be specified using the three information object \c
ATIONAL-BINDING, OP-BINDING-COOP and oP-BIND-ROLE defined in this clause.

Operational binding management

heral, the management of an operational binding requires initially the establishment of~@n’ operational bi
ce. This may optionally be followed by one or more modifications to some or all of the parameters of the

ce may be managed are defined during the definition of the operational binding type: This type definition re
ecification of:

a) the initiator of each of the management operations (this can be either, both, or neither of the two DS
b) the parameters for each of the management operations; and
c) the procedures that each DSA shall follow for each of the‘nanagement operations.

g the establishment of an operational binding instance, an operational binding instance identifier (binding
d. This identifier, when combined with the distinguished-names of the two DSAs involved in the operd

ntions
asses

nding
nitial

ment, and finally may involve the termination of the operational binding instance. Theprecise details of how an

uires

AS);

id) is
tional

binding, will form a unique identifier for the binding instance. All'tnanagement operations subsequent to the establishment

of the
or ter

operational binding instance will use the binding id to.identify which operational binding instance is being mo
minated.

The initiator of the establish operation always transfers the parameters of the "agreement" to the second DSA. In adq

the in|
the re
which
error,
case \

tiator may also transfer some establishment parameters which are specific to its role in the operational bind
sponding DSA is willing to enter into the ‘operational binding, it may return in the result establishment paran
are specific to its role. If the responding DSA is unwilling to enter into the operational binding, it shall retd
which may optionally contain anagreement with a revised set of parameters. This is depicted in Figure 25
vhere Role A and in Figure 26 ifythe case where Role B is the initiator of the establish operation.
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Figure 25 — DSA with Role A initiating establishment
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Figure 26 — DSA with Role B initiating establishment
Operational binding specification templates
e definition of a specific type of operational binding, the following three ASN.1 information-ebject classes n
N.1. Other aspects of the operational binding type, such as the procedures a DSA has‘t6 follow when an opera

formal description of the DSA procedures during the name resolution processsdescribed in Rec. ITU-T X
FC 9594-4).

Operational binding information object class

ATIONAL-BINDING ::= CLASS {
jreement ,
boperation OP-BINDING-COOP,
bth OP-BIND-ROLE OPTIONAL,
bleA OP-BIND-ROLE OPTIONAL,
bleB OP-BIND-ROLE OPTIONAL,
ol OBJECT IDENTIFIER UNIQUE }
SYNTAX {
REEMENT &Agreement
PLICATION CONTEXTS &Cooperation
YMMETRIC &both]
SYMMETRIC
[ROLE-A &roleA]
[ROLE-B &roleB] ]
&id\}

PERATIONAL-BINDING/Nformation object class serves as a specification template for an operational binding
able notation is definédsfor this class to simplify its use as a template. The correspondence between the defi
pperational binding_type and the fields of the variable notation is as follows:

a) The ASN type of the agreement parameter that is used for this type of operational binding i
reférenced by the AGREEMENT field.

b) Thé application contexts and the operations of these application-contexts that are employed with
cooperation phase of an operational binding instance of the defined type are those enumerated foll

the APPLICATION-CONTEXTS field. All operations of a listed application-context are selected unle

ay be

s templates. They allow those parts of the operational binding type that can be formalizéd,to be specified by tipe use

tional
lar to
1518 |

type.
hition

5 that

n the
bwing
S the

information object class.

ected

from the application context. This list is an object class set composed of instances of the OPERATION

c) The class of the operational binding is defined by the syMMETRIC or ASYMMETRIC fields. In the case of a
symmetric operational binding, the term symMETRIC is followed by a single information object of class
OP-BIND-ROLE that is valid for both roles of the operational binding. In the case of an asymmetric
operational binding, the term asyMMETRIC is followed by two information objects of class oP-BIND-

ROLE, one referenced by the subfield ROLE-A and the other by ROLE-B.
d) The object identifier value that serves to identify this type of operational binding is defined by the ID
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27.3.2  Operational binding cooperation information object class

OP-BINDING-COOP ::= CLASS {
&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }

WITH SYNTAX {

&applContext
[APPLIES TO &Operations] }

The oP-BINDING-COOP information object class serves as a specification template for the identification of the operations
of a named application context, some aspect of which is determined by the operational binding. An instance of this class
is meaningful only within the context of a particular operational binding type. A variable notation is defined for this class
to simplifyitsuseasa-templateThe correspondence between the definitionof an-operational binding-type and the fields

of the variable notation is as follows:

a) The applcontext field identifies an application context, some or all of whose operations are inssomg way
determined by an operational binding.

b) The appLIES TO field, if present, identifies the particular operations to which the gperational binding
applies. If the field is absent, the operational binding applies to all the operations of the“dpplication-cgntext.

27.3.3  Operational binding role information object class

OP-B[IND-ROLE ::= CLASS {
&eptablish BOOLEAN DEFAULT FALSE,
&EptablishParam,
&mpdify BOOLEAN DEFAULT FALSE,
&MpdifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }

WITH| SYNTAX {
[EBTABLISHMENT-INITIATOR &establish]
ESABLISHMENT-PARAMETER &EstablishParam

[MODDIFICATION-INITIATOR &modify]
[MPDDIFICATION-PARAMETER &ModifyParam]
[TERMINATION-INITIATOR &terminate]
[TERMINATION-PARAMETER &TerminateParam] }

The qpr-BIND-ROLE information object class serves-as a specification template for roles of an operational binding type.
An ingtance of this class is meaningful only within'the context of a particular operational binding type. A variable ngtation
is defined for this class to simplify its use @s,a template. The correspondence between the definition of an operational
binding role and the fields of the variable notation is as follows:

a) The ESTABLISHMENT=INITIATOR field indicates whether the DSA assuming the defined role may initiate
the establishment of an’operational binding of a particular type.

b) The ESTABLISHMENT-PARAMETER field defines the ASN.1 type for the parameters exchanged by g DSA
assuming the defined role when an instance of the operational binding type is established. If no parameters
are to be-exchanged, then the NULL ASN.1 type shall be specified.

€) The MODIFICATION-INITIATOR field indicates whether the DSA assuming the defined role may ifitiate
the.maodification of an operational binding of a particular type.

d)_<Fhe MODIFICATION-PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the d¢fined
role when an instance of the operational binding type is modified.

e) The TERMINATION-INITIATOR field indicates whether the DSA assuming the defined role may terminate

the establishment of an operational binding of a particular type.

f) The TERMINATION-PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the defined
role when an instance of the operational binding type is terminated.

These Directory Specifications define three Operational Binding information objects as expressed by the following
information object set.

OpBindingSet OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }
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Additional operational binding types may be defined in the future.

28 Operations for operational binding management

This clause defines a set of operations that can be used to establish, modify and terminate operational bindings of various
types. These operations are generic in the way that they can be used to manage operational bindings of any type. The
specification of these operations makes use of the definitions provided for a certain type of operational binding by

application of the OPERATIONAL-BINDING information object class template.

NOTE — By using this facility, arbitrary types of operational bindings may be managed. These operations (together with the

associated application-context) provide a means of extensibility concerning DSA interactions. New types of operational bi

taotiona ronadad hahanan

ndings
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28.1 Application-context definition

The spt of operations for managing operational binding instances can be used for the definition of an application-c
in the|following two ways:

management. An application-context for generic operational binding management’is defined in Rec
T X.519 | ISO/IEC 9594-5.

or more separate application-contexts.

cooperative phase within a single application-context.
NOTE — The first approach is useful in the case where a specialized component of a DSA wants to use an association sol

operative phase (e.g., Update Shadow).

28.2 Establish Operational Binding operation

28.2.1  Establish Operational Binding syntax

bntext

a) An application-context may be constructed containing only the operations (for”operational binpding

ITU-

The operations that may be exchanged during the cooperative phase of the operational binding forin one

b) The set of operations can be imported into the module used to define a specific application-contexf. The
operational binding management operations can then be_tsed together with the operations qf the

bly for

managing the set of operational bindings of that DSA, and it is not prepared to accept any of the operations defined for the co-

The Hstablish Operational Binding operation allows establishment of an operational binding instance of a predefinegl type

betwgen two DSAs. This is achieved through:the transfer of the establishment parameters and the terms of agre

bment

which) were defined in the definition of the-operational binding type. The arguments of the operation may be digned
(see 17.3) by the requestor. If the target component of the SecurityParameters (see 7.10 of Rec. ITU-T X.511 |
ISO/IEC 9594-3) in the request is set\to signed and a result is to be returned, the result may be signed. Otherwige, the

result{shall not be signed.

In the|case of a symmetrical @perational binding, either of the two DSAs may take the initiative to establish an operational

binding instance of the predefined type.

In the case of an asymmetrical operational binding, just one of the roles is designated to initiate the establishment| of an

operational binding,.er either of the two DSAs may take the initiative depending on the definition of the operad
binding type.

tional

estaplishOperationalBinding OPERATION ::= {
AR{GUMENT EstablishOperationalBindingArgument
RE i hﬂpnrafinna'lﬁi nding‘RnQn'lf
ERRORS {operationalBindingError | securityError}
CODE id-op-establishOperationalBinding }

EstablishOperationalBindingArgument ::=
OPTIONALLY-PROTECTED-SEQ { EstablishOperationalBindingArgumentData }

EstablishOperationalBindingArgumentData ::= SEQUENCE {
bindingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B initiates
initiator CHOICE {
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symmetric [3] OPERATIONAL-BINDING. &both.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB. &EstablishParam
({OpBindingSet} {@bindingType}) },
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet} {@bindingType}) ,
valid [7] Validity DEFAULT {},

securityParameters [8] SecurityParameters OPTIONAL,

}

OperationalBindingID ::= SEQUENCE {
idpntifier INTEGER,
veksion INTEGER,
}
OpBihdingSet OPERATIONAL-BINDING ::= ({

shEdowOperationalBinding |
hiprarchicalOperationalBinding |
nopSpecificHierarchicalOperationalBinding }

Validity ::= SEQUENCE {

vallidFrom [0] CHOICE {
how [0] NULL,
Eime [1] Time,
. ..} DEFAULT now:NULL,

vallidUntil [1] CHOICE {
explicitTermination [0] NULL,
Eime [1] Time,

} DEFAULT explicitTermination:NULL,
}

Time| : := CHOICE {
utgTime UTCTime,
geheralizedTime GeneralizedTime,

}

EstaplishOperationalBindingResult ::5
OPI'IONALLY-PROTECTED-SEQ { EstablishOperationalBindingResultData }

EstaplishOperationalBindingResultData ::= SEQUENCE {
bihdingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),
bihdingID [1] OperationalBindingID OPTIONAL,
acfessPoint [2] AccessPoint,
--| symmetric, Role A replies, or Role B replies
infitiator CHOICE {
pymmetric [31.~ OPERATIONAL-BINDING. &both. &§EstablishParam

({OpBindingSet} {@bindingType}) ,
roleA-repli€s M{4] OPERATIONAL-BINDING. &roleA.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleB-replies [5] OPERATIONAL-BINDING. &roleB.&EstablishParam
({OpBindingSet} {@bindingType})} OPTIONAL,

- 7

COMEQNENIS_Q.F_comnmResnlzss.ea }
28.2.2  Establish Operational Binding arguments
The bindingType component shall specify which type of operational binding is to be established. An operational binding
type is defined by an instance of the OPERATIONAL-BINDING information object class which assigns an object identifier

value to the operational binding type. If the receiver does not recognize or support the operational binding type, it shall
return an operationalBindingError With problem unsupportedBindingType.

The bindingID component, when present, shall hold an identification of the new operational binding instance. If the
bindingID is absent within the operation argument, the responding DSA shall assign an ID to the operational binding
instance and return it in the bindingID component of the EstablishOperationalBindingResult data type.
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In either case, when establishing an operational binding, both the identifier and version components of the

Oper
comp

ationalBindingID Value shall be assigned and issued by the DSA making the assignment. The identifier
onent of the operationalBindingID data type shall be unique for all operational bindings between any two

DSAs. However, the DSA not making the assignment shall accept an identifier component that is only unique within
a specific operational binding type. If the identifier component specifies an identifier already in use for the particular
binding type, the responding DSA shall return an operationalBindingError with problem duplicateID.

NOTE — A pre-edition 5 system may not follow the above rule for assigning identities.

The accessPoint component shall specify the access point of the initiator for subsequent interactions.

The initiator component shall specify the role the DSA issuing the Establish Operational Binding operation assumes.

The

alternptives:

If for
to th

operhtionalBindingError With problem parametersMissing.

The 4
instar]
is def

The va1id component shall specify the duration of the operational binding.

mantics of the roles are defined as part of the definition of the operational binding type. It is a choice of three

—  The symmetric alternative shall be taken if the type of operational binding requires identicaloles fpr the
two DSAs. The establishment parameter for the initiating DSA is determined by the OP-BIND-ROLE
associated with the syMMETRIC field of the instance of the OPERATIONAL-BINDING,infofmation pbject
class. If this alternative is chosen in the request, but the operational binding type Specifies asymmetric

roles, then the responding DSA shall return an operationalBindingError with problem
notAllowedForRole.

operational binding and it shall be taken when only the initiating" ®SA may take ROLE-A] The
establishment parameter for the initiating DSA is determined by the‘oP-BIND-ROLE associated with the
ROLE-A field of the instance of the OPERATIONAL-BINDING information object class. If the DA in
ROLE-A is not allowed to initiate the operational binding, “the responding DSA shall retufn an
operationalBindingError With problem notAllowedForRole. If the responding system dogs not
accept the role allocation, it shall return an_‘operationalBindingError With prpblem
roleAssignment.

— The rolea-initiates alternative may be taken if both roles may be:{hg-initiator of an asynz[wetric

— The roleB-initiates alternative may be taker,if both roles may be the initiator of an asyminetric
operational binding and it shall be taken when only the initiating DSA may take ROLE-B| The
establishment parameter for the initiating DSA is determined by the oP-BIND-ROLE associated with the
ROLE-B field of the instance of the OPERATIONAL-BINDING information object class. If the DFA in
ROLE-B is not allowed to initiate~the operational binding, the responding DSA shall retufn an
operationalBindingError With problem notAllowedForRole. If the responding DSA dogs not
accept the role allocation,. dt> shall return an operationalBindingError Wwith prpblem
roleAssignment.

any of the three alternatives the data type for establishment parameters is the NULL ASN.1 type, where it accqrding
e operational binding type( should be another data type, then the responding DSA shall retufn an

lgreement component,-when present, shall specify the terms of agreement governing the operational b
ce. Its actual contentdepends on the type of operational binding to be established. The ASN.1 type for this par
ned by the AGREEMENT field of the OPERATIONAL-BINDING information object for the operational binding|type.

— «Bhe validFrom subcomponent shall specify the starting time of the operational binding instance. [If the
now alternative is taken, the operational binding becomes active when the operation has successfully

completed. If the time alternative is taken, the operational binding becomes active at the specified|time.
fui gt ot other

reasons, it shall return an operationalBindingError With problem invalidStartTime.

— The validuntil shall specify the time that the operational binding instance is terminated. If the
explicitTermination alternative is taken, the operational binding is active until explicitly terminated.
If the time alternative is taken, the operational binding is terminated at the time specified. If the receiving
DSA cannot accept the ending time, e.g., the ending time makes no sense or for other reasons, it shall
return an operationalBindingError With problem invalidEndTime.

When a value of Time in the UTCTime syntax, the value of the two-digit year field shall be normalised into a four-digit
year value as follows:

—  If the 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it.
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—  If the 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

The use of GeneralizedTime may prevent interworking with implementations unaware of the possibility of choosing
either UTCTime Or GeneralizedTime. It is the responsibility of those specifying the domains in which this Directory
Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be used. In no case shall
UTCTime be used for representing dates beyond 2049.

If the validity data type is an empty sequence or if the valid component is not present, then the operational binding
is valid from the current time and until it is explicitly terminated.

The securityParameters component shall be present if the request is signed or if the result or error is requested to be
signed.

28.2.3  Establish Operational Binding results
If the|Establish Operational Binding operation succeeds, the result shall be returned.
The HindingType component shall have the same value as that provided by the establishment initiator,

The BindingID component shall hold a valid identification of the established operational kinding instance |if the
corregponding component of the request was absent (see 28.2.2). Otherwise, it may be present;-but shall then echo the
valuelin the request.

The dccessPoint component shall specify the access point of the responding DSA fersubsequent interactions.

The initiator component shall specify the role that the responding DSA assumes. The semantics of the rolg¢s are
defingd as part of the definition of the operational binding type. It is a choice of three alternatives:

— The symmetric alternative shall be taken if the corresponding alternative was taken in the redeived
request. The establishment parameter for the responding DSACis the same as given in the request.

— The roleA-replies alternative shall be taken, if the initiating DSA took the ROLE-B. The establishment
parameter for the responding DSA is determined by, the oP-BIND-ROLE associated with ROLE-A field of
the instance of OPERATIONAL-BINDING information object class.

— The roleB-replies alternative shall be taken if the initiating DSA took ROLE-A. The establishment
parameter for the responding DSA is determined by the oP-BIND-ROLE associated with ROLE-B field of
the instance of OPERATIONAL-BINDING Information object class.

If thelresult is to be signed by the responding DSA;the securityParameters component of CommonResultsSeq shall
be prégsent.

28.3 Modify Operational Birding operation

28.3.1 Modify Operational Binding syntax

The Modify Operational Binding operation is used to modify an established operational binding. The right to modify is
indicgted by the MODIFICATION INITIATOR field(s) within the definition of the operational binding type usifg the
OP-B[[ND-ROLE and,OPERATIONAL-BINDING information object.

The qomponents-of an operational binding that can be modified are the content of the agreement for the operational
binding and its.period of validity. Further, a modification parameter can be specified by the initiator of the Modify
OpergtionaliBinding operation. The arguments of the operation may be signed (see 17.3) by the requestor. If the t4rget
comppnentsof the SecurityParameters (see 7.10 of Rec ITU-T X 511 | ISO/IEC 9594- 3) |n the request is [set to

If the initiator of the Modify Operational Binding operation according to the operational binding type is not allowed to
be the initiator, the responding DSA shall return an operationalBindingError With problem notAllowedForRole.

modifyOperationalBinding OPERATION ::= {
ARGUMENT ModifyOperationalBindingArgument
RESULT ModifyOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-modifyOperationalBinding }

ModifyOperationalBindingArgument ::=
OPTIONALLY-PROTECTED-SEQ { ModifyOperationalBindingArgumentData }

150 Rec. ITU-T X.501 (10/2016)


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

ModifyOperationalBindingArgumentData ::= SEQUENCE ({
bindingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindingID [1] OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,
-- symmetric, Role A initiates, or Role B initiates
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING. &both.&ModifyParam

({OpBindingSet} {@bindingType}) ,
roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&ModifyParam

({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB.&ModifyParam

({OpBindingSet} {@bindingType})} OPTIONAL,

neyBindingID [6] OperationalBindingID,

nejwAgreement [7] OPERATIONAL-BINDING. &Agreement
({OpBindingSet} {@bindingType}) OPTIONAL,

vallid [8] ModifiedvValidity OPTIONAL,

sefurityParameters [9] SecurityParameters OPTIONAL,

- }

ModifiedValidity ::= SEQUENCE {

vallidFrom [0] CHOICE {
ow [0] NULL,
ime [1] Time,
. ..} DEFAULT now:NULL,

vallidUntil [1] CHOICE {
xplicitTermination [0] NULL,
Eime [1] Time,
hinchanged [2] NULL,

} DEFAULT unchanged:NULL,
}

ModifyOperationalBindingResult ::= CHOICE {

nufll NULL,

prptected [1] OPTIONALLY-PROTECTED-SEQ{ ModifyOperationalBindingResultData },
}

ModifyOperationalBindingResultData ::=, (SEQUENCE ({
hewBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}) ,
hewAgreement OPERATIONAL-BINDING. &§Agreement ({OpBindingSet} {Q@.bindingType}),
ralid Validity OPTIONAL,

-7

L ..,
COMPONENTS OF CommonRésultsSeq
}

28.3.2 Modify Operationdl Binding argument

The HindingType component shall specify which type of operational binding is to be modified. If no operational binding
of the specified (type has been established between the two DSAs, the responding DSA shall retuin an
operhtionalBindingError With problem invalidBindingType

The HindingID component shall specify the operational binding instance to be modified. If the bindingID is unknown
to the|responding DSA, it shall return an operationalBindingError With problem invalidiIb.

The accessPoint component, if present, shall specify the initiator's access point for subsequent interactions. This
component shall be present, if the access point is changed.

The initiator component, when present, shall specify the role that the DSA issuing the Modify Operational Binding
operation assumed during the Establish Operational Binding operation. This component shall be present if the
MODIFICATION-PARAMETER Of the initiator's oP-BIND-ROLE information object for the taken alternative is present.
Otherwise, it shall be absent. If the chosen role is not the correct one, the responding DSA shall return an
operationalBindingError With problem roleAssignment

The newBindingID component shall hold the revised identifier of the operational binding instance. The version
component of newBindingID shall be greater than that of bindingID. The identifier subcomponent shall remain
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unchanged. If the identifier subcomponent in this component is different from the identifier subcomponent of
bindingID component, the responding DSA shall return an operationalBindingError with problem
invalidNewID.

The newAgreement component, if present, shall contain the modified terms of agreement governing the operational
binding instance. The ASN.1 type for this parameter is defined by the AGREEMENT field of the OPERATIONAL-BINDING
information object class template of the operational binding type. If newAgreement is not present, the agreement is not
changed by the operation.

The valid component, if present, may be used to indicate a revised period of validity for the altered agreement. If the
valid component is absent, the validFrom component is presumed to have the value now and the validuntil
component is assumed unchanged. If the validFrom component is present and refers to an instant of time in the future,
the cyrrent agreement remains in effect until that time, unless operational binding is explicitly terminated before thaf time.

The securityParameters component shall be present if the request is signed or if the result or error is requested to be
signegl.

28.3.3  Modify Operational Binding results

If the|Modify Operational Binding operation succeeds, the result shall be returned.

The newBindingID component shall echo the newBindingID component in the request:
The HindingType component shall echo the bindingType component in the request.
The newAgreement component shall echo the newAgreement component in thé«reguest.
The vialid component shall echo the valid component in the request.

If theresult is to be signed by the responding DSA, the securityParameters component of CommonResultsSeq shall
be présent.

It is njot possible for the responding DSA to return the modification parameter defined for its role to the modifi¢ation
initiator.

28.4 Terminate Operational Binding operation

28.4.1  Terminate Operational Binding syntax

The Terminate Operational Binding operationsis used to request the termination of an established operational bipding
instarjce. The right to request termination is indicated by the TERMINATION INITIATOR field(s) within the definitjon of
the operational binding type using the«oP-BIND-ROLE and OPERATIONAL-BINDING information object class templates.
The @rguments of the operation.may be signed (see 17.3) by the requestor. If the target component ¢f the
SecukityParameters (See 7,10-0f Rec. ITU-T X.511 | ISO/IEC 9594-3) in the request is set to signed and a repult is
to be feturned, the result may. be’signed. Otherwise, the result shall not be signed.

If thelinitiator of the Terrminate Operational Binding operation according to the operational binding type is not alloyed to
be thq initiator, the responding DSA shall return an operationalBindingError With problem notAllowedForRole.

terminateOperationalBinding OPERATION ::= ({
ARSUMENT._ \TerminateOperationalBindingArgument
REBULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }

TerminateOperationalBindingArgument ::=
OPTIONALLY-PROTECTED-SEQ { TerminateOperationalBindingArgumentData }

TerminateOperationalBindingArgumentData ::= SEQUENCE ({

bindingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),

bindingID [1] OperationalBindingID,

-- symmetric, Role A initiates, or Role B initiates

initiator CHOICE {
symmetric [2] OPERATIONAL-BINDING. &both.&TerminateParam

({OpBindingSet} {@bindingType}) ,

roleA-initiates [3] OPERATIONAL-BINDING. &roleA.&TerminateParam
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({OpBindingSet} {@bindingType}) ,

roleB-initiates [4] OPERATIONAL-BINDING. &roleB. &TerminateParam

({OpBindingSet} {@bindingType})} OPTIONAL,

terminateAt [5] Time OPTIONAL,
securityParameters [6] SecurityParameters OPTIONAL,

-}

TerminateOperationalBindingResult ::= CHOICE {
null [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ{ TerminateOperationalBindingResultData },

}

TerminateOperationalBindingResultData ::= SEQUENCE {
bipndingID OperationalBindingID,
bihdingType OPERATIONAL-BINDING. &id ({OpBindingSet}) ,
terminateAt GeneralizedTime OPTIONAL,

o
28.4.
The 4

4
> 7
MPONENTS OF CommonResultsSeq }

Terminate Operational Binding argument

bindingType component shall specify which type of operational binding is to belterminated. If no opera

bindipg of the specified type has been established between the two DSAs, the responding DSA shall retu
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operafion assumed during the Establish Operational. Bihding operation. This component shall be present
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The germinateAt component, when present,-shall specify a time at which the operational binding shall terminate.
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bnent is not present, the operational binding terminates at the completion of the operation.

ecurityParameters componentshall be present if the request is signed or if the result or error is requested

Terminate Operational Binding result
Terminate Operational -Binding operation succeeds, the result shall be returned.
ewBindingID-component shall echo the newBindingID component in the request.
indingTypelComponent shall echo the bindingType component in the request.
erminateAt component shall echo the terminateAt component in the request.

result'is to be signed by the responding DSA, the securityParameters component of CommonResultsSeq

tional
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onent

Nt in the bindingID shall be ignored. If there are supplicate IDs for different binding types, then the combimation

ed. If
hding
return

hding
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esent.
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to be

 shall

be present:

It is not possible for the responding DSA to return the termination parameter defined for its role to the termination initiator.

28.5

Operational Binding Error

An Operational Binding Error reports a problem related to the usage of operations for management of operational
bindings. If the arguments of the operation were signed (see 17.3) by the requestor or if the errorProtection parameter
of the SecurityParameters data type was set to signed in the request, then the error parameters may be signed.
Otherwise, they shall not be signed.

operationalBindingError ERROR ::= {

Rec. ITU-T X.501 (10/2016)

153


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

PARAMETER OPTIONALLY-PROTECTED-SEQ {OpBindingErrorParam}

CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
invalidID (0),
duplicateID (1),
unsupportedBindingType (2),
notAllowedForRole (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
nvalidAgreement (8),
EurrentlyNotDecidable (9),
odificationNotAllowed (10),
invalidBindingType (11),
invalidNewID (12),
..},
bindingType [1] OPERATIONAL-BINDING. &id({OpBindingSet}) OPTIONAL;

agfkeementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet} {@bindingType}) OPTIONAL,
refryAt [3] Time OPTIONAL,

> 7
N
COMPONENTS OF CommonResultsSeq }

The vjalues of problem have the following meanings:

a) invalidib: The operational binding ID given in the request/is not known by the receiving DSA of is in
the wrong state for the requested operation.

b) duplicateID: The operational binding ID given<in the establishment request already exists ft the
responder. This may be caused by a prior attempido establish an operational binding instance whgn the
result was lost and initiator has repeated the establishment request.

C) unsupportedBindingType: The requesteéd operational binding type is not supported by the DSA.

d) notAllowedForRole: A management operation on the operational binding instance has been regqdested
which is not allowed for the role that the requestor plays (e.g., a Terminate Operational Binding opefation
has been issued by a DSA that takes'a role which is not allowed to initiate the termination of the opergtional
binding instance).

€) parametersMissing: Anyrequired establishment or termination parameters that are defined for thg type
of operational binding-are missing.

f) roleassignment: The requested role assignment for an asymmetric operational binding instance hps not
been accepted,

g) invalidstartTime: The specified starting time for the operational binding instance has not| been
accepted.

h) invalidEndTime: The specified termination time for the operational binding instance has not been
accepted.

i)tsoinvalidAgreement: The terms of agreement for the requested operational binding instance haye not
been accepted. The terms of agreement that would be accepted by the responding DSA can be returTed in

agreementProposal
J) currentlyNotDecidable: The DSA is not able to decide on-line about the establishment or

modification of the requested operational binding instance. A time when the request should be repeated
can be given in retryat.

k) modificationNotAllowed: The Modify Operational Binding operation is rejected since modification
is not permitted for this binding instance.

) invalidBindingType: A modifyOperationalBinding O @ terminateOperationalBinding
request specifies an operational binding type not established between the two DSAs in question.

m) invalidNewID: The new binding ID given in the request is invalid.
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The bindingType component shall be the same as that transmitted by the invoker of the failed operational binding
management operation.

he agreementProposal component shall only be used in response to an establishOperationalBinding request to
propose a revised set of agreement parameters as described in 28.2.

The retryat component shall be used only in conjunction with the problem value currentlyNotDecidable t0
indicate a time when the EstablishOperationalBinding Or modifyOperationalBinding request should be
retried.

The CommonResultsSeq component (see 7.4 of Rec. ITU-T X.511 | ISO/IEC 9594-3) includes SecurityParameters.
The securityParameters component (see 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) shall be included in the
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Operational Binding Management Bind and Unbind

DSA Operational Binding Management Bind and DSA Operational Binding Management WnBind oper3
d in 28.6.1 and 28.6.2, are used by a DSA at the beginning and end of a particular period of'eperational bi
jement activity.

DSA Operational Binding Management Bind
A Operational Binding Management Bind operation is used to begin a period of operational binding manager
perationalBindingManagementBind OPERATION ::= dSABind

omponents of the dSAOperationalManagementBind are identical €0 their counterparts in dSaBind (se
[ X.518 | ISO/IEC 9594-4).

DSA Operational Binding Management Unbind

and 7.6.5 of Rec. ITU-T X.519 | ISO/IEC 9594-5 and for:the TCP/IP environment in 9.2.2 of Rec. ITU-T X
FC 9594-5.
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SECTION 12 — INTERWORKING WITH LDAP

29 Overview
29.1 Definitions
29.1.1 LDAP requestor: A DSA that is capable of issuing requests via the Lightweight Directory Access Protocol
(LDAP) and that is capable of understanding and handling LDAP responses.
29.1.2 LDAP responder: A DSA that is capable of understanding and processing requests initiated by LDAP clients.
29.2 Introduction
LDAP servers that make part of a distributed directory contain their part of the distributed DIT. Naming,across al|l DSA
and LIDAP servers requires to be coordinated.
As dipcussed in 6.2, a DSA that is directly connected to (having an application-association with)xa2’DUA or an LDAP
client{is acting as a bound DSA.
The sppport of an LDAP client using the LDAP protocol by a DSA may be provided in twa distinct ways:

— An LDAP-DAP gateway is provided between the LDAP client and the DSA; or

—  The DSA acts as an LDAP server by supporting the LDAP protocel.
An LDAP-DAP gateway is outside the scope of these Directory Specifications.
A DSHA that is able to handle LDAP operations is called a LDAP responder~An LDAP responder may be a DSA that also
acts as bound DSA or it may be a DSA that receives an LDAP request being imbedded in an 1dapTransport r¢quest
(see Rec. ITU-T X.511 | ISO/IEC 9594-3).
An LIDAP server is added to a directory infrastructure by connegting to a DSA. A DSA that in this way acts as the intgrface
to an |LDAP is acting as an LDAP requestor and shall in the communication with the LDAP server act as an LDAP ¢lient.
An LDAP responder may receive a request that is initiated’by a DUA, but is to be forwarded to an adjacent LDAP $erver
mean|ng that it has to convert a DAP request to an LDAP request and subsequently convert a possible LDAP resujt to a

DAP

30

30.1

result or error.

LDAP interworking model

LDAP interworkingsscenarios
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Figure 27 — LDAP interworking scenarios

Rec. ITU-T X.501 (10/2016)


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

Figure 27 illustrates a possible directory infrastructure comprised of interconnected DUASs, LDAP clients, DSAs and

LDAP servers.

Figure 27 also illustrates different interworking scenarios:

a)

A request initiated by an LDAP client may be processed by a DSA (LDAP responder), not acting as the
bound DSA for the LDAP client.

NOTE - If the LDAP responder is also acting as the bound DSA for the same operation, the procedures is outside the scope of
these Directory Specifications, but is determined entirely by the LDAP specifications.

30.2
This

Wher
serve

Wher
LDA

30.3

b) A request initiated by an LDAP client may be processed by an LDAP server accessed through a DSA
acting as LDAP requestor, where this LDAP requestor is different from the bound DSA for a particular
operation. If the DSA is acting both as bound DSA and as LDAP requestor for the same operation, the
DSA acts according to the LDAP specifications.

c) Arequest initiated by a DUA may be processed by an LDAP server.

a)
b)

c)

a)

b)

c)
d)

€)

Overview of bound DSA handling LDAP operations

General LDAP requestor characteristics

ubclause is only concerned with the situation where a DSA acting as a bound DSA receivesyan LDAP request. It
consiglers two situations:

the request is to be forwarded to an LDAP server towards which the DSACalso acts as LDAP reqyestor;
and

the request is to be forwarded into the Directory infrastructure, i.e., it"has to be forwarded to some|other
DSA.

the request is to be forwarded to an adjacent LDAP server, the DSA forwards the request unchanged to the L DAP
and returns the result(s) unchanged to the LDAP client, with the fellewing exceptions:

It shall use its own name in the LDAP bindRequest.

It needs to generate a unique value for MessageIb. for each request sent to the LDAP server. This|value
will typically be different from the value provided:in the received request.

An unknown Unsolicited Notification receivéd from the LDAP server shall be ignored. The DSA mpy act
on a Notice of Disconnection by generating an LDAP response with LDAPResult With resulf{Code
having the value unavailable for each adjacent LDAP client with outstanding requests.

the LDAP request is to be forwarded inte‘the Directory infrastructure, then the DSA may act as a proxy fpr the
P client in the following areas:

The DSA may sign the generated 1dapTranport request using it own credentials and may set the tdrget
component of the SeciirityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) to signed
to request the result-te_be signed.

Fill the ServiceCantrols data type according to local policy for the DSA (see 12.1.2 of Rec. ITU-T K.511
| ISO/IEC 9594;3).

Verify sigriatures on received results.
Persuade returned referrals on behalf of the LDAP client.
Rréepare received results for transmission to the LDAP client.

The LDAPServer consigers the DSA a5 am CDAP Thientand the DSAMuStact aCCOf(]iﬂeg.

a)
b)

It shall use its own name in the LDAP bindRequest.

It needs to generate a unique value for MessageID for each request sent to the LDAP server. It cannot
copy the value provided in InvokeId (0r the MessageID). Otherwise uniqueness cannot be guaranteed
as requests may come from multiple DUAs and/or LDAP clients. The DSA needs to maintain a mapping
between MessageID Vvalues sent to the LDAP server and the InvokeId (Or MessageID) Values received
in requests (similar to normal DSA behaviour when chaining messages on the DSP).

The receipt of an unknown LDAP Controls value shall be ignored.

Rec. ITU-T X.501 (10/2016) 157


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

1SO/I

30.4

EC 9594-2:2017 (E)

d) Anunknown Unsolicited Notification received from the LDAP server shall be ignored. The DSA may act
on a Notice of Disconnection by generating an LDAP response with LDAPResult with resultCode with
value unavailable for each outstanding request from an LDAP client if the request is not an LDAP

search request or is an LDAP search request, where the LDAP server is the initial performer.

LDAP extension mechanisms

30.4.1 General

Extension LDAP mechanisms are described below and are documented in attributes held by the root DSE of the DAP
server (see 31.1.4, 31.1.5 and 31.1.8). A DSA acting as LDAP requestor may read these attributes to learn about the
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LDAP controls
scribed in 4.1.11 of IETF RFC 4511, LDAP uses Controls to add new capabilities to operations.”A Cor

ject identifiers of the controls it supports in requests (see 31.1.5).

LDAP extended operations

scribed in 4.12 of IETF RFC 4511, LDAP have a mechanism for extended operatians. Such extended oper
en an object identifier. An LDAP server maintains an attribute of type supportedExtension holding the
iers of the extended operations it supports (see 31.1.4).

LDAP extended features

P have a mechanism for extended features. Such extended features-are.given an object identifier. An LDAP

trol
Iding

htions
pbject

erver

ains an attribute of type supportedFeatures holding the object identifiers of the extended features it supports

1.1.8).

LDAP specific system schema

Operational Attribute types from IEPF RFC 4512

Introduction

RFC 4512 defines a number of DSA specific operational attributes relevant for a DSA acting as LDAP resp

DSA functioning as LDAP requestor. Attributes of these types, when present, shall be placed in the root DSE.

b brief description of the attfibute types is given here. Detailed information may be found in IETF RFC 4512

A acting as a bound DSA-toward an LDAP, or as a DSA responder, may support some or all of the attribute
in this clause.

DTE 1 — If the bounid DSA for an LDAP client is not the same as the LDAP responder, the LDAP operational attributes sup|
the bound DSA\may not be supported by the LDAP responder, causing return of unexpected errors.

DTE 2 — AttribUtes of the attribute types listed in this clause, when present, are held in the root DSE. When an LDAP clig]
A accesses the root DSE using an empty distinguished name, it always accesses the root DSA of the bound DSA.

A aCting as LDAP requestor may read some or all of the attributes in the root DSE of adjacent LDAP serj

adapt

onder

types
ported

htor a

Ers to

to-the capabilities of those LDAP servers.

NOTE 3 — As the root DSE does not hold an attribute of type objectClass, the standard LDAP way of emulating a Read
operation cannot be used. Instead, an LDAP searches with an OR'ed filter specifying the presence of the attribute types of interest.
If an LDAP server is known to support the feature defined in IETF RFC 4526, the LDAP requestor may use the simplified filter
specified in this RFC for ‘absolute true’.
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31.1.2  Naming contexts

An attribute of type namingContexts lists the context prefixes of holds the distinguished names of the naming context
held by an LDAP server.

ports.

namingContexts ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

USAGE dSAOperation

LDAP-SYNTAX dn.&id

LDAP-NAME "namingContexts"

D id-lat-namingContexts }
31.1. Alternative server
An atfribute of type altServer lists the URLSs referring to alternative servers.
altServer ATTRIBUTE ::= {

WIFH SYNTAX IA5String

USAGE directoryOperation

LDAP-SYNTAX ia5String. &id

LDAP-NAME "altServer"

ID id-lat-altServer }
31.14  Supported extension
An atfribute of type supportedExtension lists object identifiers identifying the extended operations.
suppprtedExtension ATTRIBUTE ::= {

WIFH SYNTAX OBJECT IDENTIFIER

USAGE dSAOperation

LDRAP-SYNTAX oid. &id

LDAP-NAME "supportedExtension"

iD id-lat-supportedExtension }
31.1.% Supported control
An atfribute of type supportedControl lists object identifiers identifying the request controls the server supports.
suppprtedControl ATTRIBUTE ::= {

WIFH SYNTAX OBJECT IDENTIFIER

USAGE dSAOperation

LDAP-SYNTAX oid. &id

LDAP-NAME "stipportedControl”

ID idslat-supportedControl }
31.1.6 Supported SASL Mechahisms
An atfribute of type supportedsAaLSMechanisms lists the SASL mechanisms that the server recognizes and/or sup
suppprtedSASLMechanisms ATTRIBUTE ::= ({

WIfH SYNTAX DirectoryString{ub-saslMechanism}

USAGE dSAOperation

LDAP-SYNTAX directoryString. &id

LDAP-NAME "supportedSASLMechanisms"

ID id-lat-supportedSASLMechanisms }
31.1. Supported CDAP version

An attribute of type supportedLDAPVersion lists the versions of LDAP that the server supports.

supportedLDAPVersion ATTRIBUTE ::= ({
WITH SYNTAX INTEGER
USAGE dSAOperation
LDAP-SYNTAX integer. &id
LDAP-NAME "supportedLDAPVersion"
D id-lat-supportedLDAPVersion }
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31.1.8  Supported features

An attribute of type supportedFeatures lists object identifiers identifying elective features that the server supports.

supportedFeatures ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
USAGE dSAOperation
LDAP-SYNTAX oid. &id
LDAP-NAME "supportedFeatures"
D id-oat-supportedFeatures }

31.1.9 LDAP Syntaxes

An atfFibute of type 1dapSyntaxes SIS SUPPOTEd LDAP Syntaxes.

ldappyntaxes ATTRIBUTE ::= {
WITH SYNTAX LdapSyntaxDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX ldapSyntaxDescription. &id
LDAP-NAME {"ldapSyntax"}
iD id-soa-ldapSyntaxes }
LdappyntaxDescription ::= SEQUENCE {
identifier SYNTAX-NAME. &id,
degcription UnboundedDirectoryString OPTIONAL,

}
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Annex A

Object identifier usage

(This annex forms an integral part of this Recommendation | International Standard.)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which all
non-leaf nodes in the subtree are assigned names.

Usef = = = (5 module(I) usefulDerinttions(0) 87
DEFINITIONS ::=
BEGI

-- EKPORTS All

-- The types and values defined in this module are exported for use in the other ASN.
-- mpdules contained within these Directory Specifications, and for the use) of other
-- applications which will use them to access Directory services. Other )applications
-- mpy use them for their own purposes, but this will not constrain eXtensions and
-- mpdifications needed to maintain or improve the Directory service.

ID = OBJECT IDENTIFIER

ds ID = {joint-iso-itu-t ds(5)}

-- The following definition is for ASN.1l definitions mowved from

-- Rpc. ITU-T X.660 | ISO/IEC 9834-1:

id Ip ::= {joint-iso-itu-t registration-procedures/(ly) module(l) directory-defs(2)}
-- The following defition is for ASN.1l definitions of LDAP schema

intefknet ID ::= {iso(l) identifiéd-organization(3) dod(6) internet(1)}
ldapfdir ID ::= {internet directory (1)}

intSecurity ID = {internet seecurity(5)}

ldapfenterprise ID = {internet private(4) enterprise(l)}

ldap|x509 ID = {ldap-dir x509(15)}

ldapjopenLDAP ID = {ldaprenterprise openLDAP(4203) ldap(1l)}
openLDAP-attributes ID = {ldap-openLDAP attributeType (3)}

openL.DAP-controls ID = {ldap-openLDAP controls(10)}

ldapfwall ID = {ldap-enterprise wahl (1466) }

ldapfdynExt ID =‘\{ldap-wall 101 119}

ldapfattr D =/{ldap-wall 101 120}

ldapfmatch iD = {ldap-wall 109 114}

ldapfsyntax ID = {ldap-wall 115 121 1}

cosipe ID ::= {itu-t(0) data(9) pss(2342) ucl(19200300) pilot(100)}
cosipeAttr ID ::= {cosine pilotAttributeType (1)}

-- cptegories\ of information object

modulle ID ::= {ds 1}

serviiceElement ID ::= {ds 2}

appljicationContext ID ::= {ds 3}

attributeType ID ::= {ds 4}

attributeSyntaxVendor ID ::= {ds 5}

-- This arc will not be used by these Directory Specifications

objectClass ID ::= {ds 6}

-- attributeSet ID ::= {ds 7}

algorithm ID ::= {ds 8}

abstractSyntax D = {ds 9}

-- object ID = {ds 10}

-- port D = {ds 11}

dsaOperationalAttribute ID = {ds 12}

matchingRule D = {ds 13}

knowledgeMatchingRule ID ::= {ds 14}

nameForm ID ::= {ds 15}

Rec. ITU-T X.501 (10/2016)

161


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

group ID = {ds 16}

subentry ID = {ds 17}

operationalAttributeType ID = {ds 18}

operationalBinding D = {ds 19}

schemaObjectClass ID = {ds 20}

schemaOperationalAttribute ID = {ds 21}

administrativeRoles ID = {ds 23}

accessControlAttribute ID = {ds 24}

--rosObject ID = {ds 25}

--contract D = {ds 26}

--package ID = {ds 27}

accessControlSchemes ID = {ds 28}

certificateExtension ID = {ds 29}

managementObject ID = {ds 30}

attrfibutevalueContext ID = {ds 31}

-- securityExchange D = {ds 32}

idmPfkotocol ID = {ds 33}

probllem ID = {ds 34}

notification ID = {ds 35}

matchingRestriction ID = {ds 36} -- None are currently defined

contfpolAttributeType ID = {ds 37}

keyPpurposes ID = {ds 38}

passpordQuality ID = {ds 39}

attrfibuteSyntax ID = {ds 40}

avReptriction IDp = {ds 41}

cmsCpntentType ID = {ds 42}

-- mpdules

useffilDefinitions ID = {module usefulDefinitions(0) 8}

infofmationFramework ID = {module informationFramework (l) 8}

direftoryAbstractService IDp = {module directoryAbstractService(2) 8|}

distfibutedOperations ID = {module distributedOperations(3) 8}

-- pkotocolObjectIdentifiers ID =\ {module protocolObjectIdentifiers(4) [8}

seleftedAttributeTypes ID = {module selectedAttributeTypes(5) 8}

seleftedObjectClasses ID = {module selectedObjectClasses(6) 8}

authenticationFramework ID = {module authenticationFramework (7) 8}

algofithmObjectIdentifiers ID = {module algorithmObjectIdentifiers(8)| 8}

direptoryObjectIdentifiers ID = {module directoryObjectIdentifiers(9)| 8}

-- upperBounds ID = {module upperBounds (10) 8}

-- dpp ID = {module dap(11l) 8}

-- dpp ID = {module dsp(12) 8}

distfibutedDirectoryOIDs ID = {module distributedDirectoryOIDs(13) (8}

direftoryShadowOIDs D = {module directoryShadowOIDs (14) 8}

direftoryShadowAbstractService D = {module
directoryShadowAbstractService (15) 8}

-- disp ID = {module disp(16) 7}

-- dpp D = {module dop(17) 7}

opBihdingManagement ID = {module opBindingManagement (18) 8}

opBihdingOIDs ID = {module opBindingOIDs (19) 8}

hierprchicalOperationalBindings ID = {module
hierarchicalOperationalBindings (20) 8§}

dsaOperationalAttributeTypes ID = {module
dsaOperationalAttributeTypes (22) 8}

schemaAdministration ID ::= {module schemaAdministration(23) 8}

basiEAccessControl ID ::= {module basicAccessControl (24) 8} |

directoryOperationalBindingTypes ID = {module
directoryOperationalBindingTypes (25) 8}

certificateExtensions ID = {module certificateExtensions(26) 8}

directoryManagement ID = {module directoryManagement (27) 8}

enhancedSecurity D = {module enhancedSecurity(28) 8}

-- directorySecurityExchanges iD = {module

-- directorySecurityExchanges (29) 8}

iDMProtocolSpecification ID = {module iDMProtocolSpecification(30) 8}

directoryIDMProtocols D = {module directoryIDMProtocols (31) 8}

attributeCertificateDefinitions ID = {module

attributeCertificateDefinitions (32) 8}

serviceAdministration ID = {module serviceAdministration(33) 8}
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ldapAttributes ID = {module ldapAttributes(34) 8}
commonProtocolSpecification D = {module
commonProtocolSpecification (35) 8}
oSIProtocolSpecification D = {module oSIProtocolSpecification(36) 8}
directoryOSIProtocols ID = {module directoryOSIProtocols(37) 8}
ldapSystemSchema ID = {module ldapSystemSchema (38) 8}
passwordPolicy ID = {module passwordPolicy(39) 8}
pkiPmiExternalDataTypes D = {module pkiPmiExternalDataTypes (40) 8}
extensionAttributes ID = {module extensionAttributes (41) 8}
pkiPmiWrapper ID = {module pkiPmiWrapper (42) 8}
avlManagement ID = {module avlManagement (43) 8}
trustBrokerProtocol D = {module trustBrokerProtocol (44) 8}
-- synonyms
id-o ID = objectClass
id-a ID = attributeType
id-a ID = abstractSyntax
id-m| ID = matchingRule
id-n ID = nameForm
id-s ID = subentry
id-o ID = operationalAttributeType
id-o ID = operationalBinding
id-dpa ID = dsaOperationalAttxibute
id-kmpr ID = knowledgeMatchingRule
id-spc ID = schemaObjectClass
id-spa ID = schemaOperationalAttribute
id-afr ID = administrativeRoles
id-ata ID = accessControlAttribute
id-ag ID = appliéationContext
-- ifd-rosObject ID = rosObject
-- ji@-contract ID = contract
-- i¢d-package ID = package
id-agScheme D =\ accessControlSchemes
ID = certificateExtension
ID = managementObject
ID = attributeValueContext
ID = securityExchange
ID = idmProtocol
ID = problem
ID = notification
ID = matchingRestriction
iD = controlAttributeType
ID = keyPurposes
ID = passwordQuality
ID = attributeSyntax
iD = ldapControl
ID = attributeSyntax
ID = ldap-syntax
ID = ldap-x509
ID = ldap-attr
ID = ldap-match
ID = openLDAP-attributes
D = cosineAttr
ID ::= avRestriction
ID ::= cmsContentType
-- LDAP syntax object identifiers
--userpwdMatch ID ::= {id-1s 0}
--userPwdHisoricMatch ID ::= {id-1s 1}
-- LDAP control object identifiers
--pwdControl D = {id-1lc 0}
--pwdResponse ID ::= {id-1lc 1}
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obsolete module identifiers

usefulDefinition ID = {module 0}
informationFramework ID = {module 1}
directoryAbstractService ID = {module 2}
distributedOperations D = {module 3}
protocolObjectIdentifiers ID = {module 4}
selectedAttributeTypes ID = {module 5}
selectedObjectClasses ID = {module 6}
authenticationFramework ID = {module 7}
algorithmObjectIdentifiers ID = {module 8}
directoryObjectIdentifiers ID = {module 9}
upperBounds ID = {module 10}
dtp ID ::= {module 11}
dgp ID = {module 12}
distributedDirectoryObjectIdentifiers ID = {module 13}
uhused module identifiers

directoryShadowOIDs ID = {module 14}
directoryShadowAbstractService ID = {module 15}
disp ID = {module 16}
dpp ID = {module 17}
opBindingManagement ID = {module 18}
opBindingOIDs ID = {module 19}
hliierarchicalOperationalBindings ID = {module 20}
dsaOperationalAttributeTypes ID = {module 22}
sfhemaAdministration ID = {module 23}
basicAccessControl ID = {module{ 24’}
operationalBindingOIDs D = {module 25}

-- UsefulDefinitions
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Annex B

Information framework in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex provides a summary of all the ASN.1 type, value and macro definitions contained in this Directory

Specification. The definitions form the ASN.1 module InformationFramework.
InformationFramework {joint-iso-itu-t ds(5) module(l) informationFramework(l) 8}
DEFINEFIONS——=
BEGI
-- EKPORTS All
-- The types and values defined in this module are exported for use in the other ASN.
-- mpdules contained within these Directory Specifications, and for the usel\of other
-- applications which will use them to access Directory services. Other applications
-- mpy use them for their own purposes, but this will not constrain extensions and
-- mpdifications needed to maintain or improve the Directory service,
IMPORTS

--| from Rec. ITU-T X.501 | ISO/IEC 9594-2

dikectoryAbstractService, id-ar, id-at, id-mr, id-nf, id-ea, id-oc,

idfsc, selectedAttributeTypes, serviceAdministration

Se

bo

in
Un!

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l)usefulDefinitions(0) 8}

brchRule
FROM ServiceAdministration serviceAdministration

from Rec. ITU-T X.511 | ISO/IEC 9594-3

pbeAndContextAssertion
FROM DirectoryAbstractService directoryAbstractService

from Rec. ITU-T X.520 | ISO/IEC\9594-6

bleanMatch, commonName, dn, generalizedTime, generalizedTimeMatch,
heralizedTimeOrderingMatch, integerFirstComponentMatch, integerMatch,
FegerOrderingMatch, objectIdentifierFirstComponentMatch, oid, subtreeSpec,
boundedDirectoryString

FROM SelectedAttributeTypes selectedAttributeTypes;

-- aktribute data types
Attrjibute {ATTRIBUTE:SupportedAttributes} ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
vallues SET SIZE (0..MAX) OF ATTRIBUTE. &Type ({SupportedAttributes}{@typel}),
vajluesWithContext SET SIZE (1..MAX) OF SEQUENCE {
ralue ATTRIBUTE. &Type ({ SupportedAttributes} {@type}),
tontextList SET SIZE (1..MAX) OF Context,
. &7} OPTIONAL,
}
AttributeType ::= ATTRIBUTE. &id
AttributeValue ::= ATTRIBUTE. &Type
Context ::= SEQUENCE ({
contextType CONTEXT. &id ({SupportedContexts}),
contextValues
SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE,

}
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AttributeValueAssertion ::= SEQUENCE ({
type ATTRIBUTE. &id ({SupportedAttributes}),
assertion ATTRIBUTE. &éequality-match. &AssertionType

({SupportedAttributes} {@typel}),

assertedContexts CHOICE {

allContexts [0] NULL,
selectedContexts [1l] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL,

}

ContextAssertion ::= SEQUENCE ({
contextType CONTEXT. &id ({SupportedContexts}),
contextValues SET SIZE (1l..MAX) OF

Attr

ty
as

CONTEXT. &Assertion ({SupportedContexts} {@contextTypel}),

ibuteTypeAssertion ::= SEQUENCE ({
be ATTRIBUTE. &id ({SupportedAttributes}),
pertedContexts SEQUENCE SIZE (l1..MAX) OF ContextAssertion OPTIONAL,

}

}

Efinition of the following information object set is deferred, perhaps to

andardized profiles or to protocol implementation conformance statements. The s:E
required to specify a table constraint on the values component of Attribute, t

hlue component of AttributeTypeAndValue, and the assertion component of
ktributeValueAssertion.
brtedAttributes ATTRIBUTE ::= {objectClass | aliasedEntryName, ...}

-- s
- i

-- DEfinition of the following information object set is deferred, perhaps to

andardized profiles or to protocol implementation/conformance statements. The set
required to specify a table constraint on the context specifications.

SuppprtedContexts CONTEXT ::= {...}
-- npming data types
Name| : := CHOICE { -- only one possibility.\for now -- rdnSequence RDNSequence }
RDNSgquence ::= SEQUENCE OF RelativeDistinguishedName
DistfinguishedName ::= RDNSequencé
RelakiveDistinguishedName ::=\SET SIZE (1..MAX) OF AttributeTypeAndValue
AttrjibuteTypeAndValue ::= SEQUENCE {

type ATTRIBUTE. &id ({SupportedAttributes}),

vallue ATTRIBUTE. &§Type ( {SupportedAttributes} {@typel}) ,

}

-- spbtree data/types
SubtfeeSpecification ::= SEQUENCE {

bage [0] LocalName DEFAULT ({},

COMPONENTS OF ChopSpecification,

speeificationFilter [4] Refinement OPTIONAL,

}

-- empty sequence specifies whole administrative area

LocalName ::= RDNSequence
ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (l1..MAX) OF CHOICE {

chopBefore [0] LocalName,
chopAfter [1] LocalName,

...} OPTIONAL,
minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL,
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BaseDistance ::= INTEGER (0. .MAX)

Refinement ::= CHOICE {
item [0] OBJECT-CLASS.&id,
and [1] SET SIZE (1..MAX) OF Refinement,
or [2] SET SIZE (1..MAX) OF Refinement,
not [3] Refinement,

}

-- OBJECT-CLASS information object class specification

OBJECT-CLASS ::= CLASS {
&Spperclasses OBJECT-CLASS OPTIONAL,
&kfind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
[SPBCLASS OF &Superclasses]
[K[END &kind]
[MPST CONTAIN &MandatoryAttributes]
[MAY CONTAIN &OptionalAttributes]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapDesc]
D &id }
ObjeftClassKind ::= ENUMERATED {

abgtract (0),
stfuctural (1),
aukiliary (2)}

-- opject classes

top PBJECT-CLASS ::= {
KIND abstract
MUBT CONTAIN {objectClass}
LDAP-NAME {"top"}
ID id-oc-top }
aliap OBJECT-CLASS ::= {

SUBCLASS OF {top}
MUBT CONTAIN {aliasedEntryName}

LDAP-NAME {"alias"}

ID id-oc¢=alias }
pareht OBJECT-CLASS-: := ({

KIND abstract

ID id-oc-parent }
child OBJECT-CLASS ::= {

KIND auxiliary

ID id-oc-child }

-- ATTRIBUTE information object class specification

ATTRIBUTE ::= CLASS ({
&derivation ATTRIBUTE OPTIONAL,
&Type OPTIONAL, -- either &Type or &derivation required
&equality-match MATCHING-RULE OPTIONAL,
&ordering-match MATCHING-RULE OPTIONAL,
&substrings-match MATCHING-RULE OPTIONAL,
&single-valued BOOLEAN DEFAULT FALSE,
&collective BOOLEAN DEFAULT FALSE,
&dummy BOOLEAN DEFAULT FALSE,

-- operational extensions
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&no-user-modification
&usage
&ldapSyntax
&ldapName
&ldapDesc
&obsolete
&id
WITH SYNTAX {
[SUBTYPE OF
[WITH SYNTAX
[EQUALITY MATCHING RULE
[ORDERING MATCHING RULE

[SUBSTRINGS MATCHING RULE

BOOLEAN DEFAULT FALSE,

AttributeUsage DEFAULT userApplications,
SYNTAX-NAME. &id OPTIONAL,

SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,
UTF8String OPTIONAL,

BOOLEAN DEFAULT FALSE,

OBJECT IDENTIFIER UNIQUE }

&derivation]
&§Type]
&equality-match]
&ordering-match]
&substrings-match]

[S[NGLE VALUE
[CPLLECTIVE

[DpMMY

[ND USER MODIFICATION
[UBAGE

[LPAP-SYNTAX
[LPAP-NAME

[LPAP-DESC

[OBSOLETE

ID

AttrjibuteUsage
usErApplications

dikectoryOperation
di
dSAOperation

}

aktributes

objeftClass ATTRIBUTE
WI'H SYNTAX
EQUALITY MATCHING RULE
LDAP-SYNTAX

&single-valued]
&collective]

&dummy ]
&no-user-modification]
&usage]

&ldapSyntax]
&ldapName]

&ldapDesc]

&obsolete]

&id }

ENUMERATED {
(0),
(1),
tributedOperation (2),
(3),

{
OBJECT IDENTIFIER

objectIdentifiexrMatch
oid. &id

LDAP-NAME {"objectClass("}

iD id-at-objectClass }
aliapedEntryName ATTRIBUTE ::= {

WI'H SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

LDAP-SYNTAX dm. &id

LDAP-NAME {"aliasedObjectName"}

iD id-at-aliasedEntryName }

-- MATCHING-RULE ,information object class specification

MATCHING-RULE {3:= CLASS {
&ParentMatchingRules

MATCHING-RULE OPTIONAL,

&AEsertionType OPTIONAL,

&upiqueMatchIndicator ATTRIBUTE OPTIONAL,

&ldapSyntax SYNTAX-NAME. &id OPTIONAL,

&ldapName SEQUENCE STZFR (1. MAX) OF UTF8String OPTTONAT

&ldapDesc UTF8String OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[PARENT &ParentMatchingRules]

[SYNTAX &AssertionTypel]

[UNIQUE-MATCH-INDICATOR &uniqueMatchIndicator]

[LDAP-SYNTAX &ldapSyntax]

[LDAP-NAME &ldapName]

[LDAP-DESC &ldapDesc]

D &id }

-- matching rules
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objectIdentifierMatch MATCHING-RULE ::= ({

SYNTAX

OBJECT IDENTIFIER
LDAP-SYNTAX oid.é&id

LDAP-NAME {"objectIdentifierMatch"}

D id-mr-objectIdentifierMatch }
distinguishedNameMatch MATCHING-RULE ::= {

SYNTAX DistinguishedName

LDAP-SYNTAX dn.é&id

LDAP-NAME {"distinguishedNameMatch"}

D id-mr-distinguishedNameMatch }

typesIncluded
mbinable
ppingResults
erControl
kclusive

&mptching-rule

&i
WITH
[S
AP
[S
CO

H
SYNTAX {

ELECT BY
PLICABLE TO
JBTYPES INCLUDED
MBINABLE

[MAPPING RESULTS

[U
[E
MA|
ID

[L]
[L
ID

SER CONTROL
KCLUSIVE
'CHING RULE

bmedObjectClass

H ATTRIBUTES
D OPTIONALLY
DAP-NAME:
DAP~DESC

NG-BASED-MATCHING
lectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule}

-FFORM ::= CLASS {

ndatoryAttributes

TCHING-RULE information object class specification

SelectedBy OPTIONAL,

ATTRIBUTE,

BOOLEAN DEFAULT TRUE,

BOOLEAN (combinable) ,
MappingResult OPTIONAL,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT TRUE,
MATCHING-RULE. &id (matchingRule) ,
OBJECT IDENTIFIER UNIQUE }

&selectBy]
&ApplicableTo
&subtypesIncluded]
&combinable
&mappingResults]
&userControl]
&exclusive]
&matching-rule
&id }

AME-FORM information object class' specification

OBJECT-CLASS,

ATTRIBUTE,

ATTRIBUTE OPTIONAL,

SEQUENCE SIZE(l..MAX) OF UTF8String OPTIONAL,
UTF8String OPTIONAL,

OBJECT IDENTIFIER UNIQUE }

&namedObjectClass
&MandatoryAttributes
&OptionalAttributes]
&ldapName]
&ldapDesc]

&id }

-- STRUCTURE-RULE class and DIT structure rule data types

DITStructureRule ::= SEQUENCE ({
ruleIdentifier RuleIdentifier,
-- shall be unique within the scope of the subschema
NAME-FORM. &id,
SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL,

nameForm
superiorStructureRules
}
Ruleldentifier ::= INTEGER

STRUCTURE-RULE ::= CLASS {
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&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE. &id OPTIONAL,
&id RuleIdentifier }

WITH SYNTAX {
NAME FORM &nameForm
[SUPERIOR RULES &SuperiorStructureRules]
ID &id }

-- DIT content rule data type and CONTENT-RULE class

DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS. &id,
auxiliaries SET SIZE (1l..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mahdatory [1] SET SIZE (l1..MAX) OF ATTRIBUTE. &id OPTIONAL,
opkional [2] SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,
precluded [3] SET SIZE (l1..MAX) OF ATTRIBUTE. &id OPTIONAL,
}
CONTENT-RULE ::= CLASS {
&skructuralClass OBJECT-CLASS. &id UNIQUE,
&Anxiliaries OBJECT-CLASS OPTIONAL,
&Mpndatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }
WITH| SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass

XILIARY OBJECT-CLASSES &Auxiliaries]
ST CONTAIN &Mandatory]
Y CONTAIN &Optional]
ST-NOT CONTAIN &Precluded] }

CONTEXT ::= CLASS {
&Type,
&defaultValue &Type OPTIONAL,
&AEsertion OPTIONAL,
&apsentMatch BOOLEAN DEFAULT TRUE,
&id OBJECT IDENTIFIER UNIQUE ‘}

WITH| SYNTAX {

WIH SYNTAX &Type
[DEFAULT-VALUE &defaultValue]
[ABSERTED AS &Assertion]
[ABSENT-MATCH &absentMatch]
ID &id }

DITCpntextUse ::= SEQUENCE ,{
atkributeType ATTRIBUTE. &id,
mahdatoryContexts [14 SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
opkionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

}

DIT-CONTEXT-USE<RULE ::= CLASS {
&agtributeType ATTRIBUTE. &id UNIQUE,
&Mandatory CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL}

WITH| SYNTAX {

AT

[MANDATORY CONTEXTS &Mandatory]
[OPTIONAL CONTEXTS &Optional] }

FRIENDS ::= CLASS {
&anchor ATTRIBUTE. &id UNIQUE,
&Friends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }

SYNTAX-NAME ::= CLASS {
&ldapDesc UTF8String,
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&Type OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

LDAP-DESC &ldapDesc

[DIRECTORY SYNTAX &Type]

ID &id }

-- system schema information objects

-- object classes

subentry OBJECT-CLASS ::= ({

SUBCLASS OF {top}

KIND structural

MUBT CONTAIN {commonName |

subtreeSpecification}

LDAP-NAME {"subentry"}

ID id-sc-subentry }
subeptryNameForm NAME-FORM ::= ({

NAMES subentry

WI'H ATTRIBUTES {commonName}

iDp id-nf-subentryNameForm }
subtfeeSpecification ATTRIBUTE ::= ({

WI'H SYNTAX SubtreeSpecification

USAGE directoryOperation

LDAP-SYNTAX subtreeSpec. &id

LDAP-NAME {"subtreeSpecification"}

iDp id-oa-subtreeSpecification }
admiphistrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS. &id

EQPALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

LDAP-SYNTAX oid.&id

LDAP-NAME {"administrativeRole"}

ID id-oca-administrativeRole }
creakeTimestamp ATTRIBUTE ::= {

WIH SYNTAX GeneralizedTime

--las per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

EQPUALITY MATCHING RULE generalizedTimeMatch

ORPERING MATCHING RULE deneralizedTimeOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime. &id

LDAP-NAME {"createTimestamp"}

D id-oa-createTimestamp }
modifyTimestamp ATTRIBUTE ::= {

WI'H SYNTAX GeneralizedTime

--| asyper 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch

ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime. &id

LDAP-NAME {"modifyTimestamp"}

ID id-oa-modifyTimestamp }
subschemaTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime

-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
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SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

D id-oa-subschemaTimestamp }
creatorsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn. &id

LDAP-NAME {"creatorsName"}

D id-oa-creatorsName }
modifiersName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn. &id

LDAP-NAME {"modifiersName"}

iD id-oca-modifiersName }
subsfhemaSubentryList ATTRIBUTE ::= {

WIH SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn. &id

LDAP-NAME {"subschemaSubentry"}

D id-oa-subschemaSubentxyList }
accepsControlSubentryList ATTRIBUTE ::= ({

WIH SYNTAX DistinguishedName

EQPUALITY MATCHING RULE distinguishedNameMatch
NO| USER MODIFICATION TRUE

USAGE directoryOperation

iDp id-oa-accessControlSubentryList }
collectiveAttributeSubentryList ATTRIBUTE ::= {

WI'H SYNTAX DistinguishedName

EQPALITY MATCHING RULE ( distinguishedNameMatch
NO| USER MODIFICATION TRUE

USAGE directoryOperation

D id-oa-collectiveAttributeSubentrylList }
contextDefaultSubentryList ATTRIBUTE ::= ({

WI'H SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
NO| USER MODIFICATION TRUE

USAGE directoryOperation

D id-oa-contextDefaultSubentrylList }
serviceAdminSubentryList ATTRIBUTE ::= ({

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-serviceAdminSubentryList }
pwdAdminSubentryList ATTRIBUTE ::= ({

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE
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USAGE directoryOperation

LDAP-SYNTAX dn. &id

LDAP-NAME {"pwdAdminSubentryList"}

D id-oa-pwdAdminSubentryList }
hasSubordinates ATTRIBUTE ::= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

D id-oa-hasSubordinates }
acceEsControlSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-accessControlSubentry }
collectiveAttributeSubentry OBJECT-CLASS ::= ({

KIND auxiliary

ID id-sc-collectiveAttributeSubentry }
collectiveExclusions ATTRIBUTE ::= {

WI'H SYNTAX OBJECT IDENTIFIER

EQPALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

ID id-oa-collectiveExclusions }
contpxtAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUBET CONTAIN {contextAssertionDefaults}

ID id-sc-contextAssertionSubentry }
contextAssertionDefaults ATTRIBUTE ::= {

WI'H SYNTAX TypeAndContextAssertion

EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

iD id-oa-contextAssertionDefault }
servjiceAdminSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUBET CONTAIN {searchRules}

D id-sc-serviceAdminSubentry }
searfhRules ATTRIBUTE ::= {

WIH SYNTAX SeéarchRuleDescription

EQPALITY MATCHING RULE, . integerFirstComponentMatch

USAGE directoryOperation

ID id-oa-searchRules }
SearfhRuleDescription ::= SEQUENCE {

COMPONENTS OF SearchRule,

nape [28] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

d:tcription [29] UnboundedDirectoryString OPTIONAL,

}

pwdAdminSubentry OBJECT-CLASS - := {

KIND auxiliary

MUST CONTAIN { pwdAttribute }

LDAP-NAME {"pwdAdminSubentry"}

ID id-sc-pwdAdminSubentry }
pwdAttribute ATTRIBUTE ::= {

WITH SYNTAX ATTRIBUTE. &id

EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE VALUE TRUE

LDAP-SYNTAX oid. &id

LDAP-NAME {"pwdAttribute"}

ID id-at-pwdAttribute }
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pwdHistory{ATTRIBUTE:passwordAttribute,MATCHING-RULE:historyMatch,OBJECT IDENTIFIER:id}

ATTRIBUTE ::= ({
WITH SYNTAX PwdHistory{passwordAttribute}
EQUALITY MATCHING RULE historyMatch
USAGE directoryOperation
D id}
PwdHistory{ATTRIBUTE:passwordAttribute} ::= SEQUENCE {
time GeneralizedTime,

passwo

-}

rd passwordAttribute. &Type,

pwdRecentlyExpired {ATTRIBUTE : passwordAttribute,OBJECT IDENTIFIER:id} ATTRIBUTE

WITH SYNTAX passwordAttribute. &Type

EQPALITY MATCHING RULE passwordAttribute.&equality-match
SINGLE VALUE TRUE

USAGE directoryOperation

D id}

pwdHfistoryMatch {ATTRIBUTE : passwordAttribute, OBJECT IDENTIFIER:id}

MATCHING-RULE ::= {
SYNTAX passwordAttribute. &Type
ID id}
hierprchylLevel ATTRIBUTE ::= {
WI'H SYNTAX HierarchyLevel

EQPALITY MATCHING RULE integerMatch
ORPERING MATCHING RULE integerOrderingMatch

SINGLE

VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE
ID

GLE

GE

directoryOperation
id-oa-hierarchyLevel«'}

rchyLevel ::= INTEGER

rchyBelow ATTRIBUTE ::= ({
H SYNTAX HierarchyBelow
ALITY MATCHING RULE booleanMatch

VALUE TRUE

USER MODIFICATION TRUE

directoryOperation
jidsoa-hierarchyBelow }

rchyBelow ::= BOOLEAN

rchyParent ATTRIBUTE ::= {

{

WIH SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

USAGE directoryOperation

D id-oa-hierarchyParent }
hierprchyTop ATTRIBUTE ::= ({

WI TAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyTop }

-- object identifier assignments

-- object classes

id-oc-top OBJECT IDENTIFIER =
id-oc-alias OBJECT IDENTIFIER =
id-oc-parent OBJECT IDENTIFIER =
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id-oc-child OBJECT IDENTIFIER ::= {id-oc 29}

-- attributes

id-at-objectClass OBJECT IDENTIFIER ::= {id-at 0}

id-at-aliasedEntryName OBJECT IDENTIFIER ::= {id-at 1}

id-at-pwdAttribute OBJECT IDENTIFIER ::= {id-at 84}

-- matching rules

id-mr-objectIdentifierMatch OBJECT IDENTIFIER ::= {id-mr 0}

id-mr-distinguishedNameMatch OBJECT IDENTIFIER ::= {id-mr 1}

-- operational attributes

id-op-excludeAllCollectiveAttributes OBJECT IDENTIFIER ::= {id-oa 0}

id-op-createTimestamp OBJECT IDENTIFIER ::= {id-oa 1}

id-op-modifyTimestamp OBJECT IDENTIFIER ::= {id-oa 2}

id-op-creatorsName OBJECT IDENTIFIER ::= {id-oa 3}

id-op-modifiersName OBJECT IDENTIFIER ::= {id-oa 4}

id-op-administrativeRole OBJECT IDENTIFIER ::= {id-oa 5}

id-op-subtreeSpecification OBJECT IDENTIFIER ::= {id-oa,6}

id-op-collectiveExclusions OBJECT IDENTIFIER ::= {id-oa\7}
id-op-subschemaTimestamp OBJECT IDENTIFIER ::= {id~oca"8}

id-op-hasSubordinates OBJECT IDENTIFIER ::= {id=-oa 9}

id-op-subschemaSubentryList OBJECT IDENTIFIER ::=, {id-oa 10}

id-op-accessControlSubentryList OBJECT IDENTIFIER ::=\{id-oa 11}

id-op-collectiveAttributeSubentryList OBJECT IDENTIFIER (i::= {id-oa 12}

id-op-contextDefaultSubentrylList OBJECT IDENTIFIER ):':= {id-oa 13}

id-op-contextAssertionDefault OBJECT IDENTIFIER ::= {id-oa 14}

id-op-serviceAdminSubentryList OBJECT IDENTIFIER ::= {id-oa 15}

id-op-searchRules OBJECT IDENTIFIER ::= {id-oa 16}

id-op-hierarchyLevel OBJECT IDENTIFIER ::= {id-oa 17}

id-op-hierarchyBelow OBJECT “IDENTIFIER ::= {id-oa 18}

id-op-hierarchyParent OBJECT)\ IDENTIFIER ::= {id-oa 19}

id-op-hierarchyTop OBJECT IDENTIFIER ::= {id-oa 20}

id-op-pwdAdminSubentrylList OBJECT IDENTIFIER ::= {id-oa 21}

-- if-oa-pwdStartTime OBJECT IDENTIFIER ::= {id-oa 22} X.509|Part8
H-oa-pwdExpiryTime OBJECT IDENTIFIER ::= {id-oa 23} X.509|Part8
i-oa-pwdEndTime OBJECT IDENTIFIER ::= {id-oa 24} X.509|Part8
H-oa-pwdFails OBJECT IDENTIFIER ::= {id-oa 25} X.509|Part8
H-oa-pwdFailureTime OBJECT IDENTIFIER ::= {id-oa 26} X.509|Part8
H-oa-pwdGracesUsed OBJECT IDENTIFIER ::= {id-oa 27} X.509|Part8
H-oa-userPwdHistory OBJECT IDENTIFIER ::= {id-oa 28} X.509|Part8
H-oa-userPwdRecentlyExpired OBJECT IDENTIFIER ::= {id-oa 29} X.509|Part8
H-oa-pwdModifyEntryAllowed OBJECT IDENTIFIER ::= {id-oa 30} X.509|Part8
H-oa-pwdChangeAllkowed OBJECT IDENTIFIER ::= {id-oa 31} X.509|Part8
-oa-pwdMaxAge OBJECT IDENTIFIER ::= {id-oa 32} X.509|Part8
H-oa-pwdExpiryAge OBJECT IDENTIFIER ::= {id-oa 33} X.509|Part8
i-oa-pwdMinLength OBJECT IDENTIFIER ::= {id-oa 34} X.509|Part8
H-oa-pwdVcécabulary OBJECT IDENTIFIER ::= {id-oa 35} X.509|Part8
H-oa-pwdAlphabet OBJECT IDENTIFIER ::= {id-oa 36} X.509|Part8
H-oa-pwdDictionaries OBJECT IDENTIFIER ::= {id-oa 37} X.509|Part8
H-oa-pwdExpiryWarning OBJECT IDENTIFIER ::= {id-oa 38} X.509|Part8
H-oa~pwdGraces OBJECT IDENTIFIER ::= {id-oa 39} X.509|Part8

-- id-oa-pwdLockoutDuration OBJECT IDENTIFIER ::= {id-oa 41} X.509|Part8

-- id-oa-pwdMaxFailures OBJECT IDENTIFIER ::= {id-oa 42} X.509|Part8

-- id-oa-pwdMaxTimeInHistory OBJECT IDENTIFIER ::= {id-oa 43} X.509|Part8

-- id-oa-pwdMinTimeInHistory OBJECT IDENTIFIER ::= {id-oa 44} X.509|Part8

-- id-oa-pwdHistorySlots OBJECT IDENTIFIER ::= {id-oa 45} X.509|Part8

-- id-oa-pwdRecentlyExpiredDuration OBJECT IDENTIFIER ::= {id-oa 46} X.509|Part8

-- id-oa-pwdEncAlg OBJECT IDENTIFIER ::= {id-oa 47} X.509|Part8

id-oa-allAttributeTypes OBJECT IDENTIFIER ::= {id-oa 48}

-- subentry classes

id-sc-subentry OBJECT IDENTIFIER ::= {id-sc 0}
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id-a
id-a
id-a
id-a
id-a
id-a
id-a

id-sc-accessControlSubentry OBJECT IDENTIFIER = {id-sc 1}

id-sc-collectiveAttributeSubentry OBJECT IDENTIFIER = {id-sc 2}

id-sc-contextAssertionSubentry OBJECT IDENTIFIER = {id-sc 3}

id-sc-serviceAdminSubentry OBJECT IDENTIFIER = {id-sc 4}

id-sc-pwdAdminSubentry OBJECT IDENTIFIER = {id-sc 5}

-- Name forms

id-nf-subentryNameForm OBJECT IDENTIFIER = {id-nf 16}

-- administrative roles

id-ar-autonomousArea OBJECT IDENTIFIER = {id-ar 1}
r-accessControlSpecificArea OBJECT IDENTIFIER = {id-ar 2}
Fr-accessControlInnerArea OBJECT IDENTIFIER = {id-ar 3}
r-subschemaAdminSpecificArea OBJECT IDENTIFIER = {id-ar 4}
r-collectiveAttributeSpecificArea OBJECT IDENTIFIER = {id-ar 5}
r-collectiveAttributeInnerArea OBJECT IDENTIFIER = {id-ar 6}
r-contextDefaultSpecificArea OBJECT IDENTIFIER = {id-ar 7}
F-serviceSpecificArea OBJECT IDENTIFIER = {id-ar 8}
r-pwdAdminSpecificArea OBJECT IDENTIFIER = {id-ar 9}

id-a

END
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Annex C

Subschema administration in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined in
clause 15, in the form of an ASN.1 module, SchemaAdministration.

SchemaAdministration {joint-iso-itu-t ds(5) module(l) schemaAdministration(23) 8}
DEFINITIONS——=

BEGI

KPORTS All

pplications which will use them to access Directory services. Other applications
e them for their own purposes, but this will not constrain extensions and
bdifications needed to maintain or improve the Directory service,

IMPORTS

--| from Rec. ITU-T X.501 | ISO/IEC 9594-2

idfsoa, id-soc, informationFramework, ldapSystemSchema,, selectedAttributeTypes

AT

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 8}

NAME-FORM, OBJECT-CLASS, ObjectClassKind, objectlIdentifierMatch, SYNTAX-NAME

FROM InformationFramework informationFramework

ldppSyntaxes

FROM LdapSystemSchema ldapSystemSchema

from Rec. ITU-T X.520 | ISO/IEC 9594-6

atkributeTypeDescription, dITContentRuleDescription, dITStructureRuleDescription,
inkeger, integerFirstComponentMatch, integerMatch, matchingRuleDescription,
makchingRuleUseDescription, nameFormDescription, objectClassDescription,
obfjectIdentifierFirstComponentMatch, oid, UnboundedDirectoryString

subs
KI

FROM SelectedAttributeTypes selectedAttributeTypes;

thema OBJECT-CLASS ::=/{
ND auxiliary

MAY CONTAIN { dITStructureRules |

nameForms |
dITContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |
dITContextUse |
matchingRules |

E

The types and values defined in this module are exported for use in the other ASN.[1
-- mpdules contained within the Directory Specifications, and for the use off ‘other

a

u

m|

'RIBUTE, AttributeUsage, CONTEXT, DITContentRule, DITStructureRule, MATCHING-RULE

may

matchingRuleUse |
ldapSyntaxes }

LDAP-NAME {"subschema"}

ID id-soc-subschema }

dITStructureRules ATTRIBUTE ::= {
WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX dITStructureRuleDescription. &id
LDAP-NAME {"dITStructureRules"}
ID id-soa-dITStructureRule }
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DITStructureRuleDescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,
name [1] SET SIZE (l1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
}
dITContentRules ATTRIBUTE ::= {
WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX dITContentRuleDescription. &id
LDAP-NAME {"dITContentRules"}
D id-soa-dITContentRules }
DITCpntentRuleDescription ::= SEQUENCE {
COMPONENTS OF DITContentRule,
nape [4] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
d:Ecription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
}
matchingRules ATTRIBUTE ::= {
WIH SYNTAX MatchingRuleDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch,
USAGE directoryOperation
LDAP-SYNTAX matchingRuleDescription. &id
LDAP-NAME {"matchingRules"}
iD id-soa-matchingRules }
MatchingRuleDescription ::= SEQUENCE {
identifier MATCHING-RULE. &id,
name SET SIZE (1..MAX) OF UnboundédDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
information [0] UnboundedDirectoryString, OPTIONAL,
-- describes the ASN.1l syntax
}
attrjibuteTypes ATTRIBUTE ::= ({
WIH SYNTAX AttributeTypeDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX attributeTypeDescription. &id
LDAP-NAME {"attributeTypes"}
D id-soa-attributeTypes }
AttrjibuteTypeDescription ::= SEQUENCE {
identifier ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
degcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,

information [0] AttributeTypeInformation,

derivation [0] ATTRIBUTE.&id OPTIONAL,

equalityMatch [1] MATCHING-RULE. &id OPTIONAL,
orderingMatch [2] MATCHING-RULE. &id OPTIONAL,
substringsMatch [3] MATCHING-RULE. &id OPTIONAL,
attributeSyntax [4] UnboundedDirectoryString OPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [7] BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications,
}
objectClasses ATTRIBUTE ::= {
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WITH SYNTAX ObjectClassDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX objectClassDescription. &id
LDAP-NAME {"objectClasses"}
ID id-soa-objectClasses }
ObjectClassDescription ::= SEQUENCE {
identifier OBJECT-CLASS. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] ObjectClassInformation,
}
ObjertClassInformation ::= SEQUENCE ({
supclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kipd ObjectClassKind DEFAULT structural,
mahdatories [3] SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,
opkionals [4] SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,
}
nameforms ATTRIBUTE ::= {
WIH SYNTAX NameFormDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch,
USAGE directoryOperation
LDAP-SYNTAX nameFormDescription. &id
LDAP-NAME {"nameForms"}
iD id-soa-nameForms }
NameFormDescription ::= SEQUENCE {
identifier NAME-FORM. &id,
name SET SIZE (1..MAX) OF UnboundédDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
information [0] NameFormInformation,
}
NamefFormInformation ::= SEQUENCE {
subordinate OBJECT-CLASS . &id,
n:EingMandatories SET OF ATTRIBUTE.&id,
namingOptionals SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,
o)
matchingRuleUse ATTRIBUTE :;:= {
WI'H SYNTAX MatchingRuleUseDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX matchingRuleUseDescription. &id
LDAP-NAME {"matchingRuleUse"}
D id-soa-matchingRuleUse }
MatchingRuleUseDescription ::= SEQUENCE ({
identifier MATCHING-RULE. &id,
naEe SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
de 1 i i ctoryString OPTIONAL
obsolete BOOLEAN DEFAULT FALSE,

information [0] SET OF ATTRIBUTE. &id,
}

structuralObjectClass ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX oid. &id
LDAP-NAME {"structuralObjectClass"}
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ID

governingStructureRule ATTRIBUTE

WITH SYNTAX
EQUALITY MATCHING
SINGLE VALUE

NO USER MODIFICATI
USAGE

LDAP-SYNTAX
LDAP-NAME

ID

contextTypes ATTRIBUTE

id-soa-structuralObjectClass }

{

INTEGER
RULE integerMatch
TRUE
ON TRUE

directoryOperation

integer. &id
{"governingStructureRule"}
id-soa-governingStructureRule }

{

WI'H SYNTAX ContextDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-contextTypes }
ContextDescription ::= SEQUENCE {
identifier CONTEXT. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
information [0] ContextInformation,
}
ContextInformation ::= SEQUENCE ({
syEtax UnboundedDirectoryString,
aspertionSyntax UnboundedDirectoryString OPTIONAL,
}
dITCpntextUse ATTRIBUTE ::= {
WIH SYNTAX DITContextUseDescription
EQPUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }
DITCpntextUseDescription ::= SEQUENCE .{
identifier ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
degcription UnboundedDiréctoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
information [0] DITContextUseInformation,
}
DITCpntextUseInformation, ::= SEQUENCE {
mahdatoryContexts [1} SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
opkionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
}
friehds ATTRIBUTE ::= ({
WITH SYNTAX FriendsDescription
EQPALITY<MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
D id-soa-friends }
FriendsDescription ::= SEQUENCE ({

anchor

name
description
obsolete
friends

}

[0]

-- object identifier

-- schema object cla

180

ATTRIBUTE. &id,

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString OPTIONAL,

BOOLEAN DEFAULT FALSE,

SET SIZE (1..MAX) OF ATTRIBUTE. &id,

assignments

sses
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id-soc-subschema OBJECT IDENTIFIER = {id-soc 1}
-- schema operational attributes
id-soa-dITStructureRule OBJECT IDENTIFIER = {id-soa 1}
id-soa-dITContentRules OBJECT IDENTIFIER = {id-soa 2}
id-soa-matchingRules OBJECT IDENTIFIER = {id-soa 4}
id-soa-attributeTypes OBJECT IDENTIFIER = {id-soa 5}
id-soa-objectClasses OBJECT IDENTIFIER = {id-soa 6}
id-soa-nameForms OBJECT IDENTIFIER = {id-soa 7}
id-soa-matchingRuleUse OBJECT IDENTIFIER = {id-soa 8}
id-soa-structuralObjectClass OBJECT IDENTIFIER = {id-soa 9}
id-soa-governingStructureRule OBJECT IDENTIFIER = {id-soa 10}
ba-contextTypes OBJECT IDENTIFIER = {id-soa 11}
ba-dITContextUse OBJECT IDENTIFIER = {id-soa 12}
ba-friends OBJECT IDENTIFIER = {id-soa 13}

id-s

END

-- SchemaAdministration

Rec. ITU-T X.501 (10/2016)

181


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

Annex D

Service administration in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined in
clause 16 in the form of an ASN.1 module, ServiceAdministration.

ServiceAdministration {joint-iso-itu-t ds(5) module(l) serviceAdministration(33) 8}
DEFINITIONS——=

BEGI

EKPORTS All
The types and values defined in this module are exported for use in the other ASN.[1
-- mpdules contained within these Directory Specifications, and for the usel\of other
applications which will use them to access Directory services. Other applications may
uge them for their own purposes, but this will not constrain extensions and
mpdifications needed to maintain or improve the Directory service,

IMPORTS
--| from Rec. ITU-T X.501 | ISO/IEC 9594-2

dikectoryAbstractService, informationFramework
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 8}

ATTRIBUTE, AttributeType, CONTEXT, MATCHING-RULE, OBJECT-CLASS,
SupportedAttributes, SupportedContexts

FROM InformationFramework informationFramework

--| from Rec. ITU-T X.511 | ISO/IEC 9594-3

ilyGrouping, FamilyReturn, HierarchySelections, SearchControlOptions,
viceControlOptions
ROM DirectoryAbstractService directoryAbstractService;

es

hRule ::= SEQUENCE {

PONENTS OF SearchRuleld;

viceType [}/ OBJECT IDENTIFIER OPTIONAL,
rClass [2] INTEGER OPTIONAL,

utAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,

atkributeCombination) [4] AttributeCombination DEFAULT and:{|},
oukputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaultControls [6] ControlOptions OPTIONAL,

mahdatoryContxols [7] ControlOptions OPTIONAL,
seprchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
rellaxation [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
alIowedSubset [13] AllowedSubset DEFAULT "111'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL,
}

SearchRuleld ::= SEQUENCE ({
id INTEGER,
dmdId [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING {baseObject(0), onelLevel(l), wholeSubtree(2)}

ImposedSubset ::= ENUMERATED {baseObject(0), onelLevel(l), wholeSubtree(2),...}
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RequestAttribute ::= SEQUENCE ({
attributeType ATTRIBUTE. &id ({SupportedAttributes}),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({SupportedAttributes} {Q@attributeType}) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE ({
entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE. &Type
({SupportedAttributes} {QattributeTypel}),
...} OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and:({},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL,
}
ContextProfile ::= SEQUENCE {

cohtextType CONTEXT. &id ({SupportedContexts}),

cohtextValue SEQUENCE SIZE (l1..MAX) OF CONTEXT.&Assertion
({SupportedContexts}{@contextType}) OPTIONAL,

}

ContextCombination ::= CHOICE ({
cohtext [0] CONTEXT.&id({SupportedContexts}),
anf [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
nogk [3] ContextCombination,
}
MatchingUse ::= SEQUENCE {

regtrictionType MATCHING-RESTRICTION. &id ({SupportedMatchingRestrictions}),

reptrictionValue MATCHING-RESTRICTION. &Restriction
({SupportedMatchingRestrictions} {@restrictionType}),

}

-- Definition of the following information object set is deferred, perhaps to
-- skandardized profiles or to protocol implementation conformance statements.
-- The set is required to specify a table.\constraint on the components of

-- SppportedMatchingRestrictions

SuppprtedMatchingRestrictions MATCHING-RESTRICTION ::= {...}
AttrfibuteCombination ::= CHOICE. {
atkribute [0] AttributeType,
anf [1] SEQUENCE (OF*AttributeCombination,
or [2] SEQUENCE ,OF AttributeCombination,
nof [3] AttributeCombination,
}
ResulltAttribute +=-SEQUENCE {
atkributeType ATTRIBUTE. &id ({SupportedAttributes}),
oukputValues CHOICE {
electedValues SEQUENCE OF ATTRIBUTE. &Type
E ({SupportedAttributes} {QattributeType}),
atchedValuesOnly NULL } OPTIONAL,
cohtexts [0] SEQUENCE SIZE (l1..MAX) OF ContextProfile OPTIONAL,
}
ControlOptions ::= SEQUENCE {
serviceControls [0] ServiceControlOptions DEFAULT {},
searchOptions [1] SearchControlOptions DEFAULT {searchAliases},

hierarchyOptions [2] HierarchySelections OPTIONAL,
}

EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER,

}
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RelaxationPolicy ::= SEQUENCE ({
basic [0] MRMapping DEFAULT ({},
tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1,
}
MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,

substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL,
}

Mappjing ::= SEQUENCE {
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY {-- shall be an--
-- object identifier of a mapping-based matching algorithm

leyel INTEGER DEFAULT O,
}
MRSubstitution ::= SEQUENCE ({
atkribute AttributeType,

olgMatchingRule [0]
nepMatchingRule [1]
}

MATCHING-RULE. &id OPTIONAL,
MATCHING-RULE. &id OPTIONAL,

-- ABN.1 information object classes

b

SEARCH-RULE ::= CLASS {
&dmdId OBJECT IDENTIFIER,
&:ErviceType OBJECT IDENTIFIER OPTIONAL,
&ugerClass INTEGER OPTIONAL,
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&cpmbination AttributeCombination OPTIONAL,
&OptputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mpndatoryControls ControlOptions OPTIONAL,
&sparchRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL,
&familyReturn FamilyReturn OPTIONAL,
&aflditionalControl AttributeType OPTIONAL,
&relaxation RelaxationPolicy OPTIONAL,
&alllowedSubset AllowedSubset DEFAULT '111'B,
&imposedSubset ImposedSubset OPTIONAL,
gentryLimit EntryLimit OPTIONAL,
&ifl INTEGER UNIQUE }
WITH| SYNTAX {
DMp ID &dmdId
[SERVICE-TYPE &serviceType]
[UBER-CLASS &userClass]
[INPUT ATTRIBUTES &InputAttributeTypes]
[COMBINATION &combination]
[OPTPUT ATTRIBUTES &OutputAttributeTypes]
[DEFAULT<€ONTROL &defaultControls]
[ DATORY CONTROL &mandatoryControls]
[SEARCH-RULE CONTROL &searchRuleControls]
[F. &familyGrouping]
[FAMILY-RETURN &familyReturn]
[ADDITIONAL CONTROL &additionalControl]
[RELAXATION &relaxation]
[ALLOWED SUBSET &allowedSubset]
[IMPOSED SUBSET &imposedSubset]
[ENTRY LIMIT &entryLimit]
ID &id }
REQUEST-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE. &id,
&SelectedValues ATTRIBUTE. &Type OPTIONAL,
&DefaultValues SEQUENCE ({
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entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[SELECTED VALUES &SelectedValues]
[DEFAULT VALUES &DefaultValues]
[CONTEXTS &contexts]
[CONTEXT COMBINATION &contextCombination]
[MATCHING USE &MatchingUse]
[INCLUDE SUBTYPES &includeSubtypes] }
RESULT-ATTRIBUTE ::= CLASS {
&aktributeType ATTRIBUTE. &id,
&optputvValues CHOICE {
electedValues SEQUENCE OF ATTRIBUTE. &Type,
atchedValuesOnly NULL } OPTIONAL,
&cpntexts ContextProfile OPTIONAL }
WITH| SYNTAX {
ATTRIBUTE TYPE &gattributeType
[OPTPUT VALUES &outputValues]
[CONTEXTS &contexts] }
MATCHING-RESTRICTION ::= CLASS {
&Restriction,
&Rliles MATCHING-RULE. &id,
&id OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
RESTRICTION &Restriction
RULES &Rules
ID &id }
END - ServiceAdministration
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Annex E

Basic Access Control in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.1 module BasicAccessControl.

BasicAccessControl {joint-iso-itu-t ds(5) module(l) basicAccessControl (24) 8}
DEFINITIONS——=

BEGI

EKPORTS All
The types and values defined in this module are exported for use in the other ASN.[1
-- mpdules contained within these Directory Specifications, and for the usel\of other
applications which will use them to access Directory services. Other applications may
uge them for their own purposes, but this will not constrain extensions and
mpdifications needed to maintain or improve the Directory service,

IMPORTS
--| from Rec. ITU-T X.501 | ISO/IEC 9594-2

dikectoryAbstractService, id-aca, id-acScheme, informationFramework,
sellectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 8}

ATTRIBUTE, AttributeType, AttributeTypeAndValue,.ContextAssertion, DistinguishedName,
MATCHING-RULE, objectIdentifierMatch, Refinement, SubtreeSpecification,
SupportedAttributes

FROM InformationFramework informationFramework

-- From Rec. ITU-T X.511 | ISO/IEC 9594-3

Fillter
FROM DirectoryAbstractService directoryAbstractService

--| from Rec. ITU-T X.520 | ISOLIEC 9594-6
dikectoryStringFirstComponentMatch, NameAndOptionalUID,

UnpoundedDirectoryString, Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes;

accepsControlScheme -ATTRIBUTE ::= ({
WICH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-aca-accessControlScheme }
-- types
ACIItem ::= SEQUENCE {
identificationTag UnboundedDirectoryString,
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE ({
itemFirst [0] SEQUENCE ({
protectedItems ProtectedItems,
itemPermissions SET OF ItemPermission,
...},
userFirst [1] SEQUENCE ({
userClasses UserClasses,
userPermissions SET OF UserPermission,

...}y

186 Rec. ITU-T X.501 (10/2016)


https://standardsiso.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

-}
}

Precedence ::= INTEGER(0..255,...)
ProtectedItems ::= SEQUENCE ({
entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
allAttributeValues [3] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
atkributevalue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue
OPTIONAL,
sellfValue [6] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
rahgeOfValues [7] Filter OPTIONAL,
makValueCount [8] SET SIZE (1..MAX) OF MaxValueCount
OPTIONAL,
makImmSub [9] INTEGER OPTIONAL,
regtrictedBy [10] SET SIZE (1l..MAX) OF RestrictedValue
OPTIONAL,
cohtexts [11] SET SIZE (1l..MAX) OF ContextAssertion
OPTIONAL,
clhsses [12] Refinement OPTIONAL,
}
MaxVhlueCount ::= SEQUENCE ({
type AttributeType,
makCount INTEGER,
}
RestkictedValue ::= SEQUENCE {
type AttributeType,
valluesIn AttributeType,
}
Userflasses ::= SEQUENCE {
alllUsers [0] NULL OPTIONAL,
thfisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entxy ,6f GroupOfUniqueNames
subtree [4] SET SIZE (l1..MAX) OF SubtreeSpecification OPTIONAL,
}
ItemPermission : ;=\ SEQUENCE {
precedence Precedence OPTIONAL,
4~>.defaults to precedence in ACIItem
usprClasses UserClasses,

grantsAndbPenials GrantsAndDenials,

precedence Precedence OPTIONAL,

-- defaults to precedence in ACIItem
protectedItems ProtectedItems,

grantsAndDenials GrantsAndDenials,
}

AuthenticationLevel ::= CHOICE {
basicLevels SEQUENCE {
level ENUMERATED {none(0), simple(l), strong(2),...},
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE,
...},
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other

}

GrantsAndDenials ::=

EXTERNAL,

BIT STRING {

-- permissions that may be used in conjunction
-- with any component of ProtectedItems

grantAdd (0),
denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),
grantRead (4),
denyRead (5),
grantRemove (6),
dehyRemove (7),

--| permissions that may be used only in conjunction
--| with the entry component

grantBrowse
dehyBrowse
grantExport
dehyExport
grantImport
depyImport
grantModify
dehyModify
grantRename
dehyRename
grantReturnDN
dehyReturnDN

(8),

(9),

(10),
(11,
(12),
(13),
(14),
(15),
(16),
17,
(18),
(19),

--| permissions that may be used in conjunction
--| with any component, except entry, of ProtectedItéems

grantCompare (20),
dehyCompare (21),
grantFilterMatch (22) ,
dehyFilterMatch (23),
grhntInvoke (24),
dehyInvoke (25) }
-- aktributes
prespriptiveACI ATTRIBUTE ::= ({
WI'H SYNTAX ACIItem
EQPALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
D jfdvyaca-prescriptiveACI }
entryACI ATTRIBUTE ::=/{
WI'H SYNTAX ACIItem
EQUALITY MATCHING- RULE directoryStringFirstComponentMatch

US|

ID

sube

AGE

htryACI <ATTRIBUTE : :=

directoryOperation
id-aca-entryACI }

{

WI'H SYNTAX ACIItem
EQUALITY "MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID

id-aca-subentryACT }

-- object identifier assignments

-- attributes

id-aca-accessControlScheme
id-aca-prescriptiveACI
id-aca-entryACI
id-aca-subentryACI

-- access control schemes
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rule-based-access-control
rule-and-basic-access-control
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END -- BasicAccessControl

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
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{id-acScheme 1}
{id-acScheme 2}
{id-acScheme 3}
{id-acScheme 4}
{id-acScheme 5}
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Annex F

DSA operational attribute types in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type and value definitions contained in clauses 23 and 24 in the form of an ASN.1
module, DSAOperationalAttributeTypes.

DSAO

ds
DEFI
BEGI

IMPO

di
se

AT

perationalAttributeTypes {joint-iso-itu-t ds(5) module(1)
Cch.ata‘.uualAtt;a‘.butcT_yyca (22) 3}
EITIONS =

KPORTS All
he types and values defined in this module are exported for use in the bther ASN.

bplications which will use them to access Directory services. Otherapplications
pe them for their own purposes, but this will not constrain extensions and
bdifications needed to maintain or improve the Directory service.

E
T
-- mpdules contained within these Directory Specifications, and for the use) of other
a
u
m|

RTS

from Rec. ITU-T X.501 | ISO/IEC 9594-2

tributedOperations, id-doa, id-kmr, informationFramework,opBindingManagement,
ectedAttributeTypes
ROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 8}

RIBUTE, MATCHING-RULE, Name
ROM InformationFramework informationFramework

rationalBindingID
FROM OperationalBindingManagement opBindingManagement

from Rec. ITU-T X.518 | ISO/IEC 9594-4

cessPoint, DitBridgeKnowledge.,\MasterAndShadowAccessPoints
FROM DistributedOperations distributedOperations

from Rec. ITU-T X.520 | SISO/IEC 9594-6

ikStringMatch, directoryStringFirstComponentMatch

FFROM SelectedAttributeTypes selectedAttributeTypes ;

may

dseType ATTRIBUTE ::=7}
WICH SYNTAX DSEType
EQPALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE
USAGE dSAOperation
D id-doa-dseType }
DSETypé€) : := BIT STRING {
roct (0), -- root DSE
glue (1), -- represents knowledge of a name only
cp (2), -- context prefix
entry (3), -- object entry
alias (4), -- alias entry
subr (5), -- subordinate reference
nssr (6), -- non-specific subordinate reference
supr (7), -- superior reference
Xr (8), -- cross reference
admPoint (9), -- administrative point
subentry (10) , -- subentry
shadow (11) , -- shadow copy
immSupr (13), -- immediate superior reference
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rhob (14) , -- rhob information

sa (15) , -- subordinate reference to alias entry

dsSubentry (16) , -- DSA Specific subentry

familyMember (17), -- family member

ditBridge (18) } -- DIT bridge reference
--writeableCopy (19) writeable copy (currently not used)
myAccessPoint ATTRIBUTE ::= ({

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

D id-doa-myAccessPoint }
supefriorKnowledge ATTRIBUTE ::= {

WI'H SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch
NO| USER MODIFICATION TRUE

USAGE dSAOperation

iDp id-doa-superiorKnowledge }
specjificKnowledge ATTRIBUTE ::= {

WIH SYNTAX MasterAndShadowAccessPoints

EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE

USAGE distributedOperation

iD id-doa-specificKnowledge }
nonSpecificKnowledge ATTRIBUTE ::= {

WI'H SYNTAX MasterAndShadowAccessPoints

EQUALITY MATCHING RULE masterAndShadowAccessPdintsMatch
NO| USER MODIFICATION TRUE

USAGE distributedOperation

D id-doa-nonSpecificKnowledge }
Supp|lierOrConsumer ::= SET {

COMPONENTS OF AccessPoint, -- supplier or consumer

agreementID [3] OperationalBindingID,

}

SuppflierInformation ::= SET J{

COMPONENTS OF SupplierOrConsumer, -- supplier

supplier-is-master [4],~ BOOLEAN DEFAULT TRUE,

noh-supplying-master ~[5] AccessPoint OPTIONAL,
}

suppflierKnowledge~ATTRIBUTE ::= {
WI'H SYNTAX SupplierInformation
EQUALITY MATCHING RULE supplierOrConsumerInformationMatch
NO| USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-supplierKnowledge }

ConsumerInformation ::= SupplierOrConsumer -- consumer

consumerKnowledge ATTRIBUTE ::= ({
WITH SYNTAX ConsumerInformation
EQUALITY MATCHING RULE supplierOrConsumerInformationMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

iD id-doa-consumerKnowledge }
SupplierAndConsumers ::= SET ({

COMPONENTS OF AccessPoint, -- supplier

consumers [3] SET OF AccessPoint,

}
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secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadows }
ditBridgeKnowledge ATTRIBUTE ::= {

WITH SYNTAX DitBridgeKnowledge

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation

D id-doa-ditBridgeKnowledge }
-- mptching rules

accepsPointMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-accessPointMatch }

mastprAndShadowAccessPointsMatch MATCHING-RULE ::= {
SYNTAX SET OF Name
ID id-kmr-masterShadowMatch }

suppflierOrConsumerInformationMatch MATCHING-RULE ::= {
SYNTAX SET {

e-title [0] Name,

agreement-identifier [2] INTEGER}

iDp id-kmr-supplierConsumerMatch }

suppllierAndConsumersMatch MATCHING-RULE ::= {
SYNTAX Name
D id-kmr-supplierConsumersMatch }

-- opject identifier assignments

a operational attributes

id-dpa-dseType OBJECT IDENTIFIER ::= {id-doa
id-dpa-myAccessPoint OBJECT IDENTIFIER ::= {id-doa
id-dpa-superiorKnowledge OBJECT IDENTIFIER = {id-doa
id-dpa-specificKnowledge OBJECT IDENTIFIER = {id-doa
id-dpa-nonSpecificKnowledge OBJECT IDENTIFIER ::= {id-doa
id-dpa-supplierKnowledge OBJECT IDENTIFIER ::= {id-doa
id-dpa-consumerKnowledge OBJECT IDENTIFIER = {id-doa
id-dpa-secondaryShadows OBJECT IDENTIFIER ::= {id-doa
id-dpa-ditBridgeKnowledge OBJECT IDENTIFIER ::= {id-doa
-- khowledge matching rules

id-kmr-accessPointMatch OBJECT IDENTIFIER = {id-kmr
id-kmr-masterShadowMatch OBJECT IDENTIFIER = {id-kmr
id-kphr-supplierConsumerMatch OBJECT IDENTIFIER ::= {id-kmr
id-kmr=supplierConsumersMatch OBJECT IDENTIFIER ::= {id-kmr

END -- DSAOperationalAttributeTypes
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Annex G

Operational binding management in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational Bindings
relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperationalBindingManagement {joint-iso-itu-t ds(5) module (1)

op. i i cut(ls) 8}
DEFINITIONS ::=
BEGI

EKPORTS All
The types and values defined in this module are exported for use in the bther ASN.|[1
-- mpdules contained within these Directory Specifications, and for the use) of other
a
u
m|

bplications which will use them to access Directory services. Otherapplications may
pe them for their own purposes, but this will not constrain extensions and
bdifications needed to maintain or improve the Directory service.

IMPORTS

--| from Rec. ITU-T X.501 | ISO/IEC 9594-2

dikrectoryAbstractService, directoryShadowAbstractService,
diptributedOperations, directoryOSIProtocols, enhancedSecurity,
hiprarchicalOperationalBindings, commonProtocolSpecification

ROM UsefulDefinitions {joint-iso-itu-t ds(5) moédule (1) usefulDefinitions (0) 8}

OPFIONALLY-PROTECTED-SEQ
ROM EnhancedSecurity enhancedSecurity

hiprarchicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings hierarchicalOperationalBindings

-- ffom Rec. ITU-T X.511 | ISO/IEC 9594-3

CommonResultsSeq, securityErrokr,’ SecurityParameters
FFROM DirectoryAbstractService directoryAbstractService

--| from Rec. ITU-T X.518\]/ISO/IEC 9594-4

AcfkessPoint, dSABind
FFROM DistributedOperations distributedOperations

--| from Rec. ITU-T X.519 | ISO/IEC 9594-5

idferr-operationalBindingError, id-op-establishOperationalBinding,
idlop-modifyOperationalBinding, id-op-terminateOperationalBinding,
OPERATION, ERROR

FFROM, CommonProtocolSpecification commonProtocolSpecification

APPLICATION-CONTEXT
FROM DirectoryOSIProtocols directoryOSIProtocols

-- from Rec. ITU-T X.525 | ISO/IEC 9594-9

shadowOperationalBinding
FROM DirectoryShadowAbstractService directoryShadowAbstractService ;

-- bind and unbind
dSAOperationalBindingManagementBind OPERATION ::= dSABind

OPERATIONAL-BINDING ::= CLASS {
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&Agreement ,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[SYMMETRIC &both]
[ASYMMETRIC
[ROLE-A &roleA]
[ROLE-B &roleB] ]
D &id }
OP-B[[NDING-COOP ::= CLASS {

&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }
WITH| SYNTAX {
&applContext
[APPLIES TO &Operations] }

OP-BIND-ROLE ::= CLASS {
&egtablish BOOLEAN DEFAULT FALSE,
&EptablishParam,
&mpdify BOOLEAN DEFAULT FALSE,
&MpdifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }

WITH| SYNTAX {
[EBTABLISHMENT-INITIATOR &establish]
ESABLISHMENT-PARAMETER &EstablishParam
[MPDDIFICATION-INITIATOR &modify]
[MPDDIFICATION-PARAMETER &ModifyParam]
[TERMINATION-INITIATOR &terminate]
[TERMINATION-PARAMETER &TerminateParan]; }

-- operations, arguments and results

estaplishOperationalBinding OPERATION" ::= {
AR{GUMENT EstablishOperationalBindingArgument
REBULT EstablishOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODPE id-op-establighOperationalBinding }

EstaplishOperationalBindingArgument ::=
OPIONALLY-PROTECTED-SEQ { EstablishOperationalBindingArgumentData }

EstablishOperationalBindingArgumentData ::= SEQUENCE ({
bihdingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),
bipndingID [1] OperationalBindingID OPTIONAL,
acfessPoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B initiates
infitiator CHOICE {
rymmetric [3] OPERATIONAL-BINDING. &both.&EstablishParam
({OpRindingSet} {@bindingType})
roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB.&EstablishParam
({OpBindingSet} {@bindingType}) },
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet} {@bindingType}) ,
valid [7] Validity DEFAULT {},

securityParameters [8] SecurityParameters OPTIONAL,

}

OpBindingSet OPERATIONAL-BINDING ::= ({
shadowOperationalBinding |
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calOperationalBinding |

nonSpecificHierarchicalOperationalBinding }

OperationalBindingID ::= SEQUENCE ({
identifier INTEGER,
version INTEGER,
}
Validity ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
...} DEFAULT now:NULL,
vallidUntil [1] CHOICE {
bxplicitTermination [0] NULL,
Eime [1] Time,
} DEFAULT explicitTermination:NULL,

}

Time| : := CH
utETime
geheraliz

}

EstaplishOp
EstaplishOp

EstaplishOp

bihdingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),

bihdingID
acfessPoi
--| symmet
infitiator
pymmetr

roleA-r

roleB-r

> 7
N
COMPONENT
modifyOpera
AR{GUMENT
RESULT

ERRORS
CODE

ModifyOpera

OPI'IONALLY-PROTECTED-SEQ { ModifyOperationalBindingArgumentData }

ModifyOpera

bihdingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),

bipndingID

actessPoint [2] AccessPoint OPTTIONAL

OICE ({
UTCTime,
edTime GeneralizedTime,

erationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ/{
erationalBindingResultData }
erationalBindingResultData ::= SEQUENCE {

[1] OperationalBindingID OPTIONAL,
nt [2] AccessPoint,
ric, Role A replies, or Role B replies
CHOICE {
ic [3] OPERATIONAL-BINDING. &both:&EstablishParam
({OpBindingSet} {@bindingType}) ,
eplies [4] OPERATIONAL-BINDING (&roleA.&EstablishParam

({OpBindingSet} {@bindingType}) ,
eplies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet} {@bindingType}) },

S OF CommonResultsSeq }

tionalBinding OPERATION ::= ({
ModifyOperatifonalBindingArgument
ModifyOperationalBindingResult
{operationalBindingError | securityError}

id-op-modifyOperationalBinding }

tionalBindingArgument ::=

tionalBindingArgumentData ::= SEQUENCE {

[1] OperationalBindingID,

-- symmet
initiator
symmetr

ric, Role A initiates, or Role B initiates
CHOICE {
ic [3] OPERATIONAL-BINDING. &both.&ModifyParam
({OpBindingSet} {@bindingType}) ,

roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&ModifyParam

({OpBindingSet} {@bindingType}) ,

roleB-initiates [5] OPERATIONAL-BINDING. &roleB.&ModifyParam

({OpBindingSet} {@bindingType})} OPTIONAL,

newBindingID [6] OperationalBindingID,
newAgreement [7] OPERATIONAL-BINDING. &Agreement

valid

({OpBindingSet} {@bindingType}) OPTIONAL,
[8] ModifiedValidity OPTIONAL,
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securityParameters [9] SecurityParameters OPTIONAL,
-}

ModifiedValidity ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,

...} DEFAULT now:NULL,
validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time,
unchanged [2] NULL,

} DEFAULT unchanged:NULL,

}

ModifyOperationalBindingResult ::= CHOICE {
nufll NULL,
prptected [1] OPTIONALLY-PROTECTED-SEQ{ ModifyOperationalBindingResultData/},
}
ModifyOperationalBindingResultData = SEQUENCE ({
hewBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}),
hewAgreement OPERATIONAL-BINDING. &§Agreement ({OpBindingSet}{Q.bindingType}),
ralid Validity OPTIONAL,

-7

L.
COMPONENTS OF
}

CommonResultsSeq

terminateOperationalBinding OPERATION ::= ({
ARGUMENT TerminateOperationalBindingArgument
REBULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding) }
TerminateOperationalBindingArgument ::=

OP'IONALLY-PROTECTED-SEQ { TerminateOperationalBindingArgumentData }
TermfinateOperationalBindingArgumentData ::= SEQUENCE ({
bihdingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bihdingID [1] OperationalBindingID,
--| symmetric, Role A initiates, or Role B initiates
infitiator CHOICE ({
pymmetric 2]~ OPERATIONAL-BINDING. &both. &TerminateParam

te
se

Term

({opBindingSet} {@bindingTypel}) ,

roleA-initiates [3] OPERATIONAL-BINDING. &roleA.&TerminateParam
({opBindingSet} {@bindingType}) ,
roleB-initiates [4] OPERATIONAL-BINDING. &roleB. &TerminateParam

({OpBindingSet} {@bindingType})} OPTIONAL,
Time OPTIONAL,
SecurityParameters OPTIONAL,

rminateAt
turityPdrameters

- }

[5]
[6]

inateOperationalBindingResult ::= CHOICE ({

nu

1 NULTL

protected

TerminateOperationalBindingResultData

[1] OPTIONALLY-PROTECTED-SEQ{ TerminateOperationalBindingResultData },

}

SEQUENCE {

bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}) ,
terminateAt GeneralizedTime OPTIONAL,

.
COMPONENTS OF

-7

CommonResultsSeq }

-- errors and parameters
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