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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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committees collaborate in fields of mutual interest. Other international organizations, governmen
jovernmental, in liaison with ISO and IEC, also take part in the work. In the field of infarmati
y, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hal Standards are drafted in accordance with the rules given in the ISO/IEC Directivesy Part 2.
task of the joint technical committee is to prepare International Standards. Draft Internatior
5 adopted by the joint technical committee are circulated to national bodies for voting. Publication

tional Standard requires approval by at least 75 % of the national bodies casting a vote.
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D and IEC shall not be held responsible for identifying any or all suchypatent rights.

D594-2:2008 was prepared by Joint Technical Committee JISO©/IEC JTC 1, Information technolog

Subcom
ITU-T.T

This sixth edition of ISO/IEC 9594-2 constitutes a technical révision of ISO/IEC 9594-2:2005, which has be
provisionally retained to maintain alignment with ITU-T Reg:AX.501 (08/2005).
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10: Use of systems management for administration of the Directory
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;

— of different levels of complexity; and
—  of different ages.

This Recommendation | International Standard provides a number of different models for the BPirectory as a framework
fgr the other Recommendations in the ITU-T X.500 series | parts of 1SO/IEC 9594. ;The models are the overall
(functional) model; the administrative authority model, generic Directory Information‘Models providing Diregtory User
and Administrative User views on Directory information, generic DSA and DSA-information models, an Operational
amework and a security model.

F

The generic Directory Information Models describe, for example, how infermation about objects is groupeql to form
Djrectory entries for those objects and how that information provides names for objects.
T

he generic DSA and DSA information models and the Operatiorial Framework provide support for [Directory
dilstribution.

This Recommendation | International Standard provides a spegialization of the generic Directory Information Models to
support Directory Schema administration.
T
d

his Recommendation | International Standard providesthe foundation frameworks upon which industry profi|es can be
ined by other standards groups and industry fortims. Many of the features defined as optional in these frameworks
be mandated for use in certain environmentSjthrough profiles. This sixth edition technically revises and pnhances,
bt does not replace, the fifth edition of this\Recommendation | International Standard. Implementations may $till claim
conformance to the fifth edition. However,\at some point, the fifth edition will not be supported (i.e., reported defects
wjll no longer be resolved). It is recommended that implementations conform to this sixth edition as soon as pgssible.

This sixth edition specifies versions'tand 2 of the Directory protocols.
The first and second editions’speCified only version 1. Most of the services and protocols specified in this efition are
dgsigned to function under~version 1. However, some enhanced services and protocols, e.g., signed errorg will not
function unless al Directary entities involved in the operation have negotiated version 2. Whichever version has been
nggotiated, differences,between the services and between the protocols defined in the six editions, except [for those
specificaly assigned)to version 2, are accommodated using the rules of extensibility defined in ITU-T Reg. X.519 |
SO/IEC 9594-5:

Annex A, which is an integral part of this Recommendation | International Standard, summarizes the usage pf ASN.1
olpject identifiersin the ITU-T X.500-series Recommendations | parts of |SO/IEC 9594.

Apnex B, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modple which
contams atof thedefimitions assocrated wittr the mformatio frarmework:

Annex C, which is an integral part of this Recommendation | International Standard, provides the subschema
administration schemain ASN.1.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with DSA operational attribute types.

Annex G, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.
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Annex H, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with enhanced security.

Annex |, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex J, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.

Annex K, which is not an integral part of this Recommendation | International Standard, provides some examples of
various aspects of Schema.

Annex L, which is not an integral part of this Recommendation | International Standard, provides an overview of the
semanticg associated with Basic Access Control permissions.

Annex M} which is not an integral part of this Recommendation | International Standard, provides an extended example
of the use|of Basic Access Control.

Annex N,|which is not an integral part of this Recommendation | International Standard, describes some;DSA specific
entry compinations.

Annex O,|which is not an integral part of this Recommendation | International Standard, provides aframework for the
modelling of knowledge.

Annex P, which is not an integral part of this Recommendation | International Standard, describes criteria on whether|a
name can| be an alternative distinguished name or the primary distinguished name, whether it can contain alternatiye
values, and whether it can include context information.

Annex Q] which is not an integral part of this Recommendation | Internationa Standard, describes the concept ¢f
subfilters.

Annex R,|which is not an integral part of this Recommendation | International Standard, describes recommendations
and examples on how family members can be named.

Annex S,|which is not an integral part of this Recommendation| International Standard, gives an introduction {o
Naming Goncepts and Considerations.

Annex T,|which is not an integra part of this Recommendation | International Standard, lists alphabetically the terms
defined ir| this Recommendation | International Standard.

Annex U which is not an integral part of this Recommendation | International Standard, lists the amendments arld
defect repprts that have been incorporated to formithis edition of this Recommendation | I nternational Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

1

The
frame
the D

The functional and administrative authority models define ways in which the Directory jcan be distributed

functi
provi

The g
and A
visibl
This
suppd
Theqg

Recommendation | International Standard to define specidizations of the generic information and DSA mod

provi
Repli

The

mech
flexil
secur
mech
ITU-]

I nformation technology — Open Systems I nter connection —
The Directory: Models

SECTION 1 -GENERAL

Scope

models defined in this Recommendation | International Standard provide a conceptual and iterminol

rectory.

onally and administratively. Generic DSA and DSA information models and an Opeyational Framework ar
led to support Directory distribution.

eneric Directory Information Models describe the logical structure of the DIB“from the perspective of Dir
dministrative Users. In these models, the fact that the Directory is distributed, rather than centralized,
3

rt Directory Schema administration.
ther ITU-T Recommendations in the X.500 series | parts of #SO/IEC 9594 make use of the concepts defined

le specific information, DSA and operational models supporting particular directory capabilities
Cation):
a) the service provided by the Directory_is described (in ITU-T Rec. X.511 | ISO/IEC 9594-3) in te

the concepts of the information framework: this allows the service provided to be somewhat indepg
of the physical distribution of the-DIB;

b) the distributed operation of thé Directory is specified (in ITU-T Rec. X.518 | ISO/IEC 9594-4) sg
provide that service, and\therefore maintain that logical information structure, given that the DIE
fact highly distributed;

c) replication capabilities offered by the component parts of the Directory to improve overall Dir
performance are.specified (in ITU-T Rec. X.525 | ISO/IEC 9594-9).

bgical

work for the other ITU-T X.500-series Recommendations | parts of 1SO/IEC 9594 which define'various aspects of

both
e also

pctory
S not

Recommendation | International Standard provides a specialization-of the generic Directory Information Models to

n this
els to

(eg.,

ms of
ndent

as to
isin

bctory

becurity model estahlishes a framework for the specification of access control mechanisms. It provides a

nism for identifying the access control scheme in effect in a particular portion of the DIT, and it defines

ty model @S0 provides a framework for protecting the confidentiality and integrity of directory operations
hnisms such as encryption and digital signatures. This makes use of the framework for authentication defi
[ Rec.\X.509 | ISO/IEC 9594-8 as well as generic upper layers security tools defined in ITU-T Rec. X

SO/

three

le, specific access control schemes which are suitable for a wide variety of applications and styles of usg¢. The

using
hed in
830 |

FC-11586-1.

DSA models establish a framework for the specification of the operation of the components of the Directory.
Specifically:

a) the Directory functional model describes how the Directory is manifested as a set of one or
components, each being aDSA;

more

b) the Directory distribution model describes the principals according to which the DIB entries and

entry-copies may be distributed among DSAS;

¢) the DSA information model describes the structure of the Directory user and operational information

heldin aDSA;

d) the DSA operational framework describes the means by which the definition of specific forms of

cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.

ITU-T Rec. X.501 (11/2008)
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2

Normative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | Internationa Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains alist of currently
valid ITU-T Recommendations.

2.1

2.2

Identical Recommendations | I nternational Standards
ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems

Inter connection — Basic Reference Model: The Basic Mode!.

ITU-T Recommendation X.500 (2008) | ISO/IEC 9594-1:2008, Information technology — Open)Sy
Interconnection — The Directory: Overview of concepts, models and services.

ITU-T Recommendation X.509 (2008) | | SO/IEC 9594-8:2008, Information technology,~Open Sy
Interconnection — The Directory: Public-key and attribute certificate frameworks.

ITU-T Recommendation X.511 (2008) | | SO/IEC 9594-3:2008, Information technology — Open Sy
Interconnection — The Directory: Abstract service definition.

ITU-T Recommendation X.518 (2008) | ISO/IEC 9594-4:2008, Information‘technology — Open S
Interconnection — The Directory: Procedures for distributed operation!

ITU-T Recommendation X.519 (2008) | | SO/IEC 9594-5:2008, Information technology — Open Sy
Interconnection — The Directory: Protocol specifications.

ITU-T Recommendation X.520 (2008) | | SO/IEC 9594-6:2008, Information technology — Open Sy
Interconnection — The Directory: Selected attribute types.

ITU-T Recommendation X.521 (2008) | ISO/IEC 9594-7:2008, Information technology — Open Sy
Interconnection — The Directory: Selected object classes.

ITU-T Recommendation X.525 (2008) | | SO/IEE 9594-9:2008, Information technology — Open Sy
Interconnection — The Directory: Replication;

ITU-T Recommendation X.530 (2008) |\SO/IEC 9594-10:2008, Information technology — Open Sy
Interconnection — The Directory: Use0f systems management for administration of the Directory.

ITU-T Recommendation X.660 (2008) | 1SO/IEC 9834-1:2008, Information technology — Open Sy

Stems

Sstems

Sstems

Stems

Sstems

Sstems

stems

Sstems

stems

Stems

Interconnection — Procedures far the operation of OS Registration Authorities: General procedurg¢s and

top arcs of the ASN.1 Object tdentifier tree.

ITU-T Recommendation.“*X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Ab
Syntax Notation Ope\(ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Ab
Syntax NotationOne (ASN.1): Information object specification.

ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — AR
Syntax)Notation One (ASN.1): Constraint specification.

ITU<T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Ab
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Sy
Interconnection — Security frameworks for open systems: Authentication framework.

Stract

stract

Stract

Stract

stems

ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems

Interconnection — Security frameworks for open systems — Access control framework.

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems

Inter connection — Security frameworks for open systems — Non-repudiation framework.

Paired Recommendations | International Standards equivalent in technical content
CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for

CCITT applications.

SO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model — Part 2: Security Architecture.

ITU-T Rec. X.501 (11/2008)
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2.3 Other references
— |ETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road
Map.
3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 Communication definitions

Thefollowing terms are defined in ITU-T Rec. X.519 | ISO/IEC 9594-5:
a) application-context;

b) application-entity;
c) application process.

3.2 Basic Directory definitions

The fpllowing terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:
a) Directory;

b) Directory Access Protocol;

¢) Directory Information Base;

d) Directory Operational Binding Management Protocol;

e) Directory System Protocoal;

f)  (Directory) user.

3.3 Distributed operation definitions

The fpllowing terms are defined in ITU-T Rec. X.518 | ISONEC 9594-4:
a) accesspoint;

b) hierarchical operational binding;

Cc) name resolution;

d) non-specific hierarchical operational binding;

e) relevant hierarchical operational binding.

34 Replication definitions

The fpllowing terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:
a) cache-copy,

b) consummer reference;

C) entry-copy;

d){ “master DSA;

e) primary shadowing;

f) replicated area;

g) replication;

h)  secondary shadowing;

i) shadow consumer;

j)  shadow supplier;

k) Shadowed DSA Specific Entry;
)  shadowing;

m) supplier reference.

ITU-T Rec. X.501 (11/2008) 3
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The definitions of terms defined in this Recommendation | International Standard are included at the beginning of

individual clauses, as appropriate. An index of these termsis provided in Annex T for easy reference.

4

For the purposes of this Recommendation | International Standard, the following abbreviations apply.

5
The t

Abbreviations

ACDF
ACI
ACIA
ACSA

Access Control Decision Function
Access Control Information
Access Control Inner Area
Access Control Specific Area

Pt aVudaW, oY

ADDMD Administration Directory Management Domain

ASN.1 Abstract Syntax Notation One

AVA  Attribute Value Assertion

BER (ASN.1) Basic Encoding Rules

DACD Directory Access Control Domain

DAP Directory Access Protocol

DIB Directory Information Base

DISP  Directory Information Shadowing Protocol
DIT Directory Information Tree

DMD  Directory Management Domain

DMO  Domain Management Organization

DOP Directory Operational Binding Management Protacol
DSA Directory System Agent

DSE DSA Specific Entry

DSP Directory System Protocol

DUA Directory User Agent

HOB Hierarchical Operational Binding

LDAP Lightweight Directory Access Protocol

NHOB  Non-specific Hierarchical Operational Binding
NSSR  Non-Specific Subdrdinate Reference

PRDMD Private Directory Management Domain

RDN Relative Distinguished Name

RHOB RelevantHierarchical Operational Binding (aHOB or NHOB, as appropriate)
SDSE  Shadowed DSE

Conventions

brny, " Directory Specification” (as in "this Directory Specification™) shall be taken to mean ITU-T Rec. X

501 |

SO/

T + e, + < 4 s L eloalll | + o) AN TaVaY H 0. (P
O IJoIJF 4. TTITITITIT UITTULUTY OPJTUITTUALTUTNTS - JNdlT VT LARTT T LU TTICA T U AL OUU=SCTTTS MCLUNTTTTIET IUALTUTNTS

parts of 1SO/IEC 9594.

d all

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the series of CCITT X.500 Recommendations and the ISO/IEC

9594

1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC

9594

1995 edition.

This Directory Specification uses the term third edition systems to refer to systems conforming to the third edition of the
Directory Specifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC

9594

1998 edition.

ITU-T Rec. X.501 (11/2008)
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This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of ITU-T Recs X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525, and X.530, the 2000 edition of ITU-T Rec. X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition of the
Directory Specifications, i.e., the 2005 editions of the series of ITU-T X.500 Recommendations and the I1SO/IEC
9594:2005 edition.

This Directory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edition of the
Directory Specifications, i.e., the 2008 editions of the series of ITU-T X.500 Recommendations and the ISO/IEC
9594:2008 edition.

This Directory Specification presents ASN.1 notation in bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The ames of procedures, typically referenced when specifying the semantics of processing, are differentiated from
normd text by displaying them in bold Times. Access control permissions are presented in italicized Times,

If thgitems in a list are numbered (as opposed to using "—" or letters), then the items shall be considered steps in a
procedure.

ITU-T Rec. X.501 (11/2008) 5
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SECTION 2 - OVERVIEW OF THE DIRECTORY MODELS

6 Directory Models

6.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

6.1.1 administrative authority: An agent of the Domain Management Organization concerned with various
aspects of Directory administration. The term administrative authority (in lower case) refers to the power vested in an
Administrative Authority by the Domain Management Organization to execute policy.

6.1.2 administration directory management domain (ADDMD): A DMD which is managedshy an
Admipistration.

NOTE — The term Administration denotes a public telecommunications administration or other organization (offering [public
tefecommunications services.

6.1.3 directory administrative and operational information: Information used by(Othe Directory for
administrative and operational purposes.

6.1.4 DIT domain: That part of the global DIT held by the DSAsforming aDMD.

6.1.5 directory management domain (DM D): A set of one or more DSAs and zexr@ or more DUASs managedl by a
single organization.

6.1.6 domain management or ganization: An organization that manages a BMD (and the associated DIT Doinain).
6.1.7 directory user information: Information of interest to users and-thieir applications.
6.1.8 directory system agent (DSA): An OSl application processwhich is part of the Directory.

6.1.9 (directory) user: The end user of the Directory, i.e., the éntity or person which accesses the Directory.

directory user agent (DUA): An OSl application process which represents a user in accessing the Diregtory.

LDAP client: An application process which-represents a user in accessing the Directory via the Lightweight
ory Access Protocol (LDAP).

LDAP requestor: A DSA that is capable of issuing requests via the Lightweight Directory Access Prptocol

LDAP responder: A DSA_ that is capable of understanding and responding to requests via the Lightweight
ory Access Protocol (LDAP).

LDAP server: An application process which is part of the Directory, holds a part of the DIB, and which

private directary management domain (PRDMD): A DMD which is managed by an organization| other

TheDirectory and itsusers

irectory is a repository of information. This repository is known as the Directory Information Base (DIB).
oryservices provided to users are concerned with various kinds of access to thisinformation.

The services provided by the Directory are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3.

A Directory user (e.g., a person or an application-process) obtains Directory services by accessing the Directory. More
precisely, a Directory User Agent (DUA) or a Lightweight Directory Access Protocol (LDAP) client actually accesses
the Directory and interacts with it to obtain the service on behalf of a particular user. The Directory provides one or
more access points at which such accesses can take place. These concepts areillustrated in Figure 1.

A DUA is manifested as an application-process. In any instance of communication, each DUA represents precisely one
directory user.

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAS)
and/or LDAP servers, each of which provides zero, one or more of the access points. For a more detailed description of
DSAS, see21.2.

6 ITU-T Rec. X.501 (11/2008)
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NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-

processes, persons, etc.). Thisis transparent to the Directory.

NOTE 2 — The DUA functions and a DSA can be within the same open system, and it is an implementation choice whether to

make one or more DUAS visible within the OSI Environment as application-entities.

NOTE 3 — A DUA may exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, a DUA which represents a human directory user may provide arange of local facilities to assist its user to compose

queries and interpret the responses.

Access Point

VD SN

DUA/

Directory
user

Figure 1 — AccesstotheDirectory

6.3 Directory and DSA Information Models

>
6.3.1 Generic Modedls Q

Diregory information may be classified as either:

— user information, placed in the Directory by, or. ehalf of, users; and subsequently administered
on behalf of, users. Section 3 provides amo§ this information; or

— administrative and operationa informatiaon; held by the Directory to meet various administrati
operational requirements. Section 5 provﬁea amodel of thisinformation. Also provided in Section
specification of the relationship bet\n@1 the user, administrative and operational information model

Thesg models, presenting views of the DI%(I\}Em different perspectives, are referred to as the generic Dir

Infornation Models. O
Diredtory information models descri ow the Directory as a whole represents information. The composition
Direcory as a set of potentialy c ating DSAs is abstracted from the model. The DSA information model,

other [hand, is especially concern@)with DSAs and the information that must be held by DSAs in order that the

provifled in cIausesZZthro@ 3.

The DSA information@?el is a generic model describing the information held by DSAs and the relationship be
thisipformation an(Qae IB and DIT.

Somg, but not the information represented by the DSA information model is accessible via the Directory &l

servige. Th e, administration of al of the information described in these Directory Specifications is not pg
via the D({ ory abstract service. It is envisioned that administration of DSA information will initially be g
,@t that eventually some generic system management service will be employed to provide access to all

by, or

e and
5isa
S.

bctory

Of the
bn the
set of
del is

fween

Stract
ssible
local
Of the

information described in the DSA information model.

6.3.2 Specific information models

Subsequent to the development of generic models for the Directory as a whole and for its components, specific
information models are required for the standardization of particular aspects of the operation of the Directory and its

components.

The generic Directory Information Models establish aframework for the following specific information models:
—  anaccess control information model;
— asubschemainformation model;
— acollective attribute information model.
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The generic DSA Information Model in turn establishes aframework for the following specific information models:

6.4

— amodel for aDSA's distribution knowledge;
— amode for aDSA's replication knowledge.

Directory Administrative Authority Model

A Directory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAS managed by a single
organization.

That part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a one-to-one
correspondence between DMDs and DIT Domains. The term "DMD" is used when referring to the management of the
functional components of the Directory. The term "DIT Domain" is used when referring to the management of

Dired

An ofganization that manages a DMD (and the associated DIT Domain) is referred to as(ayPomain Manag
Orgahization (DMO).
NPTE 1—-A DMO may be an Administration (i.e., a public telecommunications administration/or other organization o
pyblic telecommunications services) in which case the managed DMD is said to be @an“Administration DMD (ADI

— A DIT Domain consists of one or more digoint subtrees of the DIT (see 11.5). A DIT Domaiti'sh
contain the root of the global DIT.

— Theterm "DMD" may also be used as a general term when both aspects of management,are considered
together.

| not

ement

fering
DMD);

otherwisg, it is a Private DMD (PRDMD). It should be recognized that the provision of upport for private directory systems by

ITU-T members falls within the framework of national regulations. Thus, the technical pessibilities described may or may

of

within the scope of envisaged Directory Specifications.
Figur 2 illustrates the relationship between aDMO, DMD and DIT Dofnain.

ered by an Administration which provides directory services. The internal operation‘and configuration of private DM DS

[ Domain Management Qrganization ]

Manages Manages

DIT Domain DMD

A
\ 4

(oD
(our)

X.501_F02

Figure 2 — Directory management

Mana

not be
is not

gement of a DUA h\]/ aDMQ im}nlim an nngning ragpnncihili'ry for service to that DUA., .G maintenance)

orin

some cases ownership, by the DMO. The DMO may or may not elect to make use of the Directory Specifications to
govern any interactions among DUAs and DSAs which are wholly within the DMD.

An agent of a DMO concerned with various aspects of Directory administration is referred to as an Administrative
Authority. The term administrative authority (in lower case) refers to the power vested in an Administrative Authority
by a DMO to execute palicy.

NOTE 2 — A Directory Administrative Authority Model is specified in Section 4.

A DMD may be assigned an object identifier (aDMD-id) for convenience in reference, for example, in search-rules.
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SECTION 3-MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base

7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

711 alias entry: An entry of the class "dlias"' containing information used to provide an aternative name for an
object or dias entry.

7.1.2 ancestor: The entry at the root of the hierarchy of family members that comprise a compound entry.

713 compound entry: A representation of an object in terms of family members that are hierarchically, orgeLnized
into gne or more families of entries.

714 derived entry: Entry information in a search result containing attribute values obtained by performingfa join
on data that originated from more than one Directory entry.

7.15 direct superclass: Relative to a subclass — an object class from which the subclass isdirectly derived.

7.1.6 directory information base (DIB): The complete set of information to which the-Directory provides gccess,
and which includes al of the pieces of information which can be read or manipulatedvising the operations of the
Diredfory.

7.1.7 directory information tree (DIT): The DIB considered as a tree, whose vertices (other than the root) are the
Diredory entries.

NQTE — Theterm "DIT" is used instead of "DIB" only in contexts where the trée structure of the information is relevant.

7.1.8 (directory) entry: A named collection of information within.the DIB. The DIB is composed of entries.

719 family: A hierarchical subset of family member entries that represents a particular class of information Yvithin
pound entry. The root of each family within a compound-entry is the ancestor, but apart from the shared angestor,
familles do not share common members. A family is distinguished from other families within a compound enfry by
having a common class (structural object class) for each family member that isimmediately subordinate to the ancgstor.

family member: A member of ahierarchical collection of entries that comprise acompound entry.

711 immediate superior (noun): Relativete a particular entry or object (it shall be clear from the context which
isintgnded), the immediately superior entry,orobject.

711 immediately superior entry; Relative to aparticular entry — an entry which is at the initial vertex of anfarcin
the DJ T whose final vertex isthat of the\particular entry.

711 immediately superior (object: Relative to a particular object — an object whose object entry is the immgdiate
super|or of any of the entries (0Object or alias) for the second object.

7.1.1 object (of interest): Anything in some ‘world', generally the world of telecommunications and information
processing or some part thereof, which is identifiable (can be named), and which it is of interest to hold informatijon on

object.class: An identified family of objects (or conceivable objects) which share certain characteristics.

object entry: An entry which is the primary collection of information in the DIB about an object, and fvhich
can therefore be said to represent that object in the DIB.

7.1.17 related entries: A set of (directory) entries, each of which can be identified as holding information in the DIB
about a particular real-world object of interest. Different entries in the set may contain different types of information
about the real-world object, and may even contain conflicting information.
NOTE 1 —The value of information within a set of related entries depends on the reliability of the identification of each entry
with the real-world.

NOTE 2 — It is possible, but not necessary, for related entries to exist in separate DITs and to have identical distinguished names.
Similarly, it is possible for non-related entries to have identical distinguished names; however, it is recommended that identical
distinguished names be used only for related entries.

7.1.18 subclass. Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share al the characteristics of the superclasses and additional characteristics possessed by none
of the members of those superclasses.
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7.1.19 subordinate: The converse of superior.

7.1.20 superclass. Relative to a subclass — a direct superclass, or superclass to an object class that is a direct
superclass (recursively).

7.1.21 superior: (Applying to entry or object) immediately superior, or superior to one which is immediately
superior (recursively).

7.2 Objects

The purpose of the Directory is to hold, and provide access to, information about objects of interest (objects) which
exist in some 'world'. An object can be anything in that world which isidentifiable (can be named).

NOTE 1 —The'world' is generally that of telecommunications and information processing or some part thereof.
NOTE 2 — The objects known to the Directory may not correspond exactly with the set of real” things in the world. For e;’Fmpl €,

aflea-world person may be regarded as two different objects, a business person and a residential person, as far as the Diregtory is
cancerned. The mapping is not defined in this Directory Specification, but is a matter for the users and providers of the-Difectory
infthe context of their applications.

An object class is an identified family of objects, or conceivable objects, which share certain characteristics. Every
object belongs to at least one class. An object class may be a subclass of other object classes)in which case the
memlpers of the former class, the subclass, are aso considered to be members of the latter €lasses, the superclfasses.
Therg may be subclasses of subclasses, etc., to an arbitrary depth.

7.3 Directory entries
The DIB is composed of (Directory) entries. An entry is anamed collection of information.

Therg are four kinds of entries:

—  Object entries: Representing the primary collection of information in the DIB about a particular gbject.
For any particular object, there is precisely one objectientry or compound entry (see 8.10). The pbject
entry is said to represent the object. An object entry is either a single entry or a compound|entry
comprising an aggregate of entries together representing the object.

— Alias entries: Used to provide alternative names for object entries (possibly the ancestor of a compound
entry, but not child family members).

—  Subentries: Representing a collection of information in the DIB used to meet administrative and
operational requirements of the Directory. Subentries are discussed in Section 5.

—  Family members: Special entries.that are components of a compound entry. The ancestor of a compound
entry isalso afamily member.

A usar view of the structure of Directoryrentriesis depicted in Figure 3 and described in 8.2.
Each entry contains an indication/of the object classes, and their superclasses, to which the entry belongs.

Somg object entries are specially designated for the purpose of Directory administration. These entries are termed
administrative entries. The Directory user is not normally aware of this, and views these entries in the same way as
other jobject entries.

7.4 Directery Information Tree (DIT)

In order to satisty requirements for the distribution and management of a very large DIB, and to ensure that entrigs can
be unambiguiously named and rapidly found, a flat structure is not likely to be feasible. Accordingly, the hierarghical
relatipnship commonly found among objects (e.g., a person works for a department, which belongs to an organiZation,
which is headquartered in a country) can be exploited, by the arrangement of the entries into a tree, known as the
Directory Information Tree (DIT).

NOTE — An introduction to the concepts and terminology of tree structures can be found in Annex I.

The component parts of the DIT have the following interpretations:

a) theverticesarethe entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are
always leaf vertices. The root is not an entry as such, but can, where convenient to do so [e.g., in the
definitions of b) and c) below], be viewed as a null object entry [see d) below];
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b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);

c) theobject represented by an entry is, or is closely associated with, the naming authority (see clause 8) for
its subordinates;

d) theroot represents the highest level of naming authority for the DIB.

A superior/subordinate relationship between objects can be derived from that between object entries. An object is an
immediately superior object (immediate superior) of another object if and only if the object entry for the first object is
the immediatesuperior of—any of theobject entries forthesecond object—Theterms Tmmediatety subordimategbj ect,
immefliate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted superior/subordinate rel ationships among objects are governed by the DIT structure definitions (See’13.7).

The Directory maintains, in addition to information concerning Directory entries, additional infermation regarding
collegtions of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not ja true
tree gjructure). See clause 12.

8 Directory entries

8.1 Definitions
For the purposes of this Directory Specification, the following definitions&pply:

811 anchor attribute: A user attribute having friends, as defined within the relevant subschema. An gnchor
attribyite can be used to cause friend attributes to be included in the)set of attributes to be selected, or considergd for
matching in a Search operation, without having to be itself presentin an entry.

812 attribute: Information of aparticular type. Entriesiare composed of attributes.
8.13 user attribute: An attribute representing user iformation.

814 attribute hierarchy: The aspect of an attribute that permits a user attribute type to be derived from g more
generjc user attribute type. The relationship of the two attribute type definitions (which mandates certain behavipur of
attribytes corresponding to these attribute types)is thus hierarchical.

8.1.5 attribute subtype (subtype): An attribute type A is related to another attribute type B by the fact that [either
A hag been derived from B, in which.ase A is adirect subtype of B, or A has been derived from an attribute type which
is aslibtype of B, in which case A-is.an indirect subtype of B.

8.1.6 attribute supertype (supertype): An attribute type B is related to another attribute type A by the fagt that
eithen A has been derivedfrom B, in which case B is a direct supertype of A, or A has been derived from an attribute
type Which is a subtype.6f'B, in which case B isan indirect supertype of A.

8.1.7 attribute‘type: That component of an attribute which indicates the class of information given by that
attribyite.

8.1.8 attribute value: A particular instance of the class of information indicated by an attribute type.

8.1.9 attribute value assertion: A proposition, which may be true, false, or undefined, according to the specified

at Wi Il £ tha-t H +la 'y £ attecilont (] £ T Il 4
m Cl MYy TUrCo TUl tric 1y JG, CUTICTTTITIY UNC PIrCoCliCT TTT ATUTNIT Yy U AT ALLNUtT vautT Ul a partiourar ty PJo.

8.1.10 auxiliary object class: An object class which is descriptive of entries or classes of entries and is not used for
the structural specification of the DIT.

8.1.11 collective attribute: A user attribute whose values are the same for each member of an entry collection.

8.1.12 context: A property that can be associated with a user attribute value to specify information that can be used
to determine the applicability of the value.

8.1.13  context assertion: A proposition, which may be true or false, regarding a context type and particular context
values for that type, that determines the applicability of an attribute value.

8.1.14 context type: That component of a context which indicates its type or purpose.
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8.1.15 context list: The set of contexts associated with an attribute value.

8.1.16 context value: A particular instance of the property indicated by a context type.

8.1.17 derived attribute: An attribute whose value or values is computed in whole or in part rather than directly
stored.

8.1.18 derived object class value: A value of an object class whose presence is not administered by a user but is
computed. Derived object class values are categorized as abstract.

8.1.19 direct attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of their attribute type.

8.1.20 distinguished value: An attribute value in an entry which may appear in the relative distinguished name of

the entry

8.1.21 dummy attribute: An attribute that is defined as a user attribute but which shall never be present imanjentry.
Only pn anchor attribute can be a dummy attribute.

8.1.22 entry collection: A collection of entries belonging to an explicitly specified subtree or subtree refinement of
the D|T.

8.1.23 friend attributes: A set of user attributes associated with a specific user attributey(known as an gnchor
atribyte) by an administrative authority, for inclusion in a set of attributes returned when the anchor attribute is
specified, or used potentially to match a predicate which includes a condition on the anchor attribute.

8.1.2 indirect attribute reference: Reference (in the Directory and DSA abstract-service) to one or more atffribute
values using the identifier of a supertype of their attribute type.

8.1.2 matching rule: A rule, forming part of the Directory Schema, whigh alfows entries to be selected by making a
partiqular statement (a matching rule assertion) concerning their attribute values.

8.1.2 matching rule assertion: A proposition, which may be truefalse or undefined, concerning the presence in an
entry of attribute values meeting the criteria defined by the matchingrule.

8.1.2 operational attribute: An attribute representing operational and/or administrative information.

8.1.2 structural object class: An object class used for-the structural specification of the DIT.

8.1.2 structural object class of an entry: With respect to a particular entry, the single structural object clasg used
to defermine the DIT Content Rule and DIT Structuré Rule applying to the entry. This object class is indicated by the

struc
struct]

uralObjectClass operationa attribute. This object class is the most subordinate object class of the éntry's
ural object class superclass chain.

12
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Asdepicted in Figure 3, an entry consists of a set of attributes.

ENTRY
Attribute Attribute Attribute
ATTRIBUTE
One or more per entry
ATTRIBUTE
Attribute Attribute
type vaue(s)

ATTRIBUTE VALUE(S)

One or more per attribute
: Distinguished } | Attibute Attribute
,  atribute ' value vaue

vaue I
L I | Context(s) Context(s)
Context(s)
CONTEXT(s).
Zero, one or more per attribute value
CONTEXT LIST .\
Context Context Context(|*
N
3
Context

type

(i

Context
value(s) | Fallback

X.501_F03

Figure 3=Structureof an entry

Each fattribute provides a piece of information about, or describes a particular characteristic of, the object to whi¢h the

entry |corresponds.

ngme, and addressing information, such as its telephone number.

NOTE 1 — Examples of attributes which might be present in an entry include naming information such as the object's pgrsonal

An altribute consists of an-attribute type, which identifies the class of information given by an attribute, and the
corregponding attribute values, which are the particular instances of that class appearing in the entry. A user attribute
valuglmay have zero,©ne; or more contexts associated with it in its context list. Operational attribute values shall not

have gontexts.

NPTE 2 — Attribute types, attribute values, and contexts are described in 8.4, 8.5 and 8.8 respectively. Operational attributes are

described inclatse 12.

Attriqute JATTRIBUTE:SupportedAttributes} ::= SEQUENCE {
ATTRIBUTE.&id ({SupportedAttributes}),

type

values

valuesWithContext

value

contextList

SET SIZE (0.MAX) OF ATTRIBUTE.&Type ({SupportedAttributes{ @type}),
SET SIZE (1..MAX) OF SEQUENCE {

ATTRIBUTE.&Type ({SupportedAttributes}{ @type}),

SET SIZE (1..MAX) OF Context } OPTIONAL }

An attribute may be designated as single-valued or multi-valued. The Directory shall ensure that single-valued attributes
have only a single value. This value may have a context list to associate properties with the attribute value. Attributesin
storage shall have at least one value, but may at times appear to have zero values when transferred to or from storage
(e.g., because values are hidden by access control).
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Object classes

Object classes are used in the Directory for a number of purposes:

— describing and categorizing objects and the entries that correspond to these objects;
—  where appropriate, controlling the operation of the Directory;
—  regulating, in conjunction with DIT structure rule specifications, the position of entriesin the DIT;

— regulating, in conjunction with DIT content rule specifications, the attributes that are contained in
entries,

— identifying classes of entry that are to be associated with a particular policy by the appropriate
administrative authority.

&rru- obioetclaccoc vwall bha tntarnatianallvy otandardiond Otharc vanll ha dafinad vy natianal adminicteatinga At I’Itl
\g-objeet-ctasses-wit-be-rternationaHy-standardized—Others be-defired-by-hational-administrative-adthorities

and/of private organizations. This implies that a number of separate authorities will be responsible for definifgypbject
classgs and unambiguously identifying them. This is accomplished by identifying each object class withyan pbject

identi
N
Di
th

even
order

An o
chain
The
this
Speci
man

If an

[fier when the object classis defined. A notation for this purpose is provided in 13.3.3.

DTE 1 — An administrative authority may use object classes other than the useful object classes defined,andiregistered|in the
rectory Specifications. An administrative authority may itself specify and register object classes, for example, to suppjement
bse defined in the Directory Specifications.

ject class (a subclass) may be derived from an object class (its direct superclass) which is itself derived from an
ore generic object class. For structural object classes, this process stops at the most«generic object class, top. An
set of superclasses up to the most superior object class of an object classis itssuperclass chain.

ject class may be derived from two or more direct superclasses (superclasses not part of the same suparclass
. Thisfeature of subclassing istermed multiple inheritance.

ecification of an entry's or family member's object class identifies whether an attribute is mandatory or oplional;
ecification also applies to its subclasses. The subclass may be saiflto’inherit the mandatory and optional attribute
ication of its superclass. The specification of a subclass may indicate that an optional attribute of the superclassis

ory in the subclass.

object class specifies an anchor attribute having friend\attributes as optional or mandatory, this automatically
es friend attributes as optional attributes without neeessarily being included in any object class definition or in
bntent rule.

An olject class may define a dummy attribute as a Mandatory or optional attribute if the dummy attribute is an anchor

attrib
attrib
friend

type,
Frien
There

N

te. If an object class specifies a dummy-anchor attribute type as a mandatory or optional attribute, the gnchor
ite shall not appear in an entry of thisiebject class, but if specified as a mandatory attribute, at least one|of its
s attribute shall be present. Howeveri.ifl a non-dummy anchor attribute type is specified as a mandatory atfyibute
an attribute of the anchor attributetype shall be present.

 attribute types shall not be present if excluded by content rules.
are three kinds of objectclass:

—  Abstract Object Classes;

—  StructurahObject Classes; and

— Auxiliary Object Classes.
DTE 2 — This Directory Specification does not restrict the definition of subclasses to those of the same kind (i.e., ajstract,

stfuctural, ‘er-auxiliary); however, administrators should note that interoperability with LDAP servers may be adversely impacted

in

Each

some sitliations, most notably when using structural object classes that are subclasses of auxiliary object classes and vicqgversa.

object class is of precisely one of these kinds, and remains of this kind in whatever situation it is encouptered

within the Directory. The definition of each object class shall specify what kind of object that it is.

All entries shall be a member of the object classtop and at least one other object class.

831

Abstract Object Classes

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such
object classes. An entry shall not belong only to abstract object classes.

top isan abstract object class used as a superclass of all structural object classes.

14
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In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is, its
presence is computed or inferred by the Directory. For example, the parent object class value for a particular entry is
computed or inferred from the presence of afamily member, of auxiliary object class child, immediately subordinate to
the entry.

832 Structural Object Classes

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural
object classes are used in the definition of the structure of the names of the objects for compliant entries.

An object or alias entry is characterized by precisely one structural object class superclass chain which has a single
structural object class as the most subordinate object class. This structural object class is referred to as the structural
object class of the entry.

Structural object classes are related to associated entries:
— an entry conforming to a structural object class shall represent the real-world object constrained by the
object class;
—  DIT structure rules only refer to structural object classes; the structural object class of, an entry is used to
specify the position of the entry in the DIT;

— the structural object class of an entry is used, along with an associated DIT content rule, to contrpl the
content of an entry.

The gructural object class of an entry shall not be changed.

8.3.3 Auxiliary Object Classes

Specific applications using the Directory will frequently find it useful to spegify.an auxiliary object class which njay be
used |n the construction of entries of several types. For example, message-tiandling systems make use of the auXiliary
class(MHS User (see ITU-T Rec. X.402 | ISO/IEC 10021-2) to specify_a package of mandatory and optional message
handljng attributes for entry types whose structural object class is variable, e.g., Organizational Person or Residential
Person.

In cefftain environments, thereis aneed to be able to add to or¥emove from the list of attributes permitted in an entry of
aparticular, perhaps standardized, class (or classes).

This fequirement may be met by the definition and_use of an auxiliary object class having semantics, knowp and
maintiained within alocal community, which changefrom time to time as needed.

This fequirement may also be met using the facilities of DIT content rule definitions to dynamicaly (i.e., without
registration) allow the addition or exclusion-of\attributes from entries at particular pointsin the DIT (see 13.3.3).

Auxiljary object classes are descriptivef entries or classes of entries.

Therdfore, besides being a member.of the structural object class, an entry may be optionally a member of one or| more
auxililary object classes.

An etry's auxiliary object classes may change over time.

NOTE — The unregistered object class facility, available in the first edition of these Directory Specifications to supprt the
refluirements discussed,in this clause, is now deprecated in favour of the use of DIT content rules.

834 Object-Class Definition and thefirst edition of this Directory Specification

Objeqt classes.defined using the terminology of the first edition of this Directory Specification will not be classifjed as
one of struictural, auxiliary or abstract.

Alias-obrect—etasses—speetfted—sing—the—terminotogy—ofthe—frst—editron—of—this—Directory—Speetfeatton—may  be
considered to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema
accordingly.
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8.4 Attribute Types

Some attribute types will be internationally standardized. Other attribute types will be defined by national
administrative authorities and private organizations. This implies that a number of separate authorities will be
responsible for defining types and unambiguously identifying them. This is accomplished by identifying each attribute
type with an object identifier when the type is defined. Using the notation of the ATTRIBUTE information object class
defined in 13.4.8, an attribute type is defined as:

AttributeType ::= ATTRIBUTE.&id
All attributesin an entry shall be of distinct attribute types.

Certain attributes may not be stored and accessible in entries, but are intended to be carried in operations to convey
information, e.g., diagnostics information, that conveniently can be expressed as attributes. Other attributes, called
contrpl attributes, may as part of their definition specify a special procedure to be executed based on the informatjon in
the atfribute. A control attribute may be specified in an operation, placed in entries, etc. See 8.5.3 of ITU-T Rec,K.520 |
I SO/IEC 9594-6 for an example.

Therg are a number of attribute types which the Directory knows about and uses for its own purposes, They includ

1L

a) objectClass — An attribute of this type appears in every entry, and indicates the)object classgs and
superclasses to which the object belongs.

b) aliasedEntryName — An attribute of this type appears in every alias entry,-and holds the name (see 8.5)
of the entry which the alias entry references.
Thesg attributes are defined in 13.4.8.

The tlypes of user attributes which shall or which may appear within an object or alias entry are governed by rules
applyjng to the indicated object classes as well as by the DIT content rdle for that entry (see 13.8). The types of
attribfites which may appear in a subentry are governed by the rules of the'system schema.

Somg Directory entries may contain special attributes not normally visible to the Directory User. These attributes are
called operational attributes and are used to meet the administrative and operational requirements of the Dirgctory.
Operdtional attributes are discussed in more detail in Section 5,

85 Attribute Values

Defining an attribute also involves specifying the syntax, and hence data type, to which every value in such attrjbutes
shall conform. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an attribute vdlue is
defingd as:

AttriquteValue ::= ATTRIBUTE.&Type

An attribute value may be designatedas a distinguished value, in which case the attribute value can form part pf the
relatiye distinguished name of the entry (see 9.3). It is possible to have multiple distinguished values differentialed by
context, as described in 9.3.

Clienf-supplied values shall.be preserved for storage in the Directory. Comparison values are ephemeral, and shdll not
affect the stored value;

8.6 Attribute Type Hierar chies

Wher) definiing an attribute type, the characteristics of some more generic attribute type may optionally be employed as
the basis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supertype,
from lhich it is derived

Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allowing the
value components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to
the attribute) or by the identifier of a more generic attribute type identifier (an indirect reference).

Semantically related attributes may be placed in a hierarchical relationship, the more specialized being placed
subordinate to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting
the more generalized attribute type; a filter item so specified is evaluated for the more speciaized types as well as for
the quoted type; a context assertion specified for the more generalized attribute type is also applied to the more
specialized type.
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Where subordinate specialized types are selected to be returned as part of a search result these types shall be returned if
available. Where the more general types are selected to be returned as part of a search result, both the general and the
specialized types shall be returned, if available. An attribute value shall aways be returned as a vaue of its own
attribute type.

For an entry to contain a value of an attribute type belonging to an attribute hierarchy, that type shall be explicitly
included either in the definition of an object class to which the entry belongs, or because the DIT content rule applicable
to that entry permitsit.

All of the attribute types in an attribute hierarchy are treated as distinct and unrelated types for the purpose of
administration of the entry and for user modification of entry content.

An attribute value stored in a Directory object or aias entry is of precisely one attribute type. The type is indicated
when the value is originally added to the entry.

87 Friend attributes

Frienfl attributes are user attributes specified by an administrative authority as related in some pragtical way to a
specific anchor attribute. When an anchor attribute is specified in the information to be returned bysa Read or $earch
operdgion, the feature permits friend attributes for the anchor attribute to be returned, subject to servicg and
administrative controls (including access control, search rules, etc.). Similarly, when an anchor'attribute is specifigd in a
filter item within a search predicate, friend attributes can be used to satisfy the predicate if the matching rule fpr the
friend is compatible with the proposed value.

If an anchor attribute is permitted within an entry by being included in the mandatory’or optional lists of object class
values for the entry, friend attributes are also permitted unless excluded by content\rtles. If the anchor attribute ig not a
mandgtory attribute, it may be absent in the entry, even if friend attributes are présent.

Any Uyiser attribute can be designated within a subschema as an anchor attribute.

NPTE 1 - As an example of an anchor attribute, consider a hypothetical“attribute commsAddr, which has, in a particular
supschema, friend attributes which are communications addresses attribuite types, e.g., telephone number, e-mail address] URL,
et¢.

The gnchor-friend relationship is neither commutative nor transitive:
— If an anchor attribute A has afriend B, it cannot be deduced that A isafriend of B.
— If an anchor attribute A has afriend B, and B has afriend C, it cannot be deduced that C isafriend pf A.

If an fattribute A is a friend of some anchor attribute, then all subtypes of A are also friends of that anchor attifibute.
Howsever, it cannot be deduced that supertypes 6f A are also friends of that anchor attribute.

Designating an attribute as a friend confers-no special access control or search-rule protection unless associateq with
memlpership of the anchor's object class\(of which it is automatically a member).

NOTE 2 — At present, access contral and search rules make no use of object classes as a means of defining sets of attributes for
specia privileges or protections.

8.8 Contexts

The ipformation modehmay be refined by associating with attribute values properties called contexts. Associated with
any uper attribute value may be alist of contexts which provide additional information that can be used to determihe the
appligability of the‘attribute value.

NOTE 1<For example, contexts can be used to associate a particular language, time, or locale with an attribute value.

Each |context consists of atype field, avalue field whose syntax is determined by the type, and a fallback flag. [Jsing

th f oo AN N/ T £ tolaoce dafinad i 10 0 C Aafinad oc:
erIULuuullul I SO T /T IIIIUIIII[ALIUIIUIJJU\.:L CraSSUCHTicOTiT 90 J,uuulu.c/\l.loucllllwm

Context ::= SEQUENCE {

contextType CONTEXT.&id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }

contextType isan OBJECT IDENTIFIER, and is specified using the CONTEXT information object class defined in 13.9.
It specifies the particular property represented by the Context.

contextValues is the set of one or more values of the property specified by contextType that are associated with the
particular attribute value.
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fallback is used to designate one or more attribute values for specific behaviour in relation to a context type. In addition
to having any specific contextValues of that context type associated with it, an attribute value for which fallback is
TRUE for agiven contextType is:

— considered as being associated with any value of the given contextType for which no other values of the
same attribute are otherwise associated. Thus, a context assertion of this context type that fails to match
any values of the attribute based on the rules for matching contextValues shall match with any attribute
value for which fallback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shall yield those values with
fallback set to TRUE if none of the attribute values is otherwise associated with the chosen language.

— considered as a value to preserve during an operation which resets attribute values for a given attribute
type. A Modify (reset value) removes al values of a chosen attribute type which have an associated
context for which the fallback is set FALSE.

NOTE 3 —Modify (reset value) is further described in 11.3.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

An atfribute value without contexts, or one whose context list does not contain a context of a specific type,-i's.considered
to be ppplicable under all context values of that specific type.
NOTE 4 — For example, a selection based on the French context value of a language context shall select an éttribute valpe that
ddes not have any language context specifically associated with it (as well as those attribute values haying the French lapguage
cantext associated with them specificaly).

All contexts in an attribute value's context list shall be of distinct context types.

Contgxt information associated with attribute values may be retrieved along with\the attribute values (eg., to
differpntiate between those attribute values). A user of the Directory may also make-tise of contexts to refine selgction
and r¢trieval of information during Directory operations.

8.9 Matching rules

8.9.1 Overview

Of paramount importance to the Directory is the ability to be gble to select a set of entries from the DIB based on
assertjons concerning attribute values held by these entries.

A mafching rule allows entries to be selected by making ajparticular assertion concerning their attribute values.

The most primitive type of assertion is the attributevalue assertion. More complex assertions may be supported|using
matc:[i ng rule assertions. A matching rule assertion\'s a proposition, which may be true, false or undefined, concgrning
the p ce in an entry of attribute values meeting the criteria defined by the matching rule.

An atfribute value or matching rule assertion.is evaluated based on the matching rule associated with the assertion.

A magching rule is defined through the.specification of:

— therange of attribute,syntaxes supported by therule;

— the specific typesjof matches supported by the rule;

—  the syntaxrequired to express an assertion of each specific type of match;

— rulesfor deriving avalue of the assertion syntax from a value of the attribute syntax, if required.

NOTE — No restrictions are placed on the matching rules that may be defined to support a particular application. Howevey, rules
defined to sugport one particular application may not be widely supported by DUAs and DSAs. Wherever possible, the matching
rules definedin’l TU-T Rec. X.520 | ISO/IEC 9594-6 should be used in preference to the specification of new ones.

Sometimeés there will be a one-to-one correspondence between a matching rule and the types of matches supportefl. For
example_the Directory Abstract Service supports a presence matching rule to detect the presence of an attributg in an
entry.

Sometimes there will be a many-to-many correspondence between a rule and the types of matches supported. For
example, the Directory Abstract Service supports a generic ordering rule allowing greater than or equal and less than or
equal types of matches.

8.9.2 Attribute Value Assertions

An attribute value assertion (AVA) is a proposition, which may be true, false, or undefined, according to the specified
matching rules for the type, concerning the presence in an entry of an attribute value of a particular type. It involves an
attribute type, an asserted attribute value, and optionally an assertion about contexts associated with the attribute value:

AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
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assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{ @type}),
assertedContexts CHOICE {
allContexts [0] NULL,

selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }

ContextAssertion ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF

CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

The syntax of the assertion component of an AVA is determined by the equality matching rule defined for the attribute
type, and may be different from the syntax of the attribute itself.

8.9.2.1 Evaluation of an AVA

AnA

8.9.2.

Thei

VA is:
a)

b)

0)

P Use of assertedContexts or context assertion defaults

undefined, if any of the following holds:
1) theattribute typeis unknown;
2) theattribute type has no equality matching rule;

3) thevalue does not conform to the data type indicated by the syntax of the assertion of the attrifpute's
equality matching rule;

NOTE — 2) and 3) normally indicate a faulty AVA; 1) however, may occur as a localsituation (e.g., a particulg DSA
has not been configured with support for that particular attribute type).

true, if the entry contains an attribute of that type, and the attribute eontains a value of that value, and the
value contains a context that matches the assertedContexts as described in 8.9.2.2;

false, otherwise.

hclusion of assertedContexts within an AttributeValueAssertion is optional. If assertedContexts is spegified,

then the assertion shall be evaluated only against those values of the attribute for which the assertedContexts i§ true,

asdefinedin 8.9.2.3.

If asgertedContexts is not provided within an AttributeValueAssertion, then a default context assertion mgy be
in the same manner; that is, the assertion shall*be evaluated only against those values of the attribute for which,
as ddfined in 8.9.2.3, the default context assertion-is true. There are three potential sources for a default cpntext

appli

asser
locall

1)

2)

3

on: that specified for the operation as a-whole, that available within subentries in the DIT, and that avgilable
y inthe DSA. They are applied as follows:

If assertedContexts is not provided within an AttributeValueAssertion, then any context assertipn for
the given attribute type which has been supplied for the operation as a whole, as part of
operationContexts.asdescribed in 7.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3, shall be applied.

If the user hasnot provided assertedContexts for the AVA and there is no context assertion fpr the
given attribute,type which has been supplied for the operation as a whole, then the default cpntext
assertion for.the given attribute type in the context assertion subentries (if any) controlling the entry shall
be applied, as described in 14.7.

If thefe is no context assertion through steps 1) and 2) above, the DSA may apply a locally-dgfined

parameters, such as the language or location of the place of deployment of the DSA, or the current time
of day, but may be tailored dlfferently by the DSA for each DUA to which it responds

against all values of the attribute.

8.9.2.3 Evaluation of assertedContexts

assertedContexts istrueif:

a)

b)

allContexts is specified (this permits a context assertion to override any default context assertion that
might otherwise be applied if assertedContexts were omitted from the AttributeValueAssertion); or

each ContextAssertion in selectedContexts is true as described in 8.9.2.4.

assertedContexts isfalse otherwise.
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8.9.2.4 Evaluation of a ContextAssertion

A ContextAssertion istrue for a particular attribute valueif:

a) the attribute value has a context of the same contextType of the ContextAssertion and any of the stored
contextValues of that context matches with any of the asserted contextValues according to the
definition of how a match is determined for that contextType; or

b) the attribute value contains no contexts of the asserted contextType; or

c) none of the other attribute values for the attribute satisfies the ContextAssertion according to 1) or 2)
in 8.9.2.2 above, but the attribute value does contain a context of the asserted contextType with the
fallback set to TRUE.

A ContextAssertion is false otherwise.

8.9.3 Attribute Type Assertions

An atfribute type assertion is a proposition, which may be true, false, or undefined, according to the associated contexts.

AttriquteTypeAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL}

8.9.3[L Evaluation of an attribute type assertion

An atfribute type assertion is:
a) undefined, if the attribute type is unknown or if the attribute is not present in the entry;

b) TRUE, if the entry contains an attribute of that type, and the attfibute contains one or more valugs that
contain a context that matches the assertedContexts as described in 8.9.3.2;

c¢) FALSE, otherwise.

8.9.3P Useof assertedContextsor context assertion defaults

The ipclusion of assertedContexts within an AttributeTypeAssertion is optional. If assertedContexts is spegified,
the agsertedContexts shall be true for at least one attribute valUe according to the rules defined in 8.9.2.4.

If assertedContexts is not provided within an AttributeTypeAssertion, then a default context assertion mpy be
applied in the same manner; that is, the default context assertion shall be true for at least one attribute value accgrding
to thgrules defined in 8.9.2.4. The potential sourcestor a default context assertion are as specified in 8.9.2.2.

8.9.4 Built-in Matching Rule Assertions

A nuinber of categories of related matching rules, whose semantics are generally understood and applicable to vallies of
many|different types of attributes, are.tinderstood by the Directory:

—  present;

—  equality;

—  substrings;

—  ordenng;

—  approximate match.

Syntgx for asserting certain types of matches associated with these categories of matching rules has been built into the
Directory“Abstract Service:

— apresent syntax for the nresent rule:
T 7 T 7

— anequality syntax for equality rules;

— greaterOrEqual and lessOrEqual syntaxes for ordering rules;
— initial, any and final syntaxesfor substrings rules;

— anapproximateMatch syntax for approximate matching rules.

The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of a
particular type.
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Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning
these attributes are undefined.

The approximateMatch syntax supports an approximate matching rule whose definition is alocal metter to aDSA.

8.9.5 Matching rule requirements

In order for the Directory to behave in a consistent and well-defined manner, it is necessary that certain restrictions be
placed upon the matching rules that shall be used in conjunction with the syntax that has been built into the Directory
Abstract Service.

For an equality matching rule in which the syntax of the assertion is different from the attribute syntax to which the
matching rule applies, rules for deriving a value of the syntax of the assertion from a value of the attribute syntay shall
be supplied.

Equality matching rules for attributes used for naming shall be transitive, commutative and have an assertion gyntax
identilcal to the attribute syntax.

A trapsitive matching rule is characterized by the fact that if a value a matches a value b; and if that value b mat¢hes a
third yalue c; then value a matches value ¢ using the rule.

A corhmutative matching rule is characterized by the fact that if a value a matches a valué b;-then that value b matches
the vilue a. The attribute presentationAddress is an example of an attribute supparting an attribute syntax yhose
matching rule is not commutative.

With [respect to a specific attribute type, the equality and ordering rules (if both.present) shall aways be related in at
least he following respect: two values are equal using the equality relation if and only if they are equal using the
ordering relation. In addition, the ordering relation shall be well-ordered;¢hat is, for all x, y and z for which x precedes
y and|y precedes z according to the relation, then x precedes z.

NOTE — These requirements imply that when ordering is defined, it also defines equality.

With [respect to a specific attribute type, the equality and substrings rule (if both present) shall always be related in at
least the following respect: for all x and y that match according to the equality relation, then for all values z pf the
substfing relation, the result of evaluating the assertion against the value x equals the result of evaluating the assertion
againgt the value y. That is, two values that are indistinguishable using the equality relation are aso indistinguishable
using|the substrings relation.

8.9.6 Object Identifier and Distinguished-Name equality matching rules

Therg are a number of equality matching rules used to evaluate attribute value assertions which the Directory knows
about{and uses for its own purposes. They include:

—  objectldentifierMatch:) This rule is used to match attributes with Objectidentifier syntax.
— distinguishedNameMatch: Thisruleisused to match attributes with DistinguishedName syntax.
8.10 Entry collections

8.10.1 Overview

A colfection of object and alias entries may have certain common characteristics (e.g., certain attributes that haye the
same|value-for each entry of the collection) because of some common characteristic or shared relationship of the

specified as btr r bree refinements as descred inti o 5.

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.
8.10.2 Collective Attributes

When user attributes are shared by the entries of an entry collection, they are termed collective attributes.

It is also permissible that the same collective attribute be independently associated with two or more of these
collections. In such cases, the entry's collective attribute has multiple values. Collective attributes shall, therefore,
always be specified as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are
treated differently from entry attributes in the Directory information model. This difference is manifested to users of the
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Directory modification operations in that collective attributes cannot be administered (i.e., modified) via the entries in
which they appear but shall be administered via their associated subentries.

NOTE — The independent sources of these values are not manifested to the users of the Directory interrogation operations.

For a collective attribute to appear in an entry, the presence of that attribute type must be permitted according to the
DIT content rule governing the entry.

Entries may specifically exclude a particular collective attribute. This is achieved through the use of the
collectiveExclusions attribute, described in 12.7 and defined in 14.6.

8.11 Compound entriesand families of entries

A compound entry |s aspec:|al entry that compnsecfamny member entrles Th&ee family members form ahlerarchy and
The

comppund entry is repr%nted in the DIT by an ancestor family member, which is at the root of a tree containing the
family members.

Familly members can themselves be organized into one or more families for the purposes of filtering’and information
retrieyal. Each family is a subtree; distinct families have no common family members apart from the shared root that is
the anpcestor. A family thus comprises an ancestor plus a set of subordinate family members.

A faily is, beside the ancestor, composed of all of the immediately subordinate family members being of thel same
structural object class. Their subordinate members, if any, are aso part of the same family independent of| their
structural object classes.

Thesg concepts areillustrated in Figure 4.

The same
entry
(ancestor)

structural
object class A

Compound
entry

structural
object class B

X.501_F04

Figure 4 — Families of entries

A family member that is a child within afamily tree is marked with the auxiliary object class child. The presencelof the
child|object classyalue for an entry causes the immediately superior entry automatically to be marked with the alistract
object class value parent. An entry that is both a parent and a child within a family tree is marked with both pbject
class values{ The ancestor is the only family member that is not of object class child. The construction of compound
entrigsis-carried out by marking entries with child object class values.

Each subordinate of a non-ancestor family member shall itself be a family member, and marked with a child object
classvalue.

The ASN.1 definition of these object classes can be found in 13.3.3.

All family members of a compound entry shall be placed in the same naming context as the ancestor. Family members
are not permitted to be alias entries. An alias shall not point to a child family member.
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9 Names

9.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

911 alias, aliasname: An aternative name for an object, provided by the use of alias entries.

9.1.2 (alias) dereferencing: The process of converting an object's alias name to its distinguished name.

9.1.3 distinguished name (of an entry): Every object entry, alias entry, and subentry has at |least one distinguished
name. If any RDN for the entry or any superior entry includes an attribute for which there exist multiple distinguished
values d|fferent|ated by context (as deecrl bed in 9.3), then the entry shall have multlple disti ngwshed names
differg as the
primary dlstl nguished value of each contrl buting attrlbute asthemain valuein the RDN construct.

9.14 (directory) name: A construct that singles out a particular object from all other objects. A pame shall be
unampiguous (that is, denote just one object); however, it need not be unique (that is, be the only.hame Wwhich
unampiguously denotes the object).

9.15 (entry) name: A construct that singles out a particular entry from all other entries.

9.1.6 local member name: A name for a family member constructed by the sequencelof)RDNs from the anestor
down|to the member in question not including the RDN for the ancestor.

9.1.7 naming authority: An authority responsible for the allocation of names in-some region of the DIT.

9.1.8 purported name: A construct which is syntactically a name, but whichihas not (yet) been shown to be g valid
namej

9.19 relative distinguished name (RDN): A set of one or more attribute type and vaue pairs, each of hich
matches a distinct distinguished attribute value of the entry.

9.2 Namesin general

A (difectory) name is a construct that identifies a particularobject from among the set of all objects. A name shall be
unampiguous, that is, denotes just one object. Howeveri“a name need not be unique, that is, be the only name that
unampiguously denotes the object. A (directory) name also identifies an entry. This entry is either an object entry that
repregents the object or an aias entry which contains information that helps the Directory to locate the entry that
repregents the object.

NQTE 1 —The set of names of an object thus comprises the set of aias names for the object, together with the distinguished
ngmes of the object.

An olbject can be assigned a distinguished name without being represented by an entry in the Directory, but this nameis
then the name its object entry wolld have had were it represented in the Directory.

Syntactically, each name fop-an.object or entry is an ordered sequence of relative distinguished names (see 9.3).
Namg ::= CHOICE { >~only one possibility for now -- rdnSequence RDNSequence }
RDN$equence ::5,SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence
NPTER < Names which are formed in other ways than as described herein are a possible future extension.

Each Initial Qllh-QP(]II ience af the name aof an nhjm is alsn the name of an nhjc:rt The sequence aof nhjprtc s0 identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
followsit in the sequence.

A purported name is a construct which is syntactically a name, but which has not (yet) been shown to be avalid name.

9.3 Relative Distinguished Names

Each object and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry consists
of aset of attribute type and value (with optional context list) pairs, each of which matches, using the equality matching
rule and the applicable context matching rule, adistinct distinguished attribute value of the entry.
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Any attribute contributing to an RDN may have more than one distinguished value, differentiated by context, as
described below. This provides aternative RDNs for the same object. Within an attribute's set of distinguished values
(differentiated by context), precisely one of them is designated the primary distinguished value. The primary relative
distinguished name of an object comprises the set of primary distinguished values from the set of attributes that
comprise the RDN. When conveyed in protocol, each attribute in an RDN signals the primary distinguished value (if it
is present) and may optionally include a context for the value and additional alternative attribute values with context. In
this case, each attribute value with its context matches a distinct distinguished attribute value of the entry for the
attribute type according to the applicable equality matching rule and context matching rules.

NOTE 1 — The equality matching rule can be used because for naming attributes, the attribute syntax and the assertion syntax of

the equality matching rule are the same. Similarly, for contexts that may be used to differentiate distinguished values in a naming
attribute, the context syntax and the context assertion syntax are the same.

The RDNs of al of the entries Wlth a part|cular |mmed|ate supenor are d|51| nct wrespectlve of any associ ated context
lists. e f Y i ] i iately
assigning d|st| nguished attribute vaI ues. AIIocatlon of RDNs is consdered an admi n|strat|ve undertaking that ay or
may ot require some negotiation between involved organizations or administrations. This Directory Specification does
not prlovide such a negotiation mechanism, and makes no assumption asto how it is performed.

Relat|veDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttriquteTypeAndDistinguishedValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{ @type});

primaryDistinguished BOOLEAN DEFAULT TRUE,

valuesWithContext SET SIZE (1..MAX) OF SEQUENCE {
distingAttrvalue [0] ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPTIONAL,
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

The $et that forms an RDN contains exactly one AttributeTypeAndDistinguishedValue for each attribute which
conta|ns distinguished valuesin the entry; that is, a given attribute type cannot appear twice in the same RDN.

An aftribute value that has been designated to appear in an RDNs-called a distinguished value. There may be other
values of the same attribute that are not distinguished values ands thus may not be used in an RDN. An attribute may
have multiple distinguished values only if they are differentiated by associated context. This alows an object tq have
aternative names differentiated by contexts. This is thevonly case where an attribute may have more thah one
distinguished value. In that case, the distinguished values’shall have context lists containing the same context type(s),
the cpntext values of which shall provide that only-one of the distinguished values is applicable given any specific
context.

An RDN for agiven entry is formed by using.ene distinguished value from each attribute that has distinguished values.
The gmplest case is an entry that has one distinguished value; it thus has one RDN, formed by using that distinguished
valugl More than one attribute in an entry may contribute to the RDN. If each contributing attribute has only one
distinguished value, then the entry has'a single RDN, formed by using the distinguished value for each attribute. |f any
of the contributing attributes has multiple distinguished values differentiated by context, then the entry has
multiple RDNs, each formed byyusing one of the possible combinations in which one distinguished value is chosen for
each gttribute type forming the RDN.

Each[RDN for an entry\shall contain a type and value pair for each given attribute type forming part of the RDN.
primgdryDistinguished-1is used to indicate that the value is the primary distinguished value of that attribute| type.
valugsWithContext™is used to convey the context list for the distinguished attribute value in value when necessary to
do so| It isasoised to convey in asingle RDN, some or al of the other distinguished values of the same attributg type.
Each [distingAttrValue is accompanied by its contextList. The distingAttrValue is only omitted for the distingyished
valuethat ‘appears in value; thisis how the context list for that value is made present in the RDN.

One and only one of the distinguished vaues Tor a given aitribute type in an entry shall be considered the primary
digtinguished value for that attribute type. This value shal be wused as the value in the
AttributeTypeAndDistinguishedValue when forming the primary relative distinguished name of the object (see 9.8
and 9.6). The primary relative distinguished name is an RDN in which the primary distinguished values for each
attribute in the RDN appear in the value components of each AttributeTypeAndDistinguishedValue in the RDN.
Context and alternative distinguished values may appear in the valuesWithContext component of each
AttributeTypeAndDistinguishedValue.

The RDN may be modified, if necessary, by the complete replacement of all the distinguished values of al contributing
attributes.
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Family members, like other entries, have RDNs. An RDN can consist of multiple attribute type and value pairs.

Only

primary RDNs can be used. The local member name of a family member is the sequence of RDNs from the ancestor

down to that member. The local member name of the ancestor is an empty sequence.

NOTE 2 — RDNs are intended to be long-lived so that the users of the Directory can store the distinguished names of objects

(e.g., inthe Directory itself) without concerns for their obsolescence. Thus RDNs should be changed cautiously.
NOTE 3 — Changing the RDN of anon-leaf entry automatically changes the name of subordinate entries.

NOTE 4 — The context in which a particular attribute type and value forming part of an RDN is applicable is independent
contexts associated with any other part of that RDN or other RDNs in a distinguished name.

NOTE 5 — For example, a valid distinguished name for an entry can be formed by combining an RDN designated
Language = French variant of that entry's RDN with the Language = English DN of its superior entry.

9.4 Name matching

It is gften necessary in the operation of the Directory to determine if two names match. This requires that correspg
RDNS$ be matched. The general approach to name matching is described here; specific approaches for particular us
name|matches are described, where appropriate.

A puiported RDN is said to match atarget RDN if each AttributeTypeAndDistinguishedValue in the purported
matches with the AttributeTypeAndDistinguishedValue for the same attribute type in the target RDN. Ther
match if the purported value or any distingAttrValue of the purported AttributeTypeAndDistingtishedValue m
eithen the target value or any distingAttrvValue in the target AttributeTypeAndDistinguished
primgdryDistinguished, if present in either the purported or target AttributeTypeAndDistinguishedValue, is ig
for mptching.

the equality matching rule are the same.
NOTE 2—-There is no guarantee that every distinguished value for as/given naming attribute is present i
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NOTE 1 — The equality matching rule can be used because, for naming attributes, the attribute syntax and the assertion syifitax of

n the

AttributeTypeAndDistinguishedValue for that attribute type in a given RDN-Fwo RDNs for the same object could be
ugng different distinguished values (differentiated by context) for the sasmeattribute type. If there is no overlap in the

rmed
s of

digtinguished values for a given attribute that each uses, then they wilk fail to match, even though the purported RDN and

talget RDN are alternative RDNs for the same object. How this could-gecur, and the impact of this, depends on the r
e matching (e.g., name resolution, access control, filtering).

If maching attribute values are not found as a result of the above, then the RDNs do not match. If matching at
values are found, then there shall also be a match betweenrassociated contexts for those values, if present, befo
attribyite type and value pairs are considered to match."\Each context in the purported attribute value's context
consiflered a context assertion against the matching-target attribute value's context list, and shall evaluate to t
descr{bed in 8.9.2.4 in order for the contexts to be“considered a match. fallback in the purported contexts is ig
when(forming the context assertions.

NOTE 3 —The purported contexts can be usedias context assertions in this way because the context assertion syntax is th
the context syntax for context types that may be used with distinguished values.

If valuesWithContext is not presentin a purported RDN, then context assertions supplied as part of the operati
defaults that are set up to be applied to an operation shall also be applied as described in 8.9.2.2. The exception to
for the case of name matching during name resolution during a Directory operation; in that case, no context assq
are agplied if none is available in valueswithContext.

9.5 Names returned during oper ations

Many Directory. operations return the name of an entry. When an operation returns a name for an entry, or nam
multiple entries; it shall return the primary distinguished name for each entry and may return, in addition, alter
distinguished name information and context information (see 7.7 of ITU-T Rec. X.511 | ISO/IEC 9594-3).
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9.6 Names held as attribute values or used as parameters

Where aname is held as an attribute value within some other attribute, or passed as an attribute value in some exc
(e.g., an dias pointer), there is always the question of whether the name held can be an aternative distinguished
or shall be the primary distinguished name, whether it can contain alternative distinguished values, and whether

hange
name
it can

include context information. Specific restrictions are mentioned where necessary throughout these Directory

Specifications.
NOTE — Annex O includes suggestions for improving interoperability with pre-third edition systems and ensuring pred
behaviour in regard to using contexts with names.
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Distinguished Names

The distinguished name of a given object is defined as that name which consists of the sequence of the RDNSs of the
entry which represents the object and those of al of its superior entries (in descending order). Because of the one-to-one
correspondence between objects and object entries, the distinguished name of an object is the distinguished name of the
object entry.

NOTE 1 — It is preferable that the distinguished names of objects which humans have to deal with be user-friendly.

NOTE 2 -

pri

mitive name for the object it identifies.

ITU-T Rec. X.650 | ISO/IEC 7498-3 defines the concept of a primitive name. A distinguished name can be used as a

NOTE 3 — Because only the object entry and its superiors are involved, distinguished names of objects can never involve alias
entries.

Alias entrles also have disti ngwshed names, however thIS name cannot be the dlstl ngmshed name of an object When

this diS
namej
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It asf
namej

If any
differ
Thep
proto:
Attrib
name
name
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valug

N
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RDN
primg
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bntry and those of all of its superior entries (in descending order).

of an object. The distinguished name of the root is defined to be an empty sequence.

attribute contributing to an RDN within the distinguished name for an object has multiple’distinguished
entiated by contexts, then that object has multiple distinguished names. Each unambigGously identifies the g
rimary distinguished name is that distinguished name for which every RDN is a prirhary RDN. When conve)
Lol, the primary distinguished name is formed by using the primary distingushed value as value i
uteTypeAndDistinguishedValue for each attribute in each RDN forming the-name. Alternative disting
5 are formed by using alternative distinguished values for attributes in one'er more RDNSs. In some uses
the primary distinguished name shall be used. In other cases, alternatiye distinguished names may be used.
AttributeTypeAndDistinguishedValue in RDNs may include~ dternate distinguished values in
sWithContext component, any distinguished name may include altérnative values within its RDNs.

y contributing attribute.

et information may be included with a distinguished name in the valuesWithContext component withi

ry distinguished name, if the name may include aternative values, and if context information may be incl
e there is no explicit statement, alternative distinguished names may be used, and the name may ir
ative values and/or context information.

DTE 5— Any requirement to use a primary distinguished name in protocol instead of an alternative distinguished nam
t be reflected to the end user.

ished

of an allas entry is dehned as for the d|st|ngwshed name of an object entry, to be the %quence of RDNSpf the

D proves convenient to define the 'distinguished name' of the root, although this can never be the distingtished

alues
bject.
edin
n the
ished
for a
Since

the

DTE 4 — The distinguished name is said to include alternative names when an RDN includes multiple distinguished valjies for

n any

Wherever names are used throughout these Directory “Specifications, it is specified if the name shall e the

uded.
clude

b need
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An example which illustrates the concepts of RDN and distinguished name appearsin Figure 5.

9.8

Anal
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RDN Distinguished Name
ROOT
{3
Countries
C=GB {C =GB}
Organizationg
O ="Telecom 1C = OB, U = Telecomy
Organizational\Units
Iﬁ IJ__I (OU = Sales, {C =GB, O = Telecom,
L = Ipswich) (OU = Sales, L = Ipswich)}
Peopl
Fopie {C =GB, O = Telecont,
Ijl CN = Smith (OU = Sales, L = Ipsyich),
CN = Smithy}
X.501_F05

Figure5— Determination of distinguished names

Alias Names

lias, or an alias name, for an object is a an aternative naméfor an object or object entry which is provided
aliasentries.

as entry isthus also aname for this object.
me of any entry.

such exists. Consistency and interworking with pre-third DSAs may be affected if the primary distinguished nameis not

by the

alias entry contains, within the aliasedEntryNameZattribute, a name of some object. The distinguished nagme of
DTE 1 — The name within the aliasedEntryName is:said to be pointed to by the alias. It does not have to be the distinguished

DTE 2 — The AliasedEntryName attribute-valuie may be the primary distinguished name or any alternative distinguished name

lised.

onversion of an alias name toan ‘object name is termed (alias) "dereferencing” and comprises the systematic

replagement of alias names, where found within a purported name, by the value of the correspdnding

alias¢

Any
point

And
Every

Famil

dEntryName attribute. The process may require the examination of more than one alias entry.

as entry shall have no subordinates, so that an alias entry is aways aleaf entry.
aias entty, shall belong to the alias object class which is defined in 13.3.3.

y members are not permitted to be aias entries.

particular entry in the BIT may have zero or more alias names. It therefore follows that several alias entries may
to the same entry. Amvalias entry may point to an entry that is not aleaf entry and may point to another alias éntry.

10

10.1

Hierarchical groups

Definitions

For the purposes of this Directory Specification, the following definitions apply:

10.1.1  hierarchical child: For an entry, ahierarchical child isan entry for which it is ahierarchical parent.

10.1.2

logical tree that is not necessarily related to the DIT.

10.1.3 hierarchical leaf: Thisisan entry within ahierarchical group that has no hierarchical children.

ITU-T Rec. X.501 (11/2008)
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10.1.4 hierarchical level: An integer that gives the distance from an entry within a hierarchical group to the
hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5 hierarchical link: This is a general term for the logical relationship between two entries that have a
hierarchical immediate parent/immediate child relationship.

10.1.6 hierarchical parent: For an entry, the hierarchica parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively all the way up to and including the hierarchical top.

10.1.7 hierarchical sibling: For an entry, the hierarchical siblings are the entries having the same immediately
hierarchical parent asitself.

10.1.8 hierarchical sibling-child: For an entry, its hierarchical sibling-children are the complete set of hierarchical
children, at al lower levels, of its hierarchical siblings.

10.1. hierarchical top: Thisis the entry within a hierarchical group that is the root of the hierarchy. A hierarchical
top has no immediately hierarchical parent.

10.1.10 immediately hierarchical child: For an entry, an immediately hierarchical child is an entry for which it|is the
immediately hierarchical parent. This immediately hierarchical child does not need to be an immegdiately suborflinate
entry within the DIT.

10.1.11 immediately hierarchical parent: For an entry, its immediately hierarchical parentis the entry, that within
the hilerarchical group, is its immediately superior entry. The immediately hierarchical parent does not need to be the
immgdiately superior entry within the DIT.

10.2 Hierarchical relationship

Diredtory entries have a hierarchical relationship in the way they are placeddn the DIT. However, entries may alsp have
chical relationships not reflected in the DIT structure. As an exaniple, a dynamic organization may not want to
its current organization directly in the DIT, as it may require frequent changes to the DIT structure. THere is
thereflore a requirement in the Directory to be able to reflect hierarchical relationships independent of the DIT strcture.
Hiergrchical groups form such relationships. A hierarchical .group forms a logical tree with a root caled the

By referring to hierarchical relationships, it is possible in-a' Search operation to retrieve information not only ffom a

A cornpound entry is considered a single entry in thie’context of hierarchical groups. A child family member cannot be

NOTE — Hierarchical groups are intended t0 permit modelling of collections of distinct objects that have logically informal
r atio_nships, anq particularly relationships that are, or coul_d be, temporary. Compound entries, in contrast, model objeqts that

ribe navigation within a hierarchical group, it is convenient to define terms for the relationships that afgiven

allel to those defined-ferentry relationships within the DIT (immediately hierarchical child, hierarchical |child,
immepliately hierarchical-parent and hierarchical parent). However, it is also convenient to define terms for[ more
distant relationships. lin"some situations, a user may want to retrieve information for hierarchical siblings, and even for
their hierarchical children (hierarchical sibling-children).

An entry can anly)be amember of asingle hierarchical group at one time.

butes

A hierarchical group has to be completely outside any service-specific administrative area (see 16.3) or has to be
completely contained within a service-specific administrative area. A hierarchical group shal be confined to a
single DSA. The Directory service shall detect and prevent attempts to break these rules.

10.3 Sequential ordering of a hierarchical group

In some situation, e.g., when transmitting a hierarchical group, a sequential ordering rule is required. The sequential
order of ahierarchical group comes from following all the strands of the hierarchical group as follows:

a) Thetop entry isthefirst entry in the sequence followed by the remaining entries within a complete strand
going down from top to a hierarchical leaf. Itisalocal choice which strands to select as the first one.
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b) The next strand to be selected is one that has not previously been selected and which has the maximum

0)

number of entries common with the previous selected strand. If several strands are identical in that

respect, selection is a local matter. Only those entries not previoudly included are included in the
sequence.

The procedurein b) is repeated until all strands have been included.
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SECTION 4 — DIRECTORY ADMINISTRATIVE MODEL

11 Directory Administrative Authority model

111 Definitions

For the purposes of this Directory Specification, the following definitions apply:

11.1.1 administrative area: A subtree of the DIT considered from the perspective of administration.
11.1.2 administrative entry: An entry located at an administrative point.

11.1. i

11.1. administrative user: A representative of an Administrative Authority. The full definition) O
admimistrative user concept is outside the scope of this Directory Specification.

11.1. autonomous administrative area: A subtree of the DIT whose entries are al administered by the
Admipistrative Authority. Autonomous administrative areas are non-overlapping.

11.1. DIT domain administrative authority: An Administrative Authority in its role as the entity
respohsibility for the administration of a part of the DIT.

11.1. DIT domain policy: An expression of the general goals and acceptable procedures for aDIT Domain.

11.1. DMD administrative authority: An Administrative Authority in its rel€ as the entity responsible f
admimistration of aDMD.

11.1.9 DMD policy: A policy governing the operation of the DSAsin aDMD.
11.1.10 DMO policy: A policy defined by aDMO, expressed in tertms of DMD and DIT Domain policies.

11.1.11 inner administrative area: A specific administrative area whose scope is wholly contained within the
of andther specific administrative area of the same type.

11.1.12 policy: An expression by an Administrative Autharity of general goals and acceptable procedures.
11.1.13 policy attribute: A generic term for any Direetory operational attribute which expresses policy.
11.1.14 policy object: An entity with which apolicy is concerned.

11.1.15 policy procedure: A rule defining how a set of policy objects should be considered and what actions g
be talfen as aresult of this consideration.

f the

same

aving

br the

scope

hould

11.1.16 policy parameter: A poliey.procedure is characterized by certain policy parameters which are subject to

configuration (i.e., choice) by an Administrative Authority.

11.1.17 specific administrative area: A subset (in the form of a subtree) of an autonomous administrative
defingd for a particular aspect of administration: access control, subschema or entry collection administration.
defingd, specific admipisttative areas of a particular kind partition an autonomous administrative area.

11.1.18 specificadministrative point: The root vertex of a specific administrative area.

11.2 Overview

A fundamental objectlve of the Directory |nforma¢|0n model |s to consider well-defined collections of entn& S

b area
When

for that admi nlstrat|on and the means by which the| r authority is exercised.

The concept of policy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of

the Directory.
Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrativ

e and

Operational Information (see clause 12). This is to allow the modelling of information required for the regulation of

Directory user information and for other administrative purposes.

Other aspects of the Directory Administrative Model require support for the distribution of administrative and
operational information among the component parts of the Directory, i.e., DSAs. Clauses 22 through 24 describe a DSA

Information Model to support these requirements.
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11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and
acceptable procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and
in terms of aspects within which an administrative user has some degree of freedom of action and specific
responsibilities.
An Administrative Authority expresses DMO policy in terms of

— DIT Domain Policy;

—  DMD Policy.

These policies may be expressed as policy attributes. A model of DIT policiesis defined in 11.6.

NOTE — Clause 14 defines the system schema necessary to support the administration of collective attributes. Clause 15 definesa
ework for supporting subschema administration policies. Clause 17 defines aframework supporting access control pol{cies.

DMD policies relate specificaly to DSAs as components of the distributed Directory. These DMD _(policigs are
descr{bed in 11.7 which defines amodel for DSA administration.

Finallly, there are policies which relate to external matters (such as bilateral agreements between/DMOs) and are
therefore not further described here.

A poljcy object is an entity with which apolicy is concerned (e.g., a subschema administrative areais a policy objéct).

A policy procedureis arule defining how a set of policy objects should be considered and‘what actions shoul