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Foreword

ISO (the

establish

International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

o

5C

technical

and non-
technolog

Internatio
The mair

Standard
an Interna

Attention

rights. ISQ and IEC shall not be held responsible for identifying any or all suchypatent rights.

ISO/IEC 9594-2 was prepared by Joint Technical Committee ISOINEC JTC 1, Information technolog
Subcomnpittee SC 6, Telecommunications and information exchange ‘between systems, in collaboration wi
ITU-T. The identical text is published as ITU-T Rec. X.501.

This fifth edition of ISO/IEC 9594-2 constitutes ax\technical revision of the fourth editi
(ISO/IEC 19594-2:2001), which is provisionally retained in\order to support implementations based on t
fourth edition.

ISO/IEC 9594 consists of the following parts, underthe general title Information technology — Open Syster
Interconngction — The Directory:

— Part |I: Overview of concepts, models-and services

— Part P: Models

— Part B: Abstract service definition

viii

Part #: Procedures fordistributed operation

Part

Part

Part

u by thU IUD'JUUt;VU UIyall;LGt;Ull tU dUG: vv;th part;uu:al f;U:dO Uf tUUhII;UG: aut;v;ty. :SC Al Id L=
committees collaborate in fields of mutual interest. Other international organizations, governmen
jovernmental, in liaison with ISO and IEC, also take part in the work. In the field of infarmati
y, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hal Standards are drafted in accordance with the rules given in the ISO/IEC Directivesy Part 2.

task of the joint technical committee is to prepare International Standards. Draft Internatior
5 adopted by the joint technical committee are circulated to national bodies for 'voting. Publication

tional Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of pate

b: Protocolspecifications

6. Selected attribute types

al
DN

y1
th

N
ne

vd

ool & oo A |
. OTICUICTU UDJCUL UIdoSToS

Part 8: Public-key and attribute certificate frameworks

Part 9: Replication

Part

10: Use of systems management for administration of the Directory
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;
— under different managements;
—  of different levels of complexity; and

—  of different ages.

his Recommendation | International Standard provides a number of different models for the’Directory as a framework
r the other Recommendations in the ITU-T X.500 series | parts of ISO/IEC 9594: The models are the overall
nctional) model; the administrative authority model, generic Directory Information/Models providing Diregtory User
d Administrative User views on Directory information, generic DSA and DSA-information models, an Operational
Famework and a security model.

he generic Directory Information Models describe, for example, how information about objects is grouped to form
irectory entries for those objects and how that information provides namesfor objects.

he generic DSA and DSA information models and the Operatiomal Framework provide support for [Directory
stribution.

4 e O me o

his Recommendation | International Standard provides a specialization of the generic Directory Information Models to
pport Directory Schema administration.

22}
=

This Recommendation | International Standard providesithe foundation frameworks upon which industry profilles can be
defined by other standards groups and industry foruns. Many of the features defined as optional in these frimeworks
njay be mandated for use in certain environments, through profiles. This fifth edition technically revises and jenhances,
bfit does not replace, the fourth edition of.this*"Recommendation | International Standard. Implementations| may still
claim conformance to the fourth edition. However, at some point, the fourth edition will not be supported (i.e{, reported
defects will no longer be resolved). It(isyrecommended that implementations conform to this fifth edition gs soon as
ppssible.

Ti

Ti

d

his fifth edition specifies versions*l and 2 of the Directory protocols.

he first and second editions specified only version 1. Most of the services and protocols specified in this ddition are
psigned to function under’version 1. However some enhanced services and protocols, e.g., signed errorg, will not
fynction unless all Directory entities involved in the operation have negotiated version 2. Whichever versior] has been
pootiated, differenices’ between the services and between the protocols defined in the five editions, except| for those
specifically assigned to version 2, are accommodated using the rules of extensibility defined in ITU-T Ref. X.519 |
$O/IEC 9594:5:

=

Annex A, Which is an integral part of this Recommendation | International Standard, summarizes the usage jof ASN.1
objeet.identifiers in the ITU-T X.500-series Recommendations | parts of ISO/IEC 9594.

ule which

contains all of the definitions associated with the information framework.

Annex C, which is an integral part of this Recommendation | International Standard, provides the subschema
administration schema in ASN.1.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with DSA operational attribute types.
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Annex G, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.

Annex H, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with enhanced security.

Annex I, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex J, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.

Annex K, which is not an integral part of this Recommendation | International Standard, provides some examples of
various aspects of Schema.

197

Annex L, which is not an integral part of this Recommendation | International Standard, provides an overview 0f'th
semantics pssociated with Basic Access Control permissions.

w

Annex M, |which is not an integral part of this Recommendation | International Standard, provides an exténded exampl
of the use pf Basic Access Control.

T

Annex N, which is not an integral part of this Recommendation | International Standard, describes some DSA-specifi
entry combinations.

Annex O, which is not an integral part of this Recommendation | International Standard, provides a framework for th|
modelling|of knowledge.

w

Annex P, which is not an integral part of this Recommendation | International Standard, describes criteria on whether
name can |be an alternative distinguished name or the primary distinguished name, whether it can contain alternativ,
values, angl whether it can include context information.

™

w

Annex Q,|which is not an integral part of this Recommendation | Intetnational Standard, describes the concept of
subfilters.

Annex R, |which is not an integral part of this Recommendation ‘\International Standard, describes recommendationf
and examp)les on how family members can be named.

Annex S, |which is not an integral part of this Recommendation | International Standard, gives an introduction tp
Naming Cpncepts and Considerations.

Annex T, which is not an integral part of this Recdmmendation | International Standard, lists alphabetically the term|
defined in|this Recommendation | International Standard.

7]

Annex U,|which is not an integral part of this Recommendation | International Standard, lists the amendments anfl
defect repgrts that have been incorporated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Models

1

The
frame
the D

The
functi
provi

The g
and 4
visibl
This ]
suppd

The o

SECTION I — GENERAL

Scope

models defined in this Recommendation | International Standard provide a conceptual”and terminol
work for the other ITU-T X.500-series Recommendations | parts of ISO/IEC 9594 which ‘define various aspg
rectory.

functional and administrative authority models define ways in which the Dijrectory can be distributed
onally and administratively. Generic DSA and DSA information models and-an-@perational Framework ar
Hed to support Directory distribution.

eneric Directory Information Models describe the logical structure of/the DIB from the perspective of Dir
\dministrative Users. In these models, the fact that the Directory<s)distributed, rather than centralized,
.

Recommendation | International Standard provides a specialiZation of the generic Directory Information Mod
rt Directory Schema administration.

ther ITU-T Recommendations in the X.500 series | parts of ISO/IEC 9594 make use of the concepts defined

Recommendation | International Standard to define speeializations of the generic information and DSA mod}

provi
Repli

The

mech
flexiby
secur
mech

le specific information, DSA and operational “'models supporting particular directory capabilities
Cation):

a) the service provided by the Directory is described (in ITU-T Rec. X.511 | ISO/IEC 9594-3) in teq]
the concepts of the informationframework: this allows the service provided to be somewhat indepd
of the physical distribution-of the DIB;

b) the distributed operation-of the Directory is specified (in ITU-T Rec. X.518 | ISO/IEC 9594-4) sq
provide that servige,and therefore maintain that logical information structure, given that the DIH
fact highly distributed;

c) replication capabilities offered by the component parts of the Directory to improve overall Dir
performanee are specified (in ITU-T Rec. X.525 | ISO/IEC 9594-9).

ecurity model/establishes a framework for the specification of access control mechanisms. It provi
hnism for identifying the access control scheme in effect in a particular portion of the DIT, and it defines
le, specificvaccess control schemes which are suitable for a wide variety of applications and styles of usg
ty model also provides a framework for protecting the confidentiality and integrity of directory operations

bgical
cts of

both
e also

pctory
IS not

els to

n this
els to

(e.g.

ms of
ndent

as to
is in

pctory

des a
three
. The
using

ITU-T

ISO/IEC 11586-1.

hnisms such as encryption and digital signatures. This makes use of the framework for authentication defiped in
[ Réc X 500 | ISONEC 95948 X . | . Is defined in ITLLT F }3830|

DSA models establish a framework for the specification of the operation of the components of the Directory.

Speci

fically:

a) the Directory functional model describes how the Directory is manifested as a set of one or
components, each being a DSA;

b) the Directory distribution model describes the principals according to which the DIB entrie
entry-copies may be distributed among DSAs;

more

s and

¢) the DSA information model describes the structure of the Directory user and operational information

held in a DSA,

ITU-T Rec. X.501 (08/2005)
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d) the DSA operational framework describes the means by which the definition of specific forms of

cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.

2

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent

Normative references

edition of the Recommendations and Standards listed below. Members

of IEC and ISO maintain registers of currently

valid aternational-Standards—he—TelecomunicationStandare onBurean—ofthe U of-eusrently
valid [TU-T Recommendations.
2.1 Identical Recommendations | International Standards

—  ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open S)stems
Interconnection — Basic Reference Model: The Basic Model.

—  ITU-T Recommendation X.500 (2005) | ISO/IEC 9594-1:2005, Information technology — Open S)stems
Interconnection — The Directory: Overview of concepts, models and servicés:

—  ITU-T Recommendation X.509 (2005) | ISO/IEC 9594-8:2005, Information technology — Open S)stems
Interconnection — The Directory: Public-key and attribute certificatéframeworks.

—  ITU-T Recommendation X.511 (2005) | ISO/IEC 9594-3:2005, hiformation technology — Open S)stems
Interconnection — The Directory.: Abstract service definition.

— ITU-T Recommendation X.518 (2005) | ISO/IEC 9594-4:2005, Information technology — Open S)|stems
Interconnection — The Directory: Procedures for distributed operation.

—  ITU-T Recommendation X.519 (2005) | ISO/IEC 9594-5:2005, Information technology — Open S)stems
Interconnection — The Directory: Protocol specifications.

—  ITU-T Recommendation X.520 (2005) | ISOAEC 9594-6:2005, Information technology — Open S)stems
Interconnection — The Directory. Selected@ttribute types.

—  ITU-T Recommendation X.521 (2005), | ISO/IEC 9594-7:2005, Information technology — Open S)stems
Interconnection — The Directory: Selected object classes.

—  ITU-T Recommendation X.5252005) | ISO/IEC 9594-9:2005, Information technology — Open S)|stems
Interconnection — The Directory: Replication.

—  ITU-T Recommendation'X.530 (2005) | ISO/IEC 9594-10:2005, Information technology — Open S)stems
Interconnection — The Directory: Use of systems management for administration of the Directory.

—  ITU-T Recommendation X.660 (2004) | ISO/IEC 9834-1:2005, Information technology — Open S)stems
Interconnection.= Procedures for the operation of OSI Registration Authorities: General procedurgs and
top arcs of-theASN.1 Object Identifier tree.

— ITU-T ‘Récommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology — ABstract
Syntax_ Notation One (ASN.1): Specification of basic notation.

— JTU-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information technology — AHstract
Syntax Notation One (ASN.1): Information object specification.

=" ITU-T Recommendation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology — ABfstract
Svutax Notation One (ASN. 1) Constraint specification

— ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

— ITU-T Recommendation X.803 (1994) | ISO/IEC 10745:1995, Information technology — Open Systems
Interconnection — Upper layers security model.

—  ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Authentication framework.

—  ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Access control framework.
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ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Non-repudiation framework.

Paired Recommendations | International Standards equivalent in technical content

CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for
CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

Other references

3
For tH

3.1
The f

3.2
The f

3.3
The f

a)
b)

¢)

a)
b)
¢)
d)
e)
f)

a)
b)
¢)
d)

e)

Definitions

e purposes of this Recommendation | International Standard, the following definitions apply:

Communication Definitions

bllowing terms are defined in ITU-T Rec. X.519 | ISO/IEC 9594-5:

Basic directory definitions

bllowing terms are defined in ITU-T Rec. X.500 | ISO/IEC. 9594-1:

Distributed operation definitions

bllowing terms are défined in ITU-T Rec. X.518 | ISO/IEC 9594-4:

IETF RFC 3377 (2002), Lightweight Directory Access Protocol (v3): Technical Specification.

application-context;
application-entity;

application process.

Directory;

Directory Access Protocol;

Directory Information Base,

Directory Operational Binding Management Protocol;
Directory System Protocol;

(Directory) user.

access.point;
hiergrehical operational binding;
name resolution,

non-specific hierarchical operational binding;

relevant hierarchical operational binding.

34

Replication definitions

The following terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:

a)
b)
¢)
d)
e)

cache-copy;
consumer reference;
entry-copy,

master DSA;

primary shadowing;

ITU-T Rec. X.501 (08/2005) 3
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f)  replicated area;

g) replication;

h) secondary shadowing;

i)  shadow consumer;

j)  shadow supplier,
k) Shadowed DSA-Specific Entry;
1)  shadowing;

m) supplier reference.

The (
indivi

efimitions ol terms delined in this Recommendation | International Standard are included at the beginnj
dual clauses, as appropriate. An index of these terms is provided in Annex T for easy reference.

ng of

4 Abbreviations
For thje purposes of this Recommendation | International Standard, the following abbreviations apply.
ACDF Access Control Decision Function
ACI Access Control Information
ACIA Access Control Inner Area
ACSA Access Control Specific Area
ADDMD Administration Directory Management Domain
ASN.1 Abstract Syntax Notation One
AVA Attribute Value Assertion
BER (ASN.1) Basic Encoding Rules
DACD Directory Access Control Domain
DAP Directory Access Protocol
DIB Directory Information Base
DISP Directory Information Shadowing Protocol
DIT Directory Information Tree
DMD Directory Management Domain
DMO Domain Management Organization
DOP Directory Qperational Binding Management Protocol
DSA Ditectory System Agent
DSE DSA-Specific Entry
DSP Directory System Protocol
DUA Directory User Agent
HOB Hierarchical Operational Binding
LDAP Lightweight Directory Access Protocol
NHQOR Nrm_qppm‘ﬁn Hierarchical ﬂppmﬁnnal Rinding
NSSR Non-Specific Subordinate Reference
PRDMD Private Directory Management Domain
RDN Relative Distinguished Name
RHOB Relevant Hierarchical Operational Binding (a HOB or NHOB, as appropriate)
SDSE Shadowed DSE
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5 Conventions

With minor exceptions this Directory Specification has been prepared according to the Rules for presentation of ITU-T |
ISO/IEC common text, November 2001.

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.501 |
ISO/IEC 9594-2. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendations and all
parts of ISO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the series of CCITT X.500 Recommendations and the ISO/IEC
9594:1990 edition. This Directory Specification uses the term second edition systems to refer to systems conforming to

ond-edtttono C cetory-Speetfreattons e the1+993—cditiono = 5 o errdations
and the ISO/IEC 9594:1995 edition. This Directory Specification uses the term third edition systems to refer to'Syjstems
ing to the third edition of the Directory Specifications, i.e., the 1997 edition of the series of ITE-T K.500
mendations and the ISO/IEC 9594:1998 edition. This Directory Specification uses the term .fourth edition
systes to refer to systems conforming to the fourth edition of the Directory Specifications, i.e., the 2001 editipns of
ITU-T Recs X.500, X.501, X.511, X.518, X.519, X.520, X.521, X.525, and X.530, the 2000, edition of ITU-T
Rec. K.509, and parts 1-10 of the ISO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming)to the fifth edition jof the
Direcfory Specifications, i.e., the 2005 editions of ITU-T Recs X.500, X.501, X.509,X.511, X.518, X.519, X.520,
X.521, X.525, and X.530 and parts 1-10 of the ISO/IEC 9594:2005 edition.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface:"When ASN.1 types and values are
referdnced in normal text, they are differentiated from normal text by presentiig them in the bold Helvetica typgface.
The names of procedures, typically referenced when specifying the semantics of processing, are differentiated| from
normgl text by displaying them in bold Times. Access control permissions are presented in italicized Times.

n_n

If the| items in a list are numbered (as opposed to using or letters), then the items shall be considered stepk in a

procefdure.
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SECTION 2 — OVERVIEW OF THE DIRECTORY MODELS

6 Directory Models

6.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

6.1.1 administrative authority: An agent of the Domain Management Organization concerned with various
aspects of Directory administration. The term administrative authority (in lower case) refers to the power vested in an
Administrative Authority by the Domain Management Organization to execute policy.

6.1.2 administration directory management domain (ADDMD): A DMD which is managed Yy an
Admipnistration.

NQOTE — The term Administration denotes a public telecommunications administration or other organizatien” offering [public
telecommunications services.

6.1.3 directory administrative and operational information: Information used “by the Directory for
administrative and operational purposes.

6.1.4 DIT domain: That part of the global DIT held by the DSAs forming a DMD:

6.1.5 directory management domain (DMD): A set of one or more DSAs and_Zero or more DUAs managedl by a
singlg organization.

6.1.6 domain management organization: An organization that manages.a DMD (and the associated DIT Doinain).
6.1.7 directory user information: Information of interest to users,and their applications.

6.1.8 directory system agent (DSA): An OSI application process which is part of the Directory.
6.1.9 (directory) user: The end user of the Directory, i.e.xthe entity or person which accesses the Directory.

6.1.10  directory user agent (DUA): An OSI applicationprocess which represents a user in accessing the Directory.
NOTE — DUAs may also provide a range of local facilities\to assist users compose queries and interpret the responses.

6.1.11 LDAP client: An application process.which represents a user in accessing the Directory via the Lightweight
Directory Access Protocol (LDAP).

6.1.12 LDAP requestor: A DSA that.is*eapable of issuing requests via the Lightweight Directory Access Protocol
(LDAP) and that is capable of understanding and handling LDAP responses.

6.1.13 LDAP responder: A DSA-that is capable of understanding and responding to requests via the Lightweight
Directory Access Protocol (LDAP):

6.1.14 LDAP server: ArLapplication process which is part of the Directory, holds a part of the DIB, and which
respohds to requests via.the Lightweight Directory Access Protocol (LDAP).

6.1.15 private directory management domain (PRDMD): A DMD which is managed by an organization|other
than gn Administration.

6.2 The Directory and its users
The ¢ A—tepPOSHOry—e ortration: postto oW oty o
Directory services provided to users are concerned with various kinds of access to this information.

The services provided by the Directory are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Oy v 7 w,

A Directory user (e.g., a person or an application-process) obtains Directory services by accessing the Directory. More
precisely, a Directory User Agent (DUA) or a Lightweight Directory Access Protocol (LDAP) client actually accesses
the Directory and interacts with it to obtain the service on behalf of a particular user. The Directory provides one or
more access points at which such accesses can take place. These concepts are illustrated in Figure 1.

A DUA is manifested as an application-process. In any instance of communication, each DUA represents precisely one
directory user.

6 ITU-T Rec. X.501 (08/2005)
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The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAs)
and/or LDAP servers, each of which provides zero, one or more of the access points. For a more detailed description of
DSAs, see 21.2.
NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). This is transparent to the Directory.
NOTE 2 — The DUA functions and a DSA can be within the same open system, and it is an implementation choice whether to
make one or more DUASs visible within the OSI Environment as application-entities.

NOTE 3 — A DUA may exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, a DUA which represents a human directory user may provide a range of local facilities to assist its user to compose
queries and interpret the responses.

Access-Paoint

Directory Qb‘

user

Os\ X.501_F01

N

Figure 1 — Access to the Di{Qtory
N

QO
Z
6.3 Directory and DSA Information Models \‘9

6.3.1 Generic Models A‘\Q

Directory information may be classified as either: \O

— user information, placed in the_ \éctory by, or on behalf of, users; and subsequently administered py, or
on behalf of, users. Section @Q)Vldes a model of this information; or

—  administrative and operational information, held by the Directory to meet various administrativie and
operational requirem ection 5 provides a model of this information. Also provided in Section|5 is a
specification of th 1onship between the user, administrative and operational information models.

Thesq¢ models, presenting Vi®~ of the DIB from different perspectives, are referred to as the generic Dirgctory
Inforgation Models. \6

Directory information@els describe how the Directory as a whole represents information. The composition pf the
Directory as a set OQw entially cooperating DSAs is abstracted from the model. The DSA information model, ¢n the
other|hand, is e ially concerned with DSAs and the information that must be held by DSAs in order that the |set of
DSAY comprising’the Directory may together realize the Directory information model. The DSA Information Mqdel is
provifled i ses 22 through 23.

The D@information model is a generic model describing the information held by DSAs and the relationship befween
this information and the DIB and DIT.

Some, but not all, of the information represented by the DSA information model is accessible via the Directory abstract
service. Therefore, administration of all of the information described in these Directory Specifications is not possible
via the Directory abstract service. It is envisioned that administration of DSA information will initially be a local
matter, but that eventually some generic system management service will be employed to provide access to all of the
information described in the DSA information model.

ITU-T Rec. X.501 (08/2005) 7


https://standardsiso.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/TIEC 9594-2:2005 (E)

6.3.2

Specific Information Models

Subsequent to the development of generic models for the Directory as a whole and for its components, specific
information models are required for the standardization of particular aspects of the operation of the Directory and its

comp

onents.

The generic Directory Information Models establish a framework for the following specific information models:

6.4
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— an access control information model;
—  asubschema information model;

— acollective attribute information model.

— amodel for a DSA's distribution knowledge;

— amodel for a DSA's replication knowledge.

Directory Administrative Authority Model

ectory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAs managed by a
ization.

part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIf\Domain. There is a one {
pondence between DMDs and DIT Domains. The term "DMD" is used whenreferring to the management
onal components of the Directory. The term "DIT Domain" is used when referring to the managemd
tory Information. Two important points regarding this terminology are:

— A DIT Domain consists of one or more disjoint subtrees of the DIT (see 11.5). A DIT Domain sh3
contain the root of the global DIT.

—  The term "DMD" may also be used as a general tegm ‘when both aspects of management are cons
together.

Feanization that manages a DMD (and the associated DIT Domain) is referred to as a Domain Manag
hization (DMO).

DTE 1 — A DMO may be an Administration (i.e., a public telecommunications administration or other organization o
blic telecommunications services) in which case (the managed DMD is said to be an Administration DMD (ADI]
herwise, it is a Private DMD (PRDMD). It should be recognized that the provision of support for private directory systd
U-T members falls within the framework of national regulations. Thus, the technical possibilities described may or may
fered by an Administration which providesTdirectory services. The internal operation and configuration of private DMDg
thin the scope of envisaged Directory Specifications.

b 2 illustrates the relationship between a DMO, DMD and DIT Domain.
[ Domain Management Organization ]
Manages Manages
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Figure 2 — Directory management
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Management of a DUA by a DMO implies an ongoing responsibility for service to that DUA, e.g., maintenance, or in
some cases ownership, by the DMO. The DMO may or may not elect to make use of the Directory Specifications to
govern any interactions among DUAs and DSAs which are wholly within the DMD.

An agent of a DMO concerned with various aspects of Directory administration is referred to as an Administrative
Authority. The term administrative authority (in lower case) refers to the power vested in an Administrative Authority
by a DMO to execute policy.

NOTE 2 — A Directory Administrative Authority Model is specified in Section 4.

A DMD may be assigned an object identifier (a DMD-id) for convenience in reference, for example in search-rules.

ITU-T Rec. X.501 (08/2005) 9
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SECTION 3 — MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base

7.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

7.1.1 alias entry: An entry of the class "alias" containing information used to provide an alternative name for an

object or alias entry.

7.1.2 ancestor: The entry at the root of the hierarchy of family members that comprise a compound entry;

7.1.3 compound entry: A representation of an object in terms of family members that are hierarchically’orgs
into gne or more families of entries.

7.1.4 derived entry: Entry information in a search result containing attribute values obtained®y performing
on dafa that originated from more than one Directory entry.

7.1.5 direct superclass: Relative to a subclass — an object class from which the subclassi\is/directly derived.

7.1.6 directory information base (DIB): The complete set of information to which\the Directory provides a
and which includes all of the pieces of information which can be read or manipujated using the operations
Directory.

7.1.7 directory information tree (DIT): The DIB considered as a tree{whose vertices (other than the root) a
Direcfory entries.

NOTE — The term "DIT" is used instead of "DIB" only in contexts where.the tree structure of the information is relevant.
7.1.8 (directory) entry: A named collection of information within the DIB. The DIB is composed of entries.

7.1.9 family: A hierarchical subset of family member entties that represents a particular class of information Y
a conjpound entry. The root of each family within a compeund entry is the ancestor, but apart from the shared and
familjes do not share common members. A family is distinguished from other families within a compound en
havinjg a common class (structural object class) for each family member that is immediately subordinate to the anc

7.1.1 family member: A member of a hierarchical collection of entries that comprise a compound entry.

7.1.1 immediate superior (noun): Relative to a particular entry or object (it shall be clear from the context
is intgnded), the immediately superior entty or object.

7.1.1 immediately superior entry: Relative to a particular entry — an entry which is at the initial vertex of an
the DT whose final vertex is thaf of the particular entry.

7.1.1 immediately superior object: Relative to a particular object — an object whose object entry is the imm
superjor of any of the entries (object or alias) for the second object.

7.1.1 object (of7interest): Anything in some 'world', generally the world of telecommunications and inforn
procepsing or somgypart thereof, which is identifiable (can be named), and which it is of interest to hold informati
in the DIB.

7.1.1 object class: An identified family of objects (or conceivable objects) which share certain characteristics.
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7.1.1 object entry: An entry which is the primary collection of information in the DIB about an object, and

which

can therefore be said to represent that object in the DIB.

7.1.17  related entries: A set of (directory) entries, each of which can be identified as holding information in the DIB
about a particular real-world object of interest. Different entries in the set may contain different types of information

about the real-world object, and may even contain conflicting information.

NOTE 1 — The value of information within a set of related entries depends on the reliability of the identification of each entry

with the real-world.

NOTE 2 - It is possible, but not necessary, for related entries to exist in separate DITs and to have identical distinguished names.
Similarly, it is possible for non-related entries to have identical distinguished names; however, it is recommended that identical

distinguished names be used only for related entries.
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7.1.18 subclass: Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share all the characteristics of the superclasses and additional characteristics possessed by none
of the members of those superclasses.

7.1.19  subordinate: The converse of superior.

7.1.20  superclass: Relative to a subclass — a direct superclass, or superclass to an object class that is a direct
superclass (recursively).

7.1.21  superior: (Applying to entry or object) immediately superior, or superior to one which is immediately
superior (recursively).

7.2 Objects

The gurpose of the Directory is to hold, and provide access to, information about objects of interest (objects) which

exist |n some 'world'. An object can be anything in that world which is identifiable (can be named).
NOTE 1 — The 'world' is generally that of telecommunications and information processing or some part thereof,
NOTE 2 — The objects known to the Directory may not correspond exactly with the set of 'real' things in the*world. For exhmple,
a feal-world person may be regarded as two different objects, a business person and a residential personyas far as the Direqtory is
concerned. The mapping is not defined in this Directory Specification, but is a matter for the users andproviders of the Difectory
infthe context of their applications.

An opject class is an identified family of objects, or conceivable objects, which sharg certain characteristics. Every
object belongs to at least one class. An object class may be a subclass of othef-Object classes, in which cage the
members of the former class, the subclass, are also considered to be membersiofithe latter classes, the superclasses.
Therg may be subclasses of subclasses, etc., to an arbitrary depth.

7.3 Directory entries
The DIB is composed of (Directory) entries. An entry is a named cellection of information.

Therq are four kinds of entries:

—  Object entries: Representing the primary cellection of information in the DIB about a particular gbject.
For any particular object, there is precisely’ one object entry or compound entry (see 8.10). The pbject
entry is said to represent the object., An object entry is either a single entry or a compound|entry
comprising an aggregate of entries together representing the object.

—  Alias entries: Used to provide.alternative names for object entries (possibly the ancestor of a compound
entry, but not child family menmibers).

—  Subentries: Representing, a’ collection of information in the DIB used to meet administrative and
operational requiremg€rits of the Directory. Subentries are discussed in Section 5.

—  Family members: Special entries that are components of a compound entry. The ancestor of a compound
entry is also a-family member.

A usdgr view of the structure of directory entries is depicted in Figure 3 and described in 8.2.
Each pntry contains@n-indication of the object classes, and their superclasses, to which the entry belongs.

Some object entries are specially designated for the purpose of Directory administration. These entries are tgrmed
administrative.entries. The Directory user is not normally aware of this, and views these entries in the same way as
other |object entries.

7.4 The Directory Information Tree (DIT)

In order to satisfy requirements for the distribution and management of a very large DIB, and to ensure that entries can
be unambiguously named and rapidly found, a flat structure is not likely to be feasible. Accordingly, the hierarchical
relationship commonly found among objects (e.g., a person works for a department, which belongs to an organization,
which is headquartered in a country) can be exploited, by the arrangement of the entries into a tree, known as the
Directory Information Tree (DIT).

NOTE — An introduction to the concepts and terminology of tree structures can be found in Annex I.

ITU-T Rec. X.501 (08/2005) 11
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The component parts of the DIT have the following interpretations:

a) the vertices are the entries. Object entries may be either leaf or non-leaf vertices, whereas alias entri

€S arc

always leaf vertices. The root is not an entry as such, but can, where convenient to do so [e.g., in the

definitions of b) and c¢) below], be viewed as a null object entry [see d) below];

b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and

conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the

entry

at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate

subordinates together with their subordinates (recursively);
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T) e object represented by af entry 1S, Of 15 Closely associated With; THe Naming authority (See clause
its subordinates;

d) the root represents the highest level of naming authority for the DIB.

erior/subordinate relationship between objects can be derived from that between object entrigs, An object
Hiately superior object (immediate superior) of another object if and only if the object entry(fof the first ob
hmediate superior of any of the object entries for the second object. The terms immediatély subordinate
Hiate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

tted superior/subordinate relationships among objects are governed by the DIT structure definitions (see 13.7

Directory maintains, in addition to information concerning Directory entrieS,additional information reg
tions of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not
ructure). See clause 12.

Directory entries

Definitions
e purposes of this Directory Specification, the following definitions apply:

anchor attribute: A user attribute having friends, as defined within the relevant subschema. An 4
ite can be used to cause friend attributes to be“included in the set of attributes to be selected, or consider
ing in a Search operation, without havingto-be itself present in an entry.

attribute: Information of a particular type. Entries are composed of attributes.
user attribute: An attributesrepresenting user information.

attribute hierarchy: Thejaspect of an attribute that permits a user attribute type to be derived from a
ic user attribute type. The relationship of the two attribute type definitions (which mandates certain behavi
htes corresponding to these attribute types) is thus hierarchical.

attribute subtype (subtype): An attribute type A is related to another attribute type B by the fact that
been derived froni B, in which case A is a direct subtype of B, or A has been derived from an attribute type
ibtype of By which case A is an indirect subtype of B.
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attribute supertype (supertype): An attribute type B is related to another attribute type A by the fag

vhich is a subtype of B, in which case B is an indirect supertype of A.

A Has(been derived from B, in which case B is a direct supertype of A, or A has been derived from an atTibute

8.1.7

attribute type: That component of an attribute which indicates the class of information given by that

attribute.

8.1.8
8.1.9

8.1.10

attribute value: A particular instance of the class of information indicated by an attribute type.

attribute value assertion: A proposition, which may be true, false, or undefined, according to the specified
matching rules for the type, concerning the presence in an entry of an attribute value of a particular type.

the structural specification of the DIT.

8.1.11  collective attribute: A user attribute whose values are the same for each member of an entry collection.

12
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8.1.12  context: A property that can be associated with a user attribute value to specify information that can be used
to determine the applicability of the value.

8.1.13  context assertion: A proposition, which may be true or false, regarding a context type and particular context
values for that type, that determines the applicability of an attribute value.

8.1.14  context type: That component of a context which indicates its type or purpose.
8.1.15  context list: The set of contexts associated with an attribute value.
8.1.16  context value: A particular instance of the property indicated by a context type.

8.1.17  derived attribute: An attribute whose value or values is computed in whole or in part rather than directly
storeg-

8.1.1 derived object class value: A value of an object class whose presence is not administered by a.user but is
comppted. Derived object class values are categorized as abstract.

8.1.1 direct attribute reference: Reference (in the Directory and DSA abstract service) to ong er/more atfribute
valuep using the identifier of their attribute type.

8.1.2 distinguished value: An attribute value in an entry which may appear in the relative)distinguished name of
the entry.
8.1.2 dummy attribute: An attribute that is defined as a user attribute but whichshall never be present in an fentry.

Only fpn anchor attribute can be a dummy attribute.

8.1.2 entry collection: A collection of entries belonging to an explicitly specified subtree or subtree refinemgnt of
the DfT.
8.1.2 friend attributes: A set of user attributes associated with<a’specific user attribute (known as an anchor

attribfite) by an administrative authority, for inclusion in a set of:attributes returned when the anchor attribute is
specified, or used potentially to match a predicate which includes a*condition on the anchor attribute.

8.1.2 indirect attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
valuep using the identifier of a supertype of their attribute type.

8.1.2 matching rule: A rule, forming part of the Ditectory Schema, which allows entries to be selected by making a
partidular statement (a matching rule assertion) conc€hning their attribute values.

8.1.2 matching rule assertion: A proposition, which may be true, false or undefined, concerning the presencg in an
entry |of attribute values meeting the criteria”defined by the matching rule.

8.1.2 operational attribute: An attribute representing operational and/or administrative information.
8.1.2 structural object class;-An/object class used for the structural specification of the DIT.
8.1.2 structural object class-of an entry: With respect to a particular entry, the single structural object clasg used

to defermine the DIT Contént)Rule and DIT Structure Rule applying to the entry. This object class is indicated by the
structuralObjectClass ‘operational attribute. This object class is the most subordinate object class of the gntry's
structiral object class,superclass chain.
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https://standardsiso.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/TIEC 9594-2:2005 (E)

8.2 Overall structure

As depicted in Figure 3, an entry consists of a set of attributes.

ENTRY
Attribute Attribute | - - - | Attribute

ATTRIBUTE
One or more per entry

ATTRIBUTE

Attribute Attribute
type value(s)

ATTRIBUTE VALUE(s)
One or more per attribute

: Distin%;uished Pl Attribute |, .| Attribute
, attrbute  '|  value value
1

value [

I | Context(s) Context(s)
Context(s)

CONTEXT(s)
zero, one or more per attribute value

CONTEXT LIST »

2

Context Context +«+ | Contoxt
ré® R4

=g
Context Contéxt
type valug(s) Fallback

+

X.501_F03

Figure 3 — Structure of an entry

Each Jattribute provides a piece of-information about, or describes a particular characteristic of, the object to whi¢h the
entry [corresponds.

NOTE 1 — Examples of attributes which might be present in an entry include naming information such as the object's pgrsonal
name, and addressing information, such as its telephone number.

An aftribute consists.'ef) an attribute type, which identifies the class of information given by an attribute, and the
corregponding attribiite values, which are the particular instances of that class appearing in the entry. A user atfribute
value|may have Zero, one, or more contexts associated with it in its context list. Operational attribute values shgll not
have tontexts:

NOTER < Attribute types, attribute values, and contexts are described in 8.4, 8.5 and 8.8 respectively. Operational attribufes are
delscribed in clause 12.

Attribute ::= SEQUENCE {
type ATTRIBUTE.&id ({ SupportedAttributes }),
values SET SIZE (0..MAX) OF ATTRIBUTE.&TYPE ({SupportedAttributes}{@type}),
valuesWithContext SET SIZE (1..MAX) OF SEQUENCE {
value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

An attribute may be designated as single-valued or multi-valued. The Directory shall ensure that single-valued attributes
have only a single value. This value may have a context list to associate properties with the attribute value. Attributes in
storage shall have at least one value, but may at times appear to have zero values when transferred to or from storage
(e.g., because values are hidden by access control).

14 ITU-T Rec. X.501 (08/2005)


https://standardsiso.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

8.3 Object classes

Object classes are used in the Directory for a number of purposes:
—  describing and categorizing objects and the entries that correspond to these objects;
—  where appropriate, controlling the operation of the Directory;
— regulating, in conjunction with DIT structure rule specifications, the position of entries in the DIT;

— regulating, in conjunction with DIT content rule specifications, the attributes that are contained in
entries;

— identifying classes of entry that are to be associated with a particular policy by the appropriate
administrative authority.

Some] object classes will be internationally standardized. Others will be defined by national administrative authorities
and/op private organizations. This implies that a number of separate authorities will be responsible for defining pbject
classgs and unambiguously identifying them. This is accomplished by identifying each object class with an pbject
identifier when the object class is defined. A notation for this purpose is provided in 13.3.3.
NOTE 1 — An administrative authority may use object classes other than the useful object classes defined)and registered|in the
Directory Specifications. An administrative authority may itself specify and register object classes, fot.example, to supplement
thpse defined in the Directory Specifications.

An object class (a subclass) may be derived from an object class (its direct superclass)which is itself derived from an
even more generic object class. For structural object classes, this process stops at the ingst generic object class, top. An
ordergd set of superclasses up to the most superior object class of an object class is.itSsuperclass chain.

An object class may be derived from two or more direct superclasses (superclasses not part of the same supdrclass
chain). This feature of subclassing is termed multiple inheritance.

The specification of an entry's or family member's object class identifies,whether an attribute is mandatory or oplional;
this specification also applies to its subclasses. The subclass may be said to inkerit the mandatory and optional atfribute
specification of its superclass. The specification of a subclass may indicate that an optional attribute of the superclass is
mandgtory in the subclass.

If an|object class specifies an anchor attribute having fri€nd attributes as optional or mandatory, this automatically
includles friend attributes as optional attributes without iecessarily being included in any object class definition| or in
any cpntent rule.

An object class may define a dummy attribute ds-a mandatory or optional attribute if the dummy attribute is an anchor
attribfite. If an object class specifies a dummy:-anchor attribute type as a mandatory or optional attribute, the anchor
attribite shall not appear in an entry of this/object class, but if specified as a mandatory attribute, at least one|of its
friends attribute shall be present. Howéyer, if a non-dummy anchor attribute type is specified as a mandatory attribute
type, pn attribute of the anchor attribute type shall be present.

Friend attribute types shall not be'present if excluded by content rules.

Therd are three kinds of object class:

—  AbstractObject Classes;

—  Structdral Object Classes; and
— Auxiliary Object Classes.

NOQTE 2 TFhis Directory Specification does not restrict the definition of subclasses to those of the same kind (i.e., aljstract,
stl|uctural, or auxiliary); however, administrators should note that interoperability with LDAP servers may be adversely impacted
S

in[sénte situations, most notably when using structural object classes that are subclasses of auxiliary object classes and vice|versa.

Each object class is of precisely one of these kinds, and remains of this kind in whatever situation it is encountered
within the Directory. The definition of each object class shall specify what kind of object that it is.

All entries shall be a member of the object class top and at least one other object class.

8.3.1 Abstract Object Classes

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such
object classes. An entry shall not belong only to abstract object classes.

top is an abstract object class used as a superclass of all structural object classes.
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In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is, its
presence is computed or inferred by the Directory. For example, the parent object class value for a particular entry is
computed or inferred from the presence of a family member, of auxiliary object class child, immediately subordinate to
the entry.

8.3.2 Structural Object Classes

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural
object classes are used in the definition of the structure of the names of the objects for compliant entries.

An object or alias entry is characterized by precisely one structural object class superclass chain which has a single
structural object class as the most subordinate object class. This structural object class is referred to as the structural
Objec Lluoo quL}Lc ey

Structfural object classes are related to associated entries:

— an entry conforming to a structural object class shall represent the real-world object constrained by the
object class;

—  DIT structure rules only refer to structural object classes; the structural object clags‘of an entry is uped to
specify the position of the entry in the DIT;

—  the structural object class of an entry is used, along with an associated DII\cdntent rule, to contrpl the
content of an entry.

The structural object class of an entry shall not be changed.

8.3.3 Auxiliary Object Classes

Speciffic applications using the Directory will frequently find it useful to spécify an auxiliary object class which nmjay be
used |n the construction of entries of several types. For example, message handling systems make use of the auxiliary
class MHS User (see ITU-T Rec. X.402 | ISO/IEC 10021-2) to specify a package of mandatory and optional mgssage
handling attributes for entry types whose structural object class is‘variable, e.g., Organizational Person or Residential
Persop.

In cntain environments, there is a need to be able to add toter remove from the list of attributes permitted in an entry of
a particular, perhaps standardized, class (or classes).

This fequirement may be met by the definition and use of an auxiliary object class having semantics, knowh and
mainfained within a local community, which chaidge from time to time as needed.

This fequirement may also be met using (the"facilities of DIT content rule definitions to dynamically (i.e., wjithout
registration) allow the addition or exclusion of attributes from entries at particular points in the DIT (see 13.3.3).

Auxiliary object classes are descriptive of entries or classes of entries.

Thergfore, besides being a member of the structural object class, an entry may be optionally a member of one or|more
auxiliary object classes.

An erntry's auxiliary object classes may change over time.

NOTE — The unregjsteted object class facility, available in the first edition of these Directory Specifications to supp¢rt the
refuirements discussed in this clause, is now deprecated in favour of the use of DIT content rules.

8.34 Object Class Definition and the first edition of this Directory Specification

Objedt elasses defined using the terminology of the first edition of this Directory Specification will not be classifjed as
one of structural, auxiliary or abstract

Alias object classes specified using the terminology of the first edition of this Directory Specification may be
considered to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema
accordingly.

8.4 Attribute Types

Some attribute types will be internationally standardized. Other attribute types will be defined by national
administrative authorities and private organizations. This implies that a number of separate authorities will be
responsible for defining types and unambiguously identifying them. This is accomplished by identifying each attribute
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type with an object identifier when the type is defined. Using the notation of the ATTRIBUTE information object class
defined in 13.4.8, an attribute type is defined as:

AttributeType ::= ATTRIBUTE.&id
All attributes in an entry shall be of distinct attribute types.

Certain attributes may not be stored and accessible in entries, but are intended to be carried in operations to convey
information, e.g., diagnostics information, that conveniently can be expressed as attributes. Other attributes, called
control attributes, may as part of their definition specify a special procedure to be executed based on the information in
the attribute. A control attribute may be specified in an operation, placed in entries, etc. See 7.5.3 of ITU-T Rec. X.520 |
ISO/IEC 9594-6 for an example.

194

Therq are a number of attribute types which the Directory knows about and uses for its own purposes. They inelad

a) objectClass — An attribute of this type appears in every entry, and indicates the object ‘elassds and
superclasses to which the object belongs.

b) aliasedEntryName — An attribute of this type appears in every alias entry, and holds\the name (sege 8.5)
of the entry which the alias entry references.

Thesg attributes are defined in 13.4.8.

The types of user attributes which shall or which may appear within an object or alias entry are governed by| rules
applyjng to the indicated object classes as well as by the DIT content rule for that/entry (see 13.8). The types of
attribfites which may appear in a subentry are governed by the rules of the system schema.

Some| Directory entries may contain special attributes not normally visible/o the Directory User. These attributps are
called operational attributes and are used to meet the administrative and ‘pperational requirements of the Directory.
Opergtional attributes are discussed in more detail in Section 5.

8.5 Attribute Values

Definfing an attribute also involves specifying the syntax, and*hence data type, to which every value in such attrjbutes
shall conform. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an attribute vdlue is
defingd as:

AttriquteValue ::= ATTRIBUTE.&Type

An aftribute value may be designated as a\distinguished value, in which case the attribute value can form part pf the
relatiye distinguished name of the entry, (see 9.3). It is possible to have multiple distinguished values differentiafed by
contekt, as described in 9.3.

Clienf-supplied values shall be preserved for storage in the Directory. Comparison values are ephemeral, and sh3ll not
affect the stored value.

8.6 Attribute Type Hierarchies

Wher defining an‘attribute type, the characteristics of some more generic attribute type may optionally be employed as
the bgsis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supdrtype,
from whichgit'is derived.

Attrijute-hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allowing the
value - ; H ottt . . et . ; |ceto

the attribute) or by the identifier of a more generic attribute type identifier (an indirect reference).

Semantically related attributes may be placed in a hierarchical relationship, the more specialized being placed
subordinate to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting
the more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for
the quoted type; a context assertion specified for the more generalized attribute type is also applied to the more
specialized type.

Where subordinate specialized types are selected to be returned as part of a search result these types shall be returned if
available. Where the more general types are selected to be returned as part of a search result, both the general and the
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specialized types shall be returned, if available. An attribute value shall always be returned as a value of its own
attribute type.

For an entry to contain a value of an attribute type belonging to an attribute hierarchy, that type shall be explicitly
included either in the definition of an object class to which the entry belongs, or because the DIT content rule applicable
to that entry permits it.

All of the attribute types in an attribute hierarchy are treated as distinct and unrelated types for the purpose of
administration of the entry and for user modification of entry content.

An attribute value stored in a Directory object or alias entry is of precisely one attribute type. The type is indicated
when the value is originally added to the entry.

8.7 Friend attributes

Friengl attributes are user attributes specified by an administrative authority as related in some practical way to a
specific anchor attribute. When an anchor attribute is specified in the information to be returned by a Réad or Search
operation, the feature permits friend attributes for the anchor attribute to be returned, subject to servicg¢ and
administrative controls (including access control, search rules, etc.). Similarly, when an anchor aftribute is specifigd in a
filter fitem within a search predicate, friend attributes can be used to satisfy the predicate if the’ matching rule fpr the
friend is compatible with the proposed value.

If an fanchor attribute is permitted within an entry by being included in the mandator§yoer optional lists of object class
valuep for the entry, friend attributes are also permitted unless excluded by contentGul€s. If the anchor attribute if not a
mandptory attribute, it may be absent in the entry, even if friend attributes are présent.

Any user attribute can be designated within a subschema as an anchor attribate.

NOTE 1 - As an example of an anchor attribute, consider a hypotheticalyattribute commsAddr, which has, in a particular
supschema, friend attributes which are communications addresses attribute types, e.g., telephone number, e-mail address| URL,
ete.

The anchor-friend relationship is neither commutative nor transitive:
— If an anchor attribute A has a friend B, it cannot be deduced that A is a friend of B.
—  If an anchor attribute A has a friend B, and® has a friend C, it cannot be deduced that C is a friend pf A.

If an Jattribute A is a friend of some anchor attribute} then all subtypes of A are also friends of that anchor attiibute.
Howgver, it cannot be deduced that supertypes oflA are also friends of that anchor attribute.

Designating an attribute as a friend confer§ no special access control or search-rule protection unless associated with
membership of the anchor's object class (of which it is automatically a member).

NOTE 2 — At present, access control.and ‘search rules make no use of object classes as a means of defining sets of attribuftes for
special privileges or protections.

8.8 Contexts

The ipformation modelmay be refined by associating with attribute values properties called contexts. Associated with
any ufer attribute value'may be a list of contexts which provide additional information that can be used to determihe the
appligability of theattribute value.

NOTE 1 — For'example, contexts can be used to associate a particular language, time, or locale with an attribute value.

Each |context consists of a type field, a value field whose syntax is determined by the type, and a fallback flag. [Using
the ngtation of the CONTEXT information object class defined in 13.9, a Context is defined as:

Context ::= SEQUENCE {

contextType CONTEXT.&id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }

contextType is an OBJECT IDENTIFIER, and is specified using the CONTEXT information object class defined
in 13.9. It specifies the particular property represented by the Context.

contextValues is the set of one or more values of the property specified by contextType that are associated with the
particular attribute value.
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fallback is used to designate one or more attribute values for specific behaviour in relation to a context type. In addition
to having any specific contextValues of that context type associated with it, an attribute value for which fallback is
TRUE for a given contextType is:

—  considered as being associated with any value of the given contextType for which no other values of the
same attribute are otherwise associated. Thus, a context assertion of this context type that fails to match
any values of the attribute based on the rules for matching contextValues shall match with any attribute
value for which fallback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shall yield those
values with fallback set to TRUE if none of the attribute values is otherwise associated with the chosen language.

—  considered as a value to preserve during an operation which resets attribute values for a given attribute
type A Modifyv (reset value) removes all values of a chosen attribute type which have an assaciated

context for which the fallback is set FALSE.
NOTE 3 — Modify (reset value) is further described in 11.3.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

An atfribute value without contexts, or one whose context list does not contain a context of a specific type,-1s cons{dered
to be ppplicable under all context values of that specific type.

NOQTE 4 — For example, a selection based on the French context value of a language context shall seléet™an attribute valyie that
ddes not have any language context specifically associated with it (as well as those attribute values haying the French language
context associated with them specifically).

All cgntexts in an attribute value's context list shall be of distinct context types.

Contgxt information associated with attribute values may be retrieved along (with the attribute values (elfe., to
differpntiate between those attribute values). A user of the Directory may also make use of contexts to refine selgction
and r¢trieval of information during Directory operations.

8.9 Matching rules

8.9.1 Overview

Of pdramount importance to the Directory is the ability to be able to select a set of entries from the DIB based on
asserfions concerning attribute values held by these entries:

A malching rule allows entries to be selected by making\a particular assertion concerning their attribute values.

The most primitive type of assertion is the attribute”value assertion. More complex assertions may be supported|using
matclling rule assertions. A matching rule asseftion is a proposition, which may be true, false or undefined, concg¢rning
the presence in an entry of attribute values meeting the criteria defined by the matching rule.

An atfribute value or matching rule assertion is evaluated based on the matching rule associated with the assertion.

A mafching rule is defined through the specification of:

the range of attfibute syntaxes supported by the rule;

the specific'types of matches supported by the rule;

the syntax)required to express an assertion of each specific type of match;

rules;for deriving a value of the assertion syntax from a value of the attribute syntax, if required.

NOQTE — Nowrestrictions are placed on the matching rules that may be defined to support a particular application. Howevet, rules
ddfined to_support one particular application may not be widely supported by DUAs and DSAs. Wherever possible, the mdtching
rules défiried in ITU-T Rec. X.520 | ISO/IEC 9594-6 should be used in preference to the specification of new ones.

Somettimes there will be a ane-to-one carrespondence hetween a matching mle and the types of matches supportedl. For

example, the Directory Abstract Service supports a presence matching rule to detect the presence of an attribute in an
entry.

Sometimes there will be a many-to-many correspondence between a rule and the types of matches supported. For
example, the Directory Abstract Service supports a generic ordering rule allowing greater than or equal and less than or
equal types of matches.
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8.9.2 Attribute Value Assertions

An attribute value assertion (AVA) is a proposition, which may be true, false, or undefined, according to the specified
matching rules for the type, concerning the presence in an entry of an attribute value of a particular type. It involves an
attribute type, an asserted attribute value, and optionally an assertion about contexts associated with the attribute value:

AttributeValueAssertion ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{@type}),
assertedContexts CHOICE {

allContexts [0] NULL,

selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }

ContJextAssertion ::== SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF
CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

The slyntax of the assertion component of an AVA is determined by the equality matching rule defined for the atfribute
type, pnd may be different from the syntax of the attribute itself.

8.9.2,1 [Evaluation of an AVA

An AVA is:
a) undefined, if any of the following holds:
1) the attribute type is unknown;
2) the attribute type has no equality matching rule;

3) the value does not conform to the data type indicated'by the syntax of the assertion of the attribute's
equality matching rule;

NOTE - 2) and 3) normally indicate a faulty AVA; 1)showever, may occur as a local situation (e.g., a particular
DSA has not been configured with support for that pattictlar attribute type).

b) true, if the entry contains an attribute of thattype, and the attribute contains a value of that value, apd the
value contains a context that matches the assertedContexts as described in 8.9.2.2;

c) false, otherwise.

8.9.2.2 Use of assertedContexts or context assertion defaults

The ipclusion of assertedContexts within‘an AttributeValueAssertion is optional. If assertedContexts is spe¢ified,
then the assertion shall be evaluated only ‘against those values of the attribute for which the assertedContexts i$ true,
as defined in 8.9.2.3.

If asgertedContexts is not provided within an AttributeValueAssertion, then a default context assertion mpy be
appligd in the same mannerythat is, the assertion shall be evaluated only against those values of the attribute for Which,
as deffined in 8.9.2.3, the default context assertion is true. There are three potential sources for a default context
asserfiion: that specified\for the operation as a whole, that available within subentries in the DIT, and that avdilable
locallly in the DSA. They are applied as follows:

1) IfassertedContexts is not provided within an AttributeValueAssertion, then any context assertipn for
th¢ given attribute type which has been supplied for the operation as a whole, as part of
operationContexts as described in 7.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3, shall be applied.

2) If the user has not provided assertedContexts for the AVA and there is no context assertion fpr the
given attribute type which has been supplied for the operation as a whole, then the default context
assertion for the given attribute type in the context assertion subentries (if any) controlling the entry shall
be applied, as described in 14.7.

3) If there is no context assertion through steps 1) and 2) above, the DSA may apply a locally-defined
default context assertion for the given attribute type. Such a default shall typically reflect local
parameters, such as the language or location of the place of deployment of the DSA, or the current time
of day, but may be tailored differently by the DSA for each DUA to which it responds.

4) If no context assertion is available from any of these sources, then the assertion shall be evaluated
against all values of the attribute.
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8.9.2.3 [Evaluation of assertedContexts

assertedContexts is true if:

a) allContexts is specified (this permits a context assertion to override any default context assertion that
might otherwise be applied if assertedContexts were omitted from the AttributeValueAssertion); or

b) each ContextAssertion in selectedContexts is true as described in 8.9.2.4.

assertedContexts is false otherwise.

8.9.2.4 Evaluation of a ContextAssertion

A ContextAssertion is true for a particular attribute value if:

a) the attribute value has a context of the same contextType of the ContextAssertion and any of the, tored
contextValues of that context matches with any of the asserted contextValues according fo the
definition of how a match is determined for that contextType; or

b) the attribute value contains no contexts of the asserted contextType; or

c) none of the other attribute values for the attribute satisfies the ContextAssertion according to 1)[ or 2)
in 8.9.2.2 above, but the attribute value does contain a context of the asserteédcontextType with the
fallback set to TRUE.

A ContextAssertion is false otherwise.

8.9.3 Attribute Type Assertions

An atfribute type assertion is a proposition, which may be true, false, or undefined, according to the associated conftexts.

AttriquteTypeAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertedContexts SEQUENCE SIZE (1..MAX) OF.ContextAssertion OPTIONAL }

8.9.3J1 Evaluation of an attribute type assertion

An atfribute type assertion is:
a) undefined, if the attribute type is unknown'or if the attribute is not present in the entry;

b) TRUE, if the entry contains an attribute of that type, and the attribute contains one or more valugs that
contain a context that matches the ‘assertedContexts as described in 8.9.3.2;

¢) FALSE, otherwise.
8.9.3.2 Use of assertedContexts or.context assertion defaults

The ipclusion of assertedContexts Wwithin an AttributeTypeAssertion is optional. If assertedContexts is spe¢ified,
the agsertedContexts shall betrue for at least one attribute value according to the rules defined in 8.9.2.4.

If asgertedContexts is not-provided within an AttributeTypeAssertion, then a default context assertion mpy be
appli¢d in the same mannert; that is, the default context assertion shall be true for at least one attribute value accgrding
to the{rules defined i02819.2.4. The potential sources for a default context assertion are as specified in 8.9.2.2.

8.9.4 Builtsin)Matching Rule Assertions

A nuinberof’categories of related matching rules, whose semantics are generally understood and applicable to valpes of
many|different types of attributes, are understood by the Directory:

—  present;

—  equality;

—  substrings;
—  ordering;

—  approximate match.

Syntax for asserting certain types of matches associated with these categories of matching rules has been built into the
Directory Abstract Service:

— apresent syntax for the present rule;
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— an equality syntax for equality rules;
—  greaterOrEqual and lessOrEqual syntaxes for ordering rules;
— initial, any and final syntaxes for substrings rules;

—  an approximateMatch syntax for approximate matching rules.

The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of a

partic

ular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning

these

The gpproximateMatch syntax supports an approximate matching rule whose definition is a local matter to@DSA.
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Matching rule requirements

ler for the Directory to behave in a consistent and well-defined manner, it is necessary thap €ertain restricti
[l upon the matching rules that shall be used in conjunction with the syntax that has beeabuilt into the Dir
act Service.

h equality matching rule in which the syntax of the assertion is different from the\attribute syntax to whi
ing rule applies, rules for deriving a value of the syntax of the assertion from.a\value of the attribute syntax
bplied.

ity matching rules for attributes used for naming shall be transitive, eommutative and have an assertion S
cal to the attribute syntax.

value c; then value a matches value ¢ using the rule.

hlue a. The attribute presentationAddress is an example of an attribute supporting an attribute syntax Y
ing rule is not commutative.

respect to a specific attribute type, the equality, and ordering rules (if both present) shall always be relatec
the following respect: two values are equal ‘using the equality relation if and only if they are equal usig
ng relation. In addition, the ordering relation shall be well-ordered; that is, for all x, y and z for which x prd
y precedes z according to the relationgthen x precedes z.

DTE — These requirements imply that when ordering is defined, it also defines equality.

respect to a specific attribute type, the equality and substrings rule (if both present) shall always be relatec
the following respect: for dll X and y that match according to the equality relation, then for all values z
ing relation, the result of evaluating the assertion against the value x equals the result of evaluating the ass|
5t the value y. That isi-two values that are indistinguishable using the equality relation are also indistingui
the substrings relation:

Object Identifier and Distinguished Name equality matching rules

are a number of equality matching rules used to evaluate attribute value assertions which the Directory K
and uses.for its own purposes. They include:

-  objectldentifierMatch: This rule is used to match attributes with Objectldentifier syntax.
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Entry collections

8.10.1 Overview

A collection of object and alias entries may have certain common characteristics (e.g., certain attributes that have the
same value for each entry of the collection) because of some common characteristic or shared relationship of the
corresponding objects. Such a grouping of entries is termed an "entry collection".

Entry collections may contain object and alias entries that are related by their position in the DIT. These collections are
specified as subtrees or subtree refinements as described in Section 5.
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An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.

8.10.2  Collective Attributes
When user attributes are shared by the entries of an entry collection, they are termed collective attributes.

It is also permissible that the same collective attribute be independently associated with two or more of these
collections. In such cases the entry's collective attribute has multiple values. Collective attributes shall, therefore,
always be specified as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are
treated differently from entry attributes in the Directory information model. This difference is manifested to users of the
Directory modification operations in that collective attributes cannot be administered (i.e., modified) via the entries in
whicl) they appear but shall be administered via their associated subentries.

NOTE — The independent sources of these values is not manifested to the users of the Directory interrogation operations!

For afcollective attribute to appear in an entry, the presence of that attribute type must be permitted according [to the
DIT dontent rule governing the entry.

Entrigs may specifically exclude a particular collective attribute. This is achieved through the use df the
colleg¢tiveExclusions attribute, described in 12.7 and defined in 14.6.

8.11 Compound entries and families of entries

A comppound entry is a special entry that comprises family member entries. These family members form a hierarciy and
therepy provide hierarchically organized information about the object represented by the compound entry} The
comppund entry is represented in the DIT by an ancestor family member, which is at the root of a tree containipg the
family members.

Family members can themselves be organized into one or more fanilies for the purposes of filtering and information
retrieyal. Each family is a subtree; distinct families have no common-family members apart from the shared root that is
the arjcestor. A family thus comprises an ancestor plus a set of subordinate family members.

A farhily is, beside the ancestor, composed of all of the immediately subordinate family members being of the|same
structural object class. Their subordinate members, if @ny, are also part of the same family independent off their
structpral object classes.

Thesg concepts are illustrated in Figure 4.

The same
entry
(ancestor)

structural
object class A

Compound
entry:

structural
object class B

X.501_F04

Figure 4 — Families of entries

A family member that is a child within a family tree is marked with the auxiliary object class child. The presence of the
child object class value for an entry causes the immediately superior entry automatically to be marked with the abstract
object class value parent. An entry that is both a parent and a child within a family tree is marked with both object
class values. The ancestor is the only family member that is not of object class child. The construction of compound
entries is carried out by marking entries with child object class values.
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Each subordinate of a non-ancestor family member shall itself be a family member, and marked with a child object
class value.

The ASN.1 definition of these object classes can be found in 13.3.3.

All family members of a compound entry shall be placed in the same naming context as the ancestor. Family members
are not permitted to be alias entries. An alias shall not point to a child family member.
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Definitions
e purposes of this Directory Specification, the following definitions apply:
alias, alias name: An alternative name for an object, provided by the use of alias entries.
(alias) dereferencing: The process of converting an object's alias name to its distinguished\hame.

distinguished name (of an entry): Every object entry, alias entry, and subentry has atleast one distingt

If any RDN for the entry or any superior entry includes an attribute for which there €xist multiple distingy

5 differentiated by context (as described in 9.3), then the entry shall have mulfiple distinguished 1

entiated by context. The primary distinguished name is that distinguished name, in which each RDN h
ry distinguished value of each contributing attribute as the main value in the RDIN"Construct.

(directory) name: A construct that singles out a particular object from all other objects. A name sh
biguous (that is, denote just one object); however, it need not be<unique (that is, be the only name
biguously denotes the object).

(entry) name: A construct that singles out a particular entry~from all other entries.

local member name: A name for a family member constructed by the sequence of RDNs from the an
to the member in question not including the RDN for the‘ancestor.

naming authority: An authority responsible forthe allocation of names in some region of the DIT.

purported name: A construct which is syntactically a name, but which has not (yet) been shown to be g

relative distinguished name (RDN):“A set of one or more attribute type and value pairs, each of
es a distinct distinguished attribute value of the entry.

Names in general

rectory) name is a construct-that identifies a particular object from among the set of all objects. A name sh
biguous, that is, denofes just one object. However, a name need not be unique, that is, be the only nam|
biguously denotes the‘object. A (directory) name also identifies an entry. This entry is either an object enti
ents the object.‘er)an alias entry which contains information that helps the Directory to locate the entr
ents the object:

DTE 1 — The set of names of an object thus comprises the set of alias names for the object, together with the disting]

names of the-object.
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ject'ean be assigned a distinguished name without being represented by an entry in the Directory, but this n{
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then the'name its object entry would have had were it represented in the Directory.

Syntactically, each name for an object or entry is an ordered sequence of relative distinguished names (see 9.3).

Name ::= CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }

RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

NOTE 2 — Names which are formed in other ways than as described herein are a possible future extension.
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Each initial sub-sequence of the name of an object is also the name of an object. The sequence of objects so identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
follows it in the sequence.

A purported name is a construct which is syntactically a name, but which has not (yet) been shown to be a valid name.

9.3 Relative Distinguished Names

Each object and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry consists
of a set of attribute type and value (with optional context list) pairs, each of which matches, using the equality matching
rule and the applicable context matching rule, a distinct distinguished attribute value of the entry.

Any pffribute confribufing to an RDN may have more than one distinguished value, differenfiated by confext, as
described below. This provides alternative RDNs for the same object. Within an attribute's set of distinguished yalues
(diffefentiated by context), precisely one of them is designated the primary distinguished value. The primary rdlative
distinguished name of an object comprises the set of primary distinguished values from the set of-attributes that
compfise the RDN. When conveyed in protocol, each attribute in an RDN signals the primary distinguished valug¢ (if it
is pregent) and may optionally include a context for the value and additional alternative attribute values with contgxt. In
this dase, each attribute value with its context matches a distinct distinguished attribute value’of the entry for the
attribfite type according to the applicable equality matching rule and context matching rules.

NOQTE 1 — The equality matching rule can be used because for naming attributes, the attribute.Syntax and the assertion symptax of

the equality matching rule are the same. Similarly, for contexts that may be used to differentiate distinguished values in a rfaming
at{ribute, the context syntax and the context assertion syntax are the same.

The RDNs of all of the entries with a particular immediate superior are distinctiirrespective of any associated cpntext
lists. [It is the responsibility of the relevant naming authority for an entry/to ‘€nsure that this is so by approptiately
assigning distinguished attribute values. Allocation of RDNs is considerédyan administrative undertaking that nmjay or
may ot require some negotiation between involved organizations or administrations. This Directory Specification does
not provide such a negotiation mechanism, and makes no assumption-as-to how it is performed.

RelatjveDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttriquteTypeAndDistinguishedValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{@type}),

primaryDistinguished BOOLEAN DEFAULT TRUE,

valuesWithContext SET SIZE (1..MAX)'OF SEQUENCE {
distingAttrValue [0] ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPTIONAL,
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

The get that forms an RDN contains)\exactly one AttributeTypeAndDistinguishedValue for each attribute which
contajns distinguished values in thelentry; that is, a given attribute type cannot appear twice in the same RDN.

An afftribute value that has been designated to appear in an RDN is called a distinguished value. There may be|other
valuep of the same attributéthat are not distinguished values and thus may not be used in an RDN. An attribut¢ may
ultiple distinguished‘values only if they are differentiated by associated context. This allows an object td have
tive names differentiated by contexts. This is the only case where an attribute may have more thapn one
distinguished value.Mn that case, the distinguished values shall have context lists containing the same context type(s),
the cpntext valuestof which shall provide that only one of the distinguished values is applicable given any sgecific
contekt.

An RDNfer'a given entry is formed by using one distinguished value from each attribute that has distinguished values.
The simiplest case is an entry that has one distinguished value; it thus has one RDN, formed by using that distingwished
value. More than one attribute in an entry may contribute to the RDN. If each contributing attribute has only one
distinguished value, then the entry has a single RDN, formed by using the distinguished value for each attribute. If any
of the contributing attributes has multiple distinguished values differentiated by context, then the entry has
multiple RDNSs, each formed by using one of the possible combinations in which one distinguished value is chosen for
each attribute type forming the RDN.

Each RDN for an entry shall contain a type and value pair for each given attribute type forming part of the RDN.
primaryDistinguished is used to indicate that the value is the primary distinguished value of that attribute type.
valuesWithContext is used to convey the context list for the distinguished attribute value in value when necessary to
do so. It is also used to convey in a single RDN, some or all of the other distinguished values of the same attribute type.
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Each distingAttrValue is accompanied by its contextList. The distingAttrValue is only omitted for the distinguished
value that appears in value; this is how the context list for that value is made present in the RDN.

One and only one of the distinguished values for a given attribute type in an entry shall be considered the primary
distinguished value for that attribute type. This value shall be wused as the wvalue in the
AttributeTypeAndDistinguishedValue when forming the primary relative distinguished name of the object (see 9.8
and 9.6). The primary relative distinguished name is an RDN in which the primary distinguished values for each
attribute in the RDN appear in the value components of each AttributeTypeAndDistinguishedValue in the RDN.
Context and alternative distinguished values may appear in the valuesWithContext component of each
AttributeTypeAndDistinguishedValue.

The RDN may be modified if necessary by complete replacement of all the distinguished values of all contributing
attribyrtes:

Family members, like other entries, have RDNs. An RDN can consist of multiple attribute type and value-pairs| Only

primary RDNs can be used. The local member name of a family member is the sequence of RDNs from)|the anfestor

down|to that member. The local member name of the ancestor is an empty sequence.
NOTE 2 — RDNs are intended to be long-lived so that the users of the Directory can store the distinguishéd names of ¢bjects
(elg., in the Directory itself) without concerns for their obsolescence. Thus RDNs should be changed cautiously.
NOTE 3 — Changing the RDN of a non-leaf entry automatically changes the name of subordinate entries!
NOTE 4 — The context in which a particular attribute type and value forming part of an RDN ig applicable is independent]of the
contexts associated with any other part of that RDN or other RDNs in a distinguished name.

NOTE 5 — For example, a valid distinguished name for an entry can be formed by,combining an RDN designated [as the
Lgnguage = French variant of that entry's RDN with the Language = English DN of its supetior entry.

9.4 Name matching

It is often necessary in the operation of the Directory to determine if twoames match. This requires that correspanding
RDNS$ be matched. The general approach to name matching is described here; specific approaches for particular uges for
name|matches are described where appropriate.

A pugported RDN is said to match a target RDN if each AttributeTypeAndDistinguishedValue in the purported RDN
matchles with the AttributeTypeAndDistinguishedValue-for the same attribute type in the target RDN. Therp is a
matcl if the purported value or any distingAttrValue of\the purported AttributeTypeAndDistinguishedValue mgtches
eithey the target value or any distingAttrValue in the target AttributeTypeAndDistinguishedValue.
primaryDistinguished, if present in either the purported or target AttributeTypeAndDistinguishedValue, is ignored
for mhtching.

NOTE 1 — The equality matching rule can be used because for naming attributes, the attribute syntax and the assertion syfitax of

the equality matching rule are the same,

NOTE 2 — There is no guarantee-_that every distinguished value for a given naming attribute is present in the
ATributeTypeAndDistinguishedVaIue for that attribute type in a given RDN. Two RDNs for the same object could be formed
usjng different distinguished values (differentiated by context) for the same attribute type. If there is no overlap in the pets of
digtinguished values for a given'attribute that each uses, then they will fail to match, even though the purported RDN and
target RDN are alternative"RDNs for the same object. How this could occur, and the impact of this, depends on the readon for
name matching (e.g., ndme ‘resolution, access control, filtering).

If mafching attributé yalues are not found as a result of the above, then the RDNs do not match. If matching attribute
valuep are found, then there shall also be a match between associated contexts for those values, if present, befofe the
attribfite type and’ value pairs are considered to match. Each context in the purported attribute value's context [list is
consiflered @,context assertion against the matching target attribute value's context list, and shall evaluate to tfue as
descrjbedin'8.9.2.4 in order for the contexts to be considered a match. fallback in the purported contexts is ignored
when|forming the context assertions.

NOTE 3 — The purported contexts can be used as context assertions in this way because the context assertion syntax is the same
as the context syntax for context types that may be used with distinguished values.

If valuesWithContext is not present in a purported RDN, then context assertions supplied as part of the operation, or
defaults that are set up to be applied to an operation shall also be applied as described in 8.9.2.2. The exception to this is
for the case of name matching during name resolution during a Directory operation; in that case, no context assertions
are applied if none is available in valuesWithContext.
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9.5 Names returned during operations

Many Directory operations return the name of an entry. When an operation returns a name for an entry, or names for
multiple entries, it shall return the primary distinguished name for each entry and may return in addition alternative
distinguished name information and context information (see 7.7 of ITU-T Rec. X.511 | ISO/IEC 9594-3).

9.6 Names held as attribute values or used as parameters

Where a name is held as an attribute value within some other attribute, or passed as an attribute value in some exchange
(e.g., an alias pointer), there is always the question of whether the name held can be an alternative distinguished name
or shall be the primary distinguished name, whether it can contain alternative distinguished values, and whether it can
include xt i ati i estricti e mentione Directory
Speciffications.

NOTE — Annex O includes suggestions for improving interoperability with pre-third edition systems and ensuring\predjctable
behaviour in regard to using contexts with names.

9.7 Distinguished Names

The distinguished name of a given object is defined as that name which consists of the sequence of the RDNs pf the
entry [which represents the object and those of all of its superior entries (in descending order)..Because of the one fo one
corregpondence between objects and object entries, the distinguished name of an object is.the distinguished name jof the
object entry.
NOTE 1 — It is preferable that the distinguished names of objects which humans have to‘deal with be user-friendly.
NOTE 2 — ITU-T Rec. X.650 | ISO/IEC 7498-3 defines the concept of a primitive na@me. A distinguished name can be us¢d as a
prjmitive name for the object it identifies.

NOTE 3 — Because only the object entry and its superiors are involved, distinguished names of objects can never involvg alias
enftries.

Alias|entries also have distinguished names; however, this name cannot be the distinguished name of an object. When
this distinction needs to be made, the complete term "distinguishied name of an alias entry" is used. The distinglished
name|of an alias entry is defined, as for the distinguished name of an object entry, to be the sequence of RDNs pf the
alias ¢ntry and those of all of its superior entries (in descending order).

It alsp proves convenient to define the 'distinguished name' of the root, although this can never be the distinggished
name|of an object. The distinguished name of the root'is defined to be an empty sequence.

If any attribute contributing to an RDN within\the distinguished name for an object has multiple distinguished Yalues
differpntiated by contexts, then that object has multiple distinguished names. Each unambiguously identifies the dbject.
The pgrimary distinguished name is thatdistinguished name for which every RDN is a primary RDN. When conveyed in
protogol, the primary distinguished. ‘name is formed by using the primary distinguished value as value in the
AttriuteTypeAndDistinguishedValue for each attribute in each RDN forming the name. Alternative distingdished
namep are formed by using alteriative distinguished values for attributes in one or more RDNs. In some uses| for a
name} the primary distinguished' name shall be used. In other cases, alternative distinguished names may be used. [Since
the AttributeTypeAndDistinguishedValue in RDNs may include alternate distinguished values i the
valuesWithContext component, any distinguished name may include alternative values within its RDNs.

NOTE 4 — The distinguished name is said to include alternative names when an RDN includes multiple distinguished valjies for
anly contributing ‘dttribute.

Contgxt informadtion may be included with a distinguished name in the valuesWithContext component withip any
RDN] Wherever names are used throughout these Directory Specifications, it is specified if the name shall be the
primgry-distinguished name, if the name may include alternative values, and if context information may be included.
Where there i1s no explicit statement, alternative distinguished names may be used, and the name may include
alternative values and/or context information.

NOTE 5 — Any requirement to use a primary distinguished name in protocol instead of an alternative distinguished name need
not be reflected to the end user.
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An example which illustrates the concepts of RDN and distinguished name appears in Figure 5.
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Figure S — Determination of distinguished names

Alias Names

ias, or an alias name, for an object is a an alternatiy€-name for an object or object entry which is provided |
Falias entries.

alias entry contains, within the aliasedEntryName attribute, a name of some object. The distinguished na
as entry is thus also a name for this object:

DTE 1 — The name within the aliasedEntryName is said to be pointed to by the alias. It does not have to be the disting
me of any entry.

DTE 2 — The AliasedEntryNametattribute value may be the primary distinguished name or any alternative disting

naLne if such exist. Consistency and_interworking with pre-third DSAs may be affected if the primary distinguished name

d.

onversion of an alias’hame to an object name is termed (alias) "dereferencing" and comprises the syste
ement of alias mames, where found within a purported name, by the value of the correspo
tdEntryName attribute. The process may require the examination of more than one alias entry.

particular enfry~in the DIT may have zero or more alias names. It therefore follows that several alias entrie
to the sanmie gntry. An alias entry may point to an entry that is not a leaf entry and may point to another alias {

as entryshall have no subordinates, so that an alias entry is always a leaf entry.
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alias entry shall belong to the alias object class which is defined in 13.3.3.

Family members are not permitted to be alias entries.

10

10.1

Hierarchical groups

Definitions

For the purposes of this Directory Specification, the following definitions apply:

10.1.1  hierarchical child: For an entry, a hierarchical child is an entry for which it is a hierarchical parent.
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10.1.2  hierarchical group: A hierarchical group is a collection of entries, including compound entries, that forms a
logical tree that is not necessarily related to the DIT.

10.1.3  hierarchical leaf: This is an entry within a hierarchical group that has no hierarchical children.

10.1.4  hierarchical level: An integer that gives the distance from an entry within a hierarchical group to the
hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5  hierarchical link: This is a general term for the logical relationship between two entries that have a
hierarchical immediate parent/immediate child relationship.

10.1.6  hierarchical parent: For an entry, the hierarchical parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively all the way up to and including the hierarchical top.

10.1. hierarchical sibling: For an entry, the hierarchical siblings are the entries having the same immediately
hierafchical parent as itself.

10.1. hierarchical sibling-child: For an entry, its hierarchical sibling-children are the complete séf) of hierarfhical
childgen, at all lower levels, of its hierarchical siblings.

10.1.9  hierarchical top: This is the entry within a hierarchical group that is the root of the hi€rarchy. A hierarthical
top hgs no immediately hierarchical parent.

10.1.10 immediately hierarchical child: For an entry, an immediately hierarchical child\is an entry for which it|is the
immeldiately hierarchical parent. This immediately hierarchical child does not need to)be an immediately suborflinate
entry [within the DIT.

10.1.]11 immediately hierarchical parent: For an entry, its immediately hierarchical parent is the entry, that ithin
the hierarchical group, is its immediately superior entry. The immediately-Hierarchical parent does not need to be the
immeldiately superior entry within the DIT.

10.2 Hierarchical relationship

Directory entries have a hierarchical relationship in the way they are placed in the DIT. However, entries may alsq have
hieraichical relationships not reflected in DIT structure. Aslan example, a dynamic organization may not want to geflect
its cufrent organization directly in the DIT, as it may requite frequent changes to the DIT structure. There is thergfore a
requifement in the Directory to be able to reflget hierarchical relationships independent of the DIT structure.
Hierdrchical groups form such relationships. A‘“hierarchical group forms a logical tree with a root calldd the
hierajchical top.

By rdferring to hierarchical relationships, it-is possible in a Search operation to retrieve information not only ffom a
given|entry, but also from other entries Within the same hierarchical group.

A copound entry is considered a single entry in the context of hierarchical groups. A child family member canfot be
part gf a hierarchical group in its Own right.
NOTE — Hierarchical groups.afe intended to permit modelling of collections of distinct objects that have logically informal
rejationships, and partigularly relationships that are, or could be, temporary. Compound entries, in contrast, model objedts that
comprise sub-objectsthatare conveniently considered as a hierarchy.

To d¢scribe navigation within a hierarchical group it is convenient to define terms for the relationships that a|given
entry |has with ather entries within the group. This is done in 10.1. Some of these defined terms for direct relatiopships
are parallel tocthose defined for entry relationships within the DIT (immediately hierarchical child, hierarchical |child,
immefiatelhierarchical parent and hierarchical parent). However, it is also convenient to define terms for| more
distar]t ¢elationships. In some situation, a user may want to retrieve information for hierarchical siblings, and evgn for
their hierarchicatchitdren(fierarchicat stbiing-ciiidren):

An entry can only be a member of a single hierarchical group at one time.

An entry that is part of a hierarchical group holds operational attributes as defined in 14.9. These operational attributes
reflect the relationship with other entries within the group, including the hierarchical level of the entry within the group.
When a compound entry is part of a hierarchical group, the ancestor holds these operational attributes.

A hierarchical group has to be completely outside any service specific administrative area (see 16.3) or has to be
completely contained within a service specific administrative area. A hierarchical group shall be confined to a
single DSA. The Directory service shall detect and prevent attempts to break these rules.
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10.3 Sequential ordering of a hierarchical group

In some situation, e.g., when transmitting a hierarchical group, a sequential ordering rule is required. The sequential
order of a hierarchical group comes from following all the strands of the hierarchical group as follows:

a) The top entry is the first entry in the sequence followed by the remaining entries within a complete strand
going down from top to a hierarchical leaf. It is a local choice which strands to select as the first one.

b) The next strand to be selected is one that has not previously been selected and which has the maximum
number of entries common with the previous selected strand. If several strands are identical in that
respect, selection is a local matter. Only those entries not previously included are included in the

sequence.

mcluded
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SECTION 4 — DIRECTORY ADMINISTRATIVE MODEL

11 Directory Administrative Authority model

11.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

11.1.1 administrative area: A subtree of the DIT considered from the perspective of administration.
11.1.2—administrativeentry—Amentry focatedataradmmistrative pomt—mmmmm
11.1.3 administrative point: The root vertex of an administrative area.

11.1.4 administrative user: A representative of an Administrative Authority. The full definition of the
administrative user concept is outside the scope of this Directory Specification.

11.1.5 autonomous administrative area: A subtree of the DIT whose entries are all administered by the|same
Administrative Authority. Autonomous administrative areas are non-overlapping.

11.1.¢ DIT domain administrative authority: An Administrative Authority in .jt§ role as the entity Having
respopsibility for the administration of a part of the DIT.

11.1.7 DIT domain policy: An expression of the general goals and acceptable procedures for a DIT Domain.

11.1.8 DMD administrative authority: An Administrative Authority in, its’role as the entity responsible fpr the
administration of a DMD.

11.1.9 DMD policy: A policy governing the operation of the DSAs\in‘a DMD.
11.1.10 DMO policy: A policy defined by a DMO, expressed in terms of DMD and DIT Domain policies.

11.1.11 inner administrative area: A specific administrativ¢ area whose scope is wholly contained within the [scope
of angther specific administrative area of the same type.

11.1.12 policy: An expression by an Administrative Authority of general goals and acceptable procedures.
11.1.13 policy attribute: A generic term for any Directory operational attribute which expresses policy.
11.1.14 policy object: An entity with whieh @ policy is concerned.

11.1.15 policy procedure: A rule defining how a set of policy objects should be considered and what actions should
be taljen as a result of this consideration:

11.1.16 policy parameter: A policy procedure is characterized by certain policy parameters which are subject to
configuration (i.e., choice) by'an) Administrative Authority.

11.1.17 specific administrative area: A subset (in the form of a subtree) of an autonomous administrativ¢ area
defing¢d for a particular aspect of administration: access control, subschema or entry collection administration. When
defingd, specific administrative areas of a particular kind partition an autonomous administrative area.

11.1.18 specific’administrative point: The root vertex of a specific administrative area.

11.2 Overview

A fundamental objective of the Directory information model is to consider well-defined collections of entries so that
they may be administered consistently as a unit. This clause clarifies the nature and scope of the authorities responsible
for that administration and the means by which their authority is exercised.

The concept of policy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of
the Directory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Operational Information (see clause 12). This is to allow the modelling of information required for the regulation of
Directory user information and for other administrative purposes.
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Other aspects of the Directory Administrative Model require support for the distribution of administrative and
operational information among the component parts of the Directory, i.e., DSAs. Clauses 22 through 24 describe a DSA
Information Model to support these requirements.

11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and
acceptable procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and
in terms of aspects within which an administrative user has some degree of freedom of action and specific
responsibilities.

An Administrative Authority expresses DMO policy in terms of:

—  DIT Domain Policy;
—  DMD Policy.

Thesg policies may be expressed as policy attributes. A model of DIT policies is defined in 11.6.

NOTE — Clause 14 defines the system schema necessary to support the administration of collective attribufes” Clause 15 defines a
frgmework for supporting subschema administration policies. Clause 17 defines a framework supporting‘access control poljcies.

DM policies relate specifically to DSAs as components of the distributed Directory’ These DMD polici¢s are
descr]bed in 11.7 which defines a model for DSA administration.

Finally, there are policies which relate to external matters (such as bilateral agreements between DMOs) and are
therefore not further described here.

A policy object is an entity with which a policy is concerned (e.g., a subscherha administrative area is a policy objgct).

A policy procedure is a rule defining how a set of policy objects shoulddbe considered and what actions should be|taken
(and pnder what circumstances) as a result of this consideration (€:g., clause 15 defines subschema administration
policy procedures).

A policy procedure is characterized by certain policy parameters which are subject to configuration (i.e., choice)|by an
Administrative Authority.

Opergtional attributes are used to represent policy parameters. The values of such an attribute form an expressjon of
some|or all of the policy parameter it represents.

11.4 Specific administrative authorities

The pdministration of a DIT Domain ‘involves the execution of five functions related to different aspe¢ts of
administration:

—  naming administration;

subschema administration;
—  security admifistration;
—  collective/attribute administration;

—  service administration.

A spdcific Administrative Authority is an Administrative Authority in its role as the entity responsible for one of] these
specific aspects of DIT Domain policy.

The term Naming Authority (see clanse 9) identifies the role of the Administrative Authority as it pertains 1o the
allocation of names and administration of the structure of these names. A role of the Subschema Authority is to
implement these naming structures in the subschema.

The term Subschema Authority identifies the role of the Administrative Authority as it pertains to the establishment,
administration and execution of the subschema policy controlling the naming and content of entries in a DIT Domain.
Clause 15 describes Directory support of Subschema Administration.

The term Security Authority (see ITU-T Rec. X.509 | ISO/IEC 9594-8) identifies the role of the Administrative
Authority as it pertains to the establishment, administration and execution of a security policy governing the behaviour
of the Directory with respect to entries in a DIT Domain.
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The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertains to the
establishment and administration of collective attributes (see 12.7) in a DIT Domain.

The term Service Authority identifies the role of the Administrative Authority as it pertains to the establishment and
administration of service constraints and adjustment.

11.5 Administrative areas and administrative points

11.5.1 Autonomous administrative areas

Each entry in the DIT is administered by precisely one Administrative Authority (which may operate in different roles).
An autonomous administrative area is a subtree of the DIT whose entries are all administered by the same
Administrative Authority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas.

The get of one or more autonomous administrative areas for which a DMO has administrative authority is ity DIT
Domgin. This is represented in Figure 6.

Autmeomous
Area (»\AA)

X.501_F06

Figure 6 — A DIT Domain

11.5.1 Specific administrative areas

In thq same way that an Administratiye Authority may operate in a specific role, entries in an administrative arej may
be considered in terms of a spe€ific’ administrative function. When viewed in this context, an administrative area is
termed a specific administrative area. There are five kinds of specific administrative area:

—  subschema. admiinistrative areas;

— access €ontrol administrative areas;

—  collective-attribute administrative areas;
— _‘context default administrative areas;

~ \/~service administrative areas.

An autonomous administrative area may be considered as implicitly defining a single specific administrative area for
each specific aspect of administration. In this case, there is a precise correspondence between each such specific
administrative area and the autonomous administrative area.

Alternatively, for each specific aspect of administration, the autonomous administrative area may be partitioned into
non-overlapping specific administrative areas.

If so partitioned for a particular aspect of administration, each entry of the autonomous administrative area is contained
in one and only one specific administrative area of that aspect.
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A specific Administrative Authority is responsible for each specific administrative area. If, for a particular
administrative aspect, an autonomous administrative area is not partitioned, a specific Administrative Authority is
responsible for that administrative aspect for the entire autonomous administrative area.

11.5.3 Inner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kinds of
specific administrative areas may be defined:

a) to represent a limited form of delegation; or

b) for administrative or operational convenience (e.g., where the administrative point of a subtree is in a
DSA other than the one holding the entries within the subtree, that subtree may be designated as an inner
arca 10 atltow adminiSration via the tocat DSA).

An inner administrative area may be nested within another inner administrative area.

Inner|areas represent areas of limited autonomy. Entries in inner areas are administered by the specific AdminisIative
Authgrities of the specific administrative areas within which they are contained, and also by the "Adminisfrative
Authgrities of the inner areas within which they are contained. The former authorities have overall control ¢f the
policiles regulating these entries while the latter authorities have (limited) control over those aspeets of policy delggated
to them by the former.

The fules for nested inner areas, should they be permitted, shall be defined as part of\the definition of the specific
administrative aspect within which they are contained.

11.5.4  Administrative points

The gpecification of the extent of an autonomous administrative area is implicit and consists of the identification of a
point(in the DIT (the root of the autonomous administrative area's subtfée); an autonomous administrative point| from
whicl) the administrative area proceeds downwards until another autenomous administrative point is encountered, at
whiclj another autonomous area begins.

NOTE 1 — The immediate subordinates of the root of the DIT are autonomous administrative points.

Wherg an autonomous administrative area is not partitioned for a specific aspect of administration, thep the
admiIistrative area for that aspect coincides with the-atitonomous administrative area. In this case, the autongmous
administrative point is also the specific administrative point for this aspect of administration.

Wherp an autonomous administrative area is pastitioned for a specific aspect of administration, then the specificatjon of
the extent of each specific administrative area\consists of the identification of the root of the specific adminisfrative
area's| subtree, a specific administrative point, from which the specific administrative area proceeds downwardg until
anothr specific administrative point (of the same administrative aspect) is encountered, at which another sgecific
administrative area begins.

SpecIlc administrative areas are always bounded by the autonomous administrative area they partition.

A paticular administrative @eint may be the root of an autonomous administrative area and may be the root of ¢ne or
more [specific administrative areas.

The dpecification of the’ extent of an inner administrative area (within a specific administrative area) consists pf the
identification of the' root of the inner administrative area's subtree, an inner administrative point. An |inner
administrative-area is bounded by the specific administrative area within which it is defined.

An aflministrative point corresponding to the root of an autonomous administrative area represents a DIT Dpmain
(and DSA) "boundary. That is, its immediate superior in the DIT must be under the administrative authorjty of

1
anotherD™Db:-

NOTE 2 — This implies that a DMO cannot arbitrarily partition a DIT Domain into autonomous administrative areas.

An administrative point is represented in the Directory information model by an entry holding an administrativeRole
attribute. The values of this attribute identify the type of administrative point. This attribute is defined in 14.3.

Clauses 22 through 24 describe how administrative areas are mapped onto DSAs and the DSA information model.

Figure 7 depicts an autonomous administrative area which has been partitioned into two specific administrative areas
for a specific aspect of administration (e.g., access control). In one specific administrative area, a nested inner
administrative area has been created (e.g., because the subtree is to be held in a different DSA from the remainder of the
specific administrative area).
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Figure 7 uses the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) and IAP
(Inner Administrative point).
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\
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Wherg inner administrative areas are used, the scopes of these areas\unay overlap.

Thergfore, for each specific aspect of administrative authority, a'definition is required of the method of combinat]
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Figure 7 — Administrative points and areas

Administrative entries

try located at an administrative point is an administrative entry. Adnfinistrative entries may have special e

htries,
subentries, as immediate subordinates. The administrative entry and its associated subentries are used to cpntrol
the efjtries encompassed by the associated administrative area.

on of

administrative information when it is possible for entries totbe included in more than one subtree or subtree refinpment

assocC

NOQTE — It is not necessary for an administrative poinf-to represent each specific aspect of administrative authority. For ex
there might be an administrative point, subordinate te-the root of the autonomous administrative area, which is used for

control purposes only.

ated with an inner area defined for that aspect.

hmple,
Access

bolicy

11.6 DIT Domain policies

A DIl Domain policy has the following components: DIT policy objects, DIT policy procedures, and DIT
paranpeters.

An operational attribute that.répresents a DIT policy parameter is termed a DIT policy attribute (e.g., subs¢hema

admif

For a
actior]
all as
proce

listration operationalattributes defined in clause 14 are DIT Domain policy attributes).

dure shall take such circumstances into account as part of its definition.

Specil

11.7

Iﬁc DIT Domain policy objects and attributes are defined in clause 15 to support subschema administration.

DMD policies

particular DSA} the possible values of a policy parameter may not correspond to distinct, realizable courfes of
for that coriipenent. This may be the case, for example, when the DSA lacks the technical capability to pgrform
pects of the policy procedure (e.g., implement a particular access control scheme). To be well-defined, a policy

A DMD policy is a policy that pertains to the operation of one or more of the DSAs in the DMD. A DMD policy may
apply either to all the DSAs in the DMD in a uniform manner, to a subset of the DSAs in the DMD, or it may apply to

one specific DSA.

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by one or

more

DSA:s.
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Examples of such restrictions are:

a) Limiting the basic service provided to Directory (i.e., non-administrative) users to interrogation
operations only, in accordance with CCITT Rec. F.500.

b) Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

c) Limitations on requests accepted from users accessing the DSA directly when chaining is required to
DSAs in the DMD known to be subject to limitations of the kind indicated in the previous point.

d) Constraints on the kinds of searches certain users can perform, and on the characteristics of such searches
(e.g., relaxation policies).
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SECTION 5 - MODEL OF DIRECTORY ADMINISTRATIVE
AND OPERATIONAL INFORMATION
12 Model of Directory Administrative and Operational Information

12.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

12.1. ba ibtree
specification.
12.1. chop: A set of assertions concerning the names of the subordinates of a base.

12.1.3  directory operational attribute: An operational attribute defined and visible in the Directory| Adminis{rative

directory system schema: The set of rules and constraints concerning operational atttibutes and subentrjes.

b entry: A Directory entry or extended Directory entry, depending on the cehtext (either users and their
i¢ations or administration and operation of the Directory) in which the term is used.

subentry: A special sort of entry, known by the Directory, used to hold.information associated with a spibtree

subtree: A collection of object and alias entries situated at the vertices of a tree. The prefix "sub" emphhsizes
that the base (or root) vertex of this tree is usually subordinate to the rootof.the DIT.

12.1.8 subtree refinement: An explicitly specified subset of,thé\entries in a subtree, where the entries afe not
locatqd at the vertices of a single subtree.

12.1.9  subtree specification: The explicit specification of\a subtree or subtree refinement. A subtree specififation
consigts of zero or more of the specification elements base, chop and specification filter. The definition is t¢rmed
"explfcit" (in contrast to that of an administrative area)\because the portion of the DIT subordinate to the base that is
included in the subtree or subtree refinement is explieitly specified.

12.2 Overview
From|an administrative perspective, user information held in the DIB is supplemented by administrative and operational
infortation represented by:

—  operational attributes;y which represent information used to control the operation of the Directory| (e.g.,
access control information) or used by the Directory to represent some aspect of its operation (e.g4 time
stamp information); and

—  subentriesyWwhich associate the values of a set of attributes (e.g., collective attributes) with entries within
the scope,of the subentry. The scope of a subentry is a subtree or subtree refinement.

This fnformation;yllustrated in Figure 8, may be placed in the Directory by administrative authorities or by DSAF, and
is used by the.Diréctory in the course of its operation.

Two mechanisms in the Directory abstract service that relate to this view of Directory information are:

eslin an

entry; and

— the subentries service control has been added to permit the List and Search operations to apply either to
object and alias entries or to subentries.

Access to operational information, as for user information, may be limited by an access control mechanism.

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 22 through 24, expresses the mapping
of these entries onto the information repositories of DSAs.
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Figure 8 — Model of Directory Administrative and Operational-Information

Subtrees

Overview

tree is a collection of object and alias entries situated at the yertices of a tree. Subtrees do not contain sube
refix "sub", in subtree, emphasizes that the base (or root) yertex of this tree is usually subordinate to the r

tree begins at some vertex and extends to some identifiable lower boundary, possibly extending to leay
e is always defined within a context which implicitly bounds the subtree. For example, the vertex and
laries of a subtree defining a replicated areasaté bounded by a naming context. Similarly, the scope of a s
ng a specific administrative area is limited\to.the context of an enclosing autonomous administrative area.

Subtree specification

be specification is the definition of a subset of the entries below a specified vertex which forms the base
e or subtree refinement.

ertex and/or the lower beundary of the subtree may be implicitly specified, in which case they are determin
ntext within which the_subtree is used.

ertex and/or the lower boundary may be explicitly specified using the mechanism specified in this clause
hnism may alse’be/tsed to specify subtree refinements which are not true tree structures.
DTE — The topological concept of a (sub)tree is useful in considering such specifications, although a particular specif]
y determinie a collection of entries that are not located at the vertices of a single (sub)tree. The term subtree refinen
pferred.when the entries of the collection are not so located.
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iffication of a subtree consists of three optlonal elements of specification which identify the base of the subtrep

htries.
bot of

es. A
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e, and

hese alements af snecification are-
i

a) Base — The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree

specification;

b) Chop — A set of assertions concerning the names of the subordinate entries; and

c) Specification filter — A proper subset of the assertive capability of a filter applied to the subordinates.
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The specification of a subtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE {
base [0] LocalName DEFAULT {},
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL }

-- empty sequence specifies whole administrative area
The three components of this sequence correspond to the three specification elements identified above.

Where a value of SubtreeSpecification identifies a collection of entries that are located at the vertices of a single
subtree, the collection is termed a "subtree"; otherwise, the collection is termed a "subtree refinement".

The $ubtreeSpecification type provides a general purpose mechanism for the specification of subtrees and-spibtree
refindgments. Any particular use of this mechanism defines the specific semantics of precisely what is specified-angl may
impoge limitations or constraints on the components of SubtreeSpecification.

Wher] each of the components of SubtreeSpecification is absent (i.e., a value of type SubtreeSpegification wHich is
an eanty sequence, {}), the subtree so specified is implicitly determined by the context/)within which the
SubtreeSpecification is used.

Thesg terms are illustrated in Figure 9, for the case where subtrees are deployed within/the-context of administrative
areas

A Administrative

7”\Point (AP)
N\
Local name j‘
Subtree
N AP
[ N 4
[ Bt /
HAdministrative iy
FATeal(tAA)
Subtree
refinement @ AA
X.501_F09

Figure 9 — Specification of Subtrees and Subtree Refinements
within the context of Administrative Areas

12.3.3 Base

The Base component of SubtreeSpecification represents the root vertex of the subtree or subtree refinement. This may
be an| entry which' is subordinate to the root vertex of the identified scope or may be the root vertex of the identified
scope itselfi(the default).

The relative name of the root vertex of the subtree with respect to the root vertex of the identified scope is a vaJue of
typeLocatName:

LocalName ::= RDNSequence

Note that the root vertex of the identified scope and the root vertex of the subtree coincide when LocalName is omitted
from SubtreeSpecification.

RDNs used to name the root vertex of the subtree shall be primary RDNs.
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12.3.4  Chop Specification

The ChopSpecification component consists of a set of assertions concerning the names of the subordinates of a base. It

consi

sts of a value of type ChopSpecification:

ChopSpecification ::= SEQUENCE {

specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {

chopBefore [0] LocalName,

chopAfter [1] LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }

This type is intended to permit the specification of a tree structure (or subset thereof) starting at the base by two

meth

Wherg any attribute in an RDN in chopBefore or chopAfter has multiple distinguished values diffetentiat]

conte

12.3.4.1 Specific Exclusions

The gpecificExclusions component has two forms, chopBefore and chopAfter, which may be'used individually
combjnation.

The ¢hopBefore component defines a list of exclusions, each in terms of some limit peint which is to be exc
along| with its subordinates, from the subtree or subtree refinement. The limit peints’are the entries identified
LocalName, relative to the base.

The dhopAfter component defines a list of exclusions, each in terms of somig limit point whose subordinates are
Hed from the subtree or subtree refinement. The limit points are the €ntties identified by a LocalName, relafive to
the bgse.

exclu

12.3.4.2 Minimum and Maximum

Thesg¢ components allow exclusion of all entries that are superior to entries that are minimum RDN arcs below th
as wdll as entries which are subordinate to entries that are.\maximum RDN arcs below the base. These distanc
expregsed by values of the type BaseDistance:

Base

For the purpose of chop specifications, a compound entry is counted as a single entry. In a compound entry, all {

members are counted as having the same base distance as the ancestor, since they are all part of the same logical entry.

A valpe of minimum equal to zero (the-default), corresponds to the base. An absent maximum component indicatd
no loer limit should be imposed-en-the subtree or subtree refinement.

12.3.5 Specification Filter

The $pecificationFilterCeomponent consists of a proper subset of the assertive capability of a filter (see I
K.511 | ISO/IEC9594-3) applied to the subordinates of a base. Only entries for which the filter evaluates t
are included in theresulting subtree refinement. It consists of a value of type Refinement:

Rec.

Refinement :=*CHOICE {

ds, specific exclusions and base distance.

kt, the primary distinguished value shall be used as the value in the RDN in LocalName.

Distance ::= INTEGER (0..MAX)

ed by

or in

uded,
by a

to be

e base
ES are

amily

s that

TU-T
D true

item [0] OBJECT-CLASS.&id,
and [1] SET OF Refinement,
or [2] SET OF Refinement,
not [3] Refinement }

A Refinement evaluates to TRUE as if it were a filter making an equality assertion regarding values of the attribute
type objectClass only.

If a family member is excluded from a subtree by this specification, all its subordinate family members are also

exclu

40
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12.4 Operational attributes

There are three varieties of operational attributes: Directory operational attributes, DSA-shared operational attributes,
and DSA-specific operational attributes.

Directory operational attributes occur in the Directory information model and are used to represent control information
(e.g., access control information) or other information provided by the Directory (e.g., an indication of whether an entry
is a leaf or non-leaf entry).

DSA-shared operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

DSA-specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Inforation Models.
NOTE — These are described in clauses 23 through 24.

The {efinition and use of each operational attribute is a matter for specification in the appropriaté Dir¢ctory
Specilfication.

12.5 Entries

12.5.] Overview

From| an administrative perspective, user information held in an entry may be supplemented by administrativie and
operational information represented by operational attributes.

The IDirectory uses the object class attribute and DIT content rules applicable to an entry to control the user attrjbutes
requifed and permitted in the entry. The operational attributes of an entry<re 'governed by the Directory system s¢ghema
(see dlause 14) applicable to the entry.

12.5.2  Access to operational attributes

Although not normally visible, the directory operational attributes within entries may be made visible to authgrized
(e.g., administrative) users of the directory abstract seryice. Certain operational attributes (e.g., entryACl, or

modifyTimestamp) might also be available to ordinary-usérs.

12.6 Subentries

12.6.] Overview

A subentry is a special kind of entry immediately subordinate to an administrative point. It contains attributes that
pertain to a subtree (or subtree sefinement) associated with its administrative point. The subentries and| their
administrative point are part of th€ same naming context (see clause 21).

A sirjgle subentry may serve.all or several aspects of administrative authority. Alternatively, a specific aspgct of
administrative authority may-be handled through one or more of its own subentries. At most one subentry is perfitted
for al subschema administrative authority. Access control and collective attribute authorities may have sgveral
subertries.

A subentry is ot ‘considered in list and search operations unless the subentries service control is included |n the
requept.

A subentrysshall not have subordinates.

The structure of a subentry corresponding fo an administrative point is depicted in Figure 10.
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Figure 10 — Structure of a Subentry

entry consists of:

the subentry;

—  asubtreeSpecification attribute, specified in clause 14;

operation of the Directory;

— other attributes, depending on the values of the objectClass attribute.

Subemtries may also contain operational attributes with appropriate semantics (see 12.6.4).
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— a commonName attribute, specified in ITU-T Rec. X.520 | ISO/IEG.9594-6 which contains the R]

— an objectClass attribute, specified in clause 13, which ‘indicates the purpose(s) of the subentry

ommonName attribute used as the subtree identifier serves to distinguish the various subentries that m

DTE — The value of this attribute might beselected to serve as a mnemonic to representatives of the Administrative Auth

ommonName attribute for a subentry may not contain multiple distinguished values differentiated by cd

subtreeSpecification\ attribute defines the collection of entries within the administrative area with whig

bjectClass attribute of all subentries shall contain the value subentry. The subentry object class is a stru
class, defined in clause 14, used to include the commonName, subtreeSpecification and objectClass attr

DN of

in the

ay be

rity.

ntext;

h the

ctural
butes

in all

subentries.

In order to regulate the remaining attributes, the other values of the objectClass attribute, representing the auxiliary
object classes allowed for the subentry, shall be used.

The definition of the semantics of one of these values includes an identification and specification of zero or more
attribute types that shall or may appear in the subentry when the objectClass attribute assumes the value. The definition
of the semantics of a value for the objectClass attribute shall include:

42

— an indication of whether an entry may be included in more than one subtree or subtree refinement
associated with the particular purpose (e.g., it may not be permitted in the case of subschema, but may

be permitted for access control); and if so
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— the effects of the combination of associated subentry attributes, if any.

A subentry of a particular object class may only be subordinate to an administrative entry if the administrativeRole
attribute permits that class of subentry as a subordinate.

As for object and alias entries, information held in a subentry may be supplemented by administrative and operational
information represented by operational attributes. For example, a subentry is permitted to contain entry ACI, provided
only that this ACI is permitted by and consistent with the value of the accessControlScheme attribute of the
corresponding access control specific point. Similarly, a subentry may contain a modifyTimestamp.

12.6.5  Other subentry attributes
The remaining attributes within _a subentry depend on the values of the objectClass attribute. For example, a
subschema attribute may only be placed in a subentry if its objectClass attribute has subschema as one of its Valiles.

12.7 Information model for collective attributes

An aptonomous administrative area may be designated as a collective attribute specific administrative area in|order
to deploy and administer collective attributes. This shall be indicated by the presence of the [value
id-ar-{collectiveAttributeSpecificArea in the associated administrative entry's administrativeRole attribute (in addition
to the presence of the value autonomousArea, and possibly other values).

Such jan autonomous administrative area may be partitioned in order to deploy and administer collective attributes|in the
specific partitions. In this case, the administrative entries for each of the collective attribute specific administrative| areas
are injdicated by the presence of the value id-at-collectiveAttributeSpecificArea i these entries' administrativeRole
attribpites.

If sudh an autonomous administrative area is not partitioned, there is a sifigle’specific administrative area for collpctive
attribfites encompassing the entire autonomous administrative area.

Addifiionally, a specific administrative area defined for the purposé«of collective attribute administration may be firther
divided into nested inner areas for the same purpose. The administrativeRole attribute of the administrative entries for
each $uch inner administrative area shall indicate this by the ptesence of the value id-ar-collectiveAttributelnnerArea.

An entry collection and its associated collective attributes are represented in the Directory information mode] by a
subertry, termed a collective attribute subentry, whose objectClass attribute has the [value
id-scicollectiveAttributeSubentry, as defined in ¢lause 14. A subentry of this class may be the immediate suborflinate
of an administrative entry whose administrativeRole attribute contains the value
id-ar{collectiveAttributeSpecificArea or id-ar-collectiveAttributelnnerArea.

Wherp there are different entry collections within a given collective attribute area, each shall have its own subentry.

The entry collection itself is defined by'the value of the subtreeSpecification operational attribute of the subentry,. This
value| defines the scope of the 'collective attribute subentry. The user attributes of the subentry are the collpctive
attribpites of the entry collectién.

NOTE 1 — Because subtre¢ refinement is based on object class, the association of collective attributes with object entries can be
ddne in a manner thatfiaturally extends the schema for these entries. For example, the organizationalPerson entries| of an
orpanization might-be extended with a set of collective attributes appropriate for all persons affiliated with the organizatlion by
the creation of a.subentry whose associated subtree is refined to include only organizationalPerson entries and which c¢ntains
the organization'sset of collective attributes. Additionally, a DIT Content Rule for such entries would need to be defined tq allow
colllective attributes to become visible in the entries.

Colleftivé.attribute types and non-collective attribute types differ semantically. An attribute type capable of expr¢ssing
collegtive)semantics shall be designated as a collective attribute type at the time of its definition.

NOTE 2 — Merging procedures employed by the Directory in the case of independent sources of values of a collective attribute
type are described in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Collective attributes may be excluded from appearing in a particular entry through use of the collectiveExclusions
attribute defined in clause 14.

12.8 Information model for context defaults

An autonomous administrative area may be designated as a context default specific administrative area in order
to deploy and administer context defaults. This shall be indicated by the presence of the value
id-ar-contextDefaultSpecificArea in the associated administrative entry's administrativeRole attribute (in addition to
the presence of the value id-ar-autonomousArea, and possibly other values).
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Such an autonomous administrative area may be partitioned in order to deploy and administer context defaults in the
specific partitions. In this case, the administrative entries for each of the context default specific areas are indicated by
the presence of the value id-ar-contextDefaultSpecificArea in these entries' administrativeRole attribute.

If an autonomous administrative area is not partitioned, there is a single specific administrative area for context defaults
encompassing the entire autonomous administrative area.

Context defaults are represented in the Directory Information model by a subentry, termed a context default subentry,
whose objectClass attribute has the value id-sc-contextAssertionSubentry as defined in 14.7. A subentry of this class
may be the immediate subordinate of an administrative entry whose administrativeRole attribute contains the value
id-ar-contextDefaultSpecificArea.

The context default subentry defines a get of context assertions. any-one of which is qpp]ipr] whenever there is no
contekt assertion applicable to a given attribute type specified by the user when accessing the portion of the DIT-d¢fined
by th¢ subtreeSpecification operational attribute of the subentry. Application of default context assertionscis:des¢ribed
in 8.92.2, and in 7.6.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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SECTION 6 — THE DIRECTORY SCHEMA

13 Directory Schema

13.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
13.1.1  attribute syntax: The ASN.1 data type used to represent values of an attribute.

13.1.] i : T T ; ; t use,
object classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory Schgma is
manifested as a set of non-overlapping subschemas each governing entries of an autonomous administrativeyareq (or a
subschema specific partition thereof). The Directory schema is concerned only with Directory User Information.

13.1.3  (directory) subschema: The set of rules and constraints concerning DIT structure, DIT content, object classes
and attribute types, syntaxes and matching rules which characterize the DIB entries within an autondmous
administrative area (or a subschema specific partition thereof).

13.1.4 DIT content rule: A rule governing the content of entries of a particular structural object class. It spgcifies
the ayxiliary object classes and additional attribute types permitted to appear, or excluded* from appearing, in entties of
the indicated structural object class.

13.1.53 DIT context use: A rule governing the context types that may be associated with attribute values of particular
attribite types. It specifies the permitted and the mandatory context types for’the attribute type.

13.1.6 DIT structure rule: A rule governing the structure of the) DIT by specifying a permitted superfor to
subordinate entry relationship. A structure rule relates a name form,*and’ therefore a structural object class, to superior
structpre rules. This permits entries of the structural object class*identified by the name form to exist in the DIT as
subordinates to entries governed by the indicated superior structu® rules.

13.1.7 governing structure rule (of an entry): With respect to a particular entry, the single DIT structure rule that
appligs to the entry. This rule is indicated by the governingStructureRule operational attribute.

13.1.8 name form: A name form specifies a permissible RDN for entries of a particular structural object clgss. A
name| form identifies a named object class and.one“or more attribute types to be used for naming (i.e., for the RDN).
Namg forms are primitive pieces of specificationused in the definition of DIT structure rules.

NOTE — Name forms are registered and have' global scope. DIT structure rules are not registered and have the scope [of the
administrative area with which they areg@associated.

13.1.9  superior structure rule{ With respect to a particular entry, the DIT structure rule governing the d¢ntry's
superjor.

13.2 Overview

The IDirectory Schemanis a set of definitions and constraints concerning the structure of the DIT, the possible|ways
entries are named,the information that can be held in an entry, the attributes used to represent that information and their
organjization info )hierarchies to facilitate search and retrieval of the information and the ways in which valyes of
attribfites may-be matched in attribute value and matching rule assertions.

NOTE™, - The schema enables the Directory system to, for example:

n);
—  prevent the addition of attribute-types to an entry inappropriate to the object-class (e.g., a serial number to a person's
entry);

—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type (e.g., a printable
string to a bit string).

Formally, the Directory Schema comprises a set of:
a) Name Form definitions that define primitive naming relations for structural object classes;

b) DIT Structure Rule definitions that define the names that entries may have and the ways in which the
entries may be related to one another in the DIT;
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¢)

d)

f)

DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond those
indicated by the structural object classes of the entries;

Object Class definitions that define the basic set of mandatory and optional attributes that shall be
present, and may be present, respectively, in an entry of a given class, and which indicate the kind of
object class that is being defined (see 7.3);

Attribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a
collective attribute, whether it is permitted to have multiple values and whether or not it is derived from
another attribute type;

Matching Rule definitions that define matching rules;

2

DIT Context Use definitions that govern the context types that may be associated with attribute yalpes of
any particular attribute type.

Figurg 11 illustrates the relationships between schema and subschema definitions on the one side,-and the| DIT,

directory entries, attributes, and attribute values on the other.

Figurg 11 is interpretedias follows:

r ~
Directory rules for .~ Directory
Schema " Information Tree
| J -
uses | belong to
e N
Subschema rules for R Subschema
DIT Structure Rule " Administrative Areas
| J
uses | 1 belong to
( Name Form ) rules for
DIT Content Rule > Entries
Object Class
|\ J
A
use | belong to
r ~
Attribute Types rafes for R )
DIT Context Use i’ Altributes
. J c
use | belong to
e R
ASN.1 type rules for R
Matching Rule e Values
. J/

X.501_F11

Figure 11 — Overview of Directory Schema

the ifems listed vertically on the left represent elements of schema;

the items listed vertically on the right represent instances of corresponding schema items, instartiated
according to the rules defined by these schema items;

the relationship between items of schema is illustrated by the "uses" relationship;

the relationship between instances of different aspects of schema is illustrated using the "belong to"
relationship.

The Directory Schema is distributed, like the DIB itself. It is manifested as a set of non-overlapping subschemas each
governing entries of an autonomous administrative area (or a subschema specific partition thereof). A subschema
administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema having global
scope which are defined in these Directory Specifications: name forms, object classes and attributes (types and
matching rules). It may also choose to define alternatives to these elements more appropriate to its own environment or
it may choose some intermediate approach, using both standardized and proprietary schema elements.
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The subschema administrative authority defines those schema elements whose scope is limited to the subschema: DIT
structure rules, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicable to which attribute types.

The Directory Schema is concerned only with directory user information. Although some support for the specification
of operational information is provided in the notation defined in this clause, the regulation of Directory Administrative
and Operational Information is the concern of the Directory System Schema.

NOTE 2 — The Directory System Schema is described in clause 14.

13.3 Object class definition

The definition of an nhjpnf class involves:

a) indicating which classes this object class is to be a subclass of;
b) indicating what kind of object class is being defined;

c) listing the mandatory attribute types that an entry of the object class shall contain_in laddition fo the
mandatory attribute types of all its superclasses;

d) listing the optional attribute types that an entry of the object class may contain imaddition to the optional
attributes of all its superclasses;

e) assigning an object identifier for the object class.
NOTE — Collective attributes shall not appear in the attribute types of an object class definition.

13.3.1 Subclassing

Therd are restrictions on subclassing, namely:

—  only abstract object classes shall be superclasses of otheré@bstract object classes.

Therq is one special object class, of which every structural object class'is a subclass. This object class is called top. top
is an abstract object class.

13.3.2  The object class attribute

Eveny| entry shall contain an attribute of type objectClass to identify the object classes and superclasses to whi¢h the
entry belongs. The definition of this attribute is givemin 13.4.8. This attribute is multi-valued.

Therq shall be one value of the objectClass attribute for the entry's structural object class and a value for each|of its
supertlasses. top may be omitted.

An enjtry's structural object classes shall not be changed. The initial values of the objectClass attribute are provided by
the uger when the entry is created.

Wherg auxiliary object classes are’used, an entry may contain values of the objectClass attribute for the auyiliary
object classes and their superclasses allowed by a DIT content rule. If a value for an allowed auxiliary object class is
present, then values for the.superclasses of the auxiliary object class shall also be present.

Wherg the objectClass attribute contains an object identifier value for an auxiliary object class, then the entry| shall
contajn the mandatory attributes indicated by that object class.

NOTE 1 — The tequirement that the objectClass attribute be present in every entry is reflected in the definition of top.

NOTE 2 —Because an object class is considered to belong to all its superclasses, each member of the chain of superclasses up to
top is xepresented by a value in the objectClass attribute (and any value in the chain may be matched by a filter).

NOTE)3 — Access Control restrictions may be placed on modification of the objectClass attribute.

In conjunction with the applicable DIT content rules, the Directory enforces the defined object class for every entry in
the DIB. Any attempt to modify an entry that would violate the entry's object class definition that is not explicitly
allowed by the entry's DIT content rule shall fail.

NOTE 4 — In particular, the Directory will ordinarily prevent:

a) attribute types absent from an entry's structural object class definition and not permitted by the entry's DIT content
rule being added to an entry of that object class;

b) an entry being created with one or more absent mandatory attribute types for an object class of the entry;

¢) amandatory attribute type for the object class of the entry being deleted.
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13.3.3  Object class specification
Object classes may be defined as values of the OBJECT-CLASS information object class:

OBJECT-CLASS := CLASS {
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,
&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[ SUBCLASS OF &Superclasses ]
[KIND &kind ]
[ MUST CONTAIN &MandatoryAttributes ]
[ MAY CONTAIN &OptionalAttributes ]
ID &id }

Obje¢tClassKind ::= ENUMERATED {
abstract (0),
structural (1),
auxiliary (2) }

For an object class which is defined using this information object class:
a) &Superclasses is the set of object classes which are its direct superclasses;
b) &kind is its kind;

c¢) &MandatoryAttributes is the set of attributes which entries of that'class shall contain;

attribute appears in both the mandatory and optional sets, it shall be considered mandatory;

e) &id is the object identifier assigned to it.

The dbject classes previously mentioned (top and alias) are defined below:

top OBJECT-CLASS ::= {

KIND abstract
MUST CONTAIN { objectClass }
ID id-oc-top }

alias |OBJECT-CLASS ::= {

SUBCLASS OF {top}

MUST CONTAIN  { aliasedEntryName }
ID id-oc-alias.}

d) &OptionalAttributes is the set of attributes which entrie$. of that class may contain, except that

if an

NOTE 1 — The object class alias does not specify appropriate attribute types for the RDN of an alias entry. Administrative

Afthorities may specify subclasses of the class alias which specify useful attribute types for RDNs of alias entries.

parent OBJECT-CLASS ::= {

KIND abstract

ID id-oc-parent }
child| OBJECT-CLASS ::= {

KIND auxiliary

ID id-oc-child }

The parent object class is derived by the presence of an immediately subordinate family member, marked by the
presence of a child object class value. It may not be directly administered. The child object class value may only be
added or removed when the result is consistent with the architecture of compound entries (e.g., the subordinates of

family members shall always have a child object class).

NOTE 2 — The object classes parent and child do not specify any appropriate attribute types for the RDNs of family members.

This will be done in the normal way via the appropriate structural object classes and name forms for these entries.
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13.4 Attribute type definition

The definition of an attribute type involves:

a) optionally indicating that the attribute type is a subtype of a previously defined attribute type, its direct
supertype;

b) specifying the attribute syntax for the attribute type;
¢) optionally indicating the equality, ordering and/or substring matching rule(s) for the attribute type;
d) indicating whether an attribute of this type shall have only one or may have more than one value;

e) indicating whether the attribute type is operational or user;

H—eptionaly-indteating-thatatserattribtite-typeiseoHeetive:

g) optionally indicating that an operational attribute is not user modifiable;
h) for operational attributes, indicating the application;

i)  assigning an object identifier to the attribute type.

Any piser attribute can be identified by an administrative authority as an anchor attribute, hdving friend attriputes.

Therdfore, the attribute type definition does not identify the friends of an anchor attribute)) This may vary| from
subschema to subschema.

13.4.1 Operational attributes

Some| operational attributes are under direct user control. In other cases the operational attribute's values are confrolled
by th¢ Directory. In the latter case, the definition of the operational attribute shal{*indicate that no user modificatipns to
the atfribute values are permitted.

The specification of an operational attribute type shall indicate its application, which shall be one of the following]
—  Directory operational attribute (e.g., access control attributes);
—  DSA-shared operational attribute (e.g., a master-aé¢ess-point attribute);

—  DSA-specific operational attribute (e.g., a copy-status attribute).

13.4.] Attribute hierarchies

An aftribute hierarchy shall contain either user attributes or operational attributes but not both. It follows that & user
attribfite shall not be derived from an operationaliattribute and that an operational attribute shall not be derived ffom a
user gttribute.

An operational attribute that is a subtype of another operational attribute shall have the same application [as its
superfype.

If an attribute type is not a subtype.of another attribute type, the attribute syntax and matching rules (if applicable) shall
be specified in the attribute. type definition. Specifying an attribute syntax shall be done by directly specifyirjg the
ASN |l data type.

If an fttribute type isdsubtype of an indicated type, the definition need not specify an attribute syntax, in which case its
attribfite syntax is that of its direct supertype. If the attribute syntax is indicated and the attribute has a direct supertype,
the indicated syntax shall be compatible with the supertype's syntax, i.e., every possible value satisfying the attribute's
syntak shall also Satisfy the supertype's syntax.

If an fttribute type is a subtype of another attribute type, the matching rules applicable to the supertype are applicgble to
the sybtype. unless extended or modified in the definition of the subtype. A matching rule defined for a supertypg may
not be removed when defining a subtype.

13.4.3  Friend attributes

The list of friends of an anchor attribute shall only contain user attributes. The relationship imposes no restraints
whatever on the semantics, syntax, or other characteristics of a friend attribute.

NOTE — An anchor attribute may be defined as a dummy attribute.
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13.4.4

Collective attributes

An operational attribute shall not be defined to be collective.

A user attribute may be defined to be collective. This indicates that the same attribute values will appear in the entries
of an entry collection subject to the use of the collectiveExclusions attribute.

Collective attributes shall be multi-valued.

13.4.5

Derived attributes

A derived attribute is one that contains information using the syntax of attribute information, but where the values are
computed as returned rather than being held in the DIB.

The
info

DSA4 may also use derived attribute technology to provide other attributes. For example, all operational attributg
include the AccessPoint value of a specific DSA may (and probably should) derive the value from\a’single soul
ormation, which may be suitably administered.

the i

13.4.¢  Attribute syntax
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DTE 1 — This fact should be reflected in the definition of the indicatédumatching rule.

equality matching rule is indicated, the Directory:

pquality matching rule is indicated, the Directory:

DTE 2 — Thissubclause applies equally to an attribute whose equality matching rule uses an assertion syntax different fr
htax ofithe attribute type.

ordering matching rule is indicated, the Directory shall treat any assertion of an ordering match using the §
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conform with the data type or any other rule¢’indicated for the attribute;
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does not perform comparisons of values of the attribute;

will not attempt to evaluate AVAs using values of such an attribute type.

treats values of this-attribute as having the type defined in the &Type field in the attribute's definiti
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If no substrings matching rule is indicated, the Directory shall treat any assertion of a substring match using the syntax
provided by the Directory Abstract Service as undefined.

An attribute type shall only specify matching rules whose definition apply to the attribute's attribute syntax.
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Attributes may be defined as values of the ATTRIBUTE information object class:

ATTRIBUTE ::= CLASS {
&derivation
&Type
&equality-match
&ordering-match
&substrings-match

ATTRIBUTE OPTIONAL,

OPTIONAL, -- either &Type or &derivation required --
MATCHING-RULE OPTIONAL,

MATCHING-RULE OPTIONAL,

MATCHING-RULE OPTIONAL,

&single-valued
&collective

&dummy

-- operational extensions --
&no-user-modification BOOLEAN DEFAULT FALSE,

&usage AttributeUsage DEFAULT userApplications,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {

[ SUBTYPE OF &derivation ]

[ WITH SYNTAX &Type ]

[ EQUALITY MATCHING RULE &equality-match ]

[ ORDERING MATCHING RULE &ordering-match ]

[ SUBSTRINGS MATCHING RULE &substrings-match ]

[ SINGLE VALUE &single-valued ]

BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,

[ COLLECTIVE &collective ]
[ DUMMY &dummy ]
[ NO USER MODIFICATION &no-user-modification ]
[ USAGE &usage ]
ID &id }
AttriguteUsage ::= ENUMERATED {
userApplications (0),
directoryOperation (1),
distributedOperation (2),
dSAOperation (3)}

For an attribute which is defined using this information-object class:
a) &derivation is the attribute, if any, of*which it is a subtype;

b) &Type is its attribute syntax.-This shall be an ASN.l type, but not a type that contaips an
EmbeddedPDV;

¢) &equality-match is its.equality matching rule (if any);

d) &ordering-match jis'its ordering matching rule (if any);

e) &substrings-match is its substrings matching rule (if any);

f) &single-valued is TRUE if it is single valued, and false otherwise;

g) &collective’is TRUE if it is a collective attribute, and false otherwise;
h) &dummy is TRUE if it is a dummy attribute, and FALSE otherwise;
i) &no-user-modification is TRUE if it is an operational attribute which cannot be modified by the uger;

})\~&usage indicates the operational usage of the attribute. userApplications means it is a user attiibute,
directoryOperation, distributedOperation, and dSAOperation mean it is a directory, distributgd, or

DSA nﬂe,rqh'nnq] attribute respectively:
r 3 A

k) &id is the object identifier assigned to it.

The attribute types defined in the first edition of this Directory Specification which are known to and used by the
Directory for its own purposes are defined as follows:

objectClass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-objectClass }

aliasedEntryName ATTRIBUTE ::={

WITH SYNTAX DistinguishedName
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EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
ID id-at-aliasedEntryName }

NOTE - The matching rules referred to in these definitions are themselves defined in 13.5.2.

The objectClass and aliasedEntryName attributes are defined as user attributes even though they are used for
Directory operations and semantically should be defined as operational. This is because these attributes were defined as
user attributes before the operational attribute concept and must remain as user attributes to facilitate interworking

betwe

13.5

en systems implementing different editions of this Directory Specification.

Matching rule definition

13.5.1

The definition of a matching rule involves:

A mdtching rule shall be used to evaluate attribute value assertions of attribut®s indicating the rule as their eq

match

assertiion) is the matching rule's assertion syntax.
A mafching rule may apply to many different types of attributes with different attribute syntaxes.

The definition of a matching rule shall include a specification of the'syntax of an assertion of the matching rule a

Overview

a) optionally defining the parent matching rules from which the present matching rule may be,derived
b) defining the syntax of an assertion of the matching rule;
c) specifying the different types of matches supported by the rule;

d) defining the appropriate rules for evaluating a presented assertion with respect/to target attribute
held in the DIB;

e) assigning an object identifier to the matching rule.

ing rule. The syntax used in the attribute value assertion (i.e., the assertion component of the attribute

alues

uality
value

nd the

way ih which values of this syntax are used to perform a match(This does not require a full specification of the at%ibute

syntak to which the matching rule may apply. A definition of a matching rule for use with attributes with di

ASN,

The applicability of defined matching rules to the attributes contained in a subschema specification (over and abo

match

operational attribute matchingRuleUse, defined in 15.7.7.

13.5.]

Matching rules may be defined as values of the MATCHING-RULE information object class:

MATCHING-RULE ::= CLASS.{

WITH

| syntaxes shall specify how matches shall be perfotmed.

ing rules used in the definition of these attribute types) is indicated through the subschema specifi

Matching rule definition

&ParentMatchingRules. MATCHING-RULE OPTIONAL,
&AssertionType OPTIONAL,
&uniqueMatchindicator ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
SYNTAX {

[ PARENT &ParentMatchingRules ]

[ SYNTAX &AssertionType ]

[ UNIQUE-MATCH-INDICATOR &uniqueMatchindicator ]

ID &id }

erent

ve the
Cation

For a

52

matching rule which is defined using this information object class:

a) &ParentMatchingRules ficld is used if the matching rule being defined combines the characteristics of
two or more other matching rules. It is given as a set of two or more object identifiers for the matching
rules that supply the basic characteristics of the matching rule being defined (e.g., matching algorithm); it

shall be omitted for a basic matching rule.

b) &AssertionType is the syntax for an assertion using this matching rule; if it is omitted, the ass

ertion

syntax is the same syntax as that of the attribute the rule is applied to unless the matching rule specifies
otherwise. If it is present, it may specify a restriction on the parent matching rule(s) if present, but in this
case it shall be compatible with the syntax for the parent matching rule(s) (i.e., a value complying with

&AssertionType shall also comply with &AssertionType for the parent matching rule(s)).
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c¢) &uniqueMatchindicator is a notification attribute type. When present, unique matching is required. For
a mapping-based matching rule (see 13.6) that means mapping against the mapping table shall yield an
unambiguous result. If there are multiple matches against the mapping table, the search request shall be
rejected with a serviceError with problem ambiguousKeyAttributes. In addition, a notification
attribute of the type specified by this field shall be placed in CommonResults of the error returned.
NOTE 1 — Such a situation can occur in geographical matching when, for example, an assertion can specify

"Newton" as a locality in the United Kingdom; there are many distinct towns with this name, which need to be
distinguished by a qualifier (e.g., "Newton, Cambs").

d) &id is the object identifier assigned to it.

If two or more matching rules are used for ParentMatchingRules, the result is a combined matching rule that returns a
result : hat i 1 i eser e i o

ble h-Assertion DE6—3S-DEe bed-b hefollo Yo

a) if the result of any parent matching rule is TRUE, the combined matching rule shall return TRUE;

b) otherwise, if the result of any parent matching rule is FALSE, the combined matching rulg ‘shall feturn
FALSE; or

c) otherwise, the combined matching rule shall return undefined.

The following table shows the rules of combination of two matching rules A and B; the table Could in principle be
extenfled into multiple dimensions, with similar result patterns, to cover the case of three or inore parent matching frules:

Rule A
TRUE FALSE UNDEFINED
TRUE TRUE TRUE TRUE
Rule B FALSE TRUE FALSE FALSE
UNDEFINED TRUE FALSE UNDEFINED

By cqmbining matching rules as specified above, it is possible to,ebtain valid matching in cases where the mafching
would otherwise fail.
NOTE 2 — A specific case of the use of a parent matching rulé«s with the combination of an arbitrary matching rule wjith the
special matching rule ignorelfAbsentMatch. The latter causes a filter-item to return TRUE if the attribute is absent; [if it is

present, the normal rules apply. This enables a search filter 6 examine entries when some attributes specified in the search filter
ar¢ absent. See 7.7.1 of ITU-T Rec. X.520 | ISO/IEC 959446.

The dbjectldentifierMatch matching rule is definedas follows:

objedtldentifierMatch MATCHING-RULE /1=
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

A prasented value of type object identifier matches a target value of type object identifier if and only if they botl have
the same number of integral-components and each integral component of the first is equal to the corresponding
comppnent of the second.~This matching rule is inherent in the definition of the ASN.1 type object identifier.
objedtldentifierMatch is-an.equality matching rule.

The distinguishedNameMatch is defined as follows:

distinguishedNameMatch MATCHING-RULE ::= {
SYNTAX DistinguishedName
ID id-mr-distinguishedNameMatch }

A prdsented distinguished name value matches a target distinguished name value if and only if all of the followipg are
true:

a) the number of RDNSs in each is the same;
b) corresponding RDNs have the same number of AttributeTypeAndValue;

¢) corresponding AttributeTypeAndValue (i.e., those in corresponding RDNs and with identical attribute
types) have attribute values which match as described in 9.4.

distinguishedNameMatch is an equality matching rule.
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13.6 Relaxations and tightenings

Relaxation and tightening are functions that in a systematic way modify the matching of one or more filter items. If
relaxation is performed, the modification of the matching is done in such a way as to increase the likelihood of having
more matched entries. Relaxation is performed when the number of matched entries is below a certain minimum.
Tightening is performed in a similar way when the number of matched entries is above a certain maximum. There are
two modes of relaxation/tightening:

a) the matching rule applied for a particular attribute type can be replaced by matching rule substitution in a
stepwise fashion until the required effect is achieved or the possibilities have been exhausted as detailed
in 13.6.1; and

b) the relaxation/tightening can be applied as part of a mapping-based matching as detailed in 13.6.2.

13.6.1 Matching rule substitution

The patching rule substitution can be controlled by a governing-search-rule within a service-specific administrative
area (see 16.10.7). It can also be controlled by the user in the search request (see 10.2.1 of ITU{F Rec. X|511 |
ISO/IEC 9594-3). In both cases, the RelaxationPolicy construct, as defined in 16.10, controls the substitution.

Relagation/tightening by matching rule substitution modifies the action of a filter by systematically substituting the
previpusly applicable matching rules for selected attributes onto matching rules that provide looser (or tighter)
matchiing. Having relaxed, or tightened by matching rule substitution, the whole of the searCh process is re-evaluafed on
the sgme set of entries within the scope of the search. Re-evaluation can continue unitil no more relaxations exjst, or
until p satisfactory return (less than or equal to maximum, or more than minimum; by reference to the contrplling
RelaxationPolicy elements) is made.

The rpsult is that the filter remains the same for each re-evaluation, but thelindividual matching rules used to evpluate
the fijter undergo a substitution as necessary (see Figure 12). Relaxatiomnmay either be evaluated on a DSA-byrDSA
basis, using no coordinated relaxation between DSAs, or may alternatively use the chainedRelaxation componpnt of
ChainingArguments to define what relaxation is to be used.

Filter
Search A 4 A 4 Y A 4 A 4 A 4 A 4 A 4 A 4 A 4
relaxation — Matching rule mapping

policy

V- A 4 A 4 A 4 A 4 A 4 A 4 A 4 A 4 A 4

Filter evaluation on local
part of DIT

X.501_F12

Figure 12 — Matching rule substitution

Wher a relaxation‘policy is to be used, the DSA before starting a local search makes a basic substitution fot each
attribpite typesfor which a basic substitution is defined, as specified by the relaxation policy.

NOTEAL < A particular useful application of basic substitution is, as an example, for the localityName attribute type to suljstitute
the caselgnoreSubstringMatch matching rule with the generalWordMatch matching rule in situations where this matchifg rule

. AR b
is ToTe-appropriateamt theuser Tsexpectedto-formutate-asubstrimgsfiter rtenmaccordmgty:

If too few entries result from the search, as applied to this particular DSA, the first relaxation policy is applied; if too
few entries still result, the next relaxation policy is applied; and so on.

Similarly, if too many entries result from the search, the first tightening policy is applied in a similar fashion. There is
no reversal from a tightening to a relaxation, or vice versa.

A relaxation applied by one set of MRSubstitution for a particular attribute applies until countermanded by another
MRMapping. The countermanding can be explicit by specifying the matching rule, or implicit by omitting the
oldMatchingRule identifier.
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If a relaxed evaluation is performed due to too few results from the previous evaluation, and if too many results are
returned from the relaxed evaluation, some or all of the results from the relaxed evaluation shall be returned. If a
tightened evaluation is performed due to too many results from the previous evaluation, and if too few are returned from
the tightened evaluation, some or all of the results from the previous evaluation shall be returned. In either case, the
relaxation or tightening process stops.

An applicable relaxation policy applies both to filter or extendedFilter, as appropriate.

NOTE 2 — Because relaxation allows filter item evaluations to be relaxed or tightened for the ordinary filter, the need for
extended filters to achieve more complex filtering is diminished.

A DSA may supply the proposedRelaxation notification attribute (see 5.12.15 of ITU-T Rec. X.520 | ISO/IEC 9594-6)
in a search result within the notification subcomponent of the PartialOutcomeQualifier. The information here can
then ifT @ SubSequent search request be used as a user-supplied relaxation policy.

As ar] ultimate case of relaxation, a policy can cause a particular filter item to be evaluated as TRUE (or FALSE,|if the
filterHitem is negated) in accordance with the nullMatch matching rule.

Within a service specific administrative area, validation against search-rules is performed after “possible |basic
substitutions have been made, as dictated by the search-rule against which the search request is’being evaluated. A
governing-search-rule is selected prior to any subsequent matching rule substitution, ificluding possible |basic
substitutions specified in the search request.

13.6.2 Mapping-based matching

Mapping-based matching is relevant for the Search operation when the users' eohéeption of the real world may in
several ways differ from the idealized model often used by the Directory. As-an example, users' notions of lqcality
namep and how localities relate to each other may be quite different from~how localities are represented |n the
Directory. To bridge that gap and to improve the rate of successful searches,"it is essential to have a mapping befween
the ugers' conception of some real-world objects, including their mutualkrelationships, and the Directory model fpr the
same |objects. The same mapping should also allow for "fuzzy" matching, i.e., allowing some attribute values to geflect
more [than their precise definition.

NOTE 1 — As an example, a user may specify a location name in(the filter, but the object being looked for may be close|to the
bgrder in a neighbouring location.

The mapping-based matching is applicable to geographical aspects of White Pages searches, business category agpects
of Yellow Pages searches, etc.

The rhapping-based matching employs some intermediate table, a mapping table, in order to control the mapping. The
exact|behaviour of a mapping-based matching.and the structure of the mapping table are local matters. Howevgr, the
basic principle for the technique is commontas illustrated in Figure 13.

Mapping-based matching Mapped
bl filter items
Mappable
filter items >
for specitied ) _ E
attribute }p€s List of possible >
matchable . >
> values Mapping <
> (Intermediate algorithm >
¢ table) Result
> —>
' X.501_F13

Figure 13 — Mapping-based matching

Using this technique, filter items for designated attribute types (mappable filter items) go through a mapping process
using a mapping table and some kind of mapping algorithm. This mapping results in some new filter items called
mapped filter items as replacements for the mappable filter items. In exception cases, the mapping is not performed and
information is returned as to the exact nature of the exception.
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The number of mapped filter items does not need to be the same as the number of mappable filter items, and will in
general be different.

A filter item of type extensibleMatch with the type specification absent cannot be a mappable filter item.

A mapping-based mapping may be local to a DSA. If the Search evaluation is distributed, other DSAs participating in
the evaluation phase of a Search may apply their own mapping-based mapping. However, the mapping used can be
conveyed to other DSAs in the chainedRelaxation component of the ChainedArguments.

NOTE 2 - To be able to provide a consistent service to users, administrators of DSAs potentially participating in a distributed
Search evaluation should consider harmonizing their mapping tables and functions.

Figure 14 illustrates the principle behind the establishment of the mapping function between the real world and the
Directorszmodel of that world. Users have some pprpppﬁnn of the real world. This pprpppfinn may not consider all
aspects of the real world. The aspects of the real world that have some importance for how a user formulates @-§earch
requept constitute a model of the real world. This model then forms the basis for how the mapping is perfermed. The
precige model of the real world has to be based on experience and is likely to require regular updates bas¢d! on obderved
search behaviour by users.

List of
User possible Mapping
perception matchable algorithm
values Entries
J
Model of the real world A

the Real\\\X(’)m

X.501_F14

Figure 14~ Information derivation

This model of the real world may onlytinvolve a subset of the attribute types used by a user in a Search requesft, and
possibly only a single attribute type(isjrelevant. As an example, in considering a model of the real world with resgect to
localifies, only locality-related attribute types would be relevant to consider. Filter items not referring to such attribute
types|are not mapped, but are fetained and used together with the mapped filter items for entry match.

A madel of the real world\is used for establishing a mapping table of matchable values, i.e., a set of values|to be
potentially matched against the mappable filter items. How this mapping table of matchable values is establishad is a
local matter. Matching-against this mapping table can then result in zero or more matches. Each match results in ¢ne or
more|mapped filter items. The mapping algorithm determines how the mapped filter items are applied against entries.
How fhis is dohevis a local matter. It could be based on values of traditional attributes in the entries or it could be [based
on values planted in the entries that have no meaning outside the Directory, e.g., numeric identifiers.

The way mapping is employed and the resulting mapped filter items are handled is conveniently specified by refprring
to subfilters as defined 1 16.5 and further detailed mm Annex Q. The concept of subfilters 1s only used here as a
descriptive tool. An implementation can use any other algorithm giving the same result.

Each subfilter is evaluated against the mapping table and the resulting mapped filter items are combined with the non-
mapped filter items in a way determined by the detailed mapping algorithm. The resulting matched entries are the union
of the entries matched by each of the subfilters.

NOTE 3 — In many situations the mappable filter items will be replaced by a logical OR of the mapped filter items.

There are in principle two different modes of mapping. Each mappable filter item could be mapped one at the time, or
multiple combinable mappable filter items could be used to satisfy a single match against the mapping table. Multiple
filter items are applicable to a single mapping-based match if and only if they are combinable filter items; that is to say,
contained as elements within a single subfilter.
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NOTE 4 — For example, two separate geographical names ANDed together in a subfilter can be used to specify a single
geographical location of useful size, where the use of a single geographical name may specify an ambiguous or oversize
geographical location.

The matching of a filter item against the mapping table is performed using the matching rule implied or specified by
that filter item, possibly after a basic matching rule substitution either specified in the governing-search-rule (if any)
and in the search request.
NOTE 5 — This could involve a complex matching rule like generalWordMatch defined in ITU-T Rec. X.520 | ISO/IEC 9594-6
allowing word rotation, word truncation, approximate word match, etc.

NOTE 6 — These Directory Specifications do not specify how an implementation combines the relevant matching rules into a
combined matching. It is expected that implementation may restrict what combinations of filter items and matching rules that are
supported.

If the| matching attempted by a filter item or combinable filter items against the mapping table does not result in any
match) for any subfilter, i.e., the match yields a FALSE or undefined result, it will result in zero mapped filter items. If
there jare mappable filter items in every subfilter, the Search would yield no result. An error shall then be féturned [to the
user.

In somne situations, e.g., in geographical zonal matching, it is a requirement that the matching against'the mapping table
yield§ a single, unambiguous result. If a subfilter matches more than one entry in the mapping’ table or if diﬂferent
subfilters match different entries in the mapping table, the search may return too many unwanted entries. Inpstead
inforrpation is returned to the user to allow a new and better targeted search request to bednitiated.

NOQTE 7 — In a simpler situation, the mappable filter items are just checked against the mapping table. If this match is successful,
th¢ mappable filter items are used unchanged.

The mapping can be dynamic in the sense that the mapping can be adjusted (relaxed) if the search yields zero or tqo few
matched entries. The details on how such a relaxation is performed dre outside the scope of these Dir¢ctory
SpecTcations. These are determined by local requirements. The relaxatipnh can be performed in steps, potentially
causipg more entries to be found. The relaxation shall be done in such a‘way that when one additional step in relaxation
is taken, all entries returned from previous steps are returned togetherwith potentially some new entries.

The felaxation is performed in steps by specifying different levels of relaxation. A level of zero corresponds|to no
relaxgtion. Level one corresponds to a first level of relaxation, etc. Figure 15 is an abstract way of illustratinlg this
stepwfise relaxation mechanism. What the different levels of relaxations exactly imply is not defined by these Dir¢ctory
Specilfications. The relaxation level can be controlled by the RelaxationPolicy construct, which may be supplied in a
search-rule, in a search request, or both. This allows the relaxation of the mapping-based mapping and relaxation by
matcliing rule substitutions to be synchronized with-each other, as both can be determined from each step of relaxation
as spgcified by the RelaxationPolicy.

4(31211
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Figure 15 — Search relaxation

The extendedArea search control is an integer that provides an alternative way of controlling the level of relaxation for
a mapping-based matching algorithm. It is part of the customization of a mapping-based mapping algorithm whether it
can be controlled by this search control.

If the extendedArea search control present in a search request and its use is allowed for a mapping-based algorithm,
any level specification in the RelaxationPolicy, whether included in the search or the governing-search-rule, is
ignored.
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The includeAllAreas search control option specifies the mode of relaxation when this is controlled by the
extendedArea search control. If this option is set, the relaxing is performed as described above, i.e., potentially more
entries are returned for higher levels of relaxation (inclusive relaxation). If this option is not set, the user is only
interested in the result corresponding to the incremental relaxation (exclusive relaxation). The latter could be
interesting, if the user is stepwise relaxing and is not interested in getting entries that were returned in previous results,
but only additional entries resulting from the latest step of relaxation.

NOTE 8 — There is no guarantee (particularly with a complex filter) that the user will not get some entries received previously,

nor that all entries that could be of interest will be returned. For example, looking for French restaurants in Winkfield could fail;

relaxing to look for all restaurants in the Winkfield area but excluding Winkfield would then cause the mixed-cuisine White Hart
Inn restaurant in Winkfield to be left out of the search results.

Some mapping-based matching algorithms may not support exclusive relaxation or may be customized not to allow it.
In this case, the includeAllAreas search control option shall be ignored for that mapping function and a_pdssible
relaxgtion shall be performed as an inclusive relaxation.

In some environments, it may also be relevant to be able to specify negative level for relaxation, which corresponds to a
tightening of the matching. In this case, the includeAllAreas search control option has no significance and is igndred if
present. Tightening may not be relevant for all types of mapping-based matching.

A DSA may simultaneously support several mapping functions, i.e., hold multiple mapping tables with correspanding
mappijing algorithms. Reason for multiple mapping functions could be:

a) The mapping function to be done is dependent on the type of application:\Geographical zonal mafching
(see 7.8 of ITU-T Rec. X.520 | ISO/IEC 9594-6) is a particular important application of mapping{based
matching. Other examples are mapping-based matching for Yellow Pages searches, bibliogfaphic
searches, etc.

b) Within a particular application, the detailed specification ferchow the mapping is performed may vary
dependent on specific conditions. As an example, the mapping for geographical zonal matching may
depend on the geographical area (e.g., as reflected by the baseObject of the Search) or by the type of
search the user is attempting, i.e., based on information*in the search filter. As another example, mapping
may depend on the language used in the request.

If mulltiple mapping functions are simultaneously applicable and the execution of one of these results in an exc¢ption
condifion that shall be reported to the user, an implementation is not required to check whether multiple exceptions exist
(but if may do so).

A mdpping-based mapping specification (see later) determines whether the extendedArea secarch control shall be
appligable for the mapping function in question. I several mapping functions are active for the same Search operation
and some of those can be controlled by éxtendedArea search control, they all perform simultaneous relaxatjon or
tightening according to the extendedArea search control, and if applicable, also to the includeAllAreas search cpntrol
option.

NOTE 9 — The example given earliershows that using includeAllAreas with more than one mapping-based mapping cgn give
rige to difficulties.

If the|extendedArea search-control specifies a level of relaxation or tightening not supported by the DSA for some of
the mapping functions affected by that search control, then the DSA shall perform the mapping based on best effort. If
the extendedArea sedrch control specifies a level of relaxation or tightening not supported by the DSA for any pf the
mappjing functions-affected by that search control, a searchServiceProblem notification attribute with the value |id-pr-
unavailableRelaxationLevel shall be returned in the notification parameter of CommonResults.

NOTE 10 ~If"the evaluation of a Search operation is distributed across multiple DSAs, such DSAs may employ different
mapping functions giving inconsistent result unless some coordination among the DSAs is established.

Although’the details of mapping-based matching are local matters, it is possible to define the overall characteristics of
mapping-based matching by defining a special type of matching rules called mapping-based matching rules. Such a
matching rule is defined as an instance of the MATCHING-RULE information object class. However, it is different from
traditional matching rules in the sense that it does not specify matching in the traditional sense and therefore does not
specify syntax for the matching. However, as part of its definition it gives specifications of its purpose, how it is applied
and how exception conditions are handled. The specific behaviour of a mapping-based matching rule can partly be
described by an instance of the ASN.1 information object class derived from the below generic (parameterized)
MAPPING-BASED-MATCHING information object class. This information object class is only intended to specify those
aspects that are potentially customizable. This Directory Specification does not dictate how and where an instance of
such an information object class is stored, just that it is made available to the DSA in some way.
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MAPPING-BASED-MATCHING
{ SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule } ::=

CLASS {
&selectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,
&subtypesincluded BOOLEAN DEFAULT TRUE,
&combinable BOOLEAN (combinable),
&mappingResults MappingResult OPTIONAL,
&userControl BOOLEAN DEFAULT FALSE,
&exclusive BOOLEAN DEFAULT TRUE,
&matching-rule MATCHING-RULE.&id (matchingRule),
&id OR.ECT IDENTIFIER LUNIQUF }

WITH SYNTAX {
[ SELECT BY &selectBy ]
APPLICABLE TO &ApplicableTo
[ SUBTYPES INCLUDED &subtypesincluded ]
COMBINABLE &combinable
[ MAPPING RESULTS &mappingResults ]
[ USER CONTROL &userControl ]
[ EXCLUSIVE &exclusive ]
MATCHING RULE &matching-rule
ID &id }

The MAPPING-BASED-MATCHING information object class has the following field_specifications:

a) The &selectBy field is a dummy reference for a specification ofthow an instance of a specializatjon of
the information object class is selected for a mapping-based mapping. The specialized information pbject
class shall, if applicable, specify an ASN.1 type determiniig)together with a textual description op how
the selection is to be performed. This component shall¢be ignored if the user in the search r¢quest
supplies a non-empty mapping component of the RelaxationPolicy construct.

NOTE 11 - In principle, several instances possibly of different derived information object classes can be seledted by
the same search request.

b) The &ApplicableTo field specifies what filter items shall be considered mappable filter iteths by
specifying the attribute types for such filtér items. Any filter item for an attribute type listed by this
subcomponent is subject to mapping-based matching. This component shall always be present. Attribute
types listed by this component may not' necessarily all be present in the filter. The value is determirjed by
the information object instance of'a-specialization of this information object class.

c¢) The &subtypesincluded fi¢ld is a value of boolean type which specifies whether an instancg of a
derived information object class can accept subtypes of &ApplicableTo attributes, in addition fo the
specified attribute types:If absent, subtypes are permitted, provided that they are not turned off by| other
mechanisms. The wvalue is determined by the information object instance of the derived information
object class.

d) The &combinable field is a value of boolean type that, if TRUE, permits the mapping-based matchiing to
use multiple’combinable filter items in the satisfaction of the match against the mapping tablg. The
combinable is a dummy reference for the value of this component to be determined by a specialiyation
of this(information object class.

e) .The'&mappingResults ficld is dummy reference for a specification on how exception conditiofs are
reported. The derived information object class shall specify an ASN.1 type for reporting re|evant
exception conditions.

The &userControl field is a value of boolean type which specifies whether an instance of a dérived
information object class and its associated mapping-based matching rule can be controlled by the
extendedArea search control.

NOTE 12 — If several mapping-based matchings are simultaneously being applied, it may be appropriate to let only
one of these allow use of the extendedArea search control.

g) The &exclusive field is a value of boolean type which specifies whether an instance of a derived

information object class and its associated mapping-based matching rule allows exclusive relaxation to
be performed. The value, if present, is determined by the information object instance of the derived
information object class. If the value is FALSE or if the DSA does not support exclusive matching for
this mapping-based matching, this particular mapping shall act as if the includeAllAreas search control
option were set.
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13.7

NOTE 13 — If several mapping-based matchings are simultaneously being applied, it may be appropriate to let only

one of these allow exclusive relaxation.

h) The &matching-rule field is a value of object identifier type identifying the matching-based matching
rule for which this instance provides additional specification and which shall be applied for the mapping-
based matching. The matchingRule dummy reference for the value of this component is to be
determined by a specialization of this information object class. The matching rule specified shall be used

for the particular mapping-based matching.

i)  The &id field is an object identifier allocated to the particular mapping-based mapping.

DIT structure definition

13.7.]

A furldamental aspect of the Directory schema is the specification of where an entry of a particular class maybe
in the| DIT and how it should be named, considering:

13.7.3

The definition of a name form involves:

If different sets of naming attributes are required for entries of\a@ given structural object class, then a name form sh
specified for each distinct set of attributes to be used for naming.

Only ktructural object classes are used in name forms,

For entries of a particular structural object class\to exist in a portion of the DIB, at least one name form for that
class phall be contained in the applicable part-ofithe schema. The schema contains additional name forms as requir

The RDN attribute (or attributes) need not be chosen from the list of permitted attributes of the structural object cl

speci

NOTE — Naming attributes are governed by DIT content rules and DIT context use in the same way as other attributes.

A name form is only a primifive element of the full specification required to constrain the form of the DIT ¢

requit

The rgmaining aspects of-the specification of DIT structure are discussed in 13.7.5.

13.7.3

Namg

NAME-FORM ::= CLASS {

Overview

— the hierarchical relationship of entries in the DIT (DIT structure rules);

—  the attribute or attributes used to form the RDN of the entry (name forms).

Name form definition

a) specifying the named object class;

b) indicating the mandatory attributes to be used for the RDNs, for)éntries of this object class whef
name form applies;

¢) indicating the optional attributes if any that may be uséd for the RDNs for entries of this object
where this name form applies;

d) assigning an object identifier for the name form.

ied in its structural or alias objeet.class definition.

ed by the administrative) and naming authorities that determine the naming policies of a given region of thd

Name form Specification

forms may, be defined as values of the NAME-FORM information object class:

laced

e this

class

all be

bbject
bd.

[ass as

b that
DIT.

&namedObjectClass OBJECT-CLASS,

&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes

[ AND OPTIONALLY &OptionalAttributes ]

ID &id }
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For a name form which is defined using this information object class:
a) &namedObijectClass is the structural object class it names;
b) &MandatoryAttributes is the set of attributes which shall be present in the RDN of the entry it governs;
c) &OptionalAttributes is the set of attributes which may be present in the RDN of the entry it governs;
d) &id is the object identifier assigned to it.

All attribute types in the mandatory and optional lists shall be different.

13.7.4  The structural object class of an entry

Some subschema specifications will include name forms for no more than one structural object class per structural
object class superclass chain represented in the subschema.

Some subschema specifications may include name forms for more than one structural object class per structural pbject
class puperclass chain represented in the subschema.

In either case, with respect to a particular entry, only the most subordinate structural object classcin the structural
superflass chain present in the entry's objectClass attribute determines the DIT content rule and’DIT structurg rule
applying to the entry. This class is referred to as the structural object class of the entry ‘and is indicated By the
structuralObjectClass operational attribute.

13.7.5 DIT structure rule definition

A DIT structure rule is a specification provided by the subschema administrative authority which the Directory uses to
contrl the placement and naming of entries within the scope of the subschema¢Each object and alias entry is goyerned
by a dingle DIT structure rule. A subschema governing a subtree of the DIT<will typically contain several DIT strjicture
rules permitting several types of entries within the subtree.

A DIT structure rule definition includes:
a) an integer identifier which is unique within the scope of the subschema;
b) an indication of the name form for entries govefned by the DIT structure rule;

c) the set of allowed superior structure rules, if required.

The set of DIT structure rules for a subschema speeify the forms of distinguished names for entries governed by the
subschema.

A DI structure rule allows entries in a givén~subschema to subscribe to a particular name form. The form ¢f the
last RDN component of an entry's DistinguishedName is determined by the name form of the DIT structurg rule
governing the entry.

The mamedObjectClass component/of the name form (the name form's object class) corresponds to the structural
object class of the entry.

A DIT structure rule shall.only permit entries belonging to the structural object class identified by its associated|name
form.|It does not permit entries belonging to any of the subclasses of the structural object class.

With [respect to a particular entry, the DIT structure rule governing the entry is termed the entry's governing strycture
rule. ['his rule may¢be identified by examining the entry's governingStructureRule attribute.

With [respeet_to a particular entry, the DIT structure rule governing the entry's superior is termed the entry's superior
structurevule.

An entryr sti1
governing subschema which:

s-in the

— indicates a name form for the structural object class of the entry; and

— either includes the entry's superior structure rule as a possible superior structure rule or does not specify
a superior structure rule, in which case the entry shall be a subschema administrative point.

If an entry which is itself a subschema administrative point is not included for the purposes of subschema
administration in its subschema subentry, then the subschema from the immediately superior subschema administrative
area is used to govern the entry.
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Entries which are administrative point entries but have no subschema subentry (e.g., newly created administrative point
entries) have no governing structure rule. The Directory shall not allow subordinates to be created below such entries
until a subschema subentry has been added.

If an entry is converted to a new subschema administrative point, then the governing structure rule of all entries in the
new subschema administrative area is automatically changed to that implied by the new subschema.

13.7.6  DIT structure rule specification

The abstract syntax of a DIT structure rule is expressed by the following ASN.1 type:

DITStructureRule ::= SEQUENCE {

_ruleldentifier Ruleldentifier
-- shall be unique within the scope of the subschema
nameForm NAME-FORM.&id,

superiorStructureRules  SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL }

Ruleldentifier ::= INTEGER

The dorrespondence between the parts of the definition, as listed in 13.7.5, and the various components of the ASN.1
type defined above, is as follows:

a) the ruleldentifier component identifies the DIT structure rule uniquely within a’subschema;

b) the nameForm component of the DIT structure rule specifies the namg form for entries governed by the
DIT structure rule;

c) the superiorStructureRules component identifies permitted supetior structure rules for entries governed
by the rule. If this component is omitted, then the DI{, structure rule applies to a subsg¢hema
administrative point.

The STRUCTURE-RULE information object class is provided to facilitate the documentation of DIT structure rules:

STRUCTURE-RULE ::= CLASS {

&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,
&id Ruleldentifier }

WITH SYNTAX {
NAME FORM &nameForm
[ SUPERIOR RULES &SuperiorStructureRules ]
ID &id }

13.8 DIT content rule definition

13.8.1 Overview

A DIT content rule speeifies the permissible content of entries of a particular structural object class via the
identification of an optional set of auxiliary object classes, mandatory, optional and precluded attributes. Collpctive
attribfites shall be included in DIT Content rules if they are to be permitted in an entry.

A DIT content rtile'definition includes:
a)._an indication of the structural object class to which it applies;

b)  optionally, an indication of the auxiliary object classes allowed for entries governed by the rule;

TJ_OpUonaily, am IMdication of e Mandatory auributes, Over and apove tose catted for by e structural
and auxiliary object classes, required for entries governed by the DIT content rule;

d) optionally, an indication of the optional attributes, over and above those called for by the structural and
auxiliary object classes, permitted for entries governed by the DIT content rule;

e) optionally, an indication of optional attribute(s) from the entry's structural and auxiliary object classes
which are precluded from appearing in entries governed by the rule.

For any valid subschema specification, there is at most one DIT content rule for each structural object class.

Every entry in the DIT is governed by at most one DIT content rule. This rule may be identified by examining the value
of the entry's structuralObjectClass attribute.
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If no DIT content rule is present for a structural object class, then entries of that class shall contain only the attributes
permitted by the structural object class definition.

The DIT content rules of superclasses of the structural object class for an entry do not apply to that entry.

As a DIT content rule is associated with a structural object class, it follows that all entries of the same structural object
class will have the same DIT content rule regardless of the DIT structure rule governing their location in the DIT.

An entry governed by a DIT content rule may, in addition to the structural object class of the DIT structure rule, be
associated with a subset of the auxiliary object classes identified by the DIT content rule. This association is reflected in
the entry's objectClass attribute.

An entry's content shall be consistent with the object classes indicated by its objectClass attribute in the following way:

— mandatory attributes of object classes indicated by the objectClass attribute shall a/lways be present in
the entry;

—  optional attributes (not indicated as additional optional or mandatory in the DIT content rule)of auxiliary
object classes indicated by the DIT content rule may only be present if the objectClass atfribute
indicates these auxiliary object classes.

Mandatory attributes associated with the structural or indicated auxiliary object classes shall not)be precluded in p DIT
conteft rule.

13.8.2  DIT content rule specification

The apstract syntax of a DIT content rule is expressed by the following ASN.1 type:

DITCpntentRule ::= SEQUENCE {

structuralObjectClass OBJECT-CLASS.&id,

auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [11 SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1..MAX) OFATTRIBUTE.&id OPTIONAL }

The dorrespondence between the parts of the definition, aslisted in 13.8.1, and the various components of the ASN.1
type defined above, is as follows:

a) the structuralObjectClass component.identifies the structural object class to which the DIT conteqt rule
applies;
b) the auxiliaries component identifies the auxiliary object classes allowed for an entry to which thg DIT
content rule applies;

¢) the mandatory component specifies user attribute types which an entry to which the DIT conterjt rule
applies shall contain(in addition to those which it shall contain according to its structural and auyiliary
object classes;

d) the optional-components specify user attribute types which an entry to which the DIT content rule
applies may centain in addition to those which it may contain according to its structural and augiliary
object classes;

e) the precluded component specifies a subset of the optional user attribute types of the structurgl and

auxiliary object classes which are precluded from an entry to which the DIT content rule applies.
NOTE — Content rules for directly identified attributes (e.g., attributes in the mandatory, optional, and precluded lists) apply
rules onlyto the attributes that they specify, and not to subtypes and friend attributes.

The GONTENT-RULE information object class is provided to facilitate the documentation of DIT content rules:

CONTENT-RULE ::= CLASS {

&structuralClass OBJECT-CLASS.&id UNIQUE,
&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }
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SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]

[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ]}

Context type definition

efinition of a context type involves:

a) Qpprifving the syntax of the context:

13.9.1

A pre
match

13.9.]

Contg

CON7

WITH

A DE
for an

If &defaultValue is(specified, then entry modification requests to add values with contexts will behave in a m

consi

N
ex

Prep

b) specifying the syntax of a context assertion;

¢) optionally specifying a default value for the context;

d) defining the semantics of the context;

e) specifying how matches are done;

f)  specifying behaviour in the absence of a context value; and

g) assigning an object identifier to the context type.

Context Value matching

sented context assertion matches a stored context value of the same context type according to the descript
ing which is part of the context definition.
Context definition

xts are defined using the CONTEXT information object class:
EXT ::= CLASS {

&Type,

&DefaultValue OPTIONAL,

&Assertion OPTIONAL,

&absentMatch BOOLEAN DEFAULT TRUE,

&id OBJECT IDENTIFIER UNIQUE }
SYNTAX {

WITH SYNTAX &Type

[ DEFAULT-VALUE &DefaultValue ]

[ ASSERTED AS &Assertion ]

[ ABSENT-MATCH &absentMatch ]

ID &id }

FAULT-VALUE will gancel out effect (1) of ABSENT-MATCH. Effect (2) of ABSENT-MATCH could be ass
y context defined witha DEFAULT-VALUE, in which case the ABSENT-MATCH field could be dispensed wi

tent with the\following preprocessing and post-processing specification.

DTE — A DSA is not obligated to implement the exact sequence of steps below, so long as the end result exhibits thg
ternallyebservable behaviour.

‘ocessing

on of

umed
th.

anncr

same

For each EntryModification request to add values with contexts, remove values with contexts or remove all values with
contexts. For each context type applicable to the attribute type, if the context type is defined with a &defaultValue,

then:

64

1) if the context type is not explicitly listed in the request, add the context type with the &defaultValue to

the request;

2) for each stored attribute value of the attribute type, if the attribute value does not have the context type

then add the context type with the &defaultValue to the attribute value.
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Normal Processing
Post-processing

For each EntryModification request to add values with contexts, remove values with contexts or remove all values with
contexts. For each context type applicable to the attribute type, if the context type is defined with a &defaultValue, then
for each stored attribute value of the attribute type,

3) if the attribute value does not have the context type then remove the attribute value;

4) if the attribute value has the context type and the only context value of that context type is the
&defaultValue, remove the context (but not the attribute value).

If the &Assertion is omitted, the context assertion syntax is the same as &Type.

Specilfying &absentMatch as FALSE in a context definition has the following two effects:

a) An attribute value that does not have a context of the specified context type is treated as though it has no
values of that context type. That is, if an attribute value contains no contexts of an asserted contextType,
then the ContextAssertion evaluates to FALSE.

b) The fallback component of context values of such a context type is treated as~being set to FALSE
regardless of its actual setting.

Wher] a context is defined, the specification shall include a description of the semantics of\the context, and how a match
is evqluated.

ITU-T Rec. X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.

13.10 DIT Context Use definition

13.10l1 Overview

A DIl Context Use is a specification provided by the subschema administrative authority to specify the permissible
contekt types that may be stored with an attribute, and the mandatory context types that shall be stored with an attrjbute.

A DIT Context Use definition includes:
a) an indication of the attribute type to whieh'it applies;

b) optionally, an indication of the mandatory context types that shall be associated with values ¢f the
attribute type whenever the attribufe is stored;

c) optionally, an indication of the) optional context types that may be associated with values of the atfribute
type whenever the attribute is stored.

If no DIT Context Use definition is(piesent for a given attribute type, then values of attributes of that type shall cpntain
no coptext lists. For a given subschéma administrative area, there can be only one DIT Context Use for a given atfribute
type. |JA DIT Context Use may be’defined to apply to all attribute types, in which case it shall be the only DIT Context
Use if the subschema.

13.10{2 DIT Context Use specification
The apstract syntax’of a DIT Context Use is expressed by the following ASN.1 type:

DITCopntextUse ::= SEQUENCE {
attributeType ATTRIBUTE.&id,
mandatoryContexts[1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

—optionalContexts [2] SET SIZE(T..MAX) OF CONTEXT.&id OPTIONAL }

The correspondence between the parts of the definition, as listed in 13.10.1, and the various components of the ASN.1
type defined above, is as follows:

a) the attributeType component identifies the attribute type to which the DIT Context Use applies, or any
attribute type (id-oa-allAttributeTypes);

b) the mandatoryContexts component specifies context types that shall be associated with an attribute
value of the given type whenever the attribute is stored. If this is omitted, then attribute values may exist
without context lists;

c) the optionalContexts component specifies context types that may be associated with an attribute value
of the given type whenever the attribute is stored. If this is omitted but mandatoryContexts is present,
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then all attribute values shall appear with the mandatory context types and no others. If this is omitted
and mandatoryContexts is also omitted, it is equivalent to having no DIT Context Use for the attribute
type; that is, attribute values of the given attribute type shall not have associated context lists.

The DIT-CONTEXT-USE-RULE information object class is provided to facilitate the documentation of the DIT Context
Use rules:

DIT-CONTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id UNIQUE,
&Mandatory CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL }
WITH SYNTAX {
—ATFRIBUFETYPE SattributeType
[ MANDATORY CONTEXTS &Mandatory ]
[ OPTIONAL CONTEXTS &Optional ] }

13.11 Friends definition

The definition of a set of friends involves:
a) specifying the anchor attribute that has the set of friends;
b) specifying the set of attributes that are the friends of the anchor.

The ARIENDS information object class is provided to facilitate the documentation of-sets of friends:

FRIENDS ::= CLASS {

&anchor ATTRIBUTE.&id UNIQUE,
&Friends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }

Any given attribute can only have one set of friends in any subschema.
Exaniple:

postgl FRIENDS ::={
ANCHOR {postalAddress}
FRIENDS { physicalDeliveryOfficeName |
postalCode |
postOfficeBox |
streetAddress }

14 Directory System’'Schema

14.1 Overview

The Directory Systém Schema is a set of definitions and constraints concerning the information that the Directory] itself
needy to knewain order to operate correctly. This information is specified in terms of subentries and operational
attribpites,

NOTEy The system schema enables the directory system to, for example:

— —_prevent the association 0l subenirics ol e wrong type with administrative entrics (c.g., the creation ol a subschema
subentry subordinate to an administrative entry defined only as a security administrative entry);

- prevent the addition of inappropriate operational attributes to an entry or subentry (e.g., a subschema operational attribute
to a person's entry).

Formally, the Directory System Schema comprises a set of:

a) Object class definitions that define the attributes that shall or may be present in a subentry of a given
class;

b) Operational Attribute Type definitions that specify the characteristics of operational attributes known and
used by the Directory.
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The complete definition of an operational attribute includes a specification of the way in which the Directory uses and
(if appropriate) provides or manages, the attribute in the course of its operation.

The Directory System Schema is distributed, like the DIB itself. Each Administrative Authority establishes the part of
the system schema that will apply for those portions of the DIB administered by the authority.

The Directory System Schema defined in this Directory Specification is an integral part of the Directory System itself.
Each DSA participating in a directory system requires a full knowledge of the system schema established by its
Administrative Authority. The system schema for an Administrative Area may be defined by the Administrative
Authority using the notation defined in this clause.

The Directory System Schema is not regulated by DIT structure or content rules. When an element of system schema is

deﬁnpd) a qppr‘iﬁ'r‘aﬁ'nn of how it isused and where it appears inthe DIT is pros ided

Certajn aspects of the directory system schema are specified in the following subclauses.

The directory system schema required to support directory distribution is specified in clauses 25 through 28,

14.2 System schema supporting the administrative and operational information,model

Although subentry and subentryNameForm are specified using the notation of clause 13, subentries are not regplated
by DIT structure or DIT content rules.

14.2.1  The Subentry object class

The subentry object class is a structural object class and is defined as follows:

subentry OBJECT-CLASS ::={
SUBCLASS OF {top}

KIND structural
MUST CONTAIN { commonName | subtreeSpecification‘}
ID id-sc-subentry }

14.2.2  The Subentry name form

The subentryNameForm name form allows entries of ¢lass subentry to be named using the commonName attribute:

subenptryNameForm NAME-FORM ::= {

NAMES subentry
WITH ATTRIBUTES { commonName }
ID id-nf-subentryNameForm }

No other name form shall be used for«subentries.

14.2.3 The Subtree Specification operational attribute

The IbtreeSpecification operational attribute, whose semantics are specified in clause 12, is defined as follows:

subtreeSpecification/AFTRIBUTE ::= {
WITH SYNTAX SubtreeSpecification
USAGE directoryOperation
ID id-oa-subtreeSpecification }

area possibly with refinement by selection on an object class filter) which may be subject to the policies defined by the
subentay

This attribute~is present in all subentries; each value defines a set of entries (in terms of a portion of an adminisFative

NOTE - This permits a single complex policy (e.g., a search-rule) to be directed at many object class combinations, in disjoint
regions of an administrative area, while being defined in a single subentry.

14.3 System schema supporting the administrative model

The Administrative Model defined in clause 11 requires that administrative entries contain an administrativeRole
attribute to indicate that the associated administrative area is concerned with one or more administrative roles.

ITU-T Rec. X.501 (08/2005) 67


https://standardsiso.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

The administrativeRole operational attribute is specified as follows:

administrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-administrativeRole }

The values of this attribute defined by this Directory Specification are:

id-ar-autonomousArea
id-ar-accessControlSpecificArea
id-ar- ntrollnnerAr:

id-ar
id-ar
id-ar
id-ar
id-ar

The s

The gdministrativeRole operational attribute is also used to regulate the subentries permitted fo be subordinate

admif
the ad

14.4
The f]

held within an entry), but may be thought of as 'virtual' attributes, reptesenting information which is derivable]
from pxisting operational attributes, their values, and other information)."Such virtual attributes are valid for all g
withih an administrative area. This has the effect that these subsehema operational attributes appear to be pres
every|entry.

14.4.] Timestamps

The greateTimestamp indicates the time that an entry was created:

createTimestamp ATTRIBUTE ::= {

The modifyTimestamp-indicates the time that an entry was last modified:

modi

ubschemaAdminSpecificArea
ollectiveAttributeSpecificArea
ollectiveAttributelnnerArea
ontextDefaultSpecificArea
erviceSpecificArea

emantics of these values are defined in clause 12.

ministrative entry.

System schema supporting general administrative and operational requirements

bllowing clauses describe subschema operational attributes which are-i6t attributes in the usual sense (i.c., |

WITH SYNTAX GeneralizedTime

-- as per 42.3 b)or-c) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE \\ generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-createTimestamp }

fyTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
--as per 42.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE  generalizedTimeOrderingMatch

to an

istrative entry. A subentry not of a class permitted by the administrativeRole attribute may not be subordirate to

e not
(e.g.,
ntries
ent in

| SINGI FE VAILUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-modifyTimestamp }

The subschemaTimestamp indicates the time that the subschema subentry for the entry (see 15.3) was created or last
modified. It is available in every entry:

subschemaTimestamp ATTRIBUTE ::= {

68

WITH SYNTAX GeneralizedTime
--asper42.3b)orc)of ITU-T Rec. X. 680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
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ORDERING MATCHING RULE  generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaTimestamp }

ISO/IEC 9594-2:2005 (E)

The generalizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in ITU-T Rec. X.520 |

ISO/IEC 9594-6.

14.4.2  Entry Modifier operational attributes

The creatorsName operational attribute indicates the distinguished name of the Directory user that created an entry:

creatbrsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-creatorsName }

The modifiersName operational attribute indicates the distinguished name of the Directory, user that last modifi¢d the

entry

modifiersName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-modifiersName }

Thesg operational attributes shall use the primary distinguishedame.

14.4.] Subentry identification operational attributes

The g$ubschemaSubentryList operational attribute~identifies the subschema subentry that governs the entry] It is

availdble in every entry:

subschemaSubentryList ATTRIBUTE ::7{

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaSubentryList }

The dccessControlSubentryList operational attribute identifies all access control subentries that affect the entry. It is

availgble in every entry.

accegsControlSubentryList ATTRIBUTE ::= {

WITHS¥NTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
NO'USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-accessControlSubentryList }

The collectiveAttributeSubentryList operational attribute identifies all collective attribute subentries that affect the

entry. It is available in every entry:

collectiveAttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-collectiveAttributeSubentryList }
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The contextDefaultSubentryList operational attribute identifies all context default subentries that affect the entry. It is
available in every entry:

contextDefaultSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-contextDefaultSubentryList }

The serviceAdminSubentryList operational attribute identifies all service administration subentries, if any, that affect
the entry. It is available in every entry affected by any such subentry.

serviceAdminSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-serviceAdminSubentryList }

14.4.4  Has Subordinates operational attribute

The HasSubordinates operational attribute indicates whether any subordinate entries exist.below the entry holding this
attribfite. A value of TRUE indicates that subordinates may exist. A value of FALSE irddicates that no subordinates|exist.
If thi attribute is absent, no information is provided about the existence of subopdinate entries. The attributp will
ordingrily disclose the existence of subordinates even if the immediate subordinates are hidden by access controls — to
prevent disclosure of the existence of subordinates, the operational attribute jtself’shall be protected by access contfols.
NOTE — A value of TRUE may be returned when no subordinates exist if all{possible subordinates are available only through a

ndn-specific subordinate reference (see ITU-T Rec. X.518 | ISO/IEC 9594%4) or if the only subordinates are subentries of child
fapnily members.

hasSpbordinates ATTRIBUTE ::={

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }

14.5 System schema supporting aceess control

If a subentry contains prescriptive access control information, then its objectClass attribute shall contain the [value

accelsControISubentry:

accegsControlSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-accessControlSubentry }

A subentry of this.object class shall contain precisely one prescriptive ACI attribute of a type consistent with the|value
of the accessControlScheme attribute of the corresponding access control specific point.

14.6 System schema supporting the collective attribute model

Sb g i 11 o U bl . S B L . 1 fall
Uoentrres aupy\u llllé CUITICULIVU Al ioutiv DPC\/ILI\/ Ul VT AUt atrve arcads div UCTIICU ad TUTIUWS.

collectiveAttributeSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-collectiveAttributeSubentry }

A subentry of this object class shall contain at least one collective attribute.

Collective attributes contained within a subentry of this object class are conceptually available for interrogation and
filtering at every entry within the scope of the subentry's subtreeSpecification attribute, but are administered via the
subentry.
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The collectiveExclusions operational attribute allows particular collective attributes to be excluded from an entry:

collectiveExclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-collectiveExclusions }

This attribute is optional for every entry.

The OBJECT IDENTIFIER value id-oa-excludeAllCollectiveAttributes may be used, by its presence as a value of the
collectiveExclusions attribute, to exclude all collective attributes from an entry.

14.7 System schema supporting context assertion defaults

SubeJntries providing default values for context assertions are defined as follows:

contéxtAssertionSubentry OBJECT-CLASS ::= {
KIND auxiliary
MUST CONTAIN {contextAssertionDefaults}
ID id-sc-contextAssertionSubentry }

A suljentry of this object class shall contain a contextAssertionDefaults attribute:

contgxtAssertionDefaults ATTRIBUTE := {

WITH SYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-oa-contextAssertionDefault }

Whernever a context is evaluated and no context assertion is provided by the user, the Directory provides cpntext
asserfion defaults equal to the values of this attribute in the context assertion subentry controlling the entry [being
accesped, as described in 8.9.2.2.

NOTE — TypeAndContextAssertion is defined in 7.6 of (and ¢valuation of it is defined in 7.6.3 of) ITU-T Rec. ¥.511 |
ISO/IEC 9594-3.

14.8 System schema supporting the service administration model

serviceAdminSubentry OBJECT-CLASS ::=\{

KIND auxiliary.
MUST CONTAIN { searchRules }
ID id-sc-serviceAdminSubentry }

A subentry of this object class shall contain a searchRules operational attribute:

searghRules ATTRIBUTE::= {

WITH SYNTAX SearchRuleDescription
EQUALITY_MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-oa-searchRules }

Sear¢hRuleDescription ::= SEQUENCE {

COMPONENTS OF SearchRule,
name [28] SET SIZE (1 .. MAX) OF DirectoryString { ub-search } OPTIONAL,
description [29] DirectoryString { ub-search } OPTIONAL }

A value of the searchRules operational attribute is either a search-rule containing actual search restrictions, or it is a
dummy search-rule that specifies no search restrictions at all. This dummy search-rule is identified by having an id of
zero and by having no serviceType component (or any other components of SearchRule other than id and dmdld).
dmdlid is an identifier for the controlling DMD (see 6.4).
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14.9 System schema supporting hierarchical groups

hierarchyLevel ATTRIBUTE ::= {

WITH SYNTAX

HierarchyLevel

EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation
ID id-oa-hierarchyLevel }
HierarchyLevel ::= INTEGER

hieral‘chyBeIow ATTRIBUTE := {

WITH SYNTAX HierarchyBelow
EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hierarchyBelow }

HierarchyBelow ::= BOOLEAN

hiera

hiera

The K
Direc
meml
be prq

The H
indic3

hierajchical children exist. The Directory shall create and maintain this attribute. The Directory shall delet]

attrib

The hierarchyParent attribute shall be present in an Add Entry or Modify Entry operation when a new entry

existl

hieragchical parent>If the immediately hierarchical parent is a compound entry, the value shall be the distingy

name
attrib
that 1

rchyParent ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
USAGE
ID

LchyTop ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE

DistinguishedName
distinguishedNameMatch
TRUE

directoryOperation
id-oa-hierarchyParent }

DistinguishedName
distinguishedNaméeMatch
TRUE

USAGE directoryOperation
ID id-oa-hierarchyTop }

ierarchylLevel operational attribute shall be“present in any entry that is a member of a hierarchical grouy.

fory shall create and maintain this attributes The Directory shall delete this attribute when the entry is no |
er of a hierarchical group. This attribute.shall take the value zero for the hierarchical top. This attribute sh:
sent in a child family member.

ierarchyBelow operational attribuite indicates whether the entry has any hierarchical children. A value of
tes that hierarchical childeéh exist. A value of FALSE or the absence of the attribute type indicates th

hte when the entry is no-longer member of a hierarchical group.

hg entry becorfiesva hierarchical child. The attribute value shall be the distinguished name of the immed

of the ancestor. Otherwise, the Directory shall return an Update Error with problem parentNotAncestor|
hte shall'not be present in a child family member, in an entry that is not within a hierarchical group, nor an|
th&*hierarchical top.
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by the directory. The attribute value shall be the distinguished name of the top entry. If the top entry is a compound
entry, the value shall be the distinguished name of the ancestor. This attribute shall not be present in a child family
member, in an entry that is not within a hierarchical group, nor an entry that is the hierarchical top.

NOTE - This attribute provides a unique identification of the hierarchical group to which the entry belongs.

When an entry within a hierarchical group is deleted by a Remove Entry operation, all its hierarchical children are
removed from the hierarchical group.
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14.10 Maintenance of system schema

It is the responsibility of DSAs to maintain consistency of subentries and operational attributes with the system schema.
Inconsistency between various aspects of system schema, and between system schema and subentries and operational
attributes, shall not occur.

The Directory executes entry addition and modification procedures whenever a new subentry is added to the DIT or an
existing subentry is modified. The Directory shall determine whether the proposed operation would violate the system
schema; if it does, the modification shall fail.

In particular, the Directory ensures that subentries added to the DIT are consistent with the values of the
administrativeRole attribute, that the attributes within the subentry are consistent with the values of the subentry's
objectClass-attribute-

The value of the administrativeRole attribute may be modified to permit classes of subentries to be subordinate [to the
administrative entry that are not yet present. The value of the administrativeRole attribute shall not be modified| so as
to cayse existing subentries to become inconsistent.

The Directory also ensures, where the values of operational attributes are provided by the Directory, that thgy are
corre¢t.

14.11  System schema for first-level subordinates

The Directory enforces the following rules and constraints on entries created immediately subordinate to the DIT rpot:
—  All such entries shall be created as administrative point entries.

—  The object class and naming attributes of such entries shall be as specified in ITU-T Rec. X]660 |
ISO/IEC 9834-1.

15 Directory schema administration

15.1 Overview

The dverall administration of the directory schema of the global DIT is realized through independent administratjon of
the sybschemas of the autonomous administrative areas of the DIT Domains that constitute the global DIT.

Coordlination of the administration of the directory schema at boundaries between DIT Domains is a subject for bijateral
agreement between DMOs and is beyond the scope of this Directory Specification.

@

The spbschema administrative capabilities defined in this clause for the purpose of managing a DIT domain includ
a) creation, deletion and-modification of subschema subentries;

b) support of the publication mechanism for the purpose of permitting DSAs to include schema information
in operational’binding protocol exchanges and DUAS to retrieve subschema information via DAP;

c) subschema-tegulation for the purpose of ensuring that any modify operations will be perfornfed in
accordance with the applicable subschema specification.

15.2 Policyobjects

A suljschema policy object may be one of the following:

- a bu‘Ubb‘llCllla a\,‘uuiuiatlaﬁvc alva,
—  an object or alias entry within a subschema administrative area;

— auser attribute of such an object or alias entry.
An autonomous administrative area may be designated as a subschema specific administrative area in order to
administer the subschema. This shall be indicated by the presence of the value id-oa-subschemaAdminSpecificArea

in the associated administrative entry's administrativeRole attribute (in addition to the presence of the value
id-oa-autonomousArea, and possibly other values).
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Such an autonomous administrative area may be partitioned in order to deploy and administer the subschema of the
specific partitions. In this case, the administrative entries for each of the subschema specific administrative areas are
indicated by the presence of the value id-oa-subschemaAdminSpecificArea in these entries' administrativeRole
attributes.

15.3 Policy parameters

Subschema policy parameters are used to express the policies of the subschema Administrative Authority. These
parameters, and the operational attributes used to represent them, are:

—  a DIT structure parameter: used to define the structure of the subschema administrative area and to store
information about obsolete DIT structure rules which some entries may have identified as their
governing DIT structure rule. This parameter is represented by the dITStructureRules and nameHorms
operational attributes;

— a DIT content parameter: used to define the type of content of object and alias entries contained ithin
the subschema administrative area and to store information about obsolete DIT content tules whi¢h the
Directory may have used in determining the content of some entries. This parameter-is.represented by the
diTContentRules, objectClasses, attributeTypes, contextTypes, friends,{-and dITContextUse
operational attributes;

—  amatching capability parameter: used to define the matching capabilities sipported by matching ryles as
applied to the attribute types defined in a subschema administrative area) This parameter is repregented
by the matchingRules and matchingRuleUse operational attributesy

A single subschema subentry is used by the subschema authority to adminijster the subschema for the subs¢hema
administrative area. For this purpose, the subschema subentry contains the operational attributes representing the policy
pararIeters used to express subschema policies. The subtreeSpecification® attribute of a subschema subentry| shall
specity the whole subschema administrative area, i.e., it shall be an empty sequence.

The spbschema subentry is specified as follows:

subsgchema OBJECT-CLASS ::= {

KIND auxiliary

MAY CONTAIN {
dITStructureRules |
nameForms |
diTContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |
diTContextUse |
matchingRules |
matchingRuleUse }

ID id-soc-subschema }

The dperational attributes-ef the subschema subentry are defined in 15.7.

154 Policy procedures

Therq are twe-policy procedures associated with subschema administration:

—  asubschema modification procedure;

— an entry modification procedure.

15.5 Subschema modification procedures

A subschema authority may administer a subschema in a dynamic fashion, including making restrictive subschema
modifications. This may be accomplished by modifying the values of the subschema operational attributes, using
Directory modify operations, effectively changing the subschema which is in force in the subschema administrative
area. A subschema authority may also create new subschema areas, or remove existing subschema areas by creating or
removing subschema subentries, respectively.
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Before the subschema authority extends the DIT structure or DIT content rules by adding a new rule, or by adding an
auxiliary object class, or a mandatory or an optional attribute to an existing rule, the referenced schema information
shall be described in the appropriate attribute in the subschema subentry. Name forms, object classes, attribute types
and matching rules that are referenced (directly or indirectly) by a dITStructureRule, dITContentRule or by a
matchingRuleUse attribute shall not be removed from the subschema subentry.

The definition of information objects such as object classes, attribute types, matching rules and name forms which have
been registered (i.e., assigned a name of type object identifier) are static and cannot be modified. Changes to the
semantics of such information objects require the assignment of new object identifiers.

DIT structure and DIT content rules may be active or obsolete. Only active rules are used to regulate the DIT. The
identification and preservation of obsolete rules is an administrative convenience allowing location (and possibly repair)
of enffies added under old rules that have since changed.

This pbsolete mechanism shall be used where restrictive changes are made to DIT structure or DIT content| rules
creating inconsistencies in the DIB; otherwise, the appropriate active rule may be modified directly. The Dirgctory
permits deletion of obsolete rules at any time.

NOTE — The obsolete mechanism provided in subschema operational attributes ensures that all entries with'obsolete schema can
be] identified and repaired before the obsolete subschema operational attribute is deleted.

It is the responsibility of the Subschema Administrative Authority to maintain consistency of entries with the pctive
subschema by means of the Directory abstract service, or by other local means. This may‘be-done at the conveniepce of
the Spbschema Administrative Authority. It is not defined when such an adjustment ofiinconsistent entries shoyild be
done.| However, deletion of obsolete rules prior to the location and repair of incénsistent entries will make this task
more |difficult.

15.6 Entry addition and modification procedures

The Iirectory executes entry addition and modification procedures:whenever a new entry is added to the DIT|or an
existing entry is modified. The Directory shall determine whether<the proposed operation would violate a subs¢hema
policy.

In pafticular, the Directory shall ensure that entries added to the DIT are consistent with appropriate activg DIT
structire and DIT content rules.

The Directory shall allow interrogation of entries which are inconsistent with their active rules.

The Ddirectory enforces active rules when requested to modify the DIB. If an entry is inconsistent with its active fule, a
requept to modify the entry shall be permitted if it repairs an existing inconsistency, or does not introduce 3 new
inconpistency. A request which introduces afiew inconsistency shall fail.

For apy valid entry in a valid subsghema administrative area, there can be only one most subordinate structural pbject
class [in the structural object class superclass chain. When an entry is added to the DIT, the Directory determings this
most [subordinate structural object class from the objectClass attribute values provided and permanently associgtes it
with the entry via the entry's’structuralObjectClass attribute.

Wher] an entry is created, values of the objectClass attribute shall be provided so that the content of the ertry is
consigtent with theDIT content rule governing the entry. In particular, where a value of the objectClass attribute
identifies a particular object class having superclasses other than top, then values for all of these superclasses shall also
be provided. Otherwise, the Directory operation creating the entry shall fail.

Directory«users may subsequently add or delete values of the objectClass attribute for the auxiliary object classe of an
entry] The content of an entry shall remain consistent with the DIT content rule governing the entry following a change
to thevatuesoftheobjectCtassattributerpartrcutar, whereavatueof theobjectCtassattribute Tdentifresa particular
object class having superclasses other than top is added or deleted, then values for all of these superclasses shall also be
added or deleted, except where such superclasses are also present in the superclass chains associated with other values
not being added or deleted respectively.

15.7 Subschema policy attributes

The following subclauses specify the subschema policy operational attributes. These attributes are:

—  present in the subschema subentry. The values of these attributes are administered via Directory modify
operations using the distinguished name of the subschema subentry;

— available for interrogation in all entries governed by the subschema.
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The ASN.1 parameterized type DirectoryString { ub-schema }, used in the following definitions, is defined in ITU-T
Rec. X.520 | ISO/IEC 9594-6.

The integerFirstComponentMatch and objectldentifierFirstComponentMatch equality matching rules are also
defined in ITU-T Rec. X.520 | ISO/IEC 9594-6.

For management purposes, a number of human-readable name components and a description component are
optionally allowed as components of a number of the subschema policy operational attributes defined in the following
subclauses.

A number of subschema policy operational attributes defined in the following subclauses contain an obsolete
component. This component is used to indicate whether the definition is active or obsolete in the subschema

admi

istrative area

15.7.]

DIT Structure Rules operational attribute

TStructureRules operational attribute defines the DIT structure rules which are in force within a subsChemg:

ThexI
dITStructureRules ATTRIBUTE ::= {

WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITStructureRule }

DITS{ructureRuleDescription ::= SEQUENCE {

COMPONENTS OF DITStructureRule,

name [11 SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

The dITStructureRules operational attribute is multi-valued; each vahie defines one DIT structure rule.

The ¢

15.7.3

The ¢
value

dITCq

DITC

omponents of dITStructureRule have the same semantics asgthe corresponding ASN.1 definition in 13.7.6.

DIT Content Rules operational attribute

ITContentRules operational attribute defines the \DIT content rules which are in force within a subschema
of the operational attribute is tagged by the object identifier of the structural object class to which it pertains
bntentRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-dITContentRules }
bntentRuleDescription /::= 'SEQUENCE {

COMPONENTS OF DITContentRule,

name [4] SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,

description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE }

The dITContentRules operational attribute is multi-valued; each value defines one DIT content rule.

The

mpoenents of dITContentRule have the same semantics as the corresponding ASN.1 definition in 13.8.2.

15.7.3 Matching Rules operational attribute

The matchingRules operational attribute specifies the matching rules used within a subschema:

matchingRules ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRules }

MatchingRuleDescription ::= SEQUENCE {

76

identifier MATCHING-RULE.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
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description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] DirectoryString { ub-schema } OPTIONAL }

-- describes the ASN.1 syntax

The identifier component of a value of the matchingRules attribute is the object identifier identifying the matching
rule.

The description component contains a natural language description of the algorithms associated with the rule.
The information component contains the ASN.1 definition of the assertion syntax of the rule.

Such an ASN.1 definition shall be given as an optional ASN.1 Imports production, followed by optional ASN.I
Assi lllll\allt ljl\}dubti\}llb, fU}}UVV\Jd Ly alr AS}‘T.I T)’P\.« l)l\}dl«l\;ti\lll. A}‘l t_le\.; IIAITIvS d\/ﬁll\/d ;11 Dil\.«\/tul_y lllUdul N are
impli¢itly imported and do not require explicit import. All type names, whether imported or defined via an Assigment,
are Iqcal to the definition of this syntax. If the ASN.1 type includes a user-defined constraint and is not one pf the
ASN|l types defined in the Directory modules, then the last UserDefinedConstraintParameter of the consttaint shHall be
an acfual parameter whose governing type is SyntaxConstraint and whose value is the object identifierlassigned [to the
constfaint.

SyntaxConstraint ::= OBJECT IDENTIFIER

NQOTE 1 — The ASN.1 productions Imports, Assignment, and Type are defined in ITU-T\ Rec. X.680 | ISO/IEC 8g824-1.
UgerDefinedConstraintParameter is defined in ITU-T Rec. X.682 | ISO/IEC 8824-3.

NOTE 2 — A typical ASN.1 definition is simply a Type name.
The matchingRules operational attribute is multi-valued; each value describes one matching rule.
15.7.4  Attribute Types operational attribute

The ItributeTypes operational attribute specifies the attribute typés-sed within a subschema:

attributeTypes ATTRIBUTE ::= {
WITH SYNTAX AttributeTypeDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-attributeTypes }
AttriquteTypeDescription ::= SEQUENCE.{
identifier ATTRIBUTE.&id,
name SET SIZE (1.:MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] AttributeTypelnformation }
The Ientifier component of a‘value of the attributeTypes attribute is the object identifier identifying the attribute|type.

The attributeTypes operational attribute is multi-valued; each value describes one attribute type:

AttriQuteTypelnformation ::= SEQUENCE {

derivation [0] ATTRIBUTE.&id OPTIONAL,
equalityMatch [1] MATCHING-RULE.&id OPTIONAL,
orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
substringsMatch  [3] MATCHING-RULE.&id OPTIONAL,
i i i - } OPTIONAL
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [71 BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications }

The derivation, equalityMatch, attributeSyntax, multi-valued, collective and application components have the same
semantic as the equivalent pieces of notation introduced by the corresponding information object class.

The attributeSyntax component contains a text string giving the ASN.1 definition of the attribute's syntax. Such an
ASN.1 definition shall be given as specified for the information component of the Matching Rules operational
attribute.

ITU-T Rec. X.501 (08/2005) 77


https://standardsiso.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

15.7.5 Object Classes operational attribute

The objectClasses operational attribute specifies the object classes used within a subschema.

objectClasses ATTRIBUTE ::= {

WITH SYNTAX ObjectClassDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-objectClasses }

ObjectClassDescription ::= SEQUENCE {

The

Objeq

The gubclassOf, kind, mandatories and optionals components have the-same semantics as the corresponding |

of no

15.7.¢

identifier OBJECT-CLASS.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] ObjectClassinformation }

The i]ientifier component of a value of the objectClasses attribute is the object identifier identifying the ebject cl

bjectClasses operational attribute is multi-valued; each value describes one object class:

ttClassIinformation ::= SEQUENCE {
subclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,
mandatories [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPRPTIONAL }

ation introduced by the corresponding information object class.

b Name Forms operational attribute

nam

Name

The igentifier componerit-of a value of the nameForms attribute is the object identifier identifying the object clasq.

The n

Name

The ]ameForms operational attribute specifies the name forms-used within a subschema.

Forms ATTRIBUTE ::= {
WITH SYNTAX NameFormDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-nameForms }
FormDescription ::= SEQUENCE {
identifier NAME-FORM.&id,
name SET SIZE(1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] NameForminformation }

ameForms operational attribute is multi-valued; each value describes one name form:

Forminformation ::= SEQUENCE {
subordinate OBJECT-CLASS.&id,
namingMandatoriesSET OF ATTRIBUTE.&id,
namingOptionals SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

LSS.

bieces

The subordinate, mandatoryNamingAttributes and optionalNamingAttributes components have the same semantics

as the

corresponding pieces of notation introduced by the corresponding information object class.

15.7.7 Matching Rule Use operational attribute

The matchingRuleUse operational attribute is used to indicate the attribute types to which a matching rule applies in a
subschema:

matchingRuleUse ATTRIBUTE ::= {

78

WITH SYNTAX MatchingRuleUseDescription
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EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE
ID

directoryOperation
id-soa-matchingRuleUse }

MatchingRuleUseDescription ::= SEQUENCE {

identifier

name
description
obsolete
information [0]

MATCHING-RULE.&id,

SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,
BOOLEAN DEFAULT FALSE,
SET OF ATTRIBUTE.&id }

The identifier component of a value of the matchingRulesUse attribute is the object identifier identifying the matching

rule.

The iLformation component of a value identifies the set of attribute types to which the matching rule applies.

15.7.8  Structural Object Class operational attribute

Every entry in the DIT has a structuralObjectClass operational attribute which indicates the structiial object class of

the entry:

structuralObjectClass ATTRIBUTE ::= {

WITH SYNTAX

15.7.9  Governing Structure Rule operational attribute

EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-structuralObjectClass }

OBJECT IDENTIFIER

Every entry in the DIT, with the exception of administrative poinfréntries that have no subschema subentry, |has a

governingStructureRule operational attribute which indicates the governing structure rule of the entry:

governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX

15.7.10 ContextTypes operationalattribute

The dontextTypes operational attribute specifies the context types used within a subschema.

contextTypes ATTRIBUTE ~:=/{

WITH SYNTAX

USAGE
ID

Cont¢xtDescription ::= SEQUENCE {

identifier
name

obsolete
information [0]

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-sea-governingStructureRule }

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

INTEGER

ContextDescription

directoryOperation
id-soa-contextTypes }

CONTEXT.&id,
SET SIZE (1..MAX) OF DirectoryString {ub-schema} OPTIONAL,

i i = } OPTIONAI
BOOLEAN DEFAULT FALSE,

ContextInformation }

The identifier component of a value of the contextTypes operational attribute is the object identifier identifying the

context type.

The contextTypes operational attribute is multi-valued; each value describes one context type:

Contextinformation ::= SEQUENCE {

syntax

assertionSyntax

DirectoryString { ub-schema },
DirectoryString { ub-schema } OPTIONAL }
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The syntax and assertionSyntax components have the same semantics as the corresponding pieces of notation
introduced in the corresponding information object class.

The syntax component and the assertionSyntax component each contain a text string giving the ASN.1 definition of
the context syntax and context assertion syntax respectively. Such an ASN.1 definition shall be given as an optional
ASN.1 Imports production, followed by optional ASN.1 Assignment productions, followed by an ASN.1 Type
production. All type names defined in Directory modules are implicitly imported and do not require explicit import. All
type names, whether imported or defined via an Assignment, are local to the definition of this syntax. If the ASN.1 type
includes a user-defined constraint and is not one of the ASN.1 types defined in the Directory modules, then the last
UserDefinedConstraintParameter of the constraint shall be an actual parameter whose governing type is
SyntaxConstraint and whose value is the object identifier assigned to the constraint.

NQTE 1l _The ASN 1 r\rr\dnnﬁnnq Imparts Acqignmpnf and Type are defined in ITI.T Rec X AR0 ! ISQAEC 24-1.

UgerDefinedConstraintParameter is defined in ITU-T Rec. X.682 | ISO/IEC 8824-3. SyntaxConstraint is defined in 15.713.
NOTE 2 — A typical ASN.1 definition is simply a Type name.

15.7.11 DIT Context Use operational attribute

The dITContextUse operational attribute is used to indicate the contexts which shall or may be usedwith an attribfite:

dITContextUse ATTRIBUTE ::= {

WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }
DITCopntextUseDescription ::= SEQUENCE {
identifier ATTRIBUTE.&:id,
name SET SIZE (1..MAX) OF DirectoryString { ubyschema } OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] DITContextUselnformation }

The identifier component of a value of the dITContextUse operational attribute is the object identifier of the attribute
type fo which it applies. The value id-oa-allAttributeTypes'indicates that it applies to all attribute types.

The ipformation component of a value identifies the mandatory and optional context types associated with the attribute
type identified by identifier:

DITCpntextUselnformation ::= SEQUENCE\{

mandatoryContexts[1] SET SIZE(1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET.SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }
15.7.12 Friends operational attribute

The friends operational attribyte, is used to indicate the sets of attribute types which are friends within a subschemj:

friends ATTRIBUTE ::=7{

WITH SYNTAX FriendsDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-friends }
FriendsDescription ::= SEQUENCE {
anchor ATTRIBUTE.&id,
hame SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
—descriptiom—DirectoryString<{ub=schema} OPTONAL,
obsolete BOOLEAN DEFAULT FALSE,
friends [0] SET OF ATTRIBUTE.&id }

The anchor component of a value of the friends attribute is the object identifier of the attribute type that is the anchor
to the set of friends. The friends component of a value of the friends attribute is the set of object identifiers of the
attribute types that are the friends of the anchor attribute type.
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SECTION 7 — DIRECTORY SERVICE ADMINISTRATION

16 Service Administration Model

This clause provides a model for how an administrative authority can control, constrain and adjust the service both with
respect to what a user can specify in a Search, a Read or Modify Entry request and what information is to be returned.

16.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

16.1.1 effectively present attribute type: An attribute type that is present in at least one non-negated filter_item in
each pubfilter of a search filter and which fulfils the requirements as specified for that attribute type inthe’re|evant
search-rule. For definitions of negated and non-negated filter items, see 7.8.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

16.1.2 governing-search-rule: A search-rule with which a particular operation complies and<which has| been
selected for governing that operation.

16.1.3 named-service: A collection of service-types that together provide an overall service, e.g., a White [Pages
servige.

16.1.4  request-attribute-profile: A specification of what is required for a filter item for the corresponding atfribute
type fo be effectively present.

16.1.5 request-attribute-type: An attribute type that according to a search-rule specification may be represented in
the filter of a Search operation.

16.1.6  Search-rule: The detailed specification of the service constraints/enhancement aspects provided for a|given
servige-type primarily intended for a given user-class and tailored to.a,particular group of users.

16.1.7 service-type: A globally unique identification of a set¥ice capability for a particular purpose within al well-
defin¢d scope, e.g., a capability of search for a particular type‘of entries within an area of the DIT. Not all aspecfs of a
servide-type may be available to all users.

16.1.8  subfilter: A Boolean component of a filter.that comprises only logical ANDs of non-negated filter itemys and
of nepated filter items, i.e., that can be expressediinformally as NOT (filter-item). Any filter can be expressedl in a
canortfical form comprising a logical OR of subfilters as discussed in Annex Q.

16.1.9  user-class: An identified set of usefs that due to their functions, position in an organization, etc., can ihvoke
certaip aspects of the service-types within a named-service. Different groups of users identified by their names within a
user-¢lass may see variations in the service provided. A user group can span user-classes.

16.2 Service-type/user-cldass model

The Directory Abstract Service as specified in ITU-T Rec. X.511 | ISO/IEC 9594-3 is the representation of gll the
servide capabilities offered by the Directory Specifications. A service-type is a subset of that service for performing a
partidular function, &, searching for a particular type of object within a defined scope.

A najned-service s a collection of service-types for a particular purpose, e.g., to provide a White Pages service, a
partiqular type-of Yellow Pages service, etc.

A servicertype is realized primarily through the Search operation, but also through other operations that can specify
entry Tformmation setectiomn; Te-; Readamd-vodify Emtry operations—For the purpose of service admimistratiom; @ read or
a modifyEntry request is considered in some respect equivalent to a search request with subset equal to baseObject
and filter equal to and : {}. Service administration does not affect what information can be modified by a Modify Entry
operation. This is solely governed by access control.

An object identifier identifies a service type, thereby giving it a global unique identification. Different user-classes,
dependent on their role, position in the organization, etc., may have somewhat different perceptions of a service-type. A
user-class is identified by an integer that is only required to be unique with a DMD. Different DMDs could assign a
different identifier to what could be considered the same user-class. However, it is expected that administrative
authorities cooperating to provide a common named-service across several DMDs will coordinate the user-group
identifiers. Even for a particular user-class, there may be variations in the service available to users in the class. Such
variations are based on the distinguished names of the users. As an example, users of a particular user-class in one
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country may not have exactly the same view of a service-type as the users of the same user-class in another country,
e.g., to reflect local privacy laws. The definition of a service-type for a user group is expressed by a search-rule
specifying the details as to how the operation is to be performed.

The service-type and the user-class for which it is primarily intended are indicated in a search-rule.

A user group may span several user-classes. A user within a user-class could possibly also utilize search-rules that were
primarily intended for other user-classes, e.g., users in a user class with a greater capability would also be granted
permissions intended for user-classes that are generally offered lower service capabilities.

A user group is not directly identified by a search-rule, but is indirectly identified by having the invoke permission to
that search-rule. A user group can invoke any search-rule to which it has the invoke permission. If a particular user has

the in
defingd in these Directory Specifications will, everything else being equal, select the search-rule with the highiest
grouy] identifier. This allows the administrative authority by proper assignment of user-class identifiers to-epntr

selec
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Service-specific administrative areas

ytonomous administrative area may be designated as a service-specific administrative area’in order to deplg
nister search-rules. This shall be indicated by the presence of the value id-ar-serviceSpecificArea in the asso

user-
| this

y and
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administrative entry's administrativeRole attribute (in addition to the presence of the\walue id-ar-autonomousArea,

and ppssibly other values).

Such |an autonomous administrative area may be partitioned in order to deploy @and administer search-rules in sp
partitfons. In this case, the administrative entries for each of the service-specifi¢ administrative areas are indicat

the p

superjor service-specific administrative areas are not relevant subordinate’to’such an administrative entry.

If sugh an autonomous administrative area is not partitioned, there.is*a single service-specific administrative ar|
search-rules encompassing the entire autonomous administrative area.

One

whos¢ objectClass attribute contains the value id-sc-serviceAdminSubentry, as defined in 14.8. A subentry

class

value|id-ar-serviceSpecificArea.

The
base

the bgse object for an operation has been detérmined, the search-rules tied to that entry are candidates for governi
search. The ties between search-rules.within a subentry and entries within the service-specific administrative ar
established by the subtreeSpecification operational attribute of the subentry. The entries identified by the values

subt
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fesence of the value id-ar-serviceSpecificArea in these entries' administrativeRole attributes. Service polici

r more search-rules are represented in the Directory information model by a subentry, termed a service sub

shall be the immediate subordinate of an administrative entry whose administrativeRole attribute contai

gvaluation phase of an operation within acsefvice-specific administrative area is among other dependent on
bject is used for the operation, possibly after alias dereferencing. Search-rules are therefore tied to entries.

IeSpecification operational attribute are in this way tied to the search-rules placed in the same subentry.
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icular entry can be agseciated with search-rules from multiple subentries; these may have the same or diffferent
subtrge specifications. Conyersely, different parts of the administrative area can be targeted by the one subentry,
multiple values of the §ubtree specification.

using

Jation

The arguments of an-operation can be validated against a search-rule by using an algorithm called the search-valid
function.
operation
arguments
search-validation (])“EKUE (OK)
. function FALSE (not OK)
search-rule
X.501_F16
Figure 16 — Search-validation function
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An operation is a valid and allowed to proceed if, and only if, the search-validation-function yields TRUE for at least
one of the available search-rules associated with the base object for the operation. For a search-rule to be available for
an operation, the requestor must have invoke permissions to the attribute value that holds the search-rule. If there is only
one available search-rule with which the operation complies, this search-rule is called the governing-search-rule for that
operation, i.e., the search-rule that is used when the operation is further progressed. If there are several such search-
rules, one of these is selected by local choice as the governing-search-rule. The procedure for selecting a governing-
search-rule is given in 19.3.2.2.1 of ITU-T Rec. X.518 | ISO/IEC 9594-4. The governing-search-rule is thereby
permanently associated with the operation for its evaluation within the service-specific administrative area. This is also
the case when part of the operation is carried out by other DSAs holding parts of that service-specific administrative
area.

It is the choice of administrative authorities as to whether:

—  to collect several search-rules requiring different invoke permissions into a single subentry.\(thereby
requiring access control down to attribute value level if these invoke permissions vary from-vajue to
value); or

—  to collect search-rules with the same access control permissions into distinct subentries, so that gccess
control permissions can be granted on the basis of permissions to the complete)attribute; diffferent
subentries can then hold different access control permissions.

If th¢re is no search-rule available for an operation specifying a base object entfy-within a service-sgecific
administrative area, or if the search validation function returns FALSE for all available\s€arch-rules, the operafion is
rejected with an error.

If a s¢rvice-specific administrative area has no subentries, there are no service constraints associated with that areaj

Therd may be users that should not be limited by service restrictions, e,gi¢administrators, and there may be entries,
when|serving as base object entries, for which restriction is not requiredse g/, entries low in the DIT. The adminisfrative
authofity can therefore include special search-rules, empty search-rules.

A hiefarchical group within a service-specific administrative area hasto be completely contained by that area.

The scope of a Search operation cannot cross the border of & service-specific administrative area. ITU-T Rec. X|.518 |
ISO/IEC 9594-4 specifies procedures that do not allow a-Search operation starting within a particular service-sgecific
administrative area to go outside that area even when aliases are dereferenced during the search evaluation. LikeWise, a
searcI starting outside a service-specific administrative drea cannot spread into that area.

16.4 Introduction to search-rules

Search-rules are expressions of policies that on one hand constrain and adjust operations that can be carried oyt in a
regiof of the DIT, and on the other hand assist in their execution by guiding the operation process. A search-rule hias the
following main characteristics:

— it gives requirgmerits that an operation shall meet if the operation is to be carried out based op that
search-rule;

— it specifies-adjustment of the operation request;

— it prayidés specification for details of the evaluation of the operation, e.g., by specifying relaxation
policies if too many or too few entries are found for Search operation; and

— «-t.provides entry information selection specifications.

Wher a processing of an operation starts, the base entry of the operation corresponds to one or more service subdntries
whos¢ subtree-specification values include that base entry. Thereby, potentially a number of candidate-search-rulgs are
identified. The details of the operation are evaluated against these candidate-search-rules. An operation can only be
executed if a compatible search-rule can be found.

16.5 Subfilters

If a search-rule is designed to control the Search operation, it may specify a set of attribute types that may be present in
a filter of a search request. These attribute types are called the request-attribute-types for the search-rule. Other
attribute types shall not be present in the filter in any form, negated or non-negated. This subclause further qualifies
what it means for an attribute type to be present in a search filter. A search-rule also specifies requirements on valid
combinations of request attribute types. It might be a requirement that certain attribute shall be present; it might be a
requirement that at least one out of two attribute types shall be present; it might be a requirement that one attribute type
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is not allowed without another being present, etc. To further elaborate on how to express combinations, it is useful to
introduce the concept of subfilters.

According to propositional calculus, any filter whatsoever can be written as a sequence of subfilters separated by OR
operators. This can be written as:

f:f1+f2+...+fr

where each subfilter, f;, is a sequence of filter items or negated filter items that are separated by AND operators, which
can be written as:

fi=fufi ... fi

where f}; is either a filter item or its negation.

The s
Fora

For a

nbfilter concept is further described in Annex Q.
filter to comply with a search-rule, each subfilter shall comply with the search-rule.

filter item to effectively represent an attribute type in a subfilter, it is required to comply with the requiremgnts of

the raquest-attribute-profile for the attribute type. The request-attribute-profiles are part of the search-rule specifidation.

If at
attrib

16.6

For aj
reque
subfil

If an

It iS d
affect

types
(see |

16.7

Outsi
the off
establ]

least one filter-item for an attribute type in each subfilter complies with the request<attribute-profile fgr that
hte type, the attribute type is said to be an effectively-present-attribute-type.

Filter requirements

h attribute type to be effectively present in a filter, the attribute type or,¢if the includeSubtypes option pf the
st-attribute-profile is set, one of its subtypes shall be present in at ledst one non-negated filter item of each
ter. Such a non-negated filter item shall comply with all of the following requirements:

— It shall be a non-negated filter item that is not one of the fallowing types:
greaterOrEqual;
lessOrEqual;
present or contextPresence unless explicitly, allowed by the request-attribute-profile.
— It shall comply with the request-attributesprafile specification for that attribute type.

— If it is an extensibleMatch filter iteng;jthe attribute type shall be specified in the type component jpof the
MatchingRuleAssertion.

NOTE — If this last restriction iswet-introduced, this filter item could implicitly include an unspecified nunjber of
attribute types into the search filte and thereby impair the search validation procedure.

httribute type is represented in a filter, it shall be effectively present.

llowed to have extensibleMatch filter items without the type component in the filter. Their presence dogs not
the search validation against search-rules. However, such a filter item shall only be applied to attributes whose

are request-attributé=types, i.e., represented in the governing-search-rule by a request-attribute-profile
6.10.2).

Attribute.information selection based on search-rules

e a seryvieesspecific administrative area, attribute information returned is selected by the selection compongnt of
eration’request possibly modified by the operationContext of the CommonArguments, and any context dgfaults

opera

ished" either within a context default specific administrative area or by local context defaults. For a Search

eleetton—oet—te OR—H so—be—medited—b he—matehed Only—eemponen h the

>

SearchArgument. However, when an operation is controlled by a governing-search-rule, this search-rule may specify
what information is to be returned. When this is the case, the user attribute information returned shall be the intersection
of what the governing-search-rule specifies and what would have been returned had there been no governing-search-
rule. If the entry information selection in the selection component specifies selection of operational attributes, the same
rule shall apply for operational attributes. If the entry information selection does not specify return of operational
attribute information, operational attribute information returned shall solely be determined by the governing-search-

rule.

A governing-search-rule may specify what attribute information is to be returned completely independently of what
attribute types can be specified in a search filter.
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When information is to be returned based on hierarchical groups, selection of attribute information from such entries is
based on the principle above, except that matchedValuesOnly specifications have no effect.

NOTE - Family member selection is not governed by the above principle (see 16.10.6).

16.8

Access control aspects of search-rules

Search-rules provide some additional access control capabilities besides those capabilities described in clause 18. In a
service-minded approach, it is necessary to apply restrictions on how operations can be formulated and what
information can be returned. This should be based not only on the identity of the user, but also on the service-type and
the user-class, thereby allowing the administrative authorities to tailor the service based on quality of information,
charging considerations, etc.

The dccess control capabilities as defined in clause 18 are used for ensuring that only proper user groups cafri
search-rules. These capabilities can also protect information never to be accessed by particular user groups.

A DS
contr
awarg

A that caches information originating from a service-specific administrative area may not have seatch-rul

hvoke

es for

lling the restrictions on that information. As for access control (see 18.8.2), a Security Administrator shoyld be
that a DSA with the capability of caching may impose a significant security risk to other DSAS.

16.9 Contexts aspects of search-rules

As context assertions can be part of a filter item for the Search operation, search-rul¢ specifications need t¢ take
contekts into account. Inclusion of contexts into the search-rule brings new capabilities into the contexts feature that
may qimplify requirements on DUA and DSA implementations.

The Hasic context feature allows the user to specify contexts for the Search/filter and for entry information selgction;
and if

area.

allows the administrative authorities to establish context defaults awvithin a context default specific adminis;rative
These defaults apply indiscriminately to all users and to all\s€rvice-types. However, the context fea

re as

provifled by the search-rules allows the user to specify a minimium of context information and it allows the
administrative authorities to make individual context specificatiens' for each search-rule. In addition, it is possibile, as
indicgted in 16.8, to provide access control like function through proper design of the search-rule context specifidation.

Use df context specifications in search-rules could make establishment of context default specific administrative| areas

redunidant.

16.10  Search-rule specification

The SearchRule ASN.1 data type gives thessyntax of a search-rule.

Sear¢hRule ::= SEQUENCE {
COMPONENTS OF SearchRuleld,
serviceType [ OBJECT IDENTIFIER OPTIONAL,
userClass [2] INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination [4] AttributeCombination DEFAULT and | { },
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaultControls [6] ControlOptions OPTIONAL,
mandatoryControls [7] ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxation [11] RelaxationPolicy OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT "111'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL }

SearchRuleld ::= SEQUENCE {
id INTEGER,
dmdid [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }

ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }
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RequestAttribute ::= SEQUENCE {

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),

includeSubtypes [0] BOOLEAN DEFAULT FALSE,

selectedValues [11 SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type

({ SupportedAttributes }{ @attributeType }) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) } OPTIONAL,

contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,

contextCombination [4] ContextCombination DEFAULT and : {},

matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL }
ContéxtProfile ::= SEQUENCE {

contextType CONTEXT.&id({SupportedContexts}),

contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion

({SupportedContexts}{@contextType}) OPTIONAL }

ContextCombination ::= CHOICE {

context [0] CONTEXT.&id({SupportedContexts}),

and [11 SEQUENCE OF ContextCombination,

or [2] SEQUENCE OF ContextCombination,

not [3] ContextCombination }
MatchingUse ::= SEQUENCE {

restrictionType MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),

restrictionValue MATCHING-RESTRICTION.&Restriction
({SupportedMatchingRestfictions}{@restrictionType}) }

-- Detljnition of the following information object set is deferred, perhaps.to standardized
-- profiles or to protocol implementation conformance statements. The-set is required to
-- specify a table constraint on the components of SupportedMatchingRestrictions

SupportedMatchingRestrictions MATCHING-RESTRICTION ::= {...}

AttriuteCombination ::= CHOICE {

attribute [0] AttributeType,

and [11 SEQUENCE OF AttributeCombination,

or [2] SEQUENCE OF AttributeCombination,

not [3] AttributeCombination }
ResultAttribute ::= SEQUENCE {

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),

outputValues CHOICE {

selectedValues

matchedValuesOnly

ContyolOptions-::¥ SEQUENCE {

SEQUENCE OF ATTRIBUTE.&Type

({ SupportedAttributes }{ @attributeType }),

NULL } OPTIONAL,

contexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }

serviceControls [0] ServiceControlOptions DEFAULT {},
searchOptions [1] SearchControlOptions DEFAULT { searchAliases },
hierarchyOptions [2] HierarchySelections OPTIONAL }
EntryCimit ::= SEQUENCE {
default INTEGER,
max INTEGER }
RelaxationPolicy ::= SEQUENCE {
basic [0] MRMapping DEFAULT { },
tightenings [11 SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present

minimum [4] INTEGER DEFAULT 1}
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MRMapping ::= SEQUENCE {

mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,

substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL }
Mapping ::= SEQUENCE {

mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an

-- object identifier of a mapping-based matching algorithm -- } ),

level INTEGER DEFAULT 0}
MRSubstitution ::= SEQUENCE {

attribute AttributeType,

oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,

_newMatchingRule  [1] MATCHING-RUI F &id OPTIONAI }

16.10(1 Search-rule identification components

The igd component allows for the unique identification of search-rules within a DMD. The value zero is-resetved fpr the
empty search-rule. The purpose of an empty search rule is described in 16.3.

The dmdld component gives a unique identification of the DMD that has established the searcli-tile. This compjonent
togetler with id permits the definition of a unique, global identification of a search-rule.
NOTE — How this uniqueness is to be policed is outside the scope of this specification.

The id component (with the value of zero) and the dmdld components are the only components relevant for the ¢mpty
search-rule.

The gerviceType component is an object identifier that identifies the service-type supported by this search-rule] This
comppnent shall always be present except for an empty search-rule.

The yYserClass component indicates the user-class for which the searchzrule is primarily intended. For a given sefvice-
type there can be several search-rules specifying the same user-class..This component shall always be present excgpt for
an enjpty search-rule.

16.10.2 Request-attribute-profiles

The ihputAttributeTypes component shall specify request-attribute-profiles for all attribute types that shall or njay be
repregented in a search filter. If a search filter includes a filter item for an attribute type not represented by a refjuest-
attribfite-profile, the search validation against this\search-rule fails. The RequestAttribute data type specifi¢s the
requifement on a filter item for the attribute type!specified in the filter item to be effectively present. If this compjonent
is absent, the search-rule does not put any restiction on the presence of attribute types, i.e., any operation complief with
this cpmponent. If the component is present;-but empty, only a read request, a modifyEntry request or a search r¢quest
with dlefault filter (and : {}) complies with this component.

The fpllowing subcomponents arg-relevant for all operation types controlled by search-rules:

a) The attributeType-subcomponent specifies the attribute type for which this specification applies. It|is the
only mandatory subcomponent. There can only be one RequestAttribute specification for a [given
attribute €ype within a search-rule. If this is the only subcomponent, except possibly fdr the
includéSubtypes subcomponent, there are no restrictions on search filter items for this attribute] type,
except.that if such filter items are in the filter, at least one of them shall be non-negated.

b) TFhe includeSubtypes subcomponent specifies that this request-attribute-profile can be satisfied by a
filter item for a subtype of this attribute type.

The fpllowing subcomponents are only relevant for the Search operation:

c) The selectedValues subcomponent provides a set of attribute values of the type given in attributeType.
If this attribute type is represented in the filter, there shall be at least one non-negated filter item for this
attribute type that matches at least one value of this subcomponent. Otherwise, this attribute type is not
effectively present in the filter.

If this subcomponent is absent, the above matching evaluates to TRUE.
If an empty set of attribute values is given, this attribute type can only be effectively present in:
— apresent filter item if the Contexts subcomponent is not present; or

— acontextPresent filter item if the Contexts subcomponent is present.
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d)

The defaultValues subcomponent does not affect the evaluation of a search request against the search-
rule, but controls the Search operation when a search-rule has been selected as the governing-search-rule.
This component provides a set of attribute values of the type given in attributeType. If a filter item using
this attribute type is defined within the filter, but there is no attribute of this type present in an entry (or a
family grouping), then this filter item evaluates to TRUE (or to FALSE if negated) if the filter item
matches one of the values in this subcomponent. If this subcomponent is absent, there are no default
values.

If this component is present, but empty, it indicates that this component takes all possible values, i.e., a
filter item for this attribute type always evaluates to TRUE (or to FALSE if negated) if the attribute type
is absent in an entry.

NOTE 1 — This reflects the situation where a filter item shall be ignored if an attribute of the type referenced is

e)

2)

absent.
If an entry holds an attribute of this type, normal matching against this attribute is done.

The contexts subcomponent specifies the context types that are allowed to be represented-in/a filtef item
for this attribute type. A particular context type shall not be represented more than’ once ip this
subcomponent.

—  If the subcomponent is absent, any context information may be presentlin-a filter item fqr this
attribute type.

—  If the subcomponent is present, only context types specified by this subcomponent may be pfesent
in a filter item for this attribute type. If it is an empty sequence, no context information may be
present in a filter item for this attribute type.

— If only a context type is specified, any context value of that type may be present in the cpntext
assertion.

—  If context values for a given context type are preseht in this subcomponent, only those valuef may
be present in a corresponding context assertion in.afilter item.

If the context specification in the filter item does,not comply with the above, the filter item dogs not
comply with the request-attribute-profile for th¢‘attribute type.

The contextCombination subcomponent spéeifies the valid combination of the context types as ligted in
the contexts subcomponent within this request-attribute-profile. If this subcomponent is absent, there is
no restriction on the combination of these context types. If an invalid combination of context types is
present, the filter item does not_comply with the request-attribute-profile for the attribute type| This
component may specify that certain context types shall unconditionally be present.

The matchingUse subcomporient is used to specify possible constraints on the use of the appljcable
matching rule, e.g., minimum lengths for substring matching. The applicable matching rule is the one
that actually is going-to-be used before any relaxation but after a possible basic substitution. The details
on the restrictions @nd-how they are evaluated are described as part of the restriction specification. [[f this
subcomponent specifies a matching restriction defined for the matching rule to be used, it is chiecked
whether this matching restriction is violated or whether unsupported aspects of the matching rule have to
be applied-Ifthat is the case, then:

—  ifithe performExactly search control option is not set, the implementation may use a local rijile on
how to apply the matching rule in a different way;

NOTE 2 — Such a local rule requires a customization capability to be applied for the matching fule in
question.

— if the performExactly search control option is set or it is not possible to apply a local rule, the
search request does not comply with this search-rule.

16.10.3 Attribute combinations

The attributeCombination component specifies the valid combination of the request-attribute-types as listed in the
inputAttributeTypes component. If this component is absent or has the default value (and : {}), there is no restriction
on the combination of request-attribute-type and all relevant types of operations comply with this component. If an
invalid combination of request-attribute-types is present, the search validation against this search-rule fails. This
component may specify that certain attribute types shall unconditionally be effectively present in the filter. This
component shall be absent if inputAttributeTypes is absent or empty. If this component is present and has a
non-default value, only a Search operation with a non-default filter can potentially comply with this component.
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16.10.4 Attributes in the result

The outputAttributeTypes component specifies what attribute types (or their subtypes if the noSubtypeSelection
service control option is not set) will potentially be present in the result, subject to access control (see 16.7). If a
matched entry or compound entry does not contain any of the attributes defined in this component, it is not included in
the result. A similar rule applies for individual family member marked as the result of the matching or through
operations specified by control attributes in the additionalControl component. If such a family member holds none of
the attribute types defined by this component, this corresponds to the family member and all its subordinates being
explicitly unmarked. The ResultAttribute data type specifies the details about how such an attribute type shall be
represented in the result. This component does not affect search validation. If absent, the search-rule does not affect the
entry information selection except as possibly specified by the familyReturn and additionalControl components. This
component has the following subcomponents:

a) The attributeType subcomponent specifies the attribute type for which this specification appliesvIf|is the
only mandatory subcomponent. There can only be one ResultAttribute specification for a given-atfribute
type within a search-rule.

b) The outputValues subcomponent specifies what attribute values of this attribute type.ate” candidates for
being returned. The set of values may be further restricted by the context subcomponent, |entry
information selection as provided by the requestor, access control, etc. If this subcomponent is absdnt, all
the attribute values are candidates. The selectedValues choice provides a set of attribute values pf the
type given in attributeType. Only those values listed are candidates for dtttibute values to be retyirned.
The matchedValuesOnly choice specifies that only those attribute values of the attribute that contr{buted
to the filter returning TRUE via filter items other than presentCase” candidates for being refurned
(see 10.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3 for a definitionof'the term "contributed").

¢) The context subcomponent holds a set of context profiles that specify what attribute value information is
returned for this attribute type.

—  If this subcomponent is absent, the search-rule does not make any restrictions on what atfribute
values can be returned based on contexts.

— If a context type is not included in this_sitbcomponent, no context information of this type is
returned with any returned attribute value of'this attribute type.

— If a context profile does not include ¢the contextValue data type, all context values of the cpntext
type are returned with each attribute\value.

— If one or more context profilesiinclude the contextValue data type, each such context profile is
treated as a ContextAssertion to be applied against the attribute values as specified in 8.9.2.4{ Only
those attribute values for which this evaluation yields TRUE for all such context types are retfirned.
If this selection results iino value being returned for this attribute type, the attribute is not indluded
in the result. Likewise, if this selection results in no information left for an entry, this entry [is not
returned.

—  If all returned attribute values of this attribute type have the same {context type, context valud} pair
to be returned, such a context value is removed from all the attribute values. If that leaves a cpntext
without\any context value, it is completely removed.

NOTE — This will permit a service to be tailored in such a way that a user with simple equipment if most
eases can receive information without contexts.

16.10{5 Service,and search controls

The default€ontrols component, if present, is used to specify setting of bits not explicitly set for an operation fin the

ServiceControlOptions within the service controls of the operation argument, and if the operation is a Search, the
Sear&memmlmmm i forTs: T TOTT T ; ent, if

present, is used.

If all the hierarchyOptions subcomponent is absent in defaultControls, or the defaultControls is absent, hierarchy
selection shall not be used. If the hierarchySelection component is present in a search argument and specifies
anything than self, the search validation against this search-rule fails. Corresponding elements in mandatoryControls
and searchRuleControls shall be omitted.

If the defaultControls component is completely absent, it shall be considered to take the standard default value
{ serviceControls { }, searchOptions {searchAliases} }.

The mandatoryControls component specifies, by setting specific bits, the bitstring options that shall be present as
specified in defaultControls; if any bit specified by mandatoryControls differs in the user-supplied options from
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defaultControls, the search validation against this search-rule fails. Bits not specified by the mandatoryControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.

The searchRuleControls component specifies, by setting specific bits, the bitstring options that are to be taken from
the defaultControls rather than from the user-supplied options. Bits not specified by the searchRuleControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.

NOTE - If the user supplies Uy , , in a Search operation, and the default bits are Dy 4 n, the result of applying the
defaultControls component is a bit string Cy y, y Where bits 0 to p are taken from U and the remaining ones from D. The search
validation against this search-rule fails if the bitstring C&M is not equal to D&M, where C means Cy , n , '&' represents a
bitwise-AND operation, and My, v is the bitstring specified by mandatoryControls. Otherwise, the value of options that is used
is[(C&~S T D&S) where S 1s the bitstring specified by searchRuleConfrols, ~S 1s 1ts bitwise negafion, and | repredents a
bifwise-OR operation. This last manipulation has the effect of excising the bits indicated by searchRuleControls and. feflacing
them with the default bit values. The familyGrouping component specifies a family grouping specification that, if present] takes
precedence over (i.e., substitutes for) the familyGrouping in the CommonArguments of the search argument.

16.10,6 Family specifications

The familyGrouping component specifies a family grouping selection that, if present, takes,precedence oveq (i.e.,
substitutes for) the familyGrouping of the CommonArguments of the search argument.

The familyReturn component specifies family member return selection. It adjusts thé/specification given Hy the
familyReturn in the EntrylnformationSelection (or its default) of the search argument. The search-rule specififation
takes| precedence with respect to the specification in memberSelect comperient, while the search arggment
specification takes precedence with respect to familySelect component, i.e., if the.familySelect component is predent in
the search argument, a possible familySelect component in the search-rule shall'be ignored.

16.10{7 Control of relaxation

The r¢laxation component defines the relaxation policy using the RelaxationPolicy construct. The same construgt may
be in¢luded in a search request in the relaxation component. The,procedure associated with this construct is des¢ribed
here, fovering both the case where it is included in a search-rule and the case where it is included in a search requiest. If
RelaxXationPolicy is included in both the search-rule and_in\the search request, additional specifications are giyen in
10.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

The RelaxationPolicy has the following subcompaonents:

a) The basic subcomponent, if present, defines MRMapping, i.e., a set of matching-rule substitptions
and/or mapping-based matching functions that are applied to a search filter for the first evaluation (i.e.,
without tightening or relaxation). This permits the selection of a more appropriate match than the ofliginal
match. Omission of the\item or supplying it with an empty set causes all the normal matching| rules
without applying any mapping-based matching to be used for the first evaluation.

b) The tightenings. subcomponent, if present, comprises a sequence of substitutions and of mappings| each
defined by MRMapping, that are to be applied in the order given, one at the time, if the matched gntries
are too numereus (greater than maximum).

¢) The relaxations subcomponent, if present, comprises a sequence of substitutions and mappings| each
defined by MRMapping, that are to be applied in the order given, one at the time, if the matched dntries
are\too few (less than minimum).

d)._~The maximum subcomponent shall always be present if tightenings is present, and then specifips the
number of entries found above which a tightening is to be applied.

e) The minimum subcomponent specifies the number of entries found for which (or below which) a
relaxation is to be applied; if absent, it defaults to zero.

NOTE 1 — Relaxation/tightening is not affected by the performExactly search control option.

Matching rule substitutions and mappings are defined by MRMapping elements, each of which consists of a sequence-
of Mapping clements and a sequence-of MRSubstitution elements. The sequence orders of these elements have no
significance.

A Mapping element has the following components:

a) The mappingFunction component identifies a mapping-based mapping function with associated
mapping table to be applied.
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b) The level component identifies the level of relaxation (or tightening if negative) to be applied for the
mapping-based matching. This component shall be ignored if the &userControl is set for the mapping-
based matching and the extendedArea search control is included in the search request, in which case
the value specified in extendedArea is applied.

NOTE 2 - For the basic substitution and mapping, the level should in many cases be set to zero.

A MRSubstitution element has the following components:
a) attribute describes the attribute to which the substitution is to be applied.

b) oldMatchingRule is the matching rule that is to be substituted for. If absent, it applies to the previously
applicable matching rule of the specified type for the attribute, if there is one. For basic substitution, or if
basic substitution is not performed, for the first relaxation/tightening substitution, the applicable
matching is the one that would otherwise have been used. For subsequent substitutions, the applicable
matching rule is the one brought in by the previous substitution. If this subcomponent S§pecifies a
matching rule that is not the previously applicable matching rule, then no substitution is performed.

NOTE 3 — As an example, if the filter item is of type equality and thereby selecting an equality ‘matchinf rule,
and this subcomponent specifies a substring matching rule, then no substitution is performed:

¢) newMatchingRule is the object identifier for the substitute matching rule that is\to-be used in place of
the old matching rule. If absent, any corresponding filter-items are evaluated as TRUE for a non-nggated
item, and FALSE for a negated item (i.e., in accordance with id-mr-nullMatch).

The following applies only for matching rule substitution specified in-a\search request. If a mafching
rule is specified for which there is a matching restriction for the attribute’ type (see 16.10.2, item g)) that
will make the search request non-compliant with the governing-Search-rule; or an unsupporfed or
incompatible matching rule is specified, the substitution is ,abandoned and no further substitutjon is
performed for the attribute type.

NOTE 4 — It is assumed that a DSA will not allow invalid s@bstitutions to be present in a search-rule.

One dttribute can have multiple MRSubstitution elements in an MRMapping provided that the combination of atfribute
and oldMatchingRule (if present) is unique. When oldMatchingRule is absent in one MRSubstitution, but is predent in
another MRSubstitution, the latter takes precedence in mapping'the matching rule defined by oldMatchingRule.

16.10l8 Additional control component

The ddditionalControl component allows the effect.of @ governing-search-rule to be adapted to a specific enviropment
wher¢ additional control of a Search operation 1s-Ttequired. It specifies one or more control attribute typed. The
semaitics, syntax and placement of such a control attribute type referenced by this component shall be defined gs part
of thg control attribute definition. Such a specification may be made outside these Directory Specifications. A cpntrol
attribfite specified includes a part of its definition procedures to be executed based on the information provided by the
contrgl attribute.

This ¢omponent does not affect tlie search-validation function.

A control attribute could be-placed in such way that it affects several entries, e.g., in a service-specific adminisfrative
point|or in a service administration subentry. It can also be placed in individual entries. When a control attribute is
placedl in individual entries, it can only affect entry information selection for those entries. A control attribut¢ may
result] in certain entfies“or family members being explicitly unmark, which will prevent their presence in the Search
result

NOTE 1 —By. 'placing a control attribute in the service-specific administrative point, the control attribute can affect the way

matchingiis.performed. As an example, an attribute type specified in a filter item can be mapped into or supplemented by g set of

atfribute, types ("friendly" attribute types) against which matching can be performed in some defined way, e.g., to obtain th¢ same
effeet provided by attribute subtyping. Similarly, a control attribute could adjust the entry information returned.

NOTE 2 - By placing a control attribute in a given entry, it is possible to take individual requirements into account, e.g., to cover
personal data protection requirements.

If compound entries are been marked or unmarked as the result of the processing of one or more control attributes, this
shall be done before applying the family return specification (as specified by the familyReturn in the
EntryinformationSelection or as overridden by the familyReturn search-rule component). If the explicit unmarking
results in no member of a compound entry being returned, the compound entry is completely removed from the result.

16.10.9 Miscellaneous components

The allowedSubset component specifies the valid choices of the Search request subset specification. This search-rule
component is ignored if the imposedSubset search-rule component is present and the useSubset search control is not
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set in a search request. As default, any subset choice is possible. If the subset parameter of a search request does not
specify a value compatible with this search-rule component, the search validation against this search-rule fails. For a
Read or Modify Entry operation to comply with this component, it must include the value baseObject.

The imposedSubset component specifies a subset that substitutes the subset specification in a search request. If this
component is not present or if the useSubset search control is set in the search request, no substitution is performed
and the restriction expressed by the allowedSubset is exercised. This component shall be ignored when evaluating a
read or modifyEntry request against a search-rule.

The entryLimit component has two subcomponents. The default subcomponent indicates the size limit to be imposed
by the Directory if the sizeLimit service control is not set. The max subcomponent indicates the maximum allowable
value for the sizeLimit service control. If exceeded, the effective sizeLimit is reduced to this max value. This

comp

16.10
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PCH-RULE ::= CLASS {
&dmdid

OBJECT IDENTIFIER,

prient shall be ignored when evaluating a read of modifyEntry request against a search-rule. ., |
.10 ASN.1 information object classes

BEARCH-RULE, REQUEST-ATTRIBUTE and RESULT-ATTRIBUTE information object classes(are provig
ate the documentation of search-rules:

&serviceType OBJECT IDENTIFIER OPTIONAL,
&userClass INTEGER OPTIONAL,
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mandatoryControls ControlOptions OPTIONAL,
&searchRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL,
&familyReturn FamilyReturn OPTIONAL,
&additionalControl AttributeType OPTIONAL,
&relaxation RelaxationPolicy OPTIONAL,
&allowedSubset AllowedSubset DEFAULT "111
&imposedSubset ImposedSubset OPTIONAL,
&entryLimit EntryLimit OPTIONAL,
&id INTEGER(UNIQUE }
SYNTAX {
DMD ID &dmdid
[ SERVICE-TYPE &serviceType ]
[ USER-CLASS &userClass ]
[ INPUT ATTRIBUTES &InputAttributeTypes ]
[ COMBINATION &combination ]
[ OUTPUT ATTRIBUTES &OutputAttributeTypes ]
[ DEFAULT CONTROKL &defaultControls ]
[ MANDATORY CONTFROL &mandatoryControls ]
[ SEARCH-RULE.CONTROL &searchRuleControls ]
[ FAMILY-GROUPING &familyGrouping ]
[ FAMILY-REFURN &familyReturn ]
[ ADDITIONAL CONTROL &additionalControl ]
[ RELAXATION &relaxation ]
[ ALLOWED SUBSET &allowedSubset ]
[ IMPOSED SUBSET &imposedSubset ]
[ENTRY LIMIT &entryLimit ]
D &id
REQUEST-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE.&id,
&SelectedValues ATTRIBUTE.&Type OPTIONAL,
&DefaultValues SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
valuesSEQUENCE OF ATTRIBUTE.&Type} OPTIONAL,
&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,
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&includeSubtypes
}
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WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ SELECTED VALUES &SelectedValues ]

[ DEFAULT VALUES &DefaultValues ]

[ CONTEXTS &contexts ]

[ CONTEXT COMBINATION &contextCombination ]

[ MATCHING USE &MatchingUse ]

[ INCLUDE SUBTYPES &includeSubtypes ] }
RESULT-ATTRIBUTE ::= CLASS {

&attributeType ATTRIBUTE.&id,

&outputValues CHOICE {

_ selectedValues SFQUENCF OF ATTRIBUTF &Type
matchedValuesOnly NULL } OPTIONAL,

&contexts ContextProfile OPTIONAL }
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ OUTPUT VALUES &outputValues ]

[ CONTEXTS &contexts ] }

16.11 Matching restriction definition

An administrative authority may want to put restrictions on how a matching rule is applied. As an example, a restiiction
on a [substring matching rule may specify minimum lengths on substrings provided“in a search filter item. Such a
restri¢tion is of a permanent nature and has no dynamic characteristics, as it is the caseé for search relaxation.

Within a service-specific administrative area, restrictions can be applied by the proper construction of search-rule, and
this i the only place where matching restrictions can be introduced.

Matching restrictions may be defined as values of the MATCHING-RESTRICTION information object class:

MATCHING-RESTRICTION ::= CLASS {

&Restriction,

&Rules MATCHING-RULE.&id,

&id OBJECT IDENTIFIER UNIQUE}
WITH SYNTAX {

RESTRICTION &Restriction

RULES &Rules

ID &id }

For ajmatching rule restriction that is defined-using this information object class:
a) &Restriction is the syntax for the matching restriction to be applied;

b) &Rules is the set of matching rules to which this restriction can be applied. The restrictions can ofly be
specified for a basic matching rule, i.e., a matching rule not parent matching rules in its definition;

c) &id is the object identifier assigned to it.

Several matching restrictions can be defined for any one matching rule, but only one can be applied in a given situfition.

16.17% Search>validation function

The sparch-validation function is an abstract function that is used to determine the compatibility of a search request with
a particularsearch-rule. The search-validation function yields TRUE if the search request complies with the search-rule.

aldc EA E_E o Q h requao a-can L Q hule

—  attribute types other than those represented by the inputAttributeTypes shall not be present in any form
in the search filter, negated or non-negated;

— if an attribute type is present in a filter, it shall also be effectively present;
NOTE — This implies that an attribute type shall not be only represented by negated filter items.

— the condition for the effective presence of request attributes as specified by the search-rule
attributeCombination component shall be fulfilled;

—  if there are request-attribute-profiles that include the selectedValues subcomponent, the corresponding
attributes shall only be represented by non-negated filter items;

— the subset specification in the search argument shall comply with the search-rule subset specification;
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the mandatory control as specified by the mandatoryControls component shall be exactly as in
defaultControls for the search-rule.

For an attribute type represented by one or more filter items in a subfilter to be effectively present in that subfilter, at
least one of the filter items shall comply with the RequestAttribute specification for that attribute type, i.e.:

the filter items shall be of type as specified in 16.6;

if the selectedValues subcomponent is present and non-empty in the request-attribute-profile, the filter
item shall match this subcomponent;

the context specification in the filter item shall comply with the context specifications in the request-
attribute-profile;

The detailed search-validation procedure is specified in clause 13 of ITU-T Rec. X.511 | ISO/IEC 95943/

the Trratciig Tute specification i the fitter ftenT siattcompty withr the Tmatching Tate specifications]in the
request-attribute-profile; and

any matching restriction shall be fulfilled.
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SECTION 8 — SECURITY

17 Security model

17.1 Definitions
This Directory Specification makes use of the following terms defined in CCITT Rec. X.800 | ISO/IEC 7498-2:

— access control;

— ___authentication;

—  security policy;

—  confidentiality;

—  integrity.

The fpllowing terms are defined in this Directory Specification:

17.1.1  access control scheme: The means by which access to Directory information and-potentially to access [rights
themgelves may be controlled.

17.1.2  protected item: An element of Directory information to which access ¢an‘\be separately controlled. The
prote¢ted items of the Directory are entries, attributes, attribute values and names.

17.2 Security policies

The Ipirectory exists in an environment where various administrative duthorities control access to their portion ¢f the
DIB. [Such access is generally in conformance with some admiistration controlled security policy (see ITU-T
Rec. X.509 | ISO/IEC 9594-8).

Two gispects or components of the security policy which effect access to the Directory are the authentication procefdures
and the access control scheme.

NOTE — Clause 18 defines two access control schemes knewn as Basic Access Control and Simplified Access Contrgl, and
cljuse 19 defines Rule-based Access Control. These schemes may be used in conjunction with local administrative controls;
hgwever, since local administrative policy has ne’standardized representation, it cannot be communicated in shaflowed
information.

17.2.1  Authentication procedures and'mechanisms

Authgntication procedures and mechanisms in the context of the Directory include the methods to verify and propagate
wher¢ necessary:

—  the identity of DSAs’and Directory users;

—  the identity gfthe origin of information received at an access point.

NOTE 1 — The administfative authority may stipulate different provisions for the authentication of administrative ugers as
compared to provisions/for the authentication of non-administrative users.

General-use authentication procedures are defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 and can be uspd in
conjupction withwthe access control schemes defined in this Directory Specification to enforce security policy.

NOTE 2 ‘>Future editions of the Directory Specifications may define other access control schemes.

NOTE.3*- Local administrative policy may stipulate that authentication taking place in certain other DSAs (e.g., DSAs iy other
DMDs) is to be rlierpgardpri

In general, there will be a mapping function from the authenticated identity (e.g., human user identity as authenticated
by an authentication exchange) to the access control identity (e.g., the distinguished name of an entry, together with an
optional unique identifier, representing the user). A particular security policy may state that the authenticated identity
and the access control identity are the same.

For names in the access control identity, primary distinguished names shall be used. Similarly, where access control
uses names in its specification of grants and denial, primary distinguished names shall be used.
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17.2.2  Access control scheme

The definition of an access control scheme in the context of the Directory includes methods to:

The e

—  specify access control information (ACI);
—  enforce access rights defined by that access control information;
—  maintain access control information.
nforcement of access rights applies to controlling access to:
—  Directory information related to names;

—  Directory user information;
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Administrative Point. Only administrative entries for Access Control ‘Specific Points are allowed to contg
accegsControlScheme attribute.
NOTE 2 — If this operational attribute is missing with respect to access to'a given entry, then the DSA shall behave as for]
edition DSA (i.e., it is a local matter to determine an access control miechanism and its effect on operations, results and erro
accegsControlScheme ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-aca-accessControlScheme }
Any qubentry or entry in an ACSA is permitted to contain entry ACI if and only if such ACI is permitted and cons

with the value of the accessControlScheme attribute of the corresponding ACSA.

17.3
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—  Directory operational information including access control information.

nistrative authorities may make use of all or parts of any standardized access control scheme in implementing
ty policies, or may freely define their own schemes at their discretion.

ver, administrative authorities may stipulate separate provisions for the protection of some or alk of the Dirg
Lional information. Administrative authorities are not required to provide ordinary users with the means to ¢
ions for the protection of operational information.

DTE 1 — Administrative policy may grant or deny any form of access to particular attributes_(e.g., operational attr
espective of access controls which may otherwise apply.

irectory provides a means for the access control scheme in force in a particularpettion of the DIB to be idet
bh the use of the operational attribute accessControlScheme. The scope ‘of such a scheme is defined
s Control Specific Area (ACSA), which is a specific administrative(area that is the responsibility
ponding Security Authority. This attribute is placed in the Adndinistrative Entry for the correspo

Protection of Directory operations
are two forms of protection available for Directory operations: confidentiality and integrity.

dentiality is available only on a point-to-point basis through the use of TLS, which may be invoked for thd
tory protocols‘and for LDAP. TLS is not available for the OSI Directory protocols. It is noted that point-to
tion may,bg inadequate in a distributed environment; however, end-to-end confidentiality is only prd
bh the protection of the attributes themselves.

ity4s provided in two ways. Point-to-point integrity may be provided for IDM Directory protocols and for
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bh-the use of TLS. End-to-end integrity may be provided by signing and optionally chaining signed Dir

bctory

operations other than LDAP using OPTIONALLY-PROTECTED as specified below. The PDUs containing the
Directory operations are not protected; rather, the arguments, results, and errors are protected. There is no mechanism
for providing a secure persistent record of events such as DAP operations. LDAP operations are not protected by means
of this Directory Specification.

NOTE — The experimental IETF RFC 2649 "An LDAP Control and Schema for Holding Operation Signatures", proposes a
mechanism for signing PDUs containing LDAP operations and for providing a secure persistent record of those operations.

OPTIONALLY-PROTECTED is a parameterized data type where the parameter is a data type whose values may, at the
option of the generator, be accompanied by their digital signature. This capability is specified by means of the following

type:

96

ITU-T Rec. X.501 (08/2005)


https://standardsiso.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

OPTIONALLY-PROTECTED { Type } ::= CHOICE {
unsigned Type,
signed SIGNED {Type} }

The OPTIONALLY-PROTECTED-SEQ is used instead of OPTIONALLY-PROTECTED when the protected data type is a
sequence data type that is not tagged.

OPTIONALLY-PROTECTED-SEQ { Type } ::= CHOICE {
unsigned Type,
signed [0] SIGNED { Type } }

The SIGNED parameterized data type, which describes the form of the signed form of the information, is specified in
ITU-T Rec. X.509 | ISO/IEC 9594-8.

18 Basic Access Control

18.1 Scope and application

This ¢lause defines one specific access control scheme (of possibly many) for the Directopy’\The access control sgheme
defingd herein is identified with the accessControlScheme operational attribute” by giving it the [value
basig-access-control. Subclause 17.2.2 describes which entries contain the accessControlScheme operational
attribfite.
NOQTE — An access control scheme known as "Simplified Access Control" is specified in 18.9. It is defined as a subset|of the
Bgsic Access Control scheme. When Simplified Access Control is used, the agcessControlScheme operational attributp shall
hajve the value simplified-access-control. Additional access control schemés“known as "Rule-based Access Contrdl" are
specified in clause 19.

The gcheme defined here is only concerned with providing means-0f*controlling access to the Directory infornjation
withip the DIB (potentially including tree structure and access-control information). It does not address contr¢lling
accesp for the purpose of communication with a DSA applieation-entity. Control of access to information mear)s the
prevention of unauthorized detection, disclosure, or modification of that information.

18.2 Basic Access Control model

The Basic Access Control model for the Directory defines, for every Directory operation, one or more points at which
accesp control decisions take place. Each aceess control decision involves:

— that element of Directory information being accessed, called the protected item;
—  the user requesting the-operation, called the requestor;
— aparticular right necéssary to complete a portion of the operation, called the permission;

—  one or moreoperational attributes that collectively contain the security policy governing access to that
item, called A€/ items.

Thus,| the basic access control model defines:
—  the ptotected items;
— «thé& user classes;

%V the permission categories required to perform each Directory operation;

— the scope of qpp]i{‘qfinn and syntax of ACT items:

—  the basic algorithm, called the Access Control Decision Function (ACDF), used to decide whether a
particular requestor has a particular permission by virtue of applicable ACI items.

18.2.1 Protected items

A protected item is an element of Directory information to which access can be separately controlled. The protected
items of the Directory are entries, attributes, attribute values and names. For convenience in specifying access control
policies, Basic Access Control provides the means to identify collections of related items, such as attributes in an entry
or all attribute values of a given attribute, and to specify a common protection for them.
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18.2.2  Access control permissions and their scope
Access is controlled by granting or denying permissions. The permission categories are described in 18.2.3 and 18.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the
scope of a subentry for a particular administrative point.

Permission categories are generally independent. Since all Directory entries have a relative position within the DIT,
access to user and operational information always involves some form of access to DIT related information. Thus, there
are two main forms of access control decision associated with a Directory operation: access to entries as named objects
(referred to as entry access); and access to attributes containing user and operational information (referred to as
attribute access). For many Directory operations, both forms of permission are required. In addition, where applicable,

separ)fp permissions control the name or error type returned. Some important aspects of permissions categories.—forms
I Ir r I Ir [=] 7

of acgess, and access control decision making are as follows:

a) To perform Directory operations on entire entries (e.g., read an entry or add an entry),.it\is upually
necessary for permission to be granted with respect to the attributes and values contained’withip that
entry. Exceptions are permissions controlling entry renaming and removal: in neither,cas¢ is attribute or
attribute value permissions taken into account.

b) To perform Directory operations that require access to attributes or attribute values, it is necesspry to
have entry access permission to the entry or entries that contain those attributes or values.

NOTE 1 — The removal of an entry or of an attribute does not require access to\th€ contents of the entry o of the
attribute.

¢) The decision whether or not to permit entry access is strictly determined by the position of the ertry in
the DIT, in terms of its distinguished name, and is independent of-how the Directory locates that enfry.

d) A design principle of Basic Access Control is that access maybe allowed only when there is an expllicitly
provided grant present in the access control information uSed’by the Directory to make the access cpntrol
decision. Granting one form of access (e.g., entry acCess) never automatically or implicitly grants the
other form (e.g., attribute access). In order to administer meaningful Directory access control polidies, it
is thus usually necessary to explicitly set access palicy for both forms of access.

NOTE 2 — Certain combinations of grants or defials are illogical, but it is the responsibility of users, rath¢r than
the Directory, to ensure that such combinatioris‘are absent.

NOTE 3 — Consistent with the above design principle, granting or denying permissions for an attribute value
does not automatically control access tq the related attribute. Moreover, in order to access an attribute value(s) in
the course of a Directory interrogatidn-operation, a user must be granted access to both the attribute type and its
value(s).

e) The only default access decig§ion provided in the model is to deny access in the absence of explicit gccess
control information that grants access.

f) A denial specified inaceess control information always overrides a grant, all other factors being eqyal.

g) A particular DSA(may not have the access control information governing the Directory data it caches.
Security Administrators should be aware that a DSA with the capability of caching may pose a
significant se¢etrity risk to other DSAs, in that it may reveal information to unauthorized users.

h) For thespurposes of interrogation, collective attributes that are associated with an entry are profected
precisely-as if they were attributes that form part of the entry.
NOTE 4 — For the purposes of modification, collective attributes are associated with the subentry that| holds

them, not with entries within the scope of the subentry. Modify-related access controls are therefore not rglevant
to collective attributes, except when they apply to the collective attribute and its values within the subentry|

18.2.3 &~ Permission categories for entry access

The permission categories used to control entry access are Read, Browse, Add, Remove, Modify, Rename,
DiscloseOnError, Export, and Import and ReturnDN. Their use is described in more detail in ITU-T Rec. X.511 |
ISO/IEC 9594-3. Annex L provides an overview of their meaning in general situations. This subclause introduces the
categories by briefly indicating the intent associated with the granting of each. The actual influence of a particular
granted permission on access control decisions are, however, determined by the full context of the ACDF and access
control decision points for each Directory operation.

a) Read, if granted, permits read access for Directory operations which specifically name an entry (i.e., as
opposed to the List and Search operations) and provides visibility to the information contained in the
entry to which it applies.
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Browse, if granted, permits entries to be accessed using Directory operations which do not explicitly
provide the name of the entry.

Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes and attribute
values to be placed in the new entry at time of creation.

NOTE 1 — In order to add an entry, permission shall also be granted to add at least the mandatory attributes and
their values.

NOTE 2 — There is no specific "add subordinate permission". Permission to add an entry is controlled using
prescriptiveACI operational attributes as described in 18.3.

Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or
attribute values within the entry.

<)

2)
h)

)

}  Permission categories for attribute and attribute value access

Modify, Tf gramted, PerTits Uie (ITfOTTatioN COMained WItiIT aIT STy 1o be moditied.

NOTE 3 — In order to modify information contained within an entry other than the distinguished nare -atfribute
values, appropriate attribute and value permissions shall also be granted.

Granting Rename is necessary for an entry to be renamed with a new RDN, taking dnte”accoupt the
consequential changes to the distinguished names of subordinate entries, if any; if . the name ¢f the
superior is unchanged, the grant is sufficient.

NOTE 4 — In order to rename an entry, there are no prerequisite permissions to contained attributes or yalues,

including the RDN attributes; this is true even when the operation causes new, attribute values to be added or
removed as a result of the changes of RDN.

DiscloseOnError, if granted, permits the name of an entry to be disclosed)in an error (or empty) resfilt.

Export, if granted, permits an entry and its subordinates (if any) to be €xported; that is, removed frqm the
current location and placed in a new location subject to the granting of suitable permissions pt the
destination. If the last RDN is changed, Rename is also required at the current location.
NOTE 5 — In order to export an entry or its subordinates; there are no prerequisite permissions to corjtained
attributes or values, including the RDN attributes; this is‘true even when the operation causes attribute vajues to
be added or removed as a result of the changes of RDN.

Import, if granted, permits an entry and its subordinates, if any, to be imported; that is, removed from
some other location and placed at the location toxwhich the permission applies (subject to the granting of
suitable permissions at the source location).

NOTE 6 — In order to import an entry or\its subordinates, there are no prerequisite permissions to corftained
attributes or values, including the RDN, attributes; this is true even when the operation causes attribute vajues to
be added or removed as a result of the’changes of RDN.

ReturnDN, if granted, allows the(distinguished name of the entry to be disclosed in an operation resfilt.

ermission categories used tocontrol attribute and attribute value access are Compare, Read, FilterMatch| Add,
ve, and DiscloseOnError. They are described in more detail in ITU-T Rec. X.511 | ISO/IEC 9594-3. Anpex L
les an overview of theif\meaning in general situations. This subclause introduces the categories by Briefly
ting the intent associated with the granting of each. The actual influence of a particular granted permissipn on
5 control decisionsarg; however, determined by the full context of the ACDF and access control decision points
ch Directory op¢ration.

a) Compare, if granted, permits attributes and values to be used in a Compare operation.

b) Read, if granted, permits attributes and values to be returned as entry information in a Read or Search
access operation.

c) FilterMatch, if granted, permits evaluation of a filter within a search criterion.

d) Add, if granted for an attribute, permits adding an attribute subject to being able to add all specified
attribute values. If granted for an attribute value, it permits adding a value to an existing attribute.

e) Remove, if granted for an attribute, permits removing an attribute complete with all of its values. If
granted for an attribute value, it permits the attribute value to be removed from an existing attribute.

f)  DiscloseOnError, if granted for an attribute, permits the presence of the attribute to be disclosed by an

attribute or security error. If granted for an attribute value, it permits the presence of the attribute value to
be disclosed by an attribute or security error.
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g) Invoke, if granted, the object (always an operational attribute or a value of an operational attribute) to
which the permission applies can be invoked on behalf of the authenticated user by the DSA. The
function carried out by invocation is attribute-dependent. No other permissions are required for user for
the operational attribute or on the entry/subentry that holds it.

18.3 Access control administrative areas

The DIT is partitioned into subtrees termed "autonomous administrative areas", each of which is under the
administrative authority of a single Domain Management Organization. It may be further partitioned into subtrees
termed "specific administrative areas" for the purposes of specific aspects of administration; alternatively, the whole of
an autonomous administrative area may comprise a single specific administrative area. Each such specific
admil,iblldli\/c dICd ib LllC lprUllbibﬁiLy de LUIICprlldillg bpcbiﬁb ddlllilliblldli\/c dULhUIiLy. A pdal libuldl ddlllillibl dtive
area thay be shared by several specific administrative authorities. See clause 11.

18.3.1  Access control areas and Directory Access Control Domains

In the case of access control, the specific administrative authority is a Security Authority)\and the specific
administrative area is termed an "Access Control Specific Area" (ACSA). The root of the ACSA ‘is)termed an "Access
Contrjol Specific Point". Each Access Control Specific Point is represented in the DIT by an Administrative Entry which
includes access-control-specific-area as a value of its administrativeRole operational aftribute; it has (potentially)
one ¢r more subentries which contain access control information. Similarly, each AecCess Control Inner Pdint is
repregented in the DIT by an Administrative Entry which contains access-control-inner-area as a value jof its
administrativeRole operational attribute; it also has (potentially) one or more subéntries which contain access cpntrol
infortpation. Each such administrative entry which has a subentry containing “prescriptive ACI informatioh has
basid-access-control, simplified-access-control, or other relevant value,as\a value of its accessControlScheme
operational attribute. Each subentry that belongs to an Access Control Specific Point and which contains access cpntrol
information has accessControlSubentry as a value of its object-classvattribute. An administrative entry ahd its
subernjtries may hold operational attributes (such as access contrglvinformation) which relate, respectively, fo the
administrative point (and possibly its subentries) and to collections*of’entries (within the administrative area) defined by
the sybentry subtreeSpecification.

The dccessControlScheme attribute shall be present if and only if the holding administrative entry is an access cpntrol
specific entry. An administrative entry can never be both’an access control specific and an access control inner fntry;
corregponding values can therefore never be present sithultaneously in the administrativeRole attribute.

The scope of a subentry that contains access control information, as defined by its subtreeSpecification (which may
include subtree refinements), is termed a Directory Access Control Domain (DACD).

NOTE — A DACD can contain zero entries, and can encompass entries that have not yet been added to the DIT.

The $ecurity Authority may permit«an™Access Control Specific Area to be partitioned into subtrees termed|inner
(administrative) areas. Each such.inner area is termed an "Access Control Inner Area" (ACIA) with access-control-
innerfarea as the value of the_administrativeRole operational attribute. Each subentry of the correspgnding
administrative point that contains prescriptive ACI has, as before, an accessControlSubentry value within its pbject
class pttribute.

The scope (subtreeSpecification) specified in a subentry within an ACIA is also a DACD and contains entries |nside
the agsociated Access Control Inner Area.

ACIAs allow a’degree of delegation of access control authority within the ACSA. The authority for the ACSA still
retainis authority within the ACIA since the ACI in the subentries of the ACSA's administrative point apply as wgll as
the ACLinthe subentries of the relevant ACIAs (subclause 18.6 explains how the ACSA controls authority).

In summary, il evaluating access COmtrols, the type Ol access control scheme (e.g., Basic Access Control) is indicated
by the accessControlScheme attribute value of the relevant access control specific entry; the role of each relevant
administrative entry within the ACSA is indicated by its administrativeRole attribute values; the presence of
prescriptive access control in a particular subentry is indicated by an accessControlSubentry value in its object class
attribute.

Subentries, like other entries, can hold an entryACI attribute for protection of its own contents.

18.3.2  Associating controls with administrative areas

Access to a given entry is (potentially) controlled by the totality of superior access control administrative points (both
inner and specific) up to and including the first non-inner access control administrative point or Autonomous
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Administrative Point encountered moving up the DIT from the entry towards the root. Access Control Specific Points
superior to this access control administrative point have no effect on access control to the given entry.

NOTE 1 — An Autonomous Administrative Point is considered implicitly to be an Access Control Specific Point for the purpose
of this description, even if it is not associated with any prescriptive controls.

Some important points regarding the association between access controls and administrative areas are:

a)

b)

Access controls for Directory information may apply to only selected entries, or may have scope
extending throughout portions of the DIB that are logically related by a common security policy and a
common Access Control administration.

Access control may be imposed on entries within ACSAs or within ACIAs by placing prescriptiveACl
attributes (see 18.5) within one or more subentries of the corresponding Access Control Administrative

©)

d)

Entry, with scope defined by an appropriate subtreeSpecification.
NOTE 2 — prescriptiveACl attributes are not collective attributes. There are a number of significant\diffarences
between prescriptiveACl and collective attributes:

— although a prescriptiveACI attribute may affect access control decisions for each entry)within the| scope
of the subentry that holds it, the prescriptiveAClI attribute is not considered to“stpply accgssible
information to any such entry or to be in any sense a part of such an entry;

— prescriptiveACI attributes are associated with the access control aspects ©f, -administration, and are
associated with Access Control Specific and Inner Points, not with entry-collection administrative points;

— the purpose of a prescriptiveACl attribute is to express a policy that.nfluences across a defined|set of
entries, while the purpose of a collective attribute is to provide~information that associates g user-
accessible set of attributes within a defined set of entries;

— prescriptiveAClI attributes represent policy information that willjin general, not be widely accessible by
ordinary users. Administrative users who need to access prescriptiveACl information can access tliem as
operational attributes within subentries.

A prescriptiveACI operational attribute contains AClitems (see 18.4.1) common to all entries withiin the
scope of the subentry, i.e., DACD, in which the preseriptiveACI occurs. A DACD normally coptains
entries inside the associated Access Control SpecifiécArea (but can contain no entries at all).

Although particular AClitems may specify attributes or values as protected items, ACllitems are logically
associated with entries. The particular set of AClitems associated with an entry and with the contgnts of
that entry is a combination of:

— AClitems that apply to that particular entry, specified as values of the entryACl operational
attribute, if present (see 18.5.2);

— AClltems from prescriptiveACI operational attributes applicable to the entry by virtue of |being
placed in subentries of ddministrative entries whose scope includes the particular entry (see 18]5.1).

Each entry (controlled by entryACI and/or prescriptiveACl) necessarily falls within one and only one
ACSA. Each such entryumay also fall within one or more ACIAs nested inside the ACSA containifg the
entry. The prescriptiveACl that potentially affects the outcome of access control decisions for a|given
entry are located within subentries (of the administrative entry) for the ACSA and for each ACIA
containing th€entry. Other subentries cannot affect access control decisions regarding that entry.

If an entiy)is within the scope of more than one DACD, the complete set of AClitems thaf may
potentiglly affect access control decisions regarding that entry includes all prescriptiveACl| item
attributes of those DACDs, in addition to any entryACI attributes in the entry itself. An example is
shown in Figure 17. The effective access control at entry El is a combination of the prescriptiveACI for
DACDI1, DACD2, DACD3, and entryACI (if present) in entry E1. The effective access control af| entry
E2 is a combination of the prescriptiveACl for DACD1 and DACD3, and entryACI (if present) in
entry E2.

2

NOTE 3 — Protection of access control information is described in 18.6.

The subtreeSpecification attribute in each subentry defines a collection of entries within an
administrative area. Since a subtreeSpecification may define a subtree refinement, DACDs may
arbitrarily overlap within the intersection of their respective administrative areas. For simplicity,
Figure 17 does not show administrative points, subentries, or administrative areas; however, it may be
considered as three DACDs in the same ACSA with each DACD corresponding to a single subentry of
the administrative point for that ACSA (and there are no ACIAs). Alternatively, Figure 17 may be
considered in the context of a single ACSA containing a single ACIA where DACDI1 is congruent to the
ACSA and DACD3 is congruent to the ACIA (DACD1 and DACD2 would correspond to subentries of
the ACSA administrative point and DACD3 would correspond to a subentry of the ACIA administrative
point). An administrative area is congruent to a DACD when the collection of entries in the DACD is the
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same as the collection of entries in the implicitly defined subtree corresponding to the administrative
area. See the example in Annex M for figures depicting the relationship between administrative entries,
administrative areas, subentries and DACDs.

R DACDI1

| DACD2

.

DACD3 ’

El

E2

X.501_F17

Figure 17 — Effective Access Contrel using DACDs

18.4 Representation of Access Control Information

18.4.1 ASN.1 for Access Control Information

Accegs Control Information is represented as a.set'of AClltems, where each AClltem grants or denies permissigns in
regardl to certain specified users and protected-ifems.

In AYN.1 the information is expressed as:

AClitem ::= SEQUENCE {

identificationTag DirectoryString { ub-tag },
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {
protecteditems Protectedltems,
itemPermissions SET OF ItemPermission },
userFirst [11 SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission } } }

Precedence = INTEGER (0..255)

Protecteditems ::= SEQUENCE {

entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allAttributeValues [31] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue OPTIONAL,
selfValue [6] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
rangeOfValues [7]1 Filter OPTIONAL,
maxValueCount [8] SET SIZE (1..MAX) OF MaxValueCount OPTIONAL,
maximmSub [9] INTEGER OPTIONAL,
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restrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue OPTIONAL,
contexts [11] SET SIZE (1..MAX) OF ContextAssertion
OPTIONAL,
classes [12] Refinement OPTIONAL
}
MaxValueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER }
RestrictedValue ::= SEQUENCE {
type AttributeType,
_valuesin  AttributeType }
UserClasses ::= SEQUENCE {
allUsers [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,

userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames

subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL '}

ItemRermission ::= SEQUENCE {

precedence Precedence OPTIONAL,

-- defaults to precedence in AClltem
userClasses UserClasses,
grantsAndDenials GrantsAndDenials }

UserPermission ::= SEQUENCE {

precedence Precedence OPTIONAL,

-- defaults to precedence in AClltem
protecteditems Protectedltems,
grantsAndDenials GrantsAndDenials }

AuthenticationLevel ::= CHOICE {
basicLevels SEQUENCE {

level ENUMERATED {none (0), simple (1), strong (2) },
localQualifier INTEGER OPTIONAL,
signed BOOLEAN.DEFAULT FALSE },

other EXTERNAL }

Gran{sAndDenials ::= BIT STRING.{

-- permissions that may berused in conjunction
-- with any component of. Protectedltems
grantAdd (0),

denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),

grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7),

-~ permissions that may be used only in conjunction
--with the entry component

grantBrowse (8),

denyBrowse (9),

grantExport (10),
denyExport (11),
grantimport (12),
denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),
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-- permissions that may be used in conjunction
-- with any component, except entry, of Protectedltems

grantCompare (20),

denyCompare (21),

grantFilterMatch (22),

denyFilterMatch (23),

grantinvoke (24),

denylnvoke (25) }

AttributeTypeAndValue ::= SEQUENCE ({
type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type({SupportedAttributes}{@type}) }

18.4.2  Description of ACIItem Parameters

18.4.2.1 Identification Tag

identfficationTag is used to identify a particular AClitem. This is used to discriminate among individual’ AClltems for
the pyrposes of protection, management and administration.

18.4.2.2 Precedence

Precedence is used to control the relative order in which ACIlltems are considered dufidg the course of making an
accesp control decision in accordance with 18.8. AClltems having higher precedence~values may prevail over dthers
with Jower precedence values, other factors being equal. Precedence values are integessand are compared as such.

Precedence can be used by a superior authority within the Security Authority~te permit partial delegation of access
contrl policy setting within an ACSA. This can be achieved by the superiof authority setting a general policy at g high
preceflence and authorizing users representing the subordinate authority-{e.g., associated with an ACIA) to creatp and
modify ACI with a lower precedence, in order to tailor the general pelicy for specific purposes. The partial delegation
thus fequires the means for the superior authority to limit the maximum precedence which the subordinate authority can
assigi to ACI under its control.

Basic| Access Control does not specify or describe how to limit the maximum precedence that can be used|by a
subordinate authority. This is to be done by local means.

18.4.2.3 Authentication Level

AuthenticationLevel defines the minimum requestor security level required for this AClitem. It has two forms:

— basicLevels which indicateS the level of authentication, optionally qualified by positive or nepative
integer localQualifier, and-whether the request is required to be signed;

— other: an externally defined measure.

Wher] basicLevels is used, an AuthenticationLevel consisting of a level and optional localQualifier shall be asgigned
to th¢ requestor by the DSA according to local policy. For a requestor's authentication level to meet or exdeed a
minimum requirement, the Tequestor's level shall meet or exceed that specified in the AClitem, and in additign the
requestor's localQualifier_shall be arithmetically greater than or equal to that of the AClltem. Strong authenticatjon of
the requestor is considéred to exceed a requirement for simple or no authentication, and simple authentication excgeds a
requifement for n@-aunthentication. For access control purposes, the "simple" authentication level requires a password;
the cgse of identification only, with no password supplied, is considered "none". If a localQualifier is not specifiied in
the ACIlItem,_then the requestor need not have a corresponding value (if such a value is present it is ignored). In addition
to mepting, or exceeding above requirements, the request shall be signed if the AClitem specifies signed equal TRUE.

Q a Q Lha D) A oo

When-ethe tsec—at4 ¥4 Hthenties evel-shs shed 4 v PSA—8 éing to
local policy. The form of this AuthenticationLevel and the method by which it is compared with the
AuthenticationLevel in the ACI is a local matter.

NOTE 1 — An authentication level associated with an explicit denial indicates the minimum level to which a requestor shall be
authenticated in order not to be denied access. For example, an ACllitem that denies access to a particular user class and requires
strong authentication will deny access to all requestors who cannot prove, by means of a strongly authenticated identity, that they
are not in that user class.

NOTE 2 — The DSA may base authentication level on factors other than values received in protocol exchanges.
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18.4.2.4 itemFirst and userFirst Parameters

Each ACIitem contains a choice of itemFirst or userFirst. The choice allows grouping of permissions depending on
whether they are most conveniently grouped by user classes or by protected items. itemFirst and userFirst are
equivalent in the sense that they capture the same access control information; however, they organize that information
differently. The choice between them is based on administrative convenience. The parameters used in itemFirst or
userFirst are described below.

a) Protecteditems define the items to which the specified access controls apply. It is defined as a set
selected from the following:

entry means the entry contents as a whole. In case of a family member, it also means the entry
content of each subordinate family member within the same compound attribute. It does not

necessarily include the mformation in these entries. This element shall be 1gnored if the classes
element is present, since this latter element selects protected entries (and subordinate-family
members) on the basis of their object class.

allUserAttributeTypes means all user attribute type information associated with the,éntry, but not
values associated with those attributes.

allUserAttributeTypesAndValues means all user attribute information agsgciated with the fentry,
including all values of all user attributes.

attributeType means attribute type information pertaining to specifie attributes but not yalues
associated with the type.

allAttributeValues means all attribute value information pertaining to specific attributes.
attributeValue means a specific value of specific attributes.

selfValue means the attribute value assertion correspending to the current requestor. The protected
item selfValue applies only when the access controls ‘are to be applied with respect to a sfecific
authenticated user. It can only apply in the specific case where the attribute specified|is of
DistinguishedName or uniqueMember syntax‘and the attribute value within the specified attribute
matches the distinguished name of the originator of the operation.

NOTE 1 — allUserAttributeTypes and allUserAttribute TypesAndValues do not include operational attributes,|which
should be specified on a per attribute basis, using;attribute Type, allAttributeValues or attributeValue.

rangeOfValues means any attribute value which matches the specified filter, i.e., for whigh the
specified filter evaluated on that attribute value would return TRUE.
NOTE 2 - The filter is not evaluated on any entries in the DIB; it is evaluated using the semantics deflned in

7.8 of ITU-T Rec. X.5INFTSO/IEC 9594-3, operating on a fictitious entry that contains only the|single
attribute value which is\the protected item.

The following items provide constraints that may disable the granting of certain permissions to profected
items in the same SEQUENCE:

maxValueCount restricts the maximum number of attribute values allowed for a specified attribute
type. It/is-examined if the protected item is an attribute value of the specified type arld the
permission sought is add. Values of that attribute in the entry are counted without regard to cpntext
ordccess control and as though the operation which adds the values were successful. If the niimber
of-values in the attribute exceeds maxCount, the ACI item is treated as not granting add acces§.

maximmsSub restricts the maximum number of immediate subordinates of the superior entry|to an
entry being added or imported. It is examined if the protected item is an entry, the permiission
sought is add or import, and the immediate superior entry is in the same DSA as the entry [being
added or imported. Immediate subordinates of the superior entry are counted without regard to

bUlltCAi Ul aLUTUSS \.«Ulltl\)‘l dadS t‘uuugh tllC Clltly addiﬁuu Ul illlpUl tills WUIU bubbcbbfui. If t}lC TITITIOCT Of
subordinates exceeds maximmsSub, the ACI item is treated as not granting add or import access.

restrictedBy restricts values added to the attribute type to being values that are already present in
the same entry as values of the attribute valuesln. It is examined if the protected item is an attribute
value of the specified type and the permission sought is add. Values of the valuesin attribute are
checked without regard to context or access control and as though the operation which adds the
values were successful. If the value to be added is not present in valuesin, the ACI item is treated as
not granting add access.

contexts restricts values added to the entry to having context lists that satisfy all of the context
assertions in contexts. It is examined if the protected item is an attribute value and the permission
sought is add. If the value to be added does not satisfy the context assertions, the ACI item is treated
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as not granting add access; if it does satisfy all of them, the ACI item is treated as not denying add
access.
NOTE 3 — This is only relevant when the permission sought is add, and all context assertions shall be

satisfied. It does not provide for general use of contexts to differentiate protected items for other
permissions.

classes means the contents of entries (possibly a family member) which are restricted to those that
have object class values that satisfy the predicate defined by Refinement (see 12.3.5), together (in
the case of an ancestor or other family member) with the entry contents as a whole of each

subordinate family member entry; it does not necessarily include the information in these entries.

NOTE 4 — By the rules for entry and classes, all family members inherit the access control of the ancestor

or of superior family members within the same family. This does not preclude family members

UserClasses defines a set of zero or more users the permissions apply to. The set of users is\se
from the following:

— allUsers means every directory user (with possible requirements for authenticationLevel).

—  thisEntry means the user with the same distinguished name as the entry beingyaccessed, or
entry is a member of a family, then additionally the user with the distinguished name
ancestor.

— name is the user with the specified distinguished name (with an optionalunique identifier).

— userGroup is the set of users who are members of the groupOfUniqueNames entry, identifi
the specified distinguished name (with an optional unique identifier). Members of a group of
names are treated as individual object names, and not as themames of other groups of unique nj
How group membership is determined is described in 184.2.5.

—  subtree is the set of users whose distinguished namesvfall within the definition of the (unre
subtree.

Names used to specify a user, group or subtree shall be primary distinguished names. Contex

alternative distinguished values shall not be.in¢luded. The access control decision function

required to determine the primary distinguished name for alternative names with which it is supplig
NOTE 5 — This means that if a requestorzhas supplied an alternative name that has not been subseq

resolved by the Directory to the primary ‘distinguished name, access control based on primary disting]
names may fail to recognize the requestor as belonging to the user class granted or denied access.

SubtreeSpecification is used to specify a subtree relative to the root entry named in base. The
represents the distinguished name of the root of subtree. The subtree extends to the leaves of th
unless otherwise specified m~“chop. The use of a specificationFilter component is not permitt
present, it shall be ignoréd.
NOTE 6 — SubtreeSpecification does not allow subtree refinement because a refinement might require
to use a distributed operation in order to determine if a given user is in a particular user class. Basic
Control is designed to avoid remote operations in the course of making an access control decision. MemY
in a subtre€.whose definition includes only base and chop can be evaluated locally, whereas membersh|
subtree-definition using specificationFilter can only be evaluated by obtaining information from the user'
whichris-potentially in another DSA.
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ItemPermission contains a collection of users and their permissions with respect to Protected|tems

within an itemFirst specification. The permissions are specified in grantsAndDenials as discus
item f) of this subclause. Each of the permissions specified in grantsAndDenials is considered td
the precedence level specified in precedence for the purpose of evaluating access control informat]

ed in
have
jon as
m the

discussed in 18.8. If precedence is omitted within ltemPermission, then precedence is taken froj

UserPermission contains a collection of protected items and the associated permissions with respect to
userClasses within a userFirst specification. The protected items are specified in protecteditems as
discussed in 18.4.2. The associated permissions are specified in grantsAndDenials as discussed in item
f) of this subclause. Each of the permissions specified in grantsAndDenials is considered to have the
precedence level specified in precedence for the purpose of evaluating access control information as

discussed in 18.8. If precedence is omitted within UserPermission, the precedence is taken fro
precedence specified for the AClitem (see 18.4.2.2).

m the

GrantsAndDenials specify the access rights that are granted or denied in the AClitem specification. The
precise semantics of these permissions with respect to each protected item is discussed in ITU-T

Rec. X.511 | ISO/IEC 9594-3.
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g) Uniqueldentifier may be used by the authentication mechanism to distinguish between instances of
distinguished name reuse. The value of the unique identifier is assigned by the authentication authority
according to its policy and is provided by the authenticating DSA. If this field is present, then for an
accessing user to match the name user class of an AClltem that grants permissions, in addition to the
requirement that the user's distinguished name match the specified distinguished name, the authentication
of the user shall yield an associated unique identifier, and that value shall match for equality with the
specified value.

NOTE 7 — When authentication is based on supplied SecurityParameters, the unique identifier associated with
the user may be taken from the subjectUniqueldentifier ficld of the sender's Certificate in the optional
CertificationPath.

18.4.2.5 Determining egroup membership

Determining whether a given requestor is a group member requires checking two criteria. Also, the determinatioJl may
be copstrained if the group definition is not known locally. The criteria for membership and the treatment,'of non-local
grouyys are discussed below.

a) A DSA is not required to perform a remote operation to determine whether the requestor belongs to a
particular group for the purposes of Basic Access Control. If membership inthe group cantot be
evaluated, the DSA shall assume that the requestor does not belong to the group)if the ACI item prants
the permission sought, and does belong to the group if it denies the permission sought.

NOTE 1 — Access control administrators should beware of basing access contrels’on membership of non-Jocally

available groups or groups which are available only through replication (and which may, therefore, be [out of
date).

NOTE 2 — For performance reasons, it is usually impractical to retrieve group membership from remote DFAs as

part of the evaluation of access controls. However, in certain circumstances it may be practical, and a [)SA is
permitted, for example, to perform remote operations to obtain-errefresh a local copy of a group entry or yise the
Compare operation to check membership prior to applying this‘elause.

b) In order to determine whether the requestor is a member of a userGroup user class, the following cfiteria
apply:

— The entry named by the userGroup g$pecification shall be an instance of the object|class
groupOfNames or groupOfUniqueNames.

—  The name of the requestor shall be awvalue of the member or uniqueMember attribute of that ¢ntry.

NOTE 3 — Values of the member-or uniqueMember attribute that do not match the name of the requestor
are ignored, even if they represent the names of groups of which the originator could be found tp be a
member. Hence, nested groups are not supported when evaluating access controls.

NOTE 4 — Names used in‘'member or uniqueMember shall be primary distinguished names. Context, and
alternative values with context, shall not be included.
18.5 The ACI operational-attributes

Access control information_is jstored in the Directory as an operational attribute of entries and subentries]| The
operational attribute is multizvalued, which allows ACI to be represented as a set of AClitems (defined in 18.4).

18.5.1 Prescriptive.access control information

A Prgscriptive AClattribute is defined as an operational attribute of a subentry. It contains access control infornjation
appli¢able to entrics within that subentry's scope:

presdriptiveACl ATTRIBUTE ::= {

WITH SYNTAX AClltem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-prescriptiveACl }

18.5.2  Entry access control information

An Entry ACI attribute is defined as operational attributes of an entry. It contains access control information applicable
to the entry in which it appears, and that entry's contents:

entryACl ATTRIBUTE ::= {

WITH SYNTAX AClitem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
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USAGE directoryOperation
ID id-aca-entryACl }

18.5.3  Subentry ACI

Subentry ACI attributes are defined as operational attributes of administrative entries, and provide access control
information that applies to each of the subentries of the corresponding administrative point. Prescriptive ACI within the
subentries of a particular administrative point never applies to the same or any other subentry of that administrative
point, but can be applicable to the subentries of subordinate administrative points. Subentry ACI attributes are
contained only in administrative points and do not affect any element of the DIT other than immediately subordinate
subentries.

In evaluating access control for a-specific subentry _the ACI that shall be considered is:
— the entryACI within the subentry itself (if any);

—  the subentryACI within the associated administrative entry (if any);

—  prescriptiveACl associated with other relevant administrative points within the same|access cpntrol

specific area (if any).

subentryACl ATTRIBUTE ::= {

WITH SYNTAX AClitem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-subentryACl }

18.6 Protecting the ACI

ACI ¢perational attributes may be subjected to the same protection niechanisms as ordinary attributes. Some important
related points are:

a) The identificationTag provides an identifier for,eaeh AClitem. This tag can be used to remove a sgecific
AClltem value, or to protect it by prescriptive or-entry ACI.

NOTE 1 — Directory rules ensure that only,one ACllitem per access control attribute possesses any specific
identificationTag value.

b) The creation of subentries for an*Administrative Entry may be access controlled by means ¢f the
subentryACI operational attribute\in the Administrative Entry.

NOTE 2 — The right to create prescriptive access controls may also be governed directly by security polidy; this
provision is required to create“access controls in new autonomous administrative areas.

18.7 Access control and Directory operations

Each |Directory operation invglves making a series of access control decisions on the various protected items that the
operafion accesses.

For spme operations (€-2,;"Modify operations), each such access control decision must grant access for the operatjon to
succepd; if access iS.denied to any protected item, the whole operation fails. For other operations, protected itemns to
whicl) access is denied are simply omitted from the operation result and processing continues.

If thg requestéd access is denied, further access control decisions may be needed to determine if the usgr has
DisclpseOnError permissions to the protected item. Only if DiscloseOnError permission is granted may the Dirgctory
respopnd-with an error that reveals the existence of the protected item; in all other cases, the Directory acts so| as to
conceal the existence of the protected 1tem.

The access control requirements for each operation, i.e., the protected items and the access permission required to
access each protected item, are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

The algorithm by which any particular access control decision is made is specified in 18.8.

18.8 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular protected item. It provides a
conceptual description of the Access Control Decision Function (ACDF) for basic-access-control. It describes how

108 ITU-T Rec. X.501 (08/2005)


https://standardsiso.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

ACI items are processed in order to decide whether to grant or deny a particular requestor a specified permission to a
given protected item.

18.8.1 Inputs and outputs

For each invocation of the ACDF, the inputs are:

a) the requestor's Distinguished Name (as defined in 7.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3), unique
identifier, and authentication level, or as many of these as are available;

b) the protected item (an entry, an attribute, or an attribute value) being considered at the current decision
point for which the ACDF was invoked;

¢) the requested permission category specified for the current decision point;

d) the ACI items associated with the entry containing (or which is) the protected item. Protected.jtems are
described in 18.4.2.4. The scope of influence for ACI items within a prescriptiveACI attribute is
described in 18.3.2 and 18.5.1. The scope of influence for ACI items within an entryACl attribute is
described in 18.3.2 and 18.5.2. The scope of influence for ACI items within a subentryACI attrifjute is
described in 18.5.3.

When an entry is a family member, it also inherits the access control of the ancestoror of superior family
members within the same family. This does not preclude family members being subject to further
policies from entryACI or prescriptiveACI that increase or decrease protection.

In addlition, if the ACI items include any of the protected item constraints described,in_18.4.2.4, the whole entry and the
number of immediate subordinates of its superior entry may also be required as inputs:

The dutput is a decision to grant or deny access to the protected item.

In any particular instance of making an access control decision, the oute@me shall be the same as if the steps in 18.8.2
through 18.8.4 were performed.

18.8.2 Tuples

For epch ACI value in the ACI items of 18.8.1 d), expand thé.value into a set of tuples, one tuple for each elem¢nt of
the ittmPermissions and userPermissions sets. Collect-all tuples from all ACI values into a single set. Each |tuple
contajns the following items:

( userClasses, authenticationLevel, protecteditems, grantsAndDenials, precedence )

For any tuple whose grantsAndDenials specify both grants and denials, replace the tuple with two tuples|- one
specifying only grants and the other specifying only denials.

18.8.3 Discarding non-relevant tuples

Perfofm the following steps to discard all non-relevant tuples:
1) Discard all tuples’'that do not include the requestor in the tuple's userClass (18.4.2.4 b)) as follows:

—  For tuples that grant access, discard all tuples that do not include the requestor's identity fn the
tuples's userClasses element taking into account uniqueldentifier elements if relevant. Where a
tuple specifies a uniqueldentifier, a matching value shall be present in the requestor's identity|if the
tuple is not to be discarded. Discard tuples that specify an authentication level higher thah that
associated with the requestor in accordance with 18.4.2.3.

—  For tuples that deny access, retain all tuples that include the requestor in the tuple's userClasses
element, taking into account uniqueldentifier elements if relevant. Also retain all tuples tha{ deny
access and which specify an authentication level higher than that associated with the requestor in
accordance with 18.4.2.3. All other tuples that deny access are discarded.

NOTE 1 — The second requirement in the second sub-item above (i.e., to retain any tuple that denies access
and also specifies an authentication level higher than that associated with the requestor) reflects the fact that
the requestor has not adequately proved non-membership in the user class for which the denial is specified.

2) Discard all tuples that do not include the protected item in protecteditems (18.4.2.4 a)).

3) Examine all tuples that include the maxValueCount, maximmSub, restrictedBy, or contexts. Discard
all such tuples which grant access and which do not satisfy any of these constraints (18.4.2.4 a)).

4) Discard all tuples that do not include the requested permission as one of the set bits in
grantsAndDenials (18.4.1, 18.4.2.4 1)).
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18.8.4

NOTE 2 — The order in which discarding of non-relevant tuples is performed does not change the output of
the ACDF.

Selecting highest precedence, most specific tuples

Perform the following steps to select those tuples of highest precedence and specificity:

1)
2)

Discard all tuples having a precedence less than the highest remaining precedence.

If more than one tuple remains, choose the tuples with the most specific user class. If there are any tuples
matching the requestor with UserClasses eclement name or thisEntry, discard all other tuples.
Otherwise, if there are any tuples matching UserGroup, discard all other tuples. Otherwise, if there are
any tuples matching subtree, discard all other tuples.

Grant

18.9

18.9.1

This
desig

18.9.1
The f

19

19.1

This
defin
acceq

3)

access if and only if one or more tuples remain and all grant access. Otherwise deny accesst

Simplified Access Control

Introduction

item is an attribute and there are tuples that specify the attribute type explicitly, discard all othertuples. If
the protected item is an attribute value, and there are tuples that specify the attribute value explicitly,
discard all other tuples. A protected item which is a rangeOfValues is to be treated as specifying an
attribute value explicitly.

11T more than one tuple remains, choose the tuples with the most specific protected item. 11 the pr(:iected

bubclause describes the functionality of an access control scheme, known*as Simplified Access Control, that is

hed to provide a subset of functionality found in Basic Access Control.

Definition of Simplified Access Control functionality

inctionality of Simplified Access Control is defined as follows:

a)

b)

¢)

Rule-based Access Control

Scope and application

access control decisions shall be made only on(the basis of AClitem values of prescriptiveAQl and
subentryACI operational attributes.

NOTE 1 — entryACl, if present, shall not be-used to make access control decisions.
access control specific administrative areas shall be supported. Access control inner administrative| areas

shall not be used. Particular access décisions shall be made on the basis of AClltem values obtained from
a single Administrative Point, or ftem subentries of that Administrative Point.

NOTE 2 — Values of prescriptiveACI attributes appearing in subentries of Administrative Points containfing no
id-ar-accessControlSpecificArea Administrative Role attribute value shall not be used to make access ¢ontrol
decisions.

all other provisions shall'be as defined for basic access control.

tlause defines a specific access control scheme (of possibly many) for the Directory. The access control s¢heme
bd hereinvis identified with the accessControlScheme operational attribute by giving it the value rule-bpsed-
bs-control or if used in conjunction with the basic or simplified access control schemes defined in clause 18] rule-

and-i

asic-access-control or rule-and-simple-access-control. Subclause 17.2.2 describes which entries contajn the
accessControlScheme operational attribute.

The scheme defined here is only concerned with controlling access to the Directory information within the DIB
(potentially including tree structure and access control information). It does not address controlling access for the
purpose of communication with a DSA application-entity. Control of access to information means the prevention of
unauthorized detection, disclosure, or modification of that information.

19.2

Rule-based Access Control model

There may be environments where information relating to the clearance (instead of identity) of the requestor is used in
determining whether or not access to an attribute value is to be denied. This is defined as Rule-based Access Control
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and uses administratively imposed access control policy rules in determining when access is to be denied to certain
contents of the Directory. If access is denied under Rule-based Access Control, it cannot be allowed under other access
control schemes. The Rule-based Access Control model identifies the information used in determining whether access
is to be denied. This is applied to every operation. Each access control decision involves:
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a) Access control information associated with the attribute values being accessed. This access control
information is called a security label.

b) Access control information associated with the user requesting the operation. This access control
information is called the clearance. The user requesting the operation is called the requestor.

¢) Rules which define whether an access is authorized given a security label and a clearance, called security

policies.
igure 18.
Access Control Decision
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access request grant/deny
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Figure 18 — Rule-based Access(Control Decision Model
pcurity label(s) can be securely associated with attribute values by binding the label to the information through the

f a digital signature or other integrity mechanism. A security label is a property of the attribute value gnd is
ated with the value as a context.

learance is needed to enable a comparison to be made against the security label. The clearance can be bound [to the
guished Name of the requestor:through a certificate extension field (subject Directory attribute) or through an
hte certificate. The means setected for providing the clearance is a matter for the security policy in effect.

DTE — The use of other clearance information (e.g., that associated with any intermediate DSAs which may have chairjed the
eration), is outside the sgope-of this Directory Specification.

ecurity rules to be-dpplied in making an access control decision are defined as part of the security policy. The
ty policy is eitheridentified in the security label or defined for the environment containing the labelled object.

Access’control administrative areas

r basiciaccess control (see 18.3), the DIT is divided into administrative areas including Access Control Sgecific

. Phe administrative entry for an ACSA identifies the labelling security policies (access rules) that are appljcable

for that administrative area as well as the applicable access control scheme (rule-based-access-control or rule-and-
basic-access-control or rule-and-simple-access-control or some other access control scheme).

19.4

Security Label

19.4.1 Introduction

Secur

Secur

ity labels may be used to associate security-relevant information with attributes within the Directory.

ity labels may be assigned to an attribute value in line with the security policy in force for that attribute. The

security policy may also define how security labels are to be used to enforce that security policy.
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A security label comprises a set of elements optionally including a security policy identifier, a security classification, a
privacy mark, and a set of security categories. The security label is bound to the attribute value using a digital signature
or other integrity mechanism.

19.4.2  Administration of Security Labels
A security label is assigned to an attribute value by an administrative function before being placed in the Directory.

This administrative function is responsible for assigning security labels to attribute values in line with the security
policy in force for the ACSA.

The binding of a security label is protected using a digital signature or other integrity mechanism. This protection is
applied by the administrative function, or creator of the attribute value.

19.4.] Labelled Attribute Values

A sequrity label context associates a security label with an attribute value. Only a single label can be associated with an
attribyite value. That is, the security label context is single-valued. In addition, matching rules for the’security| label
contekt are not supported.

NOQTE — The concept of contexts is introduced in 8.8.

attributeValueSecurityLabelContext CONTEXT ::={

WITH SYNTAX SignedSecurityLabel -- At most one security label context can be assigned to an
-- attribute value
ID id-avc-attributeValueSecurityLabelContext }

SigngdSecurityLabel ::= SIGNED {SEQUENCE {

attHash HASH {AttributeTypeAndValue},

issuer Name OPTIONAL, -- name of labelling authority
keyldentifier Keyldentifier OPTIONAL,

securityLabel SecurityLabel } }

SecufityLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier, “OPTIONAL,
security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
security-categories SecurityCategories OPTIONAL }

(ALL EXCEPT ( {-- none, at least one~¢component shall be present --}))

SecurityPolicyldentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {

unmarked (0),
unclassified (1),
restricted (2)s
confidential (3),
secret (4),
top-secret (5)}

PrivagyMark ::= {PrintableString (SIZE (1..ub-privacy-mark-length))

SecurityCategories ::= SET SIZE (1..MAX) OF SecurityCategory

This ¢ortext is not used to filter or select particular attributes, as for other contexts, and the mechanisms associatedl with
contexts (fallback, default context values, etc.) are not used to apply rule-based access control.

The attHash component contains the resulting value of applying a cryptographic hashing procedure to DER-encoded
octets, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.

The issuer component conveys the name of the labelling authority.

The keyldentifier component may be the identifier of a certified public key as held in the Subject Public Key Identifier
extension field defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and associated
security control information.
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The securityLabel component is composed of a set of elements optionally including a security policy identifier, a
security classification, a privacy mark, and a set of security categories as defined in 8.5.9 of ITU-T Rec. X411 |
ISO/IEC 10021-4.

19.5 Clearance

A clearance attribute associates a clearance with a named entity including DUAs.

clearance ATTRIBUTE ::= {
WITH SYNTAX Clearance
ID id-at-clearance }

Clearance ::= SEQUENCE {

policyld OBJECT IDENTIFIER,

classList ClassList DEFAULT {unclassified},

securityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL }
ClasgList ::= BIT STRING {

unmarked (0),

unclassified (1),

restricted (2),

confidential (3),

secret (4),

topSecret (5)}
SecufityCategory ::= SEQUENCE {

type [0] SECURITY-CATEGORY.&id ({SecurityCategoriésTable}),

value [1] EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECURITY-CATEGORY ::= TYPE-IDENTIFIER

SecurityCategoriesTable SECURITY-CATEGORY ::={...}

The policyld component conveys an identifier that may be\used to identify the security policy in force to whi¢h the
cleargnce classList and securityCategories relates.

The dlassList component includes a list of classificdtions that are associated with the named entity.

The qecurityCategories (see 8.5.9 of ITU-T Rege. X.411 | ISO/IEC 10021-4) component, if present, provides fhirther
restri¢tions within the context of a classList.

NOTE — A clearance is securely bound to ‘a,named entity using an Attribute Certificate (ITU-T Rec. X.509 | ISO/IEC 959}-8), a
public key Certificate extension field™(e.g., within the SubjectDirectoryAttribute extension) (ITU-T Rec. X}509 |
IS|O/IEC 9594-8), or means outsidelthe scope of this Directory Specification.

19.6 Access Controland Directory operations

Each |Directory operatienrinvolves making a series of access control decisions on the attribute values that the operation
accespes.

For spme operationis (e.g., the Remove Entry operation), even though the operation may appear to have succeefled if
accesp is demied”to one or more attribute values, the hidden attributes would remain in the directory. For|other
operations, protected items to which access is denied are simply omitted from the operation result and proc¢ssing
continues,

The access control requirements for each operation are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

The algorithm by which any particular access control decision is made is specified as:

— If access to all the attribute values of an entry is denied under rule-based-access-control, the access is
denied to that entry for all operations.

—  If access to all the attribute values of an attribute is denied under rule-based-access-control, the access
is denied to that attribute for all operations.

—  Rule-based access control affects operations on reading attribute values (e.g., Read, Search) in that the
attribute value is not visible (the operation is carried out as though the attribute value is not present) if
access is denied to the attribute value.
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19.7

Rule-based access control affects operations which involve removing an entry (e.g., Remove Entry) in
that they do not remove those attribute values to which access is denied.

Rule-based access control affects operations which involve removing an attribute type (e.g., Modify
Entry — Remove Attribute) in that they do not remove those attribute values to which access is denied.

Rule-based access control affects operations which involve removing an attribute value (e.g., Modify

Entry — Remove Value) in that these operations fail if the access is denied to the attribute value.

Access Control Decision Function

This subclause specifies how an access control decision is made for any particular attribute value. It provides a

conce
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clearance and a security label are processed in order to decide whether to grant or deny a particular reque
ied permission to a given attribute value. The decision function applies the security policy rules which-est4
er an access is authorized on an attribute value given its security label and the requestor's clearance
tion of the security rules is outside the scope of the Directory Specifications. A simplified example of se
' rules for rule-based-access-control is given in M.10.

ch invocation of the ACDF, the inputs are:

a) the requestor's clearance (as defined in 19.5);

b) attribute value being considered at the current decision point for which the, ACDF was invoked;
c) the security policy in force for the access-control-specific area;

d) security label bound to the attribute value.

utput is a decision whether to deny access to the attribute value.

hy particular instance of making an access control decision, thesoutcome shall be the same as if the steps if
performed.

Use of Rule-based and Basic Access Control

h rule-based and basic access control are in effect, the order in which they are applied is a local matter, excej
ess is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not be granted

e returnedresult is correct.
DTE 2.— Confidentiality of attribute values is outside the scope of this specification.
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mechanism. In this respect, DiscloseOnError>(see 18.2.3 and 18.2.4) permission of basic-access-contral is a
ssion that shall not override a deny of rule-based-access-control.

Data Integrity in Storage

Introduction
me situations, the Direetory may not give sufficient assurance that data is unchanged in storage, regardless of
5 controls. The integrity of data stored in the Directory may be validated using digital signatures held as part pof the
fory Information.-Either the digital signature of an entry or selected attributes within an entry may be held|as an
hte (see 20,1.2); or the digital signature of a single attribute value may be held in a context (see 20.1.3).
DTE 1 — ThevDSA shall maintain the encoding of the attribute placed in the Directory to ensure that the signature calculgted on

Protection of an Entry or Selected Attribute Types

Data integrity of attributes in storage is provided through use of digital signatures held alongside the attributes they are
protecting. The integrity of a whole entry, or of all attribute values for selected attributes in an entry, is protected by an
attribute holding a digital signature of all the attribute values being protected.

This digital signature is created by an authority or directory user responsible for placing the information in the directory
entry. The digital signature can be validated by any user reading the attribute values for the entry. The directory service

itself

114

is not involved in the creation or validation of the digital signature held in this attribute.
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This integrity mechanism protects the integrity of directory attributes both in storage and during transfer between
components of the Directory (DSAs and DUAs). This integrity mechanism does not depend on the security of the
directory service itself.

Digital signatures applied to the whole entry do not include operational, collective attributes or the
attributelntegrityinfo itself. Any attribute value contexts are included.

The following defines an attribute type to hold a digital signature, along with associated control information, which
provides integrity of a whole entry or all values of selected attribute types.

attributelntegritylnfo ATTRIBUTE ::= {

WITH SYNTAX Attributelntegritylnfo
1D id at.mm“griiylnfn}

AttriQutelntegritylnfo ::= SIGNED { SEQUENCE {
scope Scope, -- Identifies the attributes protected
signer SignerOPTIONAL, -- Authority or data originators name
attribsHash AttribsHash } } -- Hash value of protected attributes

Signégr ::= CHOICE {
thisEntry [0] EXPLICIT ThisEntry,
thirdParty [1] Specificallyldentified }

ThisEntry ::= CHOICE {
onlyOne NULL,
specific IssuerAndSerialNumber }

IssuerAndSerialNumber ::= SEQUENCE {
issuer Name,
serial CertificateSerialNumber }

Specfificallyldentified ::= SEQUENCE {

name GeneralName,
issuer GeneralName OPTIONAL,
serial CertificateSerialNumber OPTIONAL }

( WITH COMPONENTS { ..., issuer PRESENT, serial PRESENT } |
( WITH COMPONENTS { ..., issuer ABSENT;-serial ABSENT }))

Scope ::= CHOICE {
wholeEntry [0] NULL, -~Signature protects all attribute values in this entry
selectedTypes [1]1 SelectedTypes

-- Signature protects all attribute values of the selected attribute types
}

SeledtedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType

AttrigsHash ::= HASH { SEQUENCE SIZE (1..MAX) OF Attribute }
- Altribute type and values with associated context values for the selected Scope

An Attributelntegritylnfo value can be created in three different ways:

a) SAn administrative authority can create and sign the value, and the public key to verify the signafure is
known by off-line means.

b) The owner of the entry. i.e.. the object represented by the entry. can create and sign the value. [If the
owner has several certificates, or expected to have that in the future, the certificate has to be identified by
the CA issuing the certificate together with the certificate serial number.

c) A third party may create and sign the value. The name of the signer, the name of the CA issuing the
certificate and the certificate serial number is required.

If the scope is wholeEntry, all the applicable attributes shall be ordered as specified for a set-of type in 6.1 of ITU-T
Rec. X.509 | ISO/IEC 9594-8. If scope is selectedTypes, the ordering shall be the same as the one given in the
SelectedTypes.

NOTE - If a user does not retrieve all the complete attributes that are defined within the Scope data type, it will not be possible
for the user to verify the integrity of the attributes.
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20.3 Context for Protection of a Single Attribute Value

The following defines a context to hold a digital signature, along with associated control information, which provides
integrity for a single attribute value. Any attribute value contexts are included in the integrity check, excluding the
context used to hold signatures.

attributeValuelntegrityinfoContext CONTEXT ::= {
WITH SYNTAX AttributeValuelntegritylnfo
ID id-avc-attributeValuelntegritylnfoContext }

AttributeValuelntegritylnfo ::= SIGNED { SEQUENCE {

signer SignerOPTIONAL, -- Authority or data originators name
—a\HHash————AVHHash}H}—————————————————Hashvalve-of profectedattbtte——————
AVIHash ::= HASH { AttributeTypeValueContexts }
-- Attribute type and value with associated context values

AttriQuteTypeValueContexts ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context OPTIONAL }

The cpntextList shall be ordered as specified for a set-of type in 6.1 of ITU-T Rec. X.509NSO/IEC 9594-8.
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SECTION 9 — DSA MODELS

21 DSA Models

This clause is concerned with general models describing various aspects of the components comprising the Directory,
Directory System Agents (DSAs). Subsequent clauses treat additional DSA models.

21.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

21.1.1 DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more/naming
contekts.

21.1.2  context prefix: The sequence of RDNs leading from the Root of the DIT to the initial veftex: of a ngming
contekt; corresponds to the distinguished name of that vertex.

21.1.3 naming context: A subtree of entries held in a single master DSA.

21.2 Directory Functional Model

The IDirectory is manifested as a set of one or more application-processes known¢@s, Directory System Agents (PSAs)
and/op LDAP servers. Each DSA provides zero, one or more of the access points.\Each LDAP server provides ¢ne or
more [access points. This is illustrated in Figure 19. Where the Directory is composed of more than one DSA or LDAP
servef, it is said to be distributed. The procedures for the operation of the Directory when it is distributed are spdcified

in ITY-T Rec. X.518 | ISO/IEC 9594-4.
m

LDAP
Server

X.501_F19

Figure 19 — The Directory Provided by Multiple DSAs
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Specifications. For example, a DSA which is responsible for holding some or all of the information in the DIB will normally do
so by means of a database, the interface to which is a local matter.

A particular pair of application-processes which need to interact in the provision of directory services may be located in
different open systems. Such an interaction is carried out by means of Directory protocols, as specified in ITU-T Rec.
X.519 | ISO/IEC 9594-5, or by means of the Lightweight Directory Access Protocol (LDAP), as specified in IETF
RFC 3377.

NOTE 2 — LDAP server behaviours are specified in IETF RFC 3377 and may differ from DSA behaviours specified in this
clause.
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Clause 23 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A
framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAs, is provided in clauses 25 through 28.

21.3 Directory Distribution Model

This subclause defines the principles according to which the DIB can be distributed across multiple DSAs.

NOTE 1 — The DIB may also be distributed across any number of LDAP servers, which may or may not coexist with one or more
DSAs. LDAP servers and their characteristics and behaviours are specified in IETF RFC 3377 and may differ from DSA
characteristics and behaviours specified in this clause.

Each entry within the DIB is administered by one, and only one, DSA's Administrator who is said to have
admiffistrative authority for that entry. Maintenance and management Ol an eniry snall take place in a adminiptered
by th¢ administrative authority for the entry. This DSA is the master DSA for the entry.

Each |master DSA within the Directory holds a fragment of the DIB. The DIB fragment held by a master DSA is
descr]bed in terms of the DIT and comprises one or more naming contexts. A naming context is a subtre¢,of the D|T, all
entries of which have a common administrative authority and are held in the same master DSA. A naming context|starts
at a yertex of the DIT (other than the root) and extends downwards to leaf and/or non-leaf ¥ertices. Such vdrtices
constjtute the border of the naming context. The superior of the starting vertex of a naming.context is not held in that
mastdr DSA. Subordinates of the non-leaf vertices belonging to the border denote the start.of-filrther naming contefts.
NOTE 2 — The DIT is therefore partitioned into disjoint naming contexts, each under the administrative authority of a[single
master DSA.

NOTE 3 — A naming context in itself is not an administrative area having an administrative point or an explicit qubtree
spgcification, but it may coincide with an administrative area.

A fanpily of entries shall reside in a single naming context.

It is possible for a master DSA's administrator to have administrative authority for several disjoint naming contexts. For
every| naming context for which a master DSA has administrative ‘authority, it shall logically hold the sequerce of
RDN§ which lead from the root of the DIT to the initial vertex, of the subtree comprising the naming context| This
sequance of RDNGs is called the context prefix of the naming context.

NOQTE 4 — The primary distinguished name of the naming context shall be used as the context prefix. Contexts and altefnative
vallues with context may optionally be included in the RDNS¢

A master DSA's administrator may delegate administrative authority for any immediate subordinates of any entry held
locallly to another master DSA. A master DSA.that’delegated authority is called a superior DSA and the context that
holds| the superior entry of one for which the{administrative authority was delegated, is called the superior ngming
contekt. Delegation of administrative authority begins with the root and proceeds downwards in the DIT; that is, |it can
only ¢ccur from an entry to its subordinates.

Figurg 20 illustrates a hypothetical DIT logically partitioned into five naming contexts (named A, B, C, D and E), which
are physically distributed over thfeey DSAs (DSA1, DSA2, and DSA3).

From|the example, it can be_seen that the naming contexts held by particular master DSAs may be configured sq as to
meet [a wide range of operational requirements. Certain master DSAs may be configured to hold those entrigs that
repregent higher level¢naming domains within some logical part(s) of the DIB, the organizational structure of af large
comppny say, but_fetnecessarily all the subordinate entries. Alternatively, master DSAs may be configured tq hold
only those naming ‘¢ontexts representing primarily leaf entries.

From|the above definitions, the limiting case for a naming context can be either a single entry or the whole of the IPIT.

Whilgt ¢he 10g1ca1 to phys1ca1 mapplng of the DIT onto master DSAs is potentially arbitrary, the task of information
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DSAs may hold entry-copies as well as entries. Shadowed entries, the only sort of entry-copy considered in the
Directory Specifications, are maintained by means of the shadowing service described in ITU-T Rec. X.525 |
ISO/IEC 9594-9. In addition to this standardized sort of replicated information, two additional non-standardized sorts of
entry-copy may be encountered in the Directory.

—  Copies of an entry may be stored in other DSA(s) through bilateral agreement.

—  Copies of an entry may be acquired by storing (locally and dynamically) a cache-copy of an entry which
results from a request.
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NOTE 5 — The means by which these copies are maintained and managed is not defined in these Directory Specifications. Due to
more precise handling of features like access control, it is recommended that the shadow service be used instead of using

cached-copies.
Root
DSA2

C=WW C=VV

DSA3
DSAL
Context A Context B N Context D
Context C
O =DEF

0 =ABC

ou Context E
ou=J OU =K

ou=1
CN=1 CN=m CN=n

CN=0 CN=p CN=q

X.501F20

‘ DIB object entry
O DIB alias entry

Figure 20 — Hypothetical DIT

A DS holding an entry-copy is a shadow DSA for thatentry. A shadow DSA may hold a copy of a naming context or a
portidn thereof. The specification of the portion of‘a‘ naming context that is shadowed is termed a unit of replicatiop.

As dgscribed in 9.2 of ITU-T Rec. X.525 [ JSO/IEC 9594-9, a unit or replication is defined within the Dir¢ctory
inforthation model, and a specification mecharism is provided. The shadowing mechanism in the Directory is baded on
the definition of the subset of the DIT that will be shadowed. This subset is called unit of replication. The unit of
repligation comprises a three-part spécification which defines the scope of the portion of the DIT to be replicated, the
attribfites to be replicated within that'scope, and the requirements for subordinate knowledge. The unit of repligation
also implicitly causes the shadowed information to include policy information in the form of operational attributef held
in enfries and subentries (e.g:,'aecess control information) which is to be used to correctly perform Directory opergtions.
The grefix information te-be-included begins at an autonomous administrative point and extends to the replication base
entry

The qriginator of a;Directory request is informed (via fromEntry) as to whether information returned in response to a
requept is from<@n)entry-copy or not. A service control, dontUseCopy, is defined which allows the user to prohibit the
use of entry-Copies to satisfy the request (although copy information may be used in name resolution).

NOTE"6 - Such name resolution will fail in some instances for a valid alternative name when resolved against a copy held in a

pre-third edition DSA, or in a later edition DSA holding a copy with incomplete name information, where an RDN includes an
attribute Ttype for wihich there are multiplc distnguished values dilferentiated by COntext.

In order for a DUA to begin processing a request it shall hold some information, specifically the presentation address,
about at least one DSA that it can contact initially. How it acquires and holds this information is a local matter.

During the process of modification of entries it is possible that the Directory may become inconsistent. This will be
particularly likely if modification involves aliases or aliased objects which may be in different DSAs. The inconsistency
shall be corrected by specific administrator action, for example to delete aliases if the corresponding aliased objects
have been deleted. The Directory continues to operate during this period of inconsistency.
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SECTION 10 — DSA INFORMATION MODEL

22 Knowledge

221 Definitions
For the purposes of this Directory Specification, the following definitions apply:
22.1.1 category: A characteristic of a knowledge reference that qualifies it as identifying a master or a shadow DSA.

22.1.]
the DS

22.1. cross reference: A knowledge reference containing information about a DSA that holds an éftty or pntry-
copy.|This is used for optimization. The entry need have no superior or subordinate relationship to any entry in thd DSA
holding the cross reference.

22.14 DIT bridge knowledge reference: A knowledge reference containing informationcabout a DSA that|holds
entrigs in a different DIT. The entry need have no superior or subordinate relationship to any entry in the DSA h¢lding
the other DIT.

DTS B¢ int of

A holding it; a commonly usable replicated area is normally a complete sh

adow copy of a naming context.

immediate superior reference: A knowledge reference containing information about a DSA that holfls the
g context (or a commonly usable replicated area derived from it) that is immiediately superior to one held by the

knowledge (information): DSA operational information held by~a\DSA that it uses to locate remote erjtry or

knowledge reference: Knowledge which associates, either directly or indirectly, a DIT entry or entry-copy
e DSA in which it is located.

22.1.8 master knowledge: Knowledge of the master DSA for a naming context.

22.1.9  non-specific subordinate reference: A knowledge reference containing information about a DSA that|holds
one of more unspecified subordinate entries or entry-copies.

22.1.10 reference path: A continuous sequencg-of knowledge references.

22.1.11 shadow knowledge: Knowledge of*one or more shadow DSAs for a naming context (if the knowlegge is
specific) or contexts (if non-specific).

22.1.12 subordinate reference: A~knowledge reference containing information about a DSA that holds a sgecific
suborfdinate entry or entry-copy.

22.1.13 superior referenee:-A knowledge reference containing information about a DSA considered capable of
resolying (i.e., finding any entry within) the whole of the DIT.
22.2 Introduction

The IPIB is distributed across a large number of master DSAs, each holding and having administrative authority] for a
DIB fragment."The principles governing this distribution are specified in 21.3.

In addlition, these and other DSAs may hold copies of portions of the DIB.

It is a requirement of the Directory that, for particular modes of user interaction, the distribution of the directory be
rendered transparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order to support this operational requirement, it is necessary that each DSA be able to gain access to the information
held in the DIB associated with any name (i.e., any object's distinguished or alias names). If the DSA does not itself
hold an object entry or object entry-copy associated with the name, it shall be able to interact with a DSA that does,
either directly or indirectly by means of direct and/or indirect interactions with other DSAs.

When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA
servicing the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information
associated with the name supplied in the user's request.
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This clause defines knowledge as that DSA operational information required to achieve these technical objectives.
Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.
NOTE — The preceding statements represent technical objectives of the Directory. Realization of these technical objectives

depends on other matters (e.g., policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 25
through 28 establish a framework to address some of these matters.

Annex O contains an illustration of the modelling of knowledge. The illustration is based on the hypothetical DIT given
in Figure 20.

22.3 Knowledge References

Knowledge is that operational information held by a DSA that represents a partial description of the distribution of entry
and entry-copy information held in other DSAs. Knowledge is used by a DSA to determine an appropriate/DBA to
contaft when a request received from a DUA or another DSA cannot be satisfied with locally held informatiof.

Knowledge consists of knowledge references. A knowledge reference associates, either directly or indirectly, the|name
of a Directory entry with a DSA holding the entry or a copy of the entry.

Namgs used in knowledge references, whether as context prefixes, DSA names or entry nafa¢s, shall be primary
distinguished values. Context, and alternative values with context, may also be included in RDNs)
NOTE — Name resolution may fail for a valid alternative name when knowledge references are/held/in pre-third DSAs which do
ndt recognize multiple distinguished values differentiated by context, or in DSAs not holding‘all the alternative distingpished
names in knowledge references or entry-copies.

22.3.1 Knowledge Categories
Therq are two categories of knowledge reference: master knowledge referenc€es and shadow knowledge references
Mastgr knowledge is knowledge of the access point of the master DSA for a2 naming context.

Shadgw knowledge is knowledge of DSAs holding replicated Direetory information; it may be distributed by shadow
suppliers to shadow consumers by means of the replication  procedures described in ITU-T Rec. X.p25 |
ISO/IEC 9594-9. Shadow knowledge is knowledge of the access point of a set of one or more shadow DSAs| for a
repligated area (a naming context or a portion thereof).

A DSA that is the object of shadow knowledge shall hiold a commonly usable replicated area. One form of repljcated
area that is commonly usable is a complete shadow, €Opy of a naming context. An incomplete shadow copy of a ngming
contekt held by a DSA may be commonly usablé¢.if it is sufficiently complete to satisfy the interrogation requesfs that
users commonly make to the DSA. It is the responsibility of the administrative authority who causes shadow knowledge
of a PSA holding an incomplete copy ofia/naming context to be distributed that the replicated area be commonly
usablg.

A given DSA may hold both master and shadow knowledge, the latter involving multiple shadow DSAs, regariing a
partiqular naming context. The specific knowledge used in the processing of a request received from a DUA or ahother
DSA) e.g., in the name resolution process, is determined by a DSA-specific selection procedure whereby the| DSA
compjutes, based on any non-standardized criteria deemed appropriate by the administrative authority, an access pgint of
a DSA capable of progressing the request.

NOTE — The Directory Specifications do not constrain how master and shadow knowledge is used by DSAs (othgr than

inflirectly throughreonstraints on DSA behaviour, for example, the dontUseCopy and copyShallDo service controls as spgcified
in[ITU-T Re¢. X.511 | ISO/IEC 9594-3).

22.3.2 _Kuowledge Reference Types

The Knowledge possessed by a DSA is defined in terms of a set of one or more knowledge references wherd each
reference associates, either directly or indirectly, entries (or entry-copies) of the DIB with the DSA which holds those
entries (or entry-copies).

A DSA may hold the following types of knowledge reference:
—  superior references;
—  immediate superior references;
—  subordinate references;
—  non-specific subordinate references; and

—  cross references.
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A knowledge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the
following types of knowledge reference:

—  supplier references; and

- consumer references.

These knowledge reference types are described below.

22.3.2.1 Superior References

A superior reference consists of:

Each
ofar
a DM
conte

22.3.]

An immediate superior reference consists of:

Immgd

binding to the referenced DSA (see clause 24 in ITU-T Rec. X.518 [ISO/IEC 9594-4). In the absence of such e
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—  the Access Point of a DSA.

non-first level DSA (see 22.5) shall maintain at least one superior reference. The superior reference shall for
pference path to the root. Unless some method outside the standard is employed to ensure this, for-¢xample Y
D, this shall be accomplished by referring to a DSA which holds a naming context or replicated area Y
kt prefix has fewer RDNSs than the context prefix with fewest RDNs held by the DSA holding'the reference.

.2 Immediate Superior References

— the context prefix of a naming context that is immediately supcrior to one held (as entr
entry-copies) by the DSA holding the reference;

—  the Access Point of the DSA holding that naming context (as entti¢s or entry-copies).

diate superior references are an optional reference type that only-0ccur when there is a hierarchical opera

tional bindings, an immediate superior naming context may be.referenced by means of a cross reference.

.3 Subordinate References

ordinate reference consists of:

entry-copies) by the DSA holding the(reference;

—  the Access Point of the DSA holding that naming context (as entries or entry-copies).

aming contexts immediately subordinate to naming contexts held by a master DSA shall be represent
dinate references (or non-specificsubordinate references as described in 22.3.2.4).

p case where a DSA holds. lentry-copies, the subordinate naming contexts may or may not be repres
ding on the shadowing agreement in effect.

.4 Non-Specific Subordinate References

-specific subordinaté reference consists of:

—  theAecess Points of a DSA that holds the entries (or entry-copies) of one or more immed
subordinate Naming Contexts.

ype of reference is optional, to allow for the case in which a DSA is known to contain some subordinate d
try-copies) but the specific RDNs of those entries (or entry-copies) is not known. This type of reference can

used

n part
vithin
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—  a context prefix corresponding to a naming context immediately subordinate to one held (as entties or
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For each naming context that it holds, a master DSA may hold zero or more non-specific subordinate references. DSAs
accessed via a non-specific reference shall be able to resolve the request directly (either success or failure). In the event
of failure, a serviceError reporting a problem of unableToProceed is returned to the requestor.

In the case where a DSA holds entry-copies, the non-specific subordinate references may or may not be represented,
depending on the shadowing agreement in effect.

22.3.2.5 Cross References

A cross reference consists of:

122

—  a Context Prefix;
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—  the Access Point of a DSA which holds the entries or entry-copies for that naming context.

This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including
zero) of cross references.

22.3.2.6 Supplier References

A supplier reference held by a shadow consumer DSA consists of:

—  the context prefix of the naming context from which the replicated area received from the shadow
supplier is derived;

—  the identifier of the shadowing agreement that the shadow consumer has established with a shadow
supplier:

—  the Access Point of the shadow supplier DSA;
— an indication of whether the shadow supplier of the replicated area is or is not the master; and

—  optionally, the access point of the master DSA if the supplier is not the master.

22.3.2.7 Consumer References

A corsumer reference held by a shadow supplier DSA consists of:

—  the context prefix of a naming context from which the replicated area provided by the shadow suppllier is
derived;

— the identifier of the shadowing agreement that the shadow supplier has-established with a consumer} and

—  the Access Point of the shadow consumer DSA.

224 Minimum Knowledge
It is alproperty of the Directory that each entry can be accessed indepehdently of where a request is generated.

It is allso a property of the Directory that, to achieve adequate levels of performance and availability, some requests can
be satisfied using a copy of an entry, while other requests may only be satisfied using the entry itself (i.g., the
information held at the master DSA for the entry).

To replize these location independence properties_ofythe Directory, each DSA shall maintain a minimum quantity of
know]edge which depends on the particular configuration of the DSA.

The ¢bjective of these minimum requiremrents is to permit the distributed name resolution process to establish a
refergnce path, as a continuous sequence of master knowledge references, to all naming contexts within the Directgry.

Beyond these minimum requirements;. additional knowledge may be employed to establish other reference paths to
copiep of naming contexts. Crosgreference knowledge (master and shadow) may be employed to establish optimmized
refergnce paths to naming contexts and copies of naming contexts.

The minimum knowledge requirements for DSAs are specified in 22.4.1-22.4.4.

22.4.1  Superior Knowledge

Each [DSA that s not a first level DSA shall maintain at least one superior reference. Additional superior refefences
may be held foroperational reasons as alternative paths to the root of the DIT.

22.4.2 - Subordinate Knowledge

A DSATTaT 15 the master DSA Of a naming context shall maintain subordinate or non-specitic subordinate reterences of
category master knowledge to each master DSA holding (as master) an immediately subordinate naming context.

22.4.3  Supplier Knowledge

For each shadow supplier DSA that supplies it with a replicated area, a shadow consumer DSA shall maintain a supplier
reference. If the shadow consumer's subordinate knowledge for the copy of the naming context is incomplete, it shall
use its supplier reference to establish a reference path to subordinate information. This procedure is described in
clause 20 of ITU-T Rec. X.518 | ISO/IEC 9594-4.
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22.4.4 Consumer Knowledge

For each shadow consumer DSA that it supplies with a replicated area, a shadow supplier DSA shall maintain a
consumer reference.

22.5 First Level DSAs

The DSA referenced by a superior reference assumes the burden of establishing a reference path to all of the DIT that is
unknown to the referring DSA. A DSA referenced by other DSAs may itself maintain one or more superior references.
This recursive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility for the
establishment of reference paths falls.

A firft Tevel DSA s characterized as Tollows:
a) it does not hold a superior reference;

b) it may hold one or more naming contexts immediately subordinate to the root of the DIT (as magter or
shadow DSA for the naming context); and

¢) it holds subordinate references (of category master and/or shadow) and nontspecific suborflinate
references (of category master and/or shadow) which account for all the namifig -contexts immediately
subordinate to the root of the DIT which it does not itself hold.

The gdministrative authorities for first level DSAs are jointly responsible for the admifistration of the immgpdiate
subordinates of the root of the DIT. The procedures governing this joint administration are determined by multilateral
agreements which are outside the scope of the Directory Specifications.

NOQTE — In a related entries environment, it is possible that some first-level entries will have the same name, creating mpultiple
DITs. The administrative authorities for the associated first level DSAs are jointly responsible for the administration of these
DITs.

To lifnit the quantity of interrogation requests that might be directed.to a master first level DSA (i.e., a DSA that is a
mastdr for a naming context immediately subordinate to the root ofithe DIT), it is possible to establish shadow first level
DSA{ for that master first level DSA. Such shadow DSAs Hold copies of the entries and subordinate refefences
immediately subordinate to the root held in its master (or supplier) first level DSA. They therefore may serv¢ as a
superjor reference for non-first level DSAs.

23 Basic Elements of the DSA Information Model

23.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
23.1.1 DSA information tree:The set of all DSEs held by a DSA when viewed from the perspective of their ngmes.

23.1.2 DSA-shared attribute: An operational attribute in the DSA information model associated with a parficular
name|whose value or valtes; if held by several DSAs, are identical (except during periods of transient inconsistendy).

23.1.3 DSA-specificvattribute: An operational attribute in the DSA information model associated with a parficular
name|whose valug\or values, if held by several DSAs, need not be identical.

23.1.4 DSA=specific entry (DSE): The information held by a DSA that is associated with a particular namg; the
DSE may{but need not) contain the information associated with the corresponding Directory entry.

23.1.% DSE type: An indication of the parﬁmﬂar purpose of 2 DSE. a DSE may serve mn]ﬁplp purposes-and thus

have multiple types.

23.2 Introduction

The Directory information model describes how the Directory as a whole represents information about objects having a
distinguished name and optionally alias names. In its description of the DIT, entries and attributes, the composition of
the Directory as a set of potentially cooperating DSAs is abstracted from the model.
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The DSA information model, on the other hand, is especially concerned with DSAs and the information that must be
held by DSAs in order that the set of DSAs comprising the Directory may together realize the Directory information
model. It is concerned with:

—  how Directory information (object and alias entries and subentries) is mapped onto DSAs;
—  how copies of Directory information may be held by DSAs;
—  the operational information required by DSAs to perform name resolution and operation evaluation; and

—  the operational information required by DSAs to engage in shadowing and to use shadowed information.

The purpose for modelling a representation of DSA operational information such as knowledge is to establish the
general framework for management access to DSA operational information.

23.3 DSA-Specific Entries and their Names

In thg DSA information model, the information repositories holding the information associated with a-particular[name
are tqrmed DSA-Specific Entries (DSEs). Directory entries exist in the DSA information model only'as information
elemgnts from which DSEs may be composed. Operational attributes specific to the DSA information model comprise
the other variety of information element from which DSEs may be composed.

If a IDSA holds any information concerning a name directly (i.e., information held in a repository identified By the
name), it is said to know or have knowledge of that name.

For efich name known by a DSA, all the information held by the DSA directly assoeiated with the name other than the
name]| itself is represented by one DSE. This latter information (i.e., the RDN ¢and its relationship to the DIT) [is not
repregented explicitly as attributes in the DSA information model; the set ofinames known by a DSA constityite an
impligit fabric on which the associated DSEs can be considered to be attached,

NOTE 1 — One consequence of the way the DSA information model handlés’' names is that, for DSEs that are not of type| entry,
alfas or subentry, the AVA(s) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).

Wherg alternative names exist because of naming attributes having multiple distinguished values differentiated by
contekt, a single DSE represents all the information held by the\DSA about all the alternative names. This is moflelled
in theg DSA information model as a single name with contextispecific variants, rather than as separate names.
NOTE 2 — For consistent name resolution and interworking with pre-third DSAs, every DSA shall have information aljout at
least the primary distinguished values of all attributesdcontributing to a name, and desirably as many of the altetnative
ditinguished values as possible.

The spt of all names known by a DSA, together with the information associated with each name, when viewed fram the
perspgctive of these names, is termed the DSA information tree for that DSA. A DSA information tree is depicted in
Figurg 21.
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Figure 21 — A DSA Information Tree

The minimum information that a DSA may associate.with a name, and thus know the name, consists of an expressjon of
the pyirpose for which the name is known (i.e., thé\role played by the name in the operation of the DSA knowing it).
This purpose is represented in the DSA information model by the DSA-specific attribute, dseType.

In addlition, a DSE may hold other information associated with the name such as an entry or entry-copy, DSA-ghared
attribfites and DSA-specific attributes.

A DSE may represent a Directory,entry directly, a portion of an entry or no Directory information. The informatiop held
in a OSE varies, depending on its'type or purpose. In general, the following sorts of DSEs may occur in DSAs.

— A DSE directly, representing a Directory entry contains the user and operational attributes correspgnding
to that Dir€ctory entry (as depicted in DSE 2 in Figure 21). The DSE may also contain DSA-shargd and
DSA-specific attributes.

— A DSE representing a portion of an entry (as a result of shadowing) contains some of the usgr and
operational attributes corresponding to the Directory entry, DSA-specific attributes and may also cpntain
DSA-shared attributes.

=" A subentry DSE representing, for example prescriptive ACI or collective attributes, contains the relevant
r an rational attribut rresponding to a Direct ntry (a icted in DSE 3 in Figude 21).
The DSE may also contain DSA-shared and DSA-specific attributes.

— A DSE representing no Directory entry information contains only DSA-shared and/or DSA-specific
attributes (as depicted in DSEs 1 and 4 in Figure 21). For example, a DSE representing a subordinate
reference may have a DSA-shared attribute that indicates the master access point and a DSA-specific
attribute to indicate that the DSE is a subordinate reference.

NOTE 3 — The DSE is a conceptual entity which facilitates the specification and modelling of information components in a

consistent and convenient way. Although DSEs are said to "hold" or "store" information, this is not intended to impose any
particular constraints or data structure on implementations.
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23.4 Basic Elements

A DSE is comprised of three basic elements: the DSE type, some number of DSA operational attributes (the DSE type
is one of these) and optionally an entry or entry-copy.

23.4.1 DSA Operational Attributes

Two varieties of operational attribute occur in the DSA information model that do not correspond to information in
Directory entries. Those are DSA-shared and DSA-specific attributes.

A DSA-shared attribute is an operational attribute in the DSA information model associated with a particular name
whose value or values, if held by several DSAs, are identical (except during periods of transient inconsistency). A DSA
may hold a shadow-copy of a DSA-shared attribute

A DY4-specific attribute is an operational attribute in the DSA information model associated with a particular|name
whosg value or values, if held by several DSAs, need not be identical. A DSA-specific attribute represents.opergtional
infortpation that is specific to the functioning of the DSA holding it. A DSA cannot hold a shadoweopy of a DSA-
specific attribute.

NOTE — While a shadow-supplier DSA may provide a shadow-consumer DSA with a DSA-specific attribute, this is conceptually

ngt a shadow-copy of information held by the supplier but, rather, information produced by the supplier-for the consumer{which
the consumer may then use and modify.

23.4.2 DSE Types

The type of a DSE, represented in the DSA information model by the DSA-speetfic operational attribute dse[Type,
indicgtes the particular purpose (or role) of a DSE. This purpose is indicated by the hamed bits of the single value |of the
dseType attribute. As a DSE may serve several purposes, several named bits ef the dseType attribute may be [set to
repregent these purposes. A number of combinations of named bits that are-likely to occur are specified in Annex N.

The phrase "a DSE of type x" is used in the Directory Specifications to indicate that the named bit x of the PSE's
dseType attribute has been set. For a DSE of type x, other named bifs'may or may not be set, as required. The altprnate
phrasg "the DSE type includes x" may also be used.

The gyntactic specification of the dseType operational attribute may be expressed using the attribute notatijon as
follows:

dseType ATTRIBUTE := {

WITH SYNTAX DSEType
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-dseType }

This IDSA-specific operational attribute is'managed by the DSA itself.
The AISN.1 type that representsthe-Syntax of the possible values of the dseType attribute is DSEType. Its definition is:

DSEType ::= BIT STRING {

root (0), -- root DSE --
glue (1), -- represents knowledge of a name only --
cp (2), -- context prefix --
entry (3), -- object entry --
alias (4), -- alias entry --
subr (5), -- subordinate reference --
6, i : ;
supr (7), -- superior reference --
xr (8), -- cross reference --
admPoint (9), -- administrative point --
subentry (10), -- subentry --
shadow (11), -- shadow copy --
immSupr (13), -- immediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
familyMember (17), -- family member --
ditBridge (18), -- DIT bridge reference --
writeableCopy (19) } -- writeable copy --
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The values of DSEType are:

The u

24
This

a) root: The root DSE contains DSA-specific attributes, used by the DSA, that characterize that DSA as a
whole. The name corresponding to the root DSE is the degenerate name consisting of a sequence of zero
RDN:S.

NOTE 1 - Information that characterizes a DSA that is to be made available via the Directory abstract service is
contained in the DSA's entry. A DSA may, but need not, hold its own entry or a copy of its own entry.

b) glue: A glue DSE represents knowledge of a name only. A DSA holding a context prefix DSE or a cross
reference DSE may hold glue DSEs to represent the names of the superiors of the context prefix or cross
reference DSE if no other operational information (e.g., knowledge) is associated with those names. This
is illustrated in Figure 22. A DSE of type glue shall not have any other DSEType bit set.

T)_cp: 1c DSE Tepresenting the COmeXt prefix of a MaIing COmext.

d) entry: A DSE that holds an object entry.

e) alias: A DSE that holds an alias entry.

f) subr: A DSE that holds a specific knowledge attribute to represent a subordinate reference’

g) nssr: A DSE that holds a non-specific knowledge attribute to represent a nensspecific subor{linate
reference.

h) supr: A DSE that holds a specific knowledge attribute to represent the DS A’ superior references.

i) xr: A DSE that holds a specific knowledge attribute to represent a crosgteference.

j)  admPoint: A DSE corresponding to an administrative point.

k) subentry: A DSE that holds a subentry.

1) shadow: A DSE that holds a shadow-copy of an entry~(0r part of an entry) or other information
(e.g., knowledge) received from a shadow-supplier; this faméd bit is set by the shadow consumer.

m) immSupr: A DSE that holds a specific knowledge attribute to represent a immediate superior refergnce.

n) rhob: A DSE that holds administrative point and subentry information received from a superior DSA in a
Relevant Hierarchical Operational Binding (i.e.,vin either a Hierarchical Operational Binding or a|Non-
specific Hierarchical Binding as described intelauses 24 and 25 of ITU-T Rec. X.518 | ISO/IEC 95%H4-4).

0) sa: A qualifier of a subr DSE indicating that the subordinate naming context entry is an alias.

p) dsSubentry: A DSE that holds a DSA-specific subentry.

q) familyMember: A DSE that holdsa family member.

r) ditBridge: A DSE that holds.a/DIT bridge reference.

s) writeableCopy: A DSE'that holds a writeable copy of an entry or other information (e.g., knowledge)
that is replicated in a/multiple master implementation.

NOTE 2 - Certain_Directory operations require the ability to identify a single master for any given|entry.
Therefore, i a)multiple master implementation, all but one of the master copies of each entry shall be pf this

DSE type;‘exactly one of the master copies shall not be of this DSE type in order for it to function as the p
master@hen such operation is necessary.

se of this operational attribute to represent aspects of the DSA information model is described in clause 23.

Representation of DSA Information

latse treats the representation of DSA information. It describes the representation of DSA operational inforn

imary

nation

(knowledge), Directory user information and Directory operational information.

24.1

Representation of Directory User and Operational Information

This clause specifies the representation of Directory user and Directory operational information in the DSA information
model.

2411

Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes
associated with the Directory entry. The name of the DSE is the name of the object entry (i.e., the object's distinguished
name).

128
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If the DSE holds a copy of the entry, the DSE type includes shadow.

If the name of the object entry includes any alternative distinguished names differentiated by context, the name of the
DSE may also include those alternative distinguished names differentiated by context. In the case of a DSE that holds a
shadow of the entry, the name of the DSE may include a subset of the alternative distinguished names. In the case of a
DSE that is not a copy, the name of the DSE shall include all distinguished names.
NOTE - For consistency and interworking with pre-third DSAs, the name of a DSE holding a copy shall include at least the
primary distinguished value of any naming attribute. Thus the copy has at least the primary distinguished name of the object
entry. Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

24.1.2  Alias Entry

SPIEESSE =Yallla a0 pe—-aHas e afata S —a HeS—a ated - S-S (i.e.,
and the aliased object name attribute). The name of the DSE is the name of the alias entry.
If the|DSE holds a copy of the alias entry, the DSE type includes shadow.

If thel name of the alias entry includes any alternative distinguished names differentiated by context,, the name pf the
DSE may also include those alternative distinguished names differentiated by context. In the case of'a"DSE that hplds a
shaddw of the alias entry, the name of the DSE may include a subset of the alternative distinguished names. In th¢ case
of a DSE that is not a copy, the name of the DSE shall include all distinguished names.
NOTE — For consistency and interworking with pre-third DSAs, the name of a DSE holding¢a’copy shall include at lepst the
prjmary distinguished value of any naming attribute. Thus the copy has at least the primary distinguished name of the aliag entry.
Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

24.1.] Administrative Point

An adiministrative point is represented by a DSE of type admPoint which'Contains the attributes associated with the
administrative point. The name of the DSE is the name of the administrative/point.

If thg DSE represents an entry, the DSE type includes entry. If the*DSE holds a copy of the administrative|point
information, the DSE type includes shadow.

If the|name of the administrative point includes any alternative distinguished names differentiated by context, thelname
of thg DSE may also include those alternative distinguished names differentiated by context. In the case of a DSE that
holds|a shadow of the administrative point, the name of\the DSE may include a subset of the alternative distingdished
namep. In the case of a DSE that is not a copy, the name of the DSE shall include all distinguished names.
NOQTE - For consistency and interworking with jpre-third DSAs, the name of a DSE holding a copy shall include at lepst the
primary distinguished value of any naming-aftsibute. Thus the copy has at least the primary distinguished name pf the

administrative point. Name resolution is enhanced if every distinguished value (and thus every alternative distinguished ngme) is
prpsent.

24.14  Subentry

A subentry is represented by a.DSE of type subentry which contains the operational and user information assofiated
with the subentry. The name-of.the DSE is the name of the subentry.

If the|DSE holds a copy.of the subentry, the DSE type is subentry and shadow.

24.1.5 Family member

A fanily member/(including the ancestor) is represented by a DSE of type familyMember. The ancestor also is of DSE
type entry; it.is the only family member that is permitted to have this DSE type.

24 2 J i £ 1 Loel D oL
. IACPTITITIIIAUUIT U MTUWICU U INCITCT TGS

A knowledge reference consists of a DSE of an appropriate type which holds a correspondingly appropriate DSA
operational attribute and which is identified by a name bearing a defined relationship to the naming context held by the
referenced DSA.

The name of this DSE shall be the primary distinguished name and may include alternative names and context
information if they are present in the context prefix of the naming context held by the referenced DSA. In the case of a
DSE that holds a shadow, the name of the DSE may include a subset of the alternative names. In the case of a DSE that
is not a copy, the name of the DSE shall include all distinguished names.

NOTE — Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.
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24.2.1 Knowledge Attribute Types
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The myAccessPoint attribute type ds'held in a DSE of type root.

operational attributes are defined in the DSA information model to express a DSA's:
—  knowledge of its own access point;
—  superior knowledge;
—  specific knowledge (its subordinate references);
—  non-specific knowledge (its non-specific subordinate references);
—  knowledge of its supplier(s), optionally including the master, if it is a shadow consumer;

—  knowledge of its consumer(s) if it is a shadow supplier;

—  knowledge ol secondary shadows, 11 1t 1s a shadow supplier; and
—  knowledge of another DIT.

t Identifier values are assigned in Annex F for these operational attributes.
.1 My Access Point

hyAccessPoint operational attribute type is used by a DSA to represent its own access point. It is a DSA-s
hte. All DSASs shall hold this attribute in their root DSE. It is single-valued and managed by the DSA itself.

tcessPoint ATTRIBUTE ::= {
WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-myAccessPoint }

ASN.1 type AccessPoint is defined in ITU-T Rec. X.518 | ISOAEC 9594-4. Its ASN.1 specification is repro
or the convenience of the reader.

ae-title [0] Name,
address [1] PresentationAddress
protocolinformation [2] SET SIZE\(1..MAX) OF Protocolinformation OPTIONAL }

DTE — The Name in the ae-title may be the-primary distinguished name or an alternative distinguished name; ho
nsistency and interworking with pre-third DSAs’is enhanced if the primary distinguished name is used.

h DSA obtains the information held in myAccessPoint is not described in the Directory Specifications.

ecific

duced

wever,

tional

Ences.
d and

The ipformation held in myAceessPoint may be employed in the DOP when establishing or modifying an opera
binding.
24.2.1.2 Superior Knowledge
The quperiorKnowlédge operational attribute type is used by a non-first level DSA to represent its superior refer
It is 4 DSA-specific attribute. All non-first level DSAs shall hold this attribute in their root DSE. It is multi-valug
manaped by the*DSA itself.
superiorKnowledge ATTRIBUTE ::= {
L WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-superiorKnowledge }

A DSA may acquire the information held in superiorKnowledge by means not described in the Directory
Specifications. It might also construct it from its immediate superior references, e.g., from its immediate superior
reference whose context prefix has the least number of RDNSs in its name.

The s
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uperiorKnowledge attribute type is held in a DSE of type root.
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The information held in superiorKnowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral or when performing chaining.

24.2.1.3 Specific Knowledge

Specific knowledge consists of the access points for the master DSA of a naming context and/or shadow DSAs for that
naming context. It is specific because the context prefix of the naming context is known and associated with the access
point information. Specific knowledge is represented by the specificKnowledge operational attribute type. It is a DSA-
shared attribute, is single-valued, and managed by the DSA itself.

specificKknowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
—EQUAHTY-MATCHING RULE—masterAndShadowAccessPointsitatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-specificKnowledge }

The ASN.1 type MasterAndShadowAccessPoints is defined in ITU-T Rec. X.518 | ISO/IEC)9594-4. Its ASN.1
specification is reproduced here for the convenience of the reader.

MastIrAndShadowAccessPoints ::= SET OF MasterOrShadowAccessPoint

MastérOrShadowAccessPoint ::= SET {
COMPONENTS OF AccessPoint,
category [3] ENUMERATED {
master (0),
shadow (1)} DEFAULT master,

chainingRequired [5] BOOLEAN DEFAULT FALSE }

A DBSA may acquire the information held in specificKknowledge by means not described in the Dirgctory
Speciffications. In the case of a cross reference (DSE of type xr), it might also construct it from information receiyed in
the crossReference component of ChainingResults of a DSP-reply. In the case of a subordinate reference (DSE of
type subr), it might construct it from information received in the DOP when establishing or modifying a HOB.

The gpecificKnowledge attribute type is held in a DSEef type subr, immSupr, or xr. It is used by a DSA to repfesent
subordinate, immediate superior and cross references:

The ihformation held in specificKnowledge may-be employed by a DSA when constructing a continuation refgrence
returfed in a DAP or DSP referral (or when performing chaining) and when constructing Shadowed DSA-Sgecific
Entrigs (SDSEs) of type subr, immSupr, orxr provided in the DISP.

24.2.1.4 Non-Specific Knowledge

Non-gpecific knowledge consists-of the access points for the master DSA of one or more naming contexts gnd/or
shaddw DSAs for the same one/or more naming contexts. It is non-specific because the context prefixes of the ngming
contekt(s) is (are) not known--The immediate superior of the naming context(s) is known, however, and the access point
information is associated”/with its name. Non-specific knowledge is represented by the nonSpecificKnowjedge
operational attributefypé. It is a DSA-shared attribute, is multi-valued and managed by the DSA itself.

nonSpecificKnowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
NO USER MODIFICATION TRUE

—YSAGE distributedOperation
ID id-doa-nonSpecificKnowledge }

The MasterAndShadowAccessPoints value consists of an access point for a master DSA holding one or more
subordinate naming contexts, and zero or more access points of DSAs holding shadows of some or all of these naming
contexts.

A DSA may acquire the information held in nonSpecificKnowledge by means not described in the Directory
Specifications. In the case of a non-specific subordinate reference (DSE of type nssr), it might also construct it from
information received in the DOP when establishing or modifying a NHOB.

The nonSpecificKnowledge attribute type is held in a DSE of type nssr. It is used to represent non-specific
subordinate references.
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The information held in nonSpecificKnowledge may be employed by a DSA when constructing a continuation
reference returned in a DAP or DSP referral (or when performing chaining) and when constructing SDSEs of type nssr
provided in the DISP.

24.2.1.5 Supplier Knowledge

The supplier knowledge of a shadow consumer DSA consists of the access point(s) and shadowing agreement
identifier(s) for its supplier(s) of a copy (or copies) of a replicated area. Optionally, if the supplier is not the master of
the naming context from which a replicated area is derived, the access point of the master may be included in supplier
knowledge. Supplier knowledge is represented by the supplierKnowledge operational attribute type. It is DSA-
specific, multi-valued and managed by the DSA itself.

The ASN+-syntax—fora—vatuee ppt 0 1S i . jon—A—vatte

the ¢

low supplier DSA's access point and the agreement ID of the shadowing agreement between the supplierDS

indicgtion of whether the supplier of the replicated area is or is not the master of the naming context fromr whic

deriv

bd, and, if not, optionally, the access point of the master DSA.

SupplierOrConsumer ::= SET {

COMPONENTS OF AccessPoint,-- supplier or consumer --

agreementID [3] OperationalBindingID }
Supplierinformation ::= SET {

COMPONENTS OF SupplierOrConsumer, -- supplier --

supplier-is-master [4] BOOLEAN DEFAULT TRUE,

supp

A D
Specil
estab

non-supplying-master [5] AccessPoint OPTIONAL }

ierKnowledge ATTRIBUTE := {
WITH SYNTAX Supplierinformation
EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-supplierKnowledge }

BA may acquire the information held in supplierKnowledge by means not described in the Dir
ffications. A shadow consumer DSA might alse construct it from information received in the DOP
ishing or modifying a shadowing agreement.

The $upplierKnowledge attribute type is heldyin a DSE of type cp. It is used to represent one or more suj
refergnces. All shadow consumer DSAs shdll hold a value of this attribute for each shadowing agreement they eng|

as a ¢

The 1

onsumer.

hformation held in supplierKnowledge may be employed by a DSA when constructing a continuation refg

returrled in a DAP or DSP referral.) The agreementID component (its type, OperationalBindingID, is defined in|

of su
DISP

pplierKnowledge is requited in the operations of the DOP for managing a shadowing agreement and in §
operations.

24.2.1.6 Consumer Knowledge

The

consumer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing agre

identifier(s) for‘the'consumer(s) of a copy (or copies) of a naming context provided to them by the supplier. Con

know
mana

The ASNA—syrtax—for—a—val el
SupplierOrConsumer, but refers to a consumer access point).

Cons

ledge is represented by the consumerKnowledge operational attribute type. It is DSA-specific, multi-valug
bed/by ‘the DSA itself.

osed of

A and

nsumer DSA holding the DSA-specific attribute (expressed as a value of the type SupplierOrConsumer), an

h it is

bctory
when

pplier
hge in

Tence
28.2)
11 the

Pment
bumer
d and

umerinformation ::= SupplierOrConsumer -- consumer --

consumerKnowledge ATTRIBUTE ::= {

132

WITH SYNTAX Consumerinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-consumerKnowledge }
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A DSA may acquire the information held in consumerKnowledge by means not described in the Directory
Specifications. A shadow supplier DSA might also construct it from information received in the DOP when establishing
or modifying shadowing agreements.

The consumerKnowledge attribute type is held in a DSE of type cp. It is used to represent one or more consumer
references. All shadow supplier DSAs shall hold a value of this attribute for each shadowing agreement they engage in
as a supplier.

The agreementlD component of consumerKnowledge is required in the operations of the DOP for managing a
shadowing agreement and in all the DISP operations.

24.2.1.7 Secondary Shadow Knowledge

Secorjdary shadow knowledge consists of information a supplier DSA (e.g., a master DSA) may choose to andintain
regardling consumer DSAs that are engaged in secondary shadowing from its perspective. Secondary shadow.knowledge
is represented by the secondaryShadows operational attribute type. It is DSA-specific, multiple-valued and mahaged
by th¢ DSA itself. The ASN.1 syntax for a value of secondaryShadows is SupplierAndConsumers. It consists jof the
accesp point of a shadow supplier and a list of its direct consumers.

SupplierAndConsumers ::= SET {

COMPONENTS OF AccessPoint,-- supplier --

consumers [3] SET OF AccessPoint }
secondaryShadows ATTRIBUTE ::= {

WITH SYNTAX SupplierAndConsumers

EQUALITY MATCHING RULE supplierAndConsumersMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadows ¥

The ¢onsumers component of SuppliersAndConsumers contains ‘only access points of DSAs that hold cominonly
usablg copies of a replicated area.

A supplier DSA may obtain the information required to construct values of this attribute from a consumer DSA by
following the procedure described in 23.1.1 of ITU-T Re¢;X.518 | ISO/IEC 9594-4.

The secondaryShadows attribute type is held in a DSE'of type cp.

Support for secondary shadow knowledge is optidnal.

24.2.1.8 DIT Bridge Knowledge

A mgster DSA of a naming context.invanother DIT is represented by a ditBridgeKnowledge, which consist$ of a
domajn identifier and its acéess’ point. The dITBridgeKnowledge operational attribute containd the
DITBridgeKnowledge of all known such DSAs. It is a multivalued, DSA-shared attribute and is managed by thg DSA
administrator. This attribute is héld in a DSE of type root, which additionally gets the DSE type ditBridge fof DIT
bridgg reference.

ditBr{dgeKnowledge “ATTRIBUTE ::= {

WITH SYNTAX DitBridgeKnowledge
EQUALITY, MATCHING RULE directoryStringFirstComponentMatch
NO USER‘MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-ditBridgeKnowledge }
The ASN.T type DitBridgeKnowledge is delined in -T Rec. X. 115 -1 specitication is

reproduced here for the convenience of the reader.

DitBridgeKnowledge ::= SEQUENCE {
domainLocallD DirectoryString OPTIONAL,
accessPoints MasterAndShadowAccessPoints }

The information held in ditBridgeKnowledge will be employed by the DSA when performing a Search operation
involving related entries.
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24.2.1.9 Matching Rules

Four equality matching rules for the preceding knowledge attributes are specified below. They apply to attributes with
syntaxes of types AccessPoint, MasterAndShadowAccessPoints, Supplierinformation, Consumerinformation and

Supp

liersAndConsumers.

24.2.1.9.1 Access Point Match

The Access Point Match rule is specified as:

accessPointMatch MATCHING-RULE ::= {

SYNTAX Name
1D id-kmr-accessPointMatch }

The JccessPointMatch matching rule applies to attribute values of type AccessPoint. A value of the assertion’s

is der
value

DistinguishedName values.

24.2.]
The N

masterAndShadowAccessPointsMatch MATCHING-RULE ::= {

The

MasterAndShadowAccessPoints. A value of the assertion syntax is detived from a value of the attribute synf

remof
such

order
elemg

24.2.]
The §

supp

ved from a value of the attribute syntax by using the value of the [0] context specific tag (Name) comporient
5 are considered to match for equality if the Name component of each match using the matchipng procedy

.9.2 Master And Shadow Access Points Match

laster and Shadow Access Point Match equality matching rule is specified as:

SYNTAX SET OF Name
ID id-kmr-masterShadowMatch }

masterAndShadowAccessPointsMatch matching rule applies to attributes of

hing the category and address components of each SET in the SET OF MasterOrShadowAccessPoints
alues are considered to match for equality if both values have.the same number of SET OF elements, and|
ng the SET OF elements of each in any convenient fashion, the ae-title component of each pair of SH
nts matches using the matching procedure for distinguishedNameMatch.

.9.3 Supplier or Consumer Information Match

upplier or Consumer Information Match rule is specified as:

ierOrConsumerinformationMatch MATCHING-RULE ::= {
SYNTAX SET{
ae-title [0] Name,
agreement-identifier [2] INTEGER }
ID id-kmr-supplier€ConsumerMatch }

Consumerinformation (and ) other attributes having values compatible with Supplierinformatio

The 1}1pplierOrConsumerInformationMatch matching rule applies to attribute values of type Supplierinformat
Consumerinformation). A‘value of the assertion syntax is derived from a value of the attribute syntax by selecti

SET

match
match
comp
proce

24.2.]

omponents with tags that match the SET components of the assertion syntax. Two such values are conside
for equality if-the/ae-title component of each (after removing the explicit [0] tag information) matches usij
ing proceduge’for DistinguishedName values and the identifier component contained in the agreg
pnent of €ach (after removing the explicit [2] and SEQUENCE tag information) matches using the ma
dure fof INTEGER values.

.94 Suppliers and Consumers Match

yntax
Two
re for

type
ax by
Two
after
T OF

on or
h or
ng the
red to
ng the
ment
ching

The Supplier and Consumers Match rule is specified as:

supplierAndConsumersMatch MATCHING-RULE ::= {

SYNTAX Name
ID id-kmr-supplierConsumersMatch }

The Supplier and Consumers Match rule applies to attribute values of type SupplierAndConsumers (and other
attributes having values compatible with SupplierAndConsumers). Two such values are considered to match for
equality if the ae-title component of each (after removing the explicit [0] tag information) matches using the matching
procedure for DistinguishedName values.
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24.2.2 Knowledge Reference Types

This subclause specifies the representation of knowledge in the DSA information model.

24.2.2.1 Self Reference

A self reference represents a DSA's knowledge of its own access point. It is represented by a value of the attribute
myAccessPoint held in the DSA's root DSE, a DSE of type root.

24.2.2.2 Superior Reference

A superior reference is represented by a DSE of type supr and root which contains a superiorKnowledge attribute.
Since a superiorKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several superior references.

24.2.2.3 Immediate Superior Reference

An ithmediate superior reference is represented by a DSE of type immSupr which contains a speécificKnowjedge
attribfite. The name of the DSE holding the attribute corresponds to the context prefix of the naming context held by the
referdnced superior DSA.

Since| a specificKnowledge attribute value may contain access points of several DSAs,(it,may therefore repfesent
severyl immediate superior references, at most one of category master and zero or more of/Category shadow.

If thg DSE holding the immediate superior reference is received from a shadow \supplier, the DSE type in¢ludes
shadow.

24.2.2.4 Subordinate Reference

A sufordinate reference is represented by a DSE of type subr which contains a specificKnowledge attribute. The[name
of thd DSE holding the attribute corresponds to the context prefix of the relevant naming context held by the refefenced
subordinate DSA.

Since| a specificKnowledge attribute value may contain ace€ss” points of several DSAs, it may therefore repfesent
severgl subordinate references, at most one of category master and zero or more of category shadow.

If the| DSE holding the subordinate reference is shadowed information, received from a shadow supplier, the DSK type
includes shadow.

The IDSE may also include immSupr in a DSA-holding two naming contexts, one superior to the other, whi¢h are
separgted by a third single-entry naming eontext held in another DSA. An example of this situation is depicfed in
Annek O.

24.2.2.5 Non-Specific Subordinate-Reference

A nop-specific subordinate refereace is represented by a DSE of type nssr (and entry normally) which contgins a
nonSpecificKnowledge attribute. The name of the DSE holding the attribute corresponds to the name formgd by
elimipating the final RDIN.'of-the context prefixes of the naming context held by the referenced subordinate DSAs.

NOTE — NSSRs cangotyreference LDAP servers.

Sincel a nonSpecificKnowledge attribute value may contain access points of several DSAs, it may therefore repfesent
severl non-specific subordinate references, at most one of category master and zero or more of category shadow.
Each nonSpécificKnowledge attribute value represents a related set of non-specific subordinate references — the DSAs
of category shadow hold one or more replicated areas derived from the naming context(s) held by the DSA of cafegory
master:

If the DSE holding the non-specific subordinate reference is shadowed information, received from a shadow-supplier,
the DSE type includes shadow.

The DSE includes shadow in the situation of a shadow DSA when the DSE corresponds to an entry for which the
master DSA has non-specific subordinate knowledge and for which only the nonSpecificKnowledge attribute for the
non-specific subordinate reference is shadowed.

The DSE includes cp and shadow in the situation of a shadow DSA whose replicated area does not include the context
prefix entry and the master DSA for the naming context has non-specific subordinate knowledge for the context prefix.
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The DSE includes admPoint and shadow in the situation of a shadow DSA when the DSE corresponds to an
administrative point, the entry information for the administrative point is not shadowed, and the master DSA for the
naming context has non-specific subordinate knowledge for the administrative point.

When the administrative point coincides with a context prefix in the preceding two cases, the DSE may include
admPoint, cp and shadow.

24.2.2.6 Cross Reference

A cross reference is represented by a DSE of type xr which contains a specificKnowledge attribute. The name of the
DSE holding the attribute corresponds to the context prefix of the naming context held by the referenced DSA.

Since_a specificKnowledge attribute value may contain access points of several DSAs. it may therefore represent
severjl cross references, at most one of category master and zero or more of category shadow.

24.2.2.7 Supplier Reference

A supplier reference is represented by a DSE of type cp which contains a supplierKnowledge attribute: The name of
the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since| a supplierKnowledge attribute may have several values, it may represent several supplier references.|Each
attribfite value represents one supplier reference.

24.2.2.8 Consumer Reference

A consumer reference is represented by a DSE of type cp which contains a consumerKnowledge attribute. The[name
of thg DSE holding the attribute corresponds to the context prefix of the shadowed:naming context.

Since[ a consumerKnowledge attribute may have several values, it may/Tepresent several consumer references| Each
attribfite value represents one consumer reference.

24.3 Representation of Names and Naming Contexts

24.3.] Names and Glue DSEs

As dgscribed in 23.3, the minimum information that a DSA may associate with a name is the purpose for which itlholds
the ngme, represented by a DSE holding a value of the attribute dseType. When a DSE contains only such a minimal
information, its DSE type shall be glue. In this case the DSE shall not hold an entry or subentry (or a shadow-cqpy of
an enjry or subentry) or a DSA-shared attribute:

Glue [DSEs arise in the DSA information ‘model to represent names that are known by a DSA as a consequerce of
holdipg information associated with other hames. For example, consider the cross reference depicted in Figure 22. The
DSA |holding this cross reference @lso "knows" (in the sense described in 23.3) the names that are superior fo the
contekt prefix name associated with the cross reference. When no other information is associated with such superior
namep, they are represented in'the DSA information model by glue DSEs.

24.3.2 Naming Contexts

A naining context consists of a context prefix, a subtree of zero or more entries subordinate to the context prefix (the
root ¢f the subtre€);-and, if there are naming contexts subordinate to it, subordinate and/or non-specific suborflinate
refergnces sufficient to constitute full subordinate knowledge.

A coftext prefix is represented by a DSE of type cp. If the context prefix corresponds to an entry, the DSHE type
includes-entry. If it corresponds to an alias, the DSE type includes alias. If the context prefix corresponds [to an

admintstratrvepomt-the BSE-type-meludes-admPoint:
The subtree of entries and subentries subordinate to the context prefix is represented by DSEs as described in 24.1.1
to 24.1.5.

The representation of the subordinate knowledge of the naming context is represented by DSEs as described in 24.2.2.

A replicated area (a shadow-copy of all or part of a naming context) is represented as above except that the DSE type
includes shadow in each DSE for which user or operational attributes are received from the shadow supplier. In the
case of incomplete replicated areas, DSEs of type glue may occur to represent a bridge between the separate pieces of
the shadowed information. No user or operational attributes are associated with these (or any) glue DSEs.
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24.3.3 Example

Figure 22 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context) onto
the information tree of a DSA. In addition to the naming context information itself, the DSA's root DSE containing its
superior reference (this is not the DSA information tree for a first level DSA), a glue DSE and a DSE representing a
reference (either a cross reference or an immediate superior reference) to an immediately superior naming context are
also depicted.

@) | | Root + supr
O 1 Gl
N7 I__I

Entlyl ] |

===
Entry  Alias ~ 'subr

Other
subordinates
Knowledge attribute

[ ] Object entry E3 Object/alias entry
A Alias entry I:l DSE X.501_F22
DIT Subtree corresponding DSA Information Tree
to a Naming Context for the Naming Context

Figure 22 — DSEs for a Naming Context
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25

25.1

SECTION 11 — DSA OPERATIONAL FRAMEWORK

Overview

Definitions

For the purposes of this Directory Specification, the following definitions apply:

25.1.1

instance has been established and has not been terminated.

25.1.]

prese

25.1.3 non-cooperative state: With respect to a second DSA, the state of a DSA prior to the establishment o

the te

25.1.4 operational binding: A mutual understanding between two DSAs that, onc€ established, expresses

"agre

25.1.5 operational binding establishment: The process of establishing an operational binding instance.
25.1.6  operational binding instance: An operational binding of a specific type between two DSAs.

25.1.7 operational binding management: The process of establishing, terminating or modifying an instance
operafional binding. This management may be achieved via informatien‘exchanges defined by Directory Specifica
via ejchanges defined in other Specifications, or by other means.

25.1.8 operational binding modification: The process of medifying an operational binding instance.
25.1.9  operational binding termination: The process ofterminating an operational binding instance.

25.1.10 operational binding type: A particular type.of operational binding specified for some distinct purpos

expre

25.2

The Directory Specifications define application protocol information exchanges and associated DSA procedure

defin
mode

Two
perfo
other

Thesg clauses areconcerned with the expression of a common framework for the specification of the structure
elemgnts of the€ooperation between two DSAs.

One

be ddfinedvin this and future editions of the Directory Specifications. The framework is used within the Dir

Specil

26

26.1

cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding

ht in all interactions between Directory components.

rmination of an operational binding instance.

bment” subsequently to engage in some sort of interaction.

kses the "agreement" of two DSAs to engage i Specific types of interaction (e.g., shadowing).

Introduction

b the distributed operation of thesDirectory. Clauses 25 through 28 define a DSA operational framework
s certain common elements‘in these information exchanges and procedures.

DSASs interact in a cooperative manner because, in addition to their technical capacity to exchange informatid
'm procedures associafed with these exchanges, each has been configured to accept certain interactions wij

directory operational framework: Provides the framework from which specific operational nlodels
concgrned with particular aspects (e.g., shadowing or creating a naming context) of the operation of the cofmpong
the Qirectory (DSAs) may be derived by application of the framework. It factors out common elements whi

nts of
h are

- after

their

of an
tions,

e, that

s that
which

n and
th the

Of the

bjective-of this framework is that it be sufficiently general to account for all of the forms of DSA cooperatjon to

ectory

fications to define shadowing and hierarchical operational binding types, |

Operational bindings

General

This clause is concerned with the definition of a general framework, the DSA operational framework, within which the
specification of the nature of the cooperative interactions of components of the Directory (DSAs) may be structured in

order

138

to achieve a commonly agreed objective.

ITU-T Rec. X.501 (08/2005)


https://standardsiso.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

The general framework factors out common features which characterize all interactions between DSAs. By applying the
DSA operational framework to specific aspects of cooperative interaction between DSAs, the resulting specifications
will be both concise and consistent so that the overall number of mechanisms a DSA shall support will be reduced.

The mutual understanding between two DSAs that, once established, expresses their "agreement" subsequently to
engage in some sort of interaction is termed an operational binding. Two DSAs may share as many operational binding
instances of a specific type as are required.

The DSA operational framework provides a common approach to the definition of an operational binding type. An
operational binding type is a particular type of operational binding specified for some distinct purpose, that expresses
the "agreement" of two DSAs to engage in specific types of interaction (e.g., shadowing). This interaction allows
operations from a well-defined set to be invoked by one or the other party to the agreement.

Two |particular DSAs that have reached such an "agreement" share an operational binding instance of a{sglecific
operational binding type. They are said to be in the cooperative state of that instance of an operational binding-typ¢.

Prior [to the establishment or after the termination of an operational binding instance, two DSAs are said"to be fin the
non-dooperative state.

Operfitional binding management is the process of establishing, terminating or modifying an instance of an operdtional
binding. This management may be achieved via information exchanges defined by Directery Specificationp, via
exchdgnges defined in other Specifications, or by other means.

Thesg general concepts are depicted in Figure 23.

X.501_F23

Agreement V A@% Operations
C] Operational binding — Initiation

Figure 23 — An operational binding

26.2 Application 6fthe operational framework

The application of<the” DSA operational framework to define an operational binding type is concerned with the
following basic elements:

a) <two DSAs;

b)" an "agreement" of the service that one DSA will provide to another DSA;

a-set-of one-ormore-operations thirough
which the service can be realized;
d) aspecification of the DSA interactions needed to manage the agreement.

The relationship of these basic elements is expressed by an operational binding. An operational binding comprises the
set of these basic elements that are involved to represent the abstract agreement in technical terms. It represents the
environment, governed by an "agreement", in which one DSA provides a defined service to the other (and vice versa).

26.2.1 Two DSAs

The DSA operational framework provides a structure within which the interaction of one DSA with another and the
procedures they consequently execute may be specified.
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The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operational binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to
follow the same set of procedures. This is termed a symmetric operational binding.

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This
is termed an asymmetric operational binding.

26.2.2 The agreement

An "agreement" is a mutual understanding reached between the administrative authorities of two DSAs about a service
that shall be provided by one DSA to the other (and/or vice versa). The "agreement" is initially negotiated by the
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Paraneters of this "agreement" can be formalized by the recording in a DSA of an ASN.1 data type for use in\a)prptocol
exchgnge in the management of the operational binding. In this way both DSAs reach a mutual understanding pf the
servide that each is providing to the other.

26.2.3 Operations

Opergtions are the basic medium that DSAs use to interact. A pair of DSAs will pass en one or more operptions
betwgen themselves, in order to provide the agreed-to service.

Whilgt a DSA may be technically capable of supporting a large number of operations, it may only be willlng to
coopgrate with another DSA in the processing of a small number of these operations;)or in the processing of operptions
that ojnly have particular values set for certain parameters.

The definition of an operational binding type requires the enumeration of the operations that can be exchanged. It also
allowp restrictions to be placed on the values of parameters defined within'the operations.

26.2.4 Management of the agreement

The framework provides generic operations for managing an.'tistance of an operational binding. These operptions
provigle for the establishment, modification and termination of‘an operational binding.

The dpplication of the framework to the specification of<a particular operational binding type requires the initiator of
each pf the three management operations to be specifted and also requires the procedures to be defined for egch of
establishment, modification and termination. Wheneyer a management operation is applied to an operational bindjng of
the specified type, the DSA shall follow the correésponding procedure.

26.3 States of cooperation

The generic operational model defifie§ two states of cooperation, as governed by an instance of a particular operdtional
binding type, between two DSAslas)seen by one DSA with respect to the other DSA and three transitions between| these
states| Each identified instance of an operational binding type shared by two DSAs has its own states of coopetation.
The states of cooperation are?

a) Non-cogperative state: A particular identified instance of an operational binding type has nof| been
establish&d or has been terminated between the two DSAs. The interaction between the two DSAs|(with
respect to the identified instance of an operational binding type) is not defined. A DSA contacted by
another with whom it is in a non-cooperative state may, for example, refuse to engage in any interfiction
at all, or it may be prepared to service the request.

b) Cooperative state: There is an instance of an operational binding of the type in question between the two
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specific parameters and associated procedures.

The transitions between these two states of cooperation may be invoked in two ways: by standardized protocol
interactions or by other means.

The interactions between two DSAs to manage an instance of an operational binding (e.g., to establish and terminate a
shadowing agreement) are distinct from their potential interactions as governed by the binding (e.g., the interaction to
update a unit of replication).
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The state transitions are as follows:

a)

b)

¢)

The establishment transition creates an instance of an operational binding of a particular type between
two DSAS, resulting in the movement from the non-cooperative to the cooperative state.

The termination transition destroys an instance of an operational binding of a particular type between
two DSAs, resulting in the movement from the cooperative to the non-cooperative state.

The modification transition modifies the parameters of an instance of an operational binding between two
DSAs, resulting in the movement from the cooperative state to the cooperative state.

These generic states and transitions are illustrated in Figure 24.

27 Operational binding specification and management

271 Operational binding type specification

Non-cooperative

state ‘\
Establishment Termination
Cooperative /
state 1\

o

Modification
X.501_F24

Figure 24 — States of cooperation

Wher] applying the framework to define a specific type of operational binding, the following characteristics of th¢ type

shall pe specified:

a)

b)

Symmetry
A specification of the respective roles of the DSAs that are party to the operational binding.

Operational bindings may be symmetric, in which case the role of one DSA is interchangeable with the
other and both DSAS exhibit the same external interactions. They may also be asymmetric, in which case
each DSA plays-a distinct role and both DSAs exhibit different external interactions. In this latter case,
the Directoryoperational framework distinguishes the two abstract roles as "ROLE-A" and "ROLE{B".

Each of\the abstract roles "ROLE-A" and "ROLE-B" have to be associated with a concrete rol¢ with
defingd semantics (e.g., "ROLE-A" as shadow supplier, "ROLE-B" as shadow consumer).

Agreement

A definition of the semantics and representation of the components of the "agreement". This information
parameterizes the specific instance of an operational binding between two DSAs.

9)

d)

Initiator

A definition which of the two abstract roles "ROLE-A" and "ROLE-B" is allowed to initiate the
establishment, modification or termination of an operational binding of this type.

Management procedures

A set of procedures that a DSA shall follow when the operational binding of this type is established,
modified or terminated.

Type identification

This identifies the type of DSA interaction that is determined by the operational binding. These
identifiers are object identifier values.
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f)  Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed

during the cooperative phase of the operational binding.

For each operation referenced by the operational binding type, a description of the procedures

to be

followed by a DSA if the operation is invoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations
provided in this clause, the binding type shall be specified using the three information object classes OPERATIONAL-

BIND

ING, OP-BINDING-COOP and OP-BIND-ROLE defined in this clause.

27.2
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heral, the management of an operational binding requires initially the establishment of an operational b
ce. This may optionally be followed by one or more modifications to some or all of the parameters ‘0f the
ment, and finally may involve the termination of the operational binding instance. The precise.details of h
ce may be managed are defined during the definition of the operational binding type. This type definition re
ecification of:

a) the initiator of each of the management operations (this can be either, both, orneither of the two DS
b) the parameters for each of the management operations; and

¢) the procedures that each DSA shall follow for each of the management operations.

g the establishment of an operational binding instance, an operational bifiding instance identifier (binding
d. This identifier, when combined with the distinguished names ofthe two DSAs involved in the operd

ishment of the operational binding instance will use the binding.id‘to identify which operational binding in:
hg modified or terminated.

nitiator of the establish operation always transfers the pdrameters of the "agreement" to the second DS
on, the initiator may also transfer some establishment parameters which are specific to its role in the operg
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Figure 25 — DSA with Role A initiating establishment
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Result (p; _, 4)

Establish (a, p, )

Error (a') X.501_F26
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Figure 26 — DSA with Role B initiating establishment

27.3 Operational binding specification templates

For the definition of a specific type of operational binding, the following three ASN.1 iaformation object classey may
be usgd as templates. They allow those parts of the operational binding type that can-bg formalized to be specified by
the uge of ASN.1. Other aspects of the operational binding type, such as the procedures a DSA has to follow when an
operational binding is established or terminated, have to be specified by some other means (this can be don¢ in a
manngr similar to the informal description of the DSA procedures during,thename resolution process describbed in
ITU-T Rec. X.518 | ISO/IEC 9594-4).

27.3.1 Operational binding information object class

OPERATIONAL-BINDING ::= CLASS {

&Agreement,
&Cooperation OP-BINDING-COORP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL;
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC

[ ROLE-A &roleA]

[ ROLE-B &roleB ] 1]
ID &id }

The QPERATIONAL-BINDING information object class serves as a specification template for an operational binding
type. |A variable notation is defined for this class to simplify its use as a template. The correspondence betwe¢n the
definftion of an operational binding type and the fields of the variable notation is as follows:

a) <The ASN.1 type of the agreement parameter that is used for this type of operational binding is that
referenced by the AGREEMENT field.

b) The apphcatlon contexts and the operatlons of these apphcatlon contexts that are employed withjin the

A e e bWing
the APPLICATION CONTEXTS ﬁeld All operatlons of a listed apphcatlon context are selected unless
the optional APPLIES TO field is present and followed by a list of references to operations that are
selected from the application context. This list is an object class set composed of instances of the
OPERATION information object class.

c¢) The class of the operational binding is defined by the SYMMETRIC or ASYMMETRIC fields. In the case
of a symmetric operational binding, the term SYMMETRIC is followed by a single information object of
class OP-BIND-ROLE that is valid for both roles of the operational binding. In the case of an asymmetric
operational binding, the term ASYMMETRIC is followed by two information objects of class OP-BIND-
ROLE, one referenced by the subfield ROLE-A and the other by ROLE-B.
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d) The object identifier value that serves to identify this type of operational binding is defined by the ID

field.

27.3.2  Operational binding cooperation information object class

OP-B

WITH

27.3.]

INDING-COOP ::= CLASS {
&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }
SYNTAX {
&applContext

[ APPLIES TO &Operations ] }

ing type and the fields of the variable notation is as follows:

determined by an operational binding.

application-context.

Operational binding role information object class

OP-BIND-ROLE ::= CLASS {

WITH

The @
An i1
notati
opera|

&establish BOOLEAN DEFAULT FALSE,
&EstablishParam OPTIONAL,
&modify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }
SYNTAX {

[ ESTABLISHMENT-INITIATOR &establish ]

[ ESTABLISHMENT-PARAMETER &EstablishParam ]

[ MODIFICATION-INITIATOR &maoadify ]

[ MODIFICATION-PARAMETER &ModifyParam ]

[ TERMINATION-INITIATOR &terminate ]

[ TERMINATION-PARAMETER &TerminateParam ] }

tional binding role and the fields of the variable notation is as follows:

144

defined role when an instance of the operational binding type is modified.

f the
tance
jon is
tional

a) The applContext field identifies an application context, some or all of whose operations are in somg way

b) The APPLIES TO field, if present, identifies the particular operations to which the operational binding
applies. If the field is absent, the operational binding applies to“(all the operations of the

PP-BIND-ROLE information object elass serves as a specification template for roles of an operational binding type.
stance of this class is meaningful only within the context of a particular operational binding type. A vqriable
on is defined for this class\to simplify its use as a template. The correspondence between the definition|of an

a) The ESTABLISHMENT INITIATOR field indicates whether the DSA assuming the defined rol¢ may
initiate¢heg €stablishment of an operational binding of a particular type.

b) The-ESTABLISHMENT PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is established.

¢)~-The MODIFICATION INITIATOR field indicates whether the DSA assuming the defined role may initiate
the modification of an operational binding of a particular type.

FH 1g the

e) The TERMINATION INITIATOR field indicates whether the DSA assuming the defined role may
terminate the establishment of an operational binding of a particular type.

f) The TERMINATION PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is terminated.
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28 Operations for operational binding management

This clause defines a set of operations that can be used to establish, modify and terminate operational bindings of
various types. These operations are generic in the way that they can be used to manage operational bindings of any type.
The specification of these operations makes use of the definitions provided for a certain type of operational binding by
application of the OPERATIONAL-BINDING information object class template.

NOTE - By using this facility, arbitrary types of operational bindings may be managed. These operations (together with the

associated application-context) provide a means of extensibility concerning DSA interactions. New types of operational bindings
may be defined in the future which extend the functionality that is provided between DSAs.

28.1 Application-context definition

The spt of operations for managing operational binding instances can be used for the definition of an applicationd-¢pntext
in the| following two ways:

1) An application-context may be constructed containing only the operations for operational binding
management. An application-context for generic operational binding management s defined in
ITU-T Rec. X.519 | ISO/IEC 9594-5.

The operations that may be exchanged during the cooperative phase of the operational binding forjn one
or more separate application-contexts.

2) The set of operations can be imported into the module used to define a specitic application-context. The
operational binding management operations can then be used together with the operations o¢f the
cooperative phase within a single application-context.
NOTE — The first approach is useful in the case where a specialized ‘component of a DSA wants to yise an
association solely for managing the set of operational bindings of that DSA, and it is not prepared to accept pny of
the operations defined for the co-operative phase (e.g., updateShadow).

28.2 Establish Operational Binding operation

The Kstablish Operational Binding operation allows establishmént of an operational binding instance of a predg¢fined
type, [between two DSAs. This is achieved through the transfer of the establishment parameters and the terpns of
agreeent which were defined in the definition of the gperational binding type. The arguments of the operation may be
signefl (see 17.3) by the requestor. If so requested, the résponder may sign the results.

In th¢ case of a symmetrical operational bindingy-either of the two DSAs may take the initiative to establish an
operational binding instance of the predefined type.

In thq case of an asymmetrical operational ‘binding, either the DSA assuming "ROLE-A" or "ROLE-B" establishgs the
operational binding, depending on the specific definition of the operational binding type.

estaljlishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindingArgument

RESULT EstablishOperationalBindingResult

ERRORS {-operationalBindingError | securityError | serviceError }

CODE id-op-establishOperationalBinding }
EstahlishOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindinglD [1] OperationalBindinglD OPTIONAL,

acecessPoint [2] AccessPoint,

-- symmetric, Role A initiates, or Role B initiates --
|_initiator CHOICF {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid [7] Validity DEFAULT {},
securityParameters [8] SecurityParameters OPTIONAL } }
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OpBindingSet OPERATIONAL-BINDING ::= {

shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OperationalBindingID ::= SEQUENCE {

identifier INTEGER,
version INTEGER }

The component bindingType states which type of operational binding is to be established. Operational binding types
are defined by the use of the OPERATIONAL-BINDING information object class template which assigns an object

identifier value to the operational binding type. The bindingType is taken from the ID field of one of the instances of an
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hitiating DSA may assign an identification to the operational binding instance via the bindinglD compon
nglD is absent within the operation argument, the responding DSA shall assign an ID to the opetational bj
ce and return it in the bindinglD component of the establishOperationalBindingResult. In\either case,
ishing an operational binding, both the identifier and version components of the OperationalBindingID
be assigned and issued by the DSA making the assignment.

omponent accessPoint specifies the access point of the initiator for subsequent interactions.

the options symmetric, roleA-initiates, and roleB-initiates. The CHOICE option governs the parf

5 omitted if establishment of the operational binding type requires o €stablishment parameter from the initiaj

omponent agreement contains the terms of agreement goyerning the operational binding instance. Its
ht depends on the type of operational binding to be established. The ASN.1 type for this parameter is defin
GREEMENT field of the OPERATIONAL-BINDING infermation object class template of the operational bj

uration that the operational binding instance shall.exist is defined in valid. The starting time of the existence
tional binding instance is specified in validFrom) and the time that the operational binding instance is terming

in validUntil.
ty ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time } DEFAULT now : NULL,
validUntil [11 CHOICE {
explicitTermination [0] NULL,
time [1] Time } DEFAULT explicitTermination : NULL }
;1= CHOICE {
utcTime UTCTime,

generalizedTime  GeneralizedTime }

the valte of the two-digit year field shall be rationalized into a four-digit year value as follows:
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ple that the DSA issuing the Establish Operational Binding operation assumes(isyindicated by the CHOICE type
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ishment parameters employed by the initiating and responding DSAs. The, sémantics of the roles are defined as
bf the definition of the operational binding type. The ASN.1 type of the CHOICE is determined by the
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Time

—  Ifthe 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it.

—  Ifthe 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

The use of GeneralizedTime may prevent interworking with implementations unaware of the possibility of choosing
either UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in which this Directory
Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be used. In no case shall
UTCTime be used for representing dates beyond 2049.

If the Establish Operational Binding operation succeeds, the following result is returned and, may be signed (see 17.3)
by the responder.
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EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingiD  [1] OperationalBindinglD OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A replies, or Role B replies
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),

roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),

roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam

({OpBindingSet}{@bindingType}) } OPTIONAL,
_COMPONENTS OF CommonResultsSeq}}

The BindingType component is contained within the result to indicate the type of operational binding for use(within the
CHOICE eclement. Its value is the same as that provided by the establishment initiator and is taken from the D figld of
one ¢f the instances of an operational binding type referenced by OpBindingSet. This set is¢a’ paramefer of
EstablishOperationalBindingResult, a parameterized type.

The identification of the established operational binding instance may be returned in bindinglD.~It shall be uged to
identify this operational binding instance in any subsequent Modify or Terminate Operational’Binding operatiof, and
may be used in any other operation that is executed within the cooperative phase of the established operational binding
instarjce.

The component accessPoint specifies the access point of the responder for subsequent interactions.

The ihitiating DSA may assign an identification to the operational binding instance via the bindinglD compon¢nt. If
bindihglD is absent within the operation argument, the responding DSA shall assign an ID to the operational binding
instarjce and return it in the bindinglD component of the establishOperationalBindingResult.

The rple that the DSA replying to the Establish Operational Binding eperation assumes is indicated by the CHOICE type
with the options symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined as part pf the
definjtion of the operational binding type. The ASN.1 type of\fHe CHOICE is determined by the ESTABLISHMENT
PARAMETER of the responder's OP-BIND-ROLE informatiotr object class template. The CHOICE type is omifted if
establishment of the operational binding type requires no gstablishment parameter from the responder.

28.3 Modify Operational Binding operation

The Modify Operational Binding operation is.uséd to modify an established operational binding. The right to modlify is
indicgted by the MODIFICATION INITIATOR field(s) within the definition of the operational binding type usig the
OP-BIND-ROLE and OPERATIONAL-BINDING information object class templates.

The qomponents of an operational (binding that can be modified are the content of the agreement for the opergtional
bindiIg and its period of validity’ Further, a modification parameter can be specified by the initiating rolg. The
arguments of the operation may be signed (see 17.3) by the requestor. If so requested, the responder may sign the fesult.

modifyOperationalBinding' OPERATION ::= {

ARGUMENT  ModifyOperationalBindingArgument

RESULT ModifyOperationalBindingResult

ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-modifyOperationalBinding }

ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [11 OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
newAgreement [71 OPERATIONAL-BINDING.&Agreement
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({OpBindingSet}{@bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,
securityParameters
[9] SecurityParameters OPTIONAL } }

The component bindingType states which type of operational binding is to be modified. The bindingType is taken
from the ID field of one of the instances of an operational binding type referenced by OpBindingSet. This set is a
parameter of ModifyOperationalBindingArgument, a parameterized type.

The identification of the operational binding instance to be modified is given by bindingID. The revised identifier of the
operational binding instance is given by newBindingID. The version component of newBindingID shall be greater than

that o

f bindingID.

The
chang

The r
the o
defini
PAR/
modil

The d
instar
infort
the ag

The o
comp

ptional component accessPoint is present if the initiator's access point for subsequent interactions /s
ed.

ble that the DSA issuing the Modify Operational Binding operation assumes is indicated by the CHOICE typ
ptions symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are definedlas part
tion of the operational binding type. The ASN.1 type of the CHOICE is determined bycthe* MODIFICA

ication of the operational binding type requires no modification parameter from the initiator.

omponent newAgreement, if present, contains the modified terms of agreement governing the operational b

hation object class template of the operational binding type. If newAgreemént is not present, the paramet
reement are not changed by the operation.

ptional valid component may be used to indicate a revised period of yalidity for the altered agreement. If thq
pnent is absent, the validFrom component is presumed to have the\walue now and the validUntil comporn

assu
currel;It agreement remains in effect until that time.

If the
the ref

Modi

It is 1f
initiaf
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The 1]
instar]
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Modify Operational Binding operation succeeds, the following result is returned and, may be signed (see 17
sponder:
yOperationalBindingResult ::= CHOICE {
null [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet{@.bindingType}),
valid Validity OPTIONAL,

COMPONENTS OF CommonResultsSeq } }

ot possible for the responding DSA to return the modification parameter defined for its role to the modifi
or.

Terminaté¢ Operational Binding operation

'erminate Operational Binding operation is used to request the termination of an established operational bj
ce. The right to request termination is indicated by the TERMINATION INITIATOR field(s) within the definit
perational binding type using the OP-BIND-ROLE and OPERATIONAL-BINDING information object

templ|

to be

e with
f the
TION

AMETER of the initiator's OP-BIND-ROLE information object class template. The CHOICE  type is omifted if

nding

ce. The ASN.1 type for this parameter is defined by the AGREEMENT field(of'the OPERATIONAL-BINDING

ers of

valid
ent is

ed to be unchanged. If the validFrom component is present and‘refers to an instant of time in the futurge, the

3) by

Cation

nding
jon of
class

ates! The arguments of the operation may be signed (see 17.3) by the requestor. If so requested, the responde

r may

sign the result.

termi

Term

148

nateOperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument
RESULT TerminateOperationalBindingResult
ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-terminateOperationalBinding }
inateOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingIlD [1] OperationalBindingID,

-- symmetric, Role A initiates, or Role B initiates --
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initiator CHOICE {

symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet}{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType})} OPTIONAL,
terminateAt [5] Time OPTIONAL,

securityParameters [6] SecurityParameters OPTIONAL } }

The component bindingType states which type of operational binding is to be terminated. The bindingType is taken
from the ID field of one of the instances of an operational binding type referenced by OpBindingSet. This set is a

parameter of TerminateQperationalBindingArgument, a parameterized type

The 1
prese

The 1
with

defini
PAR/
termif

If the

If the
by th{

Hentification of the operational binding instance to be terminated is given by bindingID. The version comy
ht in the bindingID is ignored.

he options symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined as part
tion of the operational binding type. The ASN.1 type of the CHOICE is determined by)the TERMINA

ple that the DSA issuing the Terminate Operational Binding operation assumes is indicated by the-CHOICE

onent

type
Of the
TION

AMETER of the initiator's OP-BIND-ROLE information object class template. The CHOICE type is omifted if

17.3)

hation of the operational binding type requires no termination parameter from the initiater.
operational binding is not to be terminated immediately, a delayed termination time\can defined in terminateAt.
Terminate Operational Binding operation succeeds, the following result is seturned and, may be signed (seg]
responder:
TermjnateOperationalBindingResult ::= CHOICE {
null [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ{'SEQUENCE {
bindingIlD OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

COMPONENTS OF CommonResultsSeq }}}

tional

It is Mot possible for the responding DSA to return the termination parameter defined for its role to the termifation
initiafor.
28.5 Operational Binding Error
An (perational Binding Error reportsta problem related to the usage of operations for management of operd
bindillgs. The parameter of the errormay be signed (see 17.3) by the responder.
opergtionalBindingError ERROR’ ::= {
PARAMETER OPTIONALLY-PROTECTED-SEQ {
OpBindingErrorParam }
CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
invalidID (0),
duplicatelD (1),
unsupportedBindingType (2),
notAllowedEorRole (Q),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),

currentlyNotDecidable (9),
modificationNotAllowed (10) },
bindingType [11 OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,
agreementProposal[2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
retryAt [3] Time OPTIONAL,
COMPONENTS OF CommonResultsSeq }
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The values of problem have the following meanings:

a)

b)

d)

invalidlD: The operational binding ID given in the request is not known by the receiving DSA or is in
the wrong state for the requested operation.

duplicatelD: The operational binding ID given in the establishment request already exists at the
responder. This may be caused by a prior attempt to establish an operational binding instance when the
result was lost and initiator has repeated the establishment request.

unsupportedBindingType: The requested operational binding type is not supported by the DSA.

notAllowedForRole: A management operation on the operational binding instance has been requested
which is not allowed for the role that the requestor plays (e.g., a Terminate Operational Binding
operation has been issued by a DSA that takes a role which is not allowed to initiate the termination of

e)

2)
h)

)

k)

the operational binding instance).

parametersMissing: Any required establishment or termination parameters that are definedcfor'the¢ type
of operational binding are missing.

roleAssignment: The requested role assignment for an asymmetric operational bindingrinistance hps not
been accepted.

invalidStartTime: The specified starting time for the operational binding instance’has not been accepted.

invalidEndTime: The specified termination time for the operational binding instance has not| been
accepted.

invalidAgreement: The terms of agreement for the requested operational binding instance have not been
accepted. The terms of agreement that would be accepted by thie responding DSA can be returfed in
agreementProposal.

currentlyNotDecidable: The DSA is not able to decide on-line about the establishment or modifigation
of the requested operational binding instance. A time when the request should be repeated can be|given
in retryAt.

modificationNotAllowed: The Modify Operational Binding operation is rejected since modification is
not permitted for this binding instance.

The bindingType component shall be the same as thatfransmitted by the invoker of the failed operational binding

mana

bement operation.

The agreementProposal component shall only be-used in response to an EstablishOperationalBinding request to

propd

se a revised set of agreement parameters as described in 28.2.

The r|

time when the EstablishOperationalBinding or ModifyOperationalBinding request should be retried.

tryAt component shall be used only in‘conjunction with the problem value currentlyNotDecidable to indicate a

The GommonResultsSeq component (see 7.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3) includes SecurityParamgters.
ecurityParameters component (see 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3) shall be included in the

The

CommonResultsSeq if the parameter of the error is to be signed by the responder.

28.6

The 1
defin
mana

Prote

Operational Binding Management Bind and Unbind

DSA Operatiohial Binding Management Bind and DSA Operational Binding Management UnBind operdtions,
bd in 28.6.1vand 28.6.2, are used by a DSA at the beginning and end of a particular period of operational bjnding
bementactivity.

ction for the dSAOperationalBindingManagementBind and dSAOperationalBindingManagementUnbind shall

be eq

urvalent to the protection applied to the DSABINd and DSAUNDINd operations.

NOTE - The credentials required for authentication may be carried by the Security Exchange Service Element (see ITU-T
Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

28.6.1

DSA Operational Binding Management Bind

A DSA Operational Binding Management Bind operation is used to begin a period of operational binding management.

dSAOperationalBindingManagementBind OPERATION ::= directoryBind

The components of the dSAOperationalManagementBind are identical to their counterparts in directoryBind
(see ITU-T Rec. X.511 | ISO/IEC 9594-3) with the following differences.
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NOTE - The credentials required for authentication may be carried by the Security Exchange Service Element (see ITU-T
Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

28.6.1.1 Initiator Credentials

The Credentials of the DirectoryBindArgument allows information identifying the AE-Title of the initiating DSA to
be sent to the responding DSA. The AE-title shall be in the form of a Directory Distinguished Name.

28.6.1.2 Responder Credentials

The Credentials of the DirectoryBindResult allows information identifying the AE-Title of the responding DSA to be
sent to the initiating DSA. The AE-title shall be in the form of a Distinguished Name.

28.6.27 DSA Operational Binding Management Unbind

The unbinding at the end a period of providing operational binding management is for the OSI environmentspecified in
7.6.4jand 7.6.5 of ITU-T Rec. X.519 | ISO/IEC 9594-5 and for the TCP/IP environment in 9.3.2 of ITU-T Rec. X.519 |
ISO/IEC 9594-5.
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Annex A
Object identifier usage

(This annex forms an integral part of this Recommendation | International Standard)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which all
non-leaf nodes in the subtree are assigned names.

UsefylDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}
DEFINITIONS ::=
BEGI
-- EXPORTS All --
-- The types and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to(access
-- Dirgctory services. Other applications may use them for their own purposes, but this will not constrain
-- exténsions and modifications needed to maintain or improve the Directory service.
ID = OBJECT IDENTIFIER
ds ID = {joint-iso-itu-t ds(5)}
-- categories of information object --
moddle ID = {ds 1}
serviceElement ID = {ds 2}
applicationContext ID = {ds 3}
attributeType ID = {ds 4}
attributeSyntax ID = {ds .5}
objeqtClass ID = {ds 6}
-- attributeSet ID = {ds 7}
algorjthm ID = {ds 8}
abstrpctSyntax ID = {ds 9}
-- objgct ID = {ds 10}

ID = {ds 11}

ID = {ds 12}

ID = {ds 13}

ID = {ds 14}

ID = {ds 15}

ID = {ds 16}

ry ID = {ds 17}

operationalAttributeType ID = {ds 18}
operdtionalBinding ID = {ds 19}
schemaObjectClass$ ID = {ds 20}
schemaOperationalAttribute ID = {ds 21}
administrativeRoles ID = {ds 23}
accegsControlAttribute ID = {ds 24}
--ros(Pbject ID = {ds 25}
--contract ID = {ds 26}
--package = - fes2#
accessControlSchemes ID = {ds 28}
certificateExtension ID = {ds 29}
managementObject ID = {ds 30}
attributeValueContext ID = {ds 31}
-- securityExchange ID = {ds 32}
idmProtocol ID = {ds 33}
problem ID = {ds 34}
notification ID = {ds 35}
matchingRestriction ID = {ds 36} -- None are currently defined by this specification
controlAttributeType ID = {ds 37}
keyPurposes ID = {ds 38}
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-- modules --
usefulDefinitions ID = {module usefulDefinitions(0) 5}
informationFramework ID = {module informationFramework(1) 5}
directoryAbstractService ID = {module directoryAbstractService(2) 5}
distributedOperations ID = {module distributedOperations(3) 5}
-- protocolObjectldentifiers ID = {module protocolObjectldentifiers(4) 5}
selectedAttributeTypes ID = {module selectedAttributeTypes(5) 5}
selectedObjectClasses ID = {module selectedObjectClasses(6) 5}
authenticationFramework ID = {module authenticationFramework(7) 5}
algorithmObijectldentifiers ID = {module algorithmObjectidentifiers(8) 5}
directoryObjectldentifiers ID = {module directoryObjectidentifiers(9) 5}
upperBounds ID = {module upperBounds(10) 5}

ID = {module dap(11) 5}

ID = {module dsp(12) 5}

ID = {module distributedDirectoryOIDs(13) 5}

ID = {module directoryShadowOIDs(14) 5}

ID = {module directoryShadowAbstractService(15)'5}

ID = {module disp(16) 5}

ID = {module dop(17) 5}
opBindingManagement ID = {module opBindingManagement(18) 5}
opBindingOIDs ID = {module opBindingOIDs(19) 5}
hierafchicalOperationalBindings ID = {module hierarchicalOperationalBindings(20) 5}
dsaOperationalAttributeTypes ID = {module dsaOperationalAttributeTypes(22) 5}
schemaAdministration ID = {module schemaAdministration(23) 5}
basigAccessControl ID = {module basicAccessControl(24) 5}
direcforyOperationalBindingTypes ID = {module directoryOperationalBindingTypes(25) 5}
certificateExtensions ID = {module certificateExtensions(26) 5}
direcioryManagement ID = {module directoryManagement(27) 5}
enhahcedSecurity ID = {module enhancedSecurity (28) 5}
-- dirdctorySecurityExchanges ID = {module directorySecurityExchanges (29) 5}
iDMPyotocolSpecification ID = {module.iDMProtocolSpecification(30) 5}
directorylDMProtocols ID = {module‘directorylDMProtocols(31) 5}
attributeCertificateDefinitions ID = {module attributeCertificateDefinitions(32) 5}
serviceAdministration ID = {module serviceAdministration(33) 5}

-- thefollowing definition is for a module that holds externally defined schema elements not defined
-- usimg formal ASN.1 notation (see latest version of Implementor's Guide)

exterpalDefinitions ID = {module externalDefinitions(34) }
commonProtocolSpecification ID = {module commonProtocolSpecification (35) 5}
oSIProtocolSpecification ID = {module oSIProtocolSpecification (36) 5}
directoryOSIProtocols ID = {module directoryOSIProtocols (37) 5}
-- synonyms --

id-oc ID = objectClass

id-at ID = attributeType

id-as ID = abstractSyntax

id-mr] ID = matchingRule

id-nf ID = nameForm

id-sc ID = subentry

id-oa ID = operationalAttributeType

id-ob ID = operationalBinding

id-dop ID = dsaOperationalAttribute

id-kmr ID = knowledgeMatchingRule

id-sogc ID = schemaObjectClass

id-soa ID = schemaOperationalAttribute

id-ar ID = administrativeRoles

id-aca ID = accessControlAttribute

id-ac ID = applicationContext

-- id-rosObject ID = rosObject

-- id-contract ID = contract

-- id-package ID = package

id-acScheme ID = accessControlSchemes

id-ce ID = certificateExtension

id-mgt ID = managementObject

id-ave ID = attributeValueContext

-- id-se ID = securityExchange
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id-idm ID = idmProtocol

id-pr ID = problem

id-not ID = notification

id-mre ID = matchingRestriction
id-cat ID = controlAttributeType
id-kp ID = keyPurposes

-- obsolete module identifiers --

- usefulDefinition ID = {module 0}

-- informationFramework ID = {module 1}

-- directoryAbstractService ID = {module 2}

- diefrihllfprlﬂppmﬁnne 1D = {mnrluln ?}

- protocolObjectldentifiers ID = {module 4}

-- selectedAttribute Types ID = {module 5}

- selectedObjectClasses ID = {module 6}

- authenticationFramework ID = {module 7}

-- algorithmObjectidentifiers ID = {module 8}

-- directoryObjectldentifiers ID = {module 9}

-- upperBounds ID = {module 10}

-- dap ID = {module 11}

-- dsp ID = {module 12}

- distributedDirectoryObjectldentifiersiD

-- unysed module identifiers --

-- directoryShadowOIDs ID
-- directoryShadowAbstractService  ID
-- disp ID
-- dop ID
- opBindingManagement ID
- opBindingOIDs ID

- hierarchicalOperationalBindings  ID
- dsaOperationalAttribute Types ID

- schemaAdministration ID
- basicAccessControl ID
-~ operationalBindingOIDs ID

END (-- UsefulDefinitions

{module 13}

{module 14}
{module 15}
{module 16}
{module 17}
{module 18}
{module 19}
{module 20}
{moduile 22}
{medule 23}
{module 24}
{module 25}
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Annex B

Information Framework in ASN.1
(This annex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type, value and macro definitions contained in this Directory
Specification. The definitions form the ASN.1 module InformationFramework.

InformationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 5}
DEFINITIONS ::=

BEGI

-- EXPORTS All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules cornitained
-- within the Directory Specifications, and for the use of other applications which will use them toaccess

-- Dirgctory services. Other applications may use them for their own purposes, but this will not-constrain

-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, id-ar, id-at, id-mr, id-nf, id-oa, id-oc, id-scC,
selectedAttributeTypes, serviceAdministration, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

SearchRule
FROM ServiceAdministration serviceAdministration

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3

TypeAndContextAssertion
FROM DirectoryAbstractService directoryAbstractService

-- from ITU-T Rec. X.520 | ISO/IEC 9594-6

booleanMatch, commonName,\DirectoryString {}, generalizedTimeMatch,
generalizedTimeOrderingMatch, integerFirstComponentMatch, integerMatch,
integerOrderingMatch, objectldentifierFirstComponentMatch

FROM SelectedAttributeTypes selectedAttributeTypes

ub-search
FROM UpperBounds upperBounds ;

-- attribute data types--

Attriqute ::=-SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
values SET SIZE (0 .. MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
|_valuesWithContext SET SIZE (1.. MAX) OF SEQUENCE {
value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

AttributeType ::= ATTRIBUTE.&id
AttributeValue ::= ATTRIBUTE.&Type

Context ::= SEQUENCE {

contextType CONTEXT.&id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }
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AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{@type}),
assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }

ContextAssertion ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF
CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

AttrihuteTypeAssertion := SEFQUFNCF {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL }

-- Detljnition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required to
-- spd(cify a table constraint on the values component of Attribute, the value component
-- of Attribute TypeAndValue, and the assertion component of AttributeValueAssertion.
SuppprtedAttributes ATTRIBUTE ::= { objectClass | aliasedEntryName, ... }

-- Detljnition of the following information object set is deferred, perhaps to standardizéd
-- profiles or to protocol implementation conformance statements. The set is required*to
-- spdlcify a table constraint on the context specifications

SupportedContexts CONTEXT ::= {...}

-- naming data types --

Name ::= CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }
RDN$equence ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

RelatjveDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttriquteTypeAndDistinguishedValue\::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{@type}),

primaryDistinguished BOOLEAN DEFAULT TRUE,

valuesWithContext SET SIZE (1..MAX) OF SEQUENCE {
distingAttrValue [0] ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPTIONA
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

-- subtree data types‘s-

SubtreeSpecification ::= SEQUENCE {
base [0] LocalName DEFAULT {},
COMPONENTS OF ChopSpecification,
| specificationFilter [4] Refinement OPTIONAL }
-- empty sequence specifies whole administrative area

LocalName ::= RDNSequence

ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {

chopBefore [0] LocalName,

chopAfter [1] LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

156 ITU-T Rec. X.501 (08/2005)


https://standardsiso.com/api/?name=a464a3c7d820543bec6776f636556247

Refinement ::= CHOICE {

item [0]
and [1]
or [2]
not [3]

ISO/IEC 9594-2:2005 (E)

OBJECT-CLASS.&id,
SET OF Refinement,
SET OF Refinement,
Refinement }

-- OBJECT-CLASS information object class specification --

OBJECT-CLASS := CLASS {

&Superclasses

OBJECT-CLASS OPTIONAL,

&kind ObjectClassKind DFFAUI T structural
&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
[ SUBCLASS OF

&Superclasses ]

[ KIND &kind ]

[ MUST CONTAIN &MandatoryAttributes ]
[ MAY CONTAIN &OptionalAttributes ]
ID &id }

Obje¢tClassKind ::= ENUMERATED {

abstract (0),
structural (1),
auxiliary (2) }

-- object classes --

top QBJECT-CLASS ::= {

alias |OBJECT-CLASS ::= {

parent OBJECT-CLASS ::= {

SUBCLASS OF {top}
MUST CONTAIN  { aliasedEntryName}
ID id-oc-alias }

KIND abstract
MUST CONTAIN { objectClass }
ID id-oc-top }

KIND abstract

ID id-oc<parent }
child| OBJECT-CLASS ::=-{

KIND auxiliary

ID id-oc-child }

-- ATTRIBUTE infgrmation object class specification --

ATTRIBUTE+:= CLASS {
&derivation
&Type

ATTRIBUTE OPTIONAL,
OPTIONAL., --either &Type or &derivation required --

&equality-match
&ordering-match
&substrings-match
&single-valued
&collective
&dummy
-- operational extensions --
&no-user-modification
&usage
&id

WITH SYNTAX {
[ SUBTYPE OF

MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,
AttributeUsage DEFAULT userApplications,
OBJECT IDENTIFIER UNIQUE }

&derivation ]
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[ WITH SYNTAX &Type |
[ EQUALITY MATCHING RULE  &equality-match ]
[ ORDERING MATCHING RULE  &ordering-match ]
[ SUBSTRINGS MATCHING RULE &substrings-match |

[ SINGLE VALUE &single-valued ]
[ COLLECTIVE &collective ]
[ DUMMY &dummy ]
[ NO USER MODIFICATION &no-user-modification ]
[ USAGE &usage ]
ID &id }
AttributeUsage ::= ENUMERATED {
_userApplications (0)
directoryOperation 1),
distributedOperation (2),
dSAOperation 3)}
-- attnbutes --

objeqtClass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectldentifierMatch

ID id-at-objectClass }
alias¢dEntryName ATTRIBUTE ::={

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

ID id-at-aliasedEntryName }

-- MAITCHING-RULE information object class specification --

MATCHING-RULE ::= CLASS {

&ParentMatchingRules MATCHING-RULE OPTIONAL,
&AssertionType OPTIONAL,
&uniqueMatchindicator ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
[ PARENT &ParentMatchingRules ]
[ SYNTAX &AssertionType ]
[ UNIQUE-MATCH-INDICATOR &uniqueMatchindicator ]
ID &id }

-- majching rules --

objedtldentifierMatech"MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

distinguishedNameMatch MATCHING-RULE ::= {
SYNTAX DistinguishedName
ID id-mr-distinguishedNameMatch }

MAPPING-BASED-MATCHING
{ SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule } ::=

CLASS {
&selectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,
&subtypesincluded BOOLEAN DEFAULT TRUE,
&combinable BOOLEAN (combinable),
&mappingResults MappingResult OPTIONAL,
&userControl BOOLEAN DEFAULT FALSE,
&exclusive BOOLEAN DEFAULT TRUE,
&matching-rule MATCHING-RULE.&id (matchingRule),
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&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ SELECT BY &selectBy ]

APPLICABLE TO &ApplicableTo

[ SUBTYPES INCLUDED &subtypesincluded ]

COMBINABLE &combinable

[ MAPPING RESULTS &mappingResults ]

[ USER CONTROL &userControl ]

[ EXCLUSIVE &exclusive ]

MATCHING RULE &matching-rule

ID &id }

-- NAME-FORM information object class specification --

NAME-FORM ::= CLASS {

&namedObjectClass OBJECT-CLASS,

&MandatoryAttributes ATTRIBUTE,

&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes

[ AND OPTIONALLY &OptionalAttributes ]

ID &id }

-- STRUCTURE-RULE class and DIT structure rule data types --

STRUCTURE-RULE ::= CLASS {

&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,
&id Ruleldentifier }
WITH SYNTAX {
NAME FORM &nameForm
[ SUPERIOR RULES &SuperiorStructureRules ]
ID &id }
DITStructureRule ::= SEQUENCE {
ruleldentifier Ruleldentifiers,
-- shall be“unique within the scope of the subschema
nameForm NAME-FORM.&id,

superiorStructureRules SET.SIZE (1..MAX) OF Ruleldentifier OPTIONAL }

Ruleldentifier ::= INTEGER

-- CONTENT-RULE class.and’DIT content rule data types --

CONTENT-RULE ::="CLASS {

&structuralClass OBJECT-CLASS.&id UNIQUE,
&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }

WITH SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]

[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ]}

DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS.&id,

auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }
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CONTEXT ::= CLASS {

&Type,

&DefaultValue OPTIONAL,

&Assertion OPTIONAL,

&absentMatch BOOLEAN DEFAULT TRUE,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {

WITH SYNTAX &Type

[ DEFAULT-VALUE &DefaultValue ]
[ ASSERTED AS  &Assertion ]

[ ABSENT-MATCH &absentMatch ]
ID Rid }

DITCpntextUse ::= SEQUENCE {
attributeType ATTRIBUTE.&id,

DIT-GONTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id UNIQUE,
&Mandatory CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[ MANDATORY CONTEXTS &Mandatory ]
[ OPTIONAL CONTEXTS &Optional ] }
FRIENDS ::= CLASS {
&anchor ATTRIBUTE.&id UNIQUE,
&Friends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }

-- sysfem schema information objects --
-- object classes --

subentry OBJECT-CLASS ::={
SUBCLASS OF {top}

KIND structural

MUST CONTAIN { commonName | subtreeSpecification }

ID id-sc-subentry }
subentryNameForm NAME-EORM ::= {

NAMES subentry

WITH ATTRIBUTES { commonName }

ID id-nf-subentryNameForm }
accegsControlSubentry OBJECT-CLASS := {

KIND auxiliary

ID id-sc-accessControlSubentry }

colle¢tiveAttributeSubentry OBJECT-CLASS ::= {

mandatoryContexts[1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

KIND auxiliary

ID id-sc-collectiveAttributeSubentry }
contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUST CONTAIN  {contextAssertionDefaults}

ID id-sc-contextAssertionSubentry }
serviceAdminSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUST CONTAIN { searchRules }

ID id-sc-serviceAdminSubentry }
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subtreeSpecification ATTRIBUTE ::= {
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WITH SYNTAX SubtreeSpecification
USAGE directoryOperation
ID id-oa-subtreeSpecification }

administrativeRole ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

OBJECT-CLASS.&id
objectldentifierMatch
directoryOperation

id-oa-administrativeRole }

creatLTimestamp ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

modifyTimestamp ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

subsgchemaTimestamp ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

creatprsName ATTRIBUTE ::="{
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

modifiersName ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

subschemaSubentryList ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

GeneralizedTime

--as per42.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-createTimestamp }

GeneralizedTime

--as per42.3b) orc) of ITU-T Rec. X.680 | ISO/IEC.8824-1

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-modifyFimestamp }

GeneralizedTime

--as per42.3 b) or c) of JTU-T Rec. X.680 | ISO/IEC 8824-1

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaTimestamp }

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-creatorsName }

DistinguishedName
distinguishedNameMatch

TRUE

TRUE
directoryOperation
id-oa-modifiersName }

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaSubentryList }
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accessControlSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-accessControlSubentryList }

collectiveAttributeSubentryList ATTRIBUTE ::= {

conthtDefauItSubentryList ATTRIBUTE ::= {

servi

hasS

colleg

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation

id-oa-collective AttributeSubentryl ist }

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

ceAdminSubentryList ATTRIBUTE
WITH SYNTAX

EQUALITY MATCHING RULE

NO USER MODIFICATION
USAGE

ID

Lbordinates ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

ttiveExclusions ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-contextDefaultSubentryList }

= {
DistinguishedName
distinguishedNameMatch
TRUE
directoryOperation
id-oa-serviceAdminSubentryList }

BOOLEAN
booleanMatch

TRUE

TRUE
directoryOperation
id-oa-hasSubordinates }

OBJECT IDENTIFIER
objectldentifierMatch
directoryOperation
id-oa-collectiveExclusions }

contgxtAssertionDefaults ATTRIBUTE ::= {

seard

Searq

WITH SYNTAX

EQUALITY MATCHING.RULE
USAGE

ID

hRules ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY, MATCHING RULE
USAGE

TypeAndContextAssertion
objectldentifierFirstComponentMatch
directoryOperation
id-oa-contextAssertionDefault }

SearchRuleDescription
integerFirstComponentMatch
directoryOperation
id-oa-searchRules }

SearchRule,
SET SIZE (1 .. MAX) OF DirectoryString { ub-search } OPTIONAL,

ID

hRuleDescription ::= SEQUENCE {
COMPONENTS OF

name [28]
description [29]

hierarchyLevel ATTRIBUTE ::= {

162

WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID
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Hiera

rchyLevel ::= INTEGER

hierarchyBelow ATTRIBUTE ::= {

Hiera

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

rchyBelow ::= BOOLEAN

HierarchyBelow
booleanMatch
TRUE

TRUE
directoryOperation

id-oa-hierarchyBelow }

hiera

hiera

rchyParent ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
USAGE
ID

rchyTop ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE

DistinguishedName

distinguishedNameMatch

TRUE
directoryOperation

id-oa-hierarchyParent }

DistinguishedName

distinguishedNameMatch

TRUE

USAGE directoryOperation

ID id-oa-hierarchyTop }
-- object identifier assignments --
-- object classes --
id-octtop OBJECT IDENTIFIER::= {id-oc 0}
id-octalias OBJECT IDENTIFIER::= {id-oc 1}
id-octparent OBJECT IDENTIFIER::= {id-oc 28}
id-octchild OBJECT;IDENTIFIER::= {id-oc 29}
-- attnbutes --
id-at-pbjectClass OBJECT IDENTIFIER::= {id-at 0}
id-at-pliasedEntryName OBJECT IDENTIFIER::= {id-at 1}
-- majching rules --
id-mrrobjectldentifierMatch OBJECT IDENTIFIER::= {id-mr 0}
id-mrrdistinguishedNameMatch OBJECT IDENTIFIER::= {id-mr 1}
-- opdrational attributes=:
id-oatexcludeAllGollectiveAttributes = OBJECT IDENTIFIER = {id-oa 0}
id-oatcreateTimestamp OBJECT IDENTIFIER = {id-oa 1}
id-oarmodifyTimestamp OBJECT IDENTIFIER = {id-oa 2}
id-oatcreatorsName OBJECT IDENTIFIER = {id-oa 3}
id-oatmodifiersName OBJECT IDENTIFIER = {id-oa 4}
id-oatadministrativeRole OBJECT IDENTIFIER = {id-oa 5}
id-oa-subtreeSpecification OBJECT IDENTIFIER = {id-oa 6}
id-oa-collectiveExclusions OBJECT IDENTIFIER = {id-oa 7}
id-oa-subschemaTimestamp OBJECT IDENTIFIER = {id-oa 8}
id-oa-hasSubordinates OBJECT IDENTIFIER = {id-oa 9}
id-oa-subschemaSubentryList OBJECT IDENTIFIER = {id-oa 10}
id-oa-accessControlSubentryList OBJECT IDENTIFIER = {id-oa 11}
id-oa-collectiveAttributeSubentryList OBJECT IDENTIFIER = {id-oa 12}
id-oa-contextDefaultSubentryList OBJECT IDENTIFIER = {id-oa 13}
id-oa-contextAssertionDefault OBJECT IDENTIFIER = {id-oa 14}
id-oa-serviceAdminSubentryList OBJECT IDENTIFIER = {id-oa 15}
id-oa-searchRules OBJECT IDENTIFIER = {id-oa 16}
id-oa-hierarchyLevel OBJECT IDENTIFIER = {id-oa 17}
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id-oa-hierarchyBelow
id-oa-hierarchyParent
id-oa-hierarchyTop

-- subentry classes --

id-sc-subentry
id-sc-accessControlSubentry
id-sc-collectiveAttributeSubentry
id-sc-contextAssertionSubentry
id-sc-serviceAdminSubentry

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-oa 18}
{id-oa 19}
{id-oa 20}

{id-sc 0}
{id-sc 1}
{id-sc 2}
{id-sc 3}
{id-sc 4}

-- Ngme forms --
id-nfisubentryNameForm
-- administrative roles --
id-arqautonomousArea

id-arqaccessControlSpecificArea
id-arfaccessControlinnerArea

id-ar4subschemaAdminSpecificArea
id-ar{collectiveAttributeSpecificArea

id-ar-collectiveAttributelnnerArea
id-arqcontextDefaultSpecificArea
id-ar4serviceSpecificArea

END (-- InformationFramework

OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-nf 16}

{id-ar 1}
{id-ar 2}
{id-ar 3}
{id-ar 4}
{id-ar 5}
{id-av 6}
{id-ar 7}
{id-ar 8}

164 ITU-T Rec. X.501 (08/2005)



https://standardsiso.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

Annex C

SubSchema Administration Schema in ASN.1
(This annex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined
in clause 15 in the form of an ASN.1 module, SchemaAdministration.

SchemaAdministration {joint-iso-itu-t ds(5) module(1) schemaAdministration(23) 5}
DEFINITIONS :=
BEGIN

-- EXPORTS All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules cornitained
-- within the Directory Specifications, and for the use of other applications which will use them toaccess

-- Dirgctory services. Other applications may use them for their own purposes, but this will not-constrain

-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

id-soa, id-soc, informationFramework, selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)usefulDefinitions(0) 5}

ATTRIBUTE, AttributeUsage, CONTEXT, DITContentRule, .DITStructureRule, MATCHING-RULE,
NAME-FORM, OBJECT-CLASS, ObjectClassKind, objectldentifierMatch
FROM InformationFramework informationFramework

-- from ITU-T Rec. X.520 | ISO/IEC 9594-6

DirectoryString {}, integerFirstComponentMatch, integerMatch,
objectldentifierFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes

ub-schema
FROM UpperBounds upperBounds;

- typ bs --

DITStructureRuleDescription ::= SEQUENCE {
COMPONENTS-OF’ DITStructureRule,

name [1] SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }
DITCpntentRuleDescription ::= SEQUENCE {
COMPONENTS OF DITContentRule,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }
MatchingRuleDescription ::= SEQUENCE {
identifier MATCHING-RULE.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] DirectoryString { ub-schema } OPTIONAL }

-- describes the ASN.1 syntax

AttributeTypeDescription ::= SEQUENCE {
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identifier ATTRIBUTE.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] AttributeTypelnformation }

AttributeTypelnformation ::= SEQUENCE {

derivation [0] ATTRIBUTE.&id OPTIONAL,

equalityMatch [11 MATCHING-RULE.&id OPTIONAL,
orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
substringsMatch  [3] MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] DirectoryString { ub-schema } OPTIONAL,

_multi-valued [5] BOOI EAN DEFAUIL T TRUF
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [71 BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications }

Obje¢tClassDescription ::= SEQUENCE {
identifier OBJECT-CLASS.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEEAULT FALSE,

information [0] ObjectClassinformation }

Objeg¢tClassinformation ::= SEQUENCE {

subclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,

kind ObjectClassKind DEFAULT structural,

mandatories [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

optionals [4] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }
Namg¢FormDescription ::= SEQUENCE {

identifier NAME-FORM.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,

description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE;

information [0] NameForminformation }

NameForminformation ::= SEQUENCE {

subordinate OBJECT-CLASS.&id,

namingMandatoriesSET OF ATTRIBUTE.&id,

namingOptionals SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

MatchingRuleUseDescription ::= ,SEQUENCE {

identifier MATCHING-RULE.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] SET OF ATTRIBUTE.&id }

ContextDescription.::= SEQUENCE {

identifier CONTEXT.&id,

name SET SIZE (1..MAX) OF DirectoryString {ub-schema} OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] Contextinformation }

Contextinformation ::= SEQUENCE {

syntax DirectoryString { ub-schema },
assertionSyntax DirectoryString { ub-schema } OPTIONAL }

DITContextUseDescription ::= SEQUENCE {
identifier ATTRIBUTE.&:id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] DITContextUselnformation }
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DITContextUselnformation ::= SEQUENCE {
mandatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

-- object classes --

subschema OBJECT-CLASS ::= {

KIND auxiliary

MAY CONTAIN {
dITStructureRules |
nameForms |
diTContentRules |

ISO/IEC 9594-2:2005 (E)

objectClasses |
attributeTypes |
friends |
contextTypes |
diTContextUse |
matchingRules |
matchingRuleUse }
ID id-soc-subschema }

-- attributes --

dITStructureRules ATTRIBUTE ::= {

WITH SYNTAX DITStructureRuleDescription

EQUALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

ID id-soa-dITStructureRule }
dITContentRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa*diTContentRules }
matchingRules ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-matchingRules }

attributeTypes ATTRIBUTE ::= §

WITH SYNTAX AttributeTypeDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-attributeTypes }
objedtClasses ATTRIBUTE ::= {

WITH SYNTAX ObjectClassDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

1D id-soa-objectClasses }

nameForms ATTRIBUTE ::= {

WITH SYNTAX NameFormDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-nameForms }

matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRuleUse }
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structuralObjectClass ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

governingStructureRule ATTRIBUTE ::= {

OBJECT IDENTIFIER
objectldentifierMatch

TRUE

TRUE

directoryOperation
id-soa-structuralObjectClass }

WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
_NO USFR MODIFICATION TRUF
USAGE directoryOperation
ID id-soa-governingStructureRule }
contextTypes ATTRIBUTE ::= {
WITH SYNTAX ContextDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-contextTypes }
dITContextUse ATTRIBUTE ::= {
WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }
friends ATTRIBUTE ::= {
WITH SYNTAX FriendsDescription
EQUALITY MATCHING RULE objectldentifierFirst€omponentMatch
USAGE directoryOperation
ID id-soa-friends\}

FriendsDescription ::= SEQUENCE {
anchor

description
obsolete
friends [0]

-- object identifier assignments --

-- schema object classes --

ATTRIBUTE.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema }
DirectoryString{ ub-schema }

BOOLEAN PEFAULT FALSE,

SET OF ATTRIBUTE.&id }

id-so

-- sch

id-so
id-so
id-so
id-so
id-so
id-so

C-subschema

ema operational attributes --

-dITStructureRule
-dITContéenfRules
-matchingRules
-attributeTypes
-objectClasses
-nameForms

OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-soc 1}

{id-soa 1}
{id-soa 2}
{id-soa 4}
{id-soa 5}
{id-soa 6}
{id-soa 7}

OPTIONAL,
OPTIONAL,

id-soa-matchingRuleUse
id-soa-structuralObjectClass
id-soa-governingStructureRule
id-soa-contextTypes
id-soa-dITContextUse
id-soa-friends

END

-- SchemaAdministration

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-soa 8}
{id-soa 9}
{id-soa 10}
{id-soa 11}
{id-soa 12}
{id-soa 13}
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Annex D

Service Administration in ASN.1
(This annex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined
in clause 16 in the form of an ASN.1 module, ServiceAdministration.

ServiceAdministration {joint-iso-itu-t ds(5) module(1) serviceAdministration(33) 5}
DEFINITIONS ::=

BEGI

-- EXPORTS All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules cornitained
-- within the Directory Specifications, and for the use of other applications which will use them toaccess

-- Dirgctory services. Other applications may use them for their own purposes, but this will not-constrain

-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, informationFramework
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)usefulDefinitions(0) 5}

ATTRIBUTE, AttributeType, CONTEXT, MATCHING-RULE; OBJECT-CLASS,
SupportedAttributes, SupportedContexts
FROM InformationFramework informationFramework

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3
FamilyGrouping, FamilyReturn, HierarchySelections, SearchControlOptions,

ServiceControlOptions
FROM DirectoryAbstractService directoryAbstractService ;

_— typ bS -

Sear¢hRule ::= SEQUENCE {
COMPONENTS OF SearchRuleld,
serviceType [1] OBJECT IDENTIFIER OPTIONAL,
userClass [2] INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination [4] AttributeCombination DEFAULT and | { },
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaultGontrols [6] ControlOptions OPTIONAL,
mandatoryControls [7] ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,

| familyReturn [10] FamilyReturn OPTIONAL

relaxation [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT "111'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL }

SearchRuleld ::= SEQUENCE {
id INTEGER,
dmdid [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }
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ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }

RequestAttribute ::= SEQUENCE {

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) } OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
inati ination DEEAULT and : {},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL }
Cont¢xtProfile ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion

Conté¢xtCombination ::= CHOICE {

context [0] CONTEXT.&id({SupportedContexts}),
and [11 SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination }

MatchingUse ::= SEQUENCE {

restrictionValue MATCHING-RESTRICTION.&Restriction

-- Detljnition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements:The set is required to
-- specify a table constraint on the components of SupportedMatchingRestrictions

SupportedMatchingRestrictions MATCHING-RESTRICTION ::= {...}

AttriuteCombination ::= CHOICE {

attribute [0] AttributeType,

and [1] SEQUENCE OF AttributeCombination,

or [2] SEQUENCE OF AttributeCombination,

not [3] AttributeCombination }
ResultAttribute ::= SEQUENCE+{

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),

outputValues CHOICE {

selectedValues SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }),
matchedValuesOnly NULL } OPTIONAL,

ContyolOptions.*:= SEQUENCE {

serviceControls [0] ServiceControlOptions  DEFAULT {},
searchOptions [1] SearchControlOptions DEFAULT { searchAliases },
hierarchyOptions [2] HierarchySelections OPTIONAL }

({SupportedContexts}{@contextType}) OPTIONAL }

restrictionType MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),

({SupportedMatchingRestrictions}{@restrictionType}) }

contexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }

EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER }

RelaxationPolicy ::= SEQUENCE {
basic [0] MRMapping DEFAULT { },
tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum  [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1}
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MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping
substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution

OPTIONAL,
OPTIONAL }

Mapping ::= SEQUENCE {

mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an
-- object identifier of a mapping-based matching algorithm -- } ),

level

MRSubstitution
attribute
oldMatchingRule [0]

::= SEQUENCE {

INTEGER DEFAULT 0}

AttributeType,
MATCHING-RULE.&id OPTIONAL,

—newMatchingRule [1] MATCHING-RUIF &id OPTIONAI }

-- ASN.1 information object classes --

SEARCH-RULE ::= CLASS {
&dmdlid OBJECT IDENTIFIER,
&serviceType OBJECT IDENTIFIER OPTIONAL,
&userClass INTEGER OPTIONAL,
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mandatoryControls ControlOptions OPTIONAL,
&searchRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL,
&familyReturn FamilyReturn OPTIONAL,
&additionalControl AttributeType OPTIONAL,
&relaxation RelaxationPolicy OPTIONAL,
&allowedSubset AllowedSubset DEFAULT '111'B,
&imposedSubset ImposedSubset OPTIONAL,
&entryLimit EntryLimit OPTIONAL,
&id INTEGER UNIQUE }

WITH SYNTAX {
DMD ID &dmdid
[ SERVICE-TYPE &serviceType ]
[ USER-CLASS &userClass ]
[ INPUT ATTRIBUTES &inputAttributeTypes ]
[ COMBINATION &combination ]
[ OUTPUT ATTRIBUTES &OutputAttributeTypes ]
[ DEFAULT CONTROL &defaultControls ]
[ MANDATORY CONTROL &mandatoryControls ]
[ SEARCH-RULE CONTROL &searchRuleControls ]
[ FAMILY-GROUPING &familyGrouping ]
[ FAMILY-RETURN &familyReturn ]
[ ADDITIONAL CONTROL &additionalControl ]
[ RELAXATION &relaxation ]
[ ALLOWED,SUBSET &allowedSubset ]
[ IMPOSED 'SUBSET &imposedSubset ]
[ ENTRYALIMIT &entryLimit ]
ID &id }

REQUEST-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE.&id,
&SelectedValues ATTRIBUTE.&Type OPTIONAL,
&DefaultValues SEQUENCE {

entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type} OPTIONAL,

&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,

&includeSubtypes BOOLEAN DEFAULT FALSE }
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ SELECTED VALUES &SelectedValues ]
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[ DEFAULT VALUES

[ CONTEXTS

[ CONTEXT COMBINATION
[ MATCHING USE

[ INCLUDE SUBTYPES

RESULT-ATTRIBUTE ::= CLASS {
&attributeType

&DefaultValues ]
&contexts ]
&contextCombination ]
&MatchingUse ]
&includeSubtypes ] }

ATTRIBUTE.&id,

&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly NULL } OPTIONAL,
&contexts ContextProfile OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[ OUTPUT VALUES &outputValues ]
[ CONTEXTS &contexts ] }
MATCHING-RESTRICTION ::= CLASS {
&Restriction,
&Rules MATCHING-RULE.&id,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
RESTRICTION &Restriction
RULES &Rules
ID &id }
END |-- ServiceAdministration
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Annex E

Basic Access Control in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.1 module BasicAccessControl.

BasigAccessControl {joint-iso-itu-t ds(5) module(1) basicAccessControl(24) 5}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --

-- Thg types and values defined in this module are exported for use in the other ASN.1 modules coritained
-- within the Directory Specifications, and for the use of other applications which will use them toaccess

-- Dirgctory services. Other applications may use them for their own purposes, but this will not-constrain

-- exténsions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, id-aca, id-acScheme, informationFramework,
selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

ATTRIBUTE, AttributeType, ContextAssertion, DistinguishedName, MATCHING-RULE,

objectldentifierMatch, Refinement, SubtreeSpecification, SupportedAttributes
FROM InformationFramework informationFramework

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3

Filter
FROM DirectoryAbstractService directoryAbstractService

-- from ITU-T Rec. X.520 | ISO/IEC 9594-6
DirectoryString{}, directoryStringFirstComponentMatch, NameAndOptionalUID,

Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

ub-tag
FROM UpperBounds upperBounds ;
- typ bs --
AClitem ::=<SEQUENCE {
identificationTag DirectoryString { ub-tag },
precedence Precedence,
authenticationl evel Authenticationl evel
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {
protecteditems Protectedltems,
itemPermissions SET OF ItemPermission },
userFirst [1] SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission } }}

Precedence ::= INTEGER (0..255)
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Protecteditems ::= SEQUENCE {
entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allAttributeValues [3] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue OPTIONAL,
selfValue [6] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
rangeOfValues [7]1 Filter OPTIONAL,
maxValueCount [8] SET SIZE (1..MAX) OF MaxValueCount OPTIONAL,
maximmSub [9] INTEGER OPTIONAL,
restrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue OPTIONAL,
_contexts [41] SFET SIZF (1_MAX) OF ContextAssertion  OPTIQNAL,
classes [12] Refinement OPTIONAL
}
MaxMalueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER }
RestrictedValue ::= SEQUENCE {
type AttributeType,
valuesin AttributeType }
UserClasses ::= SEQUENCE {
allUsers [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID. OPTIONAL,
userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalJiD. OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames
subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL }
ItemRermission ::= SEQUENCE {
precedence Precedence OPTIONAL,

UserPermission

Authg

Gran

-- defaults to precedence in\AClltem
userClasses UserClasses,
grantsAndDenials GrantsAndDenials }

::= SEQUENCE {
precedence Precedence OPTIONAL,

-- defaults te_precedence in AClltem
protecteditems Protecteditems,
grantsAndDenials GrantsAndDenials }

bnticationLevel ::= CHOICE {

basicLevels SEQUENCE {
level ENUMERATED { none (0), simple (1), strong (2) },
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE },

other EXTERNAL }

sAndDenials ::= BIT STRING {
-~ permissions that may be used in conjunction

---With any component of Protectedltems

174

grantAdd (0),
denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),
grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7),
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-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),

denyBrowse (9),

grantExport (10),

denyExport (11),

grantimport (12),

denylmport (13),

grantModify (14),

denyModify (15),

grantRename (16),

denyRename (17),

_grantReturnDN (18)

denyReturnDN (19),

-- permissions that may be used in conjunction

-- with any component, except entry, of Protectedltems

grantCompare (20),
denyCompare (21),
grantFilterMatch (22),
denyFilterMatch (23),
grantinvoke (24),
denylnvoke (25) }
AttriquteTypeAndValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type({SupportedAttributes}{@type}) }
-- attrjbutes --

accegy

presg

entry)|

sube

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

USAGE

ID

riptiveACl ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

ACI ATTRIBUTE := {
WITH SYNTAX
EQUALITY MATCHING.RULE
USAGE
ID

ntryACl ATTRIBUTE := {
WITH SYNTAX
EQUALITY, MATCHING RULE
USAGE
ID

-- obji

pct-identifier assignments --

tsControlScheme ATTRIBUTE ::

{

OBJECT IDENTIFIER
objectldentifiertMatch

TRUE

directoryOperation
id-aca-accessControlScheme }

AClitem
directoryStringFirstComponentMatch
directoryOperation
id-aca-prescriptiveACl }

AClitem
directoryStringFirstComponentMatch
directoryOperation

id-aca-entryACl }

AClitem
directoryStringFirstComponentMatch
directoryOperation
id-aca-subentryACl }

-- attributes --

id-aca-accessControlScheme
id-aca-prescriptiveACl
id-aca-entryACI
id-aca-subentryACI

OBJECT IDENTIFIER = {id-aca1}
OBJECT IDENTIFIER = {id-aca 4}
OBJECT IDENTIFIER = {id-aca 5}
OBJECT IDENTIFIER = {id-aca 6}
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-- access control schemes —

basicAccessControlScheme
simplifiedAccessControlScheme
rule-based-access-control
rule-and-basic-access-control
rule-and-simple-access-control

END -- BasicAccessControl

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-acScheme 1}
{id-acScheme 2}
{id-acScheme 3}
{id-acScheme 4 }
{id-acScheme 5}
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Annex F

DSA Operational Attribute Types in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in clauses 23 and 24 in the form of an ASN.1
module, DSAOperationalAttributeTypes.

DEFINITIONS ::=

DSA(EperationalAttributeTypes {joint-iso-itu-t ds(5) module(1) dsaOperationalAttributeTypes(22) 5}
BEGI

-- EXPORTS All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules cornitained
-- within the Directory Specifications, and for the use of other applications which will use them toaccess

-- Dirgctory services. Other applications may use them for their own purposes, but this will not-constrain

-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2
distributedOperations, id-doa, id-kmr, informationFramework, opBindingManagement,
selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5 }

ATTRIBUTE, MATCHING-RULE, Name
FROM InformationFramework informationFramework

OperationalBindingID
FROM OperationalBindingManagement, opBindingManagement

-- from ITU-T Rec. X.518 | ISO/IEC 9594-4

AccessPoint, DitBridgeKnowledge;-MasterAndShadowAccessPoints
FROM DistributedOperations-distributedOperations

-- from ITU-T Rec. X.520 | ISO/IEC 9594-6

bitStringMatch, directoryStringFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes ;

-- data types --
DSEType ::= BIT-STRING {
root (0), -- root DSE --
glue (1), -- represents knowledge of a name only --
cp (2), -- context prefix --
entry (3), -- object entry --
| alias (4) -- alias entry --
subr (5), -- subordinate reference --
nssr (6), -- non-specific subordinate reference --
supr (7), -- superior reference --
xr (8), -- cross reference --
admPoint (9), -- administrative point --
subentry (10), -- subentry --
shadow (11), -- shadow copy --
immSupr (13), -- immediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
familyMember (17), -- family member --
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ditBridge (18), -- DIT bridge reference --

writeableCopy (19) } -- writeable copy --
SupplierOrConsumer ::= SET {

COMPONENTS OF AccessPoint,-- supplier or consumer --

agreementID [3] OperationalBindingID }

Supplierinformation ::= SET {
COMPONENTS OF SupplierOrConsumer, -- supplier --
supplier-is-master [4] BOOLEAN DEFAULT TRUE,
non-supplying-master [5] AccessPoint OPTIONAL }

Cons -—consumer --

SupplierAndConsumers ::= SET {
COMPONENTS OF AccessPoint, -- supplier --
consumers [3] SET OF AccessPoint }

-- attnibute types --

dseType ATTRIBUTE ::= {

WITH SYNTAX DSEType

EQUALITY MATCHING RULE bitStringMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-dseType }
myAdgcessPoint ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa*myAccessPoint }
superiorKnowledge ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-superiorKnowledge }

specificKknowledge ATTRIBUTE-::= {

WITH SYNTAX MasterAndShadowAccessPoints

EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-specificKnowledge }
nonSpecificknowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints

EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch

NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-nonSpecificKnowledge }
supplierKnowledge ATTRIBUTE := {

WITH SYNTAX Supplierinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-supplierKnowledge }
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consumerKnowledge ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE

Consumerinformation
supplierOrConsumerinformationMatch
TRUE

dSAOperation
id-doa-consumerKnowledge }

SupplierAndConsumers
supplierAndConsumersMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

1D id-doa-secondaryShadows }
ditBridgeKnowledge ATTRIBUTE ::= {

WITH SYNTAX DitBridgeKnowledge

EQUALITY MATCHING RULE directoryStringFirstComponentMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-ditBridgeKnowledge }
-- maiching rules --
accegsPointMatch MATCHING-RULE ::= {

SYNTAX Name

ID id-kmr-accessPointMatch }
masterAndShadowAccessPointsMatch MATCHING-RULE ::= {

SYNTAX SET OF Name

ID id-kmr-masterShadowMatch }
supplierOrConsumerinformationMatch MATCHING-RULE ::=_{

SYNTAX SET {

ae-title [0] Name,
agreement-identifier [2] INTEGER-}

ID id-kmr-supplierConsumerMatch }
supplierAndConsumersMatch MATCHING-RULE . := {

SYNTAX Name

ID id-kmr-supplierConsumersMatch }

ject identifier assignments --

operational attributes --

-dseType
-myAccessPoint
-superiorKnowledge
-specificKnowledge
-nonSpecificKnowledge
-supplierKnowledge
-consumerKnowledge
-secondaryShadows
-ditBridgeKnowledge

-- knowledge matching rules --

id-kmr-accessPointMatch
id-kmr-masterShadowMatch
id-kmr-supplierConsumerMatch
id-kmr-supplierConsumersMatch

END -- DSAOperationalAttribute Types

OBJECT IDENTIFIER = {id-doa 0}
OBJECT IDENTIFIER = {id-doa 1}
OBJECT IDENTIFIER = {id-doa 2}
OBJECT IDENTIFIER = {id-doa 3}
OBJECT IDENTIFIER = {id-doa 4}
OBJECT IDENTIFIER = {id-doa 5}
OBJECT IDENTIFIER = {id-doa 6}
OBJECT IDENTIFIER = {id-doa 7}
OBJECT IDENTIFIER = {id-doa 8}
OBJECT IDENTIFIER = {id-kmr 0}
OBJECT IDENTIFIER = {id-kmr 1}
OBJECT IDENTIFIER = {id-kmr 2}
OBJECT IDENTIFIER = {id-kmr 3}
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Annex G

Operational Binding Management in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational
Bindings relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperationalBindingManagement {joint-iso-itu-t ds(5) module(1) opBindingManagement(18) 5}
DEFINITIONS ::=

BEGI

-- EXPORTS All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules cornitained
-- within the Directory Specifications, and for the use of other applications which will use them toaccess

-- Dirgctory services. Other applications may use them for their own purposes, but this will not-constrain

-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, directoryShadowAbstractService, distributedOperations,
directoryOSIProtocols, enhancedSecurity, hierarchicalOperationalBindings,
commonProtocolSpecification

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(t) usefulDefinitions(0) 5}

OPTIONALLY-PROTECTED-SEQ
FROM EnhancedSecurity enhancedSecurity,

hierarchicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings hierarchicalOperationalBindings

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3

CommonResultsSeq, directoryBind;’securityError, SecurityParameters
FROM DirectoryAbstractService directoryAbstractService

-- from ITU-T Rec. X.518 | ISO/IEC 9694-4

AccessPoint
FROM DistributedOperations distributedOperations

-- from ITU-T Rec. X519/| ISO/IEC 9594-5

id-err-operationalBindingError, id-op-establishOperationalBinding,
id-op-modifyOperationalBinding, id-op-terminateOperationalBinding,
OPERATION, ERROR

FROM CommonProtocolSpecification commonProtocolSpecification

APPLICATION-CONTEXT
FROM DirectoryOSIProtocols directoryOSIProtocols

-- from ITU-T Rec. X.525 | ISO/IEC 9594-9

shadowOperationalBinding
FROM DirectoryShadowAbstractService directoryShadowAbstractService ;

-- bind and unbind --

dSAOperationalBindingManagementBind OPERATION n= directoryBind
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-- operations, arguments and results --

establishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindingArgument

RESULT EstablishOperationalBindingResult

ERRORS {operationalBindingError | securityError}

CODE id-op-establishOperationalBinding }
EstablishOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingIlD [1] OperationalBindinglD OPTIONAL,

accessPoint [2] AccessPoint,

-- symmetric_Role A initiates or Role R initiates --

initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid [7] Validity DEFAULT {},

securityParameters [8] SecurityParameters OPTIONAL } }

OperationalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER }

Validjty ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time } DEFAULT now : NULL;
validUntil [11 CHOICE {
explicitTermination [0] NULL,
time [11 Time } DEFAULT explicitTermination : NULL }

Time| ::= CHOICE {
utcTime UTCTime,
generalizedTime  GeneralizedTime.}

EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindinglD  [1] OperationalBindinglD OPTIONAL,

accessPoint [2] AccessPoint,

-- symmetric, Role A replies, or Role B replies --

initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),

roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),

roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam

({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResultsSeq } }

modifyOperationalBinding OPERATION ::= {

ARGUMENT ModifyOperationalBindingArgument

RESULT ModifyOperationalBindingResult

ERRORS { operationalBindingError | securityError }

CODE id-op-modifyOperationalBinding }
ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingID [1] OperationalBindingID,

accessPoint [2] AccessPoint OPTIONAL,
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Modi

termi

Term

Term

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
newAgreement [7]1 OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,
_securityParameters

[9] SecurityParameters OPTIONAL } }

yOperationalBindingResult ::= CHOICE {

null [0] NULL,

protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingIlD OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement

({OpBindingSet}{@.bindingType}),

valid Validity OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }

pateOperationalBinding OPERATION ::= {

ARGUMENT TerminateOperationalBindingArgument
RESULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }

jnateOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [11 OperationalBindingiD,

-- symmetric, Role A initiates, or Role B initiates --

initiator CHOICE {

symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet}{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType})} OPTIONAL,
terminateAt [5] Time OPTIONAL,
securityParameters [6] SecurityParameters OPTIONAL } }
jnateOperationalBindingResult ::= CHOICE {
null [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindinglD OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }

-- errgrs-and parameters --

operationalBindingError ERROR ::= {

OpBi
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PARAMETER OPTIONALLY-PROTECTED-SEQ {
OpBindingErrorParam }
CODE id-err-operationalBindingError }

ndingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
invalidID (0),
duplicatelD (1),
unsupportedBindingType (2),
notAllowedForRole (3),
parametersMissing (4),
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roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),

currentlyNotDecidable (9),
modificationNotAllowed (10) },
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bindingType [1] OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,

retryAt [3] Time OPTIONAL,

COMPONENTS OF

CommonResultsSeq }

-- infgrmation object classes --

OPERATIONAL-BINDING ::= CLASS {

&Agreement,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC

[ ROLE-A &roleA]

[ ROLE-B &roleB 1]
ID &id }

OP-BINDING-COOP ::= CLASS {
&applContext
&Operations
WITH SYNTAX {
&applContext
[ APPLIES TO

OP-BIND-ROLE ::= CLASS {
&establish

&EstablishParam

&modify

&ModifyParam

&terminate

&TerminateParam

WITH SYNTAX {

[ ESTABLISHMENT-INITIATOR
[ ESTABLISHMENT-PARAMETER
[ MODIFICATION-INITIATOR

[ MODIFICATION-PARAMETER
[ TERMINATION-INITIATOR

[ TERMINATION-PARAMETER

OpBipdingSet
shadowOperationalBinding |

APPLICATION-CONTEXT,
OPERATION OPTIONAL }

&Operations ] }

BOOLEAN DEFAULT FALSE,
OPTIONAL,

BOOLEAN DEFAULT FALSE,
OPTIONAL,

BOOLEAN DEFAULT FALSE,
OPTIONAL }

&establish ]
&EstablishParam ]
&modify ]
&ModifyParam ]
&terminate ]
&TerminateParam ] }

OPERATIONAL-BINDING ::= {

hierarchicalOperationalBinding |

nonSpecificHierarchicalOperationalBinding }

END -- OperationalBindingManagement
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Annex H

Enhanced security
(This annex forms an integral part of this Recommendation | International Standard)

This module is known to contain invalid specifications. Part of this module is therefore deprecated. The deprecated part
is indicated by ASN.1 comment items. A future edition will either remove the deprecated specifications or provide
updated specifications.

Enha i joint=i i ncedSecurity(28) 5}
DEF|E|T|ONS IMPLICIT TAGS ::=
BEGI

-- EXPORTS All --

IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

authenticationFramework, basicAccessControl, certificateExtensions, id-at, id-avc, id-mr,
informationFramework, upperBounds
FROM UsefulDefinitions { joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5 }

Attribute, ATTRIBUTE, AttributeType, Context, CONTEXT, MATCHING-RULE, Name,
objectldentifierMatch, SupportedAttributes
FROM InformationFramework informationFramework

AttributeTypeAndValue
FROM BasicAccessControl basicAccessControl

-- from ITU-T Rec. X.509 | ISO/IEC 9594-8

Algorithmidentifier, CertificateSerialNumber, HASH{}, SIGNED{}
FROM AuthenticationFramework authenticationFramework

GeneralName, Keyldentifier
FROM CertificateExtensions-certificateExtensions

ub-privacy-mark-length
FROM UpperBounds-upperBounds ;

OPTIDNALLY-PROTECTED {Type } ::= CHOICE {

unsigned Type,

signed SIGNED {Type} }
OPTIDNALLY-PROTECTED-SEQ { Type } ::= CHOICE {

unsigned Type,

signed-[0] SIGNED { Type } }

attributeValueSecurityLabelContext CONTEXT ::= {

-- attribute value

ID id-avc-attributeValueSecurityLabelContext }
SignedSecurityLabel ::= SIGNED {SEQUENCE {

attHash HASH {AttributeTypeAndValue},

issuer Name OPTIONAL, -- name of labelling authority

keyldentifier Keyldentifier OPTIONAL,

securityLabel SecurityLabel } }
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SecurityLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier OPTIONAL,
security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
security-categories SecurityCategories OPTIONAL }
(ALL EXCEPT ( {-- none, at least one component shall be present --}))

SecurityPolicyldentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {
unmarked (0),
unclassified (1),

_restricted  (2)

confidential (3),

secret (4),

top-secret (5)}

PrivagyMark ::= PrintableString (SIZE (1..ub-privacy-mark-length))
SecurityCategories ::= SET SIZE (1..MAX) OF SecurityCategory
clearance ATTRIBUTE ::= {

WITH SYNTAX Clearance

ID id-at-clearance }

Clearance ::= SEQUENCE {

policyld OBJECT IDENTIFIER,
classList ClassList DEFAULT {unclassified},
securityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL }

ClasgList ::= BIT STRING {
unmarked (0),
unclassified (1),
restricted  (2),
confidential (3),
secret (4),
topSecret (5)}

SecurityCategory ::= SEQUENCE {
type [0] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
value [1] EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECURITY-CATEGORY ::= TYPE-IDENTIFIER
SecurityCategoriesTable SECURITY-CATEGORY ::={...}

attributelntegritylnfo ATTRIBUTE ::= {
WITH SYNTAX Attributelntegritylnfo
ID id-at-attributelntegritylnfo }

AttriQutelntegritylnfo ::= SIGNED { SEQUENCE {

scope Scope, -- Identifies the attributes protected
signer SignerOPTIONAL, -- Authority or data originators name
attribsHash AttribsHash } } -- Hash value of protected attributes

Signer ::= CHOICE {
thisEntry [0] EXPLICIT ThisEntry,
thirdParty [1] Specificallyldentified }

ThisEntry ::= CHOICE {
onlyOne NULL,
specific IssuerAndSerialNumber }

IssuerAndSerialNumber ::= SEQUENCE {

issuer Name,
serial CertificateSerialNumber }
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Specificallyldentified ::= SEQUENCE {

name GeneralName,
issuer GeneralName OPTIONAL,
serial CertificateSerialNumber OPTIONAL }

( WITH COMPONENTS { ..., issuer PRESENT, serial PRESENT } |
( WITH COMPONENTS { ..., issuer ABSENT, serial ABSENT }))

Scope ::= CHOICE {
wholeEntry [0] NULL, -- Signature protects all attribute values in this entry
selectedTypes [1] SelectedTypes
-- Signature protects all attribute values of the selected attribute types
}

SeledtedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType

AttrihsHash ::= HASH { SEQUENCE SIZE (1..MAX) OF Attribute }
-- Attribute type and values with associated context values for the selected Scope

attributeValuelntegritylnfoContext CONTEXT ::= {
WITH SYNTAX AttributeValuelntegrityinfo

ID id-avc-attributeValuelntegrityinfoContext }
AttriquteValuelntegritylnfo ::= SIGNED { SEQUENCE {

signer SignerOPTIONAL, -- Authority or data originators name

aVIlHash AVIHash } } -- Hash value of protected attributé

AVIHash ::= HASH { AttributeTypeValueContexts }
-- Attribute type and value with associated context values

AttriQuteTypeValueContexts ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context OPTIONAL"}

-- Obfect identifier assignments --

-- attrjbutes --

id-at-clearance OBJECT IDENTIFIER := {id-at 55}
-- id-gt-defaultDirQop OBJECT IDENTIFIER ::= {id-at 56}
id-at-pttributelntegritylnfo OBJECT IDENTIFIER := {id-at 57}
-- id-gt-confKeylInfo OBJECT IDENTIFIER ::= {id-at 60}
-- majching rules --

-- id-mr-readerAndKeylDMatch OBJECT IDENTIFIER := {id-mr 43}
-- corftexts--

id-ave-attributeValueSecurityLabelContext OBJECT IDENTIFIER ::= {id-avc 3}
id-avg-attributeValuelntegritylnfoContext OBJECT IDENTIFIER ::= {id-avc 4}

END |-- EnhancedSecurity
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