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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal
with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.
Other international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internati

The mhain task of the joint technical committee is to prepare International Standards. Draft InternationalStal

adoptd
Stand4

Attention is drawn to the possibility that some of the elements of this part of ISO/IEC 9594 may be the subject of|
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Users
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d by the joint technical committee are circulated to national bodies for voting. Publication as_an|Intern;
ird requires approval by at least 75 % of the national bodies casting a vote.

ISO and IEC shall not be held responsible for identifying any or all such patent rights.

and implementors should note the existence of a “defect resolution” procedure in }ISO/IEC JTC 1 to identi
t errors in International Standards through the publication of Technical Corrigenda. Identical corrections arg
corresponding ITU-T Recommendations through Corrigenda and may also be-made in the form of Implem
5. Details of Technical Corrigenda to International Standards are availableon the ISO website; published Ted
enda can be obtained via the ISO webstore or from the ISO _dnd IEC national bodies. Corrigend
mentors' Guides to ITU-T Recommendations can be obtained from,the ITU-T website.

EC 9594-2 was prepared by Joint Technical Committee ISQAEC JTC 1, Information technology, Subcomny
Telecommunications and information exchange between systems, in collaboration with ITU-T. The identical
hed as ITU-T Rec. X.501.

burth edition of ISO/IEC 9594-2 constitutes a technical revision of the third edition (ISO/IEC 9594-2:1998),
visionally retained in order to support implementations based on the third edition. This edition also incor
endum 1:2002 and Corrigendum 2:2002.

EC 9594 consists of the following parts, under the general title Information technology — Open S
nnection — The Directory:

urt 1: Overview of concepts, niodéls and services
rt 2: Models
rt 3: Abstract service.definition

irt 4: Procedures\or distributed operation

irt 5: Protoeol specifications

rt 6, Selected attribute types
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— Part 8: Public-key and attribute certificate frameworks

— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory

Annexes A to H form a normative part of this part of ISO/IEC 9594. Annexes I to T are for information only.
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;
— under different managements;
—  of different levels of complexity; and

—  of different ages.

This Recommendation | International Standard provides a number of different models for tlie Directory as a framework
for the other Recommendations in the ITU-T X.500 series | parts of ISO/IEC 95945 The models are the ¢verall
(functjonal) model; the administrative authority model, generic Directory InformationModels providing Directory User
and Aldministrative User views on Directory information, generic DSA and DSAdnformation models, an Operational
Framgwork and a security model.

The generic Directory Information Models describe, for example, how infetmation about objects is grouped t¢ form
Directory entries for those objects and how that information provides names.for objects.

The generic DSA and DSA information models and the Operational Framework provide support for Directory
distribution.

This Recommendation | International Standard provides a specialization of the generic Directory Information Moglels to
support Directory Schema administration.

This fourth edition technically revises and enhances;\but does not replace, the third edition of this Recommendgation |
Interngtional Standard. Implementations may still claim conformance to the third edition. However, at some poipt, the
third gdition will not be supported (i.e. reported defects will no longer be resolved). It is recommendefl that
implementations conform to this fourth edition as soon as possible.

This fpurth edition specifies version 1and version 2 of the Directory protocols.

The first and second editions specified only version 1. Most of the services and protocols specified in this editipn are
desigrfed to function under version 1. However some enhanced services and protocols, e.g. signed errors, wjll not
functipn unless all DirectoryZentities involved in the operation have negotiated version 2. Whichever version hap been
negotifated, differences befween the services and between the protocols defined in the four editions, except for those
specifjcally assigned-toversion 2, are accommodated using the rules of extensibility defined in this edition of [TU-T
Rec. X.519 | ISO/IEE€9594-5.

Anney A, which is an integral part of this Recommendation | International Standard, summarizes the usage of ASN.1
object|identificrs in the ITU-T X.500-series Recommendations | parts of ISO/IEC 9594.

'which

Annex-Bwhich—s-an-intesral-part-of-this RecommendationHnternations
contains all of the definitions associated with the information framework.

Annex C, which is an integral part of this Recommendation | International Standard, provides the subschema
administration schema in ASN.1.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with DSA operational attribute types.

© ISO/IEC 2001 — All rights reserved ix
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Annex G, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.

Annex H, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with enhanced security.

Annex I, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex J, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.

Annex
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Annex
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Anney
of the

Anney
entry

Anney

modellling of knowledge.

Anney
name
valueq

Annex
subfilf

Annex
examy

Anney
defing

Anney
report

K, which is not an integral part of this Recommendation | International Standard, provides some examj
s aspects of Schema.

L, which is not an integral part of this Recommendation | International Standard, provides an“pvcrview
tics associated with Basic Access Control permissions.

M, which is not an integral part of this Recommendation | International Standard, provides‘an extended eX
use of Basic Access Control.

N, which is not an integral part of this Recommendation | International Standard, describes some DSA-s]
ombinations.

O, which is not an integral part of this Recommendation | International\Standard, provides a framework

P, which is not an integral part of this Recommendation | Intetnational Standard, describes criteria on wh
, and whether it can include context information.

Q, which is not an integral part of this Recomméndation | International Standard, describes the cong
ers.

R, which is not an integral part of this Recommendation | International Standard, describes recommendatio|
les on how family members can be named:

S, which is not an integral part of this Recommendation | International Standard, lists alphabetically the]
d in this Recommendation | International Standard.

T, which is not an integral'part of this Recommendation | International Standard, lists the amendments and
5 that have been incorpotated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Models

SECTION 1 — GENERAL

1

The n
for th|
Direct

The f]
functi
provid

The g
and A

This K
suppo

The o
Recon
provid

The s¢
for idg
accesy
provid

Scope

odels defined in this Recommendation | International Standard provide a conceptual and terminelogical fram
e other ITU-T X.500-series Recommendations | parts of ISO/IEC 9594 which define wyarious aspects

ory.

inctional and administrative authority models define ways in which the Direcfory” can be distributed|
bnally and administratively. Generic DSA and DSA information models and ap-Operational Framework aj
ed to support Directory distribution.

Hministrative Users. In these models, the fact that the Directory is distributed, rather than centralized, is not vj

fecommendation | International Standard provides a specialization*of the generic Directory Information Mo
't Directory Schema administration.

her ITU-T Recommendations in the X.500 series | parts @fISO/IEC 9594 make use of the concepts defined
hmendation | International Standard to define specializations of the generic information and DSA moq
e specific information, DSA and operational models;supporting particular directory capabilities (e.g. Replica

a) the service provided by the Directory is\described (in ITU-T Rec. X.511 | ISO/IEC 9594-3) in terms|
concepts of the information framework: this allows the service provided to be somewhat independ
the physical distribution of the DIB;

b) the distributed operation of the Directory is specified (in ITU-T Rec. X.518 | ISO/IEC 9594-4) s
provide that service, and therefore maintain that logical information structure, given that the DIB is
highly distributed;

performance are'specified (in ITU-T Rec. X.525 | ISO/IEC 9594-9).

curity model establishes a framework for the specification of access control mechanisms. It provides a mech
ntifying the access control scheme in effect in a particular portion of the DIT, and it defines three flexible, s
control schemes which are suitable for a wide variety of applications and styles of use. The security mod
es a framework for protecting the confidentiality and integrity of directory operations using mechanisms s

ISO

encry?ion and-digital signatures. This makes use of the framework for authentication defined in ITU-T Rec. X
/1

C-9594-8 as well as generic upper layers security tools defined in ITU-T Rec. X.830 | ISO/IEC 11586-1.

ework
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eneric Directory Information Models describe the logical structure of the"DIB from the perspective of Ditectory
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c) replication capabilities offered by the component parts of the Directory to improve overall Directory
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DSA models establish a framework for the specification of the operation of the components of the Directory.
Specifically:

a) the Directory functional model describes how the Directory is manifested as a set of one or more

components, each being a DSA;

b) the Directory distribution model describes the principals according to which the DIB entries and

entry-copies may be distributed among DSAs;

¢) the DSA information model describes the structure of the Directory user and operational information held

in a DSA,;

d) the DSA operational framework describes the means by which the definition of specific forms of

cooperation between DSAs to achieve particular objectives (e.g. shadowing) is structured.
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2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open S

stems

Interconnection — Basic Reference Model: The Basic Model.

ITU-T Recommendation X.500 (2001) | ISO/IEC 9594-1:2001, Information technology — Open S
Interconnection — The Directory: Overview of concepts, models and services.

ITU-T Recommendation X.509 (2000) | ISO/IEC 9594-8:2001, Information technology — Open S
Interconnection — The Directory: Public-key and attribute certificate frameworks.

ITU-T Recommendation X.511 (2001) | ISO/IEC 9594-3:2001, Information technology — Open S
Interconnection — The Directory: Abstract service definition.

ITU-T Recommendation X.518 (2001) | ISO/IEC 9594-4:2001, Inforniation technology — Open S
Interconnection — The Directory: Procedures for distributed operation:

ITU-T Recommendation X.519 (2001) | ISO/IEC 9594-5:2001, dnformation technology — Open S
Interconnection — The Directory: Protocol specifications.

ITU-T Recommendation X.520 (2001) | ISO/IEC 9594-6:2001, Information technology — Open S
Interconnection — The Directory: Selected attribute types.

ITU-T Recommendation X.521 (2001) | ISO/IEC,9594-7:2001, Information technology — Open S
Interconnection — The Directory: Selected object(¢lasses.

ITU-T Recommendation X.525 (2001) | ISOAEC 9594-9:2001, Information technology — Open S
Interconnection — The Directory: Replication.

ITU-T Recommendation X.530 (2004Y).| ISO/IEC 9594-10:2001, Information technology — Open S;
Interconnection — The Directory: Use of systems management for administration of the Directory.

CCITT Recommendation X.660~(1992) | ISO/IEC 9834-1:1993, Information technology — Open S|

Interconnection — Procedures for the operation of OSI Registration Authorities: General procedurey.

ITU-T RecommendationnX.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abstract
Notation One (ASN.1)"Specification of basic notation.

ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abstract
Notation One(ASN.1): Information object specification.

ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract
NotatianOne (ASN.1).: Constraint specification.

ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abstract
WNotation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.803 (1994) | ISO/IEC 10745:1995, Information technology — Open S

stems

stems

stems

stems

stems

stems

stems

stems

stems

stems

Syntax

Syntax

Syntax

Syntax

stems

Intorconpnoction Linpeor lavore cooizdts o dol
+HHEFECOHHECEHOH PP~ eFS-SEEHIH 1 0

ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Systems

Interconnection — Security frameworks for open systems: Authentication framework.

ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems

Interconnection — Security frameworks for open systems — Access control framework.

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems

Interconnection — Security frameworks for open systems — Non-repudiation framework.

ITU-T Recommendation X.830 (1995) | ISO/IEC 11586-1:1996, Information technology — Open Systems

Interconnection — Generic upper layers security: Overview, models and notation.

ITU-T Recommendation X.833 (1995) | ISO/IEC 11586-4:1996, Information technology — Open Systems

Interconnection — Generic upper layers security: Protecting transfer syntax specification.

ITU-T Rec. X.501 (02/2001 E)
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2.2 Paired Recommendations | International Standards equivalent in technical content

CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for
CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 OST Reference Model Delinitions

The fgllowing terms are defined in ITU-T Rec. X.200 | ISO/IEC 7498-1:

a) application-context;
b) application-entity;
c) application-process.
3.2 Basic directory definitions

The fgllowing terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:

a) Directory;
b) Directory Access Protocol;
c) Directory Information Base;
d) Directory Operational Binding Management Protocol,
e) Directory System Protocol;
f)  (Directory) user.
33 Distributed operation definitions

The fgllowing terms are defined in ITU-T Rec. X518 | ISO/IEC 9594-4:

a) access point;
b)  hierarchical operationalbinding;
c) name resolution;
d) non-specific hierarchical operational binding;
e) relevant hierarchical operational binding.
34 Replieation definitions

The fqllowing terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:

a)

cache-copy,

b)
<)
d)
€)
f)
g)
h)
i)
i)

consumer reference;
entry-copy,

master DSA;

primary shadowing;
replicated area;,
replication,
secondary shadowing;
shadow consumer,

shadow supplier,

ITU-T Rec. X.501 (02/2001 E) 3
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k) Shadowed DSA-Specific Entry;
1)  shadowing;

m) supplier reference.

The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of these terms is provided in Annex S for easy reference.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.

ACDF ACcess Control Decision Function
ACI Access Control Information
ACIA Access Control Inner Area
ACSA Access Control Specific Area
ADDMD Administration Directory Management Domain
ASN.1 Abstract Syntax Notation One
AVA attribute value assertion
BER (ASN.1) Basic Encoding Rules
DACD Directory Access Control Domain
DAP Directory Access Protocol
DIB Directory Information Base
DISP Directory Information Shadowing Protogol
DIT Directory Information Tree
DMD Directory Management Domain
DMO Domain Management Organization
DOP Directory Operational Binding Management Protocol
DSA Directory System Agent
DSE DSA-Specifie:Entry
DSP Directory System Protocol
DUA Directory User Agent
HOB Hierarchical Operational Binding
NHOB Non-specific Hierarchical Operational Binding
NSSR Non-Specific Subordinate Reference
PRDMD Private Directory Management Domain
RHOB Relevant Hierarchical Operational Binding (a HOB or NHOB, as appropriate)
RDN Relative Distinguished Name
SDSE Shadowed DSE
5 Conventions

With minor exceptions, this Directory Specification has been prepared according to the "Rules for presentation of ITU-T
| ISO/IEC common text" in the Guide for ITU-T and ISO/IEC JTC 1 Cooperation, October 1996.

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.501 |
ISO/IEC 9594-2. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendations | parts
of ISO/IEC 9594.

4 ITU-T Rec. X.501 (02/2001 E)
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This Directory Specification uses the term "1988 edition systems" to refer to systems conforming to the first edition of
the Directory Specifications, i.e. the 1988 edition of the series of CCITT X.500 Recommendations and the ISO/IEC
9594:1990 edition. This Directory Specification uses the term "1993 edition systems" to refer to systems conforming to
the second (1993) edition of the Directory Specifications, i.e. the 1993 edition of the series of ITU-T X.500
Recommendations and the ISO/IEC 9594:1995 edition. This Directory Specification uses the term "1997 edition
systems" to refer to systems conforming to the third edition of the Directory Specifications, i.e. the 1997 edition of the
series of ITU-T X.500 Recommendations and the ISO/IEC 9594:1998 edition. This Directory Specification uses the term
"4th edition systems" to refer to systems conforming to this fourth edition of the Directory Specifications, i.e. the 2001
editions of ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521, X.525, and X.530, the 2000 edition of ITU-T
X.509, and parts 1-10 of the ISO/IEC 9594:2001 edition.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The npmes of procedures, typically referenced when specifying the semantics of processing, are differentiated from
normd|l text by displaying them in bold Times. Access control permissions are presented in italicized Times.

ITU-T Reec. X.501 (02/2001 E) 5
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SECTION 2 — OVERVIEW OF THE DIRECTORY MODELS

6 Directory Models

6.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

6.1.1 administrative authority: An agent of the Domain Management Organization concerned with various aspects
of Directory administration. The term administrative authority (in lower case) refers to the power vested in an
Administrative Authority by the Domain Management Organization to execute policy.

6.1.2 administration directory management domain (ADDMD): A DMD which is managed by an
Administration.

NQTE — The term Administration denotes a public telecommunications administration or other organization, offering| public
telecommunications services.

6.1.3 directory administrative and operational information: Information used by the Difectory for adminisfrative
and operational purposes.

6.1.4 DIT domain: That part of the global DIT held by the DSAs forming a DMD,

6.1.5 directory management domain (DMD): A set of one or more DSAs ahd-zero or more DUAs managed by a
single|organization.

6.1.6 domain management organization: An organization that manages a DMD (and the associated DIT Donpain).
6.1.7 directory user information: Information of interest to user$.and their applications.

6.1.8 directory system agent (DSA): An OSI application praeess which is part of the Directory.

6.1.9 (directory) user: The end user of the Directory, i.e\the entity or person which accesses the Directory.

6.1.10| directory user agent (DUA): An OSI application process which represents a user in accessing the Direcfory.

NOTE — DUAs may also provide a range of local facilities to assist users compose queries and interpret the responses.

6.1.11| private directory management demain (PRDMD): A DMD which is managed by an organization oth¢r than
an Administration.

6.2 The Directory and its-Users

The Directory is a repository.of information. This repository is known as the Directory Information Base {DIB).
Directory services provided\te‘users are concerned with various kinds of access to this information.

The sdrvices provided)by’the Directory are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3.

A Dirpctory usef (g.g. a person or an application-process) obtains Directory services by accessing the Directory| More
precisgly, a Directory User Agent (DUA) actually accesses the Directory and interacts with it to obtain the service on
behalff of 4 particular user. The Directory provides one or more access points at which such accesses can take|place.
These|congepts are illustrated in Figure 1.

A DUA is manifested as an application-process. In any instance of communication, each DUA represents precisely one
directory user.

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAs),
each of which provides one or more of the access points. For a more detailed description of DSAs, see 21.2.

NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). This is transparent to the Directory.

NOTE 2 — The DUA functions and a DSA can be within the same open system, and it is an implementation choice whether to
make one or more DUASs visible within the OSI Environment as application-entities.

NOTE 3 — A DUA may exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, a DUA which represents a human directory user may provide a range of local facilities to assist its user to compose
queries and interpret the responses.
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Figure 1 — Access to the Directory

Directory and DSA Information Models

Generic Models

ory information may be classified as either:

— user information, placed in the Directory by, or on behalf of, users; and subsequently administered
on behalf of, users. Section 3 provides a model of this information; or

—  administrative and operational information, held by the”Difectory to meet various administratiy
operational requirements. Section 5 provides a model of this information. Also provided in Section
specification of the relationship between the user, adntinistrative and operational information model

by, or

e and
Sisa

D.

models, presenting views of the DIB from different{perspectives, are referred to as the generic Difectory

hation Models.

ory information models describe how the Directory as a whole represents information. The composition
ory as a set of potentially cooperating DSAs: is) abstracted from the model. The DSA information model,
hand, is especially concerned with DSAs afd the information that must be held by DSAs in order that the
comprising the Directory may together.redlize the Directory information model. The DSA Information M
ed in clauses 22 through 23.

SA information model is a gen8ric'model describing the information held by DSAs and the relationship bg

this infformation and the DIB and DIT.

Some
servic
the Di
that ey
descri

6.3.2
Subse

but not all, of the information represented by the DSA information model is accessible via the Directory a
e. Therefore, administration of all of the information described in these Directory Specifications is not possi
rectory abstract service. It is envisioned that administration of DSA information will initially be a local matt]

of the
bn the
set of
del is

tween

bstract
ble via
er, but

rentually some geéneric system management service will be employed to provide access to all of the inforfation

bed in the DSA-information model.

Specific Information Models

ient ‘to the development of generic models for the Directory as a whole and for its components, sj

becific

infort

atrom modetsare Tequired for-the starmdardization of particutar aspects of theoperation of the Directory

components.

The generic Directory Information Models establish a framework for the following specific information models:

— an access control information model;
—  asubschema information model,;

—  acollective attribute information model.

nd its

The generic DSA Information Model in turn establishes a framework for the following specific information models:

— amodel for a DSA's distribution knowledge;

— amodel for a DSA's replication knowledge.
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6.4 Directory Administrative Authority Model

A Directory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAs managed by a single
organization.

That part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a one to one
correspondence between DMDs and DIT Domains. The term DMD is used when referring to the management of the
functional components of the Directory. The term DIT Domain is used when referring to the management of Directory
Information. Two important points regarding this terminology are:

— A DIT Domain consists of one or more disjoint subtrees of the DIT (see 11.5). A DIT Domain shall not
contain the root of the global DIT.

—  The term DMD may also be used as a general term when both aspects of management are condidered
together.

An organization that manages a DMD (and the associated DIT Domain) is referred to as a Domajn."Management
Organtization (DMO).

NAOTE 1 — A DMO may be an Administration (i.e. a public telecommunications administration or ethér organization dffering
public telecommunications services) in which case the managed DMD is said to be an AdminiStration DMD (ADPMD);
otlferwise, it is a Private DMD (PRDMD). It should be recognized that the provision of support fer private directory systpms by
ITU-T members falls within the framework of national regulations. Thus, the technical possibilitie§ described may or may| not be
offered by an Administration which provides directory services. The internal operation and’configuration of private DMD#§ is not
within the scope of envisaged Directory Specifications.

Figurq 2 illustrates the relationship between a DMO, DMD and DIT Domain.

[ Domain Management Organization j
| |

Manages Manages

I !

DIT Domain

DMD

A
A 4

[

TISO3230-94

Figure 2 — Directory Management

Management of a DUA by a DMO implies an ongoing responsibility for service to that DUA, e.g. maintenance, or in
some cases ownership, by the DMO. The DMO may or may not elect to make use of the Directory Specifications to
govern any interactions among DUAs and DSAs which are wholly within the DMD.

An agent of a DMO concerned with various aspects of Directory administration is referred to as an Administrative

Authority. The term administrative authority (in lower case) refers to the power vested in an Administrative Authority by
a DMO to execute policy.

NOTE 2 — A Directory Administrative Authority Model is specified in Section 4.

A DMD may be assigned an object identifier (a DMD-id) for convenience in reference, for example in search-rules.

8 ITU-T Rec. X.501 (02/2001 E)


https://standardsiso.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

SECTION 3 — MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base

7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

7.1.1 alias entry: An entry of the class "alias" containing information used to provide an alternative name for an
object or alias entry.

7.1.2 ancestor: The entry at the root of the hierarchy of family members that comprise a compound entry.

7.1.3 compound entry: A representation of an object in terms of family members that are hierarchically orghnized
into ofe or more families of entries.

7.1.4 derived entry: Entry information in a search result containing attribute values obtained by performing|a join
on datp that originated from more than one directory entry.

7.1.5 direct superclass: Relative to a subclass — an object class from which the subclass is diréstly derived.

7.1.6 directory information base (DIB): The complete set of information to which the Directory provides dccess,
and whhich includes all of the pieces of information which can be read or manipulatedising the operations |of the
Directory.

7.1.7 directory information tree (DIT): The DIB considered as a tree, whase'wertices (other than the root) gre the
Directory entries.

NQTE — The term DIT is used instead of DIB only in contexts where the tree structure of the information is relevant.
7.1.8 (directory) entry: A named collection of information within.thé DIB. The DIB is composed of entries.

7.1.9 family: A hierarchical subset of family member entries thatrepresents a particular class of information wjithin a
compgund entry. The root of each family within a compound. entry is the ancestor, but apart from the shared angestor,
familips do not share common members. A family is distinguished from other families within a compound entry by
having a common class (structural object class) for each family member that is immediately subordinate to the ancgstor.

7.1.10¢  family member: A member of a hierarchical collection of entries that comprise a compound entry.

7.1.11 immediate superior (noun): Relative t¢.a particular entry or object (it shall be clear from the context which is
intended), the immediately superior entry or objeet.

7.1.12] immediately superior entry: Relafive to a particular entry — an entry which is at the initial vertex of anfarc in
the DIT whose final vertex is that of the particular entry.

7.1.13] immediately superior 6bject: Relative to a particular object — an object whose object entry is the immediate
superipr of any of the entries (pbject or alias) for the second object.

7.1.14  object (of interest)” Anything in some 'world', generally the world of telecommunications and inforIlation
procegsing or some partthereof, which is identifiable (can be named), and which it is of interest to hold informatiof on in
the DIB.

7.1.15 objecticlass: An identified family of objects (or conceivable objects) which share certain characteristics.

7.1.16 object entry: An entry which is the primary collection of information in the DIB about an object, and [which
can thprefore be said to represent that object in the DIB.

7.1.17  related entries: A set of (directory) entries, each of which can be identified as holding information in the DIB
about a particular real-world object of interest. Different entries in the set may contain different types of information
about the real-world object, and may even contain conflicting information.

NOTE 1 — The value of information within a set of related entries depends on the reliability of the identification of each entry with
the real-world.

NOTE 2 — It is possible, but not necessary, for related entries to exist in disjoint views of the directory and to have identical
distinguished names. Similarly, it is possible for non-related entries to have identical distinguished names; however, it is
recommended that identical distinguished names be used only for related entries.

7.1.18 subclass: Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share all the characteristics of the superclasses and additional characteristics possessed by none
of the members of those superclasses.

7.1.19  subordinate: The converse of superior.

ITU-T Rec. X.501 (02/2001 E) 9
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7.1.20  superclass: Relative to a subclass — a direct superclass, or superclass to an object class that is a direct
superclass (recursively).

7.1.21  superior: (Applying to entry or object) immediately superior, or superior to one which is immediately superior
(recursively).

7.2 Objects

The purpose of the Directory is to hold, and provide access to, information about objects of interest (objects) which exist
in some 'world'. An object can be anything in that world which is identifiable (can be named).
NOTE 1 — The 'world' is generally that of telecommunications and information processing or some part thereof.

NOTE 2 — The objects known to the Directory may not correspond exactly with the set of 'real' things in the world. For example, a
real-world person may be regarded as two different objects, a business person and a residential person, as far as the Directory is
comicerned. The mapping 1s not defined 1n this Directory Specification, but 1s a matter for the users and providers of the, Directory
in the context of their applications.

An ofjject class is an identified family of objects, or conceivable objects, which share certain characteristics. |Every
object|belongs to at least one class. An object class may be a subclass of other object classes, in which case the mgmbers
of the|former class, the subclass, are also considered to be members of the latter classes, the superclasses. There may be
subclgsses of subclasses, etc., to an arbitrary depth.

7.3 Directory Entries
The DIIB is composed of (Directory) entries. An entry is a named collection of information.

Therelare four kinds of entries:

—  Object entries: Representing the primary collection of infornfation in the DIB about a particular pbject.
For any particular object, there is precisely one object enfry) or compound entry (see 8.10). The |object
entry is said to represent the object. An object entry™i§ either a single entry or a compound| entry
comprising an aggregate of entries together representing\the object

—  Alias entries: Used to provide alternative names for object entries (possibly the ancestor of a compound
entry, but not child family members).

—  Subentries: Representing a collection of-information in the DIB used to meet administratie and
operational requirements of the Directoryy ‘Subentries are discussed in Section 5.

—  Family members: Special entries that'are components of a compound entry. The ancestor of a compound
entry is also a family member.

A usef view of the structure of directory entties'is depicted in Figure 3 and described in 8.2.
Each ¢ntry contains an indication of the Object classes, and their superclasses, to which the entry belongs.

Some|object entries are specially” designated for the purpose of Directory administration. These entries are fermed
adminiistrative entries. The Direetory user is not normally aware of this, and views these entries in the same way a$ other
object/entries.

7.4 The Directory Information Tree (DIT)

In order to satisfy~réquirements for the distribution and management of a very large DIB, and to ensure that entries can
be ungmbigueusly named and rapidly found, a flat structure is not likely to be feasible. Accordingly, the hierafchical
relatignship ‘commonly found among objects (e.g. a person works for a department, which belongs to an organifation,
which| is>headquartered in a country) can be exploited, by the arrangement of the entries into a tree, known [as the
DirectorsnformationtreeDBHH)

Cac=—c=wo

NOTE - An introduction to the concepts and terminology of tree structures can be found in Annex 1.

The component parts of the DIT have the following interpretations:

a) the vertices are the entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are
always leaf vertices. The root is not an entry as such, but can, where convenient to do so [e.g. in the
definitions of b) and c¢) below], be viewed as a null object entry [see d) below];

b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);
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c) the object represented by an entry is, or is closely associated with, the naming authority (see clause 8) for
its subordinates;

d) the root represents the highest level of naming authority for the DIB.

A superior/subordinate relationship between objects can be derived from that between object entries. An object is an
immediately superior object (immediate superior) of another object if and only if the object entry for the first object is
the immediate superior of any of the object entries for the second object. The terms immediately subordinate object,
immediate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted superior/subordinate relationships among objects are governed by the DIT structure definitions (see 13.7).

The Directory maintains, in addition to information concerning Directory entries, additional information regarding
collections of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not a true
tree stfucture). See clause 12.

8 Directory Entries

8.1 Definitions

For thg purposes of this Directory Specification, the following definitions apply:

8.1.1 attribute: Information of a particular type. Entries are composed of attributes.
8.1.2 user attribute: An attribute representing user information.
8.1.3 attribute hierarchy: The aspect of an attribute that permits a user attribute type to be derived from g more

generic user attribute type. The relationship of the two attribute type definitions (which mandates certain behaviour of
attribytes corresponding to these attribute types) is thus hierarchical.

8.14 attribute subtype (subtype): An attribute type A is related to another attribute type B by the fact that either A
has bden derived from B, in which case A is a direct subtype 6f'B, or A has been derived from an attribute type which is
a subtype of B, in which case A is an indirect subtype of B.

8.1.5 attribute supertype (supertype): An attribute type B is related to another attribute type A by the fapt that
either|A has been derived from B, in which case Buis'a direct supertype of A, or A has been derived from an atjribute
type which is a subtype of B, in which case B is anindirect supertype of A.

8.1.6 attribute type: That component of.ah attribute which indicates the class of information given by that attrjbute.
8.1.7 attribute value: A particulafinstance of the class of information indicated by an attribute type.
8.1.8 attribute value assertion: A proposition, which may be true, false, or undefined, according to the sp¢cified

matchfng rules for the type, concerning the presence in an entry of an attribute value of a particular type.

8.1.9 auxiliary objeét elass: An object class which is descriptive of entries or classes of entries and is not uged for
the structural specification of the DIT.

8.1.10| collectivelattribute: A user attribute whose values are the same for each member of an entry collection.

8.1.11] comtext: A property that can be associated with a user attribute value to specify information that can be ysed to
deternmiiné the applicability of the value.

8.1.12  context assertion: A proposition, which may be true or false, regarding a context type and particular context
values for that type, that determines the applicability of an attribute value.

8.1.13  context type: That component of a context which indicates its type or purpose.
8.1.14  context list: The set of contexts associated with an attribute value.
8.1.15  context value: A particular instance of the property indicated by a context type.

8.1.16  derived attribute: An attribute whose value or values is computed in whole or in part rather than directly
stored.

8.1.17  derived object class value: A value of an object class whose presence is not administered by a user but is
computed. Derived object class values are categorized as abstract.

ITU-T Reec. X.501 (02/2001 E) 11
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8.1.18 direct attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of their attribute type.

8.1.19  distinguished value: An attribute value in an entry which may appear in the relative distinguished name of the
entry.

8.1.20  entry collection: A collection of entries belonging to an explicitly specified subtree or subtree refinement of
the DIT.

8.1.21 indirect attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of a supertype of their attribute type.

8.1.22  matching rule: A rule, forming part of the Directory Schema, which allows entries to be selected by making a
particular statement (a matching rule assertion) concerning their attribute values.

8.1.23] matching rule assertion: A proposition, which may be true, false or undefined, concerning the presehc¢ in an
entry ¢f attribute values meeting the criteria defined by the matching rule.

8.1.24  operational attribute: An attribute representing operational and/or administrative information:
8.1.25 structural object class: An object class used for the structural specification of the DIT.

8.1.2  structural object class of an entry: With respect to a particular entry, the single struetural object class ysed to
determine the DIT Content Rule and DIT Structure Rule applying to the entry. This object) class is indicated py the
structuralObjectClass operational attribute. This object class is the most subordinatéobject class of the pntry's
structyral object class superclass chain.

8.2 Overall Structure

As depicted in Figure 3, an entry consists of a set of attributes.

ENTRY
’ Attribute ‘ | Attribute | X [ Attribute ‘
ATTRIBUTE
One or mere per entry
ATTRIBUTE
Attribute Attribute
Type Value(s)
ATTRIBUTE VALUE(s)
One or more per attribute
i Distinguished Attribute | - - Attribute
i Attribute Value Value
: 1
I V aue ______ Context(s) Context(s)
Context(s)
CONTEXT(s)
zero, one or more per attribute value

CONTEXT LIST

’ Context ‘ Context |

Context Context Fallback
Con

Type

TISO9450-02

Figure 3 — Structure of an entry
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Each attribute provides a piece of information about, or describes a particular characteristic of, the object to which the
entry corresponds.

NOTE 1 — Examples of attributes which might be present in an entry include naming information such as the object's personal
name, and addressing information, such as its telephone number.

An attribute consists of an attribute type, which identifies the class of information given by an attribute, and the
corresponding attribute values, which are the particular instances of that class appearing in the entry. A user attribute
value may have zero, one, or more contexts associated with it in its context list. Operational attribute values shall not
have contexts.

NOTE 2 — Attribute types, attribute values, and contexts are described in 8.4, 8.5 and 8.7 respectively. Operational attributes are
described in clause 12.

Attribpte—=—SEQUENGE
type ATTRIBUTE.&id ({ SupportedAttributes }),
values SET SIZE (0..MAX) OF ATTRIBUTE.&TYPE ({SupportedAttributes}{@type}),
valuesWithContext SET SIZE (1..MAX) OF SEQUENCE {
value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

An atfribute may be designated as single-valued or multi-valued. The Directory shall ensute that single-valued attfibutes
have gnly a single value. This value may have a context list to associate properties with\the attribute value. Attribpites in
storagp shall have at least one value, but may at times appear to have zero values¢when transferred to or from gtorage
(e.g. Because values are hidden by access control).

8.3 Object Classes

Object classes are used in the Directory for a number of purposes:

— describing and categorizing objects and the entriescthat correspond to these objects;

—  where appropriate, controlling the operation of the Directory;

—  regulating, in conjunction with DIT structure'rule specifications, the position of entries in the DIT;
—  regulating, in conjunction with DIT eontent rule specifications, the attributes that are contained in erftries;

— identifying classes of entry that;'are to be associated with a particular policy by the appropriate
administrative authority.

Some |object classes will be internatienally standardized. Others will be defined by national administrative authorities
and/o1l private organizations. This_itnplies that a number of separate authorities will be responsible for defining |object
classep and unambiguously identifying them. This is accomplished by identifying each object class with an |object
identifier when the object class$ is defined. A notation for this purpose is provided in 13.3.3.

NOTE — An administrative,'duthority may use object classes other than the useful object classes defined and registered in the
Difectory Specifications.~An administrative authority may itself specify and register object classes, for example to supglement
thdse defined in the'Diréctory Specifications

An object classqa)subclass) may be derived from an object class (its direct superclass) which is itself derived from an
even 1pnore gefieric object class. For structural object classes, this process stops at the most generic object class, tgp. An
orderdd sef of superclasses up to the most superior object class of an object class is its superclass chain.

A M ol L. d 3 d_£ + s % 1 L 1 4 vy £ 41 1
no LT CTASS—IIdy - OC—UCITvV OO T O Cvww U~ UT- THOTCUUITCC T S U PCTCTAS ST~ O U PUITTASSTS IO T pdlit OT T Samo—Sup rclass

chain). This feature of subclassing is termed multiple inheritance.

The specification of an entry's or family member's object class identifies whether an attribute is mandatory or optional,
this specification also applies to its subclasses. The subclass may be said to inkerit the mandatory and optional attribute
specification of its superclass. The specification of a subclass may indicate that an optional attribute of the superclass is
mandatory in the subclass.

There are three kinds of object class:
—  Abstract Object Classes;
—  Structural Object Classes; and

— Auxiliary Object Classes.
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Each object class is of precisely one of these kinds, and remains of this kind in whatever situation it is encou
within the Directory. The definition of each object class shall specify what kind of object that it is.

All entries shall be a member of the object class top and at least one other object class.

8.3.1 Abstract Object Classes

ntered

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such

object classes. An entry shall not belong only to abstract object classes.
top is an abstract object class used as a superclass of all structural object classes.

In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is,
presexlce is computed or inferred by the Directory. For example, the parent object class value for a particular entry
compyted or inferred from the presence of a family member, of auxiliary object class child, immediately subofdina
the enfry.

8.3.2 Structural Object Classes

An olHject class defined for use in the structural specification of the DIT is termed a structural object class. Stry
object|classes are used in the definition of the structure of the names of the objects for compliant entries.

An object or alias entry is characterized by precisely one structural object class superclass chain which has a
structyral object class as the most subordinate object class. This structural object'class is referred to as the stry
object|class of the entry.

Structpiral object classes are related to associated entries:

— an entry conforming to a structural object class shall wepresent the real-world object constrained
object class;

—  DIT structure rules only refer to structural object classes; the structural object class of an entry is
specify the position of the entry in the DIT;

— the structural object class of an entry is-used, along with an associated DIT content rule, to cont
content of an entry.

The structural object class of an entry shall notbe’changed.

833 Auxiliary Object Classes

ific applications using the Directory will frequently find it useful to specify an auxiliary object class which 1
the construction of entries of several types. For example, message handling systems make use of the au
HS User (see ITU-T Rec. X.402 | ISO/IEC 10021-2) to specify a package of mandatory and optional m

In cerfain envirormmeénts, there is a need to be able to add to or remove from the list of attributes permitted in an ent|
particilar, perhaps standardized, class (or classes).

This fequirement may be met by the definition and use of an auxiliary object class having semantics, know
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This requirement may also be met using the facilities of DIT content rule definitions to dynamically (i.e. without

registration) allow the addition or exclusion of attributes from entries at particular points in the DIT (see 13.3.3).

Auxiliary object classes are descriptive of entries or classes of entries.

Therefore, besides being a member of the structural object class, an entry may be optionally a member of one or more

auxiliary object classes.

An entry's auxiliary object classes may change over time.

NOTE — The unregistered object class facility, available in the 1988 edition of these Directory Specifications to support the

requirements discussed in this clause, is now deprecated in favour of the use of DIT content rules.
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8.3.4 Object Class Definition and the 1988 Edition of this Directory Specification

Object classes defined using the terminology of the 1988 edition of this Directory Specification will not be classified as
one of structural, auxiliary or abstract.

Alias object classes specified using the terminology of the 1988 edition of this Directory Specification may be
considered to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema
accordingly.

8.4 Attribute Types

Some attribute types will be internationally standardized. Other attribute types will be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for defining
types [and unambiguously identifying them. This is accomplished by identifying each attribute type with an [object
identifier when the type is defined. Using the notation of the ATTRIBUTE information object class defined in.13.4.7, an
attribyte type is defined as:

AttribputeType ::= ATTRIBUTE.&id

All atfributes in an entry shall be of distinct attribute types.

Certaip attributes may not be stored and accessible in entries, but are intended to Be carried in operations to donvey
infornpation, e.g. diagnostics information, that conveniently can be expressed as”attributes. Other attributes, |called
contrdl attributes, may as part of their definition specify a special procedure to be executed based on the informafion in
the atfribute. A control attribute may be specified in an operation, placed in gntries, etc. See 6.5.3 of ITU-T Rec. X.520 |
ISO/TEC 9594-6 for an example.

There(are a number of attribute types which the Directory knows about:and uses for its own purposes. They includg:

a) objectClass — An attribute of this type appears-in‘every entry, and indicates the object class¢s and
superclasses to which the object belongs.

b) aliasedEntryName — An attribute of this typeiappears in every alias entry, and holds the name (see B.5) of
the entry which the alias entry references.

These|attributes are defined in 13.4.7.

The types of user attributes which shall or~which may appear within an object or alias entry are governed by rules
applying to the indicated object classes as well as by the DIT content rule for that entry (see 13.8). The types of attributes
which|may appear in a subentry are goxverned by the rules of the system schema.

Some |Directory entries may contain special attributes not normally visible to the Directory User. These attribufes are
called| operational attributes and are used to meet the administrative and operational requirements of the Dirgctory.
Operational attributes are diseussed in more detail in Section 5.

8.5 Attribute Values

Defining an attribute also involves specifying the syntax, and hence data type, to which every value in such attfibutes
shall ¢onform.>Using the notation of the ATTRIBUTE information object class defined in 13.4.7, an attribute value is
defined as:

AttributeValue ::= ATTRIBUTE.&Type

An attribute value may be designated as a distinguished value, in which case the attribute value can form part of the
relative distinguished name of the entry (see 9.3). It is possible to have multiple distinguished values differentiated by
context, as described in 9.3.

8.6 Attribute Type Hierarchies
When defining an attribute type, the characteristics of some more generic attribute type may optionally be employed as

the basis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supertype,
from which it is derived.
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Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allowing the value
components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to the
attribute) or by the identifier of a more generic attribute type identifier (an indirect reference).

Semantically related attributes may be placed in a hierarchical relationship, the more specialized being placed
subordinate to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting the
more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for the
quoted type; a context assertion specified for the more generalized attribute type is also applied to the more specialized

type.

Where subordinate specialized types are selected to be returned as part of a search result these types shall be returned if
available. Where the more general types are selected to be returned as part of a search result both the general and the
specialized types shall be returned, if available. An attribute value shall always be returned as a value of its own attribute

type.

For an entry to contain a value of an attribute type belonging to an attribute hierarchy, that type shall 'be explicitly
includeed either in the definition of an object class to which the entry belongs, or because the DIT content'rule applicable
to tha{ entry permits it.

All of the attribute types in an attribute hierarchy are treated as distinct and unrelated typ€s for the purppse of
adminiistration of the entry and for user modification of entry content.

An attribute value stored in a Directory object or alias entry is of precisely one attribute type. The type is indicated when
the vajue is originally added to the entry.

8.7 Contexts

The information model may be refined by associating with attribute values properties called contexts. Associatefd with
any uger attribute value may be a list of contexts which provide additional information that can be used to determine the
applicpbility of the attribute value.

NOTE 1 — For example, contexts can be used to associate a partichlar language, time, or locale with an attribute value.

Each ¢ontext consists of a type field, a value field whose syntax is determined by the type, and a fallback flag. Using the
notatipn of the CONTEXT information object class defined in 13.9, a Context is defined as:

Context ::= SEQUENCE {

contextType CONTEXT.&id ({SupportedContexts}),

contextValues  SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }

contektType is an OBJECT\IDENTIFIER, and is specified using the CONTEXT information object class defined
in 13.9. It specifies the particular property represented by the Context.

contektValues is th¢ sét of one or more values of the property specified by contextType that are associated with the
particyilar attribute Value.

fallbagck is used to designate one or more attribute values for specific behaviour in relation to a context type. In addition
to haying“any specific contextValues of that context type associated with it, an attribute value for which falljack is
TRUE|fof a given contextType is:

—  considered as being associated with any value of the given contextType for which no other values of the
same attribute are otherwise associated. Thus a context assertion of this context type that fails to match
any values of the attribute based on the rules for matching contextValues shall match with any attribute
value for which fallback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shall yield
those values with fallback set to TRUE if none of the attribute values is otherwise associated with the chosen
language.

—  considered as a value to preserve during an operation which resets attribute values for a given attribute
type. A Modify (reset value) removes all values of a chosen attribute type which have an associated
context for which the fallback is set FALSE.

NOTE 3 — Modify (reset value) is further described in 11.3.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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An attribute value without contexts, or one whose context list does not contain a context of a specific type, is considered
to be applicable under all context values of that specific type.

NOTE 4 — For example, a selection based on the French context value of a language context shall select an attribute value that
does not have any language context specifically associated with it (as well as those attribute values having the French language
context associated with them specifically).

All contexts in an attribute value's context list shall be of distinct context types.

Context information associated with attribute values may be retrieved along with the attribute values (e.g. to differentiate
between those attribute values). A user of the Directory may also make use of contexts to refine selection and retrieval of
information during Directory operations.

8.8

Matching Rules

8.8.1

Of pal
assert]

A mat]

The n
match
the pr

An attribute value or matching rule assertion is evaluated based on the matching rule‘associated with the assertion.

A mat

Sometimes there will be a one to one correspondence between a matching rule and the types of matches supportd

examy
entry.

Somefimes there will be a many.to many correspondence between a rule and the types of matches supporte

examy]
equal

8.8.2

An atfribute value/assertion (AVA) is a proposition, which may be true, false, or undefined, according to the sp
ing rulesfor the type, concerning the presence in an entry of an attribute value of a particular type. It involyes an

match|
attriby

Overview

Famount importance to the Directory is the ability to be able to select a set of entries from the  DIB ba
ons concerning attribute values held by these entries.

ching rule allows entries to be selected by making a particular assertion concerning their attribute values.

ost primitive type of assertion is the attribute value assertion. More complex assertions may be supported
ing rule assertions. A matching rule assertion is a proposition, which may be true,false or undefined, cong
bsence in an entry of attribute values meeting the criteria defined by the matching rule.

ching rule is defined through the specification of:

the range of attribute syntaxes supported by the rule;
— the specific types of matches supported by the rule;

the syntax required to express an assertion of each'specific type of match;

rules for deriving a value of the assertion syntax from a value of the attribute syntax, if required.

NOTE — No restrictions are placed on the.matching rules that may be defined to support a particular appl
However, rules defined to support one particular application may not be widely supported by DUAs and
Wherever possible, the matching rules defined in ITU-T Rec. X.520 | ISO/IEC 9594-6 should be 1
preference to the specification of fiew ones.

le, the Directory Abstract Servicg.supports a presence matching rule to detect the presence of an attributd

le, the Directory Abstract’Service supports a generic ordering rule allowing greater than or equal and less
types of matches.

Attribute Value Assertions

tetype, an asserted attribute value, and optionally an assertion about contexts associated with the attribute v

ed on

using
erning

cation.
DSAs.
sed in

d. For
in an

d. For
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lue:

AttributeValueAssertion ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{@type}),
assertedContexts CHOICE {

allContexts [0] NULL,

selectedContexts [11 SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }

ContextAssertion ::= SEQUENCE {

contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF
CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

ITU-T Rec. X.501 (02/2001 E)

17


https://standardsiso.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

The syntax of the assertion component of an AVA is determined by the equality matching rule defined for the attribute
type, and may be different from the syntax of the attribute itself.

8.8.2.1 Evaluation of an AVA

An AVA is:

a) undefined, if any of the following holds:
1) the attribute type is unknown;
2) the attribute type has no equality matching rule;

3) the value does not conform to the data type indicated by the syntax of the assertion of the attribute's

equality matching rule;

8.8.2.]

NOTE — 2) and 3) normally indicate a faulty AVA; 1) however, may occur as a local situation (e.g. alpaj
DSA has not been configured with support for that particular attribute type).

value contains a context that matches the assertedContexts as described in 8.8.2.2;

c) false, otherwise.

Use of assertedContexts or context assertion defaults

ticular

b) true, if the entry contains an attribute of that type, and the attribute contains a value of that value, and the

The irLclusion of assertedContexts within an AttributeValueAssertion is optional. If assertedContexts is sperified,

then t
as def]

If assprtedContexts is not provided within an AttributeValueAssertion, theéw a default context assertion may be a

in the
defing
that sf
DSA.

8.8.2

assertedContexts is true if:

.3 Evaluation of assertedContexts

¢ assertion shall be evaluated only against those values of the attribute for which the assertedContexts i
ned in 8.8.2.3.

same manner; that is, the assertion shall be evaluated only agaifist)those values of the attribute for wh

ecified for the operation as a whole, that available within subentries in the DIT, and that available locally
They are applied as follows:

the given attribute type which has been® supplied for the operation as a whole, as p
operationContexts as described in 7.3 of ITFU-T Rec. X.511 | ISO/IEC 9594-3, shall be applied.

2) If the user has not provided assertedContexts for the AVA and there is no context assertion for thd
attribute type which has been supplied for the operation as a whole, then the default context assert
described in 14.7.

3) Ifthere is no context assettion through steps 1) and 2) above, the DSA may apply a locally-defined
context assertion for thé given attribute type. Such a default shall typically reflect local parameters
as the language or lecation of the place of deployment of the DSA, or the current time of day, but 1
tailored differently by the DSA for each DUA to which it responds.

4) If no contéxtyassertion is available from any of these sources, then the assertion shall be evaluated 3
all valugs of the attribute.

a) allContexts is specified (this permits a context assertion to override any default context assertid

S true,

pplied
ch, as

d in 8.8.2.3, the default context assertion is true. There are three potential sources for a default context assprtion:

in the

1) If assertedContexts is not provided within an‘\AttributeValueAssertion, then any context assertion for

art  of

given
on for

the given attribute type in the-¢ontext assertion subentries (if any) controlling the entry shall be appliied, as

lefault
, such
hay be

gainst

n that

might otherwise be applied 1t assertedContexts were omitted from the AttributeValueAssertion); or

b) each ContextAssertion in selectedContexts is true as described in 8.8.2.4.

assertedContexts is false otherwise.

8.8.2.4 Evaluation of a ContextAssertion

A ContextAssertion is true for a particular attribute value if:

18

a) the attribute value has a context of the same contextType of the ContextAssertion and any of the

stored

contextValues of that context matches with any of the asserted contextValues according to the definition

of how a match is determined for that contextType; or

b) the attribute value contains no contexts of the asserted contextType; or
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c) none of the other attribute values for the attribute satisfies the ContextAssertion according to 1) or 2)

in 8.8.2.2 above, but the attribute value does contain a context of the asserted contextType wi
fallback set to TRUE.

A ContextAssertion is false otherwise.

8.8.3

Attribute Type Assertions

th the

An attribute type assertion is a proposition, which may be true, false, or undefined, according to the associated contexts.

AttributeTypeAssertion ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
assertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL }
8.8.3.]1 [Evaluation of an attribute type assertion

An attribute type assertion is:

8.8.3.]

The in
assert

If assprtedContexts is not provided within an AttributeTypeAssertion, then a default context assertion may be a

in the
rules ¢

8.84

A numpber of categories of related matching rules, whose semantics are generally understood and applicable to va

many

Syntaj
Direct

a) undefined, if the attribute type is unknown or if the attribute is not present in the entry;

contain a context that matches the assertedContexts as described in 8.8.3.2;

¢) FALSE, otherwise.

Use of assertedContexts or context assertion defaults

clusion of assertedContexts within an AttributeTypeAssertion is optional. If assertedContexts is specifi
edContexts shall be true for at least one attribute value accordingfo the rules defined in 8.8.2.4.

same manner; that is, the default context assertion shall be, true for at least one attribute value according
lefined in 8.8.2.4. The potential sources for a default contéxt assertion are as specified in 8.8.2.2.

Built-in Matching Rule Assertions

different types of attributes, are understood\by the Directory:
—  present;

—  equality;

—  substrings;

—  ordering;

—  approximate'match.

x for asserting certain types of matches associated with these categories of matching rules has been built i
ory AbstractiService:

— <apresent syntax for the present rule;

£ ' an equality syntax for equality rules;

b) TRUE, if the entry contains an attribute of that type, and the attribute contains one or more valugs that

bd, the

pplied
to the

ues of

1to the

———greaterOrEqualandlessOrEqualsyntaxesforordertrefiles——M8M8M
— initial, any and final syntaxes for substrings rules;

—  an approximateMatch syntax for approximate matching rules.

The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of a
particular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning these
attributes are undefined.

The approximateMatch syntax supports an approximate matching rule whose definition is a local matter to a DSA.

ITU-T Rec. X.501 (02/2001 E)
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8.8.5 Matching Rule Requirements

In order for the Directory to behave in a consistent and well-defined manner, it is necessary that certain restrictions be
placed upon the matching rules that shall be used in conjunction with the syntax that has been built into the Directory
Abstract Service.

For an equality matching rule in which the syntax of the assertion is different from the attribute syntax to which the
matching rule applies, rules for deriving a value of the syntax of the assertion from a value of the attribute syntax shall be
supplied.

Equality matching rules for attributes used for naming shall be transitive, commutative and have an assertion syntax
identical to the attribute syntax.

atches a

A transiti g ruleis chara zed b
third yalue c; then value a matches value ¢ using the rule.

A conpmutative matching rule is characterized by the fact that if a value a matches a value b then that value’b mlatches
the vglue a. The attribute presentationAddress is an example of an attribute supporting an attribute, syntax whose
matchjng rule is not commutative.

With fespect to a specific attribute type, the equality and ordering rules (if both present) shall always be related in gt least
the fo]lowing respect: two values are equal using the equality relation if and only if they, are equal using the ordering
relatign. In addition, the ordering relation shall be well-ordered; that is, for all x, y and Zfor which x precedes y|and y
precedes z according to the relation, then x precedes z.

NQTE - These requirements imply that when ordering is defined, it also defines equality:

With fespect to a specific attribute type, the equality and substrings rule (if’both present) shall always be relategl in at
least the following respect: for all x and y that match according to the €quality relation, then for all values z jof the
substrjng relation, the result of evaluating the assertion against the valde’x"equals the result of evaluating the asgertion
againgt the value y. That is, two values that are indistinguishable using the equality relation are also indistinguishable
using the substrings relation.

8.8.6 Object Identifier and Distinguished Name equality-matching rules

There|are a number of equality matching rules used to’évaluate attribute value assertions which the Directory knows
about pnd uses for its own purposes. They include:

—  objectldentifierMatch: This rule istused to match attributes with Objectldentifier syntax.

— distinguishedNameMatch: This rule is used to match attributes with DistinguishedName syntax.

8.9 Entry Collections

8.9.1 Overview

A collection of object andjalias entries may have certain common characteristics (e.g. certain attributes that have the
same [value for each~entry of the collection) because of some common characteristic or shared relationship [of the
corresponding objeets. Such a grouping of entries is termed an entry collection.

Entry [collections tay contain object and alias entries that are related by their position in the DIT. These collectiqns are
specifjed as stibtrees or subtree refinements as described in Section 5.

An entmyemay, hP]rmg to several entrv collections QI]]‘\jP(‘f to administrative limitations impnqu in Section 5

8.9.2 Collective Attributes
When user attributes are shared by the entries of an entry collection, they are termed collective attributes.

It is also permissible that the same collective attribute be independently associated with two or more of these collections.
In such cases the entry's collective attribute has multiple values. Collective attributes shall, therefore, always be specified
as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are treated
differently from entry attributes in the Directory information model. This difference is manifested to users of the
Directory modification operations in that collective attributes cannot be administered (i.e. modified) via the entries in
which they appear but shall be administered via their associated subentries.
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NOTE — The independent sources of these values is not manifested to the users of the Directory interrogation operations.

For a collective attribute to appear in an entry, the presence of that attribute type must be permitted according to the DIT
content rule governing the entry.

Entries may specifically exclude a particular collective attribute. This is achieved through the use of the
collectiveExclusions attribute, described in 12.7 and defined in 14.6.

8.10 Compound entries and families of entries

Compound
entry §tructural
object class A
The same '

structural

object class B
“

T0733210-00

Figure 4 — Families of entries

A compound entry is a special entry that comprisés family member entries. These family members form a hierarchy and
therebly provide hierarchically organized information about the object represented by the compound entry. The
compgund entry is represented in the DIT by’an ancestor family member, which is at the root of a tree containiphg the
familyl members.

Family members can themselves(be organized into one or more families for the purposes of filtering and information
retrieval. Each family is a subtree; distinct families have no common family members apart from the shared root [that is
the anfestor. A family thus coniprises an ancestor plus a set of subordinate family members.

A fanjily is, beside the ancestor, composed of all of the immediately subordinate family members being of thq same
structyral object class{ Their subordinate members, if any, are also part of the same family independent of their strjictural

object|classes.

These|coneepts are illustrated in Figure 4.

A fa ,il_y lll\.«lllb\/l that ;D a \/hild \Ad ;thill (23 f“lll;}_y tl ve iD lllull\\/d \AJ ;th th\d ﬂUAiliul)’ Ubj\.a\.«t vluoo \'h::d Lh\y yl\.u)\yll\/\/ Of the
child object class value for an entry causes the immediately superior entry automatically to be marked with the abstract
object class value parent. An entry that is both a parent and a child within a family tree is marked with both object class
values. The ancestor is the only family member that is not of object class child. The construction of compound entries is
carried out by marking entries with child object class values.

Each subordinate of a non-ancestor family member shall itself be a family member, and marked with a child object class
value.

The ASN.1 definition of these object classes can be found in 13.3.3.

All family members of a compound entry shall be placed in the same naming context as the ancestor. Family members
are not permitted to be alias entries. An alias shall not point to a child family member.
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9

9.1

Names

Definitions

For the purposes of this Directory Specification, the following definitions apply:

9.1.1

9.1.2

9.1.3

alias, alias name: An alternative name for an object, provided by the use of alias entries.

(alias) dereferencing: The process of converting an object's alias name to its distinguished name.

distinguished name (of an entry): Every object entry, alias entry, and subentry has at least one distinguished
name. If any RDN for the entry or any superior entry includes an attribute for which there exist multiple distinguished

valueq
differd
prima

9.14
unami
unami

9.1.5

9.1.6
down

9.1.7

9.1.8
name.

9.1.9
match|

9.2

A (dif
unaml
unaml
repres
repres

N(
of

An ob
then tl

Synta

differentiated by Comtext (as_descrivbed 1 9.3), hen e eniry shall have muitipie distnguisned
ntiated by context. The primary distinguished name is that distinguished name in which each RDN *h
y distinguished value of each contributing attribute as the main value in the RDN construct.

(directory) name: A construct that singles out a particular object from all other objects. A“name s}
iguous (that is, denote just one object), however it need not be unique (that is, be tligvonly name
iguously denotes the object).

(entry) name: A construct that singles out a particular entry from all other entries,

local member name: A name for a family member constructed by the sequence of RDNs from the ar
to the member in question not including the RDN for the ancestor.

naming authority: An authority responsible for the allocation of ndmes’in some region of the DIT.

purported name: A construct which is syntactically a name, but which has not (yet) been shown to be

relative distinguished name (RDN): A set of one,0t’more attribute type and value pairs, each of
es a distinct distinguished attribute value of the entry.

Names in General

ectory) name is a construct that identifies-a particular object from among the set of all objects. A name sl
iguous, that is, denotes just one object."However, a name need not be unique, that is, be the only nan
iguously denotes the object. A (directory) name also identifies an entry. This entry is either an object ent
ents the object or an alias entry\which contains information that helps the Directory to locate the ent
ents the object.

TE 1 — The set of names of-an object thus comprises the set of alias names for the object, together with the distinguished
he object.

ject can be assigned-a distinguished name without being represented by an entry in the Directory, but this n
e name its objeetentry would have had were it represented in the Directory.

tically, each'name for an object or entry is an ordered sequence of relative distinguished names (see 9.3).

Name|:

#=. “CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }

ames
as the

1all be
which

cestor

h valid

which

nall be
e that
'y that
y that

names

hme is

RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

Distin

guishedName ::= RDNSequence

NOTE 2 — Names which are formed in other ways than as described herein are a possible future extension.

Each initial sub-sequence of the name of an object is also the name of an object. The sequence of objects so identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
follows it in the sequence.

A purported name is a construct which is syntactically a name, but which has not (yet) been shown to be a valid name.
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9.3 Relative Distinguished Names

Each object and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry consists of
a set of attribute type and value (with optional context list) pairs, each of which matches, using the equality matching
rule and the applicable context matching rule, a distinct distinguished attribute value of the entry.

Any attribute contributing to an RDN may have more than one distinguished value, differentiated by context, as
described below. This provides alternative RDNs for the same object. Within an attribute's set of distinguished values
(differentiated by context), precisely one of them is designated the primary distinguished value. The primary relative
distinguished name of an object comprises the set of primary distinguished values from the set of attributes that comprise
the RDN. When conveyed in protocol, each attribute in an RDN signals the primary distinguished value (if it is present)
and may optionally include a context for the value and additional alternative attribute values with context. In this case,
each attribute valune with its context matches a distinct diQtingnithd attribute value of the entrv for the attribut type

according to the applicable equality matching rule and context matching rules.

NQTE 1 — The equality matching rule can be used because for naming attributes, the attribute syntax and the assertion syptax of
thg equality matching rule are the same. Similarly, for contexts that may be used to differentiate distinguished values in a paming
attfibute, the context syntax and the context assertion syntax are the same.

The RIDNs of all of the entries with a particular immediate superior are distinct irrespective ef‘any associated gontext
lists. It is the responsibility of the relevant naming authority for an entry to ensure that this”is so by appropriately
assigniing distinguished attribute values. Allocation of RDNs is considered an administeative undertaking that may or
may njot require some negotiation between involved organizations or administrations. This Directory Specificatioh does
not prpvide such a negotiation mechanism, and makes no assumption as to how it is performed.

RelativeDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttributeTypeAndDistinguishedValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{@type}),

primaryDistinguished BOOLEAN DEFAULT TRUE;

valuesWithContext SET SIZE (1..MAX) OF-SEQUENCE {

distingAttrValue [0] ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPTIONAL,
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

The st that forms an RDN contains.exactly one AttributeTypeAndDistinguishedValue for ecach attribute [which
contaips distinguished values in th€ entry; that is, a given attribute type cannot appear twice in the same RDN.

An atfribute value that has beent designated to appear in an RDN is called a distinguished value. There may bq other
valueq of the same attribute-that are not distinguished values and thus may not be used in an RDN. An attribute majy have
multigjle distinguished{values only if they are differentiated by associated context. This allows an object tq have
alterngtive names _differentiated by contexts. This is the only case where an attribute may have more thqn one
distinguished valueX In that case, the distinguished values shall have context lists containing the same context type(s), the
context values-of which shall provide that only one of the distinguished values is applicable given any specific confext.

An RIDN for a given entry is formed by using one distinguished value from each attribute that has distinguished Yalues.

Th 1ot P + 1o Jacta rchad 1 a4l L RN J L 3 thot dacts hd
e simplest-ease-is-anentry-thathas-one-distinguished-value—+t-thus-has-one RDNFformed-by—ustng-that-distnglishe

value. More than one attribute in an entry may contribute to the RDN. If each contributing attribute has only one
distinguished value, then the entry has a single RDN, formed by using the distinguished value for each attribute. If any of
the contributing attributes has multiple distinguished values differentiated by context, then the entry has multiple RDNs,
each formed by using one of the possible combinations in which one distinguished value is chosen for each attribute type
forming the RDN.

Each RDN for an entry shall contain a type and value pair for each given attribute type forming part of the RDN.
primaryDistinguished is used to indicate that the value is the primary distinguished value of that attribute type.
valuesWithContext is used to convey the context list for the distinguished attribute value in value when necessary to do
so. It is also used to convey in a single RDN, some or all of the other distinguished values of the same attribute type.
Each distingAttrValue is accompanied by its contextList. The distingAttrValue is only omitted for the distinguished
value that appears in value; this is how the context list for that value is made present in the RDN.
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One and only one of the distinguished values for a given attribute type in an entry shall be considered the primary
distinguished value for that attribute type. This value shall be wused as the value in the
AttributeTypeAndDistinguishedValue when forming the primary relative distinguished name of the object (see 9.8 and
9.6). The primary relative distinguished name is an RDN in which the primary distinguished values for each attribute in
the RDN appear in the value components of each AttributeTypeAndDistinguishedValue in the RDN. Context and
alternative  distinguished  values may appear in the valuesWithContext component of each
AttributeTypeAndDistinguishedValue.

The RDN may be modified if necessary by complete replacement of all the distinguished values of all contributing
attributes.

Family members, like other entries, have RDNs. An RDN can consist of multiple attribute type and value pairs. Only
primary RDNs can be used. The local member name of a family member is the sequence of RDNs from the ancestor
down fo that member. The local member name of the ancestor 1s an empty sequence.

NQTE 2 — RDNSs are intended to be long-lived so that the users of the Directory can store the distinguished names ofiebjedts (e.g.
in the Directory itself) without concerns for their obsolescence. Thus RDNs should be changed cautiously.

NQTE 3 — Changing the RDN of a non-leaf entry automatically changes the name of subordinate entries.

NQTE 4 — The context in which a particular attribute type and value forming part of an RDN is applicable)is independent of the
comtexts associated with any other part of that RDN or other RDNs in a distinguished name.

NQTE 5 — For example, a valid distinguished name for an entry can be formed by combining/an RDN designated|as the
Lapguage = French variant of that entry's RDN with the Language = English DN of its superior'eftry).

9.4 Name Matching

It is often necessary in the operation of the Directory to determine if two namies match. This requires that correspgnding
RDN¢g be matched. The general approach to name matching is described’heve; specific approaches for particular uges for
name matches are described where appropriate.

A purported RDN is said to match a target RDN if each AttributeTypeAndDistinguishedValue in the purported RDN
matchps with the AttributeTypeAndDistinguishedValue for the same attribute type in the target RDN. There is ajmatch
if the purported value or any distingAttrValue of the purperted AttributeTypeAndDistinguishedValue matches|either
the taiget value or any distingAttrValue in the target AttributeTypeAndDistinguishedValue. primaryDistinguished, if
presenlt in either the purported or target AttributeTypeAndDistinguishedValue, is ignored for matching.

NOTE 1 — The equality matching rule can be used(because for naming attributes, the attribute syntax and the assertion syptax of
thg equality matching rule are the same.

NQTE 2 — There is no guarantee that, every distinguished value for a given naming attribute is present [in the
AthuteTypeAndDistinguishedVaIue for that attribute type in a given RDN. Two RDNs for the same object could be formed

usipg different distinguished values(differentiated by context) for the same attribute type. If there is no overlap in the |sets of
disfinguished values for a givensattribute that each uses, then they will fail to match, even though the purported RIIN and
target RDN are alternative RDNs\for the same object. How this could occur, and the impact of this, depends on the reafon for
naigne matching (e.g. name resolution, access control, filtering).

If maftching attribute valti€s are not found as a result of the above, then the RDNs do not match. If matching atfribute
valueq are found, then‘there shall also be a match between associated contexts for those values, if present, befgre the
attribyte type and tvalue pairs are considered to match. Each context in the purported attribute value's context|list is
considered a context assertion against the matching target attribute value's context list, and shall evaluate to frue as
descriped in_838:2.4 in order for the contexts to be considered a match. fallback in the purported contexts is ignored when
forming the dontext assertions.

N{

If valuesWithContext is not present in a purported RDN, then context assertions supplied as part of the operation, or
defaults that are set up to be applied to an operation shall also be applied as described in 8.8.2.2. The exception to this is
for the case of name matching during name resolution during a Directory operation; in that case, no context assertions
are applied if none is available in valuesWithContext.

9.5 Names returned during operations
Many Directory operations return the name of an entry. When an operation returns a name for an entry, or names for

multiple entries, it shall return the primary distinguished name for each entry and may return in addition alternative
distinguished name information and context information (see 7.7 of ITU-T Rec. X.511 | ISO/IEC 9594-3).
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9.6 Names held as attribute values or used as parameters

Where a name is held as an attribute value within some other attribute, or passed as an attribute value in some exchange
(e.g. an alias pointer), there is always the question of whether the name held can be an alternative distinguished name or
shall be the primary distinguished name, whether it can contain alternative distinguished values, and whether it can
include context information. Specific restrictions are mentioned where necessary throughout these Directory
Specifications.

NOTE - Annex O includes suggestions for improving interoperability with pre-1997 edition systems and ensuring predictable
behaviour in regards to using contexts with names.

9.7 Distinguished Names

The dfstinguished name of a given object is defined as that name which consists of the sequence of the RDNs |of the
entry Which represents the object and those of all of its superior entries (in descending order). Because offthe“one [to one
correspondence between objects and object entries, the distinguished name of an object is the distinguished name|of the
object/entry.

NAQTE 1 — It is preferable that the distinguished names of objects which humans have to deal with be usér=friendly.

NOTE 2 — ITU-T Rec. X.650 | ISO/IEC 7498-3 defines the concept of a primitive name. A distingdished name can be usgd as a
primitive name for the object it identifies.

NOTE 3 — Because only the object entry and its superiors are involved, distinguished\ndmes of objects can never involye alias
enfries.

Alias pntries also have distinguished names; however, this name cannot be\the distinguished name of an object.|When
this distinction needs to be made, the complete term "distinguished name of an alias entry" is used. The distingpished
name jof an alias entry is defined, as for the distinguished name of an.ebject entry, to be the sequence of RDNs|of the
alias gntry and those of all of its superior entries (in descending order):

It also] proves convenient to define the 'distinguished name' of the root, although this can never be the distinguished name
of an ¢bject. The distinguished name of the root is definedto'be an empty sequence.

If any| attribute contributing to an RDN within thé«distinguished name for an object has multiple distinguished [values
differ¢ntiated by contexts, then that object has multiple distinguished names. Each unambiguously identifies the pbject.
The primary distinguished name is that distinguished name for which every RDN is a primary RDN. When conveyed in
protodol, the primary distinguished name-is formed by using the primary distinguished value as value n the
AttributeTypeAndDistinguishedValue‘for each attribute in each RDN forming the name. Alternative distingpished
nameq are formed by using alternatiye\distinguished values for attributes in one or more RDNs. In some uses for ajname,
the prjmary distinguished name shall be used. In other cases, alternative distinguished names may be used. Sirjce the
AttribputeTypeAndDistinguishedValue in RDNs may include alternate distinguished values in the valuesWithCopntext
compdonent, any distinguishédname may include alternative values within its RDNs.

NOTE 4 — The distinguished name is said to include alternative names when an RDN includes multiple distinguished values for
any contributing atfribute.

Contekt information may be included with a distinguished name in the valuesWithContext component within any|{RDN.
Wher¢ver names are used throughout these Directory Specifications, it is specified if the name shall be the pfimary
distinguished name, if the name may include alternative values, and if context information may be included. Wher¢ there

» ) . o . e lalues

is no lexlic eme ernativedistinguished—names—may—beused—and the name—mayincludealternative

sta —a
and/or context information.

NOTE 5 — Any requirement to use a primary distinguished name in protocol instead of an alternative distinguished name need not
be reflected to the end user.

An example which illustrates the concepts of RDN and distinguished name appears in Figure 5.

9.8 Alias Names

An alias, or an alias name, for an object is a an alternative name for an object or object entry which is provided by the
use of alias entries.
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Figure 5 — Determination of distinguished names

llias entry contains, within the aliasedEntryName attribute, a name of some object. The distinguished name
ntry is thus also a name for this object.

TE 1 — The name within the aliasedEntryName is said to be peinted to by the alias. It does not have to be the disting
ne of any entry.

TE 2 — The AliasedEntryName attribute value may be the\primary distinguished name or any alternative distinguishe
uch exist. Consistency and interworking with pre-1997 DSAs may be affected if the primary distinguished name is not u

onversion of an alias name to an object name is termed (alias) dereferencing and comprises the syst

te. The process may require the examination of more than one alias entry.

articular entry in the DIT may have z€ro or more alias names. It therefore follows that several alias entrid
o the same entry. An alias entry«uay point to an entry that is not a leaf entry and may point to another alias ¢|

as entry shall have no subordinates, so that an alias entry is always a leaf entry.
alias entry shall belong te-the alias object class which is defined in 13.3.3.

members are not-permitted to be alias entries.

Hierarchical groups

Definitions

of the

uished

l name
ed.

Ematic

ement of alias names, where found within ajpurported name, by the value of the corresponding aliasedEntryName

S may
ntry.

For the purposes of this Directory Specification, the following definitions apply:

10.1.1
10.1.2

10.1.3
10.1.4

hierarchical child: For an entry, a hierarchical child is an entry for which it is a hierarchical parent.

hierarchical group: A hierarchical group is a collection of entries, including compound entries, that forms a
logical tree that is not necessarily related to the DIT.

hierarchical leaf: This is an entry within a hierarchical group that has no hierarchical children.

hierarchical level: An integer that gives the distance from an entry within a hierarchical group

hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5

26

to the

hierarchical link: This is a general term for the logical relationship between two entries that have a
hierarchical immediate parent/immediate child relationship.
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10.1.6  hierarchical parent: For an entry, the hierarchical parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively all the way up to and including the hierarchical top.

10.1.7  hierarchical sibling: For an entry, the hierarchical siblings are the entries having the same immediately
hierarchical parent as itself.

10.1.8  hierarchical sibling-child: For an entry, its hierarchical sibling-children are the complete set of hierarchical
children, at all lower levels, of its hierarchical siblings.

10.1.9  hierarchical top: This is the entry within a hierarchical group that is the root of the hierarchy. A hierarchical
top has no immediately hierarchical parent.

10.1.10__immediately hierarchical child: For an entry, an immediately hierarchical child is an entry for which it is the

immedliately hierarchical parent. This immediately hierarchical child does not need to be an immediately subotdinate
entry within the DIT.

10.1.11 immediately hierarchical parent: For an entry, its immediately hierarchical parent is the entfy, that within the
hierar¢hical group, is its immediately superior entry. The immediately hierarchical parent does fiet need to pe the
immedliately superior entry within the DIT.

10.2 Hierarchical relationship

Directiory entries have a hierarchical relationship in the way they are placed in the DIT. However, entries may alsp have
hierarghical relationships not reflected in DIT structure. As an example, a dynamic organization may not want to eflect
its current organization directly in the DIT, as it may require frequent changes te’the DIT structure. There is thergfore a
requirpment in the Directory to be able to reflect hierarchical relationships independent of the DIT stryicture.
Hierafchical groups form such relationships. A hierarchical group forms.a [ogical tree with a root called the hieraschical

top.

By referring to hierarchical relationships, it is possible in a Seat¢h operation to retrieve information not only from a
given entry, but also from other entries within the same hierarchical group.

A compound entry is considered a single entry in the context of hierarchical groups. A child family member cannot be
part of a hierarchical group in its own right.

NOTE — Hierarchical groups are intended to petrmit modelling of collections of distinct objects that have logically irjfformal
relptionships, and particularly relationships that are, or could be, temporary. Compound entries, in contrast, model obje¢ts that
comprise sub-objects that are conveniently considered as a hierarchy.

To desgcribe navigation within a hierarchical group it is convenient to define terms for the relationships that a given entry
has with other entries within the group. This is done in 10.1. Some of these defined terms for direct relationships are
parall¢l to those defined for entry relationships within the DIT (immediately hierarchical child, hierarchical|child,
immedliately hierarchical patent and hierarchical parent). However, it is also convenient to define terms for more listant
relatignships. In some sittiation, a user may want to retrieve information for hierarchical siblings, and even for their
hierarghical children (fierarchical sibling-children).

An enjry can only"be a member of a single hierarchical group at one time.

An enltry that’is part of a hierarchical group holds operational attributes as defined in 14.9. These operational attfibutes
reflec{ the,relationship with other entries within the group, including the hierarchical level of the entry within the group.

h adanteiacaaart of o 1o bacal oo <1 1. rs Lal < Baratian. o
Whenlaeompennd-entry-is-partof a-hierarehieal-srouptheaneester-holds-these-operational attrtbutes:

A hierarchical group has to be completely outside any service specific administrative area (see 16.3) or has to be
completely contained within a service specific administrative area. A hierarchical group shall be confined to a single
DSA. The Directory service shall detect and prevent attempts to break these rules.
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11

11.1

SECTION 4 — DIRECTORY ADMINISTRATIVE MODEL

Directory Administrative Authority model

Definitions

For the purposes of this Directory Specification, the following definitions apply:

11.1.1
11.1.2

administrative area: A subtree of the DIT considered from the perspective of administration.

administrative entry: An entry located at an administrative point.

11.1.3

administrative point: The root vertex of an administrative area.

11.1.4 administrative user: A representative of an Administrative Authority. The full definition of the adminis

user ¢

11.1.5
Admii

11.1.4
respo

11.1.7

11.1.8
admin|

11.1.9
11.1.1

11.1.1
of ang

11.1.1
11.1.1
11.1.1

bneept is outside the scope of this Directory Specification.

autonomous administrative area: A subtree of the DIT whose entries are all administéred by thg
nistrative Authority. Autonomous administrative areas are non-overlapping.

DIT domain administrative authority: An Administrative Authority in its(tol¢ as the entity 1
sibility for the administration of a part of the DIT.

DIT domain policy: An expression of the general goals and acceptable procedures for a DIT Domain.

DMD administrative authority: An Administrative Authority in its<role as the entity responsible f
istration of a DMD.

DMD policy: A policy governing the operation of the DSAs inra DMD.
0 DMO policy: A policy defined by a DMO, expressed in terms'of DMD and DIT Domain policies.

1 inner administrative area: A specific administrative.atea whose scope is wholly contained within the
ther specific administrative area of the same type.

2 policy: An expression by an Administrative Authority of general goals and acceptable procedures.
3 policy attribute: A generic term for any Diréctory operational attribute which expresses policy.

4 policy object: An entity with whichaolicy is concerned.

11.1.15 policy procedure: A rule defining'How a set of policy objects should be considered and what actions shd

taken

11.1.1
config

11.1.1
for a
specif]

11.1.1

11.2

hs a result of this consideration.

6 policy parameter: A pGlicy procedure is characterized by certain policy parameters which are subj
uration (i.e. choice) by amAdministrative Authority.

7 specific administrative area: A subset (in the form of a subtree) of an autonomous administrative area d
particular aspect.of -administration: access control, subschema or entry collection administration. When d
¢ administrative.areas of a particular kind partition an autonomous administrative area.

8 specific administrative point: The root vertex of a specific administrative area.

Overview

trative

Same

having

or the

scope

uld be

ect to

efined
rfined,

A fundamental objective of the Directory information model is to consider well-defined collections of entries so that they
may be administered consistently as a unit. This clause clarifies the nature and scope of the authorities responsible for
that administration and the means by which their authority is exercised.

The concept of policy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of
the Directory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Operational Information (see clause 12). This is to allow the modelling of information required for the regulation of
Directory user information and for other administrative purposes.

Other aspects of the Directory Administrative Model require support for the distribution of administrative and
operational information among the component parts of the Directory, i.e. DSAs. Clauses 22 through 24 describe a DSA
Information Model to support these requirements.
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11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and
acceptable procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and
in terms of aspects within which an administrative user has some degree of freedom of action and specific
responsibilities.

An Administrative Authority expresses DMO policy in terms of:
—  DIT Domain Policy;
— DMD Policy.

These policies may be expressed as policy attributes. A model of DIT policies is defined in 11.6.

NOTE — Clause 14 defines the system schema necessary to support the administration of collective attributes. Clause 15 d¢fines a
framework for supporting subschema administration policies. Clause 17 defines a framework supporting access controlpolifies.

DMD|policies relate specifically to DSAs as components of the distributed Directory. These DMD policies are degcribed
in 11.} which defines a model for DSA administration.

Finally, there are policies which relate to external matters (such as bilateral agreements between DMOs) and are
therefpre not further described here.

A policy object is an entity with which a policy is concerned (e.g. a subschema administrafiye area is a policy objedt).

A pollcy procedure is a rule defining how a set of policy objects should be considered-and what actions should bd taken
(and ynder what circumstances) as a result of this consideration (e.g. clause 15 defines subschema administration [policy
procedures).

A poljcy procedure is characterized by certain policy parameters which.are)subject to configuration (i.e. choice)| by an
Administrative Authority.

Operafional attributes are used to represent policy parameters. The.'values of such an attribute form an expression of
some or all of the policy parameter it represents.

11.4 Specific administrative authorities

The ddministration of a DIT Domain involvesxthe execution of five functions related to different aspegts of
adminlistration:

—  naming administration;

—  subschema administration;

—  security administration;

—  collective attriblit¢ administration;

—  service admihiStration.

A spetific Administrativé Authority is an Administrative Authority in its role as the entity responsible for one of these
specifjc aspects of DFT Domain policy.

The tgrm Naming Authority (see clause 9) identifies the role of the Administrative Authority as it pertains [to the
allocation<ofl names and administration of the structure of these names. A role of the Subschema Authority is to
implellnent these naming structures in the subschema.

The term Subschema Authority identifies the role of the Administrative Authority as it pertains to the establishment,
administration and execution of the subschema policy controlling the naming and content of entries in a DIT Domain.
Clause 15 describes Directory support of Subschema Administration.

The term Security Authority (see ITU-T Rec. X.509 | ISO/IEC 9594-8) identifies the role of the Administrative Authority
as it pertains to the establishment, administration and execution of a security policy governing the behaviour of the
Directory with respect to entries in a DIT Domain.

The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertains to the
establishment and administration of collective attributes (see 12.7) in a DIT Domain.

The term Service Authority identifies the role of the Administrative Authority as it pertains to the establishment and
administration of service constraints and adjustment.
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11.5 Administrative areas and administrative points

11.5.1 Autonomous administrative areas

Each entry in the DIT is administered by precisely one Administrative Authority (which may operate in different roles).
An autonomous administrative area is a subtree of the DIT whose entries are all administered by the same
Administrative Authority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas.

The set of one or more autonomous administrative areas for which a DMO has administrative authority is its DIT
Domain. This is represented in Figure 6.

11.5.21  Specific administrative areas

In the[same way that an Administrative Authority may operate in a specific role, entries in an administrative\area rhay be
considered in terms of a specific administrative function. When viewed in this context, an administrativeyarea is tefmed a
speciflc administrative area. There are five kinds of specific administrative area:

subschema administrative areas;

— access control administrative areas;
—  collective-attribute administrative areas;
—  context default administrative areas;

—  service administrative areas.

Autonomous
Area (AA)
\

DIT
Domain TISO3260-94

Figure 6 — A DIT Domain

An autonomous administrative area may be considered as implicitly defining a single specific administrative area for
each specific aspect of administration. In this case, there is a precise correspondence between each such specific
administrative area and the autonomous administrative area.

Alternatively, for each specific aspect of administration, the autonomous administrative area may be partitioned into non-
overlapping specific administrative areas.

If so partitioned for a particular aspect of administration, each entry of the autonomous administrative area is contained
in one and only one specific administrative area of that aspect.

A specific Administrative Authority is responsible for each specific administrative area. If, for a particular administrative
aspect, an autonomous administrative area is not partitioned, a specific Administrative Authority is responsible for that
administrative aspect for the entire autonomous administrative area.
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11.5.3 Inner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kinds of
specific administrative areas may be defined:

a) to represent a limited form of delegation; or

b) for administrative or operational convenience (e.g. where the administrative point of a subtree is in a DSA
other than the one holding the entries within the subtree, that subtree may be designated as an inner area to
allow administration via the local DSA).

An inner administrative area may be nested within another inner administrative area.

Inner areas represent areas of limited autonomy. Entries in inner areas are administered by the specific Administrative
Authdfrities of the specific administrative areas within which they are contained, and also by the Adminisfrative
Authoities of the inner areas within which they are contained. The former authorities have overall control of the pplicies
regulating these entries while the latter authorities have (limited) control over those aspects of policy delegated t¢ them
by the| former.

The ryles for nested inner areas, should they be permitted, shall be defined as part of the definition of the specific
adminjistrative aspect within which they are contained.

11.5.4 Administrative points

The specification of the extent of an autonomous administrative area is implicit apd\consists of the identification of a
point |n the DIT (the root of the autonomous administrative area's subtree), an girtonomous administrative poind, from
which| the administrative area proceeds downwards until another autonomous-administrative point is encountefed, at
which{another autonomous area begins.

NOTE 1 — The immediate subordinates of the root of the DIT are autonomous,administrative points.

Wher¢ an autonomous administrative area is not partitioned ¢forr'a specific aspect of administration, th¢n the
adminfistrative area for that aspect coincides with the autonomouys administrative area. In this case, the autonpmous
adminlistrative point is also the specific administrative point for this aspect of administration.

Wherg¢ an autonomous administrative area is partitioned.for a specific aspect of administration, then the specification of
the extent of each specific administrative area consists*of the identification of the root of the specific administrative
area's |subtree, a specific administrative point, from>which the specific administrative area proceeds downwardp until
anothgr specific administrative point (of the same administrative aspect) is encountered, at which another specific
adminlistrative area begins.

Specific administrative areas are alwaystbounded by the autonomous administrative area they partition.

A parficular administrative point may’be the root of an autonomous administrative area and may be the root of pne or
more $pecific administrative areas.

The specification of the extent of an inner administrative area (within a specific administrative area) consists |of the
identification of the rogtof’'the inner administrative area's subtree, an inner administrative point. An inner adminisfrative
area i bounded by thie'specific administrative area within which it is defined.

An administrative/ point corresponding to the root of an autonomous administrative area represents a DIT Domain
(and I)SA) boundary. That is, its immediate superior in the DIT must be under the administrative authotity of
anoth¢r DMD.

Nd

An administrative point is represented in the Directory information model by an entry holding an administrativeRole
attribute. The values of this attribute identify the type of administrative point. This attribute is defined in 14.3.

Clauses 22 through 24 describe how administrative areas are mapped onto DSAs and the DSA information model.

Figure 7 depicts an autonomous administrative area which has been partitioned into two specific administrative areas for
a specific aspect of administration (e.g. access control). In one specific administrative area, a nested inner administrative
area has been created (e.g. because the subtree is to be held in a different DSA from the remainder of the specific
administrative area).

Figure 7 uses the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) and IAP
(Inner Administrative point).
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11.5.5 Administrative entries

An entry located at an administrative point is an administrative entry. Administrative entries may have special entries,
called subentries, as immediate subordinates. The administrative entry and its associated subentries are used to control
the entries encompassed by the associated administrative area.

Where inner administrative areas are used, the scopes of these areas may overlap.

Therefore, for each specific aspect of administrative authority, a definition is required of the method of combination of
administrative information when it is possible for entries to be included in more than one subtree or subtree refinement
associated with an inner area defined for that aspect.

NOTE - It is not necessary for an administrative point to represent each specific aspect of administrative authority. For example,
there mighf be an administrative pnin‘r subardinate to the root of the autonomous administrative area which is used for access

coitrol purposes only.
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Figure 7 —Administrative points and areas

11.6 DIT Domain policies

A DIT Domain policy has the/following components: DIT policy objects, DIT policy procedures, and DIT [policy
paramieters.

An operational attribate” that represents a DIT policy parameter is termed a DIT policy attribute (e.g. subsfhema
adminjistration operational attributes defined in clause 14 are DIT Domain policy attributes).

For a|particular DSA, the possible values of a policy parameter may not correspond to distinct, realisable coufses of
action| for'that component. This may be the case, for example, when the DSA lacks the technical capability to perferm all
aspects ‘0f the policy procedure (e.g. implement a particular access control scheme). To be well-defined, a |policy
procedure shall take such circumstances into account as part of its definition.

Specific DIT Domain policy objects and attributes are defined in clause 15 to support subschema administration.

11.7 DMD policies

A DMD policy is a policy that pertains to the operation of one or more of the DSAs in the DMD. A DMD policy may
apply either to all the DSAs in the DMD in a uniform manner, to a subset of the DSAs in the DMD, or it may apply to
one specific DSA.

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by one or
more DSAs.
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Examples of such restrictions are:

a)

b)

<)

d)

Limiting the basic service provided to Directory (i.e. non-administrative) users to interrogation operations
only, in accordance with CCITT Rec. F.500.

Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

Limitations on requests accepted from users accessing the DSA directly when chaining is required to
DSAs in the DMD known to be subject to limitations of the kind indicated in the previous point.

Constraints on the kinds of searches certain users can perform, and on the characteristics of such searches
(e.g. relaxation policies).
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SECTION 5 — MODEL OF DIRECTORY ADMINISTRATIVE AND OPERATIONAL

12

12.1

INFORMATION

Model of Directory Administrative and Operational Information

Definitions

For the purposes of this Directory Specification, the following definitions apply:

12.1.1

base: The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree

specifieation-

12.1.2

12.1.3
and O

12.1.4

12.1.5
applic|

12.1.6
or sub

12.1.7
that th

12.1.8
at the

12.1.9
consis

chop: A set of assertions concerning the names of the subordinates of a base.

directory operational attribute: An operational attribute defined and visible in the Directofy Adminis|
perational information model.

directory system schema: The set of rules and constraints concerning operational attfibutes and subentri

entry: A Directory entry or extended Directory entry, depending on the context (either users and
ptions or administration and operation of the Directory) in which the term is used-

subentry: A special sort of entry, known by the Directory, used to hold information associated with a
(ree refinement.

subtree: A collection of object and alias entries situated at the-yertices of a tree. The prefix "sub" emph
e base (or root) vertex of this tree is usually subordinate to the root'of the DIT.

subtree refinement: An explicitly specified subset of the entries in a subtree, where the entries are not |
vertices of a single subtree.

subtree specification: The explicit specificatiof~of a subtree or subtree refinement. A subtree specifi
ts of zero or more of the specification elements base, chop and specification filter. The definition is termed e

(in contrast to that of an administrative area) because(the portion of the DIT subordinate to the base that is included

subtre,

12.2

From
inforn|

This i
used Y

e or subtree refinement is explicitly specified.

Overview

an administrative perspective,(user information held in the DIB is supplemented by administrative and oper
jation represented by:

—  operational dttributes, which represent information used to control the operation of the Director]
access conttel information) or used by the Directory to represent some aspect of its operation (e.g
stamp iffformation); and

—  subentries, which associate the values of a set of attributes (e.g. collective attributes) with entries
the,scope of the subentry. The scope of a subentry is a subtree or subtree refinement.

h(formation, illustrated in Figure 8, may be placed in the Directory by administrative authorities or by DSAs,
y'the Directory in the course of its operation.

trative

£S.

their

ubtree

asizes

bcated

cation
xplicit
in the

itional

(e.g.
. time

within

and is

Two mechanisms in the Directory abstract service that relate to this view of Directory information are:

Acces

—  EntrylnformationSelection has been extended to permit the selection of operational attributes in an
and

entry;

— the subentries service control has been added to permit the list and search operations to apply either to

object and alias entries or to subentries.

s to operational information, as for user information, may be limited by an access control mechanism.

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 22 through 24, expresses the mapping of
these entries onto the information repositories of DSAs.

34

ITU-T Rec. X.501 (02/2001 E)


https://standardsiso.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

ADMINISTRATIVE ENTRY

Administrative '
Point (AP) AP User Operational

Attributes Attributes

SUBENTRY
| | | | | | SUBENTRY

| | | | User Operational
Attributes Attributes

Administrative

Area (AA)

12.3

12.3.1

A sub
The p
the DI

A sub
subtre]
bound|
definif

12.3.2

Subtrg
subtre

The v
the co

The V|
mecha
N
def
wh

ENTRY

User Operational
Attributes Attributes

TISO3280-94

Figure 8 — Model of Directory Administrative and Operational Information

Subtrees

Overview

free is a collection of object and alias entries situated at the yettices of a tree. Subtrees do not contain subg

T.

e is always defined within a context which implicitly bounds the subtree. For example, the vertex and

g a specific administrative area is limited to_the context of an enclosing autonomous administrative area.

Subtree specification

e specification is the definition.of.a subset of the entries below a specified vertex which forms the base
e or subtree refinement.

htext within which the/Subtree is used.

prtex and/or the lewer boundary may be explicitly specified using the mechanism specified in this clausg
nism may alsa’beused to specify subtree refinements which are not true tree structures.
TE — The topological concept of a (sub)tree is useful in considering such specifications, although a particular specificati

lermine a eollection of entries that are not located at the vertices of a single (sub)tree. The term subtree refinement is p
en the entries of the collection are not so located.

Specif

ntries.

Fefix "sub", in subtree, emphasizes that the base (or root) yertex of this tree is usually subordinate to the foot of

trec begins at some vertex and extends to some identifiable lower boundary, possibly extending to leayes. A

lower

aries of a subtree defining a replicated area,af® bounded by a naming context. Similarly, the scope of a qubtree

of the

prtex and/or the lower beundary of the subtree may be implicitly specified, in which case they are determifed by

. This

bn may
eferred

e, and

ication of a subtree consists of three optional elements of specification which identify the base of the subtrg

a) Base — The root vertex of the subtree or subtree refinement produced by the evaluation of a s
specification;

b) Chop — A set of assertions concerning the names of the subordinate entries; and

ubtree

c) Specification filter — A proper subset of the assertive capability of a filter applied to the subordinates.

The specification of a subtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE {

base [0] LocalName DEFAULT {},
COMPONENTS OF ChopSpecification,

specificationFilter [4] Refinement OPTIONAL }

-- empty sequence specifies whole administrative area
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The three components of this sequence correspond to the three specification elements identified above.

Where a value of SubtreeSpecification identifies a collection of entries that are located at the vertices of a single
subtree, the collection is termed a subtree, otherwise the collection is termed a subtree refinement.

The SubtreeSpecification type provides a general purpose mechanism for the specification of subtrees and subtree
refinements. Any particular use of this mechanism defines the specific semantics of precisely what is specified and may
impose limitations or constraints on the components of SubtreeSpecification.

When each of the components of SubtreeSpecification is absent (i.e. a value of type SubtreeSpecification which is an
empty sequence, {}), the subtree so specified is implicitly determined by the context within which the
SubtreeSpecification is used.

These terms are illustrated in Figure 9, for the case where subtrees are deployed within the context of administrative
areas.

12.3.3l Base

The bpse component of SubtreeSpecification represents the root vertex of the subtree or subtree refinement. This may
be an|entry which is subordinate to the root vertex of the identified scope or may be the root vertex of the ideptified
scope|[itself (the default).

AAdminiStrative
M\ Point (AP
Local 7”\ (AP)
Name A
Subtree
i AP
7
H Administratlvezzi/
Subtree NI Atea (AA) T
Refinement g v‘\j L AA
TIS03290-94

Figure 9 — Specification of Subtrees and Subtree Refinements
within the context of Administrative Areas

The r¢lative name of the rootyvertex of the subtree with respect to the root vertex of the identified scope is a vdlue of
typeLocalName:

LocalName ::= RDNSequence

Note that theroot vertex of the identified scope and the root vertex of the subtree coincide when LocalName is omitted
from $ubtreeSpecification.

12.3.4  Chop Specification

The ChopSpecification component consists of a set of assertions concerning the names of the subordinates of a base. It
consists of a value of type ChopSpecification:

ChopSpecification ::= SEQUENCE {
specificExclusions [11 SET SIZE (1..MAX) OF CHOICE {

chopBefore [0] LocalName,

chopAfter [11 LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }

36 ITU-T Rec. X.501 (02/2001 E)


https://standardsiso.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

This type is intended to permit the specification of a tree structure (or subset thereof) starting at the base by two methods,
specific exclusions and base distance.

Where any attribute in an RDN in chopBefore or chopAfter has multiple distinguished values differentiated by context,
the primary distinguished value shall be used as the value in the RDN in LocalName.

12.3.4.1 Specific Exclusions

The specificExclusions component has two forms, chopBefore and chopAfter, which may be used individually or in
combination.

The chopBefore component defines a list of exclusions, each in terms of some limit point which is to be excluded, along
with its subordinates, from the subtree or subtree refinement. The limit points are the entries identified by a LocalName,

relativetothrebase:

The chopAfter component defines a list of exclusions, each in terms of some limit point whose subordinates-arg to be
excluded from the subtree or subtree refinement. The limit points are the entries identified by a LocalName, relafive to
the bage.

12.3.4.2 Minimum and Maximum

These|components allow exclusion of all entries that are superior to entries that are minimum/RDN arcs below the base
as well as entries which are subordinate to entries that are maximum RDN arcs below theé base. These distandes are
expregsed by values of the type BaseDistance:

BaseDistance ::= INTEGER (0..MAX)

For the purpose of chop specifications, a compound entry is counted .as'@ single entry. In a compound entry, all family
membgers are counted as having the same base distance as the ancestor; since they are all part of the same logical enftry.

A valjie of minimum equal to zero (the default), corresponds to-thé base. An absent maximum component indicatps that
no lower limit should be imposed on the subtree or subtree refinement.

12.3.§ Specification Filter

The gpecificationFilter component consists of (a “proper subset of the assertive capability of a filter (see [TU-T
Rec. X.511 | ISO/IEC 9594-3) applied to the subordinates of a base. Only entries for which the filter evaluates to tfue are
included in the resulting subtree refinement(It;Consists of a value of type Refinement:

Refingment ::= CHOICE {

item [0] OBJECT-CLASS.&id,
and [11 SET OF Refinement,
or [2] SETOF Refinement,
not [3] ~Refinement }

A Refjnement gvaluates to TRUE as if it were a filter making an equality assertion regarding values of the attribufe type
objectClass. oiily.

If a fthmily member is excluded from a subtree by this specification, all its subordinate family members are also
excluded:

12.4 Operational attributes

There are three varieties of operational attribute: Directory operational attributes, DSA-shared operational attributes, and
DSA-specific operational attributes.

Directory operational attributes occur in the Directory information model and are used to represent control information
(e.g. access control information) or other information provided by the Directory (e.g. an indication of whether an entry is
a leaf or non-leaf entry).

DSA-shared operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.
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DSA-specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

NOTE — These are described in clauses 23 through 24.

The definition and use of each operational attribute is a matter for specification in the appropriate Directory

Specification.
12.5 Entries
12.5.1  Overview

From an administrative perspective, user information held in an entry may be supplemented by administrative and

operafional information represented by operational attributes.

The O

requirpd and permitted in the entry. The operational attributes of an entry are governed by the Directory, system s

(seec

12.5.2

Althofigh not normally visible, the directory operational attributes within entries may be ‘made visible to auth
(e.g. administrative) users of the directory abstract service. Certain operational \attributes (e.g. entryA
modifyTimestamp) might also be available to ordinary users.

12.6

12.6.1

A sub
to a sy
are pa|

A sin
admin|
foras

A sub
reques

A sub

The structure of a subentry corresponding to an administrative point is depicted in Figure 10.

A sub

irectory uses the object class attribute and DIT content rules applicable to an entry to control the user att
ause 14) applicable to the entry.

Access to operational attributes

Subentries

Overview

ntry is a special kind of entry immediately subordinate to an administrative point. It contains attributes that

It of the same naming context (see clause 21).

ble subentry may serve all or several aspects ofadministrative authority. Alternatively, a specific asp
istrative authority may be handled through one\or more of its own subentries. At most one subentry is per
ubschema administrative authority. Access control and collective attribute authorities may have several sube

entry is not considered in list and search operations unless the subentries service control is included
t.

entry shall not have subordinatesy

bntry consists of:

— a commonName attribute, specified in ITU-T Rec. X.520 | ISO/IEC 9594-6 which contains the R|
the Subentry;

— wa'subtreeSpecification attribute, specified in clause 14;

—\." an objectClass attribute, specified in clause 13, which indicates the purpose(s) of the subentry

ibutes

thema

orized

Cl, or

ertain

btree (or subtree refinement) associated with its administrative point. The subentries and their administrativ¢ point

ect of
mitted
ntries.

in the

DN of

in the

operation of the Directory;

—  other attributes, depending on the values of the objectClass attribute.

Subentries may also contain operational attributes with appropriate semantics (see 12.6.4).

12.6.2

Subentry RDN attribute

The commonName attribute used as the subtree identifier serves to distinguish the various subentries that may be
defined as immediate subordinates of a specific administrative entry.

NOTE — The value of this attribute might be selected to serve as a mnemonic to representatives of the Administrative Authority.

The commonName attribute for a subentry may not contain multiple distinguished values differentiated by context; only
a single distinguished value is permitted.
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Figure 10 — Structure of a Subentry

12.6.3( Subtree Specification attribute

The stibtreeSpecification attribute defines the collection of entries within the administrative area with which the subtree
is conferned.

12.6.4 Use of the Object Class attribute
The codntent of a subentry is regulated by the values of the subentry's objectClass attribute.

The opjectClass attribute of all subentries shall contain the value subentry. The subentry object class is a strjictural
object|class, defined in clause 14, used to include the commonName, subtreeSpecification and objectClass attfibutes
in all gubentries.

In order to regulate the remaining attributes, the other values of the objectClass attribute, representing the aukiliary
object|classes allowed for the subentry, shall be used.

The definition of the semantics of one of\these values includes an identification and specification of zero on more
attribyte types that shall or may appear in the subentry when the objectClass attribute assumes the value. The defjnition
of the[semantics of a value for the objectClass attribute shall include:

— an indication of whéther an entry may be included in more than one subtree or subtree refirjement
associated with(thg particular purpose (e.g. it may not be permitted in the case of subschema, but rhay be
permitted for access control); and if so

—  the effeets\of the combination of associated subentry attributes, if any.

A subentry of a patsticular object class may only be subordinate to an administrative entry if the administratiyeRole
attribyte permits.that class of subentry as a subordinate.

As fof objectrand alias entries, information held in a subentry may be supplemented by administrative and opergtional
infornpation represented by operatlonal attrlbutes For example a subentry is permitted to contain entry ACI provided
only that—h : : : of the
correspondlng access control spe01ﬁc pomt Similarly, a subentry may contain a modlfyTlmestamp

12.6.5  Other subentry attributes

The remaining attributes within a subentry depend on the values of the objectClass attribute. For example, a subschema
attribute may only be placed in a subentry if its objectClass attribute has subschema as one of its values.

12.7 Information model for collective attributes

An autonomous administrative area may be designated as a collective attribute specific administrative area in order
to deploy and administer collective attributes. This shall be indicated by the presence of the value
id-ar-collectiveAttributeSpecificArea in the associated administrative entry's administrativeRole attribute (in addition
to the presence of the value autonomousArea, and possibly other values).
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Such an autonomous administrative area may be partitioned in order to deploy and administer collective attributes in the
specific partitions. In this case, the administrative entries for each of the collective attribute specific administrative areas
are indicated by the presence of the value id-at-collectiveAttributeSpecificArea in these entries' administrativeRole
attributes.

If such an autonomous administrative area is not partitioned, there is a single specific administrative area for collective
attributes encompassing the entire autonomous administrative area.

Additionally, a specific administrative area defined for the purpose of collective attribute administration may be further
divided into nested inner areas for the same purpose. The administrativeRole attribute of the administrative entries for
each such inner administrative area shall indicate this by the presence of the value id-ar-collectiveAttributelnnerArea.

An en . attributes—2 pres d C : ormatio od
subenfry, termed a collective attribute  subentry, whose objectClass attribute has the\ | value
id-sc-pollectiveAttributeSubentry, as defined in clause 14. A subentry of this class may be the immediate~subotdinate
of an administrative entry whose administrativeRole attribute contains the value id-ar-collectiveAttributeSpecificArea
or id-gr-collectiveAttributelnnerArea.

Wher¢ there are different entry collections within a given collective attribute area, each shall hayg\its-own subentry

The emtry collection itself is defined by the value of the subtreeSpecification operational/attribute of the subentry. This
value fefines the scope of the collective attribute subentry. The user attributes of the subentry are the collective attfibutes
of thefentry collection.

NQTE 1 — Because subtree refinement is based on object class, the association of collective attributes with object entries|can be
dope in a manner that naturally extends the schema for these entries. For example, the organizationalPerson entrie§ of an
0 éj:mization might be extended with a set of collective attributes appropriate forall persons affiliated with the organization] by the
crdation of a subentry whose associated subtree is refined to include only erganizationalPerson entries and which contgins the
organization's set of collective attributes. Additionally, a DIT Content Rule“for such entries would need to be defined t¢ allow
collective attributes to become visible in the entries.

=

Collegtive attribute types and non-collective attribute types differ semantically. An attribute type capable of expiessing
collecfive semantics shall be designated as a collective attribute type at the time of its definition.

NOTE 2 — Merging procedures employed by the Directory™in the case of independent sources of values of a collective aftribute
tyge are described in ITU-T Rec. X.511 | ISO/IEC 9594=3.

Collegtive attributes may be excluded from.appearing in a particular entry through use of the collectiveExclysions
attribyte defined in clause 14.

12.8 Information model for.context defaults

An ajtonomous administrative/area may be designated as a context default specific administrative area in| order
to deploy and administer~ context defaults. This shall be indicated by the presence of the |value
id-ar-¢ontextDefaultSpecificArea in the associated administrative entry's administrativeRole attribute (in addifion to
the prgsence of the value’id-ar-autonomousArea, and possibly other values).

Such an autondomeus administrative area may be partitioned in order to deploy and administer context defaults|in the
specifjc partitions. In this case, the administrative entries for each of the context default specific areas are indicated by
the prgsence of the value id-ar-contextDefaultSpecificArea in these entries' administrativeRole attribute.

If an autonomous administrative area is not partitioned, there is a single specific administrative area for context defaults
encompassing the entire autonomous administrative area.

Context defaults are represented in the Directory Information model by a subentry, termed a context default subentry,
whose objectClass attribute has the value id-sc-contextAssertionSubentry as defined in 14.7. A subentry of this class
may be the immediate subordinate of an administrative entry whose administrativeRole attribute contains the value
id-ar-contextDefaultSpecificArea.

The context default subentry defines a set of context assertions, any one of which is applied whenever there is no context
assertion applicable to a given attribute type specified by the user when accessing the portion of the DIT defined by the
subtreeSpecification operational attribute of the subentry. Application of default context assertions is described
in 8.8.2.2, and in 7.6.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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SECTION 6 — THE DIRECTORY SCHEMA

Directory Schema

Definitions

For the purposes of this Directory Specification, the following definitions apply:

13.1.1
13.1.2

attribute syntax: The ASN.1 data type used to represent values of an attribute.

directory schema: The set of rules and constraints concerning DIT structure, DIT content, DIT context use,

object
manif
subsc}

13.1.3
and at
area (

13.1.4
auxili
indical

13.1.5
attriby

13.1.6
subor:

structyre rules. This permits entries of the structural object class*identified by the name form to exist in the [

subor

13.1.7
applie
13.1.8

name
Name
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ad

13.1.9
superi|

13.2

The T
entrie
organi
attriby

classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory Sch
psted as a set of non-overlapping subschemas each governing entries of an autonomous administrative are
lema specific partition thereof). The Directory schema is concerned only with Directory User Information.

(directory) subschema: The set of rules and constraints concerning DIT structure, DIT content, object
fribute types, syntaxes and matching rules which characterize the DIB entries within an autoriomous adminis|
r a subschema specific partition thereof).

DIT content rule: A rule governing the content of entries of a particular structural‘ebject class. It specif]
ry object classes and additional attribute types permitted to appear, or excluded from appearing, in entries
fed structural object class.

DIT context use: A rule governing the context types that may be associated with attribute values of par
te types. It specifies the permitted and the mandatory context types forsthe attribute type.

DIT structure rule: A rule governing the structure of the’ DIT by specifying a permitted supet
linate entry relationship. A structure rule relates a name form, and therefore a structural object class, to sy

linates to entries governed by the indicated superior structure/rules.

governing structure rule (of an entry): With re§pect to a particular entry, the single DIT structure rul
5 to the entry. This rule is indicated by the governingStructureRule operational attribute.

name form: A name form specifies a pétmissible RDN for entries of a particular structural object cl
form identifies a named object class and-one or more attribute types to be used for naming (i.e. for the
forms are primitive pieces of specification used in the definition of DIT structure rules.

TE — Name forms are registered and ‘have global scope. DIT structure rules are not registered and have the scope
hinistrative area with which they are-associated.

superior structure rule:) With respect to a particular entry, the DIT structure rule governing the
pr.

Overview

irectory Schetna is a set of definitions and constraints concerning the structure of the DIT, the possibld
are named,/the information that can be held in an entry, the attributes used to represent that information an|
zationiinto hierarchies to facilitate search and retrieval of the information and the ways in which val
tes'may be matched in attribute value and matching rule assertions.
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—  prevent the creation of subordinate entries of the wrong object-class (e.g. a country as a subordinate of a person

);

—  prevent the addition of attribute-types to an entry inappropriate to the object-class (e.g. a serial number to a person's

entry);

—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type (e.g. a printable

string to a bit string).

Formally, the Directory Schema comprises a set of:

a) Name Form definitions that define primitive naming relations for structural object classes;

b) DIT Structure Rule definitions that define the names that entries may have and the ways in whi
entries may be related to one another in the DIT;
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<)

d)

f)

DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond those
indicated by the structural object classes of the entries;

Object Class definitions that define the basic set of mandatory and optional attributes that shall be present,
and may be present, respectively, in an entry of a given class, and which indicate the kind of object class
that is being defined (see 7.3);

Attribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a collective
attribute, whether it is permitted to have multiple values and whether or not it is derived from another
attribute type;

Matching Rule definitions that define matching rules;

&)

DIT-Comrexr Tse definitions that goverT the comext types trat ey be associated with attribute vajues of
any particular attribute type.

Figurg 11 illustrates the relationships between schema and subschema definitions on the one side, and the DIT, directory

entrie§, attributes, and attribute values on the other.

Figurd 11 is interpreted as follows:

the items listed vertically on the left represent elements of schema;

the items listed vertically on the right represent instances of corresponding schema items, instantiated
according to the rules defined by these schema items;

the relationship between items of schema is illustrated by the "uses®.relationship;

the relationship between instances of different aspects of-schema is illustrated using the "belopg to"
relationship.

DIT Structure Rule Administrative Areas

Directory rules for Directory
Schema Information Tree
uses l belong to
Subschema rules for Subschema

4
uses Y belong to
Name'Form rules for
DIT Content Rule > Entries
Object Class /
A
use ! belong to
Attribute Types N rules for R Attib
DIT Context Use v ttributes
J
use Tbelong to
\ 4
ANS.1 type rules for Values
Matching Rule
TIS03310-04

Figure 11 — Overview of Directory Schema

The Directory Schema is distributed, like the DIB itself. It is manifested as a set of non-overlapping subschemas each
governing entries of an autonomous administrative area (or a subschema specific partition thereof). A subschema
administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema having global
scope which are defined in these Directory Specifications: name forms, object classes and attributes (types and matching
rules). It may also choose to define alternatives to these elements more appropriate to its own environment or it may
choose some intermediate approach, using both standardized and proprietary schema elements.
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The subschema administrative authority defines those schema elements whose scope is limited to the subschema: DIT
structure rules, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicable to which attribute types.

The Directory Schema is concerned only with directory user information. Although some support for the specification of
operational information is provided in the notation defined in this clause, the regulation of Directory Administrative and
Operational Information is the concern of the Directory System Schema.

NOTE 2 — The Directory System Schema is described in clause 14.

13.3 Object class definition

The definition of an object class involves:

a) indicating which classes this object class is to be a subclass of;
b) indicating what kind of object class is being defined;

c) listing the mandatory attribute types that an entry of the object class shall contain in|addition [to the
mandatory attribute types of all its superclasses;

d) listing the optional attribute types that an entry of the object class may contain ifyaddition to the optional
attributes of all its superclasses;

e) assigning an object identifier for the object class.

NOTE - Collective attributes shall not appear in the attribute types of an qbjeet class definition.

13.3.1] Subclassing

There|are restrictions on subclassing, namely:

—  only abstract object classes shall be superclasses of othetabstract object classes.

Therelis one special object class, of which every structural objectselass is a subclass. This object class is called top. top
is an gbstract object class.

13.3.2l The object class attribute

Every|entry shall contain an attribute of type objectClass to identify the object classes and superclasses to which the
entry belongs. The definition of this attribute is given in 13.4.7. This attribute is multi-valued.

There|shall be one value of the objectClass Jattribute for the entry's structural object class and a value for each of its
superdlasses. top may be omitted.

An enfry's structural object classes-shall not be changed. The initial values of the objectClass attribute are providled by
the usgr when the entry is created.

Wherg auxiliary object classes’are used, an entry may contain values of the objectClass attribute for the auxiliary [object
classep and their superclasses allowed by a DIT content rule. If a value for an allowed auxiliary object class is present,
then vplues for the superelasses of the auxiliary object class shall also be present.

Wherg¢ the objectClass attribute contains an object identifier value for an auxiliary object class, then the entry shall
contaip the mandatory attributes indicated by that object class.

NOTE N—"The requirement that the objectClass attribute be present in every entry is reflected in the definition of top.

Nd ause 2
top is represented by

ectClass attribute (and any valu

a value in the obj

s up to

e in the chain may be matched by a filter).

NOTE 3 — Access Control restrictions may be placed on modification of the objectClass attribute.

In conjunction with the applicable DIT content rules, the Directory enforces the defined object class for every entry in
the DIB. Any attempt to modify an entry that would violate the entry's object class definition that is not explicitly
allowed by the entry's DIT content rule shall fail.

NOTE 4 — In particular, the Directory will ordinarily prevent:

a) attribute types absent from an entry's structural object class definition and not permitted by the entry's DIT content
rule being added to an entry of that object class;

b) an entry being created with one or more absent mandatory attribute types for an object class of the entry;

¢) amandatory attribute type for the object class of the entry being deleted.
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13.3.3  Object class specification

Object classes may be defined as values of the OBJECT-CLASS information object class:

OBJECT-CLASS ::= CLASS{
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ SUBCLASS OF &Superclasses ]

[ KIND &kind ]

[MUST CONTAIN &MandatoryAtiributes |

[ MAY CONTAIN &OptionalAttributes ]

ID &id }

ObjectClassKind ::= ENUMERATED {
abstract  (0),
structural (1),
auxiliary (2) }

For an object class which is defined using this information object class:

a) &Superclasses is the set of object classes which are its direct superclasses;

b) &kind is its kind;

c) &MandatoryAttributes is the set of attributes which entries of that class shall contain;

d) &OptionalAttributes is the set of attributes which entties of that class may contain, except that if an
attribute appears in both the mandatory and optional sets, it shall be considered mandatory;

e) &id is the object identifier assigned to it.

The object classes previously mentioned (top and alias).are,defined below:

top QBJECT-CLASS ::= {

KIND abstract
MUST CONTAIN { objectClass }
ID id-oc-top }

alias [OBJECT-CLASS ::= {

SUBCLASS OF {top}

MUST CONTAIN { aliasedEntryName }
ID id-oc-alias }

NOTE 1 — The objeet class alias does not specify appropriate attribute types for the RDN of an alias entry. Adminigtrative
Authorities may speCify subclasses of the class alias which specify useful attribute types for RDNs of alias entries.

parent OBJECT-CLASS ::= {
KIND abstract
1D id-oc-parent }

child OBJECT-CLASS ::= {
KIND auxiliary
ID id-oc-child }

Neither the parent nor the child object classes shall be combined with the alias object class to form an alias entry.

The parent object class is derived by the presence of an immediately subordinate family member, marked by the
presence of a child object class value. It may not be directly administered. The child object class value may only be
added or removed when the result is consistent with the architecture of compound entries (e.g. the subordinates of family
members shall always have a child object class).

NOTE 2 — The object classes parent and child do not specify any appropriate attribute types for the RDNs of family members.
This will be done in the normal way via the appropriate structural object classes and name forms for these entries.
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Attribute type definition

The definition of an attribute type involves:

a) optionally indicating that the attribute type is a subtype of a previously defined attribute type, its
supertype;

b) specifying the attribute syntax for the attribute type;
c) optionally indicating the equality, ordering and/or substring matching rule(s) for the attribute type;
d) indicating whether an attribute of this type shall have only one or may have more than one value;

e) indicating whether the attribute type is operational or user;

direct
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g) optionally indicating that an operational attribute is not user modifiable;
h) for operational attributes, indicating the application;

1)  assigning an object identifier to the attribute type.

Operational attributes

operational attributes are under direct user control. In other cases the operational attribute's values are con
Directory. In the latter case, the definition of the operational attribute shall indicate that no user modificati

ecification of an operational attribute type shall indicate its application, which shall be one of the following:
—  Directory operational attribute (e.g. access control attributes);
—  DSA-shared operational attribute (e.g. a master-access-point attribute);

—  DSA-specific operational attribute (e.g. a copy-status attribute).

Attribute hierarchies

ribute hierarchy shall contain either user attributes or operational attributes but not both. It follows that
te shall not be derived from an operational atfribute and that an operational attribute shall not be derived
tribute.

crational attribute that is a subtype of @npther operational attribute shall have the same application as its supe

ttribute type is not a subtype oftanother attribute type, the attribute syntax and matching rules (if applicabld
cified in the attribute type definition. Specifying an attribute syntax shall be done by directly specifying the

pe.

ttribute type is a subtype of an indicated type, the definition need not specify an attribute syntax, in which g
te syntax is that of“ifs direct supertype. If the attribute syntax is indicated and the attribute has a direct sup
licated syntax shall be compatible with the supertype's syntax, i.e. every possible value satisfying the atty
shall also satisfy the supertype's syntax.

ttributestyp€ is a subtype of another attribute type, the matching rules applicable to the supertype are applic
btype, \unless extended or modified in the definition of the subtype. A matching rule defined for a supertyp
rémoved when defining a subtype.

trolled
ons to
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Irtype.
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13.4.3

An op

Collective attributes

erational attribute shall not be defined to be collective.

A user attribute may be defined to be collective. This indicates that the same attribute values will appear in the entries of
an entry collection subject to the use of the collectiveExclusions attribute.

Collective attributes shall be multi-valued.

13.4.4

Derived attributes

A derived attribute is one that contains information using the syntax of attribute information, but where the values are
computed as returned rather than being held in the DIB.
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The family-information derived attribute is introduced for use in the Directory service for the containment of family
information. Its characteristics are defined in 7.7.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

DSAs may also use derived attribute technology to provide other attributes. For example, all operational attributes that
include the AccessPoint value of a specific DSA may (and probably should) derive the value from a single source of the
information, which may be suitably administered.

13.4.5 Attribute syntax

If an equality matching rule is specified for the attribute type, the Directory shall ensure that the correct attribute syntax
is used for every value of this attribute type.

13.4.6  Matching rules

Equality, ordering and substrings matching rules may be indicated in the attribute type definition. The same matching
rule njay be used for one or more of these types of matches if the semantics of the rule allows for more thanene of these
differgnt types of matches.

NQTE 1 — This fact should be reflected in the definition of the indicated matching rule.
If no dquality matching rule is indicated, the Directory:

a) treats values of this attribute as having type ANY, i.e. the Directory may, fiot check that those [values
conform with the data type or any other rule indicated for the attribute;

b) does not permit the attribute to be used for naming;
¢) does not allow individual values of multi-valued attributes to be added or removed;
d) does not perform comparisons of values of the attribute;

e) will not attempt to evaluate AVAs using values of such artattribute type.

If an dquality matching rule is indicated, the Directory:

a) treats values of this attribute as having the type:defined in the &Type field in the attribute's definitjon (or
that of the attribute from which the attribute is\derived);

b) will use the indicated equality matching\rule for the purpose of evaluating attribute value assg¢rtions
concerning the attribute;

¢) will only match a presented value-of-a suitable data type as specified in the attribute type definition.

NOTE 2 — This subclause applies equally to an attribute whose equality matching rule uses an assertion|syntax
different from the syntax of th€attribute type.

If no prdering matching rule is indicated, the Directory shall treat any assertion of an ordering match using the pyntax
provided by the Directory Abstract Service as undefined.

If no $ubstrings matching rulejis’indicated, the Directory shall treat any assertion of a substring match using the pyntax
provided by the Directory Abstract Service as undefined.

An atfibute type shalllonly specify matching rules whose definition apply to the attribute's attribute syntax.
13.4.7]  Attribute definition

Attribpites“may be defined as values of the ATTRIBUTE information object class:

ATTRIBUTE ::= CLASS {

&derivation ATTRIBUTE OPTIONAL,

&Type OPTIONAL, -- either &Type or &derivation required --
&equality-match MATCHING-RULE OPTIONAL,
&ordering-match MATCHING-RULE OPTIONAL,
&substrings-match MATCHING-RULE OPTIONAL,
&single-valued BOOLEAN DEFAULT FALSE,

&collective BOOLEAN DEFAULT FALSE,

-- operational extensions --

&no-user-modification BOOLEAN DEFAULT FALSE,

&usage AttributeUsage DEFAULT userApplications,
&id OBJECT IDENTIFIER UNIQUE }
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WITH SYNTAX {
[ SUBTYPE OF &derivation ]
[ WITH SYNTAX &Type ]
[ EQUALITY MATCHING RULE &equality-match ]
[ ORDERING MATCHING RULE &ordering-match ]
[ SUBSTRINGS MATCHING RULE &substrings-match ]

[ SINGLE VALUE &single-valued ]

[ COLLECTIVE &collective ]

[ NO USER MODIFICATION &no-user-modification ]
[ USAGE &usage ]

ID &id }

AttributeUsage ::= ENUMERATED {

For an] attribute which is defined using this information object class:

a)
b)
©)
d)
€)
f)
g)
h)
i)

)

The aftribute types defined in the 1988 edition ©f this Directory Specification which are known to and used
Directiory for its own purposes are defined as-follows:

objectClass ATTRIBUTE ::= {

aliasedEntryName ATTRIBUTE ::={

NOTE The matching rules referred to in these definitions are themselves defined in 13.5.2.

userApplications (0);
directoryOperation (1),
distributedOperation (2),
dSAOperation 3)}

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-objectClass }

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

ID id-at-aliasedEntryName }

01 (E)

&derivation is the attribute, if any, of which it is a subtype;

&Type is its attribute syntax. This shall be an ASN.1 type, but not a type that.contains an EmbeddedPDV;

&equality-match is its equality matching rule (if any);

&ordering-match is its ordering matching rule (if any);

&substrings-match is its substrings matching rule (if any);

&single-valued is TRUE if it is single valued, and false otherwise;

&collective is TRUE if it is a collective attribute, and false*otherwise;

&no-user-modification is TRUE if it is an operational attribute which cannot be modified by the us

&usage indicates the operational usage of theaftribute. userApplications means it is a user att
directoryOperation, distributedOperation,and dSAOperation mean it is a directory, distribut
DSA-operational attribute respectively;

&id is the object identifier assigned to(it,

T

ribute,
ed, or

by the

The objectClass and aliasedEntryName attributes are defined as user attributes even though they are used for Directory
operations and semantically should be defined as operational. This is because these attributes were defined as user
attributes before the operational attribute concept and must remain as user attributes to facilitate interworking between
systems implementing different editions of this Directory Specification.

13.5 Matching rule definition

13.5.1 Overview

The definition of a matching rule involves:

a)
b)

optionally defining the parent matching rules from which the present matching rule may be derived;

defining the syntax of an assertion of the matching rule;
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c) specifying the different types of matches supported by the rule;

d) defining the appropriate rules for evaluating a presented assertion with respect to target attribute
held in the DIB;

e) assigning an object identifier to the matching rule.

values

A matching rule shall be used to evaluate attribute value assertions of attributes indicating the rule as their equality
matching rule. The syntax used in the attribute value assertion (i.e. the assertion component of the attribute value
assertion) is the matching rule's assertion syntax.

A mat

ching rule may apply to many different types of attributes with different attribute syntaxes.

The definition of a matching rule shall include a specification of the syntax of an assertion of the matching rule and the
way in which values of this syntax are used to perform a match. This does not require a full specification of the attribute

syntax
ASN.

The aj
match

to which the matching rule may apply. A definition of a matching rule for use with attributes withdi
syntaxes shall specify how matches shall be performed.

pplicability of defined matching rules to the attributes contained in a subschema specification (oyet and abg
ing rules used in the definition of these attribute types) is indicated through the subschenmia specifi

operatiional attribute matchingRuleUse, defined in 15.7.7.

13.5.2
Match

MATG

WITH

For a

Matching rule definition
ing rules may be defined as values of the MATCHING-RULE information object class:
HING-RULE ::= CLASS {
&ParentMatchingRules MATCHING-RULE OPTIONAL,
&AssertionType OPTIONAL;
&uniqueMatchindicator ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
SYNTAX {
[ PARENT &ParentMatchingRules.]
[ SYNTAX &AssertionType ]
[ UNIQUE-MATCH-INDICATOR &uniqueMatchindicator ]
ID &id }
matching rule which is defined using this information object class:

a) &ParentMatchingRules field is\used if the matching rule being defined combines the characteris|
two or more other matching ‘tules. It is given as a set of two or more object identifiers for the ma
rules that supply the basig _characteristics of the matching rule being defined (e.g. matching algoritl
shall be omitted for a /basic matching rule.

b) &AssertionType is_the syntax for an assertion using this matching rule; if it is omitted, the as
syntax is the samg syntax as that of the attribute the rule is applied to unless the matching rule sp|
otherwise. Ifiitis present, it may specify a restriction on the parent matching rule(s) if present, but
case it shallbe compatible with the syntax for the parent matching rule(s) (i.e. a value complyin
&AssertionType shall also comply with &AssertionType for the parent matching rule(s)).

c) &uniqueMatchindicator is a notification attribute type. When present, unique matching is required
mapping-based matching rule (see 13.6) that means mapping against the mapping table shall yi
unambiguous result. If there are multiple matches against the mapping table, the search request sl

fferent
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ribute

rejected with a serviceError with problem ambiguousKeyAttributes. In addition, a notification at

R a he-errorreturned

NOTE 1 — Such a situation can occur in geographical matching when, for example, an assertion can specify
"Newton" as a locality in the United Kingdom; there are many distinct towns with this name, which need to be

distinguished by a qualifier (e.g. "Newton, Cambs").
d) &id is the object identifier assigned to it.

If two or more matching rules are used for ParentMatchingRules, the result is a combined matching rule that returns a

result,

48

for values that are compatible with AssertionType, as prescribed by the following rule:
a) if the result of any parent matching rule is TRUE, the combined matching rule shall return TRUE;

b) otherwise, if the result of any parent matching rule is FALSE, the combined matching rule shall
FALSE; or

c) otherwise, the combined matching rule shall return undefined.
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The following table shows the rules of combination of two matching rules A and B; the table could in principle be
extended into multiple dimensions, with similar result patterns, to cover the case of three or more parent matching rules:

Rule A
TRUE FALSE UNDEFINED
TRUE TRUE TRUE TRUE
Rule B FALSE TRUE FALSE FALSE
UNDEFINED TRUE FALSE UNDEFINED

By c9
would|

N(
Spg

mbining matching rules as specified above, it is possible to obtain valid matching in cases where the ma
otherwise fail.

TE 2 — A specific case of the use of a parent matching rule is with the combination of an arbitrary matching rule W
cial matching rule ignorelfAbsentMatch. The latter causes a filter-item to return TRUE if the attribute is absent;

prgsent, the normal rules apply. This enables a search filter to examine entries when some attributes spéecified in the searg

arg

The o

objec
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distin
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distin

absent. See 6.7.1 of ITU-T Rec. X.520 | ISO/IEC 9594-6.

bjectldentifierMatch matching rule is defined as follows:

IdentifierMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

ented value of type object identifier matches a target value, of type object identifier if and only if they bot
me number of integral components and each integral(component of the first is equal to the corresp
nent of the second. This matching rule is inherent in the definition of the ASN.1 type object ide
IdentifierMatch is an equality matching rule.

stinguishedNameMatch is defined as follows¢
guishedNameMatch MATCHING-RULE :i= {

SYNTAX  DistinguishedName
ID id-mr-distinguishedNameMatch }

ented distinguished name value matches a target distinguished name value if and only if all of the followi

a) the number-of RDNSs in each is the same;
b) correspending RDNs have the same number of AttributeTypeAndValue;

c) cartesponding AttributeTypeAndValue (i.e. those in corresponding RDNs and with identical at
types) have attribute values which match as described in 9.4.

guishedNameMatch is an equality matching rule.

tching
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13.6

Relaxations and tightenings

Relaxation and tightening are functions that in a systematic way modify the matching of one or more filter items. If
relaxation is performed, the modification of the matching is done in such a way as to increase the likelihood of having
more matched entries. Relaxation is performed when the number of matched entries is below a certain minimum.
Tightening is performed in a similar way when the number of matched entries is above a certain maximum. There are
two modes of relaxation/tightening:

a) the matching rule applied for a particular attribute type can be replaced by matching rule substitution in a
stepwise fashion until the required effect is achieved or the possibilities have been exhausted as detailed in

13.6.1; and
b) the relaxation/tightening can be applied as part of a mapping-based matching as detailed in 13.6.2.
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13.6.1 Matching rule substitution

The matching rule substitution can be controlled by a governing-search-rule within a service specific administrative area
(see 16.10.7). It can also be controlled by the user in the search request (see 10.2.1 of ITU-T Rec. X.511 |
ISO/IEC 9594-3). In both cases, the RelaxationPolicy construct, as defined in 16.10, controls the substitution.

Relaxation/tightening by matching rule substitution modifies the action of a filter by systematically substituting the
previously applicable matching rules for selected attributes onto matching rules that provide looser (or tighter) matching.
Having relaxed, or tightened by matching rule substitution, the whole of the search process is re-evaluated on the same
set of entries within the scope of the search. Re-evaluation can continue until no more relaxations exist, or until a
satisfactory return (less than or equal to maximum, or more than minimum, by reference to the controlling
RelaxationPolicy elements) is made.

The rgsuitis-that-thefiterremains-the-sameforeachre-evatuation; but-the-individuatmatehingradesused-toevatunte the
filter yindergo a substitution as necessary (see Figure 12). Relaxation may either be evaluated on a DSA-by-DSA|basis,
using [no coordinated relaxation between DSAs, or may alternatively use the chainedRelaxation cémpongnt of
ChainfingArguments to define what relaxation is to be used.

Filter
y
Search : .
relaxation ~———P Matching rule mapping
policy
Yy v VvV VvV VvV VYV .V

Filter evaluatiofiyon/local
part of DIT

T0733220-00

Figure 12 — Matching rule substitution

When| a relaxation policy is to be used, the DSA before starting a local search makes a basic substitution for each
attribyte type for which a basic substitution js defined, as specified by the relaxation policy.

NOTE 1 — A particular useful application of basic substitution is, as an example, for the localityName attribute type to supstitute
the caselgnoreSubstringMatch matching'rule with the generalWordMatch matching rule in situations where this matching rule is
mdre appropriate and the user is expected to formulate a substrings filter item accordingly.

If too ffew entries result from thesearch, as applied to this particular DSA, the first relaxation policy is applied; if tpo few
entrieg still result, the next rélaxation policy is applied; and so on.

Similgrly, if too many €ntries result from the search, the first tightening policy is applied in a similar fashion. Therg is no
reverspl from a tighténing to a relaxation, or vice versa.

A relgxation applied by one set of MRSubstitution for a particular attribute applies until countermanded by apother
MRMa3pping:»The countermanding can be explicit by specifying the matching rule, or implicit by omitting the
oIdM%tchingRule identifier.

If a relaxed evaluation is performed due to too few results from the previous evaluation, and if too many results are
returned from the relaxed evaluation, some or all of the results from the relaxed evaluation shall be returned. If a
tightened evaluation is performed due to too many results from the previous evaluation, and if too few are returned from
the tightened evaluation, some or all of the results from the previous evaluation shall be returned. In either case, the
relaxation or tightening process stops.

An applicable relaxation policy applies both to filter or extendedFilter, as appropriate.

NOTE 2 — Because relaxation allows filter item evaluations to be relaxed or tightened for the ordinary filter, the need for extended
filters to achieve more complex filtering is diminished.

A DSA may supply the proposedRelaxation notification attribute (see 5.12.15 of ITU-T Rec. X.520 | ISO/IEC 9594-6)
in a search result within the notification subcomponent of the PartialOutcomeQualifier. The information here can then
in a subsequent search request be used as a user supplied relaxation policy.
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As an ultimate case of relaxation, a policy can cause a particular filter item to be evaluated as TRUE (or FALSE, if the
filter-item is negated) in accordance with the nullMatch matching rule.

Within a service specific administrative area, validation against search-rules is performed after possible basic
substitutions have been made, as dictated by the search-rule against which the search request is being evaluated. A
governing-search-rule is selected prior to any subsequent matching rule substitution, including possible basic
substitutions specified in the search request.

13.6.2 Mapping-based matching

Mapping-based matching is relevant for the Search operation when the users' conception of the real world may in several
ways differ from the idealized model often used by the Directory. As an example, users' notions of locality names and
how lpealiiesrelateto-cach-othermay be quite different from-how localitiesarerepresented-inthe Directory—To Pridge
that gap and to improve the rate of successful searches, it is essential to have a mapping between the users' condepfion of
some feal world objects, including their mutual relationships, and the Directory model for the same objects.-Th¢ same
mapping should also allow for "fuzzy" matching, i.e. allowing some attribute values to reflect more thanl their precise
definifion.

NATE 1 — As an example, a user may specify a location name in the filter, but the object been looked for may be closg to the
bofder in a neighbouring location.

The nfapping-based matching is applicable to geographical aspects of White Pages searchés; business category aspgcts of
Yelloy Pages searches, etc.

The mapping-based matching employs some intermediate table, a mapping table, in order to control the mappinp. The
exact pehaviour of a mapping-based matching and the structure of the mapping table are local matters. Howevgr, the
basic principle for the technique is common as illustrated in Figure 13.

Mapped

Mapping-based matching filter it
ilter items

Mappable
filter items >
for specified E
attribute types List of possible >
matchable . >
> values Mappmg >
E (Intermediate algorithm Result
> table)

T0733230-00

Figure 13 — Mapping-based matching

Using| this technique, filter items for designated attribute types (mappable filter items) go through a mapping process
using [a_mapping table and some kind of mapping algorithm. This mapping results in some new filter items |called
mapped filter items as replacements for the mappable filter items. In exception cases, the mapping is not performe¢d and
information is returned as to the exact nature of the exception.

The number of mapped filter items does not need to be the same as the number of mappable filter items, and will in
general be different.

A filter item of type extensibleMatch with the type specification absent cannot be a mappable filter item.

A mapping-based mapping may be local to a DSA. If the Search evaluation is distributed, other DSAs participating in the
evaluation phase of a Search may apply their own mapping-based mapping. However, the mapping used can be
conveyed to other DSAs in the chainedRelaxation component of the ChainedArguments.

NOTE 2 — To be able to provide a consistent service to users, administrators of DSAs potentially participating in a distributed
Search evaluation should consider harmonizing their mapping tables and functions.
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Figure 14 illustrates the principle behind the establishment of the mapping function between the real world and the
Directory model of that world. Users have some perception of the real world. This perception may not consider all
aspects of the real world. The aspects of the real world that have some importance for how a user formulates a Search
request constitute a model of the real world. This model then forms the basis for how the mapping is performed. The
precise model of the real world has to be based on experience and is likely to require regular updates based on observed
search behaviour by users.

list of
user possible mapping
perception matchable algorithm %_‘
—— values -
CIILICS
3
model of the real world A H
T I /
the Real World
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Figure 14 — Information derivation

This thodel of the real world may only involve a subset of the attribut&types used by a user in a Search request, and
possijly only a single attribute type is relevant. As an example, in considering a model of the real world with respect to
localities, only locality related attribute types would be relevant to consider. Filter items not referring to such atfribute
types fire not mapped, but are retained and used together with the'mapped filter items for entry match.

A mofel of the real world is used for establishing a mapping table of matchable values, i.c. a set of values|to be
potentially matched against the mappable filter items..How this mapping table of matchable values is establish¢d is a
local matter. Matching against this mapping table can)then result in zero or more matches. Each match results in pne or
more mapped filter items. The mapping algorithm determines how the mapped filter items are applied against gntries.
How this is done is a local matter. It could be'based on values of traditional attributes in the entries or it could be|based
on values planted in the entries that have no'\meaning outside the Directory, e.g. numeric identifiers.

The way mapping is employed and théwresulting mapped filter items are handled is conveniently specified by referfing to
subfilfers as defined in 16.5 and further detailed in Annex Q. The concept of subfilters is only used here as a descfiptive
tool. An implementation can use any other algorithm giving the same result.

Each subfilter is evaluated-against the mapping table and the resulting mapped filter items are combined with the non-
mappdd filter items in a-way determined by the detailed mapping algorithm. The resulting matched entries are the{union
of the [entries matchedyby/each of the subfilters.

NOTE 3 — In many situations the mappable filter items will be replaced by a logical OR of the mapped filter items.

There|are in.principle two different modes of mapping. Each mappable filter item could be mapped one at the time, or
multiple comibinable mappable filter items could be used to satisfy a single match against the mapping table. Multiple
filter itéms are applicable to a single mapping-based match if and only if they are combinable filter items; that is E) say,
contained as elements within a single subfilter.

NOTE 4 — For example, two separate geographical names ANDed together in a subfilter can be used to specify a single
geographical location of useful size, where the use of a single geographical name may specify an ambiguous or oversize
geographical location.

The matching of a filter item against the mapping table is performed using the matching rule implied or specified by that
filter item, possibly after a basic matching rule substitution either specified in the governing-search-rule (if any) and in
the search request.

NOTE 5 — This could involve a complex matching rule like generalWordMatch defined in ITU-T Rec. X.520 | ISO/IEC 9594-6
allowing word rotation, word truncation, approximate word match, etc.

NOTE 6 — These Directory Specifications do not specify how an implementation combines the relevant matching rules into a
combined matching. It is expected that implementation may restrict what combinations of filter items and matching rules that are
supported.
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If the matching attempted by a filter item or combinable filter items against the mapping table does not result in any
match for any subfilter, i.e. the match yields a FALSE or undefined result, it will result in zero mapped filter items. If
there are mappable filter items in every subfilter, the Search would yield no result. An error shall then be returned to the
user.

In some situations, e.g. in geographical zonal matching, it is a requirement that the matching against the mapping table
yields a single, unambiguous result. If a subfilter matches more than one entry in the mapping table or if different
subfilters match different entries in the mapping table, the search may return too many unwanted entries. Instead
information is returned to the user to allow a new and better targeted search request to be initiated.

NOTE 7 — In a simpler situation, the mappable filter items are just checked against the mapping table. If this match is successful,
the mappable filter items are used unchanged.

The nfapping can be dynamic in the sense that the mapping can be adjusted (relaxed) if the search yields zero or tpo few
matched entries. The details on how such a relaxation is performed are outside the scope of these“Directory
Specifications. These are determined by local requirements. The relaxation can be performed in steps, potentially cpusing
more ¢ntries to be found. The relaxation shall be done in such a way that when one additional step in retaxation is|taken,
all entries returned from previous steps are returned together with potentially some new entries.

413(2| 1
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Figure 15 — Search relaxation

The r¢laxation is performed in steps by .specifying different levels of relaxation. A level of zero corresponds|to no
relaxafion. Level one corresponds toea\first level of relaxation, etc. Figure 15 is an abstract way of illustratirjg this
stepwise relaxation mechanism. What)the different levels of relaxations exactly imply is not defined by these Ditfectory
Specifications. The relaxation level)can be controlled by the RelaxationPolicy construct, which may be suppligd in a
searchi-rule, in a search requést) or both. This allows the relaxation of the mapping-based mapping and relaxatjon by
matchjing rule substitutions\ta_be synchronised with each other, as both can be determined from each step of relaxation as
specifijed by the RelaxationPolicy.

The extendedArea search control is an integer that provides an alternative way of controlling the level of relaxatioh for a
mapping-basedmatching algorithm. It is part of the customization of a mapping-based mapping algorithm whethet it can
be controlled.by this search control.

If the |lextendedArea search control present in a search request and its use is allowed for a mapping-based algqrithm,
any level specification in the RelaxationPolicy, whether included in the search or the governing-search-rule, is ignored.

The includeAllAreas search control option specifies the mode of relaxation when this is controlled by the extendedArea
search control. If this option is set, the relaxing is performed as described above, i.e. potentially more entries are returned
for higher levels of relaxation (inclusive relaxation). If this option is not set, the user is only interested in the result
corresponding to the incremental relaxation (exclusive relaxation). The latter could be interesting, if the user is stepwise
relaxing and is not interested in getting entries that were returned in previous results, but only additional entries resulting
from the latest step of relaxation.

NOTE 8 — There is no guarantee (particularly with a complex filter) that the user will not get some entries received previously, nor
that all entries that could be of interest will be returned. For example, looking for French restaurants in Winkfield could fail;
relaxing to look for all restaurants in the Winkfield area but excluding Winkfield would then cause the mixed-cuisine White Hart
Inn restaurant in Winkfield to be left out of the search results.
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Some mapping-based matching algorithms may not support exclusive relaxation or may be customized not to allow it. In
this case, the includeAllAreas search control option shall be ignored for that mapping function and a possible relaxation

shall be performed as an inclusive relaxation.

In some environments, it may also be relevant to be able to specify negative level for relaxation, which corresponds to a
tightening of the matching. In this case, the includeAllAreas search control option has no significance and is ignored if

present. Tightening may not be relevant for all types of mapping-based matching.

A DSA may simultaneously support several mapping functions, i.e. hold multiple mapping tables with corresponding

mapping algorithms. Reason for multiple mapping functions could be:

a) The mapping function to be done is dependent on the type of application. Geographical zonal matching

(see 6.8 of ITU-T Rec. X.520 | ISO/IEC 9594-6) is a particular important application of mapping
matching. Other examples are mapping-based matching for Yellow Pages searches. biblio

-based
raphic

searches, etc.

b) Within a particular application, the detailed specification for how the mapping is performed, ma
dependent on specific conditions. As an example, the mapping for geographical zonal-matchin
depend on the geographical area (e.g. as reflected by the baseObject of the Search) orby the t
search the user is attempting, i.c. based on information in the search filter. As anothér’éxample, m
may depend on the language used in the request.

y vary
2 may
ype of
\pping

If multiple mapping functions are simultaneously applicable and the execution of one of these results in an exgeption
conditiion that shall be reported to the user, an implementation is not required to check whether multiple exceptionf exist

(but itjmay do so).

A mapping-based mapping specification (see later) determines whether the extendedArea search control shall be
applicpble for the mapping function in question. If several mapping functions are active for the same Search opgration
and spme of those can be controlled by extendedArea search control(they all perform simultaneous relaxation or
tighteing according to the extendedArea search control, and if applicable;, also to the includeAllAreas search gontrol

option.

NQTE 9 — The example give earlier shows that using includeAllAreas with more than one mapping-based mapping ¢
ris¢ to difficulties.

=N

n give

If the pxtendedArea search control specifies a level of relaxation or tightening not supported by the DSA for some|of the

mapping functions affected by that search control, then\the DSA shall perform the mapping based on best effort
extenfledArea search control specifies a level of relaxation or tightening not supported by the DSA for any
mapping functions affected by that search control, a“searchServiceProblem notification attribute with the value
unavdilableRelaxationLevel shall be returned i1 the notification parameter of CommonResults.

If the
of the
id-pr-

NOTE 10 — If the evaluation of a Search operation is distributed across multiple DSAs, such DSAs may employ different mjapping

furjctions giving inconsistent result unless some coordination among the DSAs is established.

Althoyigh the details of mapping-based matching are local matters, it is possible to define the overall characteris
mapping-based matching by defining a special type of matching rules called mapping-based matching rules. §
matching rule is defined as an\instance of the MATCHING-RULE information object class. However, it is differen
traditipnal matching rules-in-the sense that it does not specify matching in the traditional sense and therefore dq
specifyy syntax for the mafching. However, as part of its definition it gives specifications of its purpose, how it is a
and hpw exception €onditions are handled. The specific behaviour of a mapping-based matching rule can pa
descriped by an_instance of the ASN.1 information object class derived from the below generic (parametq
MAPRING-BASED-MATCHING information object class. This information object class is only intended to specify
aspects thatsare potentially customizable. This Directory Specification does not dictate how and where an instal
such an irffermation object class is stored, just that it is made available to the DSA in some way.

tics of
uch a
t from
€s not
pplied
tly be
rized)
those
hce of

MAPPING-BASED-MATCHING
{ SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule } ::=
CLASS {

&selectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,

&subtypesincluded BOOLEAN DEFAULT TRUE,
&combinable BOOLEAN (combinable),
&mappingResults MappingResult OPTIONAL,
&userControl BOOLEAN DEFAULT FALSE,
&exclusive BOOLEAN DEFAULT TRUE,
&matching-rule MATCHING-RULE (matchingRule),
&id OBJECT IDENTIFIER UNIQUE }
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WITH SYNTAX {

[ SELECT BY &selectBy ]
APPLICABLE TO &ApplicableTo

[ SUBTYPES INCLUDED &subtypesincluded ]
COMBINABLE &combinable

[ MAPPING RESULTS &mappingResults ]
[ USER CONTROL &userControl ]

[ EXCLUSIVE &exclusive ]
MATCHING RULE &matching-rule

ID

&id }

The M

a)

b)

d)

e)

g)

h)

APPING-BASED-MATCHING information object class has the following field specifications:

The &selectBy ficld is a dummy reference for a specification of how an instance of a specialization|of the
information object class is selected for a mapping-based mapping. The specialized information [object
class shall, if applicable, specify an ASN.1 type determining together with a textual description op how
the selection is to be performed. This component shall be ignored if the user,in/the search request
supplies a non-empty mapping component of the RelaxationPolicy construct.

NOTE 11 — In principle, several instances possibly of different derived information.oebject classes can be sglected
by the same search request.

The &ApplicableTo field specifies what filter items shall be considered mappable filter items by
specifying the attribute types for such filter items. Any filter itemfor an attribute type listed Ry this
subcomponent is subject to mapping-based matching. This component shall always be present. Atfribute
types listed by this component may not necessarily all be presént in the filter. The value is determined by
the information object instance of a specialization of this ififormation object class.

The &subtypesincluded ficld is a value of boolean type which specifies whether an instance of a derived
information object class can accept subtypes of &ApplicableTo attributes, in addition to the spgcified
attribute types. If absent, subtypes are permifted, provided that they are not turned off by| other
mechanisms. The value is determined by the information object instance of the derived information [object
class.

The &combinable field is a value of bgolean type that, if TRUE, permits the mapping-based matching to
use multiple combinable filter items“in the satisfaction of the match against the mapping tabl¢. The
combinable is a dummy referenée for the value of this component to be determined by a specialization of
this information object class.

The &mappingResults._field is dummy reference for a specification on how exception conditiops are
reported. The derivéd)information object class shall specify an ASN.1 type for reporting rglevant
exception conditions.

The &userControl ficld is a value of boolean type which specifies whether an instance of a derived
informatior-object class and its associated mapping-based matching rule can be controlled by the
extendedArea search control.

NOTE 12 — If several mapping-based matchings are simultaneously being applied, it may be appropriate to let only
one of these allow use of the extendedArea search control.

The &exclusive field is a value of boolean type which specifies whether an instance of a derived
information object class and its assoc1ated mapplng -based matchlng rule allows excluswe relaxation to be

e e ese e ¢ derived
information object class If the value is FALSE or if the DSA does not support excluswe matching for this
mapping-based matching, this particular mapping shall act as if the includeAllAreas search control option
were set.

NOTE 13 — If several mapping-based matchings are simultaneously being applied, it may be appropriate to let only
one of these allow exclusive relaxation.

The &matching-rule field is a value of object identifier type identifying the matching-based matching rule
for which this instance provides additional specification and which shall be applied for the mapping-based
matching. The matchingRule dummy reference for the value of this component is to be determined by a
specialization of this information object class. The matching rule specified shall be used for the particular
mapping-based matching.

The &id field is an object identifier allocated to the particular mapping-based mapping.
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13.7

13.7.1

DIT structure definition

Overview

A fundamental aspect of the Directory schema is the specification of where an entry of a particular class may be placed

in the

13.7.2

DIT and how it should be named, considering:
—  the hierarchical relationship of entries in the DIT (DIT structure rules);
— the attribute or attributes used to form the RDN of the entry (name forms).

Name form definition

The definition of a name form involves:

If diff]
specif]

Only {

For ef
class s

The R
specif]
N(

A narn
requir|
The rq
13.7.3

Name

NAME

WITH

a)  Specilying the named 0DJECt Class;

b) indicating the mandatory attributes to be used for the RDNs for entries of this object classiwhe
name form applies;

¢) indicating the optional attributes if any that may be used for the RDNs for entries of. this objec
where this name form applies;

d) assigning an object identifier for the name form.

ed for each distinct set of attributes to be used for naming.
tructural object classes are used in name forms.

tries of a particular structural object class to exist in a portion of the DIB; at least one name form for that
hall be contained in the applicable part of the schema. The schema contains additional name forms as requird

DN attribute (or attributes) need not be chosen from the list of permitted attributes of the structural object ¢
ed in its structural or alias object class definition.

TE — Naming attributes are governed by DIT content rules and DI context use in the same way as other attributes.
ne form is only a primitive element of the full specification required to constrain the form of the DIT

bd by the administrative and naming authorities that’determine the naming policies of a given region of th
maining aspects of the specification of DIT structure are discussed in 13.7.5.

Name form specification

forms may be defined as values of the NAME-FORM information object class:

-FORM ::= CLASS {

&namedObjectClass OBJECT-CLASS,
&MandatoryAttributes ~ATTRIBUTE,
&OptionalAttributes ~ ~ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
SYNTAX {
NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes
[ AND OPTIONALLY &OptionalAttributes ]
ID &id }

re this

I class

brent sets of naming attributes are required for entries of a given structural object class, then a name form shall be

object
d.

ass as

o that
e DIT.

For a name Torm which 1s defined using this information object class:

All attribute types in the mandatory and optional lists shall be different.

13.7.4

a) &namedObjectClass is the structural object class it names;

b) &MandatoryAttributes is the set of attributes which shall be present in the RDN of the entry it gove

ns;

c) &OptionalAttributes is the set of attributes which may be present in the RDN of the entry it governs;

d) &id is the object identifier assigned to it.

The structural object class of an entry

Some subschema specifications will include name forms for no more than one structural object class per structural object
class superclass chain represented in the subschema.
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Some subschema specifications may include name forms for more than one structural object class per structural object
class superclass chain represented in the subschema.

In either case, with respect to a particular entry, only the most subordinate structural object class in the structural
superclass chain present in the entry's objectClass attribute determines the DIT content rule and DIT structure rule
applying to the entry. This class is referred to as the structural object class of the entry and is indicated by the
structuralObjectClass operational attribute.

13.7.5 DIT structure rule definition

A DIT structure rule is a specification provided by the subschema administrative authority which the Directory uses to
control the placement and naming of entries within the scope of the subschema. Each object and alias entry is governed
by a single DIT structure rule. A subschema governing a subtree of the DIT will typically contain several DIT structure
rules permitting several types of entries within the subtree

A DIT structure rule definition includes:
a) an integer identifier which is unique within the scope of the subschema;
b) an indication of the name form for entries governed by the DIT structure rule;

c) the set of allowed superior structure rules, if required.

The s¢t of DIT structure rules for a subschema specify the forms of distinguished names for entries governed py the
subschema.

A DIT structure rule allows entries in a given subschema to subscribe to a particular name form. The form [of the
last RDN component of an entry's DistinguishedName is determined by the name form of the DIT structute rule
goverhing the entry.

The namedObjectClass component of the name form (the name form's obje¢t class) corresponds to the structural jobject
class ¢f the entry.

A DIT structure rule shall only permit entries belonging to the structural object class identified by its associated name
form. [t does not permit entries belonging to any of the subclasses-of the structural object class.

With fespect to a particular entry, the DIT structure rule governing the entry is termed the entry's governing stnucture
rule. This rule may be identified by examining the entry's governingStructureRule attribute.

With fespect to a particular entry, the DIT structure.rule governing the entry's superior is termed the entry's superior
structyire rule.

An enltry may only exist in the DIT as a subordinate to another entry (the superior) if a DIT structure rule exists|in the
goverhing subschema which:

— indicates a name form for\the structural object class of the entry; and

— either includes the entry's superior structure rule as a possible superior structure rule or does not spg¢cify a
superior structure.rule, in which case the entry shall be a subschema administrative point.

If an gntry which is itself asubschema administrative point is not included for the purposes of subschema adminisfration
in its $ubschema subentry; then the subschema from the immediately superior subschema administrative area is ysed to
govern the entry.

Entriep which are~administrative point entries but have no subschema subentry (e.g. newly created administrativg point
entrieg) have aesgoverning structure rule. The Directory shall not allow subordinates to be created below such gntries
until 4 subschema subentry has been added.

If an ¢nfry is converted to a new subschema administrative point, then the governing structure rule of all entries|in the
new subschema administrative area is automatically changed to that implied by the new subschema.

13.7.6  DIT structure rule specification

The abstract syntax of a DIT structure rule is expressed by the following ASN.1 type:

DITStructureRule ::= SEQUENCE {

ruleldentifier Ruleldentifier ,

-- shall be unique within the scope of the subschema
nameForm NAME-FORM.&id,
superiorStructureRules SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL }

Ruleldentifier ::= INTEGER
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The correspondence between the parts of the definition, as listed in 13.7.5, and the various components of the ASN.1
type defined above, is as follows:

a) the ruleldentifier component identifies the DIT structure rule uniquely within a subschema;

b) the nameForm component of the DIT structure rule specifies the name form for entries governed by the
DIT structure rule;

¢) the superiorStructureRules component identifies permitted superior structure rules for entries governed
by the rule. If this component is omitted, then the DIT structure rule applies to a subschema administrative
point.

The STRUCTURE-RULE information object class is provided to facilitate the documentation of DIT structure rules:

STRUCTURE-RULE ::= CLASS {

&mrarnreform NAME-FORNM,;
&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,
&id Ruleldentifier }

WITH([SYNTAX {
NAME FORM &nameForm
[ SUPERIOR RULES &SuperiorStructureRules ]
ID &id }

13.8 DIT content rule definition

13.8.1 Overview

A DIT content rule specifies the permissible content of entries of a particular, stfuctural object class via the identifjcation
of an pptional set of auxiliary object classes, mandatory, optional and precluded attributes. Collective attributes shall be
included in DIT Content rules if they are to be permitted in an entry.

A DIT content rule definition includes:
a) an indication of the structural object class to whichdit applies;
b) optionally, an indication of the auxiliary object classes allowed for entries governed by the rule;

c) optionally, an indication of the mandatory, @ttributes, over and above those called for by the structugal and
auxiliary object classes, required for entries governed by the DIT content rule;

d) optionally, an indication of the optional attributes, over and above those called for by the structugal and
auxiliary object classes, permitted for entries governed by the DIT content rule;

e) optionally, an indication of ‘eptional attribute(s) from the entry's structural and auxiliary object ¢lasses
which are precluded from.appearing in entries governed by the rule.

For arly valid subschema specification,) there is at most one DIT content rule for each structural object class.

Everylentry in the DIT is govefned by at most one DIT content rule. This rule may be identified by examining thg value
of thelentry's structuralObjéctClass attribute.

If no PIT content rulesis,present for a structural object class, then entries of that class shall contain only the attfibutes
permifted by the struCtural object class definition.

The DIT content.rules of superclasses of the structural object class for an entry do not apply to that entry.

As a IDIT eontent rule is associated with a structural object class, it follows that all entries of the same structural [object
class Wwill have the same DIT content rule regardless of the DIT structure rule governing their location in the DIT.

An entry governed by a DIT content rule may, in addition to the structural object class of the DIT structure rule, be
associated with a subset of the auxiliary object classes identified by the DIT content rule. This association is reflected in
the entry's objectClass attribute.

An entry's content shall be consistent with the object classes indicated by its objectClass attribute in the following way:
— mandatory attributes of object classes indicated by the objectClass attribute shall always be present in the
entry;

—  optional attributes (not indicated as additional optional or mandatory in the DIT content rule) of auxiliary
object classes indicated by the DIT content rule may only be present if the objectClass attribute indicates
these auxiliary object classes.

Mandatory attributes associated with the structural or indicated auxiliary object classes shall not be precluded in a DIT
content rule.
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13.8.2  DIT content rule specification

The abstract syntax of a DIT content rule is expressed by the following ASN.1 type:

DITContentRule ::= SEQUENCE {

structuralObjectClass OBJECT-CLASS.&id,

auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [11 SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

01 (E)

The correspondence between the parts of the definition, as listed in 13.8.1, and the various components of the ASN.1
type defined above, is as follows:

The CONTENT-RULE information object class is provided to facilitate thie’documentation of DIT content rules:

CONTIENT-RULE ::= CLASS {

WITH([SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES  &Auxiliaries ]

13.9 Context type definition

The definition of a contexttype involves:

&structuralClass OBJECT-CLASS UNIQUE,
&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }

[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ] }

auxiliary object classes which are precluded from an entry to which the DIT content rule applies.

nt rule

nt rule

object

a) the structuralObjectClass component identifies the structural object class to which the DIT conte
applies;

b) the auxiliaries component identifies the auxiliary object classes allowed for an entry to Wwhich the DIT
content rule applies;

c) the mandatory component specifies user attribute types which an entry to which(the DIT conte
applies shall contain in addition to those which it shall contain according to itsyStructural and aukiliary
object classes;

d) the optional components specify user attribute types which an entry to which,the DIT content rule gpplies
may contain in addition to those which it may contain according to (its structural and auxiliary
classes;

e) the precluded component specifies a subset of the optional user attribute types of the structur|

hl and

a) specifying the syntax of the context;

b) speeifying the syntax of a context assertion;

¢)«. defining the semantics of the context;

d). " specifying how matches are done; and

T)  ASSIZINE Al ObjeCt [ATTICT T0 e COMEXT type.

13.9.1 Context Value matching

A presented context assertion matches a stored context value of the same context type according to the description of
matching which is part of the context definition.

13.9.2  Context definition

Contexts are defined using the CONTEXT information object class:

CONTEXT ::= CLASS {
&Type,
&Assertion OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
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WITH

SYNTAX {

WITH SYNTAX  &Type

[ ASSERTED AS &Assertion ]
ID &id }

If the &Assertion is omitted, the context assertion syntax is the same as &Type.

When a context is defined, the specification shall include a description of the semantics of the context, and how a match
is evaluated.

ITU-T Rec. X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.

13.10

DIT Context Use definition

13.10,

A DI
contey

A DIT

If no ]
no cof

type. |
Use i

13.10.
The al

DITCq

The ¢
type d

1 Overview

[ Context Use is a specification provided by the subschema administrative authority to specify. the’perm|
t types that may be stored with an attribute, and the mandatory context types that shall be stored with an attri

Context Use definition includes:
a) an indication of the attribute type to which it applies;

b) optionally, an indication of the mandatory context types that shall be.associated with values
attribute type whenever the attribute is stored;

c) optionally, an indication of the optional context types that may be asseciated with values of the af
type whenever the attribute is stored.

DIT Context Use definition is present for a given attribute type, themvalues of attributes of that type shall g
itext lists. For a given subschema administrative area, there can b& only one DIT Context Use for a given at
A DIT Context Use may be defined to apply to all attribute types, in which case it shall be the only DIT (
the subschema.

2 DIT Context Use specification

stract syntax of a DIT Context Use is expressed by the following ASN.1 type:

ntextUse ::= SEQUENCE {

attributeType ATTRIBUTE.&id,

mandatoryContexts [11 SET SIZE\(1..MAX) OF CONTEXT.&id OPTIONAL,

optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

rrespondence between the pafts of the definition, as listed in 13.10.1, and the various components of the |
efined above, is as follows:

a) the attributeType’ component identifies the attribute type to which the DIT Context Use applies,
attribute type\(id-oa-allAttributeTypes);

b) the mandatoryContexts component specifies context types that shall be associated with an attributd
of the'given type whenever the attribute is stored. If this is omitted, then attribute values may exist W
contéxt lists;

¢)«. the optionalContexts component specifies context types that may be associated with an attribute v:
the given type whenever the attribute is stored. If this is omitted but mandatoryContexts is present, t
attribute values shall appear with the mandatory context types and no others. If this is omittg

issible
bute.

of the

iribute

ontain
iribute
ontext

ASN.1

Or any

value
ithout

\lue of
hen all
d and

mandatoryContexts is also omitted, it is equivalent to having no DIT Context Use for the attribute type;

that is, attribute values of the given attribute type shall not have associated context lists.

The DIT-CONTEXT-USE-RULE information object class is provided to facilitate the documentation of the DIT Context
Use rules:

DIT-CONTEXT-USE-RULE ::= CLASS {

WITH

60

&attributeType ATTRIBUTE.&id UNIQUE,
&Mandatory CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL }
SYNTAX {

ATTRIBUTE TYPE &attributeType

[ MANDATORY CONTEXTS &Mandatory ]
[ OPTIONAL CONTEXTS &Optional ] }
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Directory System Schema

Overview

The Directory System Schema is a set of definitions and constraints concerning the information that the Directory itself
needs to know in order to operate correctly. This information is specified in terms of subentries and operational
attributes.

NOTE — The system schema enables the directory system to, for example:

— prevent the association of subentries of the wrong type with administrative entries (e.g. the creation of a subschema

subentry subordinate to an administrative entry defined only as a security administrative entry);

— prevent the addition of inappropriate operational attributes to an entry or subentry (e.g. a subschema operational

attribute to a person's entry).

Form4

lly, the Directory System Schema comprises a set of:

a) Object class definitions that define the attributes that shall or may be present in a subentty of a|
class;

b) Operational Attribute Type definitions that specify the characteristics of operational.dttributes know
used by the Directory.

given

n and

The cpmplete definition of an operational attribute includes a specification of the way in which'the Directory uses and (if
appropriate) provides or manages, the attribute in the course of its operation.
The Directory System Schema is distributed, like the DIB itself. Each Administrative Authority establishes the part of
the syptem schema that will apply for those portions of the DIB administered by the authority.
The Directory System Schema defined in this Directory Specification is anintegral part of the Directory System|itself.
Each [DSA participating in a directory system requires a full knowlédgé of the system schema established [by its
Administrative Authority. The system schema for an Administrative Area may be defined by the Administrative
Authofrity using the notation defined in this clause.
The Diirectory System Schema is not regulated by DIT structure, or content rules. When an element of system schgma is
defineld, a specification of how it is used and where it appearsiin the DIT is provided.
Certaip aspects of the directory system schema are specified in the following subclauses.
The directory system schema required to support.diréctory distribution is specified in clauses 25 through 28.
14.2 System schema supporting the“administrative and operational information model
Althoyigh subentry and subentryNameForm are specified using the notation of clause 13, subentries are not regulated
by DIT structure or DIT content rales:
14.2.1 The Subentry objeetClass
The stibentry object class-is a structural object class and is defined as follows:
subentry OBJECT<CLASS ::={

SUBCLASS'OF {top}

KIND structural

MUST CONTAIN { commonName | subtreeSpecification }

ID id-sc-subentry }
14.2.2  The Subentry name form

The subentryNameForm name form allows entries of class subentry to be named using the commonName attribute:

subentryNameForm NAME-FORM ::= {

NAMES subentry
WITH ATTRIBUTES { commonName }
ID id-nf-subentryNameForm }

No other name form shall be used for subentries.
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14.2.3  The Subtree Specification operational attribute

The subtreeSpecification operational attribute, whose semantics are specified in clause 12, is defined as follows:

subtreeSpecification ATTRIBUTE ::= {

WITH SYNTAX  SubtreeSpecification
USAGE directoryOperation
ID id-oa-subtreeSpecification }

This attribute is present in all subentries; each value defines a set of entries (in terms of a portion of an administrative
area possibly with refinement by selection on an object class filter) which may be subject to the policies defined by the
subentry.

NOTE — This permits a single complex policy (e.g. a search-rule) to be directed at many object class combinations, in disjoint
regions of an administrative area, while being defined in a single subentry.

14.3

The A

System schema supporting the administrative model

attribyte to indicate that the associated administrative area is concerned with one or more administrative roles.

The a@iministrativeRole operational attribute is specified as follows:
administrativeRole ATTRIBUTE ::= {
WITH SYNTAX OBJECT-CLASS.&id
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation
ID id-oa-administrativeRole }
The values of this attribute defined by this Directory Specification are:

id-ar-

utonomousArea

id-ar-accessControlSpecificArea
id-ar-accessControlinnerArea
id-ar-subschemaAdminSpecificArea
id-ar-¢ollectiveAttributeSpecificArea
id-ar-¢ollectiveAttributelnnerArea
id-ar-¢ontextDefaultSpecificArea

id-ar-

erviceSpecificArea

The s¢gmantics of these values are definéd. ini clause 12.

The a

dministrativeRole operational-attribute is also used to regulate the subentries permitted to be subordinatg

adminljistrative entry. A subentry, not of a class permitted by the administrativeRole attribute may not be subordif

the ad

14.4
The f

inistrative entry.

System schema supporting general administrative and operational requirements

llowing clauses describe subschema operational attributes which are not attributes in the usual sense (i.e. §

held within an-éntry), but may be thought of as 'virtual' attributes, representing information which is derivable (e.g
existing operational attributes, their values, and other information). Such virtual attributes are valid for all entries
an adrhinistrative area. This has the effect that these subschema operational attributes appear to be present in every

14.4.1

Ldministrative Model defined in clause 11 requires that administrative entries contain an administratiyeRole

to an
nate to

re not
. from
within
entry.

Timestamps

The createTimestamp indicates the time that an entry was created:

createTimestamp ATTRIBUTE ::= {

62

WITH SYNTAX GeneralizedTime
--as per41.3 b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-createTimestamp }

ITU-T Rec. X.501 (02/2001 E)


https://standardsiso.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

The modifyTimestamp indicates the time that an entry was last modified:

modifyTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--as per 41.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-modifyTimestamp }

The subschemaTimestamp indicates the time that the subschema subentry for the entry (see 15.3) was created or last
modiffed. It is available in every entry:

subsghemaTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec. X. 680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-subschemaTimestamp }

The generalizedTimeMatch and generalizedTimeOrderingMatch matching riles are defined in ITU-T Rec. X.520 |
ISO/TEEC 9594-6.

14.4.2l Entry Modifier operational attributes

The creatorsName operational attribute indicates the distinguished name of the Directory user that created an entry:

creatgrsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-creatorsName }

The modifiersName operational attribute indicates the distinguished name of the Directory user that last modified the
entry:

modiffersName ATTRIBUTE'\::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-modifiersName }

Theseloperational attributes shall use the primary distinguished name.

14.4.3  Subentry identification operational attributes

The subschemaSubentryList operational attribute identifies the subschema subentry that governs the entry. It is
available in every entry:

subschemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaSubentryList }
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The accessControlSubentryList operational attribute identifies all access control subentries that affect the entry. It is

available in every entry.

accessControlSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-accessControlSubentryList }

The collectiveAttributeSubentryList operational attribute identifies all collective attribute subentries that affect the

entry. It is available in every entry:

collegtiveAttributeSubentryList ATTRIBUTE ::= {

The cpntextDefaultSubentryList operational attribute identifies all context default stbentries that affect the entr]

availaple in every entry:

contektDefaultSubentryList ATTRIBUTE ::= {

The sprviceAdminSubentryList operational attribute idéntifies all service administration subentries, if any, that

the enfry. It is available in every entry affected by any such subentry.

servigeAdminSubentryList ATTRIBUTE ::={

14.4.4 Has Subordinates operational attribute

The hpsSubordinates operational attribute indicates whether any subordinate entries exist below the entry holdij
attribyte. A value*of TRUE indicates that subordinates may exist. A value of FALSE indicates that no subordinates
If thi§ attribute is absent, no information is provided about the existence of subordinate entries. The attribuf

ording
prevet

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-collectiveAttributeSubentryList }

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-contextDefaultSubentryList }

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-serviceAdminSubentryList }

y. It is

affect

g this
exist.

e will

NOTE — A value of TRUE may be returned when no subordinates exist if all possible subordinates are available only through a
non-specific subordinate reference (see ITU-T Rec. X.518 | ISO/IEC 9594-4) or if the only subordinates are subentries or child

family members.

hasSubordinates ATTRIBUTE ::={

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }
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14.5 System schema supporting access control

If a subentry contains prescriptive access control information, then its objectClass attribute shall contain the value
accessControlSubentry:

accessControlSubentry OBJECT-CLASS := {
KIND auxiliary
ID id-sc-accessControlSubentry }

A subentry of this object class shall contain precisely one prescriptive ACI attribute of a type consistent with the value of
the id-sc-accessControlScheme attribute of the corresponding access control specific point.

14.6 System schema supporting the collective attribute model

Subenftries supporting collective attribute specific or inner administrative areas are defined as follows:

collegtiveAttributeSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-collectiveAttributeSubentry }

A subgntry of this object class shall contain at least one collective attribute.

Collegtive attributes contained within a subentry of this object class are conceptually available for interrogatign and
filtering at every entry within the scope of the subentry's subtreeSpecification<attribute, but are administered yia the
subenfry.

The collectiveExclusions operational attribute allows particular collective ‘attributes to be excluded from an entry:

collegtiveExclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-collectiveExclusions }

This aftribute is optional for every entry.

The QBJECT IDENTIFIER value id-oa-excludeAllCollectiveAttributes may be used, by its presence as a value|of the
collegtiveExclusions attribute, to exclude all collective attributes from an entry.

14.7 System schema supporting context assertion defaults

Subenftries providing defaulttvatues for context assertions are defined as follows:

contektAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary
MUST CONTAIN {contextAssertionDefaults}
ID id-sc-contextAssertionSubentry }

A subenfry of this object class shall contain a contextAssertionDefaults attribute:

contextAssertionDefaults ATTRIBUTE ::= {

WITH SYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-oa-contextAssertionDefault }

Whenever a context is evaluated and no context assertion is provided by the user, the Directory provides context
assertion defaults equal to the values of this attribute in the context assertion subentry controlling the entry being
accessed, as described in 8.8.2.2.

NOTE - TypeAndContextAssertion is defined in 7.6 of (and evaluation of it is defined in 7.6.3 of) ITU-T Rec. X.511 |
ISO/IEC 9594-3.
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14.8 System schema supporting the service administration model

serviceAdminSubentry OBJECT-CLASS ::= {

KIND auxiliary
MUST CONTAIN { searchRules }
ID id-sc-serviceAdminSubentry }

A subentry of this object class shall contain a searchRules operational attribute:

searchRules ATTRIBUTE ::= {

WITH SYNTAX SearchRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
LUSAGE directoryOperation

ID id-oa-searchRules }

SearchRuleDescription ::= SEQUENCE {

COMPONENTS OF SearchRule,
name [28] SET SIZE (1 .. MAX) OF DirectoryString { ub-search } OPTIONAL,
description [29] DirectoryString { ub-search } OPTIONAL }

A valpie of the searchRules operational attribute is either a search-rule containing actual,search restrictions, or|it is a
dumnty search-rule that specifies no search restrictions at all. This dummy search-rule ‘isvidentified by having an id of
zero gnd by having no serviceType component (or any other components of SearchRule other than id and dindid).
dmdld is an identifier for the controlling DMD (see 6.4).

14.9 System schema supporting hierarchical groups

hierarchyLevel ATTRIBUTE ::= {

WITH SYNTAX HierarchyLevel
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-hierarchyLevel }
HieragchyLevel ::= INTEGER
hierarchyBelow ATTRIBUTE ::= {
WITH SYNTAX HierarchyBelow
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-hierarchyBelow }

HieragchyBelow_::=~BOOLEAN

hierarchyParent ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyParent }

The hierarchyLevel operational attribute shall be present in any entry that is a member of a hierarchical group. The
Directory shall create and maintain this attribute. The Directory shall delete this attribute when the entry is no longer
member of a hierarchical group. This attribute shall take the value zero for the hierarchical top. This attribute shall not be
present in a child family member.

The hierarchyBelow operational attribute indicates whether the entry has any hierarchical children. A value of TRUE
indicates that hierarchical children exist. A value of FALSE or the absence of the attribute type indicates that no
hierarchical children exist. The Directory shall create and maintain this attribute. The Directory shall delete this attribute
when the entry is no longer member of a hierarchical group.
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The hierararchyParent attribute shall be present in an Add Entry or Modify Entry operation when a new entry or an
existing entry becomes a hierarchical child. The attribute value shall be the distinguished name of the immediately
hierarchical parent. If the immediately hierarchical parent is a compound entry, the value shall be the distinguished name
of the ancestor. Otherwise, the Directory shall return an Update Error with problem parentNotAncestor. This attribute
shall not be present in a child family member, in an entry that is not within a hierarchical group, nor an entry that is the
hierarchical top.

When an entry within a hierarchical group is deleted by a Remove Entry operation, all its hierarchical children are
removed from the hierarchical group.

14.10 Maintenance of system schema

It is the responsibility of DSAs to maintain consistency of subentries and operational attributes with the system schema.
Incongistency between various aspects of system schema, and between system schema and subentries and operational
attribytes, shall not occur.

The Directory executes entry addition and modification procedures whenever a new subentry is added to the DIT or an
existinlg subentry is modified. The Directory shall determine whether the proposed operation would, violate the §ystem
schema; if it does the modification shall fail.

In pafticular, the Directory ensures that subentries added to the DIT are consistent. with the values o¢f the
admirjistrativeRole attribute, that the attributes within the subentry are consistent witly the values of the subpntry's
objectClass attribute.

The vhlue of the administrativeRole attribute may be modified to permit classes.df-subentries to be subordinate|to the
adminlistrative entry that are not yet present. The value of the administrativeRolé attribute shall not be modified sp as to
cause existing subentries to become inconsistent.

The Dijirectory also ensures, where the values of operational attributes are-provided by the Directory, that they are cprrect.

14.11] System schema for first-level subordinates

The Diirectory enforces the following rules and constraints on éntries created immediately subordinate to the DIT rqot:
—  All such entries shall be created as administrative point entries.

—  The object class and naming attributes of such entries shall be as specified in CCITT Rec. X.660 |
ISO/IEC 9834-1.

15 Directory schema administration

15.1 Overview

The operall administration éfthe directory schema of the global DIT is realized through independent administration of
the supschemas of the autonomous administrative areas of the DIT Domains that constitute the global DIT.

Coordjination of the administration of the directory schema at boundaries between DIT Domains is a subject for bilateral
agreerpent between\DMOs and is beyond the scope of this Directory Specification.

The suybschema administrative capabilities defined in this clause for the purpose of managing a DIT domain includg:

a) creation, deletion and modification of subschema subentries;

D) support of the publicafion mechanism for the purpose ol permitiing DSAS to mnclude schema information
in operational binding protocol exchanges and DUAs to retrieve subschema information via DAP;

¢) subschema regulation for the purpose of ensuring that any modify operations will be performed in
accordance with the applicable subschema specification.

15.2 Policy objects

A subschema policy object may be one of the following:
—  asubschema administrative area;
— an object or alias entry within a subschema administrative area;

— auser attribute of such an object or alias entry.
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An autonomous administrative area may be designated as a subschema specific administrative area in order to administer
the subschema. This shall be indicated by the presence of the value id-oa-subschemaAdminSpecificArea in the
associated administrative entry's administrativeRole attribute (in addition to the presence of the value
id-oa-autonomousArea, and possibly other values).

Such an autonomous administrative area may be partitioned in order to deploy and administer the subschema of the
specific partitions. In this case, the administrative entries for each of the subschema specific administrative areas are
indicated by the presence of the value id-oa-subschemaAdminSpecificArea in these entries' administrativeRole
attributes.

15.3 Policy parameters

Subschema policy parameters are used to express the policies of the subschema Administrative Authority. These
paramgters, and the operational attributes used to represent them, are:

—  a DIT structure parameter: used to define the structure of the subschema administrative area-and tp store
information about obsolete DIT structure rules which some entries may have identified as their governing
DIT structure rule. This parameter is represented by the dITStructureRules and nameForms operjtional
attributes;

—  a DIT content parameter: used to define the type of content of object and alias entsi€s contained witlpin the
subschema administrative area and to store information about obsolete DIT content rules whith the
Directory may have used in determining the content of some entries. This parameter is represented py the
dITContentRules, objectClasses, attributeTypes, contextTypes, ,and: dITContextUse operjtional
attributes;

a matching capability parameter: used to define the matching capabilities supported by matching ryles as
applied to the attribute types defined in a subschema administrative area. This parameter is represented by
the matchingRules and matchingRuleUse operational attributes.

A single subschema subentry is used by the subschema authority.to ‘administer the subschema for the subsfhema
adminiistrative area. For this purpose, the subschema subentry contains'the operational attributes representing the jpolicy
parameters used to express subschema policies. The subtreeSpecification attribute of a subschema subentry shall
specifly the whole subschema administrative area, i.e. it shall be'ah empty sequence.

The subschema subentry is specified as follows:

subsghema OBJECT-CLASS ::= {

KIND auxiliary

MAY CONTAIN {
dITStructureRules |
nameForms |
diTContentRules |
objectClasses |
attributeTypes |
contéxtTypes |
diTContextUse |
matchingRules |
matchingRuleUse }

ID id-soc-subschema }

The operatignal attributes of the subschema subentry are defined in 15.7.

154 Dnllny prnnpﬂ“rnc

There are two policy procedures associated with subschema administration:

a subschema modification procedure;

an entry modification procedure.

15.5 Subschema modification procedures

A subschema authority may administer a subschema in a dynamic fashion, including making restrictive subschema
modifications. This may be accomplished by modifying the values of the subschema operational attributes, using
Directory modify operations, effectively changing the subschema which is in force in the subschema administrative area.
A subschema authority may also create new subschema areas, or remove existing subschema areas by creating or
removing subschema subentries, respectively.
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Before the subschema authority extends the DIT structure or DIT content rules by adding a new rule, or by adding an
auxiliary object class, or a mandatory or an optional attribute to an existing rule, the referenced schema information shall
be described in the appropriate attribute in the subschema subentry. Name forms, object classes, attribute types and
matching rules that are referenced (directly or indirectly) by a dITStructureRule, dITContentRule or by a
matchingRuleUse attribute shall not be removed from the subschema subentry.

The definition of information objects such as object classes, attribute types, matching rules and name forms which have
been registered (i.e. assigned a name of type object identifier) are static and cannot be modified. Changes to the
semantics of such information objects require the assignment of new object identifiers.

DIT structure and DIT content rules may be active or obsolete. Only active rules are used to regulate the DIT. The
identification and preservation of obsolete rules is an administrative convenience allowing location (and possibly repair)
of entries added under old rules that have since changed.

This dbsolete mechanism shall be used where restrictive changes are made to DIT structure or DIT content rules c1leating
incongistencies in the DIB; otherwise, the appropriate active rule may be modified directly. The Directory permits
deleti¢n of obsolete rules at any time.

NOTE — The obsolete mechanism provided in subschema operational attributes ensures that all entries with,obsolete schema can
be [identified and repaired before the obsolete subschema operational attribute is deleted.

It is the responsibility of the Subschema Administrative Authority to maintain consistency. of’entries with the [active
subscliema by means of the Directory abstract service, or by other local means. This may be.done at the convenignce of
the Sybschema Administrative Authority. It is not defined when such an adjustment of\inConsistent entries shopld be
done. However, deletion of obsolete rules prior to the location and repair of inconsistententries will make this tasif more
difficylt.

15.6 Entry addition and modification procedures

The Directory executes entry addition and modification procedures.whenever a new entry is added to the DIT| or an
existijg entry is modified. The Directory shall determine whether,.the proposed operation would violate a subsgchema
policy|

In particular, the Directory shall ensure that entries added to.the'DIT are consistent with appropriate active DIT stqucture
and D[T content rules.

The Dijirectory shall allow interrogation of entries which are inconsistent with their active rules.

The Directory enforces active rules when requested to modify the DIB. If an entry is inconsistent with its active fule, a
requedt to modify the entry shall be perniitted if it repairs an existing inconsistency, or does not introduce p new
incongistency. A request which introduces'a new inconsistency shall fail.

For anjy valid entry in a valid subs¢héma administrative area, there can be only one most subordinate structural [object
class In the structural object class_superclass chain. When an entry is added to the DIT, the Directory determings this
most $ubordinate structural object class from the objectClass attribute values provided and permanently associates it
with the entry via the entry's-structuralObjectClass attribute.

When| an entry is created, values of the objectClass attribute shall be provided so that the content of the entry is
consistent with the BIT content rule governing the entry. In particular, where a value of the objectClass atfribute
identifies a particular object class having superclasses other than top, then values for all of these superclasses shqll also
be provided. @therwise the Directory operation creating the entry shall fail.

Directory users may subsequently add or delete values of the objectClass attribute for the auxiliary object classes of an
entry. The' content of an entrv shall remain consistent with the DIT content rule 203 Pming the entry 'Fn”n\x/'ing a hange
to the values of the objectClass attribute. In particular, where a value of the objectClass attribute identifies a particular
object class having superclasses other than top is added or deleted, then values for all of these superclasses shall also be
added or deleted, except where such superclasses are also present in the superclass chains associated with other values
not being added or deleted respectively.

15.7 Subschema policy attributes

The following subclauses specify the subschema policy operational attributes. These attributes are:

—  present in the subschema subentry. The values of these attributes are administered via Directory modify
operations using the distinguished name of the subschema subentry;

— available for interrogation in all entries governed by the subschema.
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The ASN.1 parameterized type DirectoryString { ub-schema }, used in the following definitions, is defined in ITU-T
Rec. X.520 | ISO/IEC 9594-6.

The integerFirstComponentMatch and objectldentifierFirstComponentMatch equality matching rules are also defined
in ITU-T Rec. X.520 | ISO/IEC 9594-6.

For management purposes, a number of human readable name components and a description component are optionally
allowed as components of a number of the subschema policy operational attributes defined in the following subclauses.

A number of subschema policy operational attributes defined in the following subclauses contain an obsolete
component. This component is used to indicate whether the definition is active or obsolete in the subschema
administrative area.

15.7.1__DIT Structure Rules operational attribute

The d|TStructureRules operational attribute defines the DIT structure rules which are in force within a subscliema)

dITStructureRules ATTRIBUTE ::= {

WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITStructureRule }

DITStfuctureRuleDescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,

name [11 SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

The d|TStructureRules operational attribute is multi-valued; each ¥alue defines one DIT structure rule.

The cgmponents of dITStructureRule have the same semantics‘as the corresponding ASN.1 definition in 13.7.6.

15.7.21 DIT Content Rules operational attribute

The dJTContentRules operational attribute defines, the DIT content rules which are in force within a subschema} Each
value pf the operational attribute is tagged by the.object identifier of the structural object class to which it pertains:

dITCdntentRules ATTRIBUTE := {

WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITContentRules }

DITCgntentRuleDescription ::= SEQUENCE {

COMPONENTS ‘OF DITContentRule,

name [4] SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE }

The diTContentRules operational attribute is multi-valued; each value definesone DIT contentrule |

The components of dITContentRule have the same semantics as the corresponding ASN.1 definition in 13.8.2.
15.7.3 Matching Rules operational attribute

The matchingRules operational attribute specifies the matching rules used within a subschema:

matchingRules ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRules }
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MatchingRuleDescription ::= SEQUENCE {

identifier MATCHING-RULE.&:id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,
information [0] DirectoryString { ub-schema } OPTIONAL }

-- describes the ASN.1 syntax

The identifier component of a value of the matchingRules attribute is the object identifier identifying the matching rule.

The description component contains a natural language description of the algorithms associated with the rule.

The information component contains the ASN.1 definition of the assertion syntax of the rule.

Such fan ASN.1 definition shall be given as an optional ASN.1 Imports production, followed by optional
Assighment productions, followed by an ASN.1 Type production. All type names defined in Directory modu
impliditly imported and do not require explicit import. All type names, whether imported or defined via dn) Assigi

are lo

types flefined in the Directory modules, then the last UserDefinedConstraintParameter of the constraint:shall be an

ASN.1
es are
iment,

al to the definition of this syntax. If the ASN.1 type includes a user-defined constraint and is not one of the ASN.1

actual

parameter whose governing type is SyntaxConstraint and whose value is the object identifier assigned to the cons{raint.

N(

UsprDefinedConstraintParameter is defined in ITU-T Rec. X.682 | ISO/IEC 8824-3.

N(
The m

15.7.4
The af

attribyteTypes ATTRIBUTE ::= {

SyntaxConstraint ::= OBJECT IDENTIFIER

TE 1 — The ASN.1 productions Imports, Assignment, and Type are defined in ITUT Rec. X.680 | ISO/IEC

TE 2 — A typical ASN.1 definition is simply a Type name.

atchingRules operational attribute is multi-valued; each value describes one matching rule.

Attribute Types operational attribute

tributeTypes operational attribute specifies the attribute types‘used within a subschema:

824-1.

ype.

WITH SYNTAX AttributeTypeDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-attributeTypes }
AttribputeTypeDescription ::= SEQUENCE {
identifier ATTRIBUTE.&id,
name SET SIZE'(1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] - \ AttributeTypelnformation }
The identifier component of a value of the attributeTypes attribute is the object identifier identifying the attribute
The aftributeTypes/Operational attribute is multi-valued; each value describes one attribute type:
AttribputeTypelnformation ::= SEQUENCE {
derivation [0] ATTRIBUTE.&id OPTIONAL,
equalityMatch [11 MATCHING-RULE.&id OPTIONAL,
orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
substringsMatch [31 MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] DirectoryString { ub-schema }JOPTIONAL,
multi-valued [51] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [71 BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications }

The derivation, equalityMatch, attributeSyntax, multi-valued, collective and application components have the same
semantic as the equivalent pieces of notation introduced by the corresponding information object class.

The attributeSyntax component contains a text string giving the ASN.1 definition of the attribute's syntax. Such an
ASN.1 definition shall be given as specified for the information component of the Matching Rules operational attribute.
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15.7.5 Object Classes operational attribute

The objectClasses operational attribute specifies the object classes used within a subschema.

objectClasses ATTRIBUTE ::= {

WITH SYNTAX ObjectClassDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-objectClasses }

ObjectClassDescription ::= SEQUENCE {

identifier OBJECT-CLASS.&id,

mname  SET SIZE (T..MAX]) OF DirectoryString { ub-schema } OPTTONAL,
description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,
information [0] ObjectClassinformation }

The identifier component of a value of the objectClasses attribute is the object identifier identifying the object class.

The objectClasses operational attribute is multi-valued; each value describes one object class:

ObjectClassinformation ::= SEQUENCE {

subclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,

kind ObjectClassKind DEFAULT structural,
mandatories [31 SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

The stibclassOf, kind, mandatories and optionals components have the same semantics as the corresponding pigces of
notatipn introduced by the corresponding information object class.

15.7.4 Name Forms operational attribute

The nameForms operational attribute specifies the hame forms used within a subschema.

namefForms ATTRIBUTE ::= {

WITH SYNTAX NameFormDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-nameForms }

NameFormDescription &="SEQUENCE {

identifier NAME-FORM.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] NameForminformation }

The identifier component of a value of the nameForms attribute is the object identifier identifying the object class.

The nameForms operational attribute is multi-valued; each value describes one name form:

NameForminformation ::= SEQUENCE {

subordinate OBJECT-CLASS.&id,
namingMandatories SET OF ATTRIBUTE.&id,
namingOptionals SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

The subordinate, mandatoryNamingAttributes and optionalNamingAttributes components have the same semantics
as the corresponding pieces of notation introduced by the corresponding information object class.
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15.7.7 Matching Rule Use operational attribute

The matchingRuleUse operational attribute is used to indicate the attribute types to which a matching rule applies in a

subschema:

matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRuleUse }

MatchingRuleUseDescription

i:= SEQUENCE {

identifier MATCHING-RULE.&:id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL
description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,
information [0] SET OF ATTRIBUTE.&id }

The identifier component of a value of the matchingRulesUse attribute is the object identifier identifying the ma

rule.

The irfformation component of a value identifies the set of attribute types to which the matehing rule applies.

15.7.8  Structural Object Class operational attribute

Every|entry in the DIT has a structuralObjectClass operational attribute which, indicates the structural object ¢

the enfry:
structuralObjectClass ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-soa-structuralObjectClass }

15.7.9 Governing Structure Rule operational attribute

Every| entry in the DIT, with the exception ‘of administrative point entries that have no subschema subentry,

goverhingStructureRule operational attribute which indicates the governing structure rule of the entry:

goverhingStructureRule ATTRIBUTE “::= {

WITH SYNTAX INTEGER

EQUALITY MATCHINGRULE integerMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-governingStructureRule }

15.7.10 ContextTypes operational attribute

The cpntextTypes operational attribute specifies the context types used within a subschema.

tching

ass of

has a

contextTypes ATTRIBUTE ::= {
WITH SYNTAX ContextDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-contextTypes }
ContextDescription ::= SEQUENCE {
identifier CONTEXT.&id,
name SET SIZE (1..MAX) OF DirectoryString {ub-schema} OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] Contextinformation }
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The identifier component of a value of the contextTypes operational attribute is the object identifier identifying the
context type.

The contextTypes operational attribute is multi-valued; each value describes one context type:

Contextinformation ::= SEQUENCE {

syntax DirectoryString { ub-schema } ,
assertionSyntax DirectoryString { ub-schema } OPTIONAL }

The syntax and assertionSyntax components have the same semantics as the corresponding pieces of notation
introduced in the corresponding information object class.

The syntax component and the assertionSyntax component each contain a text string giving the ASN.1 definition|
context syntax and context assertion syntax respectively. Such an ASN.1 definition shall be given as an optienal |
Imports production, followed by optional ASN.1 Assignment productions, followed by an ASN.1 Type productid
type rlames defined in Directory modules are implicitly imported and do not require explicit import.. Adl type 1
whether imported or defined via an Assignment, are local to the definition of this syntax. If the ASN:1 type incl

user-

User[efinedConstraintParameter of the constraint shall be an actual parameter whose governing ty
SyntaxConstraint and whose value is the object identifier assigned to the constraint.

NQTE 1 — The ASN.1 productions Imports, Assignment, and Type are defined in ITU:T Rec. X.680 | ISO/IEC
UsprDefinedConstraintParameter is defined in ITU-T Rec. X.682 | ISO/IEC 8824-3. SyntaxConstraint is defined in 15.7.3.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

15.7.1]1 DIT Context Use operational attribute

The d

dITCantextUse ATTRIBUTE ::= {

DITCgntextUseDescription ::= SEQUENCE;{

The identifier component of a value of the dITContextUse operational attribute is the object identifier of the at|

type t

The information component of a value identifies the mandatory and optional context types associated with the at

type i

fined constraint and is not one of the ASN.1 types defined in the Directory modules, then th

TContextUse operational attribute is used to indicate the contexts which shall or may be used with an attriby

WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITContextUse }

identifier ATTRIBUTE.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema} OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,
information [0]-_) DITContextUselnformation }

which it@applies. The value id-oa-allAttributeTypes indicates that it applies to all attribute types.

lentified by identifier:

of the
ASN.1
n. All
lames,
udes a
e last
pe is

824-1.

ribute

iribute

DITContextUselnformation ::= SEQUENCE {

74

mandatoryContexts [11 SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }
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SECTION 7 — DIRECTORY SERVICE ADMINISTRATION

16 Service Administration Model

This clause provides a model for how an administrative authority can control, constrain and adjust the service both with
respect to what a user can specify in a Search, a Read or Modify Entry request and what information is to be returned.

16.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

16.1.1 effectively present attribute type: An attribute type that is present in at least one non-negated filter item in
each dubfilter of a search filter and which fulfils the requirements as specified for that attribute type in the,rglevant
search-rule. For definitions of negated and non-negated filter items, see 7.8.1 of ITU-T Rec. X.511 | ISO/IEC_959413.

16.1.2] governing-search-rule: A search-rule with which a particular operation complies and which has been sglected
for goferning that operation.

16.1.3 named-service: A collection of service-types that together provide an overall servie,~¢.g. a White |Pages
servicg.

16.1.4 request-attribute-profile: A specification of what is required for a filter item for,the corresponding atjribute
type to be effectively present.

16.1.§ request-attribute-type: An attribute type that according to a search-rule specification may be represerted in
the filter of a search operation.

16.1.6  search-rule: The detailed specification of the service constraints/enhancement aspects provided for a| given
servicg-type primarily intended for a given user-class and tailored to a pdrtictlar group of users.

16.1.7) service-type: A globally unique identification of a serviee)capability for a particular purpose within g well-
defined scope, e.g. a capability of search for a particular type of-enfries within an area of the DIT. Not all aspects of a
servicg-type may be available to all users.

16.1.8  subfilter: A Boolean component of a filter that-¢omprises only logical ANDs of non-negated filter iterps and
of negated filter items, i.e. that can be expressed informally as NOT (filter-item). Any filter can be expressed in a
canonjcal form comprising a logical OR of subfilters(@s discussed in Annex Q.

16.1.9 user-class: An identified set of users(that due to their functions, position in an organization, etc., can jnvoke
certain aspects of the service-types within a named-service. Different groups of users identified by their names wjthin a
user-cjass may see variations in the service provided. A user group can span user-classes.

16.2 Service-type/user-class model

The Diirectory Abstract Serviee.as specified in ITU-T Rec. X.511 | ISO/IEC 9594-3 is the representation of all the dervice
capabllities offered by the.Directory Specifications. A service-type is a subset of that service for performing a particular
functipn, e.g. searchingfora particular type of object within a defined scope.

A named-service is,a collection of service-types for a particular purpose, e.g. to provide a White Pages seryice, a
particilar type of Yellow Pages service, etc.

A seryice-type-is realised primarily through the Search operation, but also through other operations that can specify entry
infornpations selection, i.e. Read and Modify Entry operations. For the purpose of service administration a rea

alia' -allls Qn acred 0 Q1N D d a [ Q 2 . d A o B cd Q. Dd e

filter equal to and : {}. Service administration does not affect what information can be modified by a Modify Entry
operation. This is solely governed by access control.

An object identifier identifies a service type thereby giving it a global unique identification. Different user-classes,
dependent on their role, position in the organization, etc., may have somewhat different perceptions of a service-type. A
user-class is identified by an integer that is only required to be unique with a DMD. Different DMDs could assign a
different identifier to what could be considered the same user-class. However, it is expected that administrative
authorities cooperating to provide a common named-service across several DMDs will coordinate the user-group
identifiers. Even for a particular user-class, there may be variations in the service available to users in the class. Such
variations are based on the distinguished names of the users. As an example, users of a particular user-class in one
country may not have exactly the same view of a service-type as the users of the same user-class in another country, e.g.
to reflect local privacy laws. The definition of a service-type for a user group is expressed by a search-rule specifying the
details as to how the operation is to be performed.
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The service-type and the user-class for which it is primarily intended are indicated in a search-rule.

A user group may span several user-classes. A user within a user-class could possibly also utilize search-rules that were
primarily intended for other user-classes, e.g. users in a user class with a greater capability would also be granted
permissions intended for user-classes that are generally offered lower service capabilities.

A user group is not directly identified by a search-rule, but is indirectly identified by having the invoke permission to that
search-rule. A user group can invoke any search-rule to which it has the invoke permission. If a particular user has the
invoke permission to several search-rules for the same service-type but for different user-groups, the procedures defined
in these Directory Specifications will, every thing else being equal, select the search-rule with the highest user-group
identifier. This allows the administrative authority by proper assignment of user-class identifiers to control this selection.

16.3
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Service specific administrative areas

tonomous administrative area may be designated as a service specific administrative area in order to depl
ister search-rules. This shall be indicated by the presence of the value id-ar-serviceSpecificArea iir the assd

y and
ciated

istrative entry's administrativeRole attribute (in addition to the presence of the value id-ar-autonomousArea, and

ly other values).

hn autonomous administrative area may be partitioned in order to deploy and administer search-rules in sj
bns. In this case, the administrative entries for each of the service specific administrative areas are indicated
ce of the value id-ar-serviceSpecificArea in these entries' administrativeRole’ attributes. Service polic
pr service specific administrative areas are not relevant subordinate to such anadministrative entry.

h an autonomous administrative area is not partitioned, there is a sifgle service specific administrative af
-rules encompassing the entire autonomous administrative area.

r more search-rules are represented in the Directory information model by a subentry, termed a service sul
objectClass attribute contains the value id-sc-serviceAdminSubentry, as defined in 14.8. A subentry
shall be the immediate subordinate of an administrative\entry whose administrativeRole attribute contai

d-ar-serviceSpecificArea.

valuation phase of an operation within a service Specific administrative area is among other dependent of
bject is used for the operation, possibly after‘alias dereferencing. Search-rules are therefore tied to entries.
e object for an operation has been determined, the search-rules tied to that entry are candidates for governi
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. The ties between search-rules withifi a'subentry and entries within the service specific administrative afea are

shed by the subtreeSpecification operational attribute of the subentry. The entries identified by the values
peSpecification operational attribute are in this way tied to the search-rules placed in the same subentry.

icular entry can be associated with search-rules from multiple subentries; these may have the same or di
e specifications. Conversely, different parts of the administrative area can be targeted by the one subentry
le values of the subtree-specification.

guments of an{gperation can be validated against a search-rule by using an algorithm called the search-vali
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of the

fferent
using

dation

76

Qperation
T

arguments
cy . TRUE (OK)
searcfh-vz;!ldatlon or
unction FALSE (not OK)
search-rule

T0733260-00

Figure 16 — Search-validation function
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An operation is a valid and allowed to proceed if, and only if, the search-validation-function yields TRUE for at least one
of the available search-rules associated with the base object for the operation. For a search-rule to be available for an
operation, the requestor must have invoke permissions to the attribute value that holds the search-rule. If there is only one
available search-rule with which the operation complies, this search-rule is called the governing-search-rule for that
operation, i.e. the search-rule that is used when the operation is further progressed. If there are several such search-rules,
one of these is selected by local choice as the governing-search-rule. The procedure for selecting a governing-search-rule
is given in 19.3.2.2.1 of ITU-T Rec. X.518 | ISO/IEC 9594-4. The governing-search-rule is thereby permanently
associated with the operation for its evaluation within the service specific administrative area. This is also the case when
part of the operation is carried out by other DSAs holding parts of that service specific administrative area.

It is the choice of administrative authorities as to whether:

—  to collect several search-rules requiring different invoke permissions into a single subentry (thereby

reguiring accesscontrol down to attribute value level if these invoke permissions vary from vf‘]ue to
¢S =} r

value); or

—  to collect search-rules with the same access control permissions into distinct subentries, 80.that pccess
control permissions can be granted on the basis of permissions to the complete attribute; different
subentries can then hold different access control permissions.

If there is no search-rule available for an operation specifying a base object entry within a serviee/specific adminisgrative
area, ¢r if the search validation function returns FALSE for all available search-rules, the operation is rejected with an
error.

If a seyvice specific administrative area has no subentries, there are no service constraifits)associated with that area.

There[may be users that should be not be limited by service restrictions, e.g. administrators, and there may be dntries,
when gerving as base object entries, for which restriction is not required, e.g- entries low in the DIT. The adminisfrative
autho]iaty can therefore include special search-rules, empty search-rules.

A hietarchical group within a service specific administrative area has to.be completely contained by that area.
The s¢ope of a Search operation cannot cross the border of a service specific administrative area. ITU-T Rec. X.518 |
ISO/MTEC 9594-4 specifies procedures that do not allow a SearCh-operation starting within a particular service specific
adminlistrative area to go outside that area even when aliases, are dereferenced during the search evaluation. Likeise, a
searchy starting outside a service specific administrative area,cannot spread into that area.

16.4 Introduction to search-rules

Searcl-rules are expressions of policies that on one hand constrain and adjust operations that can be carried oyit in a
region] of the DIT, and on the other hand assist in their execution by guiding the operation process. A search-rule has the
followling main characteristics:

— it gives requirements that an operation shall meet if the operation is to be carried out based on that earch-
rule;
— it specifies adjustment of the operation request;

— it provides)specification for details of the evaluation of the operation, e.g. by specifying relaxation pplicies
if too‘many or too few entries are found for Search operation; and

— ifprovides entry information selection specifications.

When|a proc€ssing of an operation starts, the base entry of the operation corresponds to one or more service subgntries

whosd stibtree-specification values include that base entry. Thereby, potentially a number of candidate-search-rules are
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executed if a compatible search-rule can be found.

16.5 Subfilters

If a search-rule is designed to control the Search operation, it may specify a set of attribute types that may be present in a
filter of a search request. These attribute types are called the request-attribute-types for the search-rule. Other attribute
types shall not be present in the filter in any form, negated or non-negated. This subclause further qualifies what it means
for an attribute type to be present in a search filter. A search-rule also specifies requirements on valid combinations of
request attribute types. It might be a requirement that certain attribute shall be present; it might be a requirement that at
least one out of two attribute types shall be present; it might be a requirement that one attribute type is not allowed
without another being present; etc. To further elaborate on how to express combinations, it is useful to introduce the
concept of subfilters.
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According to propositional calculus, any filter whatsoever can be written as a sequence of subfilters separated by OR
operators. This can be written as:

f:f|+f2+...+fr

where each subfilter, f;, is a sequence of filter items or negated filter items that are separated by AND operators, which
can be written as:

where

fi=fifi ... fis

fjj is either a filter item or its negation.

The subfilter concept is further described in Annex Q.
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filter item to effectively represent an attribute type in a subfilter, it is required to comply with the requirem
juest-attribute-profile for the attribute type. The request-attribute-profiles are part of the search-rule specifi
ast one filter-item for an attribute type in each subfilter complies with the request-attribute-profile fot that at

type, the attribute type is said to be an effectively-present-attribute-type.
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Filter requirements

| attribute type to be effectively present in a filter, the attribute type or, if the~includeSubtypes option
t-attribute-profile is set, one of its subtypes shall be present in at least one nonzacgated filter item of each su
non-negated filter item shall comply with all of the following requirements:

— It shall be a non-negated filter item that is not one of the following types:
greaterOrEqual;
lessOrEqual;
present or contextPresence unless explicitly allewed by the request-attribute-profile.
— It shall comply with the request-attribute-profile specification for that attribute type.

— If it is an extensibleMatch filter item, the'attribute type shall be specified in the type component
MatchingRuleAssertion.

NOTE - If this last restriction is not introduced, this filter item could implicitly include an unspecified nuy
attribute types into the searchAilteér and thereby impair the search validation procedure.

ttribute type is represented in a filter, it shall be effectively present.

[lowed to have extensibleMateh filter items without the type component in the filter. Their presence dd
the search validation against’search-rules. However, such a filter item shall only be applied to attributes
hire request-attribute-typesy’i.e. represented in the governing-search-rule by a request-attribute-profile (see 16.

Attributesinformation selection based on search-rules

e a servige $pecific administrative area, attribute information returned is selected by the selection compor
eration Tequest possibly modified by the operationContext of the CommonArguments, and any context d.
shed_dither within a context default specific administrative area or by local context defaults. For a

ents of
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operat]ion, selection of information may also be modified by the matchedValuesOnly component i

SearchArgument. However, when an operation 1s controlled by a governing-search-rule, this search-rule may specify
what information is to be returned. When this is the case, the user attribute information returned shall be the intersection
of what the governing-search-rule specifies and what would have been returned had there been no governing-search-rule.
If the entry information selection in the selection component specifies selection of operational attributes, the same rule
shall apply for operational attributes. If the entry information selection does not specify return of operational attribute
information, operational attribute information returned shall solely be determined by the governing-search-rule.

A governing-search-rule may specify what attribute information is to be returned completely independently of what
attribute types can be specified in a search filter.

When information is to be returned based on hierarchical groups, selection of attribute information from such entries is

based

on the principle above, except that matchedValuesOnly specifications have no effect.

NOTE — Family member selection is not governed by the above principle (see 16.10.6).
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16.8 Access control aspects of search-rules

Search-rules provide some additional access control capabilities besides those capabilities described in clause 18. In a
service-minded approach, it is necessary to apply restrictions on how operations can be formulated and what information
can be returned. This should be based not only on the identity of the user, but also on the service-type and the user-class,
thereby allowing the administrative authorities to tailor the service based on quality of information, charging
considerations, etc.

The access control capabilities as defined in clause 18 are used for ensuring that only proper user groups can invoke
search-rules. These capabilities can also protect information never to be accessed by particular user groups.

A DSA that caches information originating from a service specific administrative area may not have search-rules for

controlling the restrictions on that information. As for access control (see 18.8.2), a Security Administrator should be
aware that a DSA with the r\apahility of r‘qnhing mav impnep asionificant qpmn‘ity risk to other DSAs

16.9 Contexts aspects of search-rules

As cofitext assertions can be part of a filter item for the Search operation, search-rule specifications nged to take cqntexts
into a¢count. Inclusion of contexts into the search-rule brings new capabilities into the contexts feature that may simplify
requirpments on DUA and DSA implementations.

The basic context feature allows the user to specify contexts for the Search filter and for entry_information selection; and
it allofvs the administrative authorities to establish context defaults within a context default/Specific administrativg area.
These|defaults apply indiscriminately to all users and to all service-types. However, the ‘context feature as providled by
the sefirch-rules allows the user to specify a minimum of context information and it @llows the administrative authorities
to make individual context specifications for each search-rule. In addition, it is possible, as indicated in 16.8, to provide
accesq control like function through proper design of the search-rule context/specification. Use of context specifigations
in seafch-rules could make establishment of context default specific administrative areas redundant.

16.10] Search-rule specification

The SparchRule ASN.1 data type gives the syntax of a searchsrule.

SearchRule ::= SEQUENCE {
COMPONENTS OF SearchRuleld,
serviceType [11 OBJECT IDENFIFIER OPTIONAL,
userClass [2] INTEGER OPTIONAL,
inputAttributeTypes [31 SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination [4] AttributeCombination DEFAULT and : { }
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaultControls [6] ( ControlOptions OPTIONAL,
mandatoryControls [7]. ) ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxation [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT '111'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL }
SearchRuleld ::= SEQUENCE {
id INTEGER,
dmdid [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }

ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }

RequestAttribute

attributeType

includeSubtypes
selectedValues

::= SEQUENCE {

[0]
M1

ATTRIBUTE.&id ({ SupportedAttributes }),
BOOLEAN

({ SupportedAttributes }{ @attributeType })

DEFAULT FALSE,
SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
OPTIONAL,
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defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType })} OPTIONAL,
contexts [31 SEQUENCE SIZE (0..MAX) OF ContextProfile = OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and : {},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL }

ContextProfile ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion
({SupportedContexts}{@contextType}) OPTIONAL }

ContextCombination ::= CHOICE {

context [0] CONTEXT.&id({SupportedContexts}),
and [11 SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination }

MatcHingUse ::= SEQUENCE {

restrictionType MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),

restrictionValue MATCHING-RESTRICTION.&Restriction
({SupportedMatchingRestrictions}{@restrictionType}) }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required‘to
-- spegify a table constraint on the components of SupportedMatchingRestrictions

SupportedMatchingRestrictions MATCHING-RESTRICTION ::= {...}

AttributeCombination ::= CHOICE {

attribute [0] AttributeType,

and [11 SEQUENCE OF AttributeCombination,

or [2] SEQUENCE OF AttributéCombination,

not [3] AttributeCombination\}
ResulfAttribute ::= SEQUENCE {

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),

outputValues CHOICE {

selectedValues SEQUENCE OF ATTRIBUTE.&Type

({SupportedAttributes }{ @attributeType }),
matchedValuesOnly = NULL } OPTIONAL,

contexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }
ContrplOptions ::= SEQUENCE {
serviceControls [0] ServiceControlOptions DEFAULT { },
searchOptions [11 SearchControlOptions DEFAULT { searchAliases },
hierarchyOptions [2] HierarchySelections  OPTIONAL }
EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER }
RelaxptionPolicy ::= SEQUENCE {
rll)asic [0] MRMapping DEFAULT {},
tightenings [11 SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum [31 INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1}

MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
substitution [11 SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL }

Mapping ::= SEQUENCE ({

mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an
-- object identifier of a mapping-based matching algorithm --} ),
level INTEGER DEFAULT 0}
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MRSubstitution ::= SEQUENCE {

attribute AttributeType,
oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
newMatchingRule [11 MATCHING-RULE.&id OPTIONAL }

16.10.1 Search-rule identification components

01 (E)

The id component allows for the unique identification of search-rules within a DMD. The value zero is reserved for the
empty search-rule. The purpose of an empty search rule is described in 16.3.

The dmdld component gives a unique identification of the DMD that has established the search-rule. This component
together with id permits the definition of a unique, global identification of a search-rule.

NOTE — How this uniqueness is to be policed is outside the scope of this specification.

The id component (with the value of zero) and the dmdId components are the only components relevant for'the
search-rule.

The s
comp.

The u

prviceType component is an object identifier that identifies the service-type supported by ‘this search-rulg
nent shall always be present except for an empty search-rule.

serClass component indicates the user-class for which the search-rule is primarilydntended. For a given s{

type there can be several search-rules specifying the same user-class. This component,shall always be present exc
an empty search-rule.

16.102 Request-attribute-profiles

The inputAttributeTypes component shall specify request-attribute-profiles for all attribute types that shall or n
represented in a search filter. If a search filter includes a filter item fof.an attribute type not represented by a rg
attribyte-profile, the search validation against this search-rule fails.,» The RequestAttribute data type specifi
requirpment on a filter item for the attribute type specified in the filtér item to be effectively present. If this compo
absent, the search-rule does not put any restriction on the presence of attribute types, i.e. any operation complies wi

comp

nent. If the component is present, but empty, only a read request, a modifyEntry request or a search reque

defaulf filter (and : {}) complies with this component.

The fgllowing subcomponents are relevant for all opération types controlled by search-rules:

a) The attributeType subcomponent specifies the attribute type for which this specification applies. If
only mandatory subcomponé€nt:® There can only be one RequestAttribute specification for a
attribute type within a search-rule. If this is the only subcomponent, except possibly ft
includeSubtypes subceniponent, there are no restrictions on search filter items for this attributg
except that if such filter)items are in the filter, at least one of them shall be non-negated.

b) The includeSubtypes subcomponent specifies that this request-attribute-profile can be satisfied by
item for a subtype of this attribute type.

The fallowing subcomponents are only relevant for the Search operation:

Ifithis attribute type is represented in the filter, there shall be at least one non-negated filter item f]
attribute type that matches at least one value of this subcomponent. Otherwise, this attribute type
effectively present in the filter.

empty
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c¢) ThetselectedValues subcomponent provides a set of attribute values of the type given in attributgType.

or this
is not

If an empty set of attribute values is given, this attribute type can only be effectively present in:

— apresent filter item if the Contexts subcomponent is not present; or
— acontextPresent filter item if the Contexts subcomponent is present.

d) The defaultValues subcomponent does not affect the evaluation of a search request against the s

earch-

rule, but controls the Search operation when a search-rule has been selected as the governing-search-rule.
This component provides a set of attribute values of the type given in attributeType. If a filter item using
this attribute type is defined within the filter, but there is no attribute of this type present in an entry (or a

family grouping), then this filter item evaluates to TRUE (or to FALSE if negated) if the filte

T item

matches one of the values in this subcomponent. If this subcomponent is absent, there are no default

values.
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If this component is present, but empty, it indicates that this component takes all possible values, i.e. a
filter item for this attribute type always evaluates to TRUE (or to FALSE if negated) if the attribute type is
absent in an entry.

NOTE 1 — This reflects the situation where a filter item shall be ignored if an attribute of the type referenced is
absent.

If an entry holds an attribute of this type, normal matching against this attribute is done.

e) The contexts subcomponent specifies the context types that are allowed to be represented in a filter item
for this attribute type. A particular context type shall not be represented more than once in this
subcomponent.

—  If the subcomponent is absent, any context information may be present in a filter item for this
attribute type.

—  If the subcomponent is present, only context types specified by this subcomponent may be-pregent in
a filter item for this attribute type. If it is an empty sequence, no context information may)be present
in a filter item for this attribute type.

— If only a context type is specified, any context value of that type may be present in the dontext
assertion.

—  If context values for a given context type are present in this subcomponefit,jonly those values rhay be
present in a corresponding context assertion in a filter item.

If the context specification in the filter item does not comply with~the/above, the filter item does not
comply with the request-attribute-profile for the attribute type.

f) The contextCombination subcomponent specifies the valid gombination of the context types as lijted in
the contexts subcomponent within this request-attribute-profile. If this subcomponent is absent, there is
no restriction on the combination of these context typeS/If an invalid combination of context types is
present, the filter item does not comply with the reguest-attribute-profile for the attribute typd. This
component may specify that certain context types shall-unconditionally be present.

g) The matchingUse subcomponent is used to specify possible constraints on the use of the applicable
matching rule, e.g. minimum lengths for substring matching. The applicable matching rule is the one that
actually is going to be used before any relaxation but after a possible basic substitution. The details jon the
restrictions and how they are evaluated® are described as part of the restriction specification. [f this
subcomponent specifies a matching testriction defined for the matching rule to be used, it is checked
whether this matching restrictionc1s-violated or whether unsupported aspects of the matching rule Have to
be applied. If that is the case,then:

—  if the performExactly search control option is not set, the implementation may use a local rple on
how to apply thematching rule in a different way;

NOTE 2 — Suth a local rule requires a customization capability to be applied for the matching frule in
question(

— if the-performExactly search control option is set or it is not possible to apply a local ruje, the
searchrequest does not comply with this search-rule.

16.103 Attribute.combinations

The aftributeCombination component specifies the valid combination of the request-attribute-types as listed [in the
input}-‘t‘tributeTypes component. If this component is absent or has the default value (and : {}), there is no restrictiion on
the combination of request-attribute-type and all relevant types of operations comply with this component. If an Lvalid
combination of request-attribute-types is present, the search validation against this search-rule fails. This component may
specify that certain attribute types shall unconditionally be effectively present in the filter. This component shall be
absent if inputAttributeTypes is absent or empty. If this component is present and has a non-default value, only a Search
operation with a non-default filter can potentially comply with this component.

16.10.4 Attributes in the result

The outputAttributeTypes component specifies what attribute types (or their subtypes if the noSubtypeSelection
service control option is not set) will potentially be present in the result, subject to access control (see 16.7). If a matched
entry or compound entry does not contain any of the attributes defined in this component, it is not included in the result.
A similar rule applies for individual family member marked as the result of the matching or through operations specified
by control attributes in the additionalControl component. If such a family member holds none of the attribute types
defined by this component, this corresponds to the family member and all its subordinates being explicitly unmarked.
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The ResultAttribute data type specifies the details about how such an attribute type shall be represented in the result.
This component does not affect search validation. If absent, the search-rule does not affect the entry information
selection except as possibly specified by the familyReturn and additionalControl components. This component has the
following subcomponents:

a) The attributeType subcomponent specifies the attribute type for which this specification applies. It is the
only mandatory subcomponent. There can only be one ResultAttribute specification for a given attribute
type within a search-rule.

b) The outputValues subcomponent specifies what attribute values of this attribute type are candidates for
being returned. The set of values may be further restricted by the context subcomponent, entry
information selection as provided by the requestor, access control, etc. If this subcomponent is absent, all
the attribute values are candidates. The selectedValues choice provides a set of attribute values of the

type given in attributeType Only those values listed are candidates for aﬂr]b]]tuabm_t_o_h&:art'umed.
The matchedValuesOnly choice specifies that only those attribute values of the attribute that conttfibuted

to the filter returning TRUE via filter items other than present are candidates for being returned (see
10.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3 for a definition of the term "contributed").

c) The context subcomponent holds a set of context profiles that specify what attribute valu€ information is
returned for this attribute type.

— If this subcomponent is absent, the search-rule does not make any restrictions on what atfribute
values can be returned based on contexts.

—  If a context type is not included in this subcomponent, no context information of this type is refurned
with any returned attribute value of this attribute type.

—  If a context profile does not include the contextValue data type all context values of the context type
are returned with each attribute value.

— If one or more context profiles include the contextValue data type, each such context prdfile is
treated as a ContextAssertion to be applied against.the attribute values as specified in 8.8.2.4, Only
those attribute values for which this evaluation*yields TRUE for all such context types are refurned.
If this selection results in no value being refurned for this attribute type, the attribute is not in¢luded
in the result. Likewise, if this selection results in no information left for an entry, this entry|is not
returned.

— If all returned attribute values of this attribute type have the same {context type, context valu¢} pair
to be returned, such a context value is removed from all the attribute values. If that leaves a dontext
without any context value, itis;completely removed.

NOTE — This will permitya service to be tailored in such a way that a user with simple equipment in most
cases can receive information without contexts.

16.1045 Service and search controls

The defaultControls componént, “if present, is used to specify setting of bits not explicitly set for an operation|in the
Servi¢eControlOptions within the service controls of the operation argument, and if the operation is a Seargh, the
SearchControlOptions_and" HierarchySelections. If any specific option is absent, the defaultControls clempnt, if
presert, is used.

If all the hierarchyOptions subcomponent is absent in defaultControls, or the defaultControls is absent, hiefarchy
selection shallnet’be used. If the hierarchySelection component is present in a search argument and specifies anlything
than gelf, the~search validation against this search-rule fails. Corresponding elements in mandatoryControls and
searchRuleControls shall be omitted.

If the defaultControls component is completely absent, it shall be considered to take the standard default value
{ serviceControls { }, searchOptions {searchAliases} }.

The mandatoryControls component specifies, by setting specific bits, the bitstring options that shall be present as
specified in defaultControls; if any bit specified by mandatoryControls differs in the user-supplied options from
defaultControls, the search validation against this search-rule fails. Bits not specified by the mandatoryControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.

The searchRuleControls component specifies, by setting specific bits, the bitstring options that are to be taken from the
defaultControls rather than from the user-supplied options. Bits not specified by the searchRuleControls component
are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls subcomponent is
considered.
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NOTE - If the user supplies Uy, , in a search operation, and the default bits are Dy, x, the result of applying the defaultControls
component is a bit string C, , y Where bits 0 to p are taken from U and the remaining ones from D. The search validation against
this search-rule fails if the bitstring C&M is not equal to D&M, where C means Cy , n , '&' represents a bitwise-AND operation,
and M, , v is the bitstring specified by mandatoryControls. Otherwise, the value of options that is used is (C&~S | D&S) where S
is the bitstring specified by searchRuleControls, ~S is its bitwise negation, and '|' represents a bitwise-OR operation. This last
manipulation has the effect of excising the bits indicated by searchRuleControls and replacing them with the default bit values.
The familyGrouping component specifies a family grouping specification that, if present, takes precedence over (i.e. substitutes

16.10.

for) the familyGrouping in the CommonArguments of the search argument.

6 Family specifications

The familyGrouping component specifies a family grouping selection that, if present, takes precedence over (i.e.
substitutes for) the familyGrouping of the CommonArguments of the search argument.

The flaminReturn component specifies family member return selection. It adjusts the specification given by the

family
takes {
takes

argum

16.10,

precedence with respect to familySelect component, i.e. if the familySelect component is presént,in the
ent, a possible familySelect component in the search-rule shall be ignored.

7 Control of relaxation

The r

be included in a search request in the relaxation component. The procedure associated with this construct is des
here, ¢overing both the case where it is included in a search-rule and the case whereitis included in a search reqy
RelaxptionPolicy is included in both the search-rule and in the search request;additional specifications are gi

10.2.2

The RelaxationPolicy has the following subcomponents:

Match

laxation component defines the relaxation policy using the RelaxationPolicy construct. The same constru

of ITU-T Rec. X.511 | ISO/IEC 9594-3.

a) The basic subcomponent, if present, defines MRMapping, i.e. a set of matching-rule substitutions
mapping-based matching functions that are applied’to a search filter for the first evaluation (i.e. W
tightening or relaxation). This permits the selection of a more appropriate match than the original
Omission of the item or supplying it withsan empty set causes all the normal matching rules w
applying any mapping-based matching to\be“used for the first evaluation.

b) The tightenings subcomponent, if present, comprises a sequence of substitutions and of mappings
defined by MRMapping, that are-to be applied in the order given, one at the time, if the matched
are too numerous (greater tharr maximum).

c¢) The relaxations subcomporent, if present, comprises a sequence of substitutions and mappings
defined by MRMapping,-that are to be applied in the order given, one at the time, if the matched
are too few (less thanyminimum).

d) The maximum-subcomponent shall always be present if tightenings is present, and then specif
number ofientries found above which a tightening is to be applied.

e) The minimum subcomponent specifies the number of entries found for which (or below wh
relaxation is to be applied; if absent, it defaults to zero.

NOTE 1 — Relaxation/tightening is not affected by the performExactly search control option.

ing-rule substitutions and mappings are defined by MRMapping elements, each of which consists of a seque

Return in the EntrylnformationSelection (or its default) of the search argument. The search-rule spegification
precedence with respect to the specification in memberSelect component, while the search argument)specification
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significance.

A Mapping clement has the following components:

84
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a) The mappingFunction component identifies a mapping-based mapping function with associated mapping

table to be applied.

b) The level component identifies the level of relaxation (or tightening if negative) to be applied for the
mapping-based matching. This component shall be ignored if the &userControl is set for the mapping-
based matching and the extendedArea search control is included in the search request, in which case the

value specified in extendedArea is applied.

NOTE 2 - For the basic substitution and mapping, the level should in many cases be set to zero.

ITU-T Rec. X.501 (02/2001 E)


https://standardsiso.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

A MRSubstitution element has the following components:

One aftribute can have multiple MRSubstitution elements in an MRMapping provided that the combination of at|
and oldMatchingRule (if present) is unique. When oldMatchingRule is absent in efie’MRSubstitution, but is pre
anoth¢r MRSubstitution, the latter takes precedence in mapping the matching rule.defined by oldMatchingRule.

16.10

The
where]

synta¥ and placement of such a control attribute type referenced-by this component shall be defined as part of the q
attribyte definition. Such a specification may be made outside these Directory Specifications. A control at
specified includes a part of its definition procedures to be-executed based on the information provided by the g
attribyte.

This component does not affect the search-validation-function.

A corftrol attribute could be placed in such-way that it affects several entries, e.g. in a service specific adminis

point

in indjvidual entries, it can only affect\entry information selection for those entries. A control attribute may re

certain entries or family members being explicitly unmark, which will prevent their presence in the Search result.

NOTE 1 — By placing a control\attribute in the service specific administrative point, the control attribute can affect t
matching is performed. As an(exaimple, an attribute type specified in a filter item can be mapped into or supplemented by

att

effpct provided by attribute, subtyping. Similarly, a control attribute could adjust the entry information returned.

NOTE 2 — By placing\a’control attribute in a given entry, it is possible to take individual requirements into account, e.g. t
p:lsonal data protection requirements.

16.10.

{8 Additional control component

additionalControl component allows the effect of a governingssearch-rule to be adapted to specific envirg

a) attribute describes the attribute to which the substitution is to be applied.

b) oldMatchingRule is the matching rule that is to be substituted for. If absent, it applies to the previously
applicable matching rule of the specified type for the attribute, if there is one. For basic substitution, or if
basic substitution is not perform, for the first relaxation/tightening substitution, the applicable matching is

the one that would otherwise have been used. For subsequent substitutions, the applicable matching

rule is

the one brought in by the previous substitution. If this subcomponent specifies a matching rule that is not

the previously applicable matching rule, then no substitution is performed.

NOTE 3 — As an example, if the filter item is of type equality and thereby selecting an equality matching rule, and

this subcomponent specifies a substring matching rule, then no substitution is performed.

¢) newMatchingRule is the object identifier for the substitute matching rule that is to be used in place

of the

old matching rule. It absent, any corresponding filter-items are evaluated as TRUE for a non-n
item, and FALSE for a negated item (i.e. in accordance with id-mr-nullMatch).

The following applies only for matching rule substitution specified in a search request. If & matchir
is specified for which there is a matching restriction for the attribute type (see 16.10.2, ‘itern g)) th
make the search request non-compliant with the governing-search-rule; or~anmt unsupport
incompatible matching rule is specified, the substitution is abandoned and no‘Afurther substitu
performed for the attribute type.

NOTE 4 — It is assumed that a DSA will not allow invalid substitutions to be presentin a search-rule.

additional control of a Search operation is required. It specifiés-one or more control attribute types. The sem|

T in a service administration subentry -}t can also be placed in individual entries. When a control attribute is

ibute types ("friendly" .attribute types) against which matching can be performed in some defined way, e.g. to obtain th

pound entries are been marked or unmarked as the result of the processing of one or more control attributg

be ,done before applying the family return specification (as specified by the familyReturn i

boated

1g rule
at will
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nformatlonSeIectlon or as overrldden by the famllyReturn search- rule component). If the explicit unm|
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9 Miscellaneous components

The allowedSubset component specifies the valid choices of the Search request subset specification. This search-rule
component is ignored if the imposedSubset search-rule component is present and the useSubset search control is not
set in a search request. As default, any subset choice is possible. If the subset parameter of a search request does not
specify a value compatible with this search-rule component, the search validation against this search-rule fails. For a
Read or Modify Entry operation to comply with this component, it must include the value baseObject.

The imposedSubset component specifies a subset that substitutes the subset specification in a search request. If this
component is not present or if the useSubset search control is set in the search request, no substitution is performed and
the restriction expressed by the allowedSubset is exercised. This component shall be ignored when evaluating a read or
modifyEntry request against a search-rule.
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The entryLimit component has two subcomponents. The default subcomponent indicates the size limit to be imposed by
the Directory if the sizeLimit service control is not set. The max subcomponent indicates the maximum allowable value
for the sizeLimit service control. If exceeded, the effective sizeLimit is reduced to this max value. This component shall
be ignored when evaluating a read or modifyEntry request against a search-rule.

16.10.10 ASN.1 information object classes

The SEARCH-RULE, REQUEST-ATTRIBUTE and RESULT-ATTRIBUTE information object classes are provided to
facilitate the documentation of search-rules:

SEARCH-RULE ::= CLASS {

WITH

REQU

}
WITH

86

&dmdid OBJECT IDENTIFIER,
&serviceType OBJECT IDENTIFIER OPTIONAL,
&tserClass INFEGER OPHONAL;
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mandatoryControls ControlOptions OPTIONAL,
&searchRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL,
&familyReturn FamilyReturn OPTIONAL,
&additionalControl AttributeType OPTIONAL,
&relaxation RelaxationPolicy OPTIONAL,
&allowedSubset AllowedSubset DEFAULT "111'B,
&imposedSubset ImposedSubset OPTIONAL,
&entryLimit EntryLimit OPTIONAL,
&id INTEGER UNIQUE }
SYNTAX {
DMD ID &dmdlid
[ SERVICE-TYPE &serviceType ]
[ USER-CLASS &userClass ]
[ INPUT ATTRIBUTES &InputAttributeTypes ]
[ COMBINATION &combination ]
[ OUTPUT ATTRIBUTES&OutputAttributeTypes ]
[ DEFAULT CONTROL &defaultControls]
[ MANDATORY CONTROL &mandatoryControls ]
[ SEARCH-RULE CONTROL &searchRuleControls ]
[ FAMILY-GROUPING &familyGrouping ]
[ FAMILY-RETURN &familyReturn ]
[ ADDITIONAL CONTROL &additionalControl ]
[ RELAXATION &relaxation ]
[ ALLOWED SUBSET &allowedSubset ]
[ IMPOSED SUBSET &imposedSubset ]
[ ENTRY LIMIT &entryLimit ]
ID &id }
EST-ATTRIBUTE::= CLASS {
&attributeType ATTRIBUTE.&id,
&SelectedValues ATTRIBUTE.&Type OPTIONAL,
&DefaultValues SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&contexts SEQUENCE-OF ContextProfite OPTHONAL;-
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,

&includeSubtypes

SYNTAX {
ATTRIBUTE TYPE

[ SELECTED VALUES

[ DEFAULT VALUES
[ CONTEXTS

[ CONTEXT COMBINATION

[ MATCHING USE

[ INCLUDE SUBTYPES

BOOLEAN

&attributeType
&SelectedValues ]
&DefaultValues ]
&contexts ]

&contextCombination ]

&MatchingUse ]

&includeSubtypes ] }
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RESULT-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE.&id,
&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly = NULL } OPTIONAL,
&contexts ContextProfile OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[ OUTPUT VALUES &outputValues ]
[ CONTEXTS &contexts ] }
16.11 Matching restriction definition

An ad|
on a
restrig

Within a service specific administrative area restrictions can be applied by the proper construction of search-rulg

this is
Match

MAT(

WITH

For a

Sever

16.12

The s¢
a parti
Othery

ministrative authority may want to put restrictions on how a matching rule is applied. As an example, a'rest]
substring matching rule may specify minimum lengths on substrings provided in a search filter item. §
tion is of a permanent nature and has no dynamic characteristics, as it is the case for search relaxation.

the only place where matching restrictions can be introduced.

ing restrictions may be defined as values of the MATCHING-RESTRICTION information object class:

HING-RESTRICTION ::= CLASS {

&Restriction,

&Rules MATCHING-RULE.&id,

&id OBJECT IDENTIFIER UNIQUE }

SYNTAX {

RESTRICTION  &Restriction

RULES &Rules

ID &id }

matching rule restriction that is defined using.this information object class:

a) &Restriction is the syntax for the'matching restriction to be applied;

b) &Rules is the set of matching.rules to which this restriction can be applied. The restrictions can oj
specified for a basic matching rule, i.e. a matching rule not parent matching rules in its definition;

¢) &id is the object identifier assigned to it.

1 matching restrictions can)be defined for any one matching rule, but only one can be applied in a given situg

Search-validation function

arch-validationr function is an abstract function that is used to determine the compatibility of a search reque
cular search-rule. The search-validation function yields TRUE if the search request complies with the searc
vise, ityields FALSE. For a search request to comply with a search-rule:

= attribute types other than those represented by the inputAttributeTypes shall not be present in any f]

riction
uch a

s, and

nly be

tion.

t with
h-rule.

brm in

the search TIIer, neégatcd or non-negated,

— if an attribute type is present in a filter, it shall also be effectively present;

NOTE — This implies that an attribute type shall not be only represented by negated filter items.

— the condition for the effective presence of request attributes as specified by the search-rule

attributeCombination component shall be fulfilled;

— if there are request-attribute-profiles that include the selectedValues subcomponent, the corresponding

attributes shall only be represented by non-negated filter items;
—  the subset specification in the search argument shall comply with the search-rule subset specificati

— the mandatory control as specified by the mandatoryControls component shall be exactly
defaultControls for the search-rule.
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For an attribute type represented by one or more filter items in a subfilter to be effectively present in that subfilter, at
least one of the filter items shall comply with the RequestAttribute specification for that attribute type, i.e.:

The d

88

the filter items shall be of type as specified in 16.6;

if the selectedValues subcomponent is present and non-empty in the request-attribute-profile, the filter
item shall match this subcomponent;

the context specification in the filter item shall comply with the context specifications in the request-
attribute-profile;

the matching rule specification in the filter item shall comply with the matching rule specifications in the
request-attribute-profile; and

any matching restriction shall be fulfilled.

ptailed search-validation procedure is specified in clause 13 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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SECTION 8 — SECURITY

Security model

Definitions

This Directory Specification makes use of the following terms defined in CCITT Rec. X.800 | ISO 7498-2:

—  access control;
— authentication;

—  security policy;

The fq
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17.1.2
proteg

17.2

The O
DIB.
Rec. 3

Two 4
and th|

N
19
sin|
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—  confidentiality;
—  integrity.
llowing terms are defined in this Directory Specification:

access control scheme: The means by which access to Directory information and potentially to access
blves may be controlled.

ted items of the Directory are entries, attributes, attribute values and names.

Security policies

irectory exists in an environment where various administrative authdrities control access to their portion
Such access is generally in conformance with some administration controlled security policy (see |
(.509 | ISO/IEC 9594-8).

spects or components of the security policy which effect access’to the Directory are the authentication procq
e access control scheme.

TE — Clause 18 defines two access control schemes known as Basic Access Control and Simplified Access Control, and
defines Rule-based Access Control. These schemes may-be used in conjunction with local administrative controls; hd
ce local administrative policy has no standardized representation, it cannot be communicated in shadowed information.

Authentication procedures and mechanisms
htication procedures and mechanisms, inthe context of the Directory include the methods to verify and pro
necessary:

—  the identity of DSAs and Directory users;

— the identity of the origin of information received at an access point.

pl-use authentication’ procedures are defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 and can be uj
iction with thedcceess control schemes defined in this Directory Specification to enforce security policy.

TE 2 — Future\éditions of the Directory Specifications may define other access control schemes.

TE 3 — Local’ administrative policy may stipulate that authentication taking place in certain other DSAs (e.g. D
er DMDs) is to be disregarded.

rights

protected item: An element of Directory information to which access can be“separately controlled. The

Of the
TU-T

dures

clause
wever,

pagate

TE 1 — The administrative”authority may stipulate different provisions for the authentication of administrative upers as
commpared to provisions for fhe atithentication of non-administrative users.

ed in

BAs in

ed by

In gen

efaly there will be a mapping function from the authenticated identity (e.g. human user identity as authentica

an au

hentication €xchange) to the access control 1identity (€.g. the distinguished name oI an entry, together w.

1th an

optional unique identifier, representing the user). A particular security policy may state that the authenticated identity
and the access control identity are the same.

For names in the access control identity, primary distinguished names shall be used. Similarly, where access control uses
names in its specification of grants and denial, primary distinguished names shall be used.

17.2.2

Access control scheme

The definition of an access control scheme in the context of the Directory includes methods to:

—  specify access control information (ACI);
—  enforce access rights defined by that access control information;

—  maintain access control information.
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The enforcement of access rights applies to controlling access to:
—  Directory information related to names;
—  Directory user information;

—  Directory operational information including access control information.

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However, administrative authorities may stipulate separate provisions for the protection of some or all of the Directory
operational information. Administrative authorities are not required to provide ordinary users with the means to detect
provisions for the protection of operational information.

NOTE 1 — Administrative policy may grant or deny any form of access to particular attributes (e.g. operational attributes)
irr¢spective of access controls which may otherwise apply.

The Directory provides a means for the access control scheme in force in a particular portion of the DIB tobe-identified
through the use of the operational attribute accessControlScheme. The scope of such a scheme is defined by an Access
Contr¢l Specific Area (ACSA), which is a specific administrative area that is the responsibility of thescorrespgnding
Securjty Authority. This attribute is placed in the Administrative Entry for the corresponding Administrative Point. Only
adminiistrative entries for Access Control Specific Points are allowed to contain an accessControlScheme attributg.

NQTE 2 — If this operational attribute is missing with respect to access to a given entry, then the DSA ‘shall behave as for|a 1988
edition DSA (i.e. it is a local matter to determine an access control mechanism and its effect on operations, results and errors).

accessControlScheme ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-aca-accessControlScheme }

Any spibentry or entry in an ACSA is permitted to contain entry ACI if and only if such ACI is permitted and congistent
with the value of the accessControlScheme attribute of the corresponding ACSA.

17.3 Protection of Directory operations

Warning — Subclause 17.3.1 and 17.3.2 are knowrr to contain invalid specifications. These subclauses are thdrefore
depregated. A future edition will either remove.the deprecated specifications or provide updated text.

The fallowing specifications are provided (o’ preserve the optionally signed capability provided by edition 2 of these
Directory Specifications and to allow that.capability to be extended to all operations and to errors:

OPTIONALLY-PROTECTED is a(parameterized data type where the parameter is a data type whose values may,|at the
option] of the generator, be accompanied by their digital signature. This capability is specified by means of the following

type:

OPTIQNALLY-PROTECTED { Type } ::= CHOICE {
unsigned Type,
signed SIGNED {Type} }

sequence’data type that is not tagged.

The (1PTIONALLY-PROTECTED-SEQ is used instead of OPTIONALLY-PROTECTED when the protected data type is a

OPTIONALLY-PROTECTED-SEQ { Type } ::= CHOICE {
unsigned Type,
signed [0] SIGNED { Type}}

The SIGNED parameterized data type, which describes the form of the signed form of the information, is specified in
ITU-T Rec. X.509 | ISO/IEC 9594-8.

17.3.1  Protection and Security Transformations

The directory operations (arguments, results and errors) can be protected using the PROTECTION, SECURITY-
TRANSFORMATION and PROTECTION-MAPPING notation based upon the Generic Upper Layers Security
specifications (as defined in ITU-T Rec. X.830 | ISO/IEC 11586-1).
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Depending on the protection requirements, a system may support one or more of the following:

a) The signed PROTECTION-MAPPING as defined in (ITU-T Rec. X.830 | ISO/IEC 11586-1) to provide
integrity and data origin authentication using digital signature techniques. This maps onto the
dirSignedTransformation which results in encoding identical to the same data type used with the
SIGNED ASN.1 construct (as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8);

b) The encrypted PROTECTION-MAPPING to provide confidentiality (and under some algorithms and key
management schemes, integrity and data origin authentication) using encryption techniques. This uses the

following definitions:

genEncryptedTransform {KEY-INFORMATION: SupportedKIiClasses } SECURITY-TRANSFORMATION ::=

EDENII:I-IEI-ED

INITIAL-ENCODING-RULES

XFORMED-DATA-TYPE
initEncRules
encAlgorithm
keyInformation

kiClass
keylnfo

Othey| details

Encoding process:

Encoding process local inputs:
Decoding process:

Decoding process local inputs:
Decoding process outputs?

Parameters:

Transformation qualifiers:

Errors;

{-enhancedSecurity—gen-encrypted(2)}

{ joint-iso-itu-t asn1(1) ber(1)}

-- This default for initial encoding rules may be overridden

-- using a static protected parameter (initEncRules).

SEQUENCE {

OBJECT IDENTIFIER DEFAULT { joint-iso-itu-t asn1(1) ber(1) },
Algorithmldentifier OPTIONAL, -- /dentifies the encryption algorithm,
SEQUENCE {

KEY-INFORMATION.&kiClass ({SupportedKIClasses}),
KEY-INFORMATION.&KiType ({SupportedKIClasses} {@kiClass})
} OPTIONAL,

-- Key information may assume various formats, governed by supported members
-- of the KEY-INFORMATION information object class (déefined in ITU-T
-- Rec. X.830 | ISO/IEC 11586-1)

encData  BIT STRING ( CONSTRAINED BY {
-- the encData value shall be generated following
-- the procedure specified below --})

The input data is encrypted.

Identifier of encryption algorithm, (optional) algorithm parameters, key ident
The data is decrypted.

Algorithm and key identifier if they are not conveyed as protected parameters

Decrypted data.

fier.

Optional static protected parameters are: initial encoding rules, identifier of

encryption algorithm, parameters of encryption algorithm, key information.

Key identifier.

An error condition occurs if the encryption or decryption process fails.

Security Services:

Confidentiality.

encrypted PROTECTION-MAPPING ::= {
SECURITY-TRANSFORMATION {genEncryptedTransform} }

¢) The signedAndEncrypt PROTECTION-MAPPING to provide a combination of the protection described

above.

signedAndEncrypt PROTECTION-MAPPING ::= {
SECURITY-TRANSFORMATION {signedAndEncryptedTransform} }
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signedAndEncryptedTransform {KEY-INFORMATION: SupportedKIClasses}
SECURITY-TRANSFORMATION ::= {
IDENTIFIER { enhancedSecurity dir-encrypt-sign (1) }

INITIAL-ENCODING-RULES ({ joint-iso-itu-t asn1 (1) ber-derived (2) distinguished-encoding (1) }

XFORMED-DATA-TYPE

17.3.2
The af

OPTI(

PROTECTED
{
PROTECTED
{
unprotectedData ABSTRACT-SYNTAX.&Type,
signed
b
encrypted

Selecting Protection to be Applied

plication of protection to directory operations is generally optional using the following notation;

DNALLY-PROTECTED {ToBeProtected, PROTECTION-MAPPING:generalProtection} :(=
CHOICE {
toBeProtected ToBeProtected,

-- no DIRQOP specified for operation

signed PROTECTED {ToBeProtected, Signed},

-- DIRQORP is Signed

protected [APPLICATION 0]

PROTECTED { ToBeProtected, generalProtection } }
-- DIRQORP is other than Signed

The specific protection mappings to be applied to the operations for a particular open system is defined usi
following DIRQOP notation:
a) The protection required for all the operation argument, results and errors (excluding results/error
chained operations — see below) over a binding is indicated at bind establishment using a DI
specification; if no DIRQOP is identified at; bind establishment, then the operations on that bindi
unprotected.
b) In a DIRQOP specification, if no protection is specified for a particular operation argument, re
errors then this is unprotected.
¢) The requestor may indicate{ in*a request alternative protection required on the result or error
particular operation.
d) For chained operatipns; unless the requestor has indicated alternative protection requiremen
protection required omnthe result/errors is indicated in the request to reflect the DIRQOP selected
DUA to DSA binding for the operation being chained.
e) Ifa DSA cannot provide the required protection in a response or error, then it may return with unprd
informatioralthough this information may be rejected by the recipient.
A mapaged object for the DIRQOP is defined in ITU-T Rec. X.530 | ISO/IEC 9594-10. A default DIRQOR

hg the

5 from
RQOP
hg are

sult or
5 of a

s, the
on the

tected

for a

directpry compornent can be made available using the following attribute in the entry for that directory component.
defau|tDirQop-ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectldentifierMatch

USAGE directoryOperation

ID

id-at-defaultDirQop }

DIRQOP ::= CLASS

-- This information object class is used to define the quality of protection
-- required throughout directory operation.

-- The Quality Of Protection can be signed, encrypted, signedAndEncrypt

{
&dirqop-id OBJECT IDENTIFIER UNIQUE,
&dirBindError-QOP PROTECTION-MAPPING:protectionReqd,
&dirErrors-QOP PROTECTION-MAPPING:protectionReqd,
&dapReadArg-QOP PROTECTION-MAPPING:protectionReqd,
&dapReadRes-QOP PROTECTION-MAPPING:protectionReqd,
&dapCompareArg-QOP PROTECTION-MAPPING:protectionReqd,
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&dapCompareRes-QOP
&dapListArg-QOP
&dapListRes-QOP
&dapSearchArg-QOP
&dapSearchRes-QOP
&dapAbandonArg-QOP
&dapAbandonRes-QOP
&dapAddEntryArg-QOP
&dapAddEntryRes-QOP
&dapRemoveEntryArg-QOP
&dapRemoveEntryRes-QOP
&dapModifyEntryArg-QOP
&dapModifyEntryRes-QOP
&dapModifyDNArg-QOP

ISO/IEC 9594-2:2001 (E)

PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,

&dapModifyDNRes-QOP
&dspChainedOp-QOP
&dispShadowAgreelnfo-QOP
&dispCoorShadowArg-QOP
&dispCoorShadowRes-QOP
&dispUpdateShadowArg-QOP
&dispUpdateShadowRes-QOP
&dispRequestShadowUpdateArg-QOP
&dispRequestShadowUpdateRes-QOP
&dopEstablishOpBindArg-QOP
&dopEstablishOpBindRes-QOP
&dopModifyOpBindArg-QOP
&dopModifyOpBindRes-QOP
&dopTermOpBindArg-QOP
&dopTermOpBindRes-QOP

SYNTAX

DIRQOP-ID
DIRECTORYBINDERROR-QOP
DIRERRORS-QOP
DAPREADARG-QOP
DAPREADRES-QOP
DAPCOMPAREARG-QOP
DAPCOMPARERES-QOP
DAPLISTARG-QOP
DAPLISTRES-QOP
DAPSEARCHARG-QOP
DAPSEARCHRES-QOP
DAPABANDONARG-QOP
DAPABANDONRES-QOP
DAPADDENTRYARG-QOP
DAPADDENTRYRES-QOP
DAPREMOVEENTRYARG-QOP
DAPREMOVEENTRYRES-QOP
DAPMODIFYENTRYARG-QOP
DAPMODJFYENTRYRES-QOP
DAPMODIFYDNARG-QOP
DAPMODIFYDNRES-QOP
DSPCHAINEDOP-QOP

DISPSHADOWAGREEINFO-QOP

PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd;
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd

&dirqop-id
&dirBindError-QOP
&dirErrors-QOP
&dapReadArg-QOP
&dapReadRes-QOP
&dapCompareArg-QOP
&dapCompareRes-QOP
&dapListArg-QOP
&dapListRes-QOP
&dapSearchArg-QOP
&dapSearchRes-QOP
&dapAbandonArg-QOP
&dapAbandonRes-QOP
&dapAddEntryArg-QOP
&dapAddEntryRes-QOP
&dapRemoveEntryArg-QOP
&dapRemoveEntryRes-QOP
&dapModifyEntryArg-QOP
&dapModifyEntryRes-QOP
&dapModifyDNArg-QOP
&dapModifyDNRes-QOP
&dspChainedOp-QOP
&dispShadowAgreeilnfo-QOP

DISPCOORSHADOWARG-QOP
DISPCOORSHADOWRES-QOP
DISPUPDATESHADOWARG-QOP
DISPUPDATESHADOWRES-QOP
DISPREQUESTSHADOWUPDATEARG-QOP
DISPREQUESTSHADOWUPDATERES-QOP
DOPESTABLISHOPBINDARG-QOP
DOPESTABLISHOPBINDRES-QOP
DOPMODIFYOPBINDARG-QOP
DOPMODIFYOPBINDRES-QOP
DOPTERMINATEOPBINDARG-QOP
DOPTERMINATEOPBINDRES-QOP

&dispCoorShadowArg-QOP
&dispCoorShadowRes-QOP
&dispUpdateShadowArg-QOP
&dispUpdateShadowRes-QOP
&dispRequestShadowUpdateArg-QOP
&dispRequestShadowUpdateRes-QOP
&dopEstablishOpBindArg-QOP
&dopEstablishOpBindRes-QOP
&dopModifyOpBindArg-QOP
&dopModifyOpBindRes-QOP
&dopTermOpBindArg-QOP
&dopTermOpBindRes-QOP

ITU-T Rec. X.501 (02/2001 E)

93


https://standardsiso.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

18 Basic Access Control

18.1 Scope and application

This clause defines one specific access control scheme (of possibly many) for the Directory. The access control scheme
defined herein is identified with the accessControlScheme operational attribute by giving it the value
basic-access-control. Subclause 17.2.2 describes which entries contain the accessControlScheme operational
attribute.
NOTE — An access control scheme known as "Simplified Access Control" is specified in 18.9. It is defined as a subset of the Basic
Access Control scheme. When Simplified Access Control is used, the accessControlScheme operational attribute shall have the
value simplified-access-control. Additional access control schemes known as "Rule-based Access Control" are specified in
clause 19.

The s¢heme defined here is only concerned with providing means of controlling access to the Directory infermation
withir] the DIB (potentially including tree structure and access control information). It does not address.contiplling
accesy for the purpose of communication with a DSA application-entity. Control of access to information-means the
prevemtion of unauthorized detection, disclosure, or modification of that information.

18.2 Basic Access Control model

The Basic Access Control model for the Directory defines, for every Directory operation, 6né or more points atwhich
accesq control decisions take place. Each access control decision involves:

— that element of Directory information being accessed, called the protected item;
—  the user requesting the operation, called the requestor;
—  aparticular right necessary to complete a portion of the operation, called the permission;

— one or more operational attributes that collectively contain‘the security policy governing access fo that
item, called ACI items.

Thus, the basic access control model defines:

—  the protected items;

—  the user classes;

—  the permission categories required to perform each Directory operation;
—  the scope of application and syntax'ef ACI items;

— the basic algorithm, called the“Access Control Decision Function (ACDF), used to decide whdther a

particular requestor has a particular permission by virtue of applicable ACI items.

18.2.1] Protected items

A protected item is an element of Directory information to which access can be separately controlled. The profected
items fof the Directory are entgies, attributes, attribute values and names. For convenience in specifying access cpntrol
policigs, Basic Access Céntrol provides the means to identify collections of related items, such as attributes in an|entry
or all jttribute values,of @ given attribute, and to specify a common protection for them.

18.2.2l  Access-eontrol permissions and their scope

Accesg is controlled by granting or denying permissions. The permission categories are described in 18.2.3 and 18.2.4.

The s¢ope)of access controls can be a single entry or a collection of entries that are logically related by being within the
scope OT a subentry Tor a particular administrative point.

Permission categories are generally independent. Since all Directory entries have a relative position within the DIT,
access to user and operational information always involves some form of access to DIT related information. Thus, there
are two main forms of access control decision associated with a Directory operation: access to entries as named objects
(referred to as entry access); and access to attributes containing user and operational information (referred to as attribute
access). For many Directory operations, both forms of permission are required. In addition, where applicable, separate
permissions control the name or error type returned. Some important aspects of permissions categories, forms of access,
and access control decision making are as follows:

a) To perform Directory operations on entire entries (e.g. read an entry or add an entry), it is usually
necessary for permission to be granted with respect to the attributes and values contained within that
entry. Exceptions are permissions controlling entry renaming and removal: in neither case is attribute or
attribute value permissions taken into account.
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b) To perform Directory operations that require access to attributes or attribute values, it is necessary to have

entry access permission to the entry or entries that contain those attributes or values.

NOTE 1 — The removal of an entry or of an attribute does not require access to the contents of the entry or of the

attribute.

c¢) The decision whether or not to permit entry access is strictly determined by the position of the entry in the

DIT, in terms of its distinguished name, and is independent of how the Directory locates that entry.

d) A design principle of Basic Access Control is that access may be allowed only when there is an explicitly
provided grant present in the access control information used by the Directory to make the access control
decision. Granting one form of access (e.g. entry access) never automatically or implicitly grants the other
form (e.g. attribute access). In order to administer meaningful Directory access control policies, it is thus

usually necessary to explicitly set access policy for both forms of access.

NOTE 2 — Certain combinations of grants or denials are illogical, but it is the responsibility of users, rather than

18.2.3

The |
Discld
1SO/M]
categd
grantel
contrg

the Directory, to ensure that such combinations are absent.

NOTE 3 — Consistent with the above design principle, granting or denying permissions for an attribute val
not automatically control access to the related attribute. Moreover, in order to access an attributeyvalue(s
course of a Directory interrogation operation, a user must be granted access to both the attributé type
value(s).

e) The only default access decision provided in the model is to deny access in the absence of explicit
control information that grants access.

f) A denial specified in access control information always overrides a grant, alkgther factors being equl

g) A particular DSA may not have the access control information governing' the Directory data it d
Security Administrators should be aware that a DSA with the capabilityef caching may pose a sign|
security risk to other DSAs, in that it may reveal information to unauthorized users.

h) For the purposes of interrogation, collective attributes that are“dssociated with an entry are prd
precisely as if they were attributes that form part of the entry”
NOTE 4 — For the purposes of modification, collective attributes are associated with the subentry that hold

not with entries within the scope of the subentry. Modify-related access controls are therefore not rele
collective attributes, except when they apply to the collective attribute and its values within the subentry.

Permission categories for entry access

permission categories used to control entry access are Read, Browse, Add, Remove, Modify, R¢
seOnError, Export, and Import and ReturnDN-Their use is described in more detail in ITU-T Rec. X
EC 9594-3. Annex L provides an overview ef their meaning in general situations. This subclause introdud
ries by briefly indicating the intent assoeiated with the granting of each. The actual influence of a par
d permission on access control decisions are, however, determined by the full context of the ACDF and
| decision points for each Directory operation.

a) Read, if granted, permits\tead access for Directory operations which specifically name an entry
opposed to the List and Search operations) and provides visibility to the information contained in th
to which it applies.

b) Browse, if granted, permits entries to be accessed using Directory operations which do not exj
provide theg-name of the entry.

c) Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes and at
valuesto be placed in the new entry at time of creation.

NOTE 1 — In order to add an entry, permission shall also be granted to add at least the mandatory attribyl
their values.

NOTE 2 — There is no specific "add subordinate permission". Permission to add an entry is controlle
prescriptiveACI operational attributes as described in 18.3.
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d) Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or

attribute values within the entry.

e) Modify, if granted, permits the information contained within an entry to be modified.

NOTE 3 — In order to modify information contained within an entry other than the distinguished name attribute

values, appropriate attribute and value permissions shall also be granted.

f) Granting Rename is necessary for an entry to be renamed with a new RDN, taking into account the
consequential changes to the distinguished names of subordinate entries, if any; if the name of the superior

is unchanged, the grant is sufficient.
NOTE 4 — In order to rename an entry, there are no prerequisite permissions to contained attributes or

values,

including the RDN attributes; this is true even when the operation causes new attribute values to be added or

removed as a result of the changes of RDN.

g) DiscloseOnError, if granted, permits the name of an entry to be disclosed in an error (or empty) result.

ITU-T Rec. X.501 (02/2001 E)

95


https://standardsiso.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

h) Export, if granted, permits an entry and its subordinates (if any) to be exported; that is, removed from the
current location and placed in a new location subject to the granting of suitable permissions at the
destination. If the last RDN is changed, Rename is also required at the current location.

NOTE 5 — In order to export an entry or its subordinates, there are no prerequisite permissions to contained

attributes or values, including the RDN attributes; this is true even when the operation causes attribute values to be
added or removed as a result of the changes of RDN.

i) Import, if granted, permits an entry and its subordinates, if any, to be imported; that is, removed from
some other location and placed at the location to which the permission applies (subject to the granting of
suitable permissions at the source location).

NOTE 6 — In order to import an entry or its subordinates, there are no prerequisite permissions to contained

attributes or values, including the RDN attributes; this is true even when the operation causes attribute values to be
added or removed as a result of the changes of RDN.

J)  ReturnDN, if granted, allows the distinguished name of the entry to be disclosed in an operation resylt.

18.2.4 Permission categories for attribute and attribute value access

The permission categories used to control attribute and attribute value access are Compare, Read, FilterMatch, Add,
Remove, and DiscloseOnError. They are described in more detail in ITU-T Rec. X.511 | ISO/IEC 9594-3. Annex L
provides an overview of their meaning in general situations. This subclause introduces the/ ¢ategories by briefly
indicating the intent associated with the granting of each. The actual influence of a partieular’granted permissjon on
accesq control decisions are, however, determined by the full context of the ACDF and ac¢ess-Control decision poihts for
each Ipirectory operation.

a) Compare, if granted, permits attributes and values to be used in a comypare operation.

b) Read, if granted, permits attributes and values to be returned asyentry information in a read or search
access operation.

¢) FilterMatch, if granted, permits evaluation of a filter within' a’search criterion.

d) Add, if granted for an attribute, permits adding an atfribute subject to being able to add all spgcified
attribute values. If granted for an attribute value, it permits adding a value to an existing attribute.

e) Remove, if granted for an attribute, permits, removing an attribute complete with all of its valpes. If
granted for an attribute value, it permits the atfribute value to be removed from an existing attribute.

f)  DiscloseOnError, if granted for an attribute, permits the presence of the attribute to be disclosed|by an
attribute or security error. If granted*for an attribute value, it permits the presence of the attribute vilue to
be disclosed by an attribute or secuirity error.

g) Invoke, if granted, the object (always an operational attribute or a value of an operational attribyite) to
which the permission applies can be invoked on behalf of the authenticated user by the DSA. The function
carried out by invocatien® is attribute-dependent. No other permissions are required for user for the
operational attribute-0r_on the entry/subentry that holds it.

18.3 Access control. administrative areas

The DIT is partitioneddinto subtrees termed autonomous administrative areas, each of which is under the adminis{rative
authotlity of a singlé/Domain Management Organization. It may be further partitioned into subtrees termed specific
adminfistrative areas for the purposes of specific aspects of administration; alternatively, the whole of an autongmous
adminfistrative-area may comprise a single specific administrative area. Each such specific administrative area [is the
responsibilifyref a corresponding specific administrative authority. A particular administrative area may be shared by
severil specific administrative authorities. See clause 11.

18.3.1  Access control areas and Directory Access Control Domains

In the case of access control, the specific administrative authority is a Security Authority, and the specific administrative
area is termed an Access Control Specific Area (ACSA). The root of the ACSA is termed an Access Control Specific
Point. Each Access Control Specific Point is represented in the DIT by an Administrative Entry which includes access-
control-specific-area as a value of its administrativeRole operational attribute; it has (potentially) one or more
subentries which contain access control information. Similarly, each Access Control Inner Point is represented in the
DIT by an Administrative Entry which contains access-control-inner-area as a value of its administrativeRole
operational attribute; it also has (potentially) one or more subentries which contain access control information. Each such
administrative entry which has a subentry containing prescriptive ACI information has basic-access-control,
simplified-access-control, or other relevant value as a value of its accessControlScheme operational attribute. Each
subentry that is an Access Control Specific Point and which contains access control information has
accessControlSubentry as a value of its object-class attribute. An administrative entry and its subentries may hold
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operational attributes (such as access control information) which relate, respectively, to the administrative point (and
possibly its subentries) and to collections of entries (within the administrative area) defined by the subentry
subtreeSpecification.

The accessControlScheme attribute shall be present if and only if the holding administrative entry is an access control
specific entry. An administrative entry can never be both an access control specific and an access control inner entry;
corresponding values can therefore never be present simultaneously in the administrativeRole attribute.

The scope of a subentry that contains access control information, as defined by its subtreeSpecification (which may

includ

e subtree refinements), is termed a Directory Access Control Domain (DACD).

NOTE — A DACD can contain zero entries, and can encompass entries that have not yet been added to the DIT.

The Securlty Authority may perm1t an Access Control Specific Area to be partitioned 1nto subtrees termed inner
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s the value of the administrativeRole operational attribute. Each subentry of the corresponding adminis
hat contains prescriptive ACI has, as before, an accessControlSubentry value within its object class attribu

ope (subtreeSpecification) specified in a subentry within an ACIA is also a DACD and contains entries
ociated Access Control Inner Area.

5 allow a degree of delegation of access control authority within the ACSA. The authority for the ACS/
authority within the ACIA since the ACI in the subentries of the ACSA's administrative point apply as w
[l in the subentries of the relevant ACIAs (18.6 explains how the ACSA controls authority).

tcessControlScheme attribute value of the relevant access control specific entry; the role of each rg
istrative entry within the ACSA is indicated by its administrativeRole attribute values; the preset
iptive access control in a particular subentry is indicated by an accessControlSubentry value in its objec
te.

tries, like other entries, can hold an entryACI attribute for proteetion of its own contents.

Associating controls with administrative areas

to a given entry is (potentially) controlled by the totality of superior access control administrative points
and specific) up to and including the first non-inner access control administrative point or Auton
nistrative Point encountered moving up the DIT from the entry towards the root. Access Control Specific

pr to this access control administrative poing have no effect on access control to the given entry.

TE 1 — An Autonomous Administrative Pointjs considered implicitly to be an Access Control Specific Point for the purf
b description, even if it is not associated with/any prescriptive controls.

important points regarding the association between access controls and administrative areas are:

a) Access controls for jDirectory information may apply to only selected entries, or may have
extending throughout portions of the DIB that are logically related by a common security policy,|
common Access Control administration.

attributes(see 18.5) within one or more subentries of the corresponding Access Control Adminis
Entry;with scope defined by an appropriate subtreeSpecification.

between prescriptiveACl and collective attributes:

NOTE 2 — prescriptiveACI attributes are not collective attributes. There are a number of significant diff¢
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- although a prescrlptlveACI attrlbute may affect access control de01s1ons for each entry w1th1n the S

to any such entry or to be in any sense a part of such an entry,

— prescriptiveACl| attributes are associated with the access control aspects of administration, and are
associated with Access Control Specific and Inner Points, not with entry-collection administrative points;

— the purpose of a prescriptiveACl attribute is to express a policy that influences across a defined set of
entries, while the purpose of a collective attribute is to provide information that associates a user-accessible

set of attributes within a defined set of entries;

— prescriptiveAClI attributes represent policy information that will, in general, not be widely access

ible by

ordinary users. Administrative users who need to access prescriptiveACI information can access them as

operational attributes within subentries.

c) A prescriptiveACl operational attribute contains AClitems (see 18.4.1) common to all entries within the
scope of the subentry, i.e. DACD, in which the prescriptiveACl occurs. A DACD normally contains

entries inside the associated Access Control Specific Area (but can contain no entries at all).
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d)

Although particular AClitems may specify attributes or values as protected items, AClitems are logically
associated with entries. The particular set of AClitems associated with an entry and with the contents of
that entry is a combination of:

—  AClitems that apply to that particular entry, specified as values of the entryACI operational attribute,
if present (see 18.5.2);

— AClltems from prescriptiveACI operational attributes applicable to the entry by virtue of being
placed in subentries of administrative entries whose scope includes the particular entry (see 18.5.1).

Each entry (controlled by entryACI and/or prescriptiveACI) necessarily falls within one and only one
ACSA. Each such entry may also fall within one or more ACIAs nested inside the ACSA containing the
entry. The prescriptiveACI that potentially affects the outcome of access control decisions for a given
entry are located within subentries (of the administrative entry) for the ACSA and for each ACIA

2)

containing the entry. Other subentries cannot affect access control decisions regarding that entry.

If an entry is within the scope of more than one DACD, the complete set of AClitems that may.potentially
affect access control decisions regarding that entry includes all prescriptiveACI item attributes of those
DACDs, in addition to any entryACI attributes in the entry itself. An example is shown,in Figure 1|/. The
effective access control at entry El is a combination of the prescriptiveACl for)DACDI1, DACD2,
DACD3, and entryACI (if present) in entry E1. The effective access control at éntry E2 is a combination
of the prescriptiveACI for DACD1 and DACD3, and entryACI (if present) infentry E2.

NOTE 3 — Protection of access control information is described in 18.6.

The subtreeSpecification attribute in each subentry definesa”collection of entries within an
administrative area. Since a subtreeSpecification may defingia” subtree refinement, DACD$ may
arbitrarily overlap within the intersection of their respective administrative areas. For simplicity, Figure 17
does not show administrative points, subentries, or administfative areas; however, it may be considgred as
three DACDs in the same ACSA with each DACD/corresponding to a single subentry ¢f the
administrative point for that ACSA (and there are no ACIAs). Alternatively, Figure 17 may be condidered
in the context of a single ACSA containing a single ACIA where DACDI is congruent to the ACSA and
DACD?3 is congruent to the ACIA (DACDI1 and DACD2 would correspond to subentries of the ACSA
administrative point and DACD3 would correspend to a subentry of the ACIA administrative poirjt). An
administrative area is congruent to a DACDswhen the collection of entries in the DACD is the same|as the
collection of entries in the implicitly defined subtree corresponding to the administrative area. See the
example in Annex M for figures depicting the relationship between administrative entries, administrative
areas, subentries and DACDs.

DACDI1

DACD2

TISO3320-94

Figure 17 — Effective Access Control using DACDs
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Access Control Information is represented as a set of AClitems, where each AClitem grants or denies permissions in

regard to certain specified users and protected items.

In ASN.1 the information is expressed as:

ACllitem ::= SEQUENCE ({
identificationTag DirectoryString { ub-tag },
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {

protecteditems
itemPermissions
userFirst [1]
userClasses
userPermissions

Protecteditems,

SEQUENCE {
UserClasses,

SET OF IltemPermission },

SET OF UserPermission } } }

Precedence ::= INTEGER (0..255)

Protec¢teditems ::= SEQUENCE {
entry [0] NULL
allUserAttributeTypes [11 NULL
attributeType [2] SET SIZE (1..MAX) OF AttributeType
allAttributeValues [3] SET SIZE (1..MAX) OF AttributeType
allUserAttributeTypesAndValues [4] NULL
attributeValue [5] SET SIZE (1..MAX).OF AttributeTypeAndValue
selfValue [6] SET SIZE (1..MAX).OF AttributeType
rangeOfValues [7]1 Filter
maxValueCount [8]1 SET SIZE (1<MAX) OF MaxValueCount
maximmSub [9] INTEGER
restrictedBy [10] SET SIZE\(1..MAX) OF RestrictedValue
contexts [11] SET.SIZE (1..MAX) OF ContextAssertion
classes [12] Refinement

MaxValueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER }

RestrictedValue ::= SEQUENCE._{
type AttributeType,
valuesin AttributeType }

UserGlasses ::= SEQUENCE {
allUsers [0}, ,NULL OPTIONAL,
thisEntry {4+ NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,

-- entry of GroupOfUniqueNames

ItemPermission
precedence

::= SEQUENCE {
Precedence OPTIONAL,

-- defaults to precedence in AClltem
UserClasses,
GrantsAndDenials }

userClasses
grantsAndDenials

UserPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,

-- defaults to precedence in AClltem
Protecteditems,
GrantsAndDenials }

protecteditems
grantsAndDenials

-- dn component shall be the name of an

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL }

’ 4 SET-S1ZE-{+-MAX)-OF SubtreeSpeeificati OPTFIONAL]
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AuthenticationLevel ::= CHOICE {
basicLevelsSEQUENCE {

level ENUMERATED { none (0), simple (1), strong (2) },
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE },

other EXTERNAL }

GrantsAndDenials ::= BIT STRING {
-- permissions that may be used in conjunction
-- with any component of Protectedltems
grantAdd (0),
denyAdd (1),
grantDiscloseOnError (2),

denyDiscloseOnError—(3)
77

grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7),

-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),

denyBrowse (9),

grantExport (10),
denyExport (11),
grantimport (12),
denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),

-- permissions that may be used in conjunction
-- with any component, except entry, of Protectedltems

grantCompare (20),

denyCompare (21),

grantFilterMatch (22),

denyFilterMatch (23),

grantinvoke (24),

denylnvoke (25) }

AttribputeTypeAndValue ::= SEQUENCE ({
type ATTRIBUTE.&id\({SupportedAttributes}),
value ATTRIBUTE.&Type({SupportedAttributes}{@type}) }

18.4.2l  Description of‘ACIItem Parameters

18.4.2L1 Identification Tag

identificationTag.is used to identify a particular AClitem. This is used to discriminate among individual AClitern

the purposesrefprotection, management and administration.

18.4.2.2" Precedence

hs for

Precedence is used to control the relative order in which ACllitems are considered during the course of making an access
control decision in accordance with 18.8. AClltems having higher precedence values may prevail over others with lower

precedence values, other factors being equal. Precedence values are integers and are compared as such.

Precedence can be used by a superior authority within the Security Authority to permit partial delegation of access
control policy setting within an ACSA. This can be achieved by the superior authority setting a general policy at a high
precedence and authorizing users representing the subordinate authority (e.g. associated with an ACIA) to create and
modify ACI with a lower precedence, in order to tailor the general policy for specific purposes. The partial delegation
thus requires the means for the superior authority to limit the maximum precedence which the subordinate authority can

assign to ACI under its control.

Basic Access Control does not specify or describe how to limit the maximum precedence that can be used by a

subordinate authority. This is to be done by local means.
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18.4.2.3 Authentication Level

AuthenticationLevel defines the minimum requestor security level required for this AClitem. It has two forms:

— basicLevels which indicates the level of authentication, optionally qualified by positive or negative
integer localQualifier, and whether the request is required to be signed;

—  other: an externally defined measure.

When basicLevels is used, an AuthenticationLevel consisting of a level and optional localQualifier shall be assigned to
the requestor by the DSA according to local policy. For a requestor's authentication level to meet or exceed a minimum
requirement, the requestor's level shall meet or exceed that specified in the ACllitem, and in addition the requestor's
localQualifier shall be arithmetically greater than or equal to that of the AClitem. Strong authentication of the requestor
is considered to exceed a requirement for simple or no authentication, and simple authentication exceeds a requirement
for nq icati : e uthentication ¥ ; ase of
identi litem,
then the requestor need not have a corresponding value (if such a value is present it is ignored). In addition tosmeetfing or
exceedling above requirements, the request shall be signed if the AClitem specifies signed equal TRUE.

When| other is used, an appropriate AuthenticationLevel shall be assigned to the requestor by thé\DSA according to
local [policy. The form of this AuthenticationLevel and the method by which it ig-compared with the
AuthédnticationLevel in the ACI is a local matter.
NOTE 1 — An authentication level associated with an explicit denial indicates the minimum level.to which a requestor ghall be
authenticated in order not to be denied access. For example, an ACllitem that denies access to 'a particular user class and rpquires

strpng authentication will deny access to all requestors who cannot prove, by means of a stfongly authenticated identity, that they
arg not in that user class.

NQTE 2 — The DSA may base authentication level on factors other than values received, in protocol exchanges.

18.4.2l4 itemFirst and userFirst Parameters

Each ACIlitem contains a choice of itemFirst or userFirst. The choice“allows grouping of permissions dependjng on
whethr they are most conveniently grouped by user classes or by protected items. itemFirst and userFirst are
equivglent in the sense that they capture the same access controbinformation; however, they organize that infOI:Eation
differgntly. The choice between them is based on administrative convenience. The parameters used in itemF(rst or
userFjrst are described below.

a) Protectedlitems define the items to which the specified access controls apply. It is defined ag a set
selected from the following:

— entry means the entry contents as a whole. In case of a family member, it also means thq entry
content of each subordinate’ family member within the same compound attribute. It dogs not
necessarily include the ‘information in these entries. This element shall be ignored if the classes
element is present,\sifnice this latter element selects protected entries (and subordinate family
members) on thebasis of their object class.

— allUserAttributeTypes means all user attribute type information associated with the entry, HQut not
values associated with those attributes.

— allUserAttributeTypesAndValues means all user attribute information associated with the|entry,
including all values of all user attributes.

— _\attributeType means attribute type information pertaining to specific attributes but not [values
associated with the type.

= allAttributeValues means all attribute value information pertaining to specific attributes.

— attributeValue means a specific value of specific attributes.

—  selfValue means the attribute value assertion corresponding to the current requestor. The protected
item selfValue applies only when the access controls are to be applied with respect to a specific
authenticated user. It can only apply in the specific case where the attribute specified is of
DistinguishedName or uniqueMember syntax and the attribute value within the specified attribute
matches the distinguished name of the originator of the operation.

NOTE 1 — allUserAttributeTypes and allUserAttributeTypesAndValues do not include operational attributes, which
should be specified on a per attribute basis, using attributeType, allAttributeValues or attributeValue.

— rangeOfValues means any attribute value which matches the specified filter, i.e. for which the
specified filter evaluated on that attribute value would return TRUE.

NOTE 2 — The filter is not evaluated on any entries in the DIB; it is evaluated using the semantics defined in
7.8 of ITU-T Rec. X.511 | ISO/IEC 9594-3, operating on a fictitious entry that contains only the single
attribute value which is the protected item.
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The following items provide constraints that may disable the granting of certain permissions to protected
items in the same SEQUENCE:

— maxValueCount restricts the maximum number of attribute values allowed for a specified attribute
type. It is examined if the protected item is an attribute value of the specified type and the permission
sought is add. Values of that attribute in the entry are counted without regard to context or access
control and as though the operation which adds the values were successful. If the number of values in
the attribute exceeds maxCount, the ACI item is treated as not granting add access.

—  maximmsSub restricts the maximum number of immediate subordinates of the superior entry to an
entry being added or imported. It is examined if the protected item is an entry, the permission sought
is add or import, and the immediate superior entry is in the same DSA as the entry being added or
imported. Immediate subordinates of the superior entry are counted without regard to context or

b)

access control as ﬂ'\r\ngh the pnfry addition or impr\rﬁng were—successful If the number Of

subordinates exceeds maximmSub, the ACI item is treated as not granting add or import actegs.

—  restrictedBy restricts values added to the attribute type to being values that are alreadypresenf in the
same entry as values of the attribute valuesin. It is examined if the protected item iS an atfribute
value of the specified type and the permission sought is add. Values of the valuésin attribute are
checked without regard to context or access control and as though the operation which adds the
values were successful. If the value to be added is not present in valuesin the-ACI item is tredted as
not granting add access.

—  contexts restricts values added to the entry to having context lists ‘that satisfy all of the gontext
assertions in contexts. It is examined if the protected item is an attribute value and the pernpission
sought is add. If the value to be added does not satisfy the context assertions the ACI item is freated
as not granting add access; if it does satisfy all of them, the”ACI item is treated as not denying add
access.

NOTE 3 — This is only relevant when the permission/sought is add, and all context assertions shall be
satisfied. It does not provide for general use of contexts to differentiate protected items for other permipsions.

— classes means the contents of entries (possibly ‘a family member) which are restricted to thope that
have object class values that satisfy the prédicate defined by Refinement (see 12.3.5), together (in
the case of an ancestor or other family member) with the entry contents as a whole of each
subordinate family member entry; it does not necessarily include the information in these entrigs.

NOTE 4 — By the rules for entry and classes, all family members inherit the access control of the ancgstor or
of superior family members withiir'the same family. This does not preclude family members being subject to
further policies from entryACKor prescriptiveACI that increase or decrease protection.

UserClasses defines a set of zero or more users the permissions apply to. The set of users is sglected
from the following:

— allUsers means every directory user (with possible requirements for authenticationLevel).

—  thisEntry means the user with the same distinguished name as the entry being accessed, or] if the
entry is &member of a family, then additionally the user with the distinguished name of the andestor.

— name is the user with the specified distinguished name (with an optional unique identifier).

— quserGroup is the set of users who are members of the groupOfUniqueNames entry, identified by
the specified distinguished name (with an optional unique identifier). Members of a group of yinique
names are treated as individual object names, and not as the names of other groups of unique pames.
How group membership is determined is described in 18.4.2.5.

fined)

subtree.

Names used to specify a user, group or subtree shall be primary distinguished names. Context and
alternative distinguished values shall not be included. The access control decision function is not required
to determine the primary distinguished name for alternative names with which it is supplied.

NOTE 5 — This means that if a requestor has supplied an alternative name that has not been subsequently resolved
by the Directory to the primary distinguished name, access control based on primary distinguished names may fail
to recognize the requestor as belonging to the user class granted or denied access.

SubtreeSpecification is used to specify a subtree relative to the root entry named in base. The base
represents the distinguished name of the root of subtree. The subtree extends to the leaves of the DIT
unless otherwise specified in chop. The use of a specificationFilter component is not permitted; if
present, it shall be ignored.
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18.4.2l5 Determining group membership

Deternining whether a given requestor is a group member requires checking two criteria. Also, the determination 1

constrpined if the group definition is not known locally. The criteria for membership and the treatment of non-local

group

ISO/IEC 9594-2:20

01 (E)

NOTE 6 — SubtreeSpecification does not allow subtree refinement because a refinement might require a DSA to
use a distributed operation in order to determine if a given user is in a particular user class. Basic Access Control is

designed to avoid remote operations in the course of making an access control decision. Membership in a
whose definition includes only base and chop can be evaluated locally, whereas membership in a

subtree
subtree

definition using specificationFilter can only be evaluated by obtaining information from the user's entry which is

potentially in another DSA.

d) ItemPermission contains a collection of users and their permissions with respect to Protectedltems
within an itemFirst specification. The permissions are specified in grantsAndDenials as discussed in
item f) of this subclause. Each of the permissions specified in grantsAndDenials is considered to have the
precedence level specified in precedence for the purpose of evaluating access control information as
discussed in 18.8. If precedence is omitted within ltemPermission, then precedence is taken from the
precedence specified for the ACllitem (see 18.4.2.2).

userClasses within a userFirst specification. The protected items are specified in protectedIt
discussed in 18.4.2. The associated permissions are specified in grantsAndDenials as discusSedin
of this subclause. Each of the permissions specified in grantsAndDenials is considered/to haj

discussed in 18.8. If precedence is omitted within UserPermission, the precedefiog is taken frg
precedence specified for the AClitem (see 18.4.2.2).

f) GrantsAndDenials specify the access rights that are granted or denied in the.AClltem specificatio
precise semantics of these permissions with respect to each protected\item is discussed in
Rec. X.511 | ISO/IEC 9594-3.

g) Uniqueldentifier may be used by the authentication mechanism to distinguish between instan|
distinguished name reuse. The value of the unique identifier is ‘assigned by the authentication au
according to its policy and is provided by the authenticatingnDSA. If this field is present, then
accessing user to match the name user class of an ACHtem that grants permissions, in addition
requirement that the user's distinguished name match the.specified distinguished name, the authent
of the user shall yield an associated unique identifier;"and that value shall match for equality w
specified value.

NOTE 7 — When authentication is based on supplied SecurityParameters, the unique identifier associated
user may be taken from the subjectUniqueldentifier field of the sender's Certificate in the
CertificationPath.

are discussed below.

a) A DSA is not required to perform a remote operation to determine whether the requestor belong
particular group for the purposes of Basic Access Control. If membership in the group cani
evaluated, the'DSA shall assume that the requestor does not belong to the group if the ACI item gra
permissienrSought, and does belong to the group if it denies the permission sought.

NOTE-1 — Access control administrators should beware of basing access controls on membership of non-
available groups or groups which are available only through replication (and which may, therefore, be out of

NOTE 2 — For performance reasons, it is usually impractical to retrieve group membership from remote D
part of the evaluation of access controls. However, in certain circumstances it may be practical, and a |
permitted, for example, to perform remote operations to obtain or refresh a local copy of a group entry or

tem f)
ve the

precedence level specified in precedence for the purpose of evaluating access control“information as
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b) In order to determine whether the requestor is a member of a userGroup user class, the following criteria

apply:

— The entry named by the userGroup specification shall be an instance of the object
groupOfNames or groupOfUniqueNames.

class

—  The name of the requestor shall be a value of the member or uniqueMember attribute of that entry.

NOTE 3 — Values of the member or uniqueMember attribute that do not match the name of the requestor are
ignored, even if they represent the names of groups of which the originator could be found to be a member.

Hence, nested groups are not supported when evaluating access controls.

NOTE 4 — Names used in member or uniqueMember shall be primary distinguished names. Conte
alternative values with context, shall not be included.
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18.5 The ACI operational attributes

Access control information is stored in the Directory as an operational attribute of entries and subentries. The
operational attribute is multi-valued, which allows ACI to be represented as a set of AClitems (defined in 18.4).

18.5.1  Prescriptive access control information

A Prescriptive ACI attribute is defined as an operational attribute of a subentry. It contains access control information
applicable to entries within that subentry's scope:

prescriptiveACl ATTRIBUTE ::= {

WITH SYNTAX AClitem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-prescriptiveACl }

18.5.2] Entry access control information

An Efjtry ACI attribute is defined as operational attributes of an entry. It contains access controlgnfermation applicable
to the fentry in which it appears, and that entry's contents:

entryACl ATTRIBUTE ::= {

WITH SYNTAX AClitem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-entryACl }

18.5.3 Subentry ACI

Subentry ACI attributes are defined as operational attributes.of administrative entries, and provide access cpntrol
infornpation that applies to each of the subentries of the corresponding administrative point. Prescriptive ACI witl]in the
subenfries of a particular administrative point never applies*to the same or any other subentry of that adminisfrative
point, [but can be applicable to the subentries of subordinafe administrative points. Subentry ACI attributes are confained
only I administrative points and do not affect any element of the DIT other than immediately subordinate subentri¢s.

In evaluating access control for a specific subentry,the ACI that shall be considered is:
— the entryACI within the subentry itself (if any);
—  the subentryACI within the associated administrative entry (if any);
—  prescriptiveACl agssociated with other relevant administrative points within the same access ¢ontrol
specific area (if any):

subentryACl ATTRIBUTE = {

WITH SYNTAX AClitem

EQUALITY MATEHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-subentryACl }

18.6 Protecting the ACI

ACI operational attributes may be subjected to the same protection mechanisms as ordinary attributes. Some important
related points are:

a) The identificationTag provides an identifier for each AClitem. This tag can be used to remove a specific
AClitem value, or to protect it by prescriptive or entry ACL

NOTE 1 — Directory rules ensure that only one ACllitem per access control attribute possesses any specific
identificationTag value.

b) The creation of subentries for an Administrative Entry may be access controlled by means of the
subentryACI operational attribute in the Administrative Entry.

NOTE 2 — The right to create prescriptive access controls may also be governed directly by security policy; this
provision is required to create access controls in new autonomous administrative areas.
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18.7 Access control and Directory operations

Each Directory operation involves making a series of access control decisions on the various protected items that the
operation accesses.

For some operations (e.g. Modify operations), each such access control decision must grant access for the operation to
succeed; if access is denied to any protected item, the whole operation fails. For other operations, protected items to
which access is denied are simply omitted from the operation result and processing continues.

If the requested access is denied, further access control decisions may be needed to determine if the user has
DiscloseOnError permissions to the protected item. Only if DiscloseOnError permission is granted may the Directory
respond with an error that reveals the existence of the protected item; in all other cases, the Directory acts so as to
conceal the existence of the protected item.

The a¢cess control requirements for each operation, i.e. the protected items and the access permission required. to, jccess
each protected item, are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

The algorithm by which any particular access control decision is made is specified in 18.8.

18.8 Access Control Decision Function

This gubclause specifies how an access control decision is made for any particular_proteécted item. It provides a
conceptual description of the Access Control Decision Function (ACDF) for basic-access-control. It describe$ how
ACI ifems are processed in order to decide whether to grant or deny a particular requestor a specified permissiop to a
given protected item.

18.8.1  Inputs and outputs

For each invocation of the ACDF, the inputs are:

a) the requestor's Distinguished Name (as defined in A3“of ITU-T Rec. X.511 | ISO/IEC 9594-3), finique
identifier, and authentication level, or as many of these as are available;

b) the protected item (an entry, an attribute, or«an attribute value) being considered at the current dgcision
point for which the ACDF was invoked;

c) the requested permission category specified for the current decision point;

d) the ACI items associated with the entry containing (or which is) the protected item. Protected items are
described in 18.4.2.4. The scope of influence for ACI items within a prescriptiveACl attrijute is
described in 18.3.2 and 18.571. The scope of influence for ACI items within an entryACI attripute is
described in 18.3.2 and.18.5.2. The scope of influence for ACI items within a subentryACI attribute is
described in 18.5.3.

When an entry is~a family member, it also inherits the access control of the ancestor or of superior family
members within the same family. This does not preclude family members being subject to further pplicies
from entryACI or prescriptiveACl that increase or decrease protection.

In addition, if the ACltems include any of the protected item constraints described in 18.4.2.4, the whole entry and the
numbg¢r of immediate subordinates of its superior entry may also be required as inputs.

The oyitput is-a\decision to grant or deny access to the protected item.

In any| patticular instance of making an access control decision, the outcome shall be the same as if the steps in |8.8.2
through T8.8.4 were performed.

18.8.2  Tuples

For each ACI value in the ACI items of 18.8.1 d), expand the value into a set of fuples, one tuple for each element of the
itemPermissions and userPermissions sets. Collect all tuples from all ACI values into a single set. Each tuple
contains the following items:

(userClasses, authenticationLevel, protecteditems, grantsAndDenials, precedence )

For any tuple whose grantsAndDenials specify both grants and denials, replace the tuple with two tuples — one
specifying only grants and the other specifying only denials.
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18.8.3  Discarding non-relevant tuples

Perform the following steps to discard all non-relevant tuples:
1) Discard all tuples that do not include the requestor in the tuple's userClass (18.4.2.4 b)) as follows:

—  For tuples that grant access, discard all tuples that do not include the requestor's identity in the
tuples's userClasses element taking into account uniqueldentifier elements if relevant. Where a
tuple specifies a uniqueldentifier, a matching value shall be present in the requestor's identity if the
tuple is not to be discarded. Discard tuples that specify an authentication level higher than that
associated with the requestor in accordance with 18.4.2.3.

—  For tuples that deny access, retain all tuples that include the requestor in the tuple's userClasses
element, taking into account uniqueldentifier elements if relevant. Also retain all tuples that deny
access and which specify an authentication level higher than that associated with the requestor in
accordance with 18.4.2.3. All other tuples that deny access are discarded.

NOTE 1 — The second requirement in the second sub-item above (i.e. to retain any tuple that-denies|access
and also specifies an authentication level higher than that associated with the requestor) reflégts-the fhct that
the requestor has not adequately proved non-membership in the user class for which the denial is specified.

2) Discard all tuples that do not include the protected item in protecteditems (18.4.2.4@)).

3) Examine all tuples that include the maxValueCount, maximmSub, restrictedBy; or'contexts. Discard all
such tuples which grant access and which do not satisfy any of these constrainfs (18.4.2.4 a)).

4) Discard all tuples that do not include the requested permission as one of the sét bits in grantsAndDEnials
(18.4.1, 18.4.2.4 f)).

NOTE 2 — The order in which discarding of non-relevant tuples is, performed does not change the oufput of
the ACDF.

18.8.4  Selecting highest precedence, most specific tuples

Perforym the following steps to select those tuples of highest precedence.and specificity:
1) Discard all tuples having a precedence less than the highest remaining precedence.

2) If more than one tuple remains, choose the tuples.with the most specific user class. If there are any|tuples
matching the requestor with UserClasses element name or thisEntry, discard all other tuples. Othprwise
if there are any tuples matching UserGroup, discard all other tuples. Otherwise if there are any [tuples
matching subtree, discard all other tuples:

3) If more than one tuple remains, chooSe the tuples with the most specific protected item. 1f the prqtected
item is an attribute and there are. tuples that specify the attribute type explicitly, discard all other tuples. If
the protected item is an attribute value, and there are tuples that specify the attribute value explicitly,
discard all other tuples. A protected item which is a rangeOfValues is to be treated as specifyjng an
attribute value explicitly:

Grantlaccess if and only if one or more tuples remain and all grant access. Otherwise deny access.

18.9 Simplified Access Control

18.9.1 Introduction

This gubclause\describes the functionality of an access control scheme, known as Simplified Access Control, that is
desigrled to provide a subset of functionality found in Basic Access Control.

18.9.2] ““Definition of Simplified Access Control functionality

The functionality of Simplified Access Control is defined as follows:
a) access control decisions shall be made only on the basis of ACllitem values of prescriptiveACI and
subentryACI operational attributes.
NOTE 1 — entryACl, if present, shall not be used to make access control decisions.
b) access control specific administrative areas shall be supported. Access control inner administrative areas

shall not be used. Particular access decisions shall be made on the basis of ACllitem values obtained from
a single Administrative Point, or from subentries of that Administrative Point.

NOTE 2 — Values of prescriptiveAClI attributes appearing in subentries of Administrative Points containing no id-
ar-accessControlSpecificArea Administrative Role attribute value shall not be used to make access control
decisions.

¢) all other provisions shall be as defined for basic access control.
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19 Rule-based Access Control

19.1 Scope and application

This clause defines a specific access control scheme (of possibly many) for the Directory. The access control scheme
defined herein is identified with the accessControlScheme operational attribute by giving it the value rule-based-
access-control or if used in conjunction with the basic or simplified access control schemes defined in clause 18, rule-
and-basic-access-control or rule-and-simple-access-control. Subclause 17.2.2 describes which entries contain the
accessControlScheme operational attribute.

The scheme defined here is only concerned with controlling access to the Directory information within the DIB
(potentially including tree structure and access control information). It does not address controlling access for the
purpose of communication with a DSA application-entity. Control of access to information means the prevention of
unauthorized detection, disclosure, or modification of that information.

19.2 Rule-based Access Control model

There|may be environments where information relating to the clearance (instead of identity) of the tequestor is ysed in
deternmining whether or not access to an attribute value is to be denied. This is defined as Rule-bagsed’Access Contijol and
uses administratively imposed access control policy rules in determining when access is to be deénied to certain cqntents
of the|Directory. If access is denied under Rule-based Access Control, it cannot be allowed under other access ¢ontrol
schemes. The Rule-based Access Control model identifies the information used in determining whether access i to be
denied. This is applied to every operation. Each access control decision involves:

a) Access control information associated with the attribute values ‘being accessed. This access ¢ontrol
information is called a security label.

b) Access control information associated with the user regugsting the operation. This access ¢ontrol
information is called the clearance. The user requesting th€)optration is called the requestor.

¢) Rules which define whether an access is authorized given a security label and a clearance, called s¢curity
policies.

See Figure 18.

Access Control Decision

Requestor >
access tequest grant/deny
argument

operation,
DN,

. access decision
authentication level,

rant/den
and clearance & Y
Protected ~
item . g
security ) TIS08910-99

label T

access control policy rules

Figure 18 — Rule-based Access Control Decision Model

The security label(s) can be securely associated with attribute values by binding the label to the information through the
use of a digital signature or other integrity mechanism. A security label is a property of the attribute value and is
associated with the value as a context.

The clearance is needed to enable a comparison to be made against the security label. The clearance can be bound to the
Distinguished Name of the requestor through a certificate extension field (subject Directory attribute) or through an
attribute certificate. The means selected for providing the clearance is a matter for the security policy in effect.

NOTE — The use of other clearance information, (e.g. that associated with any intermediate DSAs which may have chained the
operation), is outside the scope of this Directory Specification.

The security rules to be applied in making an access control decision are defined as part of the security policy. The
security policy is either identified in the security label or defined for the environment containing the labelled object.
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19.3

Access control administrative areas

As for basic access control (see 18.3), the DIT is divided into administrative areas including Access Control Specific
Areas. The administrative entry for an ACSA identifies the labelling security policies (access rules) that are applicable
for that administrative area as well as the applicable access control scheme (rule-based-access-control or rule-and-
basic-access-control or rule-and-simple-access-control or some other access control scheme).

19.4

19.4.1

Security Label

Introduction

Security labels may be used to associate security-relevant information with attributes within the Directory.

Secur.fv labels masv be assianed to-an-attribute vzalue 1n hne with the securitc nolicyvin force for-that attribute —The
J J t=) J J ~

securi

A secfirity label comprises a set of elements optionally including a security policy identifier, a security classifica
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attribyiteValueSecurityLabelContext CONTEXT ::={

Signe

y policy may also define how security labels are to be used to enforce that security policy.

y mark, and a set of security categories. The security label is bound to the attribute value using adigital sig
pr integrity mechanism.

Administration of Security Labels
rity label is assigned to an attribute value by an administrative function before being/placed in the Directory

dministrative function is responsible for assigning security labels to attribute valtes in line with the security
e for the ACSA.

inding of a security label is protected using a digital signature or other dhtegrity mechanism. This protec
d by the administrative function, or creator of the attribute value.

Labelled Attribute Values

irity label context associates a security label with an attributeé\value. Only a single label can be associated W
te value. That is, the security label context is single-valtied. In addition, matching rules for the security
t are not supported.

TE — The concept of contexts is introduced in 8.7.

WITH SYNTAX  SignedSecurityLabel . (--“Af most one security label context can be assigned to an
-- attribute value
ID id-avc-attributeValueSecurityLabelContext }
SecurityLabel ::= SIGNED {SEQUENCE {
attHash HASH {AttributeTypeAndValue},
issuer Name OPTIONAL, -- name of labelling authority

keyldentifier Keyldentifier OPTIONAL,
securityLabel SecurityLabel } }

tion, a
nature

policy

tion is

ith an
label

SecurjityLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier OPTIONAL,
security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
security~categories SecurityCategories OPTIONAL }
(ALL EXCEPT ( {-- none, at least one component shall be present --}))
SecurityPolicyldentifier ::= OBJECT IDENTIFIER
SecurityClassification ::= INTEGER {
unmarked (0),
unclassified (1),
restricted (2),
confidential (3),
secret (4),
top-secret (5) }

PrivacyMark ::= PrintableString (SIZE (1..ub-privacy-mark-length))

Secur

108

ityCategories ::= SET SIZE (1..MAX) OF SecurityCategory
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This context is not used to filter or select particular attributes, as for other contexts, and the mechanisms associated with
contexts (fallback, default context values, etc.) are not used to apply rule-based access control.

The attHash component contains the resulting value of applying a cryptographic hashing procedure to DER-encoded
octets, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.

The issuer component conveys the name of the labelling authority.

The keyldentifier component may be the identifier of a certified public key as held in the Subject Public Key Identifier
extension field defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and associated
security control information.

The securityLabel component is composed of a set of elements optionally including a security policy identifier, a
security classification, a privacy mark, and a set of security categories as defined in 8.5.9 of ITU-T Rec. X.411 |
ISO/TETC TOUZT-4.

19.5 Clearance

A clegrance attribute associates a clearance with a named entity including DUAs.

cleargnce ATTRIBUTE ::= {
WITH SYNTAX  Clearance
ID id-at-clearance }

Clearance ::= SEQUENCE {

policyld OBJECT IDENTIFIER,

classList ClassList DEFAULT {unclassified},
securityCategories SET SIZE (1..MAX) OF SecurityCategory ~OPTIONAL }

ClasslList ::= BIT STRING {

unmarked (0),
unclassified (1),
restricted (2),
confidential (3),
secret (4),
topSecret (5) }
SecurjityCategory ::= SEQUENCE {
type [0] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
value [11 EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECURITY-CATEGORY ::= TYPEADENTIFIER

SecurjityCategoriesTable SECURITY-CATEGORY ::={... }

The pplicyld component, eonveys an identifier that may be used to identify the security policy in force to which the
clearahce classList dnd'securityCategories relates.

The classList component includes a list of classifications that are associated with the named entity.

The spcurityCategories (see 8.5.9 of ITU-T Rec. X.411 | ISO/IEC 10021-4) component, if present, provides further
restrigtions within the context of a classList.

NOTE—=ATclcarance 15 Secur 7 i i | it TO-TR WABN 9594-8), a
public key Certificate extension field (e g. w1th1n the SubjectDlrectoryAttrlbute extensmn) (ITU T Rec. X.509 | ISO/IEC
9594-8), or means outside the scope of this Directory Specification.

19.6 Access Control and Directory operations

Each Directory operation involves making a series of access control decisions on the attribute values that the operation
accesses.

For some operations (e.g. the Remove Entry operation), even though the operation may appear to have succeeded if
access is denied to one or more attribute values, the hidden attributes would remain in the directory. For other operations,
protected items to which access is denied are simply omitted from the operation result and processing continues.

The access control requirements for each operation are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.
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The algorithm by which any particular access control decision is made is specified as:

— If access to all the attribute values of an entry is denied under rule-based-access-control, the access is
denied to that entry for all operations.

— If access to all the attribute values of an attribute is denied under rule-based-access-control, the access
is denied to that attribute for all operations.

—  Rule-based access control affects operations on reading attribute values (e.g. Read, Search) in that the
attribute value is not visible (the operation is carried out as though the attribute value is not present) if
access is denied to the attribute value.

—  Rule-based access control affects operations which involve removing an entry (e.g. Remove Entry) in that
they do not remove those attribute values to which access is denied.

—  Rule-based access control affects operations which involve removing an attribute type (e.g. Modify| Entry
— Remove Attribute) in that they do not remove those attribute values to which access is denied!

—  Rule-based access control affects operations which involve removing an attribute value (e.g. Modify| Entry
— Remove Value) in that these operations fail if the access is denied to the attribute value,

19.7 Access Control Decision Function

This gubclause specifies how an access control decision is made for any particularsattribute value. It provides a
conceptual description of the Access Control Decision Function (ACDF) for rule-based-access-control. It desfribes
how a clearance and a security label are processed in order to decide whether to grant or deny a particular requdstor a
specifijed permission to a given attribute value. The decision function applies the, security policy rules which estpblish
whethpr an access is authorized on an attribute value given its security label and the requestor's clearance. The defipition
of the[security rules is outside the scope of the Directory Specifications. A simplified example of security policy| rules
for rule-based-access-control is given in M.10.

For each invocation of the ACDF, the inputs are:

a) the requestor's clearance (as defined in 19.5);

b) attribute value being considered at the currentdecision point for which the ACDF was invoked;
¢) the security policy in force for the access-control-specific area;

d) security label bound to the attributg-value.

The otyitput is a decision whether to deny acéess to the attribute value.
For aijy particular instance of makingsan*access control decision, the outcome shall be the same as if the steps ih 19.6
were performed.

19.8 Use of Rule-based and Basic Access Control

If both rule-based and basic access control are in effect, the order in which they are applied is a local matter, except that
if accgss is denied to'€he entry, an attribute type or an attribute value by either mechanism, it shall not be granted [by the
other mechanisat\In this respect, DiscloseOnError (see 18.2.3 and 18.2.4) permission of basic-access-contrgl is a
permigsion that-shall not override a deny of rule-based-access-control.

20 Cryptographic Protection in Storage

20.1 Data Integrity in Storage

20.1.1 Introduction

In some situations, the Directory may not give sufficient assurance that data is unchanged in storage, regardless of access
controls. The integrity of data stored in the Directory may be validated using digital signatures held as part of the
Directory Information. Either the digital signature of an entry or selected attributes within an entry may be held as an
attribute (see 20.1.2), or the digital signature of a single attribute value may be held in a context (see 20.1.3).

NOTE — The DSA shall maintain the encoding of the attribute placed in the Directory to ensure that the signature calculated on the
returned result is correct.
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20.1.2  Protection of an Entry or Selected Attribute Types

Data integrity of attributes in storage is provided through use of digital signatures held alongside the attributes they are
protecting. The integrity of a whole entry, or of all attribute values for selected attributes in an entry, is protected by an
attribute holding a digital signature of all the attribute values being protected.

This digital signature is created by an authority or directory user responsible for placing the information in the directory
entry. The digital signature can be validated by any user reading the attribute values for the entry. The directory service
itself is not involved in the creation or validation of the digital signature held in this attribute.

This integrity mechanism protects the integrity of directory attributes both in storage and during transfer between
components of the Directory (DSAs and DUAs). This integrity mechanism does not depend on the security of the
directory service itself.

Digitatstg cwhotee
itself. JAny attribute value contexts are included.

The fpllowing defines an attribute type to hold a digital signature, along with associated control information, [which
provides integrity of a whole entry or all values of selected attribute types.

attributelntegritylnfo ATTRIBUTE ::= {

WITH SYNTAX Attributelntegritylnfo
ID id-at-attributelntegritylnfo}
Attribputelntegritylnfo ::= SIGNED { SEQUENCE {
scope Scope, -- Identifies the attributes protected
signer Signer OPTIONAL, -- Authority or data originators name
attribsHash AttribsHash } } -- Hash value of protected attributes

Signer ::= CHOICE {
thisEntry [0] EXPLICIT ThisEntry,
thirdParty [1] Specificallyldentified }

ThisEntry ::= CHOICE {
onlyOne  NULL,
specific IssuerAndSerialNumber }

IssuerAndSerialNumber ::= SEQUENCE {
issuer Name,
serial CertificateSerialNumber }

Specificallyldentified ::= SEQUENCE {

name GeneralName,
issuer GeneralName OPTIONAL,
serial CertificateSerialNumber OPTIONAL }

( WITH COMPONENTS {....;-issuer PRESENT, serial PRESENT } |
( WITH COMPONENTS {_...., issuer ABSENT, serial ABSENT }))

Scop¢ ::= CHOICE {
wholeEntry [0] NULL, -- Signature protects all attribute values in this entry
selectedTypes: [1] SelectedTypes

-- Signature protects all attribute values of the selected attribute types
}

SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType

AttribsHash ::= HASH { SEQUENCE SIZE (1..MAX) OF Attribute }
-- Attribute type and values with associated context values for the selected Scope

An Attributelntegritylnfo value can be created in three different ways:

a) An administrative authority can create and sign the value, and the public key to verify the signature is
known by off-line means.

b) The owner of the entry, i.e. the object represented by the entry, can create and sign the value. If the owner
has several certificates, or expected to have that in the future, the certificate has to be identified by the CA
issuing the certificate together with the certificate serial number.

¢) A third party may create and sign the value. The name of the signer, the name of the CA issuing the
certificate and the certificate serial number is required.
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If the scope is wholeEntry, all the applicable attributes shall be ordered as specified for a set-of type in 6.1 of ITU-T
Rec. X.509 | ISO/IEC 9594-8. If scope is selectedTypes, the ordering shall be the same as the one given in the
SelectedTypes.

NOTE - If a user does not retrieve all the complete attributes that are defined within the Scope data type, it will not be possible
for the user to verify the integrity of the attributes.

20.1.3

Context for Protection of a Single Attribute Value

The following defines a context to hold a digital signature, along with associated control information, which provides
integrity for a single attribute value. Any attribute value contexts are included in the integrity check, excluding the
context used to hold signatures.

attributeValuelntegritylnfoContext CONTEXT ::= {

Attrib

ITHSYNTAX  AttributeValuelntegritylnfo

ID id-avc-attributeValuelntegritylnfoContext }

LteValuelntegritylnfo ::= SIGNED { SEQUENCE {

signer Signer OPTIONAL, -- Authority or data originators name
aVIHash AVIHash } } -- Hash value of protected attribute

AVIHgsh ::= HASH { AttributeTypeValueContexts }

Attrib

The ¢

20.2

Warnt
editio

20.2.1

-- Attribute type and value with associated context values

LiteTypeValueContexts ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context OPTIONAL }

bntextList shall be ordered as specified for a set-of type in 6.1LofiITU-T Rec. X.509 | ISO/IEC 9594-8.

Confidentiality of stored data

ng — This subclause is known to contain invalid specifications. This subclause is therefore deprecated. A
1 will either remove the deprecated specifications or provide updated text.

Introduction

future

In sonpe situations, the Directory may not give sufficient assurance that data is kept confidential in storage, regard]ess of

accesy

Once
attriby

N(
ten
tec]

20.2.2

controls. Confidentiality of attributes in storage is provided through use of:

type.
b) An attribute fordistributing confidentiality keys.

te cannot be inyoked.

TE — Any miechanism can be used to distribute the keys required to protect attributes defined using the "Confidential At

hniques~Key Management.

Encrypted Attribute Value Template

a) A template for the definition of an attribute type which is an encrypted variant of an existing atfribute

the Directory aeCepts a protected variant of an attribute value, the matching rules of the original (cleaf text)

ribute"

iplate. Furthet information on key management techniques can be found in ISO/IEC 11770: Information technology — Security

If an encrypted variant is required of an existing directory attribute type, the following syntax is used:

Encry

ptedAttributeSyntax {AttributeSyntax} ::= SEQUENCE {
keylnfo SEQUENCE OF KeyldOrProtectedKey,
encAlg Algorithmldentifier,

encValue ENCRYPTED { AttributeSyntax } }

KeyldOrProtectedKey ::= SEQUENCE {

112

keyldentifier [0] Keyldentifier OPTIONAL,
protectedKeys [1] ProtectedKey OPTIONAL }
-- At least one key identifier or protected key shall be present
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ProtectedKey ::= SEQUENCE {

authReaders AuthReaders, -- if absent, use attribute in authorized reader entry
keyEncAlg Algorithmldentifier OPTIONAL, -- algorithm to encrypt encAttrKey
encAttKey EncAttKey }

-- confidentiality key protected with authorized user's
-- protection mechanism

AuthReaders ::= SEQUENCE OF Name

EncAttKey ::= PROTECTED {SymmetricKey, keyProtection}

SymmetricKey ::= BIT STRING

keyProtection PROTECTION-MAPPING ::= {

NOTE 1 — It is not reasonable that ordering matching rules or substring matching rules be used for encrypted attributes. It
regommended that encrypted attributes are only defined for user attributes.

Attrib

confidential attribute.

The Kk

defined in clause 8 of ITU-T Rec. X.509 | ISO/IEC 9594-8, or the identifier of a symmetric/key and associated sq
contrdl information.

The a

The k
to app

The g
is furt
key al
N(
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prclude the security manager of the DMD from specifying'the precise details of key distribution. Furthermore, this speci

do

patticular key distribution mechanisms.
Suppdrt for an attribute does not imply support. for'the equivalent encrypted attribute.

Wherg¢ a user attribute is defined in this set-of specifications, the object identifier for the encrypted equivalent
attribyte is allocated in ITU-T Rec. X.520,| ISO/IEC 9594-6, Annex A.

20.2.3] Attribute for Confidentiality Key

Ifitis

attribyte shall be used:

confKeyinfo ATTRIBUTE ::= {

ConfKeylnfo ::= SEQUENCE {

SECURITY-TRANSFORMATION {genEncryption} }

LteSyntax is the clear text syntax of the attribute and EncryptedAttributeSyntax the syntax<of the equ

pyldentifier may be the identifier of a certified public key as held in the Subject Key,Identifier extensio

ithReaders identifies those subjects who are permitted to retrieve the ProtectedKey.

byEncAlg is the identifier for the algorithm used to encrypt the encAttKey;which is the identifier for the ke
ly the confidentiality service.

bnEncryption SECURITY-TRANSFORMATION defines the transformation which is used for key distributiof
her defined in 17.3.1. This transformation may be used with @ny encryption algorithm, including reversible
porithms and symmetric key algorithms.

icy. Therefore, this specification does not constrain the genEncryption SECURITY-TRANSFORMATION in such a mann

bs not require qualities of the genEncryption SECURITY-TRANSFORMATION such that these qualities preclude the

necessary to distribute-information about the encryption that provides confidentiality of stored data, the foll

WITH SYNTAX ConfKeylinfo
EQUALITY MATCHING RULE readerAndKeylDMatch
ID id-at-confKeylnfo }

is also

valent

h field

bcurity

y used

1. This
public

TE 2 — Key management, which includes key distribution, is‘within the purview of some administratively controlled decurity

br as to
ication
use of

bf that

owing

keyldentifior—Koyldentifior
J hd 7

protectedKey ProtectedKey

20.2.4  Reader and Key Identifier Matching Rule

A matching rule for a list of authorized readers and their associated keys is as follows:

reade

rAndKeylDMatch MATCHING-RULE ::= {
SYNTAX ReaderAndKeylDAssertion
ID id-mr-readerAndKeylDMatch }

ReaderAndKeylDAssertion ::= SEQUENCE {

keyldentifier Keyldentifier,
authReaders AuthReaders OPTIONAL }
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The matching rule returns a TRUE if all of the components that are present in the presented value match the
corresponding components of the attribute value, as follows:

a) keyldentifier matches if it is equal to the keyldentifier component of the ProtectedKey in the stored
attribute value;

b) if present the authReaders matches if it is equal to one of the names in the authReaders component of
the ProtectedKey in the stored attribute value.
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SECTION 9 — DSA MODELS

21 DSA Models

This clause is concerned with general models describing various aspects of the components comprising the Directory,
Directory System Agents (DSAs). Subsequent clauses treat additional DSA models.

21.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

21.1.1] DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more \naming
contexts.

21.1.2  context prefix: The sequence of RDNs leading from the Root of the DIT to the initial vertex of a naming
context; corresponds to the distinguished name of that vertex.

21.1.31 naming context: A subtree of entries held in a single master DSA.

21.2 Directory Functional Model

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAs),
each gf which provides zero, one or more of the access points. This is illustrated in Figure 19 where the Direcfory is
compgsed of more than one DSA, it is said to be distributed. The procedures,for the operation of the Directory when it is
distributed are specified in ITU-T Rec. X.518 | ISO/IEC 9594-4.

The Directory

TISO3330-94

Figure 19 — The Directory Provided by Multiple DSAs

NOTE — A DSA will likely exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, a DSA which is responsible for holding some or all of the information in the DIB will normally do so by means of a
database, the interface to which is a local matter.

A particular pair of application-processes which need to interact in the provision of directory services (either a DUA and
a DSA, or two DSAs) may be located in different open systems. Such an interaction is carried out by means of OSI
Directory protocols, as specified in ITU-T Rec. X.519 | ISO/IEC 9594-5.

Clause 23 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A

framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAs, is provided in clauses 25 through 28.
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21.3 Directory Distribution Model
This subclause defines the principles according to which the DIB can be distributed.

Each entry within the DIB is administered by one, and only one, DSA's Administrator who is said to have administrative
authority for that entry. Maintenance and management of an entry shall take place in a DSA administered by the
administrative authority for the entry. This DSA is the master DSA for the entry.

Each master DSA within the Directory holds a fragment of the DIB. The DIB fragment held by a master DSA is
described in terms of the DIT and comprises one or more naming contexts. A naming context is a subtree of the DIT, all
entries of which have a common administrative authority and are held in the same master DSA. A naming context starts
at a vertex of the DIT (other than the root) and extends downwards to leaf and/or non-leaf vertices. Such vertices
constitute_the horder of the naming context The <11perinr of the Q‘rarﬁng vertex of a naming context is not held jn that
mastetr DSA. Subordinates of the non-leaf vertices belonging to the border denote the start of further naming contexts.

NQTE 1 — The DIT is therefore partitioned into disjoint naming contexts, each under the administrative authesity) of g single
master DSA.

NOTE 2 — A naming context in itself is not an administrative area having an administrative point-orxan explicit pubtree
spgcification, but it may coincide with an administrative area.

A fanily of entries shall reside in a single naming context.

It is ppssible for a master DSA's administrator to have administrative authority for seyetal disjoint naming contex}s. For
every jnaming context for which a master DSA has administrative authority, it shall logically hold the sequence of RDNs
which|lead from the root of the DIT to the initial vertex of the subtree comprising the naming context. This sequence of
RDNYis called the context prefix of the naming context.

NOQTE 3 — The primary distinguished name of the naming context shall be~used as the context prefix. Contexts and altgrnative
values with context may optionally be included in the RDNs.

A magter DSA's administrator may delegate administrative authority for any immediate subordinates of any entry held
locally to another master DSA. A master DSA that delegated(authority is called a superior DSA and the contekt that
holds [the superior entry of one for which the administrative authority was delegated, is called the superior Haming
contejt. Delegation of administrative authority begins with the root and proceeds downwards in the DIT; that is,| it can
only occur from an entry to its subordinates.

Figurg 20 illustrates a hypothetical DIT logically partitioned into five naming contexts (named A, B, C, D and E),|which
are phyysically distributed over three DSAs (DSAT, DSA2, and DSA3).

From [the example, it can be seen that the naming contexts held by particular master DSAs may be configured s¢ as to
meet i wide range of operational fequirements. Certain master DSAs may be configured to hold those entrigs that
represent higher level naming domains within some logical part(s) of the DIB, the organizational structure of g large
compdny say, but not necessarily, all the subordinate entries. Alternatively, master DSAs may be configured to hold only
those haming contexts representing primarily leaf entries.

From the above definifions, the limiting case for a naming context can be either a single entry or the whole of the QIT.

Whilst the logiealyto physical mapping of the DIT onto master DSAs is potentially arbitrary, the task of information
locatign and management is simplified if the master DSAs are configured to hold a small number of naming contexits.

DSAs|niay hold entry-copies as well as entries. Shadowed entries, the only sort of entry-copy considered in the Dire
Specifications; are Traimtat g i i M ITO=-T Rec—X52 SO 9
addition to this standardized sort of replicated information, two additional non-standardized sorts of entry-copy may be
encountered in the Directory.

e DY IIICaIs O T SITAdOWIITE SETVICE dc bed =T Rz OAEC9594-9. In

—  Copies of an entry may be stored in other DSA(s) through bilateral agreement.

—  Copies of an entry may be acquired by storing (locally and dynamically) a cache-copy of an entry which
results from a request.

NOTE 4 — The means by which these copies are maintained and managed is not defined in these Directory
Specifications. Due to more precise handling of features like access control, it is recommended that the shadow
service be used instead of using cached-copies.
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Figure 20 — Hypothetical DIT

A DSA holding an entry-copy is a shadow DSA for that entry. A’shadow DSA may hold a copy of a naming conte

portio

As de

infornpation model, and a specification mechanism®is-provided. The shadowing mechanism in the Directory is bai
the ddfinition of the subset of the DIT that will-be shadowed. This subset is called unit of replication. The ynit of

replic

h thereof. The specification of the portion of a naming, ¢oritext that is shadowed is termed a unit of replication.

Kt or a

scribed in 9.2 of ITU-T Rec. X.525 | ISO/IEC+9594-9, a unit or replication is defined within the Didectory

ked on

tion comprises a three-part specification*which defines the scope of the portion of the DIT to be replicatgd, the

attribytes to be replicated within that scope, and the requirements for subordinate knowledge. The unit of replicatign also
impliditly causes the shadowed information to include policy information in the form of operational attributes jeld in
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and subentries (e.g. access ¢ontrol information) which is to be used to correctly perform Directory oper
Fefix information to be included begins at an autonomous administrative point and extends to the replicatio

Figinator of a Directory request is informed (via fromEntry) as to whether information returned in respon
t is from an entry-Copy or not. A service control, dontUseCopy, is defined which allows the user to prohi
entry-copiesito-satisfy the request (although copy information may be used in name resolution).

TE 5 —Such name resolution will fail in some instances for a valid alternative name when resolved against a copy hg
-1997 edition DSA, or in a later edition DSA holding a copy with incomplete name information, where an RDN incly
ibute type for which there are multiple distinguished values differentiated by context.
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In order for a DUA to begin processing a request it shall hold some information, specifically the presentation address,

about

at least one DSA that it can contact initially. How it acquires and holds this information is a local matter.

During the process of modification of entries it is possible that the Directory may become inconsistent. This will be
particularly likely if modification involves aliases or aliased objects which may be in different DSAs. The inconsistency
shall be corrected by specific administrator action, for example to delete aliases if the corresponding aliased objects have
been deleted. The Directory continues to operate during this period of inconsistency.
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SECTION 10 — DSA INFORMATION MODEL

22 Knowledge

221 Definitions
For the purposes of this Directory Specification, the following definitions apply:
22.1.1 category: A characteristic of a knowledge reference that qualifies it as identifying a master or a shadow DSA.

22.1.2 commonly usable: A characteristic of a replicated area that permits general distribution of the access point of
the D$A holding it; a commonly usable replicated area is normally a complete shadow copy of a naming context,

22.1.3 cross reference: A knowledge reference containing information about a DSA that holds an entry or [entry-
copy. [This is used for optimization. The entry need have no superior or subordinate relationship to any entry in th¢ DSA
holdirlg the cross reference.

22.1.4 disjoint view (of the DIT): In the absence of a reference path, it may not be possible to'fesolve a distingpished
name | (i.e. find the location of a DSA holding a specific distinguished name) from the perspective of a DSA holding a
particilar portion of the DIT, because not all parts of the DIT may be reachable using chaiied-operations. The porfion of
the DIT contained in such a DSA is called a disjoint view and the DSA is said to hold ‘a\disjoint view. A disjoint view
occury where the DSAs holding separate subtrees of the DIT do not interact in order-to.support accessibility of the| entire
DIT.

22.1.5§ immediate superior reference: A knowledge reference containidg iiformation about a DSA that holds the
naminjg context (or a commonly usable replicated area derived from it) that)is immediately superior to one held py the
DSA for which the knowledge reference is relevant.

22.1.6 knowledge (information): DSA operational information‘licld by a DSA that it uses to locate remote entry or
entry-fopy information.

22.1.7] knowledge reference: Knowledge which associates, either directly or indirectly, a DIT entry or entry-copy
with the DSA in which it is located.

22.1.8 master knowledge: Knowledge of the master DSA for a naming context.

22.1.9 non-specific subordinate reference:xA knowledge reference containing information about a DSA thaf holds
one o1l more unspecified subordinate entries or entry-copies.

22.1.10 reference path: A continuous'sequence of knowledge references.

22.1.11 shadow knowledge;-Knowledge of one or more shadow DSAs for a naming context (if the knowlgdge is
specific) or contexts (if non-speeific).

22.1.12 subordinate reference: A knowledge reference containing information about a DSA that holds a specific
subordinate entry or€ntry-copy.

22.1.18 superior reference: A knowledge reference containing information about a DSA considered capaple of
resolvjng (i.e. finding any entry within) the whole of the DIT.

22.2 ntroduetion

The DIB is distributed across a large number of master DSAs, each holding and having administrative authority for a
DIB fragment. The principles governing this distribution are specified in 21.3.

In addition, these and other DSAs may hold copies of portions of the DIB.

It is a requirement of the Directory that, for particular modes of user interaction, the distribution of the directory be
rendered transparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order to support this operational requirement, it is necessary that each DSA be able to gain access to the information
held in the DIB associated with any name (i.e. any object's distinguished or alias names). If the DSA does not itself hold
an object entry or object entry-copy associated with the name, it shall be able to interact with a DSA that does, either
directly or indirectly by means of direct and/or indirect interactions with other DSAs.
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When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA servicing
the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information associated
with the name supplied in the user's request.

This clause defines knowledge as that DSA operational information required to achieve these technical objectives.
Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.
NOTE - The preceding statements represent technical objectives of the Directory. Realization of these technical objectives

depends on other matters (e.g. policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 25 through
28 establish a framework to address some of these matters.

Annex O contains an illustration of the modelling of knowledge. The illustration is based on the hypothetical DIT given
in Figure 20.

22.3 Knowledge Relerences

Knowledge is that operational information held by a DSA that represents a partial description of the distribution of entry
and entry-copy information held in other DSAs. Knowledge is used by a DSA to determine an approptiate DSA to
contadt when a request received from a DUA or another DSA cannot be satisfied with locally held information.

Knowledge consists of knowledge references. A knowledge reference associates, either directly orindirectly, the nagme of
a Directory entry with a DSA holding the entry or a copy of the entry.

Namep used in knowledge references, whether as context prefixes, DSA names or efitry names, shall be pfimary
distinguished values. Context, and alternative values with context, may also be included-in RDNs.
NOTE — Name resolution may fail for a valid alternative name when knowledge references are held in pre-1997 DSAs which do

no{ recognize multiple distinguished values differentiated by context, or in DSAs ot holding all the alternative distinguished
naies in knowledge references or entry-copies.

22.3.1] Knowledge Categories
Therelare two categories of knowledge reference, master knowledge réferences and shadow knowledge references.
Mastey knowledge is knowledge of the access point of the master DSA for a naming context.

Shadaw knowledge is knowledge of DSAs holding replicated Directory information; it may be distributed by shadow
suppliprs to shadow consumers by means of the replicatiorrprocedures described in ITU-T Rec. X.525 | ISO/IEC 9594-9.
Shadow knowledge is knowledge of the access point-of a set of one or more shadow DSAs for a replicated grea (a
naminig context or a portion thereof).

A DSA that is the object of shadow knowledge shall hold a commonly usable replicated area. One form of replicated
area that is commonly usable is a complete(shadow copy of a naming context. An incomplete shadow copy of a naming
context held by a DSA may be commaonly,usable if it is sufficiently complete to satisfy the interrogation requests that
users commonly make to the DSA. It is-the responsibility of the administrative authority who causes shadow knowledge
of a DISA holding an incomplete copy.of a naming context to be distributed that the replicated area be commonly ugable.

A given DSA may hold both (master and shadow knowledge, the latter involving multiple shadow DSAs, regarfding a
particplar naming context. T'he specific knowledge used in the processing of a request received from a DUA or apother
DSA,|e.g. in the name reSolution process, is determined by a DSA-specific selection procedure whereby thg DSA
compytes, based on any.non-standardized criteria deemed appropriate by the administrative authority, an access ppint of
a DSA capable of progressing the request.

NOTE — TheBirectory Specifications do not constrain how master and shadow knowledge is used by DSAs (other than indlirectly

thrpugh consfraints on DSA behaviour, for example, the dontUseCopy and copyShallDo service controls as specified in|ITU-T
Ref. XS 11 [ISO/IEC 9594-3).
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The knowledge possessed by a DSA is defined in terms of a set of one or more knowledge references where each
reference associates, either directly or indirectly, entries (or entry-copies) of the DIB with the DSA which holds those
entries (or entry-copies).
A DSA may hold the following types of knowledge reference:

—  superior references;

—  immediate superior references;

—  subordinate references;

—  non-specific subordinate references; and

— cross references.
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A knowledge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the
following types of knowledge reference:

These

22.3.2

—  supplier references; and

- consumer references.

knowledge reference types are described below.

.1 Superior References

A superior reference consists of:

—  the Access Point of a DSA.
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ference path to the root. Unless some method outside the standard is employed to ensure this, for example w
this shall be accomplished by referring to a DSA which holds a naming context or replicated area ' whose d
has fewer RDNSs than the context prefix with fewest RDNs held by the DSA holding the reference,

.2 Immediate Superior References

mediate superior reference consists of:

— the context prefix of a naming context that is immediately superior to oneheld (as entries or entry-g
by the DSA holding the reference;

—  the Access Point of the DSA holding that naming context (as entrigs or-ntry-copies).

iate superior references are an optional reference type that only occur when there is a hierarchical oper
g to the referenced DSA (see clause 24 in ITU-T Rec. X.518 | ISQ/TEC 9594-4). In the absence of such ¢

.3 Subordinate References

rdinate reference consists of:

— a context prefix corresponding to a naming-context immediately subordinate to one held (as ent
entry-copies) by the DSA holding the referénce;

—  the Access Point of the DSA holding.that naming context (as entries or entry-copies).

iming contexts immediately subordinate(to naming contexts held by a master DSA shall be represen
linate references (or non-specific subardinate references as described in 22.3.2.4).

case where a DSA holds entry-copies, the subordinate naming contexts may or may not be represented, dep
shadowing agreement in effect:

L4 Non-Specific Subordinate References

Lspecific subordinateeference consists of:

— the Access Points of a DSA that holds the entries (or entry-copies) of one or more imme
subordimate Naming Contexts.

ype of refcrence is optional, to allow for the case in which a DSA is known to contain some subordinate enti
copies).but the specific RDNs of those entries (or entry-copies) is not known.
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of failure, a serviceError reporting a problem of unableToProceed is returned to the requestor.

event

In the case where a DSA holds entry-copies, the non-specific subordinate references may or may not be represented,
depending on the shadowing agreement in effect.

22.3.2

.5 Cross References

A cross reference consists of:

—  a Context Prefix;

—  the Access Point of a DSA which holds the entries or entry-copies for that naming context.

This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including
zero) of cross references.
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22.3.2.6 Supplier References

A supplier reference held by a shadow consumer DSA consists of:

—  the context prefix of the naming context from which the replicated area received from the shadow supplier
is derived;

— the identifier of the shadowing agreement that the shadow consumer has established with a shadow
supplier;

—  the Access Point of the shadow supplier DSA;
— an indication of whether the shadow supplier of the replicated area is or is not the master; and

—  optionally, the access point of the master DSA if the supplier is not the master.

22.3.2L7 Consumer References

A conpumer reference held by a shadow supplier DSA consists of:

—  the context prefix of a naming context from which the replicated area provided by the.shadow supplier is
derived;

—  the identifier of the shadowing agreement that the shadow supplier has established with a consumer;{and

—  the Access Point of the shadow consumer DSA.

22.4 Minimum Knowledge
It is a property of the Directory that each entry can be accessed independently, 'of where a request is generated.

It is also a property of the Directory that, to achieve adequate levels of.performance and availability, some requests can
be satisfied using a copy of an entry, while other requests may only*be’satisfied using the entry itself (i.e. the inforfnation
held af the master DSA for the entry).

To reglize these location independence properties of the Directory, each DSA shall maintain a minimum quantity of
knowledge which depends on the particular configuration.6f the DSA.

The objective of these minimum requirements is to ‘permit the distributed name resolution process to establish a reference
path, 3s a continuous sequence of master knowledge references, to all naming contexts within the Directory.

Beyorld these minimum requirements, additional knowledge may be employed to establish other reference pgths to
copieq of naming contexts. Cross reference knowledge (master and shadow) may be employed to establish optimized
referefice paths to naming contexts and'copies of naming contexts.

The nfinimum knowledge requirenients for DSAs are specified in 22.4.1-22.4.4.
22.4.1  Superior Knowledge

Each DSA that is nof.a-first level DSA shall maintain at least one superior reference. Additional superior referencgs may
be helld for operational reasons as alternative paths to the root of the DIT.

22.4.2 Subordinate Knowledge

A DSA that is the master DSA of a naming context shall maintain subordinate or non-specific subordinate refererfces of
category master knowledge to each master DSA holding (as master) an immediately subordinate naming context.

22.4.3  Supplier Knowledge

For each shadow supplier DSA that supplies it with a replicated area, a shadow consumer DSA shall maintain a supplier
reference. If the shadow consumer's subordinate knowledge for the copy of the naming context is incomplete, it shall use
its supplier reference to establish a reference path to subordinate information. This procedure is described in clause 20 of
ITU-T Rec. X.518 | ISO/IEC 9594-4.

2244  Consumer Knowledge

For each shadow consumer DSA that it supplies with a replicated area, a shadow supplier DSA shall maintain a
consumer reference.
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22.5

First Level DSAs

The DSA referenced by a superior reference assumes the burden of establishing a reference path to all of the DIT that is
unknown to the referring DSA. A DSA referenced by other DSAs may itself maintain one or more superior references.
This recursive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility for the
establishment of reference paths falls.

A first level DSA is characterized as follows:

a) it does not hold a superior reference;

b) it may hold one or more naming contexts immediately subordinate to the root of the DIT (as master or

shadow DSA for the naming context); and

¢) it holds subordinate references (of category master and/or shadow) and non-specific subo
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references (of category master and/or shadow) which account for all the naming contexts imme
subordinate to the root of the DIT which it does not itself hold.

dministrative authorities for first level DSAs are jointly responsible for the administration of'the¢ imnj

hents which are outside the scope of the Directory Specifications.

To limit the quantity of interrogation requests that might be directed to a master first leveDSA (i.e. a DSA th
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for a naming context immediately subordinate to the root of the DIT), it is possibleto establish shadow firs
for that master first level DSA. Such shadow DSAs hold copies of the entri¢s” and subordinate refe]
liately subordinate to the root held in its master (or supplier) first level DSA./They therefore may servj
pr reference for non-first level DSAs.

Basic Elements of the DSA Information Model

Definitions
e purposes of this Directory Specification, the following definitions apply:
DSA information tree: The set of all DSEs held’by a DSA when viewed from the perspective of their n

DSA-shared attribute: An operational attribute in the DSA information model associated with a par
whose value or values, if held by several DSAs, are identical (except during periods of transient inconsistenc

DSA-specific attribute: An operational attribute in the DSA information model associated with a par
whose value or values, if held by Several DSAs, need not be identical.

DSA-specific entry (DSE):“The information held by a DSA that is associated with a particular name; th|
but need not) contain the information associated with the corresponding Directory entry.

DSE type: An ihdieation of the particular purpose of a DSE; a DSE may serve multiple purposes an|
hultiple types.
Introduction

irectory~information model describes how the Directory as a whole represents information about objects ha
ruished name and optionally alias names. In its description of the DIT, entries and attributes, the composition|
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The DSA information model, on the other hand, is especially concerned with DSAs and the information that must be
held by DSAs in order that the set of DSAs comprising the Directory may together realize the Directory information

model

. It is concerned with:
—  how Directory information (object and alias entries and subentries) is mapped onto DSAs;
—  how copies of Directory information may be held by DSAs;

—  the operational information required by DSAs to perform name resolution and operation evaluation;

and

—  the operational information required by DSAs to engage in shadowing and to use shadowed information.

The purpose for modelling a representation of DSA operational information such as knowledge is to establish the general
framework for management access to DSA operational information.
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23.3 DSA-Specific Entries and their Names

In the DSA information model, the information repositories holding the information associated with a particular name
are termed DSA-Specific Entries (DSEs). Directory entries exist in the DSA information model only as information
elements from which DSEs may be composed. Operational attributes specific to the DSA information model comprise
the other variety of information element from which DSEs may be composed.

If a DSA holds any information concerning a name directly (i.e. information held in a repository identified by the name),
it is said to know or have knowledge of that name.

For each name known by a DSA, all the information held by the DSA directly associated with the name other than the
name itself is represented by one DSE. This latter information (i.e. the RDN and its relationship to the DIT) is not

repres

ented explicitly as attributes in the DSA information model; the set of names known by a DSA consti

te an

implid

N(
ali

Wherg
contex
the DY

N(
the
va

The sq

perspq
Figurd

it fabric on which the associated DSEs can be considered to be attached.

TE 1 — One consequence of the way the DSA information model handles names is that, for DSEs that are noet\of fyp{
s or subentry, the AVA(s) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).

alternative names exist because of naming attributes having multiple distinguished valuges® differentia
t, a single DSE represents all the information held by the DSA about all the alternative names. This is mode]
bA information model as a single name with context-specific variants, rather than as separate names.

TE 2 — For consistent name resolution and interworking with pre-1997 DSAs, every DSA shallhave information about
primary distinguished values of all attributes contributing to a name, and desirably as/many of the alternative disting
ues as possible.

t of all names known by a DSA, together with the information associated with each name, when viewed fr
ctive of these names, is termed the DSA information tree for that DSA. A DSA information tree is depid
21.
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Figure 21 — A DSA Information Tree

The minimum information that a DSA may associate with a name, and thus know the name, consists of an expression of
the purpose for which the name is known (i.e. the role played by the name in the operation of the DSA knowing it). This
purpose is represented in the DSA information model by the DSA-specific attribute, dseType.
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In addition, a DSE may hold other information associated with the name such as an entry or entry-copy, DSA-shared
attributes and DSA-specific attributes.

A DSE may represent a Directory entry directly, a portion of an entry or no Directory information. The information held
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dseType attribute. As a DSE may serve several purposes, several named bits of the dseType attribute may be
entthese purposes. A number of combinations of named bits that are likely to occur are specified in Annex N.

repres|

SE varies, depending on its type or purpose. In general, the following sorts of DSEs may occur in DSAs.

— A DSE directly representing a Directory entry contains the user and operational attributes corresponding
to that Directory entry (as depicted in DSE 2 in Figure 21). The DSE may also contain DSA-shared and

DSA-specific attributes.

— A DSE representing a portion of an entry (as a result of shadowing) contains some of the user and
operational attributes corresponding to the Directory entry, DSA-specific attributes and may also contain

DSA-shared attributes.

— A subentry DSE representing, for example prescriptive ACI or collective attributes, contains the relevant

user and operational attributes corresponding to a Directory subentry (as depicted in DSE 3 in Figu
The DSE may also contain DSA-shared and DSA-specific attributes.

reference may have a DSA-shared attribute that indicates the master access pointyand a DSA-s
attribute to indicate that the DSE is a subordinate reference.

components in a consistent and convenient way. Although DSEs are said to "held"-or "store" information
not intended to impose any particular constraints or data structure on implementations.

Basic Elements

E is comprised of three basic elements: the DSE type, some number of ‘DSA operational attributes (the DSE
these) and optionally an entry or entry-copy.

DSA Operational Attributes

ory entries. Those are DSA-shared and DSA-specific attributes.

Y-shared attribute is an operational attribute in th¢/DSA information model associated with a particular]
value or values, if held by several DSAs, are identical (except during periods of transient inconsistency). A
pld a shadow-copy of a DSA-shared attribute:

U-specific attribute is an operational attribute in the DSA information model associated with a particular
value or values, if held by several DSAs, need not be identical. A DSA-specific attribute represents oper
lation that is specific to the functioning of the DSA holding it. A DSA cannot hold a shadow-copy of a
c attribute.

TE — While a shadow-suppliet DSA may provide a shadow-consumer DSA with a DSA-specific attribute, this is concd

a shadow-copy of information held by the supplier but, rather, information produced by the supplier for the consume
consumer may then use@nd modify.

DSE Types

pe of a DSEjrepresented in the DSA information model by the DSA-specific operational attribute dse
Les the pafticular purpose (or role) of a DSE. This purpose is indicated by the named bits of the single value

The

re 21).

— A DSE representing no Directory entry information contains only DSA-shared and/or DSA-specific
attributes (as depicted in DSEs 1 and 4 in Figure 21). For example, a DSE representing a suboidinate

pecific

NOTE 3 — The DSE is a conceptual entity which facilitates the specification @@nd ‘modelling of infofmation
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DSE's

dseType attribute has been set. For a DSE of type x, other named bits may or may not be set, as required. The alternate
phrase "the DSE type includes x" may also be used.

The syntactic specification of the dseType operational attribute may be expressed using the attribute notation as follows:

dseType ATTRIBUTE ::= {

124

WITH SYNTAX DSEType
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-dseType }
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This DSA-specific operational attribute is managed by the DSA itself.

The ASN.1 type that represents the syntax of the possible values of the dseType attribute is DSEType. Its definition is:
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DSEType ::= BIT STRING {
root (0), -- root DSE --
glue (1), -- represents knowledge of a name only --
cp (2), -- context prefix --
entry (3), -- object entry --
alias (4), -- alias entry --
subr (5), -- subordinate reference --
nssr (6), -- non-specific subordinate reference --
supr (7) -- superior reference --
Xr (8), -- cross reference --
admPoint 9), -- administrative point --
subentry (10), -- subentry --
shadow (11), -- shadow copy --
immSupr (13), -- immediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
familyMember  (17) } -- family member --
The values of DSEType are:

a) root: The root DSE contains DSA-specific attributes, used by the DSA, that characterize that DS
whole. The name corresponding to the root DSE is the degeénerate name consisting of a sequence d
RDNs.

NOTE - Information that characterizes a DSA that is*t0-be made available via the Directory abstract sef
contained in the DSA's entry. A DSA may, but need fiot, hold its own entry or a copy of its own entry.

b) glue: A glue DSE represents knowledge of a narhe only. A DSA holding a context prefix DSE or :
reference DSE may hold glue DSEs to represent the names of the superiors of the context prefix o
reference DSE if no other operational information (e.g. knowledge) is associated with those names.
illustrated in Figure 22. A DSE of typé.glue shall not have any other DSEType bit set.

¢) cp: The DSE representing the comtext prefix of a naming context.

d) entry: A DSE that holds an object entry.

e) alias: A DSE that holds:an-alias entry.

f) subr: A DSE that liolds a specific knowledge attribute to represent a subordinate reference.

g) nssr: A DSE.'that holds a non-specific knowledge attribute to represent a non-specific subof
reference.

h) supr: A‘DSE that holds a specific knowledge attribute to represent the DSAs superior references.

i)  xr: A’DSE that holds a specific knowledge attribute to represent a cross reference.

j) <admPoint: A DSE corresponding to an administrative point.

k). subentry: A DSE that holds a subentry.

(e.g. knowledge) received from a shadow-supplier; this named bit is set by the shadow consumer.

m) immSupr: A DSE that holds a specific knowledge attribute to represent a immediate superior reference.

n) rhob: A DSE that holds administrative point and subentry information received from a superior DS
Relevant Hierarchical Operational Binding (i.e. in either a Hierarchical Operational Binding or a Non-
specific Hierarchical Binding as described in clauses 24 and 25 of ITU-T Rec. X.518 | ISO/IEC 9594-4).

0) sa: A qualifier of a subr DSE indicating that the subordinate naming context entry is an alias.

p) dsSubentry: A DSE that holds a DSA specific subentry.

q) familyMember: A DSE that holds a family member.

The use of this operational attribute to represent aspects of the DSA information model is described in clause 23.

ITU-T Rec. X.501 (02/2001 E)
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24 Representation of DSA Information

This clause treats the representation of DSA information. It describes the representation of DSA operational information
(knowledge), Directory user information and Directory operational information.

24.1 Representation of Directory User and Operational Information

This clause specifies the representation of Directory user and Directory operational information in the DSA information
model.

24.1.1  Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes
associptedwith tire Directory emry- T fre Trarmme of the DSE Tsthemame of theobject emry (e the object s distimgpished
name),

If the DSE holds a copy of the entry, the DSE type includes shadow.

If the [name of the object entry includes any alternative distinguished names differentiated by context; the name|of the
DSE mpay also include those alternative distinguished names differentiated by context. In the case ‘efia DSE that Holds a
shadow of the entry, the name of the DSE may include a subset of the alternative distinguishednames. In the cage of a
DSE that is not a copy, the name of the DSE shall include all distinguished names.

NOTE — For consistency and interworking with pre-1997 DSAs, the name of a DSE holding @/copy shall include at ldast the

primary distinguished value of any naming attribute. Thus the copy has at least the primary distinguished name of the object entry.
Najme resolution is enhanced if every distinguished value (and thus every alternative distifigyished name) is present.

24.1.2)  Alias Entry

An alips entry is represented by a DSE of type alias which contains the atributes associated with the alias entry (].e. the
RDN ittributes and the aliased object name attribute). The name of the DSE is the name of the alias entry.

If the DSE holds a copy of the alias entry, the DSE type includes shadow.

If the hame of the alias entry includes any alternative distinguished names differentiated by context, the name of the DSE
may glso include those alternative distinguished names differentiated by context. In the case of a DSE that hpolds a
shadov of the alias entry, the name of the DSE may inclade a subset of the alternative distinguished names. In the case
of a DSE that is not a copy, the name of the DSE shall include all distinguished names.

NATE - For consistency and interworking with pre-1997 DSAs, the name of a DSE holding a copy shall include at lgast the

primary distinguished value of any naming attribute. Thus the copy has at least the primary distinguished name of the alia entry.
Nalme resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

24.1.3] Administrative Point

An administrative point is represented by a DSE of type admPoint which contains the attributes associated with the
adminfistrative point. The name.of the DSE is the name of the administrative point.

If the[ DSE represents an «enfry, the DSE type includes entry. If the DSE holds a copy of the administrative point
information, the DSE type/includes shadow.

If the jname of the addiinistrative point includes any alternative distinguished names differentiated by context, thg name
of the| DSE mayralso include those alternative distinguished names differentiated by context. In the case of a DSE that
holds fp shadow~of the administrative point, the name of the DSE may include a subset of the alternative distingpished
namey. In the’case of a DSE that is not a copy, the name of the DSE shall include all distinguished names.
NOTE~- For cons1stency and mterworklng with pre- 1997 DSAs, the name of a DSE holdlng a copy shall 1nclude at lqast the
pll ual_y ulbuugumucu leuU Ul au_y TIAITIIIT, atll IUULC lllub l,llC \./U})_)’ 11(1) at lCabl l,llC lJl llllal)’ ulauusumuou Iarriv Of the

administrative point. Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is
present.

24.1.4  Subentry

A subentry is represented by a DSE of type subentry which contains the operational and user information associated
with the subentry. The name of the DSE is the name of the subentry.

If the DSE holds a copy of the subentry, the DSE type is subentry and shadow.
24.1.5 Family member

A family member (including the ancestor) is represented by a DSE of type familyMember. The ancestor also is of DSE
type entry; it is the only family member that is permitted to have this DSE type.
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24.2 Representation of Knowledge References

A knowledge reference consists of a DSE of an appropriate type which holds a correspondingly appropriate DSA
operational attribute and which is identified by a name bearing a defined relationship to the naming context held by the
referenced DSA.

The name of this DSE shall be the primary distinguished name and may include alternative names and context
information if they are present in the context prefix of the naming context held by the referenced DSA. In the case of a
DSE that holds a shadow, the name of the DSE may include a subset of the alternative names. In the case of a DSE that
is not a copy, the name of the DSE shall include all distinguished names.

NOTE — Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

24.2.1 Knowledge Attribute Types

DSA ¢perational attributes are defined in the DSA information model to express a DSA's:

—  knowledge of its own access point;

—  superior knowledge;

—  specific knowledge (its subordinate references);

—  non-specific knowledge (its non-specific subordinate references);

—  knowledge of its supplier(s), optionally including the master, if it is a shadew,consumer;
—  knowledge of its consumer(s) if it is a shadow supplier; and

—  knowledge of secondary shadows, if it is a shadow supplier.

Object Identifier values are assigned in Annex F for these operational attributes.

24.2.1.1 My Access Point

The myAccessPoint operational attribute type is used by a DSA-to represent its own access point. It is a DSA-specific
attribyte. All DSAs shall hold this attribute in their root DSE. Itds-single-valued and managed by the DSA itself.

myAcfessPoint ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-myAccessPoint }

The ASN.1 type AccessPoint’is)defined in ITU-T Rec. X.518 | ISO/IEC 9594-4. Its ASN.1 specification is repraduced
here fpr the convenience of. the reader.

AccegsPoint ::= SET\{

ae-title [0] Name,

address [11 PresentationAddress

protocollnformation [2] SET SIZE (1..MAX) OF Protocolinformation OPTIONAL }

NOTE/— The Name in the ae-title may be the primary distinguished name or an alternative distinguished name: hgwever,

consistency and interworking with pre-1997 DSAs is enhanced if the primary distinguished name is used.
How a DSA obtains the information held in myAccessPoint is not described in the Directory Specifications.
The myAccessPoint attribute type is held in a DSE of type root.

The information held in myAccessPoint may be employed in the DOP when establishing or modifying an operational
binding.
24.2.1.2 Superior Knowledge

The superiorKnowledge operational attribute type is used by a non-first level DSA to represent its superior references.
It is a DSA-specific attribute. All non-first level DSAs shall hold this attribute in their root DSE. It is multi-valued and

managed by the DSA itself.
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superiorKnowledge ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-superiorKnowledge }

A DSA may acquire the information held in superiorKnowledge by means not described in the Directory Specifications.
It might also construct it from its immediate superior references, e.g. from its immediate superior reference whose
context prefix has the least number of RDNs in its name.

Th - RS | 4 - 1 11 IO v Pl
€S rmeU'rKl'ruwfedge aurToutc type Is eIa T & D ST 0T type Toot

The information held in superiorKnowledge may be employed by a DSA when constructing a continuatien.teference
returnpd in a DAP or DSP referral or when performing chaining.

24.2.1.3 Specific Knowledge

Specific knowledge consists of the access points for the master DSA of a naming context and/or,shadow DSAs fpr that
naminig context. It is specific because the context prefix of the naming context is known and associated with the pccess
point {nformation. Specific knowledge is represented by the specificKnowledge operational attribute type. It is a| DSA-
shared attribute, is single-valued, and managed by the DSA itself.

specificKknowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-specificKnowledge }

The ASN.1 type MasterAndShadowAccessPoints is.defined in ITU-T Rec. X.518 | ISO/IEC 9594-4. Its ASN.1
specif]cation is reproduced here for the convenience of the reader.

MasterAndShadowAccessPoints ::= SET OF MasterOrShadowAccessPoint

MastegrOrShadowAccessPoint ::= SET {

COMPONENTS OF AccessPoint,
category [3]-\_ENUMERATED {

master (0),

shadow (1) } DEFAULT master,
chainingRequired [5] BOOLEAN DEFAULT FALSE }

A DSA may acquire,the information held in specificKnowledge by means not described in the Directory Specificptions.
In thq case of€a)cross reference (DSE of type xr), it might also construct it from information received [in the
crossReference’ component of ChainingResults of a DSP reply. In the case of a subordinate reference (DSE qf type
subr)] it might construct it from information received in the DOP when establishing or modifying a HOB.

The speeifieknewledgeattributetypetsthetdinab

ge—attrib 7 epresent
subordinate, immediate superior and cross references.

The information held in specificKknowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral (or when performing chaining) and when constructing Shadowed DSA-Specific
Entries (SDSEs) of type subr, immSupr, or xr provided in the DISP.

24.2.1.4 Non-Specific Knowledge

Non-specific knowledge consists of the access points for the master DSA of one or more naming contexts and/or shadow
DSAs for the same one or more naming contexts. It is non-specific because the context prefixes of the naming context(s)
is (are) not known. The immediate superior of the naming context(s) is known, however, and the access point
information is associated with its name. Non-specific knowledge is represented by the nonSpecificKnowledge
operational attribute type. It is a DSA-shared attribute, is multi-valued and managed by the DSA itself.

128 ITU-T Rec. X.501 (02/2001 E)


https://standardsiso.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

nonSpecificKnowledge ATTRIBUTE ::= {
WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch

NO USER MODIFICATION TRUE
USAGE distributedOperation
ID id-doa-nonSpecificKnowledge }

The MasterAndShadowAccessPoints value consists of an access point for a master DSA holding one or more
subordinate naming contexts, and zero or more access points of DSAs holding shadows of some or all of these naming
contexts.
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ications. In the case of a non-specific subordinate reference (DSE of type nssr), it might also construdt, i
hation received in the DOP when establishing or modifying a NHOB.

bnSpecificKnowledge attribute type is held in a DSE of type nssr. It is used to represent non-speeific subot
nces.

hformation held in nonSpecificKnowledge may be employed by a DSA when constfucting a contin
hce returned in a DAP or DSP referral (or when performing chaining) and when constructing SDSEs of typ
ed in the DISP.

LS Supplier Knowledge

upplier knowledge of a shadow consumer DSA consists of the access point(s) and shadowing agrd
ier(s) for its supplier(s) of a copy (or copies) of a replicated area. Optignally, if the supplier is not the master
o context from which a replicated area is derived, the access poitt of the master may be included in sy
edge. Supplier knowledge is represented by the supplierKnowledge operational attribute type. It is DSA-sp
valued and managed by the DSA itself.

SN.1 syntax for a value of supplierKnowledge is Supplieflnformation. A value of this attribute is composs
v supplier DSA's access point and the agreement ID ofithe shadowing agreement between the supplier DS
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indication of whether the supplier of the replicated area\is’ or is not the master of the naming context from whigh it is
derived, and, if not, optionally, the access point of the-master DSA.
SupplierOrConsumer ::= SET {
COMPONENTS OF AccessPoint, -- supplier or consumer --
agreementID [3] OperationalBindingID }
Supplierinformation ::= SET {
COMPONENTS OF SupplierOrConsumer, -- supplier --
supplier-is-master [4] BOOLEAN DEFAULT TRUE,

non-supplying-master./ [5]

AccessPoint OPTIONAL }

suppljerKnowledge/ATTRIBUTE ::= {
WITH SYNTAX Supplierinformation
EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-supplierKnowledge }

A DSA may acquire the information held in supplierKnowledge by means not described in the Directory Specifications.
A shadow consumer DSA might also construct it from information received in the DOP when establishing or modifying
a shadowing agreement.

The supplierKnowledge attribute type is held in a DSE of type cp. It is used to represent one or more supplier
references. All shadow consumer DSAs shall hold a value of this attribute for each shadowing agreement they engage in
as a consumer.

The information held in supplierKnowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral. The agreementID component (its type, OperationalBindingID, is defined in 28.2) of
supplierKnowledge is required in the operations of the DOP for managing a shadowing agreement and in all the DISP
operations.
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24.2.1.6 Consumer Knowledge

The consumer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing agreement
identifier(s) for the consumer(s) of a copy (or copies) of a naming context provided to them by the supplier. Consumer
knowledge is represented by the consumerKnowledge operational attribute type. It is DSA-specific, multi-valued and
managed by the DSA itself.

The ASN.1 syntax for a value of consumerKnowledge is Consumerinformation (which has the same syntax as
SupplierOrConsumer, but refers to a consumer access point).

Consumerinformation ::= SupplierOrConsumer -- consumer --

consumerKnowledge ATTRIBUTE ::= {

ITHSYNTAX Consumerinformation
EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-consumerKnowledge }

A DSA may acquire the information held in consumerKnowledge by means not described in the Ditectory
Specifications. A shadow supplier DSA might also construct it from information received(in the DOP when establishing
or moflifying shadowing agreements.

The consumerKnowledge attribute type is held in a DSE of type cp. It is used. fo’ represent one or more consumer
references. All shadow supplier DSAs shall hold a value of this attribute for each-shadowing agreement they engage in as
a suppllier.

The agreementlD component of consumerKnowledge is required in/the operations of the DOP for managing a
shadoping agreement and in all the DISP operations.

24.2.1.7 Secondary Shadow Knowledge

Secondary shadow knowledge consists of information a supplier DSA (e.g. a master DSA) may choose to mgintain
regarding consumer DSAs that are engaged in secondary.sliadowing from its perspective. Secondary shadow knowledge
is repijesented by the secondaryShadows operational attribute type. It is DSA-specific, multiple-valued and managed by
the DBA itself. The ASN.1 syntax for a value of 'secondaryShadows is SupplierAndConsumers. It consists [of the
accesq point of a shadow supplier and a list of its-direct consumers.

SupplierAndConsumers ::= SET {
COMPONENTS OF AccessPoint, -- supplier --
consumers [3]-\_SET OF AccessPoint }

secorjdaryShadows ATTRIBUTE ::= {

WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadows }

The consumers component of SuppliersAndConsumers contains only access points of DSAs that hold commonly
usable copies of a replicated area.

A supplier DSA may obtain the information required to construct values of this attribute from a consumer DSA by
following the procedure described in 23.1.1 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

The secondaryShadows attribute type is held in a DSE of type cp.
Support for secondary shadow knowledge is optional.
24.2.1.8 Matching Rules

Four equality matching rules for the preceding knowledge attributes are specified below. They apply to attributes with
syntaxes of types AccessPoint, MasterAndShadowAccessPoints, Supplierinformation, Consumerinformation and
SuppliersAndConsumers.
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24.2.1.8.1 Access Point Match

The Access Point Match rule is specified as:

accessPointMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-accessPointMatch }

The accessPointMatch matching rule applies to attribute values of type AccessPoint. A value of the assertion syntax is
derived from a value of the attribute syntax by using the value of the [0] context specific tag (Name) component. Two
values are considered to match for equality if the Name component of each match using the matching procedure for
DistinguishedName values.

24.2.1{8.2 Master And Shadow Access Points Match

The Master and Shadow Access Point Match equality matching rule is specified as:

mastgrAndShadowAccessPointsMatch MATCHING-RULE ::= {
SYNTAX SET OF Name
ID id-kmr-masterShadowMatch }

The masterAndShadowAccessPointsMatch matching rule applies to attributes of type
MasterAndShadowAccessPoints. A value of the assertion syntax is derived from-a-value of the attribute synfax by
removling the category and address components of each SET in the SET OF (MasterOrShadowAccessPointy. Two
such vyalues are considered to match for equality if both values have the same@umber of SET OF elements, and, after
orderihg the SET OF elements of each in any convenient fashion, the aedtitle component of each pair of SET OF
elemepts matches using the matching procedure for distinguishedNameMatch.

24.2.1£8.3 Supplier or Consumer Information Match

The Stipplier or Consumer Information Match rule is specified-as:

suppljerOrConsumerinformationMatch MATCHING-RULE ::= {
SYNTAX SET{

ae-title [0] Name,
agreement-identifier [2] INTEGER}
ID id-kmr-supplierConsumerMatch }

The sppplierOrConsumerinformationMatch matching rule applies to attribute values of type Supplierinformation or
Consyimerinformation (and other attributes having values compatible with Supplierinformation or
Consuyimerinformation). A value'‘ef the assertion syntax is derived from a value of the attribute syntax by selecting the
SET domponents with tags that match the SET components of the assertion syntax. Two such values are considgred to
match| for equality if the ae-title component of each (after removing the explicit [0] tag information) matches using the
matchling procedure for -DistinguishedName values and the identifier component contained in the agrepment
compgnent of each((after removing the explicit [2] and SEQUENCE tag information) matches using the matching
procedure for INTEGER values.

24.2.1,.8.4 Suppliers and Consumers Match

The Spipplier and Consumers Match rule is specified as:

supplierAndConsumersMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-supplierConsumersMatch }

The Supplier and Consumers Match rule applies to attribute values of type SupplierAndConsumers (and other
attributes having values compatible with SupplierAndConsumers). Two such values are considered to match for
equality if the ae-title component of each (after removing the explicit [0] tag information) matches using the matching
procedure for DistinguishedName values.

24.2.2 Knowledge Reference Types

This subclause specifies the representation of knowledge in the DSA information model.
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24.2.2.1 Self Reference

A self reference represents a DSA's knowledge of its own access point. It is represented by a value of the attribute
myAccessPoint held in the DSA's root DSE, a DSE of type root.

24.2.2.2 Superior Reference

A superior reference is represented by a DSE of type supr and root which contains a superiorKnowledge attribute.
Since a superiorKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several superior references.

24.2.2.3 Immediate Superior Reference

An infmediare represented by a Ype IMMSUPT Which ANS 3 Knowledge
attribyte. The name of the DSE holding the attribute corresponds to the context prefix of the naming context held by the
referenced superior DSA.

Since |a specificKnowledge attribute value may contain access points of several DSAs, it may thetefore represent
severdl immediate superior references, at most one of category master and zero or more of category shadow.

If the DSE holding the immediate superior reference is received from a shadow supplier, the DSE-type includes shadow.

24.2.2.4 Subordinate Reference

A subprdinate reference is represented by a DSE of type subr which contains a specificKnowledge attribute. Thd name
of the|DSE holding the attribute corresponds to the context prefix of the relevant‘naming context held by the referenced
subordinate DSA.

Since |a specificKnowledge attribute value may contain access points’/of several DSAs, it may therefore repgresent
severdl subordinate references, at most one of category master and zerg-or more of category shadow.

If the IDSE holding the subordinate reference is shadowed information, received from a shadow supplier, the DSE type
includes shadow.

The DSE may also include immSupr in a DSA holding’/two naming contexts, one superior to the other, which are
separdted by a third single-entry naming context held*in another DSA. An example of this situation is depidted in
Annex O.

24.2.24L5 Non-Specific Subordinate Reference

A non-specific subordinate reference_issrepresented by a DSE of type nssr (and entry normally) which confains a
nonSpecificKnowledge attribute. The* name of the DSE holding the attribute corresponds to the name formjed by
eliminfating the final RDN of the dontext prefixes of the naming context held by the referenced subordinate DSAs.

Since [a nonSpecificKnowlédge attribute value may contain access points of several DSAs, it may therefore regresent
severdl non-specific subotdinate references, at most one of category master and zero or more of category shadow]. Each
nonSpecificKnowledge Jattribute value represents a related set of non-specific subordinate references — the DJAs of
categdry shadow hold one or more replicated areas derived from the naming context(s) held by the DSA of category
mastdr.

If the DSE holding the non-specific subordinate reference is shadowed information, received from a shadow-supplier, the
DSE type includes shadow.

The DSE includes shadow in the situation of a shadow DSA when the DSE corresponds to an entry for which the master
DSA has non-specific subordinate knowledge and for which only the nonSpecificKnowledge attribute for the non-
specific subordinate reference is shadowed.

The DSE includes cp and shadow in the situation of a shadow DSA whose replicated area does not include the context
prefix entry and the master DSA for the naming context has non-specific subordinate knowledge for the context prefix.

The DSE includes admPoint and shadow in the situation of a shadow DSA when the DSE corresponds to an
administrative point, the entry information for the administrative point is not shadowed, and the master DSA for the
naming context has non-specific subordinate knowledge for the administrative point.

When the administrative point coincides with a context prefix in the preceding two cases, the DSE may include
admPoint, cp and shadow.
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24.2.2.6 Cross Reference

A cross reference is represented by a DSE of type xr which contains a specificKnowledge attribute. The name of the
DSE holding the attribute corresponds to the context prefix of the naming context held by the referenced DSA.

Since a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several cross references, at most one of category master and zero or more of category shadow.

24.2.2.7 Supplier Reference

A supplier reference is represented by a DSE of type cp which contains a supplierKnowledge attribute. The name of the
DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

nplierKnowledge ibute may ha Each

Since 2 A ge 3
attribyte value represents one supplier reference.

24.2.28 Consumer Reference

A conpumer reference is represented by a DSE of type cp which contains a consumerKnowledge attribute. The ngme of
the D$E holding the attribute corresponds to the context prefix of the shadowed naming context.

Since |a consumerKnowledge attribute may have several values, it may represent several consumer references| Each
attribyte value represents one consumer reference.

24.3 Representation of Names and Naming Contexts

24.3.1 Names and Glue DSEs

As degeribed in 23.3, the minimum information that a DSA may associate with a name is the purpose for which i{ holds
the name, represented by a DSE holding a value of the attribute dseType. When a DSE contains only such a miinimal
information, its DSE type shall be glue. In this case the DSE shall net’hold an entry or subentry (or a shadow-copy of an
entry ¢r subentry) or a DSA-shared attribute.

Glue PSEs arise in the DSA information model to represent names that are known by a DSA as a consequepce of
holding information associated with other names. For example, consider the cross reference depicted in Figure 2P. The
DSA holding this cross reference also "knows" (in the\sense described in 23.3) the names that are superior to the gontext
prefix|name associated with the cross reference. When no other information is associated with such superior nameg, they
are represented in the DSA information model-by glue DSEs.

24.3.2l Naming Contexts

A nanping context consists of a contéxt) prefix, a subtree of zero or more entries subordinate to the context prefix (the root
of the|subtree), and, if there are naming contexts subordinate to it, subordinate and/or non-specific subordinate references
sufficjent to constitute full subordinate knowledge.

A confext prefix is represented by a DSE of type cp. If the context prefix corresponds to an entry, the DSE type includes
entry.|If it corresponds.to an alias, the DSE type includes alias. If the context prefix corresponds to an adminisfrative
point, [the DSE type.ncludes admPoint.

The syibtree of-entries and subentries subordinate to the context prefix is represented by DSEs as described in [24.1.1
to 24.1.5.

The rdpresentation of the subordinate knowledge of the naming context is represented by DSEs as described in 24.2.2.

A replicated area (a shadow-copy of all or part of a naming context) is represented as above except that the DSE type
includes shadow in each DSE for which user or operational attributes are received from the shadow supplier. In the case
of incomplete replicated areas, DSEs of type glue may occur to represent a bridge between the separate pieces of the
shadowed information. No user or operational attributes are associated with these (or any) glue DSEs.

24.3.3 Example

Figure 22 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context) onto the
information tree of a DSA. In addition to the naming context information itself, the DSA's root DSE containing its
superior reference (this is not the DSA information tree for a first level DSA), a glue DSE and a DSE representing a
reference (either a cross reference or an immediate superior reference) to an immediately superior naming context are
also depicted.
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Figure 22 — DSEs for a Naming Context
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SECTION 11 — DSA OPERATIONAL FRAMEWORK

25 Overview

25.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

25.1.1 cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding instance
has been established and has not been terminated.

25.1.2__ dire opera ] ame e 2 a]l models
concefned with particular aspects (e.g. shadowing or creating a naming context) of the operation of the compongnts of
the Difrectory (DSAs) may be derived by application of the framework. It factors out common elements which'are gresent
in all interactions between Directory components.

25.1.3l non-cooperative state: With respect to a second DSA, the state of a DSA prior to the establishient or affer the
termirjation of an operational binding instance.

25.1.4 operational binding: A mutual understanding between two DSAs that, once established, expresses$ their
"agregment” subsequently to engage in some sort of interaction.

25.1.5 operational binding establishment: The process of establishing an operational binding instance.
25.1.6 operational binding instance: An operational binding of a specific type between two DSAs.

25.1.71 operational binding management: The process of establishing, ferminating or modifying an instance of an
operational binding. This management may be achieved via information.€xchanges defined by Directory Specificptions,
via exphanges defined in other Specifications, or by other means.

25.1.8 operational binding modification: The process of modifying an operational binding instance.
25.1.9 operational binding termination: The process of téetminating an operational binding instance.

25.1.10 operational binding type: A particular type .of”operational binding specified for some distinct purposg, that
expregses the "agreement" of two DSAs to engage in specific types of interaction (e.g. shadowing).

25.2 Introduction

The Directory Specifications define application protocol information exchanges and associated DSA procedur¢s that
defind the distributed operation of the Pirectory. Clauses 25 through 28 define a DSA operational framework [which
models certain common elements in(these information exchanges and procedures.

Two IPSAs interact in a cooperative manner because, in addition to their technical capacity to exchange informatipn and
perform procedures associateéd-with these exchanges, each has been configured to accept certain interactions with the
other.

These|clauses are cenicerned with the expression of a common framework for the specification of the structure |of the
elements of the cooperation between two DSAs.

One opjectivetofthis framework is that it be sufficiently general to account for all of the forms of DSA cooperatioI to be
defingd im{ this and future editions of the Directory Specifications. The framework is used within the Dinectory
Specifications to define shadowing and hierarchical operational binding types.

26 Operational bindings

26.1 General

This clause is concerned with the definition of a general framework, the DSA operational framework, within which the
specification of the nature of the cooperative interactions of components of the Directory (DSAs) may be structured in
order to achieve a commonly agreed objective.

The general framework factors out common features which characterize all interactions between DSAs. By applying the
DSA operational framework to specific aspects of cooperative interaction between DSAs, the resulting specifications
will be both concise and consistent so that the overall number of mechanisms a DSA shall support will be reduced.
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The mutual understanding between two DSAs that, once established, expresses their "agreement”" subsequently to engage
in some sort of interaction is termed an operational binding. Two DSAs may share as many operational binding
instances of a specific type as are required.

The DSA operational framework provides a common approach to the definition of an operational binding type. An
operational binding type is a particular type of operational binding specified for some distinct purpose, that expresses the
"agreement” of two DSAs to engage in specific types of interaction (e.g. shadowing). This interaction allows operations
from a well-defined set to be invoked by one or the other party to the agreement.

Two particular DSAs that have reached such an "agreement" share an operational binding instance of a specific
operational binding type. They are said to be in the cooperative state of that instance of an operational binding type.

Prior to the establishment or after the termination of an operational binding instance, two DSAs are said to be in the non-
coope, rative state

Operdtional binding management is the process of establishing, terminating or modifying an instance of an Qperational
bindirjg. This management may be achieved via information exchanges defined by Directory Specifications, via
exchahges defined in other Specifications, or by other means.

These|general concepts are depicted in Figure 23.
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Figure 23 — An operational binding

26.2 Application.of the operational framework

The application ofithe DSA operational framework to define an operational binding type is concerned with the following
basic ¢lementss

a) ¥ two DSAs;

thar TYC A .
t 7

c) aset of one or more operations, together with the accompanying procedures a DSA shall follow, through
which the service can be realized;

d) a specification of the DSA interactions needed to manage the agreement.

The relationship of these basic elements is expressed by an operational binding. An operational binding comprises the set
of these basic elements that are involved to represent the abstract agreement in technical terms. It represents the
environment, governed by an "agreement", in which one DSA provides a defined service to the other (and vice versa).

26.2.1 Two DSAs

The DSA operational framework provides a structure within which the interaction of one DSA with another and the
procedures they consequently execute may be specified.
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The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operational binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to follow
the same set of procedures. This is termed a symmetric operational binding.

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This is
termed an asymmetric operational binding.

26.2.2 The agreement

An "agreement" is a mutual understanding reached between the administrative authorities of two DSAs about a service
that shall be provided by one DSA to the other (and/or vice versa). The "agreement" is initially negotiated by the
administrative authorities of the DSAs by means outside of the scope of the Directory Specifications.

Paranjeters of this "agreement  can be tormalized Dy the recording in a of an -1 data type for use in a pfotocol
exchange in the management of the operational binding. In this way both DSAs reach a mutual understanding [of the
servicg that each is providing to the other.

26.2.3 Operations

Operations are the basic medium that DSAs use to interact. A pair of DSAs will pass on one or mpre/operations bgtween
themsglves, in order to provide the agreed-to service.

Whilsf a DSA may be technically capable of supporting a large number of operations, it may only be willing to codperate
with gnother DSA in the processing of a small number of these operations, or in the processing of operations thgt only
have particular values set for certain parameters.

The dgfinition of an operational binding type requires the enumeration of the operations that can be exchanged. It also
allowd restrictions to be placed on the values of parameters defined within th€ eperations.

26.2.4 Management of the agreement

The ffamework provides generic operations for managing an instance of an operational binding. These opefations
provide for the establishment, modification and termination of an@©perational binding.

The application of the framework to the specification of a patticular operational binding type requires the initigtor of
each ¢f the three management operations to be specified’,and also requires the procedures to be defined for epch of
establ{shment, modification and termination. Whenevera' management operation is applied to an operational binding of
the spgcified type, the DSA shall follow the correspending procedure.

26.3 States of cooperation

The ggneric operational model defines two’states of cooperation, as governed by an instance of a particular operjtional
bindirlg type, between two DSAs assseen by one DSA with respect to the other DSA and three transitions between these
states| Each identified instance of(an Operational binding type shared by two DSAs has its own states of cooperation. The
states pof cooperation are:

a) Non-cooperative state: A particular identified instance of an operational binding type has nof been
established”or has been terminated between the two DSAs. The interaction between the two DSAY (with
respeet)to’the identified instance of an operational binding type) is not defined. A DSA contacfed by
another with whom it is in a non-cooperative state may, for example, refuse to engage in any interaction at
all, or it may be prepared to service the request.

b)\~Cooperative state: There is an instance of an operational binding of the type in question between the two
DSAs. Their cooperative behaviour is governed by the definition of the operational binding type gnd its

Q“P{‘iﬁ{‘ parameters 5“’1('] QQQn(‘iﬂfP(‘ nrn{‘Pr]anc
T T T

The transitions between these two states of cooperation may be invoked in two ways: by standardized protocol
interactions or by other means.

The interactions between two DSAs to manage an instance of an operational binding (e.g. to establish and terminate a
shadowing agreement) are distinct from their potential interactions as governed by the binding (e.g. the interaction to
update a unit of replication).

The state transitions are as follows:

a) The establishment transition creates an instance of an operational binding of a particular type between two
DSAs, resulting in the movement from the non-cooperative to the cooperative state.

b) The termination transition destroys an instance of an operational binding of a particular type between two
DSAs, resulting in the movement from the cooperative to the non-cooperative state.

ITU-T Reec. X.501 (02/2001 E) 137


https://standardsiso.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

¢) The modification transition modifies the parameters of an instance of an operational binding between two
DSAs, resulting in the movement from the cooperative state to the cooperative state.

These generic states and transitions are illustrated in Figure 24.

Non-cooperative
state

[ |
Establishment Termination

Cooperative

state ‘\
Uodiﬁcation

TISO3380-94

Figure 24 — States of cooperation

27 Operational binding specification and management

271 Operational binding type specification

When|applying the framework to define a specific*type of operational binding, the following characteristics of the type
shall Qe specified:

a) Symmetry
A specification of the respective roles of the DSAs that are party to the operational binding.

Operational bindings,may be symmetric, in which case the role of one DSA is interchangeable wjth the
other and both PSAS exhibit the same external interactions. They may also be asymmetric, in whidh case
each DSA pldys,a'distinct role and both DSAs exhibit different external interactions. In this latter case, the
Directory operational framework distinguishes the two abstract roles as "ROLE-A" and "ROLE-B".

Each ©f_the abstract roles "ROLE-A" and "ROLE-B" have to be associated with a concrete rolg with
defined semantics (e.g. "ROLE-A" as shadow supplier, "ROLE-B" as shadow consumer).

b) <Agreement

A definition of the semantics and representation of the components of the "agreement". This inforTation

¢) Initiator

A definition which of the two abstract roles "ROLE-A" and "ROLE-B" is allowed to initiate the
establishment, modification or termination of an operational binding of this type.

d) Management procedures

A set of procedures that a DSA shall follow when the operational binding of this type is established,
modified or terminated.

e) Type identification

This identifies the type of DSA interaction that is determined by the operational binding. These identifiers
are object identifier values.
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f)  Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed

during the cooperative phase of the operational binding.

For each operation referenced by the operational binding type, a description of the procedures

to be

followed by a DSA if the operation is invoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations
provided in this clause, the binding type shall be specified using the three information object classes OPERATIONAL-

BINDI

NG, OP-BINDING-COOP and OP-BIND-ROLE defined in this clause.

27.2

In general, the management of an operational binding requires initially the establishment of an operational b

instan|
agreef]
instan|
the sp

Durin
create
bindin
establ
being

The i1
additi
bindin
param
return
Figurg

Operational binding management

Ce. This may optionally be followed by one or more modifications to some or all of the parameters of the
hent, and finally may involve the termination of the operational binding instance. The preeise”details of h
e may be managed are defined during the definition of the operational binding type. This type definition rg
ecification of:

a) the initiator of each of the management operations (this can be either, both,\0vneither of the two DS
b) the parameters for each of the management operations; and

c) the procedures that each DSA shall follow for each of the manageément operations.

b the establishment of an operational binding instance, an operational binding instance identifier (binding
. This identifier, when combined with the distinguished names of the two DSAs involved in the oper
g, will form a unique identifier for the binding instanée.)>All management operations subsequent
shment of the operational binding instance will use the binding id to identify which operational binding inst{
modified or terminated.

nitiator of the establish operation always transférs“the parameters of the "agreement" to the second D§
n, the initiator may also transfer some establishment parameters which are specific to its role in the oper:
2. If the responding DSA is willing to enter into the operational binding, it may return in the result establis
eters which are specific to its role. If the responding DSA is unwilling to enter into the operational binding,

an error, which may optionally contain an agreement with a revised set of parameters. This is depid
25 in the case where Role A and in-Figure 26 in the case where Role B is the initiator of the establish operat

Result (p, _ )

Establish (a, py _ ,)

inding
initial
ow an
quires

As);

id) is
itional
to the
Ince is

bA. In
htional
hment
t shall
ted in
jon.

A

TISO3390-94

a Agreement
b Establishment parameter

Figure 25 — DSA with Role A initiating establishment
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Figure 26 — DSA with Role B initiating establishment

Operational binding specification templates

e definition of a specific type of operational binding, the following three ASN.1 information object classes 1
s templates. They allow those parts of the operational binding type that can be formalized to be specified

operational binding is established or terminated, have to be specified by some other means (this can be don

manng
Rec. X

27.3.1

OPER

WITH

1 similar to the informal description of the DSA procedures during the name resolution process described in
(.518 | ISO/IEC 9594-4).

Operational binding information object class

ATIONAL-BINDING ::= CLASS {
&Agreement,
&Cooperation OP-BINDING-COOP;
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECTIDENTIFIER UNIQUE }
SYNTAX {
IAGREEMENT &Agreement
IAPPLICATION CONTEXTS  &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC

[ ROLE-A &roleA]

[ROLE-B &roleB]]
ID &id}

hay be
by the

ASN.1. Other aspects of the operational binding type, such as/the/procedures a DSA has to follow wlen an

e in a
ITU-T

The OPERATIONAL-BINDING information object class serves as a specification template for an operational binding
type. A variable notation is defined for this class to simplify its use as a template. The correspondence between the
definition of an operational binding type and the fields of the variable notation is as follows:

140

a) The ASN.1 type of the agreement parameter that is used for this type of operational binding is that

referenced by the AGREEMENT field.

b) The application contexts and the operations of these application-contexts that are employed within the
cooperation phase of an operational binding instance of the defined type are those enumerated following
the APPLICATION-CONTEXTS field. All operations of a listed application-context are selected unless the
optional APPLIES TO field is present and followed by a list of references to operations that are selected
from the application context. This list is an object class set composed of instances of the OPERATION

information object class.
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The class of the operational binding is defined by the SYMMETRIC or ASYMMETRIC fields. In the case of
a symmetric operational binding, the term SYMMETRIC is followed by a single information object of class
OP-BIND-ROLE that is valid for both roles of the operational binding. In the case of an asymmetric
operational binding, the term ASYMMETRIC is followed by two information objects of class OP-BIND-
ROLE, one referenced by the subfield ROLE-A and the other by ROLE-B.

d) The object identifier value that serves to identify this type of operational binding is defined by the ID field.

27.3.2  Operational binding cooperation information object class
OP-BINDING-COOP ::= CLASS {

&applContext =~ APPLICATION-CONTEXT,

&Operations OPERATION OPTIONAL }
WITH SYNTAX {
&applContext
[ APPLIES TO

&Operations ] }

The QP-BINDING-COOP information object class serves as a specification template for the identification pf the
operatiions of a named application context, some aspect of which is determined by the operational’binding. An injstance
of thiq class is meaningful only within the context of a particular operational binding type. A variable notation is defined
for this class to simplify its use as a template. The correspondence between the definition of-an operational bindinlg type
and the fields of the variable notation is as follows:

a) The applContext field identifies an application context, some or all of Whoese operations are in sonje way
determined by an operational binding.
b) The APPLIES TO field, if present, identifies the particular operations to which the operational bjinding

applies. If the field is absent, the operational binding/ applies to all the operations ¢f the

application-context.
27.3.3] Operational binding role information object class

OP-BIND-ROLE ::= CLASS {

&establish BOOLEAN DEFAULT FALSE,

&EstablishParam OPTIONAL,

&modify BOOLEAN \DEFAULT FALSE,

&ModifyParam OPTIONAL,

&terminate BOOLEAN DEFAULT FALSE,

&TerminateParam OPTIONAL }
WITH|SYNTAX {

[ ESTABLISHMENT-INITIATOR &establish ]

[ ESTABLISHMENT-PARAMETER. &EstablishParam ]

[ MODIFICATION-INITIATOR &modify ]

[ MODIFICATION-PARAMETER &ModifyParam ]

[ TERMINATION-INITIATOR
[ TERMINATION-PARAMETER

&terminate ]
&TerminateParam ] }

The OP-BIND-ROLE.information object class serves as a specification template for roles of an operational bindin
An inptance of thig class is meaningful only within the context of a particular operational binding type. A v
notatipn is defined for this class to simplify its use as a template. The correspondence between the definition
operational binding role and the fields of the variable notation is as follows:

b type.
wriable
of an

a) The ESTABLISHMENT INITIATOR field indicates whether the DSA assuming the defined rolg may
nitiate the establishment of an operational binding of a particular type.

b) The ESTABLISHMENT PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is established.

c) The MODIFICATION INITIATOR field indicates whether the DSA assuming the defined role may initiate
the modification of an operational binding of a particular type.

d) The MODIFICATION PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is modified.

e) The TERMINATION INITIATOR field indicates whether the DSA assuming the defined role may terminate
the establishment of an operational binding of a particular type.

f) The TERMINATION PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the

defined role when an instance of the operational binding type is terminated.
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28

Operations for operational binding management

This clause defines a set of operations that can be used to establish, modify and terminate operational bindings of various
types. These operations are generic in the way that they can be used to manage operational bindings of any type. The
specification of these operations makes use of the definitions provided for a certain type of operational binding by
application of the OPERATIONAL-BINDING information object class template.

NOTE - By using this facility, arbitrary types of operational bindings may be managed. These operations (together with the

associated application-context) provide a means of extensibility concerning DSA interactions. New types of operational bindings
may be defined in the future which extend the functionality that is provided between DSAs.

28.1

The s

Application-context definition

t of operations for managing operational binding instances can be used for the definition of an application-

ontext

in the [following two ways:

28.2

The H
type,
agreeq
signed
or sig

In the
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or more separate application-contexts.

cooperative phase within a single application-context.

the operations defined for the co-operative phase (e.g. updateShadow).

Establish Operational Binding operation

1 and encrypt the results.

operational binding instance of the predefined\type.

In the

operational binding, depending on thespecific definition of the operational binding type.

estab

1) An application-context may be constructed containing only the operations for operatiénal b
management. An application-context for generic operational binding management, -is/ defin

The operations that may be exchanged during the cooperative phase of the operational binding for

2) The set of operations can be imported into the module used to define a spgeific application-contex
operational binding management operations can then be used together‘with the operations

NOTE - The first approach is useful in the case where a specialized“component of a DSA wants to
association solely for managing the set of operational bindings of that DSA, and it is not prepared to accepf

case of a symmetrical operational bindihg, either of the two DSAs may take the initiative to establ

inding
ed in

m one

t. The
bf the

use an
any of

stablish Operational Binding operation allows establishment of an operational binding instance of a predefined
between two DSAs. This is achieved through the transfer of the establishment parameters and the tegms of
nent which were defined in the definition of the operational binding type. The arguments of the operation may be
, encrypted, or signed and encrypted (see 17.3) by.the requestor. If so requested, the responder may sign, emcrypt,

Ish an

case of an asymmetrical operationdl.binding, either the DSA assuming "ROLE-A" or "ROLE-B" establislies the

ishOperationalBinding .OPERATION ::= {
IARGUMENT EstablishOperationalBindingArgument
RESULT EstablishOperationalBindingResult
ERRORS {-operationalBindingError | securityError | serviceError }
CODE id-op-establishOperationalBinding }
EstablishOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindinglD [11 OperationalBindinglD OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid [7]1 Validity DEFAULT {},

142

securityParameters [8] SecurityParameters OPTIONAL }}
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OpBindingSet OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OperationalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER }

The component bindingType states which type of operational binding is to be established. Operational binding types are
defined by the use of the OPERATIONAL-BINDING information object class template which assigns an object identifier
value to the operational binding type. The bindingType is taken from the ID field of one of the instances of an
operafional  binding  type referenced by  OpBindingSet. This set 18 a  parameter] of
EstablishOperationalBindingArgument, a parameterized type.

The ipitiating DSA may assign an identification to the operational binding instance via the bindinglD- compongent. If
bindingID is absent within the operation argument, the responding DSA shall assign an ID to the operational bjinding
instanfe and return it in the bindinglD component of the establishOperationalBindingResult.(In either case,| when
establ{shing an operational binding, both the identifier and version components of the OperationalBindinglID| value
shall be assigned and issued by the DSA making the assignment.

The c¢mponent accessPoint specifies the access point of the initiator for subsequent interaetions.

The r¢le that the DSA issuing the Establish Operational Binding operation assumies)is indicated by the CHOICE type
with fhe options symmetric, roleA-initiates, and roleB-initiates. The CHOICE option governs the particular
establ{shment parameters employed by the initiating and responding DSAs. The'seémantics of the roles are defined fs part
of the[definition of the operational binding type. The ASN.1 type of the CHOICE is determined by the ESTABLISHMENT
PARAMETER of the initiator's OP-BIND-ROLE information object class“template. The CHOICE type is omifted if
establishment of the operational binding type requires no establishment'parameter from the initiator.

The component agreement contains the terms of agreement governing the operational binding instance. Its |actual
contejt depends on the type of operational binding to be established. The ASN.1 type for this parameter is defined [by the
AGRHEMENT field of the OPERATIONAL-BINDING information object class template of the operational binding type.

The dfiration that the operational binding instance shalle&Xist is defined in valid. The starting time of the existence|of the
operational binding instance is specified in validFrefm and the time that the operational binding instance is terminpted is
given |in validUntil.

Validity ::= SEQUENCE {

validFrom [0] CHOICE {

now [0] NULL;

time [11 Time} DEFAULT now : NULL,

validUntil [1] CHOICE{

explicitTermination [0] NULL,

time [11 Time } DEFAULT explicitTermination : NULL }

Time [::= CHOICE{
utcTime UTCTime,
generalizedTime GeneralizedTime }

Beforé-avalue-of Fime-isused-inanycomparison-operation-andif the- syntaxof Fime-has-been
type, the value of the two-digit year field shall be rationalized into a four-digit year value as follows:

—  If the 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it.
—  If the 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

The use of GeneralizedTime may prevent interworking with implementations unaware of the possibility of choosing
either UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in which this Directory
Specification will be used, e.g. profiling groups, as to when the GeneralizedTime may be used. In no case shall
UTCTime be used for representing dates beyond 2049.

If the Establish Operational Binding operation succeeds, the following result is returned and, may be signed, encrypted,
or signed and encrypted (see 17.3) by the responder.
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EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingID [11 OperationalBindinglD OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A replies , or Role B replies
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam

({OpBindingSet}{@bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResultsSeq } }

The bjndingType component is contained within the result to indicate the type of operational binding for use.within the
CHOICE element. Its value is the same as that provided by the establishment initiator and is taken from(the-ID fleld of
f the instances of an operational binding type referenced by OpBindingSet. This set isf a,paramgter of

one
Estab

The 1

ishOperationalBindingResult, a parameterized type.

identify this operational binding instance in any subsequent Modify or Terminate Operatighal Binding operatio

may b
instan

The ¢

CC.

mponent accessPoint specifies the access point of the responder for subsequent interactions.

lentification of the established operational binding instance may be returned in bindinglD. It shall be used to

h, and

e used in any other operation that is executed within the cooperative phase of the éstablished operational binding

The ipitiating DSA may assign an identification to the operational binding’ instance via the bindinglD compongent. If
bindinglD is absent within the operation argument, the responding DSA¢Shall assign an ID to the operational b

instan

Ce and return it in the bindinglD component of the establishOperationalBindingResult.

The r@le that the DSA replying to the Establish Operational Binding operation assumes is indicated by the CHOIC

with t
defini

he options symmetric, roleA-initiates and roleB-initiates;”The semantics of the roles are defined as part
ion of the operational binding type. The ASN.1 type“of the CHOICE is determined by the ESTABLISH

inding

E type
of the
IMENT

PARAMETER of the responder's OP-BIND-ROLE information object class template. The CHOICE type is omifted if

establ
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shment of the operational binding type requires nd-establishment parameter from the responder.

Modify Operational Binding operation

[odify Operational Binding operation(is,used to modify an established operational binding. The right to mo
ted by the MODIFICATION INITIATOR field(s) within the definition of the operational binding type using t}
ROLE and OPERATIONAL-BINDING information object class templates.

bmponents of an operational binding that can be modified are the content of the agreement for the oper
g and its period of validity. Further, a modification parameter can be specified by the initiating rolg
ents of the operation-may be signed, encrypted, or signed and encrypted (see 17.3) by the requestor.
ted, the responder fmay sign, encrypt, or sign and encrypt the result.

modifyOperationalBinding OPERATION ::= {

IARGUMENT ModifyOperationalBindingArgument

RESULT ModifyOperationalBindingResult
ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-modifyOperationalBinding }

dify is
e OP-

htional
t. The
If so

ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

144

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingIlD [11 OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
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newAgreement [7] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,
securityParameters
[9] SecurityParameters OPTIONAL } }

The component bindingType states which type of operational binding is to be modified. The bindingType is taken from
the ID field of one of the instances of an operational binding type referenced by OpBindingSet. This set is a parameter of
ModifyOperationalBindingArgument, a parameterized type.

The identification of the operational binding instance to be modified is given by bindingID. The revised identifier of the
operational binding instance is given by newBindingID. The version component of newBindingID shall be greater than

that of birrdingtb-

The dptional component accessPoint is present if the initiator's access point for subsequent interactiomns)is
changpd.

The rq

defini

to be

le that the DSA issuing the Modify Operational Binding operation assumes is indicated by the’'CHOICE type with
the options symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined as part

of the

ion of the operational binding type. The ASN.1 type of the CHOICE is determinedby the MODIFICATION

PARAMETER of the initiator's OP-BIND-ROLE information object class template. The CHOICE type is omifted if

modifjcation of the operational binding type requires no modification parameter from the dnitiator.

The ¢
instan

The o
comp.

assum

If the

signed and encrypted (see 17.3) by the responder:

ModifyOperationalBindingResult ::= CHOICE

It is npt possible~for the responding DSA to return the modification parameter defined for its role to the modifi

initiat;

28.4

Modify Operational Binding operation succeeds, thesfollowing result is returned and, may be signed, encryp

null [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingIlD OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid Validity OPTIONAL,

COMPONENTS'OF CommonResultsSeq } }

DT,

Terminate Operational Binding operation

mponent newAgreement, if present, contains the modified terms of agreement.,governing the operational bjinding
e. The ASN.1 type for this parameter is defined by the AGREEMENT cfield of the OPERATIONAL-BINDING
information object class template of the operational binding type. If newAgreement is not present, the parameters
agreethent are not changed by the operation.

of the

ptional valid component may be used to indicate a revised period of validity for the altered agreement. If th¢ valid
nent is absent, the validFrom component is presumed to have‘the value now and the validUntil compomnent is
ed to be unchanged. If the validFrom component is present,and refers to an instant of time in the future, the qurrent
agreenent remains in effect until that time.

ted, or

cation

The Terminate Operational Binding operation is used to request the termination of an established operational binding
instance. The right to request termination is indicated by the TERMINATION INITIATOR field(s) within the definition of
the operational binding type using the OP-BIND-ROLE and OPERATIONAL-BINDING information object class
templates. The arguments of the operation may be signed, encrypted, or signed and encrypted (see 17.3) by the requestor.
If so requested, the responder may sign, encrypt, or sign and encrypt the result.

terminateOperationalBinding OPERATION ::= {

ARGUMENT TerminateOperationalBindingArgument

RESULT TerminateOperationalBindingResult
ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-terminateOperationalBinding }
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Termi

The ¢
from

paramieter of TerminateOperationalBindingArgument, a parameterized type.

The identification of the operational binding instance to be terminated is given by bindingID. The)version com]
presetlt in the bindingID is ignored.

The r
with
defini

PARAMETER of the initiator's OP-BIND-ROLE information object class templat€.) The CHOICE type is omi
termirjation of the operational binding type requires no termination parameter from. the initiator.

If the
If the

or sigihed and encrypted (see 17.3) by the responder:

Termi

It is rjot possible for the responding DSA to return the termination parameter defined for its role to the termi

initiat

28.5
An O

bindings. The parameter.of the error may be signed, encrypted, or signed and encrypted (see 17.3) by the respondet-.

opera

nateOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindinglD [11 OperationalBindingID,
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet}{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType})} OPTIONAL,
terminateAt [5] Time OPTIONAL,

securityParameters [6] SecurityParameters OPTIONAL }}

bmponent bindingType states which type of operational binding is to be terminated. The bindingType, 1§
he ID field of one of the instances of an operational binding type referenced by OpBindingSet\This s

le that the DSA issuing the Terminate Operational Binding operation assumes is indicated by the CHOIC
he options symmetric, roleA-initiates and roleB-initiates. The semantics of the\roles are defined as part
ion of the operational binding type. The ASN.1 type of the CHOICE is detérmined by the TERMINA

bperational binding is not to be terminated immediately, a delayed termination time can defined in terminate

Terminate Operational Binding operation succeeds, the following result is returned and, may be signed, enct

nateOperationalBindingResult ::= CHOICE {

null [0] NULL,

protected [11 OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

COMPONENTS OF CommonResultsSeq } } }

DT,

Operational Binding Error

berational Binding Eiror reports a problem related to the usage of operations for management of oper

tionalBindingError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED-SEQ {
OpBindingErrorParam }

taken
bt IS a

ponent

F type
of the
ATION
tted if

At.

ypted,

nation

htional

CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {

problem [0] ENUMERATED {
invalidlD (0),
duplicatelD (1),
unsupportedBindingType (2),
notAllowedForRole (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),
currentlyNotDecidable (9),
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bindingType [11 OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,

retryAt [3] Time OPTIONAL,

COMPONENTS OF CommonResultsSeq }

The values of problem have the following meanings:

a) invalidID: The operational binding ID given in the request is not known by the receiving DSA or is in the
wrong state for the requested operation.

b) duplicatelD: The operational binding ID given in the establishment request already exists at the
responder. This may be caused by a prior attempt to establish an operational binding instance when the
result was lost and initiator has repeated the establishment request.

c) unsupportedBindingType: The requested operational binding type is not supported by the DSA!

d) notAllowedForRole: A management operation on the operational binding instance has been requested
which is not allowed for the role that the requestor plays (e.g. a Terminate Operational Bindihg opg¢ration
has been issued by a DSA that takes a role which is not allowed to initiate theytermination pf the
operational binding instance).

e) parametersMissing: Any required establishment or termination parameters that-are defined for the type
of operational binding are missing.

f) roleAssignment: The requested role assignment for an asymmetric operational binding instance Has not
been accepted.

g) invalidStartTime: The specified starting time for the operational binding instance has not been accdpted.

h) invalidEndTime: The specified termination time for the eperational binding instance has not been
accepted.

i) invalidAgreement: The terms of agreement for the requested operational binding instance have ngt been
accepted. The terms of agreement that would be aeccepted by the responding DSA can be returped in
agreementProposal.

j)  currentlyNotDecidable: The DSA is not able to' decide on-line about the establishment or modification
of the requested operational binding instance:"A time when the request should be repeated can be given in
retryAt.

k) modificationNotAllowed: The Modify Operational Binding operation is rejected since modification is
not permitted for this binding instanee.

The bindingType component shall be the(same as that transmitted by the invoker of the failed operational bjinding
management operation.

The agreementProposal component shall only be used in response to an EstablishOperationalBinding operation to
propose a revised set of agreement parameters as described in 28.2.

The retryAt component shall’be’used only in conjunction with the problem value currentlyNotDecidable to indjcate a
time when the EstablishOperationalBinding or ModifyOperationalBinding operation should be retried.

The CommonResultsSeq component (see 7.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3) includes SecurityParameters.
The SecurityParaimeters component (see 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3) shall be included [in the
CommonResultsSeq if the parameter of the error is to be signed by the responder.

28.6 Operational Binding Management Bind and Unbind

The DSAOperationalBindingManagementBind and DSAOperationalBindingManagementUnBind operations, defined
in 28.6.1 and 28.6.2, are used by a DSA at the beginning and end of a particular period of operational binding
management activity.

Protection for the dSAOperationalBindingManagementBind and dSAOperationalBindingManagementUnbind shall
be equivalent to the protection applied to the DSABind and DSAUnbind operations.

NOTE — The credentials required for authentication may be carried by the Security Exchange Service Element (see ITU-T
Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

28.6.1 DSA Operational Binding Management Bind

A dSAOperationalBindingManagementBind operation is used to begin a period of operational binding management.

dSAOperationalBindingManagementBind OPERATION ::= directoryBind
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The components of the dSAOperationalManagementBind are identical to their counterparts in directoryBind
(see ITU-T Rec. X.511 | ISO/IEC 9594-3) with the following differences.

NOTE - The credentials required for authentication may be carried by the Security Exchange Service Element (see ITU-T
Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

28.6.1

.1 Initiator Credentials

The Credentials of the DirectoryBindArgument allows information identifying the AE-Title of the initiating DSA to be

sent to the responding DSA. The AE-title shall be in the form of a Directory Distinguished Name.

28.6.1

.2 Responder Credentials

The Credentials of the DirectoryBindResult allows information identifying the AE-Title of the responding DSA to be

sent tq

28.6.2
A dSA

dSAOQOperationalBindingManagementUnbind

There

+1 L) PO A—T1 ATt te] 1l LR | £ P o G L 1AL
UICT IIIUAUITS VO AL TIHT ALSUUC S1dIN UC U UIC TULHT O d JISUITZEUISIICU INAITIT,

DSA Operational Binding Management Unbind

\OperationalManagementUnbind operation is used to end a period of providing operational binding ‘managg

are no arguments, results or errors.

OPERATION

::=  directoryUnbind
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Object identifier usage
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(This annex forms an integral part of this Recommendation | International Standard)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which all non-

leaf nodes in the subtree are assigned names.

DEFINITIONS ::=

UsequDefinitions {joint-iso-itu-t ds(5) module(T) usefulDefinitions(0) 4}
BEGI

-- EXRORTS All --

-- The|types and values defined in this module are exported for use in the other ASN.1 modules contaitied
-- withfn the Directory Specifications, and for the use of other applications which will use them to access

-- Direlctory services. Other applications may use them for their own purposes, but this will not.constrain

-- extdnsions and modifications needed to maintain or improve the Directory service.

ID OBJECT IDENTIFIER

ds (D

{joint-iso-itu-t ds(5)}

-- catggories of information object --

moduje ID = {ds 1}
servigeElement ID =  {ds 2}
appligationContext ID = {ds 3}
attribyiteType ID = {ds 4}
attribyiteSyntax ID = {ds5}
objeciClass ID = {ds 6}
-- attributeSet ID = {ds 7}
algorithm ID = {ds 8}
abstractSyntax ID = {ds 9}
-- object Dy = {ds 10}
-- porf ID = {ds 11}
dsaOperationalAttribute ID = {ds 12}
matc}TingRule ID =  {ds 13}
knowledgeMatchingRule ID = {ds 14}
namefForm ID = {ds 15}
group ID = {ds 16}
subentry ID = {ds 17}
operational AttributeType ID = {ds 18}
operationalBinding ID = {ds 19}
schemaObjectClass ID = {ds 20}
schemaOperationalAttribute ID = {ds 21}
adminjistrativéRoles ID = {ds 23}
accessControlAttribute ID = {ds 24}
rosObjeet 1B = {dls-25}
contract ID = {ds 26}
package ID = {ds 27}
accessControlSchemes ID = {ds 28}
certificateExtension ID = {ds 29}
managementObject ID = {ds 30}
attributeValueContext ID = {ds 31}
-- securityExchange ID ;= {ds 32}
idmProtocol ID = {ds 33}
problem ID = {ds 34}
notification ID = {ds 35}
matchingRestriction ID ;= {ds 36} -- None are currently defined by this specification
controlAttributeType ID = {ds 37}
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-- modules --

usefulDefinitions ID = {module usefulDefinitions(0) 4}
informationFramework ID = {module informationFramework(1) 4}
directoryAbstractService ID :=  {module directoryAbstractService(2) 4}
distributedOperations ID ;= {module distributedOperations(3) 4}
protocolObjectldentifiers ID :=  {module protocolObjectldentifiers(4) 4}
selectedAttributeTypes ID = {module selectedAttributeTypes(5) 4}
selectedObjectClasses ID = {module selectedObjectClasses(6) 4}
authenticationFramework ID :=  {module authenticationFramework(7) 4}
algorithmObjectldentifiers ID :=  {module algorithmObjectldentifiers(8) 4}
directoryObjectldentifiers ID ;= {module directoryObjectldentifiers(9) 4}
upperBounds ID = {module upperBounds(10) 4}

dap ID = {module dap(11) 4}

dsp D = {module dsp(12) 4}
distributedDirectoryOIDs ID =  {module distributedDirectoryOIDs(13) 4}
directoryShadowOIDs ID = {module directoryShadowOIDs(14) 4}
directoryShadowAbstractService ID = {module directoryShadowAbstractService(15).4}
disp ID ;= {module disp(16) 4}

dop ID = {module dop(17) 4}
opBindingManagement ID :=  {module opBindingManagement(18) 4}
opBindingOIDs ID :=  {module opBindingOIDs(19) 4}
hierarchicalOperationalBindings ID = {module hierarchicalOperationalBindings(20) 4}
dsaOperationalAttributeTypes ID = {module dsaOperationalAttribute Fypes(22) 4}
schemaAdministration ID ;= {module schemaAdministration(23) 4}
basicAccessControl ID = {module basicAccessControl(24) 4}
directoryOperationalBindingTypes ID :=  {module directoryOperationalBindingTypes(25) 4}
certificateExtensions ID ;= {module certificateExtensions(26) 4}
directoryManagement ID =  {module directoryManagement(27) 4}
enharjcedSecurity ID ;= {module enhancedSecurity (28) 4}

-- diregtorySecurityExchanges ID ;= {module directorySecurityExchanges (29) 4}
iDMProtocolSpecification ID = {module iDMProtocolSpecification(30) 4 }
directporylDMProtocols ID ;= {module directorylDMProtocols(31) 4 }
attribyiteCertificateDefinitions ID = {moduledattributeCertificateDefinitions(32) 4}
servigeAdministration ID = {module serviceAdministration(33) 4}

-- the following defintion is for a module that holds externallydefined schema elements not defined

-- usinig formal ASN.1 notation (see latest version of Implethéntor's Guide)

externalDefinitions ID = “{module externalDefinitions(34) }

-- synonyms --

id-oc ID :=  objectClass

id-at ID = attributeType

id-as ID :=  abstractSyntax

id-mr ID :=  matchingRule

id-nf ID = nameForm

id-sc ID :=  subentry

id-oa ID :=  operationalAttributeType

id-ob ID :=  operationalBinding

id-dog ID := dsaOperational Attribute

id-kmf ID = knowledgeMatchingRule

id-sod ID := schemaObjectClass

id-so ID :=  schemaOperationalAttribute

id-ar ID := administrativeRoles

id-ac ID := accessControlAttribute

id-ac 1D ;= applicationContext

id-rosObject ID ;= rosObject

id-contract ID = contract

id-package ID :=  package

id-acScheme ID := accessControlSchemes

id-ce ID = certificateExtension

id-mgt ID :=  managementObject

id-avc ID ;=  attributeValueContext

-- id-se ID ;= securityExchange

id-idm ID :=  idmProtocol

id-pr ID :=  problem

id-not ID := notification

id-mre ID :=  matchingRestriction

id-cat ID :=  controlAttributeType
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-- obsolete module identifiers --

-- usefulDefinition ID = {module 0}
- informationFramework ID ;= {module 1}
-- directoryAbstractService ID = {module 2}
- distributedOperations ID = {module 3}
-- protocolObjectldentifiers ID = {module 4}
-- selectedAttribute Types ID ;= {module 5}
-- selectedObjectClasses ID ;= {module 6}
-- authenticationFramework ID ;= {module 7}
-- algorithmObjectldentifiers ID ;= {module 8}
-- directoryObjectidentifiers ID ;= {module 9}
- upperBounds 1D ;= {module 10}
- dap ID = {module 11}
-- dsp ID ;= {module 12}
-- distributedDirectoryObjectldentifiers ID = {module 13}

-- unused module identifiers --

-- directoryShadowOIDs ID = {module 14}
- directoryShadowAbstractService ID = {module 15}
-- disp ID = {module 16}
-- dop ID = {module 17}
-- opBindingManagement ID = {module 18}
-- opBindingOIDs ID = {module 19}
-- hierarchicalOperationalBindings ID = {module 20}
- dsaOperationalAttribute Types ID = {module 22}
-- schemaAdministration ID »= {module 23}
- basicAccessControl ID = {module 24}
- operationalBindingOIDs ID = {module 25}

END |- UsefulDefinitions
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Annex B

Information Framework in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type, value and macro definitions contained in this Directory
Specification. The definitions form the ASN.1 module InformationFramework.

-- EXRORTS All --

-- The|types and values defined in this module are exported for use in the other ASN.1 modules contained
-- withfn the Directory Specifications, and for the use of other applications which will use them to access

-- Direictory services. Other applications may use them for their own purposes, but this will not constrain

-- extdnsions and modifications needed to maintain or improve the Directory service.

IMPORTS

-- from) ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, id-ar, id-at, id-mr, id-nf, id-oa, id-oc, id-s¢;
selectedAttributeTypes, serviceAdministration, upperBounds

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1).usefulDefinitions(0) 4}

SearchRule
FROM ServiceAdministration serviceAdministration

-- fromy ITU-T Rec. X.511 | ISO/IEC 9594-3

TypeAndContextAssertion
FROM DirectoryAbstractService directoryAbstractService

-- fromy ITU-T Rec. X.520 | ISO/IEC 9594-6
booleanMatch, commonName;:DirectoryString {}, generalizedTimeMatch,
generalizedTimeOrderingMatch, integerFirstComponentMatch, integerMatch,
integerOrderingMatch, objectldentifierFirstComponentMatch

FROM SelectedAttributeTypes selectedAttributeTypes

ub-search
FROM UpperBounds upperBounds ;

-- attripute data types --

Attribute 4:5 SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
valuesWithContext SET SIZE (1 .. MAX) OF SEQUENCE {
value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

AttributeType ::= ATTRIBUTE.&id
AttributeValue ::= ATTRIBUTE.&Type
Context ::= SEQUENCE {
contextType CONTEXT.&id ({SupportedContexts}),

contextValues  SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }
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AttributeValueAssertion ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{@type}),
assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }
ContextAssertion ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF

CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

AttributeTypeAssertion ::= SEQUENCE {
i s})

[L)Lp.e ATTRIBUTE.&id ({SupportedAttribute
assertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL }

-- Definition of the following information object set is deferred, perhaps to standardized
-- proffles or to protocol implementation conformance statements. The set is required to
-- spegify a table constraint on the values component of Attribute, the value component
-- of Aftribute TypeAndValue, and the assertion component of AttributeValueAssertion.

SupportedAttributes ATTRIBUTE ::= { objectClass | aliasedEntryName, ... }
-- Definition of the following information object set is deferred, perhaps to standardized
-- proffles or to protocol implementation conformance statements. The set is required.to

-- spetify a table constraint on the context specifications

SupportedContexts CONTEXT ::= {...}

-- nanling data types --

Name| ::= CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName
DistinguishedName ::= RDNSequence
RelativeDistinguishedName ::= SET SIZE-(1.:MAX) OF AttributeTypeAndDistinguishedValue
AttribputeTypeAndDistinguishedValue'::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type({SupportedAttributes}{@type}),
primaryDistinguished ~BOOLEAN DEFAULT TRUE,
valuesWithContext SET SIZE (1..MAX) OF SEQUENCE {

contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

-- Subiree data types=-

SubtreeSpecification ::= SEQUENCE {

distingAttrValue [0] ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPTIONAL,

base [0] LocalName DEFAULT {},
COMPONENTS OF ChopSpecification,
specificationFilter  [4] Refinement OPTTONAL

-- empty sequence specifies whole administrative area
LocalName ::= RDNSequence

ChopSpecification ::= SEQUENCE {
specificExclusions [11 SET SIZE (1..MAX) OF CHOICE {

chopBefore [0] LocalName,

chopAfter [11 LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)
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Refinement ::= CHOICE {

item [0] OBJECT-CLASS.&id,
and [11 SET OF Refinement,
or [2] SET OF Refinement,
not [3] Refinement}

-- OBJECT-CLASS information object class specification --

OBJECT-CLASS ::= CLASS{
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH|SYNTAX {

[ SUBCLASS OF &Superclasses ]

[ KIND &kind ]

[ MUST CONTAIN &MandatoryAttributes ]

[ MAY CONTAIN &OptionalAttributes ]

ID &id }

ObjectClassKind ::= ENUMERATED {
abstract  (0),
structural (1),
auxiliary (2) }

-- objdct classes --

top QBJECT-CLASS ::= {

KIND abstract
MUST CONTAIN { objectClass }
ID id-oc-top }

alias |OBJECT-CLASS ::= {

SUBCLASS OF {top}

MUST CONTAIN { aliasedEntryName }
ID id-oc-alias }

parent OBJECT-CLASS ::= {

KIND abstract

ID id-oc-parent }
child |OBJECT-CLASS := {

KIND auxiliary

ID id-oc-child }

-- ATTIRIBUTE information object class specification --

ATTR|BUTE ::="CLASS {

&derivation ATTRIBUTE OPTIONAL,
&Type OPTIONAL, -- either &Type or &derivation required --
&equality-match MATCHING-RULE OPTIONAL,
&ordering-match MATCHING-RULE OPTIONAL
&substrings-match MATCHING-RULE OPTIONAL,
&single-valued BOOLEAN DEFAULT FALSE,
&collective BOOLEAN DEFAULT FALSE,
-- operational extensions --
&no-user-modification BOOLEAN DEFAULT FALSE,
&usage AttributeUsage DEFAULT userApplications,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
[ SUBTYPE OF &derivation ]
[ WITH SYNTAX &Type ]

[ EQUALITY MATCHING RULE &equality-match ]

[ ORDERING MATCHING RULE &ordering-match ]

[ SUBSTRINGS MATCHING RULE &substrings-match ]
[ SINGLE VALUE &single-valued ]
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[ COLLECTIVE &collective ]
[ NO USER MODIFICATION &no-user-modification ]
[ USAGE &usage ]
ID &id }
AttributeUsage ::= ENUMERATED {
userApplications (0),

directoryOperation (1),
distributedOperation (2),

dSAOperation 3)}
-- attributes --
objeciClass ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE
ID

aliasedEntryName ATTRIBUTE ::={

-- MA]

MAT(

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

ID

OBJECT IDENTIFIER
objectldentifierMatch
id-at-objectClass }

DistinguishedName
distinguishedNameMatch
TRUE
id-at-aliasedEntryName }

[CHING-RULE information object class specification --

HING-RULE ::= CLASS {
&ParentMatchingRules
&AssertionType
&uniqueMatchindicator
&id

MATCHING-RULE OPTIONAL,
OPTIONAL,
ATTRIBUTE OPTIONAL,

OBJECT IDENTIFIER UNIQUE }

WITH|SYNTAX {
[ PARENT &ParentMatchingRules ]
[ SYNTAX &AssertionType ]
[ UNIQUE-MATCH-INDICATOR &uniqueMatchindicator ]
ID &id }

-- mat

Ching rules --

objectldentifierMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

distinguishedNameMatch, IMATCHING-RULE ::= {
SYNTAX DistinguishedName
ID id-mr-distinguishedNameMatch }

MAPRING-BASED-MATCHING

{ SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule } ::=

CLASE {
&selectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,
&subtypesincluded BOOLEAN DEFAULT TRUE,
&combinable BOOLEAN (combinable),
&mappingResults MappingResult OPTIONAL,
&userControl BOOLEAN DEFAULT FALSE,
&exclusive BOOLEAN DEFAULT TRUE,
&matching-rule MATCHING-RULE (matchingRule),
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
[ SELECT BY &selectBy ]

APPLICABLE TO

[ SUBTYPES INCLUDED
COMBINABLE

[ MAPPING RESULTS

[ USER CONTROL

&ApplicableTo
&subtypesincluded ]
&combinable
&mappingResults ]
&userControl ]
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[ EXCLUSIVE
MATCHING RULE
ID

&exclusive ]
&matching-rule
&id }

-- NAME-FORM information object class specification --

NAME-FORM ::= CLASS {

&namedObjectClass OBJECT-CLASS,
&MandatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {

NAMES &namedObjectClass

ID &id }

WITH ATTRIBUTES &MandatoryAttributes
[ AND OPTIONALLY &OptionalAttributes ]

-- STRUCTURE-RULE class and DIT structure rule data types --

STRUICTURE-RULE ::= CLASS {
&nameForm
&SuperiorStructureRules
&id

WITH|SYNTAX {

NAME FORM

[ SUPERIOR RULES

ID

DITStructureRule ::= SEQUENCE {
ruleldentifier

nameForm
lsuperiorStructureRules
Rulel

entifier ::= INTEGER

NAME-FORM,
STRUCTURE-RULE OPTIONAL,
Ruleldentifier }

&nameForm
&SuperiorStructureRules ]
&id }

Ruleldentifier ,

-- shall be unique within the scepe of the subschema
NAME-FORM.&id,

SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL }

-- COINTENT-RULE class and DIT content rule data types --

CONTENT-RULE ::= CLASS {
&structuralClass
&Auxiliaries
&Mandatory

&Optional

&Precluded
WITH([SYNTAX {

[ MUST CONTAIN
[ MAY CONTAIN
[ MUST-NOT CONTAIN

DITCgntentRule ::= SEQUENCE {

OBJECT-CLASS UNIQUE,
OBJECT-CLASS OPTIONAL,
ATTRIBUTE OPTIONAL,
ATTRIBUTE OPTIONAL,
ATTRIBUTE OPTIONAL }

STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES  &Auxiliaries ]

&Mandatory ]
&Optional ]
&Precluded ] }

stfucturalObjectClass OBJECT-CLASS.&id,

auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,

mandatory [11 SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

precluded [31 SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }
CONTEXT ::= CLASS {

&Type,

&Assertion OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
WITH SYNTAX  &Type
[ ASSERTED AS &Assertion
ID &id }

]
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DITContextUse ::= SEQUENCE {

attributeType ATTRIBUTE.&id,

mandatoryContexts [11 SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }
DIT-CONTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id UNIQUE,

&Mandatory CONTEXT OPTIONAL,

&Optional CONTEXT OPTIONAL }
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ MANDATORY CONTEXTS &Mandatory ]
[ OPTIONAL CONTEXTS &Optional ] }

-- system schema information objects --
-- objdct classes --

subentry OBJECT-CLASS ::={
SUBCLASS OF {top}

KIND structural

MUST CONTAIN { commonName | subtreeSpecification }

ID id-sc-subentry }
subentryNameForm NAME-FORM ::= {

NAMES subentry

WITH ATTRIBUTES { commonName }

ID id-nf-subentryNameForm }
accesisControlSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-accessControlSubentry }

collegtiveAttributeSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-collectiveAttributeSubentry }
contextAssertionSubentry OBJECT-CLASS ::= {

[I((IND auxiliary

MUST CONTAIN {contextAssertionDefaults}

ID id-sc-contextAssertionSubentry }
servigeAdminSubentry OBJECT-CLASS-::= {

KIND auxiliary

MUST CONTAIN { searchRules }

ID id-sc-serviceAdminSubentry }

-- attriputes --

subtr¢eSpecification. ATTRIBUTE ::= {

WITH SYNTAX  SubtreeSpecification
USAGE directoryOperation

ID id-oa-subtreeSpecification }

administrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-administrativeRole }

createTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-createTimestamp }
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modifyTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-modifyTimestamp }
subschemaTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalized IimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-subschemaTimestamp }

creatgrsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-creatorsName }

modiffersName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-modifiersName }

subsghemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaSubentryList }
accessControlSubentrykist /ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER.MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-accessControlSubentryList }

colleqgtiveAttributeSubentrylList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-collectiveAttributeSubentryList }
contextDefaultSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-contextDefaultSubentryList }

158 ITU-T Rec. X.501 (02/2001 E)


https://standardsiso.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

serviceAdminSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

hasSubordinates ATTRIBUTE ::={

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-serviceAdminSubentryList }

BOOLEAN
booleanMatch
TRUE

TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }
collegtiveExclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectldentifierMatch

USAGE directoryOperation

ID id-oa-collectiveExclusions }

conte

searc

Searc

hierar

Hierar

hierar

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

Rules ATTRIBUTE ::={
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION

USAGE

ID

chyLevel ::= INTEGER
chyBelow ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY'MATCHING RULE

ktAssertionDefaults ATTRIBUTE ::= {

TypeAndContextAssertion
objectldentifierFirstComponentMatch
directoryOperation
id-oa-contextAssertionDefault }

SearchRuleDescription
integerFirstComponentMatch
directoryOperation

ID id-oa-searchRules }

hRuleDescription ::= SEQUENCE {

COMPONENTS OF SearchRule,

name [28] SET SIZE (1 .. MAX)OF DirectoryString { ub-search } OPTIONAL,
description [29] DirectoryString {ub-search } OPTIONAL }

chyLevel ATTRIBUTE ::= {

HierarchyLevel
integerMatch
integerOrderingMatch
TRUE

TRUE
directoryOperation
id-oa-hierarchyLevel }

HierarchyBelow
booleanMatch

HierarchyBelow

hierar

SINGLE:VALUE TRUE

NO'USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hierarchyBelow }

::= BOOLEAN

chyParent ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

USAGE

ID

-- object identifier assignments --

DistinguishedName
distinguishedNameMatch
TRUE

directoryOperation
id-oa-hierarchyParent }
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-- object classes --

id-oc-top OBJECT IDENTIFIER := {id-oc 0}
id-oc-alias OBJECT IDENTIFIER := {id-oc 1}
id-oc-parent OBJECT IDENTIFIER ::= {id-oc 28}
id-oc-child OBJECT IDENTIFIER := {id-oc 29}
-- attributes --

id-at-objectClass OBJECT IDENTIFIER := {id-at 0}
id-at-aliasedEntryName OBJECT IDENTIFIER := ({id-at1}
-- matching rules --

id-mr{objectldentifierMatch OBJECT IDENTIFIER = {id-mr 0}
id-mr{distinguishedNameMatch OBJECT IDENTIFIER := {id-mr 1}
-- operational attributes --

id-oa-excludeAllCollectiveAttributes OBJECT IDENTIFIER ::= {id-oa 0}
id-oa-createTimestamp OBJECT IDENTIFIER := {id-oa 1}
id-oa-modifyTimestamp OBJECT IDENTIFIER ::= {id-oa 2}
id-oa-creatorsName OBJECT IDENTIFIER = {id-oa 3}
id-oa-modifiersName OBJECT IDENTIFIER = {id-oa 4}
id-oa-administrativeRole OBJECT IDENTIFIER ::= {id-oa 5}
id-oa-subtreeSpecification OBJECT IDENTIFIER =  {id-oa 6}
id-oa-collectiveExclusions OBJECT IDENTIFIER ::= ({id-0a'7}
id-oa-subschemaTimestamp OBJECT IDENTIFIER = {id-oa 8}
id-oa-hasSubordinates OBJECT IDENTIFIER ::=_{ {id-oa 9}
id-oa-subschemaSubentryList OBJECT IDENTIFIER = {id-oa 10}
id-oa-accessControlSubentryList OBJECT IDENTIFIER , = {id-oa 11}
id-oa-collectiveAttributeSubentryList OBJECT IDENTIFIER “\":=  {id-oa 12}
id-oa-contextDefaultSubentryList OBJECT IDENTIFIERY ::= {id-oa 13}
id-oa-tontextAssertionDefault OBJECT IDENTIFIER = {id-oa 14}
id-oa-serviceAdminSubentryList OBJECT IDENTIFIER ::= {id-oa 15}
id-oa-searchRules OBJECT IDENTIFIER := {id-oa 16}
id-oa-hierarchyLevel OBJECT.IDENTIFIER := {id-oa 17}
id-oa-hierarchyBelow OBJECT-IDENTIFIER = {id-oa 18}
id-oa-hierarchyParent OBJECT IDENTIFIER = {id-oa 19}
-- subgntry classes --

id-sc-subentry OBJECT IDENTIFIER := {id-sc 0}
id-sc-accessControlSubentry OBJECT IDENTIFIER ::= {id-sc 1}
id-sc-rollectiveAttributeSubentry OBJECT IDENTIFIER ::= {id-sc 2}
id-sc-contextAssertionSubentry OBJECT IDENTIFIER = {id-sc 3}
id-sc-serviceAdminSubentry OBJECT IDENTIFIER = {id-sc 4}
-- Naie forms ->

id-nf-subentryNameForm OBJECT IDENTIFIER = {id-nf 16}
-- administrative roles --

id-ar-autonomousArea OBJECT IDENTIFIER ::= {id-ar 1}
id-ar-accessControlSpecificArea OBJECT IDENTIFIER ::= {id-ar 2}
id-ar-accessControlinnerArea OBJECT IDENTIFIER ::= {id-ar 3}
id-ar-subschemaAdminSpecificArea OBJECT IDENTIFIER = {id-ar 4}
id-ar-collectiveAttributeSpecificArea OBJECT IDENTIFIER = {id-ar 5}
id-ar-collectiveAttributelnnerArea OBJECT IDENTIFIER ::= {id-ar 6}
id-ar-contextDefaultSpecificArea OBJECT IDENTIFIER ::= {id-ar 7}
id-ar-serviceSpecificArea OBJECT IDENTIFIER = {id-ar 8}

END -- InformationFramework
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Annex C

SubSchema Administration Schema in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined in
clause 15 in the form of an ASN.1 module, SchemaAdministration.

-- EXRORTS All --

-- Theltypes and values defined in this module are exported for use in the other ASN.1 modules contained
-- withfn the Directory Specifications, and for the use of other applications which will use them to a¢cess

-- Directory services. Other applications may use them for their own purposes, but this will not constrain

-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- fromy ITU-T Rec. X.501 | ISO/IEC 9594-2

id-soa, id-soc, informationFramework, selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

IATTRIBUTE, AttributeUsage, CONTEXT, DITContentRule, D StructureRule, MATCHING-RULE,
NAME-FORM, OBJECT-CLASS, ObjectClassKind, objectldentifierMatch
FROM InformationFramework informationFramework

-- from} ITU-T Rec. X.520 | ISO/IEC 9594-6

DirectoryString {}, integerFirstComponentMatch, integerMatch,
objectldentifierFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes

ub-schema
FROM UpperBounds upperBounds;

-- typds --

DITStructureRuleDescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,

name [11 SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }
DITContehtRuleDescription = SEQUENCE {
COMPONENTS OF DITContentRule,
name [4] SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }
MatchingRuleDescription ::= SEQUENCE {
identifier MATCHING-RULE.&:id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] DirectoryString { ub-schema } OPTIONAL }

-- describes the ASN.1 syntax
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Name|

Name|

MatcHingRuleUseDescription
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uteTypeDescription
identifier
name
description
obsolete
information [0]
uteTypelnformation
derivation
equalityMatch
orderingMatch
substringsMatch
attributeSyntax
collective
userModifiable
application

tClassDescription
identifier

name

description
obsolete
information [0]
tClassIinformation
subclassOf

kind

mandatories
optionals

[3]
[4]
FormDescription ::=
identifier

name

description
obsolete

information
rormlnformation H
subordinate
namingMandatories
namingOptionals

[0]

::= SEQUENCE {
ATTRIBUTE.&id,
SET SIZE (1..MAX) OF DirectoryString { ub-schema} OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,
BOOLEAN DEFAULT FALSE,
AttributeTypelnformation }

;== SEQUENCE ({
[0] ATTRIBUTE.&id OPTIONAL,

[11 MATCHING-RULE.&id OPTIONAL,
[2] MATCHING-RULE.&id OPTIONAL,
[31 MATCHING-RULE.&id OPTIONAL,

[4] DirectoryString { ub-schema }JOPTIONAL,

N DEFAULT TRUE
[6] BOOLEAN DEFAULT FALSE,
[71 BOOLEAN DEFAULT TRUE,

AttributeUsage DEFAULT userApplications}

::= SEQUENCE ({

OBJECT-CLASS.&id,

SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,

BOOLEAN DEFAULT FALSE,
ObjectClassinformation }

;= SEQUENCE ({
SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
ObjectClassKind DEFAULT structural,
SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

SEQUENCE {
NAME-FORM.&id,
SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,
BOOLEAN DEFAULT FALSE,
NameForminformation}

SEQUENCE {
OBJECT-CLASS &id,
SET OF ATTRIBUTE.&id,
SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

;22 SEQUENCE {

identifier MATCHING-RULE.&:id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] SET OF ATTRIBUTE.&id }

ContextDescription ::= SEQUENCE {
identifier CONTEXT.&id,
name SET SIZE (1..MAX) OF DirectoryString {ub-schema} OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLCEAN DEFAULT FALSE,
information [0] Contextinformation }

Contextinformation

DITContextUseDescription

162

syntax
assertionSyntax

identifier
name
description
obsolete
information

[0]

;= SEQUENCE {

DirectoryString { ub-schema },
DirectoryString { ub-schema } OPTIONAL }

::= SEQUENCE {
ATTRIBUTE.&id,
SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,
BOOLEAN DEFAULT FALSE,
DITContextUselnformation }
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DITContextUselnformation ::= SEQUENCE {
mandatoryContexts [11 SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

-- object classes --

subschema OBJECT-CLASS ::= {

KIND auxiliary

MAY CONTAIN {
dITStructureRules |
nameForms |
diTContentRules |

objectCiasses
attributeTypes |
contextTypes |
diTContextUse |
matchingRules |
matchingRuleUse }

ID id-soc-subschema }

-- attributes --

dITStructureRules ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

diTCantentRules ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

matchingRules ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

attribyteTypes ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

objectClasses ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE

USAGE
ID

DITStructureRuleDescription
integerFirstComponentMatch
directoryOperation
id-soa-dITStructureRule }

DITContentRuleDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-dITContentRules }

MatchingRuleDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-matchingRules }

AttributeTypeDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-attributeTypes }

ObjectClassDescription
objectldentifierFirstComponentMatch
directoryOperation

id-soa.objectClasses}

nameForms ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

matchingRuleUse ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

NameFormDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-nameForms }

MatchingRuleUseDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-matchingRuleUse }
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structuralObjectClass ATTRIBUTE ::= {
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WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

OBJECT IDENTIFIER
objectldentifierMatch

TRUE

TRUE

directoryOperation
id-soa-structuralObjectClass }

governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-governingStructureRule }

contextTypes ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

dITCantextUse ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

ContextDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-contextTypes }

DITContextUseDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-dITContextUse }

-- objdct identifier assignments --
-- schéma object classes --
id-sog¢-subschema

-- schéma operational attributes --

id-sogd-dITStructureRule
id-sogd-dITContentRules
id-sog-matchingRules
id-sog-attributeTypes
id-sogd-objectClasses
id-sogd-nameForms
id-sog-matchingRuleUse
id-sog-structuralObjectClass
id-sog-governingStructureRule
id-sog-contextTypes
id-sogd-dITContextUse

- SchemaAdministration

END

OBJECT IDENTIFIER := {id-soc 1}
OBJECT IDENTIFIER := {id-soa 1}
OBJECT IDENTIFIER := {id-soa 2}
OBJECT IDENTIFIER := {id-soa 4}
OBJECT IDENTIFIER {id-soa 5}
OBJECT IDENTIFIER := {id-soa 6}
OBJECT IDENTIFIER {id-soa 7}
OBJECT IDENTIFIER := {id-soa 8}
OBJECT IDENTIFIER := {id-soa 9}
OBJECT IDENTIFIER := {id-soa 10}
OBJECT IDENTIFIER := {id-soa 11}
OBJECT IDENTIFIER := {id-soa 12}

164 ITU-T Rec. X.501 (02/2001 E)



https://standardsiso.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

Annex D

Service Administration in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined in
clause 16 in the form of an ASN.1 module, ServiceAdministration.

-- EXRORTS All --

-- The|types and values defined in this module are exported for use in the other ASN.1 modules contained
-- withfn the Directory Specifications, and for the use of other applications which will use them to access

-- Directory services. Other applications may use them for their own purposes, but this will not constrain

-- extansions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, informationFramework
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

IATTRIBUTE, AttributeType, CONTEXT, MATCHING-RULE, OBJECT-CLASS,
SupportedAttributes, SupportedContexts
FROM InformationFramework informationFramework

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3
FamilyGrouping, FamilyReturn, HierarchySelections, SearchControlOptions,

ServiceControlOptions
FROM DirectoryAbstractService directoryAbstractService ;

-- typds --

SearchRule ::= SEQUENCE {
COMPONENTS OF SearchRuleld,
serviceType [11 OBJECT IDENTIFIER OPTIONAL,
userClass [2] INTEGER OPTIONAL,
inputAttributeTypes [31 SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination [4] AttributeCombination DEFAULT and : { }
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaultControls [6] ControlOptions OPTIONAL,
mandatoryControls [71 ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxation [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT "111'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL }

SearchRuleld ::= SEQUENCE {
id INTEGER,
dmdid [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }

ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }
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RequestAttribute ::= SEQUENCE {

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [11 SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType })} OPTIONAL,
contexts [31 SEQUENCE SIZE (0..MAX) OF ContextProfile = OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and : {},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL }

ContextProfile ::= SEQUENCE {

contextType CONTEXT.&id({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion
({SupportedContexts}{@contextType}) OPTIONAL }

ContextCombination ::= CHOICE {
1context [0] CONTEXT.&id({SupportedContexts}),

and [11 SEQUENCE OF ContextCombination,

or [2] SEQUENCE OF ContextCombination,

not [3] ContextCombination }
MatcHingUse ::= SEQUENCE {

restrictionType MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),

restrictionValue MATCHING-RESTRICTION.&Restriction

({SupportedMatchingRestrictions}{@restrictionType}) }

-- Definition of the following information object set is deferred, perhaps toStandardized
-- profiles or to protocol implementation conformance statements. The Set Is required to
-- spetify a table constraint on the components of SupportedMatchingRestrictions
SupportedMatchingRestrictions MATCHING-RESTRICTION(::= { ...}
AttributeCombination ::= CHOICE {

attribute [0] AttributeType,

and [11 SEQUENCE OF)AttributeCombination,

or [2] SEQUENCE OF AttributeCombination,

not [31 AttributeCombination }
ResultAttribute ::= SEQUENCE {

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),

outputValues CHOICE {

selectedValues SEQUENCE OF ATTRIBUTE.&Type

Contr

({ SupportedAttributes }{ @attributeType }),
matchedValuesOnly = NULL } OPTIONAL,

Entry

contexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }
plOptions ::= SEQUENCE {
serviceControls [0] ServiceControlOptions DEFAULT { },
searchOptions [11 SearchControlOptions DEFAULT { searchAliases },
hierarchyOptions [2] HierarchySelections  OPTIONAL }
Limit ::= SEQUENCE {
default INTEGER,
max INTEGER }

RelaxationPolicy ::= SEQUENCE {
basic [0] MRMapping DEFAULT {},
tightenings [11 SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1}

MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
substitution [11 SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL }
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Mapping ::= SEQUENCE {
mappingFunction

OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an
-- object identifier of a mapping-based matching algorithm -- } ),

AttributeType,
MATCHING-RULE.&id OPTIONAL,

level INTEGER DEFAULT 0}
MRSubstitution ::= SEQUENCE {

attribute

oldMatchingRule [0]

newMatchingRule [11

-- ASN.1 information object classes --

SEARCH-RULE ::= CLASS {

MATCHING-RULE.&id OPTIONAL }

admdid OBJECT IDENTIFIER,
&serviceType OBJECT IDENTIFIER OPTIONAL,
&userClass INTEGER OPTIONAL,
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mandatoryControls ControlOptions OPTIONAL,
&searchRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL,
&familyReturn FamilyReturn OPTIONAL,
&additionalControl AttributeType OPTIONAL,
&relaxation RelaxationPolicy OPTIONAL,
&allowedSubset AllowedSubset DEFAULT '111'B,
&imposedSubset ImposedSubset OPTIONAL,
&entryLimit EntryLimit OPTIONAL,
&id INTEGER UNIQUE }
WITH([SYNTAX {
DMD ID &dmdlid
[ SERVICE-TYPE &serviceType ]
[ USER-CLASS &userClass ]
[ INPUT ATTRIBUTES &InputAttributeTypes]
[ COMBINATION &combination ]
[ OUTPUT ATTRIBUTES&OutputAttributeTypes™]
[ DEFAULT CONTROL &defaultControls ]
[ MANDATORY CONTROL &mandatoryControls ]
[ SEARCH-RULE CONTROL &searchRuleControls ]
[ FAMILY-GROUPING &familyGrouping ]
[ FAMILY-RETURN &familyReturn ]
[ ADDITIONAL CONTROL &additionalControl ]
[ RELAXATION &relaxation ]
[ ALLOWED SUBSET &allowedSubset ]
[ IMPOSED SUBSET &imposedSubset ]
[ ENTRY LIMIT &entryLimit ]
ID &id }
REQUEST-ATTRIBUTE ::= CLASS {

&attributeType ATTRIBUTE.&id,
&SelectedValues ATTRIBUTE.&Type OPTIONAL,
&DefaultValues SEQUENCE {

entryType OBJECT-CLASS.&id OPTIONAL,

V;
&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,

&includeSubtypes

}
WITH SYNTAX {
ATTRIBUTE TYPE
[ SELECTED VALUES
[ DEFAULT VALUES
[ CONTEXTS
[ CONTEXT COMBINATION
[ MATCHING USE
[ INCLUDE SUBTYPES

BOOLEAN

&attributeType
&SelectedValues ]
&DefaultValues ]
&contexts ]
&contextCombination ]
&MatchingUse ]
&includeSubtypes ] }

ISO/IEC 9594-2:2001 (E)

DEFAULT FALSE
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RESULT-ATTRIBUTE ::= CLASS {

&attributeType ATTRIBUTE.&id,

&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly = NULL } OPTIONAL,

&contexts ContextProfile OPTIONAL }

WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ OUTPUT VALUES &outputValues ]

[ CONTEXTS &contexts ]}

MATCHING-RESTRICTION ::= CLASS {

&Restrietion;

&Rules MATCHING-RULE.&id,

&id OBJECT IDENTIFIER UNIQUE }
WITH|SYNTAX {

RESTRICTION &Restriction

RULES &Rules

ID &id }
END |- ServiceAdministration
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Annex E

Basic Access Control in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.I module BasicAccessControl.

(‘nnfrnl(?d) 4}

-- EXRORTS All --

-- The|types and values defined in this module are exported for use in the other ASN.1 modules contained
-- withfn the Directory Specifications, and for the use of other applications which will use them to access

-- Direictory services. Other applications may use them for their own purposes, but this will not constrain

-- extdnsions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2
directoryAbstractService, id-aca, id-acScheme, informationFramework;
selectedAttributeTypes, upperBounds

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}
IATTRIBUTE, AttributeType, ContextAssertion, DistinguishedName, MATCHING-RULE,
objectldentifierMatch, Refinement, SubtreeSpecification,, SupportedAttributes

FROM InformationFramework informationFramework
-- from ITU-T Rec. X.511 | ISO/IEC 9594-3

Filter
FROM DirectoryAbstractService directoryAbstractService

-- from) ITU-T Rec. X.520 | ISO/IEC 9594-6
DirectoryString{}, directoryStringFirstComponentMatch, NameAndOptionalUID,

Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

ub-tag
FROM UpperBounds upperBounds ;
-- typds --
AClltdm ::= SEQUENCE ({
identificationTag DirectoryString { ub-tag },
precedence Precedence,
authenticationLevel AuthenticationLevel,
|itemo|:| JserFirst CHOICE {
itemFirst [0] SEQUENCE {
protecteditems Protectedltems,
itemPermissions SET OF ItemPermission },
userFirst [11 SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission } } }

Precedence ::= INTEGER (0..255)

Protecteditems ::= SEQUENCE {

entry [0] NULL OPTIONAL,
allUserAttributeTypes [11 NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allAttributeValues [31 SET SIZE (1..MAX) OF AttributeType OPTIONAL,
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allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [6] SET SIZE (1..MAX) OF AttributeTypeAndValue OPTIONAL,
selfValue [6] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
rangeOfValues [7]1 Filter OPTIONAL,
maxValueCount [81 SET SIZE (1..MAX) OF MaxValueCount OPTIONAL,
maximmSub [91 INTEGER OPTIONAL,
restrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue OPTIONAL,
contexts [11] SET SIZE (1..MAX) OF ContextAssertion OPTIONAL,
classes [12] Refinement OPTIONAL }
MaxValueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER }
RestrictedValue ::= SEQUENCE {
type AttributeType,
valuesin AttributeType }
UserGlasses ::= SEQUENCE {
allUsers [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames
subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL }
ItemPerission ;== SEQUENCE {
precedence Precedence OPTIONAL,

UserF

-- defaults to precedence in AClltem
UserClasses,
GrantsAndDenials }

userClasses
grantsAndDenials

ermission
precedence

::= SEQUENCE {
Precedence OPTIONAL,

-- defaults to precedence in AClltem
Protecteditems,
GrantsAndDenials }

protecteditems
grantsAndDenials

AuthégnticationLevel ::= CHOICE {

level
localQualifier INTEGER OPTIONAL,
signed BOQLEAN DEFAULT FALSE },
other EXTERNAL }
GrantsAndDenials ::= BIT-STRING {

basicLevelsSEQUENCE {

-- permissions that@may be used in conjunction
-- with any compenent of Protectedltems
grantAdd (0),

denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),

grantRead (4),

denyRead (5),

ENUMERATED { none (0), simple (1), strong (2) },
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grantRemove (6),

denyRemove (7),

-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),

denyBrowse (9),

grantExport (10),
denyExport (11),
grantimport (12),
denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
denyRename (17),
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grantReturnDN (18),

denyReturnDN (19),

-- permissions that may be used in conjunction

-- with any component, except entry, of Protectedltems

grantCompare (20),

denyCompare (21),

grantFilterMatch (22),

denyFilterMatch (23),

grantinvoke (24),

denylnvoke (25) }
AttributeTypeAndValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{@type}) }
-- attriputes --

accessControlScheme ATTRIBUTE := {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

USAGE

ID

prescrliptiveACl ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

entryACl ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

subentryACl ATTRIBUTE := {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

-- objgct identifier assignments\--

-- attributes --

OBJECT IDENTIFIER
objectldentifierMatch

TRUE

directoryOperation
id-aca-accessControlScheme }

AClitem
directoryStringFirstComponentMatch
directoryOperation
id-aca-prescriptiveACl }

AClitem
directoryStringFirstComponentMatch
directoryOperation

id-aca-entryACl }

AClltem
directoryStringFirstComponentMatch
directoryOperation
id-aca-subentryACl }

id-acd-accessControlScheme OBJECT IDENTIFIER = {id-aca1}
id-acd-prescriptiveACI OBJECT IDENTIFIER = {id-acad}
id-acg-entryACI OBJECT IDENTIFIER ::= {id-aca5}
id-acg-subentryACI OBJECT IDENTIFIER = {id-aca6}

-- access control schemes —

basicAccessControlScheme OBJECT IDENTIFIER ::= {id-acScheme 1}
simplifiedAccessControlScheme OBJECT IDENTIFIER ::= {id-acScheme 2}
rule-based-access-control OBJECT IDENTIFIER ::= {id-acScheme 3}
rule-and-basic-access-control OBJECT IDENTIFIER ::= {id-acScheme 4}
rule-and-simple-access-control OBJECT IDENTIFIER ::= {id-acScheme 5}

END -- BasicAccessControl
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Annex F

DSA Operational Attribute Types in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in clauses 23 and 24 in the form of an ASN.1
module, DSAOperationalAttributeTypes.

DSAOperationalAttributeTypes {joint-iso-itu-t ds(5) module(1) dsaOperational AttributeTypes(22) 4}
DEFINITIONS ::=
BEGI

-- EXRORTS All --

-- Theltypes and values defined in this module are exported for use in the other ASN.1 modules contained
-- withfn the Directory Specifications, and for the use of other applications which will use them to access

-- Directory services. Other applications may use them for their own purposes, but this will not constrain

-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

distributedOperations, id-doa, id-kmr, informationFramework, opBindingManagement,
selectedAttributeTypes, upperBounds

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4 }

ATTRIBUTE, MATCHING-RULE, Name
FROM InformationFramework informationFramework

OperationalBindingID
FROM OperationalBindingManagement opBindingManagement

-- fromy ITU-T Rec. X.518 | ISO/IEC 9594-4

lAccessPoint, MasterAndShadowAccessPoints
FROM DistributedOperations ‘distributedOperations

-- fromy ITU-T Rec. X.520 | ISO/IEC 9594-6

bitStringMatch
FROM SelectedAttributeTypes selectedAttributeTypes ;
-- datg types --
DSEType ::= BIT'STRING {
root (0), -- root DSE --
glue (1), -- represents knowledge of a name only --
cp (2), -- context prefix --
E;léry (3), -- object entry --
S 4), —-ainas emntry --
subr (5), -- subordinate reference --
nssr (6), -- non-specific subordinate reference --
supr (7), -- superior reference --
Xr (8), -- cross reference --
admPoint (9), -- administrative point --
subentry (10), -- subentry --
shadow (11), -- shadow copy --
immSupr (13), -- immediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
familyMember  (17) } -- family member --
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SupplierOrConsumer ::= SET {
COMPONENTS OF
agreementID [3]

Supplierinformation ::= SET {

COMPONENTS OF
supplier-is-master [4]
non-supplying-master [5]

Consumerinformation
SupplierAndConsumers

COMPONENTS OF
consumers [3]

= SET{

::= SupplierOrConsumer

ISO/IEC 9594-2:2001 (E)

AccessPoint, -- supplier or consumer --
OperationalBindingID }

SupplierOrConsumer, -- supplier --
BOOLEAN DEFAULT TRUE,
AccessPoint OPTIONAL }

-- consumer --

AccessPoint, -- supplier --
SET OF AccessPoint }

-- attripute types --

dseType ATTRIBUTE := {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

myAccessPoint ATTRIBUTE := {
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

superjorKnowledge ATTRIBUTE ::

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

DSEType
bitStringMatch
TRUE

TRUE
dSAOperation
id-doa-dseType }

AccessPoint
accessPointMatch
TRUE

TRUE

dSAOperation
id-doa-myAccessPoint.}

={

AccessPoint
accessPointMatch

TRUE

dSAOperation
id-doa=superiorKnowledge }

specificKnowledge ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

TRUE

distributedOperation
id-doa-specificKnowledge }

nonSpecificKnowledge /ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER.MODIFICATION
USAGE

ID

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

distributedOperation
id-doa-nonSpecificKnowledge }

supplierKnowledge ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

consumerKnowledge ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

Supplierinformation
supplierOrConsumerinformationMatch
TRUE

dSAOperation
id-doa-supplierKnowledge }

= {

Consumerinformation
supplierOrConsumerinformationMatch
TRUE

dSAOperation
id-doa-consumerKnowledge }
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secondaryShadows ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE

SupplierAndConsumers
supplierAndConsumersMatch

NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-secondaryShadows }

-- matching rules --

accessPointMatch MATCHING-RULE ::= {

SYNTAX Name

1D id-kimr-accessPointMatch-}
J

mastgrAndShadowAccessPointsMatch MATCHING-RULE ::= {

SYNTAX SET OF Name

ID id-kmr-masterShadowMatch }
suppljerOrConsumerinformationMatch MATCHING-RULE ::= {

SYNTAX  SET{

ae-title [0] Name,
agreement-identifier [2] INTEGER}

ID id-kmr-supplierConsumerMatch }
suppljerAndConsumersMatch MATCHING-RULE ::= {

SYNTAX Name

ID id-kmr-supplierConsumersMatch }
-- objdct identifier assignments --
-- dsaloperational attributes --
id-do3-dseType OBJECTHDENTIFIER = {id-doa 0}
id-dog-myAccessPoint OBJECT IDENTIFIER = {id-doa 1}
id-doa-superiorKnowledge OBUECT IDENTIFIER ::= {id-doa 2}
id-dog-specificKnowledge OBJECT IDENTIFIER = {id-doa 3}
id-do3-nonSpecificKnowledge OBJECT IDENTIFIER := {id-doa 4}
id-doa-supplierKnowledge OBJECT IDENTIFIER := {id-doa 5}
id-dog-consumerKnowledge OBJECT IDENTIFIER = {id-doa 6}
id-do3-secondaryShadows OBJECT IDENTIFIER = {id-doa 7}
-- knowledge matching rules'--
id-kmf-accessPointMatch OBJECT IDENTIFIER = {id-kmr 0}
id-kmf-masterShadowMatch OBJECT IDENTIFIER = {id-kmr 1}
id-kmf-supplietConsumerMatch OBJECT IDENTIFIER ::= {id-kmr 2}
id-kmf-supplierConsumersMatch OBJECT IDENTIFIER ::=  {id-kmr 3}
END DSA CNUI atl'Ul IaI’AtL‘I l'butc Ty’JUO
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Annex G

Operational Binding Management in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational Bindings
relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperationalBindingManagement {joint-iso-itu-t ds(5) module(1) opBindingManagement(18) 4}

S

-- EXH
-- The
-- withyi

ORTS All --
types and values defined in this module are exported for use in the other ASN.1 modules contained
in the Directory Specifications, and for the use of other applications which will use them to access

-- Direictory services. Other applications may use them for their own purposes, but this will not constrain
-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS

-- fronj

ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, directoryShadowAbstractService, distributedOperations, dop,
enhancedSecurity, hierarchicalOperationalBindings

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) uséfulDefinitions(0) 4}

OPTIONALLY-PROTECTED-SEQ

FROM EnhancedSecurity enhancedSecurity

hierarchicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings hierarchicalOperationalBindings

-- fromy ITU-T Rec. X.511 | ISO/IEC 9594-3
CommonResultsSeq, directoryBind, directoryUnbind, securityError, SecurityParameters
FROM DirectoryAbstractService directoryAbstractService
-- from ITU-T Rec. X.518 | ISO/IEC 9594-4
lAccessPoint
FROM DistributedOperations distributedOperations
-- from} ITU-T Rec. X.519 | ISO/IEC 9594-5
id-err-operationalBindingError, id-op-establishOperationalBinding,
id-op-modifyOperationalBinding, id-op-terminateOperationalBinding
FROM DirectoryOperationalBindingManagementProtocol dop
-- from ITU-T;Rec. X.525 | ISO/IEC 9594-9
[shadowOperationalBinding

FROM DirectoryShadowAbstractService directoryShadowAbstractService

-- from ITU-T Rec. X.880 | ISO/IEC 13712-1

OPERATION, ERROR
FROM Remote-Operations-Information-Objects
{joint-iso-itu-t remote-operations(4) informationObjects(5) version1(0)}

-- from ITU-T Rec. X.881 | ISO/IEC 13712-2

APPLICATION-CONTEXT
FROM Remote-Operations-Information-Objects-extensions
{joint-iso-itu-t remote-operations(4) informationObjects-extensions(8) version1(0)} ;
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-- bind and unbind --

dSAO

dSAO

perationalBindingManagementBind OPERATION

directoryBind

perationalBindingManagementUnbind OPERATION directoryUnbind

-- operations, arguments and results --

establishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindingArgument

RESULT EstablishOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-establishOperationalBinding }
EstabhishOperationaIBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindinglD [11 OperationalBindinglD OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType});
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid [71 Validity DEFAULT {},

Validi

Time

Estab

JsecurityParameters [8] SecurityParameters OPTIONAL } }
Oper

tionalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER }

ly ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [11 Time } DEFAULTnow : NULL,

validUntil [1] CHOICE {
explicitTermination [0] *.NULL,
time [4}® Time } DEFAULT explicitTermination : NULL }

;= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

lishOperationaiBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindinglD [11 OperationalBindinglD OPTIONAL,

accessPoint [2] AccessPoint,

-- symmetric, Role A replies , or Role B replies --

initiator CHOICE {

———symmetric———[3}—OPERATONAL-BINDING-&both-&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResultsSeq } }

modifyOperationalBinding OPERATION ::= {
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ARGUMENT ModifyOperationalBindingArgument

RESULT ModifyOperationalBindingResult
ERRORS { operationalBindingError | securityError }
CODE id-op-modifyOperationalBinding }
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ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [11 OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [31 OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
newAgreement [7] OPERATIONAL-BINDING.&Agreement
[{OpBindingSeti{@bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,
securityParameters
[9] SecurityParameters OPTIONAL } }

ModifyOperationalBindingResult ::= CHOICE {

null [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingIlD OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid Validity OPTIONAL,

COMPONENTS OF CommonResultsSeq } } }

terminateOperationalBinding OPERATION ::= {
IARGUMENT TerminateOperationalBindingArgument

RESULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding.}
TermipateOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingIlD [11 OperationalBindingID,
-- symmetric, Role A initiates, or Role B initiatés-=-
initiator CHOICE {
symmetric [2] ,OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet}{@bindingType}),
roleA-initiates [3]. -OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType})} OPTIONAL,
terminateAt [5] Time OPTIONAL,

securityParameters [6] SecurityParameters OPTIONAL }}

TermipateOperationalBindingResult ::= CHOICE {

null [0] NULL,

protected [11 OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingIlD OperationalBindingID,

bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

q}}}

-- errors and parameters --

operationalBindingError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED-SEQ {
OpBindingErrorParam }

CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
invalidiD (0),
duplicatelD 1),
unsupportedBindingType (2),
notAllowedForRole (3),
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parametersMissing (4),

roleAssignment (5),

invalidStartTime (6),

invalidEndTime (7),

invalidAgreement (8),

currentlyNotDecidable (9),

modificationNotAllowed (10) },
bindingType [11 OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,
agreementProposal [2] OPERATIONAL-BINDING.&Agreement

({OpBindingSet}{@bindingType}) OPTIONAL,

retryAt [3] Time OPTIONAL,
COMPONENTS OF CommonResultsSeq }

-- info

OPER

WITH

OP-BI

WITH

OP-BI

WITH

'mation object classes --

ATIONAL-BINDING ::= CLASS {
&Agreement,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
SYNTAX {
IAGREEMENT &Agreement
IAPPLICATION CONTEXTS  &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC

[ ROLE-A &roleA ]

[ ROLE-B &roleB 1]
ID &id }

NDING-COOP ::= CLASS {

&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }
SYNTAX {

&applContext

[ APPLIES TO &Operations ] }

ND-ROLE ::= CLASS {

&establish BOOLEAN DEFAULT FALSE,
&EstablishParam OPTIONAL,
&modify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }
SYNTAX {

[ ESTABLISHMENT-INITIATOR &establish ]
[ ESTABLISHMENT-PARAMETER &EstablishParam ]

[ MODIFICATION-INITIATOR &modify ]
[ MODIFICATION-PARAMETER &ModifyParam ]
[ TERMINATION-INITIATOR &terminate ]

[ TERMINATION-PARAMETER &TerminateParam ] }

OpBindingSet = OPERATIONAL-BINDING := {

shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

END -- OperationalBindingManagement
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Annex H

Enhanced security

(This annex forms an integral part of this Recommendation | International Standard)

This module is known to contain invalid specifications. Part of this module is therefore deprecated. The deprecated part
is indicated by ASN.1 comment items. A future edition will either remove the deprecated specifications or provide
updated specifications.

EnhancedSecurity { joint-iso-itu-t ds(5) modules(1) enhancedSecurity(28) 4 }
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXRORTS All --

IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

authenticationFramework, basicAccessControl, certificateExtensions, id-at, id-av¢, id-mr,
informationFramework, upperBounds
FROM UsefulDefinitions { joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4 }

Attribute, ATTRIBUTE, AttributeType, Context, CONTEXT, MATCHING-RULE, Name,
objectldentifierMatch, SupportedAttributes
FROM InformationFramework informationFramework

AttributeTypeAndValue
FROM BasicAccessControl basicAccessControl

-- fromy ITU-T Rec. X.509 | ISO/IEC 9594-8

Algorithmldentifier, CertificateSerialNumber, ENCRYPTED{}, HASH{}, SIGNED{}
FROM AuthenticationFramework authenticationFramework

GeneralName, Keyldentifier
FROM CertificateExtensions certificateExtensions

ub-privacy-mark-length
FROM UpperBounds uppéerBounds ;

-- fromy GULS

-- SEGURITY-TRANSFORMATION, PROTECTION-MAPPING, PROTECTED
-- FROM Notation { joint=iso-ccitt genericULS (20) modules (1) notation (1) }

--dirS{gnedTransformation, KEY-INFORMATION
- FROM GulsSecurityTransformations { joint-iso-ccitt genericULS (20) modules (1)
- gulsSecurityTransformations (3) }

-- signped
-- FROM GulsSecurityTransformations { joint-iso-ccitt genericULS (20) modules (1)
- dirProtectionMappings (4) };

-- The "signed" Protection Mapping and associated "dirSignedTransformations" imported

-- from the Generic Upper Layers Security specification (ITU-T Rec. X.830 | ISO/IEC 11586-1)
-- results in identical encoding as the same data type used with the SIGNED as defined in

-- ITU-T Rec. X.509 | ISO/IEC 9594-8

-- The three statements below are provided temporarily to allow signed operations to be supported as in edition 3.
OPTIONALLY-PROTECTED { Type } ::= CHOICE {

unsigned Type,
signed SIGNED {Type} }
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OPTIONALLY-PROTECTED-SEQ { Type } ::= CHOICE {

-- The

--gen

unsigned Type,
signed [0] SIGNED { Type}}

following out-commented ASN.1 specification are known to be erroneous and are therefore deprecated.
EncryptedTransform {KEY-INFORMATION: SupportedKIClasses } SECURITY-TRANSFORMATION ::=
IDENTIFIER { enhancedSecurity gen-encrypted(2) }

INITIAL-ENCODING-RULES { joint-iso-itu-t asn1(1) ber(1) }

-- This default for initial encoding rules may be overridden
-- using a static protected parameter (initEncRules).

XFORMED-DATA-TYPE SEQUENCE {
HENCR! OBIECT-HDENTIFIER BEFAULT-{oint-isomitu H)—berthr s
encAlgorithm Algorithmidentifier OPTIONAL, -- -- [dentifies the encryption algorithrn,

keylnformation SEQUENCE {
kiClass KEY-INFORMATION.&kiClass ({SupportedKIClasses}),
keylnfo KEY-INFORMATION.&KiType ({SupportedKIClasses} {@kiClass})
} OPTIONAL,
-- Key information may assume various formats, governed by supported.niembers
-- of the KEY-INFORMATION information object class (defined in ITU-T
-- Rec. X.830 | ISO/IEC 11586-1)
encData  BIT STRING ( CONSTRAINED BY {
-- the encData value shall be generated following
-- the procedure specified in 17.3.1-- -- })

}

f'ypted PROTECTION-MAPPING ::= {
SECURITY-TRANSFORMATION { genEncryptedTransform } }

edAndEncrypt PROTECTION-MAPPING ::= {
SECURITY-TRANSFORMATION { signedAndEncryptedTransform }}

edAndEncryptedTransform {KEY-INFORMATION:'SupportedKIClasses}
SECURITY-TRANSFORMATION ::= {
IDENTIFIER { enhancedSecurity dir-encrypt-sign (1) }
INITIAL-ENCODING-RULES ({ joint-iso-itu-t asn1 (1) ber-derived (2) distinguished-encoding (1)
XFORMED-DATA-TYPE

PROTECTED
{
PROTECTED
{
ABSTRACT-SYNTAX.&Type,
signed
b
encrypted
3
}
[TONALLY-PROTECTED {ToBeProtected, PROTECTION-MAPPING:generalProtection} ::=

CHOICE {

4

_— toBeProtected _ToBeProtected

--no DIRQOP specified for operation

signed PROTECTED {ToBeProtected, signed},
--DIRQOP is Signed
protected [APPLICATION 0]

PROTECTED { ToBeProtected, generalProtection } }
--DIRQOP is other than Signed

-- defaultDirQop ATTRIBUTE ::= {

180

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-at-defaultDirQop }
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