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rorewordad

ISO (the International Organization for Standardization) and IEC/(the
Electrotechnical Commission) form the specialized system for, worldwid
ation. National bodies that are members of ISO or IEC participéte in the
of International Standards through technical committees established by
organijzation to deal with particular fields of technical activity. ISO and
committees collaborate in fields of mutual interest.. Other international g

International
e standardiz-
development
he respective
EC technical
rganizations,

governmental and non-governmental, in liaison with ISO and IEC, also tgke part in the

work.

In the field of information technology, I80’and IEC have established a j
committee, ISO/IEC JTC 1. Draft International Standards adopted
technical committee are circulated to’national bodies for voting. Publ
International Standard requiresapproval by at least 75 % of the national t
a vote.

International Standard TSO/IEC 9594-2 was prepared by Joint Technic
ISO/IEC JTC 1, Inférimation technology.

ISO/IEC 9594 ¢consists of the following parts, under the general title
technology <~ Open Systems Interconnection — The Directory:

Part 1: Overview of concepts, models and services

Part 2: Models
Part 3;

Part 4;

Abstract service definition

Procedures for distributed operation
Part 5: Protocol specifications
Part 6: Selected attribute types
Part 7:

Part 8:

Selected object classes

Authentication framework

Annexes B and C form an integral part of this part of ISO/IEC 9594
D, E and F are for information only.

bint technical
by the joint
cation as an
odies casting

il Committee

Information

. Annexes A,
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Introduction

0.1 This part of ISO/IEC 9594, together with the other parts, has been produced to facilitate the (interconngction of
informatjon processing systems to provide directory services. A set of such systems, together with the|directory infprmation

which they hold, can be viewed as an integrated whole, called the Directory. The information-held by the D

rectory,

collectively known as the Directory Information Base (DIB), is typically used to facilitate comruinication betweer], with or

about objects such as application entities, people, terminals and distribution lists.

0.2 Th¢ Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a min

imum of

technica] agreement outside of the interconnection standards themselves, the interConnection of information processing

systems:
o from different manufacturers;
e under different managements;
» of|different levels of complexity; and

*  offdifferent ages.

0.3 This part of ISO/IEC 9594 provides a number of different\rodels for the Directory as a framework for the other parts of

ISO/TIEQ 9594. The models are the overall (functional) fiodel; the organizational model; the security model;

and the

informatjon model. The latter describes the manner in which the Directory organizes the information it holds. It descyibes, for
example] how information about objects is grouped«fo/form directory entries for those objects and how that infprmation

provides|names for objects.
0.4 Anpex A summarizes the mathematical terminology associated with tree structures.

0.5 Anhex B summarizes the usage of ASN.1 object identifiers in ISO/IEC 9594.

0.6 Anpex C provides the ASN Amodule which contains all of the definitions associated with the information framework.

0.7 Anpex D lists alphabetically the terms defined in this document.
0.8 Anpex E describés¢some criteria that can be considered in designing names.
0.9 Anpex F describes guidelines for access control.

0.10 Anhex G-describes the derivation of a subclass.

iv
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Information technology — Open Systems Interconnection —

The Directory —

Part 2:
Models

Cly . I | .
DECTIUON 1, UOBRNEBERKAL

1 Pcope

1.1 The models defined in this part of ISO/IEC 9594
provide a conceptual and terminological framework for the
other parts of ISO/IEC 9594 which define various aspects
of the|Directory.

1.2 The functional and organizational models define
ways|in which the Directory can be distributed, both
functipnally and administratively.

1.3 The security model defines the framework within
which security features, such as access control, are
providled in the Directory.

1.4 [he information model describes the logical structure
of the{ DIB. From this viewpoint, the fact that the Directory
is disfributed, rather than centralized, is not visible. The
other jparts of ISO/IEC 9594 make use of the concepts. of
the information framework. Specifically:

a) |the service provided by the Directory is_described
(in ISO/IEC 9594-3) in terms of the coneepts of the
information framework: this allows the service
provided to be somewhat independent of the
physical distribution of the DIB;

b) |the distributed operation-‘of the Directory is
specified (in ISO/IEC 9594-4) so as to provide that
service, and therefore/ maintain that logical
information structure,-given that the DIB is in fact
highly distributed.

2 Normative references

The fpllowing standards contain provisions which, through
refergneein this text, constitute provisions of this part of

ISO/IEC 8824:1990, Information Technologyl— Open
Systems Interconnection]—
Specification of Abstract Syntax
NotationOne (ASN.1 ).

ISO/IEC 9594-1:1990, fnformation Technology|— Open
Systems Interconnection|— The
Directory — Part 1: Ovdrview of
Concepts, Models and Services.

ISO/IEC9594-3:1990, Information Technology|— Open
Systems Interconnection|— The
Directory — Part 3: Abgtract Service
Definition.

ISO/IEC 9594-4:1990, Information Technology|— Open
Systems Interconnection|— The
Directory — Part 4: Profedures for
Distributed Operation,

ISO/IEC 9594-5:1990, Information Technology|— Open
Systems Interconnection|— The
Directory — Part 5: Profocol
Specifications.

ISO/IEC 9594-6:1990, Information Technology|— Open
Systems Interconnection|— The
Directory — Part 6. Seldcted At-
tribute Types.

ISO/IEC 9594-7:1990, Information Technology|— Open
Systems Interconnection|— The
Directory — Part 7: Selgcted Object
Classes.

ISO/1EC 9594-8:1990, Information Technology|— Open
Systems Interconnection|— The

ISO/IEC 9594, At the time of publication, the editions
indicated were valid. All standards are subject to revision,
and parties to agreements based on this part of
ISO/IEC 9594 are encouraged to investigate the possibility
of applying the most recent editions of the standards listed
below. Members of IEC and ISO maintain registers of
currently valid International Standards.

ISO 7498:1984, Information Processing Systems —
Open Systems Interconnection —
Basic Reference Model.

Directory — Part 8: Authentication
Framework.

3 Definitions

Definitions of terms are included at the beginning of
individual clauses, as appropriate. An index of these terms
is provided in annex D for easy reference.
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4 Abbreviations

ADDMD  Administration Directory Management
Domain

AVA attribute value assertion

DIB Directory Information Base

5 Directory Model

5.1 Definitions

5.1.1 Access Point
service 1s obtained

the point at which an abstract

5.1.2 Administration Directory Management Domain
(ADDMD) : A DMD which is managed by an
Adminigtration.

Note |— The term Administration denotes a public
telecomfmunications administration or other organization
offering public telecommunications services;

5.1.3 HAdministrative Authority : An entity which has
adminidtrative control over all entries stored within a
single Directory System Agent.

5.1.4 the Directory : A repository of information about
objects,|and which provides directory services to its users
which aJlow access to the information.

5.1.5 Directory Management Domain (DMD) : A
collectipn of one or more DSAs and zero or more DUAs
which i$ managed by a single organization.

5.1.6 Directory System Agent (DSA) : An OSI
application process which is patt of the Directory.

5.1.7 [Directory) user+~/The end user of the Directory,
i.e., thelentity or person*which accesses the Directory.

5.1.8 Directory User Agent (DUA) : An OSI application
process|whi€h'represents a user in accessing the Directory.

RDN

DIT Directory Information Tree

DMD Directory Management Domain

DSA Directory System Agent

DUA Directory User Agent

PRDMD Private Directory Management Domain

Relative Distinguished Name

(DUA), which actually accesses the Directory and interacts
with it to obtain the service on behalf of a partiqular user.
The Directory provides one or morelgécess pointg at which
such accesses can take place. These concepts are |llustrated
in figure 1.

Access Point

The
Directq

i Difectory
1 “(user

Figure 1 — Access to the Directory

5.2.2 The services provided by the Directory afe defined
in ISO/IEC 9594-3.

objects, and the directory services it provides t¢ its users
are concerned with various kinds of access to this
information. The information is collectively kndwn as the
Directory Information Base (DIB). A model for the DIB is
defined in section three of this part of ISO/IEC 9594.

5.2.3 The Directory is a repository of informaiion about

5.2.4 A DUA is manifested as an applicatiop-process.
Each DUA represents precisely one directory usqr.

Notes

1. Some open systems may provide a centraljzed DUA
function retrieving information for the actual users (4pplication-
processes, persons, etc.). This is transparent to the Difectory.

Note — DUZAs may also provide a Tange of tocat tacitiies to
assist users compose queries and interpret the responses.

5.1.9 Private Directory Management Domain (PRDMD)
: A DMD which is managed by an organization other than
an Administration*.

5.2 The Directory and its Users

5.2.1 A directory user (e.g., a person or an application-
process) obtains directory services by accessing the
Directory. More precisely, it is a Directory User Agent

2.  The DUA functions and a DSA (see 5.3.1) can be within
the same open system, and it is an implementation choice
whether to make one or more DUAs visible within the OSI
Environment as application-entities.

3. A DUA may exhibit local behavior and structure which is
outside the scope of ISO/IEC 9594. For example, a DUA which
represents a human directory user may provide a range of local
facilities to assist its user to compose queries and interpret the
responses.
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5.3 Functional Model

5.3.1 The Directory is manifested as a set of one or more
application-processes known as Directory System Agents

(DSAs), each of which provides zero, one, or more of the .

access points. This is illustrated in figure 2. Where the
Directory is composed of more than one DSA, it is said to
be distributed. The procedures for the operation of the
Directory when it is distributed are specified in
ISO/IEC 9594-4.

ISO/IEC 9594-2 : 1990(E)

different open systems. Such an interaction is carried out
by means of OSI Directory protocols, as specified in
ISO/IEC 9594-5.

5.4 Organizational Model

54.1 A set of one or more DSAs and zero or more
DUAs managed by a single organization may form a
Directory Management Domain (DMD).

Note - The arganization which manage may be an

Note [— A DSA will likely exhibit local behavior and structure
which is outside the scope of ISO/IEC 9594. For example, a
DSA |which is responsible for holding some or all of the
inforation in the DIB will normally do so by means of a
databjse, the interface to which is a local matter.

The Directory

Fi

o

gure 2 — The Directory Provided by Multiple DSAs

5.3.2 | A particular pair of application-processes which
need o interact in the provision‘of directory services
(eithef a DUA and a DSA, or two DSAs) may be located in

6 DPirectory Information Base

Administration®* (i.e., a public telecommunications
administration or other organization (offefing public
telecommunications services) in which cas¢-the DMD is said 1o
be an Administration DMD (ADDMD); otherwise it is a Private
DMD (PRDMD). It should be recognized that the| provision of
support for private directory systems‘by CCITT members falls
within the framework of nationalregulations. Thus/the technical
possibilities described may-0or may not be offfered by an
Administration* which pravides directory services| The internal
operation and configuration of private DMDs is npt within the
scope of envisaged €CITT Recommendations.

5.4.2 Management of a DUA by a DMD|implies an
ongoing responsibility for service to that PUA, e.g.,
maintenance, or in some cases ownership, by the DMD.

5.4.3% The organization concerned may or m
tovmake use of ISO/IEC 9594 to govern any
among DUAs and DSAs which are wholly
DMD.

Authority. This entity has control over all o

hy not elect
interactions
within the

ect entries

5.44 Each DSA is administered by an Ad{;inistrative
j

and alias entries stored by that DSA. Th

responsibilities for the Directory schema be|
guide the creation and modification of entries

9). The structure and allocation of narn

responsibility of a naming authority (see 8.1.6)

of the Administrative Authority is to impld

naming structures in the

SECTION 3: INFORMATION MODEL

6.1.3 Directory Information Tree (DIT):

considered as a tree, whose vertices (other th
are the Directory entries.

s includes
ng used to
(see clause
nes is the
and the role
ment these

schema.

the DIB
hn the root)

6 1 Dafinitiong
B CTIIIoOnS

6.1.1 alias entry : an entry of the class "alias” containing
information used to provide an alternative name for an
object.

6.1.2  Directory Information Base (DIB) : the complete
set of information to which the Directory provides access,
and which includes all of the pieces of information which
can be read or manipulated using the operations of the
Directory.

Note - The term DIT is used instead of DIB only in contexts
where the tree structure of the information is relevant.

6.14 (Directory) entry
contains information about an object.

6.1.5 immediate superior (noun) : relative to

:-a part of the DIB which

a particular

entry or object (it shall be clear from the context which is
intended), the immediately superior entry or object.


https://standardsiso.com/api/?name=1827c0ba3c4a7d92f447e6bdaccd90f0

ISO/IEC 9594-2 : 1990(E)

6.1.6 immediately superior

(entry): relative to a particular entry - an entry which is
at the initial vertex of an arc in the DIT whose final
vertex is that of the particular entry;

(object): relative to a particular object - an object whose
object entry is the immediate superior of any of the
entries (object or alias) for the second object.

6.1.7 object (of interest) : anything in some 'world’,

which can be read or manipulated by the operations of the
Directory are considered to be included in the DIB.

6.2.3 An object class is an identified family of objects
(or conceivable objects) which share certain
characteristics. Every object belongs to at least one class.
An object class may be a subclass of another object class,
in which case the members of the former class (the
subclass) are also considered to be members of the latter
(the superclass). There may be subclasses of subclasses,

information processing or some part thereof, which is
identifigble (can be named), and which it is of interest to
hold infprmation on in the DIB.

genera%Ly the world of telecommunications and

6.1.8 object class : an identified family of objects (or
conceivable objects) which share certain characteristics.

6.1.9 ¢bject entry : an entry which is the primary
collectign of information in the DIB about an object, and
which cpn therefore be said to represent that object in the
DIB.

6.1.10 jubclass: relative to a superclass -- an object class
derived [from a superclass. The members of the subclass
share all the characteristics of another object class (the
superclgss) and additional characteristics possessed by
none of fthe members of that object class (the superclass).

6.1.11 fubordinate linferior: the converse of superior.

6.1.12 fuperclass: relative to a subclass -- an object class
from whjich a subclass is derived.

6.1.13 fuperior (applying to entry onrloébject)
immedijately superior, or superior to one )which is
immedigtely superior (recursively),

6.2 bjects

6.2.1 The purpose of the Directory is to hold, and
provide| access to, informatiotabout objects of interest
(object§) which exist in_seme 'world'. An object can be
anything in that world\which is identifiable (can be
named)

Notes

1. The 'world~is generally that of telecommunications and
tion processing or some part thereof.

exactly with the set of 'real’ things in the world. For example, a
real-world person may be regarded as two different objects, a
business person and a residential person, as far as the Directory
is concerned. The mapping is not defined in ISO/IEC 9594, but
is a matter for the users and providers of the Directory in the
context of their applications.

6.2.2 The complete set of information to which the
Directory provides access is known as the Directory
Information Base (DIB). All of the pieces of information

etc., to an arbitrary depth.

6.3 Directory Entries

6.3.1 The DIB is composed of Directory entried (entries)
each containing information about/(describing] a single
object.

6.3.2 For any particularobject there is precisely one
object entry, this being the primary collgction of
information in the DIB)about that object. The oljject entry
is said to represent-the object.

6.3.3 Forany-particular object there may, in afldition to
the object entry, be one or more alias entrie} for that
object{ which are used to provide alternative names (see
8.5):

6:3.4 The structure of directory entries is dgpicted in
figure 3 and described in 7.2.

6.3.5 Each entry contains an indication -of the object
class and the superclasses of that object class with which
the entry is associated. In the case of an object pntry, this
indicates the class(es) to which the object belonigs. In the
case of an alias entry, this indicates (by means of a special
object class, "alias" (defined in 9.4.8.2)) that it is|in fact an
alias entry, and may also indicate to which subclass(es) of
the alias object class the entry belongs.

6.4 The Directory Information Tree {DIT)

6.4.1 In order to satisfy the requirementy for the
distribution and management of a potentially yery large
DIB, and to ensure that objects can be unampiguously
named (see clause 8), and their entries found, a flat
structure of entries is not likely to be |feasible.
Accordingly, the hierarchical relationship cpmmonly
found among objects (e.g., a person works for a
department, which belongs to an organization{ which is
eadquartered in a counfry) can be exploited, by the
arrangement of the entries into a tree, known as the
Directory Information Tree (DIT).

Note — An introduction to the concepts and terminology of tree
structures can be found in annex A.

6.4.2 The component parts of the DIT have the
following interpretations:

a) the vertices are the entries. Object entries }nay be
either leaf or non-leaf vertices, whereas alias entries
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are always leaf vertices. The root is not an entry as
such, but can, where convenient 10 do so (e.g., in the
definitions of (b) and (c) below), be viewed as a null
object entry (see (d) below);

b) the arcs define the relationship between vertices
(and hence entries). An arc from vertex A to vertex
B means that that the entry at A is the immediately
superior entry (immediate superior) of the entry at
B, and conversely, that the entry at B is an

ISO/IEC 9594-2 : 1990(E)

suitable value. Although the attribute types in the examples are
often based upon real types, such as those defined in
ISO/IEC 9594-7 (e.g., "C" stands for "Country”, CN for
"Common Name"), this is not strictly necessary for the purposes
of this document, as the Directory is usually unaware of the
meanings of the attribute types in use.

7.1.5 distinguished value : an attribute value in an entry
which has been designated to appear in the relative
distinguished name of the entry.

l’JUIdL.Ilu;C Cll«tl_y (l:llllllCdl:M:C
subordinate) of the entry at A, The superior entries
(superiors) of a particular entry are its immediate
superior together with its superiors (recursively).
The subordinate entries (subordinates) of a
particular entry are its immediate subordinates
together with their subordinates (recursively);

c) |the object represented by an entry is, or is closely
associated with, the naming authority (see clause 8)
for its subordinates;

d) |the root represents the highest level of naming
authority for the DIB.

6.4.3| A superior/subordinate relationship between
objects can be derived from that between entries. An
object is an immediately superior object (immediate
superjor) of another object if and only if the object entry
for the first object is the immediate superior of any of the
entrigs for the second object. The terms immediately
suborflinate object, immediate subordinate, superior and
subondinate (applied to objects) have their analogous
meanjngs.

6.4.4| Permitted superior/subordinate relationships
amonF objects are governed by the DIF-structure
definitions (see 9.2).

7 Directory Entries
7.1 |Definitions

7.1.1| awntribute : the~information of a particular type
concerning an object and appearing in an entry describing
that opject in the DIB:

7.1.2 | artribute type : that component of an attribute
whicl} indicates the class of information given by that
attribl]lte.

7.2 Overall Structure

7.2.1 As depicted in figure 3, an entry.censisfs of a set of
attributes. :

ATTRIBUTE

Figure 3 — Structure of an Entry

7.2.2 Each attribute provides a piece of [nformation
about, or describes a particular characteristic df, the object
to which the entry corresponds.

Note - Examples of attributes which might be presqnt in an entry
include naming information such as the object's pgrsonal name,
and addressing information, such as its telephone umber.

7.2.3 An attribute consists of an attribute fype, which
identifies the class of information given by an attribute,
and the corresponding attribute value(s), which are the

7.1.3  attribute value : a particular instance of the class of
information indicated by an attribute type.

7.1.4 attribute value assertion : a proposition, which
may be true, false, or undefined, concerning the values (or
perhaps only the distinguished values) of an entry,

Note - In this document the notation "string] = string2" is used
to write down examples of attribute value assertions. In this
notation, "stringl" is an abbreviation for the 'mame' of the
attribute type, and "string2" is a textual representation of a

particular instances of that class appearing in the entry

Attribute ::=
SEQUENCE {
type AttributeType,
values  SET OF AttributeValue
- - at least one value is required - - }

7.3 Attribute Types

7.3.1 Some attribute types will be internationally
standardized. Other attribute types will be defined by
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national administrative authorities and private
organizations. This implies that a number of separate
authorities will be responsible for assigning types in a way
that ensures that each is distinct from all other assigned
types. This is accomplished by identifying each attribute
type with an object identifier when the type is defined (as
described in 9.5):

AtiributeType ::= OBJECT IDENTIFIER

2 the attribute syntax for the type has no equality
matching rule,

3) the value does not conform to the data type of
the attribute syntax;

Note -— 2) and 3) normally indicate a faulty AVA; 1),
however, may occur as a local situation (e.g., a particular
DSA has not registered that particular attribute type).

b) true, if the entry contains an attribute of that type,

7.3.2 Al attributes in an entry shall be of distinct
attribute {ypes.

7.3.3 There are a number of attribute types which the
Directory knows about and uses for its own purposes.
They include:

a) ObjectClass — An attribute of this type appears in
every entry, and indicates the object class and
superclass(es) to which the object belongs.

b) AljasedObjectName — An attribute of this type
appears in every alias entry, and holds the
digtinguished name (see 8.5) of the object which
this alias entry describes.

These attfibutes are (partially) defined in 9.5.4.

7.34 The types of attributes which shall or which may
appear Within an entry (other than as mentioned in 7.3.3)
are governed by rules applying to the indicated object
class(es).

7.4 Attribute Values

7.4.1 Defining an attribute type (see 9.5) also, involves
specifyinlg the syntax, and hence data type, to which every
value in puch attributes shall conform. This could be any
data typel

Attribute)alue ::= ANY

7.4.2 At most one of the values of an attribute may be
designat¢d as a distinguishied value, in which case the
attribute [value appears inlthe relative distinguished name
(see 8.3)|of the entry.

7.4.3 An arntribure value assertion (AVA) is a
propositjon, ,which may be true, false, or undefined,
concernifig-the values (or perhaps only the distinguished
values) ¢ i ri type and an
attribute value

AttributeValueAssertion :=
SEQUENCE {AttributeType, AttributeValue}
and is:
a) undefined, if any of the following holds:

1) the attribute type is unknown,

one of whose values matches that vaiug (if the
assertion is concerned only with distiguished
values, then the matched value(Cshall| be the
distinguished one);
Note — The matching of values is for eéquality, and inyolves the
matching rule associated with the attribute syntax.

¢) false, otherwise.

8 Names

8.1 Definitions

8.1.1 «alias, alias name: a name for an object, grovided
by the us¢ of one or more alias entries in the DIT.

8.1:27 dereferencing : replacing the alias name for an
object by the object's distinguished name.

8.1.3 distinguished name (of an object): ong of the
names of the object, formed from the sequende of the
RDNs of the object entry and each of its superior gntries.

8.1.4 (directory) name : a construct that singlgs out a

particular object from all other objects. A name ghall be
unambiguous (that is, denote just one object), hqwever it
need not be unique (that is, be the only namle which
unambiguously denotes the object).

8.1.5 purported name : a construct which is synfactically
a name, but which has not (yet) been shown to bp a valid
name.

8.1.6 naming authority : an authority responsible for the
allocation of names. Each object whose object|entry is
located at a non-leaf vertex in the DIT is, or i closely
associated with, a naming-authority.

+ +la set of
attribute value assertions, each of which is true, concerning
the distinguished values of a particular entry.

8.2 Names in General

8.2.1 A (directory) name is a construct that identifies a
particular object from among the set of all objects. A name
shall be unambiguous, that is, denote just one object.
However, a name need not be unique, that is be the only
name that unambiguously denotes the object.



https://standardsiso.com/api/?name=1827c0ba3c4a7d92f447e6bdaccd90f0

8.2.2 Syntactically, each name for an object is an
ordered sequence of relative distinguished names (see 8.3).

Name ::=
CHOICE { - - only one possibility for now - -
RDNSequence }
RDNSequence ::=  SEQUENCE OF

RelativeDistinguishedName

DistinguishedName ::= RDNSequence

ISO/IEC 9594-2 : 1990(E)

in the Directory itself) without concerns. for their obsolescence.
Thus RDNs should be changed cautiously.

8.4 Distinguished Names

8.4.1 The distinguished name of a given object is
defined as being the sequence of the RDNs of the entry
which represents the object and those of all of its superior
entries (in descending order). Because of the one to one
correspondence between objects and object entries, the

Notet Names which are formed in other ways than as described
hereif are a possible future extension.

8.2.3 | The null sequence is the name for the root of the
tree.

8.2.4| Each initial subsequence of the name of an object
is als¢ the name of an object. The sequence of objects so
identiffied, starting with the root and ending with the object
being|named, is such that each is the immediate superior of
that which follows it in the sequence.

8.2.5| A purported name is a construct which is
syntagtically a name, but which has not (yet) been shown
to be p valid name.

8.3 | Relative Distinguished Names

8.3.1| Each entry has a unique relative distinguished
name|(RDN). An RDN consists of a set of attribute value
asserfions, each of which 'is true, concerning the
distinguished values of the entry.

RelafiveDistinguishedName ::=
SET OF AttributeValueAssertion

The ket contains exactly one assertion jabout each
distinguished value in the entry.

8.3:2| The RDNs of all of the entries with a particular
immediate superior are distinct. Tt-is the responsibility of
the reflevant naming authority\for that entry to ensure that
this i so by appropriately assigning distinguished attribute
valueg.

Note| - Frequently,san‘entry will contain a single distinguished
valug (and the RDN ‘will thus comprise a single AVA); however,
under certaineirciimstances (in order to differentiate), additional
valugs (and hence AV As) may be used.

8.3.3 The RDN for an entry is chosen when the entry is

distinguished name of an object can be considered to also
identify the object entry.

Notes

1 It is preferable that the distinguished namgs of objects
which humans have to deal with bewuser-friendly.

2 ISO 7498-3 defines the(goncept of a primitjve name. A
distinguished name can b€ used as a primitive hame for the
object it identifies becduse! (a) it is unambigugus, (b) it is

" unique, and (c) the’semantics of its internal structure (a

sequence of RDNs) need not (but of course may) be understood
by the user of the-Directory.

3 Because,only the object entry and its spperiors are
involved; distinguished names of objects can nevey involve alias
entries.

8.4.2C It proves convenient to define the 'd{stinguished
name' of the root and of an alias entry, although in neither
case is the name also the distinguished name ¢f an object.
The distinguished name of the root is defined tp be the nuil
sequence. The distinguished name of an alfas entry is
defined to be the sequence of RDNSs of the alips entry and
those of all of its superior entries (in descending order).

, 843 Anexample which illustrates the concgpts of RDN

and distinguished name appears in figure 4.
RDN Distinguished|Name

{

ﬁ C/OU*UAES& C=GB {C=GB

Organizations

ROOT

O=Telecom| {C=GB, O=TeJecom}

Organizational Units (OU=Sales {C=GB, O=Tel¢com,

L=Ipswich) (OU=Sales, L=jpswich)}

People {C=GB, O=Telécom,

created. A single value instance of any attribute type may
form part of the RDN, depending on the nature of the
object class denoted. Allocation of RDNs is considered an
administrative undertaking that may or may not require
some negotiation between involved organizations or
administrations. This part of ISO/IEC 9594 does not
provide such a negotiation mechanism, and makes no
assumption as to how it is performed. The RDN may be
modified if necessary by complete replacement.

Note — RDNs are intended to be long-lived so that the users of
the Directory can store the distinguished names of objects (e.g.,

CJ 3 M| cN=Smith | (OU=Sales, L=Ipswich),
CN=Smith}

Figure 4 — Determination of Distinguished Names

8.5 Alias Names

8.5.1 Analias, or an alias name, for an object is a name
at least one of whose RDNs is that of an alias entry.
Aliases permit object entries to achieve the effect of
having multiple immediate superiors. Therefore, aliases
provide a basis for alternative names.
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8.5.2 Just as the distinguished name of an object
expresses its principal relationship to some hierarchy of

objects,

so an alias expresses (in the general case) an

alternative relationship to an different hierarchy of objects.

8.5.3 An object with an entry in the DIT may have zero

or more

aliases. It, therefore, follows that several alias

entries may point to the same object entry. An alias entry
may point to an object entry that is not a leaf entry. Only

object en
not perm

8.54
an alias

8.5.5
name att

9 Di

Ties may nave aliases.
tted.

n alias entry shall have no subordinates, that is,
try is a leaf entry.

e Directory makes use of the aliased object
ibute in an alias entry to identify and to find the
ding object entry. ‘

rectory Schema

9.1 Definitions

9.1.1 [Hirectory Schema: The set of rules and constraints
concernifg DIT structure, object class definitions, attribute

types ang

syntaxes which characterize the DIB.

9.1.2 DIT Structure Rule: A rule, forming part of the

Director

Schema, which relates an object class (the

subordinfate) to another object class (the superior) and
which dllows an entry of the former class to bé

immedia
DIT. Thg

lely subordinate to one of the latter classes incthe
rule also governs the attribute type(s) permitted

to appedr in the (subordinate) entry's RDN,“and may
impose 3dditional conditions. The schema may contain
many su¢h rules.

9.2 Overview

9.2.1 The Directory Schema is ‘a_set of definitions and
constraifjts concerning the strueture of the DIT and the

possible
be held i
informat

Notes
1 The

ways entries are named, the information that can
1 an entry, and«he-attributes used to represent that
on.

schiema enables the directory system to, for example:

entriesof the wrong
()

object-class (e.g., a country as a subordinate of a
person);

prevent the addition of attribute-types to an eniry
inappropriate to the object-class (e.g., a serial number
to a person's entry);

prevent the addition of an attribute value of a syntax
not matching that defined for the attribute-type (e.g., a
printable string to a bit string).

2 Dynamic mechanisms for the management of the directory
schema are not presently provided by ISO/IEC 9594.

9.2.2 Formally , the Directory Schema comprises a set of

a) DIT Structure definitions (rules) that define the
distinguished names that entries may have and the
ways in which they may be related to one another

through the DIT.
b) Object Class definitions that define the

mandatory and optional attributes that shall
present, and may be present, respectively, in an
i w20 C 9594-

2).

" ¢) Artribute Type definitions that identity the
identifier by which an attribute isknown, itp

set of
be

object
syntax,

and whether it is permitted to have multiple| values.

d) Artribute Syntax definitions’ that define

for each

attribute the underlying’ ASN.1 data type and

matching rules.

Figure 5 summarizes the relationships between thg
definitions-on the one side, and the DIT, directory
attributes, and attribute values on the other.

9.2.3 The/Directory Schema is distributed, like
itself. Bach’ Administrative Authority establishes|t

schema
entries,

the DIB

he part

of the.schema that will apply for those portions of] the DIB

administered by the authority.

Note — Distribution of schema information across DSA

managed

by different Administrative Authorities is not supported by this

version of ISO/IEC 9594. Such distribution is handleg
tratively by bilateral agreements.

adminis-

9.2.4 The specification of what is involved in the definition
of DIT structure, object classes, attribute types and
attribute syntaxes can be found in 9.3 through 9.6

respectively.
Definitions DIT elements
uses belongs tﬁ
——r‘ilgif—°r——> Entries
belongs to?
—Tulesfor g Attributds
uses belongs tﬂ
—M—P Values

Figure 5 — Overview of Directory Schema

9.3 DIT Structure Definition

93.1 A DIT Structure Rule defines the permitted
hierarchical relationships between entries, and their
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permitted RDNs. The. definition of a DIT Structure Rule
involves:

identifying the subordinate and superior object
classes;

identifying the attribute types which may be
involved in subordinate entries' RDNs; and

(optionally) additional information.

ISO/IEC 9594-2 : 1990(E)

d) listing the optional attribute types that an entry of -
the object class may contain in addition to the
optional attributes of all its superclasses.

Note -- An object class without an assigned object identifier is
intended for local use as a means of conveniently adding new
attribute types to a pre-defined superclass. This addition allows
for a number of possibilities. For example, an Administrative
authority may define an unregistered Object Class so as to
permit a user to add any registered attribute to the entry. The

9.3.2
relati
imme
rule,
portid

Notep

The Directory permits an entry to stand in the
bnship of immediate subordinate to another (its
diate superior) only if there exists a DIT structure
tontained in the schema (see 9.2.3) applicable to the
n of the DIB that would contain the entry, for which:

the entry is of the subordinate object class;

the immediate superior of the entry is of the
superior object class;

the attribute type(s) forming the entry's RDN is
(are) among those permitted;

any conditions imposed by the additional
information are satisfied.

P

a particular object class to those on a locally‘helld list. It may
also make particular attributes mandatory for:a pafticular object
class, over and above those required by\the regfstered object
class definition.

Admmistrativeanthority Tay ot theattributes ﬁlF an entry for

9.42 There is one special object class, of which every
other class is a subclass. Thisiobject class is called Top and
is defined in 9.4.8.1.

9.4.3 Every entry-shall contain an attribute of type object
class to identify the-object class and superclasges to which
the entry belongs. The definition of this attribute is given
in 9.5.4. The)attribute is multivalued. There phall be one
value ofithe attribute for the object class angl each of its
superclasses for which an object identifier| is defined,

1. [Fechniques for documenting DIT Structure or for
reprqsenting structure rules in the DIB are not presently
provided by ISO/IEC 9594.

2. ff a DIT Structure rule permits subordinates or superiors
belofging to a particular class, it implicitly (unless explicitly
overfidden) also allows subordinates or superiors belonging to
any dbject class derived from that class (see 9.4).

9.3.3| The Directory enforces the defined structure rules
at evgry entry in the DIT. Any attempt to medify the DIT
in su¢h a way as to violate the applicableistructure rules
fails.

9.3.4| A DIT Structure Rule in-whiCh an object class is
the sybordinate is termed a game-binding for that object
class,

9.3.5| For an object class-to be represented by entries in a
portipn of the DIB at’least one name binding for that
objec] class shall_be-contained in the applicable part of the
schema. The schema contains additional name bindings as
requifed.

9.4 | Object Class Definition

except that the value of Top need not be prese
some other value is present.

Notes

1. The requirement that the ObjectClass
present in every entry is reflected in the definition

2. Because an object class is considered to be
superclasses, cach member of the chain of supe
Top is represented by a value in the object class
any value in the chain may be matched by a filter)

The ObjectClass attribute is managed by th|
i.e., it may not be modified by the user.

9.4.4 The Directory enforces the defined ob;
every entry in the DIB. Any attempt to mog
that would violate the entry's object class defir

Note — In particular, the Directory will prevent:

a) attribute types absent from the object class d
added to an entry of that object class;

b) an entry being created with one or more abs
attribute types for the object class of the entry;

t so long as

attribute : be
pof Top.

ong to all its
classes up 1o
hitribute (and

e Directory,

ect class for
ify an entry
ition fails.

efinition being

ent mandatory

¢) amandatory attribute type for the object class of

the entry being

9.4.1 The definition of an object-class involves:

deleted.

a)

b)
©)

optionally, assigning an object-identifier for the
object-class;

indicating which classes this is to be a subclass of;

listing the mandatory attribute types that an entry
of the object class shall contain in addition to the
mandatory attribute types of all its superclasses;

9.4.5 The special object class Alias is defined in 9.4.8.2.
Every alias entry shall have an object class which is a
subclass of this class.

Note- The Directory's dereferencing of alias entries ensures that
the values of the ObjectClass attribute of an alias entry are rarely
seen. It is recommended that appropriate alias object classes be
derived from Alias without assigning an object identifier.
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9.4.6 The following ASN.1 macro may (but need not) be
used to define an object class. The empty production for
SubclassOf is permitted only in defining Top:

OBJECT-CLASS MACRO ::=

notation (“‘OBJECT-CLASS”’) can be used to denote any possible
object class.

9.4.7 An atrribute set is a set of attributes identified by
an object identifier. The definition of an attribute set

BEGIN involves:
TYPENOTATION ::=  SubclassOt a) assigning an objeé:t identifier to the set;
MandatoryAttributes . L. . .
OpticnalAttributes b) listing the object identifiers of the attributes and other
VALUEND e attribute sets whose members together form the set.
vallie (VALUE OBJECT IDENTIFIER) The following ASN.1 macro may (but need nof)be psed to
SubclassOf ::= define a set of attributes for use with the OBJECT-CILLASS
"SUBCLASS OF" Subclassesl macro: '
empty
Subclasseg :-=  Subclassl ATTRIBUTE-SET MACRO ::=
Subclass “," Subclasses BEGIN
Subclass n= value (OBJECT'CLASS) TYPE NOTATION G “CONTAINS""{“Altributes oy
MandatoryAttributes ::= empty
"MUST CONTAIN {"Attributes"}"lempty VALUE NOTATION:= value(VALUE OBJECT
. . IDENTIFIER)
OptionalAftributes =
"MAY CONTAIN {"Attributes"}"lempty Attributes i= Attr!buteTerml ]
Attributes u= - AltributeTerml AttributeTerm "" Attributgs
AttributeTerm ", ” Attributes AltributeTerm::= AttributelAttributeSet
AttributeTerm ::= AttributelAttributeSet Attribute =  value(ATTRIBUTE)
Attribute = value(ATTRIBUTE) AttributeSet ::=  value(ATTRIBUTE-SET)
AttributeSét =  value(ATTRIBUTE-SET) END
END

The corredpondence between the parts of the definition, as
listed in 9.4.1, and the various pieces of the notation
introduced by the macro, is as follows:

a) thelobject identifier to the object class is the value
supplied in the value assignment of the macro;

b} the|superclasses of which this jobject class is a
subflass is that identified by the SubclassOf
prodluction, i.e., that following "SUBCLASS OF";

¢) themandatory attributes/are those identified by the
list] of object ddentifiers produced by the
MapdatoryAtfributes production, i.e., those
follpwing MUST CONTAIN;

d) the joptional-attributes are those identified by the list
of | ebject identifiers produced by the

OplionalAttributes production, i.e., those following

The correspondence between the parts of the definjtion of
an attribute set and the notation introduced by the macro is
as follows:

(a) the object identifier assigned to the attribute s¢t is the
value supplied in the value assignment of thq macro

(b) the set of attributes comprising the attribute set is
that formed by the set union of the attributes and
sets of attributes identified by the Atfributes
production, i.e., following "CONTAINS".

Should the "empty" alternative of the notation be sglected,
the resulting notation ("ATTRIBUTE-SET") can b¢ use to
denote any possible attribute set.

9.4.8 The object classes previously mentioned are Hefined
in9.4.8.1 and 9.4.8.2.

MAY CONTAIN.

Notes

1 The object identifiers in (c) and (d) identify both individual
attributes and sets of attributes (see 9.4.7). The effective list in both
cases is the set union of these. If an attribute appears in both the
mandatory set and the optional set, it shall be considered man-
datory.

2 The macro is used in defining selected object classes in

ISO/IEC 9594-7. Should all the pieces of notation introduced by the
macro and described in b), ¢) and d) above be empty, the resulting

10

Note — These are partial definitions: the object identifiers are
actually allocated for these object classes in ISO/IEC 9594-7 so
as to provide a single point of allocation of these object
identifiers in ISO/IEC 9594;

9.4.8.1  The object class Top is defined as follows:
Top ::=
OBJECT-CLASS
MUST CONTAIN {objectClass}
9.48.2  The object class Aliasis defined as follows:
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Alias ::=
OBJECT-CLASS
SUBGLASS OF top
MUST CONTAIN {aliasedObjectName}
Notes

1. The object class Alias does not specify appropriate attribute
types for the RDN of an alias entry. Administrative Authorities
may specify subclasses of the class Alias which specify useful
attribute types for RDNs of alias entries (see ISO/IEC 9594-7).

ISO/IEC 9594-2 : 1990(E)

Match ="EQUALITY"["SUBSTRINGS"|

“ORDERING"
END

The correspondence between the parts of the definition, as
listed in 9.5.1, and the various pieces of the notation

introduced by the macro, is as follows:

(a) the object identifier assigned to the attribute type is
the value supplied in the value assignment of the

2. [Emiries of a subclass of The class AlfaS are alias eniries.

9.5 | Attribute Type Definition

9.5.1| The definition of an attribute type involves:

a) | assigning an object identifier to the attribute type;

b) | indicating or defining the attribute syntax for the
attribute type;

¢) | indicating whether an attribute of this type may
have only one or may have more than one value
(recur).

9.5.2] The Directory ensures that the indicated attribute
syntgx is used for every attribute of this type. The
Diredtory also ensures that attributes of this type will have
one gnd only one value in entries if attributes of this type
are defined to have only one value.

9.5.3| The following ASN.1 macro may (but need not) bé
used [o define an attribute type:

ATTRIBUTE MACGRO ::=
BEG

TYPENOTATION
VALYENOTATION

::= AttributeSyntax Multivaluediempty
= value (VAL''E OBJECT IDENTIFIER)

AttributeSyntax n=
"WITH ATTRIBUTE-SYNTAX" SyntaxCheice

:="SINGLE VALUE"
I"MULTI VALUE"lempty

SyntaxChoice ::= value(ATTRIBUTE-SYNTAX)
Constraintitype MatchTypes

Multjvalued

::="("ConstraintAlternative”)"lempty

Con

Congtraint
1trainmlternative ::= StringConstraintlintegerConstraint

MAECRO:

(b) the attribute syntax for the attribute
identified by the AttributeSyntax_prod
either points to a separately defined atty
or explicitly defines an attribute syntax
ASN.1 type and matching rules (sg
separately identified-aftribute syntax is|
size constraint for-underlying string typ
range for an underlying integer type m4
be indicated;

(¢) the attribute” is single valued if the ]
production is "SINGLE VALUE", an
one Or more values if it is "MULTI
empty.

Note’ — The macro is used in defining selected atf
ISO/IEC 9594-6.

Should the "empty" alternative of the type
selected, the resulting notation ("ATTRIBU
used to denote any possible attribute type.

9.5.4 The attribute types identified in 7.3
known to and used by the Directory for its o
are defined as follows:

ObjectClass ::= ATTRIBUTE

type is that
uction. This
ibute syntax,
by giving its
e 9.6). If a
employed, a
es or a value
y optionally

MultiValued
d may have
VALUE" or

ribute types in

notation be
TE") can be

3 which are
VN purposes

WITH ATTRIBUTE-SYNTAX objectidentifiesSyntax

AliasedObjectName ::= ATTRIBUTE

WITH ATTRIBUTE-SYNTAX distinguishedNameSyntax

SINGLE VALUE
Notes

1.  These are partial definitions: the object

dentifiers are

actually allocated for these attribute types in ISO/IEC 9594-6 so

as to provide a single point of allocation of]
identifiers in ISO/IEC 9594;

2. The attribute syntaxes referred to in these ¢
themselves defined in 9.6.5.

these object

efinitions are

StringConstraint = "SIZE" "(" SizeConstraint )"

SizeConstraint = SingleValuelRange

SingleValue ::=value (INTEGER)

Range = value (INTEGER) ".." value
(INTEGER)

IntegerConstraint = Range

MatchTypes ::="MATCHES FOR" Matcheslempty

Matches ::= Match Matches!Match

9.6 Attribute Syntax Definition
9.6.1

a) optionally, assigning an object iden
attribute syntax;

b) indicating the data type, in ASN.1, of
syntax;

The definition of an attribute syntax involves:

tifier to the

the attribute

¢} defining appropriate rules for matching a presented
value with a target attribute value held in the DIB.

11
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None, some, or all of the following matching rules
may be defined for a particular attribute syntax:

1) equality. Applicable to any attribute syntax. The
presented value shall conform to the data type of
the attribute syntax.

2) substrings. Applicable to any attribute syntax with
a string data type. The presented value shall be a
sequence (SEQUENCE OF'"), each of whose
elements conforms to the data type

The correspondence between the parts of the definition, as
listed in 9.6.1, and the various pieces of the notation
introduced by the macro, is as follows:

a) the object identifier assigned to the attribute syntax
is a value supplied in the value assignment of the
macro.

b) the data type of the attribute syntax is that identified
by the Syntax production, i.e., that following macro
name.

3) ordering. Applicable to any attribute syntax for
which a rule can be defined that will allow a
presented value to be described as less than, equal
td, or greater than a target value. The presented
velue shall conform to the data type of the
aftribute syntax.

9.6.2 If |[no equality matching rule is defined the
Directory

a) treafs values as attributes of this attribute syntax as
having type ANY, i.e., the Directory does not check
thaf those values conform with the data type
indicated for the attribute syntax.

b) will not attempt to match presented values against
target values of such an attribute type.

Note - It [follows that the Directory will not permit such an
attribute tp be used in a distinguished name, nor allow for a
specific vqlue to be modified.

9.6.3 If |an equality matching rule is defined, the
Directory

a) treats values of attributes of this attribute syntaX as
haviing type ANY DEFINED BY the «data type
indicated for the attribute syntax.

b) wil] only match according to thelmatching rules
defined for that attribute syntax,

¢) will only match a presented/value of a suitable data
typ¢ as specified in 9.6.1 (¢);

9.6.4 The [following ASN.1 macro may, but need not, be
used to define attribute Syntaxes:

ATTRIBUTE-SYNTAX'MACRO ::=
BEGIN

TYPE NOTATION ::= Syntax MatchTypeslempty

¢) the defined matching rules are equality, if
"EQUALITY" appears in the MatchTypes
production, substrings if "SUBSTRINGS" appears,
and ordering if "ORDERING" |appears.|If the
production is empty, then no|matching ryles are
defined.

Should the "empty" alternatiye of-the notation be sglected,
the resulting notation ("ATTRIBUTE-SYNTAX")|can be
used to denote any possible.attribute syntax.

Notes

1 No support is\provided in the macro for actually flefining
the matchingrules themselves: this shall be done by|natural
language of. by other means.

2 The macro is used in defining selected attribute syrftaxes in
ISOAEC 9594-6.

9.6.5 The attribute syntaxes used in 9.5.4 are defined in
9.6.5.1 and 9.6.5.2.

Note — These are partial definitions: the object identiffiers are
actually allocated for these attribute syntaxes in ISO/IE(Q 9594-6
so as to provide a single point of allocation of thesg object
identifiers in ISO/IEC 9594;

9.6.5.1  ObjectldentifierSyntax is defined as follows:

ObjectidentifierSyntax ::=
ATTRIBUTE-SYNTAX
OBJECT IDENTIFIER
MATCHES FOR EQUALITY

The matching rule for equality is inherent in the definition
of the ASN.1 type object identifier.

9.6.5.2 DistinguishedNameSyntax is defined as
follows:

DistinguishedNameSyntax ::=

VALUE NOTATION ::= value (VALUE OBJECT IDENTIFIER)

Syntax::=  type

MatchTypes ::= "MATCHES FOR" Matcheslempty
Matches ::= Match MatchesiMatch

Match =  “EQUALITY""SUBSTRINGS “I"ORDERING"
END

12

AR TFAX
DistinguishedName
MATCHES FOR EQUALITY

A presented distinguished name value is equal to a target
distinguished name value if and onty if all of the following
are true:

a) the number of RDNs in each is the same;

b) corresponding RDNs have the same number of
AVAs;
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c)

corresponding AVAs (i.e., those with identical
attribute types) have attribute values which match
for equality (in such a match, the attribute values
take the same roles — i.e., as presented or target

ISO/IEC 9594-2 : 1990(E)

value — as the distinguished name which contains

them does in the overall match).

SECTION 4: SECURITY MODEL

10

10.1
vario
DIB.
polig
whic

10.2
addrg
a)
b)

10.3
the I

b
c)

~—

104
the [

a
b)

~

Security

. The directory exists in an environment where
us authorities provide access to their fragment of the
Such access shall be in conformance to the security
v (see ISO/IEC 9594-8) of the security domain in
1 the fragment of the DIB exists.

Two specific components of a security policy are
ssed here:
the definition of an authorization policy;
the definition of an authentication policy.
The definition of authorization in the context of
irectory includes the methods to:
specify access rights;
enforce access rights (access control);
maintain access rights.
The definition of authentication in the cogtext of
irectory includes of the methods to verify:
the identity of DSAs and directory users;

the identity of the origin of received information at
an access point.

The integrity of received information 1S a 1oc
shall be in conformance to the security policy

10.5 This part of ISO/IEC 9594 ‘does
Security Policy.

10.6 Annex F describe§)guidelines fo
access rights.
10.7

ISO/IEC 9594-8 defines

hl matter and
in force,

hot define a

r specifying

authentication

procedures. The DAP and DSP may prgvide strong

authentication\of the initiator by the signing o

F the request,

data integrity of the request by signing of]|the request,

strong authentication of the responder, and da
the result by signing the result. The DAP
simple“authentication between a DUA and

a integrity of
may provide
a DSA. The

DSP may provide simple authentication hetween two

DSAs.

10.8

Administrative authorities of applications which

make use the Directory can use their own segurity policy.

The directory can support applications
authentication information (e.g., distingui
passwords, certificates) about communication
is further described in ISO/IEC 9594-8.

by holding
hed names,
entities. This

13
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Annex A
(Informative)
The Mathematics of Trees

A tree is

a set of points, called vertices, and a set of

to a verte

V'. For example, the tree in the figure has seven

directed 1}nes, called arcs; each arc a leads from a vertex V

vertices;

through ap.

Two vert
vertices,
example,
respectivg

abelled V1 through V7, and six arcs, labelled al
D

ces V and V' are said to be the initial and final
respectively, of an arc a from V to V'. For
V2 and V3 are the initial and final vertices,
ly, of arc a2. Several different arcs may have the

same_initial vertex, but not the same final vertex. For

example,
but no tw

The verte
referred t

arcs al and a3 have the same initial vertex, Vl,
b arcs in the figure have the same final vertex.

x that is not the final vertex of any archis often
b as the root vertex, or even more informally as

the "root" of the tree. For example, in the figure, \
root.

A vertex thalvis not the initial vertex of any arc
referred to_informally as a /eaf vertex, or eve
informally, as a "leaf" of the tree graph. For ¢
ver{ices V3, V6, and V7 are leaves.

An oriented path from a vertex V o a vertex V' is
arcs (al, a2, ..., a") (n 2 1) such that V is the initial

1 is the

is often
n more
kample,

a set of
vertex

of arc al, V' is the final vertex of arc a®, and the final

vertex of arc aK is also the initial vertex of arc ak+1

forl <

vertex VO is the set of arcs (a3, a4, ad). The te
should be understood to denote an oriented path
root 10 a vertex.

k < n. For example, the oriented path from veitr? V1o

|pa[h|l
om the

14
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This Annex documents the upper reaches of the object
identifier subtree in which all of the object identifiers

Annex B
( Normative )
Object Identifier Usage

assigned in ISO/IEC 9594 reside. It does so by providing

ISO/IEC 9594-2 : 1990(E)

an ASN.1 module called "UsefulDefinitions” in which all
non-leaf nodes in the subtree are assigned names.

DEFINITIONS ::=

UsefulDefinitions {joint-iso-ccitt ds(5) modules(1) usefulDefinitions(0)}

BEGIN
EXPORTS

module, serviceElement, applicationContext, atiributeType, attributeSyntax;{objectClass, algorithm,
ahstraciSyntax, attributeSet, usefulDefinitions, informationFrameworkdirectoryAbstractService,

directoryObjectidentifiers, algorithmObjectidentifiers, distributedOperations, protocelObjectidentifiers,
seleciedAtiribuieTypes, selectedObjectClasses, authenticationFramework, upperBounds, dap, dsp,

distributedDirectoryObjectidentifiers, id-ac, id-ase, id-as, id-ot, id-pt;

ds OBJECT IDENTIFIER = {joint-iso-ccitt ds(5)}
- =categories of information object - -
module OBJECT IDENFIFIER = {ds1)
serviceElement OBJECT IDENTIFIER = {ds 2}
applicationContext OBJECTIDENTIFIER = {ds3}
attributeType OBJECT IDENTIFIER = {ds 4}
attributeSyntax OBJECT IDENTIFIER = {ds 5}
objeciClass OBJECT IDENTIFIER = {ds 6}
attributeSet- OBJECT IDENTIFIER = {ds7)
algorithim-" OBJECT IDENTIFIER = {ds 8}
abstractSyntax OBJECT IDENTIFIER = {ds 9}
- -modules - -
usefulDefinitions OBJECT IDENTIFIER = {module 0}
informationFramework OBJECT IDENTIFIER = {module 1}
directoryAbstractService OBJECT IDENTIFIER ;= {module 2}
distributedOperations OBJECT IDENTIFIER = {module 3}
protocolObjectidentifiers OBJECT IDENTIFIER = {module 4}
selectedAttributeTypes OBJECT IDENTIFIER = {module 5}
selectedObjectClasses OBJECT IDENTIFIER = {module 6}
authenticalionFramework OBJECT IDENTIFIER = {module 7}
algorithmObjectidentifiers OBJECT IDENTIFIER = {module 8}
directoryObjectldentifiers OBJECT IDENTIFIER = {module 9}
upperBounds OBJECT IDENTIFIER = {module 10}
dap OBJECT IDENTIFIER = {module 11}
dsp OBJECT IDENTIFIER = {module 12}
distributedDirectoryObjectidentifiers OBJECT IDENTIFIER = {module 13}
- - synonyms - -
id-ac OBJECT IDENTIFIER = applicationGontext
id-ase OBJECT IDENTIFIER = serviceElement
id-as OBJECT IDENTIFIER = abstractSyntax
id-ot OBJECT IDENTIFIER = object
id-pt  OBJECT IDENTIFIER = port
END

15
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Annex C
( Normative )
Information Framework in ASN.1

This Annex provides a summary of all of the ASN.1 type, ISO/IEC 9594. The definitions form the ASN.1 module
value and macro definitions contained in this part of InformationFramework.

InformationFramework {joint-iso-ccitt ds(5) modules(1) informationFramework(1)}
DEFINITIONS ::=
BEGIN

EXPORTS
Attribute, AttributeType, AttributeValue, AltributeValueAssertion,
DistinguishedName, Name, RelativeDistinguishedName,
OBJECT-CLASS, ATTRIBUTE, ATTRIBUTE-SET, ATTRIBUTE-SYNTAX,
Top, Alias,
ObjectClass, AliasedObjectName,
ObjectidentifierSyntax, DistinguishedNameSyntax;

IMPORTS
selectedAttributeTypes, selectedObjectClasses
FROM UsefulDefinitions {joint-iso-ccitt ds(5) modules(1) usefulDefinitions(0)}
top
FROM SelectedObjectClasses selectedObjectClasses
shjectidentifierSyntax, distinguishedNameSyntax ;.objectClass, aliasedOhjectName
FROM SeleciedAttributeTypes selectedAttributesTypes;

- = altribute data types - -
Attribute = SEQUENGE{ type  AltributeType,
values SET OF AttributeValue - - ar least one value is required - -}
AttributeType i=  (OBJECT IDENTIFIER
AttributeValue =, CANY
AttributeValueAssertion =" SEQUENCE {AttributeType, AttributeValue}
- - naming data types—-
Name u= CHOICE{ RDNSequence - - only one possibility for now - - }
RDNSequence = SEQUENCE OF RelativeDistinguishedName
DistinguishedName U= RDNSequence
RelativeDistinguishedName ::= SET OF AttributeValueAssertion

16
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ATTRIBUTE MACRO ::=
BEGIN

TYPENOTATION
VALUENOTATION
AttributeSyntax
Multivalued
SyntaxChaice
Constraint
ConstraintAlternative
StringConstraint
SizeConstraint

~ = macros - -

OBJECT-CLASS MACRO ::=

BEGIN
TYPENOTATION t Subclass0f MandatoryAttributes OptionalAtiributes
VALUENOTATION = value (VALUE OBJECT IDENTIFIER)
SubclassOf = "SUBCLASS OF" Subclasseslempty
Subclasses = Subclassli

Subclass “," Subclasses

Subclass = value(OBJECT-CLASS)
WMandatoryAttribufes = "MUST CONTAIN {"Atfributes T lemply
OptionalAttributes = “MAY GONTAIN {"Attributes"}"lempty
Attributes = AttributeTermlAttributeTerm "," Attributes
AttributeTerm = AttributelAttributeSet
Attribute = value {(ATTRIBUTE)
AttributeSet = value (RTTRIBUTE-SET)

END

ATTRIBUTE-SET MACRO ::=
BEGIN
TYPE NOTATION 1= "CONTAINS™{"Attributes "}"lempty
VALUE NOTATION ::= value(VALUE OBJECT IDENTIFIER)
Attributes i= AttrihuteTermlAttributeTerm.”,” Attributes
AttributeTerm = AttributelAitributeSet
Attribute = value(ATTRIBUTE)
AttributeSet ;= value(ATTRIBUTE-SET)
END

AttributeSyntax Multivaluedlempty

value (VALUE OBJECT IDENTIFIER)

"WITH ATTRIBUTE -SYNTAX" SyntaxChoice

“SINGLE VALUE"I"MULTI VALUE"lemply
value(ATTRIBUTE-SYNTAX) Constraintitype MatchTypes
"("ConstraintAlternative”)"lempty
StringConstraintlintegerConstraint

"SIZE" "(" SizeConstraint ")"

SingleValuelRange

SingleValue = value (INTEGER)

Range = value (INTEGER) ".." value (INTEGER)
IntegerConstraint = Range

MatchTypes = “MATCHES FOR" Matcheslempty
Matches = Match MatchesIMatch

Match = "EQUALITY"I"SUBSTRINGS"I"ORDERING"
END
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ATTRIBUTE-SYNTAX MACRO ::=
BEGIN
TYPENOTATION = Syntax MatchTypeslempty
VALUENOTATION :=  value (VALUE OBJECT IDENTIFIER)
Syntax = type
MatchTypes = "MATCHES FOR" Matcheslempty
Matches = Match Matches!Match
Match ;= EQUALITYISUBSTRINGSIORDERING
END
- - object classes - -
Top = OBJECT-CLASS
MUST CONTAIN {objectClass }
Alias ::= OBJECT-CLASS
SUBCLASS OF top

MUST CONTAIN {aliasedObjectName }

- = attribute types - -

ObjectClass ATTRIBUTE

WITH ATTRIBUTE-SYNTAX objectidentifierSyntax

AliasedObjectName =  ATTRIBUTE
WITH ATTRIBUTE-SYNTAX distinguishedNameSyntax
SINGLE VALUE

1

- - attribute syntaxes = =

ObjectidentifierSyntax ::=
ATTRIBUTE-SYNTAX
OBJECT IDENTIFIER
MATCHES FOR EQUALITY

DistinguishedNameSyntax ::=
ATTRIBUTE-SYNTAX
DistinguishedName
MATCHES FOR EQUALITY

END
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