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Foreword

ISP (the International Organization for Standardization) is a
worldwide federation of national standards bodies (ISO member
bddies). The work of preparing International Standards is normally
cafried out through ISO technical committees. Each member body
interested in a subject for which a technical committee has been
established has the right to be represented on that committee.
International organizations, governmental and non-governmental, in
lidison with ISO, also take part in the work. ISO collaborates clos

with the International Electrotechnical Commission (IEC) on
maptters of electrotechnical standardization.

Draft International Standards adopted by the technlcal
arp circulated to the member bodies for votj
International Standard requires approval by at\eas
bddies casting a vote.

prepared by Technical Committee
syistems and integration, q

cdmmunications.
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This amendment details the changes t¢g” ISONEC 9506-2 to support

conditioned service response. In developing these changes, it|is
assumed that the changes from the ke Data Exchanfge
Service, ISO/IEC 9506-2/Amd.1, 4 anges\from technigal

corrigendum ISO/IEC 9506-2/Cox 1,
base document. All clause nuMmbel

as amended and corrected; S snces refer to the bajse
document.

applied to the

fer to the documgnt

Access Control List object, and the
cess Control List object constrain the
by an MMS Client. The present MMS system
MMS \Sexver 3to support or deny support for any MMS
‘ Client for all object instances within |[ts
atian; thig amendment allows an MMS Server to offer
8¢ a MMS service to an MMS Client for some objgct
rot for others. If support of object specific access
ggotiated in the Initiate dialogue, the MMS client mpy
4 manipulate the Access Control List object of individdal

attribute MMS Deletable is removed from the object descriptipn
all MMS objects. In its place, a derivation rule is provided such tHat
services that report MMS Deletable can do so in a manner consistent
with implementations not employing this amendment.

There are seven classes of constraint, called Service Classes, that dre
covered by this amendment. These classes are Read, Write, Lodd,
Store, Execute, Delete, and Edit. Not all classes are applicable to pll
objects. The Edit class describes the ability to change the Accefs
Control List characteristics of any object.

This amendment makes use of the Authentication Unit of the
Association Control Service Element (ACSE) now available as £n

implementation option. It does so by allowing the conditiohs
expressed in the Access Control List to depend on the Authenticati¢pn

Value present in the A-ASSOCIATE service primitives. Such use of the
Authentication Unit is not required, however, to make use of the
Access Control List mechanism.
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By using the mechanisms present in this amendment, an
implementation can restrict access to an object (for reading, writing,
loading, storing, execution, deletion, or other modification) to MMS
Clients that either (1) attempt access from known network nodes, (2)
provide properauthentication (passwords), (3) have synchronized
their use with other MMS Clients through use of the semaphores, or

(/l an arbitrary camhinatinn of thaca mathade Tha onacificatinn f
H—aH—a oy HEH e R e 56— etRoa5—Re—-5peeiHEatHe 0o+

pgdsswords requires the use of the Authentication Unit of ACSE.

This amendment also modifies the MMS Service model by adding an
eXplicit Object Model for an Application Association. This model
should be present in the basic MMS Object Model, independent of the
ude of Access Control Lists. Its omission in the base document should
bg considered an oversight, corrected by this amendment.

The introduction of an object model for the application association
allows one to move the list of transactions objects from the VMD to
the application association, thereby allowing the invoke ID to be the
sdle key attribute of the transaction. The case of processing of Event
Agtions, however, requires us to introduce a new attribute to
VIMD, namely a list of transactions associated with Event io
processing that are not bound (necessarily) to an association.

&
2

Vi
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WMessage Specification —
Part 2:

Protocol specification
AMENDMENT 2: Conditioned servic

(

1. Scope

(This amendment makes no changes to clause 1 of ISO, 9 )

2. Normative References

Industrial automation systems - Manufacturing Message
Specification - Part 2: Protocol Specification
Amendment 1: Data Exchange.

ISO/IEC 9506+2:1990/Cor. 1:1995, Industrial Automation Systems - Manufacturing Message

Specification - Part 2: Protocol Specification
Technical corrigendum 1.

3. Definitions

(This amendment makes no changes to clause 3 of ISO/IEC 9506-2.)

4. Abbreviations

(This amendment makes no changes to clause 4 of ISO/IEC 9506-2.)
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5. Conventions

(This amendment makes no changes to clause 5 of ISO/IEC 9506-2.)

6. Elements of Protocol Procedure

(This amendment makes no changes to clause 6 of ISO/IEC 9506-2.)

7. MMS PDU

In clause 7, near the top of page 19, replace the lines

IMPORTS AP-title, AP-invocation-id, AE-qualifier, AE-in
FROM ISO-8650-ACSE-1

{iso standard 8650 abstract-syntax(2) acse-pdi(l)};

with:

IMPORTS AP-title, AP-invocation-id, AE-qualf
AE-invocation-id, Authentication-value
FROM ISO-8650-ACSE-1

{iso standard 8650 abstract-synté

exchangeData [\ TN\ E angeData-Request
apreéar inyminor version 1
to:
exchangeData Q
-- Shall

-Request,

[83]1 IMPLICIT
rolListAttributes-Request,

Report? ccessControIIedObJects Request,
~- Shall not appear in minor version one or two
deleteAccessControlList [85] IMPLICIT
DeleteAccessControlList-Request,
-- Shall not appear in minor version one or two
changeAccessControl [86] IMPLICIT
ChangeAccessControl-Request

-- ohall not appear in minor version one or two
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In 7.5.4 near the top of page 27, change the last line of the production from:

exchangeData [81] IMPLICIT
ExchangeData-Response
-- Shall not appear in minor version one
to
exchangeData

[81] IMPLICIT
ExchangeData-Response,
-- Shall not appear in minor version one
defineAccessControlList [82] IMPLICIT
DefineAccessControlList-Response,
-- Shall not appear in minor version one /Or
getAccessControlListAttributes [83] IMPLICIT
GetAccessControlListAttributes-Re
-- Shall not appear in minor versio
reportAccessControlledObjects [84] IMPLICIT
ReportAccessControlledObjecy
-- Shall not appear in minor ve
deleteAccessControlList [85] IMPLICIT
DeleteAccessControlList
-- Shall not appear in mipo
changeAccessControl [86] IMPLACIT
ChangeAccessControll
-- Shall not appear } i

‘two

In 7.5.5, page 30, at the very end of the Se

additionalService [10]

AddjitionalsSe
} OPTIONAL

to:

additionalSexrixic
changeAccess

} OPTIONAL
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8. Environment and General Management Protocol
In 8.2 on page 36, change:

cancel (84)
B

-- Shall not appear in minor version one
exchangeData (86)
-- Shall not appear in minor version one

to:

cancel
getDataExchangeAttributes

-- Shall not appear in minor version
exchangeData

-- Shall not appear in minor version
defineAccessControlList

-- Shall not appear in minor version
getAccessControlListAttributes

-- Shall not appear in minor version
reportAccessControlledObjects

-- Shall not appear in minor
deleteAccessControlList

-- Shall not appear in mj
alterAccessControl

-- Shall not appear in min

In 8.2 on page 36, in ParameterSupportQ

cel (10)

to:

1o pear in minor version one or two
operatorStation (11),
dataExchange (12)

—- Shall not appear in minor version one
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to:
operatorStation (11),
dataExchange (12),
-- Shall not appear in minor version one
accessControlList (13)
-- Shall not appear in minor version one or two
In QA8 Aan nana 4 ochanaa:
A 9-6-orpage43—change:
operatorStation (11),
dataExchange (12)
-- Shall not appear in minor version one
to:

operatorStation (11)
dataExchange (12)
-- Shall not appear in minor version one
accessControlList (13)

-- Shall not appear in minor version one t

10. Domain Management Protocol %
In 10.13, page 50, replace the line:

uploadInProgress [5] IM&ZE?BT ntegérs
uploadIn
accessContsyo A

with:
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11. Program Invocation Management Protocol

In 11.9, bottom of page 55, replace the last five lines with:

executionArgument CHOICE {
simpleString [5] IMPLICIT VisibleString,
neodedSErineg P ERNAS
} ’

accessControlList [6] IMPLICIT Identifier OPTIONAL

-- Shall not appear in minor version one or two

}

Add a new subclause 11.9.2.2:

11.9.2.2 Access Control List

The accessControlList parameter shall appear if and only if the AC otiated.

12. Variable Access Protocol

In 12.9, bottom of page 64, replace the I8

typeSpecification [2]
accessControlList [3]
-- Shall not 3

Add a new subclause 12

12.9.2.1 Access Contrd

scCa 3dAX scription [1] IMPLICIT
ScatteredAccessDescription,
acceds€ontroilList [2] IMPLICIT Identifier OPTIONAL
-- Shall not appear in minor version one or two

Add-\asnew subclause 12.12.2.1:

12.12.2.1 Access Control List

The accessControlList parameter shall appear if and only if the ACO CBB has been negotiated.
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In 12.15, page 67, replace the last five lines with:

listOfvVariable [1] IMPLICIT SEQUENCE OF SEQUENCE {
variableSpecification VariableSpecification,
alternateAccess [5] IMPLICIT AlternateAccess OPTIONAL
}l
accessControlList [2] IMPLICIT Identifier OPTIONAL
-- Shall not appear in minor version one or two }

Add a new subclause 12.15.2.1:
12.15.2.1 Access Control List

The accessControlList parameter shall appear if and only if the ACO CBB has/b egotiated.

In 12.18, page 69, replace the last two lines with:

typeSpecification TypeSpecification,
accessControlList [1] IMPLICIT Identifie
-- Shall not appear in minor

Add a new subclause 12.18.2.1:
12.18.2.1 Access Control List

The accessControlList parameter shall appea and y O CBB has been negotiated.

In 13.6, page 72, r@e
numberOf

accessCons

FPMPLICIT Unsignedl6,
IMPLICIT Identifier OPTIONAL
appear in minor version one or two

The accessControllList parameter shall appear if and only if the ACO CBB has been negotiated.

14. Operator Communication Protocol

(This amendment makes no changes to clause 14 of ISO/IEC 9506-2.)
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15. Event Management Protocol

In 15.4, page 77, replace the last two lines with:

evaluationInterval {71 IMPLICIT Unsigned32 OPTIONAL,
accessControlList [81 IMPLICIT Identifier OPTIONAL
-—- Shall not appear in minor version one or two

3

Add a new subclause 15.4.2.3:

15.4.2.3 Access Control List

The accessControllist parameter shall appear if and only if the ACO CBB i  nedetiated.
In 15.10, page 81, replace the iast four lines with:

cs—-extension [79]1 CS-Request-Detail QPTIONAL,

accessControlList [3] IMPLICIT Ids
-- Shall not appear in mj

}

Add a new section 15.10.2.2:

15.10.2.2 Access Control List

the value is NULL
11 IMPLICIT Identifier COPTIONAL
in minor version one or two

The accessControllist parameter shall appear if and only if the ACO CBB has been negotiated.
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16. Journal Management Protocol

In 16.5, page 95, replace the last three lines with:

currentEntries [0] IMPLICIT Unsigned32,
mmsDeletable [1] IMPLICIT BOOLEAN,
accessControlList [2] IMPLICIT Identifier OPTIONAL

-- Shall not appear in minor version one or two

}

Add a new subclause 16.5.2.1:

16.5.2.1 Access Control List

The accessControllList parameter shall appear if and only if the ACO CBB h gotiated.

17. Mapping to ACSE and Presentation Service

Insert a new subclause 17.2:

17.2 A-ASSOCIATE Data

Data from the A-ASSOCIATE Request ok RespoR ices passed for the initialization of
attributes of the Application Association i 3 ed for the association. If the
authentication function unit of ACSE ' Annd.1 and ISO 8650/Amd.1) is used in

Initiate Request, the fields are calling-AP-title,
ation-id, calling-AE-invocation-id, and calling-

ding™Mhe MMS Initiate Request, the fields are responding-AP-title,
esponding-AP-invocation-id, responding-AE-invocation-id, and

In 17.8;third paragraph, change:

clauses 6 to 16, 20, and

to:

clauses 6 to 16, 20, 21, and
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In 17.11 on the last line, change:
shall be 2.
to:

shall be three.

Renumber 17.2 through 17.12 to be 17.3 through 17.13.

18. Conformance

In 18.3, table 2, page 106, add to the end of the table:

DefineAccessControlList

GetAccessControlListAttributes NIES2N

ReportAccessControlledObjects AN >

DeleteAccessControlList / N

ChangeAccessControl (O %
7 Q

In 18.4, table 3, page 107, add to the end vf thextakle:

[ ACO NELND NS A\
)

19. MMS Ab@:t

(This amendment ma

se 19 of ISO/IEC 9506-2.)

10
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20. Data Exchange Protocol

In 20.3 of amendment 1 to ISO 9506-2, change the second production to:

GetDataExchangeAttributes-Response ::= SEQUENCE {
inUse (0] IMPLICIT BOOLEAN,
listOfRequestTypeSpecifications 1] IMPLICIT SEQUENCE QF

TypeSpecification,
listOfResponseTypeSpecifications[2] IMPLICIT SEQUENCE OF
TypeSpecification,
programInvocation{3] IMPLICIT Identifier OPTIONAL,
accessControlList[4] IMPLICIT Identifier OPTIONAL

-- Shall not appear in minor version one or_two

}

Add a new subclause 20.3.2.2:

20.3.2.2 Access Control List

The accessControllList parameter shall appear if and onl

Add a new clause 21:

21.1 Introduction

ISO/IEC 9506-1, clay

as been negotiated.

This clause descr!h ‘ { the realization of the services that are defined in

11
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21.2 AccessCondition

The abstract syntax of the Access Condition parameter is specified by the AccessCondition type.
This type is specified below and described in the paragraphs that follow. Subclause 5.5 describes
the derivation of all parameters for which explicit derivations are not provided in this clause.

AccessCondition ::= CHOLCE {

never [0] IMPLICIT NULL,
semaphore [1] ObjectName, -- Semaphore Name
user [2] CHOICE {

associationApplicationReference,

noneNULL

1,
password [3] Authentication-value,
joint [4] IMPLICIT SEQUENCE OF AccessCo
alternate [5] IMPLICIT SEQUENCE OF AccessC

}

-— Authentication-value is defined in ISO 8650/

21.3 DefineAccessControlList

The abstract syntax of the defineAccessControllLis
ConfirmedServiceResponse is ified

readAcces i AcressCondition OPTIONAL,
storeAccé:zbb 41 yccessCondition OPTIONAL,
writeAccesgCd AccessCondition OPTIONAL,

AccessCondition OPTIONAL,

executelA QeENe AccessCondition OPTIONAL,

delete S AccessCondition OPTIONAL,
editAg 3 i AccessCondition OPTIONAL
}
}
DefinekceessControllList-Response ::= NULL

12
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21.3.1 DefineAccessControlList-Request

The abstract syntax of the defineAccessControlList-Request choice of the Confirmed-
ServiceRequest type shall be the DefineAccessControlList-Request.

21.3.1.1 accessControlListElements

The accessControlListElements field shall be the List of Access Control Element parameter of the
DefineAccessControlList.request primitive and shall appear as the List of Access Control Element
parameter of the DefineAccessControlList.indication. This field shall contain zero orcone
occurrence of the AccessCondition type for each of the seven possible values of the Servicé Class
parameter. The AccessCondition associated with the Service Class equal to/Read shall_&ppear in
the readAccessCondition field of the accessControlListElement; similarly fg a values of the
Service Class parameter.

21.3.2 DefineAccessControlList-Response

the Confirmed-

S

13
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GetAccessControlListAttributes-Request

::= CHOICE {

© ISO/IEC

accessControlListName [0] IMPLICIT Identifier,

vMD [1] IMPLICIT NULL,

namedObject [2] IMPLICIT SEQUENCE ({

extendedObjectClass [0] CHOICE {
objectClass [0] IMPLICIT INTEGER {
namedVariable (0),
scatteredAccess (1),
namedVariableList (2),
namedlype (3),
semaphore (4),
eventCondition (5),
eventAction (6),
eventEnrollment (7),
journal (8),
domain (9),
programInvocation (10),
operatorStation (11),
dataExchange (12),
accessControlList (13)
} o},
objectName [1] ObjectName

}

@%

5

14
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GetAccessControlListAttributes-Response ::= SEQUENCE {
name [0] Identifier, -- Access Control List name
accessControllListElements {1] IMPLICIT SEQUENCE ({
readAccessCondition [0] AccessCondition OPTIONAL,
storeAccessCondition [1] AccessCondition OPTIONAL,
writeAccessCondition [2] AccessCondition OPTIONAL,
loadAccessCondition [3] AccessCondition OPTIONAL,
executeAccessCondition [4] AccessCondition OPTIONAL,
deleteAccessCondition [5] AccessCondition OPTIONAL,
€diTACCcessCondition [6] AccessCondition OPTIONAL
} 7

vMDuse [2] IMPLICIT BOOLEAN,

references [3] IMPLICIT SEQUENCE OF SEQUENCE ({

pv‘l‘onﬂnﬂﬂhﬂnnf—(“'l acg rNl CHOTCR {

objectClass

namedVariable
scatteredAccess
namedVariableList
namedType
semaphore
eventCondition
eventAction
eventEnrollment
journal
domain
programInvocation
operatorStation
dataExchange
accessControlList
Yoy,

objectCount [1]

} ’

accessControlList

-- shall be

The abstract sy
ServiceResppnse type

[

Laovalto

the getAccessControlListAttributes-Response choice of the Confirmed-
shall be the GetAccessControlListAttributes-Response.

15
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21.4.2.1 accessControlListElements

The accessControlListElements field shall be the List of Access Control Element parameter of the
DefineAccessControlList.response primitive and shall appear as the List of Access Control Element
parameter of the DefineAccessControlList.confirm. This field shall contain zero or one occurrence
of the AccessCondition type for each of the seven possible values of the Service Class parameter.
The AccessCondition associated with the Service Class equal to Read shall appear in the

readAccessCondition Tield of the accessControlListElement; simifarty for the other vatues of the
Service Class parameter.

21.4.2.2 Counts of Controlled Objects

The abstract syntax of the Counts of Controlied Objects parameter shall be\the references field of

the GetAccessControlListAttributes-Response type. For each object clas Qne or more
objects that reference this Access Control List object, a sequence of and objectCount
shall be included. If there are no objects in a class that reference ist object
(that is, the count is zero), this sequence shall not be included. If A Pr n negotiated, this

field shall not appear.

21.4.2.3 Access Control List

The accessControlList parameter shall appear if afiq on BB has been negotiated.

The abstract syntax of the re . jécts choice of the ConfirmedServiceRequest
and ConfirmedServiceR 8 i ReportAccessControlledObjects-Request and
ReportAccessControlledQbjects:Res Se't 5, respectively. These types are specified below and
described in the ra Rhs that fo .Subcfause 5.5 describes the derivation of all parameters
for which explicit defi Qt/pravided in this clause.

16
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