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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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This International Standard provides guidance for organizations in the application of ISO 9001:2008 to
the acquisition, supply, development, operation, and maintenance of computer software.

It identifies the issues that should be addressed and is independent of the technology, life cycle models,
development processes, sequence of activities, and organizational structure used by an organization. The
guidance and identified issues are intended to be comprehensive but not exhaustive. Where the scope of
an organization’s activities includes areas other than computer software development, the relationship
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huses 4, 5, and 6 and parts of Clause 8 of ISO 9001:2008 are applied mainly at the “global” ¢
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oject/product-specific requirements.
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INTERNATIONAL STANDARD ISO/IEC 90003:2014(E)

Software engineering — Guidelines for the application of
ISO 9001:2008 to computer software

1 Scope

1.1 General

[§0 9001:2008, Quality management systems requirements
1{1 General

This International Standard specifies requirements for a quality managementsystem where an
organization

a) needs to demonstrate its ability to consistently provide product thatmeets customer and
applicable statutory and regulatory requirements, and

b] aims to enhance customer satisfaction through the effective application of the system, indluding
processes for continual improvement of the system and the assurance of conformity to customer and
applicable statutory and regulatory requirements.

NPTE 1 In this International Standard, the term “product™only applies to
a) product intended for, or required by, a customer,

b) any intended output resulting from the product realization processes.

NDPTE 2 Statutory and regulatory requiremefts can be expressed as legal requirements.

This International Standard provides guidance for organizations in the application of ISO 9001:2008
to|the acquisition, supply, development,-eperation, and maintenance of computer software and related
sx:lljport services. It does not add to-o~otherwise change the requirements of ISO 9001:2008.

Annex A (informative) provides ‘a table pointing to additional guidance in the implementation of
ISP 9001:2008, available indSO/IEC JTC 1/SC 7 and ISO/TC 176 International Standards.

The guidelines providedinthis International Standard are not intended to be used as assessmeft criteria
in[quality managemefntsystem registration/certification.

1.2 Application

[0 9001:2008, Quality management systems requirements
1{2 Application

A ] vnnnlvnmnnfc r\F f]‘nc Ihfﬂl‘h’)fll‘\“’)] Qfanr‘arr] ke rrannrlr‘ anﬂ are lnfnnﬂar] fn ]'\o annlicahla to all
b SRt Al

organizations, regardless of type, size, and product prov1ded

Where any requirement(s) of this International Standard cannot be applied due to the nature of an
organization and its product, this can be considered for exclusion.

Where exclusions are made, claims of conformity to this International Standard are not acceptable
unless these exclusions are limited to requirements within Clause 7, and such exclusions do not affect

the organization’s ability, or responsibility, to provide product that meets customer and applicable
statutory and regulatory requirements.

The application of this International Standard is appropriate to software that is

— part of a commercial contract with another organization,

© ISO/IEC 2014 - All rights reserved 1
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— aproduct available for a market sector,

— used to support the processes of an organization,

— embe

dded in a hardware product, or

— related to software services.

Some organizations may be involved in all of the above activities; others may specialize in one area.
Whatever the situation, the organization's quality management system should cover all aspects
(software related and non-software related) of the business.

2 Normative references

[SO 9001

[SO 9000

:2008, Quality management systems requirements

2 Normjative references

The following documents, in whole or in part, are normatively referenced in thisddocument and are
indispengable for its application. For dated references, only the edition cited applies. For undated
referencgs, the latest edition of the referenced document (including any améndments) applies.

:2005, Quality management systems — Fundamentals and vocabulary

3 Terr

hs and definitions

1SO 9001
3 Term
For the p|

Through
mean “s¢

:2008, Quality management systems requirements
5 and definitions
urposes of this document, the terms and definitions given in ISO 9000 apply.

but the text of this International Standatd, wherever the term “product” occurs, it can also
rvice”.

For the pyirposes of this document, the term's and definitions given in ISO 9001:2008, and certain terins

(repeated

However,
ISO 9000

NOTE
Standard y

31
activity

here for convenience) giventin ISO/IEC 12207 apply.

in the event of a conflictin terms and definitions, the terms and definitions specified
2005 apply.

vill make reference“to terms defined in it.

set of cohfesivettasks of a process

[SOURCE

ISO/IEC 12207:2008, 4.3]

3.2
baseline

—

n

ISO/IEC 12207:2008 provides detailed provisions for software life cycle processes. This Internatiopal

specification or product that has been formally reviewed and agreed upon, that thereafter serves as the
basis for further development, and that can be changed only through formal change control procedures

[SOURCE: ISO/IEC 12207:2008, 4.6]

© ISO/IEC 2014 - All rights reserved
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3.3

configuration item

entity within a configuration that satisfies an end use function and that can be uniquely identified at a
given reference point

[SOURCE: ISO/IEC 12207:2008, 4.7]

3.4

COTS

Commercial-Off-The-Shelf

<gpftware-product—avattable-forpturechase-anduse-withotutthereed geonauctaeveropmnret activities

sofftware life cycle process that contains activities of requirements analysis, designyeading, infegration,

lifle cycle model
frgmework of processes and activities concerned with the life cycle that may be organized infto stages,
which also acts as a common reference for communication and undetstanding

Ndte 1 to entry: The requirements of ISO 9001:2008 would apply to mdintenance, only if contractually required,
after acceptance of the product by the customer. However, generally,thé requirements do notapply to mafintenance.

[SPURCE: ISO/IEC 12207:2008, 4.17]

3.7
mpeasure
make a measurement

—
%)

DURCE: ISO/IEC 15939:2007, 2.16]

3.8
measure
variable to which a value is assigned’as the result of measurement

[SPURCE: ISO/IEC 15939:200%:2.15]

3.
mpasurement
sef of operations having the object of determining a value of a measure

[SPURCE: ISOMEC15939:2007, 2.17]

3.10
p1ocess
sef of interrelated or interacting activities which transforms inputs into outputs

Note 1 to entry: Inputs to a process are generally outputs of other processes.
[SOURCE: ISO 9000:2005, 3.4.1]

3.11

regression testing

testing required to determine that a change to a system component has not adversely affected
functionality, reliability, or performance, and has not introduced additional defects

© ISO/IEC 2014 - All rights reserved 3
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3.12
release
particular version of a configuration item that is made available for a specific purpose

Note 1 to entry: The term “release” used in the ISO 9001:2008 text quoted in this International Standard is used
in the context of the definition provided in ISO 9000:2005, 3.6.13, which is different from the ISO/IEC 12207
definition quoted above.

EXAMPLE Test release

[SOURCE: ISO/IEC 12207:2008, 4.35]

3.13
replicatipn
copying d software product from one medium to another

3.14
softward item
identifialle part of a software product

3.15
softwarq product
set of comiputer programs, procedures, and possibly associated documentation and data

Note 1 to ¢ntry: A software product may be designated for delivery, an integral part of another product, or uded
in developjment.

Note 2 to ¢ntry: This is different from a product in ISO 9000.

Note 3 to|entry: For the purposes of this International Standard, “software” is synonymous with “softwqre
product”.

[SOURCEJISO/IEC 12207:2008, definition 4.42]

4 © ISO/IEC 2014 - All rights reserved
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4 Quality management system

4.1 General requirements

IS0 9001:2008, Quality management systems requirements
4.1 General requirements

The organization shall establish, document, implement and maintain a quality management system
and continually improve its effectiveness in accordance with the requirements of this International
Standard:

The organization shall

a) determine the processes needed for the quality management system and their application
throughout the organization (see 1.2),

b] determine the sequence and interaction of these processes,

c)] determine criteria and methods needed to ensure that both the operation/and control of these
processes are effective,

d] ensure the availability of resources and information necessary to-support the operation and
onitoring of these processes,

e) monitor, measure where applicable, and analyse these pro€esses, and

f)] implement actions necessary to achieve planned results’and continual improvement of th¢se
processes.

These processes shall be managed by the organizatign in accordance with the requirements ¢f this
International Standard.

here an organization chooses to outsource aiy process that affects product conformity to
rgquirements, the organization shall ensure'control over such processes. The type and extent of

cgntrol to be applied to these outsourced processes shall be defined within the quality management
system.

NPTE 1 Processes needed for the giality management system referred to above include progesses
fgqr management activities, pravision of resources, product realization, measurement, analysis and
improvement.

NPTE 2 An “outsourced process” is a process that the organization needs for its quality manpgement
system and which the organization chooses to have performed by an external party.

NDPTE 3 Ensuring-control over outsourced processes does not absolve the organization of the
rgsponsibility of conformity to all customer, statutory and regulatory requirements. The typ¢ and
extent of controtto be applied to the outsourced process can be influenced by factors such as

a) the potential impact of the outsourced process on the organization’s capability to pr¢vide
productthat conforms to requirements,

b) the degree to which the control for the process is shared,

c) the capability of achieving the necessary control through the application of 7.4.

Guidance is provided for items a) and b) of ISO 9001:2008, 4.1, in relation to the organizational processes
as follows (see 5.4.2, and 7.4.1 for additional guidance on outsourcing).

a) Process identification and application

The organization should also identify the processes for software development, operation or maintenance.
b) Process sequence and interaction

The organization should also define the sequence and interaction of the processes in:

1) life cycle models for software development, e.g. waterfall, incremental and evolutionary, and

© ISO/IEC 2014 - All rights reserved 5
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2) quality and development planning, which should be based upon a life cycle model.
NOTE For further information, see the following:

— ISO/IEC 12207:2008I3] (Software Life Cycle Processes) which defines a set of software life cycle
processes that may be used for reference;

—  ISO/IEC/TR 24748-1[21] and ISO/IEC/ TR 24748-3[22] which provide guidance on how to use processes
from ISO/IEC 12207 in different life cycles.

4.2 Documentation rnqnirnmnnfc

4.2.1 Gpneral

[SO 9001:2008, Quality management systems requirements
4.2.1 Ge¢neral

The qualjty management system documentation shall include

a) documented statements of a quality policy and quality objectives,
b) a quality manual,
¢) documented procedures and records required by this Internationdl Standard, and

d) documents, including records, determined by the organizationmte’be necessary to ensure the
effective[planning, operation and control of its processes.

NOTE 1 |Where the term “documented procedure” appears within this International Standard, this
means that the procedure is established, documented, implemented and maintained. A single
documerlt may address the requirements for one or more procedures. A requirement for a docu-
mented procedure may be covered by more than onedocument.

NOTE 2 |The extent of the quality management system documentation can differ from one organiza;
tion to afother due to

a) the size of organization and type-ofactivities,
b) the complexity of processes and-their interactions, and

c) the competence of personfel.

NOTE 3 |The documentation ean.be in any form or type of medium.

Documenits for the effective planning, operation, and control of processes for software [ISO 9001:20(8,
4.2.1, iterh d)] may covef the following:

1) descyiptions of-processes, such as those identified in implementing 4.1;

2) desctfiptionsiof procedural instructions and/or templates used;

3) descyiptions of life cycle models used, such as waterfall, incremental and evolutionary;

4) descriptionsoftools, techniques, technologies, and methods such as those identified in implementing
4.1;

5) technical topics such as standards or guidance documents for coding, design and development, and
testing.

NOTE For further information on document identification as part of configuration management, see 7.5.3.

6 © ISO/IEC 2014 - All rights reserved
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a)

b

[SO0 9001:2008, Quality management systems requirements
4.

2.2 Quality manual

The organization shall establish and maintain a quality manual that includes

the scope of the quality management system, including details of and justification for any

exclusions (see 1.2),

the documented procedures established for the guality management system, or reference

tg

them, and

a description of the interaction between the processes of the quality management sy'stem

.2.3 Control of documents

th
cq

g
if

0 9001:2008, Quality management systems requirements
2.3 Control of documents

bcuments required by the quality management system shall be contyolled. Records are a sp
pe of document and shall be controlled according to the requireéments given in 4.2.4.

documented procedure shall be established to define the cofitrols needed
to approve documents for adequacy prior to issue,
to review and update as necessary and re-approve.documents,
to ensure that changes and the current revision-status of documents are identified,
to ensure that relevant versions of applicableiddocuments are available at points of use,

to ensure that documents remain legible'and readily identifiable,

e planning and operation of the quality management system are identified and their distrib
ntrolled, and

to prevent the unintended use of obsolete documents, and to apply suitable identification

bcial

to ensure that documents of external'origin determined by the organization to be necessary for

ution

to them

N(

4

they are retained for any purpose.
TE For further infoxrmation on document control as part of configuration management, see 7.5|
.2.4 Control ofrecords

o0

IS
4
R

0 9001:2008; Quality management systems requirements
2.4 Control of records

bcords established to provide evidence of conformity to requirements and of the effective o

0

beration

the qna]l'fy mahagnmnnf cycfnm shallhe contralled

The organization shall establish a documented procedure to define the controls needed for the
identification, storage, protection, retrieval, retention and disposition of records.

Records shall remain legible, readily identifiable and retrievable.

4.2.4.1 Evidence of conformity to requirements

Evidence of conformity to requirements may include:

a)
b)

documented test results,

problem reports, including those related to tools problems,

© ISO/IEC 2014 - All rights reserved
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c) change requests,

d) docu

ments marked with comments,

e) audit and assessment reports, and

f) review and inspection records, such as those for design reviews, code inspections, and walk-
throughs.

4.2.4.2

Exampled of evidence of effective operation of the quality management system may include, but aréx
limited td

a) chan

b) estinjates, e.g. project size and effort (people, cost, schedule),

c) how

d) software license agreements (both for software supplied to customers_dnd software procured

aid d

e) minuftes of meetings, and

f) software release records.

4.2.4.3
When de

regulatorly requirements. Where records are held onselectronic media, consideration of the retenti

times an
availabili

held in efnail systems. Protection from computer viruses and unapproved or illegal access should
considerdd.

The prop
methods

NOTE

Managemgnt Process) and 7.2.1(Seftware Documentation Management Process).

5 Man

5.1 Management commitment

Evidence of effective operation

bes (and the reasoning) to resources (people, software and equipment),

hind why tools, methodologies and suppliers were selected and qualified,

bvelopment),

Retention and disposition

ermining the retention periods for records, consideration should be given to statutory a

l accessibility of the records should take\into account the rate of media degradation, t
Ly of the devices, and software neededto-access the records. Records may include informati

Fietary nature of the information stored on records should be assessed, in determining t
pf data erasure from the predia, at the end of its required retention period.

For further guidance related to 1SO 9001:2008, 4.2, see ISO/IEC 12207:2008,[5] 6.3.6 (Informati

agement responsibility

ot

ol
he
bn
be

ISO 9001

the quali

:2008, Quality management systems requirements

5.1 Management commitment

Top management shall provide evidence of its commitment to the development and implementation of

ty management system and continually improving its effectiveness by

a) communicating to the organization the importance of meeting customer as well as statutory and
regulatory requirements,

b) establishing the quality policy,
¢) ensuring that quality objectives are established,
d) conducting management reviews, and

e) ensuring the availability of resources.

8
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5.2 Customer focus

[SO 9001:2008, Quality management systems requirements
5.2 Customer focus

Top management shall ensure that customer requirements are determined and are met with the aim
of enhancing customer satisfaction (see 7.2.1 and 8.2.1).

5.3 Quality policy

[0 9001:2008, Quality management systems requirements
53 Quality Policy

Top management shall ensure that the quality policy

a)l is appropriate to the purpose of the organization,

b] includes a commitment to comply with requirements and continually iinprove the effectiyeness of
tHe quality management system,

c)| provides a framework for establishing and reviewing quality objectives,

d] is communicated and understood within the organization, and

e) is reviewed for continuing suitability.

5.4 Planning

5.4.1 Quality objectives

[0 9001:2008, Quality management systems requirements
54.1 Quality objectives

far product [see 7.1 a)], are established at relevant functions and levels within the organizatign. The
qyality objectives shall be measurable and consistent with the quality policy.

T{p management shall ensure that-quality objectives, including those needed to meet requirgments

NOTE1 Information on attributes of software processes suitable for setting objectives may b¢ found in
ISP/IEC 15504-1.[10] ISO/TEC 15504 (all parts) may be used for assessing process capabilities and for setting
objectives for improvidgprocess capabilities.

NOTE 2  Informfatjion on quality characteristics, subcharacteristics and attributes of a softwaie product

sujtable for setting-quality objectives are defined in ISO/IEC 25010.[24] The ISO/IEC 25000 series of standards are
usgful for defining quality requirements and for setting quality objectives of a software product.

5.4.2< 'Quality management system planning

IS0 9001:2008, Quality management systems requirements
5.4.2 Quality management system planning
Top management shall ensure that

a) the planning of the quality management system is carried out in order to meet the requirements
given in 4.1, as well as the quality objectives, and

b) the integrity of the quality management system is maintained when changes to the quality
management system are planned and implemented.

Planning may occur at organizational and project/product levels.

© ISO/IEC 2014 - All rights reserved 9
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Quality management system planning at the organizational level may include the following:

a) defining appropriate software life cycle models to be used for the types of project that the
organization undertakes, including how the organization normally implements software life cycle
processes;

b) defining the work products of software development, such as software requirements documents,
architectural design documents, detailed design documents, program code, and software user

documentation;

<)
quality assurance plans and training plans;

d) definling how software engineering methods are tailored for the organization’s project§’within t
life cycle (see 1.2);

e) identjifying the tools and environment for software development, operations or-maintenance;

f) specifying conventions for the use of programming languages, e.g. coding rules, software librar
and frameworks;

g) identfifying any software reuse (see also 7.5.4).

The orgahization’s management representative should consider any“change to a software life cy¢

model w}
comprom

Software

5.5 Re;

5.5.1 R

lich may affect the quality management system and shoéuld ensure that such changes do 1
ise any quality management system controls.

quality planning at the project/product level is discussed in 7.1.
sponsibility, authority and communication

psponsibility and authority

es

ot

ISO 9001
5.5.1 Rg

Top man
within th

:2008, Quality management systems requirements
tsponsibility and authority

hgement shall ensure thatyrésponsibilities and authorities are defined and communicated
e organization.

552 M

anagement representative

[SO 9001
552 M

Top man

:2008, Quality management systems requirements
Anagement representative

hgement shall appoint a member of the organization’s management who, irrespective of oth

1%

3

alsfiac chall bovn racoacibhalieyy S d ot b oty b o s sl e

responsi

on matte
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a) ensuring that processes needed for the quality management system are established, implemented
and maintained,

b) reporting to top management on the performance of the quality management system and any
need for improvement, and

¢) ensuring the promotion of awareness of customer requirements throughout the organization.

NOTE The responsibility of a management representative can include liaison with external parties

rs relating to the quality management system.

For a software-producing organization, there is benefit if the management representative has had
experience with software development.
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5.5.3 Internal communication

[SO0 9001:2008, Quality management systems requirements

5.5.3 Internal communication

Top management shall ensure that appropriate communication processes are established within the

or

ganization and that communication takes place regarding the effectiveness of the quality

management system.

5.

AA 'y 3
MidIldgTIIITIIT ITVITW

5.6.1 General

5

td

[0 9001:2008, Quality management systems requirements

6.1 General

Top management shall review the organization’s quality management systeém, at planned inte

ensure its continuing suitability, adequacy and effectiveness. This review shall include ass

opportunities for improvement and the need for changes to the quality management system,
including the quality policy and quality objectives.

Records from management reviews shall be maintained (see 4.2.4).

rvals,
PSsing

5.6.2 Review input

0 9001:2008, Quality management systems requirements

6.2 Review input

The input to management review shall include information on

results of audits,

customer feedback,

process performance and product conformity,

status of preventive and corrective actions,

follow-up actions from-previous management reviews,
changes that couldaffect the quality management system, and

recommenddtions for improvement.

Gu

oy

idance isprovided for ISO 9001:2008, 5.6.2, item c) as follows.

One way.to measure process performance is to perform software process assessments (see 8

tcomes of software process assessments should be considered as input to management rev

.2.3). The
ews.

One way to measure product conformity is to perform software product evaluation (see 8.2.4). The
outcomes of software product evaluation should be considered as input to management review.

© ISO/IEC 2014 - All rights reserved
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5.6.3 Review output

IS0 9001:2008, Quality management systems requirements

5.6.3 Review output

The output from the management review shall include any decisions and actions related to
a) improvement of the effectiveness of the quality management system and its processes,

b) improvement of product related to customer requirements, and

C) resouce TIeeds.

6 Res¢urce management

6.1 Provision of resources

ISO 90012008, Quality management systems requirements
6.1 Proyision of resources
The orgapnization shall determine and provide the resources needed

a) toimplement and maintain the quality management system and continually improve its
effectivehess, and

b) to enhance customer satisfaction by meeting customer requirements.

6.2 Human resources

6.2.1 General

ISO 90012008, Quality management systems.tequirements
6.2.1 General

Personngl performing work affecting conformity to product requirements shall be competent on the
basis of dppropriate education, training, skills and experience.

NOTE Cpnformity to productreguirements can be affected directly or indirectly by personnel
performing any task withinthe/quality management system.

NOTE For further infermation, see ISO/IEC 12207:2008,[5] 6.2.4, Human Resource Management Process.

6.2.2 Cpmpetence; awareness and training

[SO 9001:20085 Quality management systems requirements

6.2.2 C(.mpnfnnrn’ training and awareness
(=]

The organization shall

a) determine the necessary competence for personnel performing work affecting conformity to
product requirements,

b) where applicable, provide training or take other actions to achieve the necessary competence,
c) evaluate the effectiveness of the actions taken,

d) ensure that its personnel are aware of the relevance and importance of their activities and how
they contribute to the achievement of the quality objectives, and

e) maintain appropriate records of education, training, skills and experience (see 4.2.4).
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Thetrainingneedsshould be determined consideringthe requirementsnotation, design methods, specific
programming languages, tools, techniques and computer resources to be used in the development and
management of the software product/project. It might also be useful to include training in the skills and
knowledge of the specific field within which the software is applied and in other topics such as project
management.

The technologies employed in software development, operation and maintenance should be continually
monitored and evaluated in order to determine requirements for updating staff skills.

The form

compt

ld be workshops,

Evaluation of the effectiveness of training may be performed using measurements, of [products
arld processes, identifying areas of improvement in personal performance (among other [areas for
infprovement).

6.3 Infrastructure

[§0 9001:2008, Quality management systems requirements
6J3 Infrastructure

The organization shall determine, provide and maintain the infrastructure needed to achieve
conformity to product requirements. Infrastructure includes;ds applicable,

a)l buildings, workspace and associated utilities,
b] process equipment (both hardware and software)jand

c)| supporting services (such as transport, commiuiication or information systems).

The infrastructure should include hardware,.software, tools and facilities for development, opg¢ration or
maintenance of software.

The infrastructure may include software tools that support the design and developmenf process
influding the following:

a)| tools, such as for analysis, design and development, configuration management, testing, project
management, documentation, code creation or generation;

b)| application development and support environments;

c)| knowledge managément, intranet, extranet tools;

d)| network teols; including security, backup, virus protection, firewall;
e)| help désk’and maintenance tools;

f)| aecess controls;

coftoaiara Lhrorinc:
g)l—sefrwarelibraries;

h) operations control tools such as for network monitoring, systems management and storage
management.

Whether these tools and techniques are developed internally or are purchased, the organization should
evaluate whether or not they are fit for purpose. Tools used in the implementation of the product, such
as analysis and design and development tools, compilers and assemblers should be evaluated, approved
and placed under an appropriate level of configuration management control prior to use. The scope of
use of such tools and techniques may be documented with appropriate guidance, and their use reviewed,
as appropriate, to determine whether there is a need to improve and/or upgrade them.

NOTE For further information, see the following:
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— ISO/IEC 12207:2008,[5] 6.2.2, Infrastructure Management Process;

—  ISO/IEC 25001[23] (Acquisition) and ISO/IEC 25040[25] and 25041[26] (Evaluation of a Software
Product);

—  ISO/IEC 14102.[6]

6.4 Work environment

IS0 9001:2008, Quality management systems requirements

6.4 Work environment

The orgafnization shall determine and manage the work environment needed to achieve conformity fo
product requirements.

NOTE The term “work environment” relates to those conditions under which work is performed
including physical, environmental and other factors (such as noise, temperature, hunfidity, lighting d
weather)|

—

7 ProJluct realization

7.1 Planning of product realization

[SO 9001:2008, Quality management systems requirements

7.1 Planning of product realization

The orgapnization shall plan and develop the processes needed for product realization. Planning of
product realization shall be consistent with the requireéments of the other processes of the quality
management system (see 4.1).

In planning product realization, the organization:shall determine the following, as appropriate:
a) quality objectives and requirements for: the product;
b) the need to establish processes and documents, and to provide resources specific to the product;

c) requifed verification, validation;mionitoring, measurement, inspection and test activities specifi¢
to
the prodyict and the criteria forproduct acceptance;

d) recorlds needed to provide evidence that the realization processes and resulting product meet
requirenjents (see 4.2.4%

The outpjut of this planning shall be in a form suitable for the organization’s method of operations.

NOTE 1 |A document specifying the processes of the quality management system (including the
product realization processes) and the resources to be applied to a specific product, project or con-
tract can|be referred to as a quality plan.

NOTE 2 The organization may also apply the requirements given in 7.3 to the development of prod-
uct realization processes.

7.1.1 Software life cycle

Processes, activities and tasks should be planned and performed using life cycle models suitable to
the nature of a software project, considering size, complexity, safety, risk and integrity. ISO 9001:2008
is intended for application irrespective of the life cycle models used and is not intended to indicate a
specific life cycle model or process sequence.

Design and development can be an evolutionary process and procedures may therefore need to be
changed or updated as the project progresses, after consideration of changes to related activities and
tasks.
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Consideration should be given to the suitability of the design and development method for the type of
task, product or project and the compatibility of the application, the methods and the tools to be used.
For products where failure may cause injury or danger to people, or damage or corruption of property or
the environment, design and development of such software should ensure definition of specific design
and development requirements that specify desired immunity from, and response to, potential failure
conditions.

Software development planning should result in a definition of what products are to be produced,
who is to produce them, and when they are to be produced (see 7.3.1). Software quality planning at
the project/product level should result in a description of how specific products are to be developed,
asfessed or maintained.

7.1.2 Quality planning

Quality planning provides the means for tailoring the application of the quality-imanagement system
to|a specific project, product or contract. Quality planning may include or reference generjic and/or
prpject/product/contract-specific procedures, as appropriate. Quality planning should be|revisited
alpng with the progress of design and development, and items concerned with each stage $hould be
completely defined when starting that stage. Quality planning may be‘reviewed and agrded by all
organizations concerned in its implementation, as appropriate.

NOTE1 A document that describes quality planning may be an independent document (entitled qulity plan),
a part of another document, or composed of several documents, inclding a design and development plan.

NQTE 2  ISO/IEC 12207 [5] includes quality planning and development planning as a single planning activity
legding to the creation of project management plan(s). A mapping table is provided in Annex B, to [show how
the items in 7.1.1 and 7.3.1 are satisfied by the related items in ISO/IEC 12207:2008, 6.1.2.3.4.5, 7.1.1.3.1.4, and
7.4.3.3.1.3.

Software quality planning at the project level should address the following:

a)| inclusion of, or reference to, the plansfor development (see 7.3.1);

b)| quality requirements related to the'product and/or processes;

c)| quality management system tailoring and/or identification of specific procedures and insfructions,
appropriate to the scope ofithe quality manual and any stated exclusions (ISO 9001:2008} 1.2);

d)| project-specific procedures and instructions, such as software test specifications detailjng plans,
designs, test cases@nd procedures for unit, integration, system and acceptance testing (s¢e 8.2.4);

e)| methods, life ¢y¢le model(s), tools, programming language conventions, libraries, frameworks and
other reusable assets to be used in the project;

f)| criteriaforstarting and ending each project stage;

g)| typesofreview, and other verification and validation activities to be carried out (see 7.3.4{7.3.5 and
7.3.6);

h) configuration management procedures to be carried out (see 7.5.3);

i) monitoring and measurement activities to be carried out;
j) the person(s) responsible for approving the outputs of processes for subsequent use;

k) training needs in the use of tools and techniques, and scheduling of the training before the skill is
needed;

1) records to be maintained (see 4.2.4);

m) change management, such as for resources, timescale and contract changes.
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Quality planning, however abbreviated, is particularly useful to clarify limited quality objectives for
software being designed for a limited purpose. Examples of limited-purpose software include proof-
of-concept demonstration prototypes, a research computation used only by its designer, an interim
solution lacking features such as security or full operational performance that will be implemented in a
future output, and one-time data analysis reports.

Limited-purpose software should be tested in ways that are consistent with its planned use to reduce
the possible occurrence of unintended omissions and errors.

NOTE 3

7.2 Customer-related processes

7.2.1 Determination of requirements related to the product

For further general guidance related to ISO 9001:2008, 7.1, see the following:

ISO/IEC 12207:2008,[5] 6.3.1, (Project Planning Process), and 7.2 (Software Support Processes)
ISO/IEC 25010:2011;[24]
ISO/IEC 25001:2007;[23]

ISO/IEC 16326:2009.[17]

ISO 90012008, Quality management systems requirements
7.2.1 De¢termination of requirements related to the product
The orgapnization shall determine

a) requirements specified by the customer, including thé.requirements for delivery and post-delive]
activitieq,

b) requirements not stated by the customer but ne¢essary for specified or intended use, where
known,

c) statutory and regulatory requirements.applicable to the product, and
d) any additional requirements considered necessary by the organization.

NOTE Ppst-delivery activities include; for example, actions under warranty provisions, contractual
obligatiops such as maintenance(Services, and supplementary services such as recycling or final dis-
posal.

y

7.2.1.1

Software[may be developed as part of a contract, as a product available for a market sector, as softw3
embeddefl in a system, or in support of the business processes of the organization. Requiremer
determinptiondsapplicable in all these circumstances.

Specific afctions may include:

a)

b)

16

Customer-related requirements [ISO 9001:2008, 7.2.1, items a) and b)]

the establishment of the following for developing the requirements:

iy

2)
3)

methods for agreement of requirements and authorizing and tracking changes, especially

during iterative development;
methods for the evaluation of prototypes or demonstrations, where used;

methods for recording and reviewing discussion results from all parties involved;

the development of the requirements in close cooperation with the customer or users, and efforts to
prevent misunderstandings by, for example, the provision of definition of terms, explanation of the
background of requirements;
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ISO/IEC 90003:

the obtainment of the customer’s approval of the requirements;

2014(E)

d) the establishment of a method for traceability of the requirements to the final product (such as a

requirements traceability matrix).

The requirements may be provided by the customer, may be developed by the organization or may be
jointly developed.

When the requirements are provided and agreed in the form of a system specification, methods
should be in place to allocate them into hardware and software items with any appropriate interface

Sl'

cifications (‘hqngpc tothe rpr}nirpmpnfc should be controlled_The contract may needtobe

amended
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.2.1.2 Additional requirements determined by the organization [ISO 9001:2008, 7.2.1,

en requirements change.

contractual situations, the requirements may not be fully defined at contract acceptarice,
hy be developed during a project.

e requirements may need to take the operational environment into account.‘The requiren
Clude, but not be limited to, the following characteristics: functionality, reljability, usability, ¢
hintainability and portability. Other characteristics may be specified, for’example security, 3
htutory obligations. Some of these characteristics may be mission and/or safety critical.

he software productneeds to interface with other software or system’products, the interface
e software product to be developed and other software or systemtproducts should be specif]
possible, either directly or by reference, in the requirementss

e requirements should be expressed in clear and unambiguous terms that facilitate validati
oduct acceptance. Requirements should be traceable throughout the development life cycle

TE1 For further information on 7.2.1.1, seéthe following:

—  ISO/IEC 12207:2008,[5] 6.4.2 (System Requirements Analysis Process), 6.4.3 (System Arg
sign Process), 7.1.2 (Software Requirenients Analysis);

—  ISO/IEC 29148:2011;[29]
—  ISO/IEC 25010:2011;(241
—  ISO/IEC 15026=3:2011.[3]

TE2  For furtherinformation on 7.2.1.2, see ISO/IEC 25051:2006.[27]
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7.2.2 Review of requirements related to the product

IS0 9001:2008, Quality management systems requirements
7.2.2 Review of requirements related to the product

The organization shall review the requirements related to the product. This review shall be conducted prior to
the organization’s commitment to supply a product to the customer (e.g. submission of tenders, acceptance of
contracts or orders, acceptance of changes to contracts or orders) and shall ensure that

a) product requirements are defined,

b) contrg

c) the organization has the ability to meet the defined requirements.
Records of the results of the review and actions arising from the review shall be maintained (see 4.2.4)!

Where the¢ customer provides no documented statement of requirement, the customer requiremehtsshall be
confirmed by the organization before acceptance.

Where prpduct requirements are changed, the organization shall ensure that relevant documents are amenddd
and that relevant personnel are made aware of the changed requirements.

NOTE Injsome situations, such as internet sales, a formal review is impractical for each order. Instead the
review cap cover relevant product information such as catalogues or advertising thaterial.

7.2.2.1 |Organization’s concerns

Issues wlfich may be relevant during the organization’s review of software tenders, contracts or ordgrs
include, but are not limited to the following:

a) the feasibility of meeting and validating the requiremerits and product characteristics, includipg
identjfying the required software characteristics (e.g. functionality, reliability, usability,
mainfainability, portability and efficiency);

b) software design and development standards@nd procedures to be used;

c) the irientification of facilities, tools, softiware items and data, to be provided by the customer, the
definlfition and documentation of methods to assess their suitability for use;

d) the operating system or hardware\platform;
e) agre¢ment on the control of external interfaces with the software product;
f) repli¢ation and distribution requirements;
g) custdmer-related issues:
1) life cycle processes imposed by the customer;

2) periodyef obligation of the organization to supply copies and the capability of reading master
dopies;

h) management issues:
1) risk management should be addressed (see also 7.2.2.2);
2) organization’s responsibility with regard to subcontracted work;
3) scheduling of progress, technical reviews and outputs;

4) installation, maintenance and support requirements;
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5) timely availability of technical, human and financial resources;

i) legal, security and confidentiality issues:

1) information handled under the contract may be subject to concerns regarding intellectual
property rights, licence agreements, statutory and regulatory requirements, confidentiality
and the protection of information including patents and copyrights;

2) guardianship of the master copy of the product and the rights of the customer to access or
verify that master;

3) level of information disclosure, to the customer, needs to be mutually agreed to by th¢ parties;

4) definition of warranty terms;

5) liabilities/penalties associated with the contract.

7.2.2.2 Risks

The following risks may be included when reviewing requirements relatedto the product:

a)| criticality, safety and security issues;

b)| capabilities and experience of the organization or its suppliers;

c)| reliability of estimates of resources and the duration réquired for each activity;

d)| significant differences between the times requiréd.to deliver products or services, and fthe times
determined from plans through the optimizationef cost and quality goals;

e)| significant geographical dispersion of the organization, customers, users and suppliers;

f)| high technical novelty, including novel methods, tools, technologies and supplied software¢;

g)| low quality or availability of supplied software and tools;

h)| low precision, accuracy and stability of the definition of the customer requirements and external
interfaces.

The implications of any contract changes on resources, schedules and costs should be dvaluated,

pdrticularly for changes,to scope, functionality or risk. The above issues should be re-evaluated, as

appropriate.

7.2.2.3 Customer representative

The customer may have responsibilities under the contract. Particular issues may include th¢ need for

the customer to cooperate with the organization, to provide necessary information in a timely manner,

arld terésolve action items. When assigned to monitor life cycle activities, a customer representptive may

represent the eventual users of the product, as well as executive management, and have the aufhority to

deal with contractual matters which include, but are not [imited to, the following:

a) dealing with customer-supplied software items, data, facilities and tools that are found unsuitable

b)

for use;

organizing access to end-users, where appropriate.

© ISO/IEC 2014 - All rights reserved
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Review of requirements may be performed by internal or external organizations. This may include
reviews of requirements related to contracts, engineering, maintenance or quality.

NOTE For further information on requirements review, see ISO/IEC 12207:2008,[3] 6.1.2 (Supply Process),
6.1.2.3.4.14 (Verification), and 7.2.6 (Review Process). For further information on requirements engineering
for eliciting, analysing, verifying and validating customer requirements, see ISO/IEC 29148.[29] For further
information on risk management, see ISO/IEC 12207:2008,[5] 6.3.4 (Risk Management) and ISO/IEC 16085:2006.

[16] For further information on review of quality requirements using quality characteristics, see ISO/IEC 25010.
[24]

7-2-3 C »lDtUlllCl \.uuuuuu;\,atiuu

[SO 9001:2008, Quality management systems requirements
7.2.3 Cystomer communication

The orgapnization shall determine and implement effective arrangements for communi€ating with
customefs in relation to

a) product information,

b) enquilries, contracts or order handling, including amendments, and

c) customer feedback, including customer complaints.

7.2.3.1 |General

For compputer software, the method of communication may vary-depending on the type of contractual
agreemeijt, and on the scope of the contract for development, operations or maintenance.

The follofving guidance for communicating with customers is separated into advice for developmgnt
and advide for operations/maintenance life cycle proeesses.

7.2.3.2 |Customer communication during development

Joint reviews involving the organization and the customer may be scheduled on a regular basis, or|at
significarjt project events, to cover the following aspects, as appropriate:

a) product information, including
1) development plans,

2) nformance of oufputs, such as design and development documents, to the customer’s agrepd
quirements,

3) demonstrations of outputs of the development processes, such as prototypes, and

4) dcceptance test results;

b) enquiries, contracts and amendments, including

1) the progress of activities concerning the eventual users of the system under development, such
as deployment and training,

2) the progress of software development work undertaken by the organization,
3) the progress of agreed activities being undertaken by the customer,
4) the processing of risk management issues, problems and change control items, and

5) the methods by which the customer will be advised of current or planned future changes.
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7.2.3.3 Customer communication during operations and maintenance

Sources of information that involve customer communication in operations and maintenance may
include the following:

a) product information, including
1) online help, user manuals describing the product and its use,

2) descriptions of new releases and upgrades, and

3) product web sites;

b)| enquiries, contracts and amendments, including

1) progress on product or service delivery, and/or maintenance activities, and
2) processing service or product risks, issues and change requests;

c)| customer feedback, including

1) help desk arrangements and effectiveness,

2) progress on customer complaints processing, and

3) surveys, user groups, conferences.

NOTE For further information, see the following:

— ISO/IEC 12207:2008,[5] 7.2.6 (Software RevieWw) Process), 6.1.2 (Supply Process), 6.4.9.3.4 |(customer
support) and F.3 (Contract Change Management Process).

—  ISO/IEC 14764:2006I[8] (Software Mainténance).
7.8 Design and development

7.8.1 Design and development planning

[0 9001:2008, Quality mahagement systems requirements

7.3.1 Design and development planning

The organization shall’plan and control the design and development of product.
Dpring the design/and development planning, the organization shall determine

a) the desigivand development stages,

b] thereview, verification and validation that are appropriate to each design and developmept stage,

The organization shall manage the interfaces between different groups involved in design and devel-
opment to ensure effective communication and clear assignment of responsibility.

Planning output shall be updated, as appropriate as the design and development progresses.

NOTE Design and development review, verification and validation have distinct purposes.
They can be conducted and recorded separately or in any combination, as suitable for the product
and the organization.
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7.3.1.1 Design and development planning

Design and development should be carried out in a disciplined manner to prevent or minimize the
occurrence of problems. This approach reduces dependence on verification and validation as the
sole methods for identifying problems. The organization should therefore ensure that the software
products are developed in compliance with specified requirements and in accordance with design and
development planning and/or quality planning (see 7.1 for quality planning).

NOTE 1

7.2.3.3.1.3

NOTE 2

ISO/IEC 12207(3] includes quality planning and development planning as a single planning activity

leading to the creation of project management plan(s). A mapping table is provided in Annex B, to show how
the items jp~2dd-andZ3-1lare-satisfiedbytherelateditemsinISOAECI22072008,6-1-2-34.57113-144

d

in square brackets.

Design arjd development planning should address the following items, as appropriate:

a) the

instajlation and support for acceptance of software products; this includes\the’identification of,
refergnce to:

1
2)
3)
4)
5)
6)

dctivities to be carried out;

required inputs to each activity;

required outputs from each activity;

verification required for each activity output [as 7.12 g) — see also 7.3.5];
rhanagement and supporting activities to be catried out;

required team training [as 7.1.2 K)];

b) planning for the control of product and setvice provision;

c) the drganization of the project resounces, including the team structure, responsibilities, use
suppliers and material resources to be used;

d) organizational and technical interfaces between different individuals or groups, such as sub-projé
teamp, suppliers, partners,users, customer representatives, quality assurance representative (s
7.3.11);

e) the analysis of thepossible risks, assumptions, dependencies and problems associated with t|
design and develepnyent;

f) the s¢heduledentifying:

1
2)
3)
4)
5)
6)

the stages of the project [see also 7.1.2 j)];

Some items in the following list have been included in the quality planning listin 7.1.2. Thesé are notled

dctivities of requirements analysis, design and development, coding, integration, testing,

or

the Work breaRadowT SITucture,

the associated resources and timing;
the associated dependencies;

the milestones;

verification and validation activities [as 7.1.2 g)];

g) the identification of:

1y

22

standards, rules, practices and conventions, methodology, life cycle model, statutory and

regulatory requirements [as 7.1.2 d) and e)];
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2) tools and techniques for development, including the qualification of, and configuration controls
placed on, such tools and techniques;

3) facilities, hardware and software for development;
4) configuration management practices [as 7.1.2 h)];
5) method of controlling nonconforming software products;

6) methods of control for software used to support development;

/) procedures for archiving, back-up, recovery, and controlling access to software prodycts;
8) methods of control for virus protection;
9) security controls;

h)| the identification of related planning (including planning of the system) addressing topi¢s such as
quality (see 7.1), risk management, configuration management, supplief management, infegration,
testing (see 7.3.6), release management, installation, training, migration, maintenande, re-use,
communication and measurement;

i) documentation control including document/record archive and distribution.

Far a COTS product in which the organization does not have &gntrol over the design, the organization
shiould assure that the product meets the acceptance criteria:

Planning should be reviewed periodically and any plansamended if appropriate.

NOTE A document defining design and developmentplanning and any of these related planning fopics may
be|an independent document, a part of another documetrit or composed of several documents.

.B.1.2 Review, verification and validation

=

he review, verification and validation-for software design and development are covered in 7.3.4 to
p.6. In software operations and/maintenance, they may be covered in service level agregments or
hintenance procedures.

S

~

.B.1.3 Responsibilities-and authorities

THhere is no specific guidance.

7.8.1.4 Interfaces

The boundaries of responsibility for each part of the software product and the way that|technical
information“will be transmitted between all parties should be clearly defined in the dg¢sign and
dgvelopment planning of suppliers. The organization may require review of a supplier’s d¢sign and
dgvelopment planning.

Indefininginterfaces, care should be taken to consider parties, other than the customer and organization,
who have an interest in the design and development, installation, operation, maintenance and training
activities. These may include customer representatives, suppliers, partners, quality assurance
representatives, engineering process group representatives, regulatory authorities, associated
development project staff and help desk staff. In particular, the end-users and any intermediate
operations function may need to be involved to ensure that appropriate capacity and training are
available to achieve committed service levels.

NOTE1  For furtherinformation on design and development planning, see ISO/IEC 12207:2008,[5] 6.3.1 (Project
Planning Process).

NOTE 2  For further information on software project management, see ISO/IEC/IEEE 16326:2009,[17] 6.1
(Project Planning Process).
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7.3.2 Design and development inputs

IS0 9001:2008, Quality management systems requirements
7.3.2 Design and development inputs

Inputs relating to product requirements shall be determined and records maintained (see 4.2.4).
These inputs shall include

a) functional and performance requirements,

b) applicable statutory and regulatory requirements,

c) wherg applicable, information derived from previous similar designs, and
d) othernrequirements essential for design and development.

The inpufs shall be reviewed for adequacy. Requirements shall be complete, unambiguous and not in
conflict with each other.

In systen} architectural design, system requirements are allocated to hardware, séftware componerts
and mantial operations. The inputs to software requirements analysis are the System requirements
allocated|to software and specifications of the interfaces between the system(components.

For guidance on ISO 9001:2008, 7.3.2 items a), b) and d), see 7.2.1.

Design and development input may be determined from functional;, performance, quality, relevgnt
safety anf security requirements and system design constraints{ ot“derived through techniques suich
as prototyping. Design and development input may also be determined from design change requegts
originatingg from previous phases in the iterative development-model (cycle), problems to be fixed, |or
requirerr:Lnts arising from acceptance criteria. Input may.als6 come from contract review activities.

When degign and development input documents are being reviewed (this often happens in conjunctipn
with the ¢ustomer), they should be checked for

a) ambipuities and contradictions,

b) incorlsistent, incomplete or unfeasible-information or requirements,

c) unrealistic performance specifications,

d) requirements that cannot be(verified or validated,

e) unstated or assumed requirements,

f) inacdurate descriptionof user environment and actions,

g) lack ¢f design and-development decisions in a requirements document, and

h) omisgions«fkey performance measures.

NOTE Eop further information, see ISO/IEC 25010:2011[24] for software quality requirements as softwdre
quality characteristics.
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7.3.3 Design and development outputs

[SO0 9001:2008, Quality management systems requirements
7.3.3 Design and development outputs

The outputs of design and development shall be in a form suitable for verification against the design
and development input and shall be approved prior to release.

Design and development outputs shall

a)_meet the input requirements for design and development,

b] provide appropriate information for purchasing, production and service provision,
c)| contain or reference product acceptance criteria, and
d] specify the characteristics of the product that are essential for its safe and proper-use.

NPTE Information for production and service provision can include details forithe preservation of
product.

The output from the design and development process should be defined-and documented in agcordance
with the prescribed or chosen method. This output should be complete, accurate and considtent with
the requirements, and may be produced using computer designi,and development tools. D¢sign and
dgvelopment outputs may be expressed in textual form, by diagrams or using symbolic modelling
ndtation, and may include

a)| design, development and test specifications,

b)| data models,

c)J| pseudo code or source code,

d)| user guides, operator documentation, training material, maintenance documentation,
e)| developed product, and

f)[ formal methods.

Prjototyping, when used, should result in design and development (output) documentation.

The acceptance criteria for design and development outputs should be defined in order to derhonstrate
thpt the inputs to each déesign and development stage are correctly reflected in the outputs.

Tqols should be validated for their specific intended use (see 7.3.6 and 7.6).

NOTE For_further information, see ISO/IEC 12207:2008,[5] 7.1.3 to 7.1.5 (Software Architectufal Design
Prpcess, Software Detailed Design Process, Software Construction Process).

7.8.4<_Design and development review

IS0 9001:2008, Quality management systems requirements
7.3.4 Design and development review

At suitable stages, systematic reviews of design and development shall be performed in accordance
with planned arrangements (see 7.3.1)

a) to evaluate the ability of the results of design and development to meet requirements, and
b) to identify any problems and propose necessary actions.

Participants in such reviews shall include representatives of functions concerned with the design and
development stage(s) being reviewed. Records of the results of the reviews and any necessary actions
shall be maintained (see 4.2.4).
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The degree of formality and rigour of the activities associated with the review processes should be
appropriate for the complexity of the product, the quality requirements and the degree of risk associated
with the specified use of the software product. The organization should establish procedures for dealing
with process and product deficiencies or nonconformities identified during these activities (see 8.3). It
is recommended that these procedures be documented.

During design and development reviews, criteria such as feasibility, security, safety, programming rules
and testability should be taken into account.

NOTE1 [ISO/IEC 12207:2008[5] treats project management and technical reviews as separate activities.

A nme—tabla dc nraridad 10 Aoy D o chovay o tbha volarad ttaac 10 tbha folloving et o coticfind
mapping-table—s FovittedtR————+to—showhowtherelatedttems—inthetoHowins st aresatishe ¢ in

ISO/IEC 12207:2008,[3] 7.2.6.

Review of design and development should be performed in accordance with planned arrangenients. The
elements[of the review to be considered are the following:

a) what|is to be reviewed, when and the type of review, such as demonstrations,formal proof|of
corrgctness, inspections, walkthroughs and joint reviews;

b) what|{functional groups would be concerned in each type of review and, if\thé€re is to be a revigw
meetjng, how it is to be organized and conducted;

c) what|records have to be produced, e.g. meeting minutes, issues, problems, actions and action statis;

d) the inethods for monitoring the application of rules, praetices and conventions to ensure
requirements are met;

e) what|has to be done prior to the conduct of a review, such'ds establishment of objectives, meetihg
agengla, documents required and roles of review personnel;

f) what{has to be done during the review, including:the techniques to be used and guidelines for pll
partifipants;

g) the sliccess criteria for the review;
h) what|follow-up activities are used to gnsure that issues identified at the review are resolved.

Further design and development activities should proceed only when the consequences of all knoyn
deficiencies are understood, or thé pisk of proceeding otherwise is known and agreed. Any findings
should bd addressed and resolved, as appropriate.

NOTE 2 |Forfurtherinformation,seelSO/IEC12207:2008,[517.1.2.3.1.2,7.1.3.3.1.6,and 7.1.4.3.1.7 (Requirements
and Desigh Evaluations) and-%2.6.3.3 (Technical Reviews).

7.3.5 Diesign and development verification

ISO 9001:20087Quality management systems requirements

7.3.5 De¢sign and development verification

Verification shall be performed in accordance with planned arrangements (see 7.3.1) to ensure that
the design and development outputs have met the design and development input requirements.
Records of the results of the verification and any necessary actions shall be maintained (see 4.2.4).

Verification of software is aimed at providing assurance that the output of a design and development
activity conforms to the input requirements.

Verification should be performed as appropriate during design and development. Verification may
comprise reviews of design and development output (e.g. by inspections and walkthroughs), analysis,
demonstrations including prototypes, simulations or tests. Verification may be conducted on the output
from other activities, e.g. COTS, purchased and customer-supplied products.
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The verification results and any further actions should be recorded and checked when the actions are
completed.

When the size, complexity or criticality of a software product warrants, specific assurance methods
should be used for verification, such as complexity metrics, peer reviews, condition/decision coverage
or formal methods.

Only verified design and development outputs should be submitted for acceptance and subsequent use.
Any findings should be addressed and resolved, as appropriate.

NQTE For further information see ISO/IEC 12207:2008[51 6 4 (Technical Processes) and 72 4 (Verification).

7.8.6 Design and development validation

[0 9001:2008, Quality management systems requirements
7.3.6 Design and development validation

Design and development validation shall be performed in accordance with planned arrangements
(ske 7.3.1) to ensure that the resulting product is capable of meeting the'\requirements for the
specified application or intended use, where known. Wherever practicable, validation shall b¢ com-

pqleted prior to the delivery or implementation of the product. Records of the results of validation and

any necessary actions shall be maintained (see 4.2.4).

7.8.6.1 Validation

Vdlidation of software is aimed at providing reasonablé confidence that it will meet its opgerational
refuirements.

Bdfore offering the product for customer acceptance, the organization should validate the oppration of
the product in accordance with its specified iftended use, under conditions similar to the application
environment, as specified in the contract.Any differences between the validation environmemt and the
ackual application environment, and the risks associated with such differences, should be identified and
justified as early in the life cycle as:possible, and recorded. In the course of validation, configuration
audits or evaluations may be perfarmed, where appropriate, before release of a configuration baseline.
Cdnfiguration audits or evaluations confirm, by examination of the review, inspection and tesft records,
thpt the software product cemplies with its contractual or specified requirements. This may require
arfalysis, simulation or emulation where validation is not practicable in operational conditions.

In[software development, it is important that the validation results and any further actions r
meet the specifiedrequirements are recorded, and checked when the actions are completed.

quired to

In[some cases,dtatiay not be possible, or feasible, to validate fully the software product by measurement
arld monitoring. An example may be where safety-related software cannot be tested under actual
cifcumstanees without risking serious consequences, or perhaps the actual circumstances tHemselves
ar|

Theinabili
to decide

a) how confidence can be gained from the development and tools used, and

b) what types of testing or analysis can be performed to increase confidence that the product will
perform correctly under the “untestable” circumstances, e.g. static code analysis.

Whatever methods are used, they should be commensurate with the risk and consequences of design
and development failures.
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7.3.6.2 Testing

Validation may often be performed by testing. Testing may be required at several levels, from the
individual software item to the complete software product. There are several different approaches to
testing, and the extent of testing and the degree of controls on the test environment, test inputs and test
outputs may vary with the approach, the complexity of the product and the risk associated with the use
of the product. Test planning should address test types, objectives, sequence and scope of testing, test
cases, test data and expected results. Test planning should identify the human and physical resources
needed for testing and define the responsibilities of those involved.

c) qualification tests, i.e. tests of the complete software product prior to delivery to confirm the
software meets its defined requirements;

d) acceptance tests, i.e. tests of the complete software product to confirm the software meets |ts
accepjtance criteria.

Regressign testing should be performed to verify or validate that the) capabilities of the software hayve
not been fompromised by a change.

Acceptanfe tests are those that are performed for the customer‘s benefit with the aim of determining the
acceptabillity of the product. Acceptance may be with or witheut defects or deviations from requirementts,
by agreerpent of the parties involved.

(=g

Testing tgols and the environment to be used should be qualified and controlled, and any limitations
testing rgcorded.

(0]

Testing grocedures should cover recording dnd analysis of results as well as problem and chanige
managenient.

NOTE For further information, see3SO/IEC 12207:2008,[5] 6.4 (Technical Processes) and 7.2.5 (Validatiojn).
For furthdr information on verificationthrough quality evaluation using quality characteristics and measurgs,
see ISO/IHC 25010241 and ISO/IEC.25000 series.

7.3.7 Copntrol of designand development changes

ISO 90012008, Quality management systems requirements

7.3.7 Cdntrol of-design and development changes

Design and development changes shall be identified and records maintained. The changes shall be
reviewed, verified and validated, as appropriate, and approved before implementation. The review off
design and development changes shall include evaluation of the effect of the changes on constituent
parts and product already delivered. Records of the results of the review of changes and any
necessary actions shall be maintained (see 4.2.4).

In the software development environment, control of design and development changes is usually
addressed as part of configuration management (see 7.5.3).

Changes to a software specification or component should maintain appropriate consistency between
requirements, designs, code, tests specifications, user manuals and, where relevant, other additional
items.

NOTE1 For further information, see ISO/IEC 12207:2008[5]: 6.4.10.3.2 and 6.4.10.3.3 (Modifications); 6.3.6
and 7.2.1 (Documentation); and 6.3.5 and 7.2.2 (Configuration Management).
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NOTE 2  For further general guidance related to ISO 9001:2008, 7.3, see the following:
—  ISO/IEC 25051:2006(27] for guidance on any procured COTS software products;
—  ISO/IEC 26514:2008[28] for design and development documentation guidance;

— ISO/IEC 19761:2011,[18] ISO/IEC 20926:2009[21] and ISO/IEC 20968:2002[20] for guidance on
estimation of size methods;

—  ISO/IEC/TR 14759:1999I[7] for guidance on prototype categorization and examples of use;

1ol e oo ma 4 30nall0] o £ 1 .
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7.4 Purchasing

7.4.1 Purchasing process

[0 9001:2008, Quality management systems requirements
74.1 Purchasing process

The organization shall ensure that purchased product conforms tospécified purchase requirgments.
The type and extent of control applied to the supplier and the purchased product shall be dependent
upon the effect of the purchased product on subsequent product realization or the final prodcht.

The organization shall evaluate and select suppliers based/onvtheir ability to supply product i
ag¢cordance with the organization’s requirements. Criteria for selection, evaluation and re-evjluation
shall be established. Records of the results of evaluations and any necessary actions arising ffom the
evaluation shall be maintained (see 4.2.4).

7I.1.1 Purchased products

Fdr the purposes of 7.4.1, free software (such as open source development tools) should be copnsidered
as|purchased.

In|developing, supplying, installingand maintaining software products, types of purchased|products
may include:

a)[ COTS software or shareware;

b)| customized software and services;

c)| subcontracteddevelopment (e.g. contract staff or outsourced full product development);
d)| outsourcedactivities (e.g. testing, independent verification and validation, facilities mandgement);

e)| toolsintended to assistinthe development of software (e.g. design and development or confliguration
management tools, code analysers, debuggers, test analysers, generators, compilers);

- 1 . P 1 1
f) CUIITPUtLcI dIiu CUMIITITUIIIC AUIUILS TIdI'uwdl'c,

g) key components (e.g. integrated circuits may be subject to change or to uncertain continued
availability);

h) wuser and product documentation;
i) training courses and materials.

The type and extent of control to be exercised by the organization over a supplier of subcontracted
design or development (e.g. joint projects) becomes especially important when selecting the supplier,
because confidence in the relationship may be critical to the success of the development.
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In developing, supplying, installing and maintaining software products, consideration about purchased
products may require the organization to manage the risks associated with licensing, maintenance,
help desk, and customer support services (such as concern for continued availability of support for
purchased product as a result of later releases). One way of determining the capability of suppliers to
provide an acceptable product may be by performing process assessment. Process assessment provides
information for risk assessment and a view of maturity and capability level of the supplier’s processes.

7.4.1.2

Purchased product control

Where the products listed in 7.4.1.1 h) to i) are purchased and intended to become part of the product,

they sho
consider3
managen

Care shot
required

Re-evaluz

and development as part of project management (see 7.3.1).

Insomec
The man
product.

The supp
capabiliti
response
NOTE 1

NOTE 2

742 P

1ld be controlled as components throughout the design and development. Contraety
tions should be addressed to ensure that such controls are in place to ensure configurati
ent is effective.

ld be taken to ensure that contract staff have the specific skills and the levels ef.competen
prior to being integrated as part of the project team.

ition of suppliers’ performance may be conducted by regular review and.control during desi

hgement of risk is often more critical in software developmentibecause of the nature of t

lier may be selected based upon the evaluation of the supplier’s proposals and proce
es, and other factors, such as analysis of a supplier’s: performance history, review of t

For further information, see ISO/IEC 12207:2008,[516.1.1 (Acquisition Process).

For further information on assessing process ¢dpability of a supplier, see ISO/IEC 15504-3.[12]

irchasing information

5 to the supplier questionnaire, and review of software-related quality and verification plans.

al
bn

Tq
=

rcumstances, the whole of ISO 9001:2008 may apply to the organization-supplier relationshjp.

he

SS
he

Purchasi

a) requi

commun

[SO 9001:2008, Quality management systems requirements

7.4.2 Pyrchasing information

b) requirements for qualification of personnel, and
c) qualify management system requirements.

The orgapnizationshall ensure the adequacy of specified purchase requirements prior to their

ng information shall describe the product to be purchased, including, where appropriate,

rements for approval of product, procedures, processes and equipment,

cation-to the supplier.

Purchasipginformation for software may include, where applicable

a) identification of the product ordered (such as product name, number, version, configuration),

b) requirements or the procedure to identify requirements where not fixed at the time of order,

c) standards to be applied (e.g. communications protocol, architectural specification, coding
standards),

d) procedures and/or work instructions the supplier is instructed to follow,

e) description of the development environment (e.g. hardware, development tools, facilities),

f) description of the target environment (e.g. hardware, operating system), and

30
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requirements on personnel (e.g. prerequisite training, product knowledge).

The considerations covered in 7.2.2 may also be applied to subcontracts.

NOTE For further information, see ISO/IEC 12207:2008,[3] 6.1.1.3.1 (Acquisition Preparation) an
(Acquisition Advertisement).

7.4.3 Verification of purchased product

2014(E)

d6.1.1.3.2

IS0 9001:2008, Quality management systems requirements

7
T

W
01

#.3 Verification of purchased product

he organization shall establish and implement the inspection or other activities necessary f

emsuring that purchased product meets specified purchase requirements.

here the organization or its customer intends to perform verification at the supplier’s prem
ganization shall state the intended verification arrangements and method ofproduct releas

ptirchasing information.
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is verification can apply to the acceptance testing of purchasedeftware used in dev
ich of such software is impossible to verify thoroughly because (f)its extensive function
panization is entitled to assume a degree of suitability but shéuld conduct acceptance te
sure the availability of adequate support.

here part of the software development has been subcontyacted, or where the purchase of 4
rdware and software is involved, the organization may need to determine the methods
rification, validation and acceptance of the subcontrdcted work will be achieved. Where
veloped under subcontract has to be integrated writh software developed by the organizat
her considerations may include the methods and tools used in the development. Inspecti
canization itself, and possibly by the custoiner, may be necessary. The general consider
bting apply (see 8.2.4).

e organization may be required to agquire and include software products, including data o
ch as contract staff, supplied by a-third party. The organization should verify product and
on receipt, taking into account the requirements of the contract. The methods to verify th
hy need to be defined as part-of the purchasing requirements (such as acceptance test
idance on verification and~validation provided in 7.3.5 and 7.3.6 should be considered. Fol
hffing, consideration should be given to the education, training, skills and experience of sug
ch topics as programming language, development tools and system management.

hen purchasingcorvobtaining data, careful consideration should be given to the format,
lume, source and content of data obtained (e.g. test data obtained from a third party). Data g
bulatory requirements may be relevant in some cases (e.g. privacy).

hen purchasing software products, consideration should be given to the format and medium|
is supplied to ensure operational requirements have been met. The functional and per
gquirements of the product should be tested before use to ensure that the product performs as

elopment.
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o satisfy.

Since it may not always be possible to test the product at the point of receipt, it is important to ensure
thatitis tested before use or incorporation into the final product. Such tests may need to be conducted at
the supplier’s premises. When on the organization’s premises, consideration should be given to ensuring
that appropriate measures are in place to segregate the product until certainty about its integrity can be
determined (e.g. virus infections).

Records of qualification and training records may be used to assist with verification of contract staff.

NOTE 1

NOTE 2  For further general guidance related to ISO 9001:2008, 7.4, see the following:
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product;

ISO/IEC 25010:2011[24] for guidance on quality characteristics appropriate to purchasing softwa

ISO/IEC 25040[25] and 25041;[26]

re

ISO/IEC 19761:2011,[18] ISO/IEC 20926:2009[19] and ISO/IEC 20968:2002[20] for guidance on
estimation of size methods.

7.5 Production and service provision

7.5.1 Cpntrol of production and service provision

7.5.1 Cd

c) the uj

[SO 9001:2008, Quality management systems requirements

The orgapnization shall plan and carry out production and service provision under controlled
conditions. Controlled conditions shall include, as applicable,

a) the ayailability of information that describes the characteristics of the product;

b) the ayailability of work instructions, as necessary,

d) the ayailability and use of monitoring and measuring equipment;
e) the implementation of monitoring and measurement, and

f) the implementation of product release, delivery and post-delivery activities.

ntrol of production and service provisions

e of suitable equipment,

7.5.1.1

As stated
be organi
The “cont
equivaler

a) relea
b) deliv

c) post-
the li

7.5.1.2

Processe;s

invoke configuration management (see 7.5.3).

Production and service provision in software

in the guidance for design and development (see 7.3), a software development project shoy
zed according to a set of processes, whichtransform the requirements into a software produ

t for software products to
Ke activities, e.g. build, release, and replication,
bry activities, e.g. delivery-and installation, and

delivery activities, e.g.-0perations, maintenance and customer support (these apply throughd
fe of the product):

Build and release

should-be set up for build, release and replication of the software item(s). Build and releq

rol of production and service provision” requirements specified in ISO 9001:2008, 7.5.1|i

ut

The follov

o nrovisions are annropriate to build and release:
2P v PprePp SHHE &

a) identification of the software items that constitute each release, including associated build
instructions;

b) identification of the types (or classes) of release, depending on the frequency and/or impact on the
customer’s operations and ability to implement changes at any point in time;

c) decision criteria and guidance to determine where localized temporary fixes may be incorporated
or release of a complete updated copy of the software product is necessary.

32
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7.5.1.3 Replication

2014(E)

Where required, the organization should establish and perform replication, considering the following to
ensure that replication is conducted correctly:

a)
b)

‘)

d)

De
tr

T}

7.

Sametimes, customers or third parties conduct installation.\n this case the role of the organiz
scribe the steps the customer, or third party, needs totake to perform the installation. Some
ctallation is conducted by the organization. For thellatter case, the following may apply:

de
in

a)

b)

‘)
d)

e)
f)
g)
h)

i)

the organization and customer should agree on their respective roles, responsibil
obligations;

the need and extent of validation at each installation should be defined;
the need for installation instructiohs should be defined;

the need for configuration of the software and hardware for the specific installation
defined;

the need for data capture and/or conversion and database population should be defined;
the acceptance-precedure of each installation upon completion should be defined;
a scheduleis'needed;

accessto customer’s facilities and equipment should be arranged (e.g. security badges, p4
eSCOorts);

y

blectronic

identification of the master and the copies, including format, variant and version;
the type of media for each software item and associated labelling;
the stipulation of required documentation such as manuals, user guides, licences and release notes,
including identification and packaging;
controlling the environment under which the replication is effected to ensure repeatabili
provision for ensuring correctness and completeness of the copies of the product
.p.1.4 Delivery

livery may be achieved by physical movement of media containing,seftware or by ¢

hinsmission.

e preservation of items during delivery is covered in 7.5.5.

5.1.5 Installation

htion is to
fimes, the

ities and

thould be

isswords,

the availability of skilled personnel should be established;

j)

k)

the need to provide training associated with the specific intended use of the product during

installation or as part of maintenance should be defined;

the need to perform backup and confirm recovery should be defined.

The introduction of a new software product or new software release at multiple user sites can require
planning of implementation or rollout.
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Operations

A software-producing organization should plan and control operations, including:

a) the need to set up a help desk to conduct telephone or other electronic communication with the
customer(s), and

b) arrangements for ensuring continuity of support, such as disaster recovery, security and backup
(see 6.3).

7.5.1.7

Maintenance of the software product that is requested by the customer for specific items,"a
a specifid period of time, after initial delivery and installation, should be stipulated in the centra
The organization should establish a process for performing maintenance activities and-verifyi
them. Mdintenance activities may also be performed on the development environment, tools a

documen

a) scop¢ of maintenance;

b) identjfification of the initial status of the maintained items;

c) supp

d) main

system monitoring to detect failure;

e) inter

systejm, or components, controlled by the software;

f) confi
g) prop
h) how

i) main

Thereconds of the maintenance activities may be utilized for evaluation and enhancement of the softwa
product @nd for improvement of_the quality management system itself. When resolving problen
temporarjy fixes may be used.to minimize downtime and permanent modifications carried out later.

For interflace modifications’and functional expansion, depending upon the scale of work, change conti

procedur

NOTE
Support),

Resolutior} Pracess).

34
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fation. Maintenance should include the following, as appropriate:

hrt organization(s) and arrangements (see also 7.5.1.6);

fenance activities including problem resolution, help desk)support, hardware support a

Face modifications that may be required when addjtions or changes are made to the hardw3d

puration management, testing and quality agsurance activities;
bsed release schedule;
unctional expansion and performange improvement will be carried out;

fenance records and reports,

es should apply;.0r a new and separate development project should be initiated.

For furtlies information, see ISO/IEC 12207:2008,[5] 6.4.7 (Software Installation), 6.4.9.3.4 (Custon]
b.4.10 (Software Maintenance Process), 7.2.3.3.3 (Process Assurance), and 7.2.8 (Software Probl
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7.5.2 Validation of processes for production and service provision

[SO0 9001:2008, Quality management systems requirements
7.5.2 Validation of processes for production and service provision

The organization shall validate any processes for production and service provision where the
resulting output cannot be verified by subsequent monitoring or measurement and, as a consequence,
deficiencies become apparent only after the product is in use or the service has been delivered.

Validation shall demonstrate the ability of these processes to achieve planned results.

The organization shall establish arrangements for these processes including, as applicable,
a)l defined criteria for review and approval of the processes,
b] approval of equipment and qualification of personnel,

c)| use of specific methods and procedures,

d] requirements for records (see 4.2.4), and

e) revalidation.

The organization should consider what processes may be used to compénsate for the inability tp validate
fully the product. Examples include the following:

a)| a design and development review might consider how«the design and development might fail in
addition to the more normal check that the design and‘development will function correctly;

b)| a program of failure mode and effect analyses that'builds up a history of design and development
failures and how they can be avoided.

Whatever methods are used, they should be corimensurate with the risks and consequences|of design
arld development failures.

7.5.3 Identification and traceability

190 9001:2008, Quality managemernt systems requirements
7.5.3 Identification and traceability

Where appropriate, the organization shall identify the product by suitable means throughouf product
rgalization.

The organization shall identify the product status with respect to monitoring and measurement
rgquirements throughout product realization.

Where traceability is a requirement, the organization shall control the unique identification ¢f the
product and/maintain records (see 4.2.4).

NPTE ‘1l some industry sectors, configuration management is a means by which identificati¢gn and
trfaCeability are maintained. T

7.5.3.1 Overview

For software, identification and traceability is commonly implemented through configuration
management. Configuration management is a management discipline that applies technical and
administrative direction to the design, development and support of configuration items, including
software items. This discipline is also applicable to related documentation (see also 4.2.3) and hardware.
The degree of configuration management use is dependent on the project size, complexity and risk level.

One objective of configuration management is to provide full visibility of the product’s present
configuration and status. Another objective is that everyone working on the product at any time in its
life cycle uses appropriate versions of items.
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7.5.3.2 Configuration management process
The scope of configuration management should include the following:
a) planning of the process including defining activities, responsibilities and the tools to be procured;

b) identifying uniquely the name and versions of each configuration item and when they are to be
brought under configuration control (configuration identification);

c) identifying the versions of each software item which together constitute a specific version of a
complete product (baseline), including re-used software, libraries, and purchased and customer
supplied software;

d) identffying the build status of software products under development, delivered or installed, for
single or multiple environments, as appropriate;

e) contifolling simultaneous updates of a given software item by two or more_peoeple workipg
indegendently (configuration control);

f) providing coordination for the updating of multiple products in one or more\l6cations as requiref;

g) identfifying, tracking and reporting of the status of items, includingall actions and changes
resulking from a change request or problem, from initiation through térelease (configuration statjus
accoynting);

h) providing configuration evaluation (status of verification and{validation activities);

i) providing release management and delivery.

7.5.3.3 [Traceability

Throughqut the productlife cycle, there should be a piocess to trace the components of the software it¢gm
or produdt. Such tracing may vary in scope according to the requirements of the contract or marketplage,
from being able to place a certain change request’in a specific release, to recording the destination ahd
usage of g¢ach variant of the product.

NOTE For further information, see the following:
— ]IS0 10007:2003[4] (Guidelines For Configuration Management);

— |ISO/IEC 12207:2008,[5] 6.3.5 and 7.2.2 (Configuration Management Process).

7.5.4 Cpstomer property

ISO 90012008, Quality management systems requirements
7.5.4 Cystomer property

safeguard customer property provided for use or incorporation into the product. If any customer
property is lost, damaged or otherwise found to be unsuitable for use, the organization shall report
this to the customer and maintain records (see 4.2.4).

NOTE Customer property can include intellectual property and personal data.

The organization may be required to acquire and include product and data supplied by the customer,
such as

a) software products including commercial software products supplied by the customer,

b) development tools,
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development environments including network services,
test and operational data,
interface or other specifications,

hardware, and

intellectual property, and confidential and proprietary information, including specifications.

any maintenance agreement consideration should be given to addressing

TH
Th
to
inj

TH
f

]

7.

required licensing and support, including subsequent revisions to the product, and
limitations or constraints in re-use of the product in other projects.

e means by which updates to customer-supplied items are accepted and integrated'should b
e organization may apply the same kinds of verification activities to customer-supplied p
purchased product. This includes requirements for records indicatingiwhich changes h
plemented, and at what locations for multiple products and sites.

e methods for identifying the customer-supplied product should bepart of configuration ma
" the product (see 7.5.3).

5.5 Preservation of product

b defined.
roduct as
ave been

hagement

IS
7.
T
dg

C(

identification, handling, packaging, storage and protection. Preservation shall also apply to the
nstituent parts of a product.

0 9001:2008, Quality management systems requirements

5.5 Preservation of product

bstination in order to maintain conformity:t@requirements. As applicable, preservation sha

he organization shall preserve the product duking internal processing and delivery to the intended

l include

A
p1
ng
p1

De
In
in
SO
ta

a)

t degrade; however, the media on which it is stored may be subject to deterioration, and a
ecautions should be taken by the organization.

addition, an appropriate level of software virus checking and appropriate measures to protec
fegrity are needed. Delivery of software may be achieved by physical movement of media c
ftware, or by)électronic transmission. The following should be considered, and appropria
ken when handling, packaging, storing or delivering software:

storing software items, maintaining versions of products in established baselines;

b)

software-producing organization'should ensure that its products are not altered from thge point of
oduction, through replication, handling and storage, to the point of delivery. Software information does

ropriate

livery should providé for appropriate preventive action to protect the software product fronp damage.

tproduct
bntaining
e actions

hem from

permitting the controlled access to and retrieval of the master and any copies, protecting t

c)

d)

f)

g)

unautnorized change or corruption,

protecting computer media, particularly with respect to computer viruses, electromag
electrostatic environments;

providing for regular backup of software, including off-site storage for disaster recovery;

ensuring the timely copying of software to replacement media;

netic and

storing of software media in a protected environment, preventing deterioration and protecting

from obsolescence;

the effects of using compression and decompression techniques (the reduction of the space taken on

a data medium by encoding data, taking advantage of redundancy in the data);
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h) the effects of using encryption and decryption techniques (the transformation of data into an
unintelligible form for data security).

NOTE For further general guidance related to ISO 9001:2008, 7.5, see the following:
—  ISO/IEC 25010:2011[24] for guidance on quality characteristics of software products;
—  ISO/IEC 14764:2006;(8]

—  ISO/IEC 26514:2008.[28]

7.6 Control of monitoring and measuring devices

[SO 9001:2008, Quality management systems requirements
7.6 Control of monitoring and measuring equipment

The orgapnization shall determine the monitoring and measurement to be undertaken-and the
monitorihg and measuring equipment needed to provide evidence of conformity ef.product to
determirled requirements.

The orgapnization shall establish processes to ensure that monitoring and megsurement can be
carried dut and are carried out in a manner that is consistent with the menitoring and
measurement requirements.

Where necessary to ensure valid results, measuring equipment shall

a) be calibrated or verified, or both, at specified intervals, or prior to use, against measurement
standards traceable to international or national measurementstandards; where no such standards
exist, thg basis used for calibration or verification shall bet‘écorded (see 4.2.4);

b) be adjusted or re-adjusted as necessary;

¢) have |dentification in order to determine its calibration status;

d) be safeguarded from adjustments that would’invalidate the measurement result;

e) be prptected from damage and deterigration during handling, maintenance and storage.

In additi¢n, the organization shall assess and record the validity of the previous measuring results
when thg equipment is found not to eanform to requirements. The organization shall take appropriafe
action or] the equipment and any,product affected.

Records pf the results of calibration and verification shall be maintained (see 4.2.4).

When usgd in the monitoring’and measurement of specified requirements, the ability of computer
software to satisfy the intended application shall be confirmed. This shall be undertaken prior to
initial use and reconfirnied as necessary.

NOTE Cpnfirmation of the ability of computer software to satisfy the intended application would
typically|includeits verification and configuration management to maintain its suitability for use.

Calibratigriis a technique that often has been perceived as not directly applicable to software. Howevgr,
it may be applicable to hardware and tools used to test and validate the soitware. Consequently, Items a)
to e) in ISO 9001:2008, 7.6, may be applicable to the environment used when testing the software.

Where the organization uses tools, facilities and techniques in the conduct of any tests verifying
conformance of the software product to specified requirements, the organization should consider the
effect of such tools on the quality of the software product, when approving them. In addition, such tools
may be placed under configuration management prior to use.

Although “adjusted or re-adjusted as necessary” [ISO 9001:2008, 7.6, item b)] is not applicable to
software, there may be a need to verify periodically that software used in measuring devices has not
changed, due to exposure to harsh environments, such as viruses or electromagnetic fields.
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The suitability of test tools, techniques and data should be verified prior to use, to determine if there is
aneed to improve and/or upgrade them. The organization should have procedures for determining how
the test software is checked.

Measuring and monitoring devices used in software development, testing, maintenance and operation

include

a) data used for testing the software product,

b) software tools (e.g. for simulation, collecting performance, resource utilization and
information),

c)| computer hardware, and

d)| instrumentation interfacing to the computer hardware.

The organization should control measuring and monitoring devices by means’ of a conf

m

.l General

hnagement system (see 7.5.3).

Measurement, analysis and improvement

coverage

iguration

[0 9001:2008, Quality management systems requirements

processes needed
a) to demonstrate conformity to product regdirements,

b] to ensure conformity of the quality mahagement system, and

exftent of their use.

1 General

he organization shall plan and implement the maonitéring, measurement, analysis and imprd

to continually improve the effectiveness of the quality management system.

his shall include determination of applicable methods, including statistical techniques, and {

vement

he

The purpose of the software’ measurement process is to collect, analyse and report data r

The monitoring{measurement, analysis and improvement processes should be identified :
qyality plannihg{(see 7.1.2).

NOTE For further information, see the following:

e products developedand processes implemented within the organizational unit, to support
hnagement of the pteceésses, and to demonstrate objectively the quality of the products.

£V ISO/IEC 12207:2008,[3] 6.2.1.3.3 (Improvement) and 6.3.7 (Measurement Process)

—  ISO/IEC 15939:2007;!12]

—  ISO/IEC 15504-1;[10]

blating to

effective

s part of

—  ISO/IEC/TR 9126-2:2003[1] and ISO/IEC/TR 9126-3:2003[2] (Product quality — Internal and external
metrics);

— ISO/IEC 25001:2007.[23]
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8.2 Monitoring and measurement

8.2.1 Customer satisfaction

[SO 9001:2008, Quality management systems requirements
8.2.1 Customer satisfaction

As one of the measurements of the performance of the quality management system, the organization
shall monitor information relating to customer perception as to whether the organization has met

H 4 Lanh} 41 | £ lodec H | H las Tt 4o 1 111 Ao - pa |
CUStome TTYUUITTIITIILS. TTIT IIITUIIUUS TUT UDLAIIIITS dITU USITIg LIS TIITUTHIAUIUID SITdIT DT UTTTT HITTIITU.

NOTE Monitoring customer perception can include obtaining input from sources such as custonier
satisfactjon surveys, customer data on delivered product quality, user opinion surveys, lost basiness
analysis,|compliments, warranty claims and dealer reports.

The organization’s process for requesting, measuring and monitoring feedback of customier satisfactipn
should prfovide information on a continual or periodic basis as appropriate. For software consider, for
example:

a) analysis of help desk calls relating to both product quality and service performance,
b) qualify-in-use metrics derived from customer direct and indirect feedback,

c) other quality metrics based on use of the product, and

d) number of software releases needed to fix problems, after initial delivery.

NOTE For further information, see ISO/IEC/TR 9126-4[3] (Ptoduct quality — Quality-in-use metrics).

8.2.2 Internal audit

[SO 90012008, Quality management systems regdirements
8.2.2 Irternal audit

<

The orgapization shall conduct internal.audits at planned intervals to determine whether the quality
managerent system

a) conforms to the planned arrangements (see 7.1), to the requirements of this International
Standard and to the quality management system requirements established by the
organization, and

b) is effg¢ctively implemented and maintained.

An audit programme shall be planned, taking into consideration the status and importance of the
processep and areas to be audited, as well as the results of previous audits. The audit criteria, scope,
frequencly and methods shall be defined. The selection of auditors and conduct of audits shall ensure
objectivify ahd'impartiality of the audit process. Auditors shall not audit their own work.

A documk
planning and conducting audits, establishing records and reporting results.

Records of the audits and their results shall be maintained (see 4.2.4).

The management responsible for the area being audited shall ensure that any necessary corrections
and corrective actions are taken without undue delay to eliminate detected nonconformities and their
causes. Follow-up activities shall include the verification of the actions taken and the reporting of
verification results (see 8.5.2).

NOTE See ISO 19011 for guidance.

When software organizations separate their work into projects, audit planning should define a selection
of projects and assess both the compliance of their project quality planning to the organization’s quality
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management system and the compliance of the project to the project quality planning. This selection
should ensure coverage of all stages and all processes.

This may necessitate auditing various projects at different stages of their product development life cycle,
or auditing a single project as it progresses through various stages. Where the intended project changes
its timescale, the internal audit schedule may be reviewed, either to change the timing of the audit or to
consider a different project.

NOTE For further information, see ISO/IEC 12207:2008,[3] 7.2.3 (Software Quality Assurance Process) and
7.2.7 (Software Audit Process).

8.2.3 Monitoring and measurement of processes

IS0 9001:2008, Quality management systems requirements
8)2.3 Monitoring and measurement of processes

The organization shall apply suitable methods for monitoring and, where appliecable, measurgment of
the quality management system processes. These methods shall demonstfate the ability of the
processes to achieve planned results. When planned results are not achieved, correction and
cogrrective action shall be taken, as appropriate.

NPTE When determining suitable methods, it is advisable that the organization consider thq type
amnd extent of monitoring or measurement appropriate to each/of its processes in relation to their
impact on the conformity to product requirements and on the)effectiveness of the quality
management system.

O1ganizations normally measure some aspects of their processes in order to monitor, manage and assess
thpm. The most frequent measures include

a)| the planned and actual duration of a process activity,
b)| the planned and actual cost of a process activity, and
c)| the planned quality levels and progressive measures of the selected quality characteristigs.

NQTE1 For further information; see ISO/IEC 12207:2008,[3] 6.2.1.3.2 (Process Assessment) angl 6.2.1.3.3
(process improvement).

NQTE 2  For guidance on( conducting software process assessment, see ISO/IEC 15504-1,[10] and that on

performing an assessment,- see ISO/IEC 15504-2.[11] See also ISO/IEC 15939:2007,[15] Clause 5 [(Software
Mg¢asurement Process)(

8.2.4 Monitoring and measurement of product

[0 9001:2008, Quality management systems requirements

8)2.4 Monitoring and measurement of product

The nrganivah'nn shallmonitorand measure the characteristics of the prnr“nr‘f to vnrify thatproduct
requirements have been met. This shall be carried out at appropriate stages of the product realization
process in accordance with the planned arrangements (see 7.1). Evidence of conformity with the
acceptance criteria shall be maintained.

Records shall indicate the person(s) authorizing release of product for delivery to the customer
(see 4.2.4).

The release of product and delivery of service to the customer shall not proceed until the planned
arrangements (see 7.1) have been satisfactorily completed, unless otherwise approved by a relevant
authority and, where applicable, by the customer.
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An organization should monitor and measure the conformity of products to quality requirements by
means such as review, verification and validation. Examples of product characteristics that may be
monitored or measured include:

a) functionality,
b) maintainability,
c) efficiency,

d) portability,

e) usabllity, and
f) reliabpility.
NOTE For further information, see the following:

— | ISO/IEC/IEEE 12207:2008,[5] 6.4 (Technical Processes), which contains provisions for evaluation|of
software groducts during development and when completed;

— |ISO/IEC 25010:2011;[24]

— | ISO/IEC 250401251 and 25041.[26]

8.3 Control of nonconforming product

[SO 9001:2008, Quality management systems requirements

8.3 Conitrol of nonconforming product

The orgahization shall ensure that product which doesnot conform to product requirements is
identifiedl and controlled to prevent its unintended-use or delivery. A documented procedure shall bg
established to define the controls and related responsibilities and authorities for dealing with
nonconfqrming product.

Where applicable, the organization shall deal with nonconforming product by one or more of the
following ways:

a) by taking action to eliminate the'detected nonconformity;

b) by aufhorizing its use, release-or acceptance under concession by a relevant authority and, wherg
applicable, by the customer;

c) byta

d) by taking action dppropriate to the effects, or potential effects, of the nonconformity when
nonconfdrming product is detected after delivery or use has started.

ing action to preclude its original intended use or application;

When nojnconforming product is corrected it shall be subject to re-verification to demonstrate
conformity te the requirements.

Records 6 . —t -
obtained, shall be maintained

(see 4.2.4).

In software development, segregation of nonconforming items may be effected by transferring the
item out of a production or testing environment, into a separate environment. In the case of embedded
software it may become necessary to segregate the nonconforming item (hardware) which contains the
nonconforming software.

The supplier should identify at what points control and recording of nonconforming product is required.
Where a software item manifests a defect during development or maintenance, the investigation and
resolution of such defects should be controlled and recorded.

Configuration management may be invoked to implement part of or the whole of this requirement.
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Attention should be paid to the following aspects in the disposition of nonconformities:

a)

b)

‘)
w

any discovered problems and their possible impacts on any other parts of the software should be
noted and those responsible notified so the problems can be tracked until they are resolved;

areas impacted by any modifications should be identified and re-tested, and the method for
determining the scope of re-testing should be identified in a documented procedure;

the priority of the nonconformities should be established.

ith software, repair or rework to achieve fulfilment of specified requirements creates a new software

ve
a)
b)
‘)
d)

N(

Re

8.

rsion. In software development, disposition of nonconforming product may be achieved by;
repair or rework (i.e. to fix defects) to meet the requirement,
acceptance with or without repair by concession,
treatment as a conforming product after the amendment of requirements,@nd
rejection.
TE For further information, see the following:

—  ISO/IEC/IEEE 12207:2008,[5] 6.3.5 and 7.2.2 (Configuration Management Process) and 7.2.§ (Problem
solution Process);

—  ISO/IEC 25051:2006.[2Z]

4 Analysis of data

19
8
T
th
da
T
a)
b)
‘)

a(
d]

and effectiveness of the quality managément system and to evaluate where continual improvement of

0 9001:2008, Quality management systems sequirements
4 Analysis of data

he organization shall determine, collect and analyse appropriate data to demonstrate the syitability
e effectiveness of the quality management system can be made. This shall include data geng¢rated as
Fesult of monitoring and measurement and from other relevant sources.
ne analysis of data shall provide information relating to

customer satisfaction (see 8.2.1),

conformity to pieduct requirements (see 8.2.4),

characteristics'and trends of processes and products, including opportunities for preventive
tion (see 8:23 and 8.2.4), and

suppliers (see 7.4).

EX

amples of “analysis of data” for software may include problem reports from various levels jof testing

a

dissues identified in reviews or walkthroughs

NOTE For further information, see the following:

—  ISO/IEC 15939:2007,[15] 4.4 (Software measurement process — Evaluate results);

—  ISO/IEC 19761:2011,[18] [SO/IEC 20926:2009[21] and ISO/IEC 20968:2002.[20]
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