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oreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3 and Rec.
ITU-T X.683 | ISO/IEC 8824-4 together describe Abstract Syntax Notation One (ASN.1), a notation for the definition of
messages to be exchanged between peer applications.

This Recommendation | International Standard defines encoding rules that may be applied to values of ASN.1 types
defined using the notation specified in the publications listed in the previous paragraph. Application of these encoding
rules produces a transfer syntax for such values. It is implicit in the specification of these encoding rules that they are also
to be used for decoding.

There is more than one set of encoding rules that can be applied to values of ASN.1 types. This Recommendation |
International Standard defines a set of JavaScript Object Notation Encoding Rules (JER), so called because the encodings
they produce are instances of the JSON grammar specified in ECMA-404.

This
modi

Clauses 8 to 12 list the JER encoding instructions and specify the syntax for their assignment to an{ASN.1 ty
comppnent using either a JER type prefix (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 31.3)"0r a JER eng

contr

Claug
encod

Claus

Claug
instrul

Anne

Anne

ecommendation | International Standard specifies the syntax and semantics of JER encoding instrugtior
the JSON text produced by the application of JER to certain ASN.1 types.

| section (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 54).

e 13 defines the order of precedence if JER encoding instructions are present in both a JER type prefix and in
ing control section.

Es 14 to 19 specify:
a) the syntax of each JER encoding instruction used in a type prefix or &JER encoding control section

b) restrictions on the JER encoding instructions that can be associated’'with a particular ASN.1 type (res
from inheritance and multiple assignments).

es 20 to 41 specify the JER encoding of ASN.1 types, referencing earlier clauses that define the JER eng
ctions.

X A is informative and contains examples of JER encodings-where JER encoding instructions are not used.

X B is informative and contains examples of JER enceding instructions and their effect on the JER encodings

5 that

pe or
oding

o JER

ulting

oding

Vi
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

1

Information technology — ASN.1 encoding rules: Specification of JavaScript
Object Notation Encoding Rules (JER)

Scope

This Recommendation | International Standard specifies a set of JavaScript Object Notation Encoding Rules (JER) that
may be used to derive a transfer syntax for values of types defined in Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T
X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3 and Rec. ITU-T X.683 | ISO/IEC 8824-4. It is implicit in

the sp

The ¢

This
well 3
for sp

2

The ff
const
were

acificatinn of thoca anecadina rulac that thovy ara alen 0 ha ticad for docadina
C T Tt O Ot SE-CrCotTIgTHe ottt trity o C oo oto- oo st oo ot cothmiyg:

hcoding rules specified in this Recommendation | International Standard:
— are used at the time of communication;

— are intended for use in circumstances where interoperability with applications using”SON is the
concern in the choice of encoding rules;

— allow the extension of an abstract syntax by addition of extra values for all forms afiextensibility des
in Rec. ITU-T X.680 | ISO/IEC 8824-1.

Recommendation | International Standard also specifies the syntax and semantics-of JER encoding instructig
s the rules for their assignment and combination. JER encoding instructions ¢an-be used to control JER eng
ecific Abstract Syntax Notation One (ASN.1) types.

Normative references

bllowing Recommendations and International Standards contaifyprovisions which, through reference in thi
tute provisions of this Recommendation | International Standard: At the time of publication, the editions ind
valid. All Recommendations and Standards are subject to revision, and parties to agreements based o

Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent e

of thd
Intern
ITU-T
N
3.

2.1

Recommendations and Standards listed below. Memmbers of IEC and ISO maintain registers of currently
ational Standards. The Telecommunication Standat@ization Bureau of the ITU maintains a list of currently
- Recommendations.

DTE — This Recommendation | International Standard is based on ISO/IEC 10646:2003 and the Unicode standard \
p.0:2002. It cannot be applied using later versians-of these two standards.

Identical Recommendations | International Standards

— Recommendation. ITY-T"X.226 (1994) | ISO/IEC 8823-1:1994, Information technology — Open Sy
Interconnection — Connection-oriented Presentation protocol: Protocol specification.

— Recommendation)ITU-T X.680 (2021) | ISO/IEC 8824-1:2021, Information technology — Abstract §
Notation Ong(ASN.1): Specification of basic notation.

—  Recommendation ITU-T X.681 (2021) | ISO/IEC 8824-2:2021, Information technology — Abstract
Notation*One (ASN.1): Information object specification.

—  Reedommendation ITU-T X.682 (2021) | ISO/IEC 8824-3:2021, Information technology — Abstract §
Notation One (ASN.1): Constraint specification.

< ¥ Recommendation ITU-T X.683 (2021) | ISO/IEC 8824-4:2021, Information technology — Abstract §

major
ribed

ns, as
oding

text,
cated
N this
dition
valid
valid

ersion

stems
yntax
yntax
yntax

yntax

Notation One (ASN.1): Parameterization of ASN.1 specifications.

— Recommendation ITU-T X.690 (2021) | ISO/IEC 8825-1:2021, Information technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished

Encoding Rules (DER).

—  Recommendation ITU-T X.691 (2021) | ISO/IEC 8825-2:2021, Information technology — ASN.1 encoding

rules: Specification of Packed Encoding Rules (PER).

NOTE — The references above shall be interpreted as references to the identified Recommendations | International Standards
together with all their published amendments and technical corrigenda.

2.2

©

Additional references
— ECMA Standard ECMA-404 (2017), The JSON Data Interchange Syntax.
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— IETF RFC 2045 (1996), Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies.

— ISO/IEC 10646:2003, Information technology — Universal Multiple-Octet coded character set (UCS).

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

3.1 Specification of basic notation

For the purposes of this Recommendation | International Standard, all the definitions in Rec. ITU-T X.680 |
ISO/IEC 8824-T apply.

3.2 Information object specification

For the purposes of this Recommendation | International Standard, all the definitions in Rec. 1TU-T X|681 |
ISO/IEC 8824-2 apply.

3.3 Constraint specification

This Recommendation | International Standard makes use of the following terms defined.in‘Rec. ITU-T X.682 | ISP/IEC
882443:

a) component relation constraint;
b) table constraint.

34 Parameterization of ASN.1 specification

This |Recommendation | International Standard makes use of the\following term defined in Rec. ITU-T X]|683 |
ISO/IEC8824-4;

—  variable constraint.

35 Basic Encoding Rules (BER)

This Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T X|690 |
ISO/IEC 8825-1:

a) data value;

b) dynamic conformance;

¢) encoding (of a data value);
d) receiver;

e) sender;

f) static confgrmance.

3.6 Packed Encoding Rules (PER)

This Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T X|691 |
ISO/IEC 8825-2:

a) composite type;
b) composite value;

C) outermost type;

d) relay-safe encoding;
e) simple type;

f) textually dependent.

3.7 Additional definitions

3.7.1 abstract syntax value: A value of an abstract syntax (defined as a set of values of a single ASN.1 type) which
is to be encoded by JER or which is generated by JER decoding.

2 Rec. ITU-T X.697 (02/2021) © ISO/IEC 2021 - All rights reserved
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3.7.2 associated encoding instruction (for a type): A set of JER encoding instructions associated with a type.

3.7.3 effective value constraint (of an integer type): The smallest integer range that includes all the values of the
integer type that are permitted by the JER-visible constraints (see clause 7.2.7).

3.74 effective size constraint (of a bitstring type): The smallest integer range that includes the lengths of all the
values of the string type that are permitted by the JER-visible constraints (see clause 7.2.8).

3.75 final encoding instructions (for a type): The set of JER encoding instructions associated with a type as a result
of the complete ASN.1 specification, and which are applied in producing encodings of that type.

3.7.6 inherited encoding instructions: A set of JER encoding instructions that are associated with the type identified
by a type reference.

3.7.7 —J1SON array- A series of JSON tokens that constitute an array stricture as specified in FECMA-404 _clause 7.

3.7.8 JSON member name string (of a component of a sequence, set or choice type that is encoded & a'JSON
object): The Unicode character string denoted by the name of the member of the JSON object identifying the.comgonent
in the] JER encoding.

3.79 JSON number: A JSON token that is a number as specified in ECMA-404, clause 8.
3.7.10  JSON object: A series of JSON tokens that constitute an object structure as specifiedin ECMA-404, clause 6.

3.7.11  JSON string: A JSON token that is a string as specified in ECMA-404, clause 9.

NOTE — A JSON string is part of a JER encoding, it begins and ends with a quotation mark;-may contain escapes, and is distinct
frgm the Unicode character string that it denotes.

3.7.12  JSON token: A Unicode character string that is one of the several kitids of tokens specified in ECMA-404,
clausg 4.

3.7.13 JER encoding instruction: Notation used to change the JER enceding of a type.

3.7.14  JER-visible constraint: An instance of use of the ASN.1 constraint notation that affects the JER encodjng of
a valle.

3.7.1%  octet: A group of eight consecutive bits, numbered.from bit 8 (the most significant bit) to bit 1 (thg least
signifiicant bit).

3.7.16  prefixed encoding instruction: A JER encoding instruction that is assigned to a type using a type prefix.

NQTE — Prefixed encoding instructions can delete, reéplace or add to the associated encoding instructions of a type.

3.7.17 targeted encoding instruction: A JER’encoding instruction that is assigned to multiple types using a target list
in a JER encoding control section.

NQTE — Targeted encoding instructionsican delete, replace or add to the associated encoding instructions of multiple types

4 Abbreviations

For the purposes of this Re¢emmendation | International Standard, the following abbreviations apply:
ASN.1  Abstraet Syntax Notation One

BER Basic Encoding Rules

JER JavaScript Object Notation Encoding Rules

Osl Open Systems Interconnection

PER Packed Encoding Rules

UTF-8 Unicode Transformation Format 8 bit

5 Encodings specified by this Recommendation | International Standard

5.1 This Recommendation | International Standard specifies a set of encoding rules that can be used to encode and
decode the values of an abstract syntax defined as the values of a single (known) ASN.1 type. This clause describes their
applicability and properties.

5.2 JER encodings are always relay-safe provided the abstract values of the types EXTERNAL, EMBEDDED PDV, and
CHARACTER STRING are constrained to prevent the carriage of open systems interconnection (OSI) presentation context
identifiers.
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5.3 If a type encoded with JER contains EXTERNAL, EMBEDDED PDV, OF CHARACTER STRING types, then the outer
encoding ceases to be relay-safe unless the transfer syntax used for all the EXTERNAL, EMBEDDED PDV, Of CHARACTER
STRING types is relay-safe.

NOTE - The character transfer syntaxes supporting all character abstract syntaxes of the form {iso standard 10646

level-1(1) ...} are canonical. Those supporting {iso standard 10646 level-2(2) ...} and {iso standard 10646
level-3(3) ...} are notalways canonical. All these character transfer syntaxes are relay-safe.

5.4 JER encodings are self-delimiting. Encodings are always a whole multiple of 8 bits. When carried in an
EXTERNAL type, they shall be carried in the oCTET STRING choice alternative, unless the EXTERNAL type itself is encoded
in JER, in which case the value may be encoded as a single ASN.1 type (i.e., an open type). When carried in an OSI
presentation protocol, the "full encoding"” (as defined in Rec. ITU-T X.226 | ISO/IEC 8823-1) with the OCTET STRING
alternative shall be used.

5.5 Fhis—Recommendation—intermationat—Standard—atso—specifiesthe—syntax—and—semanticsof 3ER—emgoding
instructions (see clauses 14 to 19).

5.6 ASN.1 forms a basic JSON schema notation. The ASN.1 schema is used to define the content and structpre of
data Using ASN.1 and the JavaScript Object Notation Encoding Rules. It can be used without JER encoding instruqtions.
5.7 JER encoding instructions provide wider flexibility in the JSON texts that can be specifigd.

5.8 JER encoding instructions are assigned to ASN.1 type definitions or to type referencesusing either or both JER

type prefixes (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 31.3) and a JER encoeding control section (see
Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 54). If encoding instructions are associated\with a type definition, they are
carried with the ASN.1 type (through its type reference) into other type definitions and other ASN.1 modules. The final
encoding instructions of a type are applied when the type is encoded in JER and medify the JSON text produced.

6 Conformance

6.1 Dynamic conformance for the JavaScript Object Notation Encoding Rules is specified in clauses 7 to 41

6.2 Static conformance is specified by those standards that specify the application of these encoding rules.

6.3 Alternative encodings are permitted by the JavaScript‘Object Notation Encoding Rules as encoder's ogtions.

Decoflers that claim conformance to JER shall support all JER encoding alternatives.

6.4 The rules in this Recommendation | International Standard are specified in terms of an encoding procgdure.
Implgmentations are not required to mirror the procédure specified, provided the octet string produced as the complete
encoding of an abstract syntax value is identical tolone of those specified in this Recommendation | International Standard
for thp applicable transfer syntax.

6.5 Implementations performing decoding are required to produce the abstract syntax value corresponding fo any
receijed octet string that could be produced by a sender conforming to the encoding rules identified in the transfer §yntax
assocjated with the material being decoded.

6.6 If an ASN.1 specification assigns JER encoding instructions in accordance with clauses 8 to 13 such that an
ASNL type or component lias final encoding instructions that violate the restrictions specified in clauses 14 to 19, then
that ASN.1 specificationCis not in conformity with this Recommendation | International Standard, even if (without the
encoding instructions)‘it would conform to all the requirements of Rec. ITU-T X.680 | ISO/IEC 8824-1.
NOTE — It is only,0ccasionally invalid to assign an encoding instruction to a "type", as it can be negated (removed from thq set of

aspociated encoding instructions) by a further assignment. It is the final encoding instructions that determine conformity|of the
specificatien.

7 General provisions

7.1 Use of the type notation

711 These encoding rules make specific use of the ASN.1 type notation as specified in Rec. ITU-T X.680 | ISO/IEC
8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3 and Rec. ITU-T X.683 | ISO/IEC
8824-4, and can only be applied to encode the values of a single ASN.1 type specified using that notation.

7.1.2 In particular, but not exclusively, they are dependent on the following information being retained in the ASN.1
type and value model underlying the use of the notation:

a) the identifiers of the components of a sequence or set type and of the alternatives of a choice type;
b) the identifiers of the enumeration items of an enumerated type;
c) whether a set or sequence type component has a default value or not;
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d) the restricted range of values of a type that arises through the application of JER-visible constraints;
e) whether the type of a component is open.

7.2 Constraints

NOTE — The fact that some ASN.1 constraints may not be JER-visible for the purposes of encoding and decoding does not in any
way affect the use of such constraints in the handling of errors detected during decoding, nor does it imply that values violating
such constraints are allowed to be transmitted by a conforming sender. However, this Recommendation | International Standard
makes no use of such constraints in the specification of encodings.

7.2.1 In general, the constraint on a type will consist of individual constraints combined using some or all of set
arithmetic, contained subtype constraints and serial application of constraints.

The following constraints are JER-visible:
a) non-extensible size constraints on bitstring types;

b) non-extensible single value constraints on real types where the single value is either plus zerg ler inus
zero or one of the special real values PLUS-INFINITY, MINUS-INFINITY and NOT-A-NUMBER;

¢) non-extensible single value constraints and value range constraints on the base of a real type;

d) an inner type constraint that applies a non-extensible single value constraint or value-range constraint to
the base of a real type;

e) acontents constraint with CONTAINING but without ENCODED BY;
f) acontained subtype constraint in which the constraining type carries a JER-visible constraint.

7.2.2 All other constraints are not JER-visible. In particular, the following constraints are not JER-visible:
a) constraints that are expressed in human-readable text or in ASN.1_comment;

b) variable constraints (see Rec. ITU-T X.683 | ISO/IEC 8824¢4)clauses 10.3 and 10.4);

c) user-defined constraints (see Rec. ITU-T X.682 | ISO/IEC'8824-3, 9.1);

d) table constraints (see Rec. ITU-T X.682 | ISO/IEC 8824-3);

e) component relation constraints (see Rec. ITU-T\X.682 | ISO/IEC 8824-3, 10.7);

f)  constraints whose evaluation is textually dependent on a table constraint or a component relation congtraint
(see Rec. ITU-T X.682 | ISO/IEC 8824-3)

g) extensible subtype constraints;

h) size constraints applied to a chardeter string or octet string type;

i)  single value subtype constraifts-applied to a character string type;

j)  permitted alphabet constraints;

k) pattern constraints;

1) value and value range constraints on integer types;

m) constraints on-real types except those specified in clause 7.2.1 b) and c);
n) constraipts/on the time type and on the useful and defined time types;
0) innerype constraints except those specified in clause 7.2.1 d);

p) constraints on the useful types.

7.2.3 Ifiatype is specified using a serial application of constraints, each of those constraints may or may not be
individually JER-visible. If the last subtype constraint of the series of constraints is JER-visible and contains an extgnsion
markér, then that subtype constraint is extensible for the purposes of these encoding rules. Any other constraint fis not
extensible for the purposes of these encoding rules, even if it contains an extension marker.

NOTE - In a serial application of constraints, each subtype constraint removes the extensibility specified in earlier constraints of
the series of constraints (see Rec. ITU-T X.680 | ISO/IEC 8824-1, 50.8).

7.24 If a constraint that is JER-visible is part of an INTERSECTION construction, then the resulting constraint is JER-
visible, and consists of the INTERSECTION of all the JER-visible parts (with the non-JER-visible parts ignored).

7.2.5 If a constraint that is not JER-visible is part of a UNION construction, then the resulting constraint is not JER-
visible.

7.2.6 If a constraint has an EXCEPT clause, the EXCEPT keyword and the following value set is completely ignored,

whether the value set following the ExcEPT keyword is JER-visible or not.
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The effective value constraint of an integer type is an integer range determined as follows, taking into ac

all the JER-visible constraints present in the type definition and ignoring any constraints that are not JER-visible:

count

a) the lower bound of the effective value constraint is the least permitted value of the integer type, if such a

value exists; otherwise, the effective value constraint has no finite lower bound;

b) the upper bound of the effective value constraint is the greatest permitted value of the integer type, if such

a value exists; otherwise, the effective value constraint has no finite upper bound.

NOTE — The only integer types that can have an effective value constraints with a finite lower or upper bound are the type of the
components of a real type, to which a value or value range constraint is applied by using an inner type constraint. VValue constraints
on all other integer types are not JER-visible, and therefore the effective value constraint of those types has no finite lower or upper
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a) the lower bound of the effective size constraint is the length of the shortest permitted value of-the
type (possibly zero);

b) the upper bound of the effective size constraint is the length of the longest permitted value of the
type, if such length is finite; otherwise, the effective size constraint has no finite uppefbound.

Type and value model used for encoding

An ASN.1 type is either a simple type or a type built using other types. The natation permits the use 0|
nces and tagging of types. For the purpose of these encoding rules, the use of type references and tagging h3
on the encoding and are invisible in the model. The notation also permits the application of constraints and o
ications. JER-visible constraints are present in the model as a restriction of the values of a type. Other const
ror specifications do not affect encoding and are invisible in the JER type@nd value model.

A value to be encoded can be considered as either a simple value or as a composite value built usir
Lring mechanisms from components that are either simple or composite values, paralleling the structure
1 type definition.

Types to be encoded

Clauses 20 to 41 specify the encoding of the fellowing types: boolean, integer, enumerated, real, bit:
tring, null, sequence, sequence-of, set, set-of, choice, object identifier, relative object identifier, internation
rce reference, relative internationalized resource reference, embedded-pdv, external, restricted character
ricted character string, time, and open types.

The selection type shall be encoded asan encoding of the selected type.

This Recommendation | International Standard does not contain specific provisions for the encoding of t
as tagging is not visible in the type and value model used for these encoding rules. Tagged types are thus en
ling to the type that has been-tagged.

An encoding prefixed type is encoded according to the type that has been prefixed.

The useful typeS-GeneralizedTime, UTCTime, and ObjectDescriptor shall be encoded as if they hag
ed by their definitions given in Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 45. Constraints on the useful typ
FR-visible.

ied inRec. ITU-T X.680 | ISO/IEC 8824-1, 16.8.

The effective size constraint of a bitstring type is a single integer range determined as follows, taking into
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String

string

f type
\ve no
error
raints

g the
bf the

tring,
hlized
tring,

hgged
Coded

been
Es are

A typedefined using a value set assignment shall be encoded as if the type had been defined using the prodiiction

7.5

Encoding instructions

7.5.1
7.5.2

JER encoding instructions modify the JSON text produced by the application of the JER to a type.

All occurrences of ASN.1 "Type" notation have an associated set (possibly empty) of JER encoding instructions
(the final encoding instructions). Encoding instructions are associated with a "Type" through:

a) (inherited encoding instructions) the presence of associated encoding instructions on the "Type" used in

the definition of a "typereference” used as a "Type";

b) (targeted encoding instructions) assignment of one or more JER encoding instructions to multiple
using a JER encoding control section;

types

¢) (prefixed encoding instructions) assignment of one or more JER encoding instructions to an occurrence of

"Type" using JER type prefixes; and
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d) (import-list encoding instructions) assignment of one or more encoding instructions to all type references

imported from an identified ASN.1 module.

The effect of assigning a JER encoding instruction is to add, delete or replace associated encoding instructions.

The order (or manner) in which encoding instructions become part of (or are removed from) the set of associated
encoding instructions is not significant in the application of the final encoding instructions.

The final encoding instructions affect the JER encoding of types. They have no other impact, and in particular
are not associated with any value reference defined using the type, nor do they affect value mappings, nor do they affect

other encoding rules.
7.6 Production of a complete JER encoding
7.6.1 T am ASNTIType 15 encoded Using JER and the encoding 15 contaimed .
a) an ASN.1 bitstring type or octetstring type; or
b) any part of an ASN.1 external or embedded-pdv type; or
¢) any carrier protocol that is not defined using ASN.1,
then that ASN.1 type is defined as an outermost type, and clause 7.6.2 shall be applied to all the encodings of its akstract
valuep.
7.6.2 The series of JSON tokens that constitute the encoding of an abstract value Qf_the outermost type shall be
encoded in UTF-8 into an octet string, which is the complete encoding of the abstract yalue of the outermost type.
7.6.3 The use of any of the escapes specified in ECMA-404, clause 9, is permitted in any JSON string produded by
these lencoding rules.
8 Notation, lexical items and keywords used in JER encodingdnstructions
8.1 The notation used in specifying the syntax of an "Encodinginstruction” in a JER type prefix (see clause 10),
and in an "EncodinglInstructionAssignmentList” in a JER encoding,control section (see clause 11) is that defined by Rec.
ITU-T X.680 | ISO/IEC 8824-1, clause 5.
8.2 Rec. ITU-T X.680 | ISO/IEC 8824-1, clauses.1®and 12.1 also apply to a JER "Encodinglnstruction™ and to a
JER "|[EncodinglnstructionAssignmentList".
NOTE — In particular, arbitrary ASN.1 white-space eharacters and ASN.1 comments can appear between lexical items in Qoth of
these syntactic constructs.
8.3 The following lexical items are used'in this Recommendation | International Standard:
comment (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.6)
identifier (see'Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.3)
modulereference ( (s€e Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.5)
number (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.8)
typereferencé (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.2)
e (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
"y (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
"t (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
" (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
e (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
" (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
8.4 The—keywords—spectfied——eladuse—8-5—are—tsed——ether—or—both—JER—Enecodinrginstraetton”s—and  JER

"EncodinglnstructionAssignmentList"s (in addition to some ASN.1 reserved words), and can appear in such syntactic
constructs only with the meaning assigned to them in the following clauses of this Recommendation | International

Stand

©

ard.
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85 The keywords are:

ARRAY

AS

BASE64
CAPITALIZED

IN
LOWERCAMELCASED
LOWERCASED
NAME

NOT

OBJECT

TEXT
UNCAPITAETZED
UNWRAPPED
UPPERCAMELCASED
UYPPERCASED

9 Specifying JER encoding instructions
9.1 The JER "Encodinglnstruction™ production is:

Encodinglnstruction::=
Positivelnstruction
| Negatinglnstruction

Positivelnstruction ::=
Instruction

NegatinglInstruction ::=
NOT Instruction

Instruction ::=
Arraylnstruction
| Base64Instruction
| Namelnstruction
| ObjectlInstruction
| TextInstruction
| UnwrappedInstruction

in a PER type prefix or the "EncedinglnstructionAssignmentList” production in a JER encoding control section.
Assignment using a type prefix is;speeified in clause 10. Assignment using a JER encoding control section is specified in
claus¢ 11.

9.2 JER encoding instructions can be assigned to ASN.1 types using either the "EncodinglInstruction” prod€rction

9.3 An encoding instrtiction in a type prefix or in a JER encoding control section can be a positive instruction], used
to adq or to replace an encoding instruction (use of "Positivelnstruction™), or a negating instruction used to cancel ¢ne or
more [associated encoding instructions (use of "Negatinglnstruction™).

94 An "Ipstruction” consists of three parts:

a)~a keyword identifying the category of the encoding instruction;

b)) syntax, specific to each encoding instruction category, providing details of the encoding instruction
NOTE \Ahan tcad 1n a2 nanatina tnctraotinn thic 1o alhaave amndyy It ic alea amnhvy 1n cama 10D anendina incte ntions
NOTFE—\When-used-in-a ng-astructionthis-is-always-empty—tis-also-empty-in-someJER encoding- st

J g
for which the keyword is a sufficient definition.

9.5 Some JER encoding instructions require the specification of one or more abstract values of a type. This
specification uses the "Value" production (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 17.7). If a "valuereference" is
used as "Value", then this "valuereference" shall be defined in (or imported into) the ASN.1 module containing the JER
encoding instruction.

NOTE — This means that the value can be specified either directly using basic ASN.1 value notation or by a value reference.

9.6 Table 1 lists in column 1 the alternatives in the "Instruction" production. Column 2 gives the clauses that specify
the requirements for use of these encoding instructions and their effects on the encodings.
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Table 1 — Encoding instructions and their defining clauses

Encoding instruction Defining clause
Arraylnstruction Clause 14
Base64Instruction Clause 15
Namelnstruction Clause 16
Objectinstruction Clause 17
TextInstruction Clause 18
UnwrappedInstruction Clause 19
9.7 Each of the alternatives of the "Instruction” production is in a defined category of encoding instruction, |n this

Recommendation | International Standard, the category of each encoding instruction is denoted by the name

Df the

corregponding production.
9.8 An ASN.1 type can never have more than one associated JER encoding instruction of a given categofy, no
mattef how they are assigned. The result of multiple assignments of a JER encoding instruction_ofja-given categpry is
specified in clause 13.3.
9.9 If the "Type" in a "TypeAssignment" (see Rec. ITU-T X.680 | ISO/IEC 8824-1,)16.1) has final endoding
instructions, all uses of the corresponding “typereference™ (in the module containing theXTypeAssignment” or in[some
other [module) inherit its final associated encoding instructions, except that any finall NAME encoding instruction |is not
inherited.
10 Assigning a JER encoding instruction using a type prefix
Each pse of an "Encodinglnstruction™ in a type prefix assigns that JER encoding instruction to the occurrence of "[l'ype"
assocjated with the type prefix.
11 Assigning a JER encoding instruction using a JER encoding control section
111 The JER "EncodinglnstructionAssignmentList:'(production is:
EncodinglnstructionAssignmentL.ist ::=
TargetedEncodinglnstruction
EncodinginstructionAssignmentList ?
TargetedEncodinglnstruction-::=
"['* Encodinglnstruiction "']"" TargetList
11.2 The "EncodinglInstruction;“production is defined in clause 9.
11.3 Each use of a "TargetedEncodinglnstruction™ in a JER encoding control section assigns the JER engoding
instruction to the occurrentes/of "Type" that are identified in the "TargetList" of the targeted encoding instruction). The
"TargetList" productiomand the targets it identifies are specified in clause 12.
12 Identification of the targets for a JER encoding instruction
12.1 General rules
12.1. The target of a prnfiypd pnr‘nding instruction is alwayq the type associated with the prpfix

12.1.2  The target of a targeted encoding instruction is determined as follows.

12.1.3

The "TargetedEncodinglnstruction™" specifies the JER encoding instruction that is being assigned, and the

target(s) for that assignment within the ASN.1 module, specified by the production "TargetList". All targets are an

occur

©

rence of the "Type" production within the ASN.1 module.
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12.14

12.1.5
clauses 12.2 to 12.4.

12.2

The "TargetList" production is:

TargetList ::=
Targets "', " +

Targets ::=
Typeldentification
| BuiltinTypeldentification
| ImportedTypesldentification

The JER encoding instruction is assigned to all the types identified by the "TargetList” as specified in

Tvpes defined in the module

12.2.]

12.2.3

12.3
12.3.]

12.3.
or of

12.4
12.4.]

12.4.1
of the

12.4.3

after the final encoding instructions produced by assignment in the exporting module have been assigned.

12.4.4

"type
of en
referd

13

h type defined using the corresponding constructor.

|

imports clause of the moduley

The "Typeldentification" production is:

Typeldentification ::=
ALL

A use of this production identifies all "Type"s in "TypeAssignment"s in the module.

Built-in types
The "BuiltInTypeldentification" production is:

BuiltInTypeldentification ::=
CHOICE

ENUMERATED
OCTET STRING
SEQUENCE

SET OF

|
|
|
|
A use of this production identifies all textual occurrences within the module of the corresponding built-in type

Types imported from another module
The "ImportedTypesldentification" produgtion is:

ImportedTypesldentification ::=
ALL IMPORTS FROM modulereference
The "modulereference"” shall be one of the "modulereference's used in one of the "GlobalModuleRefergnces"

The JER encoding ipstruction is assigned to each of the "typereference"s in the corresponding "SymbolList",

If an imported.“fypereference” is exported from this module, the final encoding instructions inherited by that

eference” in amodule that imports it are those inherited in this importing module, and are not affected by assignment
coding instraetions using an "ImportedTypesldentification”. This assignment affects only the use of thq type

nce within.this module.

Multiple assignment of JER encoding instructions

13.1

1311

13.1.2
of the "Type" which was assigned to it when it was defined (possibly modified by encoding instructions assigned to it in
the imports list of an importing module — see clause 12.4).

13.1.3
order in which the targeted encoding instructions appear in the JER encoding control section.

10

Order in which multiple assignments are considered
A "Type" which is not a "typereference" initially has an empty set of associated encoding instructions.

A "Type" which is a "typereference™ (which may be imported) initially has the set of final encoding instructions

Targeted encoding instructions for a "Type™ (using a JER encoding control section) are assigned next, in the
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13.1.4  Prefixed encoding instructions (using a type prefix) assigned to a type are considered next, with the rightmost
(the innermost) prefixed encoding instruction considered first, and the leftmost (the outermost) prefixed encoding
instruction considered last.

13.1.5  Eachassignment of an encoding instruction produces a new set of associated encoding instructions, as specified
in clauses 13.2 to 13.3.

13.2 Effect of assigning a negating encoding instruction

An assignment of a negating encoding instruction (use of "NegatinglInstruction") results in the removal (from the set of
associated encoding instructions) of any encoding instruction of the same category.

NOTE 1 — A negating encoding instruction never becomes part of the set of associated encoding instructions.
NOTE 2 — When an "Instruction” occurs as part of a "Negatinglnstruction", the "Instruction" consists only of a keyword (for

eXpMpIe, NAME Tather than NAME AS 2.

13.3 Multiple assignment of JER encoding instructions of the same category

NPTE — Multiple assignment of JER encoding instructions of the same category is expected to be rare, except“where [a JER
encoding instruction is assigned globally, and an overriding (possibly negating) encoding instruction is assigned-to specifig¢ types
or[components.

13.3.1  Assignments of positive encoding instructions (use of "Positivelnstruction™) result in te addition (to the|set of
assocjated encoding instructions) of that JER encoding instruction if there are no other assotiated encoding instruftions
of thg same category.

13.3.2  If there is an encoding instruction of the same category in the set of associated encoding instructions, then that
encoding instruction is removed from the set, and the assigned JER encoding instruction is added.

13.3.3 If a type that appears in a "ContentsConstraint”, in a "TypeConstraint”, or in a "TableConstraint" is|to be
encoded by JER, then the final encoding instructions (as determined by, the rules in 13.3.1 and 13.3.2) are uged to
determine the encoding of that type. If a type appears in any other ASN.1 constraint, then all associated endgoding
instructions are discarded.

14 The ARRAY encoding instruction

14.1 General
14.1.1 The "ArraylInstruction” is:

Arraylnstruction ::=
ARRAY

14.1.2  Application of this final encoding instruction to a sequence type causes the type to be encoded as a JSON|array
instedd of as a JSON object (see clause 27).

14.2 Restrictions

If the| final encoding instructions for an ASN.1 type contain an ARRAY encoding instruction, then the type shal| be a
sequence type. Any component of the sequence type that is either:

a) acamponent marked OPTIONAL Or DEFAULT, Of
b) _ah-extension addition that is a "ComponentType", or
¢)\ "a component contained in an extension addition group

shall | duces
the JSON to
15 The BASE 64 encoding instruction

15.1 General
15.1.1  The "Base64Instruction" is:

Base64Instruction ::=
BASEG64

15.1.2  Application of this final encoding instruction to an octetstring type causes the type to be encoded as a Base64
string as specified in IETF RFC 2045, 6.8 (see clause 25).
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15.2

Restrictions

If the final encoding instructions for an ASN.1 type contain a BASE64 encoding instruction then the type shall be an
octetstring type.

16

16.1

The NAME encoding instruction

General

16.1.1  The "Namelnstruction" is:

16.1.7
"Posi
"Neg

16.1.3
Since
type h
occur|

16.14
chang
The n
"Key

16.1.9
case (

16.1."
by its

16.1.1
by thg

16.1.5

Namelnstruction ::=
NAME AS NewNameOrKeyword

[ nNaME

NewNameOrKeyword ::=
NewName
| Keyword

NewName ::=

RestrictedCharacterStringValue
Keyword ::=

CAPITALIZED

|  UPPERCAMELCASED

| UPPERCASED

| LOWERCAMELCASED

| LOWERCASED

The first alternative of '*Namelnstruction” shall be used{ when the "Namelnstruction” occurs
ivelnstruction” and the second alternative shall be wused- when the "Namelnstruction” occurs
tingInstruction”.

This encoding instruction is normally assigned to thetype of a component of a sequence, set, or choicg
this encoding instruction is not inherited (see clause-9:9), its presence among the final encoding instruction
as no effect on the JER encodings unless the type isithe "Type" in the "NamedType" (possibly a "Type" that tex
5 within one or more nested "PrefixedType"s) of\a sequence, set, or choice component.

| Application of this final encoding instruction to the type of a component of a sequence, set, or choics

ew name can be specified either as a replacement string (use of "NewName") or as a case change operation (
vord™) to be applied to the identifier of the component.

f some of its characters as.specified in the following subclauses.
upper-case equivalent.

ir upper-case‘equivalent. Other characters are unchanged.

.3 Ifithe "Keyword" is UPPERCAMELCASED, then

a) the first character of the identifier (a lower-case letter) shall be replaced by its upper-case equivalent;

in a
in a

type.
s of a

tually

type

es the Unicode string to be denoted by'the name of the member identifying the component in the JER encgding.

ise of

When the "Keyword" alternative is used, the new name shall be derived from the identifier by changing the

.1 If the "Keyword"iS@APITALIZED, then the first character of the identifier (a lower-case letter) shall be replaced

.2 Ifthe "Keyword" is UPPERCASED, then all characters of the identifier that are lower-case letters shall be replaced

16.1.54

b) all characters of the identifier that are lower-case letters and are preceded by a hyphen shall be replaced by

their upper-case equivalent; and
c) any hyphens present in the identifier shall be removed.

by their lower-case equivalent. Other characters are unchanged.

16.1.5.5 If the "Keyword" is LOWNERCAMELCASED, then

12

If the "Keyword" is LOWERCASED, then all characters of the identifier that are upper-case letters shall be replaced

a) all characters of the identifier that are lower-case letters and are preceded by a hyphen shall be replaced by

their upper-case equivalent; and
b) any hyphens present in the identifier shall be removed.
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Restrictions

When this final encoding instruction is associated with the types of one or more components of a sequence, set or choice
type, the final set of Unicode character strings consisting of the unchanged strings and the new strings identifying the
components of the type shall not contain two identical strings.

17

17.1

The OBJECT encoding instruction

General

17.1.1  The "ObjectInstruction™ is:

Objectlnstruction ::=

17.1.7
set-of

OBJECT

Application of this final encoding instruction to a set-of type whose component is a sequence type.caus
type to be encoded as a JSON object instead of as a JSON array (see clause 30). The JSON object will contal

memlper for each item of the set-of value.

N
be
cal

17.2
If the

DTE — A typical use of this encoding instruction is to produce a JSON object that represents an unorderéd set of assoc
fween a key (a value of an ASN.1 type encoded as a JSON string) and a value of an arbitrary ASN.Ltype. Such a set i
led a "map".

Restrictions

final encoding instructions for an ASN.1 type contain an OBJECT encoding instruetion, then the type shall be

of type whose component type is a sequence type with two components and without an extension marker. Th

comp
Nume
comp

18

18.1
18.1.]

pnent of the sequence type shall be of one of the following types: IA5Striing, ISO646String, VisibleSt]
ricString, PrintableString, BMPString, UniversalString,UTF8String, Or an enumerated type. N
bnent of the sequence type shall be marked OPTIONAL Or DEFAULT,

The TEXT encoding instruction

General
The "TextInstruction" is:

TextlInstruction ::=
TEXT TextChangeL.ist
| TEXT

TextChangeList ::=
TextChange ™, " +

TextChange ::=
IdentifierOrAll-as NewTextOrKeyword

NewTextOrKeyword ::=
NewFext
| Keyword

NewText ::=
RestrictedCharacterStringValue

bs the
none

ations
often

a set-
b first
ring,
either

IdentifierOrAll ::=

identifier
| ALL

18.1.2 The first alternative of "TextInstruction” shall be used when the "Textlnstruction" occurs
"Positivelnstruction” and the second alternative shall be used when the "Textlnstruction™ occurs
"NegatingInstruction".

18.1.3  The "Keyword" is defined in clause 16.

18.14

in a
in a

Application of this final encoding instruction to an enumerated type changes the Unicode character strings that

identify one or more enumeration items. Each new string can be specified either as a replacement string (use of
"NewText") or as a case change operation (use of "Keyword") to be applied to the identifier of the enumeration item as
specified in clause 16.1.5.

©

ISO/IEC 2021 - All rights reserved Rec. ITU-T X.697 (02/2021)

13


https://standardsiso.com/api/?name=006f3fcf839699e24b89c5d6a19fa373

ISO/IEC 8825-8:2021 (E)

18.1.5 When the first alternative of "ldentifierOrAll" ("identifier") is used, the change specified by the
"NewTextOrKeyword" applies to the enumeration item with that identifier. When the second alternative of
"ldentifierOrAll" (aLy) is used, the change applies to all the enumeration items whose identifiers do not appear in this
TEXT encoding instruction.

18.2 Restrictions

18.2.1  If the final encoding instructions for an ASN.1 type contain a TEXT encoding instruction then the type shall be
an enumerated type.

18.2.2  Each enumeration identifier shall occur at most once in a TEXT encoding instruction. The second alternative of
"ldentifierOrAll" (aLL) shall occur at most once in a TEXT encoding instruction. When the "ldentifierOrAll" in a
"TextChange" is ALL, the "NewTextOrKeyword" shall be a "Keyword".

18.2.3  The final set of Unicode character strings consisting of the unchanged strings and the new strings ident|fying
the erjumeration items shall not contain two identical strings.

19 The UNWRAPPED encoding instruction

19.1 General
19.1.1 The "UnwrappedInstruction™ is:

UnwrappedInstruction ::=
UNWRAPPED

19.1.2  Application of this final encoding instruction to a choice type causes the values of the choice type to be enfoded
as unyvrapped (see clause 31).

19.2 Restrictions

19.2.1 If the final encoding instructions for an ASN.1 type contain an UNWRAPPED encoding instruction, then the type
shall |be a choice type that satisfies the conditions in the fellowing clauses, taking account of any final engoding
instructions present on the types of the alternatives or on theix components and ignoring any constraints that are no{ JER-
visiblp.
19.2.2  For each of the following kinds of JSON values:
a) the JSON token null

b) the JSON token false

c) the JSON token true

d) aJSON number

e) aJSON string

f) aJSON array

there [shall be at most.one-alternative that produces a JSON value of that kind for one or more abstract values that are
permitted by JER-viSible constraints.

19.2. If the<Chpice type has two or more alternatives that produce a JSON object for one or more abstract valugs that
are permittedsby JER-visible constraints, then those alternatives shall be sequence or set types without an extgnsion
markér. Each of those types may be either a sequence type or a set type. For any two such types, one of them shal| have
at leaktCone component not marked OPTIONAL or DEFAULT whose JSON member name string differs from the JSON
member name strings of all the COmponents of the other.
NOTE — The text in this clause excludes any other ASN.1 type that can produce a JSON object for one or more of its abstract
values (certain real types, certain bit string types, set-of types with a final oBgECT encoding instruction, extensible sequence or set
types, choice types without a final UNWRAPPED encoding instruction, and certain choice types with a final UNWRAPPED encoding
instruction).

19.2.4  None of the alternatives of the choice type shall be an open type or an extensible choice type with a final
UNWRAPPED encoding instruction.

20 Encoding of boolean values

The encoding of a boolean value shall be one of the two JSON tokens false and true, denoting the boolean values
FALSE and TRUE, respectively.
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NOTE — The use of quotation marks around false or true is forbidden.

21

Encoding of integer values

The encoding of an integer value shall be a JSON number denoting the value, with no fractional part and no exponent.
NOTE — The use of quotation marks around the number is forbidden. Superfluous leading zeros are forbidden.

22
221

22.2
the ch

Encoding of enumerated values

The encoding of an enumerated value shall be a JSON string.

If the enumerated type has a final TEXT encoding instruction and the instruction changes the string assigned to

instrul
enum

N
us

23

23.1

23.1.]
shall

23.1.2

23.1.1
of the

23.1.4
specif

23.11

23.2
Ther

osen enumeration item the Unicode character string denated by the ISON string shall be the string produced
ction; otherwise, the Unicode character string denoted by the JSON string shall be the identifier of the.c
bration item.

DTE — The use of quotation marks around the identifier or the string produced by the TEXT encoding instruction.is requirg
b of escapes is allowed in all JSON strings.

Encoding of real values

General

If the real value is one of the special values -0, MINUS-INFINITY, PLUS-INFINITY, and NOT-A-NUME
De encoded as specified in clause 23.2.

If the real value is O or the base of the real value is 2, then the real value’shall be encoded as specified in
23.3.

If neither 23.1.1 nor 23.1.2 applies, then the encoding of a real value depends on the effective value con
base of the real type, which shall be determined as follows:

a) if there are no JER-visible constraints, the effective value constraint of the base is an integer rang
includes both the value 2 and the value 10;

b) if there is an inner type constraint on the real type, the effective value constraint of the base is th
resulting from the JER-visible constraint-that the inner type constraint applies to the base compone

c) when two or more JER-visible constraints are combined into an INTERSECTION construction, they
in a JER-visible constraint (see clause 7.2.4); the effective value constraint of the base is the inters

d) when two or more JER-visible constraints are combined into a UNION construction, they result in 3
visible constraint (seg-€lause 7.2.5); the effective value constraint of the base is the smallest integer
that includes all the'effective value constraints of the bases in the members of the UNION constructig

e) when an EXCEPT tlause is present, it is ignored.

ied in clause 23.8.

Otherwise;-the real value shall be encoded as specified in clause 23.4.

Encoding of the special real values

of all the effective value constraints of the bases in the members of the INTERSECTION constructiorf;

by the
hosen

d. The

ER, it

Clause

traint
e that

e one
Nt;

result
pction
JER-
range
n;

| If the effectivetvalue constraint of the base includes only the value 10, then the real value shall be encogled as

bdlvalue shall be encoded as a JSON string. The Unicode character string denoted by the JSON string shall

De the

ones

©

ecitied In rapble Z.

Table 2 — Encoding of the real special values

Value Unicode character
string
- 0 "w__ 0 "
MINUS-INFINITY "_INF"
PLUS-INFINITY "INF"
NOT-A-NUMBER "NaN"
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23.3 Encoding as a JSON number

The real value shall be encoded as a JSON number denoting the value.

23.4 Encoding as a JSON object

The real value shall be encoded as a JSON object with a single member. The Unicode character string denoted by the
name of the member shall be "base10value" and the value of the member shall be a JSON number denoting the value.

NOTE — The use of escapes is allowed in all JSON strings.
EXAMPLES
Any base-2 value of the real type denoted by REAL is encoded as a JSON number.

Any lpase

The vlalue MINUS-INFINITY Of the real type denoted by REAL is encoded as the JSON string "-INF". Note-that the use
of esdapes is allowed in all JSON strings.

Any Value of the real type denoted by REAL (0 | WITH COMPONENTS { mantissa (-99999..99999), base|(2),
expohent (-55..55)}) isencoded asaJSON number. This real type includes a set of base-2 valties, including the real
value|0, but does not include the special real values -0, MINUS-INFINITY, PLUS-INFINITY, and,NOT-A-NUMBER

Any | value of the real type denoted by REAL (0 | WITH COMPONENTS { mantissa
(-99P999999999..999999999999) , base (10), exponent (-20..20)}) isencoded as a JSON number} This
real type includes a set of base-10 values, including the real value positive zero, but-does not include the special real
valuep -0, MINUS-INFINITY, PLUS-INFINITY, and NOT-A-NUMBER.

24 Encoding of bitstring values

24.1 General

The epcoding of a bitstring value depends on the JER-visible constraints of the bitstring type as follows:

a) if the lower and upper bounds of the effective size constraint are identical, then the value shall be enfoded
as specified in clause 24.2;

b) otherwise, if the bitstring type has a JER=visible contents constraint, then the value shall be encoded feither
as specified in clause 24.3 or as specified in clause 24.4 as a sender’s option;

c) otherwise, the value shall be encaded as specified in clause 24.3.

24.2 Encoding of bitstring types with a fixed size

24.2.1  The encoding of a bitstring value with a fixed size shall be a JSON string. The Unicode character string dgnoted
by th¢ JSON string shall consistofjan even number of the hexadecimal digits 0123456789abcdefABCDEF, with each
consecutive pair of digits encading one group of eight consecutive bits in the bitstring value. If the length of the bifstring
valuelis not a multiple of 8.bits, the bitstring value shall be encoded as if it contained extra bits, up to the next multiple of
8, all pet to zero. If the bitstring value is empty, the JSON string shall be empty.

NOTE — The use of eseapes is allowed in all JSON strings.
24.2.2 When~Rec. ITU-T X.680 | ISO/IEC 8824-1, 22.7, applies (i.e., the bitstring type is defined with a

"NamrfedBitList); the bitstring value shall be encoded after trailing 0 bits have been added or removed as necesspry to
satisfy the-effective size constraint.

24 3 Beadina-aof bitctrina fvanaoc aanthh o v ariobhla o1
. CCOUTTIY OUT OTCStr TGty P S VIt o vaTr TaioTe—STZT

The encoding of a bitstring value with a variable size shall be a JSON object with the following members:

a) "value", whose value shall be a JSON string encoding the bitstring value as specified in clause 24.2.1 for
a bitstring type with a fixed size;

b) "length", whose value shall be a JSON number indicating the length of the bitstring value (in bits). The
JSON number shall have no fractional part and no exponent.
24.4 Alternative encoding of bitstring types with a JER-visible contents constraint

The bitstring value shall be encoded as a JSON object with a single member. The Unicode character string denoted by
the name of the member shall be “containing”. The value of the member shall be the JER encoding of the contained
value.
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25 Encoding of octetstring values

25.1 General
The encoding of an octetstring value depends on the JER-visible constraints and the final encoding instructions of the
octetstring type as follows:

a) if the octetstring type has a final BASE64 encoding instruction, then the value shall be encoded as specified
in clause 25.2;

b) otherwise, if the octetstring type has a JER-visible contents constraint, then the value shall be encoded
either as specified in clause 25.3 or as specified in clause 25.4 as a sender’s option;

c) otherwise, the value shall be encoded as specified in clause 25.3.

25.2 Encoding of an octetstring value as a JSON string containing a Base64 encoding

(This|clause applies only to the values of an octetstring type with a final BASE64 encoding instruction.) The octetstring
value|shall be encoded as a JSON string. The Unicode character string denoted by the JSON string shalkbe'the Content-
Trangfer-Encoding, specified in IETF RFC 2045, 6.8, of the octetstring value, except that the 76-character limit dos not

apply
NOTE — The use of escapes is allowed in all JSON strings.

25.3 Encoding of an octetstring value as a JSON string containing a hexadecimakéncoding

The dctetstring value shall be encoded as a JSON string. The Unicode character string.denoted by the JSON string shall
consi$t of an even number of the hexadecimal digits 0123456789abcdefABCDEF\with each consecutive pair of [digits
encoding one octet in the octetstring value. If the octetstring value is empty, the JSON string shall be empty.

NOTE — The use of escapes is allowed in all JSON strings.
25.4 Alternative encoding of an octetstring type with a JER-visible contents constraint

The qgctetstring value shall be encoded as a JSON object with a single ' member. The Unicode character string denofed by
the ngme of the member shall be “containing". The value of thesmémber shall be the JER encoding of the contained yalue.

26 Encoding of the null value

The encoding of the null value shall be the JSON tokeh null.

27 Encoding of sequence values

27.1 General

The encoding of a sequence value_depends on the presence of a final ARRAY encoding instruction on the sequencd type.
If an ARRAY encoding instruction is present, clause 27.2 applies, otherwise clause 27.3 applies.

21.2 Array-based-encoding

27.2.1  The encoding of a value of a sequence type having a final ARRAY encoding instruction shall be a JSON|array
having one element for each component of the sequence type, except as specified in clause 27.2.2. First, an element shall
be adgled to the-JSON array for each component of the extension root in textual order, except as specified in clause 27.2.2;
then, pn element shall be added for each extension addition that is a "ComponentType" and for each component contained
in an extension addition group, in textual order, except as specified in clause 27.2.2. Each array element correspgnding
to a component-thattspresentinthe—seguence-vatue—shattbe-the3ERencodingof-that-component's-vatue—E=ach array
element corresponding to a component that is absent in the sequence value shall be the JSON token nul1l.

27.2.2  Any number of instances of the JSON token nul1 may be omitted from the end of the JSON array, as a sender's
option.
27.3 Object-based encoding

27.3.1 The encoding of a value of a sequence type not having a final ARRAY encoding instruction shall be a JSON
object that has one member for each component of the sequence value that is present and that may have additional
members as specified in clause 27.3.4. Each member of a JSON object has a name, which is a JSON string (see ECMA-
404, clause 6).

27.3.2  For each component that is present:
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a) if the type of the component has a final NAME encoding instruction, the Unicode character string denoted
by the name of the member of the JSON object shall be the name produced by the instruction; otherwise,
the Unicode character string denoted by the name of the member shall be the identifier of the component;

b) the value of the member shall be the JER encoding of the value of that component.

27.3.3  The components of the sequence value may be added to the encoding in any order.

NOTE — The use of quotation marks around each component identifier is required. The use of escapes is allowed in all JSON
strings.

27.3.4

For each component marked OPTIONAL or DEFAULT Whose type is not an open type, an extensible choice type

with a final UNWRAPPED encoding instruction or a type that produces the JSON token nu11 for one of its abstract values
and which is absent in the sequence value, an additional member may be included in the encoding of the sequence value.
The Unicode character string denoted by the name of the member shall be determined as for a component that is present

in the
N

sequence value, and the value of the member shall be the JSON token null.
DTE — The types that produce the JSON token null, besides certain open types, are the null type and choice types.with

UNWRAPPED encoding instruction having an alternative that produces the JSON token nul1l for one of its abstract values.

28

The ¢
the sq
encod

29

A val
N

Encoding of sequence-of values

ncoding of a sequence-of value shall be a JSON array having one element for each occurrence of the compon
quence-of type in the sequence-of value, in the same order. Each element of the JSON array shall be th
ing of the corresponding item of the sequence-of value.

Encoding of set values

e of a set type shall be encoded as if the type had been declared a sequénce type.
DTE — The object-based encoding (see clause 27.3) is always used for a setvalue because a set type is not allowed to have

ARRAY encoding instruction.

30

30.1

The e
OBJE

30.2

The €
elemd
JSON

30.3
N
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in

30.3.]

has o

objec

Encoding of set-of values

General
ncoding of a set-of value depends on the presenceof a final oBJECT encoding instruction on the set-of type
CT encoding instruction is present, clause 30.3:applies, otherwise clause 30.2 applies.

Array-based encoding

ncoding of a value of a set-of typewot-having a final oBIJECT encoding instruction shall be a JSON array havir
nt for each occurrence of the camponent of the set-of type in the set-of value, in any order. Each element
array shall be the JER encading of one item of the set-of value.

Object-based encoding

A final

ent of
e JER

a final

If an

g one
Df the

DTE — A set-of type €an have a final oBJECT encoding instruction only if the component type of the set-of type is a sequence

be with two components, a "key" type (an ASN.1 type encoded as a JSON string) and a "value" type (an arbitrary ASN.1
this order (see clause 17). The identifiers of the two components do not matter.

The encoding of a value of a set-of type having a final oBJECT encoding instruction shall be a JSON obje
ne member for each occurrence of the component of the set-of type in the set-of value. Each member of a
has\a name, which is a JSON string (see ECMA-404, clause 6).

type),

Ct that
JSON

30.3.

= it £ 4l + £ [ L 1 A
FUrCaclTTiciimur it oTrUT varut (d oSTYUTTILL vVAarut J.

a) the Unicode character string denoted by the name of the member shall be the JER encoding of the
of the first component of the sequence value;

value

NOTE - If the type of the first component is an enumerated type with a final TEXT encoding instruction, the Unicode
character string denoted by the name of the member is the one that results from the application of that instruction.

b) the value of the member shall be the JER encoding of the second component of the sequence value.

30.3.3  The items of the set-of value may be added to the encoding in any order.
NOTE — The use of escapes is allowed in all JSON strings.
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Encoding of choice values

General

The encoding of a choice value depends on the presence of a final UNWRAPPED encoding instruction on the choice type.
If an UNWRAPPED encoding instruction is present, clause 31.2 applies, otherwise clause 31.3 applies.

31.2

Unwrapped encoding

The encoding of a value of a choice type having a final UNWRAPPED encoding instruction shall be the encoding of the

chose

n alternative.

NOTE - In the unwrapped encoding, the choice type is encoded by omitting the left brace ("{"), the name of the chosen alternative,

Wi
en

31.3

31.3.]
objec
clausg

31.3.2

32

The ¢
string
1SO/I

33

The €
JSON

| ISOJIEC 8824-1, 33.3).

34

The ¢
string
Rec.

35

coded.

Wrapped encoding

The encoding of a value of a choice type not having a final UNWRAPPED encoding instruction’shall be a
having exactly one member. Each member of a JSON object has a name, which is a JSON string (see ECMA
6).

The only member of the JSON object shall be as follows:

a) if the type of the chosen alternative has a final NAME encoding instruction, the Unicode character
denoted by the name of the member of the JSON object shall be the-name produced by the instru
otherwise, the Unicode character string denoted by the name of the member shall be the identifier
chosen alternative;

b) the value of the member shall be the JER encoding of the Malue of the chosen alternative.
DTE — The use of quotation marks around the identifier is required.

Encoding of object identifier values

ncoding of an object identifier value shall be a JSON:string. The Unicode character string denoted by the
shall be an instance of the "XMLObjectldentifier\alue" production denoting the value (see Rec. ITU-T X
FC 8824-1, 32.3).

Encoding of relative object identifier’'values

string shall be an instance of the->XMLRelativeOIDValue" production denoting the value (see Rec. ITU-T

Encoding of values)of the internationalized resource reference type

ncoding of a value\of the internationalized resource reference type shall be a JSON string. The Unicode cha
denoted by the~JSON string shall be an instance of the "XMLIRIValue" production denoting the valu
TU-T X.68Q\ISO/IEC 8824-1, 34.3).

Encoding of values of the relative internationalized resource reference type

The

the colon (*:"), and the final right brace ("}"). The unwrapped encoding relies on the decoder's ability to identify the alternative that

[€ waS

ISON
-404,

string
ction;
Df the

ISON
680 |

ncoding of a relative object identifier value shall be a JSON string. The Unicode character string denoted by the

K.680

racter
P (see

ncoding of a value of the relative internationalized resource reference tvne shall he a ISON strina._The LA
< J T <

icode

character string denoted by the JSON string shall be an instance of the "XMLRelativelRIValue" production denoting the

value

36

(see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 35.3).

Encoding of values of the embedded-pdv type

The encoding of a value of the embedded-pdv type shall consist of the JER encoding of the sequence type specified in
Rec. ITU-T X.680 | ISO/IEC 8824-1, 36.5. The value of the data-value component (of type OCTET STRING) shall be
the octets which form the complete encoding of the single data value referenced in Rec. ITU-T X.680 | ISO/IEC 8824-1,
36.3 a).

© ISO/IEC 2021 - All rights reserved Rec. ITU-T X.697 (02/2021)
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Encoding of values of the external type

The encoding of a value of the external type shall consist of the encoding of the sequence type specified in Rec.
ITU-T X.691 | ISO/IEC 8825-2, 29.1.

Rec. ITU-T X.691 | ISO/IEC 8825-2, clauses 29.2 to 29.11, apply, with the following modifications:
a) the reference to "This Recommendation | International Standard" (meaning Rec. ITU-T X.

691 |

ISO/IEC 8825-2) present in those clauses shall be read as a reference to this Recommendation |

International Standard;

b) the reference to Rec. ITU-T X.691 | ISO/IEC 8825-2, 11.2 (encoding of open type fields) present in
clauses shall be read as a reference to clause 41 of this Recommendation | International Standard.

those

38
38.1

Nume
The U
N

38.2
Vide
of the

39

The e
X.68(
which
44.3 3

40

The e
an ing

41

N
of]

The ¢

42

42.1
when
ASN.

Encoding ot values of the restricted character string types

The encoding of a character string value of one of the types IA5String, I1S0646String, VisibleSt
ricString, PrintableString, BMPString, UniversalString, and UTF8String, shall be a JSON
nicode character string denoted by the JSON string shall be the character string value.

DTE — The use of escapes is allowed in all JSON strings.

A value of one of the remaining restricted character string types (TeletexString, T61St]
btexString, GraphicString, and GeneralString) shall be encoded as if it were an\aétetstring value cons
octets specified in Rec. ITU-T X.690 | ISO/IEC 8825-1, 8.23.5.

Encoding of values of the unrestricted character string type
ncoding of a value of the CHARACTER STRING type shall consist of theencoding of the type defined in Rec. |
| ISO/IEC 8824-1, 44.5. The value of the string-value component (of type oCTET STRING) shall be the

)

Encoding of values of the time types

hcoding of a time value shall be a JSON string. ThédUnicode character string denoted by the JSON string sh
tance of the "XMLTimeValue" production denating the value (see Rec. ITU-T X.680 | ISO/IEC 8824-1, 38.3

Encoding of open type values
DTE — An open type is an ASN.1 type thatcan take any abstract value of any ASN.1 type. Each value of an open type c

a) a contained type; and
b) a value of the contaified type.

ncoding of an open type value shall be the encoding of the value of the contained type.

Object identifier values referencing the encoding rules

The eneoding rules specified in this Recommendation | International Standard can be referenced and a
bver therenis’a need to specify an unambiguous character string representation for the values of a single ide

1 type:

ring,

tring.

ring,
isting

TU-T
pctets

form the complete encoding of the character string value referenced in Rec. ITU-T X.680 | ISO/IEC 8$24-1,

all be
2).

bnsists

plied
tified

42.2

The following object identifier and object descriptor values are assigned to identify the encoding rules spe

cified

in this Recommendation | International Standard:

20

For JER:
{joint-iso-itu-t asnl (1) jer-encoding (7) }
"JER encoding of a single ASN.1l type"
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Annex A

Examples of JER encodings

(This annex does not form an integral part of this Recommendation | International Standard.)

This annex illustrates the use of the JavaScript Object Notation Encoding Rules specified in this Recommendation |
International Standard by showing the representation in octets of a (hypothetical) personnel record which is defined using

ASN.

Al

1. It also contains additional examples of JER encodings.

ASN.1 description of the record structure

The
Rec.
Anne

Pers

Chil

Name

Empl

Date| :

N
th

A2
The v

{

A3

tructure of the hypothetical personnel record is formally described as follows using ASN.1 specifi
TU-T X.680 | ISO/IEC 8824-1. This is identical to the example defined in Rec. ITU-T X.690 | ISONEC 8§
K A

bnnelRecord ::= [APPLICATION 0] IMPLICIT SET ({
name Name,
title [0] VisibleString,
number EmployeeNumber,
dateOfHire [1] Date,
nameOfSpouse [2] Name,
children [3] IMPLICIT
SEQUENCE OF ChildInformation DEFAULT {} }
HInformation ::= SET
{ name Name,
dateOfBirth [0] Date}
::= [APPLICATION 1] IMPLICIT SEQUENCE
{ givenName VisibleString,
initial VisibleString,
familyName VisibleString}
byeeNumber ::= [APPLICATION 2] IMPLICIT INTEGER
:= [APPLICATION 3] IMPLICIT VisibleString -- YYYYMMDD

DTE — Tags are used in this example only because it was.felt appropriate to use the identical example to that which appe
P earliest version of Rec. ITU-T X.680 | ISO/IEC 8824-1: The tags used in this example have no effect on the JER encodi

ASN.1 description of a record value

alue of John Smith's personnel recordiisformally described as follows using the basic ASN.1 value notation:
name {givenName "John", initial "P", familyName "Smith"},

title 'Director",

number 51,

dateOfHire "19710917",

nameOfSpouse {givenName "Mary", initial "T", familyName "Smith"},
children

{{name {givenName "Ralph", initial "T", familyName "Smith"}
dateOfBirth "19571111"},
{name {givenName "Susan", initial "B", familyName "Jones"}
dateOfBirth "19590717"}}}

Example JER representation of this record value

A possi

ed in
25-1,

red in
ngs.

defined in this Recommendation | International Standard) is as follows.

©

{

"name" : {
"givenName" : "John",
"initial™ : "P",
"familyName" : "Smith"
s
"title" : "Director",
"number" : 51,
"dateOfHire" : "19710917",
"nameOfSpouse” : {
"givenName" : "Mary",

ISO/IEC 2021 - All rights reserved Rec. ITU-T X.697 (02/2021)
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"initial" : "T",
"familyName" : "Smith"
}y
"children" : [
{
"name" : {
"givenName" : "Ralph",
"initial" : "T",
"familyName" : "Smith"
by
"dateOfBirth": "19571111"
by
{
name : {
[SERVASISINFSHIIS] . SUsall
"initial" : "B",
"familyName" : "Jones"
by
"dateOfBirth" : "19590717"
}
]
}
A4 Additional examples of JER encodings
In thg following examples, it is understood that whenever a JSON string appears in,an.encoding, any other JSON string
denoting the same Unicode character string (e.g., by the use of escapes) can appear in its place. This also applies ffo the
fixed YSON strings that are specified in this Recommendation | International Stapdard, such as "*value™ and "*NaNT. It is
also ynderstood that whenever a JSON object appears in an encoding, its members can occur in an arbitrary order.
Consider the following ASN.1 definitions:
MyInteger ::= INTEGER (0..1500)
MyEnpmerated ::= ENUMERATED { red, yellow, green'}
MyRepl ::= REAL (0 |
WITH COMPONENTS { mantissa (-999999999999.. 999999999999), base (10), exponent (-
100./.100) })
MyBikStringl ::= BIT STRING (SIZE (10))
MyBikString2 ::= BIT STRING (SIZE (10), ...)
MyOcketString ::= OCTET STRING (SIZE (4))
MySefjuencel ::= SEQUENCE, {
a INTEGER OPTIONAL,
b BOOLEAN,
c UTF8String
}
MySefiluence2 : j= SEQUENCE {
x MyReal,
y MySequencel,
}
MySequenceOfl ::= SEQUENCE (SIZE (1..16)) OF INTEGER
MySequenceOf2 = SEQUENCE OF MySequencel
MyChoice ::= CHOICE {
a MySequencel,
b UniversalString

The boolean value

22

x BOOLEAN ::= TRUE
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will be encoded as
true

The integer values
x1 INTEGER ::= 100
x2 MyInteger ::= 100

will both be encoded as
100

The enumerated value
x MyEnumerated ::= red

will be encoded as
" redll

ISO/IEC 8825-8:2021 (E)

The real value
x REAL ::= 14

will be encoded as
{ "baselOValue" : 14 }

because the value denoted by x is a base-10 real abstract value and the real type is unconstrained,

The rgal value

x REAL ::= { mantissa 14, base 2, exponent 0 }
will be encoded as

14

because the value denoted by x is a base-2 real abstract value (14x2°).

The real value
x REAL ::= NOT-A-NUMBER
will be encoded as

HNaNH

The real value
x MyReal ::= 14.56

will be encoded as
14.56

becayse the constraint restricts the base to 20,\This value can also be encoded as any other JSON number denotifg the

same jnumeric value (e.g., 0.145600e2).

The alue

x MyBitStringl ::= [0101010101'B
will be encoded as

"5540"

because the length (10) is implied by the size constraint.

The vialue
x BIT .STRING ::= '0101010101'B
will be encoded as

 "length" : 10, "value" "5540" }

The value
x MyBitString2 ::= '0101010101'B
will be encoded as

{ "length" : 10, "value" "5540" }

because the size constraint contains an extension marker and therefore is not JER-visible.

The values
x1 OCTET STRING ::= 'EABCOO1E'H
x2 MyOctetString ::= 'EABCOOlE'H

will both be encoded as
"EABCOO1E"

© ISO/IEC 2021 - All rights reserved
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The value

x NULL ::= NULL

will be encoded as

null
The value
x MySequencel ::= { a 123, b TRUE, c "Hello" }
will be encoded as
{ "a" 123 , llbll true, llcll llHelloll }
The value
x MySequencel ::= { b TRUE, c "Hello" }
will bgencoded a3
{ "b" true , "c" "Helloﬂ }
or as the same JSON object with its members encoded in a different order ({ *'c"* : ""Hello", "'b" : true }).
The Value
x MySequence2 ::= { x -3.1415, y { b TRUE, c "Hello" }}
will be encoded as
{ llxll _3.1415, "y" : { "b" true, "c" "Helloll } }
(an extension marker in a sequence type has no effect on the encoding).
The vialue
x MySequenceOfl ={ 1, 2, 3}
will be encoded as
[1, 2, 3]
The Value
x MySequenceOf2 = {{ b TRUE, ¢ "one" }, { a\99, b FALSE, c "two" }}
will be encoded as
[ { llbll true , n cll llone n } , { "a" 99 \ "b" false , n cll n two" } ]
The Value
x MyChoice = b : "mouse"
will be encoded as
{ "b" "mOuse" }
The values
x1 OBJECT IDENTIFIER ::=\{ iso standard 8571 application-context (1) }
x2 OBJECT IDENTIFIER.::= { 1 0 8571 1 }
will both be encoded as
"1.0.8571.1"
The values
x1 VisibleString ::= "ABCDEabcdel2345(/)"
x2 IAS5String ::= "ABCDEabcdel2345 (/)"
x3 BMPString ::= "ABCDEabcdel2345(/)"
x4 UTF8String ::= "ABCDEabcdel2345 (/)"
x5¢UniversalString ::= "ABCDEabcdel2345(/)"
%6 PrintableString ::= "ABCDEabcdel2345 (/)"
will all be encoded as
"ABCDEabcdel2345 (/)"
The value
x TIME ::= "2014-12-31T23:59:59"

will be encoded as
"2014-12-31T23:59:59"

24 Rec. ITU-T X.697 (02/2021)
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