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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

The publications Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 |
ISO/IEC 8824-3, Rec. ITU-T X.683 | ISO/IEC 8824-4 together describe Abstract Syntax Notation One (ASN.1), a
notation for the definition of messages to be exchanged between peer applications.

This Recommendation |International Standard defines encoding rules that may be applied to values of ASN.1 types
defined using the notation specified in the above-mentioned publications. Application of these encoding rules produces
a transfer syntax for such values. It is implicit in the specification of these encoding rules that they are also to be used
for decoding.

There are more than one set of encoding rules that can be applied to values of ASN.1 types. This Recommendation |
International Standard defines a set of JavaScript Object Notation Encoding Rules (JER), so called because the
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ngs they produce are mstances of the JSON grammar specified in ECMA 404.

Recommendation | International Standard specifies the syntax and semantics of JER encoding instruetions
y the JSON text produced by the application of JER to certain ASN.1 types.

bnent using either a JER type prefix (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 31:3).or a JER eng
1 section (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 54).

e 13 defines the order of precedence if JER encoding instructions are present in bath'a’JER type prefix an
ncoding control section.

s 14 to 19 specify:
a) the syntax of each JER encoding instruction used in a type prefixcora JER encoding control section

b) restrictions on the JER encoding instructions that can be.associated with a particular ASN.1
(resulting from inheritance and multiple assignments).

s 20 to 41 specify the JER encoding of ASN.1 types, referencing earlier clauses which define the JER enc
ctions.

X A is informative and contains examples of JER encodings where JER encoding instructions are not used.

k B is informative and contains examples of JER en¢0ding instructions and their effect on the JER encodings

vhich

es 8 to 12 list the JER encoding instructions and specify the syntax for their assignment tojaii ASN.I type or

oding

H in a

type

pding

Vi

Rec. ITU-T X.697 (10/2017) © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=5dca70c723411189f6126901e1545e51

ISO/IEC 8825-8:2018 (E)

INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — ASN.1 encoding rules: Specification of JavaScript
Object Notation Encoding Rules (JER)

1 Scope

This Recommendation | International Standard specifies a set of JavaScript Object Notation Encoding Rules (JER) that
may be used to derive a transfer syntax for values of types defined in Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T

X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3, Rec. ITU-T X.683 | ISO/IEC 8824-4. It is implicit

in the

Speci Gootion ofthacg oo ding wnloc thot thas arg olca £0 g oo d £oo doo o ding
tHEeStHate

TCTrO T Ot oSO O Cot o Tor Yo oS Oto o T oo TOT GO CotT S

The epcoding rules specified in this Recommendation | International Standard:
— are used at the time of communication;

— are intended for use in circumstances where interoperability with applications using JSON is the
concern in the choice of encoding rules;

— allow the extension of an abstract syntax by addition of extra values for all forms of extens
described in Rec. ITU-T X.680 | ISO/IEC 8824-1.

This Recommendation | International Standard also specifies the syntax and semanties\0f JER encoding instrud
and the rules for their assignment and combination. JER encoding instructions can bejused to control the JER end
for specific ASN.1 types.

2 Normative references

The fpllowing Recommendations and International Standards contain’provisions which, through reference in thi
constftute provisions of this Recommendation | International Standatd: At the time of publication, the editions ind
were |valid. All Recommendations and Standards are subject 0 revision, and parties to agreements based o
Recommendation | International Standard are encouraged té.investigate the possibility of applying the most
editiop of the Recommendations and Standards listed below* Members of IEC and ISO maintain registers of cur
valid [International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of cur
valid [TU-T Recommendations.

2.1 Identical Recommendations | International Standards

—  Recommendation ITU-T X680 (2015) | ISO/IEC 8824-1:2015, Information technology — AB
Syntax Notation One (ASN. I): Specification of basic notation.

—  Recommendation ITUST X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — AB
Syntax Notation One)(ASN.1): Information object specification.

—  Recommendation’ ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Ab
Syntax Notation One (ASN.1): Constraint specification.

—  Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology
Syntax Notation One (ASN.1): Parameterization of ASN. 1 specifications.

— Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Information technology — ]
encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER]
Distinguished Encoding Rules (DER).
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—  Recommendation ITTI-T X 601 (2015) | ISO/AEC 8&R25-2-2015 _ Information technology —
encoding rules: Specification of Packed Encoding Rules (PER).

2.2 Additional references
— ECMA Standard ECMA-404 (2013) — The JSON Data Interchange Format.

— IETF RFC 2045 (1996), Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet

Message Bodies.
—  ISO International Register of Coded Character Sets to be Used with Escape Sequences.

— ISO/IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS).
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3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

31 Specification of Basic Notation

For the purposes of this Recommendation | International Standard, all the definitions in Rec. ITU-T X.680 |
ISO/IEC 8824-1 apply.

3.2 Information Object Specification

For the purposes of this Recommendation | International Standard, all the definitions in Rec. ITU-T X.681 |
ISO/IEC 8824-2 apply.

33 Constraint Specification

This Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T X|682 |
ISO/IEC 8824-3:

a) component relation constraint;

b) table constraint.

34 Parameterization of ASN.1 Specification

This [Recommendation | International Standard makes use of the following term( defined in Rec. ITU-T X|683 |
ISO/IEC8824-4:

—  variable constraint.

35 Basic Encoding Rules (BER)

This Recommendation | International Standard makes use of the Jfollowing terms defined in Rec. ITU-T X|690 |
ISO/IEC 8825-1:

a) data value;

b) dynamic conformance;

¢) encoding (of a data value);
d) receiver;

e) sender;

f) static conformance.

3.6 Packed Encoding Rules (PER)

This Recommendation | Internatienal Standard makes use of the following terms defined in Rec. ITU-T X|691 |
ISO/IEC 8825-2:

a) composite’type;

b) composite value;

c) outermost type;

d) wrelay-safe encoding;
e) ' simple type;

£ textuabl dependent:

3.7 Additional definitions

3.7.1 abstract syntax value: A value of an abstract syntax (defined as a set of values of a single ASN.1 type)
which is to be encoded by JER or which is generated by JER decoding.

3.7.2 associated encoding instruction (for a type): A set of JER encoding instructions associated with a type.

3.7.3 effective value constraint (of an integer type): The smallest integer range that includes all the values of the
integer type that are permitted by the JER-visible constraints (see clause 7.2.7).

3.74 effective size constraint (of a bitstring type): The smallest integer range that includes the lengths of all the
values of the string type that are permitted by the JER-visible constraints (see clause 7.2.8).

2 Rec. ITU-T X.697 (10/2017) © ISO/IEC 2018 - All rights reserved
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3.7.5 final encoding instructions (for a type): The set of JER encoding instructions associated with a type as a
result of the complete ASN.1 specification, and which are applied in producing encodings of that type.

3.7.6 inherited encoding instructions: A set of JER encoding instructions that are associated with the type
identified by a type reference.

3.7.7 JSON array: A series of JSON tokens that constitute an array structure as specified in ECMA 404, clause 7.

3.7.8 JSON member name string (of a component of a sequence, set, or choice type that is encoded as a JSON
object): The Unicode character string denoted by the name of the member of the JSON object identifying the
component in the JER encoding.

3.7.9 JSON number: A JSON token that is a number as specified in ECMA 404, clause 8.

3.7.1( ISON nhjm‘f' A series of ISON tokens that constitute an nhje("r structire as qper‘iﬁed in ECMA 404 clanse 6.

3.7.11  JSON string: A JSON token that is a string as specified in ECMA 404, clause 9.

NOTE — A JSON string is part of a JER encoding, it begins and ends with a quotation mark, may contain escapes,jand is distinct
frgm the Unicode character string that it denotes.

3.7.12  JSON token: A Unicode character string that is one of the several kinds of tokens speeified in ECMA 404,
clausg 4.

3.7.13 JER encoding instruction: Notation used to change the JER encoding of a type.

3.7.14  JER-visible constraint: An instance of use of the ASN.1 constraint notatiop-that affects the JER encod|ng of
a valye.

3.7.1§ octet: A group of eight consecutive bits, numbered from bit 8 (the most significant bit) to bit 1 (thq least
signifficant bit).

3.7.1¢ prefixed encoding instruction: A JER encoding instruction that'is assigned to a type using a type prefix]

NOTE — Prefixed encoding instructions can delete, replace, or add to the associated encoding instructions of a type.

3.7.17 targeted encoding instruction: A JER encoding instruction that is assigned to multiple types using a farget
list infa JER encoding control section.
NOTE — Targeted encoding instructions can delete, replace, ortadd to the associated encoding instructions of multiple types

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ASN.1  Abstract Syntax Notation One

BER Basic Encoding Rules 6f ASN.1

JER JavaScript Object Notation Encoding Rules of ASN.1

PER Packed Eneeding Rules of ASN.1

PDU ProtocelData Unit

5 Encodingsspecified by this Recommendation | International Standard

5.1 This<\Re¢ommendation | International Standard specifies a set of encoding rules which can be used to ehcode
and dpcodethe values of an abstract syntax defined as the values of a single (known) ASN.1 type. This clause des¢ribes
their gpplicability and properties.

5.2 crreodies—are—ahwaysrehry=sarfeprovidedthe—abstract—atoes—o —trpesEXT AT —FMBEDDEE PDV,

and CHARACTER STRING are constrained to prevent the carriage of OSI presentation context identifiers.

53 If a type encoded with JER contains EXTERNAL, EMBEDDED PDV, or CHARACTER STRING types, then the outer
encoding ceases to be relay-safe unless the transfer syntax used for all the EXTERNAL, EMBEDDED PDV, or CHARACTER
STRING types is relay-safe.

NOTE - The character transfer syntaxes supporting all character abstract syntaxes of the form {iso standard 10646
level-1(1) ...} are canonical. Those supporting {iso standard 10646 level-2(2) ...} and {iso standard 10646
level-3(3) ...} are not always canonical. All the above character transfer syntaxes are relay-safe.

5.4 JER encodings are self-delimiting. Encodings are always a whole multiple of eight bits. When carried in an
EXTERNAL type, they shall be carried in the OCTET STRING choice alternative, unless the EXTERNAL type itself is
encoded in JER, in which case the value may be encoded as a single ASN.1 type (i.e., an open type). When carried in an
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OSI presentation protocol, the "full encoding” (as defined in Rec. ITU-T X.226 | ISO/IEC 8823-1) with the OCTET
STRING alternative shall be used.

5.5 This Recommendation | International Standard also specifies the syntax and semantics of JER encoding
instructions (see clauses 14 to 19).

5.6 ASN.1 forms a basic JSON schema notation. The ASN.1 schema is used to define the content and structure of
data using ASN.1 and the JavaScript Object Notation Encoding Rules. It can be used without JER encoding
instructions.

5.7 JER encoding instructions provide wider flexibility in the JSON texts that can be specified.

5.8 JER encoding instructions are assigned to ASN.1 type definitions or to type references using either or both of
JER type prefixes (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 31.3) and a JER encoding control section (see
Rec. ITU-T X630 [ISOU/IET 8824-T, clause >4). IT encoding instructions are associated with a type delinition, th¢y are
carriegd with the ASN.1 type (through its type reference) into other type definitions and other ASN.1 modulesxThg final
encoding instructions of a type are applied when the type is encoded in JER and modify the JSON text produced.

6 Conformance

6.1 Dynamic conformance for the JavaScript Object Notation Encoding Rules is specifiedjirClauses 7 to 41

6.2 Static conformance is specified by those standards which specify the application/0f'these encoding rules.

6.3 Alternative encodings are permitted by the JavaScript Object Notation Encoding Rules as encoder's ogtions.

Decoflers that claim conformance to JER shall support all JER encoding alternatives-

6.4 The rules in this Recommendation | International Standard are specified in terms of an encoding proc¢dure.
Implgmentations are not required to mirror the procedure specified, providéd the octet string produced as the complete
encoding of an abstract syntax value is identical to one of those specified in this Recommendation | International
Standprd for the applicable transfer syntax.

6.5 Implementations performing decoding are required to produce the abstract syntax value corresponding fo any
receiyed octet string which could be produced by a sender conforming to the encoding rules identified in the transfer
syntak associated with the material being decoded.

6.6 If an ASN.1 specification assigns JER encoding’instructions in accordance with clauses 8 to 13 such that an
ASN.[l type or component has final encoding instructions that violate the restrictions specified in clauses 14 to 19, then
that ASN.1 specification is not in conformity with this Recommendation | International Standard, even if (without the
encoding instructions) it would conform to all.the requirements of Rec. ITU-T X.680 | ISO/IEC 8824-1.

NOTE - It is only occasionally invalid to assign an encoding instruction to a "Type", as it can be negated (removed from fhe set
offassociated encoding instructions) by a further assignment. It is the final encoding instructions that determine conformity| of the

spgcification.
7 General provisions
7.1 Use of the typé&notation

7.1.1 These encoding rules make specific use of the ASN.1 type notation as specified in Rec. ITU-T X|680 |
ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3, Rec. ITU-T X]683 |
ISO/IEC 882444, and can only be applied to encode the values of a single ASN.1 type specified using that notation|

7.1.2 In\particular, but not exclusively, they are dependent on the following information being retained {n the
ASN.[l €ype and value model underlying the use of the notation:

a) the identifiers of the components of a sequence or set type and of the alternatives of a choice type;

b) the identifiers of the enumeration items of an enumerated type;

¢) whether a set or sequence type component has a default value or not;

d) the restricted range of values of a type which arise through the application of JER-visible constraints;

e) whether the type of a component is an open type.

7.2 Constraints

NOTE — The fact that some ASN.1 constraints may not be JER-visible for the purposes of encoding and decoding does not in any
way affect the use of such constraints in the handling of errors detected during decoding, nor does it imply that values violating
such constraints are allowed to be transmitted by a conforming sender. However, this Recommendation | International Standard
makes no use of such constraints in the specification of encodings.
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In general the constraint on a type will consist of individual constraints combined using some or all of set
arithmetic, contained subtype constraints, and serial application of constraints.

The following constraints are JER-visible:

a)
b)

¢)

d)

non-extensible size constraints on bitstring types;

non-extensible single value constraints and value range constraints on the base of a real type;

an inner type constraint that applies a non-extensible single value constraint or value range constraint to

the base of a real type;

a contained subtype constraint in which the constraining type carries a JER-visible constraint.

7.2.2 All other constraints are not JER-visible. In particular, the following constraints are not JER-visible:

q) constraints that are pvprpccpﬂ mhumanareadable text or1in ASN 1 comment:

b) variable constraints (see Rec. ITU-T X.683 | ISO/IEC 8824-4, clauses 10.3 and 10.4);

¢) user-defined constraints (see Rec. ITU-T X.682 | ISO/IEC 8824-3, 9.1);

d) table constraints (see Rec. ITU-T X.682 | ISO/IEC 8824-3);

e) component relation constraints (see Rec. ITU-T X.682 | ISO/IEC 8824-3, 10.7);

f) constraints whose evaluation is textually dependent on a table constraint_or’a component reflation

constraint (see Rec. ITU-T X.682 | ISO/IEC 8824-3);

g) extensible subtype constraints;

h) size constraints applied to a character string or octet string type;

i)  single value subtype constraints applied to a character string type;

j)  permitted alphabet constraints;

k) pattern constraints;

1)  value and value range constraints on integer types;

m) constraints on real types except those specified in ¢lause 7.2.1 (b);

n) constraints on the time type and on the useful and defined time types;

0) inner type constraints except those specifigdsin clause 7.2.1 (c);

p) constraints on the useful types.
7.2.3 If a type is specified using a serial application of constraints, each of those constraints may or may not be
individually JER-visible. If the last subtypé.constraint of the series of constraints is JER-visible and contains an
extenpion marker, then that subtype constraint is extensible for the purposes of these encoding rules. Any|other
constfaint is not extensible for the purpases of these encoding rules, even if it contains an extension marker.

NOTE - In a serial application of cOnstraints, each subtype constraint removes the extensibility specified in earlier constrdints of
the series of constraints (see Rec{\ITU-T X.680 | ISO/IEC 8824-1, 50.8).

7.2.4 If a constraint that is-JER-visible is part of an INTERSECTION construction, then the resulting constrgint is
JER-yisible, and consists-of\the INTERSECTION of all the JER-visible parts (with the non-JER-visible parts ignoregl).
7.2.5 If a constraintvthat is not JER-visible is part of a UNION construction, then the resulting constraint is nof JER-
visiblp.
7.2.6 If aseoristraint has an EXCEPT clause, the EXCEPT keyword and the following value set is completely igiored,
whetler the value set following the EXCEPT keyword is JER-visible or not.

7.2.7

The effective value constraint of an integer type is an integer range determined as follows, taking into ad

ount

all the JER-visible constraints present in the type definition and ignoring any constraints that are not JER-visible:

a)

b)

the lower bound of the effective value constraint is the least permitted value of the integer type, if such a

value exists; otherwise, the effective value constraint has no finite lower bound;

the upper bound of the effective value constraint is the greatest permitted value of the integer type, if

such a value exists; otherwise, the effective value constraint has no finite upper bound.

NOTE - The only integer types that can have an effective value constraints with a finite lower or upper bound are the type of the
components of a real type, to which a value or value range constraint is applied by using an inner type constraint. Value
constraints on all other integer types are not JER-visible, and therefore the effective value constraint of those types has no finite
lower or upper bound.

© ISO/IEC 2018 - All rights reserved
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7.2.8 The effective size constraint of a bitstring type is a single integer range determined as follows, taking into
account all the JER-visible constraints present in the type definition and ignoring any constraints that are not JER-
visible:

a) the lower bound of the effective size constraint is the length of the shortest permitted value of the string
type (possibly zero);

b) the upper bound of the effective size constraint is the length of the longest permitted value of the string
type, if such length is finite; otherwise, the effective size constraint has no finite upper bound.

7.3 Type and value model used for encoding

7.3.1 An ASN.1 type is either a simple type or a type built using other types. The notation permits the use of type
references and tagging of types. For the purpose of these encoding rules, the use of type references and tagging have no
effectron the encoding and are IMvisibie il the model. 1 ¢ Notation also permits e appiication ot consuaint gnd of
error [specifications. JER-visible constraints are present in the model as a restriction of the values of a type.|Other
constraints and error specifications do not affect encoding and are invisible in the JER type and value model.

7.3.2 A value to be encoded can be considered as either a simple value or as a composite value/built usirjg the
structpiring mechanisms from components which are either simple or composite values, paralleling the structure pf the
ASN |l type definition.

7.4 Types to be encoded

7.4.1 Clauses 20 to 41 specify the encoding of the following types: boolean, integer, enumerated, real, bitjtring,
octetgtring, null, sequence, sequence-of, set, set-of, choice, object identifier, relative-object identifier, internationflized
resoufce reference, relative internationalized resource reference, embedded-pdy;, external, restricted character gtring,
unresfricted character string, time, and open types.

7.4.2 The selection type shall be encoded as an encoding of the selectéd type.

7.4.3 This Recommendation | International Standard does not coitain specific provisions for the encoding of thgged
types|as tagging is not visible in the type and value model used for'these encoding rules. Tagged types are thus enfoded
accorfling to the type which has been tagged.

7.4.4 An encoding prefixed type is encoded according te‘the type which has been prefixed.

7.4.5 The useful types GeneralizedTime, UTCTime, and ObjectDescriptor shall be encoded as if thely had
been feplaced by their definitions given in Rec. ITUST X.680 | ISO/IEC 8824-1, clause 45. Constraints on the fiseful
types|are not JER-visible.

7.4.6 A type defined using a value set assignment shall be encoded as if the type had been defined using the
production specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, 16.8.

7.5 Encoding instructions

7.5.1 JER encoding instgictions modify the JSON text produced by the application of the JavaScript (bject
Notatjon Encoding Rules to‘a‘type.

7.5.2 All occurrences”of ASN.1 "Type" notation have an associated set (possibly empty) of JER encpding
instrugctions (the final/encoding instructions). Encoding instructions are associated with a "Type" through:

a) (inherited encoding instructions) the presence of associated encoding instructions on the "Type" uged in
the definition of a "typereference" used as a "Type";

b)" (targeted encoding instructions) assignment of one or more JER encoding instructions to multiple|types
using a JER encoding control section;

¢) (prefixed encoding instructions) assignment of one or more JER encoding instructions to an occurrence
of "Type" using JER type prefixes; and

d) (import-list encoding instructions) assignment of one or more encoding instructions to all type references
imported from an identified ASN.1 module.

7.5.3 The effect of assigning a JER encoding instruction is to add, delete, or replace associated encoding
instructions.
7.5.4 The order (or manner) in which encoding instructions become part of (or are removed from) the set of

associated encoding instructions is not significant in the application of the final encoding instructions.
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The final encoding instructions affect the JER encoding of types. They have no other impact, and in particular
are not associated with any value reference defined using the type, nor do they affect value mappings, nor do they affect

encoding rules.

Production of a complete JER encoding

If an ASN.1 type is encoded using JER and the encoding is contained in:
a) an ASN.1 bitstring type or octetstring type; or
b) any part of an ASN.1 external or embedded-pdv type; or

¢) any carrier protocol that is not defined using ASN.1,

then that ASN.1 type is defined as an outermost type, and clause 7.6.2 shall be applied to all the encodings of its

abstr4

7.6.2
encod

7.6.3
these

8
8.1

Crvatues.

The series of JSON tokens that constitute the encoding of an abstract value of the outermost type sh|
ed in UTF-8 into an octet string, which is the complete encoding of the abstract value of the outermdst type.

The use of any of the escapes specified in ECMA 404, clause 9, is permitted in any JSON¢string produg
encoding rules.

Notation, lexical items and keywords used in JER encoding instructions

The notation used in specifying the syntax of an "Encodinglnstruction" in & JER type prefix (see claus

and if an "EncodinglnstructionAssignmentList" in a JER encoding control sectioh-(see clause 11) is that defin

Rec. ]

8.2

JER'
N
th

8.3

8.4

"Encd
const
Stand

TU-T X.680 | ISO/IEC 8824-1, clause 5.

Rec. ITU-T X.680 | ISO/IEC 8824-1, clauses 11 and 12.1 also apply to a JER "Encodinglnstruction" an
[EncodinglnstructionAssignmentList".

DTE — In particular, arbitrary ASN.1 white-space characters and ASN.{\comments can appear between lexical items in §
Pse syntactic constructs.

The following lexical items are used in this Recommenddtion | International Standard:

comment (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.6)
identifier (see Rec. ITU-T X.68041SO/IEC 8824-1, clause 12.3)
modulereference  (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.5)
number (see Rec. ITU-TX:680 | ISO/IEC 8824-1, clause 12.8)
typereference (see Rec. ITU-T"X.680 | ISO/IEC 8824-1, clause 12.2)
"y (see Rec/ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
"y (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)

(see-Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
" (se¢ Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
oy ¢see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
"o (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)

The keywords“specified in clause 8.5 are used in either or both of JER "Encodinglnstruction"s and
dinglnstructionAssignmentList"s (in addition to some ASN.1 reserved words), and can appear in such sy
fucts only with'\the meaning assigned to them in the following clauses of this Recommendation | Interna
ard.

hll be

ed by

e 10),
cd by

dto a

oth of

JER
tactic
tional
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8.5 The keywords are:

ARRAY

AS

BASE64
CAPITALIZED
IN
LOWERCAMELCASED
LOWERCASED
NAME

NOT

OBJECT

TEXT

D
msgPPED

UPPERCAMELCASED
UPPERCASED

9 Specifying JER encoding instructions
9.1 The JER "Encodinglnstruction" production is:

EncodingInstruction::=
Positivelnstruction
| NegatingInstruction

Positivelnstruction ::=
Instruction

NegatingInstruction ::=
NOT Instruction

Instruction ::=
ArraylInstruction
| Base64Instruction
| Namelnstruction
| ObjectInstruction
| TextInstruction
| UnwrappedInstruction

9.2 JER encoding instructions can be assigned to ASN.1 types using either the "Encodinglnstruction" prodpiction
in a JER type prefix or the "EncedinglnstructionAssignmentList" production in a JER encoding control section.
Assignment using a type prefix ig"specified in clause 10. Assignment using a JER encoding control section is specified
in clapse 11.

9.3 An encoding instruetion in a type prefix or in a JER encoding control section can be a positive instruction,
used fo add or to replaee an encoding instruction (use of "Positivelnstruction"), or a negating instruction used to ¢ancel
one of more associatéd encoding instructions (use of "Negatinglnstruction").

9.4 An "InStruction" consists of three parts:

a)-_\a keyword identifying the category of the encoding instruction;

b) syntax, specific to each encoding instruction category, providing details of the enco

ding instruction,

ctions

for which the keyword is a sufficient deﬁniti(;n.
9.5 Some JER encoding instructions require the specification of one or more abstract values of a type. This
specification uses the "Value" production (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 17.7). If a "valuereference"

is used as "Value", then this "valuereference" shall be defined in (or imported into) the ASN.1 module containing the
JER encoding instruction.

NOTE - This means that the value can be specified either directly using basic ASN.1 value notation or by a value reference.

9.6 Table 1 lists in column 1 the alternatives in the "Instruction" production. Column 2 gives the clauses that
specify the requirements for use of these encoding instructions and their effects on the encodings.
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Table 1 — Encoding instructions and their defining clauses

Encoding instruction Defining clause
Arraylnstruction Clause 14
Base64Instruction Clause 15
Namelnstruction Clause 16
Objectlnstruction Clause 17
TextInstruction Clause 18
UnwrappedInstruction Clause 19

9.7 Jn
Recommendation | International Standard the category of each encoding instruction is denoted by the name

corre

9.8
matte|
specil

9.9
instruf
other

inherited.

10

Each
assoc

11
11.1

11.2

11.3
instru
"Targ

12

12.1

Each of the alternatives of the "Instruction” production is in a defined category of encoding instructiom In this

ponding production.

An ASN.1 type can never have more than one associated JER encoding instruction of a_given catego
I how they are assigned. The result of multiple assignments of a JER encoding instruction _ofja-given categ
ied in clause 13.3.

If the "Type" in a "TypeAssignment" (see Rec. ITU-T X.680 | ISO/IEC 8824-1,J16.1) has final eng
ctions, all uses of the corresponding "typereference” (in the module containing the™!TypeAssignment" or in
module) inherit its final associated encoding instructions, except that any final(NAME encoding instruction

Assigning a JER encoding instruction using a type prefix

use of an "Encodinglnstruction" in a type prefix assigns that JER encoding instruction to the occurrence of "
ated with the type prefix.

Assigning a JER encoding instruction using a JER encoding control section
The JER "EncodinglnstructionAssignmentList!'(production is:

EncodingInstructionAssignmentList ::=
TargetedEncodingInstruction
EncodinginstructionAssighmentList ?

TargetedEncodingInstruction-::=
"[" EncodingInstruction "|" TargetList

The "Encodinglnstruction;-production is defined in clause 9.

Each use of a "TargetedEncodingInstruction” in a JER encoding control section assigns the JER end]

etList" productiomand the targets it identifies are specified in clause 12.

Identification of the targets for a JER encoding instruction

General rules

ction to the occurrences’of "Type" that are identified in the "TargetList" of the targeted encoding instruction.

f the

y, NO
pry is

oding
some
is not

[‘ypeH

pding
The

12.1.1

The target of a p];cﬁxc,d encgdjng instruction is a Ways the type associated with the pl‘PﬁY

12.1.2  The target of a targeted encoding instruction is determined as follows.

12.1.3

The "TargetedEncodingInstruction" specifies the JER encoding instruction that is being assigned, and the

target(s) for that assignment within the ASN.1 module, specified by the production "TargetList". All targets are an
occurrence of the "Type" production within the ASN.1 module.

©
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12.1.4  The "TargetList" production is:

12.1.5

TargetList ::=
Targets ", " +

Targets ::=
Typeldentification
| BuiltInTypeldentification
| ImportedTypesldentification

clauses 12.2 to 12.4.

12.2
12.2.]

12.2.]

12.3
12.3.]

12.3.]

124
12.4.1

12.4.]
of the

12.4.3

12.4.4

"type
assig

type

13

The JER encoding instruction is assigned to all the types identified by the "TargetList" as specified in

_ Types defined in the module

The "Typeldentification" production is:

Typeldentification ::=
ALL

A use of this production identifies all "Type"s in "TypeAssignment"s in the module.

Built-in types
The "BuiltInTypeldentification" production is:

BuiltInTypeldentification ::=
CHOICE

ENUMERATED
OCTET STRING
SEQUENCE

SET OF

A use of this production identifies all textual occurrences within the module of the corresponding built-if type
or of h type defined using the corresponding constructor.

Types imported from another module
The "ImportedTypesldentification" production is:

ImportedTypesldentification ::=
ALL IMPORTS FROM modulereference

The "modulereference"” shall be one of the "modulereference"s used in one of the "GlobalModuleReferg
imports clause of the module;

nces"

The JER encoding ipstruction is assigned to each of the "typereference"s in the corresponding "SymbolList",
after fhe final encoding instructions produced by assignment in the exporting module have been assigned.

If an imported."fypereference" is exported from this module, the final encoding instructions inherited b
eference” in aymedule that imports it are those inherited in this importing module, and are not affect
ment of encading instructions using an "ImportedTypesldentification". This assignment affects only the use
ference Wwithin this module.

Multiple assignment of JER encoding instructions

y that
bd by
pf the

13.1
13.1.1

13.1.2

Order in which multiple assignments are considered
A "Type" which is not a "typereference" initially has an empty set of associated encoding instructions.

A "Type" which is a "typereference" (which may be imported) initially has the set of final enc

oding

instructions of the "Type" which was assigned to it when it was defined (possibly modified by encoding instructions
assigned to it in the imports list of an importing module — see clause 12.4).

13.1.3

10

Targeted encoding instructions for a "Type" (using a JER encoding control section) are assigned next, in the
order in which the targeted encoding instructions appear in the JER encoding control section.
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13.1.4  Prefixed encoding instructions (using a type prefix) assigned to a type are considered next, with the rightmost
(the innermost) prefixed encoding instruction considered first, and the leftmost (the outermost) prefixed encoding
instruction considered last.

13.1.5 Each assignment of an encoding instruction produces a new set of associated encoding instructions, as
specified in clauses 13.2 to 13.3.

13.2 Effect of assigning a negating encoding instruction

An assignment of a negating encoding instruction (use of "Negatinglnstruction") results in the removal (from the set of
associated encoding instructions) of any encoding instruction of the same category.
NOTE 1 — A negating encoding instruction never becomes part of the set of associated encoding instructions.

NOTE 2 — When an "Instruction" occurs as part of a "Negatinglnstruction", the "Instruction" consists only of a keyword (for
expmplc, NAME rather than NAME AS "a").

13.3 Multiple assignment of JER encoding instructions of the same category

NOTE — Multiple assignment of JER encoding instructions of the same category is expected to be rare, except’where [a JER
encoding instruction is assigned globally, and an overriding (possibly negating) encoding instruction is assigned-to specifid types
or|components.

13.3.1 Assignments of positive encoding instructions (use of "Positivelnstruction") result inthe addition (to the set
of aspociated encoding instructions) of that JER encoding instruction if there are no \other associated encpding
instructions of the same category.

13.3.2  Ifthere is an encoding instruction of the same category in the set of associated’encoding instructions, then that
encoding instruction is removed from the set, and the assigned JER encoding instruction is added.

13.3.3 If a type that appears in a "ContentsConstraint", in a "TypeConstraint", or in a "TableConstraint" is|to be
encoded by JER, then the final encoding instructions (as determined by<the above rules) are used in determinirjg the
encoding of that type. If a type appears in any other ASN.1 constraint{ then all associated encoding instructiofps are
discatded.

14 The ARRAY encoding instruction

14.1 General
14.1.1  The "ArraylInstruction" is:

Arraylnstruction ::=
ARRAY

14.1.2  Application of this final encoding instruction to a sequence type causes the type to be encoded as a JSON
array [instead of as a JSON object (see)clause 27).
14.2 Restrictions

If the| final encoding insttuctions for an ASN.1 type contain an ARRAY encoding instruction, then the type shal| be a
sequepce type. Any component of the sequence type that is either:

a) acomponent marked OPTIONAL or DEFAULT, or

b) _anextension addition that is a "ComponentType", or

¢)\ “a component contained in an extension addition group

shall
produces the JSON token null for one of its abstract values.

e that

15 The BASE 64 encoding instruction

15.1 General
15.1.1 The "Base64Instruction" is:

Base64Instruction ::=
BASE64

15.1.2  Application of this final encoding instruction to an octetstring type causes the type to be encoded as a Base64
string as specified in IETF RFC 2045, 6.8 (see clause 25).

© ISO/IEC 2018 - All rights reserved Rec. ITU-T X.697 (10/2017) 11
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15.2

Restrictions

If the final encoding instructions for an ASN.1 type contain a BASE64 encoding instruction then the type shall be an

octets

16

16.1

tring type.

The NAME encoding instruction

General

16.1.1 The "Namelnstruction" is:

Namelnstruction ::=
NAME AS NewNameOrKeyword

16.1.]
"Posi
"Neg

16.1.3
Since
type |
textud

16.1.4
chang
The n
"Keyy

16.1.5
case ¢

16.1.5
replag

16.1.5
replad

16.1.1

| NAME

NewNameOrKeyword ::=
NewName
| Keyword

NewName ::=
RestrictedCharacterStringValue

Keyword ::=
CAPITALIZED
| UPPERCAMELCASED
| UPPERCASED
| LOWERCAMELCASED
| LOWERCASED

The first alternative of '"Namelnstruction" shall be used{ when the "Namelnstruction" occurs
ivelnstruction" and the second alternative shall be used* when the "Namelnstruction" occurs
itingInstruction”.

This encoding instruction is normally assigned to thie‘type of a component of a sequence, set, or choice
this encoding instruction is not inherited (see clause-9.9), its presence among the final encoding instruction
nas no effect on the JER encodings unless the typé“is the "Type" in the "NamedType" (possibly a "Type
lly occurs within one or more nested "PrefixedFype"s) of a sequence, set, or choice component.

Application of this final encoding ingstruction to the type of a component of a sequence, set, or choicq
es the Unicode string to be denoted by'theé name of the member identifying the component in the JER enc
ew name can be specified either as a replacement string (use of "NewName") or as a case change operation (
vord") to be applied to the identifier of the component.

in a
in a

type.
s of a
' that

type
ding.
ise of

When the "Keyword" altéenative is used, the new name shall be derived from the identifier by changing the

f some of its characters as.specified in the following subclauses.

.1 If the "Keyword"is CAPITALIZED, then the first character of the identifier (a lower-case letter) sh
ed by its upper-case_équivalent.

.2 If the "Keyword" is UPPERCASED, then all characters of the identifier that are lower-case letters sh
ed by theirupper-case equivalent. Other characters are unchanged.

3 Ifithe "Keyword" is UPPERCAMELCASED, then

hll be

hll be

]

a) the first character of the identifier (a lower-case letter) shall be replaced by its upper-case equivalen;

b) all characters of the identifier that are lower-case letters and are preceded by a hyphen shall be replaced

by their upper-case equivalent; and

c) any hyphens present in the identifier shall be removed.

16.1.5.4 If the "Keyword" is LOWERCASED, then all characters of the identifier that are upper-case letters shall be
replaced by their lower-case equivalent. Other characters are unchanged.

16.1.5.5 Ifthe "Keyword" is LOWERCAMELCASED, then

12

a) all characters of the identifier that are lower-case letters and are preceded by a hyphen shall be replaced

by their upper-case equivalent; and

b) any hyphens present in the identifier shall be removed.
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Restrictions

When this final encoding instruction is associated with the types of one or more components of a sequence, set, or
choice type, the final set of Unicode character strings consisting of the unchanged strings and the new strings
identifying the components of the type shall not contain two identical strings.

17

171

The OBJECT encoding instruction

General

17.1.1  The "Objectlnstruction" is:

ObjectInstruction ::=

17.1.2
set-of
one 1

N
be
cal

17.2

If the
set-off
comp
Nume

Neith|

18

18.1
18.1.1

OBJECT

type to be encoded as a JSON object instead of as a JSON array (see clause 30). The JSON objeét] will ¢
ember for each item of the set-of value.

DTE — A typical use of this encoding instruction is to produce a JSON object that represents an unorderéd set of assoc
fween a key (a value of an ASN.1 type encoded as a JSON string) and a value of an arbitrary ASN. I type. Such a set i
led a "map".

Restrictions

type whose component type is a sequence type with two components and¢without an extension marker. Th
bnent of the sequence type shall be of one of the following types: IA5String, IS0646String, VisibleSt
ricString, PrintableString, BMPString, UniversalString,{ UTF8String, or an enumerated
er component of the sequence type shall be marked OPTIONAL or DEFAULT.

The TEXT encoding instruction

General
The "TextInstruction" is:

TextInstruction ::=
TEXT TextChangeList
| TEXT

TextChangeList ::=
TextChange ", " +

TextChange ::=
IdentifierOrAll-2s NewTextOrKeyword

NewTextOrKeyword ::=
NewText
| Keyword

NewText ::=
RestrictedCharacterStringValue

Application of this final encoding instruction to a set-of type whose component is a sequence type.causgs the

ntain

ations
often

final encoding instructions for an ASN.I type contain an OBJECT encodingdnstruction, then the type shall be a

e first
ring,

type.

IdentifierOrAll ::=

identifier
| ALL

18.1.2 The first alternative of "TextInstruction" shall be used when the "Textlnstruction" occurs
"Positivelnstruction" and the second alternative shall be used when the "TextInstruction" occurs
"NegatinglInstruction".

18.1.3  The "Keyword" is defined in clause 16.

18.1.4  Application of this final encoding instruction to an enumerated type changes the Unicode character s
that identify one or more enumeration items. Each new string can be specified either as a replacement string (use of
"NewText") or as a case change operation (use of "Keyword") to be applied to the identifier of the enumeration item as
specified in clause 16.1.5.

© ISO/IEC 2018 - All I‘ightS reserved Rec. ITU-T X.697 (10/2017)
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18.1.5 When the first alternative of "IdentifierOrAll" ("identifier") is used, the change specified by the
"NewTextOrKeyword" applies to the enumeration item with that identifier. When the second alternative of
"IdentifierOrAll" (ALL) is used, the change applies to all the enumeration items whose identifiers do not appear in this
TEXT encoding instruction.

18.2 Restrictions

18.2.1 Ifthe final encoding instructions for an ASN.1 type contain a TEXT encoding instruction then the type shall be
an enumerated type.

18.2.2  Each enumeration identifier shall occur at most once in a TEXT encoding instruction. The second alternative
of "IdentifierOrAll" (ALL) shall occur at most once in a TEXT encoding instruction. When the "IdentifierOrAll" in a
"TextChange" is ALL, the "NewTextOrKeyword" shall be a "Keyword".

18.2.3  The final set of Unicode character strings consisting of the unchanged strings and the new strings ident}fying
the efjumeration items shall not contain two identical strings.

19 The UNWRAPPED encoding instruction

19.1 General
19.1.1  The "UnwrappedInstruction" is:

UnwrappedInstruction ::=
UNWRAPPED

19.1.2  Application of this final encoding instruction to a choice type causes the values of the choice type [to be
encoded as unwrapped (see clause 31).

19.2 Restrictions

19.2.1 Ifthe final encoding instructions for an ASN.1 type contain an UNWRAPPED encoding instruction, then the type
shall [be a choice type that satisfies the conditions in the following clauses, taking account of any final encoding
instructions present on the types of the alternatives or on their components.

19.2.2  For each of the following kinds of JSON values:
a) the JSON token null

b) the JSON token false

c) the JSON token true

d) aJSON number

e) aJSON string

f) aJSON array

there fhall be at most one-alternative that produces a JSON value of that kind for one or more of its abstract values

19.2.3  If the choie¢\type has two or more alternatives that produce a JSON object for one or more of their aljstract
value, then thosesalfernatives shall be sequence or set types without an extension marker. Each of those types njay be
either|a sequence type or a set type. For any two such types, one of them shall have at least one component not marked
OPTIPNAL Of<DEFAULT whose JSON member name string differs from the JSON member name strings of qll the
comppnerits'of the other.

NOTE)- The above text excludes any other ASN.1 type that can produce a JSON object for one or more of its abstract values
(certain real types, certain bit string types, set-of types with a final OBJECT encoding instruction, extensible sequence or set types,
choice types without a final UNWRAPPED encoding instruction, and certain choice types with a final UNWRAPPED encoding
instruction).

19.2.4  None of the alternatives of the choice type shall be an open type or an extensible choice type with a final
UNWRAPPED encoding instruction.

20 Encoding of boolean values

The encoding of a boolean value shall be one of the two JSON tokens false and true, denoting the boolean values
FALSE and TRUE, respectively.

NOTE — The use of quotation marks around false or true is forbidden.
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Encoding of integer values

The encoding of an integer value shall be a JSON number denoting the value, with no fractional part and no exponent.

NOTE - The use of quotation marks around the number is forbidden. Superfluous leading zeros are forbidden.

22
221
22.2

Encoding of enumerated values

The encoding of an enumerated value shall be a JSON string.

If the enumerated type has a final TEXT encoding instruction and the instruction changes the string assigned to
the chosen enumeration item, the Unicode character string denoted by the JSON string shall be the string produced by
the instruction; otherwise, the Unicode character string denoted by the JSON string shall be the identifier of the chosen
enumeration item.

NOTE — The use of quotation marks around the identifier or the string produced by the TEXT encoding instruction is-te

TH

23

23.1
23.1.]

shall be encoded as specified in clause 23.2.

23.1.7

23.1.3
const

23.14
specit

23.1.5

23.2

The 1|
one sj

¢ use of escapes is allowed in all JSON strings.

Encoding of real values

General

If the real value is one of the special values -0, MINUS-INFINITY, PLUS-INFINITY, and NOT-A-NUME

If the base of the real value is 2, then the real value shall be encoded as specified in clause 23.3.

If neither of the two above clauses applies, then the encoding of a realvalue depends on the effective
aint of the base of the real type, which shall be determined as follows:

a) if there are no JER-visible constraints, the effective valueyconstraint of the base is an integer rang
includes both the value 2 and the value 10;

b) if there is an inner type constraint on the real type,“the effective value constraint of the base is th
resulting from the JER-visible constraint that the ifner type constraint applies to the base compone

¢) when two or more JER-visible constraints arg\combined into an INTERSECTION construction, they
in a JER-visible constraint (see clause 7.24); the effective value constraint of the base is the inters

d) when two or more JER-visible constraints are combined into a UNION construction, they result in &
visible constraint (see clause 7.2(5); the effective value constraint of the base is the smallest integer
that includes all the effective/value constraints of the bases in the members of the UNION constructig

e) when an EXCEPT clause is present, it is ignored.

If the effective value constraint of the base includes only the value 10, then the real value shall be enco
ied in clause 23.3.

Otherwise, the realvalue shall be encoded as specified in clause 23.4.

Encoding of‘the special real values

bal value shall be encoded as a JSON string. The Unicode character string denoted by the JSON string shall
pecified.in Fable 2.

of all the effective value constraints of the bases in the members of the INTERSECTION constructior];

juired.

ER, it

value

e that

e one
nt;
result
bction
&

JER-
range
n;

led as

be the

Table 2 — Encoding of the real special values

Value Unicode character
string
-0 n_Q"
MINUS-INFINITY "-INF"
PLUS-INFINITY "INF"
NOT-A-NUMBER "NaN"
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23.3

Encoding as a JSON number

The real value shall be encoded as a JSON number denoting the value.

23.4

Encoding as a JSON object

The real value shall be encoded as a JSON object with a single member. The Unicode character string denoted by the
name of the member shall be "basel0vValue" and the value of the member shall be a JSON number denoting the
value.

NOTE — The use of escapes is allowed in all JSON strings.
EXAMPLES

Any base-2 value of the real type denoted by REAL is encoded as a JSON number.

Any i

The
of esd

Any
(2),
the rd
NUMB!

Any

(-99
real t
value

24

24.1

The ¢
lower

24.2

24.2.]
denot]
with

the bi

next ultiple of 8, all set to zero.([f the bitstring value is empty, the JSON string shall be empty.

N
24.2.7

"Nam
satisf]

24.3
The ¢

ase-10 value of the real type denoted by REAL is encoded as a JSON object as specified in clause 23.4.

alue MINUS-INFINITY of the real type denoted by REAL is encoded as the JSON string "-INF". Nofe that t
apes is allowed in all JSON strings.

value of the real type denoted by REAL (0 | WITH COMPONENTS { mantissa (-99999:..99999),
exponent (-55..55)}) is encoded as a JSON number. This real type includes a set af-base-2 values, in
al value 0, but does not include the special real values -0, MINUS-INFINITY, PLUS-INFINITY, and Ng
ER.

value of the real type denoted by REAL (0 | WITH-\-COMPONENTS { mant
D999999999..999999999999) , base (10), exponent (-20..20)}) is“encoded as a JSON number
bpe includes a set of base-10 values, includes the real value positive zer0) but does not include the specis
b —0, MINUS-INFINITY, PLUS-INFINITY, and NOT-A-NUMBER.

Encoding of bitstring values

General

ncoding of a bitstring value depends on the effective-Size constraint of the bitstring type (see clause 7.2.8).

and upper bounds of the effective size constraint aré-identical, clause 24.2 applies, otherwise clause 24.3 apy
Encoding of bitstring types with a fixed ‘size

The encoding of a bitstring value'with a fixed size shall be a JSON string. The Unicode character
bd by the JSON string shall consist 0f“an even number of the hexadecimal digits 0123456789abcdefAB(
ach consecutive pair of digits endeding one group of eight consecutive bits in the bitstring value. If the len
tstring value is not a multiple(of; 8 bits, the bitstring value shall be encoded as if it contained extra bits, up

DTE — The use of escapes i§ allowed in all JSON strings.
When Rec. IPUST X.680 | ISO/IEC 8824-1, 22.7, applies (i.e., the bitstring type is defined W

edBitList"), the bitstring value shall be encoded after trailing 0 bits have been added or removed as necess
the effective size constraint.

Encoding of bitstring types with a variable size

hcoding of a bitstring value with a variable size shall be a JSON object with the following members:

1€ USC

base
ludes
T-A-

issa
This
1 real

If the
lies.

String
DEF,
bth of
fo the

ith a
iry to

04.2.1

25
25.1
25.2

16

2) rzalue' whosevalue-shall be a2 ISON strine-encodinathe - bitstrinavalue-as-specifiedin-—clause
7 5 =] =] S e i

for a bitstring type with a fixed size;

b) "length", whose value shall be a JSON number indicating the length of the bitstring value (in bits). The

JSON number shall have no fractional part and no exponent.

Encoding of octetstring values

The encoding of an octetstring value shall be a JSON string.

If the octetstring type has a final BASE64 encoding instruction, then the Unicode character string denoted by
the JSON string shall be the Content-Transfer-Encoding specified in IETF RFC 2045, 6.8, of the octetstring value,
except that the 76-character limit does not apply.
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Otherwise, the Unicode character string denoted by the JSON string shall consist of an even number of the
hexadecimal digits 0123456789abcdefABCDEF, with each consecutive pair of digits encoding one octet in the

tring value. If the octetstring value is empty, the JSON string shall be empty.

NOTE — The use of escapes is allowed in all JSON strings.

26

Encoding of the null value

The encoding of the null value shall be the JSON token null.

27

271

Encoding of sequence values

General

The ¢
Ifan |

27.2

27.2.1
havin|
shall

claus
comp
elemd
comp
JSON

27.2.]
sende
27.3

27.3.1
objec
meml
404, {

27.3.7

27.3.
N

stiings.

27.3.4
with 4
and W
value

ncoding of a sequence value depends on the presence of a final ARRAY encoding instruction on the sequenes
ARRAY encoding instruction is present, clause 27.2 applies, otherwise clause 27.3 applies.

Array-based encoding

The encoding of a value of a sequence type having a final ARRAY encoding instructipn shall be a JSON|
p one eclement for each component of the sequence type, except as specified in clause 27.2.2. First, an el
be added to the JSON array for each component of the extension root in textual{order, except as specif]
27.2.2; then, an element shall be added for each extension addition that is a.!ComponentType" and for
bnent contained in an extension addition group, in textual order, except as specified in clause 27.2.2. Each
nt corresponding to a component that is present in the sequence value ‘shall be the JER encoding o
bnent's value. Each array element corresponding to a component that is absent in the sequence value shall

token null.

Any number of instances of the JSON token null may be“@mitted from the end of the JSON array]
['s option.

Object-based encoding

The encoding of a value of a sequence type not-liaving a final ARRAY encoding instruction shall be a
that has one member for each component of th¢.sequence value that is present and that may have addi
ers as specified in clause 27.3.4. Each member-of a JSON object has a name, which is a JSON string (see H
lause 6).

For each component that is present:

a) if the type of the component has a final NAME encoding instruction, the Unicode character string dd
by the name of the member of the JSON object shall be the name produced by the instruction; othe
the Unicode character_string denoted by the name of the member shall be the identifier of the comp

b) the value of theemember shall be the JER encoding of the value of that component.

The components‘ef-the sequence value may be added to the encoding in any order.

DTE — The use of¢{quotation marks around each component identifier is required. The use of escapes is allowed in all

For each component marked OPTIONAL or DEFAULT whose type is not an open type, an extensible choic
final UNWRAPPED encoding instruction, or a type that produces the JSON token null for one of its abstract v

type.

array
bment
ed in
each
array
[ that
be the

L as a

JSON
tional
CMA

noted
wise,
nent;

JSON

b type
hlues,

Fhich 1§ absent in the sequence value, an additional member may be included in the encoding of the seq|

lIEnce

The Unicode character string denoted by the name of the member shall be determined as for a component '1hat is

prese

1t 1N the sequence value, and the value o1 the member shall be the JSUN tokeén null.

NOTE - The types that produce the JSON token null, besides certain open types, are the null type and choice types with a final
UNWRAPPED encoding instruction having an alternative that produces the JSON token null for one of its abstract values.

28

Encoding of sequence-of values

The encoding of a sequence-of value shall be a JSON array having one element for each occurrence of the component
of the sequence-of type in the sequence-of value, in the same order. Each element of the JSON array shall be the JER
encoding of the corresponding item of the sequence-of value.

©
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29 Encoding of set values

A value of a set type shall be encoded as if the type had been declared a sequence type.

NOTE - The object-based encoding (see clause 27.3) is always used for a set value because a set type is not allowed to have a
final ARRAY encoding instruction.

30 Encoding of set-of values

30.1 General

The encoding of a set-of value depends on the presence of a final OBJECT encoding instruction on the set-of type. If an
OBJECT encoding instruction is present clause 30.3 applies, otherwise clause 30.2 applies.

30.2 Array-based encoding

The gncoding of a value of a set-of type not having a final OBJECT encoding instruction shall be a JSON-~array Having
one element for each occurrence of the component of the set-of type in the set-of value, in any order. Each elempnt of
the JJON array shall be the JER encoding of one item of the set-of value.

30.3 Object-based encoding

NOTE — A set-of type can have a final OBJECT encoding instruction only if the component type of the set-of type is a sequence
type with two components, a "key" type (an ASN.1 type encoded as a JSON string) and a "value® type (an arbitrary ASN.1{type),
in|this order (see clause 17). The identifiers of the two components do not matter.

30.3.1 The encoding of a value of a set-of type having a final OBJECT encoding.instruction shall be a JSON pbject
that las one member for each occurrence of the component of the set-of type-in the set-of value. Each membef of a
JSON object has a name, which is a JSON string (see ECMA 404, clause 6).

30.3.2 For each item of the set-of value (a sequence value):
a) the Unicode character string denoted by the name of the'member shall be the JER encoding of the [value
of the first component of the sequence value;

NOTE — If the type of the first component is an enumierated type with a final TEXT encoding instruction, the Uhicode
character string denoted by the name of the membegr is’the one that results from the application of that instructipn.

b) the value of the member shall be the JER €ni¢oding of the second component of the sequence value.

30.3.3 The items of the set-of value may be added to the encoding in any order.
NOTE — The use of escapes is allowed in all JSON!strings.

31 Encoding of choice values

31.1 General

The encoding of a choice value dépends on the presence of a final UNWRAPPED encoding instruction on the choicq type.
If an PNWRAPPED encodingiristruction is present, clause 31.2 applies, otherwise clause 31.3 applies.

31.2 Unwrapped encoding

The gncoding of avalue of a choice type having a final UNWRAPPED encoding instruction shall be the encoding pf the
chosep alternative.

NOTEA\In the unwrapped encoding, the choice type is encoded by omitting the left brace ("{"), the name of the ¢hosen
alterhative, the colon (":"), and the final right brace ("}").The unwrapped encoding relies on the decoder's ability to identffy the
‘."': e—tria a8 eRecoaea— EXATRHRHRE A ER—e e Re—a et sinree—there— R exphett—ndieation Wh]Ch
alternative was encoded.

313 Wrapped encoding

31.3.1 The encoding of a value of a choice type not having a final UNWRAPPED encoding instruction shall be a JSON
object having exactly one member. Each member of a JSON object has a name, which is a JSON string (see
ECMA 404, clause 6).

31.3.2  The only member of the JSON object shall be as follows:

a) if the type of the chosen alternative has a final NAME encoding instruction, the Unicode character string
denoted by the name of the member of the JSON object shall be the name produced by the instruction;
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otherwise, the Unicode character string denoted by the name of the member shall be the identifier of the
chosen alternative;

b) the value of the member shall be the JER encoding of the value of the chosen alternative.
NOTE — The use of quotation marks around the identifier is required.

32 Encoding of object identifier values

The encoding of an object identifier value shall be a JSON string. The Unicode character string denoted by the JSON
string shall be an instance of the "XMLObjectldentifierValue" production denoting the value (see Rec. ITU-T X.680 |
ISO/IEC 8824-1, 32.3).

33 —Encodingofrelativeobjectidentiftervatues

The gncoding of a relative object identifier value shall be a JSON string. The Unicode character string denoted By the
JSON string shall be an instance of the "XMLRelativeOIDValue" production denoting the value (see Rec/TTU-T K.680
| ISOJIEC 8824-1, 33.3).

34 Encoding of values of the internationalized resource reference type

The encoding of a value of the internationalized resource reference type shall be a JSON string. The Unicode chafacter
string] denoted by the JSON string shall be an instance of the "XMLIRIValue" production denoting the valu¢ (see
Rec. JTU-T X.680 | ISO/IEC 8824-1, 34.3).

35 Encoding of values of the relative internationalized resource reference type

The gncoding of a value of the relative internationalized resource refererice)type shall be a JSON string. The Urficode
charagter string denoted by the JSON string shall be an instance of the{"XMLRelativeIRIValue" production defoting
the vdlue (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 35.3).

36 Encoding of values of the embedded-pdyv type
The gncoding of a value of the embedded-pdv type shall(Consist of the JER encoding of the sequence type speciffied in

Rec. ITU-T X.680 | ISO/IEC 8824-1, 36.5. The value-of the data-value component (of type OCTET STRING)| shall

be th¢ octets which form the complete encoding 6f-the single data value referenced in Rec. ITU-T X.680 | ISQ/IEC
882411, 36.3 a).

37 Encoding of values of the external type

371 The encoding of a value 0f)the external type shall consist of the encoding of the sequence type speciffed in
Rec. ITU-T X.691 | ISO/IEC 8825-2, 29.1.

37.2 Rec. ITU-T X.69 LHSO/IEC 8825-2, clauses 29.2 to 29.11, apply, with the following modifications:

a) the refererice to "This Recommendation | International Standard" (meaning Rec. ITU-T X691 |
ISO/IEC\8825-2) present in those clauses shall be read as a reference to this Recommendaftion |
Intérnational Standard;

b) _‘thereference to Rec. ITU-T X.691 | ISO/IEC 8825-2, 11.2 (encoding of open type fields) present in{those
clauses shall be read as a reference to clause 41 of this Recommendation | International Standard.

38 Encoding of values of the restricted character string types

38.1 The encoding of a character string value of one of the types IA5String, ISO646String, VisibleString,
NumericString, PrintableString, BMPString, UniversalString, and UTF8String, shall be a JSON string.
The Unicode character string denoted by the JSON string shall be the character string value.

NOTE — The use of escapes is allowed in all JSON strings.

38.2 A value of one of the remaining restricted character string types (TeletexString, T6lString,
VideotexString, GraphicString, and GeneralString) shall be encoded as if it were an octetstring value
consisting of the octets specified in Rec. ITU-T X.690 | ISO/IEC 8825-1, 8.23.5.

© ISO/IEC 2018 - All rights reserved Rec. ITU-T X.697 (10/2017) 19


https://standardsiso.com/api/?name=5dca70c723411189f6126901e1545e51

ISO/IEC 8825-8:2018 (E)

39

Encoding of values of the unrestricted character string type

The encoding of a value of the CHARACTER STRING type shall consist of the encoding of the type defined in
Rec. ITU-T X.680 | ISO/IEC 8824-1, 44.5. The value of the string-value component (of type OCTET STRING) shall

be the octets which form the complete encoding of the character string value referenced in Rec. ITU-T X.680 |
ISO/IEC 8824-1, 44.3 a).

40

Encoding of values of the time types

The encoding of a time value shall be a JSON string. The Unicode character string denoted by the JSON string shall be
an instance of the "XMLTimeValue" production denoting the value (see Rec. ITU-T X.680 | ISO/IEC 8824-1,
clause 38.3.2).

41

N
of]

The ¢

Encoding of open type values
DTE — An open type is an ASN.1 type that can take any abstract value of any ASN.1 type. Each value of an open‘type c

a) a contained type; and
b) a value of the contained type.

ncoding of an open type value shall be the encoding of the value of the contained type.

20
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Annex A

Examples of JER encodings

(This annex does not form an integral part of this Recommendation | International Standard.)

This annex illustrates the use of the JavaScript Object Notation Encoding Rules specified in this Recommendation |
International Standard by showing the representation in octets of a (hypothetical) personnel record which is defined
using ASN.1. It also contains additional examples of JER encodings.

Al ASN.1 description of the record structure

The ptructure of the hypothetical personnel record is formally described below using ASN.1 specified in
Rec. ITU-T X.680 | ISO/IEC 8824-1. This is identical to the example defined in Rec. ITU-T X.690 | ISOAEC 8825-1,
Annek A.

PerspnnelRecord ::= [APPLICATION 0] IMPLICIT SET ({
name Name,
title [0] VisibleString,
number EmployeeNumber,
dateOfHire [1] Date,
nameOfSpouse [2] Name,
children [3] IMPLICIT
SEQUENCE OF ChildInformation DEFAULT {} }
ChildInformation ::= SET
{ name Name,
dateOfBirth [0] Date}
Name| : := [APPLICATION 1] IMPLICIT SEQUENCE
{ givenName VisibleString,
initial VisibleString,
familyName VisibleString}
EmplpyeeNumber ::= [APPLICATION 2] IMPLICIT INTEGER
Date| : := [APPLICATION 3] IMPLICIT VisibleString -- YYYYMMDD

NOTE — Tags are used in this example only because it was.felt appropriate to use the identical example to that which appeared in
the earliest version of Rec. ITU-T X.680 | ISO/IEC 8824-1: The tags used in this example have no effect on the JER encodihgs.

A2 ASN.1 description of a record value

The vjalue of John Smith's personnel record\is formally described below using the basic ASN.1 value notation:

{ name {givenName "John", initial "P", familyName "Smith"},
title "Director",
number 51,
dateOfHire "19710917",
nameOfSpouse {givenName "Mary", initial "T", familyName "Smith"},
children

{{name {givenName "Ralph", initial "T", familyName "Smith"},
dateOfBirth "19571111"},
{name {givenName "Susan", initial "B", familyName "Jones"},
dateOfBirth "19590717"}}}

A3 Example JER representation of this record value

A pos3ible Tepresemation of e Tecord value given above (aller applying e Javascript Object Notation Encoding
Rules defined in this Recommendation | International Standard) is shown below.

{

"name" : {
"givenName" : "John",
"initial"™ : "pP",
"familyName" : "Smith"
s
"title" : "Director",
"number" : 51,
"dateOfHire™ : "19710917",
"nameOfSpouse" : {
"givenName" : "Mary",
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"initial" "T",
"familyName" "Smith"
by
"children" : [
{
"name" : {
"givenName" "Ralph",
"initial" "T",
"familyName" "Smith"
b
"dateOfBirth": "19571111"
b
{
name : {
gLvenName SUSatt
"initial" "B",
"familyName" "Jones"
b
"dateOfBirth" "19590717"

A4 Additional examples of JER encodings

In thd

examples below, it is understood that whenever a JSON string appears in an'‘encoding, any other JSON

String

denotjng the same Unicode character string (e.g., by the use of escapes) can appedr i its place. This also applies fo the
fixed JSON strings that are specified in this Recommendation | International Standard, such as "value" and "NaN". It

is als

Consider the following ASN.1 definitions:

MyIngkeger ::= INTEGER (0..1500)

MyEnpmerated ::=

MyRepl ::= REAL (0 |
WITH COMPONENTS { mantissa (-999999999999..
100./100)})

MyBigkStringl ::= BIT STRING (SIZE (10))

MyBigkString2 ::= BIT STRING (SIZE (10), ...)

MyOcketString ::= OCTET STRING (SIZE (4))
MySefiluencel ::= SEQUENCE, {

a INTEGER OPTIIONAL,

b BOOLEAN,

c UTF8String

MySefijuence2 : J= SEQUENCE {
X MyReal,
y MySequencel,

understood that whenever a JSON object appears in an encoding, its members can occur in an arbitrary ordgr.

ENUMERATED { red, yellow, green"}

999999999999) , base (10), exponent (-

}
MySequenceOf1l = SEQUENCE (SIZE (1..16)) OF INTEGER
MySequenceOf2 = SEQUENCE OF MySequencel
MyChoice ::= CHOICE ({
a MySequencel,
b UniversalString
}

The boolean value

x BOOLEAN ::= TRUE

22 Rec. ITU-T X.697 (10/2017)

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=5dca70c723411189f6126901e1545e51

	1 Scope
	2 Normative references
	2.1 Identical Recommendations | International Standards
	2.2 Additional references

	3 Definitions
	3.1 Specification of Basic Notation
	3.2 Information Object Specification
	3.3 Constraint Specification
	3.4 Parameterization of ASN.1 Specification
	3.5 Basic Encoding Rules (BER)
	3.6 Packed Encoding Rules (PER)
	3.7 Additional definitions

	4 Abbreviations
	5 Encodings specified by this Recommendation | International Standard
	6 Conformance
	7 General provisions
	7.1 Use of the type notation
	7.2 Constraints
	7.3 Type and value model used for encoding
	7.4 Types to be encoded
	7.5 Encoding instructions
	7.6 Production of a complete JER encoding

	8 Notation, lexical items and keywords used in JER encoding instructions
	9 Specifying JER encoding instructions
	10 Assigning a JER encoding instruction using a type prefix
	11 Assigning a JER encoding instruction using a JER encoding control section
	12 Identification of the targets for a JER encoding instruction
	12.1 General rules
	12.2 Types defined in the module
	12.3 Built-in types
	12.4 Types imported from another module

	13 Multiple assignment of JER encoding instructions
	13.1 Order in which multiple assignments are considered
	13.2 Effect of assigning a negating encoding instruction
	13.3 Multiple assignment of JER encoding instructions of the same category

	14 The ARRAY encoding instruction
	14.1 General
	14.2 Restrictions

	15 The BASE64 encoding instruction
	15.1 General
	15.2 Restrictions

	16 The NAME encoding instruction
	16.1 General
	16.2 Restrictions

	17 The OBJECT encoding instruction
	17.1 General
	17.2 Restrictions

	18 The TEXT encoding instruction
	18.1 General
	18.2 Restrictions

	19 The UNWRAPPED encoding instruction
	19.1 General
	19.2 Restrictions

	20 Encoding of boolean values
	21 Encoding of integer values
	22 Encoding of enumerated values
	23 Encoding of real values
	23.1 General
	23.2 Encoding of the special real values
	23.3 Encoding as a JSON number
	23.4 Encoding as a JSON object

	24 Encoding of bitstring values
	24.1 General
	24.2 Encoding of bitstring types with a fixed size
	24.3 Encoding of bitstring types with a variable size

	25 Encoding of octetstring values
	26 Encoding of the null value
	27 Encoding of sequence values
	27.1 General
	27.2 Array-based encoding
	27.3 Object-based encoding

	28 Encoding of sequence-of values
	29 Encoding of set values
	30 Encoding of set-of values
	30.1 General
	30.2 Array-based encoding
	30.3 Object-based encoding

	31 Encoding of choice values
	31.1 General
	31.2 Unwrapped encoding
	31.3 Wrapped encoding

	32 Encoding of object identifier values
	33 Encoding of relative object identifier values
	34 Encoding of values of the internationalized resource reference type
	35 Encoding of values of the relative internationalized resource reference type
	36 Encoding of values of the embedded-pdv type
	37 Encoding of values of the external type
	38 Encoding of values of the restricted character string types
	39 Encoding of values of the unrestricted character string type
	40 Encoding of values of the time types
	41 Encoding of open type values
	Annex A  Examples of JER encodings
	A.1 ASN.1 description of the record structure
	A.2 ASN.1 description of a record value
	A.3 Example JER representation of this record value
	A.4 Additional examples of JER encodings

	Annex B  Examples of JER encoding instructions and their effect on the encodings
	B.1 ASN.1 description of the record structure
	B.2 ASN.1 description of a record value
	B.3 JER representation of this record value
	B.4 Additional examples of JER encodings
	B.5 Examples of JER encodings of choice types
	Blank Page




