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oreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

W

T
dg
th
th
Wi

1
IR,

he procedures used to develop this document and those intended for its further mainter
escribed in the ISO/IEC Directives, Part 1. In particular, the different approval critefia ne

ance are
eded for

e different types of document should be noted. This document was drafted{ini accordance with

e editorial rules of the ISO/IEC Directives, Part2 (see wwwise.org/direct

ives or

ww.iec.ch/members experts/refdocs)

A

p
of

dg

A
Cq

ey
W
S€

T

W

T
tg

A

A
Cq
ol

on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list

For an explanation of the voluntary nature of standards, the meaning of ISO specific te

Stibcommittee SC 6, Telecommunications and information exchange between systems, in collg

tention is drawn to the possibility that some of the elements of this docdment may be the s
itent rights. ISO and IEC shall not be held responsible for identifying any/or all such patent righ
any patent rights identified during the development of the documentwill be in the Introductiq

eclarations received (see patents.iec.ch).

y trade name used in this document is information given for the convenience of users and
nstitute an endorsement.

(pressions related to conformity assessment, as well as information about ISO's adheren
orld Trade Organization (WTO) principles in the Technical Barriers to Trad
e www.iso.org/iso/foreword.html. In the [EC, see www.iec.ch/understanding-standards.

nis document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information te
ith ITU-T. The identical textis published as ITU-T X.690 (02/2021).

his sixth edition caneels” and replaces the fifth edition (ISO/IEC 8825-1:2015), which
chnically revised.

list of all parts\in the ISO/IEC 8825 series can be found on the ISO and IEC websites.

ny feedback or questions on this document should be directed to the user’s national standard
mpletelisting of these bodies can be found at www.iso.org/members.html and www.iec.ch

ubject of
s. Details
nand/or
bf patent

does not

rms and
re to the
e (TBT)

chnology,
iboration

nas been

s body. A
national-

mmittees.

©

ISO/IEC 2021 - All rights reserved

iii


https://www.iso.org/directives-and-policies.html
http://www.iec.ch/members_experts/refdocs
https://www.iso.org/iso-standards-and-patents.html
https://patents.iec.ch/
https://www.iso.org/foreword-supplementary-information.html
https://www.iec.ch/understanding-standards
https://www.iso.org/members.html
http://www.iec.ch/national-committees
http://www.iec.ch/national-committees
https://standardsiso.com/api/?name=9867d7dcc312d3d7ca045ea8d9c7b1c7



https://standardsiso.com/api/?name=9867d7dcc312d3d7ca045ea8d9c7b1c7

ISO/IEC 8825-1:2021(E)

CONTENTS
Page
Lo oo (1T o] oS PPPTRTR %
1 {0l o1 T PO PO T PP OUP P OUPTTUPPTPPRO 1
2 NOPMALIVE TEIEIENCES. ... e viitieiieiee ettt s e et e et s et e s et bt e be e be e st e ebeeneenbeere e b e 1
2.1  Identical Recommendations | International Standards.............cccccoviiiiiieniienieiee e 1
2.2 AAAItIONAl FEFEIBINCES. ... ittt sttt sre ettt e nneas 1
3 (D) 101U To] o LT PP PO T TP P UPTPTRTRPRRPRUPON 2
4 ADDIEVIALIONS et h et b b et sae e beeEe e beabe et e nreereenre s 2
5 MNetstioh——————/—m—mmmm— @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ ™ ™ @™ ™ @™ @™ @™ @ @™ @ @ ™ @ @ @ @ @ @ @ @ @ @ 3
6 (@00 1Y <11 T ] o SRS PRSUSSTRY an U 3
7 CONFOMMANCE ottt ettt et e s te e beesneesnbeenteesteesnbesnneeteesneesnnennshe Joarenes 3
8 BaSiC BNCOAING FUIBS ...ttt b et e b et b e et e e st e e e ne e e bt e b e e e Peneeabeen 3
8.1  General rules for eNCOTING ........cccveiiiiiriiiiiiie el T 3
8.1.1  Structure of an eNCOING........ceeiiiiiiiiiee e ol 3
8.1.2  1dENLITIEN OCLELS ...vivieieciiciie s W g ettt e st ae e 4
8.1.3  LeNQN OCTELS....coiiiiiiiiiiiiciieicrecre e s 5
8.1.4  CONEENES OCTELS .. .eiiiiiiieiei ettt S ettt et e et e e sab e nne s 6
8.1.5  ENd-Of-CONENES OCLELS......c.veivieiiiiiieiieeiee e e 6
8.2  Encoding of a h00lean ValUE ............coeiiiiiiiiii e DN 7
8.3 ENCoding OF an iNTEOET VAIUE. .......coiviiiiiiiiiieie e ettt ettt nb e 7
8.4  Encoding of an enumerated VAIUE ...........cooiieiii e B0 e 7
8.5  ENCOding Of @ real VAIUE ......cceeeiiiiiiiiiecie e 5ttt 7
8.6  Encoding of @ hitStriNg VAIUE ........c.eeiiiiiieir e ettt et enneas 9
8.7  Encoding of an OCLetSIING VAU ..........ooiu (s e 10
8.8  ENCOAING OF 8 NUITVAIUE ... S50 e 10
8.9  ENCOdiNg OF & SEQUENCE VAIUE .......... 0ttt st 10
8.10 Encoding of @ SEqUENCE-0F ValUB.com . it 11
8.11 ENCOdING OF @ SEL VAIUE ...t ettt e st te et e anb e e teenteesneas 11
8.12 ENCoding OF @ SEt-0F VAIUE 1., ...ccuiiiiiiiie e 11
8.13  ENcoding 0F @ CNOICE MAIUE ..........ooiiiiiieit ettt 11
8.14 Encoding of a valug of-a PrefiXed tYPe.......oiieiiiiiie e 11
8.15 ENCOAING OF AN BPEA TYPE .oiieieiieeie sttt bbb bbb e 12
8.16 Encoding of AR iNStanCe-0f VAIUE ..........cciiiiiiiii ittt 12
8.17 Encoding.6fa value of the embedded-padv LYPe ........cccvvieiiiieee e 13
8.18 Encoding.of a value of the eXternal tYPe ........ccoiiiiiiiiie e 13
8.19 Encading of an object identifier VAlUE............cccoii i 14
8.20 _Encoding of a relative object identifier Value ...........coovvvv i 15
8.21>Encoding of an OID internationalized resource identifier Value...........cccocevvevieiieeiiie v 15
8:22-  Encoding of a relative OID internationalized resource identifier value............cccccoevveeiiieeviieeciiens 15
823—FEncodingforvaluesoftherestrcted-characterstrirgBpes———rrrrreeeee 15
8.24 Encoding for values of the unrestricted character String type........coccevevieienieniieneriee e 18
8.25 Encoding for values of the USETUl TYPES.......coiiiiiieiiiiee e 18
8.26 Encoding for values of the TIME type and the useful time types.......cccocvvvvieevie i 18
8.26.1 Encoding for values 0f the TIME TYPE ...ccveiieiieieeiie e 18
8.26.2 Encoding for values 0f the DATE TYPE ...ccveeiieiieieeie e 18
8.26.3 Encoding for values of the TIME-OF-DAY tYPE ..ccveeieeiieiieeiieesiresire e esieesrnesnve e snee s 18
8.26.4 Encoding for values of the DATE-TIME tYPE.....cccieeiiieiieiieeiteesieesireereesieesreesve e e 18
8.26.5 Encoding for values of the DURAT TON LYPE ..cuveiuieriieriieiieaiee et 18

© ISO/IEC 2021 - All rights reserved Rec. ITU-T X.690 (02/2021) i


https://standardsiso.com/api/?name=9867d7dcc312d3d7ca045ea8d9c7b1c7

ISO/IEC 8825-1:2021(E)

9

10

11

12
Anne

Anne
Anne

iv

(08 T o] T To: L= aTTo o [T a0 N U] =TSSP
LT A =10 o i o] 12 TSP PP
0.2 String eNCOAING FOMMIS.....cuiiiie ittt ettt e smb e e be e nbeeseeas
0.3 SBE COMPONENTS. ...ttt et b st e e b e s r ettt enen e e e e

Distinguished €NCOMING FUIES ... ..ottt ettt st b e b et e e se e e sbeesbeesreeebeenbeens
10.1 LENGEN TOIMS ..ttt bbb b ekt b e bbbt nbe bt
10.2  String €NCOAING FOMMS. ...cuiiiiitiiiiiiee e b et b e bbbt be e
OGRS 1= o] T 0 Lo] T o SRR

Restrictions on BER employed by both CER and DER..........ccccoiiiiiiiiiiiie e
I R = 1o o] (=TT IR 7 11T TR
102 UNUSEO DIES i ittt i ittt i ittt e e s ettt es sttt e ee s ettt b e es ettt e eesett st b e e ettt b e e e ettt b ee ettt b e e e ettt b ee ettt b e res ettt b raastes

S A 9T o] (o =T o701 1o T - ST

K C — Hlustration of real Value BNCOTING ........viireer i e e e e e e e e e e te et e s e anee e e e sreesneeaneeenes

113 REAIVAIUBS ...ttt sttt sb et te e neesbeesbeesnnesnneesneenneennneenne b
114 GeNEralStriNg VAIUES.......c.ooviiiiiiiiiiiei et
11.5 Set and sequence components With default Value ...
11.6  Set-Of COMPONENTS ....eciieitie ettt e et st st e et e st e e teesteesteeerae e aeestaesreeeseeessaagheeunsanseenseens
117  GeNEraliZEATIME ...veiueiiiiieicieee ettt sttt sne e st s Te e be e e
11,8 UTCTIME cooiiiiiciiiieiee ettt sttt sne e D Tttt

11.8.4 Examples of valid representations ..........ccccecvveiieiiieiieeneesnesve e opieane e eneeeseesnne e
11.8.5 Examples of invalid repreSentations ............cccceveveevenenienn e o N
11.9 The TIME type and the USeful tiMe tYPES.....coviiiiiiieie s ATtk et ee et e e aeeneeen
Use of BER, CER and DER in transfer syntax definition ... 03

A.1  ASN.1 description of the record StrUCIUIE ..........cccvevieeee e 8o s
A.2  ASN.1 description O @ reCOId VAIUE ........ccoivviiiiiieeie sttt tee ettt sire e st e e ee e snae e e nnne e e
A.3  Representation of this reCOrd VAlUE ..........c.ooouiiiiii e e

B — Identification of ENCOAING RUIES.........ccviiiiiee e i ettt et e e sae b e e te e aeenreeas

Rec. ITU-T X.690 (02/2021) © ISO/IEC 2021 - All rights reserved

19
19
19
19

19
19
20
20

20
20
20
20
21
21
21
21
21

22
22
22
22

24
24
24
24

26
27


https://standardsiso.com/api/?name=9867d7dcc312d3d7ca045ea8d9c7b1c7

ISO/IEC 8825-1:2021(E)

Introduction

Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3, Rec.
ITU-T X.683 | ISO/IEC 8824-4 (Abstract Syntax Notation One or ASN.1) together specify a notation for the definition
of abstract syntaxes, enabling application standards to define the types of information they need to transfer. It also
specifies a notation for the specification of values of a defined type.

This Recommendation | International Standard defines encoding rules that may be applied to values of types defined using
the ASN.1 notation. Application of these encoding rules produces a transfer syntax for such values. It is implicit in the
specification of these encoding rules that they are also to be used for decoding.

There may be more than one set of encoding rules that can be applied to values of types that are defined using the ASN.1
notation. This Recommendation | International Standard defines three sets of encoding rules, called basic encoding rules,
canonical encoding rules and distinquished encoding rules. Whereas the basic encoding rules give the sender of an
encoding various choices as to how data values may be encoded, the canonical and distinguished encoding rules [select
just ope encoding from those allowed by the basic encoding rules, eliminating all of the sender's options. The ¢angnical
and djstinguished encoding rules differ from each other in the set of restrictions that they place on the hasie’ endoding
rules.

The distinguished encoding rules is more suitable than the canonical encoding rules if the encoded value is small epough
to fit [nto the available memory and there is a need to rapidly skip over some nested values. Thecanonical encoding rules
is mofe suitable than the distinguished encoding rules if there is a need to encode values that are so large that they dannot
readilly fit into the available memory or it is necessary to encode and transmit a part of a value before the entire vdlue is
availgble. The basic encoding rules is more suitable than the canonical or distinguished\encoding rules if the engoding
contalns a set value or set-of value and there is no need for the restrictions that the canenical and distinguished encpding
rules jmpose. This is due to the memory and CPU overhead that the latter encodingrules exact in order to guarantge that
set values and set-of values have just one possible encoding.

Annek A gives an example of the application of the basic encoding rules."It does not form an integral part gf this
Recofnmendation | International Standard.

Annek B summarizes the assignment of object identifier and OID iriterhationalized resource identifier values made |n this
Recommendation | International Standard. It does not form anCintegral part of this Recommendation | Interngtional
Standgrd.

Annek C gives examples of applying the basic encoding_ rules for encoding reals. It does not form an integral part ¢f this
Recoinmendation | International Standard.

© ISO/IEC 2021 - All rights reserved Rec. ITU-T X.690 (02/2021) v
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

1

This Recommendation | International Standard specifies a set of basic encoding rules that may be used-to deri

spe

ISO/I

cif

Information technology — ASN.1 encoding rules:
Specification of Basic Encoding Rules (BER),
Canonical Encoding Rules (CER)
and Distinguished Encoding Rules (DER)

Scope

e the

cation of a transfer syntax for values of types defined using the notation specified in Ree’ ITU-T X.680 |
FC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3, and Rec. ITU-T AH.683 |
ISO/IEC 8824-4, collectively referred to as Abstract Syntax Notation One or ASN.1. These basic @ncoding rules are

hlso to

be applied for decoding such a transfer syntax in order to identify the data values being transfefred. It also specifies g set of

by the

5 text,

dation
pf the
tional
TU-T

ons of

stems
byntax
byntax
byntax
byntax

gether

coded

1

canon|cal and distinguished encoding rules that restrict the encoding of values to just one of the-alternatives provided
basic ¢ncoding rules.
2 Normative references
The fpllowing Recommendations and International Standards contain prewvisions which, through reference in thi
constifute provisions of this Recommendation | International Standard. At the time of publication, the editions indicate¢l were
valid. JAll Recommendations and Standards are subject to revision, and.parties to agreements based on this Recommen
| Intefnational Standard are encouraged to investigate the possibility of applying the most recent edition
Recommendations and Standards listed below. Members of IEC\a@nd 1SO maintain registers of currently valid Intern
Stand[{rds. The Telecommunication Standardization Bureau, of the ITU maintains a list of currently valid
Recommendations.
NQTE — This Recommendation | International Standard is based on ISO/IEC 10646:2003. It cannot be applied using later vers
thi$ standard.
2.1 Identical Recommendations | International Standards
—  Recommendation ITU-T X.:200 (1994) | ISO/IEC 7498-1: 1994, Information technology — Open S
Interconnection — Basic.Reference Model: The basic model.
—  Recommendation ITU-T X.680 (2021) | ISO/IEC 8824-1:2021, Information technology — Abstract
Notation One (ASN.1): Specification of basic notation.
—  Recommendation ITU-T X.681 (2021) | ISO/IEC 8824-2:2021, Information technology — Abstract
Notation One(ASN.1): Information object specification.
—  Recomimendation ITU-T X.682 (2021) | ISO/IEC 8824-3:2021, Information technology — Abstract
Notation One (ASN.1): Constraint specification.
— <Recommendation ITU-T X.683 (2021) | ISO/IEC 8824-4:2021, Information technology — Abstract
Notation One (ASN.1): Parameterization of ASN.1 specifications.
NQTE~ The references above shall be interpreted as references to the identified Recommendations | International Standards t
Wi,h_au_the.i;_pu_bushnd amandments and tachnical r\nrrignndnl
2.2 Additional references
— ISO International Register of Coded Character Sets to be used with Escape Sequences.
— ISO/IEC 2022:1994, Information technology — Character code structure and extension techniques.
— ISO/IEC 2375:2003, Information technology — Procedure for registration of escape sequences and
character sets.
Rec. ITU-T X.690 (02/2021)
© ISO/IEC 2021 - All rights reserved
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3

— 1SO 6093:1985, Information processing — Representation of numerical values in character strin
information interchange.

— ISO/IEC 6429:1992, Information technology — Control functions for coded character sets.
— ISO/IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS).

Definitions

gs for

For the purposes of this Recommendation | International Standard, the definitions of Rec. ITU-T X.200 | ISO/IEC 7498-1 and

Rec. |

3.1
have 1
uniqug

3.2

more ¢lata values.

3.3
values

3.4

35
inan i
3.6

3.7
the en

Ng

3.8

N(
Re

3.9
encod

3.10
3.11

was efcoded.

3.12

3.13
from 4§

3.14
Nd

T O=T X880 T1SOHEC8824=1amd thefoltowimg defimitionsappty:

canonical encoding: A complete encoding of an abstract value obtained by the application of encoding|rul
o implementation-dependent options. Such rules result in the definition of a 1-1 mapping between unambiguo
encodings and values in the abstract syntax.

constructed encoding: A data value encoding in which the contents octets are the complete encoding of

of the same type.
data value: Information specified as the value of a type; the type and the valueare defined using ASN.1.

dynamic conformance: A statement of the requirement for an implementation to adhere to the prescribed beh
hstance of communication.

encoding (of a data value): The complete sequence of octets used to’represent the data value.

end-of-contents octets: Part of a data value encoding, occurring at its end, which is used to determine the
coding.
TE — Not all encodings require end-of-contents octets.

identifier octets: Part of a data value encoding which'is used to identify the type of the value.

TE — Some ITU-T Recommendations use the term “data €lement"” for this sequence of octets, but the term is not used
commendation | International Standard, as other Recommendations | International Standards use it to mean "data value".

length octets: Part of a data value encoding following the identifier octets which is used to determine the end
ng.

primitive encoding: A data value encoding in which the contents octets directly represent the value.

receiver: An implementationydecoding the octets produced by a sender, in order to identify the data value

sender: An implementation encoding a data value for transfer.

static conformance: A statement of the requirement for support by an implementation of a valid set of fq
mong the defined\features.

trailing-0\pit: A 0 in the last position of a bitstring value.
TE — The 0.ir a bitstring value consisting of a single 0 bit is a trailing 0 bit. Its removal produces an empty bitstring.

4

ps that
s and

pne or

contents octets: That part of a data value encoding which represents a particular value, to distinguish it fronj other

Bviour

end of

in this

of the

which

atures

Abbhraviatinne
pReVHaHOR

7-X% v T

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

ASN.1  Abstract Syntax Notation One

BER Basic Encoding Rules of ASN.1

CER Canonical Encoding Rules of ASN.1
DER Distinguished Encoding Rules of ASN.1
ULA Upper Layer Architecture

Rec. ITU-T X.690 (02/2021)
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UTF8  Universal Transformation Function 8-bit (see ISO/IEC 10646, Annex D)

Notation

This Recommendation | International Standard references the notation defined by Rec. ITU-T X.680 | ISO/IEC 8824-1.

6

Convention

6.1
"most

N(
bit
6.2
1, whe

6.3
string
than a

7
7.1

7.2
rules.

7.3

ThisS Recommendation | International Standard SpeciTies the value o1 each octet In an encoding by USe Of 1he
significant bit" and "least significant bit".

TE — Lower layer specifications use the same notation to define the order of bit transmission on a serial line, or the ‘assign
to parallel channels.

For the purposes of this Recommendation | International Standard only, the bits of an octet are\numbered fro
re bit 8 is the "most significant bit", and bit 1 is the "least significant bit".

For the purpose of this Recommendation | International Standard, two octet stringscan be compared. Ong

terms

hent of

Im 8 to

octet

is equal to another if they are of the same length and are the same at each octet positiofis An octet string, Sy, is greater

hother, Sy, if and only if either:

a) Spand S, have identical octets in every position up to and including the final octet in Sy, but Sy is long

r;or

b) S;and S, have different octets in one or more positions, and in the first such position, the octet in Sq is greater

than that in Sy, considering the octets as unsigned binary numbets.whose bit n has weight 2n-1,

Conformance
Dynamic conformance is specified by clauses 8 to 12 inelusive.

Static conformance is specified by those standards’which specify the application of one or more of these en

Alternative encodings are permitted by, the basic encoding rules as a sender's option. Receivers who

confofmance to the basic encoding rules shall support all alternatives.

oding

claim

NQTE — Examples of such alternative encodings;appear in 8.1.3.2 b) and Table 3.
7.4 No alternative encodings are pérmitted by the Canonical Encoding Rules or Distinguished Encoding Rules.
8 Basic encoding rales
8.1 General rules\foer encoding
8.1.1 Structurgef an encoding
8.1.1.1 Theencoding of a data value shall consist of four components which shall appear in the following order:
&) ¢ identifier octets (see 8.1.2);
b) length octets (see 8.1.3):
C) contents octets (see 8.1.4);
d) end-of-contents octets (see 8.1.5).
8.1.1.2 The end-of-contents octets shall not be present unless the value of the length octets requires them to be present (see
8.1.3).
Rec. ITU-T X.690 (02/2021) 3
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8.1.1.3 Figure 1 illustrates the structure of an encoding (primitive or constructed).

constructed encoding.

Identifier octets Length octets Contents octets

X.690(21)_FO01
The number of octets
in the contents octets
(See 8.1.3.2)

Figure 1 — Structure of an encoding

8.1.1.4
notati

N(
SE

8.1.1.
specif

8.1.2

8.1.2.1
8122

as foll

Identifier octets Length octets Contents octets End-of-contents o¢tets
Indicates that the contents Indicates thatthere are
octets are terminated by no furthen encodings
end of contents octets in the ‘eontents octets
(See 8.1.3.6) X.690(21)_F03

Figure 2 — An alternative constructed encoding

n or the ASN.1 type extensibility notation.

DUENCE and SET are ignored, with the extensions treated as if they were inthe extension root of the type.

ed in this Recommendation | International Standard.

Identifier octets
The identifier octets shall encode the ASN.1tag (class and number) of the type of the data value.

For tags with a number ranging from zero'to 30 (inclusive), the identifier octets shall comprise a single octet er]
pWS:

a) bits 8 and 7 shall be encoded to represent the class of the tag as specified in Table 1;
b)  bit 6 shall be a zero or,a.0ne according to the rules of 8.1.2.5;
¢) bits 5 to 1 shall encode the number of the tag as a binary integer with bit 5 as the most significant bit.

Table 1 — Encoding of class of tag

Figure 2 illustrates an alternative

Il Encodings specified in this Recommendation | International Standard/are not affected by either the ASN.1 slibtype

TE — This means that all constraint notation is ignored when determiningtencodings, and all extensibility markers in CHOICE,

There are no encoding instructions (see Rec. ITU-T X.680,1SO/IEC 8824-1, 3.8.27) defined for the encoding rules

coded

Class Bit 8 Bit 7
Universal 0 0
Application 0 1
Context-specific 1 0
Private 1 1
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8.1.2.3 Figure 3 illustrates the form of an identifier octet for a type with a tag whose number is in the range zero

to 30 (inclusive).
P Identifier octet =
Bits 8 7 6 5 4 3 2 1
Class ‘ P/C | Tag number |
&0 = Primitive
1 = Constructed X.690(21)_F03
Figure 3 — Identifier octet (low tag number)

8.1.2.4 For tags with a number greater than or equal to 31, the identifier shall comprise a leading octet followed by

more $ubsequent octets.

8.1.2.4.1 The leading octet shall be encoded as follows:

8.1.2.4

8.1.2.4

8.1.2.

NQTE — Subsequent subClauses specify whether the encoding is primitive or constructed for each type.

8.1.2.

8.1.2.7

a) bits 8 and 7 shall be encoded to represent the class of the tag as listed in Table 1;
b)  bit 6 shall be a zero or a one according to the rules of 8.1.2.5;
c) bits 5to 1 shall be encoded as 11111,.

.2 The subsequent octets shall encode the number of the tag as follows:
a) it 8 of each octet shall be set to one unless it is the last octet of the identifier octets;

b)  bits 7 to 1 of the first subsequent octet, followed by bits 7 to 1 ofithe second subsequent octet, followed
by bits 7 to 1 of each further octet, up to and including the last'subsequent octet in the identifier octets s
the encoding of an unsigned binary integer equal to the tag humber, with bit 7 of the first subsequent o
the most significant bit;

c) bits 7 to 1 of the first subsequent octet shall not all b&’zero.

.3 Figure 4 illustrates the form of the identifier octets for a'type with a tag whose number is greater than 30.

Subsequent octets

< »
< >

P Leading octet g 2nd octét Last octet
| Class [P 1 1 1 1 1| | 4] RE | 0| | o] |
I e e e e
= Number of tag X.690(21)_F04

Figure 4 — Identifier octets (high tag number)

Bit 6 shall be set10 zero if the encoding is primitive, and shall be set to one if the encoding is constructed.

Rec. IPYU-T X.680 | ISO/IEC 8824-1 specifies that the tag of a type defined using the cHoICE keyword tal
value pf the tag-of‘the type from which the chosen data value is taken.

pne or

nturn
hall be
Ctet as

es the

Rec. ITU-T X.681 | ISO/IEC 8824-2, 14.2 and 14.4, specifies that the tag of a type defined

using

"Obje¢tClassFieldType" is indeterminate if it is a type field, a variable-type value field, or a variable-type value set field. This

type is subsequently defined to be an ASN.1 type, and the complete encoding is then identical to that of a value of the assigned
type (including the identifier octets).

8.1.3
8.1.3.1

8.1.3.2

©

Length octets

Two forms of length octets are specified. These are:
a) the definite form (see 8.1.3.3); and
b) the indefinite form (see 8.1.3.6).

A sender shall:

Rec. ITU-T X.690 (02/2021)
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a) use the definite form (see 8.1.3.3) if the encoding is primitive;

b) use either the definite form (see 8.1.3.3) or the indefinite form (see 8.1.3.6), a sender's option, if the encoding

is constructed and all immediately available;
¢) use the indefinite form (see 8.1.3.6) if the encoding is constructed and is not all immediately available.

8.1.3.3 For the definite form, the length octets shall consist of one or more octets, and shall represent the number of octets

in the

contents octets using either the short form (see 8.1.3.4) or the long form (see 8.1.3.5) as a sender's option.

NOTE — The short form can only be used if the number of octets in the contents octets is less than or equal to 127.

de the

numbyq
bit.

EXAN

8.1.3.

8.1.3.4__In the short form, the length octets shall consist of a single octet in which bit 8 is zero and bits 7 to 1 enco
r of octets in the contents octets (which may be zero), as an unsigned binary integer with bit 7 as the most sign
IPLE
L = 38 can be encoded as 00100110,
In the long form, the length octets shall consist of an initial octet and one or more subsequent octets. The
hall be encoded as follows:

octet S

Bits 8
of eac
to the

EXAN

NQ

8.1.3.
(see 8

8.1.3.

8.1.3.
conter

8.1.4

The ¢
N
tyg

a) bit 8 shall be one;

b)  bits 7 to 1 shall encode the number of subsequent octets in the length octets, as an unsigned binary intege
bit 7 as the most significant bit;

¢) thevalue 11111111, shall not be used.
NOTE 1 - This restriction is introduced for possible future extensiomn.

to 1 of the first subsequent octet, followed by bits 8 to 1 of the second. subsequent octet, followed in turn by bits
h further octet up to and including the last subsequent octet, shall*\be the encoding of an unsigned binary intege
number of octets in the contents octets, with bit 8 of the first subsequent octet as the most significant bit.

IPLE
L = 201 can be encoded as:
10000001,

11001001,
TE 2 — In the long form, it is a sender's optien\whether to use more length octets than the minimum necessary.

For the indefinite form, the length octets indicate that the contents octets are terminated by end-of-contents
1.5), and shall consist of a singleoctet.

.1 The single octet shall hage bit 8 set to one, and bits 7 to 1 set to zero.

.2 If this form of length is-Used, then end-of-contents octets (see 8.1.5) shall be present in the encoding follow
ts octets.

Contents octets

ntents octets,shall consist of zero, one or more octets, and shall encode the data value as specified in subsequent ¢

TE — The-¢ontents octets depend on the type of the data value; subsequent clauses follow the same sequence as the defin
es in/ASN.1.

8.1.5

ficant

initial

r with

8tol
equal

octets

ng the

auses.
tion of

End-of-contents octets

The end-of-contents octets shall be present if the length is encoded as specified in 8.1.3.6, otherwise they shall not be present.

The end-of-contents octets shall consist of two zero octets.
NOTE — The end-of-contents octets can be considered as the encoding of a value whose tag is universal class, whose form is primitive,

wh

ose number of the tag is zero, and whose contents are absent, thus:
End-of-contents Length Contents
0046 0046 Absent
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8.2.1
8.2.2
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Encoding of a boolean value
The encoding of a boolean value shall be primitive. The contents octets shall consist of a single octet.

If the boolean value is:
FALSE

the octet shall be zero.

If the boolean value is

21 (E)

the oc
EXAN
If of t

8.3
8.3.1

8.3.2
bit 8 g

8.3.3

to 1 off

the lag
N(
the
its
val
nu

8.4

TRUE
et shall have any non-zero value, as a sender's option.
\PLE
pe BOOLEAN, the value TRUE can be encoded as:
Boolean Length Contents
0146 0146 FFig

Encoding of an integer value

The encoding of an integer value shall be primitive. The contents octets shall consist of one or more octets.

If the contents octets of an integer value encoding consist of more than, one octet, then the bits of the first oc
f the second octet:

a) shall not all be ones; and

b) shall not all be zero.
NOTE — These rules ensure that an integer value is always.encoded in the smallest possible number of octets.

The contents octets shall be a two's complement binary number equal to the integer value, and consisting of
the first octet, followed by bits 8 to 1 of the second.octet, followed by bits 8 to 1 of each octet in turn up to and ing
t octet of the contents octets.

TE — The value of a two's complement binary number is derived by numbering the bits in the contents octets, starting with

last octet as bit zero and ending the numbering With bit 8 of the first octet. Each bit is assigned a numerical value of 2N, whg
position in the above numbering sequence. The'value of the two's complement binary number is obtained by summing the nu
ues assigned to each bit for those bits which are set to one, excluding bit 8 of the first octet, and then reducing this valuej
merical value assigned to bit 8 of the first octet if that bit is set to one.

Encoding of an enumerated value

The emcoding of an enumerated,Value shall be that of the integer value with which it is associated.

NQ

8.5
8.5.1
8.5.2

TE — It is primitive,

Encodingof a real value
Theencoding of a real value shall be primitive.

Ifthe real value is the value plus zero, there shall be no contents octets in the encoding.

et and

bits 8
uding

hit 1 of
re N is
nerical
by the

8.5.3
8.5.4

8.5.5

Mfthe Teal vatue 15 the vatue minus Zero, then it shatt e encoded as Specified 1 8.5.9:

For a non-zero real value, if the base of the abstract value is 10, then the base of the encoded value shall be 10, and
if the base of the abstract value is 2 the base of the encoded value shall be 2, 8 or 16 as a sender's option.

If the real value is non-zero, then the base used for the encoding shall be B' as specified in 8.5.4. If B'is 2, 8

a binary encoding, specified in 8.5.7, shall be used. If B' is 10, a character encoding, specified in 8.5.8, shall be used.

8.5.6

©

Bit 8 of the first contents octet shall be set as follows:
a) if bit8 =1, then the binary encoding specified in 8.5.7 applies;
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8.5.7

b) if bit8 =0and bit 7 = 0, then the decimal encoding specified in 8.5.8 applies;

c) if bit 8 =0 and bit 7 = 1, then either a "SpecialRealValue" (see Rec. ITU-T X.680 | ISO/IEC 8824-1) or the

value minus zero is encoded as specified in 8.5.9.

When binary encoding is used (bit 8 = 1), then if the mantissa M is non-zero, it shall be represented by a sign S, a
positive integer value N and a binary scaling factor F, such that:
M =S x N x 2F
0<F<4
S=+]lor-1

NQ
po
E
co
reg

8.5.7.1
8572

8.5.7.
intege

8.5.7.4

8.5.7.
N(
to
Rul
un
N(
de:

TE — The binary scaling factor F is required under certain circumstances in order to align the implied point of the mantissj
ition required by the encoding rules of this subclause. This alignment cannot always be achieved by modification of-the.eX

nponent E. Therefore, values of the binary scaling factor F other than zero may be required in order to move the implied poin
uired position.

Bit 7 of the first contents octets shall be 1 if S is —1 and 0 otherwise.

Bits 6 to 5 of the first contents octets shall encode the value of the base B' as follows:

Bits 6 to 5 Base

00 base 2

01 base 8

10 base 16

11 Reserved for further editions of this Recommendation | International Standard.

Bits 4 to 3 of the first contents octet shall encode the value of\the binary scaling factor F as an unsigned

I Bits 2 to 1 of the first contents octet shall encode the fofmat of the exponent as follows:

a) if bits 2 to 1 are 00, then the second contents-gctet encodes the value of the exponent as a two's comp
binary number;

b) if bits 2 to 1 are 01, then the second,and third contents octets encode the value of the exponent as §
complement binary number;

two's complement binary number;

d) if bits 2to 1 are 11, thenithésecond contents octet encodes the number of octets, X say, (as an unsigned
number) used to encode)the value of the exponent, and the third up to the (X plus 3)™ (inclusive) cq
octets encode the value of the exponent as a two's complement binary number; the value of X shall be 3
one; the first nine bits of the transmitted exponent shall not be all zeros or all ones.

The remaining contents octets encode the value of the integer N (see 8.5.7) as an unsigned binary number.

TE 1 — For non-canonical BER there is no requirement for floating point normalization of the mantissa. This allows an imple
ransmit octets_containing the mantissa without performing shift functions on the mantissa in memory. In the Canonical EN
es and the Distinguished Encoding Rules normalization is specified and the mantissa (unless it is 0) needs to be repeatedly
il the leastsignificant bitis a 1.

TE 2 <Fhis representation of real numbers is very different from the formats normally used in floating point hardware, but h
ignédto be easily converted to and from such formats (see Annex C).

8.5.8

h to the
ponent

. |f the base B' used for encoding is 8 or 16, the implied point can only be moved in steps of 3 or 4 bits, respectivelyby-chanding the

t to the

binary

ement

two's

c) if bits 2 to 1 are 10, then the seecond, third and fourth contents octets encode the value of the exponent as a

binary
ntents
t least

menter
coding
shifted

s been

Qo 7 - AN\ ot

AA L P H ] PAH H PAIASNTY + +. dota £o11 H thao fivot + 4. taot
vVvIiIcTr ucuonmar CII\;UUIIIH 15 USTU \UILO Owir= UU}, ar urc CUTILCTTILS ULLTTS |U||UVV|||H UIC TImot CUTTITTITS ULILTT

orma

field, as the term is used in ISO 6093, of a length chosen by the sender, and encoded according to ISO 6093. The choice of
ISO 6093 number representation is specified by bits 6 to 1 of the first contents octet as follows:

Bits6to 1 Number representation

00 0001 ISO 6093 NR1 form
00 0010 I1SO 6093 NR2 form
00 0011 I1SO 6093 NR3 form

The remaining values of bits 6 to 1 are reserved for further editions of this Recommendation | International Standard.
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There shall be no use of scaling factors specified in accompanying documentation (see 1ISO 6093).

NOTE 1 — The recommendations in ISO 6093 concerning the use of at least one digit to the left of the decimal mark are also
recommended in this Recommendation | International Standard, but are not mandatory.

NOTE 2 — Use of the normalized form (see ISO 6093) is a sender's option, and has no significance.

8.5.9

All other values having bits 8 and 7 equal to 0 and 1 respectively are reserved for addenda to this Recommend

Intern

8.6
8.6.1

NQTE — Where it is necessary to transfer part of a bit string before the entire bitstring is availabte,'the constructed encoding is

8.6.2
octets

8.6.2.1

bits 8

octet in turn, followed by as many bits as are needed of the final subsequent octet, commencing with bit 8.
NQTE — The terms "leading bit" and "trailing bit" are defined in Rec. ITU:TX.680 | ISO/IEC 8824-1, 22.2.

8.6.2.2
unused bits in the final subsequent octet. The number shall be.in the range zero to seven.

8.6.2.

8.6.2.4 Where Rec. ITU-T X.680 | ISO/IEC 8824-%,22.7, applies a BER encoder/decoder can add or remove trailing
from the value.

NQTE - If a bitstring value has no 1 bits, then-ah.encoder (as a sender's option) may encode the value with a length of 1 and

ini

8.6.3

NQTE — Each such encoding includes-identifier, length, and contents octets, and may include end-of-contents octets if it is const

8.6.4
of the
in the

NQTE — A segment'may’be of size zero, i.e. contain no bits.

8.6.4.1

recurs

encod|ngs of the segments shall appear in the contents octets in the order in which their bits appear in the overall valug.
NQTE.1 > As a consequence of this recursion, each encoding in the contents octets may itself be primitive or constructed. HQ
sudh pnrndingc will nclmlly he primifi\/p

When "SpecialRealValues" or minus zero are to be encoded (bits 8 to 7 = 01), there shall be only one contents octet,
with values as follows:

01000000 Value is PLUS-INFINITY
01000001 Value is MINUS-INFINITY

01000010 Value is NOT-A-NUMBER
01000011 Value is minus zero

htional Standard.

Encoding of a bitstring value

The encoding of a bitstring value shall be either primitive or constructed at the optién of the sender.

The contents octets for the primitive encoding shall contain an initial octet followed by zero, one or more subs

The bits in the bitstring value, commencing with the leading bit and-proceeding to the trailing bit, shall be plg
fo 1 of the first subsequent octet, followed by bits 8 to 1 of the second subsequent octet, followed by bits 8 to 1 g

The initial octet shall encode, as an unsigned binary .infeger with bit 1 as the least significant bit, the nunj

If the bitstring is empty, there shall be no subsequeént octets, and the initial octet shall be zero.

ial octet set to 0 or may encode it as a bit string with one or more 0 bits following the initial octet.

The contents octets for the constructed encoding shall consist of zero, one, or more nested encodings.

To encode a bitstring(value in this way, it is segmented. Each segment shall consist of a series of consecuti

overall value shall be7in precisely one segment, but there shall be no significance placed on the segment boundal

Each encoding in the contents octets shall represent a segment of the overall bitstring, the encoding arising
ve application of this subclause. In this recursive application, each segment is treated as if it were a bitstring valy

htion |

sed.

quent

ced in
f each

ber of

0 bits

ith an

ructed.

e bits

value, and with the possible exception of the last, shall contain a number of bits which is a multiple of eight. Eqch bit

ies.

rom a
e. The

\Wwever,

NOTE 2 — In particular, the tags in the contents octets are always universal class, number 3.

8.6.4.2 Example

If of type BIT STRING, the value '0A3B5F291CD'H can be encoded as shown below. In this example, the bit string is
represented as a primitive:

©

BitString Length Contents
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| 0335 0716 040A3B5F291CD0;

The value shown above can also be encoded as shown below. In this example, the bit string is represented as a constructor:

BitString Length Contents
2345 8045 BitString Length Contents
0346 0346 000A3B14
02 oL QALC201 000 |l aVal l +h
9375 8575 045F20+CD6Ts =els emgth
0046 0045

8.7 Encoding of an octetstring value

8.7.1 The encoding of an octetstring value shall be either primitive or constructed at the option of,the sender.

NQTE — Where it is necessary to transfer part of an octet string before the entire octetstring is available,the constructed encading is

usqd.

8.7.2 The primitive encoding contains zero, one or more contents octets equal in value'to.the octets in the data vdlue, in
the orgler they appear in the data value, and with the most significant bit of an octet of-the.data value aligned with th¢ most
significant bit of an octet of the contents octets.

8.7.3 The contents octets for the constructed encoding shall consist of zero,.one;or more encodings.

NQTE — Each such encoding includes identifier, length, and contents octets, and miay; include end-of-contents octets if it is cons{ructed.
8.7.3.1 To encode an octetstring value in this way, it is segmented. Each segment shall consist of a series of consecutive
octets|of the value. There shall be no significance placed on the segmentjboundaries.

NQTE — A segment may be of size zero, i.e. contain no octets.
8.7.3.2 Each encoding in the contents octets shall represent a segment of the overall octetstring, the encoding arising from
a recufsive application of this subclause. In this recursive application, each segment is treated as if it were an octetstring[value.

N
Ssu

NQ

8.8
8.8.1

8.8.2
Nd

EXAN
If of t

The eaucodings of the segments shall appear in the contents\octets in the order in which their octets appear in the overall

TE 1 — As a consequence of this recursion, each engading in the contents octets may itself be primitive or constructed. Hg
h encodings will usually be primitive.

TE 2 — In particular, the tags in the contents ectets are always universal class, number 4.

Encoding of a null value
The encoding of a null vatug-shall be primitive.

The contents octets shall hot contain any octets.
TE — The length octet.is.zero.

IPLE
pe NULL, the\NULL value can be encoded as:

Null—Lkength
0516 0046

value.
\wever,

8.9
8.9.1
8.9.2

Encoding of a sequence value
The encoding of a sequence value shall be constructed.

The contents octets shall consist of the complete encoding of one data value from each of the types listed

in the

ASN.1 definition of the sequence type, in the order of their appearance in the definition, unless the type was referenced with
the keyword oPTIONAL or the keyword DEFAULT.

10
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The encoding of a data value may, but need not, be present for a type which was referenced with the keyword
OPTIONAL or the keyword DEFAULT. If present, it shall appear in the encoding at the point corresponding to the appearance

of the type in the ASN.1 definition.
EXAMPLE
If of type:
SEQUENCE {name IA5String, ok BOOLEAN}
the value:
{nam¢ "Smith"™, ok TRUE}
can bg encoded as:
Sequence Length Contents
3046 0A;
IA5String Length Contents
1646 0546 "Smith"
Boolean Length Contents
0146 014 FFe
8.10 Encoding of a sequence-of value
8.10.1] The encoding of a sequence-of value shall be constructed.
8.10.2 The contents octets shall consist of zero, one or more complete encodings of data values from the type listed
ASN.1 definition.
8.10.3 The order of the encodings of the data values shall be the Sdme as the order of the data values in the seque
value o be encoded.
8.11 Encoding of a set value
8.11.1 The encoding of a set value shall be constructed:
8.11.24 The contents octets shall consist of the complete encoding of a data value from each of the types listed in the
definifion of the set type, in an order chosen bythe-sender, unless the type was referenced with the keyword oPTIONAL

keyw(
8.11.3

OPTIQNAL or the keyword DEFAULT.

NQ

8.12
8.12.1]
8.12.2
8.12.3

rd DEFAULT.

The encoding of a data value-may, but need not, be present for a type which was referenced with the ke

TE — The order of data values in-d set value is not significant, and places no constraints on the order during transfer.

Encoding of a’set-of value
The encoding-of a set-of value shall be constructed.
The textof 8.10.2 applies.

Thesarder of data values need not be preserved by the encoding and subsequent decoding.

in the

hce-of

ASN.1
or the

yword

8.13

| dira-af hat ot
CITeouUTmy uTra oot varut

The encoding of a choice value shall be the same as the encoding of a value of the chosen type.
NOTE 1 - The encoding may be primitive or constructed depending on the chosen type.
NOTE 2 — The tag used in the identifier octets is the tag of the chosen type, as specified in the ASN.1 definition of the choice type.

8.14
8.14.1

©

Encoding of a value of a prefixed type

If the prefixed type is an "EncodingPrefixedType", then the encoding is that of the "Type" in the
"EncodingPrefixedType". If the prefixed type is a "TaggedType", then the following subclauses apply.
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8.14.2  The encoding of a tagged value shall be derived from the complete encoding of the corresponding data value of the
type appearing in the "TaggedType" notation (called the base encoding) as specified in 8.14.3 and 8.14.4.

8.14.3  If implicit tagging (see Rec. ITU-T X.680 | ISO/IEC 8824-1, 31.2.7) was not used in the definition of the type, the
encoding shall be constructed and the contents octets shall be the complete base encoding.

8.14.4  If implicit tagging was used in the definition of the type, then:
a) the encoding shall be constructed if the base encoding is constructed, and shall be primitive otherwise; and
b) the contents octets shall be the same as the contents octets of the base encoding.

EXAMPEE
With ASN.1 type definitions (in an explicit tagging environment) of:
Typel ::= VisibleString
Type2 ::= [APPLICATION 3] IMPLICIT Typel
Type3 = [2] Type2
Type4 ::= [APPLICATION 7] IMPLICIT Type3
Type] = [2] IMPLICIT Type2
a valug of:
"Jongs"
is encpded as follows:
For Typel:
VisibleString Length Contents
1A 056 4ABF6EB573,¢
For Type2:
[Application 3] Length Contents
4316 0546 4ABFBEB57315
For Type3:
[2] Length Contents
A2 076
[APPLICATION 3] Length Contents
4344 0546 4ABF6EB573,¢
For Type4:
[Application 7] .Length Contents
6716 0716
[APPLICATION 3] Length Contents
4345 0546 4ABFBEB573,4
For Jypes:
[2] Length Contents
8216 056 4ABF6EB573,¢

8.15 Encoding of an open type

The value of an open type is also a value of some (other) ASN.1 type. The encoding of such a value shall be the complete
encoding herein specified for the value considered as being of that other type.

8.16 Encoding of an instance-of value
8.16.1  The encoding of the instance-of type shall be the BER encoding of the following sequence type with the value as
specified in 8.16.2:
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[UNIVERSAL 8] IMPLICIT SEQUENCE ({
type-id <DefinedObjectClass>. &id,
value [0] EXPLICIT <DefinedObjectClass>.&Type
}

where "<DefinedObjectClass>" is replaced by the particular "DefinedObjectClass" used in the "InstanceOfType" notation.
NOTE — When the value is a value of a single ASN.1 type and BER encoding is used for it, the encoding of this type is identical to an
encoding of a corresponding value of the external type, where the syntax alternative is in use for representing the abstract value.

8.16.2  The value of the components of the sequence type in 8.16.1 shall be the same as the values of the corresponding
components of the associated type in Rec. ITU-T X.681 | ISO/IEC 8824-2, C.7.

8.17 Encoding of a value of the embedded-pdv type

8.17.1]  The encoding of a value of the embedded-pdv type shall be the BER encoding of the type as defined in/36.5 ¢f Rec.
ITU-T| X.680 | ISO/IEC 8824-1.

8.17.2| The contents of the data-value OCTET STRING shall be the encoding of the abstract datavalue of the embgdded-
pdv type [see 36.3 a) in Rec. ITU-T X.680 | ISO/IEC 8824-1] using the identified transfer syntax, anddhe-value of all othef fields
shall e the same as the values appearing in the abstract value.

8.18 Encoding of a value of the external type

8.18.1] The encoding of a value of the external type shall be the BER encoding of the.-following sequence type, assuined to
be defined in an environment of EXPLICIT TAGS, with a value as specified in the subclauses below:

[UNIVERSAL 8] IMPLICIT SEQUENCE ({

direct-reference OBJECT IDENTIFIER OPTIONAL,
indirect-reference INTEGER OPTIONAL,
data-value-descriptor ObjectDescriptor OPTIONAL,
encoding CHOICE" {

single-ASN1-type [0] ABSTRACT-SYNTAX. &Type,
octet-aligned [1] IMPLICIT OCTET STRING,
arbitrary [2] IMPLICIT BIT STRING } }

NQTE — This sequence type differs from that in Rec. ITU-T3X:.680 | ISO/IEC 8824-1 for historical reasons.

8.18.2 The value of the fields depends on the abstract value being transmitted, which is a value of the type specified in
36.5 of Rec. ITU-T X.680 | ISO/IEC 8824-1.

8.18.3 The data-value-descriptor above shall be present if and only if the data-value-descriptor is prefent in
the abptract value, and shall have the same value.

8.18.4  Values of direct-reference and indirect-reference above shall be present or absent in accordancg with
Table[2. Table 2 maps the externaltype alternatives of identification defined in Rec. ITU-T X.680 | ISO/IEC 8B24-1,
36.5, fo the external type components direct-reference and indirect-reference defined in 8.18.1.

Table 2 — Alternative encodings for "identification®

idefttification direct-reference indirect-reference
syntaxes *** CANNOT OCCUR *** *** CANNOT OCCUR ***
syntax syntax ABSENT
presentation-context-id ABSENT presentation-context-id
context-negotiation transfer-syntax presentation-context-id
transfer-syntax *** CANNOT OCCUR *** *** CANNOT OCCUR ***
fixed *** CANNOT OCCUR *** *** CANNOT OCCUR ***

8.18.5 The data value shall be encoded according to the transfer syntax identified by the encoding, and shall be placed in
an alternative of the encoding choice as specified below.
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8.18.6  If the data value is the value of a single ASN.1 data type, and if the encoding rules for this data value are one of
those specified in this Recommendation | International Standard, then the sending implementation shall use any of the
encoding choices:

- single-ASN1-type,
— octet-aligned,

— arbitrary.

as an implementation option.

8.18. 7—Hthe-enceding-ofthe-tate-vatuetsingthe-agreed-orregotiated-encodingis-ar-integral-number-of-ectetsthen the
sendirjg implementation shall use any of the encoding choices:

— octet-aligned,

— arbitrary.

as an implementation option.
NQTE — A data value which is a series of ASN.1 types, and for which the transfer syntax specifies simplg-concatenation of the octet
strings produced by applying the ASN.1 Basic Encoding Rules to each ASN.1 type, falls into this category, not that of 8.18.6.

8.18.8 If the encoding of the data value, using the agreed or negotiated encoding, is notan~integral number of octdts, the
encoding choice shall be:

— arbitrary.

8.18.9 If the encoding choice is chosen as single-ASN1-type, then the ASN:1 type shall replace the open type, jwith a
value pqual to the data value to be encoded.
NQTE - The range of values which might occur in the open type is determined by<the registration of the object identifier value asspciated
with the direct-reference, and/or the integer value associated with the indirect-reference.

8.18.10 If the encoding choice is chosen as octet-aligned, them the data value shall be encoded according to the ggreed
or negotiated transfer syntax, and the resulting octets shall form'the'value of the octetstring.

8.18.11 If the encoding choice is chosen as arbitrarygthen the data value shall be encoded according to the agreed or
negotipted transfer syntax, and the result shall form the value of the bitstring.

8.19 Encoding of an object identifier valte
8.19.1 The encoding of an object identifier.value shall be primitive.

8.19.2 The contents octets shall be an\(ordered) list of encodings of subidentifiers (see 8.19.3 and 8.19.4) concatknated
together.

Each gubidentifier is represented-as a series of (one or more) octets. Bit 8 of each octet indicates whether it is the last|in the
series] bit 8 of the last octetds-zero; bit 8 of each preceding octet is one. Bits 7 to 1 of the octets in the series collegtively
encode the subidentifier. Coneeptually, these groups of bits are concatenated to form an unsigned binary number whosg most
significant bit is bit 7_6f the first octet and whose least significant bit is bit 1 of the last octet. The subidentifier shall be
encodgd in the fewestossible octets, that is, the leading octet of the subidentifier shall not have the value 804.

8.19.3  The number of subidentifiers (N) shall be one less than the number of object identifier components in the jobject
identifier value\being encoded.

8.19.4 CThe numerical value of the first subidentifier is derived from the values of the first two object identifier comppnents

in the bjcbt ;dCI |t;f;C| VUIUC bC;I Iu Cl1 I\;Udcd, UQ;I Iy thC fUI IIIu:G:
(X*40) + Y

where X is the value of the first object identifier component and Y is the value of the second object identifier component.

NOTE — This packing of the first two object identifier components recognizes that only three values are allocated from the root node,
and at most 39 subsequent values from nodes reached by X =0 and X = 1.

8.19.5  The numerical value of the ith subidentifier, (2 <i < N) is that of the (i + 1)th object identifier component.

EXAMPLE
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An OBJECT IDENTIFIER Value of:
{joint-iso-itu-t 999 3}

which

is the same as:

{2 999 3}

has a first subidentifier of 1079 and a second subidentifier of 3. The resulting encoding is:

OBJECT
IDENTIFIER Length Contents
U616 0316 88370316

8.20

Nd
(af]

8.20.14
8.20.2

together. Each sub-identifier is represented as a series of (one or more) octets. Bit 8 of eactiOetet indicates whether it
last infthe series: bit 8 of the last octet is zero; bit 8 of each preceding octet is one. Bits 7-1.6f the octets in the series colle
encode the sub-identifier. Conceptually, these groups of bits are concatenated to form anZunsigned binary number whos

Encoding of a relative object identifier value

TE — The encoding of the object identifier components in a relative object identifier is the same as the encoding of comg
er the second) in an object identifier.

The encoding of a relative object identifier value shall be primitive.

The contents octets shall be an (ordered) list of encodings of sub-identifiers (see 8:20.3 and 8.20.4) concat

onents

pnated
is the
tively
b most

ntifier

object

significant bit is bit 7 of the first octet and whose least significant bit is bit 1 of the last octet. The sub-identifier shall be
encodgd in the fewest possible octets, that is, the leading octet of the sub-identifier shall not have the value 801g.
8.20.3  The number of sub-identifiers (N) shall be equal to the number of gbject identifier arcs in the relative object ide
value peing encoded.
8.20.4  The numerical value of the ith sub-identifier (1 <i < N) is,that of the ith object identifier arc in the relative
identifier value being encoded.
8.20.54 EXAMPLE — A relative object identifier value of;
{8571 3 2}

has sup-identifiers of 8571, 3, and 2. The resulting encoding is:

RELATJVEOID Length Contents

0D4g 0416  C27B03024

8.21
8.21.1

8.21.2
in the

type, V
charad

8.22

Encoding of an OID internationalized resource identifier value
The encoding of an-OIB internationalized resource identifier value shall be primitive.

The contents octets shall be the UTF8 encoding (see ISO/IEC 10646, Annex D) of the characters in the lexica
XML value notafion (see Rec. ITU-T X.680 | ISO/IEC 8824-1, 34.3) for the OID internationalized resource idg
Vith no whitesspace between the encoding of lexical items. Announcers and escape sequences shall not be used, an
ter shall be encoded in the smallest number of octets available for that character.

Encoding of a relative OID internationalized resource identifier value

items
ntifier
d each

8.22.1
8.22.2

8.23
8.23.1
8.23.2

©

Theencoding of a refative OtDimternationatizet Tesource dentifier vatue shattbe primitive:

The contents octets shall be the UTF8 encoding for the characters of the lexical items in the XML value notation
(see Rec. ITU-T X.680 | ISO/IEC 8824-1, 35.3) for the relative OID internationalized resource identifier type, with no white-
space between the encoding of lexical items.

Encoding for values of the restricted character string types
The data value consists of a string of characters from the character set specified in the ASN.1 type definition

Each data value shall be encoded independently of other data values of the same type.
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8.23.3  Each character string type shall be encoded as if it had been declared:
[UNIVERSAL x] IMPLICIT OCTET STRING

where x is the number of the universal class tag assigned to the character string type in Rec. ITU-T X.680 | ISO/IEC 8824-1.
The value of the octet string is specified in 8.23.4 and 8.23.5.

8.23.4  Where a character string type is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1 by direct reference to an
enumerating table (NumericString and PrintableString), the value of the octet string shall be that specified in 8.23.5
for avisiblestring type with the same character string value.

8.23.5 orrestricted-characterstrings-apart from UniversalString UTF8String and-BMRStringthe-octet string shall
contaip the octets specified in ISO/IEC 2022 for encodings in an 8-bit environment, using the escape sequence and tharacter
codings registered in accordance with ISO/IEC 2375.

8.23.51 An escape sequence shall not be used unless it is one of those specified by one of the registrationsfumbers ysed to
define| the character string type in Rec. ITU-T X.680 | ISO/IEC 8824-1.

8.23.52 At the start of each string, certain registration numbers shall be assumed to be designated‘@s ‘GO and/or CO pnd/or
C1, and invoked (using the terminology of ISO/IEC 2022). These are specified for each type in Table 3, together wjth the
assumgd escape sequence they imply.

Table 3 — Use of escape sequences

Assumed GO Assumed C0 & C1 Assumed escape Explicit escade
Type (Registration (Registration sequence(s) P n f
number) number) and locking shift S:ﬁgviegﬁs
(where applicable) ’
NumericString 6 None ESC 2/8 4/2 LSO No
PrintableString 6 None ESC 2/8 4/2 LSO No
TeletexString 102 106 (C0) ESC 2/8 7/5 LSO Yes
(T61String) 107.(G1) ESC 2/1 4/5
ESC 2/2 4/8
VideotexString 102 1(C0) ESC 2/8 7/5 LSO Yes
73 (C1) ESC 2/1 4/0
ESC 2/2 4/1
VisibleString 6 None ESC 2/8 4/2 LSO No
(ISO646String)
IA5String 6 1(C0) ESC 2/8 4/2 LSO No
ESC 2/1 4/0
GraphicString 6 None ESC 2/8 4/2 LSO Yes
GeneralString 6 1(C0) ESC 2/8 4/2 LSO Yes
ESC 2/1 4/0
NOTE — Many of the cemmonly used characters (for example, A-Z) appear in a number of character repertoires with indivigual
reg|stration numbers.and escape sequences. Where ASN.1 types allow escape sequences, a number of encodings may be possiblg for
a particular charagter string (see also 7.3).

8.23.9.3 Certain character string types shall not contain explicit escape sequences in their encodings; in all other casgs, any
escapg sequence allowed by 8.23.5.1 can appear at any time, including at the start of the encoding. Table 3 lists the ty||>es for

whichlexplicit-escape-seguences-are-allowed
ILlexpHEH-eSEape-sequencesareatowee:

8.23.5.4 Announcers shall not be used unless explicitly permitted by the user of ASN.1.

NOTE — The choice of ASN.1 type provides a limited form of announcer functionality. Specific application protocols may choose to
carry announcers in other protocol elements, or to specify in detail the manner of use of announcers.

EXAMPLE
With the ASN.1 type definition:

Name ::= VisibleString
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a value:
"Jones"
can be encoded (primitive form) as:
VisibleString Length Contents
1A 0516 4ABF6EB57314
or (constructor form, definite length) as:
VisibleString Length Contents
OctetString Length Contents
0445 0315 4ABF6E 4
OctetString Length Contents
0445 0214 657315
or (copstructor form, indefinite length) as:
VisibleString Length Contents
3As6 8016
OctetString Length Contents
0445 0315 4A6F6E{g
OctetString Length Contents
0415 0214 657344
EOC Length
0016 0044

8.23.6
requir

8.23.7
octet
satisfy

8.23.8
form
restric

8.23.9

N(
esq

NQ

The above example illustrates three of the (many) possible. forms available as a sender's option. Receivg
bd to handle all permitted forms (see 7.3).

For the universalString type, the octet string shall €ontain the octets specified in ISO/IEC 10646, using
anonical form (see 13.2 of ISO/IEC 10646). Signatures-shall not be used. Control functions may be used providg
the restrictions imposed by 8.23.9.

For the BMPString type, the octet string shall-contain the octets specified in ISO/IEC 10646, using the 2-octe
see 13.1 of ISO/IEC 10646). Signatures_ shall-not be used. Control functions may be used provided they satig
fions imposed by 8.23.9.

The CO0 and C1 control functions of ISO/IEC 6429 may be used with the following exceptions.

TE 1 — The effect of this subclause~is:to allow the useful control functions such as LF, CR, TAB, etc., while forbidding theg
apes to other character sets.

TE 2 — The C0 and C1 control functions are each encoded in two octets for BMPString and four for UniversalString.
a) Announcer escapé.sequences defined in ISO/IEC 2022 shall not be used.
NOTE 3=The assumed character coding environment is ISO/IEC 10646.

b) Designating.or identifying escape sequences defined in ISO/IEC 2022 shall not be used, including the identifying
sequences permitted by ISO/IEC 10646, 17.2 and 17.4.
NOTE 4 — ASN.1 allows the use of the PermittedAlphabet subtype notation to select the set of allowed cha|
PermittedAlphabet is also used to select the level of implementation of ISO/IEC 10646. BMPString is alwa
for the two-octet form and Universalstring for the four-octet form.

¢) ~ Invoking escape sequence or control sequences of ISO/IEC 2022 shall not be used, such as SHIFT IN (SI), SHIF

Is are

the 4-
d they

BMP
fy the

use of

escape

acters.
s used

[ OUT

(SO). or LOCKING SHIFT FOR G3 (SS3)

d) The coding shall conform to ISO/IEC 10646 and remain in that code set.
e) Control sequences for identifying subsets of graphic characters according to ISO/IEC 10646, 16.3, shall not be used.

NOTE 5 — ASN.1 applications use subtyping to indicate subsets of the graphic characters of ISO/IEC 10646
select the ISO/IEC 10646 cells that correspond to the control characters of ISO/IEC 6429.

f)  The escape sequences of ISO/IEC 10646, 16.5, shall not be used to switch to ISO/IEC 2022 codes.

Rec. ITU-T X.690 (02/2021)
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8.23.10 For the uTF8string type, the octet string shall contain the octets specified in ISO/IEC 10646, Annex D. Announcers
and escape sequences shall not be used, and each character shall be encoded in the smallest number of octets available for that
character.

8.24 Encoding for values of the unrestricted character string type

8.24.1  The encoding of a value of the unrestricted character string type shall be the BER encoding of the type as defined in
44.5 of Rec. ITU-T X.680 | ISO/IEC 8824-1.

8.24.2  The contents of the string-value OCTET STRING shall be the encoding of the abstract character string value of the
unrestricted character string type [see 44.3 a) of Rec. ITU-T X.680 | ISO/IEC 8824-1] using the identified character transfer
syntay, and the value of all other fields shall be the same as the values appearing in the abstract value.

8.25 Encoding for values of the useful types

The fgllowing "useful types" shall be encoded as if they had been replaced by their definitions given in cfauses 46-48 qf Rec.
ITU-T| X.680 | ISO/IEC 8824-1:

—  generalized time;
—  universal time;
—  object descriptor.

8.26 Encoding for values of the TIME type and the useful time types

8.26.1 Encoding for values of the TIME type
NQTE — The defined time types are subtypes of the TIME type, with the same tag, and have the same encoding as the TIME typd.

8.26.141 The encoding of the TIME type shall be primitive.

8.26.12 The contents octets shall be the UTF-8 encoding of\the’ value notation, after the removal of initial ang final
QUOTATION MARK (34) characters.

8.26.24 Encoding for values of the DATE type
8.26.241 The encoding of the DATE type shall be primitive.

8.26.22 The contents octets shall be the UTE-8 encoding of the value notation, after the removal of initial ang final
QUOTATION MARK (34) characters and all HYPHEN-MINUS (45) characters.

8.26.3 Encoding for values of the TIME-OF-DAY type
8.26.31 The encoding of the TIME-OF-DAY type shall be primitive.

8.26.32 The contents octets:shall be the UTF-8 encoding of the value notation, after the removal of initial ang final
QUOTATION MARK (34) characters and all COLON (58) characters.

8.26.4 Encoding for values of the DATE-TIME type
8.26.41 The encoding of the DATE-TIME type shall be primitive.

8.26.42 The,contents octets shall be the UTF-8 encoding of the value notation, after the removal of initial ang final
QUOTATION MARK (34) characters, all HYPHEN-MINUS (45) characters, all COLON (58) characters, and the LATIN
CAPITALLETTER T character.

8.26.5 Encoding for values of the DURATTION type
8.26.5.1 The encoding of the DURATION type shall be primitive.

8.26.5.2 The contents octets shall be the UTF-8 encoding of the value notation, after the removal of initial and final
QUOTATION MARK (34) characters and the LATIN CAPITAL LETTER P character.
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Canonical encoding rules

The encoding of a data values employed by the canonical encoding rules is the basic encoding described in clause 8, together
with the following restrictions and those also listed in clause 11.

9.1

Length forms

If the encoding is constructed, it shall employ the indefinite length form. If the encoding is primitive, it shall include the
fewest length octets necessary. [Contrast with 8.1.3.2 b).]

9.2
Bitstri

String encoding forms

ng, octetstring, and restricted character string values shall be encoded with a primitive encoding if they-would fequire

no more than 1000 contents octets, and as a constructed encoding otherwise. The string fragments contained in‘thé cons1ructed
[

encod

1000 gontents octets. (Contrast with 8.23.6.) The last fragment shall have at least one, and no more thart 1000, contents

9.3

The efcodings of the component values of a set value shall appear in an order determined-bytheir tags as specified in

Rec. |
encod
equal

Exam

In the

the ordler in which the components of the set are encoded will always be €, b, a, since the tag [0] sorts lowest, then [1

[3].

ng shall be encoded with a primitive encoding. The encoding of each fragment, except possibly the last, shal

Set components

o0 that of the smallest tag in that choice type or any untagged choice types nested within.

ple
following which assumes a tagging environment of IMPLICIT TAGS:
A ::= SET
{
a [3] INTEGER,
b [1] CHOICE
{
c [2] INTEGER,
d [4] :INTEGER
}I
e CHOICE
{
£ CHOICE
{
g [5] INTEGER,
h [6] INTEGER
},
i CHOICE
{
j [0] INTEGER

}
}

| have
pctets.

8.6 of

TU-T X.680 | ISO/IEC 8824-1. Additionally, for the purposes of determining-the’order in which components are
bd when one or more component is an untagged choice type, each untagged choice-type is ordered as though it has a tag

, then

10

Distinguished encoding rules

The encoding of a data values employed by the distinguished encoding rules is the basic encoding described in clause 8,

togeth

10.1

er with the following restrictions and those also listed in clause 11.

Length forms

The definite form of length encoding shall be used, encoded in the minimum number of octets. [Contrast with 8.1.3.2 b).]

©
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10.2

String encoding forms

For bitstring, octetstring and restricted character string types, the constructed form of encoding shall not be used. (Contrast

with 8

10.3

23.6.)

Set components

The encodings of the component values of a set value shall appear in an order determined by their tags as specified in 8.6 of
Rec. ITU-T X.680 | ISO/IEC 8824-1.

NOTE — Where a component of the set is an untagged choice type, the location of that component in the ordering will depend on the

tag

11

Referg
encod

111

If the
8.2.2.

11.2
11.2.1

11.2.2

itise
N(
of
N(

113

11.3.1
Beford

N(
ze

In eng
necesy

11.3.2
encod

11.3.24

of the cholce component being encoded.

Restrictions on BER employed by both CER and DER

nces in clause 8 and its subclauses to "shall be the BER encoding" shall be interpreted as "shalhbe the CER o
ng, as appropriate”. (See 8.16.1, 8.17.1, 8.18.1 and 8.24.1.)

Boolean values

bncoding represents the boolean value TRUE, its single contents octet shall have all'eight bits set to one. (Contra

Unused bits
Each unused bit in the final octet of the encoding of a bit string value shall be set to zero.

Where Rec. ITU-T X.680 | ISO/IEC 8824-1, 22.7, applies, the-bitstring shall have all trailing 0 bits removed
coded.

TE 1 — In the case where a size constraint has been applied, the abstract value delivered by a decoder to the application will
hose satisfying the size constraint and differing from the tranSmitted value only in the number of trailing 0 bits.

Real values

If the encoding represents a real value whose base B is 2, then binary encoding employing base 2 shall bg
encoding, the mantissa M and exponent E are chosen so that M is either O or is odd.

TE — This is necessary because the samereal value can be regarded as both {M, 2, E} and {M'", 2, E'} with M = M' if, for son
0 integer n:

M =M x 21"

E' =E+n

oding the value, the binary scaling factor F shall be zero, and M and E shall each be represented in the fewest
ary.

If the €ncoding represents a real value whose base B is 10, then decimal encoding shall be used. In formi
ng, the foltlowing applies:

1-The 1SO 6093 NR3 form shall be used (see 8.5.8).

TE 2 — If a bitstring value has no 1 bits, then an encoder shatl encode the value with a length of 1 and an initial octet set to 0.

DER

t with

before

be one

used.

e non-

octets

g the

11.3.
11.3.2
11.3.2
11.3.2

11.3.2
PLUS

20

.2 SPAUE shall not be used within the encoding.

.3 If the real value is negative, then it shall begin with a MINUS SIGN (-), otherwise, it shall begin with a digit.

.4 Neither the first nor the last digit of the mantissa may be a 0.

.5 The last digit in the mantissa shall be immediately followed by FULL STOP (.), followed by the exponent-mark "E".

.6 If the exponent has the value 0, it shall be written "+0", otherwise the exponent's first digit shall not be zero, and

SIGN shall not be used.

Rec. ITU-T X.690 (02/2021)
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GeneralString values

The encoding of values of the Generalstring type (and all other restricted character string types defined by reference to the
International Register of Coded Character Sets) shall generate escape sequences to designate and invoke a new register entry
only when the register entry for the character is not currently designated as the GO, G1, G2, G3, CO0, or C1 set. All designations
and invocations shall be into the smallest numbered G or C set for which there is an escape sequence defined in the entry of
the International Register of Coded Character Sets to be used with Escape Sequences.
NOTE 1 — For the purposes of the above clause, GO is the smallest numbered G set, followed by G1, G2, and G3 in order. CO is the
smallest numbered C set, followed by C1.
NOTE 2 — Each character in a character string value is associated with a particular entry in the International Register of Coded Character

Sefs.

115

The efcoding of a set value or sequence value shall not include an encoding for any component value which is equa
defaulf value.

116

The efcodings of the component values of a set-of value shall appear in ascending order,-the €ncodings being compd
octet gtrings with the shorter components being padded at their trailing end with 0-octets.

NQTE

11.7
11.7.1

GenexgalizedTime.

11.7.2
11.7.3

be whplly omitted, and the decimal point element also shall‘be omitted.

Example

A secdnds element of "26.000" shall be represented-as "26"; a seconds element of "26.5200" shall be represented as "2

11.7.4
11.7.5

where]"YYYYMMDD" represénts the day following the midnight in question.

Example

Examples of valid representations:
"19920521000000Z"
"199206221234212"
"19920722132100.32"

Set and sequence components with default value

Set-of components

— The padding octets are for comparison purposes only and do not appear in the encodings.

GeneralizedTime

to its

red as

The encoding shall terminate with a "Z", as described in the Rec. ITU-T X.680 | ISO/IEC 8824-1 claise on

The seconds element shall always be present.

The fractional-seconds elements, if present, shall omit all trailing zeros; if the elements correspond to 0, the

ne

The decimal point element, if present/ shall be the point option ".".

Midnight (GMT) shall be represented in the form:
"YYYYMMDDO000000Z"

Examples of Invalid representations:

11.8
1181

"199205202400002" (midnight represented incorrectly)
"19920622123421.0zZ" (spurious trailing zeros)
"19920722132100.302" (spurious trailing zeros)
UTCTime

shall

6.52".

The encoding shall terminate with "Z", as described in the ITU-T X.680 | ISO/IEC 8824-1 clause on UTCTime.
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11.8.2  The seconds element shall always be present.

11.8.3  Midnight (GMT) shall be represented in the form:
"YYMMDDO000000Z"

where "YYMMDD" represents the day following the midnight in question.

11.8.4 Examples of valid representations

"920521000000Z"

"9206221234217"

"9207

11.8.5

119

11.9.1
be con

11.9.2

12

12.1
wheng
values
N(
if
12.2
object
Intern

{joir

221321002"
Examples of invalid representations
"920520240000Z" (midnight represented incorrectly)
"92072213212" (seconds of "00" omitted)

The TiME type and the useful time types

The value notation for abstract values of the TIME, TIME-OF-DAY, DATE, DATE-TIME, and DURATION typeg
verted to a canonical form by the following transformations:

a) All commas used as decimal signs shall be converted to full stop.
b) The minutes digits for all time difference components that are.an‘integral number of hours shall be rem

¢) If aninterval or recurring interval contains a start point and‘ah end point, and the end point contains thd
time difference component as the start point, the time diffetence component of the end point shall be ren

d) For aduration, and for a duration in an interval (or in-an‘interval in a recurring interval) expressed with

zero time components except the least significant time component that is present in the instance of the
notation.

The resulting value notation shall then be used to encode the abstract value as specified in 8.26.

Use of BER, CER and DER!intransfer syntax definition

The encoding rules specified.in this Recommendation | International Standard can be referenced and g
\ver there is a need to specify dn unhambiguous, undivided and self-delimiting octet string representation for all
of a single ASN.1 type.

TE — All such octet strings are unambiguous within the scope of the single ASN.1 type. They would not necessarily be unami
hixed with encodings of\a-different ASN.1 type.

The following object identifier, OID internationalized resource identifier (with assignment of Unicode labe
descriptor valtigs-are assigned to identify and describe the basic encoding rules specified in this Recommend
htional Stapdard:

t-iso=itu-t asnl (1) basic-encoding (1)}

"/AST.l/Basic—Encoding"

shall

bved.

same
noved.

a start

point and a duration or with a duration and an end point, the value notation shall be modified to remgve all

value

pplied
of the

iguous

S) and
ption |

and:

12.3

"Basic Encoding of a single ASN.1l type".

The following object identifier, OID internationalized resource identifier (with assignment of Unicode label

s) and

object descriptor values are assigned to identify and describe the canonical encoding rules specified in this Recommendation
| International Standard:

{joint-iso-itu-t asnl (1) ber-derived(2) canonical-encoding(0) }

"/ASN.1/BER-Derived/Canonical-Encoding"
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