INTERNATIONAL ISO/IEC
STANDARD 8825-1

Second edition
1998-12-15

Information technology — ASN.1
encoding rules: Specification of Basic
Encoding Rules (BER),-Canonical
Encoding Rules (CER)and Distinguished
Encoding Rules (DER)

Technologies de l'information — Régles de codage ASN.1:
Spécification des régles’de codage de base, des regles de codage
canoniques et des régles de codage distinctives

Reference number
ISO/IEC 8825-1:1998(E)

© ISO/IEC 1998


https://standardsiso.com/api/?name=329cc6ca24e647bd6925dff68b3f7309

ISO/IEC 8825-1:1998(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but shall not
be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In downloading this
file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat accepts no liability in this
area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation parameters
were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In the unlikely event
that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 1998

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means, electronic
or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or ISO's member body
in the country of the requester.

ISO copyright office
Case postale 56 « CH-1211 Geneva 20
Tel. +412274901 11
Fax +4122 7341079
E-mail copyright@iso.ch
Web www.iso.ch
Published by ISO in 1999

Printed in Switzerland

ii © ISO/IEC 1998 — All rights reserved


https://standardsiso.com/api/?name=329cc6ca24e647bd6925dff68b3f7309

ISO/IEC 8825-1:1998(E)

CONTENTS

Page

1 SCOPE ettt ettt ettt ettt b e et st s bt ettt e ae e bttt et e e h e bt e bt e an e s saneeaeesae e ntenn e eaneeneereenneens 1
2 INOIMALIVE TETETEICES ... ettt ettt st h ettt e et e s bt et e it e eb e e bt enbes se bt enbesabesbeenbeensenae 1
2.1  Identical Recommendations | International Standards.............cceccevveeririiniienienieieieeeee e 1

22— FParredRecommrendationstntermatromat-Stardardsequrvatent rtechmeatcontent 2

2.3 AddItioNal TEIETENCES .....coveruiruieiiiieieiesieierteet ettt ettt st sae et e e entesteneen esensensenees (Db 2

3 DIETINILIONS ..ttt ettt et st e st e ettt eb e e sbe et e ea b e e st esbeenbeen sebeenbeenbesntesueenseamee Doaesuce 2
4 ADDICVIALIONS ...uvieneieiiieiieetiett ettt te bttt ettt et e te et e saeesbeeatesatesseenseentesaeasseenseensesseansen sesneensesns S TA e enreensenaes 3
5 INOTALION 1.ttt ettt ettt ettt et et ettt et et sae b sbesbeebeemeeat et entensensens seesens giytTachseeueeueeneensensens 3
6 COMVENLION .ttt sttt ettt et et et et et et et e sbesbesbesbeebeeneeseeneeneensensensensessensesszn dnrehesuesueententesensenseneen 3
7 CONTOTIMANCE ...ttt ettt ettt et ste st esbeebeeaesatesbeenseeneesueesse g e Pene beenteeuaebeenbeensesaeenbean 3
8 Basic eNCOAING TUIES ......ccueruiriiririiiirieeeteeeetctetert ettt see e B Tae e e se et vt eae ettt nenaene e 4
8.1  General rules fOr @NCOAING .......oecverieriieiieierieeeie et eeeeee s e sf 5 e sateseeeseenseeseesseeseense seenseessenseens 4

8.2  Encoding of @ DOOIEAN VAIUE ........ccceevuieiiieiieiiciieiieiectescee s prnieeeeesseesseesaeseeesseessesssesseessees seseessenssens 7

8.3  Encoding of an integer value........cccooeeviriiinieninnennenneen e e 8

8.4  Encoding of an enumerated VAIUE ..........cccoveviiriirinienge e A ettt e 8

8.5  Encoding 0f @ 1€al VAIUE........cceeieririieiieietieieec (35t eteeteete st saeetesatesaeeaeensesneesseensees sseenseessesseens 8

8.6  Encoding of @ DItString VAIUE.........cceerieriieiiiee s A ettt ettt te e e sae s e ssaesseesse eesseessenssens 9

8.7  Encoding of an 0CtetSIring VAIUE .........cooeu G e tiiieieeteetet ettt sttt st bt 11

8.8  Encoding of @ mull VAlUE........ccuoriiiiie s T ettt sttt 11

8.9  Encoding 0f @ SEQUENCE VAIUC ..........eebiiuieiieieriieieeie ettt etesee st e aeesaeeaesaeesseessesneesneesseenssseensennsens 11

8.10 Encoding of @ sequence-0f VAIUC. Sl . ocvieiieiicieiieeee ettt e enee s 12

8.11  Encoding 0f @ SEt VAIUE ...... ..t uiiiiiiieiieitei ettt sttt bt et et eabesbaenaeens 12

8.12  Encoding 0f @ SEt-0F VAIME N ..coveeuieiiiieiiiiierieterente ettt ettt ettt et e 12

8.13  Encoding 0f @ ChoIiCe VAIUE ........cceeieriieiieieiieieeieeeseee ettt et e s aesneeene e seense eenseensennnens 12

8.14 Encoding of a tag@ed VAIUE ........c.ecieriieiiieiieieceeeeteste ettt tesae st e saeessesraesseense aereensenneens 12

8.15  ENcoding Of @ OPEN LYPC.....eeuiiruiiiiiiieiieitent ettt ettt ettt sb ettt st she ettt s it bt ettt sbeeabeeaeesbeen 13

8.16 Encoding-efian insStance-0f VAIUE .........ccoeiiriiiiiiieeee ettt e 13

8.17 Encoding-of a value of the embedded-pdy t¥Pe ......ecveveeriiriiirieeee et e 14

8.18 Euncoding of a value of the eXternNal tYPe......cc.ecverieriicieeieeeee ettt ae st esse s ssreensens 14

8.19 « Encoding of an object identifier VAU ...........cooieiiiiiiiiiiiiii et e 15

820\ " Encoding for values of the restricted character String types........cocceeeererenrerererreeeeeeeeeenreneenrennenn 16
8Z2+—FEncodingfor-vatuesof theunrestricted-eharacterstring type—rmrrr 18

9 Canonical ENCOMING TUIES.......ccveriieiieieiierieeteeteste st et e teeteseesteeaesstesseesseesseeseesssessaessansse sesssesssesesssenssessees 18
0.1 LeN@Hh TOTIINS -ttt ettt et sttt et sa e bt ettt b e e bt aeebeenbe e beeaaesaees 18

9.2 String encOdiNg FOTIMS ....cc.eiuiiiiiieitieieee ettt ettt et et eeat et e b e enteentasbe sesbeesseseesaeas 18

0.3 SO COMPONEILS ....eeutieiiiiiieeiieeitte et ette et e site e s bt ettt esabe ettt s bte e bt e sabeesabeesabeesabeesbte e sbees sesstessaesseesases 18

10 Distinguished eNCOAING TUIES........eccviecierieiieieeieete sttt rte e te st et ete st e s e e sseesseessesssesseessaessen sessesseesseessesssessees 19
LO.1  Len@th OTINS ..eueiiiiiiieiieieet ettt et sttt ettt s bt e sbe et e et e e bt et sabesbe e beenbesaaesaees 19

10.2 String encoding fOTIMIS .......eeiuiiiiiieiiete ettt ettt ettt e e ebt et e b e e teeseesbe aesbeebeeaesaees 19

10.3  SEt COMPONENLS ...eeeuveeriiieeieiriiieeie et eite et e et e suteesteesbteesbtesabeesbeesateesabeesateebaesseesabaees senseesnteesasessneens 19

© ISO/IEC 1998 — Al rights reserved iii


https://standardsiso.com/api/?name=329cc6ca24e647bd6925dff68b3f7309

ISO/IEC 8825-1:1998(E)

Page

11 Restrictions on BER employed by both CER and DER ...........ccooiioiiiieiiieieeeeeeceeee e 19
11,1 BOOIEAN VAIUES .....euvieiiiiieiieiietee ettt ettt b e st b e st eb e bt e st e st et e st en satenbe st eneenbeneenean 19

L1.2 UIUSEA DILS .niiiiiietieteeteee ettt ettt ettt ettt et e s bt e ae et e eateeae e bt et e eateeste feentenbeebeensesaaenaeas 19

T1.3 REAI VAIUES ..ottt ettt ettt ettt se bbbt es sat st et et et ennenaeneen 20

114 GEnEralStriNgG VAIUCS ......cccveeieriieiieieeieneeieeiesteseestessaeseesseessesseesseesseessesssesseesseessenssens ssesseessessenses 20

11.5 Set and sequence components with default value ...........ccoceieiiiiiiiiinii e 20

TT.6  Sel-0I COMPONECNTS ... ettt e e e e et e s ae e ae e st e e s e e e ree e s sneeeaeesaneesseeim 20

11.7  GeneraliZEATIIME .....eoveruiueiiieiieieiet ettt ettt st sae bttt e et ae eemnenseneens {oThuaeh 20

T1.8 UTCTIIME .ottt ettt sttt s b e sat ettt e e e e besaesbesbesueeseeneensens seensenee s semnensenee 21

12 Use of BER, CER and DER in transfer syntax definition ...........cccceceeeevenenenenenenenieneenen e e 21
Annex A — EXample Of @NCOMINES ..c..coveuiiiiiiiiiiieiieneneeeeeet ettt sttt pone STttt e e naens 23
A.1  ASN.1 description of the record StIUCTUIE........cooieierierieeee e Ao et eeeeneee e snee s seeennas 23

A.2  ASN.1 description 0f @ reCord VAIUEC .......c.ecveiieriieiecieseeeee e headh et te e e ssesaee e seeeneas 23

A.3  Representation of this record value .........ccoceeieiiiieiininienieee e e 23

Annex B — Assignment of object identifier VAIUES .......c.coceeeeieieiieniiiiinenemiae ettt e 26
Anney C — Illustration of real value enCOAING ........cceeieriieiiieierieiiee e S et et ete et et reeae st e st e sae e ebesneesneesaeenseenns 27
Anney D — Use of the DER and CER in data origin authentication.,.. .. .....c.eeveeveeeereeriieienieseesie e seeseeseessseeennes 29
D.1  The problem t0 e SOIVEM .....coueiiiiiiniiee A ettt et 29

D.2 The approach t0 @ SOIULION ....c..cueiiiiriiniim ettt ettt et sae e b e 30

D.3  The implementation OPHMIZATION. ....... 5 eeeeerreerieerieriereesteetesteseeesseesesseesseesseensesseesseenseensesseeesseenses 30

iv © ISO/IEC 1998 — All rights reserved


https://standardsiso.com/api/?name=329cc6ca24e647bd6925dff68b3f7309

ISO/IEC 8825-1

Foreword

:1998(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
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Introduction

ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3,
ITU-T Rec. X.683 | ISO/IEC 8824-4 (Abstract Syntax Notation One or ASN.1) together specify a notation for the
definition of abstract syntaxes, enabling application layer standards to define the types of information they need to
transfer using the presentation service. It also specifies a notation for the specification of values of a defined type

This Recommendation | International Standard defines encoding rules that may be applied to values of types defined
using the ASN.1 notation. Application of these encoding rules produces a transfer syntax for such values. It is implicit in
the specification of these encoding rules that they are also to be used for decoding.

There [fTay be TMOTT UTAT OIE Set 0f TNCOdINg TUITS 1At can be appiicd 10 Vaties of Types umat are detimed usimg e ASN.1
notatipn. This Recommendation | International Standard defines three sets of encoding rules, called basieveén¢oding
rules,|canonical encoding rules and distinguished encoding rules. Whereas the basic encoding rules gives)the pender
of an pncoding various choices as to how data values may be encoded, the canonical and distinguished ‘encoding rules
select|just one encoding from those allowed by the basic encoding rules, eliminating all of the sender’s options. The
canonjcal and distinguished encoding rules differ from each other in the set of restrictions that tHey,place on thg¢ basic
encodjng rules.

The distinguished encoding rules is more suitable than the canonical encoding rules if the €nceded value is small gnough
to fit |nto the available memory and there is a need to rapidly skip over some nested valties. The canonical en¢oding
rules is more suitable than the distinguished encoding rules if there is a need to encede-values that are so large that they
canno} readily fit into the available memory or it is necessary to encode and transmit’a part of a value before the|entire
value [is available. The basic encoding rules is more suitable than the canonicalyor distinguished encoding rules| if the
encodjng contains a set value or set-of value and there is no need for the restrictions that the canonical and distingpished
encodjng rules impose. This is due to the memory and CPU overhead that' the latter encoding rules exact in otder to
guarantee that set values and set-of values have just one possible encoding.

Annex A gives an example of the application of the basic encoding rules. It does not form an integral part pf this
Recormmendation | International Standard.

Annex B summarizes the assignment of object identifier values made in this Recommendation | International Standard.
It does not form an integral part of this Recommendation | International Standard.

Annex C gives examples of applying the basic encoding rules for encoding reals. It does not form an integral part jof this
Recormmendation | International Standard.

Anney D provides a tutorial on the use, ofthe distinguished encoding rules to provide an integrity service fgr OSI
communications. It does not form an integral part of this Recommendation | International Standard.

vi © ISO/IEC 1998 — Al rights reserved
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - ASN.1 ENCODING RULES:
SPECIFICATION OF BASIC ENCODING RULES (BER),
CANONICAL ENCODING RULES (CER)

AND DISTINGUISHED ENCODING RULES (DER)

1

This 1§
specif]
ISO/I]
ISO/M
to be

set of]
provid

These
preser

2

The f
consti
were

Recon

Scope

Recommendation | International Standard specifies a set of basic encoding rules that may be'used to deri
cation of a transfer syntax for values of types defined using the notation specified An_ITU-T Rec. X
LC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3, and ITU-T Rec. X
EC 8824-4, collectively referred to as Abstract Syntax Notation One or ASN.1. Thes¢€ basic encoding rules a
ipplied for decoding such a transfer syntax in order to identify the data values being\transferred. It also sped

ed by the basic encoding rules.

encoding rules are used at the time of communication (by the presentation service provider when require
tation context).

Normative references

llowing Recommendations and International Standards eontain provisions which, through reference in thi
ute provisions of this Recommendation | International Standard. At the time of publication, the editions ind
valid. All Recommendations and Standards are\subject to revision, and parties to agreements based d
hmendation | International Standard are encouraged to investigate the possibility of applying the most

edition of the Recommendations and Standards-listed below. Members of IEC and ISO maintain registers of cu

valid
valid ]

2.1

nternational Standards. The Telecommunic¢ation Standardization Bureau of the ITU maintains a list of cu
TU-T Recommendations.

Identical Recommendations | International Standards

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open S
Interconnection'—’Basic Reference Model: The Basic Model.

— ITU-T Recomimendation X.226 (1994) | ISO/IEC 8823-1:1994, Information technology — Open S}
Intercommection — Connection-oriented presentation protocol: Protocol specification.

—  ITUST Recommendation X.509 (1997) | ISO/IEC 9594-81), Information technology — Open S]
Interconnection — The Directory: Authentication framework.

= \(TTU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abstract
Notation One (ASN.1): Specification of basic notation.

ve the
.680 |
(.683 |
e also
ifies a

canonical and distinguished encoding rules that restrict the encoding of values to just one of the alternatives

by a

S text,
icated
n this
recent
rrently
'rently

Stems

stems

stems

Syntax

— ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abstract Syntax

Notation One (ASN.1): Information object specification.

— ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract Syntax

Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abstract Syntax

Notation One (ASN.1): Parameterization of ASN. 1 specifications.

D) pre

sently at the stage of draft.

ITU-T Rec. X.690 (1997 E)
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other
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Paired Recommendations | International Standards equivalent in technical content
—  CCITT Recommendation X.208 (1988), Specification of Abstract Syntax Notation One (ASN.1).

ISO/IEC 8824:1990, Information technology — Open Systems Interconnection — Specification of Abstract

Syntax Notation One (ASN.1).
—  ITU-T Recommendation F.400/X.400 (1996), Message handling: System and service overview.

ISO/IEC 10021-12), Information technology — Message Handling Systems (MHS) — Part 1: System and

Service Overview.

Additional references

—  ISO International Register of Coded Character Sets to be used with Escape Sequences.
— ISO/IEC 2022:1994, Information technology — Character code structure and extension techpigues.
ISO 2375:1985, Data processing — Procedure for registration of escape sequences.

information interchange.
— ISO/IEC 6429:1992, Information technology — Control functions for coded character sets.

— ISO/IEC 10646-1:1993, Information technology — Universal Multiple-Octet.Coded Character Set
— Part 1: Architecture and Basic Multilingual Plane.

— ISO/IEC 10646-1:1993/Amd.2:1996, Information technology —\-Universal Multiple-Octet

Transformation Format 8 (UTF-8).

Definitions

he purposes of this Recommendation | International “Standard, the definitions of ITU-T Rec. X
LC 7498-1 and ITU-T Rec. X.680 | ISO/IEC 8824-1 and the following definitions apply.

ibed by this Recommendation | International Standard in an instance of communication.

static conformance: A statement of the requirement for support by an implementation of a valid
s from among those defined by this Récommendation | International Standard.

encoding (of a data value)./The complete sequence of octets used to represent the data value.

identifier octets: Paft of a data value encoding which is used to identify the type of the value.

commendation | Internafional Standard, as other Recommendations | International Standards use it to mean "data value".

length octets: Part of a data value encoding following the identifier octets which is used to determine t
encoding,

alues of the same type.

data value: Information specified as the value of a type; the type and the value are defined using ASN.1,

— ISO 6093:1985, Information processing — Representation of numerical values in character strifgs for

ucs)

Coded

Character Set (UCS) — Part 1: Architecture and Basic Multilingual Plane — Amendment 2{ UCS

200 |

dynamic conformance: A statement of the\requirement for an implementation to adhere to the behavior

set of

TE — Some ITU-T Recommendations use the term "data element" for this sequence of octets, but the term is not used|in this

he end

contents octets: That part of a data value encoding which represents a particular value, to distinguish it from

3.8
of the

end-of-COMtents OCtets; Part of a data vatue encoding, OCCUITINg at 113 end, Which 15 used 10 dSIerminge 1
encoding.

NOTE — Not all encodings require end-of-contents octets.

2) To

be published.

ITU-T Rec. X.690 (1997 E)
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3.9 primitive encoding: A data value encoding in which the contents octets directly represent the value.

3.10 constructed encoding: A data value encoding in which the contents octets are the complete encoding of one
or more data values.

3.11 receiver: An implementation decoding the octets produced by a sender, in order to identify the data value
which was encoded.

3.12 sender: An implementation encoding a data value for transfer.

3.13 trailing 0 bit: A 0 in the last position of a bitstring value.

NOTE — The 0 in a bitstring value consisting of a single 0 bit is a trailing 0 bit. Its removal produces an empty bitstring.

4 Abbreviations

For the purposes of this Recommendatrion | International Standard, the following abbreviations apply:
ASN.1  Abstract Syntax Notation One

BER Basic Encoding Rules of ASN.1

CER Canonical Encoding Rules of ASN.1

DER Distinguished Encoding Rules of ASN.1

ULA Upper Layer Architecture

5 Notation
This Recommendation | International Standard references the notation)defined by ITU-T Rec. X.680 | ISO/IEC 8824-1.

6 Convention

6.1 This Recommendation | International Standard specifies the value of each octet in an encoding by use|of the
terms ['most significant bit" and "least significant bit':
NOTE — Lower layer specifications use the same'notation to define the order of bit transmission on a serial line, or the assignment
of pits to parallel channels.

6.2 For the purposes of this Recommendation | International Standard only, the bits of an octet are numberegl from
8 to 1] where bit 8 is the "most significant bit", and bit 1 is the "least significant bit".

6.3 For the purpose of this\Recommendation | International Standard, two octet strings can be compared. Ong¢ octet
string|is equal to another if@h¢y are of the same length and are the same at each octet position. An octet string,| Sy, is

greater than another, S,, if-and only if either:

a) S; and/S» have identical octets in every position up to and including the final octet in S, but S is longer;
or
b)«S| and S, have different octets in one or more positions, and in the first such position, the octet i Sy is
greater than that in S,, considering the octets as unsigned binary numbers whose bit n has weight 201,

7 Conformance
71 Dynamic conformance is specified by clauses 8 to 12 inclusive.
7.2 Static conformance is specified by those standards which specify the application of one or more of these

encoding rules.

7.3 Alternative encodings are permitted by the basic encoding rules as a sender’s option. Receivers who claim
conformance to the basic encoding rules shall support all alternatives.

NOTE — Examples of such alternative encodings appear in 8.1.3.2 b) and Table 3.

7.4 No alternative encodings are permitted by the Canonical Encoding Rules or Distinguished Encoding Rules.

ITU-T Rec. X.690 (1997 E) 3
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8 Basic encoding rules
8.1 General rules for encoding
8.1.1 Structure of an encoding

8.1.1.1 The encoding of a data value shall consist of four components which shall appear in the following order:

a) identifier octets (see 8.1.2);

b) length octets (see 8.1.3);

8.1.1.2 The end-of-contents octets shall not be present unless the value of the length octets requires thém to be

(see 8|1.3).

8.1.1.3 Figure 1 illustrates the structure of an encoding (primitive or constructed). Figure 2-illustrates an altet

constructed encoding.

c) contents octets (see 8.1.4);

d) end-of-contents octets (see 8.1.5).

Identifier octets Length octets Contents octets

The number of octets
in the contents octets
(see 8.1.3.2)

Figure 1 — Structure of an encoding

TISO8770-98/d01

resent

mative

Identifier octets

Length'octets Contents octets

End-of-contents octets

Indicates that the contents
octets are terminated by
end of contents octets
(see 8.1.3.6)

Indicates that there are
no further encodings
in the contents octets

Figure 2 — An alternative constructed encoding

TISO874

0-98/d02

8.1.1.4 The structure of an encoding is not affected by either the ASN.1 subtype notation or the ASN.1 type

extensibility notation.

8.1.2 Identifier octets

8.1.2.1 The identifier octets shall encode the ASN.1 tag (class and number) of the type of the data value.

8.1.2.2 For tags with a number ranging from zero to 30 (inclusive), the identifier octets shall comprise a single octet

encoded as follows:

a) bits 8 and 7 shall be encoded to represent the class of the tag as specified in Table 1;

b) bit 6 shall be a zero or a one according to the rules of 8.1.2.5;

c) Dbits 5 to 1 shall encode the number of the tag as a binary integer with bit 5 as the most significant bit.
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Table 1 — Encoding of class of tag

ISO/IEC 8825-1 : 1998 (E)

Private

Class Bit 8 Bit7
Universal 0 0
Application 0 1
Context-specific 1 0

8.1.2.3

Figure 3 illustrates the form of an identifier octet for a type with a tag whose numberyis-in the rang]

to 30 (inclusive).

8.1.2.4
one of

Identifier octet

A

\4

1 =‘Constructed

Bits 8 7 6 5 4 3 2 1
Class P/C Tag number
E 0 = Prifnitive

Figure 3 < Identifier octet (low tag number)

For tags with a number\greater than or equal to 31, the identifier shall comprise a leading octet follow

more subsequent octets:

8.1.2.4.1 The leading dctet’shall be encoded as follows:

a) bits\8 and 7 shall be encoded to represent the class of the tag as listed in Table 1;

b)\7bit 6 shall be a zero or a one according to the rules of 8.1.2.5;

TISO8790-98/d03

£ ZCro

ed by

AN lorde ISR T U & I ) | 11111
L) UILS J U 1 514l v LLuudta as 1'1r1rriy.

8.1.2.4.2 The subsequent octets shall encode the number of the tag as follows:

a) bit 8 of each octet shall be set to one unless it is the last octet of the identifier octets;

b) bits 7 to 1 of the first subsequent octet, followed by bits 7 to 1 of the second subsequent octet, followed in
turn by bits 7 to 1 of each further octet, up to and including the last subsequent octet in the identifier
octets shall be the encoding of an unsigned binary integer equal to the tag number, with bit 7 of the first
subsequent octet as the most significant bit;

c) bits 7 to 1 of the first subsequent octet shall not all be zero.

ITU-T Rec. X.690 (1997 E)
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8.1.2.4.3 Figure 4 illustrates the form of the identifier octets for a type with a tag whose number is greater than 30.

8.1.2.1
N(

8.1.2.¢
takes

8.1.2.
"Obje
This t
the as

8.1.3
8.1.3.

8.1.3.]

8.1.3.]
octets

N

8.1.3.4
the ny

Figure 4 — Identifier octets (high tag number)

TE — Subsequent subclauses specify whether the encoding is primitive or constructed for each type.

b ITU-T Rec. X.680 | ISO/IEC 8824-1 specifies that the tag of a type defined using the "CHOICE" ke
he value of the tag of the type from which the chosen data value is taken.

f  ITU-T Rec. X.681 | ISO/IEC 8824-2, 14.2 and 14.4, specifies that the tag of a type defined
LtClassField Type" is indeterminate if it is a type field, a variable-typewalue field, or a variable-type value se
ype is subsequently defined to be an ASN.1 type, and the complete*encoding is then identical to that of a v{
igned type (including the identifier octets).

Length octets

| Two forms of length octets are specified. These@re:

a) the definite form (see 8.1.3.3); and

b) the indefinite form (see 8.1.3.6).

2 A sender shall:

a) use the definite form (see§.1.3.3) if the encoding is primitive;

b) use either the definite form (see 8.1.3.3) or the indefinite form (see 8.1.3.6), a sender’s option,
encoding is constructed and all immediately available;

c) use the indefifiiteform (see 8.1.3.6) if the encoding is constructed and is not all immediately availabj

b For the definite form, the length octets shall consist of one or more octets, and shall represent the num

TE — The sherf form can only be used if the number of octets in the contents octets is less than or equal to 127.

} Ingthe short form, the length octets shall consist of a single octet in which bit 8 is zero and bits 7 to 1 ¢
mber, of octets in the contents octets (which may be zero), as an unsigned binary integer with bit 7 as th

5 Bit 6 shall be set to zero if the encoding is primitive, and shall be set to one if the encoding is constructed.

Subsequent octets
Leading octet 2nd octet Last octet
< > —> <«
Class |P/C| 1 1 1 1 1 1 1 1 0
+ + | | + +
= Number of tag
TIS0880p-98/d04

yword

using
field.
lue of

if the

le.

ber of

in the contents@ctéts using either the short form (see 8.1.3.4) or the long form (see 8.1.3.5) as a sender’s optjon.

ncode
b most

signif

cant bit.

Exam

ple
L =38 can be encoded as 00100110,

8.1.3.5 In the long form, the length octets shall consist of an initial octet and one or more subsequent octets. The
octet shall be encoded as follows:

a) bit 8 shall be one;

initial

b) bits 7 to 1 shall encode the number of subsequent octets in the length octets, as an unsigned binary integer

with bit 7 as the most significant bit;
¢) thevalue 11111111, shall not be used.

NOTE 1 — This restriction is introduced for possible future extension.
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Bits 8 to 1 of the first subsequent octet, followed by bits 8 to 1 of the second subsequent octet, followed in turn by bits 8
to 1 of each further octet up to and including the last subsequent octet, shall be the encoding of an unsigned binary
integer equal to the number of octets in the contents octets, with bit 8 of the first subsequent octet as the most
significant bit.

Exam

ple
L =201 can be encoded as:

10000001,
11001001,

NOTE 2 — In the long form, it is a sender’s option whether to use more length octets than the minimum necessary.

8.1.3.6
octets

8.1.3.¢

8.1.3.¢
the co

8.14

The ¢
clause

N(
of

8.1.5

The e
preser

b For the indefinite form, the length octets indicate that the contents octets are terminated by end-of-cd
(see 8.1.5), and shall consist of a single octet.

.1 The single octet shall have bit 8 set to one, and bits 7 to 1 set to zero.

.2 If this form of length is used, then end-of-contents octets (see 8.1.5) shall be present in the'encoding foll
ntents octets.

Contents octets

ntents octets shall consist of zero, one or more octets, and shall encode the data-value as specified in subs
S.

TE — The contents octets depend on the type of the data value; subsequent clauses.folow the same sequence as the de
[ypes in ASN.1.

End-of-contents octets

hd-of-contents octets shall be present if the length is encoded asspecified in 8.1.3.6, otherwise they shall
t.

The end-of-contents octets shall consist of two zero octets.

N(
pri

8.2
8.2.1
8.2.2

the oc

TE — The end-of-contents octets can be considered as thelencoding of a value whose tag is universal class, whose
hnitive, whose number of the tag is zero, and whose contenits are absent, thus:

End-of-contents Length Contents

0016 0016 Absent

Encoding of a beolean value
The encoding-of a boolean value shall be primitive. The contents octets shall consist of a single octet.

If the boelean value is:
FALSE

fet shall be zero.

ntents

owing

pquent

finition

not be

orm is

If the

oolean value is

TRUE

the octet shall have any non-zero value, as a sender’s option.

Example

If of type BOOLEAN, the value TRUE can be encoded as:

Boolean Length Contents

016 016 FF6

ITU-T Rec. X.690 (1997 E)
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8.3 Encoding of an integer value
8.3.1 The encoding of an integer value shall be primitive. The contents octets shall consist of one or more octets.
8.3.2 If the contents octets of an integer value encoding consist of more than one octet, then the bits of the first octet

and bit 8 of the second octet:
a) shall not all be ones; and

b) shall not all be zero.

NOTE — These rules ensure that an integer value is always encoded in the smallest possible number of octets.

8.3.3 The contents octets shall be a two’s complement binary number equal to the integer value, and conSisfing of
bits 8 [fo 1 of the first octet, followed by bits 8 to 1 of the second octet, followed by bits 8 to 1 of each octetdn-tury up to
and including the last octet of the contents octets.

NOTE — The value of a two’s complement binary number is derived by numbering the bits in the contents qttets, starting Wwith bit
1 df the last octet as bit zero and ending the numbering with bit 8 of the first octet. Each bit is assigned & humerical valuq of 2N,
where N is its position in the above numbering sequence. The value of the two’s complement binary )number is obtaiped by
summing the numerical values assigned to each bit for those bits which are set to one, excluding bit 8-of the first octet, afd then
reducing this value by the numerical value assigned to bit 8 of the first octet if that bit is set to one.

8.4 Encoding of an enumerated value

The encoding of an enumerated value shall be that of the integer value with which it is associated.

NOTE — It is primitive.

8.5 Encoding of a real value
8.5.1 The encoding of a real value shall be primitive.
8.5.2 If the real value is the value zero, there shall bg'wo contents octets in the encoding.

8.5.3 If the real value is non-zero, then the base used for the encoding shall be B’, chosen by the sender. If B’ [is 2, 8
or 16,|a binary encoding, specified in 8.5.5, shall'be used. If B’ is 10, a character encoding, specified in 8.5.6, shall be
used.

NOTE — The form of storage, generationy.or processing by senders and receivers, and the form used in the ASN.1 value notation
ard all independent of the base used for transfer.

=

8.54 Bit 8 of the first contents octet shall be set as follows:
a) if' bit 8§ = 1then the binary encoding specified in 8.5.5 applies;
b) ifbit §0’and bit 7 = 0, then the decimal encoding specified in 8.5.6 applies;

c) ithit'8 =0 and bit 7 = 1, then a "SpecialRealValue" (see ITU-T Rec. X.680 | ISO/IEC 8824-1) is ejcoded
as Specified in 8.5.7.

8.5.5 When binary encoding is used (bit 8 = 1), then if the mantissa M is non-zero, it shall be representeql by a

Slgn S, d TTUIT ll\.«éqti\/\a illtbé\al va}uv }\T aud d ‘Uillal)’ D\.«alillé faUtUl r, Dubll that.
M =S xN x2F
0<F<4
S=+1or-1
NOTE — The binary scaling factor F is required under certain circumstances in order to align the implied point of the mantissa to
the position required by the encoding rules of this subclause. This alignment cannot always be achieved by modification of the
exponent E. If the base B’ used for encoding is 8 or 16, the implied point can only be moved in steps of 3 or 4 bits, respectively,

by changing the component E. Therefore, values of the binary scaling factor F other than zero may be required in order to move
the implied point to the required position.

8.5.5.1 Bit 7 of the first contents octets shall be 1 if S is —1 and 0 otherwise.

8 ITU-T Rec. X.690 (1997 E)
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8.5.5.2 Bits 6 to 5 of the first contents octets shall encode the value of the base B’ as follows:
Bits6to 5 Base

00 base 2

01 base 8

10 base 16

11 Reserved for further editions of this Recommendation | International Standard.

8.5.5.3 Bits 4 to 3 of the first contents octet shall encode the value of the binary scaling factor F as an unsigned binary
integer.

855 RPite D o 1 o4l £t toiat, tat chall o datlha £ + of +l Baraent-aaetfall Qs
DD S tOT- O e ST oo RERtS O CH e Sa e RCOGC e T M AT O TC-OXPORCHT-aSTOTTOWST

a) if bits 2 to 1 are 00, then the second contents octet encodes the value of the exponent @s a|two’s
complement binary number;

b) if bits 2 to 1 are 01, then the second and third contents octets encode the value of the exponent as a two’s
complement binary number;

c) ifbits2to 1 are 10, then the second, third and fourth contents octets encode the value of the exponept as a
two’s complement binary number;

d) ifbits 2 to 1 are 11, then the second contents octet encodes the number of\octets, X say, (as an unpigned
binary number) used to encode the value of the exponent, and the third up to the (X plus 3) (inclusive)
contents octets encode the value of the exponent as a two’s complement binary number; the valug of X
shall be at least one; the first nine bits of the transmitted exponent-shall not be all zeros or all ones.

8.5.5.5 The remaining contents octets encode the value of the integer N (sé¢'8.5.5) as an unsigned binary numbef.

NOQTE 1 — For non-canonical BER there is no requirement for floating point normalization of the mantissa. This allpws an
implementor to transmit octets containing the mantissa without performing shift functions on the mantissa in memory.| In the
Caponical Encoding Rules and the Distinguished Encoding Rules normalization is specified and the mantissa (unless it is 0) needs
to pe repeatedly shifted until the least significant bitis a 1.

NOTE 2 — This representation of real numbers is very different from the formats normally used in floating point hardware, put has
be¢n designed to be easily converted to and from such formats-(see Annex C).

8.5.6 When decimal encoding is used (bits 8 to 7.=00), all the contents octets following the first contents octgt form
a field, as the term is used in ISO 6093, of a length’chosen by the sender, and encoded according to ISO 609B. The
choicg of ISO 6093 number representation is specified by bits 6 to 1 of the first contents octet as follows:

Bits 6to 1 Number representation

00 0001 ISO 6093 NRJ form
000010 ISO 6093-NR2 form
000011 ISO 6093°NR3 form

The rgmaining values of bits\b to 1 are reserved for further editions of this Recommendation | International Standard.

There|shall be no us¢ of'scaling factors specified in accompanying documentation (see ISO 6093).

NOTE 1 — The~recommendations in ISO 6093 concerning the use of at least one digit to the left of the decimal mark are also
redommended, in'this Recommendation | International Standard, but are not mandatory.

NOTE 2 % Use of the normalized form (see ISO 6093) is a sender’s option, and has no significance.

8.5.7 When "SpecialRealValues" are to be encoded (bits 8 to 7 = 01), there shall be only one contents octef, with
values as follows:

01000000 Value is PLUS-INFINITY
01000001 Value is MINUS-INFINITY

All other values having bits 8 and 7 equal to 0 and 1 respectively are reserved for addenda to this Recommendation |
International Standard.
8.6 Encoding of a bitstring value

8.6.1 The encoding of a bitstring value shall be either primitive or constructed at the option of the sender.

NOTE — Where it is necessary to transfer part of a bit string before the entire bitstring is available, the constructed encoding is
used.

ITU-T Rec. X.690 (1997 E) 9


https://standardsiso.com/api/?name=329cc6ca24e647bd6925dff68b3f7309

ISO/IEC 8825-1: 1998 (E)

8.6.2

8.6.2.1

The contents octets for the primitive encoding shall contain an initial octet followed by zero, one or more
subsequent octets.

The bits in the bitstring, commencing with the first bit and proceeding to the last bit, shall be placed in

bits 8

to 1 of the first subsequent octet, followed by bits 8 to 1 of the second subsequent octet, followed by bits 8 to 1 of each
octet in turn, followed by as many bits as are needed of the final subsequent octet, commencing with bit 8.

NOTE — The terms "first bit" and "trailing bit" are defined in ITU-T Rec. X.680 | ISO/IEC 8824-1.

8.6.2.2 The initial octet shall encode, as an unsigned binary integer with bit 1 as the least significant bit, the number of
unused bits in the final subsequent octet. The number shall be in the range zero to seven.

8.6.2.3

If the bitstring is empty, there shall be no subsequent octets, and the initial octet shall be zero.

8.6.2.4
0 bits

N(
0q

8.6.3

N(
cof

8.6.4

bits of
Each |
bound

N

8.6.4.
from

bitstri
in the

N(
Hog

N(
8.6.4.]

If of 1)
repres

The Vv
constr

b Where ITU-T Rec. X.680 | ISO/IEC 8824-1, 21.7 applies, a BER encoder/decoder can add or remove t
from the value.

TE — If a bitstring value has no 1 bits, then an encoder (as a sender’s option) may encode the value with an initial octd
r may encode it as a bit string with one or more 0 bits following the initial octet.

The contents octets for the constructed encoding shall consist of zero, one, or more nested encodings.
TE — Each such encoding includes identifier, length, and contents octets, and may include end-pf-contents octets

hstructed.

To encode a bitstring value in this way, it is segmented. Each segment shall-consist of a series of consg
the value, and with the possible exception of the last, shall contain a number-of-bits which is a multiple of]
bit in the overall value shall be in precisely one segment, but there shall be ne:significance placed on the sg
aries.

TE — A segment may be of size zero, i.e. contain no bits.

| Each encoding in the contents octets shall represent a segment of the overall bitstring, the encoding
h recursive application of this subclause. In this recursive @pplication, each segment is treated as if it
hg value. The encodings of the segments shall appear in the>contents octets in the order in which their bits
overall value.

TE 1 — As a consequence of this recursion, each encodinig in the contents octets may itself be primitive or const
wever, such encodings will usually be primitive.

TE 2 — In particular, the tags in the contents octets are always universal class, number 3.

?  Example

ented as a primitive:

BitString Length Contents

0316 0716 040A3B5F291CDO0, ¢

alue shown above can also be encoded as shown below. In this example, the Bit String is represente
uctor:

railing

It set to

if it is

cutive
eight.
lement

irising
ere a
hppear

ructed.

ype BIT STRING, the value ‘0A3B5SF291CD’H can be encoded as shown below. In this example, the Bit String is

l as a

BitString Length Contents
2316 8016
BitString Length Contents
0315 0316 000A3B¢
031 0516 045F291CDO0y4
EOC Length
0056 00,6
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8.7 Encoding of an octetstring value

8.7.1 The encoding of an octetstring value shall be either primitive or constructed at the option of the sender.
NOTE — Where it is necessary to transfer part of an octet string before the entire octetstring is available, the constructed encoding

is used.

8.7.2 The primitive encoding contains zero, one or more contents octets equal in value to the octets in the data value,
in the order they appear in the data value, and with the most significant bit of an octet of the data value aligned with the
most significant bit of an octet of the contents octets.

8.7.3 The contents octets for the constructed encoding shall consist of zero, one, or more encodings.

NOTE — Each such encoding includes identifier, length, and contents octets, and may include end-of-contents octets [if it is
constructed.

8.7.3.1 To encode an octetstring value in this way, it is segmented. Each segment shall consist.of a sefies of

conse¢utive octets of the value. There shall be no significance placed on the segment boundaries.
NOTE — A segment may be of size zero, i.e. contain no octets.

8.7.3.2 Each encoding in the contents octets shall represent a segment of the overall octetString, the encoding grising

from h recursive application of this subclause. In this recursive application, each segment is treated as if it ywere a

octetsfring value. The encodings of the segments shall appear in the contents octets in\the order in which their|octets
appeat in the overall value.

NOTE 1 — As a consequence of this recursion, each encoding in the contents octéts may itself be primitive or consfructed.
Hgwever, such encodings will usually be primitive.

NQTE 2 — In particular, the tags in the contents octets are always universal cla§s, number 4.

8.8 Encoding of a null value
8.8.1 The encoding of a null value shall be primitive.
8.8.2 The contents octets shall not contain any octets:

NOTE — The length octet is zero.
Examfple

If of type NULL, the NULL can be encoded as:
Null Length

0516 0016
8.9 Encoding of-a-sequence value
8.9.1 The encoding of a sequence value shall be constructed.

8.9.2 The'contents octets shall consist of the complete encoding of one data value from each of the types listed| in the
ASN.]| definition of the sequence type, in the order of their appearance in the definition, unless the type was refefenced
with thé-kKeyword "OPTIONAL" or the keyword "DEFAULT".

8.9.3 The encoding of a data value may, but need not, be present for a type which was referenced with the keyword
"OPTIONAL" or the keyword "DEFAULT". If present, it shall appear in the encoding at the point corresponding to the
appearance of the type in the ASN.1 definition.

Example

If of type:
SEQUENCE {name IASString, ok BOOLEAN}

the value:

{name "Smith", ok TRUE}
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can be encoded as:

8.10

Sequence Length Contents

3046 0A 6
[AS5String Length Contents
1616 0516 "Smith"
Boolean Length Contents
0146 0146 FFy

Encoding of a sequence-of value

8.10.1

8.10.2
the A

8.10.3

The encoding of a sequence-of value shall be constructed.

The contents octets shall consist of zero, one or more complete encodings of data values from the\type li
N.1 definition.

The order of the encodings of the data values shall be the same as the order of ¢he/data values

sequence-of value to be encoded.

8.11
8.11.1

8.11.2
ASN.
"OPT

8.11.3
"OPT

N(

8.12
8.12.1
8.12.2

8.12.3

8.13

Encoding of a set value
The encoding of a set value shall be constructed.

The contents octets shall consist of the complete encoding of a data value from each of the types listed
definition of the set type, in an order chosen by the sender, unless/the type was referenced with the ke
ONAL" or the keyword "DEFAULT".

The encoding of a data value may, but need not, be present for a type which was referenced with the ke|
ONAL" or the keyword "DEFAULT".

TE — The order of data values in a set value is not significafty and places no constraints on the order during transfer.

Encoding of a set-of value
The encoding of a set-of value shall\be-Constructed.
The text of 8.10.2 applies.

The order of data values-need not be preserved by the encoding and subsequent decoding.

Encoding of a_choice value

The emcoding of a cheieg/value shall be the same as the encoding of a value of the chosen type.

N(

N(
typ

TE 1 — The engoding may be primitive or constructed depending on the chosen type.

TE 2 —The'tag used in the identifier octets is the tag of the chosen type, as specified in the ASN.1 definition of the
e.

sted in

in the

in the
yword

yword

choice

8.14

8.14.1
of the
8.14.2

8.14.3

12

Encoding of a tagged value

The encoding of a tagged value shall be derived from the complete encoding of the corresponding data value

type appearing in the "TaggedType" notation (called the base encoding) as specified in 8.14.2 and 8.14.3.

If implicit tagging (see ITU-T Rec. X.680 | ISO/IEC 8824-1, 30.6) was not used in the definition of the type,
the encoding shall be constructed and the contents octets shall be the complete base encoding.

If implicit tagging was used in the definition of the type, then:

a) the encoding shall be constructed if the base encoding is constructed, and shall be primitive otherwise;

and

b) the contents octets shall be the same as the contents octets of the base encoding.

ITU-T Rec. X.690 (1997 E)
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Example

With ASN.1 type definitions (in an explicit tagging environment) of:

Typel ::= VisibleString

Type2 ::= [APPLICATION 3] IMPLICIT Typel
Type3 ::=[2] Type2

Type4 ::= [APPLICATION 7] IMPLICIT Type3
TypeS ::= [2] IMPLICIT Type2

ISO/IEC 8825-1 : 1998 (E)

a value of:
"JUlle"
is encpded as follows:
For Typel:
VisibleString Length Contents
1A 0516 4A6F6E6573 4
For Type2:
[Application 3] Length Contents
4316 0516 4A6F6E6573 ¢
For Type3:
[2] Length Contents
A2 0716
[APPLICATION 3] Length Contents
436 0514 4A6F6E6573 4
For Type4:
[Application 7] Length Contents
[APPLICATION 3] Length Contents
4316 0516 4A6F6E6573 4
For Types5:
2] Length Contents
8216 0516 4A6F6E6573 4
8.15 Encoding of an open type
The vjlue of an open type‘is also a value of some (other) ASN.1 type. The encoding of such a value shall pe the

complete encoding herein specified for the value considered as being of that other type.

8.16

8.16.1
as spe

Enceding of an instance-of value

cified'in 8.16.2:

The encoding of the instance-of type shall be the BER encoding of the following sequence type with thg value

[UNIVERSAL 8] IMPLICIT SEQUENCE
{
type-id  <DefinedObjectClass>.&id,
value [0] EXPLICIT <DefinedObjectClass>.& Type

}

where "<DefinedObjectClass>" is replaced by the particular "DefinedObjectClass" used in the "InstanceOfType"
notation.
NOTE — When the value is a value of a single ASN.1 type and BER encoding is used for it, the encoding of this type is identical

to an encoding of a corresponding value of the external type, where the "syntax" alternative is in use for representing the abstract
value.

8.16.2

The value of the components of the sequence type in 8.16.1 shall be the same as the values of the
corresponding components of the associated type in ITU-T Rec. X.681 | ISO/IEC 8824-2, C.7.

ITU-T Rec.
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8.17

8.17.1
ITU-T

8.17.2

Encoding of a value of the embedded-pdv type

The encoding of a value of the embedded-pdv type shall be the BER encoding of the type as defined in 32.5 of

Rec. X.680 | ISO/IEC 8824-1.
The contents of the "data-value" OCTET STRING shall be the encoding of the abstract data value

of the

embedded-pdv type [see 32.3 a) in ITU-T Rec. X.680 | ISO/IEC 8824-1] using the identified transfer syntax, and the value
of all other fields shall be the same as the values appearing in the abstract value.

8.18
8.18.1

Encoding of a value of the external type

The encoding of a value of the external type shall be the BER encoding of the following sequenc

assumied to be defined in an environment of EXPLICIT TAGS, with a value as specified in the subclauses below:

N(

[UNIVERSAL 8] IMPLICIT SEQUENCE {

direct-reference OBJECT IDENTIFIER OPTIONAL,

indirect-reference INTEGER OPTIONAL,
data-value-descriptor ObjectDescriptor OPTIONAL,
encoding CHOICE {

[0] ABSTRACT-SYNTAX.&Type,
octet-aligned [1] IMPLICIT OCTET STRING,
arbitrary [2] IMPLICIT BIT STRING\}.}

TE — This sequence type is the same as that specified in CCITT Rec. X.208 | ISQ/IEC 8824, and the resulting encodi

single-ASN1-type

value of an external type is unchanged from those specifications.

8.18.2

in 32.p of ITU-T Rec. X.680 | ISO/IEC 8824-1.

8.18.3

abstraft value, and shall have the same value.

8.18.4

The value of the fields depends on the abstract value being transmitted, which is a value of the type sp

The "data-value-descriptor" above shall be present if and“only if the "data-value-descriptor” is present

Values of "direct-reference" and "indirect-reference" above shall be present or absent in accordanc
Table[2 . Table 2 maps the external type alternatives of {'identification" defined in ITU-T Rec. X.680 | ISO/IEC 8

32.5, {o the external type components "direct-reference" and "indirect-reference" defined in 8.18.1.

Table 2 — Alternative encodings for "identification"

type,

hg of a

ecified

in the

e with
R24-1,

identification direct-reference indirect-reference
syntaes **% CANNOT OCCUR *** *** CANNOT OCCUR ***
syntalx syntax ABSENT
presentation-context-id ABSENT presentation-context-id

contgxt-negotiation

transfer-syntax

presentation-context-id

transjer-syntax

*** CANNOT OCCUR ***

***% CANNOT OCCUR ***

fixed|

**% CANNOT OCCUR ***

**% CANNOT OCCUR ***

8.18.5

in an alternative of the "encoding" choice as specified below.

8.18.6

The data value shall be encoded according to the transfer syntax identified by the encoding, and shall be placed

If the data value is the value of a single ASN.1 data type, and if the encoding rules for this data value are one

of those specified in this Recommendation | International Standard, then the sending implementation shall use any of the

"encoding" choices:
—  single-ASN1-type,
—  octet-aligned,

—  arbitrary

as an implementation option.

14 ITU-T Rec. X.690 (1997 E)
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8.18.7  If the encoding of the data value, using the agreed or negotiated encoding, is an integral number of octets, then
the sending implementation shall use any of the "encoding" choices:

—  octet-aligned,
—  arbitrary

as an implementation option.

NOTE — A data value which is a series of ASN.1 types, and for which the transfer syntax specifies simple concatenation of the
octet strings produced by applying the ASN.1 Basic Encoding Rules to each ASN.1 type, falls into this category, not that of
8.18.6.

8.18.8  If the encoding of the data value, using the agreed or negotiated encoding, is not an integral number of octets,
the "efrcoding*Thoice shattbe:

—  arbitrary.
8.18.9 If the "encoding" choice is chosen as "single-ASN1-type", then the ASN.1 type shall replace_the open type,
with al value equal to the data value to be encoded.

NQTE — The range of values which might occur in the open type is determined by the registration of the "object identifiey value
a s[))ciated with the "direct-reference", and/or the integer value associated with the "indirect-reference".

17}

8.18.10 If the "encoding" choice is chosen as "octet-aligned", then the data value shall<be encoded according|to the
agreed or negotiated transfer syntax, and the resulting octets shall form the value of th¢€ octetstring.

8.18.11 If the "encoding" choice is chosen as "arbitrary", then the data value shall*be encoded according to the agreed
or negotiated transfer syntax, and the result shall form the value of the bitstring.

8.19 Encoding of an object identifier value
8.19.1 The encoding of an object identifier value shall be primitive.

8.19.2 The contents octets shall be an (ordered) list of encodings of subidentifiers (see 8.19.3 and §.19.4)
concatenated together.

Each gubidentifier is represented as a series of (one grymore) octets. Bit 8 of each octet indicates whether it is the [last in
the sepies: bit 8 of the last octet is zero; bit 8 .of ¢ach preceding octet is one. Bits 7 to 1 of the octets in the|series
collectively encode the subidentifier. Conceptually, these groups of bits are concatenated to form an unsigned pinary
numbgr whose most significant bit is bit 7 of the first octet and whose least significant bit is bit 1 of the last octgt. The
subidgntifier shall be encoded in the fewest possible octets, that is, the leading octet of the subidentifier shall not have
the vajue 801¢.

8.19.3 The number of subidentifiers (N) shall be one less than the number of object identifier components [in the
objectidentifier value beingenceded.

8.19.4 The numericak value of the first subidentifier is derived from the values of the first two object idgntifier
compgnents in the object’identifier value being encoded, using the formula:

(X*40) + Y

where| X#4s ‘the value of the first object identifier component and Y is the value of the second object iddntifier
component.

NOTE - This packing of the first two object identifier components recognizes that only three values are allocated from the root
node, and at most 39 subsequent values from nodes reached by X =0 and X = 1.

8.19.5  The numerical value of the it subidentifier, (2 <1 < N) is that of the (i + 1)#: object identifier component.

Example

An OBJECT IDENTIFIER value of:
{joint-iso-itu-t 100 3}

which is the same as:

{2 100 3}

ITU-T Rec. X.690 (1997 E) 15
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has a first subidentifier of 180 and a second subidentifier of 3. The resulting encoding is:

8.20
8.20.1
8.20.2

OBJECT
IDENTIFIER Length Contents
0616 0316 81340314

Encoding for values of the restricted character string types

The data value consists of a string of characters from the character set specified in the ASN.1 type definition.

Each data value shall be encoded independently of other data values of the same type.

8.20.3

where
1SO/1E

8.20.4
enumg
Visibl]

8.20.5
octets
coding

8.20.5
used t

8.20.5
and/of
with

Each character string type shall be encoded as if it had been declared:
[UNIVERSAL x] IMPLICIT OCTET STRING

x is the number of the universal class tag assigned to the character string type in ITU,T* Rec. X
C 8824-1. The value of the octet string is specified in 8.20.4 and 8.20.5.

Where a character string type is specified in ITU-T Rec. X.680 | ISO/IEC 8824-1 by direct referencd
rating table (NumericString and PrintableString), the value of the octet string shall be that specified in 8.20.
eString type with the same character string value.

For restricted character strings apart from UniversalString and BMPStrifg; the octet string shall contz
specified in ISO/IEC 2022 for encodings in an 8-bit environment, usiig ‘the escape sequence and ch
bs registered in accordance with ISO 2375.

L1 An escape sequence shall not be used unless it is one of those‘specified by one of the registration ny
b define the character string type in ITU-T Rec. X.680 | ISO/IEC.8824-1.

L2 At the start of each string, certain registration numbers shall be assumed to be designated as GO and
Cl1, and invoked (using the terminology of ISO/IEC 2022J-"These are specified for each type in Table 3, to
e assumed escape sequence they imply.

Table 3 — Use of escape sequences

680 |

to an
b for a

in the
hracter

mbers

or CO
octher

Assumed GO Assumed CO & C1 Assumed escape sequence(s) Exolicit
Type (Registration (Registration and locking shift Xplct elslc pe 49
number) number) (where applicable) sequences aliowed!
NumericString 6 None ESC 2/8 4/2 LSO No
PrintableString 6 None ESC 2/8 4/2 LSO No
TeletexString 102 106 (C0) ESC 2/8 7/5 LSO Yes
(T61String) 107 (C1) ESC 2/1 4/5
ESC 2/2 4/8
VideotexString 2 1 (C0) ESC 2/8 7/5LS0 Yes
73 (C1) ESC 2/1 4/0
ESC 2/2 4/1
VisibleString 6 None ESC 2/8 4/2 LSO No
(ISO©646String)
TASString 6 1 (C0) ESC 2/8 4/2 1.S0 No
ESC 2/1 4/0
GraphicString 6 None ESC 2/8 4/2 LSO Yes
GeneralString 6 1 (C0) ESC 2/8 4/2 LSO Yes
ESC 2/1 4/0

NOTE — Many of the commonly used characters (for example, A-Z) appear in a number of character repertoires with individual
registration numbers and escape sequences. Where ASN.1 types allow escape sequences, a number of encodings may be possible
for a particular character string (see also 7.3).

8.20.5.3 Certain character string types shall not contain explicit escape sequences in their encodings; in all other cases,
any escape sequence allowed by 8.20.5.1 can appear at any time, including at the start of the encoding. Table 3 lists the
types for which explicit escape sequences are allowed.

16
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.4 Announcers shall not be used unless explicitly permitted by the user of ASN.1.

NOTE — The choice of ASN.1 type provides a limited form of announcer functionality. Specific application protocols may choose
to carry announcers in other protocol elements, or to specify in detail the manner of use of announcers.

Exam

ple

With the ASN.1 type definition:

Name ::= VisibleString

a value:

"Jones"

can bg

or (co

or (co

8.20.6
requir|

8.20.7
4-octq
provig

8.20.8
2-octg
they s
8.20.9

N(

encoded (primitive form) as:

VisibleString Length Contents
1A16 0516 4A6F6E6573 ¢

hstructor form, definite length) as:

VisibleString Length Contents

3A16 0916
OctetString Length Contents
0416 0316 4A6F6E\¢
OctetString Length Contents
0416 0216 651316

hstructor form, indefinite length) as:

VisibleString Length Contents

3A16 8016
OctetString Length Contents
0416 0316 4A6F6E ¢
OctetString Length Contents
0416 0216 657316
EOC Length
0045 0016

The above example illustratesithree of the (many) possible forms available as a sender’s option. Receiv
bd to handle all permitted forms-(see 7.3).

For the "UniversalString"type, the octet string shall contain the octets specified in ISO/IEC 10646-1, usi
t canonical form (see~14.2 of ISO/IEC 10646-1). Signatures shall not be used. Control functions may b
ed they satisfy the restrictions imposed by 8.20.9.

For the "BMPString" type, the octet string shall contain the octets specified in ISO/IEC 10646-1, usi
t BMP form (see 14.1 of ISO/IEC 10646-1). Signatures shall not be used. Control functions may be used pr
htisfy the.restrictions imposed by 8.20.9.

The¢ CO and C1 control functions of ISO/IEC 6429 may be used with the following exceptions.

IS arc

ng the
b used

hg the
vided

the use

TE_1 — The effect of this subclause is to allow the useful control functions such as LF, CR, TAB, etc., while forbidding

of escapes to other character sets.
NOTE 2 — The C0 and C1 control functions are each encoded in two octets for BMPString and four for UniversalString.

a) Announcer escape sequences defined in ISO/IEC 2022 shall not be used.
NOTE 3 — The assumed character coding environment is ISO/IEC 10646-1.

b) Designating or identifying escape sequences defined in ISO/IEC 2022 shall not be used, including the identifying

escape sequences permitted by ISO/IEC 10646-1, 17.2 and 17.4.

NOTE 4 — ASN.1 allows the use of the PermittedAlphabet subtype notation to select the set of allowed
characters. PermittedAlphabet is also used to select the level of implementation of ISO/IEC 10646-1. BMPString

is always used for the two-octet form and UniversalString for the four-octet form.

¢) Invoking escape sequence or control sequences of ISO/IEC 2022 shall not be used, such as SHIFT IN (SI),
OUT (SO), or LOCKING SHIFT FOR G3 (SS3)

d) The coding shall conform to ISO/IEC 10646-1 and remain in that code set.

ITU-T Rec. X.690 (1997 E)
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e) Control sequences for identifying subsets of graphic characters according to ISO/IEC 10646-1, 17.3, shall not be

NOTE 5 — ASN.1 applications use subtyping to indicate subsets of the graphic characters of ISO/IEC 1
and to select the ISO/IEC 10646-1 cells that correspond to the control characters of ISO/IEC 6429.

f) The escape sequences of ISO/IEC 10646-1, 17.5, shall not be used to switch to ISO/IEC 2022 codes.

used.
0646-1

8.20.10 For the "UTFS8String" type, the octet string shall contain the octets specified in ISO/IEC 10646-1/Amd.2.
Announcers and escape sequences shall not be used, and each character shall be encoded in the smallest number of octets
available for that character.

hlue of
hracter

use 8,

de the

would
ned in
ssibly

bcified
which
rdered
.

8.21 Encoding for values of the unrestricted character string type
8.21.1  The encoding of a value of the unrestricted character string type shall be the BER encoding of the type as defined
in 39. 36 -FReeX-680-HSOAEC824-+
8.21.2]| The contents of the "string-value" OCTET STRING shall be the encoding of the abstract character string v
the unrestricted character string type [see 39.3 a) of ITU-T Rec. X.680 | ISO/IEC 8824-1] using the identified chi
transfgr syntax, and the value of all other fields shall be the same as the values appearing in the abstract valug.
9 Canonical encoding rules
The encoding of a data values employed by the canonical encoding rules is the basic enceding described in clg
together with the following restrictions and those also listed in clause 11.
9.1 Length forms
If the pncoding is constructed, it shall employ the indefinite length form.-If the encoding is primitive, it shall inclu
fewest length octets necessary. [Contrast with 8.1.3.2 b).]
9.2 String encoding forms
Bitstring, octetstring, and restricted character string valuesishall be encoded with a primitive encoding if they
requirg no more than 1000 contents octets, and as a consfructed encoding otherwise. The string fragments contai
the constructed encoding shall be encoded with a primitive encoding. The encoding of each fragment, except p
the ladt, shall have 1000 contents octets. (Contrast,with 8.20.6.)
9.3 Set components
The epcodings of the component vahies of a set value shall appear in an order determined by their tags as sp
in 8.4|of ITU-T Rec. X.680 | ISOAEC 8824-1. Additionally, for the purposes of determining the order in
components are encoded whenone or more component is an untagged choice type, each untagged choice type is 0|
as thopigh it has a tag equal to-that of the smallest tag in that choice type or any untagged choice types nested withit
Examlple
In the[following which assumes a tagging environment of IMPLICIT TAGS:
A ::=SET
{
a [3] INTEGER,
b [1] CHOICE
{
¢ [2] INTEGER,
d [4] INTEGER
3
e CHOICE
f CHOICE
g  [5] INTEGER,
h  [6] INTEGER
b
18 ITU-T Rec. X.690 (1997 E)
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i CHOICE

i [0] INTEGER

}

the order in which the components of the set are encoded will always be e, b, a, since the tag [0] sorts lowest, then [1],
then [3].

10

The emcoding of a data values employed by the distinguished encoding rules is the basic encoding described in clg
together with the following restrictions and those also listed in clause 11.

N(

10.1

The (
with 8§

10.2

For b
(Cont

10.3

The e
in 8.4

N(
the

11

Referq
DER

11.1

Distinguished encoding rules

TE — ITU-T Rec. X.509 | ISO/IEC 9594-8 forbids the use of base 10 abstract values in the Directories,applications.

Length forms

lefinite form of length encoding shall be used, encoded in the miniffium number of octets. [C
.1.3.2b).]

String encoding forms

tstring, octetstring and restricted character string types, the.¢onstructed form of encoding shall not be
ast with 8.20.6.)

Set components

hcodings of the component values of a set valie shall appear in an order determined by their tags as sp
of ITU-T Rec. X.680 | ISO/IEC 8824-1.

TE — Where a component of the set is anuritagged choice type, the location of that component in the ordering will dep
tag of the choice component being encoded.

Restrictions on BER employed by both CER and DER

nces in clause 8 and)its subclauses to "shall be the BER encoding" shall be interpreted as "shall be the (
ncoding, as appropriate". (See 8.16.1 and 8.18.1.)

Boolean values

If the

use 8,

ntrast

used.

ecified

end on

ER or

ericoding represents the boolean value TRUE, its single contents octet shall have all eight bits set to one. (C

ntrast

with

11.2

11.2.1

11.2.2

2.2

Unused bits

Each unused bit in the final octet of the encoding of a bit string value shall be set to zero.

Where ITU-T Rec. X.680 | ISO/IEC 8824-1, 21.7, applies, the bitstring shall have all trailing 0 bits removed
before it is encoded.

NOTE 1 — In the case where a size constraint has been applied, the abstract value delivered by a decoder to the application will be
one of those satisfying the size constraint and differing from the transmitted value only in the number of trailing 0 bits.

NOTE 2 — If a bitstring value has no 1 bits, then an encoder shall encode the value with a length of 1 and an initial octet set to 0.

ITU-T Rec. X.690 (1997 E)
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11.3 Real values

11.3.1 If the encoding represents a real value whose base B is 2, then binary encoding employing base 2 shall be
used. Before encoding, the mantissa M and exponent E are chosen so that M is either 0 or is odd.

NOTE — This is necessary because the same real value can be regarded as both {M, 2, E} and {M’, 2, E’} with M # M’ if, for
some non-zero integer n:

M =M x 20
E =E+n

In encoding the value, the binary scaling factor F shall be zero, and M and E shall each be represented in the fewest
octets freeessary-

11.3.2)  If the encoding represents a real value whose base B is 10, then decimal encoding shall be used. In-ferming the
encodjng, the following applies:

11.3.2.1 The ISO 6093 NR3 form shall be used (see 8.5.6).
11.3.2.2 SPACE shall not be used within the encoding.

11.3.2L3 If the real value is negative, then it shall begin with a MINUS SIGN (-), otherwise, it shall begin with a digit.
11.3.204 Neither the first nor the last digit of the mantissa may be a 0.

11.3.25 The last digit in the mantissa shall be immediately followed by FULE STOP (.), followed by the exppnent-
mark [E".

11.3.2.6 If the exponent has the value 0, it shall be written "+0", othepwjise’the exponent’s first digit shall not b¢ zero,
and PLUS SIGN shall not be used.

114 GeneralString values

The enhcoding of values of the GeneralString type (and its-subtypes) shall generate escape sequences to designate and
invok¢ a new register entry only when the register entry~for the character is different from that currently designgted as
GO, CP, or C1. All designations and invocations shallbe into the GO set or the CO set.

NQTE - It is assumed that each character in a ¢haracter string value is associated with a particular entry in the International
Register of Coded Character Sets.
11.5 Set and sequence components with default value

The encoding of a set value or sequence value shall not include an encoding for any component value which is equal to
its default value.

11.6 Set-of components

The efcodings of the-component values of a set-of value shall appear in ascending order, the encodings being compared
as octet strings<with the shorter components being padded at their trailing end with 0-octets.

NOTE - The'padding octets are for comparison purposes only and do not appear in the encodings.

11.7 GeneralizedTime

11.7.1  The encoding shall terminate with a "Z", as described in the ITU-T Rec. X.680 | ISO/IEC 8824-1 clause on
GeneralizedTime.

11.7.2  The seconds element shall always be present.

11.7.3  The fractional-seconds elements, if present, shall omit all trailing '0's; if the elements correspond to 0, they
shall be wholly omitted, and the decimal point element also shall be omitted.

Example

A seconds element of "26.000" shall be represented as "26"; a seconds element of "26.5200" shall be represented
as "26.52".
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S€ on

11.7.4  The decimal point element, if present, shall be the point option ".".
11.7.5  Midnight (GMT) shall be represented in the form:
"YYYYMMDDO000000Z"
where "YYYYMMDD" represents the day following the midnight in question.
11.7.6  Examples of valid representations
"19920521000000Z"
"199206221234212"
"19920722132100.3Z"
11.7.7 Examples of invalid representations
"19920520240000Z"  (midnight represented incorrectly)
"19920622123421.0Z" (spurious trailing 0’s)
"19920722132100.30Z" (spurious trailing 0’s)
11.8 UTCTime
11.8.1 The encoding shall terminate with "Z", as described in the ITU<T*X.680 | ISO/IEC 8824-1 clay
UTCTfime.
11.8.2)  The seconds element shall always be present.
11.8.3 Midnight (GMT) shall be represented in the form:
"YYMMDDO000000Z"
wherel"YYMMDD" represents the day following the midnight in question.
11.8.4 Examples of valid representations
"920521000000Z"
"920622123421Z"
"920722132100Z"
11.8.§ Examples of invalid representations
"920520240000Z (midnight represented incorrectly)
"9207221321.2" (seconds of 00 omitted)
12 Us¢ of BER, CER and DER in transfer syntax definition
12.1 The-eneedingrates—speetfied-in-this Reeommendation{International-Standard-ean-be-refereneed-and

plied

whenever there is a need to specify an unambiguous, undivided and self-delimiting octet string representation for all of
the values of a single ASN.1 type.

NOTE — All such octet strings are unambiguous within the scope of the single ASN.1 type. They would not necessarily be
unambiguous if mixed with encodings of a different ASN.1 type.

12.2

and

The following object identifier and object descriptor values are assigned to identify and describe the basic
encoding rules specified in this Recommendation | International Standard:

{joint-iso-itu-t asnl (1) basic-encoding (1)}

"Basic Encoding of a single ASN.1 type".

ITU-T Rec. X.690 (1997 E)
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12.3 The following object identifier and object descriptor values are assigned to identify and describe the canonical
encoding rules specified in this Recommendation | International Standard:

{joint-iso-itu-t asn1(1) ber-derived(2) canonical-encoding(0)}
and
"Canonical encoding of a single ASN.1 type".

12.4 The following object identifier and object descriptor values are assigned to identify and describe the
distinguished encoding rules specified in this Recommendation | International Standard:

{joint-iso-itu-t asn1(1) ber-derived(2) distinguished-encoding(1)}

and

"Distinguished encoding of a single ASN.1 type".

12.5 Where an unambiguous specification defines an abstract syntax as a set of presentation data values, epch of
which| is a value of some specifically named ASN.1 type, usually (but not necessarily)‘a choice type, then one [of the
object identifier values specified in 12.1, 12.3 or 12.4 may be used with the abstrac)syntax name to identify thg basic
encodjng rules, canonical encoding rules or distinguished encoding rules, respectively, to the specifically named ASN.1
type used in defining the abstract syntax.

12.6 The names specified in 12.1, 12.3 and 12.4 shall not be used\with an abstract syntax name to identify a tfansfer
syntay unless the conditions of 12.5 for the definition of the abstract syntax are met.
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Example of encodings
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(This annex does not form an integral part of this Recommendation | International Standard)

This annex illustrates the basic encoding rules specified in this Recommendation | International Standard by showing the

representation in octets of a (hypothetical) personnel record which is defined using ASN.1.

Al

The
ITU-T

A2
The v

ASN.1 description of the record structure

tructure of the hypothetical personnel record is formally described below using ASN.1 specified in

Rec. X.680 | ISO/IEC 8824-1 for defining types.
PersonnelRecord ::= [APPLICATION 0] IMPLICIT SET {

name Name,

title [0] VisibleString,
number EmployeeNumber,
dateOfHire [1] Date,
nameOfSpouse [2] Name,
children [3] IMPLICIT

SEQUENCE OF ChildInformation DEFAULT {} }

ChildInformation ::= SET
{ name Name,
dateOfBirth [0] Date}

Name ::= [APPLICATION 1] IMPLICIT SEQUENCE
{givenName VisibleString,
initial VisibleString,
familyName VisibleString}

EmployeeNumber ::= [APPLICATION2|IMPLICIT INTEGER

Date ::= [APPLICATION 3] IMPLICIT VisibleString -- YYYYMMDD

ASN.1 description of'a record value

hlue of John Smith’s personnel record is formally described below using ASN.1.
{ name.{givenName "John" initial "P" ,familyName "Smith"},
title "Director"',
number 51,
dateOfHire "19710917",
nameQfSpouse {givenName ""Mary"initial "T" ,familyName "Smith"},
children

A3

{{{givenName ""Ralph"initial "T" ,familyName "Smith"},
dateOfBirth "19571111"},

{{givenName "Susan"initial "B" ,familyName "Jones"},
dateOfBirth ""19590717"}}}

Representation of this record value

The representation in octets of the record value given above (after applying the basic encoding rules defined in this
Recommendation | International Standard) is shown below. The values of identifiers, lengths, and the contents of
integers are shown in hexadecimal, two hexadecimal digits per octet. The values of the contents of character strings are
shown as text, one character per octet.
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Personnel
Record Length  Contents
60 8185
Name Length  Contents
61 10
VisibleString  Length Contents
1A 04 "John"
VisibleString  Length Contents
1A 01 "p"
VisibleString  Length Contents
1A Q5. "Snith!
Title Length  Contents
A0 0A
VisibleString  Length Contents
1A 08 "Director"
Employee
Number Length Contents
42 01 33
Date of
Hire Length  Contents
Al 0A
Date Length Contents
43 08 "19710917"
Name of
Spouse  Length Contents
A2 12
Name Length Contents
61 10
VisibleString  Length  Contents
1A 04 "Mary"
VisibleString  Length  Contents
1A 01 "T"
VisibleString  Length  Contents
1A 05 "Smith"
[3] Eength  Contents
A3 42
Set Length Contents
31 IF
Name Length  Contents
61 11
VisibleString  Length Contents
1A 05 "Ralph"
VisibleString  Length Contents
1A 01 "T"
VisibleString  Length Contents
1A 05 "Smith"
Date of
Birth Length Contents
A0 0A
Date Length Contents
43 08 "19571111"
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