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Foreword

ISO (the International Organization for Standardization) and IEC (the Inter-
national Electrotechnical Commission) form the specialized system for worldwide

standar]

dization. National bodies that are members of ISO or IEC participate in the

development of International Standards through technical committees established

by the
ISO an
interna
ISO an

In the
technic|
joint te

Fespective organization to deal with particular fields of technical activity.
 IEC technical committees collaborate in fields of mutual interest. Other
ional organizations, governmental and non-governmental, in liaison with
j IEC, also take part in the work.

field of information technology, ISO and IEC have established a joint
pal committee, ISO/IEC JTC 1. Draft International Standards adopted by the
Chnical committee are circulated to national bodies for voting. Publication

as an International Standard requires approval by at least 75 % of the national

bodies

Interna

Casting a vote.

ional Standard ISO/IEC 8825-1 was prepared by Joint Technical

Commifttee ISO/IEC JTC 1, Information technology, Subcommittee SC 21, Open
systemq interconnection, data management and open distributed processing, in
collaboration with ITU-T. The identical text is published as ITU-T

Recom

This is

ISO/IE

mendation X.690.
l revision of ISO/IEC 8825:1990.

" 8825:1995 consists of the following parts, under the general title

Information technology — ASN.1 encoding rules:

Part 1: Specification of Basic Encoding’Rules (BER), Canonical Encoding
Rules (CER) and Distinguished Encoding Rules (DER)

Part 2: Specification of Packed-Encoding Rules

Annexgs A to D of this part of ISO/IEC 8825:1995 are for information only.

v
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Introduction

ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3,
ITU-T Rec. X.683 | ISO/IEC 8824-4 (Abstract Syntax Notation One or ASN.1) together specify a notation for the
deﬁnitio:] Ol abstract syntaxes, enabling application layer standards to define the types of information they need to
transfer ysing the presentation service. It also specifies a notation for the specification of values of a defined typé.

This Recpmmendation | International Standard defines encoding rules that may be applied to values of. types defined
using thefASN.1 notation. Application of these encoding rules produces a transfer syntax for such values. It is implic]t in
the specification of these encoding rules that they are also to be used for decoding.

There mgy be more than one set of encoding rules that can be applied to values of types that are defined using the ASN.1
notation. |This Recommendation | International Standard defines three sets of encoding rules;“called basic encoding
rules, caponical encoding rules and distinguished encoding rules. Whereas the basic encoding rules gives the sender
of an endoding various choices as to how data values may be encoded, the canonical .and distinguished encoding rfiles
select just one encoding from those allowed by the basic encoding rules, eliminating-all of the sender’s options. [The
canonical and distinguished encoding rules differ from each other in the set of restrictions that they place on the basic
encoding|rules.

The distipguished encoding rules is more suitable than the canonical encoding rules if the encoded value is small eno! ngh
to fit intq the available memory and there is a need to rapidly skip over'some nested values. The canonical encod ing
rules is njore suitable than the distinguished encoding rules if there is a-fieed to encode values that are so large that lEr'ney
cannot repdily fit into the available memory or it is necessary to_enc¢ode and transmit a part of a value before the enjtire
value is gvailable. The basic encoding rules is more suitable than the canonical or distinguished encoding rules if|the
encoding|contains a set value or set-of value and there is no need for the restrictions that the canonical and distinguished
encoding|rules impose. This is due to the memory and CPU overhead that the latter encoding rules exact in ordef to
guaranteq that set values and set-of values have just one(possible encoding.

Annex Al gives an example of the application .of the basic encoding rules. It does not form an integral part of fhis
Recomme¢ndation | International Standard.

Annex B summarizes the assignment of object identifier values made in this Recommendation | International Standard. It
does not form an integral part of this Récommendation | International Standard.

Annex Cgives examples of applying the basic encoding rules for encoding reals. It does not form an integral part of this
Recommg¢ndation | International-Standard.

Annex Df provides a tutofial“on the use of the distinguished encoding rules to provide an integrity service for QSI
communifations. It doeSqrot form an integral part of this Recommendation | International Standard.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - ASN.1 ENCODING RULES:
SPECIFICATION OF BASIC ENCODING RULES (BER),
CANONICAL ENCODING RULES (CER)

AND DISTINGUISHED ENCODING RULES (DER)

1 Scope

This Recommendation | International Standard specifies a set of basic encoding rules that may be(used to deriye the
specifi¢ation of a transfer syntax for values of types defined using the notation specified in ITU:T Rec. X.680 (1p94) |
ISO/IEC 8824-1:1995, ITU-T Rec. X.681 (1994) | ISO/MEC 8824-2:1995, ITU-T ‘Rec. X.682 (1994) |
ISO/IEL 8824 3:1995, and ITU-T Rec. X.683 (1994) | ISO/IEC 8824-4:1995, collectively referred to as Abstract Syntax
Notatidn One or ASN.1. These basic encoding rules are also to be applied for decoding such,a transfer syntax in orfer to
identify the data values being transferred. It also specifies a set of canonical and distinguished encoding rules that restrict

the encloding of values to just one of the alternatives provided by the basic encoding rules.

These ¢ncoding rules are used at the time of communication (by the presentation service provider when required by a

presenfation context).

2 Normative references

The fo|lowing Recommendations and International Standards*Centain provisions which, through reference in thi

b text,

constityite provisions of this Recommendation | InternationaliStandard. At the time of publication, the editions indjcated
were Valid. All Recommendations and Standards are stbject to revision, and parties to agreements based op this

Recommendation | International Standard are encouraged to investigate the possibility of applying the most

editions of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of cu:I:ently

valid International Standards. The Telecommunications Standardization Bureau of the ITU maintains a list of cu
valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

Interconnection'-_Basic Reference Model: The basic model.

Interconnection — Connection-oriented presentation protocol: Protocol specification.

Notation One (ASN.1): Specification of basic notation.

Notation One (ASN.1): Information object specification.

recent

ently

—  ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
—  ITU-T Recommendation X.226 (1994) | ISO/IEC 8823-1:1994, Information technology — Open Systems
— ITUSF-Recommendation X.680 (1994) | ISO/IEC 8824-1:1995, Information technology — Abstract §yntax

— VITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1995, Information technology — Abstract $yntax

—  ITU-T Recommendation X.682 (1994) TISO/IEC 8824-3:1995, Information technology — Abstract Syntax

Notation One (ASN.1): Constraint specification.

—  ITU-T Recommendation X.683 (1994) | ISO/IEC 8824-4:1995, Information technology — Abstract Syntax

Notation One (ASN.1): Parameterization of ASN.1 specifications.

2.2 Additional references
—  ISO International Register of Coded Character Sets to be used with Escape Sequence.
—  ISO/IEC 2022:1994, Information technology — Character code structure and extension techniques.

— ISO 6093:1985, Information processing — Representation of numerical values in character strings for

information interchange.

ITU-T Rec. X.690 (1994 E)
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—  ISO/IEC 6429:1992, Information technology — Control functions for coded character sets.
—  CCITT Recommendation X.208 (1988), Specification of Abstract Syntax Notation One (ASN.1).

—  ISO/IEC 8824-1 to 8824:1990, Information technology — Open Systems Interconnection — Specification of

Abstract Syntax Notation One (ASN.1).

—  ISO/IEC 10646-1:1993, Information technology — Universal Multiple-Octet Coded Character Set
Part 1: Architecture and Basic Multilingual Plane.

Definitions

(UCS) —

For the purposes of this Recommendation | International Standard the definitions of ISO/IEC 7498-1 and ITU-T Rec. X.680 |
ISO/IEC 8824-1 and the following definitions apply.

31
presd

3.2
featu

3.3
34
3.5

this R

3.6
of th

3.7
othel

3.8
of th|

3.9

3.10
or m|

3.11
whig

3.12
3.13

dynamic conformance: A statement of the requirement for an implementation to adhere to the-h
ribed by this Recommendation | International Standard in an instance of communication.

res from among those defined by this Recommendation | International Standard.
data value: Information specified as the value of a type; the type and the value are defined using ASN.
encoding (of a data value): The complete sequence of octets used to represenf\the data value.

identifier octets: Part of a data value encoding which is used to identify the-type of the value.

NOTE - Some ITU-T Recommendations use the term "data element” for this‘sequence of octets, but the term is ndg
length octets: Part of a data value encoding following the identifier octets which is used to determine
e encoding.

contents octets: That part of a data value encoding which represents a particular value, to distinguish
values of the same type.

end-of-contents octets: Part of a data value encdding, occurring at its end, which is used to determine
e encoding.

NOTE - Not all encodings require end-of-confents octets.
primitive encoding: A data value encoding in which the contents octets directly represent the value.

constructed encoding: A data value encoding in which the contents octets are the complete encodin
ore data values.

receiver: An impleméntation decoding the octets produced by a sender, in order to identify the da
h was encoded.

sender: An implementation encoding a data value for transfer.

trailing 0°bit: A O in the last position of a bitstring value.

Abbreviations

ecommendation | International Standard, as other Recommendations | International Standards use it to mean "data value]'.

ehavior

static conformance: A statement of the requirement for support by an implementation, of a valid set of

t used in

g

the end

it from

the end

b of one

ta value

NOTE-—\The 0 in a bitstring value consisting of a single 0 bit is a trailing O bit. Its removal produces an empty bitsfring.

5

ASN.1  Abstract Syntax Notation One

BER Basic Encoding Rules of ASN.1

CER Canonical Encoding Rules of ASN.1
DER Distinguished Encoding Rules of ASN.1
ULA Upper Layer Architecture

Notation

This Recommendation | International Standard references the notation defined by ITU-T Rec. X.680 | ISO/IEC 8824-1.

2

ITU-T Rec. X.690 (1994 E)
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6 Convention

6.1 This Recommendation | International Standard specifies the value of each octet in an encoding by use of the
terms "most significant bit" and "least significant bit".

NOTE - Lower layer specifications use the same notation to define the order of bit transmission on a serial line, or the
assignment of bits to parallel channels.

6.2 For the purposes of this Recommendation | International Standard only, the bits of an octet are numbered from
8 to 1, where bit 8 is the "most significant bit", and bit 1 is the "least significant bit".

6.3 For the purpose of this Recommendation | International Standard, two octet strings can be compared. One octet

string is equal to another if they are of the same length and are the same at each octet position. An octet string, Sy, is
greaterthan another, S, if and only if either:

a) Sj and S; have identical octets in every position up to and including the final octet in S5, but-Sy/is Jonger;
or

b) S; and S; have different octets in one or more positions, and in the first such positidn, the octet ip S; is
greater than that in Sy, considering the octets as unsigned binary numbers whose bit n has weight 211-1.

7 Conformance
71 Dynamic conformance is specified by clause to clause inclusive.
7.2 Static conformance is specified by those standards which specify. the application of one or more of these

encoding rules.

7.3 Alternative encodings are permitted by the basic encoditig’rules as a sender’s option. Receivers who| claim
confomance to the basic encoding rules shall support all alternatives.

NOTE - Examples of such alternative encodings appear.in 8.1.3.2 b) and Table 3.

7.4 No alternative encodings are permitted by the-Canonical Encoding Rules or Distinguished Encoding Rulgs.
8 Basic encoding rules
8.1 General rules for encoding

8.1.1 Structure of an encoding

8.1.1.1 The encoding.of a data value shall consist of four components which shall appear in the following order:
a) identifier octets (see 8.1.2);
b) ¢>length octets (see 8.1.3);

0) contents octets (see 8.1.4);

d) end-of-contents octets (see 8.1.5).

8.1.1.2  The end-of-contents octets shall not be present unless the value of the length octets requires them to be present
(see 8.1.3).

8.1.1.3 Figure 1 illustrates the structure of an encoding (primitive or constructed). Figure 2 illustrates an alternative
constructed encoding.

8.1.2 Identifier octets

8.1.2.1 The identifier octets shall encode the ASN.1 tag (class and number) of the type of the data value.

ITU-T Rec. X.690 (1994 E) 3
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|dentifier octets Length octets Contents octets

The number of octets
in the contents octets
(see 8.1.3.2)

TISO4830-94/d01

Figure 1 - Structure of an encoding

Identifier octets Length octets Contents octets End of\contents octets
Indicates that the contents Indicates that there are|
octets are terminated by no further encodings
end of contents octets in the contents octets
(see 8.1.3.6)
TISO4840-94/d02

Figure 2 — An alternative constructéd-encoding

8.1.2.2 For tags with a number ranging from zero t0.30 (inclusive), the identifier octets shall comprise a single octet
encofled as follows:

a) bits 8 and 7 shall be encoded.to(represent the class of the tag as specified in Table 1;
b) bit 6 shall be a zero or a.one according to the rules of 8.1.2.5;

c) bits 5 to 1 shall eficede the number of the tag as a binary integer with bit 5 as the most significant pit.

Table 1 — Encoding of class of tag

Class Bit 8 Bit 7
Universal 0 0
Appiication Y T
Context-specific 1 0
Private 1 1

8.1.2.3 Figure 3 illustrates the form of an identifier octet for a type with a tag whose number is in the range zero to
30 (inclusive).

4 ITU-T Rec. X.690 (1994 E)
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Identifier octet

A
v

Bits 8 7 6 5 4 3 2 1

Class P/C Number of tag

|: 0 = Primitive
1 = Constructed

TISO4850-94/d03

Figure 3 - Identifier octet (low tag number)

8.1.2.
one of

8.1.2.

8.1.2

8.1.2

§ For tags with a number greater than or equal to 31, the identifier shall comprise a leading octet folloy
more subsequent octets.

§.1 The leading octet shall be encoded as follows:
a) bits 8 and 7 shall be encoded to represent the class of the tag as listed in Table-1;
b)  bit 6 shall be a zero or a one according to the rules of 8.1.2.5;

c) bits 5 to 1 shall be encoded as 111115.

§.2 The subsequent octets shall encode the number of the tag as follows:
a) bit 8 of each octet shall be set to one unless it is the last octét of the identifier octets;

b) bits 7 to 1 of the first subsequent octet, followed by bits:7 to 1 of the second subsequent octet, follo
turn by bits 7 to 1 of each further octet, up to and<including the last subsequent octet in the id
octets shall be the encoding of an unsigned binary/integer equal to the tag number, with bit 7 of ]
subsequent octet as the most significant bit;

c) bits 7 to 1 of the first subsequent octet shall‘not all be zero.

§.3 Figure 4 illustrates the form of the identifier'octets for a type with a tag whose number is greater than 30

ved by

wed in
entifier
he first

Subsequent octets
Leading octet 2nd octet Last octpt
< > ¢—> —f
Qlass (P/C| 1 1 1 1 1 1 1 1 0
+ + [ | + +
= Number df tag
TISO4850-94/d04

Figure 4 - Identifier octets (high tag number)

8.1.2.5 Bit 6 shall be set to zero if the encoding is primitive, and shall be set to one if the encoding is constructed.

8.1.2.6

NOTE - Subsequent clauses specify whether the encoding is primitive or constructed for each type.

takes the value of the tag of the type from which the chosen data value is taken.

ITU-T Rec. X.690 (1994 E)
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8.1.2.7

ITU-T Rec. X.681 | ISO/IEC 8824-2, subclauses 14.2 and 14.4 specifies that the tag of a type defined using

"ObjectClassFieldType" is indeterminate if it is a type field, a variable-type value field, or a variable-type value set field.
This type is subsequently defined to be an ASN.1 type, and the complete encoding is then identical to that of a value of
the assigned type (including the identifier octets).

8.1.3

Length octets

8.1.3.1 Two forms of length octets are specified. These are:

N’
-y
(=9
o
jomg
3
=
=y
(]

V) orm (cee
the TINNe I0rm (52

[« ]

1
W

L))
0

)+ and
J

5 QAU

6).

—
w

b) the indefinite form (see 8.1.

8.1.3.2 A sender shall:

8.1.3.3 For the definite form, the length octets shall consist of one or more octets, and shall represent the nun

octets

R.1.3.4 In the short form, the lenoth octets shall ¢ vnpsi of a single octet in which bit\8 is zero and bits 7 to 1 ¢

Ceied

the n

significant bit.

Example

8.1.3.3 In the long form, the length octets shall consist of an initial'ectet and one or more subsequent octets. The
octet ghall be encoded as follows:

altivas
IO TITITer v e

h) nca aithar tha dafinita form (caa Q1 2 2\ Ar tha indafinita form (gaa
U) use Cinlr € GCIini€ iorm (S€C€ o.1.5.5) OF i€ inGCIinite 101 (8€C

encoding is constructed and all immediately available;

c) use the indefinite form (see 8.1.3.6) if the encoding is constructed and is not all immediately availah

NOTE - The short form can only be used if the number of octets in the contents octets is less.than or equal to 127.

LI SLVIL AULI, uiv atigul VLo shall consist o1 a Siiig 1€ octet 11 Ui )0 15 LUiV Qi Uiw 1

ber of octets in the contents octets (which may be zero), as an unsigned. binary integer with bit 7 as th

L =38 can be encoded as 00100110,.

a) bit 8 shall be one;

b) bits 7 to 1 shall encode the number of subséquent octets in the length octets, as an unsigned binary
with bit 7 as the most significant bit;

¢) the value 111111115 shall not be used.

NOTE 1 - This restriction s introduced for possible future extension.

)
ot
>

le.

ber of

in the contents octets using either the short form (see 8.1.3.4) or the long form (see 8.1.3.9))as a sender’s option.

uLOUC

initial

nteger

Bits 8|to 1 of the first subsequent octet, followed by bits 8 to 1 of the second subsequent octet, followed in turn by bits 8
to 1 of each further octet up to and-including the last subsequent octet, shall be the encoding of an unsigned [binary
integel equal to the number of (octets in the contents octets, with bit 8 of the first subsequent octet as th¢ most
significant bit.
Example
L =201 cambe’encoded as:
10000001,
11001001,
NOTE 2 - In the long form, it is a sender’s option whether to use more length octets than the minimum necessary.
8.1.3.6 For the indefinite form, the length octets indicate that the contents octets are terminated by end-oi-contents

octets

(see 8.1.5), and shall consist of a single octet.

8.1.3.6.1 The single octet shall have bit 8 set to one, and bits 7 to 1 set to zero.

8.1.3.6.2 If this form of length is used, then end-of-contents octets (see 8.1.5) shall be present in the encoding following
the contents octets.

8.14

Contents octets

The contents octets shall consist of zero, one or more octets, and shall encode the data value as specified in subsequent
clauses.

6

NOTE - The contents octets depend on the type of the data value; subsequent clauses follow the same sequence as the
definition of types in ASN.1.
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8.1.5 End-of-contents octets

The end-of-contents octets shall be present if the length is encoded as specified in 8.1.3.6, otherwise they shall not be
present.

The end-of-contents octets shall consist of two zero octets.

NOTE - The end-of-contents octets can be considered as the encoding of a value whose tag is universal class, whose form
is primitive, whose number of the tag is zero, and whose contents are absent, thus:

End-of-contents Length Contents
0016 0016 Absent
8.2 Encoding of a boolean value

8.2.1 The encoding of a boolean value shall be primitive. The contents octets shall consist of @'sifigle octet.

8.2.2 If the boolean value is
FALSE

the octet shall be zero.

If the Boolean value is
TRUE

the octet shall have any non-zero value, as a sender’s option.

Example — If of type BOOLEAN, the value TRUE can be encoded as:

Boolean Length Contents
046 0136 FFig
8.3 Encoding of an integer value

8.3.1 The encoding of an-integer value shall be primitive. The contents octets shall consist of one or more octefs.

8.3.2 If the contents 6etets of an integer value encoding consist of more than one octet, then the bits of the firgt octet
and bit 8 of the second octet

a) shall\not all be ones; and

b) <shall not all be zero.
NOTE - These rules ensure that an integer value is always encoded in the smallest possible number of octets.

8.3.3 contentsoctets shall be a two’s-comple
bits 8 to 1 of the first octet, followed by bits 8 to 1 of the secon
and including the last octet of the contents octets.

ary-pumber-equa e-inteser-value—and isting of
d octet, followed by bits 8 to 1 of each octet in turn up to

NOTE - The value of a two’s complement binary number is derived by numbering the bits in the contents octets, starting
with bit 1 of the last octet as bit zero and ending the numbering with bit 8 of the first octet. Each bit is assigned a numerical value
of 2N, where N is its position in the above numbering sequence. The value of the two’s complement binary number is obtained by
summing the numerical values assigned to each bit for those bits which are set to one, excluding bit 8 of the first octet, and then
reducing this value by the numerical value assigned to bit 8 of the first octet if that bit is set to one.

8.4 Encoding of an enumerated value

The encoding of an enumerated value shall be that of the integer value with which it is associated.
NOTE - It is primitive.
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8.5 Encoding of a real value
8.5.1 The encoding of a real value shall be primitive.
8.5.2 If the real value is the value zero, there shall be no contents octets in the encoding.

8.5.3 If the real value is non-zero, then the base used for the encoding shall be B’, chosen by the sender. If B’ is 2, 8
or 16, a binary encoding, specified in 8.5.5, shall be used. If B’ is 10, a character encoding, specified in 8.5.6, shall be
used.

NOTE - The form of storage, generation, or processing by senders and receivers, and the form used in the ASN.1 value
notation are all independent of the base used for transfer.

8.54 Bit 8 of the first contents octet shall be set as follows:

a) if bit 8 = 1, then the binary encoding specified in 8.5.5 applies;

b) if bit 8 =0 and bit 7 = 0, then the decimal encoding specified in 8.5.6 applies;

c) if bit 8 =0 and bit 7 = 1, then a "SpecialRealValue" (see ITU-T Rec. X.680 | ISO/IEC 88241)is epcoded
as specified in 8.5.7.

8.5.5 When binary encoding is used (bit 8 = 1), then if the mantissa, M is non-zero, it shall'be representdd by a
sign §, a non-negative integer value N and a binary scaling factor F, such that
M=SxNx?2F

0<F<4

S=+lor-1

NOTE - The binary scaling factor F is required under certain circumstances_in order to align the implied point of the
mantigsa to the position required by the encoding rules of this clause. This alignment can not always be achieved by modification of
the exponent E. If the base B’ used for encoding is 8 or 16, the implied point can,only be moved in steps of 3 or 4 bits, respgctively,
by chdnging the component E. Therefore, values of the binary scaling factor F.other than zero may be required in order to njove the
implied point to the required position.

8.5.5.] Bit 7 of the first contents octets shall be 1 if S is —1 and O‘otherwise.
8.5.5.2 Bits 6 to 5 of the first contents octets shall encode the\value of the base B’ as follows:

Bits6to 5 Base

00 base 2

01 base 8

10 base 16

11 Reserved for further editions of this Recommendation | International Standard.

8.5.53 Bits 4 to 3 of the first contents octet shall encode the value of the binary scaling factor F as an unsigned binary
integgr.

8.5.54 Bits 2 to 1 of the fir§t contents octet shall encode the format of the exponent as follows:

a) if bits 2 to\IMare 00, then the second contents octet encodes the value of the exponent as 3 two’s
complement binary number;

b) if bits2 to 1 are 01, then the second and third contents octets encode the value of the exponent as p two’s
complement binary number;

¢)~if bits 2 to 1 are 10, then the second, third and fourth contents octets encode the value of the expongnt as a
two’s complement binary number;

) fbits2-totare 1‘1, then-the-second—contents-octetencodes-thenumber-of octets; X say; (aa amu 1signed
binary number) used to encode the value of the exponent, and the third up to the (X plus 3)% (inclusive)
contents octets encode the value of the exponent as a two’s complement binary number; the value of X
shall be at least one; the first nine bits of the transmitted exponent shall not be all zeros or all ones.

8.5.5.5 The remaining contents octets encode the value of the integer N (see 8.5.5) as an unsigned binary number.
NOTES
1 For non-canonical BER there is no requirement for floating point normalization of the mantissa. This allows an
implementor to transmit octets containing the mantissa without performing shift functions on the mantissa in memory. In the

Canonical Encoding Rules and the Distinguished Encoding Rules normalization is specified and the mantissa (unless it is 0) needs to
be repeatedly shifted until the least significant bitis a 1.

2 This representation of real numbers is very different from the formats normally used in floating point hardware, but
has been designed to be easily converted to and from such formats (see annex C).
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8.5.6 When decimal encoding is used (bits 8 to 7 = 00), all the contents octets following the first contents octet form
a field, as the term is used in ISO 6093, of a length chosen by the sender, and encoded according to ISO 6093. The
choice of ISO 6093 number representation is specified by bits 6 to 1 of the first contents octet as follows:

Bits 610 1 Number representation

00 0001 ISO 6093 NR1 form
00 0010 ISO 6093 NR2 form
000011 ISO 6093 NR3 form

The remaining values of bits 6 to 1 are reserved for to this Recommendation | International Standard.

There shall be no use of scaling factors specified in accompanying documentation (see ISO 6093).
NOTES

1 The recommendations in ISO 6093 concerning the use of at least one digit to the left of the decimal mark)dre also
recomtpended in this Recommendation | International Standard, but are not mandatory.

2 Use of the normalized form (see ISO 6093) is a sender’s option, and has no significance.

8.5.7 When "SpecialRealValues" are to be encoded (bits 8 to 7 = 01), there shall be only one, Contents octeg, with
values|as follows:

01000000 Value is PLUS-INFINITY
01000001 Value is MINUS-INFINITY

All other values having bits 8 and 7 equal to 0 and 1 respectively are reserved for‘addenda to this Recommendation |
Interngtional Standard.

8.6 Encoding of a bitstring value

8.6.1 The encoding of a bitstring value shall be either primitive.orconstructed at the option of the sender.
NOTE - Where it is necessary to transfer part of a bit stfing before the entire bitstring is available, the congtructed
encoding is used.

8.6.2 The contents octets for the primitive encodingzshall contain an initial octet followed by zero, one of more
subseduent octets.

8.6.2.1 The bits in the bitstring, commencing with’the first bit and proceeding to the last bit, shall be placed in| bits 8
to 1 of the first subsequent octet, followed by.bits 8 to 1 of the second subsequent octet, followed by bits 8 to 1 df each
octet ip turn, followed by as many bits as are needed of the final subsequent octet, commencing with bit 8.

NOTE - The terms "first bit" and\"trailing bit" are defined in ITU-T Rec. X.680 | ISO/IEC 8824-1.

8.6.2.2 The initial octet shall encode, as an unsigned binary integer with bit 1 as the least significant bit, the number of
unused bits in the final subsequentoctet. The number shall be in the range zero to seven.

8.6.2.3 If the bitstring is-empty, there shall be no subsequent octets, and the initial octet shall be zero.

8.6.24 Where ITUsT Rec. X.680 | ISO/IEC 8824-1, subclause 19.7 applies, a BER encoder/decoder can add or
removg trailing O bits-from the value.
NOTE=If a bitstring value has no 1 bits then an encoder (as a sender’s option) may encode the value with an initipl octet
set to ( or may-encode it as a bit string with one or more 0 bits following the initial octet.

8.6.3 The contents octets for the constructed encoding shall consist of zero, one, or more nested encodings.

NOTE - Each such encoding includes identifier, length, and contents octets, and may include end-of-contents octets if it is
constructed.

8.6.4 To encode a bitstring value in this way, it is segmented. Each segment shall consist of a series of consecutive
bits of the value, and with the possible exception of the last, shall contain a number of bits which is a multiple of eight.
Each bit in the overall value shall be in precisely one segment, but there shall be no significance placed on the segment
boundaries.

NOTE - A segment may be of size zero, i.e. contain no bits.
8.6.4.1 Each encoding in the contents octets shall represent a segment of the overall bitstring, the encoding arising
from a recursive application of this clause. In this recursive application, each segment is treated as if it were a bitstring

value. The encodings of the segments shall appear in the contents octets in the order in which their bits appear in the
overall value.
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NOTES

1 As a consequence of this recursion, each encoding in the contents octets may itself be primitive or constructed.
However, such encodings will usually be primitive.

2 Inparticular, the tags in the contents octets are always universal class, number 3.

8.6.4.2 Example — If of type BIT STRING, the value ’0A3B5F291CD’H can be encoded as shown below. In this
example, the Bit String is represented as a primitive:

BitString Length Contents

0316 0716 040A3B5F291CDO0;

The vplue shown above can also be encoded as shown below. In this example, the Bit String is represented as a

constrjictor:
BitString Length Contents
2316 8046
BitString Length Contents
0346 0316 000A3B¢
036 0516 045F291CDO0;¢
EOC Length
0046 0046
8.7 Encoding of an octetstring value
8.7.1 The encoding of an octetstring value shall be either primitive or constructed at the option of the sender.
NOTE - Where it is necessary to transfer part of an octet string before the entire octetstring is available, the con:
encodipg is used.
8.7.2 The primitive encoding contains zero, one or more contents octets equal in value to the octets in the data
in the|order they appear in the dafa yalue, and with the most significant bit of an octet of the data value aligned W

most gignificant bit of an octet©of the contents octets.

8.7.3

constry

8.7.3.
conse

8.7.3.

The contents oetets for the constructed encoding shall consist of zero, one, or more encodings.
NOTE - Eaclf'such encoding includes identifier, length, and contents octets, and may include end-of-contents octet
cted.

| To encode an octetstring value in this way, it is segmented. Each segment shall consist of a se
utivesoctets of the value. There shall be no significance placed on the segment boundaries.

NOTE - A segment may be of size zero, i.e. contain no octets.

tructed

value,
ith the

5 if it is

ries of

Each encoding in the contents octets shall represent a segment of the overall octetstring, the encoding

arising

from a recursive application of this subclause. In this recursive application, each segment is treated as if it were a
octetstring value. The encodings of the segments shall appear in the contents octets in the order in which their octets
appear in the overall value.

NOTES

1 As a consequence of this recursion, each encoding in the contents octets may itself be primitive or cons

However, such encodings will usually be primitive.

8.8
8.8.1

10

2 Inparticular, the tags in the contents octets are always universal class, number 4.

Encoding of a null value

The encoding of a null value shall be primitive.

ITU-T Rec. X.690 (1994 E)
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The contents octets shall not contain any octets.
NOTE - The length octet is zero.

Example - If of type NULL, the NULL can be encoded as:

95 (E)

Null Length
0516 0016
8.9 Encoding of a sequence value
8.9.1 The encoding of a sequence value shall be constructed.
8.9.2 The contents octets shall consist of the complete encoding of one data value from each of the types listed in the
ASN.1| definition of the sequence type, in the order of their appearance in the definition, unless the type was refefenced
with the keyword "OPTIONAL" or the keyword "DEFAULT".
8.9.3 The encoding of a data value may, but need not, be present for a type which was referenced with the keyword
"OPTIONAL" or the keyword "DEFAULT". If present, it shall appear in the encoding at the point corresponding|to the
appearpnce of the type in the ASN.1 definition.
Example — If of type
SEQUENCE {name IA5String, ok BOOLEAN}
the value
{name "Smith", ok TRUE}
can belencoded as:
Sequence Length Contents
3046 0A16
IA5String Length Contents
1616 0516 YSmith"
Boolean Length Contents
0146 01;¢ FF6
8.10 Encoding of a sequence-of value
8.10.1] The encoding of a sequence-of value shall be constructed.
8.10.2| The contents octets shall consist of zero, one or more complete encodings of data values from the type listed in
the AJN.1 definition.
8.10.3| The order of the encodings of the data values shall be the same as the order of the data values in the seqience-
of valye to be encoded.
8.11 Encoding ef a set value
8.11.1] The encoding of a set value shall be constructed.
8.11.2| The contents octets shall consist of the complete encoding of a data value from each of the types listed|in the
ASN.] definition of the set type, in an order chosen by the sender, unless the type was referenced with the keyword
"OPTIONAL"orthe keyword "DEFAULT™
8.11.3 The encoding of a data value may, but need not, be present for a type which was referenced with the keyword
"OPTIONAL" or the keyword "DEFAULT".

8.12

8.12.1
8.12.2
8.12.3

NOTE - The order of data values in a set value is not significant, and places no constraints on the order during transfer.

Encoding of a set-of value
The encoding of a set-of value shall be constructed.
The text of 8.10.2 applies.

The order of data values need not be preserved by the encoding and subsequent decoding.

ITU-T Rec. X.690 (1994 E)
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8.13 Encoding of a choice value

The encoding of a choice value shall be the same as the encoding of a value of the chosen type.
NOTES
1 The encoding may be primitive or constructed depending on the chosen type.

2 The tag used in the identifier octets is the tag of the chosen ty

used ider octets 1e tag of the chosen typ ecified in the ASN

definition of the choic
.1 Gelinuiien Of (e Cnot

a
<o

type.

8.14 Encoding of a tagged value

8.14.1 The encoding of a tagged value shall be derived from the complete encoding of the corresponding data value
of the type appearing in the "TaggedType" notation (called the base encoding) as specified in 8.14.2 and 8.14.3.

8.14.2—Ifimplicit tagging (see 1TU-T Rec. X.680 I ISO/IET 8824-T, subclause 28.0) was not used in the detinjtion of
the type, the encoding shall be constructed and the contents octets shall be the complete base encoding.
8.14.3 If implicit tagging was used in the definition of the type, then:
a) the encoding shali be constructed if the base encoding is constructed, and shaii beprimitive otherwise;
and
h) he contente actate chall he the came ac the contente netate nf the hace encading
b) the contents octets shall be the same as the contents octets of the base encoding.
Example - With ASN.1 type definitions (in an explicit tagging environment) of
Typel ::= VisibleString
Type2 ::= [APPLICATION 3] IMPLICIT Typel
Type3 ::=[2] Type2
Type4 ::= [APPLICATION 7] IMPLICIT Type3
TypeS5 ::= [2] IMPLICIT Type2
a value of
"Jones"
is encpded as follows:
For Typel:
VisibleString Length Contents
1A46 0546 4A6F6E6573¢
For Type2:
[Application 3] Length Contents
436 0546 4A6F6E6573 ¢
For Type3:
[2] Length Contents
A2 076
[Application 3] Length Contents
436 056 4A6F6E6573¢
For Type4:
tHApphieationH—ength Contents
6716 0746
[Application 3] Length Contents
436 056 4A6F6E6573 4
For Type5:
[2] Length Contents
8216 056 4A6F6E657316

8.15 Encoding of an open type

The value of an open type is also a value of some (other) ASN.1 type. The encoding of such a value shall be the
complete encoding herein specified for the value considered as being of that other type.
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8.16 Encoding of an instance-of value

8.16.1 The encoding of the instance-of type shall be the BER encoding of the following sequence type with the value
as specified in 8.16.2:

[UNIVERSAL 8] IMPLICIT SEQUENCE
{

type-id <DefinedObjectClass>.&id,

value [0] EXPLICIT <DefinedObjectClass>.&Type
}

where "<DefinedObjectClass>" is replaced by the particular "DefinedObjectClass” used in the "InstanceOfType"
notation.

NOTE — When the value is a value of a single ASN.1 type and BER encoding is used for it, the encoding of this type is
identical to an encoding of a corresponding value of the external type, where the "syntax" alternative is in use for representipg the
abstract(|value.

8.16.2 | The value of the components of the sequence type in 8.16.1 shall be the same as the .values df the
corresppnding components of the associated type in ITU-T Rec. X.681 | ISO/IEC 8824-2, subclause C.7,

8.17 Encoding of a value of the embedded-pdv type

8.17.1 | There are two sub-rules used for encoding the embedded-pdv type, called EP-A(the index-setting subtrule)
and EP-B (the index-using sub-rule). For any given value of "identification" in the abstract value, the first occufrence
(within| the encoding of an entire pdv) of a value of the embedded-pdv type with this,value of "identification" shall be
encodefl using sub-rule EP-A.

8.17.2| Subject to certain restrictions listed below, subsequent values with'the same value of "identification" shall be
encodefl using sub-rule EP-B with the "index" set to the same value as the-'index" in the corresponding EP-A encodling.

8.17.3| The conditions for use of sub-rule EP-B are listed below. If\any condition is not satisfied, then sub-rule [EP-A
shall b¢ used instead. The conditions for use of sub-rule EP-B are:
a) the "index" value is in the range O to 255;

b) the encoding of this instance of a value of the ,embedded-pdv type is an integral multiple of eight bit;

¢) the length of the encoding is not greater than the maximum length that can be identified by a long-form
length encoding.

NOTE - The last condition is.ndt likely to prove a restriction in practice.

8.17.4| For the first occurrence of an EP-A’encoding the "index" shall have the value zero, and for each subsdquent
occurrgnce it shall be incremented by one:

8.17.5| TUTORIAL - Thus, for(any given "identification" value there is a (relatively inefficient) EP-A encoding with
both ajunique index value and the full "identification" value, followed by arbitrarily many (efficient) EP-B encqdings
linked [to the EP-A encoding-by the index value. Because the EP-B encoding uses a single octet for the index, |and a
count in octets for the en€oding, it cannot be used if the index value exceeds 255 (256 different "identifications" [are in
use), of if the encoding is hot a multiple of eight bits. In these cases the EP-A encoding is used for all such occurrences.

8.17.6| The EP=A{encoding shall be the BER encoding of the following sequence type after the application pf the
AUTOMATIG-TAGS as specified in ITU-T Rec. X.680 | ISO/IEC 8824-1, subclauses 22.6 and 26.3:

[ONIVERSAL 11] IMPLICIT SEQUENCE {

index INTEGER,
identification CHOICE {
syntaxes SEQUENCE {
abstract OBJECT IDENTIFIER,
transfer OBJECT IDENTIFIER },
syntax OBJECT IDENTIFIER,
presentation-context-id INTEGER,
context-negotiation SEQUENCE {
presentation-context-id INTEGER,
transfer-syntax OBJECT IDENTIFIER },
transfer-syntax OBJECT IDENTIFIER,
fixed NULL },
data-value BIT STRING }
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8.17.7  The value of "data-value" shall be the encoding of the abstract data value using the identified transfer syntax,
the value of "index" shall be as determined above, and the value of all other fields shall be the same as the values
appearing in the abstract value.

NOTES

1 The component "index" is not defined in the abstract syntax because this is meant to be supplied strictly at the
encoding rule level (in the same sense that end-of-contents octets are meant to be applied at the encoding rule level).

2 Both alternatives of "data-value" in the abstract syntax are encoded identically — as a bitstring — in the transfer syntax.
8.17.8  The EP-B encoding shall be the BER encoding of the following ASN.1 type:
[UNIVERSAL 11] IMPLICIT OCTET STRING

where
a) the encoding iIs primitive,
b) the length octets is the short or long definite form as a sender’s option;
c) the contents octets encode the "index" in the first octet of the octet string value as an integer that ranges in
value from O through 255, followed by the encoding of the "data-value".
. NOTE - A receiver can distinguish the EP-A encoding from the EP-B encoding by the settingcof the primitive/copstructor
1t.

8.18 Encoding of a value of the external type

8.18{1 The encoding of a value of the external type shall be the BER encoding of the following sequente type,
assumned to be defined in an environment of EXPLICIT TAGS, with a value as Specified in the subclauses below

[UNIVERSAL 8] IMPLICIT SEQUENCE {

direct-reference OBJECT IDENTIFIER OPTIONAL,
indirect-reference INTEGER OPTIONAL,
data-value-descriptor ObjectDescriptor OPTIONAL,
encoding CHOICE {
single-ASN1-type [0] ABSTRACT-SYNTAX.&Type,
octet-aligned [11JIMPLICIT OCTET STRING,
arbitrary [2IIMPLICIT BIT STRING } }

NOTE - This sequence type is the same as that specified in CCITT Rec. X.208 (1988) | ISO/IEC 8824 (1990)| and the
resulting encoding of a value of an external type is unchanged from those specifications.

8.182  The value of the fields depends onthe abstract values being transmitted, which is a value of the type specified
in 30.5 of ITU-T Rec. X.680 | ISO/IEC 8824-1.

8.183  The "data-value-descriptor*;above shall be present if and only if the "data-value-descriptor" is preset in the
abstrpct value, and shall have the-same value.

8.184  Values of "direct-teference" and "indirect-reference" above shall be present or absent in accordarce with
Tabl¢ 2. Table 2 maps the external type alternatives of "identification" defined in ITU-T Rec. X.680 | ISO/IEC (8824-1,
subclause 30.5 to the external type components "direct-reference” and "indirect-reference" defined in.

Table 2 — Alternative encodings for "identification"

identification direct-reference indirect-reference
Syntaxes T CANNOT OCCUR™* FFFCANNOT OCCUR **%
syntax syntax ABSENT
presentation-context-id ABSENT presentation-context-id
context-negotiation transfer-syntax presentation-context-id
transfer-syntax ***% CANNOT OCCUR *** ***% CANNOT OCCUR ***
fixed *¥¥*% CANNOT OCCUR *x** *** CANNOT OCCUR ***
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8.18.5 The data value shall be encoded according to the transfer syntax identified by the encoding, and shall be placed
in an alternative of the "encoding" choice as specified below.

8.18.6  If the data value is the value of a single ASN.1 data type, and if the encoding rules for this data value are the
same as those for the complete "EXTERNAL" data type, then the sending implementation shall use any of the
"Encoding" choices:

single-ASN1-type

as an implementation option.

8.18.7 | If the encoding of the data value, using the agreed or negotiated encoding, is an integral number of octéts{ then
the sending implementation shall use any of the "Encoding" choices:

—  octet-aligned,

—  arbitrary,
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NOTE - A data value which is a series of ASN.1 types, and for which the transfer syntax Specifies simple concatenatjon of
the octefstrings produced by applying the ASN.1 Basic Encoding Rules to each ASN.1 type, falls-intothis category, not that of.

8.18.8 | If the encoding of the data value, using the agreed or negotiated encoding;\is'not an integral number of octets,
the "Enfoding" choice shall be

—  arbitrary

8.18.9 | If the "Encoding" choice is chosen as "single-ASN1-type", then the ASN.1 type shall replace the open [type,
with a yalue equal to the data value to be encoded.

NOTE - The range of values which might occur in the opeii.type is determined by the registration of the object ideptifier
value aspociated with the "direct-reference”, and/or the integer value.associated with the "indirect-reference".

8.18.10] If the "Encoding" choice is chosen as "octet-aligned”, then the data value shall be encoded according o the
agreed pr negotiated transfer syntax, and the resultingoctets shall form the value of the octetstring.

8.18.11 If the "Encoding" choice is chosen as'atbitrary", then the data value shall be encoded according to the agreed
or negotiated transfer syntax, and the result shall form the value of the bitstring.
8.19 Encoding of an object-identifier value

8.19.1 | The encoding of an object identifier value shall be primitive.

8.19.2 [ The contents -ecfets shall be an (ordered) list of encodings of subidentifiers (see 8.19.3 and 8[19.4)
concatgnated together

Each sybidentifiér is'represented as a series of (one or more) octets. Bit 8 of each octet indicates whether it is the ast in
the serjes: bit 8 of the last octet is zero; bit 8 of each preceding octet is one. Bits 7-1 of the octets in the {eries

collectively“encode the subidentifier. Conceptually, these groups of bits are concatenated to form an unsigned binary
numbef Whose most significant bit is bit 7 of the first octet and whose least significant bit is bit 1 of the last octef. The
subidentifier shall be encoded in the fewest possible octets, that is, the leading octet of the subidentifier shall not have
the value 801¢.

8.19.3 The number of subidentifiers (N) shall be one less than the number of object identifier components in the
object identifier value being encoded.

8.19.4 The numerical value of the first subidentifier is derived from the values of the first two object identifier
components in the object identifier value being encoded, using the formula

(X*40) + Y
where X is the value of the first object identifier component and Y is the value of the second object identifier

component.
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NOTE - This packing of the first two object identifier components recognizes that only three values are allocated from the
root node, and at most 39 subsequent values from nodes reached by X =0 and X = 1.

8.19.5  The numerical value of the i’th subidentifier, (2 < i <N) is that of the (i + 1)’th object identifier component.
Example — An OBJECT IDENTIFIER value of
{joint-iso-ccitt 100 3}

which is the same as

{2 100 3}

has 4 first subidentifier of 180 and a second subidentifier of 3. The resulting encoding is

OBJECT
IDENTIFIER Length Contents
0616 0316 81340344

8.20 Encoding for values of the restricted character string types
8.20{1  The data value consists of a string of characters from the character sét-specified in the ASN.1 type definition.
8.20:2  Each data value shall be encoded independently of other dataValues of the same type.
8.203  Each character string type shall be encoded as if it had-been declared

[UNIVERSAL x] IMPLICIT OCTET STRING

where x is the number of the universal class.tag assigned to the character string type in ITU-T Rec. [K.680 |
ISO/IEC 8824-1. The value of the octet string is specified in 8.20.4 and 8.20.5.

8.2044  Where a character string type.isspecified in ITU-T Rec. X.680 | ISO/IEC 8824-1 by direct referen¢e to an
erating table (NumericString and PrintableString), the value of the octet string shall be that specified in 8.2(.5 for a

For restricted character strings apart from UniversalString and BMPString the octet string shall contain the
specified in ISO 2022 for encodings in an 8-bit environment, using the escape sequence and character codings
registered in accordance with ISO 2375.

8.205.1 An escape sequence shall not be used unless it is one of those specified by one of the registration qumbers
used [to define-the character string type in ITU-T Rec. X.680 | ISO/IEC 8824-1.

8.20.5.2) At the start of each string, certain registration numbers shall be assumed to be designated as GO an
and/or C1, and invoked (using the terminology of ISO 2022). These are specified for each type in Table 3, together with
the assumed escape sequence they imply.

8.20.5.3 Certain character string types shall not contain explicit escape sequences in their encodings; in all other cases,
any escape sequence allowed by 8.20.5.1 can appear at any time, including at the start of the encoding. Table 3 lists the
types for which explicit escape sequences are allowed.

8.20.5.4 Announcers shall not be used unless explicitly permitted by the user of ASN.1.

NOTE - The choice of ASN.1 type provides a limited form of announcer functionality. Specific application protocols may
choose to carry announcers in other protocol elements, or to specify in detail the manner of use of announcers.
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Table 3 —- Use of escape sequences

Assumed GO Assumed CO & C1 | Assumed escape sequence(s) .
Type (Registration (Registration and locking shift Explicit escape
number) number) (where applicable) sequences allowed?
NumericString 6 None ESC 2/8 4/2 LSO No
PrintableString 6 None ESC 2/8 4/2 LSO No
TeletexString 102 106 (C0) ESC 2/8 7/5 LSO Yes
(T61String) 107 (C1) ESC 2/1 4/5
ESC 2/2 4/8
\Mvcfang 2 1 (r‘n) EQ(‘ 2R T/IS LSO Ynn
73 (C1) ESC 2/1 4/0
ESC 2/2 4/1
VisibleString 6 None ESC 2/8 4/2 LSO No
(1S0O646String)
IA5String 6 1 (C0) ESC 2/8 4/2 LSO No
ESC 2/1 4/0
GraphicString 6 None ESC 2/8 4/2 LSO Yes
GeneralString 6 ESC 2/8 4/2 LSO Yes
ESC 2/1 4/0
1 (C0)
NOTE |- Many of the commonly used characters (for example, A-Z) appear in adiumber of character repertoires with individual
registrzii[on numbers and escape sequences. Where ASN.1 types allow escape s€quences, a number of encodings may be possjble
for a pdrticular character string (see also 7.3).

Example — With the ASN.1 type definition
Name ::= VisibleString
a value

"Jones"

can be gncoded (primitive form) as

VisibleString Length Contents
1A46 0516 4A6F6E65731¢
or (conptructor form, definite-€ngth) as
VisibleString Length Contents
3A16 0916
OctetString Length Contents
0416 0316 4A6F6E ¢
OctetString Length Contents
0416 0216 657316
or (constructor form, indefinite length) as
VisibleString Length Contents
OctetString Length Contents
0446 0316 4A6F6E ¢
OctetString Length Contents
0416 0216 657316
EOC Length
0016 0016

8.20.6 The above example illustrates three of the (many) possible forms available as a sender’s option. Receivers are
required to handle all permitted forms (see 7.3).
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8.20.7  For the "UniversalString" type, the octet string shall contain the octets specified in ISO/IEC 10646-1, using the
4-octet canonical form (see 14.2 of ISO/IEC 10646-1). Control functions and signatures shall not be used.

8.20.8  For the "BMPString" type, the octet string shall contain the octets specified in ISO/IEC 10646-1, using the
2-octet BMP form (see 14.1 of ISO/IEC 10646-1). Control functions and signatures shall not be used.

8.21 Encoding for values of the unrestricted character string type

8.21.1  There are two sub-rules used for encoding the unrestricted character type, called CH-A (the index-setting rule)
and CH-B (the index-using rule). For any given value of "identification" in the abstract value, the first occurrence
(within the encoding of an entire pdv) of a value of the unrestricted character string type with this value of
"identification" shall be encoded using sub-rule CH-A.

8.212  Subject to certain restrictions listed helow sunbsequent values with the same value of “identification” shall be
encoded using sub-rule CH-B with the "index" set to the same value as the "index" in the corresponding CH-A-epcoding.

8.21}3  The conditions for use of sub-rule CH-B are listed below. If any condition is not satisfied, then.Sub-rule CH-A
shall be used instead. The conditions for use of sub-rule CH-B are:

a) the "index" value is in the range O to 255;
b) the length of the encoding is not greater than the maximum length that can b&-identified by a lgng-form

length encoding.
NOTE - The last condition is not likely to prove a restriction in practice.

8.2144  For the first occurrence of a CH-A encoding the "index" shall have the value zero, and for each subsequent
occurrence it shall be incremented by one.

8.21}5 TUTORIAL - Thus, for any given "identification” value there is¢a (rélatively inefficient) CH-A encodjing with
a unfque index value and carries the full "identification” value, followedby arbitrarily many (efficient) CH-B encodings
linkgd to the CH-A encoding by the index value. Because the CH-B éncoding uses a single octet for the index, and a
count in octets for the encoding, it cannot be used if the index valueexceeds 255 (256 different "identificationf" are in
use)] In this case the CH-A encoding is used for all such occurrences.

8.2116  The CH-A encoding shall be the BER encoding of the following sequence type after the application of the
AUTOMATIC TAGS as specified in ITU-T Rec. X.6805ISO/IEC 8824-1, subclauses 22.6 and 26.3:

[UNIVERSAL 29] IMPLICIT SEQUENCE {

index INTEGER,
identification CHOICE {
syntaxes SEQUENCE {
abstract OBJECT IDENTIFIER,
transfer OBJECT IDENTIFIER },
syntax OBJECT IDENTIFIER,
presentation-context-id INTEGER,
context-negotiation SEQUENCE {
presentation-context-id INTEGER,
transfer-syntax OBJECT IDENTIFIER },
transfer-syntax OBJECT IDENTIFIER,
fixed NULL },
string-value OCTET STRING }

8.21§7  The value of "string-value" shall be the encoding of the abstract character string value using the identified
chargcter transfer syntax, the value of "index" shall be as determined above, and the value of all other fields shall be the
samfll as'the values appearing in the abstract value.

NOTES

1 The component "index" is not defined in the abstract syntax because this is meant to be supplied strictly at the
encoding rule level (in the same sense that end-of-contents octets are meant to be applied at the encoding rule level).

2 Both alternatives of "string-value” in the abstract syntax are encoded identically — as a bitstring — in the transfer

syntax.

8.21.8  The CH-B encoding shall be the BER encoding of the following ASN.1 type:
[UNIVERSAL 29] IMPLICIT OCTET STRING

where
a) the encoding is primitive;

b) the length octets shall be the short or long definite form as a sender’s option;
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c) the contents octets shall encode the "index" in the first octet of the octet string value as an integer that
ranges in value from O through 255, followed by the encoding of the "string-value".

NOTE - A receiver can distinguish the CH-A encoding from the CH-B encoding by the setting of the primitive/constructor
bit.

9 Canonical encoding rules

The encoding of a data values employed by the canonical encoding rules is the basic encodin

together with the following restrictions and those also listed in clause.

9.1 Length forms

If the enj:oding is constructed, it shall employ the indefinite length form. If the encoding is primitive, it shall include the

fewest l¢gngth octets necessary. (Contrast with 8.1.3.2 b).)

[\ Y] Ctrinag
7 edul 428 ...6

Bitstring, octetstring, and restricted character string values shall be encoded with a primitive enCeding if they would

require o more than 1000 contents octets, and as a constructed encoding otherwise. The string fragments containgd in

the consfructed encoding shall be encoded with a primitive encoding. The encoding of each'fragment, except pos$ibly
the last, ghall have 1000 contents octets. (Contrast with 8.20.6.)

9.3 Set components

The encpdings of the component values of a set value shall appear in an ofder determined by their tags as specjfied
in 6.4 of ITU-T Rec. X.680 | ISO/IEC 8824-1. Additionally, for the purposes of determining the order in which
componegnts are encoded when one or more component is an untagged choice type, each untagged choice type is ordered

as thOﬁI ithas a “‘5 Cl.lual to that of the smallest t tag in that choice t type or any uluassvu d choice types nested within.
Example — In the following which assumes a tagging environment-of IMPLICIT TAGS
Al::=SET
{
a [3]1 INTEGER,
b [1] CHOICE
{
c [2] INTEGER,
d [4] INTEGER
b
e CHOICE
{
f CHOICE
{
g ISHINTEGER,
h/”) 6] INTEGER
b
i CHOICE
{
j [0] INTEGER
}
}

}

othe order in which the components of the set are encoded will always be e, b, a, since the tag [0] sorts lowest, then [1],
then [3].

10 Distinguished encoding rules

The encoding of a data values employed by the distinguished encoding rules is the basic encoding described in clause 8,
together with the following restrictions and those also listed in clause.

NOTE - Recommendation X.509 | ISO/IEC 9594-8 forbids the use of base 10 abstract values in the Directories
applications
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10.1 Length forms

The definite form of length encoding shall be used, encoded in the minimum number of octets. (Contrast

with

8.1.3.2b).)

10.2 String encoding forms

For bitstring, octetstring and restricted character string types, the constructed form of encoding shall not be used.
(Contrast with 8.20.6.)

10.3 Set components

The encodings of the component values of a set value shall appear in an order determined by their tags as specified

in6

depe;

11
Refd
DER
11.1
If th
with
11.2
11.2

11.2
rem

be orje of those satisfying the size constraint anddifféring from the transmitted value only in the number of trailing O bits.

11.3
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@ o1 I'1U-T Rec. X.630 1 ISO/IEC 8824-1.

NOTE — Where a component of the set is an untagged choice type, the location of that component in thé-brd
hd on the tag of the choice component being encoded.

Restrictions on BER employed by both CER and DER
rences in clause 8 and its subclauses to "shall be the BER encoding" shall be interpreted as "shall be the
| encoding, as appropriate”. (See 8.16.1, 8.17.6, 8.17.8, 8.18.1, 8.21.8 and 8.21.6.)
Boolean values
p encoding represents the boolean value TRUE, its single contents octet shall have all eight bits set to one.
8.2.2)

Unused bits

1  Each unused bit in the final octet of the encoding ofabit string value shall be set to zero.

ved before it is encoded.
NOTES

1 In the case where a size constraint has.been applied, the abstract value delivered by a decoder to the applic

2 Ifabitstring value has no 1 bits.then an encoder shall encode the value with a length of 1 and an initial octet

Real values

1 If the encoding represents a real value whose base B is 2, then binary encoding employing base 2
Before encoding, thé‘mantissa M and exponent E are chosen so that M is either 0 or is odd.

NOTE - This-isecessary because the same real value can be regarded as both {M, 2, E} and {M’, 2, E’} with M
me non-zero integer/n:

M = Mx2™"
E* =E+n

octe

In eléoding the value, the binary scaling factor F shall be zero, and M and E shall each be represented in th

ring will

CER or

Contrast

2 Where ITU-T Rec. X.680 | ISO/IEC 8824-1, subelause 19.7 applies, the bitstring shall have all trailing O bits

htion will

ket to 0.

shall be

=M’ if,

e fewest

nm‘euary

11.3.2  If the encoding represents a real value whose base B is 10, then decimal encoding shall be used. In forming the

€nco

ding, the following applies:

11.3.2.1 The ISO 6093 NR3 form shall be used (see 8.5.6).

11.3.2.2 SPACE shall not be used within the encoding.

11.3.2.3 If the real value is negative, then it shall begin with a MINUS SIGN (-), otherwise, it shall begin with a digit.

11.3.2.4 Neither the first nor the last digit of the mantissa may be a 0.

11.3.2.5 The last digit in the mantissa shall be immediately followed by FULL STOP (.), followed by the exponent-
mark "E".

20
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11.3.2.6 If the exponent has the value 0, it shall be written "+0", otherwise the exponent’s first digit shall not be zero,
and PLUS SIGN shall not be used.

114 GeneralString values

The encoding of values of the GeneralString type (and its subtypes) shall generate escape sequences to designate and
invoke a new register entry only when the register entry for the character is different from that currently designated as
GO, CO, or C1. All designations and invocations shall be into the GO set or the CO set.

NOTE - It is assumed that each character in a character string value is associated with a particular entry in the International
Register of Coded Character Sets.

11.5 Set and sequence components with default value

The encgding of a set value or sequence value shall not include an encoding for any component value which is equLl to
its defauflt value.

11.6 Set-of components

The encpdings of the component values of a set-of value shall appear in ascending order, the encedings being compared
as octet ptrings.

11.7 GeneralizedTime

11.7.1 | The encoding shall terminate with a "Z", as described in the CCITT(X.208-1 | ISO/IEC 8824-1 clausg on
GeneraljzedTime.

11.7.2 | The fractional-seconds elements, if present, shall omit all trailing '0's; if the elements correspond to O, |they
shall be wholly omitted, and the decimal point element also shall be omitted.

Example — A seconds element of "26.000" shall be representéd as "26"; a seconds element of "26.5200" shall be
represerjted as "26.52".

11.7.3 | The decimal point element, if present, shall be the'point option ".".

11.7.4 | Midnight (GMT) shall be represented in-the form:
"YYYYMMDDO000000Z"

where "N YYYMMDD" represents the day following the midnight in question.

11.7.5 | Examples of valid representations
"19920521000000Z¢"
"199206221234212"
"19920722132100.3Z"

11.7.6 | Examples of invalid representations
*19920520240000Z"  (midnight represented incorrectly)
"19920622123421.0Z" (spurious trailing 0’s)
"19920722132100.30Z" (spurious trailing 0’s)

12 Use of BER, CER and DER in transfer syntax definition

12.1 The encoding rules specified in this Recommendation | International Standard can be referenced and applied
whenever there is a need to specify an unambiguous, undivided and self-delimiting octet string representation for all of
the values of a single ASN.1 type.

NOTE - All such octet strings are unambiguous within the scope of the single ASN.1 type. They would not necessarily be
unambiguous if mixed with encodings of a different ASN.1 type.
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12.2 The following object identifier and object descriptor values are assigned to identify and describe the basic
encoding rules specified in the Recommendation | International Standard:
{joint-iso-ccitt asn1 (1) basic-encoding (1)}
and

"Basic Encoding of a single ASN.1 type"

12.3 The following object identifier and object descriptor values are assigned to identify and describe the canonical
encoding rules specified in the Recommendation | International Standard:

{joint-iso-ccitt asn1(1) ber-derived(2) canonical-encoding(0)}

and

"
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124 The following object identifier and object descriptor values are assigned to identify andy-des¢ribe the
dist{nguished encoding rules specified in the Recommendation | International Standard:

{joint-iso-ccitt asn1(1) ber-derived(2) distinguished-encoding(1)}
and

"Distinguished encoding of a single ASN.1 type"

12.5 Where an unambiguous specification defines an abstract syntax as a set of presentation data values| each of
whith is a value of some specifically named ASN.1 type, usually (but not necessarily) a choice type, then ofe of the
objgct identifier values specified in 12.1, 12.3 or 12.4 may be used with the abstract syntax name to identify the basic
encoding rules, canonical encoding rules or distinguished encoding rules, respectively, to the specifically named ASN.1
typq used in defining the abstract syntax.

12.4 The names specified in 12.1, 12.3 and 12.4 shall not be used'with an abstract syntax name to identify 4 transfer
synfax unless the conditions of 12.5 for the definition of the abstract syntax (see ITU-T Rec. X.680 | ISO/IEC 8824-1,
subg¢lause D.3) are met.
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