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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

establis
technical
and non
technolo

Internati

The ma

Standardls adopted by the joint technical committee are circulated to national bodies for voting. Publication

an Interr

Attentior
rights. 19

This fifth
revised.

ISO/IEC
Subcom
ITU-T. T

committees collaborate in fields of mutual interest. Other international organizations, governme
-governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermal
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

bnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.

n task of the joint technical committee is to prepare International Standafds. Draft Internatio

ational Standard requires approval by at least 75 % of the national bodies casting a vote.

O and IEC shall not be held responsible for identifying any or all,such patent rights.

edition cancels and replaces the fourth edition of ISO/IEC{8824-3:2008 which has been technic
It also incorporates ISO/IEC 8824-3:2008/Cor.1:2014.

8824-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technolg
mittee SC 6, Telecommunications and information exchange between systems, in collaboration
he identical text is published as ITU-T X.682 (08/2015).

ed by the respective organization to deal with particular fields of technical activity. ISO and }EC
i

tal
ion

nal
as

is drawn to the possibility that some of the elements of this document may be the subject of patent

ally

ay
vith

©

ISO/IEC 2015 — All rights reserved


https://standardsiso.com/api/?name=3b9a3bd131ce0656a5b9205245b9fa02



https://standardsiso.com/api/?name=3b9a3bd131ce0656a5b9205245b9fa02

International Telecommunication Union

J- X.68

TELECOMMUNICATION @/2 D15)
STANDARDIZATION SECTOR
OF ITU b(
‘1/
C)
o¥
N

COMMUNICATIONS AND SE Y

OSI networking and system aé%ects — Abstract Syntax
Notation One (ASN.1) ¥
N

SERIES X: DATA NETWORK%&’\%N SYSTEM
IT

ey

—

-

o

=

=

e

S

=

-

T —
—

 —

|

| —

.|

 —

= I—

T —

- =i

| —

 —

T —

R
)

Information tec;blo*nology — Abstract Syntax
Notation One (ASN.1): Constraint specification

TERRRRREARRRRRR | 11 1111111 1

Recommendation ITU-T X.682

i Iinternationsl
= Telscommunication
o Union



https://standardsiso.com/api/?name=3b9a3bd131ce0656a5b9205245b9fa02

ITU-T X-SERIES RECOMMENDATIONS
DATA NETWORKS, OPEN SYSTEM COMMUNICATIONS AND SECURITY

PUBLIC DATA NETWORKS
Services and facilities X.1-X.19
Interfaces X.20-X.49
Transmission, signalling and switching X.50-X.89
Network aspects X.90-X.149
Maintenance X.150-X.179
Administrative arrangements X.180-X.199
OPEN SYSTEMS INTERCONNECTION
Model and notation X.200-X-29
Service definitions X.210<-X.2]19
(onnection-mode protocol specifications X.220-X.2P9
(Jonnectionless-mode protocol specifications X230-X.2B9
PICS proformas X.240-X.2p9
Protocol Identification X.260-X.2p9
Seecurity Protocols X.270-X.2[79
Lfayer Managed Objects X.280-X.2B9
(Jonformance testing X.290-X.2p9
INTERWORKING BETWEEN NETWORKS
(eneral X.300-X.349
Satellite data transmission systems X.350-X.3p9
IP-based networks X.370-X.3[79
MHSSAGE HANDLING SYSTEMS X.400-X.4P9
DIRECTORY X.500-X.5p9
OS] NETWORKING AND SYSTEM ASPECTS
Networking X.600-X.6R9
Hfficiency X.630-X.6B9
Quality of service X.640-X.649
Naming, Addressing and Registration X.650-X.6]79
Abstract Syntax Notation One (ASN.1) X.680-X.609
OS| MANAGEMENT
Slystems management framework and architecture X.700-X.7P9
Mlanagement communication servide and protocol X.710-X.7]19
Structure of management information X.720-X.7R9
Management functions and ODMA functions X.730-X.7P9
SECURITY X.800-X.849
OS| APPLICATIONS
(ommitment, congurrehcy and recovery X.850-X.8p9
Transaction pro¢essing X.860-X.879
Remote operations X.880-X.8B9
(Jeneric applications of ASN.1 X.890-X.8p9
OPEN DISTRIBUTED PROCESSING X.900-X.9p9
INFOQRMATION AND NETWORK SECURITY X.1000-X.|1099
SECHREAPPHCATIONSAND-SERVICES KHO6=X1199
CYBERSPACE SECURITY X.1200-X.1299
SECURE APPLICATIONS AND SERVICES X.1300-X.1399
CYBERSECURITY INFORMATION EXCHANGE X.1500-X.1599
CLOUD COMPUTING SECURITY X.1600-X.1699

For further details, please refer to the list of ITU-T Recommendations.


https://standardsiso.com/api/?name=3b9a3bd131ce0656a5b9205245b9fa02

INTERNATIONAL STANDARD ISO/IEC 8824-3
RECOMMENDATION ITU-T X.682

Information technology — Abstract Syntax Notation One (ASN.1):
Constraint specification

Summary

Recomimendation ITU-T X.682 | ISO/IEC 8824-3 provides the ASN.1 notation for the general case of constraint and
exception specification by which the data values of a structured data type can be limited. The notation also prevides for
signalling if and when a constraint is violated.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on

these

The ¢

In some areas of information technology which fall within ITU-T's purview, the necessary*standard

prepa

In th

telecpmmunication administration and a recognized operating agéuncy.
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Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or
obligatory language such as "must" and the negative equivalents are used to express requirements}
use of such words does not suggest that compliance with the Recommendation is required of any party.
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Introduction

Application designers require a notation to define a structured data type to convey their semantics. This is provided in
Rec. ITU-T X.680 | ISO/IEC 8824-1 and Rec. ITU-T X.681 | ISO/IEC 8824-2. A notation is also required to further
constrain the values that can appear. Examples of such constraints are restricting the range of some component(s), or
using a specified information object set to constrain an "ObjectClassFieldType" component, or using the "AtNotation"
to specify a relation between components.

This Recommendation | International Standard provides the notation for the general case of constraint specification.

ConstFaifit iotation can appear (in Tound brackets) aiter any use of the Syntactic COnstuct "Iype , and the pup
this Recommendation | International Standard is to specify the general case of what goes in the round brackets.

N
copstraining a "Type" is itself formally a "Type" construct.

Wher] a constraint is applied to the textually outermost use of a "Type" construct, it results in the creation of a ney
whicl is a subtype of the original (parent) type.

A subitype of a parent type can itself be used in defining other subtypes of the same parent stype in other uses

const

parent type, or by specifying the subtype as a union of sets of values.
N
spgcifying a subtype.

Constraints may also be used to produce a subtype of a parent type (as descfibed above) when the notation is emb
withig another type. However, some "component relation”" constraints are)textually included following a "Type" (3

a set

(the rpferencing component). Rather, they specify a relation between the value of the referencing component aj

value

Compjonent relation constraints can be seen as subtyping the sequence type within which they are embedded, b
neces

A corfstraint on an "ObjectClassFieldType" component can be applied by restricting the type or values in the comp
by us

"'asso

Standprd are a special case of table constraints.

Finally, a "Type" may be subtyped byt specifying the set of values in the subtype by human-readable text. S
constfaint is called a user-defined congtraint. For example, a user-defined constraint can be specified to constrain

STRI

It is
const

Whil¢ the embedding of notation defining constraints (subtypes and relationships) will frequently be the
convenient form o1 specilication (particularly for the simple subtyping ol primitive components ol structures), se

N
c

power comparable to that of programming languages. Such power can only be sensibly provided by the establishment o

fr

Standardtdees not provide such links, and hence supports only a small number of constraining mechanisms.

IG to the set of values produced by the encryption of a value of a specified ASN.1 type.

t

DTE 2 — Multiple constraints (each inside its own round brackets) can be applied to the same "Type", as ‘the re

aint notation. Thus the subset of values constituting a subtype can be defined either_ by limiting the range

DTE 3 — The "ValueSet" notation specified in Rec. ITU-T X.680 | ISO/IEC 8824<1, 16.7, provides a further me

r sequence type definition), but are not used to restrict the set of possible values of the "Type" which they f

of one or more other "Type"s in the same set or sequence type (called the referenced components).

barily the referencing type.

ng an information object set. Such constraintstare called table constraints, since they are specified in terms
iated table" of the object set. The compdnent relation constraints defined in this Recommendation | Interna

e purpose of this Recommendation | International Standard to provide the notation to be used for specifying
aints (including component relation constraints), and user-defined constraints.

DTE 4 — In general; full support for the specification of constraints in a flexible way (particularly component r
nstraints, subtyping constraints, and user-defined constraints with a formally defined body) would require notation

m the ASNYI notation into some other defined computer language. This version of this Recommendation | Intern

NOTE 1 - For historical reasons the special case of a "subtype constraint" is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1.

se of

ult of

type
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Ans of

bdded
ithin
ollow
id the

it not

onent
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tional

uch a
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table

tlation
with a
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parate

(external) specification will sometimes be preferred, particularly where the constraints are being imposed by a separate
group from that which defined the basic protocol.

NOTE 5 — The parameterization defined in Rec. ITU-T X.683 | ISO/IEC 8824-4 is specifically designed to enable a piece of
ASN.1 specification (and in particular, a constraint) to be parameterized, allowing the actual constraint to be imposed by some
other group that provides actual parameters for the parameterized construct.

iv
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The notations for constraint specification supported here are:
— user-defined constraints (see clause 9);

— table constraints, including component relation constraints between two components which are
carrying values related to an information object, defined using the notation of Rec. ITU-T X.681 |
ISO/IEC 8824-2 (see clause 10);

—  contents constraints (see clause 11).

The application of table constraints to the "InstanceOfType" construct of Rec. ITU-T X.681 | ISO/IEC 8824-2,
Annex C, is specified in Annex A.

Rec. ITU-T X.682 (08/2015) v
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ISO/IEC 8824-3:2005 (E)

INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology —
Abstract Syntax Notation One (ASN.1):
Constraint specification

1

This R
specif]

2

The f
consti
were

Recommendation | International Standard are encouraged to investigate thepossibility of applying the most recent g

of the]
Intern
ITU-T|

2.1

3

For th

3.1
This R

3.2

Scope

ecommendation | International Standard is part of Abstract Syntax Notation One (ASN.1) and proyides notat
ying user-defined constraints, table constraints, and contents constraints.

Normative references

llowing Recommendations and International Standards contain provisions which, through reference in thi
ute provisions of this Recommendation | International Standard. At the time ‘of publication, the editions ind
valid. All Recommendations and Standards are subject to revision,,and parties to agreements based @

Recommendations and Standards listed below. Members of IE€)and ISO maintain registers of currently
hitional Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
Recommendations.

Identical Recommendations | International Standards

—  Recommendation ITU-T X.680 (2015) | ISO/TEC 8824-1:2015, Information technology — Abstract
Notation One (ASN.1): Specification of basic notation.

—  Recommendation ITU-T X.681 (2015)| ISO/IEC 8824-2:2015, Information technology — Abstract
Notation One (ASN.1): Information object specification.

—  Recommendation ITU-T X,683/(2015) | ISO/IEC 8824-4:2015, Information technology — Abstract
Notation One (ASN.1): Parameterization of ASN.1 specifications.

Definitions

e purposes of this Recommendation | International Standard, the following definitions apply.

Specification of basic notation

ecommendation | International Standard uses the terms defined in Rec. ITU-T X.680 | ISO/IEC 8824-1.

Information object specification

on for

S text,
icated
n this
dition
valid
valid

byntax

byntax

byntax

This Recommendation | International Standard uses the terms defined in Rec. ITU-T X.681 | ISO/IEC 8824-2.

33

Parameterization of ASN.1 specification

This Recommendation | International Standard uses the following term defined in Rec. ITU-T X.683 | ISO/IEC 8824-4:

34
3.4.1

—  parameterized type.

Additional definitions

component relation constraint: A constraint on the values of a set type or sequence type which is textually
associated with one of the component types (the referencing component) of the set type or sequence type, and which
specifies the relationship between the value of that component and the values of one or more other components (the
referenced components).

Rec. ITU-T X.682 (08/2015)
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3.4.2 constrained type: The innermost "Type" which contains the referencing component and all of the referenced
components of some component relation constraint.

343 constraining set: The information object set referenced in some component relation constraint.

344 constraining table: The associated table (see Rec. ITU-T X.681 | ISO/IEC 8824-2, clause 13) corresponding
to a constraining set.

3.4.5 referenced component: A component of a set type or sequence type identified in a component relation
constraint.
3.4.6 referencing component: A component of a set type or sequence type which has an associated component

relation constraint.

3.4.7 —setected Tows—ThoscTows of @ comstrammmgtabte-whichcomtaim, T theappropriate coturmms;the—vatuey of all

of thereferenced components.

3.4.8 table constraint: A constraint applied to an object class field type which demands that its valies Confprm to
the coptents of the appropriate column of some table.

349 user-defined constraint: A constraint which requires a more complicated statement thap,can be accommpdated
by the|other forms of constraint, and which must therefore involve specification by some means 6utside of ASN.1.

4 Abbreviations

For thp purposes of this Recommendation | International Standard, the following abbreviation applies:

ASN.1  Abstract Syntax Notation One

5 Convention

This Recommendation | International Standard employs the\niotational convention defined in Rec. ITU-T X.680 |
ISO/IEC 8824-1, clause 5.

6 Notation

This clause summarizes the notation defined.inthis Recommendation | International Standard.

6.1 Constraint

The following notation which ean/be used as an alternative for "ConstraintSpec" (see Rec. ITU-T X]680 |
ISO/TEC 8824-1, 49.6) is defined in‘this Recommendation | International Standard:

—  GeneralConstraint (see 8.1).

7 ASN.1 lexical items

In addition tosthe lexical items specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12, this Recommendption |
Internptional(Standard makes use of the lexical items specified in the following subclauses. The general rules applicable
to thege(exical items are as defined in Rec. ITU-T X.680 | ISO/IEC 8824-1, 12.1. These new lexical items make [use of
the ASNTTcharacter Set, as speciticd i Rec. 11 U-1 X080 [ ISO/TEC 8824-1, clause 11-

7.1 Additional keywords

The names CONSTRAINED, CONTAINING, ENCODED and BY are listed in Rec. ITU-T X.680 | ISO/IEC 8824-1, 12.38, as
reserved words.

8 General constraint specification
8.1 The notation for a "GeneralConstraint" is as follows:

GeneralConstraint ::=
UserDefinedConstraint

2 Rec. ITU-T X.682 (08/2015)
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8.2

ISO/IEC 8824-3:20
| TableConstraint
| ContentsConstraint
The various possibilities for specification of the constraint are defined as follows:
a) "UserDefinedConstraint", in clause 9;
b) "TableConstraint", in clause 10;

¢) "ContentsConstraint", in clause 11.

User-defined constraints

05 (E)

NOTE 1 — This form of constraint specification can be regarded as a special form of ASN.1 comment, since it is not fully

maghie-proce ble—Howe owld-be—na b oF—a automatie—too o—use—the—presen of—a—past

NQTE 2 — Protocol designers should be aware that since the definition of a constraint in this way is not fully machine=procq

as

9.1

9.2

("{" 4nd "}" ). This comment should clearly state what constraint is imposed by the "UserDefinedConstraint".

NOTE — If there are any "UserDefinedConstraintParameter"s within the braces (see 9.3))he comments may precede, follov

int

9.3
"User
"User

"DefigedObjectClass" which is specified by a reference name or, in<theé case of "Value", "Object" or "Type", can §
defined inline.

NQTE - The reference name may be a dummy parameter if the "UserDefinedConstraint" is used wi

HP

The n

"Govdrnor" shall be a "Type". (When the second alternative is used, the "Governor" shall be a "DefinedObjectClasq".

9.4

If an
value
1SOM

cofstraint to invoke user-supplied constraint checking.

becification which employs this capability may be less easy to handle with automatic tools.
A user-defined constraint is specified by the syntax:

UserDefinedConstraint ::=
CONSTRAINED BY "{" UserDefinedConstraintParameter "," * "}"

It is recommended that the actual constraint be referenced by a commentahywhere inside the

erspersed among them, at the definer's convenience.

The actual constraint to be applied may depend on some~parameters. For each such paramd
DefinedConstraintParameter” shall be included in the "UserDefinedConstraint".
DefinedConstraintParameter"  shall be any "Value", ~\Object", "DefinedObjectSet", "Type

rameterized Assignment".

UserDefinedConstraintParameter ::=
Governor " :" Value

| Governor ":" Object

| DefinedObjectSet

| Type

| DefinedObjectClass

btation "Governor" is definéd 4’ Rec. ITU-T X.683 | ISO/IEC 8824-4, 8.3. When the first alternative is us

Example

ipplication desiguer wishes to specify that certain components are to be bit strings carrying an encryption
of some ASN:I type (different for each component), then (using the parameterization of Rec. ITU-T X
C 8824-4).the parameterized ENCRYPTED type can be defined as follows:

ENCRYPTED {ToBeEnciphered} ::= BIT STRING
(CONSTRAINED BY
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-- value of -- ToBeEnciphered}
! Error : securityViolation)

Error ::= ENUMERATED {securityViolation}

and a use of the ENCRYPTED parameterized subtype of BIT STRING (which is what the ENCRYPTED type is) becomes
simply:

ENCRYPTED{SecurityParameters}

or, equivalently, at the whim of the designer:

BIT STRING (ENCRYPTED{SecurityParameters})

The occurrence of a securityViolation is handled according to local security policy.
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10 Table constraints, including component relation constraints

NOTE 1 — Information object classes, information objects, information object sets, and the object class field type are defined in

Rec. ITU-T X.681 | ISO/IEC 8824-2. An understanding of these concepts is assumed in this clause.

NOTE 2 — This clause describes the application of the table constraint using an information object set that is identified within the
main notation defining the parent type, in other words, defined and identified by the protocol designer. This does not satisfy the
requirement for the actual information object set which is to be used as the constraint in particular abstract syntaxes to vary from
syntax to syntax. Rec. ITU-T X.683 | ISO/IEC 8824-4 provides notation which, among other things, enables the information

object set used in this constraint to be a parameter whose value is supplied at a later date by varying groups.

Example

For the purpose of illustrating the text of this clause, the following example will be used. An ErrorReturn type carries
an errorCategory and one or more errorCodes with corresponding errorInfo from that category. This is supported

by anERROR=CLASSTmformmatrom objectTlass—with—a—specric—sct—ofobjects—defmed T the—mformmatiomrobyy

ErroxSet that is used to constrain the fields of ErrorReturn.

We hgve:
ERROR-CLASS ::= CLASS
{
&category PrintableString (SIZE(1)),
&code INTEGER,
&Type
}

WITH SYNTAX {&category &code &Type}
ErrorSet ERROR-CLASS ::=

{
{"A" 1 INTEGER} |
{"A" 2 REAL} |
{"B" 1 CHARACTER STRING} |
{"B" 2 GeneralString}
}
ErrorReturn ::= SEQUENCE
{
errorCategory ERROR-CLASS.&category ({ErrorSet}) OPTIONAL,
errors SEQUENCE OF SEQUENCE
{

errorCode ERROR-CLASS.&code ({ErrorSet}{@errorCategory}),
errorinfo ERROR-CLASS.&Type ({ErrorSet}{@errorCategory,@.errorCode})
} OPTIONAL

}

The agsociated table of Errorset{cail be depicted as follows:

&category &code &§Type
UA" 1 INTEGER
"A" 2 REAL
"B" 1 CHARACTER STRING
"B" 2 GeneralString

pct set

10.1 A table constraint can only be applied to types "ObjectClassFieldType" or an "InstanceOfType". The former

case is defined in the remainder of this clause, the latter in Annex A.

10.2 An "ObjectClassFieldType" identifies an information object class, and one of the permissible "FieldName"s
of that class. The table constraint identifies the set of information objects whose associated table (as defined in Rec. ITU-

T X.681 | ISO/IEC 8824-2, clause 13) determines the set of constrained values.
10.3 The "TableConstraint" notation is:

TableConstraint ::=
SimpleTableConstraint |
ComponentRelationConstraint

SimpleTableConstraint ::= ObjectSet
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104 The "ObjectSet" in the "SimpleTableConstraint" is governed by the class which appears in the
"ObjectClassFieldType" being constrained.

10.5 The semantics of the "SimpleTableConstraint" are specified using the associated table of the constraining
information object set.

10.6 The "FieldName" of the type being constrained is used to select the applicable column of the associated table,
and the following rules then apply:

a) for a type field, the component is constrained to be any value of any one of the types in any of the rows of
that column;

b) for a value field, the component is constrained to be any one of the values in any of the rows of that
column;

c) Tfor a value set field, the component is constrained to be any one of the values in the value sef in any jone of
the rows of that column.

NOTE - If, for some given object set, the above algorithms deliver no permissible value, then the constraint is always violated if
tl;lcomponent is present in a value of a containing type.

Example

In thejexample in clause 10, case b) applies to the component errorCategory:
errorCategory ERROR-CLASS.&category ({ErrorSet}) OPTIONAL,

with the associated table of ExrrorsSet restricting its possible values to "A" and "B".

10.7 A component relation constraint is applied using the associated table\of an information object set apd the
followling production:

ComponentRelationConstraint ::=
"{" DefinedObjectSet ""}'" '"{'" AtNotation "," ¢ ""}"

AtNotation ::=
"@" ComponentIdList |
"@" & "." & Level ComponentIdList

Level ::="." & Level | empty
ComponentldList ::= identifier .'"'. "™ +
10.8 Each "identifier" in the "ComponentldList" identifies a component whose parent is a set, sequence or fhoice

type, 4nd shall be the last "identifier" if the component it identifies is not a set, sequence or choice type.

10.9 In the case where the parent\s a set or sequence type the "identifier" shall be one of the "identifier"s|of the
"Namg¢dType" in the "ComponentTypeLists" of that parent. In the case where the parent is a choice type the "idedtifier"
shall He one of the "identifier"sof a "NamedType" alternative in the "AlternativeTypeLists" of that choice type.

10.10| The "AtNotation"\ptovides a pointer to other components of the ASN.I structure in which it appearp. The
parent| structure for thedirst™'identifier" in the "ComponentIdList" is determined as follows:

a) if the first alternative of "AtNotation" is selected (there is no "." following the "@"), then the |parent
sttucture is the outermost textually enclosing set type, sequence type or choice type.

b)i.if the second alternative is selected (there is a "." following the "@"), then the parent structure is oltained
by moving upwards from the innermost textually enclosing set type or sequence type by a number offlevels
(set, set-of, sequence, sequence-of, choice) equal to the number of additional "." following "@.I'. The
number of additional "." shall not exceed the number of constructions (set, set-of, sequence, sequence-of,
choice) containing the innermost set or sequence type where the "AtNotation" occurs.

NOTE — The "AtNotation" is only permitted when it is textually within a set type or sequence type, and references some other
field which is textually within the same set or sequence type, though possibly at a different level of nesting in constructions
involving combination of sequence, sequence-of, set, set-of and choice types.

Example
In the following example "@. . ." illustrates case b) above:

ErrorMessage ::= SEQUENCE {
severity ERROR.&severity({Errors}),
parameters SEQUENCE OF SEQUENCE {
errorld ERROR.&id({Errors}),
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data SEQUENCE OF SEQUENCE {
value ERROR.&Type({Errors}{@severity,@...errorld}),
text VisibleString}}}

10.11  The component where this notation is used is the referencing component, and the components identified by the
"AtNotation"s are the referenced components.

10.12  The "ObjectSet" (see 10.3) or the "DefinedObjectSet" (see 10.7) is the constraining set, and the associated table
derived from it (as specified in Rec. ITU-T X.681 | ISO/IEC 8824-2, clause 13) is the constraining table.

10.13  The component relation constraint can only be applied to an ASN.1 type which is textually within an enclosing
"Type" (the constrained type) which textually contains all the referenced components. The constrained type is defined to
be the innermost "Type" which satisfies the above condition.

In thejexample in clause 10, the constrained type is ErrorReturn.

NQTE - In some respects it is possible to regard the application of this constraint as using the values' Of ‘the refgrenced
cofnponents to identify a row in the constraining table, and then using the value of the appropriate coltunn to constrpin the
refprencing component. With this view, the referenced components themselves could not be regarded as eonstrained.

ever, the approach taken below is slightly different. It regards the constraint as operating ovet.all possible values| of the
copstrained type (which, as explained above, is not that of the referencing component), and selecting some of those vajues as
sat]sfying the constraint. This approach makes it possible to discuss questions about values ef¢he constrained type that|do not
coftain values of either the referencing component or of one or more of the referenced components (because they were ofptional,
or [in choices), and values of the constrained type in which one of the referenced components has a value which dges not
cofrespond to any row in the constraining table.

10.14| The referencing and all the referenced components are required todbe "ObjectClassFieldType"s referencing the
same ¢lass. The constraining set is required to be an information object set of this class. The referenced componefts are
requirgd to be value fields or value set fields constrained by the same object set as the referencing component.

Example

In the|example in clause 10, the "ObjectClassFieldType"s are all of class ERROR-CLASS, as is the constraining set,|which
is ErrforSet.

10.15| The following paragraphs determine the set of values of the constrained type that satisfy this constraint.

10.16| If the referencing component is absent-in a value of the constrained type, that value always satisfies the
constrpint.

Example
In thejexample in clause 10, if the eomponent errors is missing, then the constraints on errors are satisfied.

10.17| If any referenced component is absent in a value of the constrained type, that value does not satigfy the
constrpint unless the referencing component is also absent, in which case the constraint is always satisfied.

10.18| If all referenced components are present and the referencing component is present, then the constraint|is not
satisfipd unless there exists in the constraining table one or more selected rows such that, for each selected row:

a) _every referenced component which is a value field has a value that is the value of the corresp¢nding
column of the selected row;

b) every referenced component which is a value set field has a value that is one of the values in the vajue set
Of the corresponding column of the selected Tow.

10.19  The constraint is then satisfied if and only if the referencing component satisfies a simple table constraint (as
defined above) obtained by applying a table containing only the selected rows to the referencing component.

Example

In the example in clause 10, the components errorCategory, errorCode, and errorInfo have to correspond to one
of the rows of the associated table of ExrrorSet.

10.20  Ifan "ObjectClassFieldType" is constrained by means of one or more "TableConstraint"s, and the "FieldName"
denotes a type field, a variable-type value field, or a variable-type value set field, then in each instance of communication,
the number of selected rows shall be exactly one if one of the referenced components is an identifier field, otherwise at
least one shall be selected.
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Example

In the example in clause 10, if there had been a further object {"B" 2 PrintableString}, then there could be more
than one selected row.

11 Contents constraints

11.1 A contents constraint is specified by the syntax:

ContentsConstraint ::=
CONTAINING Type
| ENCODED BY Value

| CONTAINING Type ENCODED BY Value

11.2 "Value" shall be a value of type object identifier.

11.3 The "ContentsConstraint" shall only be applied to octet string type$ and to bit string types defined without a
"NamgdBitList". Such constrained types shall not have further constraints‘applied to them, either directly or through the
use of|"typereference" names.

114 The first production of "ContentsConstraint" specifies that the abstract value of the octet string or bit stfing is
the encoding of an (any) abstract value of "Type" that is ptoduced by the encoding rules that are applied to th¢ octet
string Jor bit string. The following restrictions apply:

a) If this constraint is applied to an octetstring, it is a specification error if any encoding of an abstrac{ value
of "Type" is not a multiple of eight;bits.

b) If the octet string or bit $tring has a length constraint, the abstract values of "Type" are constrained to be
those whose encodingyean be contained within the constrained octet string or bit string. It is a
specification error {f there are no such abstract values.

11.5 The second produetion of "ContentsConstraint” specifies that the procedures identified by the object idgntifier
value ['Value" shall be{used to produce and to interpret the contents of the bit string or octet string. If the bit stifing or
octet dtring is already<constrained, it is a specification error if these procedures do not produce encodings that satigfy the
constrpint.

11.6 The third production of "ContentsConstraint" specifies that the abstract value of the octet string or bit stying is
the enfoding of an (any) abstract value of "Type" that is produced by the encoding rules identified by the object idgntifier
value "Value". The following restrictions apply:

a) If this constraint is applied to an octet string, it is a specification error if any encoding of an abstract value
of "Type" is not a multiple of eight bits.

b) If the octet string or bit string has a length constraint, the abstract values of "Type" are constrained to be
those whose encoding can be contained within the constrained octet string or bit string. It is a
specification error if there are no such abstract values.
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