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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

ished—by—h pective—e with—partie i S feat—activity and IEC
hnical committees collaborate in fields of mutual interest. Other international organizations, governmental
d non-governmental, in liaison with ISO and IEC, also take part in the work. In the field~of ifformation
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Parf 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national .bodies casting a vote.

Aftention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

ISO/IEC 8824-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information telchnology,
Stibcommittee SC 6, Telecommunications and information.exchange between systems, in collaborgtion with
ITIU-T. The identical text is published as ITU-T Rec. X.680.
This third edition cancels and replaces the seeond edition (ISO/IEC 8824-1:1998), which has been
technically revised. It also incorporates the:r Amendments ISO/IEC 8824-1:1998/Amd.1:2p00 and
IJO/IEC 8824-1:1998/Amd.2:2000 and the“Technical Corrigenda ISO/IEC 8824-1:1998/C¢r.1:1999,
ISO/IEC 8824-1:1998/Cor.2:2002, ISO/IEC 8824-1:1998/Cor.3:2002 and ISO/IEC 8824-1:1998/Cor.4:2002.

ISO/IEC 8824 consists of the following parts, under the general title Information technology — Abstrgct Syntax
Nbptation One (ASN.1):

— Part 1: Specification of basie\notation
— Part 2: Information object specification
— Part 3: Constraint specification

— Part 4: Parameéterization of ASN.1 specifications

© ISO/IEC 2002 — All rights reserved Vi
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Introduction

This Recommendation | International Standard presents a standard notation for the definition of data types and values. A
data type (or type for short) is a category of information (for example, numeric, textual, still image or video
information). A data value (or value for short) is an instance of such a type. This Recommendation | International
Standard defines several basic types and their corresponding values, and rules for combining them into more complex
types and values.

In some protocol architectures, each message is specified as the binary value of a sequence of octets. However,
standards-writers need to define quite complex data types to carry their messages, without concern for their binary
representation. In order to specify these data types, they require a notation that does not necessarily determine the
representation of each value. ASN.1 is such a notation. This notation is supplemented by the specification of one or
more algofithms called encoding rules that determine the value of the octets that carry the application semantics (called
the transfar syntax). ITU-T Rec. X.690 | ISO/IEC 8825-1, ITU-T Rec. X.691 | ISO/IEC 8825-2 and ITU-T Rec. X.693||
ISO/IEC $825-4 specify three families of standardized encoding rules, called Basic Encoding Rules (BERY,) Packell
Encoding Rules (PER), and XML Encoding Rules (XER).

Some usefs wish to redefine their legacy protocols using ASN.1, but cannot use standardized encodifig'rules because
they need [to retain their existing binary representations. Other users wish to have more complete centrol over the exadt
layout of [the bits on the wire (the transfer syntax). These requirements are addressed by~ITU-T Rec. X.692||
ISO/IEC §825-3 which specifies an Encoding Control Notation (ECN) for ASN.1. ECN enables-designers to formally
specify the abstract syntax of a protocol using ASN.1, but to then (if they so wish) take cemplete or partial control qf
the bits or the wire by writing an accompanying ECN specification (which may referenge standardized Encoding Rulgs
for some parts of the encoding).

A very general technique for defining a complicated type at the abstract level 45 to’define a small number of simp
types by defining all possible values of the simple types, then combining thes€ simple types in various ways. Some d
the ways af defining new types are as follows:

— N

[¢)

) given an (ordered) list of existing types, a value can beformed as an (ordered) sequence of values, on|
from each of the existing types; the collection of all possible values obtained in this way is a new type (
the existing types in the list are all distinct, this mechanism can be extended to allow omission of some
values from the list);

—

b) given an unordered set of (distinct) existing types, a value can be formed as an (unordered) set of values,
one from each of the existing types; the collection of all possible unordered sets of values obtained in th
way is a new type (the mechanism can again be extended to allow omission of some values);

2]

) given a single existing type, a valué.can be formed as an (ordered) list or (unordered) set of zero, one g
more values of the existing type;\the collection of all possible lists or sets of values obtained in this waly
is a new type;

—

w

1) given a list of (distinct) types, a value can be chosen from any one of them; the set of all possible valud
obtained in this way is @ new type;

&
~—

given a type, a new. type can be formed as a subset of it by using some structure or order relationship
among the values,

An imporfant aspect of cofmbining types in this way is that encoding rules should recognize the combining constructs,
providing junambiguous_encodings of the collection of values of the basic types. Thus, every basic type defined using
the notatipn specified\in this Recommendation | International Standard is assigned a fag to aid in the unambiguou
encoding ¢f values:

2]

Tags are mainly, intended for machine use, and are not essential for the human notation defined in this Recommendatiop
| Internatﬂ)nal Standard. Where, however, it is necessary to require that certain types be distinct, this is expressed b|
requiring that they have distinct tags. The allocation of tags is therefore an important part of the use of this notation, but
(since 1994) it is possible to specify the automatic allocation of tags.

NOTE 1 — Within this Recommendation | International Standard, tag values are assigned to all simple types and construction
mechanisms. The restrictions placed on the use of the notation ensure that tags can be used in transfer for unambiguous
identification of values.

An ASN.1 specification will initially be produced with a set of fully defined ASN.1 types. At a later stage, however, it
may be necessary to change those types (usually by the addition of extra components in a sequence or set type). If this is
to be possible in such a way that implementations using the old type definitions can interwork with implementations
using the new type definitions in a defined way, encoding rules need to provide appropriate support. The ASN.1
notation supports the inclusion of an extension marker on a number of types. This signals to encoding rules the intention
of the designer that this type is one of a series of related types (i.e., versions of the same initial type) called an extension
series, and that the encoding rules are required to enable information transfer between implementations using different
types that are related by being part of the same extension series.
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Clauses 10 to 31 (inclusive) define the simple types supported by ASN.1, and specify the notation to be used for
referencing simple types and for defining new types using them. Clauses 10 to 31 also specify notations to be used for
specifying values of types defined using ASN.1. Two value notations are provided. The first is called the basic ASN.1
value notation, and has been part of the ASN.1 notation since its first introduction. The second is called the XML
ASN.1 Value Notation, and provides a value notation using Extensible Markup Language (XML).

NOTE 2 — The XML Value Notation provides a means of representing ASN.1 values using XML. Thus, an ASN.1 type
definition also specifies the structure and content of an XML element. This makes ASN.1 a simple schema language for XML.

Clauses 33 to 34 (inclusive) define the types supported by ASN.1 for carrying within them the complete encoding
of ASN.1 types.

Clauses 35 to 40 (inclusive) define the character string types.

lauses 41 to 44 (inclusive) define certain types which are considered to be of general utility, but whi€h fequire no
dditional encoding rules.

lauses 45 to 47 (inclusive) define a notation which enables subtypes to be defined from the valuesrof d parent type.

lause 48 defines a notation which allows ASN.1 types specified in a "version 1" specificatiomte‘be identified as likely
be extended in "version 2", and for additions made in subsequent versions to be separatelylisted and identified with
heir version number.

=l e W o W R e

—

(lause 49 defines a notation which allows ASN.1 type definitions to contain ag{indication of the intepded error
handling if encodings are received for values which lie outside those specified in¢the\current standardized defnition.

Annex A forms an integral part of this Recommendation | International“\Standard, and specifies ASN|1 regular
expressions.

Annex B forms an integral part of this Recommendation | International\Standard, and specifies rules for type|and value
cpompatibility.
Annex C forms an integral part of this Recommendation | Infernational Standard, and records object identifier and
abject descriptor values assigned in the ASN.1 series of Recommmendations | International Standards.

Annex D does not form an integral part of this Recommendation | International Standard, and describes th¢ top-level
afcs of the registration tree for object identifiers.

Annex E does not form an integral part of this Recommendation | International Standard, and provides examples and
hints on the use of the ASN.1 notation.

Annex F does not form an integral part'of this Recommendation | International Standard, and provides|a tutorial
on ASN.1 character strings.
A

lnnex G does not form an integrak part of this Recommendation | International Standard, and provides a futorial on
the ASN.1 model of type exten§ion.

T

innex H does not form ,an integral part of this Recommendation | International Standard, and provides a summary
f ASN.1 using the notation’ of clause 5.

(@)
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

Information technology —
Abstract Syntax Notation One (ASN.1):
Specification of basic notation

1

This
(ASN

This R

The A
The A

2

The f
consti
were

Recor

edition of the Recommendations and ‘Standards listed below. Members of IEC and ISO maintain registers of cu

valid
valid ]

2.1

Scope

Recommendation | International Standard provides a standard notation called Abstract Syntax Notatio
1) that is used for the definition of data types, values, and constraints on data types.
lecommendation | International Standard:

— defines a number of simple types, with their tags, and specifies a notation.ferreferencing these typj
for specifying values of these types;

—  defines mechanisms for constructing new types from more basie, types, and specifies a notati
defining such types and assigning them tags, and for specifying values of these types;

—  defines character sets (by reference to other Recommendatiofis and/or International Standards) f
within ASN.1.

SN.1 notation can be applied whenever it is necessary to define'the abstract syntax of information.

SN.1 notation is referenced by other standards which definé’encoding rules for the ASN.1 types.

Normative references

llowing Recommendations and International“Standards contain provisions which, through reference in th
ute provisions of this Recommendation: | dnternational Standard. At the time of publication, the editions ind
valid. All Recommendations and Standards are subject to revision, and parties to agreements based d
hmendation | International Standard are encouraged to investigate the possibility of applying the most

nternational Standards. The-Telecommunication Standardization Bureau of the ITU maintains a list of cu
TU-T Recommendations.

Identical Recomimendations | International Standards

—  CCITT)Recommendation X.660 (1992) | ISO/IEC 9834-1:1993, Information technology — Open S|
Intereonnection — Procedures for the operation of OSI Registration Authorities: General proce
(plus amendments).

—~ \TU-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information technology — Abstract
Notation One (ASN.1): Information object specification.

h One

es and

bn for

or use

S text,
icated
n this
recent
rrently
rrently

stems
lures:

Syntax

— 1TU-T Recommendation X.682 (2Z002) [ ISO/IEC 8824-3:2002, Information technology — Abstract
Notation One (ASN.1): Constraint specification.

yntax

—  ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002, Information technology — Abstract Syntax

Notation One (ASN.1): Parameterization of ASN.1 specifications.

— ITU-T Recommendation X.690 (2002) | ISO/IEC 8825-1:2002, Information technology — ASN.1 encoding
Rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished

Encoding Rules (DER).

— ITU-T Recommendation X.691 (2002) | ISO/IEC 8825-2:2002, Information technology — ASN.1 encoding

rules: Specification of Packed Encoding Rules (PER).

—  ITU-T Recommendation X.692 (2002) | ISO/IEC 8825-3:2002, Information technology — ASN.1 encoding

rules: Specification of Encoding Control Notation (ECN).
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2.2

N(
do

3
For th

3.1
This R

3.2

— ITU-T Recommendation X.693 (2001) | ISO/IEC 8825-4:2002, Information technology — ASN.1 encoding

rules: XML Encoding Rules (XER).

Additional references

— ITU-R Recommendation TF.460-5 (1997), Standard-frequency and time-signal emissions.

—  CCITT Recommendation T.100 (1988), International information exchange for interactive videotex.

— ITU-T Recommendation T.101 (1994), International interworking for videotex services.

—  ISO International Register of Coded Character Sets to be used with Escape Sequences.

—  ISO/IEC 646:1991, Information technology — ISO 7-bit coded character set for information interchange.

— ISO/IEC 2022:1994, Information technology — Character code structure and extension techniques.

—  ISO/IEC 6523:1998, Data interchange — Structures for the identification of organizations.

— ISO/IEC 7350:1991, Information technology — Registration of repertoires of graphic chqrdcter.
ISO/IEC 10367.

— IS0 8601:2000, Data elements and interchange formats — Information interchange. “>Representa
dates and times.

— ISO/IEC 10646-1:2000, Information technology — Universal Multiple-Octet~Coded Charact
(UCS) — Part 1: Architecture and Basic Multilingual Plane.
—  The Unicode Standard, Version 3.2.0:2002. The Unicode Consortium. ((Reading, MA, Addison-W
NOTE 1 — The above reference is included because it provides names for-€Control characters.
—  W3C XML 1.0:2000, Extensible Markup Language (XML) 1.0 (Second Edition), W3C Recommend
Copyright © [6 October 2000] World Wide Web Consortivim, (Massachusetts Institute of Tech

Institut  National de Recherche en Informatique~ et en Automatique, Keio Univd
http://www.w3.0rg/TR/2000/REC-xmi-20001006.

TE 2 — The reference to a document within this Recommendatioricf\International Standard does not give it, as a stan
ument, the status of a Recommendation or International Standards

Definitions

e purposes of this Recommendation | International Standard, the following definitions apply.

Information object specification

lecommendation | International Standard uses the following terms defined in ITU-T Rec. X.681 | ISO/IEC 8§
a) information object;

b) information object class;
¢) information-qbjeéct set;
d) instanceoftype;

e) objecticlass field type.

Constraint specification

This R

b from

ion of

br Set

bsley)

Jation,
ology,
rsity),

l-alone

24-2:

leécommendation | International Standard uses the following terms defined in ITU-T Rec. X.682 | ISO/IEC 8§

24-3:

3.3

a) component relation constraint;

b) table constraint.

Parameterization of ASN.1 specification

This Recommendation | International Standard uses the following terms defined in ITU-T Rec. X.683 | ISO/IEC 8824-4:

a) parameterized type;

b) parameterized value.

ITU-T Rec. X.680 (07/2002)
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Structure for identification of organizations

This Recommendation | International Standard uses the following terms defined in ISO/IEC 6523:

3.5

a) issuing organization;
b) organization code;
¢) International Code Designator.

Universal Multiple-Octet Coded Character Set (UCS)

This Recommendation | International Standard uses the following terms defined in ISO/IEC 10646-1:

a) Basic Multilingual Plane (BMP);
b) cell;

¢) combining character;
d) graphic symbol;

e) group;

f)  limited subset;
g) plane;

h) row;

i)  selected subset.

extual

antics,

a type

bar that
do not

bits.

E) type
of the
and of

3.6 Additional definitions

3.6.1 abstract character: An abstract value which is used for the organizationsgontrol or representation of

data.

NQTE — Annex F provides a more complete description of the term abstract character:

3.6.2 abstract value: A value whose definition is based only/on/the type used to carry some sem

indepgndently of how it is represented in any encoding.

NQTE — Examples of abstract values are the values of the integer typesthe boolean type, a character string type, or off
which is a sequence (or a choice) of an integer and a boolean.

3.6.3 ASN.1 character set: The set of characters, specified in clause 10, used in the ASN.1 notation.

3.6.4 ASN.1 specification: A collection of one or miere ASN.1 modules.

3.6.5 associated type: A type which is used only-for defining the value and subtype notation for a type.
NAQTE — Associated types are defined in this Recommendation | International Standard when it is necessary to make it cl
thdgre may be a significant difference between how the type is defined in ASN.1 and how it is encoded. Associated types
apjpear in user specifications.

3.6.6 bitstring type: A simple type-whose distinguished values are an ordered sequence of zero, one or more
NQTE — Where there is a need t¢ carty embedded encodings of an abstract value, the use of a bitstring (or an octetstrin|
without a contents constraint(se¢“ITU-T Rec. X.682 | ISO/IEC 8824-3, clause 11) is deprecated. Otherwise, the use
embedded-pdv type (see clause.33) provides a more flexible mechanism, allowing the announcement of the abstract syntax
thg encoding of the abstrast value that is embedded.

3.6.7 boolean type: A simple type with two distinguished values.

3.6.8 charactex’property: The set of information associated with a cell in a table defining a character reperto
NQTE — Theinformation will normally include some or all of the following items:

a) a graphic symbol;
b) a character name;
) The defimnition of Tunctions associated with the character when used 1N particular environments,
d) whether it represents a digit;
e) an associated character differing only in (upper/lower) case.
3.6.9 character abstract syntax: Any abstract syntax whose values are specified as the set of character stri

zero, one or more characters from some specified collection of characters.

ngs of

3.6.10 character repertoire: The characters in a character set without any implication on how such characters are
encoded.
3.6.11 character string types: Simple types whose values are strings of characters from some defined character set.

ITU-T Rec. X.680 (07/2002)
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3.6.12  character transfer syntax: Any transfer syntax for a character abstract syntax.
NOTE — ASN.1 does not support character transfer syntaxes which do not encode all character strings as an integral multiple
of 8 bits.

3.6.13  choice types: Types defined by referencing a list of distinct types; each value of the choice type is derived
from the value of one of the component types.

3.6.14 component type: One of the types referenced when defining a CHO CE, SET, SEQUENCE, SET OF, or
SEQUENCE CF.

3.6.15 constraint: A notation which can be used in association with a type, to define a subtype of that type.

3.6.16 contents constraint: A constraint on a bit string or octet string type that specifies either that the contents are
to be an encoding of a specified ASN.1 type, or that specified procedures are to be used to produce and process the
conterffs.

3.6.17 control characters: Characters appearing in some character repertoires that have been given a~namg (and
perhaps a defined function in relation to certain environments) but which have not been assigned a graphic,symb¢l, and
which|are not spacing characters.

NQTE — HORIZONTAL TABULATION (9) and LINE FEED (10) are examples of control characters thiat ‘have been ass{gned a

formatting function in a printing environment. DATA LINK ESCAPE (16) is an example of a contrel)character that hgs been
asdigned a function in a communication environment.

3.6.1 Coordinated Universal Time (UTC): The time scale maintained by the Biirteau International de ||Heure
(Intermational Time Bureau) that forms the basis of a coordinated dissemination of standard frequencies and time signals.
NOTE 1 — The source of this definition is ITU-R Rec. TF.460-5. ITU-R has also defingd-the acronym for Coordinated Utfiversal
Time as UTC.

NQTE 2 — UTC and Greenwich Mean Time (GMT) are two alternative time,standards which for most practical pyirposes
defermine the same time.

3.6.19 element: A value of a governing type or an information\object of a governing information object| class,
distinguable from all other values of the same type or information objects of the same class, respectively.

3.6.20| element set: A set of elements, all of which are yaltés of a governing type, or information objects of a
governing class.
NOTE — Governing class is defined in ITU-T Rec. X.681 | ISO/IEC 8824-2, 3.4.7.

3.6.21] embedded-pdv type: A type whose set of\values is formally the union of the sets of values in all pgssible
abstraft syntaxes. This type can be used in an ASN+I specification that wishes to carry in its protocol an abstrac{ value
whosd type may be defined externally to that ASN.1 specification. It carries an identification of the abstract synt3x (the
type) pf the abstract value being carried, as well as an identification of the encoding rules used to encode that apstract
value.

3.6.22 encoding: The bit-patternrésulting from the application of a set of encoding rules to an abstract value.

3.6.23  (ASN.1) encoding rules:” Rules which specify the representation during transfer of the values of ASN.1|types.
Encoding rules also enable the values to be recovered from the representation, given knowledge of the type.

NATE - For the purposeyof specifying encoding rules, the various referenced type (and value) notations, which can provide
alt¢rnative notations for built-in types (and values), are not relevant.

3.6.24 enumerated types: Simple types whose values are given distinct identifiers as part of the type notation.

3.6.2§ extension addition: One of the added notations in an extension series. For set, sequence and choice type$, each
extengion addition is the addition of either a single extension addition group or a single component type. For enunjerated
types 1t is_the addition of a single further enumeration. For a constraint it is the addition of (only) one subtype element

NOFE=Extenstomradditrons-arc-bothtextuattyordered-(fottowmg-theextenstomrmarkerand-Hogreatty ordered-thavmgmereasing

enumeration values, and, in the case of CHO CE alternatives, increasing tags).

3.6.26  extension addition group: One or more components of a set, sequence or choice type grouped within version
brackets. An extension addition group is used to clearly identify the components of a set, sequence or choice type that were
added in a particular version of an ASN.1 module, and can identify that version with a simple integer.

3.6.27 extension addition type: A type contained within an extension addition group or a single component type that is
itself an extension addition (in such a case it is not contained within an extension addition group).

3.6.28 extensible constraint: A subtype constraint with an extension marker at the outer level, or that is extensible
through the use of set arithmetic with extensible sets of values.

3.6.29 extension insertion point (or insertion point): The location within a type definition where extension additions
are inserted. This location is the end of the type notation of the immediately preceding type in the extension series if there is
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a single ellipsis in the type definition, or immediately before the second ellipsis if there is an extension marker pair in the
definition of the type.

NOTE - There can be at most one insertion point within the components of any choice, sequence, or set type.

3.6.30 extension marker: A syntactic flag (an ellipsis) that is included in all types that form part of an extension
series.

3.6.31 extension marker pair: A pair of extension markers between which extension additions are inserted.

3.6.32  extension-related: Two types that have the same extension root, where one was created by adding zero or
more extension additions to the other.

3.6.33  extension root: An extensible type that is the first type in an extension series. It carries either the extension

marker with no additional notation other than comments and white-space between the extension marker and the matching
"}" or. ' _or an extension marker Pm'r with no additional notation other than a Qing]ﬂ comma_comments and w hifp_space

betwegn the extension markers.
NQTE — Only an extension root can be the first type in an extension series.

3.6.34 extension series: A series of ASN.1 types which can be ordered in such a way that each successive type in the
series [is formed by the addition of text at the extension insertion point.

3.6.3§ extensible type: A type with an extension marker, or to which an extensible constraintftas’been applied

3.6.3@ external reference: A type reference, value reference, information object class,reference, information |object
referepce, or information object set reference (which may be parameterized), that is defin€d’ in some other module than
the orfe in which it is being referenced, and which is being referred to by prefixing théymodule name to the referenced
item.

EXAMPLE — Modul eNarre. TypeRef er ence

3.6.37 external type: A type which is a part of an ASN.1 specification that carries a value whose type may be
defingd externally to that ASN.1 specification. It also carries an identification of the type of the value being carried.

3.6.38 false: One of the distinguished values of the boolean typé(see also "true").

3.6.39 governing (type); governor: A type definition or x€fetence which affects the interpretation of a part|of the
ASN.]| syntax, requiring that part of the ASN.1 syntax to referefice values in the governing type.

3.6.40| identical type definitions: Two instances of\the ASN.1 "Type" production (see clause 16) are defihed as
identi¢al type definitions if, after performing the transformations specified in Annex B, they are identical ordered lists of
identi¢al lexical items (see clause 11).

3.6.41] integer type: A simple type with-distinguished values which are the positive and negative whole numbers,
including zero (as a single value).

NQTE — When particular encoding rules*limit the range of an integer, such limitations are chosen so as not to affect afry user
of ASN.1.

3.6.42 lexical item: A named sequence of characters from the ASN.1 character set, specified in clause 11, which is
used iph forming the ASN.1 rdotation.

3.6.43 module: One-or-more instances of the use of the ASN.1 notation for type, value, value set, information|object
class, information object; and information object set (as well as the parameterized variant of those), encapsulated using
the A$N.1 module ‘notation (see clause 12).

NOTE - The\terms information object class (etc.) are specified in ITU-T Rec. X.681 | ISO/IEC 8824-2, and parameterizjtion is
spgcified inJTU-T Rec. X.683 | ISO/IEC 8824-4.

3.6.44 Cnull type: A simple type consisting of a single value, also called null.

3.6.45 object: A well-defined piece of information, definition, or specification which requires a name in order to
identify its use in an instance of communication.

NOTE — Such an object may be an information object as defined in ITU-T Rec. X.681 | ISO/IEC 8824-2.

3.6.46 object descriptor type: A type whose distinguished values are human-readable text providing a brief
description of an object (see 3.6.45).

NOTE — An object descriptor value is usually associated with a single object. Only an object identifier value unambiguously
identifies an object.

3.6.47 object identifier: A globally unique value associated with an object to unambiguously identify it.

3.6.48 object identifier type: A simple type whose values are the set of all object identifiers allocated in accordance
with the rules of ITU-T Rec. X.660 | ISO/IEC 9834 series.

ITU-T Rec. X.680 (07/2002) 5
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NOTE — The rules of ITU-T Rec. X.660 | ISO/IEC 9834-1 permit a wide range of authorities to independently associate object
identifiers with objects.

3.6.49 octetstring type: A simple type whose distinguished values are an ordered sequence of zero, one or more
octets, each octet being an ordered sequence of eight bits.

3.6.50 open systems interconnection: An architecture for computer communication which provides a number of
terms which are used in this Recommendation | International Standard preceded by the abbreviation "OSI".

NOTE — The meaning of such terms can be obtained from the ITU-T Rec. X.200 series and equivalent ISO/IEC Standards if
needed. The terms are only applicable if ASN.1 is used in an OSI environment.
3.6.51 open type notation: An ASN.1 notation used to denote a set of values from more than one ASN.1 type.

NOTE 1 — The term "open type" is used synonymously with "open type notation" in the body of this Recommendation |
International Standard.

NQTE 2 — All ASN.1 encoding rules provide unambiguous encodings for the values of a single ASN.I type. They [do not
ne¢essarily provide unambiguous encodings for "open type notation", which carries values from ASN.1 types that/are not
nofmally determined at specification time. Knowledge of the type of the value being encoded in the "open type‘notafion" is
ne¢ded before the abstract value for that field can be unambiguously determined.

NOTE 3 — The only notation in this Recommendation | International Standard which is an open type® notation|is the
"OpjectClassFieldType" specified in ITU-T Rec. X.681 | ISO/IEC 8824-2, clause 14, where the "FieldNante'Vdenotes eithef a type
field or a variable-type value field.

3.6.52 parent type (of a subtype): The type that is being constrained when defining a Subtype, and which gpverns
the suptype notation.

NQTE — The parent type may itself be a subtype of some other type.

3.6.53 production: A part of the formal notation (also called grammar or Backus-Naur Form, BNF) used to gpecify
ASN.].

3.6.54 real type: A simple type whose distinguished values (specified ih'clause 20) are members of the set pf real
numbgrs.

3.6.55 recursive definition (of a type): A set of ASN.1 definitions which cannot be reordered so that all typgs used
in a cqnstruction are defined before the definition of the construction.
NOTE — Recursive definitions are allowed in ASN.1: the user of the notation has the responsibility for ensuring that those| values

(off the resulting types) which are used have a finite representation and that the value set associated with the type contains ft least
ong¢ value.

3.6.56 relative object identifier: A value which-identifies an object by its position relative to some known [object
identifier (see 3.6.47).

3.6.57] relative object identifier type:(A) simple type whose values are the set of all possible relative |object
identifiers.

3.6.58 restricted character string)type: A character string type whose characters are taken from a fixed character
repertpire identified in the type specification.

3.6.59 selection types: Types defined by reference to a component type of a choice type, and whose valyes are
precisgly the values of that-component type.

3.6.60| sequence types: Types defined by referencing a fixed, ordered list of types (some of which may be ddclared
to be ¢ptional); each’value of the sequence type is an ordered list of values, one from each component type.

NQTE — Where’ a component type is declared to be optional, a value of the sequence type need not contain a value [of that
componefittype.

3.6.61| “~sequence-of types: Types defined by referencing a single component type; each value in the sequence-¢f type
is an ordered ISt of zero, one or more values ol the component type.

3.6.62 serial application (of constraints): The application of a constraint to a parent type which is already
constrained.

3.6.63  set arithmetic: The formation of new sets of values or information objects using the operations of union,
intersection and set difference (use of EXCEPT) as specified in 46.2.

NOTE - The result of serial application of constraints is not covered by the term "set arithmetic".

3.6.64 set types: Types defined by referencing a fixed, unordered, list of types (some of which may be declared to be
optional); each value in the set type is an unordered list of values, one from each component type.

NOTE — Where a component type is declared to be optional, a value of the set type need not contain a value of that component
type.
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3.6.65 set-of types: Types defined by referencing a single component type; each value in the set-of type is an
unordered list of zero, one or more values of the component type.

3.6.66  simple types: Types defined by directly specifying the set of their values.

3.6.67 spacing character: A character in a character repertoire which is intended for inclusion with graphic
characters in the printing of a character string but which is represented in the physical rendition by empty space; it is not
normally considered to be a control character (see 3.6.17).

NOTE - There may be a single spacing character in the character repertoire, or there may be multiple spacing characters with
varying widths.

3.6.68 subtype (of a parent type): A type whose values are a subset (or the complete set) of the values of some
other type (the parent type).

3.6.6 Tag: A typc denotation which 15 associated with every ASIN.1 type.

3.6.700 tagged types: A type defined by referencing a single existing type and a tag; the new type is isomotphid to the
existing type, but is distinct from it.

3.6.71  tagging: Replacing the existing (possibly the default) tag of a type by a specified tag.

3.6.72 transfer syntax: The set of bit strings used to exchange the abstract values in an~abstract syntax, ysually
obtained by application of encoding rules to an abstract syntax.

NQTE — The term "transfer syntax" is synonymous with "encoding".
3.6.73 true: One of the distinguished values of the boolean type (see also "false").
3.6.74 type: A named set of values.

3.6.7§ type reference name: A name associated uniquely with a type within some context.

NOTE — Reference names are assigned to the types defined in this Recommefidation | International Standard; these are uniyersally
avgilable within ASN.1. Other reference names are defined in other’Recommendations | International Standards, gnd are
applicable only in the context of that Recommendation | International Stahdard.

3.6.7 unrestricted character string type: A type whose abstract values are values from a character abstract §yntax,
together with an identification of the character abstract syntax and of the character transfer syntax to be used in its
encod|ng.

3.6.77 user (of ASN.1): The individual or organization that defines the abstract syntax of a particular pipce of
infornpation using ASN.1.

3.6.78§ value mapping: A 1-1 relationshipsbetween values in two types that enables a reference to one off those
valueqd to be used as a reference to the othervalue. This can, for example, be used in specifying subtypes and dlefault
valueq (see Annex B).

3.6.79 value reference name: ,A\name associated uniquely with a value within some context.
3.6.80| value set: A collection of values of a type. Semantically equivalent to a subtype.

3.6.81]  version brackets: ‘A pair of adjacent left and right brackets ("[ [ " or "] ] ") used to delineate the start and engl of an
extension addition group: The pair of left brackets can optionally be followed by a number giving a version number [for the
extension addition group:

3.8.82] version number: A number which can be associated with a version bracket (see G.1.8).

NQTE - A version number cannot be added to an extension addition which is not part of an extension addition group,| nor to
exfension additions to any type other than choice, sequence, or set.

3.6.83

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ASN.l  Abstract Syntax Notation One
BER Basic Encoding Rules of ASN.1
BMP Basic Multilingual Plane
DCC Data Country Code
DNIC  Data Network Identification Code
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ECN Encoding Control Notation of ASN.1

ICD International Code Designator

IEC International Electrotechnical Commission

ISO International Organization for Standardization

ITU-T International Telecommunication Union — Telecommunication Standardization Sector
OID Object Identifier

OSI Open Systems Interconnection

PER Packed Encoding Rules of ASN.1

ROA Recognized Operating Agency

UCS Universa Multipte-Octer Coded Character Set
UTC Coordinated Universal Time
XML  Extensible Markup Language

5 Notation

5.1 General
5.1.1 The ASN.1 notation consists of a sequence of characters from the ASN.1 _character set specified in clausg 10.

5.1.2 Each use of the ASN.1 notation contains characters from the ASN.1 character set grouped into lexical|items.
Clausg 11 specifies all the sequences of characters forming lexical items, andnames each item.

5.1.3 The ASN.1 notation is specified in clause 12 (and following” clauses) by specifying and naming| those
sequences of lexical items which form valid instances of the ASN.1 netation, and by specifying the ASN.1 semantics of
each sequence.

514 In order to specify the permitted sequences of lexicalitems, this Recommendation | International Standaid uses
a fornjal notation defined in the following subclauses.

5.2 Productions
5.21 All lexical items are named (see claus€ I'l), and permitted sequences of lexical items are named.

5.2.2 A new (more complex) permitted sequence of lexical items is defined by means of a production. This uses the
nameyq of lexical items and of permitted‘sequences of lexical items and forms a new named permitted sequence of |exical
items.

523 Each production consistsof the following parts, on one or several lines, in order:
a) aname for the-new permitted sequence of lexical items;

b) the characters

¢) _oenc¢/or more alternative sequences of lexical items, as defined in 5.3, separated by the character

5.2.4 A_sequence of lexical items is present in the new pprmitfpd sequence of lexical items if it is present in bne or

more of the alternatives. The new permitted sequence of lexical items is referenced in this Recommendation |
International Standard by the name in 5.2.3 a) above.

NOTE - If the same sequence of lexical items appears in more than one alternative, any semantic ambiguity in the resulting
notation is resolved by associated text.
5.3 The alternative collections

53.1 Each alternative in a production (see 5.2.3.c) is specified by a list of names. Each name is either the name of a
lexical item, or is the name of a permitted sequence of lexical items defined and named by some other production.

5.3.2 The permitted sequence of lexical items defined by each alternative consists of all sequences obtained by
taking any one of the sequences (or the lexical item) associated with the first name, in combination with (and followed
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by) any one of the sequences (or lexical item) associated with the second name, in combination with (and followed by)
any one of the sequences (or lexical item) associated with the third name, and so on up to and including the last name (or
lexical item) in the alternative.

5.4 Non-spacing indicator

If the non-spacing indicator "&" (AMPERSAND) is inserted between these items in production sequences, then the
lexical item that precedes it and the lexical item that follows it shall not be separated by white-space.

NOTE - This indicator is only used in productions that describe the XML value notation. For example, it is used to specify that
the lexical item "<" is to be immediately followed by an XML tag name.

5.5 Example of a production

5.5.1 The production:

ExampleProduction ::=
bstring
| hstring
| "{ " IdentifierList "} "

associptes the name "ExampleProduction" with the following sequences of lexical items:
a) any "bstring" (a lexical item); or
b) any "hstring" (a lexical item); or
¢) any sequence of lexical items associated with "IdentifierList", preceded by a "{ " and followed by a [} ".

NOTE —"{" and "} " are the names of lexical items containing the'single characters { and } (see 11.26).

55.2 In this example, "IdentifierList" would be defined by a furtherpreduction, either before or after the production
defining "ExampleProduction".

5.6 Layout

Each production used in this Recommendation | International Standard is preceded and followed by an empty line.
Empty lines do not appear within productions. The produétion may be on a single line, or may be spread over feveral
lines. Layout is not significant.

5.7 Recursion

The pfoductions in this Recommendation’| International Standard are frequently recursive. In this case the prodyctions
are to [be continuously reapplied until ne\new sequences are generated.

NOTE — In many cases, such reapplication results in an infinite set of permitted sequences of lexical items. Some or all] of the
sequences in the set may themselves'contain an unbounded number of lexical items. This is not an error.

5.8 References to'permitted sequences of lexical items

This Recommendation-} International Standard references a permitted sequence of lexical items (part of the ASN.1
notatipn) by referencing the name that appears before the "::=" in a production; the name is surrounded by the
QUOTATION"MARK (34) character (") to distinguish it from natural language text, unless it appears as paft of a
produgtion,

5.9 "—Referencestoatexicalitemr

This Recommendation | International Standard references a lexical item by using the name of the lexical item; when the
name appears in natural language text, and could be confused with such text, then it is surrounded by the QUOTATION
MARK (34) character (").

5.10 Short-hand notations

In order to make productions more concise and more readable, the following short-hand notations are used in the
definition of permitted sequences of lexical items in this Recommendation | International Standard and also in ITU-T
Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC 8824-4:

a) An asterisk (*) following two names, "A" and "B", denotes the "empty" lexical item (see 11.7), or one of
the permitted sequences of lexical items associated with "A", or an alternating series of one of the
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sequences of lexical items associated with "A" and one of the sequences of lexical items associated with

"B", both starting and finishing with one associated with "A". Thus:
C::=AB*
is equivalent to:
C ::=D | empty
D::=A|ABD
"D" being an auxiliary name not appearing elsewhere in the productions.
EXAMPLE - "C ::= A B *" is the shorthand notation for the following alternatives of C:

empty
A

N(

511

5.11.1
can b
mechg
Thus,

5.11.2
where
"comy
goverl

ABA
ABABA
ABABABA

b) A plus sign (+) is similar to the asterisk in a), except that the "empty" lexical item is @€x¢luded. Thus
E::=AB+
is equivalent to:
E::=A|ABE
EXAMPLE —"E ::= A B +" is the shorthand notation for the following alternatives of E:

A

ABA
ABABA
ABABABA

sequence of lexical items associated with "A!~<Thus:
F:=A?
is equivalent to:

F ::==empty | A

Value references and-the/typing of values

The ASN.1 value assigriment notation enables a name to be given to a value of a specified type. This
e used wherever a_teference to that value is needed. Annex B describes and specifies the value m
nism that allows.a-value reference name for a value of one type to identify a value of a second (similar
a reference to the\first value can be used wherever a reference to a value in the second type is required.

In the body of the ASN.1 standards normal English text is used to specify legality (or otherwise) of con|
more than”one type is involved. These legality specifications generally require that two or more tyj
atible"~ For example, the type used in defining a value reference is required to be "compatible wit

TE — These short-hand notations take precedence over the juxtaposition of lexical items in production sequences (see 5.P.

¢) A question mark (?) following a name denotes.gither the "empty" lexical item (see 11.7) or a permitted

name
hpping
type.

structs
bes be
h" the
oive a

hing, type when the value reference is used. The normative Annex B uses the value mapping concept to

precis

6
When

10
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The ASN.1 model of type extension

decoding an extensible type, a decoder may detect:

a) the absence of expected extension additions in a sequence or set type; or

ITU-T Rec. X.680 (07/2002)
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b) the presence of arbitrary unexpected extension additions above those defined (if any) in a sequence or set
type, or of an unknown alternative in a choice type, or an unknown enumeration in an enumerated type, or
of an unexpected length or value of a type whose constraint is extensible.

In formal terms, an abstract syntax defined by the extensible type X contains not only the values of type X, but also the
values of all types that are extension-related to X. Thus, the decoding process never signals an error when either of the
above situations (a or b) is detected. The action that is taken in each situation is determined by the ASN.1 specifier.

NOTE - Frequently the action will be to ignore the presence of unexpected additional extensions, and to use a default value or a
"missing" indicator for expected extension additions that are absent.

Unexpected extension additions detected by a decoder in an extensible type can later be included in a subsequent
encoding of that type (for transmission back to the sender, or to some third party), provided that the same transfer syntax
is used on the subsequent transmission.

7 Extensibility requirements on encoding rules

NQTE — These requirements apply to standardized encoding rules. They do not apply to encoding rules defined using EQN (see
ITU-T Rec. X.692 | ISO/IEC 8825-3).

7.1 All ASN.1 encoding rules shall allow the encoding of values of an extensible type X unsuch a way that they
can b¢ decoded using an extensible type Y that is extension-related to X. Further, the enceding rules shall allgw the
valueq that were decoded using Y to be re-encoded (using Y) and decoded using a third exténsible type Z that is extpnsion
related to Y (and hence X also).

NOTE — Types X, Y and Z may appear in any order in the extension series.

If a vqlue of an extensible type X is encoded and then relayed (directly or through a relaying application using extgnsion-
related type Z) to another application that decodes the value using extensible type Y that is extension-related to X, then
the defoder using type Y obtains an abstract value composed of:

a) an abstract value of the extension root type;
b) an abstract value of each extension addition that is present in both X and V;

¢) delimited encoding for each extension addition*(if any) that is in X but not in Y.

The epcodings in ¢) shall be capable of being includedrin a later encoding of a value of Y, if so required py the
applicption. That encoding shall be a valid encoding of-a\value of X.

Tutonial example: If system A is using an extensible root type (type X) that is a sequence type or a set type with an
extendion addition of an optional integer type; while system B is using an extension-related type (type Y) that has two
extengion additions where each is an optional integer type, then transmission by B of a value of Y which omiits the
integef value of the first extension addition-and includes the second must not be confused by A with the presence|of the
first (pnly) extension addition of X that*it knows about. Moreover, A must be able to re-encode the value of X with a
value [present for the first integer type, followed by the second integer value received from B, if so required py the
applicption protocol.

7.2 All ASN.1 encoding rules shall specify the encoding and decoding of the value of an enumerated type| and a
choicg type in such a way-that if a transmitted value is in the set of extension additions held in common by the encoder
and thie decoder, ther,it'is successfully decoded; otherwise, it shall be possible for the decoder to delimit the encoding of
it and to identify it 'as-a value of an (unknown) extension addition.

7.3 All ' ASN.1 encoding rules shall specify the encoding and decoding of types with extensible constraints i such
a way(that{if'a transmitted value is in the set of extension additions held in common by the encoder and the decodey, then
it is sqccessfully decoded, otherwise it shall be possible for the decoder to delimit the encoding of and to identify|it as a
value of an (unknown) extension addition.

In all cases, the presence of extension additions shall not affect the ability to recognize later material when a type with an
extension marker is nested inside some other type.

NOTE 1 — All variants of the Basic Encoding Rules of ASN.1 and the Packed Encoding Rules of ASN.1 satisfy all these
requirements. Encoding rules defined using ECN do not necessarily satisfy all these requirements, but may do so.

NOTE 2 — PER and BER do not identify the version number in the encoding of an extension addition. Encodings specified using
ECN may or may not provide such identification.
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8.2
8.3

Tags

A tag is specified by giving a class and a number within the class. The class is one of:

—  universal;
—  application;

—  private;

—  context-specific.

The number is a non-negative integer, specified in decimal notation.

Restrictions on tags assigned by the user of ASN.1 are specified in clause 30.
NOTE - Clause 30 includes the restriction that users of this notation are not allowed to explicitly specify universal class tags in

thdir ASN.T specifications. There 1s no formal difference between use of tags from the other three classes. Where app
class tags are employed, a private or context-specific class tag could generally be applied instead, as a matter of user-che
style. The presence of the three classes is largely for historical reasons, but guidance is given in E.2.12 on the wa{ in*wh
clases are usually employed.

8.4

Internptional Standard.

Table 1 summarizes the assignment of tags in the universal class which are specified in thi§\Recommend

Table 1 — Universal class tag assignments

ication
ce and
ich the

ation |

UNIYVERSAL 0 Reserved for use by the encoding rules

UNIYERSAL 1 Boolean type

UNIYERSAL 2 Integer type

UNIYERSAL 3 Bitstring type

UNIYVERSAL 4 Octetstring type

UNIVERSAL 5 Null type

UNIYERSAL 6 Object identifier type

UNIYERSAL 7 Object descriptor type

UNIYVERSAL 8 External type and Instance-of type

UNIYERSAL 9 Real type

UNIYERSAL 10 Enumerated type

UNIYERSAL 11 Embedded-pdv type

UNIYERSAL 12 UTF8String type

UNIYERSAL 13 Relative object identifier type

UNIYERSAL 14-15 Reserved for future editions of this Recommendation | International Standard

UNIYERSAL 16 Sequence and Sequence-of types

UNIYERSAL 17 Set and Set-of types

UNIYERSAL 18-22, 25-30 Character string types

UNIYERSAL 23-24 Time types

UNIYERSAL 31-.% Reserved for addenda to this Recommendation | International Standard
8.5 Some-encoding rules require a canonical order for tags. To provide uniformity, a canonical order for fags is
defingd in<g.6.
8.6 The canonical order for tags. is based on the qutermost tag of each type and is defined as follows:

a) those elements or alternatives with universal class tags shall appear first, followed by those with
application class tags, followed by those with context-specific tags, followed by those with private class
tags;

b) within each class of tags, the elements or alternatives shall appear in ascending order of their tag numbers.

9 Use of the ASN.1 notation
9.1 The ASN.1 notation for a type definition shall be "Type" (see 16.1).
9.2 The ASN.1 notation for a value of a type shall be "Value" (see 16.7).
NOTE - It is not in general possible to interpret the value notation without knowledge of the type.
12 ITU-T Rec. X.680 (07/2002)


https://standardsiso.com/api/?name=969c0673c3d4a095d33f32eca4758d00

ISO/IEC 8824-1:2002 (E)

9.3 The ASN.1 notation for assigning a type to a type reference name shall be either "TypeAssignment” (see 15.1),
"ValueSetTypeAssignment" (see 15.6), "ParameterizedTypeAssignment” (see ITU-T Rec. X.683 | ISO/IEC 8824-4, 8.2),
or "ParameterizedValueSetTypeAssignment" (see ITU-T Rec. X.683 | ISO/IEC 8824-4, 8.2).

9.4 The ASN.1 notation for assigning a value to a value reference name shall be either "ValueAssignment"
(see 15.2) or "ParameterizedValueAssignment" (see ITU-T Rec. X.683 | ISO/IEC 8824-4, 8.2).

9.5 The production alternatives of the notation "Assignment" shall only be used within the notation
"ModuleDefinition" (except as specified in NOTE 2 of 12.1).

10 The ASN.1 character set

A axd Hen

).3. In Table 2, characters are identified by the names they are given in ISO

Table 2 — ASN.1 characters

Ato Z (LATIN CAPITAL LETTER A to LATIN CAPITAL LETTER Z)
atoz (LATIN SMALL LETTER A to LATIN SMALL LETTER Z)
0to 9 (DIGIT ZERO to DIGIT 9)

! (EXCLAMATION MARK)
" (QUOTATION MARK)

& (AMPERSAND)
' (APOSTROPHE)
( (LEFT PARENTHESIS)
) (RIGHT PARENTHESIS)
* (ASTERISK)
, (COMMA)

- (HYPHEN-MINUS)
. (FULL STOP)
/ (SOLIDUS)

(COLON)
; (SEMICOLON)
< (LESS-THAN SIGN)

(EQUALS SIGN}
(GREATER,THAN SIGN)
(COMMERCIAL AT)

(LEFT SQUARE BRACKET)
(RIGHT SQUARE BRACKET)
(CIRCUMFLEX ACCENT)
(LOW LINE)

(LEFT CURLY BRACKET)
(VERTICAL LINE)

(RIGHT CURLY BRACKET)

>‘—"_‘@V

W — o~

NOTE = Where equivalent derivative standards are developed by national standards bodies, additional characters may apjpear in
thq following lexical items:

—  typereference (see 11.2);
—  identifier (see 11.3);
—  valuereference (see 11.4);

—  modulereference (see 11.5).

When additional characters are introduced to accommodate a language in which the distinction between upper-case and lower-
case letters is without meaning, the syntactic distinction achieved by dictating the case of the first character of certain of the above
lexical items has to be achieved in some other way. This is to allow valid ASN.1 specifications to be written in various languages.

10.2 Where the notation is used to specify the value of a character string type, all characters for the defined
character set can appear in the ASN.1 notation, surrounded by the QUOTATION MARK (34) characters (") (see 11.14).

10.3 Additional (arbitrary) graphic symbols may appear in the "comment" lexical item (see 11.6).
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10.4 There shall be no significance placed on the typographical style, size, colour, intensity, or other display
characteristics.
10.5 The upper and lower-case letters shall be regarded as distinct.
10.6 ASN.1 definitions can also contain white-space characters (see 11.1.6) between lexical items.
11 ASN.1 lexical items
11.1 General rules
11.1.1  The following subclauses specify the characters in lexical items. In each case the name of the lexical item is
given,together with the definition of the character sequences which form the Texical item.
11.1.2)  The lexical items specified in the subclauses of this clause 11 (except multiple-line "comment";-'bstring",
"hstring" and "cstring") shall not contain white-space (see 11.6, 11.10, 11.12 and 11.14).
11.1.3  The length of a line is not restricted.
11.1.4 Lexical items may be separated by one or more occurrences of white-space (see 11.16) or comments (see
11.6) except when the non-spacing indicator "&" (see 5.4) is used. Within an "XMLTypedValue" production (see{15.2),
white{space may appear between lexical items, but the "comment" lexical item shall not bé present.
NOTE — This is to avoid ambiguity resulting from the presence of adjacent hyphens or asterisk‘and solidus within an "xmlgstring"
lexical item. Such characters never indicate the start of a "comment" lexical item when thigy appear within an "XMLTypedValue"
praduction.
11.1.5§ A lexical item shall be separated from a following lexical item b¥ one or more instances of white-space or
commpent if the initial character (or characters) of the following lexical it€m is a permitted character (or charactefrs) for

inclus

11.1.6
white
may Y
Stand

For w

For ng

on at the end of the characters in the earlier lexical item.

This Recommendation | International Standard uses the‘terins "newline", and "white-space". In repres
space and newline (end of line) in machine-readable specifications, any one or more of the following cha
e used in any combination (for each character, the character name and character code specified in The U
ird are given):
hite-space:

HORIZONTAL TABULATION (9)
LINE FEED (10)

VERTICAL TABULATION (11)
FORM FEED (12)

CARRIAGE RETURN(13)
SPACE (32)

wline:
LINE FEED.(10)
VERTIEAL TABULATION (11)
FORM FEED (12)
CARRIAGE RETURN (13)

enting
racters
hicode

Nd

11.2
Name

11.2.1

TE Anv characteror-characterseauence-thatis-avalidnewlineis-also-avalid white-space.
=4 T T

Type references
of lexical item — typereference

A "typereference" shall consist of an arbitrary number (one or more) of letters, digits, and hyphens. The

initial

character shall be an upper-case letter. A hyphen shall not be the last character. A hyphen shall not be immediately
followed by another hyphen.

NOTE — The rules concerning hyphen are designed to avoid ambiguity with (possibly following) comment.

11.2.2

14

A "typereference" shall not be one of the reserved character sequences listed in 11.27.
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11.3 Identifiers
Name of lexical item — identifier

An "identifier" shall consist of an arbitrary number (one or more) of letters, digits, and hyphens. The initial character
shall be a lower-case letter. A hyphen shall not be the last character. A hyphen shall not be immediately followed by
another hyphen.

NOTE - The rules concerning hyphen are designed to avoid ambiguity with (possibly following) comment.

11.4 Value references

Name of lexical item — valuereference

A "valuereference" shall consist of the sequence of characters qppm'ﬁpd for an "identifier" in 113 In nnqlvq'ng an

instante of use of this notation, a "valuereference" is distinguished from an "identifier" by the context in‘Wwhich it
appeafs.

11.5 Module references
Name|of lexical item — modulereference

A "mgdulereference" shall consist of the sequence of characters specified for a "typereferenice” in 11.2. In analysing an
instanfe of use of this notation, a "modulereference" is distinguished from a "typereference” by the context in which it
appears.

11.6 Comments
Name|of lexical item — comment

11.6.1 A "comment" is not referenced in the definition of the ASN.1 notation. It may, however, appear at any time
betwepn other lexical items, and has no syntactic significance.

NQTE - Nonetheless, in the context of a Recommendation | Interfiational Standard that uses ASN.1, an ASN.1 commept may
comtain normative text related to the application semantics, or cofistraints on the syntax.

11.6.2]  The lexical item "comment" can have two forms:
a) One-line comments which begin with "= -™ as defined in 11.6.3;

b) Multiple-line comments which begin with "/ *" as defined in 11.6.4.

11.6.3] Whenever a "comment" begins withra pair of adjacent hyphens, it shall end with the next pair of adjacent
hypheps or at the end of the line, whichever occurs first. A comment shall not contain a pair of adjacent hypheng other
than the pair which starts it and the pairy‘if any, which ends it. If a comment beginning with "- - " includes the adjacent
charagters "/ *" or "*/ ", these have.no special meaning and are considered part of the comment. The comment may
include graphic symbols which.are-not in the character set specified in 10.1 (see 10.3).

11.6.4 Whenever a "comniént" begins with "/ *", it shall end with a corresponding "*/ ", whether this "*/ " is jon the
same |ine or not. If another "/ *" is found before a "*/ ", then the comment terminates when a matching "*/ " hag been
found|for each "/ * ") If/a comment beginning with "/ *" includes two adjacent hyphens "- - ", these hyphens have no
special meaning and-are considered part of the comment. The comment may include graphic symbols which are|not in
the chhracter sef'specified in 10.1 (see 10.3).

NQTE - This allows the user to comment parts of an ASN.1 module that already contain comments (whether they begin wifh "- - "
or [/ *")\Dby simply inserting "/ *" at the beginning of the part to be commented and "*/ " at its end, provided there are no cHaracter
string~Values within the part to be commented out that contain "/ *" or "*/ ".

11.7 Empty lexical item
Name of lexical item — empty

The "empty" item contains no characters. It is used in the notation of clause 5 when alternative sets of production
sequences are specified, to indicate that absence of all alternatives is possible.

11.8 Numbers
Name of lexical item — number

A "number" shall consist of one or more digits. The first digit shall not be zero unless the "number" is a single digit.
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NOTE — The "number" lexical item is always mapped to an integer value by interpreting it as decimal notation.

11.9 Real numbers
Name of lexical item — realnumber

A "realnumber" shall consist of an integer part that is a series of one or more digits, and optionally a decimal point (.).
The decimal point can optionally be followed by a fractional part which is one or more digits. The integer part, decimal
point or fractional part (whichever is last present) can optionally be followed by an e or E and an optionally-signed
exponent which is one or more digits. The leading digit of the exponent shall not be zero unless the exponent is a single
digit.

11.10___Binary strings
Namel|of lexical item — bstring

A "bsfring" shall consist of an arbitrary number (possibly zero) of the characters:

01

possily intermixed with white-space, preceded by an APOSTROPHE (39) character (' ) and-followed by the pair of
charadters:

'B
EXAMPLE -' 01101100' B

Occurences of white-space within a binary string lexical item have no significance.

11.11f XML binary string item
Name|of item — xmlbstring

An "ximlbstring" shall consist of an arbitrary number (possibly Zero) of zeros, ones or white-space. Any whitetspace
charadters that appear within a binary string item have no significance.

EXAMPLE - 01101100

This sequence of characters is also a valid instance of."Xmlhstring" and "xmlcstring". In analysing an instance of|use of
this n@tation, an "xmlbstring" is distinguished from an "xmlhstring" or "xmlcstring" by the context in which it appgars.

11.12| Hexadecimal strings
Name|of lexical item — hstring

11.12J1 An "hstring" shall consist of an arbitrary number (possibly zero) of the characters:
ABCDEFO012)3456789

possibly intermixed withCwhite-space, preceded by an APOSTROPHE (39) character (' ) and followed by the pair of
charadters:

"H
EXAMPLE -' AB0196' H

Occurrences of white-space within a hexadecimal string lexical item have no significance.

11.12.2—Each character 1S used 10 denote e vatue of a Semi-octet using a nexadecimal representation.

11.13 XML hexadecimal string item
Name of item — xmlhstring

11.13.1 An "xmlhstring" shall consist of an arbitrary number (possibly zero) of the characters:
0123456789ABCDEFabcdef

or white-space. Any white-space characters that appear within a hexadecimal string item have no significance.
EXAMPLE — Ab0196

11.13.2 Each character is used to denote the value of a semi-octet using a hexadecimal representation.
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11.13.3 Some instances of "xmlhstring" are also valid instances of "xmlbstring" and "xmlcstring". In analysing an
instance of use of this notation, an "xmlhstring" is distinguished from an "xmlbstring" or "xmlcstring" by the context in
which it appears.

11.14  Character strings
Name of lexical item — cstring

11.14.1 A "cstring" shall consist of an arbitrary number (possibly zero) of graphic symbols and spacing characters
from the character set referenced by the character string type, preceded and followed by a QUOTATION MARK (34)
character ("). If the character set includes a QUOTATION MARK (34) character, this character (if present in the
character string being represented by the "cstring") shall be represented in the "cstring" by a pair of QUOTATION
MARK (34) characters on the same line with no intervening spacing character. The "cstring" may span more than one
line of text, in which case the character string being represented shall not include spacing characters in the position prior
to or following the end of line in the "cstring". Any spacing characters that appear immediately prior to or following the
end off line in the "cstring" have no significance.

NOTE 1 — The "cstring" can only be used to unambiguously represent (on a printed page) character strings,for which every

chgracter in the string being represented has either been assigned a graphic symbol, or is a spacing character” Where a cHaracter

strjng containing control characters needs to be denoted in a printed representation, alternative ASN.J 'syntax is availafjle (see
clajuse 35).

NOTE 2 — The character string represented by a "cstring" consists of the characters associated(with the graphic symbgls and
spdcing characters. Spacing characters immediately preceding or following any end of line inthe "cstring" are not parf of the
chgracter string being represented (they are ignored). Where spacing characters are included-in\the "cstring", or where the graphic
symbols in the character repertoire are not unambiguous in a printed representation, the character string denoted by "cstring" may
be jambiguous in that printed representation.

EXAMPLE 1 _»BR BB ™ #.

EXAMPLE 2 — The "cstring":
" ABCDE FCGH
I JK" " XYZ"

can bq used to represent a character string value of type | A5St r'i ng. The value represented consists of the charactgrs:
ABCDE FCGH JK" XYZ
where| the precise number of spaces intended between E and F can be ambiguous in a printed representatign if a

propoftional spacing font (such as is used aboeve) is used in the printed specification, or if the character repgrtoire
contaipns multiple spacing characters of different widths.

11.1422 When a character is a combining.character (see Annex F) it shall be denoted in a printed representation|of the
"cstrijg" as an individual character. Jtshall not be overprinted with the characters with which it combines. (This epsures
that thle order of combining charagters-in the string value is unambiguously defined in the printed version.)

EXAMPLE — Lower case "e'\ and the accent combining character are two characters in ISO/IEC 10646-1, and [thus a
corresponding "cstring" should be printed as two characters and not as the single character é.

11.15| XML character string item
Name|of item ~xmlcstring

11.15J1 An{"xmlcstring" shall consist of an arbitrary number (possibly zero) of the following ISO/IEC 1(0646-1
charagtérs)
a) HORIZONTAL TABULATION (9);
b) LINE FEED (10);
c¢) CARRIAGE RETURN (13);
d) any character whose ISO/IEC 10646-1 character code is in the range 32 (20 hex) to 55295 (D7FF hex),
inclusive;
e) any character whose ISO/IEC 10646-1 character code is in the range 57344 (E000 hex) to 65533 (FFFD
hex), inclusive;

f) any character whose ISO/IEC 10646-1 character code is in the range 65536 (10000 hex) to 1114111
(10FFFF hex), inclusive.
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NOTE — Additional restrictions are imposed by the requirement that the "xmlcstring", in an instance of use, shall contain only
characters permitted by the governing character string type.

11.15.2 The characters "&" (AMPERSAND), "<" (LESS-THAN SIGN) or ">" (GREATER-THAN SIGN) shall
appear only as part of one of the character sequences specified in 11.15.4 or 11.15.5.

11.15.3 An "xmlcstring" is used to represent the value of a restricted character string (see 37.9), and can be used to
represent all combinations of ISO/IEC 10646-1 characters, either directly, or by using the escape sequences specified
below.

NOTE 1 — An "xmlcstring" cannot be used to represent characters that are not present in ISO/IEC 10646-1, such as some of the
control characters which can appear in Gener al St ri ng, nor can it represent characters which might be defined with ISO/IEC
10646-1 character codes above 10FFFF hex.

NOTE 2 — The characters LINE FEED (10) and CARRIAGE RETURN (13) and the pair CARRIAGE RETURN + LINE FEED
are not distinguished when processed by conforming XML processors.

11.154 If the characters "&" (AMPERSAND), "<" (LESS-THAN SIGN) or ">" (GREATER-THAN SIGN) are
preser]t in an abstract character string value being represented by "xmlcstring" (see 37.9), they shall be représented in the
"xmlcptring" by either

a) the escape sequences specified in 11.15.8; or

b) the escape sequences "&amp;", "&lt;" or "&gt;" respectively. These escape sequences shall not gontain
white-space (see 11.1.6).

11.15/5 If a character with an ISO/IEC 10646-1 character code in column 1 of Table”3 is present in the apstract
charagter string value being represented by the "xmlcstring" (see 37.9), it shall be represented by the character sequence
in colimn 2 of Table 3. These character sequences shall not contain white-space (See11.1.6).

NOTE — This does not include characters with decimal character codes 9, 10, afid "13, and all the letters in these cHaracter
sequences are lowercase.

Table 3 — Escape sequences for control characters in an "xmlcstring"

ISO/IEC 10646-1 "xmlcstring" ISO/IEC 10646-1 "xmlecstring"

character code representation character code representation
0 (0 hex) <nul/> 17 (11 hex) <dcl/>
1 (1 hex) <soh/> 18 (12 hex) <dc2/>
2 (2 hex) <stx/> 19 (13 hex) <dc3/>
3 (3 hex) <etx/> 20 (14 hex) <dc4/>
4 (4 hex) <eot/> 21 (15 hex) <nak/>
5 (5 hex) <eng/> 22 (16 hex) <syn/>
6 (6 hex) <ackf> 23 (17 hex) <etb/>
7 (7 hex) <bel> 24 (18 hex) <can/>
8 (8 hex) <bs/> 25 (19 hex) <em/>
11| (B hex) <vt/> 26 (1A hex) <sub/>
12 (C hex) <ft/> 27 (1B hex) <esc/>
14 (E hex) <so/> 28 (1C hex) <is4/>
15 (F hex) <si/> 29 (1D hex) <is3/>
14 (10 hex) <dle/> 30 (1E hex) <is2/>
31 (1F hex) <isl/>

11.15./ ‘V‘V’llcll "Allllbb‘LlillE" ib ubcd Wi‘L}lill dall ")\IVIILTy})CL‘l‘V'QIUC" (DCC 11.).") fUllllillé Pali, Uf dll )\ER Cll\/UL‘lil g (see
ITU-T Rec. X.693 | ISO/IEC 8825-4), it may contain adjacent HYPHEN-MINUS (45) characters. When used within an
instance of XML value notation in an ASN.1 module, it shall not contain two adjacent HYPHEN-MINUS characters. If
this character sequence is present in an abstract character string value being represented by the "xmlcstring” in an ASN.1
module, then at least one of the adjacent HYPHEN-MINUS characters shall be represented by the escape sequences
specified in 11.15.8.

11.15.7 When "xmlcstring" is used within an "XMLTypedValue" forming part of an XER encoding (see ITU-T Rec.
X.693 | ISO/IEC 8825-4), it may contain adjacent ASTERISK (42) and SOLIDUS (47) characters in any order. When
used within an instance of XML value notation in an ASN.1 module, it shall not contain adjacent ASTERISK and
SOLIDUS characters (in any order). If this character sequence is present in an abstract character string value being
represented by the "xmlcstring", then at least one of the adjacent ASTERISK and SOLIDUS characters shall be
represented by the escape sequences specified in 11.15.8.
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11.15.8 Any character that can appear directly in an "xmlestring” can also be represented in the "xmlcstring" by an
escape sequence of the form "&#n;" (where n is the ISO/IEC 10646-1 character code in decimal notation) or of the form
"&#xn;" (where n is the ISO/IEC 10646-1 character code in hexadecimal notation). These escape sequences shall not
contain white-space (see 11.1.6).

NOTE 1 — Leading zeros are permitted in the decimal and hexadecimal values of "n" and both lowercase and uppercase letters

AL

'-"F" can be used in the hexadecimal value.

NOTE 2 - If the escape sequences "&#n" and "&#xn" are used for ISO/IEC 10646-1 characters which are not in the Basic
Multilingual Plane (BMP), the value of "n" will be greater than 65535 (FFFF hex).

EXAMPLE — The "xmlcstring":

ABCD&#233; FGH&H#XEE;JK&amp;XYZ

can be used to represent a character string value of type UTF8String. The value represented consists of the characters:

where]

as abgve) is used in the specification.

11.16

Name

This I¢xical item shall consist of the sequence of characters:

N(

11.17

Name

This I¢xical item shall consist of the sequence of characters:

N(

11.18
Name

This 1

N(

11.19
Name

This 1

N(

ABCD¢ FGHiJK&XYZ

the precise space characters between ¢ and F can be ambiguous in print media if a proportional spa€ing fon

Assignment lexical item

-

of lexical item —": : =

TE — This sequence does not contain white-space (see 11.1.2).

Range separator

"

of lexical item —". .

TE — This sequence does not contain white-space (see 111:.2).

Ellipsis

of lexical item —". . .

pxical item shall consist of the sequence of characters:
TE — This sequence does not ¢ontain white-space (see 11.1.2).

Left version brackets
of lexical item= " "

pxical itemrshall consist of the sequence of characters:

[l

TEA This sequence does not contain white-space (see 11.1.2).

11.20

Name

Right version brackets

of lexical item — "] ] "

This lexical item shall consist of the sequence of characters:

1]

NOTE - This sequence does not contain white-space (see 11.1.2).

11.21

Name

XML end tag start item

of item — "</"

This item shall consist of the sequence of characters:

ITU-T Rec. X.680 (07/2002)
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</

NOTE — This sequence does not contain any white-space characters (see 11.1.2).

11.22

Name

XML single tag end item

of item —"/>"

This item shall consist of the sequence of characters:

/>

NOTE - This sequence does not contain any white-space characters (see 11.1.2).

11.23

XML boolean true item

Name

11.23]

11.23]
"ident
N(

11.24

Name

11.24,

11.24]
"ident
N(

11.25
Name

11.25]

to be Bised as XML tag names.

11.25]

types
sequel
after t

11.25]

11.25/
"Insta

11.25]
"Type

of item — "true"
1 This item shall consist of the sequence of characters:
true

2 In analysing an instance of use of this notation, a "true" is distinguished from a ¢’valuereference"
fier" by the context in which it appears.
TE — This sequence does not contain any white-space characters (see 11.1.2).

XML boolean false item
of item — "false"

1 This item shall consist of the sequence of characters:

false

2 In analyzing an instance of use of this notation, a "false¢" is distinguished from a "valuereference"

fier" by the context in which it appears.
TE — This sequence does not contain any white-space charagters (see 11.1.2).

XML tag names for ASN.1 types
of item — xmlasn1typename

1 This Recommendation | International Standard uses the item "xmlasnltypename" when ASN.1 built-in tyj

2 Table 4 lists the character Seguences that are to form the "xmlasnltypename" for each of the ASN.1 Y
isted in 16.2. The ASN.1 built-in type is identified in column 1 of Table 4 by its production name. The ch
ice which shall be used for) "xmlasnltypename" is identified in column 2 of Table 4, with no white-space be
hese character sequenées:

3  The "xmlasndtypename” for the "Useful Type"s (see 41.1) shall be the "typereference" used in their defin|

4 The charaeter sequence in the "xmlasnltypename" item for the "ObjectClassFieldType" and fi
hceOfType! are specified in [TU-T Rec. X.681 | ISO/IEC 8824-2, 14.1 and Annex C.

5 Ifdthe ASN.1 built-in type is a "TaggedType" then the type which determines the "xmlasnltypename" sl

or an

or an

€S are

uilt-in
iracter
fore or

ition.

r the

nall be

'in-the "TaggedType" (see 30.1). If this is itself a "TaggedType", then this subclause 11.25.5 shall be recu

sively

applied:
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Table 4 — Characters in xmlasnltypename

ASN.1 type production name Characters in xmlasn1typename
BitStringType BIT _STRING
BooleanType BOOLEAN
ChoiceType CHOICE
EmbeddedPDVType SEQUENCE
EnumeratedType ENUMERATED
ExternalType SEQUENCE
InstanceOfType SEQUENCE
IntegerType INTEGER
[NullType NULL
ObjectClassFieldType See ITU-T Rec. X.681 | ISO/IEC 8824-2, 14.10 and 14.11
ObjectldentifierType OBJECT _IDENTIFIER
OctetStringType OCTET _STRING
RealType REAL
RelativeOIDType RELATIVE_OID
RestrictedCharacterStringType The type name (e.g. | ABStri ng)
SequenceType SEQUENCE
SequenceOfType SEQUENCE_OF
SetType SET
SetOfType SET OF
TaggedType See 11.25.5
[UnrestrictedCharacterStringType SEQUENCE

11.26] Single character lexical items

Namep of lexical items —

o
H<H

N>"

nn
>
nn

N(l’
")"
H[N
H]H
"' (HYPEN-MHNUS)

" (QUOTATION MARK)
m "CAPOSTROPHE)
¥ " (SPACE)

n.n
b}

@

Hl"
HI "

nANn

A lexical item with any of the names listed above shall consist of the single character without the quotation marks.

ITU-T Rec. X.680 (07/2002)
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11.27 Reserved words

Names of reserved words —

ABSENT ENCODED | NTEGER RELATI VE-A D
ABSTRACT- SYNTAX END | NTERSECTI ON SEQUENCE

ALL ENUVERATED 1 SC646Stri ng SET

APPLI CATI ON EXCEPT MAX Sl ZE

AUTOMVATI C EXPLICIT M N STRI NG

BEGA N EXPORTS M NUS- I NFI NI TY SYNTAX

BIT EXTENSI BI LI TY NULL T61String
BMPStr--1g EXFERNAE Nerer--e Sty TFACS

BOOLEAN FALSE OBJECT Tel etexString
BY FROM bj ect Descri pt or TRUE

CHARACTER General i zedTi me OCTET TYPE- | DENTI FI ER
CcHA (E Ceneral String o UNI ON

CLASH GraphicString OPTI ONAL UNI QUE
COVPONENT I A5String PATTERN UNI VERSAL
COVPPNENTS | DENTI FI ER PDV Upisvier sal String
CONSTRAI NED IMPLICT PLUS- I NFI NI TY UICTi ne

CONTAI NI NG | MPLI ED PRESENT UTF8String
DEFAULT | MPORTS Printabl eString Vi deot exStri ng
DEFI NI TI ONS | NCLUDES PRI VATE Vi sibleString
EVBEDDED I NSTANCE REAL W TH

Lexicgl items with the above names shall consist of the sequence’of characters in the name, and are reserved ch

sequences.

NOTE 1 — White-space does not occur in these sequences.
NOTE 2 — The keywords CLASS, CONSTRAI NED, CONTALINI NG ENCODED, | NSTANCE, SYNTAX and UNI QUE are not used

Refommendation | International Standard; they are wsed in ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. }
ISQ/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC.8824-4.

12 Module definition

12.1 A "ModuleDefinition" is-specified by the following productions:

ModuleDefinition ::=

Moduleldentifier
DEFE NI TI ONS

TagDefault
ExtensionDefault
BEG N
ModuleBody

END

iracter

in this
(.682 |

Moduleldentifier ::=
modulereference
Definitiveldentifier

Definitiveldentifier ::=

"{ " DefinitiveObjIdComponentList "} "

| empty

DefinitiveObjIdComponentList ::=
DefinitiveObjldComponent

| DefinitiveObjIdComponent DefinitiveObjldComponentList
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DefinitiveObjldComponent ::=
NameForm
| DefinitiveNumberForm
| DefinitiveNameAndNumberForm

DefinitiveNumberForm ::= number
DefinitiveNameAndNumberForm ::= identifier '"( "' DefinitiveNumberForm ") "

TagDefault ::=
EXPLICI T TAGS

| IMPLICI T TAGS
| AUTOVATI C TAGS
| empty

ExtensionDefault ::=
EXTENSI BI LI TY | MPLI ED

| empty

ModuleBody ::=
Exports Imports AssignmentList
| empty

Exports ::=
EXPORTS SymbolsExported ";"
| EXPORTS ALL";"
| empty

SymbolsExported ::=
SymbolList
| empty
Imports ::=
| MPORTS SymbolsImported ";"
| empty
SymbolsImported ::=

SymbolsFromModuleList
| empty

SymbolsFromModuleList :;=
SymbolsFromMoedile
| SymbolsFromModuleList SymbolsFromModule

SymbolsFromModule::=
SymbolList FROMGlobalModuleReference

GlobalModuleReference ::=
modulereference Assignedldentifier

AssignedIdentifier ::=
ObjectldentifierValue
|  DefinedValue
| empty

————Symbelist=
Symbol
| SymbolList "," Symbol

Symbol ::=
Reference
| ParameterizedReference

Reference ::=

typereference
valuereference
objectclassreference
objectreference
objectsetreference
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AssignmentList ::=
Assignment
| AssignmentList Assignment

Assignment ::=
TypeAssignment
| ValueAssignment
| XMLYValueAssignment
| ValueSetTypeAssignment
| ObjectClassAssignment
| ObjectAssignment
| ObjectSetAssignment
| Parameterized Assignment

N(
IS

N(

tags), the "ModuleBody" can be used outside of a "ModuleDefinition".

N(
spd
N(
no
N(
is 1
12.2
N(

12.3
for thq
(with
defini
notati

124
the dg
last p
| MPLI
explic

N(

12.5

N(
Hm

Stqndard.

12.6
defini

12.7
identi

N(
Int

TE 1 — The use of a "ParameterizedReference" in the "Exports" and "Imports" lists is specified in ITU-T Recy ]
D/IEC 8824-4.

TE 2 — For examples (and for the definition in this Recommendation | International Standard of types with univers

TE 3 — "TypeAssignment", "ValueAssignment", "XMLValueAssignment" and "ValueSetTypeAssignment" producti
cified in clause 15.

TE 4 — The value of "TagDefault" for the module definition affects only those types defined expliCitly in the module.
affect the interpretation of imported types.

TE 5 — The character semicolon does not appear in the assignment list specification or any*0f.its subordinate productio
eserved for use by ASN.1 tool developers.

The "TagDefault" is taken as EXPLI O T TAGSif it is "empty".
TE — Clause 30 gives the meaning of EXPLI CI T TAGS, | MPLI I T TAGS, and AUTOVATI C TAGS.

When the AUTOVATI C TAGS alternative of "TagDefault" is selécted, automatic tagging is said to be sg
module, otherwise it is said to be not selected. Automatic taggingds a syntactical transformation which is 4

ion of the module. This transformation is formally specified by 24.7 to 24.9, 26.3 and 28.2 to 28.5 regardi
ns for sequence types, set types and choice types, respectively.

The EXTENSI Bl LI TY | MPLI ED option is equivalent to the textual insertion of an extension marker (". .
finition of each type in the module for which it.is‘permitted. The location of the implied extension marker
sition in the type where an explicitly specified extension marker is allowed. The absence of EXTENSI| B
ED means that extensibility is only provided for those types within the module where an extension maj
itly present.
TE — EXTENSI BI LI TY | MPLI ED affects only types. It has no effect on object sets and subtype constraints.

The "modulereference" appgaring in the "Moduleldentifier" production is called the module name.

TE — The possibility of defining a-single ASN.1 module by the use of several occurrences of "ModuleBody" assigned tH
odulereference" was (arguably)-permitted in earlier specifications. It is not permitted by this Recommendation | Intern

Module namesCshall be used only once (except as specified in 12.9) within the sphere of interest
ion of the module.

If the “Definitiveldentifier" is not empty, the denoted object identifier value unambiguously and un
fies the module being defined. No defined value may be used in defining the object identifier value.

TE > The question of what changes to a module require a new "Definitiveldentifier" is not addressed in this Recommen
brpational Standard.

K.683 |
1l class
ns are
It does

hs, and

lected
pplied

hdditional conditions) to the "ComponentTypeLists" and "AlternativeTypeLists" productions occurring within the

ng the

.M in
is the
LITY
'ker is

e same
ational

of the

iquely

Hation |

12.8

It the "Assignedldentifier™ is not empty, the "ObjectldentifierValue™ and the "DefinedValue™ alternatives
unambiguously and uniquely identify the module from which reference names are being imported. When the
"DefinedValue" alternative of "Assignedldentifier" is used, it shall be a value of type object identifier. Each
"valuereference" which textually appears within an "Assignedldentifier" shall satisfy one of the following rules:

a) It is defined in the "AssignmentList" of the module being defined, and all "valuereference"s

which

textually appear on the right side of the assignment statement also satisfy this rule (rule "a") or the next

rule (rule "b").

b) It appears as a "Symbol" in a "SymbolsFromModule" whose "Assignedldentifier" does not textually

contain any "valuereference"s.

NOTE - It is recommended that an object identifier be assigned so that others can unambiguously refer to the module.

24
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12.9 The "GlobalModuleReference" in a "SymbolsFromModule" shall appear in the "ModuleDefinition" of another
module, except that if it includes a non-empty "Definitiveldentifier", the "modulereference" may differ in the two cases.

NOTE — A different "modulereference" from that used in the other module should only be used when symbols are to be imported
from two modules with the same name (the modules being named in disregard of 12.6). The use of alternative distinct names
makes these names available for use in the body of the module (see 12.15).

12.10 When both a "modulereference" and a non-empty "Assignedldentifier" are used in referencing a module, the
latter shall be considered definitive.

12.11  When the referenced module has a non-empty "Definitiveldentifier", the "GlobalModuleReference"
referencing that module shall not have an empty "AssignedIdentifier".

12.12  When the "SymbolsExported" alternative of "Exports" is selected:

q) ecach "Svymbol" in "Sy mhn]cpypnﬁpr‘" shall Qaﬁcf> one-and onlv one of the follow i‘ng conditions:

i)  is only defined in the module being constructed; or
ii) appears exactly once in the "SymbolsImported" alternative of "Imports";

b) every "Symbol" to which reference from outside the module is appropriate shall be included [in the
"SymbolsExported" and only these "Symbol"s may be referenced from outside the module (subject to the
relaxation specified in 12.13); and

c) if there are no such "Symbol"s, then the empty alternative of "SymbolsExported" (not of "Exports')) shall
be selected.

12.13| When either the "empty" alternative or the EXPORTS ALL alternative of "Experts" is selected, every "Syjmbol"
defingd in the module or imported by the module may be referenced from other-modules subject to the restriction
speciffjed in 12.12 a).

NOTE — The "empty" alternative of "Exports" is included for backwards compatibility.

12.14| Identifiers that appear in a "NamedNumberList", "Enumeration" or "NamedBitList" are implicitly expdrted if
the typereference that defines them is exported or appears as a component (or subcomponent) within an exported type.

12.15] When the "SymbolsImported" alternative of "Imports'-is’selected:

a) Each "Symbol" in "SymbolsFromModule" shall €ither be defined in the module body, or be present in the
"Imports" clause, of the module denoted (by the "GlobalModuleReference" in "SymbolsFromMqdule".
Importing a "Symbol" present in the "Imports" clause of the referenced module is only allowed if there is
only one occurrence of the "Symbol'.in that clause, and the "Symbol" is not defined in the refetenced
module.

NOTE 1 — This does not prehibit the same symbol name defined in two different modules from being inmpported

into another module. However, if the same "Symbol" name appears more than once in the "Imports" clpuse of
module A, that "Symbol", name cannot be exported from A for import to another module B.

b) If the "SymbolsExpotted" alternative of "Exports" is selected in the definition of the module denoted by

the "GlobalModuleReference" in "SymbolsFromModule" the "Symbol" shall appear {n its
"SymbolsExported".

¢) Only those~"Symbol"s that appear amongst the "SymbolList" of a "SymbolsFromModule" may appear as
the symbel” in any "External<X>Reference" which has the "modulereference" denoted Yy the
"GlobalModuleReference" of that "SymbolsFromModule" (where <X> is "Value", "Type", "Opject",
"Objectclass”, or "Objectset").

d)_ <Hthere are no such "Symbol"s, then the "empty" alternative of "SymbolsImported" shall be selected.

NOTE 2 — An effect of c¢) and d) is that the statement | MPORTS; implies that the module cannot confain an
"External<X>Reference".

e) All the "SymbolsFromModule" in the "SymbolsFromModuleList" shall include occurrences of
"GlobalModuleReference" such that:

i)  the "modulereference" in them are all different from each other and from the "modulereference"
associated with the referencing module; and

ii) the "Assignedldentifier", when non-empty, denotes object identifier values which are all different
from each other and from the object identifier value (if any) associated with the referencing module.

12.16  When the "empty" alternative of "Imports" is selected, the module may still reference "Symbols" defined in
other modules by means of an "External<X>Reference".

NOTE — The "empty" alternative of "Imports" is included for backwards compatibility.
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12.17  Identifiers that appear in a "NamedNumberList", "Enumeration" or "NamedBitList" are implicitly imported if
the typereference that defines them is imported or appears as a component (or subcomponent) within an imported type.

12.18 A "Symbol" in a "SymbolsFromModule" may appear in "ModuleBody" as a "Reference". The
meaning associated with the "Symbol" is that which it has in the module denoted by the corresponding
"GlobalModuleReference".

12.19  Where the "Symbol" also appears in an "AssignmentList" (deprecated), or appears in one or more other
instances of "SymbolsFromModule", it shall only be used in an "External<X>Reference". Where it does not so appear, it
shall be used directly as a "Reference".

12.20  The various alternatives for "Assignment" are defined in the following clauses in this Recommendation |
International Standard, except as noted otherwise:

Assigrmentattermative Defimingsutciouse

"TypeAssignment" 15.1

"ValueAssignment" 15.2

"XMLValueAssignment" 15.2

"ValueSetTypeAssignment" 15.6

"ObjectClassAssignment" ITU-T Rec. X.681 | ISO/IEC 8824-2, 9.1
"ObjectAssignment" ITU-T Rec. X.681 | ISO/IEC 8824-2,\N*1
"ObjectSetAssignment" ITU-T Rec. X.681 | ISO/IEC 8824-2712.1
"Parameterized Assignment" ITU-T Rec. X.683 | ISO/IEC.8824-4, 8.1

The first symbol of every "Assignment" is one of the alternatives of "Refefence", denoting the reference name| being
defingd. In no two assignments within an "AssignmentList" shall the refefence names be the same.

13 Referencing type and value definitions
13.1 The defined type and value productions:

DefinedType ::=
ExternalTypeReference
| Typereference
| ParameterizedType
| ParameterizedValueSetType

DefinedValue ::=
ExternalValueReference
| Valuereference
| PapameterizedValue

specify the sequences-which shall be used to reference type and value definitions. The type identified| by a
"ParameterizedType’yand "ParameterizedValueSetType", and the value identified by a "ParameterizedValug" are
specifjed in ITU-TRec. X.683 | ISO/IEC 8824-4.

13.2 The"NonParameterizedTypeName" production:

NonParameterizedTypeName ::=
ExternalTypeReference
| typereference
| xmlasnltypename

is used when an XML tag name is needed to represent an ASN.1 type.

13.3 The third alternative shall not be used as the "NonParameterizedTypeName" in the "XMLTypedValue" of
"XMLValueAssignment" (see 15.2) or of "XMLOpenTypeFieldVal" (see ITU-T Rec. X.681 | ISO/IEC 8824-2, 14.6)
when the XML value notation is used in an ASN.1 module if the "xmlasnltypename" is "CHOICE", "ENUMERATED",
"SEQUENCE", "SEQUENCE_OF", "SET" or "SET_OF".
NOTE - This restriction is imposed in XML value notation used in an ASN.1 module because these "xmlasnltypename"s do not
define an ASN.1 type. The restriction is not present for use of this notation in encoding rules (such as XER, see ITU-T
Rec. X.693 | ISO/IEC 8825-4) because XML tags formed from "xmlasnltypename"s are not used to determine the types that are
being encoded.
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13.4 Except as specified in 12.18, the "typereference", "valuereference", "ParameterizedType",
"ParameterizedValueSetType" or "ParameterizedValue" alternatives shall not be used unless the reference is within the
"ModuleBody" in which a type or value is assigned (see 15.1 and 15.2) to the "typereference" or "valuereference".

13.5 The "ExternalTypeReference" and "ExternalValueReference" shall not be used unless the corresponding
"typereference" or "valuereference":

a) has been assigned a type or value respectively (see 15.1 and 15.2); or

b) are present in the "Imports" clause,

within the "ModuleBody" used to define the corresponding "modulereference". Referencing a name in the "Imports"
clause of another module shall only be allowed if there is no more than one occurrence of the "Symbol" in that clause.
NOTE - This does not prohibit the same "Symbol" defined in two different modules from being imported into another module.

How a a a
refprenced using module A in an external reference.

n an mo Dan_on n_th NPCORT a of 2 moa A hen tha mbo

13.6 An external reference shall be used in a module only to refer to a reference name which is,'defined in a
differ¢gnt module, and is specified by the following productions:

ExternalTypeReference ::=
modulereference
"non

typereference

ExternalValueReference ::=
modulereference
"N
valuereference

NOTE — Additional ~ external  reference  productions  ("ExternalClassReference", "ExternalObjectReference"| and
"ExternalObjectSetReference") are specified in ITU-T Rec. X.681 | ISO/IEC\8824-2.

13.7 When the referencing module is defined using the%“SymbolsImported" alternative of "Imports|', the
"modylereference" in the external reference shall appear in_the "GlobalModuleReference" of exactly one pf the
"SymbolsFromModule" in the "SymbolsImported". When *the referencing module is defined using the "gmpty"
alterngtive of "Imports", the "modulereference” in the extefnal reference shall appear in the "ModuleDefinition" [of the
module (different from the referencing module) where the®Reference" is defined.

13.8 Where a "DefinedType" is used as ‘part of notation governed by a "Type" (for example, | in a
"SubtypeConstraint") then the "DefinedType" shall be compatible with the governing "Type" as specified in |clause
B.6.2.

13.9 Every occurrence within an ASN.1 specification of a "DefinedValue" is governed by a "Type", arfd that
"DefijedValue" shall reference a walue of a type that is compatible with the governing "Type" as specified in
clause B.6.2.

14 Notation to support references to ASN.1 components

14.1 There is a‘requirement for formal reference to components of ASN.1 types, values, etc. for many puiposes.
One spich instange is the need to write text to identify a specific type within some ASN.1 module. This clause defines a
notatipn which'ean be used to provide such references.

14.2 The notation enables any component of a set or sequence type (which is either mandatorily or optionally
presetlt ifithe type) to be identified.

14.3 Any part of any ASN.1 type definition can be referenced by use of the "AbsoluteReference" syntactic
construct:

AbsoluteReference ::= " @' Moduleldentifier

ItemSpec

ItemSpec ::=
typereference
| ItemlId ". " Componentld

Itemld ::= ItemSpec
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Componentld ::=
identifier

| number
| "in

NOTE — The AbsoluteReference production is not used elsewhere in this Recommendation | International Standard. It is provided

for
14.4
14.5

the purposes stated in 14.1.
The "Moduleldentifier" identifies an ASN.1 module (see 12.1).

When the first altenative of "Definitiveldentifier" is used as part of the "Moduleldentifier'

"Definitiveldentifier" unambiguously and uniquely identifies the module from which a name is being referenced.

14.6

The "typereference" references any ASN.1 type defined in the module identified by "Moduleldentifier".

', the

14.7
"Iteml
choicg

14.8

requirgd to be one of the "identifier"s of the "NamedType" in the "ComponentTypeLists" of that set\or sequence.
also b used if the "ItemId" identifies a choice type, and is then required to be one of the "identifier}'s of a "Named
in the|"AlternativeTypeLists" of that choice type. It cannot be used in any other circumstancex

14.9
of the]

instanpe of the type. The value zero identifies a conceptual integer type component(not explicitly present in tr

that ¢

the enflosing type.

14.10

N(

the

wh

The "Componentld™ in each "Ttemspec’ identilies a component ol the type which has been identiiicd
d". It shall be the last "Componentld" if the component it identifies is not a set, sequence, set-of, sequence

type.

The "identifier" form of "Componentld" can be used if the parent "ItemId" is a set or sequence type,

The number form of "Componentld" can be used only if the "ItemId" is a sequence<of or set-of type. Thd
number identifies the instance of the type in the sequence-of or set-of, with (the' value "1" identifying tH

ntains a count of the number of instances of the type in the sequence-of ot set-of that are present in the v3

TE — In the following example:
M DEFINITIONS ::= BEA N
T ::= SEQUENCE {
a BOOLEAN,
b SET OF | NTECGER
}
END

components of "T" could be referenced by text outside an ASN.1 module (or in a comment), such as:
- if (GMT.b.0 is odd)then:
(@M T.b.* sha be an odd i nteger)

ich is used to state that if the number @f components in b is odd, all components of b must be odd.

y the
Lof, or

and is
It can

Typen

value
e first
insfer)
lue of

The "*" form of "Componentld" can be used only if the "Itemld” is a sequence-of or set-of. Any senpantics
associpted with the use of the "* " form of "Componentld" apply to all\components of the sequence-of and set-of.

15 Assigning types ‘and values
15.1 A "typereferenée") shall be assigned a type by the notation specified by the "TypeAssignment" production:
TypeAssignment ::=
typereference
"e.o—n
Type
The "fypereference" shall not be an ASN.1 reserved word (see 11.27).
15.2 A "valuereference" shall be assigned a value by the notation specified by either the "ValueAssignment" or

"XMLValueAssignment" productions:

28

ValueAssignment ::=
valuereference

Type

"o —n

Value
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XMLValueAssignment ::=
valuereference

XMLTypedValue

XMLTypedValue ::=
"<" & NonParameterizedTypeName '>"
XMLValue
"</" & NonParameterizedTypeName ">"
| "<" & NonParameterizedTypeName '"/>"

The value being assigned to the "valuereference" in the "ValueAssignment" is "Value", and is governed by "Type" and
shall be a notation for a value of the type defined by "Type" (as specified in 15.3). The value being assigned to the

"valugreferemce T the XMt VatueAssigmment 15— XME vatue (see16-7);amd shatt-beanotatiomr fora—vatuejof the
type defined by "NonParameterizedTypeName" (as specified in 15.4). If this is the "xmlasnltypename" item, fthen it
identifies the ASN.1 built-in type in the corresponding row of Table 4 (see also 13.3).
15.3 "Value" is a notation for a value of a type as specified in 16.7.
154 "XMLValue" is a notation for a value of a type if "XMLValue" is an "XMLBuiltinValye" notation for the type
(see 1p.10).
15.5 The second alternative of "XMLTypedValue" (use of an XML empty-element, tag) can be used only if an
instanfe of the "XMLValue" production is empty.
NQTE - If the "XMLValue" production was an "xmlcstring" containing only white-space; this would not be empty, 4nd the
sedond alternative could not be used.
15.6 A "typereference" can be assigned a value set by the notation specified by the "ValueSetTypeAssigriment"
produgtion:
ValueSetTypeAssignment ::=
typereference
Type
"..o—n
ValueSet
This rotation assigns to "typereference" the type defined as a subtype of the type denoted by "Type" and which cantains
exactly the values which are specified in or allowed by "ValueSet". The "typereference" shall not be an ASN.1 reperved
word {see 11.27), and may be referenced as a type;*"ValueSet" is defined in 15.7.
15.7 A value set governed by some type shall be specified by the notation "ValueSet":
ValueSet ::="{" ElementSetSpecs "} "
The vplue set comprises all of thie yvalues, of which there shall be at least one, specified by "ElementSetSpecy" (see
clausd 46).
15.8 The "ValueSetTypeAssignment" production expands into:
typereférence
Type
": =n
"{" ElementSetSpecs "} "
For all purposes, including the application of encoding rules, this is defined to be exactly equivalent to the use|of the
productror
typereference
": :H
Type
"(" ElementSetSpecs ") "
with the same "Type" and "ElementSetSpecs" specifications.
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16 Definition of types and values

16.1 A type shall be specified by the notation "Type":
Type ::= BuiltinType | ReferencedType | ConstrainedType
16.2 The built-in types of ASN.1 are specified by the notation "BuiltinType", defined as follows:

BuiltinType ::=
BitStringType
BooleanType
CharacterStringType
ChoiceType
EmbeddedPDVType

I

|

|

| EnumeratedType

| ExternalType

| InstanceOfType

| IntegerType

| NullType

| ObjectClassFieldType
| ObjectldentifierType
| OctetStringType

| RealType

| RelativeOIDType

| SequenceType

| SequenceOfType

| SetType

| SetOfType

| TaggedType

The various "BuiltinType" notations are defined in the followifig clauses (in this Recommendation | Intern

Standard unless otherwise stated):

BitStringType 21
BooleanType 17
CharacterStringType 36
ChoiceType 28
EmbeddedPDVType 33
EnumeratedType 19
ExternalType 34
IntegerType 18
NullType 23

ObjectldentifierType 31

InstanceOfType ITU-T Rec. X.681 | ISO/IEC 8824-2, Annex C

ObjectClassFieldType ITU-T Rec. X.681 | ISO/IEC 8824-2, 14.1

hitional

OctetStringFype 22
RealType 20
RelativeOIDType 32
SéquenceType 24
SequenceOfType 25
SetType 26
SetOfType 27
TaggedType 30

16.3 The referenced types of ASN.1 are specified by the notation "ReferencedType":

ReferencedType ::=
DefinedType
| UsefulType
| SelectionType
| TypeFromObject
| ValueSetFromObjects

The "ReferencedType" notation provides an alternative means of referring to some other type (and ultimately to a built-
in type). The various "ReferencedType" notations, and the way in which the type to which they refer is determined, are

specified in the following places in this Recommendation | International Standard unless otherwise stated:
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16.4
16.5

ISO/IEC 8824-1:200
DefinedType 13.1
UsefulType 41.1
SelectionType 29
TypeFromObject ITU-T Rec. X.681 | ISO/IEC 8824-2, clause 15

ValueSetFromObjects ITU-T Rec. X.681 | ISO/IEC 8824-2, clause 15

The "ConstrainedType" is defined in clause 45.

2 (E)

This Recommendation | International Standard requires the use of the notation "NamedType" in specifying the
components of the set types, sequence types and choice types. The notation for "NamedType" is:

NamedType ::= identifier Type

O/IEC

K681 |

[ end-
XML

lal nn

10) or

16.6 The "identifier" is used to unambiguously refer to components of a set type, sequence type or choice type in
the vaflie notation, in iNNer subtype constraints and il COMponent relation CoNsraints (sce -T Rec.
8824-B). It is not part of the type, and has no effect on the type.
16.7 A value of some type shall be specified by the notation "Value" or by the notation "XMLValue";
Value ::=
BuiltinValue
| ReferencedValue
| ObjectClassFieldValue
XMLValue ::=
XMLBuiltinValue
| XMLODbjectClassFieldValue
NOTE 1 — "ObjectClassFieldValue" and "XMLObjectClassFieldValue" are defined in ITU-T Rec. 3
ISO/IEC 8824-2, 14.6.
NOTE 2 — "XMLValue" is only used in "XMLTypedValue'/
16.8 If any part of the "XMLValue" production results in an XMl start-tag immediately followed by an XM
tag, possibly separated by white-space inserted as permitted by 11,174 (for example, <field1></field1>), these two
tags, gnd any intervening white-space, can be replaced by a single XML empty-element tag (<field1/>).
NOTE — If any white-space character, except white-space inserted as permitted by 11.1.4, is present between the fit
chgracter of the start tag and the initial "<" character of the gid-tag, the condition above is not satisfied.
16.9 Values of the built-in types of ASN.1 cambe specified by the notation "XMLBuiltinValue" (see 16.
"BuiltinValue", defined as follows:
BuiltinValue ::=
BitStringValue
| BooleanValue
| CharacterStringValue
| ChoiceValie
| EmbeddedPDVValue
| EnumeratedValue
| ExternalValue
| InstanceOfValue
| IntegerValue
[ NullValue
| ObjectldentifierValue
| OctetStringValue
| RealValue
| RelativeOIDValue
| SequenceValue
| SequenceOfValue
| SetValue
| SetOfValue
| TaggedValue

Each of the various "BuiltinValue" notations is defined in the same subclause as the corresponding "BuiltinType"
notation, as listed in 16.2.

ITU-T Rec. X.680 (07/2002)
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16.10

"XMLBuiltinValue" is defined as follows:

XMLBuiltinValue ::=
XMLBitStringValue
XMLBooleanValue
XMLCharacterStringValue
XMLChoiceValue
XMLEmbeddedPDVValue
XMLEnumeratedValue
XMLEXxternalValue
XMLInstanceOfValue
XMLIntegerValue
XMLNullValue

Each
notati

16.11

The "
built-i

deternpined, are specified in the following places (in this’ Recommendation | International Standard unless oth
stated):

16.12
can bg

16.13
"Nam

where

N(
cof

|

|

|

|

|

|

|

|

| XMLODbjectIdentifierValue
| XMLOctetStringValue

| XMLRealValue

| XMLRelativeOIDValue

| XMLSequenceValue

| XMLSequenceOfValue

| XMLSetValue

| XMLSetOfValue

| XMLTaggedValue

bf the various "XMLBuiltinValue" notations is defined in the same clause(@s,the corresponding "Builtir
n, as listed in 16.2 above.

The referenced values of ASN.1 are specified by the notation "ReférencedValue":

ReferencedValue ::=
DefinedValue
| ValueFromObject

ReferencedValue" notation provides an alternative means of referring to some other value (and ultimatel
n value). The various "ReferencedValue" notationsyand the way in which the value to which they r

DefinedValue 13.1
ValueFromObject ITU-T Ree.X.681 | ISO/IEC 8824-2, clause 15

Regardless of whether or not a‘type is a "BuiltinType", "ReferencedType" or "ConstrainedType", its
specified by either a "BuiltinValue" or "ReferencedValue" of that type.

The value of a typelreferenced using the "NamedType" notation shall be defined by the n
pdValue", or when used @s'part of an "XMLValue", by the notation "XMLNamedValue". These productions|

NamedValue ::= identifier Value
XMLNamedValue ::= "<" & identifier ">" XMLValue "</" & identifier '">"

the "identifier" is the same as that used in the "NamedType" notation.

TE — The "identifier" is part of the notation, it does not form part of the value itself. It is used to unambiguously refe
ponents of a set type, sequence type or choice type.

16.14

The implied (see 12.4) or explicit presence of an extension marker (see clause 6) in the definition of a tvi

Type"

y to a
bfer is
Erwise

values

tation
are:

to the

¢ has

no effect on the value notation. That is, the value notation for a type with an extension marker is exactly the same as if
the extension marker was absent.

NOTE — Subclause 46.8 prohibits value notation used in a subtype constraint from referencing a value that is not in the extension
root of the parent type.

17
17.1

17.2

32

Notation for the boolean type
The boolean type (see 3.6.7) shall be referenced by the notation "BooleanType":
BooleanType ::= BOOLEAN

The tag for types defined by this notation is universal class, number 1.
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17.3 The value of a boolean type (see 3.6.73 and 3.6.38) shall be defined by the notation "BooleanValue", or when
used as an "XMLValue", by the notation "XMLBooleanValue". These productions are:

BooleanValue ::= TRUE | FALSE

XMLBooleanValue ::=
H<" & Htrue" ll/>"
| "<" & "falseﬂ "/>"

18 Notation for the integer type
18.1 The integer type (see 3.6.41) shall be referenced by the notation "IntegerType":

IntegerType ::=
| NTEGER

| | NTEGER "{ " NamedNumberList "} "

NamedNumberList ::=
NamedNumber
| NamedNumberList "," NamedNumber

NamedNumber ::=
identifier "'( " SignedNumber ") "
| identifier ""( " DefinedValue ") "

SignedNumber ::=

number
| "-" number
18.2 The second alternative of "SignedNumber" shall not be used:if the "number" is zero.
18.3 The "NamedNumberList" is not significant in the definition of a type. It is used solely in the value n¢tation

speciffjed in 18.9.

18.4 The "valuereference" in "DefinedValue" shall be-of'type integer.

NOTE — Since an "identifier" cannot be used to specify the value associated with "NamedNumber", the "DefinedValue" can never
be misinterpreted as an "IntegerValue". Therefore in thefollowing case

a INTEGER :: =1

Tl ::= INTEGER { a(2) }

T2 ::= INTEGER { a(3), b(a) J}
cT2::=Db

dT2 ::=a

¢ denotes the value 1, since it cannotbe a reference to the second nor the third occurrence of a, and d denotes the value 3.

18.5 The value of each("SignedNumber" or "DefinedValue" appearing in the "NamedNumberList" shall be
differ¢nt, and represents a distinguished value of the integer type.

18.6 Each "identifier appearing in the "NamedNumberList" shall be different.
18.7 The orderyof the "NamedNumber"s in the "NamedNumberList" is not significant.
18.8 Thevtag for types defined by this notation is universal class, number 2.

18.9 The value of an integer type shall be defined by the notation "IntegerValue", or when used as an "XMLValue",
by thelnotation "XMIL Tnfpgpr\/alnp" These. prnd11r~‘rinnc are.

IntegerValue ::=
SignedNumber
|  identifier

XMLIntegerValue ::=
SignedNumber
| "<" & identifier "/>"

18.10  The "identifier" in "IntegerValue" and in "XMLIntegerValue" shall be one of the "identifier"s in the
"IntegerType" with which the value is associated, and shall represent the corresponding number.

NOTE — When referencing an integer value for which an "identifier" has been defined, use of the "identifier" form of
"IntegerValue" and "XMLIntegerValue" should be preferred.
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18.11

Within an instance of value notation for an integer type with a "NamedNumberList", any occurrence of a name
that is both an "identifier" from the "NamedNumberList" and a reference name shall be interpreted as the "identifier".

19 Notation for the enumerated type
19.1 The enumerated type (see 3.6.24) shall be referenced by the notation "EnumeratedType":
EnumeratedType ::=
ENUVERATED "{ " Enumerations "} "
Enumerations ::=
RootEnumeration
" " " " renSnoo
> — onSpee
| RootEnumeration "," '"..." ExceptionSpec "," AdditionalEnumeration
RootEnumeration ::= Enumeration
AdditionalEnumeration ::= Enumeration
Enumeration ::= Enumerationltem | Enumerationltem "," Enumeration
Enumerationltem ::= identifier | NamedNumber
NQTE 1 — Each value of an "EnumeratedType" has an identifier which is associated with a distinct integer. However, the| values
thgmselves are not expected to have any integer semantics. Specifying the "NamedNumbet!\ alternative of "Enumeratidnltem"
prqvides control of the representation of the value in order to facilitate compatible extensions:
NQTE 2 — The numeric values inside the "NamedNumber"s in the "RootEnumeratior,_are not necessarily ordered or contjguous,
and the numeric values inside the "NamedNumber"s in the "AdditionalEnumeration"‘are ordered but not necessarily contigjious.
19.2 For each "NamedNumber", the "identifier" and the "Sign€dNumber" shall be distinct from allf other
"identffier"s and "SignedNumber"s in the "Enumeration". Subclauses 18.2 and 18.4 also apply to each "NamedNumber".
19.3 Each "Enumerationltem" (in an "EnumeratedType") which'is an "identifier" is successively assigned a distinct
non-nggative integer. For the "RootEnumeration", the successivelintegers starting with 0, but excluding any which are
employed in "Enumerationltem"s which are "NamedNumber!'s)-are assigned.
NOTE — An integer value is associated with an "Enumerationftem" to assist in the definition of encoding rules. It is not otherwise
usgd in the ASN.1 specification.
19.4 The value of each new "Enumerationltem" shall be greater than all previously defined
"AddifionalEnumeration"s in the type.
19.5 When a "NamedNumber" is used in/defining an "Enumerationltem” in the "AdditionalEnumeration", thq value
associpted with it shall be different fromnthe value of all previously defined "Enumerationltem"s (in this type) regardless
of whether the previously defined "Enumierationltem"s occur in the enumeration root or not. For example:
A ::= ENUMERATED {a,/b, ..., c(0)} -- invalid, since both "a" and 'c' equall O
B ::= ENUMERATED {)a, b, ..., c, d(2)} -- invalid, since both 'c' and 'd" equall 2
C ::= ENUMERATED {a, b(3), ..., c(1)} -- valid, 'c' =1
D ::= ENUMERATED {a, b, ..., c(2)} -- valid, 'c' =2
19.6 The value<associated with the first "Enumerationltem" in the "AdditionalEnumeration" alternative thaf is an
"identjfier" (not,a ‘NamedNumber") shall be the smallest value for which an "Enumerationltem" is not defined|in the
"RootEnumeration" and all preceding "Enumerationltem"s in the "AdditionalEnumeration" (if any) are smallgr. For
example, thé fellowing are all valid:
A .= ENUMERATED {a, b, ..., c} --¢c =2
B—T—ENOVERATED =, 0, T( O, oF —d—3
C ::= ENUMERATED {a, b, ..., c¢(3), d} --d=4
D ::= ENUVERATED {a, z(25), ..., d} - d=1
19.7 The enumerated type has a tag which is universal class, number 10.
19.8 The value of an enumerated type shall be defined by the notation "EnumeratedValue", or when used as an

"XMLValue", by the notation "XMLEnumeratedValue". These productions are:

19.9

34

EnumeratedValue ::= identifier

XMLEnumeratedValue ::= "<" & identifier "/>"

The "identifier" in "EnumeratedValue" and "XMLEnumeratedValue" shall be equal to that of an "identifier" in
the "EnumeratedType" sequence with which the value is associated.
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Within an instance of value notation for an enumerated type, any occurrence of a name that is both an
"identifier" from the "Enumeration" and a reference name shall be interpreted as the "identifier".

Notation for the real type
The real type (see 3.6.54) shall be referenced by the notation "RealType":
RealType ::= REAL

The real type has a tag which is universal class, number 9.

The values of the real type are the values PLUS- | NFI NI TY and M NUS- | NFI NI TY together with the real
numbers capable of being specified by the following formula involving three integers, M, B and E:

where]

20.4

the re
N(
ref]
if
"bg

20.5

N(
evy

N(
ab

N(
po

20.6
notati

M x BE

M is called the mantissa, B the base, and E the exponent.

The real type has an associated type which is used to give precision to the definition of'the abstract val
1l type and is also used to support the value and subtype notations of the real type.
TE — Encoding rules may define a different type which is used to specify encodings, or,may specify encodings Y
erence to the associated type. In particular, the encoding in BER and PER provides a Binary<Coded Decimal (BCD) e

base" is 10, and an encoding which permits efficient transformation to and from hardware floating point represental
se" is 2.

The associated type for value definition and subtyping purposes is (withtnormative comments):

SEQUENCE {

mant i ssa | NTEGER,

base | NTEGER (2| 10),

exponent I NTEGER
-- The associated mathematical real nunber is "nantissa"
-- multiplied by "base" raised to thé’power "exponent"

}

TE 1 — Non-zero values represented by "base" 2 and by;"base" 10 are considered to be distinct abstract values even
luate to the same real number value, and may carry different application semantics.

TE 2 — The notation REAL (W TH COVPONENTS {, .. , base (10)}) can be used to restrict the set of values to
tract values (and similarly for base 2 abstract values).

nt hardware, and of any number with a finfite character-decimal representation.

The value of a real type shall be defined by the notation "RealValue", or when used in an "XMLValue",
n "XMLRealValue":

RealValue ::=
NumericRealValue
| SpecialRealValue

NumericRealValue ::=
realnumber
[ "-" realnumber
[ SequenceValue -- Value of the associated sequence type

SpecialRealValue ::=

ues of

vithout
coding
tions if

if they

ase 10

TE 3 — This type is capable of carrying an'gXact finite representation of any number which can be stored in typical floating

by the

Dl LIS LNELNL TV

| M NUS- I NFI NI TY

The second and third alternatives of "NumericRealValue" shall not be used for zero values.

XMLRealValue ::=
XMLNumericRealValue | XMLSpecialRealValue

XMLNumericRealValue ::=
realnumber
| "-" realnumber

The second alternative of "XMLNumericRealValue" shall not be used for zero values.
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20.7

XMLSpecialRealValue ::=
"<" & PLUS- INFINITY "/>" | "<" & M NUS- | NFI NI TY "/>"

When the "realnumber" notation is used it identifies the corresponding "base" 10 abstract value.

If the

"RealType" is constrained to "base" 2, the "realnumber" identifies the "base" 2 abstract value corresponding either to the
decimal value specified by the "realnumber" or to a locally-defined precision if an exact representation is not possible.

21
21.1

Notation for the bitstring type
The bitstring type (see 3.6.6) shall be referenced by the notation "BitStringType":

BitStringType ::=
BLT STRING

21.2
N(

21.3
214

| BT STRING"{" NamedBitList "} "

NamedBitList ::=
NamedBit
| NamedBitList "," NamedBit

NamedBit ::=
identifier "( " number ") "
| identifier " (" DefinedValue ") "

The first bit in a bit string is called the leading bit. The final bit in a bit string.is called the trailing bit.
TE — This terminology is used in specifying the value notation and in defining encoding’rules.

The "DefinedValue" shall be a reference to a non-negative value oftype integer.

The value of each "number" or "DefinedValue" appearing in the\"NamedBitList" shall be different, and

is the

numbg¢r of a distinguished bit in a bitstring value. The leading bit of\the bit string is identified by the "number| zero,
with spicceeding bits having successive values.
21.5 Each "identifier" appearing in the "NamedBitList" shall-be different.
NOTE 1 — The order of the "NamedBit" production sequences in the "NamedBitList" is not significant.
NOTE 2 — Since an "identifier" that appears within the !"NamedBitList" cannot be used to specify the value associated|with a
"NpmedBit", the "DefinedValue" can never be misinterpreted as an "IntegerValue". Therefore in the following case:
a INTEGER ::= 1
T1 ::= INTEGER { a(2) }
T2 ::=BIT STRRNG { a(3), b(a) }
thq last occurrence of a denotes the value I, as it cannot be a reference to the second nor the third occurrence of a.
21.6 The presence of a "NamedBitList" has no effect on the set of abstract values of this type. Values confaining
1 bits pther than the named bits are permitted.
21.7 When a "NamedBitList" is used in defining a bitstring type ASN.1 encoding rules are free to add (or remove)
arbitrdrily any trailing 0-bits"to (or from) values that are being encoded or decoded. Application designers $hould
therefpre ensure that differént semantics are not associated with such values which differ only in the number of trailing
0 bits.
21.8 This type has a tag which is universal class, number 3.
21.9 Thevalue of a bitstring type shall be defined by the notation "BitStringValue", or when used |as an
"XMI}Value", by the notation "XMLBitStringValue". These productions are:
BitStringValue ::=
bstring
| hstring
| "{ " IdentifierList "} "
| l'{ " l'} "
| CONTAI Nl NG Value
IdentifierList ::=
identifier
| IdentifierList "," identifier
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XMLBitStringValue ::=
XMLTypedValue
| Xmlbstring
| XMLIdentifierList
| empty

XMLIdentifierList ::=
"<" & identifier "/>"
| XMLIdentifierList "'<" & identifier "/>"

The "XMLTypedValue" alternative shall not be used unless the bitstring has a contents constraint

which

includes an ASN.1 type and does not include an ENCODED BY. If this alternative is used, the "XMLTypedValue" shall
be a value of the ASN.1 type in the contents constraint.

21.11
21.12

"BitStringType" production sequence with which the value is associated.

21.13

21.14
value
Zero.

N(

in
21.15
trailin

21.16
leftmd

N(
21.17
EXAN

and

are alf
zero d

the trdiling zero does form part of'the value, which is thus 16 bits in length.

21.18
includ
(see I

N(
forj
"C

21.19

The "XMLIdentifierList" alternative shall not be used unless the bitstring has a "NamedBitList".

Each "identifier" in "BitStringValue" or "XMLBItStringValue" shall be the same as an "identifier"

The "empty" alternative denotes a bitstring with no bits.

If the bitstring has named bits, the "BitStringValue" or "XMLBitStringValue" notation denotes a bi
with ones in the bit positions specified by the numbers corresponding to the "identifier)'s, and with all oth|

TE — For a "BitStringType" that has a "NamedBitList", the "{" "} " production sequence in "BitStringValue" and the "
' XMLBItStringValue" are used to denote the bitstring which contains no one bits.

When using the "bstring" or "xmlbstring" notation, the leading bit of(the bitstring value is on the left, a
b bit of the bitstring value is on the right.

When using the "hstring" notation, the most significant bit"0f each hexadecimal digit corresponds
st bit in the bitstring.
TE — This notation does not, in any way, constrain the way encoding rules place a bitstring into octets for transfer.

The "hstring" notation shall not be used unless the bitstring value consists of a multiple of four bits.

IPLE
" A98BA' H

'1010100110001010' B

ernative notations for the same bitstring value. If the type was defined using a "NamedBitList", the (single) t
oes not form part of the value, which is thus 15 bits in length. If the type was defined without a "NamedB1

The CONTAI NI NG-alternative can only be used if there is a contents constraint on the bitstring type
es CONTAI NI NG _The "' Value" shall then be value notation for a value of the "Type" in the "ContentsCong
[U-T Rec. X.682YJSO/IEC 8824-3, clause 11).

bids furthér constraints after a "ContentsConstraint”", and the above text forbids its use unless the governor
bntentsConstraint".

The CONTAI NI NG alternative shall be used if there is a contents constraint on the bitstring type which dd

in the

tstring
er bits

empty"

nd the

to the

railing
tList",

which
traint"

TE — This valuenotation can never appear in a subtype constraint because ITU-T Rec. X.682 | ISO/IEC 8824-3, clauge 11.3

has a

es not

contai

ENCODED _BY.

22
22.1

22.2
22.3

Notation for the octetstring type

The octetstring type (see 3.6.49) shall be referenced by the notation "OctetStringType":
OctetStringType ::= OCTET STRI NG

This type has a tag which is universal class, number 4.

The value of an octetstring type shall be defined by the notation "OctetStringValue", or when used

"XMLValue", by the notation "XMLOctetStringValue". These productions are:
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224

OctetStringValue ::=
bstring
| hstring
| CONTAI Nl NG Value

XMLOctetStringValue ::=
XMLTypedValue
| xmlhstring

The "XMLTypedValue" alternative shall not be used unless the octetstring has a contents constraint

which

includes an ASN.1 type and does not include an ENCODED BY. If this alternative is used, the "XMLTypedValue" shall
be a value of the ASN.1 type in the contents constraint.

22.5

octet,

22.6
the fif
contai

22.7
semi-

22.8
additi

229
includ
(seeT]

N(
for
HC

22.10
not co

23
23.1

23.2

23.3
the no

24

In specifying the encoding rules for an octetstring, the octets are referenced by the terms first octet and t
and the bits within an octet are referenced by the terms most significant bit and least significant bit.

When using the "bstring" notation, the left-most bit of the "bstring" notation shall be the most significan
st octet of the octetstring value. If the "bstring" is not a multiple of eight bits, it shall be interpfeted 3
ned additional zero trailing bits to make it the next multiple of eight.

When using the "hstring" or "xmlhstring" notation, the left-most hexadecimal digit shall{be’the most sign
ctet of the first octet.

If the "hstring”" is an odd number of hexadecimal digits, it shall be interpreteéd as if it contained a
nal trailing zero hexadecimal digit. The "xmlhstring" shall not be an odd numbér of hexadecimal digits.

The CONTAI NI NG alternative can only be used if there is a contents gonstraint on the octetstring type
cs CONTAI Nl NG The "Value" shall then be value notation for a value of.the "Type" in the "ContentsCong
[U-T Rec. X.682 | ISO/IEC 8824-3, clause 11).

bids further constraints after a "ContentsConstraint", and the abewe text forbids its use unless the governor
bntentsConstraint".

The CONTAI NI NG alternative shall be used if there is(a-Contents constraint on the octetstring type whic
ntain ENCODED BY.

Notation for the null type

The null type (see 3.6.44) shall be referenced by the notation "NullType":
NullType ::= NULL

This type has a tag which is universal class, number 5.

The value of a null type Shall be referenced by the notation "NullValue", or when used as an "XMLValy
tation "XMLNullValug¢™ ~These productions are:

NullValue +:= NULL
XMLNullValue ::= empty

Notation for sequence types

ailing

bit of
s if it

ificant

single

which
traint"

TE — This value notation can never appear in a subtype constraint because TTU-T Rec. X.682 | ISO/IEC 8824-3, clauge 11.3

has a

h does

en’ by

24.1

38

Theotatiom fordefimmg o sequence type (see376-:60) shattbethe ™ Sequence Type™

SequenceType ::=
SEQJE’\CE "{ i "} ”
| SEQUENCE '"{" ExtensionAndException OptionalExtensionMarker "} "
| SEQUENCE "{" ComponentTypeLists "}"

ExtensionAndException ::="..." | "..." ExceptionSpec
OptionalExtensionMarker ::="," ". .. " | empty

ComponentTypeLists ::=
RootComponentTypeList
| RootComponentTypeList "," ExtensionAndException ExtensionAdditions
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OptionalExtensionMarker

| RootComponentTypeList "," ExtensionAndException ExtensionAdditions
ExtensionEndMarker "," RootComponentTypeList

| ExtensionAndException ExtensionAdditions ExtensionEndMarker ","
RootComponentTypeList

| ExtensionAndException ExtensionAdditions OptionalExtensionMarker

RootComponentTypeList ::= ComponentTypeList
ExtensionEndMarker ::="," ".. . "

ExtensionAdditions ::=
"," ExtensionAdditionList
| empty

ExtensionAdditionList ::=
ExtensionAddition
| ExtensionAdditionList "," ExtensionAddition

ExtensionAddition ::=
ComponentType
| ExtensionAdditionGroup

ExtensionAdditionGroup ::="[[" VersionNumber ComponentTypeList "]]"
VersionNumber ::= empty | number ": "

ComponentTypeList ::=
ComponentType
| ComponentTypeList "," ComponentType

ComponentType ::=
NamedType
| NamedType OPTI ONAL
| NamedType DEFAULT Value
| COVPONENTS OF Type

24.2 When the "ComponentTypeLists" productien occurs within the definition of a module for which autpmatic
tagginlg is selected (see 12.3), and none of the qccurrences of "NamedType" in any of the first three alternatives for
"ComponentType" contains a "TaggedType!( ;then automatic tagging transformation is selected for the |entire
"ComponentTypeLists", otherwise it is not.
NQTE 1 — The use of the "TaggedType® notation within the definition of the list of components for a sequence type gives fcontrol
of ftags to the specifier, as opposed tévautomatic assignment by the automatic tagging mechanism. Therefore, in the following
cage:
T ::= SEQUENCE { a.INFEGER b [1] BOOLEAN, ¢ OCTET STRI NG }
nojautomatic tagging is applied-to the list of components a, b, c, even if this definition of sequence type T occurs within a fnodule
for) which automatic taggingis selected.

NOTE 2 — Only thos¢ oceurrences of the "ComponentTypeLists" production appearing within a module where automatic fagging
is delected are candidates for transformation by automatic tagging.

24.3 The décision to apply the automatic tagging transformation is taken individually for each occurrepce of
"ComponentTypeLists" and prior to the COVPONENTS OF transformation specified by 24.4. However, as sp¢cified
in 24.7 to24Y9, the automatic tagging transformation (if applied) is applied afier the COVPONENTS OF transformatipn.

NOTE)— The effect of this is that the application of automatic tags is suppressed by tags explicitly present [in the
"ComponentTypeLists™, but not by tags present in the "Type" following COVPONENTS OF.

24.4 "Type" in the "COVPONENTS OF Type" notation shall be a sequence type. The "COMPONENTS OF Type"
notation shall be used to define the inclusion, at this point in the list of components, of all the component types of the
referenced type, except for any extension marker and extension additions that may be present in the "Type". (Only the
"RootComponentTypeList" of the "Type" in the "COMPONENTS OF Type" is included; extension markers and extension
additions, if any, are ignored by the "COVMPONENTS OF Type" notation.) Any subtype constraint applied to the
referenced type is ignored by this transformation.

NOTE - This transformation is logically completed prior to the satisfaction of the requirements in the following subclauses.

24.5 The following subclauses each identify a series of occurrences of "ComponentType" in either the root or the
extension additions or both. The rule of 24.5.1 shall apply to all such series.
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24.5.1  Where there are one or more consecutive occurrences of "ComponentType" that are all marked OPTI ONAL or
DEFAULT, the tags of those "ComponentType"s and of any immediately following component type in the series shall be
distinct (see clause 30). If automatic tagging was selected, the requirement that tags be distinct applies only after
automatic tagging has been performed, and will always be satisfied.

24.5.2  Subclause 24.5.1 shall apply to the series of "ComponentType"s in the root.

24.5.3  Subclause 24.5.1 shall apply to the complete series of "ComponentType"s in the root or in the extension
additions, in the textual order of their occurrence in the type definition (ignoring all version brackets and ellipsis
notation). (See also 48.7.)

24.6 When the third or fourth alternative of "ComponentTypeLists" is used, all "ComponentType"s in extension
additions shall have tags which are distinct from the tags of the textually following "ComponentType"s up to and
including the first such "ComponentType" that is not marked CPTIONAIL or DEFAULT in the trailing
"RootComponentTypeList", if any. (See also 48.7.)

24.7 The automatic tagging transformation of an occurrence of "ComponentTypeLists" is logically performefl after
the transformation specified by 24.4, but only if 24.2 determines that it shall apply to that, oCcurrerjce of
"ComponentTypeLists".  Automatic tagging transformation impacts each "ComponentType" of] the
"ComponentTypeLists" by replacing the "Type" originally in the "NamedType" production’ with a replagement
"TaggedType" occurrence specified in 24.9.

24.8 If automatic tagging is in effect and the "ComponentType"s in the extension,reot have no tags, then no
"ComponentType" within the "ExtensionAdditionList" shall be a "TaggedType".

24.9 If automatic tagging is in effect, the replacement "TaggedType" is specifiéd-as follows:
a) the replacement "TaggedType" notation uses the "Tag Type" alternative;
b) the "Class" of the replacement "TaggedType" is empty (i.e., tagging is context-specific);

c) the "ClassNumber" in the replacement "TaggedType" is tag value zero for the first "ComponentType" in
the "RootComponentTypeList", one for the second, and'so on, proceeding with increasing tag numbers;

d) the "ClassNumber" in the replacement "TaggedType" of the first "ComponentType" in the
"ExtensionAdditionList" is zero if the "RootCemponentTypeList" is missing, else it is one greatdr than
the largest "ClassNumber" in the "RootComponentTypeList", with the next "ComponentType" [in the
"ExtensionAdditionList" having a "ClassNomber" one greater than the first, and so on, proceeding with
increasing tag numbers;

e) the "Type" in the replacement "TaggedType" is the original "Type" being replaced.

NOTE 1 — The rules governing specification of\mplicit tagging or explicit tagging for replacement "TaggedType"s are pfovided
by|30.6. Automatic tagging is always implicit tagging unless the "Type" is a choice type or an open type notatiof, or a
"DpmmyReference" (see ITU-T Rec. X.683 | ISO/IEC 8824-4, 8.3), in which case it is explicit tagging.

NOTE 2 — Once 24.7 is satisfied, the'tags of the components are completely determined, and are not modified even when the
seduence type is referenced in the-definition of a component within another "ComponentTypeLists" for which automatic fagging
trapsformation applies. Thus, in thefollowing case:

T ::= SEQENCE {~a_/ Ta, b Th, ¢ Tc}
E ::= SEQEENCE{~f1 E1, f2 T, f3 E3}
aufomatic tagging applied to the components of E never affects the tags attached to components a, b and ¢ of T, whatever the
tageing environmefit‘of T. If T is defined in an automatic tagging environment and E is not in an automatic tagging envirqnment,
auomatic taggingis still applied to components a, b and ¢ of T.
NOTE 3 — When' a sequence type appears as the "Type" in "COVPONENTS OF Type", each occurrence of "ComponentType'{in it is
duplicated-by: the application of 24.4 prior to the possible application of automatic tagging to the referencing sequence typd. Thus,
in the following case:

T ::= SEQEENCE { a Ta, b SEQUENCE { bl T1, b2 T2, b3 T3}, c Tc}
W::= SEQUENCE { x W, COVPONENTSCOF T, y W }

the tags of a, b, and ¢ within T need not be the same as the tags of a, b, and ¢ within Wif Whas been defined in an automatic

tagging environment, but the tags of bl, b2 and b3 are the same in both T and W In other words, the automatic tagging
transformation is only applied once to a given "ComponentTypeLists".

NOTE 4 — Subtyping has no impact on automatic tagging.

NOTE 5 — When automatic tagging is in place, insertion of new components at any location other than the extension insertion
point (see 3.6.29) may result in changes to other components due to the side effect of modifying the tags thus causing
interworking problems with an older version of the specification.

24.10  If OPTI ONAL or DEFAULT are present, the corresponding value may be omitted from a value of the new type.
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24.11  If DEFAULT occurs, the omission of a value for that type shall be exactly equivalent to the insertion of the value
defined by "Value", which shall be a value notation for a value of the type defined by "Type" in the "NamedType"
production sequence.

24.12  The value corresponding to an "ExtensionAdditionGroup" (all components together) is optional. However, if
such a value is present, then the value corresponding to the components within the bracketed "ComponentTypeList" that
are not marked OPTI ONAL or DEFAULT shall be present.

24.13  The "identifier"s in all "NamedType" production sequences of the "ComponentTypeLists" (together with those
obtained by expansion of COVPONENTS OF) shall all be distinct.

24.14 A value for a given extension addition type shall not be specified unless there are values specified for all
extension addition types not marked OPTI ONAL or DEFAULT that lie logically between the extension addition type and
the extension root

NQTE 1 — Where the type has grown from the extension root (version 1) through version 2 to version 3 by the-addition of
exfension additions, the presence in an encoding of any addition from version 3 requires the presence of an emeoding of all
addlitions in version 2 that are not marked OPTI ONAL or DEFAULT.

NOTE 2 — "ComponentType"s that are extension additions but not contained within an "ExtensionAdditionGroup" should falways
be |encoded if they are not marked OPTI ONAL or DEFAULT, except when the abstract value is being relayed from a sender that is
using an earlier version of the abstract syntax in which the "ComponentType" is not defined.

NOTE 3 — Use of the "ExtensionAdditionGroup" production is recommended because:
a) it can result in more compact encodings depending on the encoding rules (e.g., PER);

b) the syntax is more precise in that it clearly indicates that a value of a type defined\in the "ExtensionAdditionList" and
not marked OPTI ONAL or DEFAULT should always be present in an encoding ifithe ‘extension addition group ir] which
it is defined is encoded (compare with Note 1);

c) the syntax makes it clear which types in an "ExtensionAdditionList" mustias a group be supported by an application.

24.15( A "VersionNumber" shall be used only if all "ExtensionAdditions"s and "ExtensionAdditionAlternatives",
withir] the module are "ExtensionAdditionGroup"s or "ExtensionAddition AdternativesGroup"s with "VersionNungber"s.
The "fumber" in each "VersionNumber" of an "ExtensionAdditionGreup" shall be greater than or equal to two, anfl shall
be grepter than the "number" in any preceding "ExtensionAdditionGteup" within an insertion point.

NOTE 1 — The convention used here is that the specification with-nd’extension addition groups is version 1, thus the firs{ added
extension addition group will have a number greater than or equal to 2. Where a single "ExtensionAddition" is needed for an
"ExtensionAdditions", an "ExtensionAdditionGroup" can be used with a single "ExtensionAddition".

NQTE 2 — The restrictions on use of "VersionNumber" apply only within a single module and impose no constraints on inpported
tyges.

24.16| All sequence types have a tag which isdniversal class, number 16.
NOTE - Sequence-of types have the same tag-as'sequence types (see 25.2).

24.17| The notation for defining a,value of a sequence type shall be "SequenceValue", or when used |as an
"XMI{Value", "XMLSequenceValug".“These productions are:

SequenceValue ::=
"{" ComponentValueList "} "

| H{ " "} "

ComponentValueList ::=
NamedValue
| ComponentValueList "," NamedValue

XMLSequenceValue ::=
XMLComponentValueList

| empty
T rJ

XMLComponentValueList ::=
XMLNamedValue
| XMLComponentValueList XMLNamedValue

24.18  The"{" "}" or "empty" notation shall only be used if:

a) all "ComponentType" sequences in the "SequenceType" are marked DEFAULT or OPTI ONAL, and all
values are omitted; or

b) the type notation was SEQUENCE{ } .
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24.19  There shall be one "NamedValue" or "XMLNamedValue" for each "NamedType" in the "SequenceType"
which is not marked OPTI ONAL or DEFAULT, and the values shall be in the same order as the corresponding
"NamedType" sequences.

25 Notation for sequence-of types
25.1 The notation for defining a sequence-of type (see 3.6.61) from another type shall be the "SequenceOfType".

SequenceOfType ::= SEQUENCE OF Type | SEQUENCE OF NamedType

NOTE - If an initial letter which is upper-case is needed for an XML tag name used in XML Value Notation for the
"SequenceOfType", then the first alternative should be used. (The XML tag name is then formed from the name of the "Type".)

25.2
N(

25.3 The notation for defining a value of a sequence-of type shall be the "SequenceOfValue", or when-used as an
"XMIfValue", "XMLSequenceOfValue". These productions are:

SequenceOfValue ::=
"{" ValueList "} "
| "{" NamedValueList "} "

| "{ " "} "

ValueList ::=
Value
| ValueList "," Value

NamedValueList ::=
NamedValue
| NamedValueList "," NamedValue

XMLSequenceOfValue ::=
XMLYValueList
| XMLDelimitedItemList
| XMLSpaceSeparatedList
| empty

XMLValueList ::=
XMLYValueOrEmpty
| XMLValueOrEmpty XMLValueList

XMLValueOrEmpty-::=
XMLValue
| "<" & NonParameterizedTypeName "/>"

XMLSpaceSeparatedList ::=
XMLValueOrEmpty
| XMLValueOrEmpty " " XMLSpaceSeparatedList

XMLDelimitedItemList ::=
XMLDelimitedItem
| XMLDelimitedItem XMLDelimitedItemList

XMLDelimitedltem =
"<" & NonParameterizedTypeName ">" XMLValue
"</" & NonParameterizedTypeName '">"
| "<" & identifier ">'" XMLValue "</" & identifier ">"

The "{" "}" or "empty" notation is used when the "SequenceOfValue" or "XMLSequenceOfValue" is an empty list.
NOTE 1 — Semantic significance may be placed on the order of these values.

NOTE 2 — The "XMLSpaceSeparatedList" production is not used in this Recommendation | International Standard, and is not
used in XML Value Notation. It is provided in order to allow specification of the use of "XMLSpaceSeparatedList" in encodings
of the "IntegerType", "RealType", "ObjectldentifierType", "RelativeOIDType", and the Gener al i zedTi me and UTCTi ne useful
types. It is also possible to specify use of "XMLValueList" instead of "XMLDelimitedItemList" for some instances of "SEQUENCE
OF SEQUENCE" and "SEQUENCE OF SET".
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254 If the"XMLValue" for the component is "empty", then the second alternative of "XMLValueOrEmpty" shall
be chosen to represent that value of the component.

25.5 The "XMLValueList" or "XMLDelimitedItemList" productions shall be used in accordance with column 2 of
Table 5, where the "Type" of the component is listed in column 1.

Table 5 — "XMLSequenceOfValue" and "XMLSetOfValue" notation for ASN.1 types

ASN.1 type XML value notation

BitStringType XMLDelimitedItemList

BooleanType XMLValueList

CharacterStringType XMLDelimitedItemList

hoiceType XMLValueList

(onstrainedType See 25.7

IPefinedType See 25.9

BmbeddedPDVType XMLDelimitedItemList

HnumeratedType XMLValueList

HBxternal Type XMLDelimitedItemList

IhstanceOfType See ITU-T Rec. X.681 | ISO/IEC 8824-2, C.9

IntegerType XMLDelimitedItemList

NullType XMLValueList

(bjectClassFieldType See ITU-T Rec. X.681 | ISO/IEC 8824-2, J4N0 and 14.11

(ObjectldentifierType XMLDelimitedItemList

OctetStringType XMLDelimitedItemList

RealType XMLDelimitedItemList

RelativeOIDType XMLDelimitedItemList

SelectionType See 25.8

SequenceType XMLDelimitedItemIuist

SequenceOfType XMLDelimiteditemList

JetType XMLDelimitedItemList

SetOfType XMLDe¢limitedItemList

TaggedType See 25:6

UsefulType (GeneralizedTime) XMLDelimitedItemList

UsefulType (UTCTime) XMLDelimitedItemList

UsefulType (ObjectDescriptor) XMLDelimitedItemList

TypeFromObject See ITU-T Rec. X.681 | ISO/IEC 8824-2, 15.6

YalueSetFromObjects See ITU-T Rec. X.681 | ISO/IEC 8824-2, 15.6
25.6 If the "Typé"™) of the component is a "TaggedType" then the type which determines the
"XMISequenceOfValue! notation shall be the "Type" in the "TaggedType" (see 30.1). If this is itself a "Tagged[ype",
then this subclausei25:6 shall be recursively applied.
25.7 If theV"Type" of the component is a "ConstrainedType" then the type which determingds the
"XMISequenceOfValue" notation shall be the "Type" in the "ConstrainedType" (see 45.1). If this is ifself a
"ConsfrainedType", then this subclause 25.7 shall be recursively applied.

25.8 If the "Type" of the component is a "SelectionType" then the type which determines the
"XMLSequenceOfValue" notation shall be the type referenced by the "SelectionType" (see clause 29).

25.9 If the "Type"of the component is a "DefinedType" then the type which determines the
"XMLSequenceOfValue" notation shall be the type referenced by the "DefinedType" (see 13.1).

25.10  The second alternative of "XMLDelimitedItem" shall be used if and only if the "SequenceOfType" contains
an "identifier", and the "identifier" in the "XMLDelimitedItem" shall be that "identifier".

25.11 If the first alternative of "XMLDelimitedItem" is used, then if the component of the sequence-of type (after
ignoring any tags) is a "typereference" or an "ExternalTypeReference", then the "NonParameterizedTypeName" shall be
that "typereference" or "ExternalTypeReference", otherwise it shall be the "xmlasnltypename" specified in Table 4
corresponding to the built-in type of the component.
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25.12  If the first alternative of "SequenceOfType" is used, then the first alternative of "SequenceOfValue" shall be
used. Each "Value" in the "ValueList" of "SequenceOfValue", and each "XMLValue" in the alternatives of
"XMLSequenceOfValue" shall be of the type specified in the "SequenceOfType".

25.13 If the second alternative of "SequenceOfType" is used, then the second alternative of "SequenceOfValue"
shall be used, and each "NamedValue" in the "NamedValueList" shall contain a "Value" of the type specified in the
"NamedType" of the "SequenceOfType". The "identifier" in the "NamedValue"s shall be the "identifier" in the
"NamedType" of the "SequenceOfType".

26 Notation for set types
26.1 The notation for defining a set type (see 3.6.64) from other types shall be the "SetType":

SetType ::=
SE" "{ " "} "
| SET "{" ExtensionAndException OptionalExtensionMarker "} "
| SET "{" ComponentTypeLists "} "

"ComponentTypeLists", "ExtensionAndException" and "OptionalExtensionMarker" are specified’in'24.1.

26.2 "Type" in the "COMPONENTS OF Type" notation shall be a set type. The "COMPONENTS OF Type" notatiop shall
be usqdd to define the inclusion, at this point in the list of components, of all the componenttypes of the referenced type,
except for any extension marker and extension additions that may be present\'in the "Type". (Only the
"Root{ComponentTypeList" of the "Type" in the "COMPONENTS OF Type" is included;-extension markers and extension
additipns, if any, are ignored by the "COMPONENTS OF Type" notation.) Any-~-Subtype constraint applied [to the
referepced type is ignored by this transformation.

NOTE — This transformation is logically completed prior to the satisfaction of théwequirements in the following subclauses

26.3 The "ComponentType" types in a set type shall all have different tags (see clause 30). The tag of eadh new
"ComponentType" added to the "ExtensionAdditions" shall be candnically greater (see 8.6) than those of thg other
compdgnents in the "ExtensionAdditions".

NOTE — Where the "TagDefault" for the module in which this notation appears is AUTOVATI C TAGS, this is achieved regardless
of the actual "ComponentType"s, as a result of the application of 24.7. (See also 48.7.)

26.4 Subclauses 24.2 and 24.7 to 24.13 also apply to.Set types.

26.5 All set types have a tag which is universakglass, number 17.
NQTE — Set-of types have the same tag as set types{(see 27.2).

26.6 There shall be no semantics associatéd with the order of values in a set type.

26.7 The notation for defining the 'value of a set type shall be "SetValue", or when used as an "XMLValue",
"XMISetValue". These productions are:

SetValue ::=
"{!“CGomponentValueList "} "

nwearm mn
| " "

XMILSetValue ::=
XMLComponentValueList
| empty

"ComponentValueList" and "XMLComponentValueList" are specified in 24.17.

26.8 TheSetvatue amd—XMESet vatue shattomty be {4 amd—empty“Tespectivety 1t
a) all "ComponentType" sequences in the "SetType" are marked DEFAULT or OPTI ONAL, and all values are
omitted; or
b) the type notation was SET{}.

26.9 There shall be one "NamedValue" or "XMLNamedValue" for each "NamedType" in the "SetType" which is
not marked OPTI ONAL or DEFAULT.

NOTE — These "NamedValue"s or "XMLNamedValue"s may appear in any order.
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27 Notation for set-of types
27.1 The notation for defining a set-of type (see 3.6.65) from another type shall be the "SetOfType":

SetOfType ::=
SET OF Type
| SET OF NamedType
NOTE - If an initial letter which is upper-case is needed for an XML tag name used in XML Value Notation for the "SetOfType",
then the first alternative should be used. (The XML tag name is then formed from the name of the "Type".)
27.2 All set-of types have a tag which is universal class, number 17.
NOTE — Set types have the same tag as set-of types (see 26.5).

273 The notation for defining a value of a set-of type shall be the "SetOfValue", or when used as an "XMLValue",
"XMIfSetOfValue". These productions are:

SetOfValue ::=
"{" ValueList "} "
| "{'" NamedValueList "} "
I H{ " "} "
XMLSetOfValue ::=
XMLYValueList
| XMLDelimitedItemList
| XMLSpaceSeparatedList
| empty

"ValugList", "NamedValueList" and the alternatives of "XMLSetOfValue”, ar¢ specified in 25.3. The "{" [}" or
"empty" notation is used when the "SetOfValue" or "XMLSetOfValue" is @n)empty list.
NQTE 1 — Semantic significance should not be placed on the order of these values.
NOTE 2 — Encoding rules are not required to preserve the order of thesewalues.

NOTE 3 — The set-of type is not a mathematical set of values, thusgzas an example, for SET OF | NTEGER the values { 1| } and
{ L 1} aredistinct.

274 If the first alternative of "SetOfType" is used, then the first alternative of "SetOfValue" shall be used.| Each
"Valug" in the "ValueList" of "SetOfValue", and each "XMLValue" in the alternatives of "XMLSetOfValue" shal| be of
the type specified in the "SetOfType".

27.5 If the second alternative of "SetOfType™ is used, then the second alternative of "SetOfValue" shall bg used,
and epch "NamedValue" sequence in the"NamedValueList" shall contain a "Value" of the type specified [in the
"NamgdType" of the "SetOfType". The "identifier" in the "NamedValue"s shall be the "identifier" in the "NamedType"
of the|"SetOfType".

28 Notation for choice types
28.1 The notation foridefining a choice type (see 3.6.13) from other types shall be the "ChoiceType":
ChoiceéType ::= CHO CE "{ " AlternativeTypeLists "} "

AltérnativeTypeLists ::=
RootAlternativeTypeList
| RootAlternativeTypeList ","
ExtensionAndException ExtensionAdditionAlternatives

OptionalExtensionMarker

RootAlternativeTypeList ::= AlternativeTypeList

ExtensionAdditionAlternatives ::=
""" ExtensionAdditionAlternativesList
|  empty

ExtensionAdditionAlternativesList ::=
ExtensionAdditionAlternative
| ExtensionAdditionAlternativesList "," ExtensionAdditionAlternative
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ExtensionAdditionAlternative ::=
ExtensionAdditionAlternativesGroup
| NamedType

ExtensionAdditionAlternativesGroup ::=
"[[" VersionNumber AlternativeTypeList '"]]"

AlternativeTypeList ::=

NamedType
| AlternativeTypeList "," NamedType
NOTE-"T ::= CHOCE { a A }"and Aare not the same type, and may be encoded differently by encoding rules.
28.2 When the "AlternativeTypeLists" production occurs within the definition of a module for which automatic

taggi 2 is selected (see 12 3) _and none of the occurrences of "NamedTy, pp" in_any "AlternativeTy, pPT ist" cantains a

"TaggedType", the automatic tagging transformation is selected for the entire "AlternativeTypeLists", otherwisg it jis not.

28.3 The types defined in the "AlternativeTypeList" productions in an "AlternativeTypeLists" shallyhave distinct
tags (§ee clause 30, and 48.7). If automatic tagging was selected, the requirement that tags be distinct applies only after
automiatic tagging has been performed, and will always be satisfied.

28.4 [f automatic tagging is in effect and the "NamedType"s in the extension root have no tags,then no "NamedType"
within] the "ExtensionAdditionAlternativesList" shall be a tagged type.

28.5 [The automatic tagging transformation impacts each "NamedType" of the "AlternativeTypeLists" by replacing the
"Type|' originally in the "NamedType" production with a replacement "TaggedType".(The replacement "TaggedType" is
specified as follows:

a) the replacement "TaggedType" notation uses the "Tag Type" altetnative;
b) the "Class" of the replacement "TaggedType" is empty (i.e./tagging is context-specific);

¢) the "ClassNumber" in the replacement "TaggedType" is tag value zero for the first "NamedType"|in the
"RootAlternativeTypeList", one for the second, and s 'on, proceeding with increasing tag numbers;

d) the "ClassNumber" in the replacement "TaggedType" of the first "NamedType" ip the
"ExtensionAdditionAlternativesList" is one* greater than the largest "ClassNumber" ip the
"RootAlternativeTypeList", with the next-{'NamedType" in the "ExtensionAdditionAlternativ¢sList"
having a "ClassNumber" one greater than the first, and so on, proceeding with increasing tag numbdrs;

—

e) the "Type" in the replacement "TaggedType" is the original "Type" being replaced.
NQTE 1 — The rules governing specification of implicit tagging or explicit tagging for replacement "TaggedType"s are pfovided
by|30.6. Automatic tagging is always implicit.tagging unless the "Type" is an untagged choice type or an untagged op¢n type
nofation, or an untagged "DummyReference" (see ITU-T Rec. X.683 | ISO/IEC 8824-4, 8.3), in which case it is explicit tagping.
NQTE 2 — Once automatic tagging has beer applied, the tags of the components are completely determined, and are not mpdified
ev¢n when the choice type is referenced in the definition of an alternative within another "AlternativeTypeLists" for] which
aufomatic tagging transformation applies. Thus, in the following case:
T::=CHOCE{ a Tay, b"Th, ¢ Tc }

E::= CHOCE {fYEL f2 T, {3 E3}

aufomatic tagging appli€dyto the components of E never affects the tags attached to components a, b and ¢ of T, whatejer the
tagging environmentQf . If T is defined in an automatic tagging environment and E is not in an automatic tagging envirqnment,
aufomatic tagging is/still applied to components a, b and ¢ of T.
NQTE 3 — Subtyping does not affect automatic tagging.

NQTE 4 — When automatic tagging is in place, insertion of new alternatives at any location other than the extension irfsertion

pojnt (see\376.29) may result in changes to other alternatives due to the side effect of modifying the tags thus causing interworking
prablems.with an older version of the specification.

28.5 "VersionNumber™ 1s detined 1n 24.1, and the restrictions on consistent use ot " VersionNumber” throughout a
module that are specified in 24.15 shall apply to the use of "number"s within this production.

28.6 The tag of each new "NamedType" added to the "ExtensionAdditionAlternativesList" shall be canonically
greater (see 8.6) than those of the other alternatives in the "ExtensionAdditionAlternativesList", and shall be the last
"NamedType" in the "ExtensionAdditionAlternativesList".

28.7 The choice type contains values which do not all have the same tag. (The tag depends on the alternative which
contributed the value to the choice type.)

28.8 When this type does not have an extension marker and is used in a place where this Recommendation |
International Standard requires the use of types with distinct tags (see 28.3), all possible tags of values of the choice
type shall be considered in such requirement. The following examples which assume that the "TagDefault" is not
AUTQOVATI C TAGS illustrate this requirement.
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EXAMPLES

1 1= CHA CE {
B

NULL}

1= CHA CE {
[O] NULL,
[1] NuLL}

CHOI CE {
B,
G

CHO CE {
[O0] NUL
[1] NULL}
1= CHA CE {
[2] NULL,
[3] NULL}

ocoT» OQawWw OoT >

I ncorrect)

A = CHO CE {
B,

G

B ::= CHO CE {
[0] NULL,

e [1] NULL}

C::= CHO CE {
f [0] NULL,
g [1] NULL}

oo ~ @+ opwm

o

Examples 1 and 2 are correct uses of the notation. Example 3 is¢ingorrect without automatic tagging, as the tags for
types fl and f are identical, as well as for e and g.

28.9 The "identifier"s of all "NamedType"s in the "AlteérnativeTypeLists" shall differ from those of the other
"Namg¢dType'"s in that list.

28.10( The notation for defining the value of avchoice type shall be the "ChoiceValue", or when used|as an
"XMI{Value", "XMLChoiceValue". These productions are:

ChoiceValue ::= identifier "= Value
XMLChoiceValue ::= "<" & identifier ">" XMLValue "</" & identifier ">"

28.11 "Value" or "XMLValue'-shall be a notation for a value of the type in the "AlternativeTypeLists" that is hamed
by the| "identifier".

29 Notation for selection types
29.1 The notation for defining a selection type (see 3.6.59) shall be "SelectionType":
SelectionType ::= identifier "<" Type

where] “Type" denotes a choice type, and "identifier" is that of some "NamedType" appearing in the
"AlternativeTypel ists" of the definition of that choice type

29.2 When "Type" denotes a constrained type, the selection is performed on the parent type, ignoring any subtype
constraint on the parent type.

29.3 Where the "SelectionType" is used as a "NamedType", the "identifier" of the "NamedType" is present, as well
as the "identifier" of the "SelectionType".

29.4 Where the "SelectionType" is used as a "Type", the "identifier" is retained and the type denoted is that of the
selected alternative.

29.5 The notation for a value of a selection type shall be the notation for a value of the type referenced by the
"SelectionType".
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30

Notation for tagged types

A tagged type (see 3.6.70) is a new type which is isomorphic with an old type, but which has a different tag. The tagged
type is mainly of use where this Recommendation | International Standard requires the use of types with distinct tags
(see 24.5 to 24.6, 26.3 and 28.3). The use of a "TagDefault" of AUTOVATI C TAGS in a module allows this to be
accomplished without the explicit appearance of tagged type notation in that module.

NOTE — Where a protocol determines that values from several data types may be transmitted at any moment in time, distinct tags
may be needed to enable the recipient to correctly decode the value.

30.1

The notation for a tagged type shall be "TaggedType":

TaggedType ::=
Tag Type

30.2

30.3
excep

304
N(
N(

30.5

encod

HTagg
N(
W1
of

30.6

| Tag LNPLILCLT Typp

| Tag EXPLI CI T Type
Tag ::="[" Class ClassNumber "|"

ClassNumber ::=
number
|  DefinedValue

Class ::=
UNI VERSAL
| APPLI CATI ON
| PRI VATE
| empty
The "valuereference" in "DefinedValue" shall be of type integer,/and assigned a non-negative value.

The new type is isomorphic with the old type, but has a tag with class "Class" and number "ClassNu
when "Class" is "empty", in which case the tag is context-specific class and number is "ClassNumber".

The "Class" shall not be UNI VERSAL except for types.détined in this Recommendation | International Sta
TE 1 — Use of universal class tags are agreed from time-to-time by ITU-T and ISO.
TE 2 — Subclause E.2.12 contains guidance and hints on &tylistic use of tag classes.

All application of tags is either implicit(tagging or explicit tagging. Implicit tagging indicates, for
ng rules which provide the option, that_explicit identification of the original tag of the "Type"
edType" is not needed during transfer.

TE — It can be useful to retain the old tag/where this was universal class, and hence unambiguously identifies the o
hout knowledge of the ASN.1 definition-of the new type. Minimum transfer octets is, however, normally achieved by
MPLI CI T. An example of an encoding using | MPLI C T is given in ITU-T Rec. X.690 | ISO/IEC 8825-1.

The tagging constructioh specifies explicit tagging if any of the following holds:
a) the "Tag EXPl QT Type" alternative is used;

b) the "Tag Type" alternative is used and the value of "TagDefault" for the module is either EXP|
TAGS or'is/empty;

c) the "Tag Type" alternative is used and the value of "TagDefault" for the module is IMPLICI T T
AUTOVATI C TAGS, but the type defined by "Type" is an untagged choice type, an untagged open ty
an untagged "DummyReference" (see ITU-T Rec. X.683 | ISO/IEC 8824-4, 8.3).

mber",

hdard.

those
in the

Id type
the use

LICIT

AGS or
pe, or

The tq

ggmg construction specifies implicit tagging otherwise.

30.7

30.8

30.9

where

48

If the "Class" is "empty", there are no restrictions on the use of "Tag", other than those implied by the
requirement for distinct tags in 24.5 to 24.6, 26.3 and 28.3.

The | MPLI O T alternative shall not be used if the type defined by "Type" is an untagged choice type or an
untagged open type or an untagged "DummyReference" (see ITU-T Rec. X.683 | ISO/IEC 8824-4, 8.3).

The notation for a value of a "TaggedType" shall be "TaggedValue", or when used as an "XMLValue",
"XMLTaggedValue". These productions are:

TaggedValue ::= Value
XMLTaggedValue ::= XMLValue
"Value" or "XMLValue" is a notation for a value of the "Type" in the "TaggedType".
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NOTE — The "Tag" does not appear in this notation.

31 Notation for the object identifier type
31.1 The object identifier type (see 3.6.48) shall be referenced by the notation "ObjectldentifierType":

ObjectldentifierType ::=
OBJECT | DENTI FI ER

31.2 This type has a tag which is universal class, number 6.

31.3 The value notation for an object identifier shall be "ObjectldentifierValue", or when used as an "XMLValue",
"XMLObjectldentifierValue". These productions are:

ObjectldentifierValue ::=
"{" ObjldComponentsList "} "
| "{" DefinedValue ObjldComponentsList "} "

ObjIdComponentsList ::=
ObjIdComponents
| ObjldComponents ObjldComponentsList

ObjldComponents ::=
NameForm
| NumberForm
| NameAndNumberForm
|  DefinedValue

NameForm ::= identifier
NumberForm ::= number | DefinedValue

NameAndNumberForm ::=
identifier " (" NumberForm ") "

XMLObjectldentifierValue ::=
XMLObjldComponentList

XMLObjIdComponentList ::=
XMLObjIdComponent
| XMLObjIdComponent & ". " & XMLObjIdComponentList

XMLObjIdComponent ::=
NameForm
| XMLNumberForm
| XMLNameAndNumberForm

XMLNumberForm ::= number

XMLNameAndNumberForm ::=
identifier & "(" & XMLNumberForm & ") "

314 TheW'valuereference" in "DefinedValue" of "NumberForm" shall be of type integer, and assigned § non-
negative value.

The "valuereference in"DefinedValue" of "OhiectldentifierValue' shall be of tune obiect identifier
. o) o o)

31.6 The "DefinedValue" of "ObjldComponents" shall be of type relative object identifier, and shall identify an
ordered set of arcs from some starting node in the object identifier tree to some later node in the object identifier tree.
The starting node is identified by the earlier "ObjldComponents"s, and later "ObjldComponents"s (if any) identify arcs
from the later node. The starting node is required to be neither the root, nor a node immediately beneath the root.

NOTE — A relative object identifier value has to be associated with a specific object identifier value so as to unambiguously

identify an object. Object identifier values are required (see 31.10) to have at least two components. This is why there is a
restriction on the starting node.

31.7 The "NameForm" shall be used only for those object identifier components whose numeric value and identifier
are specified in ITU-T Rec. X.660 | ISO/IEC 9834-1, Annexes A to C (see also Annex D of this Recommendation |
International Standard), and shall be one of the identifiers specified in ITU-T Rec. X.660 | ISO/IEC 9834-1, Annexes A
to C. Where ITU-T Rec. X.660 | ISO/IEC 9834-1 specifies synonymous identifiers, any synonym may be used with the
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same semantics. Where the same name is both an identifier specified in ITU-T Rec. X.660 | ISO/IEC 9834-1 and an
ASN.1 value reference within the module containing the "NameForm", the name within the object identifier value shall
be treated as an ITU-T Rec. X.660 | ISO/IEC 9834-1 identifier.

31.8 The "number" in the "NumberForm" and "XMLNumberForm" shall be the numeric value assigned to the
object identifier component.

31.9 The "identifier" in the "NameAndNumberForm" and "XMLNameAndNumberForm" shall be specified when a
numeric value is assigned to the object identifier component.

NOTE - The authorities allocating numeric values to object identifier components are identified in ITU-T Rec. X.660 |
ISO/IEC 9834-1.

31.10  The semantics associated with an object identifier value are specified in ITU-T Rec. X.660 | ISO/IEC 9834-1.
NOTE —ITU-T Rec X 660 | ISO/TEC 9834-1 requires that an object identifier valne shall contain at least two grcs.

"

31.11| The significant part of the object identifier component is the "NameForm" or "NumberKorin" or
"XMI[NumberForm" which it reduces to, and which provides the numeric value for the object identifier.component.
Except for the arcs specified in ITU-T Rec. X.660 | ISO/IEC 9834-1, Annexes A to C (see also Ahnex D ¢f this
Recommendation | International Standard), the numeric value of the object identifier component is always present in an
instange of object identifier value notation.

31.12 Where the "ObjectldentifierValue" includes a "DefinedValue" for an object identifier-value, the list of [object
identifier components to which it refers is prefixed to the components explicitly present inghe-value.

NQTE — ITU-T Rec. X.660 | ISO/IEC 9834-1 recommends that whenever an object identifier value is assigned to iderftify an
object, an object descriptor value is also assigned.

EXAMPLES
With identifiers assigned as specified in ITU-T Rec. X.660 | ISO/IEC 9834-1the values:

{ iso standard 8571 pci (1) }
and

{ 108571 1}

would each identify an object, pci , defined in ISO 8571, as would
i so. standard. 8571. pci (1)

and
1.0.8571.1

in an |XMLObjectldentifierValue".

With the following additional definition:
ftam OBJECT IDENTIEIER ::= { iso standard 8571 }

the following value is equivalent’to those above:

{ ftam pci (D))}

32 Notation for the relative object identifier type
32.1 The relative object identifier type (see 3.6.57) shall be referenced by the notation "RelativeOIDType":

RelativeQIDType ::= RELATI VE-Q D
32.2 This type has a tag which is universal class, number 13.

323 The value notation for a relative object identifier shall be "RelativeOIDValue", or when used as "XMLValue",
"XMLRelativeOIDValue". These productions are:

RelativeOIDValue ::=
"{ " RelativeOIDComponentsList "} "

RelativeOIDComponentsList ::=
RelativeOIDComponents
| RelativeOIDComponents RelativeOIDComponentsList
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RelativeOIDComponents ::=
NumberForm
| NameAndNumberForm
|  DefinedValue

XMLRelativeOIDValue ::=
XMLRelativeOIDComponentList

XMLRelativeOIDComponentList ::=
XMLRelativeOIDComponent
| XMLRelativeOIDComponent & ". " & XMLRelativeOIDComponentList

XMLRelativeOIDComponent ::=
XMI.NumberForm

324
"XMIj

32.5

an ord
The st
(if any

32.6
startin|
by co
associ
comm)|
root.

N(
idg

EXAN

| XMLNameAndNumberForm

The productions "NumberForm", "NameAndNumberForm", "XMLNumberlf

NameAndNumberForm", and their semantics, are defined in subclauses 31.3 to 31.11.

The "DefinedValue" of "RelativeOIDComponents" shall be of type relative object identifrers*and shall i
ered set of arcs from some starting node in the object identifier tree to some later node in-the)object identifig
arting node is identified by the earlier "RelativeOIDComponents"s (if any), and later *RelativeOIDCompor
) identify arcs from the later nodes.

The first "RelativeOIDComponents" or "XMLRelativeOIDComponent" identifies one or more arcs fron
o node in the object identifier tree to some later node in the object identifier tre€) The starting point can be d
Imments associated with the type definition. If there is no definition of the starting node within conj
pted with the type definition, then it needs to be transmitted as am,object identifier value in an instai
unication (see E.2.19). The starting node is required to be neitherchig*root, nor a node immediately bened

TE — A relative object identifier value has to be associated with, a ‘specific object identifier value so as to unambig

"

orm",

lentify
r tree.
ents's

some
efined
ments
hce of
ith the

uously

ntify an object. Object identifier values are required (see 31.10) to have at least two components. This is why thdre is a
resfriction on the starting node.

IPLE

With the following definitions:

or in J

the rel

or in J

can bq

thisUniversity OBJECT | DENTI FI ER =
{i so menber-body, country(29) universities(56) thisuni(32)}

firstgroup RELATIVE-Q D(_)":= {science-fac(4) nmaths-dept(3)}
KML value notation:
thi sUniversity ::=<©BJECT_I| DENTI FI ER>1. 2. 29. 56. 32</ OBJECT_I| DENTI FI ER>
firstgroup ::= <RELATI VE_QO D>4. 3</ RELATI VE_O D>
ative object identifier!
relOD RELATIVE-AD ::= {firstgroup roon(4) socket(6)}
KML value'notation:

reld D ::= <RELATI VE_Q D>4. 3. 4. 6</ RELATI VE_Q D>

ased instead of the OBJECT I DENTIFIERvalue {1 2 29 56 32 4 3 4 6} if the currer

ht root

(know

33
33.1

11 by LhC dppiibdli()ll OI lIdIlbIIlilLUd by LhC dp[)‘lideiUIl} ib thisomversit y.

Notation for the embedded-pdv type
The embedded-pdv type (see 3.6.21) shall be referenced by the notation "EmbeddedPDVType":
EmbeddedPDVType ::= EMBEDDED PDV

NOTE — The term "Embedded PDV" means an abstract value from a possibly different abstract syntax (essentially, the value and
encoding of a message defined in a separate — and identified — protocol) that is embedded in a message. Historically, it meant
"Embedded Presentation Data Value" from its use in the OSI Presentation Layer, but this expansion is not used today, and it
should be interpreted as "embedded value".

33.2

This type has a tag which is universal class, number 11.
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33.3

The type consists of values representing:
a) an encoding of a single data value that may, but need not, be the value of an ASN.1 type; and
b) identification (separately or together) of:

1) an abstract syntax; and

2) the transfer syntax.

NOTE 1 — The data value may be the value of an ASN.1 type, or may, for example, be the encoding of a still image or a moving
picture. The identification consists of either one or two object identifiers, or (in an OSI environment) references an OSI
presentation context identifier which specifies the abstract and transfer syntaxes.

NOTE 2 — The identification of the abstract syntax and/or the encoding may also be determined by the application designer as a
fixed value, in which case it is not encoded in an instance of communication.

334 The embedded-pdv tvpe has an associated tvpe. This associated tvpe is used to support the value and s
notatipns of the embedded-pdv type.
33.5 The associated type for value definition and subtyping, assuming an automatic tagging environment, i
normdtive comments):
SEQUENCE {
identification CHA CE {
synt axes SEQUENCE {
abstract OBJECT | DENTI FI ER,
transfer COBJECT | DENTIFI ER }
-- Abstract and transfer syntax object identifiers"--,
synt ax CBJECT «["DENTI FI ER
-- A single object identifier for identificati'on of the abstract
-- and transfer syntaxes --,
presentation-context-id KNNTEGER
-- (Applicable only to OSI environnents)
-- The negotiated OSl presentationyicontext identifies the
-- abstract and transfer syntaxes --,
context - negotiation SEQUENCE {
present ati on-cont ext -id | NTEGER,
transf er-synt ax COBJECT | DENTI FI ER }
-- (Applicable only to GSI” environments)
-- Context-negotiationyin progress, presentation-context-id
-- identifies only the abstract syntax
-- so the transfer-Syntax shall be specified --,
transfer-synt ax CBJECT | DENTI FI ER
-- The type,of.the value (for exanple, specification that it is
-- the valueof an ASN. 1 type)
-- is fixed by the application designer (and hence known to both
-- sendern and receiver). This
-- case-is provided primarily to support
-- (setective-field-encryption (or other encoding
~NtTansformations) of an ASN. 1 type --,
fixed NULL
-- The data value is the value of a fixed ASN. 1 type (and hence
-- known to both sender
-- and receiver) -- 1},
dat a- val ue-descri pt or (oj ect Descri ptor OPTI ONAL
-- This provides human-readabl e identification of the class of the
dat a- val ue OCTET STRING }

( W TH COVPONENTS {

dat a- val ue-descri ptor ABSENT } )

btype

(with

NOTE — The embedded-pdv type does not allow the inclusion of a dat a- val ue- descri pt or value. However, the definition of
the associated type provided here underlies the commonalities which exist between the embedded-pdv type, the external type and
the unrestricted character string type.

33.6

52

The presentation-context-id alternative is only applicable in an OSI environment, when the integer
value shall be an OSI presentation context identifier in the OSI defined context set. This alternative shall not be used
during OSI context negotiation.
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The cont ext - negoti ati on alternative is only applicable in an OSI environment, and shall only be used
during OSI context negotiation. The integer value shall be an OSI presentation context identifier proposed for addition
to the OSI defined context set. The object identifier t r ansf er - synt ax shall identify a proposed transfer syntax for that
OSI presentation context which is to be used to encode the value.

The notation for a value of the embedded-pdv type shall be the value notation for the associated type defined
in 33.5, where the value of the dat a- val ue component of type OCTET STRI NG represents an encoding using the
transfer syntax specified ini denti fi cati on.

EmbeddedPdvValue ::= SequenceValue -- value of associated type defined in 33.
XMLEmbeddedPDVValue ::= XMLSequenceValue -- value of associated type defined in 33.

EXAMPLE — If a single option is to be enforced, such as use of synt axes, then this can be done by writing:

5
5

34
34.1

34.2
34.3

N(

34.4
values

N(
ref

34.5
normg

EMBEDDED PDV (W TH COVPONENTS {

identification (WTH COWONENTS {
syntaxes PRESENT } ) } )

Notation for the external type
The external type (see 3.6.37) shall be referenced by the notation "External Type'
ExternalType ::= EXTERNAL
This type has a tag which is universal class, number 8.
The type consists of values representing:
a) an encoding of a single data value that may, but need not,be the value of an ASN.1 type; and
b) identification of:
1) an abstract syntax; and
2) the transfer syntax; and

c) (optionally) an object descriptor which prevides a human-readable description of the category of tH

e data

value. The optional object descriptor, shall not be present unless explicitly permitted by comment

associated with use of the "Externa] Type" notation.
TE — Note 1 in 33.3 also applies to the external type.

The external type has an associated type. This type is used to give precision to the definition of the a
of the external type and is also used to support the value and subtype notations of the external type.

TE — Encoding rules may define)a different type which is used to derive encodings, or may specify encodings Y
erence to any associated type. ‘For example, the encoding in BER uses a different sequence type for historical reasons.

The associated type-for value definition and subtyping, assuming an automatic tagging environment, ig

tive comments):
SEQUENCE A
identification CHO CE {
synt axes SEQUENCE {
abstract OBJECT | DENTI FI ER,
transfer CBJECT | DENTI FI ER }

-- Abstract and transfer syntax object identifiers --,

pstract

vithout

(with

Syntax OBJECT T DENTT FT ER
-- A single object identifier for identification of the abstract
-- and transfer syntaxes --,

presentation-context-id | NTEGER

-- (Applicable only to OSI environments)

-- The negotiated OSI presentation context identifies the
-- abstract and transfer syntaxes --,

cont ext - negoti ati on SEQUENCE {
presentation-context-id I NTECER,
transf er-synt ax CBJECT | DENTI FI ER }
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-- (Applicable only to OSI environnents)

-- Context-negotiation in progress, presentation-context-id
-- identifies only the abstract syntax

-- so the transfer syntax shall be specified --,

transfer-synt ax CBJECT | DENTI FI ER

-- The type of the value (for exanple, specification that it is
-- the value of an ASN.1 type)

-- is fixed by the application designer (and hence known to both
-- sender and receiver). This

-- case is provided primarily to support

-- selective-field-encryption (or other encoding

-- transfornmations) of an ASN. 1 type --,

fixed NULL

N(
id
a
tyq

34.6

17

34.7
where]
specif]

N(
ex4

35

These
repert
A graj
empty|
in ISC

dociated type provided here underlies the commonalities which exist befween the external type, the unrestricted characte

- The data value is the value of a fixed ASN_1 f\]lpn (nnrl hence

-- known to both sender

-- and receiver) -- 1},

dat a- val ue-descri pt or hj ect Descri ptor  OPTI ONAL
-- This provides hunan-readabl e identification of the class of
-- the value --,

dat a- val ue OCTET STRING }

( W TH COVPONENTS {

i dentification (WTH COVPONENTS {

synt axes ABSENT,
transfer-synt ax ABSENT,
fixed ABSENF }.J) 1} )

bnti fication. Application designers requiring these options should{us¢” the embedded-pdv type. The definition

e and the embedded-pdv type.
The text of 33.6 and 33.7 also applies to the external type.

the value of the dat a- val ue component of type @CTET STRI NGrepresents an encoding using the transfer

edinidentification.
ExternalValue ::= SequenceVahi¢ -- value of associated type defined in 34.5
XMLExternalValue ::= XMLSequenceValue -- value of associated type defined in 34.5

TE — For historical reasons, encodifig rtiles are able to transfer embedded values in EXTERNAL whose encodings are
ct multiple of eight bits. Such valu¢s cannot be represented in value notation using the above associated type.

The character string types

types consist of{styings of characters from some specified character repertoire. It is normal to define a ch
pire and its enteding by use of cells in one or more tables, each cell corresponding to a character in the repg
phic symbehand a character name are also usually assigned to each cell, although in some repertoires, cells §
| or have names but no shapes (examples of cells with names but no shape include control characters such 2|
/IEC 646 and spacing characters such as THIN-SPACE and EN-SPACE in ISO/IEC 10646-1).

TE — For historical reasons, the external type does not allow the synt axes; transfer-syntax or fi xed alternatjives of

of the
[ string

The notation for a value of the external type shall'be the value notation for the associated type defined ip 34.5,

syntax

not an

hracter
rtoire.
re left
s EOF

In get

ieral, the information associated with a cell denotes a distinct abstract character in the repertoire even

if that

information is null (no graphic symbol or name is assigned to that cell).

The ASN.1 basic value notation for character string types has three variants (which can be combined), specified formally

below

54

a) A representation of the characters in the string using assigned graphic symbols, possibly inc
spacing characters; this is the "cstring" notation.

luding

NOTE 1 — Such a representation can be ambiguous in a printed representation when the same graphic symbol is

used for more than one character in the repertoire.

NOTE 2 — Such a representation can be ambiguous in a printed representation when spacing characters of

different widths are present in the repertoire or the specification is printed with a proportional-spacing font.

b) A listing of the characters in the character string value by giving a series of ASN.1 value references that
have been assigned the character; a set of such value references is defined in the module
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ASN1- CHARACTER- MODULE in clause 38 for the ISO/IEC 10646-1 character repertoire and for the
| A5St ri ng character repertoire; this form is not available for other character repertoires unless the user

assigns to such value references using the value notation described in a) above or ¢) below.

c) A listing of the characters in the character string value by identifying each abstract character by the

position of its cell in the character repertoire table(s); this form is available only for | A5St
Uni versal String, UTF8St ri ng and BMPSt ri ng.

ring,

The ASN.1 XML value notation for character string types uses the "xmlcstring" notation, which includes the ability to
use escape sequences for certain special characters, and for specification of characters using decimal or hexadecimal (see

11.15).
36 —Netationfor-character-stringtypes
36.1 The notation for referencing a character string type (see 3.6.11) shall be:

"RestiictedCharacterStringType" is the notation for a restricted character string type and is’defined in clayl

"Unre

36.2
type i
36.3

"RestifictedCharacterStringValue" and "XMLRestricted€haracterStringValue" are defined in 37.8 and 37.9 resped

"Unre
charaq

37

This
specif]

"RestrfictedCharacterStringType™:

CharacterStringType ::=
RestrictedCharacterStringType
| UnrestrictedCharacterStringType

ktrictedCharacterStringType" is the notation for the unrestricted character string type/and’is defined in 40.1.

The tag of each restricted character string type is specified in 37.1. The tag ©fthe unrestricted characte
specified in 40.2.

The notation for a character string value shall be:

CharacterStringValue ::=
RestrictedCharacterStringValue
| UnrestrictedCharacterStringValue

XMLCharacterStringValue ::=
XMLRestrictedCharacterStringV alue
| XMLUnrestrictedCharacterStringValue

strictedCharacterStringValue" and "XMLUftestrictedCharacterStringValue" are notations for an unres|
ter string value and they are defined in 407

Definition of restricted.character string types

lause defines types whose yalues are restricted to sequences of zero, one or more characters from
ed collection of characters. The notation for referencing a restricted character string type shi

RestrictedCharacterStringType ::=
BWPSt ri ng

General String
G aphicString
| A5String

| SO646Stri ng

se 37.

string

tively.
tricted

some
11l be

Each'

I

I

|

I

i MNeHreF-eSH-Rg

| Printabl eString
| Tel etexString

| T61String

| Uni versal String
| UTF8St ri ng

| Vi deot exString
| Vi sibleString

'RestrictedCharacterStringType" alternative is defined by specifying:
a) the tag assigned to the type; and
b) aname (e.g., Nuneri cString) by which the type is referenced; and
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c) the characters in the collection of characters used in defining the type, by reference to a table listing the
character graphics or by reference to a registration number in the ISO International Register of Coded
Character Sets (see ISO International Register of Coded Character Sets to be used with Escape
Sequences), or by reference to ISO/IEC 10646-1.
37.1 Table 6 lists the name by which each restricted character string type is referenced, the number of the universal

class tag assigned to the type, the defining registration number or table, or the defining text clause, and, where necessary,
identification of a Note relating to the entry in the table. Where a synonymous name is defined in the notation, this is
listed in parentheses.

Table 6 — List of restricted character string types

Name for referencine the fvne u‘IiJniversal Definin§ regisfrafion number?, table_number, Naofes
UTE8St ri ng 12 Subclause 37.16
Nuryeri cString 18 Table 7 (Notg 1)
Prilnt abl eStri ng 19 Table 8 (Note 1)
Tellet exString (T61Stri ng) 20 6, 87, 102, 103, 106, 107, 126, 144, 1505153, 156, (Note 2)
164, 165, 168 + SPACE + DELETE
Vi deot exStri ng 21 1, 13, 72, 73, 87, 89, 102, 108, 1264 128, 129, 144, (Note 3)
150, 153, 164, 165, 168 + SPACE +DELETE
I ABString 22 1, 6 + SPACE + DELETE
G qphicString 25 All G sets + SPACE
Vi gi bl eString (I SC646Stri ng) 26 6 + SPACE
General String 27 All G and all C gets+ SPACE + DELETE
Unilversal String 28 See 37.6
BMPSt ri ng 30 See 37.15
2) The defining registration numbers are listed in ISO Interndtional Register of Coded Character Sets to be used with Escape
Sequences.
NOTE 1 — The type-style, size, colour, intensity, or other display characteristics are not significant.
NOTE 2 — Register entries 6 and 156 can be used instead*of 102 and 103.
NOTE 3 — The entries corresponding to these registration numbers provide the functionality of CCITT Rec. T.100 and IJTU-T
Rec. [[.101.

37.2 Table 7 lists the characters,which can appear in the Nuneri cString type and NunericString character

abstraft syntax.

373 T
Nunerli_cSt

Table 7 — NumericString

Name Graphic
Digits 0,1,..9
Space (space)

he following object identifier and object descriptor values are assigned to identify and describe the
ri ng character abstract syntax:

{

and

NOTE 1

joint-iso-itu-t asnl(1l) specification(0) characterStrings(1l) nunericString(0) }

Nurmeri cString character abstract syntax"
— This object identifier value can be used in CHARACTER STRI NGvalues and in other cases where there is a need to carry

the identification of the character string type separate from the value.

NOTE 2
a)

b)

56

— A value of a Nurrer i cSt ri ng character abstract syntax may be encoded by:

One of the rules given in ISO/IEC 10646-1 for encoding the abstract characters. In this case the character transfer
syntax is identified by the object identifier associated with those rules in ISO/IEC 10646-1, Annex N.

The ASN.1 encoding rules for the built-in type Nuneri ¢St ri ng. In this case the character transfer syntax is identified
by the object identifier value {j oi nt-iso-itu-t asnl(1l) basic-encoding(1)}.
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Table 8 lists the characters which can appear in the Pri nt abl eStri ng type and Pri nt abl eStri ng ch

abstract syntax.

37.5
Print

and

N(
thg

N(

37.6
ISO/M]

37.7
N(
ch

37.8
11.14
length

Table 8 — PrintableString

aracter

Name Graphic
Latin capital letters AB, ..Z
Latin small letters a,b,..z
Digits 0,1,..9
SPACE (space)
APOSTROPHE '
LEFT PARENTHESIS (
RIGHT PARENTHESIS )
PLUS SIGN +
COMMA ,
HYPHEN-MINUS -
FULL STOP
SOLIDUS /
COLON
EQUALS SIGN =
QUESTION MARK ?

abl eSt ri ng character abstract syntax:

"Printabl eString character abstract syntax"

identification of the character string type separate from the value.
TE 2 — A value of a Pri nt abl eSt ri ng charactér abstract syntax may be encoded by:

syntax is identified by the object'idéntifier associated with those rules in ISO/IEC 10646-1, Annex N.

identified by the object identifier { joint-iso-itu-t asnl(1l) basic-encoding(1l) }.

EC 10646-1.

Use of this typ&iinvokes the conformance requirements specified in ISO/IEC 10646-1.

TE — Clause 38+defines an ASN.1 module containing a number of subtypes of this type for the "Collections of g
racters for subsefs" defined in ISO/IEC 10646-1, Annex A.

The_"RestrictedCharacterStringValue" notation for the restricted character string types shall be "cstring
, "CharaeterStringList", "Quadruple", or "Tuple". "Quadruple" is only capable of defining a character st
one, and can only be used in value notation for Uni ver sal Stri ng, UTF8St ri ng or BMPSt r i ng types. "Tul

only ¢

pnh]e of dPﬁning a character qfring nf]e-ng‘rh one _and can only be nsed in valne notation for | ABSt ri ng tv:

The following object identifier and object descriptor value$, are assigned to identify and describe the

{ joint-iso-itu-t asnl(1l) specification(0) characterStrings(1l) printableString(l) }

TE 1 — This object identifier value can be used in CHARACTER STRI NG values and in other cases where there is a need to carry

a)  One of the rules given in ISO/IEECN0646-1 for encoding the abstract characters. In this case the character fransfer

b) The ASN.1 encoding rulestfor<the built-in type Printabl eString. In this case the character transfer syptax is

The characters which ‘cah appear in the Universal String type are any of the characters allowed by

aphics

" (see
ing of
ple" is
hes.

RestrictedCharacterStringValue ::=
cstring
| CharacterStringList
| Quadruple
| Tuple

CharacterStringList ::= "{" CharSyms "} "

CharSyms ::=
CharsDefn
| CharSyms "," CharsDefn
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CharsDefn ::=
cstring
| Quadruple
| Tuple
|  DefinedValue

Quadruple ::="{" Group "," Plane "," Row "," Cell "}"
Group ::= number
Plane  ::= number

Row ::= number

Cell <= number

Tuple ::="{" TableColumn "," TableRow "}"
TableColumn ::= number

TableRow ::= number

NOTE 1 — The "cstring" notation can only be used unambiguously on a medium capable of displaying the-gfaphic symbols|for the
chgracters which are present in the value. Conversely, if the medium has no such capability, the onlymeans of unambiguously
spgcifying a character string value that uses such graphic symbols is by means of the "CharacterStringList" notation, and|only if
thq type is Uni ver sal String, UTF8String, BMPString or | A5Stri ng, and the "DefinedValue” alternative of "CharsOefn" is
usgd (see 38.1.2).
NQTE 2 - Clause 38 defines a number of "valuereference"s which denote single characters)(strings of size 1) of type BMP$t ri ng
(arld hence Uni ver sal String and UTF8St ri ng) and | A5Stri ng.
EXAMPLE — Suppose that one wishes to specify a value of "abcZdef" for,a Uni ver sal St ri ng where the charactef "2" is
not representable on the available medium, this value can also be expressedias:

| MPORTS Basi cLatin, greekCapital LetterSi grma’ FROM ASNL- CHARACTER- MODULE
{ joint-iso-itu-t asnl(1l) specification(0) nodul es(0) is010646(0) };

M/Al phabet ::= Universal String (FROMBasi cLatin | greekCapital LetterSigna))

nmystring MyAl phabet ::={ "abc" , greekCapital LetterSigma , "def" }

NQTE 3 — When specifying the value of a Uni ver sal Strj ng,"UTF8St ri ng or BMPSt r i ng type, the "cstring" notation should not
be jused unless ambiguities arising from different graphic.characters with similar shapes have been resolved.

EXAMPLE — The following "cstring" notation §hould not be used because the graphic symbols 'H', 'O', 'P' and 'E' gccur in
the BASIC LATIN, CYRILLIC and BASIE GREEK alphabets and thus are ambiguous.

| MPORTS Basi cLatin, Gyrillic, BasicGeek FROM ASNL- CHARACTER- MODULE
{ joint-iso-itu-t asnl(1l) specification(0) nodul es(0) is010646(0) };

M/Al phabet ::= Uni\versal String (FROM (BasicLatin | Cyrillic | BasicG eek))
nystring M/Al(phabet ::= "HOPE"

An alternative unambiguous definition of myst ri ng would be:
nystri pg\~M/Al phabet (Basi cLatin) ::= "HOPE"

Formally, nyst ri ng4sa value reference to a value of a subset of MyAl phabet , but it can, by the value mapping rules of Afnex B,
be used wherever a yalte reference is needed to this value within MyAl phabet .

37.9 The "XMLRestrictedCharacterStringValue" notation is:

XMLRestrictedCharacterStringValue ::= xmlcstring

37.10| There are characters which cannot be directly represented in "xmlcstring". These shall be represented using the
escape sequences specified in 11.15.

NOTE - If the restricted character string value contains characters which are not ISO/IEC 10646-1 characters specified in 11.15.1,
these cannot be represented in "xmlcstring", and such values cannot be transferred using XML Encoding Rules (see ITU-T Rec.
X.693 | ISO/IEC 8825-4).

37.11  The "DefinedValue" in "CharsDefn" shall be a reference to a value of that type.

3712  The "number" in the "Plane", "Row" and "Cell" productions shall be less than 256, and in the "Group"
production it shall be less than 128.

37.13  The "Group" specifies a group in the coding space of the UCS, the "Plane" specifies a plane within the group,
the "Row" specifies a row within the plane, and the "Cell" specifies a cell within the row. The abstract character
identified by this notation is the abstract character for the cell specified by the "Group", "Plane", "Row", and "Cell"
values. In all cases, the set of permitted characters may be restricted by subtyping.
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NOTE — Application designers should consider carefully the conformance implications when using open-ended character string
types such as General String, G aphi cString, and Uni ver sal Stri ng without the application of constraints. Careful text on
conformance is also needed for bounded but large character string types such as Tel et exSt ri ng.

37.14

The "number" in the "TableColumn" production shall be in the range zero to seven, and the "number"

in the

"TableRow" production shall be in the range zero to fifteen. The "TableColumn" specifies a column and the "TableRow"
specifies a row of a character code table in accordance with Figure 1 of ISO/IEC 2022. This notation is used only for
| A5St ri ng when the code table contains Register Entry 1 in columns 0 and 1 and Register Entry 6 in columns 2 to 7
(see the ISO International Register of Coded Character Sets to be used with Escape Sequences).

37.15

BMPSt ri ng is a subtype of Uni ver sal St ri ng that has its own unique tag and contains only the charac

ters in

the Basic Multilingual Plane (those corresponding to the first 64K-2 cells, less cells whose encoding is used to address
characters outside the Basic Multilingual Plane) of ISO/IEC 10646-1. It has an associated type defined as:

where]
Uni v
N

N(
acq

N(

37.16
Uni v
N(
be

38

This
charag
contai
name

N(
thd
the
38.1
The m

38.1.1

Yrversat-Strmg—(Bnp)

Bnp is defined in the ASN.1 module ASN1- CHARACTER- MODULE (see clause 38) as thesubty
rsal String corresponding to the "BMP" collection name defined in ISO/IEC 10646-1, Annex A.
TE 1 — Since BMPSt r i ng is a built-in type, it is not defined in ASNL- CHARACTER- MODULE.

TE 2 — The purpose of defining BVPSt ri ng as a built-in type is to enable encoding rules (such as"BER) that do nj
ount of constraints to use 16-bit rather than 32-bit encodings.

TE 3 — In the value notation all BMPSt ri ng values are valid Uni ver sal Stri ng and UTF8St ri ng values.

UTF8Stri ng is synonymous with Uni versal String at the abstract level<ahd can be used wh
rsal String is used (subject to rules requiring distinct tags) but has a different tag ‘and is a distinct type.

TE — The encoding of UTF8St ri ng used by BER and PER is different from that of bni-ver sal Stri ng, and for most t
less verbose.

Naming characters and collections defined in ISOAEC 10646-1

lause specifies an ASN.1 built-in module which contains“the definition of a value reference name fo
ter from ISO/IEC 10646-1, where each name references-a“Uni ver sal Stri ng value of size 1. This modu
hs the definition of a type reference name for each collection of characters from ISO/IEC 10646-1, wher
Feferences a subset of the Uni ver sal Stri ng type.

TE — These values are available for use in the value netation of the Uni ver sal St ri ng type and types derived from it

value and type references defined in the module speeified in 38.1 are exported and must be imported by any module th
m.

Specification of the ASN.1 Module "ASN1-CHARACTER-MODULE"
odule is not printed here in full. Ifistead, the means by which it is defined is specified.

The module begins as foHows:

ASNL- CHARACTER- MODULE { joint-iso-itu-t asnl(1l) specification(0) nodul es(0)

i s010646(0) }
DEFI NIMIONS ::= BEA N
-- ATyof the value references and type references defined within this
--<{podul e are inmplicitly exported, and are available for inport by any nod
-3 I'SQ | EC 646 control characters:

nul | A5String ::
soh I A5String ::
stx |A5String ::

N~ O
—— e

pe of

ot take

crever

xt will

I each
e also
E each

All of
at uses

et x | A5String ::

W
L~

eot | A5String ::
enq |A5String ::
ack |A5String ::

Lt R Late Rt LataTetn) son et et Tata)
a1 b
—

bel | ASString ::= , 1}
bs | A5String ::= , 8}
ht | ASString ::= , 9}
| f | A5String ::= , 10}
vt | ASString ::= {0, 11}
ff | A5String ::= {0, 12}
cr | ASString ::= {0, 13}
so | A5String ::= {0, 14}
Si | ASString ::= {0, 15}
dle IA5String ::={1, 0}
dcl IA5String ::= {1, 1}
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38.1.2
ISO/I]

where]

EXAN

38.1.3
includ

For each entry in each list of character names for the graphic characters (glyphs) shown in clauses 24 ‘arig
EC 10646-1, the module includes a statement of the form:

<nanedcharacter> BWMPString ::= <tabl ecell >

-- represents the character <isol0646nane>, see |SQ|EC 10646-1

a) <i sol0646name> is the character name derived from one listed in ISO/IEC’10646-1;

b) <namedchar act er> is a string obtained by applying to <i so10646nane> the procedures speci

38.2;

c) <tabl ecel | >is the glyph in the table cell in ISO/IEC 10646-1 cofresponding to the list entry.
IPLE

|atinCapital LetterA BWString ::= {0, 0, 0, 65}

-- represents the character LATIN CAPI TAL LETTER A, see | SQ'| EC 10646-1

greekCapital LetterSigma BWString ::= {0s,0, 3, 163}

-- represents the character GREEK CAPI TAK LETTER SI GVA, see | SQ'| EC 10646-1

For each name for a collection of graphic characters specified in ISO/IEC 10646-1, Annex A, a staten
ed in the module of the form:

dc2 IA5String ::= {1, 2}
dc3 IA5String ::= {1, 3}
dc4 1ASString ::= {1, 4}
nak | A5String ::= {1, 5}
syn 1A5String ::= {1, 6}
etb IA5String ::= {1, 7}
can IA5String ::= {1, 8}
em IASString ::= {1, 9}
sub  IA5String ::= {1, 10}
esc IA5String ::= {1, 11}
is4d |IA5String ::= {1,12}
is3 IA5String ::= {1,13}
is2 |IA5String ::= {1, 14}
isl [IA5String ::= {1, 15}
dal II\Eering :'—{7,1E}

<namedcol | ectionstring> ::= BWPSt¥ ng
(FROM (<al ternativeli st >))
-- represents the collection of characters <collectionstring>,
-- see | SO'| EC 10646-1)

25 of

fied in

hent is

8.3;
of the

tion of

where
a) <col | ecti onstrimg>is the name for the collection of characters assigned in ISO/IEC 10646-1;
b) <namedcol | ecf iYonst ri ng> is formed by applying to <col | ecti onst ri ng> the procedures of 3
c) <alternativelist>is formed by using the <narmedchar act er >s as generated in 38.2 for each
characters\specified by ISO/IEC 10646-1.

The rgsulting type reference, <namedcol | ect i onst ri ng>, forms a limited subset. (See the tutorial in Annex F.)
NQTE — A limited subset is a list of characters in a specified subset. Contrast this to a selected subset, which is a colled
characters listed in ISO/IEC 10646-1, Annex A, plus the BASIC LATIN collection.

EXAMPLE(partial)

space BMPStri ng ={0, 0, 0, 32}
excl amati onMark BMPStri ng = {0, 0, 0, 33}
quot ati onMark BMPStri ng = {0, 0, 0, 34}
e -- and so on
tilde BWPString = {0, 0, 0, 126}
Basi cLatin ::= BMPString

(FROM (space

| excl amati onMar k

| quotationMark

| . -- and so on

| tilde)

)
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-- represents the collection of characters BASIC LATIN, see |ISQO | EC 10646- 1.
-- The ellipsis in this exanple is used for brevity and nmeans "and so on";
-- you cannot use this in an actual ASN 1 nodul e.

38.1.4 ISO/IEC 10646-1 defines three levels of implementation. By default all types defined in
ASNL1- CHARACTER- MODULE, except for Level 1 and Level 2 conform to implementation level 3, since such types have
no restriction on use of combining characters. Level 1 indicates that implementation level 1 is required, Level 2
indicates that implementation level 2 is required, and Level 3 indicates that implementation level 3 is required. Thus,
the following are defined in ASN1- CHARACTER- MODULE:

Level 1 ::= BWPString (FROM (ALL EXCEPT Conbi ni ngCharacters))
Level 2 ::= BMPString (FROM (ALL EXCEPT Conbi ni ngChar act er sType-2))
Level 3 ::= BMPString

NOTE 1 — Conbi ni ngChar acters and Conbi ni ngChar act er sType-2 are the <namedcollectionstring>s correspongdling to
"CPMBINING CHARACTERS" and "COMBINING CHARACTERS B-2", respectively, defined in ISO/IEC 10646-1,"Anhex A.

NQTE 2 — Level 1 and Level 2 will be used either following an "IntersectionMark" (see clause 46) or as the only)censtrajnt in a
"CpnstraintSpec". (See E.2.7.1 for an example.)

NOTE 3 — See F.2.5 for more information on this topic.
38.1.§ The module is terminated by the statement:
END

38.1.4 A user-defined equivalent of the example in 38.1.3 is:

BasicLatin ::= BMPString (FROM (space..tilde))
-- represents the collection of characters BASI C:*LATIN,
-- see |SQ | EC 10646-1.

38.2 A <nanedchar act er > is the string obtained by taking an <i~s010646name> (see 38.1.2) and applyipg the
following algorithm:

a) each upper-case letter of the <i so10646nane> is transformed into the corresponding lower-case|letter,
unless the upper-case letter is preceded by a~.SPACE, in which case the upper-case letter i kept
unchanged;

b) each digit and each HYPHEN-MINUS is.képt unchanged;

c¢) each SPACE is deleted.

NQTE — The above algorithm, taken in conjunction with the character naming guidelines in Annex K of ISO/IEC 10644-1 will
always result in unambiguous value notation for gvery character name listed in ISO/IEC 10646-1.

EXAMPLE — The character from ISO/IECN0646-1, row 0, cell 60, which is named "LESS-THAN SIGN" and Ras the
graphic representation "<" can be referehced using the "DefinedValue" of:

| ess-thanSi gn
38.3 A <nanedcol | ectifonstri ng> is the string obtained by taking <col | ecti onstring> and applying the
following algorithm:

a) each upper-ease letter of the ISO/IEC 10646-1 collection name is transformed into the corresppnding
lower<casé letter, unless the upper-case letter is preceded by a SPACE or it is the first letter of the|name,
in.which case the upper-case letter is kept unchanged;

b) «each digit and each HYPHEN-MINUS is kept unchanged;
¢) ¢ each SPACE is deleted.

EXAMPEES

1) The collection identified in Annex A of ISO/IEC 10646-1 as:
BASIC LATIN

has the ASN.1 type reference:
Basi cLatin

2) A character string type consisting of the characters in the BASIC LATIN collection, together with the BASIC
ARABIC collection, could be defined as follows:
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M- Character-String ::= BWString (FROM (BasicLatin | BasicArabic) )
NOTE - The above construction is necessary because the apparently simpler construction of:
M- Character-String ::= BWPString (BasiclLatin | BasicArabic)

would allow only strings which were entirely BASIC LATIN or BASIC ARABIC but not a mixture of both.

39 Canonical order of characters

39.1 For the purpose of "ValueRange" subtyping and for possible use by encoding rules, a canonical ordering of
characters is specified for Universal String, UTF8String, BMPString, NumericString, PrintableString,
Vi sibleString,and | A5String.

39.2 Eor-the-purpese-of-this-clause-only—a-characteris—in-one-to-one—correspondence—with-a—cell-in-a—code table,
whethpr that cell has been assigned a character name or shape, and whether it is a control character or printing Chafracter,
combining or non-combining character.

393 The canonical order of an abstract character is defined by the canonical order of its value-in the [32-bit
representation of ISO/IEC 10646-1, with low numbers appearing first and high numbers appearing last in the carjonical
order.

394 Endpoints of "ValueRanges" within "PermittedAlphabet" notations (or individual characters) can be spgcified
using feither the ASN.1 value reference defined in the module ASN1- CHARACTER- MODULE ot (where the graphic symbol
is unambiguous in the context of the specification and the medium used to represent ityby, giving the graphic symbol in a
"cstrinjg" (ASNL- CHARACTER- MODULE is defined in 38.1) , or by use of the "Quadruple!~or "Tuple" notation of 37.§.

39.6 For Nuneri ¢St ri ng, the canonical ordering, increasing from left to right, is defined (see Table 7 of 37.3) as:
(space)0 1 2 3 4 5 6 7 8 9

The emtire character set contains precisely 11 characters. The endpoint.of a "ValueRange" (or individual charactefs) can
be spdcified using the graphic symbol in a "cstring".

NQOTE — This order is the same as the order of the corresponding characters in the BASIC LATIN collection of ISO/IEC 10p46-1.

39.7 For Pri nt abl eSt ri ng, the canonical ordering, ingreasing from left to right and top to bottom, is defingd (see
Table|8 of 37.4) as:

(SPACE) (APOSTROPHE) (LEFT PARENTHESIS) (RIGHT PARENTHESIS) (PLUS SIGN) (COMMA)
(HYPHEN-MINUS) (FULL STOP) (SOLIDUS) 0123456789 (COLON) (EQUAL SIGN) (QUESTION
MARK) ABCDEFGH JKLMNOPQRSTUMAKYZabcdef ghi j kI mopqr st uvwxyz

The entire character set contains precisely. 74 characters. The endpoint of a "ValueRange" (or individual charactefs) can
be spgcified using the graphic symboldnia "cstring".

NQTE — This order is the same as the order of the corresponding characters in the BASIC LATIN collection of ISO/IEC 10p46-1.

39.8 For Vi si bl eStri ng;\the canonical order of the cells is defined from the ISO/IEC 646 encoding {called
ISO 646 ENCODING) as follows:

(ISO 646 ENCODING) - 32
NQTE — That is, the’canonical order is the same as the characters in cells 2/0-7/14 of the ISO/IEC 646 code table.

The entire chardeter set contains precisely 95 characters. The endpoint of a "ValueRange" (or individual charactefs) can
be spdcifiedusing the graphic symbol in a "cstring".

399 For | A5St ri ng, the canonical order of the cells is defined from the ISO/IEC 646 encoding as follows:

(ISO 646 ENCODING)

The entire character set contains precisely 128 characters. The endpoint of a "ValueRange" (or individual characters) can
be specified using the graphic symbol in a "cstring" or an ISO 646 control character value reference defined in 38.1.1.

40 Definition of unrestricted character string types

This clause defines a type whose values are the values of any character abstract syntax. In an OSI environment, this
abstract syntax may be part of the OSI defined context set. Otherwise, it is referenced directly for each instance of use
of the unrestricted character string type.

NOTE 1 — A character abstract syntax (and one or more corresponding character transfer syntaxes) can be defined by any
organization able to allocate ASN.1 OBJECT | DENTI FI ERs.
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NOTE 2 - Profiles produced by a community of interest will normally determine the character abstract syntaxes and character
transfer syntaxes that are to be supported for specific instances or groups of instances of CHARACTER STRI NG It will be usual in
OSI applications to include reference to supported syntaxes in an OSI Protocol Implementation Conformance Statement.

40.1 The wunrestricted character string type (see 3.6.76) shall be referenced by the notation
"UnrestrictedCharacterStringType":

UnrestrictedCharacterStringType ::= CHARACTER STRI NG
40.2 This type has a tag which is universal class, number 29.

40.3 The type consists of values representing:
a) acharacter string value that may, but need not, be the value of an ASN.1 character string type; and

b) identification (separately or together) of:

1) acharacter abstract syntax; and

2) the character transfer syntax.

40.4 The unrestricted character string type has an associated type. This associated type is used to,support ity value
and sybtype notations.

40.5 The associated type for value definition and subtyping, assuming an automatic tagging environment, iy (with
normdtive comments):
SEQUENCE {
identification CHA CE {
synt axes SEQUENGE{
abstract OBJECT | DENTI FI ER,
transfer COBJECT | DENTI FI ER }

-- Abstract and transfer syntaxsobject identifiers --,

synt ax OBJECT | DENTI FI ER
-- A single object identifiernfor identification of the
-- abstract and transfer syntaxes --,
presentation-context-id | NTEGER
-- (Applicable only to\©Sl environnments)
-- The negotiated OSkspresentation context identifies the
-- abstract and trahsfer syntaxes --,

cont ext - negoti ati on SEQUENCE {
presentati onscontext-id | NTECGER,
transf er - synt ax OBJECT | DENTI FI ER }

-- (Applicableonly to OSI environments)

-- Context-negotiation in progress, presentation-context-id

-- identifjiés only the

-- abstract-syntax, so the transfer syntax shall be specified --,

t ransf ers/synt ax CBJECT | DENTI FI ER

-- The'type of the value (for exanple, specification that it is
--“4he value of an ASN. 1 type) is fixed by the application
¢£-~'desi gner (and hence known to both sender and receiver). This
3= case is provided primarily to support

-- selective-field-encryption (or other encoding

-- transformations) of an ASN.1 type --,

fixed NULL
-- The data value is the value of a fixed ASN. 1 type (and hence
-- known to both sender and receiver) -- },

dat a- val ue- descri pt or Obj ectDescriptor  OPITONAC
-- This provides hunan-readabl e identification of the class of
-- the value --,

string-val ue OCTET STRI NG }

( W TH COVPONENTS {

dat a- val ue-descri ptor ABSENT } )

NOTE — The unrestricted character string type does not allow the inclusion of a dat a- val ue- descri pt or value together with
the i dentification. However, the definition of the associated type provided here underlies the commonalities which exist
between the embedded-pdv type, the external type and the unrestricted character string type.

40.6 The text of 33.6 and 33.7 also applies to the unrestricted character string type.
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40.7

40.8

41
41.1

The value notation shall be the value notation for the associated type, where the value of the stri ng-val ue
component of type OCTET STRI NGrepresents an encoding using the transfer syntax specified ini denti fi cati on.

UnrestrictedCharacterStringValue ::= SequenceValue -- value of associated type defined in 40.5

XMLUnrestrictedCharacterStringValue ::=
XMLSequenceValue -- value of associated type defined in 40.5

An example of the unrestricted character string type is given in E.2.8.

Notation for types defined in clauses 42 to 44

The notation for referencing a type defined in clauses 42 to 44 shall be:

where

41.2

42
42.1

42.2

42.3

with t

In cag
case ¢|

coord

UsefulType ::= typereference
"typereference" is one of those defined in clauses 42 to 44 using the ASN.1 notation.

The tag of each "UsefulType" is specified in clauses 42 to 44.

Generalized time

This type shall be referenced by the name:

Ceneral i zedTi ne

The type consists of values representing:
a) a calendar date, as defined in ISO 8601; and

b) atime of day, to any of the precisions defined in ISO 8601, except for the hours value 24 which shl
be used; and

¢) the local time differential factor as defined in ISO.8601.

The type is defined, using ASN.1, as follows:
CGeneralizedTine ::= [UNI VERSAL 24] IMPLICIT VisibleString

ne values of the Vi si bl eSt ri ng restricted to strings of characters which are either

a) a string representing the calendar’date, as specified in ISO 8601, with a four-digit representation
year, a two-digit representation of the month and a two-digit representation of the day, without
separators, followed by astring representing the time of day, as specified in ISO 8601, without sep
other than decimal comma or decimal period (as provided for in ISO 8601), and with no terminating
provided for in ISQ8601); or

b) the characters in a) above followed by an upper-case letter Z; or

c) the characters-in a) above followed by a string representing a local time differential, as specif
ISO 86071 ,ywithout separators.

e a), the timie~shall represent the local time. In case b), the time shall represent coordinated universal ti
, the parfiof ‘the string formed as in case a) represents the local time (t;), and the time differential (t,) ¢
nated wniversal time to be determined as follows:

all not

of the
use of
arators
y 7. (as

ied in

me. In
nables

goordinated universal time is t] — t;

EXAMPLES

64

Case a)

*19851106210627. 3"
local time 6 minutes, 27.3 seconds after 9 pm on 6 November 1985.

Case b)

"19851106210627. 32"
coordinated universal time as above.

Case ¢)
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*19851106210627. 3- 0500"
local time as in example a), with local time 5 hours retarded in relation to coordinated universal time.

The tag shall be as defined in 42.3.
The value notation shall be the value notation for the Vi si bl eSt ri ng defined in 42.3.
Universal time
This type shall be referenced by the name:
UTCTi e
| he tégpe cg_nsjsts gf yalues ;eprpcpnﬁng'
a) calendar date; and
b) time to a precision of one minute or one second; and
c) (optionally) a local time differential from coordinated universal time.
The type is defined, using ASN.1, as follows:
UTCTime ::= [UNIVERSAL 23] IMPLICIT VisibleString
he values of the Vi si bl eSt ri ng restricted to strings of characters which are the juxtaposition of:

a) the six digits YYMMDD where YY is the two low-order digits of the-Christian year, MM is the
(counting January as 01), and DD is the day of the month (01 to 31);arnd

b) either:

1) the four digits hhmm where hh is hour (00 to 23) and.thim 1s minutes (00 to 59); or

2) the six digits hhmmss where hh and mm are as in {).above, and ss is seconds (00 to 59); and
c) either:

1) the character Z; or

2) one of the characters + or -, followed by-hhmm, where hh is hour and mm is minutes.
ternatives in b) above allow varying precisions.in the specification of the time.

rnative c) 1), the time is coordinated univetsal time. In alternative c) 2), the time (t;) specified by a) and b)
local time; the time differential (t,)-'specified by c¢) 2) above enables the coordinated universal time

deternmiined as follows:

EXAN
value

EXAN
value

Coordinated universal timg-isit] — t

IPLE 1 — If local time is.7at’on 2 January 1982 and coordinated universal time is 12 noon on 2 January 19
pf UTCTi ne is either of:

— "8201021260Z"; or
— "8201020700- 0500".

PLE 2 — IfJocal time is 7am on 2 January 2001 and coordinated universal time is 12 noon on 2 January 20
pf UTCTi_neis either of:

4 { "0101021200Z"; or

3 "0101020700- 0500".

month

above
to be

2, the

1, the

43.4
435

44
44.1

44.2

The tag shall be as defined in 43.3.

The value notation shall be the value notation for the Vi si bl eSt ri ng defined in 43.3.

The object descriptor type

This type shall be referenced by the name:
Cbj ect Descri pt or

The type consists of human-readable text which serves to describe an object. The text is not an unambiguous
identification of the object, but identical text for different objects is intended to be uncommon.
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NOTE — It is recommended that an authority assigning values of type OBJECT | DENTI FI ERto an object should also assign values
of type Cbj ect Descri pt or to that object.

44.3 The type is defined, using ASN.1, as follows:
oj ectDescriptor ::= [UNVERSAL 7] IMPLICIT GraphicString
The G aphi ¢St ri ng contains the text describing the object.
44.4 The tag shall be as defined in 44.3.
44.5 The value notation shall be the value notation for the G- aphi ¢St ri ng defined in 44.3.

45 Constrained tvpes

45.1 The "ConstrainedType" notation allows a constraint to be applied to a (parent) type, either to restrict.ity set of
valueq to some subtype of the parent or (within a set or sequence type) to specify that component relatiens agply to
valueq of the parent type and to values of some other component in the same set or sequence value. [It"also alldws an
exception identifier to be associated with a constraint.

ConstrainedType ::=
Type Constraint
| TypeWithConstraint

In thelfirst alternative, the parent type is "Type", and the constraint is specified by "Constraint" as defined in 45.p. The
secondl alternative is defined in 45.5.

45.2 When the "Constraint" notation follows a set-of or sequence-of type(notation, it applies to the "Type"|in the
(innermost) set-of or sequence-of notation, not to the set-of or sequence-of type.
NOTE - For example, in the following the constraint ( SI ZE( 1. . 64) ) appli€s’'to‘the Vi si bl eSt ri ng, not the SEQUENCE CF:

NamesOf Menber Nati ons ::= SEQUENCE OF VisibleString (Sl ZE(1..64))
45.3 When the "Constraint" notation follows the selection type notation, it applies to the choice type, and noff to the
type off the selected alternative. Such a constraint is ignored (see 29.2).
NQTE — In the following example, the constraint (W TH COVPONENTS {..., a ABSENT}) applies to the CHO CE type T} not to
the selected SEQUENCE type, and has no effect on the values of V.
T ::= CHO CE {
a SEQUENCE {
a | NTEGER OPT ONAL,
b BOOLEAN
},
b NULL
}
V::=a < 7(WTH COWPONENTS {..., a ABSENT})
454 When the "Consfraint" notation follows a "TaggedType" notation, the interpretation of the overall notation is

the same regardless of whether the "TaggedType" or the "Type" is considered as the parent type.

45.5 As a consequence of the interpretation specified in 45.2, special notation is provided to allow a constraint to be
applied to a set-6f or sequence-of type. This is "TypeWithConstraint":

TypeWithConstraint ::=
SET Constraint OF Type

| SETSizeConstraint O Type

| SEQUENCE Constraint OF Type

| SEQUENCE SizeConstraint OF Type
| SET Constraint OF NamedType
I
|
I

SET SizeConstraint OF NamedType
SEQUENCE Constraint OF NamedType
SEQUENCE SizeConstraint OF NamedType

In the first and second alternatives the parent type is "SET OF Type", while in the third and fourth it is "SEQUENCE OF
Type". In the fifth and sixth alternatives the parent type is "SET OF NamedType", and in the seventh and eighth is
"SEQUENCE OF NamedType". In the first, third, fifth and seventh alternatives, the constraint is "Constraint" (see 45.6),
while in the second, fourth, sixth and eighth it is "SizeConstraint" (see 47.5).
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NOTE — Although the "Constraint" alternatives encompass the corresponding "SizeConstraint" alternatives, the "SizeConstraint"
alternatives are provided for historical reasons.

45.6

A constraint is specified by the notation "Constraint":
Constraint ::="(" ConstraintSpec ExceptionSpec ") "

ConstraintSpec ::=
SubtypeConstraint
| GeneralConstraint

"ExceptionSpec" is defined in clause 49. Unless it is used in conjunction with an "extension marker" (see clause 48), it
shall only be present if the "ConstraintSpec" includes an occurrence of "DummyReference" (see ITU-T Rec. X.683 |
ISO/IEC 8824-4, 8.3) or is a "UserDefinedConstraint" (see ITU-T Rec. X.682 | ISO/IEC 8824-3, clause 9).

The

"Geng

45.7

In thif
be at ]

46

46.1
specif]

relConstratnt is-defired- T Ree 2682 HSOAECSS24-3-8-1-
The notation "SubtypeConstraint" is the general-purpose "ElementSetSpecs" notation (see clause 46);
SubtypeConstraint ::= ElementSetSpecs
context, the elements are values of the parent type (the governor of the element set is the parentitype). Ther
past one element in the set.

Element set specification

In some notations a set of elements of some identified type or information (object class (the governor)
ed. In such cases, the notation "ElementSetSpec" is used:

ElementSetSpecs ::=

RootElementSetSpec
| RootElementSetSpec "," "..."
RootElementSetSpec ",”"” "..." "," AdditionalElementSetSpec
P p

RootElementSetSpec ::= ElementSetSpec
AdditionalElementSetSpec ::= ElementSetSpe¢

ElementSetSpec ::= Unions
| ALL Exclusions

Unions ::= Intersections
| UElems UnionMark Intersections

UElems ::= Unions

Intersections ::= IntérsectionElements
| IElems ImtersectionMark IntersectionElements

IElems ::= Intersections

IntersectionElements ::= Elements | Elems Exclusions
Elems<::= Elements

Exelusions ::= EXCEPT Elements

UnionMark ::="|" | UNION

e shall

tan be

I]1tE]‘SEEtiﬂI1B’E]‘I{ 1000 1 LAEERGEOTL R
e | TINTLEINOLCTT UN

NOTE 1 — The caret character """ and the word | NTERSECTI ON are synonymous. The character "|" and the word UNI ON are
synonymous. It is recommended that, as a stylistic matter, either the characters or the words be used throughout a user
Specification. EXCEPT can be used with either style.

NOTE 2 — The order of precedence from highest to lowest is: EXCEPT, "7A", "|". Notice that ALL EXCEPT is specified so that it
cannot be interspersed with the other constraints without the use of parentheses around "ALL EXCEPT xxx".

NOTE 3 — Anywhere that "Elements" occurs, either a constraint without parentheses [e.g., | NTEGER (1. . 4) ] or a parenthesized
subtype constraint [e.g., | NTEGER ((1..4 | 9))] can appear.

NOTE 4 — Note that two EXCEPT operators must have either "|", "", "(" or ")" separating them, so (A EXCEPT B EXCEPT C)
is not permitted. This must be changed to ((A EXCEPT B) EXCEPT C) or (A EXCEPT (B EXCEPT Q)).

NOTE 5 — Note that ((A EXCEPT B) EXCEPT C) is the same as (A EXCEPT (B | O)).

NOTE 6 — The elements that are referenced by "ElementSetSpecs" is the union of the elements referenced by the
"RootElementSetSpec" and "AdditionalElementSetSpec" (when present).
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NOTE 7 — When the elements are information objects (i.e., the governor is an information object class), the notation
"ObjectSetElements" as defined in ITU-T Rec. X.681 | ISO/IEC 8824-2, 12.3 is used.

46.2

The elements forming the set are:

a) if the first alternative of the "ElementSetSpec" is selected, those specified in the "Unions" [see b)],
otherwise all elements of the governor except those specified in the "Elements" notation of the

"Exclusions";

b) if the first alternative of "Unions" is selected, then those specified in the "Intersections" [see c)], oth:
those specified at least once either in the "UElems" or "Intersections";

c) if the first alternative of "Intersections" is selected, those specified in the "IntersectionElements" [s
otherwise those specified by "[Elems" which also are specified by "IntersectionElements";

d) if the first alternative of "IntersectionElements" is selected, those specified in the "Elements", oth

erwise

ee d)],

erwise

46.3

Othery

46.4
100t V]

determiined by performing the set arithmetic using the root values augmented by the extension additions, for each

values

46.5

The el

46.6
exteng
case,

abstra
valueq
(and 9

those specified in the "Elems" except those specified in the "Exclusions".

The set of values is defined to be extensible if the following conditions hold:

a) for "Elements": there is an extension marker at the outer level;
NOTE - This applies even if all values of the parent are included in the root of the new constrained type.

b) for "Unions": at least one of the "UElems" is extensible;
¢) for "Intersections": at least one of the "IElems" is extensible;

d) for "Exclusions": the set of elements preceding EXCEPT is extensible.
wise, the set of values is not extensible (see also G.4).

If the set of values is extensible, the root values can be determined by performing the set arithmetic usin|
alues of the sets of values involved in the set arithmetic, as specifiedrin 46.2. The extension additions

involved in the set arithmetic, and then excluding values that weré‘determined to be root values.
The "Elements" notation is defined as follows:

Elements ::=
SubtypeElements
| ObjectSetElements
| "(" ElementSetSpec ") "

ements specified by this notation are:

a) As described in clause 47 below'if the "SubtypeElements" alternative is used. This notation shall o
used when the governor is a type, and the actual type involved will further constrain the not
possibilities. In this context, the governor is referred to as the parent type.

b) As described in ITH-T-Rec. X.681 | ISO/IEC 8824-2, 12.10, if the "ObjectSetElements" notation i
This notation shall only be used when the governor is an information object class.

c) Those specified)by the "ElementSetSpec" if the third alternative is used.

When perforfiing set arithmetic within a subtype constraint or a value set when the governing f{
ible, only absttaet values that are in the extension root of the governing type are used in the set arithmetic.

o only
tan be
set of

nly be
hitional

used.

ype is
[n this

h1] instances \0f value notation (including value references) used in set arithmetic are required to referepce an

ct value.of the extension root of the governing type. The end-points of a range constraint are required to ref]
that ae-present in the extension root of the governing type, and the range specification as a whole referen|
nly) those values in the range that are within the extension root of the governing type.

erence
ces all

46.7

46.8

When performing set arithmetic involving information object sets, all information objects are used in the set
arithmetic. If any of the information object sets contributing to the set arithmetic are extensible, or if there is an
extension marker at the outermost level of an "ElementSetSpecs", the result of the set arithmetic is extensible.

If a subtype constraint is serially applied to a parent type which is extensible through the application

of an

extensible constraint, value notation used within it shall not reference values that are not in the extension root of the
parent type. The result of the second (serially applied) constraint is defined to be the same as if the constraint had been
applied to the parent type without its extension marker and possible extension additions.
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EXAMPLE
Foo ::= INTEGER ( 1..6, ..., 73..80)
Bar ::= Foo (73) -- illegal
foo Foo ::= 73 -- legal since it is value notation for Foo, not part of a constraint

Bar is illegal since 73 is not in the extension root of Foo. If 73 had been in the extension root of Foo, the example
would have been legal, and Bar would have contained the single value of 73.

47 Subtype elements

47.1 General

A number of different forms of notation for "SubtypeElements" are provided. They are identified below, and their syntax
and s¢mantics are defined in the following subclauses. Table 9 summarizes which notations can be applied-to [which
paren{ types.

SubtypeElements ::=
SingleValue

| ContainedSubtype

| ValueRange

| PermittedAlphabet

| SizeConstraint

| TypeConstraint

| InnerTypeConstraints

| PatternConstraint
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Table 9 — Applicability of subtype value sets

Type (or derived Single | Contained | Value Size Permitted Type Inner Pattern

from such a type by value subtype range constraint | alphabet | constraint | subtyping | constraint
tagging or subtyping)
Bit string Yes Yes No Yes No No No No
Boolean Yes Yes No No No No No No
Choice Yes Yes No No No No Yes No
Embedded-pdv Yes No No No No No Yes No
Enumerated Yes Yes No No No No No No
External Yes No No No No No Yes No
Instapree=of YTs Yes NoO NoO No NoO YTs N
Integper Yes Yes Yes No No No No N
Null Yes Yes No No No No No N
Objeft class field type Yes Yes No No No No No N
Objegt descriptor Yes Yes No Yes Yes No No N
Obje¢t identifier Yes Yes No No No No No N
Octef string Yes Yes No Yes No No No N
open|type No No No No No Ye$ No N
Real Yes Yes Yes No No No Yes N
Relafiive object Yes? YesP No No No No No N
identjfier
Re.strlicted character Yes Yes Yes?) Yes Yes No No Yep
string types
Sequgnce Yes Yes No No No No Yes N
Sequnce-of Yes Yes No Yes No No Yes N
Set Yes Yes No No No No Yes N
Set-of Yes Yes No Yes No No Yes N
Time types Yes Yes No No No No No N
Unre stricted character Yes No No Yes No No Yes N
string type
2 Allowed only within the "PermittedAlphabet" of BMPString, |1A5String, NumericString, PrintableStting,

Vi si bl eString, UTF8Stri ng and Uni versal Stri ng.
) The starting node for all relative object identifier types or values in constraints or valuesets shall be the same as the stjrting
node for the governor.

47.2 Single value

47.2.1 The "SingleValyie" notation shall be:
SingleValue ::= Value

where| "Valuet-is the value notation for the parent type.

47.2.2 “A."SingleValue" specifies the single value of the parent type specified by "Value".

47.3 Contained subtype

47.3.1 The "ContainedSubtype" notation shall be:
ContainedSubtype ::= Includes Type
Includes ::= | NCLUDES | empty

The "empty" alternative of the "Includes" production shall not be used when "Type" in "ContainedSubtype" is the
notation for the null type.

47.3.2 A "ContainedSubtype" specifies all of the values in the root of the parent type that are also in the root of
"Type". "Type" is required to be derived from the same built-in type as the parent type.
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The set of values referenced by an extensible "Type" used in a contained subtype constraint does not inherit
tension marker from the "Type". Any values in "Type" that are not in the extension root of that type are ignored,

and do not contribute to the values of the constrained type.
NOTE - The use of an extensible "Type" does not in itself make the constrained type extensible.

47.4 Value range
47.4.1 The "ValueRange" notation shall be:

ValueRange ::= LowerEndpoint ". . ' UpperEndpoint
47.4.2 A "ValueRange" specifies the values in a range of values which are designated by specifying the values of the
endpoints of the range. This notation can only be applied to integer types, the "PermittedAlphabet" of certain restricted
charaqterstring _ types T1ng, Wer1csString, Printapl estring, Vislblestring, ring,
Uni vgrsal String and UTF8St ri ng only) and real types. All values specified in the "ValueRange" are required to be
in the [root of the parent type.

NQTE - For the purpose of subtyping, PLUS- | NFI NI TY exceeds all real values and M NUS- | NFI NI TY is less than all real vjlues.
47.4.3 Each endpoint of the range is either closed (in which case that endpoint is specified) or open (in which cgse the
endpojint is not specified). When open, the specification of the endpoint includes a less-than symbaD("'<"):

LowerEndpoint ::= LowerEndValue | LowerEndValue "<"
UpperEndpoint ::= UpperEndValue | "<" UpperEndValue
47.4.4  An endpoint may also be unspecified, in which case the range extends in‘that direction as far as the parent type
allowy:
LowerEndValue ::= Value | M N
UpperEndValue ::= Value | MAX
NOTE — When a "ValueRange" is used as a "Permitted Alphabet" constraint, "LowerEndValue" and "UpperEndValue" shafl be of
sizp 1.
47.5 Size constraint
47.5.1 The "SizeConstraint" notation shall be:
SizeConstraint ::= S| ZE Constraint
47.5.21 A "SizeConstraint" can only be applied to bit string types, octet string types, character string types, set-of types
or seqpence-of types.
47.5.3 The "Constraint" specifie§ the permitted integer values for the length of the specified values, and tales the
form ¢f any constraint which can be’applied to the following parent type:
I NTEGER (0.7. MAX)
The "Constraint" shall use-the "SubtypeConstraint" alternative of "ConstraintSpec".
47.5.4 The unit ef measure depends on the parent type, as follows:
Type Unit of measure
bit'string bit
octet cfﬁ'ng octet
character string character
set-of component value
sequence-of component value

NOTE — The count of the number of characters specified in this subclause for determining the size of a character string value shall

be
col

clearly distinguished from a count of octets. The count of characters shall be interpreted according to the definition of the
lection of characters used in the type, in particular, in relation to references to the standards, tables or registration numbers in a

register which can appear in such a definition.
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47.6

47.6.1

47.6.2

47.7
47.7.1

Type constraint
The "TypeConstraint" notation shall be:
TypeConstraint ::= Type

This notation is only applied to an open type notation and restricts the open type to values of "Type".

Permitted alphabet
The "PermittedAlphabet" notation shall be:
PermittedAlphabet ::= FROMConstraint

47.7.2
This n

47.7.3
"Subty
in one

47.7.4
The s¢
permi

47.8
47.8.1

47.8.2
and/of
constr
choicg
N(
an

47.8.3
taking

The "
each 1

47.8.4
of con
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otation can only be applied to restricted character string types.

The "Constraint" is any which could be applied to the parent type (see Table 9), except that if)shall u
peConstraint" alternative of "ConstraintSpec". The sub-alphabet includes precisely those characters which
or more of the values of the parent string type which are allowed by the "Constraint".

If "Constraint" is extensible, then the set of values selected by the permitted alphabet.Constraint is exte
t of values in the root are those permitted by the root of "Constraint", and the extensieni additions are those
ted by the root together with the extension-additions of "Constraint", excluding those/values already in the r

Inner subtyping
The "InnerTypeConstraints" notation shall be:

InnerTypeConstraints ::=
W TH COVPONENT SingleTypeConstraint
| W TH COVPONENTS MultipleTypeConstraints

An "InnerTypeConstraints" specifies only those values\which satisfy a collection of constraints on the pr
values of the components of the parent type. A value_of the parent type is not specified unless it satisfies all
pints expressed or implied (see 47.8.6). This notation can be applied to the set-of, sequence-of, set, sequen
types.

TE — An "InnerTypeConstraints" applied to a set ‘orsequence type is ignored by the COVPONENTS OF transformation (sg
126.2).

For the types which are defined in terms of a single other (inner) type (set-of and sequence-of), a con
the form of a subtype value specification is provided. The notation for this is "SingleTypeConstraint":

SingleTypeConstraint)::= Constraint

Constraint” defines a subtypeof the single other (inner) type. A value of the parent type is specified if and
hner value belongs to the subtype obtained by applying the "Constraint" to the inner type.

For the typeswhich are defined in terms of multiple other (inner) types (choice, set, and sequence), a n
straints on thes@inner types can be provided. The notation for this is "MultipleTypeConstraints":

MultipleTypeConstraints ::=

47.8.5

72

string.
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FullSpecification
| PartialSpecification
FullSpecification ::="{" TypeConstraints "} "
PartialSpecification ::="{" "..." "," TypeConstraints "} "

TypeConstraints ::=
NamedConstraint
| NamedConstraint "," TypeConstraints

NamedConstraint ::=
identifier ComponentConstraint

The "TypeConstraints" contains a list of constraints on the component types of the parent type. For a sequence
type, the constraints must appear in order. The inner type to which the constraint applies is identified by means of its
identifier. For a given component, there shall be at most one "NamedConstraint".
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47.8.6 The "MultipleTypeConstraints" comprises either a "FullSpecification" or a "PartialSpecification". When
"FullSpecification" is used, there is an implied presence constraint of ABSENT on all inner types which can be
constrained to be absent (see 47.8.9) and which is not explicitly listed. Where "PartialSpecification” is employed, there
are no implied constraints, and any inner type can be omitted from the list.

47.8.7 A particular inner type may be constrained in terms of its presence (in values of the parent type), its value, or
both. The notation is "ComponentConstraint":

ComponentConstraint ::= ValueConstraint PresenceConstraint
47.8.8 A constraint on the value of an inner type is expressed by the notation "ValueConstraint":
ValueConstraint ::= Constraint | empty

The constra
the "(lonstraint" applied to the inner type.

47.8.9 A constraint on the presence of an inner type shall be expressed by the notation "PresenceConstraint”:
PresenceConstraint ::= PRESENT | ABSENT | OPTI ONAL | empty
The nfeaning of these alternatives, and the situations in which they are permitted are defined in 478.9.1 to 47.8.9.3.

47.8.9.1 If the parent type is a sequence or set, a component type marked OPTI ONAL may b€ constrained to be PRESENT
(in which case the constraint is satisfied if and only if the corresponding component value‘i§ present) or to be ABSENT (in
which| case the constraint is satisfied if and only if the corresponding component valu€is absent) or to be OPTI QAL (in
which| case no constraint is placed upon the presence of the corresponding componehtyalue).

47.8.9.2 If the parent type is a choice, a component type can be constrained to(e' ABSENT (in which case the constraint
is satipfied if and only if the corresponding component type is not used in‘the value), or PRESENT (in which cgse the
constrpint is satisfied if and only if the corresponding component type 49 used in the value); there shall be at mqst one
PRESHNT keyword in a "MultipleTypeConstraints".

NQTE — See E.4.6 for a clarifying example.

47.8.9.3 The meaning of an empty "PresenceConstraint®™depends on whether a "FullSpecification" | or a
"PartiglSpecification" is being employed:

a) in a "FullSpecification", this is equivalerit‘to a constraint of PRESENT for a set or sequence component
marked OPTI ONAL and imposes no further constraint otherwise;

b) in a "PartialSpecification", no constraint is imposed.

47.9 Pattern constraint
47.9.1 The "PatternConstraint" notation shall be:
PatternConstraint ::= PATTERN Value

47.9.2 "Value" shall benafcstring” of type Uni versal String (or a reference to such a character string) [which
contaips an ASN.1 regulat-expression as defined in Annex A. The "PatternConstraint" selects those values of the jparent
type that satisfy the ASN’1 regular expression. The entire value shall satisfy the entire ASN.1 regular expression, ife., the
"PattefnConstraint"’does not select values whose leading characters match the (entire) ASN.1 regular expressipn but
which|contain further trailing characters.

NQTE - “Value" is formally defined as a value of type Uni ver sal Stri ng, but the sets of values of type Uni ver sal Strifng and

UTF8St hi hg are the same (see 37.16). Thus a totally equivalent definition could have been to say that "Value" is a value jof type
UTF8SLr i ng.

48 The extension marker

NOTE - Like the constraint notation in general, the extension marker has no effect on some encoding rules of ASN.1, such as the
Basic Encoding Rules, but does on others, such as the Packed Encoding Rules. Its effect on encodings defined using ECN is
determined by the ECN specification.

48.1 The extension marker, ellipsis, is an indication that extension additions are expected. It makes no statement as
to how such additions should be handled other than that they shall not be treated as an error during the decoding process.

48.2 The joint use of the extension marker and an exception identifier (see clause 49) is both an indication that
extension additions are expected and also provides a means for identifying the action to be taken by the application if
there is a constraint violation. It is recommended that this notation be used in those situations where store and forward or
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any other form of relaying is in use, so as to indicate (for example) that any unrecognized extension additions are to be
returned to the application for possible re-encoding and relaying.

48.3 The result of set arithmetic involving subtype constraints, value sets or information object sets that are
extensible is specified in clause 46.

48.4 If a type defined with an extensible constraint is referenced in a "ContainedSubtype", the newly defined type
does not inherit the extension marker or any of its extension additions (see 47.3.3). The newly defined type can be made
extensible by including an extension marker at the outermost level in its "ElementSetSpecs" (see also 46.3). For
example:

A ::= INTEGER (0..10, ..., 12) -- Ais extensible.

B ::= INTEGER (A) -- Bis inextensible and is constrained to 0-10.

C ::= INTECER (A .) -- Cis extensible and is constrained to 0-10.
48.5 If a type defined with an extensible constraint is further constrained with an "ElementSetSpecs", thetesulting

type does not inherit the extension marker nor any extension additions that may be present in the former constraint (see
46.8).| For example:

A ::= INTEGER (0..10, ...) -- Ais extensible.
B::=A(2..5) -- Bis inextensible.
C::= A -- Cis extensible.
48.6 Components of a set, sequence or choice type that are constrained to be absent shall)not be present, regardless

of whether the set, sequence or choice type is an extensible type.
NOTE - Inner type constraints have no effect on extensibility.

For ejample:

A ::= SEQUENCE {
a | NTEGER

b BOOLEAN OPTI ONAL,

}

B::= A (WTH COWONENTS {b ABSENT}Y)

-- Bni S extensible, but 'b' shall not be
--cbresent in any of its val ues.

48.7 Where this Recommendation | International, Standard requires distinct tags (see 24.5 to 24.6, 26.3 and|28.3),
the following transformation shall conceptually be applied before performing the check for tag uniqueness:

48.7.1] A new element or alternative (called.the conceptually-added element, see 48.7.2) is conceptually added| at the
extengion insertion point if:

a) there are no extension markers but extensibility is implied in the module heading, and then an extension
marker is added and-the'new element is added as the first addition after that extension marker; or

b) there is a single/extension marker in a CHO CE or SEQUENCE or SET, and then the new element is added at
the end of the’€HQA CE or SEQUENCE or SET immediately prior to the closing brace; or

c) there are~two extension markers in a CHO CE or SEQUENCE or SET, and then the new element is|added
immedjiately before the second extension marker.

48.7.21  This coneeptually-added element is solely for the purposes of checking legality through the application of rules
requirjng distinet tags (see 24.5 to 24.6, 26.3 and 28.3). It is conceptually-added affer the application of autpmatic
tagginig (ifapplicable) and the expansion of COVPONENTS OF.

48.7. The nnnhpphm]lv_m‘IHPH element is defined to have a tag which is distinct from the tag of all normal ASN.1
types, but which matches the tag of all such conceptually-added elements and matches the indeterminate tag of the open
type, as specified in ITU-T Rec. X.681 | ISO/IEC 8824-2, 14.2, Note 2.

NOTE - The rules concerning tag uniqueness relating to the conceptually added element and to the open type, together with the
rules requiring distinct tags (see 24.5 to 24.6, 26.3 and 28.3) are necessary and sufficient to ensure that:

a) any unknown extension addition can be unambiguously attributed to a single insertion point when a BER encoding is
decoded; and

b)  unknown extension additions can never be confused with OPTI ONAL elements.
In PER the above rules are sufficient but are not necessary to ensure these properties. They are nonetheless imposed as rules
of ASN.1 to ensure independence of the notation from encoding rules.

48.7.4  If, with these conceptually-added elements, the rules requiring distinct types are violated, then the specification
has made illegal use of the extensibility notation.
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NOTE — The purpose of the above rules is to make precise restrictions arising from the use of insertion points (particularly those
which are not at the end of SEQUENCEs or SETs or CHO CEs). The restrictions are designed to ensure that in BER, DER and CER it
is possible to attribute an unknown element received by a version 1 system unambiguously to a specific insertion point. This
would be important if the exception handling of such added elements was different for different insertion points.

48.8 Examples
48.8.1 Example 1

A= SET {
a A,
b CHO CE {
c C,
d D,
¥
}

is legdl, for there is no ambiguity as any added material must be part of b.

48.8.2 Example 2

A = SET {
a A
b CHO CE {
c C,
d D,
},
d D
}

is illegal, for added material may be part of b, or may be at the outer lewel*of A, and a version 1 system cannot tell which.

48.8.3 Example 3

A = SET {
a A,
b CHO CE {
c C,
d oHOCE {
e E,
}
}

is alsq illegal, for added materiahmay be part of b or d.

48.8.4 More complex examiples can be constructed, with extensible choices inside extensible choices, or extgnsible
choicgs within elementsof-a sequence marked OPTI ONAL or DEFAULT, but the above rules are necessary and suffidient to
ensurg that an elemént+iot present in version 1 can be unambiguously attributed by a version 1 system to precisdly one
insertijon point.

49 The exception identifier

49.1 In a complex ASN.1 specification, there are a number of places where it is specifically recognized that
decoders have to handle material that is not completely specified in it. These cases arise in particular from use of a
constraint that is defined using a parameter of the abstract syntax (see ITU-T Rec. X.683 | ISO/IEC 8824-4, clause 10).

49.2 In such cases, the application designer needs to identify the actions to be taken when some implementation-
dependent constraint is violated. The exception identifier is provided as an unambiguous means of referring to parts of
an ASN.1 specification in order to indicate the actions to be taken. The identifier consists of a "! " character, followed by
an optional ASN.1 type and a value of that type. In the absence of the type, | NTEGER is assumed as the type of the value.

49.3 If an "ExceptionSpec" is present, it indicates that there is text in the body of the standard saying how to handle
the constraint violation associated with the "!' " character. If it is absent, then the implementors will either need to
identify text that describes the action that they are to take, or will take implementation-dependent action when a
constraint violation occurs.
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49.4 The "ExceptionSpec" notation is defined as follows:
ExceptionSpec ::="! " Exceptionldentification | empty

Exceptionldentification ::=
SignedNumber
| DefinedValue
| Type ": " Value

The first two alternatives denote exception identifiers of type integer. The third alternative denotes an exception
identifier ("Value") of arbitrary type ("Type").

49.5 Where a type is constrained by multiple constraints, more than one of which has an exception identifier, the
exception identifier in the outermost constraint shall be regarded as the exception identifier for that type.

49.6 Where an exception marker is present on types that are used in set arithmetic, the exception idéntffier is
ignordd and is not inherited by the type being constrained as a result of the set arithmetic.
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Annex A
ASN.1 regular expressions
(This annex forms an integral part of this Recommendation | International Standard)

Definition

An ASN.1 regular expression is a pattern that describes a set of strings whose format conforms to this p

attern.

A regular expression is itself a string; it is constructed analogously to arithmetic expressions, by using various operators
to combine smaller expressions. The smallest expressions, which are (usually) made of one or two characters, are

placel
The r¢

olders that stand for a set of characters.

gular expressions presented here are very similar to those of scripting languages like Perl and to those’of]

Schenpa, where some other examples of use can be found.

A.l1.2
EXAN

Al13
conca

A2

A2.1
meani
meani|

Most characters, including all letters and digits, are regular expressions that match themselves.
PLE
The regular expression " f r ed" matches only the string " f r ed" .

Two regular expressions may be concatenated; the resulting regular expresgion matches any string forn
enating two substrings that respectively match the concatenated subexpressiofis:

Metacharacters

A metacharacter sequence (or metacharacter) is a set of one dymore contiguous characters that have a

hg in the context of a regular expression. The following list ©ontains all of the metacharacter sequences
ng is explained in the following clauses.

[ 1] Match any character in the set wheére ranges are denoted by "- "

A """ after the opening bracket.complements the set which follows it.

{g9,p,r,c} Quadruple which identifies a character of ISO/IEC 10646-1 (see 37.8)

\ N{ nane} Match the named charagter (or any character of the named character set) 38.1

. Match any character-(unless it is one of the newline characters defined in 11.1.6)

\d Match any digit (equivalent to "[ 0- 9] ")

\'w Match any alphanumeric character (equivalent to "[ a- zA- Z0- 9] ")

\t Match the HORIZONTAL TABULATION (9) character (see 11.1.6)

\n Mateh any one of the newline characters defined in 11.1.6

\r Match the CARRIAGE RETURN (13) character (see 11.1.6)

\'s Match any one of the white-space characters (see 11.1.6)

\b atch a word boundary

\ (prefix)  Quote the next metacharacter and cause it to be interpreted literally

\\ Match the REVERSE SOLIDUS (92) character "\ "

" Match the QUOTATION MARK (34) character (")
[ (infix)  Alternative between two expressions

@) Grouping of the enclosed expression

XML

ned by

pecial
Their

(postfix) Match the previous expression zero, one or several times

+ (postfix) Match the previous expression one or several times

? (postfix) Match the previous expression once or not at all

#n (postfix) Match the previous expression exactly n times (where n is a single digit)
#(n) (postfix) Match the previous expression exactly n times

#(n,) (postfix) Match the previous expression at least n times

#(n, m (postfix)  Match the previous expression at least n but not more than m times
#(,m (postfix)  Match the previous expression not more than m times

NOTE 1 — The characters CIRCUMFLEX ACCENT (94) "»" and HYPHEN-MINUS (45) "- " are additional metacharacters in
certain positions of the string defined in A.2.2.

NOTE 2 — The value in round brackets after a character name in this annex is the decimal value of the character in ISO/IEC
10646-1.
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NOTE 3 — This notation does not provide the metacharacters "*" and "$" to match the beginning and the end of a string
respectively. Hence a string shall match a regular expression in its entirety except if the latter includes ". *" at its beginning, at its
end or at both sides.

NOTE 4 — The following metacharacter sequences cannot contain white-space (see 11.1.6) unless the white-space appears
immediately prior to or following a newline:

{g.prc}
\ N{ name}
#n

#(n)
#(n,)
#(n, m)
#(, m)

If
no

A2.2
the lis
giving
metac
CIRC
includ
literal
charad
defing

EXAN

A23
are pi
"Quad

A.2.4
refere

regular expression contains a newline, any spacing characters that appear immediately prior to or tollowing the newli
significance and match nothing (see 11.14.1).

A list of characters enclosed by "[ " and "] " matches any single character in that list. If the fifst chara

the first and last characters, separated by a hyphen (according to the order relation defined in 39.3
haracter sequences, except "]" and "\", lose their special meaning inside a list, Q-T6 include a
UMFLEX ACCENT (94) "", place it anywhere except in the first position or precede i with a backslas
e a literal HYPHEN-MINUS (45) "- ", place it first or last in the list, or precede it with-a backslash. To ind
CLOSING SQUARE BRACKET (93) "] ", place it first. If the first character in 'the”list is the caret """, th
ters "- " and "] " also match themselves when they immediately follow that earet. The metacharacter seq
d in A.2.3, A.2.4, A.2.6 and A.2.7 can be used between the square brackets whete they keep their meaning.

MPLES

The regular expression " [ 0123456789] ", or equivalently " [ 09}V, matches any single digit.
The regular expression " [ 20] " matches any single character except 0.

The regular expression " [\ d”. -] " matches any single digit, a caret, a hyphen or a period.

To avoid any ambiguity between two ISO/IEC 10646-1 characters which have the same glyph, two no
ovided. A notation of the form "{group, plané;fow, cell}" references a (single) character according
ruple" production defined in 37.8.

A notation of the form "\ N{ valuereference} " matches the referenced character if "valuereference'
hce to a restricted character string value of size 1 (see clause 37) which is defined or imported in the ¢

e have

cter of

 is the caret "A", then it matches any character which is not in the list. A range of characters may-be specifiied by

). All
literal
h. To
lude a
en the
lences

ations
to the

is a
urrent

module. A notation of the form "\ N{typereference}" matches any character of the referenced character|set if
"typereference" is a reference to a subtype of a "RestrictedCharacterStringType" which is defined in the current mjodule,
or is one of the "RestrictedCharacterStringType"s defined in clause 37.
NOQTE - In particular, "valuereference" or "typereference" can be one of the references defined in the fnodule
ASN1- CHARACTER- MODULE (sé€e 38.1) and imported into the current module (see 37.8).
EXAMPLES
The regularexpression “\ N{ gr eekCapi t al Let t er Si gma} " matches GREEK CAPITAL LETTER SIGMA.
The regular expression "\ N{ Basi cLati n}" matches any (single) character of the BASIC LATIN chiracter
set.
"“BVN{Basi cLati n}\N{Cyrillic}\NBasicGQeek}]+", or equivalently "(\N{Basi cLat|n} |
\NCCQurillic} | \NfRasicGreek})+" are rpgnlﬂr Pxprmqinnq that match a qtring made of anv (noh null)
number of characters from the three character sets specified.
A.2.5  The period ". " matches any single character, unless it is one of the newline characters defined in 11.1.6.
A.2.6  The symbol "\ d" is a synonym for "[ 0- 9] ", i.e., it matches any single digit. The symbol "\t " matches the

HORIZONTAL TABULATION (9) character. The symbol "\ W' is a synonym for "[ a- zA- Z0- 9] ", i.e., it matches any

single (lower-case or upper-case) character or any single digit.

EXAMPLE
The regular expression "\ w+(\ s\ w+) *\ . " matches a sentence made of at least one (alphanumeric) word. The
words are separated by one white-space character as defined in 11.1.6. There is no white-space character
before the ending period.
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A.2.7  The symbol "\ r " matches the CARRIAGE RETURN (13) character. The symbol "\ n" matches any one of the
newline characters defined in 11.1.6. The symbol "\ s" matches any one of the white-space characters defined in 11.1.6.
The symbol "\ b" matches the empty string at the beginning or at the end of a word.

EXAMPLE

The regular expression “. *\ bf r ed\ b. *" matches any string which includes the word " fred" (this word is
not only a series of four characters; it is delimited). Hence it matches strings like "fred" or "I am fred
the first",butnot strings like "My nane is freddy" or"l amafred | don't know how to spell
‘afraid !".

A.2.8 A character that normally functions as a metacharacter can be interpreted literally by prefixing it with a "\ ". If
the regular expression includes a QUOTATION MARK (34), this character shall be represented by a pair of
QUOTAHONMARKcharacters-

EXAMPLES

The regular expression "\ . " matches the (single) string “. ", but not any string of any single character.
The regular expression " """ matches the string which contains a single QUOTATION MARK.
The regular expression "\ ') " matches the string ") ".

The regular expression "\ a" matches the character " a" .

NQTE — The fourth example shows that the backslash is allowed to precede characters that-are not metacharacters, but thif use is
deprecated (because other metacharacters could be allowed in future versions of this Recommendation | International Standfrd).

A.2.9] Two or more regular expressions may be joined by the infix operatori!| ". The resulting regular expiession
matchps any string matching either subexpression.

A.2.10 A regular expression may be followed by a repetition operatdp. Mf the operator is "?", the preceding item is
optiorfal and matched at most once. If the operator is "*", the preceding item will be matched zero or more times.| If the
operafor is "+", the preceding item will be matched one or more times. If the operator is of the form "#(n)", the
preceding item is matched exactly n times; in this particular case) the parentheses can be omitted if n consists pf one
digit. |If it is of the form "#(n, ) ", the item is matched n or more times. If it is of the form "#(, m) ", the item is optional
and is|matched at most m times. Finally, if it is of the form-'#( n, m) ", the item is matched at least n times, but not more
than nh times.

NOTE - It is illegal to use the metacharacters "*", "+"{%?" or "#" as the first character of a regular expression. It is also illegal to
us¢ the metacharacters "#" or "| " as the last character of a regular expression.

EXAMPLES

A phone number like "55541212" is matched by the regular expression "\ d#3-\d#4", or equivalently
"\ d#(3) -\ d#(4)".

A price in dollars like “~$12345. 90" is matched by the regular expression "$\ d#(1,) (\.\d#(1,3))?".
Note that parentheses-are requested after the "#" symbol when it is followed by a range.

A social security number like " 123- 45- 5678" is matched by the regular expression "\ d#3- 2\ d#2- 2\ d#4" .

A.2.11 Repetition (s€e A.2.10) takes precedence over concatenation (see A.1.3), which in turn takes precedenge over
alternjtion (see A219). A whole subexpression may be enclosed in parentheses to override these precedence rules

A.2.12 Wheh a regular expression contains subexpressions in parentheses, each (non-quoted) opening parenthesis is
succegsively ‘assigned a distinct (strictly positive) integer from the left to the right of the regular expression.| Each
subexpression can then be referenced inside a comment with a notation like " 1", "\ 2" which uses the associated integer.
The empty subexpression "() " is not permitted.

EXAMPLE
"((\d#2) (\d#2) (\d#4))" -- \1 is a date in which \2 is the nonth, \3 the day
-- and \4 the year.

NOTE — There is a requirement for formal reference to subexpressions of a regular expression for many purposes. One such
instance is the need to write text to document the regular expression within the ASN.1 module. This is a notation which can be
used to provide such references. This notation is not used elsewhere in this Recommendation | International Standard.
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Annex B

Rules for type and value Compatibility

(This annex forms an integral part of this Recommendation | International Standard)

This annex is expected to be mainly of use to tool builders to ensure that they interpret the language identically. It is
present in order to clearly specify what is legal ASN.1 and what is not, and to be able to specify the precise value that
any value reference name identifies, and the precise set of values that any type or value set reference name identifies. It
is not intended to provide a definition of valid transformations of ASN.1 notations for any purpose other than those
stated above.

B.1 [ Themieed for the value mapping concept (tutorial introduction) |

B.1.1 Consider the following ASN.1 definitions:

A ::= | NTEGCER

B ::=[1] INTEGER

C::=[2] INTEGER (0..6,...)
D::=[2] INTEGER (0..6,...,7)
E ::= INTEGER (7..20)

F ::= INTECER {red(0), white(1l), blue(2), green(3), purpl€(4)}
aA::=3

bB::=4

cC::=5

dD::=6

eE::=7

f F::=green

B.1.2 It is clear that the value references a, b, ¢, d,€, and f can be used in value notation governed by A B, ¢, D, E,
and Frespectively. For example:

W::= SEQUENCE {wl A DEFAULT a}
and:

X A::=a
and:

Y ::= Al..a)

are all valid given thecdefinitions in B.1.1. If, however, A above were replaced by B, or C, or D, or E, or F, woyld the
resulting statements be-illegal? Similarly, if the value reference a above were replaced in each of these cases by Y, or c,
ord, dr e, or f, are'the resulting statements legal?

B.1.3 A mere sophisticated question would be to consider in each case replacement of the type reference py the
explicfit text to the right of its assignment. Consider for example:

W :: = SEQUENCE {

wl | NTEGER {red(0), white(1l), blue(2), green(3), purple(4)}
DEFAULT f}

X I NTEGER {red(0), white(l), blue(2), green(3), purple(4)} ::=f

Y ::= INTEGER {red(0), white(1), blue(2), green(3), purple(4)}(1..f)

Would the above be legal ASN.1?

B.1.4 Some of the above examples are cases which, even if legal (as most of them are — see later text), users would
be ill-advised to write similar text, as they are at the least obscure and at worst confusing. However, there are frequent
uses of a value reference to a value of some type (not necessarily just an | NTEGER type) as the default value for that type
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with tagging or subtyping applied in the governor. The value mapping concept is introduced in order to provide a clear
and precise means of determining which constructs such as the above are legal.

B.1.5 Again, consider:

C::=[2] INTEGER (0..6,...)
E ::= I NTEGER (7..20)
F ::= INTECER {red(0), white(1), blue(2), green(3), purple(4)}

In each case a new type is being created. For F we can clearly identify a 1-1 correspondence between the values in it and
the values in the universal type | NTEGER. In the case of Cand E, we can clearly identify a 1-1 correspondence between
the values in them and a subset of the values in the universal type | NTEGER We call this relationship a value mapping
between values in the two types. Moreover, because values in F, C, and E all have (1-1) mappings to values of | NTEGER,

W€ ca

B.1.6

toav

that vhlue in Cland a (single) value in F, we can (and do) define c to be a legal reference to the value in F. ]
illustrated in-Figure B.2, where the value reference c is used to identify a value in F, and can be used in place of a
reference’f\l where we would otherwise have to define:

Integer

Mappings

o red(0)
O blue(2)

O white(1) Debived ____ »
-

O green(3) mappings

O purple(4)

7

T0732160-99
Figure B.1

Now when we haye a value reference such as:

cC::=5

ilue in C which.is required in some context to identify a value in F, then, provided a value mapping exists bg

h use these mappings to provide mappings between the values of F, C, and E themselves. This is illustrated for F
and Clin Figure B.1.

tween
[his is
direct

¢ T C.
LI " | e T
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o red(0)
O blue(2)
o white(1)

Ogreen(.3.). .

O purple(4)

oS

0210

B.1.7

have yalue mappings to values in another type (7 to 20 in E of B.1.1 for example);”but other values (21 upward
that have no such mapping. A reference to such values in A would not provide a’valid reference to a value in E.

examy

both types that have mappings, with other values in both types that are unmapped.)

B.1.8
cases.

a complex construction.

N(

value references established using one "Type" construct to~identify values in another "Type" construct which is suff]
similar. It allows dummy and actual parameters to be typed@sing two textually separate "Type" constructs without violat
rulps for compatibility of dummy and actual parameters. It also allows fields of information object classes to be specifie
ong

is
of

andl not for more complex "Type" constructs'

B.2
B.2.1

the ABN.1 "Type" construct defining a distinct new type (see Figures B.1 and B.2). This annex specifies when
mappings exist between suchtypes, enabling a reference to a value in one type to be used where a reference to a v
some pther type is needed.

EXAN

QMmly 0OMmi3
=1 =1

T0732170-99

Figure B.2

It should be noted that in some cases there will be values in one type (7 to(20,'in A of B.1.1 for exampl

le, the whole of E has a value mapping to a subset of A. In the general case, there may be a subset of va

In the body of the ASN.1 standards, normal English text istused to specify legality in the above and
Subclause B.6 gives the precise requirements for legality and should be referenced whenever there is doubt

TE — The fact that value mappings are defined to exist between two occurrences of the "Type" construct permits the)
"Type" construct and the corresponding value in*an-information object to be specified using a distinct "Type" construc

ufficiently similar. (These examples are not intended to be exhaustive.) It is, however, recommended that advantage b,
his freedom only for simple cases such as SEQUENCE OF | NTEGER, or CHO CE {int |INTEGER, id OBJECT | DENTI

Value mappings

The underlying modghis of types, as non-overlapping containers, that contain values, with every occurrd

NPLE: Consider:
X 1«2V NTEGER
Y. 5= | NTEGER

e) that
of A)
[n this
ues in

imilar
about

use of
ciently
ing the
 using
which
e taken
FIER},

nce of
value
hlue in

X and

AL e ) L e ke 4 S i 1 4 1 - il 4 41 4
T darv I,.le\/ ICIVIVIIVU TIaITIvS \PULIILUID} U TWU UISUIIvt L_le\.zD, outl vdaiuuv 1uapluusa CAISU UULVWUUIT UIVSU L_le\/D,

value reference to a value of X can be used when governed by Y (for example, following DEFAULT).

B.2.2

to x2,

B.2.3

0 any

In the set of all possible ASN.1 values, a value mapping relates a pair of values. The whole set of value
mappings is a mathematical relation. This relation possesses the following properties: it is reflexive (each ASN.1 value is
related to itself), it is symmetric (if a value mapping is defined to exist from a value x1 to a value x2, then there
automatically exists a value mapping from x2 to x1), and it is transitive (if there is a value mapping from a value x1

and a value mapping from x2 to x3, then there automatically exists a value mapping from x1 to x3).

Furthermore, given any two types X1 and X2, seen as sets of values, the set of value mappings from

values

in X1 to values in X2 is a one-to-one relation, that is, for all values x1 in X1, and x2 in X2, if there is a value mapping
from x1 to x2, then:

82

a) there is no value mapping from x1 to another value in X2 different from x2; and
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b) there is no value mapping from any value in X1 (other than x1) to x2.

2 (E)

Where a value mapping exists between a value x1 and a value x2, a value reference to either one can
automatically be used to reference the other if so required by some governing type.

NOTE — The fact that value mappings are defined to exist between values in some "Type" constructs is solely for the purpose of
providing flexibility in the use of the ASN.1 notation. The existence of such mappings carries no implications whatsoever that the
two types carry the same application semantics, but it is recommended that ASN.1 constructs which would be illegal without
value mappings are used only if the corresponding types do indeed carry the same application semantics. Note that value
mappings will frequently exist in any large specification between two types that are identical ASN.1 constructs, but which carry
totally different application semantics, and where the existence of these value mappings is never used in determining the legality
of the total specification.

B.3

Identical type definitions

B.3.1
of "T]

interchangeable. In order to give precision to the meaning of "sufficiently similar", this subclause specifies a se|

transfy

"Typ el
identi

B.3.2
11. Th

B.3.2.
B.3.2.

The concept of identical type definitions is used to enable value mappings to be defined between two(ing
ype" which are either identical or sufficiently similar that one would normally expect their~use

rmations which are applied to each of the instances of "Type" to produce a normal form for those instan
'. The two instances of "Type" are defined to be identical type definitions if, and only if, their‘normal for
al ordered lists of the same lexical items (see clause 11).

Each occurrence of "Type" in an ASN.1 specification is an ordered list of the leXical items defined in
e normal form is obtained by applying the transformations defined in B.3.2.1 to B.3:2,6 in that order.

1 All the comments (see 11.6) are removed.

D The following transformations are not recursive and hence need only tolbe applied once, in any order:

a) For a type defined by a "ValueSetTypeAssignment", its defirition is replaced by a "TypeAssigy
using the same "Type" and a subtype constraint which isythe contents of the "ValueSet" as speci
15.6.

b) For each integer type: the "NamedNumberList" (seel8.1), if any, is reordered so that the "identifie
in alphabetical order ("a" first, "z" last).

¢) For each enumerated type: numbers are added, as specified in 19.3, to any "Enumerationltem" (seqg
that is an "identifier" (without a number); then the "RootEnumeration" is reordered so th
"identifiers" are in alphabetical order ("a“first, "z" last).

d) For each bitstring type: the "NamedBitList" (see 21.1), if any, is reordered so that the "identifiers"
alphabetical order ("a" first, "z last).

"NumberForm" in accordance with the semantics of clause 31 (see the example in 31.12).

corresponding "NumberForm" in accordance with the semantics of clause 32.

g) For sequence types (see clause 24) and set types (see clause 26): any extension of the]

"CompanentTypeLists"; "OptionalExtensionMarker", if present, is removed.

If "TagDefault" is | MPLI CI T TAGS, the keyword | MPLI O T is added to all instances of "Tag" (see
30)unless either:

» itis already present; or

*  the reserved word EXPLI Cl T is present; or

"ExtensionAndException", "ExtensionAdditions", is cut and pasted to the end of

tances
to be
ries of
ces of
ns are

clause

iment"
fied in

I''s are

19.1)
at the

are in

e) For each object identifier \value: each "ObjldComponents" is transformed into its corresp¢nding

f)  For each relative objéct)identifier value (see 32.3): each "RelativeOIDComponents" is transformed into its

form
the

clause

» the type being tagged is a CHO CE type or;
e itis an open type.

If "TagDefault" is AUTOVATI C TAGS, the decision on whether to apply automatic tagging is
according to 24.2 (the automatic tagging will be performed later on).

taken

NOTE - Subclauses 24.3 and 26.2 specify that the presence of a "Tag" in a "ComponentType" which was
inserted as a result of the replacement of "Components of Type" does not in itself prevent the automatic tagging

transformation.

If "ExtensionDefault" is EXTENSIBILITY |MPLIED, an ellipsis ("...") is added after the

"ComponentTypeLists" if it is not present.

h) For choice type (see clause 28): "RootAlternativeTypeList" is reordered so that the identifiers
"NameType"s are in alphabetical order ("a" first, "z" last). "OptionalExtensionMarker", if pres
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B.3.2.

B.3.2.
order

B.3.2.

84

removed. If "TagDefault" is | MPLI O T TAGS, the keyword | MPLI CI T is added to all instances of "Tags"
(see clause 30) unless either:

e itis already present; or

*  the reserved word EXPLI Cl T is present; or
* the type being tagged is a CHO CE type; or
e  itis an open type.

If "TagDefault" is AUTOVATI C TAGS, the decision on whether to apply automatic tagging is taken
according to 28.5 (the automatic tagging will be performed later on). If "ExtensionDefault" is
EXTENSI BI LI TY | MPLI ED, an ellipsis ("...") is added after the "AlternativeTypeLists" if it is not
present.

a)

b)

¢)

d)

g)

B The following transformations shall be applied recursively in the specified order, until a fix-point is reached:

For each object identifier value (see 31.3): if the value definition begins with a "DefinedValug", the
"DefinedValue" is replaced by its definition.

For each relative object identifier value (see 32.3): if the value definition contains "DefinedValuel's, the
"DefinedValue"s are replaced by their definition.

For sequence types and set types: all instances of "COVPONENTS OF Type" (see clause 2¢) are
transformed according to clauses 24 and 26.

For sequence, set and choice types: if it has earlier been decided to tagrautomatically (see B.3.2.2 |g) and
h)), the automatic tagging is applied according to clauses 24, 26 and 28:

For selection type: the construction is replaced by the selected altetnative according to clause 29.
All type references are replaced by their definitions according'to the following rules:

e If the replacing type is a reference to the type beingtransformed, the type reference is replacad by a
special item that matches no other item than itself.

» If the replacing type is a sequence-of type op a’ set-of type, the constraints following the replaced
type, if any, are moved in front of the keyweord OF.

» If the replaced type is a parameterized-type or a parameterized value set (see ITU-T Rec. X.683 |
ISO/IEC 8824-4, 8.2), every.\"DummyReference" is replaced by the correspgnding
"ActualParameter".

All value references are replaced-by their definitions; if the replaced value is a parameterized valye (see
ITU-T Rec. X.683 | ISO/IEC-8824-4, 8.2), every "DummyReference" is replaced by the correspgnding
"ActualParameter”.

NOTE - Before replacinig any value reference, the procedures of this annex shall be applied to ensure that the
value reference identifies, through value mappings or directly, a value in its governing type.

#  For set type: the "RootComponentTypeList" is reordered so that the "ComponentType"s are in alphapetical
"a" first, "z" last).

5 The following-transformations shall be applied to value definitions:

a) If an integer value is defined with an identifier, that identifier is replaced by the associated number.

b) If a)bitstring value is defined using identifiers, it is replaced by the corresponding "bstring" with all
trailing zero bits removed.

¢).' All white-space immediately before and after each newline (including the newline) in a "cstring" is
removed.

d) All white-space in "bstring" and "hstring" is removed.

e) Each real value defined with base 2 is normalized so that the mantissa is odd, and each real value defined
with base 10 is normalized so that the last digit of the mantissa is not 0.

f) Each General i zedTi me and UTCTi me value is replaced by a string which conforms to the rules used
when encoding in DER and CER (see ITU-T Rec. X.690 | ISO/IEC 8825-1, 11.7 and 11.8).

g) After applying c), each UTF8String, NumericString, PrintableString, |A5String,

VisibleString (1S0646String), BMWPString and Universal String value is replaced by the
equivalent value of type Uni ver sal St ri ng written using the "Quadruple" notation (see clause 37.8).
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B.3.2.6 Any occurrence of "realnumber" shall be transformed to a "base" 10 associated "SequenceValue". Any
occurrence of the "RealValue" associated with "SequenceValue" shall be transformed to the associated "SequenceValue"
of the same "base", such that the last digit of the mantissa is not zero.

B.3.3 If two instances of "Type", when transformed to their normal form, are identical lists of lexical items (see
clause 11), then the two instances of "Type" are defined to be identical type definitions with the following exception: if
an "objectclassreference" (see ITU-T Rec. X.681 | ISO/IEC 8824-2, 7.1), an "objectreference" (see ITU-T Rec. X.681 |
ISO/IEC 8824-2, 7.2) or an "objectsetreference" (see ITU-T Rec. X.681 | ISO/IEC 8824-2, 7.3) appears within the
normalized form of the "Type", then the two types are not defined to be identical type definitions, and value mappings
(see B.4 below) will not exist between them.

NOTE — This exception was inserted to avoid the need to provide transformation rules to normal form for elements of syntax

concerned with information object class, information object, and information object set notation. Similarly, specification for the
normahzat1on of all value notatlon and of set arlthmetlc notatlon has not been mcluded at thls tlme Should there prove to be a

Th concept of identical type deﬁmtlons and of Value mappings was 1ntroduced to ensure that simple ASN.1 construets \cpuld be
usgd either by using reference names or by copying text. It was felt unnecessary to provide this functionality for moreé cpmplex
instances of "Type" that included information object classes, etc.

B.4 Specification of value mappings

B.4.1 If two occurrences of "Type" are identical type definitions under the rules of B.3,.then value mappingp exist
betwepn every value of one type and the corresponding value of the other type.

B.4.2 For a type, X1, created from any type, X2, by tagging (see clause 30), value\mappings are defined t¢ exist
betwepn all the members of X1 and the corresponding members of X2.
NOTE — Whilst value mappings are defined to exist between the values of X1 and X2 ifnB.4.2 above, and between the valuds of X3
andl X4 in B.4.3, if such types are embedded in otherwise identical but distinct type definitions (such as SEQUENCE or CHO CE type

definitions), the resulting type definitions (the SEQUENCE or CHO CE types) willnot be identical type definitions, and there [will be
no|value mappings between them.

B4.3 For a type, X3, created by selecting values from any governhing type, X4, by the element set construct or by
subtyping, value mappings are defined to exist between the members of the new type and those members jof the
governing type that were selected by the element set or subtyping construct. The presence or absence of an extension
markejr has no effect on this rule.

B.4.4 Additional value mappings are specified in B.5 between some of the character string types.

B.4.5 A value mapping is defined to exist between all the values of any type defined as an integer type with hamed
valueq and any integer type defined without named values, or with different named values, or with different nanpes for
named values, or both.

NOTE — The existence of the value mapping does not affect any scope rule requirements on the use of the names of named [values.
They can only be used in a scope governed by the type in which they are defined, or by a typereference name to that type.

B.4.6 A value mapping is defined’to exist between all the values of any type defined as a bit string type with hamed
bits and any bit string type defined without named bits, or with different named bits, or with different names for hamed
bits, of both.

NQTE — The existence ‘of the value mapping does not affect any scope rule requirements on the use of the names of namgd bits.
Thy can only be used, in a scope governed by the type in which they are defined, or by a typereference name to that type.

B.5 Additional value mappings defined for the character string types

B.5.1 There are two groups of restricted character string types, group A (see B.5.2) and group B (see B.5.3).|Value
mappings-are defined to exist between all types in group A, and value references to values of these types can bg used
when govermed by ore of the other types. For the types 1T group B, vattue Mappings TIever exist betweer tese ditferent
types, nor between any type in group A and any type in group B.

B.5.2 Group A consists of:

UTF8Stri ng

Nureri cString

Printabl eString

| A5String

Vi si bl eString (I SO646Stri ng)
Uni versal String

BMPSt ri ng
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B.5.3

B.5.4

B.5.5

Group B consists of:

Tel etexString (T61Stri ng)
Vi deot exStri ng
GraphicString

Ceneral String

The value mappings in group A are specified by mapping the character string values of each type to
Uni ver sal Stri ng, then using the transitivity property of value mappings. To map values from one of the group A
types to Uni versal String, the string is replaced by a Uni versal String of the same length with each character
mapped as specified below.

Formally, the set of abstract values in UTF8String is the same set of abstract values that occur in
Uni ver sal St ri ng but with a different tag (see 37.16), and each abstract value in UTF8St ri ng is defined to map to the

COorres|

B.5.6
Print
charag

B.5.7
Uni v
bit) v4

B.5.8
mappi
B.6

This s

B.6.1
Y that

For ex

These
throug
of val

is illeg

B.6.2
root o
is req

For ex

pOTiNTZ abstract vatue I o ver sat-StTi -

The glyphs (printed character shapes) for characters used to form the types NumericStwin
abl eStri ng have recognizable and unambiguous mappings to a subset of the glyphs assigned to|the fir
ters of ISO/IEC 10646-1. The mapping for these types is defined using this mapping of glyphs.

I A5String and Visibl eString are mapped into Uni ver sal String by mapping each character i
rsal String character that has the identical (32-bit) value in the BER encoding of Uni eysal Stri ng as
lue of the BER encoding of | A5St ri ng and Vi si bl eStri ng.

BWPString is formally a subset of Universal String, and corresponding abstract values have
ngs.

Specific type and value compatibility requirements

ubclause uses the value mapping concept to provide precise text farthe legality of certain ASN.1 constructs.

Any "Value" occurrence, x-notation, with a governing type, Y, identifies the value, y-val, in the governin
has a value mapping to the value x-val specified by x-notation. It is a requirement that such a value exists.

ample, consider the occurrence of x in the last line of the*following:

X = [0] | NTEGER (O..30)
X X::= 29

Y = [1] | NTEGER (25. . 35)
Z1 = Y (x| 30)

ASN.1 constructs are legal, and\in the last assignment the x-nofation x is referencing the x-val 29 in
h value mapping, identifies the y-val 29 in Y. The x-notation 30 is referencing the y-va/ 30 in Y, and Z1 is
hes 29 and 30. On the other hand, the assignment:

Z2 1 =Y (x | _20)
ral because there s\ne y-val to which the x-notation 20 can refer.

Any "Type" occurrence, t-notation, that has a governing type, V, identifies the complete set of values
[ the govetning type V that have value mappings to any of the values in the root of the "Type" t-notation. Tj

j and
st 128

to the
he (8-

value

g type

X and,
the set

in the
his set

jired to contain at least one value.
ample, consider the occurrence of Win the last line of the following:
V .= [0] INTEGER (0..30)
W ::=[1] |INTEGER (25.. 35)
Y ::=[2] INTEGER (31..35)
Z1 ::= V (W] 24)
W contributes values 25-30 to the set arithmetic resulting in Z1 having the values 24-30. On the other hand, the
ment:

assign

Z2 1= V(Y| 24)

is illegal because there are no values in Y which map to a value in V.
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B.6.3 The type of any value supplied as an actual parameter is required to have a value mapping from that value to
one of the values in the type governing the dummy parameter, and it is a value of that governing type which is identified.

B.6.4 If a "Type" is supplied as an actual parameter for a dummy parameter which is a value set dummy parameter,
then all values of that "Type" are required to have value mappings to values in the governor of the value set dummy
parameter. The actual parameter selects the total set of values in the governor which have mappings to the "Type".

B.6.5 In specifying the type, A, of a dummy parameter that is a value or a value set parameter, it is an illegal
specification unless for all values of A, and for every instance of use of A on the right-hand side of the assignment, that
value of A can legally be applied in place of the dummy parameter.

B.7 Examples

B.7.1 ThiS subclause provides examples 1o illustrate B.3 and B.4.
B.7.2 Example 1
X :: = SEQUENCE X1 ::= SEQUENCE
{name VisibleString, {name VisibleString,
age | NTEGER} -- comment --
age | NTECER}
X2 ::=[8] SEQUENCE X3 ::= SEQUENCE
{name VisibleString, {name VisibleString,
age | NTEGER} age AgeType}
AgeType ::= | NTECER

X, X1,[X2, and X3 are all identical type definitions. Differences of white-space,and comment are not visible, nor dges the
use of the AgeType type reference in X3 affect the type definition. Noteghowever, that if any of the identifiers for the
elemepts of the sequence were changed, the types would cease to be identical definitions, and there would be nq value
mappings between them.

B.7.3 Example 2
B ::=SET Bl ::xs SET
{name VisibleString, {age | NTEGER,
age | NTEGER} name Vi sibl eString}

are identical type definitions provided neither is in“a module with AUTOVATI C TAGS in the module header, othprwise
they afe not identical type definitions, and valu¢_mappings will not exist between them. Similar examples can be Written
using [CHO CE and ENUMERATED (using the "identifier" form of "Enumerationltem").

B.7.4 Example 3
C::=SET Cl ::=SET
{name [O] Virsi bl eStri ng, {name VisibleString,
age | NTECER} age | NTECGER (1..64)}

are ndt identical type definitions, nor are either of them identical type definitions to either of B or B1, and there jare no
value mappings between‘any of the values of Cand C1, nor between either of them and either of B or B1.

B.7.5 Example 4
x VPNTEGER { y (2) } ::= 3
Z |INTEGER ::= x

is legal, and assigns the value 3 to z through the value mapping defined in B.4.5.

B.7.6 Example 5
bl BIT STRING ::= "101'B
b2 BIT STRING {versionl(0), version2(1), version3(2)} ::= bl

is legal, and assigns the value { ver si on1, versi on3} to b2.
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B.7.7 Example 6

With the definitions of B.1.1, SEQUENCE elements of the form:
X DEFAULT y

are legal, where X is any of A, B, C, D, E, or F, or any of the text to the right of the type assignments to these names, and y
isany of a, b, c, d, e, or f, with the following exceptions: E DEFAULT v is illegal for all ofa, b, c, d, f, and C DEFAULT
e is illegal, because in these cases there are no value mappings available from the defaulting value reference into the
type being defaulted.
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Annex C

Assigned object identifier values

(This annex forms an integral part of this Recommendation | International Standard)

This annex records object identifier and object descriptor values assigned in the ASN.1 series of Recommendations |
International Standards, and provides an ASN.1 module for use in referencing those object identifier values.

C.1 Object identifiers assigned in this Recommendation | International Standard

The fallowing values are assigned in this Recommendation | International Standard:
Subclpuse 37.3

Object Identifier Value:
{ joint-iso-itu-t asnl(1l) specification(0) characterStrings(1l) numericString(0) [}

Object Descriptor Value: " Nunmeri cString ASN. 1 type"
Subclpuse37.5

Object Identifier Value:
{ joint-iso-itu-t asnl(1) specification(0) characterStrings¢l) printableString(1) }

Object Descriptor Value: " Printabl eString ASN. 1 type"
Subclpuse 38.1

Object Identifier Value:
{ joint-iso-itu-t asnl(1) specification(0) ..nodules(0) iso0l0646(0) }

Object Descriptor Value: "ASN. 1 Char act er Mdul-e"
Subclpuse C.2

Object Identifier Value:
{ joint-iso-itu-t asnl(1l) specisflication(0) nodules(0) object-identifiers(l) }

Object Descriptor Value: "ASN. 1 (hjlect |dentifier Mdul e"

C.2 Object identifiers in the ASN.1 and encoding rules standards

This dlause specifies an ASN.1 medule which contains the definition of a value reference name for each object idgntifier
value fdefined in the ASN.1 standards (ITU-T Rec. X.680 | ISO/IEC 8824-1 to ITU-T Rec. X.693 | ISO/IEC 8825-4).

NOTE — These values are available for use in the value notation of the OBJECT IDENTIFIER type and types derived fron it. All
of fthe value references definéd in the module specified in this clause are exported and have to be imported by any modyle that
wighes to use them.

ASN1- (hj eCt-Identifier-Mdule { joint-iso-itu-t asnl(1l) specification(0) nodul eg(0)
obj ect~i{dentifiers(l) }
DEFINITIONS ::= BEGA N

-- NurmericString ASN. 1 type (see 37.3) --
nunmericString OBJECT I DENTIFIER :: =
[ i H +1

ot S0 taocnl1( 1\ cnaoct f
) W B AL B~ A A B~ B =S A R <

nurericString(0) }

-- PrintableString ASN.1 type (see 37.5) --
printabl eString OBJECT I DENTIFIER :: =

{ joint-iso-itu-t asnl(1l) specification(0) characterStrings(1)
printabl eString(1) }

-- ASN. 1 Character Mdule (see 38.1) --
asnlCharact er Modul e OBJECT | DENTIFIER :: =
{ joint-iso-itu-t asnl(1l) specification(0) nodul es(0) iso0l10646(0) }

-- ASN. 1 bject Identifier Mddule (this nmodule) --
asnlObj ectldentifierMdule OBJECT | DENTIFIER :: =

{ joint-iso-itu-t asnl(1l) specification(0) nodul es(0)
object-identifiers(l) }
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-- BER encoding of a single ASN. 1 type --
ber OBJECT IDENTIFIER :: =
{ joint-iso-itu-t asnl(1) basic-encoding(1l) }

-- CER encoding of a single ASN.1 type --
cer OBJECT IDENTIFIER :: =
{ joint-iso-itu-t asnl(1l) ber-derived(2) canonical-encoding(0) }

-- DER encoding of a single ASN. 1 type --
der OBJECT IDENTIFIER ::=
{ joint-iso-itu-t asnl(1l) ber-derived(2) distinguished-encoding(1l) }

-- PER encoding of a single ASN.1 type (basic aligned) --
per Basi cAl i gned OBJECT I DENTIFIER :: =
{ joint-iso-itu-t asnl(1l) packed-encoding(3) basic(0) aligned(0) }

END -- ASNL- bj ect-Identifier-Mdule --

—PER—encoth Y of—a—st ||y: e—ASNT typ\: (bao; c—trratt yllcu‘) ==
per Basi cUnal i gned OBJECT I DENTIFIER :: =
{ joint-iso-itu-t asnl(1l) packed-encoding(3) basic(0) unaligned(l)}

-- PER encoding of a single ASN. 1 type (canonical aligned) --
per Canoni cal Al'i gned OBJECT | DENTIFIER :: =
{ joint-iso-itu-t asnl(1l) packed-encoding(3) canonical (1)yaligned(0) |}

-- PER encoding of a single ASN. 1 type (canonical unaligned))--
per Canoni cal Unal i gned OBJECT I DENTIFIER :: =

{ joint-iso-itu-t asnl(1l) packed-encoding(3) canonical (1) unaligned(l) }

-- XER encoding of a single ASN. 1 type (basic) --
xerBasi ¢ OBJECT | DENTIFIER :: =
{joint-iso-itu-t asnl(1) xm -encodi ng(5) basi€(0) }

-- XER encodi ng of a single ASN. 1 type (canonical) --
xer Canoni cal OBJECT IDENTIFIER :: =
{joint-iso-itu-t asnl(1) xm -encoding(5) canonical (1) }
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Annex D

Assignment of object identifier component values

(This annex does not form an integral part of this Recommendation | International Standard)

This annex describes the top-level arcs of the registration tree for object identifiers. No explanation is given on how
new arcs are added, nor on the rules that registration authorities should follow. These are specified in ITU-T
Rec. X.660 | ISO/IEC 9834-1.

D.1 —Root assignment of object identifier component values

D.1.1 Three arcs are specified from the root node. The assignment of values and identifiers, and the aathofjity for
assignment of subsequent component values, are as follows:

Value Identifier Authority for subsequent assignments
0 Itu-t ITU-T (See D.2)

1 I'so ISO (See D.3)

2 joint-iso-itu-t See D.4

D.1.2 The identifiers i tu-t, i so and j oi nt-i so-itu-t, assigned above, may each b¢ used as a "NameForn" (see
31.3).

D.1.3| The identifiers ccitt and j oi nt-iso-ccitt are synonyms for it u-tiand j oi nt-i so-itu-t, respectively,
and thius may appear in object identifier values.
D.2 ITU-T assignment of object identifier component values

D.2.1| Five arcs are specified from the node identified by i t u-t . *The assignment of values and identifiers is:

Value Identifier Authority for subsequent assignments
0 recommendat i on See D.2.2
1 question See D.2.3
2 admi ni stration See D.2.4
3 net wor k- oper at\or. See D.2.5
4 i denti fi ed-ergani zati on See D.2.6

These|identifiers may be used as a "NameForm" (see 31.3).

D.2.2| The arcs below r ecormengdat i on have the value 1 to 26 with assigned identifiers of a to z. Arcs below these
havenre numbers of ITU-T (and €CITT) Recommendations in the series identified by the letter. Arcs below this are
determined as necessary by the ITU-T (and CCITT) Recommendations. The identifiers a to z may be usefl as a
"Namg¢Form".

D.2.3| The arcs below quest i on have values corresponding to ITU-T Study Groups, qualified by the study period.
The value is computed by the formula:

study group number + (period * 32)
where| "period" has the value 0 for 1984-1988, 1 for 1988-1992, etc., and the multiplier is 32 decimal.

The arcs below each study group have the values corresponding to the questions assigned to that study group. Arcs
below this are determined as necessary by the group (e.g., working party or special rapporteur group) assigned to study
the question.

D.2.4  The arcs below admi ni stration have the values of X.121 DCCs. Arcs below this are determined as
necessary by the Administration of the country identified by the X.121 DCC.

D.2.5  The arcs below net wor k- oper at or have the value of X.121 DNICs. Arcs below this are determined as
necessary by the Administration or ROA identified by the DNIC.

D.2.6 The arcs below identified-organization are assigned values by the ITU Telecommunication
Standardization Bureau (TSB). Arcs below this are determined as necessary by the identified organizations.
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NOTE - Organizations which may find this arc useful include:

—  recognized operating agencies not operating a public data network;
- scientific and industrial organizations;

—  regional standards organizations; and

—  multi-national organizations.

ISO assignment of object identifier component values

Three arcs are specified from the node identified i so( 1) . The assignment of values and identifiers is:
Value Identifier Authority for subsequent assignments

0 st andar d See D.3.2

2 IIC;"IAI'.‘ICI bud_y Dec U.J.J

3 i dentified-organi zation See D.3.4

These|identifiers may be used as a "NameForm".

D.3.2

Intern

NOTE — The use of arc r egi st rati on-aut hori ty(1) has been withdrawn.

excluded in the text of the International Standard. Further arcs shall have values as,defined in that Intern

Stand
D.3.3

specif]

comp.

D.3.4
Desig

specif]
shall {

D.4
D.4.1

hrd.

nent is not permitted with these identifiers.

The arcs immediately below identified-organi zation,$hall have values of an International
hator (ICD) allocated by the Registration Authority for ISOAEC 6523 that identify an issuing organ

Joint assignment of object identifier component values

Registration Authority established by ISO/IEC and ¥TU-T to identify areas of joint ISO/IEC | ITU-T standard
activitly, in accordance with ITU-T Rec. X.662 |ISO/IEC 9834-3.

92

The arcs below st andar d shall each have the value of the number of an International, Standard. Whg¢re the
htional Standard is multi-part, there shall be an additional arc for the part number, unless this is specifically

hitional

The arcs immediately below nenber-body shall have values of a thre¢-digit numeric country code, as
ed in ISO 3166, that identifies the ISO National Body in that country. ¢ The "NameForm" of object idgntifier

Code
zation

cally registered by that authority as allocating object identifier ‘components. The arcs immediately below the ICD
ave values of an "organization code" allocated by the issuing organization in accordance with ISO/IEC 6523.

The arcs below j oi nt-iso-itu-t have values which are assigned and agreed from time to timg by a

zation
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Annex E

Examples and hints

(This annex does not form an integral part of this Recommendation | International Standard)

This annex contains examples of the use of ASN.I in the description of (hypothetical) data structures. It also contains
hints, or guidelines, for the use of the various features of ASN.1. Unless otherwise stated, an environment of AUTOVATI C
TAGS is assumed.

E.l Example ofa pnrcnnnn] recoxrd

The uge of ASN.1 is illustrated by means of a simple, hypothetical personnel record.

E.1.1 Informal description of Personnel Record

The structure of the personnel record and its value for a particular individual are shown below.

Name: John P Smith
Title: Director
Employee Number: 51

Date of Hire: 17 September 1971
Name of Spouse: Mary T Smith

Number of Children: 2

Child Information
Name: Ralph T Smith
Date of Birth 11 November 1957
Child Information
Name: Susan B Jones
Date of Birth 17 July £959

E.1.2 ASN.1 description of the record structure

The structure of every personnel record is formally described below using the standard notation for data types.

Per sonnel Record ::= [ APPLI CATI ON 0] SET
{ nane Nane,
titNe Vi si bl eString,
nunber Enpl oyeeNunber ,
dateOHre Dat e,
name Spouse Nane,
children SEQUENCE COF Chi | dI nfornation DEFAULT {}
}
Childlnformation ::= SET
{ nane Nane
dateOBirth Dat e
}
Name ::= [ APPLI CATI ON 1] SEQUENCE
{ gi venNane Vi si bl eString,
initial Vi si bl eString,
fam | yNane Vi si bl eString
}
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Enpl oyeeNunber ::= [ APPLI CATI ON 2] | NTEGER
Date ::= [APPLICATION 3] VisibleString -- YYYY MVDD

This example illustrates an aspect of the parsing of the ASN.1 syntax. The syntactic construct DEFAULT can only be
applied to a component of a SEQUENCE or a SET, it cannot be applied to an element of a SEQUENCE OF. Thus, the
DEFAULT { } in Per sonnel Recor d applies to chi | dr en, not to Chi | dI nf or mati on.

E.1.3 ASN.1 description of a record value

The value of John Smith's personnel record is formally described below using the standard notation for data values.

{ nane {gi venNane "John", initial "P', famlyNanme "Smth"},
title "Director”,
nunber 51,
dateOHre T9710917,
namef Spouse {givenNane "Mary", initial "T", famlyNanme "Smth"},
chil dren

{ {name {givenNane "Ral ph", initial "T', famlyNane "Smth"} ,
dateOBirth "19571111"},

{name {givenNane "Susan", initial "B", fanilyName "Jones"} .
dateOBirth "19590717" }

}

or in XML value notation:

person :: =
<Per sonnel Recor d>
<nane>
<gi venNane>John</ gi venNane>
<initial >P</initial>
<f am | yNanme>Smi t h</ f am | yNane>
</ nane>
<title>Director</title>
<nunber >51</ nunber >
<dat ef Hi re>19710917</ dat eCf H re>
<nanmeCf Spouse>
<gi venName>Mar y</ gi venNage>
<initial >T</initial>
<fam | yNane>Sm t h</ f\am’ | yNanme>
</ nanef Spouse>
<chi | dren>
<Chi | dI nf or mat i_on>
<nane>
<gi venNane>Ral ph</ gi venNane>
<ihitial >T</initial>
<f am | yName>Sm t h</ f am | yNane>
< nhane>
<dat e Bi rt h>19571111</dateO Bi rt h>
£/.Eni | dl nf or mat i on>
<Chi | dI nf or mati on>
<nane>
<gi venNane>Susan</ gi venNane>
<initial>B</initial>
<f am | yNanme>Jones</ f am | yNane>

</ nane>
<dat eOF Bi rt h>19590717</ dateO Birt h>

</ chil dren>
</ Per sonnel Recor d>

E.2 Guidelines for use of the notation

The data types and formal notation defined by this Recommendation | International Standard are flexible, allowing a
wide range of protocols to be designed using them. This flexibility, however, can sometimes lead to confusion,
especially when the notation is approached for the first time. This annex attempts to minimize confusion by giving
guidelines for, and examples of, the use of the notation. For each of the built-in data types, one or more usage guidelines
are offered. The character string types (for example, Vi si bl eSt ri ng) and the types defined in clauses 42 to 44 are not
dealt with here.
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E.2.1 Boolean

E.2.1.1 Use a boolean type to model the values of a logical (that is, two-state) variable, for example, the answer to a
yes-or-no question.

EXAMPLE
Enpl oyed ::= BOOLEAN

E.2.1.2 When assigning a reference name to a boolean type, choose one that describes the frue state.

EXAMPLE
Married ::= BOOLEAN
not
Marital Status ::= BOOLEAN

E.2.2 Integer

E.2.21 Use an integer type to model the values (for all practical purposes, unlimited in magnitude) of a cardfnal or
integey variable.

EXAMPLE
Checki ngAccount Bal ance ::= INTEGER-- in cents; negative nmeans overdrgawn.
bal ance Checki ngAccount Bal ance ::= 0

or using XML value notation:

bal ance ::= <Checki ngAccount Bal ance>0</ Checki-ngAccount Bal ance>

E.2.2.2 Define the minimum and maximum allowed values of an integet type as named numbers.

EXAMPLE
DayOf TheMonth ::= | NTEGER {first (1)~ ast(31)}
today DayCf TheMbnth ::= first
unknown DayCOf TheMonth ::= 0

or using XML value notation:
today ::= <DayCf TheMpnth><first/></ DayX TheMont h>
unknown :: = <DayCf TheMont h>0</ DayCf TheMont h>

Note that the named numbers fir st ‘and | ast were chosen because of their semantic significance to the readgr, and
does 1ot exclude the possibility af DayOf TheMont h having other values which may be less than 1, greater than 31 or
betwepn 1 and 31.

To restrict the value of Day>f TheMont h to just fi rst and | ast, one would write:

DayQd'FheMonth ::= | NTEGER {first(1), last(31)} (first | last)

and to| restrict the€ value of the DayOf TheMont h to all values between 1 and 31, inclusive, one would write:
DayOf TheMonth ::= | NTEGER {first(1), last(31)} (first .. last)

dayOf TheMont h DayOf TheMonth :: = 4

or using XML value notation:

dayOf TheMont h : : = <Dayf TheMont h>4</ DayOf TheMont h>

E.2.3 Enumerated

E.2.3.1 Use an enumerated type to model the values of a variable with three or more states. Assign values starting with
zero if their only constraint is distinctness.
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EXAMPLE
DayOf TheWeek ::= ENUMERATED {sunday(0), nonday(1l), tuesday(2),
wednesday(3), thursday(4), friday(5), saturday(6)}
firstDay DayCf TheWeek ::= sunday

or using XML value notation:

firstDay ::= <DayOf TheWeek><sunday/ ></ Dayf TheWeek>

Note that while the enumerations sunday, nonday, etc., were chosen because of their semantic significance to the
reader, DayCf TheWeek is restricted to assuming one of these values and no other. Further, only the name sunday,
monday, etc., can be assigned to a value; the equivalent integer values are not allowed.

E.2.3.2—Use-an-extensible-enumerated-type-to-model-the—values-of a—variable-that-hasjust-two-statesnowsbut-that may
have gdditional states in a future version of the protocol.
EXAMPLE
Marital Status ::= ENUMERATED {single, married}
-- First version of Marital Status
in anticipation of:
Marital Status ::= ENUMERATED {single, nmarried, .., w dowed}
-- Second version of Marital Status
and lafer yet:
Marital Status ::= ENUMERATED {single, nmarried, .,.w dowed, divorced}
-- Third version of Marital Status
E.2.4 Real
E.2.4]l  Use a real type to model an approximate number.
EXAMPLE
Angl el nRadi ans ::= REAL
pi REAL ::= {mantissa 3141592653589793238462643383279, base 10, exponent -B0}

or using the alternate value notation for REAL:

or usi

E.24.
point
applic|

pi REAL ::= 3.14159265358979323846264338327
g XML value notation:

pi ::=
<REAL>

3..14159265358979323846264338327
</ REAL>

D Application designers may wish to ensure full interworking with real values despite differences in f]
hardware, and invimplementation decisions to use (for example) single or double length floating point
ption. This can-be achieved by the following:

App- X- Real ::= REAL (W TH COVPONENTS {

manti ssa (-16777215..16777215),
base (2),

oating
for an

exponent (=125 128) 1} )

/*
Senders shall not transmt val ues outside these ranges
and conform ng receivers shall be capable of receiving
and processing all values in these ranges.

*/

girth App-X-Real ::= {mantissa 16, base 2, exponent 1}

or using XML value notation:

96

girth ::=
<App- X- Real >
32
</ App- X- Real >
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Bit string

E.2.5.1 Use a bit string type to model binary data whose format and length are unspecified, or specified elsewhere, and
whose length in bits is not necessarily a multiple of eight.

or usi

Note
"Nam

E.2.5.

or usi

Note that mapl and map2 are the same’abstract value, for the four trailing bits of nap2 are not significant.

E.2.5.
wheth|

EXAMPLE

&BFacsim | ePage ::= BIT STRI NG
-- a sequence of bits conformng to ITUT Rec. T.4.
i mage G3Facsim | ePage ::= '100110100100001110110' B
trailer BIT STRING ::= '0123456789ABCDEF H
bodyl G3Facsim | ePage ::= '1101'B
pody2—E8Facsi i tePage———+101000 B

g XML value notation:
i mage ::= <G3FacSi nil e>100110100100001110110</ G3FacSi ni | e>
trailer ::=

<BI T_STRI NG
0000 0001 0010 0011 0100 0101 0110 0111 10001001 1010 1d
1100 1101 1110 1111

</ BI T_STR NG

bodyl ::= <G3FacSi nil e>1101</ G3FacSi m | e>
body2 ::= <G3FacSi m | e>1101000</ G3FacSi m | e>

hat body1 and body2 are distinct abstract values because trailing 0/bits are significant (due to there be
pdBitList" in the definition of G3Facsi mi | ePage).

D Use a bit string type with a size constraint to model the valuges.of a fixed sized bit field.
EXAMPLE

BitField ::= BIT STRING (SI ZE (12))

mapl BitField ::="'1001101001007B

map2 BitField ::="'9A4'H

map3 BitField ::="'1001101001' B -- Illegal - violates size constraint.
g XML value notation:
mapl ::= <BitFiel §>100110100100</BitFi el d>

B Use a bit string typé_to model the values of a bit map, an ordered collection of logical variables ind
er a particular condition-holds for each of a correspondingly ordered collection of objects.

DaysOf TheWeek ::= BI T STRI NG {
sunday(0), nonday (1), tuesday(2),
wednesday(3), thursday(4), friday(5),
saturday(6) } (SIZE (0..7))

ng no

cating

sunnyDaysLast Week1l DaysCOf TheWeek :: = {sunday, nonday, wednesday}
sunnyDaysLast Week2 DaysCf TheWeek ::= '1101'B
elmnyﬂnyel ast \MWQI{ = '1101000'B
sunnyDaysLast Week4 DaysCOf TheWeek ::= '11010000'B -- Il egal

or using XML value notation:

sunnyDaysLast ekl :: =
<DaysO TheWek>
<sunday/ ><nonday/ ><wednesday/ >
</ DaysO TheWeek>

ITU-T Rec. X.680 (07/2002)
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sunnyDaysLast Week2 :: = <DaysOf TheWeek>1101</ DaysCOf TheWeek>
sunnyDaysLast Week3 :: = <DaysOf TheWeek>1101000</ DaysOf TheWeek>

Note that if the bit string value is less than 7 bits long, then the missing bits indicate a cloudy day for those days, hence
the first three values above have the same abstract value.

E.2.5.4 Use a bit string type to model the values of a bit map, a fixed-size ordered collection of logical variables
indicating whether a particular condition holds for each of a correspondingly ordered collection of objects.

DaysOf TheWeek ::= BI T STRI NG {
sunday(0), nonday (1), tuesday(2),
wednesday(3), thursday(4), friday(5),
saturday(6) } (SIZE (7))

sunnyDaysLastVéekl DaysOf TheWeek = {sunday, nonday, wednesday}
summyDaystastWek2DaysofF TheWwek ——— 110t B——t1tegat

-- violates size constraint.
sunnyDaysLast Week3 DaysOf TheWeek ::= '1101000'B

sunnyDaysLast Week4 DaysOf TheWeek : :

'11010000'B -- Il egal
-- viol ates size constraint.

Note that the first and third values have the same abstract value.

E.2.5.5 Use a bit string type with named bits to model the values of a collection of related logical variables.

EXAMPLE
Personal Status ::= BI T STRING
{married(0), enployed(l), veteran(2),«collegeG aduate(3)}
billdinton Personal Status ::= {married, enplgyed, collegeG aduate}
hillarydinton Personal Status ::= "'110100'B

or using XML value notation:

billdinton ::=
<Per sonal St at us>
<married/ >
<enpl oyed/ >
<col | egeG aduat e/ >
</ Per sonal St at us>

hillarydinton ::= <Persagnal St atus>110100</ Per sonal St at us>
Note that bi | | d i nt on and hi | | ar yd i nton have the same abstract values.

E.2.6 Octet string

E.2.6.]l Use an octet string type'to' model binary data whose format and length are unspecified, or specified elsewhere,
and whose length in bits is amultiple of eight.

EXAMPLE
G4Facsim | el mage ::= OCTET STRI NG
-3~a sequence of octets conforning to ITUT Rec. T.5 and COTT Rec. T.6
mage GAFacsim | ePage ::= ' 3FE2EBAD471005' H

or using XML value notation:

H AL A2 R ARAZI00E <l A
raget .. — O T a\.,ql T I Cl TagyC=>oOT Z T DNDS T TOU IS OF 1 cu.,ql LLL | Cl mTagt

E.2.6.2 Use a restricted character string type in preference to an octet string type, where an appropriate one is
available.

EXAMPLE

98 ITU-T Rec. X.680 (07/2002)


https://standardsiso.com/api/?name=969c0673c3d4a095d33f32eca4758d00

ISO/IEC 8824-1:2002 (E)

Surname ::= PrintableString

president Surname ::= "dinton"

or using XML value notation:

E.2.7

president ::= <Surnanme>d inton</ Sur nane>

UniversalString, BMPString and UTF8String

Use the BMPSt ri ng type or the UTF8St ri ng type to model any string of information which consists solely of characters
from the ISO/IEC 10646-1 Basic Multilingual Plane (BMP), and Uni versal String or UTF8String to model any

string

which consists of ISO/IEC 10646-1 characters not confined to the BMP.

E.2.7.1 Use Level 1 or Level 2 to denote that the implementation level places restrictions on the use of combining

charadters.
EXAMPLE
Russi anName ::= Cyrillic (Level1)
-- Russi anName uses no conbi ni ng characters.
Saudi Name ::= Basi cArabic (SIZE (1..100) " Level 2)
-- Saudi Nane uses a subset of conbining characters.
Reprepentation of letter Z:
greekCapital LetterSigma BWString ::= {0, 0, 3, 163}
or usimg XML value notation:
greekCapital LetterSigma ::= <BMPStri ng>&#x03a3; </'BMPSt ri ng>
Reprepentation of string "f — 0"
ri ghtwardsArrow UTF8String ::= {0, 0, 33,\'146}
infinity UTF8String ::= {0, 0, 34, 30}
property UTF8String ::= {"f ", rightwardsArrow, " ", infinity}

or usi

E.2.7.
collec

E.2.8

Use tH
restrig

hg XML value notation:
property ::= <UTF8Stri ng>f«'&#x2192; &#x221E; </ UTF8Stri ng>

D A collection can be expanded to bé_a selected subset (i.e., include all characters in the BASIC I

ion) by use of the "UnionMark" (see Clause 46).
EXAMPLE
Kat akanaAndBasiscLatin ::= Universal String (FROM (Katakana | BasicLatin))
CHARACTER STRING

e unrestricted character string type to model any string of information which cannot be modelled using one
ted character string/types. Be sure to specify the repertoire of characters and their coding into octets.

EXAMRIE

PackedBCDSt ring ::= CHARACTER STRI NG (W TH COVPONENTS {
identification (
COVPONENTS {

ATIN

of the

W TH

fivad RPRESENT

/* The abstract and transfer syntaxes shall be
packedBCDSt ri ng- Abst ract Synt axl d and
packedBCDSt ri ng- Tr ansf er Synt axl d defi ned bel ow.

)

/* object identifier value for a character abstract syntax
(character set) whose al phabet
is the digits 0 through 9.

*/

*/
PackedBCDSt ri ng- Abstract Syntaxld OBJECT |DENTIFIER ::=
{ joint-iso-itu-t asnl(1l) exanpl es(123) packedBCD(2) char Set(0)

ITU-T Rec. X.680 (07/2002)
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/* object identifier value for a character transfer syntax that
packs two digits per octet, each digit encoded as 0000 to
1001, 1111, used for padding.

*/

PackedBCDSt ri ng- Transfer Syntaxld OBJECT | DENTI FIER :: =

{ joint-iso-itu-t asnl(1l) exanples(123) packedBCX 2)
character Transfer Syntax(1) }

/* The encodi ng of PackedBCDString will contain only the defined
encodi ng of the characters, with any necessary length field, and in
the case of BERwith a field carrying the tag. The object
identifier values are not carried, as "fixed" has been specified.

*/

or using XML value notation:

pPaCkeubluol T i Nng-ADStT aCt SyTlit axiu .. =
<OBJECT_| DENTI FI ER>
joint-iso-itu-t.asnl(1l).exanpl es(123). packedBCD( 2). char Set(\0)
</ OBJECT_I| DENTI FI ER>

packedBCDStri ng- Transfer Syntaxld ::=
<OBJECT_I DENTI FI ER>
joint-iso-itu-t.asnl(1l).exanpl es(123). packedBCD(2). characterTransfer Synt ak(1)

</ OBJECT_| DENTI FI ER>

or:
packedBCDSt ri ng- Abstract Syntaxld ::=
<OBJECT_| DENTI FI ER>2. 1. 123. 2. 0</ OBJECT_| DENH FI ER>
PackedBCDSt ri ng- Transfer Syntaxld ::=
<OBJECT_| DENTI FI ER>2. 1. 123. 2. 1</ OBJECT\VDENTI FI ER>
NQTE — Encoding rules do not necessarily encode values of the type EHARACTER STRI NG in a form that always inclufles the
obfect identifier values, although they do guarantee that the abstract valueis preserved in the encoding.
E.2.9 Null

Use anull type to indicate the effective absence of a component of a sequence.

EXAMPLE
Patientldentifier ::= SEQUENCE {
name \/ysi bl eStri ng,
r oom\unber CHO CE {
room | NTEGER,
out Pativent NULL -- if an out-patient --
}
}
| ast Patient_Patientldentifier ::= {
nage/ "Jane Doe",
roomNunber out Patient : NULL
}

or using XML valug notation:

lastPatient ::=
<Patientldentifier>
<nane>Jane Doe</ nanme>

roandindhor ot Pat i ant [ L ¥ oandindhor
OO e e oottty oo HeTeT

</Patientldentifier>

E.2.10 Sequence and sequence-of

E.2.10.1 Use a sequence-of type to model a collection of variables whose types are the same, whose number is large or
unpredictable, and whose order is significant.

EXAMPLE
NamesOf Menber Nati ons ::= SEQUENCE OF VisibleString
-- in al phabetical order
firstTwo NamesOf MenberNations ::= {"Australia", "Austria"}

or, using the optional identifier:
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NanmesOf Menber Nati ons2 ::= SEQUENCE OF nenber Nation VisibleString
-- in al phabetical order

firstTwo2 NamesOf Menber Nations2 ::=
{menber Nation "Australia", nmenberNation "Austria"}

XML value notation, the above two values are as follows:

firstTwo ::=
<NamesOF Menber Nat i ons>
<Vi si bl eString>Austral i a</ Vi si bl eStri ng>
<Vi si bl eStri ng>Austri a</ Vi si bl eStri ng>
</ NamesCOf Menber Nat i ons>

firstTwo2 ::=
<Nanes Menber Nat j ons2>

<nenber Nat i on>Aust r al i a</ nenber Nat i on>
<nmenber Nat i on>Aust ri a</ nenber Nat i on>
</ NamesOf Menber Nat i ons2>

E.2.10.2 Use a sequence type to model a collection of variables whose types are the same, whose number is knoy

modes
Versio|

or usi

E.2.1
know
from

t, and whose order is significant, provided that the make-up of the collection is unlikely“to“change fro
h of the protocol to the next.
EXAMPLE
NamesOf O ficers ::= SEQUENCE {
pr esi dent Vi si bl eString,
vi cePr esi dent Vi sibleString,
secretary Vi sibleString}
acneCorp NanmesOFOfficers ::={
pr esi dent "Jane Doe"
vi cePr esi dent "John _Doe",
secretary "Joe Doe"}

g XML value notation:

acmeCorp ::=
<NamesOF O fi cers>
<presi dent >Jane Doe<{'presi dent >
<vi cePresi dent >John Doe</vi cePresi dent >
<secret ary>Jog, Doe</ secretary>
</ NamesOf O fi cer s

n and
m one

.3 Use an inextensible sequence type’to model a collection of variables whose types differ, whose nunpber is

and modest, and whose order_iS\significant, provided that the make-up of the collection is unlikely to

ne version of the protocol to theynext.
EXAMPLE
Credential’s ::= SEQUENCE {
user Nane Vi si bl eString,
password Vi sibleString,
account Nurber | NTEGER}

E.2.10.4 Use an.extensible sequence type to model a collection of variables whose order is significant, whose nl

hange

umber

currerftly is knewn and is modest, but which is expected to be increased:
EXAMPLE
Record ::= SEQUENCE { -- First version of protocol containing "Record"
user Nane Vi sibleString,
password Vi sibleString,
account Nunber | NTEGER,
}
in anticipation of:
Record ::= SEQUENCE { -- Second version of protocol containing "Record"
user Nane Vi sibleString,
password Vi si bl eString,

account Nunber | NTEGER,

ITU-T Rec. X.680 (07/2002)
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[[2: -- Extension addition added in protocol version 2
| ast Logged! n General i zedTi me OPTI ONAL,
m nut esLast Logged| n | NTEGER
11,
}
and later yet (version 3 of the protocol made no additions to Recor d):
Record ::= SEQUENCE { -- Third version of protocol containing "Record"
user Nane Vi si bl eString,
password Vi si bl eString,
account Nunber | NTEGER,
[[2: -- Extension addition added i n protocol version 2
I'ast Loggedl n General 1 zedTi me OPTI ONAL,
m nut esLast Logged! n I NTEGER
11,
[[4: -- Extension addition added in protocol versiaom 3
certificate Certificate,
t hunb ThunbPri nt OPTI ONAL
11,
}

E.2.11

E.2.1]
insign|
below

or usi

E.2.11
anothd
autom
autom

Set and set-of

.1 Use a set type to model a collection of variables whose number is known and modest and whose o
ificant. If automatic tagging is not in effect, identify each variable by eentext-specifically tagging it as
(With automatic tagging, the tags are not needed.)
EXAMPLE
User Nane ::= SET {
per sonal Nane [0] VisibleString,
organi zat i onName [1] VisibleString,
count r yNane [2] VisibleString}
user UserNane ::= {
count r yNane "N geria",
per sonal Nane "Jonas Mar uba",
or gani zat i onName "Meteorol ogy, Ltd."}
hg XML value notation:
user ::=
<User Nape>

<count'r yName>Ni geri a</ count r yName>

<per sonal Nane>Jonas Mar uba</ per sonal Nane>

<organi zat i onNanme>Met eor ol ogy, Ltd. </organi zati onNanme>
€l-User Nanme>

.2 Use a set €ype with OPTI ONAL to model a collection of variables that is a (proper or improper) sulf
r collection \0f variables whose number is known and reasonably small and whose order is insignific
atic tagging’ is not in effect, identify each variable by context-specifically tagging it as shown below.

Fder is
shown

set of
ant. If
(With

atic tagging, the tags are not needed.)
EXAMPLE
User Nane ::= SET {

per sonal Nane [0] VisibleString,

or gani zat i onName [1] VisibleString OPTI ONAL
-- defaults to that of the local organization -- |,

count r yName [2] VisibleString OPTI ONAL
-- defaults to that of the local country -- }

E.2.11.3 Use an extensible set type to model a collection of variables whose make-up is likely to change from one
version of the protocol to the next. The following assumes AUTOMATI C TAGS was specified in the module definition.
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User Nane ::= SET {
per sonal Nare
" User Narre"

or gani zat i onName
count r yNane

}

user User Nane :

or using XML value notation:

:= { personal Nanme

ISO/IEC 8824-1:2002 (E)

Vi si bl eString, First version of

Vi si bl eString OPTI ONAL ,
Vi si bl eString OPTI ONAL,

"Jonas Maruba" }

user ::=
<User Nane>
[N 1 | W28 | L N
F\"I S UTTAT TWATTO JUTTAUAO VAT UNAST H\"I S UTTAT TWATTO
</ User Nane>
in anticipation of:
User Nane ::= SET { -- Second version of "UserNane"
per sonal Narre Vi si bl eString,
or gani zat i onName Vi si bl eString OPTI ONAL,
count r yNane Vi si bl eString OPTI ONAL,
[[2: -- Extension addition addedvin protocol versiopn 2
i nt er net Emai | Addr ess Vi sbl eString,
f axNumber VisibleString OPFLONAL
11,
}
user UserNane ::= {
per sonal Nare "Jonas\ Mar uba",
i nt er net Enai | Addr ess "j onas@ret eor . ngo. cont
}
or using XML value notation:
user ::=
<User Nane>
<per sonal Nare>Jonas Marwba</ per sonal Nane>
<i nt er net Emai | Addr ess>j_ohas@ret eor . ngo. conx/ i nt er net Emai | Addr ess>
</ User Name>
and lafer yet (versions 3 and 4 of the protocol'made no additions to User Nane):
User Nane ::= SET\{ -- Fifth version of protocol containing "UserNane"
per sonal-Nare Vi si bl eString,
or gani_zat'i onNane VisibleString OPTI ONAL,
countryName Vi si bl eString OPTI ONAL,
H2: -- Extension addition added in version 2
i nt er net Enai | Addr ess Vi sbl eStri ng,
f axNunber Vi si bl eString OPTI ONAL
11,
[[5: -- Extension addition added in version §
phoneNunber Vi si bl eString OPTI ONAL
11,
)
user UserNane ::= {
per sonal Narre "Jonas WNaruba",
i nt er net Enai | Addr ess "j onas@ret eor . ngo. cont
}
or using XML value notation:
user ::=
<User Nanme>
<per sonal Name>Jonas Mar uba</ per sonal Nanme>
<i nt er net Emai | Addr ess>j onas@ret eor . ngo. conx/ i nt er net Emai | Addr ess>
</ User Nane>
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E.2.11.4 Use a set-of type to model a collection of variables whose types are the same and whose order is insignificant.

EXAMPLE
Keywords ::= SET OF VisibleString -- in arbitrary order
soneASN1Keywor ds Keywords ::= {"I NTEGER', "BOOLEAN', "REAL"}

or, using the optional identifier:

Using

E.2.17

Prior
follow
TAGS,
to cor
makes

E.2.1]
[ UNI

It shofild not be used elsewhere.

Keywords2 ::= SET OF keyword VisibleString -- in arbitrary order

soneASN1Keywor ds2 Keywords2 ::= {keyword "| NTEGER', keyword "BOOLEAN',
keyword " REAL"}

XML value notation, the above two values are as follows:

soneASN1Keywords :: =
<Keywor ds>
<Vi si bl eStri ng>lI NTEGER</ Vi si bl eStri ng>
<Vi si bl eSt ri ng>BOOLEAN</ Vi si bl eStri ng>
<Vi si bl eStri ng>REAL</ Vi si bl eStri ng>
</ Keywor ds>

soneASN1Keywor ds2 :: =
<Keywor ds2>
<keywor d>| NTEGER</ keywor d>
<keywor d>BOOLEAN</ keywor d>
<keywor d>REAL</ keywor d>
</ Keywor ds2>

Tagged

to the introduction of the AUTOVATI C TAGS construct, ASN.I specifications frequently contained tag
ing subclauses describe the way in which tagging was typically applied. With the introduction of AUTO
new ASN.1 specifications need make no use of the tag notation, although those modifying old notation ma
cern themselves with tags. New users of the ASN.1 netation are encouraged to use AUTOVATI C TAGS
the notation more readable.

.1 Universal class tags are used only within (thi§ Recommendation | International Standard. The n
ERSAL 30] (for example) is provided solely te.enable precision in the definition of the "Useful Types" (see

5. The
MATI C
y have
hs this

tation
41.1).

in the
h class
viding
se:

SET,

E.2.12.2 A frequently encountered style for'the use of tags is to assign an application class tag precisely once
entire [specification, using it to identify a type-that finds wide, scattered, use within the specification. An applicatio
tag is| also frequently used (once only) ‘to tag the types in the outermost CHO CE of an application, pro
identification of individual messageg§ by*the application class tag. The following is an example use in the former cal
EXAMPLE
Fi | eName 3 = [ APPLI CATI ON 8] SEQUENCE {
di rect oryNane Vi sibleString,
directoryRel ati veFi | eNane Vi si bl eString}
E.2.12.3 Context-specific tagging is frequently applied in an algorithmic manner to all components of 3
SEQUENCE, or,CHO CE. Note, however, that the AUTOVATI C TAGS facility does this easily for you.
EXAMPLE
QustonmerRecord = SET {
name [0] VisibleString,
mai | i ngAddr ess [1] VisibleString,
account Nunber [2] | NTEGER,
bal anceDue [3] INTEGER -- in cents --}
CustonerAttribute ::= CHO CE {
nane [0] VisibleString,
mai | i ngAddr ess [1] VisibleString,
account Nunber [2] | NTEGER,
bal anceDue [3] INTEGER -- in cents --}

E.2.12.4 Private class tagging should normally not be used in internationally standardized specifications (although this
cannot be prohibited). Applications produced by an enterprise will normally use application and context-specific tag
classes. There may be occasional cases, however, where an enterprise-specific specification seeks to extend an
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internationally standardized specification, and in this case use of private class tags may give some benefits in partially
protecting the enterprise-specific specification from changes to the internationally standardized specification.

EXAMPLE
AcnmeBadgeNunber ::= [ PRIVATE 2] | NTEGER
badgeNunmber AcmeBadgeNunber ::= 2345

or using XML value notation:

badgeNunmber ::= <AcneBadgeNunber >2345</ AcneBadgeNunber >

E.2.12.5 Textual use of | MPLI O T with every tag is generally found only in older specifications. BER produces a less
compact representation when explicit tagging is used than when implicit tagging is used. PER produces the same
compget—eneoding—in—-botheases—With-—BER—and—expheit—tageing—there—s—mere—vistbiity—ofthe—underlying type
(I NTEHGER, REAL, BOOLEAN, etc.) in the encoded data. These guidelines use implicit tagging in the examples whenever it
is legal to do so. This may, depending on the encoding rules, result in a compact representation, which-is fhighly
desiraple in some applications. In other applications, compactness may be less important than, for example,ithe abjlity to

carry ¢ut strong type-checking. In the latter case, explicit tagging can be used.

EXAMPLE
Cust oner Record ::= SET {
nane [O] IMPLICIT VisgibFeString,
mai | i ngAddr ess [1] IMPLICIT Visi*bl eString,
account Nunber [2] I MPLI C T(I NTEGER,
bal anceDue [3] IMPLIGFT)INTEGER -- in centq --
}
CustonerAttribute ::= CHO CE {
name [OJNIMPLICIT VisibleString,
mai | i ngAddr ess [I¥ IMPLICIT VisibleString,
account Nunber [2] IMPLICIT | NTEGER,
bal anceDue [3] IMPLICIT INTEGER -- in centq --
}

E.2.12.6 Guidance on use of tags in new ASN.1 specifications referencing this Recommendation | International
Standard is quite simple: DON'T USE TAGS. Put AUTOMATI C TAGS in the module header, then forget about tags.[If you
need tp add new components to the SET, SEQUENCE or CHO CE in a later version, add them to the end.

E.2.13 Choice

E.2.13.1 Use a CHO CE to model a variablé that is selected from a collection of variables whose number are known and
modedt.

EXAMPLE

Fileldentifier ::= CHO CE {

fel ati veNanme Vi si bl eString,

<- nane of file (for exanple, "MarchProgressReport")
absol ut eNane Vi si bl eString,

-- name of file and containing directory

-- (for exanple, "<WIIlians>MarchProgressReport")
seri al Nurber | NTEGER

-- systemassigned identifier for file --}

file Fileldentifier ::= serial Nunber : 106448503

By N 1 :
Or USHTZ " AIVIC valuT TTOTatIon:

fileldentifier ::=
<Fileldentifier>
<seri al Nunber >106448503</ seri al Nunber >
</Fileldentifier>

E.2.13.2 Use an extensible CHO CE to model a variable that is selected from a collection of variables whose make-up is
likely to change from one version of the protocol to the next.

EXAMPLE

Fileldentifier ::= CHO CE { -- First version of
Fileldentifier
rel ati veNanme Vi si bl eString,
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