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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

ISO/IEC 7816 is a series of standards specifying integrated circuit cards and the use of such cards
for interchange. These cards are identification cards intended for information exchange negotiated
between the outside world and the integrated circuit in the card. As a result of an information exchange,
the card delivers information (computation result, stored data) and/or modifies its content (data
storage, event memorization).

Five parts are specific to cards with galvanic contacts and three of them specify electrical interfaces:

A
by

IS
IS
C3

[SO/IEC 7816-1 specifies physical characteristics for cards with contacts;

ISO/IEC 7816-2 specifies dimensions and location of the contacts;

ISO/IEC 7816-3 specifies electrical interface and transmission protocols for asynchronou;
ISO/IEC 7816-10 specifies electrical interface and answer to reset for synchronous cards;
ISO/IEC 7816-12 specifies electrical interface and operating procedufé€s for USB cards.

1 the other parts are independent from the physical interface technology. They apply to cards
r contacts and/or by radio frequency:

ISO/IEC 7816-4 specifies organization, security and comthands for interchange;
[SO/IEC 7816-5 specifies registration of application préviders;

ISO/IEC 7816-6 specifies interindustry data elements for interchange;

ISO/IEC 7816-7 specifies commands for structured card query language;
ISO/IEC 7816-8 specifies commands for$ecurity operations;

ISO/IEC 7816-9 specifies commands for card management;

[SO/IEC 7816-11 specifies peysaonal verification through biometric methods;
ISO/IEC 7816-13 specifies commands for handling the life cycle of applications;
ISO/IEC 7816-15 specifi€es cryptographic information application.

cards;

accessed

O/IEC 10536 (allcparts) specifies access by close coupling. ISO/IEC 14443 (all parts) and

0/IEC 15693 (allparts) specify access by radio frequency. Such cards are also known as co
rds.

ntactless

©
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I

dentification cards — Integrated circuit cards —

Part 8:
Commands and mechanisms for security operations

T
d

T

d

u

F

1| Scope

commands defined in ISO/IEC 7816-4.

2| Normative references
The following documents are referred to in the text in such’a way that some or all of thei

constitutes requirements of this document. For dated.references, only the edition cited ap

ISO/IEC 7816-4, Identification cards — Integrated. circuit cards — Part 4: Organization, sec
cqmmands for interchange

3| Terms and definitions
[0 and IEC maintain terminolegy databases for use in standardization at the following addre

—t ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia:available at https://www.electropedia.org/

nis document specifies interindustry commands which can be used for security, operati
pcument also provides informative directives on how to construct security.mechanis

dcument. It does not cover the internal implementation within the card\and/or the outside w

ndated references, the latest edition of the referenced\document (including any amendments

¢r the purposes of this document, the following terms and definitions apply.

1
symmetric key-pair

ir of elements belonging to cryptographic techniques that use two related operations:
ﬂ:eration defined by public numbers or by a public key (3.4) and a private operation defined b
mbers.or by a private key

bns. This
ms with

he choice and conditions of use of cryptographic mechanism in security operations can afffect card
exportability. The evaluation of the suitability of algorithms and protocgls,is outside the sco

be of this
brid.

- content
plies. For
applies.

Lrity and

5SES!:

a public
y private

pte_1 to entry: The two operations have the property that, given the public operation, it is compytationally

infeasible to derive the private operation.

3

2

certificate
digital signature (3.3) binding a particular person or object and its associated public key (3.4)

Note 1 to entry: The entity issuing the certificate also acts as tag allocation authority with respect to the data
elements in the certificate.

[SOURCE: ISO/IEC 7816-4:2020, 3.11]
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digital signature

data app
integrity

[SOURCE

3.4
key

ended to, or cryptographic transformation of, a data string that proves the origin and the
of the data string and protects against forgery, e.g. by the recipient of the data string

: ISO/IEC 7816-4:2020, 3.20]

sequence of symbols controlling a cryptographic operation

EXAMPLH
signature

[SOURCH

3.5

non-self;
certificat
header li

3.6
self-desq
certificat

3.7

secure messaging

SM
set of me|

[SOURCH

4 Abb

BCD
BER
CA
CCT
CRT
CT

CVCA

Encipherment, decipherment, a private or a public operation in a dynamic authenticatidn,
production, signature verification.

- ISO/IEC 7816-4:2020, 3.30]

descriptive certificate
P (3.2) consisting of a concatenation of data elements associated to a header list or extend¢d
5t, describing the structure of the certificate

riptive certificate
e (3.2) consisting of a concatenation of data objects

ans for cryptographic protection of (parts of) comfiand-response pairs

- ISO/IEC 7816-4:2020, 3.49]

reviated terms

binary-coded decimal

basic encoding rules-0ffASN.1 (see ISO/IEC 8825-1)
certification authority

control refererce template for cryptographic checksum
contralreference template

control reference template for confidentiality

country verifying CA

DG3
DO

DO'...

DSA
DST
DV

data group 3
BER-TLV data object

BER-TLV data object, the tag of which is a hexadecimal value given between single quo-
tation marks

digital signature algorithm
control reference template for digital signature

document verifier

© ISO/IEC 2021 - All rights reserved
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ECC elliptic curve cryptography

ECDH elliptic curve Diffie-Hellman key exchange

ECDSA elliptic curve digital signature algorithm

EF elementary file

GQ2 modified Guillou-Quisquater protocol for zero knowledge proof
H[T COMLIrol Telerence template for nash-code

IJAO international civil aviation organization

IdC integrated circuit card

IS inspection system

KAT control reference template for key agreement

LDS logical data structure

MRTD machine readable travel document

MBE MANAGE SECURITY ENVIRONMENT command

0o|D object identifier, as defined by ISO/IEC 8825-1

P$0 PERFORM SECURITY OPERATION comniand

RFU reserved for future use for ISOAEC JTC 1/SC 17

RPA Rivest, Shamir, Adleman

SE security environment

SEID security environment identifier

TLV tag, length,-alue

5| Interindustry’¢ommands for security operations

51 General

Ah ICC comipliant with this document may support any of the commands and/or options provig
and 5.3;

NOTE In addition to the use of logical channels, there are other alternatives that can be used for

led in 5.2

switching

the security context. Annex D provides information about this functionality.

5.2 GENERATE ASYMMETRIC KEY PAIR command

The GENERATE ASYMMETRIC KEY PAIR command, which shall be as specified in Table 1, initiates

— the generation and storing of an asymmetric key pair, i.e. a public key and a private key, in the card,

— the generation, storing of an asymmetric key pair and extracting generated public key, or

— the extracting previously generated public key.

© ISO/IEC 2021 - All rights reserved
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The command may be preceded by a MANAGE SECURITY ENVIRONMENT command in order to set key
generation related parameters (e.g. algorithm reference). The command may be performed in one or
several steps, possibly using command chaining (see ISO/IEC 7816-4).

Table 1 — GENERATE ASYMMETRIC KEY PAIR command-response pair

CLA As defined in ISO/IEC 7816-4
INS '46' or '47'
P1 See Table 2

p2 '00" (no information provided) or reference of the private key to be generated coded according
to ISO/IEC 7816-4:2020, Table 102

L.field |Absentfor encoding N, = 0, present for encoding N, >0

Data fiel]d |Absent, or

Proprietary data if P1-P2 set to '0000’, or

One or more CRTs associated to the key generation if P1-P2 different from '0000,(see notes)
A CRT may include an extended header list

L, field |Absent for encoding N, = 0, present for encoding N, > 0

Data figld [Absent, or

Public key as a sequence of data elements (INS = '46"), or

Public key as a sequence of data objects (INS ='47"), or

Public key as a sequence of data objects according to an extended header list (INS = '47")

SW1-SW2 [See ISO/IEC 7816-4:2020, Tables 6 and 7 where relevant, e.g. 6985

NOTE 1 | Several CRTs are present when the key pair is generated for several uses. In the command data field| a
CRT possibly has a zero length.

Table 2 —\P1 coding

=%
o]

b7| b6 | b5 | b4 | b3 | b2 | bl |Value

No inferiation given

Additional information given

- Generate asymmetric key pair

0
X
—||—|— | — | — | — | x«/Keygeneration
0
1

- Accessto an existing public key

— |Format of returned public key data

X
—|— | — | —4%" 0 | — |- Proprietary format
1 | — |- Output format according to extended header list

— | — |Output indicator

- Public key data in response data field

[N [N (SN (U [URNY U U S N N N
I
I
I
I
I

I

I

I

I
_ o | X

I

I

— | — |- NoresponsedataifLe field absent or proprietary if Le field present

X X X x [ — | — | — [0000, other values are RFU

NOTE 2  The private key can be stored in an internal EF the reference of which is known before issuing the
command or in a DO'7F48' as cardholder private key template.

NOTE 3  The public part can be stored for example in a DO'7F49" as cardholder public key template.

For extracting a previously generated public key (i.e. no generation), the command data field shall be
empty or shall contain a CRT, possibly including an extended header list.

NOTE 4 Inthose cases when only access to a previously generated public key is requested, P2 is either '00' or
references the private key.

4 © ISO/IEC 2021 - All rights reserved
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The response data field shall be
— absent,

— apublic key as a sequence of data elements (INS = '46"),

— apublic key as a sequence of data objects (INS ='47") from Table 3, or
— apublic key as a DO'7F49' (INS = '47") nesting data objects from Table 3.

If the command data field does not indicate any format of public key data, it shall be implicitly known

before issuing the command (e.g. as part of the security environment). When the command
indicates an extended header list within a CRT, it covers public key data objects and otler r
data object.

EXAMPLE Annex E provides a set of examples on the use of this command.

If|the algorithm is not indicated in the command, then the algorithm is known before iss
cammand. In the public key template, the context-specific class (first byte from'80' to 'BF') is
for public key data objects.

Table 3 — Public key data objects

lata field
equested

uing the
reserved

Tag Value

"[F49' Interindustry template for nesting one set of public key data objects with the following tags

'06" |Object identifier of any further information, optional

'80" |Algorithm reference as used in control reference.data objects for secure messaging, optional

Set of public key data objects for RSA
'81' |Modulus (a number denoted as n coded on\x bytes)

'82' |Public exponent (a number denoted asw;’e.g. 65 537)

Set of public key data objects for DSA

'81" |First prime (a number denoted'as p coded on y bytes)

'82" |Second prime (a number denoted as q dividing p-1, e.g. 20 bytes)
'83" |Basis (a number denoted as g of order q coded on y bytes)

QA

84" Public key (a numbgrydenoted as y equal to g to the power x mod p where x is the private key coded
ony bytes)
Set of public key data objects for ECC

'81" |Prime (apumber denoted as p coded on z bytes)

'82" |Firstceefficient (a number denoted as a coded on z bytes)

'83" [Sectond coefficient (a number denoted as b coded on z bytes)

'84'_Generator (a point denoted as PB on the curve, coded on 2z + 1 or 2z or z + 1 bytes)

‘857~ Order (a prime number denoted as g, order of the generator PB, coded on z bytes)
Public key (a point denoted as PP on the curve, equal to x times PB where x is the private key, coded

onZz+1orZzorz+1Dbytes)
'87" |Co-factor

Set of public key data objects for GQ2
'81' |Modulus (a number denoted as n coded on x bytes)

2,3,5,7,11..)

'84" |Verification parameter (a number denoted as k coded on 1 byte)

A3 present, then tag '83' shall be absent)

Number of basic numbers (a number denoted as m coded on 1 byte. If tag '83" is present, then tag
'83" |'A3' shall be absent and the m basic numbers denoted as g, g,..g,,, are the first m prime numbers

Set of m basic numbers denoted as g, g,..g;,, each one coded on 1 byte with tag '80" (If tag 'A3" is

© ISO/IEC 2021 - All rights reserved
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Table 3 (continued)

Tag Value
Set of public key data objects for RSA Okamoto-Schnorr signature scheme?
'81' |p the first large prime number
'82' |qthe second large prime number such that q|(p - 1), with q a divisor of (p - 1)
‘83" Zp* the set of integers U modulo p such as 0 < U < p and gcd (U,p) = 1, gcd() being the greatest
common divisor
'84" |Zg* the set of integers U' modulo g suchas 0 <U'<qand gcd (U',q) =1
g5 (8 the first element of Zp* of order q such as g is a generator of Gq and Gq a cyclic group of prime
order q
'86' || h the second element of Zp* of order q different from g
g7 ||Y the public key, an integer denoted as y=g ™ h-S mod p where (s,r) is the secret key, and s;and r are
two elements of (Zq*), and h of (Zp*)
NOTE In this context, ISO/IEC JTC 1/SC 17 reserves any other data object of the context-specific class (first
byte in the range '80' to 'BF").
a2 The RYA Okamoto-Schnorr signature scheme, is considered a blind signature process; which is an interactive
procedurje between a signer and a recipient. It allows a recipient to obtain a signature/of a message of the recip-
ient's chdice without giving the signer any information about the actual message‘orthe resulting signature [€l
(911101111, ID0'73" may be used in the data field for returning a multi-part digitalsignature response comprised
of concatpnation of context-specific data objects defined by the application{
NOTE5 | For other Blind Signature schemes, e.g. Blind RSA signature‘(with data objects related to RSA), Blitd
Schnorr signature (with data objects related to DSA and/or ECDSA), Okamoto-Guillou-Quisquater blind signatufe
scheme (With data objects related to GQ2), the OID under template *7F49' determines the nature and meaning|of
any further or different data objects, i.e. the following indicatiens-are possibly denoted by the OID.
— Blind signature type, e.g. RSA, Schnorr, Okamoto-Schneit, Okamoto-Guillou-Quisquater.
— Crypfographic Hash function.
— Genefic description of the token/credential (message) to be signed.
— Attriputes generic structure, and/or
— Type|of control upon signed message,'i.e. partially blind, fully blind or restrictive blind signature (in sorhe
e

For the c

mechanisms, the signer does not.totally lose control over the signed message since the signer can inclu
Cit information in the resulting signature based on some agreement with the recipient. Such blil:d
d
to

expli

signgtures are called partially blind signatures. Other mechanisms allow a recipient to receive a bli

sign
cert

ture on a message notknown to the signer but the choice of the message is restricted and conforms
in rules. Such schemes are called restrictive blind signature mechanisms).

bding of the.DO stating information about the private part of the key pair, Table 4 applies.

Table 4 — Private key data objects

Tag Value

'"7F48' |Interindustry template for nesting one set of private key data object with the following tags
'82' |Public exponent (optional)
'92" |Parameter p
'93" |Parameter q
'94' |Parameter 1/q mod p
'95" |Parameter d mod (p - 1)
'96' |Parameter d mod (q- 1)

© ISO/IEC 2021 - All rights reserved
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Table 4 (continued)

Tag Value

Interindustry template for nesting one set of ECDSA/ECDH private key data object with the
following tags

'92" |Private key

'06" |Object identifier of related curve (optional)

Curve information (conditional if DO'06' above is not specified)
'93"' |pis the prime specifying the base field

'94" |A 1st coefficient of the equation y*2 = x*3 + A*x + B mod p defining the elliptic curve
'95" |B 2nd coefficient of the equation y*2 = x"3 + A*x + B mod p

'96' |G = (x,y) base point, i.e. a pointin E of prime order, with x and y being its x- and y-coordinatels
'97" |q prime order of the group generated by G
'98" |h cofactor of G in E, i.e. #E[GF(p)]/q

OTE In this context, ISO/IECJTC 1/SC 17 reserves any other data object of the context-specific class|(first
yte in the range '80' to 'BF").

P> [ =

hnex C provides examples of exporting a public key and importing@a-private key.

5|3 PERFORM SECURITY OPERATION command

5{3.1 General

The PERFORM SECURITY OPERATION command, which' shall be as specified in Table 5, initfiates the
following security operations:

— computations, such as

— computation of a cryptographic.checksum,
— computation of a digital sighature, or

— computation of a hash-code;

— verifications, such as

— verification ofla cryptographic checksum,
— verificatiomof a digital signature, or

— verification of a certificate;

— encipherment; or

— ~decipherment.

P1 defines output data of the security operation (see Table 6). P2 defines input data to the security
operation (see Table 7). Values of tag of SM data object defined in ISO/IEC 7816-4 are used for P1 and
P2.

P1 and P2 also define operation of this command. It depends on each operation defined in subsequent
subclauses which value is used for P1 and P2. If the security operation requires several commands to
complete, then command chaining may apply (see ISO/IEC 7816-4).

The PERFORM SECURITY OPERATION command may be preceded by a MANAGE SECURITY ENVIRONMENT
command.

© ISO/IEC 2021 - All rights reserved 7
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For example, the security object reference as well as the cryptographic mechanism reference shall be
either implicitly known or specified in a CRT in a MANAGE SECURITY ENVIRONMENT command.

NOTE A security object reference is a reference of a secret key, a reference of a public key, a reference data, a
reference for computing a session key or a reference of a private key. See ISO/IEC 7816-4.

Such a command can be performed only if the security status satisfies the security attributes for the
operation. The successful execution of the command may be subject to successful completion of prior
commands (e.g. VERIFY before the computation of a digital signature).

If present{e-g—implicitly known by the card or because it is part of the command-datafield},a-header
list or an|extended and the data items that form the input for the security
operation.

For this jfommand, when a verification related operation is considered, SW1-SW2 set to '6300%0r '63CKX'
indicated that a verification failed, 'X' = '0' encodes the number of further allowed retries.

Table 5 — PERFORM SECURITY OPERATION command-response pair with INS ="2A’

CLA As defined in ISO/IEC 7816-4

INS 2A
P1 See Table 6
P2 See Table 7

L.field |Absent for encoding N, = 0, present for encoding N. > 0

Data field |Absent or value of the data object specified in P2

L. field |Absent for encoding N, = 0, present for encoding N> 0

Data figld |Absent or value of the data object specified'in P1
SW1-SW2 [See ISO/IEC 7816-4:2020, Tables 6 and\7 where relevant, e.g. 6985

Table 6 — P1 coding for output data of the security operation

Value Meaning
‘00" |No output data
'80" |Plain value not encoded in BER-TLV
'82" |Cryptogram (plain valué encoded in BER-TLV DO and including SM DOs)
'84' |Cryptogram (plajn‘value encoded in BER-TLV DO, but not including SM DOs)
'86' |Padding-contentindicator byte followed by cryptogram (plain value not encoded in BER-TLV DO)

'8E' |Cryptographic checksum
'90" |Hash-code
'9E' |Digitalsignature
NOTE Anjy©ther value is reserved for future use by ISO/IECJTC 1/SC 17.

a  P1 ="00" may be used for legacy reasons to indicate that output data is stored in the card and not returned in the
response, i.e. output data is not present in the response data field.

Table 7 — P2 coding for input data to the security operation

Value Meaning
‘002 |No input data
'80" |Plain value not encoded in BER-TLV
'82" |Cryptogram (plain value encoded in BER-TLV DO and including SM DOs)
'84" |Cryptogram (plain value encoded in BER-TLV DO, but not including SM DOs)
'86' |Padding-content indicator byte followed by cryptogram (plain value not encoded in BER-TLV DO)
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Table 7 (continued)

'92" |Certificate (data not encoded in BER-TLV DO)

'9A"  |Input data element for the computation of a digital signature

'A0"  |Input template for the computation of a hash-code (the template is hashed)

'A2" |Input template for the verification of a cryptographic checksum (the template is integrated)

'A8" |Input template for the verification of a digital signature (the template is signed)

'AC'  |Input template for the computation of a digital signature (the concatenated value fields are signed)

'AE' ]npnf‘ fnmp]:\fn forthe verification of a certificate [f‘]’lﬂ concatenated value fields are certifie )

'BC' |Input template for the computation of a digital signature (the template is signed)

'BE" |Input template for the verification of a certificate (the template is certified)
NOTE Any other value is reserved for future use by ISO/IECJTC 1 SC 17.

P

P2 ='00" may be used for legacy reasons to indicate that input data is already stored.innthe card and|there-
re not present in the command data field.

—

The pso command with INS = '2B’, which shall be as specified in Table/8;-allows security ¢peration
cgmmands with extensions. The functions are distinguished by funetion numbers in P1, defined in
T4ble 9. Input DOs are conveyed in the command data field.

Optionally, the last DO is an extended header list describing the qutput.

Table 8 — Perform security operation command-response pair with INS = '2B’

CLA |Asdefined in ISO/IEC 7816-4:2020, 5.4.1

INS 2B’
P1 'XX', function number, to distinguish the different variants of pso (see Table 9)
P2 '00', output DO defined in command data field

L.field |Present for encoding N.> 0

Either input DO(s) (see Table Z).or DO'73’, and optionally an extended header list describinfg the
output (primitive or constructed) (see Table 6)

L, field |Absent for encoding N,=0; present for encoding N, > 0

[Data field

Data field | Absent or output-either according to the extended header list or DO'73'

SW1-
Sw2

See ISO/IEG-7816-4:2020, Tables 6 and 7 where relevant, e.g. 6985

Table 9 — Function numbers for Pso command

Value Meaning
'01' Compute cryptographic checksum
'02' Compute digital signature
'03' Hash operation

'04' Verify cryptographic checksum

'05' Verify digital signature

'06' Verify certificate
'07' Encipher
'08' Decipher

NOTE Any other value is RFU.

5.3.2 to 5.3.9 provide further specifications for the case of the even INS code.
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5.3.2 COMPUTE CRYPTOGRAPHIC CHECKSUM operation

The COMPUTE CRYPTOGRAPHIC CHECKSUM operation, which shall be as specified in Table 10, initiates the
computation of a cryptographic checksum.

Table 10 — Parameters and data fields for COMPUTE CRYPTOGRAPHIC CHECKSUM operation

1 1

P1 8E

1 1

P2 80
C ddata 210 |t € Lacl 1. 4+ 1o L 1 3 tadd
omma Tata TICTO  Data TOT- winCIT CirCCT y PTOET apTITC CITCC RS UTIT IS5 CUTITPUTCO

Response data |Cryptographic checksum
fleld

5.3.3 (OMPUTE DIGITAL SIGNATURE operation

The COMPUTE DIGITAL SIGNATURE operation, which shall be as specified in Pable 11, initiates the
computation of a digital signature. The algorithm may be either a digital sighature algorithm pr
a combirjation of a hash algorithm and a digital signature algorithm. AnnexA provides examples jof
digital signature operations.

For the cpmputation of a digital signature, the data to be signed or integrated in the signing process afe
transmitfed in the command data field or submitted in a previous.dommand, e.g. PSO command with
hash opefation. In P2, the digital signature is specified with tagvalues of SM data object '9A, 'AC’ or 'BC'
according to Table 6.

Table 11 — Parameters and data fields for COMPUTE DIGITAL SIGNATURE operation

P1 '9E' 2
P2 '9A','AC' or 'BC'P
Command data field |Absent (data already in the'¢ard), or

If P2 ='9A', data to be sighed or integrated in the signature process, or

If P2 ='AC’, data objects, the concatenated value fields of which are signed or integrated
in the signature-process, or

If P2 ="'BC', data objects to be signed or integrated in the signature process

Responske data field |Absent (digital signature stored in the card), or digital signature

a P11 =['00" may be used for legacy reasons to indicate that output data will be stored in the card and n¢t
returned in the response,.e. output data is not present in the response data field.

b P2 =['00" may\be used for legacy reasons to indicate that input data is already stored in the card ard
therefore pot present in the command data field.

5.3.4 HASH operation

The HASH operation, which shall be as specified in Table 12, initiates the computation of a hash-code by
performing either

— the complete computation inside the card, or
— apartial computation inside the card.

The HT (i.e. DO'AA" or DO'AB') indicates the algorithm by a cryptographic mechanism reference for
computing a hash-code (see ISO/IEC 7816-4).

The input data shall be presented to the card in successive input blocks (one or more at a time), the
length of which is algorithm dependent. Depending on the hash algorithm, the last input data have a
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length equal or shorter than the block length. The padding mechanism, if appropriate, is part of the
definition of the hash algorithm.

Even if no data are transmitted (i.e. empty command data when P2 ="'00'2 or '80'), P1 shall be set to
'90". This is applicable, for example, when data is already in the card.

For the resulting hash-code, the following two cases shall be distinguished either
— the card stores the hash-code for a subsequent command; then the L, field is not present, or

— the card delivers the hash-code in the response; then the I.C field shall be set to the appropriate
length.

Table 12 — Parameters and data fields for HASH operation

P1 '90'2
P2 '80" or 'AQ' b
(Jommand data field |If P2 ='80", data to hash, or absent (e.g. for initialization or,data already in the card), or

If P2 ='A0’, data objects relevant for hashing (e.g. '90' fornintermediate hash-codg, '80'
for data to hash)

Response data field |Absent (hash-code stored in the card), or hash-code

P1="00"' may be used for legacy reasons to indicate that output data-will be stored in the card and not returned in the
bsponse, i.e. output data is not present in the response data field.

P2 ='00" may be used for legacy reasons to indicate that input.data is already stored in the card and thefrefore not
Fesent in the command data field.

Lol

%)}

3.5 VERIFY CRYPTOGRAPHIC CHECKSUM operation

The VERIFY CRYPTOGRAPHIC CHECKSUM operation, which shall be as specified in Table 13, initiates the
vérification of a cryptographic checksum!

Table 13 — Parameters and-data fields for VERIFY CRYPTOGRAPHIC CHECKSUM operation

P1 '00'
P2 ‘A2
[ommand data field |Data'ebjects relevant to the operation (e.g. plain value DO'80" and / or cryptogrpaphic
checksum DO'8E")

Hesponse datafield | Absent

NOTE The value field of DO'80' contains data or data elements covered by the value field of DO'8E' as
criyptographic checksum.

5)3:6) VERIFY DIGITAL SIGNATURE operation

The VERIFY DIGITAL SIGNATURE operation, which shall be as specified in Table 14, initiates the verification
of a digital signature delivered as a data object in the command data field. Other verification relevant
data are either transmitted in a command chaining process or present in the card. The algorithm may
be either a digital signature algorithm or a combination of a hash algorithm and a digital signature
algorithm. Annex A provides examples of digital signature operations.

The public key as well as the algorithm may be
— implicitly known,

— referenced in a DST (DO'B6') of a MANAGE SECURITY ENVIRONMENT command, or
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— available as a result from a previous VERIFY CERTIFICATE operation.

If the algorithm reference in the card declares a signature only algorithm, then the data consists of
a hash-code, or the signature is of message recovery type [see ISO/IEC 9796 (all parts)]. Otherwise,
the hash-code calculation is performed in the card and the algorithm reference additionally contains a
reference to a hash algorithm.

Table 14 — Parameters and data fields for VERIFY DIGITAL SIGNATURE operation

P1 '00'
P2 'A8'
Commanyd data field | Data objects relevant to the operation (e.g. either '9A",'AC' or 'BC’, and '9E")

Respohse data |Absent
field

If the co]nmand data field contains an empty data object, then the card is expected to know all dafa
relevant for verification.

5.3.7 VERIFY CERTIFICATE operation

The VERIFY CERTIFICATE operation, which shall be as specified in Fable 15, verifies a certificate. Fpr
the verifjcation of a certificate, the digital signature of a certificate to be verified is delivered as|a
data objgct in the command data field. Annex B provides relevant examples of how to implement this
operatioI, which may help to better understand this subclause.

The publiic key of the certification authority to be used.ifixthe verification process is either implicitly
selected |or may be referenced in a DST using the MANAGE SECURITY ENVIRONMENT command. The
algorithrh to apply is implicitly known or may be referenced in a DST. If other data objects are to lpe
used in the verification process (e.g. hash-code), then these data objects shall be present in the card pr
shall be ransmitted using the command chaining’process.

It is recommended for the public key of the Certification authority to be on the card.
The folloving two cases shall be distinguished:

— if the certificate is self-descrpiptive (P2 = 'BE'), then the card retrieves a public key identified by ifts
tag ih the (recovered) certificate content;

— if the certificate is not self-descriptive (P2 = 'AE'), then the card retrieves a public key in tte
certifficate either implicitly or explicitly by using the public key tag in a header list describing the
content of the ceftificate.

If the refrieved public key is stored in the card, that key may be the default key for the subsequept
operatio‘]\ (e.g VERIFY DIGITAL SIGNATURE).

Practical implementations recommend that tag '7F21" is not used in the data field, on behalf of the
contained templates/DOs of the card verifiable certificates. The next edition of this document would
possibly deprecate the use of '7F21" in this operation.

Table 15 — Parameters and data fields for VERIFY CERTIFICATE operation

P1 '00'
P2 '92','AE' or 'BE'

12 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=0ac22ed84fa1eb599a231de3b1ad20bb

ISO/IEC 7816-8:

Table 15 (continued)

2021(E)

Command data field |Data elements or data objects relevant to the operation.

If P2 ='92', data element to be used in the certificate verification process, (see
IEC 7816-4:2020, Table 50)

Table 50)

If P2 ='AE' or 'BE', data objects to be used in the certificate verification process. The
allowed DOs may be those of a Card Verifiable Certificate (see ISO/IEC 7816-4:2020,

1S0/

|
KHesponse data Tield [Absent

5
T

If]a partial message recovery scheme is used and part of the information is already stored‘in

tHen the data object for auxiliary data is expected to be sent empty, with the data to he insertef later by
tHe card.

3.8 ENCIPHER operation

the card,

he ENCIPHER operation, which shall be as specified in Table 16, encipliers data transmittgd in the
cammand data field or data in a card. The usage of this operation may(be'restricted.

NOTE The operation can be used for generating diversified keys.
Table 16 — Parameters and data fields{for Encipher operation
P1 '82','84' or '86' (cryptogram accerding to ISO/IEC 7816-4:2020, Table 50)
p2 '80'a
Command data field Absent (data already in the card) or data to be enciphered
Response data field |Enciphered data as\mhandated by the P1 value
al P2 ='00" may be used for legacy reasons*te’ indicate that input data is already stored in the card and|therefore
npt present in the command data field.

C(

3.9 DECIPHER operation

ne DECIPHER operation, which shall be as specified in Table 17, deciphers data transmitt
mmand data field. The usage of this operation may be restricted.

Table 17 — Parameters and data fields for Decipher operation

bd in the

P1 '80'a

P2 '82','84' or '86' (cryptogram according to ISO/IEC 7816-4:2020, Table 50)

Command data field |Data to be deciphered as mandated by the P2 value

Rncpnncp data field !Ahcpnf (dpr‘iphprpd dataremainsin the r:\rd) Qr dpr‘iphprnd data

a

P1 = '00' may be used for legacy reasons to indicate that output data will be stored in the card and not
returned in the response, i.e. output data is not present in the response data field.

©
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Annex A
(informative)

Examples of operations related to digital signature

A1 Geg

This ann

A2 Se

Table A.1
compone

neral

bx provides examples of how to operate with digital signatures.
quences of commands for managing a security environment

nts of the current SE and finally, to STORE the current SE under a SEID.ihdicated in P2.

Table A.1 — Setting of security environment components

represents a sequence of MANAGE SECURITY ENVIRONMENT commands ta SET DST, CCT and ¢

Commajnd Operation P1-P2 Command-data field

MSE

SET DST '41B6' [{'84' - L - <Key reference>${'91 00'}

MSE

SET CCT '41B4" |{'83' - L - <Key reference>} {'87' - L — <Initialization value>}

MSE

SET CT '41B8' |{'83' - L - <Key referémnce>}

MSE

STORE (SEID = 1) 'F201' |[Absent

The SET

DST operation references the private key.tg;use in the signature computation and specifi

the integration of a random number in the digitalsignature input. The SET cCT operation referenc

a secret

key and an initial value to use for thescomputation of a cryptographic checksum. The SET

operation references a secret session key to use for confidentiality.

A.3 Se
Table A.2

gquences of commands for digital signature computation

shows the syntax for pyoducing a digital signature by using a signature scheme with appendi

The inpult is a hash-code completed with padding bytes. This example illustrates the calculation of

digital si
delivered

to the card.

TableA.2 — First example of digital signature scheme with appendix

bnature with combined algorithm including a hash operation. In this example, the hash inputfi

ES
S
LT

>

Comma

nd Operation P1-P2 Command data field Response data field

MSE

RESTORE 'F301" |Absent Absent

COMPUTEDICITA
oMo T Dot

PSO

SIGNATURE 9E9A" |Hash-code with padding bytes Digital signature

NOTE 1

This example is purely illustrative and its value is limited in terms of implementation as a result

of

possible export controls that can apply and indeed for general security reasons (avoidance of repeat signatures is

desirable

in some circumstances).

Table A.3 shows the syntax for producing a digital signature by using a signature scheme with appendix.

The digit

14

al signature input consists of the hash-code without padding bytes.
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Table A.3 — Second example of digital signature scheme with appendix

Command Operation P1-P2 Command data field Response data field
MSE RESTORE 'F301' |Absent Absent
COMPUTE DIGITAL | , ' . . . .
PSO SIGNATURE 9E9A' |Hash-code without padding bytes Digital signature

NOTE 2 Inorder to avoid export restrictions, a combined signature and hash algorithm can be used.

NOTE 3 Insome circumstances, avoidance of repeat signatures, although desirable, cannot be achieved.

T4gble A.4 shows a signature scheme with appendix. The digital signature input contains-a hash-code
wjithout padding bytes delivered to the card and the card is requested to generate a randon} number
ag required in the extended header list of the DST in the command data field of the MSE'command. As
specified by tag 'BC' in P2, a concatenation of data objects (hash-code provided to the card and random
niimber provided by the card) is signed.

Table A.4 — Third example of digital signature scheme with appendix

Command Operation P1-P2 Command data field Response data field
MSE SET 4186 |[L4D'—L - (90" L -"91" - LSO)} {'84' ~ L |\ cone
<Key reference>}
PSO COMPUTE DIGITAL | g g {'90' - L - <Hash-codé&>} Digital signafure

SIGNATURE

T4ble A.5 shows the syntax for digital signature withclintited message recovery. The data to be signed
are configured in accordance with a signature scheme giving limited message recovery uging data
g‘lrjects presented in the command data field, whereby the digital signature counter is used a§ internal
essage provided by the card.

Table A.5 — Fourth example of digital signature scheme with appendix

Command Operation P1-P2 Command data field Response data field
MSE RESTORE 'F302' |Absent Absent
PSO COMPUTE DIGITAL fivgp pcr {'90' - L - <Hash-code>} Digital signatjure
SIGNATURE

NDTE4  Padding for computing the hash-code as well as the digital signature are according to ISO/IEC 9796-2.

I Table A.6, the eard performs the hashing (or the last round of the hash computation). The digital
signature inputds)émpty in the COMPUTE DIGITAL SIGNATURE operation, since all input data arf present
in the card.

Table A.6 — Fifth example of digital signature scheme with appendix

Coammand Operation P1-P2 Command data field Response data field
MSE RESTORE 'F301" |Absent Absent
PSO HASH '9080" |Data to hash Absent
PSO COMPUTE DIGITAL | gpgar | Absent Digital signature
SIGNATURE

In Table A.7, the card performs partly the hashing. The digital signature input is empty in the COMPUTE
DIGITAL SIGNATURE operation since the intermediate hash is conveyed in the HASH operation.
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Table A.7 — Sixth example of digital signature scheme with appendix

Command Operation P1-P2 Command data field Response data field
MSE SET '41B6" [{'84' - L - <Key reference>} Absent
{'90' - L - <intermediate hash followed by a
PSO HASH '90A0" |bit counter>} {'80' - L - <data to be hashed |Absent
(limited to one block)>}
PSO COMPUTE DIGITAL | 1gpga' | Absent Digital signature
SIGNATURE
In Table A.8, the hashing is completely worked out outside the card. The digital signature input conveys
the hashvalue computed off-card in the COMPUTE DIGITAL SIGNATURE operation.

Table A.8 — Seventh example of digital signature scheme with appendix

Command Operation P1-P2 Command data field Response data field
MSE SET '41B6' [{'84' - L - <Key reference>} Absent
PSO COMPUTE DIGITAL | 1gpga' | Hash value computed off-card Digital signature
SIGNATURE
A.4 Seguences of commands for digital signature verification
In Table A.9, an extended header list specifies the construction of@ non-self-descriptive certificate (s¢e
Annex BY): the digital signature input consists of data elements..The VERIFY CERTIFICATE operation usgs
commang chaining.

Table A.9 — First example of digital signature verification

Commajnd Operation P1-P2 Command data field
MSE SET ST g1pe | 14D b~ (42" - L - '5F20' - L - '5F49' - L)} {'83' - L - <Kdy
reference>}
VERIFY CERTIFI- . - . .
PSO CATE (CLA = '1X") 00AE' MI5F4E' - L - <Certificate content>}
VERIFY CERTIFI- . v . . . .
PSO CATE (CLA = '0X') Q0AE' |{'5F37'-L - <Digital signature of certificate>}
PSO HASH '9080" |Hash input
PSO VERIFY DIGIRL '00A8" |{'9E' - L - <Digital signature>}
SIGNATURE
— Asthe first stepythe certificate content data object is presented [concatenation of the data elements:
issudr identification number (tag '42'), cardholder name (tag '5F20'), and cardholder public key (tag
'5F49")]. Thecard performs the hashing using the certificate content as hash input.
— As al second step, the digital signature belonging to the certificate is re-transformed and t]le
resultis compared wi € nasn-code computed betore. 1hen, the operation 15 performed.

For verifying the digital signature, the public key has been retrieved and verified by the previous
VERIFY CERTIFICATE operation. The hash input is dependent on the hash algorithm, either the plain
value, possibly presented in chained commands, or a pre-processed hash-code if the card performs

only

the last round of hash-code computation.

— As the final step, the VERIFY DIGITAL SIGNATURE operation is performed.

Table A.10 shows the verification of a self-descriptive certificate (see Annex B): the digital signature
input consists of data objects. The VERIFY CERTIFICATE operation uses command chaining. In the
first step, the data objects integrated in the certificate are presented (e.g. a concatenation of the data
objects: certification authority reference, cardholder name and cardholder public key). The card uses
this concatenation as hash input. Further steps are identical to those of the previous example.

16

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=0ac22ed84fa1eb599a231de3b1ad20bb

Table A.10 — Second example of digital signature verification

ISO/IEC 7816-8:2021(E)

Command Operation P1-P2 Command data field
MSE SET DST '81B6" |{'83' - L - <Key reference>}
VERIFY CERTIFI- {'7F4E' - L - <Certificate content template> {'5F29' - L. - <Certificate
PSO CATE (CLA="1X") '00BE' |profileidentifier>} {'42' - L - <Issuer identification number>} {'5F20'
- - L - <Cardholder name>} {'5F49' - L - <cardholder public key>}}
VERIFY CERTIFI- ' - ' . . e
PSO CATE (CLA="0X") 00BE' |{'5F37'-L - <Digital signature of certificate>}
P50 HASH 9080 [Has input
PSO VERIEY DIGITAL | 1goag' | (9" - L - <Digital signature>}
SIGNATURE
Table A.11 — Third example of digital signature verification
Command Operation P1-P2 Command data field
MSE SET DST '81B6' [{'83' - L - <Key reference>}
PSO HASH '9080' [Hash input
VERIFY DIGITAL | , R [ - .
PSO SIGNATURE 00A8" [{'9E'- L - <Digital signature>}

Table A.12 — Certification Holder Authorization Data Object

Al5 CHA-Certificate Holder Authorization Dat@ Object (CHA-DO)

identifier.

The CHA is formattéd as shown in Table A.13.

Table A.13 — CHA format

Tlag '5F4C'
p Encodes the role of the holder (i.e. CVCA, DV, IS) and assigns read/write access|rights to
urpose . e
data groups storing sensitive data
Fprmat Refer to below
The "Certificate Holder Authorization" (CHA) shown in Table A.12 describes access rights of the
cqrtificate holder. It is a general DPOin a CV certificate, which is used to identify (i.e. access) rights of the
cgrtificate holder. The meaning of CHA can be compared with a role based key identifier.
The CHA consists of the\application reference/ID for which the authorization is valid, and| the role

Prefix

Value

=

[D-ofrelated DF (6 most significant bytes)

Role Identifier

— AID of the related DF (6 most significant bytes) specifies the AID of the DF where the authorization

is valid.

— Role Identifier indicates the privileges granted within the application whose AID was specified

before.

Table A.14 shows a coding example of the role identifier implemented by CEN TC 224.

© ISO/IEC 2021 - All rights reserved
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Table A.14 — Coding example of the role identifier for non-self-descriptive certificates by CEN

TC 224
b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
0 | x X | x | x | x |Bitsb7tobl code the value as described
110 0 | 0 | — | — |Roleldentifier coded in two bytes
— | — | — 1| —1|— 1| — 1 0| 0 |Roleldentifier coded as number in the subsequent byte
Role Identifier coded as bit map in the subsequent byte; the
— | — | — | —1|—1|— 1 0| 1 |"effective" Role identifier is calculated by a logical AND of the
Role-TD of CA public kKey and the Role-ID given in the certificate
Role Identifier coded as bit map in the subsequent byte; the bits s¢t
— | —|l—|—1|—|—1 1| 0 |inthe subsequent byte are correlated to order further Data Elements
with 'FF' separator
Other values Assigned by CEN TC 224
Table A.15 shows a coding example of the role identifier implemented by CEN TC 224.if two bytes afe
indicated through the first byte value '82".
T4ble A.15 — Coding Example of role identifier with two-byte header by CEN TC 224
Byte 2 .
Byte 1 Meaning
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl
10000000 | — | — | — | — | — | — | — | 1 |Community ID vérification
—|—|—|—|—|— | 1 | — |Ageverificationwith finite value
— | —|—|—|— 1| 1 |— | — |Ageverification with inclusive range
Other values Assigned'by CEN TC 224
Table A.1|6 shows an example of the coding of the payload if bits b3 to b1 in Table A.15 are all set to 1.
Table A.16 — Role Identifier's further.data elements (example with inclusive range)
Data Element separator Data Element separator Data Element
Commjunity ID verification value 'FF' Age lower limit 'FF' Age upper limit
In this cqse, the role ID for public’key of CA should be set to '00'.
A.6 Compute digitalsignature with two subsequent signature commands
Table A.17 shows the’syntax for producing a digital signature by using two commands. The finjal
signature, e.g. a DSA¢ or a EC-DSA-Signature (r,s), consists of two parts which are computed separately
by the two signature commands.
Taple)A.17 — Example of signature creation by two subsequent signature commands

Command Operation P1-P2 Command data field Response data field
MSE SET DST '41B6' |{'84' - L - <Key reference>} - {91 00'} |Absent
PSO COMPUTE DIGI | wgpgar | Ahsent Pre-signature, e.g. partr
TAL SIGNATURE
PSO COMPUTE DIGI- '9E9A' |Randomized hash-code value Digital signature, e.g. parts
TAL SIGNATURE

This is applicable, e.g. for randomized hashing according to NIST/SP 800-106; if the randomizer of the
signature is used in the computation of the hash value of the message.
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A.7 Sequence of commands for self-descriptive card verifiable certificate
verification

The most common use case of the VERIFY CERTIFICATE operation is using it together with GENERAL
AUTHENTICATE or EXTERNAL AUTHENTICATE, as indicated in ISO/IEC 7816-4.

The verification of a card verifiable certificate requires two steps: selection of the verification key
and verification of the certificate together with the import of the public key. Generally, the top key of a
certificate chain available in the ICC is the public key of the root CA. The two steps shall be performed
repeatedly until the correct terminal public key is available in the ICC. The ICC verifies this certificate

ith the public key set in the previous step. If the verification fails, the ICC responds with an appropriate
stiatus word. When successful, the ICC stores the public key contained in the certificate!dnd| allows a
fyrther import of certificates along the certificate chain. This process is called multi-stage’verjffication.

The role of the certificate holder should comply with its signer. The selection of rdet’ CA publif key can

cqrtificate.

cgnsecutive PSO command as shown in Table A.18.

Table A.18 — Example for certificate verification

always be accepted to verify a chained certificate. Any other key that was imported with a cprtificate
mfay be applied only if the role of its certificate matches the purpose of verification of the next jncoming

The MSE command selects the key to be used for verification of the(certificate to be received in the

Command | Operation P1-P2 Command data field Rgsponse
dafta field
{'83' - L - <Issuepjdentification number>}
MSE SET DST '81B6' Absent
Key reference’of root CA public key or other key in chain
SO VERIFY CER- | opp { 7F4_LE_ -k 3 <certificate content template>} - {'5F37' - L Absent
TIFICATE - <digital'signature>}

The response data field-is absent.

The key reference of root CA public keytor'any other key in the chain that is temporarily imporfed is the
cqrtificate authority reference CAR\coded in the certificate.

Ah example of a certificate structure applied in the Extended Access Control (EAC) protoco] is given
in B.5. The transmission of-the self-descriptive certificate is done without the tag '7F21, i.e{ only the
rglevant data objects fronr the value field of the certificate will be transmitted.

© ISO/IEC 2021 - All rights reserved

19


https://standardsiso.com/api/?name=0ac22ed84fa1eb599a231de3b1ad20bb

ISO/IEC 7816-8:2021(E)

B.1 Ge

This ann

Annex B
(informative)

Examples of certificates interpreted by the card

neral

bx defines examples of how certificates can be interpreted by the card.

B.2 D4dta objects for card-verifiable certificates
Table B.1f shows data objects relevant for card-verifiable certificates. These data,abjects are extract¢d
from ISOYIEC 7816-6, which supersedes their definition in Table B.1. The definitions are copied in this
table just for improving the readability.
Table B.1 — Interindustry data objects relevant for card-verifiable certificates
(non-exhaustive list)
Tag Data element
'06' Object identifier
‘42" Issuer identification number
'5F20' | |Cardholder name
'5F24' | |Certificate expiration date
'5F25' | | Certificate effective date
'5F29' | | Certificate profile indicator
'5F37' | | Static internal authentication (signature of a certificate, produced by the issuer)
'5F49' | |Cardholder public key
'5F4C' | | Certificate holder authorization
'5F4E' | | Certificate content
'65' Cardholder related data (e.g. certificate extensions)
'7F21' | |Cardholder certificate
'7F49' [ | Public key terhplate
'7F4C' | | Certificate-holder authorization template (CHAT)
"7F4E' | | Certificate content template
NOTE In"erder to provide certificate extension, the DO'73' (i.e. Discretionary Data Template) can be us¢d
directly without being encapsulated into the DO'65". See Table B.7.

The issuer may specify further data objects such as certificate serial number, version number, expiration

date, etc.

Two different structures of card-verifiable certificates shall be distinguished:

— aself-descriptive card-verifiable certificate consists of a concatenation of BER-TLV data objects;

— anon-self-descriptive card-verifiable certificate consists of a concatenation of data elements.
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B.3 Self-descriptive card-verifiable certificates
For the signature creation of a certificate, a digital signature scheme with or without message recovery

is used. Table B.2 shows an example of a self-descriptive card-verifiable certificate with a digital
signature scheme without message recovery.

Table B.2 — Construction for self-descriptive card-verifiable certificate of a cardholder

"7F21' Length Value of subsequent data objects

{'71:‘4]:" =1 — «Certificatecontent fnmp]afu } {":I:"27' =1 _ T\igifa] cig 1ature>}
{'5F29' - L - <Certificate profile identifier>}
{'42' - L - <Issuer identification number>}
{'5F20' - L - <Cardholder name>} -

{'5F49' - L - <Cardholder public key>}

Tag of the Length of |DO certificate content template DO'7F4E' (including tagifield and
certificate the certifi- length-field of DO'7F4E")|is signed
[constructed) cate

NDTE1 The identification data of the certification authority can reference this-public key.

NDTE 2  The identification data of the cardholder can be used for controling access rights to data stdred in the
cqrd.

NPTE 3  The public key of the cardholder can be used in a subsequient VERIFY DIGITAL SIGNATURE opgration.

Bl4 Non-self-descriptive card-verifiable certificates

A extended header list data object may be present in the card to verify this type of cqrtificate;
otherwise, it should be protected when delivered to the card. An extended header list data object (tag
'4D", see ISO/IEC 7816-4) describes the concatehation of data elements by tag/length pairs in the same
order as in the digital signature (See Table.B.3).

Table B.3 — Construction for non-self-descriptive card-verifiable certificate of a cardholder

"7F21' Length Value of subsequent data objects
{4D'-L-(42'-L- {'5F4E' - L - <Issuer {'5F37' - L - <Digital
‘5F20' - L -'5F49' - L)} |identification number - signature>}

Cardholder name -
Cardholder public key>}

Tag of the Ilength of |Extended header list Certificate content data The data elementd are
certificate the certifi- |(present only if the cer- |objectintegrated in the signed:
constructed) cate tificate structure is not |signature (present only . I
. ., : — Issuer identificption
implicitly known) in the absence of message
. . number.
recovery, it contains the
data elements according |— Cardholder narpe.
to the extended header .
Lics — Cardholder puljlic key.
list)

B.5 Self-descriptive card verifiable certificates

B.5.1 General

This subclause provides an example of a self-descriptive certificate as it is typically used in the protocol
Extended Access Control (EAC), see ISO/IEC 7816-4. The certificate is card verifiable and is delivered
as a certificate content template followed by a signature data object. Only the shaded parts shown in
Table B.4 are transmitted to the ICC. The transmission of the certificate is done without the tag '7F21".
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Table B.4 — Structure and content of a self-descriptive CV certificate (example)

"7F21' | '82 01 BA' |CV certificate
"7F4E' | '82 01 7A'
'5F29' '01' |'00 Certificate Profile
Identifier
'42' 'OE'" |'444543.. Certificate Authority
Reference
'7F49' | '81 FD' |See Table B.5 Public key
'5F20' '0E' ['646563.. Certificate Holder N
Reference £,
'"7F4C' '0OE' |See Table B.6 Certificate Holder >
Authorization Tgpplate
(CHAT)
'5F25' ‘06" |'0007 0004 00 01" |Certific fective
Date: 2007-APR-01
'5F24' | '06' ['00 09 00 04 00 01' Ce@te Expiration
Pate: 2009-APR-01
T T 1 L} V
65 2F' |See Table B.7 \‘%
| '5SF37' |  '38'  [See B.5.10 - |Digital Signature: ECDSA
B.5.2 (ertificate profile identifier
For self-descriptive certificates, the certificate profile identifier'defines the list of data objects used fo
construck the data to be signed and the order of the data objects, but not their length.
B.5.3 (ertification authority reference
The "Certfification Authority Reference" (CAR) has the purpose of identifying the certificate issuing (A
in such afway that the DO can be used at the same time as an authority key identifier.
B.5.4 Hublic key
The encdding of the public key and the*domain parameters contained in the certificate is explained [n
Table B.5.
Table B:5= Structure and content the public key template
'"7F49' | '81 FD' |Public’key template
'06%|"0A"' |'04007F 0007 0202020202" |ObjectIdentifier:
Terminal Auth. with ECDSA-SHA-224
'81' | '1C' |'D7 C1 34...C8 CO FF' Prime modulus p
'82" | '"1C" |'68 A5 E6... D2 9F 43’ First coefficient a
83— 2586 F6—6640-6B- Second-coeffictenth
'84' | '39' |'04 0D 90 ... 14 02 CD' Base point G (uncompressed format)
'85' | "1C' |'D7 C1 34 ...A7 93 9F' Order of the base pointr
'86' | '39' |'04 39 3E... 13 9E 14’ Public point Y
'87"' | '01' |01 Cofactor f

B.5.5 Certificate holder reference

This data object provides a unique name for the public key nested within the certificate.
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B.5.6 Certificate holder authorization template

In the example, the discretionary data object contained in the CHAT identifies a CVCA that allows read
access to DG3 according to the ICAO LDS (See Table B.6).

Table B.6 — Structure and content of certificate holder authorization template

"7F4C' | 'OE' |Certificate holder authorization template

'06' | '09' |'04007F000703010201" |Objectidentifier:

Inspection system to access MR1DS

'53" | '01" |'CT' Role and access rights:
CVCA with right 'Read DG3

p3

5.7 Certificate effective date

5.8 Certificate expiration date

ded in 6 bytes using unpacked BCD as follows: 0Y 0Y OM OM:0D 0D.

5.9 C(ertificate extension

otocol steps that are out of scope of this doctument.

Table B.7 — Structure and content of the certificate extension

he certificate effective date (CED) defines the date from which the certificate is valid. The dat¢ is coded
6 bytes using unpacked BCD as follows: 0Y 0Y OM OM 0D 0D. Other formatsare out of the scope of B.5.

he certificate expiration date CXD defines the date after which the certificate expires. THe date is

import arbitrary data in an authentic way. In the example, the discretionary data object dontained

ptionally, a certificate may contain certificate exténsions (see Table B.7). This gives the op{ortunity
the certificate extension authenticates auxiliary data by its hash value to be used in supsequent

'65"' | '2F' |Certificate extension

'73" | '2D' | Discretionary data template

06| '09' |Object identifier

80" | '20" |HASH value (SHA-256)

B

in

E
E

For self-descriptive certificates, the data to be signed is the complete data object denoted by t

5.10 Digital signature (ECDSA)

cluding this tag and the corresponding length field.

©
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hg '7FAE'

CDSA\signatures in plain format are given as a direct concatenation of two byte strings|R||S. For
[DSA-224, each byte string has length 28 (decimal) and the signature is of length 56 bytes (dlecimal).
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Annex C

(informative)

Examples of asymmetric key transfer

C.1 Usage of the GET DATA command for public key export
It is assumed that the data objects describing a public key are present in the card coded in aform gs
shown in Table C.1.
Table C.1 — Coding for public key data objects present in the card
'A8' | [. |T-L pair to indicate a template for digital signature verification
B6' | L |DsT
'83' | L |Key reference of public key
| '7F49' | L  [Public key data object
'81' L |Modulus
'82' L |Public exponent
'9E' L |Digital signature (all bytes of the.digital signature verification templafe
preceding tag '9E' are signed)

With the
INS, P1-P
at the cai

MSE command, the public key to be retrieved is-selected. Then the GET DATA command (o(
2 = '3FFF") is used in three steps, whereby the'data fields shown in Table C.2 to Table C.7 occ

d interface.

Table C.2 — Data field of'the GET DATA command, step 1 of 3

Id

I4Dl l(

B' |Extended header list

‘A8’ | '09" |T-L pairto.indicate a template for digital signature verification

'B6' | '02'

T-L pair that indicates a DST data object

'83' | '00' |T—L pair that indicates a public key reference

I7F49" | 02!

T-L pair that indicates the public key data object

'81' | '00' |T—L pair that indicates the modulus

Table C.3 — Data field of the GET DATA response, step 1 of 3

‘A8 |

L
'B6' | L |DST
'83' | L |Key reference of exported public key
| '7F49' | L |Publickey
'81' | L | Modulus

Table C.4 — Data field of the GET DATA command, step 2 of 3

'4D' | '07" |Extended header list

'A8' '05" |T-L pair to indicate a template for digital signature verification

'7F49' | '02'

T-L pair that indicates the public key data object

'82' | '00' |T—L pair that indicates the public exponent
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Table C.5 — Data field of the GET DATA response, step 2 of 3

'A8' L
'7F49' | L |Publickey
'82' | L |Public exponent

Table C.6 — Data field of the GET DATA command, step 3 of 3

'4D" | '04"' |Extended header list
A8 i UZ | T-L pair to indicate a template for digital signature verirication
'9E' |'00’ |T—L pair that indicates digital signature data object

Table C.7 — Data field of the GET DATA response, step 3 of 3

A8’ | L

'9E' | L |Digitalsignature

C{2 Usage of the PUT DATA command for private key import

C{2.1 Example for referencing the corresponding priyate key

Infitially, an MSE command should be sent in order to reference the corresponding private ke
key reference is already known to the ICC). Then the PUT DATA command (odd INS, P1-P2 =
sgnt for import of a private key with a command data field shown in Table C.8 or Table C.9. Both

 (i.e. the
3FFF') is
Table C.8

and Table C.9 show data formats that convey an extéhded header list followed by key parame
a figital signature.

ters with

Table C.8 — Data field of the PUT DPATA command for RSA private key object impgrt
‘4D’ L |Extended header list
'‘A8' | L |T-L pair'terindicate a template for digital signature verification
'B6' | L |T-L pair to indicate a DST
'84' | L |T—L pair to indicate a key reference to SK.CH.pS
| "7F48' | L |T-L pair to indicate a private key data object
'92"' | L |T-L pair for parameter p
'93" | L |T-L pair for parameter q
'94' | L |T-L pair for parameter 1/q mod p
'95' | L |T-L pair for parameter d mod (p-1)
'96' | L |T-L pair for parameter d mod (g-1)
| '9E' | L |T-L pair to indicate a digital signature
kg | Concatenation of the key parameter data elements according to the extended header [list. Data
€lements that are associated to 1iller tags 00 in the extended neader list are read but ignored.
'9E' L |Digital signature

© ISO/IEC 2021 - All rights reserved
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Table C.9 — Data field of the PuT DATA command for ECDSA private key object import

‘4D’ L |Extended header list
'A8' | L |T-L pair to indicate a template for digital signature verification
'B6' | L |T-Lpair to indicate a DST
'84' | L |T—L pair to indicate a key reference of private key
| '7F48' | L |T-L pair to indicate a private key data object
'92" | L |T-L pair to indicate a private key
AVl L T 1 oo o 1o 8 £ -1
86 F—FHpair-to-indieate-an-o4b
| '9E' | L |T-L pair to indicate a digital signature
srag || L Concatenation of the key parameter data elements according to the extended header list./Data el¢-
ments that are associated to filler tags '00' in the extended header list are read but ignosed.
'9E' L |Digital signature
C.2.2 Hxample of private key import under secure conditions
Alternative to the private key import where the empty DO structure of the keyis delivered to the IC
along with key value and related signed data elements, this subclause desecribes a data field example
incorporpting the key parameters values directly within their DO structure.(see Table C.10).
Table|C.10 — Data field of the PuT DATA command for RSA private key import under secure

conditions

‘A4 or'B6' | 03’

Key usage: Authentication template ('A4') 6i\Digital Signature template ('B6')

'84' | '01' |KeyID

'"7F48

| L RSA private key data objects
'92' L |Parameter p
'93' L |Parameterq
'94' L  |Paramgter 1/q mod p
'95' L |Parameter d mod (p-1)
'96' L {Parameter d mod (q-1)
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Annex D
(informative)

Alternatives to achieve the reversible change of security context

addition to the use of logical channels to switch reversely the security context, further alt

ernatives

0]
in
tqg

0]
td
'B

U
th
dy
in
Sq
th
M

D
th

b)

ay be used as follows.

During a secured session, the ICC receives from a first off-card entity an MSE SET comma
CRT containing a further DO'EQ’' or 'E1" which is a private class tag intended respégtively tq
the ICC application about

the references of the dynamic data generated during the running course of'the transaction
current security environment, e.g. session keys, send sequence counter@nd that should be
maintained by the ICC in volatile or non-volatile memory so that to .b€grecovered and re-y
(template 'EQ");

the security context that should be established next through the references provided in the
Algorithm identifier (DO'80'), key identifier as DO'83' or '84"“{template 'E1").

hce such MSE SET with a CRT containing 'E0Q'" is received(bythe ICC, the ICC turns ready to ¢
coming command from a second off-card entity that issassumed to initiate a secure channel ¢
the security context established by the previous MSE'SET.

hce the transaction is ended with the second offzcard entity and the secure context needs t
its former situation, the second off-card entity sends an MSE SET command containing the
1'.

bon reception of such an MSE SET command containing the template 'E1', the ICC should exf
e first off-card entity to resume the secure transaction that was temporarily held on, with
Fnamic data, e.g. session keys, send sequence counter, etc. Accordingly, from now on, as sc
coming command is received, it should be processed by the ICC application with the crypt
crets shared/involved with:the first off-card entity, thus assuming this off-card entity is 1
e transaction. To this end,-the ICC should recover the dynamic data stored at the first step,
SE SET with CRT nestingDO'EQ' was performed.

D'E0" and DO'E1'4hay nest context-specific DO for which the interpretation is application-spg
e identifier of the-Session context assigned by the local terminal.

To achieve'the same goal as described in alternative a), this document can rely on exi
commands (refer to ISO/IEC 7816-4) as follows:

a'SELECT DATA command with a data field as {'4F' - L. - <AID>} {'51' - L. - <file reference>} {

nd with a
instruct

with the
saved i.e.
sed later

CRT, e.g.

xpect an
ccording

h reverse
template

ect from
the same
on as an
ographic
esuming
i.e. when

cific, e.g.

sting [SO

4D' - '04'

2('7B' - '02' - 'A4' - '00")} pointing as example on a CRT-AT (D0O'A4") that occurs in the cfirrent SE

followed with a PUT DATA command initiating a security context shift with a data field of this kind:
{CRT-CC} {CRT-CCT} setting as example the CRT for integrity and confidentiality in the current SE;

— once such PUT DATA is received by the ICC application, it should behave as indicated in alter

— once the transaction is ended with the second off-card entity, a PUT DATA command may re
security context with a data field of this kind: {CRT-CC initial} {CRT-CCT initial} setting as example

the CRTs involved with the second off-card entity to their initial value.

This alternative allows

native a);

verse the

— referring with the SELECT DATA to an SEID that is not the current one, so meaning that the context

©

shift should be initiated with another security context, and
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